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Abstract

In 2008, EtherSpeak certified the SureTrunk™ for ShoreTel connection method to enable an innovative
“native” SIP connectivity option for ShoreTel. SIP Trunking provides the users of ShoreTel a value-
aligned alternative method for public telephone network by-pass. These connection options are enabled
when a ShoreTel customer elects to use a SIP trunking provider like EtherSpeak (using the Session
Initiation Protocol (SIP)) for communications beyond the customer’s IP network edge.
In the current version of EtherSpeak’s SureTrunk™ for ShoreTel offering, EtherSpeak now provides the
ShoreTel administrator numerous options for connectivity of the SureTrunk™ for ShoreTel service —to
virtually any version of the ShoreTel system (this application note covers only ShoreTel versions 9.x
through versions 11.x).
In addition, EtherSpeak now provides options for enhancing security and quality of SIP by providing new
Quality of Service (QoS) / Class of Service (COS) guarantees by broadening the EtherSpeak solution to
include MPLS cross-connections to most Tier-One carrier data networks. This evolution is an
improvement to how the service may be delivered, and as a result, provides the ShoreTel Administrator
options for leveraging EtherSpeak SIP with seamless inter-connects to carrier networks in an
unprecedented way. New carrier supported MPLS cross-connects are available currently with AT&T /
ACC Business, Level 3 Communications, Qwest Communications, Windstream, Verizon Business and
others. Please speak with EtherSpeak sales to verify the availability of connecting to your carrier’s
network.
They include a wide array of private wide-area-network (WAN) options (MPLS T1’s), metro-Ethernet
connectivity, Asynchronous Transfer Mode (ATM) and whole range of quality public network broadband
and most recently, Wireless Wide Area Network (WWAN) options (including WAN (802.11n or WiMax).
In two short years, EtherSpeak SIP is steadily moving to become the de-facto standard for connecting
customer-premise based IP PBXs to carrier networks. With these options taking shape, it is an exciting
time for ShoreTel and SIP. Although SIP connectivity is a “newer” ShoreTel connection method, it is
typically regarded as less expensive, increasingly reliable, and the key driver for reducing customer
monthly recurring costs when compared to “legacy” Public Switched Telephone Network (PSTN)
connections. SIP is replacing Plain-Old-Telephone-Service (POTS), Basic Rate Interface (BRI), Primary
Rate Interface (PRI) or T1/ E1 trunk connections. This application note provides a guide for you in
selecting and implementing an EtherSpeak SureTrunk™ SIP connectivity option that is right for your
customer. We will help you do this by providing an understanding of the three ShoreTel Certified
methods to connect a ShoreGear system to EtherSpeak as a Communications-as-a-Service (CaaS)
provider.

1. Connecting natively to EtherSpeak over an single existing Internet connection

2. Connecting natively to EtherSpeak over a redundant Internet connection
3. Connecting natively to EtherSpeak over a private network connection

This application note is for ShoreTel customers who would like encrypted (utilizing an IPSEC VPN) SIP
trunking via a PRI handoff from the ShoreTel system.

Application Diagrams of the product scenarios tested with the ShoreTel ShoreGear switch appear in
Figure A below.
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Figure A: ShoreTel’s ShoreGear, Adtran’s NetVanta 6310 connected with EtherSpeak
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ShoreTel tests and validates the interoperability of the Member's solution with ShoreTel's published software
interfaces. ShoreTel does not test, nor vouch for the Member's development and/or quality assurance
process, nor the overall feature functionality of the Member's solution(s). ShoreTel does not test the
Member's solution under load or assess the scalability of the Member's solution. It is the responsibility of the
Member to ensure their solution is current with ShoreTel's published interfaces.

The ShoreTel Technical Support organization will provide Customers with support of ShoreTel's published
software interfaces. This does not imply any support for the Member's solution directly. Customers or reseller
partners will need to work directly with the Member to obtain support for their solution.
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Overview

This document provides details for connecting the ShoreTel system through the ADTRAN NetVanta®
series of routing, switching and IP gateway products to EtherSpeak, for SIP Trunking, to enable audio
communications. The connection to the ShoreTel system will be a T1 PRI from the NetVanta 6310
product. The document focuses on the configuration procedures needed to set up these systems to

interoperate.

Features and Benefits

The EtherSpeak, ADTRAN and ShoreTel solution provides the following features and benefits:
¢ Inbound Calling (requires EtherSpeak extension), 800 Inbound (requires purchase or port),
Long Distance Termination (includes intra-, inter-state and international), Expanded Local
Calling, Outbound calling to 888, 877, 800 numbers, €911, 411 and Operator Services,
Inbound Caller ID and Location, White Page Listing, Toll-Free, Domestic and International
Long Distance, G.711 and G.729a Codecs.

e Benefits - Smart Reasons to Switch to SIP Trunks to Secure Your Clients and to Save

Money

O

Cost Savings - Enjoy the cost savings of combining your local, long distance and
broadband Internet services onto a single circuit with dynamic bandwidth allocation.

Save Time - Dedicated and knowledgeable EtherSpeak technicians, installation
teams and customer support specialists assure rapid deployment.

Simplify - Experience the efficiency of managing a single network connection,
receiving one hill and engaging one point of contact for all your local, long distance,
and broadband Internet needs.

Protect your Investment - Preserve your existing capabilities via seamless integration
with the ShoreTel IP PBX system while utilizing industry proven encryption
technologies to assure the privacy of customer information.

Grow Your Business - When you grow, adding more SIP Trunks is easy, and
happens within hours - not days, weeks, or months. Etherspeak SIP Trunks can be
installed in about an hour and turned up remotely so you do not have to slow down.

o Affordable converged IP voice and data solution for small and medium enterprises or branch
office VoIP networks

O

O

Lower Total Cost of Ownership and rapid return on investment

NetVanta’s 6000 series routing series is ideal for IP Telephony, corporate
connectivity and Internet access convergence

Enhanced routing performance, integrated firewall, VPN and robust QoS functionality

Ease of use features for monitoring and scoring voice quality, trending and tracking
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o Web-based configuration Graphical User Interface (GUI), monitoring and remote
management

o Industry-leading warranty and customer support and services

o The widest variety of standards-based , ShoreTel interoperable business networking
infrastructure

o Provide ShoreTel PBX with a PRI interface, thus eliminating the feature limitations
that ShoreTel has with SIP trunking

Requirements, Certification and Limitations

Problem Statement

e |f ShoreTel customers wish to connect to inbound or outbound SIP trunks, a dedicated hardware
device is required to establish connectivity to any ITSP.

Solution

e By leveraging advanced knowledge of Internet security protocols and voice over IP (VolP),
EtherSpeak is providing a full range of managed SIP trunking services with or without dedicated
hardware prerequisites, enabling ShoreTel customers to have greater flexibility and scale SIP
trunking services according to growth needs. EtherSpeak supports native connectivity options,
customer provided Session Border Controller as Customer Premise Equipment, or connection
as a SIP to PRI hand-off via a PRI Internet Access Device (IAD).

e Natively using EtherSpeak SureTrunk™ Service:

o Pro: Unlimited call capacity, no capital expense with a 30 minute customer quick turn-up
process.

o Cons: Requires ShoreTel SIP Trunk License; SIP Call recording not supported on
ShoreTel; No ringback generated by ShoreTel phones after call is connected through
Automated Attendant.

e Utilizing a PRI to SIP hand-off:

o Pro: No ShoreTel SIP license; ShoreTel Director thinks it is using a PRI; Fully encrypted
for connections over the public Internet; All ShoreTel features supported.

o Cons: Customer capital expenditures are significant and limited to 23 channels (PRI / T1
switch & SIP / PRI IAD); Limited to capacity of 23 concurrent calls per non-recurring
equipment charge necessary for PRI hand-off; Trunks are tied to expensive hardware
with limited capacity.

e Utilizing a customer-premise-based Session Border Controller

o Pros: Provides ability to use any SIP carrier approved by ShoreTel; Normalizes SIP to
carrier requirements / standards.

o Cons: In addition to a SIP license fee, SBC requires a license fee for concurrent calls;
Not all features are supported including call recording, External Assignment; Park and
Pickup; Limited support for SIP Info; May become possible single point of failure on
customer network.

&) Shorelel

960 Stewart Drive Sunnyvale, CA 34085 USA Phone +|.408.331.3300 +1.877 80SHORE Fax +.408 331.3333 www.ShoreTel.com



A VPN is required for connection of the original SureTrunk™ Native service option and the new
SureTrunk™ PRI service options. Either of EtherSpeak's solutions require a VPN tunnel with access
from the customer's ShoreTel switch (where trunks are configured) to a virtual IP assigned by
EtherSpeak to that customer's ShoreTel SIP switch (or PRI switch). Therefore, the customer firewall
device should support industry standard IPSec encryption with availability of one-tunnel VPN license.
Please consult your firewall vendor to determine if your product supports industry standard IPSec and
you are licensed to establish a single IPSec tunnel to enable either the Native of PRI connection options
now available for utilizing the EtherSpeak SureTrunk™ service.

EtherSpeak Overview and Contact

EtherSpeak is a complete nationwide communications provider offering businesses advanced Internet,
IP based voice and network service solutions. As a single source provider for business telecom needs,
EtherSpeak provides its customers with unparalleled selection, savings and service. The company's
unique methodology, experienced team and dedicated customer service ensures accountability and
service superior to that of traditional Internet and VoIP providers.

Sales Inquiries

(866) 384-3747

sales@ietherspeak.com

Channel Inquiries
(866) 384-3747
sales@ietherspeak.com

Support Inquiries
(866) 384-3747
support@ietherspeak.com

ADTRAN offers a robust suite of IP business solutions for converged IP networking. This suite includes
a variety of business trunking, hosted VolP and premises-based VolP solutions including IP business
gateways, multiservice access routers, managed Layer 2/3, POE and Gigabit Ethernet switches, 802.11
a/b/g Wireless Access Points and modular access routers. These products are ideal for bundled
services or business networks. They address the need for branch office connectivity, Internet access,
VolIP migration, bandwidth expansion, network security and voice quality monitoring.

For general sales questions regarding ADTRAN products and solutions, contact your reseller or contact
ADTRAN directly at:

ADTRAN Applications Engineering

1-800-615-1176

support@adtran.com

www.adtran.com

To become an ADTRAN reseller, visit www.adtran.com/partner to find out how to join ADTRAN'’s award-
winning partner program, or dial 1-800-9ADTRAN and asked to speak to a Customer Service
Representative about the ADTRAN Advantage partner program.

For configuring joint solutions, select from the following ShoreTel-interoperable ADTRAN platforms.
NetVanta 6310 part number: 1700100G1
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ADTRAN Product Information Product Description

The NetVanta 6310 Modular IP Business Gateway is designed for use in integrated IP voice and data
service offering to small-to-medium sized businesses, worldwide. This powerful solution combines the
robust routing and voice features of ADTRAN's industry-leading NetVanta 900e Series of IP Business
Gateways into a modular, multi-function chassis.

e Converged service solutions

e Combines IP Business Gateway and Ethernet access device into one chassis

e Module dual-slot chassis

o Integral SIP gateway, router, and security

e Supports a variety of network and voice interfaces

o Dual 10/100Base-T interfaces for routing, DMZ, or Ethernet-fed WAN

o Integral PRI/PRA T1/E1 for PBX connectivity

o Stateful inspection firewall for network security

o IPSec Virtual Private Network (VPN) for secure corporate connectivity across the Internet

o Compatible with industry-leading softswitches and call agents

e Upto 16 analog POTS interfaces with remote survivability

e Supports IP, analog, and digital phones/phone systems; fax machines, modems, and Wireless
Access Points (WAPS)

o Dynamic bandwidth allocation enables more efficient utilization

e Standardized G.729a voice compression requires less bandwidth per voice call

¢ Voice Quality Monitoring (VQM) and Mean Opinion Score (MOS) prediction

o CompactFlash slot for IP phone configuration files and firmware

e Recognizable CLI eliminates retraining

o User-friendly Web-based GUI

e Feature-rich ADTRAN Operating System (AOS)

e Industry-leading warranty

e ETSI compliant

Architecture Overview

Platforms used during application testing:
¢ NetVanta 6310
o ShoreGear 220T1
e ShoreTel IP Phones

ShoreGear220T1

SIP Trunk

~ T1PRI

EtherSpeak

Adtran 6310

&) Shorelel

960 Stewart Drive Sunnyvale, CA 34085 USA Phone +|.408.331.3300 +1.877 80SHORE Fax +.408 331.3333 www.ShoreTel.com



Version Support

The ADTRAN Products detailed in this application note are certified with the following versions of the
ShoreTel system, listed below.

Adtran NetVanta 6310

NV6300A-A4-08-00-E.biz

ShoreTel Release 9.x "]
10.x | +
11.x | +

Certification Testing Results Summary

Platforms Used During Testing:

e NetVanta 6310

e ShoreGear 220T1
e ShoreTel IP Phones

Features Used During Testing:
o Ethernet Interface

e SIP

¢ PRI Handoff

The ShoreTel system has some known limitations with SIP trunking, please refer to ShoreTel's
Administration Guide, chapter 18, for the SIP trunking limitations.

1.0 Initialization and Basic Calls

ID Name Description Results
1.1 Setup and Verify successful setup and Pass
initialization initialization of the NetVanta
System
1.2 Outbound Call Verify calls placed outbound | Pass
(Domestic) through NetVanta reach the
external destination.
1.3 Inbound Call Verify calls received by Pass
(Domestic) NetVanta are routed to the
proper trunk group.
1.4 Device restart — Verify that the NetVanta Pass
Power Loss system recovers after power
loss.
15 Device restart — Verify that the NetVanta Pass
Network Loss system recovers after loss of
network link.
1.6 All Trunks Busy — Verify inbound callers hear Conditional
Inbound Callers busy tone when all channels / | Pass (see
trunks are in use. Note 1)
1.7 All Trunks Busy — Verify outbound callers hear | Pass
Outbound Callers reorder tone when all
channels / trunks are in use.

&) Shorelel

960 Stewart Drive Sunnyvale, CA 34085 USA Phone +|.408.331.3300 +1.877 80SHORE Fax +.408 331.3333 www.ShoreTel.com



1.8

Calls

Incomplete Inbound

Verify proper call progress
tones are provided and
proper call teardown for
incomplete inbound calls.

Pass

Note 1: The NetVanta system sends a 503 (Service Unavailable) message to EtherSpeak, resulting in

system message: “The number you have dialed is not in service”.

2.0 Media and DTMF Support

ID

Name

Description

Results

21

Media Support — ShoreTel
Phone to NetVanta

Verify call connection and audio path
from a ShoreTel phone to an external
destination through the NetVanta
system using all supported tones with
both sides set to a common codec.

Pass

2.2

Media Support — SIP
Reference to NetVanta

Verify call connection and audio path
from a SIP reference phone to an
external destination through the
NetVanta system using all supported
tones with both sides set to a common
codec.

Pass

2.3

Codec Negotiation

Verify codec negotiation between
NetVanta and EtherSpeak with each
side configured for a different codec.

Pass

24

DTMF Transmission

Verify DTMF transmission per
RFC2833 for calls placed through the
NetVanta System.

Pass

25

Auto Attendant Menu

Verify that inbound calls are properly
terminated on the ShoreTel Auto
Attendant menu and that you can
transfer to the desired extension.

Pass

2.6

Auto Attendant “Dial by
Name”

Verify that inbound calls are properly
terminated on the ShoreTel Auto
Attendant menu and that you can
transfer to the desired extension using
the “Dial by Name” feature.

Pass

2.7

Auto Attendant menu
checking Voice Mail mailbox

Verify that inbound calls are properly
terminated on the ShoreTel Auto
Attendant menu and that you can
transfer to the Voice Mail Login
Extension.

Pass

3.0 Perfo

rmance and Quality of Service

ID

Name

| Description Results

3.1

Voice Quality Service Levels

Verify the NetVanta System | Pass
can provide a voice quality
SLA across the WAN from

the customer premises.

3.2

Capacity Test

Verify the service provider Pass

interface can sustain
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services through period of
heavy outbound and
inbound load.

3.3 Post Dial Delay

Verify that post dial delay is
within acceptable limits.

Pass
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4.0 Enhanced Services and Features

ID Name

Description

Results

4.1 Caller ID Name and Number —
Inbound

Verify that Caller ID name and
number is received properly.

Pass

4.2 Caller ID Name and Number —
Outbound

Verify that Caller ID name and
number is sent properly.

Pass

4.3 Hold

Verify successful hold and resume of
a connected call.

Pass

4.4 Call Forward

Verify outbound calls that are being
forwarded are redirected and
connected to the appropriate
destination.

Pass

45 Call Transfer — Blind

Verify a call connected to the
ShoreTel phone can be transferred
to an alternate destination.

Pass

4.6 Call Transfer — Consultative

Verify a call connected to the
ShoreTel phone can be transferred
consultatively to an alternate
destination.

Pass

4.7 Conference — ad hoc

Verify successful ad hoc conference
of three parties.

Pass

4.8 Inbound DID / DNIS

Verify the NetVanta System provides
inbound “dialed number information”
and is correctly routed to the
configured destination.

Pass

4.9 Outbound 911

Verify that outbound calls to 911 are
routed to the correct PSAP for the
calling location and that caller ID
information is delivered.

Pass

4.10 | Operator Assisted

Verify that O+ calls are routed to an
operator for calling assistance.

Pass

4.11 | Inbound / Outbound call with
Blocked Caller ID

Verify that calls with Blocked Caller
ID route properly and the answering
phone does not display any Caller ID
information.

Pass

4.12 | Inbound call to a Hunt Group

Verify that calls route to the proper
Hunt Group and are answered by an
available hunt group member with
audio in both directions.

Pass

4.13 | Inbound call to a Workgroup

Verify that calls route to the proper
Workgroup and are answered
successfully by an available
workgroup agent with audio in both
directions.

Pass

4.14 | Inbound call to DNIS / DID
and leave a voice mail
message

Verify that inbound calls to a user, via
DID / DNIS, routes to the proper user
mailbox and a message can be left
with proper audio.

Pass

4.15 | Call Forward — “FindMe”

Verify that inbound calls are

forwarded to a user’s “FindMe”
destination.

Pass
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4.16 | Call Forward — Always Verify that inbound calls are Pass
immediately forwarded to a user’s
external destination.

4.17 | Inbound / Outbound Fax calls | Verify that inbound / outbound fax Pass
calls complete successfully.
4.18 | ShoreTel Converged Verify that inbound calls are properly | Pass
Conferencing Server forwarded to the ShoreTel

Converged Conferencing Server and
it properly accepts the access code
with audio to all involved parties.

4.19 | Inbound call to Bridged Call Verify that inbound calls are properly | Pass
Appearance (BCA) extension | presented to all of the phones that
have BCA configured and that the
call can be answered, placed on-hold
and then transferred.

4.20 | Inbound call to a Group Verify that inbound calls to Pass
Pickup extension extensions that are part of a Group

Pickup extension can be answered,
placed on-hold and then transferred.

Configuration Overview

The steps included in the ADTRAN and ShoreTel Configuration sections below provide instructions on
configuring a converged ADTRAN NetVanta router with a ShoreTel IP Telephony system. All ADTRAN
products use a familiar command-line interface for configuration via console connection, Telnet, or a
Web-based GUI is available for many features and configurations.

ShoreTel Configuration

In this implementation ShoreTel interoperates with the ADTRAN NetVanta platform via T1 PRI trunks.
The connection between the two units will be via a T1 Crossover cable (if you are not familiar with what
a T1 Crossover cable is, perform an Internet search for T1 crossover cable).

The configuration details below are concise, for complete configuration details please refer to the
ShoreTel Administration Guide.

Log into ShoreWare Director and create a new PRI Trunk Group:
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Tkorows Ol -

E e N o< this page
Name: PRI \
Site: Sunnyvale TPP Lab
Language: |English(us) |
Inbound:
Number of Digits from CO: (10 || —
FIDNIS (CEstousies ]
DID [ EditDIDRange |
[ Extension

Translation Table:
Prepend Dial In Prefix: | [
Use Site Extension Prefix

[ Tandem Trunking

m|

Destination: 700 : Defauit }[ Search |

User Group ['Anor;y'msus Telephones- ;;
I

Prepend Dial In Prefix:

Go to the “Inbound” parameters section and configure the “Number of Digits from CO” to 10. Configure
all of the other trunk group parameters as necessary. Please refer to the ShoreTel Administration Guide
for details on the configuration parameters. Once you’ve modified the trunk group parameters as
needed “Save” your changes.

Note: If this is a new trunk group you will be prompted to allow access to all user groups, it is always a
good practice to allow all user groups access to the newly created trunk group, but you can “Cancel” the
request and provide individual user groups access to this new trunk group.

Using ShoreWare Director configure the ShoreGear T1 as follows:
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SWitCheS [ Save H Delete J[ Reset ]

Edit ShoreGear T1 Switch

Refresh this page

Name: SGT1

Description: 7 - ]

Site: Sunnyvale TPP Lab

IP Address 103.0.55 |[_rind switches ]
Ethernet Address: [00-10-49-03-C1-5C_

Server to Manage Switch :Headquarters V

Layer 3:

Protocol Type iISDN User j N —
Central Office Type: (-2 B pe—

Call by Call Service
Enable Outbound Calling Name

Layer 1:

Clock Source: [Slave jl i—
Framing Format: |ESF v/ P A—
Line Code: | B8ZS E o —
Line Build Out: (0508 (0-110feet) v|

Go to the “Layer 3:” parameter section, configure the “Protocol Type” for “ISDN User” and the “Central
Office Type” for “NI-2”. In the “Layer 1:” parameter section configure the “Clock Source” for “Slave”, the

“Framing Format” for “ESF” and the “Line Code” for “B8ZS”.
Scroll towards the bottom of the page to the channel parameters:

fpat Tk ][R v]feort = 1 | o ] o
2 g |Tunk | [em ¥|[Port(2) ] [o | o "

3 gt |Tunk v [em v[Portn) ] o | o

4 g |Tunk v [ew v port 4 | o | o

5pat |Tunk v [PR | Portis) | o | fo

6 gar |Tunk v [PR w|[Porte) I ] o IR0 |

7 gt [Tonk | [eR v|[port @) ' ] [o 1 b

g gt [Tonk | [eR v][Portie) ] P 1 [ ]

9 gat |Tunk  v] [PR v][Port e | [o | o

10 gait [Trunk  v| [em ¥ port (10) | o | o

Begin on Channel 1 (do not click on the Edit option), configure the “Port Type” to “Trunk”, then set the
“Trunk Group” to match the trunk group name you created and define a “Description” (the “Description”

is a label and can be anything, but you should define something_j that is useful and will allow you to
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determine which channel is being utilized), then click on the “Fill Down” radio button. This action will
automatically populate all of the remaining channels. Finally, be sure to “Save” all of the changes.
This completes all the configuration modifications necessary on the ShoreTel system.

Adtran Configuration

To get started with the ADTRAN device configuration, refer to the Quick Start Guide and ADTRAN
Operating System (AOS) and documentation CD included in the product box with each device. Quick
Start Guides may also be downloaded from the ADTRAN support Web site at www.adtran.com/support
by searching on the product device hame. Once the ADTRAN device is unpacked and powered on,
ADTRAN NetVanta platforms can be configured via a command-line interface accessible from a com
port connect (9600 8 N 1) or via Telnet. Configuration may also be accomplished using the Web
interface GUI that provides step-by-step configuration guidelines.
Initial configuration will be via the CRAFT port, where you'll define an IP address on ETH 0/1, the
remaining configuration will be via the Web interface GUI. Plug your PC with a network cable and
DHCP enabled into either Ethernet port (0/0; 0/1). The default IP of the system is 10.10.10.1.
If using a Com Port

e Pre-configured for 9600 8 N 1 using a straight through dB 9, RS 232 cable.

e Username and Passwords are all set to adtran.

Once you have successfully logged in, perform the following actions:
CONFIGURE THE UNIT’S IP ADDRESS
1. At the # prompt, enter config terminal.
2. At the (config)# prompt, enter interface eth 0/1 to access the configuration parameters for the
ETH 0/1 Ethernet port located on the rear of the unit.
3. Enter ip address and assign an IP address to the Ethernet port using 24-bit subnet mask. This IP
address and subnet mask are only examples, configure an IP address and subnet mask that are
appropriate to your network environment. In addition, this IP address should be accessible from your
internal network so you can complete the configuration from the Web User Interface.
4. Enter no shutdown to activate the interface to pass data.
5. Enter exit to exit the interface commands and return to the Global configuration mode.
Depending on your configuration, you may need to set a default gateway as well as using the (config)#ip
default gateway command. If IP routing is enabled on the unit, do NOT set a default gateway.
Then enable Web interface access using the following configuration:
Web Access

Switch>

Switch>

Switch>en

Password:

Switch#conf t

Switch(config)#ip http server

Telnet configuration is not necessary but is recommended, use the following commands to enable
Telnet access:
Telnet Configuration

Switch>

Switch>
Switch>en
Password: adtran
Switch#conf t

Switch(config)#line telnet 0 4
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Switch(config-telnet0-4)#login
Switch(config-telnet0-4)#password adtran
Switch(config-telnet0-4)#

Note: Telnet and Web access require a static IP address or DHCP configured IP address. If accessing

from a different subnet, routing configuration will be required.
Web User Interface

Using your preferred Web browser navigate to the Adtran NetVanta product Web interface GUI, using

the IP address configured earlier via the CRAFT port, using the following syntax:
HTTP://10.10.10.1
You will be prompted with a login window:

Connect to 74.84.197.62 ed |

The server 74.84.197.62 at Metvanta 6310 requires a
username and password,

Warning: This server is requesting that vour username and

password be sent in an insecure manner (basic aukhentication
without a secure conneckion),

ser name: I ﬁ adrmin j

Passwiord; | TIIIIIL

[ Remember my password

K Cancel

The User name is admin and the password is also password.
Once you have successfully logged in you will get the System Summary page:
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ADRAN Netvanta 6310

Save Logout

ESystem
Systern Surmrmary

Physical Interfaces n

System Information
Passwords
IP Services Hostname MWB310
DHCP Server

Firmware ¥Yersion A4.07.00.E
Hostnarme / DHNE
LLOP Part Number 1700100G1
ENE Serial Number LBADTNO935AID32
BVoice System Uptime 1 weeks, 6 days, 18 hours, 36 minutes, 10 seconds
BData System Time 06:31:30 AM EDT
mMonitoring System Date August 25, 2011
aUtilities o Total Heap: 85,134,320 Bytes
Hemaory Free Heap: 60,066,800 Bytes

Systemn Load: 2.24%

1 Min Avg Load: 9.81% 5 Min Avg Load: 10.9%
Min Load: 0%  Max Load: 100%

Context Switch Load: 0.11%

CPU Utilization

Total: 60,455,775 Bytes
File System Used: 26,021,460 Bytes
Free: 34,434,315 Bytes

Time Server (Mot Configured)

WARMNING!H A problemn has been detected with vour systern. Please go to the
troubleshooting page for more detail.

Clear CPU Max Load

Refresh in 4 seconds...

WAN Summary

Status for the WAN interface,

We will only cover the parameters necessary to get the systems to interoperate. For other parameters

please refer to Adtran s documentation.
Physical Interface Configuration
From the System Summary page scroll down to the Physical Interfaces summary page:

ADRAN Netvanta 6310

Save Logout

B System
Systermn Surnmary

Physical Interfaces Physical Interfaces

Passwords

e Servizes This is a list of all the physical interfaces that are either physically tied to the product or
connected via a plug-in rodule, Yiew or edit the configuration of an interface by clicking

DHCP Server 8 MG,

Hostname / DNS
LLDP Harme Logical Interface Line Status

SNMP eth 051 none Interface Disabled Ethernet

eth 072 none 100Mbps ffull Ethernet

a Voice 1 041 pril up WAN-T1
eData ]

Monitoring Statistics Rate Interval: I 300 -I Statistics Rate Interval (in seconds)

B Utilities apply |

Then select the available T1 0/1 interface you want to enable and configure, for connection to the
ShoreGear T1.
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B System

Systermn Sumnrnary

e e
ES— Configuration for "t1 071

IF Services Basic configuration for the T1 interface.
DHCP Server

Netvanta 6310

Save Logout

Hestname £ DNS Description: IShoreTeI_PRI_HandoFf Description iabel

LLDP foptional)
SNMP Enzble or disable this
Enable: W interface

Voice Flease go to the 'Clock
Data Clocking: Swstern-wide Clock Source Source’ page o set the

. . spstemn clock source,
Monitoring
Utilities Select the framing

; that matches the ~
Framing: I ESF j‘ netwark provicer ©
framing format

Select the coding that

Coding: I B3ZS -I matches the network
orovider fine coding

Select the format for

FOL: I ATET 'I the facility data link &
channe!
Resat | Apply I

This action brings up the Physical Interfaces page, in the “Configuration for “t1 0/1™ perform the
following:
1. Define a “Description” for the interface (we chose ShoreTel PRI_Handoff).

2. Click to the right of the “Enable” parameter to enable the interface, the box should now be
checked.

3. Clocking will be discussed below.

4. Configure the “Framing” parameter to “ESF”.

5. Configure the “Coding” parameter to “B82S”.

6. Configure the “FDL” parameter to “AT&T".

7. Click on the “Apply” radio button. You will get the message “Settings applied successfully”.

Scroll down to the “Configured DSO Connections for “t1 0/1”:
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Configured DS0 Connections for "t1 01"

Use this dialog to connect a group of DS0's to a particular interface or service provided
by this unit. To configure a connected interface's settings, click on the item in the list
below, To remap a group of DS0's that are currently in use, click the delete button to
remove the connections group,

Add a Connection

;I Select an interface tvpe fo

Connect To: | Mone map o the D505

Available DS0 Range: All DS0s in use

DS0 Range: I 1 ;I to I 1 ;I if;;ph:drange aof D505 to be

Speed: |64kbps 'I

Select the speed for the D50s
belng mapped

Add

Connected D50's Eroup

Speed @'
Celete |

Multilink Used

Interface Number

pri 1 M8 1-24 1 fdkbps

You will need to add the DSOs for the PRI by performing the following:
1. For the “Connect To:” parameter select “PRI".

2. For the “DS0 Range:” parameter select “1” to “24”.
3. Click on the “Add” radio button.

This action brings up the “PRI Configuration” page:

ADRAN Netvanta 6310

= System Physical Interfaces > PRI Config

Systern Surmrmary
PRI Configuration

Physical Interfaces
Passwords

Save Logout

Basic configuration for PRI interface.

IP Services
DHCFP Server L. =
L tion:
Hostname £ DNS FEEripran I 2
LLDP SHMF Alias: | (7]
SHMP
Enabled: (7]
Voice _
Data Switch Type: I Mational ISDM 2 vl (7]
Monitoring Protocol Emulation: I Metwark vi (7]
Utilities .
B-Channel Restart: W Epabled L7
Resource Selection: Circular Descending (7]
MNarme Delivery: Idisplay 'I (7]
Digits Transferred: | all - (7]
Digit Prefix: I (7]
Cancel | Apply I
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1. The “Description:” defaults to “pri 17, leave it at default as you will need this entry later on
when defining the trunk account for ISDN.

© N A WN

successfully”.

Enable the PRI interface by clicking the box to the right of “Enabled:”.

Set the “Switch Type:” to “National ISDN 2”

Set the “Protocol Emulation:” to “Network”.

Set the “B-Channel Restart:” option to “enabled”.

Set the “Name Delivery:” parameter to “display”.

Set the “Digits Transferred:” parameter to “All”.

Click on the “Apply” radio button. You will get the message “PRI Interface updated

We will now update the system clock, under the “System” area click on the “System Summary”:

ESystem
Systern Surmmary
Physical Interfaces
Passwords
IP Services
DHCP Server
Hostname / DS
LLCP
SHMP

2 Voice
Data
Monitoring

B Utilities

Netvanta 6310

Save Logout

System Information

Hostname
Firmware Yersion
Part Number
serial Number
System Uptime
System Time
System Date

Memory

CPU utilization

File System

Time Server

MVE310

A4.07.00.E

170010051

LBADTNO935A1932

1 weeks, 6 days, 19 hours, 16 minutes, 23 seconds
07:11:44 M EDT

August 25, 2011

Total Heap: 85,134,320 Bytes
Free Heap: 60,066,300 Bytes

Systemn Load: 3.28%

1 Min Avg Load: 7.65% 5 Min Avg Load: 4.36%
Min Load: 0%  Max Load: 100%

Context Switch Load: 0.11%

Total: 60,455,775 Bytes
Used: 26,022,465 Bytes
Free: 34,433,310 Bytes

(Mot Configured)

WARMING! & problermn has been detected with vour systern. Please go to the

troubleshooting page for more detail.

Refresh in 3 seconds. ..

Clear CPU Max Load I

Click on the “Current System Time” link, this action will bring up the “System > Time Server” page:
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ESystem
Systern Surnmary
Physical Interfaces
Passwords Time Server Configuration

IP Services f_|
DHCP Server ontouston ;

Netvanta 6310

System > Time Server Configuration

Save Logout

Hostname / DNS Use this form to configure the time server.
LLDP -
ime I_—'

S Server; |MOne T L 7]
2 Voice Time: [or :[1iz [am =] 7]
o Data §

— z Date: IAugust v”25 |2|:|11 (7]
2 Monitoring
g Utilities futo-Correct ¥ )
DST
Time Zone : |(GMT—DS:DD) Eastern Time (US & Canada) ;l (7]
Rezet I Apply |

Set the time to the appropriate time, or use a known good NTP server in your geography. You will get
the message “Settings applied successfully”.

Eth 0/2 Interface Configuration

We will now configure the external / WAN Ethernet interface, this will be the interface that EtherSpeak
will send calls to. You will need to navigate to the “Configuration for “Ethernet 0/2™ page, you can do so
either from the “System Summary” page, where you will need to scroll to the bottom of the page
(Ethernet Summary) and click on the interface name “eth 0/2”. Or from the “Physical Interfaces” page,
click on the interface name of “eth 0/2”, both of these pages are available under the “System” pull down
menu on the left hand side of the Adtran Web UI.

ADRAN Netvanta 6310

E System
Systemn Surnrmary

Physical Interfaces Physical Interfaces

Passwords

Save Logout

IP Services This is a list of all the physical interfaces that are either physically tied to the product or
connected via a plug-in module. Wiew or edit the configuration of an interface by clicking
DHCP Server 8 MErmE.

Hostname / DNS

LLDP Harne Logical Interface Linge Status
SHMP eth 01 nane Interface Disabled Ethernet
eth 072 naone 100Mbps ffull Ethernet
VOiCE 1071 pril Up WAN-T1
Data e
MOI"IitOI‘iI"IQ Statistics Rate Interval: I 300 'I Statistics Rate Intervs! (in seconds)
Utilities
Apply |

click to boggle menu

The “Configuration for “Eth 0/2” page will look as follows:
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= System
System Surmmary
Physical Interfaces
Passwords
IP Services
DHCP Server
Hostname / DNS
LLDF
SNMP

Voice
Data
onitoring
Utilities

click. to toggle menu

Netvanta 6310

Physical Interfaces = Ethernet 0/2

Save Logout

Configuration for "Ethernet 072"

Basic configuration for the Ethernet interface.

At Description lzbe!
Description: |WAN_SIP_Inte rface {ontional)

Enable or disable this
Enable: ¥ fnterface,

Selection of Auto wit

Speed/Duplex: I Auto 'I auto-negotiate the best

speed and duplex,
Factory MAC ) ) ) ) ) The factory Mediz Access
Address: 00 ¢ A0:C8:4A:98: 54 Control address
MAC Address r Check to alfow MAC
Masquerade; Address Masquerade.

Set the masguerades

MAC Address: E B IH B IH B IK 8 E 8 IK Media Access Contral

Fadress,
Supplicant: [ Enabile supplicant mode.
Traffic-Shaping: [ EFnable traiffic-shaping.

Outhound QoS-Policy

map

Interface Mode: I IF routing -I if;g.? &R TRIStEES (7]

Qos-palicy: MNone

Wireless Control Protocol

Enable/Disable Wireless

Enable AwWCP: ¥ Control Protoco!,

IP Settings

Address Type: I Static 'l
IP address for this
IP Address: |74 .|84 .|197 .Isz Fubered interface

I— I— I— I— Subnet Mask for #his

Subnet Mask: |255 . |255 . |255 . |240 e (e s
ised to register this

Dynarmic DMS: | <disabled = ;I interface’s IP address

with & DMS Name.

Secondary IP Settings

To add a range of secondary IP addresses (up to 255 addresses), enter a valid start IP
address, IP mask, and the number of addresses to add.

Range
ADD A NEW SECONDARY IP ADDRESS

Media-Gateway
RTP traffic will flow

IP Address Type: I Loopback vi over the selected IP

Fadress,

Select the loopbacl Ir
Loopback IP Address: IIoop 1 (10.20.254.26) ;I address over which

RTP traffic will flow.
Reszet I Apply |

1. Define a “Description:” for the label, we chose WAN SIP Interface.

2. Enable the interface by clicking to the right of “Enable:”, making sure that the box is

checked.
3. Set the “Interface Mode:” to “IP routing”.
4. Inthe “IP Settings” area, be sure to configure the interface as appropriate, setting the

“Address Type:”, “IP Address:”, “Subnet Mask:”, and “Dynamic DNS:”.

5. Click on the “Apply” radio button.
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System Summary
Connect all of the appropriate cables (a T1 crossover cable between the ShoreGear T1 and the
NetVanta T1 interface and the appropriate Ethernet cables), then click on the “System Summary” link:

1. Verify that you don’t have any warnings in the “System Information” section.

2. Verify that the “WAN Summary” section shows the T1 interface “Link” as “Up” and green.

3. Depending on your requirements — verify that Ethernet Interface 0/0 is disabled. (If you
wish to enable Ethernet 0/0 with a private IP address — you may do so. However, for
security reasons we prefer to have disabled the access to the internal LAN and have
disabled that interface).

4. Verify that the “Ethernet Summary” section shows the “Link” for both Ethernet interfaces
with the correct Ethernet link speed; and with 0/0 disabled and 0/1 enabled.

If you have any warnings, be sure to review your configuration and cabling.
Trunk Account Configuration
Click on the “Voice” link, this will expand the available options:

ADRAN Netvanta 6310

Save Logout

System
8 Voice

Stations Add f Modify / Delete Trunk Accounts

U.ser e Use this page to add and configure trunk accounts,

Ring Groups

Trunks Add a New Trunk Account

Trunk Accounts

Trunk Groups Trunk Mame: | (7]
System Setup §

Classes of Service Type: |=IP - (7]

Dial Plan
ISDM Mum Templates ]
Codec Lists )
all Goverams Liss Modify/Delete Trunk Account
Systern Parameters Click an a name to edit that trunk's settings.
L | SIP 5 —
Lacal SIP Server Supervision _Role ||
oca roxy
. . Dalet
2IF Client Locations EtherSpeak SureTrunk TO1 sSIP User _ Delete |
YoIF Settings ShoreTel PRI Handoff TO2 ISDM MNetwork Delete

Ernail Alerts
Reports

In the “Trunks” section click on “Trunk Accounts”, this action brings up the “Add / Modify / Delete Trunk
Accounts” page. You will need to add two separate trunk accounts (one for SIP and one for ISDN).
We'll add the SIP trunk account first:

1. Define a “Trunk Name:” that is appropriate, we chose EtherSpeak_SureTrunk

2. Set the “Type:” to “SIP”

3. Click on the “Add” radio button.

This action brings up the “Trunk Accounts > Txx” page which includes a “Trunk Status” section and “Edit
SIP Trunk” section. We’'ll begin with the “Trunk Status” section:
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Trunk Status

Use this dialog to view the operational status of this trunk. The adminstrative status
can be used to transtion trunks in and out of service.

[ Operational Status: Available (7]
—  Administrative Status: [ Enabled v (7}

1. The “Operational Status:” may be “Unavailable” after you apply ALL of the settings it will

become “Available”.

Verify that the “Administrative Status:” is “Enabled”.

3. Click on the “Apply” radio button. You will get the message “Administrative status set
successfully”.

N

Scroll down to the “Edit SIP Trunk Section”:

Edit SIP Trunk

Use this screen to modify the SIP Trunk configuration,

Trunk Account Information

Trunk ID: TO1 7]
Type: SIP f}
Trunlk Mame: IEtherSpeak_SureTrunk f}
Reject External: [ 7]
Max Nurnber Calls; |E4 ﬁ‘
Emergencygvaélﬁti’dletf | Use Match-Substitution: | (7]
Inbound Caller ID ;
Owverride: I L
Inbound Caller ID ;
Cverride Method: |.ﬁ.|wa3.rs ;I o
SIP Settings || AMI Substitution || DMIS Substitution | DMIS:AMI Replacement |
" Mot set
& 1p
172 |28 |1 .20 .
SIP Server Address:  Address: ] | ! ! (7]
C Haost I
MNarme:
SIP Server Port; |S060 (7]
& hot et
oy . -
SIF Proxy Address: Address: 7]
C Host I
MNarme:
SIP Proxy Port: I f}
SIP Conferencing URI: | f}
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The “Trunk ID:” will be auto assigned, but in general will be “T01”, the “Type:” should be “SIP”, if it is not
“SIP then you added the “Trunk Group” incorrectly, be sure to add the “Type” as “SIP” above. Define a
“Trunk Name:” this can be anything you choose, we set the name as “EtherSpeak_SureTrunk”.
Scroll down to SIP Settings tab and add the IP of 172.26.1.90. This IP will be accessed over a VPN.

1. Set “SIP Server Address:” parameter to “IP” and define the IP address given to you by

EtherSpeak - add the IP of 172.26.1.90.

Set “SIP Server Port.” parameter to “5060”.

3. Set the “Dial String Source:” parameter to “Request URI”.
No other parameters require adjustment, leave them at default settings. Scroll to the
bottom of the “SIP Registrar Settings”:

n

FROM Header User

Formnatting: I override | Dormestic ;I (7]

Dial String Source: m (7]

FROM Header Host Type: ™ owverride Im (7]

T Header Host Type: T override Im (7]

P-Asserted IdentityTHnsF ™ override Im (7)
ype!

Fegquest URI Header_l_;';::: ™ owverride Im [ 7]

4. Set the “Codec Group:” parameter to “711_729 (G.711 uLaw, G729)".

No other parameter modifications are necessary in this area.
5. Click on the “Apply” radio button. This action will change the page to the main “Trunk

Accounts” and you will get the message “SIP Trunk updated successfully”.

We will now add the “ISDN” trunk account:
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ADRAN Netvanta 6310

B System
BVoice

Stations Add f Modify f Delete Trunk Accounts

User Accounts

Save Logout

Idse this page to add and configure trunl accounts,

Ring Groups
Trunks Add a New Trunk Account
Trunk Accounts
Trunk Groups Trunk Mame: | (7]
System Setup )
Classes of Service Type: |SIP - (7]
Dial Flan
ISDM Mum Termplates Gl
Codec Lists
. Modify fDelete T ka t

Zall Coverage Lists i lEeleis Thuw ccoun
Systern Parameters Click on a name to edit that trunk's settings,
L | SIF 5 -
Local SIF Proxy

) . EtherSpeak SureTrunk TO1 SIF SIP User Delete I
SIP Client Locations
WoIF Settings ShoreTel PRI Handoff TOZ2 ISDN ISDN Metwork Delete I

Ermail alerts

1. Define a “Trunk Name:” that is appropriate, we chose ShoreTel_PRI_Handoff.
2. Set the “Type:” to “ISDN”.

3. Click on the “Add” radio button.

This action brings up the “Trunk Accounts > Txx” page which includes a “Trunk Status” section and “Edit
Trunk” section. We’'ll begin with the “Trunk Status” section:

Stations Trunk Status

User Accounts .. . . . - 2
Use this dialog to wiew the operational status of this trunk. The administrative status

Ring Groups can be used to transition trunks in and out of service.

Trunks

Trunk Accounts Operational Status: Available @
Trunk Groups o . i
System Setup administrative Status: |Enah|ed ;l (7]

Classes of Service
) Reset | Apply |
Dial Plan

TSR Rora Taranlatac

1. The “Operational Status:” may be “Unavailable ” after you apply ALL of the settings it will
become “Available”.

2. Verify that the “Administrative Status:” is “Enabled”.

3. Click on the “Apply” radio button. You will get the message “Administrative status set
successfully”.

Scroll down to the “Edit Trunk Section”:
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se this dialog to modify the Trunk Account configuration,

Trunk Account Information

Trunk 1D: TOZ2 (7]

Type: I1SDN ©

Supervision: ISDH (7]

Trunk Mame: |$horeTel_PRI_Handeff (7]

Feject External: [ (7]

Fesource Selection: I Circular Hunt Descending ;I (7]

Emergencygvaéls’ti’dleli? | Use Match-Substitution: [ ©

Inbuundgvaélriti'dlet:) I )

ISI:u:uur]g Caller IIZ?I |.ﬁ.|ways ;I )
verride Method:

@I ISDN Settings

ISDM Interface: Ipr’i 1 "I [ 7]

& ot specified

Min Meeded B Channels: (7]

. Specified:l i

v i i

Max Meeded B Channels; ~ Hlot s.p.emﬂed (7]
Specified: I

The “Trunk ID:” will be automatically assigned, if it s a new installation it will most likely be “T02. Verify
that the “Type:” and “Supervision:” are set to “ISDN”, if they are not, then you added the incorrect “Type”
for the “Trunk Account” above. The “Trunk Name:” will be what you defined when adding the trunk
account, you may modify it here (if necessary).

1. Set the “Resource Selection:” to “Circular Hunt Descending”.

2. Set the “ISDN Interface:” to the entry you created above (PRI Configuration), should be

named “pri 1”.

No additional modifications are necessary; the default settings should not be adjuste, scroll to the bottom
of the page and click on the “Apply” radio button. This action will change the page to the main “Trunk
Accounts” and you will get the message “Trunk updated successfully”.

Trunk Group Configuration

On the left of the Web Ul, below the “Trunks” section, click on the “Trunk Groups” link:
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Add f Modify f Delete Trunk Groups

Use this page to add and configure trunk groups.,

Add a Hew Trunk Group

Group Marme: |

Enter & name for this group,

Add

Modify fDelete Trunk Group

This is a description of this list

Trunk Group

Description

Delate |
Delate |

You will need to define two trunk groups, one for SIP and one for PRI, we will add SIP first.

In the “Group Name:” section type SIP and click on the “Add” radio button. This action brings up the
“Edit Trunk Group ‘SIP’ ” page:

E VYoice
Stations
User accounts

Ring Groups

Trunks

Trunk Accounts
Trunk Groups
System Setup
Classes of Service
Dial Plan

ISDM Mum Ternplates
Codec Lists

Call Coverage Lists

Systern Parameters
Local SIP Server
Local SIP Proxy
SIP Client Locations
VoIP Settings

Ermail alerts
Reports

Extensions List

SIP Reqistrations
Call Quality Stats
RTP Channel Stats
RTP Session Stats
Trunk Statistics

Data
Monitoring
Utilities

Edit Trunk Group "SIP"
Basic configuration for a Trunk Group, Click "Apply' when done,

Trunk Group Information

Trunk Group Mame: SIP

Description: |

Resource Selection: ILinear Hunt "I (7]

Trunk Group Members
Below is a list of Trunk Accounts that are being used in this Trunk Group.

Add Members., |

Outbound Call Templates

Check the appropriate boxes below to enable specific outbound call ternplates. NOTE:
Class of service should be used to restrict the types of calls individual users can make
{ie: 900 numbers, etc).

™ Local Calls (10 Digit ) | Low Cost o] RN R ) (7]

|_ Lang Distance Calls Ian Cost 'I (1-Mrm M- Mnm e
I——, [1-800/855,/866,/5877/388-

I_ TD”-FI’EB Calls Low Cost NHX'XXXH)

™ International calls I Low Cost 'I [011-%)

™ n11 calls (411, 6113 |L0w Cost 'I (411, 611}

" 911 calls [Lowcost =] (o11)

™ operator-assisted calls I Low Cost 'I (O-Mii - MR-
I carrier specified calls ILUW Cost j' (10-10-%xx-4)

(1-900/976-Mp K-
r a00 Calls Ian Cost 'I §76- XXX

Detailed ¥Yiew - Permit/Restriction Call Templates (7]

Cancel I Apply I
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Verify that the “Resource Selection:” parameter is set to “Linear Hunt” (this is the default setting), then
click on the “Add Members...” radio button, this action brings up the “Add Members to Trunk Group” pop-
up window:

Set the “Outbound Call Templates” parameters as needed and click on the “Apply” radio button. This
action takes you back to the main “Trunk Group” page (Add / Modify / Delete Trunk Groups) and you will
get the message “Settings applied successfully”.

System

aVoice
Stations

User Accounts
Ring Groups
Trunks

Trunk Accounts

Save Logout

Edit Trunk Group "ISDN"

Basic configuration for a Trunk Group. Click 'apply' when done.

Trunk Group Information

Trunk G M 1 ISDM
Trunk Sroups LS O WIS

System Setup
Classes of Service
Cial Plan
ISDN Murm Templates
Codec Lists
Call Coverage Lists
Systern Pararmeters
Local SIP Server

Description: |

Resource Selection! I Linear Hunt -I (7]

Trunk Group Members
Below is a list of Trunk Accounts that are being used in this Trunk Group.

Add Members.. I

Supervision

Local SIP Proxy —

SIP Client Locations
WolP Settings

Ermail &lerts
Reports

Extensions List

ISDN

Celete |

Outbound Call Templates

Check the appropriate boxes below to enable specific outbound call templates. NOTE:
Class of service should be used to restrict the types of calls individual users can make

. i {ig: 900 numbers, etc),
SIP Registrations

Call Guality Stats ™ Local Calls (10 Digit) | Low Cost o] (MRR-HR - 7]
RTP Channel Stats T Long Distance Calls  |Low Cost =]  (L-NXX-NXX-KKXX)
s S ™ Toll-rres calls ETe
™ International Calls Low Cost 'i (011-%)
oData 7 ni1 calls (411, 611) Low Cost =] (411, 611)
aMonitoring [ 911 Calls [Low cost =] (911)
aUtilities ™ Operator-hssisted calls | Low Cost =] (D-MxX-NXK-2x2)
[T carrier Specified calls | Low Cost j‘ (10-10-XK%-$)

(1-900/976-NiKK-HKHKx

ILow Cost vl A76-RXKK)

We will now add the PRI trunk group. In the “Group Name:” section type PRI and click on the “Add”
radio button. This action brings up the “Edit Trunk Group ‘PRI * page:

™ a00 calls
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R —— = -

counts = 'ShoreTel PRI _Handoff'

System
BVoice

Stations Trunk Status

User Accounts
Ring Groups
Trunks

Trunk Accounts Operational Status: Awailable 7]

Trunk Groups o ; i
System Setup Adrninistrative Status: | Enabled | (7]

Classes of Service

i Feset Apply
Dial Plan | |
ISDM Mum Templates -
Codec Lists Edit Trunk

Call Coverage Lists Use this dialog to modify the Trunk Account configuration,
Systern Parameters

Local SIP Server
Local SIP Proxy Trunk ID: TOZ (7]
SIP Client Locations

Use this dialog to view the operational status of this trunk. The administrative status
can be used to transition trunks in and out of service,

Trunk Account Information

; Type: ISDN (7]
VolIP Settings _
Ernail alerts Supervision: ISDM (7]
Reports Trunk Marme: IShoreTeI_DRI_Hando'FF (7]
Extensions List :
SIP Registrations Reject External: [ (7]
Call Quality Stats . - - -
Q Y Resource Selection: | Circular Hunt Descending ;I 7]

RTP Channel Stats

i E Caller IO L -
R EREsiam S mistEnEy = I Use Match-Substitution: [ 7]

Trunk Statistics Override:
Inbound Caller ID I— _
Override: 7]

Inbound Caller ID -
Cyverride Method: |F'.Iwa5rs LI (7]

eEData
2 Monitoring
e Utilities

ISDN Settings

ISDM Interface: Ipri 1 -I (7]
* pot specified

o Specified:l

Verify that the “Resource Selection:” parameter is set to “Circular Hunt Descending”.
Click to the left of the “ISDN” trunk account (which was created earlier) to select the ISDN trunk account.
Then click on the “Add Selected Trunks” radio button. This action takes you back to the “Edit Trunk
Group ‘PRI ¥ page, but now you'll have the “ShoreTel” account listed in the “Trunk Group Members”
section and you will get the message “Account(s) added successfully”.

Min Meeded B Channels: (7]
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|
YoIP Settings AMI Substitution DMNIS Substitution || DNIS:ANI Replacerment

Codec Group: | PCMU_G729 (G.711 ulaw, G.729) r|

; ™ Enabled

Modern Passthrough i :
e Detection Tinnespan: I secs <0-8=

<]

T38: Enabled

VAD: Enabled

PLZ: Enabled

U

ML Enabled

1

AL Enabled

<]

Echo Cancellation: Ernabled

RTP Settings

Frarme Packetization: I 20 ms "I
Paclet Delay Mode: I Adaptive 'I

Maominal; ISD ms <10 - 240, incr of 10=
Maxirnurm: |1DD ms =40 - 320, incr of 10=
Paclet Delay:
Fax: ISD ms =g - 500=
Set to Defaults I
" Inband
DTMF Relay;
* NTE value: 101 =86 - 127>

' Use Global Default: 46

RTP DSCP Value: r
o I Q-53
Specified: = -

Cancel I Apply I

Set the “Codec Group” selection parameters as needed and click on the “Apply” radio button. Then click
the Apply button at the bottom of the page.

Configuration of Loopback Interface
What differentiates this solution over previous methods for SIP connection is that this solution provides
the highest level of security available for ShoreTel customers wanting to use SIP trunks with ShoreTel
over the public Internet.
To that end, the solution requires the configuration of a VPN tunnel from the NetVanta device to the
EtherSpeak edge.
Physical Connections required:
1. Ethernet 0/1 needs to be plugged into the customer router and the customer needs to
provide an available public IP address
2. Ethernet 0/0 is disabled to ensure the highest level of security. At the customer’s option,
this interface may be enabled for LAN access to the NetVanta router

3. PRI port is connected to ShoreTel PRI switch (e.g. 220T1) with a T1 cross-over cable

Shorelel
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4. The loopback interface is configured for a virtual private IP address to use for the IP SEC
encryption

To configure the loop back address, go to DATA / Loopback Interfaces.

ADRAN Netvanta 6310

BSystem
B Voice

=Data

Router f Bridge
Cefault Gateway

Save Logout

Description: | Description labe!

Routing [oodanat)

Route Table Enable ar disabls this
IP Interfaces Enable: intertace

Loopback Interfaces 5

GRE Tunnels IF Settings

Qas Wizard Address Type: I Maone 'I

Qos Maps Used to register this
Bridging Dwnarnic DHS: | <disahled= ;l interface’s [P address
UDP Relay with 2 ONS Mame.
Spanning Tree Cancel I Apply I

Firewall

Then select enable (if not by default), select address to type “static” and then enter a unique private IP
address. This IP has to be unique to EtherSpeak — and should also be unique from your LAN network
of IP addresses. Please consult with EtherSpeak about which loopback address you would like to use
as each address has to be unique to EtherSpeak. Ensure Dynamic DNS is disabled, then click apply.

Configuration for “loop 1"

Description iabe!

Description: | (optional)
Enabie or disable this
Enable: [v interface
IP Settings
Address Type: I Static vI
IP Address: |1':' .|2I:| .|254 .|2? IF address for this

numbered inteface

Subnet Mask for this

255 255 L2559 L |255 X
Subnet Mask I I I I numbered inteface

Used to register this
Dynarmic DHS: | =disabled= ;I interface's IP address
with & DS Mame.

Cancel I Apply J

Atfter the physical connections and the loopback address is established, go to Data / VPN / VPN Peers
and type a name for the tunnel. In this example, we typed “EtherSpeak” and assigned the VPN to the
Untrust interface and the statically assigned IP address.
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BSystem

a2 Voice
sData

Router f Bridge
Default Gatewary
Routing

Route Table

IP Interfaces
Loopback Interfaces
GRE Tunnels
QoS Wizard
QoS Maps
Bridging

UDP Relay
Spanning Tree
Firewall
Firewall Wizard

General Firewall
Security Zones
Network Monitor
Wizard

Step 1: Please enter information about what type of peer you are wanting to

configure

Netvanta 6310

¥PN Peers > Creating a New ¥PN Peer...

Save Logout

Before you can start to configure your new YPM Peer, I need some information about

vour configuration.

¥PN Peer Configuration

Marne: |Ether8peak

Set @ name for this
LAPN Peer,

Sefect the Interface

WPN Interface: |eth 042 (75.151.110.195/255,255,255.240) ;I that will Terminate

Feer Type!

' Static Addressed

e Dynamically Addressed

the /PN Tunnel.

If the /PN Peer's
address is static
(assigned by the
Serwice Frovider).

If the VPN Peer's
address s dynamic
(DHCE, PPPoE, ete.)

This is used for PN

Probes / Tracks " Mabile Peer

Probe Responder
URL Filtering
URL Filters
Top Websites
Yireless

AC / AP Discovery
APs / Radios / VAPs
Clients

MAC Access List

AP Firmware

¥YPM

VPN Wizard

WPM Peers
Certificates

client soffware peers,

Cancel | Apply |

Once that is complete, you need to make sure the loop back is enabled to pass the SIP traffic to the PRI
on the NetVanta. To do so, select the Public Interface, Eth 0/2.

ADRAN Netvanta 6310

System
Voice

mData IP Interfaces

Router f Bridge
Default Gateway

Save Logout

This is a list of all of the IP interfaces configured in this unit. View or edit the
configuration of an interface by clicking its name.

Routing

Route Table IP Address Netrmask

IF Interfaces loop 1 10,20.254.27 255,255,255.255  Loopback Delate |
Loopback Interfaces eth 072 75.151.110.195 255.255.255.240 Ethernet

GRE Tunnels eth 041 192,168.66.231 255,255.255.0 Ethernet

QoS Wizard

MAs Mans

Once you select the Eth 0/2, scroll to the bottom until you see the Media Gateway setting. This setting
instructs the NetVanta to bridge the SIP media packets (RTP) to the PRI interface on the NetVanta and
then to the ShoreTel.

Media-Gateway

IP Address Type: ILDprack vI

BT traffic wilf flow
over the selected TP
address,

Select the loopback 1P
;I address aver which
BTE traffic will fow,

Loopback IP Address: |I|:|U|:| 1{10.20.254.27)

Reset I Apply I

Configuration of VPN Tunnel Settings to Connect to EtherSpeak
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We then click into “EtherSpeak” from the VPN Peers main screen and enter the VPN connection
information including IKE information, IPSEC information and information regarding the two hosts that
will connect the networks together to permit encrypted SIP communications.

ADRAN Netvanta 6310

System
Voice
m[Data Step 1 of 5: ¥PN Peer Configuration for "EtherSpeak™

Router f Bridge
Default Gateway

Save Logout

fou are able to base a VPN Peer off of another YPM peer ar create a new Peer from
scratch,

Routing
Route Table ¥PN Peer Configuration
1P Interfaces ot for this N
Loophack Interfaces Mame: |EtherSpeak Pzei AEME for Wi
GRE Tunnels
QoS Wizard eth 0/2 Inten‘fice that witl
VPN Interface: Termingts the |/BN
Qos Maps (75.151.110.195/255.255.255.240) Tunnet.
Bridging
UDP Relay If the /PN Peer's

address is static

Spanning Tree Peer Type: ' static addressed ieostmmes by tie Sarise

Firewall Frovider).

Firewall wizard

General Firewall I il add 4 g’;g’{isiﬁf Zﬁi;;a’a
8 Dynamically Addresse

Security Zones (OHCE, PEPOE, etc.)

Network Monitor

Wizard " Mobile P This s used for |/BM
obile Peer ;

probes / Tracks client software peers,

Probe Responder IKE Configuration

URL Filtering "

URL Filters AUTH Enabled: [Disabled -] ;“OO‘G’,;”;;L';E& =444 &

Top Websites '

Wireless Select the mode of IKE
AC /AP Discovery Initiate Mode: m pou would f.l'ke_to inftiate
aPs / Radios / VAFs gePg.frtunneHs with the len
Clients '

MAC Access List Select the .'_T:oa‘e of TKE
o pumnare Respond Mode: [main___o] Vi oot b ous whon

¥PMN initiating tunnels with us.

httpsl:l,l'H,l'Efés: 151 1 IID. 195/mainfswitchispanningtreespanningtree, htmn —————

There are two main configuration components with establishing an IPSEC tunnel between two
endpoints over the Internet. The first is IKE settings and the second is IPSEC settings. They are also
commonly referred to as “Phase 1 settings” and “Phase 2 settings”.

For the IKE Settings — you will need to provide information that will be supplied by EtherSpeak. For this
example, we have illustrated some settings.

Initiate Mode: MAIN

Respond Mode: MAIN

NAT Traversal: Allow both V1 and allow V2

Peer Address: 4.28.51.x (ask EtherSpeak for correct connection info)

Remote ID: Optional

Preshared Key: Is a unique passphrase that will be issued by EtherSpeak. For this illustration we
entered “password”

Local ID: Optional
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IKE Configuration

- You must enable 444
¥AUTH Enabled: IDlsabIed vI o da RALTH, (7]
Select the mode of IKE
" . - = pou wowtd ke to initiate
R M 3in = VoM tunnels with the V/ON
Feer,

Select the mode of IKE
. I—j that pou witl alfow the
Respond Made: | Main d et Peer to use when
initfating tunnels with us.

I Allow W1 = I Enable/Disable/Force

MAT Traversal: WAT-T for this KON (7]

IAIIDW WE 'I Feer.

Enter a vaiid IP Address

Peer Address: |4,28,51.55 or & hostname of the
peer,
I IF Address ;I This oniquely identifies
Remote ID: the Peer frorn other
|4.22.51.55 Feers,

This (s used to
suthenticate the IKE
negotations with the

Preshared Key: Jpassword

peer,
Also, add Peer You are required to have
Address as [ an [P Address Rermote 1D
Remote ID: when wsing main mode.
Local 10 I IP Address ;I This oniquely identifies

us to the Peer,

|75.151.110.122

For the IPSEC settings, you need to specify the following:
Perfect Forward Secrecy or PFS: Group 2

Reverse Route: check Enable

Encryption Hash: ESP: AES 128bit / SHA1
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IPSec Configuration

PF=: IGru:uupZ 'I

Reverse Route:
Enable:

Adrninistrative Distance
roptional);

Tag (optional):

17

Encryption /

Hash: |ESPi AES 128bit / SHAL

L

Encryption /
Hash:

Lifeti Fa00 secaonds
ifetirne;
I KB

¥Yoice Quality Monitoring

Monitor RTP
Strearms: I_

| Mo additional Transforms.,

al

Cancel I Apply I

Select the BFS Group,

Check to insert peer's
network into the route
table. ¥ou can also enter
the distance metric
(1-255) and an
adrministrative tag
(1-65535) for this
network,

Select an Encryption
socheme and hash,

Select an additiona!
Encryption scheme and
hash,

Specify the Lifetime in
seconds andsor B8 of
traffic.

Chect this box i
maonftoring BTE streams
passing over this AN
tunned, oM wil need to
be enabled on the RTP

Monitoring page.

You then must select the IKE attributes for connection “EtherSpeak”.

Encryption / Hash: 3 DES / SHAL
Diffey Helman: Group 2

Lifetime: 288000

Click Apply
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Step 2 of 5: AddfDelete IKE Attributes for “"EtherSpeak™

Create new IKE attributes here. To modify an existing attribute, delete the original and
replace it with a new ane.

AddfDelete IKE Attributes for IKE Priority ID 100
Set encrpptiondhash

Enl:r‘fII';'EI':'S'-'I_;’IF | 2 DES | f| SHAL = algorithen for protection
' sute,
Set zuthentication

Authentication: | Preshared Key =] method for protection
sute,

] ey I?] gféjge Diffie-Hellrman

fetimes [F2555 —— saconds seifetine for 1E
Add

IKE Attribute List

Click on an attribute grouping to configure the above panel with its settings. Click on
the arrows to change the order in which the attributes are processed.

Encryption Hash Authentication  DH Group  Lifetime

LT 3des sha pre-share 2 28800 Delete |

The next step is to identify which networks (or hosts in this case) are permitted to communicate on the
VPN. The local network is the customer network / premise and the remote network is EtherSpeak’s
network.

For Local Network: Loopback with a 255.255.255.255 or /32 subnet mask. Recall that the Loopback
address is a virtual address that is only on this device and only necessary to enable the encrypted
communications. Click Add.

Step 3 of 5: Source Networks Allowed to Communicate Using "EtherSpeak™

The Source network(s) of this Netvanta will be able to communicate with the YPH Peer's
Destination network({s). Enter the Source networkis) here.

The 1P Subnet focal to

Local Metwork: |10 . |zo . |z54 |27 this Metramin
Local Metwork Mask: |255 . [255 . |255 . |255 The Subnet Mask
Add

Local Subnet Mask
10.20.254.27 255.2558.255.255 Delate |

For the Destination (or remote) network setting, enter 172.26.1.90 with a subnet mask of
255.255.255.255 or a subnet mask of /32. This identifies the only host that may speak with the Adtran.
Click Add.
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Step 4 of 5: Destination Networks Allowed to Communicate Using “EtherSpeak™

The Source network(s) of this Metvanta will be able to communicate with the WPN Peer's
Destination network(s), Enter the Destination netwaork(s) here.

Remote Metwork: |172 |26 |1 NEE ﬁ:éﬁﬁﬁ;ﬁt focal fo
Rernote Network Mask: |255 . |255 .|255 .|255 The Subnet Mask
Add
Rernote IP Subnet Rermote Subnet Mask

172.26.1.90 255.255.255.255 Delete |

Lastly, make sure VPN Interface Security Zone Public and Private are both enabled to permit VPN
traffic. Click Apply and then click SAVE at the top of the screen to save your running config to memory.

Step 5 of 5: Select the Security Zone for Local Traffic for "EtherSpeak™

The WPN Interface Security Zone allows traffic from the remote end of the WPM Peer on
to the WPM tunnel, and eventually through to vour local peeris). Unchecking this box
prevents any WPMN traffic on this peer from reaching this Metvanta, Additionally, traffic

must match an enabled Qutbound Security Zone to pass from the local side of the WPH
peer to the remote,

WPM Interface Security Zone Allow Incoming WPMN Traffic

Public v

Local Traffic Security Zones

Private v

Cancel Apply

For the security zones, you have to define which traffic is permitted to speak over the VPN. To get to
the settings for security zones, got to Firewall / Security Zones and click “Public”. Then click “Allow List
SIP” to see the access control list in the NetVanta GUI.
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ADRAN Netvanta 6310

System

Save Log

zVoice

Assign Interfaces to Security Zones
=Data

Router / Bridge Each interface must be associated with a Security Zone, A Security Zone is configured
Default Gateway with a set of policies that define what action the firewall will perform on data sessions
Routing originating from that zone,

Route Table
IP Interfaces

loop 1 <none = |<none> -
Loopback Interfaces -
GRE Tunnels eth 0/1 Private I Private =

QoS Wizard eth 0/2 Public IPuinc -

Qos Maps :
A R. 13 A
Bridging ese ssign I
UDP Relay " 5
. Edit Secu Zones
Spanning Tree

Firewall A security zone contains ane ar more palicies. The security zone can be applied to
Firewall Wizard interfaces to allow, discard or NAT traffic as it enters the Metvanta, A security zone that

@zl el has no configured policies will allow all traffic to enter the interface, Click on the 'Active
Sessions' number to view the running version of your policy-class assaciation table,

Security Zones

Network Monitor Modify Security Zones
wizard

Probes / Tracks

Click on the link on the security zone name in arder to modify that security zone.

Probe Responder Prwat Ranama
URL Filtering _ ——=neme |
URL Filters Pukblic 3 Rename
Top Websites < Click to add a Security Zone:> N/A Rename
Wireless

ADRAN

AD Netvanta 6310

Save Logout

B System Security Zones > Security Zone "Public’

nVoice

sData " " : e

Router / Bridge Configure Policies for Security 2one '‘Public
Default Gateway New policies can be added to Security Zone 'Public’ by clicking the "add Palicy” button.
Routing Existing palicies can be modified or deleted or their evaluation arder may be changed using
Route Table the list below.

IP Interfaces
Loopback Interfaces

Add New Policy to Security Zone "Public’

GRE Tunnels add Policy to Zone 'Public’ |

QoS Wizard

QoS Maps Modify /Delete Policies in Security Zone "Public’

Bridging To view or modify an existing policy, click the "Description” link in the desired row, @
UDF Relay Priarity b Action

Spanning Tree & T EtherSpeak VPN Selector 17}
Fi_"e"“'a"l' ard AV allow list ADMIN ACCESS aAdvanced Delete |
Firewall Wizar 2

General Firewall 4V Allow list sin Advanced &I

Traffic not matching one of the policies above will be blocked.
Security Zones

Make sure you permit access to the following:

EtherSpeak Public VPN IP

EtherSpeak’s Session Border Controller public IP address

EtherSpeak’s Session Border Controller private IP address

This information will be supplied by EtherSpeak with your order confirmation.
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Add f Modify f Delete Policy Traffic Selectors

Configure one or more traffic selectors that define the data sessions this policy will Allow.

Add Mew Traffic Selector

Add Mew Traffic Selectar..

Modify fDelete Traffic Selector

Priority Protocol Source Metworlk/Ports Dest Network/Ports
AV Permit any 205.129,10,90/32 any Delate |
AT Permit any 4,28.51.70/32 any Delate |
AV Permit any 172.26,200,13/32 any Delate |
AT Permit any 172.26.1.90/32 any Celete |

With this step completed, please make sure you click “SAVE” on the top of the NetVanta screen and you
should have a working config. EtherSpeak engineers will be available to assist with this process and
with your configuration.

However, for a detailed explanation of how to configure the units along with frequently asked questions,
please see configuration guides online at www.adtran.com or in the included “ADTRAN OS System
Documentation” CD.

Adtran Troubleshooting

ADTRAN Technical Support is available toll-free for the life of the product during business hours. To
speak with an ADTRAN Technical Support Specialist or Network Engineer, contact ADTRAN support at
the following number or via the support Web site listed below:

Post-Sales Technical Support

888-423-8726

support@adtran.com

www.adtran.com/support

Registering your ADTRAN product entitles you to streamlined access to ADTRAN technical phone
support and online knowledge base. You also receive free firmware updates, free access to pre-sales
design assistance, trial access to the n-Command suite of network productivity tools for remote
configuration and firmware management, as well as e-mail notification of product and firmware updates.
For specific warranty details on an ADTRAN product, please visit www.adtran.com/warranty.

Pre-Sales Technical Support
800-615-1176
application.engineer@adtran.com
www.adtran.com/support

Installation and Maintenance Services
888-874-2237

aces@adtran.com
www.adtran.com/support

Training
800-615-1176
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States of America. Contents of this publication may not be reproduced or transmitted in any form or by any means,
electronic or mechanical, for any purpose, without prior written authorization of ShoreTel Communications, Inc.

ShoreTel, Inc. reserves the right to make changes without notice to the specifications and materials contained herein
and shall not be responsible for any damage (including consequential) caused by reliance on the materials
presented, including, but not limited to typographical, arithmetic or listing errors.

Trademarks

The ShoreTel logo, ShoreTel, ShoreCare, ShoreGear, ShoreWare and ControlPoint are registered trademarks of
ShoreTel, Inc. in the United States and/or other countries. ShorePhone is a trademark of ShoreTel, Inc. in the
United States and/or other countries. All other copyrights and trademarks herein are the property of their respective
OWNErs.

Disclaimer

ShoreTel tests and validates the interoperability of the Member's solution with ShoreTel's published software
interfaces. ShoreTel does not test, nor vouch for the Member's development and/or quality assurance process, nor
the overall feature functionality of the Member's solution(s). ShoreTel does not test the Member's solution under
load or assess the scalability of the Member's solution. It is the responsibility of the Member to ensure their solution
is current with ShoreTel's published interfaces.

The ShoreTel Technical Support organization will provide Customers with support of ShoreTel's published
software interfaces. This does not imply any support for the Member's solution directly. Customers or reseller
partners will need to work directly with the Member to obtain support for their solution.

Company Information

ShoreTel, Inc.

960 Stewart Drive

Sunnyvale, California 94085 USA
+1.408.331.3300
+1.408.331.3333 fax
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