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Virtual Private Networking Guide

Overview

BCM50 Integrated Router models can provide secure connection to other
sites using the IP Sec protocol. For example, data can be sent between two
BCM50 Integrated Router’s over the Internet. One usage of VPN’s would be
to create VolP (Voice over IP) gateways between geographically separated
sites, so that the voice traffic can be securely transmitted.

| Note: This guide relates to the BCM50a/ba and BCM50e/be models only.

Note: Although the BCM50a/ba models will not be supplied with BCM 6.0, it is
possible to upgrade the variants of these models to BCM 6.0, if they were
originally supplied with BCM50 R2 or BCM50 R3 software.

Note: The BCM50 Integrated Router is almost identical to the Business
Secure Router (BSR) models. BCM50a/ba routers are based on the BSR252
and BCM50e/be routers are based on the BSR222.

BCM50 Integrated Router VPN Types

The BCM50 Integrated Router (also known as BCM50 Integrated Router) can
provide three types of VPN connections:
e Client: The BCM50 Integrated Router acts as a client connecting to a
VPN router (e.g. Contivity switch or another BCM50 Integrate Router).
e Branch: The BCM50 Integrated Router can connect to multiple other
BCM50 Integrated Routers via secure connections.
e Client Termination: The BCM50 Integrated Router allows multiple
Contivity clients, e.g. Contivity software clients or BCM50 Integrated
Routers configured in Client mode to connect securely.

Client VPN

With the BCM50 Integrated Router set up as a Client VPN, the BCM50
Integrated Router sets up a secure connection to a corporate network via a
Contivity switch or another BCM50 Integrated Router. In this scenario, the
BCMS50 Integrated Router is the Client.

Note: If the BCM50 Integrated Router is configured with the VPN Client rule, it
cannot have any other VPN configuration, i.e. the BCM50 Integrated Router
can only VPN to one designated Contivity switch or main office BCM50
Integrated Router. The Contivity switch/main office BCM50 Integrated Router
administrator provides the client BCM50 Integrated Router administrator with
basic account details to connect to their network.
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Contivity Router
Secure Tunnel
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Main Office

Branch VPN

The BCM50 Integrated Router Branch VPN rules allow the configuration of up
to 10 secure connections to other equivalent IPSec routers, e.g. another
BCM50 Integrated Router, over the public network. VPN connections could be
used for transferring information between PCs or setting up secure VolP
tunnels between handsets.

Remote/Peer

When configuring Branch rules, settings must be agreed upon before
configuration can successfully take place. These settings include security
details (IKE, VPN Protocol, Pre-Shared Key), and manually entered
information such as WAN IP Addresses, Local/Remote IP Addresses, Content
Type etc. The information must match on both the local and remote ends
otherwise the connection will not be successfully made.

A worked example configuration is provided later in this guide.
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Client Termination

This configuration allows multiple remote users to connect to the BCM50
Integrated Router via Contivity client software running on a PC/laptop, or via

another BCM50 Integrated Router (also BSR router) configured in Client VPN

mode.

Mobile or home workers will find this feature useful for connecting to the main
office network, for data transfer or VolP purposes.

a ‘—I—l‘ﬁ—J )
L %. L | — |

IPSec Algorithms

\ —
] L -
, ; = -
2" s
Fle Edt Options Help
Connection [Office BCM50a |
Description |
Distup  [MNore) =1«

User Name [Paul

Contivity

Possword [

VPN
Client

I~ Saye Password

Destnation [83.214.15.86

Connect | Close

The IPSec standard defines a set of security protocols that authenticate IP
connections and add confidentiality and integrity to IP packets. IPSec packets
are transparent to applications and the underlying network infrastructure.
IPSec supports various encryption and authentication protocols so that your
security policy can dictate levels of data privacy and authentication. IPSec
uses a flexible key management scheme called the Internet Security
Association Key Management Protocol (ISAKMP), which enables peer
connections to quickly and dynamically agree on compatible security and
connection parameters (keys, encryption, and authentication).

There are two possible types of IPSec encryption algorithm on the BCM50:
Authentication Header (AH), and Encapsulating Security Payload (ESP).

NN40011-047 Issue 1.2 BCM50 RlIs 6.0



Router - Virtual Private Networking

Authentication Header (AH) Protocol

In applications where confidentiality is not required, an AH can be employed
to ensure integrity. This type of implementation does not protect the
information from dissemination but will allow for verification of the integrity of
the information and authentication of the originator.

AH Protocol Options

Authentication Description

Algorithm

MD5 (Message Digest 5) Produces a 128-bit digest to authenticate packet data.
SHA-1 (Secure Hash Produces a 160-bit digest to authenticate packet data.
Algorithm)

For minimal security use MD5, or for maximum security use SHA-1.

Encapsulating Security Payload

The ESP protocol provides encryption as well as some of the services offered
by AH. ESP authenticating properties are limited compared to the AH due to
the non-inclusion of the IP header information during the authentication
process. However, ESP is sufficient if only the upper layer protocols need to
be authenticated.

An added feature of the ESP is payload padding, which further protects
communications by concealing the size of the packet being transmitted.

ESP Protocol Options

Encryption Algorithm | Description

DES (Data Encryption | A widely used method of data encryption using a private (secret)

Standard) key. DES applies a 56-bit key to each 64-bit block of data.

3DES (Triple DES) A variant of DES, which iterates three times with three separate
keys (3 x 56 = 168 bits), effectively doubling the strength of DES.

AES (Advanced A newer method of data encryption that also uses a secret key. This

Encryption Standard) implementation of AES applies a 128-bit key to 128-bit blocks of
data. AES is faster than 3DES.

For minimal security use DES, or for maximum security use 3DES.
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VPN and NAT

Normally it is not possible to set up a VPN when there is a NAT Router in
between two VPN switches. This is because the NAT Router changes the
header of the outgoing IPSec packet so it does not match the header for
which the receiving VPN switch is checking. Therefore, the receiving VPN
switch does not respond and the tunnel cannot be built.

Sending VPN switch Receiving VPN switch

Nat Router

The BCM50 Integrated Router solves this problem by the use of NAT
Traversal; an option that can be selected when configuring VPN Branch rules.
Both VPN switches should have NAT Traversal enabled.

Note: For NAT Traversal to be successful, the VPN Branch rule should be
configured to use the ESP algorithm and also to use tunnel mode.

VPN Branch IP Relationships

The configuration of VPN Branch rules requires the definition of both global
(WAN IP address used on the Internet) and private (LAN IP addresses) IP
Addresses. The reason for this is so that a path can be securely set up from
one LAN to another, via WAN IP addresses used on the internet. The
following diagram helps explain the relationship between these global and
LAN IP addresses involved in VPN connections.

Switch A Switch B

Secure Tunnel

Secure Gateway IP

Address
Remote IP Address Range

“My” IP Address
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The above diagram shows the information required for the VPN Branch setup
from switch A’s perspective:
e “My” IP Address is the WAN IP address issued by the ISP (Internet
Service Provider) to switch A
e Secure Gateway Address is the WAN IP address issued by the ISP to
switch B
e Local IP Address Range is the range of IP Addresses used on the LAN
connected to switch A
e Remote IP Address Range is the range of IP Addresses used on the
LAN connected to switch B

If a PC on switch A requests information from a PC on switch B, switch A will
initiate a VPN connection via switch B’s Secure gateway Address. Therefore,
the two LANs can communicate via the global (WAN) IP addresses specified.

From switch B’s perspective, the set information is the same but the
terminology is reversed, i.e. switch A’s “My” IP address becomes switch B’s
Secure Gateway Address and switch A’s Local IP Address Range becomes
switch B’'s Remote IP Address Range etc.

Content ID & Type

Content ID and Type are extra security features that act as extra levels of
security for incoming VPN requests. They do not replace any of the possible
encryption methods (ESP, AH).

The options for type are:
e |P —IP address of a computer or BCM50 Integrated Router router
e Domain (DNS) — A designated domain name
e E-mail — A designated e-mail address

Note: The Domain name and e-mail options do not have to actually exist and
are purely referential.

When using this feature, both local and remote (peer) Content ID and Type
will have to be specified and mirrored for either end of the VPN connection.

For example, referring back to the diagram in the VPN Branch Relationships
section, the Content ID and Type fields on switches A and B could be as
follows:

Field Switch A Switch B

Local ID Type E-mail DNS

Content Sys2@yahoo.com www.iteluk.com
Peer ID Type DNS E-malil

Content www.iteluk.com Sys2@yahoo.com

This information has to be agreed by the BCM switch administrators of both
BCM50 Integrated Router switches.
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Required Information

Before configuring IPSec, the following information is required:

e What is the required level of encryption to be used?

e What is the password to be used for the Pre-shared key?
e What Content ID and Type will be used?
e What are the WAN IP addresses of the local and remote BCM50

Integrated Router’s?

e \What are the LAN IP addresses of the local and remote LANS?

Flowchart

The flow chart below shows which sections of the guide you should use when

configuring VPN connections.

for the BCM50 Integrated Router?

[ Which type of VPN do you need to configure }

A single connection to a
Contivity switch or another
BCM50 Integrated Router

y

Client Termination for remote users
using Contivity Client software or a
1100 series IP phone

A 4

D
C

VRouters

Multiple VPN connections
to other BCM50 Integrated

A 4

Refer to the Client
Rule section of
this guide.

Refer to the Branch
Rule section of this
guide.

Refer to the Client
Termination section
of this guide.

v

Do you want to set up
exclusive access for

just one device to use
the VPN connection?

Dy o
N
Yes |
Refer to the 4 v
Exclusive Mode for ‘/\ ;/\A
Client Rules section A\l U
of this guide.

v

Check that the VPN connections are
successfully connected: Refer to the
SA Monitor section of this guide.

12
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Accessing the Web Router GUI

There are two methods of accessing the Web Router GUI, independent on
which model you are configuring:
¢ Via Element Manager (management application for all BCM50 models)
e Directly from a web browser

From Element Manager

1. To access the Business Element Manager application from the Start

Menu, navigate to Start, Programs, Avaya, Business

Communications Manager, Business Element Manager.

R

AVG 9.0

Communication Manager | & Business Element Manager

Business

BCM Dial by Name 2.0
Camtasia Studio 2
Camtasia Studio 6

WebEx Recorder & Player
Windows Live

A~ Acrobat_com

P8 Adobe Reader 9

i Viewer Central Inc Uninstall
3

»

Canon Printer Uninstaller

Canon Utilities

Citrix

ClarifyCRM12.0

Computer Associates

Dia

FileZilla FTP Client

FreeMind

Games

HDView 5.0

HP

HP CD Labeler IT

HP RecordMow
Programs 3 ImgBurn

~ Jaws Systems

Favorites 3 Macromedia

5 Microsoft ASP.MNET 2.0 AJAX Extensions

€ Audadty

£y Documents

L Microsoft Office
g gﬁ Settings 3 Microsoft Office Live Meeting 2007
g = . Microsoft SQL Server 2005
3

H /J e Moszilla Firefox
s
[=]
& @/ Help and Support

'
o s
= ~J Run... QuickTime
% Quote Tool BC
- I Log Off Pauls... Real
=
o RealVMC
B [0)] shutDown

* ¥ ¥ ¥ ¥ ¥ w ¥ ¥ ¥ ¥ ¥ w¥ wv v v ww wv wwwwywvwwo v wvwv v v v v|[hi

SharePoint
'IStart J "_éZInherne... vl |2 3 Window... SMC 3455

2. Alternatively, double-click on the Business Element Manager desktop
icon.

A

Business
Element
Manager

NN40011-047 Issue 1.2 BCM50 RiIs 6.0 13



Router — Virtual Private Networking

3.

4.

5.

You will be presented with the Element Manager interface.

A Avaya Business Element Manager - Network Elements

File Edit Wiew Metwork Seszion Tools  Help

«Exit| & cut Mg copy W Paste B vveb Page J Validate Device L%Cc-nnect ¥ Delete

Element Navigation Panel 4

Etj Network Elements
T

-2 10.1.1.2
: 10.1.1.66

T
=
-2 200.30.30.30.73
-2y 200.30.30.51
T
=
)
T

BCM Chester

200.30.30.77
-2y TEST BCM50 R6
-2y 200.30.30.80

Open the Network Elements folder and select the IP Address of the
BCM.

A Avaya Business Element Manager - Network Elements [ 200.30.30.80

File Edit WView MNetwork Seszion Tools  Help

qPEdt | 4 cut [ Copy W Paste

= Web Page .,/ Validate Device l% Connect ¢ Delete |

Element Navigation Panel 4

EHQI Metwark Elements M| Connection Information
-2y 10.1.1.2
l% 10.1.1.66 IP Address: 200.30.30.80
I.% 200.30.30.30.73 User ID: |nnadmin
-2y 200.30.30.51
-2y BCM Chester Password; [essmmm==
-2y 200.30.30.77
- Inventory Information

"

System Mame: BCM50b
System Description: BCM50b
System Software Version: 10.0,1.00,107

Enter the User Name of the BCM in the User Name field, by default this
is nnadmin. Then enter the Password in the Password field, by default
the password is PIsChgMe!. Click the Connect button.

14
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6. A warning screen will appear, read the warning and click OK.

x

WARNING! This computer system and
network iz PRIVATE and PROPRIETARY
and may only be accessed by

authorized users. Unauthorized use of
thi= computer system or network is
strictly prohibited and may be
subject to criminal prosecution,
employee discipline up to and
including discharge, or the
termination of wvendor/serwvice
contracts. The owner, or its agents,
may monitor any activity or
communication on the computer system
or network. The owner or its agents

may retrieve any information stored =
within the computer system or

network. Users should have no
expectation of privacy as to any

communication on or information LI

7. You will be presented with the Element Manager interface.

A Avaya Business Element Manager - 200.30.30.80

File Edit View [etwork Session Tools Help

ﬁE}dt ‘ a; Cut LE Copy % Paste

Element Navigation Panel 4 Task Navigation Panel

LWeb Page J Validate Device mDismnnect ‘ @‘- Refresh y Autorefresh

H
El-4fy Network Elements Configuration I Administration Welcome
=y w112
2y 10.1.1.68 Account Notifications:

7) System

@@ 200.30.30.30.73 3) Administrator Access
&y 200.30.30.51

) Resources
2y BCM Chester

) Telephory
2y 200.30.30.77 .
2 TESTBCMS0RS #-{(J) Data Services

-{C5) Applications

oy 2 A0 User ID: [nnadmin

Telset user ID: [738662
Last successful login: [2010-07-0109:42
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8. Click the Data Services link, select the Router link and click the
Launch Router Web GUI Tool button.

| Task Navigation Panel
Configuration | Administration |

@ Welcome Launch Router WebGUI Tool |
D) System

H-3) Administrator Access
[#-{C5) Resources
-5 Telephony
ElE} Data Services

. L4 DHCP Server
&-{(3) Applications

Router

9. The Business Secure Router logon screen will be displayed. Enter the
Username (default = nnadmin) and Password (default = PIsChgMel)
and click Login.

Note: if the above logon details do not work, try Username = admin, and
Password = setup.

nnadmin

10.Change the password and click Apply, or click Ignore to continue.
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11.To replace factory certificate click Apply or Ignore to continue.

12.The Main Menu screen will display.

WIZARD

MAIN MENU
SYSTEM
LAH
WAH
SUAHAT
STATIC ROUTE o Click WIZARD to configure your system for Internet access.
FIREWALL
CONTENT FILTER . . .
vPH o Click any link under MAIN MENU to configure advanced settings.
CERTIFICATES
BW MGMT + Click MAINTENANCE to access a range of maintenance menus.
AUTH SERVER
REMOTE MGMT . .
UPHP o Click LOGOUT to exit the WebGUI.
LOGS
CALL SCHEDULE

MAINTENANCE

LOGOUT b

ol Status: Ready

NN40011-047 Issue 1.2 BCM50 RiIs 6.0 17



Router — Virtual Private Networking

Access Directly via a Web Browser

1. Open your web browser. In the address bar, type in http://<router
card LAN IP Address>/ and press Enter.

fddress @ httpe/f10.1.1.67/ |

nnadmin

2. The Business Secure Router logon screen will be displayed. Enter the

Username (default = nnadmin) Password (default = PIsChgMe!) and
click Login.

Note: if the above logon details do not work, try Username = admin
Password = setup.

3. Change the password and click Apply, or click Ignore to continue.
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4. To replace factory certificate click Apply or Ignore to continue.

5. The Main Menu screen will display.

L

WIZARD

MAIN MENU

SUAHAT

STATIC ROUTE « Click WIZARD to configure your system for Internet access.,
FIREWALL
CONTENT FILTER
VPl ¢ Click any link under MAIN MENU to configure advanced settings.
CERTIFICATES

BW MGMT + Click MAINTENANCE to access a range of maintenance menus.
AUTH SERVER

REMOTE MGMT . .

UPRP « Click LOGOUT to exit the WebhGUI,

LOGS

CALL SCHEDULE

MAINTENANCE

LOGOUT D |

Status: Ready
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VPN Configuration

VPN & RIP

To ensure that data traffic routes correctly between the WAN interface and
devices connected to the LAN, you should ensure that RIP is enabled on the
LAN and any IP Alias interfaces. Refer to the Router — IP Routing Guide for
instructions on enabling RIP on the LAN interfaces.

Client Rule
Use the following procedure to configure a single simple rule to connect to a
BCM50 Integrated Router to a Contivity switch or another BCM50 Integrated
Router configured to allow Client Termination (refer to the Client Termination
section of this guide for more information). You will require logon details from
the Contivity switch administrator before performing this configuration.

1. Access the Web Router GUI.

2. From the Main Menu, select VPN.

3. Select the Summary tab.

~

WIZARD VPN

MAIN MENU
SYSTEM Summary | SA Meniter Global Setting

LAH
WAN
SUAHAT

STATIC ROUTE Contivity VPN Client
FIREWALL

WAH

SUANAT h . _|Private / Local / Remote Policy IP Secure
STATIC ROUTE - Address

FIREWALL

T BUAIAL
STATIC ROUTE
FIREWALL

0 HT FILTER
B
RTTFICATES 03 -
BW MGMT
AUTH SERVER na -
REMOTE MGMT
UPNP
LOGS

o
o
CALL SCHEDULE n
o
O

Gateway
Address

MAINTENANCE

LOGOUT

 Status: Ready

4. Select a spare rule number and click on Edit.
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5. From the Connection Type drop down list, select Contivity Client.

VPN - Branch Office

Connection Type IBranch Office 'l

Branch Office

YV Y-S Contivity Client ™ NAT Traversal
" Nailed Up

Name |

Key Management IIKE_"I

6. Enter the User Name, Password, and Destination IP Address used to
log on to the remote Contivity switch (or other BCM50 Integrated
Router). Configure the other settings as required and click Apply.

Connection Type I Contivity Client v|

[ Keep Alive
Description |Main Office
Destination 81.25.145.15
User Authentication
User Name |John‘l
Password IIIIIIIIII

. Cancel |

Client Rule Settings

Field Description

Active Select this check box to turn on this rule. Clear this check box if you do not
want to use this rule after you apply it. If you want to set the Contivity Client rule
to active, you must set all other VPN rules to inactive

Keep Alive | Select this check box to turn on the Keep Alive feature for this SA (Security
Association).
Turn on Keep Alive to have the Business Secure Router automatically reinitiate
the SA after the SA lifetime times out, even if there is no traffic. The remote
IPSec router must also have keep alive enabled in order for this feature to
work.

Description | Enter a brief description about this rule for identification purposes.

Destination | This field specifies the IP address of the remote Contivity VPN switch.

User Name | Enter the user name exactly as the remote Contivity VPN switch administrator
gives you.

Password Enter the password exactly as the remote Contivity VPN switch administrator

gives you.
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7. The Advanced section allows you to enter Group Level features. Click
the Advanced button to enter this information.

VPN - Contivity Client - Advanced

[ Group Authentication
Group ID |

Group Password |

¥ On Demand Client Tunnel

Cancel |

Client Rule Settings - Advanced

Field

Description

Group
Authentication

Enable Group Authentication to have the Business Secure Router
sends, a Group ID and Group Password to the remote Contivity VPN
switch for initial authentication. After a successful initial authentication, a
RADIUS server associated with the remote Contivity VPN switch uses
the User Name and Password to authenticate the Business Secure
Router. You must also configure the Group ID and Group Password
fields when you enable Group Authentication.

When Group Authentication is not enabled, the remote Contivity VPN
switch uses the User Name and Password to authenticate the
Business Secure Router.

Group ID

Enter the group ID exactly as the Contivity VPN switch administrator
gives you. This field only applies when you enable Group
Authentication.

Group Password

Enter the group password exactly as the Contivity VPN switch
administrator gives you. This field only applies when you enable Group
Authentication.

On Demand Client
Tunnel

Select this check box to have any outgoing packets automatically trigger
a VPN connection to the remote Contivity VPN switch.

When On Demand Client Tunnel is not enabled, you need to go to the
VPN Summary screen and click the Connect button to create a VPN
connection to the remote Contivity VPN switch.

8. Click Apply to save your settings.
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9. You will be returned to the VPN — Contivity Client screen. Click Apply
to return to the VPN — Summary screen.

VPN - Contivity Client

Connection Type | Contivity Client =]

v Active ™ Keep Alive
Description |Main Office
Destination 81.25.145.15

User Authentication

User Name |J0hn'|

Password IIIIIIIIII

'\ Cancel |

10.0n the VPN — Summary screen, click on the Connect button to
connect to the remote VPN switch.

VPN

Summary SA Monitor Global Setting Client Termination

Contivity VPN Clie
Acti Private / Local / Remote Policy IP IPSec TEELC
ctive . Gateway
Address Algorithm
Address
Assigned
Main by
Office Yes |- Tunnel Contivity 81.25.145.15
switch
™A | | | I I |

11.Check the SA Monitor screen to see if the connection is successful.

Note: On configuring the Client Rule, it will not be possible to configure any
other Client or Branch Rules.

NN40011-047 Issue 1.2 BCM50 RiIs 6.0 23



Router — Virtual Private Networking

Exclusive Mode for Client Rules

When configuring the BCM50 Integrated Router as a VPN Client, you can
configure an exclusive mode for one of your network devices such as a PC or
IP Phone. This results in only that network device being able to use the VPN
Client connection.

Use the following process to configure the exclusive mode for a network
device.

1. Whilst in the VPN section, click on the Global Setting tab.

VPN

L ——
Summary SA Monitor  ( Global Setting ) Client Termination
g —

Windows Networking (NetBIOS over TCP/IP)

¥ Allow Through IPSec Tunnel

Contivity Client Global Setting

™ Exclusive Use Mode for Client Tunnel

MAC Address Allowed 00:00:00:00:00:00
Contivity Client Fail-Over

First Gateway 0.0.0.0

Second Gateway 0.0.0.0

Third Gateway 0.0.0.0

2. Tick the Exclusive Use Mode for Client Tunnel checkbox, and enter
the MAC Address of the device that you want to use the VPN Client
connection for exclusively.

Summary SA Monitor Global Setting Client Termination |

Windows Metworking (NetBIOS over TCP/IP)
¥ Allow Through IPSec Tunnel
Contivity Client Global Setting

_+|7 Exclusive Use Mode for Client Tunnel

MAC Address Allowed ‘IDD:'Ie:ca:fE'»:E'nd:af ,

Contivity Client Fail-Over

First Gateway 0.0.0.0
Second Gateway 0.0.0.0
Third Gateway 0.0.0.0

" Reset |
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3. Now only the specified device can connect using the VPN Client tunnel.

4. For further field descriptions refer to the Global Settings section of this
guide.

Branch Rule

Use the following procedure to configure a VPN connection to another BCM50
Integrated Router (for example).

1. Access the Web Router GUI.
2. From the Main menu, select VPN.
3. Select the Summary tab.

4. Select a rule number and click on Edit.

VPN

Summary  SAMonitor _ Global Setting __Client Termination |

Contivity VPN Client _ “onn=ct
. . S

IHM Prwate i Lucildfd?:g;ute Policy IP i%dg;f:‘
g o I S
B3 -
£a -
£a -
£a -
Ea -
Ed -
B3 -
B3 -
o -
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5. Ensure the Connection Type is set to Branch Office. Configure the
IPSec Setup settings as required.

VPN - Branch Office

Connection Type | Branch Office x|

¥ Active [ NAT Traversal
¥ Nailed Up

Name IMain Office

Key Management IKEj

Negotiation Mode Aggressive vl
Encapsulation Mode Tunnel vI

Branch Rule — IP Sec Setup Settings

Field

Description

Active

Select this check box to turn on this rule. Clear this check box if you do not
want to use this rule after you apply it. If you want to set the Contivity Client
rule to active, you must set all other VPN rules to inactive

Nailed Up

Select this check box to turn on the nailed up feature for this SA.

Turn on nailed up to have the BCM50e Integrated Router automatically
reinitiate the SA after the SA lifetime times out, even if there is no traffic. The
BCM50e Integrated Router also reinitiates the SA when it restarts.

NAT
Traversal

Select this check box to enable NAT traversal. With NAT traversal, you can
set up a VPN connection when there are NAT routers between the two VPN
switches.

The remote VPN switch must also have NAT traversal enabled.

You can use NAT traversal with ESP protocol using Transport or Tunnel
mode, but not with AH protocol. In order for a VPN switch behind a NAT
router to receive an initiating IPSec packet, set the NAT router to forward
UDP port 500 to the VPN switch behind the NAT router.

Name

Type up to 32 characters to identify this VPN policy. You may use any
character, including spaces, but the Business Secure Router drops trailing
spaces

IPSec Key
Management

Select IKE or Manual from the drop-down list box. Manual is a useful option
for troubleshooting if you have problems using IKE key management.

Negotiation
Mode

Select Main or Aggressive from the drop-down list box. Multiple SAs
connecting through a secure gateway must have the same negotiation mode.

Encapsulation
Mode

Select Tunnel mode or Transport mode from the drop-down list box.
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6. Configure the Authentication Method settings as required.

Authentication Method

* Pre-Shared Key [esssesee
Retype to Confirm II-I-I-I-I-I-I-I-
" Certificate I auto_generated_self_signed_ce j (See

Iy Certificates)
Local 1D Type IE-maiI vi

Content

|test‘l@|absystem.cnm

Peer ID Type IE-maiI vI

Content

Itesﬂ@labsystem.cum

Branch Rule — Authentication Method Settings

Field Description

Authentication | Select the Pre-Shared Key radio button to use a preshared secret key to

Method identify the BCM50e Integrated Router.
Select the Certificate radio button to identify the BCM50e
Integrated Router by a certificate.

Pre-Shared Type your pre-shared key in this field. A pre-shared key identifies a

Key communicating party during a phase 1 IKE negotiation. It is called "pre-
shared" because you have to share it with another party before you can
communicate with them over a secure connection. Multiple SA’s connecting
through a secure gateway must have the same pre-shared key.
Note: that as you enter the password, the screen displays a "*" for each
character you type.
Note: Both ends of the VPN tunnel must use the same pre-shared key. You
see a “PYLD_MALFORMED?” (payload malformed) log if the same
preshared key is not used on both ends.

Retype to Enter the pre-shared key again for confirmation.

Confirm

Certificate Use the drop-down list box to select the certificate to use for this

VPN tunnel.

You must have certificates already configured in the My Certificates
screen. Click My Certificates to go to the My Certificates screen, where
you can view the BCM50e Integrated Router's list of certificates.
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Field

Description

Trusted Remote  Directory

My Certificates = Trusted CAs Hosts Servers

PKI Storage Space in Use

ox 100%

Replace Factory Default Certificate
Factory Default Certificate Name: auto_generated_self_signed_cert

The factory default certificate is common to Business Secure Router models. Click
Replace to create a certificate using your Business Secure Router’s MAC address
that will be specific to this device.

My Certificates

Valid | Valid .

L eme el Suiect | b | g [ Y5 | o |
CN=Business/CN=Business

Secure Secure 2000 2030

Router Router  Jan 1st, Jan 1st, @ ﬁ
Factory Factory  00:00:00 00:00:00

Default Default GMT | GMT
Certificate | Certificate

auto_generated_self_signed_cert*SELF

[ Import ] [ Create H Refresh ]

Local ID Type

Select IP to identify this Business Secure Router by its IP address.
Select DNS to identify this Business Secure Router by a domain name.
Select E-mail to identify this Business Secure Router by an e-mail address.

Content

When you select IP in the Local ID Type field, type the IP address of your
computer. Leave this field blank to have the Business Secure Router
automatically use the IP address in the My IP Address field. If you have
problems using the IP ID type (for example there is a NAT router between
the two secure gateways), use the DNS or E-mail ID type.

When you select DNS in the Local ID Type field, type a domain name (up
to 31 characters) by which to identify this Business Secure Router.

When you select E-mail in the Local ID Type field, type an e-mail address
(up to 31 characters) by which to identify this Business Secure Router.

The domain name or e-mail address that you use in the Content field is
used for identification purposes only and does not need to be a real domain
name or e-mail address.

Peer ID Type

Select IP to identify the remote IPSec router by its IP address.
Select DNS to identify the remote IPSec router by a domain name.
Select E-mail to identify the remote IPSec router by an e-mail address.

Content

When you select IP in the Peer ID Type field, type the IP address of the
computer with which you will make the VPN connection. Leave this field
blank in order to have the Business Secure Router automatically use the
address in the Secure Gateway Address field. If you have problems using
the IP ID type (for example there is a NAT router between the two secure
gateways), use the DNS or E-mail ID type.

When you select DNS in the Peer ID Type field, type a domain name (up to
31 characters) by which to identify the remote IPSec router.

When you select E-mail in the Peer ID Type field, type an e-mail address
(up to 31 characters) by which to identify the remote IPSec router.

The domain name or e-mail address that you use in the Content field is
used for identification purposes only and does not need to be a real domain
name or e-mail address. The domain name also does not have to match the
remote router's IP address or what you configure in the Secure Gateway
Address field below.
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7. Enter your own WAN IP Address in the My IP Address field, and the
destination IP Address in the Secure Gateway Address field.

My IP Address [0.0.00
Secure Gateway Address |B1.25.‘I45.15

Branch Rule - Local & Destination WAN IP Address Settings

Field

Description

My IP Address

Enter the WAN IP address of your Business Secure Router. The Business
Secure Router uses its current WAN [P address (static or dynamic) in
setting up the VPN tunnel if you leave this field as 0.0.0.0. The VPN tunnel
has to be rebuilt if this IP address changes.

Secure Gateway
Address

Type the WAN IP address or the URL (up to 31 characters) of the IPSec
router with which you're making the VPN connection. Set this field to
0.0.0.0 if the remote IPSec router has a dynamic WAN IP address (the
IPSec Key Mode field must be set to IKE).

The remote address fields do not apply when the Secure Gateway
Address field is configured to 0.0.0.0. In this case only the remote IPSec
router can initiate the VPN.

8. Configure the Security Protocol settings as required.

+ ESP

" AH

Encryption Algorithm JDES x| Authentication ﬂlgurithml'-':i "I
Authentication Algorithm SHAT vI

Advanced |
Apply | Cancel |

Branch Rule — Security Protocol Settings

Field Description

VPN Protocol Select ESP if you want to use ESP (Encapsulation Security Payload).

(ESP) The ESP protocol (RFC 2406) provides encryption as well as some of
the services offered by AH. If you select ESP here, you must select
options from the VPN Setup and Authentication Algorithm fields
(described next).

AH Select AH if you want to use AH (Authentication Header
Protocol). The AH protocol (RFC 2402) was designed for integrity,
authentication, sequence integrity (replay resistance), and non-
repudiation, but not for confidentiality, for which the ESP was designed.
If you select AH here, you must select options from the Authentication
Algorithm field.

Encryption Select DES, 3DES, AES or NULL from the drop-down list box.

Algorithm When you use one of these encryption algorithms for data

communications, both the sending device and the receiving device must
use the same secret key, which can be used to encrypt and decrypt the
message or to generate and verify a message authentication code. The
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Field

Description

DES encryption algorithm uses a 56-bit key. Triple DES (3DES) is a
variation on DES that uses a 168-bit key. As a result, 3DES is more
secure than DES. It also requires more processing power, resulting in
increased latency and decreased throughput. This implementation of
AES uses a 128-bit key. AES is faster than 3DES.

Select NULL to set up a tunnel without encryption. When you select
NULL, you do not enter an encryption key.

Authentication
Algorithm

Select SHA1 or MD5 from the drop-down list box. MD5 (Message Digest
5) and SHA1 (Secure Hash Algorithm) are hash algorithms used to
authenticate packet data. The SHA1 algorithm is generally considered
stronger than MD5, but is slower. Select MD5 for minimal security and
SHA-1 for maximum security

9. It is recommended that you click on Apply to save the rule before
commencing with the IP Policy configuration.

+ ESP

" AH

Encryption Algorithm 3DES *I Authentication Algorithm |10
Authentication Algorithm SHAT vI

Advanced |
Cancel |

I
=
=
L
-
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10.You will be returned to the VPN — Summary screen. Select your rule
again, and click on Edit to continue.

VPN

Summary SA Monitor Global Setting Client Termination

g

Contivity VPN Client _“0rrnect

Yes |-

Private / Local / Remote Policy IP
Address

Enca IPSec
p- Algorithm

Tunnel

ESP 3DES
SHA1

Secure
Gateway

Address

81.25.145.15

S[e[=[N[F[[=][S[N] = [ ¥ |

} Delete |

11.The IP Policy settings now need to be entered. IP Policy defines the
LAN IP Addresses at either end of the VPN connection. In the IP
Policy section, click on Add to enter new policy settings or Edit to edit

an existing policy.

Available IP Policy:

| # | Private IP Address Local IP Address Remote IP Address

(D)

Selected IP Policy:

| # | Private IP Address Local IP Address Remote IP Address

NN40011-047 Issue 1.2 BCM50 RiIs 6.0

31




Router — Virtual Private Networking

12.Enter the Local and Remote LAN IP Address information as required.

VPN - Branch Office - IP Policy

Protocol ID

[” Enable Control Ping
Control Ping IP Address 0.0.0.0

" Active
Branch Tunnel NAT Address Mapping Rule: P g Server
Type One-to-One
Private Starting IP Address
Private Ending IP Address I
Virtual Starting IP Address I
Virtual Ending IP Address I
Local :
Address Type IRange Address 'I

Starting IP Address |192.158.1.1
Ending IP Address / Subnet Mask |‘|92.158.1.99
Port ID

Remote :
Address Type Range Address 'I
Starting IP Address 200.30.301

Ending IP Address / Subnet Mask IEDD.SD.SD.‘I%
Port ID

Apply | Cancel |

Branch Rule — IP Policy Settings

Field

Description

Protocol

Enter 1 for ICMP, 6 for TCP, 17 for UDP, etc. 0 is the default and signifies
any protocol.

If you specify a protocol other than 1 (ICMP) or 0 (any protocol), you
cannot use the control ping feature.

Enable Control
Ping

Select the check box and configure an IP address in the Control

Ping IP Address field to have the BCM50e Integrated Router periodically
test the VPN tunnel to the branch office.

The BCM50e Integrated Router pings the IP address every minute. The
BCM50e Integrated Router starts the IPSec connection idle timeout timer
when it sends the ping packet. If there is no traffic from the remote VPN
switch by the time the timeout period expires, the BCM50e Integrated
Router disconnects the VPN tunnel.

Branch Tunnel N

AT Address Mapping Rule

Active Enable this feature to have the Business Secure Router use a different
(virtual) IP address for the VPN connection. When you enable branch
tunnel NAT address mapping, you do not configure the local section.

Type Select one of the following port mapping types.

1. One-to-One: One-to-one mode maps one private IP address to one
virtual IP address. Port numbers do not change with one-to-one NAT

mapping.
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Field

Description

2. Many-to-One: Many-to-One mode maps multiple private IP addresses
to one virtual IP address. This is equivalent to SUA (i.e., PAT, port address
translation), Business Secure Router's Single User Account feature.

3. Many One-to-one: Many One-to-one mode maps each private IP
address to a unique virtual IP address. Port numbers do not change with
many one-to-one NAT mapping.

Private Starting
IP Address

When the Type field is configured to One-to-one, enter the (static) IP
address of the computer on your Business Secure Router's LAN that is to
use the VPN tunnel.

When the Type field is configured to Many-to-One or Many One-to-one,
enter the beginning (static) IP address of the range of computers on your
Business Secure Router's LAN that are to use the VPN tunnel.

Private Ending
IP Address

When the Type field is configured to One-to-one, this field is N/A.

When the Type field is configured to Many-to-One or Many One-to-one,
enter the ending (static) IP address of the range of computers on your
Business Secure Router's LAN that are to use the VPN tunnel.

Virtual Starting
IP Address

Virtual addresses must be static and correspond to the remote IPSec
router's configured remote IP addresses.

The computers on the Business Secure Router's LAN and the remote
network can function as if they were on the same subnet when the virtual
IP address(es) are on the same subnet as the remote IP address(es).
Two active SAs can have the same virtual or remote IP address, but not
both. You can configure multiple SAs between the same virtual and
remote IP addresses, as long as only one is active at any time.

When the Type field is configured to One-to-one or Many-to-One, enter
the (static) IP address that you want to use for the VPN tunnel.

When the Type field is configured to Many One-to-one, enter the
beginning (static) IP address of the range of IP addresses that you want to
use for the VPN tunnel.

Virtual Ending
IP Address

When the Type field is configured to One-to-one or Many-to-One, this
field is N/A.

When the Type field is configured to Many One-to-one, enter the ending
(static) IP address of the range of IP addresses that you want to use for
the VPN tunnel.

Local: Local IP addresses must be static and correspond to the remote IPSec router's
configured remote IP addresses.

Two active SAs can have the same local or remote IP address, but not both. You can
configure multiple SAs between the same local and remote IP addresses, as long as only one
is active at any time.

Two IP policies can have the same local or remote IP address, but not both.

Local Address
Type

Use the drop-down menu to choose Single Address, Range Address, or
Subnet Address. Select Single Address for a single IP address. Select
Range Address for a specific range of IP addresses. Select Subnet
Address to specify IP addresses on a network by their subnet mask.

IP Address Start

When the Address Type field is configured to Single Address, enter a
(static) IP address on the LAN behind your Business Secure Router. When
the Address Type field is configured to Range Address, enter the
beginning (static) IP address, in a range of computers on your LAN behind
your Business Secure Router. When the Address Type field is configured
to Subnet Address, this is a (static) IP address on the LAN behind your
Business Secure Router.

End / Subnet
Mask

When the Address Type field is configured to Single Address, this field
is N/A. When the Address Type field is configured to Range Address,
enter the end (static) IP address, in a range of computers on the LAN
behind your Business Secure Router. When the Address Type field is
configured to Subnet Address, this is a subnet mask on the LAN behind
your Business Secure Router.

Local StartPort

0 is the default and signifies any port. Type a port number from 0 to 65535.
Some of the most common IP ports are: 21, FTP; 53, DNS; 23, Telnet; 80,
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Field Description

HTTP; 25, SMTP; 110, POP3

Remote: Remote IP addresses must be static and correspond to the remote IPSec router's
configured local IP addresses. The remote fields do not apply when the Secure Gateway
Address field is configured to 0.0.0.0. In this case only the remote IPSec router can initiate the
VPN.

Two active SAs cannot have the local and remote IP address(es) both the same. Two active
SAs can have the same local or remote IP address, but not both. You can configure multiple
SAs between the same local and remote IP addresses, as long as only one is active at any
time.

Two IP policies can have the same local or remote IP address, but not both.

Remote
Address Type

Use the drop-down menu to choose Single Address, Range Address, or
Subnet Address. Select Single Address for a single IP address. Select
Range Address for a specific range of IP addresses. Select Subnet
Address to specify IP addresses on a network by their subnet mask.

IP Address Start

When the Address Type field is configured to Single Address, enter a
(static) IP address on the LAN behind your Business Secure Router. When
the Address Type field is configured to Range Address, enter the
beginning (static) IP address, in a range of computers on your LAN behind
your Business Secure Router. When the Address Type field is configured
to Subnet Address, this is a (static) IP address on the LAN behind your
Business Secure Router.

End / Subnet
Mask

When the Address Type field is configured to Single Address, this field is
N/A. When the Address Type field is configured to Range Address, enter
the end (static) IP address, in a range of computers on the LAN behind
your Business Secure Router. When the Address Type field is configured
to Subnet Address, this is a subnet mask on the LAN behind your
Business Secure Router.

Remote Start
Port

0 is the default and signifies any port. Type a port number from 0 to 65535.
Some of the most common IP ports are: 21, FTP; 53, DNS; 23, Telnet; 80,
HTTP; 25, SMTP; 110, POP3

13.Click Apply to save your changes. The IP Policy you have just
configured will appear in the Available IP Policy area.

A\railable IP Policy:

Add| Edit| Delete |

Private IP Address Local IP Address Remote IP Address

ﬂn 192.168.1.1-192.168.1.99 | 200.30.30.1-200.30.30.199

Selected IP Policy:

@

“ Private IP Address Local IP Address Remote IP Address
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14.To ensure that the VPN connection uses these settings, you must use
the down arrows to move the Policy into the Selected IP Policy area.

Available IP Policy:

“ Private |IP Address Local IP Address Remote IP Address
Add] Edit| Delete |

Selected IP Policy:

15.Click on Apply at the bottom of the screen. You will be returned to the
VPN — Summary screen. The completed rule will be displayed.

VPN

Summary SA Monitor Global Setting Client Termination

Contivity VPN Client Connect

. _|Private [/ Local / Remote Policy IP IPSec SEElE

Active . Gateway
Address Algorithm

Address

Main ESP 3DES
Office 81.25.145.15

Tunnel SHA1

16.Any traffic originating within the local addresses requesting data from
the remote addresses which adhere to the policy settings, will initiate
the VPN connection to the Secure gateway Address (unless Nailed up
is selected within the Branch Rule settings, whereby the tunnel should
be permanently connected).

17.To view if the VPN connection is operational, view the SA Monitor tab.
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Client Termination

Remote users can connect to the office network for data transfer and VolP
functionality (using the IP Softphone 2050) via the BCM50 Integrated router,
using Contivity Client software.

It is also possible to configure the BCM50 Integrated Router to connect to the
main office BCM50 Integrated Router, if it is configured in Client VPN mode
(refer to the Client Rule section of this guide).

The 1120e, 1140e, and 1150e IP phones can also be configured to connect to
the BCM50 Integrated Router. Configure the BCM50 Integrated Router for
client termination, creating a standard user account omitting Split Tunneling.
For details on how to manually configure the IP phone to connect to the
BCM50 Integrated Router refer to the 1100 Series VPN Client Termination
section of the IP Telephony Guide.

Use the following process to configure the BCM50 Integrated Router to allow
remote users to connect via a VPN.

1. Access the Web Router GUI.

2. The first step is to set up an IP Alias for the network range of IP
Addresses that will be assigned to remote users.

3. From the Main Menu, select LAN, and click on the IP Alias tab.
Enable the IP Alias and enter a valid IP Address and Subnet Mask.
This will act as the default gateway for the remote users, who should
be assigned IP Addresses in the same range. Click Apply when

finished.
—| LAN
H
WIZARD P Static DHCP ([ IP Alias )
g —

MAIN MENU

AN — ¥ IP Alias 1

ViAN

SUAINAT IP Address [192168.21

STATIC ROUTE

FIREWALL IP Subnet Mask [255 255 255 0

oy ENT FILTER RIP Direction Both =]

CERTIFICATES RIP Version RIP-1 v]

BW MGMT

AUTH SERVER

REMOTE MGMT [ IP Alias 2

UPnP

LOGS E——

CALL SCHEDULE IP Address I‘ UL

IP Subnet Mask IZ 0.0.0
MAINTENANCE | | RIP Direction [None =
LOGOUT RIP Version RIP-1 =
=
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4. Next, account details have to be created for the remote users. From the
Main Menu, select Auth Server. Ensure the Local User Database tab

IS selected.
WIZARD
AUTH SERVER

MAIN MENU
SYSTEM Local User
LAH (Datahase e ‘
WAH
SUAMNAT
STATIC ROUTE Status
FIREWALL Active| Usertype | Last Name | First Name
CONTENT FILTER - y
VPH e
CERTIFICATES Paul

ﬁ@ n 2 ‘ Barry IPSec Granger Barry Valid
REFIGTE FIGMT BB e [ves  1pSec Jones Edward valid
Eg‘;‘; n‘ Dave Yes IPSec Drew David Valid
CALL SCHEDULE ‘

5. Select an available entry, and click Edit.

Local User
Database il
Status
Active| User type | Last Name First Name
IP 5ec user unlyr
Paul IPSec Sharp Paul Valid
n.| Barry Yes IPSec Granger Barry Valid
|3 [N Yes | IPSec Jones Edward Valid
nn| Dave Yes IPSec Drew David Valid

Delete |

6. Tick the Active checkbox to activate this account. Select the required
User Type, and give a User Name and Password for this account.
The User Name and Password will be used by the remote users when
configuring the Contivity software.

¥ Active
User Type |IF‘Sec j
User Name |She|le“-pr
Password Iiiiiiiii
Retype to Confirm |uuuu
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Local User Database — User account Settings

Field

Desctiption

Active

Select this check box to turn on the user account. Clear this check
box to turn off the user account.

User Type

Select 802.1X to set this user account to be used for a IEEE 802.1X
login.

Select IPSec to set this user account to be used for an IPSec login.
Select 802.1X/IPSec to set this user account to be used for both
IEEE 802.1X and IPSec logins.

User Name

Specify the user ID to be used as the login name for the user
account.

Password

Enter a password up to 31 characters long for this user account.
Note that as you type a password, the screen displays a (*) for each
character you type.

7.

8.

Enter the First Name and Last Name of the remote user in the
Account Name fields.

IPSec User Profile

Account Name

First Name |She|le'5,-r

|Bruwn

Last Mame

Enter the Static IP Address and Subnet Mask to be assigned to the
remote user. This should be of the same network range created for the
IP Alias earlier.

Remote User
Static IP Address

Static Subnet Mask

[192.168.26
|255.255.255.0

Split Tunneling can be configured if required, although understanding
of the feature is required to do so. (Split Tunneling enables the use of
other networks the remote user may be connected to whilst the VPN
connection is active). Click Apply to save the account.

i i M
Split Tunneling e
(Configure Network)
Split Tunnel Network (Mone selected) =
Inverse Split Tunnel Network (Mone selected j

Cancel |
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Local User Database — Split Tunneling Settings

Field Desctiption

Enable or disable split tunneling or inverse split tunneling.

Select Disable to force all traffic to be encrypted and go through the
VPN tunnel.

Select Enabled to allow traffic not going through the VPN tunnel to
go through the WAN interface without being encrypted. This
reduces the processing load on the Business Secure Router but is
less secure since the Contivity VPN clients’ unencrypted sessions
make them vulnerable to attacks.

Select Enabled - Inverse to force traffic not going to the network
subnets that you specify, to be encrypted and sent through the VPN
tunnel.

Select Enable - Inverse (locally connected) to force traffic not going
to directly connected networks or the network subnets that you
specify, to be encrypted and sent through the VPN tunnel.

Split Tunneling

Click this link to set up the list of networks to use as split or inverse
networks.

Configure Network

This field applies when you select Enabled in the Split Tunneling
field. Select the network for which you will force traffic to be
encrypted and go through the VPN tunnel.

Split Tunnel Networks

This field applies when you select Enabled - Inverse or Enabled -
Inverse (locally connected) in the Split Tunneling field. Select the
network for which you will not force traffic to be encrypted and go
through the VPN tunnel.

Inverse Split Tunnel
Network

10.When you have created accounts for the remote users, Client
Termination can be configured.

AUTH SERVER

Local User

Database

RADIUS

Status
Active| User type | Last Name | First Name
IP5ec user DI'I|Y

Paul IPSec Sharp Paul Valid
n| Barry Yes IPSec Granger Barry Valid
OB e Yes | IPSec Jones Edward Valid
nn| Dave Yes IPSec Drew David Valid
B8 shelley | Yes | 1PSec Brown Shelley Valid
L o/5]
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11.From the Main Menu, select VPN and click on the Client Termination
tab. Tick the Enable Client Termination checkbox to enable this

feature.
| VPN
o~ —

WIZARD Summary SA Monitor Global Setting ( Client Termination )
MAIN MENU

SYSTEM

:;Iihrl\l —}I? Enable Client Termination

SUAINAT

STATIC ROUTE

FIREWALL

CONTENT FILTER

VP —

CERTIFICATES Authentication

BW MGMT [~ Local User Database (Configure Local User Database)

:g;g?:ﬁré;_r [ User Name and Password/Pre-Shared Key

EET;';. I~ RADIUS Server (Configure RADIUS Server)

12.The Authentication options allow you to use the Local User
Database configured earlier. Configure as required.

Authentication
¥ Local User Database (Configure Local User Database)

[T User Name and Password/Pre-Shared Key
[~ RADIUS Server {Configure RADIUS Server)

Group ID and Password

Group 1D |

Group Password |

Retype to Confirm

Authentication Type

I User Mame and Password

Client Termination —Authentication Settings

Field Desctiption

Local User Database Select this option to have the Business Secure Router use its
internal list of users to authenticate the Contivity VPN clients. Click
Configure Local User Database to edit the list of users and their
user names and passwords.

User Name and Select this option to have the Business Secure Router use the
Password/Pre-Shared | Contivity VPN clients’ user names and passwords as a pre-shared
Key key to identify them during phase 1 IKE negotiations. The remote
users will have to configure the Contivity Software accordingly.
RADIUS Server Select this option to have the Business Secure Router use an

external RADIUS server to identify the Contivity VPN clients during
phase 1 IKE negotiations. Click Configure RADIUS Server to
specify the associated external RADIUS server.

Group ID The Contivity VPN clients send the group ID and group password to
the Business Secure Router for or initial authentication. After a
successful initial authentication, the associated external RADIUS
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Field Desctiption

server uses the Contivity VPN client’s user name and password to
authenticate the Contivity VPN client.
Enter a group ID of up to 31 ASCII characters.

Group Password Enter a group password of up to 31 ASCII characters. Enter it a
second time to make sure you have entered it correctly.
Authentication Type Select User Name and Password to have the external RADIUS

server use the Contivity VPN clients’ user names and passwords to
authenticate them during phase 1 IKE negotiations.

13.Select all the Encryption options the remote user might be using.

Encryption
v ESP - 128-bit AES with SHAT Integrity

[v ESP - Triple DES with SHA1 Integrity
[v ESP - Triple DES with MDA Integrity

[v ESP - 56-bit DES with SHA1 Integrity
[v ESP - 56-bit DES with MD5 Integrity

v AH - Authentication Only (HMAC-SHA1)
v AH - Authentication Only (HMAC-MD&)

IKE Encryption and Diffie-Hellman Group
¥ 56-bit DES with Group 1 (768-bit prime)
v Triple DES with Group 2 (1024-bit prime)
v 128-bit AES with Group 5 (1536-bit prime)

14.Determine how the remote user is assigned an IP Address. You can
use the Static Addresses configured when setting up the Local User
Accounts earlier, or Configure IP Address Pools for dynamic
assignment.

Assignment of Client IP
[ Use Static Addresses (Cenfigured in eWC==AUTH SERVER=>Local Usar Databass)

IP Address Pool |(Ncme selected) j {Configure IP Address Pool)
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15.Configure the rest of the settings as required, and click Apply.

[~ Enable Perfect Forward Secrecy

Rekey Timeout IDB:I}D:I}I} (Range 00:02:00 - 23:58:58)
Rekey Data Count ID {Kbytes, minimum is 5 Kbytes, and 0 m:

Advanced Reset |

Client Termination — Additional Settings

Field Desctiption
Enable Perfect Perfect Forward Secrecy (PFS) is disabled by default in phase 2
Forward Secrecy IPSec SA setup. This allows faster IPSec setup, but is not so

secure. Turn on PFS to use the Diffie-Hellman exchange to create a
new key for each IPSec SA setup.

Rekey Timeout Set the allowed lifetime for an individual key used for data
encryption before negotiating a new key. A setting of 00:00:00
disables the rekey timeout.

Rekey Data Count Set how much data can be transmitted via the VPN tunnel before
negotiating a new key. A setting of 0 disables the rekey data count.

42 NN40011-047 Issue 1.2 BCM50 RlIs 6.0



Router - Virtual Private Networking

16.Client Termination is now configured on the BCM50 Integrated Router.
The remote users should now configure their Contivity software to
connect to the public IP Address of the router, using the account details

configured earlier.

Contivity ¥PN Client

File Edit Options Help

Connection |Office BCM50a

Description |

Dial-up I[N one)

User Name |F’au|

Contivity

Password |

VPN

[T Save Password

Client

Destination 83.214.15.86

Connect Close

Save

SA Monitor

The Security Association Monitor displays active connection details. VPN

connections can also be disconnected from this screen.
1. Access the Web Router GUI.
2. From the Main Menu, select VPN.

3. Select the SA Monitor tab.

NN40011-047 Issue 1.2 BCM50 RiIs 6.0

43




Router — Virtual Private Networking

4. Any active connections will be displayed. These connections can be
disconnected if required.

VPN

Summary SA Monitor Global Setting Client Termination |

Current IPSec Security Associations
Connection| Local IP Remote IP Enca sulatlnnlpsec
Type Address Address p Algorithm
ESP
Branch | 192.168.4.0- | 192.168.1.0-
HIBCMRE“‘"‘EB""C" Office  192.168.6.255192.168.3.255 '""®!  DES

Refreshl Disconnect |

Security Association Monitor Settings

Label Description
# This is the security association index number.
Name This field displays the identification name for this VPN policy.

Connection Type

This field displays whether this is a connection to another IPSec
router or to a Contivity VPN client.

Encapsulation

This field displays Tunnel or Transport mode.

IPSec Algorithm This field displays the security protocols used for an SA.
Both AH and ESP increase Business Secure Router processing
requirements and communications latency (delay).
Refresh Click Refresh to display the current active VPN connection(s).
Disconnect Select a security association index number that you want to
disconnect and then click Disconnect.
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Glob

This section allows you to block or allow NetBIOS (Windows Networking)

packet
1.

2.

al Settings

s through the VPN tunnels.
Access the Web Router GUI.
From the Main menu, select VPN.

Select the Global Settings tab.

Configure as required and click Apply.

VPN

Summary

SA Monitor Global Setting Client Termination

Global Settings

Windows Networking (NetBIOS over TCP/IP)
¥ Allow Through IPSec Tunnel
Contivity Client Global Setting

¥ Exclusive Use Mode for Client Tunnel

MAC Address Allowed 0TECAF33DAF
Contivity Client Fail-Over

First Gateway 0.0.0.0

Second Gateway 0.0.0.0

Third Gateway 0.0.0.0

Apply | Reset |

Field

Desctiption

Windows Networking
(NetBIOS over
TCP/IP)

NetBIOS (Network Basic Input/Output System) are TCP or

UDP packets that enable a computer to connect to and
communicate with a LAN. It an sometimes be necessary to allow
NetBIOS packets to pass through VPN tunnels in order to allow
local computers to find computers on the remote network and vice
versa.

Allow Through IPSec
Tunnel

Select this check box to send NetBIOS packets through the VPN
connection.

Contivity Client Global S

ettings

Exclusive Use Mode
for Client Tunnel

Select this check box to permit only the computer with the
MAC address that you specify to set up a VPN connection to the
remote VPN switch.

MAC Address Allowed

Enter the MAC address of the computer you want to allow to use
the VPN tunnel.

Contivity Client Fail-
Over

The Contivity Client fail-over feature allows a Contivity

client to establish a VPN connection to a backup VPN switch when
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Field

Desctiption

the default remote VPN switch (specified in the Destination field) is
not accessible.

The VPN fail-over feature must also be set up in the remote VPN
switch.

First Gateway
Second Gateway
Third Gateway

These read-only fields display the IP addresses of the backup VPN
switches. The BCM50e Integrated Router automatically gets this
information from the default remote

VPN switch.

After the remote VPN switch is unreachable or fails to

respond to IKE negotiation, the BCM50e Integrated

Router tries to establish a VPN connection to a backup

VPN switch.

46
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Additional Information

Creating a tunnel between two BCMs

The following is an example of a how to connect two BCM50a/ba’s together
using an IPSec VPN tunnel.

It is assumed that negotiation and encryption methods are left at default
settings, and that there isn’t a NAT Router in between the two switches.

Note: Ensure that RIP is enabled on the LAN interface (& any configured IP
Alias interfaces) before attempting to connect via a configured VPN
connection. Refer to the Router — IP Routing Guide for more information on
enabling RIP.

“My” IP Address:
81.136.0.50

Aecure Tunnel

Secure Gateway \
IP Address:

Local LAN IP Address Range: 81.139.84.146 @
192.168.1.151 — )
192.168.1.199 Remote LAN IP Address Range: ff 1

192.168.5.2 — 192.168.5.98

Use the information below for the Content ID and Type:

Field Switch A Switch B

Local ID Type E-malil E-mail

Content Sys2@btclick.com Sys3@btclick.com
Peer ID Type E-malil E-mail

Content Sys3@btclick.com Sys2@yahoo.com

The Pre-shared Key is agreed to be: 123456789

Configuration on Switch A

1. Access the BCM50a/ba Web Router GUI (refer to the Accessing the
Web Router GUI).

2. From the Main menu, select VPN, then Setup.
3. Select the first VPN rule that isn’t already configured and click Edit.
4. Ensure the Connection Type is set to Branch Office.

5. Select Active to enable the connection. Nailed Up is optional. Do not
select NAT Traversal.
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6. Enter an appropriate reference name, and keep the other IPSec Setup
Options as default.

Connection Type Branch Ofice |

[x] Active [l NAT Traversal
[ Nailed Up

Name itell

Key Management KE |
Negotiation Mode Main V;
Encapsulation Mode .T.unnel vl

7. Setthe Pre-Shared Key and Address Information as follows (the My

IP Address field can be left to 0.0.0.0 whereby the WAN IP Address
(see WAN settings) will be used automatically):

Authentication Method
& Pre-Shared Key (123456789
Retype to Confirm |123456789
O Certificat LS {See
il My Certificates)
Local ID Type E-mail ¥ |
Content sys2@btclick.com
Peer ID Type E-mail v
Content |sys3@btclick.com
My IP Address n.0.00
Secure Gateway Address :81 139.84 146

8. Set the Security Protocol settings as below:

& ESP e ~ OAMH
Encryption Algorithm \DES  ¥| Authentication Algorithm
Authentication Algorithm | SHA1 v |
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9.

In the IP Policy section, click on Add to enter the local and remote

LAN address ranges (click Apply to save the changes).

Protocol

[[] Enable Control Ping
Control Ping IP Address

[] Active

Type
Private Starting IP Address

Private Ending IP Address

Virtual Starting IP Address
Virtual Ending IP Address

Local :
Address Type

Starting IP Address
Ending IP Address / Subnet Mask
Port

Remote :
Address Type

Starting IP Address
Ending IP Address / Subnet Mask
Port

Branch Tunnel NAT Address Mapping Rule:

Range
192 1681 151
192.168.1.199

0

Range

192 16852
192 168598
i

Cancel

b

10.Click on Apply to save the IP Policy settings. Move the IP Policy
settings from the Available IP Policy area to the Selected IP Policy

area, and click Apply.

Configuration on Switch B
Access the BCM50a/ba Web Router GUI (refer to the Accessing the

1.

Web Router GUI).

From the Main menu, select VPN, then Setup.

Select the first VPN rule that isn’t already configured.

Ensure the Connection Type is set to Branch.

Select Active to enable the connection. Nailed Up is optional. Do not

select NAT Traversal.

Enter an appropriate reference name, and keep the other IPSec Setup

Options as default.
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Connection Type Branch Office

] Active

] Nailed Up

Name

Key Management
Negotiation Mode
Encapsulation Mode

I.(_I

[1 NAT Traversal

itel
| IKE |
Main v

Tunnel |

7. Setthe Pre-Shared Key and Address Information as follows (the My
IP Address field can be left to 0.0.0.0 whereby the WAN IP Address
(see WAN settings) will be used automatically):

Authentication Method

(&) Pre-Shared Key
Retype to Confirm

) Cerificate

Local ID Type
Content
Peer ID Type
Content

My IP Address

Secure Gateway Address

1123456789
123456789

(See
My Certificates)
E-mail ¥ |
sys3@biclick.com
E-mail v|
sys2@bfclick.com

0,000
81.136.0.50

8. Set the Security Protocol settings as below:

& ESP

Encryption Algorithm DES

Authentication Algorithm iSHA1 v ,‘

O AH

Authentication Algorithm

v

Cancel
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9. In the IP Policy section, click on Add to enter the local and remote
LAN address ranges (click on Apply to save the changes).

Protocol

[] Enable Control Ping
Control Ping IP Address

[ Active

Type
Private Starting IP Address

Private Ending IP Address

Virtual Starting IP Address
Virtual Ending IP Address

Local :
Address Type

Starting IP Address
Ending IP Address / Subnet Mask
Port

Remote :
Address Type

Starting IP Address
Ending IP Address / Subnet Mask
Port

Branch Tunnel NAT Address Mapping Rule:

Range hd
192 16852

192 1685698

1]

Range hd

192.168.1.151
192.168.1.199

0

Cancel

11.Click on Apply to save the IP Policy settings. Move the IP
settings from the Available IP Policy area to the Selected IP Policy

area, and click Apply.

Policy

12.Try a ping command from one local LAN address to a remote LAN
address to activate the tunnel. Use the SA Monitor tab to view the

connection.

Routing Information Protocol (RIP)

It may be necessary to enable RIP on the BCM50 Integrated Router LAN
interface to ensure that data is routed between the LAN and WAN interfaces.
Refer to the Router — IP Routing Guide for information concerning enabling

RIP.
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Avaya Documentation Links

e BCM50e/be Integrated Router Configuration — Basics
e BCM50a/ba Integrated Router Configuration — Basics
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