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Quick Look

If you are already using the most recent version of the Fabric OS v6.1.0g Release Notes, here are the
changes between that version and this version.

Overview

The table at the end of these notes contains a list of the Fabric OS v6.1.0h closed defects, as well
as those listed as closed in the Fabric OS v6.1.0a through Fabric OS v6.1.0g release notes.

Brocade Fabric OS v6.1.0 supports the following new hardware platforms:

¢ Brocade 5300: 48 — 80 port 2U switch

O

O 0O O O O O O

8 Gbit/sec technology

Ports On Demand scaling from 48 to 64 or 80 ports

Supports Integrated Routing and Adaptive Networking with QoS
Two hot-swappable, redundant power supply FRUs

Three hot-swappable, redundant fan FRUs

EZSwitchSetup support

USB Port

FICON, FICON Cascading and FICON Control Unit Port ready

¢  Brocade 5100: 24 —40 1U port switch

@)

O O O O O O

8 Gbit/sec technology

Ports On Demand scaling from 24 to 32 or 40 ports

Supports Integrated Routing and Adaptive Networking with QoS
Two hot-swappable, redundant integrated power supply/fan FRUs
EZSwitchSetup support

USB Port

FICON, FICON Cascading and FICON Control Unit Port ready

e Brocade 300: 8 — 24 port 1U switch

O

O O O O O

¢ Brocade 7500E: 4G Distance Extension product with 2FC and 2GigE ports

e Fabric OS v6.1 adds support on the 48000 platform for the following blades:

8 Gbit/sec technology

Ports On Demand scaling from 8 to 16 or 24 ports
Supports Access Gateway

Adaptive Networking with QoS

EZSwitchSetup support

USB Port

» FC8-32 32-port 8Gbit/sec FC blade
» FC8-48 48-port 8Gbit/sec FC blade

In addition to support for the new hardware platforms and blades, there are numerous new features in
Fabric OS v6.1, including:
e Enhanced connectivity with M-Series products

o Support for native connectivity modes on all 8G blades and platforms

o Traffic Isolation Zones in native connectivity modes
o Frame Redirection support in native connectivity modes
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o FICON CUP Cascading
o E-port Authentication
o Enhanced scalability for Interopmode 3 (Open Fabric Mode)— support for 31 domains
and 2048 devices
o SANtegrity Fabric Binding in both Interopmode 2 and Interopmode 3 including FCR
support
e Access Gateway enhancements
o Support on Brocade 300
o AG Trunking
o Advanced Device Security Policy
o 16-bit routing
o AG Cascading
Integrated Routing, providing FCR support on 8G ports and blades
Traffic Isolation Zones over FCR
Port mirroring on 8Gbit platforms
Temporary licenses for optional features
Buffer credit recovery on all 8G platforms
FCIP Performance enhancements
Port Fencing support in Fabric Watch

New Feature Descriptions

Enhanced Connectivity with McDATA Products

M-EOS Native Fabric Mode support — Fabric OS v6.1 supports “interopmode 2” on nearly all
4G and 8G FOS platforms, which allows a FOS-based switch to participate directly in M-EOS
fabrics running in McDATA Fabric Mode. M-EOS products in the fabric must be operating
with M-EOS v9.6.2 or later.

M-EOS Open Fabric Mode support — Fabric OS v6.1 supports “interopmode 3” on nearly all
4G and 8G FOS platforms, which allows a FOS-based switch to participate directly in M-EOS
fabrics running in Open Fabric Mode. Interopmode 3 replaces the interopmode 1 capability
provided in earlier versions of Fabric OS. M-EOS products in the fabric must be operating with
M-EOS v9.6.2 or later. Interopmode 3 scalability limits have also been increased to match those
of interopmode 2.

Traffic Isolation Zones supported in mixed fabrics in Interopmode 2— Fabric OS v6.1 allows
the Traffic Isolation Zones capability to be used in fabrics with M-Type products. The M-EOS
based products can also provide analogous capability through the use of Preferred Path
configurations.

Frame Redirection -- Fabric OS v6.1 allows Frame Redirection to be used on FOS products that
are operating in either of the native connectivity modes (interopmode 2 or 3). This provides even
greater flexibility and support for environments that are interested in using the powerful Frame
Redirection capability.
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Access Gateway Enhancements
e Access Gateway is supported on the Brocade 300.

¢ Trunking with Access Gateway enables frame distribution across a set of available paths linking
Access Gateway to an adjacent Switch. The adjacent switch to the Access Gateway has to be a
Brocade switch running FOS v6.1 or above version of the firmware. This feature also enhances
availability by enabling seamless fail-over of traffic from a failed N-port to other ports within a
trunk group. Trunking is an optionally licensed feature.

e Advanced Device Security Policy (ADS) extends the DCC policy to a switch module in Access
Gateway mode. DCC policy support enables a user to restrict N_port logins through an F_port of
an Access Gateway. User must provide a list of device Port WWNSs for an F_Port in order to
enable those devices to login through that F_port. This policy is also supported for NPIV
connections on F_ports.

¢ 16 bit routing enhances interoperability of Access Gateway with Cisco fabrics. Note that this
capability is only applicable to 8G platforms.

e Access Gateway Cascading is now supported, allowing an Access Gateway to attach to another
Access Gateway. This capability provides more flexibility in configurations, more efficient use
of available ports, and additional cable and SFP consolidation.

Integrated Routing

This new licensed capability allows ports in a DCX, 5300, or 5100 to be configured as EX_ports
supporting Fibre Channel Routing. This eliminates the need to add an FR4-18i blade or use the 7500 for
FCR purposes, and also provides double the bandwidth for each FCR connection (when connected to
another 8G-capable port).

Traffic Isolation Zones over FCR

This enhancement enables traffic isolation across EX ports and VEX ports. This benefits applications like
Tape Pipelining and Fast Write that traverse VE ports where customers wish to control the exact path and
ports that are used.

Port Mirroring

Fabric OS v6.1 adds support for Port Mirroring to 8Gbit ports. The port mirroring feature mirrors traffic
in both directions between a source and destination ID pair to a single mirror port. The user may connect
a FC analyzer to this mirror port to capture all the mirrored traffic and perform troubleshooting or other
analysis.

Temporary Licenses

Fabric OS v6.1 introduces support for temporary licensing of select features. These licenses are intended
primarily to allow a customer to activate a feature quickly, in a situation where going through the
“regular” license ordering and procurement process may take too much time. These temporary licenses
may also facilitate customers who wish to evaluate a feature prior to making a decision to purchase the
license. Each temporary license is issued for a 45-day period, beginning when the temp license is issued.
A maximum of two 45-day licenses can be generated for a particular feature on a particular product.

In Fabric OS v6.1, the following features will support temporary licenses:

e Fabric (E_port) license
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¢ Extended Fabric license

e Trunking license

e FCIP license

e Performance Monitoring license

Temporary licenses will be available for other optional features in later releases.

Please contact Brocade to obtain Temporary Licenses.

Buffer Credit Recovery
FOS v6.1 implements credit recovery protocol as described in FC-FS standards. This feature is supported
only on E-ports and allows switches to automatically recover buffer credits that were accidentally “lost”
over time. Buffer credit recovery prevents link performance degradation that may otherwise occur due to
loss of credits over time.

FCIP Performance Enhancements

FOS v6.1 increases committed rate tunnel performance (utilization) when compressibility exceeds 2:1.
Previous FOS releases capped FC data rates to 2 times the committed rate of the FCIP tunnel. As a result,
as compression ratio increases beyond 2:1, FC throughput remains constant at 2 times the committed rate
and the link utilization decreases. FOS v6.1 now monitors compressibility, adjusts to more compressible
data, and works to fill the FCIP tunnel to the committed rate.

Additionally, the portcfg fciptunnel command has been modified to include a ‘~bstr’ option. When
creating a tunnel, adding a ‘—bstr’ to the end of the command string will enable the byte streaming feature
on that tunnel.

Likewise when modifying a tunnel adding a ‘~bstr 1" or ‘~bstr 0’ will either enable or disable the byte
streaming option on that tunnel respectively.

Example of a tunnel create:

portcfg fciptunnel ge0O create 0 90000 —f —bstr
Example of a tunnel modify:

portcfg fciptunnel geO modify 0 —bstr 1

The help command has also been updated to include the following line:
-bstr - turn TCP byte streaming on

Port Fencing

FOS v6.1 includes new Port Fencing capabilities that can automatically isolate a port that is behaving
outside the bounds of a normal, expected operation. This enhances overall stability of the fabric in the
event of an isolated event that could otherwise cause a major disruption if left unattended. The Port
Fencing capability is included as part of the optionally licensed Fabric Watch feature.

Other
e FOS v6.1 includes enhancements to LDAP allowing Active Directory server roles to be mapped
to the various switch roles.

e Optional —-m parameter for slotshow command to display Model Names for each blade installed
in a DCX or 48k chassis.
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Many automatic page breaks in CLI output for commands have been removed to better facilitate
scripting.

RASLOG entry when a switch detects a duplicate WWN has logged in.

Optionally Licensed Software

Optionally licensed features include:

Brocade Ports on Demand — Allows customers to instantly scale the fabric by provisioning
additional ports via license key upgrade (applies to select models of switches).

Brocade Extended Fabrics — Provides up to 500km of switches fabric connectivity over long
distances.

Brocade ISL Trunking — Provides the ability to aggregate multiple physical links into one
logical link for enhanced network performance and fault tolerance. Also includes Access
Gateway ISL Trunking on those products that support Access Gateway deployment.

Brocade Fabric Manager — Enables administration, configuration, and maintenance of fabric
switches and SANs with host-based software.

Brocade Advanced Performance Monitoring — Enables performance monitoring of networked
storage resources. This license includes the TopTalkers feature.

High Performance Extension over FCIP/FC (formerly known as “FC-IP Services”) (For the FR4-
18i blade and Brocade 7500) — This license key also includes the FC-Fastwrite feature and IPsec
capabilities.

Brocade Fabric Watch — Monitors mission-critical switch operations. Fabric Watch now
includes new Port Fencing capabilities.

FICON Management Server — Also known as “CUP” (Control Unit Port), enables host-control
of switches in Mainframe environments.

ICLs, or Inter Chassis Links — Provide dedicated high-bandwidth links between two Brocade
DCX chassis, without consuming valuable front-end 8G ports. Each DCX must have the ICL
license installed in order to enable the ICL connections. (Available on the DCX only)

Enhanced Group Management — This license, available only on the DCX and new 8G platforms,
enables full management of the device in a datacenter fabric with deeper element management
functionality and greater management task aggregation throughout the environment.

Adaptive Networking — Adaptive Networking provides a rich framework of capability allowing
a user to ensure high priority connections obtain the bandwidth necessary for optimum
performance, even in congested environments. The QoS SID/DID Prioritization and Ingress rate
limiting features are the first components of this license option, and are fully available on all 8G
platforms.

Integrated Routing — This new licensed capability, introduced in Fabric OS v6.1, allows ports in
a DCX, 5300, or 5100 to be configured as EX_ports supporting Fibre Channel Routing. This
eliminates the need to add an FR4-18i blade or use the 7500 for FCR purposes, and also provides
double the bandwidth for each FCR connection (when connected to another 8G-capable port).

7500E Upgrade (For the Brocade 7500E only) — This license allows customers to upgrade a 4-
port (2 FC ports and 2 GE ports) 7500E base to a full 18-port (16 FC ports and 2 GE ports) 7500
configuration and feature capability. The upgraded 7500E includes the complete High
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Performance Extension license feature set.

Some models offer bundles that include 2 or more optionally licensed features. These bundles are defined
for each unique product, and are outside the scope of this release note document.

Previously Licensed Software Now Part of Base FOS
The following capabilities are included as part of the base FOS capability and no additional purchase
or licensing is necessary:

e Advanced Zoning and WebTools licenses are no longer necessary beginning with FOS v6.1.
These features are automatically enabled on all products running FOS v6.1 or later.

Supported Switches

Fabric OS v6.1 supports the Brocade 200E, 300, 4012/4016/4018/4020/4024/4424, 4100, 4900, 5000,
5100, 5300, 7500, 7600, 48000, and DCX. All supported products are qualified for Native Connectivity
in interopmodes 2 and 3 for deployment in M-EOS fabrics with the exception of the Brocade 4100.

Access Gateway is also supported by Fabric OS v6.1.0, and is supported on the following switches: the
Brocade 200E, 300, 4012, 4016, 4018, 4020, 4024 and 4424.

Standards Compliance

This software conforms to the Fibre Channel Standards in a manner consistent with accepted
engineering practices and procedures. In certain cases, Brocade might add proprietary
supplemental functions to those specified in the standards. For a list of standards conformance,
visit the following Brocade Web site: http://www.brocade.com/sanstandards

Technical Support

Contact your switch supplier for hardware, firmware, and software support, including product repairs
and part ordering. To expedite your call, have the following information immediately available:

1. General Information

e Technical Support contract number, if applicable
e  Switch model

® Switch operating system version

e Error numbers and messages received

e supportSave command output

e Detailed description of the problem, including the switch or fabric behavior immediately
following the problem, and specific questions

e Description of any troubleshooting steps already performed and the results
e Serial console and Telnet session logs
® Syslog message logs

2. Switch Serial Number
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The switch serial number is provided on the serial number label, as shown here.

FTO0X0054E9
FT00X0054E9

The serial number label is located as follows:
® Brocade 200E—On the nonport side of the chassis

e Brocade 4100, 4900, and 7500/7500E—On the switch ID pull-out tab located inside the
chassis on the port side on the left

e Brocade 300, 5000, 5100, and 5300—On the switch ID pull-out tab located on the bottom of
the port side of the switch

® Brocade 7600—On the bottom of the chassis
® Brocade 48000 —Inside the chassis next to the power supply bays
¢ Brocade DCX—Bottom right of the port side.

3. World Wide Name (WWN)
Use the wwn command to display the switch WWN.

If you cannot use the wwn command because the switch is inoperable, you can get the
WWN from the same place as the serial number, except for the Brocade DCX. For the
Brocade DCX, access the numbers on the WWN cards by removing the Brocade logo
plate at the top of the non-port side. The WWN is printed on the LED side of both cards.

Important Notes
This section contains information that you should consider before you use this firmware
release.

Fabric OS Compatibility

The following table lists the earliest versions of Brocade software supported in this release, that
is, the earliest supported software versions that interoperate. Brocade recommends using the
latest software versions to get the greatest benefit from the SAN.

For a list of the effective end-of-life dates for all versions of Fabric OS, visit the following
Brocade Web site:

http://'www.brocade.com/support/end_of _life.jsp

Supported Products and FOS Interoperability
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Brocade 2000-series switches

Not supported, end of support
(December 2007)

Brocade 3000, 3200, 3800

v3.2.1¢"!

Silkworm 3014, 3016, 3250, 3850 and Brocade 3900, 4100,
24000, 7500, 4012, 200E, 48000

v5.1 and higher

Silkworm 12000

v5.0.x

Brocade 4900

v5.2.0 and higher

Brocade 4012, 4016, 4018, 4020, 4024

v5.2.1 and higher

Brocade 5000 v5.2.1 and higher
Brocade 4424 v5.3.0_emb and higher
Brocade 7600 v5.3.0 and higher
Brocade DCX v6.0.0 and higher
Secure Fabric OS (on any model) Not Supported

Mi10k, M6140, ED-6064, ES-3232, ES-4300, ES-4400, ES-4500, | M-EOS v9.6.2°
ES-4700 (McDATA Fabric Mode and Open Fabric Mode) 2

McDATA ED-5000 32-port FC director Not Supported
Multi-Protocol Router interop

Brocade 7420 XPath v7.4.1

Brocade 7500 and FR4-18i blade

v5.1.0 and higher *

McDATA SANRouters 1620 and 2640

Not Supported

Notes:

" All zoning and fabric operations performed in a fabric with products running older versions of FOS
should be done via interfaces to products running the latest version of FOS. This is particularly
important for Brocade 3XXX series switches that do not support zoning configuration for newer

products.

* Other M-EOS models may participate in a fabric with FOS v6.1.0, but may not be directly attached
via E_port to any products running FOS v6.1.0. The McDATA ED-5000 director may not participate

in a mixed M-EOS/FOS fabric.

?It is highly recommended that M-EOS products operate with the most recent version of M-EOS
released and supported for interoperability. M-EOS 9.6.2 is the minimum version of firmware that
can be used to interoperate with FOS 6.1.0 or later. M-EOS 9.7 or later is recommended for optimum

fabric performance in a mixed FOS and M-EOS fabric.

* FCR platforms (7500 and FR4-18i) running FOS v5.1.x and FOS v5.2.x can experience fabric
segmentation on EX/VEX ports with invalid flow control when connected to switches running FOS

Fabric OS v6.1.0h Release Notes, v1.0
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v6.1.x or above that support the QoS feature. This issue can be resolved by upgrading to FOS v5.3.x
or later releases; or by disabling the QoS feature on remote FOS v6.x switches.

Fabric OS v6.1.0 software is fully qualified and supports the blades for the 48000 platform noted in the

table below.

48000 Blade Support Matrix

Port blade 16, 32 and 48-port 4Gbit blades (FC4-
16, FC4-32, FC4-48), 16, 32 and 48-port 8Gbit
blade (FC8-16, FC8-32, FC8-48), and the 6-port
10G FC blade (FC10-6)

Supported with any mix and up to 8 of each. No
restrictions around intermix. The 48000 must run
Fabric OS v6.0 or later to support the FC8-16 port
blade and Fabric OS v6.1 or later to support the
FC8-32 and FC8-48 port blades.

Intelligent blade

Up to a total of 4 Intelligent blades (includes iSCSI,
FCIP/FCR and Application blade), FC4-16IP, FR4-
181, and FA4-18 respectively. See below for
intermix limitations, exceptions, and a max of each
blade.

iSCSI blade (FC4-161P)

Up to a maximum of 4 blades of this type

FC-IP/FC Router blade (FR4-18i)

Up to a maximum of 2 blades of this type. This can
be extended under special circumstances but must
be approved by Brocade’s Product Team. Up to 8
FR4-18i blades can be installed if they are used only
for FC Fastwrite or FCIP without routing.

Virtualization/Application Blade (FA4-18)

Up to a maximum of 2 blades of this type.

Fabric OS v6.1.0 software is fully qualified and supports the blades for the DCX noted in the table below.

DCX Blade Support Matrix

16-, 32- and 48-port 8Gbit port blades (FC8-16,
FC8-32, FC8-48) and the 6-port 10G FC blade
(FC10-6)

Supported with FOS v6.0 and above with any mix
and up to 8 of each. No restrictions around intermix.

Intelligent blade

Up to a total of 8 Intelligent blades. See below for
maximum supported limits of each blade.

FC-IP/FC Router blade (FR4-18i)

Up to a maximum of 4 blades of this type. This can
be extended under special circumstances, but must
be approved by Brocade’s Product Team. Up to 8
FR4-18i blades can be installed if they are used only
for FC Fastwrite or FCIP without routing.

Virtualization/Application Blade (FA4-18)

Up to a maximum of 4 blades of this type.

Fabric OS v6.1.0h Release Notes, v1.0
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Note: the iSCSI FC4-16IP blade is not qualified for the DCX.

Power Supply Requirements for Blades in 48k and DCX Chassis

Blades Type of blade | 48K DCX Comments

FC 4-16, FC 4-32, | Port Blade 2 Power 2 Power e Distribute the Power Supplies
FC 4-48, FC 8-16, Supplies Supplies evenly to 2 different AC

FC 8-32 connections for redundancy
FC10-6, FC 8-48 | Port Blade 4Power | 2Power | ° PowerSupplies mustbe 220V

¢ Blades must meet minimum FOS

Supplies Supplies
PP PP levels to operate in 48K/DCX

FR4-18i, FC4- Intelligent 4 Power 2 Power chassis (e.g. FC8-32 is not
161P, FA4-18 Blade Supplies Supplies supported in 48K with FOS 6.0.x)

Note: the iSCSI FC4-16IP blade is not qualified for the DCX.

Secure Fabric OS

Secure Fabric OS (SFOS) is not compatible with FOS v6.1. Customers that wish to use the security
features available in SFOS should upgrade to FOS v5.3 or later version, which includes all SFOS features
as part of the base FOS. For environments with SFOS installed on switches that cannot be upgraded to
FOS v5.3 or later version, FC routing can be used to interoperate with FOS v6.1.

Zoning and Fabric Operations

When configuring zoning or other fabric-wide settings in a fabric that has products operating with
different versions of FOS, it is recommended that the configuration be performed via an interface (such as
WebTools) to a product with the most recent version of FOS. Some older versions of FOS do not fully
support newer hardware models, and problems may arise when configuring settings through these older
products. Zoning configuration in particular should never be performed through a switch operating with
FOS v3.x in a fabric that also has products operating with newer releases of FOS firmware.

FOS Feature Compatibility in Native Connectivity Modes

Some FOS features are not fully supported when operating in the native connectivity modes for
deployment with M-EOS based products. All Brocade models that are supported by Fabric OS v6.1.0
support both intermode 2 and 3 with the exception of the Brocade 4100.

The following table specifies the support of various FOS features when operating in either interopmode 2
(McDATA Fabric Mode) or interopmode 3 (Open Fabric Mode) with Fabric OS v6.1.

FOS Features (supported in interopmode 0) FOS v6.1
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IM = Interopmode IM 2 IM 3
L2 FOS Hot Code Load Yes Yes
FOS Hot Code Load with FCR Yes Yes
Zone Activation Support Yes No
Traffic Isolation Zones' Yes No
Frame Redirection (devices attached to FOS)' Yes No
Frame Redirection (devices attached to M-EOS) No No
FCR Fabric Binding (route to M-EOS fabric with Fabric binding) Yes Yes
L2 Fabric Binding Yes No*
DCC policies No No
SCC policies Yes® No*
E/Ex_Port Authentication Yes Yes
ISL Trunking (frame-level) Yes® Yes®
Dynamic Path Selection (DPS, exchange based routing) Yes® Yes®
Dynamic Load Sharing (DLS, port based routing) Yes Yes
Virtual Channels (VC RDY) Yes® Yes®
FICON Management Server (Cascading) Yes No*
FICON MIHPTO Yes No*
Full Scalability (to maximum M-EQS fabric limits) Yes Yes
Adaptive Networking: QoS No No
Adaptive Networking: Ingress Rate Limiting No* No*
Advanced Performance Monitoring (APM) No* No*
APM: TopTalkers No* No*
Admin Domains/Virtual Fabrics No No
Secure Fabric OS® N/A N/A
Fabric Watch Yes Yes
Ports on Demand (POD) Yes Yes
NPIV Yes Yes
Timer Server function (NTP) No No
Open E_Port’ N/A N/A
Broadcast Zoning No No
FDMI No No
Remote Switch No No
Port Mirroring (8G port mirroring supported in FOS v6.1+) Yes Yes
Extended Fabrics Yes Yes®
Alias Server No No
Platform Service No No
FCIP (VE_Ports) Yes Yes
IPFC (IP over FC) Yes® Yes®
M-EOS ALPA 0x13 configuration Yes Yes
VE to VEX Port Yes Yes
Integrated Routing Yes Yes
Domain Offset Support No No
239 Domain Support (available on Mi10k only) N/A No
Masterless F_PORT Trunking (AG connect to FOS switches only)]  Yes Yes
FC10-6-to-FC10-6 ISL Yes Yes
RASLOG Events on duplicate WWNs Yes Yes

* indicates the feature is available but not officially tested or supported
Fabric OS v6.1.0h Release Notes, v1.0
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—

Feature requires M-EOS 9.7 or later.

Only allowed between FOS-based switches

DPS is supported outbound from FOS-based switches. (M-EOS can provide reciprocal load balancing using
OpenTrunking).

SCC policies only supported in conjunction with L2 Fabric Binding support

Fabric restriction (refer to FOS v5.2.1_NI release notes)

Not supported in FOS 6.0 or later

Mode 3 only qualified with M-EOS switches

Not on FCR

Only supported locally within the FOS switch

w

ORI A

Note: FICON Cascaded CUP qualified only on select platforms.

Fabric Manager Compatibility

Fabric OS v6.1.0d is compatible with Fabric Manager v5.5.0. It is recommended to upgrade to
Fabric Manager 5.5.0 before upgrading to Fabric OS v6.1.0d as down level Fabric Manager
software is not supported with Fabric OS v6.1.0d.

Firmware Upgrades and Downgrades

Upgrading to Fabric OS v6.1.0 is only allowed from Fabric OS v6.0.0 or later. This policy to support only
one-level migration, which began with FOS v6.0.0, provides more reliable and robust migrations for
customers. By having fewer major changes in internal databases, configurations, and subsystems, the
system is able to perform the upgrade more efficiently, taking less time and ensuring a truly seamless and
non-disruptive process for the fabric. The new one-release migration policy also reduces the large number
of upgrade/downgrade permutations that must be tested, allowing Brocade to spend more effort ensuring
the supported migration paths are thoroughly and completely verified.

Only products based on 4G and 8G capable ASICs are supported by Fabric OS v6.1. Older products
utilizing previous generation 2G ASICs will remain on the FOS v5.x code stream. FOS v5.x is fully
compatible in fabrics with FOS v6.1, as well as for routing. The Brocade 12000 is not supported with
FOS v5.3.0; it remains supported only on FOS v5.0.x releases.

All products supported by Fabric OS v6.0 can be upgraded to Fabric OS v6.1.
Products that can be upgraded to Fabric OS v6.1:

* 4012/4016/4018/4020/4024/4424, 4100, 4900, 5000, 7500, 7600, 200E, 48000, and DCX.
For routed SANs with M-EOS switches in an edge fabric, upgrades to Fabric OS v6.1 will be non-
disruptive if all EX_Ports to M-EOS edge fabrics are attached to Brocade 48000 directors with an FR4-
18i blade.
SAS Version Requirements for FA4-18 and 7600:
SAS v3.2.0 is the supported SAS version for FOS v6.1.0.

* When upgrading from FOS v6.0 to v6.1 and SAS 3.1.0 to SAS 3.2.0, first upgrade FOS v6.0 to
v6.1 and then upgrade SAS from 3.1.0 to 3.2.0.
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* When downgrading from FOS v6.1 to v6.0 and SAS 3.2.0 to SAS 3.1.0, first downgrade SAS
from 3.2.0 to 3.1.0 and then downgrade FOS from v6.1 to v6.0.

Scalability

All scalability limits are subject to change. Limits may be increased once further testing has been
completed, even after the release of Fabric OS. For the most current scalability limits for Fabric OS,
refer to the Brocade Scalability Guidelines document available at
http://www.brocade.com/products/SAN _interop_and compatibility.jsp.

Scalability limits for Fabric OS v6.1.0 are essentially the same as those limits supported by FOS v6.0.
Fabrics of up to 6000 virtual or physical connections (WWNs logged into a single fabric) and 56 domains
(domain support is the same as on previous FOS releases) can be supported on DCX and 5300. Other
products running FOS v6.1 will retain similar fabric limits as prior FOS releases for non-routed fabrics
(i.e., L2 only, 56 domains and 2560-ports).

When operating in Native Connectivity modes (interopmode 2 or 3), different scalability limits are
supported. For both interopmode 2 and 3, fabrics of up to 2048 virtual or physical connections (WWN5s
logged into a single fabric) and 31 domains are supported. This is an increase from FOS 6.0 for
intermode 3, which only supported up to 800 connections and 15 domains in a fabric.

Supported FCR scalability limits have increased in a few areas, and some new limits are included to
reflect the new Integrated Routing support. Supported limits are noted in the following table (new
additions and changes since FOS 6.0 are noted in bold).

Routed scalability limits are noted in the table below.

Fibre Channel Routing Scalability (Tested/Supported Limits)

Max # edge fabrics per metaSAN 48/48

Max # edge fabrics per chassis 16/16 (7500 & FR4-18i
in 48k or DCX)
24/32 (5100 & 5300)
24/48 (DCX)

Max # switches per edge fabric (FOS) 26/26

Max # switches per edge fabric (M-EOS fabric) ' 16/ 16

Max # WWNs per edge fabric (M-EOS fabric) ' 800/1500

Max # imported devices per fabric (M-EOS fabric) ' 300/1000

Max # L2 switches per backbone fabric 12/12

Max # FCR'’s per backbone fabric 12/12
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Fibre Channel Routing Scalability (Tested/Supported Limits)

Max # WWNs per edge fabric (FOS) 1200/1500

Max # WWNs per backbone fabric 512/1024

Max # imported devices per fabric 1000/1000

Max # LSAN device per metaSAN 10000/10000

Max # LSAN zones per metaSAN 3000/3000”

Max # devices per LSAN zone 64/64

Max # hops between edge switches 12/12

EX_Ports per FCR (48K/DCX with FR4-18i) 32/32

EX_Ports per chassis with Integrated Routing DCX: 128/128
5300/5100: Max port
count

Table Notes:

'M-EOS fabrics must be running M-EOS 9.6.2 firmware or later.

*All BB FCRs with Fabric OS v6.0.0 and above. For M-EOS edge fabrics prior to v9.6 the limit is
1024 zones. For M-EOS edge fabrics operating with 9.6.x or later, the limit is 2048 zones.

Other Notes:
1) IPFC over FCR is only supported for edge to edge.
2) FC Fast Write is only supported for edge to edge.

3) The backbone cannot run in interopmode 2 (McDATA Native Interop) or 3 (Open mode). It
must be in FOS native mode.

4) All limits apply to Integrated Routing as well as FCR on 7500/FR4-18i unless otherwise noted.

FICON Support

FOS v6.1.0 provides full FICON CUP support in FOS/MEOS mixed fabrics operating in
Interop Mode 2. This support is available in fabrics with DCX, 5300, 5100, 6140 and
MilOk. Specific configuration support details will be documented separately.

FOS v6.1.0 also adds support for configuring the MIHPTO (Missing Interrupt Handler
Primary Timeout) value.

FOS v6.1.0 includes enhanced CUP statistics counters comparable to those supported in
M-EOS.
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The FC4-48 and FC8-48 Fibre Channel port blades are not supported to connect to
System z environments via FICON channels or via FCP zLinux on System z. To attach
the Brocade 48000 or DCX to the System z environment, use an FC4-16, FC4-32, FC8-
16 or FC8-32 Fibre Channel port blade.

Other Important Notes and Recommendations

Licensing Behavior:

*  When upgrading a switch to Fabric OS v6.1, some licenses may display as “Unknown.” This
is due to changes in licensing requirements for some features that no longer require a license
key.

*  When upgrading a Brocade 48000 that has the FCIP license installed, the licenseshow output
may falsely indicate that Integrated Routing is available.

Adaptive Networking/Flow-Based QoS Prioritization:

®*  When using QoS in a fabric with 4G ports or switches, FOS v6.0 or later must be installed on
all products in order to pass QoS info. E_Ports from the DCX to other switches must come up
AFTER 6.0 is running on those switches.

® Flow based QoS is NOT supported on FC8 blades in the Brocade 48000.

® Any products that are not capable of operating with FOS 6.0 may NOT exist in a fabric with
Flow based QoS. Major problems will occur if previous generation 2G products exist in the
fabric.

FCR Backbone Fabric ID change:
e With FC8 blades, the switch must be disabled to change the backbone fabric ID

e  With routing and dual backbone fabrics, the backbone fabric ID must be changed to keep the
IDs unique.

Integrated Routing

e To allow Hot Code Load on a Brocade 5100 when using Integrated Routing, the edge switch
connected to the 5100 must be running Fabric OS v6.1.0 code.

e The Brocade 5100 does not support Hot Code Load from FOS 6.1.0 to 6.1.0x in a dual
backbone configuration with a routed connection to an M-EOS product.

FCS Automatic Distribution

e  When using the FCS Automatic Distribution feature in Fabric OS v6.0 or later, all switches in
the fabric must be running FOS v6.0 or later. If any switches are running FOS v5.x or earlier,
only manual distribution can be used.

e FOS v6.0 or later will only allow FCS automatic distribution when in strict mode, requiring
only switches with FOS v6.0 or later.

Access Gateway

®  When in Access Gateway mode, the Automatic Port Configuration policy may not work
when attached to M-EOS switches. M-EOS ports should be set to G_port to prevent
problems with port type discovery.

10G Interoperability
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¢ 10G interop between FC10-6 and McDATA blades is not supported due to a HW limitation,
however the FC10-6 is supported in a chassis running in Interopmode 2 or 3 (FC10-6 to
FC10-6 connections only). An FC10-6 blade will not synchronize with a McDATA 10G
blade but will not negatively impact the system.

Traffic Isolation over FCR

e All switches and Fibre Channel Routers both in edge and backbone fabrics must be running
FOS v6.1.0 in order to support this feature.

e [t is essential to have “fail-over” policy ENABLED in all edge fabrics that are part of the
traffic isolation zones, in order for the proper functioning of Traffic Isolation over FCR.

FICON CUP Cascading
¢ All switches must be running FOS v6.1.0 in order to support this feature
Port Fencing

e Port Fencing is only supported on E_Port and F_Port classes. Port Fencing is available with
the optional Fabric Watch license.

e  When the port fencing feature is enabled for ITW or CRC errors, the first set of errors
detected on an active link that meet the custom high threshold level set by the user (or the
default threshold level) is always ignored to account for expected link transition errors. The
port is only disabled upon detection of a second set of errors, i.e. the next time the user-set
threshold level (or default threshold level) is reached. This prevents a port from being
disabled due to normal link transition behaviors.

Documentation Updates

This section provides information on last-minute additions and corrections to the
documentation. The most recent Fabric OS v6.1.0 documentation manuals are available
on the Brocade Partner Network: http://partner.brocade.com/

Access Gateway Administrator’s Guide (Publication Number 53-1000605-02)

On page 33 in Chapter 3, “Connecting Devices Using Access Gateway”, add the following note after the procedure,
“Enabling NPIV on the M-EOS switch”:

NOTE

You can run the agshow command to display Access Gateway information registered with the fabric. When
an Access Gateway is exclusively connected to non-FOS based switches, it will not show up in the "agshow"
output on other Brocade Switches in the fabric.
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Closed Defects in Fabric OS v6.1.0h

This section lists defects closed in Fabric OS v6.1.0g. Note that when a workaround to an issue is available, it is

provided.

Defect ID: DEFECT000232995 Technical Severity: High

Summary: VI to PT routes are deleted following portdisable/enable on FC4-48 blade.

Symptom: VI is not able to login to Target following creation of FR zone and portdisable/enable for the host
port.

Feature: FOS Software Function: FC Layer 2 Routing

Risk of Fix: Medium Probability: Medium

Reported In Release: FOS6.0.1

Defect ID: DEFECT00023604 1 Technical Severity: High

Summary: Switch may experience timeouts and traffic interruption during HCL operation of neighboring
switch with FOSv6.2.

Feature: High Availability Function:  Switch hareboot/HCL

Risk of Fix: Low

Reported In Release: FOS6.2.0

Defect ID: DEFECT000237701 Technical Severity: High
Summary: Observed kernel panic on a DCX in RTE module.

Feature: FOS Software Function: FC Layer 2 Routing
Risk of Fix: Low

Reported In Release: FOS6.1.1

Defect ID: DEFECT000237868 Technical Severity: High
Summary: Fabric Watch failed to initialize on fully populated DCX.

Feature: FOS Software Function: Management Services
Risk of Fix: Medium

Reported In Release: FOS6.1.0

Defect ID: DEFECT000238250 Technical Severity: High
Summary: License problem observed after configdownload and QoS license was checked for 4G platforms at

CLL
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Feature: FOS Software Function: OS: Infrastructure

Risk of Fix: Low

Reported In Release: FOS6.1.0

Defect ID: DEFECT000239126 Technical Severity: High

Summary: ASIC Interrupt handling fix — single defect to address issues found while attempting to respond to
ASIC generated interrupts.

Feature: FOS Software Function:  ASIC Driver

Risk of Fix: Low

Reported In Release: FOS6.1.0

Defect ID: DEFECT000225796 Technical Severity: Medium

Summary: Brocade switch is sending RSCN event Qualifier as 0x20 for FOS 6.1.x and 0x08 for FOS v6.1.0g
and FOSv6.2.0

Feature: FOS Software Function: Fabric Services

Risk of Fix: Low

Reported In Release: FOS 6.1.0_8e

Closed Defects in Fabric OS v6.1.0g

This section lists defects closed in Fabric OS v6.1.0g. Note that when a workaround to an issue is available, it is

provided.

Defect ID: DEFECT000208449

Technical Severity: High

Summary: If the contents of the /etc/inetd.conf file are modified, the file may be deleted the next time the switch
software is upgraded.

Symptom: User cannot access switch through network.

Risk of Fix: Low Feature: FOS Software

Probability: Low Function: OS: Infrastructure

Reported In Release: FOS5.3.0 Service Request ID: 225131

Defect ID: DEFECT000229323 Technical Severity: Medium
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Summary: Webtools GUI has performance problem.

Symptom: Webtools freezes a few seconds about every 15 seconds, webtools light stop blinking, and cannot
scroll any windows.

Workaround: N/A

Risk of Fix: Medium Feature: FOS Software
Probability: Low Function: Web Management
Reported In Release: FOS6.1.0 Service Request ID: 337039
Defect ID: DEFECT000231458 Technical Severity: High

Summary: After multiple controller reboots, PLOGI Accept is dropped due to missing CAM entry.

Symptom: PLOGI Accept is not getting passed back up to the initiator.

Workaround: Run portdisable / portenable on initiator port to re-gain host/device connection.

Risk of Fix: High Feature: FCFW
Probability: Medium Function: FC FastWrite [/O
Reported In Release: FOS6.1.0 Service Request ID: 336791
Defect ID: DEFECT000235711 Technical Severity: High

Summary: When first upgrading a newly installed FOS v6.0.x director to FOS v6.1.x, there is a very small
window that 8G blades may fault.

Symptom: Immediately after upgrade/hafailover occurs the first time from FOS v6.0.x to FOS v6.1.x, 8G blade
shows up as faulty with parity errors. Most of the time, it is slot § that’s faulted.

Risk of Fix: Low Feature: FOS Software
Probability: Low Function: ASIC Driver
Reported In Release: FOS6.1.1 Service Request ID: SR352489

Closed Defects in Fabric OS v6.1.0f
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This section lists defects closed in Fabric OS v6.1.0f. Note that when a workaround to an issue is available, it is
provided.

Defect ID Severity Details

DEFECT000210382 [ Medium [Summary: A failed Pause frame (sent during firmwaredownload process in
Interop Modes 2 and 3), will cause a fabric rebuild.

Symptom: Traffic is disrupted and fabric rebuilds during a HCL on switches in
interop mode 2 and 3.

Workaround: Use the “firmwaredownload —0” option to override the un-
cooperative HCL feature.

Feature: Native Interop
Function: ESS

Risk of Fix: Low

Probability: Medium

Reported in Release: FOS6.1.0

DEFECT000211062 High |Summary: AP7600 giving an erroneous FWDL incompatibility error message
Symptom: Not able to load firmware to an AP7600 running FOS v5.3.1

Workaround: Use the “firmwaredownload —c”” command to bypass the
compatibility check.

Feature: OS Services
Function: Firmware Download
Risk of Fix: Low

Probability: Medium
Reported in Release: FOSS5.3.1

DEFECT000220686 High |Summary: Device with slow initialization sequence may cause the switch to
mistakenly establish virtual channels on an F_Port.

Symptom: An incorrect credit model on an F_Port will cause link resets.
Feature: FOS Software

Function: ASIC Driver

Risk of Fix: Low

Probability: Low

Service Request # : 322675

Reported in Release: FOS6.0.0

DEFECT000228681 | Medium [Summary: CRC error observed between BROCADE 5100 and Brocade 5300
with a particular SFP type

Symptom: When connected Brocade 5300 and 5100, CRC errors on trunk ports
were observed

Feature: FOS Software
Function: ASIC Driver

Risk of Fix: Low

Probability: Low

Reported in Release: FOS6.1.0
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DEFECT000229390

High

Summary: Fibre Channel FastWrite path does not recover after restoring
DWDM connection.

Symptom: One of two paths fail after one minute on a specific tape storage
device with a DWDM 50KM link.

Feature: FR4-18i Platform Services
Function: FR4-18i Blade FOS SW
Risk of Fix: Low

Probability: Low

Service Request # : 339745
Reported in Release: FOS6.1.0

DEFECT000229468

High

Summary: Devices on the backbone have no access to remote devices after a
switch on the backbone with both FCR and FCIP being utilized experience a
hafailover / hareboot,

Symptom: Device ports do not login to each other across routed fabric. This
applies to Brocade 7500 and FR4-18i blade.

Workaround: Disable, then enable the VEX/EX ports to recover.
Feature: FOS Software

Function: FCR

Risk of Fix: Low

Probability: Medium

Service Request # : 339745

Reported in Release: FOS6.1.0

DEFECT000231420

Medium

Summary: PORT RSCNs are sent to DPC (VIs & VTs) every time when the
configuration changes, which is unrelated to VT/VI. This affects any application
that uses frame redirect zoning.

Symptom: Unexpected disruption on VI or VT when cfgenable unrelated
devices zone change.

Feature: FOS Software
Function: Fabric Services
Risk of Fix: Low

Probability: High

Reported in Release: FOS6.1.1

DEFECT000231661

High

Summary: With both RD zone and TI zone configured, a connectivity issue can
occur after hafailover or hareboot.

Symptom: With both TI zone and RD zone configured, after a hafailover or
hareboot, host can no longer see target until a cfgdisable and cfgenable.

Workaround: Run cfgdisable and cfgenable commands.
Feature: FOS Software

Function: Fabric Services

Risk of Fix: Low

Probability: Medium

Service Request # : 343603

Reported in Release: FOS6.1.0
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Closed Defects in Fabric OS v6.1.0e

This section lists defects closed in Fabric OS v6.1.0e. Note that when a workaround to an issue is available, it is
provided.

Defect ID Severity Details

DEFECT000226000 Medium  |Summary: TCP RX Window advertisement can be much smaller
than the actual size of the RX Window.

Symptom: When an application request with max RX window size
is larger than the largest TCP advertised RX window size (33M), a
very small window size is being advertised. The end result is poor
performance.

Workaround: Reduce committed rate on the FCIP tunnel until the
RX window is less than 33 MB.

Feature: FCIP

Function: FCP TCP/IP Stack
Risk of Fix: Low

Probability: Low

Reported in Release: FOS6.1.0

DEFECT000226935 Medium |Summary: Provide frame redirection support over M-EOS.
Symptom: Enhancement required by 3rd party application.
Feature: FOS Software

Function: Fabric Services

Risk of Fix: Medium

Probability: Low

Reported in Release: FOS6.1.0

DEFECT000227322 High Summary: 3rd party application paths fail with FC fast write
enabled with bi-directional traffic.

Symptom: 3rd party application path failed and needed to disable
fast write to recover. Observed out of order frames or dropped
frames with FC FW.

Feature: FC Services

Function: Other

Risk of Fix: Low

Probability: Medium

Reported in Release: FOS6.1.1
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Defect ID Severity Details

DEFECT000226000 Medium  |Summary: TCP RX Window advertisement can be much smaller
than the actual size of the RX Window.

Symptom: When an application request with max RX window size
is larger than the largest TCP advertised RX window size (33M), a
very small window size is being advertised. The end result is poor
performance.

Workaround: Reduce committed rate on the FCIP tunnel until the
RX window is less than 33 MB.

Feature: FCIP

Function: FCP TCP/IP Stack
Risk of Fix: Low

Probability: Low

Reported in Release: FOS6.1.0

DEFECT000228681 Medium  |Summary: CRC error observed with Brocade 5300 with a
particular SFP type

Symptom: When connected Brocade 5300 and 5100, observe CRC
errors on trunk ports.

Feature: FOS Software
Function: ASIC Driver
Risk of Fix: Low

Probability: Low

Reported in Release: FOS6.1.0

Closed Defects in Fabric OS v6.1.0d

This section lists defects closed in Fabric OS v6.1.0d. Note that when a workaround to an issue is available, it is
provided.

Defect ID Severity Closed Defects in Fabric OS v6.1.0d

DEFECT000213172 High |Summary: Update to VC assignment scheme within core ASIC management
structure

Symptom: No impact to existing fabrics, update made for improved
interoperability with a future release.

Feature: FOS Platform Services
Function: C2 ASIC driver
Risk of Fix: Low

Probability: Low

Reported in Release: FOS6.1.1_enc
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Defect ID

Severity

Closed Defects in Fabric OS v6.1.0d

DEFECT000217173

Medium

Summary: Can not establish FCIP tunnel between Brocade 7500 and FR4-18i
with WAN Optimization Controllers in between the 2 FCIP devices.

Symptom: The optimizers are stripping off the controller options needed to
initialize FCIP tunnels. This happens before the delivery of SYN to the
destination, which means the connection will not come up.

Feature: FCIP

Function: FCIP Port

Risk of Fix: Low

Reported in Release: FOS6.1.0

DEFECT000220464

Medium

Summary: May get Fibre Channel (FC) Fastwrite WCHKI1 error after cable
pull and re-connection test

Symptom: Server FC Fastwrite interface WCHK1 condition.
Workaround: Disable FC Fastwrite

Feature: FC Services

Function: Name Server

Risk of Fix: Low

Reported in Release: FOS6.1.0

DEFECT000223160

Medium

Summary: FCIP Fastwrite/FC Fastwrite I/O timeouts if enabled on more than
one port per port group

Symptom: I/O over FC/FCIP Fastwrite port may timeout
Workaround: No work-around

Feature: FCIP

Function: FCIP Port

Risk of Fix: Low

Service Request # : 326803

Reported in Release: FOS6.1.0

DEFECT000225497

High

Summary: Brocade 4020 switch faults after running POST- unsupported test
Symptom: Switch faulted after running POST with FOS v6.1.0 software
Feature: Diagnostics

Function: Post Diags

Risk of Fix: Low

Probability: High

Reported in Release: FOS6.1.0
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Closed Defects in Fabric OS v6.1.0c

This section lists defects closed in Fabric OS v6.1.0c. Note that when a workaround to an issue is available, it is

provided.

Defect ID

Severity

Closed Defects in Fabric OS v6.1.0c

DEFECT000216490

High

Summary: Brocade 5100 running Fabric OS v6.1.0 may generate over-
temperature warnings while at ambient temperature after booting up.

Symptom: Might see high temperature warnings.
Feature: FOS Software

Function: EM / Hil / Sysctrl

Risk of Fix: Low

Probability: Medium

Service Request # : 312969

Reported in Release: FOS6.0.0

DEFECT000218232

High

Summary: Switch allows duplicate TI Zone members to be created or added.

Symptom: User will be unable to abort transactions because of overlapping TI
Zone members.

Feature: FC Services
Function: Zoning

Risk of Fix: Low

Probability: High

Service Request # : SR 317367
Reported in Release: FOS6.1.0

DEFECT000220474

High

Summary: Out of Order frames delivered to DCX via FICON channel from
Brocade 5100 attached to a storage device (DASD).

Symptom: IFCC's incurred on channel interface.
Feature: Platform Services

Function: C2 ASIC driver

Risk of Fix: Low

Probability: High

Reported in Release: FOS6.1.0
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DEFECT000221410

High

Summary: When managing DCX, EFCM may show SNMP errors like "Not
discovered: No SNMP response (Initial discovery failed)."

Symptom: EFCM application shows switch toggling between manageable and
unmanageable.

Feature: Mgmt Embedded - SNMP
Function: Ports Admin

Risk of Fix: Low

Probability: Medium

Reported in Release: FOS6.1.0

DEFECT000211304

Medium

Summary: SupportSave on DCX takes approximately one hour to complete.

Symptom: Running supportSave from CLI or Fabric Manager for Brocade
DCX switches takes longer than it does for other switch types.

Feature: Platform Services
Function: FOS Kernel Drivers
Risk of Fix: Low

Reported in Release: FOS6.0.0

DEFECT000213971

Medium

Summary: Firmware download of Fabric OS v6.1.0 is allowed on an embedded
blade that should not allow it.

Symptom: Fabric OS v6.1.0 can be downloaded to a Brocade 5410.
Feature: Infrastructure

Function: Firmware Download

Risk of Fix: Low

Probability: High

Reported in Release: FOS6.1.0

DEFECT000214886

Medium

Summary: EE monitor counters may not get updated after performing
switchdisable/switchenble or reboot.

Symptom: After adding EE monitors, if user performs a
switchdisable/switchenable or a reboot, all EE monitors are not properly
updated.

Workaround: Retrieve all EE monitors from the FLASH by issuing
perfcfgrestore. All EE monitor counters will be properly updated.

Feature: Fabric Infrastructure

Function: Advanced Performance Monitor
Risk of Fix: Low

Probability: Medium

Reported in Release: FOS6.1.0
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DEFECT000216520

Medium

Summary: Third party storage center application does not survive in an FCIP
network with 1% packet loss and 100 ms network latency.

Symptom: Application aborts/timeouts.
Feature: FCIP

Function: FCIP-RAS

Risk of Fix: Low

Probability: Medium

Reported in Release: FOS6.0.0

DEFECT000217750

Medium

Summary: "seccertutil gencsr" is not accepted in non-interactive mode if
parameter has a space in it.

Symptom: "seccertutil gencsr” results in an error.
Workaround: Use the interactive mode to generate the csr file.
Feature: Fabric Infrastructure

Function: Security

Risk of Fix: Low

Probability: High

Reported in Release: FOS6.1.0

DEFECT000218104

Medium

Summary: EZSwitch version 6.1 can not enable Web Tools after setting the
switch IP using the IP discovery process.

Symptom: IP address setting fails when using the IP Broadcast selection to
configure the switch's IP address. The IP serial port selection works as
designed.

Feature: WebMgmt

Function: Web Tools EZ

Risk of Fix: Low

Probability: Medium

Reported in Release: FOS6.1.0

DEFECT000218447

Medium

Summary: The TI Zone list page displayed by Web Tools was missing some
entries on systems containing 48-port blades.

Symptom: Web Tools might not display all TI zone members.
Feature: WebMgmt

Function: Zone Admin

Risk of Fix: Low

Service Request # : SR 317957

Reported in Release: FOS6.1.0
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DEFECT000219669 | Medium [Summary: IBM XRC Emulation allows FICON Disk Control Unit paths to be
activated with DPR Mode.
Symptom: Unable to activate a mixture of CHPIDs through the Brocade
7500/FR4-18i and Edge/USD-X extension equipment.
Workaround: Do not mix native and extended (FOS or USD-X/Edge) CHPIDs
in the configuration.
Feature: FCIP
Function: FCIP I/O
Risk of Fix: Low
Probability: Medium
Reported in Release: FOS6.1.0

DEFECT000220003 | Medium [Summary: Brocade 300, 5100, and 5300 systems: when normal fan activity is
interrupted, the high RPM fan rate cycle time takes 1 hour.
Symptom: If the fans go to high speed either because a fan failed, became
overheated, or in the case of the 5100 and 5300 was removed, there is a built-in
delay before they go back to normal speed after the fault condition has been
rectified.
Feature: System Controls/EM
Function: Brocade 300
Risk of Fix: Low
Service Request # : 322097
Reported in Release: FOS6.1.0

DEFECT000220298 | Medium [Summary: After changing IP address for SNMP and community level to 57,

user will not be able to reset to default (0.0.0.0).

"

Symptom: If SNMP trap destination is configured using "snmpconfig --set,
user will not be able to change the SNMP trap destination.

Workaround: Set all the values first to default using "snmpconfig --default”
command, then reconfigure the destination.

Feature: Mgmt Embedded - SNMP
Function: Switch Admin

Risk of Fix: Low

Probability: High

Service Request # : 322737

Reported in Release: FOS6.1.0
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DEFECT000220334 | Medium [Summary: Need a mode where there is no ARB(EF, EF) on long distance
links.

Symptom: Some TDM devices will not work when ARB is received before
EFP.

Feature: FOS Software
Function: ASIC Driver

Risk of Fix: Low

Probability: Medium
Reported in Release: FOS6.1.1

DEFECT000220773 | Medium [Summary: FICON Tape Aborted sequence due to LS Early End status for
DFSORT job.

Symptom: DFSORT Tape Read jobs fail. This is a USD-X-to-Edge
environment.

Feature: FOS Software
Function: FCIP
Risk of Fix: Low

Probability: Medium

Reported in Release: FOS6.0.0

Closed Defects in Fabric OS v6.1.0b

This section lists defects closed in Fabric OS v6.1.0b. Note that when a workaround to an issue is available, it is
provided.

Defect ID Severity Closed Defects in Fabric OS v6.1.0b

DEFECT000211789 High |Summary: I2C response failure and subsequent reset will occasionally result in
DCX fan fault errors.

Symptom: Fan fault error messages.

Feature: DCX Platform Services

Function: Sys-Control/Environment Monitor
Risk of Fix: Low

Probability: Low

Reported in Release: FOS6.0.0

Fabric OS v6.1.0h Release Notes, v1.0 Page 32 of 42



Defect ID

Severity

Closed Defects in Fabric OS v6.1.0b

DEFECT000211888

High

Summary: When running stressful SAK IRNDUP to CUP tests, user may
observe Intermittent Channel Timeouts.

Symptom: Interface control checks are displayed.
Feature: FC Services

Function: FICON

Risk of Fix: Low

Probability: High

Reported in Release: FOS6.1.0

DEFECT000213437

High

Summary: In a FICON Extender environment in which a host path goes offline,
the switch does not link time-out the F-port.

Symptom: The path through the Extender will not recover from the loss of the
light condition.

Feature: Platform Services
Function: ASIC Driver

Risk of Fix: Low

Service Request # : 307329
Reported in Release: FOS6.0.0

DEFECT000214851

High

Summary: Brocade 7500: If there are multiple Initiators fanned into a single
FCIP fastwrite tape target, the tape may be marked prematurely as full.

Symptom: Tape marked prematurely as full. The tunnels were stable and not
bouncing. Error messages: 003013 FAST_WRITE_MOD:IP_INFO Mar 28
13:11:59 UTC 2008 tw_pt.c:1537 send busy for tape 1:20101 T:1f201 oxid:45
003012 FAST_WRITE_MOD:IP_ERROR Mar 28 13:11:59 UTC 2008
tw_pt.c:603 oxid=45 already presnet in hash T:1201 1:20101

Workaround: Ensure only one tunnel is designated for fast-write and tape-
pipelining on each GE port.

Feature: FCIP

Function: FCIP I/O

Risk of Fix: Low

Probability: High

Reported in Release: FOS5.3.0
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DEFECT000215759 High |Summary: When physically replacing an N_Port device with an ISL in a soft
zone configuration, a DCX panic occurs.

Symptom: When changing an F-port to an E-port in a soft zone configuration,
DCX panic occurred.

Feature: DCX Platform Services
Function: ASIC Driver

Risk of Fix: Low

Probability: Low

Reported in Release: FOS6.1.0

DEFECT000216104 High [Summary: Brocade AP 7600 stays in a panic loop due to corrupted memory
being accessed after zone configuration change with VI and VT.

Symptom: Brocade AP 7600 panics with message *** glibc detected ***
malloc(): memory corruption *** on console during frame redirection zone
configuration update.

Feature: FC Services

Function: Name Server

Risk of Fix: Low

Probability: Medium

Reported in Release: FOS6.0.0

DEFECT000216622 High |Summary: Traffic Isolation failover policy reverts back to "disabled" from
"enabled" after changing the port membership list.

Symptom: Web Tools failover policy reverting to disabled when port members
are modified.

Feature: FC Services
Function: Zoning

Risk of Fix: Low

Probability: Medium
Reported in Release: FOS6.1.0
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DEFECT000217257 High |Summary: Potential timeouts and aborts during Device Discovery and CU busy
processing when using FICON XRC Emulation.
Symptom: Interface control checks or Channel detected timeout messages on
MYVS console.
Workaround: Do not enable FICON XRC Emulation.
Feature: FCIP
Function: FCIP I/O
Risk of Fix: Low
Probability: High
Reported in Release: FOS6.0.0
DEFECT000217682 High |Summary: Integrated Routing with multiple ports in an EX-Port trunk, may not
properly send an entire exchange on the same link.
Symptom: End user may see I/O errors due to out of order frames.
Workaround: Disable trunking on Brocade DCX and Brocade 300, 5100, and
5300 EX-Ports.
Feature: FCR
Function: Integrated Routing
Risk of Fix: Low
Probability: High
Reported in Release: FOS6.1.0
DEFECT000219509 High |Summary: FICON CUP reports incorrect Director Size Code in Basic Sense and

Sense ID data for 5100 and 5300 switches.

Symptom: File write operations are rejected by the Director, with Unit-Check
status. Sense Data returned for the reject indicates that the host attempted to
transfer the configuration file with the Director Size Code set to the wrong value
for the machine.

Feature: FC Services

Function: FICON

Risk of Fix: Low

Probability: High

Reported in Release: FOS6.1.0
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DEFECT000208199 | Medium |Summary: FICON Channel continuously sends RRQ frames for approximately
20 seconds before aborting.
Symptom: Channel slows significantly.
Feature: FC Services
Function: FCP
Risk of Fix: Low
Probability: Low
Reported in Release: FOS6.1.0
DEFECT000208466 | Medium |[Summary: If QoS and Diff Serv are enabled, some FCIP tunnels may not come
online in the case of an 8 to 1 fan-in scenario.
Symptom: Not all VE-ports are online. Not all FCIP tunnels are active. This will
happen if 8 tunnels on one end all connect to only one IP address on the other
end.
Workaround: Port disable/enable the VE-Port
Feature: FCIP
Function: FCIP Port
Risk of Fix: Low
Probability: Low
Reported in Release: FOS6.1.0
DEFECT000211767 | Medium |Summary: ACC for REC is not properly translating the ORIG-N-PORT-ID.

Symptom: When the proxy device projected to the backbone has a translate
domain of greater than 0x20, the router is not properly translating the ACC for a
REC. Traffic is interrupted and the tape device fails.

Feature: FOS Software

Function: FCR

Risk of Fix: Low

Probability: High

Service Request # : 303631

Reported in Release: FOS5.3.0
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DEFECT000215635 | Medium |[Summary: Brocade 5300 fan module can be marked faulty after multiple and
repeated removals/reinsertions.

Symptom: Fan module will remain faulty until reboot or power cycle.
Workaround: Reboot or power cycle.

Feature: System Controls/EM

Function: Brocade 5300

Risk of Fix: Low

Probability: High

Service Request # : 311495

Reported in Release: FOS6.1.0

Closed Defects in Fabric OS v6.1.0a

This section lists defects closed in Fabric OS v6.1.0a. Note that when a workaround to an issue is available, it is
provided.

Defect ID Technical Closed Defects in Fabric OS v6.1.0a
Severity

DEFECT000206188 High |Summary: During storage failover/failback test with IP over FC, traffic stops
and fails to recover in single and dual backbone configurations.

Symptom: IP over FC traffic across FCR stops and does not recover.
Workaround: Disable and enable both IP-over-FC devices.

Feature: FCR

Function: FCR Daemon

Risk of Fix: Low

Probability: Low

Reported in Release: FOS6.0.0
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DEFECT000208573

High

Summary: Under rare conditions, fabric mode TopTalker monitor does not
display correct flow values.

Symptom: Fabric mode TT monitor counters show 0 when traffic is running
thru the switch.

Feature: Fabric Infrastructure

Function: Advanced Performance Monitor
Risk of Fix: Low

Probability: Medium

Reported in Release: FOS6.1.0

DEFECT000208578

High

Summary: Attempting to configure port mirroring on a director with both 4G
and 8G blades may result in a software Verify error.

Symptom: When configuring a port mirror, a software verify error may be seen.
Feature: Platform Services

Function: C2 ASIC driver

Risk of Fix: Low

Probability: Low

Reported in Release: FOS6.1.0

DEFECT000209343

High

Summary: After repeatedly running bladedisable/enable on one FC8-48 blade
for 6 hours, a Brocade DCX panics.

Symptom: May see DCX panic with "ASSERT - Failed expression: vfid <=
((0x709000-0x708000)/4), file = /../asic/condor2/c2_vf.c, line = 193, ...

Workaround: After the switch comes back up, reboot the switch.
Feature: DCX Platform Services

Function: ASIC Driver

Risk of Fix: Low

Probability: Low

Reported in Release: FOS6.1.0

DEFECT000210703

High

Summary: FCR matrix settings may not persist after hafailover on a Brocade
48000.

Symptom: FCR matrix settings may not persist after hafailover on dual CP
systems.

Feature: FCR
Function: FCR HA
Risk of Fix: Low

Probability: Low

Reported in Release: FOS6.1.0
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DEFECT000211609

High

Summary: When disabling/enabling a port, port fencing disables the port
because the allowable number of invalid transmission words is exceeded.

Symptom: Port is disabled because of invalid transmission words that occurred
when the port was offline.

Feature: Fabric Infrastructure
Function: Fabric Watch

Risk of Fix: Low
Probability: High

Reported in Release: FOS6.1.0

DEFECT000211624

High

Summary: In larger fabrics, Ex-ports toggled offline/online during HCL
(hareboot) of a Brocade 5100 or 5300.

Symptom: During non-disruptive firmwaredownload, Ex-ports may toggle,
causing traffic disruption.

Feature: FCR
Function: C2_EX
Risk of Fix: Low
Probability: Medium

Reported in Release: FOS6.1.0

DEFECT000211697

High

Summary: ag --show on a Brocade 300 shows incorrect edge switch IP address
after a slave port is swapped with an N-port outside of the trunk group.

Symptom: "ag --show" on a Brocade 300 shows incorrect edge switch IP
address.

Workaround: Reboot the switch: ag --show cli will show the correct output.
Feature: Access Gateway Services

Function: CLI

Risk of Fix: Medium

Probability: High

Reported in Release: FOS6.1.0
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DEFECT000212267 |High Summary: Under rare conditions, a Brocade DCX panics during SAK IRNDUP
when the software watchdog detects an unexpected termination of the FICON
CUP daemon (ficud).
Symptom: Interface Control Checks.
Feature: FC Services
Function: FICON
Risk of Fix: Low
Probability: Medium
Reported in Release: FOS6.1.0

DEFECT000212379 |High Summary: Configuration Download fails for Fabric Watch parameter changes
in NI mode.
Symptom: FW parameter changes in NI mode require a switchdisable.
Workaround: Switchdisable, then configure the FW parameters.
Feature: Native Interop
Function: Other
Risk of Fix: Low
Probability: High
Reported in Release: FOS6.1.0

DEFECT000205596 |Medium |Summary: Port Based Routing with DLS ON does not immediately balance the

load when adding an ISL.

Symptom: New ISL is not utilized, but the routes are recovered after the CPU
cycles.

Feature: DCX Platform Services
Function: Routing
Risk of Fix: High

Probability: Low

Reported in Release: FOS6.0.0
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DEFECT000211313

Medium

Summary: Ex-port fails to come online after downgrading firmware from FOS
v6.x to v5.3 under certain conditions.

Symptom: This will happen if there is no Ex-port on the switch before
downloading.

Feature: FOS Software
Function: FCR

Risk of Fix: Low

Probability: Low

Service Request # : 301927
Reported in Release: FOS5.3.0

DEFECT000211900

Medium

Summary: Warnings of excessive high temperature could be seen on some
5100 switches.

Symptom: Excessive high temperature warnings could be seen on some 5100
switches. Could also see switch status change to marginal: ... WARNING,
Brocade5100, High temperature (36 C), fan speed increasing per environmental
specifications.

Workaround: Increase cooling or relocate switch to cooler location. Be sure
switch is installed with proper spacing above and below the switch.

Feature: System Controls/EM
Function: Brocade 5100

Risk of Fix: Low

Probability: Low

Reported in Release: FOS6.1.0

DEFECT000212509

Medium

Summary: After hareboot, "Probing failed" on F-port messages may be seen on
the Brocade 300, 5100, and 5300.

Symptom: Some device ports will not be able to complete login to the switch
after a firmware upgrade.

Feature: Brocade 5300 Platform Services
Function: ASIC Port
Risk of Fix: Low

Probability: High

Reported in Release: FOS6.1.0
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DEFECT000213198 |Medium |Summary: Fastwrite performance issue with a particular FCIP ex-port
configuration.

Symptom: Unable to reap performance benefits with fastwrite on an FCIP ex-
port configuration.

Workaround: Disable FCR routing and Ex-ports and merge the fabric into one
large fabric.

Feature: FCIP
Function: FCIP Performance
Risk of Fix: Low

Reported in Release: FOS6.0.0

DEFECT000213344 |Medium |Summary: Under rare conditions, ISL may get stuck at G-Port on the Brocade
300 and 5300 switches.

Symptom: Port state shown as G-port.
Feature: Platform Services

Function: ASIC Driver

Risk of Fix: Low

Probability: Low

Reported in Release: FOS6.1.0

DEFECT000213729 |Medium |Summary: Launching Switch Throughput graph in Performance monitor for
Brocade 300, 5100 and 5300: the values in X-axis are shown only for 4.0G/sec.

Symptom: Throughput graph will not display 8G/sec values.
Feature: WebMgmt

Function: Performance Monitor

Risk of Fix: Low

Probability: High

Reported in Release: FOS6.1.1

DEFECT000216814 |Medium |Summary: On a Brocade 5300, the system status LED does not flash
amber/green when a power supply is faulted.

Symptom: Instead of flashing amber/green, it remains a steady green.
Feature: System Controls/EM

Function: Brocade 5300

Risk of Fix: Low

Probability: High

Service Request # : 312559

Reported in Release: FOS6.1.0
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