
 
 
 
 
 

Install and Activate SNS-35x5 Firmware 
Release 4.0(2n) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Contents 
Overview ......................................................................................................................................................................... 3 

Install BMC and BIOS Firmware ...................................................................................................................................... 4 

Update BMC Firmware ............................................................................................................................................... 4 

Update BIOS Firmware ............................................................................................................................................... 4 

Activate BMC - 4.0(2n) ................................................................................................................................................ 5 

Activate BIOS - 4.0(2f) ................................................................................................................................................. 5 

Verify the Firmware Version ........................................................................................................................................... 6 

Rollback to Backup Firmware Version ............................................................................................................................ 6 

 

 

 

 

 

 

 

 

 

 

  



Overview 
Note: We recommend that you gracefully shutdown the ISE services and halt the host operating system on the SNS 

appliances before performing this upgrade. 

 

Follow the below steps to install and activate SNS-35x5 Firmware Release 4.0(2n): 

1. Update BMC Firmware 

2. Update BIOS Firmware 

3. Activate BMC - 4.0(2n) 

4. Activate BIOS - 4.0(2f)  

 

Note: 

1. If the current CIMC version is 3-0-3f, 3-0-4j, or 4-0-2h, you can directly upgrade to 4-0-2n.  

2. If the current CIMC version is 3-0-3a or 3-0-3S2, you must downgrade to 2-0-xx or available backup version, 

because 3-03a and 3-0-3S2 CIMC versions don't support file size >=40 MB. You might see an error while 

uploading the file. 

3. If the current CIMC version is 2-0-xx, you must follow the following upgrade path: 2-0-xx -> 3-0-3f,  

3-0-4j, or 4-0-2h -> 4-0-2n 

 
The following files are required to upgrade to SNS-35x5 Firmware Release 4.0(2n): 

1. For BIOS:  
SNS-35xx-BIOS-4-0-2f-0_ISE.cap  

2. For BMC:   
upd-pkg-SNS-35xx-cimc.full.4.0.2n.bin  
 

You must download these files from the Cisco ISE Software Download site.  
 

 

Note: The below screenshots are taken during the CIMC 4.0(2h) to 4.0(2n) upgrade process. 
 
 

For information on new features, vulnerability fixes, open caveats, and known issues in firmware 4.0.2n, see the 

Release Notes for Cisco UCS C-Series Software, Release 4.0(2). 

 
 

  

https://software.cisco.com/download/home/283801620/type
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/release/notes/b_UCS_C-Series_RN_4_0_4.html


Install BMC and BIOS Firmware 
Note: We recommend that you gracefully shutdown the ISE services and halt the host operating system on the SNS 

appliances before performing this upgrade. 

 

Update BMC Firmware 
 

BMC version update is restricted if the firmware version is less than 4.0(2h), due to the following security 

vulnerability: https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200219-ucs-boot-

bypass 

Note: The administrator can switch from the active BMC version to the backup BMC version and vice versa at any 

point of time. For example, if the active BMC version is 4.0(2n) and the backup BMC version is 3.0(4j), the 

administrator can activate or switch back to 3.0(4j). However, if the BMC version is updated to 4.0(4h), while 

4.0(2n) is active, the administrator can only switch between 4.0(4h) and 4.0(2n). Older versions, such as 3.0(4j), 

cannot be uploaded to the system. 

To update BMC firmware: 

1. Login to CIMC.  
2. Choose Admin > Firmware Management. 
3. Check the BMC check box and click Update. 
4. Click Install BMC Firmware through Browser Client and select the BMC binary file. 
5. Click Install Firmware. 
 
BMC is successfully uploaded as the backup version – 4.0 (2n).  

 

 

Update BIOS Firmware  
1. Check the BIOS check box and click Update.  
2. Browse and select the BIOS image using the Install BIOS Firmware through Browser Client option.  
3. Click Install Firmware. 

 
BIOS is successfully uploaded as the backup version – 4.0(2f) 
 

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200219-ucs-boot-bypass
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200219-ucs-boot-bypass


 
 

Activate BMC - 4.0(2n) 
1. To activate the newly uploaded BMC, check the BMC check box. 
2. Click Activate. 
3. Click Activate Firmware. 

 
 
CIMC will automatically restart when the firmware is activated. Refresh the browser and login to CIMC again.  
BMC version is upgraded to 4.0(2n). 
 
 

Activate BIOS - 4.0(2f) 
1. Power off the server manually to activate the BIOS. Choose Host Power > Power Off. 
2. Check the BIOS check box. 
3. Click Activate. 
4. Select the BIOS version and click Activate Firmware.  



 
5. Choose Host Power > Power On after activating the BIOS.  

The BIOS version is upgraded to 4.0(2f) 
 

Verify the Firmware Version 
Choose Admin > Firmware Management and verify the firmware version:  

 BMC is upgraded to 4.0(2n)  

 BIOS is upgraded to C220M4.4.0.2f.0_0627191019 
 
 

 
 
 
 

Rollback to Backup Firmware Version  

Note: Follow the below steps if there are any issues in the BMC/BIOS upgrade and you want to roll back to the backup 

firmware version. 

To Rollback to Backup BMC Version: 

1. Login to CIMC.  

2. Choose Admin > Firmware Management. 

3. Check the BMC check box. 



4. Click Activate. 

5. Click Activate Firmware. 
 

CIMC will automatically restart when the firmware is activated. Refresh the browser and login to CIMC again. BMC 
is rolled back to the backup BMC version.  
 

To Rollback to Backup BIOS Version:  

1. Power off the server manually to activate the BIOS. Choose Host Power > Power Off. 
2. Check the BIOS check box. 
3. Click Activate. 
4. Select the BIOS version and click Activate Firmware.  
5. Choose Host Power > Power On after activating the BIOS.  

The BIOS is rolled back to the backup BIOS version. 

  

 


