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Cisco Webex App 

Enter your personal notes here

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App
Click “Join the Discussion”
Install the Webex App or go directly to the Webex space
Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 17, 2022.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKSEC-2828
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• Dynamic Objects
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Background Useful for this Session
Check out BRKSEC-2020, which includes other useful best practices

https://www.ciscolive.com/on-demand/on-demand-library.html?#/session/16360600299850017Qsx
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FAQ - What Version Should I Be Running?
Software Download Page on cisco.com Has Latest Suggested Release

For the 4100/9300 Only - Latest Compatible FXOS Version, Currently 2.10(1.159)+
Cisco FXOS Compatibility: https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html

+

Look for the star

Suggested Release Is the 
Same for All Platforms
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FAQ - What Version Do I Run Next?
Note - These are only estimates, plans can/do change

9.16 / 7.0

9.17 / 7.1

9.18 / 7.2 

Fall 2022

Spring 2023

Fall 2023

7.0 is planned to  
have software support 

longer than 7.2

Spring 2023 release 
will likely be the next 
release with a longer 

life than 7.0/7.2

Cisco’s NGFW Product Line Software Release and Sustaining Bulletin: 
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html

CY20 CY21 CY22 CY23 CY24 CY25 CY26 CY27 CY28 CY29
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FAQ – What Firewall Manager Do I Use?

• On-box management

• Manages single deployment

• Simplified management / 
feature set

• Management appliance

• Manages Secure Firewall

• Supports full FTD feature set 
including analytics and 
firewall clustering

• Centralized cloud manager 

• Manages Secure Firewall, 
ASA, Meraki MX and 
Umbrella SASE

• Near feature parity with FMC

Firewall Device Manager Firewall Management Center

BRKSEC-2828 10
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Cloud Delivered Firewall Management Center
Almost complete feature parity with On-Premises FMC

7.2

Note for DC/Enterprise Deployments - No support (today) for clustering
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Logging Considerations for Large Deployments

Americas – DC #1

Americas – DC #2

EMEA – DC #1

EMEA – DC #2

APJC – DC #1

Total = 10x FP4145s

1x FP4145 = 365K CPS

Policy With Full Logging:
10x FP4145s = 3.6M EPS 1x FMC4600

Rated for 20K EPS
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Cisco Secure Firewall Logging Options

• Log stored on physical 
or virtual Secure 
Networks Analytics 
(SNA) appliance(s)

• Logs sent via syslog

• View logs in FMC w/ 
Unified Event View or on 
SNA Manager 

• Logs stored in SAL cloud

• Logs sent via built-in 
Secure Services 
Exchange (SSE) 
connector or via syslog 
to the Secure Event 
Connector (SEC)

• View logs in CDO

• Logs stored on physical 
or FMC virtual appliance

• Logs sent via sftunnel

• View logs in FMC

Firewall Management 
Center

Security Analytics and 
Logging (On-Premises)

Security Analytics and 
Logging (SaaS)

Best for larger FMC 
managed deployments

Best for CDO managed 
deployments 

Best for small FMC 
managed deployments

BRKSEC-2828 14



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Remote Query Remote Query

Security Analytics and Logging (On-Premises)
Single Node Multi-Node

SNA Flow
Collector(s)

Secure
Firewall

Secure Firewall 
Management Center

Secure Network 
Analytics Manager

3+ SNA Datastore
Appliances

Secure
Firewall

Secure Firewall 
Management Center

Secure Network 
Analytics Manager

Optional
Logging
to FMC

Optional
Logging
to FMC

Scales to 20k EPS (sustained)
Retention of 200 days @ 5k EPS

Scales to 100k+ EPS (sustained)
Retention of 600+ days @ 5k EPS

Syslog
Syslog

7.0

BRKSEC-2828 15
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Unified Event Viewer
Connection,    Security Intelligence,    Intrusion,    File &     Malware Events

7.0

Dropdown to show 
all data for an event

Uses data from FMC 
if it exists, otherwise 

pulls from SAL

Stream of events 
with most recent 

event at top

BRKSEC-2828 16
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Security Analytics and Logging (SaaS)
via CDO Secure Event ConnectorDirect to Cloud

Scales to 8.5k EPS/FW
Retention Up to 3 Years

Unlimited Scale
Retention Up to 3 Years

Secure
Firewall

Cisco Defense
Orchestrator

Secure
Firewall

Cisco Defense
Orchestrator

CDO Secure Event
Connector(s)

Syslog

7.0
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Filter builder

Security Analytics and Logging (SaaS)
CDO Log Viewer

7.0

Freeform filter entry
(supports Boolean logic)

Click on a field to filter or 
click on magnifying class to 

add to an existing filter

Export to CSV

BRKSEC-2828 19
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For Best Performance, Send Logs Only Once
Use Telemetry Broker to Send Logs to Multiple Destinations

SAL On-Premises (Multi-Node)
SNA Flow Collector(s)

Secure
Firewall

Secure Firewall 
Management Center

SAL On-Premises (Single Node)
Secure Network Analytics Manager

Optional
Logging
to FMC

Syslog

Other Log Systems
SIEM (e.g. Splunk, NetWitness)

SAL SaaS
CDO Secure Event Connector(s)

Syslog

Telemetry Broker or
Other Syslog Replicator

7.0
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Access Control Policy – Bulk Edit
6.6

Shift-click then shift-click to select a range
OR

ctrl-click (command-click on MacOS) to select individual rules

Clicking without holding shift/ctrl/command will open the clicked rule

Then right click to open the context menu

BRKSEC-2828 24
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Access Control Policy – Bulk Edit
6.6
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Access Control Policy – New UI
7.2

Processing chain shown in order

Select rules for bulk action

Toggle new UI

BRKSEC-2828 26
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Bulk Import of Objects
Available for DN, Network, Port, URL & VLAN objects

6.7
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Global Search
Easily Find Navigation Pages, Policies, Objects by Name or Values (e.g. IP)

7.0

If you forget where 
something is in the menu, 

use global search

Searches both the name of 
objects/policies, as well as the 

content (e.g. rule named 
“Allow DNS” in Egress Policy)

BRKSEC-2828 30



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Device Health Monitoring Dashboard
No more going to the CLI for basic performance troubleshooting!

6.7

Data Plane = LINA

Mark deployments

BRKSEC-2828 31
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Device Health Monitoring Dashboard
Use Correlated Dashboards for Easy Troubleshooting

6.7

Spike in CPU caused
by connection spike

Create custom and 
prebuilt dashboards

BRKSEC-2828 32
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Elephant Flow Remediation
7.2

Enable bypass for the apps 
you trust. Throttle the rest.

Throttle = 10% less 
than current flow rate

BRKSEC-2828 34
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Packet Tracer PCAP Upload
7.1

Single flow, maximum 
of 100 packets

Make sure you specify a snaplen to 
avoid an “Unsupported Protocol found” 

error when uploading the PCAP
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Packet Tracer PCAP Upload
7.1

Result of each packet 
is shown

Expand to see 
processing details of 

each step

Expandable trace history

BRKSEC-2828 36
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Virtual Routing and Forwarding
6.6

EIGRP, ISIS and PBR are 
not shown but are 

supported through Flex 
Config for VRF

Assign VRF interfaces to zones and use 
those zones as the source/destination in  

Access Control, IPS, SSL and Identity 
policies make those policies VRF aware.

This is a button, not a title

BRKSEC-2828 41
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Cisco Clustering Support

Physical Cluster
• ASA

• 3100 (min 1 node; max 8 nodes)
• 4100 (min 1 node; max 16 nodes)
• 9300 (min 1 node; max 16 nodes)

• FTD
• 3100 (min 1 node; max 8 nodes)
• 4100 (min 1 node; max 16 nodes)
• 9300 (min 1 node; max 16 nodes)

Virtual Cluster
• ASAv

• Already released (9.17.1)
• Private cloud (VMware and KVM)

• FTDv
• FMC managed nodes, running 7.2

• Private cloud (VMware and KVM)
• Public cloud (AWS and GCP)

• Minimum 1 node; maximum 16 nodes 
• All nodes require 5 interfaces (with CCL)

• AWS cluster behind GWLB can have 4 interfaces

7.2

Use 90 day FMC trial to license FMC and 
FTDv appliances and learn/experiment 

with clustering for free. 

BRKSEC-2828 48



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Use src-ip hashing on client side switch to keep NAT IPs consistent
PAT Pool: 192.168.1.200-201

FTD Cluster

High Security
Web App

PAT in Clustering for Internet Egress (6.6 or Lower)

FTD Cluster

High Security
Web App

PAT Pool: 192.168.1.200-201

TCP:192.168.1.200/31401

TCP:192.168.1.201/24109
ERROR: multiple app connections come 

from different source IP addresses

Multiple app connections load-
balance to different cluster members
with symmetric etherchannel hashes

TCP:192.168.1.200/10002

Multiple app connections load-
balance to same cluster member
with src-ip etherchannel hashing TCP:192.168.1.200/10001

TCP:192.168.1.201/10001

PAT pool is uniformly distributed to all cluster members at IP level

BRKSEC-2828 51
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• Port Address Translation is distributed in cluster
• PAT Pool IPs distributed and owned by cluster nodes
• Multiple Connections to a server from the same host 

can be load balanced across different  nodes, each 
using its own PAT Pool IP for translating those 
connections

Cluster PAT Pool Improvements

Cluster

Client Server
IP a.b.c.d

a.b.c.d port x
a.b.c.d port y

1

3

• This feature introduces port block based distribution of PAT Pool IPs
• Cluster members now own a port block from the same PAT address
• Multiple Connections from the same host are translated using the 

same IP address, even if load balanced across different members

2

6.7
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Dynamic Objects

Without Dynamic Objects:

With Dynamic Objects:

API Change
to FMC Object

Policy Push from 
FMC to FTD

Object Changed 
on FTD

API Change
to FMC Object

Object Changed 
on FTD

7.0
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Demo Setup
Create Dynamic Object (Can Also Be Done via API)

7.0
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Demo Setup
Apply Dynamic Object to Access Control Policy

7.0

BRKSEC-2828 61



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive BRKSEC-2828 62



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive BRKSEC-2828 63



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Options for Implementing Dynamic Attributes
Admin Handled / System Handled or Assisted

Dynamic Attribute                 
FMC API

Cisco Secure WorkloadCisco Secure Attribute 
Connector (CSDAC)

Interact w/ FMC API Interact w/ FMC API Interact w/ FMC API

Define Dynamic Objects Define Dynamic Objects

Define Policy

Interact w/ Upstream API(s)

Define Dynamic Objects

Define Policy

Interact w/ Upstream API(s) Interact w/ Upstream API(s)

Define Policy

7.0
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Cisco Secure Dynamic Attributes Connector

FMC
Adapter

AdaptersDynamic Attributes FiltersConnectors

Name Connector Query

Linux-
Servers vCenter

os = 'RHEL 7 (64-bit)’ 
OR
os = 'CentOS 7 (64-bit)’ 

Windows-
Servers vCenter

os = 'MS Windows Server 2016 (64-bit)’
AND
network=‘PROD_NETW’
AND
Power=‘running’

Powered-
On vCenter

Power=‘running’
AND
(network=‘PROD_NETW’ OR host=‘NODE1’)

CSDAC (Container or Cloud)

AWS 
Connector

Azure 
Connector

vCenter / NSX
Connector

o365
Connector

GCP
Connector

Consumers

FMC

Dynamic 
Object

Mappings

Linux-
Servers

172.16.0.1
172.16.0.3

Windows-
Servers

10.0.1.11
10.0.1.14
10.0.1.20

Powered-On 10.0.1.14

FMC

Providers

7.0

{REST}
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Secure 
Workload 

3.6 
(Tetration)

Telemetry &
Microsegmentation

rules

FMC

Zone-based
segmentation rules

Firewall 
Policies

Integrate with FMC
Create the FMC external orchestrator in 
Secure Workload

Monitor and Auto-Update 
Secure Workload continuously checks for 
changes and automatically pushes updates 
every 5 seconds.

Secure Workload Dynamic Policy Integration

Create Segmentation Policies
• Define scopes, filters and clusters.
• Define consumers and providers.

Push Dynamic Policies
Segmentation Policy pushed to FMC as 
access control rules with Dynamic Objects

7.0

NSEL

Secure Workload and Secure Firewall integration walkthrough:
https://www.youtube.com/watch?v=xpbg3s0vrcI
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Technical Session Surveys

• Attendees who fill out a minimum of four 
session surveys and the overall event 
survey will get Cisco Live branded socks! 

• Attendees will also earn 100 points 
in the Cisco Live Game for every 
survey completed. 

• These points help you get on the 
leaderboard and increase your chances 
of winning daily and grand prizes. 
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Threat Intelligence  |  Malware Analytics  |  Actionable Intelligence  |  Unmatched Visibility  |  Collective Responses

Security Operations

(XDR) Threat Visibility & Hunting

Managed Detection 
and Response Services

3rd Party Integrations

Security, Orchestration, Automation and Response Incident Response and Remediation Services

Secure Cloud InsightsKenna Vuln MgmtDevice Insights

Security Reference Architecture

User/Device Security

Adaptive MFA | Passwordless | Trust

ZERO TRUST

Secure 
E-mail

Duo Secure 
Access

SASE/REMOTE WORKER

Unified Client | EDR | Cloud Managed

Network Security

DNS-layer
security

L7 firewall 
+ IPS

Secure web
gateway

Cloud access
security broker/ 
shadow IT

SSL 
decryption

Remote 
browser
Isolation

Data loss
prevention

Cloud 
malware 
detection

RAaaS

ZTNA

Umbrella/Duo

Threat Protection | Secure Access Control | Managed Remote Access

Cloud Edge
SECURE ACCESS SERVICE EDGE (SASE)  PRIVATE CLOUD EDGE (MSP or CUSTOMER)

Reliable | Scalable | Flexible

ThousandEyesSecure 
Firewall

SDWAN
by ViptelaSDWAN

SDWAN

Cloud
DDoS,WAF

IoT/OT SECURITY

Secure Critical Infrastructure | Unified IT and OT 

Cyber
Vision

ISE
TrustSec

Industrial 
Router

Industrial 
Firewall

Industrial 
Switch/AP

On-Premises

Scalable | Flexible | Visibility | Comprehensive Security 

Network
Edge

ThousandEyes
Secure
Firewall

SDWAN
by ViptelaSDWAN

SASE/SDWAN

Segmentation | Identity and Context | Profiling | Containment | Encrypted Visibility

ZERO TRUST

Secure Firewall DuoCloud
SSO+IDP

Secure Web
Appliance

Secure Network 
Analytics

ISE Cisco 
DNA CenterTrustSec

Security 
Analytics 
and Logging

Full StackSecure
DDoS

Network
Gateway

Application Security

Policy | API Security 
Application Segmentation

Run-time Application Security 

ZERO TRUST

Application Security Stack

Cloud Native Security

Secure 
Workload

Secure Application
by AppDynamics

APIC-DC
APIC

Hybrid 
Private

Secure 
Firewall

ThousandEyes

App Observability | Detection | Response

Secure 
Cloud Analytics

Public 
Cloud

Secure
DDoS, WAF/Bot

Posture

Telemetry

Threat

Query

VPN

ThousandEyes
(Visibility)

Cisco Secure Client

Meraki SM
OS, App Control

Device Mgmt

ZERO TRUST
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From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

Cisco Learning and Certifications

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

Pay for Learning with Cisco 
Learning Credits 

(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and Specialist 
Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn
Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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