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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:

m  Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

B [ralic indicates arguments for which you supply actual values.

m  Vertical bars (|) separate alternative, mutually exclusive elements.
m  Square brackets ([ ]) indicate an optional element.

m  Braces ({}) indicate a required choice.

m  Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Foreword
CCNP ROUTE 642-902 Official Certification Guide is an excellent self-study

resource for the CCNP ROUTE exam. Passing this exam is a crucial step to attaining the
valued CCNP Routing and Switching certification.

Gaining certification in Cisco technology is key to the continuing educational develop-
ment of today’s networking professional. Through certification programs, Cisco validates
the skills and expertise required to effectively manage the modern enterprise network.

Cisco Press Certification Guides and preparation materials offer exceptional—and
flexible—access to the knowledge and information required to stay current in your field
of expertise or to gain new skills. Whether used as a supplement to more traditional
training or as a primary source of learning, these materials offer users the information
and knowledge validation required to gain new understanding and proficiencies.

Developed in conjunction with the Cisco certifications and training team, Cisco Press
books are the only self-study books authorized by Cisco and offer students a series of
exam practice tools and resource materials to help ensure that learners fully grasp the

concepts and information presented.

Additional authorized Cisco instructor-led courses, e-learning, labs, and simulations are
available exclusively from Cisco Learning Solutions Partners worldwide. To learn more,
visit http://www.cisco.com/go/training.

I hope that you find these materials to be an enriching and useful part of your exam
preparation.

Erik Ullanderson

Manager, Global Certifications
Learning@Cisco

January 2010
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Introduction

This book focuses on one major goal: to help you prepare to pass the ROUTE exam (642-
902). To help you prepare, this book achieves other useful goals as well: It explains a wide
range of networking topics, shows how to configure those features on Cisco routers, and
explains how to determine if the feature is working. As a result, you also can use this
book as a general reference for IP routing and IP routing protocols. However, the motiva-
tion for this book, and the reason it sits within the Cisco Press Certification Guide series,
is that its primary goal is to help you pass the ROUTE exam.

The rest of this introduction focuses on two topics: the ROUTE exam and a description

of this book.

The CCNP ROUTE Exam

Cisco announced the ROUTE (642-902) exam in January 2010. The term ROUTE does
not act as an acronym; instead, the name describes the content of the exam, which focus-
es on IP routing. Generally, the exam includes detailed coverage of the EIGRP, OSPF, and
BGP IP routing protocols, IPv6, and a few other smaller topics related to IP routing.

Cisco first announced its initial Professional level certifications in 1998 with the CCNP
Routing and Switching certification. CCNP Routing and Switching certification from its
inception has included the same kinds of IP routing topics found in today’s ROUTE
exam, but the exam names changed over the years. The exam names have tracked the
names of the associated Cisco authorized courses for the same topics: Advanced Cisco
Router Configuration (ACRC) in the early days, Building Scalable Cisco Internetworks
(BSCI) for much of the last 10 years, and now ROUTE, because the newly revised

(in 2010) Cisco authorized course also goes by the name ROUTE.

Like its ancestors, the ROUTE exam is a part of the certification requirements for several
Cisco certifications, as follows:

m  Cisco Certified Networking Professional (CCNP)
m Cisco Certified Internetworking Professional (CCIP)
m Cisco Certified Design Professional (CCDP)

Each of these certifications emphasizes different perspectives on some similar topics.
CCNP focuses on the skills needed by a network engineer working for an Enterprise—that
is, a company that deploys networking gear for its own purposes. CCIP focuses on the
skills required by network engineers deploying gear at a service provider, with the service
provider then offering network services to customers. Finally, CCDP focuses more on
design—but good design requires solid knowledge of the technology and configuration.
So, although this book frequently refers to the most popular certification of these
three~CCNP-the ROUTE exam does apply to several certifications.
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Contents of the ROUTE Exam

Every student who ever takes an exam wants to know what’s on the exam. As with all
their exams, Cisco publishes a set of exam topics. These exam topics give general guid-
ance as to what’s on the exam.

You can find the exam topics at the Cisco website. The most memorable way to navigate
is to go to www.cisco.com/go/ccnp, and look for the ROUTE exam. Also, you can go to
the Cisco Learning Network website (www.cisco.com/go/learnnetspace)-a less memo-
rable URL, but a great Cisco certification site. The Cisco Learning Network site hosts
exam information, learning tools, and forums in which you can communicate with others
and learn more about this and other Cisco exams.

Table I-1 lists the ROUTE exam topics, with a reference to the part of the book that cov-
ers the topic.

Table I-1 ROUTE Exam Topics

Book Part Exam Topic

Implement an EIGRP based solution, given a network design and a set of requirements

I
I
I
I
I

I

Determine network resources needed for implementing EIGRP on a network
Create an EIGRP implementation plan

Create an EIGRP verification plan

Configure EIGRP routing

Verify EIGRP solution was implemented properly using show and debug
commands

Document results of EIGRP implementation and verification

Implement a multi-area OSPF Network, given a network design and a set of requirements

I
I
111
11
1

I

Determine network resources needed for implementing OSPF on a network
Create an OSPF implementation plan

Create an OSPF verification plan

Configure OSPF routing

Verify OSPF solution was implemented properly using show and debug
commands

Document results of OSPF implementation and verification plan

Implement an eBGP based solution, given a network design and a set of requirements

< <<<<<

Determine network resources needed for implementing eBGP on a network
Create an eBGP implementation plan

Create an eBGP verification plan

Configure eBGP routing

Verify eBGP solution was implemented properly using show and debug
commands

Document results of eBGP implementation and verification plan
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Table I-1 ROUTE Exam Topics

Book Part Exam Topic

Implement an IPv6 based solution, given a network design and a set of requirements

VI Determine network resources needed for implementing IPv6 on a network

VI Create an IPv6 implementation plan

VI Create an IPv6 verification plan

VI Configure IPv6 routing

VI Configure IPv6 interoperation with IPv4

VI Verify IPv6 solution was implemented properly using show and debug
commands

VI Document results of IPv6 implementation and verification plan

Implement an IPv4 or IPv6 based redistribution solution, given a network design and a set of
requirements

IV, VI Create a redistribution implementation plan based upon the results of the
redistribution analysis.

IV, VI Create a redistribution verification plan

IV, VI Configure a redistribution solution

IV, VI Verify that a redistribution was implemented

IV, VI Document results of a redistribution implementation and verification plan

IV, VI Identify the differences between implementing an IPv4 and IPv6 redistribu-

tion solution

Implement Layer 3 Path Control Solution

v Create a Layer 3 path control implementation plan based upon the results
of the redistribution analysis.

v Create a Layer 3 path control verification plan

v Configure Layer 3 path control

v Verify that a Layer 3 path control was implemented

v Document results of a Layer 3 path control implementation and verification
plan

Implement basic teleworker and branch services

VII Describe broadband technologies

VII Configure basic broadband connections
VII Describe basic VPN technologies

Vil Configure GRE

VII Describe branch access technologies

How to Take the ROUTE Exam

As of the publication of this book, Cisco exclusively uses testing vendor Pearson Vue
(www.vue.com) for delivery of all Cisco career certification exams. To register, go to
www.vue.com, establish a login, and register for the 642-902 ROUTE exam. You also
need to choose a testing center near to your home.
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Who Should Take This Exam and Read This Book?

This book has one primary audience, with several secondary audiences. First, this book is
intended for anyone wanting to prepare for the ROUTE 642-902 exam. The audience
includes self-study readers—people who pass the test by studying 100 percent on their
own. It includes Cisco Networking Academy students taking the CCNP curriculum, who
use this book to round out their preparation as they get close to the end of the Academy
curriculum.

The broader question about the audience may well be why you should take the ROUTE
exam. First, the exam is required for the aforementioned CCNP, CCIP, and CCDP certifi-
cations from Cisco. These certifications exist at the midpoint of the Cisco certification
hierarchy. These certifications have broader and deeper technology requirements as com-
pared to the Cisco Certified Entry Network Technician (CCENT) and Cisco Certified
Network Associate (CCNA) certifications.

The real question then about audience for this book-at least the intended audience—is
whether you have motivation to get one of these Professional-level Cisco certifications.
CCNP in particular happens to be a popular, well-respected certification. CCIP, although
less popular in numbers, focuses on topics more important to service providers, so it
gives you a good way to distinguish yourself from others looking for jobs at SP compa-
nies. CCDP has been a solid certification for a long time, particularly for engineers who
spend a lot of time designing networks with customers, rather than troubleshooting.

Format of the CCNP ROUTE Exam

The ROUTE exam follows the same general format as the other Cisco exams. When you
get to the testing center and check in, the proctor will give you some general instructions
and then take you into a quiet room with a PC. When you're at the PC, you have a few
things to do before the timer starts on your exam—for instance, you can take a sample
quiz, just to get accustomed to the PC and to the testing engine. Anyone who has user-
level skills in getting around a PC should have no problems with the testing environment.

When you start the exam, you will be asked a series of questions. You answer the ques-
tion and then move on to the next question. The exam engine does not let you go back
and change your answer. Yes, that’s true—when you move on to the next question,
that’s it for the earlier question.

The exam questions can be in one of the following formats:
m  Multiple choice (MC)

m  Testlet

m Drag-and-drop (DND)

m  Simulated lab (Sim)

m  Simlet
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The first three types of questions are relatively common in many testing environments.
The multiple choice format simply requires that you point-and-click on a circle beside the
correct answer(s). Cisco traditionally tells you how many answers you need to choose,
and the testing software prevents you from choosing too many answers. Testlets are ques-
tions with one general scenario, with multiple MC questions about the overall scenario.
Drag-and-drop questions require you to left-click and hold, move a button or icon to
another area, and release the clicker to place the object somewhere else—typically into a
list. So, for some questions, to get the question correct, you might need to put a list of
five things into the proper order.

The last two types both use a network simulator to ask questions. Interestingly, the two
types actually allow Cisco to assess two very different skills. First, Sim questions general-
ly describe a problem, and your task is to configure one or more routers and switches to
fix the problem. The exam then grades the question based on the configuration you
changed or added. Interestingly, Sim questions are the only questions that Cisco (to date)
has openly confirmed that partial credit is given.

The Simlet questions may well be the most difficult style of question on the exams.
Simlet questions also use a network simulator, but instead of answering the question by
changing the configuration, the question includes one or more MC questions. The ques-
tions require that you use the simulator to examine the current behavior of a network,
interpreting the output of any show commands that you can remember to answer the
question. Although Sim questions require you to troubleshoot problems related to a con-
figuration, Simlets require you to both analyze working networks and networks with
problems, correlating show command output with your knowledge of networking theory
and configuration commands.

The Cisco Learn Network (www.cisco.com/go/learnnetspace) website has tools that let
you experience the environment and see how each of these question types work. The
environment should be the same as when you passed CCNA (a prerequisite for CCNP,
CCIP, and CCDP).

CCNP ROUTE 642-902 Official Certification Guide

This section lists a general description of the contents of this book. The description
includes an overview of each chapter, and a list of book features seen throughout the book.

Book Features and Exam Preparation Methods

This book uses several key methodologies to help you discover the exam topics on which
you need more review, to help you fully understand and remember those details, and to
help you prove to yourself that you have retained your knowledge of those topics. So,
this book does not try to help you pass the exams only by memorization, but by truly
learning and understanding the topics.
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{ Key
3 Topic

The book includes many features that provide different ways to study to be ready for the
test. If you understand a topic when you read it, but do not study it any further, you
probably will not be ready to pass the test with confidence. The book features included
in this book give you tools that help you determine what you know, review what you
know, better learn what you don’t know, and be well prepared for the exam. These tools
include

B “Do I Know This Already?” Quizzes: Each chapter begins with a quiz that helps
you determine the amount of time you need to spend studying that chapter.

m  Foundation Topics: These are the core sections of each chapter. They explain the
protocols, concepts, and configuration for the topics in that chapter.

m  Exam Preparation Tasks: The Exam Preparation Tasks section lists a series of study
activities that should be done after reading the Foundation Topics section. Each
chapter includes the activities that make the most sense for studying the topics in
that chapter. The activities include

— Planning Tables: The ROUTE exam topics includes some perspectives on how an
engineer plans for various tasks. The idea is that the CCNP-level engineer in particu-
lar takes the design from another engineer, plans the implementation, and plans the
verification steps—handing off the actual tasks to engineers working during change-
window hours. Because the engineer plans the tasks, but may not be at the keyboard
when implementing a feature, that engineer must master the configuration and verifi-
cation commands so that the planned commands work for the engineer making the
changes off-shift. The planning tables at the end of the chapter give you the chance
to take the details in the Foundation Topics core of the chapter and think about them
as if you were writing the planning documents.

— Key Topics Review: The Key Topics icon is shown next to the most important items
in the Foundation Topics section of the chapter. The Key Topics Review activity lists
the Key Topics from the chapter, and page number. Although the contents of the
entire chapter could be on the exam, you should definitely know the information
listed in each key topic. Review these topics carefully.

— Memory Tables: To help you exercise your memory and memorize some lists of
facts, many of the more important lists and tables from the chapter are included in a
document on the CD. This document lists only partial information, allowing you to
complete the table or list. CD-only Appendix D holds the incomplete tables, and
Appendix E includes the completed tables from which you can check your work.

— Definition of Key Terms: Although the exams may be unlikely to ask a question
such as “Define this term,” the ROUTE exam requires that you learn and know a lot
of networking terminology. This section lists the most important terms from the
chapter, asking you to write a short definition and compare your answer to the glos-
sary at the end of the book.

m  CD-based practice exam: The companion CD contains an exam engine (from Boson
software, www.boson.com), which includes 100 unique multiple-choice questions.
Chapter 20 gives two suggestions on how to use these questions: either as study
questions, or to simulate the ROUTE exam.
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m  Companion website: The website http://www.ciscopress.com/title/9781587202537
posts up-to-the-minute materials that further clarify complex exam topics. Check
this site regularly for new and updated postings written by the author that provide
further insight into the more troublesome topics on the exam.

Book Organization

This book contains 20 chapters, plus appendixes. The topics all focus in some way on 1P
routing and IP routing protocols, making the topics somewhat focused, but with deep
coverage on those topics.

The book organizes the topics into seven major parts. Parts 1 and 7 include topics with
less technical depth, and Parts 2 through 6 include the major technical topics in the book.
The following list outlines the major part organization of this book:

Part I: “Perspectives on Network Planning”: This part includes a single chapter:

m  Chapter 1: “Planning Tasks for the CCNP Exams”: This chapter discusses the
CCNP ROUTE exam’s perspectives on the planning process, including network
design, implementation plans, and verification plans.

Part II: “EIGRP”: This part starts with a CCNA-level EIGRP review and moves through
EIGRP theory, configuration, authentication, route summarization, and more in the fol-
lowing chapters:

m  Chapter 2: “EIGRP Overview and Neighbor Relationships”: This chapter
reviews CCNA-level EIGRP topics and then closely examines the concepts, configu-
ration, and verification of EIGRP neighbor relationships.

m  Chapter 3: “EIGRP Topology, Routes, and Convergence”: This chapter exam-
ines the EIGRP topology database and the processes by which EIGRP processes this
data to choose routes. It also examines the convergence process using feasible suc-
cessors and with the Query process.

m  Chapter 4: “EIGRP Route Summarization and Filtering”: This chapter dis-
cusses the theory behind route summarization and route filtering. It also shows how
to configure and verify both features for EIGRP.

Part III: “OSPF”: Similar to Part II, this part starts with a CCNA-level OSPF review and
moves through OSPF theory, configuration, authentication, metric tuning, default rout-
ing, route filtering, and route summarization, plus OSPF multiarea issues and different
stubby area types, as follows:

m  Chapter 5: “OSPF Overview and Neighbor Relationships”: This chapter
reviews CCNA-level OSPF topics and then closely examines the concepts, configura-
tion, and verification of OSPF neighbor relationships.

m  Chapter 6: “OSPF Topology, Routes, and Convergence”: This chapter exam-
ines the OSPF topology database for routes internal to OSPF. The chapter also dis-
cusses how OSPF routers choose the best internal OSPF routes and how OSPF con-
verges when a change occurs.
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Chapter 7: “OSPF Route Summarization, Filtering, and Default Routing”:
This chapter discusses the design, configuration, and verification of OSPF route
summarization and route filtering. It also discusses default routes and how to man-
age the size of the OSPF database and IP routing tables by using stubby areas.

Chapter 8: “OSPF Miscellany™: This chapter discusses two additional OSPF top-
ics: OSPF virtual links and OSPF issues when using NBMA networks (such as Frame
Relay).

Part IV: “Path Control”: The term path control refers to a wide variety of topics relat-
ed to IP routing and IP routing protocols. This part examines the path control topics not
specifically included in the other parts of the book:

Chapter 9: “Basic IGP Redistribution”: This chapter examines the concepts,
configuration, and verification of IGP route redistribution. In particular, this chapter
looks at the mechanics of redistribution without the use of route maps for any pur-
pose.

Chapter 10: “Advanced IGP Redistribution”: This chapter essentially contin-
ues Chapter 9, in this case focusing on the more complex configuration and issues.
In particular, this chapter shows how to manipulate and filter routes at the redistribu-
tion function by using route maps, and how to avoid routing loops and inefficient
routes when multiple redistribution points exist.

Chapter 11: “Policy Routing and IP Service Level Agreement”: This chapter
picks up two small path control topics that simply do not fit into any other broader
chapter in this book: Policy Based Routing (PBR) and IP Service Level Agreement (IP
SLA).

Part V: “BGP”: This part assumes no prior knowledge of BGP. It first examines BGP
design issues, to give perspective on why BGP works differently than its IGP cousins
OSPF and EIGRP. This part examines basic BGP concepts, configuration, and verification,
including the path control functions of incluencing both inbound and outbound BGP
routes:

Chapter 12: “Internet Connectivity and BGP”: This chapter introduces BGP.
It begins with a review of Internet connectivity from a Layer 3 perspective. It then
looks at the basics of how BGP works. It also examines some Internet access design
issues, discussing the cases in which BGP can be helpful and the cases in which BGP
has no practical use.

Chapter 13: “External BGP”: This chapter examines the configuration and verifi-
cation of BGP between an Enterprise and its ISP(s).

Chapter 14: “Internal BGP and BGP Route Filtering”: This chapter examines
the cases in which routers in the same ASN need to become BGP peers, creating an
Internet BGP connection. It also discusses the need for BGP filtering and the
mechanics of configuring BGP filtering.
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m  Chapter 15: “BGP Path Control”: This chapter discusses the concept of the
BGP Best Path Algorithm to choose the best BGP routes and how to influence those
choices. In particular, this chapter shows the basic configuration for BGP weight,
Local Preference, AS Path length, and Multi-Exit Discriminator (MED).

Part VI: “IPv6”: This part assumes no prior knowledge of IPv6. The chapters in this
part work through IPv6 addressing and IGP configuration (RIPng, EIGRP for IPv6, and
OSPFv3). It also discusses route redistribution for IPv6 and IPv6/IPv4 coexistence mech-
anisms:

m  Chapter 16: “IP Version 6 Addressing”: This chapter begins with an overview
of IP Version 6 (IPv6). It then dives into IPv6 addressing concepts, plus the related
protocols, including address assignment options and neighbor discovery. The chapter
shows how to configure and verify IPv6 addresses on Cisco routers.

m  Chapter 17: “IPv6 Routing Protocols and Redistribution”: This chapter intro-
duces three IPv6 IGPs: RIP Next Generation (RIPng), EIGRP for IPv6, and OSPF
Version 3 (OSPFv3). The chapter focuses on basic configuration and verification. It
also discusses IPv6 redistribution in comparison with IPv4 IGP redistribution.

m  Chapter 18: “IPv4 and IPv6 Coexistence”: This chapter discusses the many
options to use during the potentially long migration from a purely IPv4 network to a
future purely IPv6 network.

Part VII: “Branch Office Networking”: This short part includes one chapter that
addresses a few small topics related to branch offices that connect to their Enterprise net-
works using the Internet:

m  Chapter 19: “Routing over Branch Internet Connections”: Branch office
routers can be configured to use the Internet as a WAN connection path back to the
rest of an Enterprise network. This chapter takes a wide look at the surprisingly large
number of networking functions that must occur on a branch router in such cases. It
also gives examples of configurations for IPsec and GRE tunnels, DHCP server, NAT,
and DSL.

Part VIII: “Final Preparation”: This short part includes one chapter as well. This chapter
does not include any new technical topics:

m  Chapter 20: “Final Preparation”: This chapter suggests some study strategies
for your final preparation before the ROUTE exam.

In addition to the core chapters of the book, the book has several appendixes as well.
Some appendixes exist in the printed book, whereas others exist in softcopy form on the
CD included with the book.

XXXili
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Printed Appendixes

Appendixes printed in the book include

Appendix A, “Answers to the “Do I Know This Already?” Quizzes”: Includes the
answers to all the questions from Chapters 2 through 19.

Appendix B, “Conversion Tables™: Lists a decimal-to-binary conversion table, deci-
mal values 0 through 255, along with the binary equivalents. It also lists a hex-to-dec-
imal conversion table as well.

Appendix C, “CCNP ROUTE Exam Updates: Version 1.0”: Covers a variety of
short topics that either clarify or expand upon topics covered earlier in the book.
This appendix is updated from time to time, and posted at
http://www.ciscopress.com/title/9781587202537, with the most recent version avail-
able at the time of printing included here as Appendix C. (The first page of the
appendix includes instructions on how to check to see if a later version of Appendix
C is available online.)

CD Appendixes

The appendixes included on the CD-ROM are

Appendix D, “Memory Tables”: This appendix holds the key tables and lists from
each chapter with some of the content removed. You can print this appendix, and as
a memory exercise, complete the tables and lists. The goal is to help you memorize
facts that can be useful on the exams.

Appendix E, “Memory Tables Answer Key”: This appendix contains the answer
key for the exercises in Appendix D.

Appendix F, “Completed Planning Practice Tables”: The end of Chapters 2 through
19 list planning tables that you can complete to help learn the content more deeply.
If you use these tables, refer to this appendix for the suggested answers.

Glossary: The glossary contains definitions for all the terms listed in the “Define
Key Terms” section at the conclusion of Chapters 2 through 19.

For More Information

If you have any comments about the book, you can submit those via the www.cisco-
press.com. Just go to the website, select Contact Us, and type in your message.

Cisco might make changes that affect the ROUTE exam from time to time. You should
always check www.cisco.com/go/ccnp for the latest details.
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This chapter covers the following subjects:

Perspectives on CCNP Exam Topics Related to Planning:
This section outlines the goals of the CCNP certification.

How to Prepare for the Planning Topics on the Exams: This
section explains what you should know generally about plan-
ning in order to be prepared for the exam.

Background Information on Implementation and Verifica-
tion Plans: This short section discusses specific plans, and
why there is no one specific plan used for the exam.
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CHAPTER 1

Planning Tasks for the CCNP Exams

The predecessor exam to the ROUTE exam—the Building Scalable Cisco Internetworks
(BSCI) exam—required mastery of the most typically used features of many routing and
routing protocol technologies. The ROUTE exam requires that same mastery, but the
ROUTE exam also includes many exam topics that use the words “plan” and “document.
The predecessor BSCI exam did not include such wording in the exam topics, so presum-
ably the new ROUTE exam adds this as a new requirement.

”

This opening chapter examines the meaning, purpose, and some perspectives on these
planning and documentation tasks as they relate to preparing for and passing the ROUTE
642-902 exam.

Perspectives on CCNP Exam Topics Related to
Planning

Cisco introduced the Cisco Certified Networking Professional (CCNP) certification in
1998. Since that time, Cisco has revised the exams and related courses on several occa-
sions. Each major revision adjusted the scope of topics by expanding and adding some
topics while shrinking or removing other topics. At the same time, the depth of coverage
has changed over time as well, with the depth of coverage for each topic either becoming
deeper or shallower.

The version of CCNP announced by Cisco in January 2010, including the 642-902 exam
about which this book is written, narrows the breadth of topics included in CCNP com-
pared to the previous version of CCNP. Cisco removed several sizable topics from
CCNP—notably Quality of Service (QoS), Wireless LANs (WLANS), and many security
topics. The new CCNP squarely focuses on routing and switching, but with a deeper trou-
bleshooting requirement, with a new TSHOOT (642-832) exam. These changes also reflect
that CCNP now requires only three exams instead of the four exams formerly required.

However, although the smaller number of CCNP topics may make CCNP easier, two other
factors balance the CCNP so it is still a challenging, difficult, and respected certification.
First, the exams appear to require a higher level of mastery for most topics. Second, that
mastery is more than just technical knowledge; it requires the ability to plan the implemen-
tation and verification of a network engineering project.

Many CCNP ROUTE Exam Topics list the word “plan,” collectively meaning that the
CCNP candidate must approach problems in the same manner as a network engineer in a
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medium- to large-sized business. The skills related to these exam topics can be built as a
side-effect of doing many network engineering jobs, for instance

B The ability to analyze a network design document, extrapolate that design into the
complete detailed implementation plan, including completed configurations for each
router and switch.

m  The ability to analyze a design document and discover the missing items—questions
that must be answered before a detailed implementation plan (including configura-
tions) can be completed.

m  The ability to perform a peer review on another engineer’s implementation plan, to
discover weaknesses and omissions in the planned configurations, and to update the
implementation plan.

m  The ability to build a verification plan that lists the specific show commands and
command options that list key pieces of information—information that directly ei-
ther confirms or denies whether each planned feature has been implemented correctly.

m  The ability to write a verification plan that can be understood and used by a less-
experienced worker, allowing that worker to implement the change and to verify the
changes worked, off-shift, when you are not on-site.

m  The ability to perform a peer review on another engineer’s verification plan, to dis-
cover which key design features are not verified by that plan, and to discover inaccu-
racies in the plan.

This chapter discusses the whole area of implementation and verification planning for the
CCNP ROUTE exam, including how you should prepare for these exam topics. By consid-
ering the ideas in this chapter first, you should have the right perspectives to know how to
use the tools that help you add the planning skills and perspectives needed for the exam.

CCNP Route Exam Topics That Do Not Require the CLI

Cisco lists a set of Exam Topics for each Cisco exam. These Exam Topics follow a general
type of phrasing, typically starting with an action word that defines what action or skill
you must do for the exam. (Unfortunately, this style seldom gives much insight into the
breadth or depth of coverage of a given topic.)

For example, consider the six Exam Topics for the CCNP ROUTE exam specifically
related to EIGRP:

m  Determine network resources needed for implementing EIGRP on a network.

m  Create an EIGRP implementation plan.

m  Create an EIGRP verification plan.

m  Configure EIGRP routing.

m  Verify EIGRP solution was implemented properly using show and debug commands.

m  Document results of EIGRP implementation and verification.
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The two gray-highlighted exam topics focus on the commands available from the CLI,
specifically that you need to configure EIGRP, and to use both show and debug com-
mands to verify (confirm) whether EIGRP is working correctly. The unhighlighted topics in
the list require knowledge of the commands, but the tasks do not require any hands-on ac-
tivities from the CLL Instead, when doing these tasks in real life, you would more likely be
using a word processor rather than a terminal emulator.

Besides this list of the EIGRP exam topics, the entire list of CCNP ROUTE Exam Topics
includes many more items that use words like “document” and “plan.” Of the roughly 40
CCNP ROUTE Exam Topics, approximately half of the exam topics refer to the various
types of plans and documentation. In particular, the phase “Create a verifi-
cation plan” occurs six times in the CCNP ROUTE list of Exam Topics—one each for
EIGRP, OSPE, eBGP, IPv6, redistribution, and Layer 3 path control.

Impressions on the Planning Exam Topics

After a first glance through the CCNP ROUTE Exam Topics, you might think that the new
CCNP certification has been changed significantly—and you therefore need to signifi-
cantly change how you prepare for CCNP. However, it turns out that by focusing on the
following aspects of your study, you should be well prepared for the CCNP exams in gen-
eral and the CCNP ROUTE exam in particular:

B Aswith any other Cisco career certification exam, understand the concepts, configu-
ration, and verification commands (show and debug commands).

B Aswith any other Cisco career certification exam, master the configuration and veri-
fication tasks and commands.

m  Unlike most other Cisco career certification exams, spend some time thinking about
the concepts, configuration, and verification tasks as if you were writing or review-
ing a network design document, a network project implementation plan, or a verifica-
tion plan.

In this list, the first two tasks are simply what most people normally do when preparing
for a Cisco exam. The third item represents the new type of preparation task, in which
you simply think about the same concepts, commands, and features, but from a planning
perspective.

At this point in this brief first chapter, you can choose whether to keep reading the topics
in order, or whether to skip to the section “How to Prepare for the Planning Topics on the
Exam” later in this chapter. Those of you who have a pretty good idea of the planning
tasks done by most IT shops can consider skipping ahead. For those of you with little or
no experience in reading network design documents, building or using network implemen-
tation and verification plans, the next section can give you some useful perspectives be-
fore you dive into studying the technologies in CCNP ROUTE.
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Relating the Exam Topics to a Typical Network
Engineer’s Job

The need to plan, and the need to document those plans, increases as the size of the or-
ganization increases. Even if only one person at a company cares about the router and
switch infrastructure, that engineer probably does not want to be writing configurations
at 2 a.m. Sunday morning when the change window begins. So, even in a small IT shop,
some planning occurs when the engineer creates the configurations in a text editor before
the weekend change window. When the staff grows to 3 to 4 people, particularly when
some of those people work different shifts, the need to document the design, implementa-
tion, and verification/operational procedures becomes more important.

For perspective, this section examines a medium- to large-sized company, along with
some of the planning tasks done in the real world—the same kinds of tasks listed as part
of the CCNP Exam Topics.

A Fictitious Company and Networking Staff

Imagine if you will a medium to large company, one large enough to have several network
engineers on staff. For the sake of discussion, this company has roughly 50,000 employ-
ees, with 1000 smallish remote sites, four large sites with at least 2000 employees on each
large campus, and maybe a smattering of other sites with 500 or so employees. Of course,
the company has a few data centers, has plans for a companywide IP telephony deploy-
ment, is adding video over IP, already has the usual security needs, and has a growing tele-
worker community, several network connections to partner companies, and Internet
connections. Oh yeah, and there’s always the growing need for smart buildings to reduce
energy consumption, all hooked into the IP network.

With a company of this size, the job roles for this fictitious company includes IT customer
support (Help Desk, manned 24x7), an operations team that covers most hours of the day,
network engineering, and a design team.

Next, consider the various roles in the network and the type of work done by the people
in those roles:

m  Help desk personnel may perform diagnosis of network health, taking a general prob-
lem statement from a customer down to a specific issue, for example, that a user’s de-
vice is not pingable.

m  Operations staff may be the second level of support for problems, both reacting to
calls from the Help Desk and monitoring the network proactively. The operations
staff also often implements changes on behalf of the engineering team during off-
shift hours.

B The network engineering team may be the third level of support for problems but
typically focuses on project work, including the detailed planning for new configura-
tions to support new sites, new network features, and new sites in the network.

B The network designers may actually log in to the network devices far less than the
operations and engineering teams, instead focusing on gathering requirements from
internal and external customers, translating those requirements into a network design,
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and even doing proof-of-concept testing—but leaving the details of how to deploy
the design for all required sites to the network engineering team.

The number of individuals in each role varies in different organizations, of course. Maybe
only a single network designer and single network engineer are required, with maybe 2 to
3 people as network operations specialists—not enough for 24x7 coverage with a special-
ist, but close. The Help Desk position may simply require most people to have the same
fundamental networking skill set, depending on the size of the shop. On the other end of
the scale, in the largest companies, the engineering staff might include several depart-
ments of network engineers.

The Design Step

Next, consider the basic workflow when a new network project happens, new sites are
added, or any noticeable change occurs. The network designer begins the process by de-
termining the requirements and creating a plan. That plan typically lists the following:

B The requirements for the project

B The sites affected

m  Sample configurations

®  Results from proof-of-concept testing
B Dependencies and assumptions

B Business requirements, financials, and management commitments

Many other items might be included as well.

After creating the design document, the network designer often uses a peer review process
to refine and confirm the design. The designer cannot simply work in a vacuum, define the
design, and then toss the design document to network engineering to be deployed. In
smaller shops, a peer review may simply be 2 to 3 people standing around a dry erase
board discussing the project. In larger shops, the design peer review probably requires a
thorough written document be distributed before the meeting, with attendance from net-
work engineering, operations, and the Help Desk, and with formal sign-off required.

Implementation Planning Step

The next step in the life of the project occurs when a network engineer takes the approved
design document from the design team and begins planning the implementation of the
project. To do this task, the network engineer must interpret the examples and general
cases described in the design document and develop a very specific implementation plan
that lists all significant tasks and actions by each group and on each device. The design
document, for instance, may show example cases of typical branch offices—a typical
one-router branch, a typical two-router larger branch, a typical district (medium-sized)
site, and so on. The network engineer must then determine what must be done on every
device to implement the project and document those details in an implementation plan.
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For example, imagine this fictitious company plans to deploy IP telephony to the 1000 re-
mote sites. The design document lists the following requirements:

Switches with Power over Ethernet (PoE) at each remote office (switch models listed
in the design doc).

The convention of placing all phones at a site in one VLAN/subnet and all PCs in a
second VLAN/subnet.

VLAN trunking between the switch and the 1 or 2 routers at each remote site.

A particular version and feature set of router IOS on the remote site routers to sup-
port Survivable Remote Site Telephony (SRST).

More aggressive tuning of EIGRP to improve convergence time, particularly by en-
suring both routes from a remote site back into the network core are in the routing
table at the same time.

The design document certainly contains more details than the preceding list, but the list
gives you an idea of the starting point when the network engineer first work on his imple-
mentation plan by reviewing the design document.

After a thorough review of the design, the network engineer then develops an implementa-
tion plan that includes items like the following:

A list of all remote offices, with notations of which require a switch hardware up-
grade (for PoE support) and which do not

Total numbers of switches to be ordered, prices, and delivery schedules

A table that lists the specific VLAN and subnet numbers used at each site for the
phone VLAN/subnet and PC VLAN/subnet

The IP address ranges from each remote site subnet that needs to be added to the
DHCP servers configurations for dynamic assignment

A list of the remote site routers that require a router hardware upgrade to support ei-
ther trunking or the required 10S, including pricing and delivery schedules

A list of remote site routers that do not require a replacement router but do require a
memory upgrade to support the needed IOS

Annotated sample configurations for typical sites, including VLAN trunking to the
switch, SRST, and EIGRP convergence tuning

A reference to the location of the switch and router configuration for every device
that will be configured as part of the project

The preceding list represents the types of items that would be documented in the imple-
mentation plan for this project. The list is certainly not exhaustive but represents a smat-
tering of what might end up in such a plan.

The implementation plan probably has many informal reviews as the network engineer
works through the plan. Additionally, larger shops often have a peer review after the plan
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is more fully developed, with network designers, operations, and fellow network engi-
neers typically included in the review.

Verification Planning Step

The design step tells us “this is what we want to accomplish,” whereas the implementation
planning step tells us “this is exactly what we will do, and when, to accomplish this de-
sign.” With that in mind, the verification plan tells whoever will actually perform the ac-
tions to implement a project how to answer this question:

“Did the actions we took per the implementation plan work?”

The verification plan is used with the actual implementation of the changes in the net-
work. The larger the network, the less likely that the network engineer does any of the im-
plementation work, instead planning the implementation. More often than not, the
operations staff follows the implementation plan, or more specific instructions for each in-
dividual change window, taking the appropriate actions (copying in configurations, for in-
stance). The engineer that implements the changes then uses the verification plan to
determine if the changes met the requirements.

The most important part of the verification plan, at least for being ready to pass the CCNP
exams, identifies what commands confirm whether each key design point was imple-
mented correctly. For example, the section “Implementation Planning Step” earlier in this
chapter briefly describes a project to deploy IP telephony to all remote sites. For that same
project, the following list describes some of the actions listed in the verification plan:

After copy/pasting a remote site’s new router configuration, use the show ip interface
brief command, confirm an up/up state on the two subinterfaces of Fa0/0, and con-
firm the IP addresses match the planning chart in IP address repository.

For each remote site router, use the show ip route command to confirm two routes
exist for each Data Center subnet. See “Data Center Subnet Reference” in the IP ad-
dress repository.

From the WAN edge routers, use the show ip eigrp neighbors detail command, and
find neighbors listed as stub routers. For the routers configured in tonight’s change
window, compare this output to the Stub Router planning table in the implementa-
tion plan, and confirm that the correct remote site routers have been configured as
EIGRP stubs.

Note: The “IP address repository” mentioned in the list does not exist in this chapter; it
just represents the idea that an implementation plan would include some reference to the
location of all subnet/address reference information.

The important part of the verification plan lists the specific commands used, at what point
in the implementation process, and what output should be seen. In practice, this plan
should also include samples of output, spelling out what should be seen when correct, and
what output would tell the operations staff that the change did not work correctly.
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Documenting the Results of the Implementation

Continuing the story of the typical but fictitious company, when a set of changes is at-
tempted during a change window, some documentation must be changed based on the re-
sults. If a different final configuration is used, the implementation documents must be
changed.

Note: This particular step is mentioned mainly because several CCNP ROUTE Exam
Topics refer to the task of documenting the results of the implementation and verification.

Summary of the Role of Network Engineer

The CCNP certification focuses on skills required to do the job of network engineer as
generally described in this chapter. For perspective, then, consider the following list,
which compares and contrasts some of the expectations for CCNP network engineers by
interpreting the CCNP ROUTE Exam Topics:

m  Does not create the design document

m  Does participate in design peer reviews, finding oversights, asking further questions
that impact the eventual implementation, and confirming the portions of the design
that appear complete and valid

m  Does not deploy the configurations off-shift

m  Does plan and document the specific configurations for each device, documenting
those configurations in the implementation plan so that others can add the configura-
tion to various devices

m  Does participate in peer reviews of the implementation plans written by fellow net-
work engineers, finding omissions, caveats, and problems

m  Does not verify that the changes worked as planned when implemented off-shift

m  Does create the verification plan that others use to verify that the changes worked as
planned when implemented off-shift

m  Does perform peer reviews of other engineers’ verification plans

Now that you've had a chance to think generally about the role of the network engineer,
the next section brings the discussion back around to the CCNP ROUTE exam, and how
you should prepare for the exam.

How to Prepare for the Planning Topics on the Exams

Can you create a networking implementation plan for each technology area on the CCNP
exams? Can you create a verification plan for those same technologies? According to the
CCNP Exam Topics, these skills now fall into the scope of topics on the CCNP exams.
However, Cisco can’t reasonably ask you a question as open-ended as “Create an entire
EIGRP implementation plan based on the following design document.” Such a question
would take too much time relative to the typical 1 minute 15 seconds or so average ques-
tion time for a typical Cisco exam.
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Even though the exam may not ask you to literally create a plan, you do need the skills to
perform those same tasks. As with any other exam topic, expect the exam to ask ques-
tions that zero in on a small subset of the required skill.

To prepare for the planning-oriented topics, you do NOT need to learn any more facts
about the technology or commands. The CCNP Exam Topics already cover the technol-
ogy, particularly the configuration, verification, and troubleshooting of the listed tech-
nologies. For the planning-related Exam Topics, however, you do need to think about
those technologies with a slightly different perspective. The question is whether you
could, with only pencil, paper, and a word processor—but definitely without a router or
switch CLI—do the following:

Step 1.  Read design goals extracted from a design document, develop a configuration
that meets those goals, and discover missing information that needs to be
gathered before you can complete the configuration.

Step 2.  Read an extract from the design and implementation plans to determine what
is wrong or missing.

Step 3.  Read a configuration and design goal as stated in an implementation plan, and
create the verification steps that would confirm whether the feature was
working.

Step 4.  Analyze a portion of a verification plan, along with the stated configuration
and design goals, and determine any problems or missing elements in the veri-
fication plan.

Figure 1-1 shows the same concepts, with numbers referencing the preceding steps.

After you have a solid understanding of the configuration and verification commands for a
topic, to prepare for the planning-related Exam Topics, you simply need to take the time to
think about those same topics, but from the perspective of the tasks shown in Figure 1-1.
To that end, this book adds some tools to the end of each chapter. These tools should help
organize your thinking and remind you to take some time to ponder the topics in a chapter
from a design perspective.

The end of most chapters in this book include a new section titled “Planning Preparation”
as part of the broader “Foundation Summary” review section. The “Planning Preparation”
guides you through various aspects of the planning process, focused on the technologies
included in that chapter. All the Planning Preparation tables list some information and give
you the opportunity to complete the tables as an exercise. Appendix F, “Completed Plan-
ning Practice Tables,” found on the CD included with this book, lists completed versions
of the tables for reference. This section uses four different types of tables that mimic some
of the planning and analysis tasks, as described under the next four headings.

Note: You may want to glance at the Planning Preparation tables at the end of Chapter 2,
“EIGRP Overview and Neighbor Relationships,” for perspective as you read through this
chapter.
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Figure 1-1  Planning Tasks for the CCNP Candidate

Planning Preparation: Design Review Table

When in a real design review, a network engineer must look at the requirements and de-
cide what configuration options might be used. The Design Review table in the Planning
Preparation section of most chapters lists design goals that you might see in a design doc-
ument. Your job is to interpret each design goal, think about what features might be used
to reach the goal, and then list those features.

This tool is designed to help you think about the broader view of a network that is typi-
cally seen in design documents.

Planning Preparation: Implementation Plan Peer Review Table

When you attend a real implementation plan peer review, you and other engineers can see
the plan and immediately think of different questions. Those questions may be questions
about the technology—some fact you used to know but forgot, some confusion about
how a command would work given the specific design, or some question about the design
goal that led to the listed configuration.

The Implementation Plan Peer Review table predicts some of the questions that might
come to mind when performing a peer review. Your job with this table is to then answer
the questions. Some questions may be basic, and really meant more for review, whereas
others strive to force you to think about some of the subtleties of the topics in the chapter.
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Create an Implementation Plan Table

The Implementation Plan table is a pure memory aid, but the task fits directly into the
Exam Topics that read “Create a implementation plan.” This tool uses a table
that simply lists the configuration topics from the chapter and asks that you write all re-
lated configuration commands from memory. Although you may not need to memorize
every command and parameter for the exam, this exercise can help you mentally group
commands together, which may aid in questions directed at building implementation plans.

Choose Commands for a Verification Plan Table

This final tool helps you think about verification commands by first thinking of the fact
you need to discover and then choosing the command that lists the fact. Many re-
sources—including Cisco documents, many Cisco authorized courses, and many books
(mine included)—begin with the show commands and then explain the information dis-
played by the command. The reverse order of thinking is required to be prepared to create
a verification plan. You must first decide what facts must be discovered to confirm a fea-
ture is working and then remember which commands supply that information.

This final planning preparation tool lists many of the key individual pieces of information
that matter to the technologies included in that chapter. Your job is to list the commands
that display the requested piece of information.

Background Information on Implementation and
Verification Plans

The last major section of this chapter also discusses the topics of implementation and veri-
fication planning, but with a different twist. So far, this chapter has been focused on how
you might prepare for CCNP exams. This section instead focuses on implementation and
verification planning as an end to themselves.

No Single Plan Style

Upon reading the CCNP ROUTE Exam Topics, and seeing the references to “implementa-
tion plan” and “verification plan,” you might be at least slightly curious to see examples of
such plans. However, no such example implementation plan or verification plan exists in
this book because no one specific type of plan matters to the exam. In fact, the Cisco au-
thorized course for this exam, also called ROUTE, also does not offer a specific type or
style of implementation or verification plan.

Several reasons exist as to why no one type of implementation or verification plan is sug-
gested as the model for preparing for the exams, including the following:

m  Every company does something different, from completely ad-hoc discussions
around a white board to formal reviews and processes.

m  Several standards exist for methodologies that include implementation and verifica-
tion planning, but each uses different terminology, so a single suggested plan format
would implicitly recommend one method or another.
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m  Creating a pseudo-standard example plan for the sake of CCNP was not actually nec-
essary to assess the test-taker’s planning skills.

Typical Elements in an Implementation Plan

Although no one style of plan matters, the types of items inside a plan have some interest
for the exam. It is also useful to know a few terms regarding some of the formalized meth-
ods for implementation planning.

When an IT organization takes the time to require and review a written implementation
plan for a project, those plans still vary in terms of depth and detail. The plan may include
many details about the existing network, or it may rely on other documentation, ignoring
those details in the implementation plan. The plan may list financials, particularly when
hardware and software must be purchased, or it may leave those details out of the plan-
ning document, instead leaving those details for the management team to handle.

Just for perspective, Table 1-1 outlines some of the types of items you might see in a
network implementation plan:

Table 1-1
The existing Router and switch hardware
network: I10S versions and feature sets

RAM and flash in each device
Existing configurations

IP Subnet and Addressing Plan, Assignments, and Conventions

Management:  Personnel and roles, contact information
Assumptions and dependencies
Required management sign-offs

New tools, reporting, status update process

New project Design goals (reference to design doc possibly)
details: Hardware upgrades

Software upgrades

Timelines to make changes

Specific configurations for each device

Migration issues (assuming a subset of sites are implemented in any
one change window)

Network diagrams, possibly for each interim step during a migration

Project Final sign-off requirements
completion: Definitions of success

Submission of revised site documentation, operational procedures,
and any other permanent documentation
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Focus for Implementation Plans for CCNP

Although this sample includes typical elements, the three highlighted elements have some
particular interest in the context of the CCNP exams. The Exam Topics do not state a
general “Create a network project implementation plan,” but rather focuses on a technol-
ogy area. Specifically for CCNP ROUTE, the Exam Topics that mention an implementa-
tion plan specifically focus on EIGRP, OSPF, eBGP, redistribution, path control, and IPv6,
respectively.

For the exam, the highlighted elements in the sample plan represent the most likely items
to be within the scope of the Exam Topics. An EIGRP implementation plan in real life—
say for a migration from RIP-2 to EIGRP—probably includes all the elements listed in the
sample plan. However, because EIGRP is a Cisco I0S Software feature, the likely imple-
mentation plan topics relate to EIGRP configuration, verification, and issues about migrat-
ing from one design to another.

Structured Implementation Planning Methodologies

The Cisco authorized courses for the CCNP track mention a few structured methodolo-
gies that can be used to manage network projects. These methodologies include steps, ter-
minology, and conventions that include the implementation planning, the actual
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implementation, and in some cases, specific items for verification planning. (In some
cases, the verification plan is part of the implementation plan or change management
process.) Table 1-2 lists these methodologies, and a few facts about each, for perspective.

Table 1-2 Project Planning Methodologies

{ Key

Method

Owner

Comment 3, Topic

FCAPS

ISO

Fault, Configuration, Accounting, Performance, and Security: This
standard focuses on network and systems management. Implementa-
tion planning falls into the change management category.

ITIL

Great
Britain

Information Technology Infrastructure Library: A set of best practices
for systems management that has been widely used in the IT industry.
It is managed by the government of Great Britain. www.itil-official-
site.com.

TMN

ITU-T

Telecommunications Management Network: Created by the ITU-T’s
Study Group 4, this ongoing effort defines system management prac-
tices from the ITU. Originally based on FCAPS. www.itu.int.

Cisco
Lifecycle
Services

Cisco

Quoting the Cisco website: “The Cisco Lifecycle Services approach
defines the activities needed to help you successfully deploy and oper-
ate Cisco technologies and optimize their performance throughout the
lifecycle of your network.”

PPDIOO

Cisco

Prepare, Plan, Design, Implement, Operate, Optimize: The popular
acronym for the steps defined by Cisco Lifestyle Services.
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Typical Verification Plan Components

A typical verification plan is much smaller than the implementation plan. The verification
plan often focuses on a specific change made on a specific day, or on a type a change
made repeatedly at different sites over a longer migration period. The following list out-
lines the more common items in a verification plan:

B The specific show and debug commands to be used
B  The specific facts in the output that must be confirmed

B Explanations of why a particular command’s output confirms that a feature is or is
not working

®  Sample command output

B Any data that should be gathered when the output is not correct

Conclusions

The various CCNP ROUTE Exam Topics that require planning and documentation do not
require more technical knowledge, but they do require you to be more comfortable with
the technical topics. The best way to become more comfortable is to have a job in which
you use the features but that you can become very comfortable with the technology
through study as well. For those of you with little experience with the technologies in-
cluded in this book, please take the time to do the exercises in the “Planning Practice” sec-
tions near the end of each chapter—we believe such practice can help you prepare for the
planning perspectives expected to be on the exams.
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This chapter covers the following subjects:

EIGRP CCNA Review: This section reviews the EIGRP con-
cepts, configuration, and verification commands assumed as
prerequisites, specifically those details included in the CCNA
Exam’s coverage of EIGRP.

EIGRP Neighborships: This section discusses a variety of fea-
tures that impact when a router attempts to form EIGRP
neighbor relationships (neighborships), what must be true for
those neighborships to work, and what might prevent those
neighborships.
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Neighborships over WANS: This short section examines the
typical usage of EIGRP neighborships over various types of
WAN technologies.
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CHAPTER 2

EIGRP Overview and Neighbor
Relationships

Enhanced Interior Gateway Routing Protocol (EIGRP) is configured with a few relatively
simple commands. In fact, for most any size network, you could go to every router, con-
figure the router eigrp 1 command, followed by one or more network ner-id subcom-
mands (one for each classful network to which the router is connected), and EIGRP would
likely work, and work very well, with no other configuration.

In spite of that apparent simplicity, here you sit beginning the first of three chapters of
EIGRP coverage in this book. Many reasons exist for the amount of EIGRP material in-
cluded here. First, EIGRP includes many optional configuration features that you need to
both understand and master for the CCNP ROUTE exam. Many of these features require
a solid understanding of EIGRP internals as well—a topic that can be conveniently ignored
if you just do the minimal configuration, but something very important to planning, im-
plementing, and optimizing a medium/large Enterprise network.

Another reason for the depth of EIGRP coverage in this book is due to a fundamental
change in the philosophy of the CCNP exams, as compared with earlier CCNP exam ver-
sions. Cisco has increased the focus on planning for the implementation and verification
of new network designs. The bar has been raised, and in a way that is consistent with typi-
cal engineering jobs. Not only do you need to understand all the EIGRP features, but you
also need to be able to look at a set of design requirements, and from that decide which
EIGRP configuration settings could be useful—and which are not useful. You also must
be able to direct others as to what verification steps would tell them if the implementation
worked or not, rather than just relying on typing a ? and looking around for that little
piece of information you know exists somewhere.

Part IT of this book contains three chapters. This chapter briefly reviews the basics of
EIGRP, and delves into all topics related to how EIGRP routers form neighbor relation-
ships. Chapter 3, “EIGRP Topology, Routes, and Convergence,” then examines many top-
ics related to how EIGRP chooses routes. Chapter 4, “EIGRP Route Summarization and
Filtering,” then moves on to examine route filtering and route summarization, which
closes the discussion of specific EIGRP features.

This chapter in particular begins with the “EIGRP Basics” section, which is a review of the
core prerequisite facts about EIGRP. Following the review, the chapter examines EIGRP
neighbor relationships, including a variety of configuration commands that impact neigh-
bor relationships, and the verification commands that you can use to confirm how well
EIGRP neighbors work.
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“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess if you should read the entire
chapter. If you miss no more than one of these eight self-assessment questions, you might
want to move ahead to the “Exam Preparation Tasks.” Table 2-1 lists the major headings in
this chapter and the “Do I Know This Already?” quiz questions covering the material in
those headings so that you can assess your knowledge of these specific areas. The an-
swers to the “Do I Know This Already?” quiz appear in Appendix A.

Table 2-1 “Do I Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions
EIGRP CCNA Review 1,2

EIGRP Neighborships 3-7
Neighborships over WANs 8

1. A router has been configured with the commands router eigrp 9 and network
172.16.1.0 0.0.0.255. No other EIGRP-related commands have been configured. The
answers list the IP addresses that could be assigned to this router’s Fa0/0 interface.
Which answers list an IP address/prefix length that would cause the router to enable

EIGRP on Fa0/0?
a. 172.16.0.1/23
b. 172.16.1.1/26
c. 172.16.1.1/24
d. 172.16.0.255/23
e. None of the other answers is correct.

2. Router R1 has working interfaces S0/0, S0/1, and S0/2, with IP address/prefix combi-
nations of 10.10.10.1/24, 10.10.11.2/24, and 10.10.12.3/22. RT’s configuration includes
the commands router eigrp 9 and network 10.0.0.0. The show ip eigrp interfaces
command lists S0/0 and S0/1 in the command output, but not S0/2. Which answer
gives the reason for the omission? (Choose two answers.)

a. RI1 has EIGRP neighbors reachable via S0/0 and S0/1, but not via S0/2, so it
is not included.
S0/2 may currently be in a state other than up/up.

The network 10.0.0.0 command requires the use of mask 255.0.0.0 due to
EIGRP being classful by default.

d. S0/2 may be configured as a passive interface.
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3. Routers R1 and R2 are EIGRP neighbors using their Fa0/0 interfaces, respectively. An

engineer adds the ip hello-interval eigrp 9 6 command to R1’s Fa0/0 configuration.

Which of the following is true regarding the results from this change?

The show ip eigrp neighbors command on R1 lists the revised Hello timer.
The show ip eigrp interfaces command on R1 lists the revised Hello timer.

The R1-R2 neighborship fails due to Hello timer mismatch.

e o o @

The show ip eigrp interfaces detail command on R1 lists the revised Hello
timer.

. Routers R1 and R2, currently EIGRP neighbors over their Fa0/0 interfaces (respec-
tively), both use EIGRP authentication. Tuesday at 8 p.m. the neighborship fails.
Which of the following would nor be useful when investigating whether authentica-
tion had anything to do with the failure?

debug eigrp packet

show key chain

o oo

show ip eigrp neighbor failure

d. show clock

. Router R1 has been configured with the commands router eigrp 9 and network
172.16.2.0 0.0.0.255, with no other current EIGRP configuration. R1’s (working)
Fa0/0 interface has been configured with IP address 172.16.2.2/26. R1 has found
three EIGRP neighbors reachable via interface Fa0/0, including the router with IP ad-
dress 172.16.2.20. When the engineer attempts to add the neighbor 172.16.2.20
fa0/0 command in EIGRP configuration mode, which of the following occurs?
Fa0/0 fails.

The command is rejected.

The existing three neighbors fail.

The neighborship with 172.16.2.20 fails and then reestablishes.

None of the other answers is correct.

o o0 5D

. Which of the following settings could prevent two potential EIGRP neighbors from
becoming neighbors? (Choose two answers.)

a. The interface used by one router to connect to the other router is passive in
the EIGRP process.
Duplicate EIGRP router IDs.
Mismatched Hold Timers.

d. IPaddresses of 10.1.1.1/24 and 10.2.2.2/24, respectively.

21
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7. An engineer has added the following configuration snippet to an implementation
planning document. The configuration will be added to Router R1, whose Fa0/0 inter-
face connects to a LAN to which Routers R2 and R3 also connect. R2 and R3 are al-
ready EIGRP neighbors with each other. Assuming the snippet shows all commands
on R1 related to EIGRP authentication, which answer lists an appropriate comment to
be made during the implementation plan peer review?
key chain fred

key 3

key-string whehew

interface fa0/0

ip authentication key-chain eigrp 9 fred

a. The configuration is missing one authentication-related configuration
command.

b. The configuration is missing two authentication-related configuration
commands.
c. Authentication type 9 is not supported; type 5 should be used instead.

d. The key numbers must begin with key 1, so change the key 3 command
to key 1.

8. A company has a Frame Relay WAN with one central-site router and 100 branch of-
fice routers. A partial mesh of PVCs exists: one PVC between the central site and
each of the 100 branch routers. Which of the following could be true about the num-
ber of EIGRP neighborships?

a. A partial mesh totaling 100: one between the central-site router and each of
the 100 branches.

b. A full mesh — (101 * 100) / 2 = 5050-One neighborship between each pair
of routers.

c. 101-One between each router (including the central site) and its nearby
PE router.

d. None of the answers is correct.
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Foundation Topics

EIGRP CCNA Review

All the CCNP exams consider CCNA materials as prerequisites, so the Cisco Press CCNP
Exam Certification Guide series of books also assumes the reader is already familiar with
CCNA topics. However, the CCNP exams do test on features that overlap with CCNA.
Additionally, most people forget some details along the way, so this section reviews the
CCNA level topics as a brief refresher.

To that end, this section begins with a review of EIGRP configuration using only the
router eigrp and network commands. Following that, the next section details the key
fields used to verify that EIGRP is working. Finally, the last part of this introduction sum-
marizes the basic EIGRP internals behind this initial simple example.

Configuration Review

Cisco IOS uses the router eigrp asn command, plus one or more network ner-id wild-
card-mask subcommands, to enable EIGRP on the router and on router interfaces. The
rules for these commands are as follows:

1. Neighboring routers’ router eigrp asn commands must be configured with the same
ASN parameter to become neighbors.

2. 10S enables only EIGRP on interfaces matched by an EIGRP network command.
When enabled, the router does the following:
a. Attempts to discover EIGRP neighbors on that interface by sending multicast EIGRP
Hello messages
b. Advertises to other neighbors about the subnet connected to the interface

3. If no wildcard-mask is configured on the EIGRP network command, the command’s
single parameter should be a classful network number (in other words, a class A, B, or
C network number).

4. If no wildcard-mask is configured on the EIGRP network command, the command
enables EIGRP on all of that router’s interfaces directly connected to the configured
classful network.

5. If the network command includes a wildcard-mask, the router performs access con-
trol list (ACL) logic when comparing the net-id configured in the network command
with each interface’s IP address, using the configured wildcard-mask as an ACL wild-
card mask.

Example 2-1 shows a sample configuration for each router in Figure 2-1, with several varia-
tions in the network commands to make the details in the preceding list more obvious.

{ Key
i Topic
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Note: All IP addresses begin with 10.1 unless otherwise noted.
Figure 2-1 Three Router Internetwork

Example 2-1 EIGRP Configuration on Routers R1, R2, and R3

! On Router Ri: !ltibbbrrrrprrrrrrrprrrrrrrrrbrrrrrriinnd
router eigrp 1

network 10.0.0.0

network 192.168.9.0

! On Router R2: !llirtrrrrrrrrrrerrrrrrrerrrrrrrrrrrrrrt!
router eigrp 1

network 10.1.0.0 0.0.31.255

network 10.1.2.2 0.0.0.0

! On Router R3: !ltibrrrrrrrrrrrrrrerrrrrrprrpirrprrinn!
router eigrp 1
network 10.1.0.0 0.0.255.255

First, note that all three routers use the router eigrp 1 command, so all three routers’ ASN
values match.

Next, consider the two network commands on R1. The network 10.0.0.0 command, with-
out a wildcard-mask parameter, means that R1 matches all interface in class A network
10.0.0.0—which in this case means R1’s Fa0/0, S0/0/0, and S0/0/1 interfaces. The network
192.1689.0 command, again without a wildcard, matches interface Fa0/1.

On R2, the network 10.1.0.0 0.0.31.255 command requires a little more thought. The
router uses the 0.0.31.255 value—the wildcard (WC) mask—just like an ACL WC mask.
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IOS compares the 10.1.0.0 value with each interface IP address, but only for the bit posi-
tions for which the WC mask lists a binary 0. For example, 0.0.31.255 represents 19 binary
0s, followed by 13 binary 1s, so R2 would compare the first 19 bits of 10.1.0.0 with the
first 19 bits of each interface’s IP address. (Note that Appendix B lists a binary/decimal
conversion table.)

Two features of the mechanics of the network command require a little extra attention.
First, IOS may convert the address portion of the network address wc-mask command
before putting the command into the running-config. Just as IOS does for the address/WC
mask combinations for the access-list command, 1OS inverts the WC mask and then per-
forms a Boolean AND of the address and mask. For example, if you type the network
10.1.1.1 0.0.255.255 command, IOS inverts the WC mask (to 255.255.0.0), ANDs this
value with 10.1.1.1, resulting in 10.1.0.0. As a result, IOS stores the command network
10.1.0.0 0.0.255.255.

The second feature is that when you know for sure the values in the network command,
you can easily find the range of interface addresses that match the address/WC mask
combination in the network command. The low end of the range is the address as listed in
the network command. To find the high end of the range, just add the address and WC
mask together. For example, the network 10.1.0.0 0.0.31.255 command has a range of
10.1.0.0 through 10.1.31.255. (Note that the math suggested in this paragraph does not
work when the wildcard mask does not have a single string of consecutive binary 0s fol-
lowed by a single string of consecutive binary 1s.)

Finally, on R3, the network 10.1.0.0 0.0.255.255 command tells R3 to enable EIGRP on
all interfaces whose IP addresses begin with 10.1, which includes all three interfaces on
R3, as shown in Figure 2-1.

Taking a step back from the details, this config has enabled EIGRP, with ASN 1, on all
three routers, and on all interfaces shown in Figure 2-1—except one interface. R2’s Fa0/1
interface is not matched by any network commands on R2, so EIGRP is not enabled on
that interface. The next section reviews the commands that can be used to confirm that
EIGRP is enabled, the interfaces on which it is enabled, the neighbor relationships that
have been formed, and which EIGRP routes have been advertised and learned.

Verification Review

Even before starting to configure the routers, an engineer first considers all requirements.
Those requirements lead to a design, which in turn leads to a chosen set of configuration
commands. Then, the verification process that follows must consider the design require-
ments. The goal of verification is to determine that the internetwork works as designed,
not just that some EIGRP routes have been learned.

For the purposes of this section, assume that the only design goal for the internetwork in
Figure 2-1 is that EIGRP be used so that all routers have routes to reach all subnets shown
in the figure.

To verify such a simple design, an engineer should start by confirming on which interfaces
EIGRP has been enabled on each router. The next step should be to determine if the
EIGRP neighbor relationships that should occur are indeed up and working. Then, the

25
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EIGRP topology table should be examined to confirm that there is at least one entry for
each subnet or network in the design. Finally, the IP routes on each router should be ex-
amined, confirming that all routes are known. To that end, Table 2-2 summarizes five key
show commands that provide the information to answer these questions:

Note: The table mentions some information that is covered later in this chapter (passive
interfaces) or in other chapters (successor/feasible successors).

Example 2-2 shows samples of each command listed in Table 2-2. Note that the output
highlights various samples of items that should be verified: the interfaces on which EIGRP
is enabled, the known neighbors, the subnets in the topology table, and the EIGRP routes.

Table 2-2 Key EIGRP Verification Commands

{ Key -
i Topic Command Key Information

show ip eigrp interfaces  Lists the working interfaces on which EIGRP is enabled (based on
the network commands); it omits passive interfaces.

show ip protocols Lists the contents of the network configuration commands for
each routing process, and a list of neighbor IP addresses.

show ip eigrp neighbors  Lists known neighbors; does not list neighbors for which some
mismatched parameter is preventing a valid EIGP neighbor rela-
tionship.

show ip eigrp topology  Lists all successor and feasible successor routes known to this
router. It does not list all known topology details. (See Chapter 3
for more detail on successors and feasible successors.)

show ip route Lists the contents of the IP routing table, listing EIGRP-learned
routes with a code of D on the left side of the output.

Example 2-2 EIGRP Verification on Routers R1, R2, and R3

! On Router R1: !libttrrrrprrrrrrrprrrrrrrprrrrrrreirrriet
R1#show ip eigrp interfaces
IP-EIGRP interfaces for process 1

Xmit Queue Mean Pacing Time Multicast Pending
Interface Peers Un/Reliable SRTT Un/Reliable Flow Timer Routes
Fa0/0 0 0/0 0 0/1 0 0
Se0d/0/0 1 o/0 25 0/15 123 0
Sed/0/1 1 o/0 23 0/15 111 0
Fa0/1 0 0/0 0 0/1 0 0
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! On Router R2: lliltrribrrrrrrrrrrrrprrrrrrrrrirrrrreind
R2#show ip protocols
Routing Protocol is "eigrp 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Default networks flagged in outgoing updates
Default networks accepted from incoming updates
EIGRP metric weight Ki=1, K2=0, K3=1, K4=0, K5=0
EIGRP maximum hopcount 100
EIGRP maximum metric variance 1
Redistributing: eigrp 1
EIGRP NSF-aware route hold timer is 240s
Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:

10.1.2.2/32
10.1.0.0/19

Routing Information Sources:
Gateway Distance Last Update
10.1.12.1 90 00:19:36
10.1.23.1 90 00:19:36

Distance: internal 90 external 170
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! On Router R3: !lllrftrirrrrrrrrrrrrrrrrrrrrrrrrrrrrritt
R3#show ip eigrp neighbors
IP-EIGRP neighbors for process 1

H  Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

1 10.1.23.2 Sed/0/1 11 00:19:53 31 200 0 6

0 10.1.13.1 Sed/0/0 10 00:19:53 32 200 0 6

! On Router R2: !lllitiirrrrrrrrrrrrrrrrrrrrrrrrrrrrreetnt
R2#show ip eigrp topology
IP-EIGRP Topology Table for AS(1)/ID(10.1.222.2)

Codes:

P 10.1.13.0/30, 2 successors, FD is 2681856

P 10.1.12.0/30, 1 successors, FD is 2169856

P 10.1.3.0/26, 1 successors, FD is 2172416

P 10.1.2.0/25, 1 successors, FD is 28160

P

r -

- Passive, A - Active, U - Update, Q - Query, R - Reply,
reply Status, s - sia Status

via 10.1.23.1 (2681856/2169856), Seriald/0/0

via 10.1.12.1 (2681856/2169856), Serial®/0/1

via Connected, Serial@/0/1

via 10.1.23.1 (2172416/28160), Seriald/0/0

via Connected, FastEthernet0/0
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P 10.1.1.0/24, 1 successors, FD is 2172416

via 10.1.12.1 (2172416/28160), Seriald/0/1

P 10.1.23.0/30, 1 successors, FD is 2169856

via Connected, Serial0/0/0

P 192.168.9.0/24, 1 successors, FD is 2172416

via 10.1.12.1 (2172416/28160), Seriald/0/1

D

o O

O O o o

! On Router R3: !lllirrrrrrrrrrrrrrrrrrrrrrrerrrrrrrrrnny
R3#show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

192.168.9.0/24 [90/2172416] via 10.1.13.1, 00:19:55, Serial@/0/0
10.0.0.0/8 is variably subnetted, 6 subnets, 4 masks
10.1.13.0/30 is directly connected, Serial@/0/0
10.1.12.0/30 [90/2681856] via 10.1.23.2, 00:19:55, Serial@/0/1
[90/2681856] via 10.1.13.1, 00:19:55, Serial@/0/0
10.1.3.0/26 is directly connected, FastEthernetd/0
10.1.2.0/25 [90/2172416] via 10.1.283.2, 00:19:55, Serial0@/0/1
10.1.1.0/24 [90/2172416] via 10.1.13.1, 00:19:55, Serial@/0/0
10.1.23.0/30 is directly connected, Serial@/0/1

To verify the interfaces on which EIGRP is enabled, both the show ip eigrp interfaces
command (shown on R1), and the show ip protocols command (shown on R2) list the in-
formation. Later in this chapter, in the “Preventing Unwanted Neighbors Using Passive In-
terfaces” section, the discussion around the passive-interface EIGRP configuration
subcommand shows an example of how one command lists passive EIGRP interfaces, and
the other does not. For this example, look at the list of interfaces in R2’s show ip proto-
cols command output: S0/0/0, S0/0/1, and FA0/0 are listed, but Fa0/1—unmatched by any
of R2’s network commands—is not.

In this design, each router should form a neighbor relationship with the other two routers,
in each case over a point-to-point serial link. The show ip eigrp neighbors command (on
R3) confirms R3’s neighbors.

Finally, one design goal was for all routers to have routes for all subnets/networks. You
could move on to the show ip route command or first look for all prefixes in the show ip
eigrp topology command. With relatively general requirements, just looking at the IP
routing table is fine. The example highlights R3’s topology data and IP route for subnet
10.1.1.0/24. Of more interest might be the fact that the show ip route command output on
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R3 lists all subnet/network numbers except one: subnet 10.1.22.0/27. This subnet exists off
R2’s Fa0/1 interface, which is the interface on which EIGRP has not yet been enabled.

Internals Review

To complete the review of prerequisite CCNA-level EIGRP knowledge, this section looks
at a few of the internals of EIGRP. Some of the facts listed here simply need to be memo-
rized, whereas other topics will be discussed in more detail in the next several chapters.

EIGRP follows three general steps to add routes to the IP routing table, as follows:

Step 1.  Neighbor discovery: EIGRP routers send Hello messages to discover potential
neighboring EIGRP routers and perform basic parameter checks to determine

which routers should become neighbors.

Step 2. Topology Exchange: Neighbors exchange full topology updates when the
neighbor relationship comes up, and then only partial updates as needed based

on changes to the network topology.

Step 3.  Choosing Routes: Each router analyzes their respective EIGRP topology ta-

bles, choosing the lowest-metric route to reach each subnet.

Because the majority of the rest of this chapter examines EIGRP neighborships, this re-
view section skips any discussion of EIGRP neighbors, instead focusing on the second
and third items in the preceding list.

Exchanging Topology Information

Each of these steps may cause a router to update one of three key tables used by EIGRP.
First, the EIGRP neighbor table lists the neighboring routers. Second, the EIGRP topology
table holds all the topology information learned from EIGRP neighbors. Finally, EIGRP
chooses the best IP routes and places those into the IP routing table. (Table 2-2 earlier in
this chapter lists the show commands that can be used to examine these tables.) EIGRP
routers follow the process shown in Figure 2-2 to build the necessary information in these
tables, with the end goal of populating the IP routing table.

| Neighbor Discovery (Hello) |
P —

| Full Routing Update |
E——

| Continuous Hellos |
P —

Partial Updates (Status Changes
and New Subnet Info)

—_—

| Neighbor Discovery (Hello) |
P —

Reliable

< Reliable 1 gy Routing Update |
4—

Update

| Continuous Hellos |
<«

Partial Updates (Status Changes
and New Subnet Info)
P

Figure 2-2 EIGRP Discovery and Update Process
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EIGRP uses Update messages to send topology information to neighbors. These Update
messages can be sent to multicast IP address 224.0.0.10 if the sending router needs to up-
date multiple routers on the same subnet. Unlike OSPF, there is no concept of a designated
router (DR) or backup designated router (BDR), but the use of multicast packets on LANs
allows EIGRP to exchange routing information with all neighbors on the LAN efficiently.

The update messages are sent using the Reliable Transport Protocol (RTP). The signifi-
cance of RTP is that, like OSPF, EIGRP resends routing updates that are lost in transit. By
using RTP to guarantee delivery of the EIGRP messages, EIGRP can better avoid loops.

Note: The acronym RTP also refers to a different protocol, Real-time Transport Protocol
(RTP), which is used to transmit voice and video IP packets.

Neighbors use both full routing updates and partial updates as depicted in Figure 2-2. A
full update means that a router sends information about all known routes, whereas a par-
tial update includes only information about recently changed routes. Full updates occur
when neighbors first come up. After that, the neighbors send only partial updates in reac-
tion to changes to a route.

Calculating the Best Routes for the Routing Table

EIGRP topology information includes the subnet number and mask, along with the com-
ponents of the EIGRP composite metric. Each router then calculates an integer metric for
each route, using the individual values of the EIGRP metric components listed in the
EIGRP topology database. By default, EIGRP only uses the bandwidth and delay settings
when calculating the metric. Optionally, the calculation can also include interface load and
interface reliability, although Cisco recommends against using either.

Note: Past documents and books often stated that EIGRP, and its predecessor IGRP, also
could use MTU as a part of the metric, but MTU cannot be used and was never considered
as part of the calculation. However, the MTU is listed in the EIGRP Update messages.

EIGRP calculates the metric for each possible route by inserting the values of the com-
posite metric into a formula. If the choice is made to just use the default parameters of
bandwidth and delay the formula is as follows:

107
Metric = || ——
least-bandwidth

+ cumulative-delay) *256

In this formula, the term least-bandwidrh represents the lowest-bandwidth link in the route,
using a unit of kilobits per second. For instance, if the slowest link in a route isa 10 Mbps
Ethernet link, the first part of the formula is 107 / 10*, because 10 Mbps equals 10,000 Kbps,
or 10* Kbps. You use 10*in the formula because 10 Mbps is equal to 10,000 kbps (10* kbps).
The cumulative-delay value used by the formula is the sum of all the delay values for all
links in the route, with a unit of “tens of microseconds.” You can set both bandwidth and de-
lay for each link, using the bandwidth and delay interface subcommands.
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Table 2-3 summarizes some of the key facts about EIGRP.

This completes the CCNA-level EIGRP review. The rest of this chapter now examines
EIGRP neighbor relationships.

Table 2-3 EIGRP Feature Summary

Feature

Description

Transport

IP, protocol type 88 (does not use UDP or TCP).

Metric

Based on constrained bandwidth and cumulative delay by de-
fault, and optionally load and reliability.

Hello interval

Interval at which a router sends EIGRP Hello messages on an
interface.

Hold Timer

Timer used to determine when a neighboring router has failed,
based on a router not receiving any EIGRP messages, including
Hellos, in this timer period.

Update destination address

Normally sent to 224.0.0.10, with retransmissions being sent to
each neighbor’s unicast IP address. Can also be sent to the
neighbor’s unicast IP address.

Full or partial updates

Full updates are used when new neighbors are discovered; oth-
erwise, partial updates are used.

Authentication Supports MD5 authentication only.

VLSM/classless EIGRP includes the mask with each route, also allowing it to
support discontiguous networks and VLSM.

Route Tags Allows EIGRP to tag routes as they are redistributed into

EIGRP.

Next-hop field

Supports the advertisement of routes with a different next-hop
router than the advertising router.

Manual route summarization

Allows route summarization at any point in the EIGRP net-
work.

Automatic Summarization

EIGRP supports, and defaults to use, automatic route summa-
rization at classful network boundaries.

Multiprotocol

Supports the advertisement of IPX and AppleTalk routes, and
IP Version 6, which is discussed in Chapter 17 of this book.

{ Key
i Topic
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EIGRP Neighborships

Like OSPE, EIGRP uses three major steps to achieve its goal of learning the best available
loop-free routes:

Step 1.  Establish EIGRP neighbor relationships—neighborships—with other routers
that share a common subnet.

Step 2.  Exchange EIGRP topology data with those neighbors.

Step 3.  Calculate the currently best IP route for each subnet, based on the known
EIGRP topology data, and add those best routes to the IP routing table.

This three-step process hinges on the first step—the successful creation of neighbor rela-
tionships between EIGRP routers. The basic EIGRP configuration described earlier in this
chapter, particularly the network command, most directly tells EIGRP on which interfaces
to dynamically discover neighbors. After EIGRP neighborships have been formed with
neighboring routers that are reachable through those interfaces, the final two steps occur
without any additional direct configuration.

EIGRP dynamically discovers neighbors by sending EIGRP Hello messages on each
EIGRP-enabled interface. When two routers hear EIGRP Hello messages from each other,
they check the EIGRP parameters listed in those messages and decide whether the two
routers should or should not become neighbors.

The rest of this section focuses on topics related to EIGRP neighborship, specifically:

m  Manipulating EIGRP Hello and Hold Timers

m  Controlling whether routers become neighbors by using either passive interfaces or
statically defined neighbors

m  Authenticating EIGRP neighbors

m  Examining configuration settings that can prevent EIGRP neighborships

Manipulating EIGRP Hello and Hold Timers

The word convergence defines the overall process by which routers notice internetwork
topology changes, communicate about those changes, and change their routing tables to
contain only the best currently working routes. EIGRP converges very quickly even with
all default settings.

One of the slower components of the EIGRP convergence process relates to the timers
EIGRP neighbors use to recognize that the neighborship has failed. If the interface over
which the neighbor is reachable fails, and I0OS changes the interface state to anything other
than “up/up”, then a router immediately knows that the neighborship should fail. However,
in some cases, the interface state may stay “up/up” during times when the link may not be
usable. In such cases, EIGRP convergence relies on the Hold Timer to expire, which by de-
fault on LANs means a 15-second wait. (The default EIGRP hold time with
interfaces/subinterfaces with a bandwidth of T1 or slower, with encapsulation of Frame
Relay, is 60 seconds.)
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The basic operation of these two timers is relatively simple. EIGRP uses the Hello mes-
sages in part as a confirmation that the link between the neighbors still works. If a router
does not receive a Hello from a neighbor for one entire Hold time, that router considers
the neighbor to have failed. For example, with a default LAN setting of Hello of 5, and
Hold of 15, the local router sends Hellos every 5 seconds. The neighbor resets its down-
ward-counting Hold Timer to 15 upon receiving a Hello from that neighbor. Under normal
operation on a LAN, with defaults, the Hold Timer for a neighbor would vary from 15,
down to 10, and then be reset to 15. However, if the Hellos were no longer received for 15
seconds, the neighborship would fail, driving convergence.

To optimize convergence, an engineer could simply reduce the Hello and Hold Timers, ac-
cepting insignificant additional overhead, in return for shorter convergence times. These
settings can be made per interface/subinterface, and per EIGRP process.

Note: Although expected to be outside the scope of CCNP, EIGRP can also use the Bi-
directional Forwarding Detection (BFD) feature that provides a means for subsecond detec-
tion of a failure in IP connectivity between two neighboring routers.

Configuring the Hello/Hold Timers

Most design engineers would normally choose Hello/Hold Timers that match on all router
interfaces on a subnet. However, these settings do not have to match. More interestingly,
by setting the Hello and Hold Timers to nondefault values, you can see some oddities
with the configuration of these values.

For example, consider four WAN distribution routers, as shown in Figure 2-3. These routers
may each have a number of Frame Relay PVCs to remote branches, or multiple MPLS VPN
connections to branches. However, to communicate with each other and with data centers at
the home office, these four routers connect via a core VLAN/subnet. Note that the design
shows routers, rather than Layer 3 switches, but the concept applies the same in either case.

To Data Centers

\ ST s )
R1 W Fa0/i 2024 L
/ Faoril Ro

To Branches

\ To Branches
> 324

/\

r3 WFa0/i 4/24

Fa0/1 R4 ‘

/\

Note: All IP addresses begin with 172.16.1

Figure 2-3 Four WAN Distribution Routers on the Same VLAN/Subnet
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A design that hoped to speed EIGRP convergence might call for setting the Hello and
Hold Timers to 2 and 6, respectively. (The Hold Timer does not have to be three times the
Hello timer, but the 3:1 ratio is a reasonable guideline.) However, to make an important
point about operation of the configuration commands, Example 2-3 sets only R1’s Fa0/1
timers to the new values. Note that in this case, EIGRP has already been configured on all
four routers, using ASN 9.

Example 2-3 EIGRP Hello and Hold Timer Configuration—R1

interface Fastethernet0/1
ip hello-interval eigrp 9 2

ip hold-time eigrp 9 6

A couple of interesting points can be made about the operation of these seemingly simple
commands. First, these two settings can be made per interface/subinterface, but not per
neighbor. In Figure 2-3, the Example 2-3 configuration then applies on R1 for all three
neighbors reachable on interface Fa0/1.

The second interesting point about these commands is that one parameter (the Hello inter-
val) tells R1 what to do, whereas the other (the Hold Timer) actually tells the neighboring
routers what to do. As shown in Figure 2-4, ip hello-interval eigrp 9 2 interface subcom-
mand tells R1 to send Hellos every 2 seconds. However, the ip hold-time eigrp 9 6 inter-
face subcommand tells R1, again for the EIGRP process with ASN 9, to tell its neighbors
to use a Hold Timer of 6 for their respective neighbor relationships with R1. In short, the
EIGRP Hello message sent by R1 announces the Hold Timer that other routers should use
in the neighbor relationship with R1. Figure 2-4 shows the same idea in graphical form.

Note: 10S does not prevent you from making the unfortunate configuration choice of
setting the Hold timer to a value smaller than the Hello interval. In such a case, the neigh-
borship repeatedly fails and recovers, flapping routes in and out of the routing table.

Verifying the Hello/Hold Timers

Interestingly, finding the settings for the Hello interval and Hold time requires more effort
than simply using a show command. A router’s Hello timer can be seen with the show ip
eigrp interface rype number detail command, but this command does not display a
router’s Hold Timer on the interface. You can of course look at a router’s configuration,
but the show running-config command may not be available to you on some question
types on the ROUTE exam. However, if you have access to only user mode, you can typi-
cally make a good guess as to the settings by repeatedly using the show ip eigrp neigh-
bors command. This command shows the current value of the Hold Timer for each
neighbor. By repeating the command during times when everything is working, and ob-
serving the range of values, you should be able to infer each router’s Hello and Hold Timer
settings.

Example 2-4 shows examples of the command output on R1, R2, and R3. Note that the
Hello and Hold Timer settings on R1 are all between 10—15 seconds, because the timers
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Figure 2-4 R1 Announcing New Hello and Hold Timers

on R2, R3, and R4 all still default to 5 and 15 seconds, respectively. R2’s neighborship
with R1 lists a Hold Timer of 4, which is within the expected range from 6 to 4 seconds
remaining.

Example 2-4 Demonstration that R2 and R3 Use RI’s Configured Hold Timer

! On Router Ri: !tiftirrirrrrrrrrprprrrrrrrrrrrrrrrirnnt
Ri#show ip eigrp interfaces detail fa@/1
IP-EIGRP interfaces for process 9

Xmit Queue Mean Pacing Time Multicast Pending
Interface Peers Un/Reliable SRTT Un/Reliable Flow Timer Routes
Fao/1 3 0/0 535 0/1 50 0

Hello interval is 2 sec

Next xmit serial <none>

Un/reliable mcasts: @/1 Un/reliable ucasts: 4/9

Mcast exceptions: 1 CR packets: 1 ACKs suppressed: 1
Retransmissions sent: 2 Out-of-sequence rcvd: 0
Authentication mode is not set

Use multicast

Ri#show ip eigrp neighbors
IP-EIGRP neighbors for process 9
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H  Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

2 172.16.1.4 Fao/1 11 00:03:17 1596 5000 O 7

1 172.16.1.8 Fao/1 11 00:05:21 1 200 0 5

0 172.16.1.2 Fao/1 13 00:09:04 4 200 0 2

|

On Router R2: !littriirrrrrrrrrrrrrrrerrrrprrrirrrrirtey
R2#show ip eigrp neighbors
IP-EIGRP neighbors for process 9

H  Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

2 172.16.1.4 Fao/1 11 00:03:36 4 200 0 6

1 172.16.1.8 Fao/1 11 00:05:40 12 200 0 4

0 172.16.9 .1 Fao/1 4 00:09:22 1 200 0 2

|

On Router R3: !ltrrrrrrrrrrrrrrrrerrerrrprrrrrrrrrinrn!
R3#show ip eigrp neighbors
IP-EIGRP neighbors for process 9

H  Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

2 172.16.1.4 Fao/1 11 00:03:40 4 200 0 5

1 172:16.9 .1 Fao/1 5 00:05:44 1278 5000 0 4

0 172.16.1.2 Fao/1 13 00:05:44 1277 5000 0 4

Preventing Unwanted Neighbors Using Passive Interfaces

When an EIGRP network configuration subcommand matches an interface, EIGRP on
that router does two things:

Step 1.  Attempts to find potential EIGRP neighbors by sending Hellos to the
224.0.0.10 multicast address

Step 2.  Advertises about the subnet connected to that interface

In some cases, however, no legitimate EIGRP neighbors may exist off an interface. For ex-
ample, consider the small internetwork of Figure 2-5, with three routers, and with only
one router connected to each LAN interface. Each router needs to advertise about the
subnets connected to their various FastEthernet interfaces, but at the same time, there is
no benefit to multicast EIGRP Hellos on those interfaces because only one router con-
nects to each LAN.

The network designer may reasonably choose to limit EIGRP on those interfaces that have
no legitimate EIGRP neighbors. However, the subnets connected to those same interfaces
also typically need to be advertised by EIGRP. For example, subnet 10.1.1.0/24, off R1’s
Fa0/0 interface, still needs to be advertised by EIGRP, even though R1 should never find
an EIGRP neighbor on that interface.
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Figure 2-5 LAN Interfaces That Benefit from the Passive Interface Feature

Given such a requirement—to advertise about the subnet, but disallow EIGRP neighbor- K -
. . . . . . . . { Ke
ships on the interface—an engineer has two main configuration options to add to the im-  § To;‘),ic

plementation plan:

Step 1.  Enable EIGRP on the interface using the EIGRP network command, but tell
the router to not send any EIGRP messages on the interface by making the in-
terface passive (using the passive-interface command).

Step 2. Do not enable EIGRP on the interface, and advertise about the connected
route using route redistribution (and the redistribute connected configuration
command).

The first option relies on the passive interface feature—a feature specifically created with
this design requirement in mind. When an interface is passive, EIGRP does not send any
EIGRP messages on the interface—multicasts or EIGRP unicasts—and the router ignores
any EIGRP messages received on the interface. However, EIGRP still advertises about the
connected subnets if matched with an EIGRP network command. As a result, the first op-
tion in the preceding list directly meets all design requirements. It has the added advantage
of being very secure in that no EIGRP neighborships are possible on the interface.

The second option—redistributing connected subnets—also works, but frankly it is the
less preferred option in this case. The passive interface option clearly meets the require-
ment, plus the redistribution process means that EIGRP advertises the connected route as
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an external EIGRP route, which could cause problems in some cases with multiple redis-
tribution points between routing domains (as discussed in Chapter 10, “Advanced IGP
Redistribution™).

The configuration of passive-interface itself is somewhat straightforward. To configure
the passive-interface option, these three routers could be configured as follows in
Example 2-5.

Example 2-5 Configuration of passive-interface Commands on R1, R2, and R3

! On Router Ri: !ltrbbbrrrrprrrrrrrprrrrrrrrrirrrrrrrind
router eigrp 1

passive-interface fastethernet0/0

passive-interface fastethernet@/1

network 10.0.0.0

network 192.168.9.0

! On Router R2: !litrrrrrrrrrrrerrrrrrrerrrrrrrrrrrrrrt!
router eigrp 1

passive-interface default

no Passive-interface serial0/0/0

no Passive-interface serial0/0/0

network 10.0.0.0

! On Router R3: !litrrrrrrrrrrrerrrrrrrrrrrrrrerrrrrrrtd
router eigrp 1

passive-interface fastethernet0/0

network 10.0.0.0

RT’s configuration lists two passive-interface commands, one per LAN interface. As a re-
sult, R1 no longer sends EIGRP messages at all on these two interfaces, including the mul-
ticast EIGRP Hellos used to discover neighbors.

R2’s configuration uses a slightly different option: the passive-interface default com-
mand. This command essentially changes the default for an interface from not being pas-
sive to instead being passive. Then, to make an interface not passive, you have to use a no
version of the passive-interface command for those interfaces.

Two commands help to verify that the passive interface design is working properly. First,
the show ip eigrp interfaces command omits passive interfaces, listing the nonpassive in-
terfaces matched by a network command. Alternatively, the show ip protocols command
explicitly lists all passive interfaces. Example 2-6 shows samples of both commands on R2.


http://www.careercert.info

www.CareerCert.info

Chapter 2: EIGRP Overview and Neighbor Relationships 39

Example 2-6 Verifying the Results of passive-interface on R2

R2#show ip eigrp interfaces
IP-EIGRP interfaces for process 1

Xmit Queue Mean Pacing Time Multicast

Interface Peers Un/Reliable SRTT Un/Reliable Flow Timer
Sed/0/0 1 0/0 32 0/15 159
Sed/0/1 1 0/0 1290 0/15 6443

R2#show ip protocols
Routing Protocol is "eigrp 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Default networks flagged in outgoing updates
Default networks accepted from incoming updates
EIGRP metric weight Ki1=1, K2=0, K3=1, K4=0, K5=0
EIGRP maximum hopcount 100
EIGRP maximum metric variance 1
Redistributing: eigrp 1
EIGRP NSF-aware route hold timer is 240s
Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:

10.0.0.0

Passive Interface(s):
FastEthernet0/0
FastEthernet@/1

Routing Information Sources:
Gateway Distance Last Update
10.1.12.1 90 00:00:39
10.1.23.1 90 00:00:39

Distance: internal 90 external 170

Pending
Routes

Controlling Neighborships Using EIGRP Authentication

EIGRP authentication causes routers to authenticate every EIGRP message. To do so, the
routers should use the same preshared key (PSK), generating an MD5 digest for each
EIGRP message based on that shared PSK. If a router configured for EIGRP authentica-
tion receives an EIGRP message, and the message’s MD5 digest does not pass the authen-
tication checking based on the local copy of the key, the router silently discards the
message. As a result, when authentication fails, two routers cannot become EIGRP neigh-

bors, because they ignore the EIGRP Hello messages.

From a design perspective, EIGRP authentication helps prevent denial of service (DoS) at-
tacks, but it does not provide any privacy. The EIGRP messages can be read by the device
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that physically receives the bits. Note that on LANSs, the updates flow to the 224.0.0.10
multicast IP address, so any attacker could join the 224.0.0.10 multicast group and read the
packets. However, authentication prevents attackers from forming neighborships with le-
gitimate routers, preventing the advertisement of incorrect routing information.

Next, this section examines EIGRP authentication configuration generically, followed by a
deeper look at the time-based authentication configuration settings, and finally showing
an example of EIGRP authentication configuration.

EIGRP Authentication Configuration Checklist

The EIGRP authentication configuration process requires several commands, which are
summarized as follows:

Step 1.  Create an (authentication) key chain:
Create the chain and give it a name with the key chain name global command
(also puts the user into key chain config mode). The name does not have to
match on the neighboring routers.

Create one or more key numbers using the key number command in key
chain configuration mode. The key numbers do not have to match on the
neighboring routers.

Define the authentication key’s value using the key-string value command in
key configuration mode. The key strings must match on the neighboring routers.

(Optional) Define the lifetime (time period) for both sending and accepting
each key string.

Step 2.  Enable EIGRP MD5 authentication on an interface, for a particular EIGRP
ASN, using the ip authentication mode eigrp asn md5 interface subcommand.

Step 3.  Refer to the correct key chain to be used on an interface using the ip authenti-
cation key-chain eigrp asn name-of-chain interface subcommand.

The configuration at Step 1 is fairly detailed, but Steps 2 and 3 are relatively simple. Essen-
tially, IOS configures the key values separately (Step 1) and then requires an interface sub-
command to refer to the key values. To support the ability to have multiple keys, and even
multiple sets of keys, the configuration includes the concept of a key chain and multiple
keys on each key chain.

Key Chain Time-Based Logic

The key chain configuration concept, as outlined in Step 1, allows the engineer to migrate from
one key value to another over time. Just like a real key chain that has multiple keys, the IOS key
chain concept allows the configuration of multiple keys—each identified with a number. If no
lifetime has been configured for a key; it is considered to be valid during all time frames. How-
ever, when a key has been defined with a lifetime, the key is valid only during the valid lifetime.

The existence of multiple keys in a key chain, and the existence of valid lifetimes for each
key, can cause some confusion about when the keys are used. The rules can be summa-
rized as follows:

m  Sending EIGRP messages: Use the lowest key number among all currently valid keys.

B Receiving EIGRP message: Check the MD5 digest using ALL currently valid keys.
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For example, consider the case shown in Figure 2-6. The figure represents the logic in a
single router, Router R1, both when receiving and sending EIGRP messages on the right.
The figure shows a key chain with four keys. All the keys have lifetimes configured. Key
T’s lifetime has passed, making it invalid. Key 4’s lifetime has yet to begin, making it in-
valid. However, keys 2 and 3 are both currently valid.

Key Chain o
i Key
carkeys i Topic

1 Invalid: Valid-time has passed.

/MDE’_)—)

.. — 7 Fa0/0
Valid? *+ T
. R1
3 Valid <l
-*MD5 <€— [EIGRP,

4 Invalid: Valid-time is in future.

Figure 2-6 EIGRP’s Usage of Authentication Keys

Figure 2-6 shows that the EIGRP message sent by Router R1 uses key 2, and key 2 only.
Keys 1 and 4 are ignored because they are currently invalid; R1 then simply chooses the
lowest-numbered key among the two valid keys. The figure also shows that R1 processes
the received EIGRP message using both key 2 and key 3, because both are currently valid.

Note: Neighboring EIGRP routers that use authentication should be configured to use
NTP to synchronize their time-of-day clocks. For quick tests in a lab, you can just set the
time using the clock set exec command.

EIGRP Authentication Configuration and Verification Example

Example 2-7 shows a sample configuration, based on the network topology shown back in
Figure 2-3 (the figure with four routers connected to a single LAN subnet). Key chain
“carkeys” has two keys, each with different lifetimes, so that the router will use new keys
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automatically over time. The example shows the configuration on a single router, but simi-
lar configuration would be required on the other routers as well.

Example 2-7 EIGRP Aurhentication Configuration on R1

! Chain "carkeys" will be used on R1's Fa@/1 interface. R1 will use key "fred" for
! about a month, and then start using "wilma."
key chain carkeys

key 1

key-string fred
accept-lifetime 08:00:00 Feb 11 2009 08:00:00 Mar 11 2009

send-lifetime 08:00:00 Feb 11 2009 08:00:00 Mar 11 2009

key 2
key-string wilma

accept-lifetime 08:00:00 Mar 11 2009 08:00:00 Apr 11 2009
send-lifetime 08:00:00 Mar 11 2009 08:00:00 Apr 11 2009

! Next, R1's interface subcommands are shown. First, the key chain is referenced

! using the ip authentication key-chain command, and the ip authentication mode
eigrp

! command causes the router to use an MD5 digest of the key string.
interface FastEthernet0/1

ip address 172.16.1.1 255.255.255.0

ip authentication mode eigrp 9 md5

ip authentication key-chain eigrp 9 carkeys

The best method to confirm the authentication worked is to verify that the neighbors re-
main up using the show ip eigrp neighbors command. However, if some neighbors do not
remain active, and a problem exists, two commands in particular can be helpful: show key
chain and debug eigrp packet. The first of these commands lists the key chain configura-
tion and also lists which keys are valid right now—a key consideration when trou-
bleshooting EIGRP authentication. The debug command lists a message regarding why
neighboring routers have failed the authentication process.

Example 2-8 shows a sample output from each of these two commands. Note that in this
case, again from Figure 2-3:

m  R1and R2 have been configured to use MD5 authentication, but a typo exists in R2’s
key string.

®  R3 and R4 have not yet been configured for MD5 authentication.

Example 2-8 EIGRP Autbentication Verification on R1

Ri#show key chain
Key-chain carkeys:
key 1 — text "fred"
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accept lifetime (08:00:00 UTC Feb 11 2009) - (08:00:00 UTC Mar 11 2009)
send lifetime (08:00:00 UTC Feb 11 2009) - (08:00:00 UTC Mar 11 2009)
key 2 — text "wilma"

accept lifetime (08:00:00 UTC Mar 11 2009) - (08:00:00 UTC Apr 11 2009)
[valid now]

send lifetime (08:00:00 UTC Mar 11 2009) - (08:00:00 UTC Apr 11 2009)
[valid now]

Ri#debug eigrp packet
EIGRP Packets debugging is on

(UPDATE, REQUEST, QUERY, REPLY, HELLO, IPXSAP, PROBE, ACK, STUB, SIAQUERY,
SIAREPLY)

R1#

Apr 1 08:09:01.951: EIGRP: Sending HELLO on FastEthernet®/1

Apr 1 08:09:01.951: AS 9, Flags 0x0, Seq 0/0 idbQ 0/@ iidbQ un/rely 0/0
Apr 1 08:09:01.967: EIGRP: pkt key id = 2, authentication mismatch

Apr 1 ©8:09:01.967: EIGRP: FastEthernet@/1: ignored packet from 172.16.1.2,

opcode = 5 [(invalid authentication)
Apr 1 08:09:02.287: EIGRP: FastEthernet@/1: ignored packet from 172.16.1.4,
opcode = 5 (missing authentication)

Apr 1 08:09:03.187: EIGRP: FastEthernet@/1: ignored packet from 172.16.1.3, opcode
= 5 (missing authentication)

In particular, note that the different highlighted phrasing in the debug output implies dif-
ferent problems. From 172.16.1.2 (R2), the message “invalid authentication” implies that
the MD5 digest existed in the message, but was invalid. With the message “missing au-
thentication,” the meaning is that the message did not include an MD5 digest.

Also, when troubleshooting EIGRP authentication, keep the following in mind:

’ Key
Topic

m  Examine the configuration and the current time (show clock) on both routers.

B The key chain name and key number used on the two routers do not have to match.
B The key string on each of the two potential neighbors must match.
B Check which keys are currently valid using the show key chain command.

m  Both the ip authentication mode eigrp asn md5 interface subcommand and the ip
authentication key-chain eigrp asn name-of-chain interface subcommand must be
configured on the interface; if one is omitted, authentication fails.

Controlling Neighborships with Static Configuration

EIGRP supports the ability to statically define neighbors instead of dynamically discover-
ing neighbors.

Although seldom used, you can use this feature to reduce the overhead associated with
EIGRP multicast messages. Frame Relay WANS in particular may benefit from the static
neighbor definitions because to support multicasts and broadcasts over Frame Relay, a

router must replicate the frame and send a copy over every PVC associated with the in-
terface or subinterface. For example, if a multicast subinterface has 10 PVCs associated
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with it, but only two of the remote routers used EIGRP, without static neighbors, all 10
routers would be sent a copy of the EIGRP multicast Hello packets. With static neighbor
definitions for the two routers, EIGRP messages would be sent as unicasts to each of the
two neighbors, with no EIGRP messages sent to the eight non-EIGRP routers, reducing
overhead.

The configuration seems simple, but it has a few subtle caveats. This section examines the
straightforward configuration first and then examines the caveats.

Configuring Static EIGRP Neighbors

To define a neighbor, both routers must configure the neighbor ip-address outgoing-in-
terface EIGRP router subcommand. The IP address is the interface IP address of the neigh-
boring router. Also, the configured IP address must be from the subnet connected to the
interface listed in the neighbor command; otherwise, the command is rejected. Also, note
that the EIGRP configuration does not have to include a network command that matches
the interface; EIGRP will still advertise about the subnet connected to the interface.

For example, consider Figure 2-7, which adds a new router (R5) to the internetwork of
Figure 2-3. R1 and R5 have a PVC connecting them, with IP addresses and subinterface
numbers shown.

A/'/«

10.10.15.5/29

$0/0.1 10.10.15.1/29

$0/0/0.5
UR

] =

=
— 7

T
Cral

Figure 2-7 Adding a Branch, with a Static EIGRP Neighbor

Example 2-9 shows the configuration on both R1 and R5 to use static neighbor defini-
tions. Of note, R1’s neighbor command refers to R5’s IP address on their common subnet
(10.10.15.5), with R1’s local interface (S0/0/0.5). R5 lists the reverse, with R1’s 10.10.15.1 IP
address, and R5’s local S0/0.1 interface. Also note that neither router has a network com-
mand that references network 10.0.0.0, but they do advertise about subnet 10.10.15.0/29.
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Example 2-9 Sratic EIGRP Neighborship Between R1 and R5

! New configuration on router R1
Ri#show running-config
! lines omitted
router eigrp 9
network 172.16.0.0
no auto-summary
Neighbor 10.10.15.5 Serial®/0/0.5
! R5's new config added to support the neighbor
R5#show running-config

! lines omitted
router eigrp 9
no auto-summary
neighbor 10.10.15.1 Serial@/0.1
! Back to Rt
Ri#show ip eigrp neighbors detail

IP-EIGRP neighbors for process 9

H  Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) cnt Num
3 10.10.15.5 Se0/0/0.5 10 00:00:51 15 200 0 2

Static neighbor
Version 12.4/1.2, Retrans: 0, Retries: 0

2 172.16.1.2 Fao/1 11 00:02:57 3 200 0 25
Version 12.4/1.2, Retrans: 1, Retries: 0

1 172.16.1.3 Fao/1 10 00:03:45 5 200 0 21
Version 12.4/1.2, Retrans: 0, Retries: 0

0 172.16.1.4 Fao/1 13 00:03:45 5 200 0 18

The show ip eigrp neighbors command does not identify a neighbor as static, but the
show ip eigrp neighbors detail command does. Example 2-9 shows the more detailed out-
put near the end, with the designation of 10.10.15.5 (R5) as a static neighbor.

Caveat When Using EIGRP Static Neighbors

IOS changes how it processes EIGRP packets on any interface referenced by an EIGRP
neighbor command. Keeping in mind the design goal for this feature—to reduce multi-
casts—IOS disables all EIGRP multicast packet processing on an interface when an EIGRP
neighbor command has been configured. For example, in Example 2-9, R1’s S0/0/0.5
subinterface will not process EIGRP multicast packets any more as a result of R1’s
neighbor 10.10.5.5 Serial0/0/0.5 EIGRP subcommand.

Because of the operation of the EIGRP neighbor command, if at least one EIGRP static
neighbor is defined on an interface, no dynamic neighbors can be either discovered or
continue to work if already discovered. For example, again in Figure 2-7 and Example 2-9,
if R1 added a neighbor 172.16.1.5 FastEthernet0/1 EIGRP subcommand, R1 would lose
its current neighborships with Routers R2, R3, and R4.
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Configuration Settings That Could Prevent Neighbor Relationships

Some of the configuration settings already mentioned in this chapter, when configured in-
correctly, may prevent EIGRP neighborships. This section summarizes those settings, and
introduces a few other configuration settings that can prevent neighbor relationships. The
list of items that must match—and that do not have to match—can be a useful place to
start troubleshooting neighbor initialization problems in real life, and to troubleshoot
neighborship problems for Sim questions on the CCNP ROUTE exam.

Table 2-4 lists the neighbor requirements for both EIGRP and OSPFE. (OSPF is included
here just as a frame of reference for those more familiar with OSPF; this information will
be repeated in Chapter 5, “OSPF Overview and Neighbor Relationships,” which discusses
OSPF neighborship requirements.) Following the table, the next few pages examine some
of these settings for EIGRP.

#7" Table 2-4 Neighbor Requirements for EIGRP and OSPF

ﬁ‘fnc Requirement EIGRP OSPF
The routers must be able to send/receive IP packets to one another. Yes Yes
Interfaces’ primary IP addresses must be in same subnet. Yes Yes
Must not be passive on the connected interface. Yes Yes
Must use the same ASN (EIGRP) or process-ID (OSPF) on the router Yes No
configuration command.
Hello interval/timer, plus either the Hold (EIGRP) or Dead (OSPF) timer, No Yes
must match.
Must pass neighbor authentication (if configured). Yes Yes
Must be in same area. N/A Yes
IP MTU must match. No Yes
K-values (used in metric calculation) must match. Yes N/A
Router IDs must be unique. No! Yes

‘Duplicate EIGRP RIDs do not prevent routers from becoming neighbors, but it can cause problems
when adding external EIGRP routes to the routing table.

Going through Table 2-4 sequentially, the first two items (highlighted) relate to IP connec-
tivity. Two routers must be able to send and receive IP packets with each other. Addition-
ally, the primary IP address on the interfaces—in other words, the IP address configured
without the secondary keyword on the ip address command—must be in the same
subnet.
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Note: It should not matter for CCNP ROUTE, but possibly for CCIE: EIGRP’s rules
about neighbor IP addresses being in the same subnet are less exact than OSPE. OSPF
requires matching subnet numbers and masks. EIGRP just asks the question of whether the
neighbor’s IP address is in the range of addresses for the subnet as known to the local
router. For example, two routers with addresses of 10.1.1.1/24 (range 10.1.1.1-10.1.1.254)
and 10.1.1.2/30 (range 10.1.1.1-10.1.1.2) would actually allow EIGRP neighborship, because
each router believes the neighbor’s IP address to be in the same subnet as the local router.

The next four items in Table 2-4 (unhighlighted)—passive interfaces, matching the EIGRP
ASN number, allowing mismatching Hello/Hold Timers, and authentication—have already
been covered in this chapter, and do not require any further discussion.

The next two (highlighted) items in the table—matching the IP MTU and matching OSPF
areas—do not prevent EIGRP neighborships. These topics, are requirements for OSPF
neighborship and will be discussed in Chapter 5.

Finally, the last two items (unhighlighted) in the table (K-values and router-id) each require
more than a cursory discussion for EIGRP and will be explained in the upcoming pages.

Configuring EIGRP Metric Components (K-values)

EIGRP calculates its integer metric, by default, using a formula that uses constraining
bandwidth and cumulative delay. You can change the formula to use link reliability, link
load, and even disable the use of bandwidth and/or delay. To change the formula, an engi-
neer can configure five weighting constants, called k-values, which are represented in the
metric calculation formula as constants k1, k2, k3, k4, and k5.

From a design perspective, Cisco strongly recommends against using link load and link re-
liability in the EIGRP metric calculation. Most shops that use EIGRP never touch the k-
values at all. However, in labs, it can be useful to disable the use of bandwidth from the
metric calculation, because that simplifies the metric math, and makes it easier to learn
the concepts behind EIGRP.

The mechanics of setting these values (with the metric weights EIGRP subcommand) is
covered in Chapter 3, in the “Metric Weights (K-values)” section. This command sets 5
variables (k1 through k5), each of which weights the metric calculation formula more or
less heavily for various parts of the formula.

Mismatched k-value settings prevent two routers from becoming neighbors. Thankfully,
determining if such a mismatch exists is easy. When a router receives an EIGRP Hello with
mismatched K-values (as compared to itself), the router issues a log message stating that a
k-value mismatch exists. You can also examine the values either by looking at running con-
figuration, or look for the k-values listed in the output of the show ip protocols com-
mand, as shown in Example 2-10.

47
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Example 2-10 Mismatched K-values

R2(config)#router eigrp 1
R2(config-router)#metric weights 0 1 0 1 1 0
R2(config-router)#end

Feb 23 18:48:21.599: %DUAL-5-NBRCHANGE: IP-EIGRP(Q) 1: Neighbor 10.1.12.1
(Serial@/0/1) is down: metric changed

R2#

Feb 23 18:48:24.907: %DUAL-5-NBRCHANGE: IP-EIGRP(@) 1: Neighbor 10.1.12.1
(Serial@/0/1) is down: K-value mismatch

R2#show ip protocols

Routing Protocol is "eigrp 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Default networks flagged in outgoing updates
Default networks accepted from incoming updates
EIGRP metric weight Ki1=1, K2=0, K3=1, K4=1, K5=0

! lines omitted for brevity

EIGRP Router-ID

EIGRP uses a concept of a representing each router with a router ID (RID). The EIGRP
RID is a 32-bit number, represented in dotted decimal. Each router determines its RID
when the EIGRP process starts, using the same general rules as does OSPF for determining
the OSPF RID, as follows:

-‘"'.I..(.e ) Step 1.  Use the configured value (using the eigrp router-id a.b.c.d EIGRP subcom-
Togic mand).

Step 2.  Use the highest IPv4 address on an up/up loopback interface.
Step 3.  Use the highest IPv4 address on an up/up non-loopback interface.

Although EIGRP does require each router to have an RID, the actual value is of little prac-
tical importance. The EIGRP show commands seldom list the RID value, and unlike for
the OSPF RID, engineers do not need to know each router’s EIGRP RID to interpret the
EIGRP topology database. Additionally, although it is best to make EIGRP RIDs unique,
duplicate RIDs do not prevent routers from becoming neighbors.

The only time the value of EIGRP RIDs matters is when injecting external routes into
EIGRP. In that case, the routers injecting the external routes must have unique RIDs to
avoid confusion.

Neighborship over WANs

EIGRP configuration and neighborship rules do not differ when comparing typical LAN
and typical WAN technologies. However, some design and operational differences exist,
particularly regarding which routers become neighbors with which other routers. This short
section closes the EIGRP neighbor discussion with a brief look at Frame Relay, MPLS
VPNs, and Metro Ethernet as implemented with Virtual Private LAN Service (VPLS).
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Neighborship on Frame Relay

Frame Relay provides a Layer 2 WAN service. Each router connects to the service using a
physical serial link, called a Frame Relay access link. The provider then creates logical con-
nection, called permanent virtual circuits (PVCs), which is a logical path between a pair
of routers connected to the Frame Relay service. Any pair of routers that connect to the
ends of a Frame Relay PVC can send Frame Relay frames to each other, IP packets, and
they can become EIGRP neighbors. Figure 2-8 shows a typical case, with R1 as a central-
site router, and R2, R3, and R4 acting as branch routers.

Frame
Relay

N

——

N =

1

Legend:

—-——-PVC
- EIGRP Neighborship

Figure 2-8 EIGRP Neighborships over Frame Relay

Figure 2-8 shows EIGRP neighborships, but note that all routers can learn all routes in the
internetwork, even though not all routers become neighbors. The neighborships can only
form when a PVC exists between the two routers.
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Neighborship on MPLS VPN

Multiprotocol Label Switching (MPLS) Virtual Private Networks (VPNs) create a WAN
service that has some similarities but many differences when compared to Frame Relay.
The customer routers connect to the service, often times with serial links, but other times
with Frame Relay PVCs or with Ethernet. The service itself is a Layer 3 service, forwarding
IP packets through the cloud. As a result, no pre-defined PVCs need exist between the
customer routers. Additionally, the service uses routers at the edge of the service provider
cloud—generically called provider edge (PE) routers—and these routers are Layer 3 aware.

That Layer 3 awareness means that the customer edge (CE) routers form an EIGRP neigh-
borship with the PE router on the other end of their local access link, as shown in Figure
2-9. The PE routers exchange their routes, typically using Multiprotocol BGP (MP-BGP), a
topic outside the scope of this book. However, all the CE routers then learn routes from
each other, although each CE router has only one EIGRP neighborship for each of its con-
nections into the MPLS VPN cloud.

Legend:
—— EIGRP Neighborship

Figure 2-9 EIGRP Neighborships over MPLS VPN
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Neighborship on Metro Ethernet

The term Merropolitan Ethernet (MetroE) represents a range of Layer 2 WAN services in
which the CE device connects to the WAN service using some form of Ethernet. Because
MetroE provides a Layer 2 Ethernet service, the service delivers an Ethernet frame sent by
one customer router to one other customer router (for unitcast frames), or to many other
routers (for multicast or broadcast frames).

MetroE encompasses several underlying technologies to create the service. Of note for
the purposes of this book are the Virtual Private Wire Service (VPWS) and the Virtual
Private LAN Service (VPLS). Both technical specifications allow for connections using
Ethernet links, with the service forwarding Ethernet frames. VPWS focuses on point-to-
point topologies, whereas VPLS supports multipoint, approximating the concept of the
entire WAN service acting like one large Ethernet switch. Because it is a Layer 2 service,
MetroE does not have any Layer 3 awareness, and the customer routers (typically refer-
enced as with the more general service provider term customer premise equipment, or
CPE) see the MetroE service as a VLAN. Because the customer routers connect to the
service as a VLAN, all the routers connected to the service can become EIGRP neighbors,
as shown in Figure 2-10.

~ 7
- Gi0/0
Metro
Ethernet
Fa0/1 d Fa0/1
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Legend: 1
- EIGRP Neighborship

Figure 2-10 EIGRP Neighborships over Metro Ethernet
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Exam Preparation Tasks

Planning Practice

The CCNP ROUTE exam expects test takers to be able to review design documents, create
implementation plans, and create verification plans. This section provides some exercises
that may help you to take a step back from the minute details of the topics in this chapter
so that you can think about the same technical topics from the planning perspective.

For each planning practice table, simply complete the table. Note that any numbers in
parentheses represent the number of options listed for each item in the solutions in
Appendix F, “Completed Planning Practice Tables,” which you can find on the CD-ROM
accompanying this book.

Design Review Table

Table 2-5 lists several design goals related to this chapter. If these design goals were listed
in a design document, and you had to take that document and develop an implementation
plan, what implementation options come to mind? For any configuration items, a general

description can be used, without concern about the specific parameters.

Table 2-5 Design Review

Design Goal Possible Implementation Choices
Covered in This Chapter

Improve EIGRP convergence.

Implement EIGRP on each router so that neighbor-
ships are formed (2).

Limit neighborship formation on interfaces matched
with an EIGRP network command (3).

Implementation Plan Peer Review Table
Table 2-6 shows a list of questions that others might ask, or that you might think about,
during a peer review of another network engineer’s implementation plan. Complete the
table by answering the questions.
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Table 2-6 Notable Questions from This Chapter to Consider During an Implementation
Plan Peer Review

Question Answer

What happens on a router interface on which an
EIGRP network command matches the inter-
face? (2)

What configuration settings prevent EIGRP neigh-
bor discovery on an EIGRP-enabled interface? (2)

What configuration settings prevent any neigh-
borships on an EIGRP-enabled interface?

What settings do potential neighbors check be-
fore becoming EIGRP neighbors? (5)

What settings that you might think would im-
pact EIGRP neighbor relationships actually do
not prevent neighborship? (3)

What issues typically arise when the design
calls for the use of EIGRP authentication key
chains with lifetime settings? (2)

Create an Implementation Plan Table

To practice skills useful when creating your own EIGRP implementation plan, list in Table
2-7 configuration commands related to the configuration of the following features. You
may want to record your answers outside the book, and set a goal to complete this table
(and others like it) from memory during your final reviews before taking the exam.

Table 2-7 Implementation Plan Configuration Memory Drill

Feature Configuration
Commands/Notes

Enabling EIGRP on interfaces

Setting Hello and Hold Timers

EIGRP authentication

Passive interfaces

Static EIGRP neighbors

K-values

EIGRP router ID

Choose Commands for a Verification Plan Table

To practice skills useful when creating your own EIGRP verification plan, list in Table 2-8
all commands that supply the requested information. You may want to record your an-
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swers outside the book, and set a goal to complete this table (and others like it) from mem-
ory during your final reviews before taking the exam.

Table 2-8 Verification Plan Memory Drill

Information Needed Command

Which routes have been added to the IP routing
table by EIGRP?

All routes in a router’s routing table.

The specific route for a single destination address
or subnet.

A list of all (both static and dynamically discov-
ered) EIGRP neighbors.

Notation of whether a neighbor was dynamically
discovered or statically configured.

Lists statistics regarding the numbers of EIGRP
messages sent and received by a router.

List interfaces on which EIGRP has been enabled
(by virtue of the EIGRP network command).

List the number of EIGRP peers known via a par-
ticular interface.

The elapsed time since a neighborship was formed.

The parameters of any EIGRP network commands.

The configured Hello timer for an interface.

The configured Hold Timer for an interface.

The current actual Hold Timer for a neighbor.

A router’s EIGRP ASN.

A list of EIGRP passive interfaces.

A list of nonpassive EIGRP interfaces.

The currently used EIGRP authentication key,
when sending EIGRP packets.

The currently used EIGRP authentication key,
when receiving EIGRP packets.

Lists EIGRP K-values.

Lists traffic statistics about EIGRP.

A router’s EIGRP Router ID.
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Review All the Key Topics

Review the most important topics from inside the chapter, noted with the key topics icon
in the outer margin of the page. Table 2-9 lists a reference of these key topics and the page
numbers on which each is found.

{ Key
i Topic

Table 2-9 Key Topics for Chapter 2

Key Topic Description Page

Element Number

List Configuration step review for basic EIGRP configuration 23

Table 2-2 Key EIGRP verification commands 26

Table 2-3 Summary of EIGRP features and facts 31

List Methods of disallowing EIGRP neighborships on an interface, 37
while still advertising the connected subnet

Step list Configuration checklist for EIGRP authentication 40

Figure 2-6 ~ Conceptual view of which keys are used by EIGRP authentica- 41
tion based on timeframe

List EIGRP authentication troubleshooting hints 43

Table 2-4 List of items that may impact the formation of EIGRP neighbor- 46
ships

List Rules for choosing an EIGRP Router ID 48

Complete the Tables and Lists from Memory

Print a copy of Appendix D, “Memory Tables,” (found on the CD), or at least the section
for this chapter, and complete the tables and lists from memory. Appendix E, “Memory
Tables Answer Key,” also on the CD, includes completed tables and lists to check your
work.

Define Key Terms
Define the following key terms from this chapter, and check your answers in the glossary.

K-value, neighborship, Hello interval, Hold Timer, passive interface
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This chapter covers the following subjects:

Building the EIGRP Topology Table: This section discusses
how a router seeds its local EIGRP topology table, and how
neighboring EIGRP routers exchange topology information.

Building the IP Routing Table: This section explains how
routers use EIGRP topology data to choose the best routes to
add to their local routing tables.

Optimizing EIGRP Convergence: This section examines the
items that have an impact on how fast EIGRP converges for a
given route.
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CHAPTER 3

EIGRP Topology, Routes, and
Convergence

EIGRP, like OSPF, uses three major branches of logic, each of which populates a different
table. EIGRP begins by forming neighbor relationships and listing those relationships in
the EIGRP neighbor table (as described in Chapter 2, “EIGRP Overview and Neighbor
Relationships”). EIGRP then exchanges topology information with these same neighbors,
with newly learned information being added to the router’s EIGRP topology table. Finally,
each router processes the EIGRP topology table to choose the currently best IP routes,
adding those IP routes to the IP routing table.

This chapter moves from the first major branch (neighborships, as covered in Chapter 2) to
the second and third branches: EIGRP topology and EIGRP routes. To that end, the first
major section of this chapter describes the protocol used by EIGRP to exchange the
topology information and details exactly what information EIGRP puts in its messages
between routers. The next major section shows how EIGRP examines the topology data to
then choose the currently best route for each prefix. The final section of this chapter
examines how to optimize the EIGRP convergence processes so that when the topology
does change, the routers in the internetwork quickly converge to the then-best routes.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess if you should read the entire
chapter. If you miss no more than one of these nine self-assessment questions, you might
want to move ahead to the “Exam Preparation Tasks.” Table 3-1 lists the major headings in
this chapter and the “Do I Know This Already?” quiz questions covering the material in
those headings, so you can assess your knowledge of these specific areas. The answers to
the “Do I Know This Already?” quiz appear in Appendix A.

Table 3-1 “Do I Know This Already?” Foundation Topics Section-to-Question Mapping

Foundations Topics Section Questions
Building the EIGRP Topology Table 1-3
Building the IP Routing Table 4-7

Optimizing EIGRP Convergence 8,9
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1. Which of the following are methods EIGRP uses to initially populate (seed) its EIGRP
topology table, before learning topology data from neighbors? (Choose two.)
a. By adding all subnets listed by the show ip route connected command

b. By adding the subnets of working interfaces over which static neighbors
have been defined

c. By adding subnets redistributed on the local router from another routing
source

d. By adding all subnets listed by the show ip route static command

2. Which of the following are both advertised by EIGRP in the Update message and in-
cluded in the formula for calculating the integer EIGRP metric? (Choose two.)

a. Jitter
b. Delay
c. MTU

d. Reliability

3. Router R1 uses S0/0 to connect via a T/1 to the Frame Relay service. Five PVCs termi-
nate on the serial link. Three PVCs (101, 102, and 103) are configured on subinterface
S0/0.1, and one each (104 and 105) are on S0/0.2 and S0/0.3. The configuration shows
no configuration related to EIGRP WAN bandwidth control, and the bandwidth
command is not configured at all. Which of the following is true about how IOS tries
to limit EIGRP’s use of bandwidth on S0/0?

a. R1 limits EIGRP to around 250Kbps on DLCI 102.

b. R1 limits EIGRP to around 250Kbps on DLCI 104.

c. Rl limits EIGRP to around 150Kbps on every DLCL

d. R1 does not limit EIGRP because no WAN bandwidth control has been
configured.

4. The output of show ip eigrp topology on Router R1 shows the following output,
which is all the output related to subnet 10.11.1.0/24. How many feasible successor
routes does R1 have for 10.11.1.0/24?

P 10.11.1.0/24, 2 successors, FD is 2172419
via 10.1.1.2 (2172423/28167), Serial0/0/0.1
via 10.1.1.6 (2172423/28167), Serial0/0/0.2

a. 0
b. 1
c. 2
d. 3

5. A network design shows that R1 has four different possible paths from itself to the
Data Center subnets. Which of the following can influence which of those routes be-
come feasible successor routes, assuming that you follow the Cisco recommended
practice of not changing metric weights? (Choose two.)

a. The configuration of EIGRP offset lists
b. Current link loads
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Changing interface delay settings

Configuration of variance

6. Router R1 is three router hops away from subnet 10.1.1.0/24. According to various
show interfaces commands, all three links between R1 and 10.1.1.0/24 use the follow-
ing settings: bandwidth: 1000, 500, 100000 and delay: 12000, 8000, 100. Which of
the following answers correctly identifies a value that feeds into the EIGRP metric
calculation? (Choose two correct answers.)

-0 Qo0 T

Bandwidth of 101,500
Bandwidth of about 34,000
Bandwidth of 500

Delay of 1200

Delay of 2010

Delay of 20100

7. Routers R1 and R2 are EIGRP neighbors. R1 has been configured with the eigrp stub
connected command. Which of the following is true as a result? (Choose two correct

answers.)

a.

a0 @

e.

R1 can learn EIGRP routes from R2, but R2 cannot learn EIGRP routes
from R1.

R1 can send IP packets to R2, but R2 cannot send IP packets to R1.
R2 no longer learns EIGRP routes from R1 for routes not connected to R1.
R1 no longer replies to R2’s Query messages.

R2 no longer sends to R1 Query messages.

8. A network design shows that R1 has four different possible paths from itself to the
Data Center subnets. Which one of the following commands is most likely to show
you all the possible next-hop IP addresses for these four possible routes?

o o0 pF o

show ip eigrp topology

show ip eigrp topology all-links
show ip route eigrp

show ip route eigrp all-links

show ip eigrp topology all-learned

9. Router R1 lists 4 routes for subnet 10.1.1.0/24 in the output of the show ip eigrp
topology all-links command. The variance 200 command is configured, but no other
related commands are configured. Which of the following rules are true regarding
R1’s decision of what routes to add to the IP routing table? Note that RD refers to re-
ported distance and FD to feasible distance.

a0 oo

Adds all routes for which the metric is <= 200 * the best metric among all routes
Adds all routes because of the ridiculously high variance setting
Adds all successor and feasible successor routes

Adds all successor and feasible successor routes for which the metric is <=
200 * the best metric among all routes
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Foundation Topics

Building the EIGRP Topology Table

The overall process of building the EIGRP topology table is relatively straightforward.
EIGRP defines some basic topology information about each route for each unique
prefix/length (subnet). This basic information includes the prefix, prefix length, metric in-
formation, and a few other details. EIGRP neighbors exchange topology information, with
each router storing the learned topology information in their respective EIGRP topology
table. EIGRP on a given router can then analyze the topology table, or topology database,
and choose the best route for each unique prefix/length.

EIGRP uses much simpler topology data than does OSPF, which is a link state protocol
that must describe the entire topology of a portion of a network with its topology data-
base. EIGRP, essentially an advanced distance vector protocol, does not need to define
nearly as much topology data, nor do EIGRP routers need to run the complex Shortest
Path First (SPF) algorithm. This first major section examines the EIGRP topology data-
base, how routers create and flood topology data, and some specific issues related to
WAN links.

Seeding the EIGRP Topology Table

Before a router can send EIGRP topology information to a neighbor, that router must have
some topology data in its topology table. Routers can, of course, learn about subnets and
the associated topology data from neighboring routers. However to get the process
started, each EIGRP router needs to adds topology data for some prefixes, so it can then
advertise these routes to its EIGRP neighbors. A router’s EIGRP process adds subnets to
its local topology table, without learning the topology data from an EIGRP neighbor,
from three sources:

m Prefixes of connected subnets for interfaces on which EIGRP has been enabled on
that router using the network command

m  Prefixes of connected subnets for interfaces referenced in an EIGRP neighbor com-
mand

m  DPrefixes learned by the redistribution of routes into EIGRP from other routing proto-
cols or routing information sources

After a router adds such prefixes to its local EIGRP topology database, that router can
then advertise the prefix information, along with other topology information associated
with each prefix, to each working EIGRP neighbor. Each router adds any learned prefix
information to their topology table, and then that router advertises the new information to
other neighbors. Eventually, all routers in the EIGRP domain learn about all prefixes—
unless some other feature, such as route summarization or route filtering, alters the flow
of topology information.
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The Content of EIGRP Update Message

EIGRP uses five basic protocol messages to do its work:

Hello Key
Update ‘.,....Topic
Query
Reply

ACK (acknowledgment)

EIGRP uses two messages as part of the topology data exchange process: Update and
Ack. The Update message contains the topology information, whereas the ACK acknowl-
edges receipt of the update packet.

The EIGRP Update message contains the following information:

Note:

Prefix
Prefix length
Metric components: bandwidth, delay, reliability, and load

Nonmetric items: MTU and hop count

Many courses and books over the years have stated that MTU is part of the EIGRP

metric. In practice, the MTU has never been part of the metric calculation, although it is
included in the topology data for each prefix.

To examine this whole process in more detail, see Figure 3-1 and Figure 3-2. Figure 3-1
shows a portion of an Enterprise network that will be used in several examples in this
chapter. Routers B1 and B2 represent typical branch office routers, each with two Frame
Relay PVCs connected back to the main site. WAN1 and WAN2 are WAN distribution
routers, each of which would normally have dozens or hundreds of PVCs.

The routers in Figure 3-1 have been configured and work. For EIGRP, all routers have been
configured with as many defaults as possible, with the only configuration related to
EIGRP being the router eigrp 1 and network 10.0.0.0 commands on each router.

Next, consider what Router B1 does for its connected route for subnet 10.11.1.0/24, which
is located on B1’s LAN. B1 matches its Fa0/0 interface IP address (10.11.1.1) due to its
network 10.0.0.0 configuration command. So as mentioned earlier, Bl seeds its own
topology table with an entry for this prefix. This topology table entry also lists the inter-
face bandwidth of the associated interface and delay of the associated interface. Using de-
fault settings for FastEthernet interfaces, B1 uses a bandwidth of 100,000 Kbps (the same
as 100 Mbps) and a delay of 10, meaning 10 tens-of-microseconds. Router B1 also in-
cludes a default setting for the load (1) and reliability (255), even though the router, using
the default K-value settings, will not use these values in its metric calculations. Finally, B1
adds to the topology database the MTU of the local interface and a hop count of zero be-
cause the subnet is connected.
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Interface Settings:

Delay 10
Bandwidth 100,000
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Note: All WAN IP addresses begin with 10.1.

Typical WAN Distribution and Branch Office Design

@ Topology Table:

Subnet 10.11.1.0/24
Delay =10 + 2000 = 2010
Bandwidth = Min(100,000
or 1544)

(MTU, Load, Reliability,

@ Update:

Subnet 10.11.1.0/24
Delay 10

Bandwidth 1544
(MTU, Load,
Reliability, Hops)

Interface S0/0/0.1 ~

Delay 2000
Bandwidth 1544

Figure 3-2 Contents of EIGRP Update Messages

Now that B1 has added some topology information to its EIGRP topology database, Figure
3-2 shows how B1 propagates the topology information to router WAN1 and beyond.

The steps in Figure 3-2 can be explained as follows:

Step 1.

Step 2.

B1 advertises the prefix (10.11.1.0/24) using an EIGRP Update message. The
message includes the four metric components, plus MTU and hop count—
essentially the information in Bl’s EIGRP topology table entry for this prefix.

WANT receives the Update message and adds the topology information for
10.11.1.0/24 to its own EIGRP topology table, with these changes:

WANT1 considers the interface on which it received the Update (S0/0/0.1) to be
the outgoing interface of a potential route to reach 10.11.1.0/24.

WANT1 adds the delay of S0/0/0.1 (2000 tens-of-microseconds per Figure 3-2)
to the delay listed in the Update message.

WAN1 compares the bandwidth of S0/0/0.1 (1544 Kbps per Figure 3-2) to the

bandwidth listed in the Update message (100,000 Kbps) and chooses the lower
value (1544) as the bandwidth for this route.
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WANT1 also updates load (highest value), reliability (lowest value), and MTU
(lowest value) based on similar comparisons, and adds 1 to the hop count.

Step 3. WANT1 then sends an Update to its neighbors, with the metric components
listed in its own topology table.

This example provides a good backdrop to understand how EIGRP uses cumulative delay
and minimum bandwidth in its metric calculation. Note that at Step 2, router WAN1 adds
to the delay value but does not add the bandwidth. For bandwidth, WAN1 simply chooses
the lowest bandwidth, comparing the bandwidth of its own interface (S0/0/0.1) with the
bandwidth listed in the received EIGRP update.

Next, consider this logic on other routers—not shown in the figure—as WANT1 floods this
routing information throughout the Enterprise. WANT1 then sends this topology informa-
tion to another neighbor, and that router sends the topology data to another, and so on. If
bandwidth of those links was 1544 or higher, the bandwidth setting used by those routers
would remain the same, because each router would see that the routing update’s band-
width (1544 Kbps) was lower than the link’s bandwidth. However, each router would add
something to the delay.

As a final confirmation of the contents of this Update process, Example 2-1 shows the de-
tails of the EIGRP topology database for prefix 10.11.1.0/24 on both B1 and WAN1.

Example 3-1 Topology Database Contents for 10.11.1.0/24, on B1 and WAN1

! On Router Bi: !ltibbbrrrrprrrrrrrrrrrrrrrrrbrrrrrriinnd
Bi#show ip eigrp topology 10.11.1.0/24
IP-EIGRP (AS 1): Topology entry for 10.11.1.0/24
State is Passive, Query origin flag is 1, 1 Successor(s), FD is 28160
Routing Descriptor Blocks:
0.0.0.0 (FastEthernet@/@), from Connected, Send flag is 0x@
Composite metric is (28160/0), Route is Internal
Vector metric:
Minimum bandwidth is 100000 Kbit
Total delay is 100 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500
Hop count is 0@
! On Router WAN{: liitrrrrrrrrrrrrrrrrrrrrrrrrrrrriirrrriind
WAN1#show ip eigrp topology 10.11.1.0/24
IP-EIGRP (AS 1): Topology entry for 10.11.1.0/24
State is Passive, Query origin flag is 1, 1 Successor(s), FD is 2172416

Routing Descriptor Blocks:
10.1.1.2 (Serial@/0/0.1), from 10.1.1.2, Send flag is 0Ox0
Composite metric is (2172416/28160), Route is Internal
Vector metric:
Minimum bandwidth is 1544 Kbit
Total delay is 20100 microseconds
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Reliability is 255/255
Load is 1/255

Minimum MTU is 1500
Hop count is 1

The highlighted portions of output match the details shown in Figure 3-2, but with one
twist relating to the units on the delay setting. The IOS delay command, which lets you set
the delay, along with the data stored in the EIGRP topology database, use a unit of tens-
of-microsecond. However, the show interfaces and show ip eigrp topology commands
list delay in a unit of microseconds. For example, WANT’s listing of “20100 microseconds
matches the “2010 tens-on-microseconds” shown in Figure 3-2.

et}

The EIGRP Update Process

So far, this chapter has focused on the detailed information EIGRP exchanges with a
neighbor about each prefix. This section takes a broader look at the process.

When EIGRP neighbors first become neighbors, they begin exchanging topology infor-
mation using Update messages using these rules:

m  When a neighbor first comes up, the routers exchange full updates, meaning the
routers exchange all topology information.

m  After all prefixes have been exchanged with a neighbor, the updates cease with that
neighbor if no changes occur in the network. There is no periodic reflooding of
topology data.

m  If something changes—for example, one of the metric components change, links fail,
links recover, new neighbors advertise additional topology information—the routers
send partial updates about only the prefixes whose status or metric components have
changed.

m If neighbors fail and then recover, or new neighbor adjacencies are formed, full up-
dates occur over these adjacencies.

m  EIGRP uses Split Horizon rules on most interfaces by default, which impacts exactly
which topology data EIGRP sends during both full and partial updates.

Split Horizon, the last item in the list, needs a little more explanation. Split Horizon limits
the prefixes that EIGRP advertises out an interface. Specifically, if the currently best route
for a prefix lists a particular outgoing interface, Split Horizon means that EIGRP will not
include that prefix in the Update sent out that same interface. For example, router WAN1
uses S0/0/0.1 as its outgoing interface for subnet 10.11.1.0/24, so WAN1 would not adver-
tise prefix 10.11.1.0/24 in its Update messages sent out S0/0/0.1.

Note: Route summarization and route filtering, as explained in Chapter 4, “EIGRP Route
Summarization and Filtering,” also affect which subsets of the topology table are flooded.
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To send the Updates, EIGRP uses the Reliable Transport Protocol (RTP) to send the
EIGRP updates and confirm their receipt. On point-to-point topologies such as serial
links, MPLS VPN, and Frame Relay when using point-to-point subinterfaces, the EIGRP
Update and ACK messages use a simple process of acknowledging each Update with an
ACK. On multiaccess data links, EIGRP typically sends Update messages to multicast
address 224.0.0.10 and expects a unicast EIGRP ACK message from each neighbor in reply.
RTP manages that process, setting timers so that the sender of an Update waits a reason-
able time, but not too long, before deciding whether all neighbors received the Update or
whether one or more neighbors did not reply with an ACK.

Although EIGRP relies on the RTP process, network engineers cannot manipulate how
it works.

WAN Issues for EIGRP Topology Exchange

With all default settings, after you enable EIGRP on all the interfaces in an internetwork,
the topology exchange process typically does not pose any problems. However, a few
scenarios exist, particularly on Frame Relay, which can cause problems. This section sum-
marizes two issues and shows the solution.

Split Horizon Default on Frame Relay Multipoint Subinterfaces

I0S support for Frame Relay allows the configuration of IP addresses on the physical se-
rial interface, multipoint subinterfaces, and point-to-point subinterfaces. Additionally, IP
packets can be forwarded over a PVC even when the routers on the opposite ends do not
have to use the same interface or subinterface type. As a result, many small intricacies ex-
ist in the operation of IP and IP routing protocols over Frame Relay, particularly related to
default settings on different interface types.

Frame Relay supports several reasonable configuration options using different interfaces
and subinterfaces, each meeting different design goals. For instance, if the design includes
a few centralized WAN distribution routers, with PVCs connecting each branch router to
each distribution router, both distribution and branch routers might use point-to-point
subinterface. Such a choice makes the Layer 3 topology simple, with all links acting like
point-to-point links from a Layer 3 perspective. This choice also removes issues such as
Split Horizon.

In some cases, a design might include a small set of routers that have a full mesh of PVCs
connecting each. In this case, multipoint subinterfaces might be used, consuming a single
subnet, reducing the consumption of the IP address space. This choice also reduces the
number of subinterfaces.

Both options—using point-to-point subinterfaces or using multipoint subinterfaces—have
legitimate reasons for being used. However, when using the multipoint subinterface
option, a particular EIGRP issue can occur when the following are true:

m  Three or more routers, over Frame Relay, are configured as part of a single subnet.
m  The routers use multipoint interfaces.

m  Either permanently or for a time, a full mesh of PVCs between the routers does
not exist.
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For example, consider Router WANT1 shown earlier in Figure 3-1 and referenced again in
Figure 3-3. In the earlier configurations, the WAN distribution routers and branch routers
all used point-to-point subinterfaces and a single subnet per VC. To see the problem raised
in this section, consider that same internetwork, but now the engineer has chosen to con-
figure WANT to use a multipoint subinterface and a single subnet for WANT1, B1, and B2,
as shown in Figure 3-3.

(2) Update 10.11.1.0/24 . ...

» - -~ _
10.11.1.0/24 ~
~
N
=~ P, 7 \
/\‘}/—iJOJLZ/Z_g _19.1._1.1_/29_. —J,-—i
B1 S0/0/0.9, ~ i
- /
P - 7
P 7
(@) NoPVC 7
No Hellos -

No Neighbors ... But not here!

(Split Horizon)
10.12.1.0/24 -

~
~
~

.2;‘; 70.1.1.3/29

Figure 3-3 Partial Mesh, Central Sites (WAN1) Uses Multipoint Subinterface

The first issue to consider in this design is that B1 and B2 will not become EIGRP neigh-
bors with each other, as noted with Step 1 in the figure. EIGRP routers must be reachable
using Layer 2 frames before they can exchange EIGRP Hello messages and become EIGRP
neighbors. In this case, there is no PVC between B1 and B2. B1 exchanges Hellos with
WANT1, and become neighbors, as will B2 with WAN1. However, routers do not forward
received EIGRP Hellos, so WAN1 will not receive a Hello from B1 and forward it to B2 or
vice versa. In short, although in the same subnet (10.1.1.0/29), B1 and B2 will not become
EIGRP neighbors.

The second problem occurs due to Split Horizon logic on Router WANT, as noted with
Step 2 in the figure. As shown with Step 2 in the figure, B1 could advertise its routes to
WANT1, and WANT1 could advertise those routes to B2—and vice versa. However, with
default settings, WANT1 will not advertise those routes due to its default setting of Split
Horizon (a default interface subcommand setting of ip split-horizon eigrp asn.) As a
result, WANT receives the Update from B1 on its S0/0/0.9 subinterface, but Split Horizon
prevents WANT1 from advertising that topology data to B2 in Updates sent out interface
S0/0/0.9, and vice versa.

The solution is somewhat simple—just configure the no ip split-horizon eigrp asn com-
mand on the multipoint subinterface on WAN1. The remote routers, Bl and B2 in this
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case, still do not become neighbors, but that does not cause a problem by itself. With
Split Horizon disabled on WANT1, B1 and B2 learn routes to the other branch’s subnets.
Example 3-2 lists the complete configuration and the command to disable Split Horizon:

Note: Frame Relay configuration is considered a prerequisite because it is part of the
CCNA exam and courses. Example 3-2 uses frame-relay interface-dlci commands and
relies on Inverse ARP. However, if frame-relay map commands were used instead, dis-
abling Inverse ARP, the EIGRP details discussed in this example would remain unchanged.

Example 3-2 Frame Relay Multipoint Configuration on WAN1

! On Router WANT: !rilbrrrrprrrrrrrprrrrrrrprbrrrrrerirrrtt
interface Serial@/0/0

no ip address

encapsulation frame-relay

interface Serial®/0/0.9 multipoint
ip address 10.1.1.1 255.255.255.248
no ip split-horizon eigrp 1
frame-relay interface-dlci 103
frame-relay interface-dlci 104

!

router eigrp 1

network 10.0.0.0

Note: The [no] ip split-horizon command controls Split Horizon behavior for RIP; the
[no] ip split-horizon eigrp asn command controls Split Horizon behavior for EIGRP.

Displaying the EIGRP Split Horizon state of an interface is an unusually difficult piece of
information to find without simply displaying the configuration. By default, IOS enables
EIGRP Split Horizon. To find the setting for an interface, look for the presence or absence
of the no ip split-horizon eigrp command on the configuration. Also, the debug ip eigrp
command output displays messages stating when prefixes are not advertised out an inter-
face due to split horizon.

EIGRP WAN Bandwidth Control

In a multiaccess WAN, one physical link passes traffic for multiple data link layer destina-
tions. For example, a WAN distribution router connected to many branches using Frame
Relay might literally terminate hundreds, or even thousands, of Frame Relay PVCs.

In a nonbroadcast multiaccess (NBMA) medium such as Frame Relay, when a router needs
to send EIGRP updates, the Updates cannot be multicasted at Layer 2. So, the router must
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send a copy of the Update to each reachable neighbor. For a WAN distribution router with
many Frame Relay PVCs, the sheer amount of traffic sent over the Frame Relay access link
might overload the link.

The EIGRP WAN bandwidth control allows the engineer to protect a multiaccess Frame
Relay interface from being overrun with too much EIGRP message traffic. By default, a
router sends EIGRP messages out an interface but only up to 50 percent of the bandwidth
defined on the interface with the bandwidth command. The engineer can adjust this per-
centage using the ip bandwidth-percent eigrp asn percent interface/subinterface sub-
command. Regardless of the percentage, IOS then limits the rate of sending the EIGRP
messages so that the rate is not exceeded. To accomplish this, IOS queues the EIGRP mes-
sages in memory, delaying them briefly.

The command to set the bandwidth percentage is simple, but there are a few caveats to
keep in mind when trying to limit the bandwidth consumed by EIGRP:

m  The IOS default for bandwidth serial interfaces and subinterfaces is 1544 (Kbps).

m  EIGRP limits the consumed bandwidth based on the percentage of interface/
subinterface bandwidth.

m This feature keys on the bandwidth of the interface or subinterface through which the
neighbor is reachable, so don’t set only the physical interface bandwidth and forget
the subinterfaces.

B Recommendation: Set the bandwidth of point-to-point links to the speed of the
Committed Information Rate (CIR) of the single PVC on the subinterface.

m  General recommendation: Set the bandwidth of multipoint subinterfaces to around
the total CIR for all VCs assigned to the subinterface.

m  Note that for multipoint subinterfaces, IOS WAN bandwidth control first divides the
subinterface bandwidth by the number of configured PVCs and then determines
the EIGRP percentage based on that number.

For example, consider Figure 3-4, which shows a router with one multipoint subinterface
and one point-to-point subinterface. With the configuration shown in Example 3-3,
WANT1 uses the following bandwidth, at most, with each neighbor:

m  B1, B2, and B3: 20 Kbps (20% of 300Kbps / 3 VCs)
m  B4:30 Kbps (30% of 100 Kbps)

Example 3-3 Configuration of WAN1, One Multipoint, One Point-to-Point

! On Router WANT: !rPlbirrrprprrrrrrrrrrrrrpirrrrrreiirrntt
interface Serial®/0/0.20 multipoint

ip address 172.16.1.1 255.255.255.240

frame-relay interface-dlci 201

frame-relay interface-dlci 202

frame-relay interface-dlci 203
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bandwidth 300
ip bandwidth-percent eigrp 1 20
!
interface Serial®/0/0.21 point-to-point
ip address 172.16.1.17 255.255.255.252
frame-relay interface-dlci 221
bandwidth 100
ip bandwidth-percent eigrp 1 30

$0/0/0.20 Multipoint

~
-
\ —
T

$0/0/0.21 Point-to-Point

Figure 3-4 WANI1, One Multipoint, One Point-to-Point

Building the IP Routing Table

An EIGRP router builds IP routing table entries by processing the data in the topology
table. Unlike OSPF, which uses a computationally complex SPF process, EIGRP uses a
computationally simple process to determine which, if any, routes to add to the IP routing
table for each unique prefix/length. This part of the chapter examines how EIGRP chooses
the best route for each prefix/length and then examines several optional tools that can in-
fluence the choice of routes to add to the IP routing table.

Calculating the Metrics: Feasible Distance and Reported Distance

The EIGRP topology table entry, for a single prefix/length, lists one or more possible
routes. Each possible route lists the various component metric values—bandwidth, delay,
and so on. Additionally, for connected subnets, the database entry lists an outgoing inter-
face. For routes not connected to the local router, in addition to an outgoing interface, the
database entry also lists the IP address of the EIGRP neighbor that advertised the route.

EIGRP routers calculate an integer metric based on the metric components. Interesting, an
EIGRP router does this calculation both from its own perspective and from the perspec-
tive of the next-hop router of the route. The two calculated values are
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m Feasible Distance (FD): Integer metric for the route, from the local router’s per-

{ Key spective, used by the local router to choose the best route for that prefix.

i Topic
. m  Reported Distance (RD): Integer metric for the route, from the neighboring router’s
perspective (the neighbor that told the local router about the route). Used by the
local router when converging to new routes.

Note: Some texts use the term Advertised Distance (AD) instead of Reported Distance
(RD) as used in this book. Be ready for either term on the CCNP ROUTE exam. However,
this book uses RD exclusively.

Routers use the FD to determine the best route, based on the lowest metric, and use the
RD when falling back to an alternative route when the best route fails. (EIGRP’s use of the
RD is explained in the upcoming section “Successor and Feasible Successor Concepts.”)
Focusing on the FD, when a router has calculated the integer FD for each possible route to
reach a single prefix/length, that router can then consider adding the lowest-metric route
to the IP routing table.

As a reminder, the following formula shows how EIGRP calculates the metric, assuming
default settings of the EIGRP metric weights (K-values). The metric calculation grows
when the slowest bandwidth in the end-to-end route decreases (the slower the bandwidth,
the worse the metric), and its metric grows (gets worse) when the cumulative delay grows:

Metric = 256 * (107 / slowest-bandwidth) + cumulative-delay)

An example certainly helps in this case. Figure 3-5 repeats some information about the
topology exchange process between Routers Bl and WANT1 (refer to Figure 3-1), essen-
tially showing the metric components as sent by B1 to WANT1 (Step 1) and the metric com-
ponents from WANT’s perspective (Step 2).

@ Topology Table:

Subnet 10.11.1.0/24

Delay = 10 + 2000 = 2010
@ Update: Bandwidth = Min(100,000

St or 1544)
Subnet 10.11.1.0/24 o
Delay 10 (MTU, Load, Reliability,

Bandwidth 100,000 Hops)
— | (MTU, Load, -
>~ | Reliability, Hops) O
Interface Settings: u Interface Settings: U

Delay 10 Delay 2000
Bandwidth 100,000 Bandwidth 1544

Metrics:

@ RD = 256 (10,000,000 / 100,000) + 256 (10) = 28,160

(4) FD =256 (10,000,000 / 1,544) + 256) + 256 (2010) = 2,172,416

Figure 3-5 Example Calculation of RD and FD on Router WAN1

Steps 3 and 4 in Figure 3-5 show WANT’s calculation of the RD and FD for 10.11.1.0/24,
respectively. Router WANT1 takes the metric components as received from B1, and plugs
them into the formula, to calculate the RD, which is the same integer metric that Router
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B1 would have calculated as its FD. Step 4 shows the same formula but with the metric
components as listed at Step 2—after the adjustments made on WANT1. Step 4 shows
WANT’s FD calculation, which is much larger due to the much lower constraining band-
width plus the much larger cumulative delay.

WANT1 chooses its best route to reach 10.11.1.0/24 based on the lowest FD among all pos-
sible routes. Looking back to the much more detailed Figure 3-1, presumably a couple of
other routes might have been possible, but WAN1 happens to choose the route shown in
Figure 3-5 as its best route. As a result, WANT’s show ip route command lists the FD cal-
culated in Figure 3-5 as the metric for this route, as shown in Example 3-4.

Example 3-4 Router WAN1’s EIGRP Topology and IP Route Information for 10.11.1.0/24

! Below, note that WAN1's EIGRP topology table lists two possible next-hop

WAN1#show ip eigrp topo 10.11.1.0/24
IP-EIGRP (AS 1): Topology entry for 10.11.1.0/24

WAN1#show ip route 10.11.1.0
Routing entry for 10.11.1.0/24

routers: 10.1.1.2 (B1) and 10.9.1.2 (WAN2). The metric for each route,

the first number in parenthesis, shows that the lower metric route is the one
through 10.1.1.2 as next-hop. Also note that the metric components

match Figure 3-5.

State is Passive, Query origin flag is 1, 1 Successor(s), FD is 2172416
Routing Descriptor Blocks:
10.1.1.2 (Serialo/@/0.1), from 10.1.1.2, Send flag is 0x0
Composite metric is (2172416/28160), Route is Internal
Vector metric:
Minimum bandwidth is 1544 Kbit
Total delay is 20100 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500
Hop count is 1
10.9.1.2 (FastEthernet@/0), from 10.9.1.2, Send flag is 0x0
Composite metric is (2174976/2172416), Route is Internal
Vector metric:
Minimum bandwidth is 1544 Kbit
Total delay is 20200 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500
Hop count is 2

The next command not only lists the IP routing table entry for 10.11.1.0/24,
it also lists the metric (FD), and components of the metric.
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Known via "eigrp 1", distance 90, metric 2172416, type internal
Redistributing via eigrp 1
Last update from 10.1.1.2 on Serial@/0/0.1, 00:02:42 ago
Routing Descriptor Blocks:
*10.1.1.2, from 10.1.1.2, 00:02:42 ago, via Serial@/0/0.1
Route metric is 2172416, traffic share count is 1
Total delay is 20100 microseconds, minimum bandwidth is 1544 Kbit
Reliability 255/255, minimum MTU 1500 bytes
Loading 1/255, Hops 1

Below, the route for 10.11.1.0/24 is again listed, with the metric (FD), and
the same next-hop and outgoing interface information.

WAN1#show ip route eigrp

10.0.0.0/8 is variably subnetted, 7 subnets, 2 masks
10.11.1.0/24 [90/2172416] via 10.1.1.2, 00:10:40, Serial0/0/0.1
10.12.1.0/24 [90/2172416] via 10.1.1.6, 00:10:40, Serial0/0/0.2
10.1.2.0/30 [90/2172416] via 10.9.1.2, 00:10:40, FastEthernet0/0
10.1.2.4/30 [90/2172416] via 10.9.1.2, 00:10:40, FastEthernet0/0

EIGRP Metric Tuning

EIGRP metrics can be changed using several methods: setting interface bandwidth, setting
interface delay, changing the metric calculation formula by configuring k-values, and even
by adding to the calculated metric using offset-lists. In practice, the most reasonable and
commonly used methods are to set the interface delay and the interface bandwidth. This
section examines all the methods, in part so you will know which useful tools exist, and in
part to make you aware of some other design issues that then might impact the routes
chosen by EIGRP.

Configuring Bandwidth and Delay

The bandwidth and delay interface subcommands set the bandwidth and delay associated
with the interface. The commands themselves require little thought, other than keeping
the units straight. The unit for the bandwidth command is Kilobits/second, and the delay
command uses a unit of tens-of-microseconds.

If a design requires that you influence the choice of route by changing bandwidth or de-
lay, setting the delay value is typically the better choice. IOS uses the bandwidth setting
of an interface for many other reasons: calculating interface utilization, as the basis for
several QoS parameters, and for SNMP statistics reporting. However, the delay setting has
little influence on other IOS features besides EIGRP, so the better choice when influenc-
ing EIGRP metrics is to tune the delay.

Table 3-2 lists some of the common default values for both bandwidth and delay. As a re-
minder, show commands list the bandwidth in Kbps, which matches the bandwidth com-
mand, but lists the delay in microseconds, which does not match the tens-of-microseconds
unit of the delay command.
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Table 3-2 Common Defaults for Bandwidth and Delay

Interface Type Bandwidth (Kbps) Delay (Microseconds)
Serial 1544 2000

GigE 1,000,000 10

FastE 100,000 100

Ethernet 10,000 1000

Note that on LAN interfaces that can run at different speeds, the bandwidth and delay
settings default based on the current actual speed of the interface.

Choosing Bandwidth Settings on WAN Subinterfaces

Frame Relay and Metro Ethernet installations often use an access link with a particular
physical sending rate—clock rate if you will-but with the contracted speed, over time, be-
ing more or less than the speed of the link. For example, with Frame Relay, the provider
may supply a full T1 access link, so configuring bandwidth 1544 for such an interface is
reasonable. However, the subinterfaces have one or more PVCs associated with them, and
those PVCs each have Committed Information Rates (CIR) that are typically less than the
access link’s clock speed. However, the cumulative CIRs for all PVC often exceeds the
clock rate of the physical interface. Conversely, MetroE designs use Ethernet access links
of 10 Mbps, 100 Mbps, or 1 Gbps actual link speed, but often the business contract limits
the amount of traffic to some number below that link speed.

Choosing a useful interface bandwidth setting on the subinterfaces in a Frame Relay or
MetroE design requires some thought, with most of the motivations for choosing one
number or another being unrelated to EIGRP. For example, imagine the network shown in
Figure 3-6. Router WANT1 has a single T1 (1.544 Mbps) access link. That interface has one
multipoint subinterface, with three PVCs assigned to it. It also has nine other point-to-
point subinterfaces, each with a single PVC assigned.

For the sake of discussion, the design in Figure 3-6 oversubscribes the T1 access link off
Router WANT1 by a 2:1 factor. Assume all 12 PVCs have a CIR of 256 Kbps, making the to-
tal bandwidth for the 12 PVCs roughly 3 Mbps. The design choice to oversubscribe the ac-
cess link may be reasonable given the statistical chance of all sites sending at the same time.

Now imagine that Router WANT1 has been configured with subinterfaces as shown in
the figure:

m  S0/0/0.20 - multipoint, 3 PVCs
m  S0/0/0.21 through S0/0/0.29 - point-to-point, 1 PVC each

Next, consider the options for setting the bandwidth command’s value on these 10 subin-
terfaces. The point-to-point subinterfaces could be set to match the CIR of each PVC (256
Kbps in this example). You could choose to set the bandwidth based on the CIR of all
combined PVCs on the multipoint subinterface—in this case, setting bandwidth 768 on
multipoint subinterface s0/0/0.20. However, these bandwidths would total about 3
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Figure 3-6 One Multipoint and Nine Point-to-Point Subinterfaces

Mbps-twice the actual speed of WANT’s access link. Alternatively, you could set the vari-
ous bandwidths so that the total matches the 1.5 Mbps of the access link. Or you could
split the difference, knowing that during times of low activity to most sites that the sites
with active traffic get more than their CIR’s worth of capacity anyway.

As mentioned earlier, these bandwidth settings impact much more than EIGRP. The set-
tings impact interface statistics, both in show commands and in SNMP reporting. They
impact QoS features to some extent as well. Given that the better option for setting
EIGRP metrics is to set the interface delay, EIGRP metric tuning may not be the driving
force behind the decision as to what bandwidth values to use. However, some installations
may change these values over time while trying to find the right compromise numbers for
features other than EIGRP. So, you need to be aware that changing those values may re-
sult in different EIGRP metrics and impact the choices of best routes.

Similar issues exist on the more modern Layer 2 WAN services like MetroE, particularly
with the multipoint design of VPLS. Figure 3-7 shows a design that might exist after
migrating the internetwork of Figure 3-6 to VPLS. Router WANT1 has been replaced by a
Layer 3 switch, using a Gigabit interface to connect to the VPLS service. The remote sites
might use the same routers as before, using a FastEthernet interface, or might be replaced
with Layer 3 switch hardware as well.

Concentrating on the mechanics of what happens at the central site, WAN1 might use
802.1Q trunking. With 12 remote sites, WAN1 configures 12 VLAN interfaces, one per
VLAN, with a different subnet used for the connection to each remote branch. Such a
design, from a Layer 3 perspective, looks like the age-old Frame Relay design with a
point-to-point link from the main site to each remote branch.

Additionally, the VPLS business contract might specify that WAN1 cannot send more
than 200 Mbps of traffic into the VPLS cloud, with the excess being discarded by the
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Figure 3-7 VPLS Service-Issues in Choosing Bandwidrh

VPLS service. To prevent unnecessary discards, the engineer likely configures a feature
called shaping, which slows down the traffic leaving the Gi0/1 interface of WAN1
(regardless of VLAN). To meet the goal of 200 Mbps, WAN1 would send only part of the
time—in this case averaging a sending rate of 1/5th of the time—-so that the average rate is
1/5th of 1 Gbps, or 200 Mbps.

Of note with the shaping function, the shaping feature typically limits the cumulative traf-
fic on the interface, not per VLAN (branch). As a result, if the only traffic waiting to be
sent by WAN1 happens to be destined for branch B1, WAN1 sends 200 MBps of traffic to
just branch B1.

Pulling the discussion back around to EIGRP, as with Frame Relay, other design and imple-
mentation needs may drive the decision to set or change the bandwidth on the associated
interfaces. In this case, Layer 3 switch WAN1 probably has 12 VLAN interfaces. Each
VLAN interface can be set with a bandwidth that influences EIGRP route choices. Should
this setting be 1/12th of 1 Gbps, which is the speed at which the bits are actually sent?
1/12th of 200 Mbps, the shaping rate? Or knowing that a site might get most or all of that
200 Mbps for some short period of time, should the bandwidth be set somewhere in be-
tween? As with Frame Relay, there is no set answer; for the sake of EIGRP, be aware that
changes to the bandwidth settings impact the EIGRP metrics.

Metric Weights (K-values)

Engineers can change the EIGRP metric calculation by configuring the weightings (also
called k-values) applied to the EIGRP metric calculation. To configure new values, use the
metric weights ros k1 k2 k3 k4 k5 command in EIGRP configuration mode. To configure
this command, configure any integer 0-255 inclusive for the five k-values. By default, k1 =
k3 =1, and the others default to 0. The tos parameter has only one valid value, 0, and can
be otherwise ignored.

The full EIGRP metric formula is as follows. Note that some items reduce to 0 if the corre-
sponding k-values are also set to 0.
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EIGRP requires that two routers’ k-values match before those routers can become neigh-
bors. Also note that Cisco recommends again using k-values k2, k4, and k5, because a
nonzero value for these parameters causes the metric calculation to include interface
load and reliability. The load and reliability change over time, which causes EIGRP to re-
flood topology data, and may cause routers to continually choose different routes (route

flapping).

Offset Lists

EIGRP Offset Lists, the final tool for manipulating the EIGRP metrics listed in this chap-
ter, allow an engineer to simply add a value—an offset, if you will-to the calculated integer
metric for a given prefix. To do so, an engineer can create and enable an EIGRP Offset List
that defines the value to add to the metric, plus some rules regarding which routes should
be matched and therefore have the value added to their computed FD.

An Offset List can perform the following functions:

B Match prefixes/prefix lengths using an IP ACL, so that the offset is applied only to
routes matched by the ACL with a permit clause

m  Match the direction of the Update message, either sent (out) or received (in)
m  Match int interface on which the Update is sent or received

B Set the integer metric added to the calculation for both the FD and RD calculations
for the route

The configuration itself uses the following command in EIGRP configuration mode, in ad-
dition to any referenced IP ACLs:

offset-list {access-list-number | access-list-name} {in | out} offset [interface-
type interface-number]

For example, consider again branch office Router B1 in Figure 3-1, with its connection to
both WANT1 and WAN2 over a Frame Relay network. Formerly, WANT1 calculated a metric
of 2,172,416 for its route, through B1, to subnet 10.11.1.0/24. (Refer to Figure 3-5 for the
math behind WANT’s calculation of its route to 10.11.1.0/24.) Router WANT1 also calcu-
lated a value of 28,160 for the RD of that same direct route. Example 3-5 shows the addi-
tion of an offset on WANT, for received updates from Router B1.

Example 3-5 Inbound Offset of 3 on WANI, for Updates Received on S0/0/0.1

WAN1 (config)#access-1list 11 permit 10.11.1.0

WAN1 (config)#router eigrp 1

WAN1 (config-router)#offset-1list 11 in 3 Serial0/0/0.1
WAN1 (config-router)#end

Mar 2 11:34:36.667: %DUAL-5-NBRCHANGE: IP-EIGRP(Q) 1: Neighbor 10.1.1.2
(Serial@/0/0.1) is resync: peer graceful-restart

WAN1#show ip eigrp topo 10.11.1.0/24
IP-EIGRP (AS 1): Topology entry for 10.11.1.0/24
State is Passive, Query origin flag is 1, 1 Successor(s), FD is 2172416
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Routing Descriptor Blocks:
10.1.1.2 (Seriale/0/@.1), from 10.1.1.2, Send flag is 0x0
Composite metric is (2172419/28163), Route is Internal
Vector metric:
Minimum bandwidth is 1544 Kbit
Total delay is 20100 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500
Hop count is 1
! output omitted for brevity

The configuration has two key elements: ACL 11 and the offset-list command. ACL 11
matches prefix 10.11.1.0, and that prefix only, with a permit clause. The offset-list 11 in 3
s0/0/0.1 command tells Router WANT1 to examine all EIGRP Updates received on S0/0/0.1,
and if prefix 10.11.1.0 is found, add 3 to the computed FD and RD for that prefix.

Note: Standard ACL 11 matches prefix 10.11.1.0 in this case, regardless of prefix length.
To match the exact prefix and prefix length, use an extended ACL. When doing so, use the
destination address field to match the prefix length. For example, access-list 111 permit ip
host 10.11.1.0 host 255.255.255.0 matches 10.11.1.0/24 exactly, including the prefix
length.

The show ip eigrp topology 10.11.1.0/24 command in Example 3-4 shows that the FD
and RD, highlighted in parentheses, are now each three larger as compared with the earlier
metrics.

Next, continuing this same example, Router B1 has now been configured to add an offset
(4) in its sent updates to all routers, but for prefix 10.11.1.0/24 only.

Example 3-6 Ourbound Offset of 4 on B1, for Updates Sent to All Neighbors, 10.11.1.0/24

B1(config)#access-1list 12 permit 10.11.1.0
B1(config)#router eigrp 1
B1(config-router)#offset-1list 12 out 4
B1(config-router)#end

B1#

! Back to router WAN1

WAN1#show ip eigrp topology

IP-EIGRP Topology Table for AS(1)/ID(10.9.1.1)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status
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P 10.11.1.0/24, 1 successors, FD is 2172419
via 10.1.1.2 (2172423/28167), Serial0/0/0.1
! lines omitted for brevity

Note that the metrics, both FD and RD, are now four larger than in Example 3-4.

Optimizing EIGRP Convergence

The previous major section of this chapter focused on how EIGRP calculates metrics and
how to change that metric calculation. However, that section discussed only one motiva-
tion for changing the metric: to make a router pick one route instead of another. This sec-
tion, which focuses on optimizing the EIGRP convergence process, discusses another
reason for choosing to manipulate the EIGRP metric calculations: faster convergence.

EIGRP converges very quickly, but EIGRP does not achieve the most optimal fast conver-
gence times in all conditions. One design goal might be to tune EIGRP configuration set-
tings so that EIGRP uses the faster convergence methods for as many routes as possible,
and when not possible, that EIGRP converge as quickly as it can without introducing rout-
ing loops. As a result, routers might converge in some cases in a second instead of tens of
seconds (from the point of a router realizing that a route has failed).

For those of you who have not thought about EIGRP convergence before now, you must
first get a comfortable understanding of the concept of EIGRP Feasible Successors—the
first topic in this section. Following that, the text examines the EIGRP query process. This
section ends with EIGRP load balancing, which both allows spreading the load across mul-
tiple routes in addition to improving EIGRP convergence.

Fast Convergence to Feasible Successors

Earlier in this chapter, under the heading “Calculating the Metrics: Feasible Distance and
Reported Distance,” the text explains how a router, for each possible route, calculates two
metric values. One value is the feasible distance (FD), which is the metric from that
router’s perspective. The other metic is the reported distance (RD), which is the integer
metric from the perspective of the next-hop router.

EIGRP routers use the RD value when determining if a possible route can be considered to
be a loop-free backup route called a feasible successor. This section explains the con-
cepts and shows how to confirm the existence or nonexistence of such routes.

Successor and Feasible Successor Concepts

For each prefix/prefix length, when multiple possible routes exist, the router chooses the
route with the smallest integer metric (smallest FD). EIGRP defines each such route as the
successor route for that prefix, and EIGRP defines the next-hop router in such a route as
the successor. EIGRP then creates an IP route for this prefix, with the successor as the
next-hop router, and places that route into the IP routing table.

If more than one possible route exists for a given prefix/prefix length, the router examines
these other (non-successor) routes and asks this question: Can any of these routes be used


http://www.careercert.info

www.CareerCert.info

Chapter 3: EIGRP Topology, Routes, and Convergence 79

immediately if the currently best route fails, without causing a routing loop? EIGRP runs
a simple algorithm to identify which routes could be used without causing a routing loop,
and EIGRP keeps these loop-free backup routes in its topology table. Then, if the succes-
sor route (the best route) fails, EIGRP then immediately uses the best of these alternate
loop-free routes for that prefix.

EIGRP calls these alternative, immediately usable, loop-free routes feasible successor
routes, because they can feasibly be used as a new successor route when the current suc-
cessor route fails. The next-hop router of such a route is called the feasible successor.

Note: In general conversation, the term successor may refer to the route or specifically to
the next-hop router. Likewise, the term feasible successor may refer to the route, or the
next-hop router, of an alternative route.

A router determines if a route is a feasible successor based on the feasibility condition,

defined as follows: Key
Topic

eesee
o o0,
e,

If a non-successor route’s RD is less than the FD, the route is a feasible successor route. ™.,

Although technically correct, the preceding definition is much more understandable with
an example as shown in Figure 3-8. The figure illustrates how EIGRP figures out which
routes are feasible successors for Subnet 1.

Router E Calculates FD for Each Route:

Route Through Router B — 19,000
Route Through Router C — 17,500 «-\« ,
Route Through Router D — 14,000 <— Subnet 1 Metric 15,000

/1/ I\I XSubnet 1 Metric 13,000
~ f
el Subnet 1
Router E Routing Table I\I
Subnet 1 Metric 14,000, Through Router D I
—~ /
' <— Subnet 1 Metric 10,000
Router E Topology Table for Subnet 1
Route Through Router D — Successor
Route Through Router C — Feasible Successor
(C’s RD is 13,000, which Is Less than E’s Metric)

Figure 3-8 Successors and Feasible Successors with EIGRP

In Figure 3-8, Router E learns three routes to Subnet 1, from Routers B, C, and D. After
calculating each route’s metric, Router E finds that the route through Router D has the
lowest metric. Router E adds this successor route for Subnet 1 to its routing table, as
shown. The FD in this case for this successor route is 14,000.

EIGRP decides if a route can be a feasible successor if the reported distance for that route
(the metric as calculated on that neighbor) is less than its own best computed metric (the
FD). When that neighbor has a lower metric for its route to the subnet in question, that
route is said to have met the feasibiliry condition.
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For example, Router E computes a metric (FD) of 14,000 on its successor route (through
Router D). Router C’s computed metric—E’s RD for this alternate router through Router
C—is 13,000, which is lower than E’s FD (14,000). As a result, E knows that C’s best route
for this subnet could not possible point toward router E, so Router E believes that its
route, to Subnet 1, through Router C, would not cause a loop. As a result, Router E marks
its topology table entry for the route through Router C as a feasible successor route.

Conversely, E’s RD for the route through Router B, to Subnet 1, is 15,000, which is larger
than Router E’s FD of 14,000. So, this alternative route does not meet the feasibility condi-
tion, so Router E does not consider the route through Router B a feasible successor route.

If the route to Subnet 1 through Router D fails, Router E can immediately put the route
through Router C into the routing table without fear of creating a loop. Convergence
occurs almost instantly in this case. However, if both C and D fail, E would not have a fea-
sible successor route, and would have to do additional work, as described later in the sec-
tion “Converging by Going Active,” before using the route through Router B.

By tuning EIGRP metrics, an engineer can create feasible successor routes in cases where
none existed, improving convergence.

Verification of Feasible Successors

Determining which prefixes have both successor and feasible successor routes is some-
what simple if you keep the following in mind:

m  The show ip eigrp topology command does not list all known EIGRP routes, but in-
stead lists only successor and feasible successor routes.

m  The show ip eigrp topology all-links command lists all possible routes, including
those that are neither successor nor feasible successor routes.

For example, consider Figure 3-9, which again focuses on Router WANT’s route to Router
B1’s LAN subnet, 10.11.1.0/24. The configuration on all routers has reverted back to de-
faults for all settings that impact the metric: default bandwidth and delay, no offset lists,
and all interfaces are up.

Figure 3-9 shows the three topologically possible routes to reach 10.11.1.0/24, labeled 1, 2,
and 3. Route 1, direct to Router B1, is the current successor. Route 3, which goes to an-
other branch router, back to the main site, and then to Router B1, is probably a route you
would not want to use anyway. However, route 2, through WAN?2, would be a reasonable
back-up route.

If the PVC between WANT and B1 failed, WAN1 would converge to route 2 from the
figure. However, with all default settings, route 2 is not an FS route, as demonstrated in
Example 3-7.

Example 3-7 Only a Successor Route on WAN1 for 10.11.1.0/24

WAN1#show ip eigrp topology
IP-EIGRP Topology Table for AS(1)/ID(10.9.1.1)
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Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 10.11.1.0/24, 1 successors, FD is 2172416
via 10.1.1.2 (2172416/28160), Serial0d/0/0.1
! lines omitted for brevity; no other lines of output pertain to 10.11.1.0/24.

WAN1#show ip eigrp topology all-links
IP-EIGRP Topology Table for AS(1)/ID(10.9.1.1)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 10.11.1.0/24, 1 successors, FD is 2172416, serno 45
via 10.1.1.2 (2172416/28160), Serial0/0/0.1
via 10.9.1.2 (2174976/2172416), FastEthernet0/0
! lines omitted for brevity; no other lines of output pertain to 10.11.1.0/24.

O) @

— —~
— 7

10.1.1.2 SO/0/0.1. o~ —— 10.9.1.1/24
WAN' Fa0/0

Note: All WAN IP addresses begin with 10.1

Figure 3-9 Three Possible Routes from WANI to 10.11.1.0/24

A quick comparison of the two commands show that the show ip eigrp topology com-
mand shows only one next-hop address (10.1.1.2), whereas the show ip eigrp topology all-
links command shows two (10.1.1.2 and 10.9.1.2). The first command lists only successor
and feasible successor routes, so in this case, only one such route for 10.1.1.0/24 exists—
the successor route, direct to B1 (10.1.1.2).

The output of the show ip eigrp topology all-links command is particularly interesting in
this case. It lists two possible next-hop routers: 10.1.1.2 (B1) and 10.9.1.2 (WAN2). It does
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not list the route through Router B2 (10.1.1.6) at all, because B2’s current successor route
for 10.11.1.0/24 is through WAN1. EIGRP Split Horizon rules tell B2 to not advertise
10.11.1.0/24 to WANI.

Next, focus on the route labeled as option 2 in Figure 3-9, the route from WANT1, to
WAN?2, then to B1. Per the show ip eigrp topology all-links command, this route has an
RD of 2,172,416—the second number in parenthesis as highlighted toward the end of
Example 3-6. WANT’s successor route has an FD of that exact same value. So, this one
possible alternate route for 10.11.1.0/24, through WAN?2, does not meet the feasibility
condition—but just barely. To be an FS route, the route’s RD must be less than the FD, and
in this example, the two are equal.

To meet the design requirement for quickest convergence, you could use any method to
manipulate the metrics such that either WAN2’s metric for 10.11.1.0 is lower, or WANT’s
metric for its successor route is higher. Example 3-8 shows the results of simply adding
back the offset-list on WANT1, as seen in Example 3-5, which increases WANT’s metric by 3.

Example 3-8 Increasing WANTI’s Metric for 10.11.1.0/24, Creating an FS Route

WAN1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
WAN1 (config)#access-list 11 permit 10.11.1.0

WAN1 (config)#router eigrp 1

WAN1 (config-router)#offset-1list 11 in 3 s0/0/0.1

WANT1 (config-router)#-z

WAN1#show ip eigrp topology

IP-EIGRP Topology Table for AS(1)/ID(10.9.1.1)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 10.11.1.0/24, 1 successors, FD is 2172419
via 10.1.1.2 (2172419/28163), Serial0/0/0.1
via 10.9.1.2 (2174976/2172416), FastEthernet0/0
! lines omitted for brevity; no other lines of output pertain to 10.11.1.0/24.

Note that now WANT’s successor route FD is 2,172,419, which is higher than WAN2’s
(10.9.1.2’s) RD of 2,172,416. As a result, WANT’s route through WAN2 (10.9.1.2) now meets
the feasibility condition. Also, the show ip eigrp topology command, which lists only
successor and feasible successor routes, now lists this new feasible successor route. Also
note that the output still states “1 successor,” so this counter indeed counts successor
routes and does not include FS routes.

When EIGRP on a router notices that a successor route has been lost, if a feasible succes-
sor exists in the EIGRP topology database, EIGRP places that feasible successor route into
the routing table. The elapsed time from noticing that the route failed, until the route is re-
placed, is typically less than 1 second. (A Cisco Live conference presentation asserts this
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convergence approaches 200 milliseconds.) With well-tuned EIGRP Hold Timers and with
feasible successor routes, convergence time can be held low.

Converging by Going Active
When EIGRP removes a successor route and no FS route exists, the router begins a
process by which the router discovers if any loop-free alternative routes each reach that
prefix. This process is called going active on a route. Routes for which the router has a
successor route, and no failure has yet occurred, remain in a passive state. Routes for
which the successor route fails, with no feasible successor routes, move to an active state,
as follows:

m  Change the state, as listed in the show ip eigrp topology command, from passive (p)

to active (a). { Key
i Topic

m  Send EIGRP Query messages to every neighbor except the neighbor in the failed
route. The Query asks a neighbor whether that neighbor has a loop-free route for the
listed prefix/length.

m  The neighbor considers itself to have a loop-free route if that neighbor is passive for
that prefix/length. If so, the neighbor 1) sends an EIGRP Reply message, telling the
original router that it does indeed have a loop-free route and 2) does not forward
the Query.

m  If the neighbor itself is active on this route, that neighbor 1) floods EIGRP Query
messages to its neighbors and 2) does not immediately send an EIGRP Reply back to
the original router—instead waiting on replies to its own set of Query messages.

m  When a router has received Reply messages from all neighbors to which it sent any
Query messages, that router can then send a Reply message to any of its neighbors as
necessary.

m  When a router has received a Reply for all its Query messages, that router may safely
use the best of the routes confirmed to be loop free.

Note: The EIGRP convergence process when going active on a route is sometimes also
referenced by the name of the underlying algorithm, named Diffusing Update Algorithm
(DUAL).

The process can and does work well in many cases, often converging to a new route in less
than 10 seconds. However, in internetworks with many remote sites, with much redun-
dancy, and with a large number of routers in a single end-to-end route, convergence when
going active can be inefficient. For example, consider the internetwork in Figure 3-10. The
figure shows five branch routers as an example, but the internetwork has 300 branch
routers, each with a PVC connected to two WAN routers, WAN1 and WAN2. When
Router WANT1 loses its route for the LAN subnet at branch B1, without an FS route, the
Query process can get out of hand.


http://www.careercert.info

www.CareerCert.info

84 CCNP ROUTE 642-902 Official Certification Guide

Figure 3-10 Issues with Query Scope

The arrowed lines show WANT’s Query messages and the reaction by several other routers
to forward the Query messages. Although only 5 branch routers are shown, WAN1 would
forward Query messages to 299 branch routers. WAN2 would do the same, assuming its
route to BI’s LAN also failed. These branch routers would then send Query messages back
to the WAN routers. The network would converge, but more slowly than if an FS route
existed.

Note: EIGRP sends every Query and Reply message using RTP, so every message is
acknowledged using an EIGRP ACK message.

By configuring EIGRP so that a router has FS routes for most routes, the whole Query
process can be avoided. However, in some cases, creating FS routes for all routes on all
routers is impossible, so engineers should take action to limit the scope of queries. The
next two sections discuss two tools—stub routers and route summarization—that help re-
duce the work performed by the DUAL algorithm and the scope of Query messages.

The Impact of Stub Routers on Query Scope

Some routers, by design, should not be responsible for forwarding traffic between differ-
ent sites. For example, consider the familiar internetwork shown throughout this chapter,
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most recently in Figure 3-10, and focus on the branch routers. If WAN2’s LAN interface
failed, and WANT’s PVC to B1 failed, then a route still exists from the core to branch B1’s
10.11.1.0/24 subnet: WAN1-B2-WAN2-B1. (This is the same long route shown as route 3
in Figure 3-9.) However, this long route consumes the link bandwidth between the core
and branch B2, and the traffic to/from B1 will be slower. Users at both branches will suffer,
and these conditions may well be worse than just not using this long route.

Route filtering could be used to prevent WANT1 from learning such a route. However, us-
ing route filtering would require a lot of configuration on all the branch routers, with

specifics for the subnets—and it would have to change over time. A better solution exists,
which is to make the branch routers stub routers. EIGRP defines stub routers as follows:

A router that should not forward traffic between two remote EIGRP-learned subnets. ”
i tey
To accomplish this goal, the engineer configures the stub routers using the eigrp stub "-.,.T°P'°

command. Stub routers do not advertise EIGRP-learned routes from one neighbor to
other EIGRP neighbors. Additionally, and possibly more significantly, nonstub routers
note which EIGRP neighbors are stub routers, and the nonstub routers do not send Query
messages to the stub routers. This action greatly reduces the scope of Query messages
when a route goes active, in addition to preventing the long, circuitous, and possibly
harmful route.

The eigrp stub command has several options. When issued simply as eigrp stub, the
router uses default parameters, which are the connected and summary options. (Note that
IOS adds these two parameters onto the command as added to the running-config.) Table
3-3 lists the eigrp stub command options and explains some of the logic behind using
them.

Table 3-3 Parameters on the eigrp stub Command

{ Key

Option

This router is allowed to... i, Topic

Connected

Advertise connected routes but only for interfaces matched with a network
command.

Summary

Advertise auto-summarized or statically configured summary routes.

Static

Adpvertises static routes, assuming the redistribute static command is config-
ured.

Redistributed

Adpvertises redistributed routes, assuming redistribution is configured.

Receive-only

Does not advertise any routes. This option cannot be used with any other
option.

Note that stub routers still form neighborships, even in receive-only mode. The stub router
simply performs less work and reduces the Query Scope because neighbors will not send
these routes any Query messages.

For example, Example 3-9 shows the eigrp stub connected command on Router B2, with
the results being noticable on WAN1 (show ip eigrp neighbors detail).
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{ Key
i Topic

Example 3-9 Evidence of Router B2 as an EIGRP Stub Router

B2#configure terminal
B2(config)#router eigrp 1
B2(config-router)#eigrp stub connected
B2(config-router)#

Mar 2 21:21:52.8361: %DUAL-5-NBRCHANGE: IP-EIGRP(@) 1: Neighbor 10.9.1.14
(FastEthernet®/0.12) is down: peer info changed

! A message like the above occurs for each neighbor.

! Moving to router WAN1 next
WAN1#show ip eigrp neighbors detail
IP-EIGRP neighbors for process 1

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) cnt Num
1 10.9.1.2 Fa0/0 11 00:00:04 7 200 0 588
Version 12.4/1.2, Retrans: 0, Retries: 0, Prefixes: 8
2 10.1.1.6 Sed/0/0.2 13 00:21:23 1 200 0 408

Version 12.4/1.2, Retrans: 2, Retries: 0, Prefixes: 2
Stub Peer Advertising ( CONNECTED ) Routes
Suppressing queries
[} 10.9.1.6 Fa0/0.4 12 00:21:28 1 200 0 175
Version 12.2/1.2, Retrans: 3, Retries: 0, Prefixes: 6

The Impact of Summary Routes on Query Scope

In addition to EIGRP stub routers, route summarization also limits EIGRP Query scope
and therefore improves convergence time. The reduction in Query scope occurs due to the
following rule:

If a router receives an EIGRP Query for a prefix/prefix length, does not have an exactly
matching (both prefix and prefix length) route, but does have a summary route that in-
cludes the prefix/prefix length, that router immediately sends an EIGRP Reply and does
not flood the Query to its own neighbors.

For example, consider Figure 3-11. Multilayer Switches C1 and C2 sit in the core of the
network shown in various other figures in this chapter, and both C1 and C2 run EIGRP.
The IP subnetting design assigns all branch office LAN subnets from the range
10.11.0.0/16 and 10.12.0.0/16. As such, Routers WAN1 and WAN2 advertise summary
routes for these ranges, rather than for individual subnets. So, under normal operation,
ignoring the whole Query scope issue, C1 and C2 would never have routes for individual
branch subnets like 10.11.1.0/24 but would have routes for 10.11.0.0/16 and 10.12.0.0/16.

The figure highlights three steps:
Step 1. ' WANI1 and WAN2 advertise summary routes, so that C1, C2, and all other
routers in the core have a route for 10.11.0.0/16 but not a route for 10.11.1.0/24.

Step 2. Some time in the future, WANT1 loses its route for 10.11.1.0/24, so WAN1
sends a Query for 10.11.1.0/24 to C1 and C2.
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Figure 3-11 Route Summaries Limiting Query Scope

Step 3. Cl1and C2 send an EIGRP Reply immediately afterward, because both do not
have a route for that specific prefix/length (10.11.1.0/24), but both do have a
summary route (10.11.0.0/16) that includes that range of addresses.

Chapter 4, “EIGRP Route Summarization and Filtering,” explains the configuration of
EIGRP route summarization as an end to itself.

Stuck in Active

When a router notices a route failure and moves a route from passive to active state, that
router sends Query messages to its neighbors. With a sufficiently large network, particu-
larly when routers exist several router hops away, the number of Queries may not only be
large, but there also may be a string of routers that all must wait on multiple Reply mes-
sages before they can, in turn, issue a Reply. For example, in Figure 3-12, Router R1 must
wait on routers R11, R12, and R13 to send a Reply. R11 must wait on routers R21, R22,
and R23. R21 must wait on three other routers, and so on-meaning that R1 may have to
wait quite a while before getting a response.

Although the design shown in Figure 3-12 is admittedly contrived, the point is that a
router may wait awhile before getting a Reply message in response to each Query message
for an Active route. A router cannot use any alternative paths for that route until all such
Reply messages have been received.

To deal with this potentially long time, IOS first sets a limit on how long it should take to
receive all such replies. That timer, called the acrive timer, is set to 3 minutes by default.
(The timer can be configured for an entire EIGRP process using the timers active-time
time EIGRP subcommand, with a units of a number of minutes.) Routes for which a
router does not receive a Reply within the active timer are considered to be Stuck-in-
Active (SIA) routes.

IOS has two major branches of logic when reacting to SIA routes. Earlier versions of IOS
took a rather drastic action, bringing down the uncooperative neighbors that had yet to
send back an EIGRP Reply for that route. For example, in Figure 3-12, if R1 received Reply
messages from R11 and R12, but not R13, and the active timer expired, R1 would bring
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down the neighborship with R13. The active route would be considered to have failed,
and all routes known through the failed neighbor would also be considered to have
failed—possibly generating more Query messages for other routes.

Later IOS versions (beginning in the 12.2 mainline) make an attempt to avoid failing the
neighborship. At the halfway point through the Active timer—a seemingly long 90 seconds
by default—a router sends an SIA-Query (Stuck-in-Active query) EIGRP message to each
neighbor that has yet to send back a Reply. The purpose of the message is to either get an
SIA-Reply back, meaning that the neighbor really is still waiting for replies to its own
queries, or to get nothing in reply. In the first case, because the neighbor is alive and still
working, there is no need to kill the neighborship. In the second case, the neighbor was
not able to reply, so the action of failing the neighborship is reasonable.

Unequal Metric Route Load Sharing

Convergence to a feasible successor route should happen within a second after a router re-
alizes the successor route has failed. Even in large well-designed networks, particularly
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with features like stub routers and route summarization in use, convergence can still hap-
pen in a reasonable amount of time even when going active. The next feature, load sharing,
takes convergence to another level, giving instantaneous convergence, while reaching other
goals as well.

I0S allows routing protocols to place multiple routes into the routing table for an in-
dividual prefix/length. IOS then balances traffic across those routes, by default balancing
traffic on a per-destination IP address basis.

Load balancing, sometimes called load sharing, provides a primary benefit of making use
of the available bandwidth, rather than using some links as simply backup links. For
example, with the two-PVC designs repeatedly shown in this chapter (Figures 3-1, 3-9, and
3-10), without load sharing, a branch router would send traffic over one PVC, but not
both. With load sharing, some traffic would flow over each PVC.

A useful secondary benefit—faster convergence—occurs when using load balancing. By
placing multiple routes into the routing table for a single prefix, convergence happens
essentially instantly. For example, if a branch router has two routes for each data center
subnet—one using each PVC that connects the branch to the core—and one of the routes
fails, the other route is already in the routing table. In this case, the router does not need
to look for FS routes nor go active on the route. The router uses the usual EIGRP conver-
gence tools only when all such routes are removed from the routing table.

The load balancing configuration requires two commands, one of which already defaults
to a reasonable setting. First, you need to define the number of allowed routes for each
prefix/prefix length using the maximum-paths number EIGRP subcommand. The default
setting of 4 is often big enough, because most internetworks do not have enough redun-
dancy to have more than four possible routes.

Note: The maximum number of paths varies based on IOS version and router platform.
However, for the much older IOS versions, the maximum was 6 routes, with later versions
typically supporting 16 or more.

The second part of the load balancing configuration overcomes a challenge introduced by
EIGRP’s metric calculation. The EIGRP integer metric calculation often results in 8-to-10-
digit integer metrics, so the metrics of competing routes are seldom the exact same value.
Calculating the exact same metric for different routes for the same prefix is statistically
unlikely.

I0S includes the concept of EIGRP variance to overcome this problem. Variance lets you
tell IOS that the EIGRP metrics can be close in value and still be considered worthy of be-
ing added to the routing table—and you can define how close.

The variance multiplier EIGRP router subcommand defines an integer between 1 and
128. The router then multiplies the variance times the successor route’s FD-the metric of
the best route to reach that subnet. Any FS routes whose metric is less than the product of
the variance times the FD are considered to be equal routes and may be placed into the
routing table, up to the number of routes defined by the maximum-paths command.
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For example, consider the example as shown in Figure 3-13 and Table 3-4. In this exam-
ple, to keep the focus on the concepts, the metrics are small easy-to-compare numbers,
rather than the usual large EIGRP metrics. The example focuses on R4’s three possible
routes to reach Subnet 1. The figure shows the RD of each route next to Routers R1, R2,
and R3, respectively.

‘./:/’\ Metric 30
R1 ‘\

Metric 50
o — Metric 90 (T—,  Metric 40
\ R4 ‘ ¢ R2
Metric 120

—~
5 L
< Metric 60
R3

Figure 3-13 Example of the Use of Variance

Table 3-4 Example of Routes Chosen as Equal Due to Variance

Next- Metric RD Added to Routing Added to Added to Routing

hop Table at Variance 1?  Routing Table at  Table at Variance 3?
Variance 2?

R1 50 30 Yes Yes Yes

R2 90 40 No Yes Yes

R3 120 60 No No No

Before considering the variance, note that in this case the route through R1 is the succes-
sor route because it has the lowest metric. This also means that the FD is 50. The route
through R2 is an FS route because its RD of 40 is less than the FD of 50. The route
through R3 is not an FS route, because R3’s RD of 60 is more than the FD of 50.

At a default variance setting of 1, the metrics must be exactly equal to be considered
equal, so only the successor route is added to the routing table (the route through R1).
With variance 2, the FD (50) is multiplied by the variance (2) for a product of 100. The
route through R2, with FD 90, is less than 100, so R4 will add the route through R2 to the
routing table as well. The router can then load balance traffic across these two routes.
Table 3-4 summarizes these cases, plus one other, which is described after the table.

In the third case, with variance 3, the product of the FD (50) times 3 results equals 150.
All three routes’ calculated metrics (their FD values) are less than 150. However, the route
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through R3 is not an FS route, so it cannot be added to the routing table for fear of
causing a routing loop. So, R4 adds only the routes through R1 and R2 to its IP routing
table. (Note that the variance and maximum-paths settings can be verified by using the
show ip protocols command.)

The following list summarizes the key points about variance:

m  The variance is multiplied by the current FD (the metric of the best route to reach the

subnet). { Key
i Topic

m  Any FSroutes whose calculated metric is less than or equal to the product of
variance times FD are added to the IP routing table, assuming the maximum-paths
setting allows more routes.

®  Routes that are neither successor nor feasible successor can never be added to the IP
routing table, regardless of the variance setting.

When the routes have been added to the routing table, the router supports a couple of
methods for how to load balance traffic across the routes. The router can balance the traf-
fic proportionally with the metrics, meaning that lower metric routes send more packets.
Also, the router can send all traffic over the lowest-metric route, with the other routes just
being in the routing table for faster convergence in case the best route fails.
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Exam Preparation Tasks

Planning Practice

The CCNP ROUTE exam expects test takers to review design documents, create imple-
mentation plans, and create verification plans. This section provides exercises that may
help you to take a step back from the minute details of the topics in this chapter so that
you can think about the same technical topics from the planning perspective.

For each planning practice table, simply complete the table. Note that any numbers in
parentheses represent the number of options listed for each item in the solutions in
Appendix F, “Completed Planning Practice Tables.”

Design Review Table

Table 3-5 lists several design goals related to this chapter. If these design goals were listed
in a design document, and you had to take that document and develop an implementation
plan, what implementation options come to mind? For any configuration items, a general

description can be used, without concern about the specific parameters.

Table 3-5 Design Review

Design Goal Possible Implementation Choices
Covered in This Chapter

Limit consumption of IP subnets in Frame Relay
WAN design.

In a relatively slow Frame Relay WAN, protect against
consuming too much bandwidth with overhead
EIGRP traffic.

Plan to change bandwidth from 1X CIR to 2X CIR on
all Frame Relay subinterfaces.

Plan to set bandwidth to values other than actual
interface speeds to manipulate EIGRP metrics.

A goal of ensuring all remote routers’ secondary
EIGRP routes does not require Queries for
convergence.

What tools can we use to meet the design goal of fast
convergence? (four items)

Implementation Plan Peer Review Table

Table 3-6 shows a list of questions that others might ask, or that you might think about,
during a peer review of another network engineer’s implementation plan. Complete the
table by answering the questions.
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Table 3-6 Notable Questions from This Chapter to Consider During an Implementation
Plan Peer Review

Question Answer

A Frame Relay multipoint interface, with 20 PVCs attached, has
a configuration for 10% of the bandwidth to be used for EIGRP.
How much is allocated per PVC?

A configuration lists the no ip split-horizon command-when
would that matter?

The plan calls for setting all EIGRP K-values to 1. What negative
effect could this have on routes in the IP routing table?

The configuration uses offset lists. Will that impact the calcula-
tion of FD and/or RD?

The plan lists a sample configuration migrating an interface from
delay 20 to delay 200. How much will the metric go up?

The plan shows the use of the variance 4 command. What must
be configured to add other routes to a routing table? (two items)

Create an Implementation Plan Table

To practice skills useful when creating your own EIGRP implementation plan, list in Table
3-7 configuration commands related to the configuration of the following features. You
may want to record your answers outside the book and set a goal to complete this table
(and others like it) from memory during your final reviews before taking the exam.

Table 3-7 Implementation Plan Configuration Memory Drill

Feature Configuration
Commands/Notes

Enabling EIGRP on interfaces

Enabling or disabling Split Horizon for EIGRP

Setting the Bandwidth consumed by EIGRP on an interface

Setting an interface’s logical bandwidth

Setting an interface’s logical delay

K-values

Configuring an EIGRP offset list that matches a prefix

Configuring an EIGRP offset list that matches a prefix and
prefix length

Configuring unequal cost load balancing

Configure an EIGRP stub router

93
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Choose Commands for a Verification Plan Table

To practice skills useful when creating your own EIGRP verification plan, list in Table 3-8
all commands that supply the requested information. You may want to record your
answers outside the book, and set a goal to complete this table (and others like it) from
memory during your final reviews before taking the exam.

~  Table 3-8 Verification Plan Memory Drill
{ Key

i Topic
Information Needed Command

The composite metric values for all EIGRP prefixes.

Display EIGRP Split Horizon settings.

Calculate the maximum bandwidth EIGRP will con-
sume on a physical or point-to-point subinterface.

Calculate the maximum bandwidth EIGRP will
consume per PVC on a multipoint Frame Relay
subinterface.

Display the increase in RD after implementing an
EIGRP offset list.

Display interface bandwidth and delay settings.

Lists EIGRP K-values.

Find the number of successor and feasible successor
routes.

Find all routes, including non-successors.

Determine if the local router is a stub router.

Determine if a neighboring router is a stub router.

Find the current setting of variance and
maximum-paths.

Display messages each time EIGRP suppresses a prefix
advertisement due to Split Horizon.

Review all the Key Topics

Review the most important topics from the chapter, noted with the key topics icon in the
outer margin of the page. Table 3-9 lists a reference of these key topics and the page num-
bers on which each is found.

{ Key
i Topic
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Table 3-9 Key Topics for Chapter 3

Key Topic  Description Page
Element Number
List Three sources for seeding a local router’s EIGRP topology table 60

List EIGRP message types (5) 61

List Rules for EIGRP topology exchange 64
Definitions  Feasible Distance, Reported Distance 70
Definition  Feasibility Condition 79
Figure 3-8 Conceptual view of successors and feasible successors 79

List Two commands to find all EIGRP routes versus all 80

successor/feasible successor routes

List EIGRP process of finding routes when going active 83
Definition EIGRP stub router 85
Table 3-3 List of options on the eigrp stub command 85
Definition Rule by which summary routes reduce Query scope 86
List Rules for unequal-cost multipath 91

Complete the Tables and Lists from Memory

Print a copy of Appendix D, “Memory Tables,” (found on the CD) or at least the section
for this chapter, and complete the tables and lists from memory. Appendix E, “Memory
Tables Answer Key,” also on the CD, includes completed tables and lists to check your
work.

Define Key Terms
Define the following key terms from this chapter, and check your answers in the glossary.

feasibility condition, feasible distance, feasible successor, full update, partial update,
reported distance, advertised distance, successor, Split Horizon, bandwidth, delay,
K-value, offset list, going active, DUAL, Query scope, EIGRP stub router, unequal-cost
load balancing, variance
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CHAPTER 4

EIGRP Route Summarization and
Filtering

Engineers can choose to implement routing protocols such that all routers know routes to
all prefixes in an internetwork. By allowing all routers to share all known prefixes, every
router in an Enterprise has the potential ability to forward packets to all subnets in the En-
terprise, assuming the internetwork is working correctly.

However, a reasonable network design may not need nor want the unfettered flow of rout-
ing information in an Enterprise. The design should consider the flow of data in the net-
work, in particular, the fact that most data applications do not send packets directly
between end user hosts. Most often, the packets go from one host to a server, and then
the server communicates directly with the other end user host. So the design may require
or desire that some routes are filtered so that routers in one part of the internetwork can-
not forward packets to another part.

Additionally, the design may call for a general goal to reduce the size of the typical
router’s IP routing table. Although routers consume only a small amount of CPU to for-
ward each packet, the amount of CPU required does increase slightly based on the num-
ber of routes. Additionally, a smaller routing table may be simpler and require less time
when troubleshooting problems.

This chapter explains three categories of tools that you can use to limit the number of
routes in the routing table: route filtering, route summarization, and default routes.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess if you should read the entire
chapter. If you miss no more than one of these nine self-assessment questions, you might
want to move ahead to the “Exam Preparation Tasks.” Table 4-1 lists the major headings in
this chapter and the “Do I Know This Already?” quiz questions covering the material in
those headings so that you can assess your knowledge of these specific areas. The an-
swers to the “Do I Know This Already?” quiz appear in Appendix A.

Table 4-1 “Do I Know This Already?” Foundation Topics Section-ro-Question Mapping

Foundations Topics Section Questions
Route Filtering 1-4
Route Summarization 5-7

Default Routes 8,9
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1. Router R1 has been configured for EIGRP. The configuration also includes an ACL
with one line—access-list 1 permit 10.100.32.0 0.0.15.255-and the EIGRP configu-
ration includes the distribute-list 1 in command. Which of the following routes could
not be displayed in the output of the show ip eigrp topology command as a result?

a. 10.10.32.0/19
b. 10.10.44.0/22
c. 10.10.40.96/27
d. 10.10.48.0/23

e. 10.10.60.0/30

2. The command output that follows was gathered from router R1. If correctly refer-
enced by an EIGRP distribution list that filters outbound Updates, which of the fol-
lowing statements is true about the filtering of various prefixes by this Prefix list?
R1#sh ip prefix-list
ip prefix-list question: 4 entries

seq 5 deny 10.1.2.0/24 ge 25 le 27
seq 15 deny 10.2.0.0/16 ge 30 le 30
seq 20 permit 0.0.0.0/0

Prefix 10.1.2.0/24 will be filtered due to clause 5.
Prefix 10.1.2.224/26 will be filtered due to clause 5.
Prefix 10.2.2.4/30 will be filtered due to clause 15.
Prefix 10.0.0.0/8 will be permitted.

e. Prefix 0.0.0.0/0 will be permitted.

e 0 T o

3. R1 has correctly configured EIGRP to filter routes using a route map named
question. The configuration that follows shows the entire route map and related con-
figuration. Which of the following is true regarding the filtering action on prefix
10.10.10.0/24 in this case?
route-map question deny 10

match ip address 1
route-map question permit 20
match ip address prefix-list fred
!
access-list 1 deny 10.10.10.0 0.0.0.255
ip prefix-list fred permit 10.10.10.0/23 le 25

a. It will be filtered due to the deny action in route map clause 10.

b. It will be allowed because of the double negative (two deny references) in
clause 10.

c. It will be permitted due to matching clause 20’s reference to prefix-list fred.

d. It will be filtered due to matching the implied deny all route map clause at
the end of the route map.
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4. An engineer has typed four different single-line prefix lists in a word processor. The

four answers show the four different single-line prefix lists. The engineer then does a
copy/paste of the configuration into a router. Which of the lists could match a subnet
whose prefix length is 27?

ip prefix-list fred permit 10.0.0.0/24 ge 16 le 28
ip prefix-list barney permit 10.0.0.0/24 le 28

ip prefix-list wilma permit 10.0.0.0/24 ge 25

ip prefix-list betty permit 10.0.0.0/24 ge 28

e 0o T o

. An engineer plans to configure summary routes with the ip summary-address eigrp
asn prefix mask command. Which of the following, when added to such a command,
would create a summary that includes all four of the following subnets: 10.1.100.0/25,
10.1.101.96/27, 10.1.101.224/28, and 10.1.100.128.25?

a. 10.1.0.0 255.255.192.0

b. 10.1.64.0 255.255.192.0
c. 101.100.0 255.255.255.0
d. 10.1.98.0 255.255.252.0

. R1 has 5 working interfaces, with EIGRP neighbors existing off each interface. R1 has
routes for subnets 10.1.1.0/24, 10.1.2.0/24, and 10.1.3.0/24, with EIGRP integer metrics
of roughly 1 million, 2 million, and 3 million, respectively. An engineer then adds the
ip summary-address eigrp 1 10.1.0.0 255.255.0.0 command to interface Fa0/0.
Which of the following is true?

a. Rl losesand then reestablishes neighborships with all neighbors.
R1 no longer advertises 10.1.1.0/24 to neighbors connected to Fa0/0.

1 advertises a 10.1.0.0/16 route out Fa0/0, with metric of around 3 million
(largest metric of component subnets).

d. RI1 advertises a 10.1.0.0/16 route out Fa0/0, with metric of around 2 million
(median metric of component subnets).

. Inalab, R1 connects to R2, which connects to R3. R1 and R2 each have several work-
ing interfaces, all assigned addresses in class A network 10.0.0.0. Router R3 has some
working interfaces in class A network 10.0.0.0, and others in class B network
172.16.0.0. The engineer experiments with the auto-summary command on R2 and
R3, enabling and disabling the command in various combinations. Which of the fol-
lowing combinations will result in R1 seeing a route for 172.16.0.0/16, instead of the
individual subnets of class B network 172.16.0.0?

a. auto-summary on R2 and no auto-summary on R3

b. auto-summary on R2 and auto-summary on R3

c. no auto-summary on R2 and no auto-summary on R3
d

no auto-summary on R2 and auto-summary on R3
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8. Router R1 exists in an Enterprise that uses EIGRP as its routing protocol. The show ip
route command output on router R1 lists the following phrase: “Gateway of last re-
sort is 1.1.1.1 to network 2.0.0.0”. Which of the following is most likely to have caused
this output to occur on R1?

e 0o o @

R1 has been configured with an ip default-network 2.0.0.0 command.
R1 has been configured with an ip route 0.0.0.0 0.0.0.0 1.1.1.1 command.
R1 has been configured with an ip route 2.0.0.0 255.0.0.0 1.1.1.1 command.

Another router has been configured with an ip default-network 2.0.0.0
command.

Another router has been configured with an ip route 2.0.0.0 255.0.0.0
1.1.1.1 command.

9. Enterprise Router R1 connects an Enterprise to the Internet. R1 needs to create and
advertise a default route into the Enterprise using EIGRP. The engineer creating the
implementation plan has chosen to base this default route on the ip route command,
rather than using ip default-network. Which of the following is not a useful step with
this style of default route configuration?

o 2o o

Create the default route on R1 using the ip route 0.0.0.0 0.0.0.0 ourgoing-
interface command.

Redistribute the statically configured default route.
Disable auto-summary.
Configure the network 0.0.0.0 command.

Ensure R1 has no manually configured summary routes using the ip sum-
mary-address eigrp command.
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Foundation Topics

Route Filtering

Does a router in a branch office need to be able to forward packets to hosts in another
branch office? Does a router in the sales division need to be able to forward packets to
hosts in the manufacturing division? These questions are just a sampling of design ques-
tions for which route filtering can be part of the solution.

Route filtering allows the engineer to filter which routes are advertised in an EIGRP up-
date. If routers in a branch do not need to learn routes about subnets in other branches,
routers can filter that routing information. This filtering reduces the size of routing tables,
saving memory, possibly improving routing performance, and makes the internetwork
more secure by limiting the flow of packets.

EIGRP enables route filtering using the distribute-list router subcommand. The concept is
relatively straightforward: The distribute list refers to either an access control list (ACL),
prefix list, or route map. These three tools classify whether a route should be permitted to
be sent/received in an EIGRP Update or be denied (filtered). The distribute-list command
also specifies the direction—outbound updates or inbound updates—and optionally, the
specific interface on which to filter updates.

For example, Figure 4-1 shows an expanded version of the internetwork used frequently
in the previous two chapters. The figure adds several links between the WAN routers and
some core Layer 3 switches. It also notes the address ranges for all data centers
(10.16.0.0/16) and the range of addresses used for subnets in the manufacturing division
(10.17.32.0/19).

The design engineer could make many choices about what routes to filter, for example:

m  Filter routes to WAN subnets so that the core and manufacturing do not learn those
routes, because these subnets should not be the destination of any user traffic.

m  Filter manufacturing routes from being advertised to the branches, because the
branches are in the sales division.

m  Filter routes for the subnets sitting between the Layer 3 switches in the core, prevent-
ing them from being advertised to either manufacturing or the sales branches, be-
cause no users in these divisions should be sending packets to these subnets.

The examples in this chapter focus on the first of these design options.

Filtering the subnets that exist between Layer 3 devices, as is suggested in the second and
third items in the list, have both pros and cons. For example, the second design goal filters
the WAN subnets, because no end users need to be able to send packets to those subnets.
This meets the goal of having smaller routing tables. However, operations personnel may
have a larger challenge when monitoring and troubleshooting, because when a ping or
traceroute fails, they also need to figure out whether the command failed by design due
to the purposefully filtered routes, or whether a problem has occurred.
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Sales Manufacturing:
Branch 10.17.32.0 - 10.17.63.255
Offices
Fa0/0 50/0/0.1 S0/0/0.1
10.11.1.1 5}@12_ ot Cored
N
ej%@: N P Q<Q\°' %
Data Center:
10.16.0.0/16
L JP— 7 6“’%/%\ s '
04211 B0 — < _. - N/ Core2
$0/0/0.2 so0/0/0.2 CWAN
2.6 2.5

Note: All WAN IP addresses begin with 10.1.
All LAN Core IP addresses begin with 10.9.1.

Figure 4-1 Expanded Design with a Range of Addresses in Manufacturing

This section next examines how to filter EIGRP routes using ACLs, prefix lists, and then
route maps. All three of these tools will be used throughout this book, so this chapter lays
the foundation for understanding these tools, in addition to showing how to use these
tools when filtering EIGRP routes.

Filtering by Referencing ACLs

To filter EIGRP routes by matching them using ACLs, the ACL must match a route with a
permit clause to then allow the route to be advertised, and match the route with a deny
clause to filter the route. Before getting into how an ACL matches a route, first it is impor-
tant to review what can be examined based on the configuration of an IP ACL.

EIGRP distribute lists support the use of standard IP ACLs. The syntax of both numbered
and named standard ACLs allows a configuration of one dotted decimal number and its
corresponding wildcard (WC) mask. When used for packet filtering, this number is com-
pared to the source IP address of the packet. When referenced by the distribute-list com-
mand for the purpose of EIGRP route filtering, EIGRP compares the standard ACL
source-address field to the subnet number (prefix) of each EIGRP route.

The best way to learn the specifics is to consider several examples. Figure 4-2 shows the
specific size subnets being advertised from the manufacturing division into the core. The
design calls for the WAN routers to filter these routes from being advertised toward the
Sales division’s branch offices.

Figure 4-2 shows the distribute-list 2 out s0/0/0.1 command on Router WANT1 as one
sample of the syntax. A command like this would need to be included in WANT’s configu-
ration for each interface connected to a branch. ACL number 2 would then be configured
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router eigrp 1
distribute-list 2 out s0/0/0.1

<~ s

Routes from Manufacturing:
\ 10.17.32.0/23
10.17.34.0/24

<—To Branches 10.17.35.0/25
10.17.35.128/25
10.17.36.0/26
~s 10.17.36.64/26
\ WAN‘

Figure 4-2 Specific Manufacturing Routes to Be Filtered

to match the manufacturing routes with a deny clause, and all other routes with a permit
clause, filtering the routes.

If WANT1 has hundreds of serial subinterfaces for its WAN connections, then following the
sample in the previous paragraph, WAN1 would have hundreds of distribute-list 2 out se-
rial number commands, one per WAN interface/subinterface. Alternatively, the engineer
could configure a single distribute-list 2 out command on Router WANT1, not specifying
an interface. In this case, Router WAN1 would not advertise these routes to any neighbors,
greatly reducing WANT’s configuration.

Given that this section represents the first use of ACLs in this book, at your option, take
the time to try the following exercise as a review of ACLs. Consider the following access-
list commands. Imagine that each command in this list is the first of two commands in a
single access-list. The second and only other command is a command that permits all
other routes—for example, access-list 2 permit any. Then, ask yourself—if used by a
distribute-list on WANT to filter the manufacturing routes (as seen in Figure 4-2), and you
want that ACL to filter only manufacturing routes, which of these 2-line ACLs meet the
requirements?

access-list 3 deny 10.17.32.0
access-list 4 deny 10.17.32.0 0.0.0.255
access-list 5 deny 10.17.32.0 0.0.3.255
access-list 6 deny 10.16.0.0 0.1.255.255

To keep from giving away the answers, Table 4-2, which supplies the answers and explana-
tion, is located on the next page.
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Table 4-2 Analysis of the Sample ACLs Used with the distribute-list Command

ACL Routes Filtered Explanation
3 10.17.32.0/23 The ACL matches exactly prefix 10.17.32.0, so it matches a
single manufacturing route.
4 10.17.32.0/23 The ACL matches all prefixes that begin with 10.17.32 be-
cause of the WC mask, again matching a single route.
5 10.17.32.0/23 The ACL matches all prefixes in the range
10.17.34.0/24 10.17.32.0-10.17.35.255, which includes four manufactur-
10.1735.0/25 ng routes.
10.17.35.128/25
6 All manufacturing and The ACL matches all prefixes in the range
data center routes 10.16.0.0-10.17.255.255, which includes the data center
routes.

Note: To find the range of numbers matched by an ACLs address and wildcard mask val-
ues, use the address field as the low end of the range, and simply add the address and wild-
card mask to find the high end of the range.

Example 4-1 shows the configuration on router WANT1 to filter the manufacturing routes,
with distribute lists enabled on its two WAN subinterfaces. The ACL matches (with a deny
action) all manufacturing routes, and matches all other routes with a permit clause.

Example 4-1 WANT’s distribute-list to Filter Manufacturing Routes

! On Router B1, before the filtering is applied:
Bi#show ip route | include 10.17
10.17.35.0/25 [90/2300416] via 10.1.
10.17.34.0/24 [90/2300416] via 10.1.
10.17.32.0/23 [90/2300416] via 10.1. 00:00:18, Serial0/0/0.1
10.17.36.0/26 [90/2300416] via 10.1. 00:00:18, Serial0/0/0.1
10.17.36.64/26 [90/2300416] via 10.1.1.1, 00:00:18, Serial®/0/0.1
10.17.35.128/25 [90/2300416] via 10.1.1.1, 00:00:18, Serial0/0/0.1

00:00:18, Serial@/0/0.1

1.1,
1.1, 00:00:18, Serial@/0/0.1
1.1,
1.1,

—|O U O O O O

On Router WANT1:

WAN1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
WAN1 (config)#access-1list 2 deny 10.17.32.0 0.0.31.255

WAN1 (config)#access-1list 2 permit any

WAN1 (config-router)#distribute-1list 2 out
WAN1 (config-router)#°Z
WANT #

(

WAN1 (config)#router eigrp 1
(
(
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! On Router B1, after the filtering is applied
Bi#show ip route |, include 10.17
B1#

Note: The same configuration added to Router WAN1 was also added to Router WAN2;
however, the commands were not repeated in Example 4-1.

The ACL in this case, ACL 2, matches all subnets with a value between
10.17.32.0-10.17.63.255, inclusive, based on the IP address value of 10.17.32.0 and WC
mask of 0.0.31.255. By matching these routes with a deny clause, the ACL, used as a dis-
tribute list, filters the routes. The access-list 2 permit any command matches all other
routes, allowing them to be advertised.

Table 4-2 lists the answers to the exercise listed a few pages back.

Filtering by Referencing IP Prefix Lists

The IOS IP prefix-list feature gives the network engineer another tool for matching routes
when performing route filtering. IP prefix lists can examine both the prefix and the prefix
length, and a range of prefixes or a range of prefix lengths. The command then sets either
a deny or permit action for each matched prefix/length. To use the prefix-list, the configu-
ration simply refers to the prefix-list with the same distribute-list command seen earlier.

Using IP prefix lists for route filtering has several advantages. First, IP prefix lists allow
matching of the prefix length, whereas the ACLs used by the EIGRP distribute-list com-
mand cannot. (Some other route filtering configurations can match both the prefix and
prefix length using extended ACLs.) Many people find IP prefix lists more intuitive for
configuring route filtering. Finally, the internal processing of the IP prefix lists uses an in-
ternal tree structure that results in faster matching of routes as compared with ACLs.

This section begins by examining IP prefix lists as an end to itself, followed by an example
of filtering EIGRP routes using a prefix list.

IP Prefix List Concepts

IP prefix lists provide mechanisms to match two components of an IP route:
m  The route prefix (the subnet number)
m  The prefix length (the subnet mask)

Each single IP prefix list has similar characteristics to a single ACL, with subtle similarities
to both numbered and named ACLs. The IP prefix list consists of one or more global con-
figuration commands (like numbered ACLs), with commands using the same name being
in the same list (like named ACLs). As with named ACLs, each ip prefix-list command has
a sequence number to allow later deletion of individual commands and insertion of com-
mands into a particular sequence position. Each command has a permit or deny action—
but because it is used only for matching routes, and not for packet filtering, the permit or
deny keyword just implies whether a route is matched (permit) or not (deny).
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{ Key
i Topic

i Key
i Topic

The generic command syntax is as follows:

ip prefix-list Iist-name [seq seq-value] {deny | permit prefix/prefix-
length}[ge ge-value] [le le-value]

The following statements summarize the logic:

Step 1.  The route’s prefix must be within the range of addresses implied by the prefix-
list command’s prefix/prefix-length parameters.

Step 2.  The route’s prefix length must match the range of prefixes implied by the
prefix-list command’s prefix-length, ge, and le parameters.

The matching of the prefix works much like the ACL matching logic. The configured pre-
fix/prefix-length implies a range of IP addresses. For example, an ip prefix-list barney
deny 10.0.0.0/8... implies any number whose first 8 bits (per the /8) match 10.0.0.0-in
other words, all IPv4 addresses that begin with 10. Any route whose prefix is in this
range—for example, 10.0.0.0, 10.1.1.0, and 10.5.255.128—would be considered to match this
part of the logic.

However, IP prefix lists always examine the prefix length as well. To perform the logic of
matching a route’s prefix length, IOS considers the following parts of the ip prefix-list
command:

B The required prefix-length parameter
m  The optional ge-value, which stand for greater-than-or-equal-to
m  The optional le-value, which stand for less-than-or-equal-to

For a given ip prefix-list command, one of four configuration combinations affect the
logic of matching prefix lengths, as listed in Table 4-3. The text following the table provides
a more detailed explanation as compared with the summarized information in the table.

Table 4-3 LE and GE Parameters on IP Prefix List, and the Implied Range of Prefix
Lengths

Prefix List Parameter Range of Prefix Length

Neither conf-length must = route-length

Both ge and le ge-value <= route-length <= le-value
Only le conf-length <= route-length <= le-value
Only ge ge-value <= route-length <= 32

The first case in the table occurs when neither ge nor le is configured. In that case, an ex-
act match of prefix-length must occur between the configured prefix length and a route’s
prefix length. For example, the command ip prefix-list fred deny 10.0.0.0/8 matches
route 10.0.0.0/8, but not 10.0.0.0/20.

The second case in the table occurs when both ge and le are configured. In that case, the
route’s prefix length must be between the configured ge and le values, inclusive. For in-
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stance, ip prefix-list fred deny 10.0.0.0/8 ge 20 le 22 matches route 10.0.0.0/20, but not
10.0.0.0/8, because the prefix length must either be 20, 21, or 22.

The cases in which either ge or le is configured, but not both, requires a little more
thought. A visual representation can help, as shown in Figure 4-3.

ip prefix-list prefix | prefix-length ge ge-value le le-value

X
X

Both ge and
| leConfigured |
neither ge I |

nor le configured
(exact) | Only ge Configured |
|

/ :
!

| Only le Configured

Figure 4-3 Representation of Prefix Length Ranges for ip prefix-list Command

In short, with only ge configured, the command matches prefix-length ranges from the ge-
value up to 32 (the longest IPv4 prefix length), inclusive. With only le configured, the
command matches prefix-length ranges between the prefix-length parameter and the le-
value, inclusive.

Note: IOS requires that the configured prefix-length, ge-value, and le-value meet the fol-
lowing requirement: prefix-length <= ge-value <= le-value. Otherwise, IOS rejects the ip
prefix-list command.

Samples of Prefix List Matching

Several examples can really help nail down prefix list logic. The following routes will be
examined by a variety of prefix lists, with the routes numbered for easier reference:

Step 1.

Step 2.
Step 3.
Step 4.
Step 5.
Step 6.

10.0.0.0/8
10.128.0.0/9
10.1.1.0/24
10.1.2.0/24
10.128.10.4/30
10.128.10.8/30

Next, Table 4-4 shows the results of seven different one-line prefix lists applied to these
six example routes. The table lists the matching parameters in the prefix-list commands,
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omitting the first part of the commands. The table explains which of the six routes would
match the listed prefix list, and why.

Table 4-4 Example Prefix Lists Applied to the List of Routes

prefix-list Routes Matched from Result

Command previous list of prefixes

Parameter

10.0.0.0/8 1 Without ge or le configured, both the
prefix (10.0.0.0) and length (8) must be
an exact match.

10.128.0.0/9 2 Without ge or le configured, the prefix
(10.128.0.0) and length (9) must be an
exact match.

10.0.0.0/8 ge 9 2-6 The 10.0.0.0/8 means “all routes whose
first octet is 10.” The prefix length must
be between 9 and 32, inclusive.

10.0.0.0/8 ge 241le 3,4 The 10.0.0.0/8 means “all routes whose

24 first octet is 10,” and the prefix range is
24 to 24—meaning only routes with
prefix length 24.

10.0.0.0/8 le 28 1-4 The prefix length needs to be between
8 and 28, inclusive.

0.0.0.0/0 None 0.0.0.0/0 means “match all prefixes.”
However, because no le nor ge parame-
ter is configured, the /0 also means that
the prefix length must be 0. So, it would
match all routes’ prefixes, but none of
their prefix lengths. Only a default
route would match this prefix list.

0.0.0.0/0 1e 32 All The range implied by 0.0.0.0/0 is all IPv4

addresses. The le 32 combined with
prefix length 0 implies any prefix length
between 0 and 32, inclusive. This is the
syntax for “match all” prefix list logic.

Note: Pay particular attention to the match all logic of the final entry in the table.
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Using IP Prefix Lists to Filter EIGRP Routes

After you master the logic behind IP prefix lists, using them with the distribute-list com-
mand requires minimal extra effort. For example, to refer to a prefix list name Fred, you
could configure the distribute-list prefix Fred... command, instead of distribute-list 2...
to refer to ACL 2. (Note that the prefix list names are case-sensitive.)

For example, using the internetwork of Figure 4-1 and Figure 4-2 again, consider the fol-
lowing revised design requirements for route filtering:

m  Of the routes from manufacturing, filter only those routes that begin with 10.17.35
and 10.17.36.

m  Of the routes for subnets on the WAN link, filter routes to prevent the core routers
and branch routers from learning routes whose prefix length is /30.

Although the first of the preceding two requirements mainly exists to demonstrate the ip
prefix-list command, the second goal may be more useful for real networks. Often, routes
with a /30 prefix length are routes used between two routers, either on WAN links or over
LANSs between Layer 3-enabled devices. Users should not need to send packets to ad-
dresses in these subnets. So, the only need to have routes to these subnets is for network
management (ping tests, for instance).

Example 4-2 shows the configuration on WANT1; the equivalent configuration has been
added on WAN?2 as well.

Example 4-2 Filtering All Routes with a /30 Prefix Length

! On Router WANT: !lPPlbirrrprprrrrrprrrrrrrprrrrrrreiirrtt
WAN1#show running-config
! lines omitted for brevity
router eigrp 1
network 10.0.0.0
distribute-list prefix fred out
auto-summary
!
ip prefix-list fred seq 5 deny 10.17.35.0/24 ge 25 le 25
ip prefix-list fred seq 10 deny 10.17.36.0/24 ge 26 le 26
ip prefix-list fred seq 15 deny 0.0.0.0/0 ge 30 le 30
ip prefix-list fred seq 20 permit 0.0.0.0/0 le 32

! On Router B1:

Bi#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route
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Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 7 subnets, 3 masks

10.11.1.0/24 is directly connected, FastEthernetd/0

10.12.1.0/24 [90/2684416] via 10.1.2.1, 00:06:15, Serial0/0/0.2
[90/2684416] via 10.1.1.1, 00:06:15, Serial®/0/0.1

10.1.2.0/30 is directly connected, Serial@/0/0.2

10.1.1.0/30 is directly connected, Serial@/0/0.1

10.16.1.0/24 [90/2172672] via 10.1.2.1, 00:00:32, Serial0/0/0.2
[90/2172672] via 10.1.1.1, 00:00:32, Serial®/0/0.1

D 10.17.34.0/24 [90/2300416] via 10.1.2.1, 00:06:15, Serial®/0/0.2
[90/2300416] via 10.1.1.1, 00:06:15, Serial0/0/0.1
D 10.17.32.0/23 [90/2300416] via 10.1.2.1, 00:06:15, Serial0/0/0.2

[90/2300416] via 10.1.1.1, 00:06:15, Serial0/0/0.1

Bi#show ip route 10.17.32.0 255.255.248.0 longer-prefixes
! The legend is normally displayed; omitted here for brevity

10.0.0.0/8 is variably subnetted, 7 subnets, 3 masks

D 10.17.34.0/24 [90/2300416] via 10.1.2.1, 00:04:12, Serial®/0/0.2
[90/2300416] via 10.1.1.1, 00:04:12, Serial0/0/0.1
D 10.17.32.0/23 [90/2300416] via 10.1.2.1, 00:04:12, Serial®/0/0.2

[90/2300416] via 10.1.1.1, 00:04:12, Serial@/0/0.1

The configuration on WANT includes a four-line prefix list. The first line (sequence num-
ber 5) matches 10.17.35.0/25 and 10.17.35.128/25, in part because it asks for a range of pre-
fix lengths from 25 to 25-meaning an exact length of 25. Similarly, the second statement
(sequence number 10) matches routes 10.17.36.0/26 and 10.17.36.64/26. The third state-
ment (sequence number 15) uses wildcard logic (0.0.0.0/0) to match all prefixes, but only
those with prefix length 30 (ge 30 le 30). The last command matches all prefixes, with
prefix lengths from 0 to 32 (all prefix lengths).

The resulting IP routing table on branch Router B1 shows only a small number of routes.
B1 has a route to the other example branch’s subnet (10.12.1.0), and another in the range of
addresses for the data centers (10.16.1.0/24). It has the two routes leaked from manufactur-
ing. Note that the only two /30 routes known on Bl are two connected routes, so the
distribute-list is filtering all the /30 routes.

Filtering by Using Route Maps

Route maps, the third EIGRP route filtering tool that can be referenced with the
distribute-list command, provides programming logic similar to the If/Then/Else logic
seen in programming languages. A single route map has one or more route-map com-
mands in it, and routers process route-map commands in sequential order based on se-
quence numbers. Each route-map command has underlying matching parameters,
configured with the aptly named match command. (To match all packets, the route-map
clause simply omits the match command.)
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Route maps can be used for many functions besides being used to filter routes for a single
routing protocol like EIGRP. Route maps can be used to filter routes during the route re-
distribution process, and to set BGP Path Attributes (PAs) for the purpose of influencing
the choice of the best routes in an internetwork.

When used for filtering EIGRP routes, route maps do provide a few additional features be-
yond what can be configured using ACLs and prefix lists. However, route maps can be
tricky to understand and sometimes counterintuitive. This section begins with an exami-
nation of the concepts behind IOS route maps, followed by some examples of their use
for filtering EIGRP routes.

Route Map Concepts

Route maps have many similarities when compared to ACLs and prefix lists. A single route
map has several route-map commands, with the commands in the same route map all hav-
ing the same text name. When referenced by the distribute-list command, 10S processes
the commands in the route map sequentially, based on the sequence numbers in the com-
mands. Like ACLs and prefix lists, IOS adds the sequence numbers automatically if omit-
ted when configuring the route-map commands. And once a particular route has been
matched and determined to be either filtered (deny) or allowed to pass (permit), even if
more route-map commands exist later in the list, IOS stops processing the route-map for
that route.

Each route-map command includes the name of the route map, an action (permit or
deny), and possibly a sequence number (optional). After typing this command, the CLI
user is in route-map configuration mode for that route-map clause. Any match commands
configured in that mode apply to that single route-map command. For instance, Example
4-3 shows the configuration of a sample route map on router WANT1.

Example 4-3 Pseudocode for Route Map Used as EIGRP Route Filter

route-map sample-rm deny 8

match (1°° set of criteria)
route-map sample-rm permit 17

match (2™ set of criteria)
route-map sample-rm deny 30

match (3™ set of criteria)

route-map sample-rm permit 35

!

router eigrp 1

distribute-1list route-map 'sample-rm out

Example 4-3 shows pseudocode, ignoring the specifics of what is matched with the match
commands. Focus on the actions in the route-map command (permit or deny), and the
overall logic, as listed here:

B Seq #8: The action is deny, so discard or filter all routes matched by the match com-
mand (1* set of criteria).
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B Seq #17: The action is permit, so allow through all routes matched by the match
command (2™ set of criteria).

m  Seq #30: The action is deny, so discard or filter all routes matched by the match
command (3" set of criteria).

B Seq #35: The action is permit. The absence of a match command means “match all,”
so allow through all remaining routes.

The match command can reference an ACL or prefix list, but doing so does introduce the
possibility of confusion. The confusing part is that the decision to filter a route or allow
the route through is based on the deny or permit in the route-map command, and not the
deny or permit in the ACL or prefix list. When referencing an ACL or prefix list from a
route map, the ACL or prefix list simply matches all routes permitted by the ACL or prefix
list. Routes that are denied by the ACL or prefix list simply do not match that match com-
mand’s logic, making IOS then consider the next route-map command.

The following list summarizes the key points about route map logic when used for redis-
tribution:

B route-map commands with the permit option either cause a route to be allowed
through (if matched by the match command) or remain in the list of routes to be ex-
amined by the next route-map clause.

B route-map commands with the deny option either filter the route (if matched by the
match command) or remain in the list of routes to be examined by the next route-
map clause.

m  If a clause’s match commands refer to an ACL or prefix list, and the ACL or prefix list
matches a route with the deny action, the route is not necessarily filtered. Instead, it
just means that route does not match that particular match command and can then be
considered by the next route-map clause.

B The route-map command includes an implied deny all clause at the end; to configure
a permit all, use the route-map command, with a permit action, but without a match
command.

Route maps have several more options on the match command as compared to what can
be examined by ACLs and IP prefix lists. However, for the purposes of EIGRP route filter-
ing, the items that may be matched do not provide significant help in filtering routes.
However, when redistributing routes from other routing protocols, as is covered in
Chapter 9, “Basic IGP Redistribution,” and Chapter 10, “Advanced IGP Redistribution,”
some of the match command’s other options can be very helpful.

Using Route Maps to Filter EIGRP Routes

The mechanics of the configuration works much like the other two filtering features. The
distribute-list command refers to the feature that matches the packets, in this case a
route-map command option. The distribute-list command again lists a direction (in or
out), and optionally an interface.

Example 4-4 shows the configuration results in an excerpt from the show running-config
command, along with the output of the show route-map command. The configuration im-
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plements the same logic as used in Example 4-2 earlier in this chapter, under the heading
“Using IP Prefix Lists to Filter EIGRP Routes.” The design criteria are the same as with
that earlier example:

B Of the routes from manufacturing, filter only those routes that begin with 10.17.35
and 10.17.36.

m  Filter WAN routers from advertising any /30 routes in the Layer 3 core.

Example 4-4 Filtering All Routes with a /30 Prefix Length, Plus Some Routes from
Manufacturing

! On Router WANT: !rPlbrrrrpbprrrrrprrrrrrrprbrrrrrerirrrtet
WAN2#show running-config
! lines omitted for brevity
router eigrp 1
network 10.0.0.0
distribute-list route-map filter-man-slash30 out
auto-summary
!
ip prefix-list manufacturing seq 5 permit 10.17.35.0/24 ge 25 le 25
ip prefix-list manufacturing seq 10 permit 10.17.36.0/24 ge 26 le 26
!
ip prefix-list slash3@ seq 5 permit 0.0.0.0/0 ge 30 le 30
!
route-map filter-man-slash3@ deny 8
match ip address prefix-list manufacturing
!
route-map filter-man-slash30 deny 15
match ip address prefix-list slash30
]

route-map filter-man-slash30 permit 23

! Notice - no match commands, so the above clause matches all remaining routes
!
! lines omitted for brevity
WAN2#show route-map
route-map filter-man-slash3@, deny, sequence 8
Match clauses:
ip address prefix-lists: manufacturing
Set clauses:
Policy routing matches: 0@ packets, 0 bytes
route-map filter-man-slash3@, deny, sequence 15
Match clauses:
ip address prefix-lists: slash30
Set clauses:
Policy routing matches: @ packets, 0 bytes
route-map filter-man-slash30, permit, sequence 23
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Match clauses:
Set clauses:
Policy routing matches: @ packets, @ bytes

In particular, note that the first two route-map commands list a deny action, meaning that
all routes matched in these two clauses will be filtered. The IP prefix lists referenced in the
match commands, called manufacturing and slash30, respectively, each match (permit)
the routes listed in one of the two design goals. Note that the logic of both prefix lists
could have easily been configured into a single prefix list, reducing the length of the
route-map command as well. Finally, note that the last route-map command has a permit
action, with no match command, meaning that the default action is to allow the route to
be advertised.

Also, it can be useful to take a moment and review Example 4-2 as a point of comparison
for the use of the IP prefix lists in each case. In the route-map of Example 4-4, the prefix
list needs to match the routes with a permit clause so that the route-map deny action
causes the routes to be filtered. Earlier, Example 4-2 shows the same basic logic in the pre-
fix list, but with an action of deny. The reasoning is that when the distribute-list prefix-
list... command refers directly to an IP prefix list, IOS then filters routes denied by the
prefix list.

Route Summarization

As mentioned in the introduction to this chapter, keeping routing tables small helps con-
serve memory and may improve the time required by a router to forward packets. Route
filtering allows an engineer to reduce the size of the routing table, but with the side effect
of limiting the destinations reachable by each router. That effect may or may not be ac-
ceptable, given the other design goals of a particular internetwork, and given the need to
operate the network.

Route summarization allows an engineer to keep the routing tables more manageable,
without limiting reachability. Instead of advertising routes for every subnet, a router adver-
tises a single route that represents the same range of IP addresses as more than one subnet.
Each router can forward packets to the same set of destinations, but the routing table is
smaller. For example, instead of advertising routes 10.11.0.0/24, 10.11.1.0/24, 10.11.2.0/24,
and so on-all subnets up through 10.11.255.0/24-a router could advertise a single route
for 10.11.0.0/16, which includes the exact same range of addresses.

This section begins by examining some design issues related to route summarization.
Then the text moves on to explain how to explicitly configure EIGRP summary routes,
finishing with a discussion of automatically created summaries based on the auto-sum-
mary command and feature.

Route Summarization Design

Route summarization works best when the subnet planning process considers route sum-
marization. To accommodate summarization, the engineer assigning subnets can assign


http://www.careercert.info

www.CareerCert.info

Chapter 4: EIGRP Route Summarization and Filtering 115

larger address blocks to one part of the topology. The engineers working with that part of
the internetwork can break the address blocks into individual subnets as needed. At the
edge of that part of the network, the engineers can configure route summaries to be ad-
vertised to the other parts of the internetwork. In short, when possible, plan the route
summaries before deploying the new parts of an internetwork, and then assign addresses
to different parts of the internetwork within their assigned address blocks.

For example, consider Figure 4-4, which shows a variation on the same internetwork
shown earlier in this chapter, with the address blocks planned before deployment.

10.17.32.0119
Manufacturing

10.11.0.0/16
(Best Route
Through WANT)

10.1.0.0/16

10.16.0.0/16
Data Center

10.9.1.0/24

WAN Links Core Links

10.12.0.0/16
(Best Route
Through WAN2)

Figure 4-4 Address Blocks Planned for Example Enterprise Internerwork

Figure 4-4 shows the address blocks planned for various parts of the internetwork, as
follows:

B Assign branch subnets come from two consecutive ranges—10.11.0.0/16 and
10.12.0.0/16.

m  Assign WAN router-to-router subnets from the range 10.1.0.0/16.

m  Assign core LAN router-to-router subnets from the range 10.9.0.0/16.

B Assign Data Center subnets from the range 10.16.0.0/16.

B Give the manufacturing division, which has a separate IT staff, address block

10.17.32.0/19.

Inside each of the circles in Figure 4-4, the engineering staff can assign subnets as the
need arises. As long as addresses are not taken from one range and used in another part of
the internetwork, the routers at the boundary between the regions (circles) in Figure 4-4
can configure EIGRP route summarization to both create one large summary route and
prevent the advertisement of the smaller individual routes.
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Calculating Summary Routes

Note that the examples in this chapter generally use simpler examples of summary routes,
using prefix lengths like /24 and /16 most often. However, for the exam, you need to be
comfortable interpreting prefix/prefix length pairs, and subnet/mask pairs, whether they
represent an actual subnet or a summary route.

The math to analyze a subnet/mask pair, or prefix/length pair, is identical to the math in-
cluded as part of the CCNA certification. As such, this book does not attempt to explain
those same concepts, other than this brief review of one useful shortcut when working
with potential summary routes.

If you can trust that the subnet/mask or prefix/length is a valid subnet or summary, then
the following method can tell you the range of numbers represented. For example, con-
sider 10.11.0.0/16. Written in subnet/mask form, it is 10.11.0.0/255.255.0.0. Then, invert the
mask by subtracting the mask from 255.255.255.255, yielding 0.0.255.255 in this case.
Add this inverted mask to the subnet number (10.11.0.0 in this case), and you have the high
end of the range (10.11.255.255). So, summary 10.11.0.0/16 represents all numbers from
10.11.0.0-10.11.255.255.

When using less obvious masks, the process works the same. For example, consider
10.10.16.0/20. Converting to mask format, you have 10.10.16.0/255.255.240.0. Inverting the
mask gives you 0.0.15.255. Adding the inverted mask to the subnet number gives you
10.10.31.255, and a range of 10.10.16.0-10.10.31.255.

Before closing this short section about calculating summary routes, note that the the
process of adding the inveretd subnet mask assumes that the prefix/length or subnet/mask
is a valid subnet number or valid summary route. If it is not, then you can still do the
math, but neither the low end nor high end of the range is valid. For example,
10.10.16.0/19, similar to the previous example, is not actually a subnet number. 10.10.16.0
would be an IP address in subnet 10.10.0.0/19, with range of addresses
10.10.0.0-10.10.31.255.

Choosing Where to Summarize Routes

EIGRP supports route summarization at any router, unlike OSPF, which requires that sum-
marization be performed only at area border routers (ABR) or autonomous system border
routers (ASBR). EIGRP’s flexibility helps when designing the internetwork, but it also
poses some questions as to where to summarize EIGRP routes.

In some cases, the options are relatively obvious. For example, consider the 10.17.32.0/19
address block in manufacturing in Figure 4-4. The manufacturing division’s router could
summarize all its routes as a single 10.17.32.0/19 route when advertising to Corel. Alter-
nately, Corel could summarize all those same routes, advertising a summary for
10.17.32.0/19. In either case, packets from the rest of the internetwork shown in Figure 4-4
will flow toward Corel and then to the Manufacturing division.

Next, consider the 10.16.0.0/16 address block in the Data Center. Because all these subnets
reside to the right of Layer 3 switches Corel and Core2, these two devices could summa-
rize 10.16.0.0/16. However, these routes could also be summarized on WAN1/WAN?2 for
advertisement to the branches on the left. Summarizing on Corel/Core2 helps reduce the
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size of the routing tables on WAN1 and WAN?2. However, the sheer number of subnets in
a Data Center is typically small compared to the number of small remote sites, so the sav-
ings of routing table space may be small.

One advantage of summarizing 10.16.0.0/16 on WAN1/WAN?2 instead of Corel/Core2 in
this case is to avoid routing inefficiencies in the core of the internetwork. The later sec-
tion “Suboptimal Forwarding with Summarization” discussed the concept with a different
example.

Influencing the Choice of Best Route for Summary Routes

Often, engineers plan route summarization for the same address block on multiple routers.
Such a design takes advantage of redundancy and can be used to perform basic load bal-
ancing of traffic across the various paths through the internetwork. Figure 4-5 shows one
such example, with Routers WAN1 and WAN2 summarizing routes for the two address
blocks located on the branch office LANs: 10.11.0.0/16 and 10.12.0.0/16.

Summaries:
10.11.0.0/16 3,000,000
10.12.0.0/16 10,000,000

@ Core1

~ <71 EIGRP U
o~ BW 768 | o~ —— > - —
B1 WAN 1N

\ Routing Table
BW 256 \ @ Destination Next hop

10.11.0.0/16 WAN1
10.12.0.0/16 WAN2

BW 256 / Core2
_./\}f’i BW 768 {\‘3,-/:\ / 4-"4;
B2 ‘wandd S /1N Routing Table
@ @ Destination Next hop
: 10.11.0.0/16  WAN{
Summaries: 10.12.0.016  WAN2
10.11.0.0/16 10,000,000

10.12.0.0/16 3,000,000

Figure 4-5 Choosing Locations for Route Summarization

The figure shows the advertisements of the summary routes. WAN1 and WAN2 both ad-
vertise the same summarizes: 10.11.0.0/16 for some branches and 10.12.0.0/16 for the oth-
ers. Note that by advertising the WAN routes, instead of filtering, the operations staff
might have an easier time monitoring and troubleshooting the internetwork, while still
meeting the design goal of reducing the size of the routing table. (Also, note that Router
WAN1 summarizes Manufacturing’s routes of 10.17.32.0/19.)

In some cases, the network designer has no preference for which of the two or more routers
should be used to reach hosts within the summary route range. For example, for most Data
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Center designs, as shown earlier in Figure 4-4, the routes from the left of the figure toward
the Data Center, through Corel and Core2, would typically be considered equal.

However, in some cases, as in the design shown in Figure 4-5, the network designer wants
to improve the metric of one of the summary routes for a single address block to make
that route the preferred route. Using 10.11.0.0/16 as an example, consider this more de-
tailed description of the design:

m  Use two PVCs to each branch—-one faster PVC with 768 Kbps CIR and one slower
PVC (either 128 Kbps or 256 Kbps CIR).

m  Roughly half the branches should have a faster PVC connecting to Router WAN1, and
the other half of the branches should have a faster PVC connecting to Router WAN?2.

m  Assign user subnets from the range 10.11.0.0/16 for branches that use WANT1 as the
primary WAN access point, and from 10.12.0.0/16 for the branches that use WAN2 as
primary.

®  Routing should be influenced such that packets flow in both directions over the faster
WAN link, assuming that link is working.

This design requires that both directions of packets flow over the faster PVC to each
branch. Focusing in the outbound (core-toward-branch) direction for now, by following
the design, and setting the interface bandwidth settings to match the PVC speeds, the out-
bound routes will send packets over the faster PVCs. The main reason for the route choices
is the following fact about summary routes with 10S:

Set the summary route’s metric components based on the lowest metric route upon
which the summary route is based.

By setting the interface bandwidth settings to match the design, the two WAN routers
should summarize and advertise routes for 10.11.0.0/16 and 10.12.0.0/16, advertising these
routes toward the core—but with different metrics.

WANT advertises its 10.11.0.0/16 route with a lower metric than WAN2’s summary for
10.12.0.0/16 because all of WANT’s routes for subnets that begin 10.11 are reachable over
links set to use 768 Kbps of bandwidth. All WANT’s links to branches whose subnets be-
gin 10.12 are reachable over links of speed 128 KBps or 256 Kbps, so WANT's metric is
higher that WANZ2’s metric for the 10.12.0.0/16 summary. WAN2 follows the same logic
but with the lower metric route for 10.12.0.0/16.

As aresult of the advertisements on WAN1 and WAN?2, the core routers both have routing
table entries that drive traffic meant for the faster-through-WANT1 branches to WAN1, and
traffic for the faster-through-WAN?2 branches to WAN2.

Suboptimal Forwarding with Summarization

The final concept to consider when summarizing routes is that the packets may take a
longer path than if summarization is not used. The idea works a little like this story. Say
you were travelling to Europe from the USA. You knew nothing of European geography;,
other than that you wanted to go to Paris. So, you look around and find hundreds of
flights to Europe and just pick the cheapest one. When you get to Europe, you worry
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about how to get the rest of the way to Paris—be it a Taxi ride from the Paris airport, or
whether it takes a day of train travel. Although you do eventually get to Paris, if you had
chosen to know more about European geography before you left, you could have saved
yourself some travel time in Europe.

Similarly, routers that learn a summary route do not know about the details of the subnets
inside the summary:. Instead, like the person who just picked the cheapest flight to Eu-
rope, the routers pick the lowest metric summary route for a prefix. That router forwards
packets based on the summary route. Later, when these packets arrive at routers that do
know all the subnets inside the summary, those routers can then use the best route—be it a
short route or long route.

For example, Figure 4-6 shows the less efficient routing of packets to host 10.11.1.1, a host
off Router B1, assuming that the route summarization shown in Figure 4-5 still exists.
When R1s 768 Kbps CIR PVC to Router Bl fails, WAN1 does not change its route adver-
tisement for its 10.11.0.0/16 summary route. When EIGRP advertises a summary route, the
advertising router considers the summary route to be up and working unless all subordi-
nate routes fail. Unless all of WANT’s specific routes in the 10.11.0.0/16 range failed, R1
would not notify routers on the right about any problem. So, when the example shown in
Figure 4-6 begins, the 10.11.0.0/16 summary advertised by WANT, as seen earlier in Figure
4-5, is still working, and both Corel and Core2 use WANT1 as their next-hop router for
their routes to 10.11.0.0/16.

10.11.1.0/24 10.11.1.0/24 - WAN2  10.11.0.0/16 - WAN1
| Corel

Core2
10.11.1.0/24 - B1

Figure 4-6 Suboptimal Forwarding Path when Primary PVC Fails

Following the steps in the figure:

Step 1.  Core 1 sends a packet to 10.11.1.1, using its route for 10.16.0.0/16, to WAN1.
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Step 2. WANT1, which has routes for all the subnets that begin 10.11, has a route for
10.11.1.0/24 with WAN?2 as the next hop (because WANT’s link to B1 has
failed).

Step 3. WAN?2 has a route for 10.11.1.0/24, with B1 as the next hop, so WAN?2 for-
wards the packet.

Step 4. Bl forwards the packet to host 10.11.1.1.

Route Summarization Benefits and Trade-Offs

The previous section showed details of a classic trade-off with route summarization: the
benefits of the summary route versus the possibility of inefficient routing. For easier
study, the benefits and trade-offs for route summarization are listed here:

Benefits:
m  Smaller routing tables, while all destinations still reachable.

B Reduces Query scope: EIGRP Query stops at a router that has a summary route that
includes the subnet listed in the Query but not the specific route listed in the Query.

m  EIGRP supports summarization at any location in the internetwork.

m  The summary has the metric of the best of the subnets being summarized.
Trade-offs:

m  Can cause suboptimal routing.

B Packets destined for inaccessible destinations will flow to the summarizing router be-
fore being discarded.

Configuring EIGRP Route Summarization

The more difficult part of EIGRP route summarization relates to the planning, design, and
analysis of trade-offs as covered in the preceding section. After you have made those de-
sign choices, configuring route summarization requires the addition of a few instances of
the following interface subcommand:

ip summary-address eigrp asn prefix subnet-mask

When configured on an interface, the router changes its logic for the EIGRP Update mes-
sages sent out the interface, as follows:

m  The router brings down, and then back up, all EIGRP neighbors reachable on that in-
terface, effectively causing neighbors to forget previous topology information, and
listen to new information (when the neighborships recover).

m  When the neighborships recover, the router advertises the summary route, per the ip
summary-address command, assuming the router has at least one route whose ad-
dress range is inside the range of the summary route.

m  The router does nor advertise the subordinate routes. (The term subordinate route
refers to the routes whose address ranges are inside the range of addresses are de-
fined by the summary route.)
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m  The router adds a route to its own routing table, for the summary prefix/prefix-length,
with an outgoing interface of null0.

In Figure 4-7, WAN1 and WAN2 summarize the routes for the Data Center in the range
10.16.0.0/16, instead of sending individual routes for this range to the branch offices.
Example 4-5 shows the results of summarization on both routers.

<«— EIGRP Update:

/ 10.16.0.0/16

Coret
Fa0/0 -
101111 Fm S S0/ 768Kbps |
N gp:f Data Center:
< W 10.16.1.0/24
10.16.2.0/24
A 10.16.3.0/24
Co A N, 10.16.4.0/24
104211 (ol 768 Kbps

Core2

Example Branch \ EIGRP Update:
Faster o WAN2  ¢——— 10.16.0.0/16

Figure 4-7 Summary for 10.16.0.0/16 on WAN1, WAN2

Example 4-5 Summarizing Routes for Data Center (10.16.0.0/16) on WAN1/WAN2

! On Router WAN2: !ilitrrrrrrrrrrrprrrrrrrrrrrrrrrpirrrrrind
WAN2#show running-config
! lines omitted for brevity
!
interface Serial@®/0/0.1 point-to-point
bandwidth 256
ip address 10.1.2.1 255.255.255.252
ip summary-address eigrp 1 10.16.0.0 255.255.0.0 5
frame-relay interface-dlci 103
!
interface Serial®/0/0.2 point-to-point
bandwidth 768
ip address 10.1.2.5 255.255.255.252
ip summary-address eigrp 1 10.16.0.0 255.255.0.0 5
frame-relay interface-dlci 104
!
WAN2#show ip eigrp topology 10.16.0.0/16
IP-EIGRP (AS 1): Topology entry for 10.16.0.0/16
State is Passive, Query origin flag is 1, 1 Successor(s), FD is 28416
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Routing Descriptor Blocks:
0.0.0.0 (Nulle), from 0.0.0.0, Send flag is 0x0
Composite metric is (28416/0), Route is Internal
Vector metric:
Minimum bandwidth is 100000 Kbit
Total delay is 110 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500
Hop count is 1
10.1.2.2 (Serial®/0/0.1), from 10.1.2.2, Send flag is 0x0
Composite metric is (11026688/3847936), Route is Internal
Vector metric:
Minimum bandwidth is 256 Kbit
Total delay is 40110 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500
Hop count is 3

! Note that the following command lists only routes in the range

! of the summary - 10.16.0.0 - 10.16.255.255.

WAN2#show ip route 10.16.0.0 255.255.0.0 longer-prefixes

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 23 subnets, 6 masks
10.16.2.0/24 [90/156160] via 10.9.1.14, 00:19:06, FastEthernet0/0.12
10.16.3.0/24 [90/156160] via 10.9.1.14, 00:19:06, FastEthernet0/0.12
10.16.0.0/16 is a summary, 00:14:07, NullQ
10.16.1.0/24 [90/28416] via 10.9.1.18, 00:19:06, FastEthernet0/1.16
[90/28416] via 10.9.1.14, 00:19:06, FastEthernet0/0.12
D 10.16.4.0/24 [90/156160] via 10.9.1.14, 00:19:06, FastEthernet0/0.12
WAN2#show ip route 10.16.0.0 255.255.0.0
Routing entry for 10.16.0.0/16
Known via "eigrp 1", distance 5, metric 28416, type internal
Redistributing via eigrp 1

O O O O
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Routing Descriptor Blocks:
* directly connected, via Null@
Route metric is 28416, traffic share count is 1
Total delay is 110 microseconds, minimum bandwidth is 100000 Kbit
Reliability 255/255, minimum MTU 1500 bytes
Loading 1/255, Hops 0

Example 4-5 shows the results only on Router WAN2, but WANT1 will be identically con-
figured with the ip summary-address command. With only two branch office routers ac-
tually implemented in my lab, WAN2 needs only two ip summary-address commands:
one for the subinterface connected to Router B1, and another for the subinterface con-
nected to B2. With a full implementation, this same command would be needed on each
subinterface connected to a branch router.

The example also shows how a router like WAN2 uses a summary route to null0. This
route—10.16.0.0/16 with an outgoing interface of null0—causes the router (WAN?2) to dis-
card packets matched by this route. However, as you can see from the end of Example 4-
5, WAN?2 also has routes for all the known specific subnets. Pulling all these thoughts
together, when the summarizing router receives a packet within the summary route’s range

m  If the packet matches a more specific route than the summary route, the packet is for-
warded based on that route.

B When the packet does not match a more specific route, it matches the summary route
and is discarded.

To ensure that the router adds this local summary route, the router uses the administrative
distance (AD) setting of 5. The user may have typed the ip summary-address eigrp 1
10.16.0.0 255.255.0.0 command, without the 5 at the end. Even so, IOS will add this de-
fault AD value as seen in Example 4-5. With an AD of 5, WAN2 will ignore any EIGRP-
advertised summary routes for 10.16.0.0/16—for example, the summary created by
neighbor WAN1—Dbecause EIGRP’s default AD for internal routes is 90. In fact, the output
of WAN2’s show ip eigrp topology 10.16.0.0/16 command lists two known routes for
10.16.0.0/16: one to null0 and the other to branch router WAN1 (outgoing interface
S0/0/0.1). WANT1 uses the lower-AD route to null0, which prevents a routing loop. (Note
that this summary route with outgoing interface null0 is often called a discard route.)

Next, consider the results on the branch routers. The following might be reasonable de-

sign requirements that should be verified on the branch routers:

m  Each branch router’s route for 10.16.0.0/16 should use the primary (faster) PVC (see
Figure 4-7).

m  Each branch router should be able to converge quickly to the other 10.16.0.0/16 sum-
mary route without using EIGRP Queries (in other words, there should be an FS route).

Example 4-6 confirms that both requirements are met.
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Example 4-6 Results of the 10.16.0.0/16 Summary on Routers B1, B2

! 'Router B1 first !!ltrrrrrrrrrrrreent
Bi#show ip route 10.16.0.0 255.255.0.0 longer-prefixes
! lines omitted for brevity

10.0.0.0/8 is variably subnetted, 5 subnets, 3 masks
D 10.16.0.0/16 [90/3847936] via 10.1.1.1, 00:16:53, Serial0/0/0.1

Bi#show ip eigrp topology

! lines omitted for brevity

P 10.16.0.0/16, 1 successors, FD is 3847936
via 10.1.1.1 (3847936/28416), Serial0/0/0.1
via 10.1.2.1 (10514688/28416), Serial®/0/0.2

! Router B2 Next !iirrrrrrrrrrrrnnnd
B2#show ip route 10.16.0.0 255.255.0.0 longer-prefixes
! lines omitted for brevity

10.0.0.0/8 is variably subnetted, 5 subnets, 3 masks
D 10.16.0.0/16 [90/3847936] via 10.1.2.5, 00:16:44, Serial0/0/0.2

First, on Router B1, the router has an IP route for 10.16.0.0/16, with outgoing interface
S0/0/0.1. Per Figure 4-7, this subinterface indeed connects to the primary PVC. Per the
show ip eigrp topology command, two possible routes for 10.16.0.0/16 are listed; this
command only lists successor and feasible successor routes. Also, note that the FS route’s
RD (28,416) is less than the successor route’s FD (3,847,936), which means the secondary
route indeed meets the feasibility condition.

The reverse is true on Router B2. B2’s best route for 10.16.0.0/16 uses its S0/0/0.2, which
connects to B2’s primary (faster) PVC through WAN2. Although not shown, it also lists its
backup route over the slower PVC as a feasible successor.

The route summarization feature discussed in this section is sometimes referred to as
manual route summarization to contrast it with the term auro summarization. EIGRP auto
summarization is explained next.

Auto-summary

Automatic summarization, also called auto-summary, causes a router to automatically ad-
vertise a summary route under certain conditions, without the use of the ip summary-ad-
dress command. When using auto-summary, if a router has interfaces in more than one
Class A, B, or C network, then that router will advertise a single summary route for an en-
tire Class A, B, or C network into the other classful network, rather than advertise routes
for the individual subnets. The following is a more formal definition:

When a router has multiple working interfaces, and those interfaces use IP addresses
in different classful networks, the router advertises a summary route for each classful
network on interfaces attached to a different classful network.
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The auto-summary feature first existed as a required feature of classful routing
protocols. By definition, classful routing protocols (RIPv1 and IGRP) do not advertise
subnet mask information. The omission of the subnet mask in routing updates causes sev-
eral design problems—in particular, these protocols cannot support variable length subnet
masks (VLSM), route summarization, or discontiguous network designs.

The newer IGPs—EIGRP, OSPF, and RIP-2-are classless routing protocols because they ad-
vertise the subnet mask and support VLSM. However, with auto-summary enabled,
EIGRP acts like classful routing protocols in one specific way: they do not support dis-
contiguous networks. To support discontiguous networks with EIGRP, simply disable
auto-summary. The rest of this section further defines the terms and the problem, and
shows the solution of disabling auto-summary.

To better understand discontiguous networks, consider this analogy. U.S. residents can ap-
preciate the concept of a discontiguous network based on the common term contiguous
48, referring to the 48 U.S. states other than Alaska and Hawaii. To drive to Alaska from
the contiguous 48 U.S. states, for example, you must drive through another country
(Canada, for the geographically impaired), so Alaska is not contiguous with the 48 states.
In other words, it is discontiguous.

More formally:

m  Contiguous network: A single classful network in which packets sent between
every pair of subnets will pass only through subnets of that same classful network,
without having to pass through subnets of any other classful network.

m Discontiguous network: A single classful network in which packets sent between at
least one pair of subnets must pass through subnets of a different classful network.

Figure 4-8 shows a classic example of a discontiguous network 10.0.0.0. Subnets of class A
network 10.0.0.0 exist on the left and the right, with subnets of class B network 172.16.0.0
in the middle of the internetwork. Following the figure, the problem created by the auto-
summary feature is described.

Which Route to
Network 10.0.0.0
Do | Believe?

10.2.1.0 \ AIbuquerqueO 10.3.4.0
10.2.2.0\,\‘},:\ 172.16.2.0 ,\}/:\O 172.16.3.0 ,\}1 /10.3.5.0
1o.2.3.o;| : ;30/0 e ‘50/11. : ‘;—10.3.6.0
10.2.4.0 Yosemite Seville 10.3.7.0

172.16.1.0
Mask: 255.255.255.0

Figure 4-8 Discontiguous Network 10.0.0.0

The problem is that when EIGRP auto-summarizes routes at the boundary between class-
ful networks, then routers in other classful networks cannot route packets to all the desti-


http://www.careercert.info

www.CareerCert.info

126 CCNP ROUTE 642-902 Official Certification Guide

nations. For example, because both Yosemite and Seville use auto-summary, they both ad-
vertise a route for 10.0.0.0/8 to Albuquerque. Albuquerque may choose one of the two as
the better route—for example, it may choose the route to the left, through Yosemite. How-
ever, in that case, then Albuquerque cannot forward packets to the network 10.0.0.0 hosts
on the right. Even if Albuquerque decided to add both routes to its routing table, the load
sharing typically occurs per destination IP address, not per subnet. So, some packets
might be delivered to the correct host, and others not.

For EIGRP, two solutions exist. First, you could design the network to not use a discon-
tiguous network. Alternatively, you can just disable auto-summary using the no auto-sum-
mary subcommand inside EIGRP configuration mode. This command affects the behavior
of the router on which it is configured only and tells that router to not advertise a sum-
mary route for the entire classful network. Instead, that router advertises all the subnets, as
if the auto-summary feature did not exist.

Note: The auto-summary and no auto-summary commands have no effect on routers
that connect to a single classful network.

For classful routing protocols, the only solution is to not use discontiguous classful
networks.

Note: Some confusion exists related to EIGRP’s default for auto-summary. Some 10S
documentation claims that EIGRP defaults to use no auto-summary at later 10S releases,
including 12.4T, but experiments show the opposite. You can confirm the actual setting by
looking at the output of the show ip protocols command.

Default Routes

A router’s default route matches the destination of all packets that are not matched by any
other route in the IP routing table. In fact, a default route can be thought of as the ulti-
mate summary route—a route for the prefix that includes all IPv4 addresses, as represented
by prefix/length 0.0.0.0/0.

This section first examines the most common use of default routes inside an Enterprise: to
draw Internet traffic toward the Internet-connected routers without having to put routes
for all Internet destinations into the Enterprise routers’ routing tables. Following that, this
section examines two methods for EIGRP to advertise the default route.

Default Routing to the Internet Router

Consider an Enterprise network and its connection to the Internet, as shown in Figure 4-9.
For now, the design shows a single Internet-facing router (I1). As is often the case, the en-
tire Enterprise in this figure uses private IP addresses. In this case, all Enterprise subnets
are part of private class A network 10.0.0.0.
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Figure 4-9 Pulling Packets to the Internet Router (I1)

From a design perspective, the entire Enterprise can use a default route to forward pack-
ets to the Internet. To accomplish this design, the Internet-facing router advertises a de-
fault route. All routers flood this default prefix throughout the EIGRP domain, building
their own default routes.

When converged, all routers have a default route, plus the usual Enterprise routes. Packets
destined for addresses inside the Enterprise use the same old routes, ignoring the default
route. Packets destined outside the Enterpriseuse each router’s respective default route be-
cause no other routes match the destination. Eventually, these packets arrive at Router I1.
When I1 receives these packets, it can forward toward the Internet, either based on a de-
fault route or on routes learned using BGP.

Figure 4-9 shows a case with just one Internet-facing router, but with multiple, the same
concepts can be used. The multiple Internet-facing routers can each advertise a default
route, and each Enterprise router will think one of the available defaults is best—causing
the packets to arrive at the nearest Internet access point.

Default Routing Configuration with EIGRP

This section examines the two main options for EIGRP to advertise default routes: to de-
fine a static default route and advertise it with EIGRP and to flag an existing route to be
used also as a default route.

Advertising Static Default Routes with EIGRP

To cause the advertisement of the default routes shown in Figure 4-9, Router I1 can follow
these steps:

Step 1.  Create a static route default route using the ip route 0.0.0.0 0.0.0.0 S0/0/0 K )
command. T:;‘),ic
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Step 2.  Inject this route into the EIGRP topology database, either using the network
0.0.0.0 command or by redistributing the static route.

First, examine the command listed for Step 1: ip route 0.0.0.0 0.0.0.0 S0/0/0. The prefix
and mask together represent all IPv4 addresses. The reasoning is that if a mask of
255.255.0.0 means “the last two octets can be any value,” and 255.0.0.0 means “the last
three octets can be any value,” then a subnet mask of 0.0.0.0 means that all four octets can
be any value. The outgoing interface, S0/0/0 in this case, tells I1 to send packets for other-
wise unknown destinations over the link to the Internet, as intended.

After Step 1, Router I1 has a route in its routing table, but EIGRP does not yet advertise
the route. I1 could be configured to perform route redistribution for this static route. (Re-
fer to Chapter 9 for more information on route redistribution.) The other option is to use
the network 0.0.0.0 EIGRP subcommand. Oddly enough, this command does not actually
match interface IP addresses of interfaces, but is a special case in which IOS thinks “if my
routing table has a default route in it, put a default route (0.0.0.0/0) into the EIGRP table.”
(If the route leaves the routing table, then the router will notify neighbors that the route
has failed.)

Configuring a Default Network

The second option for creating a default route is to flag a route for a classful network—for
a prefix that will be advertised into the EIGRP domain-as a route that can be used as a de-
fault route. Then each router can use the forwarding details in that route—the outgoing in-
terface and next-hop router—as its default route.

Configuring this feature requires a couple of steps. The concepts require the most
thought, with the configuration commands that follow being relatively simple:

Step 1.  On the router to which all traffic should be directed, identify a classful net-
work that can be advertised into the EIGRP domain, and ensure that network
is being advertised into EIGRP (typically using the EIGRP network com-
mand).

Step 2.  Configure that network as a default network using the global command ip de-
fault-network nerwork-number.

Step 1 requires a class A, B, or C network, known in the routing table of the router that
will generate the default route (Router I1 in Figure 4-9). Most often, that route is either
created off a loopback interface for the purpose of making this process work, or an exist-
ing route on the Internet side of the router is used.

Figure 4-10 shows two examples. First, class C network 198.133.219.0/24 exists off I1’s
S0/0/0 interface, so I1 has a connected route for this class C network in its routing table.
Alternatively, the engineer could configure a loopback interface, such as loopback 9, so
that I1 would have a connected route for 192.31.7.0/24. In both cases, the routes would
need to be advertised into EIGRP, by matching the address using the network command.

If the configuration stopped at Step 1, then the Enterprise routers simply know yet an-
other route. By adding the ip default-network command to refer to one of these net-
works, EIGRP then flags this route as a candidate default route. As a result, each EIGRP
router treats their route for this particular network also as if it were a default route.
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Figure 4-10 Example Default Networks

Example 4-7 shows an example of the configuration on Router I1, along with some of the

show commands on Router I1.

Example 4-7 Configuring a Defaulr Nerwork on Router I1

I1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
I1(config)#interface loopback 8

I1(config-if)#ip address 192.31.7.1 255.255.255.0
I1(config-if)#router eigrp 1

I1(config-router)#network 192.31.7.0

I1(config-router)#exit

I1(config)#ip default-network 192.31.7.0

I1(config-router)#~Z

I1#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 15 subnets, 3 masks
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! lines omitted for brevity
Cc* 192.81.7.0/24 is directly connected, Loopback8

I1#show ip eigrp topology 192.31.7.0/24
IP-EIGRP (AS 1): Topology entry for 192.31.7.0/24
State is Passive, Query origin flag is 1, 1 Successor(s), FD is 128256
Routing Descriptor Blocks:
0.0.0.0 (Loopback8), from Connected, Send flag is 0x0
Composite metric is (128256/0), Route is Internal
Vector metric:
Minimum bandwidth is 10000000 Kbit
Total delay is 5000 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1514
Hop count is 0@
Exterior flag is set

The configuration has several results, as seen in the example:
m A connected route for 192.31.7.0/24, a class C network

m  The advertisement of that network into EIGRP due to the network 192.31.70 com-
mand

m  The setting of the exterior flag on the route

Because of the ip default-network 192.31.70 command, the routing table lists the route
as a candidate default route, as denoted by an asterisk.

Interestingly, the router with the ip default-network command configured-I1 in this
case—does not use that route as a default route, as indicated by the highlighted phrase
“Gateway of last resort not set.” (Gareway of last resort refers to the next-hop router of a
router’s current default route.) Although I1 flags the route as a candidate default route, I1
itself does not use that route as its default, because I1 is actually the original advertiser of
the default.

Moving on to another Enterprise router, in this case Bl, you can see in Example 4-8 that
not only does the remote router learn the candidate default route, but that the Bl uses this
same information as Bl’s default route.

Example 4-8 Gareway of Last Resort on Router Bl

Bi#show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

-
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ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

10.0.0.0/8 is variably subnetted, 15 subnets, 3 masks

192.31.7.0/24 [90/2297856] via 10.1.1.1, 00:05:10, Seriald/0/0.1

In this case, B1 has indeed learned an EIGRP route for 192.31.7.0/24, a route flagged as ex-
terior. Because this happens to be the only candidate default route learned by B1 at this
point, it is the best default route. So, B1 sets its gateway of last resort to 10.1.1.1-the next-
hop IP address of B1’s route to 192.31.7.0/24. If B1 knew of multiple candidate default
routes, it would have chosen the best route based on administrative distance and then
metric, and used that route as the basis for the gateway of last resort.
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Exam Preparation Tasks

Planning Practice

The CCNP ROUTE exam expects test takers to review design documents, create imple-
mentation plans, and create verification plans. This section provides some exercises that
may help you to take a step back from the minute details of the topics in this chapter so
that you can think about the same technical topics from the planning perspective.

For each planning practice table, simply complete the table. Note that any numbers in
parentheses represent the number of options listed for each item in the solutions in
Appendix F, “Completed Planning Practice Tables.”

Design Review Table

Table 4-5 lists several design goals related to this chapter. If these design goals were listed
in a design document, and you had to take that document and develop an implementation
plan, what implementation options come to mind? For any configuration items, a general

description can be used, without concern about the specific parameters.

Table 4-5 Design Review

Design Goal Possible Implementation Choices
Covered in This Chapter

Prevent the edge routers in sites for one division of
the company from knowing routes for subnets in an-
other division.

The design shows the use of class B networks
172.16.0.0, 172.17.0.0, and 172.18.0.0 throughout the
Enterprise, with a goal to reduce routing table sizes
when possible. (3 options)

R1 and R2 will advertise the same summary route;
ensure that R1 is the preferred EIGRP path for that
summary.

Always ensure that the shortest path is taken with
each route.

Implementation Plan Peer Review Table

Table 4-6 shows a list of questions that others might ask, or that you might think about,
during a peer review of another network engineer’s implementation plan. Complete the
table by answering the questions.
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Table 4-6 Notable Questions from This Chapter to Consider During an Implementation
Plan Peer Review

Question Answer

The plan calls for filtering 10.10.10.0/26 and 10.10.12.0/26, but not
10.10.11.0/24. What tools can be used?

A plan lists a configuration of an EIGRP distribution list, referring to
route-map one. The route-maps clauses use only the deny option.
However, it refers to prefix lists that use some deny and permit ac-
tions. Can any routes pass through the filter?

A plan lists a configuration of an EIGRP distribution list, with a route-
map with two clauses, each with a permit action. Both clauses refer to
a different prefix list, each of which has some permit and deny ac-
tions. Characterize which routes will be filtered, and which will not,
based on matching deny and permit clauses in each prefix list.

The plan shows extensive use of class C private networks inside a
large Enterprise. What effect might EIGRP auto-summary have?

The plan shows a sample configuration of the ip summary-address
eigrp 1 10.10.0.0 255.255.252.0 command on Router R1. What
routes should I see on R1? What will their administrative distance be?

Create an Implementation Plan Table

To practice skills useful when creating your own EIGRP implementation plan, list in Table
4-7 configuration commands related to the configuration of the following features. You
may want to record your answers outside the book and set a goal to complete this table
(and others like it) from memory during your final reviews before taking the exam.

Table 4-7 Implementation Plan Configuration Memory Drill

Feature Configuration
Command/Notes

Filtering EIGRP routes using numbered ACLs

Filtering EIGRP routes using prefix lists

Enabling filtering EIGRP routes using route-maps

Commands to create a route-map clause, and match based on a
standard numbered ACL, a standard named ACL, and a prefix-list

Configuring a summary route

Enable/disable auto-summary

Configure a default route using ip default-network

Configure a default route using static routes
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Choose Commands for a Verification Plan Table

To practice skills that are useful when creating your own EIGRP verification plan, list in
Table 4-8 all commands that supply the requested information. You may want to record
your answers outside the book and set a goal to complete this table (and others like it)
from memory during your final reviews before taking the exam.

Table 4-8 Verification Plan Memory Drill

Information Needed Command

Display access lists.

Display prefix lists.

Display route maps.

Verify whether a filter worked by displaying all
known routes in a range of addresses.

Display a summary IP route.

On summarizing router, display EIGRP topology
info on a summary route.

On summarizing router, display IP routes for a
summary route and it subordinate routes.

On summarizing router, display the administrative
distance of the null route.

Display the current auto-summary setting.

Determine if a prefix in the EIGRP topology table
has been flagged as a candidate default route.

Determine if an IP route has been flagged as a
candidate default route.

Display a router’s preferred default route.

Review all the Key Topics

Review the most important topics from this chapter, noted with the key topics icon in the
outer margin of the page. Table 4-9 lists a reference of these key topics and the page num-
bers on which each is found.
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Table 4-9 Key Topics for Chapter 4

Key Topic Description Page
Element Number
List Summary of matching logic for prefix lists 106
Table 4-3 Summary of comparisons of prefix length for IP prefix lists 106

List Summary of matching logic for route maps 112

List Benefits and negatives regarding the use of route summa- 120

rization
List A summary of what occurs when configuring an EIGRP 120

summary route

Definition auto-summary 124
List Steps to advertise static default routes 127
List Steps to configure a default network 128

Complete the Tables and Lists from Memory

Print a copy of Appendix D, “Memory Tables,” (found on the CD), or at least the section
for this chapter, and complete the tables and lists from memory. Appendix E, “Memory Ta-
bles Answer Key,” also on the CD, includes completed tables and lists to check your work.

Define Key Terms

Define the following key terms from this chapter, and check your answers in the glossary.

Prefix list, route map, distribute list, address block, subordinate route, auto summary, de-
fault network, static default route, gateway of last resort
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This chapter covers the following subjects:

OSPF Review: This section reviews the OSPF concepts, con-
figuration, and verification commands assumed as prerequi-
sites, specifically those details included in the CCNA Exam’s
coverage of OSPE.

OSPF Neighbors and Adjacencies on LANSs: This section dis-
cusses a variety of features that impact when a router attempts
to form OSPF neighbor relationships (neighborships), what
must be true for those neighborships to work, and what might
prevent those neighborships.
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OSPF Neighbors and Adjacencies on WANS: This short sec-
tion examines the typical usage of OSPF neighborships over
various types of WAN technologies.
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OSPF Overview and Neighbor
Relationships

Open Shortest Path First (OSPF) requires only a few relatively simple commands when
using it in a small- to medium-sized internetwork. However, behind those commands re-
sides a fairly complex routing protocol, with internals that can intimidate those new to
OSPFE. When compared to the less-complex EIGRP, OSPF requires more thought when
planning and a few more configuration commands than does EIGRP. Additionally, the un-
derlying complexity of OSPF makes operating and verifying an OSPF internetwork more
challenging.

Part III of this book contains four chapters. This chapter briefly reviews the basics of
OSPF and delves into all topics related to how OSPF routers form neighbor relationships.
Chapter 6, “OSPF Topology, Routes, and Convergence,” then examines how OSPF ex-
changes topology data, as stored in its Link State Database (LSDB), for internal OSPF
routes. Chapter 6 also discusses how OSPF then chooses the best internal OSPF routes.
Chapter 7, “OSPF Route Summarization, Filtering, and Default Routing,” moves examine
several tools that optimize the operation of OSPF, including route filtering, route summa-
rization, and special OSPF area types. Finally, Chapter 8, “OSPF Virtual Links and Frame
Relay Operations,” discusses a few miscellaneous topics.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess if you should read the entire
chapter. If you miss no more than one of these eight self-assessment questions, you might
want to move ahead to the “Exam Preparation Tasks.” Table 5-1 lists the major headings in
this chapter and the “Do I Know This Already?” quiz questions covering the material in
those headings so that you can assess your knowledge of these specific areas. The an-
swers to the “Do I Know This Already?” quiz appear in Appendix A, “Answers to the ‘Do I
Know This Already?’ Quiz.”

Table 5-1 “Do I Know This Already?” Foundation Topics Section-to-Question Mapping

Foundations Topics Section Question
OSPF Review 1-3
OSPF Neighbors and Adjacencies on LANs 4-7

OSPF Neighbors and Adjacencies on WANs 8
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1. Arouter has been configured with the commands router ospf 9, network 172.16.1.0
0.0.0.255 area 8, and network 172.16.0.0 0.0.255.255 area 9, in that order. No other
OSPF-related commands have been configured. The answers list the IP addresses that
could be assigned to this router’s Fa0/0 interface. Which answers list an IP address/pre-
fix length that would cause the router to put Fa0/0 into area 9? (Choose two.)

a. 172.16.0.1/23

b. 172.16.1.1/26

c. 172.16.1.1/24

d. 172.16.0.255/23

e. None of the other answers is correct.

2. Which of the following is true about an OSPF area border router (ABR)?

a. The ABR must have multiple interfaces connected to the backbone area.

An ABR is a router with two interfaces, each connected to a different non-
backbone area.

c. The only requirement to be considered an ABR is at least one interface con-
nected to the backbone area.

d. An ABR must have at least one interface in the backbone area plus at least
one other interface in a nonbackbone area.

3. Which of the following can either directly or indirectly identify all the interfaces for
which both 1) OSPF has been enabled and 2) OSPF is not passive? (Choose two.)

show ip ospf database

show ip ospf interface brief

show ip protocols

show ip route ospf

o a0 5D

show ip ospf neighbors

4. Router R1 directly connects to subnet 10.1.1.0/24 with its Fa0/0 interface. R1 can ping
four other working OSPF routers in that subnet. R1 is neither the designated router
(DR) nor backup DR (BDR). OSPF is working correctly on all five routers. Which of
the following is true on R1? (Choose two.)

a. The show ip ospf neighbors command lists two neighbors off Fa0/0.

The show ip ospf neighbors command lists four neighbors off Fa0/0.

The show ip ospf neighbors command lists two neighbors off Fa0/0 in the
FULL state.

d. The show ip ospf neighbors command lists two neighbors off Fa0/0 in the
DISCO state.
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5. Routers R1 and R2 are OSPF neighbors using their Fa0/0 interfaces, respectively, us-
ing default settings for all timers. An engineer adds the ip ospf hello-interval 6 com-
mand to R1’s Fa0/0 configuration. Which of the following is true regarding the results
from this change? (Choose 2)

a. The show ip ospf neighbor command on R1 lists the revised Hello timer.

The show ip ospf interface brief command on R1 lists the revised Hello
timer.

c. The R1-R2 neighborship fails due to Hello timer mismatch.
d. The show ip ospf interface command on R1 lists the revised Hello timer.

6. Routers R1 and R2, OSPF neighbors in area 0 over their Fa0/0 interfaces (respec-
tively), currently both successfully use OSPF MD5 authentication. The OSPF config-
uration includes the area 0 authentication command under the router ospf 1
command. Which of the following commands must have been configured on R1’s
Fa0/0 interface? (Choose two.)

ip ospf authentication null

ip ospf authentication message-digest

ip ospf authentication-key whatever-it-is

ip ospf message-digest-key 1 md5 whatever-it-is

L

ip ospf md5 1 key whatever-it-is
7. Which of the following settings do not prevent two potential OSPF neighbors from
becoming neighbors?
a. The interface used to connect to that neighbor being passive in the OSPF
process
Duplicate OSPF router IDs
Mismatched dead timers
IP addresses of 10.1.1.1/24 and 10.2.2.2/24
Mismatched OSPF process IDs

o 2o o

8. A company has a Frame Relay WAN with one central-site router and 100 branch of-
fice routers. A partial mesh of PVCs exists: one PVC between the central site and
each of the 100 branch routers. All routers use point-to-point subinterfaces and one
subnet per PVC. Which of the following is true about OSPF in this design?

a. The central site router has 100 fully adjacent neighborships with the 100
branches.

b. The central site router has neighborships with all branch routers, but fully
adjacent neighbors with only two branches.

c. The central site router has a neighborship with the Frame Relay switch.

d. None of the other answers is correct.
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Foundation Topics

OSPF Review

All the CCNP exams consider CCNA materials as prerequisites, so the Cisco Press CCNP
Exam Certification Guide series of books also assumes the reader is already familiar with
CCNA topics. However, the CCNP exams do include features that overlap with CCNA.
Additionally, most people forget some details about CCNA topics along the way. This sec-
tion is intended as a quick reminder of the basics from your earlier CCNA studies related
to OSPF, with the addition of a few related details you may not have seen suring your
CCNA study.

Note that this section does not cover every detail of CCNA-level OSPF topics—the main
goal is a quick refamiliarization. Following this review, throughout this and the next three
chapters, the rest of the CCNA-level OSPF features, plus many new OSPF-features, will
be detailed.

To that end, this section begins with a review of OSPF terminology and link state theory,
followed by a configuration and verification sample.

OSPF Link State Concepts

OPSEF uses link state (LS) logic, which can be broken into three major branches. The first
step, neighbor discovery, has the same overall goal as EIGRP’s neighbor discovery process:
to find the neighboring routers, and exchange enough information so that the two routers
know whether they should exchange topology data. (Like EIGRP, OSPF keeps a list of
neighbors in its neighbor table.)

The second step, topology database exchange, requires each OSPF router to cooperate by
sending messages so that all routers learn topology information—information that is the
equivalent of the kinds of information a human would draw and write in a diagram of the
internetwork. Each router stores this topology information in its topology database,
sometimes called its link state database (LSDB). The information communicated by OSPF
routers and held in their LSDBs includes:

B The existence of, and an identifier for, each router (router ID)
m  Each router interface, IP address, mask, and subnet
B The list of routers reachable by each router on each interface

The third major step, route computation, means that each router independently analyzes
the topology data to choose the best routes from their perspective. In particular, LS algo-
rithms such as OSPF use a Shortest Path First (SPF) algorithm to analyze the data, choose
the shortest (best) route for each reachable subnet, and add the correct next-hop/outgoing
interface information for those routes to the IP routing table.

OSPF requires more planning than does EIGRP, particularly with regard to the necessity
for a hierarchical design using OSPF areas. Each router interface exists in a single area,
with some special routers, called area border routers (ABR), being the boundary between
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areas. Inside an area, routers exchange detailed topology information. However, the de-
tailed topology information does not flow between areas. Instead, the ABRs advertise
briefer information between areas, including information about subnets/masks, but the in-
formation advertised into one area does not include details about the topology of the
other area. For perspective on the OSPF design issues, consider Figure 5-1, which shows a
typical hierarchical design.

Area 0 (Backbone)

Subnet 3

Subnet 2

Figure 5-1 Typical Hierarchical OSPF Design

One area, called the backbone area, must connect to all other areas. Packets that need to
pass between two nonbackbone areas must pass through (at least) one backbone router.
The ABRs must keep a copy of the LSDB for each area to which they attach; for example,
ABRI1 has LSDBs for area 0, area 1, and area 2. However, the ABRs do not forward all the
topology details between areas; instead, they simply advertise the subnets (prefix/length)
between the areas.

Because of the sparse information advertised into one area about another area, topologi-
cally, routers inside one area know only about the subnets in another area. They do not
know about the details of the topology in the other area; instead, from a topology per-
spective, it appears as if the subnets from another area connect to the ABR. Figure 5-2
shows the concept with the two routers in area 3 from Figure 5-1.

Figure 5-2 essentially shows the contents of area 3’s LSDB in graphical form. Two routers
exist, with a link between them, and one LAN subnet (Subnet 3) internal to the area.
However, the other three sample subnets shown in Figure 5-1 (Subnets 1, 2, and 3) appear


http://www.careercert.info

www.CareerCert.info

142 CCNP ROUTE 642-902 Official Certification Guide

i Key
i Topic

Subnet 1 Subnet 2 Subnet 4

\f\,«lz:\/

-

-

Subnet 3

Figure 5-2 Area 3 LSDB Concept

connected to ABR2. (Other subnets exist outside area 3 as well; the figure just shows a
few as examples.) The routers inside area 3 can calculate and add routes to their routing
tables, but without needing all the topology shown in Figure 5-1. By using areas as a de-
sign as in Figure 5-1, network engineers can group routers and interfaces into areas, which
results of smaller topology databases on those routers, as shown in Figure 5-2. As a result,
each router reduces the processing time, memory consumption, and effort to calculate
the best routes.

OSPF does have a fairly large number of terms. Table 5-2 lists some of the more common
OSPF terms as an early reference as you read through the chapter.

Table 5-2 Commonly Used OSPF Terms

Term Definition

Link state database The data structure held by an OSPF router for the pur-
pose of storing topology data.

Shortest Path First (SPF) The name of the algorithm OSPF uses to analyze the
LSDB. The analysis determines the best (lowest cost) route
for each prefix/length.

Link State Update (LSU) The name of the OSPF packet that holds the detailed

topology information, specifically LSAs



http://www.careercert.info

www.CareerCert.info

Chapter 5: OSPF Overview and Neighbor Relationships

Table 5-2 Commonly Used OSPF Terms

Term Definition

Link State Advertisement (LSA) The name of a class of OSPF data structures that hold
topology information. LSAs are held in memory in the
LSDB and communicated over the network in LSU mes-
sages.

Area A contiguous grouping of routers and router interfaces.
Routers in an area strive to learn all topology information
about the area, but they do not learn topology informa-
tion about areas to which they do not connect.

Area Border Router (ABR) A router that has interfaces connected to at least two dif-
ferent OSPF areas, including the backbone area. ABRs
hold topology data for each area, and calculate routes for
each area, and advertise about those routes between areas.

Backbone router Any router that has at least one interface connected to the
backbone area.

Internal routers A router that has interfaces connected to only one area,
making the router completely internal to that one area.

Designated Router (DR) On multiaccess data links like LANs, an OSPF router
elected by the routers on that data link to perform special
functions. These functions include the generation of LSAs
representing the subnet, and playing a key role in the data-
base exchange process.

Backup Designated Router (BDR) A router on a multiaccess data link that monitors the DR
and becomes prepared to take over for the DR, should the
DR fail.
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OSPF Configuration Review

Other than the configuration of the OSPF areas, the configuration of OSPF basics looks
similar to a simple EIGRP configuration. IOS uses the router ospf process-id command,
plus one or more network net-id wildcard-mask area area-id subcommands, to enable
OSPF on the router and on router interfaces. The rules for these commands are as follows:

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Neighboring routers’ router ospf process-id commands do not have to be
configured with the same process-id parameter to become neighbors.

IOS only enables OSPF on interfaces matched by an OSPF network command.
When enabled, the router does the following:

Attempts to discover OSPF neighbors on that interface by sending multicast
OSPF Hello messages

Includes the connected subnet in future topology database exchanges

To match an interface with the network command, I0S compares the net-id
configured in the network command with each interface’s IP address, while us-
ing the configured wildcard-mask as an ACL wildcard mask.

Regardless of the order in which the network commands are added to the con-
figuration, IOS puts these commands into the configuration file with the most
specific (most binary 0s) wildcard mask first. IOS lists the network commands
in this sorted order in the configuration.

The first network command that matches an interface, per the order shown in
the output of the show running-config command, determines the OSPF area
number associated with the interface.

Example 5-1 shows a sample configuration for each router in Figure 5-3.

RID1.1.1.1

~ 7, S0/0/0

o o —— Fa0/1
» S0/0/1 S0/0/1 > L.
R 127730 72250 P 2230 =355\ RaW 1921683126
Fa0/0 Fa0/0 Fa0/0
1.1/24 2.2/25 3.3/26

Area 1 Area 0

RID 3.3.3.3

~ “Z__, S0/0/0

=
I 7
vz

Note: All IP addresses begin with 10.1 unless otherwise noted.

Figure 5-3 Three Router Internerwork with Two OSPF Areas
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Example 5-1 OSPF Configuration on Routers R1, R2, and R3

! On Router Ri: !ltribbbrrrrprrrrrrrprrrrrrrrrrrrrrrriiind
interface loopback 1

ip address 1.1.1.1 255.255.255.255
router ospf 1

network 10.0.0.0 0.255.255.255 area 1

! On Router R2: lllPriiirrrrrrrrbrrrrrrrrirrrriirrriirnl
interface loopback 1
ip address 2.2.2.2 255.255.255.255

router ospf 2
network 10.1.12.2 0.0.0.0 area 1
network 10.1.0.0 0.0.255.255 area 0

! On Router R3: !llllfriiirrrrrrrrrrrrrrrrrirprriirrriiinl
interface loopback 1
ip address 3.3.3.3 255.255.255.255

router ospf 3
network 10.1.0.0 0.0.255.255 area 0
network 192.168.3.3 0.0.0.0 area 0

First, note that all three routers use a different process ID on their respective router ospf
process-id commands; these mismatches do not prevent neighborship.

Next, consider the requirement that R1’s S0/0/0 and R2’s S0/0/1 must be in the same area.
Typically, all routers on the same subnet need to be in the same area; the routers them-
selves are the boundary between areas. In this case, R1’s network 10.0.0.0 0.255.255.255
area 1 command matches all interfaces whose addresses begin with 10 in the first octet
and assigns those interfaces (Fa0/0 and S0/0/0) to area 1. Similarly, R2’s network 10.1.12.2
0.0.0.0 area 1 command matches only one IP address—R2’s S0/0/1 IP address—and places it
in area 1. Looking further at R2’s OSPF configuration, note that both network commands
actually match the 10.1.12.2 S0/0/1 IP address: one with area 0, and one with area 1. How-
ever, R2 orders these two network commands with the most-specific wildcard mask first,
placing the command with wildcard mask 0.0.0.0 first, and the one with wildcard
0.0.255.255 second. Then, R2 compares the commands to the interface IP addresses in or-
der, so R2 places S0/0/1 into area 1. (Note that in real internetworks, choosing wildcard
masks such that it is clear which network command should match each interface is the
better choice.)

On R3, the network 10.1.0.0 0.0.255.255 area 0 command matches interfaces Fa0/0 and
S0/0/0, adding them to area 0. R3 then needs an additional network command to enable
OSPF on R3’s Fa0/1 interface with all three interfaces in area 0.

Finally, note that the addition of the loopback interfaces causes each router to choose an
obvious OSPF router ID (RID). OSPF uses the same logic as does EIGRP to choose a
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router ID on each router, at the time the OSPF process is initialized, as follows, in the
listed order of precedence:

Step 1.  Use the router ID defined in the router-id x.x.x.x OSPF router subcommand.
Step 2.  Use the highest IP address of any up/up loopback interface.
Step 3.  Use the highest IP address of any up/up non-loopback interface.

Note that for the second and third choices, the interface does not need to have OSPF
enabled.

OSPF Verification Review

The verification process, whether it uses a formal verification plan, must have some
knowledge of the intended design and function of the network. The design and implemen-
tation documents dictate what the network should do, and the verification plan should
confirm whether the network is meeting those goals.

For the purposes of this OSPF review section, assume that the only design goal for the in-
ternetwork in Figure 5-3 is that OSPF be used so that all routers have routes to reach all
subnets shown in the figure, within the constraints of the area design.

To verify such a simple design, an engineer should start by confirming on which interfaces
OSPF has been enabled on each router. The next step should be to determine if the OSPF
neighbor relationships that should occur are indeed up and working. Then, the OSPF
topology table should be examined to confirm that non-ABRs have only topology infor-
mation for their respective areas. Finally, the IP routes on each router should be examined,
confirming that all routes are known. To that end, Table 5-3 summarizes five key show
commands that provide the information to answer these questions:

Table 5-3 Most Commonly Used OSPF show Commands

Command Key Information

show ip ospf interface brief  Lists the interfaces on which OSPF is enabled (based on the
network commands); it omits passive interfaces.

show ip protocols Lists the contents of the network configuration commands for
each routing process, and a list of enabled but passive inter-
faces.

show ip ospf neighbors Lists known neighbors, including neighbor state; does not list

neighbors for which some mismatched parameter is preventing
a valid OSPF neighbor relationship.

show ip ospf database Lists all LSAs for all connected areas. (See Chapter 6 for more
detail on the LSA types seen in the database.)

show ip route Lists the contents of the IP routing table, listing OSPF-learned
routes with a code of O on the left side of the output.
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Example 5-2 shows samples of each command listed in Table 5-3. Note that the output
highlights various samples of items that should be verified, including the interfaces on
which OSPF is enabled, the known neighbors, the neighbors’ state, the LSAs in the topol-
ogy table, and the OSPF routes.

Example 5-2 OSPF Verification on Routers R1, R2, and R3

in

R2#show ip ospf interface brief

Interface PID Area IP Address/Mask Cost State Nbrs F/C
Sed/0/0 2 0 10.1.23.2/30 64 P2P 1/1
Fa0/0 2 o 10.1.2.2/25 1 DR 0/0
Sed/0/1 2 1 10.1.12.2/30 64 P2P 1/1

R2#show ip protocols
Routing Protocol is "ospf 2"

On Router R2: !tiitirrirrprrrrrprrrrrrrrrrrrrrrrrrrntt
Note that S@/@/1 is shown as in area 1, while the other 3 interfaces are all

Area 0.

Next, note that R2 lists two "Routing Information Sources", 1.1.1.1 (R1) and
3.3.3.3 (R3). These routers, listed by RID, should mirror those listed
in the output of the show ip ospf neighbors command that follows.

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 2.2.2.2
It is an area border router
Number of areas in this router is 2. 2 normal @ stub @ nssa
Maximum path: 4
Routing for Networks:

10.1.12.2 0.0.0.0 area 1

10.1.0.0 0.0.255.255 area 0

Reference bandwidth unit is 100 mbps
Routing Information Sources:

Gateway Distance Last Update
EHEHSHS 110 00:01:08
loTaloll 110 00:01:08

Distance: (default is 110)

Note that the Full state means that the database exchange process is
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fully completed between these two neighbors.

R2#show ip ospf neighbors

Neighbor ID Pri State Dead Time Address Interface
3.3.3.3 0 FULL/ - 00:00:34 10.1.23.1 Serial@/0/0
1.1.1.1 0 FULL/ - 00:00:34 10.1.12.1 Serial®/0/1

On Router Ri: !litrrirrrrrprrrrerrrrerrrrprrrrrrrrrrny
Note that R1's LSDB includes a "Router Link State" for RID 1.1.1.1 (R1)
and R2 (2.2.2.2), but not 3.3.3.3 (R3), because R3 is not attached to area

R1#show ip ospf database

OSPF Router with ID (1.1.1.1) (Process ID 1)

Router Link States (Area 1)

Link ID ADV Router Age Seq# Checksum Link count
1.1.1.1 1.1.1.1 210 0x80000004 0x001533 3
2.2.2.2 2.2.2.2 195 0x80000002 0x0085DB 2

Summary Net Link States (Area 1)

Link ID ADV Router Age Seq# Checksum
10.1.2.0 2.2.2.2 190 0x80000001 0Ox00B5F0
10.1.3.0 2.2.2.2 190 0x80000001 OXOOAE76
10.1.23.0 2.2.2.2 190 0x80000001 0x0031A4
192.168.3.0 2.2.2.2 191 0x80000001 0x008B3B

Below, note that R1 has routes for all remote subnets, including R3's
LAN subnets, even though R1 does not list R3 in its LSDB.

Ri#show ip route ospf

10.0.0.0/8 is variably subnetted, 5 subnets, 4 masks
IA 10.1.3.0/26 [110/129] via 10.1.12.2, 00:04:13, Serial0/0/0
IA 10.1.2.0/25 [110/65] via 10.1.12.2, 00:04:13, Serial0d/0/0
IA 10.1.23.0/30 [110/128] via 10.1.12.2, 00:04:13, Serial0/0/0
192.168.3.0/26 is subnetted, 1 subnets
IA 192.168.3.0 [110/129] via 10.1.12.2, 00:04:13, Serial0d/0/0



http://www.careercert.info

OSPF Feature Summary

www.CareerCert.info

Chapter 5: OSPF Overview and Neighbor Relationships

Table 5-4 summarizes some of the key facts about OSPFE. The table includes some review
items from the CCNA level OSPF topics, plus some topics that will be developed in
chapters 5 through 8. The items that are not CCNA topics are included just for conven-
ience when reviewing for final preparation before taking the exam.

Table 5-4 OSPF Feature Summary

Feature Description
Transport IP, protocol type 89 (does not use UDP or TCP).
Metric Based on cumulative cost of all outgoing interfaces in a route.

The interface cost defaults to a function of interface band-
width but can be set explicitly.

Hello interval

Interval at which a router sends OSPF Hello messages on an in-
terface.

Dead interval

Timer used to determine when a neighboring router has failed,
based on a router not receiving any OSPF messages, including
Hellos, in this timer period.

Update destination address

Normally sent to 224.0.0.5 (All SPF Routers) and 225.0.0.6 (All
Designated Routers).

Full or partial updates

Full updates are used when new neighbors are discovered; oth-
erwise, partial updates are used.

Authentication Supports MD5 and clear-text authentication.

VLSM/classless OSPF includes the mask with each route, also allowing it to
support discontiguous networks and VLSM.

Route Tags Allows OSPF to tag routes as they are redistributed into OSPE.

Next-hop field

Supports the advertisement of routes with a different next-hop
router than the advertising router.

Manual route summarization

Allows route summarization at ABR routers only.

This concludes the review of OSPF topics. The rest of this chapter focuses on OSPF topics
related to the formation of OSPF neighbor relationships.

OSPF Neighbors and Adjacencies on LANs

With EIGRP, neighborship is relatively simple. If two EIGRP routers discover each other
(using Hellos) and meet several requirements (like being in the same subnet), the two
routers become neighbors. After becoming neighbors, the two EIGRP routers exchange

topology information.
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Comparing OSPF and EIGRP, OSPF neighborship is more complex. First, with EIGRP, two
routers either become neighbors or they do not. With OSPF, even after all the neighbor
parameter checks pass, two classes of neighborships exist: neighbors and fully adjacent
neighbors. The OSPF neighbor discovery process has many pitfalls when the internetwork
uses Frame Relay, with a class of issues that simply do not exist with EIGRP. Finally, OSPF
uses an underlying Finite State Machine (FSM) with eight neighbor states used to de-
scribe the current state of each OSPF neighbor, adding another layer of complexity com-
pared to EIGRP.

This section breaks down the OSPF neighbor relationship, the logic, and the OSPF config-
uration settings—anything that impacts OSPF neighborship on LAN interfaces. In particu-
lar, this section examines the following questions:

m  On what interfaces will this router attempt to discover neighbors by sending multi-
cast OSPF Hello messages?

m  When a potential neighbor is discovered, do they meet all requirements to become
neighbors at all?

This section examines these topics, in sequence.

Enabling OSPF Neighbor Discovery on LANs

OSPF sends multicast OSPF Hello messages on LAN interfaces, attempting to discover
OSPF neighbors, when two requirements are met:

m  OSPF has been enabled on the interface, either through the network router subcom-
mand or the ip ospf area interface subcommand.

m  The interface has not been made passive by the passive-interface router subcom-
mand.

When both requirements are met, OSPF sends Hellos to the 224.0.0.5 multicast address, an
address reserved for all OSPF-speaking routers. The Hello itself contains several parame-
ters that must be checked, including the OSPF RID of the router sending the Hello, and
the OSPF area that router has assigned to that LAN subnet.

Of the three configuration commands that might impact whether a router attempts to dis-
cover potential neighbors on an interface, one is commonly understood (network) and was
already covered in this chapter’s “OSPF Configuration Review” section. The second con-
figuration command that impacts whether potential neighbors discover each other,
passive-interface, works just like it does with EIGRP. In short, when a router configures an
interface as passive to OSPF, OSPF quits sending OSPF Hellos, so the router will not dis-
cover neighbors. The router will still advertise about the interface’s connected subnet if
OSPF is enabled on the interface, but all other OSPF processing on the interface is
stopped.

The third configuration command that impacts whether a router discovers potential neigh-
bors using Hellos is the ip ospf process-id area area-id interface subcommand. This com-
mand acts as a replacement for the OSPF network command. Simply put, this command
enables OSPF directly on the interface and assigns the area number.


http://www.careercert.info

www.CareerCert.info

Chapter 5: OSPF Overview and Neighbor Relationships 151

To demonstrate the ip ospf area and passive-interface commands, Example 5-3 shows a
revised configuration on Router R3 as seen originally back in Example 5-1. In this new ex-
ample configuration, R3 has made two interfaces passive, because no other OSPF routers
exist on its LAN subnets—making any attempt to discover OSPF neighbors have no bene-
fit. Additionally, R3 has migrated its configuration away from the older network com-
mands, instead using the ip ospf area interface subcommand.

Example 5-3 Configuring passive-interface and ip ospf area

Interface loopback 1
Ip address 3.3.3.3 255.255.255.255

router ospf 3
passive-interface FastEthernet0/0@
passive-interface FastEthernet0/1

interface FastEthernet0/0
ip ospf 3 area 0
interface FastEthernet@/1
ip ospf 3 area 0
interface Serial@/0/1
ip ospf 3 area 0

R3#show ip protocols
Routing Protocol is "ospf 3"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 3.3.3.3
Number of areas in this router is 1. 1 normal @ stub 0 nssa
Maximum path: 4
Routing for Networks:
Routing on Interfaces Configured Explicitly (Area 0):
Serial@/0/1
FastEtherneto/1
FastEthernet0/o
Reference bandwidth unit is 100 mbps
Passive Interface(s):
FastEthernet0/o
FastEtherneto/1
Routing Information Sources:
Gateway Distance Last Update
Distance: (default is 110)

Note that in the second half of Example 5-3 the show ip protocols command now lists the
interfaces as matched with the ip ospf area commands, and it lists the passive interfaces.

You can take the list of explicitly configured interfaces, remove the passive interfaces, and
know which interfaces on which R3 will attempt to discover OSPF neighbors. Also, take a
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moment to compare this output with the same command’s output in Example 5-2, with
the earlier example listing the parameters of the configured network commands.

Settings That Must Match for OSPF Neighborship

After an OSPF router has discovered a potential neighbor by receiving a Hello from the
other router, the local router considers the router that sent the Hello as a potential neigh-
bor. The local router must examine the contents of the received Hello, plus a few other
factors, compare those settings to its own, check for agreement, and only then may that

other router be considered an OSPF neighbor.

For reference, the following list details the items seen in OSPF Hello messages. Note that
some fields might not be present in a Hello, depending on the conditions in the network.

m  OSPF Router ID
m  Stub area flag

m  Plus the following interface-specific settings:
Hello interval

Dead Interval

Subnet mask

List of neighbors reachable on the interface
Area ID

Router priority

Designated Router (DR) IP address

Backup DR (BDR) IP address
Authentication digest

Table 5-5 summarizes the items that two routers will compare when deciding whether they
can become OSPF neighbors. For study purposes, the table also lists some items that one
might think prevent OSPF neighborship but do not, with comparisons to EIGRP.

Table 5-5 Neighbor Requirements for EIGRP and OSPF

{ Key

3, Topic  Requirement OSPF EIGRP
Interfaces’ primary IP addresses must be in same sub-  Yes Yes
net.
Must not be passive on the connected interface. Yes Yes
Must be in same area. Yes N/A
Hello interval/timer, plus either the Hold (EIGRP) or Yes No
Dead (OSPF) timer, must match.
Router IDs must be unique. Yes No
IP MTU must match. Yes' No



http://www.careercert.info

www.CareerCert.info

Chapter 5: OSPF Overview and Neighbor Relationships
Must pass neighbor authentication (if configured). Yes Yes
K-values (used in metric calculation) must match. N/A Yes
Must use the same ASN (EIGRP) or process-ID (OSPF) No Yes

on the router configuration command.

'May allow the other router to be listed in the show ip ospf neighbor command, but
the MTU mismatch will prevent proper operation of the topology exchange.

Note: Table 5-5 repeats most of the information listed in Chapter 2, Table 2-4, but in an
order that focuses on OSPF issues.

The first few items in Table 5-5 require only a minor amount of discussion. First, OSPF
checks the IP address (found as the source address of the Hello message) and mask (listed
in the Hello message) of the potential neighbor, calculates the subnet number, and com-
pares the subnet number and mask to its own interface IP address. Both the subnet num-
ber and mask must match. Additionally, the OSPF Hello messages include the area
number on the subnet, as defined by that router. The receiving router compares the re-
ceived Hello with its own configuration and rejects the potential neighbor if the area num-
bers do not match.

The next several headings inside this section examine the other three settings that can
prevent OSPF neighborship: Hello and Dead intervals, OSPF Router ID, IP MTU, and
authentication.

Optimizing Convergence Using Hello and Dead Timers

Using the same concept as EIGRP, but with different terminology, OSPF uses two timers
to monitor the reachability of neighbors. With OSPF, the Hello interval defines how often
the router sends a Hello on the interface. The Dead interval defines how long a router
should wait, without hearing any Hello messages from that neighbor, before deciding that
the neighbor failed. For example, with a default LAN interface setting of Hello of 10, and
Dead of 40, the local router sends Hello messages every 10 seconds. The neighbor resets
its downward-counting Hold timer to 40 upon receiving a Hello from that neighbor. Under
normal operation on a LAN, with defaults, the Dead timer for a neighbor would vary from
40, down to 30, and then be reset to 40 upon receipt of the next Hello. However, if the
Hello messages were no longer received for 40 seconds, the neighborship would fail, driv-
ing convergence.

To tune for faster convergence, you can configure OSPF to set a lower Hello and Dead
timer. It speeds convergence in some cases; note that if the interface fails, OSPF will im-
mediately realize that all neighbors reached through that interface have also failed and not
wait on the Dead timer to count down to zero. For example, consider the internetwork in
Figure 5-4. This internetwork has four routers connected to the same VLAN, with the in-
terfaces, IP addresses, masks, and OSPF areas as shown.
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Area 0
10.1.1.1/24 | Fa0/1 10.2.2.2/25 | Fa0/1
—_— —~—~
R R ‘ ~
10.5.5.1/28 | Fa0/0 10.5.5.2/28 |Fa0/0
10.5.5.3/28 |Fa0/0 10.5.5.4/28 Fa(y

10.3.3.3/26

10.4.4.4/27

Area 3 Area 4

Figure 5-4 Four OSPFs Routers on the Same Subnet, with Two OSPF Areas

Example 5-4 verifies some of the facts about the routers in Figure 5-4, showing the
changes to the Hello interval and the resulting failed neighborships. Each router has been
assigned an obvious RID: 1.1.1.1 for R1, 2.2.2.2 for R2, and so on.

Example 5-4 The Effect of Configuring a Different OSPF Hello Interval

R4#show ip ospf neighbors

Neighbor ID Pri State Dead Time Address Interface
1.1.1.1 1 2WAY /DROTHER 00:00:35 10.5.5.1

FastEthernet0/0

2.2.2.2 1 FULL/BDR 00:00:39 10.5.5.2

FastEthernet@/0

GHSHEHS 1 FULL /DR 00:00:38 10.5.5.3

FastEthernet0/0

R4#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R4 (config)#interface fastethernet0/0

R4 (config-if)#ip ospf hello-interval 9

R4 (config-if)#~Z

*Apr 28 00:06:20.271: %SYS-5-CONFIG_I: Configured from console by console
R4#show ip ospf interface fa0/0

FastEthernet@/@ is up, line protocol is up



http://www.careercert.info

www.CareerCert.info

Chapter 5: OSPF Overview and Neighbor Relationships 155

Internet Address 10.5.5.4/28, Area 0

Process ID 4, Router ID 4.4.4.4, Network Type BROADCAST, Cost: 1

Enabled by interface config, including secondary ip addresses

Transmit Delay is 1 sec, State DROTHER, Priority 1

Designated Router (ID) 3.3.3.3, Interface address 10.5.5.3

Backup Designated router (ID) 2.2.2.2, Interface address 10.5.5.2

Timer intervals configured, Hello 9, Dead 36, Wait 36, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:01

Supports Link-local Signaling (LLS)

Index 1/1, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is @, maximum is 3

Last flood scan time is @ msec, maximum is 4 msec

Neighbor Count is 3, Adjacent neighbor count is 2
Adjacent with neighbor 2.2.2.2 (Backup Designated Router)
Adjacent with neighbor 3.3.3.3 (Designated Router)

Suppress hello for @ neighbor(s)

R4#

*Apr 28 00:06:51.559: %0SPF-5-ADJCHG: Process 4, Nbr 1.1.1.1 on FastEthernet/0
from 2WAY to DOWN, Neighbor Down: Dead timer expired

*Apr 28 00:06:57.183: %0SPF-5-ADJCHG: Process 4, Nbr 3.3.3.3 on FastEthernet0/0
from FULL to DOWN, Neighbor Down: Dead timer expired

*Apr 28 00:06:58.495: %0SPF-5-ADJCHG: Process 4, Nbr 2.2.2.2 on FastEthernet0/0
from FULL to DOWN, Neighbor Down: Dead timer expired

This example demonstrates several interesting facts. First, note that upon configuring the
ip ospf hello-interval 9 command under Fa0/0, the show ip ospf interface fa0/0 com-
mand shows that not only did the Hello interval change, but the Dead timer was set to 4X
the Hello interval, or 36. To directly set the Dead timer on the interface, use the ip ospf
dead-interval value interface subcommand. Then, at the end of the example, note that all
three of R4’s neighbor relationships failed, because those routers now have mismatched
Hello and Dead timers. However, the neighbor relationships failed only after the dead
timers expired, as noted in the messages, and as confirmed by the timestamps on the mes-
sages.

Example 5-4 also shows the two normal, stable, and working neighbor states. Look to the
heading “state” in the output of the show ip ospf neighbors command at the top of the
example. The first word (before the /) lists the state or status of each neighbor. FULL refers
to a fully adjacent neighbor, meaning the OSPF topology has been fully exchanged with
that neighbor. The other state listed there, 2WAY, is a normal, stable, working state for
neighbors with which topology data was not exchanged directly. As described in Chapter
6, in some cases OSPF routers exchange their topology information to one specific router
on a LAN, called the designated router (DR), but they do not exchange their database di-
rectly with other routers. In the preceding example, taken from R4, R4 lists its relationship
with R1 as 2WAY, which happens to be the status for a working neighbor that does not be-
come fully adjacent.
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Chapter 6’s section “Exchange with a Designated Router” discusses the database ex-
change process when using a DR.

Note: OSPF has two methods to tune the Hello and Dead intervals to subsecond values.
Like EIGRP, OSPF supports Bidirectional Forwarding Detection (BFD). Additionally, OSPF
supports command ip ospf dead-interval minimal hello-multiplier multiplier, which sets
the dead interval to one second, and the Hello interval to a fraction of a second based on
the multiplier. For example, the command ip ospf dead-interval minimal hello-multiplier 4
sets the dead interval to one second, with Hellos occurring four times (the multiple) per
second, for an effective Hello interval of &fracl4; seconds.

Using a Unique OSPF Router-ID

As mentioned earlier in the “OSPF CCNA Review” section, each OSPF router assigns it-
self a router ID, based on the same rules as EIGRP. In OSPF’s case, that means a router
first looks for the OSPF router-id rid-value OSPF subcommand; next, to the highest IP
address of any up/up loopback interface; and finally, to the highest IP address of any
up/up non-loopback interface.

An OSPF RID mismatch makes for unpredictable results because OSPF routers base their
view of the topology on the topology database, and the database identifies routers based
on their RIDs. By design, all OSPF RIDs in a domain should be unique; to avoid such is-
sues, OSPF prevents neighborships between routers with duplicate RIDs.

The next example shows what happens when two routers discover each other as potential
neighbors, but notice a duplicate RID. Using the same network as in Figure 5-4, each
router has been assigned an obvious RID: 1.1.1.1 for R1, 2.2.2.2 for R2, and so on. Unfortu-
nately, R4 has been mistakenly configured with RID 1.1.1.1, duplicating R1’s RID. R4 is
powered on after all three other routers have established neighbor relationships. Example
5-5 shows some of the results.

Example 5-5 OSPF RID Mismatch — R1 and R4, R4 Connects after R1

! On R1... the following output occurs AFTER R4 powers on. R1, RID 1.1.1.1,
! does not form a neighbor relationship with R4.

R1#show ip ospf neighbors

Neighbor ID Pri State Dead Time Address Interface
2.2.2.2 1 FULL/BDR 00:00:35 10.5.5.2

FastEthernet0/0

3.3.3.3 1 FULL/DR 00:00:33 10.5.5.3

FastEthernet0/0

! On R3

! R3 does form a neighbor relationship, but does not learn routes from the
! R4. Note that R3 does not have a route for R4's 10.4.4.0/27 subnet.
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R3#show ip ospf neighbors

Neighbor ID Pri State Dead Time Address Interface
.11 1 FULL/DROTHER 00:00:38 1%.5.5.1]

FastEthernet0/0

il o1 il 1 FULL/DROTHER 00:00:37 10.5.5.4

FastEthernet0/0

2.2.2.2 1 FULL/BDR 00:00:35 10.5.5.2

FastEthernet0/0

R3#show ip route ospf

10.0.0.0/8 is variably subnetted, 4 subnets, 4 masks
0 10.2.2.0/25 [110/2] via 10.5.5.2, 00:06:56, FastEthernet@/0
0 10.1.1.0/24 [110/2] via 10.5.5.1, 00:01:34, FastEthernet0/0

As you can see from the output on R1, whose RID is duplicated with R4, the routers with
duplicate RIDs do not form a neighbor relationship. Additionally, other routers, such as
R3 as shown in the example, do form a neighbor relationship with the two routers, but the
duplication confuses the topology flooding process. Because R3 formed its neighborship
with R1 before R4, R3 does learn a route for R1’s 10.1.1.0/24 subnet, but does not for R4’s
10.4.4.0/27 subnet. However, with the same configuration, but a different sequence and
timing of neighbors coming up, R3 might learn about 10.4.4.0/27 instead of 10.1.1.0/24.

Note: Note that the OSPF process will not start without an RID.

Using the Same IP MTU

The maximum transmission unit (MTU) of an interface tells IOS the largest IP packet that
can be forwarded out the interface. This setting protects the packet from being discarded
on data links whose Layer 2 features will not pass a frame over a certain size. For example,
routers typically default to an IP MTU of 1500 bytes to accommodate Ethernet’s rules
about frames not exceeding 1526 bytes.

From a data plane perspective, when a router needs to forward a packet larger than the
outgoing interface’s MTU, the router either fragments the packet or discards it. If the IP
header’s don’t fragment (DF) bit is set, the router discards the packet. If the DF bit is not
set, the router can perform Layer 3 fragmentation on the packet, creating two (or more) IP
packets with mostly identical IP headers, spreading the data that follows the original IP
packet header out among the fragments. The fragments can then be forwarded, with the
reassembly process being performed by the receiving host.

From a design perspective, the MTU used by all devices attached to the same data link
ought to be the same value. However, routers have no dynamic mechanism to prevent the
misconfiguration of MTU on neighboring routers.

When an MTU mismatch occurs between two OSPF neighbors, one router will attempt to
become neighbors with the other router whose MTU differs. The other router will be
listed in the list of neighbors (show ip ospf neighbor). However, the two routers will not
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exchange topology information, and the two routers will not calculate routes that use this
neighbor as the next-hop router.

The IP MTU can be set on an interface using the ip mtu value interface subcommand and
for all Layer 3 protocols with the mtu value interface subcommand. Example 5-6 shows
an example, with R4 again configured so that it has problems.

Example 5-6 Serring IP MTU and Failing the OSPF Database Exchange Process

R4#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

R4 (config)#int fastetherneto/0

R4 (config-if)#ip mtu 1498

R4 (config-if)#~Z

R4#

R4#show ip interface fa0/0

FastEthernet@/0 is up, line protocol is up
Internet address is 10.5.5.4/28
Broadcast address is 255.255.255.255
Address determined by non-volatile memory
MTU is 1498 bytes

! lines omitted for brevity

R4#show ip ospf neighbors

Neighbor ID Pri State Dead Time Address Interface
1.1.1.1 1 EXSTART/DROTHER 00:00:39 10.5.5.1

FastEthernet0/0

2.2.2.2 1 EXSTART/DROTHER 00:00:37 10.5.5.2

FastEthernet0/0

3.3.3.3 1 EXSTART/BDR 00:00:39 10.5.5.3

FastEthernet0/0

*Apr 28 12:36:00.231: %0SPF-5-ADJCHG: Process 4, Nbr 2.2.2.2 on FastEthernet0/0
from EXSTART to DOWN, Neighbor Down: Too many retransmissions

R4#show ip ospf neighbors

Neighbor ID Pri State Dead Time Address Interface
1.1.1.1 1 INIT/DROTHER 00:00:39 10.5.5.1

FastEthernet0/0

2.2.2.2 1 DOWN /DROTHER - 10.5.5.2

FastEthernet0/0

3.3.3.3 1 INIT/DROTHER 00:00:39 10.5.5.3 FastEthernet0/0

Note that you could argue that the mismatched MTU does not prevent routers from be-
coming neighbors, but it does prevent them from successfully exchanging topology data.
When the mismatch occurs, a pair of routers tries to become neighbors, and they list each
other in the output of show ip ospf neighbors, as seen in Example 5-6. However, the
neighbor state (listed before the /, under heading “State”) moves from EXSTART (which
means the database exchange process is starting), but it fails as implied by the highlighted
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message in the example. Then, the state changes to DOWN, and later one router tries
again, moving to INIT (initializing) state. So, the neighbor is listed in the output of show
ip ospf neighbors command, but never succeeds at exchanging the topology data.

Chapter 6 discusses the database exchange process, making reference to neighbor states.
Table 6-5, in Chapter 6s section “OSPF Message and Neighbor State Reference,” summa-
rizes the neighbor state values and their meaning.

OSPF Authentication

OSPF authentication causes routers to authenticate every OSPF message. To do so, the
routers use the same preshared key value, generating an MD5 digest for each OSPF mes-
sage and sending that digest as part of each OSPF message. If a router configured for
OSPF authentication receives an OSPF message, and the received message’s MD5 digest
does not pass the authentication checking based on the local key value, the router silently
discards the message. As a result, when authentication fails, two routers cannot become
OSPF neighbors, because they ignore the inauthentic OSPF Hello messages.

OSPF authentication uses one of three types: type 0 (no authentication), type 1 (clear
text), and type 2 (MD5), with MD5 being the only reasonable option in production net-
works. To configure to have no authentication, do nothing, because IOS defaults to not at-
tempt OSPF authentication. However, for either of the other two OSPF authentication
options, you need to follow two configuration steps, as follows:

Step 1.  Authentication must be enabled, plus the authentication type must be se-
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lected, through one of two means: { Key
i Topic

Enabling per interface using the ip ospf authentication [message-digest] inter-
face subcommand

Enabling on all interfaces in an area by changing the area-wide authentication
setting using the area area-no authentication [message-digest] subcommand
under router ospf

Step 2.  The authentication keys must be configured per interface.

Table 5-6 lists the three OSPF authentication types, along with the inferface commands to
both enable authentication and to define the authentication keys. Note that the three au-
thentication types can be seen in the messages generated by the debug ip ospf adjacency
command.

{ Key

Enabling Interface Authentication Key Configuration "-...TOPiC
Type Meaning Subcommand Interface Subcommand )

0

None ip ospf authentication null —

1

Clear ip ospf authentication ip ospf authentication-key key-value
text

MD5 ip ospf authentication ip ospf message-digest-key key-number
message-digest md5 key-value
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JRETIIION
o

{ Key
i Topic

Note: The maximum length of the key is 16 characters.

Although IOS defaults to use type 0 authentication (no authentication), you can override
this default using the area authentication command in OSPF configuration mode. For ex-
ample, on a router with 12 interfaces, you plan to use type 2 (MD5) authentication on all
interfaces. Rather than add the ip ospf authentication message-digest command to all 12
interfaces, you could override the default that applies to all interface on that router, in a
given area. Table 5-7 lists the commands to set the default values.

Table 5-7  Effect of the area authentication Command on OSPF Interface Authentication
Settings

area authentication Command Interfaces in That Area Default to Use...
default; no configuration required Type 0
area num authentication Type 1
area num authentication message-digest Type 2

Note that if the area-wide default and the interface subcommand have both been config-
ured, the interface setting takes precedence. For example, if the interface has been config-
ured with the ip ospf authentication subcommand (type 1, clear text), and the area
authentication command sets MD5 authentication, that particular interface uses clear text
authentication.

Example 5-7 shows the authentication configuration on Router R3 from Figure 5-4. In this
case, all four routers use MD5 authentication on their common subnet, with key number
1, and key value really-a-secret. R3 also configures simple password authentication on its
Fa0/1 interface, just to demonstrate the various commands. Also for the purposes of
demonstrating the commands, R3 overrides the default authentication, setting the default
area 0 authentication to MD5.

Example 5-7 OSPF Aurbentication Using Only Interface Subcommands

! First, overriding the default in area @ so that it uses MD5 authentication,
! meaning Fa@/@, in area 0, will use MD5.

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 3

R3(config-router)# area @ authentication message-digest
R3(config-router)#interface fastetherneto/0

R3(config-if)# ip ospf message-digest-key 1 md5 really-a-secret
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! Next, two interface subcommands to enable simple password authentication
! on Fa@/1, which is in area 3.

R3(config-if)#interface fastethernet0/1

R3(config-if)#ip ospf authentication

R3(config-if)#ip ospf authentication-key secret

R3(config-if)# ctl-z

R3#

R3#show ip ospf interface fastetherneto/o

! Lines omitted for brevity - the last few lines list authentication information
Message digest authentication enabled

Youngest key id is 1

R3#show ip ospf interface fastethernet0/1
! Lines omitted for brevity - the last few lines list authentication information
Simple password authentication enabled

Note that to verify whether OSPF authentication is enabled, and the authentication type,
use the show ip ospf interface command, and look to the very end of the output, as
shown at the end of Example 5-7. Note that these messages identify the configuration set-
ting and do nothing to confirm whether authentication passed. To confirm whether it
worked, look for the neighbor in the output of show ip ospf neighbor: A neighbor with
whom authentication fails will not be listed. The reason is that the Hello will be rejected
due to authentication, and the Hello contains several parameters that must be checked be-
fore a router will choose to become an OSPF neighbor with that router. You can also use
the debug ip ospf adj command, whose output explicitly states that a mismatch exists
with the authentication key.

Unlike EIGRP authentication, OSPF authentication does not allow the configuration of a
key chain with time-based authentication keys. However, multiple keys can be configured
on an interface, each with a different key number. To migrate to a new key, you would first
configure a new key value on all routers in a subnet and then delete the configuration of
the old keys.

To avoid having network failures during this cutover, OSPF actually sends and accepts
messages that use all the currently configured authentication keys on the interface. For
example, if the four routers in Figure 5-4 had been configured with key numbers 1 and 2,
every OSPF message would be sent twice—once with each key.

This concludes the discussion of OSPF neighborships on LANs. The final brief section ex-
amines some issues with OSPF neighborship on WANS.

161


http://www.careercert.info

www.CareerCert.info

162 CCNP ROUTE 642-902 Official Certification Guide

OSPF Neighbors and Adjacencies on WANs

To form OSPF neighbor relationships on WAN connections, OSPF still must meet the
same requirements as on LANS. The area number must match with each neighbor; the IP
subnet number and mask of each router must match; authentication must pass; and so on.
In short, the items in Table 5-5 earlier in this chapter must be true.

However, the operation of OSPF on WAN links of various types requires some additional
thought, particularly when developing an implementation and verification plan. In particu-
lar, depending on the WAN technology and configuration, the following additional ques-
tions may matter for proper OSPF operation over WAN connections:

m  Will the routers discover each other using multicast OSPF Hello messages, or do the
neighbors require predefinition?

m  Will the routers try to elect a DR, and if so, which router should be allowed to be the
DR?

m  With which other routers should each router become an OSPF neighbor?

The first two of these items depend in part on the setting of the OSPF network type, and
the third question depends on the WAN service. This section first examines the concept
of OSPF network types and then examines the use of OSPF over common WAN tech-
nologies included in the CCNP ROUTE exam.

OSPF Network Types

The OSPF network type—a per-interface setting—directs OSPF in regard to three impor-
tant facts:

m  Whether the router can expect to discover neighbors using multicast Hello messages

m  Whether only two or more than two OSPF routers can exist in the subnet attached to
the interface

m  Whether the router should attempt to elect an OSPF DR on that interface

For instance, LAN interfaces require a DR because of the default OSPF network type of
broadcast. OSPF defines this interface network type to use multicast Hellos to dynami-
cally discover neighbors, allows more than two routers to be in the same subnet, and to at-
tempt to elect a DR. Conversely, point-to-point links and point-to-point WAN
subinterfaces default to use a network type of point-to-point, meaning that only two
OSPF routers can exist in the subnet, neighbors can be dynamically discovered through
Hellos, and that the routers do not elect a DR.

Note: The discussion of the motivation for using OSPF DRs occurs in Chapter 6 section
“Background of Designated Routers.” For now, note that DRs become useful but are not
always required, when a subnet supports more than two OSPF routers (for example, on a
LAN subnet).
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In production networks, the network type is often ignored, because there is no motivation
to change this setting—you pick a combination that works, and most everyone ignores it.
For the sake of CCNP ROUTE, you need to be aware of the setting and know a few of the
caveats found in some Frame Relay configurations. To keep the discussion focused on the
core topics, Chapters 6 and 7 avoid the Frame Relay configurations that require more con-
sideration of the OSPF network type setting. Chapter 8’s section “OSPF over Multipoint
Frame Relay” discusses the OSPF network types in more depth.

Table 5-8 summarizes the OSPF network types and their meanings. Note that this per-in-
terface or per-subinterface setting is configured with the ip ospf network rype interface
subcommand; the first column in the table lists the exact keyword according to this com-
mand. Note that the gray highlighted rows will be discussed in Chapter 8.

Table 5-8 OSPF Network Types s
{ Key
More Than T opic
Dynamic Two Routers
Default Hello Discovery of Allowed in the
Interface Type Uses DR/BDR? Interval Neighbors? Subnet?
Broadcast Yes 10 Yes Yes
Point-to-point’  No 10 Yes No
Loopback No — — No
Nonbroadcast>  Yes 30 No Yes
(NBMA)
Point-to-multi-  No 30 Yes Yes
point
Point-to-multi- ~ No 30 No Yes
point nonbroad-
cast

Default on Frame Relay point-to-point subinterfaces.
*Default on Frame Relay physical and multipoint subinterfaces.

OSPF Neighborship over Point-to-Point Links

Point-to-point serial links can be a bit boring. You configure IP addresses on either end,
configure the clock rate if using a back-to-back serial cable in a lab, and no shutdown the
interfaces. When enabling OSPF on the interfaces, no extra effort is required compared to
LANs—just enable OSPF on the interface, and rely on the default OSPF network type of
point-to-point.

However, serial links can provide a convenient and uncluttered place to experiment with
OSPF network types. As such, Figure 5-5 shows a small network with two routers, with
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Example 5-8 that follows showing several examples of the OSPF network type. (This small
network matches a portion of the network shown in Figure 5-1 earlier in this chapter.)

Area 1

RID1.1.1.1

~— 72, S0/0/0

o
R1 ' 12.1/30

Fa0/0
1.1/24

Area 0

Note: All IP addresses begin with 10.1 unless otherwise noted.

Figure 5-5 Simple Two Router Internetwork

Example 5-8 demonstrates OSPF network types with all defaults on the HDLC link be-
tween R1 and R2.

Example 5-8 OSPF Nerwork Types, Default, on an HDLC Link

Ri#show run int s0/0/0
Building configuration...

Current configuration : 102 bytes
!
interface Serial@/0/0
ip address 10.1.12.1 255.255.255.252
no fair-queue
clock rate 1536000
!
router ospf 1
network 10.0.0.0 0.255.255.255 area 0
]

end

Ri#show ip ospf interface s0/0/0
Serial@/@/@ is up, line protocol is up
Internet Address 10.1.12.1/30, Area 1
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Process ID 1, Router ID 1.1.1.1, Network Type POINT_TO_POINT, Cost: 64
! lines omitted for brevity

Ri1#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
2.2.2.2 ®0 FULL/ - 00:00:31 10.1.12.2 Serial0/0/0

Example 5-6 begins listing R1’s configuration on the serial link, mainly to make the point
that the OSPF network type has not been explicitly configured. The show ip ospf inter-
face command then lists the network type (point-to-point). Based on Table 5-7, this type
should dynamically discover neighbors, and it does, with neighbor 2.2.2.2 (R2) being
listed at the end of the example. In particular, note that under the state heading in the
show ip ospf neighbor command output, after the /, only a dash is listed. This notation
means that no attempt was made to elect a DR. If the network type had implied a DR
should be elected, then some text would be listed after the /, for example, “/DR” meaning
that the neighbor was the DR. (Refer back to the end of Example 5-4 for an example of the
output of show ip ospf neighbor in which a DR has been elected.)

Example 5-9 shows an alternative where both routers change their OSPF network type on
the serial link to nonbroadcast. This change is nonsensical in real designs and is only done
for the purposes of showing the results: that the neighbors are not discovered dynami-
cally, but once defined, a DR is elected.

Note: R2 has been preconfigured to match the configuration on R1 in Example 5-9,
namely, the OSPF network type has been changed (ip ospf network non-broadcast), and
R2 has been configured with a neighbor 10.1.12.1 OSPF router subcommand.

Example 5-9 Configuring OSPF Nerwork Type Nonbroadcast on an HDLC Link

Ri#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#interface s0/0/0

R1(config-if)#ip ospf network ?
broadcast Specify OSPF broadcast multi-access network
non-broadcast Specify OSPF NBMA network
point-to-multipoint Specify OSPF point-to-multipoint network
point-to-point Specify OSPF point-to-point network

R1(config-if)#ip ospf network non-broadcast

R1(config-if)#~Z

Ri#show ip ospf neighbor
Ri#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router ospf 1
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R1(config-router)#neighbor 10.1.12.2
R1(config-router)#~Z
R1#

*Apr 28 20:10:15.755: %0SPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Serial0/0/@ from
LOADING to FULL, Loading Done

Ri#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
2.2.2.2 1 FULL/DR 00:01:58 10.1.12.2 SerialQ/0/0

The example begins with R2 already configured, so the neighbor relationship has already
failed. When the OSPF network type changes on R1’s S0/0/0, the routers do not dynami-
cally discover each other, based on the network type (nonbroadcast). However, by com-
pleting the configuration in the example by adding R1’s neighbor 10.1.12.2 command, the
neighbor relationship is formed. Also, note that the final show ip ospf neighbor command
lists a state of FULL, then a /, and then DR, meaning that a DR was indeed elected, as re-
quired by this OSPF network type.

Neighborship over Frame Relay Point-to-Point Subinterfaces

Frame Relay design allows several options for IP addressing and subnetting. One option
treats each pair of routers on the ends of each PVC as a point-to-point topology, with one
subnet assigned to each pair of routers. Another option treats more than two routers as a
group, whether connected with a full mesh or partial mesh of PVCs, with a single subnet
assigned to that group.

Many Frame Relay designs use the first option, treating each pair of routers on the ends
of a PVC as a single subnet, as shown in Figure 5-6. In such cases, it makes sense to treat
each PVC as a separate point-to-point connection, assigning a single subnet (at Layer 3) to
each Layer 2 PVC.

With this design, if all the routers use point-to-point subinterfaces as shown in R1’s con-
figuration in the figure, you can ignore the OSPF network (interface) type, and OSPF
works fine. IOS point-to-point subinterfaces unsurprisingly default to use OSPF network
type point-to-point. The two routers discover each other using multicast OSPF Hellos,
they do not bother to elect a DR, and everything works well.

Chapter 8 discusses alternative Frame Relay configurations.

Neighborship on MPLS VPN

Multiprotocol Label Switching (MPLS) virtual private networks (VPN) create a WAN
service that has some similarities but many differences when compared to Frame Relay.
The customer routers connect to the service, often times with serial links, but other times
with Frame Relay PVCs or with Ethernet. The service itself is a Layer 3 service, forwarding
IP packets through the cloud. As a result, no predefined PVCs need exist between the cus-
tomer routers. Additionally, the service uses routers at the edge of the service provider
cloud-generically called provider edge (PE) routers—and these routers are Layer 3-aware.
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—
interface S0/0/0.1 point-to-point "'~
ip address 10.1.1.1 255.255.255.252 e
frame-relay interface-dici 101 I

10.1.1.0/30 [ 10.1.1.8/30
interface S0/0/0.2 point-to-point
ip address 10.1.1.5 255.255.255.252 !
frame-relay interface-dici 102 I | \
interface s0/0/0.3 point-to-point | I \ Frame
ip address 10.1.1.9 255.255.255.252 Relay
frame-relay interface-dici 103 \
\10.1.1.4/30
\
AN
N
L el ! -

| C |

——- OSPF Neighborship

Figure 5-6 Partial Meshed Frame Relay Network

That Layer 3 awareness means that the customer edge (CE) routers form an OSPF neigh-
borship with the PE router on the other end of their local access link, as shown in Figure
5-7. The PE routers exchange their routes, typically using Multiprotocol BGP (MP-BGP), a
topic outside the scope of this book. So, unlike the design seen previously in Figure 5-6,
the central site router will not have an OSPF neighborship with each branch office router
but will have a neighborship with the MPLS VPN provider’s PE router.

MPLS VPN does impact the data seen in the LSDB in the Enterprise routers and requires

some different thinking in regard to area design. However, these details remain outside the
scope of this book.

Neighborship on Metro Ethernet

In the like-named section “Neighborship on Metro Ethernet” in Chapter 2, that chapter
explained the basic terminology with Metro Ethernet, including of VPWS, a point-to-
point service, and VPLS, a multipoint service. In both cases, however, if the customer
connects to the service using a router, the configuration typically uses VLAN trunking
with subinterfaces off the FastEthernet or Gigabit Ethernet interface. If connecting with a
Layer 3 switch, the configuration again often uses VLAN trunking, with the Layer 3 con-
figuration being made on various VLAN interfaces inside the switch configuration.
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———- OSPF Neighborship

Figure 5-7 OSPF Neighborships over MPLS VPN

Because MetroE services provide Layer 2 connectivity, customer routers do not form
OSPF neighborships with routers inside the service provider’s network. Instead, the OSPF
neighborships forms between customer routers, essentially as if the service were a large
WAN. Figure 5-8 shows the basic idea, with four routers connected to the service.

Figure 5-8 shows four routers with any-to-any connectivity, typical of a VPWS service.
However, from an OSPF design perspective, each pair of routers could communicate over
a different VLAN, using a different Layer 3 subnet. Each Layer 3 subnet could be in a dif-
ferent area. Although (like MPLS VPN area design) beyond the scope of this book, these
options give the network designer many options on how to define areas.
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Figure 5-8 OSPF Neighborships over Metro Ethernet
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Exam Preparation Tasks

Planning Practice

The CCNP ROUTE exam expects test takers to review design documents, create imple-
mentation plans, and create verification plans. This section provides some exercises that
may help you to take a step back from the minute details of the topics in this chapter so
that you can think about the same technical topics from the planning perspective.

For each planning practice table, simply complete the table. Note that any numbers in
parentheses represent the number of options listed for each item in the solutions in
Appendix F, “Completed Planning Practice Table.”

Design Review Table

Table 5-9 lists several design goals related to this chapter. If these design goals were listed
in a design document, and you had to take that document and develop an implementation
plan, what implementation options come to mind? For any configuration items, a general

description can be used, without concern about the specific parameters.

Table 5-9 Design Review

Design Goal Possible Implementation
Choices Covered in This
Chapter

Improve OSPF convergence.

Implement OSPF on each router so that neighborships
are formed (2).

Limit neighborship formation on OSPF-enabled inter-
faces (2).

The design shows branch routers with WAN interfaces
in area 0 and LAN interfaces in different areas for each
branch. What LSDB information do you expect to see
in the branch routers?

Implementation Plan Peer Review Table

Table 5-10 shows a list of questions that others might ask, or that you might think about,
during a peer review of another network engineer’s implementation plan. Complete the
table by answering the questions.
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Table 5-10 Norable Questions from This Chapter to Consider During an
Implementation Plan Peer Review

Question Answers

What happens on a router interface on which an OSPF network
command matches the interface? (2)

What configuration settings prevent OSPF neighbor discovery
on an OSPF-enabled interface?

What settings do potential neighbors check before becoming
OSPF neighbors? (7)

What settings that you might think would impact OSPF neigh-
bor relationships actually do not prevent neighborship?

A design shows one main site and 100 branches, with OSPF, and
MPLS VPNs. How many OSPF neighborships over the WAN do
you expect to see on the central site router?

A design shows one main site and 100 branches, with one Frame
Relay PVC between the main site and each branch. How many
OSPF neighborships over the WAN do you expect to see on the
central site router?

A design shows six routers connected to the same VLAN and
subnet. How many OSPF fully adjacent neighborships over this
subnet do you expect each router to have?

A design shows one main site and 100 branches, each connected
with a VPWS service. The configuration shows that the central
site router uses a separate VLAN subinterface to connect to each
branch, but the branch routers do not have a VLAN connecting
to other branches. How many OSPF fully adjacent neighborships
over the WAN do you expect to see on the central site router?

Create an Implementation Plan Table

To practice skills useful when creating your own OSPF implementation plan, list in

Table 5-11 configuration commands related to the configuration of the following features.
You may want to record your answers outside the book and set a goal to complete this
table (and others like it) from memory during your final reviews before taking the exam.

Table 5-11 Implementation Plan Configuration Memory Drill

Feature Configuration
Commands/Notes

Enabling OSPF on interfaces—traditional method

Enabling OSPF on interfaces—using interface subcom-
mands

Setting Hello and Dead intervals
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Table 5-11 Implementation Plan Configuration Memory Drill

Feature Configuration
Commands/Notes

MD5 authentication, with no router subcommands

MD5 authentication, with router subcommands

Passive interfaces, with router subcommands

OSPF router ID

Choose Commands for a Verification Plan Table

To practice skills useful when creating your own OSPF verification plan, list in Table 5-12
all commands that supply the requested information. You may want to record your
answers outside the book and set a goal to complete this table (and others like it) from
memory during your final reviews before taking the exam.

Table 5-12 Verificarion Plan Memory Drill

Information Needed Command

Which routes have been added to the IP routing table by OSPF

All routes in a router’s routing table

The specific route for a single destination address or subnet

A list of all (both static and dynamically discovered)
OSPF neighbors

List interfaces on which OSPF has been enabled

List the number of OSPF neighbors and fully adjacent
neighbors known via a particular interface

The elapsed time since a neighborship was formed

The configured Hello timer for an interface

The configured Dead Interval timer for an interface

The current actual dead timer for a neighbor

A router’s RID

A list of OSPF passive interfaces

The currently used OSPF authentication type

The smallest-numbered OSPF authentication key number

Lists traffic statistics about OSPF
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Note: Some of the entries in this table may not have been specifically mentioned in this
chapter but are listed in this table for review and reference.

Review All the Key Topics

Review the most important topics from inside the chapter, noted with the key topicsicon
in the outer margin of the page. Table 5-13 lists a reference of these key topics and the { Key

. . i Topic
page numbers on which each is found.

Table 5-13 Key Topics for Chapter 5

Key Topic Description Page
Element Number
Table 5-2 Common OSPF terminology 142
List Base OSPF configuration steps 144
List Rules for choosing the OSPF Router ID 146
Table 5-3 Five most commonly used OSPF show commands 146
Table 5-4 Summary table of OSPF features 149
List Requirements before OSPF will attempt to dynamically dis- 150
cover neighbors

Table 5-5 Requirements for neighbor formation—-OSPF and EIGRP 152
List Rules for enabling OSPF authentication on an interface 159
Table 5-6 OSPF Authentication command summary 159
Table 5-7 Commands to set the default OSPF authentication type 160
Table 5-8 OSPF network types 163

Complete the Tables and Lists from Memory

Print a copy of Appendix D, “Memory Tables,” (found on the CD), or at least the section
for this chapter, and complete the tables and lists from memory. Appendix E, “Memory Ta-
bles Answer Key,” also on the CD, includes completed tables and lists to check your work.

Define Key Terms

Define the following key terms from this chapter, and check your answers in the glossary:

Area, Area Border Router (ABR), Backbone router, Router ID, Hello Interval, Dead Inter-
val, Fully adjacent, OSPF network type
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This chapter covers the following subjects:

LSAs and the OSPF Link State Database: This section exam-
ines LSA Types 1, 2, and 3, and how they allow OSPF routers
to model the topology and choose the best routes for each
known subnet.

The Database Exchange Process: This section details how
neighboring routers use OSPF messages to exchange their LSAs.

Choosing the Best Internal OSPF Routes: This section exam-
ines how OSPF routers calculate the cost for each possible
route to each subnet.
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CHAPTER 6

OSPF Topology, Routes,
and Convergence

OSPF and EIGRP both use three major branches of logic, each of which populates a dif-
ferent table: the neighbor table, the topology table, and the IP routing table. This chapter
examines topics related to the OSPF topology table—the contents, and the processes by
which routers exchange this information—and how OSPF routers choose the best routes in
the topology table to be added to the IP routing table.

In particular, this chapter begins by looking at the building blocks of OSPF topology,
namely the OSPF link state advertisement (LSA). Following that, the chapter examines the
process by which OSPF routers exchange LSAs with each other. Finally, the last major sec-
tion of the chapter discusses how OSPF chooses the best route among many when run-
ning the Shortest Path First (SPF) algorithm.

Note that this chapter focuses on OSPF Version 2, the long-available version of OSPF that
supports IPv4 routes. Chapter 17, “IPv6 Routing Protocols and Redistribution,” discusses
OSPF Version 3, which applies to IPv6.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess if you should read the entire
chapter. If you miss no more than one of these nine self-assessment questions, you might
want to move ahead to the “Exam Preparation Tasks.” Table 6-1 lists the major headings in
this chapter and the “Do I Know This Already?” quiz questions covering the material in
those headings so that you can assess your knowledge of these specific areas. The an-
swers to the “Do I Know This Already?” quiz appear in Appendix A.

Table 6-1 “Do I Know This Already?” Foundation Topics Section-to-Question Mapping

Foundations Topics Section Questions
LSAs and the OSPF Link State Database 1-3
The Database Exchange Process 4,5

Choosing the Best OSPF Routes 6-9
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1. A network design shows area 1 with three internal routers, area O with four internal
routers, and area 2 with five internal routers. Additionally, one ABR (ABR1) connects
areas 0 and 1, plus a different ABR (ABR2) connects areas 0 and 2. How many Type 1
LSAs would be listed in ABR2’s LSDB?

a. 6
b. 7
c. 15
d. 12

e. None of the other answers is correct.

2. A network planning diagram shows a large internetwork with many routers. The con-
figurations show that OSPF has been enabled on all interfaces, IP addresses correctly
configured, and OSPF working. For which of the following cases would you expect a
router to create and flood a Type 2 LSA?

a. When OSPF is enabled on a LAN interface, and the router is the only router
connected to the subnet.

b. When OSPF is enabled on a point-to-point serial link, and that router has
both the higher router ID and higher interface IP address on the link.

c. When OSPF is enabled on a Frame Relay point-to-point subinterface, has
the lower RID and lower subinterface IP address, and otherwise uses default
OSPF configuration on the interface.

d. When OSPF is enabled on a working LAN interface on a router, and the
router has been elected BDR.

e. None of the other answers is correct.

3. A verification plan shows a network diagram with branch office Routers B1 through
B100, plus two ABRs, ABR1, and ABR2, all in area 100. The branches connect to the
ABRSs using Frame Relay point-to-point subinterfaces. The verification plan lists the
output of the show ip ospf database summary 10.100.0.0 command on a router B1,
one of the branches. Which of the following is true regarding the output that could
be listed for this command?

a. The output lists nothing unless 10.100.0.0 has been configured as a summary
route using the area range command.

b. 1If 10.100.0.0 is a subnet in area 0, the output lists one Type 3 LSA, specifi-
cally the LSA with the lower metric when comparing ABR1’s and ABR2’s
LSA for 10.100.0.0.

c. If 10.100.0.0 is a subnet in area 0, the output lists two Type 3 LSAs, one each
created by ABR1 and ABR2.

d. None, because the Type 3 LSAs would exist only in the ABR’s LSDBs.
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4. Which of the following OSPF messages contains entire complete LSAs used during
the database exchange process?

a. LSR
b. LSAck
c. LSU
d. DD

e. Hello

5. Routers R1, R2, R3, and R4 connect to the same 10.10.10.0/24 LAN-based subnet.
OSPF is fully working in the subnet. Later, R5, whose OSPF priority is higher than
the other four routers, joins the subnet. Which of the following are true about the
OSPF database exchange process over this subnet at this point? (Choose two.)

a. R5 will send its DD, LSR, and LSU packets to the 224.0.0.5 all-DR-routers
multicast address.

b. R5 will send its DD, LSR, and LSU packets to the 224.0.0.6 all-DR-routers
multicast address.

c. The DR will inform R5 about LSAs by sending its DD, LSR, and LSU pack-
ets to the 224.0.0.6 all-SPF-routers multicast address.

d. The DR will inform R5 about LSAs by sending its DD, LSR, and LSU pack-
ets to the 224.0.0.5 all-SPF-routers multicast address.

6. R1 is internal to area 1, and R2 is internal to area 2. Subnet 10.1.1.0/24 exists in area 2
as a connected subnet off R2. ABR ABR1 connects area 1 to backbone area 0, and
ABR2 connects area 0 to area 2. Which of the following LSAs must R1 use when cal-
culating R1’s best route for 10.1.1.0/24?

R2’s Type 1 LSA

Subnet 10.1.1.0/24’s Type 2 LSA

ABRYI’s Type 1 LSA in area 0

Subnet 10.1.1.0/24’s Type 3 LSA in Area 0

e. Subnet 10.1.1.0/24’s Type 3 LSA in Area 1

e 0o oo

7. Which of the following LSA types describes topology information that, when changed,
requires a router in the same area to perform an SPF calculation? (Choose two.)

020D ®
NV AW =
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8. The following output was taken from Router R3. A scan of R3’s configuration shows
that no bandwidth commands have been configured in this router. Which of the fol-
lowing answers lists configuration settings could be a part of a configuration that re-
sults in the following output? (Choose two.)

R3#show ip ospf interface brief

Interface PID Area IP Address/Mask Cost State Nbrs F/C
Se0/0/0.2 3 34 10.10.23.3/29 647 P2P 1/1
Se0/0/0.1 3 34 10.10.13.3/29 1000 P2P 1/1
Fao/0 3 34 10.10.34.3/24 20 BDR 1/1

An auto-cost reference-bandwidth 1000 command in router ospf mode

An auto-cost reference-bandwidth 2000 command in router ospf mode

o oo

An ip ospf cost 1000 interface S0/0/0.1 command in router ospf mode

d. An auto-cost reference-bandwidth 64700 command in router ospf mode

9. Which of the following LSA types describe information related to topology or sub-
nets useful for calculating routes for subnets inside the OSPF domain? (Choose three.)

~ 0020 p D
N U1 AW N -
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Foundation Topics

LSAs and the OSPF Link State Database

Every router that connects to a given OSPF area should learn the exact same topology
data. Each router stores the data, composed of individual link state advertisements (LSA),
in their own copy of the link state database (LSDB). Then, the router applies the Shortest
Path First (SPF) algorithm to the LSDB to determine the best (lowest cost) route for each
reachable subnet (prefix/length).

When a router uses SPF to analyze the LSDB, the SPF process has some similarities to
how humans put a jigsaw puzzle together—but without a picture of what the puzzle looks
like. Humans faced with such a challenge might first look for the obvious puzzle pieces,
such as the corner and edge pieces, because they are easily recognized. You might then
group puzzle pieces together if they have the same color or look for straight lines that
might span multiple puzzle pieces. And of course, you would be looking at the shapes of
the puzzle pieces to see which ones fit together.

Similarly, a router’s SPF process must examine the individual LSAs and see how they fit
together, based on their characteristics. To better appreciate the SPF process, the first sec-
tion of this chapter examines the three LSA types OSPF uses to describe an Enterprise
OSPF topology inside the OSPF domain. By understanding the types of LSAs, you can
get a better understanding of what a router might look for to take the LSAs-the pieces of
a network topology puzzle if you will-and build the equivalent of a network diagram.

For reference, Table 6-2 lists the various OSPF LSA types. Note that Chapter 9 explains
three other LSA types, all used when redistributing routes into the OSPF domain.

Table 6-2 OSPF LSA Types
LSA Type Common Name Description
1 Router Each router creates its own Type 1 LSA to represent itself

for each area to which it connects. The LSDB for one area
contains one Type 1 LSA per router per area, listing the
RID and all interface IP addresses on that router that are in
that area. Represents stub networks as well.

Network One per transit network. Created by the DR on the subnet,
and represents the subnet and the router interfaces con-
nected to the subnet.

Net Summary Created by ABRs to represent subnets listed in one area’s

type 1 and 2 LSAs when being advertised into another area.

Defines the links (subnets) in the origin area, and cost, but
no topology data.

ASBR Summary Like a type 3 LSA, except it advertises a host route used to
reach an ASBR.

{ Key
i Topic
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Table 6-2 OSPF LSA Types

LSA Type Common Name Description

5 AS External Created by ASBRs for external routes injected into OSPE.

6 Group Membership  Defined for MOSPF; not supported by Cisco 10S.

7 NSSA External Created by ASBRs inside an NSSA area, instead of a type 5
LSA.

8 External Attributes  Not implemented in Cisco routers.

9-11 Opaque Used as generic LSAs to allow for easy future extension of

OSPF; for example, type 10 has been adapted for MPLS
traffic engineering.

LSA Type 1: Router LSA

An LSA type 1, called a router LSA, identifies an OSPF router based on its OSPF router
ID (RID). Each router creates a Type 1 LSA for itself and floods the LSA throughout the
same area. To flood the LSA, the originating router sends the Type 1 LSA to its neighbors
inside the same area, who in turn send it to their other neighbors inside the same area, un-
til all routers in the area have a copy of the LSA.

Besides the RID of the router, this LSA also lists information about the attached links. In
particular, the Type 1 LSA lists:

m For each interface on which no DR has been elected, it lists the router’s interface subnet
number/mask and interface OSPF cost. (OSPF refers to these subnets as srub
netrworks.)

m  For each interface on which a DR has been elected, it lists the IP address of the DR
and a notation that the link attaches to a rransit nerwork (meaning a type 2 LSA ex-
ists for that network).

m  For each interface with no DR, but for which a neighbor is reachable, it lists the neigh-
bor’s RID.

As with all OSPF LSAs, OSPF identifies a Type 1 LSA using a 32-bit link state identifier
(LSID). When creating its own Type 1 LSA, each router uses its own OSPF RID value as
the LSID.

Internal routers each create a single Type 1 LSA for themselves, but ABRs create multiple
Type 1 LSAs for themselves: one per area. The Type 1 LSA in one area will list only inter-
faces in that area and only neighbors in that area. However, the router still has only a single
RID, so all its Type 1 LSAs for a single router list the same RID. The ABR then floods each
of its Type 1 LSAs into the appropriate area.

To provide a better backdrop for the upcoming LSA discussions, Figure 6-1 shows a sam-
ple internetwork, which will be used in most of the examples in this chapter.


http://www.careercert.info

www.CareerCert.info

Chapter 6: OSPF Topology, Routes, and Convergence

Area 34
g T T T N ———_—_——_—————— e — ~
: ; :
|
o S0/0/0.4 | SWi1 |
| Faoi0 [ o 4 133 ,_|_L > |
: [foT0s3230 Ra W~ — 7_/:'\ i — i
| S0/0/0.2 < R |
232 1 l
| e | |
| Faoo.1 11}
| _ S00/0.1 12,4 “| I
| Fao [T e 144 |
I 70.10 34.4/24. JF;4 < ”: I
| s 1 = Data |
\ ::| Center :
S I SW3
~ h Subnet '
i 10.1099.0224 |
o o e e e e — s Fa0/0.1 ||: |
/ soo.1 o ez I c géoé\ l
| 15.5 I - |
| i ~ =l 272 |
| Fao SO —" — | !
| 55/27 l R5 ‘ S0/0.2 .| | I3 ‘ Fa0r Fa0/2 |
! o i 288 |
‘\ \\\} 7 I\ sSw2 y )
Area 5 Area 0
Figure 6-1 Sample OSPF Multi-Area Design

All routers that participate in an area, be they internal routers or ABRs, create and flood a
Type 1 LSA inside the area. For example, in Figure 6-1, area 5 has one internal router (R5,
RID 5.5.5.5), and two ABRs: R1 with RID 1.1.1.1 and R2 with RID 2.2.2.2. Each of these
three routers create and flood their own Type 1 LSA inside area 5 so that all three routers
know the same three Type 1 LSAs.

Next, to further understand the details inside a Type 1 LSA, first consider the OSPF con-
figuration of R5 as an example. R5 has three IP-enabled interfaces: Fa0/0, S0/0/0.1, and
S0/0.2. R5 uses point-to-point subinterfaces, so R5 should form neighbor relationships
with both R1 and R2 with no extra configuration beyond enabling OSPF, in area 5, on all
three interfaces. Example 6-1 shows this baseline configuration on R5.

Example 6-1 R5 Configuration—IP Addresses and OSPF

interface Fastethernet@/0

ip address 10.10.5.5 255.255.255.224
ip ospf 5 area 5

interface s0/0.1 point-to-point

ip addr 10.10.15.5 255.255.255.248
frame-relay interface-dlci 101
ip ospf 5 area 5

interface s0/0.2 point-to-point

181


http://www.careercert.info

www.CareerCert.info

182 CCNP ROUTE 642-902 Official Certification Guide

se0/0.2
se0/0.1
fao/0

2020202
il )l

router ospf 5
router-id 5.5.5.5

Interface

Neighbor ID

ip addr 10.10.25.5 255.255.255.248
frame-relay interface-dlci 102
ip ospf 5 area 5

R5#show ip ospf interface brief

Area IP Address/Mask Cost State Nbrs F/C
5 10.10.25.5/29 64 P2P 1/1
5 10.10.15.5/29 64 P2pP 1/1
5 10.10.5.5/27 1 DR 0/0

R5#show ip ospf neighbor

Pri State Dead Time Address Interface
0 FULL/ - 00:00:30 10.10.25.2 Serial@/0.2
o FULL/ - 00:00:38 10.10.15.1 Serial@/0.1

R5’s OSPF configuration enables OSPF, for process ID 5, placing three interfaces in area 5.
As aresult, R5’s type 1 LSA will list at least these three interfaces as links, plus it will refer
to the two working neighbors. Example 6-2 displays the contents of R5’s area 5 LSDB, in-
cluding the detailed information in R5’s Type 1 LSA, including the following:

B The LSID of R5’ Type 1 LSA (5.5.5.5)

m  Three links that connect to a stub network, each listing the subnet/mask

m  Two links that state a connection to another router, one listing R1 (RID 1.1.1.1) and

one listing R2 (RID 2.2.2.2)

Example 6-2 R5 Configuration—IP Addresses and OSPF

Link ID
il
2.2 7.7
5.5.5.5

OSPF Router with ID (5.5.5.5)

R5#show ip ospf database

Router Link States (Area 5)

ADV Router Age
1.1.1.1 835
2.2.2.2 788
5.5.5.5 787

(Process ID 5)

Seq# Checksum Link count
0x80000002 0x006BDA 2
0x80000002 0x0082A6 2
0x80000004 0x0063C3 5

Summary Net Link States (Area 5)
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Link ID ADV Router Age Seq# Checksum
10.10.12.0 1.1.1.1 835 0x80000001 0x00OF522
10.10.12.0 2.2.2.2 787 0x80000001 0x00OD73C

! lines omitted for brevity

R5#show ip ospf database router 5.5.5.5

OSPF Router with ID (5.5.5.5) (Process ID 5)

Router Link States (Area 5)

LS age: 796

Options: (No TOS-capability, DC)
LS Type: Router Links

Link State ID: 5.5.5.5
Advertising Router: 5.5.5.5

LS Seq Number: 80000004
Checksum: 0x63C3

Length: 84

Number of Links: 5

Link connected to: another Router (point-to-point)
(Link ID) Neighboring Router ID: 2.2.2.2
(Link Data) Router Interface address: 10.10.25.5
Number of TOS metrics: 0
TOS 0 Metrics: 64

Link connected to: a Stub Network
(Link ID) Network/subnet number: 10.10.25.0
(Link Data) Network Mask: 255.255.255.248
Number of TOS metrics: 0
TOS @ Metrics: 64

Link connected to: another Router (point-to-point)
(Link ID) Neighboring Router ID: 1.1.1.1
(Link Data) Router Interface address: 10.10.15.5
Number of TOS metrics: @
TOS 0 Metrics: 64

Link connected to: a Stub Network
(Link ID) Network/subnet number: 10.10.15.0
(Link Data) Network Mask: 255.255.255.248
Number of TOS metrics: 0
TOS @ Metrics: 64
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Link connected to: a Stub Network
(Link ID) Network/subnet number: 10.10.5.0
(Link Data) Network Mask: 255.255.255.224
Number of TOS metrics: 0
TOS 0 Metrics: 1

The first command, show ip ospf database, displays a summary of the LSAs known to
R5. The output mainly consists of a single line per LSA, listed by LSA ID. The three high-
lighted lines of this command, in Example 6-2, highlight the RID of the three router (Type
1) LSAs, namely 1.1.1.1 (R1), 2.2.2.2 (R2), and 5.5.5.5 (R5).

The output of the show ip ospf database router 5.5.5.5 command displays the detailed
information in R5’s router LSA. Looking at the highlighted portions, you see three stub
networks—three interfaces on which no DR has been elected—and the associated subnet
numbers. The LSA also lists the neighbor IDs of two neighbors (1.1.1.1 and 2.2.2.2) and the
interfaces on which these neighbors can be reached.

Armed with the same kind of information in R1’s and R2’s Type 1 LSAs, a router has
enough information to determine which routers connect, over which stub links, and then
use the interface IP address configuration to figure out the interfaces that connect to the
other routers. Figure 6-2 shows a diagram of area 5 that could be built just based on the
detailed information held in the router LSAs for R1, R2, and R5.

Stub

Subnet
10.10.5.0/27

neighbor 5.5.5.5
10.10.15.1

neighbor 1.1.1.1
10.10.15.5

R5 R1
10.10.15.0/29
Stub Stub Subnet
10.10.15.0/29
Subnet
10.10.25.0/29 neighbor 2.2.2.2
10.10.25.5
Stub > ighbor 5.5.5.5
neignoor 5.9.9..
R2

Subnet
10.10.25.0/29

Figure 6-2 Three Type 1 LSAs in Area 5
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Note that Figure 6-2 displays only information that could be learned from the Type 1
router LSAs inside area 5. Each Type 1 router LSA lists information about a router but
only the details related to a specific area. As a result, Figure 6-2 shows R1’s interface in
area 5 but none of the interfaces in area 34 nor in area 0. To complete the explanation sur-
rounding Figure 6-2, Example 6-3 lists R1’s Type 1 router LSA for area 5.

Example 6-3 RI's Type 1 LSA in Area 5

R5#show ip ospf database router 1.1.1.1

OSPF Router with ID (5.5.5.5) (Process ID 5)

Router Link States (Area 5)

Routing Bit Set on this LSA
LS age: 1306

Options: (No TOS-capability, DC)
LS Type: Router Links

Link State ID: 1.1.1.1
Advertising Router: 1.1.1.1
LS Seq Number: 80000002
Checksum: 0x6BDA

Length: 48

Area Border Router

Number of Links: 2

Link connected to: another Router (point-to-point)
(Link ID) Neighboring Router ID: 5.5.5.5
(Link Data) Router Interface address: 10.10.15.1
Number of TOS metrics: 0
TOS @ Metrics: 64

Link connected to: a Stub Network
(Link ID) Network/subnet number: 10.10.15.0
(Link Data) Network Mask: 255.255.255.248
Number of TOS metrics: 0
TOS 0 Metrics: 64

Note: Because the OSPF uses the RID for many purposes inside different LSAs—for
instance, as the LSID of a type 1 LSA-Cisco recommends setting the RID to a stable, pre-
dictable value. To do this, use the OSPF router-id value OSPF subcommand, or define a
loopback interface with an IP address, as discussed in Chapter 5’s section “Using a Unique
OSPF Router ID.”
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LSA Type 2: Network LSA

SPF requires that the LSDB model the topology with nodes (routers) and connections be-
tween nodes (links). In particular, each link must be between a pair of nodes. When a mul-
tiaccess data link exists—for instance, a LAN—OSPF must somehow model that LAN so
that the topology represents nodes and links between only a pair of nodes. To do so,
OSPF uses the concept of a Type 2 Network LSA.

OSPF routers actually choose whether to use a Type 2 LSA for a multiaccess network
based on whether a designated router (DR) has or has not been elected on an interface. So,
before discussing the details of the Type 2 network LSA, a few more facts about the con-
cept of a DR need to be discussed.

Background on Designated Routers
As discussed in Chapter 5’s section “OSPF Network Types,” the OSPF network type as-
signed to a router interface tells that router whether to attempt to elect a DR on that inter-

face. Then, when a router has heard a Hello from at least one other router, the routers elect
a DR and BDR.

OSPF uses a DR in a particular subnet for two main purposes:
m To create and flood a Type 2 network LSA for that subnet
B To aid in the detailed process of database exchange over that subnet

Routers elect a DR, and a backup DR (BDR), based on information in the OSPF Hello. The
Hello message lists each router’s RID and a priority value. When no DR exists at the time,
routers use the following election rules when neither a DR nor BDR yet exists:

B Choose the router with the highest priority (default 1, max 255, set with ip ospf pri-
ority value interface subcommand).

m If tied on priority, choose the router with highest RID.
B Choose a BDR, based on next-best priority, or if a tie, next-best (highest) RID.

Although the preceding describes the election when no DR currently exists, the rules dif-
fer a bit when a DR and BDR already exist. After a DR and BDR are elected, no election is
held until either the DR or BDR fails. If the DR fails, the BDR becomes the DR-—regard-
less of whether a higher priority router has joined the subnet—and a new election is held
to choose a new BDR. If the BDR fails, a new election is held for BDR, and the DR remains
unchanged.

On LANS, the choice of DR matters little from a design perspective, but does matter from
an operational perspective. Throughout this chapter, note the cases in which output of
show commands identify the DR and its role. Now, back to the topic of Type 2 LSAs.

Note: On Frame Relay WAN links, the choice of DR may impact whether OSPF func-
tions at all. This topic is covered in Chapter 8, “OSPF Virtual Links and Frame Relay
Operations.”
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Type 2 Network LSA Concepts

OSPF uses the concept of a Type 2 LSA to model a multiaccess network—a network with
more than two routers connected to the same subnet—while still conforming to the “a link
connects only two nodes” rule for the topology. For example, consider the network in
Figure 6-3 (also shown as Figure 5-4 in the previous chapter). As seen in Chapter 5, all four
routers form neighbor relationships inside area 0, with the DR and BDR becoming fully
adjacent with the other routers.

Area 0
10.1.1.1/24 |Fa0/1 10.2.2.2/25 | Fa0/1
. R1 ‘ . R2'
10.5.5.1/28 | Fao/0 10.5.5.2/28 | Fa0/0
\ 10.5.5.3/28 | Fa0/0 10.5.5.4/28 Fa(M
~ ~

o —

10.3.3.3/26

Area 3 Area 4

Figure 6-3 Small Network, Four Routers, on a LAN

OSPF cannot represent the idea of four routers connected via a single subnet by using a
link connected to all four routers. Instead, OSPF defines the Type 2 network LSA, used as
a pseudonode. Each router’s Type 1 router LSA lists a connection this pseudonode, often
called a rransit network, which is then modeled by a Type 2 network LSA. The Type 2
network LSA itself then lists references back to each Type 1 router LSA connected to
it—four in this example, as shown in Figure 6-4.

The elected DR in a subnet creates the Type 2 LSA for that subnet. The DR identifies the
LSA by assigning an LSID of the DR’s interface IP address in that subnet. The type 2 LSA
also lists the DR’s RID as the router advertising the LSA.

Type 2 LSA show Commands

To see these concepts in the form of OSPF show commands, next consider area 34 back in
Figure 6-1. This design shows that R3 and R4 connect to the same LAN, which means that
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Type 2
10.5.5.0/28

R4
Type 1

O

Figure 6-4 OSPF Topology when Using a Type 2 Network LSA

a DR will be elected. (OSPF elects a DR on LANs when at least two routers pass the neigh-
bor requirements and can become neighbors.) If both R3 and R4 default to use priority 1,
then R4 wins the election, due to its 4.4.4.4 RID (versus R3’s 3.3.3.3). So, R4 creates the
Type 2 LSA for that subnet and floods the LSA. Figure 6-5 depicts the area 34 topology,
and Example 6-4 shows the related LSDB entries.

1.1.1.1

» < g} R1
2.2.2.2

> < E} "

R3

transit 10.10.34.4

Type 1

10.10.34.4
Type 2

transit 10.10.34.4

R4
Figure 6-5 Area 34 Topology with Four Type 1 LSAs and One Type 2 LSA
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Example 6-4 Area 34 LSAs for R4, Network 10.10.34.0/24

R5#show ip ospf database

OSPF Router with ID (3.3.3.3) (Process ID 3)

Router Link States (Area 34)

Net Link States (Area 34)

Link ID ADV Router Age Seq# Checksum
10.10.34.4 4.4.4.4 1104 0x80000001 0x00AB28

Summary Net Link States (Area 34)

Link ID ADV Router Age Seq# Checksum
10.10.5.0 1.1.1.1 1023 0x80000001 Ox000BF2
10.10.5.0 2.2.2.2 1022 0x80000001 @XxOOECOD

! lines omitted for brevity

R3#show ip ospf database router 4.4.4.4

OSPF Router with ID (3.3.3.3) (Process ID 3)

Router Link States (Area 34)

LS age: 1078

Options: (No TOS-capability, DC)
LS Type: Router Links

Link State ID: 4.4.4.4
Advertising Router: 4.4.4.4

LS Seq Number: 80000003
Checksum: 0x7D3F

Length: 84

Link ID ADV Router Age Seq# Checksum Link count
1.1.1.1 1.1.1.1 1061 0x80000002 OXQQEA7A 4
2.2.2.2 2.2.2.2 1067 0x80000001 0x0061D2 4
3.3.3.3 3.3.3.3 1066 0x80000003 OxOQE2E8 5
4.4.4.4 4.4.4.4 1067 0x80000003 0x007D3F 5
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Number of Links: 5

Link connected to: another Router (point-to-point)
(Link ID) Neighboring Router ID: 2.2.2.2
(Link Data) Router Interface address: 10.10.24.4
Number of TOS metrics: 0
TOS 0 Metrics: 64

Link connected to: a Stub Network
(Link ID) Network/subnet number: 10.10.24.0
(Link Data) Network Mask: 255.255.255.248
Number of TOS metrics: 0
TOS @ Metrics: 64

Link connected to: another Router (point-to-point)
(Link ID) Neighboring Router ID: 1.1.1.1
(Link Data) Router Interface address: 10.10.14.4
Number of TOS metrics: 0
TOS 0 Metrics: 64

Link connected to: a Stub Network
(Link ID) Network/subnet number: 10.10.14.0
(Link Data) Network Mask: 255.255.255.248
Number of TOS metrics: 0
TOS @ Metrics: 64

Link connected to: a Transit Network
(Link ID) Designated Router address: 10.10.34.4
(Link Data) Router Interface address: 10.10.34.4
Number of TOS metrics: 0
TOS @ Metrics: 1

R3#show ip ospf database network 10.10.34.4
OSPF Router with ID (3.3.3.3) (Process ID 3)
Net Link States (Area 34)

Routing Bit Set on this LSA

LS age: 1161

Options: (No TOS-capability, DC)

LS Type: Network Links

Link State ID: 10.10.34.4 (address of Designated Router)
Advertising Router: 4.4.4.4
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LS Seq Number: 80000001
Checksum: OxAB28
Length: 32
Network Mask: /24
Attached Router: 4.4.4.4
Attached Router: 3.3.3.3

The show ip ospf database command lists a single line for each LSA. Note that the (high-
lighted) heading for network LSAs lists one entry, with LSID 10.10.34.4, which is R4’s
Fa0/0 IP address. The LSID for Type 2 Network LSAs is the interface IP address of the DR
that creates the LSA.

The show ip ospf database router 4.4.4.4 command shows the new style of entry for the
reference to a Transit Network, which again refers to a connection to a Type 2 LSA. The
output lists a LSID of 10.10.34.4, which again is the LSID of the Type 2 LSA.

Finally, the show ip ospf database network 10.10.34.4 command shows the details of
the Type 2 LSA, based on its LSID of 10.10.34.4. Near the bottom, the output lists the at-
tached routers, based on RID. The SPF process can then use the cross-referenced infor-
mation, as shown in Figure 6-5, to determine which routers connect to this transit
network (pseudonode). The SPF process has information in both the Type 1 LSAs that re-
fer to the transit network link to a Type 2 LSA, and the Type 2 LSA has a list of RIDs of
Type 1 LSAs that connect to the Type 2 LSA, making the process of modeling the net-
work possible.

OSPF can model all the topology inside a single area using Type 1 and 2 LSAs. When a
router uses its SPF process to build a model of the topology, it can then calculate the
best (lowest cost) route for each subnet in the area. The next topic completes the LSA
picture for internal OSPF routes by looking at Type 3 LSAs, which are used to model in-
terarea routes.

LSA Type 3: Summary LSA

OSPF areas exist in part so that engineers can reduce the consumption of memory and
compute resources in routers. Instead of having all routers, regardless of area, know all
Type 1 and Type 2 LSAs inside an OSPF domain, ABRs do not forward Type 1 and Type
2 LSAs from one area into another area, and vice versa. This convention results in smaller
per-area LSDBs, saving memory and reducing complexity for each run of the SPF algo-
rithm, which saves CPU and improves convergence time.

However, even though ABRs do not flood Type 1 and Type 2 LSAs into other areas,
routers still need to learn about subnets in other areas. OSPF advertises these interarea
routes using the Type 3 summary LSA. ABRs generate a Type 3 LSA for each subnet in
one area, and advertises each Type 3 LSA into the other areas.

For example, if subnet A exists in area 3, then the routers in area 3 learn of that subnet as
part of Type 1 and Type 2 LSAs. However, an ABR connected to area 3 will not forward
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the Type 1 and Type 2 LSAs into other areas, instead creating a Type 3 LSA for each sub-
net (including subnet A). The routers inside the other areas can then calculate a route for
the subnets (like subnet A) that exist inside another area.

Type 3 summary LSAs do not contain all the detailed topology information, so in com-
parison to Types 1 and 2, these LSAs summarize the information—hence the name
summary LSA. Conceptually, a Type 3 LSA appears to be another subnet connected to
the ABR that created and advertised the Type 3 LSA. The routers inside that area can cal-
culate their best route to reach the ABR, which gives the router a good loop-free route to
reach the subnet listed in a Type 3 LSA.

An example can certainly help in this case. First, consider the comparison shown in the
top and bottom of Figure 6-6. The top depicts the topology shown back in Figure 6-1 if
that design had used a single area. In that case, every router would have a copy of each
Type 1 LSA (shown as a router name in the figure), and each Type 2 (abbreviated as T2 in
the figure). The bottom of Figure 6-6 shows the area 5 topology, when holding to the
three area design shown in Figure 6-1.

=
R1
=~

R5

—~—~
T

R2

Figure 6-6 Comparing a Single Area LSDB to a Three Area LSDB
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The ABR creates and floods each Type 3 LSA into the next area. The ABR assigns an
LSID of the subnet number being advertised. It also adds its own RID to the LSA as well,
so that routers know which ABR advertised the route. It also includes the subnet mask.
The correlation between the advertising router’s RID and the LSID (subnet number) allows
the OSPF processes to create the part of the topology as shown with Type 3 LSAs at the
bottom of Figure 6-6.

Example 6-5 focuses on the Type 3 LSAs in Area 34 of the network shown in Figure 6-1.
Ten subnets exist outside area 34. As ABRs, both R1 and R2 create and flood a Type 3
LSA for each of these 10 subnets, resulting in 20 Type 3 LSAs listed in the output of the
show ip ospf database command inside area 34. Then, the example focuses specifically
on the Type 3 LSA for subnet 10.10.99.0/24.

Example 6-5 Type 3 LSAs in Area 34

10

R3#show ip ospf database

Link ID ADV Router Age Seq# Checksum Link count
1.1.1.1 1.1.1.1 943 0x80000003 0x00E87B 4
2.2.2.2 2.2.2.2 991 0x80000002 0x005FD3 4
3.83.3.3 3.83.3.3 966 0x80000004 OXQQEQE9 5
4.4.4.4 4.4.4.4 977 0x80000004 0x007B40 5

Link ID ADV Router Age Seq# Checksum
.10.34.4 4.4.4.4 977 0x80000002 0x00A929

Link ID ADV Router Age Seq# Checksum
10.10.5.0 1.1.1.1 943 0x80000002 0x0009F3
10.10.5.0 2.2.2.2 991 0x80000002 OXQOEAQE
10.10.12.0 1.1.1.1 943 0x80000002 0x0OF323
10.10.12.0 2.2.2.2 991 0x80000002 0x0@D53D
10.10.15.0 1.1.1.1 943 0x80000002 0x0021BA
10.10.15.0 2.2.2.2 993 0x80000003 0x008313
10.10.17.0 1.1.1.1 946 0x80000002 0x00BC55
10.10.17.0 2.2.2.2 993 0x80000002 0x00A864
10.10.18.0 1.1.1.1 946 0x80000002 0x00B15F
10.10.18.0 2.2.2.2 994 0x80000002 0x009D6E

OSPF Router with ID (3.3.3.3) (Process ID 3)

Router Link States (Area 34)

Net Link States (Area 34)

Summary Net Link States (Area 34)
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10.10.25.0 1.1.1.1 946 0x80000002 0x00355C
10.10.25.0 2.2.2.2 993 0x80000002 0x009439
10.10.27.0 1.1.1.1 946 0x80000002 Ox0OO58AE
10.10.27.0 2.2.2.2 993 0x80000002 0x0030D3
10.10.28.0 1.1.1.1 947 0x80000002 0x004DB8
10.10.28.0 2.2.2.2 993 0x80000002 0x0025DD
10.10.98.0 1.1.1.1 946 0x80000002 0x004877
10.10.98.0 2.2.2.2 993 0x80000002 0x002A91
10.10.99.0 il 946 0x80000002 0x003D81
10.10.99.0 2.2.2.72 993 0x80000002 0x001F9B

R3#show ip ospf database summary 10.10.99.0

OSPF Router with ID (3.3.3.3) (Process ID 3)

Summary Net Link States (Area 34)

Routing Bit Set on this LSA
LS age: 1062
Options: (No TOS-capability, DC, Upward)
LS Type: Summary Links(Network)
Link State ID: 10.10.99.0 (summary Network Number)
Advertising Router: 1.1.1.1
LS Seq Number: 80000002
Checksum: 0x3D81
Length: 28
Network Mask: /24
TOS: @ Metric: 2

Routing Bit Set on this LSA
LS age: 1109
Options: (No TOS-capability, DC, Upward)
LS Type: Summary Links(Network)
Link State ID: 10.10.99.0 (summary Network Number)
Advertising Router: 2.2.2.2
LS Seq Number: 80000002
Checksum: 0x1F9B
Length: 28
Network Mask: /24
TOS: 0 Metric: 2

Note: The Type 3 Summary LSA is not used for the purpose of route summarization.
OSPF does support route summarization, and Type 3 LSAs may indeed advertise such a
summary, but the Type 3 LSA does not inherently represent a summary route. The term
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summary reflects the idea that the information is sparse compared to the detail inside Type
1 and Type 2 LSAs.

The upcoming section “Calculating the Cost of Inter-area Routes” discusses how a router
determines the available routes to reach subnets listed in a Type 3 LSA and how a router
chooses which route is best.

Limiting the Number of LSAs

By default, Cisco IOS does not limit the number of LSAs a router can learn. However, it
may be useful to protect a router from learning too many LSAs to protect router memory.
Also, with a large number of LSAs, the router may be unable to process the LSDB with
SPF well enough to converge in a reasonable amount of time.

The maximum number of LSAs learned from other routers can be limited by a router us-
ing the max-lsa number OSPF subcommand. When configured, if the router learns more
than the configured number of LSAs from other routers (ignoring those created by the
router itself), the router reacts. The first reaction is to issue log messages. The router ig-
nores the event for a time period, after which the router repeats the warning message. This
ignore-and-wait strategy can proceed through several iterations, ending when the router
closes all neighborships, discards its LSDB, and then starts adding neighbors again. (The
ignore time, and the number of times to ignore the event, can be configured with the
max-lsa command.)

Summary of Internal LSA Types

OSPF uses Type 1, 2, and 3 LSAs to calculate the best routes for all routes inside the
OSPF routing domain. Later, Chapter 9 explains Types 4, 5, and 7, which OSPF uses to
calculate routes for external routes—routes redistributed into OSPF.

Table 6-3 summarizes some of the key points regarding OSPF Type 1, 2, and 3 LSAs. In
particular for the ROUTE exam, the ability to sift through the output of various show ip
ospf database commands can be important. Knowing what the OSPF LSID represents can
help you interpret the output, and knowing the keywords used with the show ip ospf
database Isa-rype Isid commands can also be very useful. Table 6-3 summarizes these de-
tails.

Table 6-3 Fuacts about LSA Types 1, 2, and 3 S
{ Key
LSA LSA This Type Display Using show ip LSID Is Created By ? Topic
Type Type Represents ospf database Equal To N
(Number) (Name) keyword...
1 Router A router router RID of Each router
router creates its

own
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{ Key
i Topic

Table 6-3 Facts about LSA Types 1, 2, and 3

LSA LSA This Type Display Using show ip LSID Is Created By

Type Type Represents ospf database Equal To

(Number) (Name) keyword...

2 Network A subnetin  network DR’s IP ad- The DR in
which a DR dress in the that subnet
exists subnet

3 Summary Subnet inan- summary Subnet An ABR
other area number

The Database Exchange Process

Every router in an area, when OSPF stabilizes after topology changes occur, should have
an identical LSDB for that area. Internal routers (routers inside a single area) have only that
area’s LSAs, but an ABR’s LSDB will contain LSAs for each area to which it connects. The
ABR does, however, know which LSAs exist in each area.

OSPF routers flood both the LSAs they create, and the LSAs they learn from their neigh-
bors, until all routers in the area have a copy of each of the most recent LSAs for that area.
To manage and control this process, OSPF defines several messages, processes, and neigh-
bor states that indicate the progress when flooding LSAs to each neighbor. This section
begins by listing reference information for the OSPF messages and neighbor states. Next,
the text describes the flooding process between two neighbors when a DR does not exist,
followed by a description of the similar process used when a DR does exist. This section
ends with a few items related to how the routers avoid looping the LSA advertisements and
how they periodically reflood the information.

OSPF Message and Neighbor State Reference

For reference, Table 6-4 lists the OSPF message types that will be mentioned in the next
few pages. Additionally, Table 6-5 lists the various neighbor states as well. Although useful
for study, when you first learning this topic, feel free to skip these tables for now.

Table 6-4 OSPF Message Types and Functions

Message Name/number Description

Hello (1) Used to discover neighbors, supply information

used to confirm two routers should be allowed to
become neighbors, to bring a neighbor relationship
to a 2-way state, and to monitor a neighbor’s re-
sponsiveness in case it fails

Database Description (DD or DBD) (2) Used to exchange brief versions of each LSA, typi-

cally on initial topology exchange, so that a router
knows a list of that neighbor’s known LSAs
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Table 6-4 OSPF Message Types and Functions

Message Name/number Description

Link-State Request (LSR) (3) A packet that lists the LSIDs of LSAs the sender of
the LSR would like the receiver of the LSR to sup-
ply during database exchange

Link-State Update (LSU) (4) A packet that contains fully detailed LSAs, typi-
cally sent in response to an LSR message

Link-State Acknowledgment (LSAck) (5)  Sent to confirm receipt of an LSU message

Table 6-5 OSPF Neighbor State Reference K -
{ Key
State Meaning 3, Topic

Down No Hellos have been received from this neighbor for more than the dead interval.

Attempt Used when the neighbor is defined with the neighbor command, after sending a
Hello, but before receiving a Hello from that neighbor.

Init A Hello has been received from the neighbor, but it did not have the local router’s
RID in it or lists parameters that do not pass the neighbor verification checks. This
is a permanent state when Hello parameters do not match.

2Way A Hello has been received from the neighbor, it has the router’s RID in it, and all
neighbor verification checks passed.

ExStart Currently negotiating the DD sequence numbers and master/slave logic used for
DD packets.

Exchange Finished negotiating the DD process particulars, and currently exchanging DD
packets.

Loading  All DD packets are exchanged, and the routers are currently sending LSR, LSU,
and LSAck packets to exchange full LSAs.

Full Neighbors are fully adjacent, meaning they believe that their LSDBs for that area
are identical. Routing table (re)calculations can begin.

Exchange Without a Designated Router

As discussed in Chapter 5, the OSPF interface network type tells that router whether to
attempt to elect a DR on that interface. The most common case for which routers do not
elect a DR occur on point-to-point topologies, such as true point-to-point serial links and
point-to-point subinterfaces. This section examines the database exchange process on
such interfaces, in preparation for the slightly more complex process when using a DR on
an OSPF broadcast network type, like a LAN.

Every OSPF neighborship begins by exchanging Hellos until the neighbors (hopefully)
reach the 2-Way state. During these early stages, the routers discover each other by send-
ing multicast Hellos and then check each other’s parameters to make sure all items match
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(as listed in Chapter 5’s Table 5-5). Figure 6-7 shows the details, with the various neighbor
states listed on the outside of the figure and the messages listed in the middle.

Neighbor State Neighbor State
Down Down
RID 1.1.1.1 (R1 to R2 link comes up...) RID2.2.2.2
~ 7 Init Init —~
‘;1—? Hello, Seen [null], RID 1.1.1.1 > =g

Hello, Seen [1.1.1.1], RID 2.2.2.2

2-Way
Hello, Seen [1.1.1.1,2.2.2.2], RID 1.1.1.1

2-Way

Figure 6-7 Neighbor Initialization—Early Stages

Figure 6-7 shows an example that begins with a failed neighborship, so the neighborship is
in a down state. When a router tries to reestablish the neighborship, each router sends a
multicast Hello and moves to an INIT state. After a router has both received a Hello and
verified that all the required parameters agree, the router lists the other router’s RID in the
Hello as being seen, as shown in the bottom two Hello messages in the figure. When a
router receives a Hello that lists its own RID as having been seen by the other router, the
router can transition to 2-Way state.

When a router has reached the 2-Way state with a neighbor, as shown at the end of Figure
6-7, the router then decides whether it should exchange its LSDB entries. When no DR ex-
ists, the answer is always “yes.” Each router next follows this general process:

Step 1.  Discover the LSAs known to the neighbor but unknown to me.

Step 2.  Discover the LSAs known by both routers, but the neighbor’s LSA is more up
to date.

Step 3.  Ask the neighbor for a copy of all the LSAs identified in the first two steps.

Figure 6-8 details the messages and neighbor states used to exchange the LSAs between
two neighbors.

Figure 6-8 shows many details. As with Figure 6-7, Figure 6-8 shows neighbor states on the
outer edges of the flows (refer to Table 6-5 for reference). Routers display these neighbor
states (in the show ip ospf neighbor command variants), so a particular state may be use-
ful in determining how far two neighbors have gotten in the database exchange process.
The more important neighbor states will be mentioned throughout the chapter.

The inner portions of Figure 6-8 represent the OSPF message flows, with Table 6-2 earlier
in the chapter listing the messages for reference. The next several pages examine the
process shown in Figure 6-8 in more detail.

Discovering a Description of the Neighbor’s LSDB

After a router has decided to move forward from 2-Way state and exchange its LSDB with
a neighbor, the routers use the sequence shown in Figure 6-8. The next step in that process
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RID 1.1.1.1 RID2.2.2.2

— T
D

—~Z
\ #n‘ -

ExStart
DD (LSA Headers) )
DD (LSA Headers) ExStart
( eaders)
Exchange DD (LSA Headers) Exchange
eaders,
< - >
Loading < LSR, LSU, LS/fck(Fun LSAs) > Loading
Full . Full

Figure 6-8 Owerview of the Database Exchange Process Berween Two Neighbors

requires both routers to tell each other the LSIDs of all their known LSAs in that area. The
primary goal is for each neighbor to realize which LSAs it does not know, so it can then
ask for those full LSAs to be sent. To learn the list of LSAs known by the neighbor, the
neighboring routers follow these steps:

Step 1.  Multicast database description packets (abbreviated as both DD and DBD, de-
pending on the reference) to 224.0.0.5, which is the all SPF routers multicast
address.

Step 2. When sending the first DD message, transition to the ExSrart state until one
router, the one with the higher RID, becomes master in a master/slave relation-
ship.

Step 3.  After electing a master, transition the neighbor to the Exchange state.

Step 4. Continue multicasting DD messages to each other until both routers have the
same shared view of the LSIDs known collectively by both routers, in that area.

Note that the DD messages themselves do not list the entire LSAs, but rather LSA headers.
These headers include the LSIDs of the LSAs and the LSA sequence number. The LS se-
quence number for an LSA begins at value 0x80000001 (hex) when initially created; the
router creating the LSA increments the sequence number, and refloods the LSA, whenever
the LSA changes. For example, if an interface moves from up to down state, that router
changes its Type 1 LSA to list that interface state as down, increments the LSA sequence
number, and refloods the LSA.

The master router for each exchange controls the flow of DD messages, with the slave re-
sponding to the master’s DD messages. The master keeps sending DD messages until it
lists all its known LSIDs in that area. The slave responds by placing LSA headers in its DD
messages. Some of those LSA headers simply repeat what the slave heard from the master,
for the purpose of acknowledging to the master that the slave learned that LSA header
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from the master. Additionally, the slave also includes the LSA headers for any LSAs that
the master did not list.

This exchange of DD messages ends with each router knowing a list of LSAs that it does
not have in its LSDB, but that the other router does have those LSAs. Additionally, each
router also ends this process with a list of LSAs that the local router already knows, but
for which the other router has a more recent copy (based on the sequence number).

Exchanging the LSAs

When the two neighbors realize that they have a shared view of the list of LSIDs, they
transition to the Loading state and start exchanging the full LSAs—but only those that
they do not yet know about or those that have changed.

For example, when the two routers in Figure 6-8 first become neighbors, neither router
will have a copy of the Type 1 LSA for the other router. So, R1 will request that R2 send
its LSA with LSID 2.2.2.2; R2 will send its Type 1 LSA; and R1 will acknowledge receipt.
The mechanics work like this:

Step 1.  Transition the neighbor state to Loading.

Step 2.  For any missing LSAs, send a Link State Request (LSR) message, listing the
LSID of the requested LSA.

Step 3. Respond to any LSR messages with an Link State Update (LSU), listing one or
more LSAs in each message.

Step 4. Acknowledge receipt by either sending a Link Stare Acknowledgment
(LSAck) message (called explicit acknowledgment), or by sending the same
LSA that was received back to the other router in an LSU message (implicit
acknowledgment).

Step 5. When all LSAs have been sent, received, and acknowledged, transition the
neighborship to the FULL state (fully adjacent).

Note: Because this section examines the case without a DR, all these messages flow as
multicasts to 224.0.0.5, the all SPF routers multicast address, unless the neighbors have
been defined with an OSPF neighbor command.

By the end of this process, both routers should have an identical LSDB for the area to
which the link has been assigned. At that point, the two routers can run the SPF algorithm
to choose the currently best routes for each subnet.

Exchange with a Designated Router

Database exchange with a DR differs slightly than database exchange when no DR exists.
The majority of the process is similar, with the same messages, meanings, and neighbor
states. The big difference is the overriding choice of with whom each router chooses to
perform database exchange.
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Non-DR routers do not exchange their databases directly with all neighbors on a subnet.
Instead, they exchange their database with the DR. Then, the DR exchanges any
new/changed LSAs with the rest of the OSPF routers in the subnet.

The concept actually follows along with the idea of a Type 2 LSA as seen earlier in Figure
6-4. Figure 6-9 represents four Type 1 LSAs, for four real routers on the same LAN, plus a
single Type 2 LSA that represents the multiaccess subnet. The DR created the Type 2 LSA

as part of its role in life.

t0 224.0.0.6 (All DR)

*x @ A

to 224.0.0.5 (All SPF,
\\ (] ( ) .

N 7
\\ @//

Type 2
10.5.5.0/28

\\ t0 224.0.0.5 (All SPF)

4

Figure 6-9 Conceprual View-Exchanging the Database with a Pseudonode

Figure 6-9 shows two conceptual steps for database exchange. The non-DR router (R3)
first exchanges its database with the pseudonode, and then the type 2 pseudonode ex-
changes its database with the other routers. However, the pseudonode is a concept, not a
router; to make the process depicted in Figure 6-9 work, the DR takes on the role of the
Type 2 pseudonode. The messages differ slightly as well, as follows:

m  The non-DR performs database exchange with the same messages, as shown in Figure
6-9, but sends these messages to the 224.0.0.6 All-DR-routers multicast address.

m  The DR performs database exchange with the same messages but sends the messages
to the 224.0.0.5 all-SPF-routers multicast address.

Consider these two conventions one at a time. First, the messages sent to 224.0.0.6 are

processed by the DR and the BDR only. The DR actively participates, replying to the mes-
sages, with the BDR acting as a silent bystander. In effect, this allows the non-DR router to
exchange their database directly with the DR and BDR, but with none of the other routers

in the subnet.
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Next, consider the multicast messages from the DR to the 224.0.0.5 all-SPF-router multi-
cast address. All OSPF routers process these messages, so the rest of the routers—the
DROthers to use the IOS term—also learn the newly exchanged LSAs. This process com-
pletes the second step shown in the conceptual Figure 6-9, where the DR, acting like the
pseudonode, floods the LSAs to the other OSPF routers in the subnet.

The process occurs in the background and can be generally ignored. However, for operat-
ing an OSPF network, an important distinction must be made. With a DR in existence, a
DROther router performs the database exchange process (as seen in Figure 6-9) with the
DR/BDR only and not any other DROther routers in the subnet. For example, in Figure 6-
9, R1 acts as DR, R2 acts as BDR, and R3/R4 act as DROther routers. Because the underly-
ing process does not make R3 and R4 perform database exchange with each other, the
routers do not reach the FULL neighbor state, remaining in 2-Way state.

Example 6-6 shows the resulting output for the LAN shown in Figure 6-9, with four
routers. The output, taken from DROther R3, shows a 2-Way state with R4, the other
DROther. It also shows on interface Fa0/0 that its own priority is 1. This output also
shows a neighbor count (all neighbors) of 3 and an adjacent neighbor count (all fully adja-
cent neighbors) of 2, again because the neighborship between DROthers R3 and R4 is not
a full adjacency.

Example 6-6 Demonstrating OSPF FULL and 2-Way Adjacencies

R3#show ip ospf interface fa0/0
FastEthernet@/@ is up, line protocol is up
Internet Address 172.16.1.3/24, Area 0
Process ID 75, Router ID 3.3.3.3, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DROTHER, Priority 2
Designated Router (ID) 1.1.1.1, Interface address 172.16.1.1
Backup Designated router (ID) 2.2.2.2, Interface address 172.16.1.2
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:02
Supports Link-local Signaling (LLS)
Cisco NSF helper support enabled
IETF NSF helper support enabled
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is @, maximum is 4
Last flood scan time is @ msec, maximum is @ msec
Neighbor Count is 3, Adjacent neighbor count is 2
Adjacent with neighbor 1.1.1.1 (Designated Router)
Adjacent with neighbor 2.2.2.2 (Backup Designated Router)
Suppress hello for @ neighbor(s)
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R3#show ip ospf neighbor fa0/0

Neighbor ID Pri State Dead Time Address Interface
1.1.1.1 4 FULL/DR 00:00:37 172.16.1.1

FastEthernet0/0

2.2.2.2 3 FULL/BDR 00:00:37 172.16.1.2

FastEthernet0/0

44 .44 .44 .44 1 2WAY /DROTHER 00:00:36 172.16.1.4 FastEthernet0/0

Flooding Throughout the Area

So far in this section, the database exchange process has focused on exchanging the data-
base between neighbors. However, LSAs need to be flooded throughout an area. To do so,
when a router learns new LSAs from one neighbor, that router then knows that its other
neighbors in that same area may not know of that LSA. Similarly, when an LSA changes,
for example, when an interface changes state, a router may learn the same old LSA but
with a new sequence number, and again need to flood the changed LSA to other neigh-
bors in that area.

Figure 6-10 shows a basic example of the process. In this case, R2, R3, and R4 have estab-
lished neighbor relationships, with four LSAs in their LSDB in this area. R1 is again the
new router added to the internetwork.

LSDB - Before
R2 Type 1
Area 1 R3 Type 1
R3 Type 1
Subnet 1 Type 2

- 7
— ol

~z
—

Figure 6-10 Flooding Throughout an Area
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First, consider what happens as the new R1-R2 neighborship comes up and goes through
database exchange. When R1 loads, and the link comes up, R1 and R2 reach a full state
and have a shared view of the Area 1 LSDB. R2 has learned all R1’'s new LSAs (should only
be Rl’s Type 1 router LSA), and R1 has learned all the area 1 LSAs known to R2, including
the Type 1 LSAs for R3 and R4.

Next, think about the LSDBs of R3 and R4 at this point. The database exchange between
R1-R2 did not inform R3 nor R4 about any of the new LSAs known by R1. So, R2, when it
learns of R1’s Type 1 LSA, sends DD packets to the DR on the R2/R3/R4 LAN. LSR/LSU
packets follow, resulting in R3 and R4 learning about the new LSA for R1. If more routers
existed in area 1, the flooding process would continue throughout the entire area, until all
routers know of the best (highest sequence number) copy of each LSA.

The flooding process prevents the looping of LSAs as a side-effect of the database ex-
change process. Neighbors use DD messages to learn the LSA headers known by the
neighbor, and then only request the LSAs known by the neighbor but not known by the
local router. By requesting only unknown LSAs or new versions of old LSAs, routers pre-
vent the LSAs advertisements from looping.

Periodic Flooding

Although OSPF does not send routing updates on a periodic interval, as do distance vec-
tor protocols, OSPF does reflood each LSA every 30 minutes based on each LSA’s age
variable. The router that creates the LSA sets this age to 0 (seconds). Each router then in-
crements the age of its copy of each LSA over time. If 30 minutes pass with no changes to
an LSA-meaning no other reason existed in that 30 minutes to cause a reflooding of the
LSA~-the owning router increments the sequence number, resets the timer to 0, and re-
floods the LSA.

Because the owning router increments the sequence number and resets the LSAge every
1800 seconds (30 minutes), the output of various show ip ospf database commands
should also show an age of less than 1800 seconds. For example, referring back to
Example 6-5, the Type 1 LSA for R1 (RID 1.1.1.1) shows an age of 943 seconds and a se-
quence number of 0x80000003. Over time the sequence number should increment once
per every 30 minutes, with the LSAge cycle upward toward 1800 and then back to 0 when
the LSA is reflooded.

Note also that when a router realizes it needs to flush an LSA from the LSDB for an area, it
actually sets the age of the LSA to the MaxAge setting (3600) and refloods the LSA. All
the other routers receive the LSA, see the age is already at the maximum, causing those
routers to also remove the LSA from their LSDBs.

Choosing the Best OSPF Routes

All this effort to define LSA types, create areas, and fully flood the LSAs has one goal in
mind: to allow all routers in that area to calculate the best, loop-free routes for all known
subnets. Although the database exchange process may seem laborious, the process by
which SPF calculates the best routes requires a little less thought, at least to the level re-
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quired for the CCNP ROUTE exam. In fact, the choice of the best route for a given sub-
net, and calculated by a particular router, can be summarized as follows:

B Analyze the LSDB to find all possible routes to reach the subnet. T
i Key
m  For each possible route, add the OSPF interface cost for all outgoing interfaces in i Topic

that route.
m  Pick the route with the lowest total cost.

For humans, if you build a network diagram, note the OSPF cost for each interface (as
shown with show ip ospf interface), you can easily add up the costs for each router’s possi-
ble routes to each subnet and tell which route OSPF will choose. The routers must use a
more complex SPF algorithm to derive a mathematical model of the topology based on the
LSAs. This section examines both the simpler human view of metric calculation and folds in
some of the basics of what SPF must do on a router to calculate the best routes. It also goes
through the options for tuning the metric calculation to influence the choice of routes.

OSPF Metric Calculation for Internal OSPF Routes

The process of calculating the cost from a router to each subnet may be intuitive to most
people. However, spending a few minutes considering the details is worthwhile, in part to
link the concepts with the LSAs, and to be better prepared for questions on the ROUTE
exam. This section breaks the discussion into three sections: intra-area routes, interarea
routes, a short discussion about cases when both intra-area and interarea routes exist for
the same subnet, and an explanation of SPF calculations.

Calculating the Cost of Intra-Area Routes

When a router analyzes the LSDB to calculate the best route to each subnet, it does the
following:

Step 1. Finds all subnets inside the area, based on the stub interfaces listed in the Type

1 LSAs and based on any Type 2 network LSAs o
{ Ke
Step 2.  Runs SPF to find all possible paths through the area’s topology, from itself to To;‘),ic

each subnet

Step 3.  Calculates the OSPF interface costs for all outgoing interfaces in each route,
picking the lowest total cost route for each subnet as the best route

For example, Figure 6-11 shows the routers and links inside area 34, as a subset of the inter-
network also shown in Figure 6-1. Figure 6-11 shows the interface numbers and OSPF costs.

Following the basic three-step process, at Step 1, R1 can determine that subnet
10.10.34.0/24 exists in area 34 because of the Type 2 LSA created by the DR in that sub-
net. For Step 2, R1 can then run SPF and determine four possible routes, two of which are
clearly more reasonable to humans: R1-R3 and R1-R4. (The two other possible routes, R1-
R3-R2-R4 and R1-R4-R2-R3, are possible and would be considered by OSPF but would
clearly be higher cost.) For Step 3, R1 does the simple math of adding the costs of the out-
going interfaces in each route, as follows:

B RI1-R3: Add R1’s S0/0/0.3 cost (647) and R3’s Fa0/0 cost (10), total 657
B RI1-R4: Add RT’s S0/0/0.4 cost (647) and R4’s Fa0/0 cost (10), total 657
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Figure 6-11 Area 34 Portion of Figure 6-1

The metrics tie, so with a default setting of maximum-paths 4, R1 adds both routes to its
routing table. In particular, the routes list the metric of 657, and the next-hop IP address
on the other end of the respectively links: 10.10.13.3 (R3’s S0/0/0.1) and 10.10.14.4 (R4’s
S0/0/0.1).

Note that OSPF supports equal-cost load balancing, but it does not support unequal-cost
load balancing. The maximum-paths OSPF subcommand can be set as low as 1, with the
maximum being dependent on router platform and 10S version. Modern 10S versions typ-
ically support 16 or 32 concurrent routes to one destination (maximum).

Calculating the Cost of Interarea Routes

From a human perspective, the cost for interarea routes can be calculated just like for in-
tra-area routes if we have the full network diagram, subnet numbers, and OSPF interface
costs. To do so, just find all possible routes from a router to the destination subnet, add up
the costs of the outgoing interfaces, and choose the router with the lowest total cost.

However, OSPF routers cannot do the equivalent for interarea routes, because routers in-
ternal to one area do not have topological data—LSA Types 1 and 2—for other areas. In-
stead, ABRs create and flood Type 3 summary LSAs into an area, listing the subnet
number and mask, but not listing details about routers and links in the other areas. For ex-
ample, Figure 6-12 shows both Areas 34 and 0 from Figure 6-1, including interface costs.
Then consider how OSPF determines the lowest-cost route from router R3 for subnet
10.10.99.0/24, the Data Center subnet on the right.

R3 has a large number of possible routes to reach subnet 10.10.99.0/24. For example, just
to get from R3 to R1, there are several possibilities: R3-R1, R3-R4-R1, and R3-R2-R1.
From R1 the rest of the way to subnet 10.10.99.0/24, many more possibilities exist. The
SPF algorithm has to calculate all possible routes inside an area to the ABR, so with more
redundancy, SPF’s run time goes up. And SPF has to consider all the options, whereas we
humans can rule out some routes quickly because they appear to be somewhat ridiculous.
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Area 34 Area 0

AL 7 S0/0/0.1
Fa0/0) = T 4133

Figure 6-12 Area 34 and Area 0 Portion of Figure 6-1

Because of the area design, with R1 and R2 acting as ABRs, R3 does not process all the
topology shown in Figure 6-12. Instead, R3 relies on the Type 3 Summary LSAs created
by the ABRs, which have the following information:

B The subnet number/mask represented by the LSA
m  The cost of the ABR’s lowest-cost route to reach the subnet
m  The RID of the ABR

Example 6-7 begins to examine the information R3 will use to calculate its best route for
subnet 10.10.99.0/24, on the right side of Figure 6-12. To see these details, Example 6-7
lists several commands taken from R1. It lists R1’s best route (actually two that tie) for sub-
net 10.10.99.0/24, with cost 11. It also lists the Type 3 LSA R1 generated by R1 for
10.10.99.0/24, again listing cost 11, and listing the Type 3 LSA created by ABR R2 and
flooded into area 34.

Example 6-7 Route and Type 3 LSA on R1 for 10.10.99.0/24

Ri#show ip route ospf

10.0.0.0/8 is variably subnetted, 15 subnets, 3 masks
0 10.10.5.0/27 [110/648] via 10.10.15.5, 00:04:19, Serial@/0/0.5
0 10.10.23.0/29 [110/711] via 10.10.13.3, 00:04:19, Serial0®/0/0.3

Data
Center

10.10.99.0/24

|
|
| = e
I 701034324 R3 __. e
| 50/0/0.2 — R1
I 232 \{ Fa0/0.1 'i
I 12.1 :I
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10.10.24.0/29 [110/711] via 10.10.14.4, 00:04:19, Serial0/0/0.4
10.10.25.0/29 [110/711] via 10.10.15.5, 00:04:19, Serial0/0/0.5

0 10.10.27.0/24 [110/11] via 10.10.17.7, 00:04:19, FastEthernet0/0
[110/11] via 10.10.12.2, 00:04:19, FastEthernet0/0.1

0 10.10.28.0/24 [110/11] via 10.10.18.8, 00:04:19, FastEtherneto/1
[110/11] via 10.10.12.2, 00:04:19, FastEthernet0/0.1

0 10.10.34.0/24 [110/648] via 10.10.14.4, 00:04:19, Serial0/0/0.4
[110/648] via 10.10.13.3, 00:04:19, Serial0/0/0.3

0 10.10.98.0/24 [110/11] via 10.10.18.8, 00:04:19, FastEtherneto/1
[110/11] via 10.10.17.7, 00:04:19, FastEthernet0/0

0 10.10.99.0/24 [110/11] via 10.10.18.8, 00:04:19, FastEthernet0/1

[110/11] via 10.10.17.7, 00:04:19, FastEthernet0/0

R1#show ip ospf database summary 10.10.99.0

OSPF Router with ID (1.1.1.1) (Process ID 1)

! omitting output for area 5...
Summary Net Link States (Area 34)

LS age: 216

Options: (No TOS-capability, DC, Upward)

LS Type: Summary Links(Network)

Link State ID: 10.10.99.0 (summary Network Number)
Advertising Router: 1.1.1.1

LS Seg Number: 80000003
Checksum: 0x951F
Length: 28
Network Mask: /24
TOS: @ Metric: 11

LS age: 87

Options: (No TOS-capability, DC, Upward)

LS Type: Summary Links(Network)

Link State ID: 10.10.99.0 (summary Network Number)
Advertising Router: 2.2.2.2

LS Seq Number: 80000002
Checksum: 0x7938
Length: 28
Network Mask: /24

TOS: 0 Metric: 11
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Note: The examples use default bandwidth settings, but with all routers configured with
the auto-cost reference-bandwidth 1000 command. This command is explained in the
upcoming section “Reference Bandwidth.”

For routers in one area to calculate the cost of an interarea route, the process is simple
when you realize that the Type 3 LSA lists the ABR’s best cost to reach that interarea sub-
net. To calculate the cost:

Step 1.  Calculate the intra-area cost from that router to the ABR listed in the type 3 LSA.
Step 2.  Add the cost value listed in the Type 3 LSA. (This cost represents the cost
from the ABR to the destination subnet.)

A router applies these two steps for each possible route to reach the ABR. Following the
example of router R3 and subnet 10.10.99.0/24, Figure 6-13 shows the components of the

calculation.
Best Route
647 + 11 =658
Cost 10 ’\;};’:& Cost 647 ’\Q-’:g Cost 11 T3

_I ' R ’ >\ 10.10.99.0/24

I L

110 + 11 =668

1

1

1 -

\ Ao

—

Figure 6-13 R3’s Calculation of Cost for 10.10.99.0/24

Figure 6-13 shows the calculation of both routes, with intra-area cost to reach R1 either
647 or 657 in this case. For both routes, the cost listed in the Type 3 LSA sourced by R1,
cost 11, is added.

When more than one ABR exists, as is the case as shown in Figure 6-12, each ABR should
have created a Type 3 LSA for the subnet. In fact, the output in Example 6-7 showed the
Type 3 LSA for 10.10.99.0/24 created by both R1 and another created by R2. For instance,
in the internetwork used throughout this chapter, ABRs R1 and R2 would create a Type 3
LSA for 10.10.99.0/24. So, in this particular example, R3 would also have to calculate the
best route to reach 10.10.99.0/24 through ABR R2. Then, R3 would choose the best route
among all routes for 10.10.99.0/24.
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Each router repeats this process for all known routes to reach the ABR, considering the

Type 3 LSAs from each ABR. In this case, R3 ties on metrics for one route through R1 and
one through R2, so R3 adds both routes to its routing table, as shown in Example 6-8.

Example 6-8 Route and Type 3 LSA on R1 for 10.10.99.0/24

R3#show ip route 10.10.99.0 255.255.255.0
Routing entry for 10.10.99.0/24
Known via "ospf 3", distance 110, metric 658, type inter area
Last update from 10.10.13.1 on Serial®/0/0.1, 00:08:06 ago
Routing Descriptor Blocks:
* 10.10.23.2, from 2.2.2.2, 00:08:06 ago, via Serial@/0/0.2
Route metric is 658, traffic share count is 1
10.10.13.1, from 1.1.1.1, 00:08:06 ago, via Serial@/0/0.1
Route metric is 658, traffic share count is 1

R3#show ip route ospf
10.0.0.0/8 is variably subnetted, 15 subnets, 3 masks

0 IA 10.10.5.0/27 [110/1304] via 10.10.23.2, 00:07:57, Serial0/0/0.2
[110/1304] via 10.10.13.1, 00:07:57, Serial@/0/0.1

0 IA 10.10.12.0/24 [110/657] via 10.10.23.2, 00:08:17, Serial0/0/0.2

[110/657] via 10.10.13.1, 00:08:17, Serial0/0/0.1
! lines omitted for brevity
0 IA 10.10.99.0/24 [110/658] via 10.10.23.2, 00:08:17, Serial®/0/0.2
[110/658] via 10.10.13.1, 00:08:17, Serial®/0/0.1

Besides the information that matches the expected outgoing interfaces per the figures, the
output also flags these routes as interarea routes. The first command lists “type inter area”
explicitly, and the show ip route ospf command lists the same information with the code
“O IA,” meaning OSPF, interarea. Simply put, interarea routes are routes for which the
subnet is known from a Type 3 summary LSA.

Special Rules Concerning Intra-area and Interarea Routes on ABRs

OSPF has a couple of rules concerning intra-area and interarea routes that take precedence
over the simple comparison of the cost calculated for the various routes. The issue exists
when more than one ABR connects to the same two areas. Many designs use two routers
between the backbone and each nonbackbone area for redundancy, so this design occurs
in many OSPF networks.

The issue relates to the fact that with two or more ABRs, the ABRsthemselves, when cal-
culating their own routing tables, can calculate both an intra-area route and interarea route
for subnets in the backbone area. For example, consider the perspective of Router R1 from
the last several examples, as depicted in Figure 6-14.

Conceptually, R1 could calculate both the intra-area route and interarea route to
10.10.99.0/24. However, the OSPF cost settings could be set so that the lower cost route
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Area 34 Area 0
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10.10.99.0/24

Best Route
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Figure 6-14 RI’s Choice: Intra-Area or Interarea Route to 10.10.99.0/24

for R1 actually goes through area 34, to ABR R2, and then on through Area 0 to
10.10.99.0/24. However, two OSPF rules prevent such a choice by R1:

Step 1.  When choosing the best route, an intra-area route is always better than a com-
peting interarea route, regardless of metric.

Step 2.  If an ABR learns a Type 3 LSA inside a nonbackbone area, the ABR ignores
that LSA when calculating its own routes.

Because of the first rule, R1 would never choose the interarea route if the intra-area
route were available. The second rule goes further, stating that R1 could never choose the
interarea route at all-R1 simply ignores that LSA for the purposes of choosing its own
best IP routes.

Metric and SPF Calculations

Before moving on to discuss how to influence route choices by changing the OSPF inter-
face costs, first take a moment to consider the CPU-intensive SPF work done by a router.
SPF does the work to piece together topology information to find all possible routes to a
destination. As a result, SPF must execute when the intra-area topology changes, because
changes in topology impact the choice of best route. However, changes to Type 3 LSAs
do not drive a recalculation of the SPF algorithm, because the Type 3 LSAs do not actu-
ally describe the topology.

To take the analysis a little deeper, remember that an internal router, when finding the best
interarea route for a subnet, uses the intra-area topology to calculate the cost to reach the
ABR. When each route is identified, the internal router adds the intra-area cost to the
ABR, plus the corresponding Type 3 LSA’s cost. A change to the Type 3 LSA-it fails,
comes back up, or the metric changes—does impact the choice of best route, so the
changed Type 3 LSA must be flooded. However, no matter the change, the change does
not affect the topology between a router and the ABR—and SPF focuses on processing
that topology data. So, only changes to Type 1 and 2 LSAs require an SPF calculation.

211
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You can see the number of SPF runs, and the elapsed time since the last SPF run, using
several variations on the show ip ospf command. Each time a Type 3 LSA changes and is
flooded, SPF does not run, and the counter does not increment. However, each time a
Type 1 or 2 LSA changes, SPF runs, and the counter increments. Example 6-9 highlights
the counter that shows the number of SPF runs on that router, in that area, and the time
since the last run. Note that ABRs list a group of messages per area, showing the number
of runs per area.

Example 6-9 Example with New Route Choices but No SPF Run

R3#show ip ospf |, begin Area 34
Area 34

Number of interfaces in this area is 3
Area has no authentication
SPF algorithm last executed 00:41:02.812 ago
SPF algorithm executed 15 times
Area ranges are
Number of LSA 25. Checksum Sum 0Ox@BAC6B
Number of opaque link LSA @. Checksum Sum 0x000000
Number of DCbitless LSA 0
Number of indication LSA 0
Number of DoNotAge LSA 0
Flood list length 0@

Metric Tuning

Engineers have a couple of commands available that allow them to tune the values of the
OSPF interface cost, thereby influencing the choice of best OSPF route. This section dis-
cusses the three methods: changing the reference bandwidth, setting the interface band-

width, and setting the OSPF cost directly.

Changing the Reference Bandwidth

OSPF calculates the default OSPF cost for an interface based on the following formula:

Reference-brandwidth
interface -bandwidth

The reference-bandwidth, which you can set using the auto-cost reference-bandwidth
bandwidrh router subcommand, sets the numerator of the formula for that one router,
with a unit of Mbps. This setting may be different on different routers, but Cisco recom-
mends using the same setting on all routers in an OSPF routing domain.

For example, serial interfaces default to a bandwidth setting of 1544, meaning 1544 Kbps.
The reference bandwidth defaults to 100, meaning 100 Mbps. After converting the refer-
ence bandwidth units to Kbps to match the bandwidth, the cost, calculated per the de-
faults, for serial links would be

100,000
1544
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Note: OSPF always rounds down when the calculation results in a fraction.

The primary motivation for changing the reference bandwidth is to accommodate good
defaults for higher-speed links. With a default of 100 Mbps, the cost of FastEthernet in-
terfaces calculates to cost 1. However, the minimum OSPF cost is 1, so Gigabit Ethernet
and 10 Gigabit interfaces also then default to OSPF cost 1. By setting the OSPF reference
bandwidth so that there is some difference in cost between the higher speed links, OSPF
can then choose routes that use those higher speed interfaces.

Note: Although Cisco recommends that all routers use the same reference bandwidth, the
setting is local to each router.

Note that in the examples earlier in this chapter, the bandwidth settings used default set-
tings, but the auto-cost reference-bandwidth 1000 command was used on each router to
allow different costs for FastEthernet and Gigabit interfaces.

Setting Bandwidth
You can indirectly set the OSPF cost by configuring the bandwidth speed interface sub-

command. In such cases, the formula shown in the previous section is used, just with the
configured bandwidth value.

While on the topic of the interface bandwidth subcommand, a couple of seemingly trivial
facts may matter to your choice of how to tune the OSPF cost. First, on serial links, the
bandwidth defaults to 1544. On subinterfaces of those serial interfaces, the same band-
width default is used.

On Ethernet interfaces, if not configured with the bandwidth command, the interface
bandwidth matches the actual speed. For example, on an interface that supports autonego-
tiation for 10/100, the bandwidth is either 100,000 (kbps, or 100 Mbps) or 10,000 (Kbps,
or 10 Mbps) depending on whether the link currently runs at 100 or 10 Mbps, respectively.

Configuring Cost Directly

The most controllable method to configure OSPF costs, but the most laborious, is to con-
figure the interface cost directly. To do so, use the ip ospf cost value interface subcom-
mand, substituting your chosen value as the last parameter.

Verifying OSPF Cost Settings

Several commands can be used to display the OSPF cost settings of various interfaces.
Example 6-10 shows several, along with the configuration of all three methods for chang-
ing the OSPF cost. In this example, the following has been configured:

m  The reference bandwidth is set to 1000.
m Interface S0/0/0.1 has its bandwidth set to 1000 Kbps.

m Interface Fa0/0 has its cost set directly to 17.
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Example 6-10 R3 with OSPF Cost Values Set

router ospf 3

auto-cost reference-bandwidth 1000
interface S0/0/0.1

bandwidth 1000
interface fa0/0

ip ospf cost 17

R3#show ip ospf interface brief

Interface PID Area IP Address/Mask Cost State Nbrs F/C
Sed/0/0.2 3 34 10.10.23.3/29 647 P2P 1/1
Se0/0/0.1 3 34 10.10.13.3/29 1000 P2P 1/1
Fa0/0 3 34 10.10.34.3/24 17 BDR 1/1

R3#show ip ospf interface fa0/0
FastEthernet@/@ is up, line protocol is up
Internet Address 10.10.34.3/24, Area 34
Process ID 3, Router ID 3.3.3.3, Network Type BROADCAST, Cost: 17
Enabled by interface config, including secondary ip addresses
Transmit Delay is 1 sec, State BDR, Priority 1
Designated Router (ID) 4.4.4.4, Interface address 10.10.34.4
Backup Designated router (ID) 3.3.3.3, Interface address 10.10.34.3
! lines omitted for brevity
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Exam Preparation Tasks

Planning Practice

The CCNP ROUTE exam expects test takers to review design documents, create imple-
mentation plans, and create verification plans. This section provides some exercises that
may help you to take a step back from the minute details of the topics in this chapter so
that you can think about the same technical topics from the planning perspective.

For each planning practice table, simply complete the table. Note that any numbers in
parentheses represent the number of options listed for each item in the solutions in
Appendix F, “Completed Planning Practice Tables.”

Design Review Table

Table 6-6 lists several design goals related to this chapter. If these design goals were listed
in a design document, and you had to take that document and develop an implementation
plan, what implementation options come to mind? For any configuration items, a general

description can be used, without concern about the specific parameters.

Table 6-6 Design Review

Design Goal Possible Implementation Choices
Covered in This Chapter

The design sets specific limits to the number of Type
1 and 2 LSAs in each area. Describe how to predict
the number of each type of LSA.

How could you tune OSPF metrics to favor 10 Gbps
links over 1 Gbps and 1 Gig over 100 Mbps (2)?

The design shows one physical path from ABR1 to
core subnet 1 inside area 0, and one longer area 1 path
to the same subnet. What can be done to ensure both
paths can be used?

Implementation Plan Peer Review Table
Table 6-7 shows a list of questions that others might ask, or that you might think about,
during a peer review of another network engineer’s implementation plan. Complete the
table by answering the questions.

215
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Table 6-7 Notable Questions from This Chapter to Consider During an Implementation
Plan Peer Review

Question Answers

What conditions must be true for a router to
create/flood a Type 2 LSA? (2)

The plan shows Frame Relay with all point-to-point
subinterfaces. By default, will a DR/BDR be
elected?

The plan shows a reference bandwidth change
planned for all routers with high speed links, but
not all other routers. What is the impact? (2)

The plan shows many different WAN links speeds
but with the interface bandwidths not matching the
actual speed. tAll OSPF cost changes are made ex-
plicitly with the ip ospf cost interface subcom-
mand. Do the incorrect bandwidths cause any
OSPF problems?

Create an Implementation Plan Table

To practice skills useful when creating your own OSPF implementation plan, list in Table
6-8 configuration commands related to the configuration of the following features. You
may want to record your answers outside the book and set a goal to complete this table
(and others like it) from memory during your final reviews before taking the exam.

Table 6-8 Implementation Plan Configuration Memory Drill

Feature Configuration Commands/Notes

Tune metrics by changing the formula for calcu-
lating OSPF cost based on interface bandwidth.

Tune metrics by changing interface bandwidth.

Change metrics by setting cost directly.

Set the number of equal-cost OSPF routes al-
lowed in a router’s routing table.

Influence the choice of DR on a LAN. (2)

Choose Commands for a Verification Plan Table

To practice skills useful when creating your own OSPF verification plan, list in Table 6-9
all commands that supply the requested information. You may want to record your
answers outside the book and set a goal to complete this table (and others like it) from
memory during your final reviews before taking the exam.
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Table 6-9 Verification Plan Memory Drill

Information Needed Command(s)

Display a summary of the OSPF database.

Display all Type 1 router LSAs known to a router.

Display the details of a particular Type 1 router LSA.

Display all Type 2 network LSAs known to a router.

Display the details of a particular Type 2 router LSA.

Display all Type 3 summary LSAs known to a router.

Display the details of a particular Type 3 router LSA.

Display a list of OSPF-enabled interfaces on a router.

Determine on which interfaces a router has formed at
least one OSPF neighborship.

Determine the number of fully adjacent neighbors on
an interface.

Determine which transit networks connect to a
Type 1 LSA.

Determine the router that created and flooded a
Type 3 LSA.

Determine the router that created and flooded a
Type 2 LSA.

Determine the router that created and flooded a
Type 1 LSA.

Display the IP address of the current DR and BDR on
aLAN.

Display the OSPF interface cost (metric).

Display all OSPF-learned routes.

Display statistics about the number of SPF algorithm
runs.

Note: Some of the entries in this table may not have been specifically mentioned in this
chapter but are listed in this table for review and reference.
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Review All the Key Topics

Review the most important topics from inside the chapter, noted with the Key Topics icon
in the outer margin of the page. Table 6-10 lists a reference of these key topics and the
page numbers on which each is found.

{ Key
i Topic

Table 6-10 Key Topics for Chapter 6

Key Topic Description Page
Element Number
Table 6-2 OSPF LSA types 179
List Two main functions of a DR 186
Table 6-3 Facts about LSA Types 1, 2, and 3 195
Table 6-4 OSPF Message Types 196
Table 6-5 OSPF neighbor states 197
List Key differences between database exchange with and with- 201
outa DR
List Three steps a router considers when choosing the best 205
OSPF IP routes
List Three steps to calculate OSPF costs for intra-area routes 205
List Two steps for calculating OSPF costs for interarea routes 209

Complete the Tables and Lists from Memory

Print a copy of Appendix D, “Memory Tables,” (found on the CD), or at least the section
for this chapter, and complete the tables and lists from memory. Appendix E, “Memory Ta-
bles Answer Key,” also on the CD, includes completed tables and lists to check your work.

Define Key Terms
Define the following key terms from this chapter, and check your answers in the glossary.

Link State Identifier (LSID), Designated Router (DR), Backup Designated Router (BDR),
Internal Router, Area Border Router (ABR), All SPF Routers multicast, All DR multicast,
Link State Advertisement, Database Description (DD) packet, Link State Request (LSR)
packet, Link State Acknowledgement (LSA) packet, Link State Update (LSU) packet,
Router LSA, Network LSA, Summary LSA, Type 1 LSA, Type 2 LSA, Type 3 LSA, Refer-
ence bandwidth, SPF calculation
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This chapter covers the following subjects:

. w

Route Filtering: This section introduces three separate meth-
ods of route filtering with OSPF and discusses the commands
to configure two of these methods.

r

-

Route Summarization: This section examines how OSPF can
summarize routes at ABRs and at ASBRs.

Default Routes and Stub Areas: This section examines the
two main reasons an Enterprise might use default routes and
then shows OSPF’s solution to each need: flooding a domain-
wide default route and using OSPF stub areas.
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OSPF Route Summarization, Filtering,
and Default Routing

This chapter discusses several features that optimize OSPF operations: route filtering,
route summarization, default routing, plus OSPF stub areas.

Of these topics, the chapter focuses most on route filtering and route summarization,
both of which have the same reasoning and motivation as the same features in EIGRP, as
discussed throughout Chapter 4, “EIGRP Route Summarization and Filtering.” Route fil-
tering can be used to purposefully prevent hosts in one part of an internetwork from
sending packets to another part. It can also reduce the size of the topology table and IP
routing table, reducing both OSPF memory and CPU consumption, plus make the packet
forwarding process run slightly better. Route summarization can also reduce routing pro-
tocol and packet forwarding overhead, but with a potential negative effect of creating
less-efficient paths through the internetwork.

Additionally, this chapter briefly covers default routing, again the same motivations as the
equivalent EIGRP feature, as discussed in Chapter 4. Finally, an OSPF-unique feature,
OSPF stub routers, can also be used to limit the amount of topology data in an area, again
reducing overhead.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess if you should read the entire
chapter. If you miss no more than one of these eight self-assessment questions, you might
want to move ahead to the “Exam Preparation Tasks.” Table 7-1 lists the major headings in
this chapter and the “Do I Know This Already?” quiz questions covering the material in
those headings so that you can assess your knowledge of these specific areas. The an-
swers to the “Do I Know This Already?” quiz appear in Appendix A.

Table 7-1 “Do I Know This Already?” Foundation Topics Section-to-Question Mapping

Foundations Topics Section Questions
Route Filtering 1-3
Route Summarization 4,5

Default Routing and Stub Areas 6-8
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1. Router B, an internal router in area 1, displays the following output. The only two
ABRs connected to area 1 are performing Type 3 LSA filtering. Which of the follow-
ing answers is true based on the information in the output from B1?

R1# show ip route 10.1.0.0 255.255.0.0 longer-prefixes
! Legend lines omitted for brevity

10.0.0.0/8 is variably subnetted, 17 subnets, 3 masks
0 10.1.2.0/24 [110/658] via 10.10.13.1, 00:00:32, Serial0/0/0.1
0 IA 10.1.1.0/24 [110/658] via 10.10.23.2, 00:41:39, Serial0/0/0.2
0 IA 10.1.3.0/24 [110/658] via 10.10.23.2, 00:41:39, Serial0/0/0.2

a. A Type 3 LSA for 10.2.2.0/24 was filtered by both ABRs.

b. A Type 3 LSA for 10.1.2.0/24 was not filtered by both ABRs.

c. AType 3 LSA for 10.1.3.0/24 was not filtered by at least one ABR.
d. A Type 3 LSA for 10.1.1.0/24 filtered by both ABRs.

2. The following command output was gathered from Router R1, an ABR between areas

0 (backbone) and area 1. In this internetwork, area 0 contains all the subnets of class
A network 10.0.0.0. RT’s OSPF process has a distribute-list prefix question in com-
mand configured. Assuming the subnets listed in the answers actually exist in area 0,
which of the following occurs on router R1?
Ri#sh ip prefix-list
ip prefix-list question: 4 entries

seq 5 deny 10.1.2.0/24 ge 25 le 27

seq 15 deny 10.2.0.0/16 ge 30 le 30

seq 20 permit 0.0.0.0/0 le 32

a. R1 will not create/flood a type 3 LSA for subnet 10.1.2.0/26 into area 1.
b. R1 will not create/flood a Type 3 LSA for subnet 10.1.2.0/24 into area 1.
c. R1 will not have an OSPF route for subnet 10.1.2.0/26 in its IP routing table.
d. R1 will not have an OSPF route for subnet 10.1.2.0/24 in its IP routing table.
3. Use the same scenario as the previous question, with one change. Instead of the
distribute-list prefix question in command configured on R1, R1’s OSPF process has
an area 1 filter-list prefix question in command configured. Again assuming that the
subnets listed in the answers actually exist in area 0, which of the following occurs on
router R1?
R1#sh ip prefix-list
ip prefix-list question: 4 entries
seq 5 deny 10.1.2.0/24 ge 25 le 27
seq 15 deny 10.2.0.0/16 ge 30 le 30
seq 20 permit 0.0.0.0/0 le 32
R1 will not create/flood a type 3 LSA for subnet 10.1.2.0/26 into area 1.
R1 will not create/flood a Type 3 LSA for subnet 10.1.2.0/24 into area 1.
R1 will not have an OSPF route for subnet 10.1.2.0/26 in its IP routing table.
R1 will not have an OSPF route for subnet 10.1.2.0/24 in its IP routing table.

e 0o o @
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4. R1, an ABR between backbone area 0 and area 1, has intra-area routes in area 0 for

10.1.1.0/24, 10.1.2.0/24, and 10.1.3.0/24. These routes have metrics of 21, 22, and 23,
respectively. An engineer then adds the area 0 range 10.1.0.0 255.255.0.0 command
under the OSPF process of R1. Which of the following is true? (Choose two.)

a. Rl loses and then re-establishes neighborships with all neighbors.
R1 no longer advertises 10.1.1.0/24 to neighbors into area 1.

R1 advertises a 10.1.0.0/16 route into area 1 with a metric of 23 (largest
metric).

d. R1 advertises a 10.1.0.0/16 route into area 1 with metric of 21 (lowest metric).

. The following output exists on Router R1, a router internal to area 1. What can you
determine as true from the output of the show ip ospf database summary com-
mand?
Routing Bit Set on this LSA
LS age: 124
Options: (No TOS-capability, DC, Upward)
LS Type: Summary Links (Network)
Link State ID: 10.1.0.0 (summary Network Number)
Advertising Router: 1.1.1.1
LS Seq Number: 80000001
Checksum: Ox878F
Length: 28
Network Mask: /22
T0S: @ Metric: 11

a. The LSA was created by an ABR due to an area range command.
b. The LSA was created by an ASBR due to a summary-address command.

c. If created by an area range command, the best metric for a subordinate sub-
net on that ABR must have been 11.

d. None of the other answers is correct.

6. Router R1, an ASBR connected to the Internet and to backbone area 0, has been con-

figured with a default-information originate command. Which of the following is
true about the effects of this configuration command?

a. R1 will always create and flood a default route into the OSPF domain.

R1 will create and flood an LSA for prefix/length 0.0.0.0/0 into the OSPF do-
main if RT’s IP routing table has a route to 0.0.0.0/0.

c. Rl will seta flag on the LSA for the subnet between itself and one of the
ISPs, noting this subnet as a default network, regardless of whether R1 has a
default route.

d. R1 will seta flag on the LSA for the subnet between itself and one of the
ISPs, noting this subnet as a default network, but only if R1 has a route to
0.0.0.0/0.
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7. Which of the following is true about routers internal to a totally NSSA area?
(Choose two.)

Routers cannot redistribute external routes into the area.

Routers should have zero Type 3 LSAs in their LSDBs.

Routers should have zero Type 5 LSAs in their LSDBs.

Routers should learn default routes from the ABRs attached to the area.

e o o @

8. ABR R1 has been configured with an area 1 stub no-summary command. Which
stubby area type is area 1?

a. Stub

b. Totally stubby
c. NSSA

d. Totally NSSA
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Foundation Topics

Route Filtering

OSPF supports several methods to filter routes. However, the OSPF’s internal logic re-
stricts most filtering, requiring that the filtering be done either on an ABR or ASBR. This
same internal logic dictates what each type of filtering can do and what it cannot do. So,
when thinking about OSPF route filtering, you need to go beyond the concept of match-
ing IP prefix/length information and consider OSPF internals as well. This first major sec-
tion begins with a discussion of the OSPF internals that impact OSPF route filtering,
followed by information about two of OSPF’s route filtering tools.

First, consider the difference in how OSPF chooses intra-area versus interarea routes. For
intra-area routes, OSPF uses pure link state logic, with full topology information about the
area, piecing together the topology map from the Type 1 and Type 2 LSAs. This logic re-
lies on all routers inside the area having an identical copy of the LSDB for that area. With
the full topology, the SPF algorithm can be run, finding all possible routes to each subnet.

For interarea routes, OSPF uses distance vector logic. The intra-area SPF calculation in-
cludes the calculation of the metric of the best route to reach each ABR in the area. To
choose the best interarea route, a router uses distance vector logic of taking its known
metric to reach the ABR and adds the metric for that subnet as advertised by the ABR. In
particular, no additional SPF calculation is required to find all interarea routes for a given
prefix/length, making this logic more like distance vector logic.

Keeping these thoughts in mind, next consider the concept of route filtering inside one
area. First, OSPF routers do not advertise routes; instead, they advertise LSAs. Any filter-
ing applied to OSPF messages would need to filter the transmission of LSAs. However, in-
side one area, all routers must know all LSAs, or the whole SPF concept fails, and routing
loops could occur. As a result, OSPF cannot and does not allow the filtering of LSAs inside
an area, specifically the Type 1 and Type 2 LSAs that describe the intra-area topology.

OSPF does allow some route filtering, however, taking advantage that OSPF uses distance
vector logic with Type 3 LSAs (and the Type 5 LSAs used for external routes). Because of
the underlying distance vector logic, an OSPF ABR can be configured to filter Type 3
LSAs, with no risk of creating routing loops. (The same applies for autonomous system
border routers [ASBRs] filtering the Type 5 LSAs created for external routes.) As a result
of these related concepts, IOS limits OSPF route filtering to the following:

m  Filtering Type 3 LSAs on ABRs

m  Filtering Type 5 LSAs on ASBRs

m  Filtering the routes OSPF would normally add to the IP routing table on a single router
Of these, the second option occurs as an option of the route redistribution process as ex-

plained in Chapter 9, “Basic IGP Redistribution,” so it will not be covered further in this
chapter. The other two topics will be examined next.
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Type 3 LSA Filtering

ABRs, by definition, connect to the backbone area and at least one other area. ABRs, as a
fundamental part of their role as ABR, create and flood Type 3 Summary LSAs into one
area to represent the subnets in the other areas connected to that ABR. Type 3 LSA filter-
ing tells the ABR to filter the advertisement of these Type 3 LSAs.

For example, consider Figure 7-1, which shows a generalized design with two ABR routers.
The figure focuses on three subnets in area 0 for which each ABR would normally create
and flood a Type 3 Summary LSA into area 1. However, in this case, the engineer has
made the following choices:

m  On ABRI, filter subnet 3 from being advertised.

m  On ABR2, filter both subnet 2 and 3 from being advertised.

The goal of such a filtering plan could be to prevent all area 1 users from reaching subnet 3
and to allow access to subnet 2-but only through ABR1. If ABR1 were to fail, none of the
area 1 routers could calculate a route for subnet 2 through ABR2, because ABR2 has not
created and flooded a Type 3 LSA for that subnet. The goal for subnet 1 would be to al-
low each area 1 router to choose the best route through either ABR, while having a redun-
dant route in case one route failed.

To configure type 3 LSA filtering, you use the area number filter-list prefix name in | out
command under router ospf. The referenced prefix-list matches subnets, with subnets
matched by a deny action being filtered, and subnets match with a permit action allowed
through as normal. Then OSPF performs the filtering by not flooding the Type 3 LSAs
into the appropriate areas. (See Chapter 4’s section “IP Prefix List Concepts” for a review
of IP prefix lists.)

Area 1 Area 0

Type 3
Subnet 1

Type 3 Subnet 1
Subnet 2
Subnet 2
Type 3 | Subnet 3
Subnet 1 T~

Figure 7-1 Generic View of Type 3 LSA Filtering
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The trickiest part of the configuration relates to the in and out parameters at the end of
the area filter-list router subcommand. These parameters define the direction relative to
the area listed in the command, as follows:

m  When in is configured, I0S filters prefixes being created and flooded inro the config-
ured area.

m  When out is configured, 10S filters prefixes coming our of the configured area.

The need for the in and out parameters makes more sense when you consider an ABR con-
nected to at least three areas. Figure 7-2 shows just such a sample, with both the in and out
directions represented.

area O filter-list... in

Area 1 Area 0
>

Subnet 10

Subnet 111

area 2 filter-list... out

Subnet 12

Area 2

Figure 7-2 Generic View of Type 3 LSA Filtering

The area 0 filter-list... in command in the figure shows the ABR considers filtering routes
from all other areas (area 1 and 2 in this case) when creating and flooding Type 3 LSAs
into area 0. The area 2 filter-list... out command in the figure shows how the ABR only
considers prefixes that exist in area 2. However, in this case, the ABR filters LSAs regard-
less of the area into which the Type 3 LSA would be advertised.

For example, consider the case of subnet 111, in area 1. Assume that all prefix lists happen
to match subnet 111 so that subnet 111 should be filtered. The following list summarizes
what happens on ABR1 regarding the potential advertisement of a Type 3 LSA for this
subnet being flooded into areas 0 and 2.

m  ABRI filters the subnet 111 LSA from being sent into area 0 due to the area O filter-
list... in command.

m  ABRI does not filter the subnet 111 LSA from being sent into area 2, because there is
no area 1 filter-list... out command nor area 2 filter-list... in command.

As another example, Figure 7-3 shows an example internetwork with three candidate
routes to be filtered by ABRs R1 and R2. ABRs R1 and R2 will play the roles of ABR1 and
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ABR2 in Figure 7-1, with R1 filtering one of the three subnets, and R2 filtering two of the
subnets. Note that R1 and R2 will each use different in and out keywords as well.

Area 34
///——___ \\\
/ ’\}’:\
R3 Subnets of
10.11.0.0/16

o o o e e e ——

e —————

\

~ |
4 |
|

| _ Data Center

10.16.1.0/24

10.16.2.0/24
10.16.3.0/24

Figure 7-3 Type 3 LSA Filtering Example

Example 7-1 shows the configuration on both R1 and R2.

Example 7-1 WANT’s distribute-list ro Filter Manufacturing Routes

! On Router R1:
ip prefix-list filter-into-area-34 seq 5 deny 10.16.3.0/24
ip prefix-list filter-into-area-34 seq 10 permit 0.0.0.0/0 le 32
!
router ospf 1
area 34 filter-list prefix filter-into-area-34 in

! On Router R2:

ip prefix-list filter-out-of-area-0 seq 5 deny 10.16.2.0/23 ge 24 le 24
ip prefix-list filter-out-of-area-0@ seq 10 permit 0.0.0.0/0 le 32

!

router ospf 2

area @ filter-list prefix filter-out-of-area-0 out

First, take a closer look at the specifics of the R1 configuration commands. The prefix list
on R1 matches exactly route 10.16.3.0/24, with a deny action. The second prefix-list com-
mand matches all subnets, because the 0.0.0.0/0 parameter matches all subnet numbers,
and the le 32 parameter, combined with the original /0 prefix length, matches all prefix
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lengths from /0 to /32. The area 34... in command tells R1 to apply this filtering to all
Type 3 LSAs that R1 creates and would otherwise flood into area 34. As a result, the area
34 LSDB will not contain a Type 3 LSA for 10.16.3.0/24, as injected by R1.

R2’s configuration uses a slightly different prefix list. The filter examines all Type 3 LSAs
for subnets in area 0. The first prefix-list command matches all prefixes in range
10.16.2.0-10.16.3.255 (per the 10.16.2.0/23 parameter) but specifically for a prefix length
of exactly 24. With a deny action, these routes are filtered. The second prefix-list com-
mand matches all other subnets with the same match all logic seen earlier on R1, using a
permit action. R2’s area O... out command tells R2 to filter the subnets that R2 learns in
area 0 and for which R2 would normally create Type 3 LSAs to flood into all other areas.
So, neither area 34 nor area 5 will learn these two filtered subnets (10.16.2.0/24 and
10.16.3.0/24) in Type 3 LSAs from R2.

The end result of this added configuration results in the following Type 3 LSAs for the
three subnets shown on the right side of Figure 7-3:

m  Two Type 3 LSAs for 10.16.1.0/24 (created by R1 and R2, respectively)
m  One Type 3 LSA for 10.16.2.0/24 (created by R1)
m  None for 10.16.3.0/24

Example 7-2 confirms the contents of the LSDB in area 34, on Router R3.

Example 7-2 Area 34 LSDB, as Seen on R3

! On Router R3: gather show ip ospf database, and highlight all the Type 3's.
R3# show ip route 10.16.0.0 255.255.0.0 longer-prefixes
! Legend lines omitted for brevity

10.0.0.0/8 is variably subnetted, 17 subnets, 3 masks
0 IA 10.16.2.0/24 [110/658] via 10.10.13.1, 00:00:32, Serial0/0/0.1
0 IA 10.16.1.0/24 [110/658] via 10.10.23.2, 00:41:39, Serial0/0/0.2
[110/658] via 10.10.13.1, 00:00:32, Serial0/0/0.1

R3#show ip ospf database | include 10.16

10.16.1.0 N N 759 0x80000002 0x008988
10.16.1.0 2227 745 0x80000002 0x006BA2
10.16.2.0 il o1l 759 0x80000002 Ox007E92

The first command in the example lists R3’s routes for all subnets whose first two octets
are 10.16. Note that R3 has no route to 10.16.3.0/24, because both R1 and R2 filtered the
Type 3 LSA. R3 happens to have equal-cost routes for 10.16.1.0/24, which is possible be-
cause both R1 and R2 permitted the advertisement of the Type 3 LSA for that subnet. R3
has only one route for 10.16.2.0/24, through R1, because R2 filtered its Type 3 LSA for
that prefix.

The second command in Example 7-2 lists all LSAs that include “10.16,” which includes
the two Type 3 LSAs for 10.16.1.0/24, and the single Type 3 LSA for 10.16.2.0/24.
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Finally, note that although the configuration in Example 7-1 showed area filter-list com-
mands with both in and out parameters for variety, the result of R2’s area filter-list... out
command is that does not flood the filtered LSAs to either area 34 or area 5. If the design
goals specifically meant to filter only LSAs from being advertised from Area 0 into Area
34, the area 34 filter-list... in command should have been used on both routers.

Filtering OSPF Routes Added to the Routing Table

In some cases, an engineer may need to filter a route, but the area design does not work
well compared to the filtering goals. For instance, if an area has 20 routers, and the engi-
neer wants to filter the route so that five of the routers do not learn the route, Type 3 LSA
filtering cannot be used. Type 3 LSA filtering can only filter the LSA from being flooded
throughout the entire area.

The next feature discussed in this section, referenced as filrering with distribute lists
(based the configuration command it uses), allows individual routers to filter OSPF routes
from getting into their respective IP routing tables. This type of filtering injects logic be-
tween the SPF algorithm on a router and that same router’s IP routing table. This feature
does not change the LSDB flooding process, does not change the LSAs added by ABRs or
ASBRs, and does not change the SPF algorithm’s choice of best route. However, when SPF
chooses routes to add to the IP routing table, if a router has been configured with a
distribute-list in OSPF router subcommand, enabling this feature, that router then filters
the routes before adding them to that router’s IP routing table. Figure 7-4 shows the gen-

eral idea.
R1 R2 R3
IP IP IP
Routing Routing Routing
Table Table Table
distribute-list distribute-list distribute-list

in in in

SPF SPF SPF

LSDB LSDB »| LSDB
| LsoB | | LsoB | | LsoB |

Figure 7-4 OSPF Filtering with Distribute Lists

In effect, you could prevent an OSPF route from being added to one or more routers’ rout-
ing tables, but without risking causing routing loops, because the intra-area LSDB topol-


http://www.careercert.info

www.CareerCert.info

Chapter 7: OSPF Route Summarization, Filtering, and Default Routing 231

ogy remains intact. By filtering routes from being added to the IP routing table, you pre-
vent the routers from forwarding packets to the filtered subnets, but presumably that’s the
intended goal of route filtering.

The mechanics of the distribute-list router subcommand has a few surprises, which are
summarized in this list:

m  The command requires either an in or out direction. Only the in direction works for
filtering routes as described in this section.

m  The command must refer to either a numbered ACL, named ACL, prefix list, or route
map. Regardless, routes matched with a perm