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“I'm Johnny. I Hack Stuff.”

Have you ever had a hobby that changed your life? This Google Hacking thing
began as a hobby, but sometime in 2004 it transformed into an unexpected gift. In that
year, the high point of my professional career was a speaking gig I landed at Defcon. I
was on top of the world that year and I let it get to my head—I really was an egotis-
tical little turd. I presented my Google Hacking talk, making sure to emulate the rock-
star speakers I admired. The talk went well, securing rave reviews and hinting at a
rock-star speaking career of my own. The outlook was very promising, but the
weekend left me feeling empty.

In the span of two days a series of unfortunate events flung me from the moun-
taintop of success and slammed me mercilessly onto the craggy rocks of the valley of
despair. Overdone? A bit, but that’s how it felt for me—and I didn’t even get a Balroc
carcass out of the deal. I'm not sure what caused me to do it, but I threw up my hands
and gave up all my professional spoils—my career, my five hundred user website and
my fledgling speaking career—to God.

At the time, I didn’t exactly understand what that meant, but I was serious about
the need for drastic change and the inexplicable desire to live with a higher purpose.
For the first time in my life, I saw the shallowness and self-centeredness of my life, and
it horrified me. I wanted something more, and I asked for it in a real way. The funny
thing is, I got so much more than I asked for.

Syngress approached and asked if I would write a book on Google Hacking, the first
edition of the book you’re holding. Desperately hoping I could mask my inexperience
and distaste for writing, I accepted what I would come to call the “original gift.”
Google Hacking is now a best seller.

My website grew from 500 to nearly 80,000 users. The Google book project led to
ten or so additional book projects. The media tidal wave was impressive—first came
Slashdot, followed quickly by the online, print, TV and cable outlets. I quickly earned
my world traveler credentials as conference bookings started pouring in. The commu-
nity I wanted so much to be a part of—the hacking community—embraced me
unconditionally, despite my newly conservative outlook. They bought books through
my website, generating income for charity, and eventually they fully funded my wife



and me on our mission’s trip to Uganda, Africa. That series of events changed my life

and set the stage for ihackcharities.com, an organization aimed at connecting the skills
of the hacking community with charities that need those skills. My “real” life is trans-
formed as well—my relationship with my wife and kids is better than it ever has been.

So as you can see, this is so much more than just a book to me. This really was
the original gift, and I took the task of updating it very seriously. I've personally
scrutinized every single word and photo—especially the ones I've written—to make
sure it’s done right. I’'m proud of this second edition, and I'm grateful to you, the
reader, for supporting the efforts of the many that have poured themselves into this
project. Thank you.

Thank you for visiting us at http://johnny.ihackstuff.com and for getting the
word out. Thank you for supporting and linking to the Google Hacking Database.
Thank you for clicking through our Amazon links to fund charities. Thank you for
giving us a platform to affect real change, not only in the security community but also
in the world at large. I am truly humbled by your support.

—Johnny Long
October 2007
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Introduction

Google’s Web interface is unmistakable. Its “look and feel” is copyright-protected, and for
good reason. It is clean and simple. What most people fail to realize is that the interface is
also extremely powerful. Throughout this book, we will see how you can use Google to
uncover truly amazing things. However, as in most things in life, before you can run, you
must learn to walk.

This chapter takes a look at the basics of Google searching. We begin by exploring the
powerful Web-based interface that has made Google a household word. Even the most
advanced Google users still rely on the Web-based interface for the majority of their day-to-
day queries. Once we understand how to navigate and interpret the results from the various
interfaces, we will explore basic search techniques.

Understanding basic search techniques will help us build a firm foundation on which to
base more advanced queries. You will learn how to properly use the Boolean operators
(AND, NOT, and OR) as well as exploring the power and flexibility of grouping searches.
We will also learn Google’s unique implementation of several diftferent wildcard characters.

Finally, you will learn the syntax of Google’s Uniform Resource Locator (URL) struc-
ture. Learning the ins and outs of the Google URL will give you access to greater speed and
flexibility when submitting a series of related Google searches. We will see that the Google
URL structure provides an excellent “shorthand” for exchanging interesting searches with
friends and colleagues.

Exploring Google’s Web-based Interface

Google’'s Web Search Page

The main Google Web page, shown in Figure 1.1, can be found at www.google.com. The
interface is known for its clean lines, pleasingly uncluttered feel, and friendly interface.
Although the interface might seem relatively featureless at first glance, we will see that many
different search functions can be performed right from this first page.

As shown in Figure 1.1, there’s only one place to type. This is the search field. In order to
ask Google a question or query, you simply type what you’re looking for and either press
Enter (if your browser supports it) or click the Google Search button to be taken to the
results page for your query.
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Figure 1.1 The Main Google Web Page

8en0o Google
a4 b ¢ ||+ | @ hep/ /www.google.com/ ~(Qr Google
Web |mages Video News Maps Gmail more v iGoogle | Sign in

Google

Advanced Search
Preferances
Language Tools

-‘_Google Search " “I'm Feeling Luck\,r_\'-

Advertising Programs - Business Solutions - About Google

E2007 Google

The links at the top of the screen (Web, Images, Video, and so on) open the other
search areas shown in Table 1.1.The basic search functionality of each section is the same:
each search area of the Google Web interface has different capabilities and accepts different
search operators, as we will see in Chapter 2. For example, the author operator works well in
Google Groups, but may fail in other search areas. Table 1.1 outlines the functionality of
each distinct area of the main Google Web page.

Table 1.1 The Links and Functions of Google’s Main Page

Interface Section Description

The Google toolbar The browser | am using has a Google “toolbar”
installed and presented next to the address bar. We will
take a look at various Google toolbars in the next sec-

tion.
Web, Images, Video, These tabs allow you to search Web pages,
News, Maps, Gmail and  photographs, message group postings, Google maps,
more tabs and Google Mail, respectively. If you are a first-time

Google user, understand that these tabs are not always

a replacement for the Submit Search button. These tabs
simply whisk you away to other Google search applica-

tions.

iGoogle This link takes you to your personal Google home
page.

Continued

3
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Table 1.1 The Links and Functions of Google’s Main Page

Interface Section

Description

Sign in

Search term input field

Google Search button

I’'m Feeling Lucky
button

Advanced Search

Preferences

Language tools

This link allows you to sign in to access additional func-
tionality by logging in to your Google Account.

Located directly below the alternate search tabs, this
text field allows you to enter a Google search term. We

will discuss the syntax of Google searching throughout
this book.

This button submits your search term. In many
browsers, simply pressing the Enter/Return key after
typing a search term will activate this button.

Instead of presenting a list of search results, this button
will forward you to the highest-ranked page for the
entered search term. Often this page is the most rele-
vant page for the entered search term.

This link takes you to the Advanced Search page as
shown. We will look at these advanced search options
in Chapter 2.

This link allows you to select several options (which are
stored in cookies on your machine for later retrieval).
Available options include language selection, parental
filters, number of results per page, and window
options.

This link allows you to set many different language
options and translate text to and from various lan-
guages.

Google Web Results Page

After it processes a search query, Google displays a results page. The results page, shown in

Figure 1.2, lists the results of your search and provides links to the Web pages that contain

your search text.

The top part of the search result page mimics the main Web search page. Notice the
Images, Video, News, Maps, and Gmail links at the top of the page. By clicking these links

from a search page, you automatically resubmit your search as another type of search,

without having to retype your query.
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Figure 1.2 A Typical Web Search Results Page
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We call them 'googledorks": Inept or foolish people as revealed by Google.
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johnny .ihackstuff.com/ghdb.php - 14k - Cached - Similar pages
[ More results from johnny.ihackstuff.com ]
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community of security experts and search engine enthusiasts that might ...
www.networkworld_com/news/ 2005/090505-google-hacking.html - 89k - Jul 8, 2007 - .
Cached - Similar pages £
Display a menu v

The results line shows which results are displayed (1-10, in this case), the approximate
total number of matches (here, over eight million), the search query itself (including links to
dictionary lookups of individual words), and the amount of time the query took to execute.
The speed of the query is often overlooked, but it is quite impressive. Even large queries
resulting in millions of hits are returned within a fraction of a second!

For each entry on the results page, Google lists the name of the site, a summary of the
site (usually the first few lines of content), the URL of the page that matched, the size and
date the page was last crawled, a cached link that shows the page as it appeared when
Google last crawled it, and a link to pages with similar content. If the result page is written
in a language other than your native language and Google supports the translation from that
language into yours (set in the preferences screen), a link titled Translate this page will appear,
allowing you to read an approximation of that page in your own language (see Figure 1.3).
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Figure 1.3 Google Translation

Le musée virtuel du cochon - [ Translate this page |

cochon du mois et courez la chance d'avoir votre nom inscrit &
perpétuité dans ce site. ...
membres.lycos.frimuseecochon/ - 16k - Cached - Similar pages

Underground Googling...

Translation Proxies

It's possible to use Google as a transparent proxy server via the translation service.
When you click a Translate this page link, you are taken to a translated copy of that
page hosted on Google's servers. This serves as a sort of proxy server, fetching the page
on your behalf. If the page you want to view requires no translation, you can still use
the translation service as a proxy server by modifying the h/ variable in the URL to
match the native language of the page. Bear in mind that images are not proxied in
this manner.

Google Groups

Due to the surge in popularity of Web-based discussion forums, blogs, mailing lists, and
instant-messaging technologies, USENET newsgroups, the oldest of public discussion
forums, have become an overlooked form of online public discussion. Thousands of users
still post to USENET on a daily basis. A thorough discussion about what USENET encom-
passes can be found at www.fags.org/faqs/usenet/what-is/part1/. DejaNews
(www.deja.com) was once considered the authoritative collection point for all past and pre-
sent newsgroup messages until Google acquired deja.com in February 2001 (see
www.google.com/press/pressrel/pressrelease48.html). This acquisition gave users the ability
to search the entire archive of USENET messages posted since 1995 via the simple, straight-
forward Google search interface. Google refers to USENET groups as Google Groups.
Today, Internet users around the globe turn to Google Groups for general discussion and
problem solving. It is very common for Information Technology (IT) practitioners to turn to
Google’s Groups section for answers to all sorts of technology-related issues. The old
USENET community still thrives and flourishes behind the sleek interface of the Google
Groups search engine.

The Google Groups search can be accessed by clicking the Groups tab of the main
Google Web page or by surfing to http://groups.google.com. The search interface (shown in
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Figure 1.4) looks quite a bit different from other Google search pages, yet the search capabil-
ities operate in much the same way. The major difterence between the Groups search page
and the Web search page lies in the newsgroup browsing links.

Figure 1.4 The Google Groups Search Page
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Descuss mlvnet-mor Croati ru:n cusiom  Customize rwm— ard 3 Imvite peopla
fCreatw 3 grop_
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Find tal whal petple me doing with Googie Geoups Doooe Heln G
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"Raareh i }
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BTt hectealin sl migh
Bl Lol TR
Binpoin] Mrwsboilaf Ezapi Natural
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Entering a search term into the entry field and clicking the Search button whisks you
away to the Groups search results page, which is very similar to the Web search results page.

Google Image Search

The Google Image search feature allows you to search (at the time of this writing) over a
billion graphic files that match your search criteria. Google will attempt to locate your
search terms in the image filename, in the image caption, in the text surrounding the image,
and in other undisclosed locations, to return a somewhat “de-duplicated” list of images that
match your search criteria. The Google Image search operates identically to the Web search,
with the exception of a few of the advanced search terms, which we will discuss in the next
chapter. The search results page is also slightly different, as you can see in Figure 1.5.
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Figure 1.5 The Google Images Search Results Page
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The page header looks familiar, but contains a few additions unique to the search results
page. The Moderate SafeSearch link below the search field allows you to enable or disable
images that may be sexually explicit. The Showing dropdown box (located in the Results line)
allows you to narrow image results by size. Below the header, each matching image is shown
in a thumbnail view with the original resolution and size followed by the name of the site
that hosts the image.

Google Preferences

You can access the Preferences page by clicking the Preferences link from any Google
search page or by browsing to www.google.com/preferences. These options primarily per-
tain to language and locality settings, as shown in Figure 1.6.

The Interface Language option describes the language that Google will use when
printing tips and informational messages. In addition, this setting controls the language of
text printed on Google’s navigation items, such as buttons and links. Google assumes that the
language you select here is your native language and will “speak” to you in this language
whenever possible. Setting this option is not the same as using the translation features of
Google (discussed in the following section). Web pages written in French will still appear in
French, regardless of what you select here.



Figure 1.6 The Google Preferences Screen
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@ h{tp:Himages.googie.comfprefefences?hl=en

~(Q~ Google ()

GO k)gle Preferences

Save your preferences when finished and return to search. (" Save Preferences |
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Preferences Help | About Google

Search Language

If you do not find your native language in the pulldown above, you can
help Google create it through our Google in Your Language program.

{® Search for pages written in any language (Recommended).

 Search only for pages written in these language(s):

1 Arabic [_| Esperanto 1 Japanese 1 Slovak
] Armenian ] Estonian | Korean ] Slovenian 4
1 Bulgarian 1 Finnish 1 Latvian | Spanish X

To get an idea of how Google’s Web pages would be altered by a change in the interface
language, take a look at Figure 1.7 to see Google’s main page rendered in “hacker speak.” In
addition to changing this setting on the preferences screen, you can access all the language-
specific Google interfaces directly from the Language Tools screen at www.google.com/

language_tools.

Figure 1.7 The Main Google Page Rendered in “Hacker Speak”
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Even though the main Google Web page is now rendered in “hacker speak,” Google is
still searching for Web pages written in any language. If you are interested in locating Web
pages that are written in a particular language, modify the Search Language setting on the
Google preferences page. By default, Google will always try to locate Web pages written in
any language.

Underground Googling...

Proxy Server Language Hijinks

As we will see in later chapters, proxy servers can be used to help hide your location
and identity while you're surfing the Web. Depending on the geographical location of
a proxy server, the language settings of the main Google page may change to match
the language of the country where the proxy server is located. If your language set-
tings change inexplicably, be sure to check your proxy server settings. Even experi-
enced proxy users can lose track of when a proxy is enabled and when it's not. As we
will see later, language settings can be modified directly via the URL.

The preferences screen also allows you to modify other search parameters, as shown in
Figure 1.8.

Figure 1.8 Additional Preference Settings

P00 Preferences
@ =+ h:tp:,.’fwww.googie.com,fpreferences Q- Google Q

Google's SafeSearch blocks web pages containing explicit sexual content from
appearing in search results.
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SafeSearch Filtering

Number of Results Google's default (10 results) provides the fastest results.
Display | 10 [3) results per page.

Results Window | Open search results in a new browser window.

Save your preferences when finished and return to search. [ Save Preferences |

{Note: Setting preferences will not work if you have disabled cookies in your browser.)

©2007 Google

RS

Display a menu
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SafeSearch Filtering blocks explicit sexual content from appearing in Web searches.
Although this is a welcome option for day-to-day Web searching, this option should be dis-
abled when you’re performing searches as part of a vulnerability assessment. If sexually
explicit content exists on a Web site whose primary content is not sexual in nature, the exis-
tence of this material may be of interest to the site owner.

The Number of Results setting describes how many results are displayed on each search
result page. This option is highly subjective, based on your tastes and Internet connection
speed. However, you may quickly discover that the default setting of 10 hits per page is
simply not enough. If youre on a relatively fast connection, you should consider setting this
to 100, the maximum number of results per page.

When checked, the Results Window setting opens search results in a new browser
window. This setting is subjective based on your personal tastes. Checking or unchecking
this option should have no ill effects unless your browser (or other software) detects the new
window as a pop-up advertisement and blocks it. If you notice that your Google results
pages are not displaying after you click the Search button, you might want to uncheck this
setting in your Google preferences.

As noted at the bottom of this page, these changes won'’t stick unless you have enabled
cookies in your browser.

Language Tools

The Language Tools screen, accessed from the main Google page, offers several difterent util-
ities for locating and translating Web pages written in different languages. If you rarely search
for Web pages written in other languages, it can become cumbersome to modify your pref-
erences before performing this type of search. The first portion of the Language Tools screen
(shown in Figure 1.9) allows you to perform a quick search for documents written in other
languages as well as documents located in other countries.

Figure 1.9 Google Language Tools: Search Specific Languages or Countries
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The Language Tools screen also includes a utility that performs basic translation ser-
vices. The translation form (shown in Figure 1.10) allows you to paste a block of text from
the clipboard or supply a Web address to a page that Google will translate into a variety of
languages.

Figure 1.10 The Google Translation Tool

Slala) Language Tools i
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Translate
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Translate a web page:
http:ff

from| German to English | :} (Translate )

- —) Jairl 2

In addition to the translation options available from this screen, Google integrates trans-
lation options into the search results page, as we will see in more detail. The translation
options available from the search results page are based on the language options that are set
from the Preferences screen shown in Figure 1.6. In other words, if your interface language
is set to English and a Web page listed in a search result is French, Google will give you the
option to translate that page into your native language, English. The list of available language
translations is shown in Figure 1.11.

Underground Googling...

Google Toolbars

Don't get distracted by the allure of Google “helper” programs such as browser tool-
bars. All the important search features are available right from the main Google
search screen. Each toolbar offers minor conveniences such as one-click directory
traversals or select-and-search capability, but there are so many different toolbars
available, you'll have to decide for yourself which one is right for you and your oper-
ating environment. Check the Web links at the end of this section for a list of some
popular alternatives.
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Figure 1.11 Google’s Translation Languages

Arabic to English BETA

Chinese to English BETA

Chinese (Simplified to Traditional) BETA
Chinese (Traditional to Simplified) BETA
English to Arabic BETA

English to Chinese (Simplified) BETA
English to Chinese (Traditional) BETA
English to French

English to Cerman

English to Italian

English to Japanese BETA

English to Korean BETA

English to Portuguese

English to Russian BETA

English to Spanish

French to English

French to German

German to English

German to French

Italian to English

Japanese to English BETA

Korean to English BETA

Portuguese to English

Russian to English BETA

¥ Spanish to English

Building Google Queries

Google query building is a process. There’s really no such thing as an incorrect search. It’s
entirely possible to create an ineffective search, but with the explosive growth of the Internet
and the size of Google’s cache, a query that’s inefticient today may just provide good results
tomorrow—or next month or next year. The idea behind eftective Google searching is to
get a firm grasp on the basic syntax and then to get a good grasp of effective narrowing tech-
niques. Learning the Google query syntax is the easy part. Learning to effectively narrow
searches can take quite a bit of time and requires a bit of practice. Eventually, you’ll get a feel
for it, and it will become second nature to find the needle in the haystack.

The Golden Rules of Google Searching

Before we discuss Google searching, we should understand some of the basic ground rules:

B Google queries are not case sensitive. Google doesn’t care if you type your
query in lowercase letters (hackers), uppercase (HACKERS), camel case (hAcKeR),
or psycho-case (haCKeR)—the word is always regarded the same way. This is espe-
cially important when you’re searching things like source code listings, when the
case of the term carries a great deal of meaning for the programmer. The one

13
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notable exception is the word or. When used as the Boolean operator, or must be
written in uppercase, as OR.

Google wildcards. Google’s concept of wildcards is not the same as a pro-
grammer’s concept of wildcards. Most consider wildcards to be either a symbolic
representation of any single letter (UNIX fans may think of the question mark) or
any series of letters represented by an asterisk. This type of technique is called stem-
ming. Google’s wildcard, the asterisk (*), represents nothing more than a single word
in a search phrase. Using an asterisk at the beginning or end of a word will not
provide you any more hits than using the word by itself.

Google reserves the right to ignore you. Google ignores certain common
words, characters, and single digits in a search. These are sometimes called stop
words. According to Google’s basic search document (www.google.com/
help/basics.html), these words include where and how, as shown in Figure 1.12.
However, Google does seem to include those words in a search. For example, a
search for WHERE 1=1 returns less results than a search for 1=1.This is an indica-
tion that the WHERE is being included in the search. A search for where pig
returns significantly less results than a simple search for pig, again an indication that
Google does in fact include words like how and where. Sometimes Google will
silently ignore these stop words. For example, a search for HOW 1 = WHERE 4
returns the same number of results as a query for 1 = WHERE 4. This seems to
indicate that the word HOW is irrelevant to the search results, and that Google
silently ignored the word. There are no obvious rules for word exclusion, but
sometimes when Google ignores a search term, a notification will appear on the
results page just below the query box.

Figure 1.12 Ignored Words in a Query
"®eno Google Help : Basics of Search

4 p i i ) http:/ jwww.google.com/ help/basics.html “Q' Coogle )

Exclusion of common words

Goeogle ignores commeoen words and characters such as "where" and "how",

as well as certain single digits and single letters, because they tend to slow

down your search without improving the results. Google will indicate if a m
commoen word has been excluded by displaying details on the results page

below the search box.

If a common word is essential to getting the results you want, you can
include it by putting a "+" sign in front of it. (Be sure to include a space .
before the "+" sign.) A

4
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One way to force Google into using common words is to include them in
quotes. Doing so submits the search as a phrase, and results will include all the
words in the term, regardless of how common they may be.You can also pre-
cede the term with a + sign, as in the query +and. Submitted without the
quotes, taking care not to put a space between the + and the word and, this
search returns nearly five billion results!

Underground Googling...

Super-Size That Search!

One very interesting search is the search for of *. This search produces somewhere in
the neighborhood of eighteen billion search results, making it one of the most pro-
lific searches known! Can you top this search?

m  32-word limit Google limits searches to 32 words, which is up from the previous
limit of ten words. This includes search terms as well as advanced operators, which
we’ll discuss in a moment. While this is sufficient for most users, there are ways to
get beyond that limit. One way is to replace some terms with the wildcard char-
acter (*). Google does not count the wildcard character as a search term, allowing
you to extend your searches quite a bit. Consider a query for the wording of the
beginning of the U.S. Constitution:

we the people of the united states in order to form a more perfect union
establish justice

This search term is seventeen words long. If we replace some of the words
with the asterisk (the wildcard character) and submit it as

"we * people * * united states * order * form * more perfect * establish *"

including the quotes, Google sees this as a nine-word query (with eight
uncounted wildcard characters). We could extend our search even farther, by
two more real words and just about any number of wildcards.

Basic Searching

Google searching is a process, the goal of which is to find information about a topic. The
process begins with a basic search, which is modified in a variety of ways until only the
pages of relevant information are returned. Google’s ranking technology helps this process
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along by placing the highest-ranking pages on the first results page. The details of this
ranking system are complex and somewhat speculative, but suffice it to say that for our pur-
poses Google rarely gives us exactly what we need following a single search.

The simplest Google query consists of a single word or a combination of individual
words typed into the search interface. Some basic word searches could include:

m  hacker
m  FBI hacker Mitnick
®  mad hacker dpak

Slightly more complex than a word search is a phrase search. A phrase is a group of words
enclosed in double-quote marks. When Google encounters a phrase, it searches for all words
in the phrase, in the exact order you provide them. Google does not exclude common
words found in a phrase. Phrase searches can include

® “Google hacker”
® “adult humor”

®m  “Carolina gets pwnt”

Phrase and word searches can be combined and used with advanced operators, as we will
see in the next chapter.

Using Boolean Operators and Special Characters

More advanced than basic word searches, phrase searches are still a basic form of a Google
query. To perform advanced queries, it is necessary to understand the Boolean operators
AND, OR, and NOT.To properly segment the various parts of an advanced Google query,
we must also explore visual grouping techniques that use the parenthesis characters. Finally,
we will combine these techniques with certain special characters that may serve as shorthand
for certain operators, wildcard characters, or placeholders.

If you have used any other Web search engines, you have probably been exposed to
Boolean operators. Boolean operators help specify the results that are returned from a query.
If you are already familiar with Boolean operators, take a moment to skim this section to
help you understand Google’s particular implementation of these operators, since many
search engines handle them in different ways. Improper use of these operators could drasti-
cally alter the results that are returned.

The most commonly used Boolean operator is AND. This operator is used to include
multiple terms in a query. For example, a simple query like hacker could be expanded with a
Boolean operator by querying for hacker AND cracker. The latter query would include not
only pages that talk about hackers but also sites that talk about hackers and the snacks they
might eat. Some search engines require the use of this operator, but Google does not. The
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term AND is redundant to Google. By default, Google automatically searches for all the
terms you include in your query. In fact, Google will warn you when you have included
terms that are obviously redundant, as shown in Figure 1.13.

Figure 1.13 Google’s Warnings

; s % Advanced Search
hot and spicy Search | Boifamnces

The "AND" operator is unnecessary — we include all search terms by default. [details]

NoTE

When first learning the ways of Google-fu, keep an eye on the area below
the query box on the Web interface. You'll pick up great pointers to help you
improve your query syntax.

The plus symbol (+) forces the inclusion of the word that follows it. There should be no
space following the plus symbol. For example, if you were to search for and, justice, for, and all
as separate, distinct words, Google would warn that several of the words are too common
and are excluded from the search. To force Google to search for those common words,
preface them with the plus sign. It’s okay to go overboard with the plus sign. It has no ill
effects if it is used excessively. To perform this search with the inclusion of all words, con-
sider a query such as +and justice for +all. In addition, the words could be enclosed in double
quotes. This generally will force Google to include all the common words in the phrase. This
query presented as a phrase would be and justice for all.

Another common Boolean operator is NOT. Functionally the opposite of the AND
operator, the NOT operator excludes a word from a search. The best way to use this oper-
ator is to preface a search word with the minus sign (-). Be sure to leave no space between
the minus sign and the search term. Consider a simple query such as hacker. This query is
very generic and will return hits for all sorts of occupations, like golfers, woodchoppers,
serial killers, and those with chronic bronchitis. With this type of query, you are most likely
not interested in each and every form of the word hacker but rather a more specific rendi-
tion of the term. To narrow the search, you could include more terms, which Google would
automatically AND together, or you could start narrowing the search by using NOT to
remove certain terms from your search. To remove some of the more unsavory characters
from your search, consider using queries such as hacker —golf or hacker —phlegm. This would
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allow you to get closer to the dastardly wood choppers you're looking for. Or just try a
Google Video search for lumberjack song. Talk about twisted.

A less common and sometimes more confusing Boolean operator is OR. The OR
operator, represented by the pipe symbol ( | )or simply the word OR in uppercase letters,
instructs Google to locate either one term or another in a query. Although this seems fairly
straightforward when considering a simple query such as hacker or “evil cybercriminal,”
things can get terribly confusing when you string together a bunch of ANDs and ORs
and NOT5s. To help alleviate this confusion, don’t think of the query as anything more
than a sentence read from left to right. Forget all that order of operations stuft you learned
in high school algebra. For our purposes, an AND is weighed equally with an OR, which
is weighed as equally as an advanced operator. These factors may affect the rank or order
in which the search results appear on the page, but have no bearing on how Google han-
dles the search query.

Let’s take a look at a very complex example, the exact mechanics of which we will dis-
cuss in Chapter 2:

intext:password | passcode intext:username | userid | user filetype:csv

This example uses advanced operators combined with the OR Boolean to create a
query that reads like a sentence written as a polite request. The request reads, “Locate all
pages that have either password or passcode in the text of the document. From those pages,
show me only the pages that contain either the words username, userid, or user in the text of
the document. From those pages, only show me documents that are CSV files.” Google
doesn’t get confused by the fact that technically those OR symbols break up the query into
all sorts of possible interpretations. Google isn’t bothered by the fact that from an algebraic
standpoint, your query is syntactically wrong. For the purposes of learning how to create
queries, all we need to remember is that Google reads our query from left to right.

Google’s cut-and-dried approach to combining Boolean operators is still very confusing
to the reader. Fortunately, Google is not oftended (or affected by) parenthesis. The previous
query can also be submitted as

intext: (password | passcode) intext:(username | userid | user) filetype:csv

This query is infinitely more readable for us humans, and it produces exactly the same
results as the more confusing query that lacked parentheses.

Search Reduction

To achieve the most relevant results, you’ll often need to narrow your search by moditying
the search query. Although Google tends to provide very relevant results for most basic
searches, we will begin looking at fairly complex searches aimed at locating a very narrow
subset of Web sites. The vast majority of this book focuses on search reduction techniques
and suggestions, but it’s important that you at least understand the basics of search reduction.
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As a simple example, we’ll take a look at GNU Zebra, free software that manages
Transmission Control Protocol (TCP)/Internet Protocol (IP)-based routing protocols. GNU
Zebra uses a file called zebra.conf to store configuration settings, including interface informa-

tion and passwords. After downloading the latest version of Zebra from the Web, we learn
that the included zebra.conf.sample file looks like this:

! -*- zebra -*-

!

! zebra sample configuration file
!

! $Id: zebra.conf.sample,v 1.14
!

hostname Router

password zebra

enable password zebra

!

! Interface's description.

!

linterface lo

! description test of desc.

!

linterface sit0

! multicast

! Static default route sample.

1999/02/19 17:26:38 developer Exp $

lip route 0.0.0.0/0 203.181.89.241

!log file zebra.log

To attempt to locate these files with Google, we might try a simple search such as:

"1 Interface's description. "

This is considered the base search. Base searches should be as unique as possible in order to

get as close to our desired results as possible, remembering the old adage “Garbage in,

garbage out.” Starting with a poor base search completely negates all the hard work you’ll

put into reduction. Our base search is unique not only because we have focused on the

words Interface’s and description, but we have also included the exclamation mark, the spaces,

and the period following the phrase as part of our search. This is the exact syntax that the
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configuration file itself uses, so this seems like a very good place to start. However, Google
takes some liberties with this search query, making the results less than adequate, as shown in
Figure 1.14.

Figure 1.14 Dealing with a Base Search
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These results aren’t bad at all, and the query is relatively simple, but we started out
looking for zebra.conf files. So let’s add this to our search to help narrow the results. This
makes our next query:

"! Interface's description. " zebra.conf

As Figure 1.15 shows, the results are slightly different, but not necessarily better.

For starters, the seattlewireless hit we had in our first search is missing. This was a valid
hit, but because the configuration file was not named zebra.conf (it was named
ZebraConfig) our “improved” search doesn’t see it. This is a great lesson to learn about
search reduction: don’t reduce your way past valid results.
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Figure 1.15 Search Reduction in Action
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Notice that the third hit in Figure 1.15 references zebra.conf.sample. These sample files
may clutter valid results, so we’ll add to our existing query, reducing hits that contain this
phrase. This makes our new query

"l Interface's description. " -"zebra.conf.sample"

However, it helps to step into the shoes of the software’s users for just a moment.
Software installations like this one often ship with a sample configuration file to help guide
the process of setting up a custom configuration. Most users will simply edit this file,
changing only the settings that need to be changed for their environments, saving the file
not as a .sample file but as a .conf file. In this situation, the user could have a live configura-
tion file with the term zebra.conf.sample still in place. Reduction based on this term may
remove valid configuration files created in this manner.

There’s another reduction angle. Notice that our zebra.conf.sample file contained the term
hostname Router. This is most likely one of the settings that a user will change, although we’re
making an assumption that his machine is not named Router. This is less a gamble than
reducing based on zebra.conf.sample, however. Adding the reduction term “hostname Router”
to our query brings our results number down and reduces our hits on potential sample files,
all without sacrificing potential live hits.

Although it’s certainly possible to keep reducing, often it’s enough to make just a few
minor reductions that can be validated by eye than to spend too much time coming up with

21



22

Chapter 1 » Google Search Basics

the perfect search reduction. Our final (that’s four qualifiers for just one word!) query
becomes:

"I Interface's description. " -"hostname Router"
This is not the best query for locating these files, but it’s good enough to give you an

idea about how search reduction works. As we’ll see in Chapter 2, advanced operators will
get us even closer to that perfect query!

Underground Googling...

Bad Form on Purpose

In some cases, there's nothing wrong with using poor Google syntax in a search. If
Google safely ignores part of a human-friendly query, leave it alone. The human
readers will thank you!

Working With Google URLs

Advanced Google users begin testing advanced queries right from the Web interface’s search
field, refining queries until they are just right. Every Google query can be represented with a
URL that points to the results page. Google’s results pages are not static pages. They are
dynamic and are created “on the fly” when you click the Search button or activate a URL
that links to a results page. Submitting a search through the Web interface takes you to a
results page that can be represented by a single URL. For example, consider the query ihack-
stuff. Once you enter this query, you are whisked away to a URL similar to the following:

www.google.com/search?g=ihackstuff

If you bookmark this URL and return to it later or simply enter the URL into your
browser’s address bar, Google will reprocess your search for ihackstuff and display the results.
This URL then becomes not only an active connection to a list of results, it also serves as a
nice, compact sort of shorthand for a Google query. Any experienced Google searcher can
take a look at this URL and realize the search subject. This URL can also be modified fairly
easily. By changing the word ihackstuff to iwritestuff, the Google query is changed to find the
term iwritestuff. This simple example illustrates the usefulness of the Google URL for
advanced searching. A quick modification of the URL can make changes happen fast!
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Underground Googling...

Uncomplicating URL Construction

The only URL parameter that is required in most cases is a query (the g parameter),
making the simplest Google URL www.google.com/search?q=google.

URL Syntax

To fully understand the power of the URL, we need to understand the syntax. The first part
of the URL, www.google.com/search, is the location of Google’s search script. I refer to this
URL, as well as the question mark that follows it, as the base, or starting URL. Browsing to
this URL presents you with a nice, blank search page. The question mark after the word
search indicates that parameters are about to be passed into the search script. Parameters are
options that instruct the search script to actually do something. Parameters are separated by
the ampersand (&) and consist of a variable followed by the equal sign (=) followed by the
value that the variable should be set to. The basic syntax will look something like this:

www.google.com/search?variablel=value&variable2=value

This URL contains very simple characters. More complex URL’s will contain special
characters, which must be represented with hex code equivalents. Let’s take a second to talk
about hex encoding.

Special Characters

Hex encoding is definitely geek stuft, but sooner or later you may need to include a special
character in your search URL. When that time comes, it’s best to just let your browser help
you out. Most modern browsers will adjust a typed URL, replacing special characters and
spaces with hex-encoded equivalents. If your browser supports this behavior, your job of
URL construction is that much easier. Try this simple test. Type the following URL in your
browser’s address bar, making sure to use spaces between i, hack, and stuff:

www.google.com/search?g="1 hack stuff"
If your browser supports this auto-correcting feature, after you press Enter in the address

bar, the URL should be corrected to www.google.com/search?q="1%20hack%20stuft” or
something similar. Notice that the spaces were changed to %20.The percent sign indicates
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that the next two digits are the hexadecimal value of the space character, 20. Some browsers
will take the conversion one step further, changing the double-quotes to %22 as well.

If your browser refuses to convert those spaces, the query will not work as expected.
There may be a setting in your browser to modify this behavior, but if not, do yourself a
favor and use a modern browser. Internet Explorer, Firefox, Safari, and Opera are all excel-
lent choices.

Underground Googling...

Quick Hex Conversions

To quickly determine hex codes for a character, you can run an American Standard
Code for Information Interchange (ASCII) from a UNIX or Linux machine, or Google for
the term “ascii table.”

Putting the Pieces Together

Google search URL construction is like putting together Legos. You start with a URL and
you modify it as needed to achieve varying search results. Many times your base URL will
come from a search you submitted via the Google Web interface. If you need some added
parameters, you can add them directly to the base URL in any order. If you need to modify
parameters in your search, you can change the value of the parameter and resubmit your
search. If you need to remove a parameter, you can delete that entire parameter from the
URL and resubmit your search. This process is especially easy if you are modifying the URL
directly in your browser’s address bar. You simply make changes to the URL and press Enter.
The browser will automatically fetch the address and take you to an updated search page.
You could achieve similar results by poking around Google’s advanced search page
(www.google.com/advanced_search, shown in Figure 1.16) and by setting various prefer-
ences, as discussed earlier, but ultimately most advanced users find it faster and easier to
make quick search adjustments directly through URL modification.
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Figure 1.16 Using Google’s Advanced Search Page
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A Google search URL can contain many different parameters. Depending on the

options you selected and the search terms you provided, you will see some or all of the vari-

ables listed in Table 1.2. These parameters can be added or modified as needed to change

your search criteria.

Table 1.2 Google’s Search Parameters

Variable Value Description

goras_q The search query The search query.

as_eq A search term These terms will be excluded from
the search.

start 0 to the max number Used to display pages of results.

num maxResults

filter

restrict

of hits

1 to 100

Oor1

restrict code

Result 0 is the first result on the first
page of results.

The number of results per page (max
100).

If filter is set to 0, show potentially
duplicate results.

Restrict results to a specific country.

Continued
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Table 1.2 continued Google’s Search Parameters

Variable

Value

Description

hi

Ir
ie
oe

as_epq

as_ft
as_filetype

as_qdr

as_nlo
as_nhi

as_oq
as_occt

as_dt

as_sitesearch

language code

language code
UTF-8
UTF-8

a search phrase

i = include file type
e = exclude file type

a file extension

all - all results
m3 = 3 months
m6 = 6 months
y = past year

low number
high number

a list of words

any = anywhere

title = title of page
body = text of page
url = in the page URL

links = in links to the page
i = only include site or

domain

e = exclude site or domain

domain or site

This parameter describes the lan-
guage Google uses when displaying
results. This should be set to your
native tongue. Located Web pages
are not translated.

Language restrict. Only display
pages written in this language.

The input encoding of Web searches.
Google suggests UTF-8.

The output encoding of Web
searches. Google suggests UTF-8.

The value is submitted as an exact
phrase. This negates the need to sur-
round the phrase with quotes.

Include or exclude the file type
indicated by as_filetype.

Include or exclude this file type as
indicated by the value of as_ft.

Locate pages updated within the
specified timeframe.

Find numbers between as_nlo and
as_nhi.

Find numbers between as_nlo and
as_nhi.

Find at least one of these words.

Find search term in a specific
location.

Include or exclude searches from the
domain specified by as_sitesearch.

Include or exclude this domain or
site as specified by as_dt.

Continued
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Table 1.2 continued Google’s Search Parameters

Variable Value Description
safe active = enable SafeSearch Enable or disable SafeSearch.
images = disable
SafeSearch
as_rq URL Locate pages similar to this URL.
as_lq URL Locate pages that link to this URL.
rights cCc_* Locate pages with specific usage

rights (public, commercial, non-com-
mercial, and so on)

Some parameters accept a language restrict (Ir) code as a value. The Ir value instructs

Google to only return pages written in a specific language. For example, lr=lang_ar only

returns pages written in Arabic. Table 1.3 lists all the values available for the Ir field:

Table 1.3 Language Restrict Codes

Ir Language code Language

lang_ar Arabic

lang_hy Armenian

lang_bg Bulgarian

lang_ca Catalan

lang_zh-CN Chinese (Simplified)
lang_zh-TW Chinese (Traditional)
lang_hr Croatian

lang_cs Czech

lang_da Danish

lang_nl Dutch

lang_en English

lang_eo Esperanto

lang_et Estonian

lang_fi Finnish

lang_fr French

lang_de German

lang_el Greek

lang_iw Hebrew

Continued
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Table 1.3 continued Language Restrict Codes

Ir Language code Language

lang_hu Hungarian
lang_is Icelandic
lang_id Indonesian
lang_it Italian
lang_ja Japanese
lang_ko Korean
lang_Iv Latvian
lang_lIt Lithuanian
lang_no Norwegian
lang_fa Persian
lang_pl Polish
lang_pt Portuguese
lang_ro Romanian
lang_ru Russian
lang_sr Serbian
lang_sk Slovak
lang_sl Slovenian
lang_es Spanish
lang_sv Swedish
lang_th Thai
lang_tr Turkish
lang_uk Ukrainian
lang_vi Viethamese

The hl variable changes the language of Google’s messages and links. This is not the
same as the [r variable, which restricts our results to pages written in a specific language, nor
is it like the translation service, which translates a page from one language to another.

Figure 1.17 shows the results of a search for the word food with an hl variable set to DA
(Danish). Notice that Google’s messages and links are in Danish, whereas the search results are
written in English. We have not asked Google to restrict or modify our search in any way.
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Figure 1.17 Using the h/ Variable
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To understand the contrast between hl and Ir, consider the food search resubmitted as an
Ir search, as shown in Figure 1.18. Notice that our URL is diftferent: There are now far fewer
results, the search results are written in Danish, Google added a Search Danish pages button,
and Google’s messages and links are written in English. Unlike the hl option (Table 1.4 lists
the values for the Al field), the Ir option changes our search results. We have asked Google to

return only pages written in Danish.

Figure 1.18 Using Language Restrict
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Table 1.4 h1 Language Field Values

hl Language Code Language
af Afrikaans
sq Albanian
am Ambharic

ar Arabic

hy Armenian
az Azerbaijani
eu Basque

be Belarusian
bn Bengali

bh Bihari
xx-bork Bork, bork, bork!
bs Bosnian

br Breton

bg Bulgarian
km Cambodian
ca Catalan
zh-CN Chinese (Simplified)
zh-TW Chinese (Traditional)
co Corsican

hr Croatian

cs Czech

da Danish

nl Dutch
xx-elmer Elmer Fudd
en selected English

€o Esperanto
et Estonian

fo Faroese

tl Filipino

fi Finnish

fr French

fy Frisian

Continued
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hl Language Code Language
al Galician
ka Georgian
de German

el Greek

gn Guarani
gqu Gujarati
xx-hacker Hacker

iw Hebrew

hi Hindi

hu Hungarian
is Icelandic
id Indonesian
ia Interlingua
ga Irish

it Italian

ja Japanese
jw Javanese
kn Kannada
kk Kazakh
xx-klingon Klingon
ko Korean

ku Kurdish

ky Kyrgyz

lo Laothian
la Latin

Iv Latvian

In Lingala

It Lithuanian
mk Macedonian
ms Malay

ml Malayalam
mt Maltese

Continued
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Table 1.4 continued h7 Language Field Values

hl Language Code Language

mr Marathi

mo Moldavian

mn Mongolian

ne Nepali

no Norwegian

nn Norwegian (Nynorsk)
oc Occitan

or Oriya

ps Pashto

fa Persian
xx-piglatin Pig Latin

pl Polish

pt-BR Portuguese (Brazil)
pt-PT Portuguese (Portugal)
pa Punjabi

qu Quechua

ro Romanian

rm Romansh

ru Russian

gd Scots Gaelic

sr Serbian

sh Serbo-Croatian
st Sesotho

sn Shona

sd Sindhi

Si Sinhalese

sk Slovak

sl Slovenian

SO Somali

es Spanish

su Sundanese

SW Swabhili

Continued
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hl Language Code Language
sV Swedish
tg Tajik

ta Tamil

tt Tatar

te Telugu

th Thai

ti Tigrinya
to Tonga

tr Turkish

tk Turkmen
tw Twi

ug Uighur
uk Ukrainian
ur Urdu

uz Uzbek

vi Vietnamese
cy Welsh

xh Xhosa

yi Yiddish
yo Yoruba
zu Zulu

Underground Googling...

Sticky Subject

The hl value is sticky! This means that if you change this value in your URL, it sticks for
future searches. The best way to change it back is through Google preferences or by
changing the h/ code directly inside the URL.
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The restrict variable is easily confused with the Ir variable, since it restricts your search to
a particular language. However, restrict has nothing to do with language. This variable gives
you the ability to restrict your search results to one or more countries, determined by the
top-level domain name (.us, for example) and/or by geographic location of the server’s IP
address. If you think this smells somewhat inexact, you're right. Although inexact, this vari-
able works amazingly well. Consider a search for people in which we restrict our results to JP
(Japan), as shown in Figure 1.19. Our URL has changed to include the restrict value (shown
in Table 1.5), but notice that the second hit is from www.unu.edu, the location of which is
unknown. As our sidebar reveals, the host does in fact appear to be located in Japan.

Figure 1.19 Using restrict to Narrow Results

r =)
B 00 people - Google Search i
' + | A hup:/ fwww.google.com/search?restrict=country)P&hl=en&q=people = Q- Coogle ] |

Web Images Video MNews Maps Gmail more v Sign in

0 . e F % Advanced Search
ng people |_Search | Briarances
Web Results 1 - 10 of abeut 2,660,000 for people [definition]. (0.14 seconds)
PK Homepage Sponsored Links

www.korea-np.co.jp/pk/ - 1k - Cached

People
Find People Easily and Free. Then

See Who's Been Locking For You!
WWW.reunion.com

People, Land Management and Ecosystem Conservation (PLEC
Sustainable and participatory approaches to conservation of agricultural biodiversity
within smallholder farmers' agricultural systems, and in participation ...
www.unu.edu'enviplec/ - 11k - Cached

People.
i i 4 Get Current Address and Phone, Find
People's Finance Corporation Anyone in the USA. Search Free.

A guasi-government lender to small businesses, students, and others without
access to traditional credit.
www.kokukin.go.jp/pfeelindexe.html - 12k - Cached

www.PeopleFinders.com

rFLasH) www.brl.ntt.co.jp/pecple/haraffly. swf
File Format: Shockwave Flash

Fo R

Display a menu
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Underground Googling...

How Google Owns the Continents

It's easy to get a relative idea of where a host is located geographically. Here's
how host and whois can be used to figure out where www.unu.edu is located:
wh0Op:~# host www.unu.edu
www.unu.edu has address 202.253.138.42

whOOp:~# whois 202.253.138.42

role: Japan Network Information Center

address: Kokusai-Kougyou-Kanda Bldg 6F, 2-3-4 Uchi-Kanda
address: Chiyoda-ku, Tokyo 101-0047, Japan

country: Jp

phone: +81-3-5297-2311

fax-no: +81-3-5297-2312

Table 1.5 restrict Field Values

Country Restrict Code
Andorra countryAD
United Arab Emirates countryAE
Afghanistan countryAF
Antigua and Barbuda countryAG
Anguilla countryAl
Albania countryAL
Armenia countryAM
Netherlands Antilles countryAN
Angola countryAO
Antarctica countryAQ
Argentina countryAR
American Samoa countryAS
Austria countryAT

Continued
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Table 1.5 continued restrict Field Values

Country Restrict Code
Australia countryAU
Aruba countryAW
Azerbaijan countryAZ
Bosnia and Herzegowina countryBA
Barbados countryBB
Bangladesh countryBD
Belgium countryBE
Burkina Faso countryBF
Bulgaria countryBG
Bahrain countryBH
Burundi countryBl
Benin countryBJ
Bermuda countryBM
Brunei Darussalam countryBN
Bolivia countryBO
Brazil countryBR
Bahamas countryBS
Bhutan countryBT
Bouvet Island countryBV
Botswana countryBW
Belarus countryBY
Belize countryBZ
Canada countryCA
Cocos (Keeling) Islands countryCC
Congo, The Democratic Republic of the countryCD
Central African Republic countryCF
Congo countryCG
Burundi countryBl
Benin countryBJ
Bermuda countryBM
Brunei Darussalam countryBN
Bolivia countryBO

Continued



Table 1.5 continued restrict Field Values

Country Restrict Code
Brazil countryBR
Bahamas countryBS
Bhutan countryBT
Bouvet Island countryBV
Botswana countryBW
Belarus countryBY
Belize countryBZ
Canada countryCA
Cocos (Keeling) Islands countryCC
Congo, The Democratic Republic of the countryCD
Central African Republic countryCF
Congo countryCG
Switzerland countryCH
Cote D’ivoire countrydCl
Cook Islands countryCK
Chile countryCL
Cameroon countryCM
China countryCN
Colombia countryCO
Costa Rica countryCR
Cuba countryCU
Cape Verde countryCV
Christmas Island countryCX
Cyprus countryCY
Czech Repubilic countryCZ
Germany countryDE
Djibouti countryDJ
Denmark countryDK
Dominica countryDM
Dominican Republic countryDO
Algeria countryDZ
Ecuador countryEC

Google Search Basics * Chapter 1
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Table 1.5 continued restrict Field Values

Country Restrict Code
Estonia countryEE
Egypt countryEG
Western Sahara countryEH
Eritrea countryER
Spain countryES
Ethiopia countryET
European Union countryEU
Finland countryFl
Fiji countryFJ
Falkland Islands (Malvinas) countryFK
Micronesia, Federated States of countryFM
Faroe Islands countryFO
France countryFR
France, Metropolitan countryFX
Gabon countryGA
United Kingdom countryUK
Grenada countryGD
Georgia countryGE
French Quiana countryGF
Ghana countryGH
Gibraltar countryGl
Greenland countryGL
Gambia countryGM
Guinea countryGN
Guadeloupe countryGP
Equatorial Guinea countryGQ
Greece countryGR
South Georgia and the South countryGS
Sandwich Islands

Guatemala countryGT
Guam countryGU

Guinea-Bissau

countryGW




Table 1.5 continued restrict Field Values

Country Restrict Code
Guyana countryGY
Hong Kong countryHK
Heard and Mc Donald Islands countryHM
Honduras countryHN
Croatia (local name: Hrvatska) countryHR
Haiti countryHT
Hungary countryHU
Indonesia countrylD
Ireland countrylE
Israel countrylL
India countryIN
British Indian Ocean Territory countrylO
Iraq countrylQ
Iran (Islamic Republic of) countrylR
Iceland countrylS
Italy countrylT
Jamaica countryJM
Jordan countryJO
Japan countrylJP
Kenya countryKE
Kyrgyzstan countryKG
Cambodia countrykKH
Kiribati countryKI
Comoros countryKM
Saint Kitts and Nevis countryKN
Korea, Democratic People’s countryKP
Republic of

Korea, Republic of countryKR
Kuwait countryKW
Cayman Islands countryKY
Kazakhstan countryKZ
Lao People’s Democratic Republic countryLA

Google Search Basics * Chapter 1



40

Chapter 1 » Google Search Basics

Table 1.5 continued restrict Field Values

Country Restrict Code
Lebanon countryLB
Saint Lucia countryLC
Liechtenstein countryLl
Sri Lanka countryLK
Liberia countryLR
Lesotho countryLS
Lithuania countryLT
Luxembourg countryLU
Latvia countryLV
Libyan Arab Jamahiriya countryLY
Morocco countryMA
Monaco countryMC
Moldova countryMD
Madagascar countryMG
Marshall Islands countryMH
Macedonia, The Former Yugoslav countryMK
Republic of

Mali countryML
Myanmar countryMM
Mongolia countryMN
Macau countryMO
Northern Mariana Islands countryMP
Martinique countryMQ
Mauritania countryMR
Montserrat countryMS
Malta countryMT
Mauritius countryMU
Maldives countryMV
Malawi countryMwW
Mexico countryMX
Malaysia countryMyY
Mozambique countryMZ




Table 1.5 continued restrict Field Values
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Country Restrict Code
Namibia countryNA
New Caledonia countryNC
Niger countryNE
Norfolk Island countryNF
Nigeria countryNG
Nicaragua countryNI
Netherlands countryNL
Norway countryNO
Nepal countryNP
Nauru countryNR
Niue countryNU
New Zealand countryNZ
Oman countryOM
Panama countryPA
Peru countryPE
French Polynesia countryPF
Papua New Guinea countryPG
Philippines countryPH
Pakistan countryPK
Poland countryPL
St. Pierre and Miquelon countryPM
Pitcairn countryPN
Puerto Rico countryPR
Palestine countryPS
Portugal countryPT
Palau countryPW
Paraguay countryPY
Qatar countryQA
Reunion countryRE
Romania countryRO
Russian Federation countryRU
Rwanda countryRW

Continued
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Table 1.5 continued restrict Field Values

Country Restrict Code
Saudi Arabia countrySA
Solomon Islands countrySB
Seychelles countrySC
Sudan countrySD
Sweden countrySE
Singapore countrySG
St. Helena countrySH
Slovenia countrysSl
Svalbard and Jan Mayen Islands countryS)
Slovakia (Slovak Republic) countrySK
Sierra Leone countrySL
San Marino countrySM
Senegal countrySN
Somalia countrySO
Suriname countrySR
Sao Tome and Principe countryST
El Salvador countrySV
Syria countrySY
Swaziland countrySZ
Turks and Caicos Islands countryTC
Chad countryTD
French Southern Territories countryTF
Togo countryTG
Thailand countryTH
Tajikistan countryT)J
Tokelau countryTK
Turkmenistan countryTM
Tunisia countryTN
Tonga countryTO
East Timor countryTP
Turkey countryTR
Trinidad and Tobago countryTT

Continued



Table 1.5 continued restrict Field Values

Country Restrict Code
Tuvalu countryTV
Taiwan countryTW
Tanzania countryTZ
Ukraine countryUA
Uganda countryUG
United States Minor Outlying Islands  countryUM
United States countryUs
Uruguay countryuUy
Uzbekistan countryUz
Holy See (Vatican City State) countryVA
Saint Vincent and the Grenadines countryVC
Venezuela countryVE
Virgin Islands (British) countryVG
Virgin Islands (U.S.) countryVI
Vietnam countryVN
Vanuatu countryVU
Wallis and Futuna Islands countryWF
Samoa countryWs
Yemen countryYE
Mayotte countryYT
Yugoslavia countryYU
South Africa countryZA
Zambia countryZM
Zaire countryZR

Google Search Basics * Chapter 1



44

Chapter 1 » Google Search Basics

Summary

Google is deceptively simple in appearance, but offers many powerful options that provide
the groundwork for powerful searches. Many different types of content can be searched,
including Web pages, message groups such as USENET, images, video, and more. Beginners
to Google searching are encouraged to use the Google-provided forms for searching, paying
close attention to the messages and warnings Google provides about syntax. Boolean opera-
tors such as OR and NOT are available through the use of the minus sign and the word OR
(or the | symbol), respectively, whereas the AND operator is ignored, since Google automat-
ically includes all terms in a search. Advanced search options are available through the
Advanced Search page, which allows users to narrow search results quickly. Advanced
Google users narrow their searches through customized queries and a healthy dose of expe-
rience and good old common sense.

Solutions Fast Track

Exploring Google’s Web-based Interface
M There are several distinct Google search areas (including Web, group, video, and
image searches), each with distinct searching characteristics and results pages.

M The Web search page, the heart and soul of Google, is simple, streamlined, and
powerful, enabling even the most advanced searches.

M A Google Groups search allows you to search all past and present newsgroup posts.

&

The Image search feature allows you to search for nearly a billion graphics by
keyword.

M Google’s preferences and language tools enable search customization, translation
services, language-specific searches, and much more.

Building Google Queries

M Google query building is a process that includes determining a solid base search
and expanding or reducing that search to achieve the desired results.

M Always remember the “golden rules” of Google searching. These basic premises
serve as the foundation for a successful search.

M Used properly, Boolean operators and special characters help expand or reduce
searches. They can also help clarify a search for fellow humans who might read
your queries later on.



Google Search Basics * Chapter 1

Working With Google URLs

4]

]

4]

Once a Google query has been submitted, you are whisked away to the Google
results page, the URL of which can be used to modify a search or recall it later.

Although there are many different variables that can be set in a Google search
URL, the only one that is really required is the ¢, or query, variable.

Some advanced search options, such as as_qdr (date-restricted search by month),
cannot be easily set anywhere besides the URL.

Links to Sites

]

N N H A A~

www.google.com This is the main Google Web page, the entry point for most
searches.

http://groups.google.com The Google Groups Web page.
http://images.google.com/ Search Google for images and graphics.
http://video.google.com Search Google for video files.
www.google.com/language_tools Various language and translation options.
www.google.com/advanced_search The advanced search form.

www.google.com/preferences The Preferences page, which allows you to set
options such as interface language, search language, SafeSearch filtering, and
number of results per page.
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book, are
designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To have
your questions about this chapter answered by the author, browse to www.
syngress.com/solutions and click on the “Ask the Author” form.

Q: Some people like using nifty toolbars. Where can I find information about Google tool-
bars?

A: Ask Google. Seriously, if you aren’t already in the habit of simply asking Google when
you have a Google-related question, you should get in that habit. Google can almost
always provide an answer if you can figure out the query.

Here’ a list of some popular Google search tools:

Platform Tool Location

Mac Google Notifier, Google www.google.com/mac.html
Desktop, Google Sketchup

PC Google Pack (includes IE & www.google.com/tools

Firefox toolbars, Google
Desktop and more)

Mozilla Browser Googlebar http://googlebar.mozdev.org/
Firefox, Internet Groowe multi-engine Toolbar www.groowe.com/
Explorer

Q: Are there any techniques I can use to learn how to build Google URL%?

A: Yes.There are a few ways. First, submit basic queries through the Web interface and look
at the URL that’s generated when you submit the search. From the search results page,
modify the query slightly and look at how the URL changes when you submit it. This
boils down to “do it, watch what it does then do it again.” The second way involves
using “query builder” programs that present a graphical interface, which allows you to
select the search options you want, building a Google URL as you navigate through the
interface. Keep an eye on the search engine hacking forums at http://johnny.thackstuft.
com, specifically the “coders corner” where users discuss programs that perform this type
of functionality.
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Q: What’s better? Using Google’s interface, using toolbars, or writing URLs?

A: 1t’s not fair to claim that any one technique is better than the others. It boils down to
personal preference, and many advanced Google users use each of these techniques in
different ways. Many lengthy Google sessions begin as a simple query typed into the
www.google.com Web interface. Depending on the narrowing process, it may be easier
to add or subtract from the query right in the search field. Other times, like in the case
of the daterange operator (covered in Chapter 2), it may be easier to add a quick as_gdr
parameter to the end of the URL. Toolbars excel at providing you quick access to a
Google search while you’re browsing another page. Most toolbars allow you to select
text on a page, right-click on the page and select “Google search” to submit the selected
text as a query to Google. Which technique you decide to use ultimately depends on
your tastes and the context in which you perform searches.
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Advanced Operators

Solutions in this chapter:

= Operator Syntax

= Introducing Google’s Advanced Operators
s  Combining Advanced Operators

m  Colliding Operators and Bad Search-Fu

m Links to Sites

M Summary
M Solutions Fast Track

M Frequently Asked Questions
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Introduction

Beyond the basic searching techniques explored in the previous chapter, Google offers spe-
cial terms known as advanced operators to help you perform more advanced queries. These
operators, used properly, can help you get to exactly the information you’re looking for
without spending too much time poring over page after page of search results. When
advanced operators are not provided in a query, Google will locate your search terms in any
area of the Web page, including the title, the text, the Uniform Resource Locator (URL), or
the like. We take a look at the following advanced operators in this chapter:

m  utitle, allintitle

inurl, allinurl

filetype

B allintext

B ife
m [ink
B inanchor

m daterange

B cache
® info
B elated

®m phonebook
® yphonebook
m bphonebook

m author
® group
® msgid

m jusubject
B stocks

B define
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Operator Syntax

Advanced operators are additions to a query designed to narrow down the search results.

Although they re relatively easy to use, they have a fairly rigid syntax that must be followed.

The basic syntax of an advanced operator is operator:search_term. When using advanced opera-

tors, keep in mind the following:

There is no space between the operator, the colon, and the search term. Violating
this syntax can produce undesired results and will keep Google from understanding
what it is you're trying to do. In most cases, Google will treat a syntactically bad
advanced operator as just another search term. For example, providing the advanced
operator intitle without a following colon and search term will cause Google to
return pages that contain the word intitle.

The search term portion of an operator search follows the syntax discussed in the
previous chapter. For example, a search term can be a single word or a phrase sur-
rounded by quotes. If you use a phrase, just make sure there are no spaces between
the operator, the colon, and the first quote of the phrase.

Boolean operators and special characters (such as OR and +) can still be applied to
advanced operator queries, but be sure they don’t get in the way of the separating
colon.

Advanced operators can be combined in a single query as long as you honor both
the basic Google query syntax as well as the advanced operator syntax. Some
advanced operators combine better than others, and some simply cannot be com-
bined. We will take a look at these limitations later in this chapter.

The ALL operators (the operators beginning with the word ALL) are oddballs.
They are generally used once per query and cannot be mixed with other operators.

Examples of valid queries that use advanced operators include these:

intitle:Google This query will return pages that have the word Google in their
title.

intitle: “index of”” This query will return pages that have the phrase index of in
their title. Remember from the previous chapter that this query could also be given
as intitle:index.of, since the period serves as any character. This technique also makes
it easy to supply a phrase without having to type the spaces and the quotation
marks around the phrase.

intitle: “index of”’ private This query will return pages that have the phrase index of
in their title and also have the word private anywhere in the page, including in the
URL, the title, the text, and so on. Notice that intitle only applies to the phrase
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index of and not the word private, since the first unquoted space follows the phrase
index of. Google interprets that space as the end of your advanced operator search
term and continues processing the rest of the query.

m  intitle: “‘index of’ “backup files’> This query will return pages that have the phrase
index of in their title and the phrase backup files anywhere in the page, including
the URL, the title, the text, and so on. Again, notice that intitle only applies to the
phrase index of.

Troubleshooting Your Syntax

Before we jump head first into the advanced operators, let’s talk about troubleshooting the
inevitable syntax errors you’ll run into when using these operators. Google is kind enough
to tell you when you’ve made a mistake, as shown in Figure 2.1.

Figure 2.1 Google's Helpful Error Messages

rﬁ B8 GCoogle Search: google i
' <4 P @ |G http:/ /www.google.com/search’g=googledas_gdr=3m ~ Q- '

Web Images Groups News Froogle more s

" | 'rS h" Advanced Saamhm
OL)S e gocgle 2earch | Braferences

The date restriction was dropped from your search because it is not
supported for this type of search.

Web Results 1 - 10 of about 61,200,000 over the for google. (0.42 seconds) .
L

f‘ ——————————————————————————————————— = ERES
Gu to “http:/ fwww.google.com/fadvanced_search?q=google&hi=en&ir=&ie=UTF-8&as_gdr=3m" =

In this example, we tried to give Google an invalid option to the as_qgdr variable in the
URL. (The correct syntax would be as_qgdr=m3, as we’ll see in a moment.) Google’s search
result page listed right at the top that there was some sort of problem. These messages are
often the key to unraveling errors in either your query string or your URL, so keep an eye
on the top of the results page. We’ve found that it’s easy to overlook this spot on the results
page, since we normally scroll past it to get down to the results.

Sometimes, however, Google is less helpful, returning a blank results page with no error
text, as shown in Figure 2.2.
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Figure 2.2 Google’s Blank Error Message

B ——— \
i B 068 allintitle:food inurl:food - Google Search -
B a» + | @ http:/ fwww.google.com/search?hl=en&g=allintitle®3 = Q- Coogle D
L - Jlef+] |
Web [mages Video MNews Maps Gmail more ¥ Sign in
GO l,)gle allintitle:food inurl:food ("search w
©2007 Google - Google Home - Advertising Programs - Business Solutions - About Google
Display a menu 2

Fortunately, this type of problem is easy to resolve once you understand what’s going on.
In this case, we simply abused the allintitle operator. Most of the operators that begin with all
do not mix well with other operators, like the inurl operator we provided. This search got
Google all confused, and it coughed up a blank page.

Notes from the Underground...

But That's What | Wanted!

As you grom in your Google-Fu, you will undoubtedly want to perform a search that
Google's syntax doesn’t allow. When this happens, you’ll have to find other ways to
tackle the problem. For now though, take the easy route and play by Google’s rules.

Introducing Google’s Advanced Operators

Google’s advanced operators are very versatile, but not all operators can be used everywhere,
as we saw in the previous example. Some operators can only be used in performing a Web
search, and others can only be used in a Groups search. Refer to Table 2.3, which lists these
distinctions. If you have trouble remembering these rules, keep an eye on the results line
near the top of the page. If Google picks up on your bad syntax, an error message will be
displayed, letting you know what you did wrong. Sometimes, however, Google will not pick
up on your bad form and will try to perform the search anyway. If this happens, keep an eye
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on the search results page, specifically the words Google shows in bold within the search
results. These are the words Google interpreted as your search terms. If you see the word
intitle in bold, for example, you’ve probably made a mistake using the intitle operator.

Intitle and Allintitle: Search
Within the Title of a Page

From a technical standpoint, the title of a page can be described as the text that is found
within the TITLE tags of a Hypertext Markup Language (HTML) document. The title is
displayed at the top of most browsers when viewing a page, as shown in Figure 2.3. In the
context of Google groups, intitle will find the term in the title of the message post.

Figure 2.3 Web Page Title
FB A Syngress Publishing

| @ huep: / (www.syngress.com/ ~(Q- syngress {‘J'
S Y N G R E S S Welcnme!gm

Create an A
& Checkout

g

IT BOOKS AND CERTIFICATION SOFTWARE

_/ Home ) Microsoft Yy CiscofBrocade Yy Security % NET " LEGO y Members’y Certificationy’

[ Catalog Menu | :] A
'l v
- 3 4k
Display a menu for “http: //www.syngress. com/marketing/security” 2

As shown in Figure 2.3, the title of the Web page is “Syngress Publishing.” It is impor-
tant to realize that some Web browsers will insert text into the title of a Web page, under
certain circumstances. For example, consider the same page shown in Figure 2.4, this time
captured before the page is actually finished loading.

Figure 2.4 Title Elements Injected by Browser

rﬁ &l Loading "Syngress Publishing” |
| R http: - . ~(Q- ! '
i [E B pif fwww.syngress.com/ Q- syngress [+ i
SYNGRESS woicome! L0

Create an A
o Checkout

]

IT BOOKS AND CERTIFICATION SOFTWARE
_/ Home YMicrosuft\\,n/fcisco’ElrocadaYSacurityY MET Y LEGO YMambarMertnﬁcatioh//_

Catalog Menu f :] 1

Loading “http: { fwww.syngress.com /", completed 10 of 22 items o
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This time, the title of the page is prepended with the word “Loading” and quotation
marks, which were inserted by the Safari browser. When using intitle, be sure to consider
what text is actually from the title and which text might have been inserted by the browser.

Title text is not limited, however, to the TITLE HTML tag. A Web page’s document
can be generated in any number of ways, and in some cases, a Web page might not even
have a title at all. The thing to remember is that the title is the text that appears at the top of
the Web page, and you can use intitle to locate text in that spot.

When using intitle, it’s important that you pay special attention to the syntax of the
search string, since the word or phrase following the word intitle is considered the search
phrase. Allintitle breaks this rule. Allintitle tells Google that every single word or phrase that
follows is to be found in the title of the page. For example, we just looked at the
intitle: “index of” “backup files” query as an example of an intitle search. In this query, the term
“backup files” 1s found not in the title of the second hit but rather in the text of the docu-
ment, as shown in Figure 2.5.

Figure 2.5 The Intitle Operator

FB a6 intitle:"index.of" "backup files" - Google Search ]
' E @ =+ ‘f\http:H'.-Mw.google.com!search?hl:en&q:'lmiile%3A9622i [ Q~ Google i
Web Images Video News Maps Gmail more ¥ Sign in
Go L)gle intitle:"index.of" "backup files" ("search ) W
Web Results 1 - 10 of about BEB for intitle:"index.of" "backup files". (0.07 seconds)

Index of /greenawald05/Backup Files

Index of /greenawald05/Backup Files. [ICO], Name - Last medified - Size - Description.
[DIR]. Parent Directory, -. [DIR], School/, 22-Oct-2001 13:39, -
www.students.sbc.edu/greenawald05/Backup%20Files/ - 2k - Cached - Similar pages

Facebook Mirror | Index of /pubflinux/kernel

You may want to remove the backup files (xxx~ or xxx.orig), and make sure that there are
no failed patches (xxx# or xxx.rej). If there are, either you or me ...
www.us.kemel.org/publ/linux/kernel/ - 18k - Jul 8, 2007 - Cached - Similar pages

R

Display a menu for “http:/ /www.google.com/webhp?hl=en”

If we were to modify this query to allintitle:”index of” “backup files” we would get a dif-
terent response from Google, as shown in Figure 2.6.
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Figure 2.6 Allintitle Results Compared

Figass R e >
i B 060 allintitle:"index.of" "backup files" - Google Search
' + | @ http://www.google.com/search?hl=en&g=allintitie%3A%2: * Q- Google
Web Images Video MNews Maps Gmail more ¥ Sign in
GO ngle allintitle:"index.of* "backup files” (" searcn ) w
Web Results 1 - 10 of about 55 for allintitle:"index.of" "backup files". (0.11 seconds)

Index of /greenawald05/Backup Files

Index of /greenawald05/Backup Files. [ICO], Name - Last medified - Size - Description. [DIR],
Parent Directory, -. [DIR], School/, 22-Oct-2001 13:39, -
www.students.sbc.edu/greenawald05/Backup%20Files/ - 2k - Cached - Similar pages

Index of /greenawald05/Backup Files/School

Parent Directory, -. Chem Lab/, 22-Oct-2001 13:41, -. Creativity Seminar/, 16-Nov-2001 13:05,
-. FYS/, 16-Nov-2001 13:24, -

www.students.sbc.edu/greenawald05/ Backup% 20Files/School/ - 2k - Supplemental Result -
Cached - Similar pages

[ Mere results from www.students.sbc.edu ]

Index of /backupfiles to move/Favarites

Index of /backupffiles to move/Favorites. Name Last medified Size Description. [DIR] Parent
Directory 07-Apr-2006 21:08 - [DIR] Yahoo!/ 07-Apr-2006 21:08 -
www.fallwest.com/backup/files% 20to%20move/Favorites/ - 1k - Cached - Similar pages

Display a menu A

Now, every hit contains both “index of” and “backup files” in the title of each hit. Notice
also that the allintitle search is also more restrictive, returning only a fraction of the results as
the intitle search.

Notes from the Underground...

Google Highlighting

Google highlights search terms using multiple colors when you‘re viewing the cached
version of a page, and uses a bold typeface when displaying search terms on the
search results pages. Don't let this confuse you if the term is highlighted in a way
that's not consistent with your search syntax. Google highlights your search terms
everywhere they appear in the search results. You can also use Google's cache as a sort
of virtual highlighter. Experiment with modifying a Google cache URL. Locate your
search terms in the URL, and add words around your search terms. If you do it correctly
and those words are present, Google will highlight those new words on the page.
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Be wary of using the allintitle operator. It tends to be clumsy when it’s used with other
advanced operators and tends to break the query entirely, causing it to return no results. It’s
better to go overboard and use a bunch of intitle operators in a query than to screw it up
with allintitle’s funky conventions.

Allintext: Locate a
String Within the Text of a Page

The allintext operator is perhaps the simplest operator to use since it performs the function
that search engines are most known for: locating a term within the text of the page.
Although this advanced operator might seem too generic to be of any real use, it is handy
when you know that the text you’re looking for should only be found in the text of the page.
Using allintext can also serve as a type of shorthand for “find this string anywhere except in
the title, the URL, and links.” Since this operator starts with the word all, every search term
provided after the operator is considered part of the operator’s search query.

For this reason, the allintext operator should not be mixed with other advanced
operators.

Inurl and Allinurl: Finding Text in a URL

Having been exposed to the intitle operators, it might seem like a fairly simple task to start
throwing around the inurl operator with reckless abandon. I encourage such flights of
searching fancy, but first realize that a URL 1s a much more complicated beast than a simple
page title, and the workings of the inurl operator can be equally complex.

First, let’s talk about what a URL is. Short for Uniform Resource Locator, a URL is
simply the address of a Web page. The beginning of a URL consists of a protocol, followed
by ://, like the very common http:// or ftp://. Following the protocol is an address followed
by a pathname, all separated by forward slashes (/). Following the pathname comes an
optional filename. A common basic URL, like http://www.uriah.com/apple-qt/1984.html,
can be seen as several different components. The protocol, http, indicates that this is basically
a Web server. The server is located at www.uriah.com, and the requested file, 1984.html, is
found in the /apple-qt directory on the server. As we saw in the previous chapter, a Google
search can be conveyed as a URL, which can look something like
http://www.google.com/search?q=ihackstuft.

We've discussed the protocol, server, directory, and file pieces of the URL, but that last
part of our example URL, ?q=ihackstuff, bears a bit more examination. Explained simply, this
is a list of parameters that are being passed into the “search” program or file. Without going
into much more detail, simply understand that all this “stuff” is considered to be part of the
URL, which Google can be instructed to search with the inurl and allinurl operators.

So far this doesn’t seem much more complex than dealing with the intitle operator, but
there are a few complications. First, Google can’t effectively search the protocol portion of
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the URL—http://, for example. Second, there are a ton of special characters sprinkled
around the URL, which Google also has trouble weeding through. Attempting to specifically
include these special characters in a search could cause unexpected results and might limit
your search in undesired ways. Third, and most important, other advanced operators (site and
filetype, for example) can search more specific places inside the URL even better than inurl
can. These factors make inurl much trickier to use eftectively than an intitle search, which is
very simple by comparison. Regardless, inurl is one of the most indispensable operators for
advanced Google users; we’ll see it used extensively throughout this book.

As with the intitle operator, inurl has a companion operator, known as allinurl. Consider
the inurl search results page shown in Figure 2.7.

Figure 2.7 The Inurl Search
rB s inurl:admin index - Google Search i

5 @ @ + @http:,.';'ww.google.mm!search?hl:en&c]ient=safar'l&r - "Q.v Coogle ]

Web |[mages Video News Maps Gmail more v

Sign in m

GO ngle inurl:admin index " Search | w
Web Results 1 - 10 of about 2,670,000 for inurl:admin index. (0.05 seconds)
Admin Portal Index > Home

If your DNN site has not been published in the index web page, please contact the Help Desk

at 747-5257 and submit your request. ... yy
admin.utep.edu/ - 35k - Cached - Similar pages :
Display a menu 4

This search located the word admin in the URL of the document and the word index
anywhere in the document, returning more than two million results. Replacing the intitle
search with an allintitle search, we receive the results page shown in Figure 2.8.

This time, Google was instructed to find the words admin and index only in the URL of
the document, resulting in about a million less hits. Just like the allintitle search, allinurl tells
Google that every single word or phrase that follows is to be found only in the URL of the
page. And just like allintitle, allinurl does not play very well with other queries. If you need to
tind several words or phrases in a URL, it’s better to supply several inurl queries than to suc-
cumb to the rather unfriendly allinurl conventions.
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Figure 2.8 Allinurl Compared

= , o
i B @il allinurl:admin index - Google Search 1!
' 4 P + | @ http:/ /www.google.com/search?hl=en&client=safari&r = O~ Coogle ) I
| [e][+] |
Web |mages Video News Maps Gmail more v Sign in m
GO L)Sle allinurl,admin index ("search ) w
Web Results 1 - 10 of about 1,740,000 for allinuri:admin index. (0.06 seconds)
Admin Index
WWM Administrative Subweb Administration Index. Site Navigation- The navigation through
the site is designed to allow you to go through the pages following ...
www.wetwebmedia.com/WWMAdminSubWeblndex/ Admin%20Index/admin_index.htm -
26k - Cached - Similar pages :
Display a menu 4

Site: Narrow Search to Specific Sites

Although technically a part of a URL, the address (or domain name) of a server can best be
searched for with the site operator. Sife allows you to search only for pages that are hosted on
a specific server or in a specific domain. Although fairly straightforward, proper use of the site
operator can take a little bit of getting used to, since Google reads Web server names from
right to left, as opposed to the human convention of reading site names from left to right.
Consider a common Web server name, www.apple.com. To locate pages that are hosted on
blackhat.com, a simple query of site:blackhat.com will suftice, as shown in Figure 2.9.

Figure 2.9 Basic Use of the Site Operator

.rB 06 site:blackhat.com - Coogle Search

| =25 -
i g E] + | @ http://www.google.com/search?hl=en&client=safari&r = Q~ Coogle )
i S goog / Q g

Web Images Video News Maps Gmail more ¥ Sign in

GO L)Sle site:blackhat.com ("Search ) w

Web Results 1 - 10 of about 1,950 from blackhat.com. (0.17 seconds)

(Rt |

Black Hat Briefings & Training

Black Hat Conventions put you face to face with people on the cutting edge of network
security, and with no vendor pitches! Black Hat Europe 2005: March ...
www.blackhat.com/ - Bk - Cached - Similar pages

Welcome to the Black Hat Japan 2007

On 23-26 October 2007, Black Hat together with Internet Association Japan will host the forth
annual Black Hat Japan in Tokyo. ...

japan.blackhat.com/ - 13k - Cached - Similar pages

%qr[

Display a menu
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Notice that the first two results are from www.blackhat.com and japan.blackhat.com.
Both of these servers end in blackhat.com and are valid results of our query.

Like many of Google’s advanced operators, site can be used in interesting ways. Take, for
example, a query for site:r, the results of which are shown in Figure 2.10.

Figure 2.10 Improper Use of Site
B ne site:r - Google Search

| - . . €A http:/ jwww.google.com/search?hl=en&client=safari& ""D.v Google i

|

Ll D280 ik

Web Images Videc News Maps Gmail more v Sign in m

( ;0 LJS le site:r |" Search | AF.—?E\?:.':::SEEEEW

Web Results 1 - 10 of about 57 for site:r. (0.05 seconds)

...... the kesapl r&iod

...|$Te R&bEsK SeVenLer iGin SiPer BiR siTe:..Bu sayfa gergeve ile galigmaktadir.
http://kapismayahazirim.sitemynet.com/site_bak_mda.html.

ré&besk.tr.cx/ - 2k - Supplemental Result - Cached - Similar pages

Display a menu

g 4w

Look very closely at the results of the query and you’ll discover that the URL for the
first returned result looks a bit odd. Truth be told, this result is odd. Google (and the Internet
at large) reads server names (really domain names) from right to left, not from left to right. So
a Google query for site:r can never return valid results because there is no .r domain name.
So why does Google return results? It’s hard to be certain, but one thing’s for sure: these
oddball searches and their associated responses are very interesting to advanced search engine
users and fuel the fire for further exploration.

Notes from the Underground...

Googleturds

So, what about that link that Google returned to r&besk.tr.cx? What is that thing? |
coined the term googleturd to describe what is most likely a typo that was crawled by
Google. Depending on certain undisclosed circumstances, oddball links like these are
sometimes retained. Googleturds can be useful, as we will see later on.
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The site operator can be easily combined with other searches and operators, as we’ll see
later in this chapter.

Filetype: Search for Files of a Specific Type

Google searches more than just Web pages. Google can search many different types of files,
including PDF (Adobe Portable Document Format) and Microsoft Office documents. The
filetype operator can help you search for these types of files. More specifically, filetype searches
for pages that end in a particular file extension. The file extension is the part of the URL
following the last period of the filename but before the question mark that begins the
parameter list. Since the file extension can indicate what type of program opens a file, the
filetype operator can be used to search for specific types of files by searching for a specific file
extension. Table 2.1 shows the main file types that Google searches, according to
www.google.com/help/faq_filetypes.html#what.

Table 2.1 The Main File Types Google Searches

File Type File Extension

Adobe Portable Document Format Pdf

Adobe PostScript Ps

Lotus 1-2-3 wk1, wk2, wk3, wk4, wk5, wki, wks, wku
Lotus WordPro Lwp

MacWrite Mw

Microsoft Excel Xls

Microsoft PowerPoint Ppt

Microsoft Word Doc

Microsoft Works wks, wps, wdb
Microsoft Write Wri

Rich Text Format Rtf
Shockwave Flash Swf

Text ans, txt

Table 2.1 does not list every file type that Google will attempt to search. According to
http://filext.org, there are thousands of known file extensions. Google has examples of each
and every one of these extensions in its database! This means that Google will crawl any type
of page with any kind of extension, but understand that Google might not have the capa-
bility to search an unknown file type.Table 2.1 listed the main file types that Google searches,
but you might be wondering which of the thousands of file extensions are the most preva-
lent on the Web. Table 2.2 lists the top 25 file extensions found on the Web, sorted by the
number of hits for that file type.
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Tools & Traps...

How'd You Do That?

The data in Table 2.2 came from two sources: filext.org and Google. First, | used lynx
to scrape portions of the filext.org Web site in order to compile a list of known file
extensions. For example, this line of bash will extract every file extension starting with
the letter A, outputting it to a file called extensions:

lynx -source "http://filext.com/alphalist.php?extstart=%5EA" | grep "<td
width=\"120\"" | awk -F "file-extension/" '{print $2}' | awk -F "\"" '{print
$1}' > extensions

Then, each extension is fired through a Google filext search, to concentrate on
the Results line:

for ext in “cat extensions”; do lynx -dump
"http://www.google.com/search?g=filetype:$ext" | grep Results | grep "of
about"; done

The process took tens of thousands of queries and several hours to run. Google
was gracious enough not to blacklist me for the flagrant violation of its Terms of Use!

Table 2.2 Top 25 File Extensions, According to Google

2004 2007

Number of Hits Number of Hits

Extension (Approx.) Extension (Approx.)
HTML 18,100,000 HTML 4,960,000,000
HTM 16,700,000 HTM 1,730,000,000
PHP 16,600,000 PHP 1,050000,000
ASP 15,700,000 ASP 831,000,000
caGl 11,600,000 CFM 481,000,000
PDF 10,900,000 ASPX 442,000,000
CFM 9,880,000 SHTML 310,000,000
SHTML 8,690,000 PDF 260,000,000
JSP 7,350,000 JSP 240,000,000
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Table 2.2 continued Top 25 File Extensions, According to Google

2004 2007
Number of Hits Number of Hits

Extension (Approx.) Extension (Approx.)
ASPX 6,020,000 caGl 83,000,000
PL 5,890,000 DO 63,400,000
PHP3 4,420,000 PL 54,500,000
DLL 3,050,000 XML 53,100,000
PHTML 2,770,000 DOC 42,000,000
FCGI 2,550,000 SWF 40,000,000
SWF 2,290,000 PHTML 38,800,000
DOC 2,100,000 PHP3 38,100,000
TXT 1,720,000 FCGI 30,300,000
PHP4 1,460,000 TXT 30,100,000
EXE 1,410,000 STM 29,900,000
MV 1,110,000 FILE 18,400,000
XLS 969,000 EXE 17,000,000
JHTML 968,000 JHTML 16,300,000
SHTM 883,000 XLS 16,100,000
BML 859,000 PPT 13,000,000

So Much has changed in the three years since this process was run for the first edition.
Just look at how many more hits Google is reporting! The jump in hits is staggering. If
you're unfamiliar with some of these extensions, check out www.filext.com, a great resource
for getting detailed information about file extensions, what they are, and what programs they
are associated with.

Tip

The ext operator can be used in place of filetype. A query for filetype:xls is
identical to a query for ext:xls.
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Google converts every document it searches to either HTML or text for online viewing.
You can see that Google has searched and converted a file by looking at the results page
shown in Figure 2.11.

Figure 2.11 Converted File Types on a Search Page

filetype:doc pirate - Google Search :
@ .  http:/ jwww.google.com/search?hl=en&client=safari& = r'0.' Coogle )

Web [mages Video News Maps Gmail more v Sign in m

- - § . Advanced Search
GODS le filetype:doc pirate ("search ) o,

Web |[mages Results 1 - 10 of about 51,600 for filetype:doc pirate. (0.14 seconds)

moc) DISCUSSION:

File Format: Microsoft Word - View as HTML

Examine how pirates are depicted in books, movies and society. BACKGROUND The word

'pirate’ simply means 'one who plunders on the sea. ... b
www.abc.net.au/tv/btn/teachers/ activitysheets/ep33/1511pirate.doc - Similar pages &

Notice that the first result lists [DOC| before the title of the document and a file format
of Microsoft Word. This indicates that Google recognized the file as a Microsoft Word docu-
ment. In addition, Google has provided a View as HTML link that when clicked will display
an HTML approximation of the file, as shown in Figure 2.12.

Figure 2.12 A Google-converted Word Document
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When you click the link for a document that Google has converted, a header is dis-
played at the top of the page, indicating that you are viewing the HTML version of the
page. A link to the original file is also provided. If you think this looks similar to the cached
view of a page, you're right. This is the cached version of the original page, converted to
HTML.

Although these are great features, Google isn’t perfect. Keep these things in mind:

B Google doesn’t always provide a link to the converted version of a page.

B Google doesn’t always properly recognize the file type of even the most common
file formats.

®  When Google crawls a page that ends in a particular file extension but that file is
blank, Google will sometimes provide a valid file type and a link to the converted
page. Even the HTML version of a blank Word document is still, well, blank.

This operator flakes out when ORed. As an example, the query filetype:doc returns 39
million results. The query filetype:pdf returns 255 million results. The query (filetype:doc | file-
type:pdf) returns 335 million results, which is pretty close to the two individual search results
combined. However, when you start adding to this precocious combination with things like
(filetype:doc | filetpye:pdf) (doc | pdf), Google flakes out and returns 441 million results: even
more than the original, broader query. I've found that Boolean logic applied to this operator
is usually flaky, so beware when you start tinkering.

This operator can be mixed with other operators and search terms.

Notes from the Underground...

Google Hacking Tip

We simply can't state this enough: The real hackers play in the gray areas all the time.
The filetype operator opens up another interesting playground for the true Google
hacker. Consider the query filetype:xls -xls. This query should return zero results, since
XLS have XLS in the URL, right? Wrong. At the time of this writing, this query returns
over 7,000 results, all of which are odd in their own right.

Link: Search for Links to a Page

The link operator allows you to search for pages that link to other pages. Instead of pro-
viding a search term, the link operator requires a URL or server name as an argument.
Shown in its most basic form, link is used with a server name, as shown in Figure 2.13.
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Figure 2.13 The Link Operator

r 1 . |

i B 00 link:www.defcon.org - Google Search
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Web Images Video Mews Maps Gmail more ¥ Sign in
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Web Results 1 - 10 of abeut 6289 linking to www.defcon.org. (0.18 seconds)

LWN: Announcements

Recent Features. LWN.net Weekly Edition for July 5, 2007 - Linux Symposium 2007 - a
summary - OLS: Three talks on power management ...

Iwn.net/Articles/192968/ - 30k - Cached - Similar pages

CoffeeVWars

Past CoffeeWars. Prior CoffeeWars: Thanks to the Wayback Machine, at archive.org, for
saving CWI, CWII, CWIII, and CWIV ...

www.coffeewars.org/PastWars.shtml - 3k - Cached - Similar pages

Vulnerable Minds: cons

The thoughts and project of a premier Information Security think tank. Showing posts with
label cons. Show all posts. Showing posts with label cons. ...
blog.vulnerableminds.com/search/label/cons - 114k - Cached - Similar pages

4

Each of the search results shown in Figure 2.10 contains HTML links to the
http://www.defcon.org Web site. The link operator can be extended to include not only
basic URLs, but complete URLs that include directory names, filenames, parameters, and
the like. Keep in mind that long URLs are much more specific and will return fewer results
than their shorter counterparts.

The only place the URL of a link is visible is in the browser’s status bar or in the source
of the page. For that reason, unlike other cached pages, the cached page for a link operator’s
search result does not highlight the search term, since the search term (the linked Web site)
is never really shown in the page. In fact, the cached banner does not make any reference to
your search query, as shown in Figure 2.14.

Figure 2.14 A Generic Cache Banner Displayed for a Link Search

:rﬁ AA Ph33r and Loathing in Las Vegas

Ha > [E] [Glhttp://64.233.161.104 /search?g=cache:0zQ6s TJcNBQ)w = | Q- Coogle 4
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his is G o © g | e's cache of http://www. peerfear. org/rss/permalink/1028593176.shtml as retrieved m
n Sep 5, 2004 10:24:08 GMT.

G o © g | e's cache is the snapshot that we took of the page as we crawled the web.

he page may have changed since that time. Click here for the current page without highlighting.
his cached page may reference images which are no longer available. Click here for the cached
text only.

o link to or bookmark this page, use the following url: http://www.google.com/search?
g=cache:0z068TIcNBQJ:www.peerfear.org/res/permalink/1028593176.shtml+ahl=en

Google is not affiilated with the authors of this page nor responsible for its content,
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It is a common misconception to think that the link operator can actually search for text
within a link. The inanchor operator performs something similar to this, as we’ll see next. To
properly use the link operator, you must provide a full URL (including protocol, server,
directory, and file), a partial URL (including only the protocol and the host), or simply a
server name; otherwise, Google could return unpredictable results. As an example, consider a
search for link:linux, which returns 151,000 results. This search is not the proper syntax for a
link search, since the domain name is invalid. The correct syntax for a search like this might
be link:linux.org (with 317 results) or link:linux.org (with no results). These numbers don’t
seem to make sense, and they certainly don’t begin to account for the 151,000 hits on the

original query. So what exactly is being returned from Google for a search like link:linux?
Figures 2.15 and 2.16 show the answer to this question.

Figure 2.15 link:linux Returns 151,000 Results

r
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www._linuxlinks.com/ - 46k - Jul 11, 2007 - Cached - Similar pages :
Display a menu s
Figure 2.16 “link linux” Returns an Identical 151,000 Results
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When an invalid link: syntax is provided, Google treats the search as a phrase search.
Google offers another clue as to how it handles invalid link searches through the cache page.
As shown in Figure 2.17, the cached banner for a site found with a link:linux search does
not resemble a typical link search cached banner, but rather a standard search cache banner
with included highlighted terms.

Figure 2.17 An Invalid Link Search Page
FB e Open Directory - Computers: Software: Operating Systems: Linux |

: o hitp:HZJE.z}g.51.1[}4,fsearch?q=cache:o)(‘r’ﬁOtceBg‘r‘_l = Q~ Google 1’{"3

This is G o o g | e's cache of http://dmoz.org/Computers/Software/Operating Systems/Linux/ as retrieved on Ju
G o o g le's cache is the snapshot that we took of the page as we crawled the web.

The page may have changed since that time. Click here for the current page without highlighting.
This cached papge may reference images which are no longer available. Click here for the cached text only.

To link to or bookmark this page, use the following url: http: //www. google.com/search?
g=cache:oX¥60tcelg¥J:dmoz.org/Computers/Software/Operating Systems/Linux/+link:linux&h

(roagle i5 neither affiliared witk the authors of this page nor responsible for it conte,

These terms only appear in links pointing to this page: link linux

M
&

This is an indication that Google did not perform a link search, but instead treated the
search as a phrase, with a colon representing a word break.
The link operator cannot be used with other operators or search terms.

Inanchor: Locate Text Within Link Text

This operator can be considered a companion to the link operator, since they both help
search links. The inanchor operator, however, searches the text representation of a link, not the
actual URL. For example, in Figure 2.17, the Google link to “current page” is shown in typ-
ical form—as an underlined portion of text. When you click that link, you are taken to the
URL http://dmoz.org/ Computers/Software/Operating_Systems/Linux. If you were to look
at the actual source of that page, you would see something like this:

<A HREF="http://dmoz.org/Computers/Software/Operating Systems/Linux/">current
page</A>

The inanchor operator helps search the anchor, or the displayed text on the link, which in
this case is the phrase “current page”. This is not the same as using inurl to find this page
with a query like inurl: Computers inurl: Operating_Systems.
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Inanchor accepts a word or phrase as an argument, such as inanchor:click or
inanchor:James. Foster. This search will be handy later, especially when we begin to explore
ways of searching for relationships between sites. The inanchor operator can be used with
other operators and search terms.

Cache: Show the Cached Version of a Page

As we’ve already discussed, Google keeps snapshots of pages it has crawled that we can access
via the cached link on the search results page. If you would like to jump right to the cached
version of a page without first performing a Google query to get to the cached link on the
results page, you can simply use the cache advanced operator in a Google query such as
cache:blackhat.com or cache:wwiw.netsec.net/content/index.jsp. If you don’t supply a complete
URL or hostname, Google could return unpredictable results. Just as with the link operator,
passing an invalid hostname or URL as a parameter to cache will submit the query as a
phrase search. A search for cache:linux returns exactly as many results as “cache linux”, indi-
cating that Google did indeed treat the cache search as a standard phrase search.

The cache operator can be used with other operators and terms, although the results are
somewhat unpredictable.

Numrange: Search for a Number

The numrange operator requires two parameters, a low number and a high number, separated
by a dash.This operator is powerful but dangerous when used by malicious Google hackers.
As the name suggests, numrange can be used to find numbers within a range. For example, to
locate the number 12345, a query such as numrange:12344-12346 will work just fine. When
searching for numbers, Google ignores symbols such as currency markers and commas,
making it much easier to search for numbers on a page. A shortened version of this operator
exists as well. Instead of supplying the numrange operator, you can simply provide two num-
bers in a query, separated by two periods. The shortened version of the query just men-
tioned would be 12344..12346. Notice that the numrange operator was left out of the query
entirely.

This operator can be used with other operators and search terms.
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Notes from the Underground...

Bad Google Hacker!

If Gandalf the Grey were to author this sidebar, he wouldn’t be able to resist saying
something like “There are fouler things than characters lurking in the dark places of
Google’s cache.” The most grave examples of Google’s power lies in the use of the
numrange operator. It would be extremely irresponsible of me to share these pow-
erful queries with you. Fortunately, the abuse of this operator has been curbed due to
the diligence of the hard-working members of the Search Engine Hacking forums at
http:/johnny.ihackstuff.com. The members of that community have taken the high
road time and time again to get the word out about the dangers of Google hackers
without spilling the beans and creating even more hackers. This sidebar is dedicated
to them!

Daterange: Search for Pages
Published Within a Certain Date Range

The daterange operator can tend to be a bit clumsy, but it is certainly helpful and worth the
effort to understand. You can use this operator to locate pages indexed by Google within a
certain date range. Every time Google crawls a page, this date changes. If Google locates
some very obscure Web page, it might only crawl it once, never returning to index it again.
If you find that your searches are clogged with these types of obscure Web pages, you can
remove them from your search (and subsequently get fresher results) through effective use of
the daterange operator.

The parameters to this operator must always be expressed as a range, two dates separated
by a dash. If you only want to locate pages that were indexed on one specific date, you must
provide the same date twice, separated by a dash. If this sounds too easy to be true, you're
right. It is too easy to be true. Both dates passed to this operator must be in the form of two
Julian dates. The Julian date is the number of days that have passed since January 1, 4713 B.C.
For example, the date September 11, 2001, is represented in Julian terms as 2452164. So, to
search for pages that were indexed by Google on September 11, 2001, and contained the
word “osama bin laden,” the query would be daterange:2452164-2452164 “osama bin laden”.

Google does not officially support the daterange operator, and as such your mileage may
vary. Google seems to prefer the date limit used by the advanced search form at
www.google.com/advanced_search. As we discussed in the last chapter, this form creates
fields in the URL string to perform specific functions. Google designed the as_gdr field to
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help you locate pages that have been updated within a certain time frame. For example, to
find pages that have been updated within the past three months and that contain the word
Google, use the query http://www.google.com/search?q=google&as_gdr=m3.

This might be a better alternative date restrictor than the clumsy daterange operator. Just
understand that these are very different functions. Daterange is not the advanced-operator
equivalent for as_gdr, and unfortunately, there is no operator equivalent. If you want to find
pages that have been updated within the past year or less, you must either use Google
advanced search interface or stick &as_qdr=3m (or equivalent) on the end of your URL.

The daterange operator must be used with other search terms or advanced operators. It
will not return any results when used by itself.

Info: Show Google’s Summary Information

The info operator shows the summary information for a site and provides links to other
Google searches that might pertain to that site, as shown in Figure 2.18. The parameter to
this operator must be a valid URL or site name.You can achieve this same functionality by
supplying a site name or URL as a search query.

Figure 2.18 A Google Info Query's Output

Ere 006 info:www.csc.com - Google Search
| B [ + | oo http:/ /www.google.com/search?client=safari&rls=eni » O info:www.csc.c

Web Images Video MNews Maps Gmail more v Signin (M

) e s o Advanced Search
L INTOIWWW.CSC.Com _Search | potfamnces

Web Showing web page information for www.csc.com

CSC: Consulting, Systems Integration and Outsourcing

Computer Sciences Corporation provides consulting, systems integration and design, IT and
business process outsourcing, applications software, ... # Stock quote for CSC
www.csc.com/

Google can show you the following information for this URL:

Show Google's cache of www.csc.com

Find web pages that are similar to www.csc.com
Find web pages that link to www.csc.com

Find web pages from the site www.csc.com

Find web pages that contain the term "www.csc.com”

L B

4
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If you don’t supply a complete URL or hostname, Google could return unpredictable
results. Just as with the link and cache operators, passing an invalid hostname or URL as a
parameter to info will submit the query as a phrase search. A search for info:linux returns
exactly as many results as “info linux”, indicating that Google did indeed treat the info search
as a standard phrase search.

VA
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The info operator cannot be used with other operators or search terms.

Related: Show Related Sites

The related operator displays sites that Google has determined are related to a site, as shown
in Figure 2.19.The parameter to this operator is a valid site name or URL.You can achieve
this same functionality by clicking the “Similar Pages” link from any search results page, or

by using the “Find pages similar to the page” portion of the advanced search form (shown in
Figure 2.19).

Figure 2.19 Related in Action?

related:www._joinred.org - Google Search

- A http:/ /www.google.com/search?hl=en&g=related®3Aww = Q- Google

Web Images Video MNews Maps Gmail more v Sign in
GO L)gle related:www.joinred.org Search L) w
Web Results 1 - 10 of about 30 similar to www.joinred.org. (0.12 seconds)

Rumour: Apple preps Product Red iPod to fight AIDS? - Mac ...
Bono applies brand power to battle needless deaths, will Apple play its part?
www.macworld.co.uk/news/index.cfm?NewsID=13714 - 39k - Cached - Similar pages

Motorola

Providers of analog and digital two-way voice and data radio products and systems for
conventional, shared and private applications worldwide. # Stock quote for MOT
www.motorola.com/ - 51k - Jul 10, 2007 - Cached - Similar pages

uz2

Official site of the rock group from Dublin, Ireland. Get the latest band news and events. Also
offers: streaming audio and video clips, archived articles, ... o
www.u2 com/ - Similar pages =
Display a menu =

If you don’t supply a complete URL or hostname, Google could return unpredictable
results. Passing an invalid hostname or URL as a parameter to related will submit the query
as a phrase search. A search for related:linux returns exactly as many results as “related linux”,
indicating that Google did indeed treat the cache search as a standard phrase search.

The related operator cannot be used with other operators or search terms.

Author: Search Groups for
an Author of a Newsgroup Post

The author operator will allow you to search for the author of a newsgroup post. The param-
eter to this option consists of a name or an e-mail address. This operator can only be used in
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conjunction with a Google Groups search. Attempting to use this operator outside a Groups
search will result in an error. When you’re searching for a simple name , such as
author:Johnny, the search results will include posts written by anyone with the first, middle, or
last name of Johnny, as shown in Figure 2.20.

Figure 2.20 A Search for Author:Johnny
rB ala) Google Search: author:johnny |
' 4 B @ |Gmtp:f,froups.google.come’groups?hl=en&1r=&ie=UTF—8&q=auth< =~ Q~ author:Johnny @ |

Re: Rami d'albero e voliere: dove posarsi...

11 /09 set 2004/, *(____The Scyther____)* ha scritto: In quotol —

La postazione internet di gobbacci? http://snipurl.com/86o7
it.sport.calcio.roma - Sep 9, 2004 by Johnny Lurker - View Thread (8 articles)

cornici&centraggio pacchetto immagini: come?

Ho unito in un /Pacchetto immagini/ 4 diverse fotografie seguendo le istruzioni della
guida in linea di Pheteshop Elements 2.0 (prima che mi rispendiate RTFM ;-) Nen seno
perd riuscito a comprendere se sia possibile: 1) incomiciare ogni singola ...
it.comp.grafica.photeshop - Sep 9, 2004 by Johnny Walker - View Thread (1 article)

Re: AN H-i.ﬁ 5 -~

==>8{5 \: SOC@Evergreen (REERE REF L), {SE: NCUOCSA KL
FAREEARB PSP | 0 148 (L5 1083 128)) BREAK
R, MREMNRE M, SECRENRRERREE? .
ncu.bbs.club.ncuocsa - Sep 9, 2004 by Johnny - View Thread (2 articles)

Re: Er Cyril gdet "kold"

"Ejvind Kruse" <hejwin@mail.tele.dk> skrev i en meddelelse news:2qgaigsFsfgphlU1@uni-berlin.de... Har du selv
slaet ordet "pause” op 7 Han har nok ikke spurgt Cyril om lov til, at gere det endnu.... [Johnny .
dk.snak.mudderkastning - Sep 9, 2004 by Johnny Andersen - View Thread (3 articles) &

i

As you can see, we've got hits for Johnny Lurker, Johnny Walker, Johnny, and Johnny
Anderson. Makes you wonder if those are real names, doesn’t it? In most cases, these are not
real names. This is the nature of the newsgroup beast. Pseudo-anonymity is fairly easy to
maintain when anyone can post to newsgroups through Google using nothing more than a
free e-mail account as verification.

The author operator can be a bit clumsy to use, since it doesn’t interpret its parameters in
exactly the same way as some of the operators. Simple searches such as author:Johnny or
author:Johnny @;ihackstuff.com work just as expected, but things get dicey when we attempt to
search for names given in the form of a phrase. Consider a search like author: “Johnny Long”,

an attempt to search for an author with a full name of Johnny Long. This search fails pretty
miserably, as shown in Figure 2.21.
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Figure 2.21 Phrase Searching and Author Don't Mix

B (&) &) author:"Johnny Long” - Google Groups

- - - [Z) http: f /groups.google.com/groups?hi=en&qg=author%3A%2 =~ Q- Google ]

Gmail Calendar Documents Photos Groups Web more v Help | Sign in

F——— Ad d G =] ch
GOL Sle author:"Johnny Long’ (Search) posmnend Oroups Search

Groups

Groups View all web results »
Your search - author:"Johnny Long" - did not match any documents.

Suggestions:

- Make sure all werds are spelled correctly.
- Try different keywords.

- Try more general keywords.

- Try fewer keywords.

- Try your search on Google Web Search.

Get the |atest messages on author:"Johnny Long" emailed to you with Google Alerts.

Display a menu

LR

Passing the query of author:Johnny.long, however, gets us the results we’re expecting:
Johnny Long as the posts’ author, as shown in Figure 2.22.

Figure 2.22 Author Searches Prefer Periods

B 0O authorJohnny.Leng - Google Groups 2

- - - _--f:’-’http:ngoups.google.com(groupsfsearch?hl=en&q=aulho"‘ Q- Google b

Gmail Calendar Documents Photos Groups Web more v Help | Sign in

‘ 0 L gle author:Jehnny.Leng { Search ) W
Groups

Groups View all web results » Results 1 - 10 of 55 for author:Johnny.Long

Hotmail - Re: California Attorney General seeks California Sorted by relevance  Sort by date
spam Group: news.admin.net-abuse.email

Johnny Long jlon...@hotmail.com news admin net-abuse email s...@blighty.com wrote in
news:1bd6.3d4b086d.bffa7@biskybox: glgxg <g...@attglobal.net> posted: Is the CAG interested in these
spams? After all, Hotmail while owned by Microsoft, is a valid and registered California company; But the
spam is nothing to do ...

Aug 2 2002 by Johnny Long - 39 messages - 19 authors

XBOX by far the best Value!  Group: alt.games.video.xbox

Johnny Long jlon...@hotmail.com alt games videc xbox omari...@aol.com (Dead to Rights) wrote in
news:20021112192322.21371.00000202@mb-cu.aol.com: You missed the point of the post. Xbox offers the
most value for your money. You cant argue that peint. You do get more with Xbox than Ps2. Since the XBox
has nothing ...

Nov 13 2002 by Johnny Long - 32 messages - 15 authors

et

:_Di'spia\( 3 menu

The author operator can be used with other valid Groups operators or search terms.
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Group: Search Group Titles

This operator allows you to search the title of Google Groups posts for search terms. This
operator only works within Google Groups. This is one of the operators that is very com-
patible with wildcards. For example, to search for groups that end in forsale, a search such as
group:*.forsale works very well. In some cases, Google finds your search term not in the
actual name of the group but in the keywords describing the group. Consider the search
group:windows, as shown in Figure 2.23. Not all of the groups returned contain the word win-
dows, but all the returned groups discuss Windows topics.

Figure 2.23 The Group Search Digs Deeper Than Group Name

'rB 00 group:windows - Google Groups
4 b [ =+ ._--f=-=http:ngoups,google.com,fgroupsfsearch?hl=en&q=t_ = Q- group:windows

setting up coax connection between homes  Group: comp.sys.ibm.pe.hardware. networking
Richard Evans eva...@eurcpa.lif.icnet.uk windows comp sys ibm pc hardware networking Philip Poe
(phil_..@netaxs.com) wrote: Ken Becker (sno...@ix.netcom.com) wrote: Where | live, 3 homes in a row like to
play networking type games like Duke Nukem, Descent |l etc, | was thinking about laying a coax cable
between the ...

Jun 25 19896 by Richard Evans - 8 messages - 6 authors

Need to access a directory on another computer as local

Group: comp.os.ms-windows.networking

John A. Lipski lip...@gps.caltech.edu comp os ms-windows misc comp os ms-windows networking windows
Here's the scenario: Computer #1 is a windows NT 4.0 box that also doubles as a web server. Computer #2 is
a windows 98 box that is connected by LAN (TCP-IP and Metbios) to #1, but is otherwise not accessible from

Mar 25 2000 by John A. Lipski - 2 messages - 2 authors

DEAD:Microsoft MVP,s And Good Riddance  Group: microsoft. public.win98.gen discussion

Pat & Terri Marley pat...@melbpc.org.au windows microsoft public win95 general discussion microsoft public

win98 gen_discussion alt windows95 alt windows 98 "cirrus" (how epenymous - away in the clouds with the

tweeties) evidently asked someone to write for him/her/it (being unable to assemble a coherent sentence) a ...

Oct 25 1999 by Pat & Terri Marley - 116 messages - 51 authors *
v

o

In our experience, the group operator does not mix very well with other operators. If
you get odd results when throwing group into the mix, try using other operators such as
intitle to compensate.

Insubject: Search Google Groups Subject Lines

The insubject operator is effectively the same as the intitle search and returns the same results.
Searches for intitle:dragon and insubject:dragon return exactly the same number of results. This
is most likely because the subject of a group post is also the title of the post. Subject is (and
was, in USENET) the more precise term for a message title, and this operator most likely
exists to help ease the mental shift from “deja/USENET searching” to Google searching.
Just like the intitle operator, insubject can be used with other operators and search terms.
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Msqgid: Locate a Group Post by Message ID

In the first edition of this book, I presented the msgid operator, which displays one specific
message in Google Groups. This operator took only one argument, a group message identi-
fier. A message identifier (or message ID) is a unique string that identifies a newsgroup post.
The format is something like xxx@yyy.com. Things have changed since that printing, and
now msgid is mostly broken, replaced by the as_msgid search URL parameter, now accessible
through the advanced groups page at http://groups.google.com/advanced_search. However,
we’ll discuss Message ID’s here to give you an idea of how that functionality worked, just in
case the msgid parameter is brought back to life.

To view message IDs, you must view the original group post format. When viewing a
post (see Figure 2.24), simply click Show Options and then follow the Show original
link.You will be taken to a page that lists the entire content of the group post, as shown in
Figure 2.25.

Figure 2.24 A Typical Group Message

rBO 0 The alt.2600 Survival Guide - alt.2600 | Google Groups 2
@ /=) http:f /groups.google.com/group/ait.2600/b [E5 ~ Q- 5)
Google Groups Help | Sianin (])
alt_zaoo ("Search this group | [ Search Groups )

1
Discussions
+ new post
2 messages - Collapse all
Harlequin View profie Hide optisnz Jul 16 2006, 8:01 am About this group
Newsgroups: alt.2600, alt.answers, news.answers Subscribe to this group
Followup-To: alt.2600

From: Harlequin <harleq...@fnord.org.uk> This is a Usenet group - learn more
Date: Sun, 16 Jul 2006 12:01:44 GMT )

Local: Sun, Jul 16 2006 8:01 am
Subject: The alt.2600 Survival Guide

Configure One
Reply to author | Forward | Print | Individual message | Show original Web configurator for mfg companies.
| Report this message | Find messages by this author Sales, engineering, and production.

www.ConfigureOne.com
Archive-Name: alt-2600/survival-guide

| i Pricing Made Eas
Posting-Frequency: Random EstiMate Sign Quoting Software
Last-Modified: 1999/10/28 Start Making More Money Today!

3 O www.PricingMadeEasy.com
[Note: | just post this stuff. | didn't write it. Please DO NOT reply to

i Qucting Software
this post'_?]umlng its entirety! Downloading costs many people real Looking Ta Find Sofware Gnine?
money:cl. Visit Our Local Search Directory.

- wew. Truelocal.com

alt.2600 Survival Guide See your message here...

™ PRI

Display a menu
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Figure 2.25 The Message ID of a Post Is Visible Only in the Post’s Original Format

rB 060 The alt.2600 Survival Cuide - alt.2600 | Google Croups ]
+ | ='http://groups.google.com/group/alt.2600/r (5] = Q- Google
Google Groups Help | Sign in

alt_zaoo (" Search this group Y (" Search Croups Y

Message from discussion The alt.2600 Survival Guide

View parsed - Show only message text

Path: g2news2.google.comlnewsd.google.comlnews2.volia.netlborderl.nntp.ams.giganews.com
From: Harleguin <harleg...ffnord.org.uk>

Newsgroups: alt.2600,alt.answers,news.answers

Approved: news-answers-regu...@MIT.EDU

Subject: The alt.2600 Survival Guide

Followvup-To: alt.2&00

Summary: This posting contains tips for new readers of alt.2600

Organization: Harlegquin's Consultancy

Reply-To: "Survival Guide comments address" <voya...#attrition.org>,Harleguin <harleg..
Expires: Mon, 24 Jul 2006 12:00:00 GMT

Content-Type: text/plain; charset=us-ascii

Content-Transfer-Encoding: Tbit

Lines: 160

Message-ID: <IUpug.l1020045wl.321%988text.news.blueyonder.co.uk>

Date: Bumn, 16 Jul 2006 12:01:44 GMT

MNTP-Posting-Host: £2.45.240.71

¥-Complaints-To: abusefblueyonder.co.uk

¥-Trace: text.news.blueyonder.co.uk 1153051304 82.45.240.71 {(Sun, 16 Jul 2006 13:01:44

NNTP-Posting-Date: Sun, 16 Jul 2006 13:01:44 BST -
T

€ B} i
Display a menu 7

The Message ID of this message (IUpug. 102004 $wl. 92198 @text.news.blueyonder.co.uk) can
be used in the advance search form, with the as_msgid URL parameter, or with the msgid
operator should it make a comeback.

When operational, the msgid operator does not mix with other operators or search
terms.

Stocks: Search for Stock Information

The stocks operator allows you to search for stock market information about a particular
company. The parameter to this operator must be a valid stock abbreviation. If you provide
an valid stock ticker symbol, you will be taken to a screen that allows further searching for a
correct ticker symbol, as shown in Figure 2.26.
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Figure 2.26 Searching for a Valid Stock Symbol

r

e stocks:csc - Google Search

' @ + | @ http:/ /www.google.com/search?client=safari&rls= = Q- Coogle -"
Web |mages Video MNews Maps Gmail more v Sign in
GO LJS[e stocks:csc I'_’Search ) W
Web Finance Results 1 - 10 of about 244 for stocks:csc. (0.09 seconds)
CSC (COMPUTER SCIENCES CP) Sponsored Links

Google Finance Yahoo Finance MSN Money MarketWatch
CNN Money Reuters

CSC going up or down?
CSC price, charts, news

L2 July 2007 = Stocks csc
| — 60,50 2
s —— - www.PredictWallStreet.com/CSC
A oy ;| — 60.30
A 5 — 8010
I -
| — 59.90

T T T Y T =
10am 11 12pm 1 2 3

60.22 +0.42 (0.70%) Jul 12 1:39pm ET
Open: 59.99 Volume: 670,600
High: 60.45 Avg Vol: 1,670,000
Low: 59.80 Mkt Cap:  10.488

NYSE data delayed by 20 minutes - Disclaimer

al»

Display a menu
The stocks operator cannot be used with other operators or search terms.

Define: Show the Definition of a Term

The define operator returns definitions for a search term. Fairly simple, and very straightfor-
ward, arguments to this operator may be a word or phrase. Links to the source of the defini-

tion are provided, as shown in Figure 2.27.

Figure 2.27 Results of a Define Search

EB a6 Coogle Search: define:ironic

i
E < » hitp: .google. h7hl=en&l ~ O~
i |C| p:/ /www.google.com/searc en Q;

Web Images Groups Mews Frocgle more »

‘ 0 ngle define:ironic ("search ) Apiﬂ:;::;:gaiaa e

Web

Tip: Try Gooale Answers for help from expert researchers

Definitions of ironic on the Web:

humorously sarcastic or mocking; "dry humor"; "an ironic remark often conveys an intended
meaning obliguely”; "an ironic novel"; "an ironical smile"; "with a wry Scottish wit"

www.cogsci.princeton.edu/cai-binfwebwn

- RAEA
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The define operator cannot be used with other operators or search terms.

Phonebook: Search Phone Listings

The phonebook operator searches for business and residential phone listings. Three operators
can be used for the phonebook search: rphonebook, bphonebook, and phonebook, which will
search residential listings, business listings, or both, respectively. The parameters to these oper-
ators are all the same and usually consist of a series of words describing the listing and loca-
tion. In many ways, this operator functions like an allintitle search, since every word listed
after the operator is included in the operator search. A query such as phonebook:john darling
ny would list both business and residential listings for John Darling in New York. As shown

in Figure 2.28, links are provided for popular mapping sites that allow you to view maps of
an address or location.

Figure 2.28 The Output of a Phonebook Query

_re N e John Darling ny - Google Search 1
4 b [« + | @ hup:/ fwww.google.com/search?hl=en&client=safari&rls= = Q- Google ) |
Web [mages Video MNews Maps Gmail more v Sign in
GO L)g[e John Darling ny x_Search PhoneBook ) [ Search the Web \ Preferences
PhoneBook
Residential Phonebook Results 1 - 13 of 13 for John Darling ny. (0.06 seconds)
Darling John : TSr'tate Route 96,0wego, NY Map
John B . ) o/
Darling ain St,Catskill, NY 12414 Map
John L Darling ickinley Pl,Gloversville, NY Map
Jr » 8
= oyalcrest Rd,Orchard Park, NY
John Darling 7 Map
John C
Darling Jr ond Mdws,Oswego, NY 13126  Map
John C 0 Fancher,Fair Haven, NY
Darling Sr . 4 Map
John Darling - : State Route 96a,Interlaken, NY Map

A
v
&

To get access to business listings, play around with the bphonebook operator. This operator
doesn’t always work as expected, but for certain queries (like bphonebook:korean food wash-
ington DC, shown below in Figure 2.29) it works very well, transporting you to a Google
Local listing of businesses that match the description.
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Figure 2.29 Google’s Business Operator: bphonebook

r . =
i B 00 bphonebook:korean food washington DC - Google Search
| =+ @ http: / /www.google.com/search?hl=en&client=safari&rls = Q- Coogle
Web |[mages Video MNews Maps Gmail more v Sign in
Go ngle bphenebook:korean foed washington DC (‘search ) w
Web Results 1 - 10 of about 2,060,000 for bphonebook:korean food washington DC. (0.12 seconds)
Local business results for korean food near Washington, DC Sponsored Links
=5 _5.‘;‘ T == Java Green Cafe - w\.vw.javagreen.nel Washington Korean
Ny B t 1020 19th Street N.W., Washington - \Whatever it is, find it here.
& 2= M (202) 7758899 o DC local search & maps.
3 E trérirdrdr 18 reviews. directions. menu. MapQuest.com
\‘f and more »

D.C. Korean food

L St N = -

@M}US BLIE
1

Restaurant - maps.google.com Washington's Online Local Search

1009 21st St NW, Washington - Find Koreart Food Hewl

www.local.com
(.2;'2) 333:1 244. e ‘Washington, DC (Hagerstown, MD)
7 reviews, directions. menu,

and more »

, Yee Hwa Korean Japanese

141

— IStNW

 SLAY = ! t
My et S20ME LAY TEQT ,

Yee Hwa Korean Restaurant -
maps.google.com

1009 21st St NW, Washington -
(202) B33-8509

1 review, directions, and more »

9 More results near Washington, DC »

R
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There are other ways to get to this information without the phonebook operators. If you
supply what looks like an address (including a state) or a name and a state as a standard
query, Google will return a link allowing you to map the location in the case of an address
or a phone listing in the case of a name and street match.

Notes from the Underground...

Hey, Get Me Outta Here!

If you're concerned about your address information being in Google's databases for
the world to see, have no fear. Google makes it possible for you to delete your infor-
mation so others can’t access it via Google. Simply fill out the form at
www.google.com/help/pbremoval.html and your information will be removed, usually
within 48 hours. This doesn’t remove you from the Internet (let us know if you find a
link to do that), but the page gives you a decent list of places that list similar infor-
mation. Oh, and Google is trusting you not to delete other people’s information with
this form.
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The phonebook operators do not provide very informative error messages, and it can be
fairly difficult to figure out whether or not you have bad syntax. Consider a query for phone-
book:john smith. This query does not return any results, and the results page looks a lot like a
standard “no results” page, as shown in Figure 2.30.

Figure 2.30 Phonebook Error Messages Are Very Misleading

FB -l John Smith - Google Search 1
4 P (] + | @ hup:/ /www.google.com/search?hl=eng&client=safari&rls ~ Q- Google |
Web |mages Video News Maps Gmail more v Sign in
GO L)Sle Jehn Smith x_Search PheneBook ) (" Search the Web \ Prefarances
PhoneBook

Residential Phonebook

Your search - John Smith - did not match any documents.
Suggestions:

Make sure all words are spelled correctly.
Try different keywords.

Try more general keywords.

Try fewer keywords.

L

©2007 Google - Google Home - Advertising Programs - Business Solutions - About Google

#

To make matters worse, the suggestions for fixing this query are all wrong. In this case,
you need to provide more information in your query to get hits, not fewer keywords, as
Google suggests. Consider phonebook:john smith ny, which returns approximately 600 results.

Colliding Operators and Bad Search-Fu

As you start using advanced operators, you’ll realize that some combinations work better
than others for finding what you’re looking for. Just as quickly, you’ll begin to realize that
some operators just don’t mix well at all. Table 2.3 shows which operators can be mixed
with others. Operators listed as “No” should not be used in the same query as other opera-
tors. Furthermore, these operators will sometimes give funky results if you get too fancy
with their syntax, so don’t be surprised when it happens.

This table also lists operators that can only be used within specific Google search areas
and operators that cannot be used alone. The values in this table bear some explanation. A
box marked “Yes” indicates that the operator works as expected in that context. A box
marked “No” indicates that the operator does not work in that context, and Google indi-
cates this with a warning message. Any box marked with “Not really” indicates that Google
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attempts to translate your query when used in that context. True Google hackers love

exploring gray areas like the ones found in the “Not really” boxes.

Table 2.3 Mixing Operators

Mixes
with
Other Can Be
Operator Operators? Used Alone? Web? Images?  Groups? News?
intitle Yes Yes Yes Yes Yes Yes
allintitle No Yes Yes Yes Yes Yes
inurl Yes Yes Yes Yes Not really Like
intitle
allinurl No Yes Yes Yes Yes Like
intitle
filetype Yes No Yes Yes No Not really
allintext Not really Yes Yes Yes Yes Yes
site Yes Yes Yes Yes No Not really
link No Yes Yes No No Not really
inanchor Yes Yes Yes Yes Not really Yes
numrange Yes Yes Yes No No Not really
daterange  Yes No Yes Not really Not really Not really
cache No Yes Yes No Not really Not really
info No Yes Yes Not really Not really Not really
related No Yes Yes No No Not really
phonebook, No Yes Yes No No Not really
rohonebook,
bphonebook
author Yes Yes No No Yes Not really
group Not really Yes No No Yes Not really
insubject Yes Yes Like intitle Like intitle Yes Like
intitle
msgid No Yes Not really Not really Yes Not really
stocks No Yes No No No Like
intitle
define No Yes Yes Not really Not really Not really
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Allintext gives all sorts of crazy results when it is mixed with other operators. For
example, a search for allintext:moo goo gai filetype:pdf works well for finding Chinese food
menus, whereas allintext:Sum Dum Goy intitle: Dragon gives you that empty feeling inside—
like a year without the 1985 classic The Last Dragon (see Figure 2.31).

Figure 2.31 Allintext Is Bad Enough to Make You Want to Cry

r ; —_ 3
|0 a allintext:Sum Dum Goy intitle:Dragon - Google Search
Bl 4 & [+ + @http:,.’iww.google.com}search?hl=en&q=al|intext%3;" C‘.- Google
Web |mages Video MNews Maps Gmail more ¥ Sign in
GO Lnge -allintext:Sum Dum Goy intitle:Dragaon - K_Search ‘ W
©2007 Google - Google Home - Advertising Programs - Business Solutions - About Google
Display a menu 4

Despite the fact that some operators do combine with others, it’s still possible to get less
than optimal results by running your operators head-on into each other. This section focuses
on pointing out a few of the potential bad collisions that could cause you headaches. We’ll
start with some of the more obvious ones.

First, consider a query like something —something. By asking for something and taking
away something, we end up with... nothing, and Google tells you as much. This is an
obvious example, but consider intitle:something —intitle:something. This query, just like the first,
returns nothing, since we’ve negated our first search with a duplicate NOT search. Literally,
we’re saying “find something in the title and hide all the results with something in the title.”
Both of these examples clearly illustrate the point that you can’t query for something and
negate that query, because your results will be zero.

It gets a bit tricky when the advanced operators start overlapping. Consider site and inurl.
The URL includes the name of the site. So, extending the “don’t contradict yourself™ rule,
don’t include a term with sife and exclude that term with inurl and vice versa and expect
sane results. A query like site:microsoft.com -inurl:microsoft.com doesn’t make much sense at all,
and shouldn’t work, but as Figure 2.32 shows, it does work.
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Figure 2.32 No One Said Hackers Obeyed Reality

|ne site:microsaft.com -inurl:microsoft.com - Google Search 1:
- . A http: / /'www.google.com/search?hl=en&g=site%3Amicrosc ~ Q- Coogle i
Web Images Video MNews Maps Gmail more v Sign in

G 0 L)S[e site:microsaft.com —inurl:microsoft.com (search ) w

Web Groups Results 1 - 10 of about 24,200,000 from microsoft.com for -inurl:microsoft.com. (0.06 seconds)

Microsoft Accessibility Resource Centers—Maine - Printer-friendly ...

The Microsoft Accessibility Resource Center in Bangor, Maine is ready to show you what is
possible with accessible technology solutions that are available ...
www.microsoft.com/enable/centers/maine.aspx?v=p - 6k - Supplemental Result -

Cached - Similar pages

Microsoft TechMNet Latinoamérica - [ Translate this page |

El sitio web de TechNet es el recurso mds adecuado en linea para los profesionales de la
tecnologia de la informacion. El sitio contiene articulos y otra ...
www.microsoft.com/latam/technet/articulos/200005/art04/ - 95k - Supplemental Result -
Cached - Similar pages

v
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When you're really trying to home in on a topic, keep the “rules” in mind and you’ll
accelerate toward your target at a much faster pace. Save the rule breaking for your required
Google hacking license test!

Here’s a quick breakdown of some broken searches and why they’re broken:

site:com site:edu A hit can’t be both an edu and a com at the same time. What
youre more likely to search for is (site:edu | site:com), which searches for either
domain.

inanchor:click —click This is contradictory. Remember, unless you use an advanced
operator, your search term can appear anywhere on the page, including the title,
URL, text, and even anchors.

allinurl:pdf allintitle:pdf Operators starting with all are notoriously bad at com-
bining. Get out of the habit of combining them before you get into the habit of
using them! Replace allinurl with inurl, allintitle with intitle, and just don’t use
allintext. It’s evil.

site:syngress.com allinanchor:syngress publishing This query returns zero results,
which seems natural considering the last example and the fact that most all*
searches are nasty to use. However, this query suffers from an ordering problem, a
fairly common problem that can really throw off some narrow searches. By
changing the query to allinanchor:syngress publishing site:syngress.com, which moves
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the allinanchor to the beginning of the query, we can get many more results. This
does not at all seem natural, since the allintitle operator considers all the following
terms to be parameters to the operator, but that’s just the way it is.

link:www.microsoft.com linux This is a nasty search for a beginner because it
appears to work, finding sites that link to Microsoft and mention the word linux on
the page. Unfortunately, link doesn’t mix with other operators, but instead of
sending you an error message, Google “fixes” the query for you and provides the
exact results as “link.www.microsoft.com” linux.
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Summary

Google ofters plenty of options when it comes to performing advanced searches. URL
modification, discussed in Chapter 1, can provide you with lots of options for modifying a
previously submitted search, but advanced operators are better used within a query. Easier to
remember than the URL modifiers, advance operators are the truest tools of any Google
hacker’s arsenal. As such, they should be the tools used by the good guys when considering
the protection of Web-based information.

Most of the operators can be used in combination, the most notable exceptions being
the allintitle, allinurl, allinanchor, and allintext operators. Advanced Google searchers tend to
steer away from these operators, opting to use the intitle, inurl, and link operators to find
strings within the title, URL, or links to pages, respectively. Allintext, used to locate all the
supplied search terms within the text of a document, is one of the least used and most
redundant of the advanced operators. Filetype and site are very powerful operators that search
specific sites or specific file types. The daterange operator allows you to search for files that
were indexed within a certain time frame, although the URL parameter as_gdr seems to be
more in vogue. When crawling Web pages, Google generates specific information such as a
cached copy of a page, an information snippet about the page, and a list of sites that seem
related. This information can be retrieved with the cache, info, and related operators, respec-
tively. To search for the author of a Google Groups document, use the author operator. The
phonebook series of operators return business or residential phone listings as well as maps to
specific addresses. The stocks operator returns stock information about a specific ticker
symbol, whereas the define operator returns the definition of a word or simple phrase.

Solutions Fast Track

Intitle

®m  Finds strings in the title of a page
m Mixes well with other operators

®m Best used with Web, Group, Images, and News searches

Allintitle

®  Finds all terms in the title of a page
B Does not mix well with other operators or search terms

B Best used with Web, Group, Images, and News searches
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Inurl

®m  Finds strings in the URL of a page
m Mixes well with other operators

®m Best used with Web and Image searches

Allinurl

®  Finds all terms in the URL of a page
B Does not mix well with other operators or search terms

®m  Best used with Web, Group, and Image searches

Filetype
®  Finds specific types of files based on file extension
®  Synonymous with ext
®m  Requires an additional search term
m Mixes well with other operators

m  Best used with Web and Group searches

Allintext

®m  Finds all provided terms in the text of a page
®m  Pure evil—don’t use it

m  Forget you ever heard about allintext

B Restricts a search to a particular site or domain
® Mixes well with other operators
®m  Can be used alone

®m  Best used with Web, Groups and Image searches

m  Searches for links to a site or URL

B Does not mix with other operators or search terms
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B Best used with Web searches

Inanchor

®  Finds text in the descriptive text of links
m Mixes well with other operators and search terms

®  Best used for Web, Image, and News searches

Daterange

®m  Locates pages indexed within a specific date range
B Requires a search term

® Mixes well with other operators and search terms
B Best used with Web searches

®  Might be phased out to make way for as_gdr.

Numrange

®  Finds a number in a particular range
® Mixes well with other operators and search terms
®  Best used with Web searches

®  Synonymous with ext.

Cache

m  Displays Google’s cached copy of a page
®  Does not mix with other operators or search terms

B Best used with Web searches

Info

®  Displays summary information about a page
B Does not mix with other operators or search terms

B Best used with Web searches
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Related

®m Shows sites that are related to provided site or URL
B Does not mix with other operators or search terms

m  Best used with Web searches

Phonebook, Rphonebook, /Bphonebook

®m  Shows residential or business phone listings
B Does not mix with other operators or search terms

®m  Best used as a Web query

Author

m  Searches for the author of a Group post
® Mixes well with other operators and search terms

®  Best used as a Group search

Group

m  Searches Group names, selects individual Groups
®  Mixes well with other operators

® Best used as a Group search

Insubject

B Locates a string in the subject of a Group post
m Mixes well with other operators and search terms

®m  Best used as a Group search

Msgid
®m  Locates a Group message by message ID
B Does not mix with other operators or search terms

®  Best used as a Group search

m  Flaky. Use the advanced search form at groups.google.com/advanced_search instead
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Stocks

®m  Shows the Yahoo Finance stock listing for a ticker symbol
B Does not mix with other operators or search terms

B Best provided as a Web query

Define

®m  Shows various definitions of a provided word or phrase
®  Does not mix with other operators or search terms

®m  Best provided as a Web query

Links to Sites

®  The Google filetypes FAQ, www.google.com/help/faq_filetypes.html

®m  The resource for file extension information, www.filext.com This site can help you
figure out what program a particular extension is associated with.

B http://searchenginewatch.com/searchday/article.php/2160061?? This article discusses some
of the issues associated with Google’s date restrict search options.

®  Very nice online Julian date converters, www.24hourtranslations.co.uk/dates.htm and

www.tesre.bo.cnr.it/~mauro/JD/
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book, are
designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To have
your questions about this chapter answered by the author, browse to www.
syngress.com/solutions and click on the “Ask the Author” form.

Q: Do other search engines provide some form of advanced operator? How do their

A:

advanced operators compare to Google’s?

Yes, most other search engines offer similar operators. Yahoo is the most similar to
Google, in my opinion. This might have to do with the fact that Yahoo once relied solely
on Google as its search provider. The operators available with Yahoo include site (domain
search), hostname (full server name), link, url (show only one document), inurl, and intitle.
The Yahoo advanced search page offers other options and URL modifiers. You can dis-
sect the HTML form at http://search.yahoo.com/search/options to get to the inter-
esting options here. Be prepared for a search page that looks a lot like Google’s advanced
search page.

AltaVista offers domain, host, link, title, and url operators. The AltaVista advanced
search page can be found at-wwav.altavista.com/web/adv. Of particular interest is the
timeframe search, which allows more granularity than Google’s as_gdr URL modifier,
allowing you to search either ranges or specific time frames such as the past week, two
weeks, or longer.

: Where can I get a quick rundown of all the advanced operators?

Check out www.google.com/help/operators.html. This page describes various operators
and 1s a good summary of this chapter. It is assumed that new operators are listed on this
page when they are released, but keep in mind that some operators enter a beta stage
before they are released to the public. Sometimes these operators are discovered by
unsuspecting Google users throwing around the colon separator too much. Who knows,
maybe you’ll be the next person to discover the newest hidden operator!

: How can I keep up with new operators as they come out? What about other Google-

related news and tips?

. There are quite a few Web sites that we frequent for news and information about all

things Google. The first is http://googleblog.blogspot.com, Google’s official Weblog.
Although not necessarily technical in nature, it’s a nice way to gain insight into some of’
the happenings at Google. Another is Aaron Swartz’s unofficial Google blog, located at
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http://google.blogspace.com. Not endorsed or sponsored by Google, this site is often
more pointed, and sometimes more insightful. A third site that’s a must-bookmark one is
the Google Labs page at http://labs.google.com. This is one of the best places to get
news about new features and capabilities Google has to offer. Also, to get updates about
new Google queries, even if they’re not Google related, check out
www.google.com/alerts, the main Google Alerts page. Google Alerts sends you e-mail
when there are updates to a search term.You could use this tool to uncover new opera-
tors by alerting on a search term such as google advanced operator site:google.com. Last but
not least, watch Google Trends at www.google.com/trends and Google Zeitgeist
(www.google.com/press/zeitgeist.html) to keep an eye on what others are searching for.
You might just catch a few Google hackers in the wild.

: Is the word order in a query significant?

: Sometimes. If you are interested in the ranking of a site, especially which sites float up to

the first few pages, order is very significant. Google will take two adjoining words in a
query and try to first find sites that have those words in the order you specified. Switching
the order of the words still returns the same exact sites (unless you put quotes around
the words, forcing Google to find the words in that order), regardless of which order you
provided the terms in your query. To get an idea of how this works, play around with
some basic queries such as _food clothes and clothes food.

. Can’t you give me any more cool operators?

: The list could be endless. Google is so hard to keep up with. OK. How about this one:

view. Throw view:map or view:timeline on the end of a Web query to view the results in
either a map view or a cool timeline view. For something educational, try “Abraham
Lincoln” view:timeline. To find out where all the hackers in the world are, try hackers
view:map. To find out if bell bottoms are really making a comeback, try “bell bottoms”
view:timeline. Here’s a spoiler: apparently, they are.
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Introduction

A fairly large portion of this book is dedicated to the techniques the “bad guys” will use to
locate sensitive information. We present this information to help you become better
informed about their motives so that you can protect yourself and perhaps your customers.
We've already looked at some of the benign basic searching techniques that are foundational
for any Google user who wants to break the barrier of the basics and charge through to the
next level: the ways of the Google hacker. Now we’ll start looking at more nefarious uses of
Google that hackers are likely to employ.

First, we’ll talk about Google’s cache. If you haven't already experimented with the
cache, you're missing out. I suggest you at least click a few various cached links from the
Google search results page before reading further. As any decent Google hacker will tell you,
there’s a certain anonymity that comes with browsing the cached version of a page. That
anonymity only goes so far, and there are some limitations to the coverage it provides.
Google can, however, very nicely veil your crawling activities to the point that the target
Web site might not even get a single packet of data from you as you cruise the Web site.
We’ll show you how it’s done.

Next, we’ll talk about directory listings. These “ugly” Web pages are chock full of infor-
mation, and their mere existence serves as the basis for some of the more advanced attack
searches that we’ll discuss in later chapters.

To round things out, we’ll take a look at a technique that has come to be known as
traversing: the expansion of a search to attempt to gather more information. We’ll look at
directory traversal, number range expansion, and extension trolling, all of which are tech-
niques that should be second nature to any decent hacker—and the good guys that defend
against them.

Anonymity with Caches

Google’s cache feature is truly an amazing thing. The simple fact is that if Google crawls a
page or document, you can almost always count on getting a copy of it, even if the original
source has since dried up and blown away. Of course the down side of this is that hackers
can get a copy of your sensitive data even if you've pulled the plug on that pesky Web
server. Another down side of the cache is that the bad guys can crawl your entire Web site
(including the areas you “forgot” about) without even sending a single packet to your server.
If your Web server doesn’t get so much as a packet, it can’t write anything to the log files.
(You are logging your Web connections, aren’t you?) If there’s nothing in the log files, you
might not have any idea that your sensitive data has been carried away. It’s sad that we even
have to think in these terms, but untold megabytes, gigabytes, and even terabytes of sensitive
data leak from Web servers every day. Understanding how hackers can mount an anonymous
attack on your sensitive data via Google’s cache is of utmost importance.
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Google grabs a copy of most Web data that it crawls. There are exceptions, and this
behavior is preventable, as we’ll discuss later, but the vast majority of the data Google crawls
is copied and filed away, accessible via the cached link on the search page. We need to
examine some subtleties to Google’s cached document banner. The banner shown in Figure
3.1 was gathered from www.phrack.org.

Figure 3.1 This Cached Banner Contains a Subtle Warning About Images

_re 00 .t Phrack Magazine ::.

4 b ¢ =+ @http:,’;’Zlﬁ.Z_’.Q.S1.104,fsearch?q=cache:wFéWUdthFYcJ:www.phrack.org}issues.htmhsile:w“ Qv phrack {, |

This is G o = g | e's cache of http://www.phrack.org/issues.html| as retrieved on Jul 8, 2007 10:37:31 GMT.

G o © g | e's cache is the snapshot that we took of the page as we crawled the web.

The page may have changed since that time. Click here for the current page without highlighting.

This cached page may reference images which are no longer available. Click here for the cached text only.

To link to or bookmark this page, use the following url: http://www.google.con/search?

g=cache:wF4WUIdX4FY¥cJ iwww.phrack.org/issues.html+site:www.phrack.org+phrackshl=en&ct=clnk&cd=3&sgl=us&client=safari

These search terms have been highlighted: phrack

If you’ve gotten so familiar with the cache banner that you just blow right past it, slow
down a bit and actually read it. The cache banner in Figure 3.1 notes, “This cached page
may reference images which are no longer available.” This message is easy to miss, but it pro-
vides an important clue about what Google’s doing behind the scenes.

To get a better idea of what’s happening, let’s take a look at a snippet of tepdump
output gathered while browsing this cached page. To capture this data, tepdump is simply
run as fepdump —n.Your installation or implementation of fepdump might require you to
also set a listening interface with the —i switch. The output of the fcpdump command is
shown in Figure 3.2.

Figure 3.2 Tcopdump Output Fragment Gathered While Viewing a Cached Page

10.0.1.6.49847 > 200.199.20.162.80:
10.0.1.6.49848 > 200.199.20.162.80:
200.199.20.162.80 > 10.0.1.6.49847:
10.0.1.6.49847 > 200.199.20.162.80:
200.199.20.162.80 > 10.0.1.6.49848:
10.0.1.6.49848 > 200.199.20.162.80:
10.0.1.6.49847 > 200.199.20.162.80:
10.0.1.6.49848 > 200.199.20.162.80:
66.249.83.83.80 > 10.0.1.3.58785:

66.249.83.83.80 > 10.0.1.3.58790:

66.249.83.83.80 > 10.0.1.3.58790:
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66.249.83.83.80 > 10.0.1.3.58790:
66.249.83.83.80 > 10.0.1.3.58790:
66.249.83.83.80 > 10.0.1.3.58790:

Let’s take apart this output a bit, starting at the bottom. This is a port 80 (Web) conversa-
tion between our browser machine (10.0.1.6) and a Google server (66.249.83.83). This is
the type of traftfic we should expect from any transaction with Google, but the beginning of
the capture reveals another port 80 (Web) connection to 200.199.20.162. This is not a
Google server, and an nslookup of that Internet Protocol (IP) shows that it is the
www.phrack.org Web server. The connection to this server can be explained by rerunning
tepdump with more options specifically designed to show a few hundred bytes of the data
inside the packets as well as the headers. The partial capture shown in Figure 3.3 was gath-
ered by running:

tecpdump -Xx -s 500 -n

and shift-reloading the cached page. Shift-reloading forces most browsers to contact the Web
host again, not relying on any caches the browser might be using.

Figure 3.3 A Partial HTTP Request Showing the Host Header Field

0x0030: 085c 0661 4745 5420 2f69 6d67 2f£70 6872 .\.aGET./img/phr

0x0040: 6163 6b2d 6c6f 676f 2e6a 7067 2048 5454 ack-logo.jpg.HTT
0x0050: 502f 312e 310d 0a4l 6363 6570 743a 202a P/1.1..Accept:.*
0x0060: 2f2a 0dOa 4163 6365 7074 2d4c 61l6e 6775 /*..Accept-Langu
0x0070: 6167 653a 2065 6e0d 0ad4l 6363 6570 742d age:.en..Accept-
0x0080: 456e 636f 6469 6e67 3a20 677a 6970 2c20 Encoding:.gzip, .
0x0090: 6465 666c 6174 6504 0ab52 6566 6572 6572 deflate..Referer

0x00a0: 3a20 6874 7470 3a2f 2f32 3136 2e32 3339 :.http://216.239
0x00b0: 2e35 312e 3130 342f 7365 6172 6368 3f71 .51.104/search?q
0x00c0O0: 3d63 6163 6865 3a77 4634 5755 6458 3446 =cache:wF4WUJX4F
0x00d0: 5963 4a3a 7777 772e 7068 7261 636b 2e6f YcJ:www.phrack.o
0x00e0: 7267 2f69 7373 7565 732e 6874 6d6c 2b73 rg/issues.html+s

[..]
0x01b0: 6565 702d 616c 6976 650d 0a48 6f73 743a eep-alive..Host:
0x01cO: 2077 7777 2e70 6872 6163 6b2e 6£72 6704 .www.phrack.org.

Lines 0x30 and 0x40 show that we are downloading (via a GET request) an image
file—specifically, a JPG image from the server. Farther along in the network trace, a Host
field reveals that we are talking to the www.phrack.org Web server. Because of this Host
header and the fact that this packet was sent to IP address 200.199.20.162, we can safely
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assume that the Phrack Web server is virtually hosted on the physical server located at that
address. This means that when viewing the cached copy of the Phrack Web page, we are
pulling images directly from the Phrack server itself. If we were striving for anonymity by
viewing the Google cached page, we just blew our cover! Furthermore, line 0x90 shows that
the REFERER field was passed to the Phrack server, and that field contained a Uniform
Resource Locator (URL) reference to Google’s cached copy of Phrack’s page. This means
that not only were we not anonymous, but our browser informed the Phrack Web server
that we were trying to view a cached version of the page! So much for anonymity.

It’s worth noting that most real hackers use proxy servers when browsing a target’s Web
pages, and even their Google activities are first bounced oft a proxy server. If we had used an
anonymous proxy server for our testing, the Phrack Web server would have only gotten our
proxy server’s IP address, not our actual IP address.

Notes from the Underground...

Google Hacker’s Tip

It's a good idea to use a proxy server if you value your anonymity online. Penetration
testers use proxy servers to emulate what a real attacker would do during an actual
break-in attempt. Locating working, high-quality proxy servers can be an arduous
task, unless of course we use a little Google hacking to do the grunt work for us! To
locate proxy servers using Google, try these queries:

inurl:"nph-proxy.cgi" "Start browsing"
or
"cacheserverreport for" "This analysis was produced by calamaris"

These queries locate online public proxy servers that can be used for testing purposes.
Nothing like Googling for proxy servers! Remember, though, that there are lots of
places to obtain proxy servers, such as the atomintersoft site or the samair.ru proxy
site. Try Googling for those!

The cache banner does, however, provide an option to view only the data that Google
has captured, without any external references. As you can see in Figure 3.1, a link is available
in the header, titled “Click here for the cached text only” Clicking this link produces the
tedump output shown in Figure 3.4, captured with tepdump —n.



98

Chapter 3 * Google Hacking Basics

Figure 3.4 Cached Text Only Captured with Tcodump

216.239.51.104.80 > 10.0.1.6.49917:
216.239.51.104.80 > 10.0.1.6.49917:
216.239.51.104.80 > 10.0.1.6.49917:
10.0.1.6.49917 > 216.239.51.104.80:
10.0.1.6.49917 > 216.239.51.104.80:
216.239.51.104.80 > 10.0.1.6.49917:
216.239.51.104.80 > 10.0.1.6.49917:
216.239.51.104.80 > 10.0.1.6.49917:
10.0.1.6.49917 > 216.239.51.104.80

Despite the fact that we loaded the same page as before, this time we communicated
only with a Google server (at 216.239.51.104), not any external servers. If we were to look
at the URL generated by clicking the “cached text only” link in the cached page’s header,
we would discover that Google appended an interesting parameter, &strip=1. This parameter
forces a Google cache URL to display only cached text, avoiding any external references. This
URL parameter only applies to URLs that reference a Google cached page.

Pulling it all together, we can browse a cached page with a fair amount of anonymity
without a proxy server, using a quick cut and paste and a URL modification. As an
example, consider query for site:phrack.org. Instead of clicking the cached link, we will
right-click the cached link and copy the URL to the Clipboard, as shown in Figure 3.5.
Browsers handle this action differently, so use whichever technique works for you to cap-
ture the URL of this link.

Figure 3.5 Anonymous Cache Viewing Via Cut and Paste

Tann site:phrack.org - Google Search =
| | | & || + | b fwww.google.com searchhl=endelient=safaridris=endg=site = Q- Congle
Web Imeges Video Mews Maps Gmall mos v Sian m"
1
GO L]g[e site;phack.org [ Search ? ::3‘1',"_"’:;;5"_"'
Web Rusdis 1 - 10 of aboul 2,200 from phrack.org. (0.07 seconds )

.. Phrack Magazine -,
Digatal hacking magazine,

www.phrack,ong' - 12K - Cach :
- Open Link in New Window

. Phrack Magazine =, Open Link in New Tab
W2T5, Phrack #4717 - *Yeur] Download Linked File Tha Man, by ataff,

141072007 10:40 am. @274, F  Add Link vo Bookmarks. med ., -
www. phrack. omycomments, lar pag e

G o e f216.239.51. 104  sesrehia = cache LBUZI SaMg LT w, _g) + wie phrack orphhd =enbol=cnkBod= Mgh=usbdient=safar™ 4
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Once the URL is copied to the Clipboard, paste it into the address bar of your browser,
and append the &strip=1 parameter to the end of the URL. The URL should now look
something like http://216.239.51.104/search?q=cache:LBQZIrSkMgU]J:www.phrack.org/
+site:phrack.org&hl=en&ct=clnk&cd=1&gl=us&client=safari&strip=1. Press Enter after
modifying the URL to load the page, and you should be taken to the stripped version of the
cached page, which has a slightly diftferent banner, as shown in Figure 3.6.

Figure 3.6 A Stripped Cached Page’s Header
EB_: 00 .t Phrack Magazine :.

‘ A http://216.239.51.104/search?g=cache: LBQZIrSkMgU)-www.phrack.org/ +site: = O~ Coogle Q
I

This is G o © g | &'s text-only cache of http://www.phrack.org/ as retrieved on Jul 13, 2007 04:55:11 GMT. m
G o o gl e's cache is the snapshot that we took of the page as we crawled the web.

The page may have changed since that time. Click here for the current page without highlighting.

Click here for the full cached page with images included.

RS 2P ]

To link to or bookmark this page, use the following url: http://www.google.con/search?
g=cache:LB02IrSkMglJ:www.phrack.org/+site:phrack.orgthl=enéct=clnkécd=18gl=us&client=safari&strip=1

Cioagle is neither affiliated wirk the authors af this page nor respansible for ity comtent.

[ News ] [ Issues ] [ Authors ] [ Comments ] [ Search ] [ Stats ] [ Contact ]
.| Phrack Magazine ]..
.: PHRACK RELEASED - May 27 2007 00:00 ::.

wl e e

Display a menu

Notice that the stripped cache header reads differently than the standard cache header.
Instead of the “This cached page may reference images which are no longer available” line,
there is a new line that reads, “Click here for the full cached version with images included.”
This is an indicator that the current cached page has been stripped of external references.
Unfortunately, the stripped page does not include graphics, so the page could look quite dif-
ferent from the original, and in some cases a stripped page might not be legible at all. If this
is the case, it never hurts to load up a proxy server and hit the page, but real Google hackers
“don’t need no steenkin’ proxy servers!”

Notes from the Underground...

Google’s Highlight Tool

If you've ever scrolled through page after page of a document looking for a particular
word or phrase, you probably already know that Google’s cached version of the page
will highlight search terms for you. What you might not realize is that you can use
Google’s highlight tool to highlight terms on a cached page that weren’t included in

Continued
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your original search. This takes a bit of URL mangling, but it's fairly straightforward.
For example, if you searched for peeps marshmallows and viewed the second cached
page, part of the cached page’s URL looks something like
www.peepresearch.org/peeps+marshmallows&hl=en. Notice the search terms we used
listed after the base page URL. To highlight other terms, simply play around with the
area after the base URL, in this case +peeps+marshmallows. Simply add or subtract
words and press Enter, and Google will highlight your terms! For example, to include
fear and risk to the list of highlighted words, simply add them into the URL, making
it read something like www.peepresearch.org/+fear+risk+peeps+marshmallows&hl
=en. Did you ever know that Marshmallow Peeps actually feel fear? Don't believe me?
Just ask Google.

Directory Listings

A directory listing 1s a type of Web page that lists files and directories that exist on a Web
server. Designed to be navigated by clicking directory links, directory listings typically have a
title that describes the current directory, a list of files and directories that can be clicked, and
often a footer that marks the bottom of the directory listing. Each of these elements is
shown in the sample directory listing in Figure 3.7.

Figure 3.7 A Directory Listing Has Several Recognizable Elements

re BNE) Index of [security/dist
< » || ¢ ||+ | [Ghtp://216.239.51.104/search?g=cache:BteNmIxNpTgl:x & Q-

Index of /security/dist

Name Last modified Size Description

a Parent Director -

EEYS 11-Dec-2004 15:50 5.9K
EB g=library/ 28-Jan-2007 09:41 -
EB java-library/ 09-May-2007 15:08 -

Apachel2 3.0-dev (Unix) Server at xml.apache.org Port 80

&

Much like an FTP server, directory listings offer a no-frills, easy-install solution for
granting access to files that can be stored in categorized folders. Unfortunately, directory list-
ings have many faults, specifically:
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®m  They are not secure in and of themselves. They do not prevent users from down-
loading certain files or accessing certain directories. This task is often left to the
protection measures built into the Web server software or third-party scripts, mod-
ules, or programs designed specifically for that purpose.

®  They can display information that helps an attacker learn specific technical details
about the Web server.

®  They do not discriminate between files that are meant to be public and those that
are meant to remain behind the scenes.

®m  They are often displayed accidentally, since many Web servers display a directory
listing if a top-level index file (index.htm, index.html, default.asp, and so on) is
missing or invalid.

All this adds up to a deadly combination.
In this section, we’ll take a look at some of the ways Google hackers can take advantage
of directory listings.

Locating Directory Listings

The most obvious way an attacker can abuse a directory listing is by simply finding one!
Since directory listings offer “parent directory” links and allow browsing through files and
folders, even the most basic attacker might soon discover that sensitive data can be found by
simply locating the listings and browsing through them.

Locating directory listings with Google is fairly straightforward. Figure 3.11 shows that
most directory listings begin with the phrase “Index of,” which also shows in the title. An
obvious query to find this type of page might be ntitle:index.of, which could find pages with
the term index of in the title of the document. Remember that the period (“.”) serves as a
single-character wildcard in Google. Unfortunately, this query will return a large number of
false positives, such as pages with the following titles:

Index of Native American Resources on the Internet
LibDex - Worldwide index of library catalogues

Iowa State Entomology Index of Internet Resources

Judging from the titles of these documents, it is obvious that not only are these Web
pages intentional, they are also not the type of directory listings we are looking for. As Ben
Kenobi might say, “This is not the directory listing you’re looking for.” Several alternate
queries provide more accurate results—for example, intitle:index.of “parent directory” (shown
in Figure 3.8) or intitle:index.of name size. These queries indeed reveal directory listings by
not only focusing on index.of in the title, but on keywords often found inside directory list-
ings, such as parent directory, name, and size. Even judging from the summary on the search
results page, you can see that these results are indeed the types of directory listings we’re
looking for.
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Figure 3.8 A Good Search for Directory Listings
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Index of images
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[} INDEX bak 16-Nov-1982 18:13 211 [DIR] MAEsirf 31-Jan-2005 ..
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Finding Specific Directories

In some cases, it might be beneficial not only to look for directory listings, but to look for
directory listings that allow access to a specific directory. This is easily accomplished by
adding the name of the directory to the search query.To locate “admin” directories that are
accessible from directory listings, queries such as intitle:index.of admin or intitle:index.of
inurl:admin will work well, as shown in Figure 3.9.

Figure 3.9 Locatlng Speaflc Directories in a Directory Listing
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Finding Specific Files

Because these types of pages list names of files and directories, it is possible to find very spe-
cific files within a directory listing. For example, to find WS_FTP log files, try a search such
as intitle:index.of ws_ftp.log, as shown in Figure 3.10.This technique can be extended to just
about any kind of file by keying in on the index.of in the title and the filename in the text of
the Web page.

Figure 3.10 Locating Files in a Directory Listing

| ﬂ-l"!l la] intitle-index.of wa_ftp.log - Google Search
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You can also use filetype and inurl to search for specific files. To search again for ws_ftp.log
files, try a query like filetype:log inurl:ws_ftp.log. This technique will generally find more
results than the somewhat restrictive index.of search. We’ll be working more with specific file
searches throughout the book.

Server Versioning

One piece of information an attacker can use to determine the best method for attacking a
Web server is the exact software version. An attacker could retrieve that information by con-
necting directly to the Web port of that server and issuing a request for the Hypertext
Transter Protocol (HTTP) (Web) headers. It is possible, however, to retrieve similar informa-
tion from Google without ever connecting to the target server. One method involves using
the information provided in a directory listing.
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Figure 3.11 shows the bottom portion of a typical directory listing. Notice that some
directory listings provide the name of the server software as well as the version number. An
adept Web administrator could fake these server tags, but most often this information is legiti-
mate and exactly the type of information an attacker will use to refine his attack against the
server.

Figure 3.11 This Server Tag Can Be Used to Profile a Web Server
@060 Index of /

: E] B 3 http:/ fwww.mia.gov.ua/ ~ Q~ intitle:index.of "server at" )
Index of /

ST T ]

Hame Last modified S8ize Description

: Parent Director 24=-May=-2002 09:19 -

Apachell 327 Server at stssre.mia.gov.ua Port 80

Display a menu 7

The Google query used to locate servers this way is simply an extension of the
intitle:index.of query. The listing shown in Figure 3.11 was located with a query of
intitle:index.of “server at”. This query will locate all directory listings on the Web with index of
in the title and server at anywhere in the text of the page. This might not seem like a very
specific search, but the results are very clean and do not require further refinement.

Notes from the Underground...

Server Version? Who Cares?

Although server versioning might seem fairly harmless, realize that there are two ways
an attacker might use this type of information. If the attacker has already chosen his
target and discovers this information on that target server, he could begin searching
for an exploit (which may or may not exist) to use against that specific software ver-
sion. Inversely, if the attacker already has a working exploit for a very specific version
of Web server software, he could perform a Google search for targets that he can
compromise with that exploit. An attacker, armed with an exploit and drawn to a
potentially vulnerable server, is especially dangerous. Even small information leaks like
this can have big payoffs for a clever attacker.
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To search for a specific server version, the intitle:index.of query can be extended even
turther to something like intitle:index.of “Apache/1.3.27 Server at”. This query would find
pages like the one listed in Figure 3.11. As shown in Table 3.1, many different servers can be
identified through a directory listing.

Table 3.1 Some Specific Servers Locatable Via Directory Listings

Directory Listing of Web Servers

“AnWeb/1.42h" intitle:index.of

“Apache Tomcat/” intitle:index.of
“Apache-AdvancedExtranetServer/” intitle:index.of
“Apacheldf-exts” intitle:index.of

“Apachel” intitle:index.of

“Apache/AmEuro” intitle:index.of

“Apache/Blast” intitle:index.of

“Apache/WWW" intitle:index.of

“Apachel/df-exts” intitle:index.of

“CERN httpd 3.0B (VAX VMS)” intitle:index.of
“CompySings/2.0.40" intitle:index.of
“Davepache/2.02.003 (Unix)” intitle:index.of
“DinaHTTPd Server/1.15” intitle:index.of

“HP Apache-based Web “Server/1.3.26"” intitle:index.of

“HP Apache-based Web “Server/1.3.27 (Unix) mod_ssl/2.8.11 OpenSSL/0.9.6g”
intitle:index.of

“HP-UX_Apache-based_Web_Server/2.0.43” intitle:index.of
“httpd+ssl/kttd” * server at intitle:index.of
“IBM_HTTP_Server” intitle:index.of
“IBM_HTTP_Server/2.0.42” intitle:index.of
“JRun Web Server” intitle:index.of
“LiteSpeed Web” intitle:index.of
“MCWeb"” intitle:index.of

“MaXX/3.1” intitle:index.of
“Microsoft-11S/* server at” intitle:index.of
“Microsoft-115/4.0" intitle:index.of
“Microsoft-115/5.0 server at” intitle:index.of
“Microsoft-115/6.0” intitle:index.of

Continued
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Table 3.1 continued Some Specific Servers Locatable Via Directory Listings

Directory Listing of Web Servers

“OmniHTTPd/2.10” intitle:index.of
“OpenSA/1.0.4" intitle:index.of
“OpenSSL/0.9.7d” intitle:index.of

“Oracle HTTP Server/1.3.22" intitle:index.of
“Oracle-HTTP-Server/1.3.28” intitle:index.of
“Oracle-HTTP-Server” intitle:index.of

“Oracle HTTP Server Powered by Apache” intitle:index.of
“Patchy/1.3.31" intitle:index.of

“Red Hat Secure/2.0” intitle:index.of

“Red Hat Secure/3.0 server at” intitle:index.of
“Savant/3.1” intitle:index.of

“SEDWebserver *” “server at” intitle:index.of
“SEDWebserver/1.3.26"” intitle:index.of
“TcNet httpsrv 1.0.10” intitle:index.of
“WebServer/1.3.26" intitle:index.of
“WebTopial2.1.1a “ intitle:index.of

“Yaws 1.65” intitle:index.of

“Zeusl4.3" intitle:index.of

Table 3.2 Directory Listings of Apache Versions

Queries That Locate Apache Versions Through Directory Listings

“Apache/1.0” intitle:index.of
“Apache/1.1” intitle:index.of
“Apache/1.2" intitle:index.of
“Apache/1.2.0 server at” intitle:index.of
“Apache/1.2.4 server at” intitle:index.of
“Apache/1.2.6 server at” intitle:index.of
“Apache/1.3.0 server at” intitle:index.of
“Apache/1.3.2 server at” intitle:index.of
“Apache/1.3.1 server at” intitle:index.of
“Apache/1.3.1.1 server at” intitle:index.of

Continued



Google Hacking Basics ® Chapter 3 107

Table 3.2 Directory Listings of Apache Versions

Queries That Locate Apache Versions Through Directory Listings

“Apache/1.3.3 server at” intitle:index.of
“Apachel/1.3.4 server at” intitle:index.of
“Apache/1.3.6 server at” intitle:index.of
“Apache/1.3.9 server at” intitle:index.of
“Apache/1.3.11 server at” intitle:index.of
“Apache/1.3.12 server at” intitle:index.of
“Apache/1.3.14 server at” intitle:index.of
“Apache/1.3.17 server at” intitle:index.of
“Apache/1.3.19 server at” intitle:index.of
“Apache/1.3.20 server at” intitle:index.of
“Apache/1.3.22 server at” intitle:index.of
“Apache/1.3.23 server at” intitle:index.of
“Apache/1.3.24 server at” intitle:index.of
“Apachel/1.3.26 server at” intitle:index.of
“Apache/1.3.27 server at” intitle:index.of
“Apache/1.3.27-fil” intitle:index.of
“Apache/1.3.28 server at” intitle:index.of
“Apache/1.3.29 server at” intitle:index.of
“Apache/1.3.31 server at” intitle:index.of
“Apache/1.3.33 server at” intitle:index.of
“Apache/1.3.34 server at” intitle:index.of
“Apache/1.3.35 server at” intitle:index.of
“Apache/2.0 server at” intitle:index.of
“Apache/2.0.32 server at” intitle:index.of
“Apache/2.0.35 server at” intitle:index.of
“Apache/2.0.36 server at” intitle:index.of
“Apache/2.0.39 server at” intitle:index.of
“Apache/2.0.40 server at” intitle:index.of
“Apache/2.0.42 server at” intitle:index.of
“Apache/2.0.43 server at” intitle:index.of
“Apache/2.0.44 server at” intitle:index.of
“Apachel2.0.45 server at” intitle:index.of

Continued
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Table 3.2 continued Directory Listings of Apache Versions

Queries That Locate Apache Versions Through Directory Listings

“Apache/2.0.46 server at” intitle:index.of
“Apache/2.0.47 server at” intitle:index.of
“Apachel/2.0.48 server at” intitle:index.of
“Apache/2.0.49 server at” intitle:index.of
“Apache/2.0.49a server at” intitle:index.of
“Apache/2.0.50 server at” intitle:index.of
“Apache/2.0.51 server at” intitle:index.of
“Apache/2.0.52 server at” intitle:index.of
“Apache/2.0.55 server at” intitle:index.of
“Apache/2.0.59 server at” intitle:index.of

In addition to identifying the Web server version, it is also possible to determine the
operating system of the server as well as modules and other software that is installed. We’ll
look at more specific techniques to accomplish this later, but the server versioning technique
we’ve just looked at can be extended by including more details in our query. Table 3.3 shows
queries that located extremely esoteric server software combinations, revealed by server tags.
These tags list a great deal of information about the servers they were found on and are
shining examples proving that even a seemingly small information leak can sometimes
explode out of control, revealing more information than expected.

Table 3.3 Locating Specific and Esoteric Server Versions

Queries That Locate Specific and Esoteric Server Versions

“Apache/1.3.12 (Unix) mod_fastcgi/2.2.12 mod_dyntag/1.0 mod_advert/1.12
mod_czech/3.1.1b2” intitle:index.of

“Apache/1.3.12 (Unix) mod_fastcgi/2.2.4 secured_by_Raven/1.5.0” intitle:index.of
“Apache/1.3.12 (Unix) mod_ssl/2.6.6 OpenSSL/0.9.5a” intitle:index.of

“Apache/1.3.12 Cobalt (Unix) Resin/2.0.5 StoreSense-Bridge/1.3 ApachelServ/1.1.1
mod_ssl/2.6.4 OpenSSL/0.9.5a mod_auth_pam/1.0a FrontPage/4.0.4.3
mod_perl/1.24" intitle:index.of

“Apache/1.3.14 - PHP4.02 - Iprotect 1.6 CWIE (Unix) mod_fastcqi/2.2.12
PHP/4.0.3pl1” intitle:index.of

“Apache/1.3.14 Ben-S5L/1.41 (Unix) mod_throttle/2.11 mod_perl/1.24_01
PHP/4.0.3pl1 FrontPagel4.0.4.3 rus/PL30.0” intitle:index.of

“Apache/1.3.20 (Win32)"” intitle:index.of

Continued
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Table 3.3 continued Locating Specific and Esoteric Server Versions

Queries That Locate Specific and Esoteric Server Versions

“Apache/1.3.20 Sun Cobalt (Unix) PHPI/4.0.3p/1 mod_auth_pam_external/0.1
FrontPage/4.0.4.3 mod_perl/1.25” intitle:index.of

“Apache/1.3.20 Sun Cobalt (Unix) PHP/4.0.4 mod_auth_pam_external/0.1
FrontPagel4.0.4.3 mod_ssl/2.8.4 OpenSSL/0.9.6b mod_perl/1.25" intitle:index.of

“Apache/1.3.20 Sun Cobalt (Unix) PHP/4.0.6 mod_ssl/2.8.4 OpenSSL/0.9.6
FrontPage/5.0.2.2510 mod_perl/1.26” intitle:index.of

“Apache/1.3.20 Sun Cobalt (Unix) mod_ssl/2.8.4 OpenSSL/0.9.6b PHP/4.0.3pl1
mod_auth_pam_external/0.1 FrontPage/4.0.4.3 mod_perl/1.25” intitle:index.of

“Apache/1.3.20 Sun Cobalt (Unix) mod_ssl/2.8.4 OpenSSL/0.9.6b PHP/4.0.3pl1
mod_fastcgi/2.2.8 mod_auth_pam_external/0.1 mod_perl/1.25” intitle:index.of

“Apache/1.3.20 Sun Cobalt (Unix) mod_ssl/2.8.4 OpenSSL/0.9.6b PHPI4.0.4
mod_auth_pam_external/0.1 mod_perl/1.25” intitle:index.of

“Apache/1.3.20 Sun Cobalt (Unix) mod_ssl/2.8.4 OpenSSL/0.9.6b PHP/4.0.6
mod_auth_pam_external/0.1 FrontPage/4.0.4.3 mod_perl/1.25” intitle:index.of

“Apache/1.3.20 Sun Cobalt (Unix) mod_ssl/2.8.4 OpenSSL/0.9.6b
mod_auth_pam_externall0.1 mod_perl/1.25” intitle:index.of

“Apache/1.3.26 (Unix) Debian GNU/Linux PHP/4.1.2 mod_dtcl” intitle:index.of
“Apache/1.3.26 (Unix) PHP/4.2.2" intitle:index.of

“Apache/1.3.26 (Unix) mod_ssl/2.8.9 OpenSSL/0.9.6b"” intitle:index.of
“Apache/1.3.26 (Unix) mod_ssl/2.8.9 OpenSSL/0.9.7"” intitle:index.of
“Apache/1.3.26+PH" intitle:index.of

“Apachel/1.3.27 (Darwin)” intitle:index.of

“Apache/1.3.27 (Unix) mod_log_bytes/1.2 mod_bwlimited/1.0 PHP/4.3.1
FrontPage/5.0.2.2510 mod_ssl/2.8.12 OpenSSL/0.9.6b"” intitle:index.of

“Apache/1.3.27 (Unix) mod_ssl/2.8.11 OpenSSL/0.9.6g FrontPage/5.0.2.2510
mod_gzip/1.3.26 PHP/4.1.2 mod_throttle/3.1.2" intitle:index.of

One convention used by these sprawling tags is the use of parenthesis to offset the oper-
ating system of the server. For example, Apache/1.3.26 (Unix) indicates a UNIX-based oper-
ating system. Other more specific tags are used as well, some of which are listed below.

m  CentOS
®m  Debian
®  Debian GNU/Linux

m  Fedora
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®  FreeBSD

B Linux/SUSE
B Linux/SuSE
m NETWARE

m  Red Hat
m  Ubuntu
m UNIX

m Win32

An attacker can use the information in these operating system tags in conjunction with
the Web server version tag to formulate a specific attack. If this information does not hint at
a specific vulnerability, an attacker can still use this information in a data-mining or informa-
tion-gathering campaign, as we will see in a later chapter.

Going Out on a Limb: Traversal Techniques

The next technique we’ll examine is known as traversal. Traversal in this context simply
means fo travel across. Attackers use traversal techniques to expand a small “foothold” into a
larger compromise.

Directory Traversal

To illustrate how traversal might be helpful, consider a directory listing that was found with
intitle:index.of inurl: “admin”, as shown in Figure 3.12.

Figure 3.12 Traversal Example Found with index.of

i XaTa) Index of fadmin/php/tour 1
| —| T A hpe fwwewrsphysse.any eduauf = Q- inurl-admin initlecindes.of G

Index of !adminfphi:uftnur

Hame - {£0d Biza Descpipti
# aront Dircetor -
D _includes/ 10=Feb=2006 10143 -
8 atompanieulation.igg 28-Jal-2003 161325 7.OK
|E ct.ipa 28=Jul=2003 16:25 125K
wvd, igg 28-FJal-2003 16:35 6.7K
F—i donn loads 2A-Tul-2003 16125 -
E glactrical . ipg 20=FJul=2003 16:2% E.0K
Eq hi.qpmg ZA-Tul-2003 16:25 7T.4K .
3 hlgroundlevel . ipa 28=FJul=2003 16:25% B.4K L

Disolay a mend AR
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In this example, our query brings us to a relative URL of /admin/php/tour. It you look
closely at the URL, you’ll notice an “admin” directory two directory levels above our cur-
rent location. If we were to click the “parent directory” link, we would be taken up one
directory, to the “php” directory. Clicking the “parent directory” link from the “envr” direc-
tory would take us to the “admin” directory, a potentially juicy directory. This is very basic
directory traversal. We could explore each and every parent directory and each of the subdi-
rectories, looking for juicy stuft. Alternatively, we could use a creative sife search combined
with an inurl search to locate a specific file or term inside a specific subdirectory, such as
site:anu.edu inurl:admin ws_fip.log, for example. We could also explore this directory structure
by moditying the URL in the address bar.

Regardless of how we were to “walk” the directory tree, we would be traversing outside
the Google search, wandering around on the target Web server. This is basic traversal, specifi-
cally directory traversal. Another simple example would be replacing the word admin with the
word student or public. Another more serious traversal technique could allow an attacker to
take advantage of software flaws to traverse to directories outside the Web server directory
tree. For example, if a Web server is installed in the /var/wuww directory, and public Web doc-
uments are placed in /var/www/htdocs, by default any user attaching to the Web server’s top-
level directory is really viewing files located in /var/www/htdocs. Under normal
circumstances, the Web server will not allow Web users to view files above the
/var/www/htdocs directory. Now, let’s say a poorly coded third-party software product is
installed on the server that accepts directory names as arguments. A normal URL used by
this product might be www.somesadsite.org/badcode.pl?page=/index.html. This URL would
instruct the badcode.pl program to “fetch” the file located at /var/www/htdocs/index.html and
display it to the user, perhaps with a nifty header and footer attached. An attacker might
attempt to take advantage of this type of program by sending a URL such as www.somesad-
site.org/badcode.pl?page=../../.. /etc/passwd. If the badcode.pl program is vulnerable to a direc-
tory traversal attack, it would break out of the /var/www/htdocs directory, crawl up to the real
root directory of the server, dive down into the /efc directory, and “fetch” the system pass-
word file, displaying it to the user with a nifty header and footer attached!

Automated tools can do a much better job of locating these types of files and vulnerabil-
ities, if you don’t mind all the noise they create. If youre a programmer, you will be very
interested in the Libwhisker Perl library, written and maintained by Rain Forest Puppy
(RFP) and available from www.wiretrip.net/rfp. Security Focus wrote a great article on
using Libwhisker. That article is available from www.securityfocus.com/infocus/1798. If you
aren’t a programmer, RFP’s Whisker tool, also available from the Wiretrip site, is excellent, as
are other tools based on Libwhisker, such as nikto, written by sullo@cirt.net, which is said to
be updated even more than the Whisker program itself. Another tool that performs (amongst
other things) file and directory mining is Wikto from SensePost that can be downloaded at
www.sensepost.com/research/wikto. The advantage of Wikto is that it does not sufter from
false positives on Web sites that responds with friendly 404 messages.
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Incremental Substitution

Another technique similar to traversal is incremental substitution. This technique involves
replacing numbers in a URL in an attempt to find directories or files that are hidden, or
unlinked from other pages. Remember that Google generally only locates files that are
linked from other pages, so if it’s not linked, Google won’t find it. (Okay, there’s an excep-
tion to every rule. See the FAQ at the end of this chapter.) As a simple example, consider a
document called exhe-1.xls, found with Google.You could easily modity the URL for that
document, changing the 1 to a 2, making the filename exhe-2.xls. It the document is found,
you have successfully used the incremental substitution technique! In some cases it might be
simpler to use a Google query to find other similar files on the site, but remember, not all
tiles on the Web are in Google’s databases. Use this technique only when you're sure a
simple query modification won't find the files first.

This technique does not apply only to filenames, but just about anything that contains a
number in a URL, even parameters to scripts. Using this technique to toy with parameters
to scripts is beyond the scope of this book, but if you’re interested in trying your hand at
some simple file or directory substitutions, scare up some test sites with queries such as file-
type:xls inurl:1.xls or intitle:index.of inurl:0001 or even an images search for 1.jpg. Now use
substitution to try to modify the numbers in the URL to locate other files or directories
that exist on the site. Here are some examples:

B /docs/bulletin/1.xls could be modified to /docs/bulletin/2.xls

B /DigLib_thumbnail /spmg/hel/0001/H/ could be changed to
/DigLib_thumbnail /spmg/hel /0002 /H/

® Jgallery /wel008-1.jpg could be modified to /gallery/wel008-2.jpg

Extension Walking

We’ve already discussed file extensions and how the filetype operator can be used to locate
files with specific file extensions. For example, we could easily search for HTM files with a
query such as filetype: HTM!. Once you've located HTM files, you could apply the substitu-
tion technique to find files with the same file name and difterent extension. For example, if
you found /docs/index.htm, you could modity the URL to /docs/index.asp to try to locate an
index.asp file in the docs directory. If this seems somewhat pointless, rest assured, this is, in
fact, rather pointless. We can, however, make more intelligent substitutions. Consider the
directory listing shown in Figure 3.13.This listing shows evidence of a very common prac-
tice, the creation of backup copies of Web pages.
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Figure 3.13 Backup Copies of Web Pages Are Very Common

rB @l Index of /ganglia-webfrontend |
4 B @ m A http:/ /davis.Ibl.gov/ganglia-we = Q- index.php.bak intitle:index.of ’.}f
@ graph.php 07=-Nov=2002 13:22 8k ’
@ header .php 07-Nov=-2002 13:22 8k
@ host_wview.php 07-Hov-2002 13:22 4k
@ index.php 10-Nov-2002 22:43 1k
@ index.php.bak 10-Nov-2002 22:42 1k
meta_view.php 07-Nov-2002 13:22 Tk
node_legend.html 07-Nov=2002 13:22 1k
@ physical view.php 07-Nov-2002 13:22 Tk
private_clusters 07-Hov-2002 13:22 1k
- show node.php 07-Nov-2002 13:22 5k
stvles.cas 07-Nov-2002 13:22 2k
EB templates/ 10=-Nov=2002 22:22 -

Apachell 3 27 Server at davis Ibl.gov Port 80

Display a menu 2

Backup files can be a very interesting find from a security perspective. In some cases,
backup files are older versions of an original file. This i1s evidenced in Figure 3.17. Backup
files on the Web have an interesting side effect: they have a tendency to reveal source code.
Source code of a Web page is quite a find for a security practitioner, because it can contain
behind-the-scenes information about the author, the code creation and revision process,
authentication information, and more.

To see this concept in action, consider the directory listing shown in Figure 3.13.
Clicking the link for index.php will display that page in your browser with all the associated
graphics and text, just as the author of the page intended. If this were an HTM or HTML
file, viewing the source of the page would be as easy as right-clicking the page and selecting
view source. PHP files, by contrast, are first executed on the server. The results of that executed
program are then sent to your browser in the form of HTML code, which your browser then
displays. Performing a view source on HTML code that was generated from a PHP script will
not show you the PHP source code, only the HTML. It is not possible to view the actual
PHP source code unless something somewhere is misconfigured. An example of such a mis-
configuration would be copying the PHP code to a filename that ends in something other
than PHP, like BAK. Most Web servers do not understand what a BAK file is. Those servers,
then, will display a PHPBAK file as text. When this happens, the actual PHP source code is
displayed as text in your browser. As shown in Figure 3.14, PHP source code can be quite
revealing, showing things like Structured Query Language (SQL) queries that list information
about the structure of the SQL database that is used to store the Web server’s data.
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Figure 3.14 Backup Files Expose SQL Data
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The easiest way to determine the names of backup files on a server is to locate a direc-
tory listing using intitle:index.of or to search for specific files with queries such as
intitle:index.of index.php.bak or inurl:index.php.bak. Directory listings are fairly uncommon,
especially among corporate-grade Web servers. However, remember that Google’s cache cap-
tures a snapshot of a page in time. Just because a Web server isn’t hosting a directory listing
now doesn’t mean the site never displayed a directory listing. The page shown in Figure 3.15
was found in Google’s cache and was displayed as a directory listing because an index.php (or
similar file) was missing. In this case, if you were to visit the server on the Web, it would
look like a normal page because the index file has since been created. Clicking the cache
link, however, shows this directory listing, leaving the list of files on the server exposed. This
list of files can be used to intelligently locate files that still most likely exist on the server (via
URL modification) without guessing at file extensions.
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Figure 3.15 Cached Pages Can Expose Directory Listings
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7

Directory listings also provide insight into the file extensions that are in use in other

places on the site. If a system administrator or Web authoring program creates backup files

with a .BAK extension in one directory, there’s a good chance that BAK files will exist in

other directories as well.
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Summary

The Google cache is a powerful tool in the hands of the advanced user. It can be used to
locate old versions of pages that may expose information that normally would be unavailable
to the casual user. The cache can be used to highlight terms in the cached version of a page,
even if the terms were not used as part of the query to find that page. The cache can also be
used to view a Web page anonymously via the &strip=1 URL parameter, and can be used as
a basic transparent proxy server. An advanced Google user will always pay careful attention
to the details contained in the cached page’s header, since there can be important informa-
tion about the date the page was crawled, the terms that were found in the search, whether
the cached page contains external images, links to the original page, and the text of the
URL used to access the cached version of the page. Directory listings provide unique
behind-the-scenes views of Web servers, and directory traversal techniques allow an attacker
to poke around through files that may not be intended for public view.

Solutions Fast Track

Anonymity with Caches

M Clicking the cache link will not only load the page from Google’s database, it will
also connect to the real server to access graphics and other non-HTML content.

M Adding &strip=1 to the end of a cached URL will only show the HTML of a
cached page. Accessing a cached page in this way will not connect to the real server
on the Web, and could protect your anonymity if you use the cut and paste method
shown in this chapter.

Locating Directory Listings

M Directory listings contain a great deal of invaluable information.

M The best way to home in on pages that contain directory listings is with a query
such as intitle:index.of “parent directory” or intitle:index.of name size.

Locating Specific Directories in a Listing

M You can easily locate specific directories in a directory listing by adding a directory
name to an index.of search. For example, intitle:index.of inurl:backup could be used to
find directory listings that have the word backup in the URL. If the word backup is
in the URL, there’s a good chance it’s a directory name.
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Locating Specific Files in a Directory Listing

M You can find specific files in a directory listing by simply adding the filename to an
index.of query, such as intitle:index.of ws_ftp.log.

Server Versioning with Directory Listings

M Some servers, specifically Apache and Apache derivatives, add a server tag to the
bottom of a directory listing. These server tags can be located by extending an
index.of search, focusing on the phrase server at—for example, intitle:index.of server.at.

M You can find specific versions of a Web server by extending this search with more
information from a correctly formatted server tag. For example, the query
intitle:index.of server.at “Apache Tomcat/” will locate servers running various versions
of the Apache Tomcat server.

Directory Traversal

M Once you have located a specific directory on a target Web server, you can use this
technique to locate other directories or subdirectories.

M An easy way to accomplish this task is via directory listings. Simply click the parent
directory link, which will take you to the directory above the current directory. If
this directory contains another directory listing, you can simply click links from
that page to explore other directories. If the parent directory does not display a
directory listing, you might have to resort to a more difficult method, guessing
directory names and adding them to the end of the parent directory’s URL.
Alternatively, consider using site and inurl keywords in a Google search.

Incremental Substitution

M Incremental substitution is a fancy way of saying “take one number and replace it
with the next higher or lower number.”

M This technique can be used to explore a site that uses numbers in directory or
filenames. Simply replace the number with the next higher or lower number,
taking care to keep the rest of the file or directory name identical (watch those
zeroes!). Alternatively, consider using site with either inurl or filetype keywords in a
creative Google search.
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Extension Walking

M This technique can help locate files (for example, backup files) that have the same
filename with a different extension.

M The easiest way to perform extension walking is by replacing one extension with
another in a URL—replacing html with bak, for example.

M Directory listings, especially cached directory listings, are easy ways to determine
whether backup files exist and what kinds of file extensions might be used on the
rest of the site.

Links to Sites

m  www.all-nettools.com/pr.htm A simple proxy checker that can help you test a
proxy server you're using.

®m  http://www.sensepost.com/research/wikto Sensepost’s Wikto Tool, a great Web
scanner that also incorporate Google query tests using the Google Hacking
Database.

Frequently Asked Questions

Q: Searching for backup files seems cumbersome. Is there a better way?

A Better, meaning faster, yes. Many automated Web tools (such as WeblInspect from
www.spidynamics.com) offer the capability to query a server for variations of existing
filenames, turning an existing index.html file into queries for index.html.bak or index.bak,
for example. These scans are generally very thorough but very noisy, and will almost cer-
tainly alert the site that you’re scanning. WeblInspect is better suited for this task than
Google Hacking, but many times a low-profile Google scan can be used to get a feel for
the security of a site without alerting the site’s administrators or Intrusion Detection
System (IDS). As an added benefit, any information gathered with Google can be reused
later in an assessment.

Q: Backup files seem to create security problems, but these files help in the development of
a site and provide peace of mind that changes can be rolled back. Isn’t there some way
to keep backup files around without the undue risk?

A: Yes. A major problem with backup files is that in most cases, the Web server displays
them differently because they have a different file extension. So there are a few options.
First, if you create backup files, keep the extensions the same. Don’t copy index.php to
index.bak, but rather to something like index.bak.php. This way the server still knows it’s a
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PHP file. Second, you could keep your backup files out of the Web directories. Keep
them in a place you can access them, but where Web visitors can’t get to them. The third
(and best) option is to use a real configuration management system. Consider using a
CVS-style system that allows you to register and check out source code. This way you
can always roll back to an older version, and you don’t have to worry about backup files
sitting around.

1 Remember that filetype searches used to require an search parameter. They don’t any more. In the old
days, all filetype searches required an addition of the extension. Filetype:htm would not work, but
Sfiletype:htm htm would!
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Introduction

There’s no shortage of documents on the Internet. Good guys and bad guys alike can use
information found in documents to achieve their distinct purposes. In this chapter we take a
look at ways you can use Google to not only locate these documents but to search within
these documents to locate information. There are so many difterent types of documents and
we can’t cover them all, but we’ll look at the documents in distinct categories based on their
tunction. Specifically, we’ll take a look at configuration files, log files, and oftice documents.
Once we’ve looked at distinct file types, we’ll delve into the realm of database digging. We
won’t examine the details of the Structured Query Language (SQL) or database architecture
and interaction; rather, we’ll look at the many ways Google hackers can locate and abuse
database systems armed with nothing more than a search engine.

One important thing to remember about document digging is that Google will only
search the rendered, or visible, view of a document. For example, consider a Microsoft Word
document. This type of document can contain metadata, as shown in Figure 4.1.These fields
include such things as the subject, author, manager, company, and much more. Google will
not search these fields. If you're interested in getting to the metadata within a file, you’ll
have to download the actual file and check the metadata yourself, as discussed in Chapter 5.

Figure 4.1 Microsoft Word Metadata

Document Grind? doc Properties
Ceneral | Summare| Statists | Comtents | Custom
Titke: EPNDuxwment Grinding
Subpect
Ausrher -‘-n"'lﬂl'llf
Manager;
Company: Wngress Mediy
Caregooy
Feyweards
Cammenns
Hyperlink base:
Teniplate: YCGUIDELINES LA uthor _Syngress | Author Temp-00T, dot
| Save préview plcture
Cancel | f oK




Document Grinding and Database Digging ¢ Chapter 4 123

Configuration Files

Configuration files store program settings. An attacker (or “security specialist”) can use these
files to glean insight into the way a program is used and perhaps, by extension, into how the
system or network it’s on is used or configured. As we’ve seen in previous chapters, even the
smallest tidbit of information can be of interest to a skilled attacker.

Consider the file shown in Figure 4.2.This file, found with a query such as filetype:ini
inurl:ws_ftp, is a configuration file used by the WS_FTP client program. When the WS_FTP
program is downloaded and installed, the configuration file contains nothing more than a list
of popular, public Internet FTP servers. However, over time, this configuration file can be
automatically updated to include the name, directory, username, and password of FTP servers
the user connects to. Although the password is encoded when it is stored, some free pro-
grams can crack these passwords with relative ease.

Figure 4.2 The WS_FTP.INI File Contains Hosts, Usernames, and Passwords
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BN | (¢ bt /21627941104 fseare = (Q= Intitheindew.of ws_ft )
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Underground Googling

Locating Files

To locate files, it's best to try different types of queries. For example, intitle:index.of
ws_ftp.ini will return results, but so will filetype:ini inurl:ws_ftp.ini. The inurl search,
however, is often the better choice. First, the filetype search allows you to browse
right to a cached version of the page. Second, the directory listings found by the
index.of search might allow you to view a list of files but not allow you access to the
actual file. Third, directory listings are not overly common. The filetype search will
locate your file no matter how Google found it.

Regardless of the type of data in a configuration file, sometimes the mere existence of a
configuration file 1s significant. If a configuration file is located on a server, there’s a chance
that the accompanying program is installed somewhere on that server or on neighboring
machines on the network. Although this might not seem like a big deal in the case of FTP
client software, consider a search like filetype:conf inurl:firewall, which can locate generic fire-
wall configuration files. This example demonstrates one of the most generic naming conven-
tions for a configuration file, the use of the conf file extension. Other generic naming
conventions can be combined to locate other equally common naming conventions. One of
the most common base searches for locating configuration files is simply (inurl:conf OR
inurl:config OR inurl:¢fg), which incorporates the three most common configuration file pre-
fixes. You may also opt to use the filetype operator.

If an attacker knows the name of a configuration file as it shipped from the software
author or vendor, he can simply create a search targeting that filename using the filetype and
inurl operators. However, most programs allow you to reference a configuration file of any
name, making a Google search slightly more difficult. In these cases, it helps to get an idea of
the contents of the configuration file, which could be used to extract unique strings for use in
an effective base search. Sometimes, combining a generic base search with the name (or
acronym) of a software product can have satisfactory results, as a search for (inurl:conf OR
inurl:config OR inurl:¢fg) MRTG shows in Figure 4.3.
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Figure 4.3 Generic Configuration File Searching
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Although this first search is not far oft the mark, it’s fairly common for even the best
config file search to return page after page of sample or example files, like the sample
MRTG configuration file shown in Figure 4.4.

Figure 4. 4 Sample Conflg F|Ies Need Fllterlng

IR RIR A FRIFFRRFFF RO FFRAF R R PRI PEFF RIS F R A FR DI FERAGERAIF WA TR
# Multi Rovter Traffie Crapher -- Example Configuration File
FRAFERRRERRIER IR E R T RRPRER IR E G R TR R FERGE R AR RRGFERIFF R PFRRBFR AT IRE

# gopy this [ile to .. /run and call it mrtg.cig
¥ gonoider ueing ../ cun/cEgmaker to build your initial metg.olg Eile

Thia file in for ose with mreg-2.2
Haka
* Keywords must atart at the beginm of a line.

* Lines which follow a keyword line which do start
with a blank are appended to the keyword line

# Empty Linee are igrnored

"R ORE R R R R R R RRWRE R W

* Lines starting with a # sign are comments.

Y
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This brings us back, once again, to perhaps the most valuable weapon in a Google
hacker’s arsenal: eftective search reduction. Here’s a list of the most common points a Google
hacker considers when trolling for configuration files:

B Create a strong base search using unique words or phrases from live files.

m  Filter out the words sample, example, test, howto, and tutorial to narrow the obvious
example files.

m  Filter out CVS repositories, which often house default config files, with —cvs.

m  Filter out manpage or Manual if you’re searching for a UNIX program’s configura-
tion file.

®  Locate the one most commonly changed field in a sample configuration file and
perform a negative search on that field, reducing potentially “lame” or sample files.

To illustrate these points, consider the search filetype:cfg mrtg “target[* |” -sample -cvs
—example, which locates potentially live MRTG files. As shown in Figure 4.5, this query uses
a unique string “target[* [’ (which is a bit ubiquitous to Google, but still a decent place to
start) and removes potential example and CVS files, returning decent results.

Figure 4.5 A Common Search Reduction Technique
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Some of the results shown in Figure 4.5 might not be real, live MRTG configuration
files, but they all have potential, with the exception of the first hit, located in “/Squid-Book.”



Document Grinding and Database Digging ¢ Chapter 4 127

There’s a good chance that this is a sample file, but because of the reduction techniques we’ve

used, the other results are potentially live, production MRTG configuration files.

Table 4.1 lists a collection of searches that locate various configuration files. These
entries were gathered by the many contributors to the GHDB. This list highlights the var-
1ous methods that can be used to target configuration files. You’ll see examples of CVS

reduction, sample reduction, unique word and phrase isolation, and more. Most of these

queries took imagination on the part of the creator and in many cases took several rounds of

reduction by several searchers to get to the query you see here. Learn from these queries,

and try them out for yourself. It might be helpful to remove some of the qualifiers, such as

—cws or —sample, where applicable, to get an idea of what the “messy” version of the search

might look like.

Table 4.1 Configuration File Search Examples

Description

Query

PHP configuration file
PHP configuration file
CGIIRC configuration file
CGIIRG configuration file
IPSEC configuration file
ws_ftp configuration file
eggdrop configuration file

samba configuration file
filetype:conf

firewall configuration file
vtunnelD configuration file
OpenLDAP configuration file
PHP configuration file

FTP configuration file

WV Dial configuration file
OpenLDAP configuration file

OpenLDAP configuration file

WS_FTP configuration file

intitle:index.of config.php
inurl:config.php dbuname dbpass
intitle:index.of cgiirc.config
inurl:cgiirc.config

inurl:ipsec.conf -intitle:manpage
intitle:index.of ws_ftp.ini

eggdrop filetype:user user
inurl:"smb.conf” intext:”"workgroup”

filetype:conf inurl:firewall -intitle:cvs
inurl:vtund.conf intext:pass -cvs
filetype:conf slapd.conf

inurl:php.ini filetype:ini

filetype:conf inurl:proftpd.conf -sample
inurl:"wvdial.conf” intext:”password”

inurl:"slapd.conf” intext:"”credentials” -
manpage -"Manual Page” -man: -
sample

inurl:"slapd.conf” intext:"rootpw"” -
manpage -"Manual Page” -man: -
sample

filetype:ini ws_ftp pwd

Continued
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Table 4.1 continued Configuration File Search Examples

Description

Query

MRTG configuration file

WRQ Reflection configuration file
Prestige router configuration file

GNU Zebra configuration file
GNU Zebra configuration file
YAST configuration file

Netscape server configuration file
UnreallRCd configuration file
psyBNC configuration file

SSL configuration file
LILO configuration file

MySQL configuration file

oracle client configuration file
Mandrake configuration file
Oekakibss configuration file
LeapFTP client configuration file

a .Net Web Application
configuration file

WS_FTP configuration file

ODBC client configuration files
FlashFXP configuration file

Generic configuration file

Certificate Services configuration file
NoCatAuth configuration file

filetype:cfg mrtg “target[*]” -sample -
cvs -example

filetype:r2w r2w

“Welcome to the Prestige Web-Based
Configurator”

inurl:zebra.conf intext:password -sample
-test -tutorial -download

inurl:ospfd.conf intext:password -sample
-test -tutorial -download

filetype:cfg ks intext:rootpw -sample -
test -howto

allinurl:".nsconfig” -sample -howto -
tutorial

filetype:conf inurl:unrealircd.conf -cvs -
gentoo

filetype:conf inurl:psybnc.conf
"USER.PASS="

inurl:ssl.conf filetype:conf

inurl:lilo.conf filetype:conf password -
tatercounter2000 -bootpwd -man

filetype:cnf my.cnf -cvs -example
filetype:ora ora

filetype:cfg auto_inst.cfg
filetype:conf oekakibbs

LeapFTP intitle:"index.of./” sites.ini
modified

filetype:config config intext:appSettings
“User ID"

“index of/" “ws_ftp.ini” “parent
directory”

inurl:odbc.ini ext:ini -cvs
filetype:ini inurl:flashFXP.ini
ext:ini intext:env.ini
filetype:inf inurl:capolicy.inf
ext:conf NoCatAuth -cvs

Continued
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Table 4.1 continued Configuration File Search Examples

Description

Query

Putty saved session data
Icecast configuration file

SoftCart configuration file

Cisco configuration data

IIS Web.config file

VMWare configuration files
Radiator Radius configuration file
Rsync configuration file

Eudora configuration file

emule configuration file

abyss webserver configuration file

Frontpage Extensions for Unix
configuration file

Shoutcast configuration file

HP Ethernet switch configuration file
Oracle configuration files
Counterstrike configuration file
Steam configuration file

CGI Calendar configuration file

Cisco configuration file

YABB Forum administration file
FlashFXP site data file

Ruby on Rails database connector file
Cisco configuration file

Generic configuration file

inurl:"putty.reg”

“liveice configuration file” ext:cfg -
site:sourceforge.net

intitle:Configuration.File
inurl:softcart.exe

intext:"enable secret 5 $”
filetype:config web.config -CVS
ext:vmx vmx

ext:cfg radius.cfg

ext:conf inurl:rsyncd.conf -cvs -man
ext:ini eudora.ini
inurl:preferences.ini “[emule]”
intitle:index.of abyss.conf
filetype:cnf inurl:_vti_pvt access.cnf

intitle:"Index of” sc_serv.conf sc_serv
content

intitle:"DEFAULT_CONFIG - HP"
filetype:ora tnsnames
inurl:server.cfg rcon password

intext:”SteamUserPassphrase="
intext:”SteamAppUser=" -"username” -
"user”

inurl:cgi-bin inurl:calendar.cfg
intext:”"enable password 7"
inurl:’yabb/Members/Admin.dat
inurl:"Sites.dat” +"PASS="
ext:yml database inurl:config

enable password | secret “current con-
figuration” -intext:the

intitle:index.of.config
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Log Files

Log files record information. Depending on the application, the information recorded in a

log file can include anything from timestamps and IP addresses to usernames and pass-

words—even incredibly sensitive data such as credit card numbers!

Like configuration files, log files often have a default name that can be used as part of a

base search. The most common file extension for a log file is simply log, making the sim-

plest base search for log files simply filetype:log inurl:log or the even simpler ext:log log.

Remember that the ext (filetype) operator requires at least one search argument. Log file

searches seem to return fewer samples and example files than configuration file searches,

but search reduction is still required in some cases. Refer to the rules for configuration file

reduction listed previously.

Table 4.2 lists a collection of log file searches collected from the GHDB. These searches
show the various techniques that are employed by Google hackers and serve as an excellent

learning tool for constructing your own searches during a penetration test.

Table 4.2 Log File Search Examples

Query

Description

“ZoneAlarm Logging Client”
“admin account info” filetype:log
"apricot - admin” 00h

“by Reimar Hoven. All Rights
Reserved. Disclaimer” | inurl:
"log/logdb.dta”

“generated by wwwstat”
“Index of” / “chat/logs”

“MacHTTP” filetype:log
inurl:machttp.log

“Most Submitted Forms and Scripts”
“this section”

"sets mode: +k”
“sets mode: +p”
"sets mode: +s”

“The statistics were last updated”
“Daily”-microsoft.com

“This report was generated by
WebLog”

“your password is” filetype:log

ZoneAlarm log files
Admin logs

Apricot logs

PHP Web Statistik logs

www statistics
Chat logs
MacHTTP

www statistics

IRC logs, channel key set
IRC chat logs

IRC logs, secret channel set
Network activity logs

weblog-generated statistics

Password logs

Continued
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Query

Description

QueryProgram “ZoneAlarm
Logging Client”

+htpasswd WS_FTP.LOG filetype:log

+intext:"webalizer” +intext:
"Total Usernames” +intext:”Usage
Statistics for”

ext:log “Software: Microsoft
Internet Information Services *.*"

ext:log password END_FILE
filetype:cfg login “LoginServer="

filetype:log “PHP Parse error” |
“PHP Warning” | “

filetype:log “See ‘“ipsec —copyright”
filetype:log access.log —-CVS
filetype:log cron.log

filetype:log hijackthis “scan saved”
filetype:log inurl:"password.log”
filetype:log inurl:access.log TCP_HIT
filetype:log inurl:cache.log
filetype:log inurl:store.log RELEASE
filetype:log inurl:useragent.log
filetype:log iserror.log

filetype:log iserror.log

filetype:log iserror.log

filetype:log username putty
filetype:log username putty

intext:”Session Start * * * *;x;%x x"
filetype:log

intitle:"HostMonitor log” | intitle:
"HostMonitor report”
intitle:"Index Of” -inurl:maillog
maillog size

intitle:"LOGREP - Log file
reporting system” -site:itefix.no

ZoneAlarm log files

WS_FTP client log files
Webalizer statistics

IS server log files

Java password files
Ultima Online log files
PHP error logs

BARF log files

HTTPD server access logs
UNIX cron logs
Hijackthis scan log
Password logs

Squid access log
Squid cache log
Squid disk store log
Squid useragent log
MS Install Shield logs
MS Install Shield logs
MS Install Shield logs
Putty SSH client logs
Putty SSH client logs
IRC/AIM log files

HostMonitor
Mail log files

Logrep

Continued
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Table 4.2 Log File Search Examples

Query Description

intitle:index.of .bash_history UNIX bash shell history file
intitle:index.of .sh_history UNIX shell history file
intitle:index.of cleanup.log Outlook Express cleanup logs
inurl:access.log filetype:log —cvs Apache access log (Windows)
inurl:error.log filetype:log -cvs Apache error log
inurl:log.nsf -gov Lotus Domino

log inurl:linklint filetype:txt Linklint logs

-"checking”

Squid cache server reports squid server cache reports

Log files reveal various types of information, as shown in the search for filetype:log user-
name putty in Figure 4.6.This log file lists machine names and associated usernames that
could be reused in an attack against the machine.

Figure 4.6 Putty Log Files Reveal Sensitive Data

A O O http://64.233.167.104 /search?qg=cache:aMR...cs301/lectures/cs301-20021017.log&hl=en
[ 4 b ] @ |Qhttp:.-’,f64,233.16?.lG4Isearch?q=cache:aMRiP - Q- filetype:log username putty 2004.* 'Sf-‘?
S~S~m-om~m~m~sos~s-s-=-= PuTTY log 2002.10.17 12:35:27 =~=-=-=~=-S-S-s~=-=-=-=

login as: ctheya

Sent username "ctheya" E
ctheya@ernie.cs. .edu's password:

Access denied

ctheyafernie.cs. .edu's password:

Access denied

ctheyalernie.cs. .edu's password:

Access denied

ctheyafernie.es. .edu's password:

Access denied

ctheya@ernie.cs. .edu's password:

Access denied

ctheyafernie.cs. .edu's password:

Access denied

ctheyalernie.cs. .edu's password: s~=~scscsasecsesasamem—— PuTTY log 2002.10.17 12:3

login as: ctheys
Sent username "ctheys"”

ctheys@ernie.ce. = .edu's password:
Last login: Thu Oct 17 11:37:18 2002 from wiggins.eecs.ui
Sun Microsystems Inc. Sun0sS 5.8 Generic Patch Octcber 2001

This machine is property of:

The University of
Department of Computer Secience (CS).

Unauthorized use is prohibited. Use is restricted to
CS coursework only!

Display a meny
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Office Documents

The term office document generally refers to documents created by word processing software,
spreadsheet software, and lightweight database programs. Common word processing software
includes Microsoft Word, Corel WordPerfect, MacWrite, and Adobe Acrobat. Common
spreadsheet programs include Microsoft Excel, Lotus 1-2-3, and Linux’s Gnumeric. Other
documents that are generally lumped together under the office document category include
Microsoft PowerPoint, Microsoft Works, and Microsoft Access documents. Table 4.3 lists
some of the more common office document file types, organized roughly by their Internet
popularity (based on number of Google hits).

Table 4.3 Popular Office Document File Types

File Type Extension

Adobe Portable Document Format Pdf

Adobe PostScript Ps

Lotus 1-2-3 wk1, wk2, wk3, wk4, wk5, wki, wks, wku
Lotus WordPro Lwp

MacWrite Mw

Microsoft Excel Xls

Microsoft PowerPoint Ppt

Microsoft Word Doc

Microsoft Works wks, wps, wdb
Microsoft Write Wri

Rich Text Format Rtf
Shockwave Flash Swf

Text ans, txt

In many cases, simply searching for these files with filetype is pointless without an addi-
tional specific search. Google hackers have successfully uncovered all sorts of interesting files
by simply throwing search terms such as private or password or admin onto the tail end of a
filetype search. However, simple base searches such as (inurl:xls OR inurl:doc OR inurl:mdb)
can be used as a broad search across many file types.

Table 4.4 lists some searches from the GHDB that specifically target oftice documents.
This list shows quite a few specific techniques that we can learn from. Some searches, such
as filetype:xls inurl:password.xls, focus on a file with a specific name. The password.xls file does
not necessarily belong to any specific software package, but it sounds interesting simply
because of the name. Other searches, such as filetype:xls username password email, shift the
focus from the file’s name to its contents. The reasoning here is that if an Excel spreadsheet
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contains the words username password and e-mail, there’s a good chance the spreadsheet con-
tains sensitive data such as passwords. The heart and soul of a good Google search involves
refining a generic search to uncover something extremely relevant. Google’s ability to search
inside different types of documents is an extremely powerful tool in the hands of an
advanced Google user.

Table 4.4 Sample Queries That Locate Potentially Sensitive Office Documents

Query Potential Exposure

filetype:xls username Passwords
password email

filetype:xls inurl:”password.xls”  Passwords

filetype:xlIs private Private data (use as base search)
Inurl:admin filetype:xls Administrative data

filetype:xls inurl:contact Contact information, e-mail addresses
filetype:xls inurl:"email.xIs” E-mail addresses, names

allinurl: admin mdb Administrative database
filetype:mdb inurl:users.mdb User lists, e-mail addresses
Inurl:email filetype:mdb User lists, e-mail addresses

Data filetype:mdb Various data (use as base search)
Inurl:backup filetype:mdb Backup databases

Inurl:profiles filetype:mdb User profiles

Inurl:*db filetype:mdb Various data (use as base search)

Database Digging

There has been intense focus recently on the security of Web-based database applications,
specifically the front-end software that interfaces with a database. Within the security com-
munity, talk of SQL injection has all but replaced talk of the once-common CGI vulnera-
bility, indicating that databases have arguably become a greater target than the underlying
operating system or Web server software.

An attacker will not generally use Google to break into a database or muck with a
database front-end application; rather, Google hackers troll the Internet looking for bits and
pieces of database information leaked from potentially vulnerable servers. These bits and
pieces of information can be used to first select a target and then to mount a more educated
attack (as opposed to a ground-zero blind attack) against the target. Bearing this in mind,
understand that here we do not discuss the actual mechanics of the attack itself, but rather
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the surprisingly invasive information-gathering phase an accomplished Google hacker will
employ prior to attacking a target.

Login Portals

As we discussed in Chapter 8, a login portal is the “front door” of a Web-based application.
Proudly displaying a username and password dialog, login portals generally bear the scrutiny
of most Web attackers simply because they are the one part of an application that is most
carefully secured. There are obvious exceptions to this rule, but as an analogy, if you’re going
to secure your home, aren’t you going to first make sure your front door is secure?

A typical database login portal is shown in Figure 4.7.This login page announces not
only the existence of an SQL Server but also the Microsoft Web Data Administrator soft-
ware package.

Figure 4.7 A Typical Database Login Portal

A — Web Data Administrator - Login ==
i http://64.233.167.104 /search?q=cache ’rQ' intitle:"Web Data Administrator - Login" &)

a
Welcome to the Web Data Administrator.
Please enter your SQL Server credentialks: -~
Username
Password
Server (lecal)
mimtion ® Windows Integrated
) SOL Logi
|/ 5QL Login L
Login :
v
=== -

Regardless of its relative strength, the mere existence of a login portal provides a glimpse
into the type of software and hardware that might be employed at a target. Put simply, a
login portal is terrific for footprinting. In extreme cases, an unsecured login portal serves as a
welcome mat for an attacker. To this end, let’s look at some queries that an attacker might
use to locate database front ends on the Internet. Table 4.5 lists queries that locate database
front ends or interfaces. Most entries are pulled from the GHDB.
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Table 4.5 Queries That Locate Database Interfaces

Query

Database Utility

allinurl: admin mdb
Inurl:backup filetype:mdb
“ClearQuest Web Logon”
inurl:/admin/login.asp
inurl:login.asp
filetype:fp5 fp5 -"cvs log”
filetype:fp3 fp3
filetype:fp7 fp7

“Select a database to view” intitle:

“filemaker pro”
“Welcome to YourCo Financial”

“(C) Copyright IBM"” “Welcome
to Websphere”

inurl:names.nsf?opendatabase
inurl:”/catalog.nsf” intitle:catalog

intitle:”messaging login”
“© Copyright IBM"”

intitle:”Web Data Administrator
- Login”

intitle:”Gateway Configuration
Menu”

inurl:Ipls/sample/admin_/help/

inurl:1810 “Oracle Enterprise
Manager”

inurl:admin_/globalsettings.htm

intitle:"oracle http server index”
“Copyright *

inurl:plsladmin_/gateway.htm

inurl:orasso.wwsso_app_
admin.Is_login
“phpMyAdmin” “running on”
inurl:"main.php”

“Welcome to phpMyAdmin”
” Create new database”

Oracle Corporation.”

Administrative database

Backup databases
ClearQuest (CQWEB)
Common login page
Common login page
FileMaker Pro
FileMaker Pro
FileMaker Pro
FileMaker Pro

IBM Websphere
IBM Websphere

Lotus Domino
Lotus Domino
Lotus Messaging

MS SQL login
Oracle

Oracle default manuals

Oracle Enterprise Manager

Oracle HTTP Listener
Oracle HTTP Server

Oracle login portal
Oracle Single Sign-On

phpMyAdmin

phpMyAdmin
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Table 4.5 continued Queries That Locate Database Interfaces

Query Database Utility
intitle:”"index of Iphpmyadmin” phpMyAdmin
modified

intitle:zphpMyAdmin “Welcome to phpMyAdmin
phpMyAdmin ***" “running on *
as root@x*"

inurl:main.php phpMyAdmin phpMyAdmin

intitle:”phpPgAdmin - Login” phpPgAdmin (PostgreSQL) Admin tool
Language

intext:SQLiteManager inurl:main.php SQLite Manager

Data filetype:mdb Various data (use as base search)

Underground Googling

Login Portals

One way to locate login portals is to focus on the word /ogin. Another way is to focus
on the copyright at the bottom of a page. Most big-name portals put a copyright
notice at the bottom of the page. Combine this with the product name, and a wel-
come or two, and you're off to a good start. If you run out of ideas for new databases
to try, go to http:/labs.google.com/sets, enter oracle and mysql, and click Large Set
for a list of databases.

Support Files

Another way an attacker can locate or gather information about a database is by querying
for support files that are installed with, accompany, or are created by the database software.
These can include configuration files, debugging scripts, and even sample database files. Table
4.6 lists some searches that locate specific support files that are included with or are created
by popular database clients and servers.
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Table 4.6 Queries That Locate Database Support Files

Query

Description

inurl:default_content.asp ClearQuest

intitle:”index of” intext:globals.inc
filetype:inc intext:mysql_connect

filetype:inc dbconn

intitle:”index of” intext:connect.inc

filetype:properties inurl:db
intext:password

intitle:”index of” mysql.conf OR
mysql_config

inurl:php.ini filetype:ini
filetype:ldb admin
inurl:config.php dbuname dbpass
intitle:index.of config.php
“phpinfo.php” -manual
intitle:”index of” +myd size
filetype:cnf my.cnf -cvs -example
filetype:ora ora

filetype:pass pass intext:userid

filetype:pdb pdb backup (Pilot |
Pluckerdb)

ClearQuest Web help files

MySQL globals.inc file, lists connection and
credential information

PHP MySQL Connect file, lists connection
and credential information

Database connection file, lists connection
and credential information

MySQL connection file, lists connection and
credential information

db.properties file, lists connection
information

MySQL configuration file, lists port number,
version number, and path information to
MySQL server

PHP.INI file, lists connection and credential
information

Microsoft Access lock files, list database and
username

The old config.php script, lists user and
password information

The config.php script, lists user and pass-
word information

The output from phpinfo.php, lists a great
deal of information

The MySQL data directory

The MySQL my.cnf file, can list information,
ranging from paths and database names to
passwords and usernames

ORA configuration files, list Oracle
database information

dbman files, list encoded passwords

Palm database files, can list all sorts of
personal information

As an example of a support file, PHP scripts using the mysql_connect function reveal

machine names, usernames, and cleartext passwords, as shown in Figure 4.8. Strictly
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speaking, this file contains PHP code, but the INC extension makes it an include file. It’s the
content of this file that is of interest to a Google hacker.

Figure 4.8 PHP Files Can Reveal Machine Names, Usernames, and Passwords

[£ i N N
OO O htep://64.233.167.104 /search?q=cache:2Tk.. WEN4):www. =" .com/dojo/db.inc&hl=en
| PR l ¢ |Ghttp:.-’;’64,233.16?.104}search?q=cache:21'kTVt = Qv filetype:inc intextmysgl_connect [+) |
<?php
require_once("common.inc") ; m
f/
function dbConnect() {
$dbHandle = @mysgl_connect("localhost"”, "rbrooks", "2167") ;
if (!%dbHandle) {
showDBError | "Unable to connect to the database management system") ;
exikt() ;
}
if (!@mysgl_select_db("tmob")) {
showDBError|"Unable to connect to the database") ;
exit() ;
}
¥
’
function dbErrorConnect() {
$dbHandle = @mysgl_connect("localhost"”, "rbrooks", "bad") ;
if (!S%dbHandle) {
showDBError | "Unable to connect to the database management system") ;
if (!@mysgl_select_db("error")) {
showDBError | "Unable to connect to the database") ;
¥ ; *
/o ¥
_— —— ) 4|»

Error Messages

As we’ve discussed throughout this book, error messages can be used for all sorts of profiling
and information-gathering purposes. Error messages also play a key role in the detection and
profiling of database systems. As is the case with most error messages, database error messages
can also be used to profile the operating system and Web server version. Conversely, oper-
ating system and Web server error messages can be used to profile and detect database
servers. Table 4.7 shows queries that leverage database error messages.

Table 4.7 Queries That Locate Database Error Messages

Description Query

.NET error message reveals data "ASP.NET_Sessionld” “data source="
sources, and even authentication

credentials

n o u

500 “Internal Server Error” reveals "Internal Server Error” “server at”
the server administrator’s email

address, and Apache server banners

Continued

139



140

Chapter 4 « Document Grinding and Database Digging

Table 4.7 continued Queries That Locate Database Error Messages

Description

Query

500 “Internal Server Error” reveals
the type of web server running on
the site, and has the ability to
show other information depending
on how the message is internally
formatted

ASP error message reveals compiler
used, language used, line numbers,
program names and partial source
code

Access error message can reveal
path names, function names,
filenames and partial code

Apache Tomcat Error messages can
reveal various kinds information
depending on the type of error

CGIl error messages may reveal
partial code listings, PERL version,
detailed server information,
usernames, setup file names, form
and query information, port and
path information, and more

Chatologica MetaSearch error
reveals Apache version, CGI
environment vars, path names,
stack dumps, process ID’s, PERL
version, and more

Cocoon XML reveals library
functions, cocoon version number,
and full and/or relative path names

Cold fusion error messages trigger
on SQL SELECT or INSERT statements
which could help locate SQL
injection points.

ColdFusion error message can

reveal partial source code, full
pathnames, SQL query info,
database name, SQL state info

and local time info

intitle:”500 Internal Server Error” “server
atll

filetype:asp “Custom Error Message”
Category Source

“Syntax error in query expression “ -the

intitle:” Apache Tomcat” “Error Report”

intext:"Error Message : Error loading
required libraries.”

“Chatologica MetaSearch” “stack tracking:”

“error found handling the request” cocoon
filetype:xml

intitle:"Error Occurred While Processing
Request” +WHERE (SELECT|INSERT)
filetype:cfm

intitle:"Error Occurred” “The error occurred

in” filetype:cfm

Continued
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Table 4.7 continued Queries That Locate Database Error Messages

Description

Query

ColdFusion error message, can
reveal SQL statements and server
information

ColdFusion error message, can
reveal source code, full pathnames,
SQL query info, database name,
SQL state information, and local
time information

Coldfusion Error Pages reveal
many different types of information

DB2 error message can reveal
path names, function names,
filenames, partial code and
program state

DB2 error message can reveal
path names, function names,
filenames, partial code and
program state

DB2 error message, can reveal
pathnames, function names,
filenames, partial code, and
program state

DB2 error message, can reveal
pathnames, function names,
filenames, partial code, and
program state

Discuz! Board error may reveal
path information or partial SQL
code listings

Generic SQL message, can reveal
pathnames and partial SQL code

Generic error can reveal path
information

Generic error message can be used
to determine operating system
and web server version

intitle:"Error Occurred While Processing
Request”

intitle:"Error Occurred” “The error occurred
in” filetype:cfm

“Error Diagnostic Information”
intitle:"Error Occurred While”

"detected an internal error [IBM][CLI
Driver][DB2/6000]"

An unexpected token “END-OF-STATE
MENT"” was found

"detected an internal error [IBM]
[CLI Driver][DB2/6000]"

An unexpected token “END-OF-STATE
MENT"” was found

filetype:php inurl:"logging.php”
“Discuz” error

“You have an error in your SQL syntax
near”

“Warning: Supplied argument is not a valid
File-Handle resource in”

intitle:”Under construction” “does not
currently have”

Continued
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Table 4.7 continued Queries That Locate Database Error Messages

Description

Query

Generic error message can reveal
compiler used, language used,
line numbers, program names
and partial source code

Generic error message reveals
full path information

Generic error message, reveals
various information

Generic error messages reveal path
names, php file names, line
numbers and include paths

Generic error reveals full path info

HyperNews error reveals the server
software, server OS, server account
user/group (unix), server
administrator email address, and
even stack traces

[IS 4.0 error messages reveal the
existence of an extremely old
version of IS

[IS error message reveals somewhat
unmodified (and perhaps
unpatched) IIS servers

Informix error message can reveal
path names, function names,
filenames and partial code

Informix error message can reveal
path names, function names,
filenames and partial code

MYSQL error message reveals
path names

MySQL error message can reveal
a variety of information.

MySQL error message can reveal
database name, path names and
partial SQL code

"Fatal error: Call to undefined function” -
reply -the -next

“Warning:” “SAFE MODE Restriction in
effect.” “The script whose uid is” "is not
allowed to access owned by uid 0 in” “on
line”

“Error Diagnostic Information”
intitle:”Error Occurred While”

intext:"Warning: Failed opening” “on line”
“include_path”

“Warning: Division by zero in” “on line” -

forum

intitle:”Error using Hypernews” “Server
Software”

intitle:"the page cannot be found” inetmgr

intitle:"the page cannot be found”
"internet information services”

“A syntax error has occurred” filetype:ihtml

“An illegal character has been found in the
statement” -"previous message”

“supplied argument is not a valid MySQL
result resource”

“mySQL error with query”

“Can’t connect to local” intitle:warning

Continued
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Table 4.7 continued Queries That Locate Database Error Messages

Description

Query

MySQL error message can reveal
path names and partial SQL code

MySQL error message can reveal
path names, function names,
filenames and partial SQL code

MySQL error message can reveal
path names, function names,
filenames and partial SQL code

MySQL error message can reveal
path names, function names,
filenames and partial code

MySQL error message can reveal
path names, function names,
filenames and partial code

MySQL error message can reveal
path names, function names,
filenames and partial code

MySQL error message can reveal
the username, database, path
names and partial SQL code

MySQL error message, reveals real
pathnames and listings of other
PHP scripts on the server

MySQL error message, reveals
various information

MySQL error reveals database
schema and usernames.

Netscape Application Server or
iPlanet application servers error
reveals the installation of
extremely outdated software.

ODBC SQL error may reveal table
or row queried, full database
name and more

Oracle SQL error message, reveals
full Web pathnames and/or php
filenames

“You have an error in your SQL syntax
near”

“ORA-00921: unexpected end of SQL
command”

“Supplied argument is not a valid MySQL
result resource”

"Incorrect syntax near”

“Incorrect syntax near” -the

“Unclosed quotation mark before the
character string”

nou

“access denied for user” “using password”

“supplied argument is not a valid MySQL
result resource”

“MySQL error with query”

“Warning: mysqgl_query()” “invalid query”

intitle:"404 SC_NOT_FOUND"

filetype:asp + “[ODBC SQL"

“ORA-00921: unexpected end of SQL
command”

Continued
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Table 4.7 continued Queries That Locate Database Error Messages

Description Query

Oracle SQL error message, “ORA-00933: SQL command not properly
reveals pathnames, function names, ended”
filenames, and partial SQL code

Oracle SQL error message, reveals “ORA-00936: missing expression”
pathnames, function names,
filenames, and partial SQL code

Oracle error message can reveal “ORA-00933: SQL command not properly
path names, function names, ended”

filenames and partial SQL code

Oracle error message can reveal “ORA-00936: missing expression”

path names, function names,
filenames and partial database code

Oracle error message may reveal “ORA-12541: TNS:no listener” intitle:
partial SQL code, path names, "error occurred”

file names, and data sources

Oracle error message, reveals SQL "ORA-12541: TNS:no listener” intitle:
code, pathnames, filenames, and "error occurred”

data sources

PHP error logs can reveal various filetype:log “PHP Parse error” |

types of information “PHP Warning” | “PHP Error”

PHP error message can reveal path  “Warning: Cannot modify header inform-

names, function names, filenames ation - headers already sent”
and partial code

PHP error message can reveal the “The script whose uid is “ “is not allowed
webserver’s root directory and to access”

user ID

PHP error messages reveal path PHP application warnings failing

names, PHP file names, line numbers “include_path”
and include paths.

PHP error reveals web root path “Parse error: parse error, unexpected
T_VARIABLE"” “on line” filetype:php

PostgreSQL error message can “Warning: pg_connect(): Unable to connect

reveal path information and to PostgreSQL server: FATAL"

database names

PostgreSQL error message can “PostgreSQL query failed: ERROR: parser:

reveal path names, function names, parse error”
filenames and partial code

Continued



Document Grinding and Database Digging ¢ Chapter 4

Table 4.7 continued Queries That Locate Database Error Messages

Description

Query

PostgreSQL error message can

reveal path names, function names,

filenames and partial code
PostgreSQL error message, can

reveal pathnames, function names,

filenames, and partial code
PostgreSQL error message, can

reveal pathnames, function names,

filenames, and partial code

Postgresql error message,
reveals path information and
database names

SQL error may reveal potential
SQL injection points.

SQL error message reveals full
path info

SQL error message reveals full
pathnames and/or PHP filenames.

SQL error message, can reveal
pathnames, function names,
filenames, and partial code
(variation)

SQL error message, can reveal
pathnames, function names,
filenames, and partial code
(variation)

SQL error message, can reveal
pathnames, function names,
filenames, and partial code
(variation)

SQL error message, can reveal
pathnames, function names,
filenames, and partial code

SQL error message, can reveal
pathnames, function names,
filenames, and partial code

“Supplied argument is not a valid
PostgreSQL result”

“PostgreSQL query failed: ERROR: parser:
parse error”

“Supplied argument is not a valid
PostgreSQL result”

“Warning: pg_connect(): Unable to connect
to PostgreSQL server: FATAL"

"[SQL Server Driver][SQL Server]Line 1:
Incorrect syntax near” -forum -thread -
showthread

"Invision Power Board Database Error”
“ORA-00921: unexpected end of SQL

command”
“Can’t connect to local” intitle:warning

“Incorrect syntax near” -the

"mou

“access denied for user” “using password”

"Incorrect syntax near”

“Unclosed quotation mark before the
character string”

Continued
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Table 4.7 continued Queries That Locate Database Error Messages

Description

Query

Sablotron XML error can reveal
partial source code, path and
filename information and more

Snitz Microsoft Access database
error may reveal the location and
name of the database, potentially
making the forum vulnerable to
unwanted download

Softcart error message may
reveal configuration file location
and server file paths

This dork reveals logins to
databases that were denied for
some reason.

Windows 2000 error messages
reveal the existence of an
extremely old version of Windows

cgiwrap error message reveals
admin name and email, port
numbers, path names, and may
also include optional information
like phone numbers for support
personnel

ht://Dig error can reveal
administrative email, validation of
a cgi-bin executable directory,
directory structure, location of a
search database file and possible
naming conventions

vbulletin error reveals SQL
code snippets

warning “error on line” php sablotron

databasetype. Code : 80004005. Error
Description :

intitle:Configuration.File inurl:softcart.exe

“Warning: mysql_connect(): Access denied
for user: ‘*@*" “on line"” -help -forum

intitle:"the page cannot be found” “2004
microsoft corporation”

intitle:”Execution of this script not
permitted”

intitle:"htsearch error” ht://Dig error

“There seems to have been a problem with
the” “ Please try again by clicking the
Refresh button in your web browser.”

In addition to revealing information about the database server, error messages can also

reveal much more dangerous information about potential vulnerabilities that exist in the

server. For example, consider an error such as “SQL command not properly ended”, displayed in

Figure 4.9.This error message indicates that a terminating character was not found at the

end of an SQL statement. If a command accepts user input, an attacker could leverage the

information in this error message to execute an SQL injection attack.
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Figure 4.9 The Discovery of a Dangerous Error Message

O 30U command not propathy snded” flsyperchn @

Database Dumps

The output of a database into any format can be constituted as a database dump. For the
purposes of Google hacking, however, we’ll us the term database dump to describe the text-
based conversion of a database. As we’ll see next in this chapter, it’s entirely possible for an
attacker to locate just about any type of binary database file, but standardized formats (such
as the text-based SQL dump shown in Figure 4.10) are very commonplace on the Internet.

Figure 4.10 A Typical SQL Dump

parchig=cacka:dz. . 5agl+’

3.167. 104 saarchig=cache Bapg = O+ "sDumging data for
p———

-- Table structuce foc table “actliste”

CREATE TADLE artists |
alb ink{%) unslgnod HOT HULL delault "&',
laat char{}f] NOT BULL defaalt '°,
Eirak ehae{lD) BOT NULL dsfsult *",
url char[B0} NOT WULL dafault "',
PRIRARY EEY [alD]
§ TYPE=MyISAM;

== Dumping dats for table 'artists’

== Table steueturs for tables "bBlabka’

CREATE TABLE bloba |
id int[9) uneigqaed HOT NULL defanlt '0°,
type tinyiat{2} unsigned BOT NULL default "0,
body text HOT WULL,
PRIMARY EEY ([id,typm).
FULLTENT KEY body (body)
§ TYPE=HMyISAM

=

R
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Using a full database dump, a database administrator can completely rebuild a database.
This means that a full dump details not only the structure of the database’s tables but also
every record in each and every table. Depending on the sensitivity of the data contained in
the database, a database dump can be very revealing and obviously makes a terrific tool for
an attacker. There are several ways an attacker can locate database dumps. One of the most
obvious ways is by focusing on the headers of the dump, resulting in a query such as
“UDumping data for table”, as shown in Figure 4.10.This technique can be expanded to work
on just about any type of database dump headers by simply focusing on headers that exist in
every dump and that are unique phrases that are unlikely to produce false positives.

Specifying additional specific interesting words or phrases such as username, password, or
user can help narrow this search. For example, if the word password exists in a database dump,
there’s a good chance that a password of some sort is listed inside the database dump. With
proper use of the OR symbol (| ), an attacker can craft an extremely effective search, such
as “# Dumping data for table” (user | username | pass | password). In addition, an attacker
could focus on file extensions that some tools add to the end of a database dump by
querying for filetype:sql sql and further narrowing to specific words, phrases, or sites. The
SQL file extension is also used as a generic description of batched SQL commands. Table
4.8 lists queries that locate SQL database dumps.

Table 4.8 Queries That Locate SQL Database Dumps

Query Description

inurl:nuke filetype:sql php-nuke or postnuke CMS dumps
filetype:sql password SQL database dumps or batched SQL com-
mands

filetype:sql “IDENTIFIED BY"” —cvs SQL database dumps or batched SQL com-
mands, focus on “IDENTIFIED BY”, which
can locate passwords

“# Dumping data for table SQL database dumps or batched SQL
(username|user|users|password)” commands, focus on interesting terms
“#mysql dump” filetype:sql SQL database dumps

“# Dumping data for table” SQL database dumps

“# phpMyAdmin MySQL-Dump” SQL database dumps created by
filetype:txt phpMyAdmin

“# phpMyAdmin MySQL-Dump” SQL database dumps created by

“INSERT INTO” -"the” phpMyAdmin (variation)
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Actual Database Files

Another way an attacker can locate databases is by searching directly for the database itself.
This technique does not apply to all database systems, only those systems in which the
database is represented by a file with a specific name or extension. Be advised that Google
will most likely not understand how to process or translate these files, and the summary (or
“snippet”) on the search result page will be blank and Google will list the file as an
“unknown type,” as shown in Figure 4.11.

Figure 4.11 Database Files Themselves Are Often Unknown to Google

rﬂ a6 Coogle Search: filetype:mdb site:com
B > http: .google. h7q=filetypex ~ Qx filetype:mdb site:
i @ |Gl http: f jwww.google.com/search?q=filetype: ~ Q- filetype:mdb site:com

Web |Images Groups MNews Froogle more »

‘ 0 L)Sle filetype:mdhb site:com ("search ) Ap—f;z'::::a!:aamh

Web Results 1 - 10 of about 4,000 for filetype:mdb site:com. (0.15 seconds)

www selinc.com/fip/pe-software/SEL-5010/settings/Example%20387A%20SVN=4.MDB
Similar pages

www.members.tripod.com/nickjenkins/program/testing/defectDB.mdb
File Format: Unrecognized - View as HTML
Similar pages

www.redtechpress.com/GiveCO_Fixed.mdb
File Format: Unrecognized - View as HTML
Similar pages

www.cafesoft. com/productsicams/docs/admin/LoginConfiguration/SampleJdbel ogin.mdb
File Format: Unrecognized - View as HTML

Similar pages

_Display a menu |

If Google does not understand the format of a binary file, as with many of those located
with the filetype operator, you will be unable to search for strings within that file. This consid-
erably limits the options for eftective searching, forcing you to rely on inurl or site operators
instead. Table 4.9 lists some queries that can locate database files.
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Table 4.9 Queries That Locate Database Files

Query Description

filetype:cfm “cfapplication name” ColdFusion source code
password

filetype:mdb inurl:users.mdb Microsoft Access user database
inurl:email filetype:mdb Microsoft Access e-mail database
inurl:backup filetype:mdb Microsoft Access backup databases
inurl:forum filetype:mdb Microsoft Access forum databases
inurl:/db/main.mdb ASP-Nuke databases

inurl:profiles filetype:mdb Microsoft Access user profile databases
filetype:asp DBQ=" * Server. Microsoft Access database connection
MapPath(”*.mdb"”) string search

allinurl: admin mdb Microsoft Access administration databases

Automated Grinding

Searching for files is fairly straightforward—especially if you know the type of file you're
looking for. We've already seen how easy it is to locate files that contain sensitive data, but in
some cases it might be necessary to search files offline. For example, assume that we want to
troll for yahoo.com e-mail addresses. A query such as “@yahoo.com” email is not at all effec-
tive as a Web search, and even as a Group search it is problematic, as shown in Figure 4.12.

Figure 4.12 A Generic E-Mail Search Leaves Much to Be Desired

AAA Google Search: "Hyahoo.com” email
Ak | | s |G netpe f rgroups. google. com fgroups g =52 204 Oyahon, coemt = 0 “Eyahod.com® email 3

Wik |mpoes Groups News Emogls moms

Google === () g o

Groups Resulls 1 - 10 of abeut 2,500,000 for "Eyahos.com” smail. (0.28 seconds)

Sorted by relevance 5o by date
Fialriad groups: rdwd pdmie nel-abuas sighbegs

Sporacred Link

[email] (forward netistone yahoo comfonwand net) 2002 Noron . Erog Emall
=i Oi-bindclink T platicum-deals » phycex +nomn_himl is hosbed by: stor. yahoo.com The N'}_"'@EI Lapiop, Evaluate &
imisgera in (s spam are bosbed at: Ripoisweptaweyiraeel. comiemall 1 38 noron .. Weup it b cost shipging. AR
Dparn. geimin nol-abuse pighlings - Oct 17, 2002 by Spam Averger - View Thraad It ericle] www couponsandalfers. com
[email] jg65_83@yahao, |

o 1D <FDTAIRI T BEIE0F Difyahoo com> Reply -Too Robert <chromaticprfiyahoo. com>

MIME-Version ... &gl.<A bref="hipiail 12345 comfremedyiadv 1237

yuTgadeCe O™ Email</Ar-Egl ...

ey, gk l-atane pightingg - Jun B, 2000 by Seth Beaidbar - Yigw Throed {1 gricls)

BT i = (RITICH LA il 140 allantae, ..
e VETB:AT Stales BO X-Status: X-Keywords, X0 1 For immediabe Rolsase For Furlher
Information Contsct Emall: marketingbyemailfyashoo.com Emadl mailboxes (0 ...
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This search located one e-mail address, jg65_83@yahoo.com, but also keyed on
store.yahoo.com, which is not a valid e-mail address. In cases like this, the best option for
locating specific strings lies in the use of regular expressions. This involves downloading the
documents you want to search (which you most likely found with a Google search) and
parsing those files for the information you’re looking for.You could opt to automate the
process of downloading these files, as we’ll show in Chapter 12, but once you have down-
loaded the files, you’ll need an easy way to search the files for interesting information.
Consider the following Perl script:

#!/usr/bin/perl

#

# Usage: ./ssearch.pl FILE _TO SEARCH WORDLIST

#

# Locate words in a file, coded by James Foster

#

use strict;

open (SEARCHFILE, $ARGV[0]) || die("Can not open searchfile because $!");
open (WORDFILE, SARGV[1]) || die("Can not open wordfile because $!");

my @WORDS=<WORDFILE>;
close (WORDFILE) ;

my S$LineCount = 0;

while (<SEARCHFILE>) {
foreach my $word (@WORDS) {
chomp (Sword) ;
++S$LineCount;
if (m/$word/) {
print "$&\n";
last;

}

close (SEARCHFILE) ;

This script accepts two arguments: a file to search and a list of words to search for. As it
stands, this program is rather simplistic, acting as nothing more than a glorified grep script.
However, the script becomes much more powerful when instead of words, the word list
contains regular expressions. For example, consider the following regular expression, written
by Don Ranta:
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[a-zA-20-9. -l+@(([a-2A-Z0-9 -1{2,99}\.)+[a-2zA-2]{2,4}) ]| ((25[0-5]]|2[0-
41\d|1\d\d| [1-9]1\d| [1-9])\. (25[0-5] |2[0-4]\d|1\d\d| [1-9]\d| [1-9])\. (25[0-5] |2[0-
41\d|1\d\d| [1-91\d| [1-91)\. (25[0-5] |2[0-4]1\d|1\d\d| [1-9]1\d] [1-9]))

Unless you're somewhat skilled with regular expressions, this might look like a bunch of
garbage text. This regular expression is very powerful, however, and will locate various forms
of e-mail address.

Let’s take a look at this regular expression in action. For this example, we’ll save the
results of a Google Groups search for “@yahoo.com” email to a file called results.html, and
we’ll enter the preceding regular expression all on one line of a file called wordlfile.txt. As
shown in Figure 4.13, we can grab the search results from the command line with a program
like Lynx, a common text-based Web browser. Other programs could be used instead of
Lynx—Curl, Netcat, Telnet, or even “save as” from a standard Web browser. Remember that
Google’s terms of service frown on any form of automation. In essence, Google prefers that
you simply execute your search from the browser, saving the results manually. However, as
we’ve discussed previously, if you honor the spirit of the terms of service, taking care not to
abuse Google’s free search service with excessive automation, the folks at Google will most
likely not turn their wrath upon you. Regardless, most people will ultimately decide for
themselves how strictly to follow the terms of service.

Back to our Google search: Notice that the URL indicates we’re grabbing the first hun-
dred results, as demonstrated by the use of the num=100 parameter. This will potentially
locate more e-mail addresses. Once the results are saved to the results.html file, we’ll run our
ssearch.pl script against the results.html file, searching for the e-mail expression we’ve placed
in the wordfile.txt file. To help narrow our results, we’ll pipe that output into “grep yahoo |
head —15 | sort —u” to return at most 15 unique addresses that contain the word yahoo. The
final (obfuscated) results are shown in Figure 4.13.

Figure 4.13 ssearch.pl Hunting for E-Mail Addresses

wahoo .comdeZ%28emai leh l=enilr=

| head -15 | sort
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As you can see, this combination of commands works fairly well at unearthing e-mail
addresses. If you’re familiar with UNIX commands, you might have already noticed that
there is little need for fwo separate commands. This entire process could have been easily
combined into one command by modifying the Perl script to read standard input and piping
the output from the Lynx command directly into the ssearch.pl script, eftectively bypassing
the results.html file. Presenting the commands this way, however, opens the door for irrespon-
sible automation techniques, which isn’t overtly encouraged.

Other regular expressions can come in handy as well. This expression, also by Don
Ranta, locates URLs:

[a-zA-2]1{3,4}[sS]?:// ((([\w\d\-] )+[ a-zA-21{2,4}) | ((25[0-5] |2[0-4]1\d|1\d\d| [1-
91\d| [1-9])\. (25[0- 5]|2 0-4] \d|1\d\d|[1 9I1\d| [1-9])\. (25[0-5] |2[0-4]1\d|1\d\d] [1—
91\d| [1-91)\. (25[0-5]]2[0-4]1\d|1\d\d]| [1-9]1\d|[1-91))) ((\?]/) [\w/=+#_ ~&:;%\-\?\.]

This expression, which will locate URLs and parameters, including addresses that consist
of either IP addresses or domain names, is great at processing a Google results page,
returning all the links on the page. This doesn’t work as well as the API-based methods, but
it is simpler to use than the API method. This expression locates IP addresses:

(25[0-5] |2[0-41\d|1\d\d| [1-9]1\d| [1-9])\. (25[0-5] |2[0-4]1\d|1\d\d| [1-9]\d]| [1-
91)\.(25[0-5] |2[0-4]1\d|1\d\d| [1-9]1\d| [1-9]1)\. (25[0-5] |2[0-4]1\d|1\d\d]| [1-9]1\d| [1-9])

We can use an expression like this to help map a target network. These techniques could
be used to parse not only HTML pages but also practically any type of document. However,
keep in mind that many files are binary, meaning that they should be converted into text
before they’re searched. The UNIX strings command (usually implemented with strings —8
for this purpose) works very well for this task, but don’t forget that Google has the built-in
capability to translate many different types of documents for you. If you're searching for vis-
ible text, you should opt to use Google’s translation, but if you’re searching for nonprinted
text such as metadata, you’ll need to first download the original file and search it offline.
Regardless of how you implement these techniques, it should be clear to you by now that
Google can be used as an extremely powerful information-gathering tool when it’s com-
bined with even a little automation.

Google Desktop Search

The Google Desktop, available from http://desktop.google.com, is an application that allows
you to search files on your local machine. Available for Windows Mac and Linux, Google
Desktop Search allows you to search many types of files, depending on the operating system
you are running. The following fil types can be searched from the Mac OS X operating
system:
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®  Gmail messages

B Text files (.txt)

m  PDF files

m HTML files

®  Apple Mail and Microsoft Entourage emails

®m  iChat transcripts

B Microsoft Word, Excel, and PowerPoint documents
B Music and Video files

®  Address Book contacts

B System Preference panes

m  File and folder names
Google Desktop Search will also search file types on a Windows operating system:

®  Gmail

®  Qutlook Express

m Word

m  Excel

B PowerPoint

®  Internet Explorer

B AOL Instant Messenger

®  MSN Messenger

®  Google Talk

m  Netscape Mail/Thunderbird
B Netscape / Firefox / Mozilla

m PDF

B Music
® Video
B Images

m  Zip Files
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The Google Desktop search offers many features, but since it’s a beta product, you
should check the desktop Web page for a current list of features. For a document-grinding
tool, you can simply download content from the target server and use Desktop Search to
search through those files. Desktop Search also captures Web pages that are viewed in
Internet Explorer 5 and newer. This means you can always view an older version of a page
you’ve visited online, even when the original page has changed. In addition, once Desktop
Search is installed, any online Google Search you perform in Internet Explorer will also
return results found on your local machine.

155



156

Chapter 4 « Document Grinding and Database Digging

Summary

The subject of document grinding is topic worthy of an entire book. In a single chapter, we
can only hope to skim the surface of this topic. An attacker (black or white hat) who is
skilled in the art of document grinding can glean loads of information about a target. In this
chapter we’ve discussed the value of configuration files, log files, and office documents, but
obviously there are many other types of documents we could focus on as well. The key to
document grinding is first discovering the types of documents that exist on a target and
then, depending on the number of results, to narrow the search to the more interesting or
relevant documents. Depending on the target, the line of business they’re in, the document
type, and many other factors, various keywords can be mixed with filetype searches to locate
key documents.

Database hacking is also a topic for an entire book. However, there is obvious benefit to
the information Google can provide prior to a full-blown database audit. Login portals, sup-
port files, and database dumps can provide various information that can be recycled into an
audit. Of all the information that can be found from these sources, perhaps the most telling
(and devastating) is source code. Lines of source code provide insight into the way a database
is structured and can reveal flaws that might otherwise go unnoticed from an external assess-
ment. In most cases, though, a thorough code review is required to determine application
flaws. Error messages can also reveal a great deal of information to an attacker.

Automated grinding allows you to search many documents programmatically for bits of
important information. When it’s combined with Google’s excellent document location fea-
tures, you've got a very powerful information-gathering weapon at your disposal.

Solutions Fast Track

Configuration Files

M Configuration files can reveal sensitive information to an attacker.

M Although the naming varies, configuration files can often be found with file
extensions like INI, CONE CONTFIG, or CFG.

Log Files

M Log files can also reveal sensitive information that is often more current than the
information found in configuration files.

M Naming convention varies, but log files can often be found with file extensions like

LOG.
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Office Documents

4]

4]
4]

In many cases, office documents are intended for public release. Documents that are
inadvertently posted to public areas can contain sensitive information.

Common office file extensions include PDE DOC, TXT, or XLS.

Document content varies, but strings like private, password, backup, or admin can
indicate a sensitive document.

Database Digging

]

]

|
|

Login portals, especially default portals supplied by the software vendor, are easily
searched for and act as magnets for attackers seeking specific versions or types of
software. The words login, welcome, and copyright statements are excellent ways of
locating login portals.

Support files exist for both server and client software. These files can reveal
information about the configuration or usage of an application.

Error messages have varied content that can be used to profile a target.

Database dumps are arguably the most revealing of all database finds because they
include full or partial contents of a database. These dumps can be located by
searching for strings in the headers, like “# Dumping data for table”.

Links to Sites

www.filext.com A great resource for getting information about file extensions.
http://desktop.google.com The Google Desktop Search application.

http://johnny.ihackstuff.com The home of the Google Hacking Database,
where you can find more searches like those listed in this chapter.
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book, are
designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To have
your questions about this chapter answered by the author, browse to www.
syngress.com/solutions and click on the “Ask the Author” form.

Q:

What can I do to help prevent this form of information leakage?

A: To fix this problem on a site you are responsible for, first review all documents available

Q:

from a Google search. Ensure that the returned documents are, in fact, supposed to be in
the public view. Although you might opt to scan your site for database information leaks
with an automated tool (see the Protection chapter), the best way to prevent this is at
the source. Your database remote administration tools should be locked down from out-
side users, default login portals should be reviewed for safety and checked to ensure that
software versioning information has been removed, and support files should be removed
from your public servers. Error messages should be tailored to ensure that excessive
information is not revealed, and a full application review should be performed on all
applications in use. In addition, it doesn’t hurt to configure your Web server to only
allow certain file types to be downloaded. It’s much easier to list the file types you will
allow than to list the file types you dou’t allow.

I’'m concerned about excessive metadata in office documents. Can I do anything to
clean up my documents?

A: Microsoft provides a Web page dedicated. to the topic:

A:

http://support.microsoft.com/default.aspx?scid=kb;EN-US;Q223396. In addition, sev-
eral utilities are available to automate the cleaning process. One such product, ezClean, is
available from www.kklsoftware.com.

: Many types of software rely on include files to pull in external content. As I understand it,

include files, like the INC files discussed in this chapter, are a problem because they
often reveal sensitive information meant for programs, not Web visitors. Is there any way
to resolve the dangers of include files?

Include files are in fact a problem because of their file extensions. If an extension such as
INC is used, most Web servers will display them as text, revealing sensitive data.
Consider blocking .INC files (or whatever extension you use for includes) from being
downloaded. This server modification will keep the file from presenting in a browser but
will still allow back-end processes to access the data within the file.
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Q: Our software uses .INC files to store database connection settings. Is there another way?

A: Rename the extension to .PHP so that the contents are not displayed.

Q: How can I avoid our application database from being downloaded by a Google hacker?

A: Read the documentation. Some badly written software has hardcoded paths but most
allow you to place the file outside the Web server’s docroot.
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Introduction

There are various reasons for hacking. When most of us hear hacker we think about com-
puter and network security, but lawyers, salesmen, and policemen are also hackers at heart.
It’s really a state of mind and a way of thinking rather than a physical attribute. Why do
people hack? There are a couple of motivators, but one specific reason is to be able to know
things that the ordinary man on the street doesn’t. From this flow many of the other motiva-
tors. Knowledge is power—there’s a rush to seeing what others are doing without them
knowing it. Understanding that the thirst for knowledge is central to hacking, consider
Google, a massively distributed super computer, with access to all known information and
with a deceivingly simple user interface, just waiting to answer any query within seconds. It
is almost as if Google was made for hackers.

The first edition of this book brought to light many techniques that a hacker (or pene-
tration tester) might use to obtain information that would help him or her in conventional
security assessments (e.g., finding networks, domains, e-mail addresses, and so on). During
such a conventional security test (or pen test) the aim is almost always to breach security
measures and get access to information that is restricted. However, this information can be
reached simply by assembling related pieces of information together to form a bigger pic-
ture. This, of course, is not true for all information. The chances that I will find your super
secret double encrypted document on Google is extremely slim, but you can bet that the
way to get to it will eventually involve a lot of information gathering from public sources
like Google.

If you are reading this book you are probably already interested in information mining,
getting the most from search engines by using them in interesting ways. In this chapter I
hope to show interesting and clever ways to do just that.

The Principles of Automating Searches

Computers help automate tedious tasks. Clever automation can accomplish what a thousand
disparate people working simultaneously cannot. But it’s impossible to automate something
that cannot be done manually. If you want to write a program to perform something, you
need to have done the entire process by hand, and have that process work every time. It
makes little sense to automate a flawed process. Once the manual process is ironed out, an
algorithm is used to translate that process into a computer program.

Let’s look at an example. A user is interested in finding out which Web sites contain the
e-mail address andrew(@syngress.com. As a start, the user opens Google and types the e-mail
address in the input box. The results are shown in Figure 5.1.
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Figure 5.1 A Simple Search for an E-mail Address
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The user sees that there are three different sites with that e-mail address listed:
g.bookpool.com, www.networksecurityarchive.org, and book.google.com. In the back of his or her
mind is the feeling that these are not the only sites where the e-mail address appears, and
remembers that he or she has seen places where e-mail addresses are listed as andrew at syn-
gress dot com. When the user puts this search into Google, he or she gets difterent results, as
shown in Figure 5.2.

Clearly the lack of quotes around the query gave incorrect results. The user adds the
quotes and gets the results shown in Figure 5.3.
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Figure 5.2 Expanding the search
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Figure 5.3 Expansion with Quotes
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By formulating the query differently, the user now has a new result:
taosecurity.blogspot.com. The manipulation of the search query worked, and the user has found
another site reference.

If we break this process down into logical parts, we see that there are actually many dif-
ferent steps that were followed. Almost all searches follow these steps:

®  Define an original search term
®  Expand the search term

®m  Get data from the data source
®m  Parse the data

m  Post-process the data into information

Let’s look at these in more detail.

The Original Search Term

The goal of the previous example was to find Web pages that reference a specific e-mail
address. This seems rather straightforward, but clearly defining a goal is probably the most
difficult part of any search. Brilliant searching won’t help attain an unclear goal. When
automating a search, the same principles apply as when doing a manual search: garbage in,
garbage out.

Tools & Traps...

Garbage in, garbage out

Computers are bad at “thinking” and good at “number crunching.” Don't try to make
a computer think for you, because you will be bitterly disappointed with the results.
The principle of garbage in, garbage out simply states that if you enter bad informa-
tion into a computer from the start, you will only get garbage (or bad information)
out. Inexperienced search engine users often wrestle with this basic principle.

In some cases, goals may need to be broken down. This is especially true of broad
goals, like trying to find e-mail addresses of people that work in cheese factories in the
Netherlands. In this case, at least one sub-goal exists—you’ll need to define the cheese fac-
tories first. Be sure your goals are clearly defined, then work your way to a set of core
search terms. In some cases, you'll need to play around with the results of a single query
in order to work your way towards a decent starting search term. I have often seen results
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of a query and thought, “Wow, I never thought that my query would return these results.
If I shape the query a little differently each time with automation, I can get loads of inter-
esting information.”

In the end the only real limit to what you can get from search engines is your own
imagination, and experimentation is the best way to discover what types of queries work
well.

Expanding Search Terms

In our example, the user quickly figured out that they could get more results by changing
the original query into a set of slightly different queries. Expanding search terms is fairly
natural for humans, and the real power of search automation lies in thinking about that
human process and translating it into some form of algorithm. By programmatically
changing the standard form of a search into many different searches, we save ourselves from
manual repetition, and more importantly, from having to remember all of the expansion
tricks. Let’s take a look at a few of these expansion techniques.

E-mail Addresses

Many sites try obscure e-mail addresses in order to fool data mining programs. This is done
for a good reason: the majority of the data mining programs troll sites to collect e-mail
addresses for spammers. If you want a sure fire way to receive a lot of spam, post to a mailing
list that does not obscure your e-mail address. While it’s a good thing that sites automatically
obscure the e-mail address, it also makes our lives as Web searchers difficult. Luckily, there
are ways to beat this; however, these techniques are also not unknown to spammers.
When searching for an e-mail address we can use the following expansions. The e-mail

address andrew(@syngress.com could be expanded as follows:

B andrew at syngress.com

B andrew at syngress dot com

®  andrew@syngress dot com

B andrew_at_syngress.com

B andrew_at_syngress dot com

B andrew_at_syngress_dot_com

®  andrew(@syngress.remove.com

B andrew(@_removethis_syngress.com

Note that the “@” sign can be written in many forms (e.g., — (at), _at_ or -at-).The

[T3E2]

same goes for the dot (“.”).You can also see that many people add “remove” or “removethis”
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in an e-mail address. At the end it becomes an 80/20 thing—you will find 80 percent of
addresses when implementing the top 20 percent of these expansions.

At this stage you might feel that you’ll never find every instance of the address (and you
may be right). But there is a tiny light at the end of the tunnel. Google ignores certain char-
acters in a search. A search for andrew(@syngress.com and “andrew syngress com” returns the
same results. The @ sign and the dot are simply ignored. So when expanding search terms,
don’t include both, because you are simply wasting a search.

Tools & Traps...

Verifying an e-mail address

Here's a quick hack to verify if an e-mail address exists. While this might not work
on all mail servers, it works on the majority of them — including Gmail. Have a look:

m Step 1 - Find the mail server:
$ host -t mx gmail.com

gmail.com mail is handled by 5 gmail-smtp-in.l.google.com.
gmail.com mail is handled by 10 altl.gmail-smtp-in.l.google.com.
gmail.com mail is handled by 10 alt2.gmail-smtp-in.l.google.com.
gmail.com mail is handled by 50 gsmtplé3.google.com.
gmail.com mail is handled by 50 gsmtpl83.google.com.
m Step 2 - Pick one and Telnet to port 25
$ telnet gmail-smtp-in.l.google.com 25
Trying 64.233.183.27...
Connected to gmail-smtp-in.l.google.com.
Escape character is '*]'.
220 mx.google.com ESMTP d26s115626330nfh
m Step 3: Mimic the Simple Mail Transfer Protocol (SMTP):
HELO test
250 mx.google.com at your service
MAIL FROM: <test@test.com>
250 2.1.0 OK
®m Step 4a: Positive test:
RCPT TO: <roelof.temmingh@gmail .com>
250 2.1.5 OK

Continued
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m Step 4b: Negative test:

RCPT TO: <kosie.kramer@gmail.com>
550 5.1.1 No such user d26sil5626330nfh
m Step 5: Say goodbye:
quit
221 2.0.0 mx.google.com closing connection d26si15626330nfh

By inspecting the responses from the mail server we have now verified that
roelof.temmingh@gmail.com exists, while kosie.kramer@gmail.com does not. In the
same way, we can verify the existence of other e-mail addresses.

NoTE

On Windows platforms you will need to use the nslookup command to find
the e-mail servers for a domain. You can do this as follows:
nslookup -qtype=mx gmail.com

Telephone Numbers
While e-mail addresses have a set format, telephone numbers are a difterent kettle of fish. It
appears that there is no standard way of writing down a phone number. Let’s assume you
have a number that is in South Africa and the number itself is 012 555 1234.The number
can appear on the Internet in many different forms:

m (012 555 1234 (local)

m (012 5551234 (local)

B (012555124 (local)

B +27 12 555 1234 (with the country code)

m +27 12 5551234 (with the country code)

m +27 (0)12 555 1234 (with the country code)

m 0027 (0)12 555 1234 (with the country code)

One way of catching all of the results would be to look for the most significant part of

the number, “555 1234 and “5551234.” However, this has a drawback as you might find
that the same number exists in a totally different country, giving you a false positive.

An interesting way to look for results that contain telephone numbers within a certain
range is by using Google’s numrange operator. A shortcut for this is to specify the start
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number, then “..” followed by the end number. Let’s see how this works in real life. Imagine
I want to see what results I can find on the area code +1 252 793.You can use the numrange
operator to specify the query as shown in Figure 5.4.

Figure 5.4 Searching for Telephone Number Ranges
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We can clearly see that the results all contain numbers located in the specified range in
North Carolina. We will see how this ability to restrict results to a certain area is very useful
later in this chapter.

People

One of the best ways to find information about someone is to Google them. If you haven’t
Googled for yourself, you are the odd one out. There are many ways to search for a person
and most of them are straightforward. If you don’t get results straight away don’t worry, there
are numerous options. Assuming you are looking for Andrew Williams you might search for:

m “Andrew Williams”
B “Williams Andrew”
. “A Williams”

m “Andrew W”

B Andrew Williams

m  Williams Andrew
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Note that the last two searches do not have quotes around them. This is to find phrases
like “Andrew is part of the Williams family”.

With a name like Andrew Williams you can be sure to get a lot of false positives as there
are probably many people named Andrew Williams on the Internet. As such, you need to
add as many additional search terms to your search as possible. For example, you may try
something like “Andrew Williams” Syngress publishing security. Another tip to reduce false posi-
tives is to restrict the site to a particular country. If Andrew stayed in England, adding the
site:uk operator would help limit the results. But keep in mind that your searches are then
limited to sites in the UK. If Andrew is indeed from the UK but posts on sites that end in
any other top level domains (TLD), this search won'’t return hits from those sites.

Getting Lots of Results

In some cases you'd be interested in getting a lot of results, not just specific results. For
instance, you want to find all Web sites or e-mail addresses within a certain TLD. Here you
want to combine your searches with keywords that do two things: get past the 1,000 result
restriction and increase your yield per search. As an example, consider finding Web sites in
the **** gor domain, as shown in Figure 5.5.

Figure 5.5 Searching for a Domain
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You will get a maximum of 1,000 sites from the query, because it is most likely that you
will get more than one result from a single site. In other words, it 500 pages are located on
one server and 500 pages are located on another server you will only get two site results.
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Also, you will be getting results from sites that are not within the * * **_ goy domain. How
do we get more results and limit our search to the **** gor domain? By combining the
query with keywords and other operators. Consider the query site:* * * * gov -

www.* *** gop. The query means find any result within sites that are located in the

** %% goy domain, but that are not on their main Web site. While this query works beauti-
tully, it will again only get a maximum of 1,000 results. There are some general additional
keywords we can add to each query. The idea here is that we use words that will raise sites
that were below the 1,000 mark surface to within the first 1,000 results. Although there is
no guarantee that it will lift the other sites out, you could consider adding terms like about,
official, page, site, and so on. While Google says that words like the, a, or, and so on are ignored
during searches, we do see that results differ when combining these words with the site:
operator. Looking at these results in Figure 5.6 shows that Google is indeed honoring the
“ignored” words in our query.

Figure 5.6 Searching for a Domain Using the site Operator

tha te. nasa gov - Coogle Search

el & A% (G ke oo gesge eozajsaarehiman ¥ | e ([G[+ Cosge G
Web images Geoups Hews  Scholar mones

Google Fmee Seweh | pstaes

arch: % (heweb T pages from South Africa

Web Rasults 1- 10 of about 8,500,000 from nasa.gay for tha. (0.4 seconds)

i 1!
Chscos the cosmos! Each day o dfenerd image o mu.ug-uph ol our Fascinaling unreese is

lealured, slorsg wilh o brief ::Dlun.ﬂm m"lunh!' a.
Apd nARA gen iapesd - 5K - JHI:

Rac the rising IRemaomisler 85 you Lrjumble heat wonds, Camoon Blimg ... Puol your
research blrnu Ii'vnutrl wikd weather .ms-.r-d 1f1l vmﬂ
apaceplace nasa govien) - 21k - -

Welcome o the Planeis

Seiact Images from h.l.nlﬁ.ﬂ.!. plxnn:an, m:pl-uwm pmg-am
s il nasa. gond plane | ]

m verse!

A ghmpse into the mysbeies of cur universe: whal wa know sbout i, hiow 28 evolving. and
Eha fypaa ol obeecis in it

Imagire gale nasm gov - 18k « 30 Jun 2007 -

The proposed GRAIL mission bo shudy the Moon's inlenor has been seleciod for a Discovery
program concepl study, see the NASA press reense. ..
nascs. galc nas s goviplarnny pans s meongsgn. ml - 12K

Im 1 |

Welcome to Imaginn the Univorse! This slie is intended for students age 14 and up, and for

aryond inlerestéd in loaming about our univense. ..

Imagire gsfe nasa govdocahomepage Fiml « 18K » St - i -

[ o

More Combinations

When the idea is to find lots of results, you might want to combine your search with terms
that will yield better results. For example, when looking for e-mail addresses, you can add
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keywords like contact, mail, e-mail, send, and so on. When looking for telephone numbers you
might use additional keywords like phone, telephone, contact, number, mobile, and so on.

Using “Special” Operators

Depending on what it is that we want to get from Google, we might have to use some of
the other operators. Imagine we want to see what Microsoft Office documents are located
on a Web site. We know we can use the filetype: operator to specify a certain file type, but
we can only specify one type per query. As a result, we will need to automate the process of
asking for each Office file type at a time. Consider asking Google these questions:

B filetype:ppt site:wiw. * * ** goy
B filetype:doc site:www. * * * * goy
B filetype:xls site:www. * * * * goy

B filetype:pdf site:www. * * * * goy

Keep in mind that in certain cases, these expansions can now be combined again using
boolean logic. In the case of our Oftice document search, the search filetype:ppt or filetype:doc
site www. * * ** _gop could work just as well.

Keep in mind that we can change the sife: operator to be site:* * ** goy, which will fetch
results from any Web site within the **** gov domain. We can use the site: operator in
other ways as well. Imagine a program that will see how many time the word iPhone appears
on sites located in different countries. If we monitor the Netherlands, France, Germany,
Belgium, and Switzerland our query would be expanded as such:

®  iphone site:nl

®  iphone site:fr

® jphone site:de

B jphone site:be

B iphone site:ch

At this stage we only need to parse the returned page from Google to get the amount of

results, and monitor how the iPhone campaign is/was spreading through Western Europe
over time. Doing this right now (at the time of writing this book) would probably not give
you meaningful results (as the hype has already peaked), but having this monitoring system
in place before the release of the actual phone could have been useful. (For a list of all

country codes see http://ftp.ics.uci.edu/pub/websoft/ wwwstat/country-codes.txt, or just
Google for internet country codes.)
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Getting the Data From the Source

At the lowest level we need to make a Transmission Control Protocol (TCP) connection to
our data source (which is the Google Web site) and ask for the results. Because Google is a
Web application, we will connect to port 80. Ordinarily, we would use a Web browser, but if
we are interested in automating the process we will need to be able to speak programmati-
cally to Google.

Scraping it Yourself—
Requesting and Receiving Responses

This is the most flexible way to get results. You are in total control of the process and can do
things like set the number of results (which was never possible with the Application
Programming Interface [API]). But it is also the most labor intensive. However, once you get
it going, your worries are over and you can start to tweak the parameters.

WARNING

Scraping is not allowed by most Web applications. Google disallows scraping
in their Terms of Use (TOU) unless you've cleared it with them. From
www.google.com/accounts/TOS:

“5.3 You agree not to access (or attempt to access) any of the Services by
any means other than through the interface that is provided by Google,
unless you have been specifically allowed to do so in a separate agreement
with Google. You specifically agree not to access (or attempt to access) any
of the Services through any automated means (including use of scripts or
Web crawlers) and shall ensure that you comply with the instructions set out
in any robots.txt file present on the Services.”

To start we need to find out how to ask a question/query to the Web site. If you nor-
mally Google for something (in this case the word fest), the returned Uniform Resource
Locator (URL) looks like this:

http:/ /www.google.co.za/search?hl=en &q=test&btn G=Search&meta=

The interesting bit sits after the first slash (/)—search?hl=en&g=test&btn G=
Search&meta=). This is a GET request and parameters and their values are separated with an
“&” sign. In this request we have passed four parameters:
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L)
|

B G
B meta

The values for these parameters are separated from the parameters with the equal sign
(=). The “hl” parameter means “home language,” which is set to English. The “q” parameter
means “question” or “query,” which is set to our query “test.” The other two parameters are
not of importance (at least not now). Our search will return ten results. If we set our prefer-
ences to return 100 results we get the following GET request:

http:/ /www.google.co.za/search?num=100&hl=en&q=test&btn G=Search&meta=

Note the additional parameter that is passed; “num” is set to 100. If we request the
second page of results (e.g., results 101-200), the request looks as follows:

http:/ /www.google.co.za/search?q=test&Enum=100&hI=en&start=100Esa=N

There are a couple of things to notice here. The order in which the parameters are
passed is ignored and yet the “start” parameter is added. The start parameter tells Google on
which page we want to start getting results and the “num’” parameter tell them how many
results we want. Thus, following this logic, in order to get results 301-400 our request should
look like this:

http:/ /www.google.co.za/search?q=test&Enum=100&EhI=en&start=300&Esa=N

Let’s try that and see what we get (see Figure 5.7).

Figure 5.7 Searching with a 100 Results from Page three
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It seems to be working. Let’s see what happens when we search for something a little
more complex. The search “festing testing 123" site:uk results in the following query:
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http:/ /www.google.co.za/search?num=100Ehl=en&q="%2 2testing +testing+123 %22 +site %3 A
uk&btn G=Search&meta=

‘What happened there? Let’s analyze it a bit. The num parameter is set to 100.The btnG
and meta parameters can be ignored. The site: operator does not result in an extra parameter,
but rather is located within the question or query. The question says
%2 2testing+testing+123%22+site%3 Auk. Actually, although the question seems a bit intimi-
dating at first, there is really no magic there. The %22 is simply the hexadecimal encoded
form of a quote (“). The %3A is the encoded form of a colon (:). Once we have replaced
the encoded characters with their unencoded form, we have our original query back: “festing
testing 123" site:uk.

So, how do you decide when to encode a character and when to use the unencoded
form? This is a topic on it’s own, but as a rule of thumb you cannot go wrong to encode
everything that’s not in the range A-Z, a—z, and 0-9. The encoding can be done program-
matically, but if you are curious you can see all the encoded characters by typing man ascii
in a UNIX terminal, by Googling for ascii hex encoding, or by visiting
http://en.wikipedia.org/wiki/ASCII.

Now that we know how to formulate our request, we are ready to send it to Google
and get a reply back. Note that the server will reply in Hypertext Markup Language
(HTML). In it’s simplest form, we can Telnet directly to Google’s Web server and send the
request by hand. Figure 5.8 shows how it is done:

Figure 5.8 A Raw HTTP Request and Response from Google for Simple Search
‘ ¥ B B . AT——

Mips:™ roeloftemmingh%[telnet www.google.com 350 |
Trying 64.233.183.103. .~
Connected to www.l.google.com.

Escape character is '],

GET /search?hl=enkg=test&btnG=Search&meta= HTTF/ 1.0
Host: www.goozle.com

[ kagin

HTTF/1.0 200 OK

Date: Mon, 0Z Jul 2007 11:55:47 GMT

Content-Type: text/html; charset=1530-8859-1

Cache-Control: private

Set-Cookie: PREF=ID=63dZbadedbbd9344:TM=1183377347 :LM=1183377347 :3=TZx jyi3x35KmD
cdR; explres=3un, 17-Jan-Z038 19:14:07 GMT; path=s; domain=.google.com

Server: GWSAZ.1

Yia: 1.1 netcachejhb-Z (MetCache MetfApps5.5RE)

<html><head><meta http-equiwv="content-type" content="texts html; charset=I50-8859
-1"»<titler>test - Google Searche/titler<{style><!——

div,td{color:#000%

.ficolor:#666}3

Flo, . fl:link,.ft a:link,.ft a:hover,.ft a:activeicolor:#77ck
a:link, . .w,a.w:link,.w a:link, .g:visited,.q:link,.g:active, .gfcolor:#00c3
a:visited, .fl:visited{color:#551a8h3

a:active, .fl:activeicolor:reds:

N — — T — — Tl
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The resultant HTML is truncated for brevity. In the screen shot above, the commands
that were typed out are highlighted. There are a couple of things to notice. The first is that
we need to connect (Telnet) to the Web site on port 80 and wait for a connection before
issuing our Hypertext Transfer Protocol (HTTP) request. The second is that our request is a
GET that is followed by “HTTP/1.0” stating that we are speaking HTTP version 1.0 (you
could also decide to speak 1.1). The last thing to notice is that we added the Host header,
and ended our request with two carriage return line feeds (by pressing Enter two times).
The server replied with a HTTP header (the part up to the two carriage return line feeds)
and a body that contains the actual HTML (the bit that starts with <html>).

This seems like a lot of work, but now that we know what the request looks like, we can
start building automation around it. Let’s try this with Netcat.

Notes from the Underground...

Netcat

Netcat has been described as the Swiss Army Knife of TCP/Internet Protocol (IP). It is a
tool that is used for good and evil; from catching the reverse shell from an exploit
(evil) to helping network administrators dissect a protocol (good). In this case we will
use it to send a request to Google’s Web servers and show the resulting HTML on the
screen. You can get Netcat for UNIX as well as Microsoft Windows by Googling “netcat
download.”

To describe the various switches and uses of Netcat is well beyond the scope of this
chapter; therefore, we will just use Netcat to send the request to Google and catch the
response. Before bringing Netcat into the equation, consider the following commands and
their output:

$ echo "GET / HTTP/1.0";echo "Host: www.google.com"; echo
GET / HTTP/1.0

Host: www.google.com

Note that the last echo command (the blank one) adds the necessary carriage return line
feed (CRLF) at the end of the HTTP request. To hook this up to Netcat and make it con-
nect to Google’s site we do the following:

$ (echo "GET / HTTP/1.0";echo "Host: www.google.com"; echo) | nc www.google.com 80

The output of the command is as follows:

HTTP/1.0 302 Found
Date: Mon, 02 Jul 2007 12:56:55 GMT
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Content-Length: 221
Content-Type: text/html

The rest of the output is truncated for brevity. Note that we have parenthesis () around
the echo commands, and the pipe character (|) that hooks it up to Netcat. Netcat makes the
connection to www.google.com on port 80 and sends the output of the command to the
left of the pipe character to the server. This particular way of hooking Netcat and echo
together works on UNIX, but needs some tweaking to get it working under Windows.

There are other (easier) ways to get the same results. Consider the “wget” command (a
Windows version of wget is available at http://xoomer.alice.it/hherold/). Wget in itself is a
great tool, and using it only for sending requests to a Web server is a bit like contracting a
rocket scientist to fix your microwave oven. To see all the other things wget can do, simply
type wget -h. If we want to use wget to get the results of a query we can use it as follows:

wget http:/ /www.google.co.za/search?hl=en&q=test -O output

The output looks like this:

--15:41:43-- http://www.google.com/search?hl=en&g=test

=> Toutput'

Resolving www.google.com... 64.233.183.103, 64.233.183.104, 64.233.183.147,
Connecting to www.google.com|64.233.183.103|:80... connected.
HTTP request sent, awaiting response... 403 Forbidden

15:41:44 ERROR 403: Forbidden.

The output of this command is the first indication that Google is not too keen on auto-
mated processes. What went wrong here? HTTP requests have a field called “User-Agent” in
the header. This field is populated by applications that request Web pages (typically browsers,
but also “grabbers” like wger), and is used to identify the browser or program.The HTTP
header that wger generates looks like this:

GET /search?hl=en&g=test HTTP/1.0
User-Agent: Wget/1.10.1

Accept: */*

Host: www.google.com

Connection: Keep-Alive

You can see that the User-Agent is populated with Wget/1.10.1. And that’s the problem.
Google inspects this field in the header and decides that you are using a tool that can be
used for automation. Google does not like automating search queries and returns HTTP
error code 403, Forbidden. Luckily this is not the end of the world. Because wget is a flexible
program, you can set how it should report itself in the User Agent field. So, all we need to do
is tell wget to report itself as something different than wget. This is done easily with an addi-
tional switch. Let’s see what the header looks like when we tell wget to report itself as
“my_diesel_driven_browser” We issue the command as follows:
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$ wget -U my diesel drive browser "http://www.google.com/search?hl=en&g=test" -0
output

The resultant HTTP request header looks like this:

GET /search?hl=en&g=test HTTP/1.0
User-Agent: my diesel_drive_browser
Accept: */*

Host: www.google.com

Connection: Keep-Alive

Note the changed User-Agent. Now the output of the command looks like this:

--15:48:55-- http://www.google.com/search?hl=en&g=test

=> Toutput'

Resolving www.google.com... 64.233.183.147, 64.233.183.99, 64.233.183.103,
Connecting to www.google.com|64.233.183.147|:80... connected.
HTTP request sent, awaiting response... 200 OK

Length: unspecified [text/html]
[ <=> 1 17,913 37.65K/s

15:48:56 (37.63 KB/s) - “output' saved [17913]

The HTML for the query is located in the file called ‘output’. This example illustrates a
very important concept—changing the User-Agent. Google has a large list of User-Agents
that are not allowed.

Another popular program for automating Web requests is called “curl,” which is available
for Windows at http://fileforum.betanews.com/detail/cURL_for_Windows/966899018/1.
For Secure Sockets Layer (SSL) use, you may need to obtain the file libssI32.dIl from some-
where else. Google for libssl32.dll download. Keep the EXE and the DLL in the same direc-
tory. As with wget, you will need to set the User-Agent to be able to use it. The default
behavior of curl is to return the HTML from the query straight to standard output. The fol-
lowing is an example of using curl with an alternative User-Agent to return the HTML from
a simple query. The command is as follows:

$ curl -A zoemzoemspecial "http://www.google.com/search?hl=en&g=test"

The output of the command is the raw HTML response. Note the changed User-Agent.
Google also uses the user agent of the Lynx text-based browser, which tries to render
the HTML, leaving you without having to struggle through the HTML. This is useful for
quick hacks like getting the amount of results for a query. Consider the following command:
$ lynx -dump "http://www.google.com/search?g=google" | grep Results | awk -F "of
about" '{print $2}' | awk '{print S$1}'
1,020,000,000
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Clearly, using UNIX commands like sed, grep, awk, and so on makes using Lynx with the
dump parameter a logical choice in tight spots.

There are many other command line tools that can be used to make requests to Web
servers. It is beyond the scope of this chapter to list all of the different tools. In most cases,
you will need to change the User-Agent to be able to speak to Google.You can also use your
favorite programming language to build the request yourself and connect to Google using
sockets.

Scraping it Yourself — The Butcher Shop

In the previous section, we learned how to Google a question and how to get HTML back
from the server. While this is mildly interesting, it’s not really that useful if we only end up
with a heap of HTML. In order to make sense of the HTML, we need to be able to get
individual results. In any scraping effort, this is the messy part of the mission. The first step of
parsing results is to see if there is a structure to the results coming back. If there is a struc-
ture, we can unpack the data from the structure into individual results.

The FireBug extension from FireFox (https://addons.mozilla.org/en-US/
firefox/addon/1843) can be used to easily map HTML code to visual structures. Viewing a
Google results page in FireFox and inspecting a part of the results in FireBug looks like
Figure 5.9:

Figure 5.9 Inspecting a Google Search Results with FireBug
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With FireBug, every result snippet starts with the HTML code <div class=“g”>. With
this in mind, we can start with a very simple PERL script that will only extract the first of
the snippets. Consider the following code:

#!/bin/perl

use strict;

my $result="curl -A moo "http://www.google.co.za/search?g=test&hl=en"~;
my S$start=index($Sresult, "<div class=g>");

my Send=index (Sresult,"<div class=g", $start+1l) ;

my $snippet=substr($result, $start, Send-Sstart) ;

ST T R N URY R

print "\n\n".$snippet."\n\n";

In the third line of the script, we externally call curl to get the result of a simple request
into the $result variable (the question/query is fest and we get the first 10 results). In line 4,
we create a scalar ($starf) that contains the position of the first occurrence of the “<div
class=¢>" token. In Line 5, we look at the next occurrence of the token, the end of the
snippet (which is also the beginning of the second snippet), and we assign the position to
$end. In line 6, we literally cut the first snippet from the entire HTML block, and in line 7
we display it. Let’s see if this works:

$ perl easy.pl

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 14367 0 14367 0 0 13141 0 --:--:-- 0:00:01 --:--:-- 54754

<div class=g><a href="http://www.test.com/" class=1><b>Test</b>.com Web Based
Testing Software</a><table border=0 cellpadding=0 cellspacing=0><tr><td
class="j"><font size=-1>Provides extranet privacy to clients making a range of
<b>tests</b> and surveys available to their human resources departments. Companies
can <b>test</b> prospective and <b>...</b><br><span class=a>www.<b>test</b>.com/ -
28k - </spans><nobr><a class=fl
href="http://64.233.183.104/search?g=cache:S9XHtkEncW8J:www.test.com/+test&hl=en&ct
=clnk&cd=1&gl=za&ie=UTF-8">Cached</a> - <a class=fl href="/search?hl=en&ie=UTF-
8&g=related:www.test.com/">Similar pages</a></nobr></font></td></tr></table></div>

It looks right when we compare it to what the browser says. The script now needs to
somehow work through the entire HTML and extract all of the snippets. Consider the fol-
lowing PERL script:

#!/bin/perl
use strict;

my $result="curl -A moo "http://www.google.com/search?g=test&hl=en"">

g W N

my $start;
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6 my Send;

7 my Stoken="<div class=g>";

8

9 while (1){

10 S$start=index(Sresult, Stoken, $Sstart) ;
11 S$Send=index (Sresult, Stoken, Sstart+1) ;

12 if ($start == -1 || $end == -1 || $start == $end)
13 last;

14}

15

16 my $snippet=substr ($result, $start, Send-$start) ;
17 print "\n----- \n".S$snippet."\n----\n";

18 S$Sstart=$Send;

19 }

While this script is a little more complex, it’s still really simple. In this script we’ve put
the “<div class=¢>" string into a token, because we are going to use it more than once. This
also makes it easy to change when Google decides to call it something else. In lines 9
through 19, a loop is constructed that will continue to look for the existence of the token
until it is not found anymore. If it does not find a token (line 12), then the loop simply
exists. In line 18, we move the position from where we are starting our search (for the
token) to the position where we ended up in our previous search.

Running this script results in the difterent HTML snippets being sent to standard
output. But this is only so useful. What we really want is to extract the URL, the title, and
the summary from the snippet. For this we need a function that will accept four parameters:
a string that contains a starting token, a string that contains the ending token, a scalar that
will say where to search from, and a string that contains the HTML that we want to search
within. We want this function to return the section that was extracted, as well as the new
position where we are within the passed string. Such a function looks like this:

1 sub cutter({
2 my ($starttok, Sendtok, $where, $str)=@_;
my S$startcut=index(Sstr, $starttok, Swhere)+length (Sstarttok) ;
my Sendcut=index($str, Sendtok, $Sstartcut+l) ;
my Sreturner=substr($str, $startcut, $Sendcut-$startcut) ;
my @res;
push @res, Sendcut;
push @res, Sreturner;

return @res;

0}
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Now that we have this function, we can inspect the HTML and decide how to extract
the URL, the summary, and the title from each snippet. The code to do this needs to be
located within the main loop and looks as follows:

1 my ($pos,Surl) = cutter("<a href=\"","\"",0,$snippet) ;
2 my (Spos,S$heading) = cutter("s>","</a>", $pos, $Ssnippet) ;
3 my ($pos,$summary) = cutter("<font size=-1>","<br>", $pos, $snippet) ;

Notice how the URL is the first thing we encounter in the snippet. The URL itself is a
hyper link and always start with “<a href= and ends with a quote. Next up is the heading,
which is within the hyper link and as such starts with a “>" and ends with “</a>”. Finally,
it appears that the summary is always in a “<font size=-1>" and ends in a “<br>”. Putting it
all together we get the following PERL script:

#!/bin/perl
use strict;

my Sresult="curl -A moo "http://www.google.com/search?g=test&hl=en"";

my S$start;
my Send;

my Stoken="<div class=g>";

while (1)
$start=index (Sresult, Stoken, Sstart) ;
Send=index (Sresult, Stoken, Sstart+1) ;
if ($start == -1 || $Send == -1 || $start == $end)
last;

my S$snippet=substr(Sresult, $start, Send-$start) ;

my (Spos,S$url) = cutter("<a href=\"","\"",0,S$snippet) ;
my (S$pos,S$heading) = cutter("s>","</a>", $pos, $snippet) ;
my ($Spos,$Ssummary) = cutter("<font size=-1>", "<br>", $pos, $snippet) ;

# remove <b> and </b>
Sheading=cleanB (Sheading) ;
Surl=cleanB (Surl) ;

Ssummary=cleanB ($Ssummary) ;

print "--->\nURL: $url\nHeading: S$heading\nSummary:$summary\n<---\n\n";
Sstart=S%end;
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my ($starttok, $endtok, $where, $str)=@ ;

my $startcut=index(S$str, $starttok, Swhere)+length(Sstarttok) ;

my S$endcut=index ($str, Sendtok, $startcut+1) ;

my Sreturner=substr($Sstr, $startcut, Sendcut-S$startcut) ;

my @res;

push @res, $Sendcut;

push @res, Sreturner;

return @res;

sub cleanB{

my ($str)=e@ ;
$str=~s/<b>//g;
$str=~s/<\/b>//g;

return $str;

Note that Google highlights the search term in the results. We therefore take the <6>
and </b> tags out of the results, which i1s done in the “cleanB” subroutine. Let’s see how this

script works (see Figure 5.10).

Figure 5.10 The PERL Scraper in Action
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It seems to be working. There could well be better ways of doing this with tweaking and
optimization, but for a first pass it’s not bad.

Dapper

While manual scraping is the most flexible way of getting results, it also seems like a lot of
hard, messy work. Surely there must be an easier way. The Dapper site (www.dapper.net)
allows users to create what they call Dapps. These Dapps are small “programs” that will
scrape information from any site and transform the scraped data into almost any format
(e.g., XML, CSV, RSS, and so on). What’s nice about Dapper is that programming the Dapp
1s facilitated via a visual interface. While Dapper works fine for scraping a myriad of sites, it
does not work the way we expected for Google searches. Dapps created by other people also
appear to return inconsistent results. Dapper shows lots of promise and should be investi-
gated. (See Figure 5.11.)

Figure 5.11 Struggling with Dapper
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Aura/EvilAPI

Google used to provide an API that would allow you to programmatically speak to the
Google engine. First, you would sign up to the service and receive a key.You could pass the
key along with other parameters to a Web service, and the Web service would return the
data nicely packed in eXtensible Markup Language (XML) structures. The standard key
could be used for up to 1,000 searches a day. Many tools used this API, and some still do.
This used to work really great, however, since December 5, 2006, Google no longer issues
new API keys. The older keys still work, and the API is still there (who knows for how long)
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but new users will not be able to access it. Google now provides an AJAX interface which is
really interesting, but does not allow for automation from scripts or applications (and it has
some key features missing). But not all is lost.

The need for an API replacement is clear. An application that intercepts Google APT calls
and returns Simple Object Access Protocol (SOAP) XML would be great—applications that
rely on the API could still be used, without needing to be changed in any way. As far as the
application would be concerned, it would appear that nothing has changed on Google’s end.
Thankfully, there are two applications that do exactly this: Aura from SensePost and EvilAPI
from Sitening.

EvilAPI (http://sitening.com/evilapi/h) installs as a PERL script on your Web server.
The GoogleSearch.wsdl file that defines what functionality the Web service provides (and
where to find it) must then be modified to point to your Web server.

After battling to get the PERL script working on the Web server (think two difterent
versions of PERL), Sitening provides a test gateway where you can test your API scripts.
After again modifying the WSDL file to point to their site and firing up the example script,
Sitening still seems not to work. The word on the street is that their gateway is “mostly
down” because “Google is constantly blacklisting them.” The PER L-based scraping code is
so similar to the PERL code listed earlier in this chapter, that it almost seems easier to scrape
yourself than to bother getting all this running. Still, if you have a lot of Google API-reliant
legacy code, you may want to investigate Sitening.

SensePost’s Aura (www.sensepost.com/research/aura) is another proxy that performs the
same functionality. At the moment it is running only on Windows (coded in .NET), but
sources inside SensePost say that a Java version is going to be released soon. The proxy works
by making a change in your host table so that api.google.com points to the local machine.
Requests made to the Web service are then intercepted and the proxy does the scraping for
you. Aura currently binds to localhost (in other words, it does not allow external connec-
tions), but it’s believed that the Java version will allow external connections. Trying the
example code via Aura did not work on Windows, and also did not work via a relayed con-
nection from a UNIX machine. At this stage, the integrity of the example code was ques-
tioned. But when it was tested with an old API key, it worked just fine. As a last resort, the
Googler section of Wikto was tested via Aura, and thankfully that combination worked like
a charm.

The bottom line with the API clones is that they work really well when used as
intended, but home brewed scripts will require some care and feeding. Be careful not to
spend too much time getting the clone to work, when you could be scraping the site your-
self with a lot less effort. Manual scraping is also extremely flexible.

Using Other Search Engines

Believe it or not, there are search engines other than Google! The MSN search engine still
supports an API and is worth looking into. But this book is not called MSN Hacking for
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Penetration Testers, so figuring out how to use the MSN API is left as an exercise for the
reader.

Parsing the Data

Let’s assume at this stage that everything is in place to connect to our data source (Google in
this case), we are asking the right questions, and we have something that will give us results
in neat plain text. For now, we are not going to worry how exactly that happens. It might be
with a proxy API, scraping it yourself, or getting it from some provider. This section only
deals with what you can do with the returned data.

To get into the right mindset, ask yourself what you as a human would do with the
results. You may scan it for e-mail addresses, Web sites, domains, telephone numbers, places,
names, and surnames. As 2 human you are also able to put some context into the results. The
idea here is that we put some of that human logic into a program. Again, computers are
good at doing things over and over, without getting tired or bored, or demanding a raise.
And as soon as we have the logic sorted out, we can add other interesting things like
counting how many of each result we get, determining how much confidence we have in
the results from a question, and how close the returned data is to the original question. But
this is discussed in detail later on. For now let’s concentrate on getting the basics right.

Parsing E-mail Addresses

There are many ways of parsing e-mail addresses from plain text, and most of them rely on
regular expressions. Regular expressions are like your quirky uncle that you’d rather not talk
to, but the more you get to know him, the more interesting and cool he gets. If you are
afraid of regular expressions you are not alone, but knowing a little bit about it can make
your life a lot easier. If you are a regular expressions guru, you might be able to build a one-
liner regex to effectively parse e-mail addresses from plain text, but since I only know
enough to make myself dangerous, we’ll take it easy and only use basic examples. Let’s look
at how we can use it in a PERL program.

use strict;

my Sto parse="This is a test for roelof\@home.paterva.com - yeah right blah";
my @words;

#convert to lower case

Sto parse =~ tr/A-Z/a-z/;

#cut at word boundaries

push @words,split(/ /,S$to parse);

foreach my $word (@words) {

if ($word =~ /[a-20-9. %+-1+@[a-20-9.-1+\.[a-2]{2,4}/) {
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print S$word."\n";

This seems to work, but in the real world there are some problems. The script cuts the
text into words based on spaces between words. But what if the text was “Is your address
roelof@paterva.com?” Now the script fails. If we convert the @ sign, underscores (_), and
dashes (-) to letter tokens, and then remove all symbols and convert the letter tokens back to
their original values, it could work. Let’s see:

use strict;

my Sto parse="Hey !! Is this a test for roelof-temmingh\@home.paterva.com? Right

.
L

my @words;

print "Before: $to parse\n";
#convert to lower case

$to parse =~ tr/A-Z/a-z/;

#convert 'special' chars to tokens
Sto_parse=convert xtoX($to_parse) ;
#blot all symbols

$to_parse=~s/\W/ /g;

#convert back

$to_parse=convert Xtox($Sto_ parse) ;

print "After: S$to parse\n";

#cut at word boundaries

push @words,split(/ /,$to parse);

print "\nParsed email addresses follows:\n";
foreach my $word (@words){
if ($word =~ /[a-20-9. %+-]1+@[a-20-9.-1+\.[a-2]1{2,4}/) {

print S$word."\n";

sub convert xtoX
my (Swork)=@ ;
Swork =~ s/\@/AT/g; $work =~ s/\./DOT/g;
S$work =~ s/ /UNSC/g; $work =~ s/-/DASH/g;

return Swork;
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sub convert Xtox({
my ($work)=@_;
$work =~ s/AT/\e@/g; $work =~ s/DOT/\./g;
S$work =~ s/UNSC/ /g; $work =~ s/DASH/-/g;

return S$Swork;

Right - let's see how this works.

$ perl parse-email-2.pl
Before: Hey !! Is this a test for roelof-temmingh@home.paterva.com? Right !

After: hey is this a test for roelof-temmingh@home.paterva.com right

Parsed email addresses follows:

roelof -temmingh@home.paterva.com

It seems to work, but still there are situations where this is going to fail. What if the line
reads “My e-mail address is roelof@paterva.com.”? Notice the period after the e-mail address?
The parsed address is going to retain that period. Luckily that can be fixed with a simple
replacement rule; changing a dot space sequence to two spaces. In PERL:

$to parse =~ s/\. / /g;

With this in place, we now have something that will effectively parse 99 percent of valid
e-mail addresses (and about 5 percent of invalid addresses). Admittedly the script is not the
most elegant, optimized, and pleasing, but it works!

Remember the expansions we did on e-mail addresses in the previous section? We now
need to do the exact opposite. In other words, if we find the text “andrew at syngress.com” we
need to know that it’s actually an e-mail address. This has the disadvantage that we will
create false positives. Think about a piece of text that says “you can contact us at paterva.com.” If
we convert at back to @, we’ll parse an e-mail that reads us@paterva.com. But perhaps the
pros outweigh the cons, and as a general rule you’ll catch more real e-mail addresses than
false ones. (This depends on the domain as well. If the domain belongs to a company that
normally adds a .com to their name, for example amazon.com, chances are you’ll get false pos-
itives before you get something meaningful). We furthermore want to catch addresses that
include the _remove_ or removethis tokens.

To do this in PERL is a breeze. We only need to add these translations in front of the
parsing routines. Let’s look at how this would be done:

sub expand ats({

my (Swork)=@ ;
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Swork=~s/remove//g;
$work=~s/removethis//g;
Swork=~s/ remove //g;
$work=~s/\ (remove\) //g;
$work=~s/ removethis //g;
$work=~s/\s* (\@) \s*/\@/g;
$work=~s/\s+at\s+/\@/g;
Swork=~s/\s*\ (at\) \s*/\@/g;
$work=~s/\s*\ [at\]\s*/\e/g;
$work=~s/\s*\.at\.\s*/\e/g;
$work=~s/\s*_at_\s*/\e/g;
$work=~s/\s*\@\s*/\@/g;
$work=~s/\s*dot\s*/\./g;
$Swork=~s/\s*\ [dot\]\s*/\./g;
Swork=~s/\s*\ (dot\)\s*/\./g;
$work=~s/\s* dot \s*/\./g;
Swork=~s/\s*\.\s*/\./g;

return Swork;

These replacements are bound to catch lots of e-mail addresses, but could also be prone
to false positives. Let’s give it a run and see how it works with some test data:

$ perl parse-email-3.pl
Before: Testing testl at paterva.com
This is normal text. For a dot matrix printer.
This is normal text...no really it is!
At work we all need to work hard
test2@paterva dot com
test3 _at paterva dot com
test4 (remove) (at) paterva [dot] com
roelof @ paterva . com

I want to stay at home. Really I do.

After: testing fest1(@paterva.com this is normal text.for a.matrix printer.this is normal
text...no really it is @work we all need to work hard test2@paterva.com
test3@paterva.com test4 (@paterva . com roelof@paterva.com 1 want to
stay@home.really i do.

Parsed email addresses follows:
testl@paterva.com
test2@paterva.com

test3@paterva.com

189
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roelof@paterva.com

stay@home.really

For the test run, you can see that it caught four of the five test e-mail addresses and
included one false positive. Depending on the application, this rate of false positives might be
acceptable because they are quickly spotted using visual inspection. Again, the 80/20 prin-
ciple applies here; with 20 percent effort you will catch 80 percent of e-mail addresses. If
you are willing to do some post processing, you might want to check if the e-mail addresses
you’ve mined ends in any of the known TLDs (see next section). But, as a rule, if you want
to catch all e-mail addresses (in all of the obscured formats), you can be sure to either spend
a lot of effort or deal with plenty of false positives.

Domains and Sub-domains

Luckily, domains and sub-domains are easier to parse if you are willing to make some
assumptions. What is the difference between a host name and a domain name? How do you
tell the two apart? Seems like a silly question. Clearly www.paterva.com is a host name and
paterva.com is a domain, because wuwiw.paterva.com has an IP address and paterva.com does not.
But the domain google.com (and many others) resolve to an IP address as well. Then again,
you know that google.com is a domain. What if we get a Google hit from fpd.gsfc. * * * * gov? Is
it a hostname or a domain? Or a CNAME for something else? Instinctively you would add
www. to the name and see if it resolves to an IP address. If it does then it’s a domain. But
what if there is no www entry in the zone? Then what’s the answer?

A domain needs a name server entry in its zone. A host name does not have to have a
name server entry, in fact it very seldom does. If we make this assumption, we can make the
distinction between a domain and a host. The rest seems easy. We simply cut our Google
URL field into pieces at the dots and put it back together. Let’s take the site
fpd.gsfc.* *** goy as an example. The first thing we do is figure out if it’s a domain or a site
by checking for a name server. It does not have a name server, so we can safely ignore the
fpd part, and end up with gsfc.* * * *_goy. From there we get the domains:

] (Qﬁ****gm****gw
B gov

There is one more thing we’d like to do. Typically we are not interested in TLDs or even
sub-TLDs. If you want to you can easily filter these out (a list of TLDs and sub-TLDs are at
www.neuhaus.com/domaincheck/domain_list.htm). There is another interesting thing we can
do when looking for domains. We can recursively call our script with any new information
that we’ve found. The input for our domain hunting script is typically going to be a domain,
right? If we feed the domain **** goy to our script, we are limited to 1,000 results. If our
script digs up the domain gsfc. * * * * gov, we can now feed it back into the same script,
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allowing for 1,000 fresh results on this sub-domain (which might give us deeper sub-
domains). Finally, we can have our script terminate when no new sub-domains are found.

Another sure fire way of obtaining domains without having to perform the host/domain
check is to post process-mined e-mail addresses. As almost all e-mail addresses are already at
a domain (and not a host), the e-mail address can simply be cut after the @ sign and used in
a similar fashion.

Telephone Numbers

Telephone numbers are very hard to parse with an acceptable rate of false positives (unless
you limit it to a specific country). This is because there is no standard way of writing down a
telephone number. Some people add the country code, but on regional sites (or mailing lists)
it’s seldom done. And even if the country code is added, it could be added by using a plus
sign (e.g. +44) or using the local international dialing method (e.g., 0044). It gets worse. In
most cases, if the city code starts with a zero, it is omitted if the internal dialing code is
added (e.g., +27 12 555 1234 versus 012 555 1234). And then some people put the zero in
parentheses to show it’s not needed when dialing from abroad (e.g., +27 (0)12 555 1234).To
make matters worse, a lot of European nations like to split the last four digits in groups of
two (e.g., 012 12 555 12 34). Of course, there are those people that remember numbers in
certain patterns, thereby breaking all formats and making it almost impossible to determine
which part is the country code (if at all), the city, and the area within the city (e.g., +271 25
551 234).

Then as an added bonus, dates can look a lot like telephone numbers. Consider the text
“From 1823-1825 1520 people couldn’t parse telephone numbers” Better still are time frames
such as “Andrew Williams: 1971-04-01 — 2007-07-07.” And, while it’s not that difficult for a
human to spot a false positive when dealing with e-mail addresses, you need to be a local to
tell the telephone number of a plumber in Burundi from the ISBN number of “Stealing the
network.” So, is all lost? Not quite. There are two solutions: the hard but cheap solution and
the easy but costly solution. In the hard but cheap solution, we will apply all of the logic we
can think of to telephone numbers and live with the false positives. In the easy (OK, it’s not
even that easy) solution, we’ll buy a list of country, city, and regional codes from a provider.
Let’s look at the hard solution first.

One of the most powerful principles of automation is that if you can figure out how to
do something as a human being, you can code it. It is when you cannot write down what
you are doing when automation fails. If we can code all the things we know about tele-
phone numbers into an algorithm, we have a shot at getting it right. The following are some
of the important rules that I have used to determine if something is a real telephone
number.

m Convert 00 to +, but only if the number starts with it.

m  Remove instances of (0).
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®  Length must be between 9 and 13 numbers.

®  Has to contain at least one space (optional for low tolerance).

m  Cannot contain two (or more) single digits (e.g., 2383 5 3 231 will be thrown out).
m  Should not look like a date (various formats).

®m  Cannot have a plus sign if it’s not at the beginning of the number.

B Less than four numbers before the first space (unless it starts with a + or a 0).

®  Should not have the string “ISBN” in near proximity.

®  Rework the number from the last number to the first number and put it in +XX-
XXX-XXX-XXXX format.

To find numbers that need to comply to these rules is not easy. I ended up not using
regular expressions but rather a nested loop, which counts the number of digits and accepted
symbols (pluses, dashes, and spaces) in a sequence. Once it’s reached a certain number of
acceptable characters followed by a number of unacceptable symbols, the result is sent to the
verifier (that use the rules listed above). If verified, it is repackaged to try to get in the right
format.

Of course this method does not always work. In fact, approximately one in five numbers
are false positives. But the technique seldom fails to spot a real telephone number, and more
importantly, it does not cost anything.

There are better ways to do this. If we have a list of all country and city codes we should
be able to figure out the format as well as verify if a sequence of numbers is indeed a tele-
phone number. Such a list exists but is not in the public domain. Figure 5.12 is a screen shot
of the sample database (in CSV):

Figure 5.12 Telephone City and Area Code Sample
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Not only did we get the number, we also got the country, provider, if it is a mobile or
geographical number, and the city name. The numbers in Figure 5.12 are from Spain and go
six digits deep. We now need to see which number in the list is the closest match for the
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number that we parsed. Because I don’t have the complete database, I don’t have code for
this, but suspect that you will need to write a program that will measure the distance
between the first couple of numbers from the parsed number to those in the list. You will
surely end up in a situation where there is more than one possibility. This will happen
because the same number might exist in multiple countries and if they are specified on the
Web page without a country code it’s impossible to determine in which country they are
located.

The database can be bought at www.numberingplans.com, but they are rather strict
about selling the database to just anyone. They also provide a nifty lookup interface (limited
to just a couple of lookups a day), which is not just for phone numbers. But that’s a story for
another day.

Post Processing

Even when we get good data back from our data source there might be the need to do
some form of post processing on it. Perhaps you want to count how many of each result you
mined in order to sort it by frequency. In the next section we look at some things that you
should consider doing.

Sorting Results by Relevance

If we parse an e-mail address when we search for “Andrew Williams,” that e-mail address
would almost certainly be more interesting than the e-mail addresses we would get when
searching for “A Williams.” Indeed, some of the expansions we’ve done in the previous sec-
tion borders on desperation. Thus, what we need is a method of implementing a “confi-
dence” to a search. This is actually not that difficult. Simply assign this confidence index to
every result you parse.

There are other ways of getting the most relevant result to bubble to the top of a result
list. Another way is simply to look at the frequency of a result. If you parse the e-mail
address andrew(@syngress.com ten times more than any other e-mail address, the chances are
that that e-mail address is more relevant than an e-mail address that only appears twice.

Yet another way is to look at how the result correlates back to the original search term.
The result andrew(@syngress.com looks a lot like the e-mail address for Andrew Williams. It is
not difficult to write an algorithm for this type of correlation. An example of such a correla-
tion routine looks like this:

sub correlate{
my ($Sorg,sStest)=@ ;
print " [Sorg] to [Stest] : ";
my S$Stester; my S$beingtest;
my Smulti=1;
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#determine which is the longer string

if (length($org) > length($test))

Stester=$org; Sbeingtest=Stest;
} else {
Stester=Stest; $beingtest=$Sorg;

}

#loop for every 3 letters
for (my $index=0; $index<=length(Stester)-3; $index++) {
my Sthreeletters=substr($Stester, $index,3) ;
if ($beingtest =~ /$threeletters/i) {
smulti=Smulti*2;

}
print "Smulti\n";

return Smulti;

This routine breaks the longer of the two strings into sections of three letters and com-
pares these sections to the other (shorter) string. For every section that matches, the resultant
return value is doubled. This is by no means a “standard” correlation function, but will do
the trick, because basically all we need 1s something that will recognize parts of an e-mail
address as looking similar to the first name or the last name. Let’s give it a quick spin and see
how it works. Here we will “weigh” the results of the following e-mail addresses to an orig-
inal search of “Roelof Temmingh”:

[Roelof Temmingh] to [roelof.temmingh@abc.co.za]l : 8192
[Roelof Temmingh] to [rtemmingh@abc.co.zal : 64

[Roelof Temmingh] to [roeloft@abc.co.zal : 16

[Roelof Temmingh] to [TemmiRoe882@abc.co.za] : 16
[Roelof Temmingh] to [kosie@temmingh.org] : 64
[Roelof Temmingh] to [kosie.kramer@yahoo.com] : 1
[Roelof Temmingh] to [Tempest@yahoo.com] : 2

This seems to work, scoring the first address as the best, and the two addresses con-
taining the entire last name as a distant second. What’s interesting is to see that the algorithm
does not know what is the user name and what is a domain. This is something that you
might want to change by simply cutting the e-mail address at the @ sign and only com-
paring the first part. On the other hand, it might be interesting to see domains that look like
the first name or last name.

There are two more ways of weighing a result. The first is by looking at the distance
between the original search term and the parsed result on the resultant page. In other words,
if the e-mail address appears right next to the term that you searched for, the chances are
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more likely that it’s more relevant than when the e-mail address is 20 paragraphs away from
the search term. The second is by looking at the importance (or popularity) of the site that
gives the result. This means that results coming from a site that is more popular is more rele-
vant than results coming from sites that only appear on page five of the Google results.
Luckily by just looking at Google results, we can easily implement both of these require-
ments. A Google snippet only contains the text surrounding the term that we searched for,
so we are guaranteed some proximity (unless the parsed result is separated from the parsed
results by “...”). The importance or popularity of the site can be obtained by the Pagerank of
the site. By assigning a value to the site based on the position in the results (e.g., if the site
appears first in the results or only much later) we can get a fairly good approximation of the
importance of the site.

A note of caution here. These different factors need to be carefully balanced. Things can
go wrong really quickly. Imagine that Andrew’s e-mail address is whipmaster@midgets.com,
and that he always uses the alias “IWhipMaster” when posting from this e-mail address. As a
start, our correlation to the original term (assuming we searched for Andrew Williams) is not
going to result in a null value. And if the e-mail address does not appear many times in dif-
ferent places, it will also throw the algorithm off the trail. As such, we may choose to only
increase the index by 10 percent for every three-letter word that matches, as the code stands
a 100 percent increase if used. But that’s the nature of automation, and the reason why these
types of tools ultimately assist but do not replace humans.

Beyond Snippets

There is another type of post processing we can do, but it involves lots of bandwidth and
loads of processing power. If we expand our mining efforts to the actual page that is
returned (i.e., not just the snippet) we might get many more results and be able to do some
other interesting things. The idea here is to get the URL from the Google result, download
the entire page, convert it to plain text (as best as we can), and perform our mining algo-
rithms on the text. In some cases, this expansion would be worth the effort (imagine
looking for e-mail addresses and finding a page that contains a list of employees and their e-
mail addresses. What a gold mine!). It also allows for parsing words and phrases, something
that has a lot less value when only looking at snippets.

Parsing and sorting words or phrases from entire pages is best left to the experts (think
the PhDs at Google), but nobody says that we can’t try our hand at some very elementary
processing. As a start we will look at the frequency of words across all pages. We’ll end up
with common words right at the top (e.g., the, and, and friends). We can filter these words
using one of the many lists that provides the top ten words in a specific language. The resul-
tant text will give us a general idea of what words are common across all the pages; in other
words, an idea of “what this 1s about.” We can extend the words to phrases by simply con-
catenating words together. A next step would be looking at words or phrases that are not
used in high frequency in a single page, but that has a high frequency when looking across
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many pages. In other words, what we are looking for are words that are only used once or
twice in a document (or Web page), but that are used on all the different pages. The idea
here is that these words or phrases will give specific information about the subject.

Presenting Results

As many of the searches will use expansion and thus result in multiple searches, with the
scraping of many Google pages we’ll need to finally consolidate all of the sub-results into a
single result. Typically this will be a list of results and we will need to sort the results by their
relevance.

Applications of Data Mining
Mildly Amusing

Let’s look at some basic mining that can be done to find e-mail addresses. Before we move
to more interesting examples, let us first see if all the difterent scraping/parsing/weighing
techniques actually work. The Web interface for Evolution at www.paterva.com basically
implements all of the aforementioned techniques (and some other magic trade secrets). Let’s
see how Evolution actually works.

As a start we have to decide what type of entity (“thing”) we are going to look for.
Assuming we are looking for Andrew Williams’ e-mail address, we’ll need to set the type to
“Person” and set the function (or transform) to “froEmail Google” as we want Evolution to
search for e-mail addresses for Andrew on Google. Before hitting the submit button it looks
like Figure 5.13:

Figure 5.13 Evolution Ready to Go
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By clicking submit we get the results shown in Figure 5.14.

Figure 5.14 Evolution Results page
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There are a few things to notice here. The first is that Evolution is giving us the top 30
words found on resultant pages for this query. The second is that the results are sorted by
their relevance index, and that moving your mouse over them gives the related snippets
where it was found as well as populating the search box accordingly. And lastly, you should
notice that there is no trace of Andrew’s Syngress address, which only tells you that there is
more than one Andrew Williams mentioned on the Internet. In order to refine the search to
look for the Andrew Williams that works at Syngress, we can add an additional search term.
This is done by adding another comma (,) and specifying the additional term. Thus it
becomes “Andrew, Williams,syngress” The results look a lot more promising, as shown in
Figure 5.15.

It is interesting to note that there are three different encodings of Andrew’s e-mail
address that were found by Evolution, all pointing to the same address (i.e., andrew(@syn-
gress.com, Andrew at Syngress dot com, and Andrew (at) Syngress.com). His alternative e-
mail address at Elsevier is also found.
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Figure 5.15 Getting Better Results When Adding an Additional Search Term
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Let’s assume we want to find lots of addresses at a certain domain such as * *** gov. We
set the type to “Domain,” enter the domain * * * *_gop, set the results to 100, and select the
“ToEmailAtDomain.” The resultant e-mail addresses all live at the **** gor domain, as shown
in Figure 5.16:

Figure 5.16 Mining E-mail Addresses with Evolution
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As the mouse moves over the results, the interface automatically readies itself for the
next search (e.g., updating the type and value). Figure 5.16 shows the interface “pre-loaded”
with the results of the previous search).

In a similar way we can use Evolution to get telephone numbers; either lots of numbers
or a specific number. It all depends on how it’s used.

Most Interesting

Up to now the examples used have been pretty boring. Let’s spice it up somewhat by
looking at one of those three letter agencies. You wouldn’t think that the cloak and dagger
types working at xxx.gov (our cover name for the agency) would list their e-mail addresses.
Let’s see what we can dig up with our tools. We will start by searching on the domain
xxx.gov and see what telephone numbers we can parse from there. Using Evolution we
supply the domain xxx.gov and set the transform to “ToPhoneGoogle.” The results do not look
terribly exciting, but by looking at the area code and the city code we see a couple of num-
bers starting with 703 444.This is a fake extension we’ve used to cover up the real name of
the agency, but these numbers correlate with the contact number on the real agency’s Web
site. This is an excellent starting point. By no means are we sure that the entire exchange
belongs to them, but let’s give it a shot. As such we want to search for telephone numbers
starting with 703 444 and then parse e-mail addresses, telephone numbers, and site names
that are connected to those numbers. The hope is that one of the cloak-and-dagger types has
listed his private e-mail address with his office number. The way to go about doing this is by
setting the Entity type to “Telephone,” entering “+1 703 444” (omitting the latter four digits
of the phone number), setting the results to 100, and using the combo
“ToEmailPhoneSiteGoogle” The results look like Figure 5.17:

Figure 5.17 Transforming Telephone Numbers to E-mail Addresses Using
Evolution
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This is not to say that Jean Roberts is working for the xxx agency, but the telephone
number listed at the Tennis Club is in close proximity to that agency.

Staying on the same theme, let’s see what else we can find. We know that we can find
documents at a particular domain by setting the filetype and site operators. Consider the fol-
lowing query, filetype:doc site:xxx.gov in Figure 5.18.

Figure 5.18 Searching for Documents on a Domain
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While the documents listed in the results are not that exciting, the meta information
within the document might be useful. The very handy ServerSniff.net site provides a useful
page where documents can be analyzed for interesting meta data (www.serversniff.net/file-
info.php). Running the 32CFR.doc through Tom’s script we get:

Figure 5.19 Getting Meta Information on a Document From ServerSnift.netWe can get
a lot of information from this. The username of the original author is “Macuser” and he or
she worked at Clator Butler Web Consulting, and the user “clator” clearly had a mapped
drive that had a copy of the agency Web site on it. Had, because this was back in March
2003.

It gets really interesting once you take it one step further. After a couple of clicks on
Evolution it found that Clator Butler Web Consulting is at www.clator.com, and that Mr.
Clator Butler is the manager for David Wilcox’s (the artist) forum. When searching for
“Clator Butler” on Evolution, and setting the transform to “ToAffLinkedIn” we find a
LinkedIn profile on Clator Butler as shown in Figure 5.20:
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Figure 5.20 The LinkedIn Profile of the Author of a Government Document
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Can this process of grabbing documents and analyzing them be automated? Of course!
As a start we can build a scraper that will find the URLs of Oftfice documents (.doc, .ppt, .xls,
.pps). We then need to download the document and push it through the meta information
parser. Finally, we can extract the interesting bits and do some post processing on it. We
already have a scraper (see the previous section) and thus we just need something that will
extract the meta information from the file. Thomas Springer at ServerSnift.net was kind
enough to provide me with the source of his document information script. After some slight
changes it looks like this:

#!/usr/bin/perl

File-analyzer 0.1, 07/08/2007, thomas springer
stripped-down version

slightly modified by roelof temmingh @ paterva.com
this code is public domain - use at own risk

this code is using phil harveys ExifTool - THANK YOU, PHIL!!!!

H*+ H H H H

http://www.ebv4linux.de/images/articles/Phill.jpg
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use strict;

use Image::ExifTool;

#passed parameter is a URL

my ($url)=@ARGV;

# get file and make a nice filename
my S$file=get page ($url) ;

my Stime=time;

my S$Sfrand=rand(10000) ;

my S$fname="/tmp/".$time.S$frand;

# write stuff to a file
open (FL, ">$fname");
print FL sfile;
close (FL) ;

# Get EXIF-INFO
my SexifTool=new Image::ExifTool;
SexifTool->Options (FastScan => '1');
SexifTool->Options (Binary => '1'");
SexifTool->Options (Unknown => '2');
SexifTool->Options (IgnoreMinorErrors => '1');

my $info = $exifTool->ImageInfo($fname); # feed standard info into a hash

# delete tempfile

unlink ("S$fname") ;

my @names;

print "Author:".$$info{"Author"}."\n";

print "LastSaved:".$$info{"LastSavedBy"}."\n";
print "Creator:".$$info{"creator"}."\n";

print "Company:".$$info{"Company"}."\n";

print "Email:".$$info{"AuthorEmail"}."\n";

exit; #comment to see more fields

foreach (keys %$info) {
print "$_ = $$info{$ }\n";
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sub get page(
my (Surl)=@_;
#use curl to get it - you might want change this
# 25 second timeout - also modify as you see fit
my Sres="curl -s -m 25 Surl”;

return Sres;

Save this script as docinfo.pl. You will notice that you’ll need some PERL libraries to use
this, specifically the Image::ExifIool library, which is used to get the meta data from the files.
The script uses curl to download the pages from the server, so you’ll need that as well. Curl
is set to a 25-second timeout. On a slow link you might want to increase that. Let’s see how
this script works:

$ perl docinfo.pl http://www.elsevier.com/framework support/permreq.doc
Author:Catherine Nielsen

LastSaved:Administrator

Creator:

Company:Elsevier Science

Email:

The scripts looks for five fields in a document: Author, LastedSaved By, Creator, Company,
and AuthorEmail. There are many other fields that might be of interest (like the software used
to create the document). On it’s own this script is only mildly interesting, but it really starts
to become powerful when combining it with a scraper and doing some post processing on
the results. Let’s modify the existing scraper a bit to look like this:

#!/usr/bin/perl

use strict;

my ($domain, $num)=@ARGV;

my @types=("doc","xls", "ppt", "pps");
my S$result;

foreach my $type (etypes) {

Sresult="curl -s -A moo
"http://www.google.com/search?g=filetype: Stype+site:Sdomain&hl=en&

num=$num&filter=0"";

parse (Sresult) ;

sub parse {

(Sresult)=@_;
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my S$start;
my S$end;

my Stoken="<div class=g>";

my S$count=1;
while (1)
$start=index ($result, Stoken, Sstart) ;

Send=index (Sresult, Stoken, Sstart+1) ;

if ($start == -1 || $end == -1 || $start == $end)
last;
}
my Ssnippet=substr($Sresult, $Sstart, Send-$start) ;
my (Spos,Surl) = cutter("<a href=\"",6"\"",0,Ssnippet) ;
my (Spos,$heading) = cutter(">","</a>", $pos, $Ssnippet) ;
my (Spos,S$Ssummary) = cutter("<font size=-1>","<br>", $pos, Ssnippet) ;

# remove <b> and </b>
Sheading=cleanB (S$heading) ;
Surl=cleanB (Surl) ;

Ssummary=cleanB ($summary) ;

print Surl."\n";
Sstart=Send;

Scount++;

sub cutter({
my (Sstarttok, $endtok, $where, $str)=@_;
my S$startcut=index(Sstr, $starttok, Swhere)+length ($Sstarttok) ;
my S$endcut=index ($str, Sendtok, $startcut+1) ;
my Sreturner=substr($str, $startcut, $endcut-$startcut) ;
my @res;
push @res, $endcut;
push @res, $Sreturner;

return @res;

sub cleanB{
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my ($str)=e@ ;
$str=~s/<b>//9;
$str=~s/<\/b>//g;

return S$str;

Save this script as scraper.pl. The scraper takes a domain and number as parameters. The
number is the number of results to return, but multiple page support is not included in the
code. However, it’s child’s play to modify the script to scrape multiple pages from Google.
Note that the scraper has been modified to look for some common Microsoft Office for-
mats and will loop through them with a site:domain_parameter filetype: XX search term. Now
all that is needed is something that will put everything together and do some post processing
on the results. The code could look like this:

#!/bin/perl
use strict;

my ($Sdomain, $num)=@ARGV;

my $ALLEMAIL=(); my %ALLNAMES=();
my $ALLUNAME=(); my $ALLCOMP= () ;

my S$scraper="scrape.pl";
my S$docinfo="docinfo.pl";
print "Scraping...please wait...\n";
my @all urls="perl $scraper $domain $num’;
if ($#all urls == -1 ){
print "Sorry - no results!\n";
exit;
}
my Scount=0;
foreach my $url (@all urls) {
print "sScount / $#all urls : Fetching Surl";
my @meta="perl S$docinfo S$Surl”;
foreach my $item (@meta) {
process ($item) ;

}

Scount++;

#show results
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print "\nEmails:\n------------- \n";

foreach my $item (keys %ALLEMAIL) {
print "$ALLEMAIL{Sitem}:\t$item";

}

print "\nNames (Person):\n------------- \n";

foreach my $item (keys $%ALLNAMES) {
print "SALLNAMES{S$item}:\tSitem";

}

print "\nUsernames:\n------------- \n";

foreach my $item (keys $%ALLUNAME) {
print "$ALLUNAME{Sitem}:\t$item";

1

print "\nCompanies:\n------------- \n";

foreach my $item (keys $%ALLCOMP) {
print "$ALLCOMP{S$item}:\t$item";

sub process {
my (Spassed)=@ ;
my (Stype,$value)=split(/:/,Spassed) ;
$value=~tr/A-Z/a-z/;
if (length($value)<=1) {return;}
if ($value =~ /[a-zA-20-9]1/){
if ($type eq "Company") {SALLCOMP{S$value}++;}
else {
if (index ($value,"\@")>2) {$SALLEMAIL{Svalue}++; }
elsif (index($value," ")>0) {SALLNAMES{S$value}++; }
else{SALLUNAME{$value}++; }

This script first kicks oft scraper.pl with domain and the number of results that was
passed to it as parameters. It captures the output (a list of URLs) of the process in an array,
and then runs the docinfo.pl script against every URL. The output of this script is then sent
for further processing where some basic checking is done to see if it is the company name,
an e-mail address, a user name, or a person’s name. These are stored in separate hash tables
for later use. When everything is done, the script displays each collected piece of informa-
tion and the number of times it occurred across all pages. Does it actually work? Have a

look:
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# perl combined.pl xxx.gov 10

Scraping...please wait...

0 / 35 Fetching http://www.xxx.gov/8878main C PDP03.DOC
1 / 35 Fetching http://***.xxx.gov/1329NEW.doc
2 / 35 Fetching http://***.xxx.gov/LP_Evaluation.doc
3 / 35 Fetching http://******%* xxx.gov/305.doc
<cut>
Emails
1: ***zgpt@*** . ksc.xxx.gov
1: *x*jkrbe@ekscems.ksc.xxx.gov
1: **kxg]1d.1l.***macke@xxx.gov
1: *xkkkje king@**** xxx.gov
Names (Person)

BN RN R R R R NR R R R B NRBE R R NDNDR R R

audrey sch***
corina mo***x*
frank max***
elleen wax***
saic-odin-**** hqg
chris wil****

nand lal****

susan ho****

john jaa****

dr. paul a. cu****
**%* project/code 470
bill mah****
goddard, pwdo - bernadette
joanne wo***x

tom naro****
lucero jax**x*
jenny rumb**x*
blade rux***

Imit odi****

***%x odin/osf seat
scott w. mci***x
philip t. me****

annie ki*x*xx*

foxxxx
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Usernames:

Cgro****

* %k %
gidel***x
rdcho* ***
fbuchan****
sst****
rbene****x
rpan** %
1.j.klau****
gane****h
amh****
caroleg*xx*
mic****e
baltn****y
pCu* ***
md****

** % *wxpadmin
mabig***
ebo****
grid****

bkt ****

B RN R R R R W R NRE R B NRRNDR R B R

*** (at&l)

Companies:

1: shadow conservatory

[SNIP]

The list of companies has been chopped way down to protect the identity of the gov-
ernment agency in question, but the script seems to work well. The script can easily be
modified to scrape many more results (across many pages), extract more fields, and get other
file types. By the way, what the heck is the one unedited company known as the “Shadow
Conservatory?”
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Figure 5.21 Zero Results for “Shadow Conservatory”
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The tool also works well for finding out what (and if) a user name format is used.

Consider the list of user names mined from ... somewhere:
Usernames:

79241234
78610276
98229941
86232477
82733791
02000537
79704862
73641355

N R R NN R R R R

85700136

From the list it is clear that an eight-digit number is used as the user name. This infor-

mation might be very useful in later stages of an attack.

Taking It One Step Further

Sometimes you end up in a situation where you want to hook the output of one search as

the input for another process. This process might be another search, or it might be some-

thing like looking up an e-mail address on a social network, converting a DNS name to a

domain, resolving a DNS name, or verifying the existence of an e-mail account. How do I
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link two e-mail addresses together? Consider Johnny’s e-mail address johnny@;ihackstuff.com
and my previous e-mail address at SensePost roelof@sensepost.com.To link these two addresses
together we can start by searching for one of the e-mail addresses and extracting sites, e-mail
addresses, and phone numbers. Once we have these results we can do the same for the other
e-mail address and then compare them to see if there are any common results (or nodes). In
this case there are common nodes (see Figure 5.22).

Figure 5.22 Relating Two E-mail Addresses from Common Data Sources

If there are no matches, we can loop through all of the results of the first e-mail address,
again extracting e-mail addresses, sites, and telephone numbers, and then repeat it for the
second address in the hope that there are common nodes.

What about more complex sequences that involve more than searching? Can you get
locations of the Pentagon data centers by simply looking at public information? Consider
Figure 5.23.

What’s happening here? While it looks seriously complex, it really isn’t. The procedure
to get to the locations shown in this figure is as follows:
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Figure 5.23 Getting Data Center Geographical Locations Using Public Information

- Panrea Eruiutiss 3008 LTI 100,
Tia Edit Tooh View Window beip
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B Mine e-mail addresses at pentagon.mil (not shown on the screen shot)

®  From the e-mail addresses, extract the domains (mentioned earlier in the domain
and sub-domain mining section). The results are the nodes at the top of the screen
shot.

®  From the sub-domains, perform brute-force DNS look ups, basically looking for
common DNS names. This is the second layer of nodes in the screen shot.

m  Add the DNS names of the MX records for each domain.

®  Once that’s done resolve all of the DNS names to IP addresses. That is the third
layer of nodes in the screen shot.

®  From the IP addresses, get the geographical locations, which are the last layer of
nodes.

There are a couple of interesting things you can see from the screen shot. The first is the
location, South Africa, which is linked to www.pentagon.mil. This is because of the use of
Akamai. The lookup goes like this:
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$ host www.pentagon.mil

www.pentagon.mil is an alias for www.defenselink.mil.edgesuite.net.
www.defenselink.mil.edgesuite.net is an alias for a2l17.g.akamai.net.
a2l7.g.akamai.net has address 196.33.166.230

a2l7.g.akamai.net has address 196.33.166.232

As such, the application sees the location of the IP as being in South Africa, which it is.
The application that shows these relations graphically (as in the screen shot above) is the
Evolution Graphical User Interface (GUI) client that is also available at the Paterva Web site.

The number of applications that can be built when linking data together with searching
and other means are literally endless. Want to know who in your neighborhood is on
Myspace? Easy. Search for your telephone number, omit the last 4 digits (covered earlier),
and extract e-mail addresses. Then feed these e-mail addresses into MySpace as a person
search, and voila, you are done! You are only limited by your own imagination.

Collecting Search Terms

Google’s ability to collect search terms is very powerful. If you doubt this, visit the Google
ZeitGeist page. Google has the ability to know what’s on the mind of just about everyone
that’s connected to the Internet. They can literally read the minds of the (online) human race.

If you know what people are looking for, you can provide them (i.e., sell to them) that
information. In fact, you can create a crude economic model. The number of searches for a
phrase is the “demand “while the number of pages containing the phrase is the “supply.” The
price of a piece of information is related to the demand divided by the supply. And while
Google will probably (let’s hope) never implement such billing, it would be interesting to
see them adding this as some form of index on the results page.

Let’s see what we can do to get some of that power. This section looks at ways of
obtaining the search terms of other users.

On the Web

In August 2006, AOL released about 20 million search records to researchers on a Web site.
Not only did the data contain the search term, but also the time of the search, the link that
the user clicked on, and a number that related to the user’s name. That meant that while you
couldn’t see the user’s name or e-mail address, you could still find out exactly when and for
what the user searched. The collection was done on about 658,000 users (only 1.5 percent
of all searches) over a three-month period. The data quickly made the rounds on the
Internet. The original source was removed within a day, but by then it was too late.
Manually searching through the data was no fun. Soon after the leak sites popped up
where you could search the search terms of other people, and once you found something
interesting, you could see all of the other searches that the person performed. This keyhole
view on someone’s private life proved very popular, and later sites were built that allowed



Google’s Part in an Information Collection Framework ¢ Chapter 5 213

users to list interesting searches and profile people according to their searches. This profiling
led to the positive identification of at least one user. Here is an extract from an article posted
on securityfocus.com:

The New York Times combed through some of the search results to discover user 4417749, whose
search terms included, “homes sold in shadow lake subdivision gwinnett county georgia” along with sev-
eral people with the last name of Arnold. This was enough to reveal the identity of user 4417749 as
Thelma Arnold, a 62-year-old woman living in Georgia. Of the 20 million search histories posted, it is
believed there are many more such cases where individuals can be identified.

...Contrary to AOL’s statements about no personally-identifiable information, the real data reveals
some shocking search queries. Some researchers combing through the data have claimed to have discov-
ered over 100 social security numbers, dozens or hundreds of credit card numbers, and the full names,
addresses and dates of birth of various users who entered these terms as search queries.

The site http://data.aolsearchlog.com provides an interface to all of the search terms,
and also shows some of the profiles that have been collected (see Figure 5.24):

Figure 5.24 Site That Allows You to Search AOL Search Terms
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While this site could keep you busy for a couple of minutes, it contains search terms of
people you don’t know and the data is old and static. Is there a way to look at searches in a
more real time, live way?
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Spying on Your Own

Search Terms

When you search for something, the query goes to Google’s computers. Every time you do
a search at Google, they check to see if you are passing along a cookie. If you are not, they
instruct your browser to set a cookie. The browser will be instructed to pass along that
cookie for every subsequent request to any Google system (e.g., *.google.com), and to keep
doing it until 2038. Thus, two searches that were done from the same laptop in two difterent
countries, two years apart, will both still send the same cookie (given that the cookie store
was never cleared), and Google will know it’s coming from the same user. The query has to
travel over the network, so if I can get it as it travels to them, I can read it. This technique is
called “snifting.” In the previous sections, we've seen how to make a request to Google. Let’s
see what a cookie-less request looks like, and how Google sets the cookie:

$ telnet www.google.co.za 80
Trying 64.233.183.99...
Connected to www.google.com.
Escape character is '*]'.
GET / HTTP/1.0

Host: www.google.co.za

HTTP/1.0 200 OK

Date: Thu, 12 Jul 2007 08:20:24 GMT
Content-Type: text/html; charset=IS0-8859-1
Cache-Control: private

Set-Cookie:
PREF=ID=329773239358a7d2:TM=1184228424:1LM=1184228424:S=MQ6vKrgT4f9up gj;
expires=Sun, 17-Jan-2038 19:14:07 GMT; path=/; domain=.google.co.za

Server: GWS/2.1
Via: 1.1 netcachejhb-2 (NetCache NetApp/5.5R6)

<html><heads>....snip...

Notice the Set-Cookie part. The ID part is the interesting part. The other cookies (TM
and LM) contain the birth date of the cookie (in seconds from 1970), and when the prefer-
ences were last changed. The ID stays constant until you clear your cookie store in the
browser. This means every subsequent request coming from your browser will contain the
cookie.

If we have a way of reading the traftic to Google we can use the cookie to identify sub-
sequent searches from the same browser. There are two ways to be able to see the requests
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going to Google. The first involves setting up a sniffer somewhere along the traftic, which
will monitor requests going to Google. The second is a lot easier and involves infrastructure
that is almost certainly already in place; using proxies. There are two ways that traffic can be
proxied. The user can manually set a proxy in his or her browser, or it can be done transpar-
ently somewhere upstream. With a transparent proxy, the user is mostly unaware that the
traffic is sent to a proxy, and it almost always happens without the user’s consent or knowl-
edge. Also, the user has no way to switch the proxy on or oft. By default, all traffic going to
port 80 is intercepted and sent to the proxy. In many of these installations other ports are
also intercepted, typically standard proxy ports like 3128, 1080, and 8080. Thus, even if you
set a proxy in your browser, the traffic is intercepted before it can reach the manually con-
figured proxy and is sent to the transparent proxy. These transparent proxies are typically
used at boundaries in a network, say at your ISP’ Internet gateway or close to your com-
pany’s Internet connection.

On the one hand, we have Google that is providing a nice mechanism to keep track of
your search terms, and on the other hand we have these wonderful transparent devices that
collect and log all of your traftic. Seems like a perfect combination for data mining.

Let’s see how can we put something together that will do all of this for us. As a start we
need to configure a proxy to log the entire request header and the GET parameters as well
as accepting connections from a transparent network redirect. To do this you can use the
popular Squid proxy with a mere three modifications to the stock standard configuration
file. These three lines that you need are:

The first tells Squid to accept connections from the transparent redirect on port 3128:

http_port 3128 transparent

The second tells Squid to log the entire HTTP request header:

log mime_hdrs on

The last line tells Squid to log the GET parameters, not just the host and path:

strip query terms off

With this set and the Squid proxy running, the only thing left to do is to send traffic to
it. This can be done in a variety of ways and it is typically done at the firewall. Assuming you
are running FreeBSD with all the kernel options set to support it (and the Squid proxy is
on the same box), the following one liner will direct all outgoing traffic to port 80 into the
Squid box:

ipfw add 10 fwd 127.0.0.1,3128 tcp from any to any 80
Similar configurations can be found for other operating systems and/or firewalls. Google

for “transparent proxy network configuration” and choose the appropriate one. With this set
we are ready to intercept all Web traffic that originates behind the firewall. While there is a
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lot of interesting information that can be captured from these types of Squid logs, we will
focus on Google-related requests.

Once your transparent proxy is in place, you should see requests coming in. The fol-
lowing is a line from the proxy log after doing a simple search on the phrase “test phrase”:
1184253638.293 752 196 .XX.XX.XX TCP_MISS/2OO 4949 GET
http://www.google.co.za/search?hl=en&g=test+phrase&btnG=Google+Search&meta= -
DIRECT/72.14.253.147 text/html [Host: www.google.co.za\r\nUser-Agent: Mozilla/5.0
(Macintosh; U; Intel Mac OS X; en-US; rv:1.8.1.4) Gecko/20070515
Firefox/2.0.0.4\r\nAccept:
text/xml,application/xml,application/xhtml+xml, text/html;g=0.9,text/plain;g=0.8,ima
ge/png, */*;g=0.5\r\nAccept-Language: en-us,en;g=0.5\r\nAccept-Encoding:
gzip,deflate\r\nAccept-Charset: IS0-8859-1,utf-8;g=0.7,*;g=0.7\r\nKeep-Alive:
300\r\nProxy-Connection: keep-alive\r\nReferer: http://www.google.co.za/\r\nCookie:
PREF=ID=35dlcclc7089ceba:TM=1184106010:1M=1184106010: S=gBAPGBinrA7ZPQN\r\n]
[HTTP/1.0 200 OK\r\nCache-Control: private\r\nContent-Type: text/html; charset=UTF-
8\r\nServer: GWS/2.1l\r\nContent-Encoding: gzip\r\nDate: Thu, 12 Jul 2007 09:22:01
GMT\r\nConnection: Close\r\n\r]

Notice the search term appearing as the value of the “q” parameter “test-+phrase” Also
notice the ID cookie which is set to “35d1cc1c7089ceba.” This value of the cookie will
remain the same regardless of subsequent search terms. In the text above, the IP number that
made the request is also listed (but mostly X-ed out). From here on it is just a question of
implementation to build a system that will extract the search term, the IP address, and the
cookie and shove it into a database for further analysis. A system like this will silently collect
search terms day in and day out.

While at SensePost, I wrote a very simple (and unoptimized) application that will do
exactly that, and called it PollyMe (www.sensepost.com/research/PollyMe.zip). The applica-
tion works the same as the Web interface for the AOL searches, the difference being that
you are searching logs that you’ve collected yourself. Just like the AOL interface, you can
search the search terms, find out the cookie value of the searcher, and see all of the other
searches associated with that value. As a bonus, you can also view what other sites the user

visited during a time period. The application even allows you to search for terms in the vis-
ited URL.
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Tools & Tips...

How to Spot a Transparent Proxy

In some cases it is useful to know if you are sitting behind a transparent proxy. There
is a quick way of finding out. Telnet to port 80 on a couple of random IP addresses
that are outside of your network. If you get a connection every time, you are behind
a transparent proxy. (Note: try not to use private IP address ranges when conducting
this test.)

Another way is looking up the address of a Web site, then Telnetting to the IP
number, issuing a GET/HTTP/1.0 (without the Host: header), and looking at the
response. Some proxies use the Host: header to determine where you want to con-
nect, and without it should give you an error.

$ host www.paterva.com

www.paterva.com has address 64.71.152.104

S telnet 64.71.152.104 80
Trying 64.71.152.104...
Connected to linode.
Escape character is '*]'.

GET / HTTP/1.0

HTTP/1.0 400 Bad Request
Server: squid/2.6.STABLE12

Not only do we know we are being transparently proxied, but we can also see
the type and server of the proxy that's used. Note that the second method does not
work with all proxies, especially the bigger proxies in use at many ISPs.

Gmail

Collecting search terms and profiling people based on it is interesting but can only take you
so far. More interesting is what is happening inside their mail box. While this is slightly out
of the scope of this book, let’s look at what we can do with our proxy setup and Gmail.
Before we delve into the nitty gritty, you need to understand a little bit about how (most)
Web applications work. After successfully logging into Gmail, a cookie is passed to your Web
browser (in the same way it is done with a normal search), which is used to identify you. If
it was not for the cookie, you would have had to provide your user name and password for
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every page you'd navigate to, as HTTP is a stateless protocol. Thus, when you are logged
into Gmail, the only thing that Google uses to identify you is your cookie. While your cre-
dentials are passed to Google over SSL, the rest of the conversation happens in the clear
(unless you’ve forced it to SSL, which is not default behavior), meaning that your cookie
travels all the way in the clear. The cookie that is used to identify me is in the clear and my
entire request (including the HTTP header that contains the cookie) can be logged at a
transparent proxy somewhere that I don’t know about.

At this stage you may be wondering what the point of all this is. It is well known that
unencrypted e-mail travels in the clear and that people upstream can read it. But there is a
subtle diftference. Sniffing e-mail gives you access to the e-mail itself. The Gmail cookie gives
you access to the user’s Gmail application, and the application gives you access to address
books, the ability to search old incoming and outgoing mail, the ability to send e-mail as
that user, access to the user’s calendar, search history (if enabled), the ability to chat online to
contact via built-in Gmail chat, and so on. So, yes, there is a big difference. Also, mention the
word “sniffer” at an ISP and all the alarm bells go oft. But asking to tweak the proxy is a dif-
ferent story.

Let’s see how this can be done. After some experimentation it was found that the only
cookie that is really needed to impersonate someone on Gmail is the “GX” cookie. So, a
typical thing to do would be to transparently proxy users on the network to a proxy, wait for
some Gmail traffic (a browser logged into Gmail makes frequent requests to the application
and all of the requests carry the GX cookie), butcher the GX cookie, and craft the correct
request to rip the user’s contact list and then search his or her e-mail box for some inter-
esting phrases.

The request for getting the address book is as follows:

GET /mail?view=cl&search=contacts&pnl=a HTTP/1.0
Host: mail.google.com

Cookie: GX=XXXXXXXXXX

The request for searching the mailbox looks like this:

GET /mail?view=tl&search=query&g=_stuff to search for HTTP/1.0
Host: mail.google.com

Cookie: GX=XXXXXXXXXXX

The GX cookie needs to be the GX that you’ve mined from the Squid logs. You will
need to do the necessary parsing upon receiving the data, but the good stuff is all there.
Automating this type of on-the-fly rip and search is trivial. In fact, a nefarious system
administrator can go one step further. He or she could mine the user’s address book and
send e-mail to everyone in the list, then wait for them to read their e-mail, mine their
GXes, and start the process again. Google will have an interesting time figuring out how an
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innocent looking e-mail became viral (of course it won'’t really be viral, but will have the
same characteristics of a worm given a large enough network behind the firewall).

A Reminder...

It's Not a Google-only Thing

At this stage you might think that this is something Google needs to address. But
when you think about it for a while you'll see that this is the case with all Web appli-
cations. The only real solution that they can apply is to ensure that the entire conver-
sation is happening over SSL, which in terms of computational power is a huge
overhead. Other Web mail providers suffer from exactly the same problem. The only
difference is that their application does not have the same number of features as
Gmail (and probably a smaller user base), making them less of a target.

A word of reassurance. Although it is possible for network administrators of ISPs to do
these things, they are most likely bound by serious privacy laws. In most countries, you have
do something really spectacular for law enforcement to get a lawful intercept (e.g., sniffing
all your traffic and reading your e-mail). As a user, you should be aware that when you want
to keep something really private, you need to properly encrypt it.

Honey Words

Imagine you are running a super secret project code name “Sookha.” Nobody can ever
know about this project name. If someone searches Google for the word Sookha you’d want
to know without alerting the searcher of the fact that you do know. What you can do is reg-
ister an Adword with the word Sookha as the keyword. The key to this is that Adwords not
only tell you when someone clicks on your ad, but also tells you how many impressions
were shown (translated), and how many times someone searched for that word.

So as to not alert your potential searcher, you should choose your ad in such a way as
to not draw attention to it. The following screen shot (Figure 5.25) shows the set up of
such an ad:
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Figure 5.25 Adwords Set Up for Honey words
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Once someone searches for your keyword, the ad will appear and most likely not draw
any attention. But, on the management console you will be able to see that an impression
was created, and with confidence you can say “I found a leak in our organization.”

Figure 5.26 Adwords Control Panel Showing A Single Impression
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Referrals

Another way of finding out what people are searching for is to look at the Referer: header of
requests coming to your Web site. Of course there are limitations. The idea here being that
someone searches for something on Google, your site shows up on the list of results, and
they click on the link that points to your site. While this might not be super exciting for
those with none or low traffic sites, it works great for people with access to very popular
sites. How does it actually work? Every site that you visit knows about the previous site that
you visited. This is sent in the HTTP header as a referrer. When someone visits Google,
their search terms appear as part of the URL (as it’s a GET request) and is passed to your
site once the user arrives there. This gives you the ability to see what they searched for
before they got to your site, which is very useful for marketing people.

Typically an entry in an Apache log that came from a Google search looks like this:
68.144.162.191 - - [10/Jul/2007:11:45:25 -0400] "GET /evolution-gui.html HTTP/1.1"
304 - "http://www.google.com/search?hl=en&g=evolution+beta+gui&btnG=Search"

"Mozilla/5.0 (Windows; U; Windows NT 5.1; en-GB; rv:1.8.1.4) Gecko/20070515
Firefox/2.0.0.4"

From this entry we can see that the user was searching for “evolution beta gui” on Google
before arriving at our page, and that he or she then ended up at the “/evolution-gui.html”
page. A lot of applications that deal with analyzing Web logs have the ability to automatically
extract these terms for your logs, and present you with a nice list of terms and their fre-
quency.

Is there a way to use this to mine search terms at will? Not likely. The best option (and
it’s really not that practical) is to build a popular site with various types of content and see if
you can attract visitors with the only reason to mine their search terms. Again, you’ll surely
have better uses for these visitors than just their search terms.
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Summary

In this chapter we looked at various ways that you can use Google to dig up useful informa-
tion. The power of searching really comes to life when you have the ability to automate cer-
tain processes. This chapter showed how this automation can be achieved using simple
scripts. Also, the fun really starts when you have the means of connecting bits of information
together to form a complete picture (e.g., not just searching, but also performing additional
functions with the mined information). The tools and tricks shown in the chapter is really
only the top of a massive iceberg called data collection (or mining). Hopefully it will open your
mind as to what can be achieved. The idea was never to completely exhaust every possible
avenue in detail, but rather to get your mind going in the right direction and to stimulate
creative thoughts. If the chapter has inspired you to hack together your own script to per-
form something amazing, it has served it’s purpose (and I would love to hear from you).



Chapter 6

Locating Exploits

and Finding Targets

Solutions in this chapter:

m  Locating Exploit Code
m Locating Vulnerable Targets

m Links to Sites

M Summary
M Solutions Fast Track

M Frequently Asked Questions

223




224

Chapter 6 ¢ Locating Exploits and Finding Targets

Introduction

Exploits, are tools of the hacker trade. Designed to penetrate a target, most hackers have
many different exploits at their disposal. Some exploits, termed zero day or Oday, remain
underground for some period of time, eventually becoming public, posted to newsgroups or
Web sites for the world to share. With so many Web sites dedicated to the distribution of
exploit code, it’s fairly simple to harness the power of Google to locate these tools. It can be
a slightly more difficult exercise to locate potential targets, even though many modern Web
application security advisories include a Google search designed to locate potential targets.

In this chapter we’ll explore methods of locating exploit code and potentially vulnerable
targets. These are not strictly “dark side” exercises, since security professionals often use
public exploit code during a vulnerability assessment. However, only black hats use those
tools against systems without prior consent.

Locating Exploit Code

Untold hundreds and thousands of Web sites are dedicated to providing exploits to the gen-
eral public. Black hats generally provide exploits to aid fellow black hats in the hacking
community. White hats provide exploits as a way of eliminating false positives from auto-
mated tools during an assessment. Simple searches such as remote exploit and vulnerable exploit
locate exploit sites by focusing on common lingo used by the security community. Other
searches, such as inurl:Oday, don’t work nearly as well as they used to, but old standbys like
inurl:sploits still work fairly well. The problem is that most security folks don’t just troll the
Internet looking for exploit caches; most frequent a handful of sites for the more mainstream
tools, venturing to a search engine only when their bookmarked sites fail them. When it
comes time to troll the Web for a specific security tool, Google’s a great place to turn first.

Locating Public Exploit Sites

One way to locate exploit code is to focus on the file extension of the source code and then
search for specific content within that code. Since source code is the text-based representa-
tion of the difficult-to-read machine code, Google is well suited for this task. For example, a
large number of exploits are written in C, which generally uses source code ending in a .c
extension. Of course, a search for filetype:c ¢ returns nearly 500,000 results, meaning that we
need to narrow our search. A query for filetype:c exploit returns around 5,000 results, most of
which are exactly the types of programs we’re looking for. Bearing in mind that these are
the most popular sites hosting C source code containing the word exploit, the returned list is
a good start for a list of bookmarks. Using page-scraping techniques, we can isolate these
sites by running a UNIX command such as:

grep Cached exploit file | awk -F" -" '{print $1}' | sort -u
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against the dumped Google results page. Using good, old-fashioned cut and paste or a com-
mand such as lynx —dump works well for capturing the page this way. The slightly polished
results of scraping 20 results from Google in this way are shown in the list below.
download2.rapid7.com/r7-0025

securityvulns.com/files

www.outpost9.com/exploits/unsorted
downloads.securityfocus.com/vulnerabilities/exploits
packetstorm.linuxsecurity.com/0101-exploits
packetstorm.linuxsecurity.com/0501-exploits
packetstormsecurity.nl/0304-exploits
www.packetstormsecurity.nl/0009-exploits

www.0xdeadbeef.info

archives.neohapsis.com/archives/

packetstormsecurity.org/0311-exploits
packetstormsecurity.org/0010-exploits

www.critical.lt

synnergy.net/downloads/exploits

www.digitalmunition.com

www.safemode.org/files/zillion/exploits

vdb.dragonsoft.com.tw

unsecure.altervista.org

www.darkircop.org/security

www.w00w00.org/files/exploits/

Underground Googling...

Google Forensics

Google also makes a great tool for performing digital forensics. If a suspicious tool is
discovered on a compromised machine, it's pretty much standard practice to run the
tool through a UNIX command such as strings -8 to get a feel for the readable text in
the program. This usually reveals information such as the usage text for the tool, parts
of which can be tweaked into Google queries to locate similar tools. Although obfus-
cation programs are becoming more and more commonplace, the combination of
strings and Google is very powerful, when used properly—capable of taking some of
the mystery out of the vast number of suspicious tools on a compromised machine.
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Locating Exploits Via Common Code Strings

Since Web pages display source code in various ways, a source code listing could have practi-
cally any file extension. A PHP page might generate a text view of a C file, for example,
making the file extension from Google’s perspective .PHP instead of .C.

Another way to locate exploit code is to focus on common strings within the source
code itself. One way to do this is to focus on common inclusions or header file references.
For example, many C programs include the standard input/output library functions, which
are referenced by an include statement such as #Hinclude <stdio.h> within the source code. A
query such as “Hinclude <stdio.h>" exploit would locate C source code that contained the
word exploit, regardless of the file’s extension. This would catch code (and code fragments)
that are displayed in HTML documents. Extending the search to include programs that
include a friendly usage statement with a query such as “Hinclude <stdio.h>" usage exploit
returns the results shown in Figure 6.1.

Figure 6.1 Searching for Exploit Code with Nonstandard Extensions
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This search returns quite a few hits, nearly all of which contain exploit code. Using
traversal techniques (or simply hitting up the main page of the site) can reveal other exploits
or tools. Notice that most of these hits are HTML documents, which our previous filetype:c
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query would have excluded. There are lots of ways to locate source code using common
code strings, but not all source code can be fit into a nice, neat little box. Some code can be
nailed down fairly neatly using this technique; other code might require a bit more query
tweaking. Table 6.1 shows some suggestions for locating source code with common strings.

Table 6.1 Locating Source Code with Common Strings

Language Extension (Optional) Sample String

asp.net (C#) Aspx “<% @ Page Language="C#"" inherits
asp.net (VB) Aspx “<%@ Page Language="vb”" inherits
asp.net (VB) Aspx <% @ Page LANGUAGE="JScript”

C C “#include <stdio.h>"

C# Cs “using System,” class

C++ Cpp “#include “stdafx.h””

Java J, JAV class public static

JavaScript JS “<script language="JavaScript”>"
Perl PERL, PL, PM “#llusribin/perl”

Python Py “#Ilusribin/env”

VBScript .vbs “<% @ language="vbscript” %>"
Visual Basic Vb “Private Sub”

In using this table, a filetype search is optional. In most cases, you might find it’s easier to
focus on the sample strings so that you don’t miss code with funky extensions.

Locating Code with Google Code Search

Google Code Search (www.google.com/codesearch) can be used to search for public source
code. In addition to allowing queries that include powerful regular expressions, code search
introduces unique operators, some of which are listed in Table 6.2.

Table 6.2 Google Code Search Operators

Operator Description Example

file Search for specific types of files. file:js
Parameters can include file names,
extensions, or full path names.

package Search within a specific package, often package:linux.*.tar.gz
listed as a URL or CVS server name buggy

Continued
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Table 6.2 Google Code Search Operators

Operator Description Example
lang Search for code written in specific

languages lang:” c++"
license Search for code written under specific

licenses license:gpl

Code search is a natural alternative to the techniques we covered in the previous section.
For example, in Table 6.1 we used the web search term “#include <stdio.h>" to locate pro-
grams written in the C programming language. This search is effective, and locates C code,
regardless of the file extension. This same query could be reformatted as a code search query
by simply removing the quotes as shown in Figure 6.2.

Figure 6.2 Code Search used to locate Header Strings
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If we’re trying to locate C code, it makes more sense to query code search for lang:c or
lang:c++. Although this may feel an awful lot like searching by file extension, this is a bit
more advanced than a file extension search. Google’s Code Search does a decent job of ana-
lyzing the code (regardless of extension) to determine the programming language the code
was written in. Check out the second hit in Figure 6.2. As the snippet clearly shows, this is
C code, but is embedded in an HTML file, as revealed by the file name, perlos390.html.

As many researchers and bloggers have reported, Google Code Search can also be used
to locate software that contains potential vulnerabilities, as shown in Table Table 6.3.
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Table 6.3 Google Code Searches for Vulnerable Code

Google Code Search Query Description Author
lang:php (echolprint).*\$_(GET|POST| Code which Ilia Alshanetsky
COOKIE|REQUEST) displays untrusted

variables passed
GET/POST or
cookies. Classic
XSS (Cross-Site
scripting)
vulnerability.
<%=.*getParameter* Code that allows  Nitesh Dhanjani
XSS in Java due
to HTML-encoded

user input.
lang:php echo.*\$_SERVER\ XSS vulnerability
['PHP_SELF] due to echo of
PHP_SELF.
echo.*\$_(GET|POST).* Generic version of  Chris Shiflett
above query.
lang:php query\(.*\$_(GET|POST]| SQL queries built Ilia Alshanetsky
COOKIE|REQUEST).*\) from user-supplied

GET/POST requests.
This could be an
SQL injection point.

*+mysqgl_query\(.x*\$_(GET|POST).* SQL queries built Nitesh Dhanjani
from user-supplied
GET/POST requests.
This could be an
SQL injection point.
MySQL-specific.
" SQL injection due  Chris Shiflett
to raw input to
WHERE clause.

.xexecuteQuery.*getParameter.* SQL injection in Stephen de Vries
Java code due to
execution of an SQL
query executed
with untrusted
user input.

lang:php “WHERE username="$_

Continued
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Table 6.3 continued Google Code Searches for Vulnerable Code

Google Code Search Query Description Author

lang:php header\s*\(“Location:.*\$_  Code import built Ilia Alshanetsky
(GET|POST|COOKIE|REQUEST).*\) from user-supplied

GET/POST requests

and cookies. This

may allow execution

of malicious code.

lang:php (system|popen|shell_exec| Code that passes  llia Alshanetsky
exec)\s*\(\$_(GET|POST|COOKIE]| untrusted GET/
REQUEST).*\) POST/COOKIE data

to the system for
execution. This
allows remote
code execution.

Locating Malware and Executables

Since the first edition of this book was published, researchers discovered that Google not
only crawls, but analyzes binary, or executable files. The query “Time Date Stamp: 4053c6c2”
(shown in Figure 6.3) returns one hit for a program named Message.pif. A PIF (or Program
Information File) is a type of Windows executable.

Since executable files are machine (and not human) readable, it might seem odd to see
text in the snippet of the search result. However, the snippet text is the result of Google’s
analysis of the binary file. Clicking the View as HTML link for this result displays the full
analysis of the file, as shown in Figure 6.4. If the listed information seems like hardcore geek
stuff, it’s because the listed information is hardcore geek stuft.

Figure 6.3 Google Digs into Executable Files
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Figure 6.4 Google Analyzes Binary Files
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Clicking the file link (instead of the HTML link) will most likely freak out your

browser, as shown in Figure 6.5.

Figure 6.5 Binary Browser Garbage
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Binary files were just not meant to be displayed in a browser. However, if we right-click
the file link and choose Save As... to save it to our local machine, we can run our own basic
analysis on the file to determine exactly what it is. For example, running the file command
on a Linux or Mac OS X machine reveals that Message.pif 1s indeed a Windows Executable

file:

$ file Message.pif.txt

Message.pif.txt: MS Windows PE 32-bit Intel 80386 GUI executable not relocatable

So Google snatches and analyzes binary files it finds on the web. So what? Well, first, it’s
interesting to see that Google has moved into this space. It’s an indication that they’re
expanding their capabilities. For example, Google now has the ability to recognize malware.

Consider the search for Backup4all backup software shown in Figure 6.6.

Figure 6.6 Google Warning about Malware
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Notice the warning below the site description: This site may harm your computer.
Clicking on the file link will not take you to the systemutils.net URL, but will instead pre-

sent a warning page as show in Figure 6.7.
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Figure 6.7 Google's Malware Wrapping Page
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So this is certainly a handy feature, but since this book is about Google Hacking, not
about Google’s plans to save the world’s Internet surfers from themselves, it’s only right that
we get to the dark heart of the matter: Google can be used to search for live malware. As
Websense announced in 2006, this feature can be leveraged to search for very specific exe-
cutables by focusing on specific details of individual files, such as the Time Stamp, Size and
Entry Point fields. H.D. Moore took this one step further and created a sort of malware
search engine, which can be found at http://metasploit.com/research/misc/mwsearch, as
shown in Figure 6.8.

Figure 6.8 H.D. Moore’s Malware Search Engine based on Google Binary Search
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wsed by this search englne may resol in non-mabickous files
being desectad as malware, so be swre i wse an opdated
virus scunmer pror o filing o complaing with any web she,
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A search for bagle, for example, reveals several hits, as shown in Figure 6.9.

Figure 6.9 A Malware Search for Bagles (With No Cream Cheese)

"0 o0 Malware
4 » | | [+ | + | http://metasploit.com/research/misc/mwsearch/?g=bagle = Q‘ Google

Total result count: 15

Win32 Bagle. Z@mm

y This fingerprint also matches Backdoor RBot.FAB, m
Bag mm
Win32 Bagle M@ Natas 4744 A
Win32 Bagle Al@mm This fingerprint also matches Win32 Bagle AJ@mm

This fingerprint also matches Backdoor Rbot AEM,
BackdoorIRC . Tweenie B, IRC-Worm.Randon.T,

Irc. Randon.C, Backdoor IRCBot.Kelebek A, i
VirTool. HiddenRun.D, Win32 Randon. AA @ mm,

Display a menu 2|

-

Clicking the second link in this search result will forward you to a Google web search
results page for “Time Date Stamp: 4053c6c2” “Size of Image: 00010000” “Entry Point:
0000e5b0” “Size of Code: 00005000”—a very long query that uniquely describes the binary
signature for the Win32.Bagle.M worm. The Google results page for this query is shown in
Figure 6.3. Remember this file? It’s the one we successfully downloaded and plopped right
onto our desktop!

So even though Google’s binary analysis capability has the potential for good, skillful
attackers can use it for malicious purposes as well.

Locating Vulnerable Targets

Attackers are increasingly using Google to locate Web-based targets vulnerable to specific
exploits. In fact, it’s not uncommon for public vulnerability announcements to contain
Google links to potentially vulnerable targets, as shown in Figure 6.10.
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Figure 6.10 Google Link to Vulnerable Targets in Advisory
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< > [E] » hitp:/ /seclists.org/lists/bugtrag/2003 /Apr/0117.htm|

Bugtrag: Coppermine Photo Gallery remote compromise

= Q- | %)

Web Photo
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Simple-to-use tools

wwew.microsoft.comfimag
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Generate PHP On
The Fly From Your
Data. It Does All
The Work !
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—EXPLOIT--

Adttached is a working exploit, upload this onto a vulnerable server and

execute it like this:

falbums/userpics/Copperminer.jpg.php?[command]

‘Where command can be something like "id;uname%20-a" or "cat%20/etc/passwd"
Note 1: MSIE will display Copperminer.jpg.php as an image, but lynx will
display the output of the command you gave it.

Note 2: hitp://'www .google com/search7g=allinurl %3 A +/upload .php?album= [
|
---TIMELINE---

mar 31, 2003 - Issue discovered, working exploit written.

mar 31, 2003 - Author contacted, problem aknowledged by author.
apr 05, 2003 - Patches released through Coppermine website.

apr 07, 2003 - Information disclosed.

---PATCH---

Locating Targets Via Demonstration Pages

The process of locating vulnerable targets can be fairly straightforward, as we’ll see in this

section. Other times, the process can be a bit more involved, as we’ll see in the next section.

Let’s take a look at a Web application security advisory posted to Secunia

(www.secunia.com) on October 10, 2004, as shown in Figure 6.11.

Figure 6.11 Typical Web Application Security Advisory
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This particular advisory displays a link to the aftected software vendor’s Web site. Not all
advisories list such a link, but a quick Google query should help you locate the vendor’s
page. Since our goal is to develop a query string to locate vulnerable targets on the Web, the
vendor’s Web site is a good place to discover what exactly the product’s Web pages look like.
Like many software vendors’ Web sites, the CubeCart site shows links for product demon-
strations and live sites that are running the product, as shown in Figure 6.12.

Figure 6.12 Vendor Web Pages Often Provide Product Demonstrations

rﬂ A & CubeCart: eCommerce modified - Free online shopping cart software.
B p ¢ | @ hup:/ /www.cubecart.com/site/ = Q- Google
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and one MySQL database.
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FAQ To edit or remove copyright we charge $55.95 per domain and you will be |ssued

with a License Key. [ More Information ]
Support Forums

CubeCart can be used at no cost If this information Is NOT medified er removed.

Download [ License Agreement ]
Purchase CubeCart Is not Open Source software and may not be redistributed.
Contact Us

Requirements:
Links PHP 4.1.1 + (Scripting Language)
MySQL 3.23 + (Database)

: a
GD 1.6 + (For Image resizing) :
Display a menu &

At the time of this writing, this site’s demonstration pages were oftline, but the list of live
sites was active. Live sites are often better for this purpose because we can account for
potential variations in how a Web site is ultimately displayed. For example, some administra-
tors might modify the format of a vendor-supplied Web page to fit the theme of the site.
These types of modifications can impact the effectiveness of a Google search that targets a
vendor-supplied page format.

Perusing the list of available live sites in Figure 6.4, we find that most sites look very
similar and that nearly every site has a “powered by’ message at the bottom of the main
page, as shown in the (highly edited) example in Figure 6.13.
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Figure 6.13 “Powered by” Tags Are Common Query Fodder for Finding Web
Apps

(W] & -ﬁ, Google

(%

Helshop
Gift
Vouchers

Powered by CubeCart 2.0.1
22003 brooky.com

e | ]1iP'.
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In this case, the live page displays “Powered by CubeCart 2.0.1” as a footer on the main
page. Since CubeCart 2.0.1 is the version listed as vulnerable in the security advisory, we
need do little else to create a query that locates vulnerable targets on the Web. The final
query, “Powered by CubeCart 2.0.1”, returns results of over 27,000 potentially vulnerable tar-
gets, as shown in Figure 6.14.

Combining this list of sites with the exploit tool released in the Secunia security advi-
sory, an attacker has access to a virtual smorgasbord of online retailers that could likely be
compromised, potentially revealing sensitive customer information such as address, products
purchased, and payment details.
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Figure 6.14 A Query That Locates Vulnerable CubeCart Sites
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