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Introduction

North American MVPDays
Community Roadshow

The purpose of this book is to showcase the fantastic expertise of our guest speakers at the
North American MVPDays Community Roadshow. They have so much passion, expertise, and
expert knowledge that it only seemed fitting to write it down in a book.

MVPDays was founded by Cristal and Dave Kawula back in 2013. It started as a simple idea;
“There’s got to be a good way for Microsoft MVPs to reach the IT community and share their
vast knowledge and experience in a fun and engaging way” | mean, what is the point in
recognizing these bright and inspiring individuals, and not leveraging them to inspire the
community that they are a part of.

We often get asked the question “Who should attend MVPDays”?

Anyone that has an interest in technology is eager to learn and wants to meet other like-minded
individuals. This Roadshow is not just for Microsoft MVP’s it is for anyone in the IT Community.

Make sure you check out the MVPDays website at www.mvpdays.com. You never know maybe
the roadshow will be coming to a city near you.

The goal of this particular book is to give you some fantastic Veeam tips from the amazing
Veeam Vanguard Community. Each chapter is broken down into a unique tip, and we hope you
find some immense value in what we have written.
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Sample Files

All sample files for this book can be downloaded from www.checkyourlogs.net and
www.github.com/mvpdays

Additional Resources

In addition to all the tips and tricks provided in this book, you can find extra resources like
articles and video recordings on our blog http://www.checkyourlogs.net
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Chapter 1

Upgrading a Veeam Backup
Repository from Server 2016

to Server 2019 + ReFS
DeDuplication

By: Dave Kawula (Microsoft MVP / Veeam Vanguard)

| was working with a customer today, and we are finally ready to upgrade our primary Veeam
Backup Repository that is running Microsoft Storage Spaces on Windows Server 2016. The new
Operating System will be Windows Server 2019 LTSC, and the whole point of this upgrade is to
allow us to use ReFS + Deduplication.

The Deduplication feature is now supported in the LTSC builds of Windows Server and the
purpose of this post today is to show you how to upgrade the OS Drives, Install the Deduplication
Feature, Enable it and test.
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Upgrading to Windows Server 2019

1. Download the media from your Volume License Site (VLK)

° B hitps v visualstudio.com Downloeds Faatured P-ac =‘E Downioads - My Visual Stu,..

Product Keys Subscriptions Support Marketplace

My subscriptions downloads

17 = &
ol |
Office Windows Servers

Office Professionai Pius 2019 Windows 10 Windows Server. version 1809

Office Home and Business for Mac 2019 Windows 10 Features an Demand Windows Server 2019

SQL Server 2016 with Service Pack 1

2. Mount the ISO in the Target system that you want to be upgraded.

Windows Server 2019 Features on Demand

26% of en_windows_server 2019 264 dvd 3c2cf1202.is0 downloaded 7 min 32 sec remaining

Pause Cancel View downloads
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3. Before we pull the trigger on the upgrade, have a look at your Storage Pool’s Virtual Disk
for a before picture.

B[ o= ThspC - 0o x
Computer View |
e . m » ThisPC 2 w Search This 8 L
+ Folders
v o Quick access clders (6)
W Desktop X . Desktop |2= Documients
4 Downloads o 1=
5] Documents "
S Pitiirs " _‘_ Downloads ﬁ Plusic
System32
- VeeamSR1 (D) : Pictures ‘ Videos
v [ This PC i f
5 « Devices and drives (2)
B Deskdop
o5 (Cy) VesamSR1 (D)
|5 Documents - ==
; e W™ 157 GR free of 201 GB Ty 66 TB free of 2 B
Jﬂ Music
= Pictures

As you can see we have 6.66 TB of 29.9 TB free. We have this Storage Pool setup in a 3-
Way Mirror for maximum performance for the Veeam Backup Repository.

Technet24
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DeDuplication

4. Run Setup.exe locally to start the upgrade

75:3 ¥

filveTosts  DVD Drive (E:) 555_XS4FRE_EN-US_DVS

Lare Wiew Manage

™ = This PC PVD Drve [E) 555_XEB2AFRE_EMN-US_DVI

il e e :
# Quick access
boat
B Desktop
efi
-B. Downloads
SOLUrCes
= -
Uocurments 5LI|]FI|:‘I‘I:
= Pictures autorun
Paost-Install bootmagr
System32 bootmgr.efi

- - s
- VeeamSR1 (B:) e

FE Thic D

5. Choose Download updates, Drivers, and optional features (Recommended) and select |
want to help make the installation of Windows Better checkbox

B Windows Server 2019 Setup

O Download updates, drivers and optional features nmended)

@ Not right now

= >

Get updates, drivers and optional features

29
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6. Enter your product key

B Windows Server 2019 Setup - x

Product key

30

Technet24


https://technet24.ir

Chapter 1 Upgrading a Veeam Backup Repository from Server 2016 to Server 2019 + ReFS
DeDuplication

7. Choose your edition

B Windows Server 2019 Setup — x

ct Image

This option graphical environm wming extra drve space, |t can be useful f you want
use the Wi
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8. Accept the License Agreement

B Windows Server 2019 Setup - X

produc n : )

vecurity, B - nhanced Enhanced” =2
L » (i} run our anti-mal

usage informs stand dew
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9. Select keep personal files and apps (These means do you want to upgrade)

B Windows Server 2019 Setup - x

» what to keep

@ Nothing

For more information on upgrading Windows Server, visit; https://aka.ms/wind erverupgrade

10. Because we are running a Storage Spaces Pool and have a Virtual Disk 2 Choose Confirm
on Setup has detected that one or more virtual drives are directly attached to physical
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devices. You might need to reconnect the virtual drives after the upgrade is complete.

B Windows Server 2012 Setup == b4

What needs your attention

rtual drives are d
e virtual drives

34
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11. On the Ready to Install screen click Install

B Windows Server 2019 Setup s X

v to install

J Install Windows Server 2019 Standard (Desktop Experience)

v Keep personal files and apps

12. Grab a cup of coffee and wait for the upgrade to complete.

Installing Windows Server 2019

Your PC will restart several times. This might take a while.
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13. 30 minutes later and we are back in business. The good news is our Storage Pool and

Volumes all came back online without having to do anything.

=

STORAGE POOLS
Servers [ Al siorage pools | 1 tofal
Volumes
o1
Disks

Storage Pools A Name

4 Windows Storage (1)
VeeamSP1

Last refreshed on 10/5/2018

VIRTUAL DISKS

Starage Posl

Manage  Tools

View  Help

TASKS W

Windows Server® 2019

Micrasoft Windows Server
Viersion 1809 (05 Build 17763.1)
& 2018 Microsoft Corporation. Allrights resesved,

The Windows Server 2019 Standard operating system and is user
interface are protected by trademark and other pendng or existing
intellsctual property rights in the United States and other

courtries fregions.

This product i licensed under the Microsoft Softvare License
TJerms to:

Windows User
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Install and Configure Windows Deduplication

1. Let’sInstall the Deduplication Feature now
fu Add Roles and Features Wizard - O x>

Calasr piii i dass DESTINATICIN SERVER
Select server roles EPFC-TITANGT

Select one or more roles to install on the selected server,
Roles Description
Data Dedugplication saves disk space

by storing & single copy of dentical
data on the volume.

| Actrve Directory Certificate Services
Active Directory Domain Services
Active Directory Federation Services
Active Directory Lightweight Directory Services
hion L1 Active Directory Rights Management Services

1 Device Health Attestation

| DHCP Server
] DNS Senver
1 Fax Server
4 W] File and Storage Services (1 of 12 installed)
4 [¥] File and 5C51 Services

[+ File Server
[[] 8ranchCache for Network Files
5]
[ DFS Namespaces
[C1 DFS Replication
[[] File Server Resource Manager
] File S=rver VS5 Agent Service
[ SCSI Target Server

1a0ad

P Presious | | hext = | nziall . Cancel
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2. Configure Deduplication for your Vee_ar_n_Repository

fis Server Manager

Storage Pools
Shares
(s
Work Folders

VOLUMES

All volumes | 5 'total

4 EPFC-TITANO1 (5)

WhiVolume{3¢5... WinRE Fixed
Wh\Volume{ds.., SYSTEM Fixed
[& os Fixed
WVolume{1b.., Recovery Fined

Manage Drive Lefter and Access Paths..
Eormat.
SHARES Extend Volume..

o related shar

Delete Volume

Configure Data Deduplication.
Properties

Capacity

A50MB 564 MB
950ME 70O MB
201GB 167 GB

244CG8 176GE

VeeamSRO1
Capacity: 300TE

100% Allocated W 300 TB Allocated
0.00 8 Unaliocated
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[ VeeamsSR1 (D:\) Deduplication Settings = m} s
VeeamSR1 (D:\)

Data deduplication: _\'irtml Mhm_lﬁmcﬁm ND.I.F SETVEr oy
Deduplicate files alder than {in days): |q : |

Type the file extensions that you want to exclude from data deduplication, separating
extensions with a comma. For example: doc tt png

Default file extensions to exclude: bim vsv.sipami tmp el hnu venes cdp vhds

Custom file extensions to exclude:

To muclude selected folders {and any files contained in them) from data deduplication, elick Add

[ add. ]

Remove

| Set Deduplication Schedule...

o [ s | [ Apety |
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F. EPFC-TITANDT Deduplication Schedule - o

EPFC-TITANO1

Enable background optimization

Regularky run data deduplication at low prionity and pause data deduplication when the system
i§ busy to minimize the impact on system performance,

[+ Enable throughput optimization @

During the specified hours, run data deduplication at normal priority and consume the
resources required to maamize performance.

Days of the week: Sunday Monday [] Tuesday [+ Wednesday
| Thursday [+ Friday [] Saturday

Seart time: | 14548 = |

Duration {in hours): |6

] Creste a second scheduls for throughput spmezation [ 1(®

During the specified hours, run data deduplication at normal priority and consume the
resources required to maximize performance.

Days of the weel [+] Sunday [+ Monday Tuesday [ Viednesday
Thursday Eriday Saturday

Start time: | 900 AM

Duration {in hours): (8
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3. Start the Deduplication jobs via Task Scheduler

=) Task Scheduler

File Action View Help
| 2nm H

i L) Task Scheduler (Local) - M s Vg
| v 77 Task Scheduler Library
v B Micoosdtt Bead aM on 10/6/2018 - After triggered repeat evesy | hour indefinitely.
v B Windowi & Throughy A every Sunday, Mondsy, Tuesday, Wednesday, Thursday, Friday, Satorday of ey
NET Frame £ Throughp] every Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday of eve
Active Dires by WeeklyG Disable every Saturday of every week, starting 10/6/2018
ApplD =] Weskcly5c) every Saturday of every week; starting 10/6/2018
Application
Application

Delete

AppDeplo:
Autochk
BitLocker
Bluetooth
Brokerinfra:
Certificates
Chidsk
Clip

| CloudExper
Customer E
Data Integri

| Deduplicati
Defrag
Device Info
Device Setu

Diagnosis
Direct)
DickCleanu
DickDiagno
DiskFootpri
EDP

Enterprisely

4. View the results via Get-Deduplob and Get-DedupStatus and Get-DedupVolume

X Select Administrator: Windows PowerShell e m] w
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You can continue to view the progress until all of the Deduplication jobs are finished.

So, | would suggest it’s coffee time again while you wait.
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Tweak Windows Deduplication

1. Monitor the progress. You can also do this by watching it from Task Manager and
selecting the Microsoft File Server Data Management Host Process. This is the
Deduplication engine running. Interestingly enough this was consuming 20 % of the CPU

and 54 GB of RAM during the first pass.

Task Manager
File Options View

Processes Pedormance Users Details  Services

M Microsoft File Server Data Mana..

(85 System

34,0924 MB

0.1 MB

2. View the final results. As a side note, I’'m impatient when trying something out, so |
wanted to push the system on the first pass to speed it up. The initial 54 GB of RAM
wasn’t enough, so | did this. | grabbed a piece of code from my friend Mikael Nystrom
https://deploymentbunny.com/2017/04/28/powershell-is-king-a-data-deduplication-
script-that-run-the-optimizationgarbage-collection-and-scrubbing-in-a-single-sweep-

including-progress/

Function Wait-VIADedupJob

{

while ((Get-DedupdJob) .count 0

{

Get-DedupJob
Start-Sleep -Seconds 30
}

}
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foreach (Sitem in Get-DedupVolume) {
Wait-VIADedupJob

Sitem Start-DedupJob -Type Optimization -Priority High -Memory
80

Wait-VIADedupdJob

Sitem Start-Dedupdob -Type GarbageCollection -Priority High -
Memory 80 -Full

Wait-VIADedupdJob

Sitem Start-Dedupdob -Type Scrubbing -Priority High -Memory 80
-Full

Wait-VIADedupdJob

}

Get-DedupStatus
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3. There this looks better now:
Tazk Manager - (u] X
File Options View
Processes Performance  Users: Details Services

EE_EL;MH; Memory 128 GB

O Memory
§7/128 GB (76%)

Ethernet s
56,0 Kbps R: 32,0 Kbps e

() Ethernet
0 Kbps F: 22.0 Kbps

st [Cmpreased PRI SpEes 2400 MHz

97.0GB (0 MB) 30.5GB ™=~ dof 24
Form f DIkAM
Hardware reserved: 295 MB

93/147 GB 248GB

12GB  195MB
Fewer details (X)) Open Resource Monito

10 - Foresch(Siten in Get-DedupVolume){

Wait-VIADeduplob

$item | Srart-Deduplob -Type Optimizaticon -Priocity High -Memory 95
Wait-VIADeduplob

fitem | Start-Deduplob -Type GarbageCollection -Priority Hich -Memory 35 -Full
Wait-VIADeduplob

titem | Start-DedupJob ~Type Scrubbing =Priority High -Memory 55 -Full
Wait-VIADedupich

19 Get-DedupStatus

wait-VIADeduplob
1
Get-DedupStatus

Type
Optimizat
Optimization
Optimization
Optimization
Optimizati
Optimi

Running
Running
Running

Running
Running
Running
Running

Optimizat
Optimization

PM
PH
P
P
PH
P™
P
2]
(L]
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4. Here is the memory usage for the Microsoft File Server Data Management Process now.
¥ Task Manager - (] =
File Options View

Processes  Performance Users Defails  Services

12% 69%

Name Status CrU BMemory
[3° Microseft File Server Data Manage... 118% me0ime

ﬁ! Windaows Shell Experience Host @ 0% oMB

&7 Search (2) 0% 194 MB

5. If you are curious about what is happening and which file the Deduplication engine is
working on your can open Resource Monitor and look for the process that is running
fsdmhost.exe. You will see the file that is being read and then you will see it being
broken up into the Chuck Store. In this case, we can see the files floating into the
D:\System Volume Information\Dedup\ChunkStore = With an extension of ccc.new.

(53 Resource Monitor =
File Monitor Help

Overview CPU  Memory Disk | Network

Processes with Disk Activity 0|
] image PID Read [B/seq) write [B/seq) Totsl [Bried) i
[] tsamnast.exe 5304 306,450,842 456,235, 762,695,954

[ system 4 23,245,638 58,667,049

[ $ystem 0 1,070,631 6,818 243

[[] veeamagert.exe 5444 1,517,138 [} 1,517,138

] WmiPrvse. exa 8300 ] 937,984 937,964

] svenast.exe (netsves -p) 3212 o 438272 438772

] cwm.exe 2040 2704 57,125 65,820

[] wmiPrse.exe 3280 ] 40,960 40,560

[] periman.exe 6228 8 3332 39302

= g v
Disk Activity M 328 ME/sec Disk 11O IT 100% Highest Active Time Sl
image PID File Read .. Write.. *
fsdmhast. 9304 A i FS01- Daily_NewAEPFCFSD1- Daily_NewD2018-08-15T190031.vbk 27,8, [
fsdmhost.exe 5304  D:\System Volume Information'Dedup\ChunkStore\[BE6S 1 CED-5093-4204-BACE-FTEFEBISIEA). ddp\Data 000002 15.00000001.cot.new. 0 1885
fedmhostexe 3304  DASystem Volume Dedup Chunk \BEG31CED-5093-4204-BACE-FTEFEB4333EA). ddp'Datat00000217.0000000 .cotnew 0 1276
fsamhostexs 9304 D\System Volume Information\Dedup!ChunkStore{BES31CED.5093.4204-BACE-FT6FEB4333EA]. ddp\Data 000002 16,00000007, ccc.new 0 1275
fsamhostexe 9304 D:System Volume Information\Dedup!ChunkStoreBEG31CED-5093-4204-BACE-FT6FEB4333EA). ddp) Data'D0000210,0000000 T.Lec.new 0 1286
fsdmhostexs 9304 DriSystem Volume Information:Dedup:ChunkStoreyBES31CED-5093.4204-BACE FTEFEB4323EA), ddp\ Data\ 0000820 00000001 coenew 0 12,50
fsdmhost.exs 9304 D:iSystem Volume Information:Dedup\ChunkStore\(BESS1CED-5093-4204-BACE-FTEFEB4383EA) ddp\Data\00000211,00000007, ceenew 0 1256
fedmhostexe 9304  D:\System Volume ’ 0 1254

< >

Chmrama A

Until | checked this, | thought that the jobs were stalled. | was wrong the Deduplication
Engine was working through some very large Veeam Backup.VBK files.
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NOTE: My estimates on how long the initial pass will take are as follows. | have seen the Disk
MB/Sec running consistently at around 300 MB/sec. Your calculation will look something like
this 300MB/sec * 60 Seconds * 60 Minutes = MB Per Hours Processing = Roughly 1 TB per Hour.
If there are 24 TB’s of data which in our case there is. It will take approximately 24 Hours for the

initial pass to complete.

6. You can see the time the job started and stopped by checking in the Deduplication Event
Log. Look for Event ID 6148 you will see the message: Optimization job has started.

~| CloudStoragel &
A CloudStore
~| Codelntegrity
Compat-Appr
Containers-Bir
Containers-Wi
Containers-Wi
| CorruptedFiler
- CorruptedFilef
| Crypte-DPAP!
| Crypto-NCryp
| DAL-Provider
| DatalntegrityS
_ DateTimeCont
v | Deduplication
] Dizgnestic
[ ] Operation:
] Scrubbing
| Desired State €
- DeviceGuard
| DeviceManage
_| Devices-Backg
| DeviceSetupM
| DevieeSyne
X Devicellpdates
Dhcp-Client
| DHCPwE-Clien
Diagnosis-DPS
Diagnosis-PCV
| Diagnosis-PLA
_| Diagnosis-Sch
. Diagnosis-Sen
.| Diagnosis-5cn
- Dizgnostics-N ¥
>

Mumbar of evenis 24

Level Date s...

. HSTE.L
(M inf.. 10552
(D inf... 10/5/2..
(Finf.. 10/5/2.

(B Inf.. 10/5/2..
(Dinf.. 10/502.,
(Dinf... 10/5/2.,
@ inf... 107572,

(Binf... 105572
(Blinf.. 10/5/2..
(Dinf.. 10/5/2..
(@ inf.. 10/5/2...

Dint..._10/52..

Source

Datz Dedupli...
Data Deduphi...
Data Dedupli...
Data Dedupli...
Diata Dedugli...
Data Dedupli...
Daka Dedupli...
Data Deduphi...
Datz Dedupli...
Data Deduph...
Diata Dedupli...
Data Deduph...
Data Dedupli..

Event...

6158
6153
4185
4103
4185
4185
4103
4185
4185
4103
£185
a1

Task Categary

Mone

Nong
None
Mone
None
MNone
None
Mone
Mone
MNone
None
HMone

MNone

General | Details

Event 6148, Data Deduplication

Optimization job has started.

Volume: Dt (0 WV olume] ef08%h 2- 34X - 444888335 T fdaef 2aiG{ 1)

Log Name:
Source
Event IBx
Level:
User:
OpCode:

emmAAs b

Data Deduplication/Operational
Data Deduplication

6148
Information
SYSTEM
Infe

More Information:  Event Log Online Helg

Logged: 10/5/2018 3:4%07 PM
Task Category: Mone
Keywords:

Computer: EPFC-TITAND
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7. We can check for the completion event ID when we come back to this later for the
complete duration of the post-processing. Moreover, after one day which was pretty
much my estimate the initial pass completed. I’'ve now gained back about 14 TB of space

post-Windows 2019 Deduplication.

Folders (7

30 Objects Desktop - Documents
Downloads ﬁ Music Pictures

\ 4 ) -

ﬁ Videos

]
-~ Devices and drives (2)
Q5{C) VeeamSRT {D:)
iR = o
- 33 TB free o

| hope you enjoyed reading this and happy upgrading to Windows Server 2019 with
Deduplication on ReFS.

Dave
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Chapter 2

Veeam RESTful API and
Postman

By: Craig Dalrymple (VMWare vEXPERT / Veeam Vanguard)

Recently I've been trying to get to grips with RESTful APl on a couple of solutions | use at work,
and as a relative newcomer to the whole world of RESTful APls, | was looking for a simple/easy
way to query systems and view the responses. One of my colleagues, Matt Thompson, pointed
me in the direction of Postman www.getpostman.com.

Postman

Postman is a popular REST client, with an intuitive user interface that allows users to send
requests, save responses, add tests and create workflows
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POSTMAN

Developing APIs is hard
Postman makes it easy

Download the free Postman App:

® Mxcos | g window

You can download your flavor of the app, in my case Windows x64, from
https://www.getpostman.com/

Download the free Postman App:

& MacOs ER Windows v A Linux v

Installation is incredibly straightforward, with no options to change/set, so a simple ‘next, next,
finish.’

Once installed the Postman dashboard looks like this
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Veeam Enterprise Manager

One of the applications | am interested in using RESTful APIs with is Veeam Backup and
Replication (VBR). Veeam does have some excellent documentation around this:-

https://helpcenter.veeam.com/docs/backup/rest/overview.html?ver=95

The requirements for using the Veeam RESTful APl is an Enterprise Manager installation, as this
acts as a kind of ‘proxy’ for the APl requests.

It should be pointed out that installing Enterprise Manager is very straightforward, is included in
the installation I1SO of VBR and is covered by your existing VBR license. I’'m not going to cover the

51



Chapter 2 Veeam RESTful APl and Postman

installation and configuration of Enterprise Manager in this post, hoping to do so in a separate
blog post.

RESTful APl Authentication

Before you can make API calls, you will need to authenticate your session. Veeam operates a 2
step authentication method when using the Veeam Backup Enterprise Manager RESTful API:

1. The user/client must log on to Veeam Backup Enterprise Manager with a valid username

and password. These credentials will have been set previously on the Veeam Backup
Enterprise Manager portal.

2. Using the credentials, the client then obtains an authorization token that must be used
while making all API calls during the current login session.

Using Postman GET to obtain login sessions

In the Postman dashboard, ensure you have set the action to ‘POST* and then enter the following
details in the ‘Enter request URL’ bar.
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HTTP://<address_of your_Enterprise_Manager>:9399/api/

‘ NOTE: the address can be either IP address or FQDN, in my examples I’'m using the IP address

[T L

Now click on the ‘Authorization’ tab, and from the ‘Type’ drop down box select ‘Basic Auth.’

Fle Edt View Collection Mistory Help

Enter the credentials you use to access the Veeam Backup Enterprise Manager console and click
‘Update Request.’

53



Chapter 2 Veeam RESTful APl and Postman

L]

Fide Edt Veew Collecton Hemory Help

The Veeam RESTful API looks for base64 encoded username and password, and thankfully
Postman will add the correct encoding then add the relevant header. If you click on the ‘Headers’
section, then you will see the relevant header format.

Builder

Click on ‘Send’ and if your session successfully authenticates you should see a similar response as
follows:
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Builder

This verifies that the credentials used to access Veeam Backup Enterprise Manager are valid.

Using Postman POST to obtain login session authentication
token

In the list of results on the previous screen, you can click on the link
http://<address of your Enterprise Manager>:9399/api/sessionMngr/?v=latest
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File Eda Vew Collection Hatory Help

Builder
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This will open a new tab within Postman. Change the action to ‘POST and set the Authorization
to ‘Basic Auth.” Re-enter the credentials for the Veeam Backup Enterprise Manager portal and
click ‘Send.’

Builder

If successful you should receive back a list of the all the valid APl sections

57



Chapter 2 Veeam RESTful APl and Postman

| Fde Edt View Collecton Mistory Help

Bullder

.
-
Tha suthers ston beader wil bo grrer sied and
_—
Passsord swesesesees Gues!
Pasw d
Body s
Pra =D

The authorization token can be found in the ‘Headers’ section in the body of the results. Click on
‘Headers’ section and look for the X-RestSvcSessionld
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Builder

Any subsequent API calls made by the client must include this session id contained within the
header. Note this value for later use.

Adding a header

Once you have formed your request in the bar, click on ‘Headers.’
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Buslder

Click on the ‘New Key’ line. NB if you set Basic Auth you will see the existing entry for the
Authorization header.

Enter ‘X-RestSvcSessionld” as the new key and the value recorded from the previous steps

Click send, and you’re set to go.
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Example of making API call and information

So now we can make API calls to our Veeam Backup Enterprise Manager, what kind of
information can we retrieve?

Well, we can retrieve a summary overview of the Veeam Backup infrastructure components and
jobs using the call:

GET
HTTP://<ADDRESS OF YOUR ENTERPRISE MANAGER>:9399/api/reports/summary/overview

The hope now is that | can leverage this information into a useful dashboard, possibly using
Grafana or something similar.

Summary

As a total newbie to RESTful API, | found using Postman very easy to use and extremely helpful at
providing a relatively simple way to test APl queries and view the results.
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Chapter 3

Sizing Veeam for Office 365
Backup Storage

By: lan Sanderson (VMWare vEXPERT / Veeam Vanguard)

Background

| recently expanded my Veeam for Office 365 deployment to protect new organizations but it
struck me that | had no idea how much data | needed to protect from Office 365! If this was on-
premises Exchange or SharePoint data, | could have looked at the database sizes to get an idea of
how much data | would likely need to protect or run some PowerShell scripts to see how much
space is consumed.

So how does one check the consumed storage space for Exchange Online, SharePoint Online and
OneDrive for business?

Getting Started

1. First things first, get yourself logged into the Office 365 admin portal.
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2. On the Microsoft Office 365 Admin Center, click on the Reports/Usage Page.

Microsoft 365 admin center

Home & customize)

i
5
¥

]
]

Home

| Search users, groups, settings or tasks

Users

Groups

&2 AAD Connect Status >

Resources

@ Last directory sync
last synced 28 minutes ago

Billing
= @ Password sync
recent synchronization

Support
Settings

Setup ° {3 Support

@
R
-
2
B
@
83
&
=

-+ New service request

#=  View service requests
Usage

Security & compliance

3. You will now see some usage stats for each application consumed from Office 365. Click
on ‘Select a report.’

days  30days  90deys  1B0days

Active users

Billing

2 Support

52018 222018 WE2018
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4. From here, let’s take a look at the Exchange Online usage stats.

Microsoft 365 admin center

Home > Usage

Home

Users Exchange

Emiail activity
Groups

Email app usage

Mailbox usage
‘Resources

Microsoft Teams
Billing Office 365
Support OneDrive

SharePoint

Settings
Skype for Business

{)
2
4
2
&
L
Y
&

Setu
: Yarmer

5. If you click on Storage, you will be able to check consumed space, but more importantly,
you will see growth over the last 180 days. Using the growth figures, we can roughly
calculate growth as a percentage. This is important for determining the space that will be
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required to meet your backup retention requirements.

7 days 30 days 90 days 180 days
. Lo
. iR
= UL o PULTUL =

6. It's a similar story for OneDrive for business and SharePoint Online.

Microsoft 365 admin center

Home > Usage > Mailbox use

Home

Users Exchange
Microsoft Teams
Groups
Office 365

Resources -
OneDrive

Billing Activity
Usage

Support SharePoint

Settings Skype for Business

Yammer

{n
=
R
=
=
0
82
2
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7 days 30 days 30 days 180 days

ORI

Microsoft 365 admin center

<

Home > Usage

Home

Users B Exchange

Microsoft Teams
Groups

Office 363
Resources .

Onelrive

Billing ' SharePaint
Activity
Support
Site usage
Skype for Business

Yammer

{n)
R
&£
=
=
Q
ﬁé‘s‘
2
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Using my examples above, | needed 36GB of space to protect all data at its peak consumption.
After the first backup, all subsequent backup passes are incremental backups with Veeam
backup for Office 365. Assuming 1% growth, then the next pass will be an additional 360MB of
data and so on.

Calculation

Following a recent trip to the Veeam Vanguard summit, Veeam shared their calculation for sizing
backups which are:

(current primary mailbox total size) + ((daily change rate * 2) * (days
of retention))+ (10% working area)

Thanks to Karl Widmer for capturing the formula in his blog post here:
https://www.driftar.ch/index.php/2018/10/16/veeam-vanguard-summit-2018-in-prague-day-1-

summary/
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Chapter 4

HTML Report of all Veeam
Backup Copy Jobs in
PowerShell

By: Mike Conjoice (Veeam Vanguard)

Due to the way our infrastructure operates, we have some remote sites backing up to a central
Veeam repository (~300 branches at present)

We get some requests from the network team on bandwidth usage issues which is always finger
pointed at the Veeam Backup Copy jobs.

| put together the following Powershell script to report on all the Backup Copy jobs currently
configured and return their status.

There are some parameters which can be configured on the script:

-Server - This specifies the Veeam server to run the report against (Defaults to localhost if no
parameter is specified)

-Outfile - This specifies the location in which to save the HTML report (Defaults to
C:\Reports\CopylobStatus.html if no parameter is specified)

If you're running this on a machine other than your Veeam server, you'll need to have the
VeeamPSSNapin Snapin available (Installed alongside the Veeam B&R Console)

Internally, we have this running as a scheduled task every 30 minutes saving the report to a web
server accessible to all teams. A screenshot of the report is available below:
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Veeam OffSite Backups Information
The following report was run on 01/12/2017 17:39:52.

JobName Status Progress

to Core
to Core
to Core
to Core
to Core
to Core
to Core
to Core
to Core
to Core
to Core
to Core
to Core
0 Core
to Core
| to Core
| to Core
to Core
to Core
to Core

to Core

to Core

to Core

Stopped
Stopped
Stopped
Stopped
Stopped
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

Running

Running

Running

100%
100%
100%
100%
100%
31%
8%
20%
24%
99%
15%
37%
20%
42%
20%
12%
32%
17%
1%
21%
74%
21%
16%
22%
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The code in its entirety is listed below. Enjoy!

<#
.SYNOPSIS

Veeam O0ffSite Backups Information
.DESCRIPTION

This scripts connects to the specified vVeeam server, and returns the status
of any Backup Copy jobs (whether the are running or idle, the duration of that
job, and the current progress), then outputs that information to a colour coded
HTML file.
.PARAMETER Server

Specifies the veeam Backup Server. If this 1is blank, Localhost will be used.

.PARAMETER oOutfile
Specifies the path to save the HTML report. If this 1is blank,
C:\Reports\CopyJobStatus.html will be used.

.NOTES

File Name : BackupCopyJobStatus.psl

Author : Mike Conjoice - mike@mikeconjoice.com

Requires : Veeam Console installed if running from a remote machine
. LINK

http://www.mikeconjoice.com
. EXAMPLE

BackupCopyJobStatus.psl

This will run the script with the default parameters.
. EXAMPLE
BackupCopyJobStatus.psl -Server SRV-VBO1l -outfile c:\Reports\veeam.htm]l

This will run the script against the Veeam server named "SRv-VvBO1l" and
output the HTML report to "C:\Reports\veeam.html"
#>

HHBHHH#
## TODO: Add Job Duration
## TODO: Send STOPPED Jobs to the Bottom

Bl mmm

## DONE: Change $outfile and $server to Parameters

I

Y

## Parameters

I

param( )
String]$outfile="C:\Reports\CopylobStatus.html"
String]$server="1ocalhost"

###HHH

## Load required Snapins and Modules

H##H#HHH

if ((Get-PSSnapin -Name VeeamPSSNapin -ErrorAction SilentlyContinue) $null)

Add-PSSnapin VeeamPSSNapin
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#HHt###H

## Set the CSS for the output file
HH#t##HH

$head = @"

<style>

th {background-color: #00aff0}
table {border-collapse: collapse}
table, th, td {

border: 1px solid black;

gadding: 5px

th {color: white}
body {font-family: sans-serif}
ﬁésty1e>

HtHHH
## Create an empty array
HtHHH

$results = @Q
#H#HHHH

## Begin the script by collecting a 1list of all the offsite backup jobs
H##H#H#HH

if ($server $null) {
connect-VBRServer -Server $server
} else {

Disconnect-VBRServer
connect-VBRServer -Server $server

}
$JobNames Get-VBRJob | where-0Object {$_.JobType "*Sync"}

HH##H#H

## Loop through all the returned jobs to find the Job Name, Current Status,
Progress, and Duration to be entered in to the array

#HH#t##RH

foreach ($JobName in $JobNames) {
$Job Get-VBRJob -name $JobName.Name
$LastSession $Job.FindLastSession()
$Name $Job.Name
§status §LastSession.State

$Progress = "$($LastSession.BaseProgress)%"

H#HA#HHH#

## Create a new PSObject and populate the array with the details
#HA#HHH#

$results New-Object PSObject -Property @{JobName $Name; Status

$status; Progress $Progress;}

HHBHHH#
## Collate, sort, colourise, and output the results to an HTML file
HHBHHH#
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$results

Select JobName, Status, Progress

sort
@{expression="status";Descending=$false},@{expression="JobName";Ascending=$true}

convertTo-Html -body "<H2>Veeam OffSite Backups Information</H2> <p>The
following report was run on $(get-date).</p>" -PreContent $head -Title "Veeam
offsite Backups Information"

foreach {
$PSItem "<td>Working</td>", "<td style='background-color:green;
color: white'>Running</td>" "<td>Idle</td>", "<td style='background-
color:orange; color: white'>Idle</td>" "<td>Stopped</td>", "<td

style="background-color:red; color: white'>Stopped</td>"
} | out-File $outfile

HAHRH#HH

## End of script
HHH#H#H
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Chapter 5

Troubleshooting Veeam B&R
Error Code: 32768 Failed to
create VM Recovery Snapshot

By: Didier Van Hoye (Microsoft MVP / Veeam Vanguard)

| recently had to move a Windows Server 2016 VM over to another cluster (2012R2 to 2016
cluster) and to do so | use shared-nothing live migration. After the VM was happily running on
the new cluster, | kicked off a Veeam backup job to get a first restore point for that VM. Better
safe than sorry right?
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However, the job and the retries failed for that VM. The error details are:

Failed to create snapshot Compellent Replay Manager VSS Provider
on repositoryOl.domain.com (mode: Veeam application-aware
processing) Details: Job failed (‘Checkpoint operation for
‘FailedVM’ failed. (Virtual machine ID 459C3068-9ED4-427B-AAEF-
32A329B953AD) . ‘FailedVM’ could not initiate a checkpoint
operation: %%2147754996 (0x800423F4). (Virtual machine ID
459C3068-9ED4-427B-AAEF-32A329B953AD) ") . Error code: ‘32768'.

Failed to create VM recovery snapshot, VM ID ‘3459c3068-9ed4d-
427b-aaef-32a329b953ad’ .

74

Technet24


https://technet24.ir

Chapter 5 Troubleshooting Veeam B&R Error Code: 32768 Failed to create VM Recovery Snapshot

Also when the job fails over to the native Windows VSS approach when the HW VSS provider fails
it still does not work. At first, that made me think of a bug that sued to exist in Windows Server
2016 Hyper-V where a live storage migration of any kind would break RCT, and new full was
needed to fix it. That bug has long since been fixed, and no a new full backup did not solve
anything here. Now there are various reasons why creating a checkpoint will not succeed so we
need to dive in deeper. As always the event viewer is your friend. What do we see? 3 events
during a backup and they are SQL Server related.

[8] Event Properties - Event 12, SQOLWRITER X

General | Details

SQL writer emrorn A critical component required by the SOL writer is not registered. This might
happen if an error occurred during Windows setup or during installation of a Shadow Copy
provider. The ermor returned from CoCreateinstance on class with CLSID [40700425-0080-11d2-
B51f-00c04fc21759) and Name MSSOL_ClientVirtualDeviceSet is [0x20040154].

+*
Log Mame: Apphcation
Source SOLWRITER Logged: 3/08/2017 16:52:00 +
Event ID: 12 Task Category: MNone
Levek Error Keywords: Classic
Liser: MN/A Computer:
OpCode
More Infermation: n nlinge Hel

Copy Close
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] Event Properties - Event 24582, SQLWRITER X
[ General | Details
Sqllib error: Failed to creste VDS object. hr = (xB0040154.
.

Log Name: Application

Source SOLWRITER Loggeg: 3/08/2017 16:52:00 *

Event I0: 24582 Task Category: MNone

Level Error Eeywords: Classic

User: N/& Computer

OpCode:
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Il Event Propesties - Event E229, v55 5

Genersl | Detasy

L& VES wnited has repected an event with errer OnB00Y Hd The writer espenenced & non-transent
terrer, I the backup process o retried

[thee eeror is likely to reccour

|. Changes that the writer made to the writer components while handiing the evert will not be
rvadable be the requester. Check the osent log for related events from the spplication hostang the
VS5 by

|Operation
Prepased o rauapihot Event

| Combest
Esecutron Cormtest: Writer
Writer Class [ [od5la063- Seal-Jdebo- St - al 2db267 102
Writer Mame SgiServeri®inter
Writer intsnce Mame Micrewoft 300 Server 20785010 Wrater
Writer Imstence 1D [dbd Td0ie-Dfda-4732d - bEdl- SpEb TR T Tadb)
Coammand Line "C\Program Files\ hhicresoft S0L Sencer\ 80 Shared sgharites exe
Proces iy 1840

Log Meme: Apphcation

Source W5s Logged L0027 165200
Ewent 1D: 2229 Tenk Category; MNone

[EE Warmimg Eermeoends Clattac

Llser MY A Computes

Dplode

Mare nformation:  Eyert Log Cenkine Halp

Copry i . Clese

On top of that, the SQLServerWriter is in a non-retryable error when checking with vssadmin list
writers.

JHardInIT

It's very clear there is an issue with the SQL Server VSS Writer in this VM, and that cause the
checkpoint to fail. You can search for manual fixes, but in the case of an otherwise functional SQL
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Server, | chose to go for a repair install of SQL Server. The tooling for that is pretty good, and it’s
probably the fastest way to resolve the issues and any underlying ones we might otherwise still
encounter.

After running a successful repair install of SQL Server, we get greeted by an all green result
screen.

| [ Pepar SOL Serves 2004 = a x

Complete

Yo SO0 Senver 2014 repair operstion m complete

Giobal Rutes Information sbout the Setup operation of postible next steps

frentadl Setup Files -

Repair Rutes Feature Samtut ™

AR
W Management Took - Basic Sucreeded

Feature Rules 5 Databate Engine Servaces Succeeded

Repair Progeess W S04 Browser Succeeded

Complete 5 500 Writer Sucteeded
L W Py e, Bonr s deillin A el
Detaik:

Summary log file has been saved to the following locatson

Sumemary pocer1 7T 20170803 1723300

Recheck vssadmin list writers to make sure they are all healthy if not restart the SQL s or another
relevant service if possible. Sometimes you can fix it by restarting a service, in that case, reboot
the server. We did not need to do that. We just ran a new retry in Veeam Backup & Replication
and were successful.
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There you go. The storage live migration before the backup of that VM made me think we were
dealing with an early Windows Server 2016 Hyper-V bug but that was not the case.
Troubleshooting is also about avoiding tunnel vision.
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Chapter 6
Install Veeam Backup and
Replication using PowerShell

By:
Dave Kawula (Microsoft MVP / Veeam Vanguard)

Cristal Kawula (Microsoft MVP / Veeam Vanguard)

In this chapter, we will show you how you can deploy Veeam Backup and Replication 9.5 with
Update Rollup 3 to a Hyper-V Virtual Machine. This is a convenient little script because it can
help you get Veeam going in your lab in a snap. The necessary steps to accomplish this are as
follows:

1. Create a Hyper-V Virtual Machine running Windows Server 2016. In my case, | have
created a VM called Management01.

Virtual Machines

Le

Mame State CPU Usage Assigned Memo
B bpco1 Running 0% 2048 MB
H DHCPot Running % 2048 MB
B pPmo1 Running 0% 4096 MB
= Management01 Running 1% 4096 MB
= =T O R imrinn N 4R MP

2. Next, you will need to download a copy of Veeam Backup and Replication from
https://www.veeam.com/downloads.html
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3. Next, you need to request a trial product key <VEEAM Can | have the proper link for this>

4. Inour case, we have stored both files in F:\Temp1

» ThisPC » Data(F:) » templ »

Y

Mame Date modil

_old 2/15/20184
_. veearn_backup_nfr 0 12.lic 2
|| VeeamBackup&Replication_%.5.0.1536.Update3 2711/

W

b

5. Next, grab a copy of the PowerShell script from my GitHub Repository.
https://raw.githubusercontent.com/dkawula/Operations/master/Veeam/Install-Veeam-
HyperV.psl and save it to f:\Temp1

6. Open an Administrative PowerShell Prompt and change the path to f:\temp1. Then type
A\Import-Module \Install-Veeam-HyperV.PS1 -Force -Verbose and press Enter. This will
load the Install-Veeam Module which we will use to deploy Veeam to our lab.

EN Administrator Windows PowerShell —

(yEempl= Tmport
0SE: Lo T

5 F:\templx

7. Next type Install-Veeam -VMName Management01 -GuestOSName -Management01 -
VMPath f:\dcbuild_test and press enter.

PS F:\templ> Install-Veeam Management0l Management0l f:3DCbui 1d_Test\WMs

Version Location
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8. On the Please Select, the Veeam 9.5 UR3 ISO window browse to
f:\temp1\VeeamBackup&Replication_9.5.0.1535.Update3.Iso

Please Select the Veeam 3.5 UR3 150
U » ThisPC » Data(F) » templ » v | @ Search temp!

Organize v Mew folder Bz -

DCBuild_Insider ™ Mame

DCBuild_Test

150

Date modified Type Size
_old 2/15/20

_| VeeamnBackup&Replication_9.5.0.1536.Up.., 2/11/2018 5

File folder

Disc Image File

System32

& ThisPC

[ Desktop

‘E| Documents
ly Downloads

D Music

=/ Pictures

B videos

i Local Disk (C:)
- Tempaorary Stora

- Data (F)

v

File name: | VeeamBackup&Replication_9.5.0.1336.Update3 V| iso files (*.isa)

:

9. On the Please Select, the Veeam License File window browse to

f:\temp1\Veeam_Backup_nfr_0_12.lic. In my case, | used my Veeam Vanguard Veeam
NFR License.
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Please Select the Veeam License File

™ » ThisPC » Data(F) » templ

Organize ¥ MNew folder
DCBuild_Insider Mame Date modified
DCBuild_Test old 2715/
150 _| veearn_backup_nfr_0_12.lic 2/1
templ
& This PC
[ Desktop
|%=| Documents
* Downloads
J\. Music
=] Pictures
ﬂ Videos
iig Local Disk (C3)
- TEmporary Stora

- Data (F)
v

v O Search templ

Type Size

File folder

LIC File 2KB

File name: | veeam_backup_nfr_0_12.lic

v| lic files (*lic)

10. Next input the credentials for your lab. In my case, | will install using my Domain
Administrator Account MVPDays\Administrator. We will pipe this into the VM using

PowerShell direct with the SDomainCred variable.
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At this point it is time to sit back and relax as the next steps will happen automatically:

84

Windows PowerShell credential request 7 >

k| A

Enter your credentials.,

User name: |ﬁ MVPDays\Administrator V| i

Password: | sesanans |

[oc ] conce

Adding a New VHDx file from the Host

Formatting the New VHDx file and giving it a volume label of Veeam

Mounting the VHDx to the Host

Copying the Veeam ISO specified earlier

Copying the Veeam License file specified earlier
Installs 2012 System CLR Types

Installs SQL Express

Installs the Veeam Backup and Replication 9.5 Server
Installs the Veeam Backup Console

Installs the Explorer for Active Directory

Installs the Explorer for Exchange
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e Installs the Explorer for SQL

e Installs the Explorer for Oracle

e Installs the Explorer for SharePoint

e |Installs the Enterprise Manager web and Cloud Portal

e Finally updates to Rollup 3

[1:: Adding the new VHDX Tor the Veeam Install

Mounting Veesam ISD
Installing Veeam Unattended

Installing SQL EXpress ...
Installing Veeam Backup & Replication ...
i Backup Catalog ...

Backup Server ...
Backup Console ...
Installing Explorer For ActiveDirectory ...

Installing Explorer For Exchange ...

Installing Explorer For SQL

Installing Explorer For Oracle ...

Installing Explorer For SharePoint

Instalhhg Enterprise Manager ...
Installing Enterprise Manager Freregirements ...

Installing Enterprise Manager Web ...
Installing Enterprise Manager Cloud Portal

Insteﬁﬁﬁg- Update 3
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11. Your finished product will look just like this:

£3 Management1 on TECHMEMTORHVM - Virtual Machine Cennection
File Action Media Clipboard View Help

BO®O@O n |k

Veeam® -
|EE] Backup & Replication™ 9.5

Type in a backup server name or IP address, backup service port number,

Veeam : :
and user credentials to connect with.

Backup ...

localhost 93092

Fassword

v Use Windows zession authentication

Save shortcut

For your reference here is a copy of the script:
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<#
Created: 2018-02-01
version: 1.0
Author Dave Kawula MvVP
Homepage: http://www.checkyourlogs.net

Disclaimer: ) ) ) )
This script is provided "AS IS" with no warranties, confers no rights and
is not supported by the authors or CheckyourLogs or MvPDays Publishing

Author - Dave Kawula
Twitter: @aveKawula

Blog : http://www.checkyourlogs.net

.Synopsis

Deploys Veeam Backup and Replication 9.5 + UR3 to a Hyper-V Lab VM
.DESCRIPTION

This Script was part of my BIGDemo series, and I have broken it out into a
standalone function

You will need to have a Veeam Service Account Pre-Created, Veeam B&R ISO and

Product Key for this Tab to work

The Script will prompt for the path of the IS0 and .LIC files

The Script will prompt for an Admin Account which will be used 1in
$DomaincCred

If your File names are different than mine adjust accordingly.

we will use PowerShell Direct to setup the Veeam Server in Hyper-V
The Source Hyper-V Virtual Machine needs to be windows Server 2016

. EXAMPLE

TODO: Dave, add something more meaningful in here

.PARAMETER WorkingDir

Transactional directory for files to be staged and written

.PARAMETER VMname

The name of the virtual Machine

.PARAMETER VMPath

The Path to the vM working Folder - We create a new VHDx for the veeam
Install

.PARAMETER GuestOSName

Name of the Guest Operating System Name

Usage: Install-Veeam -Vmname YOURVM -GuestOS VEEAMSERVER -VMpath
f:\VMs\VvVeeam -WorkingDir f:\Temp
#>#Insta11s Veeam 9.5 and UR 3
Function Install-veeam {
param

string] $VMName
string] $GuestOSName
string] $vMPath
string]$workingDir
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#Ask for veeam ISO

reflection.assembly Toadwithpartialname("System.windows.Forms")
$openFile New-Object System.windows.Forms.OpenFileDialog -Property @{
Title="Please Select the veeam 9.5 UR3 ISO"

$openFile.Filter "iso files (*.is0)|*.iso|AT1l files (*.*)|*.*"
%f($openF11e Showbialog() "oK")

write-Host "File $($openfile.FileName) selected"

if (!$openkile.FileName){ o
WriteErrorAndeExit "Iso was not selected... Exitting"

$veeamIso $openfile.FileName
#$veeamISO
#Ask for Veeam License

reflection.assembly loadwithpartialname("System.windows.Forms™)
$openFile New-Object System.windows.Forms.OpenFileDialog -Property @{
Title="Please Select the Veeam License File"

}
$openFile.Filter "Tic files (*.1ic) |*.1ic|AT1 files (*.*)|*.*"
%f($openF11e Showbialog() "oK")

write-Host "File $(Sopenfile.FileName) selected"

if (!$openkile.FileName){ o
WriteErrorAndeExit "Iso was not selected... Exitting"

$veeamLic $openfile.FileName
#$veeamLic

$pomainCred = Get-Credential
#$VMName = 'ManagementOl'
#$GuestOSname = 'ManagementQl'
#$vMPath = 'f:\dcbuild_Test\vmMs'

write-output -InputObject "[$($vMName)]:: Adding Drive for veeam Install"

New-VHD -Path "$($vmpath)\$($GuestOSName) - Veeam Data 4.vhdx" -Dynamic -
SizeBytes 60GB

Mount-VHD -Path "$($vMpPath)\$($GuestOSName) - Veeam Data 4.vhdx"

$DiskNumber (Get-Diskimage -ImagePath "$($vmpPath)\$($GuestOSName) - Veeam
Data 4.vhdx") .Number

Initialize-Disk -Number $DiskNumber -PartitionStyle GPT

Get-Disk -Number $DiskNumber New-Partition -UseMaximumSize -
AssignDrivelLetter Format-Volume -FileSystem NTFS -NewFileSystemLabel "veeam" -
confirm:$False

$Driveletter = get-wmiobject -class "win32_volume" -namespace "root\cimv2"
where-object {$_.Label "Veeam*"}

$VeeamDrivelLetter $DrivelLetter.DriveLetter

wWrite-output -InputObject "[$($vMName)]:: Copying Veeam ISO and Rollups into
the new VHDx"
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Copy-Item -Path $veeamIso -Destination
"$($veeambriveLetter)\VeeamBackup&Replication_9.5.0.1536.Update3.iso" -Force

Write-output -InputObject "[$($vMName)]:: Copying Veeam Tlicense and Rollups
into the new VHDx"

Copy-Item -Path $veeamLic -Destination
"$($veeambriveLetter)\veeam_backup_nfr_0_12.1ic" -Force

Dismount-VHD -Path "$($vmMpPath)\$($GuestoSName) - Veeam Data 3.vhdx"

Add-VMHardDiskDrive -vMName $vMName -Path "$($vmpath)\$($GuestoSName) -
Veeam Data 4.vhdx" -ControllerType SCSI

icm -VMName $VMName -Credential $domainCred {

w;%te—OUtput -Inputobject "[$($vMName)]:: Adding the new VHDx for the Vveeam

Install"

; Get-Disk | where Operationalstatus -EQ "Offline" Set-Disk -Isoffline
False

Get-Disk | where Number -NE "O" Set-Disk -IsReadonly $False

$Driveletter get-wmiobject -class "win32_Volume" -namespace "root\cimv2"
where-object {$_.Label "Veeam*"}

$VeeamDrive $priveletter.DrivelLetter

$veeamDrive

Write-output -InputObject "[$($vMName)]:: Mounting Veeam ISO"

$iso = Get-ChildItem -Path
"$($veeamdrive)\VeeamBackup&Replication_9.5.0.1536.Update3.iso" #CHANGE THIS!

Mount-DiskImage $iso.FullName
wWrite-output -InputObject "[$($vMName)]:: Installing Veeam Unattended"
$setup = $(Get-DiskImage -ImagePath $iso.FullName | Get-
volume) .DriveLetter +':'
$setup

<#>

original Source Created by: Markus Kraus
Twitter: @vMarkus_K

Private Blog: mycloudrevolution.com

#Source PowersShell Code from
https://gist.githubusercontent.com/mycloudrevolution/b176f5ab987ff787bad4fce5cl177
780dc/raw/f20a78dc9b7c1085b1fed4d243de3fcb514970d70/veeamBRI5-SiTent.psl

</#>

# Requires PowerShell 5.1
# Requires .Net 4.5.2 and Reboot
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#region: Vvariables
$source = $setup
$licensefile = "$($veeamprive)\veeam_backup_nfr_0_12.7ic"

fusername "svc_veeam"

$fulluser "MVPDays\svc_Veeam"

$password = "P@sswOrd"

$catalogPath "$($veeambrive)\Vbrcatalog"
$vPowerPath "$($veeambdrive)\vPowerNfs"

#endregion

#region: logdir

$logdir "%($VeeamDrive)\1ogdir"

$trash New-Item -ItemType Directory -path $logdir -ErrorAction
SilentlyContinue

#endregion

### Optional .Net 4.5.2

<#
Write-Host " Installing .Net 4.5.2 ..." -ForegroundColor Yellow
$Arguments = "/quiet /norestart”

Start-Process "$source\Redistr\NDP452-KB2901907-x86-x64-A110S-ENU.exe" -
ArgumentList $Arguments -wait -NoNewwindow
Restart-Computer -Confirm:$true

#>

### Optional PowerShell 5.1

<#

wWrite-Host " Installing Powershell 5.1 ..." -ForegroundColor YelTlow

$Arguments = "C:\_install\Win8.1lAndw2K12R2-KB3191564-x64.msu /quiet
/norestart"

Start-Process "wusa.exe" -ArgumentList $Arguments -wait -NoNewwindow

Restart-Computer -Confirm:$true

#>

#region: Installation
# 1Info: https://www.veeam.com/unattended_installation_ds.pdf

## Global Prerequirements

Write-Host "Installing Global Prerequirements
Yellow

### 2012 System CLR Types

write-Host " Installing 2012 System CLR Types ..." -ForegroundColor
Yellow

$MSIﬁrgHments @(

1

-ForegroundColor

"?source\Redistr\x64\SQLSysC1rTypes.msi"
" qnll

"/norestart"

" L-‘"‘V"

"$Togdir\01_CLR.txt"

_ Start-Process "msiexec.exe" -ArgumentList $MSTArguments -Wait -
NoNewwindow

if (select-String -path "$logdir\Ol_CLR.txt" -pattern "Installation
success or error status: 0.") {

Write-Host " Setup OK" -ForegroundColor Green

else {
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throw "Setup Failed"
}

### 2012 Shared management objects

Write-Host "
ForegroundcColor YelTlow

$MSIﬁrgHments @ac(

Installing 2012 Shared management objects ..." -

:$50Hrce\Red1str\x64\SharedManagementObjects.msi”
:éngrgstart"
"$Togdir\02_shared.txt"
%tart—Process "msiexec.exe" -ArgumentList $MSIArguments -wait -
NoNeww1indow

if (Sselect-String -path "$logdir\02_Shared.txt" -pattern "Installation
success or error status: 0.") {
wWrite-Host " Setup OK" -ForegroundColor Green

else {
%hrow "Setup Failed"

### SQL Express

### Info: https://msdn.microsoft.com/en-us/library/ms144259.aspx

wWrite-Host " Installing SQL Express ..." -ForegroundColor YelTlow

$Arguments "/HIDECONSOLE /Q /IACCEPTSQLSERVERLICENSETERMS
/ACTION=1install /FEATURES=SQLEng1' ne, SNAC_SDK /INSTANCENAME=VEEAMSQL2012
/SQLSVCACCOUNT=""NT AUTHORITY\SYSTEM " /SQLSYSADMINACCOUNTS= "$fulluser "
""Builtin\Administrators " /TCPENABLED=1 /NPENABLED=1 /UpdateEnabled=0"

Start-Process "$source\Redistr\x64\SQLEXPR_x64_ENU.exe" -ArgumentList
$Arguments -wWait -NoNewwindow

## Vveeam Backup & Replication ) ]
Write-Host "Installing Veeam Backup & Replication

-ForegroundcColor
Yellow

### Backup Catalog

wWrite-Host " Installing Backup Catalog .. -ForegroundColor Yellow

$trash New-Item -ItemType Directory -path $catalogPath -ErrorAction
SilentlyContinue

$MSIﬁrgHments @c(

"$source\Catalog\VvVeeamBackupCatalog64.msi"

"$Togdir\04_catalog.txt"
"VM_CATALOGPATH=$CatalogpPath"
"VBRC_SERVICE_USER=$fulluser"
; "VBRC_SERVICE_PASSWORD=$password"
Start-Process "msiexec.exe" -ArgumentList $MSIArguments -wait -
NoNewwindow

if (Select-String _B§t? "$Togdir\04_catalog.txt" -pattern "Installation

success or error status: 0.
wWrite-Host " Setup OK" -ForegroundColor Green
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else {
throw "Setup Failed"

### Backup Server

wWrite-Host " Installing Backup Server ..." -ForegroundColor Yellow

$trash New-Item -ItemType Directory -path $vPowerPath -ErrorAction
SilentlyContinue

$MSIﬁrgHments @ac(

"$source\Backup\Server.x64.msi"

"$Togdir\05_Backup.txt"

"ACCEPTEULA=YES"

"VBR_LICENSE_FILE=$1icensefile"
"VBR_SERVICE_USER=$fulluser"
"VBR_SERVICE_PASSWORD=$password"
"PF_AD_NFSDATASTORE=$vPowerrPath"
"VBR_SQLSERVER_SERVER=$env: COMPUTERNAME\VEEAMSQL2012"

_ Start-Process "msiexec.exe" -ArgumentList $MSTArguments -Wait -
NoNewwindow

if (Select-String -path "$logdir\O5_Backup.txt" -pattern "Installation
success or error status: 0.") {
Write-Host " Setup OK" -ForegroundColor Green

else {
throw "Setup Failed"

### Backup Console
write-Host " Installing Backup Console
$MSIArguments @(

-ForegroundColor Yellow
"$source\Backup\Shell.x64.msi"

"$Togdir\06_cConsole.txt"
"ACCEPTEULA=YES"
)
Start-Process "msiexec.exe" -ArgumentList $MSIArguments -wait -
NoNeww1indow

if (Select-String -path "$logdir\0O6_Console.txt" -pattern "Installation
success or error status: 0.") {
wWrite-Host " Setup OK" -ForegroundColor Green

else {
%hrow "Setup Failed"

### Explorers

Write-Host " Installing Explorer For ActiveDirectory ..." -
ForegroundcColor YelTlow

$MSIﬁrgHments @c(

"$source\ExpTlorers\VvVeeamExplorerForActiveDirectory.msi"
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::/q[] n
"$1ogdir\07_ExplorerForActiveDirectory.txt"
"ACCEPTEULA=YES"

_ Start-Process "msiexec.exe" -ArgumentList $MSTArguments -Wait -
NoNewwindow

if (Select-string -path "$logdir\07_ExplorerForActiveDirectory.txt"
pattern "Installation success or error status: 0.")
Write-Host " Setup OK" -ForegroundColor Green

else {
%hrow "Setup Failed"

Write-Host " Installing Explorer For Exchange " -ForegroundcColor
Yellow

$MSIArguments @(C

"$source\Explorers\veeamExplorerForexchange.msi’

"$1ogdir\08_veeamExplorerForexchange.txt"
"ACCEPTEULA=YES"
)
Start-Process "msiexec.exe" -ArgumentList $MSIArguments -wait -
NoNeww1indow

1f (select-string -path "$Togdir\08 VeeamExp1orerForExchange txt" -
pattern "Installation success or error status: 0.") {
wWrite-Host " Setup OK" -ForegroundColor Green

else {
%hrow "Setup Failed"

write-Host " Installing Explorer For SQL
$MSIArguments @c(

-ForegroundColor Yellow

"$Source\Exp1orers\VeeamExp1orerForSQL msi'

"$1ogdir\09_veeamexplorerForsqQL.txt"
"ACCEPTEULA=YES"
)
Start-Process "msiexec.exe" -ArgumentList $MSIArguments -wait -
NoNeww1indow

"Installation success or error status: 0.'
wWrite-Host " Setup OK" -ForegroundColor Green

if (Sselect-String -path ' $1ogd1r\0? ¥eeamExp1orerForSQL txt" -pattern

else {
%hrow "Setup Failed"

write-Host " Installing Explorer For Oracle -ForegroundColor

Yellow

93



Chapter 6 Install Veeam Backup and Replication using PowerShell

$MSIArguments @ac(

"$Source\Exp1orers\VeeamExp1orerForOrac1e msi'

"$1ogdir\10_veeamexplorerFororacle.txt"
"ACCEPTEULA=YES"
)

_ Start-Process "msiexec.exe" -ArgumentList $MSIArguments -wait -
NoNeww1indow

if (Select-String -path "$1ogd1r\1g ¥eeamExp1orerFor0rac1e txt" -pattern

"Installation success or error status: 0.'
wWrite-Host " Setup OK" -ForegroundColor Green

else {
%hrow "Setup Failed"

write-Host " Installing Explorer For SharePoint
Yellow
$MSIArguments = @(
" _i mn

"$source\ExpTlorers\VvVeeamExplorerForSharepPoint.msi"
" nll

"$1ogdir\1ll_VeeamexplorerForSharePoint.txt"
"ACCEPTEULA=YES"

_ Start-Process "msiexec.exe" -ArgumentList $MSTArguments -Wait -
NoNewwindow

if (Select-string -path "$logdir\ll_veeamExplorerForSharePoint.txt"
pattern "Installation success or error status: 0.")
Write-Host " Setup OK" -ForegroundColor Green

else {
throw "Setup Failed"

## Enterprise Manager

write-Host "Installing Enterprise Manager

### Enterprise Manager Prereqirements

write-Host " Installing Enterprise Manager Prereqirements ..." -
ForegroundcColor Yellow

$trash = Install-windowsFeature wWeb-Default-Doc,Web-Dir-Browsing,web-
Http-Errors,Web-Static-Content,web-windows-Auth -Restart:$false -WarningAction
SilentlyContinue

$trash = Install-windowsFeature wWeb-Http-Logging,wWeb-Stat-
Compression,Web-Filtering,wWeb-Net-Ext45,web-Asp-Net45,web-ISAPI-Ext,Web-ISAPI-
Filter,web-Mgmt-Console -Restart:$false -warningAction SilentlyContinue

-ForegroundColor Yellow

$MSIArguments @(C

"$source\Redistr\x64\rewrite_amd64.msi"

ll/qnll
”/nqrestart"

"$Togdir\12_Rewrite.txt"
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_ Start-Process "msiexec.exe" -ArgumentList $MSTArguments -Wait -
NoNewwindow

if (Sselect-String -path "$logdir\12_Rewrite.txt" -pattern "Installation
success or error status: 0.") {
Write-Host " Setup OK" -ForegroundColor Green

else {
throw "Setup Failed"

### Enterprise Manager Web
write-Host " Installing Enterprise Manager Web
Yellow
$MSIﬁrgHments @(
1

-ForegroundColor

"$source\EnterpriseManager\Backupweb_x64.msi"
" nll

"$Togdir\13_Entweb.txt"

"ACCEPTEULA=YES"

"VBREM_LICENSE_FILE=$T1icensefile"
"VBREM_SERVICE_USER=$fulluser"
"VBREM_SERVICE_PASSWORD=$password"
"VBREM_SQLSERVER_SERVER=$env: COMPUTERNAME\VEEAMSQL2012"

_ Start-Process "msiexec.exe" -ArgumentList $MSTArguments -Wait -
NoNewwindow

if (Select-String -path "$logdir\13_Entweb.txt" -pattern "Installation
success or error status: 0.") {
Write-Host " Setup OK" -ForegroundColor Green

else {
throw "Setup Failed"

### Enterprise Manager Cloud Portal

write-Host " Installing Enterprise Manager Cloud Portal ..." -
ForegroundcColor Yellow

<#

$MSIArguments = @(

"$source\Cloud Portal\BackupCloudPortal_x64.msi"
"$Togdir\14_EntCloudPortal.txt"
ll/qnll
"ACCEPTEULA=YES"
)
Start-Process "msiexec.exe" -ArgumentList $MSIArguments -wait -
NoNewwindow
#> - - - ~
Start-Process "msiexec.exe" -ArgumentList "/i "$source\Cloud
Portal\BackupCloudPortal_x64.msi " /1*v $logdir\1l4_EntCloudPortal.txt /qn
ACCEPTEULA= "YES "" -Wait -NoNewwindow

if (Sselect-String -path "$logdir\14_EntCloudPortal.txt" -pattern
"Installation success or error status: 0.") {
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Write-Host " Setup OK" -ForegroundColor Green

else {
'}Ehrow "Setup Failed"

### Update 3

wWrite-Host "Installing Update ." -ForegroundcColor Yellow
$Arguments "/silent /noreboot /1og $Togdir\15_update.txt
VBR_AUTO_UPGRADE=1"

Start-Process

"$source\Updates\veeam_backup_9.5.0.1536.update3_setup.exe" -ArgumentList
$Arguments -wait -NoNewwindow
#endregion

| hope you enjoyed this post and please feel free to update my code, use it in your lab, and as
always happy learning.
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Chapter 7

Veeam for Nutanix AHV

By: lan Sanderson (VMWare vEXPERT / Veeam Vanguard)

Background

Veaam announced their upcoming Nutanix Acropolis Hypervisor support a few months ago, and
since then there have been various internal betas available for testing, one of which | demoed in
this online presentation. (https://www.youtube.com/watch?v=sRP3URXyZql) The latest Beta is
near feature complete, so | thought it would be great to share what we can expect from the full
product. This blog post will run through the initial configuration of the Veeam Nutanix appliance
and creation of a backup job.

Before you begin

There are some prerequisites for the Nutanix appliance to work correctly. You need to have a
Veeam Backup and Replication server running version 9.5U3a or later to connect the appliance
to. In my run through below, | have already deployed the virtual appliance machine. Screenshots
start at initial appliance configuration.

Appliance Setup

First things first, connect to the IP address of the appliance on port 8100. The console of the
virtual machine should show you the IP address.
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1. On the Logon page, Login with admin/admin

2. Onthe Veeam Appliance for AHV page, click Install

Veeam Appliance for AHV

Deploy a new Veeam Backup Appliance for Nutanix AHV.

Restore
es ‘eea iance from a previously
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3. Onthe Veeam Appliance for AHV Installation Page, read and accept the EULA and click

Next.

End User
License

Agreement

2 Credentials

Network

Settings

4 Summary

Veeam Appliance for AHV: installation

End User License Agreement

Please read and accept the following license agreement.

Veeam Software ("Veeam™)
End User Software License Agreement ("EULA")

IMPORTANT - READ CAREFULLY

This EULA is a legally binding agreement between licensee and user ("End User”}
and Veeam setting forth the terms and conditions governing the use and
operation of Veeam's proprietary computer software products (the "Software”)
and the written technical specifications for the use and operation of the Software
(the “Documentation”). Where the sense and context permit, references in this
EULA to the Software include the Documentation. By downloading and installing,
copying or otherwise using the Software, and/or otherwise accepting this EULA,
End User agrees te be bound by the terms and conditions of this EULA. If End
User does not agree to or accept the terms of this EULA, End User may not
access or use the Software.

1.0 DEFINITIONS
1.1 “Fee(s)” means any License. Maintenance, professional services, consulting

1 accept the terms of license agreement
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4. Onthe Veeam Appliance for AHV Credentials Page, define a new password and click
Next.

Veeam Appliance for AHV: installation

b End User Credentials
' License
Agreement  Specify the credentials for the Veeam Availability for Nutanix AHV Appliance web
conscle.

A Login: s
Credentials t admin

Old Password:

MNew Password:

Confirm New
Password:
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5. Onthe Veeam Appliance for AHV Network Settings Page, give the appliance a name and
defined static IP address settings and click Next.

Veeam Appliance for AHV: installation

&% End User
Y License
Agreement

88 Credentials

Network
¥ Settings

Network settings

Specify the network for settings for the Veeam Availability for Nutanix AHV Appliance.

Appliance host name:

IP address:

Subnet mask:

Default gateway:

Preffered DNS server:

SnurfVeeamNTX01

Obtain an IP address automatically

0 = B = oa g Al
2855 255 0 1]
10 0 0 2
10 0 0 3
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6. Onthe Veeam Appliance for AHV Summary Page, click Finish.

Veeam Appliance for AHV: installation

End User Summary
License
Agreement  Please review the Appliance settings before continuing.
Specified settings will be applied immediately after completing this wizard.
o Credentials Hostname: SnurfyeeamNTX01

IP settings IPv4, Static

IP address: 10.0.1.10
Network
Settings Subnet mask 255.255.0.0

Default gateway 10.0.0.2

DNS server 10.0.0.3
o Summary
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Veeam and Nutanix Integration

1. Onthe Logon Screen type, the credentials defined earlier.

Note: that there is an error for the backup server. This is because the appliance has not been
linked to a Veeam Backup and Replication server yet.
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2. Onthe Dashboard, click the settings cog to configure integration.

veean Dashboard | Backup Jobs | Protected VMs | Events

Protection Status Job Status
0 0
VMs Jobs
@ 0VMs unprotected @ 0 Vs protected @ oRuming @ Oidie
Repository Status Backup Server Status
0
Repositones
@ ok @ Lowon Space @ Outof Space Unavaliable

3. Choose Manage Veeam Servers.

Manage Vesam Sernvers

Manage Nutanix Clusters

Appliance Seitings

REST AFI
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4. On the Infrastructure Settings Page, click add to add a Veeam server.

vVeeAhM Dashboard | Backup Jobs | Protected VMs | Events | admin D

Home .
Click Addl
Infrastructure Settings Manage Veeam B&R Servers  Manage Nutanix Clusters  Appliance Settings
Add
Address Backup Repositories Status Version Server Description

5. Onthe Add Veeam Server Page, type the DNS Name, Port, Description, UserName, and

Password and click Add.

Add Veeam Server

| DNS Name or [P: snurfvesam01.snurf.local

Port: 10006

Description: SMNurf Veeam
User Name: snurfisve_veeam
Password: LR
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6. On the Infrastructure Page, Review the settings and ensure the Veeam Backup and

Replication server has been added successfully.

VeeAM Dashboard | Backup Jobs | Protected VMs | Events

Home

Infrastructure Settings Manage Veeam B&R Servers  Manage Nutanix Clusters  Appliance Settings
Address Backup Repaositories status Version Server Description
10.0.0.8:10006 1 Available 9.5.0.1536 Snurf Vesam

7. Onthe Infrastructure Page, click as below to add a Nutanix cluster.

veeamM Dashboard | Backup Jobs | Protected VMs | Events
Add Nutanix cluster
Infrastructure Settings Manage Veeam B&R Servers  Manage Nutanix Clusters ~ Appliance Settings
Add
Cluster Address Status Version Description
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8. Onthe Add AHV Cluster Page, type Cluster IP, Port, Description, User Name, Password

and click Add.

Add AHV Cluster

Cluster name or IP: | 10.0.1.100
Port: | 5440
Description: | snurfNxCE
User Name: | admin

Password: | --c-csieciaeis

9. On the Infrastructure Setup page, ensure the Nutanix cluster has been added to the
appliance.

veeasmM Dashboard | Backup Jobs | Protected VMs | Events 1| admin ]

Home

Infrastructure Settings Manage Veeam B&R Servers  Manage Nutanix Clusters  Appliance Settings

Cluster Address Status Version Description

10.0.1.100:9440 Available 2018.01.31 SnurfNeCE
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10. Now we have no errors for backup server status, and the appliance has discovered 1
unprotected virtual machine.

veeasM Dashboard | Backup jobs | Protected VMs | Events

Protection Status

@ 1 VMs unprotected @ D VMs prolected

Repository Status

@ Oc @ LowonSpace @ Oul ol Space

108

Job Status

0
Jobs

@ oRuming @ 0idie

Backup Server Status

~—

#

v

Availabie

)
/

/

Event Log

Backup server
status now ok. 1
unprotected VM
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Creating a Backup Job

Now that everything is configured, the next step is to create a backup job. | think it’s a nice touch
that out the box, it is easy t see if there are unprotected virtual machines. Veeam ONE is usually
required for this information in a VMware or Hyper-V estate.

1. On the Backup Jobs Page, click add.

VeeAM Dashboard | Backup Jobs | Protected VMs | Events | admin < |

Home 1 /'

Backup Jobs (0) 2 Status:

Add o

Name Status Linked FDs Start time Last run VMs Description
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2. Onthe Add new Backup Job Page General Settings, type the backup job name and click

Next.
( Add new backup job 1
General General Settings
Settings
Job Name:
All VIW's Backup
2 gern
Job Description:
3
4
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3. Onthe Add new Backup Job Assign VMs Page, click add.

Add new backup job

General Assign VMs
Y Settings
Total VMs in cluster: 1
Selected objects:

Assign @ Add | ( \‘:' 5 S ‘:':) Exc

VMs

Name Type Size
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4. Onthe Add New Page, choose the VM’s and click Add.

Add new

Select Objects:

- |+| “10.0.1.100
= ¥ Unprotected Vms
¥ Server 2012 restored

Dynamic mode
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5. On the Add new Backup Job Assign VMs Page, Confirm the VM selection and click Add.

Add new backup job

General Assign VMs

Settings
Total VMs in cluster: 1
Selected objects: 1

Assign @ Add @ Remove ,: : a
VMs -
Dame Type Size

3 siisi Server 2012_restored VirtualMachine 45 GB

6. Onthe Add new Backup Job Backup Destination Page, choose the backup target. This is
any backup repository that has been defined in Veeam Backup and Replication and click
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Next.

Add new backup job

General Backup Destination
Settings
Selected VMs: 1
Approximate Backup size: 45 GB

Backup repository:

Assign
VMs
Snurfveeam01 - Local Repo - D: (-~ Get size from Veeam SDK -—) -

Backup = capacity: 7
Destination

Advanced job settings including comprassion, 2
Configure deduplication and cther settings.
Schedule

Above storage
enumeration issue will be
— fixed in. Veeam 9.5 U3a
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7. On the Add new Backup Job Configure Schedule Page, Define the job schedule and click

Next.

{ Add new backup job

General Configure Schedule
Settings

Specify the job scheduling. If a schedule is not not set,
the job will need to be controlled manualy.

Assign

B VMs

Backup

Y Destination

Configure

¥ Schedule

Restore points to keep on disk:
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8. On the Add new Backup Job Review Summary Page, click Finish.

[ Add new backup job ]

General Review Summary

Settings
Name All VM's Backup
VMs 1

Assign

VMs Target repository Snurfvesam01 - Local Repo - D: [ Get size fro...
Retention 14

Backup + Run backup job when I click Finish

Destination

Configure

Schedule

Review

summary

116

Technet24


https://technet24.ir

Chapter 7 Veeam for Nutanix AHV

9. Everything is now green on the dashboard, which means happy days.

Dashboard | Backup Jobs | Protected VMs | Events

Protection Status

@ oVMs unpratected @ 1 VNS protected

Repository Status

Repository

@ ok @ LowonSpaca @ Outof Space

Job Status

@ oRuming @ 1idie

Backup Server Status

Avallable

admin - |

Event Log

Apply new network setings

AllVM's show as
protected now
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Chapter 8

Veeam Backup and
Replication and SMB
MultiChannel

By: Didier Van Hoye (Microsoft MVP / Veeam Vanguard)

Introduction

Is it true that Veeam Backup & Replication leverages SMB Multichannel? That is a question that |
was asked recently. The answer is yes when you have a backup design and configuration that
allows for this. If that’s the case, it will even happen automatically when possible. That’s how
SMB 3 works. That means it’s a good idea to pay attention to the network design so that you're
not surprised by the route your backup traffic flows. Mind you that this could be a pleasant
surprise, but you might want to plan for it.

I'll share a quick lab setup where SMB 3 Multichannel kicks in. Please don’t consider this a
reference guide for your backup architectural design but as a demo of how SMB multichannel
can be leveraged to your advantage.

Proving Veeam Backup and Replication leverages SMB
Multichannel

Here's a figure of a quick lab setup | threw together.
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- -
- -

i

& 2017 WorkingHardin [T

There are a couple of significant things to note here when it comes to the automatic selection of
the best possible network path.

SMB 3 Multichannel picks the best solution based on its logic. You can read more about that
here: https://blogs.technet.microsoft.com/josebda/2012/06/28/the-basics-of-smb-
multichannel-a-feature-of-windows-server-2012-and-smb-3-0/

I've included the figure with the overview below.
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Fault Tolerance  Fault Tolerance Lower CPU

Single NIC (no RSS)
Multiple NICs (no RSS)
Multiple NICs (no RSS) + NIC Teaming

Single NIC (with R55) 'y

Multiple NICs (with RSS) A A A

Multiple NICs (with RSS) + NIC Teaming A A Ak A

Single NIC (with RDMA) A A
Multiple NICs (with ROMA) A A A 5 2017 WorkinaHainiT

The figure nicely shows the capabilities of the NIC situation. To select the best possible network
path SMB 3 uses the following logic:

1. RDMA capable NICs (rNICs) are preferred and chosen first. rNICs combine the highest
throughput, the lowest latency and bring CPU offloading. on the processor when pushing
through massive amounts of data.

2. RSS capable NICs: NICs with Receive Side Scaling (RSS) improve scalability by not being
limited to core zero on the server. Configured correctly RSS offers the second-best
capabilities.

3. The speed of the NICs is the 3rd evaluation criteria: a 10 Gbps NIC offers way more
throughput than a 1 Gbps NIC.

Following this logic, it is clear that Multichannel will select our 2 RDMA capable 10Gbps NICs over
the management LBFO interface which does not support RDMA and while supporting RSS can
only deliver 2Gbps throughput at best. As seen in the screenshot below.
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Conclusion

So yes, Veeam Backup & Replication leverages SMB Multichannel! Please note that this did not
require us to set SMB 3 Multichannel constraints or a preferred network for backups in Veeam
Backup & Replication. It’s possible to do so when needed, but ideally, you design your solution to
have no need for this and let automatic detection chose the best network path correctly. This is
the case in our little lab setup. The backup traffic flows over 10.1.0.0/16 network even when our
Veeam Backup & Replication VM, the Hyper-V host, and the backup target have 10.10.0.0/16 as
their management subnet. That’s the one they exist on the Active Directory domain they belong
to for standard functionality. However, as both the source and the target can be reached via
2*10Gbps RDMA capable NICs on the 10.1.0.0/16 subnet SMB3 will select those according to its
selection criteria. No intervention needed.
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SMB Direct Support

Now that we have shown that Veeam Backup & Replication backups in specific configurations
can and will leverage SMB Multichannel to your benefit another question pops up. Can and does
Veeam Backup & Replication leverage SMB Direct? The answer to that is also, yes. If SMB Direct
is correctly configured on all the hosts and switches their networks paths in between, it will.
Multichannel is the mechanism used to detect SMB Direct capabilities, so if multichannel works
and sees SMB Direct is possible, it will leverage that. That’s why when SMB Direct or RDMA is
enabled on your NICs it’s essential that it is configured correctly throughout the entire network
path used. Poorly configured SMB Direct leads to horrible experiences.

Now think about that. High throughput, low latency, and CPU offloading, minimizing the CPU
impact on your Hyper-V hosts, SOFS nodes, S2D nodes, and backup targets. Not bad at all,
especially not since you’re probably already implementing SMB Direct in many of these
deployments. It’s certainly something that could and should be considered when design
solutions or optimizing existing ones.

More SMB3 and Windows Server 2016 Goodness

When you put your SMB3 file share continuously available on a Windows 2012 (R2) or Windows
Server 2016 cluster (it doesn’t need to be on a CSV disk). You will gain high availability trough
transparent failover with SMB3, and except for a short pause, your backups will keep running
even when the backup target node reboots or crashes after the File Server role has failed over.
Now, start combing that with ReFSv3 in Windows Server 2016 and the Veeam Backup &
Replication v9.5 support of this and you can see a lot of potential here to optimize many aspects
of your backup design delivering effective and efficient solutions.

Items to investigate further

One question that pops up in my mind is what happens if we configure a preferred backup
network in Veeam Backup & Replication. Will this affect the operation of SMB multichannel at
all? By that, | mean would enable a preferred network in Veeam to prevent multichannel from
using more than one NIC?

122

Technet24


https://technet24.ir

Chapter 8 Veeam Backup and Replication and SMB MultiChannel

In my opinion it should allow for multiple scenarios. When you have equally capable NICs that
are on different subnets, you might want to make sure it uses only one. After all, Veeam uses the
subnet to configure a preferred path or multiple subnets for that matter. Now multichannel will
kick in with multiple equally capable NICs whether they are on the same subnet or not and if
they are on the same subnet you might want them both to be leveraged even when setting a
preferred path in Veeam. Remember that 1 IP / NIC is used to set up an SMB session and then it
detects capabilities available, i.e., multiple paths, SMB Direct, RSS, speed, within 1 or across
multiple subnets.
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Chapter 9

Veeam Backup and
Replication Preferred Subnet
and SMB Multichannel

By: Didier Van Hoye (Microsoft MVP / Veeam Vanguard)

Introduction

In the previous chapter, we showed that Veeam Backup & Replication leverages SMB
multichannel when possible.

However, what about Veeam Backup & Replication Preferred Subnet & SMB Multichannel, does
that work? We mentioned that we wanted to answer the question what happens if we configure
a preferred backup network in Veeam Backup & Replication. Would this affect the operation of
SMB multichannel at all? By that | means, would enable a preferred network in Veeam to
prevent multichannel from using more than one NIC?

In this chapter, we dive into that question and some scenarios. We need to be able to deal with
multiple scenarios. When you have equally capable NICs that are on different subnets, you might
want to make sure it uses only one. Likewise, you want both to be used whether they are or are
not on the same subnet even if you set a preferred subnet in Veeam. The good news is that the
nature of SMB Multichannel and how Veaam preferred networks work do allow for flexibility to
achieve this. However, it might not work like you would expect unless you understand SMB
Multichannel.
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Veeam Backup and Replication Preferred Subnet & SMB
Multichannel

For this chapter, we adapt our lab networking a bit so that our non-management 10Gbps rNICs
are on different subnets. We have subnet 10.10.110.0/24 for one set of NICs and 10.10.120.0/24
for the second set of NICs. This is shown in the figure below.

, l‘

" i
e
-

These networks can live in a separate VLAN or not, that doesn’t matter. It does matter if to have
a tagged VLAN or VLANSs if you want to use RDMA because you need it to have the priority set.

We now need to configure our preferred network in Veeam Backup & Replication. We go to the
main menu and select Network Traffic Rules

125



Chapter 9 Veeam Backup and Replication Preferred Subnet and SMB Multichannel

_

iﬂ Mlanage Coedentuly
£
@ Llln.n;q Anpre ALCoundy

Genersl Optepn

Manage Favwwords

Utery and Balet

Hatwtad Tl Rudes

Configuestron Eackup

2=

Cormole [
Color Theme ]
E‘ Licerie

Help ¥

X o
© 201

Ly

T WandngHaedn (T

In the Global Network Traffic Rules window, click Networks.
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Global Network Traffic Rules

I Source IP range Tfar_get P range

(V] Use multiple upload streams perjob: & 2
Improves job performance through better utilization of high-latency hinks. Disable this option if you are running a
large amount of concument jobs, or for networking equipment compatibility purposes.

In the Preferred Networks window, select the Prefer the following networks for backup and
replication traffic checkbox.
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Source IP Add... ]

\¥] Prefer the following networks for backup and replication traffic:

Network Address Subnet Mask CIDR Notation . Add...
10.10.110.0 255.255.255.0 10.10.110.0/24 '
Add Network
Mworks...
Network address:
Subnet mask:
[v] Use mu
Improv] oK || Cancel | Hunninga
iHFgEIf - - " ————
oK Cancel
o 20 P agencitlarello [E]
[ =

Click Add. We use the CIDR notation to fill out our preferred network, or you can use the
network mask and click OK.

To prove a point in regards to how Multichannel works isn’t affected by what you fill out here,
we add only one of our two subnets here. SMB will see where it can leverage SMB multichannel
and it will kick in. Veeam isn’t blocking any of its logic.

So now we kick off a backup of our Hyper-V host to our SMB hare target backup repository. We
can see multichannel work just fine.

Below is a screenshot on the backup target of the backup running over SMB multichannel,
leveraging 2 subnets, while having set only one of those as the preferred network in Veeam
Backup & Replication
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File Options View
Processes | Pedormance  Users | Details | Services

P
o Ethernet melianox Connectx-3 Pro Ethernet Ada..

suchowt
D Memory
3N GB (22%)

Ethernet
S 7.9Mbps R 12 Gbps

O Ethernet
% 7.9 Mbps & 34 Gbps

Ethernet
S 88,0 Kbps f- 192 Kbps

Ethernet
10.90.110.199
feB0-51de 5086l p Jeel ™|

T T Waorkinosard in i

Look at my backup fly ... moreover, this is only one host that’s being backup (4 VMs actually).
Have | told you how much | love flash storage? Moreover, why I’'m so interested in getting ReFS
hybrid volumes with SSD/SATA disks to work as a backup target? | bet you do!

Looking good and it’s easy, right? Well not so fast!
Veeam does not control SMB Multichannel

Before you think you’re golden here and in control via Veeam lets, do another demo. In the
preferred network, we enter a subnet available to both the source and the target server, but that
is an LBFO (teamed) NIC with to 1Gbps members (RSS is enabled).
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Preferred Metworks

' Prefer the following networks for backup and replication traffic:

Network Address Subnet Mask CIDR Notation
10.10.00 255.255.0.0 10.10.0.0/16

Now, let’s see what happens when we kick off a backup.
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Well SMB multichannel went through its rules and decided to take the two best, equally capable
NICs. These are still our two 10Gbps rNICs. Whatever you put in the preferred network is
ignored.

This is neither good or bad, but you need to be aware of this to arrange for backups to leverage
the network path(s) you had in mind. This is to avoid surprises. The way to do that the same as
you plan and design for all SMB multichannel traffic.

As stated in the previous blog post you can control what NICs SMB multichannel will use by
designing around the NIC capabilities or if needed disabling or enabling some of these or by
disabling SMB multichannel on a NIC. This isn’t always possible or can lead to issues for other
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workloads, so the easiest way to go is using SMB Multichannel Constraints. Do note however
that you need to take into consideration what other workloads on your server leverage SMB
Multichannel when you go that route to avoid possible issues.

As an example, | disabled multichannel on my hosts. Awful idea but it’s to prove a point.
Moreover, still, with our 10.10.0.0/16 subnet set as a preferred subnet, | reran a backup.

File Options View
Processes | Performance | Users | Detads | Services

i Ethernet wicrosoft Newwork Adapter Multiplexor —

) Memory [ TTT T
/320 GB (21%) 1

) Ethernet
O Kbps B 320 Kbps

i Ethernet
% D Kbgs B 320Kbps

% 1.8 Mbps B 582 Mbps

LAN-HOST

Ethernet

16 10, 1500610

fellcoll:  ieed i3 2S00 %t

As you can see the 2*1Gbps, LBFO NIC is doing all the lifting on both hosts as it switches
independent and not LACP load balancing mode we’re limited to 1Gbps.
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So how do we control the NICs used with SMB Multichannel?

Well SMB Multichannel rules apply. You use your physical design, the capabilities of the NICs and
SMB constraints. In reality, you’re better off using your design, and if needed SMB multichannel
constraints to limit SMB to the NICs, you want it to use. Do not that disabling SMB Multichannel
(client and or server) is global for the host. Consider this as it affects all NICs on the host, not just
the ones you have in mind for your backups.

In most cases, these NICs will be the same. Messing around with disabling multichannel or NIC
capabilities (RSS, RDMA) isn’t a great solution. However, it’s good to know the options and
behavior.

Some additional things to note

Realize you don’t even have to set both subnets in the preferred subnets if they are different.
SMB kicks of over one see it can leverage both and just does so. The only thing you manipulated
here SMB multichannel wise is which subnet is used first.

If both of our rNICs had been on the same subnet, you would not even have manipulated this.

Another thing that’s worth pointing out that this doesn’t require your Veeam Backup &
Replication VM to have an IP address in any of the SMB multichannel subnets. So as long as the
source Hyper-V hosts and the backup target are connected you’re good to go.

Last but not least, and already mentioned in the previous blog post, this also leverages RDMA
capabilities when available to help you get the best throughput, lowest latency and leave those
CPU cycles for other needs. Scalability baby! No, | realize that you might think that the CPU
offload benefit is not a huge deal on your Hyper-V host but consider the backup target being
hammered by several simultaneous backups. Moreover, also consider that some people their
virtual machines look like below in regards to CPU usage, in ever more need of more vCPU and
CPU time slices.
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Moreover, that’s what the Hyper-V host looks like during a backup without SMB Direct (with idle

VMs mind you).
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Task Manager - a b 4
File Options View
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All I’'m saying here is don’t dismiss RDMA too fast, everything you can leverage to help out and
that is available for free in the box is worth considering.

Note: | have gotten the feedback that Veeam doesn’t support SMB Direct and that this was
confirmed by Veeam Support. Well, Veeam Backup & Replication leverages SMB 3, but that’s an
OS feature. Veeam Backup & Replication will work with SMB Multichannel, Direct, Signing,
Transparent Failover ... It’s out of the Veeam Backup & Replication scope of responsibilities as we
have seen here. You feel free to leverage SMB Direct whether that is using iWarp/Roce or
Infiniband. This information was confirmed by Veeam and bears the “Anton Gostev seal of
approval”. So if SMB Direct cause issues you have a configuration problem with that feature, it’s
not Veeam not being able to support it, it doesn’t know or care actually.

135




Chapter 9 Veeam Backup and Replication Preferred Subnet and SMB Multichannel

Conclusion

The elegance and simplicity of the Veeam Backup & Replication GUI are deceiving. Veeam is
extremely powerful and is surprisingly flexible in how you can leverage and configure it. | hope
both my previous blog post and this one have given you some food for thought and ideas.
There’s more Veeam goodness to come in the coming months when times allows. Many years
ago, when SMB 3 was introduced, | demonstrated the high availability capabilities this offered
for Veeam backups.
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Chapter 10

Using StarWind Cloud VTL for
AWS and Veeam

By: Karl Widmer (VMWare vEXPERT / Veeam Vanguard)

Most of you know of Tape as a favorite type of backup media type. Moreover, some of you will
not have good memories of them. Tapes we’re once used for backups. Daily incremental and
weekly full backups. It took ages to complete depending on the amount of data you had. You
would be happy if a full backup fit into an 8-hour window throughout the night.

You thought tapes were dead but, tapes are coming into play more and more again. For
example, you have heard about the WannaCry Virus, right? With that type of virus, you are
going to want to ensure you have air gapped your backups. Even large companies like Google
have all of its backups on tapes. Moreover, there are reasons why some companies still invent
and develop new tape technologies like the new LTO standard, new drives, and libraries.

Most of us running labs at home don’t have a tape drive nor a tape library. Moreover, this is
where a Virtual Tape Library comes in very handy. You can emulate a complete tape library with
software and use this emulation in an availability software like Veeam Backup & Replication or
Veeam Availability Suite.

To make it clear, I'm not only talking about a solution for our labs at home. This emulation
software is not a beta or alpha. It’s a stable production version which is available on the market.
In this chapter, you learn how to install and configure StarWind VTL for AWS and Veeam.

With StarWind Cloud VTL for AWS and Veeam, you can leverage your backup data for the usage
with a virtual tape library to archive your backups to Amazon S3 storage in the cloud. This
solution can also be extended to move your archive data from Amazon S3 buckets to Amazon
Glacier.
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How does the Solution Work?

The solution we’re building is shown in the image below:

VM soe | yMm || veranm

Hypervisor

_ NN
frEramazon
i webservices

= StarWind Virtual Tape Library

oo > < >
s3

SharWind e !- s
VTL Device lacie

Local Repository

e We have our hypervisor (in my case it’s ESXi / VMware vSphere, but it can also be
Microsoft Hyper-V) in place.

e QOur virtual machines are running on this hypervisor.
e  With Veeam Backup & Replication we create the backups of these virtual machines.

e StarWind Cloud VTL for AWS and Veeam creates a virtual tape library, which we use then
in Veeam to have a “tape” backup.

e It's not just a VTL, but also StarWind replicates the backed up data to Amazon S3 storage,
and optional to Amazon Glacier.
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Download the Software

First, we have to download all the needed software components. We need StarWind Cloud VTL
for AWS and Veeam, also needed are the HPE StoreEver Tape Drivers, and, last but not least,
Veeam Backup & Replication.

You can get the software here:
e StarWind Cloud VTL for AWS and Veeam

https://www.starwindsoftware.com/starwind-cloud-vtl-for-veeam

e HPE StoreEver Tape Drivers (Version 4.2.0.0 does support Windows Server 2016)

https://h20566.www2.hpe.com/hpsc/swd/public/detail?switemld=MTX 7e9f343865d1445e
92cfbafObl

e Veeam Backup & Replication (if you haven’t it already in use)

https://www.veeam.com/downloads.html

Save these components somewhere on your backup server. It doesn’t matter if it’s a virtual or
physical server.
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Installation of StarWind VTL

| assume that you’ve installed Veeam Backup & Replication or Veeam Availability Suite already,
and you’re now ready for the next steps.

The first component we install is StarWind Cloud VTL for AWS and Veeam. You’ve downloaded
the software already and got your license file ready. Let’s start.

1. Double-click the installer file you’ve downloaded before to start the setup process.

2. On the License Agreement page, Accept the license agreement and click Next.

© Setup - StarWind Virtual SAN - X
License Agreement ‘
Please read the following important information before continuing. C

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

FTARWIND® SOFTWARE LICENSE AGREEMENT A

This Software License Agreement (the “dgreement”)is alegal agreement
between the StarWind Virtual SAN End User, (the “Licensee”) and
Starwind Software, Inc., a Commonwealth of Massachusetts, USA
corporation (“Starwind”), that is entered into as of the date of acceptance
hereof by Starwind (the “Effective Date”). Starwind will notify Licensee
about Effective Date by electronic mail after acceptance of this
Agreement. v

(@I accept the agreement
(1 do not accept the agreement

e
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3. Onthe information Page, Click Next.

© Setup - StarWind Virtual SAN =

Information
Please read the following important information before continuing.

When you are ready to continue with Setup, dick Next.

[StarWind Virtual SAN V8 "

New Features and Improvements

New Log-structured File System container

Itimplements thin-provisioning, snapshots, optional deduplication.
Synchronous and asynchronous replication can be configured for a
LSFS device.

LSFS device is flash-friendly. It eliminates muitiple rewrites of same v

s o] [ s

4. Onthe Set Destination Location Page, Set or Select the Installation folder and click next.

© Setup - StarWind Virtual SAN .

Select Destination Location
Where should StarWind Virtual SAN be installed?

Setup will install StarWind Virtual SAN into the following folder.

To continue, dick Next. If you would like to select a different folder, dlick Browse.
| :\Program Files\StarWind Software \StarWind Browse...

At least 1,5 MB of free disk space is required,

<Back || Next> | | cancel
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5. On the Select Components Page, Select the components you’d like to install and click

Next.
© Setup - StarWind Virtual SAN — X
Select Components H
Which components should be installed? C
SN

Select the components you want to install; dear the components you do not want to
install. Click Next when you are ready to continue.

StarWind Virtual SAN Server 5
Service 36.4MB A
- [ Cloud Replicator for VTL 25.5MB
[[] sPTD Driver (Alternative driver for exporting physical devices)
StarWind Management Console 32.2M8
[[] configure user account for Web-access to Management Console 0.1MB
Integration Component Library 6.5MB
i [/ PowerShell Management Library 2.1MB
[] sM1-s Agent 62.9MB
[ Software VSS Provider 0.1m8 v

Current selection requires at least 74.9 MB of disk space.

< Back Next > Cancel

6. On the Select Start Menu Folder Page, check the location of the application shortcut in
the start menu and click Next.
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© Setup - StarWind Virtual SAN

Select Start Menu Folder
Where should Setup place the program's shortcuts?

v
a Setup will create the program's shortcuts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.
tarwind Software\StarWind

Browse...

T e

On the Select Additional Tasks Page, Select Create a desktop icon and click Next.

© Setup - StarWind Virtual SAN

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing StarWind
Virtual SAN, then dick Next.

Additional icons:

T e =
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8. On the License Key page, select Thank you, | do have a key already and click Next.

© Setup - StarWind Virtual SAN

License key
Get your license key

Now when you have installed StarWind Virtual SAN you need to apply either evaluation

key or FREE version key or commerdial license key you've got with your purchase, If
you don't have any key it’s time to request one now!

(O Request time-limited fully functional evaluation key
(O Request FREE version key

(® fThank you, I do have a key already:

o [ ] [ s

On the Select your license key page, browse to the path of your license file and click
Next.
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© Setup - StarWind Virtual SAN - X
Select your license key H
Where is license key located? C

Select where license key is located, then dick Next.

Location of StarWind license file:
C:\Library\Starwind VTL\sw8_ swk l [ Browse... |

< Back Next > Cancel

10. On the Apply your license key page, review your license details and click Next.

© Setup - StarWind Virtual SAN -

Apply your license key
Here is listed information about license key file that you provided. Press Next”
to apply this license key.

Product: StarWind Virtual SAN
Name: -
Organization:

Expire Date: 20180617
Number of servers: 1

< Back E  Next > Cancel
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146

11. On the Ready to Install page, click Install.

© Setup - StarWind Virtual SAN -

Ready to Install
Setup is now ready to begin installing StarWind Virtual SAN on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: ~
C:\Program Files\StarWind Software\StarWind

Setup type:
StarWind Virtual SAN Server

Selected components:
Service
Cloud Replicator for VTL
StarWind Management Console
Integration Component Library
PowerShell Management Library

T e =

12. On the Completing the StarWind Virtual SAN Setup Wizard page, select Launch StarWind
Management Console and click Finish.
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© Setup - StarWind Virtual SAN i

Completing the StarWind Virtual
SAN Setup Wizard

Setup has finished installing StarWind Virtual SAN on your
computer. The application may be launched by selecting the
installed shortcuts.

Click Finish to exit Setup.

Launch StarWind Management Console:

Finish

Congratulations you’ve installed StarWind VTL now on your server. Don’t be worried about the
name “StarWind Virtual SAN.” The StarWind Virtual SAN is the tool that is used to configure the
newly installed Virtual Tape Library that is used later in this chapter.

The configuration of StarWind VTL

The next step after installation is the configuration of this software. Now, we will setup a virtual
tape library and configure it for the lab.

1. Double-click on the StarWind Mangement Console icon on your desktop.

S

StarWind
Management
Console
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2. Now you’re in the console. Let’s get our hands on the next configuration steps. Click Add

Server.

@ StarWind Management Consale

FLE HOST TARGET TOOLS OPTIONS HELP

™ =

L -

Refresh  Connect Disconnect Add Server Remove Server Add Device Add Device (advanced) Add VTL Device Remove Target
I-'-DSemrs

(F Aud Server
This Option allows you to add local of remote

StarWind Server Hosts to StarWWind Management
Conscle

| StarWind Software | Ready

3. Since we’re using the management console on the same server as we’ve installed it, you

can add the localhost address.

Help

[ZF Add new StarWind Server

Host: [ 127.0.0.1

Advanced >>

4. Now click Advanced and then Scan StarWind Servers. Your local server should show up

in the list. Select it and click OK.
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[ZF Add new StarWind Server

Host: | 127.0.0.1

|:| 3261

Discovery Authentication

Select remote Host you want to connect to

Host IP Address

Host Name Port

Product

[J1p Range

Scan StarWind Servers...

From |127. 0

Advanced << Help

5. You'll see your server now in the management console. Click Connect.

D SRVB

4 ED Servers General Configuration

D SRVBKPO1.LAN.DRIFTAR.COM ( 127.0.0.1) : 3261

X¥ Connect [2* Remove Server

Address
Server Name
Port
Authentication
Status

127.0.0.1
SRVBKPO1.LAN.DRIFTAR.COM
3261

Basic

Not logged-in

6. Since we don’t have a storage pool created, we have to configure one. Click Yes to use

the default setting.
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StarWind Management Console

1 Storage pool is not configured!
Would you like to set the default location of the storage pool to My Computer\E?

Yes Choose path... Disconnect

Note: This storage pool is a repository where the virtual tape files are stored. Depending on the
configuration we set, later on, these virtual tape files will be stored or deleted after replication.

7. To add a virtual tape library, click Add VTL Device in the management console.

e ®

d Device (advanced) |Add VTL Device | Remove Target  Help

Access Rights Server Log Events Performance

8. Since we don’t have a VTL in use at the moment, we create a new one. Set a name and
click Next. As you can see on the screenshot, the location is “E:\VTL” of my server. It will
use the storage pool you’ve created before. You can also create another storage pool if
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needed.

Add Device Wizard

Virtual Tape Library Location

(®) Create a New Virtual Tape Library

Name: VTL-Veeam-AWS|

Location: My Computer\E\WVTL\

(O Use an Existing Virtual Tape Library

Cancel
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9. Next step is to set the tape library model. In our case it’'s an HP MLS8096.

Select the checkbox to fill up the slots with empty tapes.Click Next.

e

Add Device Wizard

Select Device Model to emulate:

HP MSL8096

[~)Fill Storage Slots with Empty Tapes after Create

?

Cancel

X
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10. The VTL will be attached through iSCSI. Create a new target alias. Mark the checkbox to
allow multiple concurrent iSCSI connections. Click Next.

? X
€ Add Device Wizard
Target Parameters

Choose a Target Attachment Method
Create new Target

Target Alias
| VTL-Veeam-AWS

[JTarget Name
ign. 2008-08. com. starwindsoftware :srvbkp0 1.lan. driftar. com-vtl-veeam-aws

Allow multiple concurrent iSCSI Connections

Cancel
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11. Click Create. The assistant will now create the environment.

L

Add Device Wizard

Creation Page

Press "Create” to add new Device and attach it to new Target

Progress

00 Creating Device Folder...

00 cCreating Image File...

00 Creating Device...

(0 Creating Target and attaching Device...

Cancel
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12. It will take a moment to complete.

<« Add Device Wizard

Creation Page

Press "Create” to add new Device and attach it to new Target
Progress

¢/ Creating Device Folder...

7

(=] Cl 6 Please Wait...
00 o
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13. After the wizard has completed the setup, click Close.

Add Device Wizard

Device Creation completed

Following Device was created

v‘n.1

Target Name ign. 2008-08.com.starwindsoftware:srvbkp01.lan. driftar.com-vt-veeam-aws

Close

Cancel

14. Let’s have a quick look in Windows Explorer how this looks on our hard disk.

¥ % | VTL-Veeam-AWS swdsk.tapes
Home Share View

= v 4 » ThisPC » DATA(E:) » VTL » VTL-Veeam-AWS » VTL-Veeam-AWS.swdsk.tapes
A Name - Date modified Type

# Quick access g g
I Desktop 2 U SWE2800A.VTape VTAPE File
| SWE2800B.VTape VTAPE File
¥ Downloads # (8 13 sweasocvTape VTAPE File
| Documents | SWE2800D.VTape VTAPE File
& Pictures * ] SWE2800E.VTape VTAPE File
Starwind VTL | ] SWE2800F.VTape VTAPE File
Veeam | SWE2800G.VTape VTAPE File
1 Q22NN UTana WTADE Fila

You see all the VTape files, about 96 in total.

We're done with the basic installation and configuration of our StarWind Cloud VTL for

AWS and Veeam.

2KB
2KB
2KB
2KB

2KB
2KB

IR
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Creating an Amazon S3 Bucket

| assume that you’re already an Amazon Web Services user or customer and that you are familiar
with creating buckets.

1.

Log in to your Amazon AWS account. Make sure you have your Access Key ID and Secret
Access Key ready. We need that later on.

Create a new S3 bucket and give it a name. The name has to be unique. Choose also the
region where this bucket should be created. The closer the region is to your location, the
better. Click Next.

Create bucket
@ Name and region @ Set properties @ Set permissions @ Review

Name and region

Bucket name

sw-vil-replication

Region

Copy settings from an existing bucket

1 Buckets

Nex‘
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3. Ifyou like, you can set versioning, logging and tags to this bucket. | didn’t because i'm
only testing it so click Next.

Create bucket

@) Name and region @ setpropeies  (3) Setpermissons  (4) Review

Versioning Logging
Keep multiple versions of an object in Set up access log records that provide
the same bucket details about access requests.

Learn more Learn more

Tags
Use tags to track your cost against
projects or other criteria

Learn more

Previous Next

158

Technet24


https://technet24.ir

Chapter 10 Using StarWind Cloud VTL for AWS and Veeam

4. Manage users and permissions if needed and click Next.
Create bucket

@ Name and region @ Set properties @ Set permissions @ Review

» Manage users
» Manage public permissions

» Manage system permissions

Previous Next
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5. Review the settings and click Create.

Create bucket

@ Name and region @ Set properties @ Set permissions

Name and region

Bucket name sw-vil-replication Region EU (Frankfurt)

Properties

Versioning
Logging
Tagging

Permissions

Users 1
Public permissions Disabled

System permissions Disabled

@ Review

X

This Amazon S3 bucket is now ready for usage.
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Setup Cloud Replication

Now that our Amazon S3 bucket, we have to setup cloud replication within StarWind Cloud VTL.
Follow the steps below to complete this task.

1.

In the StarWind management console click Cloud Replication.

@ SterWind Management Comsole = I R

FILE HOST TARGET TOOLS OPTIONS HELP

X - E + x
(®) » i = = =
Refresh Connect Disconnect Add Server Remove Server Add Dvice Add Dence (advanced] AddVIL Device Remove Device  Help
« [0 servers =

|
SRVBKPO1.LAN.DRIFTAR.COM =VTu
i C"w; -Veeam-AWS o2 Becnave Dice
gwu 2 Detach from ign.2(
Device

Serial Id DC2450109
Persistent Reservations

sLots
Transport Stets
Drive Slots
Import/Expont Siots
Storage Stots

Tapes &% Remove Tape.. @

Slot 1 SWE28001 U-516 1500 GB 0MB )
slot 2 SWE28002 u-s16 1500 GB oMB
Siot 3 SWE28003 u-516 1500 GB 0oMB
Slot 4 SWE28004 U-516 1500 GB oMB
Slot 5 SWE28005 u-316 1500 GB ome v

Offline Shelf [2)]

StarWind Software | Ready
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2. Enter your Amazon Access Key ID and the Secret Access Key. Specify the region and

enter the bucket name and click Next.

Setup Replication Settings

Specify Credentials for Amazon Web Services

Access Key ID: |

Secret Access Key: |

Region: EU Central (Frankfurt) v
Bucket Name: | sw-vt-replication|

? X

Cancel

162

Technet24


https://technet24.ir

Chapter 10 Using StarWind Cloud VTL for AWS and Veeam

3. On the Tape File Retention Settings page, click Apply.

<« Setup Replication Settings

Tape File Retention Settings
Start replication to cdoud after the tape removed from drive, days:
Replicate Inmediatelly v

Keep local copy after the file has been replicated, days:
Never Delete v

Keep file in 53 before moving to Glacier, days:
Never Move to Glacier v

[C] create new empty tapes automatically when existing tape removed from VTL for replication.

4. The replication settings will now be configured.

9 Setup Replication Settings

Now we’ve got:

e Veeam Backup & Replication installed
e StarWind Cloud VTL installed
e Amazon S3 bucket created

e Cloud Replication configured
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Configure Microsoft ISCSI Initiator

1. As | mentioned before, this VTL connects through iSCSI. Open Microsoft iSCSI Initiator. If
it’s not already in use, Windows tells you to start the service.

Microsoft iSCSI

The Microsoft iSCSI service is not running. The service is required to be started for
iSCSI to function correctly. To start the service now and have the service start
automatically each time the computer restarts, click the Yes button.
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2. Navigate to the Discovery tab and click the Discover Portal button.

iSCSI Initiator Properties

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration
Target portals
The system will look for Targets on following portals: L Refresh
Address Port Adapter IP address
To add a target portal, dick Discover Portal. Discover Portal...
To remove a target portal, select the address above and Remove
then dick Remove.
ISNS servers
The system is registered on the following iSNS servers: Refresh
Name
To add an iSNS server, dick Add Server. . Add Server...
To remove an iSNS server, select the server above and
then dick Remove. BN
OK Cancel Apply

X
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3. As we’re still on the same server, enter the localhost address 127.0.0.1 and then click OK.

Discover Target Portal X

Enter the IP address or DNS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced button.

IP address U%: Port: (Default is 3260.)
| 127.0.0.1] ‘ l 3260

Advanced...

[ ]| cne
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4. Select Microsoft iSCSI initiator for Local Adapter and click OK.

Advanced Settings ?
General  Ipsec

Connect using

[Local adapter: Microsoft iSCS! Initiator v 1]

Initiator IP: ‘_Default bl

Target portal IP: v

CRC / Checksum
[Jata digest [JHeader digest
[JEnable CHAP log on

CHAP Log on information

sure connection security by providing authentication between a target and

To use, specify the same name and CHAP secret that was configured on the target for this
initiator. The name will default to the Initiator Name of the system unless another name is
specified.

Name ign. 1991-05.com.microsoft:srvbkp0 1.lan. driftar.com

Perform mutual authentication

se mutual CHAP, either sp

Use RADIUS to generate user authentication credentials
Use RADIUS to authenticate target credentials

X
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target we've created before and click Connect.

5. On the iSCSI Initiator Page, navigate to the Targets tab. You should see here the iSCSI

iSCSI Initiator Properties

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration
Quick Connect
To discover and log on to a target using a bas«: connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: Quick Connect...

Discovered targets
Refresh

Name Status

iqn. 2008-08.com. starwindsoftware:srvbkp0 1.lan.driftar.com-vtl-veea... Inactive

To connect using advanced options, select a target and then T
dick Connect. -

To completely disconnect a target, select the target and [ Disconnect
For target properties, induding configuration of sessions, Properties
select the target and dick Properties.

For configuration of devices associated with a target, select Devices..

the target and then dick Devices.

X
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6. On the Connect to Target Page, Select the Enable multi-path checkbox and click
Advanced.

Connect To Target X

Target name:
| )8.com.starwindsoftware:srvbkp0 1.lan.driftar.com-vti-veeam-aws

[] Add this connection to the list of Favorite Targets.
This will make the system automatically attempt to restore the
connection every time this computer restarts.

([ Enable muiti-path)

prer e
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7. Onthe Advanced Page, Set the local adapter to Microsoft iSCSI initiator and set 127.0.0.1
/ 3260 as target portal and click OK.
Advanced Settings

T4 X

General  Ipsec

Connect using

[Local adapter: 'Microsoft ISCST Initiator ~ ]

Initiator IP: Default

[Target portal IP: 127.0.0.1/ 3260 Vj

CRC / Checksum
[JData digest [JHeader digest

[CJEnable CHAP log on
CHAP Log on information

14

To use, specify the same name and CHAP secret that was configured on the target for this
initiator. The name will default to the Initiator Name of the system unless another name is

specified.

ign. 1991-05.com.microsoft:srvbkp0 1.lan. driftar.com

Perform mutual authentication

Use RADIUS to generate user authentication credentials

Use RADIUS to authenticate target credentials

o0 o | [

8. After completing these steps, You should notice that VTL iSCSI target is listed as
“Connected” in the list. Close the Microsoft iSCSI initiator assistant.
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Installing HPE StoreEver Tape Drivers

It is necessary to install the HPE StoreEver tape drives to make this solution work. If you do not

complete these steps, it is not possible to get this VTL to connect to Veeam. It is an easy setup
and let’s do that now.

1. If you try to install the HPE StoreEver Tape Drivers on your virtual server by double-
clicking the software package, you will notice an error. It’s not possible to install the
drivers on this way on a virtual server. To work around this error continue with step 2.

Package Setup X

Smart Component execution not supported at this time in Server
Virtualized Guest operating systems.

OK

2. Try it again, but click on Extract this time, to extract the files to a folder.
€5 Package Setup X

Setup is ready to install the contents of this package. Press 'Install' to run the
installation program or press ‘Extract...’ to only extract the files.

HPE StoreEver Tape Drivers for Microsoft

Windows '
Version: 4.2.0.0 Extract...

Instalis Microsoft Windows drivers for HPE StoreEver Tape Drives, Tape
Autoloaders and Tape Libraries.

Close
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3. Navigate to this folder and start the setup. Make sure all checkboxes are selected and
click Install.

% HPE StoreEver Tape Drivers for Windows b4

—— HPE StoreEver Tape Drivers for Windows

Driver T Status Available Installed Comment
l HP ESL G3 T ape Library Upgrade Available _—
HP LTO Tape Diive Upagrade Available  1.0.9.1 1.07.1
HP M5L6480, G3, 1/8 G2 Tape Library Upgrade Available 3.0.0.4
< >
[~ Selectall Note: Select the driver(s] to install or remove.
Exit | I Remove | | Install
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4. On the HP StoreEver Tape Drivers for Windows page, click OK to close the confirmation

popup. Then click Close to close the setup assistant.R

% HPE StoreEver T
—— HPE StoreEver Tape Drivers for Windows
| Driver Type | Status | Available | Instaled | Comment
[C] HPESLG3 Tape Library Up ToDate 7583 7583 Install Successful
[C] HPLTO Tape Diive Up ToDate 1.0.9.1 1.09.1 Install Successful
[T HPMSL6480, G3. 1/8 G2 Tape Library UpToDate 3004 3004 Install Successful
Driverlnstaller X

<
[~ Selectall

Finished Installing Applicable Drivers

Note: Select the driver(s] to install or remove.

>

Exit

“ Remove | [

Install

|
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5. Open Device Manager and review the settings. Notice the HPE tape library and some

tape drives.

_‘ Device Manager
File Action View Help

& @ E Hm W

0

X

v % SRVBKPO1
> 3 Batteries
> Computer
> s Disk drives
» [ Display adapters
> s DVD/CD-ROM drives
> «3 Floppy disk drives
> -ﬁ Floppy drive controllers
> Human Interface Devices
> =m IDE ATA/ATAPI controllers
Keyboards

v & Medium Changer devices
& Hewlett Packard MSL G3 Series library (x64 based)

> | Mice and other pointing devices
> [ Monitors

> [ Network adapters

> B Portable Devices

> i Print queues

> ] Processors

> S Storage controllers

> System devices

v 2 Tape drives
B Hewlett Packard LTO Ultrium-5 drive
B Hewlett Packard LTO Ultrium-5 drive
0 Hewlett Packard LTO Ultrium-5 drive
B Hewlett Packard LTO Ultrium-5 drive

> @ Universal Serial Bus controllers
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The next step is to setup the tape library in Veeam Backup & Replication and to configure a tape
job.
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Add the Virtual Tape Library to Veeam

176

Open the Veeam Backup & Replication console. Click Tape Infrastructure on the left
pane and click Add Tape Server.

Add Tape
Server

Manage Tape

TAPE INFRASTRUCTURE

% Tepe Infrastructure.
[ Last 24 Hours

BACKUP & REPLICATION

@ sacwe amaeTrucure
R‘m WIRTUAL MACHINES

FRASTRUCTURE

(& TarE INFRASTRUCTURE

[ russ

VEEAM BACKUP

ADD TAPE SERVER
Veeam Backup & Replication can use any tape device connected to 3 Microsoft Windows server in your environment,

To register a tape device, add the servar it is connected to as a Tape Server. During this process, tape proxy components
are deployed to the selected server, which enables data exchange with the connected tape device.

FILE TO TAPE
File to Tape jobs archive files and folders (selected individusly, or using file masks) 1o tape from any share or managed
server, For Windows servers, the job can optionaly use Microsoft VS for cansistent backups of files in use by running
applications.

BACKUP TO TAPE
Backup 10 Tape jobs archive Veeam backup files to tape. Unlike File to Tape jobs, these jobs track specific VM restore points
on tape and provide full integration with backup jobs. For example, a Backup to Tape job can be canfigured to auto-start as
s00n as the corresponding backup job completes.

RESTORE FILE FROM TAPE
There are two ways to restore files from tape: launch the designated wizard using the carresponding Home taclbar button
(or by cicking this text), or dril down to the desired file under the Tape node in the Files tab of the management tre.

RESTORE VIRTUAL
Veeam Backup & Replication can perform full VM restore directly from tape. or via a staging repository (recommended
when restaring muliple YMs from the same backup file chain). Ta perform other restore types fram tape

(instant VM Recovery, guest fies or application items), use the Restore Backup from Tape to Repository wizard to copy the
required backup file from tape, then iniiate the desired restore type from disk.

MACHINE FROM TAPE

[
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2.

3.

On the New Tape Server Page, Click Next.

New Tape Server

Server
F Choose a server to install tape server components on. You can only select between Microsoft Windows servers added to the
=
=

managed servers tree in the console.
i

- SRVBKPO1.lan.driftar.com | | Add New...
Traffic
Description:
Review Starwind VTL Veeam to AWY
Apply
Summary
< Previous Next > Finish Cancel

Follow through the setup assistant. | didn’t mention the traffic rules. You can setup

traffic rules if you need to. Click Finish to close the assistant.

New Tape Seiver x
+ Apply
Please wait while we are installing and configuring required components. This may take a few minutes...
E
!m
Server Message Duration
Traffic (@ Starting infrastructure item creation job 0:00:01
() Creating temporary folder
Review (2 Uploading package VeeamTape.msi
_ (V) Installing package VeeamTape.msi 0:00:02
Summary
< Previous Next > Finish Cancel
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4. The setup should look like this. You see the tape library with it's drives.

178

?@ VEEAM BACKUP AND REPLICATION

= HOME
L H HsE0 AL §

Backup Replication Tape Backup VM  File  Restore Import Failover
Job Job Job~ Copy Copy Copy *  Backup Plan

Primary Jobs Auxiliary Jobs Restore Failover Plans
TAPE INFRASTRUCTURE NAME MODEL STATE
p!’?] Drive 1 (Drive ID: Ta...  HP Ultrium 5-5CSI Empty
4 (% Tape Infrastructure {5 Drive 2 (Drive ID: Ta... HP Ultrium 5-5CSI Empty
> @il Media Pools & Drive 3 (Drive ID: Ta...  HP Ultrium 5-SCSI Empty
PG Servers {5 Drive 4 (Drive ID: Ta...  HP Ultrium 5-5CSI Empty
4 & Libraries
4 HP MSL G3 Series 1070
(=] Drives
> @&l Media

[’; Last 24 Hours.
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Configure a Tape backup Job

1. The next step is to configure a Tape Job for Backups. In the Ribbon select Tape Job, and
then select Backups.

VEEAM BACKUP AND

VIEW

g Bl @seEh A2 @

Backup Replicatioy Tape Backup VM ile  Restore Import Failover
Job Job Job~r Copy Copy {opy ~  Backup Plan

Primary Jobs l{ﬂ% Files... Restore Failover Plans
BACKUP & REPLlCttTI @ Backups... (. Type in an object name to search for
a G Jobs NAME § TYPE OBJECTS
42 Backup 16} Backup to Disk RefS VMware Back... 7
4 FZ Backups
2, Disk

[ Last 24 Hours
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2. Onthe New File to Tape Job Page, set a name and optionally a description and click Next.

New File to Tape Job

|~ Name
m Type in a name and description for this job. File to tape job performs scheduled backup of selected files to tape.

=

X

lConfig Backup to Tape

Files and Folders
Description:

Full Backup Copies Veeam Conbfig Backup to Tape

Incremental Backup

Options

Summary

< Previous Next > Finish

Cancel

180

Technet24


https://technet24.ir

Chapter 10 Using StarWind Cloud VTL for AWS and Veeam

3. Onthe Files and Folders Page, specify the files and folders you want to have on tape and

click Next.

New File to Tape Job
Files and Folders

[ ‘[T Specify files and folders to be backed up by this job.
el
ramen

Name Server:
File or folder Server File mask
Eull Backup [} EABackup\VeeamConfigBackup SRVEKPOL.Ja...
Incremental Backup
Options
Summary
< Previous Next >

Size:
10.3 MB

Cancel
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4. Onthe new Media Pool Page, Type a name and click Next.

New Media Pool X

Name
Type in name and description for the media pool.

[VIL Medie Pool
= Description:
Media Set Media Pool used by Starwind VTL|
Retention
Options
Summary

< Previous Next > Finish Cancel
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5. On the Tapes Page, click Next.

New Media Pool X

Tapes
Add tapes to the media pool.

Name Tape library:

|HP MSL G3 Series 1070 (SRVEKPO1) v
BUCE ——

Media Set Name Capacity Remaining Add...
Retention Remove
Options
Summary
Capacity:
0.0B
Remaining:

] Add tapes from Free media pool automatically when more tapes are required

< Previous Next > Finish | Cancel
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On the Media Set Page, leave the defaults and click Next.

New Media Pool

Media Set
Specify media set name and how often a new media set should be automatically created.

Name Media set name:

Media set # %id% %date%

Tapes
Automatically create new media set
Retention 5 - %
® Do not create, always continue using current media set
QOptions

(O Create new media set for every backup session

Summary O paityat [1200 3] [Everyday | [ Days..

< Previous Next > Finish

Cancel
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7. Onthe Retention Page, leave the defaults and click Next.

New Mediz Pool X

Retention
Specify the tape retention settings fer this media pool.

Lo e
Name Data retention policy
Topes (O Do not protect data (cyclically overwrite tapes as required)
O Protect datafor |1 + | |[Weeks
Media Set
@) Never overwrite data
CReemton e
Options [J Move all offline tapes from this media pool into the following media vault:
Summary

Add New..

< Previous Next > Finish Cancel
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On the Options Page, enable parallel processing (we’ve got more than one tape drive)

and click Apply.

New Media Pool
Options

Name
Tapes
Media Set

Retention

Summary

Specify parallel processing and encryption settings.

[] Enable parallel processing for tape jobs using this media pool
Jobs pointed to this media pool can use upto 2 % tape drives simultaneously

Enable parallel processing of backup chains within a single tape job

Backup to Tape job populated with multiple primary backup jobs or with a job using per-VM
backup file chains will process separate chains in parallel using one media set per drive.

Copens e

f Loss protection disabled Manage passwords

Hardware encryption will be used if tape drive supports it. Otherwise, software encryption will be
used, which may result in small performance penalty.

< Previous Apply Finish Cancel
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9. Onthe Summary Page, review the settings and click Finish.
New Media Pool X

Summary
Review the settings and click Finish to apply. You can copy these settings for the future reference.

Name Summary:
Media pool name: VTL Media Pool

Tapes Media pool description: Media Pool used by Starwind VTL
Tapes count: 0

B Capacity: 0.0B
Media Set
S Remaining: 0.0 B
Retention
Options

< Previous Next > Cancel

187



Chapter 10 Using StarWind Cloud VTL for AWS and Veeam

10. On the Files to Tape Job Full Backup Page, define your schedule and click Next.

New File to Tape Job X
. Full Backup
[_I—'-l Choose media pool and set schedule for full backups.
=l
L= S\
Name Media pool for full backups: . .
VTL Media Pool (HP MSL G3 Series 1070) ~| | Add New...
Files and Folders
Tapes: 0
\Flifgackip I copacity: 008
Remaining: 008

Incremental Backup

[ Run the full backup automatically

Options
@® Daily at this time: 02:00 + | Onthese days v Days...
Summary
(O Monthly at this time:  22.00 o Saturday Months
< Previous Next > Finish Cancel
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11. On the Files to Tape Job Incremental Backup Page, leave the defaults and click Next.
New File to Tape Job X

Incremental Backup

| =

| | Choose media pool and set schedule for incremental backups.

ao] |-
|
Name Media pocl for incremental backup:

VTL Media Pool (HP MSL G3 Series 1070) ~ | | Add New...
Files and Folders

Tapes: 0
Full Backup Capacity: 0.0B

— SR op ‘ Remaining: 0.0B
Ojitions [C] Run incremental backup automatically
18:00 » Onweek-days
Summary
Fourth Saturday
< Previous Next > Cancel

12. On the Options Page, Select Use Microsoft Volume Shadow Copy (VSS), Select Eject
media upon job completion, Select Export current media set upon job completion and
then click Apply.
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I= Options
[
|
Lo L
Name
Files and Folders

Full Backup

Incremental Backup

Summary

Edit File to Tape Job [Config Backup to Tape]

Set tape backup options.

General
[4 Use Microsoft volume shadow copy (VSS)
Enables backup of files locked by running applications, and provides file-level quiescence.
Requires Microsoft Windows XP or later.
Media automation
[4 Eject media upon job completion

This option makes the job automatically eject tape from drives upon completion, so that tape
does not stay in the drive, which is a best practice.

4] Export current media set upon job completion Days...

This option makes the job automatically close and export the current media set on specific days.

Advanced job settings include compression, notification settings, automated ¥ Advanced
post-job activity and other settings. anc

< Previous Apply Finish Cancel

Real World Note: Enable to export current media set upon job completion. Otherwise, StarWind
Cloud VTL will not replicate to AWS.
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13.

Review the job settings and click Finish.

MNew File to Tape Job

Name

Files and Folders
Full Backup
Incremental Backup

Options

1. Summary
rL] You can copy the job settings below for the future reference.
J
Iml

Summary:

ame: Config Backup to Tape
Media pool for full backups: VTL Media Pool
Media pool for incremental backups: VTL Media Pool

Command line to start the job on backup server:

"C:\Program Files\Veeam\Backup and Replication\Backup\Veeam.Backup.Manager.exe" backup
7ceb1339-€578-45d8-ae5d-46¢cd87041cbf

[ Run the job when | click Finish

< Previous Next > Cancel
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That’s it! You finally made it! Congratulations
As the last thing, let’s look into the running job.

You can see that Veeam assigns our virtual tape library and loads the tape.

[® Config Backup to Tape (Active Full)

Job progress: 100% 12 of 12 objects
SUMMARY DATA STATUS
Duration: 0:00:26 Processed: 10.3 MB (100%) Success: 10
Processing rate: N/A Read: 10.3 MB Warnings: 0
Bottleneck: Source Transferred: 10.3 MB (1x) Errors: 0
THROUGHPUT (ALL TIME)
Speed: 527.5 KB/s
HOST STATUS ACTION DURATI...
&) SRVBKPO1.lan.driftarc... Success @ Queued for processing at 12.06.2017 18:15:45
@ Required backup infrastructure resources have been assigned
@ Drive 1 (Server: SRVBKPO1, Library: HP MSL G3 Series 1070, Drive ID: Tape0) loc...
& Loading tape SWE28001 from Slot 1 to Drive 1 (Server: SRVBKPO1, Library: HP...
@ Current tape is SWE28001
() New tape backup session started, encryption: disabled 0:00:01
@ Processing started at 12.06.2017 18:15:45
© Creating shadow copy for E: 0:00:01
© Backup completed successfully
& Removing shadow copy
© 2 directories and 10 files backed up
@ Busy: Source 48% > Proxy 16% > Network 3% > Target 0%
@ Primary bottleneck: Source
& Network traffic verification detected no corrupted blocks
@ Processing finished at 12.06.2017 18:15:57
Hide Details oK

If we look at the VTL folder in Windows Explorer, we can see the size has increased.
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& 5 | VTL-Veeam-AWS.swdsk.tapes

Home

€« >

A Quick access

W Desktop

¥ Downloads

%] Documents

| Pictures

‘e Local Disk (C:)
Starwind VTL

Share

View

> ThisPC > DATA(E) » VTL » VTL-Veeam-AWS > VTL-Veeam-AWS.swdsk.tapes

L

Name

[ ] swE28001.VTape
[] SWE28001.VTdat
[ SWE28001.VTidx
|_| SWE2802U.VTape
] SWE2802V.VTape
| ] swE28030.VTape
|| SWE2802H.VTape

Date modified Type

21T 10
2017 18:06

VTAPE File
VTDAT File

VTIDX File
VTAPE File
VTAPE File
VTAPE File
VTAPE File

Size

When we look at the task manager and select network performance, we can see some spikes. |

don’t have a lot of internet bandwidth, and my lab is connected through DLAN (powerline), so
again a loss of bandwidth.
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17) Task Manager
File Options View

Processes Performance Users Details Services

S: 10.3 Mbps R: 304 Kbps

CPU
- 9% 3.21 GHz Ethernet vmxnet3 Ethernet Adapter
O Throughput 500 Kbps
Memory .
3.4/8.0 GB (43%) I i - ﬂ" Kbps
O Ethernet .

60 seconds

E Send

£ 10.3 Mbps
Receive

304 Kbps

’ ) Fewer details @ Open Resource Monitor

Adapter name:

Connection type:

IPv4 address:
IPv6 address:

Ethernetd

Ethernet

192.168.1.183
fe80::bdde:1d4d:bf56:ad19%2

When we now finally look into our newly created Amazon S3 bucket, we can also see that there

is some traffic.
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* Amazon S3 > sw-vil-replication
OBjQCts
Q, Type a prefix and press Enter to search. Press ESC to clear
2 upioad [l + create folder | wore v | EU (Frankfurt) &
Viewing 1to 3
Name 7= Last modified 1 Size T= Storage class 1
D SWE28001 VTape Jun 12,2017 6:16:55PM  2.0KB Standard
[} SWE28001 . vTadat Jun 12, 2017 6:16:56 PM 223 MB Standard
[} sSwE28001.VTidx Jun 12, 2017 61716 PM 29 KB Standard
Viewing 110 3

With StarWind Cloud VTL for AWS and Veeam, you can leverage your backup data and airgap it
to the cloud. Cloud storages prices start from approximately 0.002 US $ per gigabyte. The more
data you backup to the cloud, the cheaper it gets. With solutions like the one in this chapter, you
can save money because you don’t have to invest it in real hardware, energy, and cooling.

| hope that this guide will help you with the installation and configuration of StarWind Cloud VTL
for AWS and Veeam.
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Chapter 11
Configure Azure Direct
Restore with Veeam 9.5

By: Karl Widmer (VMWare vEXPERT / Veeam Vanguard)

Leveraging Veeam Direct Restore to Azure can be a very beneficial feature for customers looking
to have a cloud-based DR Solution at a reduced cost. This Chapter will walk through the setting

required to configure this feature including the pre-requisite setup.
Requirements
e Veeam Backup & Replication 9.5
o Supported in Standard, Enterprise and Enterprise Plus
e Microsoft Azure Account
o Pay-as-you-go or any other subscription based account
e Azure Storage (blob or general storage)

e Azure Virtual Network

Note: | recommend that you organize your lab configuration into a single Resource Group in
Azure. This way you will have a very easy way to visualize what has been configured in the
Azure Portal.
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Setup your Azure Proxy VM

The first step in configuring Direct Restore to Azure is setting up a Proxy Virtual Machine (VM)

1. Open your Veeam Backup & Replication console.

2. Click on the Options button top left, then click “Manage Azure Accounts.”

ﬁ,’. Manage Passwords ‘
)

Manage Azure Accounts

3. Onthe Manage Micro
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4. Onthe Deployment Model Page, Select Azure Resource Manager (Recommended), and
click Next.

Deployment Model
Specffy the Azure deployment model to use for this appliance.

model for Microsoft Azure resources. Most newer
support thi model and eventually all existing resources will.
However, new resources added to Azure will support this model only.

O Cassic (deprecated)
This model is supported by most existing Microsoft Azure resources today. New resources added
mmwmmm'mm.sommmmummmmmmm

deployments or troubleshooting puposes.
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5. On the Subscription Page, specify your Azure account to access the Azure Ressource
Manager and click Next.

Subscription
Import your Azure Resource Manager subscriptions.

Deployment Model Specify account to access your Azure Resource Manager subscriptions

Linux support
[] Enable restore of Linux-based computers
You will need to provide the helper appliance settings on the next step of the wizard.

[ <Previous | [ Net> || Fosn | [ Cancel
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6. On the Summary Page, click Finish.

Summary
Initial configuration has been completed successfully. Click Finish to exit the wizard.

Deploymert Model
Subscription

Summary:
ﬁumdsﬂhpﬁmmdmwemmmmm.

Subscriptions:
Nutzungsbasierte
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7.

In the Veeam Console, click Backup Infrastructure, click Backup Proxies, and click Add

Azure Proxy.

BACKUP PROXY

EE‘EQX =h

Add Edit Disable Remove | Upgrade

Seal Renos ¥ Add Hyper-V Off-Host Backup Proxy...

Proxy - Pro:-o’.' Proxy Proxy Proxy
Manage Proxy Upgrade
BACKUP INFRASTRUCTURE Q Typeinan
8 ' '°°“°°_ 5% Add VMware Backup Proxy...
up Repositd =

& WAN Accelerat |[§5, Add Azure Proxy...
{2 Service Providers \

4 L SureBackup
& Application Groups
gb, Virtual Labs
4 (%3 Managed Servers
b fg’! VMwsare vSphere
[F= Microsoft Windows

E:'—_ BACKUP & REPLICATION

(33 BACKUP INFRASTRUCTURE
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8. Onthe Add Azure Proxy Name Page, Type in a name and click Next.

r=+ Wame
% Type in @ name and description. The specified name will be used as the Azure VM name and the computer name.

Name:

[AzureWestEurope|

Description:

Created by DRIFTAR\administrator at 08.12.2016 21:47.

< Previous ! | Next > H
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Note: No special characters allowed, and don’t exceed 15 characters.

9. Onthe Add Azure Proxy Credentials Page, define the credentials for the Azure Proxy and

click Next.
& Add Azure Proxy |
=1 Credentials

?l Specify local administrator account credentials to assign to the Azure VM.

r Specify a local administrator account to create on the Azure proxy VM. The account name
= |4, must be plain (without domain or machine name). The password must be at least 8 characters
" long and contain a mix of uppercase and lowercase characters, special symbols and digits.

Credentials: I‘:'\\ veeam (veeam, |ast edited: less than a day ago) vl l Add... |

Deployment Mode!

Manage sccounts

Subscription

VM Si All management and restore traffic to the Azure proxy will be encapsulated into the single port
Size specified below. The network traffic will also be encrypted. so no VPN to Azure is required.

Resource Group Traffic port: 6181 ;f
Network
Aoply

Summary

Note: You can create new and random credentials. These are used for the deployment of the
proxy on Azure.
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10. On the Add Azure Proxy Deployment Model Page, select Azure Resource Manager
Recommended), and click Next.

— Deployment Model
I% Specify the Microsoft Azure deployment model to use for this proxy VM.

® Azure Resource Manager (recommended)

This is the |atest and recommended deployment model for Microsoft Azure resources. Most newer
Azure resources already support this deployment model and eventually all existing resources will.
However, new resources added to Azure will support this model only.

O Classic (deprecated)
This model is supported by most existing Microsoft Azure resources today. New resources added
to Azure will not support this model. so using this model is not recommended other than for existing

deployments or troubleshooting purposes.
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11. On the Add Azure Proxy Subscriptions Page, Specify the subscription model which you
already use on Azure, choose the location and click Next.

Subscription
Specify the Azure subscription to use, and the data center region to create proxy VM in. Be sure to select the same region you
are planning to be restoring VMs to.

Subscription:
[m:uusbaueﬂe Bezahlung wemsowmmeab o -
Specify Azure subscription and data center region.

12. If you receive this error message, then it’s best to close the assistant and check the Azure
requirements.

Azure subscription Nutzungsbasierte Bezahlung .
in region West Europe does not have any associated storage accounts.
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Note: You'll need storage and networking on Azure.

13. On the Add Azure Proxy VM Size Page, choose the size of your VM and click Next.

— VM Size
I?és Specfy the storage account and disk type

Size:

| Basic_A2 (2 cores. 3.5 GB memory)

' Max disks: 4
E7 Memory:

———

Choose the storage account this Azure VM should be placed in.

Note: Depending on your specific need you can choose smaller or larger deployments.
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14. On the Add Azure Proxy Resource Group Page, Create a new Resource Group and click
Next.

Resource Group

=1 Specify the resource group to place the proxy VM into.
Specify the resource group that serves as a container to help you manage a collection of Azure
resources.

) Place VM into the existing resource group:

Name:
lamwesteuwe

DNS name label: |anmeste|.mpe

DNS name |abe! for RDP connections. To connect to the machine using Remote Desktop. use the
following address in the connection settings:

[ <Previous | [ Net> || o |[ Cancel |
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15. On the Add Azure Proxy Network Page, select the Virtual Network and Subnet and click
Next.

Specify the vitual network to connect proxy VM to.

Subnet:
[veeam.tm!
Choose an IP address range for the virtual network.

[ <Previous | [ Net> || o || Cancel
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16. On the Add Azure Proxy Apply Page, review the settings and click Finish.

— Apply
|=E Please wait while the required operations are being performed. This may take a few minutes...

Message

() Starting infrastructure item creation job
() Deploying Azure praxy VM

(») Deploying Veeam Installer service

< Previous I[ Next > || Finish H Cancel
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17. On the Add Azure Proxy Apply Page, review the changes and make sure everything

deployed successfully and then click Finish.

—— Apply
I% Please wait while the required operations are being performed. This may take a few minutes...

210

Message

(2 Deploying Azure proxy VM

() Deploying Veeam Installer service

) Connecting to Veeam Installer service

) Discovering installed packages

() Creating temporary folder

() Uploading package Veeam Transport msi

) Instaling package Veeam Transport msi

() Deleting temporary folder

) Registering client SRYMGMT for package Transport
(© Discovering installed packages

) All required packages have been successfully installed
) Creating database records for server

) Detecting server configuration

(2 Creating configuration database records for installed packages
() Creating database records for Azure proxy VM

) Stopping Azure proxy VM

) Azure proxy VM has been saved successfully

|(Pmiuu=|| Next >
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Summary
You can copy the configuration information below for future reference.

mmmmedumeuﬁly

aumsuuope
Account: veeam

Traffic port: 6181
Deployment model

Subscription: Mu'lgsbadarte Bezahlung (webmaster@kawi.ch)
Location: West Europe
VM size: Basic A2{20ﬂes 35GBme|mly}

< Previous H Next > H Finish H Cancel
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Restore a VM to Azure

212

1. Open your Veeam Backup & Replication console.

2. Click on the “Restore” button and choose “Restore to Microsoft Azure.”

Q.

=)

Failover
Plan

Failover Plans

N Typeinan object name to search for

Restore Options
What would you like to do?

g% Restore from backup

O Instant VM recovery

O Entire VM ncluding registration) © Planned failover

O Virtual disks O Faiback to production

O VMfiles (VMDK, VMX) O Guest files (Microsoft Windows)
O Guest files (Microsoft Windows) O Guest files (other 0S)

O Guest files (other 0S) O Application ttems

O Application tems

@ Restore to Microsoft Azure
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3. Onthe Restore to Azure Machine Page, click Add.

Machine
Select a machine to restore. If multiple restore points are available, you can click Point to pick the desired one.

Machine:
IQ Type in a machine name for instant lookup

Name Size Restore point

cPrewousH Next > H Finish Il Cancel
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4. On the Backups Browser Page, Search your backups for the VM, then click Add.

Select virtual machine:

Job name Last restore point

4 % ySphere Daly  25.11.2016 22:01:34
{5ISRVDC less than a day ago (22:...
(7ISRVMGMT  less than a day ago (2.
(7IWin10-Templ less than a day ago (22:...
acLo1 less than a day ago (22:...
[1IW2K12-Templ less than a day ago (22:...
(JISRVEXCH less than a day ago (2.

i+ Type in an object name to search for
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5. Back on the Restore to Azure Machine Page, make sure your VM is in the list and click
Next.

Machine
( ms Select a machine to restore. f multiple restore points are available, you can click Point to pick the desired one.

Machine:
IQ Type in a3 machine name for instart lookup

Name Size Restore point
GacLot 62.1GB less than a day ago (22:04 Donnerstag ...

< Previous ‘ | Next > | l Finish I | Cancel
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6. On the Restore to Azure Deployment Model Page, select Azure Resource Manager
Recommended), and click Next.

Deployment Model
( *!’, Specify the Microsoft Azure deployment model to use for VM(s).
==
Machine

(@) Azure Resource Manager (recommended)
This is the latest and recommended deployment mode! for Microsoft Azure resources. Most newer
Azure resources already support this deployment model and eventually all existing resources will.
However, new resources added to Azure will support this model only.

O Classic (deprecated)
This model is supported by most existing Microsoft Azure resources today. New resources added
to Azure will not support this model. so using this model is not recommended other than for existing

deployments or troubleshooting puposes.
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7. Onthe Restore to Azure Subscription Page, select your subscription, location, and Azure
Proxy VM, and click Next.

Subscription
( *5 Specify Azure subscription and data center region to restore to.

Subscription:
[Mmusbaaerle Bezahiung et -
Specify Azure subscription and data center region to restore to.

Location:
IWestEuupe
Choose the Azure data center region where the VMs should be restored to.

[¥] Use Azure proxy VM frecommended)
Proxy VM:
|auewesteuwe v|
Using a praxy VM running in target Azure data center significantly improves restore performance.

| <Previous || Net> || Fosn || Cancel |

8. Onthe Veeam Backup and Replication popup, click No. We don’t need the Linux
Appliance at this time.

Deploy the appliance now?

| Yes || No
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9. n the Restore to Azure VM Size Page, click Edit.

VM size
( *s Specify the storage account and disk type for the restored VM.

Azure VM Configuration:
Name VM size
£iJcLo Basic_AO (1 core, 768.0 MB mem...

10. On the Size Page, choose VM size and storage account and click OK.

Size:

| Basic_AD (1 core, 768.0 MB memory)
@ Cores: 1
&' Max disks: 1
o) Memory:

Storage account:
|vwanstorage1942
Choose the storage account a VM should be placed in.

| oK || Cancel
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Note: Depending on your need you’ll need probably some adjustment here.

11. On the Restore to Azure Resource Group Page, click on your VM and then click Name.
You can change the VM name if required. When done click Next.

Resource Group
* Specify the resource group to place the restored VM into.

Resource group:
Machine name

Ready to Restore
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12. On the Resource Group Page, Create a new Resource Group called restored_vms and
click OK.

CLO1 Resource Group -

Specify the resource group that serves as a container to help you
manage a collection of Azure resources.

(O Place VM into the existing resource group:

(® Create a new resource group:
Name:
restored_vms| l

OK || Cancel |

Note: Depending on your (already existing) Azure deployment it’s probably a good idea to have
things organized.
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13. On the Restore to Azure Network Page, specify the networking for your VM. Click on the
VM and then click Network.

Network
m Specify the virtual network to connect the restored VM to.

[ <Previous | [ Net> || Fosn || Cancel |
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14. On the Virtual Network page, choose your existing network and subnet on Azure and
click OK.

Virtual network :
|veeamnetwod<
Specify the virtual network to connect proxy VM to.

Subnet:
|veeams1.bnet
Choose an |P address range for the virttual network.

Reason
( *5 Type in the reason for peforming this restore operation. This information will be logged in the restore sessions history for later
E reference.

Restore reason:
Veeam Direct Restore to Azure - Test Drive|

[[] Do not show me this page again

[ <Previous || Net> || | [ Cancel
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16. On the Restore to Azure Ready to Restore Page, review the summary and click Finish.

Restore point: mmgdayagommnonwﬂaQBMszQ

size: Bnac_AO(‘l core, mﬂ:‘gmw)
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17. On the VM Restore Job Progress Page, review the progress of the job and click close.

Name: CLo1 Status: In progress (0%)
Restore type: Restore to Azure Start time: 08.12.2016 23:45:07

Inttiated by: DRIFTAR\administrator

Cancel restore task

Message

() Starting restore job

(%) Using Azure proxy azurewesteurope westeurope cloudapp.azure.com
€ Queued for processing at 08.12.2016 23:49:10

(¥) Processing cl01

@Wat‘ngfu’AnlepmxyVMto start

Duration

It will take a while to restore to any cloud service. The amount of time depends on the
network connectivity, size of VM, and amount of data. This VM used in the lab took
approximately 1.75 hours to complete.
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Name: CLo1 Status: Success

Restore type:  Restore to Azure Start time: 08.12.2016 23:49:07
Intiated by: ~ DRIFTAR\administrator Endtime: 09.12.2016 01:31:48
[ Statistics | Reason | Parameters | Log |

Message

() Starting restore job

) Using Azure proxy azurewesteurope. westeurope cloudapp.azure com
() Queued for processing at 08.12.2016 23:49:10

(2 Required backup infrastructure resources have been assigned

) Processing cl01

) Watting for Azure proxy VM to start

() Restoring CLO14iat vmdk (40,0 GB) : 13.3 GB restored at 2 MB/s
OPelfomiigmvemim

(2 Creating Azure VM

) Please wat for the first VM boot to complete, this may takes a long time
() Collecting restore logs

(£ Restore completed successfully
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Chapter 12
Configure 2 Factor
Authentication (2FA) for
Veeam with DUO

By: Rhys Hammond (VMWare vEXPERT / Veeam Vanguard)

Something that all Veeam administrators should consider is how secure the underlying servers
running your Veeam software really are. To help improve security, | always try and run through a
few recommendations with each Veeam administrator | work with,

e Inbound connectivity to backup servers from the Internet must not be allowed (3389
anyone?)

e Any accounts used for RDP access must not have Local Administrator privileges on jump
servers, and you must never use the saved credentials functionality for RDP access or any
other remote console connections.

e Ensure timely guest OS updates on backup infrastructure servers

An excellent resource for keeping up to date on Veeam security recommendations is here. | like
to check it out every 3-6 months to ensure I’m still making the right recommendations to my
customers.

One other thing | like to recommend in addition to the best practices above is enabling 2FA (Two-
Factor Authentication) for all logon sessions to underlying servers running Veeam components
such as the VBR server, proxies and especially repositories. With 2FA, even if an attacker illegally
acquires the correct username and password, the attacker is also required to gain access to the
device used to receive the 2FA verification code. Often this device is a mobile phone or a security
token which can easily be disabled if lost or stolen.
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While 2FA for Veeam consoles is presently not possible (it is a heavily requested feature though)
and even with 2FA for login sessions, there is still a risk that an attacker can access Veeam
infrastructure via a Veeam Console running from another machine. This is why off-site/offline
backups are so so critical in today’s world of ransomware. Leveraging Veeam Cloud Connect
Backup with its Insider Protection feature is a great way to efficiently protect against this kind of
risk.

This chapter will go into detail on how to quickly and easily and enable 2FA for RDP and local
logon sessions connecting to your Veeam server.

In this article, we’ll be leveraging Duo, a robust two-factor authentication provider that can be
added to not only our Veeam servers but also VPN, email, web portal, cloud services, and more.
After Duo has been successfully configured, any user approves a secondary authentication
request pushed to a Duo Mobile smartphone app. Users can also authenticate by answering a
phone call or by entering a one-time passcode generated by the Duo Mobile app, a compatible
hardware token, or received via SMS.

The great thing about Duo is that is free for the first 10 users which is sufficient for most small to
medium Veeam environments.

DuoFree

Duo MFA Duo Access -/  DuoBeyond
Free (10 users) (.5

$3 / User / Month $6 / User / Month o $9 / User / Month

The general overview of what need we need to complete are as follows;

Download the mobile app (via Apple App Store or Google Play) — Use the “push” feature to
authenticate into our admin account.

Protect an application — Choose your first application to protect to protect using the Duo Admin
Panel.

Enroll our first end user — Add a user and device manually, or consider other options, like self-
enrollment.
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Important Notes

Installing Duo Authentication for Windows Logon adds two-factor authentication to all
Windows login attempts, whether via a local console or over RDP unless you select the
“Only prompt for Duo authentication when logging in via RDP” option in the installer. If
two-factor is enabled for both RDP and console logons, it may be bypassed by restarting
Windows into Safe Mode (e.g., in case of a configuration error). If you wish to protect
local console logons with Duo, please see the FAQ for some guidance on securing your
Windows installation appropriately.

Duo Authentication for Windows Logon doesn’t support inline self-service enrollment.
We recommend using bulk enrollment to send your users unique self-enrollment links
via email. Read the enrollment documentation to learn more.

Additional configuration may be required to log in using a Microsoft attached account.
See Can | Use Duo with a Microsoft Account? For more information.

Windows users must have passwords to log in to the computer. Users with blank
passwords may not login after Duo Authentication installation.

Creating a DUO Account

1. To get started we first must create a Duo account at https://signup.duo.com/, during this
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home lab I've selected 2-10 employees.

Get Your Free Duo Account
Current customers can IJDQIRU{' now 1o try more features

- @ | ——

e cw gg— [ RS BN
[P — 2 - 10 employees v

! I'm an MSP, Reseller, or Partner

! By signing up | agree to the Terms and Privacy Policy

\/ I'm not a robot e
MCAPTCHA
Berveey - Tews

Create My Account

Fi ©Clogent M Etsy ghtler

Trusted by some of the smartest organizations in the world
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2. Atthe next step, we are prompted to create a password for the account that will be
registered using the email address provided in the earlier step.

g ' y

Step 1

1. Create a password

Email
Name
! |
Password
®
®

Passwords must be a minimum of twelve characters long

3. Next, the account registration process is going to display a QR code and prompt us to
activate Duo Mobile; this is done by installing an app on a mobile phone.

To install the app, we need to launch the app store and search for “Duo Mobile.”
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Alternatively, click on your respective marketplace below.

https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en

https://itunes.apple.com/au/app/duo-mobile/id422663827?mt=8

After the app has been installed and opened we are prompted to either “Get started” or
“Get my account back,” in this case, we want to select the first option which will then

231



Chapter 12 Configure 2 Factor Authentication (2FA) for Veeam with DUO

allows us to scan that QR code displaying on the Duo account creation page.

&

Step 2

1. Activate Duo Mobile

The Duo Admin Panel is secured with two-factor
authentication. You'll use your phone to confirm your
identity after you enter your username and password.

If you have an iPhone or Android device, the best way to
authenticate is with Duo Mobile. Don't have an iPhone or
Android device? Skip this step

1. Launch the app store on your phone and
search for "Duo Mobile." Install the app. @
Tap "OK" if asked about push notifications.

2. Open Duo Mobile and tap "Add Account.” Then tap
"Scan Barcode" and point your phone at this
barcode:

Don't have an iPhone or Android device? Skip this step

Continue
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4. Next, we need to provide a backup verification method. Duo recommend providing a
mobile phone, not an office landline.

Step 3

1. Set a Backup

We'll use this phone number as a backup verification
method.

Phone number

Tip: use your mobile phone, not an office landiine
International number? Add your country code.

For example: "+44 7981-897555"

5. At this stage, our Duo account requires authentication to verify our identity. We can
choose ‘Duo Push’ which will use the Duo Mobile app recently installed on our phone to
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complete authentication.
4 -

Setup complete. Click the "Duo Push" button to

complete authentication.

1. LogIn

2. Confirm Your Identity

We'll contact you at == nss mss =
v/ Y
Sending... Text Me Call Me
Passcode
’ Submit
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Configuring DUO

1. After completing authentication we are taken into the Duo Admin console, here we want
to expand ‘Applications’ on the left-hand navigation pane and click ‘Protect an
Application.’ In the search field, we type ‘Microsoft RDP’; we should see a single result
for Microsoft RDP. Click ‘Protect this Application’ to proceed.R

.|

Protect an Application

vath Duo two-factor authenticab

Choose an acplication below to get startod.

8 Microsoft ROP

2. The next screen that appears states that Duo has ‘Successfully added Microsoft RDP to
protected applications.” Here we want to take note of three important values; they are
as follows;

e Integration key
e Secret key

e APl Hostname
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’

We need these values when installing the ‘Duo Authentication for Windows Logon
application onto our Veeam server later on so don’t close this page yet.

Microsoft RDP 1

Details

Policy

Important Note: Before proceeding, if possible, take a snapshot of the Veeam server and ensure
the veeam configuration backup completed successfully recently. We’re about to enable 2FA on
the server, and by the very nature of how 2FA works, if it's misconfigured, you will be denied
when attempting to log into the server. 2FA may be bypassed by restarting Windows into Safe

Mode.
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Installing the DUO Client

1. To continue with deployment, we need to download the ‘Duo Authentication for
Windows Logon’ Installer Package which will be installed onto our Veeam server. To
download the installer click here: https://dl.duosecurity.com/duo-win-login-latest.exe
Once the first server is configured we can add more servers in the Duo console admin
page, | recommend adding 2FA for at least any windows backup repositories. Once we
have downloaded the installer package, we want to start the installation on the Veeam
server to enable 2FA authentication during logon.

45 Duo Authentication for Windows Logon x64 - InstallShield Wizard X

Welcome to the InstallShield Wizard for Duo

- - Authentication for Windows Logon x64

The Instalishicld{R) Wizard will install Duo Authentication for
Better SECUJ"i'tY, Windows Logon x64 on your computer, To continue, dick Mext,

not just more.

You will need vour integration key, secret key, and API
hostname from your Duo Admin Panel to complete the
installation,

Please refer to the Duo Windows Logon documentation for
more information,

WARNING: This program is protected by copyright law and
international treaties,

2. The first thing the installer requires us to enter is the APl hostname which can be found
in the Duo Admin Panel under Applications, configure or Select a Microsoft RDP
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application.

ﬂ Duo Authentication for Windows Logon x64 - InstallShield Wizard

Duo Connectivity Check

X

= £
Please enter the hostname for your integration to verify connectivity [P =4

API Hostname:

= .

This hostname can be found in the Duo Admin Panel under Applications, configure or
select a Microsoft RDP application.

InstaliShield

| <Bak [ Next> || concel

3. Next, we provide the integration key and secret key.

ﬁ Duo Authentication for Windows Logon x64 - InstallShield Wizard

Duo Security Account Details

T ) s,
Please enter the keys provided by Duo Security = =

X

Integration Key:
[ . SR

SeaetKey:
I-ImI-nH i %ol nll owem w”§

These keys can be found in the Duo Admin Panel under Applications, configure or select
a Microsoft RDP application.

Please refer to the Duo Windows Logon documentation for more information.
InstaliShield

1
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4. After providing the integration and secret key, we are prompted to confirm a few
options. | just left these on defaults.

ﬁ Duo Authentication for Windows Logon x84 - InstallShield Wizard x
Duo integration options ‘ A
Configure the integration below -'I '

Bypass Duo authentication when offline (FailOpen)
Enable this option to allow user logon without completing two-factor
authentication if the Duo Security doud service is unreachable.

Use auto push to authenticate if available
Automatically send & Duo Push or phone call suthentication request after
primary credential validation.

[] only prompt for Duc authentication when logging in via RDP
Leave this option unchecked to require Duo two-factor authentication for

local logon and ROP sessions. If enabled, local logons do not require 2FA
approval.

[[] Enable Smart card support
Select this option to permit use of the Windows smart card login
provider as an alternative to Duo authentication.

Please refer ta the Duo Windows Logon documentstion for more information.
TnztaliShield -

=

5. Click install; this should only take a few minutes.

ﬁ Duc Authentication for Windows Logon x84 - InstallShield Wi... - >
Installing Duo Authentication for Windows Logon x64 ‘ ‘
The program features you selected are being installed. 'll'

d Please wait while the InstallShield Wizard installs Duo Authentication for
Windows Logon x64. This may take several minutes.

Status:

Generating native images...

Instalishield —

< Badk Mextz Cancel

6. Once installed, the next time someone RDPs into the VBR server they will be prompted
to authenticate via Duo, be mindful that until the user’s account has been configured in
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Duo, they will see this error message though.

Other user

The username you have entered is not enrolled with Duo Security. Please contact your system administrator.
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Adding DUO Users

1. To add our first user to Duo, we first need to either manually enroll or use bulk

enrollment. Since | don’t have an Active Directory in my home lab, I'll be using the
manual method.

2. From the Duo Admin Console, on the left-hand navigation pane, we click ‘Add User.

Total Users Not Enrolied Inactive Users User Bypass Locked Out

-'.- = =
_J - £

Dashboard e

Add User

Adding Usars
Most appiication

L ——

Note: The username must match our Windows logon name otherwise the user will fail to login.

In my case, my local administrator account has been renamed to ‘veeam_admin,” so this is the
username I'll need to enter.
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3. Inthe next step, we need to specify an email address for our user. We can also specify a

username alias and whether 2FA is active, bypassed, or access is disabled altogether.
veeam_admin i1 SRRIETONIMITEING | R met

Roal Name

Require lwo-factor authentication (defaull)

4. The email address specified during user creation will be sent an enrollment email from
Duo, a unique link will be in the email which is used to start enroliment for the device
that the user wishes to utilize for 2FA, this could be a phone, tablet, or another
supported device. Clicking on the link in the email starts the device registration process.
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In my case, | was registering my mobile phone as the device.

mya . -
3 —7 What type of device are you adding?

What s this? CF

" : @ Moblle phone rEcoMVENDED
leed felp?

Tablet (iPad, Nexus 7, etc.)
Powered by Duo Security Landil
A ne

U2F

5. We enter our user's mobile phone number.

=|Ie Enter your phone number

Need help? Australia v

Powered by Duo Security = 7

+61 LIS v
ex: IZ] 12345678

You entered il BS& B |s this the correct number?

m
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6. We confirm the type of phone being used. In my case, an Android.

What type of phone is +61 & %5 1 o® “awr?

IPhone

® Androld

Powered by Duo Security

Windows Phone

Other (and cell phones)

7. Duo wants us to install the Duo Mobile for Android app, in my case | already had it
Installed.

— — Install Duo Mobile for Android

Whatis this? [T

Nead help?

1. Launch the Google Play Store app
and search for "Duc Mobile™.
2 Tap "Install” to install the app:

Powered by Do Security

g
e |
| have Duo Mobile installed
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8. Another QR code is displayed, at this stage, we only open the Duo Mobile app from our
user's phone, click the + symbol in the top right and register via the QR code.

=UF
L4 w
What is this? (¥

Activate Duo Maobile for Android

1. Open Duo Mobile.
2 Tap the "+" button.
3. Scan this barcode.

Need help?

Powered by Duo Security

Or,_have an activation link emailed to

-'I- My Settings & Devices
= =

What is this? §

Need help? ’ * Android JUST ADDED

Powered by Duo Security

Default Device: Android +& @ =i

Whenllogin: | Ask me to choose an authentication method v

m Finish Enroliment
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9. Congratulations, we have just enrolled our first user and their 2FA device.

*  Enrdllment Successfull

Way to go! You can now authenticate to any
Duo-protected servige.

4 »

10. Congratulations, we have now configured 2FA for any logons to our Veeam server.

© Duo Security

Choose an authentication method

Duo Push Send Me & Push

Powerad by Duo Securnity

Call Me

Enter a Passcode

Pushed a login request to your device.
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Chapter 13

The Secret Life of VBM Files

By: Rhys Hammond (VMWare vEXPERT / Veeam Vanguard)

What do VMB files do?

VBM files are an XML dump of relevant backup metadata about the relevant backup job from the
Veeam DB. A VBM file will be created for each backup and backup copy job.

1 Name Date modified Type Size
iz Backup Job 018045-1.vbm 15 KB
i Backup Job 018045-12017-08-09T121659.vbk 71218 PM  Veeam Backup & ... 31,100 KB

Why do we create VMBs?

Before VBM files, Veeam would read metadata information from the backup files themselves. As
Veeam was deployed into larger and larger environments it soon became apparent that this
method of reading metadata information was too 1/0 intensive and needed to be improved, so
the VBM file was born.

When are VMB files Created?
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VBM files are generated multiple times during a backup job run. The exact number depends on a
few things such as the number of VMs in a job, how many concurrent tasks are running, whether
a transform operation is performed during a given run, etc. Regarding the very first VBM file that
is generated, Veeam collects all pertinent backup-related metadata for the running job from the
Veeam DB which is then processed and stored in the Veeam.Backup.Manager process memory,
this is otherwise known as a ‘Full’ read of the relevant backup metadata from the DB. This can be
quite 1/0 expensive so all subsequent VBM file generations will use incremental ‘Reads’ of
backup metadata from the Veeam DB to improve performance. This metadata information
stored in the Veeam.Backup.Manager process memory is then written to a resulting VBM file on
disk. One important thing to note is that while subsequent reads from the Veeam DB will be
incremental, the VBM file creation operation is always full, meaning Veeam will always overwrite
VBM file in its entirety.

Veeam has quite a bit of intelligence built around optimizing this VBM file generation process,
for example, Veeam schedules multiple VBM generations to be merged into one VBM if multiple
generation requests coincide in time, this results in less overhead and improved VBM file
creation performance.

Where are VBM files stored?

For simple repositories, there will be a single VBM per job located alongside the backup files. If
you are using scale-out repositories, you will see a VBM for each job on every extent that the
backup job has files residing on.

What is inside of a VBM file?

It’s a text-based file which you can open with a text editor and have a look inside. It contains a
big description of everything that is in the backup, so all the VMs that are in the backup, all the
restore points, application-specific data if you are doing application-aware processing, specific
disk drives of the VMs, etc.
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kBackupMeta Version="4" MetaSchemaVersion="2"
CreationTimeUte="08/09/2017 02:18:01">

<Backup Id="0853d842-1999-42e2-8d5b-1b750589%b588"
JobId="c9%a262ff-8d5d-4149-9499-fb3bclcO52cT"™ JobName="Backup Jcb
018045-1" JobType="4000" ScurceType="3" TargetType="0"
JobTargetHostId="6745a759-2205-4cd2-b172-8ecBf7e60ef8"
JobTargetHostProtocol="0" RepositoryId="4fdalla®-a3b6-498b-aedd-
d74b57d05513" DirPath="D:\VeeamBackup\Backup Job 018045-1"
MetaFileName="Backup Job 018045-1.vbm" MetaVersion="3"
MetaUpdateTime="08/02/2017 12:18:00" BackupPlatform="6&"
CreationTime="08/09/2017 12:16:58" EncryptionState="0" />

<BackupMetaInfo>
<Hosts>
<Host Id="6745a759-2205-4cd2-b172-8ecB8f7c60efB" Moref=""
Name="This server" Type="3" Options="" HostInstanceId="ad4ce5334-
bébc-afb3-1342-f66cdébalZ2ab™ HostUniqueld="" />
</Hosts>
<Storages>

When do we use VBM files?

The VBM file is used when something is wrong with the Veeam DB, so, for example, you create a
new VBR, and we want to import the backup file. The VBM file is also critical for scale-out
repositories because it tracks which files living on the extent belong to which backup.

What happens if | don’t have a VBM file?

While VBM files are not necessary to import or restore a backup, they will notably improve the
backup import process. If you are trying to map existing backups files you will need to recreate:
the VBM file though, that process is described here; https://rhyshammond.com/creating-vbm-

from-scratch/
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Chapter 14

Efficient Veeam NetApp
Backups from Storage
Snapshots

By: Markus Kraus (VMWare vEXPERT / Veeam Vanguard)

As a part of a larger Veeam project, | was looking for the most efficient Veeam setup with

minimal impact to the whole virtualization and storage environment during the backup window.

The primary requirement was to deliver constant performance at any time. My tests quickly
turned out, that the Veeam NetApp Backup from Storage Snapshots is the best transport mode
to reach this goal.

What means efficient in this context:
e  Minimal impact to the production environment

e Additional costs should be avoided

Main parameters of the infrastructure
e VMware vSphere 6.5

o NFS Datastores

NetApp ONTAP 9

Veeam Backup & Replication 9.5

Isolated NFS network (no routing, etc.)
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Storage Design for NetApp Backup from Storage Snapshots

The awesome whitepaper NetApp and Veeam Backup & Replication 9.5: Configuration Guide and
Best Practices from Stefan Renner shows a lot of concepts of efficient NetApp backups with
Veeam. The premium solution is the NetApp integration of SnapMirror / SnapVault with backup
from the secondary site. With this method only minimal impact on the components on the
production site takes place. However, on the other side, this concept generates additional costs
because of the additional array and the data duplication. Unfortunately, that is the reason why
my design has to do without NetApp SnapMirror or NetApp SnapVault.

[T

il

i
==

/ Bl ‘
Badp ] LAN

In addition to the base networks, LAN and NFS is a new network for the backup traffic needed
within this design. The new backup network connects the Veeam backup proxy with an
additional NetApp SVM network interface to transfer the data via Direct Storage Access.

The design only makes sense when dedicated interfaces are used for the Backup, NFS and LAN
networks. The SVM which exports the VMware Datastores needs minimum two networks,
Backup and NFS. The management network (LAN) is optional.
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Storage Snapshot procedure
1. Veeam creates a VMware VM Snapshot, if necessary
2. Veeam creates NetApp Volume Snapshot
3. Veeam deletes VMware VM Snapshot, if necessary
4. NetApp creates a Read-Only export of the NetApp Volume Snapshot
5. Veeam Proxy reads Snapshot data with the integrated NFS Client
6. Veeam deletes NetApp Volume Snapshot

As you can see in the procedure is one of the main benefits of this concept that the VM
snapshots are only a short period open compared to the Hot Add or network transfer mode. The
result is a way quicker consolidation of the VM snapshot and a reduced impact to the VM itself.
In combination with the backup traffic transfer over the dedicated NetApp interface is the
impact to the production environment minimized.

Disadvantages of the concept:
e Restore will be processed via network transport mode

e If a VM Snapshot exists before the Veeam Backup starts the network transport mode will
also be used

It is possible to enhance the concept with an additional Proxy for virtual appliance transport
mode; this proxy will be used if VM Snapshot exists. If the additional backup proxy will be placed
in the backup network the traffic through the firewall will be dramatically reduced.
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Fallback Proxy

NFS 0

(
Ji
= \( LAN 0

.=- Direct NFS Proxy

( Backup

Even with the additional Hot Add Proxy, the restore process will use network transport mode.
The only way (at the moment) to prevent Veeam from falling back from Direct NFS Restore to
Network Transport Mode is access to the NFS Network with the Direct NFS Proxy.

Storage Snapshot Configuration

For the setup of this backup method, we need to take a look at three components, the NetApp
SVM configuration, the Veeam setup and the vSphere infrastructure.

NetApp SVM configuration
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To serve NFS Datastores to ESXi hosts from a NetApp SVM only one interface in the NFS network
is necessary. However, for this concept one additional interface for the backup traffic must be
added.

Network
Subnets | MNetwork Interfaces | Etherner Ports | Broadcast Domains | FCO/FCoE Adapters | IPspaces
T  Interface Name T Storage Virual Machine (SV... T IP Address/WWPN ¥ Current Port T IsHomePort ¥ Data Protocol Access T

@ wm nfs_backup SVM-esXi 192.168.4.104 netapp.01:e0b Yes nfs

svm-esxi 10.100.1C.100 netapp-01:e0d Yes nfs

In my test environment, the interface SVM-nfs_data represents the NFS Network and SVM-
nfs_backup the backup network. As mentioned earlier, both interfaces use different Ethernet
ports as backing.

To serve NFS traffic to the ESXi hosts and the backup proxy both networks need to be added to
the export policy.

dic ¥ Delese & Move Dow
Rule Index T Client T Access Protocols T Read-Only Rule T Read/Write Rule T
1 192.166.4.102 NFS Any Never

10:100.10.101 NES Any Any

Veeam Setup

1. The first step to enable the Storage Integration is adding the NetApp cluster to the
Veeam Backup & Replication server (in my test lab the version 9.5 Update 3 is used). At
this point, only the management traffic between Veeam Backup & Replication server and
NetApp cluster IP happens. The Direct NFS Proxy will be used in further steps like the
scan of the NetApp Volumes.
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Name

Credentials

Access Options

Summary

e Register MetApp storage by specifying DNS name or IP address.

Management server DNS name or IP address:

192.168.3.103 || Browse
Description:
Lab MetApp Clusted
< Preyious | Nﬂdih | | Finish | | Cancel
Ny

Credentials

Access Options

Summary

Type in storage administrator credentials.

[ & Select credentials with Local inis privileges on the server you are adding.

Credentials: admin (Created by Powershell at 23062017

Manage accounts

pooct

Port: (443

<Previous | [ Nesty |[ Finish | [ Concel

2. lItisalso possible to use the default option “Create required NFS export rules
automatically.” | removed this options to do some further tests with modified export
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- Access Options
-_ Specify how this storage can be accessed by Veeam.
==
Name Protocol to use:
[ Fibre Channel (FC)
Credentials

[ iscst

(ST~ s

<) y [[] Create required NFS export rules automatically

Volumes to scan;

‘Rescan all volumes except selected ‘ | Choose.. ‘

Backup prowies to use:
‘Veeam—ﬂz.hh.loml ‘ | Choose... ‘

< Previous

\ M%J\ Finsh | | Cancel
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3. Excluding all NetApp SVM root volumes will speed up the scan process in larger
environments a little bit.
Choose Volumes -

Choose storage volumes which should be scanned periodically to detect
and catalog newly added VMs. Limiting the amount of volumes to scan
reduces storage load.

() Automatic detection (all VMFS velumes found with the initial scan)

®) All volumes except:

MName Add...

swmesxi_root

Only these volumes:

MName

OK | | Cancel

4. Especially the existing NetApp licenses are very interesting; the available licenses have
influenced the possible restore options on the NetApp side. You can find the procedure
on page 11 (Restore: NFS Protocol, (ONTAP)) in the whitepaper NetApp and Veeam
Backup & Replication 9.5: Configuration Guide and Best Practices from Stefan Renner.

5. With the Veeam PowerShell Snapln we can gather some more details about the
managed NetApp Cluster:

PS C:\> (Get-NetAppHost) .NAoptions
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ConnectionOptions

Veeam.Backup.SanPlugin.NetApp. CDomNaHostConnectlonOptlons

DomContainer

Veeam.Backup.Common .CDomContainer

HostType

IsMetroClusterEnabled

MetroClusterPartner

IsMetroClusterAlive

IsHAPairEnabled

VolumesRescanMode

SelectedSanProtocols

CreateNfsExportRulesAutomatically

IsRescanProxyAutoSelect

HAPairPartner

IsNeedToShowRetentionForSnapMirror

License

Iscsi, Nfs, SnapVaultPrimary,

IsVFilerLicensed
IsFlexClonelicensed
IsSnapRestorelLicensed
IsFcpLicensed

IsIscsilicensed

NaCluster

False

False

False
ExceptExcluded
NF'S

False

False

False

FlexClone, SnapRestore,

SnapVaultSecondary,

SnapMirror
False

True

True

True

True

Fcp,

Technet24


https://technet24.ir

Chapter 14 Efficient Veeam NetApp Backups from Storage Snapshots

IsNfsLicensed
IsSnapVaultPrimary
IsSnapVaultSecondary
IsSnapMirror

IsHAPairLicensed

True

True

True

True

False

6. The next component to configure is the Direct NFS Proxy. This proxy type has unlike the
Hot Add proxy no dependency to the vSphere VM that needs to be backed up. This proxy
type can even be a physical server or can run in a different vCenter.

Server

which are not proxies already.

Edit VMware Proxy

Choose server for new backup proxy. You can only select bebween Microsoft Windows servers added to the managed servers

Server Choose server:
Veeam-02.lab.local
Traffic Rules
Proxy description:
Summary

Created by Veeam-01\Administrator at 04.01.2018 08:04.

Transport mode:

‘ Direct storage access

|| Choose.., |

Connected datastores:

‘Mamua\ selection

|| Choose... |

Max concurrent tasks:
2 =

“

| Nat>Q§J| Finish | [ Cancel

7. Within this design, the configuration of a Preferred Backup Network is an optional step.
It is only necessary when the NetApp SVM can be accessed via different networks or

proxies.
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Edit VMware Proxy 2
Traffic Rules
é Global Network Traffic Rules 23
Network traffic rules:
Ser ‘
Sourg — - - -‘ Add
T Preferred Networks
Su D e Filowsing it T Backig and wplicatiosshatic
Network Address Subnet Mask CIDR Notation Add...
192,1684.0 255.255.255.0 192.168.4.0/24
Metworks...
Usef
I re running a
larg
=
—
<Previous | [ Apply | [ Finish | [ Concel |

8. The final setup uses these backup proxies, one for Direct Storage Access and one fiir Hot

Add:

PS C:\> (Get-VBRViProxy —-Name Veeam-02.lab.local) .Options

TransportMode
FailoverToNetwork
UseSsl
IsAutovddkMode
IsAutoDetectDisks

MaxTasksCount

260

San

True

False

True
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IsAutoDetectAffinityRepositories

True

PS C:\> (Get-VBRViProxy —-Name Veeam-03.lab.local) .Options

TransportMode
FailoverToNetwork
UseSsl
IsAutovddkMode
IsAutoDetectDisks
MaxTasksCount

IsAutoDetectAffinityRepositories

HotAdd

True

False

True

True

True
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9. The last step is enabling “Primary Storage integration” in all backup jobs (it’s the default

Advanced Settings -

| Backup I Maintenance | Storage I Natifications | vSphers | Integration IEnpt_sl_

Primary storage integration

Enable backup from storage snapshots
Use storage snapshots (instead of VM snapshots) as the data source for this
job. Using storage snapshots reduces impact en the production envirenment
from VM snapshot commit.

10 =

[ Lirnit processed VM count per storage snapshot to =
By default, the job will process all included VMs located on the same
datastore from a single storage snapshot.

[] Failover to standard backup

Perform standard backup from VM snapshot if backup from storage
snapshot fails.

Failover to primary storage snapshot

Use primary storage snapshots as the data source if backup frem
secondary storage snapshot fails.

Save As Default | oK l}J| Cancel

option)

Is this option in one or more jobs not enabled but the Veeam and NetApp setup allow Veeam
NetApp Backup from Storage Snapshots a Direct NFS Backup without Storage Snapshot will be

done (thanks for the clarification Niels Engelen!).

Task log without Storage Integration:

Using backup proxy Veeam-02.lab.local for disk Festplatte 1

[nfs]

Task log with Storage Integration:
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Using backup proxy Veeam-02.lab.local for retrieving Festplatte 1
data from a storage snapshot

VSphere Infrastructure

My test lab only has minimalistic vSphere Setup. However, even in a production setup, no
additional configuration is necessary to leverage Veeam NetApp Backup from Storage Snapshots.

[ esxi-O1lab.local AKTIONEN v

Ubersicht Uberwachen Konfigurieren Berechtigungen VMs Ressourcenpools Datenspeicher Netzwerke
MName ¥ Status >  Typ ~  Gerdt “  Datenspe.. ~ Kapazitit *  Frei w
r| esx-01_local " MNormal VMFS 6 mpxvmhba0:Co:T1:LOA 3975 GB 3517 GB
=] vol_vmware_01 v Normal MNFS 3 10.100.10.100:/vol _vmware_O01 675 GE 65,88 GB

Note: For more details about a proper VMware NFS setup with NetApp, please refer to the
NetApp TR- 4597 VMware vSphere with ONTAP: https://www.netapp.com/us/media/tr-
4597.pdf
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Chapter 15
Sizing your Backup Storage
and Saving Money

By: Eugene Kashperovetskyi (VMWare vEXPERT / Veeam Vanguard)

My parents made sure the phrase “planning is the key to success” became the mantra of my
childhood. Moreover, for a good reason too. Whether it was a hiking weekend, fishing trip or an
exotic vacation, planning was essential to the pleasant memories | took from these adventures
directly because a lack thereof very well could’ve led to disastrous results.

As it turns out, it’'s now a mantra | apply every day toward sizing cloud environments.

When working with clients, a topic we frequently discuss is the current state of their
environment and its anticipated growth over a period. More often than not, this is a
“guesstimate” science due to the complexity of most setups and the lack of statistical data for
greenfield deployments. These facts lead some IT professionals to manage their environments
via the “learn and adjust on the fly” approach. While that may work in some scenarios, it’s hardly
a reliable method for managing critical business assets. Having a ballpark idea of future state
requirements goes a long way.

The same principle applies to backup and disaster recovery strategy. For just a small time
investment, proper planning can save you thousands of dollars.

Covered in six steps below, the goal of this exercise is to help you understand two things: 1) the
process for making sure your backup jobs will work given specific retention requirements,
recovery targets, and backup windows; and 2) the method for getting just enough space for your
current needs while simultaneously creating a roadmap with expansion milestones.

(If you want to skip all the details and access a very helpful sizing calculator, jump down to step
fourl)
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Step One — Assess the Job Setup and Key Requirements

Let’s assume we have five critical workloads that need to be backed up. They each require high
availability and a long-term retention policy:

e VM1 - Active Directory
e VM2 -SQL server
o VM3 - App server
e VMA4-5-Web frontend

First off, we need to make a note of our RPO/RTO and data retention policy. We can’t arrive at
an accurate sizing estimate without them.

In this case, all VMs require the same RPO/RTO, as they belong to the same application group:
e RPO -6 hours
e RTO-24 hours

The retention policy is as follows:

Last 7 days of backups

Monthly backup job copies

Next, we need to gather some key info regarding the VMs, data and backup windows.
—Operating System — All Guest OS’s are Microsoft Windows 2012 R2

—Change Rate — All data on the VMs, except Active Directory Domain controller, have a change
rate of 5%

—Source Data Size — The total size of our VMs is 800GB:
e VM1-100GB

e VM2-250GB
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e VM3-5-150GB

—Backup Windows — The idle/non-busy time periods deemed suitable for backups are
established as such: Central Time Zone: 7-9 a.m., 1-2 p.m., 5-6 p.m., and 1-2 a.m.

—Read/Write — The storage can handle up to 300MB/s reads and 300MB/s writes at a given time

—Uplinks — The environment is configured to use 2 x 1Gbps uplinks to the Backup server, no
LACP — 1Gbps maximum at a time

Step Two — Make sure the backup Windows Align with RPO/RTO

Now we have to review the above information to ensure there aren’t any potential conflicts with
our requirements.

In this scenario, the backup windows conflict with the 6-hour RPO. The time between 5 p.m.to 1
a.m. is spaced by eight hours, which causes the violation. On the other hand, 1-5 p.m. is spaced
by four hours and is not considered a violation, since the RPO is met (the oldest restore point is
no older than 6 hours).

To mitigate the risk of an RPO policy violation, we decide to re-arrange the non-busy periods and
adjust application-level tasks to allow for a backup schedule within the following windows: 7-9
a.m., 1-2 p.m., 7-9 p.m., and 1-2 a.m. This may require a meeting or two to sort out, but that’s
why we’re planning!

To ensure the 24-hour RTO is achievable, simply:
1. Take the total size of the initial, Day 1 data set: 800GB1

2. Determine how long the backup will take based on the storage read/write speed:
300MB/s read and 300MB/s write
Because our storage also handles production VMs, let’s estimate that only 50% of the
top capabilities will be available for backup/restore purposes (150MB/s).
3. Initial Backup time: 800GB / 150MBps = 1.5 hours
Plenty of time to spare!
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Step Three — Make Sure the network can handle the Backup Jobs

We also want to make sure our network equipment can tolerate the extra load.

Out of two available 1Gbps uplinks, only half the overall capacity (1Gbps) can be allotted for
backup purposes. Meaning, the initial backup will take an estimated two hours. We'll use this
value for all further calculations on timing over 1.5 hours at the storage level.

One last thing before getting to the sizing: Before we can calculate the total storage
requirements, we have to make sure our 1-hour windows, occurring four times daily, are
sufficient for copying incremental backups, based on the rate of change.

—Every incremental backup is expected to contain up to 5% changed data, which means we need
to copy 40GB every six hours. Based on our 150MBps benchmark, this will take approximately
15-20 min.

All good!

Step Four — Calculate Total Backup Storage Requirements

How much space do we need to store the backup data? As with everything in IT, that depends on
the type of data and the configuration chosen for the backups.

In our scenario, two types of jobs will run the Backup Job (our last seven days of backups) and
the Backup Job Copy (our monthly backup copies).

To make our calculations, we’ll use this handy calculator developed by one of Veeam’s talented
team members:

http://rps.dewin.me/

Calculating Storage for the Backup Job
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The default backup job type in Veeam v9 is Forever Forward Incremental, in which no Synthetic
Full backups are created. This type of job allows for substantial space savings, allowing us to
avoid the need for longer backup windows and restore times.

Using the info from our assessment, fill out the calculator fields as follows:

The Restore Point Simulator

Current version : 0.3.2

Feedback via @tdewin or on GitHub

RPS heavily relies on some opensource javascript frameworks

Quick Presets

Forever Incremental

Manual Run

Configuration

Style

Used Size GB

Retention Points
Change Rate

Data left after reduction
Interval

Time Growth Simulation

This input will deliver the following retention interval schedule, with a total storage size of
1,360GB. This includes 420GB workspace.
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Incremental
800

28

5% Optimistic

50% (100GB > S0GB) Conservative

Every 6 Hours
1 Year

10%
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Result

Retention
28
27
26
25
24
23
22
21
20
19
18
17
16
15
14
13
12
11

-
(=]

=N WA N 0w

+ .
+
+
(N |
+ .
+
+
+
+ .
+

+ .
+ N
+
+ N
.
+
+

+
+ .
+ N
+
+
+ .
+ .
+

File

full.vbk
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib
incremental.vib

Work Space

Size
400 GB
20 GB

940 GB
+420 GB

1360 GB

Modify Date

2016-04-20 We 22
2016-04-21 Th 04
2016-04-21 Th 10
2016-04-21 Th 16
2016-04-21 Th 22
2016-04-22 Fr 04
2016-04-22 Fr 10
2016-04-22 Fr 16
2016-04-22 Fr 22
2016-04-23 5a 04
2016-04-23 Sa 10
2016-04-23 Sa 16
2016-04-23 Sa 22
2016-04-24 Su 04
2016-04-24 Su 10
2016-04-24 Su 16
2016-04-24 Su 22
2016-04-25 Mo 04
2016-04-25 Mo 10
2016-04-25 Mo 16
2016-04-25 Mo 22
2016-04-26 Tu 04
2016-04-26 Tu 10
2016-04-26 Tu 16
2016-04-26 Tu 22
2016-04-27 We 04
2016-04-27 We 10
2016-04-27 We 16

Point Date
2016-04-20 We 22
2016-04-21 Th 04
2016-04-21 Th 10
2016-04-21 Th 16
2016-04-21 Th 22
2016-04-22 Fr 04
2016-04-22 Fr 10
2016-04-22 Fr 16
2016-04-22 Fr 22
2016-04-23 Sa 04
2016-04-23 Sa 10
2016-04-23 Sa 16
2016-04-23 Sa 22
2016-04-24 Su 04
2016-04-24 Su 10
2016-04-24 Su 16
2016-04-24 Su 22
2016-04-25 Mo 04
2016-04-25 Mo 10
2016-04-25 Mo 16
2016-04-25 Mo 22
2016-04-26 Tu 04
2016-04-26 Tu 10
2016-04-26 Tu 16
2016-04-26 Tu 22
2016-04-27 We 04
2016-04-27 We 10
2016-04-27 We 16

The dates and times on the right represent the 6-hour intervals over the 7-day retention span.
While knowing those dates and times aren’t as critical for short-term backup retention policy,
the impact it has over the long term is enormous, as we’ll see in our provisioning plan.

Calculating Storage for the Backup Copy Job

For the monthly Backup Copy Jobs, use these inputs.
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Quick Presets

‘Backup Copy Job v
) Manual Run

Simulate

Configuration

Style

Used Size GB

Retention Points

Change Rate

Data left after reduction
Interval

Time Growth Simulation L/

Backup Copy Job Specific

Weekly |0
Monthly [12
Quarterly |0
Yearly |0

That will produce the following:

Result

Retention File

-1 0W 12M 0Q OY I full.vbk
-1 OW 11M 0Q OY P full.vbk
-1 OW 10M 0Q OY - ___| full.vbk
-1 OW 9M 0Q OY rEmssm—— full.vbk
-1 OW 8M 0Q 0OY s | full.vbk
-1 OW 7M 0Q OY I full.vbk
-1 OW 6M 0Q 0Y s | full.vbk
-1 OW 5M 0Q 0Y P full.vbk
-1 0W 4M 0Q oY E—— full.vbk
-1 OW 3M 0Q 0OY | full.vbk
-1 OW 2M 0Q 0Y I full.vbk
-1 OW 1M 0Q 0Y S full.vbk
1(1) |E—] full.vbk

Work Space
270

_:Backup Copy Job

800 |
o
5% Optimistic v
50% (100GB > 50GB) Conservative »
'_Daiis{_ b
1 Year v|[10% ]
Size Modify Date Point Date
400 GB 2016-05-01 Su 22  2016-05-01 Su 22
400 GB 2016-06-05 Su 22 2016-06-05 Su 22
400 GB 2016-07-03 Su 22 2016-07-03 Su 22
400 GB 2016-08-07 Su 22  2016-08-07 Su 22
400 GB 2016-09-04 Su 22 2016-09-04 Su 22
400 GB 2016-10-02 Su 22  2016-10-02 Su 22
400 GB 2016-11-06 Su 22 2016-11-06 Su 22
400 GB 2016-12-04 Su 22  2016-12-04 Su 22
400 GB 2017-01-01 Su 22  2017-01-01 Su 22
400 GB 2017-02-05 Su 22 2017-02-05 Su 22
400 GB 2017-03-05 Su 22 2017-03-05 Su 22
400 GB 2017-04-02 Su 22 2017-04-02 Su 22
400 GB 2017-04-03 Mo 22  2017-04-02 Su 22
5200 GB
+420 GB
5620 GB
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We now know the total space needed to store all of the data given the requirements: 5,620GB +
1,360GB = ~7TB.

Step Five — Map your Provisioning Plan

Since the total space can be estimated before we even begin the first job, why not provision the
7TB and call it a day? Simple: Because that would cost us some serious money.

We know that on Day 1 our Backup Copy Job will not require all the estimated space. Therefore,
we can provision a smaller amount of storage, sufficient for the needs of the first four months
and then add the space gradually.

For example, if we choose not to provision based on the milestones accounted for above, we’d
have to request all 7TB of space starting Day 1, costing us about $7,200/year.

Compare that to provisioning the space gradually:

Day 1 — provision space required for the first 3 months — 4 x 400GB = 1600 GB, $160/mo,
$480/period

Day 90 — provision space required for 6 months — 7 x 400GB = 2800 GB, $280/mo, $840/period
Day 180 — provision space required for 9 months — 10 * 400GB = 4TB, $400/mo, $1200/period
Day 240 — provision all space — $1800/period

The grand total for the year in this case is $4,320 — nearly $3,000 less than “no planning ahead”
plan.

Step Six — Plan How to Spend your Savings

Storage planning is not new conceptually, but you’d be surprised how often it’s skipped during
development and deployment stages. Don’t make that mistake.
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Planning not only allows you to validate your decisions at an early stage of the project and also
gives company management confidence that your management is efficient and sound. The
cherry on top — all extra savings that can be applied once you have a definitive set of milestones
and know precisely when to provision and how much to add/remove. In our example, it may
have saved us $3000/year, but for many organizations, savings can balloon to 10X that size.
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Chapter 16

Join us at MVPDays and meet
great MVP’s like this In
person

If you liked their book, you would love to hear them in person.

Live Presentations

Dave frequently speaks at Microsoft conferences around North America, such as TechEd,
VeeamOn, TechDays, and MVPDays Community Roadshow.

Cristal runs the MVPDays Community Roadshow.
You can find additional information on the following blog:

www.checkyourlogs.net

www.mvpdays.com

Video Training

For video-based training, see the following site:

www.mvpdays.com
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Live Instructor-led Classes

Dave has been a Microsoft Certified Trainer (MCT) for more than 15 years and presents
scheduled instructor-led classes in the US and Canada. For current dates and locations, see the

following sites:
e www.truesec.com

o www.checkyourlogs.net

Consulting Services

Dave and Cristal have worked with some of the largest companies in the world and had a wealth
of experience and expertise. Customer engagements are typically between two weeks and six
months.
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