SmartHub Console User Guide

March 31, 2016

1.1 Edition

SmartHub Console User Guide 1.1

Copyright © 2016 Citrix Systems. Inc. All Rights Reserved.
Version 1.1

Citrix Systems, Inc.

851 West Cypress Creek Road

Fort Lauderdale, FL 33309

United States of America



Disclaimers

This document is furnished "AS IS." Citrix, Inc. disclaims all warranties regarding the contents of this document,
including, but not limited to, implied warranties of merchantability and fitness for any particular purpose. This
document may contain technical or other inaccuracies or typographical errors. Citrix, Inc. reserves the right to
revise the information in this document at any time without notice. This document and the software described in
this document constitute confidential information of Citrix, Inc. and its licensors, and are furnished under a license
from Citrix, Inc.

Citrix Systems, Inc., the Citrix logo, Citrix XenServer and Citrix XenCenter, are trademarks of Citrix Systems, Inc.
and/or one or more of its subsidiaries, and may be registered in the United States Patent and Trademark Office
and in other countries. All other trademarks and registered trademarks are property of their respective owners.

Trademarks

Citrix®
XenServer ®
XenCenter ®
XenDesktop ®
XenApp ®
Podio®



Table of Contents

L] (ol o o T TP TP PPT PR PP UPURTOPON 4
FRATUIE SUMIMIAIY . ciiiiiiiiiiiiiiiiieieeeeeeee ettt et et e et e e e e et e et e e e e e et e e e e s e e e e e e e e e e et e e e e e aeeeeeeeeeeeeeeeaeseseeeeeeeeeneeeenns 4
FEATUIE DETAII ...neeeeieeieeite ettt ettt e b e b e s bt e s at e st e bt e bt e be e sbeesae e et e e b e e nbeenaeesane e 5
Y 1= T PO P SRR UUTRPPRRTOUPRUPPROS 5
Fi¥o [o Ic T\ o] 41 Tor- Y i o o TS T TSP TP STOVORTOPRPRRNY 5

(6o ] g Lol [=T = OO PP PO PPPPPPPPTTON 7
LY} o] - 10 o Tol BT PP P PP VPSP 8
Add an AULOLAUNCN EEBIM ...ttt b e be e sttt esbe e saeesane e 8

F Y oT o] [or= 1 uToT o T Y=To [0 L= AP 9
Application Request POdio INTEZIratioN .......cuiii i ee e e s raae e 9

BT e 11 o ] TP 15

F Yo o - T I -SSR 15

LI T T T g o 1SR 16
SYSEEM INTOIMATION L.eiiiiiiee e e e et e e et e e et e e e e e bt ee e eenateeeeeaseeesesseeesentenas 17
Pa¥e o B IV €T o T o {0 @ o) [Tt S PRSP 17

System INfo ODJECT EXAMPIES.....uuiiiiciiie ettt e e e et e e s atae e e eataeeeestaaeessanseeeean 18



Welcome

This guide steps through the implementation, configuration and use of SmartHub.

Feature Summary

o Alerts
o Alert or notify users
o Smart tag support
o HTML format
e Concierge
o GoToAssist live chat support
o Supports GTA keyboard and mouse control
e Auto Launch
o Enable or disable Windows startup applications
o Application Request
o Request applications in an easy to use interface
o Integrated with Podio
e Tags
o PowerShell based
o Build custom tags based on any information on the client



Feature Detail

Alerts

Alert many users or few. Fully customizable alerts can be sent to any user of SmartHub based on any
criteria on their endpoint. Informed end users call support less and are much more productive.

Add a Notification

1. Launch the SmartHub Console and click on Alerts.
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2. Add a title for the alert and click on “Edit Alert Body.” Edit this document directly or copy HTML data to
the document.
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3. Check a tag that pertains to the alert.
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4. Click add.



Concierge

GoToAssist live chat support.

1. Launch the SmartHub Console.

Click on Concierge.

SerartHuly Cofcobe

Alerts
Concerge
Tools

App Request
Autolaunch
System Info
Tag Editor
Config File
Settings

Concierge
Configure Conclerge

Concierge GoToAssist LIRL

Support Message

2. Edit the GoToAssist URL and Support Message. Click Save.




AutoLaunch

Enable or disable Windows startup applications. Start-Up applications can enable a more productive
user experience or slow down logon speeds. This feature of SmartHub allows the user chose their own
start-up experience.

Add an AutoLaunch Item
1. Start the SmartHub Console. Click on AutoLaunch

SmartHub Console x

Alerts Enabled

Autolaunch

Concierge Create and categorize alerts for SmartHub.

Tools Evernote
Anuko World Clock
App Request Icon Application Name ShareFile Sync
Autolaunch ShareFile Outlook Plug-in
System Info
Tag Editor
Config File
Settings Add  Edit Remove
Registry Property Value A

Entries
O Outlook 2013 powershell.exe -WindowStyle Hidden -command " & {(\\FTLPNET...

[ Citrix ShareFile ... REM "C:\Program Files\Citrix\ShareFile\Sync\ShareFileSyncMonit...
[ Citrix ShareFile ... REM "C:\Program Files\Citrix\ShareFile\Sync\SyncSessionAgent.e...

O Aero REM sc.exe start uxsms > c\Out.txt

O Lync "C:\Program Files (x86)\Microsoft Office\Office16\lync.exe” /fro...

[ EvernoteClipper REM "C:\Program Files (x86)\Evernote\Evernote\EvernoteClipper....

O EvernoteTray REM "C:\Program Files (x86)\Evernote\Evernote\EvernoteTray.exe" e

2. Click on the Gray box to select an icon. Add an application name.

SmartHub Console x
glerts Autolaunch Enabled
Concierge Create and categorize alerts for SmartHub.

Tools
Anuko World Clock
App Request lcon Application Name ShareFile Sync
toiaune 3 fhareFlIe Outlook Plug-in
H yne
System Info I‘ '? Skype for BUSIneSS SmartHub
Outlook 2016
Tag Editor
Config File
Settings Add  Edit Remove
Registry P Val Py
Entries roperty alue

[ 0outlook 2013 powershell.exe -WindowStyle Hidden -command * & {\\FTLPNET...
O Citrix ShareFile ... REM "C:\Program Files\Citrix\ShareFile\Sync\ShareFileSyncMonit...
[ Citrix ShareFile ... REM "C:\Program Files\Citrix\ShareFile\Sync\SyncSessionAgent.e...
O Aero REM sc.exe start uxsms > c:\Out.txt

Lync “C:\Program Files (x86)\Microsoft Office\Officel6\lync.exe” /fro...
O EvernoteClipper REM "C:\Program Files (x86)\Evernote\Evernote\EvernoteClipper....

O EvernoteTray REM "C:\Program Files (x86)\Evernote\Evernote\EvernoteTray.exe" o

3. Check the registry entries that enable the application to launch on startup. Click Add.



Application Request
Request applications with an easy to use interface.

1. Launch the SmartHub Console, click on App Request.

Sl Console o
Alderts Application Request ) Enstiea
Concierge Configure Conclerge
Toal

oo Podia App Secret
App Reguest [
Aurtol sumch Podio App 1D
System Info
Tag Editor Padio Client Secret
Config File 1
Settings Padio Client 1D
Meszage 1
[ Prense deserbe the appbcatson e link that o would e 1o make avslable |
Massage 2
[ it requests will be evaluated bry thee CustomerOne team and may be
Save

2. Fillin the Podio application authentication information. Click on Save.

Application Request Podio Integration

SmartHub integrates with the SmartHub Application Request App on Podio. This will guide you on
adding the SmartHub Request App on your Podio workspace and the details needed to integrate with
the SmartHub console.

All application fields can be customized per your organization’s preferences except for the following.

e External ID requested-by — Field ID 118691331
e External ID additional-ie-requirements-and-components -- Field ID 118691336
1. Go to your Podio workspace or create a new one for free at www.Podio.com.

@ (5841) Activity Stream | S X

€ > C & https://podio.com/citrix/smarthub



www.Podio.com

2. Click on Add App

ADD APP

3. Click on “Go to the App Market”

3¢ &=

Create your own app or Go to the App Market
Go to the app template to create it Pick one of the predefined app
yourself in minutes templates made by people who

work just like you




4. Search for SmartHub and click on “Get App”

Q) (5841) Podio App Market X

F - C | @ https://podio.com/market/search?utf8=v &query=smarthub

Choose a workspace @ Podio

Choose a workspace [E})

| Smarthut] a Podio App Market

My organizations Packs

TR] Citrix

We couldn't find any packs in this cat

Functional

Business Development

Class Work & Education Apps

Community Management

Creative & Innovation g SmartHub Applica...

Event Management ‘
Manage SmartHub Application Re

Human Resources

Integrations
IT Mammmncn e .

5. Follow the prompts and open the app in Podio.
@ (5841) SmartHub Applica: X

€ - C' | 8 https;//podio.com/citrix/smarthub/apps/smarthub-application-requests-2

SmartHub @ Podio

Choose a workspace [[E})
_ =1} “ U) & ~

Activity SmartHub N...  Storefront S.. SmartHub T.. Start-UpCu... SmartHubA... SmartHub A.. ADD APP

SmartHub Application R. & # 571« # AZ ¥ © Y 00i0 showall



6. Click on the wrench and select “Developer”
@ (5841) SmartHub Applica: X

€ - C @ https://podio.com/citrix/smarthub/apps/smarthub-application-requests-2

= SmartHub @ Podio

(?hoose a workspace Q S Q) g g

Activity SmartHub N...  Storefront S. SmartHub T.. Start-Up Cu... SmartHubA... SmartHub A.. ADD APP

SmartHub Application R @ < E Az X ©OY 0070 showal

£+ Modify Template
This form is to request an applicati

to be added to the Receiver Store.
APP

Team views + App settings
4 Layout options

All SmartHub Application Reque N Manage workflows

DATA

Default [ Excel Import % Email to app

7. Copy the App ID and App Token\Secret — these values must be added to the SmartHub Console
— the data will not match this example!

Podio:

You can use the app token o authenticate as an app instead of a user. When you authenticate as an app you can only access data from that app an
docurmerntation for detals

App 1D for SmartHub Application Requests:

Token for SmanHub Application Requests:

e — ol Regenerate App Token

SmartHub Console — App Requests:

Podic App Secret

|H‘l—-rﬂ"\l-- |

Podio App ID

[ — |




8. Copy the application name — shown here

@ (5841) SmartHub Applica’ X \

€« > C https://podio.com/citrix/smarthub/apps

SmartHub @ Podio

M R =il ue U] ™ ™

Activity SmartHub N... StorefrontS... SmartHubT... Start-UpCu... SmartHubA... SmartHub A ..

SmartHub ApplicationR. & # I < # AZ X ©Y 000 Showal

9. Click on the user icon on the application screen, select “Account Settings”
a. User must have full rights to the Podio workspace.

@ (5841) SmartHub Applica: X

€ - C @ https://podio.com/citrix/smarthub/apps/smarthub-application-requests-2

= SmartHub @ Podio 1-
.M. («‘» Q S Q) g g Gregg Torres
Activy  SmartHubN.. StorefrontS.. SmarHubT.. StartUpCu.. SmartHubA .. SmartHub A ADD APP
Complete your profile
SmartHub ApplicationR. & # 37 <« # AZ X © Y 00f0 showall Account settings i

10. Click on “API Keys”

/ @ (5841) APl keys | Podio X\

€& - C [ https//podio.com/settings/api

Choose a workspace [}

APl keys



11. Type in the application name saved from step number 8, your domain name and click on
“Generate API Key”

@ (5841) APl keys | Podic X \

<« C' 8 https://podio.com/settings/api

APl ki

AP| Key Generator
The Podio API lets developers build apps on top of the Podio platform. To get an API key, fill in your app details below

Application name (displayed in stream byline) smarthub-application-requests-2

Full domain (without protocol) of your return URL yourdomain.com
(e.g. mypodioapp.com)

12. Copy the client ID and Client Secret and put the values in the SmartHub Console.

Podio Client Secret

|"- R e I T e I =T 1 ﬁ'-“-—-“-l|

Podio Client 1D

|l-u---- B S |




Tag Editor

Custom tagging support based on Windows PowerShell. Alerts can be based off of almost anything.

Add a Tag

1. Launch the SmartHub Console. Click on Tag Editor.

SmartHub Console

s Tag Editor
Condierge Create custom tags based on PowerShell commands,
Toals TagTimle T
[ m.f [Slget-WimiOtsedt wind2_logecaldisk | Where-Object (5 DewiceiD -6q T T reespace gt -t 1) [retuen $true]
App Request
e — Moming [t Get-Datek Hour & 12) fretuam St
System Info Japan | 1ot powriameil
Tag Editor
Config File
Settings




2. Type your tag title. Add a powershell script that returns a Strue. For example; we would like to
target our Japanese users. Their desktop names start with “JPN.” The following powershell will
return a Strue if that is the case.

if ($ENV:COMPUTERNAME "JPN") {Return $True}

Copy this statement to the powershell column.

SmartHub Condale

Mletts Tag Editer
Concierge Create custom tags based on Powershell commands,

TagTitle Perciihes
] LB LRt if (E{lget-WimiObjed wind2_logemaldisk | Where-Obgect [§_.DewicelD -6 O Mreeipae Mgk -1 1) [refuen $irue)

Tools

App Request
Autolawnch t -
Moming |t iGet-Datek Hour -8 12) jreburm $iue]
System Info Japan | 1ot powriameil

Tag Editor
Config File

Settings

Sawe

3. Click Save. This tag can now be used to target alerts.

Tag Examples

Low Disk  if (S((get-WmiObject win32_logicaldisk | Where-Object {S_.DevicelD -eq 'C:'}).freespace
Space /1gb) -It 1) {return Strue}

On if ((Get-WmiObject Win32_ComputerSystem).domain -eq yourdomain.com'){return
Domain | STrue}

Morning  If ((Get-Date).Hour -It 12) {return STrue}

Japan if (SENV:COMPUTERNAME -match "JPN") {return Strue}

All Users  return Strue



System Information

Custom system information gathered via Windows PowerShell. Data can be based off of any local
PowerShell command.

Add a System Info Object

1. Launch the SmartHub Console. Click on System Info.

SmartHub Console

Alerts System Information Enabled
Concierge Generate System Information from PowerShell commands.
Tools Mame Fowershell
» [Get-ltemProperty "HELMA\SOFTWARE\Citrix\Versions\Citrix Virtual Desktop Agent”)."Citrix Virtual Desktop Agent - x64°
App REqUESt Catalog [Get-ltemProperty "HELMASOFTWARE\Citrix\VirtualDesktopAgent\State”). DesktopCatalogMName
CPUs [gwmi win32_Processor).count
Autolaunch RAM “§{[Get-WmiObject -Class Win32_ComputerSystem).TotalPhysicalMemory /1gb) GB”
System Info ooc [Get-ltemProperty "HELMA\SOFTWARE'Citrix(\VirtualDesktopAgent\State”)."RegisteredDdcFgdn”
Host Name SEMV:Computername
Tag Editor User Name senv:Username
chﬁg File 05 Name [gcim win32_operatingsystem).caption
Errors [Get-WinEvent application | 7{S_.LevelDisplayMName -eq "Errorjl.count
Settings Receiver Version | [Get-ltemProperty "HKLM:\SOFTWARE\Citrixi| CA\Session™). ClientVersion”
ShareFile Verion | (Get-ltemProperty "HEKLM:\HKEY_LOCAL_MACHINE\SOFTWARE\Citriz\ShareFile\SyncUpdate”). "Version®
M5 Office Version | (Get-childltem "C:\Program Files (x86]\Microsoft Office'” -Recurse -Depth 1| 7{S_.name -eq ‘'winword.exe’}) VersionInfo.ProductVersion
-

Save

2. Add aname and a PowerShell command. Click Save. The text from the PowerShell command
will be displayed on the SmartHub client.



System Info Object Examples

VDA Version
Catalog

CPUs
RAM
DDC

Host Name
User Name
OS Name
Errors
Receiver
Version
ShareFile
Verion

MS Office
Version

(Get-ltemProperty "HKLM:\SOFTWARE\Citrix\Versions\Citrix Virtual Desktop
Agent")."Citrix Virtual Desktop Agent - x64"

(Get-ltemProperty
"HKLM:\SOFTWARE\Citrix\VirtualDesktopAgent\State").DesktopCatalogName
(gwmi win32_Processor).count

S((Get-WmiObject -Class Win32_ComputerSystem).TotalPhysicalMemory /1gb) GB
(Get-ltemProperty
"HKLM:\SOFTWARE\Citrix\VirtualDesktopAgent\State")."RegisteredDdcFqdn"
SENV:Computername

Senv:Username

(gcim win32_operatingsystem).caption

(Get-WinEvent application | ?{S_.LevelDisplayName -eq "Error"}).count
(Get-ltemProperty "HKLM:\SOFTWARE\Citrix\ICA\Session")."ClientVersion"

(Get-IltemProperty
"HKLM:\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ShareFile\SyncUpdate")."Version"
(Get-childltem "C:\Program Files (x86)\Microsoft Office\" -Recurse -Depth 1 | ?{S_.name
-eq 'winword.exe'}).VersionInfo.ProductVersion



