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1. Overview

Virtual Extensible Local Area Network (VXLAN) is a virtual Ethernet based on the physical IP (overlay) network. It is a

technology that encapsulates layer 2 (L2) Ethernet frameswithin layer 3User DatagramProtocol (UDP) packets.

VXLANhasa24-bitVXLANnetworkidentifier(VNI).Itallowsuserstocreateupto16,000,000isolatedvirtualnetworksto

meetthe requirements of multi-tenant environments and scale expansion, far surpassing the widely used Virtual Local Area

Network (VLAN) technology that is limited to 4,000 isolated networks. VXLAN uses the IP multicast method to encapsulate

multicast, broadcast, and unknown unicast packets, effectively controlling the broadcast domain inmulti-tenant

environments.

With the transformationofdatacenters,moreandmorevirtualmachinesaredeployed. Inaddition,as virtualmachines

mustbe migrated in L2 environments, scales of L2 networks increase.VXLAN can extend L2 networks over layer 3 (L3)

networks, so that virtual machinescanbemovedtoL3networks interconnected toL2networkswithoutchanging the IP

addressesandMACaddresses, thereby ensuring service continuity.

Protocols and Standards

 RFC7348:Virtual eXtensibleLocal AreaNetwork (VXLAN) -- AFramework forOverlayingVirtualized Layer 2

Networks over Layer 3 Networks

2. Applications

Application Description

EVPN-based Multi-tenant Centralized

Deployment

ApplicabletothecentralizeddeploymentscenariowithEthernetvirtualprivatenetwork(EVPN)

enabled.

EVPN-based Multi-tenant Distributed

Deployment

Applicable to the distributed deployment scenario with EVPN enabled.

EVPN-based Single-tenant VXLAN

Routing Deployment

Applicable to the VXLAN routing deployment scenario with a single tenant.
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EVPN-based Multi-tenant VXLAN Route

Deployment

Applicable to the VXLAN route deployment scenario with multiple tenants.

SDN Controller–based Centralized

All-active Anycast Gateway Deployment

Applicable to the scenario for deploying all-active anycast gateways based on the

software-defined networking (SDN) controller in a centralized manner data centers.

Deployment of an EVPN Distributed

Network toBeCompatiblewith

Non-EVPNVTEPDevices

Applicable to the deployment scenario in which dynamic and static tunnels coexist.

DeploymentofL2SubinterfacestoAccess

a VXLAN

ApplicabletothedeploymentscenarioinwhichhostsaccessVXLANsthroughL2
subinterfaces.

VNI Mapping–based Data Center

Interconnection Deployment

Applicableto thescenario inwhichVXLANsacrossdifferentdatacentersare
interconnected

using the VNI mapping technology.

2.1 EVPN-based Multi-tenant Centralized

Deployment Scenario

VPNroutingandforwarding(VRF)networksareusuallyallocatedtodifferent tenantstosupport themulti-tenant

application inadata center.MultipleVXLANscanbeassignedtoeachtenant.VXLANsofthesametenantcanbemutually

accessedthroughtheL3router, whileVXLANsof different tenants cannot bemutually accessed, as shown in Figure

2-1.

TenantArentsVRF-10,which includesVXLAN10andVXLAN20.ServersHOST-1andHOST-2belongtoVXLAN10and

ServersHOST-3 and HOST-4 belong toVXLAN 20.

TenantBrentsVRF-20,which includesVXLAN100.ServersHOST-5andHOST-6belong

toVXLAN100. The networks ofTenant A and Tenant B are isolated from each other.

The entire network is formedby aBorderGatewayProtocol (BGP) network and includesCORE andTOR switches.TheBGP

neighbor relationship is formedbetweeneverytwodevicesandtheBGP-EVPNprotocol family issupported.AllVXLAN

gatewaysonthe network are deployed in the core switches in a centralizedmanner.

Figure 2- 1
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CORE indicates a core switch that supports the VXLAN function.

When centralized all-active anycast gateways are deployed, multiple core gateways exist and the VXLAN gateways deployed

on the core gateways are the same.

TOR1 and TOR2 are access switches that support the VXLAN function.

HOST-1, HOST-2, HOST-3, HOST-4, HOST-5, and HOST-6 are servers in the data center.

 Packets between HOST-1 and HOST-2 are forwarded throughTOR-1 at L2within theVXLAN.

 PacketsbetweenHOST-3 and HOST-4 are forwarded throughTOR-1>CORE>TOR-2 at L2within theVXLAN.

 Packets between HOST-5 and HOST-6 are forwarded throughTOR-2 at L2within theVXLAN.

 PacketsbetweenVXLAN10andVXLAN20are forwarded throughTOR-1>CORE>TOR-2at L3 across theVXLANs.

 VRF-10 and VRF-20 cannot communicate with each other.

Deployment

 Configure an Internet Protocol version 4 (IPv4) unicast routing protocol, for example, the Open Shortest Path
First (OSPF) protocol, on the switches to ensure that unicast routes are reachable.

 Configure theBGP routing protocol (supportingEVPN) on the switches toestablishneighbor relationships betweeneachother.

 Deploy theVXLAN gateway on the core switches.

 Deploy theVXLAN bridge on theTOR switches.

2.2 EVPN-based Multi-tenant Distributed

Deployment Scenario

Remarks:
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TheEVPN-basedmulti-tenantdistributeddeploymentappliestodatacenternetworksthatsupportmultipletenants.The

difference betweenthisdeploymentandtheEVPN-basedmulti-tenantcentralizeddeploymentdescribed insection

2.2.1 lies inthat:Onthe distributed deployment network, gateways are deployed on theTORswitches, as shown in

Figure 2-2.

TenantA rentsVRF-10,which includesVXLAN10

andVXLAN20. TenantB rentsVRF-20, which

includesVXLAN100.

The networks of Tenant A and Tenant B are isolated from each other.

The entire network is formed by a BGP network and includes CORE and TOR switches. The BGP neighbor

relationship is formed between every two devices and the BGP-EVPN protocol family is supported.

VXLAN gateways are deployed on TOR switches on the network. Anycast gateways can be deployed so that the IP

addresses and MAC addresses of all gateways on the network are kept consistent. In this way, the gateway

configuration does not need to bemodified no matter which TOR switch a virtual machine of a customer is migrated

to.

VXLANs are unnecessarily deployed on the core switches.

ARP suppression can be configured on TOR switches to curb flooding of ARP packets, and the TOR switches respond to

ARP requests from hosts as a proxy.

TheARPproxy functioncanbeenabledon theTORswitches for all or someVXLANs. In thisway, L2 traffic inVXLANs is

isolatedand server communication traffic in the sameVXLAN is forwarded at L3 rather than at L2.

NDsuppressioncanbe configuredonTORswitches to curb flooding of IPv6NDprotocol packets, and theTOR

switches respond to IPv6 NSmulticast packets from hosts as a proxy.

Figure 2- 2
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CORE indicates a core switch that supports theBGP-EVPN function.

TOR1andTOR2are accessswitches that support theVXLAN function.

HOST-1, HOST-2, HOST-3, HOST-4, HOST-5, and HOST-6 are servers in the data center.

 Packets betweenHOST-1 and HOST-4 are forwarded throughTOR-1 >TOR-2 at L2within theVXLAN

 Packets between HOST-1 and HOST-2 are forwarded throughTOR-1 at L3 across theVXLANs.

 PacketsbetweenHOST-1 and HOST-5 are forwarded throughTOR-1 >TOR-2 at L3 across theVXLANs.

 VRF-10 and VRF-20 cannot communicate with each other.

 If the ARP proxy function is configured onVXLAN 10, packets between HOST-1 and HOST-4 are forwarded
throughTOR-1 > TOR-2 at L3 within the VXLAN.

Deployment

 ConfigureanIPv4unicastroutingprotocol,forexample,theOSPFprotocol,ontheswitchestoensurethat
unicastroutesare reachable.

 Configure theBGP routing protocol (supportingEVPN) on the switches toestablishneighbor relationships betweeneachother.

 Deploy theVXLAN bridge on the core switches if required.

 Deploy theVXLAN gateway on theTOR switches.

 (Optional) Deploy ARP suppression on theTOR switches.

 (Optional) Deploy ARP proxy on theTOR switches.

 (Optional) Deploy IPv6 ND suppressionon theTOR switches.

 (Optional) Deploy theEVPNprotocol packet control function on theTORswitches to reduce the traffic of EVPNpackets.

2.3 EVPN-basedSingle-tenantVXLANRouting

Deployment Scenario

Single-tenant VXLAN route deployment is shown in Figure 2-3.

In this scenario, only the VRF-10 is deployed, which includes VXLAN 10 and VXLAN 20.

The border devices are connected to the external network. These devices are deployed inVRF-10 (including VXLAN 90)

and interconnect with the external network at L3 via the overlay router interface.

The entire network is formed by a BGP network and includes TOR and border devices. The BGP neighbor relationship is

formed betweenevery twodevices(exceptbetweenBorder-1andBorder-2)and theBGP-EVPNprotocol family is

supported.

TheTOR and border devices must use a symmetric VXLAN (VXLAN 100) for interconnection with each other. The

border devices import network routes to theTOR switches through the symmetric VXLAN.

VXLAN gateways are deployed on TOR switches on the network. Anycast gateways can be deployed so that the IP

addresses and MAC addresses of all gateways on the network are kept consistent. In this way, the gateway

configuration does not need to bemodified no matter which TOR switch a virtual machine of a customer is migrated

to.

Figure 2-3

Remarks:
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 Packets betweenHOST-1 and HOST-3 are forwarded throughTOR-1 >TOR-2 at L2within theVXLAN.

 Packets between HOST-1 and HOST-2 are forwarded throughTOR-1 at L3 across theVXLANs.

 Toaccess the external network, HOST-1 forwards packets to the border device throughTOR1 at L3 across the
VXLANs, and then the border device forwards the packets to the external network at L3.

Deployment

 ConfigureanIPv4unicastroutingprotocol,forexample,theOSPFprotocol,ontheswitchestoensurethat
unicastroutesare reachable.

 ConfiguretheBGProutingprotocol(supportingEVPN)ontheswitchestoestablishneighborrelationships
betweeneachother (except between the border devices).

 Deploy theVXLAN on the border devices for L3 interconnection with the external network.

 Deploy theVXLAN gateway on theTOR switches.

2.4 EVPN-basedMulti-tenant VXLANRoute

Deployment Scenario

VRF networks are usually allocated to different tenants to support the multi-tenant application in a data center. Multiple VXLANs can

be assigned to each tenant. VXLANs of the same tenant can be mutually accessed through the L3 router, while VXLANs of

different tenants cannot bemutually accessed, as shown in Figure 2-4.

TenantA rentsVRF-10,which includesVXLAN10

andVXLAN20. TenantB rentsVRF-20, which

includesVXLAN30.
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The border devices are connected to the external network. These devices are deployed in VRF-30 (including

VXLAN 90) and interconnect with the external network at L3 via the overlay router interface.

The networks of Tenant A and Tenant B are isolated from each other.

The entire network is formed by a BGP network and includes TOR and border devices. The BGP neighbor

relationship is formed betweenevery twodevices (except betweenBorder-1andBorder-2)and theBGP-EVPN

protocol family issupported

The TOR and border devices must use a symmetric VXLAN (VXLAN 100 and VXLAN200) for interconnection with

each other.The border devices import network routes to theTOR switches through the symmetricVXLAN.

VXLAN gateways are deployed on TOR switches on the network. Anycast gateways can be deployed so that the IP

addresses and MAC addresses of all gateways on the network are kept consistent. In this way, the gateway

configuration does not need to bemodified no matter which TOR switch a virtual machine of a customer is migrated

to.

Figure 2-4

 Packets betweenHOST-1 and HOST-4 are forwarded throughTOR-1 >TOR-2 at L2within theVXLAN.

 Packets between HOST-1 and HOST-2 are forwarded throughTOR-1 at L3 across theVXLANs.

 Toaccess the external network, HOST-1 forwards packets to the border device throughTOR1 at L3 across the
VXLANs, and then the border device forwards the packets to the external network at L3.

Deployment

 ConfigureanIPv4unicastroutingprotocol,forexample,theOSPFprotocol,ontheswitchestoensurethat
unicastroutesare reachable.

 ConfiguretheBGProutingprotocol(supportingEVPN)ontheswitchestoestablishneighborrelationships
betweeneachother (except between the border devices).

 Deploy theVXLAN on the border devices for L3 interconnection with the external network.

http://www.fs.com/
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 Deploy theVXLAN gateway on theTOR switches.

2.5 SDNController–basedCentralizedAll-activeAnycastGateway

Deployment Scenario

SND controller–based centralized all-active anycast gateway deployment applies to data center networks that support the control of

an SND controller, as shown in Figure 2-5.

1. VXLAN overlay network topology:

In this scenario, the VXLAN overlay network is a two-layer structure including a core layer and an access layer.

1) TOR switches serve asVXLAN bridges to directly connect to servers (virtual machines).

2) Core switches serve asVXLANgateways.Multiple all-activeVXLANphysical gateways are deployed in a centralized

manner.The physical gateways are in the all-active state. The anycast function is deployed on each physical

gateway and the same IP address andMACaddressareconfiguredonallgatewaystoformalogicalgateway.The

faultofanyparticularphysicalgatewaydoesnot affect the normal operation of the logical gateway.

3) Virtual tunnel end points (VTEPs), including VXLAN bridges and VXLAN gateways, interconnect with each other

through the L3 underlay network.

4) At the underlay layer, an L3 network connection is established between each TOR switch and each physical gateway.

However, all physicalgatewaysarevirtualizedintoonelogicalgatewayVTEPtocommunicatewiththeexternal

network.OnlyoneVXLAN tunnelisestablishedbetweenaTORswitchandthelogicalgatewayVTEP.Trafficon

thetunnel isbalancedtomultiplephysical gateways via the equal-cost multi-path routing (ECMP).

5) NoVXLAN tunnel or direct physical link is established between physical gateways.

6) On the server (virtual machine), only one logical gateway is visible.

7) VRF networks are allocated tomultiple tenants. Networks of tenants are isolated from each other.

2. SDN controllermanagement:

On the network, the administrator can configure the overlay network topology through the SDN controller and

deliver the configurationstoVTEPs.Theadministratorcanalsomonitor thestatusoftheoverlaytopologyandnetwork

trafficthroughtheSDN controller.

In addition, theadministrator canmanage theservers (virtualmachines) on theentirenetwork through the cloud

management platform.TheSDNcontrollercanassociatewiththecloudmanagementplatformtoacquirethe

configurationinformation(suchasIP addressandMACaddress)of the virtualmachineanddeliver theconfiguration

information toVTEPs.After the information is delivered, VXLAN forwarding entries are generated and synchronized on

VTEPs.

3. VXLAN device automatic-learning capability

VTEPs can automatically learn the MAC address and the ARP routing table of the host if required, which can be used as an

emergency solution for the case that the SDN controller fails. The automatic-learning function can be enabled

according to the actual deployment.

Figure 2-5

http://www.fs.com/
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Deployment

 Deploy theVXLAN bridging function onTOR switches and theVXLANgateway function on the core switches.

 Configure an IPv4 unicast routing protocol, for example, the OSPF protocol, on all VTEPs (including theTOR and
core switches) to ensure that unicast routes are reachable.

 On the core gateways, assign the gatewayanycast IP addresses to different routing domains to avoid IP conflicts.

2.6 Deployment of an EVPNDistributed Network toBeCompatiblewith Non-EVPN

VTEPDevices Scenario

In a data center where an EVPN-based multi-tenant distributed network is deployed, one VTEP device that does not

support the BGP-EVPNprotocol (forexample, a virtual switch supporting theVXLANprotocol) is connected. See the

figurebelow.

BGPisdeployedontheTORandCOREswitches.TheymutuallyestablishBGPneighbor relationshipsandsupport the

EVPNrouting protocol.

TheVXLANanycast gatewaysaredeployedon theTORswitchesandnetwork-widegatewaysshare thesame IP

addressandMAC address.TORswitchesaredirectlyconnectedtoservers(virtualmachines)andcoreswitchesare

connectedtoexternalnetworks.

http://www.fs.com/
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VXLANs do not need to be deployed on the core switches.

ARP suppression can be configured on TOR switches to curb flooding of ARP packets, and the TOR switches respond to

ARP requests from hosts as a proxy.

TheARPproxy function canbeenabledon theTORswitches for all or someVXLANs. In thisway, L2 traffic inVXLANs is

isolatedand server communication traffic in the sameVXLAN is forwarded at L3 rather than at L2.

ND suppression can be configured on TOR switches to curb flooding of IPv6 ND protocol packets, and the TOR

switches respond to IPv6 NSmulticast packets from hosts as a proxy.

When the device does not support the data center interconnection tunnel function, BGP-EVEN can be configured on

VTEP-1 and all VTEP devices on the network so that VTEP-1 establish VXLAN tunnels with other VTEP devices,

therebyformingafullmeshnetwork. The figure below shows the topology.

Figure 2- 6

Note: Blue lines in the figure indicate the VXLAN tunnels that the manually configured VTEP-1 establishes with other VTEPs.

Deployment

 Configure an IPv4 unicast routing protocol (such asOSPF) on switches to ensure that unicast routes are reachable.

 Configure theBGP routingprotocol (supportingEVPN) on theTORand core switches so that the switches
establishneighbor relationshipsmutually.

 Deploy theVXLAN gateway on theTOR switches and theVXLAN bridge onVTEPs.

 Configure core switches to interconnect to external networks at L3.

 (Optional) Deploy ARP suppression on theTOR switches.

 (Optional) Deploy ARP proxy on theTOR switches.

 (Optional) Deploy IPv6 ND suppression on theTOR switches.

http://www.fs.com/
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2.7 DeploymentofL2Subinterfaces to

AccessaVXLAN Scenario

A server can access aVXLAN through an L2 subinterface and the access using other subinterfaces is not

affected. Figure 2-7

 On theTOR, configure theVLANor untaggedaccessmode for subinterfacesandconfigure aVXLAN instance (that is,gateway).

Deployment

 Complete the function configuration on virtual machines on virtual servers as well as on the physical server.

 CreateanL2subinterfaceontheTORswitch,configureVXLANencapsulationandVLANoruntagged

encapsulationruleforthe subinterface.

 Create an overlay router interface on theTOR switch and configure theVXLANgateway IP address.

 Configure theVXLAN instance toassociatewith the overlay router interfaceon theTORswitch to implementVXLAN routing.

3. Features

Basic Concepts

 VXLAN PacketFormat

A VXLAN encapsulates the Ethernet frames into UDP packets and transmits them on the IP core network.

TheVXLAN defines a VTEP entity, which encapsulates the data generated by the virtual machine into the UDP headers, and

sends the dataout.Aftertheencapsulation,theMACaddressandVLANinformationofthevirtualmachinenolonger

servesasthebasisfordata forwarding.

TheVTEP entity can be software, a hardware server, or other device. If the VTEP function is directly integrated into a

hypervisor (also calledvirtualmachinemonitor),all virtualmachine traffic ismarkedwithnewVXLANtagsandUDP

headersbeforeentering the switch. This is equivalent to creating a tunnel between any two virtual machines.

http://www.fs.com/
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AstheVLANinformationof thevirtualmachineisexternally invisible,anewVXLANlabel (VNI) isadded.VNIsreplace

VLANsto represent different VXLAN segments. Same as the forwarding behavior of VLANs, only the virtual machines with

the same VNI in the sameVXLAN segment can communicate with each other.

ThenewUDPheaderandVNI formanew framestructure.After receiving thedata framesent fromthevirtualmachine, a

VTEP encapsulates four elements (which are the VXLAN header, outer UDP header, outer IPv4 header, and outer Ethernet

frame header from insideout)toformanewframeheader. Inthenewframeheader,theoriginalsourceanddestination

MACaddresses,innerVLANtag, and Ethernet type that are carried by the inner data frame remain the same.

The format of an encapsulatedVXLAN frame is

as follows: Figure 3-1

3.1 Packet Format

 VXLAN HeaderInformation

Figure 3-2

http://www.fs.com/
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AVXLANheaderhas64bits.Inthedesignofthecurrentprotocolversion, thesolepurposeofaVXLANheader istocarry

the24-bitVNI assigned by theVTEP.

 Flag (8 bits): The I bit must be set to 1 to indicate a validVNI, and the R bit must be set to 0.

 VXLANsegmentID/VNI:Includes24bitsandindicatestheVXLANnetworkidentifier.Onlythevirtualmachines
thatbelongto the sameVXLAN can communicate with each other.

 Reserved:The 24th bit and 8th bit are reserved, and are set to 0.

 Outer UDPHeader

Figure 3-3

The definitions of the fields of the UDP header are as follows:

 SourcePort:IndicatesthesourceportIDoftheUDPpacket.AssignedbytheVTEP,thesourceportIDisthe
resultofthehash operationof the L2header of the data frame.This hash result can serve as thebasis for
traffic load balancing.

 DestPort: Indicates the destination port ID.The port ID assignedby the Internet AssignedNumbers Authority (IANA) is 4789.

 UDP Length: Indicates the length of the UDP header.

 UDPChecksum: Indicates the UDP checksum, which is set to 0 for transmission.

 Outer IPHeader

Figure 3-4

http://www.fs.com/
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The definitions of the fields of the outer IP header are as follows:

 Source IPv4Address: Identifies the IP address of theVTEP that corresponds to the virtual machine.

 Destination IPv4 Address: Indicates the unicast or multicast IP address. If it is a unicast IP address, it indicates the
IP address of theVTEP corresponding to the virtual machine to be communicatedwith.

TheIPaddressof theouter IPheader isno longertheaddressof thevirtualmachinesofbothcommunicationparties,but

theaddress of theVTEPsatbothendsof thetunnel. If thehypervisordirectlytakesovertheworkof theVTEP,theIP

addressistheIPaddressofthe NIC of the server that runs the hypervisor. If theVTEP is an access switch, the IP address is

the IP address of an egress interface or the IP address of an L3 switch virtual interface (SVI).

 Outer EthernetHeader

Figure 3-5

The definitions of the fields of the outer Ethernet header are as follows:

 DestinationMACaddress: Next-hop MACaddress directed to the IP address of the destinationVTEP.

 SourceMAC address: MAC address of the localVTEP.

 VLAN tag:Optional.

3.2 Forwarding Model

 VXLANBridgingPrinciple

VXLAN encapsulates Ethernet packets within UDP packets to transmit them on the IP network. On the receiver, the VXLAN

packets are decapsulated into Ethernet packets and then forwarded, as shown in Figure 1-13.

Figure 3-6

http://www.fs.com/
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 SwitchTOR1 receives the common Ethernet packet, and then encapsulates the packet into aVXLANpacket.

 TheVXLANpacket is forwarded in the IP core network. As shown in Figure 1-13, R forwards theVXLANpacket.

 SwitchTOR2 receives theVXLANpacket, and then decapsulates and forwards it at L2 of the LAN.

Overview

Feature Description

VXLAN Bridging and

Forwarding

Encapsulates broadcast, multicast, and unknown unicast packets into IP multicast packets to realize flooding. The

well-known unicast packets are encapsulated and forwarded by searching theVXLAN address table for the MAC

address and IP address.

 VXLAN RoutingPrinciple

VXLANs interconnect with each other through the VXLAN IP gateway, as shown in

Figure 1-14. Figure 3-7

http://www.fs.com/
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 Toimplement cross-VXLAN communication, Server A first sends apacket to the IP gateway,which is deployed onTOR3.

 The packet sent by Server A is encapsulated byTOR1 into aVXLANpacket and then sent toTOR3.

 After receiving the VXLAN packet, TOR3 finds that the destination MAC address is the local MAC address and sends
the packet to TOR2 after VXLAN routing.

 After receiving the packet fromTOR3, TOR2 decapsulates the packet and sends it toServer B.

Overview

Feature Description

VXLAN Routing and

Forwarding

Implementscross-VXLANcommunicationandsupportscommunicationbetweenaconventional IPnetworkand

a VXLAN. A VXLAN router can serve as a VXLAN IP gateway.

3.3

Forwarding

Process

Working

Principle

AS shown in Figure 1-15, three servers use a VXLAN to achieve L2 interconnection on the IP network. The VXLAN VNI

is 100.

Figure 3-8

http://www.fs.com/
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TheVXLANpacket forwarding process is described by using an example in which Server A sends anAddress Resolution

Protocol (ARP) request to Server B and Server B returns an ARP response.

Figure 3-9

Server A sends an ARP request, which is a broadcast packet. After receiving the ARP request, switch TOR1 floods the
broadcast

packetintunnelheaderreplicationmode,encapsulatesitintotwounicastpackets,andsendsthemtoTOR2and

TOR3through tunnels. (Switch TOR1 floods the broadcast packet to all tunnels. The tunnel betweenTOR1 and TOR2,

and tunnel betweenTOR1 and TOR3 are created. )

The IP core network forwards the multicast VXLAN packet.

http://www.fs.com/
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Figure 3-10

After receiving theVXLAN packet, TOR3 decapsulates the packet into an Ethernet packet and implementsVXLAN

address learning (theVXLANID is100, theMACaddress is0000.0000.0001, and the IPaddress is

192.168.1.100).

Figure 3-11

http://www.fs.com/
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After receiving the VXLAN packet, TOR2 decapsulates the packet into an Ethernet packet, implements address learning (the

VXLANID is100, theMACaddress is0000.0000.0001,and the IPaddress is192.168.1.100)and forwards thepacket.

Then,ServerB receives the ARP request packet and returns a response packet.

Figure 3-12

After receiving the ARP response packet from Server B, TOR2 searches the address table and finds that the destination IP
address

is192.168.1.100.Then,TOR2encapsulates thepacket intoaunicastVXLANpacket (theouter source IPaddress is

192.168.2.100) destined for the switch at 192.168.1.100.

http://www.fs.com/
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Figure 3-13

The IP core network forwards the VXLAN packet.

TOR1 receives the ARP response packet encapsulated in the VXLAN, decapsulates the packet into an Ethernet packet,

implementsVXLANaddress learning (theVXLAN ID is100, theMACaddress is0000.0000.0002, and the IPaddress is

192.168.2.100), and forwards thepacket.Then,ServerA receives theARP responsepacket.

 Multicast VXLAN Packet Flooding

AVXLAN uses multicast packets to flood broadcast, multicast, and unknown unicast packets. After receiving an ARP request

packet, TOR1encapsulates thepacket intoamulticastVXLANpacketandsends it toTOR2andTOR3,asshown in

Figure 1-21.

Figure 3-14

http://www.fs.com/
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 VTEP AddressLearning

As shown in Figure 3-14, in the process of using multicast packets to flood broadcast, multicast, and unknown unicast

packets, TOR2 andTOR3 learn theVTEP information during decapsulation, and therefore establishneighbor

relationships.

Related Configuration

 ConfiguringVXLANTypeInstance

NoVXLAN instanceisconfiguredon theswitches

bydefault. Run the vxlan vni-number command to

create aVXLAN instance.

 Configuring VLANAssociated with VXLAN Instance

Run the extend-vlan vlan-id command in VXLAN instance configuration mode to configure the associated VLAN.

4. Configuration

4.1 Configuring

VXLANSDN

Configuration

Effect

 CreateaVXLANinstanceandassociateitwiththeoverlayrouter interfaceandoverlaytunnel interface.Provide
theVXLAN routing (IP gateway) function to achieve cross-VXLAN communication. The VXLAN configurations
can be delivered by the SDN

controller over communication mechanisms such as Network Configuration Protocol (NETCONF), or can be

implemented by CLI configuration.

 ConfiguretheanycastgatewayandananycastMACaddresstoprovidecentralizedanycastall-activegateway
function.The centralized anycast all-active gateways serve as one logical gateway (VTEP) to communicate with
external devices and use the

sameVTEP IP address.Only one tunnel is configured between eachTORbridge device and the logical gateway.

Packets are balanced tophysical gateways via the underlay ECMP to achieve the gatewayall-active function.

 Enable theSDNcontroller todeliver thehost routesandVXLANforwarding flowtable tothegatewaysand
thegateways generateroutesandentriesthroughautomaticlearning.Youcanruntheconfiguration
commandstoenableordisablethe

automaticlearningfunctiononthegateways.WhentheSDNcontrollermalfunctions,theautomaticlearning

functionensures that theVXLAN works normally.

Notes

 TheVXLAN configurations can be delivered by the SDN controller over communicationmechanisms such as
NETCONF, or can be implementedbyCLIconfiguration.Onlyconfigurationdelivery fromtheSDNcontroller is
recommended innormal cases.

 The VXLAN instances require support from existing unicast routes on the network. Therefore, an IPv4 unicast
routing protocol, for example, the OSPF protocol, must be configured on the network devices.

 On the centralizedanycast gateways, assign thegatewayanycast IPaddresses todifferent routing domains toavoid IPconflicts.

Configuration Steps

 Creating VXLANInstances
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 Mandatory.

 CreatingOverlay Router Interfaces

 Mandatory for VXLAN gateways.

 ConfiguringOverlay Router Interfaces as Anycast

 Mandatory for centralized anycast gateways.

 Configuring Anycast MACAddress

 Mandatory for centralized anycast gateways.

 Configuring OverlayTunnel

 Mandatory.

 ConfiguringSource and Destination IPAddresses for Overlay Tunnel

 Mandatory.

 Associating VXLAN Instance withOverlay Router Interface

 Mandatory for gateways.

 AssociatingVXLANInstancewithVLAN

 Mandatory forTORbridges.

 Associating VXLAN Instance with Overlay Tunnel

 Mandatory.

 This is used to statically designate a VXLAN tunnel.

 Configuring StormControl of VXLAN Instances

 Optional.

 This function is required only when the storm rate needs to be limited based onVXLAN instances.

 Configuring Static VXLANMACAddress Table

 Optional.TheVXLANMACaddress tabledeliveredby theSDNcontroller is representedas astaticVXLANMACaddress table.

 Youcan also configure the staticVXLANMACaddress table via CLI configuration.

 Configuring VXLANUDPDestination Port

 Optional.AstheVXLANUDPdestinationportusedbyearlydevicesmaynotbePort4789,youcanrunthis
commandtoachieve compatibility. In addition, you can also run this command to customize theVXLANUDP
destination port.

 TheVXLANUDP destination port 4789 designated by IANA is used by default.

 EnablingARP Automatic Learning

 Optional. ARP automatic learning is enabled by default.

 AftertheARPautomaticlearningfunctionisenabled,thegatewayscanautomaticallylearntheAPRentries
withoutrelyingon the SDN control to deliver.

 Enabling IPv6 NDAutomatic Learning
 Optional. IPv6 ND automatic learning is enabled by default.
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 After theIPv6NDautomatic learning function isenabled, thedevicecanautomatically learnthehostNDentries,
withnoneed to thoroughly rely on ND entries delivered by the SDN controller.

Verification

After SDN-VXLAN is enabled, virtual machines can communicate with each other.

 Run the show vxlan vni-number command to check whether the VXLAN devices can learn their mutual
VTEP neighbor relationships.

 Run the showvxlanmac command to checkwhether theVXLANMACaddress is learned.

 Run theshowarp command to checkwhether all local/remote entriesare learned.Run theshow ip route
command tocheck whether the routes of VXLAN IP gateways are learned.

 Runtheshowipv6neighborscommandtocheckwhetheralllocal/remoteIPv6NDentriesarelearned.Run
theshowipv6 route command to checkwhether the routes of theVXLAN IPv6 gateways are learned.

 Run the showvxlan udp-port command to display theVXLANUDP destination port.

Related Commands

 CreatingorEnteringVXLANInstances

Command vxlan vni-number

Parameter

Description

vni-number: Indicates the VNI. The value ranges from 1 to 16777215.

Command

Mode

Global configuration mode

Usage Guide N/A

 AssociatingVXLANInstancewithVLAN

Command extend-vlan vlan-id-list

Parameter

Description

vlan-id-list: Indicates the VLAN ID queue. The VLAN ID ranges from 1 to 4094.

Command

Mode

VXLAN configuration mode

Usage Guide Usethiscommandtoassociate theVXLANinstancewiththeVLAN.After receiving theVLANpacket, thedevicewillbe

associated with the VLAN instance.

 CreatingOverlayRouter Interfaces

Command interface OverlayRouter port-id

Parameter

Description

port-id: Indicates the ID of an overlay router interface. The ID ranges from 1 to 16,777,215.

Command

Mode

Global configuration mode

Usage Guide Similar to SVI in a VLAN, this interface serves as the VXLAN IP gateway in the VXLAN routing environment.

 ConfiguringVRFNetworkforOverlayRouter Interface

Command vrf forwarding vrf-name
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Parameter

Description

vrf-name: Indicates the VRF network to which the overlay router interface belongs.

Command

Mode

Overlay router interface configuration mode

Usage Guide AllocateVRFnetworkstodifferentVXLANtenants.ThetrafficofVXLANinstancesofdifferentVRFnetworksisisolated

from each other.

 ConfiguringIPAddressforOverlayRouter Interface

Command ip address ip-address mask

Parameter

Description

ip-address: Indicates the IP address of the overlay router interface.

mask: Indicates the subnet mask.

Command

Mode

Overlay router interface configuration mode

Usage Guide SimilartotheIPaddressoftheSVIinaVLAN,thisIPaddressservesastheaddressoftheVXLANIPgatewayintheVXLAN

routing environment.

 ConfiguringanIPv6Addressfor theOverlayRouter Interface

Command ipv6 address ip-address mask

Parameter

Description

ip-address: Indicates the IPv6 address of the overlay router interface.

mask: Indicates the subnet mask.

Command

Mode

Overlay router interface configuration mode

Usage Guide This IPv6 address serves as theVXLAN IPv6 gateway address in theVXLAN routing environment. It is similar to the IP

address of an SVI in a VLAN.

 ConfiguringtheOverlayRouter InterfaceasanAnycast Interface

Command anycast-gateway

Parameter

Description

N/A

Command

Mode

Overlay router interface configuration mode

Usage Guide Configure the gateway as an anycast gateway.

 AssociatingVXLANInstancewithOverlayRouter Interface

Command router-interface interface-name

Parameter

Description

interface-name: Indicates the name of the overlay router interface.

Command

Mode

VXLAN configuration mode

Usage Guide Different VXLANs cannot be associated with the same overlay router interface.

 ConfiguringVirtualMACAddressforAnycastGateways

Command fabric anycast-gateway-mac mac-addr

Parameter

Description

mac-addr: Indicates the MAC address. The format is xxxx.xxxx.xxxx.

http://www.fs.com/


www.fs.com

27

Command

Mode

Global configuration mode

Usage Guide All gateways on which the anycast function is enabled use this MAC address as the gateway MAC address.

ThevirtualMACaddressforananycastgatewaymustnotbethesameasthelocalMACaddressorthesameastheMAC

address of any device on the overlay network.

 CreatingOverlayTunnel Interfaces

Command interface OverlayTunnel port-id

Parameter

Description

port-id: Indicates the ID of the overlay tunnel interface. The ID ranges from 1 to 6144.

Command

Mode

Global configuration mode

Usage Guide This interface isusedtostaticallycreateanoverlay tunnel.Youcan run the tunnel-interfacecommand toassociate it

with a VXLAN.

 ConfiguringSource IPAddressforTunnelofOverlayTunnel Interface

Command tunnel source ip-address

Parameter

Description

ip-address: Indicates the source IP address of a tunnel.

Command

Mode

Overlay tunnel interface configuration mode

Usage Guide UsethiscommandtodesignateasourceIPaddressfortheoverlaytunnel.DesignatethisIPaddressastheoutersourceIP

address of a packet for encapsulation and forwarding.

 ConfiguringDestinationIPAddressforTunnelofOverlayTunnel Interface

Command tunnel destination ip-address

Parameter

Description

ip-address: Indicates the destination IP address of a tunnel.

Command

Mode

Overlay tunnel interface configuration mode

Usage Guide UsethiscommandtodesignateadestinationIPaddressfor theoverlaytunnel.Designate thisIPaddressastheouter

destinationIPaddressofapacketforencapsulationandforwarding.ThedestinationIPaddressofthetunnelisglobally

unique.DifferentoverlaytunnelscannotbeconfiguredwiththesamedestinationIPaddress.Otherwise,aconflictoccurs.

 AssociatingVXLANInstancewithOverlayTunnel Interface

Command tunnel-interface interface-name

Parameter

Description

interface-name: Indicates the name of the overlay tunnel interface.

Command

Mode

VXLAN configuration mode

Usage Guide Use this command to designate the VXLAN VTEP statically.

 ConfiguringStormControlofVXLANInstances

Command storm-control {broadcast | multicast | unicast} [kbps-value | pps pps-value]
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Parameter

Description

kbps-value: Indicates the rate limit value (unit: kbit/s).

pps-value: Indicates the rate limit value (unit: packet count/s).

Command

Mode

VXLAN configuration mode

Usage Guide Configure the storm control when the storm rate needs to be limited based on the VNI.

 ConfiguringStaticVXLANMACAddressTable

Command vxlan mac static mac-addr vni vxlan-id interface interface-name

Parameter

Description

mac-addr: Indicates the MAC entry address. The format is xxxx.xxxx.xxxx.

vxlan-id: Indicates the VNI of the MAC entry.

interface-name: Indicates the next hop egress of the MAC table. It can be an overlay tunnel interface, an Ethernet

interface, or an aggregate port (AP).

vid: Indicates the ID of a VLAN to which the MAC entry belongs.

Command

Mode

Global configuration mode

Usage Guide 1. Use this command to deliver the static VXLAN MAC entries via the SDN controller or configure the static VXLAN MAC

entries via CLI static configuration.This command ismainly used for setting the host forwarding table.

2. Whenthenext-hop interface isnot anoverlay tunnel interface,aVIDmustbeconfiguredand theVIDisnot required for

overlay tunnel interfaces.

 ConfiguringVXLANUDPDestinationPort

Command vxlan udp-port port-number

Parameter

Description

port-number: Indicates theUDPdestinationport ID.Thevalue ranges from0 to65535and thedefault value is4789.

Command

Mode

Global configuration mode

Usage Guide Note that the UDP destination port cannot be same as commonly used UDP ports.

Configuration Example

Only configuration related to theVXLAN is described below.

Only IPv4 configuration is used as an example below and the IPv6 scenario configuration is largely the same as the
IPv4 scenario configuration.

 VXLAN ConfigurationInstance
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Scenario

Figure 4- 1

Configuration

Steps

 Configurean IPv4unicast routingprotocol suchas theOSPFprotocolonTOR-1,TOR-2,CORE-1,andCORE-2to

ensure that unicast routes are reachable.

 Configure loopbackIPaddressesonTOR-1,TOR-2,CORE-1,andCORE-2anddistributepacketsvia theunicast

routingprotocol.TheVTEP IP addresses ofCORE-1 andCORE-2must be the sameand be allocated to different

routing domains.

 Configure aVXLANon thevirtual server anddesignate thegateway address of the virtualmachine. .

 EstablishaBGPneighbor relationshipbetweenCORE-1andCORE-2and configure theBGP-EVPN routingprotocol

on them.

The following configuration can be delivered by the SDN controller:

 CreateVXLANinstancesVXLAN10andVXLAN20onTOR-1,andassociatethemwithVLAN10andVLAN20

respectively. Configure the address learning mode as SDN controller advertisement. Configure two overlay tunnels

toconnectTOR-1withTOR-2andCORE.AssociateVXLAN10andVXLAN20withthetwotunnelsseparately.

 CreateVXLAN instanceVXLAN20 onTOR-2 and associate itwithVLAN 20. Configure the address learningmodeas

SDN controller advertisement. Configure two overlay tunnels to connect TOR-2 with TOR-1 and CORE-2. Associate

VXLAN 20 with the two tunnels.

 CreateVXLANinstancesVXLAN10andVXLAN20onCORE-1.ConfiguretheaddresslearningmodeasSDN

controller advertisement. Configure the anycast MAC address. Configure two overlay router gateway interfaces and
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configure their IP addressesas 10.1.1.1/24 and 10.1.2.1/24 respectively. AssociateVXLAN10with the overlay router

gatewayinterfacewiththeIPaddress10.1.1.1/24.AssociateVXLAN20withtheoverlayroutergatewayinterface

with the IPaddress 10.1.2.1/24. Configure two overlay tunnels to connect CORE-1withTOR-1 andTOR-2. Associate

VXLAN 10 andVXLAN 20 with the two tunnels separately.

Enable the synchronization function on all-active VXLAN gateways to synchronize the automatically learned entries

between thegateways.

 The configuration of CORE-2 is samewith that of CORE-1.

TOR1 TOR1# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

TOR1(config)#interface loopback0

TOR1(config-if-Loopback 0)# ip address 1.1.1.1 255.255.255.255

TOR1(config-if-Loopback 0)# exit

TOR1(config)# interface OverlayTunnel 1

TOR1(config-if-OverlayTunnel 1)# tunnel source 1.1.1.1

TOR1(config-if-OverlayTunnel 1)# tunnel destination 2.2.2.2

TOR1(config-if-OverlayTunnel 1)# exit

TOR1(config)# interface OverlayTunnel 2

TOR1(config-if-OverlayTunnel 2)# tunnel source 1.1.1.1

TOR1(config-if-OverlayTunnel 2)# tunnel destination 3.3.3.3

TOR1(config-if-OverlayTunnel 2)# exit

TOR1(config)# vxlan 10

TOR1(config-vxlan)# tunnel-interfaceOverlayTunnel 1

TOR1(config-vxlan)# tunnel-interfaceOverlayTunnel 2

TOR1(config-vxlan)# extend-vlan10

TOR1(config-vxlan)# end

TOR1(config)# vxlan 20

TOR1(config-vxlan)# tunnel-interfaceOverlayTunnel 1

TOR1(config-vxlan)# tunnel-interfaceOverlayTunnel 2

TOR1(config-vxlan)# extend-vlan20

TOR1(config-vxlan)# end

TOR2 TOR2# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

TOR2(config)#interface loopback0

TOR2(config-if-Loopback 0)# ip address 2.2.2.2 255.255.255.255

TOR2(config-if-Loopback 0)# exit

TOR2(config)# interface OverlayTunnel 1

TOR2(config-if-OverlayTunnel 1)# tunnel source 2.2.2.2

TOR2(config-if-OverlayTunnel 1)# tunnel destination 1.1.1.1

TOR2(config-if-OverlayTunnel 1)# exit

TOR2(config)# interface OverlayTunnel 2

TOR2(config-if-OverlayTunnel 2)# tunnel source 2.2.2.2

TOR2(config-if-OverlayTunnel 2)# tunnel destination 3.3.3.3

TOR2(config-if-OverlayTunnel 2)# exit
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TOR2(config)# vxlan 20

TOR2(config-vxlan)# tunnel-interfaceOverlayTunnel 1

TOR2(config-vxlan)# tunnel-interfaceOverlayTunnel 2

TOR2(config-vxlan)# extend-vlan20

TOR2(config-vxlan)# end

CORE1 Create VXLAN instances VXLAN10 and VXLAN20 on CORE-1. Set the address learning mode to SDN controller

advertisement.ConfigureananycastMACaddress.Configuretwooverlayroutergatewayinterfacesandset their IP

addresses to 10.1.1.1/24 and 10.1.2.1/24 respectively. ConfigureVXLAN10 to associate with the overlay router gateway

interfacewiththeIPaddressof10.1.1.1/24.ConfigureVXLAN20toassociatewiththeoverlayroutergatewayinterface

withtheIPaddressof10.1.2.1/24.ConfiguretwooverlaytunnelsreachabletoTOR1andTOR2respectively.Configure

VXLAN10 andVXLAN20 to associate with the two tunnels respectively.Configure loopback 1 on bothCORE-1 and CORE-2

andsettheIPaddressto3.3.3.4and3.3.3.5forloopback1.ThetwocoreswitchesestablishaBGPneighborrelationship

through loopback 1. Configure the L2VPNEVPN address family activation command.

TOR1# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

CORE1(config)# fabric anycast-gateway-mac 0000.1234.5678

CORE1(config)# interface loopback 0

CORE1(config-if-Loopback 0)# ip address 3.3.3.3 255.255.255.255

CORE1(config-if-Loopback 0)# exit

CORE1(config)# interface loopback1

CORE1(config-if-Loopback 0)# ip address 3.3.3.4 255.255.255.255

CORE1(config-if-Loopback 0)# exit

CORE1(config)# route bgp 10000

CORE1(config-router)# neighbor 3.3.3.5 remote-as 10000

CORE1(config-router)#neighbor3.3.3.5update-sourceLoopback1

CORE1(config-router)# address-family l2vpn evpn

CORE1(config-router-af)# neighbor 3.3.3.5 activate

CORE1(config-router-af)# neighbor 3.3.3.5 send-community extended

CORE1(config-router-af)# exit-address-family

CORE1(config-router)#exit

CORE1(config)# interface OverlayTunnel 1

CORE1(config-if-OverlayTunnel 1)# tunnel source 3.3.3.3

CORE1(config-if-OverlayTunnel 1)# tunnel destination 2.2.2.2

CORE1(config-if-OverlayTunnel 1)# exit

CORE1(config)# interface OverlayTunnel 2

CORE1(config-if-OverlayTunnel 2)# tunnel source 3.3.3.3

CORE1(config-if-OverlayTunnel 2)# tunnel destination 1.1.1.1

CORE1(config-if-OverlayTunnel 2)# exit

CORE1(config)# interfaceoverlayrouter1

CORE1(config-if-OverlayRouter 1)# ip address 10.1.1.1/24

CORE1(config-if-OverlayRouter 1)# anycast-gateway

CORE1(config-if-OverlayRouter 1)# exit

CORE1(config)# interfaceoverlayrouter2

CORE1(config-if-OverlayRouter 2)# ip address 10.1.2.1/24
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CORE1(config-if-OverlayRouter 2)# anycast-gateway

CORE1(config-if-OverlayRouter 2)# exit

CORE1(config)# vxlan 10

CORE1(config-vxlan)# tunnel-interfaceOverlayTunnel 1

CORE1(config-vxlan)# tunnel-interfaceOverlayTunnel 2

CORE1(config-vxlan)# router-interfaceOverlayRouter 1

CORE1(config-vxlan)# end

CORE1(config)# vxlan 20

CORE1(config-vxlan)# tunnel-interfaceOverlayTunnel 1

CORE1(config-vxlan)# tunnel-interfaceOverlayTunnel 2

CORE1(config-vxlan)# router-interfaceOverlayRouter 2

CORE1(config-vxlan)# end

CORE-2 Same with that of CORE-1

Verification  Verify that thevirtualmachines ofHOST-1,HOST-2,HOST-3, andHOST-4 canping eachother.

 Display the staticMACentriesof hosts delivered by theSDN controller onTORand core switches.

TOR1(config)#show vxlan mac

Vxlan MACAddress Type LocationInterface Vlan

---------- -------------------- -------- -------- ------------------------------ ------

10 0000.0000.0001 STATIC LOCAL GigabitEthernet 0/1 10

10 0000.1234.5678 STATIC REMOTE OverlayTunnel 2 -

20 0000.0000.0002 STATIC LOCAL GigabitEthernet 0/2 20

20 0000.0000.0003 STATIC REMOTE OverlayTunnel 1 -

20 0000.0000.0004 STATIC REMOTE OverlayTunnel 1 -

20 0000.1234.5678 STATIC REMOTE OverlayTunnel 2 -

TOR2(config)#show vxlan mac

Vxlan MACAddress Type LocationInterface Vlan

---------- -------------------- -------- -------- ------------------------------ ------

10 0000.0000.0001 STATIC REMOTE OverlayTunnel 1 -

10 0000.1234.5678 STATIC REMOTE OverlayTunnel 2 -

20 0000.0000.0002 STATIC REMOTE OverlayTunnel 1 -

20 0000.0000.0003 STATIC LOCAL GigabitEthernet 0/1 20

20 0000.0000.0004 STATIC LOCAL GigabitEthernet 0/2 20

20 0000.1234.5678 STATIC REMOTE OverlayTunnel 2 -

CORE1#show vxlan mac

Vxlan MACAddress Type LocationInterface Vlan

---------- -------------------- -------- -------- ------------------------------ ------

10 0000.0000.0001 STATIC REMOTE OverlayTunnel 2 -

20 0000.0000.0002 STATIC REMOTE OverlayTunnel 2 -

20 0000.0000.0003 STATIC REMOTE OverlayTunnel 1 -

20 0000.0000.0004 STATIC REMOTE OverlayTunnel 1 -
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CORE2#show vxlan mac

Vxlan MAC Address Type Location Interface Vlan

---------- ------------------------------------------------------------------------

10 0000.0000.0001 STATIC REMOTE OverlayTunnel 2 -

20 0000.0000.0002 STATIC REMOTE OverlayTunnel 2 -

20 0000.0000.0003 STATIC REMOTE OverlayTunnel 1 -

20 0000.0000.0004 STATIC REMOTE OverlayTunnel 1

4.2 Configuring

VXLANEVPN

Configuration

Effect

 EnablethecontrolplanelearningfunctiontoimplementVXLANtunnellearning,MACaddresslearning,and
routelearningvia controlplaneprotocols, thereby finally implementingVXLANbridging,VXLANrouting,and
datacommunicationbetween

VXLANs and between a VXLAN and an external network.

 Support functions suchas anycast gateways, symmetricVXLAN instances, andARPsuppression inEVPNcontrol planemode.

Notes

 The VXLAN instances require support from existing unicast routes on the network. Therefore, an IPv4 unicast
routing protocol, for example, the OSPF protocol must be configured on the network devices.

 TheMP-BGP-EVPNprotocol is required forVXLANs to implementVXLAN tunnel learning,MAC address
learning, and route learning.Therefore, the devices on the networkmust complete BGP-related
configurations.

Configuration Steps

 ConfiguringLoopback InterfaceAssociatedwithLocalEnd

 Mandatory.

 Configure the IP address of a loopback interface as the IP address of the local VTEP.OneVTEP device can be
associated with only one loopback interface to serve as theVXLANVTEP IP address.

 If theL3egressisanoverlayrouterinterfaceduringstaticrouteconfiguration, thenext-hopIPaddresscannotbe
settotheVTEP IP address.

 Configuring Virtual MACAddress for Anycast Gateways

 Optional.

 ConfigureaunifiedvirtualMACaddressforallanycastgatewaysonthenetwork.Theanycastfunctioncanbe
enabledonthe VXLANoverlay router interfaceof the local device only after the virtual MACaddress is
configured.

 Configuring ARPSuppression

 Optional.

 After ARP suppression is enabled, the switch responds to the ARP request from the host as a proxy, reducing the
flooded ARP data.

 ARP suppression is generally enabled on the TOR bridge devices in a centralized deployment scenario, or on
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the distributed gateways in a distributed deployment scenario.

 Configuring ARPProxy

 Optional.

 After ARPsuppression is enabled onaVTEPdevice, you canenable the ARPproxy functionon anoverlay router interface.

 After ARP proxy is enabled, theVTEP device responds to ARP requests from hosts as a proxy and theMAC address
used for proxy response is the gatewayMAC address configured on theVTEP device. In this way, theMACaddress in
theARP request responses

are the MAC address of the VTEP device, and the traffic between hosts in the same VNI is forwarded at L3.

ARP proxy can be enabled only on VXLAN gateways and is generally enabled on distributed gateways in distributed

deployment scenarios.

 Configuring IPv6 NDSuppression

 Optional.

 After IPv6 ND suppression is enabled, the VTEP device responds to NSmulticast packets from hosts as a proxy, to
reduce flooded NSmulticast packets on the network.

 IPv6ND suppression is generally enabled on distributed gateways in distributed deployment scenarios.

 Configuring theEVPNProtocol Packet Control Function

 In symmetric EVPN deployment scenarios, the EVPNprotocol packet control function can be configured on
TOR switches to reduce the traffic of EVPN packets.

Currently, the EVPN protocol packet control function includes the following:

 ExtractingMACentries fromEVPNMAC-IP type-2 routes (ARPentries) on a L2-VPNVXLAN instance

 ExtractingMACentries fromEVPNMAC-IPv6 type-2 routes (IPv6NDentries) on a L2-VNIVXLAN instance

 Banningsynchronizationof the localMACaddress to the remoteVTEP throughEVPNmessagesonanL2-VNIVXLAN instance

 Banningdeliveryof theMACaddresses remotelysynchronized throughEVPNmessages to the localMAC
address tableonan L2-VNI VXLANinstance

 Stopping an L2-VNIVXLAN instance from generating EVPN type-2 routes

 Configuring RemoteARP Packet Learning

 Mandatory for centralized gateways and not recommended for other devices.

 After the remote ARP packet learning function is enabled, the VXLAN gateways can learn the VXLAN route
entries from the encapsulatedVXLANARP packets received from theVXLAN tunnels.

 Configuring Remote IPv6 NDProtocol Packet Learning

 Mandatory for centralized gateways and not recommended for other devices.

 After the remote IPv6 ND protocol packet learning function is enabled, the VXLAN gateway can learn IPv6 ND
entries from VXLAN-encapsulated IPv6 protocol packets received fromVXLAN tunnels.

 Creating VXLANInstances

 Mandatory.

 Associating VXLAN Instance withOverlay Router Interface
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 Mandatory for VXLAN gateways.

 OnlyaftertheVXLANisassociatedwiththeoverlayrouterinterface,thedevicecanprovidetheVXLANrouting
functionand serve as aVXLAN IP gateway.

 Associating VXLAN Instance with VLAN

 Mandatory for VXLAN devices directly connected to the host.

 Only after aVLAN is associated with aVXLAN instance, packets of theVLAN can be encapsulated intoVXLAN
packets and then forwarded.

 After aVLAN is associatedwith aVXLAN, all packets of theVLANwill be encapsulated intoVXLANpackets.
Therefore, an SVI cannot be used as theVLAN IP gateway on the device.

 Configuring StormControl of VXLAN Instances

 Optional.

 This function is required only when the storm rate needs to be limited based onVXLAN instances.

 Configuring VXLANUDPDestination Port

 Optional.AstheVXLANUDPdestinationportusedbyearlydevicesmaynotbePort4789,youcanrunthis
commandtoachieve compatibility. In addition, you can also run this command to customize theVXLANUDP
destination port.

 TheVXLANUDP destination port 4789 designated by IANA is used by default.

 Configuring SymmetricInstances

 Optional.

 Symmetricinstancesneedtobeconfiguredonly insymmetricscenarios.Onlyonesymmetricinstancecanbe
configuredfor each VRF network. After a symmetric instance is configured in a VRF network, L3 forwarding of
other asymmetric instances is all

switched to the symmetric instance for implementation.

 Configuring Static VXLANNetwork Routes

 Optional.

 Configure the staticVXLAN network routes based onVXLAN instances if required.

Verification

Based on EVPN control plane learning,VXLAN tunnels,VXLANMAC entries, and VXLAN route entries can be formed. Run

the following commands forverification.

 Run the showvxlan vni-number command to check whether the local and remote VXLAN devices can learn
mutual VTEP neighbor relationships.

 Run the showvxlanmac command to checkwhether theVXLANMACaddress is learned.

 Run the showarp command to checkwhether the ARP entry of theVXLAN IP gateway is learned.

 Run the show ipv6 neighbors command to checkwhether all local/remote IPv6 NDentries are learned.

 Run the showvxlan udp-port command to display theVXLANUDP destination port.

Related Commands
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 ConfiguringLoopback InterfaceAssociatedwithLocalEnd

Command source loopback loopback-port-id

Parameter

Description

Loopback-port-id: Indicates the ID of the loopback interface.

Command

Mode

VTEP configuration mode

Usage Guide The local VETP IP address is the configured loopback interface IP address.

 ConfiguringVirtualMACAddressforAnycastGateways

Command fabric anycast-gateway-mac mac-addr

Parameter

Description

mac-addr: Indicates the MAC address. The format is xxxx.xxxx.xxxx.

Command

Mode

Global configuration mode

Usage Guide All gateways on which the anycast function is enabled use this MAC address as the gateway MAC address.

ThevirtualMACaddressforananycastgatewaymustnotbethesameasthelocalMACaddressorthesameastheMAC

address of any device on the overlay network.

 ConfiguringRemoteARPPacketLearning

Command remote arp learn enable

Parameter

Description

N/A

Command

Mode

VTEP configuration mode

Usage Guide EnableordisabletheremoteARPpacket learning functionglobally.After this function isenabled, theVXLANgateways

can learn the VXLAN route entries from the encapsulated VXLAN ARP packets received from the VXLAN tunnels.

 ConfiguringRemoteIPv6NDProtocolPacketLearning

Command remote nd learn enable

Parameter

Description

N/A

Command

Mode

VTEP configuration mode

Usage Guide Enable or disable the remote IPv6 ND packet learning function globally. After this function is enabled, the device can

learn IPv6 ND entries from the VXLAN-encapsulated IPv6 NS packets received from VXLAN tunnels.

 Configuring ARPSuppression

Command arp suppress enable

Parameter

Description

N/A

Command

Mode

VTEP configuration mode

Usage Guide EnableordisableARPsuppressionglobally.AfterARPsuppressionisenabled,theswitchrespondstotheARPrequests
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fromthehostasaproxy.TheVNI-basedARPsuppressionmaybealsosupported,dependingontheproducttype.Youcan

configure global ARP suppression or VNI-based ARP suppression based on the actual application scenario.

 ConfiguringVNI-basedARPSuppression

Command arp suppress enable

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide EnableordisableVNI-basedARPsuppression.AfterARPsuppression isenabled, theswitchresponds toARPrequests

from hosts as a proxy. The global ARP suppression may be also supported, depending on the product type. You can

configureglobalARPsuppressionorVNI-basedARPsuppressionbasedon theactual applicationscenario.

 Configuring ARPProxy

Command route-in-vni

Parameter

Description

N/A

Command

Mode

Overlay router interface configuration mode

Usage Guide After the intra-VNI routing function (ARP proxy) is enabled on an overlay router interface, the VTEP device uses its

gatewayMACaddress torespond toallARPrequestsfromhosts intheVNI, towhich theoverlay router interfacebelongs,

when serving as an ARP proxy. In this way, the communication traffic between hosts in the same VNI is forwarded

through VXLAN routes.

 ConfiguringGlobal IPv6NDSuppression

Command nd suppress enable

Parameter

Description

N/A

Command

Mode

VTEP configuration mode

Usage Guide Enableordisabletheglobal IPv6NDsuppression function.After IPv6NDsuppressionisenabled, thedeviceresponds to

IPv6 NS multicast packets from hosts as a proxy. The VNI-based IPv6 ND suppression may be also supported, depending

on the product type. You can configure global IPv6 ND suppression or VNI-based IPv6 ND suppression based on the

actual application scenario.

 ConfiguringVNI-based IPv6NDSuppression

Command nd suppress enable

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide Enable or disable the VNI-based IPv6 ND suppression function. After IPv6 ND suppression is enabled, the device responds

to IPv6 NS multicast packets from hosts as a proxy. The global IPv6 ND suppression may be also supported, depending on
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theproduct type.Youcanconfigureglobal IPv6NDsuppressionorVNI-based IPv6NDsuppressionbasedon theactual

application scenario.

 ExtractingMACEntries fromEVPNMAC-IPType-2Routes (ARPEntries)

Command evpn arp mac-learning enable

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide After this command is configured, the device parses one ARP entry and one MAC entry from a MAC-IP type-2 route

synchronized from theVXLAN-EVPN neighbor.

Thiscommand isdisabledbydefault and thedeviceparsesoneARPentrybut noMACentry fromaMAC-IP type-2 route

synchronized from theVXLAN-EVPN neighbor.

Thiscommand isconfiguredonaVXLANinstanceandaffectsonly theEVPNentryparsingof theVXLANinstance.Other

VXLAN instances, for which this command is not configured, are not affected.

Thiscommandcanbeusedincombinationwiththeevpnmacadvertisedisablecommand.After theyareexecuted, the

network-wide VXLAN-EVPN neighbors synchronize only MAC-IP type-2 routes but no MAC-only type-2 routes. All devices

parse and extract MACentries fromMAC-IP type-2 routes.

This command is configured on L2-VNI VXLAN instances.

 ExtractingMACEntries fromEVPNMAC-IPv6Type-2Routes (IPv6NDEntries)

Command evpn nd mac-learning enable

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide After thiscommand isconfigured, thedeviceparsesoneIPv6NDentryandoneMACentry fromaMAC-IPv6type-2route

(IPv6 NDentry) synchronized from theVXLAN-EVPNneighbor.

Thiscommand isdisabledbydefault and thedeviceparsesone IPv6NDentrybut noMACentry fromaMAC-IPv6 type-2

route synchronized from theVXLAN-EVPN neighbor.

Thiscommand isconfiguredonaVXLANinstanceandaffectsonly theEVPNentryparsingof theVXLANinstance.Other

VXLAN instances, for which this command is not configured, are not affected.

Thiscommandcanbeusedincombinationwiththeevpnmacadvertisedisablecommand.After theyareexecuted, the

network-wide VXLAN-EVPN neighbors synchronize only MAC-IPv6 type-2 routes but no MAC-only type-2 routes. All

devices parse and extractMAC entries fromMAC-IPv6 type-2 routes.

This command is configured on L2-VNI VXLAN instances.

 ConfiguringanL2-VNIVXLANInstanceNottoSynchronizetheLocalMACAddresstotheRemoteVTEPThrough

EVPN Messages

Command evpn mac advertise disable

Parameter

Description

N/A

Command VXLAN configuration mode
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Mode

Usage Guide This command is not configured on a device by default. The device generates one MAC-only type-2 route through the

VXLAN-EVPNprotocol based ona locally learnedMACentry, and synchronizes the type-2 route to theEVPNneighbor

(that is, remoteVTEP).Then, the remoteVTEPcan learn theMACentry from theMAC-only type-2 route.

After this command is configured, the device does not generateVXLAN-EVPNMAC-only type-2 routes based onMAC

entries, and therefore, it will not advertiseMAC-only type-2 routes to the EVPN neighbor.

This command is configured on aVXLAN instance and affects only whether theVXLAN instance generates MAC-only

type-2 routes. Other VXLAN instances, for which this command is not configured, can still generate MAC-only type-2

routes.

Thiscommandcanbeused incombinationwith theevpnarpmac-learningenableandevpnndmac-learningenable

commands. After they are executed, the network-wide VXLAN-EVPN neighbors synchronize only MAC-IP type-2 routes

butnoMAC-only type-2 routes.All devicesparseandextractMACentries fromMAC-IPorMAC-IPv6 type-2 routes.

Note:ThiscommandcanbeconfiguredonlyonL2-VNIVXLAN instances (that is,VXLAN instanceswith thesymmetric

command not configured). It is unavailable on L3-VNI VXLAN instances.

 ConfiguringanL2-VNIVXLANInstanceNottoDeliverMACAddressesRemotelySynchronizedThroughEVPN

Messages totheLocalMACAddressTable

Command evpn mac inactive

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide After this command is configured, the device does not learnMACentries fromVXLAN-EVPN type-2 routes (MAC-IPor

MAC-only type-2 routes) synchronized from neighbors.

Thiscommand isnotconfiguredonadevicebydefault.Thedevice learnsMACentriesfromVXLAN-EVPNtype-2 routes

synchronized fromneighbors.

ThiscommandisconfiguredonaVXLANinstanceandaffectsonlywhethertheVXLANinstancelearnsMACentriesfrom

VXLAN-EVPN type-2 routes. OtherVXLAN instances, for which this command is not configured, can still learnMAC entries.

Note:ThiscommandcanbeconfiguredonlyonL2-VNIVXLANinstances (that is,VXLAN instanceswith thesymmetric

command not configured). It is unavailable on L3-VNI VXLAN instances.

 ConfiguringanL2-VNIVXLANInstanceNottoGenerateEVPNType-2Routes

Command evpn rt-2 advertise disable

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide This command is not configured on a device by default. The device generates one MAC-only type-2 route through the

VXLAN-EVPNprotocol based ona locally learnedMACentry, and synchronizes the type-2 route to theEVPNneighbor

(that is, remote VTEP). Then, the remote VTEP learns the MAC entry from the MAC-only type-2 route. In addition, the

devicegeneratesoneMAC-IPtype-2route throughtheVXLAN-EVPNprotocolbasedonalocally learnedARPentryand

synchronizesthetype-2routetotheEVPNneighbor.Then, theremoteVTEPlearnstheARPentryandhostroutefromthe

MAC-IP type-2 route.ThedevicegeneratesoneMAC-IPv6 type-2 route through theVXLAN-EVPNprotocolbasedona

locally learned IPv6 ND entry, and synchronizes the type-2 route to the EVPN neighbor. Then, the remote VTEP learns the
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IPv6NDentry and host route from theMAC-IPv6 type-2 route. After this command is configured, theMACentries, ARP

entries,and IPv6NDentriesof thedevicearenot used togenerateVXLAN-EVPN type-2 routesand therefore,no type-2

route is advertised to the EVPN neighbor.

ThiscommandisconfiguredonaVXLANinstanceandaffectsonlywhethertheVXLANinstancegeneratestype-2routes.

OtherVXLAN instances, for which this command is not configured, can still generate type-2 routes.

Note:ThiscommandcanbeconfiguredonlyonL2-VNIVXLAN instances (that is,VXLAN instanceswith thesymmetric

command not configured). It is unavailable on L3-VNI VXLAN instances.

 CreatingOverlayRouter Interfaces

Command interface OverlayRouter port-id

Parameter

Description

port-id: Indicates the ID of an overlay router interface. The ID ranges from 1 to 16,777,215.

Command

Mode

Global configuration mode

Usage Guide Similar to SVI in a VLAN, this interface serves as the VXLAN IP gateway in the VXLAN routing environment.

 ConfiguringIPAddressforOverlayRouter Interface

Command ip address ip-address mask

Parameter

Description

ip-address: Indicates the IP address of the overlay router interface.

mask: Indicates the subnet mask.

Command

Mode

Interface configuration mode

Usage Guide SimilartotheIPaddressoftheSVIinaVLAN,thisIPaddressservesastheaddressoftheVXLANIPgatewayintheVXLAN

routing environment.

 ConfiguringanIPv6Addressfor theOverlayRouter Interface

Command ipv6 address ip-address mask

Parameter

Description

ip-address: Indicates the IPv6 address of the overlay router interface.

mask: Indicates the subnet mask.

Command

Mode

Overlay router interface configuration mode

Usage Guide This IPv6 address serves as theVXLAN IPv6 gateway address in theVXLAN routing environment. It is similar to the IP

address of an SVI in a VLAN.

 AssociatingOverlayRouter InterfacewithVRFNetwork

Command vrf forwarding table name

Parameter

Description

Table name: Indicates the VRF network associated with the overlay router interface.

Command

Mode

Interface configuration mode

Usage Guide Usethiscommand toassociateanoverlay router interfacewithaVRFnetwork in theVXLAN routingenvironment, to

implement VXLAN L3 route isolation.

 CreatingorEnteringVXLANInstances
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Command vxlan vni-number

Parameter

Description

vni-number: Indicates the VNI. The value ranges from 1 to 16777215.

Command

Mode

Global configuration mode

Usage Guide N/A

 Configuring SymmetricInstances

Command symmetric

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide Nosymmetric instanceisconfiguredbydefault.SymmetricinstancesareusedtomanagetheL3forwardingentriesofall

asymmetric instances of the VRF networks associated with the symmetric instances.

 AssociatingVXLANInstancewithOverlayRouter Interface

Command router-interface interface-name

Parameter

Description

interface-name: Indicates the name of the overlay router interface.

Command

Mode

VXLAN configuration mode

Usage Guide Different VXLANs cannot be associated with the same overlay router interface.

 ConfiguringVXLANUDPDestinationPort

Command vxlan udp-port port-number

Parameter

Description

port-number: Indicates theUDPdestinationport ID.Thevalue ranges from0 to65535and thedefault value is4789.

Command

Mode

Global configuration mode

Usage Guide Note that the UDP destination port cannot be same as commonly used UDP ports.

 ConfiguringStormControlofVXLANInstances

Command storm-control {broadcast | multicast | unicast} [kbps-value | pps pps-value]

Parameter

Description

kbps-value: Indicates the rate limit value (unit: kbit/s).

pps-value: Indicates the rate limit value (unit: packet count/s).

Command

Mode

VXLAN configuration mode

Usage Guide Configure the storm control when the storm rate needs to be limited based on the VNI.

Configuration Example

Only configuration related to the VXLAN is described below.

Only IPv4 configuration is used as an example below and the IPv6 scenario configuration is largely the same as the
IPv4 scenario configuration.
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4.2.1 Configuring EVPN-based Multi-tenant Centralized Scenario

Scenario

Figure 4-2

Configuration
Steps

 ConfigureanIPv4unicastroutingprotocolsuchastheOSPFprotocolonCORE,TOR-1,andTOR-2toensurethat

unicast routes are reachable.

 Configure the BGP-EVPN routing protocol on CORE, TOR-1, and TOR-2 to establish BGP neighbor relationships

between the three devices and to support the EVPN protocol family.

 Configure theEVI forBGP-EVPNonCORE,TOR-1,andTOR-2.Fordetails, seeBGP-EVPNConfigurationGuide.

 Configure a VXLAN on the virtual server and designate the gateway address of the virtual machine.

 Associate the VTEP with the loopback interface on TOR-1, TOR-2, and CORE to establish tunnels.

 Create VXLAN instances on TOR-1, TOR-2, and CORE and associate the VXLAN instances with VLANs.

 Create overlay router interfaces and configure the VXLAN gateway IP address on CORE. Configure different VRF

networks for different overlay router interfaces to determine their respective tenants.

 Associate VXLAN instances with overlay router interfaces on CORE to realize VXLAN routing.

 Enable the remote ARP packet learning function on CORE to generate VXLAN routing entries dynamically.

 (Optional)ConfigureARPsuppressiononTOR-1andTOR-2toreducetheARPpacketsentering theVXLAN.

HOST Configuring the IPaddressandgatewayaccording toFigure 1-23 (thedetailed configurationon theserver isomitted

herein).

CORE The configuration of the OSPF, and Ethernet interface is omitted herein. The following describe only the VXLAN

configuration.

CORE# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

CORE(config)# interface Loopback 1

CORE(config-if- Loopback 1)# ip address 1.1.1.1/32
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CORE(config-if-

Loopback1)#exit

CORE(config)#

vtep

CORE(config-vtep)# source

loopback 1

CORE(config-vtep)# remote

arp learnenable

CORE(config-vtep)# exit

CORE(config)

# ip vrf vrf-10

CORE(config-v

rf)# rd 10:10

CORE(config-vrf)#route-target

both1000:1000

CORE(config-vrf)# exit

CORE(config)

# ip vrf vrf-20

CORE(config-v

rf)# rd 20:20

CORE(config-vrf)#route-target

both2000:2000

CORE(config-vrf)# exit

CORE(config)# int overlayrouter 10

CORE(config-if-OverlayRouter 10)# ip vrf

forwarding vrf-10

CORE(config-if-OverlayRouter 10)# ip

address 10.1.1.1/24

CORE(config-if-OverlayRouter 10)# exit

CORE(config)# int overlayrouter 20

CORE(config-if-OverlayRouter 20)# ip vrf

forwarding vrf-10

CORE(config-if-OverlayRouter 20)# ip

address 10.1.2.1/24

CORE(config-if-OverlayRouter 20)# exit

CORE(config)# int overlayrouter 100

CORE(config-if-OverlayRouter 100)# ip vrf

forwarding vrf-20

CORE(config-if-OverlayRouter 100)# ip

address 10.1.3.1/24

CORE(config-if-OverlayRouter 100)# exit

CORE(config)# vxlan 10

CORE(config-vxlan)# router-interface

OverlayRouter 10 CORE(config-vxlan)#

exit
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CORE(config)# vxlan 20

CORE(config-vxlan)# router-interface

OverlayRouter 20 CORE(config-vxlan)#

exit

CORE(config)# vxlan 100

CORE(config)# vxlan 100

CORE(config-vxlan)# router-interface

OverlayRouter 100 CORE(config-vxlan)#

exit

CORE(config)# router bgp 64512

CORE(config-router)# neighbor 2.2.2.2 remote-as 64512

CORE(config-router)# neighbor 3.3.3.3 remote-as 64512

CORE(config-router)# neighbor 2.2.2.2 update-source Loopback 1

CORE(config-router)#neighbor3.3.3.3

update-sourceLoopback1 CORE(config-router)#

address-family l2vpn evpn

CORE(config-router-af)#neighbor

2.2.2.2activate

CORE(config-router-af)#neighbor

3.3.3.3activate

CORE(config-router-af)# neighbor 2.2.2.2 route-reflector-client
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CORE(config-router-af)# neighbor 3.3.3.3 route-reflector-client

CORE(config-router-af)# exit

CORE(config-router)# address-family ipv4 vrf vrf-10

CORE(config-router-af)# network 10.1.1.0 mask 255.255.255.0

CORE(config-router-af)# network 10.1.2.0 mask 255.255.255.0

CORE(config-router-af)# exit

CORE(config-router)# address-family ipv4 vrf vrf-20

CORE(config-router-af)# network 10.1.3.0 mask 255.255.255.0

CORE(config-router-af)# exit

CORE(config-router)# exit

CORE(config)# evpn

CORE(config-evpn)# vni 10

CORE(config-evpn-vni)# rd auto

CORE(config-evpn-vni)# route-target both auto

CORE(config-evpn-vni)# exit

CORE(config-evpn)# vni 20

CORE(config-evpn-vni)# rd auto

CORE(config-evpn-vni)# route-target both auto

CORE(config-evpn-vni)# exit

CORE(config-evpn)# vni 100

CORE(config-evpn-vni)# rd auto

CORE(config-evpn-vni)# route-target both auto

CORE(config-evpn-vni)# exit

TOR1 TOR1# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

TOR1(config)# interface Loopback 1

TOR1(config-if-Loopback1)# ipaddress2.2.2.2/32

TOR1(config-if- Loopback1)# exit

TOR1(config)# vtep

TOR1(config-vtep)# source loopback 1

TOR1(config-vtep)# arp suppress enable

TOR1(config-vtep)# exit

TOR1(config)# vxlan 10

TOR1(config-vxlan)# extend-vlan 10

TOR1(config-vxlan)# arp suppress enable

TOR1(config-vxlan)# exit

TOR1(config)# vxlan 20

TOR1(config-vxlan)# extend-vlan 20

TOR1(config-vxlan)# arp suppress enable

TOR1(config-vxlan)# exit

TOR1(config)# router bgp 64512

TOR1(config-router)# neighbor 1.1.1.1 remote-as 64512

TOR1(config-router)# neighbor 1.1.1.1 update-source loopback 1

TOR1(config-router)#address-family l2vpn evpn
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TOR1(config-router-af)# neighbor 1.1.1.1 activate

TOR1(config-router-af) #exit

TOR1(config-router)# exit

TOR1(config)# evpn

TOR1(config-evpn)# vni 10

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 20

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR2 TOR2# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

TOR2(config)# interface Loopback 1

TOR2(config-if-Loopback1)# ipaddress3.3.3.3/32

TOR2(config-if- Loopback1)# exit

TOR2(config)# vtep

TOR2(config-vtep)# source loopback 1

TOR2(config-vtep)# arp suppress enable

TOR2(config-vtep)# exit

TOR2(config)# vxlan 100

TOR2(config-vxlan)# extend-vlan 100

TOR2(config-vxlan)# arp suppress enable

TOR2(config-vxlan)# exit

TOR2(config)# vxlan 20

TOR2(config-vxlan)# extend-vlan 20

TOR2(config-vxlan)# arp suppress enable

TOR2(config-vxlan)# exit

TOR2(config)# router bgp 64512

TOR2(config-router)# neighbor 1.1.1.1 remote-as 64512

TOR2(config-router)# neighbor 1.1.1.1 update-source loopback 1

TOR2(config-router)#address-family l2vpn evpn

TOR2(config-router)# neighbor 1.1.1.1 activate

TOR2(config-router-af)# exit

TOR2(config-router)# exit

TOR2(config)# evpn

TOR2(config-evpn)# vni 20

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 100

TOR2(config-evpn-vni)# rd auto
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TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# exit

Verification  Verify that HOST-1, HOST-2, HOST-3, and HOST-4 can ping each other.

 Verify that HOST-5 and HOST-6 can ping each other.

 Verify that HOST-1, HOST-2, HOST-3, and HOST-4 cannot ping HOST-5 and HOST-6.

 Verify that the virtual machines can be migrated between the hosts on the same VXLAN and can access the

network normally after migration without modifying the configuration.

TOR1#sho vxlan

VXLAN Total Count: 2

VXLANCapacity : 8000

VXLAN 10

Symmetric property : FALSE

Router Interface : -

ExtendVLAN 10

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel 6145 2.2.2.2 1.1.1.1 dynamic

VXLAN 20

Symmetric property : FALSE

Router Interface : -

ExtendVLAN 20

VTEP Adjacency Count: 2

VTEP Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel 6145 2.2.2.2 1.1.1.1 dynamic

OverlayTunnel 6146 2.2.2.2 3.3.3.3 dynamic

CORE#sho vxlan

VXLAN Total Count: 3

VXLANCapacity : 8000

VXLAN 10

Symmetric property : FALSE

Router Interface : OverlayRouter 10 (non-anycast)

ExtendVLAN : -

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------
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VXLAN 100

Symmetric property : FALSE

RouterInterface :OverlayRouter100(non-anycast)

ExtendVLAN : -

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel6148 1.1.1.1 3.3.3.3 dynamic

VXLAN 20

Symmetric property : FALSE

RouterInterface :OverlayRouter20(non-anycast)

ExtendVLAN : -

VTEP Adjacency Count: 2 VTEP

Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

dynamic2.2.2.2OverlayTunnel6147 1.1.1.1

OverlayTunnel 6147 1.1.1.1 2.2.2.2 dynamic

OverlayTunnel 6148 1.1.1.1 3.3.3.3 dynamic

http://www.fs.com/


www.fs.com

49

4.2.2 Configuring EVPN-based Multi-tenant Centralized All-active Anycast Gateway Scenario

Scenario

Figure 4- 3

Configuration

Steps

 Configure an IPv4 unicast routing protocol such as theOSPFprotocol onCORE,TOR-1, andTOR-2 to ensure that

unicast routes are reachable.

 Configure theBGP-EVPNroutingprotocolonCORE,TOR-1,andTOR-2 toestablishBGPneighbor relationships

between the three devices and to support the EVPN protocol family.

 Configure theEVI forBGP-EVPNonCORE,TOR-1, andTOR-2. Fordetails, seeBGP-EVPNConfigurationGuide.

 ConfigureaVXLANon thevirtual server anddesignate thegatewayaddressof thevirtualmachine.(Omitted).

 Associate theVTEPwith the loopback interfaceonTOR-1,TOR-2, andCORE toestablish tunnels.

Note that the same loopback interface IP address needs to be configured onCORE1and CORE2as theVTEP IP

address for tunnel establishment.

After the loopback interface IP address is configured, no tunnel is established between CORE1 and CORE2.

OnTOR1,only one tunnelwhoseVTEP IPaddress is1.1.1.1and one tunnelwhoseVTEP IPaddress is3.3.3.3 canbe

viewed.

OnTOR2,only one tunnelwhoseVTEP IPaddress is1.1.1.1and one tunnelwhoseVTEP IPaddress is2.2.2.2 canbe

viewed.

OnCORE1, onlyone tunnelwhoseVTEP IPaddress is2.2.2.2and one tunnelwhoseVTEP IPaddress is3.3.3.3canbe

viewed.

OnCORE2, only one tunnelwhoseVTEP IPaddress is 2.2.2.2 and one tunnelwhoseVTEP IPaddress is3.3.3.3 can be

viewed.
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 CreateVXLANinstancesonTOR-1,TOR-2,andCOREandassociate theVXLANinstanceswithVLANs.

 Create overlay router interfaces and configure theVXLAN gateway IP address onCORE. Configure differentVRF

networks for different overlay router interfaces to determine their respective tenants. Associate VXLAN instances

with overlay router interfaces to realizeVXLAN routing.

Notethat theoverlay router interfaceconfigurationsonCORE1andCORE2mustbe thesame.That is, the IP

addresses and masks configured for the overlay router interfaces associated with the same VXLAN instancemust be

the same onCORE1 andCORE2 and belong to the same tenant (VRF).

In addition, an anycast gateway must be configured for all overlay router interfaces.

 Configure thesameanycastgatewayMACaddressonCORE1andCORE2toensure thatallVXLANanycastgateways

on CORE use the sameMAC address.

 Enable the remoteARPpacket learning functiononCOREtogenerateVXLANroutingentriesdynamically.

 (Optional)ConfigureARPsuppressiononTOR-1andTOR-2toreducetheARPpacketsentering theVXLAN.

HOST Configure the IP address and gateway according to Figure 1-24 (the detailed configuration on the server is omitted

herein).

CORE The configuration of the OSPF and Ethernet interface is omitted herein. The following describes only the VXLAN

configuration.

Note:VXLANconfigurationonCORE1andCORE2 is the same.The followingconfiguration applies toCORE1and

CORE2:Configure loopback1 onbothCORE1andCORE2and set the IP address to1.1.1.2 and 1.1.1.3 for loopback1.The

two core switches establish a BGP neighbor relationship through loopback 1. Configure the L2VPN EVPN address family

activation command.

CORE# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

CORE(config)# interface Loopback 0

CORE(config-if- Loopback 0)# ip address 1.1.1.1/32

CORE(config-if- Loopback 0)# exit

CORE(config)#int loopback 1

CORE(config-if-Loopback 1)# ip address 1.1.1.2/32

CORE(config-if- Loopback 1)# exit

CORE(config)# vtep

CORE(config-vtep)# source loopback 0

CORE(config-vtep)# remote arp learnenable

CORE(config-vtep)# exit

CORE(config)# fabric anycast-gateway-mac 0011.2233.2016

CORE(config)# ip vrf vrf-10

CORE(config-vrf)# rd 10:10

CORE(config-vrf)# route-target both 1000:1000

CORE(config-vrf)# exit

CORE(config)# ip vrf vrf-20

CORE(config-vrf)# rd 20:20

CORE(config-vrf)# route-target both 2000:2000

CORE(config-vrf)# exit

CORE(config)# int overlayrouter 10

CORE(config-if-OverlayRouter 10)# ip vrf forwarding vrf-10

CORE(config-if-OverlayRouter10)# ipaddress10.1.1.1/24
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CORE(config-if-OverlayRouter 10)# anycast-gateway

CORE(config-if-OverlayRouter 10)#

exit CORE(config)# int

overlayrouter 20

CORE(config-if-OverlayRouter 20)# ip vrf

forwarding vrf-10

CORE(config-if-OverlayRouter 20)# ip

address 10.1.2.1/24

CORE(config-if-OverlayRouter 20)#

anycast-gateway

CORE(config-if-OverlayRouter 20)# exit

CORE(config)# vxlan

20 CORE(config)# int

overlayrouter100

CORE(config-if-OverlayRouter 100)# ip vrf

forwarding vrf-20

CORE(config-if-OverlayRouter 100)# ip

address 10.1.3.1/24

CORE(config-if-OverlayRouter 100)#

anycast-gateway

CORE(config-if-OverlayRouter 100)# exit

CORE(config)# vxlan 10

CORE(config-vxlan)# router-interface

OverlayRouter 10 CORE(config-vxlan)#

exit

CORE(config)# vxlan 20

CORE(config-vxlan)# router-interface

OverlayRouter 20 CORE(config-vxlan)#

exit

CORE(config)# vxlan 100

CORE(config-vxlan)# router-interface

OverlayRouter 100 CORE(config-vxlan)#

exit

CORE(config)# router bgp 64512

CORE(config-router)# neighbor 1.1.1.3 remote-as 64512

CORE(config-router)# neighbor 1.1.1.3 update-source loopback 1

CORE(config-router)# neighbor 2.2.2.2 remote-as 64512

CORE(config-router)# neighbor 2.2.2.2 update-source loopback 1

CORE(config-router)# neighbor 3.3.3.3 remote-as 64512

CORE(config-router)# neighbor 3.3.3.3

update-source loopback 1 CORE(config-router)#

address-family l2vpn evpn

CORE(config-router)# neighbor

1.1.1.3 activate

CORE(config-router)# neighbor

2.2.2.2 activate

CORE(config-router)# neighbor

3.3.3.3 activate
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CORE(config-router-af)# exit

CORE(config-router)# address-family ipv4 vrf

vrf-10 CORE(config-router-af)# network 10.1.1.0

mask 255.255.255.0

CORE(config-router-af)# network 10.1.2.0 mask

255.255.255.0 CORE(config-router-af)# exit

CORE(config-router)# address-family ipv4 vrf

vrf-20 CORE(config-router-af)# network 10.1.3.0

mask 255.255.255.0 CORE(config-router-af)#

exit

CORE(config

-router)# exit

CORE(confi

g)# evpn

CORE(config-

evpn)# vni 10
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CORE(config-evpn-vni)# rd auto

CORE(config-evpn-vni)# route-target both auto

CORE(config-evpn-vni)# exit

CORE(config-evpn)# vni 20

CORE(config-evpn-vni)# rd auto

CORE(config-evpn-vni)# route-target both auto

CORE(config-evpn-vni)# exit

CORE(config-evpn)# vni 100

CORE(config-evpn-vni)# rd auto

CORE(config-evpn-vni)# route-target both auto

CORE(config-evpn-vni)# exit

TOR1 TOR1# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

TOR1(config)# interface Loopback 1

TOR1(config-if-Loopback1)# ipaddress2.2.2.2/32

TOR1(config-if- Loopback1)# exit

TOR1(config)# vtep

TOR1(config-vtep)# source loopback 1

TOR1(config-vtep)# arp suppress enable

TOR1(config-vtep)# exit

TOR1(config)# vxlan 10

TOR1(config-vxlan)# extend-vlan 10

TOR1(config-vxlan)# arp suppress enable

TOR1(config-vxlan)# exit

TOR1(config)# vxlan 20

TOR1(config-vxlan)# extend-vlan 20

TOR1(config-vxlan)# arp suppress enable

TOR1(config-vxlan)# exit

TOR1(config)# router bgp 64512

TOR1(config-router)#neighbor1.1.1.2 remote-as64512

TOR1 (config-router)# neighbor 1.1.1.2 update-source loopback 1

TOR1(config-router)#neighbor 1.1.1.3 remote-as 64512

TOR1 (config-router)# neighbor 1.1.1.3 update-source loopback 1

TOR1(config-router)#neighbor 3.3.3.3 remote-as 64512

TOR1 (config-router)# neighbor 3.3.3.3 update-source loopback 1

TOR1(config-router)# address-family l2vpn evpn

TOR1(config-router-af)# neighbor 1.1.1.2 activate

TOR1(config-router-af)# neighbor 1.1.1.3 activate

TOR1(config-router-af)# neighbor 3.3.3.3 activate

TOR1(config-router-af)# exit

TOR1(config-router)# exit

TOR1(config)# evpn

TOR1(config-evpn)# vni 10

TOR1(config-evpn-vni)# rd auto
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TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 20

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR2 TOR2# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

TOR2(config)# interface Loopback 1

TOR2(config-if-Loopback1)# ipaddress3.3.3.3/32

TOR2(config-if- Loopback1)# exit

TOR2(config)# vtep

TOR2(config-vtep)# source loopback 1

TOR2(config-vtep)# arp suppress enable

TOR2(config-vtep)# exit

TOR2(config)# vxlan 100

TOR2(config-vxlan)# extend-vlan 100

TOR2(config-vxlan)# arp suppress enable

TOR2(config-vxlan)# exit

TOR2(config)# vxlan 20

TOR2(config-vxlan)# extend-vlan 20

TOR2(config-vxlan)# arp suppress enable

TOR2(config-vxlan)# exit

TOR2(config)# router bgp 64512

TOR2(config-router)#neighbor1.1.1.2 remote-as64512

TOR2 (config-router)# neighbor 1.1.1.2 update-source loopback 1

TOR2(config-router)#neighbor 1.1.1.3 remote-as 64512

TOR2 (config-router)# neighbor 1.1.1.3 update-source loopback 1

TOR2(config-router)#neighbor 2.2.2.2 remote-as 64512

TOR2 (config-router)# neighbor 2.2.2.2 update-source loopback 1

TOR2(config-router)# address-family l2vpn evpn

TOR2(config-router-af)# neighbor 1.1.1.2 activate

TOR2(config-router-af)# neighbor 1.1.1.3 activate

TOR2(config-router-af)# neighbor 2.2.2.2 activate

TOR2(config-router-af)# exit

TOR2(config-router)# exit

TOR2(config)# evpn

TOR2(config-evpn)# vni 20

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 100

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto
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TOR2(config-evpn-vni)# exit

Verification  Verify that HOST-1, HOST-2, HOST-3, and HOST-4 can ping each other.

 Verify that HOST-5 and HOST-6 can ping each other.

 Verify that HOST-1, HOST-2, HOST-3, and HOST-4 cannot ping HOST-5 and HOST-6.

 VerifythatvirtualmachinescanbemigratedbetweenthehostsonthesameVXLANandcanaccessthenetwork

normally after migration without modifying the configuration.

TOR1#sho vxlan

VXLAN Total Count: 2

VXLANCapacity : 8000

VXLAN 10

Symmetric property : FALSE

Router Interface : -

ExtendVLAN 10

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel 6145 2.2.2.2 1.1.1.1 dynamic

VXLAN 20

Symmetric property : FALSE

Router Interface : -

ExtendVLAN 20

VTEP Adjacency Count: 2

VTEP Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel 6145 2.2.2.2 1.1.1.1 dynamic

OverlayTunnel 6146 2.2.2.2 3.3.3.3 dynamic

CORE#sho vxlan

VXLAN Total Count: 3

VXLANCapacity : 8000

VXLAN 10

Symmetric property : FALSE

Router Interface : OverlayRouter 10 (anycast)

ExtendVLAN 10

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------
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VXLAN 100

Symmetric property : FALSE

RouterInterface : OverlayRouter 100 (anycast)

ExtendVLAN 100

VTEP Adjacency Count: 1 VTEP

Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel6148 1.1.1.1 3.3.3.3 dynamic

VXLAN 20

Symmetric property : FALSE

RouterInterface : OverlayRouter 20 (anycast)

ExtendVLAN 20

VTEP Adjacency Count: 2 VTEP

Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

dynamic2.2.2.2OverlayTunnel6147 1.1.1.1

OverlayTunnel 6147 1.1.1.1 2.2.2.2 dynamic

OverlayTunnel 6148 1.1.1.1 3.3.3.3 dynamic
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4.2.3 Configuring EVPN-based Multi-tenant Distributed Scenario (Enabling Anycast Gateway)

Scenario

Figure 4- 4

Configuration

Steps

 Configure an IPv4 unicast routing protocol such as theOSPFprotocol onCORE,TOR-1, andTOR-2 to ensure that

unicast routes are reachable.

 Configure theBGP-EVPNroutingprotocolonCORE,TOR-1,andTOR-2 toestablishBGPneighbor relationships

between the four devices and to support the EVPN protocol family.

 Configure the EVI for BGP-EVPN on TOR-1 and TOR-2. For details, see BGP-EVPN ConfigurationGuide.

 Configure a VXLAN on the virtual server and designate the gateway address of the virtual machine.

 Associate theVTEPwith loopback interface onTOR-1 andTOR-2 to establish tunnels.

 Configure the anycast gatewayMACaddress onTOR-1 andTOR-2 to ensure that allVXLANanycast gatewayson the

network use the sameMAC address.

 CreateVXLAN instancesonTOR-1andTOR-2andassociate theVXLAN instanceswithVLANs.

 Create overlay router interfaces onTOR-1 andTOR-2 and configure theVXLANgateway IP address for the interfaces.

ConfiguredifferentVRFnetworksfordifferentoverlayrouter interfacestodeterminetheir respectivetenants.

ConfiguretheanycastgatewaytoensurethatallVXLANgatewaysonthenetworkusethesameIPaddressand

MAC address. As the anycast gateway function is enabled, the overlay router interfaces associated with the same

VXLANonTOR-1andTOR-2must beconfiguredwith thesameVXLANgateway IPaddress.

 AssociateVXLANinstanceswithoverlay router interfacesonTOR-1andTOR-2 torealizeVXLANrouting.

 (Optional)ConfigureARPsuppressiononTOR-1andTOR-2toreducetheARPpacketsentering theVXLAN.

 (Optional) Configure ARP proxy on the overlay router interfaces of TOR-1 andTOR-2 so that theVXLAN gateway

uses thegatewayMACaddress torespondasaproxyandVXLANnetwork traffic is forwardedonlyat L3.

HOST Configuring the IPaddressandgatewayaccording toFigure 1-25 (thedetailed configurationon theserver is omitted

herein).

http://www.fs.com/


www.fs.com

58

CORE VXLAN may be not configured on the core switches. The configuration of the OSPF and BGP is omitted herein.

TOR1 TOR1# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

TOR1(config)# interface Loopback 1

TOR1(config-if-Loopback1)# ipaddress2.2.2.2/32

TOR1(config-if- Loopback1)# exit

TOR1(config)# vtep

TOR1(config-vtep)# source loopback 1

TOR1(config-vtep)# arp suppress enable

TOR1(config-vtep)# exit

TOR1(config)# fabric anycast-gateway-mac 0011.2233.2016

TOR1(config)# ip vrf vrf-10

TOR1(config-vrf)# rd 10:10

TOR1(config-vrf)# route-target both 1000:1000

TOR1(config-vrf)# exit

TOR1(config)# ip vrf vrf-20

TOR1(config-vrf)# rd 20:20

TOR1(config-vrf)# route-target both 2000:2000

TOR1(config-vrf)# exit

TOR1(config)# int overlayrouter 10

TOR1(config-if-OverlayRouter 10)# ip vrf forwarding vrf-10

TOR1(config-if-OverlayRouter 10)# ip address 10.1.1.1/24

TOR1(config-if-OverlayRouter 10)# anycast-gateway

TOR1(config-if-OverlayRouter10)#route-in-vni //Optional.Itneedstobeusedincombinationwiththearpsuppress

enable command.

TOR1(config-if-OverlayRouter 10)# exit

TOR1(config)# int overlayrouter 20

TOR1(config-if-OverlayRouter 20)# ip vrf forwarding vrf-10

TOR1(config-if-OverlayRouter 20)# ip address 10.1.2.1/24

TOR1(config-if-OverlayRouter 20)# anycast-gateway

TOR1(config-if-OverlayRouter20)#route-in-vni //Optional.Itneedstobeusedincombinationwiththearpsuppress

enable command.

TOR1(config-if-OverlayRouter 20)# exit

TOR1(config)# int overlayrouter 100

TOR1(config-if-OverlayRouter 100)# ip vrf forwarding vrf-20

TOR1(config-if-OverlayRouter 100)# ip address 10.1.3.1/24

TOR1(config-if-OverlayRouter 100)# anycast-gateway

TOR1(config-if-OverlayRouter100)#route-in-vni //Optional.Itneedstobeusedincombinationwiththearpsuppress

enable command.

TOR1(config-if-OverlayRouter 100)# exit

TOR1(config)# vxlan 10

TOR1(config-vxlan)# extend-vlan 10

TOR1(config-vxlan)# router-interface OverlayRouter 10

TOR1(config-vxlan)# arp suppress enable
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TOR1(config-vxlan)# exit

TOR1(config)# vxlan 20

TOR1(config-vxlan)# extend-vlan 20

TOR1(config-vxlan)# router-interface OverlayRouter 20

TOR1(config-vxlan)# arp suppress enable

TOR1(config-vxlan)# exit

TOR1(config)# vxlan 100

TOR1(config-vxlan)# extend-vlan 100

TOR1(config-vxlan)# router-interface OverlayRouter 100

TOR1(config-vxlan)# arp suppress enable

TOR1(config-vxlan)# exit

TOR1(config)# router bgp 64512

TOR1(config-router)# neighbor 3.3.3.3 remote-as 64512

TOR1(config-router)# neighbor 3.3.3.3 update-source loopback 1

TOR1(config-router)#address-family l2vpn evpn

TOR1(config-router-af)# neighbor 3.3.3.3 activate

TOR1(config-router-af)# exit

TOR1(config-router)# exit

TOR1(config)# evpn

TOR1(config-evpn)# vni 10

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 20

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 100

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR2 TOR2# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

TOR2(config)# interface Loopback 1

TOR2(config-if-Loopback1)# ipaddress3.3.3.3/32

TOR2(config-if- Loopback1)# exit

TOR2(config)# vtep

TOR2(config-vtep)# source loopback 1

TOR2(config-vtep)# arp suppress enable

TOR2(config-vtep)# exit

TOR1(config)# fabric anycast-gateway-mac 0011.2233.2016

TOR2(config)# ip vrf vrf-10

TOR2(config-vrf)# rd 10:10

TOR2(config-vrf)# route-target both 1000:1000
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TOR2(config-

vrf)# exit

TOR2(config)

# ip vrf vrf-20

TOR2(config-

vrf)# rd 20:20

TOR2(config-vrf)# route-target

both 2000:2000

TOR2(config-vrf)# exit

TOR2(config)# int overlayrouter 10

TOR2(config-if-OverlayRouter 10)# ip vrf

forwarding vrf-10

TOR2(config-if-OverlayRouter 10)# ip

address 10.1.1.1/24

TOR2(config-if-OverlayRouter 10)#

anycast-gateway

TOR2(config-if-OverlayRouter10)#route-in-vni //Optional.Itneedstobeusedincombinationwiththearp

suppress enable command.

TOR2(config-if-OverlayRo

uter 10)# exit

TOR2(config)# int

overlayrouter 20

TOR2(config-if-OverlayRouter 20)# ip vrf

forwarding vrf-10

TOR2(config-if-OverlayRouter 20)# ip

address 10.1.2.1/24

TOR2(config-if-OverlayRouter 20)#

anycast-gateway

TOR2(config-if-OverlayRouter20)#route-in-vni //Optional.Itneedstobeusedincombinationwiththearp

suppress enable command.

TOR2(config-if-OverlayRo

uter 20)# exit

TOR2(config)# int

overlayrouter 100

TOR2(config-if-OverlayRouter 100)# ip vrf

forwarding vrf-20

TOR2(config-if-OverlayRouter 100)# ip

address 10.1.3.1/24

TOR2(config-if-OverlayRouter 100)#

anycast-gateway

TOR2(config-if-OverlayRouter100)#route-in-vni //Optional. Itneedstobeusedincombinationwiththe

arpsuppress enable command.

TOR2(config-if-OverlayRouter 100)# exit

TOR2(config)# vxlan 10

TOR2(config-vxlan)# extend-vlan 10

TOR2(config-vxlan)# router-interface

OverlayRouter 10 TOR2(config-vxlan)#

arp suppress enable
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TOR2(config-vxlan)#

exit TOR2(config)#

vxlan 20

TOR2(config-vxlan)# extend-vlan 20

TOR2(config-vxlan)# router-interface

OverlayRouter 20 TOR2(config-vxlan)#

arp suppress enable

TOR2(config-vxlan)#

exit TOR2(config)#

vxlan 100

TOR2(config-vxlan)# extend-vlan 100

TOR2(config-vxlan)# router-interface

OverlayRouter 100 TOR2(config-vxlan)#

arp suppress enable

TOR2(config-vxlan)

# exit

TOR2(config)#

router bgp 64512

TOR2(config-router)# neighbor 2.2.2.2 remote-as 64512
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TOR2(config-router)# neighbor 2.2.2.2 update-source loopback 1

TOR2(config-router)#address-family l2vpn evpn

TOR2(config-router-af)# neighbor 2.2.2.2 activate

TOR2(config-router-af)# exit

TOR2(config-router)# exit

TOR2(config)# evpn

TOR2(config-evpn)# vni 10

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 20

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 100

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# exit

Verification 







Verify that HOST-1, HOST-2, HOST-4, and HOST-5 can ping each other.

Verify thatHOST-3 and HOST-6canping eachother.

Verify that HOST-1, HOST-2, HOST-4, and HOST-5 cannot ping HOST-3 and HOST-6.

VerifythatthevirtualmachinescanbemigratedbetweenthehostsonthesameVXLANandcanaccessthe

network normally after migrationwithout modifying the configuration.

TOR1#sho vxlan

VXLAN Total Count: 3

VXLANCapacity : 8000

VXLAN 10

Symmetric property : FALSE

Router Interface : OverlayRouter 10 (anycast)

ExtendVLAN 10

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel 6145 2.2.2.2 3.3.3.3 dynamic

VXLAN 20

Symmetric property : FALSE

Router Interface : OverlayRouter 20 (anycast)

ExtendVLAN 20

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourceIP Destination IP Type
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VXLAN 100

Symmetric property : FALSE

RouterInterface : OverlayRouter 100 (anycast)

ExtendVLAN 100

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel6145 2.2.2.2 3.3.3.3 dynamic

dynamic

---------------------- --------------- --------------- -------

OverlayTunnel6145 2.2.2.2 3.3.3.3

Common Errors

Whensymmetricdeploymentisdisabled,allTORswitchesofthesameVRFnetworkmusthavealltheVXLAN
gatewaysofthe VRF network configured on them. For example,VRF-10 includesVXLAN10andVXLAN 20, and
therefore all gatewaysofVXLAN

10 andVXLAN20must be configured onTOR-1 andTOR-2. Otherwise,VXLAN10 andVXLAN 20 cannot

communicate with each other Ifyouexpect todeployonly requiredgateways insteadofdeployingallgatewaysonall

TORswitches,applysymmetric deployment. For details, see section“Configuring EVPN-based Multi-tenant

Distributed Scenario (Symmetric Deployment)."

MakesurethattheglobalanycastMACaddressisnotthesameasthatofanydeviceontheVXLAN.

4.2.4 Configuring EVPN-based Multi-tenant Distributed Scenario (Symmetric Deployment)

Scenario

Figure 4- 5
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Configuration

Steps

 Configure an IPv4 unicast routing protocol such as theOSPFprotocol onCORE,TOR-1, andTOR-2 to ensure that

unicast routes are reachable.

 Configure theBGP-EVPNroutingprotocolonCORE,TOR-1,andTOR-2 toestablishBGPneighbor relationships

between the four devices and to support the EVPN protocol family.

 Configure the EVI for BGP-EVPN on TOR-1 and TOR-2. For details, see BGP-EVPN ConfigurationGuide.

 Configure a VXLAN on the virtual server and designate the gateway address of the virtual machine.

 Associate theVTEPwith loopback interface onTOR-1 andTOR-2 to establish tunnels.

 Configure the anycast gatewayMACaddress onTOR-1 andTOR-2 to ensure that allVXLANanycast gatewayson the

network use the sameMAC address.

 CreateVXLAN10,VXLAN20, andVXLAN100 onTOR-1 andassociate themwithVLANs.

 CreateVXLAN10 andVXLAN100 onTOR-2 and associate themwithVLANs.

 Createoverlay router interfaces forVXLAN10,VXLAN20,andVXLAN100onTOR-1andTOR-2 (TOR-2donothave

VXLAN 20), and configure theVXLAN gateway IP address for them. Configure different VRF networks for different

overlayrouter interfacestodeterminetheirrespectivetenants.Configuretheanycastgatewaytoensurethatall

VXLAN gateways on the network use the same IP address and MAC address. As the anycast gateway function is

enabled, the overlay router interfaces associated with the same VXLAN onTOR-1 and TOR-2must be configured

with the sameVXLAN gateway IP address.

 CreateVXLAN11andVXLAN101 onTOR-1 andTOR-2 and configure themassymmetricVXLANs to serveasL3

routingVXLAN of the correspondingVRF networks. L3 routes between all VXLANs of the sameVRF network are

advertisedvia thesymmetricVXLANs. Inaddition, thesymmetricVXLANsarealsousedforL3routingand

forwarding.

 Createoverlay router interfaces forVXLAN11andVXLAN101 onTOR-1 andTOR-2.Configure differentVRF

networks for the overlay router interfaces. VXLAN 11 andVXLAN 101 serve as the symmetric VXLANs of the

corresponding VRFnetworks.

 AssociateVXLANinstanceswithoverlay router interfacesonTOR-1andTOR-2 torealizeVXLANrouting.

 (Optional)ConfigureARPsuppressiononTOR-1andTOR-2toreducetheARPpacketsentering theVXLAN.
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 (Optional) Configure ARP proxy on the overlay router interfaces belonging to the L2-VNIs (VXLANs 10, 20, and 100)

onTOR-1 and TOR-2 so that the traffic of hosts in the sameVXLAN is forwarded at L3. This function needs to be

enabled together with ARP suppression. The configuration command is route-in-vni.

 (Optional) Configure no synchronization of EVPN entries in ARP proxy deployment scenario: On the L2-VNI VXLAN

instances (VXLANs10, 20, and 100) onTOR-1 andTOR-2, configure not toadvertiseor receiveMAC-onlyEVPN

type-2 routes.

 Configure not to advertise EVPNMAC-only type-2 routes to reduce EVPN route synchronization between

devices.The configuration command is evpnmac advertise disable.

 Configure not to deliver MAC entries synchronized by EVPNs to reduce the occupancy of hardware entry

resources.The configuration command is evpnmac inactive.

The two commands above can be configured independently and they do not affect each other.

 (Optional) Configure no synchronization of EVPN entries in scenarios where ARP proxy is not deployed: On the

L2-VNIVXLAN instances (VXLANs 10, 20, and 100) on TOR-1 and TOR-2, configure not to advertise EVPNMAC-only

type-2 routes and configure to extract MACaddresses fromMAC-IP type-2 routes.

 Configure not to advertise EVPNMAC-only type-2 routes to reduce EVPN route synchronization between

devices.The configuration command is evpnmac advertise disable.

 Configure to extract MAC addresses from MAC-IP type-2 routes so that the device can learn MAC entries even

ifneighborsdonot adverseMAC-only type-2 routes.Theconfigurationcommand isevpnarpmac-learning

enable.

 The twocommandsabovemustbeused incombination.Otherwise, thedevicecannot learnMACentries from

neighbors and L2 forwarding cannot implemented in VXLANs.

HOST Configuring the IPaddressandgatewayaccording toFigure 1-26 (thedetailed configurationon theserver is omitted

herein).

CORE VXLAN may be not configured on the core switches. The configuration of the OSPF and BGP is omitted herein.

TOR1 TOR1# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

TOR1(config)# interface Loopback 1

TOR1(config-if-Loopback1)# ipaddress2.2.2.2/32

TOR1(config-if- Loopback1)# exit

TOR1(config)# vtep

TOR1(config-vtep)# source loopback 1

TOR1(config-vtep)# arp suppress enable

TOR1(config-vtep)# exit

TOR1(config)# fabric anycast-gateway-mac 0011.2233.2016

TOR1(config)# ip vrf vrf-10

TOR1(config-vrf)# rd 10:10

TOR1(config-vrf)# route-target both 1000:1000

TOR1(config-vrf)# exit

TOR1(config)# ip vrf vrf-20

TOR1(config-vrf)# rd 20:20

TOR1(config-vrf)# route-target both 2000:2000

TOR1(config-vrf)# exit

TOR1(config)# int overlayrouter 10

TOR1(config-if-OverlayRouter 10)# ip vrf forwarding vrf-10
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TOR1(config-if-OverlayRouter 10)# ip

address 10.1.1.1/24

TOR1(config-if-OverlayRouter 10)#

anycast-gateway

TOR1(config-if-OverlayRouter10)#route-in-vni //Optional.ItisusedtoenableARPproxyandneeds

tobeusedin combination with the arp suppress enable command.

TOR1(config-if-OverlayRo

uter 10)# exit

TOR1(config)# int

overlayrouter 20

TOR1(config-if-OverlayRouter 20)# ip vrf

forwarding vrf-10

TOR1(config-if-OverlayRouter 20)# ip

address 10.1.2.1/24

TOR1(config-if-OverlayRouter 20)#

anycast-gateway

TOR1(config-if-OverlayRouter20)#route-in-vni //Optional.ItisusedtoenableARPproxyandneeds

tobeusedin combination with the arp suppress enable command.

TOR1(config-if-OverlayRo

uter 20)# exit

TOR1(config)# int

overlayrouter 11

TOR1(config-if-OverlayRouter 11)# anycast-gateway

TOR1(config-if-OverlayRouter 11)# ip vrf

forwarding vrf-10

TOR1(config-if-OverlayRouter 11)# exit

TOR1(config)# int overlayrouter 100

TOR1(config-if-OverlayRouter 100)# ip vrf

forwarding vrf-20

TOR1(config-if-OverlayRouter 100)# ip

address 10.1.3.1/24

TOR1(config-if-OverlayRouter 100)#

anycast-gateway

TOR1(config-if-OverlayRouter 100)# route-in-vni

TOR1(config-if-OverlayRou

ter 100)# exit

TOR1(config)# int

overlayrouter 101

TOR1(config-if-OverlayRouter 101)# ip vrf

forwarding vrf-20

TOR1(config-if-OverlayRouter 101)# exit

TOR1(config)# vxlan 10

TOR1(config-vxlan)# extend-vlan 10

TOR1(config-vxlan)# router-interface

OverlayRouter 10 TOR1(config-vxlan)#

arp suppress enable

TOR1(config-vxlan)#evpn mac

advertise disable
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TOR1(config-vxlan)#evpn mac

inactive TOR1(config-vxlan)#evpn

arp mac-learning enable

TOR1(config-vxlan)# exit

TOR1(config)# vxlan 20

TOR1(config-vxlan)# extend-vlan 20

TOR1(config-vxlan)# router-interface

OverlayRouter 20 TOR1(config-vxlan)#

arp suppress enable

TOR1(config-vxlan)#evpn mac advertise disable //Optional.

TOR1(config-vxlan)#evpn mac inactive //Optional. In ARP proxy deployment scenarios, it is used to

reduce the synchronization of EVPN entries.

TOR1(config-vxlan)#evpnarpmac-learningenable //Optional.InscenariosinwhichARPproxyisnot

deployed,itis used to reduce the synchronization of EVPN entries.

TOR1(config-vxl

an)# exit

TOR1(config)#

vxlan 11

TOR1(config-vxlan)

# symmetric
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TOR1(config-vxlan)#router-interfaceOverlayRouter11

TOR1(config-vxlan)# exit

TOR1(config)# vxlan 100

TOR1(config-vxlan)# extend-vlan 100

TOR1(config-vxlan)# router-interface OverlayRouter 100

TOR1(config-vxlan)# arp suppress enable

TOR1(config-vxlan)#evpn mac advertise disable //Optional.

TOR1(config-vxlan)#evpn mac inactive //Optional. In ARP proxy deployment scenarios, it is used to reduce the

synchronization of EVPN entries.

TOR1(config-vxlan)#evpnarpmac-learningenable //Optional.InscenariosinwhichARPproxyisnotdeployed,itis

used to reduce the synchronization of EVPN entries.

TOR1(config-vxlan)# exit

TOR1(config)# vxlan 101

TOR1(config-vxlan)# symmetric

TOR1(config-vxlan)# router-interface OverlayRouter 101

TOR1(config-vxlan)# exit

TOR1(config)# router bgp 64512

TOR1(config-router)# neighbor 3.3.3.3 remote-as 64512

TOR1(config-router)# neighbor 3.3.3.3 update-source loopback 1

TOR1(config-router)#address-family l2vpn evpn

TOR1(config-router-af)# neighbor 3.3.3.3 activate

TOR1(config-router-af)# exit

TOR1(config-router)# exit

TOR1(config)# evpn

TOR1(config-evpn)# vni 10

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 11

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 100

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 101

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR2 TOR2# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

TOR2(config)# interface Loopback 1

TOR2(config-if- Loopback 1)# ip address 3.3.3.3/32
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TOR2(config-if-

Loopback 1)# exit

TOR2(config)# vtep

TOR2(config-vtep)#

source loopback 1

TOR2(config-vtep)# arp

suppress enable

TOR2(config-vtep)# exit

TOR2(config)# fabric anycast-gateway-mac

0011.2233.2016 TOR2(config)# ip vrf vrf-10

TOR2(config-vrf)# rd 10:10

TOR2(config-vrf)# route-target

both 1000:1000

TOR2(config-vrf)# exit

TOR2config)

# ip vrf vrf-20

TOR2(config-

vrf)# rd 20:20

TOR2(config-vrf)# route-target

both 2000:2000

TOR2(config-vrf)# exit

TOR2(config)# int overlayrouter 10

TOR2(config-if-OverlayRouter 10)# ip vrf

forwarding vrf-10

TOR2(config-if-OverlayRouter 10)# ip

address 10.1.1.1/24

TOR2(config-if-OverlayRouter 10)#

anycast-gateway

TOR2(config-if-OverlayRouter 10)# route-in-vni //Optional. It is used to enable ARP proxy and needs to

be used in combination with the arp suppress enable command.

TOR2(config-if-OverlayRo

uter 10)# exit

TOR2(config)# int

overlayrouter 11

TOR2(config-if-OverlayRouter 11)# ip vrf

forwarding vrf-10

TOR2(config-if-OverlayRouter 11)# exit

TOR2(config)# int overlayrouter 100

TOR2(config-if-OverlayRouter 100)# ip vrf

forwarding vrf-20

TOR2(config-if-OverlayRouter 100)# ip

address 10.1.3.1/24

TOR2(config-if-OverlayRouter 100)#

anycast-gateway

TOR2(config-if-OverlayRouter 100)# route-in-vni

TOR2(config-if-OverlayRou

ter 100)# exit

TOR2(config)# int
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overlayrouter 101

TOR2(config-if-OverlayRouter 101)# ip vrf

forwarding vrf-20

TOR2(config-if-OverlayRouter 101)# exit

TOR2(config)# vxlan 10

TOR2(config-vxlan)# extend-vlan 10

TOR2(config-vxlan)# router-interface

OverlayRouter 10 TOR2(config-vxlan)#

arp suppress enable

TOR2(config-vxlan)#evpn mac advertise disable //Optional.

TOR2(config-vxlan)#evpn mac inactive //Optional. In ARP proxy deployment scenarios, it is used to

reduce the synchronization of EVPN entries.

TOR2(config-vxlan)#evpnarpmac-learningenable //Optional.InscenariosinwhichARPproxyisnot

deployed,itis used to reduce the synchronization of EVPN entries.

TOR2(config-vxlan)#

exit TOR2(config)#

vxlan 11
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TOR2(config-vxlan)# symmetric

TOR2(config-vxlan)#router-interfaceOverlayRouter11

TOR2(config-vxlan)# exit

TOR2(config)# vxlan 100

TOR2(config-vxlan)# extend-vlan 100

TOR2(config-vxlan)# router-interface OverlayRouter 100

TOR2(config-vxlan)# arp suppress enable

TOR2(config-vxlan)#evpn mac advertise disable //Optional.

TOR2(config-vxlan)#evpn mac inactive //Optional. In ARP proxy deployment scenarios, it is used to reduce the

synchronization of EVPN entries.

TOR2(config-vxlan)#evpnarpmac-learningenable //Optional.InscenariosinwhichARPproxyisnotdeployed,itis

used to reduce the synchronization of EVPN entries.

TOR2(config-vxlan)# exit

TOR2(config)# int overlayrouter 101

TOR2(config-vxlan)# symmetric

TOR2(config-vxlan)# router-interface OverlayRouter 101

TOR2(config-vxlan)# exit

TOR2(config)# router bgp 64512

TOR2(config-router)# neighbor 2.2.2.2 remote-as 64512

TOR2(config-router)# neighbor 2.2.2.2 update-source loopback 1

TOR2(config-router)#address-family l2vpn evpn

TOR2(config-router-af)# neighbor 2.2.2.2 activate

TOR2(config-router-af)# exit

TOR2(config-router)# exit

TOR2(config)# evpn

TOR2(config-evpn)# vni 10

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 11

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 100

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 101

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# exit

Verification 





VerifythatHOST-1,HOST-2,andHOST-4canpingeachother.

Verify thatHOST-3andHOST-6canpingeachother.

Verify that HOST-1, HOST-2, and HOST-4 cannot ping HOST-3 and HOST-6.
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 Verify that thevirtualmachinescanbemigratedbetween thehostson thesameVXLANand canaccess the

network normally after migration without modifying the configuration.

TOR1#sho vxlan

VXLAN Total Count: 5

VXLANCapacity : 8000

VXLAN 10

Symmetric property : FALSE

Router Interface : OverlayRouter 10 (anycast)

ExtendVLAN 10

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel 6145 2.2.2.2 3.3.3.3 dynamic

VXLAN 11

Symmetric property : TRUE

Router Interface : OverlayRouter 11 (anycast)

ExtendVLAN : -

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel 6145 2.2.2.2 3.3.3.3 dynamic

VXLAN 20

Symmetric property : FALSE

Router Interface : OverlayRouter 20 (anycast)

ExtendVLAN 20

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel 6145 2.2.2.2 3.3.3.3 dynamic

VXLAN 100

Symmetric property : FALSE

Router Interface : OverlayRouter 100 (anycast)

ExtendVLAN 100

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

http://www.fs.com/


www.fs.com

73

VXLAN 101

Symmetric property : TRUE

RouterInterface : OverlayRouter 101 (anycast)

ExtendVLAN : -

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel6145 2.2.2.2 3.3.3.3 dynamic

dynamic3.3.3.3OverlayTunnel6145 2.2.2.2

Common Errors

Make sure that the global anycast MAC address is not the same as that of any device on theVXLAN.

4.2.5 Configuring EVPN-based Single-tenant VXLAN Routing Scenario

Scenario

Figure 4- 6

Configuration

Steps

 Configure an IPv4 unicast routing protocol such as the OSPF protocol on Border-1, Border-2,TOR-1, andTOR-2 to

ensure that unicast routes are reachable.

 Configure theBGP-EVPN routingprotocol onBorder-1,Border-2,TOR-1, andTOR-2 to establishBGPneighbor

relationships between the devices (except between Border-1 and Border-2) and to support the EVPN protocol

family.

 Configure the EVI for BGP-EVPN on TOR-1 and TOR-2. For details, see BGP-EVPN ConfigurationGuide.

 Configure a VXLAN on the virtual server and designate the gateway address of the virtual machine.

 AssociatetheVTEPwiththeloopbackinterfaceonTOR-1,TOR-2,Border-1,andBorder-2toestablishtunnels.
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 Configure the anycast gatewayMACaddress onTOR-1 andTOR-2 to ensure that allVXLANanycast gatewayson the

network use the sameMAC address.

 CreateVXLAN10andVXLAN20onTOR-1andassociate themwithVLANs.

 CreateVXLAN10andVXLAN20onTOR-2andassociate themwithVLANs.

 CreateVXLAN90onBorder-1andassociateVXLAN90withaVLAN.

 CreateVXLAN90onBorder-2andassociateVXLAN90withaVLAN.

 Createoverlayrouter interfacesforVXLAN10andVXLAN20onTOR-1andTOR-2,andconfiguretheVXLAN

gatewayIPaddressforthem.ConfigurethesameVRFnetworkfortheoverlayrouterinterfacestodeterminetheir

respective tenants. Configure the anycast gateway to ensure that all VXLAN gateways on the network use the same

IP address and MAC address. As the anycast gateway function is enabled, the overlay router interfaces associated

withthesameVXLANonTOR-1andTOR-2mustbeconfiguredwith thesameVXLANgatewayIPaddress.

 CreateVXLAN100onTOR-1,TOR-2,Border-1,andBorder-2.ConfigureVXLAN100asasymmetricVXLANtoserveas

theL3routingVXLANofthecorrespondingVRFnetwork.L3routesbetweenallVXLANsofthesameVRFnetwork

are advertised via the symmetric VXLAN. In addition, the symmetric VXLAN is also used for L3 routing and

forwarding.

 Create overlay router interfaces forVXLAN100 onTOR-1 and TOR-2 and configure the sameVRF network for the

overlay router interfaces.VXLAN100 servesas thesymmetricVXLANof theVRFnetwork.

 Create overlay router interfaces for VXLAN 100 on Border-1 and Border-2, and configure the sameVRF network for

theoverlayrouterinterfaces,sothatVXLAN100servesasthesymmetricVXLANoftheVRFnetwork.Configure

VXLANgateway IPaddresses forBorder-1andBorder-2 (different IPaddresses fordifferentdevices).

 Create overlay router interfaces for VXLAN 90 on Border-1 and Border-2. Configure the sameVRF network for the

overlay router interfaces and configure theVXLANgateway IP address.

 AssociateVXLANinstanceswithoverlay router interfacesonTOR-1,TOR-2,Border-1,andBorder-2 to realizeVXLAN

routing.

 (Optional)ConfigureARPsuppressiononTOR-1andTOR-2toreducetheARPpacketsentering theVXLAN.

HOST Configuring the IPaddressandgatewayaccording toFigure 1-27 (thedetailed configurationon theserver is omitted

herein).

TOR1 TOR1# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

TOR1(config)# interface Loopback 1

TOR1(config-if-Loopback1)# ipaddress1.1.1.1/32

TOR1(config-if- Loopback1)# exit

TOR1(config)# vtep

TOR1(config-vtep)# source loopback 1

TOR1(config-vtep)# arp suppress enable

TOR1(config-vtep)# exit

TOR1(config)# fabric anycast-gateway-mac 0011.2233.2016

TOR1(config)# ip vrf vrf-10

TOR1(config-vrf)# rd 10:10

TOR1(config-vrf)# route-target export 1000:1000

TOR1(config-vrf)# exit

TOR1(config)# int overlayrouter 10

TOR1(config-if-OverlayRouter 10)# ip vrf forwarding vrf-10

TOR1(config-if-OverlayRouter 10)# ip address 10.1.1.1/24
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TOR1(config-if-OverlayRouter 10)# anycast-gateway

TOR1(config-if-OverlayRo

uter 10)# exit

TOR1(config)# int

overlayrouter 20

TOR1(config-if-OverlayRouter 20)# ip vrf

forwarding vrf-10

TOR1(config-if-OverlayRouter 20)# ip

address 20.1.1.1/24

TOR1(config-if-OverlayRouter 20)#

anycast-gateway

TOR1(config-if-OverlayRo

uter 20)# exit

TOR1(config)# int

overlayrouter 100

TOR1(config-if-OverlayRouter 100)# ip vrf

forwarding vrf-10 TOR1(config-if-OverlayRouter

100)# ip address 100.1.4.1/24

TOR1(config-if-OverlayRouter 100)#exit

TOR1(config)# vxlan 10

TOR1(config-vxlan)# extend-vlan 10

TOR1(config-vxlan)# router-interface

OverlayRouter 10 TOR1(config-vxlan)#

arp suppress enable

TOR1(config-vxlan)#

exit TOR1(config)#

vxlan 20

TOR1(config-vxlan)# extend-vlan 20

TOR1(config-vxlan)# router-interface

OverlayRouter 20 TOR1(config-vxlan)#

arp suppress enable

TOR1(config-vxl

an)# exit

TOR1(config)#

vxlan 100

TOR1(config-vxlan)

# symmetric

TOR1(config-vxlan)# router-interface

OverlayRouter 100 TOR1(config-vxlan)#

exit

TOR1(config)# router bgp 64512

TOR1(config-router)# neighbor 2.2.2.2 remote-as 64512

TOR1(config-router)# neighbor 2.2.2.2 update-source loopback 1

TOR1(config-router)# neighbor 3.3.3.3 remote-as 64512

TOR1(config-router)# neighbor 3.3.3.3 update-source loopback 1

TOR1(config-router)# neighbor 4.4.4.4 remote-as 64512

TOR1(config-router)# neighbor 4.4.4.4

update-source loopback 1 TOR1(config-router)#
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address-family l2vpn evpn

TOR1(config-router-af)#neighbor

2.2.2.2activate

TOR1(config-router-af)#neighbor

3.3.3.3activate

TOR1(config-router-af)#neighbor

4.4.4.4activate

TOR1(config-router-af)#advertise

ipv4unicast

TOR1(config-router-af)# exit

TOR1(config-router)# address-family

ipv4 vrf vrf-10

TOR1(config-router-af)#

redistribute connected

TOR1(config-router-af)# exit

TOR1(config-r

outer)# exit

TOR1(config)

# evpn

TOR1(config-

evpn)# vni 10
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TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 20

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 100

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# route-target import 1000:1000

TOR1(config-evpn-vni)# exit

TOR2 TOR2# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

TOR2(config)# interface Loopback 1

TOR2(config-if-Loopback1)# ipaddress2.2.2.2/32

TOR2(config-if- Loopback1)# exit

TOR2(config)# vtep

TOR2(config-vtep)# source loopback 1

TOR2(config-vtep)# arp suppress enable

TOR2(config-vtep)# exit

TOR2(config)# fabric anycast-gateway-mac 0011.2233.2016

TOR2(config)# ip vrf vrf-10

TOR2(config-vrf)# rd 10:10

TOR2(config-vrf)# route-target export 1000:1000

TOR2(config-vrf)# exit

TOR2(config)# int overlayrouter 10

TOR2(config-if-OverlayRouter 10)# ip vrf forwarding vrf-10

TOR2(config-if-OverlayRouter 10)# ip address 10.1.1.1/24

TOR2(config-if-OverlayRouter 10)# anycast-gateway

TOR2(config-if-OverlayRouter 10)# exit

TOR2(config)# int overlayrouter 20

TOR2(config-if-OverlayRouter 20)# ip vrf forwarding vrf-10

TOR2(config-if-OverlayRouter 20)# ip address 20.1.1.1/24

TOR2(config-if-OverlayRouter 20)# anycast-gateway

TOR2(config-if-OverlayRouter 20)# exit

TOR2(config)# int overlayrouter 100

TOR2(config-if-OverlayRouter 100)# ip vrf forwarding vrf-10

TOR2(config-if-OverlayRouter 100)# ip address 100.1.3.1/24

TOR2(config-if-OverlayRouter 100)#exit

TOR2(config)# vxlan 10

TOR2(config-vxlan)# extend-vlan 10

TOR2(config-vxlan)# router-interface OverlayRouter 10

TOR2(config-vxlan)# arp suppress enable
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TOR2(config-vxlan)# exit

TOR2(config)# vxlan 20

TOR2(config-vxlan)# extend-vlan 20

TOR2(config-vxlan)# router-interface OverlayRouter 20

TOR2(config-vxlan)# arp suppress enable

TOR2(config-vxlan)# exit

TOR2(config)# vxlan 100

TOR2(config-vxlan)# symmetric

TOR2(config-vxlan)# router-interface OverlayRouter 100

TOR2(config-vxlan)# exit

TOR2(config)# router bgp 64512

TOR2(config-router)# neighbor 1.1.1.1 remote-as 64512

TOR2(config-router)# neighbor 1.1.1.1 update-source loopback 1

TOR2(config-router)# neighbor 3.3.3.3 remote-as 64512

TOR2(config-router)# neighbor 3.3.3.3 update-source loopback 1

TOR2(config-router)# neighbor 4.4.4.4 remote-as 64512

TOR2(config-router)# neighbor 4.4.4.4 update-source loopback 1

TOR2(config-router)#address-family l2vpn evpn

TOR2(config-router-af)#neighbor1.1.1.1 activate

TOR2(config-router-af)#neighbor3.3.3.3 activate

TOR2(config-router-af)#neighbor4.4.4.4 activate

TOR2(config-router-af)#advertiseipv4unicast

TOR2(config-router-af)# exit

TOR2(config-router)# address-family ipv4vrf vrf-10

TOR2(config-router-af)# redistribute connected

TOR2(config-router-af)# exit

TOR2(config-router)# exit

TOR2(config)# evpn

TOR2(config-evpn)# vni 10

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 20

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 100

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# route-target import 1000:1000

TOR2(config-evpn-vni)# exit

Border1 Border1# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

Border1(config)# interface Loopback 1
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Border1(config-if- Loopback1)# ip

address 3.3.3.3/32 Border1(config-if-

Loopback 1)# exit Border1(config)#

vtep

Border1(config-vtep)#

source loopback 1

Border1(config-vtep)# arp

suppress enable

Border1(config-vtep)# exit

Border1(config)# fabric anycast-gateway-mac 0011.2233.2016

Border1(config)# ip vrf vrf-10

Border1(config-vrf)# rd10:10

Border1(config-vrf)# route-target

export 1000:1000

Border1(config-vrf)# exit

Border1(config)# int overlayrouter 90

Border1(config-if-OverlayRouter 90)# ip vrf

forwarding vrf-10

Border1(config-if-OverlayRouter 90)# ip

address 90.1.1.1/24

Border1(config-if-OverlayRouter 90)#

anycast-gateway

Border1(config-if-OverlayRouter 90)# exit

Border1(config)# vxlan 90

Border1(config-vxlan)# extend-vlan 90

Border1(config-vxlan)# router-interface

OverlayRouter 90 Border1(config-vxlan)#

arp suppress enable

Border1(config-vxlan)# exit

Border1(config)# int overlayrouter 100

Border1(config-if-OverlayRouter 100)# ip vrf

forwarding vrf-10

Border1(config-if-OverlayRouter100)# ip address

100.1.1.1/24 Border1(config-if-OverlayRouter

100)#exit

Border1(config)#

vxlan 100

Border1(config-vxlan)

# symmetric

Border1(config-vxlan)# router-interface

OverlayRouter 100 Border1(config-vxlan)#

exit

Border1(config)# router bgp 64512

Border1(config-router)# neighbor 1.1.1.1 remote-as 64512

Border1(config-router)# neighbor 1.1.1.1 update-source loopback 1

Border1(config-router)# neighbor 2.2.2.2 remote-as 64512

Border1(config-router)# neighbor 2.2.2.2 update-source loopback 1

Border1(config-router)# neighbor 4.4.4.4 remote-as 64512
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Border1(config-router)# neighbor 4.4.4.4

update-source loopback 1 Border1(config-router)#

address-family l2vpn evpn

Border1(config-router-af)# neighbor

1.1.1.1 activate

Border1(config-router-af)# neighbor

2.2.2.2 activate

Border1(config-router-af)# neighbor

4.4.4.4 activate

Border1(config-router-af)# advertise

ipv4 unicast

Border1(config-router-af)# exit

Border1(config-router)# address-family

ipv4 vrf vrf-10

Border1(config-router-af)# redistribute

static
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Border1(config-router-af)# exit

Border1(config-router)# exit

Border1(config)# evpn

Border1(config-evpn)# vni 100

Border1(config-evpn-vni)# rd auto

Border1(config-evpn-vni)# route-target both auto

Border1(config-evpn-vni)# route-target import 1000:1000

Border1(config-evpn-vni)# exit

Border2 Border2# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

Border2(config)# interface Loopback 1

Border2(config-if- Loopback1)# ipaddress 4.4.4.4/32

Border2(config-if- Loopback 1)# exit

Border2(config)# vtep

Border2(config-vtep)# source loopback 1

Border2(config-vtep)# arp suppress enable

Border2(config-vtep)# exit

Border2(config)# fabric anycast-gateway-mac 0011.2233.2016

Border2(config)# ip vrf vrf-10

Border2(config-vrf)# rd10:10

Border2(config-vrf)# route-target export 1000:1000

Border2(config-vrf)# exit

Border2(config)# int overlayrouter 90

Border2(config-if-OverlayRouter 90)# ip vrf forwarding vrf-10

Border2(config-if-OverlayRouter 90)# ip address 90.1.2.1/24

Border2(config-if-OverlayRouter 90)# anycast-gateway

Border2(config-if-OverlayRouter 90)# exit

Border2(config-vxlan)# arp suppress enable

Border2(config-vxlan)# exit

Border2(config)# int overlayrouter 100

Border2(config-if-OverlayRouter 100)# ip vrf forwarding vrf-10

Border2(config-if-OverlayRouter100)# ipaddress 100.1.2.1/24

Border2(config-if-OverlayRouter 100)#exit

Border2(config)# vxlan 90

Border2(config-vxlan)# extend-vlan 90

Border2(config-vxlan)# router-interface OverlayRouter 90

Border2(config-vxlan)# arp suppress enable

Border2(config-vxlan)# exit

Border2(config)# vxlan 100

Border2(config-vxlan)# symmetric

Border2(config-vxlan)# router-interface OverlayRouter 100

Border2(config-vxlan)# exit

Border2(config)# router bgp 64512

Border2(config-router)# neighbor 1.1.1.1 remote-as 64512
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Border2(config-router)# neighbor 1.1.1.1 update-source loopback 1

Border2(config-router)# neighbor 2.2.2.2 remote-as 64512

Border2(config-router)# neighbor 2.2.2.2 update-source loopback 1

Border2(config-router)# neighbor 3.3.3.3 remote-as 64512

Border2(config-router)# neighbor 3.3.3.3 update-source loopback 1

Border2(config-router)# address-family l2vpn evpn

Border2(config-router-af)# neighbor 1.1.1.1 activate

Border2(config-router-af)# neighbor 2.2.2.2 activate

Border2(config-router-af)# neighbor 3.3.3.3 activate

Border2(config-router-af)# advertise ipv4 unicast

Border2(config-router-af)# exit

Border2(config-router)# address-family ipv4 vrf vrf-10

Border2(config-router-af)# redistribute static

Border2(config-router-af)# exit

Border2(config-router)# exit

Border2(config)# evpn

Border2(config-evpn)#vni 100

Border2(config-evpn-vni)# rd auto

Border2(config-evpn-vni)# route-target both auto

Border2(config-evpn-vni)# route-target import 1000:1000

Border2(config-evpn-vni)# exit

Verification 



Verify that HOST-1, HOST-2, HOST-3, and HOST-4 can ping each other.

Verify that the virtual machines can bemigrated between the HOSTs on the sameVXLAN and can access the

network normally after migrationwithout modifying the configuration.

Border1# sh vxlan

VXLAN Total Count: 3

VXLANCapacity : 8000

VXLAN 90

Symmetric property : FALSE

Router Interface : overlayrouter 90 (anycast)

ExtendVLAN 90

VTEP Adjacency Count: 1

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel 6146 3.3.3.3 2.2.2.2 dynamic

VXLAN 100

Symmetric property : TRUE

Router Interface : overlayrouter 100 (non-anycast)

ExtendVLAN : -

VTEP Adjacency Count: 1

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------
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OverlayTunnel 6146 3.3.3.3 2.2.2.2 dynamic

4.2.6 Configuring EVPN-based Multi-tenant VXLAN Routing Scenario

Scenario

Figure 4 - 7

Configuration

Steps

 Configure an IPv4 unicast routing protocol such as the OSPF protocol on Border-1, Border-2,TOR-1, andTOR-2 to

ensure that unicast routes are reachable.

 Configure theBGP-EVPN routingprotocol onBorder-1,Border-2,TOR-1, andTOR-2 to establishBGPneighbor

relationships between the devices (except between Border-1 and Border-2) and to support the EVPN protocol

family.

 Configure the EVI for BGP-EVPN on TOR-1 and TOR-2. For details, see BGP-EVPN ConfigurationGuide.

 Configure a VXLAN on the virtual server and designate the gateway address of the virtual machine.

 AssociatetheVTEPwiththeloopbackinterfaceonTOR-1,TOR-2,Border-1,andBorder-2toestablishtunnels.

 Configure the anycast gatewayMACaddress onTOR-1 andTOR-2 to ensure that allVXLANanycast gatewayson the

network use the sameMAC address.

 CreateVXLAN10,VXLAN20,andVXLAN30onTOR-1andassociate themwithVLANs.

 CreateVXLAN10,VXLAN20,andVXLAN30onTOR-2andassociate themwithVLANs.

 CreateVXLAN90onBorder-1andassociateVXLAN90withaVLAN.

 CreateVXLAN90onBorder-2andassociateVXLAN90withaVLAN.

 Createoverlay router interfaces forVXLAN10,VXLAN20, andVXLAN30onTOR-1 andTOR-2and configure the

VXLAN gateway IP address for them. Configure different VRF networks for different overlay router interfaces to
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determine their respective tenants.Configuretheanycastgatewaytoensure thatallVXLANgatewayson the

network use the same IP address and MAC address. As the anycast gateway function is enabled, the overlay router

interfaces associatedwith the sameVXLANonTOR-1 andTOR-2must be configured with the sameVXLAN gateway

IP address.

 Createoverlay router interfaces forVXLAN100 andVXLAN200onTOR-1 andTOR-2 and configuredifferentVRF

networksfortheoverlayrouter interfaces.VXLAN100andVXLAN200serveasthesymmetricVXLANsofthe

corresponding VRFnetworks.

 Create overlay router interfaces forVXLAN100 andVXLAN200 onBorder-1 and Border-2. Configure differentVRF

networks for the overlay router interfaces so that VXLAN 100 andVXLAN 200 serve as the symmetricVXLANs of the

correspondingVRFnetworks.ConfigureVXLANgatewayIPaddressesforBorder-1andBorder-2(differentIP

addresses for different devices).

 Create overlay router interfaces for VXLAN 90 on Border-1 and Border-2. Configure different VRF networks for the

OverlayRouter interfaces and configure theVXLANgateway IP address.

 AssociateVXLANinstanceswithoverlay router interfacesonTOR-1,TOR-2,Border-1,andBorder-2 to realizeVXLAN

routing.

 (Optional)ConfigureARPsuppressiononTOR-1andTOR-2toreducetheARPpacketsentering theVXLAN.

HOST Configuring the IPaddressandgatewayaccording toFigure 1-28 (thedetailedconfigurationon theserver isomitted

herein).

TOR1 TOR1# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

TOR1(config)# interface Loopback 1

TOR1(config-if-Loopback1)# ipaddress1.1.1.1/32

TOR1(config-if- Loopback1)# exit

TOR1(config)# vtep

TOR1(config-vtep)# source loopback 1

TOR1(config-vtep)# arp suppress enable

TOR1(config)# fabric anycast-gateway-mac 0011.2233.2016

TOR1(config-vtep)# exit

TOR1(config)# ip vrf vrf-10

TOR1(config-vrf)# rd 10:10

TOR1(config-vrf)# route-target export 1000:1000

TOR1(config-vrf)# exit

TOR1(config)# ip vrf vrf-20

TOR1(config-vrf)# rd 20:20

TOR1(config-vrf)# route-target export 2000:2000

TOR1(config-vrf)# exit

TOR1(config)# int overlayrouter 10

TOR1(config-if-OverlayRouter 10)# ip vrf forwarding vrf-10

TOR1(config-if-OverlayRouter 10)# ip address 10.1.1.1/24

TOR1(config-if-OverlayRouter 10)# anycast-gateway

TOR1(config-if-OverlayRouter 10)# exit

TOR1(config-vxlan)# exit

TOR1(config)# int overlayrouter 20

TOR1(config-if-OverlayRouter 20)# ip vrf forwarding vrf-10
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TOR1(config-if-OverlayRouter 20)# ip

address 20.1.1.1/24

TOR1(config-if-OverlayRouter 20)#

anycast-gateway

TOR1(config-if-OverlayRo

uter 20)# exit

TOR1(config)# int

overlayrouter 30

TOR1(config-if-OverlayRouter 30)# ip vrf

forwarding vrf-20

TOR1(config-if-OverlayRouter 30)# ip

address 30.1.1.1/24

TOR1(config-if-OverlayRouter 30)#

anycast-gateway

TOR1(config-if-OverlayRo

uter 30)# exit

TOR1(config)# int

overlayrouter 100

TOR1(config-if-OverlayRouter 100)# ip vrf

forwarding vrf-10 TOR1(config-if-OverlayRouter

100)# ip address 100.1.4.1/24

TOR1(config-if-OverlayRouter 100)#exit

TOR1(config)# int overlayrouter 200

TOR1(config-if-OverlayRouter 200)# ip vrf

forwarding vrf-20 TOR1(config-if-OverlayRouter

200)# ip address 200.1.4.1/24

TOR1(config-if-OverlayRouter 200)#exit

TOR1(config)# vxlan 10

TOR1(config-vxlan)# extend-vlan 10

TOR1(config-vxlan)# router-interface

OverlayRouter 10 TOR1(config-vxlan)#

arp suppress enable

TOR1(config-vxlan)#

exit TOR1(config)#

vxlan 20

TOR1(config-vxlan)# extend-vlan 20

TOR1(config-vxlan)# router-interface

OverlayRouter 20 TOR1(config-vxlan)#

arp suppress enable

TOR1(config-vxl

an)# exit

TOR1(config)#

vxlan 100

TOR1(config-vxlan)

# symmetric

TOR1(config-vxlan)# router-interface

OverlayRouter 100 TOR1(config)# vxlan

30
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TOR1(config-vxlan)# extend-vlan 30

TOR1(config-vxlan)# router-interface

OverlayRouter 30 TOR1(config-vxlan)#

arp suppress enable

TOR1(config-vxl

an)# exit

TOR1(config)#

vxlan 200

TOR1(config-vxlan)

# symmetric

TOR1(config-vxlan)# router-interface

OverlayRouter 200 TOR1(config-vxlan)#

exit

TOR1(config)# router bgp 64512

TOR1(config-router)# neighbor 2.2.2.2 remote-as 64512

TOR1(config-router)# neighbor 2.2.2.2 update-source loopback 1

TOR1(config-router)# neighbor 3.3.3.3 remote-as 64512

TOR1(config-router)# neighbor 3.3.3.3 update-source loopback 1

TOR1(config-router)# neighbor 4.4.4.4 remote-as 64512
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TOR1(config-router)# neighbor 4.4.4.4 update-source loopback 1

TOR1(config-router)#address-family l2vpn evpn

TOR1(config-router-af)#neighbor2.2.2.2 activate

TOR1(config-router-af)#neighbor3.3.3.3 activate

TOR1(config-router-af)#neighbor4.4.4.4 activate

TOR1(config-router-af)#advertiseipv4unicast

TOR1(config-router-af)# exit

TOR1(config-router)# address-family ipv4vrf vrf-10

TOR1(config-router-af)# redistribute connected

TOR1(config-router-af)# exit

TOR1(config-router)# address-family ipv4vrf vrf-20

TOR1(config-router-af)# redistribute connected

TOR1(config-router-af)# exit

TOR1(config-router)# exit

TOR1(config)# evpn

TOR1(config-evpn)# vni 10

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 20

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 30

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 100

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# route-target import 1000:1000

TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 200

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# route-target import 2000:2000

TOR1(config-evpn-vni)# exit

TOR2 TOR2# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

TOR2(config)# interface Loopback 1

TOR2(config-if-Loopback1)# ipaddress2.2.2.2/32

TOR2(config-if- Loopback1)# exit

TOR2(config)# vtep
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TOR2(config-vtep)#

source loopback 1

TOR2(config-vtep)# arp

suppress enable

TOR2(config-vtep)# exit

TOR2(config)# fabric anycast-gateway-mac

0011.2233.2016 TOR2(config)# ip vrf vrf-10

TOR2(config-vrf)# rd 10:10

TOR2(config-vrf)# route-target

export 1000:1000

TOR2(config-vrf)# exit

TOR2(config)

# ip vrf vrf-20

TOR2(config-

vrf)# rd 20:20

TOR2(config-vrf)# route-target

export 2000:2000

TOR2(config-vrf)# exit

TOR2(config)# int overlayrouter 10

TOR2(config-if-OverlayRouter 10)# ip vrf

forwarding vrf-10

TOR2(config-if-OverlayRouter 10)# ip

address 10.1.1.1/24

TOR2(config-if-OverlayRouter 10)#

anycast-gateway

TOR2(config-if-OverlayRo

uter 10)# exit

TOR2(config)# int

overlayrouter 20

TOR2(config-if-OverlayRouter 20)# ip vrf

forwarding vrf-10

TOR2(config-if-OverlayRouter 20)# ip

address 20.1.1.1/24

TOR2(config-if-OverlayRouter 20)#

anycast-gateway

TOR2(config-if-OverlayRo

uter 20)# exit

TOR2(config)# int

overlayrouter 100

TOR2(config-if-OverlayRouter 100)# ip vrf

forwarding vrf-10 TOR2(config-if-OverlayRouter

100)# ip address 100.1.3.1/24

TOR2(config-if-OverlayRouter 100)#exit

TOR2(config)# int overlayrouter 30

TOR2(config-if-OverlayRouter 30)# ip vrf

forwarding vrf-20

TOR2(config-if-OverlayRouter 30)# ip

address 30.1.1.1/24
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TOR2(config-if-OverlayRouter 30)#

anycast-gateway

TOR2(config-if-OverlayRouter 30)# exit

TOR2(config)# vxlan 30

TOR2(config-vxlan)# router-interface

OverlayRouter 30 TOR2(config)# int

overlayrouter 200

TOR2(config-if-OverlayRouter 200)# ip vrf

forwarding vrf-20 TOR2(config-if-OverlayRouter

200)# ip address 200.1.3.1/24

TOR2(config-if-OverlayRouter 200)#exit

TOR2(config)# vxlan 10

TOR2(config-vxlan)# extend-vlan 10

TOR2(config-vxlan)# router-interface

OverlayRouter 10 TOR2(config-vxlan)#

arp suppress enable

TOR2(config-vxlan)#

exit TOR2(config)#

vxlan 20

TOR2(config-vxlan)# extend-vlan 20
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TOR2(config-vxlan)# router-interface

OverlayRouter 20 TOR2(config-vxlan)#

arp suppress enable

TOR2(config-vxl

an)# exit

TOR2(config)#

vxlan 100

TOR2(config-vxlan)

# symmetric

TOR2(config-vxlan)# router-interface

OverlayRouter 100 TOR2(config-vxlan)#

exit

TOR2(config)# vxlan 30

TOR2(config-vxlan)# extend-vlan 30

TOR2(config-vxlan)# router-interface

OverlayRouter 30 TOR2(config-vxlan)#

arp suppress enable

TOR2(config-vxl

an)# exit

TOR2(config)#

vxlan 200

TOR2(config-vxlan)

# symmetric

TOR2(config-vxlan)# router-interface

OverlayRouter 200 TOR2(config-vxlan)#

exit

TOR2(config)# router bgp 64512

TOR2(config-router)# neighbor 1.1.1.1 remote-as 64512

TOR2(config-router)# neighbor 1.1.1.1 update-source loopback 1

TOR2(config-router)# neighbor 3.3.3.3 remote-as 64512

TOR2(config-router)# neighbor 3.3.3.3 update-source loopback 1

TOR2(config-router)# neighbor 4.4.4.4 remote-as 64512

TOR2(config-router)# neighbor 4.4.4.4

update-source loopback 1 TOR2(config-router)#

address-family l2vpn evpn

TOR2(config-router-af)#neighbor

1.1.1.1activate

TOR2(config-router-af)#neighbor

3.3.3.3activate

TOR2(config-router-af)#neighbor

4.4.4.4activate

TOR2(config-router-af)#advertise

ipv4unicast

TOR2(config-router-af)# exit

TOR2(config-router)# address-family

ipv4 vrf vrf-10

TOR2(config-router-af)#

redistribute connected
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TOR2(config-router-af)# exit

TOR2(config-router)# address-family

ipv4 vrf vrf-20

TOR2(config-router-af)#

redistribute connected

TOR2(config-router-af)# exit

TOR2(config-rout

er)# exit

TOR2(config)#

evpn

TOR2(config-evp

n)# vni 10

TOR2(config-evpn-

vni)# rd auto

TOR2(config-evpn-vni)#

route-target both auto

TOR2(config-evpn-vni)# exit

TOR2(config-evp

n)# vni 20

TOR2(config-evpn-

vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto
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TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 30

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 100

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# route-target import 1000:1000

TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 200

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# route-target import 2000:2000

TOR2(config-evpn-vni)# exit

Border1 Border1# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

Border1(config)# interface Loopback 1

Border1(config-if- Loopback1)# ipaddress 3.3.3.3/32

Border1(config-if- Loopback 1)# exit

Border1(config)# vtep

Border1(config-vtep)# source loopback 1

Border1(config-vtep)# arp suppress enable

Border1(config-vtep)# exit

Border1(config)# fabric anycast-gateway-mac 0011.2233.2016

Border1(config)# ip vrf vrf-10

Border1(config-vrf)# rd10:10

Border1(config-vrf)# route-target export 1000:1000

Border1(config-vrf)# route-target import 3000:3000

Border1(config-vrf)# exit

Border1(config)# ip vrf vrf-20

Border1(config-vrf)# rd20:20

Border1(config-vrf)# route-target export 2000:2000

Border1(config-vrf)# route-target import 3000:3000

Border1(config-vrf)# exit

Border1(config)# ip vrf vrf-30

Border1(config-vrf)# rd30:30

Border1(config-vrf)# route-target export 3000:3000

Border1(config-vrf)# route-target import 1000:1000

Border1(config-vrf)# route-target import 2000:2000

Border1(config-vrf)# exit

Border1(config)# int overlayrouter 90

Border1(config-if-OverlayRouter 90)# ip vrf forwarding vrf-30

Border1(config-if-OverlayRouter 90)# ip address 90.1.1.1/24
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Border1(config-if-OverlayRouter 90)# anycast-gateway

Border1(config-if-OverlayRouter

90)# exit Border1(config)# int

overlayrouter 100

Border1(config-if-OverlayRouter 100)# ip vrf

forwarding vrf-10

Border1(config-if-OverlayRouter100)# ip address

100.1.1.1/24 Border1(config-if-OverlayRouter

100)#exit

Border1(config)# int overlayrouter 200

Border1(config-if-OverlayRouter 200)# ip vrf

forwarding vrf-20

Border1(config-if-OverlayRouter200)# ip address

200.1.1.1/24 Border1(config-if-OverlayRouter

200)#exit

Border1(config)# vxlan 90

Border1(config-vxlan)# extend-vlan 90

Border1(config-vxlan)# router-interface

OverlayRouter 90 Border1(config-vxlan)#

arp suppress enable

Border1(config-vxlan)# exit

Border1(config)#

vxlan 100

Border1(config-vxlan)

# symmetric

Border1(config-vxlan)# router-interface

OverlayRouter 100 Border1(config-vxlan)#

exit

Border1(config)#

vxlan 200

Border1(config-vxlan)

# symmetric

Border1(config-vxlan)# router-interface

OverlayRouter 200 Border1(config-vxlan)#

exit

Border1(config)# router bgp 64512

Border1(config-router)# neighbor 1.1.1.1 remote-as 64512

Border1(config-router)# neighbor 1.1.1.1 update-source loopback 1

Border1(config-router)# neighbor 2.2.2.2 remote-as 64512

Border1(config-router)# neighbor 2.2.2.2 update-source loopback 1

Border1(config-router)# neighbor 4.4.4.4 remote-as 64512

Border1(config-router)# neighbor 4.4.4.4

update-source loopback 1 Border1(config-router)#

address-family l2vpn evpn

Border1(config-router-af)# neighbor

1.1.1.1 activate

Border1(config-router-af)# neighbor

2.2.2.2 activate
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Border1(config-router-af)# neighbor

4.4.4.4 activate

Border1(config-router-af)# advertise

ipv4 unicast

Border1(config-router-af)# exit

Border1(config-router)# address-family

ipv4 vrf vrf-10

Border1(config-router-af)# exit

Border1(config-router)# address-family

ipv4 vrf vrf-20

Border1(config-router-af)# exit

Border1(config-router)# address-family

ipv4 vrf vrf-30

Border1(config-router-af)# redistribute

static Border1(config-router-af)# exit

Border1(config-router)# exit
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Border1(config)# evpn

Border1(config-evpn)# vni 100

Border1(config-evpn-vni)# rd auto

Border1(config-evpn-vni)# route-target both auto

Border1(config-evpn-vni)# route-target import 3000:3000

Border1(config-evpn-vni)# exit

Border1(config-evpn)# vni 200

Border1(config-evpn-vni)# rd auto

Border1(config-evpn-vni)# route-target both auto

Border1(config-evpn-vni)# route-target import 3000:3000

Border1(config-evpn-vni)# exit

Border2 Border2# configure terminal

Enterconfigurationcommands,oneper line. EndwithCNTL/Z.

Border2(config)# interface Loopback 1

Border2(config-if- Loopback1)# ipaddress 4.4.4.4/32

Border2(config-if- Loopback 1)# exit

Border2(config)# vtep

Border2(config-vtep)# source loopback 1

Border2(config-vtep)# arp suppress enable

Border2(config-vtep)# exit

Border2(config)# fabric anycast-gateway-mac 0011.2233.2016

Border2(config)# ip vrf vrf-10

Border2(config-vrf)# rd10:10

Border2(config-vrf)# route-target export 1000:1000

Border2(config-vrf)# route-target import 3000:3000

Border2(config-vrf)# exit

Border2(config)# ip vrf vrf-20

Border2(config-vrf)# rd20:20

Border2(config-vrf)# route-target export 2000:2000

Border2(config-vrf)# route-target import 3000:3000

Border2(config-vrf)# exit

Border2(config)# ip vrf vrf-30

Border2(config-vrf)# rd30:30

Border2(config-vrf)# route-target export 3000:3000

Border2(config-vrf)# route-target import 1000:1000

Border2(config-vrf)# route-target import 2000:2000

Border2(config-vrf)# exit

Border2(config)# int overlayrouter 90

Border2(config-if-OverlayRouter 90)# ip vrf forwarding vrf-30

Border2(config-if-OverlayRouter 90)# ip address 90.1.2.1/24

Border2(config-if-OverlayRouter 90)# anycast-gateway

Border2(config-if-OverlayRouter 90)# exit

Border2(config)# int overlayrouter 100

Border2(config-if-OverlayRouter 100)# ip vrf forwarding vrf-10
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Border2(config-if-OverlayRouter100)#ipaddress

100.1.2.1/24 Border2(config-if-OverlayRouter

100)#exit

Border2(config)# int overlayrouter 200

Border2(config-if-OverlayRouter 200)# ip vrf

forwarding vrf-20

Border2(config-if-OverlayRouter200)# ip address

200.1.2.1/24 Border2(config-if-OverlayRouter

200)#exit

Border2(config)# vxlan 90

Border2(config-vxlan)# extend-vlan 90

Border2(config-vxlan)# router-interface

OverlayRouter 90 Border2(config-vxlan)#

arp suppress enable

Border2(config-vxlan)# exit

Border2(config)#

vxlan 100

Border2(config-vxlan)

# symmetric

Border2(config-vxlan)# router-interface

OverlayRouter 100 Border2(config-vxlan)#

exit

Border2(config)#

vxlan 200

Border2(config-vxlan)

# symmetric

Border2(config-vxlan)# router-interface

OverlayRouter 200 Border2(config-vxlan)#

exit

Border2(config)# router bgp 64512

Border2(config-router)# neighbor 1.1.1.1 remote-as 64512

Border2(config-router)# neighbor 1.1.1.1 update-source loopback 1

Border2(config-router)# neighbor 2.2.2.2 remote-as 64512

Border2(config-router)# neighbor 2.2.2.2 update-source loopback 1

Border2(config-router)# neighbor 3.3.3.3 remote-as 64512

Border2(config-router)# neighbor 3.3.3.3

update-source loopback 1 Border2(config-router)#

address-family l2vpn evpn

Border2(config-router-af)# neighbor

1.1.1.1 activate

Border2(config-router-af)# neighbor

2.2.2.2 activate

Border2(config-router-af)# neighbor

3.3.3.3 activate

Border2(config-router-af)# advertise

ipv4 unicast

Border2(config-router-af)# exit

Border2(config-router)# address-family
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ipv4 vrf vrf-10

Border2(config-router-af)# exit

Border2(config-router)# address-family

ipv4 vrf vrf-20

Border2(config-router-af)# exit

Border2(config-router)# address-family

ipv4 vrf vrf-30

Border2(config-router-af)# redistribute

static Border2(config-router-af)# exit

Border2(config-rout

er)# exit

Border2(config)#

evpn

Border2(config-evp

n)# vni 100

Border2(config-evpn

-vni)# rd auto

Border2(config-evpn-vni)# route-target both auto
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Border2(config-evpn-vni)# route-target import 3000:3000

Border2(config-evpn-vni)# exit

Border2(config-evpn)# vni 200

Border2(config-evpn-vni)# rd auto

Border2(config-evpn-vni)# route-target both auto

Border2(config-evpn-vni)# route-target import 3000:3000

Border2(config-evpn-vni)# exit

Verification  Verify that HOST-1, HOST-2, and HOST-4 can ping each other.

 Verify that HOST-3 and HOST-6 can ping each other.

 Verify that HOST-1, HOST-2, and HOST-4 cannot ping HOST-3 and HOST-6.

 Verify that thevirtualmachinescanbemigratedbetweentheHOSTson thesameVXLANandcanaccessthe

network normally after migration without modifying the configuration.

Border1# sh vxlan

VXLAN Total Count: 3

VXLANCapacity : 8000

VXLAN 90

Symmetric property : FALSE

Router Interface : overlayrouter 90 (anycast)

ExtendVLAN 90

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel 6146 3.3.3.3 2.2.2.2 dynamic

VXLAN 100

Symmetric property : TRUE

Router Interface : overlayrouter 100 (non-anycast)

ExtendVLAN : -

VTEP Adjacency Count: 1

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel 6146 3.3.3.3 2.2.2.2 dynamic

VXLAN 200

Symmetric property : TRUE

Router Interface : overlayrouter 200 (non-anycast)

ExtendVLAN : -

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------
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OverlayTunnel 6146 3.3.3.3 2.2.2.2 dynamic

4.3 Configuring anEVPNDistributedNetwork toBeCompatiblewith Non-EVPN

VTEPDevices Configuration Effect

 Enable the control plane learning function to implementVXLAN tunnel learning,MACaddress learning, and
route learning via control plane protocols, thereby finally implementing VXLAN bridging, VXLAN routing, and
data communication between

VXLANs and between a VXLAN and an external network.

 Support functions such as anycast gateways, symmetric VXLAN instances, ARP suppression, and IPv6 ND
suppression in EVPN control planemode.

 Non-EVPNVTEP devices establish tunnels with EVPN-supported VTEP devices to implement the VXLAN bridging
and forwarding function.

Notes

 VXLAN instances require the support fromexisting unicast routes on thenetwork.Therefore, an IPv4 unicast
routing protocol such as OSPFmust be configured on the network devices.

 VXLANneeds theMP-BGP-EVPN protocol to implement VXLAN tunnel learning, MACaddress learning, and
route learning. Therefore, BGPmust be configured on EVPN-supported network devices.

Configuration Steps

 ConfiguringaLoopback InterfaceAssociatedwiththeLocalEnd

 Mandatory for devices supporting the EVPN address family.

 ConfiguretheIPaddressofaloopbackinterfaceastheIPaddressof thelocalVTEP.Onedevicecanbeassociated
withonlyone loopback interfaceand the IP address of the loopback interfaceservesas theVXLANVTEP IP
address.

 If theL3egressisanoverlayrouter interfaceduringstaticrouteconfiguration, thenext-hopIPaddresscannotbe
set totheVTEP IP address.

 Configuring aVirtual MACAddress for Anycast Gateways

 Optional.

 Whenanycast gateways are required, a unified virtual MACaddressmust be configured and usedas theMAC
address of the anycastgateways.Theanycast functioncanbeenabledontheVXLANoverlayrouter interfacesof
thelocaldeviceonlyafter the

virtual MAC address is configured.

 Configuring ARPSuppression

 Optional.

 After ARP suppression is enabled, the VTEP device responds to ARP requests from hosts as a proxy, to reduce
flooded ARP data on thenetwork.
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 ARP suppression is generally enabled on distributed gateways in distributed deployment scenarios.

 Configuring ARP Proxy

 Optional.

 After ARPsuppression is enabled onaVTEPdevice, you canenable the ARPproxy functionon anoverlay router interface.

 After ARP proxy is enabled, the VTEP device responds to ARP requests from hosts as a proxy and the MAC address
used for proxy response is the gateway MAC address configured on theVTEP device. In this way, theMAC address in
the ARP request responses

are the MAC address of the VTEP device, and the traffic between hosts in the same VNI is forwarded at L3.

 ARP proxy can be enabled only on VXLAN gateways and is generally enabled on distributed gateways in
distributed deployment scenarios.

 Configuring IPv6 ND Suppression

 Optional.

 After IPv6 ND suppression is enabled, the VTEP device responds to NS multicast packets from hosts as a proxy, to
reduce flooded NSmulticast packets on the network.

 IPv6ND suppression is generally enabled on distributed gateways in distributed deployment scenarios.

 Configuring theEVPN Protocol Packet Control Function

 In symmetric EVPN deployment scenarios, the EVPNprotocol packet control function can be configured on
TOR switches to reduce the traffic of EVPN packets.

Currently, the EVPN protocol packet control function includes the following:

 ExtractingMACentries fromEVPNMAC-IP type-2 routes (ARPentries) on a L2-VPNVXLAN instance

 ExtractingMACentries fromEVPNMAC-IPv6 type-2 routes (IPv6NDentries) on a L2-VNIVXLAN instance

 Banningsynchronizationof the localMACaddress to the remoteVTEP throughEVPNmessagesonanL2-VNIVXLAN instance

 Banningdeliveryof theMACaddresses remotelysynchronized throughEVPNmessages to the localMAC
address tableonan L2-VNI VXLANinstance

 Stopping an L2-VNIVXLAN instance from generating EVPN type-2 routes

 Creating aVXLAN Instance

 Mandatory.

 Associating theVXLAN Instancewith an Overlay Router Interface

 Mandatory for VXLAN gateways.

 Thedevicesupports theVXLANrouting functionandcanserveasaVXLANIPgatewayonlyafter theVXLANis
associatedwith an overlay routerinterface.

 Associating theVXLAN Instancewith aVLAN

 Mandatory for VXLAN devices directly connected to hosts.

 Packetsof aVLANareencapsulated intoVXLANpackets for forwardingonlyafter theVLAN isassociatedwithaVXLAN instance.
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 After a VLAN is associated with a VXLAN, all packets of the VLAN will be encapsulated into VXLAN packets. Therefore, an SVI on

the device cannot be used as the IP gateway of theVLAN.

 Configuring Overlay Tunnels

 Mandatory for a VTEP not supporting EVPN and devices that directly communicate with the VTEP.

 The type of tunnelsmutually established by twoVTEP devicesmust be thesame.The tunnels are those delivered by theSDN

controller, statically configured on theCLI, or auto-discovered by EVPN.

 Configuring the Source and Destination IP Addresses for Overlay Tunnels

 Mandatory for a VTEP not supporting EVPN and devices that directly communicate with the VTEP.

 Associating the VXLAN Instance with the Overlay Tunnels

 Mandatory for a VTEP not supporting EVPN and devices that directly communicate with the VTEP.

 This command is used to statically specify VXLAN tunnels.

 Configuring Storm Control for the VXLAN Instance

 Optional.

 This function is required only when the storm rate needs to be limited for a VXLAN instance.

 Configuring the VXLAN UDP Destination Port

 Optional.TheVXLANUDPdestination port usedby early devicesmaynot be port 4789.Youcan run this command toachieve

compatibility. In addition, you can also run this command to specify theVXLANUDPdestination port.

 The VXLAN UDP destination port 4789 designated by IANA is used by default.

 Configuring Symmetric Instances

 Optional.

 Symmetric instances need to be configured only in symmetric scenarios. Only one symmetric instance can be configured in
eachVRF instance.Afterasymmetric instance isconfigured inaVRF instance, L3 forwarding inotherasymmetric instances is

switched to the symmetric instance.

 Configuring VXLAN Static Routes

 Optional.

 Configure VXLAN static routes for VXLAN instances if required.

 Configuring the Synchronization of MAC Entries Whose Egresses Are Static Tunnels

 Optional.

 Configure this function when MAC entries with the egress of static tunnels need to be synchronized externally.

 Configuring the Synchronization of ARP Entries Whose Egresses Are Static Tunnels

 Optional.

 Configure this function when ARP entries with the egress of static tunnels need to be synchronized externally.

Verification
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The device can establishVXLAN tunnels and obtain VXLANMACentries andVXLAN routing entries viaEVPN control

plane learning. The tunnels and entries can be those delivered by the SDN controller or statically configured on the

CLI. They implement the inter-VTEP communication. Run the following commands for verification.

 Run theshowvxlan vni-number command to checkwhether the local and remoteVXLANdevices learn thepeer
VTEPneighbor relationships.

 Run the showvxlanmac to check whether theVXLANMACaddresses are learned.

 Run the showarp command to checkwhether the ARP entry of theVXLAN IP gateway is learned.

 Run the show ipv6 neighbors command to checkwhether all local/remote IPv6 NDentries are learned.

 Run the showvxlan udp-port command to display theVXLANUDP destination port.

Related Commands

 ConfiguringaLoopback InterfaceAssociatedwiththeLocalEnd

Command source loopback loopback-port-id

Parameter

Description

loopback-port-id: Indicates the ID of the loopback interface.

Command

Mode

VTEP configuration mode

Usage Guide The local VETP IP address is the IP address of the configured loopback interface.

 ConfiguringaVirtualMACAddressforAnycastGateways

Command fabric anycast-gateway-mac mac-addr

Parameter

Description

mac-addr: Indicates the MAC address in the format of xxxx.xxxx.xxxx.

Command

Mode

Global configuration mode

Usage Guide All gateways on which the anycast function is enabled use this MAC address as the gateway MAC address.

ThevirtualMACaddress foranycastgatewayscannot beset to the localMACaddressor theMACaddressofanydevice

on the overlay network.

 ConfiguringRemoteARPPacketLearning

Command remote arp learn enable

Parameter

Description

N/A

Command

Mode

VTEP configuration mode

Usage Guide Enableordisable the remoteARPpacket learning functionglobally.After this function is enabled, theVXLANgateways

will learn ARP entries from the VXLAN-encapsulated ARP packets received from VXLAN tunnels.

 ConfiguringRemoteIPv6NDProtocolPacketLearning

Command remote nd learn enable

Parameter N/A
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Description

Command

Mode

VTEP configuration mode

Usage Guide Enable or disable the remote IPv6 ND packet learning function globally. After this function is enabled, the device can

learn IPv6 ND entries from the VXLAN-encapsulated IPv6 NS packets received from VXLAN tunnels.

 ConfiguringGlobalARPSuppression

Command arp suppress enable

Parameter

Description

N/A

Command

Mode

VTEP configuration mode

Usage Guide Enable or disable the global ARPsuppression function. After ARPsuppression is enabled, theswitch responds toARP

requestsfromhostsasaproxy.TheVNI-basedARPsuppressionmaybealsosupported,dependingontheproduct type.

YoucanconfigureglobalARPsuppressionorVNI-basedARPsuppressionbasedontheactualapplicationscenario.

 ConfiguringVNI-basedARPSuppression

Command arp suppress enable

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide Enable or disable VNI-based ARP suppression. After ARP suppression is enabled, the switch responds to ARP requests

from hosts as a proxy. The global ARP suppression may be also supported, depending on the product type. You can

configure global ARP suppression or VNI-based ARP suppression based on the actual application scenario.

 Configuring ARPProxy

Command route-in-vni

Parameter

Description

N/A

Command

Mode

Overlay router interface configuration mode

Usage Guide After the intra-VNI routing function (ARP proxy) is enabled on an overlay router interface, the VTEP device uses its

gatewayMACaddress torespond toallARPrequestsfromhosts intheVNI, towhich theoverlay router interfacebelongs,

when serving as an ARP proxy. In this way, the communication traffic between hosts in the same VNI is forwarded

through VXLAN routes.

 ConfiguringGlobal IPv6NDSuppression

Command nd suppress enable

Parameter

Description

N/A

Command

Mode

VTEP configuration mode
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Usage Guide Enableordisabletheglobal IPv6NDsuppression function.After IPv6NDsuppressionisenabled, thedeviceresponds to

IPv6 NS multicast packets from hosts as a proxy. The VNI-based IPv6 ND suppression may be also supported, depending

on the product type. You can configure global IPv6 ND suppression or VNI-based IPv6 ND suppression based on the

actual application scenario.

 ConfiguringVNI-based IPv6NDSuppression

Command nd suppress enable

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide Enable or disable the VNI-based IPv6 ND suppression function. After IPv6 ND suppression is enabled, the device responds

toIPv6NSmulticastpacketsfromhostsasaproxy.TheglobalIPv6NDsuppressionmaybealsosupported,dependingon

theproduct type.Youcanconfigureglobal IPv6NDsuppressionorVNI-basedIPv6NDsuppressionbasedon theactual

application scenario.

 ExtractingMACEntries fromEVPNMAC-IPType-2Routes (ARPEntries)

Command evpn arp mac-learning enable

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide After this command is configured, the device parses one ARP entry and one MAC entry from a MAC-IP type-2 route

synchronized from theVXLAN-EVPN neighbor.

Thiscommand isdisabledbydefault and thedeviceparsesoneARPentrybut noMACentry fromaMAC-IP type-2 route

synchronized from theVXLAN-EVPN neighbor.

Thiscommand isconfiguredonaVXLANinstanceandaffectsonly theEVPNentryparsingof theVXLANinstance.Other

VXLAN instances, for which this command is not configured, are not affected.

Thiscommandcanbeusedincombinationwiththeevpnmacadvertisedisablecommand.After theyareexecuted, the

network-wide VXLAN-EVPN neighbors synchronize only MAC-IP type-2 routes but no MAC-only type-2 routes. All devices

parse and extract MACentries fromMAC-IP type-2 routes.

In symmetric deployment scenarios, this command is configured on L3-VNI VXLAN instances (that is, symmetric

instances).

 ExtractingMACEntries fromEVPNMAC-IPv6Type-2Routes (IPv6NDEntries)

Command evpn nd mac-learning enable

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide After thiscommand isconfigured, thedeviceparsesoneIPv6NDentryandoneMACentry fromaMAC-IPv6type-2route

(IPv6 NDentry) synchronized from theVXLAN-EVPNneighbor.

Thiscommand isdisabledbydefault and thedeviceparsesone IPv6NDentry butnoMACentry fromaMAC-IPv6type-2
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route synchronized from the VXLAN-EVPN neighbor.

Thiscommand isconfiguredonaVXLANinstanceandaffectsonly theEVPNentryparsingof theVXLANinstance.Other

VXLAN instances, for which this command is not configured, are not affected.

Thiscommandcanbeusedincombinationwiththeevpnmacadvertisedisablecommand.After theyareexecuted, the

network-wide VXLAN-EVPN neighbors synchronize only MAC-IPv6 type-2 routes but no MAC-only type-2 routes. All

devices parse and extractMAC entries fromMAC-IPv6 type-2 routes.

This command is configured on L2-VNI VXLAN instances.

 ConfiguringanL2-VNIVXLANInstanceNottoSynchronizetheLocalMACAddresstotheRemoteVTEPThrough

EVPN Messages

Command evpn mac advertise disable

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide This command is not configured on a device by default. The device generates one MAC-only type-2 route through the

VXLAN-EVPNprotocol based ona locally learnedMACentry, and synchronizes the type-2 route to theEVPNneighbor

(that is, remoteVTEP).Then, the remoteVTEPcan learn theMACentry from theMAC-only type-2 route.

After this command is configured, the device does not generateVXLAN-EVPNMAC-only type-2 routes based onMAC

entries, and therefore, it will not advertiseMAC-only type-2 routes to the EVPN neighbor.

This command is configured on aVXLAN instance and affects only whether theVXLAN instance generates MAC-only

type-2 routes. Other VXLAN instances, for which this command is not configured, can still generate MAC-only type-2

routes.

Thiscommandcanbeused incombinationwith theevpnarpmac-learningenableandevpnndmac-learningenable

commands. After they are executed, the network-wide VXLAN-EVPN neighbors synchronize only MAC-IP type-2 routes

butnoMAC-only type-2 routes.All devicesparseandextractMACentries fromMAC-IPorMAC-IPv6 type-2 routes.

Note:ThiscommandcanbeconfiguredonlyonL2-VNIVXLAN instances (that is,VXLAN instanceswith thesymmetric

command not configured). It is unavailable on L3-VNI VXLAN instances.

 ConfiguringanL2-VNIVXLANInstanceNottoDeliverMACAddressesRemotelySynchronizedThroughEVPN

Messages totheLocalMACAddressTable

Command evpn mac inactive

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide After this command is configured, the device does not learnMACentries fromVXLAN-EVPN type-2 routes (MAC-IPor

MAC-only type-2 routes) synchronized from neighbors.

Thiscommand isnotconfiguredonadevicebydefault.Thedevice learnsMACentriesfromVXLAN-EVPNtype-2 routes

synchronized fromneighbors.

ThiscommandisconfiguredonaVXLANinstanceandaffectsonlywhethertheVXLANinstancelearnsMACentriesfrom

VXLAN-EVPN type-2 routes. OtherVXLAN instances, for which this command is not configured, can still learnMAC entries.

Note:ThiscommandcanbeconfiguredonlyonL2-VNIVXLANinstances (that is,VXLAN instanceswith thesymmetric

command not configured). It is unavailable on L3-VNI VXLAN instances.
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 ConfiguringanL2-VNIVXLANInstanceNottoGenerateEVPNType-2Routes

Command evpn rt-2 advertise disable

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide This command is not configured on a device by default. The device generates one MAC-only type-2 route through the

VXLAN-EVPNprotocol based ona locally learnedMACentry, and synchronizes the type-2 route to theEVPNneighbor

(that is, remote VTEP). Then, the remote VTEP learns the MAC entry from the MAC-only type-2 route. In addition, the

devicegeneratesoneMAC-IPtype-2 routethroughtheVXLAN-EVPNprotocolbasedonalocally learnedARPentryand

synchronizesthetype-2routetotheEVPNneighbor.Then, theremoteVTEPlearnstheARPentryandhostroutefromthe

MAC-IP type-2 route.Thedevicegenerates oneMAC-IPv6 type-2 route through theVXLAN-EVPNprotocol basedona

locallylearnedIPv6NDentry,andsynchronizesthetype-2routetotheEVPNneighbor.Then,theremoteVTEPlearnsthe

IPv6NDentry and host route from theMAC-IPv6 type-2 route. After this command is configured, theMACentries, ARP

entries,and IPv6NDentriesof thedevicearenot used togenerateVXLAN-EVPN type-2 routesand therefore,no type-2

route is advertised to the EVPN neighbor.

ThiscommandisconfiguredonaVXLANinstanceandaffectsonlywhethertheVXLANinstancegeneratestype-2routes.

OtherVXLAN instances, for which this command is not configured, can still generate type-2 routes.

Note:ThiscommandcanbeconfiguredonlyonL2-VNIVXLAN instances (that is,VXLAN instanceswith thesymmetric
command not configured). It is unavailable on L3-VNI VXLAN instances.

 CreatinganOverlayRouter Interface

Command interface OverlayRouter port-id

Parameter

Description

port-id: Indicates the ID of an overlay router interface.

Command

Mode

Global configuration mode

Usage Guide This interface serves as the VXLAN IP gateway in the VXLAN routing environment. It is similar to an SVI interface in a

VLAN.

 ConfiguringanIPAddress fortheOverlayRouter Interface

Command ip address ip-address mask

Parameter

Description

ip-address: Indicates the IP address of the overlay router interface.

mask: Indicates the subnet mask.

Command

Mode

Interface configuration mode

Usage Guide This IP address serves as the VXLAN IP gateway address in theVXLAN routing environment. It is similar to the IP address of

an SVI in a VLAN.

 ConfiguringanIPv6Addressfor theOverlayRouter Interface

Command ipv6 address ip-address mask

Parameter

Description

ip-address: Indicates the IPv6 address of the overlay router interface.

mask: Indicates the subnet mask.
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Command

Mode

Overlay router interface configuration mode

Usage Guide This IPv6 address serves as theVXLAN IPv6 gateway address in theVXLAN routing environment. It is similar to the IP

address of an SVI in a VLAN.

 AssociatingtheOverlayRouter InterfacewithaVRFInstance

Command vrf forwarding table name

Parameter

Description

table name: Indicates the VRF instance, with which the overlay router interface is associated.

Command

Mode

Interface configuration mode

Usage Guide This command is used to associate with a VRF instance in the VXLAN routing environment and is used for VXLAN L3

routing isolation.

 CreatingaVXLANInstanceorEnteringtheVXLANConfigurationMode

Command vxlan vni-number

Parameter

Description

vni-number: Indicates the VNI. The value ranges from 1 to 16,777,215.

Command

Mode

Global configuration mode

Usage Guide N/A

 ConfiguringaSymmetric Instance

Command symmetric

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide No symmetric instance is configured by default. A symmetric instance is used to manage L3 forwarding entries of all

asymmetric instances in the VRF instance associated with the symmetric instance.

 AssociatingtheVXLANInstancewiththeOverlayRouter Interface

Command router-interface interface-name

Parameter

Description

interface-name: Indicates the name of the overlay router interface.

Command

Mode

VXLAN configuration mode

Usage Guide Theoverlayrouter interfacesbetweenVXLANscannotconflictwitheachotheranddifferentVXLANscannot associate

with the same overlay router interface.

 CreatinganOverlayTunnelInterface

Command interface OverlayTunnel port-id

Parameter port-id: Indicates the ID of an overlay tunnel interface.
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Description

Command

Mode

Global configuration mode

Usage Guide This interface is used to statically create an overlay tunnel. Youcan run the tunnel-interface command to associate it

with a VXLAN.

 ConfiguringaTunnelSource IPAddressfortheOverlayTunnel Interface

Command tunnel source ip-address

Parameter

Description

ip-address: Indicates the tunnel source IP address.

Command

Mode

Overlay tunnel interface configuration mode

Usage Guide This command is used to specify the source IP address of an overlay tunnel. When packets are encapsulated and

forwarded, the outer source IP address of the packets is the source IP address of an overlay tunnel.

 ConfiguringaTunnelDestinationIPAddressfor theOverlayTunnel Interface

Command tunnel destination ip-address

Parameter

Description

ip-address: Indicates the tunnel destination IP address.

Command

Mode

Overlay tunnel interface configuration mode

Usage Guide This command is used to specify the destination IP address of an overlay tunnel.When packets are encapsulated and

forwarded, the outer destination IPaddress of the packets is the destination IPaddress of an overlay tunnel. The tunnel

destination IP address is unique globally. Different overlay tunnels cannot share the same destination IP address.

Otherwise, a configuration conflict will occur.

 AssociatingtheVXLANInstancewiththeOverlayTunnelInterface

Command tunnel-interface interface-name

Parameter

Description

interface-name: Indicates the name of an overlay tunnel interface.

Command

Mode

VXLAN configuration mode

Usage Guide This command is used to statically specify a VXLAN VTEP.

 ConfiguringtheVXLANUDPDestinationPort

Command vxlan udp-port port-number

Parameter

Description

port-number: Indicates theUDPdestinationport ID.Thevalue ranges from0to65535and thedefault value is4789.

Command

Mode

Global configuration mode

Usage Guide The VXLAN UDP destination port cannot be set to a commonly used UDP port.

 ConfiguringStormControlfortheVXLANInstance
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Command storm-control {broadcast | multicast | unicast} [kbps-value | pps pps-value]

Parameter

Description

kbps-value: Indicates the rate limit value, in kbit/s.

pps-value: Indicates the rate limit value, in packets/second.

Command

Mode

VXLAN configuration mode

Usage Guide Configure this function when the storm rate needs to be limited based on the VNI.

 ConfiguringtheSynchronizationofMACEntriesWhoseEgressesAreStaticTunnels

Command evpn mac advertise enable

Parameter

Description

N/A

Command

Mode

Overlay tunnel interface configuration mode

Usage Guide Configure this function when MAC entries with the egress of static tunnels need to be synchronized externally.

 ConfiguringtheSynchronizationofARPEntriesWhoseEgressesAreStaticTunnels

Command evpn macip advertise enable

Parameter

Description

N/A

Command

Mode

Overlay tunnel interface configuration mode

Usage Guide Configure this function when ARP entries with the egress of static tunnels need to be synchronized externally.

 ConfigurationExample

Only configuration related to theVXLAN is described below.

Only IPv4 configuration is used as an example below and the IPv6 scenario configuration is largely the same as the
IPv4 scenario configuration.

Detailed configuration of a full mesh network:
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Scenario

Figure 4- 8

Note: Blue lines in the figure indicate the VXLAN tunnels that the manually configured VTEP-1 establishes with other

VTEPs.

Configuration

Steps

 Configure an IPv4 unicast routing protocol (such as OSPF) on core switches, TOR switches, and VTEP to ensure that

unicast routes are reachable.

 Configure the BGP-EVPN routing protocol on the CORE and TOR switches to ensure that the four switches establish

BGP neighbor relationships and support the EVPN protocol family.

 Configure EVI for BGP-EVPN on the core and TOR switches. For details, see the BGP-EVPN Configuration Guide.

 Configure VXLANs on the virtual servers and specify the gateway address for the virtual machines. (Omitted)

 Associate theVTEP with the loopback interface on TOR-1 and TOR-2 for the establishment of tunnels.

 Create VXLAN instances on TOR-1, TOR-2, and VTEP-1 and associate the VXLAN instances with VLANs.

 Configure the same anycast gateway MAC address on TOR-1 and TOR-2 so that the VXLAN anycast gateways on the

TOR switches use the same virtual MACaddress.

 Create overlay router interfaces on TOR-1 and TOR-2 and configure theVXLAN gateway IP address. Configure

differentVRF instances for the overlay router interfaces and determine their respective tenants.

Note that theoverlay router interfaceconfigurationonTOR-1andTOR-2must be thesame.That is,onall devices,

the IP address and mask configured for the overlay router interfaces associated with the same VXLAN instance must

be the same and suchoverlay router interfacesbelong to the same tenant (VRF instance).

In addition, all overlay router interfaces must be configured as anycast gateways.

 AssociateVXLANinstanceswithoverlay router interfacesonTOR-1andTOR-2to implementVXLANrouting.

 CreateVXLANoverlay tunnels onTOR-1,TOR-2, andVTEP-1and configure theSIPandDIP.

 (Optional)ConfigureARPsuppressiononTOR-1andTOR-2toreduceARPpacketsflowing intotheVXLAN.

HOST The detailed configuration of the servers is omitted here. Configure the IP address and gatewayaccording to the figure

above.

CORE VXLANdoesnotneedtobeconfiguredonthecoreswitches.TheOSPFandBGPnetworkconfigurationsareomittedhere.

TOR-1 TOR1# configure terminal

Enterconfigurationcommands,oneperline. EndwithCNTL/Z.

TOR1(config)# route-mapdc
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TOR1(config-route-map)# match

route-type evpn-type-2

TOR1(config-route-map)# set next-hop

1.1.1.1 TOR1(config-route-map)# exit

TOR1(config)# interface Loopback 1

TOR1(config-if-Loopback1)# ip

address1.1.1.1/32 TOR1(config-if-

Loopback 1)# exit

TOR1(config)# vtep

TOR1(config-vtep)#

source loopback 1

TOR1(config-vtep)# arp

suppress enable

TOR1(config-vtep)# vxlan outside center

vtep-ip 3.3.3.3 TOR1(config-vtep)# exit

TOR1(config)# fabric anycast-gateway-mac 0000.1234.5678

TOR1(config)# int overlayrouter 10

TOR1(config-if-OverlayRouter 10)# ip

address 10.1.1.1/24

TOR1(config-if-OverlayRouter 10)#

anycast-gateway

TOR1(config-if-OverlayRouter10)#route-in-vni //Optional.Itneedstobeusedincombinationwiththearp

suppress enable command.

TOR1(config-if-OverlayRo

uter 10)# exit

TOR1(config)# int

overlayrouter 20

TOR1(config-if-OverlayRouter 20)# ip

address 10.1.2.1/24

TOR1(config-if-OverlayRouter 20)#

anycast-gateway

TOR1(config-if-OverlayRouter 20)# route-in-vni

TOR1(config-if-OverlayRo

uter 20)# exit

TOR1(config)# int

overlaytunnel 1

TOR1(config-if-OverlayTunnel 1)# tunnel source 1.1.1.1

TOR1(config-if-OverlayTunnel 1)# tunnel

destination 3.3.3.3

TOR1(config-if-OverlayTunnel 1)# evpn mac

advertise enable TOR1(config-if-OverlayTunnel

1)#evpnmacipadvertiseenable

TOR1(config-if-OverlayTunnel 1)#exit

TOR1(config)# vxlan 10

TOR1(config-vxlan)# extend-vlan 10

TOR1(config-vxlan)# router-interface

OverlayRouter 10 TOR1(config-vxlan)#

tunnel-interface overlaytunnel 1
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TOR1(config-vxlan)# arp suppress

enable

TOR1(config-vxlan)# exit

TOR1(config)# vxlan 20

TOR1(config-vxlan)# extend-vlan 20

TOR1(config-vxlan)# router-interface

OverlayRouter 20 TOR1(config-vxlan)#

arp suppress enable

TOR1(config-vxl

an)# exit

TOR1(config)#

router bgp 100

TOR1(config-router)# neighbor 2.2.2.2 remote-as 100

TOR1(config-router)# neighbor 2.2.2.2

update-source loopback 1 TOR1(config-router)#

address-family l2vpn evpn
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TOR1(config-router-af)# neighbor 2.2.2.2 activate

TOR1(config-router-af)# neighbor 2.2.2.2 route-map dc out

TOR1(config-router-af)# exit

TOR1(config-router)# exit

TOR1(config)# evpn

TOR1(config-evpn)# vni 10

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 20

TOR1(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto

TOR1(config-evpn-vni)# exit

TOR-2 TOR2# configure terminal

Enterconfigurationcommands,oneperline. EndwithCNTL/Z.

TOR2(config)# interface Loopback 1

TOR2(config-if-Loopback1)# ipaddress2.2.2.2/32

TOR2(config-if- Loopback 1)# exit

TOR2(config)# vtep

TOR2(config-vtep)# source loopback 1

TOR2(config-vtep)# arp suppress enable

TOR2(config-vtep)# exit

TOR2(config)# fabric anycast-gateway-mac 0000.1234.5678

TOR2(config)# int overlayrouter 10

TOR2(config-if-OverlayRouter 10)# ip address 10.1.1.1/24

TOR2(config-if-OverlayRouter 10)# anycast-gateway

TOR2(config-if-OverlayRouter10)#route-in-vni //Optional.Itneedstobeusedincombinationwiththearpsuppress

enable command.

TOR2(config-if-OverlayRouter 10)# exit

TOR2(config)# int overlayrouter 20

TOR2(config-if-OverlayRouter 20)# ip address 10.1.2.1/24

TOR2(config-if-OverlayRouter 20)# anycast-gateway

TOR2(config-if-OverlayRouter20)#route-in-vni //Optional.Itneedstobeusedincombinationwiththearpsuppress

enable command.

TOR2(config-if-OverlayRouter 20)# exit

TOR2(config)# vxlan 10

TOR2(config-vxlan)# extend-vlan 10

TOR2(config-vxlan)# router-interface OverlayRouter 10

TOR2(config-vxlan)# arp suppress enable

TOR2(config-vxlan)# exit

TOR2(config)# vxlan 20

TOR2(config-vxlan)# extend-vlan 20

TOR2(config-vxlan)# router-interface OverlayRouter 20

TOR2(config-vxlan)# arp suppress enable
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TOR2(config-vxlan)# exit

TOR2(config)# router bgp 100

TOR2(config-router)# neighbor 1.1.1.1 remote-as 100

TOR2(config-router)# neighbor 1.1.1.1 update-source loopback 1

TOR2(config-router)# address-family l2vpn evpn

TOR2(config-router-af)# neighbor 1.1.1.1 activate

TOR2(config-router-af)# exit

TOR2(config-router)# exit

TOR2(config)# evpn

TOR2(config-evpn)# vni 10

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 20

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto

TOR2(config-evpn-vni)# exit

VTEP-1 VTEP1# configure terminal

Enterconfigurationcommands,oneperline. EndwithCNTL/Z.

VTEP1(config)# interface Loopback 1

VTEP1(config-if- Loopback 1)# ip address 3.3.3.3/32

VTEP1(config-if- Loopback 1)# exit

VTEP1(config)# int overlaytunnel 1

VTEP1(config-if-OverlayTunnel 1)# tunnel source 3.3.3.3

VTEP1(config-if-OverlayTunnel 1)# tunnel destination 1.1.1.1

VTEP1(config-if-OverlayTunnel 1)# exit

VTEP1(config)# vxlan 10

VTEP1(config-vxlan)# extend-vlan 10

VTEP1(config-vxlan)# tunnel-interface overlaytunnel 1

Verification  Verify thatHOST-1, HOST-2, HOST-3, HOST-4, andHOST-5 canping eachother.

 Verify that virtual machines can be migrated between hosts in the same VXLAN and can access the network

normally after migration, with no need to modify the configuration.

TOR1# sho vxlan

VXLAN Total Count: 2

VXLANCapacity : 8000

VXLAN 10

Symmetric property : FALSE

RouterInterface : overlayrouter10 (anycast)

ExtendVLAN 10

VTEP Adjacency Count: 2

VTEP Adjacency List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------
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OverlayTunnel 1 1.1.1.1 3.3.3.3 static

OverlayTunnel 6145 1.1.1.1 2.2.2.2 dynamic

VXLAN 20

Symmetric property : FALSE

Router Interface :

overlayrouter 20 (anycast) Extend

VLAN 20

VTEP

Adjacency

Count: 1

VTEP

Adjacency

List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel 6145 1.1.1.1 2.2.2.2 dynamic

TOR2#

sho

vxlan

VXLAN

Total

Count: 2

VXLANCapacity : 8000

VXLAN 10

Symmetric property : FALSE

Router Interface :

overlayrouter 10 (anycast) Extend

VLAN 10

VTEP

Adjacency

Count: 2

VTEP

Adjacency

List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel 1 2.2.2.2 3.3.3.3 static

OverlayTunnel 6145 2.2.2.2 1.1.1.1 dynamic

VXLAN 20

Symmetric property : FALSE

Router Interface :

overlayrouter 20 (anycast) Extend

VLAN 20
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VTEP

Adjacency

Count: 1

VTEP

Adjacency

List :

Interface SourceIP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel 6145 2.2.2.2 1.1.1.1 dynamic

VTEP1#

sho

vxlan

VXLAN

Total

Count: 1

VXLANCapacity : 8000
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VXLAN 10

Symmetricproperty :FALSE

RouterInterface : -

ExtendVLAN 10

VTEP Adjacency Count: 2 VTEP

Adjacency List :

Interface Source IP Destination IP Type

---------------------- --------------- --------------- -------

OverlayTunnel 1 3.3.3.3 1.1.1.1 static

OverlayTunnel 2 3.3.3.3 2.2.2.2 static

4.4 ConfiguringL2Subinterfacesto

AccessaVXLAN Configuration Effect

 Configure hosts to access aVXLAN through L2 subinterfaces.

 L2 subinterfaces can access aVXLAN inVLAN encapsulation or untagged encapsulation mode.

Notes

 If themain interface isa trunk interface, thesubinterfacesarenot recommendedtoaccessaVXLANinuntagged
encapsulation mode due to chip limitations. If the untagged encapsulation mode is configured for the
subinterfaces, tagged packets are

transferred to the logic of subinterfaces using the untagged packaging mode.

 The extend-VLAN configured for a VXLAN instance is like the VLAN or untagged encapsulation rule configured for a
subinterface. When a subinterface is available, the encapsulation rule of the subinterface has a higher priority
than the extend-VLAN

configured for a VXLAN instance.

Configuration Steps

 ConfiguringtheVXLANEncapsulationRuleforaSubinterface

 Mandatory.

 Configure theVXLAN encapsulation rule for a specified subinterface.

 Configuring theVLAN andUntagged Encapsulation Rules for a Subinterface

 Mandatory.

 L2 subinterfaces can access aVXLAN inVLAN encapsulation or untagged encapsulation mode.

 Creating aVXLAN Instance

 Mandatory.

 Associating the VXLAN Instancewith anOverlay Router Interface

 Mandatory for VXLAN gateways.

 Thedevicesupports theVXLANrouting functionandcanserveasaVXLANIPgatewayonlyafter theVXLANis
associatedwith an overlay routerinterface.

Verification

L2 subinterfaces can access the VXLAN. Run the following commands for verification.
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 Run the show vxlan vni-number command to check the local configuration of theVXLAN.

 Run the showvxlanmac to check whether theVXLANMACaddresses are learned.

 Run the showarp command to checkwhether the ARP entry of theVXLAN IP gateway is learned.

 Run the show ipv6 neighbors command to checkwhether all local/remote IPv6 NDentries are learned.

 Run the show running command to display the subinterface configuration.

Related Commands

 ConfiguringtheVXLANEncapsulationRuleforaSubinterface

Command encapsulation vxlan vni-number

Parameter

Description

vni-number: Indicates the VNI. The value ranges from 1 to 16,777,215.

Command

Mode

L2 subinterface configuration mode

Usage Guide 1. Only oneVXLANencapsulation rule can be configured for one subinterface.

2. Youcan preconfigureVXLAN encapsulation ruleswhen noVXLAN instance exists.

 ConfiguringtheVLANandUntaggedEncapsulationRules foraSubinterface

Command encapsulation dot1q {untag | s-vid vlan-id}

Parameter

Description

{untag|s-vidvlan-id}:SpecifiesVLANencapsulationoruntaggedencapsulationforaport.TheVLANIDrangesfrom1to

4094 when VLAN encapsulation is adopted.

Command

Mode

L2 subinterface configuration mode

Usage Guide If the main interface is a trunk interface, the subinterfaces are not recommended to access a VXLAN in untagged

encapsulation mode due to chip limitations. If the untagged encapsulation mode is configured for the subinterfaces,

tagged packets are transferred to the logic of subinterfaces using the untagged packaging mode.

 CreatinganOverlayRouter Interface

Command interface OverlayRouter port-id

Parameter

Description

port-id: Indicates the ID of an overlay router interface.

Command

Mode

Global configuration mode

Usage Guide This interface serves as the VXLAN IP gateway in the VXLAN routing environment. It is similar to an SVI interface in a

VLAN.

 ConfiguringanIPAddress fortheOverlayRouter Interface

Command ip address ip-address mask

Parameter

Description

ip-address: Indicates the IP address of the overlay router interface.

mask: Indicates the subnet mask.

Command

Mode

Interface configuration mode
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Usage Guide This IP address serves as the VXLAN IP gateway address in theVXLAN routing environment. It is similar to the IP address of

an SVI in a VLAN.

 ConfiguringanIPv6Address fortheOverlayRouter Interface

Command ipv6 address ip-address mask

Parameter

Description

ip-address: Indicates the IPv6 address of the overlay router interface.

mask: Indicates the subnet mask.

Command

Mode

Overlay router interface configuration mode

Usage Guide This IPv6 address serves as theVXLAN IPv6 gateway address in theVXLAN routing environment. It is similar to the IP

address of an SVI in a VLAN.

 AssociatingtheOverlayRouterInterfacewithaVRFInstance

Command vrf forwarding table name

Parameter

Description

table name: Indicates the VRF instance, with which the overlay router interface is associated.

Command

Mode

Interface configuration mode

Usage Guide This command is used to associate with a VRF instance in the VXLAN routing environment and is used for VXLAN L3

routing isolation.

 CreatingaVXLANInstanceorEnteringtheVXLANConfigurationMode

Command vxlan vni-number

Parameter

Description

vni-number: Indicates the VNI. The value ranges from 1 to 16,777,215.

Command

Mode

Global configuration mode

Usage Guide N/A

 AssociatingtheVXLANInstancewiththeOverlayRouter Interface

Command router-interface interface-name

Parameter

Description

interface-name: Indicates the name of the overlay router interface.

Command

Mode

VXLAN configuration mode

Usage Guide Theoverlayrouter interfacesbetweenVXLANscannotconflictwitheachotheranddifferentVXLANscannot associate

with the same overlay router interface.

Configuration Example

Only configuration related to theVXLAN is described below.

Only IPv4 configuration is used as an example below and the IPv6 scenario configuration is largely the same as the
IPv4 scenario configuration.

The recommended configuration is as follows:

http://www.fs.com/


www.fs.com

120

Scenario

Figure 4- 9

Configuration

Steps

 Configure a virtual server, virtual machine, and physical server (omitted).

 Create an L2 subinterface on the TOR switch, configure VXLAN encapsulation and VLAN or untagged

encapsulation rule for the subinterface.

 Createanoverlay router interfaceon theTORswitchand configure theVXLANgateway IPaddress.

 Configure theVXLAN instance to associate with the overlay router interface on the TOR switch to implement

VXLAN routing.

TOR TOR# configure terminal

TOR(config)#vlan 10

TOR(config-vlan)#exit

TOR(config)#vlan 20

TOR(config-vlan)#exit

TOR(config)#interface TFGigabitEthernet 0/1

TOR(config-if-TFGigabitEthernet 0/1)#switchport mode trunk

TOR(config-if-TFGigabitEthernet 0/1)#exit

TOR(config)#interface TFGigabitEthernet 0/1.1

TOR(config-subif-TFGigabitEthernet 0/1.1)#encapsulation dot1q s-vid 10

TOR(config-subif-TFGigabitEthernet 0/1.1)#encapsulation vxlan 10

TOR(config-subif-TFGigabitEthernet 0/1.1)#exit

TOR(config)#interface TFGigabitEthernet 0/1.2

TOR(config-subif-TFGigabitEthernet 0/1.2)#encapsulation dot1q s-vid 20

TOR(config-subif-TFGigabitEthernet 0/1.2)#encapsulation vxlan 20

TOR(config-subif-TFGigabitEthernet 0/1.2)#exit

TOR(config)#interface TFGigabitEthernet 0/2

TOR(config-if-TFGigabitEthernet 0/2)#switchport mode access vlan 10

TOR(config-if-TFGigabitEthernet 0/2)#exit

TOR(config)#interface TFGigabitEthernet 0/2.1

TOR(config-subif-TFGigabitEthernet 0/2.1)#encapsulation dot1q untag

TOR(config-subif-TFGigabitEthernet 0/2.1)#encapsulation vxlan 10
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TOR(config-subif-TFGigabitEthernet 0/2.1)#exit

TOR(config)# interface overlayrouter 10

TOR(config-if-OverlayRouter 10)# ip address 10.1.1.1/24

TOR(config-if-OverlayRouter 10)# exit

TOR(config)# vxlan 10

TOR(config-vxlan)# router-interface OverlayRouter 10

TOR(config-vxlan)# exit

TOR(config)# interface overlayrouter 20

TOR(config-if-OverlayRouter 20)# ip address 20.1.1.1/24

TOR(config-if-OverlayRouter 20)# exit

TOR(config)# vxlan 20

TOR(config-vxlan)# extend-vlan 20

TOR(config-vxlan)# router-interface OverlayRouter 20

TOR1(config-vxlan)# exit

Verification  Verify that the virtual machine and physical machine can ping each other.

TOR# sho vxlan

VXLAN Total Count: 2

VXLANCapacity : 8000

VXLAN 10

Symmetric property : FALSE

Router Interface :overlayrouter 10 (non-anycast)

ExtendVLAN : -

VTEP Adjacency Count: 0

VXLAN 20

Symmetric property : FALSE

Router Interface :overlayrouter 20 (non-anycast)

ExtendVLAN : -

VTEP Adjacency Count: 0

TOR#sh running-config

!

vlan range 1,10,20

!

interface TFGigabitEthernet 0/1

switchport mode trunk

!

interface TFGigabitEthernet 0/1.1

encapsulation dot1q s-vid 10

encapsulation vxlan 10

!

interface TFGigabitEthernet 0/1.2

encapsulation dot1q s-vid 20
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encapsulation vxlan 20

!

interface TFGigabitEthernet 0/2

switchporttrunknativevlan10

!

interface TFGigabitEthernet 0/2.1

encapsulation dot1q untag encapsulation

vxlan 10

 Banningsynchronizationof the localMACaddress to the remoteVTEP throughEVPNmessagesonanL2-VNIVXLAN instance

 Banningdeliveryof theMACaddresses remotelysynchronized throughEVPNmessages to the localMAC
address tableonan L2-VNI VXLANinstance

 Stopping an L2-VNIVXLAN instance from generating EVPN type-2 routes

 ConfiguringanL2-VNI VXLAN InstanceNot toSynchronize theLocalMACAddress to theRemoteVTEP
ThroughEVPN Messages

Command evpn mac advertise disable

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide This command is not configured on a device by default. The device generates one MAC-only type-2 route through the

VXLAN-EVPNprotocol based ona locally learnedMACentry, and synchronizes the type-2 route to theEVPNneighbor

(that is, remoteVTEP).Then, the remoteVTEPcan learn theMACentry from theMAC-only type-2 route.

After this command is configured, the device does not generateVXLAN-EVPNMAC-only type-2 routes based onMAC

entries, and therefore, it will not advertiseMAC-only type-2 routes to the EVPN neighbor.

This command is configured on aVXLAN instance and affects only whether theVXLAN instance generates MAC-only

type-2 routes. Other VXLAN instances, for which this command is not configured, can still generate MAC-only type-2

routes.

Thiscommandcanbeused incombinationwith theevpnarpmac-learningenableandevpnndmac-learningenable

commands. After they are executed, the network-wide VXLAN-EVPN neighbors synchronize only MAC-IP type-2 routes

butnoMAC-only type-2 routes.All devicesparseandextractMACentries fromMAC-IPorMAC-IPv6 type-2 routes.

Note:ThiscommandcanbeconfiguredonlyonL2-VNIVXLAN instances (that is,VXLAN instanceswith thesymmetric

command not configured). It is unavailable on L3-VNI VXLAN instances.

 ConfiguringanL2-VNIVXLANInstanceNottoDeliverMACAddressesRemotelySynchronizedThroughEVPN

Messages totheLocalMACAddressTable

Command evpn mac inactive

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide After this command is configured, the device does not learnMACentries fromVXLAN-EVPN type-2 routes (MAC-IP or
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MAC-only type-2 routes) synchronized from neighbors.

Thiscommand isnotconfiguredonadevicebydefault.Thedevice learnsMACentriesfromVXLAN-EVPNtype-2 routes

synchronized fromneighbors.

ThiscommandisconfiguredonaVXLANinstanceandaffectsonlywhethertheVXLANinstancelearnsMACentriesfrom

VXLAN-EVPN type-2 routes. OtherVXLAN instances, for which this command is not configured, can still learnMAC entries.

Note:ThiscommandcanbeconfiguredonlyonL2-VNIVXLANinstances (that is,VXLAN instanceswith thesymmetric

command not configured). It is unavailable on L3-VNI VXLAN instances.

 ConfiguringanL2-VNIVXLANInstanceNottoGenerateEVPNType-2Routes

Command evpn rt-2 advertise disable

Parameter

Description

N/A

Command

Mode

VXLAN configuration mode

Usage Guide This command is not configured on a device by default. The device generates one MAC-only type-2 route through the

VXLAN-EVPNprotocol based ona locally learnedMACentry, and synchronizes the type-2 route to theEVPNneighbor

(that is, remote VTEP). Then, the remote VTEP learns the MAC entry from the MAC-only type-2 route. In addition, the

devicegeneratesoneMAC-IPtype-2 routethroughtheVXLAN-EVPNprotocolbasedonalocally learnedARPentryand

synchronizesthetype-2routetotheEVPNneighbor.Then, theremoteVTEPlearnstheARPentryandhostroutefromthe

MAC-IP type-2 route.Thedevicegenerates oneMAC-IPv6 type-2 route through theVXLAN-EVPNprotocol basedona

locallylearnedIPv6NDentry,andsynchronizesthetype-2routetotheEVPNneighbor.Then,theremoteVTEPlearnsthe

IPv6NDentry and host route from theMAC-IPv6 type-2 route. After this command is configured, theMACentries, ARP

entries,and IPv6NDentriesof thedevicearenot used togenerateVXLAN-EVPN type-2 routesand therefore,no type-2

route is advertised to the EVPN neighbor.

ThiscommandisconfiguredonaVXLANinstanceandaffectsonlywhethertheVXLANinstancegeneratestype-2routes.

OtherVXLAN instances, for which this command is not configured, can still generate type-2 routes.

Note:ThiscommandcanbeconfiguredonlyonL2-VNIVXLAN instances (that is,VXLAN instanceswith thesymmetric

command not configured). It is unavailable on L3-VNI VXLAN instances.

5. Monitoring

Displaying

Description Command

Displays theVXLANconfigurationandstatusof thedevice. show vxlan vni-number

Displays the MAC addresses learned by the device. show vxlan mac [vni vni-number] [address mac-address]

Displays the VXLAN ARP entries learned by the device. show arp

Displays theVXLANIPv6NDentries learnedby thedevice. show ipv6 neighbors

Displays theglobalconfigurationsof thedevice,suchas the

VTEP IP address and anycast MAC address.

show vxlan global

Displays the ARP suppression status of the device. show vxlan arp suppress

Displays the VXLAN UDP destination port of the device. show vxlan udp-port
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