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1. Overview

Virtual Extensible Local Area Network (VXLAN) is a virtual Ethernet based on the physical IP (overlay) network. Itis a

technology that encapsulates layer 2 (L2) Ethernet frames within layer 3 User Datagram Protocol (UDP) packets.

VXLAN has a24-bitVXLAN networkidentifier (VNI). ltallows userstocreateup to 16,000,000isolated virtual networks to
meetthe requirements of multi-tenant environments and scale expansion, far surpassing the widely used Virtual Local Area
Network (VLAN) technology that is limited to 4,000 isolated networks. VXLAN uses the IP multicast method to encapsulate
multicast, broadcast, and unknown unicast packets, effectively controlling the broadcast domain in multi-tenant

environments.

With the transformation of data centers, more and more virtual machines are deployed. In addition, as virtual machines
mustbe migrated in L2 environments, scales of L2 networks increase. VXLAN can extend L2 networks over layer 3 (L3)
networks, so that virtual machines canbe movedtoL3 networksinterconnected to L2 networks without changing the IP

addresses and MAC addresses, thereby ensuring service continuity.
Protocols and Standards

® RFC7348:Virtual eXtensible Local Area Network (VXLAN)-- AFramework for Overlaying Virtualized Layer 2
Networks over Layer 3 Networks

2. Applications

EVPN-based Multi-tenant Centralized Applicabletothe centralized deploymentscenario with Ethernetvirtual private network (EVPN)
Deployment enabled.

EVPN-based Multi-tenant Distributed Applicable to the distributed deployment scenario with EVPN enabled.

Deployment

EVPN-based Single-tenant VXLAN Applicable to the VXLAN routing deployment scenario with a single tenant.

Routing Deployment



EVPN-based Multi-tenant VXLAN Route Applicable to the VXLAN route deployment scenario with multiple tenants.
Deployment

SDN Controller-based Centralized Applicable to the scenario for deploying all-active anycast gateways based on the
All-active Anycast Gateway Deployment = software-defined networking (SDN) controller in a centralized manner data centers.
Deployment of an EVPN Distributed Applicable to the deployment scenario in which dynamic and static tunnels coexist.
Network to Be Compatible with

Non-EVPNVTEP Devices

DeploymentofL2 SubinterfacestoAccess Applicabletothe deploymentscenarioinwhichhostsaccessVXLANsthroughlL2

a VXLAN subinterfaces.

VNI Mapping—based Data Center Applicableto the scenarioinwhich VXLANs across differentdata centers are

. interconnected
Interconnection Deployment

using the VNI mapping technology.

2.1 EVPN-based Multi-tenant Centralized
Deployment Scenario

VPN routing and forwarding (VRF) networks are usually allocated to differenttenants to support the multi-tenant
applicationinadata center. Multiple VXLANs canbeassignedtoeachtenant. VXLANsofthe sametenantcanbemutually
accessedthroughtheL3router, while VXLANS of different tenants cannot be mutually accessed, as shown in Figure
2-1.

TenantArents VRF-10,whichincludes VXLAN 10and VXLAN 20. ServersHOST-1and HOST-2belongtoVXLAN 10and
ServersHOST-3 and HOST-4 belong to VXLAN 20.

TenantBrents VRF-20, whichincludes VXLAN 100. ServersHOST-5and HOST-6belong
toVXLAN 100. The networks of Tenant A and Tenant B are isolated from each other.

The entire network is formed by a Border Gateway Protocol (BGP) network and includes CORE and TOR switches. The BGP
neighbor relationship isformed between every two devices and the BGP-EVPN protocol familyis supported. AllVXLAN

gatewaysonthe network are deployed in the core switches in a centralized manner.

Figure 2- 1
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®  Packets between HOST-1 and HOST-2 are forwarded through TOR-1 at L2 within the VXLAN.

®  Packets between HOST-3 and HOST-4 are forwarded through TOR-1> CORE > TOR-2 at L2 within the VXLAN.

®  Packets between HOST-5and HOST-6 are forwarded through TOR-2 at L2 within the VXLAN.

®  Packets between VXLAN 10 and VXLAN 20 are forwarded through TOR-1 > CORE > TOR-2 atL3 across the VXLANSs.

® VRF-10 and VRF-20 cannot communicate with each other.

Remarks: CORE indicates a core switch that supports the VXLAN function.

When centralized all-active anycast gateways are deployed, multiple core gateways exist and the VXLAN gateways deployed

on the core gateways are the same.

TOR1 and TOR2 are access switches that support the VXLAN function.
HOST-1, HOST-2, HOST-3, HOST-4, HOST-5, and HOST-6 are servers in the data center.
Deployment

® Configure an Internet Protocol version 4 (IPv4) unicast routing protocol, for example, the Open Shortest Path
First (OSPF) protocol, on the switches to ensure that unicast routes are reachable.

® Configure the BGP routing protocol (supporting EVPN) on the switches to establish neighbor relationships between each other.
® Deploy the VXLAN gateway on the core switches.

® Deploy the VXLAN bridge on the TOR switches.

2.2 EVPN-based Multi-tenant Distributed

Deployment Scenario



The EVPN-based multi-tenantdistributed deploymentappliestodatacenternetworksthatsupportmultipletenants. The
difference betweenthisdeploymentand the EVPN-based multi-tenantcentralized deploymentdescribed insection
2.2.1liesinthat: Onthe distributed deployment network, gateways are deployed on the TOR switches, as shown in

Figure 2-2.

TenantArents VRF-10, whichincludes VXLAN 10

and VXLAN 20. TenantB rents VRF-20, which

includes VXLAN 100.

The networks of Tenant A and Tenant B are isolated from each other.

The entire network is formed by a BGP network and includes CORE and TOR switches. The BGP neighbor

relationship is formed between every two devices and the BGP-EVPN protocol family is supported.

VXLAN gateways are deployed on TOR switches on the network. Anycast gateways can be deployed so that the IP
addresses and MAC addresses of all gateways on the network are kept consistent. In this way, the gateway
configuration does not need to be modified no matter which TOR switch a virtual machine of a customer is migrated

to.
VXLANs are unnecessarily deployed on the core switches.

ARP suppression can be configured on TOR switches to curb flooding of ARP packets, and the TOR switches respond to

ARP requests from hosts as a proxy.

The ARP proxy function can be enabled on the TOR switches for allor some VXLANSs. In thisway, L2 trafficin VXLANs is

isolated and server communication traffic in the same VXLAN is forwarded at L3 rather than at L2.
ND suppression can be configured on TOR switches to curb flooding of IPv6 ND protocol packets, and the TOR

switches respond to IPv6 NS multicast packets from hosts as a proxy.
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®  Packets between HOST-1and HOST-4 are forwarded through TOR-1>TOR-2 at L2 within the VXLAN

Packets between HOST-1 and HOST-2 are forwarded through TOR-1 at L3 across the VXLANSs.
Packets between HOST-1and HOST-5 are forwarded through TOR-1>TOR-2 at L3 across the VXLANSs.

VRF-10 and VRF-20 cannot communicate with each other.

If the ARP proxy function is configured on VXLAN 10, packets between HOST-1and HOST-4 are forwarded
through TOR-1> TOR-2 at L3 within the VXLAN.

CORE indicates a core switch that supports the BGP-EVPN function.
TOR1and TOR2 are access switches thatsupport the VXLAN function.
HOST-1, HOST-2, HOST-3, HOST-4, HOST-5, and HOST-6 are servers in the data center.

Deployment

Remarks:

® ConfigureanIPv4 unicastrouting protocol, forexample, the OSPF protocol,onthe switchestoensurethat
unicastroutesare reachable.

Configure the BGP routing protocol (supporting EVPN) on the switches to establish neighbor relationships between each other.
Deploy the VXLAN bridge on the core switches if required.

Deploy the VXLAN gateway on the TOR switches.

(Optional) Deploy ARP suppression on the TOR switches.

(Optional) Deploy ARP proxy on the TOR switches.

(Optional) Deploy IPv6 ND suppressionon the TOR switches.

(Optional) Deploy the EVPN protocol packet control function on the TOR switches to reduce the traffic of EVPN packets.

2.3 EVPN-based Single-tenant VXLAN Routing

Deployment Scenario
Single-tenant VXLAN route deployment is shown in Figure 2-3.
In this scenario, only the VRF-10 is deployed, which includes VXLAN 10 and VXLAN 20.

The border devices are connected to the external network. These devices are deployed in VRF-10 (including VXLAN 90)

and interconnect with the external network at L3 via the overlay router interface.

The entire network is formed by a BGP network and includes TOR and border devices. The BGP neighbor relationship is
formed between every two devices (except between Border-1and Border-2) and the BGP-EVPN protocol family is

supported.

The TOR and border devices must use a symmetric VXLAN (VXLAN 100) for interconnection with each other. The

border devices import network routes to the TOR switches through the symmetric VXLAN.

VXLAN gateways are deployed on TOR switches on the network. Anycast gateways can be deployed so that the IP
addresses and MAC addresses of all gateways on the network are kept consistent. In this way, the gateway
configuration does not need to be modified no matter which TOR switch a virtual machine of a customer is migrated

to.

Figure 2-3
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® Packets between HOST-1and HOST-3 are forwarded through TOR-1 > TOR-2 at L2 within the VXLAN.
®  Packets between HOST-1and HOST-2 are forwarded through TOR-1 at L3 across the VXLANS.

® Toaccess the external network, HOST-1 forwards packets to the border device through TOR1 at L3 across the
VXLANSs, and then the border device forwards the packets to the external network at L3.

Deployment

® ConfigureanlIPv4 unicastrouting protocol, forexample, the OSPF protocol, onthe switchestoensurethat
unicastroutesare reachable.

® ConfiguretheBGProuting protocol (supporting EVPN)onthe switchestoestablishneighborrelationships
betweeneachother (except between the border devices).

® Deploy the VXLAN on the border devices for L3 interconnection with the external network.

®  Deploy the VXLAN gateway on the TOR switches.

2.4 EVPN-based Multi-tenant VXLAN Route

Deployment Scenario

VRF networks are usually allocated to different tenants to support the multi-tenant application in a data center. Multiple VXLANs can
be assigned to each tenant. VXLANs of the same tenant can be mutually accessed through the L3 router, while VXLANSs of

different tenants cannot be mutually accessed, as shown in Figure 2-4.
TenantArents VRF-10, whichincludes VXLAN 10
and VXLAN 20. TenantB rents VRF-20, which

includes VXLAN 30.



The border devices are connected to the external network. These devices are deployed in VRF-30 (including

VXLAN 90) and interconnect with the external network at L3 via the overlay router interface.
The networks of Tenant A and Tenant B are isolated from each other.

The entire network is formed by a BGP network and includes TOR and border devices. The BGP neighbor
relationship is formed between every two devices (except between Border-1 and Border-2) and the BGP-EVPN

protocol familyis supported

The TOR and border devices must use a symmetric VXLAN (VXLAN 100 and VXLAN200) for interconnection with

each other. The border devices import network routes to the TOR switches through the symmetric VXLAN.

VXLAN gateways are deployed on TOR switches on the network. Anycast gateways can be deployed so that the IP
addresses and MAC addresses of all gateways on the network are kept consistent. In this way, the gateway
configuration does not need to be modified no matter which TOR switch a virtual machine of a customer is migrated

to.

Figure 2-4
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®  Packets between HOST-1and HOST-4 are forwarded through TOR-1 > TOR-2 at L2 within the VXLAN.
®  Packets between HOST-1and HOST-2 are forwarded through TOR-1 at L3 across the VXLANS.

® Toaccess the external network, HOST-1 forwards packets to the border device through TOR1 at L3 across the
VXLANSs, and then the border device forwards the packets to the external network at L3.

Deployment

® ConfigureanlIPv4unicastrouting protocol, forexample, the OSPF protocol, onthe switchestoensurethat
unicastroutesare reachable.

® ConfiguretheBGProuting protocol (supporting EVPN)onthe switchestoestablishneighborrelationships
betweeneachother (except between the border devices).

® Deploy the VXLAN on the border devices for L3 interconnection with the external network.
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®  Deploy the VXLAN gateway on the TOR switches.

2.5 SDN Controller-based Centralized All-active Anycast Gateway

Deployment Scenario

SND controller—based centralized all-active anycast gateway deployment applies to data center networks that support the control of

an SND controller, as shown in Figure 2-5.
1.  VXLAN overlay network topology:

In this scenario, the VXLAN overlay network is a two-layer structure including a core layer and an access layer.
1) TORswitches serve as VXLAN bridges to directly connect to servers (virtual machines).

2)  Coreswitches serve as VXLAN gateways. Multiple all-active VXLAN physical gateways are deployed in a centralized
manner. The physical gateways are in the all-active state. The anycast function is deployed on each physical
gateway and the same IP address and MAC addressare configuredonallgatewaystoformalogicalgateway. The

faultofany particularphysicalgateway doesnot affect the normal operation of the logical gateway.

3)  Virtual tunnel end points (VTEPs), including VXLAN bridges and VXLAN gateways, interconnect with each other

through the L3 underlay network.

4)  Atthe underlay layer, an L3 network connection is established between each TOR switch and each physical gateway.
However, all physicalgateways are virtualized into onelogical gateway VTEP to communicate with the external
network.Onlyone VXLAN tunnelis established betweena TOR switchand thelogicalgateway VTEP. Trafficon

the tunnelis balanced tomultiple physical gateways via the equal-cost multi-path routing (ECMP).
5  NoVXLAN tunnel or direct physical link is established between physical gateways.
6)  Onthe server (virtual machine), only one logical gateway is visible.
7 VRF networks are allocated to multiple tenants. Networks of tenants are isolated from each other.
2. SDN controllermanagement:

On the network, the administrator can configure the overlay network topology through the SDN controller and
deliver the configurations toVTEPs. Theadministrator canalsomonitor the status ofthe overlay topology and network

trafficthroughthe SDN controller.

Inaddition, the administrator can manage the servers (virtual machines) on the entire network through the cloud
management platform. The SDN controllercanassociate withthe cloud managementplatformtoacquirethe
configurationinformation (suchas|P address and MAC address) of the virtual machine and deliver the configuration
information to VTEPs. After the informationis delivered, VXLAN forwarding entries are generated and synchronized on
VTEPs.

3.  VXLAN device automatic-learning capability

VTEPSs can automatically learn the MAC address and the ARP routing table of the host if required, which can be used as an
emergency solution for the case that the SDN controller fails. The automatic-learning function can be enabled

according to the actual deployment.

Figure 2-5
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Deployment
® Deploy the VXLAN bridging function on TOR switches and the VXLAN gateway function on the core switches.
® Configure an IPv4 unicast routing protocol, for example, the OSPF protocol, on all VTEPs (including the TOR and

core switches) to ensure that unicast routes are reachable.

® Onthe core gateways, assign the gateway anycast IP addresses to different routing domains to avoid IP conflicts.

2.6 Deployment of an EVPN Distributed Network to Be Compatible with Non-EVPN

VTEP Devices Scenario

In a data center where an EVPN-based multi-tenant distributed network is deployed, one VTEP device that does not

support the BGP-EVPN protocol (forexample, a virtual switch supporting the VXLAN protocol) is connected. See the

figure below.

BGPisdeployedonthe TOR and CORE switches. They mutually establish BGP neighbor relationships and supportthe

EVPNrouting protocol.
The VXLAN anycastgateways are deployed on the TOR switches and network-wide gateways share the same IP

address and MAC address. TOR switches are directly connectedtoservers (virtualmachines)and core switchesare

connectedtoexternalnetworks.

1
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VXLANs do not need to be deployed on the core switches.

ARP suppression can be configured on TOR switches to curb flooding of ARP packets, and the TOR switches respond to

ARP requests from hosts as a proxy.

The ARP proxy function can be enabled on the TOR switches for all orsome VXLANSs. Inthisway, L2 trafficin VXLANs is

isolated and server communication traffic in the same VXLAN is forwarded at L3 rather than at L2.

ND suppression can be configured on TOR switches to curb flooding of IPv6 ND protocol packets, and the TOR

switches respond to IPv6 NS multicast packets from hosts as a proxy.

When the device does not support the data center interconnection tunnel function, BGP-EVEN can be configured on
VTEP-1 and all VTEP devices on the network so that VTEP-1 establish VXLAN tunnels with other VTEP devices,

therebyformingafullmeshnetwork. The figure below shows the topology.

Figure 2- 6

HOST-S HOST-1 HOST-2 HOST-3 HOST-4

Note: Blue lines in the figure indicate the VXLAN tunnels that the manually configured VTEP-1 establishes with other VTEPs.

Deployment

Configure an IPv4 unicast routing protocol (such as OSPF) on switches to ensure that unicast routes are reachable.

Configure the BGP routing protocol (supporting EVPN) on the TOR and core switches so that the switches
establish neighbor relationships mutually.

Deploy the VXLAN gateway on the TOR switches and the VXLAN bridge on VTEPs.
Configure core switches to interconnect to external networks at L3.
(Optional) Deploy ARP suppression on the TOR switches.

(Optional) Deploy ARP proxy on the TOR switches.

(Optional) Deploy IPv6 ND suppression on the TOR switches.

12
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2.7 Deployment of L2 Subinterfaces to
Access aVXLAN Scenario

A server can access a VXLAN through an L2 subinterface and the access using other subinterfaces is not

affected. Figure 2-7

~r-
TFGigabitEtherne 0/1: trunk TFGigabitEtherne 0/2: access
TOR
HOST
: SERVER Physical machine:
VVM1: vlan 10 vxlan 10 untag vxlan 10

;VIVIZ: vlan 20 vxian 20

® OntheTOR, configure the VLAN or untagged access mode for subinterfaces and configure a VXLAN instance (thatis, gateway).

Deployment

® Complete the function configuration on virtual machines on virtual servers as well as on the physical server.

® CreateanlL2subinterfaceonthe TOR switch, configure VXLAN encapsulationand VLAN oruntagged

encapsulationrule forthe subinterface.
® Create anoverlay router interface on the TOR switch and configure the VXLAN gateway IP address.

® Configure the VXLAN instance to associate with the overlay router interface on the TOR switch to implement VXLAN routing.

3. Features

Basic Concepts

N VXLAN PacketFormat

A VXLAN encapsulates the Ethernet frames into UDP packets and transmits them on the IP core network.

The VXLAN defines a VTEP entity, which encapsulates the data generated by the virtual machine into the UDP headers, and
sends the dataout. Aftertheencapsulation,the MAC address and VLAN information ofthe virtualmachine nolonger

servesasthebasisfordata forwarding.

The VTEP entity can be software, a hardware server, or other device. If the VTEP function is directly integrated into a
hypervisor (also called virtual machine monitor), all virtual machine trafficis marked with new VXLAN tags and UDP

headers before entering the switch. This is equivalent to creating a tunnel between any two virtual machines.

13
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Asthe VLAN information ofthe virtual machine is externally invisible,anew VXLAN label (VNI)isadded.VNIsreplace
VLANsto represent different VXLAN segments. Same as the forwarding behavior of VLANSs, only the virtual machines with

the same VNI in the same VXLAN segment can communicate with each other.

The new UDP header and VNIform a new frame structure. After receiving the data frame sentfromthe virtual machine, a
VTEP encapsulates four elements (which are the VXLAN header, outer UDP header, outer IPv4 header, and outer Ethernet
frame header from insideout)toformanewframeheader. Inthenew frame header, the originalsource and destination

MAC addresses,inner VLANtag, and Ethernet type that are carried by the inner data frame remain the same.
The format of an encapsulated VXLAN frame is

as follows: Figure 3-1

Ether
Type
48bit 48bit 16bit

preee DA SA

------------------------------- 20Byte
Misc Protocol | Check
Data Ox11 Sum AL o
T2bit 8bit 16bit 32bit 32bit
............................ sBy,te sssssscassnssssssscscsssansd

UDP UDP UDP Check

Sp DP length Sum

16 bit 16bit 16bit 16bit

8bit 24bit 24bit 8bit
................... ) 7 J——
Ether
gresee DA SA
: Type
48bit 48bit 16bit

Outer Outer Outer Inner Inner

Ethernet 1P UDP Ethernet P Payload FCS

3.1 Packet Format

N VXLAN HeaderInformation

Figure 3-2
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VELAN Header:
s S e o s s S i st St S

|R|R|R|R|I|R|R|R]| Reserved |
+<F-+-+-F-t+-¥-F-+-+—F-+-+-F¥+-+-+-4+-+-"F-4+-~-¥F-F-+¥-4+—+t-+-F-¥+-¥+¥-+-+-+
| VXLAN Network Identifier (VNI) | Reserved |

e T T e s e S e et e

AVXLAN headerhas 64 bits. Inthe design ofthe current protocol version, the sole purpose ofaVXLAN headeristocarry
the 24-bit VNI assigned by the VTEP.

®  Flag (8 bits): The | bit must be set to 1 to indicate a valid VNI, and the R bit must be set to 0.

® VXLANsegmentID/VNI:Includes 24 bitsandindicatesthe VXLAN networkidentifier. Only thevirtualmachines
thatbelongto the same VXLAN can communicate with each other.

® Reserved: The 24" bit and 8" bit are reserved, and are setto 0.
N Outer UDP Header
Figure 3-3

OQuter UDP Header:
+-+-+-+-F-F-F-F-+-F—F -+ -+ F -t -F-F -+ -+ -F -+ -+ -F -+ -F -+ -+ F+—F—+-F+—+—+

| Source Port = Xxxx | Dest DPort = VXLAN Port |
s S S T e i T T B S S
| UDP Length | UDP Checksum |

e e i e e e s e 2l S e e e B e e e e st it e Tt e e e

The definitions of the fields of the UDP header are as follows:

®  SourcePort:Indicatesthe source portID ofthe UDP packet. Assigned by the VTEP, the sourceportIDisthe
resultofthehash operation of the L2 header of the data frame. This hash result can serve as the basis for
trafficload balancing.

® DestPort: Indicates the destination port ID. The port ID assigned by the Internet Assigned Numbers Authority (IANA)is 4789.
® UDP Length: Indicates the length of the UDP header.

® UDP Checksum: Indicates the UDP checksum, which is set to 0 for transmission.

N Outer IPHeader

Figure 3-4

Outer IPv4 Header:
e S e T e s S S S e e T i S S
| Version| IHL |Type of Service| Total Length |
e i T T e S e S i i e e s S i S S
| Identification |Flags| Fragment Offset |
e S S R e S S S s S i S S S e e S
| Time to Live |DProtocl=17(UDP) | Header Checksum |
R s e e i e S S T i T S S e 3
| Outer Source IPv4 Address |
e S S T S s S S S S B I Sl st S S SR SR S
| Outer Destination IPv4 Address |
e s S T e o T St e S B B S S e e S
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The definitions of the fields of the outer IP header are as follows:
®  Source IPv4 Address: Identifies the IP address of the VTEP that corresponds to the virtual machine.

®  Destination IPv4 Address: Indicates the unicast or multicast IP address. Ifitis a unicast IP address, itindicates the
IP address of the VTEP corresponding to the virtual machine to be communicated with.

The IP address ofthe outer IP headeris nolongerthe address of the virtual machines of both communication parties, but
theaddress ofthe VTEPs atboth ends ofthe tunnel. Ifthe hypervisor directly takes overthe work ofthe VTEP, the IP
addressisthe IPaddressofthe NIC of the server thatruns the hypervisor. If the VTEP is an access switch, the IP address is

the IP address of an egress interface or the IP address of an L3 switch virtual interface (SVI).

N Outer Ethernet Header

Figure 3-5

Outer Ethernet Header:

e i e e e e s S Tt T

| Quter Destination MAC Address

e i e S e e it i e S

| Outer Destination MAC Address | Outer Source MAC Address

e i e e e i i e i TR e S e e ot Thl o e S

| Quter Source MAC Address

s e s s St e e e s o e e

|OptnlEthtype = C-Tag 802.1Q | Outer.VLAN Tag Information

s T e e e e SRt (h o S Sl S Tl (h h St St (et ot (S e il o e T

| Ethertype = 0x0800 |

T e S T e S B S e et
The definitions of the fields of the outer Ethernet header are as follows:
® Destination MAC address: Next-hop MAC address directed to the IP address of the destination VTEP.
® Source MAC address: MAC address of the local VTEP.

® VLAN tag: Optional.

3.2 Forwarding Model

N VXLANBridgingPrinciple

VXLAN encapsulates Ethernet packets within UDP packets to transmit them on the IP network. On the receiver, the VXLAN

packets are decapsulated into Ethernet packets and then forwarded, as shown in Figure 1-13.

Figure 3-6

+

+

+

+

+
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®  Switch TOR1 receives the common Ethernet packet, and then encapsulates the packet into a VXLAN packet.

® TheVXLAN packet is forwarded in the IP core network. As shown in Figure 1-13, R forwards the VXLAN packet.

®  Switch TOR2 receives the VXLAN packet, and then decapsulates and forwards it at L2 of the LAN.

Overview

VXLAN Bridging and

Forwarding

address and IP address.

N VXLAN RoutingPrinciple

VXLANSs interconnect with each other through the VXLAN IP gateway, as shown in

Figure 1-14. Figure 3-7

Encapsulates broadcast, multicast, and unknown unicast packets into IP multicast packets to realize flooding. The

well-known unicast packets are encapsulated and forwarded by searching the VXLAN address table for the MAC
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® Toimplement cross-VXLAN communication, Server Afirst sends a packet to the IP gateway, which is deployed on TOR3.

® The packet sent by Server Ais encapsulated by TOR1 into a VXLAN packet and then sentto TOR3.

®  Afterreceiving the VXLAN packet, TOR3 finds that the destination MAC address is the local MAC address and sends
the packetto TOR2 after VXLAN routing.

®  Afterreceiving the packet from TOR3, TOR2 decapsulates the packet and sends it to Server B.

Overview

Creaurs ——perpon

VXLAN Routing and
Forwarding

33

Forwarding

Process

Working

Principle

AS shown in Figure 1-15, three servers use a VXLAN to achieve L2 interconnection on the IP network. The VXLAN VNI

is 100.

Figure 3-8

Implements cross-VXLAN communicationand supports communication betweenaconventional IP networkand

a VXLAN. A VXLAN router can serve as a VXLAN IP gateway.
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L3 IP network

Server A TOR1
0000.0000.0001 192.168.1.100

TOR2 Server B
192.168.2.100 0000.0000.0002

TOR3
192.168.3.100

Server C
0000.0000.0003

The VXLAN packet forwarding process is described by using an example in which Server A sends an Address Resolution

Protocol (ARP) request to Server B and Server B returns an ARP response.

Figure 3-9
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@ Server A sends an ARP request, which is a broadcast packet. After receiving the ARP request, switch TOR1 floods the
broadcast

packetintunnelheaderreplicationmode, encapsulatesitintotwounicastpackets,andsendsthemto TOR2and
TORS3through tunnels. (Switch TOR1 floods the broadcast packet to all tunnels. The tunnel between TOR1 and TOR2,
and tunnel between TOR1 and TOR3 are created. )

@ The IP core network forwards the multicast VXLAN packet.
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Figure 3-10
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@ Afterreceiving the VXLAN packet, TOR3 decapsulates the packetinto an Ethernet packet and implements VXLAN
address learning (the VXLAN IDis 100, the MAC addressis 0000.0000.0001, and the IP addressis

192.168.1.100).

Figure 3-11
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@ After receiving the VXLAN packet, TOR2 decapsulates the packet into an Ethernet packet, implements address learning (the

VXLANIDis 100, the MAC addressis 0000.0000.0001, and the IP addressis 192.168.1.100) and forwards the packet.

Then, ServerB receives the ARP request packet and returns a response packet.

Figure 3-12
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@ After receiving the ARP response packet from Server B, TOR2 searches the address table and finds that the destination IP
address

is192.168.1.100. Then, TOR2 encapsulates the packetintoa unicastVXLAN packet (the outer source IP address is
192.168.2.100) destined for the switch at 192.168.1.100.
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Figure 3-13
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@ The IP core network forwards the VXLAN packet.

- TORH1 receives the ARP response packet encapsulated in the VXLAN, decapsulates the packet into an Ethernet packet,

implements VXLAN addresslearning (the VXLAN ID is 100, the MAC address is 0000.0000.0002, and the IP address is

192.168.2.100), and forwards the packet. Then, Server Areceives the ARP response packet.

N Multicast VXLAN Packet Flooding

AVXLAN uses multicast packets to flood broadcast, multicast, and unknown unicast packets. After receiving an ARP request

packet, TOR1 encapsulates the packetinto a multicast VXLAN packetand sendsitto TOR2 and TORS3, as shownin

Figure 1-21.
Figure 3-14
L3 IP network
Packet )@ —_ _\_ — — i f— @ > Packet

TOR1
192.168.1.100

N

@ TOR3
l 192.168.3.100

Packet

TOR2
192.168.2.100
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N VTEP AddressLearning

As shown in Figure 3-14, in the process of using multicast packets to flood broadcast, multicast, and unknown unicast
packets, TOR2 and TOR3 learn the VTEP information during decapsulation, and therefore establish neighbor
relationships.

Related Configuration

N Configuring VXLAN Type Instance
NoVXLAN instanceis configured on the switches
by default. Run the vxlan vni-numbercommand to
create a VXLAN instance.

N Configuring VLAN Associated with VXLAN Instance

Run the extend-vlan vi/an-id command in VXLAN instance configuration mode to configure the associated VLAN.

4. Configuration

4.1 Configuring
VXLANSDN
Configuration

Effect

® CreateaVXLANinstanceand associateitwiththe overlayrouterinterface and overlay tunnelinterface. Provide
the VXLAN routing (IP gateway) function to achieve cross-VXLAN communication. The VXLAN configurations
can be delivered by the SDN

controller over communication mechanisms such as Network Configuration Protocol (NETCONF), or can be

implemented by CLI configuration.

® ConfiguretheanycastgatewayandananycastMAC addresstoprovide centralized anycastall-active gateway
function. The centralized anycast all-active gateways serve as one logical gateway (VTEP) to communicate with
external devices and use the

same VTEP IP address. Only one tunnel is configured between each TOR bridge device and the logical gateway.

Packets are balanced to physical gateways via the underlay ECMP to achieve the gateway all-active function.

® Enablethe SDN controllertodeliverthe hostroutes and VXLAN forwarding flow table tothe gateways and
the gateways generateroutes and entries through automaticlearning. Youcanrunthe configuration
commandstoenableordisablethe

automaticlearning functiononthegateways. Whenthe SDN controllermalfunctions, the automaticlearning

functionensures that the VXLAN works normally.
Notes

®  The VXLAN configurations can be delivered by the SDN controller over communication mechanisms such as
NETCONF, or can be implemented by CLI configuration. Only configuration delivery fromthe SDN controlleris
recommended in normal cases.

® The VXLAN instances require support from existing unicast routes on the network. Therefore, an IPv4 unicast
routing protocol, for example, the OSPF protocol, must be configured on the network devices.

® Onthecentralized anycast gateways, assign the gateway anycast IP addresses to different routing domains to avoid IP conflicts.

Configuration Steps

N co'Creating VXLANInstances
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Mandatory.
Creating Overlay Router Interfaces

Mandatory for VXLAN gateways.

Configuring Overlay Router Interfaces as Anycast
Mandatory for centralized anycast gateways.

Configuring Anycast MAC Address

Mandatory for centralized anycast gateways.

Configuring Overlay Tunnel

Mandatory.

Configuring Source and Destination IP Addresses for Overlay Tunnel
Mandatory.

Associating VXLAN Instance with Overlay Router Interface
Mandatory for gateways.

AssociatingVXLANInstance withVLAN

Mandatory for TOR bridges.

Associating VXLAN Instance with Overlay Tunnel

Mandatory.

This is used to statically designate a VXLAN tunnel.
Configuring Storm Control of VXLAN Instances

Optional.

This function is required only when the storm rate needs to be limited based on VXLAN instances.

Configuring Static VXLAN MAC Address Table

Optional. The VXLAN MAC address table delivered by the SDN controller is represented as a static VXLAN MAC address table.

You can also configure the static VXLAN MAC address table via CLI configuration.
Configuring VXLAN UDP Destination Port

Optional. Asthe VXLAN UDP destination portusedby early devices maynotbe Port4789, you canrunthis
commandtoachieve compatibility. In addition, you can also run this command to customize the VXLAN UDP
destination port.

The VXLAN UDP destination port 4789 designated by IANA is used by default.
Enabling ARP Automatic Learning

Optional. ARP automatic learning is enabled by default.

Afterthe ARP automaticlearning functionisenabled, the gateways canautomaticallylearnthe APR entries
withoutrelyingon the SDN control to deliver.

Enabling IPv6 ND Automatic Learning
Optional. IPv6 ND automatic learning is enabled by default.
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®  AftertheIPv6 NDautomaticlearning functionis enabled, the device can automatically learnthe hostND entries,
withnoneed to thoroughly rely on ND entries delivered by the SDN controller.

Verification

After SDN-VXLAN is enabled, virtual machines can communicate with each other.

®  Runthe show vxlan vni-number command to check whether the VXLAN devices can learn their mutual
VTEP neighbor relationships.

® Runthe show vxlan mac command to check whether the VXLAN MAC address is learned.

® Runthe show arp command to check whether all local/remote entries are learned. Run the show ip route
command to check whether the routes of VXLAN IP gateways are learned.

® Runtheshowipv6neighborscommandtocheckwhetheralllocal/remote IPv6 NDentriesarelearned. Run
theshowipv6 route command to check whether the routes of the VXLAN IPv6 gateways are learned.

®  Run the show vxlan udp-port command to display the VXLAN UDP destination port.

Related Commands

N CreatingorEntering VXLAN Instances

Command vxlan vni-number

Parameter vni-number: Indicates the VNI. The value ranges from 1 to 16777215.
Description

Command Global configuration mode

Mode

Usage Guide N/A

N Associating VXLAN Instance with VLAN

Command extend-vlan vian-id-list

Parameter vlan-id-list: Indicates the VLAN ID queue. The VLAN ID ranges from 1 to 4094.
Description

Command VXLAN configuration mode

Mode

Usage Guide Usethiscommandtoassociate the VXLAN instance withthe VLAN. Afterreceiving the VLAN packet, the device willbe

associated with the VLAN instance.

N CreatingOverlay Router Interfaces

Command interface OverlayRouter port-id

Parameter port-id: Indicates the ID of an overlay router interface. The ID ranges from 1 to 16,777,215.
Description

Command Global configuration mode

Mode

Usage Guide Similar to SVI in a VLAN, this interface serves as the VXLAN IP gateway in the VXLAN routing environment.

N Configuring VRF Network for Overlay Router Interface

Command vrf forwarding vr-name
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Parameter
Description
Command
Mode

Usage Guide

vrf-name: Indicates the VRF network to which the overlay router interface belongs.

Overlay router interface configuration mode

Allocate VRF networkstodifferent VXLAN tenants. The trafficof VXLAN instances of different VRF networksisisolated

from each other.

N Configuring IP Address for Overlay Router Interface

Command
Parameter
Description
Command
Mode

Usage Guide

ip address ip-address mask
ip-address: Indicates the IP address of the overlay router interface.
mask: Indicates the subnet mask.

Overlay router interface configuration mode

Similartothe IPaddressofthe SVIinaVLAN, thisIPaddressserves astheaddressofthe VXLAN IP gatewayinthe VXLAN

routing environment.

N ConfiguringanIPv6 Address for the Overlay Router Interface

Command
Parameter
Description
Command
Mode

Usage Guide

ipv6 address ip-address mask
ip-address: Indicates the IPv6 address of the overlay router interface.
mask: Indicates the subnet mask.

Overlay router interface configuration mode

This IPv6 address serves as the VXLAN IPv6 gateway address in the VXLAN routing environment. Itis similar to the IP
address of an SVI in a VLAN.

N Configuring the Overlay RouterInterface as an Anycast Interface

Command
Parameter
Description
Command
Mode

Usage Guide

anycast-gateway
N/A

Overlay router interface configuration mode

Configure the gateway as an anycast gateway.

N Associating VXLAN Instance with Overlay Router Interface

Command
Parameter
Description
Command
Mode

Usage Guide

router-interface interface-name

interface-name: Indicates the name of the overlay router interface.

VXLAN configuration mode

Different VXLANs cannot be associated with the same overlay router interface.

N Configuring Virtual MAC Addressfor Anycast Gateways

Command
Parameter

Description

fabric anycast-gateway-mac mac-addr

mac-addr: Indicates the MAC address. The format is XXXX.XXXX.XXXX.
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Command Global configuration mode

Mode

Usage Guide All gateways on which the anycast function is enabled use this MAC address as the gateway MAC address.
ThevirtualMACaddressforananycastgateway mustnotbethesame asthelocalMAC addressorthesameasthe MAC

address of any device on the overlay network.

N CreatingOverlay Tunnel Interfaces

Command interface OverlayTunnel port-id

Parameter port-id: Indicates the ID of the overlay tunnel interface. The ID ranges from 1 to 6144.

Description

Command Global configuration mode

Mode

Usage Guide Thisinterfaceis usedto statically create an overlay tunnel. Youcan run the tunnel-interface command to associate it
with a VXLAN.

N Configuring Source IP Address for Tunnel of Overlay Tunnel Interface

Command tunnel source ip-address

Parameter ip-address: Indicates the source IP address of a tunnel.
Description

Command Overlay tunnel interface configuration mode

Mode

Usage Guide UsethiscommandtodesignateasourcelP addressforthe overlaytunnel. DesignatethisIPaddressasthe outersource P

address of a packet for encapsulation and forwarding.

N ConfiguringDestination IP Address for Tunnel of Overlay Tunnel Interface

Command tunnel destination jp-address

Parameter ip-address: Indicates the destination IP address of a tunnel.
Description

Command Overlay tunnel interface configuration mode

Mode

Usage Guide Usethiscommandtodesignate adestinationIP address forthe overlay tunnel. Designate thisIPaddress asthe outer
destination|Paddressofapacketforencapsulationand forwarding. The destination|P address ofthetunnelisglobally

unique. Differentoverlaytunnels cannotbe configured withthe same destination IP address. Otherwise,aconflictoccurs.

N Associating VXLAN Instance with Overlay Tunnel Interface

Command tunnel-interface interface-name

Parameter interface-name: Indicates the name of the overlay tunnel interface.
Description

Command VXLAN configuration mode

Mode

Usage Guide Use this command to designate the VXLAN VTEP statically.

N Configuring Storm Control of VXLAN Instances

Command storm-control {broadcast | multicast | unicast} [kbps-value | pps pps-value]
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Parameter kbps-value: Indicates the rate limit value (unit: kbit/s).

Description pps-value: Indicates the rate limit value (unit: packet count/s).
Command VXLAN configuration mode
Mode

Usage Guide Configure the storm control when the storm rate needs to be limited based on the VNI.

N Configuring Static VXLAN MAC Address Table

Command vxlan mac static mac-addr vni vxlan-id interface interface-name
Parameter mac-addr: Indicates the MAC entry address. The format is XXXX.XXXX.XXXX.
Description vxlan-id: Indicates the VNI of the MAC entry.

interface-name: Indicates the next hop egress of the MAC table. It can be an overlay tunnel interface, an Ethernet
interface, or an aggregate port (AP).
vid: Indicates the ID of a VLAN to which the MAC entry belongs.

Command Global configuration mode

Mode

Usage Guide 1. Use this command to deliver the static VXLAN MAC entries via the SDN controller or configure the static VXLAN MAC
entries via CLlI static configuration. This command is mainly used for setting the host forwarding table.
2. Whenthe next-hop interface is not an overlay tunnelinterface, a VID must be configured and the VID is not required for

overlay tunnel interfaces.

N Configuring VXLAN UDP Destination Port

Command vxlan udp-port port-number

Parameter port-number: Indicates the UDP destination port ID. The value ranges from 0 to 65535 and the default value is4789.
Description

Command Global configuration mode

Mode

Usage Guide Note that the UDP destination port cannot be same as commonly used UDP ports.

Configuration Example

ﬁ Only configuration related to the VXLAN is described below.

ﬁ Only IPv4 configuration is used as an example below and the IPv6 scenario configuration is largely the same as the
IPv4 scenario configuration.

N VXLAN ConfigurationInstance
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Scenario

Figure 4-1
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Configuration ® Configurean|Pv4 unicastrouting protocol suchasthe OSPF protocolon TOR-1, TOR-2, CORE-1,and CORE-2to
Steps ensure that unicast routes are reachable.
® ConfigureloopbackIP addresseson TOR-1,TOR-2, CORE-1,and CORE-2anddistribute packets viathe unicast
routing protocol. The VTEP IP addresses of CORE-1 and CORE-2 mustbe the same and be allocated to different
routing domains.
Configure a VXLAN on the virtual server and designate the gateway address of the virtual machine. .
Establisha BGP neighbor relationship between CORE-1and CORE-2 and configure the BGP-EVPN routing protocol
on them.
The following configuration can be delivered by the SDN controller:
® CreateVXLANinstances VXLAN 10and VXLAN200onTOR-1,and associate themwithVLAN 10and VLAN 20
respectively. Configure the address learning mode as SDN controller advertisement. Configure two overlay tunnels
toconnectTOR-1withTOR-2and CORE. Associate VXLAN 10and VXLAN 20 withthe twotunnels separately.
® Create VXLAN instance VXLAN 20 on TOR-2 and associate itwith VLAN 20. Configure the address learning mode as
SDN controller advertisement. Configure two overlay tunnels to connect TOR-2 with TOR-1 and CORE-2. Associate
VXLAN 20 with the two tunnels.
® CreateVXLANinstances VXLAN 10and VXLAN20on CORE-1. Configuretheaddresslearningmode as SDN

controller advertisement. Configure the anycast MAC address. Configure two overlay router gateway interfaces and
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TOR1

TOR2

configure their IP addressesas 10.1.1.1/24 and 10.1.2.1/24 respectively. Associate VXLAN 10 with the overlay router
gatewayinterfacewiththelPaddress10.1.1.1/24. Associate VXLAN 20 withthe overlay routergateway interface
with the IP address 10.1.2.1/24. Configure two overlay tunnels to connect CORE-1 with TOR-1 and TOR-2. Associate
VXLAN 10 and VXLAN 20 with the two tunnels separately.
Enable the synchronization function on all-active VXLAN gateways to synchronize the automatically learned entries
between the gateways.

® The configuration of CORE-2 is same with that of CORE-1.

TOR1# configure terminal
Enterconfigurationcommands,oneperline. EndwithCNTL/Z.
TOR1(config)#interface loopback0
TOR1(config-if-Loopback 0)# ip address 1.1.1.1 255.255.255.255
TOR1(config-if-Loopback 0)# exit

TOR1(config)# interface OverlayTunnel 1
TOR1(config-if-OverlayTunnel 1)# tunnel source 1.1.1.1
TOR1(config-if-OverlayTunnel 1)# tunnel destination 2.2.2.2
TOR1(config-if-OverlayTunnel 1)# exit

TOR1(config)# interface OverlayTunnel 2
TOR1(config-if-OverlayTunnel 2)# tunnel source 1.1.1.1
TOR1(config-if-OverlayTunnel 2)# tunnel destination 3.3.3.3
TOR1(config-if-OverlayTunnel 2)# exit

TOR1(config)# vxlan 10

TOR1(config-vxlan)#tunnel-interface OverlayTunnel 1
TOR1(config-vxlan)#tunnel-interface OverlayTunnel 2
TOR1(config-vxlan)# extend-vlan 10

TOR1(config-vxlan)# end

TOR1(config)# vxlan 20

TOR1(config-vxlan)#tunnel-interface OverlayTunnel 1
TOR1(config-vxlan)#tunnel-interface OverlayTunnel 2
TOR1(config-vxlan)# extend-vlan 20

TOR1(config-vxlan)# end

TOR2# configure terminal
Enterconfigurationcommands,oneperline. EndwithCNTL/Z.
TOR2(config)#interface loopback0
TOR2(config-if-Loopback 0)# ip address 2.2.2.2 255.255.255.255
TOR2(config-if-Loopback 0)# exit

TOR2(config)# interface OverlayTunnel 1
TOR2(config-if-OverlayTunnel 1)# tunnel source 2.2.2.2
TOR2(config-if-OverlayTunnel 1)# tunnel destination 1.1.1.1
TOR2(config-if-OverlayTunnel 1)# exit

TOR2(config)# interface OverlayTunnel 2
TOR2(config-if-OverlayTunnel 2)# tunnel source 2.2.2.2
TOR2(config-if-OverlayTunnel 2)# tunnel destination 3.3.3.3
TOR2(config-if-OverlayTunnel 2)# exit

30


http://www.fs.com/

CORE1

TOR2(config)# vxlan 20

TOR2(config-vxlan)#tunnel-interface OverlayTunnel 1

TORZ2(config-vxlan)#tunnel-interface OverlayTunnel 2

TOR2(config-vxlan)# extend-vlan20

TOR2(config-vxlan)# end

Create VXLAN instances VXLAN10 and VXLAN20 on CORE-1. Set the address learning mode to SDN controller
advertisement. Configure ananycastMAC address. Configure two overlay router gateway interfaces and settheir IP
addressesto 10.1.1.1/24 and 10.1.2.1/24 respectively. Configure VXLAN10 to associate with the overlay router gateway
interfacewiththe IPaddressof10.1.1.1/24. Configure VXLANZ20 toassociate withthe overlay routergateway interface
withthe IPaddressof10.1.2.1/24. Configuretwooverlaytunnelsreachable toTOR1and TOR2respectively. Configure
VXLAN10 and VXLAN20 to associate with the two tunnels respectively. Configure loopback 1 on both CORE-1 and CORE-2
andsetthelPaddressto3.3.3.4and 3.3.3.5forloopback 1. Thetwo core switchesestablishaBGP neighborrelationship
through loopback 1. Configure the L2VPN EVPN address family activation command.

TOR1# configure terminal

Enterconfigurationcommands,oneperline. EndwithCNTL/Z.

CORE1(config)# fabric anycast-gateway-mac 0000.1234.5678

CORE1(config)# interface loopback 0

CORE1(config-if-Loopback 0)# ip address 3.3.3.3 255.255.255.255

CORE1(config-if-Loopback 0)# exit

CORE1(config)#interfaceloopback 1

CORE1(config-if-Loopback 0)# ip address 3.3.3.4 255.255.255.255

CORE1(config-if-Loopback 0)# exit

CORE1(config)# route bgp 10000

CORE1(config-router)# neighbor 3.3.3.5 remote-as 10000

CORE1(config-router)#neighbor 3.3.3.5 update-source Loopback 1

CORE1(config-router)# address-family I2vpn evpn

CORE1(config-router-af)# neighbor 3.3.3.5 activate

CORE1(config-router-af)# neighbor 3.3.3.5 send-community extended

CORE1(config-router-af)# exit-address-family

CORE1(config-router)#exit

CORE1(config)# interface OverlayTunnel 1

CORE1(config-if-OverlayTunnel 1)# tunnel source 3.3.3.3

CORE1(config-if-OverlayTunnel 1)# tunnel destination 2.2.2.2

CORE1(config-if-OverlayTunnel 1)# exit

CORE1(config)# interface OverlayTunnel 2

CORE1(config-if-OverlayTunnel 2)# tunnel source 3.3.3.3

CORE1(config-if-OverlayTunnel 2)# tunnel destination 1.1.1.1

CORE1(config-if-OverlayTunnel 2)# exit

CORE1(config)#interface overlayrouter 1

CORE1(config-if-OverlayRouter 1)# ip address 10.1.1.1/24

CORE1(config-if-OverlayRouter 1)# anycast-gateway

CORE1(config-if-OverlayRouter 1)# exit

CORE1(config)#interface overlayrouter2

CORE1(config-if-OverlayRouter 2)# ip address 10.1.2.1/24
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CORE1(config-if-OverlayRouter 2)# anycast-gateway
CORE1(config-if-OverlayRouter 2)# exit
CORE1(config)# vxlan 10
CORE1(config-vxlan)#tunnel-interface OverlayTunnel 1
CORE1(config-vxlan)#tunnel-interface OverlayTunnel 2
CORE1(config-vxlan)#router-interface OverlayRouter 1
CORE1(config-vxlan)#end
CORE1(config)# vxlan 20
CORE1(config-vxlan)#tunnel-interface OverlayTunnel 1
CORE1(config-vxlan)#tunnel-interface OverlayTunnel 2
CORE1(config-vxlan)#router-interface OverlayRouter 2
CORE1(config-vxlan)#end
CORE-2 Same with that of CORE-1
Verification ® Verifythatthe virtualmachines of HOST-1, HOST-2, HOST-3, and HOST-4 can ping each other.
® Display the static MAC entries of hosts delivered by the SDN controller on TOR and core switches.

TOR1(config)#show vxlan mac

Vxlan MAC Address Type Location Interface Vian
10  0000.0000.0001 STATIC LOCAL  GigabitEthernet 0/1 10
10 0000.1234.5678 STATIC REMOTE OverlayTunnel 2 -
20 0000.0000.0002 STATIC LOCAL  GigabitEthernet 0/2 20
20 0000.0000.0003 STATIC REMOTE OverlayTunnel 1 -
20 0000.0000.0004 STATIC REMOTE OverlayTunnel 1 -
20 0000.1234.5678 STATIC REMOTE OverlayTunnel 2 -

TOR2(config)#show vxlan mac

Vxlan MAC Address Type Location Interface Vlan
10 0000.0000.0001 STATIC REMOTE OverlayTunnel 1 -
10 0000.1234.5678 STATIC REMOTE OverlayTunnel 2 -
20 0000.0000.0002 STATIC REMOTE OverlayTunnel 1 -
20 0000.0000.0003 STATIC LOCAL  GigabitEthernet 0/1 20
20 0000.0000.0004 STATIC LOCAL  GigabitEthernet 0/2 20
20 0000.1234.5678 STATIC REMOTE OverlayTunnel 2 -

CORE1#show vxlan mac

Vxlan MAC Address Type Location Interface Vian
10  0000.0000.0001 STATIC REMOTE OverlayTunnel2 -
20 0000.0000.0002 STATIC REMOTE OverlayTunnel2 -
20 0000.0000.0003 STATIC REMOTE OverlayTunnel1 -

20 0000.0000.0004 STATIC REMOTE OverlayTunnel1 -
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CORE2#show vxlan mac
Vxlan MAC Address Type Location Interface Vlan

10  0000.0000.0001 STATIC REMOTE  OverlayTunnel 2 -
20  0000.0000.0002 STATIC REMOTE  OverlayTunnel 2 -
20 0000.0000.0003 STATIC REMOTE  OverlayTunnel 1 -
20 0000.0000.0004 STATIC REMOTE  OverlayTunnel 1

4.2 Configuring
VXLANEVPN
Configuration

Effect

® Enablethecontrolplanelearning functiontoimplementVXLANtunnellearning, MACaddresslearning,and
routelearningvia control plane protocols, thereby finallyimplementing VXLAN bridging, VXLAN routing, and
datacommunication between

VXLANs and between a VXLAN and an external network.

®  Supportfunctions such as anycast gateways, symmetric VXLAN instances, and ARP suppressionin EVPN control plane mode.

Notes

® The VXLAN instances require support from existing unicast routes on the network. Therefore, an IPv4 unicast
routing protocol, for example, the OSPF protocol must be configured on the network devices.

® The MP-BGP-EVPN protocol is required for VXLANSs to implement VXLAN tunnellearning, MAC address
learning, and route learning. Therefore, the devices on the network must complete BGP-related
configurations.

Configuration Steps

N Configuring LoopbackInterface Associated with Local End

® Mandatory.

® Configure the IP address of a loopback interface as the IP address of the local VTEP. One VTEP device can be
associated with only one loopback interface to serve as the VXLAN VTEP IP address.

® IftheL3egressisanoverlayrouterinterface during staticroute configuration, the next-hop IP address cannotbe
settothe VTEP IP address.

N Configuring Virtual MAC Address for Anycast Gateways

® Optional.

® Configureaunifiedvirtual MAC addressforallanycastgateways onthe network. The anycastfunctioncanbe
enabledonthe VXLAN overlay router interface of the local device only after the virtual MAC address is
configured.

N Configuring ARP Suppression

® Optional.

®  After ARP suppression is enabled, the switch responds to the ARP request from the host as a proxy, reducing the
flooded ARP data.

®  ARP suppression is generally enabled on the TOR bridge devices in a centralized deployment scenario, or on
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the distributed gateways in a distributed deployment scenario.

Configuring ARP Proxy

Optional.
After ARP suppression is enabled on a VTEP device, you can enable the ARP proxy function on an overlay router interface.

After ARP proxy is enabled, the VTEP device responds to ARP requests from hosts as a proxy and the MAC address
used for proxy response is the gateway MAC address configured on the VTEP device. In this way, the MAC address in
the ARP requestresponses

are the MAC address of the VTEP device, and the traffic between hosts in the same VNI is forwarded at L3.

ARP proxy can be enabled only on VXLAN gateways and is generally enabled on distributed gateways in distributed

deployment scenarios.

N

Configuring IPv6 ND Suppression

Optional.

After IPv6 ND suppression is enabled, the VTEP device responds to NS multicast packets from hosts as a proxy, to
reduce flooded NS multicast packets on the network.

IPv6 ND suppression is generally enabled on distributed gateways in distributed deployment scenarios.
Configuring the EVPN Protocol Packet Control Function

In symmetric EVPN deployment scenarios, the EVPN protocol packet control function can be configured on
TOR switches to reduce the traffic of EVPN packets.

Currently, the EVPN protocol packet control function includes the following:

Extracting MAC entries from EVPN MAC-IP type-2 routes (ARP entries) on a L2-VPN VXLAN instance
Extracting MAC entries from EVPN MAC-IPv6 type-2 routes (IPv6 ND entries) on a L2-VNI VXLAN instance
Banning synchronization of the local MAC address to the remote VTEP through EVPN messages on an L2-VNIVXLAN instance

Banning delivery ofthe MAC addresses remotely synchronized through EVPN messages to the local MAC
addresstableonan L2-VNI VXLANinstance

Stopping an L2-VNIVXLAN instance from generating EVPN type-2 routes
Configuring Remote ARP Packet Learning

Mandatory for centralized gateways and not recommended for other devices.

After the remote ARP packet learning function is enabled, the VXLAN gateways can learn the VXLAN route
entries from the encapsulated VXLAN ARP packets received from the VXLAN tunnels.

Configuring Remote IPv6 ND Protocol Packet Learning
Mandatory for centralized gateways and not recommended for other devices.

After the remote IPv6 ND protocol packet learning function is enabled, the VXLAN gateway can learn IPv6é ND
entries from VXLAN-encapsulated IPv6 protocol packets received from VXLAN tunnels.

Creating VXLAN Instances
Mandatory.

Associating VXLAN Instance with Overlay Router Interface
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® Mandatory for VXLAN gateways.

® Onlyafterthe VXLANisassociated withthe overlay routerinterface, the device can provide the VXLANrouting
functionand serve as a VXLAN IP gateway.

N Associating VXLAN Instance with VLAN

® Mandatory for VXLAN devices directly connected to the host.

® OnlyafteraVLAN is associated with a VXLAN instance, packets of the VLAN can be encapsulated into VXLAN
packets and then forwarded.

® AfteraVLANisassociated withaVXLAN, all packets of the VLAN will be encapsulated into VXLAN packets.
Therefore, an SVI cannot be used as the VLAN IP gateway on the device.

N Configuring Storm Control of VXLAN Instances

® Optional.

®  This function is required only when the storm rate needs to be limited based on VXLAN instances.
N Configuring VXLAN UDP Destination Port

®  Optional. Asthe VXLAN UDPdestination portused by early devices maynotbe Port4789, you canrunthis
commandtoachieve compatibility. In addition, you can also run this command to customize the VXLAN UDP
destination port.

® The VXLAN UDP destination port 4789 designated by IANA is used by default.
N Configuring Symmetriclnstances

® Optional.

® Symmetricinstances need tobe configured only insymmetric scenarios. Only one symmetricinstance canbe
configuredfor each VRF network. After a symmetric instance is configured in a VRF network, L3 forwarding of
other asymmetric instances is all

switched to the symmetric instance for implementation.

N Configuring Static VXLAN Network Routes
® Optional.
® Configure the static VXLAN network routes based on VXLAN instances if required.

Verification

Based on EVPN control plane learning, VXLAN tunnels, VXLAN MAC entries, and VXLAN route entries can be formed. Run

the following commands for verification.

([ ] Run the show vxlan vni-number command to check whether the local and remote VXLAN devices can learn
mutual VTEP neighbor relationships.

Run the show vxlan mac command to check whether the VXLAN MAC address is learned.
Run the show arp command to check whether the ARP entry of the VXLAN IP gateway is learned.

Run the show ipv6 neighbors command to check whether all local/remote IPv6 ND entries are learned.

Run the show vxlan udp-port command to display the VXLAN UDP destination port.

Related Commands
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N Configuring Loopback Interface Associated with Local End

Command source loopback loopback-port-id

Parameter Loopback-port-id: Indicates the ID of the loopback interface.
Description

Command VTEP configuration mode

Mode

Usage Guide The local VETP IP address is the configured loopback interface IP address.

N Configuring Virtual MAC Addressfor Anycast Gateways

Command fabric anycast-gateway-mac mac-addr

Parameter mac-addr: Indicates the MAC address. The format is XXXX.XXXX.XXXX.
Description

Command Global configuration mode

Mode

Usage Guide All gateways on which the anycast function is enabled use this MAC address as the gateway MAC address.
ThevirtualMACaddressforananycastgateway mustnotbethesame asthelocalMAC addressorthesameasthe MAC

address of any device on the overlay network.

N Configuring Remote ARP Packet Learning

Command remote arp learn enable
Parameter N/A

Description

Command VTEP configuration mode
Mode

Usage Guide Enableordisable the remote ARP packetlearning function globally. Afterthis functionis enabled, the VXLAN gateways
can learn the VXLAN route entries from the encapsulated VXLAN ARP packets received from the VXLAN tunnels.

A Configuring Remote IPv6 ND Protocol Packet Learning

Command remote nd learn enable
Parameter N/A

Description

Command VTEP configuration mode
Mode

Usage Guide Enable or disable the remote IPv6 ND packet learning function globally. After this function is enabled, the device can

learn IPv6 ND entries from the VXLAN-encapsulated IPv6 NS packets received from VXLAN tunnels.

N Configuring ARPSuppression

Command arp suppress enable
Parameter N/A

Description

Command VTEP configuration mode
Mode

Usage Guide Enableordisable ARP suppressionglobally. After ARP suppressionisenabled, the switchrespondstothe ARPrequests
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fromthehostasaproxy.The VNI-based ARP suppressionmaybe alsosupported, dependingontheproducttype. Youcan

configure global ARP suppression or VNI-based ARP suppression based on the actual application scenario.

N Configuring VNI-based ARP Suppression

Command
Parameter
Description
Command
Mode

Usage Guide

arp suppress enable
N/A

VXLAN configuration mode

Enable ordisable VNI-based ARP suppression. After ARP suppressionis enabled, the switch responds to ARP requests
from hosts as a proxy. The global ARP suppression may be also supported, depending on the product type. You can

configure global ARP suppression or VNI-based ARP suppression based on the actual application scenario.

N Configuring ARPProxy

Command
Parameter
Description
Command
Mode

Usage Guide

route-in-vni

N/A

Overlay router interface configuration mode

After the intra-VNI routing function (ARP proxy) is enabled on an overlay router interface, the VTEP device usesits
gateway MAC addresstorespond toall ARP requests from hostsinthe VNI, towhich the overlay routerinterface belongs,
when serving as an ARP proxy. In this way, the communication traffic between hosts in the same VNI is forwarded
through VXLAN routes.

N Configuring Global IPv6 ND Suppression

Command
Parameter
Description
Command
Mode

Usage Guide

nd suppress enable

N/A

VTEP configuration mode

Enable ordisable the global IPv6 ND suppression function. After IPv6 ND suppressionis enabled, the device responds to
IPv6 NS multicast packets from hosts as a proxy. The VNI-based IPv6 ND suppression may be also supported, depending
on the product type. You can configure global IPv6 ND suppression or VNI-based IPv6 ND suppression based on the

actual application scenario.

N Configuring VNI-based IPv6 ND Suppression

Command
Parameter
Description
Command
Mode

Usage Guide

nd suppress enable

N/A

VXLAN configuration mode

Enable or disable the VNI-based IPv6 ND suppression function. After IPv6 ND suppression is enabled, the device responds

to IPv6 NS multicast packets from hosts as a proxy. The global IPv6 ND suppression may be also supported, depending on
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the producttype. Youcan configure global IPv6 ND suppression or VNI-based IPv6 ND suppression based on the actual

application scenario.

N Extracting MACEntries from EVPN MAC-IP Type-2 Routes (ARP Entries)

Command
Parameter
Description
Command
Mode

Usage Guide

evpn arp mac-learning enable

N/A

VXLAN configuration mode

After this command is configured, the device parses one ARP entry and one MAC entry from a MAC-IP type-2 route
synchronized from the VXLAN-EVPN neighbor.

Thiscommand is disabled by defaultand the device parses one ARP entry but no MAC entry from a MAC-IP type-2 route
synchronized from the VXLAN-EVPN neighbor.

This command is configured ona VXLAN instance and affects only the EVPN entry parsing ofthe VXLAN instance. Other
VXLAN instances, for which this command is not configured, are not affected.

This command can be usedin combination withthe evpn mac advertise disable command. Afterthey are executed, the
network-wide VXLAN-EVPN neighbors synchronize only MAC-IP type-2 routes but no MAC-only type-2 routes. All devices
parse and extract MAC entries from MAC-IP type-2 routes.

This command is configured on L2-VNI VXLAN instances.

N Extracting MACEntries from EVPN MAC-IPv6 Type-2 Routes (IPv6 ND Entries)

Command
Parameter
Description
Command
Mode

Usage Guide

evpn nd mac-learning enable

N/A

VXLAN configuration mode

Afterthiscommandis configured, the device parses one IPv6 ND entry and one MAC entry from a MAC-IPv6 type-2 route

(IPv6 ND entry) synchronized from the VXLAN-EVPN neighbor.

Thiscommand is disabled by defaultand the device parses one IPv6 ND entry but no MAC entry froma MAC-IPv6 type-2
route synchronized from the VXLAN-EVPN neighbor.

This command is configured ona VXLAN instance and affects only the EVPN entry parsing ofthe VXLAN instance. Other

VXLAN instances, for which this command is not configured, are not affected.

This command can be usedin combination withthe evpn mac advertise disable command. Afterthey are executed, the

network-wide VXLAN-EVPN neighbors synchronize only MAC-IPv6 type-2 routes but no MAC-only type-2 routes. All

devices parse and extract MAC entries from MAC-IPv6 type-2 routes.

This command is configured on L2-VNI VXLAN instances.

N ConfiguringanL2-VNIVXLAN Instance Notto Synchronize theLocal MACAddresstotheRemote VTEP Through

EVPN Messages
Command evpn mac advertise disable
Parameter N/A
Description
Command VXLAN configuration mode
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Mode
Usage Guide

This command is not configured on a device by default. The device generates one MAC-only type-2 route through the
VXLAN-EVPN protocol based on alocally learned MAC entry, and synchronizes the type-2 route to the EVPN neighbor
(thatis, remote VTEP). Then, the remote VTEP can learn the MAC entry from the MAC-only type-2 route.

After this command is configured, the device does not generate VXLAN-EVPN MAC-only type-2 routes based on MAC
entries, and therefore, it will not advertise MAC-only type-2 routes to the EVPN neighbor.

This command is configured on a VXLAN instance and affects only whether the VXLAN instance generates MAC-only
type-2 routes. Other VXLAN instances, for which this command is not configured, can still generate MAC-only type-2
routes.

This command can be used in combination with the evpn arp mac-learning enable and evpn nd mac-learning enable
commands. After they are executed, the network-wide VXLAN-EVPN neighbors synchronize only MAC-IP type-2 routes
butno MAC-only type-2 routes. All devices parse and extract MAC entries from MAC-IP or MAC-IPv6 type-2 routes.
Note: This command can be configured only on L2-VNI VXLAN instances (thatis, VXLAN instances with the symmetric

command not configured). It is unavailable on L3-VNI VXLAN instances.

N ConfiguringanL2-VNIVXLANInstanceNottoDeliverMACAddressesRemotely Synchronized ThroughEVPN
Messages tothe Local MACAddress Table

Command
Parameter
Description
Command
Mode

Usage Guide

evpn mac inactive

N/A

VXLAN configuration mode

After this command is configured, the device does not learn MAC entries from VXLAN-EVPN type-2 routes (MAC-IP or
MAC-only type-2 routes) synchronized from neighbors.

This commandis not configured on adevice by default. The device learns MAC entries from VXLAN-EVPN type-2 routes
synchronized from neighbors.

Thiscommandis configuredonaVXLAN instance and affectsonly whetherthe VXLAN instance learns MAC entries from
VXLAN-EVPN type-2 routes. Other VXLAN instances, for which this command is not configured, can still learn MAC entries.
Note: This command can be configured only on L2-VNIVXLAN instances (thatis, VXLAN instances with the symmetric

command not configured). It is unavailable on L3-VNI VXLAN instances.

N Configuringan L2-VNIVXLANInstance Not to Generate EVPN Type-2 Routes

Command
Parameter
Description
Command
Mode

Usage Guide

evpn rt-2 advertise disable

N/A

VXLAN configuration mode

This command is not configured on a device by default. The device generates one MAC-only type-2 route through the
VXLAN-EVPN protocol based on alocally learned MAC entry, and synchronizes the type-2 route to the EVPN neighbor
(thatis, remote VTEP). Then, the remote VTEP learns the MAC entry from the MAC-only type-2 route. In addition, the
devicegenerates one MAC-IPtype-2 route through the VXLAN-EVPN protocol based onalocally learned ARP entry and
synchronizesthetype-2 routetothe EVPNneighbor. Then, theremote VTEP learns the ARP entry and hostroute fromthe
MAC-IP type-2 route. The device generates one MAC-IPv6 type-2 route through the VXLAN-EVPN protocol based on a

locally learned IPv6 ND entry, and synchronizes the type-2 route to the EVPN neighbor. Then, the remote VTEP learns the
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IPv6 ND entry and host route from the MAC-IPV6 type-2 route. After this command is configured, the MAC entries, ARP
entries, and IPv6 ND entries of the device are not used to generate VXLAN-EVPN type-2 routes and therefore, no type-2
route is advertised to the EVPN neighbor.

Thiscommandis configured ona VXLANinstance and affectsonly whetherthe VXLANinstance generatestype-2routes.
Other VXLAN instances, for which this command is not configured, can still generate type-2 routes.

Note: This command can be configured only on L2-VNI VXLAN instances (thatis, VXLAN instances with the symmetric

command not configured). It is unavailable on L3-VNI VXLAN instances.

N CreatingOverlay Router Interfaces

Command interface OverlayRouter port-id

Parameter port-id: Indicates the ID of an overlay router interface. The ID ranges from 1 to 16,777,215.
Description

Command Global configuration mode

Mode

Usage Guide Similar to SVI in a VLAN, this interface serves as the VXLAN IP gateway in the VXLAN routing environment.

N Configuring IP Address for Overlay Router Interface

Command ip address ip-address mask

Parameter ip-address: Indicates the IP address of the overlay router interface.
Description mask: Indicates the subnet mask.

Command Interface configuration mode

Mode

Usage Guide SimilartotheIPaddressofthe SVlinaVLAN, thisIPaddressservesastheaddress ofthe VXLANIP gatewayinthe VXLAN

routing environment.

N Configuringan IPv6 Addressfor the Overlay Router Interface

Command ipv6 address ip-address mask

Parameter ip-address: Indicates the IPv6 address of the overlay router interface.
Description mask: Indicates the subnet mask.

Command Overlay router interface configuration mode

Mode

Usage Guide This IPv6 address serves as the VXLAN IPv6 gateway address in the VXLAN routing environment. It is similar to the IP
address of an SVl in a VLAN.

N Associating Overlay Router Interface with VRF Network

Command vrf forwarding table name

Parameter Table name: Indicates the VRF network associated with the overlay router interface.
Description

Command Interface configuration mode

Mode

Usage Guide Use thiscommand to associate an overlay router interface with a VRF network in the VXLAN routing environment, to

implement VXLAN L3 route isolation.

N CreatingorEntering VXLAN Instances
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Command vxlan vni-number

Parameter vni-number: Indicates the VNI. The value ranges from 1 to 16777215.
Description

Command Global configuration mode

Mode

Usage Guide N/A

N Configuring Symmetricinstances

Command symmetric

Parameter N/A

Description

Command VXLAN configuration mode

Mode

Usage Guide Nosymmetricinstanceis configured by default. Symmetricinstances are used tomanage the L3 forwarding entries of all

asymmetric instances of the VRF networks associated with the symmetric instances.

N Associating VXLAN Instance with Overlay Router Interface

Command router-interface interface-name

Parameter interface-name: Indicates the name of the overlay router interface.
Description

Command VXLAN configuration mode

Mode

Usage Guide Different VXLANs cannot be associated with the same overlay router interface.

N Configuring VXLAN UDP Destination Port

Command vxlan udp-port port-number

Parameter port-number: Indicates the UDP destination port ID. The value ranges from 0 t0 65535 and the default value is 4789.
Description

Command Global configuration mode

Mode

Usage Guide Note that the UDP destination port cannot be same as commonly used UDP ports.

N Configuring Storm Control of VXLAN Instances

Command storm-control {broadcast | multicast | unicast} [kbps-value | pps pps-value]
Parameter kbps-value: Indicates the rate limit value (unit: kbit/s).

Description pps-value: Indicates the rate limit value (unit: packet count/s).

Command VXLAN configuration mode

Mode

Usage Guide Configure the storm control when the storm rate needs to be limited based on the VNI.

Configuration Example

@  Only configuration related to the VXLAN is described below.

ﬂ Only IPv4 configuration is used as an example below and the IPv6 scenario configuration is largely the same as the
IPv4 scenario configuration.
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4.2.1 Configuring EVPN-based Multi-tenant Centralized Scenario

Scenario

Figure 4-2

Configuration
Steps
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® ConfigureanIPv4unicastroutingprotocolsuchasthe OSPF protocolon CORE, TOR-1,and TOR-2toensurethat
unicast routes are reachable.

® Configure the BGP-EVPN routing protocol on CORE, TOR-1, and TOR-2 to establish BGP neighbor relationships

between the three devices and to support the EVPN protocol family.

Configurethe EVIforBGP-EVPNon CORE, TOR-1,and TOR-2. Fordetails, see BGP-EVPN Configuration Guide.

Configure a VXLAN on the virtual server and designate the gateway address of the virtual machine.

Associate the VTEP with the loopback interface on TOR-1, TOR-2, and CORE to establish tunnels.

Create VXLAN instances on TOR-1, TOR-2, and CORE and associate the VXLAN instances with VLANs.

Create overlay router interfaces and configure the VXLAN gateway IP address on CORE. Configure different VRF
networks for different overlay router interfaces to determine their respective tenants.

® Associate VXLAN instances with overlay router interfaces on CORE to realize VXLAN routing.

® Enable the remote ARP packet learning function on CORE to generate VXLAN routing entries dynamically.
® (Optional)Configure ARP suppressionon TOR-1and TOR-2toreduce the ARP packets entering the VXLAN.
Configuring the IP address and gateway according to Figure 1-23 (the detailed configuration on the serveris omitted
herein).

The configuration of the OSPF, and Ethernet interface is omitted herein. The following describe only the VXLAN
configuration.

COREH# configure terminal

Enterconfigurationcommands,oneperline. EndwithCNTL/Z.

CORE(config)# interface Loopback 1

CORE(config-if- Loopback 1)# ip address 1.1.1.1/32
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CORE(config-if-

Loopback1)#exit

CORE(config)#

vtep

CORE(config-vtep)# source

loopback 1

CORE(config-vtep)#remote
arplearnenable

CORE(config-vtep)# exit

CORE(config)

#ip vrf vrf-10

CORE(config-v

rf}# rd 10:10
CORE(config-vrf)#route-target

both 1000:1000

CORE(config-vrf)# exit

CORE(config)

# ip vrf vrf-20

CORE(config-v

rfy# rd 20:20
CORE(config-vrf)#route-target
both2000:2000

CORE(config-vrf)# exit

CORE(config)# int overlayrouter 10
CORE(config-if-OverlayRouter 10)# ip vrf
forwarding vrf-10
CORE(config-if-OverlayRouter 10)# ip
address 10.1.1.1/24
CORE(config-if-OverlayRouter 10)# exit
CORE(config)# int overlayrouter 20
CORE(config-if-OverlayRouter 20)# ip vrf
forwarding vrf-10
CORE(config-if-OverlayRouter 20)# ip
address 10.1.2.1/24
CORE(config-if-OverlayRouter 20)# exit
CORE(config)# int overlayrouter 100
CORE(config-if-OverlayRouter 100)# ip vrf
forwarding vrf-20
CORE(config-if-OverlayRouter 100)# ip
address 10.1.3.1/24
CORE(config-if-OverlayRouter 100)# exit
CORE(config)# vxlan 10
CORE(config-vxlan)# router-interface
OverlayRouter 10 CORE(config-vxlan)#

exit
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CORE(config)# vxlan 20

CORE(config-vxlan)# router-interface

OverlayRouter 20 CORE(config-vxlan)#

exit

CORE(config)# vxlan 100

CORE(config)# vxlan 100

CORE(config-vxlan)# router-interface

OverlayRouter 100 CORE(config-vxlan)#

exit

CORE(config)# router bgp 64512
CORE(config-router)# neighbor 2.2.2.2 remote-as 64512
CORE(config-router)# neighbor 3.3.3.3 remote-as 64512
CORE(config-router)# neighbor 2.2.2.2 update-source Loopback 1
CORE(config-router)#neighbor3.3.3.3

update-source Loopback 1 CORE(config-router)#
address-family I2vpn evpn
CORE(config-router-af)#neighbor

2.2.2.2activate

CORE(config-router-af)#neighbor

3.3.3.3activate

CORE(config-router-af)# neighbor 2.2.2.2 route-reflector-client
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TOR1

CORE(config-router-af)# neighbor 3.3.3.3 route-reflector-client
CORE(config-router-af)# exit

CORE(config-router)# address-family ipv4 vrf vrf-10
CORE(config-router-af)# network 10.1.1.0 mask 255.255.255.0
CORE(config-router-af)# network 10.1.2.0 mask 255.255.255.0
CORE(config-router-af)# exit

CORE(config-router)# address-family ipv4 vrf vrf-20
CORE(config-router-af)# network 10.1.3.0 mask 255.255.255.0
CORE(config-router-af)# exit

CORE(config-router)# exit

CORE(config)# evpn

CORE(config-evpn)# vni 10

CORE(config-evpn-vni)# rd auto

CORE(config-evpn-vni)# route-target both auto
CORE(config-evpn-vni)# exit

CORE(config-evpn)# vni 20

CORE(config-evpn-vni)# rd auto

CORE(config-evpn-vni)# route-target both auto
CORE(config-evpn-vni)# exit

CORE(config-evpn)# vni 100

CORE(config-evpn-vni)# rd auto

CORE(config-evpn-vni)# route-target both auto
CORE(config-evpn-vni)# exit

TOR1# configure terminal
Enterconfigurationcommands,oneperline. EndwithCNTL/Z.
TOR1(config)#interface Loopback 1
TOR1(config-if-Loopback 1)#ipaddress2.2.2.2/32
TOR1(config-if- Loopback 1)# exit

TOR1(config)# vtep

TOR1(config-vtep)# source loopback 1

TOR1(config-vtep)# arp suppress enable
TOR1(config-vtep)# exit

TOR1(config)# vxlan 10

TOR1(config-vxlan)# extend-vlan 10

TOR1(config-vxlan)# arp suppress enable
TOR1(config-vxlan)# exit

TOR1(config)# vxlan 20

TOR1(config-vxlan)# extend-vlan 20

TOR1(config-vxlan)# arp suppress enable
TOR1(config-vxlan)# exit

TOR1(config)# router bgp 64512

TOR1(config-router)# neighbor 1.1.1.1 remote-as 64512
TOR1(config-router)# neighbor 1.1.1.1 update-source loopback 1
TOR1(config-router)# address-family I2vpn evpn
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TOR2

TOR1(config-router-af)# neighbor 1.1.1.1 activate
TOR1(config-router-af) #exit
TOR1(config-router)# exit

TOR1(config)# evpn

TOR1(config-evpn)# vni 10
TOR1(config-evpn-vni)# rd auto
TOR1(config-evpn-vni)# route-target both auto
TOR1(config-evpn-vni)# exit
TOR1(config-evpn)# vni 20
TOR1(config-evpn-vni)# rd auto
TOR1(config-evpn-vni)# route-target both auto
TOR1(config-evpn-vni)# exit

TOR2# configure terminal
Enterconfigurationcommands,oneperline. EndwithCNTL/Z.
TOR2(config)#interface Loopback 1
TORZ2(config-if-Loopback 1)#ipaddress 3.3.3.3/32
TOR2(config-if- Loopback 1)# exit
TOR2(config)# vtep

TOR2(config-vtep)# source loopback 1
TOR2(config-vtep)# arp suppress enable
TOR2(config-vtep)# exit

TOR2(config)# vxlan 100

TOR2(config-vxlan)# extend-vian 100
TOR2(config-vxlan)# arp suppress enable
TOR2(config-vxlan)# exit

TOR2(config)# vxlan 20

TOR2(config-vxlan)# extend-vlan 20
TOR2(config-vxlan)# arp suppress enable
TOR2(config-vxlan)# exit

TOR2(config)# router bgp 64512
TORZ2(config-router)# neighbor 1.1.1.1 remote-as 64512
TOR2(config-router)# neighbor 1.1.1.1 update-source loopback 1
TORZ2(config-router)# address-family I2vpn evpn
TORZ2(config-router)# neighbor 1.1.1.1 activate
TOR2(config-router-af)# exit
TOR2(config-router)# exit

TOR2(config)# evpn

TOR2(config-evpn)# vni 20
TORZ2(config-evpn-vni)# rd auto
TOR2(config-evpn-vni)# route-target both auto
TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 100
TOR2(config-evpn-vni)# rd auto
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TOR2(config-evpn-vni)# route-target both auto
TOR2(config-evpn-vni)# exit
Verification ® Verify that HOST-1, HOST-2, HOST-3, and HOST-4 can ping each other.
® Verify that HOST-5 and HOST-6 can ping each other.
® Verify that HOST-1, HOST-2, HOST-3, and HOST-4 cannot ping HOST-5 and HOST-6.
® Verify that the virtual machines can be migrated between the hosts on the same VXLAN and can access the
network normally after migration without modifying the configuration.
TOR1#sho vxlan
VXLAN Total Count: 2
VXLAN Capacity : 8000

VXLAN 10
Symmetric property : FALSE
Routerinterface  :-
Extend VLAN 10
VTEP Adjacency Count: 1
VTEP Adjacency List :

Interface SourcelP Destination IP Type
OverlayTunnel 6145 2222 1.1.1.1 dynamic
VXLAN 20

Symmetric property : FALSE
Routerinterface  : -
Extend VLAN 20
VTEP Adjacency Count: 2
VTEP Adjacency List :

Interface SourcelP Destination IP Type

OverlayTunnel 6145 2222 1.1.1.1 dynamic

OverlayTunnel 6146 2222 BRRSRS dynamic
CORE##sho vxlan

VXLAN Total Count: 3
VXLAN Capacity : 8000

VXLAN 10
Symmetric property : FALSE
RouterInterface  : OverlayRouter 10 (non-anycast)
Extend VLAN ‘-
VTEP Adjacency Count: 1
VTEP Adjacency List :

Interface SourcelP Destination IP Type
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OverlayTunnel6147 1.1.1.1 2222 dynamic

VXLAN 20
Symmetric property : FALSE
RouterInterface :OverlayRouter20(non-anycast)
ExtendVLAN :-
VTEP Adjacency Count: 2 VTEP

Adjacency List:
Interface SourcelP Destination IP Type
-~ OverlayTunnel 6147 1.1.1.1 2222 dynamic
OverlayTunnel 6148 1.1.1.1 3888 dynamic
VXLAN 100

Symmetric property : FALSE

RouterInterface :OverlayRouter100(non-anycast)
ExtendVLAN :-

VTEP Adjacency Count: 1

VTEP Adjacency List:

Interface SourcelP Destination IP Type

OverlayTunnel 6148 1.1.1.1 3333 dynamic
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4.2.2 Configuring EVPN-based Multi-tenant Centralized All-active Anycast Gateway Scenario

Scenario VIEPIP: 1.1.1.1 VIEPIP: 1.1.1.1

Figure 4-3 VXLAN 10 gateway: 10.1.1.1/24 T e
@ CORE @

VXLAN 20 gateway: 10.1.2.1/24

VXLAN 100 gateway: 10.1.3.1/24
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Configuration ® Configure anlPv4 unicastrouting protocol such as the OSPF protocol on CORE, TOR-1, and TOR-2to ensure that
Steps unicast routes are reachable.
® Configurethe BGP-EVPNrouting protocolon CORE, TOR-1,and TOR-2to establishBGP neighborrelationships
between the three devices and to support the EVPN protocol family.
Configurethe EVIforBGP-EVPN on CORE, TOR-1,and TOR-2. Fordetails, see BGP-EVPN Configuration Guide.
Configure aVXLAN on the virtual server and designate the gateway address of the virtual machine.(Omitted).
Associate the VTEP with the loopback interface on TOR-1, TOR-2, and CORE to establish tunnels.
Note thatthe same loopback interface IP address needs to be configured on CORE1 and CORE2 as the VTEP IP
address for tunnel establishment.
After the loopback interface IP address is configured, no tunnel is established between CORE1 and CORE2.
OnTORT1,onlyonetunnelwhose VTEP IP addressis 1.1.1.1 and one tunnelwhose VTEP IP addressis 3.3.3.3 canbe
viewed.
OnTOR2,onlyonetunnelwhose VTEP IP addressis 1.1.1.1 and one tunnelwhose VTEP IP addressis2.2.2.2 canbe
viewed.
OnCORE1, onlyone tunnelwhose VTEP IP addressis2.2.2.2and one tunnelwhose VTEP IP addressis 3.3.3.3canbe
viewed.
OnCOREZ2, only onetunnelwhose VTEP IP addressis 2.2.2.2 and one tunnelwhose VTEP IP addressis 3.3.3.3 canbe

viewed.
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HOST

CORE

Create VXLANinstanceson TOR-1, TOR-2,and CORE and associate the VXLAN instances with VLANS.

Create overlay router interfaces and configure the VXLAN gateway IP address on CORE. Configure different VRF
networks for different overlay router interfaces to determine their respective tenants. Associate VXLAN instances
with overlay router interfaces to realize VXLAN routing.

Note thatthe overlay routerinterface configurations on CORE1 and CORE2 mustbe the same. Thatis, the IP
addresses and masks configured for the overlay router interfaces associated with the same VXLAN instance must be
the same on CORE1 and COREZ2 and belong to the same tenant (VRF).

In addition, an anycast gateway must be configured for all overlay router interfaces.

® Configurethe sameanycastgateway MAC addresson CORE1and CORE2to ensurethatall VXLAN anycastgateways
on CORE use the same MAC address.

® Enabletheremote ARP packetlearning functionon CORE to generate VXLAN routing entries dynamically.

® (Optional)Configure ARP suppressionon TOR-1and TOR-2toreduce the ARP packets enteringthe VXLAN.

Configure the IP address and gateway according to Figure 1-24 (the detailed configuration on the server is omitted

herein).

The configuration of the OSPF and Ethernet interface is omitted herein. The following describes only the VXLAN

configuration.

Note: VXLAN configuration on CORE1and CORE2 is the same. The following configuration applies to CORE1 and
COREZ2: Configure loopback 1 onboth CORE1and CORE2 and setthe IP addressto1.1.1.2and 1.1.1.3forloopback 1. The
two core switches establish a BGP neighbor relationship through loopback 1. Configure the L2VPN EVPN address family

activation command.

CORE# configure terminal

Enterconfigurationcommands,one perline. EndwithCNTL/Z.
CORE(config)# interface Loopback 0

CORE(config-if- Loopback 0)# ip address 1.1.1.1/32
CORE(config-if- Loopback 0)# exit

CORE(config)#int loopback 1

CORE(config-if-Loopback 1)# ip address 1.1.1.2/32
CORE(config-if- Loopback 1)# exit

CORE(config)# vtep

CORE(config-vtep)# source loopback 0

CORE(config-vtep)#remote arp learn enable
CORE(config-vtep)# exit

CORE(config)# fabric anycast-gateway-mac 0011.2233.2016
CORE(config)#ip vrf vrf-10
CORE(config-vrf)# rd 10:10

CORE(config-vrf)# route-target both 1000:1000
CORE(config-vrf)# exit

CORE(config)# ip vrf vrf-20
CORE(config-vrf)# rd 20:20

CORE(config-vrf)# route-target both 2000:2000
CORE(config-vrf)# exit

CORE(config)# int overlayrouter 10

CORE(config-if-OverlayRouter 10)# ip vrf forwarding vrf-10
CORE(config-if-OverlayRouter 10)#ipaddress 10.1.1.1/24
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CORE(config-if-OverlayRouter 10)# anycast-gateway
CORE(config-if-OverlayRouter 10)#

exit CORE(config)# int

overlayrouter 20
CORE(config-if-OverlayRouter 20)# ip vrf
forwarding vrf-10
CORE(config-if-OverlayRouter 20)# ip
address 10.1.2.1/24
CORE(config-if-OverlayRouter 20)#
anycast-gateway
CORE(config-if-OverlayRouter 20)# exit
CORE(config)# vxlan

20 CORE(config)#int

overlayrouter 100
CORE(config-if-OverlayRouter 100)# ip vrf
forwarding vrf-20
CORE(config-if-OverlayRouter 100)# ip
address 10.1.3.1/24
CORE(config-if-OverlayRouter 100)#
anycast-gateway
CORE(config-if-OverlayRouter 100)# exit
CORE(config)# vxlan 10
CORE(config-vxlan)# router-interface
OverlayRouter 10 CORE(config-vxlan)#
exit

CORE(config)# vxlan 20
CORE(config-vxlan)# router-interface
OverlayRouter 20 CORE(config-vxlan)#
exit

CORE(config)# vxlan 100
CORE(config-vxlan)# router-interface
OverlayRouter 100 CORE(config-vxlan)#
exit

CORE(config)# router bgp 64512
CORE(config-router)# neighbor 1.1.1.3 remote-as 64512

CORE(config-router

(
(
CORE(config-router)# neighbor 1.1.1.3 update-source loopback 1
( # neighbor 2.2.2.2 remote-as 64512
(

CORE(config-router)# neighbor 2.2.2.2 update-source loopback 1

)
)
)
CORE(config-router)# neighbor 3.3.3.3 remote-as 64512
CORE(config-router)# neighbor 8.8.8.8
update-source loopback 1 CORE(config-router)#
address-family I2vpn evpn

CORE(config-router)#  neighbor

1.1.1.3 activate
CORE(config-router)#  neighbor
2222 activate

CORE(config-router)#  neighbor

3.3.33 activate
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CORE(config-router-af)# exit
CORE(config-router)# address-family ipv4 vrf
vrf-10 CORE(config-router-af)# network 10.1.1.0
mask 255.255.255.0

CORE(config-router-af)# network 10.1.2.0 mask
255.255.255.0 CORE(config-router-af)# exit
CORE(config-router)# address-family ipv4 vrf
vrf-20 CORE(config-router-af)# network 10.1.3.0
mask 255.255.255.0 CORE(config-router-af)#
exit

CORE(config

-router)# exit

CORE(confi

g)# evpn

CORE(config-

evpn)# vni 10
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CORE(config-evpn-vni)# rd auto
CORE(config-evpn-vni)# route-target both auto
CORE(config-evpn-vni)# exit
CORE(config-evpn)# vni 20
CORE(config-evpn-vni)# rd auto
CORE(config-evpn-vni)# route-target both auto
CORE(config-evpn-vni)# exit
CORE(config-evpn)# vni 100
CORE(config-evpn-vni)# rd auto
CORE(config-evpn-vni)# route-target both auto
CORE(config-evpn-vni)# exit

TOR1 TOR1# configure terminal
Enterconfigurationcommands,oneperline. EndwithCNTL/Z.
TOR1(config)# interface Loopback 1
TOR1(config-if-Loopback 1)#ipaddress 2.2.2.2/32
TOR1(config-if- Loopback 1)# exit
TOR1(config)# vtep
TOR1(config-vtep)# source loopback 1
TOR1(config-vtep)# arp suppress enable
TOR1(config-vtep)# exit
TOR1(config)# vxlan 10
TOR1(config-vxlan)# extend-vlan 10
TOR1(config-vxlan)# arp suppress enable
TOR1(config-vxlan)# exit
TOR1(config)# vxlan 20
TOR1(config-vxlan)# extend-vlan 20
TOR1(config-vxlan)# arp suppress enable
TOR1(config-vxlan)# exit
TOR1(config)# router bgp 64512
TOR1 (config-router)#neighbor 1.1.1.2remote-as 64512
TOR1 (config-router)# neighbor 1.1.1.2 update-source loopback 1
TOR1 (config-router)# neighbor 1.1.1.3 remote-as 64512

(
(
TOR1 (config-router)# neighbor 1.1.1.3 update-source loopback 1
TOR1 (config-router)# neighbor 3.3.3.3 remote-as 64512

TOR1 (config-router)# neighbor 3.3.3.3 update-source loopback 1
TOR1(config-router)# address-family 12vpn evpn
TOR1(config-router-af)# neighbor 1.1.1.2 activate
TOR1(config-router-af)# neighbor 1.1.1.3 activate
TOR1(config-router-af)# neighbor 3.3.3.3 activate
TOR1(config-router-af)# exit

TOR1(config-router)# exit

TOR1(config)# evpn

TOR1(config-evpn)# vni 10

TOR1(config-evpn-vni)# rd auto
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TOR1(config-evpn-vni)# route-target both auto
TOR1(config-evpn-vni)# exit
TOR1(config-evpn)# vni 20
TOR1(config-evpn-vni)# rd auto
TOR1(config-evpn-vni)# route-target both auto
TOR1(config-evpn-vni)# exit

TOR2 TOR2# configure terminal
Enterconfigurationcommands,oneperline. EndwithCNTL/Z.
TOR2(config)# interface Loopback 1
TORZ2(config-if-Loopback 1)#ipaddress 3.3.3.3/32
TOR2(config-if- Loopback 1)# exit
TOR2(config)# vtep
TOR2(config-vtep)# source loopback 1
TOR2(config-vtep)# arp suppress enable
TOR2(config-vtep)# exit
TOR2(config)# vxlan 100
TOR2(config-vxlan)# extend-vian 100
TOR2(config-vxlan)# arp suppress enable
TOR2(config-vxlan)# exit
TOR2(config)# vxlan 20
TOR2(config-vxlan)# extend-vlan 20
TOR2(config-vxlan)# arp suppress enable
TOR2(config-vxlan)# exit
TOR2(config)# router bgp 64512
TOR2 (config-router)#neighbor 1.1.1.2 remote-as 64512
TOR?2 (config-router)# neighbor 1.1.1.2 update-source loopback 1
TOR2 (config-router)# neighbor 1.1.1.3 remote-as 64512

(
(
TOR2 (config-router)# neighbor 1.1.1.3 update-source loopback 1
TOR2 (config-router)# neighbor 2.2.2.2 remote-as 64512

TOR?2 (config-router)# neighbor 2.2.2.2 update-source loopback 1
TORZ2(config-router)# address-family 12vpn evpn
TORZ2(config-router-af)# neighbor 1.1.1.2 activate
TORZ2(config-router-af)# neighbor 1.1.1.3 activate
TORZ2(config-router-af)# neighbor2.2.2.2 activate
TOR2(config-router-af)# exit

TOR2(config-router)# exit

TOR2(config)# evpn

TOR2(config-evpn)# vni 20

TORZ2(config-evpn-vni)# rd auto

TORZ2(config-evpn-vni)# route-target both auto
TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 100

TORZ2(config-evpn-vni)# rd auto

TORZ2(config-evpn-vni)# route-target both auto
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TOR2(config-evpn-vni)# exit
Verification Verify that HOST-1, HOST-2, HOST-3, and HOST-4 can ping each other.
Verify that HOST-5 and HOST-6 can ping each other.
Verify that HOST-1, HOST-2, HOST-3, and HOST-4 cannot ping HOST-5 and HOST-6.

Verifythatvirtual machines can be migrated between the hosts onthe same VXLAN and can access the network
normally after migration without modifying the configuration.

TOR1#sho vxlan

VXLAN Total Count: 2

VXLAN Capacity : 8000

VXLAN 10
Symmetric property : FALSE
Routerinterface  :-
Extend VLAN 10
VTEP Adjacency Count: 1
VTEP Adjacency List :

Interface SourcelP Destination IP Type
OverlayTunnel 6145 2222 1.1.1.1 dynamic
VXLAN 20

Symmetric property : FALSE
Routerinterface  : -
Extend VLAN 20
VTEP Adjacency Count: 2
VTEP Adjacency List :

Interface SourcelP Destination IP Type

OverlayTunnel 6145 2222 1.1.1.1 dynamic

OverlayTunnel 6146 2222 3338 dynamic
CORE##sho vxlan

VXLAN Total Count: 3
VXLAN Capacity : 8000

VXLAN 10
Symmetric property : FALSE
RouterInterface  : OverlayRouter 10 (anycast)
Extend VLAN 10
VTEP Adjacency Count: 1
VTEP Adjacency List :

Interface SourcelP Destination IP Type
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OverlayTunnel6147 1.1.1.1 2222 dynamic

VXLAN 20
Symmetric property : FALSE
RouterInterface : OverlayRouter 20 (anycast)
Extend VLAN 20
VTEP Adjacency Count: 2 VTEP

Adjacency List:
Interface SourcelP Destination IP Type
-~ OverlayTunnel 6147 1.1.1.1 2222 dynamic
OverlayTunnel 6148 1.1.1.1 3888 dynamic
VXLAN 100

Symmetric property : FALSE

RouterInterface : OverlayRouter 100 (anycast)
Extend VLAN 100

VTEP Adjacency Count: 1 VTEP

Adjacency List:
Interface SourcelP Destination IP Type
OverlayTunnel 6148 1.1.1.1 3333 dynamic
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4.2.3 Configuring EVPN-based Multi-tenant Distributed Scenario (Enabling Anycast Gateway)

Scenario

Figure 4- 4

TOR-2

VXLAN 10 gateway:10.1.1.1/24
VXLAN 10 gateway:10.1.1.1/24

VXLAN 20 gateway:10.1.2.1/24
VXLAN 100 gateway: 10.1.3.1/24

VXLAN 20 gateway:10.1.2.1/24

VXLAN 100 gateway: 10.1.3.1/24

HOST-1 HOST-2 HOST-3 HOST-4 HOST-5 HOST-6
VXLAN 10 VXLAN20 / VXLAN 100 VXLAN 10 VXLAN 20 VXLAN 100
VRF-10 VRF-20 VRF-10 VRF-20

Configuration ® Configure anlPv4 unicastrouting protocol such as the OSPF protocol on CORE, TOR-1, and TOR-2to ensure that
Steps unicast routes are reachable.
® Configurethe BGP-EVPNrouting protocolon CORE, TOR-1,and TOR-2to establishBGP neighborrelationships
between the four devices and to support the EVPN protocol family.
Configure the EVIforBGP-EVPN on TOR-1 and TOR-2. For details, see BGP-EVPN Configuration Guide.
Configure a VXLAN on the virtual server and designate the gateway address of the virtual machine.
Associate the VTEP with loopback interface on TOR-1 and TOR-2 to establish tunnels.
Configure the anycast gateway MAC address on TOR-1 and TOR-2 to ensure thatall VXLAN anycast gateways on the

network use the same MAC address.

Create VXLAN instances on TOR-1and TOR-2 and associate the VXLAN instances with VLANSs.

Create overlay routerinterfaces on TOR-1 and TOR-2 and configure the VXLAN gateway IP address for the interfaces.

Configure differentVRF networks for differentoverlay routerinterfaces to determine theirrespective tenants.

Configuretheanycastgatewaytoensurethatall VXLAN gateways onthe networkuse the samelPaddressand

MAC address. As the anycast gateway function is enabled, the overlay router interfaces associated with the same

VXLAN on TOR-1 and TOR-2 must be configured with the same VXLAN gateway |IP address.

Associate VXLAN instances with overlay router interfaces on TOR-1 and TOR-2 torealize VXLAN routing.

(Optional) Configure ARP suppressionon TOR-1and TOR-2toreduce the ARP packets entering the VXLAN.

(Optional) Configure ARP proxy on the overlay routerinterfaces of TOR-1and TOR-2 so thatthe VXLAN gateway

uses the gateway MAC address torespond as a proxy and VXLAN network trafficis forwarded only at L3.
HOST Configuring the IP address and gateway according to Figure 1-25 (the detailed configuration on the serveris omitted

herein).
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CORE VXLAN may be not configured on the core switches. The configuration of the OSPF and BGP is omitted herein.
TOR1 TOR1# configure terminal
Enterconfigurationcommands,oneperline. EndwithCNTL/Z.
TOR1(config)# interface Loopback 1
TOR1(config-if-Loopback 1)#ipaddress 2.2.2.2/32
TOR1(config-if- Loopback 1)# exit
TOR1(config)# vtep
TOR1(config-vtep)# source loopback 1
TOR1(config-vtep)# arp suppress enable
TOR1(config-vtep)# exit
TOR1(config)# fabric anycast-gateway-mac 0011.2233.2016
TOR1(config)#ip vrf vrf-10
TOR1(config-vrf)# rd 10:10
TOR1(config-vrf)# route-target both 1000:1000
TOR1(config-vrf)# exit
TOR1(config)# ip vrf vrf-20
TOR1(config-vrf)# rd 20:20
TOR1(config-vrf)# route-target both 2000:2000
TOR1(config-vrf)# exit
TOR1(config)# int overlayrouter 10
TOR1(config-if-OverlayRouter 10)# ip vrf forwarding vrf-10
TOR1(config-if-OverlayRouter 10)# ip address 10.1.1.1/24
TOR1(config-if-OverlayRouter 10)# anycast-gateway
TOR1(config-if-OverlayRouter 10)#route-in-vni //Optional.ltneedstobe usedincombinationwiththearpsuppress
enable command.
TOR1(config-if-OverlayRouter 10)# exit
TOR1(config)# int overlayrouter 20
TOR1(config-if-OverlayRouter 20)# ip vrf forwarding vrf-10
TOR1(config-if-OverlayRouter 20)# ip address 10.1.2.1/24
TOR1(config-if-OverlayRouter 20)# anycast-gateway
TOR1(config-if-OverlayRouter20)#route-in-vni //Optional.ltneedstobe usedincombinationwiththearpsuppress
enable command.
TOR1(config-if-OverlayRouter 20)# exit
TOR1(config)# int overlayrouter 100
TOR1(config-if-OverlayRouter 100)# ip vrf forwarding vrf-20
TOR1(config-if-OverlayRouter 100)# ip address 10.1.3.1/24
TOR1(config-if-OverlayRouter 100)# anycast-gateway
TOR1(config-if-OverlayRouter 100)#route-in-vni //Optional.ltneedstobeusedincombinationwiththearpsuppress
enable command.
TOR1(config-if-OverlayRouter 100)# exit
TOR1(config)# vxlan 10
TOR1(config-vxlan)# extend-vlan 10
TOR1(config-vxlan)# router-interface OverlayRouter 10

TOR1(config-vxlan)# arp suppress enable
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TOR2

TOR1(config-vxlan)# exit

TOR1(config)# vxlan 20

TOR1(config-vxlan)# extend-vlan 20
TOR1(config-vxlan)# router-interface OverlayRouter 20
TOR1(config-vxlan)# arp suppress enable
TOR1(config-vxlan)# exit

TOR1(config)# vxlan 100

TOR1(config-vxlan)# extend-vian 100
TOR1(config-vxlan)# router-interface OverlayRouter 100
TOR1(config-vxlan)# arp suppress enable
TOR1(config-vxlan)# exit

TOR1(config)# router bgp 64512

TOR1(config-router)# neighbor 3.3.3.3 remote-as 64512
TOR1(config-router)# neighbor 3.3.3.3 update-source loopback 1
TOR1(config-router)# address-family I2vpn evpn
TOR1(config-router-af)# neighbor 3.3.3.3 activate
TOR1(config-router-af)# exit

TOR1(config-router)# exit

TOR1(config)# evpn

TOR1(config-evpn)# vni 10

TOR1(config-evpn-vni)# rd auto
TOR1(config-evpn-vni)# route-target both auto
TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 20

TOR1(config-evpn-vni)# rd auto
TOR1(config-evpn-vni)# route-target both auto
TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 100

TOR1(config-evpn-vni)# rd auto
TOR1(config-evpn-vni)# route-target both auto
TOR1(config-evpn-vni)# exit

TOR2# configure terminal
Enterconfigurationcommands,oneperline. EndwithCNTL/Z.
TOR2(config)# interface Loopback 1
TORZ2(config-if-Loopback 1)#ipaddress 3.3.3.3/32
TOR2(config-if- Loopback 1)# exit

TOR2(config)# vtep

TOR2(config-vtep)# source loopback 1
TOR2(config-vtep)# arp suppress enable
TOR2(config-vtep)# exit

TOR1(config)# fabric anycast-gateway-mac 0011.2233.2016
TOR2(config)#ip vrf vrf-10

TOR2(config-vrf)# rd 10:10

TOR2(config-vrf)# route-target both 1000:1000

59


http://www.fs.com/

TOR2(config-

vrf)# exit

TOR2(config)

# ip vrf vrf-20

TOR2(config-

vrf)# rd 20:20

TOR2(config-vrf)# route-target

both 2000:2000

TOR2(config-vrf)# exit

TOR2(config)# int overlayrouter 10
TORZ2(config-if-OverlayRouter 10)# ip vrf
forwarding vrf-10
TORZ2(config-if-OverlayRouter 10)# ip
address 10.1.1.1/24
TOR2(config-if-OverlayRouter 10)#
anycast-gateway
TOR2(config-if-OverlayRouter 10)#route-in-vni //Optional. ltneeds tobeusedincombinationwiththearp
suppress enable command.
TOR2(config-if-OverlayRo

uter 10)# exit

TOR2(config)# int

overlayrouter 20
TORZ2(config-if-OverlayRouter 20)# ip vrf
forwarding vrf-10
TORZ2(config-if-OverlayRouter 20)# ip
address 10.1.2.1/24
TOR2(config-if-OverlayRouter 20)#
anycast-gateway
TOR2(config-if-OverlayRouter20)#route-in-vni //Optional. ltneedstobeusedincombinationwiththearp
suppress enable command.
TOR2(config-if-OverlayRo

uter 20)# exit

TOR2(config)# int

overlayrouter 100
TORZ2(config-if-OverlayRouter 100)# ip vrf
forwarding vrf-20
TOR2(config-if-OverlayRouter 100)# ip
address 10.1.3.1/24
TOR2(config-if-OverlayRouter 100)#
anycast-gateway
TOR2(config-if-OverlayRouter 100)#route-in-vni /Optional. ltneedstobeusedincombinationwiththe
arpsuppress enable command.
TOR2(config-if-OverlayRouter 100)# exit
TOR2(config)# vxlan 10
TOR2(config-vxlan)# extend-vlan 10
TORZ2(config-vxlan)# router-interface
OverlayRouter 10 TOR2(config-vxlan)#

arp suppress enable
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TOR2(config-vxlan)#

exit TOR2(config)#

vxlan 20

TOR2(config-vxlan)# extend-vlan 20
TOR2(config-vxlan)# router-interface
OverlayRouter 20 TOR2(config-vxlan)#
arp suppress enable
TOR2(config-vxlan)#

exit TOR2(config)#

vxlan 100

TOR2(config-vxlan)# extend-vlan 100
TORZ2(config-vxlan)# router-interface
OverlayRouter 100 TOR2(config-vxlan)#

arp suppress enable

TOR2(config-vxlan)
# exit
TOR2(config)#
router bgp 64512

TOR2(config-router)# neighbor 2.2.2.2 remote-as 64512
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Verification

TORZ2(config-router)# neighbor 2.2.2.2 update-source loopback 1
TOR2(config-router)# address-family I2vpn evpn
TORZ2(config-router-af)# neighbor 2.2.2.2 activate
TOR2(config-router-af)# exit
TOR2(config-router)# exit

TOR2(config)# evpn

TOR2(config-evpn)# vni 10
TORZ2(config-evpn-vni)# rd auto
TORZ2(config-evpn-vni)# route-target both auto
TOR2(config-evpn-vni)# exit
TOR2(config-evpn)# vni 20
TORZ2(config-evpn-vni)# rd auto
TOR2(config-evpn-vni)# route-target both auto
TOR2(config-evpn-vni)# exit
TOR2(config-evpn)# vni 100
TORZ2(config-evpn-vni)# rd auto
TORZ2(config-evpn-vni)# route-target both auto
TOR2(config-evpn-vni)# exit

® Verifythat HOST-1, HOST-2, HOST-4, and HOST-5 can ping each other.

® VerifythatHOST-3 and HOST-6 can ping each other.

® Verify that HOST-1, HOST-2, HOST-4, and HOST-5 cannot ping HOST-3 and HOST-6.

@ Verifythatthevirtualmachines canbe migratedbetweenthe hostsonthe same VXLANandcanaccessthe
network normally after migration without modifying the configuration.

TOR1#sho vxlan

VXLAN Total Count: 3
VXLAN Capacity : 8000

VXLAN 10

Symmetric property : FALSE

RouterInterface  : OverlayRouter 10 (anycast)
Extend VLAN 10

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourcelP Destination IP Type
OverlayTunnel 6145 2222 SISISIS dynamic
VXLAN 20

Symmetric property : FALSE

RouterInterface  : OverlayRouter 20 (anycast)
Extend VLAN 20

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourcelP Destination IP Type
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OverlayTunnel6145 2222 3333 dynamic

VXLAN 100
Symmetric property : FALSE

RouterInterface : OverlayRouter 100 (anycast)

ExtendVLAN 100

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourcelP Destination IP Type
OverlayTunnel6145 2222 3333 dynamic

Common Errors

ﬁ Whensymmetricdeploymentisdisabled,all TORswitchesofthe sameVRF networkmusthaveallthe VXLAN

gatewaysofthe VRF network configured onthem. Forexample, VRF-10includes VXLAN 10and VXLAN 20, and
therefore all gateways of VXLAN

10 and VXLAN 20 must be configured on TOR-1 and TOR-2. Otherwise, VXLAN 10 and VXLAN 20 cannot
communicate with each other Ifyou expectto deploy only required gateways instead of deploying all gateways on all
TOR switches, apply symmetric deployment. For details, see section“Configuring EVPN-based Multi-tenant

Distributed Scenario (Symmetric Deployment)."

ﬁ MakesurethattheglobalanycastMACaddressisnotthe sameasthatofanydeviceonthe VXLAN.

4.2.4 Configuring EVPN-based Multi-tenant Distributed Scenario (Symmetric Deployment)

Scenario

Figure 4-5
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Configuration

Steps

VRF-10 symmetric VXLAN 11
VRF-20 symmetric VXLAN 101
VXLAN 10 gateway:10.1.1.1/24

VXLAN 20 gateway:10.1.2.1/24

VXLAN 100 gateway: 10.1.3.1/24
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TOR‘ZVRFQO symmetric VXLAN 101
VXLAN 10 gateway:10.1.1.1/24

VXLAN 100 gateway: 10.1.3.1/24
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Configure an IPv4 unicastrouting protocol such as the OSPF protocol on CORE, TOR-1,and TOR-2 to ensure that
unicast routes are reachable.

Configure the BGP-EVPN routing protocolon CORE, TOR-1,and TOR-2 to establish BGP neighborrelationships
between the four devices and to support the EVPN protocol family.

Configure the EVIfor BGP-EVPN on TOR-1 and TOR-2. For details, see BGP-EVPN Configuration Guide.

Configure a VXLAN on the virtual server and designate the gateway address of the virtual machine.

Associate the VTEP with loopback interface on TOR-1 and TOR-2 to establish tunnels.

Configure the anycast gateway MAC address on TOR-1 and TOR-2 to ensure thatall VXLAN anycast gateways on the
network use the same MAC address.

Create VXLAN 10, VXLAN20, and VXLAN 100 on TOR-1 and associate them with VLANSs.

Create VXLAN 10 and VXLAN 100 on TOR-2 and associate them with VLANs.

Createoverlayrouterinterfaces for VXLAN 10, VXLAN 20,and VXLAN 100 on TOR-1and TOR-2 (TOR-2donothave
VXLAN 20), and configure the VXLAN gateway IP address for them. Configure different VRF networks for different
overlayrouterinterfacestodetermine theirrespectivetenants. Configurethe anycastgatewaytoensurethatall
VXLAN gateways on the network use the same IP address and MAC address. As the anycast gateway function is
enabled, the overlay router interfaces associated with the same VXLAN on TOR-1 and TOR-2 must be configured
with the same VXLAN gateway IP address.

Create VXLAN 11 and VXLAN 101 on TOR-1 and TOR-2 and configure them as symmetric VXLANs toserve as L3
routing VXLAN of the corresponding VRF networks. L3 routes between all VXLANSs of the same VRF network are
advertisedvia the symmetricVXLANs. Inaddition, the symmetricVXLANs are also used for L3 routingand
forwarding.

Create overlay routerinterfaces for VXLAN 11 and VXLAN 101 on TOR-1and TOR-2. Configure different VRF
networks for the overlay router interfaces. VXLAN 11 and VXLAN 101 serve as the symmetric VXLANS of the
corresponding VRF networks.

Associate VXLAN instances with overlay router interfaces on TOR-1 and TOR-2 torealize VXLAN routing.
(Optional) Configure ARP suppressionon TOR-1and TOR-2toreduce the ARP packets entering the VXLAN.
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HOST

CORE
TOR1

® (Optional) Configure ARP proxy on the overlay router interfaces belonging to the L2-VNIs (VXLANs 10, 20, and 100)
on TOR-1 and TOR-2 so that the traffic of hosts in the same VXLAN is forwarded at L3. This function needs to be
enabled together with ARP suppression. The configuration command is route-in-vni.

®  (Optional) Configure no synchronization of EVPN entries in ARP proxy deployment scenario: On the L2-VNI VXLAN
instances (VXLANs 10, 20, and 100) on TOR-1 and TOR-2, configure not to advertise or receive MAC-only EVPN
type-2 routes.

B Configure not to advertise EVPN MAC-only type-2 routes to reduce EVPN route synchronization between
devices. The configuration command is evpn mac advertise disable.

B Configure not to deliver MAC entries synchronized by EVPNSs to reduce the occupancy of hardware entry
resources. The configuration command is evpn mac inactive.

The two commands above can be configured independently and they do not affect each other.

® (Optional) Configure no synchronization of EVPN entries in scenarios where ARP proxy is not deployed: On the
L2-VNIVXLAN instances (VXLANs 10, 20, and 100) on TOR-1 and TOR-2, configure not to advertise EVPN MAC-only
type-2 routes and configure to extract MAC addresses from MAC-IP type-2 routes.

B Configure not to advertise EVPN MAC-only type-2 routes to reduce EVPN route synchronization between
devices. The configuration command is evpn mac advertise disable.

B Configure to extract MAC addresses from MAC-IP type-2 routes so that the device can learn MAC entries even
ifneighbors do notadverse MAC-only type-2 routes. The configuration command is evpn arp mac-learning
enable.

® Thetwocommands above mustbe usedin combination. Otherwise, the device cannotlearn MAC entries from
neighbors and L2 forwarding cannot implemented in VXLANSs.

Configuring the IP address and gateway according to Figure 1-26 (the detailed configuration on the serveris omitted

herein).

VXLAN may be not configured on the core switches. The configuration of the OSPF and BGP is omitted herein.

TOR1# configure terminal

Enterconfigurationcommands,oneperline. EndwithCNTL/Z.

TOR1(config)#interface Loopback 1

TOR1(config-if-Loopback 1)#ipaddress 2.2.2.2/32

TOR1(config-if- Loopback 1)# exit

TOR1(config)# vtep

TOR1(config-vtep)# source loopback 1

TOR(1(config-vtep)# arp suppress enable

TOR1(config-vtep)# exit

TOR1(config)# fabric anycast-gateway-mac 0011.2233.2016

TOR1(config)#ip vrf vrf-10

TOR1(config-vrf)# rd 10:10

TOR1(config-vrf)# route-target both 1000:1000

TOR1(config-vrf)# exit

TOR1(config)# ip vrf vrf-20

TOR1(config-vrf)# rd 20:20

TOR1(config-vrf)# route-target both 2000:2000

TOR1(config-vrf)# exit

TOR1(config)# int overlayrouter 10

TOR1(config-if-OverlayRouter 10)# ip vrf forwarding vrf-10
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TOR1(config-if-OverlayRouter 10)# ip

address 10.1.1.1/24

TOR1(config-if-OverlayRouter 10)#

anycast-gateway

TOR1(config-if-OverlayRouter 10)#route-in-vni //Optional. ltisusedtoenable ARP proxyand needs
tobeusedin combination with the arp suppress enable command.
TOR1(config-if-OverlayRo

uter 10)# exit

TOR1(config)# int

overlayrouter 20

TOR1(config-if-OverlayRouter 20)# ip vrf

forwarding vrf-10

TOR1(config-if-OverlayRouter 20)# ip

address 10.1.2.1/24

TOR1(config-if-OverlayRouter 20)#
anycast-gateway
TOR1(config-if-OverlayRouter20)#route-in-vni //Optional. Itisusedtoenable ARP proxyand needs
tobeusedin combination with the arp suppress enable command.
TOR1(config-if-OverlayRo

uter 20)# exit

TOR1(config)# int

overlayrouter 11

TOR1(config-if-OverlayRouter 11)# anycast-gateway
TOR1(config-if-OverlayRouter 11)# ip vrf

forwarding vrf-10

TOR1(config-if-OverlayRouter 11)# exit
TOR1(config)# int overlayrouter 100
TOR1(config-if-OverlayRouter 100)# ip vrf

forwarding vrf-20

TOR1(config-if-OverlayRouter 100)# ip

address 10.1.3.1/24

TOR1(config-if-OverlayRouter 100)#
anycast-gateway

TOR1(config-if-OverlayRouter 100)# route-in-vni
TOR1(config-if-OverlayRou

ter 100)# exit

TOR1(config)# int

overlayrouter 101

TOR1(config-if-OverlayRouter 101)# ip vrf

forwarding vrf-20

TOR1(config-if-OverlayRouter 101 )# exit
TOR1(config)# vxlan 10

TOR1(config-vxlan)# extend-vlan 10
TOR1(config-vxlan)# router-interface

OverlayRouter 10 TOR1(config-vxlan)#

arp suppress enable

TOR1(config-vxlan)#evpn mac

advertise disable

66


http://www.fs.com/

TOR1(config-vxlan)#evpn mac

inactive TOR1(config-vxlan)#evpn

arp mac-learning enable

TOR1(config-vxlan)# exit

TOR1(config)# vxlan 20

TOR1(config-vxlan)# extend-vlan 20

TOR1(config-vxlan)# router-interface

OverlayRouter 20 TOR1(config-vxlan)#

arp suppress enable

TOR1(config-vxlan)#evpn mac advertise disable //Optional.

TOR1(config-vxlan)#evpn mac inactive //Optional. In ARP proxy deployment scenarios, it is used to
reduce the synchronization of EVPN entries.

TOR1(config-vxlan)#evpnarpmac-learningenable //Optional.Inscenariosinwhich ARP proxyisnot
deployed, itis used to reduce the synchronization of EVPN entries.

TOR1(config-vxl

an)# exit

TOR1(config)#

vxlan 11

TOR1(config-vxlan)

# symmetric
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TOR2

TOR1(config-vxlan)#router-interface OverlayRouter 11
TOR1(config-vxlan)# exit

TOR1(config)# vxlan 100

TOR1(config-vxlan)# extend-vian 100
TOR1(config-vxlan)# router-interface OverlayRouter 100
TOR1(config-vxlan)# arp suppress enable

TOR1(config-vxlan)#evpn mac advertise disable //Optional.

TOR1(config-vxlan)#evpn mac inactive //Optional. In ARP proxy deployment scenarios, it is used to reduce the

synchronization of EVPN entries.

TOR1(config-vxlan)#evpnarp mac-learningenable //Optional.InscenariosinwhichARP proxyisnotdeployed, itis

used to reduce the synchronization of EVPN entries.
TOR1(config-vxlan)# exit

TOR1(config)# vxlan 101

TOR(1(config-vxlan)# symmetric

TOR1(config-vxlan)# router-interface OverlayRouter 101
TOR1(config-vxlan)# exit

TOR1(config)# router bgp 64512
TOR1(config-router)# neighbor 3.3.3.3 remote-as 64512
TOR1(config-router)# neighbor 3.3.3.3 update-source loopback 1
TOR1(config-router)# address-family I2vpn evpn
TOR1(config-router-af)# neighbor 3.3.3.3 activate
TOR1(config-router-af)# exit

TOR1(config-router)# exit

TOR1(config)# evpn

TOR1(config-evpn)# vni 10

TOR1(config-evpn-vni)# rd auto
TOR1(config-evpn-vni)# route-target both auto
TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 11

TOR1(config-evpn-vni)# rd auto
TOR1(config-evpn-vni)# route-target both auto
TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 100

TOR1(config-evpn-vni)# rd auto
TOR1(config-evpn-vni)# route-target both auto
TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 101

TOR1(config-evpn-vni)# rd auto
TOR1(config-evpn-vni)# route-target both auto
TOR1(config-evpn-vni)# exit

TOR2# configure terminal
Enterconfigurationcommands,oneperline. EndwithCNTL/Z.
TOR2(config)# interface Loopback 1

TOR2(config-if- Loopback 1)# ip address 3.3.3.3/32
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TORZ2(config-if-

Loopback 1)# exit

TOR2(config)# vtep

TORZ2(config-vtep)#

source loopback 1

TOR2(config-vtep)# arp

suppress enable

TOR2(config-vtep)# exit

TOR2(config)# fabric anycast-gateway-mac
0011.2233.2016 TOR2(config)#ip vrf vrf-10
TOR2(config-vrf)# rd 10:10
TOR2(config-vrf)# route-target

both 1000:1000

TOR2(config-vrf)# exit

TOR2config)

# ip vrf vrf-20

TOR2(config-

vrf)# rd 20:20

TOR2(config-vrf)# route-target

both 2000:2000

TOR2(config-vrf)# exit

TOR2(config)# int overlayrouter 10
TORZ2(config-if-OverlayRouter 10)# ip vrf
forwarding vrf-10
TOR2(config-if-OverlayRouter 10)# ip
address 10.1.1.1/24
TOR2(config-if-OverlayRouter 10)#
anycast-gateway
TORZ2(config-if-OverlayRouter 10)# route-in-vni //Optional. Itis used to enable ARP proxy and needs to
be used in combination with the arp suppress enable command.
TOR2(config-if-OverlayRo

uter 10)# exit

TOR2(config)# int

overlayrouter 11
TORZ2(config-if-OverlayRouter 11)# ip vrf
forwarding vrf-10
TOR2(config-if-OverlayRouter 11)# exit
TOR2(config)# int overlayrouter 100
TOR2(config-if-OverlayRouter 100)# ip vrf
forwarding vrf-20
TOR2(config-if-OverlayRouter 100)# ip
address 10.1.3.1/24
TORZ2(config-if-OverlayRouter 100)#
anycast-gateway
TOR2(config-if-OverlayRouter 100)# route-in-vni
TOR2(config-if-OverlayRou

ter 100)# exit

TORZ(config)# int
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overlayrouter 101

TORZ2(config-if-OverlayRouter 101)# ip vrf

forwarding vrf-20

TOR2(config-if-OverlayRouter 101)# exit

TOR2(config)# vxlan 10

TORZ2(config-vxlan)# extend-vlan 10

TORZ2(config-vxlan)# router-interface

OverlayRouter 10 TOR2(config-vxlan)#

arp suppress enable

TOR2(config-vxlan)#evpn mac advertise disable //Optional.

TOR2(config-vxlan)#evpn mac inactive //Optional. In ARP proxy deployment scenarios, it is used to
reduce the synchronization of EVPN entries.

TOR2(config-vxlan)#evpnarp mac-learningenable //Optional.InscenariosinwhichARP proxyisnot
deployed, itis used to reduce the synchronization of EVPN entries.

TOR2(config-vxlan)#

exit TOR2(config)#

vxlan 11
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Verification

TOR2(config-vxlan)# symmetric
TOR2(config-vxlan)#router-interface OverlayRouter 11
TOR2(config-vxlan)# exit

TOR2(config)# vxlan 100

TOR2(config-vxlan)# extend-vlan 100

TORZ2(config-vxlan)# router-interface OverlayRouter 100
TOR2(config-vxlan)# arp suppress enable
TOR2(config-vxlan)#evpn mac advertise disable //Optional.

TORZ2(config-vxlan)#evpn mac inactive //Optional. In ARP proxy deployment scenarios, it is used to reduce the

synchronization of EVPN entries.

TOR2(config-vxlan)#evpnarp mac-learningenable //Optional.InscenariosinwhichARP proxyisnotdeployed, itis

used to reduce the synchronization of EVPN entries.
TOR2(config-vxlan)# exit

TOR2(config)# int overlayrouter 101

TOR2(config-vxlan)# symmetric

TORZ2(config-vxlan)# router-interface OverlayRouter 101
TOR2(config-vxlan)# exit

TORZ2(config)# router bgp 64512

TOR2(config-router)# neighbor 2.2.2.2 remote-as 64512
TORZ2(config-router)# neighbor 2.2.2.2 update-source loopback 1
TOR2(config-router)# address-family I2vpn evpn
TORZ2(config-router-af)# neighbor 2.2.2.2 activate
TORZ2(config-router-af)# exit

TORZ2(config-router)# exit

TOR2(config)# evpn

TOR2(config-evpn)# vni 10

TORZ2(config-evpn-vni)# rd auto

TORZ2(config-evpn-vni)# route-target both auto
TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 11

TOR2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto
TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 100

TORZ2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto
TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 101

TORZ2(config-evpn-vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto
TOR2(config-evpn-vni)# exit

®  VerifythatHOST-1,HOST-2,andHOST-4 canpingeachother.
® VerifythatHOST-3and HOST-6 can ping each other.

® Verify that HOST-1, HOST-2, and HOST-4 cannot ping HOST-3 and HOST-6.
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® Verifythatthe virtual machines can be migrated between the hosts on the same VXLAN and can access the

network normally after migration without modifying the configuration.
TOR1#sho vxlan
VXLAN Total Count: 5
VXLAN Capacity :8000

VXLAN 10
Symmetric property : FALSE
RouterInterface  : OverlayRouter 10 (anycast)
Extend VLAN 10

VTEP Adjacency Count: 1
VTEP Adjacency List :

Interface SourcelP Destination IP Type
OverlayTunnel 6145 2222 8333 dynamic
VXLAN 11

Symmetric property : TRUE

RouterInterface  : OverlayRouter 11 (anycast)
Extend VLAN ‘-

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourcelP Destination IP Type
OverlayTunnel 6145 2222 8333 dynamic
VXLAN 20

Symmetric property : FALSE

RouterInterface  : OverlayRouter 20 (anycast)
Extend VLAN 20

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourcelP Destination IP Type
OverlayTunnel 6145 2222 8333 dynamic
VXLAN 100

Symmetric property : FALSE

RouterInterface  : OverlayRouter 100 (anycast)
Extend VLAN 100

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourcelP Destination IP Type
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OverlayTunnel6145 2222 3333 dynamic

VXLAN 101
Symmetric property : TRUE

RouterInterface : OverlayRouter 101 (anycast)

ExtendVLAN o=

VTEP Adjacency Count: 1

VTEP Adjacency List :

Interface SourcelP Destination IP Type
OverlayTunnel6145 2222 3333 dynamic

Common Errors

A Make sure that the global anycast MAC address is not the same as that of any device on the VXLAN.

4.2.5 Configuring EVPN-based Single-tenant VXLAN Routing Scenario

Scenario

Figure 4- 6

Symmetric VXLAN 100 y Symmetric VXLAN 100
VXLAN 90 gateway Border-l= U Border-2  VXLAN 90 gateway

Symmetric VXLAN 100
VXLAN 10 gateway
VXLAN 20 gateway TCR-1

Symmetric VXLAN 100
VXLAN 10 gateway
TCR-2  VXLAN 20 gateway

VRF-10 for the
entire network

L s

HOST-2 HOST4
HOST- LodE HCST3 L2ar
VXLAN10 VXLAN20 VILAN 10 VXLAN2)

Configuration ®  Configure an IPv4 unicast routing protocol such as the OSPF protocol on Border-1, Border-2, TOR-1, and TOR-2 to
Steps ensure that unicast routes are reachable.
® Configurethe BGP-EVPN routing protocol on Border-1, Border-2, TOR-1, and TOR-2 to establish BGP neighbor
relationships between the devices (except between Border-1 and Border-2) and to support the EVPN protocol
family.
Configure the EVIforBGP-EVPN on TOR-1 and TOR-2. For details, see BGP-EVPN Configuration Guide.
Configure a VXLAN on the virtual server and designate the gateway address of the virtual machine.
Associatethe VTEP withthe loopbackinterface on TOR-1, TOR-2, Border-1,and Border-2toestablishtunnels.
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® Configure the anycastgateway MAC address on TOR-1and TOR-2 to ensure that all VXLAN anycast gateways on the
network use the same MAC address.

Create VXLAN 10and VXLAN 200on TOR-1and associate themwith VLANS.

Create VXLAN 10and VXLAN 20on TOR-2 and associate themwith VLANS.

Create VXLAN90onBorder-1andassociate VXLAN 90 withaVLAN.

Create VXLAN 90 onBorder-2 and associate VXLAN 90 withaVLAN.

CreateoverlayrouterinterfacesforVXLAN 10and VXLAN200onTOR-1and TOR-2, and configure the VXLAN

gateway IPaddressforthem. Configure the same VRF networkforthe overlay routerinterfacestodetermine their
respective tenants. Configure the anycast gateway to ensure that all VXLAN gateways on the network use the same
IP address and MAC address. As the anycast gateway function is enabled, the overlay router interfaces associated
withthe same VXLAN on TOR-1and TOR-2 mustbe configured with the same VXLAN gateway IP address.

® CreateVXLAN1000nTOR-1,TOR-2,Border-1,andBorder-2. Configure VXLAN 100 asasymmetricVXLANtoserve as
theL3routingVXLAN ofthe corresponding VRF network. L3routes betweenall VXLANs ofthe same VRF network
are advertised via the symmetric VXLAN. In addition, the symmetric VXLAN is also used for L3 routing and
forwarding.

® Createoverlay routerinterfaces for VXLAN 100 on TOR-1 and TOR-2 and configure the same VRF network for the
overlay router interfaces. VXLAN 100 serves as the symmetric VXLAN of the VRF network.

® Createoverlay routerinterfaces for VXLAN 100 on Border-1 and Border-2, and configure the same VRF network for
theoverlayrouterinterfaces, sothatVXLAN 100 serves asthe symmetricVXLAN ofthe VRF network. Configure
VXLAN gateway |P addresses for Border-1and Border-2 (different IP addresses for differentdevices).

® Createoverlay routerinterfaces for VXLAN 90 on Border-1 and Border-2. Configure the same VRF network for the
overlay routerinterfaces and configure the VXLAN gateway IP address.

® Associate VXLANinstances with overlay routerinterfaceson TOR-1, TOR-2, Border-1,and Border-2 torealize VXLAN
routing.

® (Optional)Configure ARP suppressionon TOR-1and TOR-2toreduce the ARP packets enteringthe VXLAN.

HOST Configuring the IP address and gateway according to Figure 1-27 (the detailed configuration on the serveris omitted
herein).
TOR1 TOR1# configure terminal

Enterconfigurationcommands,oneperline. EndwithCNTL/Z.
TOR1(config)#interface Loopback 1
TOR1(config-if-Loopback 1)#ipaddress1.1.1.1/32
TOR1(config-if- Loopback 1)# exit

TOR1(config)# vtep

TOR1(config-vtep)# source loopback 1

TOR(1(config-vtep)# arp suppress enable
TOR1(config-vtep)# exit

TOR1(config)# fabric anycast-gateway-mac 0011.2233.2016
TOR1(config)#ip vrf vrf-10

TOR1(config-vrf)# rd 10:10

TOR1 (config-vrf)# route-target export 1000:1000
TOR1(config-vrf)# exit

TOR1(config)# int overlayrouter 10
TOR1(config-if-OverlayRouter 10)# ip vrf forwarding vrf-10
TOR1(config-if-OverlayRouter 10)# ip address 10.1.1.1/24
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TOR1(config-if-OverlayRouter 10)# anycast-gateway
TOR1(config-if-OverlayRo

uter 10)# exit

TOR1(config)# int

overlayrouter 20

TOR1(config-if-OverlayRouter 20)# ip vrf

forwarding vrf-10

TOR1(config-if-OverlayRouter 20)# ip

address 20.1.1.1/24

TOR1(config-if-OverlayRouter 20)#

anycast-gateway

TOR1(config-if-OverlayRo

uter 20)# exit

TOR1(config)# int

overlayrouter 100

TOR1(config-if-OverlayRouter 100)# ip vrf

forwarding vrf-10 TOR1(config-if-OverlayRouter

100)# ip address 100.1.4.1/24
TOR1(config-if-OverlayRouter 100)#exit

TOR1(config)# vxlan 10

TOR1(config-vxlan)# extend-vlan 10
TOR1(config-vxlan)# router-interface

OverlayRouter 10 TOR1(config-vxlan)#

arp suppress enable

TOR(1(config-vxlan)#

exit TOR1(config)#

vxlan 20

TOR1(config-vxlan)# extend-vlan 20
TOR1(config-vxlan)# router-interface

OverlayRouter 20 TOR1(config-vxlan)#

arp suppress enable

TOR1(config-vxl

an)# exit

TOR1(config)#

vxlan 100

TOR(1(config-vxlan)

# symmetric

TOR1(config-vxlan)# router-interface

OverlayRouter 100 TOR1(config-vxlan)#

exit

TOR1(config)# router bgp 64512

TOR1(config-router)# neighbor 2.2.2.2 remote-as 64512
TOR1(config-router)# neighbor 2.2.2.2 update-source loopback 1
TOR1(config-router)# neighbor 3.3.3.3 remote-as 64512
TOR1(config-router)# neighbor 3.3.3.3 update-source loopback 1
TOR1(config-router)# neighbor 4.4.4.4 remote-as 64512
TOR1(config-router)# neighbor4.4.4.4

update-source loopback T TORT(config-router)#
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address-family I2vpn evpn
TOR1(config-router-af)# neighbor
2.2.2.2activate
TOR1(config-router-af)# neighbor
3.3.3.3activate
TOR1(config-router-af)# neighbor
4.4.4 4activate
TOR1(config-router-af)#advertise
ipv4unicast
TOR1(config-router-af)# exit
TOR1(config-router)# address-family
ipv4 vrfvrf-10
TOR1(config-router-af)#
redistribute connected
TOR1(config-router-af)# exit
TOR1(config-r

outer)# exit

TOR1(config)

# evpn

TOR1(config-

evpn)# vni 10
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TOR2

TOR1(config-evpn-vni)# rd auto
TOR1(config-evpn-vni)# route-target both auto
TOR1(config-evpn-vni)# exit
TOR1(config-evpn)# vni 20
TOR1(config-evpn-vni)# rd auto
TOR1(config-evpn-vni)# route-target both auto
TOR1(config-evpn-vni)# exit
TOR1(config-evpn)# vni 100
TOR1(config-evpn-vni)# rd auto
TOR1(config-evpn-vni)# route-target both auto
TOR1(config-evpn-vni)# route-target import 1000:1000
TOR1(config-evpn-vni)# exit

TOR2# configure terminal

Enterconfigurationcommands,oneperline. EndwithCNTL/Z.

TOR2(config)#interface Loopback 1
TORZ2(config-if-Loopback 1)#ipaddress2.2.2.2/32
TOR2(config-if- Loopback 1)# exit

TOR2(config)# vtep

TOR2(config-vtep)# source loopback 1

TOR2(config-vtep)# arp suppress enable
TOR2(config-vtep)# exit

TOR2(config)# fabric anycast-gateway-mac 0011.2233.2016
TOR2(config)#ip vrfvrf-10

TOR2(config-vrf)# rd 10:10

TOR2(config-vrf)# route-target export 1000:1000
TOR2(config-vrf)# exit

TOR2(config)# int overlayrouter 10
TORZ2(config-if-OverlayRouter 10)# ip vrf forwarding vrf-10
TOR2(config-if-OverlayRouter 10)# ip address 10.1.1.1/24
TOR2(config-if-OverlayRouter 10)# anycast-gateway
TOR2(config-if-OverlayRouter 10)# exit

TOR2(config)# int overlayrouter 20
TORZ2(config-if-OverlayRouter 20)# ip vrf forwarding vrf-10
TOR2(config-if-OverlayRouter 20)# ip address 20.1.1.1/24
TORZ2(config-if-OverlayRouter 20)# anycast-gateway
TOR2(config-if-OverlayRouter 20)# exit

TOR2(config)# int overlayrouter 100
TORZ2(config-if-OverlayRouter 100)# ip vrf forwarding vrf-10
TOR2(config-if-OverlayRouter 100)# ip address 100.1.3.1/24
TOR2(config-if-OverlayRouter 100)#exit
TOR2(config)# vxlan 10

TOR2(config-vxlan)# extend-vlan 10
TOR2(config-vxlan)# router-interface OverlayRouter 10

TOR2(config-vxlan)# arp suppress enable
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TOR2(config-vxlan)# exit

TORZ2(config)# vxlan 20

TOR2(config-vxlan)# extend-vlan 20

TOR2(config-vxlan)# router-interface OverlayRouter 20
TOR2(config-vxlan)# arp suppress enable

TOR2(config-vxlan)# exit

TOR2(config)# vxlan 100

TOR2(config-vxlan)# symmetric

TORZ2(config-vxlan)# router-interface OverlayRouter 100
TOR2(config-vxlan)# exit

TOR2(config)# router bgp 64512

TORZ2(config-router)# neighbor 1.1.1.1 remote-as 64512
TOR2(config-router)# neighbor 1.1.1.1 update-source loopback 1
TORZ2(config-router)# neighbor 3.3.3.3 remote-as 64512
TOR2(config-router)# neighbor 3.3.3.3 update-source loopback 1
TOR2(config-router)# neighbor 4.4.4.4 remote-as 64512
TORZ2(config-router)# neighbor 4.4.4.4 update-source loopback 1
TOR2(config-router)# address-family I2vpn evpn
TORZ2(config-router-af)#neighbor 1.1.1.1 activate
TORZ2(config-router-af)#neighbor 3.3.3.3 activate
TOR2(config-router-af)#neighbor4.4.4 .4 activate
TORZ2(config-router-af)#advertiseipv4 unicast
TOR2(config-router-af)# exit

TORZ2(config-router)# address-family ipv4 vrf vrf-10
TOR2(config-router-af)# redistribute connected
TORZ2(config-router-af)# exit

TOR2
TOR2
TOR2(config-evpn)# vni 10

(
(config-router)# exit
(config)# evpn
(
TORZ2(config-evpn-vni)# rd auto
TORZ2(config-evpn-vni)# route-target both auto
TOR2(config-evpn-vni)# exit
TOR2(config-evpn)# vni 20
TORZ2(config-evpn-vni)# rd auto
TORZ2(config-evpn-vni)# route-target both auto
TOR2(config-evpn-vni)# exit
TOR2(config-evpn)# vni 100
TORZ2(config-evpn-vni)# rd auto
TORZ2(config-evpn-vni)# route-target both auto
TOR2(config-evpn-vni)# route-target import 1000:1000
TOR2(config-evpn-vni)# exit
Border1 Border1# configure terminal
Enterconfigurationcommands,oneperline. EndwithCNTL/Z.

Border1(config)# interface Loopback 1
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Border1(config-if- Loopback 1)#ip

address 3.3.3.3/32 Border1(config-if-

Loopback 1)# exit Border1(config)#

vtep

Border1(config-vtep)#

source loopback 1

Border1(config-vtep)# arp

suppress enable

Border1(config-vtep)# exit

Border1(config)# fabric anycast-gateway-mac 0011.2233.2016
Border1(config)#ip vrf vrf-10
Border1(config-vrf)# rd 10:10

Border1(config-vrf)# route-target

export 1000:1000

Border1(config-vrf)# exit

Border1(config)# int overlayrouter 90
Border1(config-if-OverlayRouter 90)# ip vrf
forwarding vrf-10

Border1(config-if-OverlayRouter 90)# ip

address 90.1.1.1/24
Border1(config-if-OverlayRouter 90)#
anycast-gateway
Border1(config-if-OverlayRouter 90)# exit
Border1(config)# vxlan 90
Border1(config-vxlan)# extend-vlan 90
Border1(config-vxlan)# router-interface
OverlayRouter 90 Border1(config-vxlan)#

arp suppress enable

Border1(config-vxlan)# exit

Border1(config)# int overlayrouter 100
Border1(config-if-OverlayRouter 100)# ip vrf
forwarding vrf-10
Border1(config-if-OverlayRouter 100)#ip address
100.1.1.1/24 Border1(config-if-OverlayRouter
100)#exit

Border1(config)#

vxlan 100

Border1(config-vxlan)

# symmetric

Border1(config-vxlan)# router-interface
OverlayRouter 100 Border1(config-vxlan)#

exit

Border1(config)# router bgp 64512
Border1(config-router)# neighbor 1.1.1.1 remote-as 64512
Border1(config-router)# neighbor 1.1.1.1 update-source loopback 1
Border1(config-router)# neighbor 2.2.2.2 remote-as 64512
Border1(config-router)# neighbor 2.2.2.2 update-source loopback 1

BorderT(config-router)# neighbor 4.4.4.4 remote-as 64512
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Border1(config-router)# neighbor 4.4.4.4

update-source loopback 1 Border1(config-router)#

address-family 12vpn evpn
Border1(config-router-af)# neighbor
1.1.1.1 activate
Border1(config-router-af)# neighbor
2.2.2.2 activate
Border1(config-router-af)# neighbor
4.4.4.4 activate
Border1(config-router-af)# advertise
ipv4 unicast
Border1(config-router-af)# exit
Border1(config-router)# address-family
ipv4 vrf vrf-10
Border1(config-router-af)# redistribute

static
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Border2

Border1(config-router-af)# exit
Border1(config-router)# exit

Border1(config)# evpn

Border1(config-evpn)# vni 100
Border1(config-evpn-vni)# rd auto
Border1(config-evpn-vni)# route-target both auto
Border1(config-evpn-vni)# route-target import 1000:1000
Border1(config-evpn-vni)# exit

Border2# configure terminal

Enterconfigurationcommands,oneperline. EndwithCNTL/Z.

Border2(config)# interface Loopback 1

Border2(config-if- Loopback 1)#ip address 4.4.4.4/32
Border2(config-if- Loopback 1)# exit

Border2(config)# vtep

Border2(config-vtep)# source loopback 1
Border2(config-vtep)# arp suppress enable
Border2(config-vtep)# exit

Border2(config)# fabric anycast-gateway-mac 0011.2233.2016
Border2(config)# ip vrf vrf-10

Border2(config-vrf)# rd 10:10

Border2(config-vrf)# route-target export 1000:1000
Border2(config-vrf)# exit

Border2(config)# int overlayrouter 90
Border2(config-if-OverlayRouter 90)# ip vrf forwarding vrf-10
Border2(config-if-OverlayRouter 90)# ip address 90.1.2.1/24
Border2(config-if-OverlayRouter 90)# anycast-gateway
Border2(config-if-OverlayRouter 90)# exit
Border2(config-vxlan)# arp suppress enable
Border2(config-vxlan)# exit

Border2(config)# int overlayrouter 100
Border2(config-if-OverlayRouter 100)# ip vrf forwarding vrf-10
Border2(config-if-OverlayRouter 100)# ipaddress 100.1.2.1/24
Border2(config-if-OverlayRouter 100)#exit
Border2(config)# vxlan 90

Border2(config-vxlan)# extend-vlian 90
Border2(config-vxlan)# router-interface OverlayRouter 90
Border2(config-vxlan)# arp suppress enable
Border2(config-vxlan)# exit

Border2(config)# vxlan 100

Border2(config-vxlan)# symmetric

Border2(config-vxlan)# router-interface OverlayRouter 100
Border2(config-vxlan)# exit

Border2(config)# router bgp 64512
Border2(config-router)# neighbor 1.1.1.1 remote-as 64512
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Verification

Border2(config-router)# neighbor 1.1.1.1 update-source loopback 1
Border2(config-router)# neighbor 2.2.2.2 remote-as 64512
Border2(config-router)# neighbor 2.2.2.2 update-source loopback 1
Border2(config-router)# neighbor 3.3.3.3 remote-as 64512
Border2(config-router)# neighbor 3.3.3.3 update-source loopback 1
Border2(config-router)# address-family I2vpn evpn
Border2(config-router-af)# neighbor 1.1.1.1 activate
Border2(config-router-af)# neighbor 2.2.2.2 activate
Border2(config-router-af)# neighbor 3.3.3.3 activate
Border2(config-router-af)# advertise ipv4 unicast
Border2(config-router-af)# exit

Border2(config-router)# address-family ipv4 vrf vrf-10
Border2(config-router-af)# redistribute static
Border2(config-router-af)# exit

Border2(config-router)# exit

Border2(config)# evpn

Border2(config-evpn)#vni 100

Border2(config-evpn-vni)# rd auto

Border2(config-evpn-vni)# route-target both auto
Border2(config-evpn-vni)# route-target import 1000:1000

Border2(config-evpn-vni)# exit

® Verify that HOST-1, HOST-2, HOST-3, and HOST-4 can ping each other.
®  Verify thatthe virtual machines can be migrated between the HOSTs on the same VXLAN and can access the

network normally after migration without modifying the configuration.

Border1# sh vxlan
VXLAN Total Count: 3
VXLAN Capacity : 8000

VXLAN 90
Symmetric property : FALSE

RouterInterface  :overlayrouter 90 (anycast)

Extend VLAN 90

VTEP Adjacency Count: 1

Interface SourcelP Destination IP Type

OverlayTunnel 6146 SESSES 2222 dynamic
VXLAN 100

Symmetric property : TRUE

RouterInterface  :overlayrouter 100 (non-anycast)
Extend VLAN ‘-

VTEP Adjacency Count: 1

Interface SourcelP Destination IP Type
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OverlayTunnel 6146  3.3.3.3 2222 dynamic

4.2.6 Configuring EVPN-based Multi-tenant VXLAN Routing Scenario

Scenario

Figure 4 -7
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Configuration ®  Configure an IPv4 unicast routing protocol such as the OSPF protocol on Border-1, Border-2, TOR-1, and TOR-2 to
Steps ensure that unicast routes are reachable.

® Configurethe BGP-EVPN routing protocol on Border-1, Border-2, TOR-1, and TOR-2 to establish BGP neighbor
relationships between the devices (except between Border-1 and Border-2) and to support the EVPN protocol
family.
Configure the EVIforBGP-EVPN on TOR-1 and TOR-2. For details, see BGP-EVPN Configuration Guide.
Configure a VXLAN on the virtual server and designate the gateway address of the virtual machine.

Associatethe VTEP withthe loopbackinterface on TOR-1, TOR-2, Border-1,and Border-2to establishtunnels.

network use the same MAC address.

Create VXLAN10,VXLAN20,andVXLAN 30on TOR-1andassociate themwith VLANS.

Create VXLAN10,VXLAN20,andVXLAN 30on TOR-2and associate themwith VLANSs.

Create VXLAN90onBorder-1and associate VXLAN 90 withaVLAN.

Create VXLAN90onBorder-2 and associate VXLAN 90 withaVLAN.

Createoverlay routerinterfaces for VXLAN 10, VXLAN 20, and VXLAN 30 on TOR-1and TOR-2 and configure the

VXLAN gateway IP address for them. Configure different VRF networks for different overlay router interfaces to
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HOST

TOR1

determine theirrespective tenants. Configure the anycastgateway toensure that all VXLAN gateways on the
network use the same IP address and MAC address. As the anycast gateway function is enabled, the overlay router
interfaces associated with the same VXLAN on TOR-1 and TOR-2 must be configured with the same VXLAN gateway
IP address.

Create overlay routerinterfaces for VXLAN 100 and VXLAN 200 on TOR-1 and TOR-2 and configure different VRF
networksforthe overlayrouterinterfaces. VXLAN 100 and VXLAN 200 serve asthe symmetricVXLANsofthe
corresponding VRF networks.

Create overlay routerinterfaces for VXLAN 100 and VXLAN 200 on Border-1and Border-2. Configure different VRF
networks for the overlay router interfaces so that VXLAN 100 and VXLAN 200 serve as the symmetric VXLANSs of the
corresponding VRF networks. Configure VXLAN gateway IPaddressesfor Border-1and Border-2 (different|P
addresses for different devices).

Create overlay router interfaces for VXLAN 90 on Border-1 and Border-2. Configure different VRF networks for the
OverlayRouter interfaces and configure the VXLAN gateway IP address.

Associate VXLANinstances with overlay routerinterfaceson TOR-1, TOR-2, Border-1,and Border-2 torealize VXLAN
routing.

(Optional) Configure ARP suppressionon TOR-1and TOR-2toreduce the ARP packets entering the VXLAN.

Configuring the IP address and gateway according to Figure 1-28 (the detailed configuration on the serveris omitted

herein).

TOR1# configure terminal

Enterconfigurationcommands,oneperline. EndwithCNTL/Z.
TOR1(config)#interface Loopback 1
TOR1(config-if-Loopback 1)#ipaddress1.1.1.1/32
TOR1(config-if- Loopback 1)# exit

TOR1(config)# vtep

TOR1(config-vtep)# source loopback 1

TOR1(config-vtep)# arp suppress enable

TOR1(config)# fabric anycast-gateway-mac 0011.2233.2016
TOR1(config-vtep)# exit

TOR1(config)# ip vrf vrf-10

TOR1(config-vrf)# rd 10:10

TOR1 (config-vrf)# route-target export 1000:1000
TOR1(config-vrf)# exit

TOR1(config)# ip vrf vrf-20

TOR1(config-vrf)# rd 20:20

TOR1(config-vrf)# route-target export 2000:2000
TOR1(config-vrf)# exit

TOR1(config)# int overlayrouter 10
TOR1(config-if-OverlayRouter 10)# ip vrf forwarding vrf-10
TOR1(config-if-OverlayRouter 10)# ip address 10.1.1.1/24
TOR1(config-if-OverlayRouter 10)# anycast-gateway
TOR1(config-if-OverlayRouter 10)# exit
TOR1(config-vxlan)# exit

TOR1(config)# int overlayrouter 20
TOR1(config-if-OverlayRouter 20)# ip vrf forwarding vrf-10
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TOR1(config-if-OverlayRouter 20)# ip

address 20.1.1.1/24
TOR1(config-if-OverlayRouter 20)#
anycast-gateway

TOR1(config-if-OverlayRo

uter 20)# exit

TOR1(config)# int

overlayrouter 30
TOR1(config-if-OverlayRouter 30)# ip vrf
forwarding vrf-20
TOR1(config-if-OverlayRouter 30)# ip
address 30.1.1.1/24
TOR1(config-if-OverlayRouter 30)#
anycast-gateway

TOR1(config-if-OverlayRo

uter 30)# exit

TOR1(config)# int

overlayrouter 100
TOR1(config-if-OverlayRouter 100)# ip vrf
forwarding vrf-10 TOR1(config-if-OverlayRouter
100)# ip address 100.1.4.1/24
TOR1(config-if-OverlayRouter 100)#exit
TOR1(config)# int overlayrouter 200
TOR1(config-if-OverlayRouter 200)# ip vrf
forwarding vrf-20 TOR1(config-if-OverlayRouter
200)# ip address 200.1.4.1/24
TOR1(config-if-OverlayRouter 200)#exit
TOR1(config)# vxlan 10
TOR1(config-vxlan)# extend-vlan 10
TOR1(config-vxlan)# router-interface
OverlayRouter 10 TOR1(config-vxlan)#

arp suppress enable

TOR1(config-vxlan)#

exit TOR1(config)#

vxlan 20

TOR1(config-vxlan)# extend-vlan 20
TOR1(config-vxlan)# router-interface
OverlayRouter 20 TOR1(config-vxlan)#

arp suppress enable

TOR1(config-vxl

an)# exit

TOR1(config)#

vxlan 100

TOR1(config-vxlan)

# symmetric

TOR1(config-vxlan)# router-interface
OverlayRouter 100 TOR1(config)# vxlan

30
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TOR1(config-vxlan)# extend-vlan 30
TOR1(config-vxlan)# router-interface

OverlayRouter 30 TOR1(config-vxlan)#

arp suppress enable

TOR1(config-vxl

an)# exit

TOR1(config)#

vxlan 200

TOR1(config-vxlan)

# symmetric

TOR1(config-vxlan)# router-interface

OverlayRouter 200 TOR1(config-vxlan)#

exit

TOR1(config)# router bgp 64512

TOR1(config-router)# neighbor 2.2.2.2 remote-as 64512
TOR1(config-router)# neighbor 2.2.2.2 update-source loopback 1
TOR1(config-router)# neighbor 3.3.3.3 remote-as 64512
TOR1(config-router)# neighbor 3.3.3.3 update-source loopback 1
( )

TOR1(config-router)# neighbor 4.4.4.4 remote-as 64512
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TOR2

TOR1(config-router)# neighbor 4.4.4.4 update-source loopback 1
TOR1(config-router)# address-family I2vpn evpn
TOR1(config-router-af)#neighbor2.2.2.2 activate
TOR1(config-router-af)#neighbor 3.3.3.3 activate
TOR1(config-router-af)#neighbor4.4.4 .4 activate
TOR1(config-router-af)#advertiseipv4 unicast
TOR1(config-router-af)# exit

TOR1(config-router)# address-family ipv4 vrf vrf-10
TOR1(config-router-af)# redistribute connected
TOR1(config-router-af)# exit

TOR1(config-router)# address-family ipv4 vrf vrf-20
TOR1(config-router-af)# redistribute connected
TOR1(config-router-af)# exit

TOR1(config-router)# exit

TOR1(config)# evpn

TOR1(config-evpn)# vni 10

TOR1
TOR1
TOR1(config-evpn-vni)# exit
TOR1(config-evpn)# vni 20
TOR1

(config-evpn-vni)# rd auto
(

config-evpn-vni)# route-target both auto

(config-evpn-vni)# rd auto

TOR1(config-evpn-vni)# route-target both auto
TOR1
TOR1

TOR1(config-evpn-vni)# rd auto
(

config-evpn-vni)# exit

—_ o~

config-evpn)# vni 30

TOR1(config-evpn-vni)# route-target both auto
TOR1
TOR1

config-evpn-vni)# exit

—_— o~

config-evpn)# vni 100
TOR1(config-evpn-vni)# rd auto
TOR1(config-evpn-vni)# route-target both auto
TOR2(config-evpn-vni)# route-target import 1000:1000
TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 200
TOR1(config-evpn-vni)# rd auto
TOR1(config-evpn-vni)# route-target both auto
TOR1(config-evpn-vni)# route-target import 2000:2000
TOR1(config-evpn-vni)# exit

TOR2# configure terminal
Enterconfigurationcommands,oneperline. EndwithCNTL/Z.
TOR2(config)# interface Loopback 1
TORZ2(config-if-Loopback 1)#ipaddress2.2.2.2/32
TOR2(config-if- Loopback 1)# exit

TOR2(config)# vtep
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TORZ2(config-vtep)#

source loopback 1

TOR2(config-vtep)# arp

suppress enable

TOR2(config-vtep)# exit

TOR2(config)# fabric anycast-gateway-mac
0011.2233.2016 TOR2(config)#ip vrf vrf-10
TOR2(config-vrf)# rd 10:10
TOR2(config-vrf)# route-target

export 1000:1000

TOR2(config-vrf)# exit

TORZ2(config)

# ip vrf vrf-20

TOR2(config-

vrf)# rd 20:20

TOR2(config-vrf)# route-target

export 2000:2000

TOR2(config-vrf)# exit

TOR2(config)# int overlayrouter 10
TOR2(config-if-OverlayRouter 10)# ip vrf
forwarding vrf-10
TOR2(config-if-OverlayRouter 10)# ip
address 10.1.1.1/24
TOR2(config-if-OverlayRouter 10)#
anycast-gateway
TORZ2(config-if-OverlayRo

uter 10)# exit

TOR2(config)# int

overlayrouter 20
TORZ2(config-if-OverlayRouter 20)# ip vrf
forwarding vrf-10
TOR2(config-if-OverlayRouter 20)# ip
address 20.1.1.1/24
TOR2(config-if-OverlayRouter 20)#
anycast-gateway
TORZ2(config-if-OverlayRo

uter 20)# exit

TOR2(config)# int

overlayrouter 100
TOR2(config-if-OverlayRouter 100)# ip vrf
forwarding vrf-10 TOR2(config-if-OverlayRouter
100)# ip address 100.1.3.1/24
TOR2(config-if-OverlayRouter 100)#exit
TOR2(config)# int overlayrouter 30
TOR2(config-if-OverlayRouter 30)# ip vrf
forwarding vrf-20
TORZ2(config-if-OverlayRouter 30)# ip

address 30.1.1.1/24
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TORZ2(config-if-OverlayRouter 30)#
anycast-gateway
TORZ2(config-if-OverlayRouter 30)# exit
TOR2(config)# vxlan 30
TOR2(config-vxlan)# router-interface
OverlayRouter 30 TOR2(config)# int
overlayrouter 200
TORZ2(config-if-OverlayRouter 200)# ip vrf
forwarding vrf-20 TOR2(config-if-OverlayRouter
200)# ip address 200.1.3.1/24
TOR2(config-if-OverlayRouter 200)#exit
TOR2(config)# vxlan 10
TORZ2(config-vxlan)# extend-vlan 10
TOR2(config-vxlan)# router-interface
OverlayRouter 10 TOR2(config-vxlan)#

arp suppress enable

TOR2(config-vxlan)#

exit TOR2(config)#

vxlan 20

TORZ2(config-vxlan)# extend-vlan 20
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TORZ2(config-vxlan)# router-interface

OverlayRouter 20 TOR2(config-vxlan)#

arp suppress enable

TOR2(config-vxl

an)# exit

TOR2(config)#

vxlan 100

TOR2(config-vxlan)

# symmetric

TORZ2(config-vxlan)# router-interface

OverlayRouter 100 TOR2(config-vxlan)#

exit

TOR2(config)# vxlan 30

TOR2(config-vxlan)# extend-vlan 30
TOR2(config-vxlan)# router-interface

OverlayRouter 30 TOR2(config-vxlan)#

arp suppress enable

TOR2(config-vxI

an)# exit

TOR2(config)#

vxlan 200

TOR2(config-vxlan)

# symmetric

TOR2(config-vxlan)# router-interface

OverlayRouter 200 TOR2(config-vxlan)#

exit

TORZ2(config)# router bgp 64512

TORZ2(config-router)# neighbor 1.1.1.1 remote-as 64512
TOR2(config-router)# neighbor 1.1.1.1 update-source loopback 1
TORZ2(config-router)# neighbor 3.3.3.3 remote-as 64512
TOR2(config-router)# neighbor 3.3.3.3 update-source loopback 1
TOR2(config-router)# neighbor 4.4.4.4 remote-as 64512
TORZ2(config-router)# neighbor 4.4.4.4

update-source loopback 1 TOR2(config-router)#
address-family I2vpn evpn

TORZ2(config-router-af)# neighbor

1.1.1.1activate

TOR2(config-router-af)# neighbor

3.3.3.3 activate

TOR2(config-router-af)# neighbor

4.4.4 4 activate

TOR2(config-router-af)#advertise

ipv4unicast

TOR2(config-router-af)# exit

TOR2(config-router)# address-family

ipv4 vrfvrf-10

TOR2(config-router-af)#

redistribute connected
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TORZ2(config-router-af)# exit
TOR2(config-router)# address-family
ipv4 vrfvrf-20
TOR2(config-router-af)#
redistribute connected
TOR2(config-router-af)# exit
TOR2(config-rout

er)# exit

TOR2(config)#

evpn

TOR2(config-evp

n)# vni 10
TOR2(config-evpn-

vni)# rd auto
TORZ2(config-evpn-vni)#
route-target both auto
TOR2(config-evpn-vni)# exit
TOR2(config-evp

n)# vni 20
TOR2(config-evpn-

vni)# rd auto

TOR2(config-evpn-vni)# route-target both auto
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Border1

TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 30

TORZ2(config-evpn-vni)# rd auto
TOR2(config-evpn-vni)# route-target both auto
TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 100
TORZ2(config-evpn-vni)# rd auto
TOR2(config-evpn-vni)# route-target both auto
TORZ2(config-evpn-vni)# route-target import 1000:1000
TOR2(config-evpn-vni)# exit

TOR2(config-evpn)# vni 200
TORZ2(config-evpn-vni)# rd auto
TORZ2(config-evpn-vni)# route-target both auto
TORZ2(config-evpn-vni)# route-target import 2000:2000
TOR2(config-evpn-vni)# exit

Border1# configure terminal

Enterconfigurationcommands,oneperline. EndwithCNTL/Z.

Border1(config)# interface Loopback 1

Border1(config-if- Loopback 1)#ip address 3.3.3.3/32
Border1(config-if- Loopback 1)# exit

Border1(config)# vtep

Border1(config-vtep)# source loopback 1
Border1(config-vtep)# arp suppress enable
Border1(config-vtep)# exit

Border1(config)# fabric anycast-gateway-mac 0011.2233.2016
Border1(config)# ip vrf vrf-10

Border1(config-vrf)# rd 10:10

Border1(config-vrf)# route-target export 1000:1000
Border1(config-vrf)# route-target import 3000:3000
Border1(config-vrf)# exit

Border1(config)# ip vrf vrf-20

Border1(config-vrf)# rd 20:20

Border1(config-vrf)# route-target export 2000:2000
Border1(config-vrf)# route-target import 3000:3000
Border1(config-vrf)# exit

Border1(config)# ip vrf vrf-30

Border1(config-vrf)# rd 30:30

Border1(config-vrf)# route-target export 3000:3000
Border1(config-vrf)# route-target import 1000:1000
Border1(config-vrf)# route-target import 2000:2000
Border1(config-vrf)# exit

Border1(config)# int overlayrouter 90
Border1(config-if-OverlayRouter 90)# ip vrf forwarding vrf-30
Border1(config-if-OverlayRouter 90)#ip address 90.1.1.1/24
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Border1(config-if-OverlayRouter 90)# anycast-gateway
Border1(config-if-OverlayRouter

90)# exit Border1(config)# int

overlayrouter 100

Border1(config-if-OverlayRouter 100)# ip vrf
forwarding vrf-10
Border1(config-if-OverlayRouter 100)#ip address
100.1.1.1/24 Border1(config-if-OverlayRouter
100)#exit

Border1(config)# int overlayrouter 200
Border1(config-if-OverlayRouter 200)}# ip vrf
forwarding vrf-20
Border1(config-if-OverlayRouter 200)# ip address
200.1.1.1/24 Border1(config-if-OverlayRouter
200)#exit

Border1(config)# vxlan 90

Border1(config-vxlan)# extend-vian 90
Border1(config-vxlan)# router-interface

OverlayRouter 90 Border1(config-vxlan)#

arp suppress enable

Border1(config-vxlan)# exit

Border1(config)#

vxlan 100

Border1(config-vxlan)

# symmetric

Border1(config-vxlan)# router-interface

OverlayRouter 100 Border1(config-vxlan)#

exit

Border1(config)#

vxlan 200

Border1(config-vxlan)

# symmetric

Border1(config-vxlan)# router-interface

OverlayRouter 200 Border1(config-vxlan)#

exit
Border1
Border1
Border1
Border1
Border1
Border1

config)# router bgp 64512

config-router)# neighbor 1.1.1.1 remote-as 64512
config-router)# neighbor 1.1.1.1 update-source loopback 1
config-router)# neighbor 2.2.2.2 remote-as 64512

config-router)# neighbor 2.2.2.2 update-source loopback 1

—_— o~ o~ o~ o~ o~

config-router)# neighbor 4.4.4.4 remote-as 64512
Border1(config-router)# neighbor 4.4.4.4

update-source loopback 1 Border1(config-router)#
address-family 12vpn evpn

Border1(config-router-af)# neighbor

1.1.1.1 activate

Border1(config-router-af)# neighbor

2.2.2.2activate
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Border1(config-router-af)# neighbor
4.4.4.4 activate
Border1(config-router-af)# advertise
ipv4 unicast
Border1(config-router-af)# exit
Border1(config-router)# address-family
ipv4 vrfvrf-10
Border1(config-router-af)# exit
Border1(config-router)# address-family
ipv4 vrf vrf-20
Border1(config-router-af)# exit
Border1(config-router)# address-family
ipv4 vrf vrf-30
Border1(config-router-af)# redistribute
static Border1(config-router-af)# exit

Border1(config-router)# exit
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Border2

Border1(config)# evpn

Border1(config-evpn)# vni 100
Border1(config-evpn-vni)# rd auto
Border1(config-evpn-vni)# route-target both auto
Border1(config-evpn-vni)# route-target import 3000:3000
Border1(config-evpn-vni)# exit

Border1(config-evpn)# vni 200
Border1(config-evpn-vni)# rd auto
Border1(config-evpn-vni)# route-target both auto
Border1(config-evpn-vni)# route-target import 3000:3000
Border1(config-evpn-vni)# exit

Border2# configure terminal

Enterconfigurationcommands,oneperline. EndwithCNTL/Z.

Border2(config)# interface Loopback 1

Border2(config-if- Loopback 1)#ip address 4.4.4.4/32
Border2(config-if- Loopback 1)# exit

Border2(config)# vtep

Border2(config-vtep)# source loopback 1
Border2(config-vtep)# arp suppress enable
Border2(config-vtep)# exit

Border2(config)# fabric anycast-gateway-mac 0011.2233.2016
Border2(config)# ip vrf vrf-10

Border2(config-vrf)# rd 10:10

Border2(config-vrf)# route-target export 1000:1000
Border2(config-vrf)# route-target import 3000:3000
Border2(config-vrf)# exit

Border2(config)# ip vrf vrf-20

Border2(config-vrf)# rd 20:20

Border2(config-vrf)# route-target export 2000:2000
Border2(config-vrf)# route-target import 3000:3000
Border2(config-vrf)# exit

Border2(config)# ip vrf vrf-30

Border2(config-vrf)# rd 30:30

Border2(config-vrf)# route-target export 3000:3000
Border2(config-vrf)# route-target import 1000:1000
Border2(config-vrf)# route-target import 2000:2000
Border2(config-vrf)# exit

Border2(config)# int overlayrouter 90
Border2(config-if-OverlayRouter 90)# ip vrf forwarding vrf-30
Border2(config-if-OverlayRouter 90)# ip address 90.1.2.1/24
Border2(config-if-OverlayRouter 90)# anycast-gateway
Border2(config-if-OverlayRouter 90)# exit

Border2(config)# int overlayrouter 100

Border2(config-if-OverlayRouter 100)# ip vrf forwarding vrf-10
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Border2(config-if-OverlayRouter 100)#ip address
100.1.2.1/24 Border2(config-if-OverlayRouter

100)#exit

Border2(config)# int overlayrouter 200
Border2(config-if-OverlayRouter 200)# ip vrf

forwarding vrf-20
Border2(config-if-OverlayRouter 200)# ip address
200.1.2.1/24 Border2(config-if-OverlayRouter

200)#exit

Border2(config)# vxlan 90

Border2(config-vxlan)# extend-vlan 90
Border2(config-vxlan)# router-interface

OverlayRouter 90 Border2(config-vxlan)#

arp suppress enable

Border2(config-vxlan)# exit

Border2(config)#

vxlan 100

Border2(config-vxlan)

# symmetric

Border2(config-vxlan)# router-interface

OverlayRouter 100 Border2(config-vxlan)#

exit

Border2(config)#

vxlan 200

Border2(config-vxlan)

# symmetric

Border2(config-vxlan)# router-interface

OverlayRouter 200 Border2(config-vxlan)#

exit

Border2(config)# router bgp 64512
Border2(config-router)# neighbor 1.1.1.1 remote-as 64512
Border2(config-router)# neighbor 1.1.1.1 update-source loopback 1
Border2(config-router)# neighbor 2.2.2.2 remote-as 64512
Border2(config-router)# neighbor 2.2.2.2 update-source loopback 1
Border2(config-router)# neighbor 3.3.3.3 remote-as 64512
Border2(config-router)# neighbor 3.3.3.3

update-source loopback 1 Border2(config-router)#
address-family I2vpn evpn

Border2(config-router-af)# neighbor

1.1.1.1 activate

Border2(config-router-af)# neighbor

2.2.2.2 activate

Border2(config-router-af)# neighbor

3.3.3.3 activate

Border2(config-router-af)# advertise

ipv4 unicast

Border2(config-router-af)# exit

BorderZ(config-router)# address-family

96


http://www.fs.com/

ipv4 vrfvrf-10
Border2(config-router-af)# exit
Border2(config-router)# address-family
ipv4 vrf vrf-20
Border2(config-router-af)# exit
Border2(config-router)# address-family
ipv4 vrf vrf-30
Border2(config-router-af)# redistribute
static Border2(config-router-af)# exit
Border2(config-rout

er)# exit

Border2(config)#

evpn

Border2(config-evp

n)# vni 100

Border2(config-evpn

-vni)# rd auto

Border2(config-evpn-vni)# route-target both auto
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Verification

Border2(config-evpn-vni)# route-target import 3000:3000
Border2(config-evpn-vni)# exit

Border2(config-evpn)# vni 200
Border2(config-evpn-vni)# rd auto
Border2(config-evpn-vni)# route-target both auto
Border2(config-evpn-vni)# route-target import 3000:3000

Border2(config-evpn-vni)# exit

® Verify that HOST-1, HOST-2, and HOST-4 can ping each other.

Verify that HOST-3 and HOST-6 can ping each other.

°
®  Verify that HOST-1, HOST-2, and HOST-4 cannot ping HOST-3 and HOST-6.
°

Verify thatthe virtual machines can be migrated between the HOSTs on the same VXLAN and canaccess the

network normally after migration without modifying the configuration.

Border1# sh vxlan
VXLAN Total Count: 3
VXLAN Capacity : 8000

VXLAN 90
Symmetric property : FALSE
RouterInterface  :overlayrouter 90 (anycast)
Extend VLAN 90
VTEP Adjacency Count: 1
VTEP Adjacency List :

Interface SourcelP Destination IP Type

OverlayTunnel 6146 SESSES 2222 dynamic
VXLAN 100

Symmetric property : TRUE

RouterInterface  :overlayrouter 100 (non-anycast)

Extend VLAN -

VTEP Adjacency Count: 1

Interface SourcelP Destination IP Type
OverlayTunnel 6146 8383 2222 dynamic
VXLAN 200
Symmetric property : TRUE
RouterInterface  : overlayrouter 200 (non-anycast)
Extend VLAN -

VTEP Adjacency Count: 1
VTEP Adjacency List :

Interface SourcelP Destination IP Type
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OverlayTunnel 6146  3.3.3.3 2222 dynamic

4.3 Configuring an EVPN Distributed Network to Be Compatible with Non-EVPN

VTEP Devices Configuration Effect

®  Enable the control plane learning function to implement VXLAN tunnel learning, MAC address learning, and
route learning via control plane protocols, thereby finally implementing VXLAN bridging, VXLAN routing, and
data communication between
VXLANs and between a VXLAN and an external network.

®  Support functions such as anycast gateways, symmetric VXLAN instances, ARP suppression, and IPvé ND
suppression in EVPN control plane mode.

® Non-EVPNVTEP devices establish tunnels with EVPN-supported VTEP devices to implement the VXLAN bridging
and forwarding function.

Notes

® VXLANinstances require the support from existing unicast routes on the network. Therefore, an IPv4 unicast
routing protocol such as OSPF must be configured on the network devices.

®  VXLAN needs the MP-BGP-EVPN protocol to implement VXLAN tunnel learning, MAC address learning, and

route learning. Therefore, BGP must be configured on EVPN-supported network devices.

Configuration Steps

N

ConfiguringaLoopbackInterface Associated with the Local End

Mandatory for devices supporting the EVPN address family.

Configurethe IP addressofaloopbackinterface asthe IPaddress ofthelocal VTEP.One device can be associated
withonly one loopback interface and the IP address of the loopback interface serves as the VXLANVTEP IP
address.

Ifthe L3 egressisanoverlayrouterinterface during staticroute configuration, the next-hop IP address cannotbe
settothe VTEP IP address.

Configuring a Virtual MAC Address for Anycast Gateways

Optional.

When anycast gateways are required, a unified virtual MAC address must be configured and used as the MAC
address of the anycastgateways. The anycastfunction canbe enabled onthe VXLAN overlay routerinterfaces of
thelocal device only afterthe

virtual MAC address is configured.

Configuring ARP Suppression

Optional.

After ARP suppression is enabled, the VTEP device responds to ARP requests from hosts as a proxy, to reduce
flooded ARP data on the network.
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® ARP suppression is generally enabled on distributed gateways in distributed deployment scenarios.

N Configuring ARP Proxy

Optional.

After ARP suppression is enabled on a VTEP device, you can enable the ARP proxy function on an overlay router interface.

®  After ARP proxy is enabled, the VTEP device responds to ARP requests from hosts as a proxy and the MAC address
used for proxy response is the gateway MAC address configured on the VTEP device. In this way, the MAC address in
the ARP requestresponses

are the MAC address of the VTEP device, and the traffic between hosts in the same VNI is forwarded at L3.

® ARP proxy can be enabled only on VXLAN gateways and is generally enabled on distributed gateways in
distributed deployment scenarios.

N Configuring IPv6 ND Suppression

® Optional.

®  After IPv6 ND suppression is enabled, the VTEP device responds to NS multicast packets from hosts as a proxy, to
reduce flooded NS multicast packets on the network.

® |Pv6 ND suppression is generally enabled on distributed gateways in distributed deployment scenarios.
N Configuring the EVPN Protocol Packet Control Function

® Insymmetric EVPN deployment scenarios, the EVPN protocol packet control function can be configured on
TOR switches to reduce the traffic of EVPN packets.

Currently, the EVPN protocol packet control function includes the following:

®  Extracting MAC entries from EVPN MAC-IP type-2 routes (ARP entries) on a L2-VPN VXLAN instance

®  Extracting MAC entries from EVPN MAC-IPv6 type-2 routes (IPv6 ND entries) on a L2-VNI VXLAN instance

®  Banning synchronization of the local MAC address to the remote VTEP through EVPN messages on an L2-VNIVXLAN instance
[

Banning delivery of the MAC addresses remotely synchronized through EVPN messages to the local MAC
addresstableonan L2-VNI VXLANinstance

®  Stopping an L2-VNIVXLAN instance from generating EVPN type-2 routes
N Creating a VXLAN Instance

® Mandatory.

N Associating the VXLAN Instance with an Overlay Router Interface

® Mandatory for VXLAN gateways.

® Thedevicesupports the VXLAN routing function and can serve as a VXLAN IP gateway only afterthe VXLAN is
associated with an overlay routerinterface.

N Associating the VXLAN Instance with a VLAN

® Mandatory for VXLAN devices directly connected to hosts.

® PacketsofaVLAN are encapsulated into VXLAN packets for forwarding only after the VLAN is associated with a VXLAN instance.
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After a VLAN is associated with a VXLAN, all packets of the VLAN will be encapsulated into VXLAN packets. Therefore, an SVI on

the device cannot be used as the IP gateway of the VLAN.

Configuring Overlay Tunnels

Mandatory for a VTEP not supporting EVPN and devices that directly communicate with the VTEP.

The type of tunnels mutually established by two VTEP devices must be the same. The tunnels are those delivered by the SDN

controller, statically configured on the CLI, or auto-discovered by EVPN.

Configuring the Source and Destination IP Addresses for Overlay Tunnels
Mandatory for a VTEP not supporting EVPN and devices that directly communicate with the VTEP.
Associating the VXLAN Instance with the Overlay Tunnels

Mandatory for a VTEP not supporting EVPN and devices that directly communicate with the VTEP.

This command is used to statically specify VXLAN tunnels.
Configuring Storm Control for the VXLAN Instance

Optional.

This function is required only when the storm rate needs to be limited for a VXLAN instance.
Configuring the VXLAN UDP Destination Port

Optional. The VXLAN UDP destination port used by early devices may not be port 4789. You can run this command to achieve
compatibility. In addition, you can also run this command to specify the VXLAN UDP destination port.

The VXLAN UDP destination port 4789 designated by IANA is used by default.
Configuring Symmetric Instances

Optional.

Symmetric instances need to be configured only in symmetric scenarios. Only one symmetric instance can be configured in

eachVRF instance. Aftera symmetricinstanceis configured in a VRF instance, L3 forwarding in other asymmetricinstancesis

switched to the symmetric instance.

Configuring VXLAN Static Routes

Optional.

Configure VXLAN static routes for VXLAN instances if required.

Configuring the Synchronization of MAC Entries Whose Egresses Are Static Tunnels

Optional.

Configure this function when MAC entries with the egress of static tunnels need to be synchronized externally.
Configuring the Synchronization of ARP Entries Whose Egresses Are Static Tunnels

Optional.

Configure this function when ARP entries with the egress of static tunnels need to be synchronized externally.

Verification
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The device can establish VXLAN tunnels and obtain VXLAN MAC entries and VXLAN routing entries via EVPN control
planelearning. The tunnels and entries can be those delivered by the SDN controller or statically configured on the

CLI. They implement the inter-VTEP communication. Run the following commands for verification.

® Runthe show vxlan vni-numbercommand to check whether the local and remote VXLAN devices learn the peer
VTEP neighbor relationships.

Run the show vxlan mac to check whether the VXLAN MAC addresses are learned.
Run the show arp command to check whether the ARP entry of the VXLAN IP gateway is learned.

Run the show ipv6 neighbors command to check whether all local/remote IPv6 ND entries are learned.

Run the show vxlan udp-port command to display the VXLAN UDP destination port.

Related Commands

N ConfiguringalLoopback Interface Associated with the Local End

Command source loopback /oopback-port-id

Parameter loopback-port-id: Indicates the ID of the loopback interface.
Description

Command VTEP configuration mode

Mode

Usage Guide The local VETP IP address is the IP address of the configured loopback interface.

N ConfiguringaVirtual MAC Address for Anycast Gateways

Command fabric anycast-gateway-mac mac-addr

Parameter mac-addr: Indicates the MAC address in the format of XXXX.XXXX.XXXX.
Description

Command Global configuration mode

Mode

Usage Guide All gateways on which the anycast function is enabled use this MAC address as the gateway MAC address.

The virtual MAC address for anycast gateways cannot be setto the local MAC address orthe MAC address of any device

on the overlay network.

N Configuring Remote ARP Packet Learning

Command remote arp learn enable
Parameter N/A

Description

Command VTEP configuration mode
Mode

Usage Guide Enable or disable the remote ARP packet learning function globally. After this function is enabled, the VXLAN gateways

will learn ARP entries from the VXLAN-encapsulated ARP packets received from VXLAN tunnels.

N Configuring RemoteIPv6 ND Protocol Packet Learning

Command remote nd learn enable

Parameter N/A
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Description
Command
Mode

Usage Guide

VTEP configuration mode

Enable or disable the remote IPv6 ND packet learning function globally. After this function is enabled, the device can

learn IPv6 ND entries from the VXLAN-encapsulated IPv6 NS packets received from VXLAN tunnels.

N Configuring Global ARP Suppression

Command
Parameter
Description
Command
Mode

Usage Guide

arp suppress enable

N/A

VTEP configuration mode

Enable or disable the global ARP suppression function. After ARP suppression is enabled, the switch responds to ARP

requestsfromhosts as aproxy. The VNI-based ARP suppression may be also supported, depending onthe producttype.

Youcan configure global ARP suppression or VNI-based ARP suppression based onthe actual application scenario.

N ConfiguringVNI-based ARP Suppression

Command
Parameter
Description
Command
Mode

Usage Guide

arp suppress enable
N/A

VXLAN configuration mode

Enable or disable VNI-based ARP suppression. After ARP suppression is enabled, the switch responds to ARP requests

from hosts as a proxy. The global ARP suppression may be also supported, depending on the product type. You can

configure global ARP suppression or VNI-based ARP suppression based on the actual application scenario.

N Configuring ARPProxy

Command
Parameter
Description
Command
Mode

Usage Guide

route-in-vni

N/A

Overlay router interface configuration mode

After the intra-VNI routing function (ARP proxy) is enabled on an overlay router interface, the VTEP device usesits
gateway MAC addresstorespond toall ARP requests from hostsinthe VNI, towhich the overlay routerinterface belongs,
when serving as an ARP proxy. In this way, the communication traffic between hosts in the same VNI is forwarded
through VXLAN routes.

N Configuring Global IPv6 ND Suppression

Command
Parameter
Description
Command
Mode

nd suppress enable

N/A

VTEP configuration mode
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Usage Guide

Enable ordisable the global IPv6 ND suppression function. After IPv6 ND suppressionis enabled, the device responds to
IPv6 NS multicast packets from hosts as a proxy. The VNI-based IPv6 ND suppression may be also supported, depending
on the product type. You can configure global IPv6 ND suppression or VNI-based IPv6 ND suppression based on the

actual application scenario.

N Configuring VNI-based IPv6 ND Suppression

Command
Parameter
Description
Command
Mode

Usage Guide

nd suppress enable

N/A

VXLAN configuration mode

Enable or disable the VNI-based IPv6 ND suppression function. After IPv6 ND suppression is enabled, the device responds
tolPv6 NS multicastpacketsfromhostsasaproxy. Theglobal IPv6 ND suppression may be alsosupported, dependingon
the producttype. Youcan configure global IPv6 ND suppression or VNI-based IPv6 ND suppression based on the actual

application scenario.

N Extracting MACEntries from EVPN MAC-IP Type-2 Routes (ARP Entries)

Command
Parameter
Description
Command
Mode

Usage Guide

evpn arp mac-learning enable

N/A

VXLAN configuration mode

After this command is configured, the device parses one ARP entry and one MAC entry from a MAC-IP type-2 route
synchronized from the VXLAN-EVPN neighbor.

Thiscommand is disabled by defaultand the device parses one ARP entry but no MAC entry from a MAC-IP type-2 route
synchronized from the VXLAN-EVPN neighbor.

This command is configured ona VXLAN instance and affects only the EVPN entry parsing ofthe VXLAN instance. Other
VXLAN instances, for which this command is not configured, are not affected.

This command can be usedin combination withthe evpn mac advertise disable command. Afterthey are executed, the
network-wide VXLAN-EVPN neighbors synchronize only MAC-IP type-2 routes but no MAC-only type-2 routes. All devices
parse and extract MAC entries from MAC-IP type-2 routes.

In symmetric deployment scenarios, this command is configured on L3-VNI VXLAN instances (that is, symmetric

instances).

N Extracting MACEntries from EVPN MAC-IPv6 Type-2 Routes (IPv6 ND Entries)

Command
Parameter
Description
Command
Mode

Usage Guide

evpn nd mac-learning enable

N/A

VXLAN configuration mode

Afterthiscommandis configured, the device parses one IPv6 ND entry and one MAC entry froma MAC-IPv6 type-2 route
(IPv6 ND entry) synchronized from the VXLAN-EVPN neighbor.
This command is disabled by defaultand the device parses one IPv6 ND entry butno MAC entry from a MAC-IPv6 type-2
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route synchronized from the VXLAN-EVPN neighbor.
This command is configured ona VXLAN instance and affects only the EVPN entry parsing ofthe VXLAN instance. Other
VXLAN instances, for which this command is not configured, are not affected.
Thiscommand canbe usedin combination withthe evpn mac advertise disable command. Afterthey are executed, the
network-wide VXLAN-EVPN neighbors synchronize only MAC-IPv6 type-2 routes but no MAC-only type-2 routes. All
devices parse and extract MAC entries from MAC-IPv6 type-2 routes.

This command is configured on L2-VNI VXLAN instances.

N ConfiguringanL2-VNIVXLANInstance NottoSynchronize theLocal MACAddresstotheRemote VTEP Through

EVPN Messages
Command evpn mac advertise disable
Parameter N/A
Description
Command VXLAN configuration mode
Mode
Usage Guide This command is not configured on a device by default. The device generates one MAC-only type-2 route through the

VXLAN-EVPN protocol based on alocally learned MAC entry, and synchronizes the type-2 route to the EVPN neighbor
(thatis, remote VTEP). Then, the remote VTEP can learn the MAC entry from the MAC-only type-2 route.

After this command is configured, the device does not generate VXLAN-EVPN MAC-only type-2 routes based on MAC
entries, and therefore, it will not advertise MAC-only type-2 routes to the EVPN neighbor.

This command is configured on a VXLAN instance and affects only whether the VXLAN instance generates MAC-only
type-2 routes. Other VXLAN instances, for which this command is not configured, can still generate MAC-only type-2
routes.

This command can be used in combination with the evpn arp mac-learning enable and evpn nd mac-learning enable
commands. After they are executed, the network-wide VXLAN-EVPN neighbors synchronize only MAC-IP type-2 routes
butno MAC-only type-2 routes. All devices parse and extract MAC entries from MAC-IP or MAC-IPv6 type-2 routes.
Note: This command can be configured only on L2-VNI VXLAN instances (thatis, VXLAN instances with the symmetric

command not configured). It is unavailable on L3-VNI VXLAN instances.

N ConfiguringanL2-VNIVXLANInstanceNottoDeliverMACAddressesRemotely Synchronized ThroughEVPN
Messages tothe Local MACAddress Table

Command
Parameter
Description
Command
Mode

Usage Guide

evpn mac inactive

N/A

VXLAN configuration mode

After this command is configured, the device does not learn MAC entries from VXLAN-EVPN type-2 routes (MAC-IP or
MAC-only type-2 routes) synchronized from neighbors.

This commandis not configured on adevice by default. The device learns MAC entries from VXLAN-EVPN type-2 routes
synchronized from neighbors.

Thiscommandis configured onaVXLAN instance and affects only whetherthe VXLAN instance learns MAC entries from
VXLAN-EVPN type-2 routes. Other VXLAN instances, for which this command is not configured, can still learn MAC entries.
Note: This command can be configured only on L2-VNIVXLAN instances (thatis, VXLAN instances with the symmetric

command not configured). It is unavailable on L3-VNI VXLAN instances.
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N Configuringan L2-VNIVXLANInstance Not to Generate EVPN Type-2 Routes

Command
Parameter
Description
Command
Mode

Usage Guide

evpn rt-2 advertise disable

N/A

VXLAN configuration mode

This command is not configured on a device by default. The device generates one MAC-only type-2 route through the
VXLAN-EVPN protocol based on a locally learned MAC entry, and synchronizes the type-2 route to the EVPN neighbor
(thatis, remote VTEP). Then, the remote VTEP learns the MAC entry from the MAC-only type-2 route. In addition, the
devicegenerates one MAC-IPtype-2 route through the VXLAN-EVPN protocol based on alocallylearned ARP entry and
synchronizesthetype-2 routetothe EVPNneighbor. Then, theremote VTEP learns the ARP entry and hostroute fromthe
MAC-IP type-2 route. The device generates one MAC-IPv6 type-2 route through the VXLAN-EVPN protocol based on a
locallylearned IPv6 ND entry, and synchronizesthetype-2 routetothe EVPN neighbor. Then,theremote VTEP learns the
IPv6 ND entry and host route from the MAC-IPV6 type-2 route. After this command is configured, the MAC entries, ARP
entries, and IPv6 ND entries of the device are not used to generate VXLAN-EVPN type-2 routes and therefore, no type-2
route is advertised to the EVPN neighbor.

Thiscommandis configured onaVXLANinstance and affectsonly whetherthe VXLAN instance generatestype-2routes.
Other VXLAN instances, for which this command is not configured, can still generate type-2 routes.

Note: This command can be configured only on L2-VNI VXLAN instances (thatis, VXLAN instances with the symmetric

command not configured). It is unavailable on L3-VNI VXLAN instances.

N CreatinganOverlay Router Interface

Command
Parameter
Description
Command
Mode

Usage Guide

interface OverlayRouter port-id

port-id: Indicates the ID of an overlay router interface.

Global configuration mode

This interface serves as the VXLAN IP gateway in the VXLAN routing environment. Itis similar to an SVl interface in a
VLAN.

N Configuringan IP Address forthe Overlay Router Interface

Command
Parameter
Description
Command
Mode

Usage Guide

ip address ip-address mask
ip-address: Indicates the IP address of the overlay router interface.

mask: Indicates the subnet mask.

Interface configuration mode

This IP address serves as the VXLAN IP gateway address in the VXLAN routing environment. It is similar to the IP address of
an SVIin a VLAN.

N Configuringan IPv6 Addressfor the Overlay Router Interface

Command
Parameter

Description

ipv6 address ip-address mask
ip-address: Indicates the IPv6 address of the overlay router interface.

mask: Indicates the subnet mask.
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Command Overlay router interface configuration mode
Mode

Usage Guide This IPv6 address serves as the VXLAN IPv6 gateway address in the VXLAN routing environment. It is similar to the IP
address of an SVl in a VLAN.

N Associating the Overlay Router Interface with a VRF Instance

Command vrf forwarding table name

Parameter table name: Indicates the VRF instance, with which the overlay router interface is associated.
Description

Command Interface configuration mode

Mode

Usage Guide This command is used to associate with a VRF instance in the VXLAN routing environment and is used for VXLAN L3

routing isolation.

N CreatingaVXLANInstanceor Entering the VXLAN Configuration Mode

Command vxlan vni-number

Parameter vni-number: Indicates the VNI. The value ranges from 1 to 16,777,215.
Description

Command Global configuration mode

Mode

Usage Guide N/A

N ConfiguringaSymmetric Instance

Command symmetric

Parameter N/A

Description

Command VXLAN configuration mode

Mode

Usage Guide No symmetric instance is configured by default. A symmetric instance is used to manage L3 forwarding entries of all

asymmetric instances in the VRF instance associated with the symmetric instance.

N Associating the VXLAN Instance with the Overlay Router Interface

Command router-interface interface-name

Parameter interface-name: Indicates the name of the overlay router interface.

Description

Command VXLAN configuration mode

Mode

Usage Guide The overlay routerinterfaces between VXLANs cannot conflictwith each other and differentVXLANs cannot associate

with the same overlay router interface.

N Creatingan Overlay Tunnelinterface

Command interface OverlayTunnel port-id

Parameter port-id: Indicates the ID of an overlay tunnel interface.
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Description
Command
Mode

Usage Guide

Global configuration mode

This interface is used to statically create an overlay tunnel. You can run the tunnel-interface command to associate it
with a VXLAN.

N Configuringa Tunnel Source IP Address forthe Overlay Tunnel Interface

Command
Parameter
Description
Command
Mode

Usage Guide

tunnel source ip-address

ip-address: Indicates the tunnel source IP address.

Overlay tunnel interface configuration mode

This command is used to specify the source IP address of an overlay tunnel. When packets are encapsulated and

forwarded, the outer source IP address of the packets is the source IP address of an overlay tunnel.

N ConfiguringaTunnel Destination IP Address for the Overlay Tunnel Interface

Command
Parameter
Description
Command
Mode

Usage Guide

tunnel destination jp-address

ip-address: Indicates the tunnel destination IP address.

Overlay tunnel interface configuration mode

This command is used to specify the destination IP address of an overlay tunnel. When packets are encapsulated and
forwarded, the outer destination IP address of the packets is the destination IP address of an overlay tunnel. The tunnel
destination IP address is unique globally. Different overlay tunnels cannot share the same destination IP address.

Otherwise, a configuration conflict will occur.

N Associating the VXLAN Instance with the Overlay Tunnel Interface

Command
Parameter
Description
Command
Mode

Usage Guide

tunnel-interface interface-name

interface-name: Indicates the name of an overlay tunnel interface.

VXLAN configuration mode

This command is used to statically specify a VXLAN VTEP.

N Configuringthe VXLAN UDP Destination Port

Command
Parameter
Description
Command
Mode

Usage Guide

vxlan udp-port port-number

port-number: Indicates the UDP destination port ID. The value ranges from 0to 65535 and the default value is4789.

Global configuration mode

The VXLAN UDP destination port cannot be set to a commonly used UDP port.

A Configuring Storm Control forthe VXLAN Instance
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Command storm-control {broadcast | multicast | unicast} [kbps-value | pps pps-value]

Parameter kbps-value: Indicates the rate limit value, in kbit/s.
Description pps-value: Indicates the rate limit value, in packets/second.
Command VXLAN configuration mode

Mode

Usage Guide Configure this function when the storm rate needs to be limited based on the VNI.

N ConfiguringtheSynchronization of MACEntries Whose Egresses Are Static Tunnels

Command evpn mac advertise enable

Parameter N/A

Description

Command Overlay tunnel interface configuration mode
Mode

Usage Guide Configure this function when MAC entries with the egress of static tunnels need to be synchronized externally.

N Configuring the Synchronization of ARP Entries Whose Egresses Are Static Tunnels

Command evpn macip advertise enable

Parameter N/A

Description

Command Overlay tunnel interface configuration mode
Mode

Usage Guide Configure this function when ARP entries with the egress of static tunnels need to be synchronized externally.
N Configuration Example

ﬁ Only configuration related to the VXLAN is described below.

ﬁ Only IPv4 configuration is used as an example below and the IPv6 scenario configuration is largely the same as the
IPv4 scenario configuration.

Detailed configuration of a full mesh network:
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Scenario

Figure 4-8

Configuration

Steps

HOST

CORE
TOR-1

HOST-S HOST-1 HOST-2 HOST-3

VXLAN 10 VXLAN 10 VXLAN20 VXLAN10 VXLAN20

Note: Blue lines in the figure indicate the VXLAN tunnels that the manually configured VTEP-1 establishes with other
VTEPs.

Configure an IPv4 unicast routing protocol (such as OSPF) on core switches, TOR switches, and VTEP to ensure that
unicast routes are reachable.

Configure the BGP-EVPN routing protocol on the CORE and TOR switches to ensure that the four switches establish
BGP neighbor relationships and support the EVPN protocol family.

Configure EVI for BGP-EVPN on the core and TOR switches. For details, see the BGP-EVPN Configuration Guide.
Configure VXLANSs on the virtual servers and specify the gateway address for the virtual machines. (Omitted)
Associate the VTEP with the loopback interface on TOR-1 and TOR-2 for the establishment of tunnels.

Create VXLAN instances on TOR-1, TOR-2, and VTEP-1 and associate the VXLAN instances with VLANSs.

Configure the same anycast gateway MAC address on TOR-1 and TOR-2 so that the VXLAN anycast gateways on the
TOR switches use the same virtual MAC address.

Create overlay router interfaces on TOR-1 and TOR-2 and configure the VXLAN gateway IP address. Configure
different VRF instances for the overlay router interfaces and determine their respective tenants.

Note thatthe overlay router interface configuration on TOR-1and TOR-2 mustbe the same. Thatis, on alldevices,
the IP address and mask configured for the overlay router interfaces associated with the same VXLAN instance must
be the same and such overlay router interfaces belong to the same tenant (VRF instance).

In addition, all overlay router interfaces must be configured as anycast gateways.

Associate VXLAN instances with overlay routerinterfaces on TOR-1and TOR-2toimplementVXLAN routing.
Create VXLAN overlay tunnels on TOR-1, TOR-2, and VTEP-1 and configure the SIP and DIP.

(Optional) Configure ARP suppressionon TOR-1and TOR-2 toreduce ARP packets flowingintothe VXLAN.

The detailed configuration of the servers is omitted here. Configure the IP address and gateway according to the figure

above.

VXLANdoesnotneedtobe configured onthe coreswitches. The OSPF and BGP network configurations areomitted here.

TOR1# configure terminal

Enterconfigurationcommands, one perline. Endwith CNTL/Z.

TOR1(config)# route-mapdc
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TOR1(config-route-map)# match

route-type evpn-type-2
TOR1(config-route-map)# set next-hop
1.1.1.1 TOR1(config-route-map)# exit
TOR1(config)# interface Loopback 1
TOR1(config-if-Loopback 1)#ip

address 1.1.1.1/32 TOR1(config-if-

Loopback 1)# exit

TOR1(config)# vtep

TOR1(config-vtep)#

source loopback 1

TOR1(config-vtep)# arp

suppress enable

TOR1(config-vtep)# vxlan outside center

vtep-ip 3.3.3.3 TOR1(config-vtep)# exit
TOR1(config)# fabric anycast-gateway-mac 0000.1234.5678
TOR1(config)# int overlayrouter 10
TOR(1(config-if-OverlayRouter 10)# ip

address 10.1.1.1/24
TOR1(config-if-OverlayRouter 10)#
anycast-gateway
TOR1(config-if-OverlayRouter 10)#route-in-vni //Optional.ltneedstobeusedincombinationwiththearp
suppress enable command.
TOR1(config-if-OverlayRo

uter 10)# exit

TOR1(config)# int

overlayrouter 20

TOR1(config-if-OverlayRouter 20)# ip

address 10.1.2.1/24
TOR1(config-if-OverlayRouter 20)#
anycast-gateway
TOR1(config-if-OverlayRouter 20)# route-in-vni
TOR1(config-if-OverlayRo

uter 20)# exit

TOR1(config)# int

overlaytunnel 1
TOR1(config-if-OverlayTunnel 1)# tunnel source 1.1.1.1
TOR1(config-if-OverlayTunnel 1)# tunnel
destination 3.3.3.3
TOR1(config-if-OverlayTunnel 1)# evpn mac
advertise enable TOR1(config-if-OverlayTunnel
1)#evpn macip advertise enable
TOR1(config-if-OverlayTunnel 1)#exit
TOR1(config)# vxlan 10
TOR1(config-vxlan)# extend-vlan 10
TOR1(config-vxlan)# router-interface

OverlayRouter 10 TOR1(config-vxlan)#

tunnel-interface overlaytunnel 1
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TOR1(config-vxlan)# arp suppress

enable

TOR1(config-vxlan)# exit

TOR1(config)# vxlan 20

TOR1(config-vxlan)# extend-vlan 20
TOR1(config-vxlan)# router-interface
OverlayRouter 20 TOR1(config-vxlan)#

arp suppress enable

TOR1(config-vxl

an)# exit

TOR1(config)#

router bgp 100

TOR1(config-router)# neighbor 2.2.2.2 remote-as 100
TOR1(config-router)# neighbor2.2.2.2
update-source loopback 1 TOR1(config-router)#

address-family I2vpn evpn
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TOR-2

TOR1(config-router-af)# neighbor 2.2.2.2 activate
TOR1(config-router-af)# neighbor 2.2.2.2 route-map dc out
TOR1(config-router-af)# exit
TOR1(config-router)# exit

TOR1(config)# evpn

TOR1(config-evpn)# vni 10
TOR1(config-evpn-vni)# rd auto
TOR1(config-evpn-vni)# route-target both auto
TOR1(config-evpn-vni)# exit

TOR1(config-evpn)# vni 20
TOR1(config-evpn-vni)# rd auto
TOR1(config-evpn-vni)# route-target both auto
TOR1(config-evpn-vni)# exit

TOR2# configure terminal

Enterconfigurationcommands, one perline. Endwith CNTL/Z.

TORZ2(config)# interface Loopback 1
TOR2(config-if-Loopback 1)#ipaddress2.2.2.2/32
TOR2(config-if- Loopback 1 )# exit

TOR2(config)# vtep

TOR2(config-vtep)# source loopback 1
TOR2(config-vtep)# arp suppress enable
TOR2(config-vtep)# exit

TOR2(config)# fabric anycast-gateway-mac 0000.1234.5678
TOR2(config)# int overlayrouter 10
TOR2(config-if-OverlayRouter 10)# ip address 10.1.1.1/24
TORZ2(config-if-OverlayRouter 10)# anycast-gateway

TOR2(config-if-OverlayRouter 10)#route-in-vni //Optional.ltneedstobe usedincombinationwiththearpsuppress

enable command.

TORZ2(config-if-OverlayRouter 10)# exit
TOR2(config)# int overlayrouter 20
TOR2(config-if-OverlayRouter 20)# ip address 10.1.2.1/24
TORZ2(config-if-OverlayRouter 20)# anycast-gateway

TOR2(config-if-OverlayRouter 20)#route-in-vni //Optional.ltneedstobe usedincombinationwiththearpsuppress

enable command.

TOR2(config-if-OverlayRouter 20)# exit
TOR2(config)# vxlan 10

TOR2(config-vxlan)# extend-vlan 10
TOR2(config-vxlan)# router-interface OverlayRouter 10
TOR2(config-vxlan)# arp suppress enable
TOR2(config-vxlan)# exit

TORZ2(config)# vxlan 20

TOR2(config-vxlan)# extend-vlan 20
TOR2(config-vxlan)# router-interface OverlayRouter 20

TOR2(config-vxlan)# arp suppress enable
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TOR2(config-vxlan)# exit
TOR2(config)# router bgp 100
TORZ2(config-router)# neighbor 1.1.1.1 remote-as 100
TOR2(config-router)# neighbor 1.1.1.1 update-source loopback 1
TOR2(config-router)# address-family |I2vpn evpn
TOR2(config-router-af)# neighbor 1.1.1.1 activate
TOR2(config-router-af)# exit
TOR2(config-router)# exit
TOR2(config)# evpn
TOR2(config-evpn)# vni 10
TOR2(config-evpn-vni)# rd auto
TOR2(config-evpn-vni)# route-target both auto
TOR2(config-evpn-vni)# exit
TOR2(config-evpn)# vni 20
TORZ2(config-evpn-vni)# rd auto
TOR2(config-evpn-vni)# route-target both auto
TOR2(config-evpn-vni)# exit

VTEP-1 VTEP1# configure terminal
Enterconfigurationcommands, one perline. Endwith CNTL/Z.
VTEP1(config)# interface Loopback 1
VTEP1(config-if- Loopback 1)# ip address 3.3.3.3/32
VTEP1(config-if- Loopback 1)# exit
VTEP1(config)#intoverlaytunnel 1
VTEP1(config-if-OverlayTunnel 1)# tunnel source 3.3.3.3
VTEP1(config-if-OverlayTunnel 1)# tunnel destination 1.1.1.1

VTEP1(config-if-OverlayTunnel 1)# exit
VTEP1(config)# vxlan 10
VTEP1(config-vxlan)# extend-vlan 10
VTEP1(config-vxlan)# tunnel-interface overlaytunnel 1

Verification ® VerifythatHOST-1, HOST-2, HOST-3, HOST-4, and HOST-5 can ping each other.
® Verify that virtual machines can be migrated between hosts in the same VXLAN and can access the network

normally after migration, with no need to modify the configuration.

TOR1# sho vxlan
VXLAN Total Count: 2
VXLAN Capacity :8000

VXLAN 10
Symmetric property : FALSE
RouterInterface  :overlayrouter 10 (anycast)
Extend VLAN 10
VTEP Adjacency Count: 2
VTEP Adjacency List :

Interface SourcelP Destination IP Type
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OverlayTunnel 1 1.1.11
OverlayTunnel 6145  1.1.1.1

VXLAN 20
Symmetric property : FALSE
Router Interface
overlayrouter 20 (anycast) Extend
VLAN 20
VTEP
Adjacency
Count: 1
VTEP
Adjacency
List :

Interface SourcelP

3:3:3.3
2222

static

dynamic

Destination IP Type

OverlayTunnel 6145 1.1.1.1

TOR2#

sho

vxlan

VXLAN

Total

Count: 2

VXLAN Capacity :8000

VXLAN 10
Symmetric property : FALSE
RouterInterface
overlayrouter 10 (anycast) Extend
VLAN 10
VTEP
Adjacency
Count: 2
VTEP
Adjacency
List:

Interface SourcelP

2222

dynamic

Destination IP Type

OverlayTunnel 1 2222
OverlayTunnel 6145  2.2.2.2

VXLAN 20
Symmetric property : FALSE
RouterInterface

overlayrouter 20 (anycast) Extend

3.3.3.3
1.1.11

static

dynamic

VLAN 20
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VTEP
Adjacency
Count: 1
VTEP
Adjacency
List :

Interface SourcelP

Destination IP Type

OverlayTunnel 6145 2222

VTEP1#

sho

vxlan

VXLAN

Total

Count: 1

VXLAN Capacity : 8000

1.1.1.1

dynamic
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VXLAN 10
Symmetricproperty :FALSE
RouterInterface o=
ExtendVLAN 10
VTEP Adjacency Count: 2 VTEP

Adjacency List:

Interface SourcelP Destination IP Type
OverlayTunnel 1 SESSES 1.1.1.1 static
OverlayTunnel 2 8383 2222 static

4.4 ConfiguringL2 Subinterfacesto

AccessaVXLAN Configuration Effect

® Configure hosts to access a VXLAN through L2 subinterfaces.

® | 2subinterfaces can access a VXLAN in VLAN encapsulation or untagged encapsulation mode.

Notes

® Ifthemaininterfaceisatrunkinterface, the subinterfaces are notrecommendedto access a VXLANinuntagged
encapsulation mode due to chip limitations. If the untagged encapsulation mode is configured for the
subinterfaces, tagged packets are
transferred to the logic of subinterfaces using the untagged packaging mode.

®  The extend-VLAN configured for a VXLAN instance is like the VLAN or untagged encapsulation rule configured for a

subinterface. When a subinterface is available, the encapsulation rule of the subinterface has a higher priority

than the extend-VLAN

configured for a VXLAN instance.

Configuration Steps

® o | o y o o | o o

Configuringthe VXLAN Encapsulation Rule for a Subinterface

Mandatory.

Configure the VXLAN encapsulation rule for a specified subinterface.

Configuring the VLAN and Untagged Encapsulation Rules for a Subinterface

Mandatory.

L2 subinterfaces can access a VXLAN in VLAN encapsulation or untagged encapsulation mode.
Creating a VXLAN Instance

Mandatory.

Associating the VXLAN Instance with an Overlay Router Interface

Mandatory for VXLAN gateways.

The device supports the VXLAN routing function and can serve as a VXLAN IP gateway only afterthe VXLANis
associated with an overlay routerinterface.

Verification

L2 subinterfaces can access the VXLAN. Run the following commands for verification.
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Run the show vxlan vni-number command to check the local configuration of the VXLAN.
Run the show vxlan mac to check whether the VXLAN MAC addresses are learned.
Run the show arp command to check whether the ARP entry of the VXLAN IP gateway is learned.

Run the show ipv6 neighbors command to check whether all local/remote IPv6 ND entries are learned.

Run the show running command to display the subinterface configuration.

Related Commands

N Configuring the VXLAN Encapsulation Rule fora Subinterface

Command encapsulation vxlan vni-number

Parameter vni-number: Indicates the VNI. The value ranges from 1 to 16,777,215.
Description

Command L2 subinterface configuration mode

Mode

Usage Guide 1. Only one VXLAN encapsulation rule can be configured for one subinterface.

2. Youcan preconfigure VXLAN encapsulation rules when no VXLAN instance exists.

N Configuringthe VLAN and Untagged Encapsulation Rules fora Subinterface

Command encapsulation dot1q {untag | s-vid vian-id}

Parameter {untag|s-vidv/an-id}: Specifies VLAN encapsulation or untagged encapsulation foraport. The VLAN IDrangesfrom 1to

Description 4094 when VLAN encapsulation is adopted.

Command L2 subinterface configuration mode
Mode
Usage Guide If the main interface is a trunk interface, the subinterfaces are not recommended to access a VXLAN in untagged

encapsulation mode due to chip limitations. If the untagged encapsulation mode is configured for the subinterfaces,

tagged packets are transferred to the logic of subinterfaces using the untagged packaging mode.

N CreatinganOverlay Router Interface

Command interface OverlayRouter port-id

Parameter port-id: Indicates the ID of an overlay router interface.
Description

Command Global configuration mode

Mode

Usage Guide This interface serves as the VXLAN IP gateway in the VXLAN routing environment. Itis similar to an SVl interface in a
VLAN.

N ConfiguringanIP Address forthe Overlay Router Interface

Command ip address ip-address mask

Parameter ip-address: Indicates the IP address of the overlay router interface.
Description mask: Indicates the subnet mask.

Command Interface configuration mode

Mode
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Usage Guide This IP address serves as the VXLAN IP gateway address in the VXLAN routing environment. Itis similar to the IP address of
an SVIin a VLAN.

N ConfiguringanIPv6 Address forthe Overlay Router Interface

Command ipv6 address ip-address mask

Parameter ip-address: Indicates the IPv6 address of the overlay router interface.
Description mask: Indicates the subnet mask.

Command Overlay router interface configuration mode

Mode

Usage Guide This IPv6 address serves as the VXLAN IPv6 gateway address in the VXLAN routing environment. Itis similar to the IP
address of an SVI in a VLAN.

N Associatingthe Overlay RouterInterface withaVRF Instance

Command vrf forwarding table name

Parameter table name: Indicates the VRF instance, with which the overlay router interface is associated.

Description

Command Interface configuration mode

Mode

Usage Guide This command is used to associate with a VRF instance in the VXLAN routing environment and is used for VXLAN L3

routing isolation.

N CreatingaVXLANInstance or Entering the VXLAN Configuration Mode

Command vxlan vni-number

Parameter vni-number: Indicates the VNI. The value ranges from 1 to 16,777,215.
Description

Command Global configuration mode

Mode

Usage Guide N/A

N Associating the VXLAN Instance with the Overlay Router Interface

Command router-interface interface-name

Parameter interface-name: Indicates the name of the overlay router interface.
Description

Command VXLAN configuration mode

Mode

Usage Guide The overlay routerinterfaces between VXLANs cannot conflict witheach other and different VXLANs cannot associate

with the same overlay router interface.
Configuration Example

0 Only configuration related to the VXLAN is described below.

6 Only IPv4 configuration is used as an example below and the IPv6 scenario configuration is largely the same as the
IPv4 scenario configuration.

The recommended configuration is as follows:
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Scenario

-
Figure 4-9 g
TFGigabitEtherne 0/1: trunk TFGigabitEtherne 0/2: access

TOR

i s

HOST
SERVER Physical machine:
VM1: vlan 10 vxlan 10 untag vxlan 10

VM2: vlan 20 vxlan 20

Configuration | ®  Configure a virtual server, virtual machine, and physical server (omitted).

Steps ® Create an L2 subinterface on the TOR switch, configure VXLAN encapsulation and VLAN or untagged
encapsulation rule for the subinterface.
Create an overlay router interface on the TOR switch and configure the VXLAN gateway IP address.
Configure the VXLAN instance to associate with the overlay router interface on the TOR switch to implement
VXLAN routing.

TOR TOR# configure terminal
TOR(config)#vlan 10
TOR(config-vlan)#exit
TOR(config)#vlan 20
TOR(config-vlan)#exit
TOR(config)#interface TFGigabitEthernet 0/1
TOR(config-if-TFGigabitEthernet 0/1)#switchport mode trunk
TOR(config-if-TFGigabitEthernet 0/1)#exit
TOR(config)#interface TFGigabitEthernet 0/1.1
TOR(config-subif-TFGigabitEthernet 0/1.1)#encapsulation dot1q s-vid 10
TOR(config-subif-TFGigabitEthernet 0/1.1)#encapsulation vxlan 10
TOR(config-subif-TFGigabitEthernet 0/1.1)#exit
TOR(config)#interface TFGigabitEthernet 0/1.2
TOR(config-subif-TFGigabitEthernet 0/1.2)#encapsulation dot1q s-vid 20
TOR(config-subif-TFGigabitEthernet 0/1.2)#encapsulation vxlan 20
TOR(config-subif-TFGigabitEthernet 0/1.2)#exit
TOR(config)#interface TFGigabitEthernet 0/2
TOR(config-if-TFGigabitEthernet 0/2)#switchport mode access vlan 10
TOR(config-if-TFGigabitEthernet 0/2)#exit
TOR(config)#interface TFGigabitEthernet 0/2.1
TOR(config-subif-TFGigabitEthernet 0/2.1)#encapsulation dot1q untag

TOR(config-subif-TFGigabitEthernet 0/2.1)#encapsulation vxlan 10

(
(
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Verification

TOR(config-subif-TFGigabitEthernet 0/2.1)#exit
TOR(config)# interface overlayrouter 10
TOR(config-if-OverlayRouter 10)# ip address 10.1.1.1/24
TOR(config-if-OverlayRouter 10)# exit
TOR(config)# vxlan 10

TOR(config-vxlan)# router-interface OverlayRouter 10
TOR(config-vxlan)# exit

TOR(config)# interface overlayrouter 20
TOR(config-if-OverlayRouter 20)# ip address 20.1.1.1/24
TOR(config-if-OverlayRouter 20)# exit
TOR(config)# vxlan 20

TOR(config-vxlan)# extend-vlan 20
TOR(config-vxlan)# router-interface OverlayRouter 20
TOR1(config-vxlan)# exit

® Verify that the virtual machine and physical machine can ping each other.

TOR# sho vxlan
VXLAN Total Count: 2
VXLAN Capacity : 8000

VXLAN 10
Symmetric property : FALSE
RouterInterface  :overlayrouter 10 (non-anycast)
Extend VLAN i-
VTEP Adjacency Count: 0

VXLAN 20
Symmetric property : FALSE
RouterInterface  :overlayrouter 20 (non-anycast)
Extend VLAN i-
VTEP Adjacency Count: 0

TOR#sh running-config

!

vlan range 1,10,20

!

interface TFGigabitEthernet 0/1
switchport mode trunk

|

interface TFGigabitEthernet 0/1.1
encapsulation dot1qg s-vid 10
encapsulation vxlan 10

!

interface TFGigabitEthernet 0/1.2

encapsulation dot1q s-vid 20
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encapsulation vxlan 20

!

interface TFGigabitEthernet 0/2
switchporttrunknativevlan10

!

interface TFGigabitEthernet 0/2.1
encapsulation dot1qg untag encapsulation

vxlan 10

®  Banning synchronization of the local MAC address to the remote VTEP through EVPN messages on an L2-VNIVXLAN instance

®  Banningdelivery ofthe MAC addresses remotely synchronized through EVPN messages to the local MAC
addresstableonan L2-VNI VXLANinstance

®  Stopping an L2-VNIVXLAN instance from generating EVPN type-2 routes

N Configuringan L2-VNIVXLAN Instance Not to Synchronize the Local MAC Address to the Remote VTEP
Through EVPN Messages

Command
Parameter
Description
Command
Mode

Usage Guide

evpn mac advertise disable
N/A

VXLAN configuration mode

This command is not configured on a device by default. The device generates one MAC-only type-2 route through the
VXLAN-EVPN protocol based on alocally learned MAC entry, and synchronizes the type-2 route to the EVPN neighbor
(thatis, remote VTEP). Then, the remote VTEP can learn the MAC entry from the MAC-only type-2 route.

After this command is configured, the device does not generate VXLAN-EVPN MAC-only type-2 routes based on MAC
entries, and therefore, it will not advertise MAC-only type-2 routes to the EVPN neighbor.

This command is configured on a VXLAN instance and affects only whether the VXLAN instance generates MAC-only
type-2 routes. Other VXLAN instances, for which this command is not configured, can still generate MAC-only type-2
routes.

This command can be used in combination with the evpn arp mac-learning enable and evpn nd mac-learning enable
commands. After they are executed, the network-wide VXLAN-EVPN neighbors synchronize only MAC-IP type-2 routes
butno MAC-only type-2 routes. Alldevices parse and extract MAC entries from MAC-IP or MAC-IPv6 type-2 routes.
Note: This command can be configured only on L2-VNI VXLAN instances (thatis, VXLAN instances with the symmetric

command not configured). It is unavailable on L3-VNI VXLAN instances.

N ConfiguringanL2-VNIVXLANInstance NottoDeliver MACAddressesRemotely Synchronized ThroughEVPN
Messages totheLocal MACAddress Table

Command
Parameter
Description
Command
Mode

Usage Guide

evpn mac inactive

N/A

VXLAN configuration mode

After this command is configured, the device does not learn MAC entries from VXLAN-EVPN type-2 routes (MAC-IP or
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MAC-only type-2 routes) synchronized from neighbors.

This commandis not configured on adevice by default. The device learns MAC entries from VXLAN-EVPN type-2 routes
synchronized from neighbors.

Thiscommandis configured onaVXLAN instance and affects only whetherthe VXLAN instance learns MAC entries from
VXLAN-EVPN type-2 routes. Other VXLAN instances, for which this command is not configured, can still learn MAC entries.
Note: This command can be configured only on L2-VNIVXLAN instances (thatis, VXLAN instances with the symmetric

command not configured). It is unavailable on L3-VNI VXLAN instances.

N ConfiguringanL2-VNIVXLANInstance Notto Generate EVPN Type-2 Routes

Command evpn rt-2 advertise disable
Parameter N/A

Description

Command VXLAN configuration mode
Mode

Usage Guide This command is not configured on a device by default. The device generates one MAC-only type-2 route through the
VXLAN-EVPN protocol based on alocally learned MAC entry, and synchronizes the type-2 route to the EVPN neighbor
(thatis, remote VTEP). Then, the remote VTEP learns the MAC entry from the MAC-only type-2 route. In addition, the
devicegenerates one MAC-IPtype-2 route through the VXLAN-EVPN protocol based on alocallylearned ARP entry and
synchronizesthetype-2 routetothe EVPN neighbor. Then, theremote VTEP learnsthe ARP entry and hostroute fromthe
MAC-IP type-2 route. The device generates one MAC-IPv6 type-2 route through the VXLAN-EVPN protocol basedon a
locallylearned IPv6 ND entry, and synchronizes thetype-2 routetothe EVPN neighbor. Then,theremote VTEP learns the
IPv6 ND entry and host route from the MAC-IPV6 type-2 route. After this command is configured, the MAC entries, ARP
entries, and IPv6 ND entries of the device are not used to generate VXLAN-EVPN type-2 routes and therefore, no type-2
route is advertised to the EVPN neighbor.

Thiscommandis configured onaVXLANinstance and affectsonly whetherthe VXLAN instance generatestype-2routes.
Other VXLAN instances, for which this command is not configured, can still generate type-2 routes.
Note: This command can be configured only on L2-VNI VXLAN instances (thatis, VXLAN instances with the symmetric

command not configured). It is unavailable on L3-VNI VXLAN instances.

5. Monitoring

Displaying

Displays the VXLAN configuration and status ofthedevice. ~ show vxlan vni-number

Displays the MAC addresses learned by the device. show vxlan mac [vni vni-number] [address mac-address]
Displays the VXLAN ARP entries learned by the device. show arp

Displaysthe VXLAN IPv6 ND entrieslearned by the device. show ipv6 neighbors

Displays the global configurations of the device,suchasthe = show vxlan global

VTEP IP address and anycast MAC address.

Displays the ARP suppression status of the device. show vxlan arp suppress

Displays the VXLAN UDP destination port of the device. show vxlan udp-port
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