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Abstract

In this publication, you will learn how to connect and configure a new FortiGate unit in NAT route
mode to securely connect a private network to the internet.

In NAT route mode a FortiGate unit is installed as a gateway or router between two networks. In most
cases it is used between private networks and the internet, this allows the Firewall to hide the IP
addresses of the private network using Network Address Translation (NAT) and the various firewall
Policy of FortiGate firewall as a Firewall Recipe.
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Introduction to Firewall?

In the computing language, a firewall is a security software or hardware that can monitor and control
network traffic, both incoming and outgoing. It establishes a kind of barrier between reliable internal
and unknown external networks.

Therefore, a firewall, also known as a network firewall, is capable of preventing unauthorized access
to/from private networks.

A network firewall is based on security rules to accept, reject, or drop specific traffic. The firewall aims
to allow or deny the connection or request, depending on implemented rules.

How Firewall works?

Basically, firewalls are divided into two parts

e Stateful: — Stateful firewalls are capable of monitoring whole network traffic, including their
communication channels. These firewalls are also referred as dynamic packet filter as they
filter traffic packets based on the context (it involves metadata of packets including ports and
IP address belonging to that Endpoint) and state.

e Proxy:—Proxy Firewall can be Defined as, A firewall that can monitor and filter communication
at the application level and protect the resources from unwanted dangerous traffic. A proxy
firewall also is known as Application layer Firewall.

After some time in an inspection stateful firewall become more sophisticated and proxy Firewalls
become too slow.
Today nearly all Firewalls are stateful and they are divided into two General Types.

e Host-based Firewalls

e Network Firewalls

Wireless Network

e |
letworl ervers
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Steps to setup Fortigate
Prerequisites

To configure the virtual FortiGate Firewall on your system there are some prerequisites required for
installation

e VMWare Workstation

e FortiGate Firewall VM Image

e 3 ormore NIC (Network interface cards) E1000 compatible network cards

e Root privileges

Download FortiGate Virtual firewall

First, we need to download the virtual FortiGate Firewall from the official FortiGate portal. To do this,
visit here, and then register or login into the account.

i Fortinet

<« C @ © a-

FortiCloud

vijay991133@gmail.com

LOGIN

Forgot account ID/Email?
Forgot password?

é REGISTER {3) HELP

Learn more about FortiCloud
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By creating an account or log in to the account go to Download > VM Images as shown in the image
below.

i.. Fortinet Service & Support >N 1 = O

& C® O & Q Recommendation *** » =

N\
FortiCloud

Home Asset Assistance IBlOVRIGELYE Feedback | 1126464 |

Firmware Images
VM Images

FortiGuard Service Updates
Firmware Image Checksums

HQIP Images
Engineered fC Ote
Secure Productivity

Learn how to utilize the native (no charge)
remote access features in every FortiGate

LEARN HOW

Asset

Register/Activate Contracts

Register HW/Virtual appliance or software; Activa
your registered product.

Further then Select Product: FortiGate > Select Platform: VMWare ESXi as shown in the image below.
By default, you don’t have any license associated with your virtual image so, you can go with the trial
version or you can buy the license as per your requirement.

A

Select Product FortiGate for VMWare ESXi y
FortiGate w 6.4.3
Select Platform
VMWare ESX v File Information Checksum
Upgrade from 6dd573b1efdt
previous version of 5c6c3467fO3E
— Latest Version FortiGate for VMware  (SHA-512)
FGT_VM&4-vE-
—— buld1778-
6.2.5 FORTINET.out (67.5
ME)

- Earlier Versions

6.4.2
New deployment of Obeb04052bfC
6.2.4 FortiGate for VMware ~ b762e0a699cc
FGT_VM&4-v5- (5HA-512)
build1778-
FORTINET.out.ovf.zip
(66.96 MB)

_ Downlosd .
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After downloading the compressed FortiGate VM file you need to extract the compressed Zip file by
using your favourite extractor and the extracted Zip file similarly looks like the below image

This PC Downloads FGT_VMB4-vi-build1778-FORTINET.out.owf

Mame . Date modified
[ datadrive

'i. FortiGate-V

'i. FortiGate-

® FortiGate-VIMB4.hwid

€ FortiGate-VMB4.nsxt

i FortiGate-VIMB4 Open Virtualizatio...
ﬁ. FortiGate-VMed.vapp 22-10 Open |

Configure Virtual network interfaces for FortiGate

Let’s configure Virtual Network Adaptors as per your requirements.
To do this open VMware then go to Edit > Virtual Network Editor as shown in the image below

G VMware Workstation - =]
File Edit View VM Tabs Help 1=}
Library Cut Ctrl+X
0 Copy Ctrl+C
Paste Ctrl+V
2 0O
©  Virtual Network Editor... -
Preferences.. Cirlep WORKSTATION 16 PRO
= Ll
] kali 1
[ Lucifer q a
[C] FortiGate @ | I E
Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server
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Further, then it will open another prompt that allows you to modify the network configuration.
To make changes in network configuration it needs the Administrator privileges to provide Admin
privileges click on change settings as shown below

Add MNetwork... Remove MNetwork Rename Metwork. ..
VMnet Infarmation

Bridged (connect YMs directly to the external network)

Autornatic Settings
MAT {shared host's IF address with YMs) MAT Settings. ..
Host-only {connect YMs internally in a private network)
Connect a host virtual adapter to this network
Host virtual adapter name: VMware Network Adapter VMnet0
Use local DHCP service to distribute IP address to YMs DHCP Settings...

SubnetIP: | 192 . 168 .200. 0O Subnetmask: | 255,255 .255. 0
/M Administrator privileges are required to modify the network configuration Gchange Settings

estore Defaults Import... Export... OK Cancel Apply Help

Or also you can directly access the Virtual network editor app by click on Windows Start Button and
search for Virtual Network Editor. If you are using Linux (i.e. Ubuntu) you can type the below command
to open Virtual Network Editor.

I sudo vmware-netcfg |

By default, there are only two virtual network interfaces, i.e., VMNet1 and VMNet8. So, click on the
Add Network and make your virtual interface host only. After that, you have to provide a unique IP
address of network devices to each network interface.

For example, | am going to use 192.168.200.0/24 for the vmnetO interface and so on...

Use Ip of your network devices or whatever as per your requirement. Similarly, you can add as much
as network interfaces as you want but remember one thing all network configuration should be
configured to Host-only and you can enable or disable DHCP service as per you system requirement.

&
Name Type External Connection Host Connection DHCP Subnet Address
VMnetD Hostonly - Connected Enabled 192.168.200.0
VMnet1 Hostonly - Connected Enabled 192.168.16.0
VMnet2 Host-only - Connected o 192.168.137.0
VMnet3 Host-only - Connected Enabled 192.168.70.0
VMnet4 Host-only - Connected Enabled 192.168.80.0
VMnet8 NAT NAT Connected Enabled 192.168.232.0
VMnetll Host-only - Connected - 192.168.237.0
VMnet1Z Host-only - Connected Enabled 10.1.20.0
A
Add Network... Remove Network Rename Ne
WMnet Information

() Bridged {connect ¥Ms directly to the external network)

Bridged to: Aut

(O NAT (shared host's IP address with VMs)

(®) Host-only {connect VMs internally in a private netwark)

[+ Connect a host virtual adapter to this network.
Host virtual adapter name: YMware Network Adapter VMnetd

[#]Use local DHCP service to distribute IP address to VMs DHCP Settings...

SubnetIP: | 192 . 168 .200. 0 Subnetmask: | 255 . 255.255. 0
Restore Defaults | | Import... Export... oK Cancel Help
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Deployment of FortiGate VM image in VMWare

Now it’s time to deploy the FortiGate virtual firewall in VMWare Workstation. Just open the VMWare
Workstation and go to Files >> Open (Ctrl+0) or go to the Home tab and select open a virtual Machine.
Select the FortiGate-VM64.ovf file that you have downloaded from the official Website of FortiGate
as shown below

WORKSTATION 16 PRO™

® [ P

Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server
1 “ Dow.. » FGT_VMBd-v... w ] Search FGT_VME4-vE-by
ize * Mew folder = ~ [H
& Mame

Juick access .
f: FortiGate-YMBhwl7_vrmxnet3

Desktop (@ FortiGate-VIM64.hw13
Downloads (8 FortiGate-VM64.hwid
Documents \g4 FortiGate-VMB4.nsxt
Pictures (g FortiGate-VIME!
FGT VM64-v6-br [t FortiGate-VMBd.vapp
S S v E
File name: | vl All supported files

Then after it will open another prompt of End User License Agreement accept it and move to next

End User License Agreement
Accept the end user license agreements,

End User License Agreement for FortiGate Virtual Appliance S

MNOTICE TO ALL USERS: PLEASE READ THE TERMS AND CONDITIONS OF
LICEMSE AGREEMENT CAREFULLY, FORTINET, INC, IS WILLING TO LICENS
SOFTWARE TO YOU ONLY ON THE COMDITION THAT YOU ACCEPT ALL OF
OF THIS LICENSE AGREEMENT. BY CLICKING THE ACCEPT BUTTON OR INS
THE SOFTWARE, YOU (EITHER AN INDIVIDUAL OR A SINGLE ENTITY) AGRE
THIS AGREEMENT IS5 ENFORCEABLE LIKE AMY WRITTEM CONTRACT SIGNEI
IF ¥OU DO NOT AGREE, CLICK ON THE BUTTON THAT INDICATES THAT YOL
ACCEPT THETERMS OF THIS LICENSE AGREEMENT AMD DO MNOT INSTAL
SOFTWARE. IF YOU PURCHASED THE SOFTWARE ON TANGIBLE MEDIA (e
WITHOUT THE OPPORTUNITY TO REVIEW THIS LICENSE AND YOU DO NO
THIS LICEMSE AGREEMENT, YOU MAY OBTAIM A REFUND OF THE AMOUI
ORIGINALLY PAID IF YOU: (A) DO NOT USE THE SOFTWARE AND (B) RETUI
WITH PROCF OF PAYMENT, WITHIM THIRTY (30) DAYS OF THE PURCHASE
THE LOCATION FROM WHICH IT WAS OBTAINED.

This End User License Agreement (ELULA) is an agreement between you and

I accept the terms of the license agreement.

Help < Back Mext = Cancel
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On the next prompt Assign a Name for the new Virtual machine and a Storage Path then after select
import as shown below

Store the new Virtual Machine
Provide a name and local storage path for the new virtual machine,

Mame for the new virtual machine:

| FortiGate-vMs4

Storage path for the new virtual machine:

| C:\Users\wijvi\OneDrive\Documents \Wirtual Machines\FortiGate Browse...

Help < Back Cancel

This process going to take some time, so have patience. After the successful completion of this
process,
Now it’s time to configure the Virtual Firewall resources by clicking on Edit virtual machine settings.
just modify the assigned virtual network interfaces, memory, and processor by going to Edit virtual
machine.

@) FortiGate - VMware Workstation

File Edit View VM Tabs Help | o = ) o [OHE O
{1t Home [—D FortiGate
l_'|:| FortiGate
P Power on this virtual machine —
I[—D!Eclit‘.-'irtual machine settings I
I3 Upgrade this virtual machine
¥ Devices
EMemory 2GB
Processors 1
= Hard Disk (SCSI) 2GB
[} Hard Disk 2 (SCSI) 30 GE
S Metwork Adapter Host-only
0 Network Adapter 2 Custom (VM...
e Metwaork Adapter 3 Custom (VM...
] Network Adapter 4 Custom (VM...
0 Network Adapter 5 Custom (VM...
e Metwark Adapter & Custom (VM...
- Virtual Machine Details
Network Adapter 7 Bridged (Aut...
= or apter r? ged (Au State: Powered off
47 Network Adapter 8 Bridged (Aut... Configuration file: C:\Users\wvijvi\OneDrive
5 Network Adapter 9 Bridged (Aut... Hard il mac:iﬂes\Foétingte\Fo
. ardware compatibility: Workstation 6.5-7.x virt]
7 Network Adapter 10 Bridged (Aut... Primary IP address: Netwerk information is|
[_1Display Auto detect
.
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In my case, I'm giving 2GB RAM, 30 GB of Hard Disk, 1 Processor, and 6 different virtual network
interfaces (VMNet2, VMNet3, VMNet4, VMNet11, VMnet11, VMnet12 to different network adaptors.

Check the below image for reference.

Virtual Machine Settings

Hardware Options

Device Summary

E=IMemary 2GB

“Processors 1
\Hard Disk (5C51) 2GE
{—\Hard Disk 2 (SC3I) 30 GB
O Network Adapter Host-only

o Adapter 2 Custom (VMnetZ)
5o Metwork Adapter 3 Custom (YMnet11)
55 Metwork Adapter 4 Custom (YMnet3)
5o Netwark Adapter 5 Custom (VMnet4)
5o Network Adapter 6 Custom {VMnet12)
o Network Adapter 7 Bridged {Automatic)
55 Metwork Adapter & Bridged {Automatic)
5 Netwark Adapter 9 Bridged {Automatic)
5o Network Adapter 10 Bridged {Automatic)
[Ipisplay Auto detect
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Device status
Connected
Connect at power on

Metwork connection
() Bridged: Connected directly to the physical network

Replicate physical network connection state

(_JMAT: Used to share the host's IP address
(") Host-only: A private network shared with the host

Custom: Specific virtual network

VMnet2 (Host-only)
ID LAN segment:

LAN Segments... | | Advano
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Configuring the Management Interface

We’'ve just finished the deployment process of the FortiGate Firewall in the VMWare workstation.
Let’s configure an IP Address to the management interface. In manner to assign an IP Address to
management interface firstly, we need login to the system with default credentials

Login User: — Admin

Login Password: — In this circumstance, we don’t know the default password, Hit enter and change
the password as shown below

Loading flatkc... ok
Loading “rootfs.gz...ok

Decompressing Linux... Parsing ELF... done.
Booting the kermel.

System is starting...
Serial number is FGUMEUIT3IVJPIIBA

FortiGate-UMGE4 login: admin

Password:

You are forced to change your password. Please input a new password.
New Password:

Confirm Password:

Welcome?

FortiGate-UMGE4 #

Let’s check the system interfaces by running the following command

r show system interface

FortiGate-UMGE4 # show system interface

name LEC

fortilink static B.A.B.8 B.B.B.8 169.254.1.1 255.255.255.8 up disable

aggregate enable

portl dhecp B.A.8.8 B.A.B.8 192.168.288.128 255.255.255.8 up disable ph

ysical enable

port2 static A.0.8.8 B.8.B.8 B.8.8.8 8.8.8.8 up disable physical enab
static .8.8. .8.8. a.8.8. .8.8. up disable physical enab
static .8.8. .8.8. .8.8. .8.8. up disable physical enab
static .8.8. .8.8. .8.8. .8.8. up disable physical enab
static .8.8. .8.8. .8.8. .8.8. up disable physical enab
static .8.8. .8.8. .8.8. .8.8. up disable physical enab
static .8.8. .8.8. .8.8. .8.8. up disable physical enab
static .A.8.8 8.6.8.8 B.8.8.8 8.8.8.8 up disable physical enab

portlB static A.0.8.8 B.8.B.8 B.8.8.8 8.8.8.8 up disable physical ena

ble
—-—More—-
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Port 1 will be for the management interface so, assign a unique IP address to the management port
and set to mode static. In this example our IP Address will 192.168.200.128/24 so, the default gateway
will be 192.168.200.1. To assign IP Address to management port run the following command as shown
below

r
config system interface

edit portl
set mode static

set ip 192.168.200.128 255.255.255.0

set allowaccess http https telnet ssh ping

end

FortiGate-UHMGE4 # config system interface
FortiGate-UMG4 (interface) # edit portil
FortiGate-UHMG64 (portl) # set mode static

FortiGate-UMG4 (portl) # set ip 192.168.288.128 255.255.255.8

FortiGate-UMG4 (portl) # set allowaccess http https telnet ssh ping

FortiGate-UMG4 (portl) # end

FortiGate-UMG4d #

Also, we can verify the make changes of system interfaces by running the following command

[ show system interface
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FortiGate-UMGE4 # show system interface
contfig system Intertface
edit "portl™
set vdom "root”
=zet ip 192.168.288.128 255.255.255.08
set allowaccess ping https ssh http telnet
set type physical
set snMp-index 1
next

ed1t ports’
set wvdom "root”
set type physical
set snMp-index 2

next

edit "port3”
set wvdom "root"”
set type physical
set snMp-index 3

next

edit "portd”
set wvdom "root”
set type physical
set snMp-index 4

next

-—More—— _

Accessing FortiGate Firewall GUI

Let’s check our firewall configuration by accessing the FortiGate Firewall GUI. Before accessing the
GUI first, we will check the connectivity to our Firewall using the ping utility by running the following
command

[_execute ping 192.268.200.128

FortiGate-UMG4 # execute ping 192.168.288. 128

PING 192.168.288.128 (192.168.288.128): 56 data bytes

64 bytes frowm 192.168.26808.128: icup_seq=8 tt1=255 time=8.
64 bytes from 192.168.2600.128: icMp_seq=1 tt1=255 time=8.
64 bytes frowm 192.168.26808.128: icHup_seq=2 tt1=255 time=8.
64 bytes frowm 192.168.26808.128: icup_seq=3 tt1=255 time=8.
64 bytes from 192.168.2680.128: icup_seq=4 tt1=255 time=8.

-—— 192.168.288. 128 ping statistics -——
5 packets transmitted, 5 packets received, B% packet loss

round-trip minfavgrsmax = H.8-8_.8-8.8 m=

FortiGate-UMGd #

As we can see the IP Address is reachable which means it is working properly now, we will access the
FortiGate Firewall GUI using its management interface IP address.

https://192.168.200.128

use the same login credential that we have set up on CLI

Username: —admin

Password: —123
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<« C @ U £&~°o 192.168.200.128/login?redir=" *** =

admin

By logging in to the firewall it will open a setup Prompt where we need to specify the Hostname,
change password upgrade firmware, and Dashboard setup

By default, this FortiGate will use the serial number/model as its hostname. To make it more
identifiable set a descriptive hostname as shown below

© & 192.168.200.128/ng/prompt/ffortigate- === o mn o & =

< c @

Setup Progress

Specify
Hostname
Change

Your v
Password
Upgrade
Firmware

Dashboard
Setup

Specify Hostname

By default, this FortiGate will use the serial
number/model as its hostname. It is strongly
recommended to set a descriptive hostname to make this
FortiGate more identifiable.

Use default hostname @ (@

Hostname

FortiGate

Already we have changed the password in Firewall CLI and also, we have already downloaded the
latest version of the firewall, so it automatically skips you to the last step to Dashboard setup. Select
it to Optimal or Comprehensive as per your requirements
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. é:E FCItIGatE- FCItIGatE-I\‘Irﬂm x

&« c © £ 192.168.200.128/ng/prompt/fortigate- *»* g m o & =

Setup Dashboard Setup
Progress
Select one of the following options to decide what dashboards will be

Specify available by default. You can always change your selection or manually
Hostnam customize your own dashboards later.

Change @® Optimal

;{OU s A set of popular default dashboards and FortiView monitors.

asSWOr(
Uraeeae O Comprehensive
Fi"rt‘)”-.:-;art A set of default dashboards as well as all monitors and FortiViews.
This set will be familiar to users coming from previous FortiOS
> Dashboa VErsions.
Setup
< >

After selecting the type of Dashboard hit ok and finish the setup.

GUI Demonstration

The GUI contains the following main menus, which provide access to configuration options for most
FortiOS features:

. £58 ForiGte - ForiGate-Uho: *

<> C @ © & 192.168.200.128/ng/system/dashboard,1 o o & =

"2 FortiGate VM&4 FortiGate
==

~
& Dashboard - + Add Widget
System Information i* | Licenses® Er | 2

Security
Hostname FortiGate © FortiCare Support
Network e
. Serial Number  FGVMEVL1KCWITVDS © Firmware & General Updates
+ Firmware v6.4.3 build1778 (GA) ® 1ps
FortiView 5 Mode NAT
ortiView Sources od @ AntiVirus
FortiView Destinations System Time  2020/11/08 17:34:48

FortiView Applications Uptime cooozes || e

- ) FortiToken 0s0
FortiView Web Sites WAN P Unknown

FortiView Policies © Unable to connect to FortiGuard servers.

FortiView Sessions

o Security Fabric i~ | | Administrators i-
¥k Security Fabric > .—'-? o HTTP o FortiExplorer
& Network > - admin super_admin
£ System >
B Policy & Objects >
v v

Dashboard: — The dashboard displays various widgets that display important system information and
allow you to configure some system options.
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Security Fabric: — Access the physical topology, logical topology, audit, and settings of the Fortinet
Security Fabric.

FortiView: — A collection of dashboards and logs that give insight into network traffic, showing which
users are creating the most traffic, what sort of traffic it is, when the traffic occurs, and what kind of
threat the traffic may pose to the network.

Network: — Options for networking, including configuring system interfaces and routing options.
System: — Configure system settings, such as administrators, FortiGuard, and certificates.

Policy & Objects: — Configure firewall policies, protocol options, and supporting content for policies,
including schedules, firewall addresses, and traffic shapers.

Security Profiles: — Configure your FortiGate’s security features, including Antivirus, Web Filter, and
Application Control.

VPN: — Configure options for IPsec and SSL virtual private networks (VPNs).

User & Device: — Configure user accounts, groups, and authentication methods, including external
authentication and single sign-on (SSO).

WiFi & Switch Controller: — Configure the unit to act as a wireless network controller, managing the
wireless Access Point (AP) functionality of FortiWiFi and FortiAP units. On certain FortiGate models,
this menu has additional features allowing for FortiSwitch units to be managed by the FortiGate.

Log & Report: — Configure logging and alert email as well as reports.

Monitor: — View a variety of monitors, including the Routing Monitor, VPN monitors for both IPsec
and SSL, monitors relating to wireless networking, and more.

Dashboard Demonstration
FortiGate dashboards can have a Network Operations Centre (NOC) or responsive layout.

e On aresponsive dashboard, the number of columns is determined by the size of the screen.
Widgets can only be resized horizontally, but the dashboard will fit on all screen sizes.

e On a NOC dashboard, the number of columns is explicitly set. Widgets can be resized both
vertically and horizontally, but the dashboard will look best on the screen size that it is
configured for.

Multiple dashboards of both types can be created, for both individual VDOMs and globally.

e Widgets are interactive; clicking or hovering over most widgets shows additional information
or links to relevant pages.

e Widgets can be reorganized by clicking and dragging them around the screen.

Four dashboards are available by default: Status, Network, Security, and System Events

The Status dashboard includes the following widgets by default:
System Information: — The System Information widget lists information relevant to the FortiGate
system, including hostname, serial number, and firmware. Clicking on the widget provides links to
configure system settings and update the device firmware.
Licenses: — The License widget lists the status of various licenses, such as FortiCare Support and IPS.
The number of used and available FortiTokens is also shown. Clicking on the widget provides a link to
the FortiGuard settings page.
Virtual Machine: — The VM widget (shown by default in the dashboard of a FortiOS VM device)
includes:

e License status and type

e VvCPU allocation and usage

e RAM allocation and usage

e VMX license information (if the VM supports VMX)
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Clicking on an item in the widget provides a link to the FortiGate VM License page, where license files
can be uploaded.

FortiGate Cloud: — This widget displays the FortiGate Cloud and FortiSandbox Cloud status.

Security Fabric: — The Security Fabric widget displays a visual summary of the devices in the Fortinet
Security Fabric.

Clicking on a product icon provides a link to a page relevancy to that product. For example, clicking
the FortiAnalyzer shows a link to log settings.

Security Rating: — The Security Rating widget shows the security rating for your Security Fabric. It can
show the current rating percentile, or historical security rating score or percentile charts.
Administrators: — This widget allows you to see logged-in administrators, connected administrators,
and the protocols used by each Clicking in the widget provides links to view active administrator
sessions, and to open the FortiExplorer page on the App Store.

CPU: — This widget shows real-time CPU usage over the selected time frame. Hovering over any point
on the graph displays the percentage of CPU power used at that specific time. It can be expanded to
occupy the entire dashboard.

Memory: — This widget shows real-time memory usage over the selected time frame. Hovering over
any point on the graph displays the percentage of the memory used at that specific time. It can be
expanded to occupy the entire dashboard.

Sessions: — This widget shows the current number of sessions over the selected time frame. Hovering
over any point on the graph displays the number of sessions at that specific time. It can be expanded
to occupy the entire dashboard.

The Security dashboard includes the following widgets by default:

e Top Compromised Hosts by Verdict: — This widget lists the compromised hosts by verdict. A
FortiAnalyzer is required. It can be expanded to occupy the entire dashboard.

e Top Threats by Threat Level: — This widget lists the top threats by threat level,| from
FortiView. It can be expanded to occupy the entire dashboard.

e FortiClient Detected Vulnerabilities: — This widget shows the number of vulnerabilities
detected by FortiClient. FortiClient must be enabled. Clicking on the widget provides a link to
view the information in FortiView.

e Host Scan Summary: — This widget lists the total number of hosts. Clicking on the widget
provides links to view vulnerable devices in FortiView, FortiClient monitor, and the device
inventory.

e Top Vulnerable Endpoint Devices by Detected Vulnerabilities: — This widget lists the top
vulnerable endpoints by the detected vulnerabilities, from FortiView. It can be expanded to
occupy the entire dashboard.

The System Events dashboard includes the following widgets by default:

e Top System Events by Events: — This widget lists the top system events, sorted by the number
of events. It can be expanded to occupy the entire dashboard. Double click on an event to
view the specific event log.

e Top System Events by Level: — This widget lists the top system events, sorted by the events’
levels. It can be expanded to occupy the entire dashboard. Double click on an event to view
the specific event log.
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Implementing Firewall policies
Connect Network Devices

First, you need to connect a physical firewall or FortiGate into your network setup. On the place of a
physical firewall, we are using a Virtual FortiGate Firewall to get hands-on.

Connect the FortiGate internet facing interface usually WAN1 to your ISP supplied equipment and
connect the PC to FortiGate using an internal port usually port 1 or as per your requirement.

Power on ISP equipment, firewall and the PC and they are now in the internal network.

Configure Network Interfaces

Now you need to configure the FortiGate’s Network interfaces.
Go to network > Interfaces

&"= FortiGate VM64  Ignite @~ 04 (@) admin-

@& Dashboard )
. iZ FortiGateVM64 1 3 5 7 ¢
X4 Security Fabric > W
- Il s===s
2 4 6 8 10

Interfaces w

DNS & Edit Delete Search Q | [ GroupByType~

Packet Capture

Name Type Members IP/Netmask
SD-WAN Zones = o
f» 802.3ad Aggregate
#o fortilink #e 502.3ad Aggregate Dedicated to FortiSwitch

Performance SLA

Static Rout
atic Routes [E] B Physical Interface €D

Policy Routes
M portl [® Physical Interface 192.168.200.129/255.255.255.0
RIP
OSPF
BGP
Multicast
™ port2 [® Physical Interface 192.168.137.138/255.255.255.0
¥ System b
B Policy & Objects >
& Security Profiles >
O VPN 5 M port3 [® Physical Interface 192.168.237.138/255.255.255.0
& User & Authentication > - »
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and edit the internet-facing interface set the addressing mode to manual and the IP/Netmask to the
public IP address provided by your ISP. Here in my case, I’'m considering port2 as an internet-facing
interface. Provide Administrative access as per your requirement to the network

= "= FortiGate VM64 Ignite

u-m
@ Dashboard >
¥& Security Fabric >
+ Network
Interfaces
DNS
Packet Capture
SD-WAN Zones
SD-WAN Rules
Performance SLA

Static Routes

Policy Routes

RIP

OSPF

BGP

Multicast
£ System >
& Policy & Objects >
& Security Profiles >
0O VPN >
& User & Authentication >
bl Log & Report >

rGNITE
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Edit Interface

Name H port2

Alias

Type ™ Physical Interface

VRFID © 0

Role @ WAN -

Estimated bandwidth € h
DMZ
Undefined

kbps Downstream

Address

m DHCP | Auto-managed by FortilPAM

| 192.168.137.138/255.255.255.0 |

Addressing mode
IP/Netmask

Secondary IP address (I

Administrative Access

I1Pv4 HTTPS PING (J FMG-Access
S5H SNMP OFT™M
O RADIUS Security Fabric
Accounting Connection @

Receive LLDP €
Transmit LLDP €

Use VDOM Setting Disable

WEEANB IO ST Enable | Disable

Traffic Shaping

Outbound shaping profile O

Miscellaneous

Comments internal-server

| © Enabled | @ Disabled

#15/255
Status
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Then save the configuration and then similarly edit the LAN interface which may be called internal
network. Set the interfaces Role to the LAN or WAN and then set the addressing mode to manual and
set the IP/Netmask to the private IP address that you want to assign to the FortiGate

if FortiGateVMé4 1 3 5 7 9

1l -

‘ + Create New~ ‘ & Edit Delete Search Q B Group By Type =

Name # Type Members IP/Netmask Administrative Acce
TELNET

™ port2 ¥ Physical Interface 192.168.137.138/255.255.255.0  PING
HTTPS
SSH
SNMP

® port3 ™ Physical Interface 192.168.237.138/255.255.255.0 PING
HTTPS
SsH
SNMP

™ portd M Physical Interface 192.168.70.138/255.255.255.0 PING
HTTPS
SSH
SNMP

B port5 [ Physical Interface 192.168.80.138/255.255.255.0  PING
HTTPS
SSH
SNMP
HTTP

® ports ¥ Physical Interface 10.1.20.138/255.255.255.0 PING
HTTPS
SSH
SNMP
HTTP

™ port7 [® Physical Interface 0.0.0.0/0.0.0.0

™ ports [® Physical Interface 0.0.0.0/0.0.00
™ port9 ™ Physical Interface 0.0.0.0/0.0.00
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If you need your FortiGate to provide IP addresses to devices connected to internal network enable
the DHCP server and then save the configuration as shown below.

¥ Security Fabric > SSH - SNI\JP
+ Network hd . Security Fabric
O RADIUS Accounting O Connection @

Interfaces
Receive LLDP € (VERAYUM O Rl Enable  Disable

DNS
Transmit LLDP @ | Use VDOM Setting Disable

Packet Capture

SD-WAN Zones @ DHCP Server|

SD-WAN Rules Address range 192.168.70.1-192.168.70.137 x
Performance SLA 192.168.70.139-192.168.70254 | %
Static Routes ©

Policy Routes Netmask 255.255.255.0

RIP Default gateway ESEINEERINCIEWAE Specify
OSPF DMS server LEINCETISHS GO IBINCE Same as Interface IP | Specify

BGP Lease time @ @ | 604800 second(s)
Multicast

£ System > Advanced

B Policy & Objects >

& Security Profiles > LTS

O VPN . Device detection @ @

& User & Authentication > Security mode >

Lnl Log & Report >

Traffic Shaping

Qutbound shaping profile (B

Miscellaneous

Comments] | INSIDE Vlan 4117255

Status (+ R ELINE © Disabled

Changing the default IP of your interfaces is recommended for the security measures. But you are
connected to the FortiGate through that interface the FortiGate will log you out and you must navigate
to the new IP address assigned to the interface and login again.
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Add a Default Route

Now Go to Network > Static Routes and create a new Route to allow your FortiGate to reach the
internet

= "= FortiGate VM64 Ignite

@ Dashboard

’ & Edit m Clone [ Delete Search
NA Security Fabric >
Destination Gateway IP Interface Status
I'-I-' Network v
Interfaces Cl 1Pv4 @
DNS 0.0.0.0/0 192.168.137.1 ™ port2 & Enabled
Packet Capture

SD-WAN Zones
SD-WAN Rules

Performance SLA v
Policy Routes

RIP

OSPF

BGP

Multicast

£ System

Set destination to subnet and enter IP/Netmask of Eight Zeros. Set the Gateway to the Gateway IP
provided by your ISP and the interfaces to the internet-facing interface then save the Route.

Mew Static Route

Destination €@

Internet Service

0.0.0.0/0.0.0.0
Gateway Address | 192.168.80.1 |
Interface [® ports | =
Administrative Distance @ | 10
Comments internal network 416/255
Status P ARELIEE © Disabled
Advanced Options
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Create an IPV4 Firewall Policy

Firewall policy designed in a manner to examine Network Traffic using policy statements to block
unauthorized access while permitting authorized communication.

e e e e | Firewall Policy |
T

i Internal Network I I

e R

Uses Internet Policy Web Access
—-

Uses Mobile Policy web Access with Web Filtering |

Full Access

 EEEEE——
Uses Admin Policy

O

Iﬂ | AdminPC_, |

Go to Policy & Objects > Firewall Policy and create a new policy which allow internet traffic through
the FortiGate.

=" = FortiGate VM64 fortigate

L 1 I
@ Dashboard > | | FF Create New]| #* Edit Delete
NX Security Fabric >

Q, Policy Lookup | | Search

+ Netwark 5

£ System > | RGN AYENE By Sequence

B Policy & Objects e v Name Source Destination

[5] Implicit @
Implicit Deny & all = all

Firewall Policy

|Pv4 DoS Policy
Addresses
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Name the policy as “Internet-Traffic” or whatever you want. Set the incoming interface to
the “Internal interface” and outgoing interface to the internet facing interface. Set the rest to
allow “ALL” Traffic or you can select multiple rules by selecting the + iconand the action
to “Accept” enable the “NAT” and make sure “Use Outgoing Interface Address is enabled”

New Policy Select Entries
|Q5earch
Name © internet access & SERVICE (61)
Incoming Interface | # port1l - General (3
Outgoing Interf M port2 WAL
utgoing Interface | ™ por @ ALL ICMP
Source E all x lij ALL ICMP6
* @ ALL_TCP
Destination = all x @ ALL UDP
+ I
Schedule © always - @ HTTP
Service QI DNS % [ HTTPS
I HTTP File Access (&
[ HTTPS x| [ AFS3
® FTP
Action el @ DENY I3 FTP GET
@ FTP PUT
Inspection Mode NEbllaEE: N Proxy-based @) NFS
3] SAMBA
Firewall / Network Options il SMB

I TFTP
NAT O -

|P Pool Configuration Use Outgoing Interface Address NG T

| BTN
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Scroll down to view the logging options to Log and track internet traffic “enable Log Allowed Traffic
and select All session”

Logging Options

Log Allowed Traffic @  Security Events @

Generate Logs when Session Starts @0 g

Capture Packets »

Comments Write a comment... £0/1023

Enable this policy @ =+

After saving it you can check your saved policy is going back to a firewall policy

+ Create New # Edit Delete Q, Policy Lookup | | Search Q Interface Pair View QERELIERT

Name Source Destination Schedule Service Action NAT Security Profiles Log

Internet-traffic = al = al + ACCEPT ® Enabled M no-inspection O Al
| O impiicit @
Implicit Deny 2 al 2al @ always o ALL @ DENY © Enabled

As you can see the policy successfully enabled.
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Create an IPv4 Dos Policy

Dos policy is a traffic anomaly detection feature to identify network traffic that does not fit known or
common traffic patterns. Dos policies are used to apply Dos anomaly checks to network traffic based
on the FortiGate interface. A common example of anomalous traffic is the Dos (Denial of Service)
Attack. A denial of service occurs when an attacking system starts an abnormally large number of
sessions with the target system and resultant a large number of sessions slow down or disables the
target system.

To configure IPV4 policy
e Go to Policy & Objects > IPv4 Dos Policy
e Tocreate a new policy, select the Create New icon in the top left side of the right window.

="= FortiGate VM64 Branch-FortiGate

& Dashboard > | |[F CreateNew] # Edit Delg

NA Security Fabric >

D Mame Interfac
& Network >
£ System >

IE Policy & Objects -

Firewall Policy
IPv4 DoS Policy W
Addresses

Set the incoming interface parameter by using drop-down menu to select a single interface.

Set the Source Address, Destination Address, and Service to “ALL”. Single or multiple options can be
selected as per your requirement.

Set the parameters for various type of Traffic Anomalies.

The breakup of traffic anomalies table is divided into 2 parts.
e L3 Anomalies
e L4 Anomalies
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Here is the list of Anomaly profile that includes:
L3 Anomalies

e |p_src_session

e |p_dst_session

MNew Policy
Name € Dos-protection-policy
Incoming Interface M portl A
Source Address = all x
+
Destination Address || & all x
+
Service O ALL x
+
L3 Anomalies
e Action
DT Logging Disable m Monitor ULTE=
ip_src_session | @ Disable m Maonitor 5000
ip_dst_session | @ Disable m Maonitor 5000

L4 Anomalies
e tcp_syn_flood
e tcp_port_scan
e tcp_src_session
e tcp_dst session
e udp_flood
e udp_scan
e udp_src_session
e udp_dst_session
e icmp_flood
e icmp_sweep
e icmp_src_session
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e sctp_flood

e sctp_scan

e sctp_src_session
e sctp_dst_session

® Action
ETE Logging Disable | Block | Monitor L

tcp_syn_flood | @] Disable Rl @ Monitor 2000
tcp_port_scan L @) Disable g:lle @ Monitor 1000
tcp_src_session » m Block | Monitor 5000
tcp_dst_session » m Block Monitor 5000
udp_flood | @] Disable Rl @ Monitor 2000
udp_scan | @) Disable giilvle @l Monitor 2000
udp_src_session » m Block | Monitor 5000
udp_dst_session @ m Block Maonitor 5000
icmp_flood | @] Disable Monitor 250
icmp_sweep » m Block | Monitor 100
icmp_src_session | OB m Block | Monitor 200
icmp_dst_session | OB m Block | Monitor 1000

Cancel
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It all your choice whether or not to enable this policy and default is enabled. Here in our case, we have
blocked some of the actions with the limited threshold values to check whether these policies working
or not.

All Anomalies have the following parameters that can be set on Per Anomaly or Per Column Basis
Status: — from this menu you can enable or disable the indicated profile.

e Logging: — Enable or Disable tracking and logging of the indicated profile being triggered.
Action: — choices yours whether to pass or block traffic when it reaches the threshold limit.
Threshold: — It is the number of anomalous packets detected before triggering the action.
And at last, select the ok button and save the policy.

+ Create New | # Edit Delete Search Q

1D Name Interface Source Address Destination Address Service

1 Dos-protection-policy ™ portl = all = all I ALL

As we can see Dos-protection-Policy is successfully deployed.

Let’s check these policies are truly protect the network from Dos attacks or not.
Hmm, exited

Let's do it

Fire up the Attacker Machine kali Linux and run the following command

hping -c 15000 -d 120 -S -w 64 -p 80 —-flood -
rand-source 192.168.200.128

where 192.168.200.128 is the management IP of FortiGate

/home/lucifer
hpi S -w 64 8@ flood —rand-source 192.168.200.128
HPING 1 8 3 (eth® 192.168 . ! 5 set, 4@ headers + 120 data by
hping in flood mode, no replies wil

Loy P

ets received,

.0 ms

As we can see it blocks whole traffic that means it works properly.
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Blocking Facebook with Web filter

In this part, we are going to explain how to use a static URL filter to block access to Facebook and its
subdomain in our network.

With the help of SSL inspection, you can also ensure that Facebook and its subdomains are also
blocked whenever it will be accessed through HTTPS.

| T T T T T e — — | Facebook Restriction
. |

i . External Internet

Internal Network | I
e —

;
©

LAN

- Y |

block *facebook.com i x

! I
| % :
' |

I
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Enable web Filter

Go to system > feature Visibility and enable the Web Filter Feature

=" m FortiGate VM64 FortiGate VM64

L 1 1 )
& Dashboard > Feature Visibility
NN Security Fabric 5 { B Web Application Firewall J
% Network ’ [ © Web Filter ]
£} System v
Administrators
Additi | Feat
Admin Profiles Honatreatures
Firmware (® Advanced Endpoint Control
Settings : :
® Allow Unnamed Policies
HA : ‘
SNMP @ Certificates
Replacement Messages ' (P DNS Database |
Y FortiGuard ; .
Feature Visibility P | © DoS Policy ,
Certificates @ Email Collection
B Policy & Objects s :
cy & Obj R
& Securitv Profiles > J
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Enable Default Web Filter Profile

Go to Security profiles > Web filter and edit the default Web filter profile

== FortiGate VMé4 FortiGate VM64

@ Dashboard > || 4 Create New || #* Edit] ® Clone Delete
NA Security Fabric 5
Search

« Network

& System > Mame Comments

B Policy & Objects > default Default web filtering.

@ Security Profiles v/ =3 monitor-all Monitor and log all visited URL...
AntiVirus =) wifi-default Default configuration for offloa...
Web Filter
DNS Filter

| Now go to Static URL filter, select the URL filter and then select “create”.
& Static URL Filter
Block invalid URLs (B
URL Filter [©]
||+ Create Newl # Edit Delete
Search Q
URL Type Action Status
Mo results

Block malicious URLs discovered by FortiSandbox O
Content Filter »
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Further then Set URL to “facebook.com”, set Type to “Wildcard”, set Action to “Block” and
set status to “Enable”.

New URL Filter x

URL *facebook.com —_—
Type Simple = Regular Expression WL

Action @ Exempt m Allow | Monitor
Status m Disable

save it by selecting OK

URL Filter ©
# Edit Delete
Search Q,
URL Type Action Status
*facebook.c.. Wildcard @ Block © Enable

Block malicious URLs discovered by FortiSandbox (B
Content Filter @ ]

B Rating Options
Allow websites when a rating error occurs CB

Rate URLs by domain and IP Address e J

B Proxy Options
HTTP POST Action G Block

Remove Cookies (B

Now you have successfully enabled web filter to block Facebook.
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Create Web Filter Security Policy

Go to Policy & Objects > Firewall Policy and Create a New policy.

== FortiGate VM64 FortiGate VM64

@ Dashboard > ¢ Edit | @ Delete
XX Security Fabric >
Policy Looku Search
# Network , | | [Q policyLookup ] ¢
£ System > Rl AT By Sequence
. . o
= simcak Name Source Destination Schedule
Firewall Policy ¥
E] 1 port1— M portl @
IPv4 DaoS Policy
internetaccess 1= all Ball S alway:

Addresses
Internet Service Database

Services [=] M port1 —M port2 @

Schedules mobhile & FABRIC_ DEVICE & all o alway
Virtual IPs

IP Pools

Implicit
orotocol Options

Give the name to the policy “No-Facebook-Internet-Access” to make it identifiable.

Set Incoming Interface to the internal network and set Outgoing Interface to the Internet-facing
interface. Set the rest to allow “ALL” Traffic or you can select multiple rules by selecting the + icon
and the action to “Accept” enable the “NAT” and make sure “Use Outgoing Interface Address is
enabled”
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Under Security Profiles, enable “Web Filter” and select the default web filter profile.

New Palicy

Name @ No-Facebook-internet-access

Incoming Interface ™ portl -

Qutgoing Interface | | ™ port2 -

Source = all %
+

Destination = all x
+

Schedule o always -

Service m ALL x
+

Action - eeiul @ DENY | O IPsec

Inspection Mode EEYEERGE Proxy-based

Firewall / Network Options

|P Pocl Configuration Use Quigoing Interface Address

Use Dynamic IP Pool
Preserve Source Port (B

Protocol Options default | &

Security Profiles
AntiVirus o ]
Web Filter | © | E=3 default - &

Now we have successfully deployed the policy that block the user to visit Facebook and its
subdomains. But don’t forget one important thing this policy won’t work until it is on the top of list of
deployed policies. Confirm this by viewing policies “By Sequence”.

M64 Q- >~ I @@ 0@ @ admin
& Edit Delete Q, Policy Lookup | | Search Q
Interface Pair View WHEEIELE]

Name From To Source D... Schedule Service Action NAT Securi
internetaccess M portl M portl & all Hal [@always @ DNS v ACCEPT @ Enabled cert

ol HTTP

I HTTPS
mobile B port1 [ port2 EFABR. Eall [Balways mDNS ACCEPT @ Enabled [EEN defs
@ HTTP cert

) HTTPS
No-Facebook-i M portl M port2 & all Hal [aways ®AL v ACCEPT @ Enabled [KEEH deff
el CET

Implicit Deny Oany Oany Ball Sal [@always W ALL @ DENY
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To move Policy up or down, select the policy and drag it up or down as per your requirement as shown
below
M64 Q- >~ 1 0@ 4@ @ adm
# Edit Delete Q, Policy Lookup | | Search o
Interface Pair View JEEIIE) [

n Name From To Source D... Schedule Service Action T NAT Sec
No-Facebook-i M port1 M port2 & all Hall Baways WAL v ACCEPT @ Enabled [ s
L. | |  |www.hackingarticles.in | = |  [[EA. :
internetaccess M portl1 [ port1 & all Sal [0aways [@DNS  ACCEPT @ Enabled ce

I3 HTTP

I HTTPS
mobile M portl [ port2 = FABR. Hal Balways mDNS  « ACCEPT @ Enabled [EES de
I3 HTTP ce

g HTTPS

Implicit Deny O any O any Jall Hal [0aways [ ALL @ DENY

Now this policy is in effect and successfully enabled.
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Advance Policies

Block Whole Social media using FortiGuard
categories

In this part, we are going to explain how to block access to social media websites using FortiGuard
categories.

Must remind one thing an active license of FortiGuard web filtering service is required for using this
type of function.

Web filtration with FortiGuard categories enables you to take action against a group of websites on
the other hand a static URL filter is intended to block or monitor specific URL.

[ —| Media Restriction
| |

FortiGuard | m-;

]
®

! Internal Network

El
. =

s | e

Enable web Filter

| Go to system > feature Visibility and enable the Web Filter Feature
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Edit Default Web Filter Profile

Go to Security Profiles > Web Filter and edit the Default web filter profile and make sure that
“FortiGuard category-based” filter service is enabled.

Right-click on General interest FortiGuard category. scroll down to Social networking subcategory
and select action to “Block” as shown below.

@ FortiGuard category based filter

Warning: This device is not licensed for the FortiGuard web filtering

A service.
Traffic may be blocked if this option is enabled.
@ Allow | @ Monitor | @ Block Warning Authenticate
Name Action
Education @ Allow
Health and Wellness @ Allow
Job Search @ Allow
Medicine & Allow
News and Media @ Allow
Social Networking @ Block | @ Allow
Political Organizations @ Allow | @ Menitor
O b
Reference @ Allow =
Warning
Global Religion @ Allow . .
Authenticate

Cance

Add Web Filter Profile to Internet Access Policy

Go to Policy & objects > Firewall Policy and create a new policy

FortiGate VM64 Branch-FortiGate

& Dashboard > [P createnew] # edit Delete | | Q Policy Looky

¥X Security Fabric >
& Network N Interface Pair View
& System > Name From To|
& Policy & Objects «—— ¥ No-Facebook-internet-acces: M portl B wan
Firewall Policy ¥
1Pv4 Do$ Policy internet access ™ portl ™ port?
Addresses
Internet Service Database
mobile M portl ™ wan
Services
Schedules
Virtual IPs vpn_HQ-to-Branch_local 04 M portl @ HQ-

IP Poale B 7N I - S T S - S o S B P~ S - S 1
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Give the name to the policy “Blocking-social-media” to make it identifiable. Set incoming interface to
internal network and outgoing interface to internet facing interface. Set the rest to allow “ALL” Traffic
or you can select multiple rules by selecting the + icon and the action to “Accept” enable
the “NAT” and make sure “Use Outgoing Interface Address is enabled”.

Scroll down to Security profiles enable Web Filter and select default web filter profile and save the
configuration.

New Policy

Name € Blocking-social-media

Incoming Interface # portl v

Qutgoing Interface M wan (port2) v

Source = all *®
+

Destination = all x
+

Schedule fo always -

Service m ALL x
+

Action U eleul @ DENY O IPsec

Inspection Mode RRLITELEREGE Proxy-based

Firewall / Network Options

NAT L &

IP Pool Configuration Use Outgoing Interface Address RVEARGETIES

Preserve Source Port (B

Protocol Options default v &

Security Profiles

AntiVirus >
Web Filter | © | E=3 default | &
DN Filter
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Now you have successfully enabled the social media blocking policy to move this policy to Top of the
list to make it effective.

# Edit Delete ‘ Q, Policy Lookup | | Search
Interface Pair View QGG

Mame From To Source
Blocking-social-media M port1 M wan (port2) = all
NQ:Ea_c_ebQo}srI'_n_tﬁme_t_-_acs:_a B _port1 B wan(port2)  Fall
internet access ® port1 M port1 = al
mobile ® port1 ® wan (port2) = FABRIC_DEVICE

vpn_HQ-to-Branch_local 0 M port1 @ HQ-to-Branch & HQ-to-Branch_local
vpn_HQ-to-Branch_remote_ 0 @ HQ-to-Branch M portl & HQ-to-Branch_remote
vpn_Branch-to-HQ_local 0 ® wan (port2) @ Branch-to-HQ %R Branch-to-HQ_local
vpn_Branch-to-HQ remote 0 /@ Branch-to-HQ B wan (port2) 78 Branch-to-HQ _remote
Implicit Deny O any O any &= all
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Site-to-Site IPsec VPN Tunnel with two FortiGates

In this part, we are going to configure a site-to-site IPsec VPN tunnel to allow communication between
two networks that a situated behind different FortiGates.

We are going to create an IPsec VPN tunnel between two FortiGates one is called HQ (Headquarter)
another is called Branch.

e | Site-to-Site IPsec VPN Tunnel |
! |

E

i LAN LAN .

192.168.10.1 192.168.20.1 I
| @ @ |
. — = :
! |
. HQ Branch
I Internal Network Internal Network I
! |

WAN1 WAN1

I 192.168.200.128

| ———'-—- IPsec ===

HQ FortiGate Branch FortiGate
| a1

192.168.100.129 |
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Configure IPsec VPN on HQ

On HQ FortiGate, GO to VPN > IPsec wizard and create a new tunnel.
In the section, VPN setup describe a VPN name to make it identifiable, set Template type to Site-to-
Site, set NAT configuration to NO NAT between sites and set Remote Device type to FortiGate.

="= FortiGate VM64 FortiGate-VM64

@ Dashboard > | VPN Creation Wizard

” ) .
¥ Security Fabric ’ @ VPNSetup ) @ Authentication ) @ Policy & Routing
& Network > @ Review Settings

Syst: >
& System Name HQ-to-Branch
. . N
B Policy & Obijects Template type ENAGRIIGE Hub-and-Spoke | Remote Arced
@ Security Profiles > Custom

~ | NAT configuration No NAT between sites

Overlay Controller VPN This site is behind NAT
The remote site is behind NAT

IPsec Tunnels anm

Remote device type| BOm=gaes s

IPsec Concentrator e
“ace CISCO

IPsec Wizard

IPsec Tunnel Template

Site to Site - FortiGate

SSL-VPN Portals
SSL-VPN Settings

VPN Location Map
& User & Authentication >
Ll [ og & Report >

< Back Cancel

In the Authentication Section, set IP address to Public IP address of the Branch FortiGate.

After entering the IP address an interface is assigned to the outgoing interface. You can change the
interface by the drop-down menu as per your requirement.

Set a secure Pre-shared key that is used to connect and verification for both FortiGates.

VPN Creation Wizard
@ VPNSetup > @ Authentication » @ Policy & Routing
@ Review Settings
Remote device (RGN Dynamic DNS
Remote IP address [ 192.168.100.129 |
Qutgoing Interface ® port2 -
Authentication method | REGEGIIEEVLGTE Signature
Pre-shared key tessensse @
| Site to Site - FortiGate
Tkt [Rm—
< Back Next > Cancel
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In the section of Policy and Routing set Local interface to “LAN” in my case “Port1” is dedicated to the
LAN and local subnets will add automatically further then set “Remote Subnets” to the Branch
network and set internet access to “None” as shown below

WPM Creation Wizard

@ VPNSetup ) @ Authentication ) @ Policy & Routing
O Review Settings

Local interface ® portl b 4
+

Local subnets 192.168.200.0/24
(+]

Remote Subnets 192.168.100.0/24
(+]

Internet Access € m Share Local = Use Remote

Site to Site - FortiGate

< Back Cancel

Review the configuration summary that you configured that shows the interfaces, firewall addresses,
routes, and policies after verifying it select create an icon

VPN Creation Wizard

@ VPNSetup ) @ Authentication ) @ Policy & Routing
@ Review Settings

o The following settings should be reviewed prior to creating th

VPN.
Object Summary
Phase 1interface HQ-to-Branch
Local address group HQ-to-Branch_local

Remote address group ~ HQ-to-Branch_remote

Phase 2 interface HQ-to-Branch
Static route static
Blackhole route static

Local to remote policies vPn_HQ-to-Branch_local

Remote to local policies VPN_HQ-to-Branch_remote
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After creating the VPN, you can verify the details as shown below.

VPN Creation Wizard

® VPNSetup ) @ Authentication > @ Policy & Routing
® Review Settings

@ The VPN has been set up

Object Summary
Phase 1interface @ © HQ-to-Branch

Local address group © § HQ-to-Branch_local & Edit

Remote address group @ % HQ-to-Branch_remote

# Edit
Phase 2 interface & HQ-to-Branch
Static route ©1 # Edit
Blackhole route ©2 # Edit

Local toremote policies @ vpn_HQ-to-Branch_local O (4)

Remote to local policies @ vpn_HQ-to-Branch_remote 0 (5)

Add Another Show Tunnel List

Configure IPsec VPN on a branch

On Branch FortiGate, GO to VPN > |IPsec wizard and create a new tunnel.
In the section, VPN setup describes a VPN name to make it identifiable, set Template type to Site-to-
Site, set NAT configuration to “NO NAT” between sites and set Remote Device type to FortiGate.

& Dashboard > VPN Creation Wizard

A . .

¥ Security Fabric ’ VPN Setu Authentication Policy & Routing
p cy

 Network > @ Review Settings

>
# System Name || Branchfto—HQ|
) ) N
& Policy & Objects Template type Gkl Hub-and-Spoke  Remote 4
@ Security Profiles > Custom

~  NAT configuration No NAT between sites

This site is behind NAT
The remote site is behind NAT

IPsec Tunnels . ann
Remote device type  |ESCR S glert o)

|IPsec Concentrator

QOverlay Controller VPN

IPsec Wizard

IPsec Tunnel Template

SSL-VPN Portals

SSL-WPN Settings
VPN Location Map
& User & Authentication >
< Back MNext > Cancel
Ll [og & Report >
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In the Authentication Section, set IP address to Public IP address of the Branch FortiGate.

After entering the IP address an interface is assigned to the outgoing interface. You can change the
interface by the drop-down menu as per your requirement.

Set a secure Pre-shared key that was used on the VPN of HQ FortiGate.

VPN Creation Wizard

® VPNSetup ) @ Authentication > @) Policy & Routing
@ Review Settings
Remote device (IRFG GG Dynamic DNS

Remote IP address 192.168.200.128

Outgoing Interface M port1l -
Authentication method Signature

Pre-shared key ssssssss @&

Site to Site - FortiGate

B *7";/>
Ty 'R:W
Toke FoetiGak Rt FosiGate
< Back Next > Cancel

Review the configuration summary that you configured that shows the interfaces, firewall addresses,
routes, and policies after verifying it select create icon

VPN Creation Wizard

@ VPN Setup ) @ Authentication > @ Policy & Routing
@ Review Settings

o The following settings should be reviewed prior to creating tt]

VPN.
Object Summary
Phase 1 interface Branch-to-HQ
Local address group Branch-to-HQ_local
Remote address group  Branch-to-HQ remote
Phase 2 interface Branch-to-HQ
Static route static
Blackhole route static

Local to remote policies vpn_Branch-to-HQ_local

Remote to local policies  vpn_Branch-to-HQ_remote
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After creating the VPN, you can verify the details as shown below.

VPN Creation Wizard
@® vPNSetup > @ Authentication » @ Policy & Routing

@ Review Settings

@ The VPN has been set up

Object Summary
Phase 1interface
Local address group # Edit

Remote address group

Phase 2 interface
Static route @3 & Edit
Blackhole route &4 & Edit

Local to remote policies

Remote to local policies

Add Another Show Tunnel List

You can also verify it by users of the Headquarter (HQ) can access resources on the Branch internal
network and so on Vice Versa.

To test the connection, ping HQ LAN interface from the device Branch Internal network.

Or you Can also check the LOG events of VPN by going to Log & Report > Events > VPN Events and
where you can see every Single logs of VPN.

=-= FortiGate VM64 Branch-FortiGate

@ Dashboard > & & || © AddFilter | VPNEvents~ | [~ | (D Detai
Nx Security Fabric pS
Date/Ti... Level Action Status Message VPN Tunnel
% Network >
& System 5 2020/11/2.. mm=EEE| negotiate success progress IPsec phase 1 HQ-to-Branch
B Policy & Objects 5 2020/11/2.. mmmmrT=| negotiate failure progress IPsec phase 1 Branch-to-HQ
& Security Profiles 5 | 2020/11/2.. mmmmEEE negotiate negotiat.. IPsecphase 1error Branch-to-HQ
0 VPN 5 | 2020/11/2.. mmmm ] negotiate failure progress IPsec phase 1 Branch-to-HQ
& User & Authentication » | 2020/11/2.. mmmmccr| negotiate negotiat.. [Psecphase 1error Branch-to-HQ
I Ll Log & Report v | 2020/11/2.. mmmmEEE| negotiate failure progress IPsec phase 1 Branch-to-HQ
Forward Traffic 2020/11/2.. mmmm-| negotiate negotiat.. [|Psecphaselerror Branch-to-HQ
Local Traffic 2020/11/2.. mmCEr] negotiate success progress IPsec phase 1 Branch-to-HQ
Sniffer Traffic 2020/11/2.. mWmEECEE] negotiate  success progress |Psec phase 1 Branch-to-HQ
2020/11/2.. mmE===m negotiate  success progress |IPsec phase 1 Branch-to-HQ
AntiVirus 2020/11/2.. mmmmrT=| negotiate failure progress IPsec phase 1 Branch-to-HQ
Web Filter
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Simplifying Policies with Zone

In this Part, we’re Going to Explain how to group multiple interfaces into Zone to simplify Firewall
Policies.

By creating multiple VLANs we are going to add them into a zone, so that we can just use the single
zone object as a source interface in our firewall policy, rather than having to reference each interface
separately.

Create VLAN Interfaces

| Go to Network > interfaces and create a new interface
== FortiGate VM64 Branch-FortiGate
@& Dashboard »
. if FortiGateVMé4 1 3 5 7 9
XX Security Fabric > ] o] o] o] o
2 4 & 8 10
Interfaces e
DNS5 + CreateNewl]| # Edit Delete Search
Packet Capture Interface
_ Type Members
SD-WAN Zones Zone
SD-WAN Rules I Virtual Wire Pair
Performance SLA 8 fortilink He 302.3ad Aggregate Ded
Static Routes
[E] ™ Physical Interface
Policy Routes
™ portl [® Physical Interface 192,
RIP
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Enter the name for the interface VLAN1O or whatever you want, select the type to VLAN, select
Interface to LAN, enter the VLAN ID, enter the VRF Id. assign the Role to LAN, set the Addressing mode
to manual, enter the IP/Netmask provided by your ISP and select the Administrative Access to HTTPS,
PING

New Interface

Name VLAN10

Alias

Type A VAN -

Interface P LAN (port4) -

VLANID 10

VRFID @] 10

Role @ LAN v

Address

Addressing mode DHCP | Auto-managed
IP/Netmask 192.168.10.2/24 a4——v

Create address object matching subnet @O

Name B VLAN10 address
Destination 192.168.10.2/24
Secondary |P address >

Administrative Access

Pye HTTPS PING | () FMG-Access
e O SNMP OFT™

. Security Fabric
O RADIUS Accounting (O Connection @

Enable the DHCP server and assign the address range further then save the configuration.

@ DHCP Server

Address range 192.168.10.1-192.168.10.1 x
192.168.10.3-192.168.10.254 x
[+]

Netmask 255.255.255.0
Default gateway RRENGEHRINGEWEIEE Specify
DNS server RECECSTS IVl Same as Interface IP | Specify

Lease time @ @ | 604800 second(s)
Advanced

Network

Device detection @ @
Security mode @

Traffic Shaping

Outbound shaping profile (B

Miscellaneous

Comments #0/255

Status (+ NHELINE O Disabled

Cancel

rGNITE www.hackingarticles.in

Technologies




Next, create another by making the same selections...

Go to Network > interfaces and create a new interface.

Enter the name for the interface VLAN20 or whatever you want, select the type to VLAN, select
Interface to LAN, enter the VLAN ID, enter the VRF Id. assign the Role to LAN, set the Addressing mode
to manual, enter the IP/Netmask provided by your ISP and select the Administrative Access to HTTPS,
PING

New Interface

Name VLAN20

Alias

Type A VLAN -
Interface M LAN (port4) -

VLANID 20
VRFID @] | 10

Role € LAN -
Address
Addressing mode DHCP | Auto-managed
IP/Netmask
Create address object matching subnet @
Name & VLANZ0 address
Destination 192.168.20.1/24
Secondary IP address e ]

Administrative Access

Pua HTTPS PING| [ FMG-Access
O ssH J SNMP OFTM

Enable the DHCP server and assign the address range further then save the configuration.

@DHCP Server

Addressrange | 192.168.20.2-192.168.20.254 |
[+]

Netmask 255.255.255.0
Default gateway EEEINGERWNCGHEWCIE Specify
DNS server EENCERSACTININNER Same as Interface IP | Specify

Leasetime €@ € | 604800 second(s)

Advanced

Network

Device detection @ @©
Security mode @

Traffic Shaping

Outbound shaping profile (B

Miscellaneous

Comments A0/255

Status (+EAELEGE © Disabled
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Finally, create a 3 VLAN by making the same selection

Go to Network > interfaces and create a new interface.

Enter the name for the interface VLAN30 or whatever you want, select the type to VLAN, select
Interface to LAN, enter the VLAN ID, enter the VRF Id. assign the Role to LAN, set the Addressing mode
to manual, enter the IP/Netmask provided by your ISP and select the Administrative Access to HTTPS,
PING

New Interface

Name VLANZO
Alias
Type @ VLAN -
Interface M LAN (port4) -
VLAN ID 30
VRFID @ | 10
Role @ LAN -
Address
Addressing mode DHCP | Auto-managed
IP/Netmask
Create address object matching subnet @
Name B VLAN3O0 address
Destination 192.168.30.1/24
Secondary IP address >

Administrative Access

Bya HTTPS FING | () FMG-Access
O ssH 0 SNMP OF™M

Enable the DHCP server and assign the address range further then save the configuration.

L) DHCP Server

Address range |192.168.30.2-192.168.30.254 |
[+]

Netmask 255.255.255.0

Default gateway [REIGCEHILGERIIEE Specify
DNS server REWCERRSTS CINIBINRE Same as Interface IP | Specify

Lease time @ €O 604800 second(s)
Advanced

Network

Device detection @ @
Security mode >

Traffic Shaping

Qutbound shaping profile (b

Miscellaneous

Comments 40255

Status (RTELVESE © Disabled
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| Review the Interface list to see the VLAN’s that you have created

[Z] 8= 802.3ad Aggregate €@

Je fortilink 8e 802.3ad Aggregate Dedicated to FortiSwitch PING

Security

[E] M Physical Interface

=: M LAN (port4) [ Physical Interface 192.168.255.100/255.2... PING

| HTTPS
SSH
SNMP

| 3]

' A VLAN10 A VLAN 192.168.10.2/255.255.2... | PING

f HTTPS

' A VLAN20 A VLAN 192.168.20.1/255.255.2... | PING

f HTTPS

e @ VLAN30 A VLAN 192.168.30.1/255.255.2... | PING
HTTPS

Create an Interface Zone

GO to the Network > Interfaces and select create new Zone

="= FortiGate VM64 Branch-FortiGate

@ Dashboard >
. i.i FortiGateVMé4 1 3 5
XX Security Fabric > B
& Network - v I" Bl P [
2 4 4
DNS + CreateNew~ | & Edit
Packet Capture Interface 1
SD-WAN Zones
SD-WAN Rules Virtual Wire Pair
Performance SLA 3o fortilink 3e 80z

Static Routes
[E] B Physical Interface
Dalirv Rontac
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Name the zone to “VLAN Zone” to make it identifiable and add the newly created VLAN’s to it as shown

below.
New Zone Select Entries
Q,Search
Block intra-zone traffic @ B LAN (portd)
Interface members A VLAN10 x ® port5
A VLAN20 x M porté
& VLAN30 x B port7
i \ ¥ ports
Comments A0/ ™ port9
™ port10
A VLAN1D
A VLAN20
A VLAN30
| Review the Zone list to see the VLAN’s that you have Added.
[ O Zone @
O VLANZone O Zone VLANTO 0.0.0.0/0.0.0.0
VLANZO
VLAN3O

104

Create a Zone Firewall Policy

Go to Policy & Objects > Firewall Policy and create a new policy that will allow any VLAN in the Zone
that we have created to access the internet.

="= FortiGate VM64 Branch-FortiGate

& Dashboard y e » ot o
NX Security Fabric 5

& Network X Interface Pair View

£ System . Name

% Policy & Objects —g— Blocking-social-media M _p
Firewall Policy
IPv4 DoS Paolicy No-Facebook-internet-access ™ p
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Assign a name to “VLAN Zone Policy” make it identifiable, set the Incoming interface to your
Zone and the outgoing interface to the internet-facing interface. configure the rest as needed or as
per your requirement.

New Policy
Name € VLAN Zone Policy
Incoming Interface 0 VLANZone st =
Outgoing Interface | | ¥ wan (port2) -
Source = all x
+
Destination B2 al x
+
Schedule T always -
Service AL ®
+
Action Uy seaul @ DENY Ll IPsec

Inspection Mode [QENEWERLE Proxy-based

Firewall / Network Options

NAT ©

IP Pool Configuration Use Outgoing Interface Address

Select the Security Profiles as per your requirements and save the configuration by selecting OK.

Security Profiles

AntiVirus O n default v | &
Web Filter © EE3 default - &
DNSFilter »

Application Control CB

IPS »

File Filter »

SSL Inspection certificate-inspection W 4
Logging Options

Log Allowed Traffic O EEegasEEl All Sessions
Generate Logs when Session Starts OB

Capture Packets »

Comments | Write acomment... 40/1023

Enable this policy @
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To make this Policy Effective move this Policy to the TOP of the List as per your environment which
policy should be on Top.

Interface Pair View [REUST I (o)

Name From To Source Desi
Blocking-social-media ® port1 ® wan(port2) B all Ball
No-Facebook-internet-access [ portl [® wan (port2) = all = all
internet access ™ port1l ™ port1l = al = all
mobile [ port1l ™ wan (port2) = FABRIC_DEVICE = all
VLAN Zone Policy O VLAN Zone ™ wan (port2) = all = all
vpn_HQ-to-Branch_local_0 ™ port1l @ HQ-to-Branch '@ HQ-to-Branch_local R HQ-to
vpn_HQ-to-Branch_remote_0 @ HQ-to-Branch [ portl % HQto-Branch_remote & HQ-to
vpn_Branch-to-HQ_local_0 [® wan (port2) @) Branch-to-HQ & Branch-to-HQ_local & Branch
vpn_Branch-to-HQ_remote_0 @ Branch-to-HQ [® wan (port2) & Branch-to-HQ remote & Branch

Implicit Deny O any O any = all = all

Similarly, you can create as much policy as you want.

References:

e https://www.hackingarticles.in/firewall-lab-setup-fortigate/
e https://www.hackingarticles.in/implementation-of-firewall-policies-fortigate-part-1/
e https://www.hackingarticles.in/implementation-of-firewall-policies-fortigate-part-2/
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About Us

“Simple training makes Deep Learning”

“IGNITE” is a worldwide name in IT field. As we provide high-quality cybersecurity training and
consulting services that fulfil students, government and corporate requirements.

We are working towards the vision to “Develop India as a Cyber Secured Country”. With an outreach
to over eighty thousand students and over a thousand major colleges, Ignite Technologies stood out
to be a trusted brand in the Education and the Information Security structure.

We provide training and education in the field of Ethical Hacking & Information Security to the
students of schools and colleges along with the corporate world. The training can be provided at the
client’s location or even at Ignite’s Training Center.

We have trained over 10,000 + individuals across the globe, ranging from students to security experts
from different fields. Our trainers are acknowledged as Security Researcher by the Top Companies like
- Facebook, Google, Microsoft, Adobe, Nokia, Paypal, Blackberry, AT&T and many more. Even the
trained students are placed into a number of top MNC's all around the globe. Over with this, we are
having International experience of training more than 400+ individuals.

The two brands, Ignite Technologies & Hacking Articles have been collaboratively working from past
10+ Years with about more than 100+ security researchers, who themselves have been recognized by
several research paper publishing organizations, The Big 4 companies, Bug Bounty research programs
and many more.

Along with all these things, all the major certification organizations recommend Ignite's training for its
resources and guidance.

Ignite's research had been a part of number of global Institutes and colleges, and even a multitude of
research papers shares Ignite's researchers in their reference.
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