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below, you can study them to prepare this NSE4_FGT-6.4 NSE4 exam.  

1.The HTTP inspection process in web filtering follows a specific order whenmultiple features are enabled in the web filter profile.What order must FortiGate use when the web filter profile has features enabled,such as safe search?A. DNS-based web filter and proxy-based web filterB. Static URL filter, FortiGuard category filter, and advanced filtersC. Static domain filter, SSL inspection filter, and external connectors filtersD. FortiGuard category filter and rating filterAnswer: BExplanation:Reference: https://fortinet121.rssing.com/chan-67705148/all_p1.html

2.Refer to the exhibit.

Review the Intrusion Prevention System (IPS) profile signature settings.Which statement is correct in adding the FTP.Login.Failed signature to the IPSsensor profile?A. The signature setting uses a custom rating threshold.B. The signature setting includes a group of other signatures.C. Traffic matching the signature will be allowed and logged.D. Traffic matching the signature will be silently dropped and logged.Answer: D

3.View the exhibit.
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A user behind the FortiGate is trying to go to http://www.addictinggames.com(Addicting Games). Based on this configuration, which statement is true?A. Addicting.Games is allowed based on the Application Overrides configuration.B. Addicting.Games is blocked on the Filter Overrides configuration.C. Addicting.Games can be allowed only if the Filter Overrides actions is set toExempt.D. Addcting.Games is allowed based on the Categories configuration.Answer: A

4.Examine this PAC file configuration.

Which of the following statements are true? (Choose two.)A. Browsers can be configured to retrieve this PAC file from the FortiGate.B. Any web request to the 172.25.120.0/24 subnet is allowed to bypass theproxy.
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C. All requests not made to Fortinet.com or the 172.25.120.0/24 subnet, have togo through altproxy.corp.com: 8060.D. Any web request fortinet.com is allowed to bypass the proxy.Answer: A,D

5.To complete the final step of a Security Fabric configuration, an administratormust authorize all the devices on which device?A. FortiManagerB. Root FortiGateC. FortiAnalyzerD. Downstream FortiGateAnswer: B

6.Refer to the exhibit showing a debug flow output.

Which two statements about the debug flow output are correct? (Choose two.)A. The debug flow is of ICMP traffic.B. A firewall policy allowed the connection.C. A new traffic session is created.D. The default route is required to receive a reply.Answer: B

7.Why does FortiGate Keep TCP sessions in the session table for severalseconds, even after both sides (client and server) have terminated the session?A. To allow for out-of-order packets that could arrive after the FIN/ACK packetsB. To finish any inspection operationsC. To remove the NAT operationD. To generate logsAnswer: A

Downloaded by cepot basmol (cepot.basmol@gmail.com)

lOMoARcPSD|11200496



8.View the exhibit.

Which of the following statements are correct? (Choose two.)A. This setup requires at least two firewall policies with the action set to IPsec.B. Dead peer detection must be disabled to support this type of IPsec setup.C. The TunnelB route is the primary route for reaching the remote site. TheTunnelA route is used only if the TunnelB VPN is down.D. This is a redundant IPsec setup.Answer: C,D

9.An administrator must disable RPF check to investigate an issue.
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Which method is best suited to disable RPF without affecting features likeantivirus and intrusion prevention system?A. Enable asymmetric routing, so the RPF check will be bypassed.B. Disable the RPF check at the FortiGate interface level for the source check.C. Disable the RPF check at the FortiGate interface level for the reply check.D. Enable asymmetric routing at the interface level.Answer: DExplanation:Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD33955

10.Examine this FortiGate configuration:

Examine the output of the following debug command:

Based on the diagnostic outputs above, how is the FortiGate handling the trafficfor new sessions that require inspection?A. It is allowed, but with no inspectionB. It is allowed and inspected as long as the inspection is flow basedC. It is dropped.D. It is allowed and inspected, as long as the only inspection required is antivirus.Answer: C
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11.Which three options are the remote log storage options you can configure onFortiGate? (Choose three.)A. FortiCacheB. FortiSIEMC. FortiAnalyzerD. FortiSandboxE. FortiCloudAnswer: B,C,E

12.Which two VDOMs are the default VDOMs created when FortiGate is set up insplit VDOM mode? (Choose two.)A. FG-trafficB. MgmtC. FG-MgmtD. RootAnswer: A,DExplanation:Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/758820/split-task-vdom-mode

13.In consolidated firewall policies, IPv4 and IPv6 policies are combined in asingle consolidated policy. Instead of separate policies.Which three statements are true about consolidated IPv4 and IPv6 policyconfiguration? (Choose three.)A. The IP version of the sources and destinations in a firewall policy must bedifferent.B. The Incoming Interface. Outgoing Interface. Schedule, and Service fields canbe shared with both IPv4 and IPv6.C. The policy table in the GUI can be filtered to display policies with IPv4, IPv6 orIPv4 and IPv6 sources and destinations.D. The IP version of the sources and destinations in a policy must match.E. The policy table in the GUI will be consolidated to display policies with IPv4and IPv6 sources and destinations.Answer: A,C,E

14.Refer to the exhibit.
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A network administrator is troubleshooting an IPsec tunnel between twoFortiGate devices. The administrator has determined that phase 1 fails to comeup. The administrator has also re-entered the pre-shared key on both FortiGatedevices to make sure they match.Based on the phase 1 configuration and the diagram shown in the exhibit, whichtwo configuration changes will bring phase 1 up? (Choose two.)A. On HQ-FortiGate, set IKE mode to Main (ID protection).B. On both FortiGate devices, set Dead Peer Detection to On Demand.C. On HQ-FortiGate, disable Diffie-Helman group 2.
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D. On Remote-FortiGate, set port2 as Interface.Answer: AD

15.Which two configuration settings are synchronized when FortiGate devicesare in an active-active HA cluster? (Choose two.)A. FortiGuard web filter cacheB. FortiGate hostnameC. NTPD. DNSAnswer: C,D

16.Which two statements are correct about SLA targets? (Choose two.)A. You can configure only two SLA targets per one Performance SLA.B. SLA targets are optional.C. SLA targets are required for SD-WAN rules with a Best Quality strategy.D. SLA targets are used only when referenced by an SD-WAN rule.Answer: B ,C

17.Refer to the exhibit, which contains a static route configuration.

An administrator created a static route for Amazon Web Services.What CLI command must the administrator use to view the route?A. get router info routing-table allB. get internet service route listC. get router info routing-table databaseD. diagnose firewall proute list
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Answer: AExplanation:Reference: https://docs.fortinet.com/document/fortigate/latest/administration-guide/139692/routing-concepts

18.An administrator Is configuring an IPsec VPN between site A and siteB. The Remote Gateway setting in both sites has been configured as Static IPAddress. For siteA. the local quick mode selector is 192.160.1.0/24 and the remote quick modeselector is 192.168.2.0/24.Which subnet must the administrator configure for the local quick mode selectorfor site B?A. 192.168.1.0/24B. 192.168.0.0/24C. 192.168.2.0/24D. 192.168.3.0/24Answer: C

19.Refer to the exhibits to view the firewall policy (Exhibit A) and the antivirusprofile (Exhibit B).
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Which statement is correct if a user is unable to receive a block replacementmessage when downloading an infected file for the first time?A. The firewall policy performs the full content inspection on the file.B. The flow-based inspection is used, which resets the last packet to the user.C. The volume of traffic being inspected is too high for this model of FortiGate.D. The intrusion prevention security profile needs to be enabled when using flow-based inspection mode.Answer: B

20.Which Security rating scorecard helps identify configuration weakness and

Downloaded by cepot basmol (cepot.basmol@gmail.com)

lOMoARcPSD|11200496



best practice violations in your network?A. Fabric CoverageB. Automated ResponseC. Security PostureD. OptimizationAnswer: AExplanation:Reference: https://www.fortinet.com/content/dam/fortinet/assets/support/fortinet-recommended-security-bestpractices.pdf

21.An administrator needs to configure VPN user access for multiple sites usingthe same soft FortiToken. Each site has a FortiGate VPN gateway.What must an administrator do to achieve this objective?A. The administrator can register the same FortiToken on more than oneFortiGate.B. The administrator must use a FortiAuthenticator device.C. The administrator can use a third-party radius OTP server.D. The administrator must use the user self-registration server.Answer: B

22.Which two statements about antivirus scanning mode are true? (Choose two.)A. In proxy-based inspection mode, files bigger than the buffer size are scanned.B. In flow-based inspection mode. FortiGate buffers the file, but alsosimultaneously transmits it to the client.C. In proxy-based inspection mode, antivirus scanning buffers the whole file forscanning, before sending it to the client.D. In flow-based inspection mode, files bigger than the buffer size are scanned.Answer: B,C

23.Which of the following are valid actions for FortiGuard category based filter ina web filter profile ui proxy-based inspection mode? (Choose two.)A. WarningB. ExemptC. AllowD. LearnAnswer: A,C
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24.D18912E1457D5D1DDCBD40AB3BF70D5DWhat is the effect of enabling auto-negotiate on the phase 2 configuration of anIPsec tunnel?A. FortiGate automatically negotiates different local and remote addresses withthe remote peer.B. FortiGate automatically negotiates a new security association after the existingsecurity association expires.C. FortiGate automatically negotiates different encryption and authenticationalgorithms with the remote peer.D. FortiGate automatically brings up the IPsec tunnel and keeps it up, regardlessof activity on the IPsec tunnel.Answer: BExplanation:Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=12069

25.Which type of logs on FortiGate record information about traffic directly to andfrom the FortiGate management IP addresses?A. System event logsB. Forward traffic logsC. Local traffic logsD. Security logsAnswer: A

26.Which statements are true regarding firewall policy NAT using the outgoinginterface IP address with fixed port disabled? (Choose two.)A. This is known as many-to-one NAT.B. Source IP is translated to the outgoing interface IP.C. Connections are tracked using source port and source MAC address.D. Port address translation is not used.Answer: A,B

27.Refer to the exhibit.
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Which contains a session list output. Based on the information shown in theexhibit, which statement is true?A. Destination NAT is disabled in the firewall policy.B. One-to-one NAT IP pool is used in the firewall policy.C. Overload NAT IP pool is used in the firewall policy.D. Port block allocation IP pool is used in the firewall policy.Answer: A

28.View the exhibit:

Which the FortiGate handle web proxy traffic rue? (Choose two.)A. Broadcast traffic received in port1-VLAN10 will not be forwarded toport2-VLAN10.B. port-VLAN1 is the native VLAN for the port1 physical interface.C. port1-VLAN10 and port2-VLAN10 can be assigned to different VDOMs.D. Traffic between port1-VLAN1 and port2-VLAN1 is allowed by default.Answer: A,C

29.What devices form the core of the security fabric?A. Two FortiGate devices and one FortiManager device
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B. One FortiGate device and one FortiManager deviceC. Two FortiGate devices and one FortiAnalyzer deviceD. One FortiGate device and one FortiAnalyzer deviceAnswer: CExplanation:Reference:https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/425100/components

30.An administrator has configured a strict RPF check on FortiGate.Which statement is true about the strict RPF check?A. The strict RPF check is run on the first sent and reply packet of any newsession.B. Strict RPF checks the best route back to the source using the incominginterface.C. Strict RPF checks only for the existence of at cast one active route back to thesource using the incoming interface.D. Strict RPF allows packets back to sources with all active routes.Answer: A

31.Refer to the exhibit.
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The exhibit shows proxy policies and proxy addresses, the authentication ruleand authentication scheme, users, and firewall address.An explicit web proxy is configured for subnet range 10.0.1.0/24 with threeexplicit web proxy policies.The authentication rule is configured to authenticate HTTP requests for subnetrange 10.0.1.0/24 with a form-based authentication scheme for the FortiGatelocal user database.Users will be prompted for authentication.How will FortiGate process the traffic when the HTTP request comes from amachine with the source IP 10.0.1.10 to the destination http://www.fortinet.com?(Choose two.)A. If a Mozilla Firefox browser is used with User-B credentials, the HTTP requestwill be allowed.B. If a Google Chrome browser is used with User-B credentials, the HTTPrequest will be allowed.C. If a Mozilla Firefox browser is used with User-A credentials, the HTTP requestwill be allowed.D. If a Microsoft Internet Explorer browser is used with User-B credentials, theHTTP request will be allowed.Answer: A,D

32.Refer to the exhibit.
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The global settings on a FortiGate device must be changed to align withcompany security policies.What does the Administrator account need to access the FortiGate globalsettings?A. Change passwordB. Enable restrict access to trusted hostsC. Change Administrator profileD. Enable two-factor authenticationAnswer: D

33.Which two statements ate true about the Security Fabric rating? (Choosetwo.)A. It provides executive summaries of the four largest areas of security focus.B. Many of the security issues can be fixed immediately by click ng Apply whereavailable.C. The Security Fabric rating must be run on the root FortiGate device in theSecurity Fabric.D. The Security Fabric rating is a free service that comes bundled with altFortiGate devices.Answer: B,C
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34.Refer to the exhibit.

Which contains a session diagnostic output.Which statement is true about the session diagnostic output?A. The session is in SYN_SEXT state.B. The session is in FIN_ACK state.C. The session is in FTN_WAIT state.D. The session is in ESTABLISHED state.Answer: D

35.Which three criteria can a FortiGate use to look for a matching firewall policyto process traffic? (Choose three.)A. Source defined as Internet Services in the firewall policy.B. Destination defined as Internet Services in the firewall policy.C. Highest to lowest priority defined in the firewall policy.D. Services defined in the firewall policy.E. Lowest to highest policy ID number.Answer: A,B,DExplanation:Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD47435

36.By default, FortiGate is configured to use HTTPS when performing live web
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filtering with FortiGuard servers.Which two CLI commands will cause FortiGate to use an unreliable protocol tocommunicate with FortiGuard servers for live web filtering? (Choose two.)A. set fortiguard anycast disableB. set protocol udpC. set webfilter-force-off disableD. set webfilter-cache disableAnswer: A,C

37.Refer to the exhibit.

Examine the intrusion prevention system (IPS) diagnostic command.Which statement is correct If option 5 was used with the IPS diagnostic commandand the outcome was a decrease in the CPU usage?A. The IPS engine was inspecting high volume of traffic.B. The IPS engine was unable to prevent an intrusion attack.C. The IPS engine was blocking all traffic.D. The IPS engine will continue to run in a normal state.Answer: C

38.Which three authentication timeout types are availability for selection onFortiGate? (Choose three.)A. hard-timeoutB. auth-on-demandC. soft-timeoutD. new-sessionE. Idle-timeoutAnswer: A,D,EExplanation:https://kb.fortinet.com/kb/documentLink.do?externalID=FD37221
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39.FortiGate is configured as a policy-based next-generation firewall (NGFW)and is applying web filtering and application control directly on the security policy.Which two other security profiles can you apply to the security policy? (Choosetwo.)A. Antivirus scanningB. File filterC. DNS filterD. Intrusion preventionAnswer: A,C

40.When a firewall policy is created, which attribute is added to the policy tosupport recording logs to a FortiAnalyzer or a FortiManager and improvesfunctionality when a FortiGate is integrated with these devices?A. Log IDB. Universally Unique IdentifierC. Policy IDD. Sequence IDAnswer: BExplanation:Reference: https://docs.fortinet.com/document/fortigate/6.0.0/handbook/554066/firewall-policies

41.Which three pieces of information does FortiGate use to identify the hostnameof the SSL server when SSL certificate inspection is enabled? (Choose three.)A. The subject field in the server certificateB. The serial number in the server certificateC. The server name indication (SNI) extension in the client hello messageD. The subject alternative name (SAN) field in the server certificateE. The host field in the HTTP headerAnswer: ACDExplanation:Reference: https://checkthefirewall.com/blogs/fortinet/ssl-inspection

42.Which three CLI commands can you use to troubleshoot Layer 3 issues if theissue is in neither the physical layer nor the link layer? (Choose three.)A. diagnose sys topB. execute pingC. execute traceroute
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D. diagnose sniffer packet anyE. get system arpAnswer: A,B, C
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