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Lab 0: Testing Lab Connectivity (optional)

Overview

The Aruba Training Lab provides you with the equipment you need for completing several lab activities. You
should know the purpose and access procedures to this equipment.

PC-1: This client is used for device management, traffic analysis, connectivity testing,
accessing the Web-UI of NetEdit and your switches and accessing the CLI over SSH of
switches.

PC-3: This client is used connectivity testing.

PC-4: This client is used connectivity testing.

6300-A switch: This is Sw1, primarily used for Layer3 functions.
6300-B switch: This is Sw2, primarily used for Layer2 functions.
8325-A switch: This is Agg1, acting as the first aggregation switch.
8325-B switch: This is Agg2, acting as the second aggregation switch.
OOBM switch: You have NO access to this switch.

Server Switch. You have NO access to this switch.

NetEdit: You will access this device over a HTTPS session via PC-1

Windows Server: You have NO access to this server; it is used as DNS and has a DHCP
server function.

ClearPass server: You have read-only access to this server, it will be used as a AAA server.

Objectives

After completing this lab, you will have all the information needed to support the hands-on labs in this course.
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Task 1: Aruba Training Lab Access
Objectives

In this task you will check that you have connectivity to the remote lab and can successfully login.
This will ensure that you have access to your remote lab equipment during this training.
Steps

1. On your local computer, launch a web browser, and enter to the Aruba Training Lab web
portal at the URL:htips://arubatraininglab.computerdata.com.

2. Enter your username and password (if you do not have one, ask your instructor for the
credentials), and click the Sign in button.

Sign in

3. Your instructor will provide you with a table number. You should replace 'x' in the lab

instructions with your table number. E.g. IP 10.251.x.2 should be updated based on your
table number.
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Task 2: Testing Connectivity
Objectives

To test connectivity and authentication credentials for each of the devices. Working from the Aruba Training
Lab diagram, you will connect to and log into the Access switches and your client PCs.

6300-A and 6300-B

1. To connect to the console of the 6300-A switch, right-click on the icon in the lab diagram and
select “Open Console.”

AirWave
10.252.1.22

Windows Server , " ., RouterB
DHCP DNS FTP Web 11N 111

ClearPass [ CL Mobility il Ry
10.252.1.23 " 1/1/47  Controller 1/1/47
Aggl 1/1/46 1/1/46 hag2
(8325-A) | | » (8325-B)
10.251.14.2 1/1/45 1/1/45 10.251.14.3
y b, —
OOBM Switch nn | e nmn 112
11125
11726 11125 11726
— s —
10.251.14.200 swi 1/1/28 1/1/28 sSw2
(6300-A) (6300-B)
10.251.14.4 10.251.14.5
) Power is ON
@ Open Console
— " Power Off
PC1 Pc4
£ Reboot

2. A new browser tab should open with a blank, black screen. Press 'Enter' a few times. The
console prompt should be displayed

C) Copyright 2017-2020 Hewlett Packard Enterprise Development LP

D F‘ HTS LEGEND

Enterp
with F

you up ate about:

er your products now at: https://asp.arubanetworks.com

300 login: I

3. Repeat the steps 1 to 2 on Sw2 (6300-B), Agg1 (8325A) and Agg2(8325B).
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PC-1, PC-3 and PC-4

4. To access the desktop PC-1, right-click on the icon in the lab diagram and select “Open
Desktop.”

10.251.14.4LT - J YRYPY) |/|/4/L

oL

a—
L}

111 11/3

[m— L
PCi ¢ Open Desktop

NetEdit (via PC-1)

1. On PC1, open a browser and type the NetEdit IP address in the URL field (10.251.x.200)
then hit [Enter]. You will be presented a security certificate warning. Each table has its own
NetEdit host.

2. Accept the warning. You will see the NetEdit login page.
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Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 10.1.19.11. If you visit this site, attackers could try
to steal information like your passwords, emails, or credit card details.

earn more

Go Back (Recommended)

Report errors like this to help Mozilla identify and block malicious sites

Q Aruba NetEdit x 4+

< C A Notsecure | hitps//10.251.11.200/#/app/login % O

CPPM Host (via PC-1)

3. On PCH1, open a browser and type the ClearPass Policy Manager IP address in the URL field
(10.252.1.23) then hit [Enter]. There is 1 common ClearPass server for the tables in the

class.
4. You will be presented a security certificate warning.
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5. Accept the warning. You will see the login page right after.
6. You have read-only access with the credentials readonly / readonly .

You have completed this Lab!
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Lab 01: Initial Setup

In this lab you will perform the initial switch setup.
e Reset the switches to factory default

¢ Apply the basic initial configuration
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Task 1: Factory Reset the Switches
Objectives

— Erase the configuration and any previous settings from the switches
— Verify and correct the firmware version on the switches if necessary

Steps

1. Open a console connection to Agg1 (8325A). Login with username 'admin'

Q: In which scenario would the switch prompt you to change the admin password?

A: When it has just completed a zeroize procedure. This means the switch is completely factory default.

2. When you are prompted to change the admin password, set it to 'aruba123'.

NOTE: If you were not prompted to change the admin password, perform a zeroize of
the switch settings. The switch will reboot and then you will be prompted to set the
admin password.

3. Since the training lab is shared with other switching courses, the firmware may be different
for these other courses. Verify the current firmware version.

4. |n case the active version is not 10.05.0021:
a. Verify the current images in the flash

NOTE: If you don't have 10.05.0021 on the switch, notify your instructor.

b. Set the correct image (primary or secondary based on the previous output) as the default
boot to make 10.05.0021 the default boot image.

c. Verify the correct version has been set with the show image command and reboot the
system.

NOTE: If you would perform the 'erase all zeroize' procedure at a later point,
remember to set the default boot again. This setting is cleared by the zeroize
procedure.

5. Repeat the previous 4 steps for Agg2(8325A)
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6. Repeat the previous 4 steps for Sw1 (6300A)
7. Repeat the previous 4 steps for Sw2 (6300B)
The expected version of the switches for the ASTS training labs is 10.05.0021
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Task 2: Load the Initial Configuration

Objectives
— Load the initial configuration to the router virtual devices
— Load an example initial configuration for the switches

Steps
Load initial configuration to the router devices
1. Use the training lab interface to access the console of RouterA, login using admin/aruba123

2. Review the list of checkpoints

]RouterA# show checkpoint list

3. Copy the checkpoint 'asts-base-I3' to the running configuration, save the configuration and
reboot.

copy checkpoint asts-base-13 run
write mem
boot system

4. Repeat steps 1-3 for RouterB and RouterC.

OOBM Network Access
5. Open a console connection to Agg1 and check the IP address of the mgmt interface.

Q: What is the OOBM IP address?

A: By default DHCP is enabled on the OOBM port, this could be used for Zero-Touch Provisioning. Since
there is no DHCP server on the Out-Of-Band Management network in the lab, the switch will not have a
management IP address.

6. On Agg1, configure a static OOBM IP 10.251.x.2/24 on the 'mgmt' interface, set 10.251.x.254
as the mgmt default gateway.

NOTE: Replace x with your assigned table number.

7. Make a checkpoint with name 'oobm' (all lowercase).

IMPORTANT: Some scripts that are required later in the training labs depend
on this checkpoint. Make sure you have created this checkpoint oobm.
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8. Review the checkpoint list and verify that checkpoint oobm is listed.
9. Open console connections to Agg2, Sw1 and Sw2 and configure the static management IP

and GW.
Device OOBM IP
8325A (Agg1) 10.251.x.2/24
8325B (Agg2) 10.251.x.3/24
6300A (Sw1) 10.251.x.4/24
6300B (Sw2) 10.251.x.5/24

10.Open a connection to PC1, open a command prompt (cmd.exe) and use ipconfig to check
the IP address of the 'OOBM NIC' (should be 10.251.X.91). Whenever you need to make a
TFTP copy from a switch, you can use the mgmt interface and VRF of the switch and use
this 10.251.x.91 IP address of the PC1 as the destination.

’ipconfig

Push Base configuration to your devices
Configuration files have been prepared for your table and a basic SSH script can be used to push these
configurations to your lab devices.

Before you push the commands, review the current interface status on Agg1.

11.0n Agg1, review the current interface status

Q: What is the status of interface 1/1/1? What is the cause of this status?
A: The status is down because of 'Group speed mismatch'
Q: What does this mean?

A: On the 8325, port groups can be configured to operate at 10g or 25g speed. By default, they are set to
operate at 25Gbps speed. When a different speed transceiver is connected, the 'Group speed mismatch' is
reported. This will be corrected by using the 'system interface-group 1 speed 10g' command.

12.0n PCH1, in the ASTS folder on the desktop, run the '"ASTS-Lab01-task2.cmd'.

NOTE: The script will make an SSH connection to the OOBM IP of the
switches (using admin/aruba123 credentials) and enter the prepared
commands from the ASTS\config folder on your desktop.
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NOTE: The script simply deploys commands using SSH to the devices. Feel
free to manually open SSH connections to the 4 devices and copy/paste the
commands from the config files yourself if you prefer to push the configuration
manually.

IMPORTANT: Since this is the first time Putty is making a connection, you will
see messages about the public key. You can ignore these messages; Putty
will automatically continue.

13. Close the script once it has completed.

14.0n PC1 Desktop > ASTS > configs folder, review the contents of the 'ASTS_cfg_lab01-
done-agg1.txt'. You can also use “show checkpoint asts-1lab@l-done” command on the
switch. These are the commands that were pushed to the Agg1.

15.Repeat this review for Agg2, Sw1 and Sw2.

Task 3: Verify Device Access
Objectives

— Verify access between the lab devices

Device IP Address Table

Device In-Band IP Address OOBM IP Address
Agg1 (8325) 10.x.1.2/24 10.251.x.2

Agg2 (8325) 10.x.1.3/24 10.251.x.3

Sw1 (6300) 10.x.1.4/24 10.251.x.4

Sw2 (6300) 10.x.1.5/24 10.251.x.5
RouterA 10.255.101.11

ClearPass 10.252.1.23

NetEdit 10.251.x.200

PC1 (MGMT) 10.251.x.91
Steps
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NOTE: The remote lab Webgate Guacamole interface is very convenient for
accessing the console of the devices. However, for copy/paste, resize or
screen buffer operations, an SSH connection is more flexible.

It is highly recommended to use PC1 and open SSH connections to the OOBM
IP of the devices instead of the 'Console' connections in the remote lab
interface.

1. On PC1, use Putty (on the desktop) or MTPutty (Multi-Tab Putty) to open an SSH connection
to Agg1 OOBM IP address. Putty connections have been setup for you.

Verify in-band connectivity

2. On Agg1, ping to Agg2, Sw1 and Sw2 using the default routing table. Use the in-band IP
address listed in the table above.

3. On Agg1 ping to the RouterA using the default routing table
4. On Agg1 ping to the ClearPass host (10.252.1.23) using VLAN1 as source IP address.

OOBM Connection tests
5. Using Agg1, ping the NetEdit host on the OOBM mgmt network.

NOTE: In case any ping tests would fail, verify that:
e The configuration was loaded correctly
e The ports are up

e The correct VRF was used for the ping command

IMPORTANT: Inform your instructor if some devices cannot be reached

Configuration file formats

6. On PC1, verify the TFTP server (3CDaemon on the desktop) is running. The TFTP root
folder has been set to the folder Desktop > TFTP Root.

7. On Agg1, explore the copy command to upload the current configuration file with TFTP to the
management PC using the OOBM network. Use filename 'asts-lab01-agg1.txt'.

Q: Which file format options are available when an AOS-CX file is copied?
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A: cli and JSON based.

8. Upload the running configuration as CLI file to PC1, use filename
asts-lab01-agg1.txt

9. Upload the running configuration as JSON file to PC1, use filename
asts-lab01-agg1-json.txt

10.0n the PC1, open the saved files (Desktop > TFTP Root) using Notepad++ and review the
JSON file contents. This shows the hierarchical structure of the AOS-CX configuration file.

NOTE: When NetEdit is used to push configuration changes, NetEdit
generates a new configuration based on JSON and uploads this to the target
devices.

Table configuration backup and restore on Management PC
While the TFTP method works, the same JSON file can be downloaded using the RESTAPI.

NOTE: You will explore more about the RES_T AI_DI in Lab03.

A basic backup/restore script is available to backup and restore the running configuration of your 4 devices to
local JSON files.

11.0n PC1, Open Desktop > ASTS

12.Run 'ASTS-config-running-backup.cmd’, enter 'lab01-yourname' (avoid spaces in the
backup name) and press Enter.

13.0Open Desktop > ASTS > backups and review the 4 backup files.

Example Restore
14.0n Agg1, set the hostname to 'test'

15.To compare your current configuration with a saved checkpoint, use the checkpoint diff
command.

16.0n PC1, run the 'ASTS-config-running-restore.cmd' and enter the name of your backup.
17.Verify on Agg1 that the hostname was reverted by the backup.

18.You can use this backup method at any time during the labs if you want to save your
configurations.
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Table checkpoint configuration (Optional)
19. You may also save 'local' configuration checkpoints on the devices at any point during the
labs using the 'ASTS-config-checkpoint-save-from-running.cmd' script.

NOTE: It is only possible to save a new checkpoint if the configuration is
different from the other checkpoints. This is why an sample change is
generated first.

20.0n Agg1, make an sample configuration change ( example: hostname Agg1-mylab01)
21.0n PCA1, run 'ASTS-config-checkpoint-save-from-running.cmd'. Enter 'lab01-<your name>".
22.0n Agg1, review the checkpoint list.

23.Revert the checkpoints: On PC1, run 'ASTS-config-checkpoint-restore.cmd' and enter
'asts-lab01-done'. This checkpoint was created earlier in this lab.

24.0n Agg1, verify that the hostname has changed.

25.Review the last 10 events in the event log, you should see an event that the switch
configuration asts-lab01-done was copied to the running-config.

Course labs 'known good' checkpoints

The training labs assume that you have completed the previous lab activities in the order of the class.
In case you are unable to complete some of the labs, the actual commands for that activity can be found per
switch on PC1 > Desktop > ASTS > configs.

You must also run a script to load all these configurations in the correct order and save them as checkpoints.
This will allow you to compare your configuration to a known good configuration.

26.Deploy the 'known good' checkpoints on your devices. The script will also upload a JSON
and CLI version of each lab to the PC1 TFTP folder. Make sure your TFTP server is running
on PC1.

27.0n PC1, open > Desktop > ASTS and run ASTS-Lab01-config-deploy-all.cmd

This will take about 6-7 minutes to load and save all the labs and the checkpoints. At the end, the asts-lab01-
done will be loaded.

28. After the load completes, you can verify the saved checkpoints on each switch.

29.0n PC1, open the Desktop > TFTPRoot folder. This will now contain a completed
configuration of each lab activity. This can be used in case you want to perform a complete
restore or compare your lab configuration with a known-good configuration.

30.Reboot all 4 switches to complete the process.
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You have completed this Lab!
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Optional Lab 02: Troubleshooting Tools

AOS-CX Troubleshooting and Analysis

NOTE: This lab activity simply demonstrates the available troubleshooting
tools. These tools will be used again in the remainder of the labs. This is why
the Lab activity is marked as optional.

In this lab activity several troubleshooting tools will be introduced. Some of these should be used in later lab
activities to analyze or troubleshoot other technologies.

Requirements

This lab requires the completion of Lab 01.

Objectives
— Review Show commands
— Copy support logs
— Explore Debug options
— Diagnostics tools
— Traffic mirroring and packet captures

Rev 20.41 | © Copyright 2020 Hewlett Packard Enterprise Development LP | Confidential — For Training Purposes Only
a Hewlett Packard

Enterprise company



Aruba Advanced Switching
Troubleshooting and Solutions
Lab Guide

Task 1: Introduction to show commands and support files
Objectives

— Show commands
— Copy support log files
— Accounting logs
— Event logs
— Terminal monitor
Steps
Show commands and support files review
1. On Agg1, review the physical interface state.
Q: What is the speed of the link to Sw1 (1/1/1) and Agg2 (1/1/46)7?

A: The link to Sw1 is 10Gbps, the link to Agg2 is operating at 25Gbps.

2. Review the available interface groups and the configured speed. Note that all the ports in a
group are configured together.

3. Review the link-status

Q: How many link transitions did interface 1/1/1 have?

A: This depends on your lab environment.

4. Review the interface transceiver details. This is useful to detect the type, product number and
serial number of the transceiver.

Interface statistics

5. Review the interface statistics.

Q: Does the output include all interfaces? Is this useful?

A: Interfaces that have 0 value statistics can clutter the output.

6. Review the interface statistics of the interfaces that have non-zero statistics

7. Clear the statistics and review the statistics again. It may take a few seconds before new
statistics are available.

8. Open an extra SSH session to Agg1, review the statistics again.

Q: Have these statistics been reset as well?

A: No, the clear statistics command only clears the statistics for the current session.
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9. Leave the second connection in place. On the original connection, clear the statistics at the
device 'global’ level.

10. Verify on the second connection that the statistics have now been reset at the device global
level. You may close the second session now.

Q: What is the impact of clearing the statistics at the global level?

A: NAE and external SNMP monitoring systems will also notice the reset of the port statistics when they are
cleared at the global level.

Support Logs

11. Copy support files for all features to PC1 (10.251.x.91 in VRF mgmt) with filename 'agg1-
support-all.tar.gz' using TFTP.

NOTE: It may take a minute to complete the collection.

12.0n PC1, unzip the file in the TFTP folder (7Zip is installed).
13.Untar the tar file (7Zip is installed).
14.Take a moment to review the files.

15.Open the ovsdbdump.html file. This is an HTML dump of the system configuration and state
database. All settings and protocol states of the switch are stored in this database.

16. Search for the word 'lldp_neighbor'. This will show the current LLDP neighbors. Close the
HTML file.

17.Take a moment to review the folders in the 'Feature' subfolder.

Accounting logs

You will review the accounting logs in a moment. First make a sample configuration change, you should find
this change back in the log.

18.0n Agg1 define LAG 256 with LACP using interfaces 1/1/46 and 1/1/47. Enable the LAG256
and ports 1/1/46 and 1/1/47. Do not configure Agg2 at this point, this will cause an LACP
blocked state that will be used in the next section.

19.Review the accounting log for the last 10 entries. The last entries should show the LAG
commands.

Q: Which commands are stored in the accounting log?

A: Both configuration and show commands, as well as HTTP calls made using the REST API.
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Event log
In this section you will review the status of the LAG and attempt to find the issue.
20.0n Agg1, review the status of the LACP interfaces.

NOTE: This 'show lacp interfaces' command also applies to non-LACP
enabled (static) aggregations!

21.Review the status of the LAG 256 interface
Q: What is the current status of the physical and the logical (LAG) interfaces?

A: The physical interfaces are lacp-block status, the logical interface is 'Disabled by LACP or LAG' status.
Q: Why is the LACP blocked status shown?

A: Let's review the event log!

22.Review the event log in reverse order. Note that each event is logged by a daemon (process)
on the switch, and the daemon name is included after the hostname.

Q: What is the daemon name that logs 'LAG' messages?
A: This is logged by the lacpd (LACP daemon)
Q: Why are the ports in a blocked state?

A: The partner timed out; this means that there were no LACP messages received from the peer device. This
is 'expected' since, you only configured the Agg1 side of the LAG, not Agg2.

23.Now filter the events based on the last 20 entries of the 'lacpd' daemon. Use 'show event -
d ?'to see a list of the available processes.

Terminal Monitor

In this section, the terminal logging for events will be reviewed.

NOTE: Extended Terminal monitor functionality has been available since release
10.05, Terminal Monitor is supported in a SSH session only

By default, there is no live logging of events in the active session.
You will now explore some of the 'terminal monitor' options to get live logging of events.

24.Enable the terminal-monitor without any options
25.Enable and disable interface LAG256 again

Q: Was a message displayed in your session about this?
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A: No.

26.Review the terminal-monitor severity options
Q: What is the default severity logging level?

A: The default level is error and above.

27.Adjust the terminal-monitor to include INFO messages and above
28.Disable and enable the interface LAG 256. The Link status events should now be shown.

NOTE: It make take a few seconds for the events to be displayed on your
screen.

29.Reconfigure the terminal-monitor with a filter to see only messages that contain the string
'‘lacpd’ in them.

30.0n Agg2, complete the LACP LAG 256 configuration on Agg2 and make sure the LAG is fully
up with both interfaces 1/1/46 and 1/1/47.

31.0n Agg1, you should now see in the terminal monitor events that the LAG is now online.

32.Disable the terminal monitor using the 'no terminal-monitor'command.
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Task 2: Diagnostic tools
Objectives

— Enable diagnostics commands

— Explore the available diagnostic tools
Steps
Explore dropped frames - Jumbo frames

In this section Sw1 will be configured with jumbo frames, while the Agg1 will use the standard MTU. You will
explore how you can detect this configuration error.

1. Use PC1 to open an SSH session to Sw1.

Configure interfaces 1/1/25 and 1/1/26 on Sw1 with an MTU of 9198.

Configure SVI 1 on Sw1 with an IP MTU of 9198.

On Swi1, ping to 10.x.1.2 (the IP of Agg1) to confirm a normal sized packet works fine.

A Sl o

On Sw1, ping to 10.x.1.2 with a datagram-size of 2000 and the 'do-not-fragment' option
enabled. This ping should fail.

6. On Agg1, attempt to detect the drop reason, review the interface 1/1/1 statistics.
Q: Any dropped frames?

A: No, these are not counted in these statistics.

7. Review the available 'diag?' command options.

8. Enable diagnostics mode.

9. Review the available 'diag?' command options again.
10.Explore the 'diag interface 1/1/1 statistics' command.

Q: What categories have non-zero counters?

A: Several statistics may have non-zero counters. In this example, the 'frame size exceeded drops' will be
increasing.

11.Correct the jumbo frames on Agg1 and Agg2, set all ports to MTU 9198.
12.Reset the Sw1 SVI1 MTU to 1500.
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Explore dropped frames - VLAN mismatch

You will now configure a VLAN mismatch on the LAG256 between Agg1 and Agg2. VLAN 11 will exist on
LAG256 on Agg2, but it will not be defined yet on Agg1.

Use PC1 to open an SSH session to Agg2.
Define VLAN11, SVI 11 on Agg2 and assign IP address 10.x.11.3/24
Configure LAG256 as VLAN trunk and allow all VLANSs.

Start a ping on Agg2 to 10.x.11.2 with 1000 repetitions. This will force Agg2 to send ARP
broadcast requests in VLAN 11, these will be transmitted over the LAG256 to Agg1.

5. Use PC1 to open an SSH session to Agg1.
6. Review the interface statistics for 1/1/46, 1/1/47 and LAG256.

Q: What do you notice about the statistics?

N~

A: The member port statistics are automatically added to the LAG statistics.
Q: Are there any dropped frames?

A: No, these statistics only show hardware dropped frames.

7. Review the extended statistics for ports 1/1/46 and 1/1/47. Repeat the command 2 or 3 times
to see which values are changing.

Q: Are there any dropped frames?

A: No, but the 'filtered' frames value seems to increase.

8. For 1/1/46 and 1/1/47, use the 'diag interface <interface> statistics'command a
few times. Note the 'RX Statistic' category.

Q: Which value is increasing?

A: The 'Invalid VLAN drops' is increasing for this port.

9. Correct the configuration: On Agg1, define VLAN11, SVI 11 and assign IP address
10.x.11.2/24, configure LAG256 as VLAN trunk and allow all VLANSs.
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Task 3: Debugging options
Objectives
— Enable debugging for daemons
— Configure debug destinations
— Capture debug

Steps

Review default logging and logging destination

In this section you will explore the debug options, review the debug buffer and generate some debug events.
Familiarize yourself with the process, so you can use this in the next chapters.

1. Review default debug status on Sw1.
2. Review default debug destinations on Sw1.

NOTE: The debug 'buffer' is by default enabled and does not show in the
debug destination list.

Clear the debug buffer on Sw1.
Review the debug buffer on Sw1.
Clear the debug buffer and review it again to confirm it is empty.

o 0 bk w

Enable debugging for 'ndm unresolvedunicast' and 'ndm statemachine' on Sw1. NDM is the
neighbor lookup daemon, this includes ARP.

7. Clear the ARP table on Sw1.
8. Review the contents of the ARP table on Sw1.

Q: Do you see any entries? Why?

A: Sw1 has 10.x.1.2 configured at the default gateway. This 'next hop' will be automatically resolved by the
device.

Review normal ARP operation

In this section you will use the debug functions to review the normal operation of an ARP lookup. This will be
done by performing a ping to 10.x.1.3. The ping will trigger an ARP request.

9. Enable terminal-monitor on Sw1 with severity debug and filter on 10.x.1.3 events.
10.0n Sw1, ping 10.x.1.3, then wait a few moments.
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NOTE: It can take a few moments for the terminal-monitor events to appear in
your session.

11.1n the debug output, you should find a message from the NDM_STATEMACHINE, 'Updated
MAC from old 00:00:00:00:00:00 to a new MAC:'

Review missing ARP reply operation

Now review the operation when there is no response from the host. You will attempt to ping IP 10.x.1.30, an
IP address that is not online in the lab network.

12.Update the terminal-monitor filter with severity debug on 10.x.1.30 events.
13.0n Sw1, ping 10.x.1.30 a single time (repetition 1)
14.Wait a few moments and review the generated output. You should find a message from the

NDM_STATEMACHINE about ' Max probe count reached' and ' Neighbor is INCOMPLETE".

This indicates that no response was received after the neighbor discovery messages were
sent out.

15. Disable all debugging on Sw1 with the 'no debug all' command.
16.Disable the terminal-monitor on Sw1.

17.Review the last 40 lines of the debug buffer for the 'ndm' module on Sw1. This output will
also show the NDM entries.
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Task 4: Traffic mirroring and packet captures
Objectives

— Data plane - Local mirror
— Data plane - Remote mirror over GRE tunnel
— Data plane - Mirror to CPU
— Control plane - TCPDUMP analysis
Steps
Data plane mirror - Local mirror

In this section, a local mirror will be defined. Due to the remote lab environment and the use of VMs, the
mirror packets cannot be observed on the MGMT PC. So, this mirror cannot be verified and only the
configuration will be reviewed.

1. Open an SSH connection to Sw1

Review existing mirrors

Configure local mirror session 1

Add port 1/1/25 as the source interface and monitor both receive and transmit traffic
Add port 1/1/1 as the destination interface

Enable the mirror

N o o bk ooN

Review the mirror
8. Review the mirror details

Q: How many output packets were handled by this mirror?

A: Depends on your setup
9. Disable the mirror
10. Remove the destination interface from this mirror

TIP: Use 'show run current' to see the configuration of the current context.

Dataplane mirror - Remote mirror over GRE tunnel

NOTE: The GRE destination IP must be reachable using the in-band network.
It is not possible to configure the GRE tunnel over the OOBM network.
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NOTE: The destination interface of the GRE tunnel should not be monitored

by any mirror session.

11.0n Swi1, verify IP connectivity to the destination (PC1 on port 1/1/1) with a ping to 10.x.1.91.

12. Configure the mirror 1 with a destination tunnel to PC1, use the switch VLAN1 source IP
address. There is no need to use the DSCP and VRF options.

NOTE: The command supports a 'vrf' option, this applies to all VRFs, except

the 'mgmt' VRF.

13.Enable the mirror.

14.Start Wireshark on PC1.
15.0n the Capture menu, select Options.
16. Select the Lab NIC connected to 6300 port 1 and select Start.
17.0n Sw1, ping to Agg1 VLAN 1 IP address (10.x.1.2)
18.0n the PC1, stop the Wireshark trace after about 30 seconds.
Q: Are there any ICMP Destination Unreachable packets? Why?

A:Yes, since the PC does not have a real tunnel endpoint, the PC complains that the GRE packet cannot be
handled. This is expected, so these ICMP messages should be ignored / filtered in the output

19. Apply a display filter in Wireshark. Ensure that any packet with the source IP of the PC is not
shown, and that only GRE packets are shown.

|!ip.src ==

10.x.1.91 and gre

NOTE: Make sure to press ENTER after entering the display filter

(M tip.src == 10.12.1.91 and gre

No. Time
47 24.550433
43 24.550435
50 25.555544
51 25.555545

Source

10.12
10.12
10.12
10.12

.1.4
.1.2
.1.4
1.2

Destination

10125122,
10.12.1.4
10.12.1.2
10.12.1.4

Protocol

IcMP
IcMP
P
ICMP

Length Info

184 Echo
184 Echo
184 Echo
184 Echo

(ping)
(ping)
(ping)
(ping)

request
reply
request
reply

id=0x2e70,
id=0x2e70,
id=ex2e70,
id=0x2e70,

seq=1/256, ttl=64 (reply in 48)
seq=1/256, ttl=64 (request in 47)
seq=2/512, ttl=64 (reply in 51)
seq=2/512, ttl=64 (request in 50)

20.Take a moment to parse any of the packets.

Q: What is the outer source IP?

a Hewlett Packard
Enterprise company

Frame 47: 184 bytes on wire (1472 bits), 184 bytes captured (1472 bits) on interface @
Ethernet II, Src: 88:3a:3@:a5:52:80 (88:3a:30:a5:52:80), Dst: Vmware_bl:14:aa (00:50:56:bl:14:aa)
Internet Protocol Version 4, Src: 10.12.1.4, Dst: 10.12.1.91

Generic Routing Encapsulation (Transparent Ethernet bridging)

Ethernet II, Src: 88:3a:30:a5:52:80 (88:3a:30:a5:52:80), Dst: b8:d4:e7:41:38:00 (b8:d4:e7:41:33:00)
Internet Protocol Version 4, Src: 10.12.1.4, Dst: 10.12.1.2

Internet Control Message Protocol
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Q: What is the GRE protocol type?

21. Attempt to find an LLDP frame from the Agg1 switch.

TIP: You can just add "and lldp' to the display filter.

22. Attempt to find the ICMP ping between Sw1 and Agg1

TIP: If you applied the previous filter, just replace 'lldp' with 'icmp' and press
ENTER.

NOTE: The egress interface of the GRE tunnel cannot be shared for multiple
mirror sessions.

] [!ip.src == 10.12.1.91 and gre and lidp

No. Time Source Destination Protocol  Length Info
8 3.492947 b8:d4:e7:41:38:fd LLDP_Multicast LLDP 153 TTL = 120 System Name = T12-Aggl System Description = Aruba JL635A GL.10.05.0001

Frame 8: 153 bytes on wire (1224 bits), 153 bytes captured (1224 bits) on interface @

Ethernet II, Src: 88:3a:3@:a5:52:80@ (88:3a:30:a5:52:80), Dst: Vmware_bl:14:aa (00:5@:56:bl:14:aa)
Internet Protocol Version 4, Src: 10.12.1.4, Dst: 10.12.1.91

Generic Routing Encapsulation (Transparent Ethernet bridging)

Ethernet II, Src: b8:d4:e7:41:38:fd (b8:d4:e7:41:38:fd), Dst: LLDP_Multicast (©1:80:c2:00:00:0e)
Link Layer Discovery Protocol

23.0n the Sw1, disable the mirror 1 session

24.Remove the tunnel destination

Dataplane mirror - TSHARK - Mirror to cpu - Live

In this section, the Tshark utility will be used. Tshark can be used on the AOS-CX switches to capture and

view dataplane packets that are mirrored to the CPU.
This may include control plane traffic if that happens to pass through the physical interface that is being
mirrored.

The mirror to the CPU will continuously send packets to the CPU for as long as the mirror session is enabled.
Make sure to disable the mirror session when the analysis has completed.

The packets that arrive at the CPU can be shown live on the cli or they can be stored in a PCAP file and
transferred at a later time.
25.Configure mirror session 1 with the destination CPU
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27.Launch the diagnostic utility “tshark” without any options on Sw1. This enables the live view.

28.0pen an SSH session to Agg1.

29.From the Agg1, ping the PC1 (10.x.1.91). This traffic passes through the Sw1 port 1/1/25 that
is being mirrored.

30.In the Sw1 session, packets should be shown in the session
31.Use CTRL-C to stop the live view
32.Verify that the test ping packets were received.

TSHARK - Mirror to cpu - PCAP

The AOS-CX system can also save these data plane packets that are mirrored to the CPU in a PCAP file, so
the PCAP file can be transferred to an external system for analysis.

33.Clear any existing PCAP file on Sw1. If this is the first time, the system will report that the

capture file does not exist.

34. Start the tshark utility with the file option on Sw1 and leave it running.
35.0n Agg1, ping to PC1. This traffic should go through Sw1 via port 1/1/25.
36.0n Sw1, stop the tshark utility using CTRL-C

37.Copy the tshark file using the copy command from Sw1 to PC1. Either the in-band IP

(10.x.1.91) or the OOBM IP and VRF can be used for the copy operation to PC1.
38.0n PC1, open the PCAP file and verify the Agg1 ping is included.

[ ll:J y a display filte

No.

Time Source Destination Protocol Length Info

4 3.935310393 10.12.1.2 10.12.1.91 IcMP
5 3.935837594 10.12.1.91 10.12.1.2 IcMP
7 4.969154935 10.12.1.2 10.12.1.91 ICMP
8 4.969832497 10.12.1.91 10.12.1.2 ICMP

142 Echo (ping) request
142 Echo (ping) reply

142 Echo (ping) request
142 Echo (ping) reply

id=0x@lce,
id=@x@lce,

id=@x@lce,
id=8x@lce,

seq=1/256,
seq=1/256,

seq=2/512,
seq=2/512,

ttl=64 (reply in 5)
ttl=128 (request in 4)

ttl=64 (reply in 8)
tt1=128 (request in 7)

Frame 4: 142 bytes on wire (1136 bits), 142 bytes captured (1136 bits) on interface @
Ethernet II, Src: b8:d4:e7:41:38:00 (b8:d4:e7:41:38:@08), Dst: Vmware_bl:14:aa (00:50:56:b1:14:aa)
Internet Protocol Version 4, Src: 10.12.1.2, Dst: 10.12.1.91
Internet Control Message Protocol

39.When the test is successful, on Sw1, disable the mirror 1 session

40.Remove the mirror source from the mirror session 1

NOTE: If there is any issue with the PCAP file, it can be removed manually
with the command diag utilities tshark delete-file
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Enterprise company

Rev 20.41 | © Copyright 2020 Hewlett Packard Enterprise Development LP | Confidential — For Training Purposes Only

31



Aruba Advanced Switching
Troubleshooting and Solutions
Lab Guide

Class-based mirroring

The Classifier Policy Engine on AOS-CX includes support to mirror traffic as a policy action. In this section a
classifier will be defined to match on ICMP traffic that passing through the dataplane of the switch. Traffic
matching these classes will be mirrored to mirror session 1, that is the CPU in this example.

41.0n Sw1, define a new class named 'icmp' that defines ICMP to any destination

42.Define a new policy named 'mirror'. Add the 'icmp' class and assign action to mirror to the
previously defined mirror session.

43.Enable the mirror session

44. Apply the policy 'mirror' to the interface 1/1/25 to both in and out directions.
45.0pen a second SSH session to switch Sw1.

46.In the second SSH session, start a live Tshark session.

47.0n Agg1, ping 1 time to PC1 (ping 10.x.1.91 repetitions 1).

48.This ICMP echo request and reply should be shown in the live Tshark session.

49.0n PC1, open a ssh session to Agg1 (10.x.1.2). You do not need to login. This traffic should
not be shown in the live Tshark session since it does not match the classifier.

50.0n PC1, close the new SSH session.
51.0n Sw1, disable the mirror session.
52.0n Sw1, remove the policy 'mirror'

TCPDUMP

TCPDUMP operates on the software of the AOS-CX device. Any control or management plane protocol can
be monitored and analyzed using TCPDUMP, including packets that would use the OOBM port.

Example control plane packet trace on switch.

NOTE: Additional output options can be enabled, such as:
e verbosity level4
e print link_level _header

e print data

53. Configure a test RADIUS server on Sw1 and define a RADIUS tracking account.
54.0pen a second SSH session to switch Sw1
55.Run tcpdump in one session. Port 1812 is used for RADIUS communication.
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56.In the other SSH session, enable RADIUS tracking.

57.Use the disable/enable feature of the tracking command to trigger a new RADIUS request if
you want to repeat this test

58.Review TCPDUMP output
NOTE: TCPDUMP will stop automatically after 20 packets by default.

59.Disable the RADIUS tracking.
60. Optionally you can save a new checkpoint on Agg1, Agg2, Sw1 and Sw2.

You have completed this Lab!
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Lab 03: Monitoring and Automation Tools
AOS-CX Monitoring and Automation

In this lab activity several monitoring and automation tools will be introduced. Some of these may be used in
later lab activities to monitor or automate other technologies.

Requirements

This lab requires completion of Lab 02.
If you did not complete the optional Lab02, load the checkpoint 'asts-lab02-done' on Agg1, Agg2, Sw1 and
Sw2.

Objectives
— NetEdit monitoring and logging
— Network Analytics Engine
— Using the AOS-CX REST-API
— SNMP

Rev 20.41 | © Copyright 2020 Hewlett Packard Enterprise Development LP | Confidential — For Training Purposes Only

a Hewlett Packard 34
Enterprise company



Aruba Advanced Switching
Troubleshooting and Solutions
Lab Guide

Scenario

NetEdit

The customer wants to discover all devices in NetEdit so they can be monitored and managed.

They heard that it is also possible to monitor SNMP devices, such as the Aruba Gateway.

They heard that NetEdit can automatically discover other devices once a seed device has been added, but
that did not seem to work for them when they tried it in their lab.

You must troubleshoot this issue and ensure that additional switches are automatically discovered in NetEdit.

RESTAPI

The customer is interested in the RESTAPI of the switches.

They want you to demonstrate how to see the available RESTAPI functions and demonstrate how the LLDP
neighbors of all the switch ports can be collected.

They also want to understand how the output of a RESTAPI call can be restricted to just the statistics instead
of all of the details, such as the configuration.

They also noticed that after a few RESTAPI logins, the system does not accept new logins. They want you to
explore this issue and explain it.

NAE

The customer has heard about the configuration features of the Network Analytics Engine.

They would like to see a demonstration of the automatic configuration of the interface description based on
the LLDP peer of that port.

They expect to get some information about the logical hierarchy of an NAE script.

They would also like to understand how to troubleshoot any errors or changes made by an NAE script, so
they expect to get some debug output from the running NAE LLDP script.

SNMP

The customer wants to use an existing SNMP monitoring solution. SNMP should be operational in the default
VRF. They also want to ensure that the default SNMP community 'public' cannot be used anymore. The
existing SNMP solution will connect using community string ‘aruba123'.

The customer also wants to configure Airwave SNMP monitoring using SNMPv3 (credentials amp/aruba123).
Note: SNMP configuration on the switches is sufficient, you do not need to discover the devices in Airwave.
In the past, they had issues with some SNMP monitoring solutions and found that it is hard to discover which
systems were sending bad SNMP community strings. They want you to demonstrate debugging of an SNMP
request with an invalid community string.
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Task 1: NetEdit

Objectives
— Discover Devices in NetEdit
— Review the NetEdit log files
— Discovery subnets
— Using NetEdit topologies
Steps

1. Using PC1, verify RESTAPI is enabled and configured with read-write access on the Agg1
and Agg?2 switches

NOTE: With release 10.05, this has become the default fo} all AOS-CX
platforms. In previous releases the REST API had to be enabled for read-write
manually on the 8300 and 8400 platforms.

2. Using PC1, open a session to NetEdit (10.251.x.200), login with admin/no password

NOTE: When prompted to change your password, change it to ‘aruba123'

NOTE: If the login fails, login with admin/aruba123

3. Define a new credential set 'asts'
— REST admin/aruba123
- SSH admin/aruba123
— SNMP SNMPv2 public
4. Define a new managed subnet for 10.0.0.0/8, assign the 'asts' credential set

5. Discover the Agg1 switch in your table (Use the OOBM IP 10.251.x.2) and the Aruba
Gateway (10.251.x.6) by entering them into the seed list.

TIP: When the managed subnet has been defined, the discovery window does
not need to be completed with the discovery subnets anymore, just enter the
seed addresses.

6. Verify in the device list that the Agg1 and Aruba Gateway have been discovered.

Discovery issues

Q: Are the other switches added automatically?
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A: The auto-discover feature is enabled, but the other switches are not automatically discovered.
7. Investigate why they are not discovered. Check the 'Logs' of NetEdit.
Q: What is the error message you see for the device discovery?
A: NetEdit shows that the device 10.x.1.y is unreachable.
Q: How did NetEdit find this 10.x.1.y address?
A: NetEdit uses LLDP peer information. Since the peer switches report their in-band management IP

address, that will be the IP address that NetEdit attempt to reach. Since NetEdit is on the OOBM network,
this will not work.

8. On Agg1, review the LLDP neighbor details for port 1/1/46. Note the current Neighbor
Management-address.

9. On Agg2, adjust this by manually assigning the OOBM IP address as the IPv4 management

IP in LLDP.
10.0n Agg1, apply the LLDP OOBM management IP configuration.

11.0n Agg1, confirm the LLDP neighbor details have been updated with the correct
management IP address.

12.In NetEdit, confirm that the Agg2 has now been automatically discovered. It can take some
time to complete the discovery.

13.Correct the LLDP Management IP on Sw1 and Sw2.

14. Verify all 4 switches are now listed in the device list. This may take a few minutes.
Diagnostics page

15. Attempt to discover IP 10.251.x.254 by adding it as a seed device. This is the default
gateway on the OOBM network and this device cannot be accessed.

16.Check the NetEdit Diagnostics page to see the status.

17.0nce you have seen the device with the discovery error on the Diagnostics page, you may
delete all the unreachable devices.

NetEdit Insights
18.In NetEdit, navigate to Devices using the left menu. Select Agg1 > Edit Configuration.

19.Select interface 1/1/1 in the configuration. Notice the Insights window on the right-hand side
that shows the neighbor and the neighbor port configuration.
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NetEdit Debugging
20.Under Logs > Actions > select 'Enable Debug Logging'

21.0n Agg1, enable terminal-monitor with severity debug by CLI if using ssh to connect the
device.

22.Use NetEdit to define a plan and change the Agg1 interface 1/1/1 description from 'sw1' to
'switest'. Do not validate or deploy the plan yet.

23.0n Agg1, enable debugging for the 'rest' module
24.In NetEdit, use the Validate configuration
Q: Where any REST call made to the switch?

A: Yes, NetEdit will perform a dry-run of the configuration on the switch itself. This ensures that only a switch-
validated configuration will be sent to the switch when the deployment is triggered.

The hpe-restd debug logs should reveal:

- a new session is started by user admin

- the privilege level that is assigned to this login, this controls the allowed actions of the account

- POST, GET and DELETE actions are listed, this is NetEdit that submits the 'dryrun' configuration that will
be tested by the switch. After the validation has completed, the 'dryrun’ configuration is deleted.

25.Use NetEdit to deploy the configuration. The hpe-restd debug logs should reveal that a new
switch configuration has been written to the running configuration.

26.0n the Agg1, review the debug status using 'show debug'
Q: What do you notice?

A: Debugging has been disabled
Q: What does this mean?

A: Debugging settings are stored as part of the configuration file. When the new NetEdit configuration was
pushed, it did not include the debug configuration, since the debugging was enabled after the Plan was
created.

IMPORTANT: Make sure to disable any debugging after you have completed
your troubleshooting, since the debugging would be saved in the configuration,
so it would also survive a device reboot. This also applies to saving
checkpoints.
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Collect NetEdit logs

27.In NetEdit, navigate to Logs > under the Action menu, download the support logs with the
'Export Support Bundle' action.

28.0n the PC1, use 7zip to extract the support logs.

29.Take a few moments to check the access.log and the netedit.log files.

This concludes the NetEdit task. Close the browser session.
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Task 2: RESTAPI

Objectives

— Using the built-in Swagger interface
— Example using CURL to access the REST-API
— REST Sessions and clearing REST sessions on AOS-CX

Steps

Using the built-in Swagger interface

1. On PC1, open an HTTPS connection to the Sw1 (10.251.x.4)
2. Login with the admin credentials
3. At the right-top, use the 'gear’ icon to access the 'System' menu
4. Select 'API', a new window will open with the Swagger interface. It will take a few moments
before the interface completes loading.
Wildcard
5. In the Swagger interface, select LLDP_Neighbor
6. Select the 'GET /system/interfaces/{pid}/lldp_neighbors' link
7. Enter'1/1/25' for the pid, that is the instance of the interface.
8. Scroll down and click on 'Submit'.

Q: How many LLDP Neighbors are shown in the response? Is this correct?

A: Just 1, yes, there is only 1 LLDP neighbor on this port

9.

For many 'instances', the REST API supports using a wildcard "*'. Change the pid to * and
submit the request again.

NOTE: Be careful with this wildcard character. Requesting all statistics for all
interfaces may be resource intensive for the switch. Attempt to limit the use of
this wildcard when possible.

10. Verify that LLDP neighbors for all dataplane interfaces are shown now
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Escape Characters
11.In the Swagger interface, select 'Interface' > Get '/system/interfaces/.
12.Scroll down and submit the request.
Q: What is the request URL? What is the current browser URL?
A: The actual RESTAPI is different from the current browser URL, since the current browser URL shows the
Swagger application, not the actual RESTAPI.
13.Review the response body.
Q: What do you notice about the interface name?

A: The interface name 1/1/1 contains '/, the forward slash is encoded since it would conflict with the / in the
URL. This is seen as the %2F character in the URL.

Filtering output
14.Under 'Interfaces', select GET /system/interfaces/{id}.
15.Enter '1/1/1' for the id > Submit

Q: What type of information can you see in the output?

A: Statistics, status and configuration are shown in the response.
16. Scroll back to the request, enter 'statistics' for the selector and submit again

17.The response should now only show the all the statistics for this interface, but the
configuration and status is now filtered.

18. Scroll back to the request, in the attributes list, select 'lldp_statistics' and submit again.

19. Notice how the response now only includes the statistics for this interface. This demonstrates
the flexibility of filtering using the RESP API.

Configuration Depth

20.Navigate to 'MAC' > GET /system/vlans/{pid}/macs

21.Enter * for the pid (represents the VLAN ID here) and Submit
Q: What does the %3A in the MAC address mean?

A: Just like the / character, the : character is escaped in the REST URLs

22.You can see the details of each MAC by making another query for each response URL.
However, the REST API can make this easier for you by automatically querying URLs in the
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response. If that response would contain a URL, it could do it again, etc. You can control the
depth of this detail using the 'depth' option. In many cases, a depth of 1 would be sufficient to
get 1 additional level of detail.

23.Set the depth option to 1 and Submit again.

Q: Do you see more information now?

A: Yes, for each MAC Address entry, the port information is included. Each entry also contains a 'mac_addr'
field that shows the classic MAC address format.

REST Sessions and clearing REST sessions on AOS-CX

24.0pen an SSH session to Sw1.

25.0pen the online help. This shows an example to access the REST API using the Command-
line URL (CURL) utility.

https://techhub.hpe.com/eginfolib/Aruba/0S-CX 10.04/5200-6725/index.html#GUID-68022E2E-62AD-
4905-95A8-B88334E3659A. html

26.Use PC1 command prompt to send a CURL command, save the session cookie in a file
'sw1.txt'".

NOTE: The ASTS lab folder on the desktop contains ready to use batch files
for the commands below.

curl -X POST --insecure --header "Content-Type: application/x-www-form-urlencoded" --header
"Accept: application/json" -d "username=admin&password=arubal23"
"https://10.251.x.4/rest/vl/login" -c swl.txt

27.Repeat this command a few times until this message is shown

]Login failed: session limit reached.

28.0pen a private browser window and attempt to open a new HTTPS session to the switch.
Q: What is the error?

A: Login failed: User session limit reached
29.Use the SSH connection to clear all HTTPS sessions

This demonstrates how the active sessions can be cleared.

IMPORTANT: Any REST or Web application should be configured with a
proper 'logout' to clean up the session on the switch.

30.Repeat the CURL login (just once now) and save the cookie in the sw1.ixt file.
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31.Query the VLAN list using CURL, by using the saved cookie file.

curl -X GET --header "Accept: text/plain" "https://10.251.x.4/rest/v1l/system/vlans"” -b
swl.txt -k

32. Attempt to query using depth=2

b swl.txt -k

curl -X GET --header "Accept: text/plain" "https://10.251.x.4/rest/v1l/system/vlans?depth=2" -
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Task 3: NAE

Objectives
— NAE Script Hierarchy
— NAE Script Action
— NAE status integration with NetEdit

Steps
Introduction

In this task, you will activate an NAE script. The example script will automatically set the correct interface
description based on the received LLDP information on a port. This script will monitor the link state changes
and make configuration changes (description) when needed.

NAE Script Hierarchy

An NAE script contains several main sections: the Manifest, Parameter definition, Monitor, Rules, Conditions
and Actions.

1. On PC1, from the ASTS lab files folder, open the ASTS - Lab - 03 - LLDP_Renaming_2.0.py
NAE script using Notepad++.

2. Review the Manifest

Manifest is an object and it is defined as a dictionary. A dictionary is like an array, where you can have a key,
and a value assigned to that key, so basically a key-value pair. In the Manifest dictionary you see four key-
value pairs: Name, Description, Version and Author. You can assign your own values to the keys and these
values will be used in the NAE to display description, author and version information.

Parameter definition

3. Review the Parameter Definitions in the script.
Parameter Definitions is the main dictionary, and within that dictionary there is another dictionary
(interface_id) with multiple objects. The Name, Description, Type are mandatory objects whereas the Default
key is not required.
Monitor, Rules, conditions and actions

4. Review the Monitors in the script.
The monitor, rules, conditions and actions are typically combined in a Python class. A class is a collection of
Python definitions (similar to a function) that can be assigned to an object.
Q: What is the URL1 that will be monitored by this NAE script?

A: The URI1 is 'frest/vi1/system/interfaces/*?attributes=link_state' .

Q: What does this mean?
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A: The * means that 'all' interfaces will be monitored. The 'Attributes’ is used to ensure that only the
'link_state' is queried instead of all configuration and statistics. This is an example of a selective query.

NAE Script Debugging

5. Review the script for debug commands (self.logger.debug). The NAE script developer can
include debug statements in the script. These debug statements can be seen in the switch
debug logs when NAE debugging is enabled.

6. Open an SSH connection to Sw1
7. Activate nae script debugging.

8. Use the web interface to upload the script to Sw1. Notice that the Manifest data is shown
when uploading the script.

9. Define a new NAE agent named 'lldp' based on the LLDP_Renaming script. Notice the
Parameters and their default values are shown as you have seen in the script.

10. Stop and start the script.

11.Review the debug log using 'show debug buffer module nae'. The NAE debug logging is
logged by the 'hpe-policyd' daemon.

12.Use 'show interface brief' to verify that the port descriptions have been updated based on the
LLDP peer name.

13.Disable all debugging.

NAE Script deployment

The NAE scripts and agents are also available via the REST API. An example CURL script is provided to
deploy the same LLDP Script and Agent to Agg1, Agg2 and Sw2.

14.0n PC1, open the ASTS folder on the desktop. Run the 'ASTS-Lab03-nae-lldp-add.cmd'
script.

15.0pen an SSH session to Agg1, use 'show interface brief' to verify that the interface
descriptions have been updated.

tip: The NAE scripts are saved in the configuration, so the 'show running-config' command will now include
the Base64 encoded version of the NAE script. To see the classic running configuration, you can use the
'show run | exclude nae' command.

Clearing NAE data

An erase zeroize action will clear all configuration and it will also clear the NAE time series database.
It is possible the clear the time series database without performing the zeroize action using the command
'clear nae-data'. Keep in mind that any historical information of NAE will be removed with this action.
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16.Clear the nae data on Sw1.

NOTE: This command is hidden and must be entered without command
completion.

17.Use the web interface on Sw1 > Analytics. There should be no more historical data on the
dashboard now.
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Task 4. SNMP Configuration

Objectives
— Configure SNMP Support for Airwave
— SNMP VRF Support
— SNMPv3 and SNMPv2
— Troubleshooting SNMP
— Diagnostics SNMP

Steps

SNMP VRF Support

On PC1, open a connection to Agg1

Verify the default enabled VRFs for SNMP.

Enable snmp-server on Agg1 for mgmt VRF and the default VRF.

W~

NOTE: In 10.4, the SNMP process is bound to a single VRF. Configuring an
additional VRF will disable SNMP on the previously configured VRF. In 10.5,
the SNMP server can be bound to multiple VRFs.

SNMPvVv2 communities
5. Review the SNMP communities

6. Attempt to remove the public community

NOTE: It is not possible to just delete the public community. It will be
automatically removed when a new community is defined.

7. Configure a new community ‘aruba123'
8. Review the SNMP communities

Q: What does this mean?

Verify the active VRFs for SNMP again, both default and mgmt should be active.

Lab Guide

A: AOS-CX will automatically remove the ‘public' community when a user-defined community is added to the

system.
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Configure SNMPv3 Support for Airwave

9. Define an SNMPv3 user account on Agg1: amp. Use SHA with key 'aruba123' and AES with
key 'aruba123' for the authentication and privacy.

10. Define an SNMPv3 context 'aruba’ and link it to the default VRF and community 'aruba123'
11.Link the SNMPv3 account to the SNMPv3 context.

Troubleshooting SNMP packets

12.Use tcpdump to review the SNMP packets and community strings. Make sure to run
TCPDUMP in the correct VRF context.

13.0n PC1, run 'ASTS-Lab03-SNMP-GET-badcommunity.cmd'. This will send an SNMP v2
request using '‘badcommunity' as the community name to Agg1.

14.Stop the TCPDUMP.

SNMP Events

15.Review the last 200 events in the event log, filter on the 'snmpd_wrapper' daemon.

Q: In which the namespaces is the SNMP Agent running?
A: The SNMP Agent is running in the 'swns' and the 'VRF_1' namespace.
Q: What would these namespaces indicate?

A: Namespaces are a technology to isolate processes and contexts. In AOS-CX, the VRF 'default' is
represented as the 'swns' namespace, the VRF 'mgmt' is represented by the 'VRF_1".
Diagnostics SNMP

16.1t is also possible to perform local SNMP queries on the switch.

17.Send a local SNMP GET request to query the device uptime.

18. Optional: Save a new checkpoint on Agg1, Agg2, Sw1 and Sw2

You have completed this Lab!
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Lab 04: VSX and Layer2 Technologies

In this lab activity VSX is configured and several Layer2 technologies are reviewed

Requirements

This lab requires completion of Lab 03.

Objectives
— Configure VSX
— Apply VSX best practices
— Configuring STP with VSX

— Configuring Loop protection
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Scenario

VSX

The customer wants you to configure Agg1 and Agg2 into a VSX pair with Agg1 as the primary.
They want to use LAG256 (ports 1/1/46 and 1/1/47) for the ISL.
The keepalive should be port 1/1/45, assigned to the dedicated VRF named 'KA'.
The keepalive IP subnet is 192.168.0.0/31.
They have heard that AOS-CX has 2 types of native VLANSs (tagged and untagged), they have
noticed this on the VSX ISL and would like to understand what this means.
For the VSX configuration, they expect to have configuration synchronization for these features:
- dhcp-relay
lldp mclag-interfaces
gos-global
stp-global
vsx-global
7. They expect an active gateway configuration for SVI1 and SVI12 with
- virtual MAC 02:00:00:00:00:01
8. They do not want to manually copy the configuration of the SVI Active Gateway to the secondary
node (Agg2).

aRrLON=

o

VSX LAG - Aruba Gateway

The customer expects an LACP VSX LAG called 'lag5' to connect to the Aruba Gateway using port 1/1/5 on
both Aggregation switches. It should allow VLANs 1,11,12.

VSX LAG - Sw2

1. The customer expects an LACP VSX LAG called 'lag2' to connect to Sw2 configured using ports 1/1/2
on both Aggregation switches. It should allow VLANs 1,11,12.

2. They want to understand the behavior of LACP on the AOS-CX platform. They want you to
demonstrate what happens when Sw2 is connected with a static LAG to the VSX LAG. After
troubleshooting, Sw2 should connect using an LACP LAG to the VSX pair.

3. They also want to see how they can see the LACP statistics.

VSX - DHCP Relay

The DHCP server that supports VLAN12 is 10.252.1.21.

On Swz2 port 1/1/4 they want to have a PC connected to VLAN12.

The customer wants to understand how the DHCP relay function and fail-over works in a VSX pair.
They would like to see the relay debug output from both Aggregation switches.

They also want to understand what happens with DHCP relay when e.g. SVI12 is shutdown on Agg1.
The customer expects you to explain this so you should understand how DHCP Relay works.

They also want to understand if there is any impact on the user traffic when an SVI is shutdown on a
VSX member. This can be tested on PC4 with a ping to 10.251.1.23 and 10.251.1.24 when SVI12 is
shutdown on Agg1.

Noakwp=
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VSX - Virtual Active Gateway

The customer has heard that it is possible to use a single IP for both Aggregation switches as the interface
and Active Gateway IP.

They want to see this demonstrated on SVI11, that includes the DHCP relay configuration.

Client in VLAN11

1. The customer has a PC3 connected to port 1/1/3 on Sw1. They want this PC in VLAN11 connect via
the link Sw1-Sw2 to the VSX pair. The port 1/1/27 should be used for the Sw1-Sw2 link and it should
become a VLAN trunk with VLAN 1 and VLAN 11, VLAN 1 is the native VLAN.

2. They notice that the PC3 does not get an IP address in VLAN 11 and they want you to troubleshoot
this.

3. The customer informed you that the uplink ports 1/1/25 and 1/1/26 on Sw1 will be used for L3 IP only,
not for a Layer2 LAG, so they can be shut down after the troubleshooting.

VSX Best Practices

1. In order to make it stable, the customer wants to have a static MAC address configured on the VSX
system: 02:01:00:00:00:00.

2. Onthe VSX, they want to ensure that all Layer2 and Layer3 SVI interfaces support jumbo frames.

3. On the Sw2 access switch, they want all Layer2 interfaces to support jumbo frames.

VSX Linkup Delay

1. The customer wants to understand the impact of an ISL failure and recovery. They have noticed that
Agg? interfaces remain disabled for some time when it reboots or when the ISL is restored. You must
investigate this behavior and understand which Layer2 or Layer3 interfaces are impacted by this
feature.

2. They want to ensure that the LAG to the Aruba Gateway is not affected by this feature.

3. They also want to understand what must be done, so that an SVI is not impacted by this feature,
since they may use SVI as an upstream routed connection.

Spanning-Tree

1. The customer wants to have STP on the VSX pair, with the VSX pair acting as the root bridge. Since

Agg1 and Agg2 are independent switches, they want to understand if they should be configured with

the same or a different STP priority.

They want you to explore which system is transmitting the STP BPDUs over the VSX LAGs.

On the VSX, they want you to demonstrate the STP root-guard feature on the LAG2 to Sw2, so when

Sw2 attempts to become root bridge, the LAG2 will be blocked.

4. On the Sw2, they want you to demonstrate the STP loop-guard feature on the LAG2 to the VSX, so
when STP is stopped or shutdown on the VSX, LAG2 will transition to a blocking state.

5. On the Sw2, they want to ensure that the access port 1/1/4 transitions to a forwarding state quickly.

6. They want to understand the real time difference between STP admin-edge and admin-network
before an access port transitions to a forwarding state.

SIN
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7. They have had many issues with TCNs in the past, so they also want you to investigate if and when a
TCN is generated on access ports with admin-edge and the default admin-network configuration.

8. The customer wants a demonstration of the BPDU-Guard feature on Sw2. It should be enabled on the
ports 1/1/4 and 1/1/27. Port 1/1/27 connects to Sw1, since it generates STP BPDUs, the port 1/1/27
on Sw2 should be disabled by the BPDU-Guard.

9. They want the disabled port to automatically recover after 30 seconds.

Loop Protection

1. The customer has had issues with phones that were blocking the STP BPDUs, so when a loop was
created between 2 IP phones, the STP BPDU-Guard could not detect the loop.
2. They want you to demonstrate any other loop prevention protocols available on top of STP.
a. To demonstrate this, apply a BPDU-filter on Sw1 ports 1/1/27 and 1/1/28. This will cause a
loop that cannot be detected by the BPDU-Guard on Sw2.
b. Note: Make sure to shutdown Sw1 port 1/1/1 and 1/1/3, as well as Sw2 port 1/1/4 before you
create this loop. Otherwise the loop may also affect the lab backbone infrastructure devices.
3. They want any looped ports to automatically come back online after they have been shut down for 30
seconds.
4. They want to see the counters and debug output of this feature when the loop is detected.
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Task 1: Configure VSX

Objectives

— Configure VSX on Agg1 and Agg2

Steps

VSX Configuration
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1. Configure VSX between the Aggregation 1 and Aggregation 2 switches using the information
in the table to configure VSX

Parameter Value

Primary Agg1

Secondary Agg2

ISL LAG256 (1/1/46 1/1/47) LACP
Keepalive 1/1/45

Keepalive VRF KA

Keepalive IP Subnet 192.168.0.0/31

2. Configure Agg1 for VSX

3. Configure Agg2 for VSX

4. Verify that the VSX is operational on Agg1 switch

5. Review the VLAN status of the ISL port (LAG256)
Q: What do you observe? What is the Mode for VLAN1?

A: The mode is native-tagged.

6. Review the running configuration of LAG256

Q: What does this mean?

A: This means that the native VLAN can be either untagged (default) or tagged (current configuration) on a
VLAN trunk. This can be used by customers that do not want to have untagged traffic on their VLAN trunks,

without sacrificing a dummy untagged VLAN.

7. Configure VSX management synchronization on Agg1 switch for the following features: vsx-

global, dhcp-relay, lldp, mclag-interfaces, qos-global, stp-global

VSX SVI Active Gateway - SVI 1

8. On Agg1, configure SVI 1 with Active Gateway, enable the vsx-sync command for the active

gateway settings.

NOTE: SVI 1 has interface IP address on Agg1 (10.x.1.2) and Agg2(10.x.1.3).
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VLAN ID Active Gateway MAC Act GW IP
1 02:00:00:00:00:01 10.x.1.1

VSX SVI Active Gateway - SVI 12
9. On Agg1, define Layer 2 VLAN 12, use the vsx-sync function to sync it to Agg2.

10.0n Agg1, configure SVI 12 with Active Gateway, enable the vsx-sync command for the active
gateway settings.

VLAN ID Active Gateway MAC Act GW IP Agg1IP
12 02:00:00:00:00:01 10.x.12.1 10.x.12.2/24

11.Verify the configuration is active on both nodes from Agg1.
Q: Did the configuration of SVI 12 appear on Agg2?

A: No, the VLAN 12 was synced, but the SVI 12 did not appear.
12.Review the VSX status of the configuration sync
13.Review the differences in the running config

Q: What do you observe?

A: The SVI 12 interface is missing on the secondary node, it must be manually defined.

14.Define SVI 12 on Agg2, assign IP 10.x.12.3/24.
15.Repeat the VSX config sync checks on Agg1, they should be ok now.

16. Verify on both Agg1 and Agg2 that you can reach the DHCP server on 10.252.1.21, using
the VLAN 1 source IP address.

17.0n Agg1, configure DHCP Relay for SVI 12.

Q: Is DHCP Relay any different on a VSX cluster compared to 2 standalone Layer3 switches?

A: DHCP Relay on a VSX cluster will only be performed by the primary node. The secondary node will take
over the role when the primary node is down. This will ensure the DHCP server receives the DHCP
information only once.

18.NAE: On Agg1, use 'show interface brief' to verify that the port descriptions have been
updated by the LLDP NAE script. Notice the special descriptions for the ISL and the Keep
Alive links.
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The Aruba Gateway has been pre-configured with a port-channel with LACP. You should configure the VSX

system with a LAG to the Aruba Gateway.

19.0n Agg1, configure VSX LAG 5 with LACP to the Aruba Gateway, connected to port1/1/5.

Setting Value
Port 1/1/5
LAG ID LAG 5

Native VLAN untagged

1

Allowed VLANSs

1,11,12

20.0n Agg2, define the LAG5 as multi-chassis. Verify VSX-sync completed the VLAN sync.
21.0n Agg2, assign port 1/1/5 to the LAGS and enabled the port.
22.0n Agg1, verify the status of the LAGS is 'up’, both locally and on the VSX peer

VSX LAG to Sw2

23.0n Agg1, configure VSX LAG with LACP to Sw2, activate the vsx-sync for the VLAN
configuration. Allow VLANs 1,11 and 12.

Setting Value
Port 1/1/2
LAG ID LAG 2

Native VLAN untagged

1

Allowed VLANSs

1,11,12

24 Verify the configuration on Agg1.
25.Review the 'show interface brief' output.
Q: What is the current LAG2 status?

A: Down, since Sw2 has not been configured yet.

VSX LAG LACP Status

In this section you will explore the impact on the VSX LAG when there are LACP issues. For example, 1 side

has LACP configured, while the other side has a static LAG without LACP.

26.0n Sw2, configure ports 1/1/25 and 1/1/26 with a LAG uplink to the VSX core. Use LAG ID
255. Define VLANs 11 and 12. Allow VLANs 1,11 and 12 on the LAG. Do not enable LACP.
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27.0n Aggz, create LAG 2 multi-chassis interfaces and assign port 1/1/2 to the LAG2.
28.0n Sw2, review the LAG status. Both Sw2 interfaces will be 'up' (forwarding).

Q: Do you see an 'Actor' system-id?

A: No, the system-id is only shown for an LACP enabled LAG.
29.0n Agg1, verify the LAG status, check the VSX peer as well.

Q: What is the current status?
A: blocked. Why?

A: When AOS-CX is configured with an LACP enabled LAG, it will not enable the interface, unless LACP
data units are received from the peer device.

NOTE: This is a different behavior compared to the AOS-Switch based
switches.

30.Use diag-dump to review if any LACP PDU have been received on the LAG2
Adjust the LAG to LACP
31.0n Sw2, enable LACP mode active on the LAG255.
32.0n Agg1 and on vsx-peer, verify the LAG interfaces are in the UP and forwarding state.
33.0n Agg1, use 'diag-dump lag basic' to verify LACP PDUs are now being received
Client PC Validation
34.0n Sw2, assign port 1/1/4 (connected to PC4) to VLAN12
35.0n PC4, verify you have an IP address in the 10.x.12.0/24 range.

VSX DHCP Relay Services

36.0n Agg1, review DHCP relay statistics using the command 'show dhcp-relay' and repeat for
the Agg2 VSX peer.

Q: What do you notice?

A: Only the primary node statistics have increased. This is the expected behavior.

37.0n both Agg1 and Agg2, enable debugging for dhcprelay, enable terminal monitor for
debug.

38.0n PC4, release and renew the IP address.
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ipconfig /release
ipconfig /renew

39. Review the debug output on Agg1 and Agg2.

Q: What do you observe?

A: Only Agg1 DHCP relay is processing the requests.
40.Disable the debugging.

Impact of Primary node SVI Shutdown

In this section you will explore the effect of shutting down an SVI interface on the primary VSX node.
This will have impact on the traffic and the DHCP Relay function.

Impact of Primary node SVI Shutdown - DHCP Relay

DHCP Relay is active on the primary VSX node, and the secondary will take control when the primary node
is unavailable.
However, keep in mind that this may affect DHCP operation when the SVI is disabled on the primary node.

41.0n PC4, perform an ipconfig /release in an administrator command prompt.
42.0n Agg1, shutdown the VLAN 12 SVI.
43.0n PC4, perform an ipconfig /renew.

Q: What is the impact of shutting down a Layer3 VLAN interface on the primary node?

A: This impacts the DHCP relay function.
Q: Did you observe any DHCP relay messages in the debug?

A: No, since only the primary VSX node is supposed to process the DHCP relay packets.

44.0n Agg1, enable the VLAN 12 SVI again, renew the IP on PC4.
45.Disable all debugging on both Agg1 and Agg2.

Impact of Primary node SVI Shutdown - Traffic

The Active Gateway MAC address is programmed into the ASIC for the VLAN. When the Layer3 VLAN
interface is disabled, the Layer2 VLAN is still up. However, the node will not pass traffic for the Active
Gateway MAC over the ISL to the node where the Layer3 interface is up.

This section starts with both Agg1 and Agg2 VLAN 12 SVl interfaces in the UP state.
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46.0n PC4, ping to 10.252.1.23 and 10.252.1.24. These are 2 |IP addresses of the ClearPass
server. Due to a difference of 1 between these 2 IP addresses, the LAG hashing on Sw1 will
send 1 ping over the link to Agg1, and the other ping over the link to Agg2. (you don't know
exactly which ping goes to which Agg, but you do know that they go to different Aggregation
switches).

47 .Verify both pings were successful.
48.0n Agg1, shutdown the Layer3 VLAN12 SVI.
49.0n PC4, attempt both pings again.
Q: What is the impact of shutting down a Layer3 VLAN interface on the primary node?

A: This impacts the traffic forwarding for traffic that requires the default gateway.
50.0n Agg1, enable the VLAN12 SVI again.
51.0n PC4, verify the ping succeeds again.

Virtual Active Gateway vs Active Gateway

AOS-CX also supports the virtual Active Gateway function. This should only be used when it is not required
for each VSX member to have a unique identity on the network. You should not use this feature for example
when the switches need to run OSPF for example on that same Layer3 interface, since that requires each
switch to have its own IP address.

The typical scenario for this single IP Active Gateway is subnets where only endpoints are connected.

VLAN ID Active Gateway MAC | Act GW IP Agg1 IP Agg2 IP
11 02:00:00:00:00:01 10.x.11.1 10.x.11.1/24 10.x.11.1/24

NOTE: The table shows the same IP for the Active Gateway IP and the
Agg1/Agg2 IP. This is not a typo, this is the point of 'virtual' Active Gateway (to
use the same IP as interface and gateway IP).

52.0n Agg1, configure SVI 11 to use 10.x.11.1/24 as both the Interface IP and the Active
Gateway IP.

53.0n SVI 11, enable vsx-sync for the active gateway function.
54.0n SVI 11, configure the DHCP Relay
55.0n Agg2, define the SVI 11 with IP 10.x.11.1/24.
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Q: What do you observe?

A: Agg2 shows an error that active gateway is using the current subnet. (means the currently active IP
cannot be changed since Active Gateway is using it). This is because the interface was previously configured
with the 10.x.11.3/24 IP address.

56. Attempt to correct this on Agg2:
- remove the active gateway IP
- attempt to remove the IP address 10.x.11.3/24
Q: What do you observe?
A: Even when the Active Gateway configuration is removed, the VSX sync adds it almost immediately, so it is
not possible to remove the IP address.
57.Resolve the issue by:

- On Agg1: disable the vsx-sync on the SVI 11

- On Agg2: remove the active gateway configuration and the current IP
- On Agg2: assign the 10.x.11.1/24 IP

- On Agg1: enable the VSX-sync for SVI 11

58. Verify that VSX-sync has pushed the rest of the active gateway and DHCP relay
configuration.

You have now completed the 'Virtual' Active Gateway configuration.

Verify the configuration and troubleshoot the Layer2 connection

Sw1 will have a 'routing' role in most lab activities, while Sw2 will have the 'Layer2 Access Switch' role.
However, since PC3 endpoint is connected to port 1/1/3 on Sw1, you will now connect PC3 over the port
1/1/27 to Sw2 so it 'appears' to be connected on Sw2 port 1/1/27.

59.0n Sw1, define VLAN11. Configure port 1/1/27 (to Sw2) as VLAN trunk, allow VLAN 11 and
VLAN 1 (leave VLAN1 as the default native VLAN). Enable the port. Assign interface 1/1/3 as
access port to VLAN 11.

60. Review the VLAN port configuration of port 1/1/27 on Sw1.

61.0n Sw2, define VLAN 11, configure port 1/1/27 as VLAN trunk, allow only VLAN 1 and 11 on
the VLAN trunk. Enable the port.

62.0n PC3, release and renew the IP address to attempt to confirm the operation.
Q: What do you observe?

A: The PC3 is not getting an IP address.

63.0n Sw1, attempt to troubleshoot the issue, start from the physical layer and work your way
up:
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Is the interface UP?

Is there an LLDP neighbor?

Does the VLAN contain the correct ports?

Is the VLAN tagged or untagged status correct?

Does the switch learn any MAC addresses on the ports? (Active Gateway will send gratuitous ARP packets,
so the Active Gateway MAC address should be listed in the MAC tables)

Is there any Layer2 protocol that is impacting the forwarding?

NOTE: You may need to repeat these steps on the Sw2.

64. This should reveal that Spanning-Tree is blocking the port 1/1/27 between Sw1 and Sw2.

NOTE: Even though there is no Spanning-Tree running on the Aggregation
switches at this point, you should realize that they will simply forward
Spanning-Tree BPDUs as 'data frames'. This is why Sw1 and Sw2 appear to
have 2 links from a Spanning-Tree point of view.

65.Since Sw1 will have a routing role, it will be Layer3 connected to the Agg1 and Agg2, so you
should shutdown ports 1/1/25 and 1/1/26 for now.

66.0n PC3, renew the IP address, this should now be successful.

67.0n Sw1, verify the MAC-address table again for VLAN 11, MAC addresses should be
learned on both 1/1/3 and 1/1/27.
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Task 2: Apply some VSX Best Practices

Objectives
— Apply System MAC
— Apply MTU
— Review the link-up delay timer
— VSXLAG MTU
— Review VSX LAG Hashing algorithm
Steps
1. On Agg1, review the default VSX system MAC.

Q: Why is it recommended to apply a user-defined system MAC?

A: This simplifies the hardware replacement of the VSX primary switch. Without the user-defined system
MAC, the VSX cluster would change MAC address to the replaced VSX primary switch, this would affect STP
and LACP peer communication.

2. What would be the impact on a production network when you change the system-mac?
3. On Sw2 and Agg2, check the LAG status and repeat the command every 5 seconds.
4. On Agg1, apply a user-defined VSX system MAC.

NOTE: Since the ISL is temporarily 'broken’, VSX will be out of sync. Once the
LAG 256 is re-established, the VSX sync will take a few moments to apply the
VSX system MAC to the secondary node. Only then, the VSX LAG to the Sw2
can revert to the UP state again.

5. On Sw2, verify the LACP interface status.
Q: Did the Partner System-ID change?

A: Yes, the VSX system mac is now used for the Layer2 protocols.
Q: Was there any impact?

A: Yes, VSX ISL LAG is reset, this requires the VSX systems to re-synchronize once the LAG256 is up
again.

6. On both Agg2 and Sw2, stop the repeat using CTRL-C key combination.
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MTU Configuration

7. You have already applied the jumbo MTU to the Agg1 and Agg2 Layer2 interfaces in the
previous lab.

8. On both Agg1 and Agg2, apply the maximum Layer3 MTU on VLAN1, 11 and 12.
9. Configure all ports on both Sw1 and Sw2 to support jumbo frames.

Uplink delay-timer
10.0n Agg1, review the VSX link uplink-delay timer.
Q: What is the purpose of the VSX uplink-delay timer?

A: Provides time for the table sync between primary and secondary for large tables.

Q: In which scenario would a LAG be excluded from the uplink delay timer process, so it transitions
immediately to forwarding?

A: In case a VSX LAG is intended for Layer3 communication with a peer device. This will enable the Layer3
adjacencies (routed uplinks) to be established before the Layer2 intended VSX LAGs (switched downlinks)
come online.

TIP: The linkup-delay timer can be adjusted based on the number of entries
that need to be synced between the VSX systems.

See this link in the 10.05 configuration guide for example numbers:
https://www.arubanetworks.com/techdocs/AOS-CX/10.05/HTML/5200-
7325/index.html#GUID-A61A012E-C780-4FE8-806B-3E63D40E4660.html

Validate the linkup delay-timer

Review the normal state first
11.0n Agg2, review the VSX MAC address table and check the table for the VSX peer.
12.There is a convenient command that groups these 2 commands:

Disable and re-enable the ISL

13.0n Agg2, prepare the status output views. This will allow you to see the transitions of the
linkup-delay on Agg2.

14.0n Agg1, disable the LAG 256 of the ISL.
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15.0n Agg1, enable the LAG 256 again.
16.0n Agg2, review the status changes.

Q: Did the switch have to wait the complete Linkup-delay time?
A: No, after about 40 seconds, it will be reported as completed.
Q: Why is this different from the configured timer?

A: When the table synchronization is complete, there is no need to wait for the timer, so the ports transition to
forwarding.

Review impact on the VSX LAG interfaces
In this section you will repeat the ISL failure and review the impact of the linkup-delay timer on the interfaces.
17.0n Agg1, bounce the LAG 256 again (shutdown/no shutdown).

18.0n Agg2, use the command 'show interface brief' to see the status of interfaces and the
Reason. Look for the 1/1/2 and 1/1/5 interfaces (VSX LAG to Sw2 and to the Aruba
Gateway).

NOTE: It may take a few moments before VSX is established and the
command can be run. Just repeat the command until it works.

Q: What is the reason port 1/1/2 and 1/1/5 of the VSX peer is down?
A: During the linkup-delay, the reason will be shown as 'Disabled by VSX'
Q: Pay attention to the SVI interfaces, what is their status during the linkup-delay?

A: SVl interfaces that are bound to a VLAN that is enabled on a VSX LAG will also be in the 'Disabled by
VSX' state. This means that both the Layer2 LAG and the Layer3 SVI are currently disabled by VSX.

19. After about 40 seconds, the sync should be complete and the ports should transition to
forwarding.

Linkup-delay exclusion

Note that any VSX LAG that connects to a routing peer, such as an OSPF peer, can be excluded from the
linkup-delay. This ensures that the OSPF adjacency can be formed and routes can be learned, even while
the Layer2 VSX LAG interfaces are still waiting to synchronize the Layer2 tables.

You will attempt to configure this for the VSX LAG with the Aruba Gateway.

First you will exclude the LAG5 and verify why the Layer3 communication still does not work.
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Next you will correct that configuration and verify.

20.0n Agg2, configure the linkup-delay-timer to exclude the LAG 5 to the Aruba Gateway.
Notice that this command is local to the Agg2.

21.Verify the configuration on Agg2.

22.Agg?2 is now ready for the next test. On Agg1, bounce the LAG 256.
23.0n Agg2, review the interfaces, you may need to repeat the command a few times.
Q: Do you see any difference between the ports 1/1/2 and 1/1/57?

A: 1/1/2 is still disabled by VSX, while 1/1/5 is in the 'up’ state. The linkup-delay exclude for the LAG5 has
worked fine.

Q: What is the status for the SVI 1?

A: The 'vlan1' interface still shows as Disabled by VSX.

Q: Would Agg2 be able to establish a Layer3 adjacency or peering using this SVI?

A: No.

Q: What could be the reason that the SVI 1 is still kept down during the linkup-delay timer?

A: When the VLAN is enabled on any VSX LAG that is still kept 'Disabled' during the timer, the Layer3 SVI
interface for that VLAN will also be kept in the 'Disabled' state. In this lab, the VLAN 1 is still enabled on the
VSX LAG 2, this is why the SVI 1 remains down.

NOTE: In a real deployment, make sure that the upstream SVI VLAN ID is not
enabled on any VSX LAG that connects to the Access Layer switches. This is
a strong argument against the use of the 'vlan trunk allowed all' command on
the VSX system.

Adjust the configuration
24.0n Agg1, remove VLAN 1 from the LAG2 allowed list. This will be synced to Agg2.
25.0n Agg1, bounce the LAG 256 to test.
26.0n Agg2, review the status.

Q: Did the status for SVI 1 (vlan1) change?
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A: Yes, it is now enabled as soon as the VSX cluster forms. This is the behavior that would be needed for an
'uplink' Layer3 SVI interface.

Q: Do you see the difference with the SVI 11 and SVI 127

A: Yes, these are 'downstream' SVI interfaces, they should remain down until the sync completes.

Restore the VLAN 1 configuration

This section showed how to configure an upstream SVI, in this lab, SVI 1 will be used by Sw2 to get
management access to the network, so enable the VLAN 1 again on the LAG2.

27.0n Agg1, allow VLAN 1 on the LAG2

VSX LAG Hashing algorithm
Review the VSX LAG hashing algorithms

28. On Agg1, review the default algorithm on the LAG2
Q : What is the default hashing method?

A: I3-src-dst

29.Review the algorithm options: enter the interface LAG2 context and use the 'hash' command
to explore the options.

Q: What are the available hashing options?

A: 12-src-dst, I3-src-dst and |14-src-dst
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Task 3: Configuring STP with VSX

Objectives
— Configure and review STP with VSX
— Review STP on the Access switches
Steps

VSX operates with independent control planes, but for some protocols, such as STP, the 2 nodes will be
syncing their operational state so they can appear as 1 device for the Layer2 peers.
Configure STP

1. Review the STP status on both Agg1 and Agg2.
Q: What is the default status of STP on the switches?

A: On the 83xx series, STP is disabled by default.
2. Configure STP priority 1 on Agg1
3. Configure STP priority 1 on AggZ2.
4. On both Agg1 and Agg2, enable STP.

NOTE: Best practice is to configure priority O on the root. In this lab, priority 1
is used, so another switch may attempt to become root.

5. On Agg1 and AggZ2, use 'show spanning-tree' to review and compare the status.

Q: What do you observe?

A: Both Agg1 and Agg2 spanning tree processes state that they are the root (This bridge is the root). This is
the expected behavior in a VSX topology.

VSX STP BPDU Transmissions

In a VSX system, the primary VSX node is responsible to transmit the STP BPDUs over the VSX LAG
interfaces. For any interfaces that are only connected on the secondary node, the secondary node will
transmit the BPDUs.

6. On Agg1, use the 'show span' command and check the BPDU-Tx statistics for LAG2.

7. On Agg1, use the 'show span vsx' command to see the BPDU-Tx statistics for LAG2 on
Agg2.
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Q: What do you notice?

A: Only the Agg1 transmits BPDUs on the VSX LAG interface. This demonstrates that only the primary VSX
node transmits STP BPDU frames on the VSX LAG interfaces.

STP features - Root-guard

8. Configure Agg1 with STP root-guard on the VSX LAG interfaces towards the Access switch
Sw2 (LAG2)

Q: What is the purpose of root-guard in an STP environment?

A: It ensures that STP operates normal with the peer device, as long as the peer device does transmit a
superior BPDU. This effectively protects the current root bridge.

Validate the root-guard using Sw2
9. Configure Sw2 with STP priority O
10.0n Agg1, verify the local STP status and the VSX peer STP status.

Q: Is the Agg1 still root bridge?

A: Yes, the root-guard feature should have prevented Sw2 from becoming root bridge, even when Agg1 has
a priority 1, that is higher than the Sw2.

Q: What is the State of lag2 interface?

A: LAG 2 is reported as 'Root-Inc' (Inconsistent)

11.0n Agg1, check the inconsistent ports, this will reveal the reason.

Q: What is the reason?

A: Root Guard.

12.Review the last 20 events on Agg1 and filter on the hpe-mstpd daemon.
Restore the configuration

13.0n Sw2, set the default STP priority.

14.0n Sw2, verify you can now ping 10.x.1.2 and 10.x.1.3 again.

VSX configuration consistency check

Since both Agg1 and Agg2 have an independent configuration, it is important to keep their STP configuration
state in sync. In this lab, this is done automatically by VSX sync.
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In case you would not have the VSX sync active, you can easily compare some key configuration elements
using the configuration consistency command.

15.0n Agg1, review the current VSX configuration consistency and repeat the command.

16.0n Agg2, change the STP mode rpvst.

17.0n Agg1, review the updated VSX configuration consistency check

18.Wait a few seconds, the VSX config sync (you enabled STP configuration sync) should
automatically correct this for you.

NOTE: If the mode is not synchronized automatically, you can disable and
enable the LAG 256 to trigger a full configuration sync.

Configure and review STP on the Access switch Sw2,
In this section, STP features on the access switch will be explored.

19.0n Sw2, verify the status of STP in the running configuration
Q: Is STP by default enabled?

A: On the 6300 switches, STP is by default enabled. Note that the existence of the command in the
configuration does not mean that it is not default.

Q: What is the root port for STP?

A: The root port is the LAG to the VSX system.

STP Loop-guard

STP Loop-guard ensures that a port on which BPDUs are expected will transition to blocking when no
BPDUs are received. A normal STP port would transition to forwarding when no BPDUs are received.
This feature can be used in large environment to handle the scenario where the STP process on the
Agg/Core switches would fail and would cause loops in the network.

You can easily test this by blocking STP BPDUs on the Agg switches to Sw1. Sw1 will no longer receive
BPDUs and should then block the port that has the loop-guard enabled.

NOTE: Do not confuse this feature with Loop Protect . Loop Protect is a
feature that is independent of STP and that can be used to detect loops
between ports.

20.0n Sw2, configure STP Loop-guard on the uplink LAG 255 to the VSX

Validating STP features - Loop-guard
You can now test a 'failure' of STP on the Agg switches by applying a BPDU filter on their ports to the Sw2.
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21.0n Sw2, enabled terminal-monitor with the INFO severity level.
22.0n Agg1, enter the LAG2 context and apply the BPDU-filter.
23.0n Sw2, review the events that were reported.

24.0n Sw2, review the spanning-tree state of the port LAG255.
25.0n Sw2, review the STP inconsistent ports

26. After you have confirmed the feature, restore the configuration by removing the BPDU-guard
on the Agg1 LAG2 port.

27.0n Sw2, disable terminal monitor and verify that port lag255 is now forwarding again.

Configure the access ports

STP has 2 port types: admin-edge and admin-network. The default spanning-tree port-mode in AOS-CX is
admin-network. In the next section you will see how the port will transition when it comes up.

28.0pen a second SSH connection to Sw2, run the 'show span | i 1/1/4' command to see only
port 1/1/4 state and repeat the command

29.In the first SSH connection, bounce the port 1/1/4 (shutdown > no shutdown).
30.Follow the state in the second SSH connection
Q: How long does it take for an admin-network port to transition to forwarding on an AOS-CX switch?

A: When AOS-CX does not detect a peer STP device (no received BPDUSs), it will transition to forwarding
after about 4-5 seconds.

NOTE: On AOS-Switch based devices, this feature was known as 'auto-edge’'.
In AOS-CX, this functionality is part of the admin-network port role.

Topology Change Notifications

TCN packets are required to notify the switches in an STP domain about a topology change. The switches
can then clear their Layer2 tables and ensure that MAC addresses are learned on the correct (possibly new)
ports.

While this is good for backbone topology changes, it cause unnecessary load on the network if a TCN would
be transmitted for every access port that would go up or down.
In this section you will explore the TCN impact.

31.0n Agg1, enable debugging of MSTP events. Enable terminal-monitor for debugging.

Verify TCN generation for access ports
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32.0n Sw2, bounce the port 1/1/4.
33.0n Agg1, review the messages.
Q: Was there any Topology Change received by the Agg1?
A: No, since Sw2 has detected that the port 1/1/4 is an access port (based on the auto-edge principle), it will
not generate a TCN for this port.
Verify TCN generation for STP connected ports
34.0n Sw2, bounce the port 1/1/27. This is the port that connects to the Sw1.
35.0n Agg1, review the messages.
Q: Was there any Topology Change received by Agg1?
A: Yes, since Sw2 received STP BPDUs on the port 1/1/27, it has generated a TCN packet to the rest of the

network.

36.0n Agg1, review the number of received TCN packets (TCN-Rx). This is a good place to
start the troubleshooting TCN issues. If ports are receiving continuous TCN updates, you
need to check the STP switch that is connected to these ports.

37.This demonstrates how AOS-CX handles both scenario's well with the default STP
configuration state.

38.0n Sw2, close the second SSH connection.
39.0n Agg1, disable the debugging.

BPDU-Guard configuration

BPDU Guard is typically an access switch feature to ensure that no other STP devices can be connected to

the network.
When a BPDU guard enabled port receives an STP BPDU, it will be disabled.

40.0n Sw2, enabled terminal-monitor for INFO severity.
41.0n Sw2, set the global spanning-tree BPDU-Guard timeout to 30 seconds.

42.0n Sw2, configure the access port 1/1/4, port 1/1/27 and 1/1/28 with BPDU-guard. Port 1/1/4
connects to the PC, while port 1/1/27 and 1/1/28 connects to Sw1 (that still has STP enabled
on these ports). Port 1/1/28 is currently down and will only be used in the next section.

43.0n Sw2, bounce the port 1/1/27 and watch the events.
Q: What happened with the port 1/1/277?

A: Sw2 received a BPDU from Sw1, so the BPDU Guard has disabled the port. 30 seconds later the port is
enabled again and the port will be disabled again.
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44.0n Sw2, review the spanning tree port states

45.You may leave the BPDU-Guard enabled on Sw2 for now.
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Task 4: Configuring Loop-Protection in the Access Layer
Objectives

— Configure a network loop that Spanning Tree does not detect.

— Configure Loop protection on the Access layer switches to detect the loop.
Steps
Loop Setup

Sw1 will be used to test the loop protect feature. By configuring the BPDU-filter on Sw1, Sw1 will be blocking
the STP BPDUs, so STP BPDU-guard on Sw2 will not be able to detect the loop.

1. On Sw1, shutdown ports 1/1/1 and 1/1/3.

IMPORTANT: To limit the loop impact Sw1 must shutdowﬁ port 1/1/1 (PC1)
and 1/1/3 (PC3) to prevent the looped traffic to enter the VM infrastructure.

2. On Swi1, verify that the ports 1/1/1 and 1/1/3 are down.

Configure the network loop without Loop Protect

First you will make a network loop that STP cannot detect without the Loop Protect feature. In the next
section you will use Loop Protect to detect the loop.

3. On Sw1, configure BPDU-filter on ports 1/1/27 and 1/1/28. This ensures that STP on Sw2 will
not be able to detect and block the loop, and it simulates an edge device that 'consumes'
STP BPDU frames.

4. On Sw1 only, enable these 2 ports. Port 1/1/27 was already enabled, this applies to port
1/1/28. The 'looped' device is now ready.

5. On Sw2, review the current (default) loop protect interface configuration and status. Loop
protect is not enabled by default.

Enable the loop
6. On Sw2, enable port 1/1/28, wait about 10 seconds.
7. On Sw2, verify the port status of the ports 1/1/27 and 1/1/28, both should be 'up'

8. Clear the global statistics on Sw2 and review the non-zero port statistics. You should now
see many received and transmitted packets on the interfaces due to the loop.

Loop Protection configuration
9. On Swi1, configure the global loop-protect re-enable timer to 30 seconds.
10.0n Sw1, enable loop-protect on 1/1/27 and 1/1/28.
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11.Observe how the ports are disabled by loop-protect.

12.Review the last 20 events on Swi1, filter for the hpe-lpd daemon.
13.Use 'show interface brief', check the 'Reason' description.

Restore the configuration
14.0n Sw2, disable port 1/1/28

15.0n Swi1, after about 30 seconds, verify the port states of ports 1/1/27 and 1/1/28. They are
no longer disabled by loop protect.

16.0n Sw1, enable port 1/1/1 (PC1) and 1/1/3 (PC3).

17.Optional: On Agg1, Agg2, Sw1 and Sw2, you can make a new checkpoint named 'asts-
lab04-<your-name>'.

You have completed this Lab!
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Lab 05: Review of Layer3 Basics

This lab activity reviews OSPF configuration and troubleshooting, OSPF in a VSX environment and Policy
Based routing.

Requirements

This lab requires completion of Lab 04.

Objectives
— Debugging OSPF features
— Configuring OSPF for VSX with Active Forwarding and max-age on startup
— Policy Based Routing
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Scenario
OSPF

The customer wants you to configure OSPF area 0 in the Main location between Agg1 and Agg2. You should
enable SVI 1 and the Loopback interfaces.

1. SVI 11 and SVI12 must be advertised into OSPF but Agg1 and Agg2 should not form an OSPF
Adjacency on these interfaces.

2. On Agg1, atagged SVI41 (1/1/1) must be created and connect to Sw1 (1/1/25).

3. On Agg2, a tagged SVI42 (1/1/1) must be created and connect to Sw1 (1/1/26).

4. Both links must be enabled in OSPF area 0. Sw1 must be configured for OSPF area 0 as well. When
the interfaces 1/1/25 and 1/1/26 are enabled, you may notice that the OSPF adjacency does not form
on the 1/1/26. If you see this behavior, you should troubleshoot the issue and correct the
configuration.

5. The customer wants to see the debug log of the normal OSPF adjacency setup between Sw1 and
Agg1. They also want to see the debug log or show command output to detect various OSPF
adjacency errors on the link between Sw1 and Agg1 including:

a. different OSPF hello timers

b. dead-timers

c. invalid authentication or authentication type

d. conflicting router-id between 2 peers

e. control plane trace of the OSPF traffic on Sw1.

6. The customer wants to configure the SVI41 and SVI42 links so that the OSPF adjacency comes up
fast.

VSX Active Forwarding

The customer has heard that Active Gateway can be used for active/active forwarding of traffic from clients or
static routes. However, when an OSPF peer is connected to a VSX LAG, the peer will use the OSPF next-
hop IP, which will be unique for each VSX node. They are aware traffic may arrive on the wrong VSX node.
1. Configure a tagged SVI140 on the LAG5 connected to the Aruba Gateway and enable it for OSPF area
0. The Aruba Gateway has been pre-configured with OSPF.
2. Configure VSX so that traffic received from the Aruba Gateway OSPF peer can be handled by either
VSX node.

OSPF Key-chain and tuning (Optional)

The customer is interested in the following:

1. On the link between the Sw1 and Agg1, the customer wants to enable OSPF authentication using a
key-chain and key 1 aruba123. They also want a demonstration of a live migration to key 2
ArubaRocks without any impact on the OSPF adjacency.

2. The customer wants to ensure that when a VSX node is rebooted, the node will make itself the least
preferred path to the other OSPF peers for 1 minute. They want to see the output of the actual
change on the OSPF route costs before and after this minute.

Policy Based Routing (PBR)

The base configuration for the customer’s PBR is:
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¢ Note: a template configuration is available for these steps if you do not want to configure this
manually. Itis on PC1, Desktop > ASTS > configs > ASTS_cfg_lab05-steps-v2.txt (Task6 section).

e The customer has a branch office with 2 links to the Main location. In the lab, the branch office will be
simulated using a VRF on Sw2, the Sw1 operates as the routing switch for the Main location.

e On the link 1/1/27 between Sw1 and Sw2, configure SVI46 and SVI147, the customer wants L3
counters on both SVls.

e On Sw2, the customer wants you to:

a.

"0 ao0oT

g.

configure VRF 'branch' with SVI46 and SVI47

enable OSPF area 0 in the VRF 'branch'.

assign SVI146 OSPF cost 10

assign SVI47 OSPF cost 100.

configure a DHCP server in the VRF 'branch' for subnet 10.x.15.0/24
assign port 1/1/4 (PC4) to VLAN 15

verify PC4 is connected to the network.

PBR Path selection

To verify PBR path selection:
1. Use PC4 to verify that a trace to 10.x.12.1 takes the shortest path
2. Use Sw2 to verify the selected SVI by checking the L3 counters.
3. The customer wants to verify that OSPF failover works properly before starting the PBR configuration.

a.
b.

They notice that the failover of the traffic is very slow after a shutdown of the SVI46.
Investigate this and adjust the configuration so that PC4 traffic to 10.x.12.1 recovers within 3
seconds after a shutdown of SVI46 on Sw1.

4. After link failover validation, the customer wants to see PBR active for the branch SVI15.

a.
b.
c.

Any traffic from the branch to 10.x.12.0/24 subnet should take the SVI147 path.
Any other traffic from the branch should take the default best path on SVI46.
Failover should still work fine for all of the traffic.

5. The customer wants to see this demonstrated based on the L3 statistics on the SVIs.

a Hewlett Packard
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Task 1: Configure VSX with OSPF

Objectives

— Configure OSPF between the VSX nodes

Steps

OSPF Configuration on Agg1 and Agg2

Lab Diagram - Layer3 Topology

v1:10.x.1.0/24

/i \3
Agg2(8325-B)

Aggl(8325-A)

6
€ > € >
Lo0: 10.x.0.2/32 % % Lo0: 10.x.0.3/32

1.

On Agg1, configure loopback interface 0.

Device

IP

Agg1

10.x.0.2/32

Agg2

10.x.0.3/32

o 0k W

7.

On Agg1, configure OSPF area 0. Use 10.x.0.2 as the router-id.
On Agg2, configure OSPF area 0. Use 10.x.0.3 as the router-id.
On Agg1, configure and enable the loopback 0 and interface VLAN 1 for OSPF.
On Agg2, configure and enable the loopback 0 and interface VLAN 1 for OSPF.

On both Agg1 and Agg2, enable the SVI 11 and SVI 12 for OSPF and configure them as
passive interfaces.

Wait about 30 seconds for the adjacencies to establish, then verify the OSPF LSDB

Q: How many LSA entries do you expect?

aruba
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A: There would be 3 LSA entries based on the Agg1 and Agg2 configuration. You should see 2 Router LSAs
and 1 Network LSA.

Task 2: Debugging OSPF
Objectives

— Adjacency debugging

— LSDB debugging

Lab Diagram - Layer3 Topology

v1:10.x.1.0/24
/1; 2 \3
Agg2(8325-B)
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Aggl(8325-A)

v41:10.x.41.0/24 v42:10.x.42.0/24

v4l: 4

Sw1(6300-A)
J

/7

Lo0: 10.x.0.4/32

v42: .4

Steps

Adjacency Debugging

In this section you will establish the Layer3 connections between the VSX and Sw1.
During the process you will introduce some configuration errors, so you will need to use the debug and
network traces to discover the configuration error.

aruba
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Prepare Sw1 to VSX links

Agg1

1.
2.

Agg2

Swi1

® N o o

9.

On Agg1, define VLAN 41, make 1/1/1 VLAN trunk and allow VLAN 41.
On Agg1, assign SVI 41 IP 10.x.41.2/24, enable it for OSPF area 0.

. On Agg2, define VLAN 42, make 1/1/1 VLAN trunk and allow VLAN 42.

NOTE: Remember to convert port 1/1/1 to a switched port. By default ports on
the 83xx platform are routed ports.

On Agg2, assign SVI 42 IP 10.x.42.3/24, enable it for OSPF area 0.

On Sw1, define VLAN 41, make 1/1/25 VLAN trunk and allow VLAN 41.
On Sw1, assign SVI 41 IP 10.x.41.4/24.

On Sw1, define VLAN 42, make 1/1/26 VLAN trunk and allow VLAN 42.
On Sw1, assign SVI 42 IP 10.x.42.4/24.

On Sw1, define loopback 0 with IP 10.x.0.4.

10.0n Sw1, configure OSPF with router-id 10.x.0.4 and define area 0.
11.0n Sw1, enable interfaces SVI41, SVI42 and the Loopback0 for OSPF.
12.0n Sw1, enable interfaces 1/1/25 and 1/1/26.

13.0n Swi1, disable SVI 1.

14.0n Swi1, verify the OSPF adjacencies to Agg1 and Agg2.

Q: Do you have adjacencies with both VSX nodes?

A: No, only 1 adjacency came up.

Link Troubleshooting

15. Attempt to troubleshoot this issue. Start from the physical layer and then move up to Layer2

and Layer3.

Are the interfaces 'up'?
Are there any LLDP neighbors?
Are the ports in the VLAN correctly assigned?

Q: What do you observe?

a Hewlett Packard
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A: VLAN 42 is down, there are no forwarding ports in the VLAN.

Q: You know Layer1 (physical layer) is working, and frames can be exchanged (LLDP). What could be the
reason for a port being blocked?

A: Review the spanning tree state of the ports 1/1/25 and 1/1/26.
Q: How can you prevent STP from blocking ports that will only perform routing functions?

A: Configure STP BPDU-filter on these ports.

16.0n Sw1, review the active VLANs on the ports. Since no VLANs are active on both ports,
there is no Layer2 loop.

17.0n Sw1, configure BPDU filter on ports 1/1/25 and 1/1/26.
18.0n Sw1, verify you have now OSPF adjacencies with both Agg1 and Agg2.

Review the normal OSPF adjacency setup

In this section you will review the normal setup of an OSPF adjacency. In the next sections you will explore
some issues, so you can consider this to be the 'known good' output.

19.0n Sw1, enable OSPFv2 debugging.

20.0n Sw1, enable terminal-monitor for DEBUG severity.

21.0n Swi1, disable the port 1/1/25. Wait a few moments, then review the debug messages.

22.0n Sw1, enable the port 1/1/25. Wait a few moments, then review the debug messages.
Q: What are the OSPF states during the adjacency setup?

A: Down > Init > Two-way > Exstart > Exchange > Full

23.Disable the terminal monitor.

Invalid Timers
24.0n Agg1, configure VLAN 41 IP interface with an OSPF hello timer of 5 seconds.
25.0n Agg1, configure an OSPF dead timer of 15 seconds.
26.0n Agg1, verify that the OSPF adjacency with Sw1 was lost on SVI 41.
OSPFv2 Debugging
27.0n Swi1, clear the debug buffer, next review the debug buffer in reverse order.

Q: What do you observe?
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A: You should see an OSPF ERR message about the neighbor hello interval.

28.0n Swi1, adjust the SVI 41 interface OSPF hello interval to the peer interval.
Q: Did the adjacency come online now?

A: No, so something else must be wrong.

29.0n Sw1, SVI 41 interface OSPF dead interval to the peer interval.

Q: Did the adjacency come online now?

A: Yes, with the same timers, the adjacency will come online.
30.0n Sw1, review the OSPF interface statistics of interface SVI41

Q: What do you observe?

A: The statistics show counters for the various OSPF packets, including the dropped hello packets due to
Hello and Dead mismatch.
Invalid authentication
31.0n Agg1, configure a plain-text password authentication (key aruba123) on the SVI 41.
32.0n Sw1, review the OSPF interface statistics

33.0n Sw1, clear and review the debug buffer in reverse order.

Q: What do you observe?

A: The switch reports that there is an unexpected authentication type (1 > id for cleartext/simple
authentication) , while it expects no authentication (0 > id for no authentication).

34.0n Sw1, run a TCP dump of protocol 89 (the OSPF IP protocol number) for 4 packets.

NOTE: It may take a few moments before the TCPDUMP output is processed,
be patient.

Q: Did you see the received OSPF packet? What information did TCPDUMP provide?

A: TCPDUMP shows the OSPF timers and authentication information. For a clear-text password, the
password is shown as well.

35.0n Agg1, reset the SVI 41 authentication to none.
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Router-id Conflict on Peer
36.0n Agg1, change the router-id to 10.x.0.4, that is the same router-id as Sw1.
37.Confirm to reset the OSPF process.
38.0n Sw1, review the OSPF adjacencies.

39.Review the debug buffer. You should see an OSPF ERR message about the neighbor router
ID.

40.Review the OSPF interface statistics, notice the 'Duplicate router ID' counter.
41.0n Agg1, correct the router-id again to 10.x.0.2.

OSPF Point to Point networks

When only 2 OSPF routers are expected on a link, it is possible to skip the DR/BDR election process on an
OSPF link by configuring the link as Point to Point (P2P).

42.0n Sw1, configure SVI 41 and SVI 42 with the OSPF point to point network type.
43.0n Agg1, configure SVI 41 as OSPF point to point.
44.0n Agg2, configure SVI 42 as OSPF point to point.
Test the point to point
45.0n Agg1, disable port 1/1/1 (connected to Sw1, transporting SVI 41)
46.0n Sw1, enable OSPF debugging and terminal-monitor for INFO
47.0n Agg1, enable the port 1/1/1.
48.0n Sw1, review the debug output.

Q: What do you observe?

A: Immediately after the Two-way phase, the adjacency exchange is started. This speeds up the initial time
required to establish an adjacency with the peer router.
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Task 3: VSX Active Forwarding

Objectives
— Understand the need for Active Forwarding
— Configure Active Forwarding

Lab Diagram - Layer3
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Steps

An OSPF neighbor of a VSX pair can be connected in various ways:
— Routed port to each VSX node.
— VLAN interfaces (SVI), 1 on each link to each VSX node.
— 1 VLAN interface on a Layer2 LAG to the combined VSX system.

Using routed ports is the most convenient method, but in that case only 1 VRF can be active on the port.

aruba

a Hewlett Packard
Enterprise company

Rev 20.41 | © Copyright 2020 Hewlett Packard Enterprise Development LP | Confidential — For Training Purposes Only



Aruba Advanced Switching
Troubleshooting and Solutions
Lab Guide

When multiple VRFs are required between the routers, VLAN Interface need to be used to transport multiple
SVI contexts over the same physical port.

Since every VRF would require a unique VLAN and subnet for each port, VSX also supports connecting
OSPF peers over a Layer2 LAG with multiple VLAN interfaces. This reduces the number of VLAN interfaces
that are required.

The administrator should note that instead of point to point connections, the transit network becomes an
OSPF broadcast network with 3 routers on the subnet: VSX primary, VSX secondary and the peer router.

Since the peer router will forward traffic for e.g. the VSX primary on the LAG, the LAG hashing may actually
deliver the traffic on the VSX secondary.
On the VSX secondary, the traffic would then need to be forwarded to the VSX primary over the ISL.

Since the two VSX systems typically should have the same routing table information, you can configure the
VSX systems to route traffic locally in case they would receive traffic that is destined to the VSX peer system.

This is known as 'Active Forwarding'. With 'Active Forwarding, the VSX nodes will learn the SVI MAC
address from each other, and when traffic arrives on the SVI with destination MAC address of the peer, it will
also be locally routed.

Configuration
In this task, the Aruba Gateway will have the role of the external OSPF router that is connected using a VSX
LAG.

You will configure VLAN 40 as a routed link between the Aruba GW and VSX nodes for active forwarding.

1. On Agg1, review the VSX LAG 5. This connects to the Aruba Gateway.

2. On Agg1 and Agg2, define VLAN 40 and an SVI for VLAN 40, enable OSPF in area 0. Add
VLAN 40 to interface LAG 5 allowed VLAN list on Agg1.

Device - Value

Agg1 SVI 40 10.x.40.2/24
Agg2 SVI 40 10.x.40.3/24
Aruba Gateway SVI 40 (pre-configured) 10.x.40.6/24

3. On Agg1, review the OSPF neighbors on the SVI 40 interface. Both Agg2 and the Aruba
Gateway (router id 10.x.0.6) should be in the list.

4. Use PC1 to open an SSH connection to the Aruba Gateway (10.251.x.6) with credentials
admin/aruba123. Review the OSPF neighbors, both Agg1 and Agg2 should be listed.
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Active Forwarding - Understand the need for Active Forwarding (optional)

This section shows how some traffic that may be destined to VSX node1 may be sent to the other VSX node
due to the LAG hash.

In the next section, Active Forwarding will be enabled to handle this.

Validation:

— Sw1 will be the test device that sends traffic. You will add an additional IP (10.x.0.7) to the
Loopback 0 interface in order to test the LAG with a different src/dst IP hash.

— Sw1 will ping 10.x.40.6 (the Aruba Gateway IP on VLAN40) using source IP 10.x.0.4 and
10.x.0.7 (an even and odd IP address to force a hashing difference). The Aruba Gateway
will apply distribute the test traffic over the LAG to the VSX.

— On Agg1 and Agg2, you will enable a traffic monitor for ICMP traffic on the port to Sw1 and
the LAG256 - VSX ISL.

— This will reveal when a ping is forwarded over the ISL.
5. On Sw1, configure Loopback0 with secondary IP 10.x.0.7/32.

6. On Sw1, send a single ping to 10.x.40.6 using source IP 10.x.0.4 and 10.x.0.7, both pings
should succeed.

7. On the Aruba Gateway, review the ARP table so you know the MAC of Agg1 and Agg2 on
VLANA40.

8. On Agg1, define a class ip 'icmp' that matches any ICMP traffic.

9. Define a policy 'mirror' that applies action 'mirror 1' to the class 'icmp'
10. Apply the policy 'mirror' to LAGS (Aruba GW) and LAG256 (VSX ISL).
11. Define mirror 1 with destination CPU, enable the mirror.

12.0n Agg2, repeat the mirror definition and verify the other settings have been synced.

13. Start 'diag utilities tshark' on both Agg1 and Agg2.

Testing
14.0n Sw1, send a single ping to 10.x.40.6 using source IP 10.x.41.4.

15.Check the Agg1 and Agg2 traces. If the packet was only visible on 1 switch, it means that
that switch performed the routing, so there was no sub-optimal path (and you should run the
other ping). In case you saw the ICMP packet on both switches, it means the traffic is
redirected to the other VSX node, so you don't need to run the next ping test.
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16. This step only applies if the previous ICMP test only showed on 1 switch: On Sw1, send a
single ping to 10.x.40.6 using source IP 10.x.42.4.

17.Take note of the source/destination IP combination ping that showed up on both switches.

18.In the TSHARK, you should also check the destination MAC of the ICMP packet. This will not
match 1 of the 2 switches, so that switch will forward the traffic over the ISL. The VSX Active
Forwarding will resolve this suboptimal forwarding.

Active Forwarding

19.0n both Agg1 and Agg2, review the current VSX active-forwarding state, it is disabled by
default.

20.0n Agg1, disable IP ICMP redirects and enable 'vsx active-forwarding' on the VLAN 40 SVI.
21.Review the VSX Active-forwarding state on Agg1.
Q: Did Agg1 learn the SVI 40 MAC address of Agg2?

A: No information from Agg2 is available currently.
22.Review the VSX Active-forwarding state on Agg2.

Q: Did this configuration get synced automatically?

A: No, the Active Forwarding must be enabled locally on the Agg2.

23.Next enable it on Agg2 on SVI VLAN 40.

24 Review the VSX Active-forwarding state on both Agg1 and Agg2.
Q: Did the switches learn the MAC and IP of their neighbor VSX system?

A: Yes, the MAC of the peer was learned and is now programmed in the ASIC for local routing.

Validation

25.1n the initial test section, you should have found a ping combination that resulted in the ICMP
packet being visible on both aggregation switches.

26.0n Agg1 and Agg2, enable the 'diag util tshark' again to see ICMP packets.
27.0n Sw1, repeat the ping that was previously visible on both aggregation switches.
Q: Was the ICMP packet received on both switches?

A: No, thanks to the Active Forwarding, the traffic is now routed locally by each Aggregation switch for this
SVL.

28.In the Tshark output, verify the destination MAC address of the ICMP packet. This should still
be the other switch MAC address, but now it is handled by the local switch.
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Cleanup steps
29.0n both Agg1 and Agg2, remove the policy 'mirror' from the LAG5 and LAG256 interfaces.
30.0n Sw1, remove the secondary IP 10.x.0.7 from the LoopbackO interface.
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Optional Task 4: OSPF Key-chain and Max-metric On Startup

Objectives

— Configure OSPF authentication using key chains.

— Configure and understand the max-metric on startup for OSPF.
Steps

OSPF interface authentication can be configured using a clear-text or MD5 hash key.
While this works, these methods are very difficult when an environment wants to change the keys while the
network is in production, since it is very difficult to change the keys on both sides at the exact same moment.

Key chains can be used to handle this scenario.

Both sides can be configured with a series (chain) of keys. As long as 1 key matches, the authentication is
considered successful.

For a migration, a customer just needs to add a key on both sides. Once this is done, the old key can be
removed on both sides. Keep in mind that the key id has to match on both sides.

You will now configure a key-chain on VLAN 1 between Agg1 and Agg2.

Configuration
1. On Agg1, define a key-chain named 'asts' with key id 1 using key 'aruba123'.

NOTE: Do not add the 'send-lifetime' command, the key will use the default
lifetime.

2. Enter the SVI 41 context on Agg1, link the 'asts' keychain to VLAN 41 SVI using the
command 'ip ospf keychain asts'

3. Explore the 'ip ospf authentication' command options, however, do not enable keychain
authentication yet.

Q: What are the authentication options?

A: null default> no authentication
simple-text clear-text password
message-digest single MD5 key with a single key-id
keychain multiple MD5 keys, each with their own key-id and optional
lifetime

4. On Sw1, create the same keychain and bind it to SVI 41. Do not enable the authentication
yet.
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Activation

5. On both Agg1 and Sw1, under the SVI41 context, apply the 'ip ospf authentication keychain'
command at the same time (within a few seconds).

6. On Agg1, verify that the adjacency is formed correctly with the new key without resetting the
adjacency.

Migration - Attempt 1

Now attempt to perform an online migration to a new key in the keychain.
7. On Sw1, add a key with id 2 to the key-chain using key 'arubaRocks'
8. On Agg1, wait about 15 seconds, check the OSPF neighbors.

Q: What do you observe?

A: The adjacency with Sw1 was lost.
9. On Agg1, review the ip ospf statistics on interface SVI 41.

Q: What do you observe?

A: The authentication failures counter is increasing.

10.0n Agg1, enable ospf all debugging.

11.0n Agg1, enable terminal-monitor with severity DEBUG and filter on 'hpe-routing'
Q: What do you notice on Agg1?

A: The debug log shows that the packet cannot be authenticated.
12.0n Swi1, review the keychain 'asts' status.
Q: What is the active Send key?

A: Sw1 is using the new key 2 as the active send key, but this key does not exist yet on Agg1.

13.Disable the OSPF debug

TCPDUMP on Agg1
14.0n Agg1, enable diagnostics mode
15.Use TCPDUMP of the OSPF protocol (protocol 89).

16. Stop the TCPDUMP after you see an OSPF packet with authentication type MD5. Look for
packets from source Sw1 (10.x.41.4).

NOTE: It may take a few moments before the TCPDUMP shows output
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packets.

Q: What is the key-id on the inbound OSPF packet?
A: Key-id 2
Q: What is your conclusion?

A: The previous steps revealed that the new key is used immediately as the outbound key.

Migration - Think about the migration steps

17.0n Swi1, review the keychain.
Q: How could you use the Send and Receive Key validity to handle the key migration?

A: You can add a key that is a valid 'Receive' key, but that cannot be used for sending yet. Once both sides
have the key in the valid Receive state, the send validity can be adjusted.
Migration - Attempt 2
18.Rollback: On Swi1, first remove the key 2 from the keychain.
19.0n Swi1, verify the OSPF adjacency with Agg1 is established again.
20.0n Agg1, add key id 2, but do not add the key-string yet.
21.Configure the send-lifetime with some start date in the future and duration infinite.
22.Configure the key-string 'arubaRocks'
23.Review the keychain status.
Q: What is the active Send key id?

A: Key 1 is still the active Send key.
Q: What are the active Receive key ids?

A: Both key 1 and 2.
24.0n Swi1, verify the OSPF adjacency with Agg1 is still established.
25.0n Sw1, add the key2 'arubaRocks' to the keychain.
26.0n Sw1, review the keychain 'asts'.

Q: What is the active send key?

A: The active send key is now key id 2
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NOTE: You are now half-way in the migration. Sw1 is using key 2 for transmit,
and this is accepted by Agg1. Agg1 is still using key 1 for transmit, this key is
still accepted by Sw1.

27.0n Agg1, change the key 2 send-lifetime so it can be used now.
28.0n Agg1, review the keychain status.
Q: What is the current Send Key ID?

A: Due to the start-time change, the current send Key ID is 2.

29.Complete the migration: On both Agg1 and Sw1, remove the key id 1 from the keychain and
verify that the adjacency is still active.

Max-metric on Startup
When an OSPF router comes online, it may need some time to establish links. During this period, it may not
be ideal to use this router as an OSPF transit router, since it may not know all routing paths yet.

With the max metric on startup, an administrator controls OSPF to announce the maximum metric for its
links, so it will be the least preferred path for a period of time.

After the max age on startup timer expires, the normal cost will be applied and normal routing can resume.
This allows OSPF to fully converge before any transit traffic must be processed.

30.0n Sw1, check the OSPF routing table, check the 10.x.0.6 network (loopback of the Aruba
Gateway), this is network where Agg? is a 'transit' router.

Q: What is the cost for the 10.x.0.6/32 network?
A: Currently, the cost is 201.
Q: How many paths are there for this destination?

A: There are 2 paths: via 10.x.41.2 and 10.x.42.3.

31.0n Agg2, disable OSPF.

32. Configure the max-metric option to 60 seconds on Agg2. The default timeout is 600 seconds.
33.0n Sw1, run the commands 'show ip ospf routes' and 'show ip ospf neighbors'

34.0n Sw1, repeat the show ip route 10.x.0.6

35.0n Agg2, enable OSPF again.

36.0n Agg2, use the 'show ip ospf routes' command to see the local version of the OSPF
routing table.

Q: What is the cost for the OSPF routes?
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A: The routes are listed with a cost of 65535, this is the maximum metric for the link.
37.0n Swi1, the repeat command should still be running.

Q: How many paths are available to reach the 10.x.0.6/32 network?
A: Only the path via Agg1 is currently shown, since the path via Agg2 has a much higher cost.
38. After about 1 minute, there should be 2 paths to the 10. Tx.0.6/32 network.

39.0n Agg2, review the 'show ip ospf route' command.
Q: What are the costs of the routes?

A: Once the timer expires, the normal metric is applied to the interfaces again.

40.0n Swi1, stop the repeat.
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Task 5: Policy Based Routing (PBR)

In this task you will configure Policy Based Routing between a simulated Branch location and the main
network.

The Branch location is simulated by using a VRF on the Sw2, it will connect using 2 SVI interfaces to the
Sw1 (acting as the main network router).

The 2 links between Sw2 and Sw1 are used as '"WAN' links, with different OSPF costs applied to them.

Objectives

— Configure and monitor PBR

Lab Diagram

OSPF cost 100
10.x.47.0/24
Lo0: 10.x.0.4/32
va7:. .4 v47:5
Sw1(VRF default) Sw2(VRF branch)
v46: .4 v46:.5
v11:10.x.11.1/24 10.x.46.0/24 v15:10.x.12.1/24
OSPF cost 10
PBR: Assign
1/1/3 1/1/4 traffic to ‘slow’
link SV147

w5 f

[—)

PC3 PC4

Steps

Prepare the setup

You will need additional interfaces between Sw1 and Sw2. You can perform this configuration manually
(Option1) or use the template files to copy/paste the configuration (Option2).

Option 1: Manual Configuration
1. On Swi1, define VLAN 46 and VLAN47, enable them on the port 1/1/27.
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2. On Swi1, define SVI 46 and SVI 47, assign IP addresses to the new interfaces, enable L3
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counters, OSPF and make them OSPF point to point connections. Assign SVI 46 OSPF cost

10, SVI 47 cost 100.

Interface IP
SVI 46 10.x.46.4/24
SVI 47 10.x.47.4/24
3. On Sw2, define VLAN 46 and VLAN47, enable them on the port 1/1/27.
4. On Sw2, define VRF 'branch’, enable OSPF process 1 for VRF 'branch' and define area 0.
5. On Sw2, define SVI 46 and 47, attach them to VRF 'branch’.
6. On Sw2, assign IP addresses to the new interfaces.
Interface IP
SVI 46 10.x.46.5/24
SVI 47 10.x.47.5/24

7. On Sw2, verify that both interfaces SVI 46 and SVI 47 have active OSPF adjacencies.

8. On Sw2, you will prepare VLAN 15 as the 'branch-PC' VLAN. PC4 will be moved to this

VLAN. Sw2 will act as the DHCP server in the branch using this range: 10.x.15.200 —
10.x.15.210 and 10.x.15.1 as a default-router

9. On PC4, renew the IP address, verify it has received an address in the 10.x.15.0/24 range.

This concludes Option 1.

Option2: Saved Script configuration
10.0n PC1, open Desktop > ASTS > Configs, open ASTS_cfg_lab05-steps-v2.txt. Scroll down

to the Task6 section and apply the sw1 and sw2 configuration.

11.0n PC4, renew the IP address, verify it has received an address in the 10.x.15.0/24 range.

This concludes Option 2.

OSPF best path verification
12.0n Sw2, review the current configuration of SVI 46 and SVI 47. Both SVI interfaces are

assigned to the VRF 'branch', OSPF is enabled and a cost hast been set:

SVI 46 OSPF cost 10
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SVI 47 OSPF cost 100
13.0n Sw2, review the OSPF and IP routing table for the VRF branch.
Q: What is the preferred path to 10.x.12.0/247?

A: Based on the configured OSPF interface cost, SVI 46 (next hop 10.x.46.4) will be preferred

Test assigned link and failover without PBR applied

You will now use Sw1 to review the statistics of the inbound traffic in the SVI 46 and SVI 47 interfaces. Since
currently, there is no PBR applied, it is expected to receive all traffic on SVI 46 (lowest cost).
Only in case this link would fail, the traffic would be sent over SVI 47 (higher cost).

14.0n Swi1, clear the interface statistics of the current session.

15.0n Sw1, show the SVI 46 and SVI 47 statistics, next repeat the last 2 commands every 10
seconds. This will show you the 'latest' 10 seconds statistics.

16.0n PC4, ping 10.x.12.1, review the repeated statistics on Sw1. The traffic should have used
SVI 46.

Test link failover
17.0n Sw2, enable terminal-monitor for severity INFO and disable SVI 46.
18.0n Sw2, after a few seconds, the terminal monitor will log a message AdjChg: Full> Down.
19.0n PC4, attempt to ping 10.x.12.1.

Q: What do you observe?

A: Although Sw2 knows that SVI 46 is down, and although OSPF should have recalculated the path, the ping
still fails.

Q: What could the reason?

A: For routing, it is important to consider both directions of the path. While the path from Sw2 to Sw1 may be
aware of the change, the path from Sw1 to Sw2 is not aware of the change yet. Since there is no physical
port change (SVI 46 was shutdown, not port 1/1/27), Sw1 needs to rely on the OSPF hello packets and dead
timers.

Q: What is a typical protocol to help for these scenario's?

A: BFD (Bidirectional Forward Detection) is typically used when OSPF peers are not directly connected.

Enhance the failover detection for the SVI using BFD
20.0n Sw2, first enable the SVI 46 again.
21.0n both Sw1 and Sw2, enabled BFD globally and on the SVI 46 and SVI 47 interfaces.
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22.0n Swi1, verify the state of the BFD sessions
23.0n Swi1, review the details of BFD session ID 1
Q: What is the default Min Tx, Min Rx Interval and the default detect multiplier?

A: The default Min Tx and Min Rx Interval are 3000ms and the default detect multiplier is 5.
Q: How long does it take using the default values to detect that the peer device is unreachable?

A: Using the default timers, it takes 15 seconds.

24.0n both Sw1 and Sw2, adjust the global BFD timers to transmit and accept receive every
1000ms and set the detect multiplier to 3.

25.0n Swi1, start the statistics repeat again

NOTE: Due to the BFD traffic, additional packets (about 22-24 packet per
interval) will be observed in the statistics.

Test link failover
26.0n PC4, start a continuous ping to 10.x.12.1.
27.0n Sw2, disable SVI 46.
28.0n PC4, review the ping output.

Q: What do you observe?

A: The ping continues after 1 lost ping due to the enhanced BFD failure detection.

29.0n Swi1, review the statistics. The packets will now use SVI 47.
30.0n Sw2 enable SVI 46 again.

You have now verified the default traffic flow and the failover. In the next section PBR will be configured.

Policy Based Routing Configuration

In this section you should configure PBR so that traffic to a voice subnet (simulated by the 10.x.12.0/24
subnet) from the branch (SVI 15) will be sent over the SVI 47 path. Any other traffic will still use the SVI 46
path. You will use a ping to 10.x.11.1 to test the 'other' traffic.

31.0n Sw2, define a new IP class named 'voice' for any traffic matching destination IP
10.x.12.0/24. Include the 'count' option.

32.Define a PBR action list named 'nexthop47' with the SVI 47 link next hop ip (10.x.47.4)
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33.Define a new policy 'branch' that applies the PBR action 'nexthop47' to the class 'voice'.
34. Apply the new policy to the VLAN 15 interface.

Verification
35.0n Sw2, review the PBR configuration
36.0n Sw2, review the policy hitcounts

37.0n Sw1, the SVI 46 and SVI 47 statistics are still repeated, review the statistics.

Q: What do you observe?

A: For the SVI 47, the Rx statistics have increased to about 33-35 packets.
For the SVI 46, the Tx statistics have increased to about 10-12 packets.

Q: What could be the reason for the observed asynchronous routing?

A: PBR has only been configured on the branch. The return traffic is still using the normal routing table, so
the traffic destined to the branch will use SVI 46. This lab activity only demonstrates the PBR in 1 direction, in
a real deployment, it will typically be configured on both ends of the link.

Verify the 'other’ trafic

38. Verify the 'other' traffic behavior. On PC4, stop the ping to 10.x.12.1 and start a new ping to
10.x.11.1.

39.0n Sw1, review the statistics output. This traffic should only use SVI 46.
Cleanup
40.0n Sw2, assign the PC4 port 1/1/4 to VLAN 12.

This concludes the PBR activity.

Required: Post-lab checkpoint

41.0n Agg1, Agg2, Sw1 and Sw2, make a new checkpoint named 'asts-lab05-<your-name>"'.

IMPORTANT: Previous checkpoints at the end of a lab activity were marked
as Optional, this checkpoint is required since you will need it at the start of
Lab7!
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At the start of Lab 07, you will need to revert to this checkpoint!

You have completed this Lab!
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Lab 06: BGP

In this lab you will configure iBGP and eBGP peering and apply route control for the received and advertised
routes.

Requirements

This lab requires completion of Lab 05.

The routerA, routerB and routerC are configured as eBGP peers.
Agg1, Agg2 and Sw1 belong to the same AS 64500. Sw2 will be configured in a separate AS, so its routes
will need to transit through the AS 64500.

— iBGP peering using Loopback interfaces

— use BGP peer groups

configure a BGP route reflector

Perform and understand BGP route control and route manipulation
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Scenario

Load checkpoint asts-bgp on routerA, routerB and routerC. Then, save and reboot the 3 routers.

In this scenario there is a customer (AS64500), three ISPs (AS64511, AS64512, AS64513) and a partner
(AS64600) that accesses the Internet through the customer’s network. The lab diagram below provides IP
address details.

iBGP

The customer plans to setup BGP peering with some external organizations. They want to run a Proof of
Concept on several of the BGP features. To do this:
1. Configure iBGP peering between Agg1 and Agg2 for BGP AS64500 using the Loopback interfaces.
a. Configure Agg1 without the update-source IP address and use BGP debugging to discover the
selected source IP address.
b. Once you have seen the BGP debugging, correct the configuration.
2. Configure Sw1 as an iBGP peer in AS64500. Do not use a route-reflector.

eBGP

The customer wants to see how to debug an eBGP peer.
1. On Agg1, configure routerA as an eBGP peer using invalid AS number 64520.
a. Use BGP debugging to detect the error.
b. Once you have seen the BGP debugging, correct the configuration.
2. Configure Agg2 as an eBGP peer connected to routerB.
a. Review why Agg1 does not have a route to 198.51.100.0/24 via Agg2
b. Correct the configuration for all of the other routers in the customer AS
3. On Sw2, load the configuration from asts_cfg _lab06-task2-Sw2.txt. This will create a 'partner' BGP
peer in a VRF 'bgpext'.
On Sw1, define SVI48 on port 1/1/27 and establish eBGP peering with Sw2-BGPext (AS64600).
The customer wants Agg1 and Agg2 to advertise a default route into OSPF, even when these routers
do not have a default route in their own routing table.

o s

BGP Advertisements

To demonstrate BGP Advertisements:

On Agg1 add a secondary address 100.100.1.2/26 to SVI12.
On Agg2, add a secondary address 100.100.1.3/26 to SVI12.
On Agg1, advertise the 100.100.1.0/24 network using a network command.
On Aggz, redistribute the directly connected routes matching 100.100.1.0/26 into BGP.
a. Make sure it appears (origin) as if a network command was used.
b. Use an aggregate address to advertise the 100.100.1.0/24 network and make sure that there
are no subnets of the aggregate address advertised.

BN~
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BGP Peer Groups

On Agg1, reconfigure the iBGP peers Agg2 and Sw1 using a BGP Peer group. Migrate the existing settings
into the peer group.

Controlling Transit Traffic

The customer is concerned that it could advertise not only its own networks, but also the networks it has
received from other providers, making it a transit provider. Demonstrate to the customer how to stop this:

1. Ensure that Agg1 and Agg2 advertises only their own networks to the routerA and routerB systems.
2. Once this has been implemented, the partner (AS64600) complains that their networks are not
reachable anymore.
a. Configure Agg1 and Agg2 so that they also advertise the partner (AS64600) networks on top
of their own networks.
b. Ensure no other networks are advertised.

Outbound Traffic Route Control

Now demonstrate to the customer how to control the outbound traffic to some destinations that are hosted on
routerC. They want you to demonstrate how the traffic path can be controlled using BGP.

1. The prefixes that need to be controlled are:

a. 198.19.100.0/24
b. 198.19.101.0/24
c. 198.19.102.0/24.
2. Note that the routerC has done its own path manipulation for these routes, so the path to:

a. 198.19.100.0/24 has an equal AS path length over routerA and routerB
b. 198.19.101.0/24 is by default preferred via routerA
c. 198.19.102.0/24 is by default preferred via routerB

3. Demonstrate that the traffic destined to any ISP (routerA/B/C) leaves the AS via Agg1. Such that:

a. Any external route learned by Agg1 is more preferred than a route learned by Agg2.
i. Configure this only on Agg1 and ensure the routing tables of Agg2 and Sw1 prefer this
path as well.

4. Demonstrate how to apply selective route control, so traffic destined to:

a. 198.19.100.0/24 should have equal preference over Agg1 and Agg2
b. 198.19.101.0/24 should be sent via Agg1
c. 198.19.102.0/24 should be sent via Agg2
i. Any other routes should still take the default preferred path via Agg1.
ii. This may be configured on both Agg1, Agg2 or just on one side.
iii. If either Agg1 or Agg2 fails or their uplink fails, traffic should be able to use the other
Aggregation switch.
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5. After this configuration, Sw1 still has only one route in the active routing table for the 198.19.100.0/24
network, even when the AS Path and Local Preference are the same.

a. Demonstrate how to ensure that Sw1 can use ECMP for the route to 198.19.100.0/24
b. BGP routes to Agg1 and Agg2 should both be active in the routing table.

6. Your demo is going well, next show how to make a small exception of the route control on Agg2.

a. When Agg2 needs to send traffic to 198.19.101.0/24, it should go out via the link to routerB.
The rest of the AS (Agg1 and Sw1) should still use the preferred path via Agg1.
b. This configuration change must be done only on Agg2.

7. Demonstrate how to avoid tearing down the BGP session when a new inbound policy must be
processed. Ensure that the Agg1 and Agg2 can process inbound route changes:

a. Without resetting the BGP session
b. Without requesting a full route refresh from their peers.

Inbound Traffic route control

The customer wants to make sure that the outbound advertisement for the 100.100.1.0/24 route via Agg2 to
routerB has a longer AS Path length than the Agg1 advertisement. They want to repeat their AS number 3
additional times in the AS Path attribute. The result should be that routerA, routerB and routerC prefer the
path via Agg1 to the 100.100.1.0/24 network due to the shorter AS Path.

The customer wants to control the inbound traffic from the partner network that is running on Sw2 VRF
'bgpext'.

1. Make an IP link between Sw2 and Agg2. SVI12 will be used for that link.

2. Use ASTS_cfg_lab06-task6-Sw2.txt for the Sw2 configuration.

3. Configure Agg2 to peer with Sw2 on the SVI12 interface.

Assuming the Sw2 partner does not perform any BGP route control, the customer wants traffic from the
partner Sw2 to 100.100.1.0/24 to enter the AS via Agg2. When that link is not available, the link to Sw1
should be used. This must be configured on Agg2 and/or Sw1, but it should not be configured on the Sw2
partner.

The partner network 'bgpext' on Sw2 is currently advertising these networks to the customer:
- 198.18.14.0/24
- 198.18.15.0/24

The partner wants to control when the 198.18.15.0/24 network is advertised to the ISPs on routerA and
routerB. They want to ensure that the 198.18.15.0/24 is no longer advertised to these ISPs. If they do want to
advertise it to the ISPs, they should be able to change it themselves, without changing the customer BGP
configuration.
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AS Number filtering

The customer wants to ensure that the ISPs do not see the partner 'bgpext' AS number in its outbound
advertisements to the ISPs. Make sure the AS number of the partner is no longer present in the
advertisements to routerA and routerB.

iBGP peering

The customer is worried that the iBGP full mesh requirement will be a challenge to maintain when more iBGP
routers are added. Demonstrate an alternative solution to the full mesh.

1. Remove the iBGP peering between Sw1 and Agg2.
Configure BGP so that the Sw1 can still receive the Agg2 routes and vice-versa.

Lab Diagram
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Task 1: Prepare the setup
Objectives
— Prepare the router devices for the BGP lab activity

Steps

Router Configurations
1. On routerA, load the checkpoint 'asts-bgp' to the running-configuration, save and reboot
2. On routerB, load the checkpoint 'asts-bgp' to the running-configuration, save and reboot
3. On routerC, load the checkpoint 'asts-bgp’ to the running-configuration, save and reboot
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Task 2: Configure iBGP and eBGP peering

Objectives
— Configure iBGP peering using the loopback interface
Configure eBGP peering
— Advertise default route into OSPF
— Adbvertise internal route to eBGP peer
— Configure BFD for eBGP peers
Steps

In case you feel familiar with the basic iBGP and eBGP peering, you can skip this task and use the
commands from the lab06-steps.txt that you can find in Desktop> ASTS > configs

Troubleshooting iBGP peering

Incorrect iBGP session IP address
1. On Agg1, shutdown the uplink port 1/1/7 to routerA.

2. On Agg1, configure BGP AS 64500. Configure iBGP peering to Agg2 loopback IP address,
do not configure a source interface yet. Enable the peer for IPv4 address-family.

3. On Agg2, configure BGP AS 64500. Add Agg1 Loopback IP as iBGP peer, enable the IPv4
address family.

4. On Agg1, review the current BGP peers.
Q: What do you observe?

A: There are currently no peers active.

5. On Agg1, debug bgp to see what is happening.

6. On Agg1, review the debug buffer. This may take a few moments based on the default BGP
timers.

Q: What do you observe?

A: Either Agg1 or Agg2 will be the first to attempt to send an OPEN message to the peer, so you need to
parse the log carefully. You should see that an 'OPEN' message is sent to a neighbor.

Q: What is the 'selected local address' for this OPEN message?
A: The Agg1 has selected an outbound interface IP, that could be 10.x.1.2 for example.

Q: What is the IP address that Agg2 expects?
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A: Agg2 expects to receive a BGP message from 10.x.0.2.

7. On Agg1, configure the correct source interface.
8. On Agg2, configure the correct source interface.
9. On Agg1, review the BGP IPv4 unicast summary. The peer should now be established.
10.0n Agg1, review the debug log for the 'bgp' module.
Q: What is the configured local address for the OPEN message?
A: Now the loopback 0 will be reported as the configured local address.
Configure iBGP peering between the other switches.
11.0n Agg1, configure iBGP peering to Sw1 using the loopback interface.
12.0n Agg2, configure iBGP peering to Sw1 using the loopback interface.
13.0n Sw1, configure iBGP peering to Agg1 and Agg2 using the loopback interface.

14.0n Agg1, Agg2 and Sw1: verify the BGP peering is established between with the other 2
switches.

Configure eBGP peering with routerA and routerB
Troubleshoot remote AS number

15.0n Agg1, configure eBGP peering with routerA using the physical interface address,
configure an invalid AS number (64511 is correct, you will configure 64520).

16.0n Agg1, review the BGP peer status
17.Clear the debug buffer and enable port 1/1/7.
18.Review the debug buffer.

NOTE: You may need to wait up to 60 seconds to receive an incoming BGP
message from the router.

Q: You should observe an incoming BGP OPEN message. What is the Remote AS number of this message?

A: The AS number is 64511. This does not match the local configuration, so the peering cannot be
established.

19. Correct the Agg1 configuration.
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20.Review the peering status, it should now be established
21.0n Agg2, configure eBGP peering with routerB using the physical interface address.
22.0n Agg2, verify the BGP peering is established with the eBGP peer.

Next hop self

23.0n Agg1, review the current IPv4 unicast BGP table. Take a closer look at the 192.0.2.0/24
route.

Q: How many routes exist in the BGP IPv4 unicast routing table for this prefix?
A: There are 2 entries listed.
Q: Which route is the 'best' route?

A: The local route with the 10.255.101.11 next-hop IP is the best route.

24.0n Agg1, look for the details of this route.
Q: What is the next-hop IP for each route?

A: 10.255.101.110 and 10.255.102.12
Q: Are these next-hop IP addresses reachable for the Agg1?

A: Let's look in the local routing table.

25.0n Agg1, check the next-hop IP in the local routing table

Q: Is this IP address reachable?

A: No. When the external subnet is not reachable via the IGP, iBGP should be configured with next-hop self.
26.Review again the BGP details of the 192.0.2.0/24 route on Agg1

Q: Is the route valid?

A: Yes, even though the next-hop IP is not reachable, it is still a valid route in the BGP routing table. The fact
that the next-hop IP is not reachable simply excludes the route from the 'best path' selection process.

Solution: configure next-hop self.
27.0n Agg2, configure the 'next-hop self' option for the Agg1 peer.

28.0n Agg1, review the details of the 192.0.2.0/24 route.
Q: Did the next-hop IP change?
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A: No, this change would only be reflected once the session is re-established.

Solution: Reset the BGP peering

To refresh the list of entries from a BGP peer, the BGP peer session can be reset. An example would be
‘clear bgp 10.x.0.3". This will clear the entire BGP session and all address families, this is also known as a
'hard-reset'.

29.0n Agg2, enable BGP debug all to see the BGP message.

30.BGP Hard Reset: On Agg1, you can now perform a hard reset of the BGP session with Agg2
(10.x.0.3)

31.0n Agg2, review the debug buffer.
Q: What do you observe?

A: With the hard reset, the BGP session is completely cleared and needs to be re-established.
32.0n Agg1, review the IPv4 unicast routing table.

Q: Did the next-hop IP change?

A: Yes, thanks to the refresh the latest next-hop IP is shown.

33.Complete the next-hop self configuration on Agg1

34.Complete the next-hop self configuration on Agg2

35.Complete the next-hop self configuration on Sw1

36.0n Agg1 and Agg2, reset all sessions to make the next-hop self effective.

NOTE: In a lab environment, you can use 'clear bgp *' to reset all BGP
sessions, be careful with this command in a production environment.

eBGP between Sw1 and Sw2 (acting as External BGP Partner)

Sw2 will now be configured as a BGP partner network. To isolate this role from the Sw2 acting as 'layer2'
switch, this BGP configuration will be assigned to a dedicated VRF.
First you will configure a Layer3 link for this communication.

37.0n Sw1, add VLAN 48, allow it on the 1/1/27 VLAN trunk.
38.0n Sw1, add SVI 48 with IP address 10.x.48.4/24.
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Now apply the template configuration to Sw2.

39.0n Sw2, apply this configuration. (you can load this from the PC1 > Desktop > ASTS >
configs > asts_cfg_lab06-task2-sw2.txt

config

## VRF 'bgpext' is hosting the eBGP partner peering settings.
vrf bgpext

## Layer3 link to Swil
vlan 48

description eBGP-Swl
interface 1/1/27

vlan trunk allowed 48
exit

interface vlan48
description eBGP-Swl
vrf attach bgpext

ip address 10.x.48.5/24
exit

## Subnets running at the BGP Partner network
interface loopback 11

description eBGP-partner-subnet

vrf attach bgpext

ip address 198.18.14.1/24

exit

interface loopback 12

description eBGP-partner-subnet

vrf attach bgpext

ip address 198.18.15.1/24

exit

ip prefix-1list net198-18-15 seq 10 permit 198.18.15.0/24 ge 24 le 24

route-map bgp-import-connected permit seq 10
match ip address prefix-list net198-18-15
exit

## BGP peering with Swl inside VRF bgpext
router bgp 64600
vrf bgpext
bgp router-id 10.x.0.5
neighbor 10.x.48.4 remote-as 64500
address-family ipv4 unicast
neighbor 10.x.48.4 activate
network 198.18.14.0/24
redistribute connected route-map bgp-import-connected
exit
exit
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Now complete the configuration on Sw1.
40.0n Sw1, define the eBGP peer for Sw2 (10.x.48.5) in AS 64600.
41.0n Swi1, verify the peer is in 'established' state.
42.0n Sw1, verify the BGP IPv4 routing table. You should see entries from the AS 64600.

Advertise default route into OSPF

On the border routers that provide access to the internet, it is possible to inject the default route into OSPF,
so that all the internal OSPF systems will use the border routers for the default route.

43.0n Sw1, verify that there is no default route in the current state of the lab.
44.0n both Agg1 and Agg2, ensure that the default route is always advertised into OSPF.

45.0n Sw1, verify in the OSPF LSDB that the 2 default routes are in the database and in the IP
routing table.

Advertise a route to eBGP peer

Before BGP advertises a route to a BGP peer, BGP will verify if route exists in the local routing table.
In this section, you will configure a secondary SVI 12 IP address on Agg1 and Agg2 in the 100.100.1.0/26
range.

Next you will configure BGP on Agg1 and Agg2 to advertise the 100.100.1.0/24 network.

On Agg1, you will use the static route blackhole method.
On Agg2, you will use the BGP summary address advertisement method.

First configure the secondary IP on SVI12. Make sure to set the correct /26 mask.
46.0n Agg1
47.0n Agg2

Now let's start with Agg1 advertisement.

48.0n Agg1, advertise the 100.100.1.0/24 network using the network command. Make sure to
use the /24 subnet mask.

49.0n Agg1, review the BGP IPv4 routing table

Q: Why is the route not shown?
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A: BGP requires an exact match in the routing table for the 'network' commands.

50.0n Agg1, correct this problem with a blackhole static route and verify the local BGP IPv4
unicast table.

51.Verify the advertisement: On Agg2, review the BGP routing table
52.0pen a session to routerA. Verify the BGP routing table.
53.0pen a session to routerB. Verify the BGP routing table.

Q: Is routerB directly connected with Agg1?

A: No.

Q: Did Agg2 require any local advertisement configuration for the 100.100.1.0/240route to be advertised to
routerB?

A: No. Agg2 simply advertises the learned routes from its own peers, that includes the prefixes it learned
from Agg1, such as the 100.100.1.0/24 prefix.

Q: What would happen if Agg1 would fail?

A: Even when Agg2 has an eBGP connection, the route advertisements would no longer be performed, since
Agg?2 does not have an advertisement in its own configuration and there are no other routers that are
advertising this route.

Now let's configure the advertisement on Agg2 to provide redundancy.

For Agg2, you will use the bgp aggregate address method instead of the blackhole route method.

The disadvantage of the Agg1 'static route’ method is that this advertisement will always be performed, even
when the actual route would not be reachable. For example: if the SVI 12 interface would be disabled or go
down, the 100.100.1.0/26 subnet would not be reachable, but the advertisement would still be performed.

This is different with an aggregate route, since the aggregate route will only be advertised if a matching prefix
exists in the local BGP routing table. When that prefix would disappear, the aggregate route will also be
removed.

For a BGP aggregate address to work, a prefix of the aggregate must exist in the BGP table. On Agg2, this
will be achieved by redistributing the connected route 100.100.1.0/26 into BGP.
To prevent all connected routes to be redistributed, a route-map will be used.

54.0n Agg2, define an IP prefix-list 'connected_to_bgp' that matches the 100.100.1.0/26 prefix.

55.0n Agg2, define a route-map 'connected_to_bgp' that permits and matches the IP prefix-list
'‘connected_to_bgp'.
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56.0n Aggz2, redistribute the connected routes using the route-map 'connected_to_bgp' under
the BGP IPv4 address-family.

57.0n Aggz, review the BGP IPv4 routing table and verify that the /26 prefix has been added to
the local BGP table.

Q: What is the Origin code for a redistributed route?

A: Redistributed routes are marked with 'incomplete’ origin using the '?' sign.

Q: What is the Origin code of the 100.100.1.0/24 route that is advertised by Agg1?

A: Routes that are advertised using the 'network' command are marked as 'i' for Internal.

Q: What must be done on Agg2 to make the redistributed route appear as an internal route?

A: The redistribution route-map can be used to set the origin value. This will ensure that both advertisements
are considered the same.

58.0n Agg2, modify the route-map 'connected_to_bgp' to apply origin 'igp'.
59.0n Agg2, review the route-map.

60. Since there is no aggregate configured, Agg2 advertises the prefix 100.100.1.0/26 to its
peers. Review the advertised routes to routerB

61.0n Agg2, now configure the aggregate route under the IPv4 address-family.
62.0n Agg2, review the local BGP table and the advertised routes to routerB.

Q: What do you observe?

A: There is now an aggregate /24 prefix, but the /26 prefix is also still advertised to the peers.
63.0n Agg2, make sure that only the summary address is advertised, not the subnets.
64.0n Agg2, review the local BGP routing table.

Q: What is the status code for the 100.100.1.0/26 prefix?

A:'s' (lowercase). This indicates that the prefix has been suppressed by an aggregate prefix.
65.0n Agg1, verify that only the /24 prefix is advertised to the external peers
66. On Agg2, repeat this check
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Task 3: Using BGP peer groups

Objectives
— Use BGP peer groups to simplify the BGP peer configuration
Steps

When a BGP router has several BGP peers, many configuration lines may be duplicated for the BGP peers.
When several BGP peers need to be configured with the same settings, a BGP peer group can be used to
simplify the configuration.

In this task you will configure a BGP peer group on Agg1 and migrate the existing configuration of the Agg2
and Sw1 iBGP peers into the peer group.

Prepare the Peer-group
1. On Agg1, add a new BGP peer-group with name 'internal’.
2. Configure the peer-group with remote-AS 64500.
3. Configure the peer-group with source interface LoopbackO.
4. Configure the peer-group with next-hop-self under the IPv4 unicast family.

Migrate the existing peer to the peer-group
5. Remove the existing Agg2 peer (10.x.0.3).
6. Add Agg2 again with the peer-group command.
7. Make sure to activate the neighbor under the IPv4 address family.

IMPORTANT: The activation of the neighbor under the address family is done
per neighbor, not at the peer-group level.

8. Repeat these steps for Sw1 peer (10.x.0.4).
9. Verify that the BGP neighbors on Agg1 are back in the established state.
10.Review the current BGP configuration using
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Task 4: Controlling transit traffic

Objectives

— Prevent transit AS

— Allow selective transit AS
Steps

Prevent transit AS

In this section you will configure your BGP AS 64500 so that is no longer acts as a transit AS between the
external providers.

1. Review the current advertisements: On Agg1, review the routes that are advertised to
routerA.

Q: Do you see other routes than the local AS being advertised to the routerA?

A: Yes, all BGP routes, including routes learned via routerB, are advertised to routerA.

2. On Aggz, review the routes that are advertised to routerB.

Q: Do you see other routes than the local AS being advertised to the routerB?

A: Yes, all BGP routes, including routes learned via routerA, are advertised to routerB.

3. On Agg1, define an AS-path list name 'bgp-local' that only contains an empty AS path regular
expression.

4. On Agg1, define a route-map named 'bgp-ebgp-out' that permit routes matching this AS-path
list.

5. On Agg1, apply the route-map for outbound traffic on the routerA eBGP peer for IPv4 unicast
routes.

6. On Agg1, now review the IPv4 routes that are advertised to routerA.

Q: What are routes that are advertised?

A: All routes are still advertised.

Q: Why are all routes still advertised?

A: The policy change will be effective after the BGP session is cleared.

7. On Agg1, clear the BGP session with the routerA.
8. Review the advertised routes to routerA.
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Q: What are the routes that are advertised?

A: Only the routes that have an empty AS Path list, that is the 100.100.1.0/24 prefix, should be advertised.
9. Repeat these steps on Agg2.
10.0n Agg2, verify that only the 100.100.1.0/24 prefix is advertised to routerB.

Allow selective transit AS

While the previous section ensured that you successfully blocked any transit traffic, your partner network on
BGP AS 64600 now complains that they are no longer reachable.
So you should configure your AS to allow transit traffic for routes to your partner AS.

11.0n Agg1, make a new AS Path list 'partner' for the routes that originate in your partner AS.

12.0n Agg1, update the outbound route-map with a new entry to match on the AS Path list
'partner' and allow it to be advertised to routerA.

13.0n Agg1, verify the advertised routes to routerA now include the partner routes.

14.Repeat this configuration on Agg2.
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Task 5: Outbound Traffic Route Control

Objectives
— Apply default local preference
— Apply selective local preference
— Apply weight

Steps

Apply default local preference

Local preference allows the BGP administrator to apply a cost to route that will be advertised inside the AS.
So when 2 routers advertise the same route into the AS, the route with the highest preference (most
preferred) will be selected by the other BGP routers in the AS.

The routerC has been pre-configured to advertise:
— route 198.19.100.0/24 equally to routerA and routerB.

— route 198.19.101.0/24 with a shorter AS path via routerA
— route 198.19.102.0/24 with a shorter AS path via routerB

1. On Agg1, review the BGP IPv4 routing table for the entries

198.19.100.0/24
198.19.101.0/24
198.19.102.0/24

Q: How many entries do you see for each of these routes?

A: On Agg1, for 198.19.100.0/24 and 198.16.102.0/24 there should be 2 entries, 1 via routerA and 1 via
Agg2.
For 198.19.101.0/24, only the route via routerA will be present.

2. On Agg2, review the BGP IPv4 routing table for the entries

198.19.100.0/24
198.19.101.0/24
198.19.102.0/24

Q: How many entries do you see for each of these routes?
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A: On Agg2, for 198.19.100.0/24 and 198.16.101.0/24 there should be 2 entries, 1 via routerB and 1 via
Agg1. For 198.19.102.0/24, only the route via routerB will be present.

3. On Sw1, review the IP routing table for entries

198.19.100.0/24
198.19.101.0/24
198.19.102.0/24

Q: Why do Agg1 and Agg2 have 2 entries in the BGP table for these routes, while Sw1 has only 1 entry?

A: A BGP router will only advertise its best path to its peers. If you would review the best path for
198.19.101.0/24 on both Agg1 and Agg2, you would observe that Agg1 actually points to Agg2 as the next
hop (based on the shortest AS Path). Since Sw1 only receives the route to Agg2, only that route is present in
the BGP routing table.

Q: What are currently the next-hop paths for the best routes?

A: 198.19.101.0/24 via Agg1, 198.19.102.0/24 via Agg2. The path to 198.19.100.0/24 is advertised by both
Agg1 and Agg2, but the BGP route selection process has selected the route to Agg1 as the best path for the
routing table.

4. On Agg2, review the IP routing table for entries

198.19.100.0/24
198.19.101.0/24
198.19.102.0/24

Q: What are currently the next-hop paths for the best routes?

A: 198.19.100.0/24 and 198.19.102.0/24 via routerB, 198.19.101.0/24 via Agg1.

5. Now configure the network so that all entries advertised by Agg1 are more preferred than the
routes that are advertised by Agg2. You can achieve this by changing the default local
preference on Agg1 to '200'.

6. On Swi1, review the BGP IPv4 routing table for entries 198.19.100.0/24 and 198.19.102.0/24.

Q: Do you see the updated local preference?

A: Yes, the route advertised by Agg1 should now have a local preference of '200'.
7. On Sw1, review the IP routing table for entries 198.19.100.0/24 and 198.19.102.0/24.
Q: What is the next-hop for this route?

A: Only the Agg1 route is now in the routing table, since that is the 'best' route.
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8. On Agg2, review that it is now using the route to Agg1 for the entry 198.19.102.0/24.

Apply selective local preference

While the default local preference is easy to make 1 router the preferred router, it doesn't help when more
granular route control is required.

In this section you will apply granular control of the preference to these routes:

— 198.19.101.0/24 should exit the AS via Agg1 as preferred path with preference 300. The
path via Agg2 should get the default preference 100.

— 198.19.102.0/24 should exit the AS via Agg2 as preferred path with preference 300. The
path via Agg1 should get the default preference 100.

— 198.19.100.0/24 should exit the AS via both Agg1 and Agg2 with the same preference
300.

9. On Agg1, configure prefix lists to select the required prefixes.

10.0n Agg1, configure a route-map that assigns each prefix the required preference.
11. Apply this route-map on the routerA BGP peer in the inbound direction.

12.0n Agg2, repeat these steps with the adjusted local preference values.

13.0n Swi1, review the BGP IPv4 routing table using ' show bgp ipv4 unicast'. Check the local
preference for the 3 requested prefixes.

Q: Are there any other steps required to make this route-map effective?

A: Clear the BGP session to the routerA on Agg1 and to routerB on Agg2.

14.0n Swi1, review the BGP IPv4 routing table. Check the local preference for the 3 requested
prefixes.

15.0n Sw1, review the IP routing table and verify that the correct next hop is selected for each
of these routes.

AS multipath-relax

Based on the standard BGP path selection, when 2 paths have the same AS length, local preference and all
other values are equal, the lowest next hop ID will be the selection criteria.

In the example of Sw1, the 198.19.100.0/24 prefix has the same AS path length, local preference and metric
for the paths via Agg1 and Agg2.
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Still, since the actual AS-path of both entries are different (64511 64513 vs 64512 64513), BGP will not apply
ECMP load balancing on these routes.

A network administrator can choose to 'relax’ this rule, so even when the AS path content is different, when
they have the same length, load-balancing can be performed.

This feature is known as AS multipath relax.

16.0n Sw1, review the current BGP IPv4 routing table and the IP routing table.

17.0n Sw1, configure the AS multipath relax feature, confirm the reset of the sessions.
18.0n Swi1, review the current BGP |IPv4 routing table.
Q: What do you observe for the status codes of the 198.19.100.0/24 prefix?

A: The second route for 198.19.100.0/24 is now marked with = for multipath.

19.0n Swi1, review the IP routing table.

Optional: Test link failure and route failover
20.0n Agg1, disable the uplink 1/1/7.

21.0n Swi1, verify the next-hop for the 198.19.101.0/24 network is Agg2.(this was Agg1
previously)

22.Review the BGP IPv4 routing table.
Q: What is the local preference listed for the 198.19.101.0/24 entry?

A: The route is now shown with the local preference 100.
23.0n Agg1, restore the link 1/1/7.
24 Verify on Sw1 that the route 198.19.101.0/24 has reverted to Agg1 as the next-hop.

NOTE: It may take a few moments for Agg1 to establish the BGP session with
routerA.

Using weight locally on a router

While the local preference is a convenient tool to control the traffic path over the entire AS, it may be
necessary to overrule the local preference on individual routers, while the other routers in the AS would still
follow the local preference rules.
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The BGP weight can be used locally on a BGP router to overrule the local preference. The weight value is
stored in the BGP tables, but it is not an official attribute that will be exchanged with other BGP routers. As
such, the 'weight' is only locally significant on the local router.

Setting the weight on a router will not be visible on any other router in the AS, since it is simply not
exchanged as part of a BGP update process.

In this lab, you have configured your AS to send traffic for the 198.19.101.0/24 prefix via the Agg1 by
configuring the local preference on Agg1 to '200'. So Sw1 and Agg2 will respect this by default.

In this section, you will overrule this local preference on Agg2 by setting the weight value. This means that
Agg2 will forward the traffic directly based on the weight, while the rest of the AS, including Sw1, will still use
the local preference for the forwarding.

On Agg2, you will update the route-map that controls the inbound routes from routerB.

25.0n Agg2, review the BGP IPv4 routing table and check the current weight value for the
198.19.101.0/24 route.

26.0n Agg2, check the IP routing table next hop for the 198.19.101.0/24 route.
Q: What is the current next-hop IP?

A: Currently, the next-hop IPs should point to the Agg1 switch based on the local preference that was set in
the previous section.

27.0n Agg2, modify the route-map that controls the inbound 198.19.101.0/24 prefix and apply
the weight 400.

28.0n Agg2, review the BGP IPv4 routing table
Q: Was the weight change applied?

A: No, to make the route-map changes effective, a route refresh or hard reset is required.
Q: What is the advantage of a Route Refresh compared to a hard reset?
A: A Route Refresh does not tear down the BGP session, so it has less impact on the traffic forwarding.

On Aggz, review the debug logging for a Route Refresh.
29.0n Agg2, clear the debug buffer.

30.0n Agg?2, use a route refresh to refresh the routes from the routerB. This should apply the
changed weight value.

31.0n Agg2, review the debug buffer. The BGP session remained established and the routers
simply refresh the routes.
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32.0n Aggz, review the BGP IPv4 routing table and check the new weight value for the
192.19.101.0/24 route.

33.0n Agg2, check the IP routing table next hop for the 198.19.101.0/24 route.
Q: What is the current next-hop IP?

A: The next-hop should have changed to routerB based on the weight configuration.

34.Verify the path selection in the rest of this AS. This should not have been impacted by the
weight configuration on Agg2. On Sw1, verify the IP routing table for the 198.19.101.0/24
route.

Q: Did the next hop IP for Sw1 change?

A: No, since the weight is not communicated inside the AS, Sw1 is still using the local preference value and
will use Agg1 as the next hop IP.

Soft reconfiguration inbound

A BGP router will process the received routes when they arrive. This means that the inbound route-map will
be applied to the inbound routes when the routes arrive from the peer.

As you have previously seen, in case a route-map is modified, these changes do not take effect immediately
since they will only be processed the next time the routes are received. This is why the hard reset or the
Route Refresh action was required.

It is also possible to maintain all the received routes from a peer in a dedicated table, independent of the
main BGP routing table. This configuration allows the BGP process to apply route-map changes based on
the local database, without the hard session reset or without a route refresh, since a local 'full' copy of the
received routes is available.

This can also make troubleshooting easier. For example: if an inbound route-map would have a mistake and
it would remove a route, that route would not be visible in the main BGP routing table. So an administrator
may think that the peer did not advertise the route.

When the received routes are kept in a separate table, the administrator could see the exact list of routes that
were received.

NOTE: Enabling this feature will consume additional resources on the system,
since all the received routes for the configured peers are stored, on top of the
main BGP table. In case of large number of routes, the Route Refresh feature
may be considered.

You will now configure Agg1 and Agg2 to maintain a separate table for the eBGP peers.

35.0n Agg1, review the inbound routes from the routerA
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Q: What do you observe?

A: There are no routes listed. This is because the switch does not maintain this separate table by default. So
this output is not an error, but by design.

36.Review the command options using the ?

37.To see the currently accepted routes on Agg1 in the main BGP table that use this peer as the
next hop, use the 'routes' option.

38.0n Agg1, clear the debug buffer and configure the peer 10.255.101.11 with the soft
reconfiguration option.

39.0n Agg1, review the debug buffer. received routes.

Q: Did this configuration have any impact on the BGP session?

A: Yes, changing the soft-reconfiguration settings for a peer will result in a hard reset to populate the
separate table.

40.0n Agg1, review the received routes, now the table should have been populated.

Soft reconfiguration inbound impact on route refresh

In the previous section you have seen how a local copy of the received routes can be convenient for
troubleshooting. In this section, the local table will be used to apply a configuration change without the hard
reset or the route refresh.

In the previous section of this lab, a debug was used to demonstrate that a ROUTE REFRESH message was
sent after the command 'clear bgp ipv4 unicast <peer-IP> soft in' was executed.

Now you will configure the separate table and use the same command. This time the changes will be
processed based on the local table instead of sending out the ROUTE REFRESH message to the peer.

41.0n Agg2, enable the feature for the routerB eBGP peer. Make sure to refresh the routes to
populate the table.

42.0n Agg2, modify the route-map that controls the inbound 198.19.101.0/24 prefix and apply
the weight 500 (in the previous example you applied weight 400).

43.0n Agg2, review the BGP IPv4 routing table.
Q: Was the adjusted weight applied automatically?

A: No, the administrator still needs to trigger the re-evaluation process for the routes.

44.0n Agg2, clear the debug buffer, then refresh the routes.
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45.0n Agg2, review the BGP IPv4 routing table.
Q: Was the new weight of 500 applied?

A: Yes, the weight was applied.
46.0n Agg2, review the debug buffer.
Q: Was a ROUTE REFRESH message sent to the routerB peer?

A: No, the same command was used, but since the full peer table was now available, the new policy is
processed based on this local table.

This concludes the soft reconfiguration inbound feature.
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Task 6: Inbound traffic route control
Objectives
— Apply AS-Path length for outbound advertisements
— Use MED for inbound route preference
— Use community attributes to control a routing update
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Steps

Apply AS-Path length for outbound advertisements

While it is not possible to have perfect inbound traffic control with BGP, some tricks can be applied to make a
certain path 'appear’ to be better than other paths.

One of the BGP path selection processes (after for example weight and local preference) is the AS Path
Length: the shortest AS Path will be preferred.

By tweaking the AS Path length and making it artificially longer on 1 path, the other path could become the
more preferred path.

IMPORTANT: Keep in mind that this is not a guarantee, since any upstream
BGP router may apply local preference or weight values to your routes, so the
AS Path Length would not even be considered.

In this lab, you are announcing your 100.100.1.0/24 network via both Agg1 and Agg2 to the external
providers. RouterC will simply pick the shortest AS Path to reach the 100.100.1.0/24 destination.

By artificially increasing the path advertisement on the Agg2 path, you may (not guaranteed!) influence the
path selection process for the other BGP peers, since routerC will see that the path via Agg2 will have more
'AS hops' than the path via Agg1.

1. On routerB, review the BGP routing table entry for 100.100.1.0/24.
Q: What is currently the next-hop IP for the 100.100.1.0/24 route?

A: Since no weight or local preference has been configured on the routerB, the AS Path Length is used, so
the path to Agg2 will be the shortest path.

2. On Agg2, you have an existing outbound route policy with rules that allow the advertisement
of your routes and your partner routes.

3. On Agg2, review the advertised routes to routerB.

4. Change the route-map rule on Agg2 that controls your own routes (empty AS path list) and
use the 'set' action to perform an AS Path prepend. Prepend your own AS number 3 times in
this entry.

5. On Agg2, review the advertised routes to routerB, they should now have a longer AS Path
list.

Q: When is a new policy applied?

A: The next time the routes are exchanged, either based on the peer routerB that would ask for a route
refresh, or the Agg2 that could perform a hard reset.
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6. On Agg2, perform a hard reset of the routerB session.

7. On Agg2, review the advertised routes to routerB again, they should now have a longer AS
Path list.

8. On routerB, review the BGP routing table entry for 100.100.1.0/24 again.
Q: What is the best route?

A: routerB will now see that the path via routerC has a shorter AS Path Length and that will be its next hop
IP.

Use MED for inbound route preference

The multi-exit discriminator, or MED, is another way to influence the inbound route control.

The MED value can be used to hint your peer AS to use 1 path over another path.

Just like the AS Path Length, you should realize that this is just a 'hint', so the partner network can simply
overrule your suggestion by configuring a local preference or weight in their setup.

While the AS Path is exchanged over multiple Autonomous Systems, the MED value is only used by your
peer AS, and it will not be advertised to other systems beyond the peer AS.

This is why the MED cannot be used to influence the inbound path when you are peering with 2 different AS
systems, or 2 providers. In that case the AS Path Prepend can be used to hint a less preferred path.

In the lab setup, you will use the MED value to hint to the Sw2 how you want to receive traffic into your AS.

First you will enable the second link to the Sw2 AS. This is the link between Sw2 and Agg2.
This will ensure that Sw2 has 2 paths to choose from to send traffic to your AS.

Remember that the MED acts like a 'cost’, so in this case, the lowest MED value will be the preferred path.

Configure your AS to:

— Receive traffic for 100.100.1.0/24 network via Agg2 as metric 10, Sw1 must be backup
with metric 100.

— All other routes are still advertised, but without any metric modification.

Prepare the link between Agg2 and Sw2
You will use the existing SVI 12 to setup a Layer3 link to Sw2 VRF 'bgpext'.

9. On PC1, open desktop > ASTS > config > ASTS cfg_lab06-task6-sw2.txt. Apply this
configuration to Sw2. These are the commands from the file:

interface vlanil2
description BGP-Agg2
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vrf attach bgpext
ip address 10.x.12.5/24
exit

router bgp 64600
vrf bgpext
neighbor 10.x.12.3 remote-as 64500
address-family ipv4 unicast
neighbor 10.x.12.3 activate

10.0n Agg2, verify you can ping to 10.x.12.5.
11.0n Agg2, configure the eBGP peering to Sw2 (10.x.12.5)
12.0n Agg2, verify the eBGP peering is established with Sw2.

13.0n Sw2, review the current BGP |IPv4 routing table, check the metric values for the
100.100.1.0/24 route.

Apply the MED values
14.0n Sw1, define a prefix list for the 100.100.1.0/24 prefix.

15. Configure a route-map on Sw1 that applies the requested metric prefix list, make sure all
other routes are still allowed.

16. Apply the route-map to the Sw2 eBGP peer.

17.Review the advertised routes to Sw2

18.Make sure the new policy is applied to the Sw2 peer.

19.Review the advertised routes again. You should see the adjusted metric values.

20.0n Sw2 in VRF bgpext, verify if the MED values are shown in the BGP IPv4 routing table.
21.0n Agg2, define the required prefix list.

22.Configure a route-map on Agg?2 that applies the requested metric to the 100.100.1.0/24 prefix
and allows all other prefixes.

23.0n Agg2 , apply the route-map to the Sw2 eBGP peer and make it effective.

24.0n Sw2 in vrf bgpext, verify if the MED values are shown in the BGP IPv4 routing table.
25.The next-hop IP for the 100.100.1.0/24 prefix should point to Agg2.

26. Verify that all other BGP routes are still received from both Sw1 and Agg2.

This demonstrates how the MED value can be used to influence the inbound traffic.
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Using Community Attributes for route control

BGP advertisements can include many attributes, one of them is the community attribute. This gives the
network administrator the option to set a 'mark’ or a tag on a route advertisement.

The peer router can then use this mark to take some action on the routes.

These are some 'well-known' community attributes, that provide control over the route advertisements.

Attribute Description

internet Advertise the prefix to all BGP neighbors.
local-as Do not advertise the prefix outside the sub-AS.
no-advertise Do not advertise the prefix to any BGP neighbors.
no-export Do not advertise the prefix to any eBGP neighbors.

Currently, the Sw2 BGP partner is advertising 2 prefixes the customer:
198.18.14.0/24
198.18.15.0/24

Now the Sw2 partner company wants that the 198.18.15.0/24 prefix is only advertised to the 64500 AS, but

this prefix should not be advertised upstream to the routerA and routerB systems anymore.

They could ask the administrator of 64500 to apply a route policy on their eBGP peers, but Sw2 can also

control this themselves using a community attribute.

In this section, you will configure Sw2 so the route 198.18.15.0/24 is only advertised to AS 64500, but the

BGP routers of AS 64500 will not advertise this route to the routerA or routerB.

27.First verify that Agg1 is advertising the 198.18.15.0/24 prefix to routerA. At the end of this

section, this prefix should not be advertised anymore to routerA.
28.0n Sw2, define a prefix list 'net15' that controls the prefix 198.18.15.0/24.

29.0n Sw2, define a route-map 'bgp-ebgp-out'. Use a match on the 'net15' prefix list and apply

the community attribute 'no-export'. Use the ? to explore the options.

30.0n Sw2, define another sequence in the route-map to allow all other routes. This is required

to advertise the 198.18.14.0/24 prefix.
31.0n Sw2, apply the route-map 'bgp-ebgp-out' to both eBGP peers Sw1 and Agg2.

NOTE: On Sw2, BGP is running inside a VRF context, so make sure to access
the VRF under the BGP context.

32.0n Sw2, review the current bgp configuration
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33.0n Sw2, clear all BGP sessions.

Attempt to verify the community attribute on Sw1
34.0n Sw1, review the BGP IPv4 details for the 198.18.15.0/24 route.

Q: Do you see the community attribute on the route with next-hop 10.x.48.57?
A: No, there is no community attribute listed.
Q: What could be wrong with the configuration?

A: In the BGP configuration, the sending of community attributes must be enabled on the peer.

35.0n Sw2, update the BGP configuration, enable the 'send-community' option on both peers
under the IPv4 address-family.

NOTE: The command 'send-community' without any options will enable both
standard and extended attributes.

36.0n Sw2, verify the BGP configuration.
37.0n Sw1, review the BGP IPv4 details for the 198.18.15.0/24 route.

Q: Do you see the community attribute on the route with next-hop 10.x.48.57?
A: Yes, the community now shows the 'no-export' entry.
Q: Do you see the community attribute on the route with next-hop 10.x.0.3 (Agg2)?

A: No, this update did not receive the 'no-export' attribute.
38.Review the BGP routing table on Agg2.

Q: Do you see the community attribute on the route with next-hop 10.x.12.5?
A: Yes, the community now shows the 'no-export' entry.
Q: So Agg? is receiving the attribute, but it is not sending it in the update to Sw1, what could be wrong?

A: Again, the iBGP peers within AS 64500 do not have the 'send-community' configured, so they are not
sending this information to their peers.
Correct the iBGP peer configuration

39.0n Agg2, enable Agg1 and Sw1 peers with the 'send-community' attribute.

40.0n Sw1, enable Agg1 and Agg2 peers with the 'send-community' attribute.
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41.0n Agg1, apply the configuration to the peer group 'internal’
42.0n Agg1, verify the BGP neighbor details for peer Agg2 (10.x.0.3)
Q: What do you observe for the Send Community?
A: The Send Community is set to 'both' and the * sign indicates it was inherited from the peer-group.
43.0n Agg1, review the BGP IPv4 routing table entry for 198.18.15.0/24
Q: Do both entries have the community 'no-export' set?
A: Yes, now both entries have the community set.
44.0n Agg1, review the advertised routes to routerA.
Q: What do you observe?
A: The 198.18.15.0/24 is no longer advertised. The route 198.18.14.0/24 is still advertised.

This concludes the community configuration example.
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Optional Task 7: AS Path List exclusion

Objectives
— Understand how to remove an AS from the AS Path list
Steps

In this task, you will see how to remove an AS from the AS Path List.

You have a peering with the parther company on AS64600 and the partner is advertising routes
198.18.14.0/24 and 198.18.15.0/24. Based on the previous task, only 198.18.14.0/24 is advertised to the
routerA and routerB.

When this route is advertised to the external provider (routerA and routerB), the partner AS (64600) should
be removed from the AS Path list.

1. On Agg1, review the currently advertised routes to routerA
Q: For the 198.18.14.0/24 route, what are the AS numbers in the AS Path?

A: Both 64500 and 64600 are listed.
Q: Do you have an existing outbound route-map to routerA (10.255.101.11) ?

A: You can use these commands to review the configuration

2. On Agg1, review the contents of the route-map to routerA

3. On Agg1, modify the existing outbound route-map to routerA. You should modify the rule that
handles the 'partner' routes. Add a 'set' instruction to remove the AS number 64600 for the
routes that belong to AS 64600.

4. On Agg1, while in the route-map context, use 'show run current' to review the route-map
configuration.

On Agg1, now ensure that the route-map changes are applied to the routerA BGP session.
Review the advertised routes to routerA.
On Agg2, repeat this procedure.

On RouterC, verify that the AS 64600 no longer appears in the AS Path for 198.18.14.0/24
prefixes.

© N S O

This concludes the AS Path exclude feature.
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Optional Task 8: Using a Route Reflector for iBGP

Objectives

— Understand the iBGP full mesh requirement.

— Understand how Route Reflector is an alternative to the iBGP full mesh.
Steps

In this task you will explore the BGP route reflector feature. In the current lab topology, Agg1, Agg2 and Sw1
are connected as iBGP full mesh, so they each have an iBGP peering with each other.

While this is fairly simple in the current lab with only 3 routers, in larger iBGP topologies it quickly becomes
very difficult to maintain this full mesh requirement between all iBGP peers.

This is where route reflectors provide a solution.

In this task you will first explore what happens when iBGP does not have a full mesh topology.
Next you will configure the route reflector to correct this behavior.

Break the iBGP full mesh topology

In this section you will break the full mesh by removing the peering between Sw1 and Agg2 switches.

1. On Sw1, remove the neighbor for Agg2 (10.x.0.3)
2. On Swi1, verify the peering has been removed.
3. On Agg2, remove the neighbor for Sw1 (10.x.0.4)

Review the result of the broken topology

4. On Sw1, check the BGP IPv4 routing table, you should notice that the 198.19.102.0/24
network is no longer available in the routing table.

5. On Agg1, check the BGP IPv4 routing table for entry 198.19.102.0/24

Q: Did Agg1 receive the route?
A: Yes, since it has a direct iBGP peering with Agg2.

Q: In the BGP routing table, you should see that Agg1 has received the 198.19.102.0/24 route from the
routerA, this is an eBGP peer. Why was this route not advertised to Sw1?

A: While it is correct that an eBGP route would be advertised to the iBGP peers, such as Sw1, in this case,
due to route policies, the route is not the best path anymore, so it will not be advertised. Agg1 assumes that
Agg2 has advertised this best route to Sw1 directly.
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Configure the route reflector

In this section you will configure Agg1 to become the route reflector. This is done by making the Sw1 peer a
route reflector client.

Keep in mind that the route reflector will 'reflect' routes on behalf of the route-reflector clients.

So there is no need to make Agg2 a route-reflector client as well in this topology.

Since Agg?2 is a normal iBGP peer, every update Agg1 receives from Agg2 will be reflected to the configured
route reflector clients, in this case Sw1.

Every update Agg1 receives from a route-reflector client (such as Sw1) will be reflected by the route reflector
to the normal iBGP peers, such as Agg? in this case.

6. On Agg1, under the IPv4 address-family, configure the Sw1 (10.x.0.4) as a route-reflector
client.

7. On Sw1, verify that the external route for 198.19.102.0/24 was now received in the BGP IPv4
routing table. Review the details of the route using

This demonstrates how a route-reflector can help when an iBGP full-mesh is not possible or too complex.
Q: Do you see a value in the cluster list?

A: Yes, the route-reflector will add its cluster-id to the reflected routes.

NOTE: In this lab, a single device (Agg1) is used as the route reflector. In a
redundant configuration, the 2 route reflectors that have the same roles should
use the same cluster-id in their configuration.

8. Optional: on Agg1, Agg2, Sw1 and Sw2, save a new checkpoint 'asts-lab06-<yourname>'.

This concludes the BGP Lab activity.
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Lab 07: Route Redistribution

In this lab you will configure route redistribution between various routing sources.

Perform route redistribution of static routes into OSPF

Using route-maps to control the redistribution and control the cost
Using prefix lists to select routes

Perform route redistribution between OSPF and BGP

Explore the risk of routing loops

Control mutual redistribution with route-maps

Use OSPF route tags

Requirements

This lab requires completion of Lab 05.

a Hewlett Packard
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Scenario

In this setup, the routerA, routerB and routerC are no longer the Service Provider routers as seen in the BGP
lab, but they belong to the same organization of a partner network.

The partner has these 2 networks that need to be reachable from the customer network:

- 10.255.21.0/24

- 10.255.22.0/24

Setup

Load checkpoint asts-lab07-1-rr on routerA, routerB and routerC, save and reboot the 3 routers.
On the 4 switches, load the checkpoint for asts-lab05-<yourname>.

Static route into OSPF

This is another scenario for your customer demonstration.

1. The customer wants to ensure that their internal router (Sw1) can reach the partner networks
10.255.21.0/24 and 10.255.22.0/24 via either Agg1 or Agg2. There should be no configuration
changes on Sw1.

2. The customer wants to see that all routes that are redistributed by Agg1 are more preferred than
routes that are redistributed by Agg2. Both Agg1 and Agg2 should use a higher cost than the default.

3. The customer wants to see:

a. Traffic to the 10.255.21.0/24 network using Agg1 as the primary path
b. Traffic to the 10.255.22.0/24 network using Agg2 as the primary path.
c. If either Agg1 or Agg2 fails or their uplink fails, the other Aggregation switch is used.

4. Next, the customer wants to see a small adjustment. For traffic destined to the 10.255.22.0/24
network, they want to ensure that the internal path cost is considered. This should apply only to the
10.255.22.0/240 network.

Prefix Lists

The customer wants you to demonstrate some examples of how to use IP prefix lists.

On PC1 Desktop > ASTS > open 'ASTS-lab 07-prefixlist-examples.txt' and paste the example static routes
into Agg1 configuration.

They want you to demonstrate these scenario's (one by one), you should only change the configuration on
Agg1.

1. Scenario 1: Only the exact prefix 10.255.64.0/23 should appear in the Sw1 routing table.
2. Scenario 2: All of the routes included in the 10.255.64.0/23 prefix should appear in the Sw1 routing
table
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3. Scenario 3: All of the routes included in the 10.255.64.0/23 prefix, except for the summary route itself
(10.255.64.0/23) should appear in the Sw1 routing table.

4. Scenario4: All of the routes included in the 10.255.64.0/23 prefix, except for the summary route itself
(10.255.64.0/23) and except for host routes (/32) should appear in the Sw1 routing table.

Route Redistribution between OSPF and BGP

Load checkpoint asts-lab07-3-rr on routerA, routerB and routerC, save and reboot the 3 routers.
Remove the static route to 10.255.21.0/24 on Agg1 and Agg2.

Single Link Redistribution

On Agg1, establish eBGP peering with routerA. Make sure that the customer OSPF routes are advertised to
the partner network using eBGP and that the partner eBGP networks are accessible by the internal OSPF
routers (Sw1). Sw1 should be able to reach the 10.255.21.0/24 network.

Dual Link Route Redistribution

The customer has heard about potential issues, such as route feedback, with dual links and route
redistribution.
They want you to demonstrate how route feedback occurs.
1. Establish an eBGP peering between Agg2 and routerB. Configure Agg2 so it:
a. Advertises the OSPF routes to routerB using eBGP
b. Advertises the eBGP routes into OSPF.

2. Demonstrate to the customer what happens with the10.255.21.0/24 route on Agg1 and routerA.

3. Now that the customer has seen the issue of route feedback, you should configure the customer
routers Agg1 and Agg? to prevent the route feedback using route tags. The result should be that

Agg1:

a. Only advertises the customer OSPF routes via eBGP into routerA
b. Does not advertise the OSPF external routes of the partner network (that are redistributed by

Agg1).

The same should also apply to Agg2 for OSPF routes that are redistributed by Agg1.
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Task 1: Load the start configurations

Objectives
— Load the lab activity start configurations
Steps

The routerA, routerB and routerC will have the role of a partner network in this lab activity. You will need to
setup route redistribution with the partner network to provide IP connectivity to some networks in the partner
network.

You will first load the required start configuration so they can simulate a partner network.

1. On routerA, routerB and routerC load the ' asts-lab07-1-rr' checkpoint to the running
configuration, save and reboot the system.

copy checkpoint asts-1ab@7-1-rr run
write mem
boot system

NOTE: The reboot is requested here since the virtualCX system may not
always load the interfaces after a checkpoint swap. The reboot ensures that
the configuration is actually applied.

2. Revert check point to asts-lab05-<yourname> on all 4 switches (Agg1/Agg2/Sw1/Sw2)

,copy checkpoint asts-1ab@5-<yourname> running
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Task 2: Route redistribution of static routes into OSPF

Objectives
— Learn how to redistribute all static routes into OSPF
— Control the OSPF costs of the redistributed routes

Lab Diagram
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Steps
Redistribute static routes into OSPF

NOTE: The partner network has been configured already at this point, so only
outbound configuration is required. The partner network has a static return
route for 10.x.0.0/16 pointing back to the Agg1 and AggZ2.

1. On Agg1, add 2 static routes to the test subnets in the partner network. Use the routerA as
the next-hop IP.

2. On Agg1, attempt to ping 10.255.21.1 using your loopbackO as source interface.

NOTE: routerA has a static return route for 10.x.0.0/16, but your uplink (1/1/7)
to routerA has IP address 10.255.101.2/24, which is not in that range, so a
matching source address must be used.

On Agg1, redistribute all static routes into OSPF.

On Agg2, define the same static routes, but use routerB next hop (10.255.102.12)
Repeat the redistribution on Agg2.

On Sw1, check the IP routing table and metric for the 10.255.21.0 route.

o 0 kW

Q: What is the default OSPF external type and the default metric value?
A: By default, redistributed routes are External Type 2 (E2) and they have a default cost of 25.
Q: How many route entries are shown for the 10.255.21.0/24 network?

A: The paths to Agg1 and Agg2 have the same cost, so the OSPF calculation will select both as best path
and offer both to the IP routing table.

Cost Manipulation of the redistributed routes

It is possible to set a default metric under the OSPF process. This will be used as the metric for all routes that
are redistributed into the routing protocol. It is an easy way to set the redistribution metric if no granular route
control is required.

7. On Agg1, change the default metric to 6000.
8. On Swi1, verify the result in the IP routing table and the OSPF routing table.
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| via 10.x.42.3 interface vlan42, cost 25 distance 110

Q: How many routes are currently available to the 10.255.21.0/24 network?

A: Since the path to Agg1 has a higher cost, the path to Agg2 will be selected as the best path. Only this
route will be proposed to the IP routing table.

9. On Swi1, review the OSPF LSDB for external routes.
Q: How many LSA entries are shown with a Link State ID of 10.255.21.0 ?

A: 2 entries, this means that the higher cost entry is in the Link State Database, but since it was not the best
route, it has not been selected.

10.0n Agg2, change the default metric to 7000.

11.0n Sw1, verify the result of the Agg2 configuration in the IP routing table and the OSPF
routing table.

Q: Did the next hop and the cost change?

A: Yes, now the Agg1 route will be the best route again.

Granular control of the redistribution using route-maps

In this section, route-maps will be used to apply more granular route control on the redistributed routes.
Keep in mind that you are only configuration the outbound direction of the traffic, that is traffic that is destined
to the partner network. The partner network has its own control over how traffic leaves their network.

12.The requirements in this section are:

- Traffic to destination network 10.255.21.0/24 should take the path via Agg1 if that path is
up. Otherwise, traffic should take the path via Agg2.

- Traffic to destination network 10.255.22.0/24 should take the path via Agg2 if that path is
up. Otherwise, traffic should take the path via Agg1.

— Use cost 1000 and 2000 for the primary and secondary paths.

13.0n both Agg1 and Agg2, define prefix-lists for the required subnets.

14.0n Agg1, define a route-map named 'static_to_ospf1' and apply the correct initial metrics.
15.0n Agg1, apply this new route-map to the OSPF static route redistribution

16.0n Swi1, verify the cost on the 2 destination subnets
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Q: Did the cost change for the 2 external routes?

A: Yes, the route-map on Agg1 applied a lower cost than the default metric of Agg2 (7000). Currently Agg1 is
the best path for both 10.255.21.0/24 and 10.255.22.0/24.

17.0n Agg2, define a route-map 'static_to_ospf1' based on the given requirements.
18.0n Agg2, apply the new route-map to the OSPF static route redistribution.

19.0n Swi1, review the result. Both external routes should now be listed with metric 1000, 1 to
each Aggregation switch.

OSPF External Metric Type1

With the default OSPF External Metric Type 2, the initial cost is maintained inside the OSPF AS. This is
convenient when traffic to the external network must always use the same exit point, due to firewall
requirements for instance.

When there is no such requirement, it is possible to send the traffic to the partner using the 'closest' exit

point. This means that the internal path cost to reach the external network should be added to the external
path cost. This is achieved by making the external routes use OSPF External Metric Type 1.

NOTE: OSPF will prefer external type 1 routes over external type 2 routes,
even when the cost would seem higher.

Let's configure this for the 10.255.22.0/24 network:

20.0n Agg1, change the route-map entry for the 10.255.22.0/24 prefix list, to set the metric type
to external type 1. Leave the cost 2000 in the entry.

21.0n Swi1, review the impact on the routes. Compare this with the previous output.

Q: What do you observe?

A: Previously, the path to 10.255.22.0/24 was E2 with a cost of 1000. Now the best route is E1 with a cost of
2100. This confirms that E1 routes are more preferred than E2 routes, even with a higher cost.

Q: The initial cost on Agg1 was still set to 2000.Why is the reported cost 21007?

A: The E1 cost is the initial cost plus the path cost to reach the ASBR.

22.0n Swi1, review the default interface costs.
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Q: What is the interface cost to reach Agg1? (SVI 41)

A: The default interface cost is 100.
23.0n Agg2, change the route-map entry for the 10.255.22.0/24 to external type 1 as well.
24.0n Swi1, verify that the path to Agg2 is now the best path with a metric of 1100.

Test failover impact on the route metrics
25.0n Swi1, verify the cost on the 2 destination subnets and repeat the output.
26.0n Agg1, disable the uplink port 1/1/7.
27.0n Sw1, the 10.255.21.0/24 should now have cost 2000.
28.0n Agg1, enable the uplink 1/1/7 again.
29.0n Aggz2, disable the uplink port 1/1/7.
30.0n Sw1, the 10.255.22.0/24 route should now have cost 2100.
31.0n Agg2, enable the uplink 1/1/7 again.
32.0n Sw1, verify that the original costs are shown again, stop the repeat.

Understanding Prefix Lists

In this section, some example routes are provided so you can apply some prefix-list configuration to them.

All these example routes are under the 10.255.64.0/23 prefix. There are some host routes and some subnet

routes in the list:

ip route 10.255.64.0/26 10.255.101.11
ip route 10.255.64.64/26 10.255.101.11
ip route 10.255.64.128/26 10.255.101.11
ip route 10.255.64.192/26 10.255.101.11
ip route 10.255.64.1/32 10.255.101.11
ip route 10.255.64.2/32 10.255.101.11
ip route 10.255.65.0/26 10.255.101.11
ip route 10.255.65.64/26 10.255.101.11
ip route 10.255.65.128/26 10.255.101.11
ip route 10.255.65.192/26 10.255.101.11
ip route 10.255.65.1/32 10.255.101.11
ip route 10.255.65.2/32 10.255.101.11
ip route 10.255.64.0/23 10.255.101.11

33.Use PC1 to open an SSH connection to Agg1
34.0pen 'lab 07.1 - agg1 prefixlist examples.txt' and paste it into the Agg1 configuration.

On Agg1, make changes to the existing route-map to meet these scenario's. After each scenario, verify on
Swi.
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35.Scenario1: Only the exact prefix 10.255.64.0/23 should appear in the Sw1 routing table.

36.Scenario2: All the routes under the 10.255.64.0/23 prefix should appear in the Sw1 routing
table.

37.Scenario3: All the routes under the 10.255.64.0/23 prefix, except for the summary route itself
(10.255.64.0/23) should appear in the Sw1 routing table.

38.Scenario4: All the routes under the 10.255.64.0/23 prefix, except for the summary route itself
(10.255.64.0/23) and except for host routes (/32) should appear in the Sw1 routing table.

This concludes the static route redistribution task.
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Task 3: Route Redistribution between OSPF and BGP

Introduction

In the previous task, you only configured your own side, since the partner network was already configured
with static routes pointing to your network.

In this task, you will configure mutual redistribution between the partner network and your network using
eBGP. Both your network and the partner network are using OSPF internally, and the 2 networks will be
interconnected using eBGP.

The learned eBGP routes will need to be redistributed into the internal OSPF network.

This task will walk you through some steps to complete the mutual redistribution.

These are the high-level steps you will perform:
— Prepare the setup
— Configure eBGP peering
— Redistribute OSPF routes into BGP
— Redistribute BGP routes into OSPF
Verify the operation

Objectives

— Redistribute routes between dynamic routing protocols
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Lab Diagram
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Steps
Prepare the setup

Prepare the routerA, routerB and routerC configurations for this lab.

You will first load the required start configuration so they can simulate a partner network.

1. On routerA, routerB and routerC, load the 'asts-lab07-3-rr' checkpoint to the startup
configuration and reboot the system.

copy check asts-1ab@7-3-rr run
write mem
boot system

NOTE: The reboot is requested here since the virtualCX may not always load
the interfaces after a checkpoint swap. The reboot ensures that the
configuration is actually applied.

NOTE: This initial configuration contains the BGP configuration of the partner
network.

1. On Agg1, remove the static route 10.255.21.0/24 to the partner network.

NOTE: Only the 10.255.21.0/24 route is removed since this route will be
advertised using BGP to the partner network. The 10.255.22.0/24 route will not
be used in this task.

2. On Agg2, remove the static route 10.255.21.0/24 to the partner network.

Verify current routes and OSPF neighbors
3. On Agg1, verify that there is no 10.255.21.0/24 route in the routing table.

Configure eBGP peering between Agg1 and routerA

In this section you will configure the eBGP peering.
In the real world, the partner would configure its own routers. In this lab activity the RouterA and RouterB
have been preconfigured for you.

4. On Agg1, configure routerA (10.255.101.11) as an eBGP peer for AS 65007.

Rev 20.41| © Copyright 2020 Hewlett Packard Enterprise Development LP | Confidential — For Training Purposes Only
a Hewlett Packard 151

Enterprise company



Aruba Advanced Switching
Troubleshooting and Solutions
Lab Guide

5. On Agg1, verify the eBGP peering state is established.
6. On Agg1, review the BGP IPv4 routing table.
Q: Are there any routes in the BGP IPv4 routing table?

A: Yes, the partner network has been configured to advertise its networks into BGP. This configuration was in
the loaded checkpoint on the routerA.

7. On Agg1, review the advertised routes to routerA neighbor
Q: Are there any routes advertised by Agg1 to routerA?

A: No, Agg1 has not been configured to advertise any routes to routerA.

Redistribute local OSPF routes into BGP

To make the complete route redistribution work, several exchanges must be done.
In 1 direction (local routes to partner) this means:

— Local OSPF into BGP
— Local eBGP advertises routes to partner
— partner eBGP into partner OSPF (This step is already configured on routerA)

In the other direction (partner routes to local) this means:
— partner OSPF into partner eBGP (This step is already configured on routerA)
— partner eBGP advertises routes to local network (Already configured on routerA)
— local eBGP routes into local OSPF

In this section, the OSPF routes will be injected into BGP on the local network.

8. On Agg1, redistribute OSPF routes into the BGP IPv4 address family.

9. On Agg1, review the BGP IPv4 routing table. You should see all the local OSPF routes in the
BGP routing table.

Q: What routes are now visible in the BGP IPv4 routing table?

A: All routes from both local and partner network are visible in the BGP routing table.

10.0n Agg1, review the routes that are advertised to the routerA BGP peer. This now includes
the local OSPF routes that were redistributed into BGP.
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Redistribute BGP routes into OSPF

In the next section you will see how a simple redistribute of the BGP routes into OSPF seems to work just
fine. However, when the second link will be added it will cause trouble with route feedback.

In this section you redistribute all BGP routes into OSPF on the local network.
11.0n Swi1, review the current 'external’ routes in the OSPF LSDB and the IP routing table.
Q: Do you see the 10.255.21.0 network?

A: No, it only exists in the Agg1 BGP and IP routing table, but since Agg1 has not redistributed the BGP
routes into OSPF yet, it will not be available to Sw1.

12.0n Agg1, redistribute BGP into OSPF.
13.0n Sw1, review the routing table and the OSPF LSDB for the 10.255.21.0/24 route.

14.0n Sw1, attempt to ping and traceroute to the partner network 10.255.21.1

Q: Did the solution work?

A: Yes, this demonstrates a basic single link route redistribution.
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Task 4: Route Redistribution with multiple links

Introduction

In the previous task, there was a single link with the partner and you configured route redistribution between
dynamic routing protocols OSPF and BGP.

In this task, you will explore adding a second link between the customer and the partner network.

Initially, you will see that you may break the redistribution with a routing loop due to route feedback.
This will be resolved using route tags.

These are the high-level steps you will perform:
— Add second link - Attempt 1: Explore route feedback
— Add second link - Attempt 2: Use route tag to control route feedback

Objectives
— Configure a second link with an external network.

— Configure route-maps with route tags to identify routes.

Rev 20.41| © Copyright 2020 Hewlett Packard Enterprise Development LP | Confidential — For Training Purposes Only
a Hewlett Packard

Enterprise company

154



Aruba Advanced Switching
Troubleshooting and Solutions
Lab Guide

Lab Diagram
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Configure second link: Attempt 1

In this section you will see that the current configuration will reach its limits when a second link is added.
First you will configure Agg2 with eBGP peering to routerB.

Next the same configuration will be applied to Agg2 as you did in the previous section.

You will then explore the route feedback.

NOTE: BGP is only used to learn routes from the partner network and
distribute them using OSPF. There is no 'full' BGP routing topology with
multiple AS systems, this is why there is no iBGP between Agg1 and Agg2.
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1. On Agg2, configure the eBGP peering with routerB.
2. Verify the peering is established and that Agg2 has received BGP routes from routerB.

Review routing before the second link redistribution is configured

3. On routerA, review the 10.255.21.0 route. It is currently an OSPF route, using routerC as the
nexthop IP.

4. On Agg1, list the routes that are advertised to routerA. You will review this list again in a few
moments.

5. On Agg2, review the OSPF LSDB for external routes.

Q: How many external routes are there for the 10.255.21.0 network, and what is the Advertising Router?

A: Currently 1, advertised by 10.x.0.2 (agg1).

Agg2: Redistribute BGP into OSPF

On Agg2, you will now redistribute the BGP routes into OSPF and review the effect.
6. On Aggz, redistribute BGP into OSPF

Review routing after the redistribution
7. On Agg2, review the OSPF LSDB.

8. On Agg1, review the eBGP advertised routes to routerA
Q: What do you observe for the 10.255.21.0/24 prefix?
A: Since Agg2 redistributes the received BGP routes into OSPF, Agg1 will now learn the 10.255.21.0/24

prefix as an OSPF route and advertise it via BGP. This means that a route from the partner network is being
advertised back to the partner network. This is also referred to as route feedback.

9. On routerA, review the routing table for 10.255.21.0
Q: Why is routerA using the BGP route instead of the internal OSPF route?

A: eBGP has a better administrative distance (20) than OSPF (110). The current situation results in Agg1
sending traffic to routerA, and routerA attempts to send it back to Agg1.

10.0n Sw1, attempt to ping 10.255.21.1

Q: What would be the solution?
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A: Agg2 should mark the routes from the partner network with a route tag in OSPF, so Agg1 can recognize
the difference between the internal OSPF routes and the redistributed routes from the partner network.

Configure Second Link: Attempt 2 using route tags

In this section you will reconfigure the route redistribution using route tags to prevent the route feedback.

11.0n Agg2, configure a route-map to set a tag on the matching routes. The tag is just a label,
so any number could be used. In this case, since the partner is using BGP AS 65007, the tag
65007 will be used for these routes. Next apply this route-map to the redistributed BGP
routes under the OSPF process.

12.0n Agg1, configure a route-map that denies any routes with the route tag 65007. This will
exclude the routes from the partner network, since these are marked with tag 65007. All
other routes (the original OSPF routes) will still be accepted. Apply this route-map to the
redistributed OSPF routes under the BGP context.

13.0n Agg1, clear the BGP sessions to apply the changes

14.0n Agg1, review the advertised routes to routerA. Compare this with the previous output of
the same command you ran earlier.

Q: Is Agg1 still advertising the 10.255.21.0/24 prefix to routerA?

A: No, thanks to the use of a route tag, the route feedback has been prevented.

Customer Redistribution on Agg2

While the issue of the route feedback was already visible when Agg2 redistributed BGP routes into OSPF,
the redistribution configuration was still incomplete.

On Aggz, only the BGP routes are currently redistributed into OSPF, while Agg2 is not redistributing its own
OSPF routes into BGP.

This means that the partner network is only learning about the customer network via the Agg1 - routerA link
at the moment.

However, Agg2 should not advertise all OSPF routes, since that would result in the route feedback again.

Configure the solution so Agg1 marks the redistributed BGP routes with tag 65007, and Agg2 denies these
routes to be redistributed into BGP, while the other OSPF routes are still advertised.

15.0n Agg2, verify that it is currently not advertising any routes over BGP.
16.0n Agg2, verify that a simple redistribution would cause the route feedback
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17.0n Agg2, review the advertised routes, this currently includes 10.255.21.0/24. That will be
prevented in the next steps.

Now prepare the filtering using route tags.
18.0n Agg1, mark the routes when they are redistributed into OSPF

19.0n Agg2, configure a route-map to deny the routes with tag 65007 and permit all other
routes. Apply this to the OSPF redistribution into BGP.

20.0n Agg2, clear the BGP session to apply the route-map changes.
21.0n Agg2, review the advertised routes to routerB.

Q: Is the 10.255.21.0/24 prefix still advertised to the partner network?

A: No, thanks to the route tag configuration, the route feedback has been prevented.
22.0n Swi1, review the IP routing table for the 10.255.21.0 entry.

Q: What is the tag listed in the output of this OSPF route?

A: The route is listed with tag 65007. When an OSPF route is marked with a tag, this information is included
in the show ip route command output since the 10.05.0010 release.

Partner network configuration

You have now configured the customer side of the route redistribution. Keep in mind that the partner should
apply the same configuration to prevent route feedback in the other direction.

In this lab, the partner configuration has been applied already. Feel free to explore the configuration on
routerA and routerB.

23.routerA
24 .routerB

25.Optionally, save a new checkpoint on all 4 devices 'asts-lab07-<your name>'.

This concludes the lab activity.
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Lab 08: VRF and Route Leaking

In this lab you will configure VRFs and configure route leaking between different VRFs.

Objectives
— Configure static route leaking
— Configure route leaking using BGP

Requirements
This lab requires completion of Lab 07.
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Scenario

In this demonstration, the customer expects some IOT devices in a branch location (Sw2 VRF 'branch’). The
IOT sensor devices will be assigned to VLAN 62, there is an IOT management tool that will be installed in
VLANG61. The VLANs 61 and 62 require inter-VLAN routing.

Since the customer does not trust the IOT devices, they want the IOT setup (SVI 61 and SVI62) in a
dedicated VRF 'iot' on Sw2.

On Sw2, allow the VLANs 15,61 and 62 on the VLAN trunk 1/1/27 so that the SVI interfaces are up.

Static Route Leaking

1. On Sw2, show the customer that the VRF 'branch' SVI15 is able to communicate with the VRF 'iot'
SVI61. There are no IOT devices available yet in the deployment, so it is sufficient if you can
demonstrate a ping between Sw2 local SVI 15 (vrf 'branch’) and SVI 61 (vrf 'iot') interfaces.

2. Next the customer wants to see that the SVI 61 of the VRF 'iot' can communicate with the SVI12 on
Agg1, without making any configuration change on Agg1.

a. This should be demonstrated using a ping from Agg1 using source SVI12 to 10.x.61.1.

3. Once this works, demonstrate that a ping from Agg1 using source SVI 1 to 10.x.61.1 fails. The
customer would like to see a control plane network trace on Sw2 that shows that the ICMP request is
received in the VRF 'iot', but it cannot send a reply since the network is unreachable (from the vrf 'iot'
point of view).

Dynamic Route Leaking using MP-BGP

The customer is happy the static route leaking worked well. However, they expect to have a lot of changes in
the IOT routes and VLANS, so they want to ensure that routes can also be dynamically exchanged between
VRFs.

1. On Sw2, remove the statically leaked routes for 10.x.61.0/24 and 10.x.12.0/24 from the vrf 'branch’
and 'iot'".

2. Show MP-BGP with route distinguisher 64500:1 for VRF 'branch' and 64500:2 for VRF 'iot'.

3. Configure MP-BGP so the only routes matching a prefix-list 'branch_leak' from the VRF 'branch' are
redistributed into the VRF 'iot". The only route that should match the 'branch_leak' prefix-list is
10.x.12.0/24.

4. Configure MP-BGP so the only routes matching the prefix-list 'iot_leak' from the VRF 'iot' are
redistributed into the VRF 'branch’. The only route that should match the prefix-list ‘iot_leak' is
10.x.61.0/24.

5. The customer wants the routes of the VRF 'branch' marked with RT 64500:1, while the routes of VRF
iot' should be marked with RT 64500:2.

a. There should be no configuration changes on Agg1.
6. Verify that a ping from Agg1 using source SVI12 can reach the 10.x.61.0/24 address in the VRF 'iot'.

Route-map based import
The customer is pleased that the MP-BGP works fine. They just want to have more control over the route
target import.

1. Update the VREF 'iot' so it does not import routes with RT 64500:1.
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2. Now have VREF 'iot' import MP-BGP routes that have been marked with RT 64500:101.
3. Use a route-map to mark the 'branch_leak' prefix-list routes with RT 64500:101, instead of marking

the RT at the VRF context level.
4. Verify that a ping from Agg1 using source SVI12 to 10.x.61.1/24 in the VRF 'iot' is successful.

Lab Diagram
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Task 1: Prepare the base configuration

Objectives
— Prepare the VRF 'iot' on Sw2
Steps

IOT VRF Configuration

The route leaking will be performed on Sw2. Sw2 is hosting the 'branch' VRF. Now the customer is deploying
IOT solutions in the branch, so they plan several VLANs for the IOT devices and sensors. They want these
IOT VLANS to be completely isolated from the rest of the network, so they will deploy them in a VRF ‘iot".
There is an |IOT-Management subnet (10.x.61.0/24) that contains the IOT management systems. This subnet
should be reachable for some subnets of the branch and main location.

This reachability will be configured using route leaking.
You will first prepare the start configuration on Sw2 to simulate the 10T network.

1. On Sw2, define the VRF 'iot'

2. On Sw2, define VLANs 61 and 62. To ensure they are 'up', they will be tagged on the port
1/1/27.

vlan 61

vlan 62

# vlans need to be 'up'
interface 1/1/27

vlan trunk allowed 61,62

int vlan 61

description iot-mgmt
vrf attach iot

ip address 10.x.61.1/24

int vlan 62

description iot-sensors
vrf attach iot

ip address 10.x.62.1/24
int 1/1/4

vlan access 15

3. On Sw2, force VLAN 15 'up' by adding it to the 1/1/27 VLAN trunk

Rev 20.41 | © Copyright 2020 Hewlett Packard Enterprise Development LP | Confidential — For Training Purposes Only
a Hewlett Packard 162

Enterprise company



Aruba Advanced Switching
Troubleshooting and Solutions
Lab Guide

Task 2: Explore the Environment
Objectives

— Familiarize yourself with the environment
Steps
Connectivity Checks
1. On Sw2, verify the OSPF neighbors in VRF branch. Sw1 should be a neighbor.

2. On Sw2, verify the VRF branch routing table. It is connected using SVI 46 and SVI 47 to Sw1
and should have learned the internal routes using OSPF.

Verify VRF Route Isolation
3. On Sw2, review the routing table for VRF iot.

Q: Do you see any IP addresses other than 10.x.61.0/24 and 10.x.62.0/24 ?

A: No, only IP subnets from the VRF iot are currently available.

4. Verify intra-VRF communication: On Sw2, in the VRF iot, attempt to ping 10.x.62.1 using
10.x.61.1 as the source IP address. This ping should be successful.

You will now verify that there is no communication from Sw2 VRF branch to an IP address of VRF iot.

5. On Sw2, in the VRF branch, attempt to ping to the Sw2 IP address in the VRF iot (10.x.61.1).
This ping should fail and demonstrates that the VRF offers isolation.

Rev 20.41 | © Copyright 2020 Hewlett Packard Enterprise Development LP | Confidential — For Training Purposes Only
a Hewlett Packard

Enterprise company

163



Aruba Advanced Switching
Troubleshooting and Solutions
Lab Guide

Task 3: Static Route Leaking
Objectives

— Manually configure a route leak between 2 VRFs
— Verify the route leaking
Steps

Manually Leak Directly Connected Interface

In this section you will enable communication between directly connected interfaces on Sw2.
In the VRF iot, Sw2 has a directly connected link 10.x.61.0/24
In the VRF branch, Sw2 has a directly connected link 10.x.15.0/24.

You will now leak these 2 routes.

1. On Sw2, add a route to VRF branch for the 10.x.61.0/24 subnet. Do not use a next-hop IP,
just use the original SVI interface of the source VRF as the destination interface.

NOTE: AOS-CX will automatically notice that the configured destination
interface belongs to another VRF.

2. Review the IP routing table in VRF branch.
Q: What is the destination interface (via...) of the 10.x.61.0/24 subnet?

A: AOS-CX will report vlan61(vrf iot) as the destination interface.
Q: Would a ping work between the Sw2 VRF branch and VREF iot at this point?

A: No, since that requires bi-directional (return) routes.

3. On Sw2, add a static route to VRF iot for the 10.x.15.0/24 subnet. Do not use a next-hop IP,
use the original SVI as the destination interface.

4. On Sw2, review the IP routing table of VRF iot. Check the 10.x.15.0/24 route.

5. On Sw2, add a static route to VRF iot for the 10.x.12.0/24 subnet. Do not use a next-hop IP,
use the original egress SVI as the destination interface.

Review the IP routing table of VRF iot. Check the 10.x.12.0/24 route and the destination.
Local test1: On Sw2, ping 10.x.61.1 from the VRF branch using source SVI 15.

Local test2: On Sw2, ping 10.x.15.1 from the VRF iot using source SVI 61.

Both test should be successful.

© ® N o
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10. Verify that only the 10.x.61.0/24 network is connected. On Sw2, attempt to ping using the
10.x.62.1 source IP address.

Make the leaked route available inside the VRF branch

Verify that the rest of the network does not have access to the leaked route yet.
11.From Agg1, attempt to ping 10.x.61.1 using source SVI 12.

Q: Did the ping succeed? If not, why?

A: No, check the routing table on Agg1 for route 10.x.61.0.

12.Configure Sw2 so the leaked route is distributed in OSPF in the branch VRF.

IMPORTANT: In AOS-CX, an OSPF process ID is unique within the VRF.
Make sure to include the correct VRF name in the command. So 'router ospf 2'
and 'router ospf 2 vrf branch' are two different OSPF processes.

13.0n Agg1, review the routing table, the route 10.x.61.0 should now be in the routing table.
14.0n Agg1, Attempt to ping 10.x.61.1 using source SVI 12.
Q: Did this work?

A: Yes, this should work.

15. Attempt to ping 10.x.61.1 using source SVI 1.
Q: Did this work?

A: No, since this source subnet is not known in the destination VRF iot.

Debug on Sw2
16.0n Sw2, start a TCPDUMP of protocol 1 in the VRF iot.
17.0n Agg1, do another attempt to ping 10.x.61.1 using source SVI 1.

18.0n Sw2, review the TCPDUMP output. You should notice the incoming ICMP first (source
10.x.1.2), next an 'unreachable' message from localhost to localhost. This confirms that the
packet reached the iot VRF, but there is no return route.

19. Stop the TCPDUMP on Sw2 using CTRL-C
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Prepare for MP-BGP leaking

In the next section, the route leaking will be done using MP-BGP routing protocol, so the statically leaked
routes must be removed.

20.0n Sw2, remove the static route leaks from both VRF branch (10.x.12.0/24) and iot
(10.x.61.0/24).

NOTE: The static route leak for 10.x.15.0/24 does not need to be removed
from the configuration.
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Task 4: MP-BGP

Objectives
— Configure BGP to perform route-leaking
— Configure route-distinguisher
— Configure and use route-targets
— Verify the BGP routing table
— Verify the route leaking

In the previous task you leaked a directly connected route using a static configuration. In this task, you will
leak the same routes dynamically using BGP.

When multiple VRFs will be imported into BGP, it is important that the routes of each VRF receive a unique
distinguisher to avoid a route collision on the BGP routing table. This also ensures that VRFs could have the
same |IP addresses without any issues in the BGP tables.

This distinguisher should be applied to each VRF.

For the Route Distinguisher, typically the main AS number is used, followed by a VRF identifier. These 2
numbers can be separated by a colon sign.

In this lab, VRF branch will be assigned VRF id 1, VRF iot will be assigned VRF id 2.

Steps

Configure Route Distinguisher and import routes into BGP routing table
1. On Sw2, configure VRF branch with route-distinguisher 64500:1
2. Configure VRF iot with route-distinguisher 64500:2

3. You want import the 10.x.12.0/24 subnet into the BGP tables, but you don't want to import
any other subnets. Think about a strategy to apply this. Some questions in the process:

Q: Can you use prefix-lists to identify the required subnet? What is the source routing protocol of this route?

A: Yes, you can use a prefix list to identify the 10.x.12.0/24 route. The source routing protocol for this route is
OSPF.

4. Prepare a prefix-list 'branch_leak' on Sw2 to identify the source route (10.x.12.0/24).
5. Configure a route-map 'bgp_branch_from_ospf on Sw2 that permits the 'branch_leak' routes.
6. On Sw2, configure BGP with AS 64500 and enter the vrf branch context.
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7. Redistribute the OSPF routes using the configured route-map
8. Review the BGP IPv4 routing table on Sw2

Q: Do you see any routes?

A: No, since the default command only shows the 'default' VRF routing table.

9. Review the BGP VRF blue IPv4 routing table.

Q: Do you see any routes?
A: Yes, the 10.x.121.0/24 route should be in the list. It should be the only route.
Q: What is the Route Distinguisher for this route?

A: The 10.x.12.0/24 route should be under the 64500:1 RD.

10. As a convenience, AOS-CX also includes a command to see all VRFs and all address-
families. Review all the records of the BGP routing table

11.Now apply the same procedure for VRF iot. Remember that in the VRF iot, the route
10.x.61.0/24 is a connected route, not an OSPF learned route.

— Define prefix-list 'iot_leak' with the 10.x.61.0/24 subnet
— Define a routemap 'bgp_iot_from_connected' to match the prefix-list.

— Configure the BGP VREF iot context to redistribute connected routes based on the route-
map

12.Verify the BGP VREF iot tables.

Q: What routes do you observe?
A: Only the 10.x.61.0/24 route should be listed.
Q: What is the RD for this route?

A: The RD should be 64500:2
13.Review the BGP configuration of both VRFs.

You have now configured a BGP database that contains 'interesting' routes. In the next section you will see
how you can use these routes for the route leaking process.
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Route Targets

Since the route exchange may need to be done between multiple VRFs and since the same routes may need
to be exchanged based on similar rules, a concept had to be introduced to 'mark’ routes.

These 'marks' are known as Route Targets (RT). Routes in the BGP routing table can received multiple RT
marks. Once these marks are in place, the administrator can choose which of these marks will be used to
import the routes into the other VRFs. In the BGP routing table, these marks are saved as extended
community attributes.

Route-targets can be assigned using a very simple method at the VRF level, or using a more selective
method based on a route-map.

You will first use the VRF based method, then the route-map based method will be applied.

Simple method

14.0n Sw2, let's review the current RT assignments on the routes (10.x.12.0/24) using the
command

Q: Are there any ext-communities for this route?

A: No, currently, no route-targets have been configured.

15.In the Sw2’s VRF branch context, access the IPv4 address-family and set RT 64500:1 as the
export RT.

16.Review the BGP route details of the 10.x.12.0/24 route again.

Q: Are there any ext-communities for this route?

A: Yes, RT 64500:1 can now be observed on the route.

Q: Was this a selective process?

A: No, any route that is learned from the VRF branch will be assigned with this route-target. This may be fine

and easy, but for more control a route-map should be used.

The next question is: what can be done with this RT? Well, this RT can be used when a VRF wants to import
routes from the BGP tables.

17.0n Sw2, review the VRF iot routing table.

Q: Do you currently see a route for 10.x.12.0/247?

A: No, the only leaked route should be the 10.x.15.0/24 route from the previous task.
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18.0n Sw2, enter the VRF iot context, access the IPv4 address-family and configure the route-
target import with 64500:1

19.Review the VRF iot routing table.
Q: Do you see a route for the 10.x.12.0/24 network?

A: Yes, the route should now be imported from the BGP routing table.
Q: What is the source of the protocol?

A: BGP is listed as the routing protocol.

Q: Do you see the destination VRF in the 'via' field?

A: Yes, it shows 'vrf branch'.

20.You have now managed to make the required route from VRF branch available in the VRF
iot. Now apply the same logic in the other direction to make the 10.x.61.0/24 route from VRF
iot available in the VRF branch routing table. Use RT 64500:2 for the iot routes.

21.Verify by checking BGP VRF iot routes and RT

22.Review the route 10.x.61.0 in the VRF branch IP routing table, check the 'via' field of the
route.

Verify connectivity
You have now succeeded to leak the routes on the Sw2 device.

23.0n Agg1, attempt to ping the 10.x.61.1 IP address (this destination address is in the VRF
iot), using source SVI 12.

Q: Did this work? Why?

A: It did not work. The leaked route is not available inside the VRF branch routing domain

24.0n Sw2, make sure that the leaked route is made available in the OSPF routing protocol in
the VRF branch.

25.Verify: On Agg1, review the IP routing table. Make sure the 10.x.61.0/24 route is listed.
26.0n Agg1, attempt to ping the 10.x.61.1 IP address using source SVI 12.

Q: Did this succeed?

A: Yes, the with the completed route leaking configuration, the ping should succeed.
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Route-map based RT

In the previous section you have seen how the RT was set at the VRF level, so it applied to all the routes of

that VRF.
In case more selective marking is required, a route-map can be used.

In this example, the default 'export' is left in place, but it could be removed as well if required.
You will first remove the 'import' in the VRF iot and replace it with another import that will only be applied by a

route-map.

27.on Sw2, enter the VRF iot IPv4 address-family and remove the current import RT (Use 'show
run vrf' to see the current configuration)

28.Add a new import RT for 64500:101. There are currently no routes in the BGP table with this
RT. They will be marked in the next steps.

29.Review the VRF configuration on Sw2

30. Review the Sw2’s VRF iot routing table, verify that the route to 10.x.12.0/24 has
disappeared.

Now you will use a route-map to mark the routes of VRF branch.

31.Review the previously created route-map that was used to select OSPF routes for BGP. The
suggested name was 'bgp_branch_from_ospf'.

32.Modify the sequence that matches the 10.x.12.0/24 (branch_leak) prefix-list by adding a 'set'
action. Set the extended community rt to "64500:101".

NOTE: Make sure to use the quotes (" " )when entering the RT.

NOTE: You can apply multiple Route Targets using the route map. You can
use for example "64500:101 64500:201".

33. Verify the route-map configuration.
34.Review the details of the BGP VRF branch 10.x.12.0/24 entry.
Q: What are the RT marks on the route now?

A: On top of the 'default' RT that was assigned by the VRF, the route-map has added RT 64500:101 and
64500:1. to the route. Any other VRF can now use these RT to import the routes.
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35.Review the VRF iot IP routing table.

Q: Is the 10.x.12.0/24 route available now?

A: Yes, since VRF iot imports RT 64500:101 and since the route has received this RT, the route will be
available in the routing table.

36. Verify: On Agg1, you should now be able to reach 10.x.61.1 using source SVI 12
37.0Optionally, save a new checkpoint on all 4 devices 'asts-lab08-<your name>"'.

This concludes the lab activity.
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Lab 09: Multicast

In this lab you will configure and troubleshoot an IP Multicast routed topology.

Objectives
— Configure Multicast Routing
— Configure VSX Active - Active PIM
— Configure and troubleshoot IGMP snooping and querier functions
— Configure IGMP ACL filtering

Requirements

This lab requires completion of Lab 08.

Introduction

To provide you with a larger multicast routing environment, in this lab topology you will be configuring
Multicast Routing on the default VRF and a 'Building2' VRF (b2).

1. The Agg1 and Agg2 switches are configured as a VSX pair, and in the default VRF they provide
routing for the VLAN 11 and 12 endpoint subnets.

Sw1 will act as a router that interconnects the 'default' VRF building and the 'b2' VRF.

Sw1 has a routed link SVI 41 to Agg1(default VRF) and SVI 42 to Agg2(default VRF).

For building 2, Sw1 has SVI 241 to Agg1(b2 VRF) and SVI 242 to Agg2(b2 VRF).

Sw1 has only the default VRF and simply routes between SVI 41, SVI 42, SVI 241 and SVI 242.
OSPF is enabled on all routers and VRFs. The environment works as a single routing domain.

Sw2 has the combined role of the Layer2 Access switch for both buildings.

PC4 will have a role in Building2 and is assigned to VLAN 212. It's default gateway is on the VSX in
the VRF 'b2'.

PC3 will have a role in the first building. It is physically connected to Sw1 port 1/1/3 (Sw1 is limited to
a routed role in this lab), in VLAN 11, and VLAN 11 connects to port 1/1/27 on Sw2.

e This will make it appear as if PC3 is connected to Sw2 port 1/1/27.

ONoOGORWN
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Scenario

Setup

On PC1, open Desktop > ASTS and run ASTS-Lab09-multicast-initial-setup.cmd to prepare the multicast
setup. This will add a new vrf 'b2' (for building2) on Agg1 and Agg2 and routed links to the Sw1.

Verify the following:
1. Sw1 has an OSPF adjacency with 10.x.200.2 (VRF 'b2' on Agg1) and 10.x.200.3 (VRF 'b2' on Agg2).
2. PC3 has an IP address in VLAN 11
3. PC4 has an IP address in VLAN 212.
4. Perform a traceroute from PC3 to PC4, there should be 3 transit hops.

Multicast routing

The customer wants a demonstration of multicast routing in their environment with the following parameters:

IP multicast traffic exchange must be possible on any path between PC3 and PCA4.
All the RPs will be registered automatically on Sw1.

Registration is successful even when any L3 link fails on Sw1.

Initially Sw1 acts as the only RP to handle multicast traffic.

Ensure that both PC3 and PC4 can register for multicast traffic.

arLON=

When reviewing the configuration, the customer noticed a strange status of the IGMP querier on SVI11 when
comparing the output on Agg1 and Agg2. They want you to investigate and adjust the configuration.

6. The customer is worried that multicast traffic will be Layer2 flooded in the VLANs 11 and 212, your
configuration should prevent this flooding.
7. The multicast traffic can be tested on PC4 by running 'ASTS-lab09-PC4-mcast-tx.cmd'.
a. Transmit multicast traffic to 239.1.212.1.
b. On PC3, run 'ASTS-lab09-PC3-mcast-rx.cmd' to start the multicast receiver and enter
239.1.212.1 to join the multicast.
8. The customer wants you to demonstrate:
a. The number of multicast flows registered at RP Sw1.
b. The number of Register and Register Stop messages on the RP and explain the purpose of
these messages.
c. The exact active reverse path, hop by hop, of this multicast flow from PC3 to PC4, including
the status on the Layer2 switched VLANSs.
d. The active path of the multicast by entering a command on Agg2 vrf 'b2' context that shows
the 239.1.212.1 multicast using 10.x.11.3 as the last hop router.

Now that multicast routing is working, they are worried that the centralized RP may become overloaded at
some point in the future.

1. Adjust the configuration so that Agg1/Agg2 (vrf 'n2') would become the RP for 239.1.212.0/24 range
of multicast addresses.
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2. Demonstrate the election process and that there are no more REGISTER messages received on Sw1
when PC4 starts a new multicast stream.

VSX node reboot: The customer tests a VSX node reboot and notices it takes some time before the multicast
traffic is resumed. Correct the configuration and demonstrate that a VSX node reboot woud have minimal
impact (less than a second) on the multicast traffic.

Filtering: The customer wants to ensure that the clients connected to SVI11 cannot join multicasts in the
239.1.2.0/24 range, since this range will be used by some security cameras. They expect you to demonstrate
the filtering and show the number of dropped join packets on SVI11.

Clients connected to VLAN11 should not be able to join 239.1.3.0/24, even if the source is be connected in
the same VLAN11.

Lab Diagram
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Task 1: Load the start configurations

Objectives
— Load the start configuration for Agg1, Agg2, Sw1 and Sw2.
Steps
Introduction
You will first load the required start configuration.
1. On PC1, open Desktop > ASTS folder and run ASTS-Lab09-multicast-initial-setup.cmd
These commands will:
— Configure Agg1 and Agg2 with a routed link to Sw1
— Configure VRF 'b2' on Agg1 and Agg2

NOTE: If you prefer to manually apply the settings, navigate to the PC1 >
Desktop > ASTS > config folder. You can open the files asts_cfg_lab09-
init_<device>.txt and apply the content to the respective devices.

Explore the environment

2. On Swi1, review the OSPF neighbors. There should be 2 new OSPF neighbors: 10.x.200.2
and 10.x.200.3

3. On Agg1, review the IP routing table of the VRF default. All routes should be visible,
including the routes of the 'building2', since they are exchanged via OSPF by the Sw1 router.
Look for the 10.x.212.0/24 route.

4. On PC3, verify the IP address. It should have an IP address in the 10.x.11.0/24 subnet.

5. On PC4, renew the IP address. It should receive an IP address in the 10.x.212.0/24 subnet.
Take note of the IP address.

NOTE: .In the rest of this lab instructions and output, the PC4 IP address is
listed as 10.x.212.z (z for the host IP)

6. On PC3, perform a tracert -d to the PC4 |IP address (in 10.x.212.0/24 subnet). The trace
should show:

Example on PC3 (this output shows PC4 as IP 10.x.212.2):
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Agg1 or Agg2 in VRF default
— Sw1 (10.x.41.4 or 10.x.42.4)
— Agg1 or Agg2 in VRF b2
- PC4
7. This means you have a fully routed topology with 5 logical routers:
Agg1 (default) / Agg2 (default) / Sw1 / Agg1 (b2) / Agg2 (b2).

In the next task, remember that these are the logical routers. When you need to complete a task on all
logical routers, it means you need to configure:

— Agg1 (VRF default)

— Agg?2 (VRF default)

— Swi1

— Agg1 (VRF b2)
— Agg?2 (VRF b2)
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Task 2: Configure PIM SM

Objectives
— Configure BSR election
— Configure PIM SM Interfaces
— Configure single RP

Steps

Configure the C-BSR

1. Sw1 acts as the central router, configure it as Candidate BSR using the loopback 0 IP
address and BSR priority 200.

2. Enable all Layer3 interfaces for multicast on Sw1.
3. Review the enabled PIM interfaces on Sw1

Enable PIM-SM on all routing devices

On the 4 other logical routers, enable PIM SM on all the Layer3 interfaces.

NOTE: Feel free to use the ASTS_cfg_lab09-steps.txt document from PC1 >
Desktop > configs. It contains these configuration snippets so you can paste
this into the devices.

4. On Agg1(default)
5. On Agg1, verify the enabled PIM interfaces
6. On Agg2(default), enable the interfaces and verify the enabled interfaces.

7. On Agg1(b2), enable the interfaces and verify the enabled interfaces.
8. On Agg2(b2), enable the interfaces and verify the enabled interfaces.

9. On Swi1, verify you have 4 PIM neighbors.
10.0On Agg1(default) review the elected BSR
Q: Which system is supposed to be the elected BSR?

A: Only Sw1 has been configured as the Candidate BSR, so Sw1 (10.x.0.4) should be the elected BSR.
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Q: When is the next BSR message expected?

A: The system will show the maximum timer, the BSR will send an update message every 60 seconds.

11.0n Agg1, you may also review the PIM status a specific VRF or for all the VRFs

Configure Sw1 as C-RP
12.0n Agg1(default), review the current RP list.

Q: Is there any RP available in the current setup?

A: No, none of the systems has been configured as a Candidate RP, so there will be no Elected RP.

13.Configure Sw1 as a candidate RP with priority 210 using the loopback 0 IP.
14.0n Agg1(default), review the RP list.

NOTE: The RP Set is updated as part of the BSR message, so it may take up
to 60 seconds to see the latest list. You can use the 'repeat’ function to wait for
the BSR update.

15. Verify that Sw1 is listed as an RP.
Q: What is the default multicast group address and group mask that an RP will handle?

A: 224.0.0.0 240.0.0.0 (224.0.0.0/4)
16.0n Sw1, review the multicast summary for PIM-SM.
Q: How many PIM SM Interfaces are enabled? How many PIM SM neighbors are there ?

A: Sw1 has 5 interfaces and 4 neighbors.
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Task 3: Configure IGMP and Verify Multicast operation

Objectives

— Configure IGMP Querier

— Configure IGMP Snooping

— Use mtrace

— Perform a trace of the multicast traffic between PC3 and PC4 on Sw1
Steps
IGMP Querier

The IGMP Querier is a Layer3 function that will be enabled on the client connected subnets. The IGMP
querier will query if any endpoints are registering to receive multicast streams. This will be used by the PIM
protocol to request the multicast forwarding in the routed network.

1. On Agg1, enable the IGMP Querier on the endpoint-facing SVIs (SVI 11,212).
2. Repeat this configuration on Agg2.

3. On Agg1, verify when the IGMP Querier election has completed, repeat the command until
the SVI has either the 'Querier' or the 'Non-Querier' state.

4. Review the IGMP querier state on Agg2 as well.

Q: Why did Agg1 win the IGMP querier election for SVI 2127
A: Agg1 interface IP address is lower than the Agg2.
Q: What do you observe for SVI 117

A: In the IGMP output, you may see that the device is Non-Querier, but the Querier IP is still listed as [this
switch].

Q: What is causing this behavior?

A: For SVI 11, you have configured the 'Virtual Active Gateway' function on VSX, so both Agg1 and Agg2
have the same SVI IP address. This was configured during the VSX Lab activity. The 'Virtual Active Gateway'
(using a single IP for SVI and Active Gateway) is not supported with IGMP services , so you need to
configure the normal Active Gateway on SVI11 (using a unique physical IP for each node and a 3th IP
address for the Active Gateway function).

Configure SVI 11 as normal Active Gateway with unique SVI IP per node.

TIP: If you would have removed the SVI IP address instead of changing it, you need
to apply the SVI OSPF configuration again.

Rev 20.41 | © Copyright 2020 Hewlett Packard Enterprise Development LP | Confidential — For Training Purposes Only

180
a Hewlett Packard

Enterprise company



© NFO

9.

Aruba Advanced Switching
Troubleshooting and Solutions
Lab Guide

On Agg1, review the current configuration of SVI 11 (so you can copy/paste the active
gateway commands in the next step)

On Agg1, disable Active Gateway IP on the SVI 11 and apply the new IP address.

On Agg2, apply the new IP address on SVI 11

On Agg1, apply the active-gateway configuration

On Agg1, review the IGMP Querier state is now 'Querier' for both SVI 11 and SVI 242.

10.0n Agg2, review the IGMP Querier state is now 'Non-Querier' for both SVI 11 and SVI 242.
Q: Is IGMP snooping enabled for these VLANs?

A: No, IGMP snooping is a different function from the IGMP Querier, it is not enabled by default.

IGMP Snooping
11.0n Agg1, review the IP IGMP snooping default status.
12.0n Agg1, enable IGMP Snooping on VLANs 11 and 212.

TIP: You can use a VLAN range command for the IGMP snooping configuration.

13.0n Agg1, verify the IGMP snooping status again, you should see that VLAN 11 and 242 are

now enabled for IGMP snooping.

14.0n Agg1, review the IGMP Querier status, it should also show that IGMP Snooping is

enabled for the VLAN:

15. On Agg2, enable IGMP Snooping on VLANs 11,212 and verify the status.

16.0n Sw2, enable IGMP Snooping on VLANs 11,212 and verify the status.

17.Sw2 is acting as a Layer2 access switch. Review the IP IGMP snooping information. You
should use the 'repeat’ function until the IGMP Querier has been detected.

Q: What is the IGMP Querier IP that was discovered by Sw2?

A: Since the IGMP Querier sends out IGMP packets, the access switch Sw2 can detect that this is the Agg1
switch SVI address.

Test Multicast and verify status on Sw1

In this section, you will use PC4 to transmit multicast test packets to destination 239.1.212.1.
This traffic will be detected by the closest router and forwarded to the RP, in this case Sw1.
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Since there are no listeners at this moment, Sw1 will signal that the packets no longer need to be forwarded.

Test without multicast receiver
Review status before starting the multicast transmitter
18.0n Swi1, review the number of Received (RX) 'Register' and Transmitted (Tx) 'Register Stop'
messages.

NOTE: The Rx Counters are listed after the Tx Counters in the output.

NOTE: Even though you have not started a multicast, you may already see
some register messages. This is due to the Windows client that will send

multicasts to 239.255.255.250, this is done by SSDP service and part of the
UPnP discovery. You can ignore these during the lab.

19.0n Swi1, review the multicast summary, look for the number of multicast flows on this RP.
Q: How many multicast flows have been registered with this RP?

A: We would expect 0, but you could notice a flow due to a the Windows client SSDP multicast transmission.
Just take note of the current number.

20.0n both Agg1 and Agg2, review the active multicast routes in the VRF b2. The expected
output is that there are no active flows at the moment.

21.0n PC4, run the 'ASTS-lab09-PC4-mcast-tx.cmd' file. Enter multicast IP 239.1.212.1 as the
destination IP. This will generate 1 multicast packet per second and report status every 5
seconds.

Review status after starting the multicast transmitter.
22.0n both Agg1 and Agg2, review the active multicast routes in the VRF b2 again.

Q: What is the current states?

A: The state of the 239.1.212.1 Group Address is 'bridge'.

Q: What does this mean?

A: The multicast is not requested by any upstream multicast router, so it is not forwarded over any multicast

routed interfaces. This does confirm that the presence of the multicast was detected by the PIM router on the
transmitting VLAN.

23.0n Swi1, review the statistics of the PIM SM RP.
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Q: How many flows have registered with this RP?

A: You should notice that there is 1 additional flow registered compared to the previous output.

24.0n Swi1, review the Loopback0 PIM statistics

Q: What type of packet counter has increased on the Rx Counters?
A: The RP has received a PIM register message for the new flow.
Q: What is the response from the RP?

A: Since there are no listeners, Sw1 will return a 'register-stop', the Tx Counter for 'Register Stop' should
have increased.

25.0n Swi1, review the current multicast routing table.

Q: Do you expect any multicast route flows in the current state?

A: Since there are no receivers active, there should be no active multicast routes.

The multicast receiver is connected to SVI11, on Agg1(VRF default) and Agg2(VRF default). These devices
connect using SVI 41 and SVI 42 to Sw1. Since the receiver is currently not active, no 'join' messages should
have been sent at this point.

26.0n Agg1, review the IP multicast routes for the default VRF. Repeat this for the VSX-peer.
You may notice the 239.255.255.250 multicast (Windows SSDP), but the 239.1.212.1
multicast should not be in the list.

Test with multicast receiver
27.0n PC4, verify that the Multicast tx is still running.

28.0n PC3, run the 'ASTS- lab09-PC3-mcast-rx.cmd' and enter the multicast address that PC4
is currently using as destination (239.1.212.1).

29.PC3 IPerf should report every 5 seconds about the received packets.

NOTE: If no traffic was received, review your PIM and IGMP configurations.

NOTE: The first report may show some lost packets, the next reports should
show about 5 packets.
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Review the status of the multicast route

In the next steps you will explore the status of the multicast flow on the devices.

You will use this order:

- Sw2 of the multicast receiver: review the IGMP Snooping.

- Agg1/Agg?2 (default VRF) of the multicast receiver: IGMP Querier and IGMP Snooping.
- Agg1/Agg?2 (default VRF) of the multicast receiver: Multicast routed/bridged tables.

- Sw1: Multicast routed tables.

- Agg1/Agg?2 (b2 VRF): Multicast routed tables

Sw2 - IGMP Snooping

30.0n Sw2, PC3 is connected to Layer2 VLAN 11. Review the detailed IGMP snooping for
VLAN11.

Q: What do you observe?

A: Sw2 IGMP snooping has detected the multicast, it is currently filtered and only forwarded to port 1/1/27
(PC3 connected port).

Agg1 - Agg2 IGMP Querier

31.0n Agg1, review the active groups for the IGMP Querier on SVI 11. You should observe that
your multicast group was detected by the IGMP Querier

32.0n Agg1, repeat the command for the VSX peer. Agg2 should also have detected the group.

Agg1 - Agg2 IGMP Snooping

While the IGMP Querier will trigger the PIM multicast routing to forward the multicast to this Layer3 interface,
the IGMP Querier does not know which Layer2 interfaces in the current VLAN should receive the multicast.
This is handled by the IGMP Snooping process.

33.0n Agg1, review the IGMP snooping information for VLAN11 with the detailed information.
Q: What port will Agg1 forward the multicast on inside this VLAN11?

A: Since the multicast receiver is connected to Sw2, using LAG2, the 'lag2' interface should be listed here.
34.0n Agg1, repeat the command for the VSX peer to confirm it has the same information.

Agg1 - Agg2 PIM Multicast Routing

Based on the IGMP Querier, the DR PIM Router on the SVI 11 will send an upstream request to forward the
multicast stream.
First review which system is the active DR for PIM on the SVI 11.
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35.0n Agg1, check the PIM SVI 11 interface and repeat this for the VSX peer

Q: What do you observe?

A: The currently active PIM DR on SVI 11 is Agg2, based on the highest interface address.

36.0n Agg1, now review the multicast forwarding table in the default VRF. Repeat this for the
VSX peer.

Q: What do you observe for your multicast stream?

A: The PIM DR (Agg2) has a 'route' entry in the forwarding tables. It receives the multicast over SVI 42. The
Agg1 has a 'bridge' entry in the forwarding tables, it receives the multicast over SVI 11.

Q: What does this mean?

A: You have not configured VSX active-active PIM at the moment, so only 1 VSX node (the one with the PIM
DR role on the subnet) has requested the multicast stream on the uplink router Sw1. The other node (Agg1 in
this example) will still detect the multicast on the receiver subnet as 'bridged' traffic.

37.0n Agg1, review the mroute details by entering the group address and the source IP of PC4
(10.x.212.z > z is the current host IP of PC4). Repeat this for the VSX peer.

Q: What do you observe?

A: Only the PIM DR (Agg2) has a Downstream interface, VLAN11. Agg1 is not forwarding this stream.

Sw1 router
38.Now investigate the status on Sw1. Review the mroute tables.

Q: What is the incoming interface?

A: SVI 241 or SVI 242.

39.0n Sw1, review the details of the route.
Q: What do you observe?

A: The multicast is forwarded over SVI42. This is in line with the collected information of
Agg1/Agg?2 (default VRF) in the previous steps.

Agg1/Agg2 (b2 VRF)
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40.0n Agg1, review the mroute tables of the 'b2' VRF. Repeat for the VSX peer.

Q: What do you observe?

A: 1 node has the multicast as 'bridge' state, while the other node has the multicast as 'route' state.

41.0n Agg1, review the details of the route, using PC4 IP as the source IP. Repeat this for the
VSX peer.

Q: What do you observe?
A: 1 node is routing the multicast to Sw1 over the SVI 241 or SVI 242 interface.

This concludes the step by step detail review of the multicast.

Test with mtrace
AOS-CX has a multicast trace tool that allows administrators to trace the current multicast routed path of a
multicast in the network. It can be run locally and for remote diagnostics.

You will first explore the routed path from the multicast receiver Last Hop Router (LHR), this is Agg2 (default
VREF) in this lab.
Local traces

42.0n Agg2, run mtrace with your group and enter the transmitter (PC4) source IP address. This
should reveal the same path as what you explored in the previous section.

43.0n Agg1, repeat this command.
Q: What is the output?

A: For Agg1 (default VRF), there is no active route, the flow will be reported in 'bridge’ state.

44.0n Sw1, repeat this command, this should reveal the path the Agg2 (b2 VRF)

45.0n Agg1 and Aggz, repeat the command in the 'b2' VRF context. 1 node will reveal that the
source is directly connected, the other node will report that the flow is in bridged state.

Remote traces

It is also possible to use mtrace remote. You will now use Agg2 (b2 VRF) to achieve the same information as
the previous steps.
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46.0n Agg2, run the mtrace in the VRF b2, but specify the 'Last Hop Router' in the command.
Use the Agg(default VRF) as the LHR

Q: What do you observe?

A: The mtrace will send the request to the 10.x.11.3 LHR, this router will perform the trace and the results are
reported back. The output is the same as if it would run locally on the LHR.

47.0n Agg2, run the mtrace with the Sw1 as the LHR. The output should match the output from
Sw1 in the previous steps.

Optional: PIM Diagnostics Dump

In case detailed information is required on a multicast router, it is possible to perform a diagnostic dump of
the PIM tables.

The output can be reviewed on the switch locally or it can be saved and uploaded to an external host for
review.

48.0n Sw1, perform a diagnostic dump locally.

NOTE: This will produce a lot of output. In the next step, an upload to the
TFTP server will be used.

49.0n Sw1, perform a diagnostic dump to a local file and upload the file to the TFTP server
(10.251.x.91).

NOTE: You may need to verify that the TFTP server is running on PC1.

50.0n the PCA1, in the TFTP folder, open the pim-sw1.ixt file. Look for 'piminfo vrf default rp'.
This will list the currently registered groups with this RP.
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Task 4: Configure distributed RP

Objectives
— Configure regional RPs
— Verify RP set
— Verify RP operation with network trace on Sw1
Steps
Configure regional RP
1. Configure Agg1(b2) as C-RP for the 239.1.212.0/24 multicast range.
2. Repeat this for Agg2(b2)

3. Verify on Sw1 that the RP-SET was updated. Use repeat until the list is updated, this may
take a few moments.

Verify the registration traffic on the regional RP

Since the RP-SET was distributed and the RP for 239.1.212.0/24 is now inside the 'b2' zone, any new
multicast transmissions to 239.1.212.0/24 should not trigger a registration with Sw1 anymore, since they will
be registered with Agg1(b2) or Agg2(b2).

This means that a regional RP can reduce the control traffic between the sites.

However, when a client in the other building requests the multicast traffic, it will still pass the Sw1.

4. On Swi1, review the current Rx RP Register counters of LoopbackO

5. On Agg1, review the current Rx RP Register counters of Loopback2, repeat this for the VSX
peer

6. On PC4, start a new mcast transmission to 239.1.212.11.
7. On Sw1, repeat the LoopbackO counters command. The counter should not have increased.

8. On Agg1, repeat the counters command and the VSX-peer counters command. The RX
Register counter should have increased.

Rev 20.41 | © Copyright 2020 Hewlett Packard Enterprise Development LP | Confidential — For Training Purposes Only

188
a Hewlett Packard

Enterprise company



Aruba Advanced Switching
Troubleshooting and Solutions
Lab Guide

Optional Task 5: Understand the MAC - IP Multicast relation

Objectives
— Understand the Ethernet MAC to IP Multicast relation
— Understand the risk of the mapping model

Steps

Explore the Multicast IP to Ethernet mapping

The last 23 bits of a multicast IP address are used to form the Ethernet multicast destination address. Let's
review this on PC4

1. On PC4, start a mcast-tx to 239.1.1.1

2. Start wireshark on PC4, and capture the Lab NIC traffic for a few seconds, stop the
Wireshark trace.

3. Select a packet with destination IP 239.1.1.1, review the packet contents panel.
Q: What is the destination Ethernet MAC address?

A: The destination MAC is 01:00:5E:01:01:01. (IPvdmcast block).

Q: What is the IPv4 Multicast range? How many significant bits define that this is a multicast address?

A: 224.0.0.0/4, 4 bits.

Q: Only the last 23 bits of the Multicast IP are used for the Multicast Ethernet address. What does this mean?

A: This means that several IP multicast addresses are actually using the same Ethernet MAC address.

4. Start a new transmission to destination 238.1.1.1.
5. Start a new Wireshark trace and stop it after a few seconds. Stop the multicast transmission.
Q: What is the destination MAC address?

A: The destination MAC is 01:00:5E:01:01:01. (IPvdmcast block).
Q: What would happen when both 238.1.1.1 and 239.1.1.1 are transmitted on the network?

A: In case both multicast transmissions would be active, the Layer2 switches cannot differentiate between
this traffic.
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Task 6: VSX Multicast Failover

Objectives
— VSX PIM active-active
— Understand the VSX Multicast Routing failover
— Understand the VSX PIM Proxy
— New registrations during the failover
Steps
VSX Active Active Configuration
In the current state of the lab, when the PIM DR would go offline, it would take time for the PIM router on the

other node to detect this and become the PIM DR for the subnet.

In VSX, a PIM feature that is known as 'active-active' can be used for fast failover. When the feature is
enabled, both nodes will actively join the multicast stream on the upstream router. This means that the
multicast traffic is actually received by both nodes.

One VSX node will still be the DR, but the other node will get the role of proxy DR. This means it will not
actually forward the traffic on the client subnet, but it is 'hot standby' to take over.

In this task, you will explore the active-active feature configuration and operation.

1. On Agg1, the primary VSX node, configure active-active on both default and b2 VRF
contexts for router PIM.

2. On Aggz, repeat this configuration

Understand the VSX Multicast Routing failover

In this section you will explore how VSX handles multicast traffic during a node failover.

VSX PIM active-active feature ensures that each VSX node will be actively joining upstream multicast
streams.

In the lab topology, this means that both Agg1(default) and Agg2(default) PIM routers will notify Sw1 that
they need to receive the multicast stream.

In the previous tasks you have seen that only the PIM DR would register with the upstream router, so that
behavior will change now.

Only 1 node will actively forward the stream on the endpoint Layer3 interface, this is known as the active DR.
The other node will be in 'standby' mode, this status will be the 'proxy-DR'.

You will now explore this mechanism and verify the failover by monitoring the traffic on the PC3 client.

First you need to identify your VSX node Layer3 MAC address.
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3. On Agg1, take note of the MAC address.
4. On Agg1, repeat this for the VSX peer and note the MAC address of Agg2 SVI11.

5. On Agg1, review the currently active PIM DR on the multicast receiver SVI 11. Repeat this
for the VSX-peer. Notice the 'Proxy DR' value.

6. On Agg1, you can also use the brief option

Q: Which switch is currently the active PIM forwarder?

A: Agg1 is currently the active forwarder, it has the 'proxy DR' value as 'false’, while Agg2 has it as 'true'.

Now verify this information on the client side.
7. On PC4, start a mcast tx to 239.1.212.1.
8. On PC3, start a mcast rx for 239.1.212.1.
9. On PC3, start a Wireshark trace and stop it after a few seconds.
10.0n Pc3, in the Wireshark trace, select one of the received multicast packets.

Q: What is the source MAC address for this multicast frame?

A: It should be the same as the currently active VSX node forwarder.

11.0n Sw1, you can now verify that both nodes have joined the multicast group. First list the
group and the source address in the multicast routing table.

12.0n Sw1, now review the details of this source group combination.
Q: What do you observe?
A: Previously, only SVI 42 was listed as the downstream interface. Due to the active-active configuration,
both VSX nodes have now joined the multicast and both SVI 41 and SVI 42 are listed as active downstream
interfaces.
Now complete your review by checking the same multicast routing entries on Agg1 and AggZ2.

13.0n Agg1, review the details of the group / source combination. Repeat this for the VSX peer.

Q: What do you observe?

A: Both nodes have the SVI 11 state as 'forwarding'. The Proxy DR is not really forwarding yet, but it is ready
to take over when the DR would go offline.
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Verify the failover

You will now verify that the 'proxy DR' is really a 'hot-standby', since it has joined the upstream PIM router
for this multicast stream.

In this section you will explore the impact of a VSX node failover on the multicast routed traffic.
In the previous section you have found the VSX node that is currently forwarding the traffic.

14.0n the current DR Proxy node (the node with 'proxy DR: true' node), run these commands:

15.0n PC3, start the Wireshark again and leave it running. You should observe incoming
multicast traffic about once every second.

16.0n the currently active VSX node, save the configuration and reboot the system.
17.Switch to the PC3.

Q: Did the multicast stream stop?

A: No, it continued virtually uninterrupted.
18. Stop the Wireshark trace. Review the source MAC address of the last multicast packet.
Q: What do you observe?

A: The source MAC address has now changed to the MAC address of the other VSX node. This
demonstrates the seamless failover of multicast traffic with the VSX system.

19.0n the 'other node' connection, stop the repeat.
Q: Did the 'proxy DR' state change?

A: Yes, this system is now the active forwarder.
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Task 7: IGMP ACL

Objectives

— Understand how to configure an IGMP Querier ACL
Steps
IGMP Querier ACL

To control the IGMP joins, the IGMP Querier can be configured with an ACL. This ensures that only the
authorized IP Multicast groups can be joined using the configured IGMP Querier.

1. On Agg1, define an IP ACL that denies the multicast range 239.1.2.0/24 (as destination IP),
permit any other traffic and enable the vsx-sync.

2. Apply this ACL on the SVI 11 to IGMP.
3. Repeat this configuration on Agg2.

NOTE: The ACL will process new joins, it will noi take effect on existing
multicast flows.

Verify normal flows operate fine.

4. On PC4, configure a mcast tx to 239.1.212.3 (some new multicast address, since the filter
does not apply the existing flows)

5. On PC3, use mcast rx to join 239.1.212.3. Verify you receive traffic.

Verify 239.1.2.0/24 flows are blocked.
6. On PC4, configure a mcast tx to 239.1.2.1
7. On PC3, use mcast rx to join 239.1.2.1. Verify the traffic is not received.
8. On Agg1 review the IGMP counters for VLAN11 and for the VSX-peer.

Q: Do you observe any dropped packets by ACL?

A: Yes, both Agg1 and Agg2 will show dropped packets.

IGMP Snooping ACL

The filtering can also be applied at the IGMP snooping level.
In this example, you will apply the filter on Sw2 for the range 239.1.3.0/24.

9. On Sw2, define an IP ACL igmpsnoop, permit any other traffic.
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10.0n Sw2, apply this 'igmpsnoop' ACL to the VLAN 11 IGMP snooping
11.0n PC4, start a mcast tx to 239.1.3.1.
12.0n PC3, attempt to receive mcast 239.1.3.1, it should not receive the multicast traffic.

13.0n Sw2, review the IGMP snooping counters for VLAN11. You should observe that the
'Packets dropped by ACL' has increased.

IGMP debug
14.0n Sw2, enable debugging for 'igmp config'.
15.0nSw2, enable terminal-monitor for severity debug and filter on '239.1.3'
16.0nPC3, attempt to join mcast 239.1.3.2.
17.0n Sw2, review the debug output. You should see matched by ACL messages.

This concludes the IGMP ACL task.

18.0n Sw2, disable all debugging.
19.0n Sw2, assign PC4 port to VLAN 12
20.0n PC4, release and renew the IP address, it should get a 10.x.12.0/24 IP address.

21.0Optional step: On Agg1, Agg2, Sw1 and Sw2 create a new checkpoint 'asts-lab09-<your
name>'

This concludes the multicast lab.
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Lab 10: Quality of Service

In this lab you will review the QOS features on the AOS-CX platform.

Objectives
— QOS Policies to remark traffic
— Apply QOS Cos and DSCP mappings
— Rate limiters and Traffic shaping

Requirements

This lab requires completion of Lab 09.
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Scenario

The customer wants a demonstration of how to control the QOS marking and queuing of TCP 8000 traffic
sent by PC4 to PC3.

1. To test traffic from PC4 to PC3:
a. On PC3, start ASTS-Lab10-PC3-qos-rx.cmd
b. On PC4, start ASTS-Lab10-PC4-qos-tx.cmd and enter the PC3 IP address.

2. On Sw2, the customer requires a QOS policy on port 1/1/4 for the PC4 TCP 8000 traffic to remark the
DSCP mark to CS1 and the 802.1p mark to 2. They also want to see how many packets match the

policy.

3. Prove to the customer the traffic remark was done.
a. Prove the remark when the traffic leaves port 1/1/27 of Sw2 to PC3 (to Sw1). You have to
demonstrate a live packet trace in the SSH session that shows the CS1 mark for this traffic.

4. After reviewing the queue statistics on the Aggregation switches, the customer has the impression
that the test traffic is not handled by the correct queue. Demonstrate to the customer the COS and
DSCP mapping tables and demonstrate that traffic can be mapped based on the COS or DSCP
value. The final configuration should assign the queue based on the DSCP value.

5. While the customer is now pleased that the Aggregation switches perform the correct queuing based
on the DSCP mark, they have noticed that the Sw2 uplink LAG connected to the Aggregation
switches is not handling the test traffic based on the correct queue, even though the DSCP trust is
configured. They need to you investigate and correct the Sw2 configuration, so that the PC4 traffic
that leaves Sw2 to the Aggregation switches is also placed in the correct queue (0).

6. The customer plans to transport the traffic coming from a partner company over their network. They
want to ensure that the partner company application will not consume too much bandwidth in their
network. On the Aggregation switches, configure a rate limiter for the test traffic (TCP 8000, tested
from PC4 to PC3) that limits the inbound bandwidth from Sw2 to 20Mbps for this traffic and a burst of
20KB. The rate limiter should remain effective when either VSX node is rebooted.

7. After testing the rate limiter, the partner complains that the configured rate limiter does not allow the
configured bandwidth (20Mbps), it barely reaches 5-10Mbps. They want you to adjust the Sw2 uplink
configuration (the LAG to the Aggregation switches) to be in line with the Aggregation rate limiter so
the full bandwidth (20Mbps) can be used.

Finally, the customer wants you to change the rate limiter from 20Mbps to 10Mbps on the Aggregation
switches, and the partner should be able to use the full 10Mbps bandwidth without making any change on the
Sw2 side.
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1: QOS Policies

Objectives

— Configure QOS Policies to remark traffic
— Explore interface and Queue statistics

— Traffic mirroring to monitor Qos marks

Steps

Review default queuing and QOS maps

1.

On PC3, open the ASTS folder on the desktop and start ASTS-Lab10-PC3-qos-rx.cmd.

Take note of the PC3 IP address in the output.

On PC4, open the ASTS folder on the desktop and start ASTS-Lab10-PC4-qos-tx.cmd.

Enter the PC3 address as the target.
On PC3, verify traffic is received in the TCP8000 iperf.

4. On both Agg1 and Agg2, clear the int 1/1/2 statistics.

On both Agg1 and Agg2, show the interface 1/1/2 queue statistics.

NOTE: The iperf traffic will use either the path via Agg1 or Agg2. In the next
sections, you only need to review the statistics on the actual Aggregation
switch that handles the traffic (either Agg1 or Agg2).

Q: What do you observe?

A: Q1 is handling most of the traffic

Q: Historically, Q2 would be used for the default (best effort) traffic. Why is Q1 used now for the best effort

traffic?

A: The standard has been updated, so only 1 value is used now for Background (Scavenger) traffic (queue O
by default). Value 1 is now used for Best Effort traffic, value 2 is used for 'Excellent Effort'.

6.

On Agg1, review the qos cos-map.

Q: To what local priority is the 802.1p value 2 mapped?

A: It is labeled 'Excellent Effort' and assigned to local priority 2.

Q: To what local priority is 'Best_Effort' mapped?

A: To local priority 1.

7.
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Q: To what local priority is CS0 (no marking / default) mapped?

A: This is considered Best Effort, it is mapped to local priority 1.

8. Review the qos queue-profiles and review the queue-profile named 'factory-default' to see
the local priority to queue mapping . By default, there is a one-to-one mapping for the local
priority to a queue.

Configure QOS Policy on Sw2

Define a new policy on Sw2 (the access switch that receives traffic from PC4) that will control the inbound
TCP8000 traffic on port 1/1/4.

Initially you will just remark the traffic, next you will apply more controls.

9. On Sw2, define a class 'bulk-data' that matches any traffic to TCP port 8000. Enable the
count option.

10.0n Sw2, define a policy 'asts-qos' that assigns the class 'bulk-data' the DSCP value CS1 and
PCP value 2.

Q: What does the PCP indicate?

A: The Priority Code Point is the 802.1p mark in a Layer2 tagged frame. This is used by the COS trust model.

NOTE: In a real deployment, only 1 method is typically used to mark the traffic.
In this lab it is only applied to demonstrate the different QOS trust modes.

11.0n Sw2, apply the policy inbound on port 1/1/4.

Verify the Remark - last hop switch

In the real world, you may need to proof the remark at the last hop switch before it reaches the endpoint. This
can be achieved use a traffic mirror.

First you will review the mirror.

12.0n Sw2, configure mirror session 1. Ensure the destination is set to CPU and that the mirror
is enabled.

IMPORTANT: Remove any other source interfaces that may be present, such
as lag255.
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13.0n Sw2, verify the current configuration of the mirror 1

14.0n Sw2, define a policy 'qos-mirror' that matches class 'bulk-data' and applies action 'mirror
1'

15. Apply the policy on 1/1/27 in the outbound direction (remember PC3 is connected on this port
via VLAN11 on Sw1 as Layer2 'pass-through’).

16. Review the mirror 1, repeat the command after about 10 seconds.

"

Q: Do you see the 'Output packets' counter increase?

A: Yes, the TCP8000 packets of the iperf session are now mirrored.

17.Run a local tshark on Sw2 for a few seconds, then stop it again using CTRL-C. You will get a
lot of output for a few moments.

18.Review the last packet in the trace. Scroll up to see the TCP (Transmission Control Protocol)
and IP (Internet Protocol) section of the packet.

Q: What is the TCP destination port number?
A: 8000
Q: In the IP section, what is the DSCP value of the packet?

A: The packet has DSCP value CS1. This confirms that the DSCP remark was done.

Default Queue and Trust modes

19.0n the Agg switch that handles the traffic (either Agg1/Agg2, see the previous statistics
output), clear the port 1/1/2 statistics and check the queue statistics for 1/1/2.

]# clear interface 1/1/2 statistics

Q: What do you observe?

A: The traffic is not automatically assigned to a local priority, so it is handled by the default queue, even
though the traffic has a custom COS and DSCP mark.

20. Review the default global and interface QOS trust mode on Agg switch.
Q: What is the default mode?

A: Trust mode is set to none.
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Verify the impact of the QOS trust modes.

21.Apply global trust mode 'cos' on Agg1. Clear the statistics and verify the queue assignment
on the Agg switch that handles the traffic.

Q: What do you observe?

A: The switch will now use the 802.1p PCP COS value and the cos-map. Traffic will be handled by Queue 2
as a result.

NOTE: You can also set the QOS trust mode at interface level, this overrides
the global level.

22.Set the global trust mode to DSCP. Clear the statistics and verify the queue assignment.

|qos trust dscp

# clear interface 1/1/2 statistics
# show interface 1/1/2 queues
# repeat count 5

NOTE: QOS trust DSCP is the best practice.

23.Repeat the QOS trust dscp configuration on Sw1 and Sw2 to ensure all devices trust DSCP.

On Sw2, you will now review the local traffic handling.
24.0n Sw2, clear the current session statistics of LAG255.
25.Review the queue statistics of the LAG 255 and the member ports.

Q: What do you observe?

A: AOS-CX will automatically combine the statistics of the members ports for the aggregated port.
Q: What queue is use to transmit the traffic?

A: Q1, the Best Effort queue.

26.Update the 'asts-qos' policy configuration so the traffic is not only remarked with DSCP but is
also handled by Queue 0 (local priority 0). Remove the PCP action.

27.Verify the policy configuration
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28. Verify that the traffic is now handled by the correct queue based on your local priority
configuration.
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Task 2: Rate limiter and Traffic shaping
Objectives

— Understand methods to control bandwidth
Steps
Inbound Rate Limiters

When traffic is received from a partner or untrusted source, a rate limit can be applied to control the volume
of the traffic.

In this task you will explore the impact or rate limiters.
First you will configure the Aggregation switches to apply a rate limiter to the bulk-data. While doing so you
will get some experience to troubleshoot some VSX synchronization scenario's.

Define the Rate Limiter on the Aggregation VSX

1. On Agg1, define the class 'bulk-data’ for any to destination TCP8000. Enable the count
option for this rule.

2. Define a policy 'asts-qos'.

3. Assign class 'bulk-data’ with the 'cir' action. Set it to 20.000 kbps, set the cbs (burst size) to
20000. Any excessive traffic must be dropped.

4. Apply the policy to the LAG2 in the inbound direction.

Troubleshoot the VSX-sync

Review the VSX sync status
5. Review the VSX-sync.
Q: What is the Error State?

A: The system shows 'Missing reference error'
Q: What does this mean?

A: Configuration objects may contain references to other configuration objects. When a configuration is
synchronized and it points to an object that was not synchronized, a reference error can be observed.

6. Let's review the peer differences.
Q: What line is different?

A: The policy line is applied on Agg1, not on Agg2
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7. On Agg2, review the defined policies.
Q: What do you observe?

A: There is no policy.

8. On Agg1, update the policy with the vsx-sync command.
9. On Agg2, review the VSX sync and the current configuration of the interface LAG255.
Q: What do you observe?

A: Agg2 reports that the qos policy is being processed.

10.0n Agg1, enable the vsx-sync command on the 'class ip bulk-data' class object.
11.0n Agg2, review the VSX sync

Q: Are there any errors reported?

A: The Error state is 'None', all configurations have been synced successfully now.

12.0n Agg2, review the current configuration of the interface LAG255 and review the peer
differences.

Q: What do you observe?

A: Agg? running configuration contains ! references about the QOS policy. The active configuration does not
match the running configuration and must be reset.

Q: What does this mean?

A: Even though you have corrected the configuration issue, a policy reset command must be issued to re-
apply the policy configuration.

13.0n Agg2, reset the 'asts-qos' policy.
14.0n Agg2, verify that the messages have disappeared from the running configuration.

You have now completed the rate-limiter configuration on both VSX nodes.

Verify the rate limiter
Now that the rate limiter is active, let's take a look at the effect.

15.0n PC4, review the iperf output.(check the SUM value, this is the combined bandwidth of the
streams).

Q: what is the reported SUM throughput in iperf?
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A: Currently, there is about 1-2Mbps of traffic.
Q: How is this possible, since the configuration is set to 20000kbps?

A: The inbound rate limiter has been configured with a very small burst size, so TCP suffers from this
configuration. This is typical when a service provider limits the inbound traffic into its network.

Outbound Traffic shaping

You observed that an upstream rate limiter can have significant impact on the actual TCP throughput.
In case you know that such a limiter is in place, you can configure an outbound traffic shaper, so that any
excess traffic will first be locally buffered. This reliefs the TCP retransmissions.

16.0n Sw2, configure the uplink interface LAG255 with a qos shaper of 20000kbps.
17.0n PC4, verify the impact. The iperf should now run close to 20Mbps again.

Rate limit and burst size

It is also possible to adjust the inbound burst size. Increasing this inbound burst size will have a similar effect
as the outbound shaper.

On the Aggregation layer, lower the inbound rate-limiter to 10Mbps.
18.0n Agg1, enter the 'asts-qos' policy and change the current line
19.0n PC4, review the impact.

Q: What do you observe?

A: Since the limiter is lower than the outbound shaper, the traffic is dropped on the Agg side and it is much
slower again.

20.0n Agg1, update the command and increase the cbs value.

21.0n PC4, verify the impact. Traffic should now be around 10Mbps again.
This demonstrates the rate-limiter and traffic shaper features.

22.0n PC3 and PC4, close the Iperf windows.

23.Optional step: On all switches, define a new checkpoint 'asts-lab10-<yourname>'.

This concludes the lab activity.
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Lab 11: Dynamic Segmentation

In this lab you will explore several AOS-CX authentication features and review common troubleshooting on
the RADIUS communication.

Objectives
— Configure and troubleshoot 802.1X authentication.
— Configure and troubleshoot RADIUS tracking.
— Configure and troubleshoot device profiles.
— Configure and troubleshoot User Based Tunneling.
— Configure and troubleshoot ClearPass Downloadable User Roles.

Requirements

This lab requires completion of Lab 10.
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Scenario

Sw2 will be used for all authentication configuration.

1. The customer wants you to configure 802.1X authentication on port 1/1/4 of Sw2:
- Use RADIUS server 10.252.1.23
- Use RADIUS secret aruba123.
- Test the authentication using PC4 with credentials asts-accept / aruba123.

2. The customer plans to use User Roles or RADIUS based VLANSs for both 802.1X and Mac
authentication. In case a role has a missing VLAN ID or a RADIUS accept message does not contain
a VLAN assignment, the device should be assigned to VLAN 19, a 'parking' VLAN that does not
provide any network access.

3. The customer wants you to demonstrate several configuration errors and how they can be detected.

4. Configure PC4 to authenticate using asts-employee-vsa / aruba123.

- Use debugging and network traces to demonstrate:

i. why the user cannot be authorized
ii. how the name of the returned Aruba-User role can be retrieved.
- Define this role and configure it with VLAN11.

5. The customer wants to observe what happens to the existing users when the RADIUS server is

unavailable. To enhance the demonstration:
- Configure the User role with a re-authentication timer of 30 seconds.
- Disable access to the RADIUS server (disable the uplink port on Agg1 or configure a deny
ACL for the RADIUS IP)
- Verify the behavior.

6. The customer has several critical devices. When the RADIUS server is unavailable, it is critical these
devices are still able to access VLAN 11.

- Demonstrate this after connecting a new device to port 1/1/4 of Sw2.

7. When the RADIUS server is unavailable, authenticated devices should be allowed a first re-
authentication. To test this, configure a short re-authentication timeout of 30 seconds and then block
the communication to the RADIUS server.

8. The customer also wants to ensure that the switch will automatically attempt to test the connection to
the RADIUS server every 60 seconds when the RADIUS server is not available using the credentials
radius-tracking-user / aruba123.
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The customer has a few sites that cannot be migrated to full centralized RADIUS authentication yet.
In the transition period, they plan to use local MAC authentication on the switches to assign printers to
the correct VLAN.

- Demonstrate this using port 1/1/4 on Sw2.

- Use the OUI of the PC4 MAC address to simulate a printer.

- Disable 802.1X on the port and make sure that the PC4 is authenticated with a User Role
'printer' and assigned to VLAN11.

The customer wants any devices that don't match the printer OUI MAC range are assigned the User
Role 'asts-fallback’ in VLAN11 (They understand that they can customize the role later).

The customer wants to understand what happens when a device matches both:
- alocal MAC authentication
- 802.1X authentication
- Configure port 1/1/4 and PC4 (that currently authenticates as printer based on the LMA) with
802.1X and demonstrate the onboarding order.

The customer heard good reviews about the integration of the switches with the Aruba Gateway
devices to provide firewall functions.

- Integrate the switch with the Aruba Gateway (10.x.1.6)
- ensure that traffic from an endpoint that has received the switch User role 'employee’ is
handled by the Aruba Gateway using firewall policy 'authenticated'.
- Show the debug output for:
i. the session setup between the switch and the Gateway
ii. when the user 'asts-employee-vsa' authenticates.

The customer wants to understand what happens when a switch user role is configured with a firewall
policy that does not exist on the Aruba Gateway. Demonstrate this with:

- the switch User Role 'employee’
- afirewall policy of 'sales' (this policy does not exist on the Aruba gateway)
- demonstrate the debug or log output on both the switch and the Aruba Gateway.

Since the traffic between the switch and the Aruba Gateway is transported using a GRE tunnel,
describe any impact on the MTU for the clients.
Demonstrate:
- the normal maximum MTU on a non-tunneled port (use PC3 for this test)
- how to setup the tunneled configuration so that a tunneled client can achieve the same MTU
as the non-tunneled client
i. the PC4 should be used as the tunneled client
ii. use the ping options on the PC4 client to set the 'do not fragment' option and configure
the maximum payload size.
Since QOS is important for the customer, they are worried that any tunneled traffic may not receive

the correct QOS handling in the network due to the GRE tunnel encapsulation.
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- Demonstrate that a wired tunneled client (PC4) ping to the server 10.252.1.23 is assigned to
queue 3.
i. Use the path from PC4 to the Aruba Gateway, review the queue statistics:
1. on the uplink of Sw2 to the VSX Aggregation
2. on the uplink from the VSX Aggregation to the Aruba Gateway

17. Save a pcap network trace file to PC1 that contains the GRE encapsulated traffic. This will
demonstrate both the inner (user data IP header) and the outer (GRE IP header) DSCP markings.

18. The customer also heard how easy it can be to deploy the User Roles using ClearPass.

- Configure the integration with ClearPass using credentials duradmin / aruba123.

19. The customer is aware that the integration with ClearPass is properly secured using HTTPS
connections and validated certificates. Demonstrate how to:

- Find the subject name of the ClearPass certificate that should be used in the switch
configuration

- Ensure the switch can resolve the name of the ClearPass server.
- View debug output to view an invalid RADIUS name, after certificate authentication fails.
- Successfully authenticate with the account 'asts-employee-dur' / aruba123.

Rev 20.41 | © Copyright 2020 Hewlett Packard Enterprise Development LP | Confidential — For Training Purposes Only
a Hewlett Packard

- 209
Enterprise company



Aruba Advanced Switching
Troubleshooting and Solutions

Lab Guide
Lab Diagram
RouterA
GW(7005)
1/1/4 =) 10.x.1.6/24
Windows DHCP, DNS 0/o/1 4, 0/0/2
10.252.1.21 1/1/3 —=

Server Switch

1/1/5 1/1/5
G 1/1/7 vsxlag 5
(_DJ«G) 1/1/47 2\ 1/1/47
Agg1(8325-A) ™ T Agg2(8325-8)
yyss || 116
v \J L

1/1/1

vsxlag 2

CLEARPASS
Access

~
— S 00BM Switch
ClearPass S ~ 11726
10.252.1.23 S Sw2(6300-8)
Shared secret:
aruba123 (-x_) v
N\ 1/1/4
\
\
OOBMNIC:

10.251.x.91/24 \
-

C I C I
PC1 Pca
Authentication

Client

aruvba

Rev 20.41 | © Copyright 2020 Hewlett Packard Enterprise Development LP | Confidential — For Training Purposes Only
a Hewlett Packard

Enterprise company 210



Aruba Advanced Switching
Troubleshooting and Solutions
Lab Guide

Task 1: Prepare the configuration

Objectives

— Verify access to the ClearPass host.

— Review the RADIUS test accounts table.
Steps

Configuration

Sw2 will be the target switch for all the authentication configuration activities.
1. On Sw2, verify you can reach the ClearPass host using the in-band network.

Table with RADIUS test user accounts

The accounts in the table below are test accounts that have been defined on the RADIUS server. Some of
these will be used in this lab activity, you can also use them if you want to test on your own.

IMPORTANT: This table is for your reference, you do not need to login at this
point.

All RADIUS test user accounts have been configure with password 'aruba123'.

'vsa' stands for 'Vendor-Specific Attribute'. It will return a vendor 'Aruba-User-Role' attribute.

'dur' stands for 'Downloadable User Role'. It can be used to test the ClearPass Downloadable User Roles.
'ietf" stands for standard IETF attribute assignment.

Username Settings returned by ClearPass
asts-employee-vsa Aruba-User-Role: employee
asts-employee-dur Aruba-CPPM-Role: employee (Downloadable)
asts-employee-ietf Access-Accept with IETF Attributes

VLAN

Nas-Filter-Rules
asts-reject Access-Reject
asts-accept Access-Accept only, no attributes
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Task 2: Configure basic 802.1X authentication

Objectives
— Configure the Sw2 to perform basic 802.1X authentication
— Understand the EAP frames and RADIUS packets relation
Steps
In this task you will configure the switch to perform basic 802.1X authentication, verify the access and review
the normal EAP and RADIUS statistics for an 802.1X connection.
Basic RADIUS and 802.1X configuration
1. On Sw2, define the CPPM RADIUS server 10.252.1.23 with shared secret 'aruba123', assign
it to radius group 'cppm’'.

NOTE: Sw2 will connect to the CPPM host using the default VRF, not the
mgmt VRF.

On Sw2, configure 802.1X to authenticate using the server-group 'cppm'
On Sw2, enable 802.1X authentication globally
On Sw2, on the port 1/1/4, enable 802.1X and adjust the 802.1X timers.

Define VLAN 19 with description, set the port VLAN for 1/1/4 to VLAN 19. This ensures that
users without role or invalid roles will remain blocked in this VLAN 19.

A Sl o

6. Use PC1 to connect to the ClearPass server on https://10.252.1.23. Login using
readonly/readonly. Navigate to Monitoring > Live Monitoring > Access Tracker.
You can use this connection to see the authentication status on the RADIUS side.

NOTE: This connection is available via the OOBM network. PC1 does not
need to be connected on the lab network.

7. Configure PC4 with 802.1X authentication. You can use the user 'asts-accept' with password
aruba123 to verify the connection.

NOTE: Make sure to enable and start the 'Wired autoconfig' Windows service
on the PC4. This is the Windows 802.1X supplicant.
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Renam:

4 & 5> Control Panel > Network and Internet > Network Connections

e this connection View status of this connection

Protected EAP Properties

When connecting:

[[] Verify the server's identity by validating the certificate

Connect to these servers (examples:srv 1;sr

[ ASTS - ClearPass Onboard Local Certificate Authority - Troubiiy

[ al

timore CyberTrust Root

[ certum cA

[ class 3 Public Primary Certification Authority

[ DigiCert Assured ID Root CA
[ pigicert Global Root CA

[ DigiCert High Assurance EV Root CA

<

Notifications before connecting:

Tell user if the server’s identity can't be verified

Select Authentication Method:
Secured password (EAP-MSCHAP v2)

nable Fast Reconnect
[[JDisconnect if server does not present cryptobinding TLV

[JEnable Identity Privacy
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—
tons o .
o @
Windows Securiy x
Save credentials
Saving your credentials allows your computer to connect to
the network when you're not logged on (for example, to
download updates).
asts-accept
o

NOTE: Make sure the option 'Fallback to unauthorized network access' is
enabled.

8. On Sw2, review the authenticated clients and the details

Statistics EAP and RADIUS

In this section you will review the EAP and RADIUS statistics and explore the relation between them.

First you will clear all the statistics, next the client will be re-authenticated and the updated statistics can be
compared.

9. On Sw2, clear the 802.1X authenticator statistics.

10. Verify that the port statistics and the client-status have been cleared.

11.Clear the RADIUS server statistics and review that they have been cleared.

12.Enable debugging for the radius and 802.1X portaccess modules.
13.Clear the debug buffer

14.Manually re-authenticate the client

15.Review the port statistics after the clients was re-authenticated.

16.Review the RADIUS statistics

Q: Do you see a relation between the number of EAP packets and the number of RADIUS packets?
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A: Yes, since the 802.1X EAP frames are encapsulated in RADIUS packets and sent to the RADIUS server,
the 2 statistics will be similar.

Review the debug output for a successful authentication
17.0n Sw2, review the debug buffer. Make sure you see these events:

the initial event 'Re-Authenticate Client on Port'

dot1x pae State transition AUTHENTICATED > REAUTHENTICATING
several RADIUS packet exchange events will be displayed

dot1x pae State transition REAUTHENTICATING > AUTHENTICATED
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Task 3: RADIUS Troubleshooting

Objectives
— Invalid Aruba-User-Role
— Tracing RADIUS control plane
— Configure the critical role
— Configure cached re-authentication
— Understand the need for RADIUS tracking
— Tracking dead-only
Steps
Invalid Aruba-User-Role

In this section, the RADIUS server returns an Aruba-User-Role that doesn't exist in the switch configuration.
You will explore how to troubleshoot this.

1. On Sw2, enable all portaccess debugging
2. On Sw2, clear the debug buffer

3. Reconfigure PC4 to authenticate with 802.1X using the 'asts-employee-vsa/aruba123' user.
The RADIUS server will return the Aruba-User-Role 'employee' for this account, but this roles
does not exist in the switch configuration.

4. On Sw2, review the client details

Q: What is the Authorization status?

A: Invalid.

5. On Sw2, review the debug buffer. You should see a message 'Authenticated but failed to
apply role'.

6. When the details of the RADIUS packet are not reported in the debug log, a trace can help.
Open a second SSH connection to Sw2 and run a TCPDUMP for RADIUS traffic, leave it
running.

7. In your first connection to Sw2, trigger re-authentication on port 1/1/4.

8. In the TCPDUMP session, RADIUS packets should have been captures. Use CTRL-C to
stop the TCPDUMP and review the last packet (Access-Accept). You should observe
Vendor-Specific Attribute for Vendor id 14823. This is the code for Aruba Networks. The
Vendor Attribute 1 (the code for Aruba-User-Role) will show the name of the assigned role.

9. Close the second session (the TCPDUMP session).

10.0n Sw2, configure the local user role 'employee' with access VLAN 11.
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11.0n Sw2, trigger re-authentication and verify that the client is now online.

Cached re-authentication

In this section you will review the cached re-authentication feature. An administrator can allow the switch to
perform re-authentication of a previously authenticated user or device when the RADIUS server is not
reachable.

Suppose a branch location is using port access authentication and the VPN link to the datacenter goes down.
In that case the RADIUS server is no longer reachable. This will have no immediate effect on the existing
sessions, until devices reach the re-authentication timer. The re-authentication timer on the port or the role
can be considered a grace-period during which the client can remain online.

When the re-authentication occurs, the authentication would fail and the users would no longer be
connected.

With cached re-authentication, an overall grace-period can be configured during which clients will be re-
authenticated and remain online with the same settings as the previous authentication session.

12.0n Sw2, modify the local user role 'employee’ with a re-authentication timer of 30 seconds.

|

NOTE: This short re-authentication timer is for this lab purposes only and
should not be applied in production environments.

13.0n Sw2, enable debug and terminal monitor.
14.0n Sw2, trigger a re-authentication using the command
15.0n Sw2, the terminal monitor should show the messages

AUTHENTICATED > REAUTHENTICATING
REAUTHENTICATING > AUTHENTICATED

16.0n Sw2, after about 30 seconds, new messages should confirm that the re-authentication
occurs every 30 seconds.

Verify the operation without cached re-authentication

17.0n Agg1 port 1/1/7 (uplink that supports access to RADIUS server), apply an ACL that
blocks IP traffic to the RADIUS server

18.0n Sw2, attempt to ping 10.252.1.23, this should fail now.
19.0n Sw2, wait up to 30 seconds and review terminal monitor output.
Q: What happened?
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A: The switch attempt to reauthenticate, but it does not succeed. The client transitions to
UNAUTHENTICATED.

20.0n Sw2, stop the terminal-monitor and review the debug buffer.

Q: What error messages do you see?

A: Messages about RADIUS server timed out.

21.0n Sw2, review the RADIUS server statistics, the timeouts and retransmits value will not be
0 anymore.

22.Review the port access clients. The client should now have failed authentication.

Critical Role for Authentication

When configured, the critical role will be applied when the RADIUS server is unreachable. Customers can
use this when they prefer to 'open’ the network in case the RADIUS is unreachable. By default, the ports
would remain 'blocked' when the RADIUS server cannot be reached, as you have seen in the previous test.

23.0n Sw2, define a new user role 'asts-critical'
24.0n Sw2, configure the port 1/1/4 with the critical role 'asts-critical'
25.0n Sw2 bounce port 1/1/4 and review the authentication status.

Q: What role was assigned to the client?

A: The client has now been assigned the asts-critical role.

Configure the switch with cached re-authentication
In this section you will allow the switch to 'reauthenticate’ a client based on the currently active session when
the RADIUS server cannot be reached anymore. This feature is known as 'cached re-authentication'.
First restore the RADIUS communication.
26.0n Agg1, remove the ACL application from port 1/1/7, but keep the ACL definition.

Configure cached re-authentication.
27.0n Sw2, configure the port 1/1/4 with 802.1X cached re-authentication.

NOTE: It is also possible to set a cached re-authentication period to control the
cache time. The default period is 30 seconds.
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28.0n Sw2, bounce port 1/1/4
29.0n Sw2, verify the PC4 client is authenticated again

NOTE: On PC4, the Windows supplicant has a local 'quiet' timeout after some
failed authentications. Restarting the "Wired AutoConfig' service clears the

timer.

& Senvices (Local) Services (Local)

Extended /Standard /
Stop and Startservice Wired AutoConfia on Local Computer

30.0n Sw2, enable the terminal monitor with dot1xpae filter.
31.0n Agg1, block the RADIUS communication again.

32.0n Sw2, review the log output.
Q: Did the client authentication change in the first minute?

A: No, the client has been re-authenticated based on the CACHED-REAUTHENTICATION.

33. After the status changed to UNAUTHENTICATED, review the authenticated clients.
Q: What happened with the client?
A: Since the cache timer has passed, the switch will no longer re-authenticate the client. The client will be
assigned the critical role.

34.Cleanup: On Sw2, remove the cached re-authentication commands from the port 1/1/4.

35.Cleanup: On Agg1, remove the ACL on port 1/1/7

NOTE: Cached re-authentication must be configured per authentication
method, so there is also a version under the mac authentication context.

36.0n Sw2, trigger re-authentication and verify the client successfully connected.
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NOTE: Restarting the PC4 '"Wired AutoConfig' service can speed up the
process.

Understand the need for RADIUS tracking

When the RADIUS server cannot be reached during authentication, the authentication will eventually timeout
and this will result in a failed authentication or the application of the reject role to the client.

At this point, it can take some time before the switch attempts to re-authenticate the client.

So when a failed link to the datacenter would be restored, it would be convenient that the switch would detect
the restored RADIUS communication and would start the authentication again.

This can be achieved with RADIUS tracking. By default, RADIUS tracking will continuously send requests
based on a configured interval. As of 10.05 release, this can be configured with a 'dead-only' option, so the
RADIUS tracking will only start when the RADIUS server is marked as unreachable based on regular
authentication. This prevents unnecessary tracking authentication events on the RADIUS server.

37.0n Sw2, configure global RADIUS tracking username and password (radius-tracking-user /
aruba123).

38. Configure the tracking interval to 60 seconds
NOTE: This is for lab testing only. The deféult interval is 5 min.

39. Configure the cppm host entry. Enable tracking and set the mode to dead-only.

40.0n Sw2, review the client is still authenticated as 'asts-employee-vsa'. The user 'employee’
role has been set to perform re-authentication every 30 seconds.

41.0n Sw2, enable debug for radius tracking

42.Use PC1 to open a second SSH connection to the Sw2, this will be referred to as the 'trace
session'.

43.In the 'trace session', start a control plane TCP dump of the RADIUS traffic. Leave this
session running.

44.0n Agg1, apply the RADIUS ACL on port 1/1/7 to block the RADIUS communication again.
45. Switch to the original Sw2 session, review the RADIUS server details.

46. Wait about 30 seconds, the re-authentication should occur and timeout.

47.0n Sw2, verify the client now has now failed authentication.

48.1n the 'trace session', review the RADIUS packets that are sent by the switch.

Q: What is the User-Name value for the latest authentication requests?

A: The tracking user.
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49.0n Sw2, review the state in the radius-server details. It should now be reported as
unreachable.

50.0n Sw2, review the debug buffer for the radius module. You should notice 'DEAD'
messages.

51.0n Sw2, check the last event log messages that include 'radius'

Recover the link an verify the operation
52.0n Agg1, remove the ACL application from the port 1/1/7.

53.Keep an eye on the 'trace session'. Wait up to 1 minute, you should see an 'Access-Accept’
message for the radius-tracking-user 'Access-Request'.

54 .Close the trace SSH session to Sw2.

55. Verify that after the tracking-user successfully authenticates and that the server is marked
'reachable’ again.

NOTE: The Windows supplicant has a default 'Hold' timer that will start a wait
period when no response was received on the EAP frames. This can be
updated in a production environment using a Windows Group Policy. In this
lab, you may restart the 'Wired auto-config' service on PC4 to clear the client
timer.

56.Disable all debugging on Sw2

This completes the RADIUS tracking section.
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Task 4: Onboarding precedence order

Objectives
— Onboarding order device profile vs aaa
— Fallback role vs reject role
Steps
Customers that are not ready for AAA based authentication can still take advantage of some automatic
device access control features of AOS-CX using device profiles.
Device profiles can operate on:
— LLDP frames
— CDP frames

— MAC Address (OUI/Range or single MAC address). This is also referred to as Local MAC-
Authentication. (LMA).

In this section you will see how the device profile feature interacts with AAA based authentication.

Device profiles are by default active on ports that have AAA enabled and on non-AAA enabled ports for
CDP/LLDP device profiles.

However, for the Local MAC Authentication to work on a non-AAA enabled port, the ' block-until-profile-
applied' command must be applied to the port. This command has no effect on a AAA enabled port.

Device Profile with Local MAC Authentication (LMA)

In this section you will first configure LMA only. This means that there will not be any RADIUS MAC-based or
802.1X authentication.

When a device matches the LMA rule (based on client MAC, LLDP or CDP information), the configured
profile will be applied.

When there is no match for any rule, a 'fallback’ profile can be configured. So the 'fallback’ role operates as
the 'default’ user role for any devices that don't match an LMA rule.

You will consider the PC4 to be a 'printer' and assign the 'printer' user role based on the client MAC address.

1. On Sw2, take note of the PC4 MAC address.
2. On Sw2, disable 802.1X on the port 1/1/4.
3. On Sw2, define a mac-group named 'vm' and match the PC4 MAC OUI.

NOTE: Since PC4 is a Virtual Machine, the MAC OUI will most likely be
00:50:56 based on the Hypervisor platform default MAC range.
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4. On Sw2, define a new user role 'printer' and assign it to access VLAN 11.

NOTE: VLAN 11 is used for various roles in these labs, for more advanced
traffic control, a policy should be linked to the user role.

5. On Sw2, define a device profile 'dp-printer'. Link the role, the mac-group and enable the
profile.

6. On Sw2, review the currently active port-access clients. There should be no active clients.
7. On Sw2, enable device profile debugging and clear the buffer.

8. On Sw2, enable the device profile feature on port 1/1/4. This is only required when there is
no other authentication method enabled. (you could consider this the ‘enable LMA' command
on the interface)

9. On Swz2, verify the device profile was applied.

NOTE: If PC4 does not appear, generate some traffic with 'ipconfig /renew' on
PC4.

NOTE: If PC4 does not appear, verify on PC4 802.1X authentication settings
that the option 'Fallback to unauthorized network access' is enabled.

10.0n Sw2, review the port-access clients
Q: What is the Onboarded Method?

A: The client has been onboarded using the device-profile method.

11.0n Sw2, review the debug buffer messages with the INFO severity. You should see that the
'‘Bypass role' was set to 'printer’.

Device Profile Fallback role
Any device not matching the rules in the device profiles will be assigned the fallback role.
12.0n Sw2, define a new role 'asts-fallback’, assign it to access VLAN 11.
13.0n Sw2, on port 1/1/4, configure the fallback role.
14.0n Sw2, remove the PC MAC from the MAC Group.
15.0n Sw2, verify the client has now received the fallback role.
16.Review the debug buffer, the client is marked with 'Authentication failed but with role'.
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17.Revert: Assign the PC4 MAC to the MAC group again and verify the client is known as
'printer' again.

Device Profile with AAA enabled on the port: Onboarding Precedence
Device profiles can be combined with RADIUS based AAA.

In case the customer wants to provision some devices independent of the RADIUS server, the local devices
profiles can be used when the RADIUS server rejects the authentication.

Since this may lead to a potential conflict between the local device profile and the RADIUS decision, the
switch has an onboarding precedence. By default the RADIUS decision will have priority over the local device
profile.

This section demonstrates that the RADIUS role will overrule the device profile.

You will first enable 802.1X again on the port and then connect the PCA4.

18.0n Sw2, enable RADIUS 802.1X auth on 1/1/4.

19.Since AAA port-access is now enabled on the port, you may remove the local MAC
authentication command. (It is now 'automatically' enabled).

20.Re-authenticate 802.1X on port 1/1/4
21.Review the authenticated clients.
Q: What is the Onboarded Method?
A: dot1x. RADIUS based authentication overrules device profiles by default. This is known as the onboarding

precedence. This order can be changes but typically the RADIUS server decision will overrule a local
configuration.

Reject RADIUS Response

In the previous section you have seen that a valid RADIUS response will overrule the device profile feature
based on the default precedence order.

In this section you will observe the behavior of device profiles when the RADIUS server returns an Access-
Reject.

In case the RADIUS server returns a reject, the switch will be allowed to continue the processing of the client
using the device profile feature.

22.0n Sw2, enable port-access debugging and clear the current debug buffer.
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23.0n PC4, configure 802.1X authentication with username 'asts-reject'. This account has been
configured to return a RADIUS Access-Reject.

24.0n Sw2, review the resulting port-access of the client.

Q: Did the client get access to the network?

A: Yes, since it matched the device profile, this access was applied.

25.0n Sw2, review the debug buffer for INFO messages. After the 'Access-Reject' RADIUS line,
the 'Bypass role' message will be shown.

26.0n Sw2, review the client details

Q: What is the Authentication status and the Auth Precedence status?

A: Status is Authenticated, but 802.1X shows : dot1x - Unauthenticated.

Optional: Device Profile with RADIUS Failure

In case there would be no response from the RADIUS server, AOS-CX will first check if there is any match
on a device profile, in that case the device profile will be applied.

In case there is no match, the authentication ‘critical' role will be applied, if configured.

This may allow for more granular 'critical' role assignments when the RADIUS infrastructure would not be
reachable.

27.0n PC4, configure authentication with user 'asts-employee-vsa' / aruba123.
28.0n Sw2, review the port-access clients, the employee role should be applied.
29.0n Agg1, apply the RADIUS ACL on port 1/1/7.

30.0n Sw2, clear the debug buffer.

31.0n Sw2, verify the clients. The printer role should have been applied after the re-
authentication fails (this may take a few moments).

32.0n Sw2, review the debug buffer INFO messages. After the RADIUS timeout, the Bypass
role will be applied.

33.Cleanup: On Agg1, remove the ACL

34.Cleanup: On Sw2, bounce port 1/1/4 and verify the 'employee' role was applied. Disable all
debugging.
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Task 5: User-Based Tunneling
Objectives

— Configure User-Based Tunneling with the Aruba Gateway
— Understand the VLAN mapping of tunneled users
— MTU settings with UBT

Steps

Configuring UBT

In this section you will configure the UBT zone to the Aruba Gateway and review some debug logging for the
connections.

1. On Sw2, disable port 1/1/4, this ensures you can first review the zone configuration before
any authentication is performed.

2. Login to the Aruba Gateway using admin/aruba123
3. On the Aruba Gateway, review the current VLAN list
Q: Is VLAN 12 defined on the Aruba Gateway?

A: Yes.

The tunneled client will be assigned to VLAN 12 on the Aruba Gateway in this lab.
4. On Swz, define the source IP interface for the UBT connection to the Aruba Gateway.
5. On Sw2, enable ubt debugging for the control plane and hw categories
6. On Sw2, configure the UBT zone.
7. On Sw2, verify the state of UBT.
8. On Sw2, review the debug buffer log for UBT.

Q: What message is reported?
A: There is an error message about 'TNS Client VLAN is not specified'

9. Configure the UBT VLAN, use VLAN 4000 as the client VLAN.
Q: Did this VLAN 4000 exist in the Aruba Gateway?

A: No. This VLAN can be created, but is not required on the Aruba Gateway.

10.0n Sw2, review the UBT state. It should now be registered.

11.0n Sw2, review the debug output to see the steps to connect to the Aruba GW
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12.0n Sw2, review the diag-dump output

Q: What is the firmware version of the Aruba Gateway?

A: The active 'SAC Firmware version' will show the current version.

13.0n the Aruba GW, review the active nodes and the trace buffer. You should observe 'SW
Bootstrap Req' message in the trace.

Review Normal UBT Authentication

In this section, a user will be authenticated and tunneled to the Aruba Gateway. You will review the debug
logging to see the normal flow of the connection.

14.0n Sw2, reconfigure the local user 'employee’ role with the gateway zone, set the gateway
role to 'authenticated'. Remove the reauth-period and the VLAN configuration.

15.0n Sw2, bounce port 1/1/4.
16.0n Sw2, review the port-access clients
17.0n Sw2, review the tunneled users.

18.Review the debug buffer to see the normal steps to register the user with the Aruba
Gateway.

19.0n the Aruba Gateway, review the trace buffer. You should see a 'User Bootstrap Req'
request.

20.0n the Aruba Gateway, review the tunneled-users.
Q: To which VLAN has the client been assigned?

A: The tunneled VLAN is 4000, this is remarked to VLAN 12 on the Aruba Gateway based on the role.

21.0n the Aruba Gateway, review the active users. Note the wired client MAC address.
22.0n the Aruba Gateway, review the role derivation for the user
Q: What is the Role Derivation?

A: The role is derived from the Tunneled node instruction: ROLE_DERIVATION_TUNNELED_USER_ROLE
Q: What does this mean?

A: This method means that the Aruba Gateway received the role assignment from the switch instruction
(using the PAPI session).

23.0n the Aruba Gateway, review the VLAN assignment for the role authenticated
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Q: What is the VLAN that has been configured on the role 'authenticated'?
A: VLAN12
Q: What would happen when the Aruba Gateway role does not contain a VLAN reference?

A: The client would still be assigned to the UBT VLAN. When this VLAN is defined and allowed on the uplink
port by the Aruba Gateway, the client will be connected. In this lab environment, the VLAN 4000 does not
exist on the Aruba Gateway, so the client would not be able to reach any resources.

Invalid Gateway Role

In this section you will see what happens when a switch user role refers to a gateway user role that doesn't
exist on the Aruba Gateway.

On the switch, you will reconfigure the 'employee' role with a secondary role of 'sales' and review the status
and debug output.

24.0n Sw2, update the 'employee’ role with an invalid secondary role, named 'sales'.
25.0n Sw2, review the port-access clients and the detailed output.

Q: What do you observe?

A: The status is fail.

26.0n Sw2, review the debug buffer entries for the UBT module.
Q: What do you observe?

A: The user bootstrap fails (nack), with a reason RC_UB_FAIL_AUTH_ENTRY_CREATE_FAILED

27.0n the Aruba GW, review the last 10 entries from the error log and review the trace-buffer.
The errorlog will report the invalid role name, the trace-buffer will show the failed user
bootstrap.

Correct the configuration
28.0n Sw2, update the user role with the gateway role 'authenticated'.
29.0n Sw2, bounce port 1/1/4 and verify the user status is now success.

MTU for Tunneled users

Due to the GRE tunnel between the switch and the Aruba Gateway, the effective MTU for the clients will be
reduced. When the network must support the same MTU for the tunneled clients as for the normal wired
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clients, jumbo frame support must be configured on the path between the access switch and the Aruba
Gateway.

In this section, you will first use PC3 to explore the default wired MTU, since it is connected to a non-tunneled
port.

Next you will use PC4 (tunneled client) to verify the reduced MTU and the impact of the jumbo frames on the
tunneled traffic.

30.Let's look at the expected maximum MTU for the ping. Ethernet supports 1500 bytes
payload, the IP header takes 20 bytes, the ICMP header takes 8 bytes, so 1500-20-8=1472
bytes in the ICMP ping payload.

Frame field Bytes (N
Default Ethernet Frame max 1514 1By
Ethernet Header 14 _ )
Ethernet Payload max 1514-14=1500 <O\

IP Header 20 2\

ICMP Header 8

ICMP Payload max 1500-20-8=1472

31.0n PC3, ping to the default gateway IP (10.x.11.1) using the maximum MTU for default
ethernet segments using the -l option to specify the payload size. Make sure so set the 'do
not fragment' option in the command (-f).

32.0n PC3, attempt to ping with a payload of 1473, you should see an error message.

NOTE: This PC3 is a VM. The infrastructure between the VM and the lab
switch only supports a maximum MTU of 1500, so it would have no effect to
change your switch access port MTU in this lab.

Now that you have verified the normal expected MTU on a locally switched port, you will repeat these checks
on a tunneled client.

33.0n Sw2, verify that PC4 is authenticated and tunneled with the role ‘authenticated’

34.Let's look at the expected maximum MTU for the tunneled ping. The switch will first apply the
UBT client VLAN tag to the client frame, this adds 4 bytes to the frame. Then the switch will
encapsulate the client traffic into GRE (and GRE is transported in IP). The GRE header is 4
byte. Since each switch port has a unique GRE tunnel id, this is represented with the GRE
key id of 4 bytes. This results in a maximum client ping payload of 1426 bytes.
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Frame field Bytes Notes

Default Ethernet Frame max 1514

Ethernet Header 14 Switch source MAC
Ethernet Payload max 1514-14=1500

IP Header 20 Switch <> Aruba Gateway
GRE Header 4

GRE Key 4 Based on switch port id

Tunneled Payload max

1500-20-4-4=1472

Tunneled Frame details

Ethernet Header 14 Original user MAC

VLAN Tag Header 4 User based tunnel client VLAN
(4000 in the lab)

IP Header 20

ICMP Header 8

ICMP Payload max 1472-14-4-20-8=1426

35.0n PC4, attempt to ping the gateway (10.x.12.1) using a normal ping first to verify your
connection.

36.0n PC4, ping using the maximum calculated MTU, this should be successful.
37.0n PC4, attempt to ping using an ICMP payload of 1427. This should fail.

Configure Jumbo support

38.0n the Agg1 and Agg?2 switches, you have enabled jumbo support already in a previous lab.
The Aruba Gateway has also been enabled for jumbo frame support. These commands were
executed on the Aruba Gateway and they are here for your reference only:

# Aruba Gateway
firewall jFumbo

interface port-channel 1
Jjumbo

39.0n the Sw2, configure jumbo frame support on all interfaces and on SVI 1, the source
interface for the GRE traffic.

40.0n PC4, attempt to ping using maximum expected MTU (ICMP payload of 1472)
Q: Did this work?
A: No

The switch needs to re-establish the connection to the Aruba Gateway for the new MTU to become effective.
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41.0n Sw2, reset the ubt zone
42.0n Sw2, bounce the port 1/1/4

NOTE: On PC4, you may need to release and renew the IP address.

43.0n PC4, ping using the maximum expected MTU. This should be successful now.

Default role on the Aruba Gateway
In this section you will review the default role for tunneled users on the Aruba Gateway.

Q: Is it required to define a secondary gateway role in the switch user role?
A: No, this is not required.
Q: What would be the role on the Aruba Gateway when no secondary role is define in the switch user role?

A: The Aruba Gateway has a 'default-tunneled-user' AAA profile. The initial role of this AAA profile is applied
for tunneled clients that connect without secondary role.

44.0n the Aruba Gateway, review the 'default-tunneled-user' AAA profile.

NOTE: In the lab environment, the 'Logon' role on this AAA profile has been
replaced with a custom role 'wired-default'.

These commands were issued on the Aruba Gateway and they are shown for your reference only:

#Aruba Gateway

user-role wired-default
access-List session allowall
vlan 12

aaa profile default-tunneled-user
initial-role wired-default

45.0n Sw2, reconfigure the user-role 'employee'. Remove the secondary role.
46.0n Sw2, review the active tunneled users

47.0n the Aruba Gateway, verify the assigned role of the client.

48.0n the Aruba Gateway, review the details of the client.

Q: How is the role derived?

A: The output should show 'how: ROLE_DERIVATION_INITIAL_ROLE'
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Task 6: User-Based Tunneling QOS

Objectives
— Apply a Port Access Policy for the user role employee
— Trace traffic and compare inner DSCP to outer GRE tunnel DSCP markings
— Verify Queues and traffic assignment

Steps

Apply a QOS Policy to the Switch user role

In this section you will apply a classifier policy on the 'employee’ user role. Although the 'employee’ user role
forwards the traffic to the UBT on the Aruba Gateway, the switch can still perform local inspection and control
of the traffic that is sent over the tunnel.

This allows the administrator to apply QOS policies on the user traffic. The switch will automatically push the
inner DSCP markings to the outer GRE tunnel IP DSCP field. This ensures that the transport network
between the switch and the Aruba Gateway can also respect the QOS of the user traffic, even when the
traffic is inside a GRE tunnel.

The lab steps are:

Define a class for 'cppm' (10.252.1.23)

Define a class for 'any' IP traffic

Define a port-access policy that remarks class 'cppm' to CS3, but leaves all other traffic default.
Enable this port-access policy in the 'employee’ user role.

1. On Sw2, define an IP class 'cppm' for any IP traffic destined to host 10.252.1.23 with the
‘count’ option.

2. On Sw2, define an IP class 'any' for any IP traffic.

3. On Sw2, define a port-access policy named 'pac-employee' (PAC > Port Access)
a. Add class 'cppm’, apply action DSCP CS3 and local-priority 3
b. Add class 'any', no action is required (default action is permit).

4. On Sw2, enable debugging for the pacpolicy module.

5. On Sw2, clear the interface statistics of port lag255 and review the queue statistics. After the
policy is applied, you will review the queue statistics again.

6. On Sw2, assign the port-access policy 'pac-employee' to the user-role 'employee’. This
change will be applied on the fly by the switch.

7. On Sw2, review the details of the port-access clients. You should notice the Access policy
details with the 'cppm’ class.

8. On Sw2, review the debug buffer entries for the pacpolicy module.
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9. On Sw2, review the port-access policy hitcounts
10.0n PC4, ping 10.252.1.23.
11.0n Sw2, review the hitcounts again.

Q: Do you see the hitcount increase?

A: Yes.

12.0n Sw2, review the queue statistics of the LAG255 uplink
Q: Are there any packets handled by Queue 37?

A: Yes, this means that the outer GRE packets were processed in the correct queue.

Optional: Trace traffic and compare inner DSCP to outer GRE DSCP markings

In this optional section you may perform a network trace of the Sw2 uplink traffic and verify that the port-
access policy has successfully applied the DSCP mappings to the user traffic.
You will also verify that the inner DSCP markings are pushed to the outer GRE IP header.

13.0n PC4, start a continuous ping to 10.252.1.23
14.0n Sw2, review mirror session 1. It should be enabled and have destination set to CPU.

15.0n Sw2, define a new policy that will mirror the class 'any' to mirror1.
16.0n Sw2, apply the policy on the uplink LAG255

17.0n Sw2, enable Tshark to dump the CPU mirror to a local file

18.0n Sw2, use CTRL-C to stop the capture of packets after about 2 seconds.
19.0n Sw2, copy the file with TFTP to the PC1 host using the 'mgmt' VRF
20.0n PCA1, open the file from the TFTP folder using Wireshark.

NOTE: There is an example trace file for your reference in the ASTS folder: "
ASTS-Lab11-ubt-gre-qos-mark-icmp.pcap.pcapng".

21.0n PCA1, look for an ICMP packet to destination IP 10.252.1.23.
Q: What is the DSCP value of the inner IP header?

A: CS3.
Q: What is the DSCP value of the GRE IP header?

A: CS3. This demonstrates that the DSCP value is propagated to the GRE IP header.

22.Look for the ICMP reply packet (source 10.252.1.23)
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Q: What is the DSCP value of the inner IP header?

A: The CPPM host sends the ICMP reply using the same DSCP mark as the received ICMP packet.

Q: What is the DSCP value of the GRE IP header?

A: CS3. The Aruba Gateway will also apply this inner DSCP value to the outer GRE tunnel DSCP value.

Cleanup
23.0n Sw2, remove the policy in and out from the LAG255

24. On Sw2, disable all debugging.
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Task 7: Downloadable User Roles
Objectives

— Review and troubleshoot issues related to Downloadable User Role configuration
— Review and troubleshoot certificate and authentication issues
— Review the normal authentication status

Steps
ClearPass DUR account configuration
1. On Sw2, disable port 1/1/4.

2. On Sw2, enable all debugging for portaccess and pacpolicy (port access policy). Clear the
debug buffer.

3. On Sw2, update the radius configuration to support downloadable user roles. The ClearPass
credentials you may use are admin / aruba123 .

NOTE: These credentials are invalid, but that will allow you to troubleshoot the
connection.

4. On PC4, configure the 802.1X credentials asts-employee-dur / aruba123.
5. On Sw2, enable port 1/1/4

6. On Sw2, review the port-access clients

7. On Sw2, review the port-access client details

Q: What do you observe?

A: The authorization status is 'Not Ready'

ClearPass Certificate Validation

8. On Sw2, review the last 10 events. You should see a certificate verification failure error
message.

9. On Sw2, review the debug buffer for errors.

Q: What errors do you notice?

A: There should be an error about the certificate subject name that doesn't match the peer hostname
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10.0n PC1, use Firefox to open an HTTPS connection to the CPPM host, accept the certificate
warning. You don't need to login to ClearPass, just access the login page.

| https://10.252.1.23

NOTE: You could use any browser, the screenshots are based on Firefox.

11.0n PCH1, review the web certificate details to find the certificate subject name (common
name).

. Q) ClearPass - Aruba Networks X [iad

&« c ‘Q ;_; 10.252.1.23/tips/welcome.action

Site Information for 10.252.1.23

‘\ Connection not secure
ow

23 Permissions

You have not granted this site any special permissions.

i Q) ClearPass - Aruba Networks X [ied

& c @ © & https://10.252.1.23/tips/welcome.action

< Connection Security for 10.252.1.23

#. You are not secu rely connected to this site.

Q@

You have added a security exception for this site.
VPN

Remove Exception

Pl v -

| ClearPass
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@ Page Info - https://10.252.1.23/tips/welcome.action - O X

o & 1 2

General Media Permissions  Security

Website Identity
Website: 10.252.1.23

Owner: This website does not supply ownership information.
Verified by:  AmEEE= e e '

Expires on:  Wednesday, September 22, 2021

Privacy & History

Have | visited this website prior to today? Yes, 256 times

Is this website storing information on my computer? Yes, cookies Clear Cookies and Site Data
Have | saved any passwords for this website? Yes % View Saved Passwords

Technical Details
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, 256 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. It is

therefore unlikely that anyone read this page as it traveled across the network.

Q: What is the Common Name (Subject name) of the installed certificate?

A: This may depend on the remote lab environment. This lab guide assumes it is cppm.arubatraining.com
12.0n Sw2, review the RADIUS definition

Q: What is the server name for your RADIUS server in the switch configuration?

A: 10.252.1.23

Q: Does this match the certificate subject name?

A: No, the certificate subject name is based on a DNS name, not an IP address.

13.0n Sw2, verify your name resolution works for this hostname. Verify you have DNS host
10.252.1.21 defined and that you can ping the hostname.

NOTE: If there is no DNS server available, it is possible to define a local host
entry on the switch, for example: ip dns host cppm.arubatraining.com
10.252.1.23

14.0n Sw2, add a new RADIUS server entry with the correct hostname.

NOTE: This is a change compared to the AOS-Switch platform, where an IP
address for the RADIUS host was accepted when using Downloadable User
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Roles.

15. Assign the new RADIUS entry to the correct group and remove the previous entry.
16.0n Sw2, bounce port 1/1/4 and wait for the port-access client to show in the output.

Q: Was the authorization successful this time?

A: No.

17.0n Sw2, review the debug buffer. You should observe a message about 'Cert chain failed
crypto validation'.

Q: What does this mean?
A: While the subject name matches this time, the switch does not have sufficient information to validate that

the certificate was signed by the correct root certificate authority. This requires a "Trust Anchor' profile in the
switch configuration with the root CA certificate that has signed the ClearPass web server certificate.

18.0n Sw2, disable port 1/1/4 to stop the authentication attempts.

Install the Trust Anchor certificate on the Switch

In this section you will install the Trust Anchor profile on the switch.
ClearPass will automatically publish the Root Certificate of its own server certificate. You will now connect
and download this certificate.

19.0n PC1, open a web browser and navigate to this URL.

’http://10.252.1.23/.well—known/aruba/clearpass/https—root.pem

NOTE: This is an HTTP connection, not HTTPS!

NOTE: On PC1, you can also use the ASTS-Lab11-cppm-get-root-cert.cmd
script. It uses CURL to get the same page contents.

20.0n PC1, you can now copy the text from this page.
21.0n Sw2, import the root TA certificate to validate the ClearPass web certificate.

22.Paste the copied root cert text and press CTRL-D. Confirm the installation and exit the TA
profile.

IMPORTANT: You must 'exit' the context to complete the import process!
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23.0n Sw2, review the ta profiles
24.0n Sw2, review the details of the cppm profile

Now that you have imported the certificate, retry the PC4 authentication
25.0n Sw2, clear the debug buffer, enable port 1/1/4 and trigger re-authentication.

26.0n Sw2, review the port-access client details.

Q: Did the authorization succeed?

A: No, the status is 'Not Ready'.

27.0n Sw2, review the last 20 events.

Q: Was the certificate verified and accepted?

A: Yes, there is an event that confirms that the certificate was verified and accepted. This means that the
subject name matches the radius host and that the certificate could be validated based on the TA profile.

28.0n Sw2, review the debug log.

Q: What do you observe?

A: The certificate passed the crypto validation, but there is a 'parsing xml failed' error message.

Q: What does this mean?

A: For downloadable user roles, ClearPass returns the internal object name of the ClearPass enforcement

policy and version number. The switch attempts to download this using an HTTPS GET. When the XML
result does not contain the correct commands, the 'parsing xml failed' message will be shown.

29.Option1: Review the downloaded XML file from the /tmp folder on the switch in the shell
context.

NOTE: In general, shell access should only be used under supervision of
Aruba support.

Q: What do you observe?

A: The XML body refers to wrong credentials to access the server. This indicates that the saved ClearPass
credentials are incorrect.

This is the end of Option1.
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30.Option2: Run CURL to simulate the XML file download. On the PC1, open Desktop > ASTS
and run "ASTS-Lab11-cppm-dur-test.cmd". This will connect to CPPM on the same URL as
the switch would and will show the same output XML.

NOTE: The default script contains the invalid credentials admin/aruba123 to
show the error. After you have seen the error, you may edit the script with the
credentials duradmin/aruba123 and test it again.

This is the end of Option2.

31.0n Sw2, correct the clearpass credentials for the radius host to 'duradmin/aruba123'. (The
previous credentials admin/aruba123 were invalid)

Review normal DUR authentication and role

Now that the ClearPass configuration has been updated, you will explore the output of a normal
authentication with a downloadable user role.

32.0n Sw2, bounce port 1/1/4 and trigger re-authentication.

33.0n Sw2, review the port-access clients

34.0n Sw2, review the port-access client details

35.0n Sw2, review the role details that resulted from the XML file download.

36. Optional step: Define a new checkpoint 'asts-lab11-<yourname>' on the 4 switches.

This concludes the Lab Activity!
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Lab 12: Network Security Features

In this lab you will, explore various security features to protect the network and the network devices.

Objectives
— Understand ACL TCAM resources.
— Configure and troubleshoot Control Plane ACLs.
— Understand the Control Plane Policy configuration.
— Configure and troubleshoot DHCPv4 Snooping.
— Configure and troubleshoot ARP Inspection.

Requirements

This lab requires completion of Lab 11.
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Scenario
TCAM Resource Usage

The customer plans to use ACL on the switches, but they want to understand how they can monitor the
TCAM resource limits and what is the impact when they use object-groups.

You must show the customer how to monitor the TCAM resource usage and configure an example with
object-groups to exhaust the TCAM tables and show the error messages.

You can use the file ASTS-Lab12-acl-snippets.txt and apply an example ACL on routed port 1/1/7 of Agg1.
Make sure to remove the ACL after the demonstration is done.

Hitcounts

The customer wants to track traffic to the ClearPass host.

Configure a policy with a class 'cppm' that counts the packets sent to the host 10.252.1.23.

Apply the policy on Sw2 to ports 1/1/4 and 1/1/27.

Use ping to test from PC4 to 10.252.1.23 and verify the hit count increases.

Observe the hit counts on the policy for the port 1/1/7 are also increasing.

Explain what happens and correct the configuration, so that the port 1/1/27 and 1/1/4 each have their
own distinct hit counts.

RN~

Control Plane Security

The customer has observed that any device on the OOBM subnet may attempt to connect to the Sw1 OOBM
IP address. They want to protect the OOBM IP address of the switch and ensure that only the hosts
10.251.x.91 (PC1) and 10.251.x.200 (NetEdit) are allowed to connect to the OOBM IP address. All other
devices should be blocked. The block should prevent ping to the Sw1 OOBM IP.

The customer has experienced that it can be very tricky to configure ACLs on a remote system (they locked
themselves out of a remote site switch). They want you to demonstrate that the switch can automatically
revert the configuration after some time if the configuration is not explicitly confirmed by the administrator.
For the demonstration set this to 60 seconds.

Now that the customer has seen that the OOBM IP address can be secured and configurations can be
automatically reverted, they notice that the in-band VRF default is still open. PC4 can simply open a web-
browser and attempt to open an HTTPS connection to the Agg1 or Agg2 IP addresses.

Limit the in-band access so only the SSH port (TCP 22) and ICMP are allowed on the VRF 'default'.
Diagnose and correct any OSPF routing issues and PIM peering issues.
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Control Plane Policing

The customer has heard that AOS-CX protects the control plane against loops or too many packets for a
control plane process. Demonstrate how:

1. Control Plane Policing works and point out any packets have been dropped for this feature when PC1
attempts to send too many ICMP packets to Sw1 in VLAN1.
a. Use the command 'ping 10.x.1.4 -t 1 -w 1 -n 1000’ to attempt to send 1000 requests, with an
interval of 1 millisecond and a maximum wait time of 1 millisecond.
2. Repeat this test using the OOBM IP and explain what happens.

DHCP Snooping

The customer has had several issues in the past with clients that were running their own DHCP servers. On
Sw2, they want to ensure that clients in VLAN 11 can only receive an IP address from the correct DHCP
server 10.252.1.22 on the uplink LAG port.

Demonstrate the logs or debug logs showing that DHCP server packets are dropped. The customer also
wants to see the list of the snooped client DHCP addresses.

ARP Inspection

Since a security audit has revealed that it is very easy to spoof ARP packets to perform Man-in-the-middle
attacks, the customer wants to ensure that only valid ARP packets are entering the network.

On Sw2, they want to ensure that on the client ports (1/1/4 and 1/1/27) ARP packets will only be accepted
based on the learned IP address of the port. ARP traffic form clients with a static IP address should be
blocked.
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Task 1: ACL and Resource usage
Objectives

— Understand the resource TCAM usage.

— Understand how hitcounts on policies operate.
Steps
Configuration

In this section you will explore the status of an ACL that reaches the ACL TCAM limit.
The switch has extensive TCAM resources, but by using the object-group feature it is possible to quickly
exhaust the available resources.

IMPORTANT: While the object group feature is used in this task to reach the
limit, this also comes as a warning when using object groups in a production
environment. Make sure you understand the impact of using object-groups in
ACL statements.

Prepare the a routed ACL
1. On Agg1, review the current resource usage using 'show resources'
2. On Agg1, define a new access-list 'servers', allow all traffic and apply it outbound on 1/1/7.
3. Review the resource usage.

Q: Did the usage change?

A: There was a minor change for the Egress TCAM entries, it incremented with 2.

Update the ACL using object-groups
Tip: On PC1 > Desktop > ASTS folder, you can find these commands in the file 'Lab12-acl-snippets.txt'

On Agg1, define an object-group of type 'ip' for 'servers'. Define 10 entries.
On Agg1, define an object-group of type 'ip' for the 'clients'. Define 10 entries.
Define an object-group of type 'port' named 'srvtcp'. Define 5 ports.

N o O bk

Access the access-list 'servers', add a new line
8. Review the resources. It may take 10-20 seconds to update the counters.

Q: How many new entries were added ?

A: 500 new entries were added.
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Q: Why are there this many resources in use?

A: The object-group results in: 10 IPs x 10 IPs x5 Ports = 500 rules, each consuming some entries in the
TCAM.

9. Add the same entry to the ACL again (as admin you realize this would have no effect, but the
switch will apply the rules anyway)

10.0n Agg1, use 'show resources' to verify 500 entries were added.

11.0n Agg1, add the line 1 more time. This will exhaust the TCAM resources.
12.0n Agg1, review the event log. You should see a TCAM error.

13.0n Agg1, review the running configuration of port 1/1/7

Q: What do you observe?

A: The switch reports that the user configuration does not match the active configuration. This is an indication
that the switch failed to program the ACL or policy in the hardware.

14.Use the command 'show access-list configuration'. This will also reveal that there is a
mismatch between the active and user configuration.

15.Remove the ACL from port 1/1/7

Hitcounts and Statistics
When policies with classes or ACLs contain a 'count' option, the administrator should understand that only a
single counter is maintained for the entry, even when the ACL or policy is applied to multiple objects.

In this section you will observe this behavior.

You will use PC4 to send a ping to the RADIUS server. By applying the same policy with a counter on the
Sw2 ports 1/1/4 (PC4) and 1/1/27 (PC3), you can observe the counter operation. The lab assumes that the
user 'asts-employee-dur' is connected, so traffic is not tunneled to the Aruba Gateway.

16.0n Sw2, review your existing classes. You should have a class 'cppm' with a counter
enabled on it.

17.0n Sw2, define a policy named 'asts-count1' and add the class 'cppm'. No action need to be
set.

18.0n Sw2, apply the policy on interfaces 1/1/1 and 1/1/27 inbound.

19.0n Sw2, review the current hitcounts of the policy.

20.0n PC4, send a single ping to 10.252.1.23. This ping should be counted on 1/1/4.
21.0n Sw2, review the hitcounts.
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Q: Did the hitcounts on the 1/1/4 and 1/1/27 increase?

A: Yes, both increased with one, since they use the same counter.

Optional: Unique Policy per interface for unique counters
In this optional section you will define a new policy and verify that each policy now has its own counters.
22.Define a new policy 'counter2' on Sw2, add the same class 'cppm' to it.
23.Replace the policy 'counter1’ on port 1/1/27 with the 'counter2'.
24 Clear the all hitcount statistics
25.0n PC4, repeat the test ping to 10.252.1.23.
26.0n Sw2, verify that the counters are now unique.
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Task 2: Control Plane ACL

Objectives

— Understand how to configure Control Plane ACL per VRF.

— Understand that COPP ACL applies to both management and control protocols.
Steps

In this section you will evaluate the Control Plane ACL feature. This can be used to apply an IP filter to all the
traffic that is send to the control plane.
This feature is configured per VRF and it can also be applied to the 'mgmt' VRF.

In the first section you will explore the 'mgmt' VRF application. In the second example, the default VRF is
configured and you will see the impact on control protocols, using OSPF as an example.

COPP ACL on VRF mgmt

By default, there is no COPP ACL, so any device that has IP reachability to the 'mgmt' IP address of the
devices could attempt to access it.

1. On Agg1, attempt to reach Sw1 on the 'mgmt' VRF (10.251.x.4) using SSH or a ping. This
should succeed.

NOTE: There is no need to actually login, just verify that the device is
reachable.

2. On Swi1, configure an ACL named 'copp-mgmt'.

3. Add a rule to permit any traffic from source IP 10.251.x.91/32 (PC1) and 10.251.x.200.32
(NetEdit) and enable the count option.

4. Add a rule to deny traffic from any to any with the count action.
5. Apply the ACL to the control-plane on the VRF mgmt.
6. On PC1, verify you can still access Sw1 using SSH.

NOTE: In case you made a mistake, you can use the remote lab console
connection to the devices.

7. On Agg1, attempt to reach Sw1 again on the 'mgmt' VRF.
Q: Did this succeed?

A: The traffic should have been blocked by the Control Plane ACL.
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8. Review the hitcounts on Sw1

Q: Where there any hitcounts on the deny rule?

A: Yes, the ping from Agg1 should be counted with the deny rule.

Prepare for failure

In many real deployments, you may not have immediate console access to the devices, so changing the in-
band management can be dangerous. AOS-CX has a convenient checkpoint rollback feature that can be
used for these situations.

NOTE: Make sure you are connected via PC1 using SSH to Sw1 OOBM IP. If
you are connected to the console, you will not observe the disconnect.

9. On Swi1, schedule an automatic rollback in 1 minute. This command cannot be executed in
the configuration mode.

10.0n Swi1, introduce an error in the mgmt ACL as the first rule (you should be able to do it
during one minute)

Q: What do you observe?

A: The SSH session seems to hang since the traffic is blocked now. You need to wait up to 1 minute, then
the auto-rollback will revert the configuration.

11. After about 1 minute, use PC1 to open the SSH connection to Sw1 again and review the
event log to see the checkpoint messages.

NOTE: To confirm the changes, use the command 'checkpoint auto confirm'.
To revert to the saved checkpoint without waiting for the timer, use the
command 'no checkpoint auto confirm'.

COPP ACL on VRF default

While the 'mgmt' VRF will only be used for management protocols, the other VRFs on the switch may handle
management, control and dataplane traffic.

The Control Plane ACL does not handle dataplane traffic, but it does control all the control plane traffic. This
means that both management and control protocols will be verified by the Control Plane ACL.

In this section you will explore the impact on your active control plane protocols.

12.0n Sw1, review your existing OSPF and PIM neighbors. There should be several OSPF and
PIM neighbors.
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13.Define a new ACL named 'copp-vrf-default' on Sw1.

14.Add a rule for any SSH and any ICMP traffic.

15. Apply the policy to the Control Plane of the VRF 'default' on Sw1.

16.0n Agg1, attempt to ping and SSH to the Sw1(10.x.41.4) using the default VRF.
Q: Did this succeed?

A: Yes, both ICMP and SSH are allowed in the default VRF
17.Review the hitcounts on the control-plane ACL on Sw1.

18.Now review your OSPF neighbors and PIM neighbors
Q: Are there any OSPF neighbors? Why?

A: There are no more OSPF neighbors, since the OSPF IP protocol is also blocked by the control-plane ACL.
19.0n Swi1, clear the OSPF interface statistics and review the SVI41 counters

Q: Do you see any inbound counters increase?

A: No, all inbound packets are filtered by the control plane ACL.

20.Correct this problem in the ACL so OSPF and PIM can operate again.
21.Verify the OSPF and PIM neighbors are now connected.

This concludes the Control Plane ACL Task.
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Task 3: Control Plane Policing

Objectives
— Understand Control Plane Policing
— Review the Default policy
— Review the statistics and dropped packets for the Control Plane Policy.
— Understand the default rule of the Policy.
Steps
AOS-CX has a default Control Plane Policy active that will protect the management processor from being

overloaded by excessive packets or frames.

It is best practice to leave this policy in place. Changes should only be considered if the default policy would
have some negative effect to your production environment.

NOTE: Contact Aruba TAC in case assistance is required.

In this section you will test the default Control Plane Policy.

1. Open a connection to Sw1, review the copp-policy 'default' configuration.

Q: How many icmpv4-unicasts will be accepted per second?

A: 225 packets per second and a burst of 225.

2. Open a connection to Agg1, review the copp-policy 'default’
Q: How many icmpv4-unicasts will be accepted per second? Is that different from the 63007

A: 1000 packets per second. Yes, every platform can have its own policy limits.

3. On the Sw1, review the copp-policy statistics. Take note how many icmp-unicast-ipv4
packets have passed and have been dropped.

NOTE: During the VSX and Layer2 lab activity you have configured a loop.
You may still see many arp-broadcast drops. You may not have realized it at
that time, but the default Control Plane Policing protected the switch during
that loop.

You will now use fping (fast ping) on PC1 to attempt to overload the Sw1.

4. On PC1, open a command prompt and send 1000 pings, 1 every ms (-t) and wait maximum
1ms (-w) to the VLAN1 IP address of Sw1 (1.x.1.4).
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Q: What do you observe?

A: The initial 450 packets get responses thanks to the 'burst' configuration. Then the limiter starts and only a
limited number of responses are processes. The exact number will vary based on the speed of the remote
lab VM systems. Repeat the command a few times if necessary.

5. On Sw1, review the copp-policy statistics. You should observe icmp-unicast-ipv4 drops in the
output.

VRF mgmt behavior

While the policy is effectively handled by the hardware ASIC, this also means that the rate limiter has no
effect on the 'mgmt' VRF of the switch.

6. On PC1, repeat the fping command but use the 'mgmt' IP (10.251.x.4).

Q: What do you observe?

A: There are no packets dropped since there is no limiter on the 'mgmt' VRF.

NOTE: In case an administrator has made changes to the 'default’' COPP
Policy, the changes to the policy can be easily reverted using 'copp-policy
default revert'.
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Optional Task 4: Monitoring Control Plane with NAE

Objectives
— Use NAE to monitor the COPP Policy
Steps
This task will show how you can use NAE to monitor the Control Plane Policy statistics.
1. On PCH1, look for the file '"ASTS-Lab12-copp.3.1.py' file in the ASTS folder.
2. Use PC1, open a web connection to Sw1 (10.251.x.4)

3. Upload the copp.3.1.py NAE script and define an Agent named 'copp-agent'. You can use
the default parameters.

4. In the agent details, in the graph window, use the 'Configure Chart' icon to modify the items
you want to see in the graph.

5. Select 'Custom Monitoring'
6. Disable the default Monitor items (uncheck them)

7. Enable icmp-unicast-ipv4 traffic passed and icmp-unicast-ipv4 traffic dropped and click
save.

8. On PCH1, run the fping to the VLAN 1 IP address of Sw1 (10.x.1.4)
9. Observe how NAE shows the graphs after a few seconds.
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Task 5: DHCP Snooping

Objectives
— Understand how to configure DHCP snooping
— Understand the trusted and untrusted ports
Steps

DHCP Snooping is the recommended solution when the network must be protected against unauthorized
DHCP servers.

The feature can be enabled per VLAN.

When it is enabled, every DHCP packet will be screened by the snooping process. DHCP client packets can
only be forwarded to ports that have been configured as trusted ports. By default all ports are untrusted.

PC4 will be your test PC in VLAN 11 to test the DHCP snooping options.

1. Open a connection to Sw2.
2. On Sw2, review the default dhcpv4 snooping settings.
3. On Sw2, enable DHCPv4 snooping globally and on VLAN 11

TIP: If you would need to enable this on several VLANSs, a VLAN range can be
used.

4. Open a connection to PC4, release your ip address.
5. On PC4, attempt to renew your IP address.
Q: Did this work?

A: No, the client did not get an IP address anymore.
6. On Sw2, review the dhcpv4 snooping statistics.
Q: What do you observe?
A: Client packets were dropped.
Q: What is the reason for the drop?

A: The reason states: destination on untrusted port.

7. On Sw2, enable DHCPv4 debugging and clear the debug buffer.
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8. On Sw2, make the LAG255 uplink trusted for DHCP snooping.
9. On PC4, attempt to renew your IP. This should now succeed.
10.0n Sw2, review the DHCPv4 snooping statistics.

11.0n Sw2, review the debug buffer to see the normal DHCP process. You should observe the
discover/offer/request/ack phases of the DHCP process.

Optional: Authorized Server
DHCPv4 can also be configured to check the source IP on the uplink connection.
12. Start with a mistake: Configure 10.252.1.22 as an authorized DHCP server on Sw2.
13.0n PC4, attempt to release and renew the IP address, this should fail.
14.0n Sw2, review the statistics and note the Reason for the server drop.
15.0n Sw2, review the event log. A WARN packet should be observed.

16.0n Sw2, review the debug logs. You should see a message with '
IDHCPV4 _BOOTP_REPLY packet was dropped at port:lag255.Reason - Reply packet came
from unauthorized server:10.252.1.21'

17.0n Sw2, add the correct DHCP server with IP 10.252.1.21.
18. Verify that PC4 can now obtain an IP address using DHCP.

DHCP Bindings Database
Based on the DHCP Snooping, the switch will also learn the client MAC and client IP.

19.0n Sw2, review the DHCPv4 Bindings database

Q: What would be other uses for this database?

A: This binding database can be used by other security features, such as ARP Inspection or IP source
lockdown to verify the correct L2 MAC to L3 IP relation for a given switch port.

20.Disable the debugging
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Task 6: ARP Inspection

Objectives
— Configure ARP Inspection
Steps

Within the client VLAN, endpoints could use simple tools to spoof the ARP tables of the routing switches and
other clients on the local subnet.

ARP Inspection can be used to verify the incoming ARP packets so only valid ARP packets will enter the
network.

ARP inspection can be enabled per VLAN. All ports in the VLAN will been considered untrusted by default,
meaning that the incoming ARP packets will be verified by the ARP Inspection.

The switch will need a database to know on which switch port an IP/MAC combination is valid or invalid. The
DHCP Snooping database will be used for this verification process.

Devices with a static IP will not be learned by the DHCPv4 snooping, so they will not be in the DHCPv4
shooping database. The result will be that the ARP packets send by these systems will also be rejected.

These ports can be configured as 'trusted' ports, so incoming ARP packets on these ports will not be verified
by the ARP Inspection feature.

You will use PC4 in VLAN 11 to test the feature.

Configure ARP Inspection
1. On PC4, verify that you have received a DHCP address in VLAN 11.
2. On PC4, verify that you can ping to the default gateway on 10.x.11.1.
3. On PC4, review the arp table, check the entry for 10.x.11.1
4

. On Sw2, review the DHCPv4 snooping binding database. PC4 should be present with its
MAC and IP address on the port 1/1/4. This will be used to check incoming ARP packets.

5. On Sw2, enable ARP Inspect on VLAN 11.
6. On Sw2, enable arp inspection debugging

7. On PC4, clear the ARP cache using the command 'arp -d *', next attempt to ping the gateway
on 10.x.11.1.

NOTE: Make sure you are using an elevated command prompt as
administrator for the arp command.

Q: Did this work?
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A: No, there is no response.

8. On PC4, review the ARP cache again, there should be no ARP entry for the gateway.
9. On Sw2, investigate the ARP Inspect output, review the arp inspect statistics for VLAN11.

Q: What do you observe?

A: There are several dropped entries.

10.0n Sw2, review the debug buffer

Q: What do you observe?

A: Validation failed for arp packet on VLAN 11, untrusted port lag255.

11.Review the ARP Inspect interface output on Sw2.
Q: What is wrong here?

A: The client gateway (VSX Agg) is connected on port LAG255, the IP/MAC will not be learned by DHCPv4
shooping, but the port is by default set to 'Untrusted’, so ARP packets are dropped.

12. Configure the uplink port on Sw2 as trusted for ARP Inspect. ARP packets will now be
accepted on the LAG255 without further inspection.

13.0n PC4, you should now be able to reach the network again.
14.0n Sw2, review the debug buffer again to see the normal operation.

Optional: Verify IP Binding database dependency

The ARP Inspection feature relies on the IP Binding database to verify the ARP packets. When the IP
Binding database is not populated, the ARP Inspect will not find a match, so the ARP packets will be
dropped. This means that DHCP Snooping configuration must be enabled on the same VLAN as the ARP
Inspect VLAN to be effective.

In this section you will disable the DHCP Snooping on VLAN 11. ARP Inspection will then blocks ARP traffic
since there is no match in the IP Binding database.
15.0n Sw2, review the IP Binding database.

16.0n Sw2, disable DHCP snooping for VLAN 11. Verify the IP Binding database is empty.

17.0n Agg1 and on Agg2, clear the arp cache, since the PC4 entry is still present in this cache.
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18.0n Sw2, clear the debug buffer.
19.0n PC4, clear the arp cache and ping to the gateway.
Q: Did the ping succeed?

A: No, the ARP Inspect seems to be correctly configured, but since the IP Binding database is not populated,
ARP packets are dropped.

20.0n Sw2, review the debug buffer.
This demonstrates the dependency on the IP Binding database.
21.0n Sw2, enable DHCP snooping again for VLAN 11
22.0n PC4, release and renew the IP address and verify you can ping the gateway.

Verify ARP Inspection filtering

Now you will verify that only DHCP enabled clients are able to send ARP packets.
You will do this by configuring PC4 with a static IP address. Since the static IP is not learned by ARP
Inspect, the ARP traffic of the PC will be dropped.

23.0n PC4, configure the LAB Nic with a static IP 10.x.11.200/24 and GW 10.x.11.1.
24.0n PC4, attempt to ping 10.x.11.1. This should fail.
25.0n Sw2, review the debug buffer.

Q: What do you observe?

A: a WARN message will be shown ' Validation failed for arp pkt'

26. This demonstrates that only clients that have passed the DHCPv4 process will be able to use
the ARP process to access the network.

Endpoint with static IP

In case an endpoint in the VLAN, such as a printer for example, has a static IP address, the port can be
configured as trusted. Since PC4 now has a static IP address, the port 1/1/4 can be used to test this
scenario.

27.0n Sw2, configure port 1/1/4 as ARP Inspect trusted port.

28.0n PC4, you should now be able to access the network.

29.Cleanup: Disable debugging, make port 1/1/4 untrusted again.

30.0n PC4, make the Lab NIC a DHCP client again and verify you can ping the gateway.
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31.Optional step: Make a new checkpoint asts-lab12-<your name>.

This concludes the Lab Activity.
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Lab 13: IPv6

In this lab you will, explore a basic IPv6 deployment.

Objectives
— Configure OSPFv3.
— Configure SLAAC.
— Configure DHCP stateless address assignment.
— Configure DHCP stateful address assignment.

Requirements

This lab requires completion of Lab 12.
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Scenario

The customer wants to start with a pilot IPv6 deployment. They will be using the IPv6 prefix 2001:db8:x::/48
for the address assignments. Demonstrate the following IPv6 features.

OSPFv3
Configure the loopback IPs for:

e Agg1:2001:db8:x:0::2/128
e Agg2: 2001:db8:x:0::3/128
e Sw1: 2001:db8:x:0::4/128

Configure OSPFv3 between Agg1, Agg2 and Sw1. Make sure there are no DR/BDR elections on these links.

You must configure Agg1 and Agg2 with a global IPv6 address for SVI1 and enable it for OSPFv3:
- SVI1 (Agg1: 2001:db8:x:1::2/64 Agg2: 2001:db8:x:1::3/64)

The links SVI41 and SVI42 between Sw1 - Agg1 and Sw1 - Agg2 should not have a global unicast address
but still allow for IPv6 routing.

SLAAC
Configure Agg1 and Agg2 SVI11 with:

e Agg1:2001:db8:x:11::2/64
e Agg2: 2001:db8:x:11::3/64

This subnet should be advertised in OSPF, but Agg1 and Agg2 should not be able to establish an adjacency
on this subnet.

Configure a VSX active gateway on SVI11 for IPv6 2001:db8:x:11::1 using MAC address 02:00:00:00:00:01.

Ensure that clients on SVI11 receive an IPv6 address based on SLAAC. The customer wants to see the
SLAAC address assignment on PC3 (connected on Sw2 1/1/27).

DHCPvV6 - Stateless

Show the customer DHCPV6 stateless address configuration on SVI12. Sw1 should be configured with a
DHCPvV6 pool and a DNS host (note: this DNS host is not active).

e range 2001:db8:x:12::100 2001:db8:x:12::200 prefix-len 64
e dns-server 2001:db8:252:1::21

Configure Agg1 and Agg2 SVI 12 for stateless DHCPvV6 on prefix 2001:db8:x:12::/64. Agg1 and Agg2 should
be configured as DHCPV6 relay, using the Sw1 loopback IPv6 address as the DHCP server address.
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Assign Sw2, port 1/1/4 (connected to PC4) to VLAN12. PC4 should receive:
e an IP address in the 2001:db8:x:12::/64 subnet
e a DNS server address of 2001:db8:252:1::21

DHCPv6 - Stateful

Although the customer likes the concept of stateless addressing, they are still considering tracking the active
client IPv6 addresses and to have a centralized list of active systems. Demonstrate how to change the SVI12
configuration to stateful DHCP services.

They want to be able to see the assigned IPv6 addresses on the Sw1 DHCP server.
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Lab Diagram
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Task 1: Configure IPv6 links and OSPFv3

Objectives

— Loopback Interface

— Interface configuration

— OSPFv3 configuration

— Passive interface (default)
Steps

You will start this task by configuring a basic OSPFv3 connection between Agg1, Agg2 and Sw1.
First you will prepare the IPv6 loopback interface and SVI interfaces.
Next, OSPFv3 will be configured and enabled.

Agg1 - Agg2 Link
1. On Agg1, configure loopback 0 with IPv6 address 2001:db8:x:0::2/128.
2. Configure SVI 1 with IPv6 address ipv6 address 2001:db8:x:1::2/64.
3. Review your IPv6 interfaces.
4. Review the IPv6 interface VLAN1.
Q: What is the status of your IPv6 address?

A: After the Duplicate Address Detection has completed, the status will be reported as VALID

5. On Agg2, configure the loopback0 with 2001:db8:x:0::3/128.
6. On Agg2, configure SVI 1, use 2001:db8:x:1::3/64 as the host IP.

7. On Agg1, verify connectivity using ping6 to Agg2 SVI1 IPv6 address. This should be
successful.

8. On Agg1, review the IPv6 neighbor list. This should reveal the Layer2 address of the
neighbor.

9. On Agg1, clear the neighbor cache.
NOTE: This command applies to both IPv4 and IPv6 neighbor entries.

10.0n Agg1, verify the neighbor list is empty.
11.0n Agg1, repeat the ping and verify it was learned in the IPv6 neighbor list.
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OSPFv3 on Agg1 and Agg2

In this section you will configure OSPFv3 between Agg1 and Agg2 on SVI1. The router-id is a 32bit number.
In this lab, the IPv4 Loopback address will be used as the OSPFv3 router-id.

12.0n Agg1, configure OSPFv3 with area 0. Assign the router-id to the IPv4 loopback0 address.
13.0n Agg1, enable LoopbackO and SVI1 for OSPFv3.

14.0n Agg2, configure OSPFv3 with area 0. Assign the router-id to the IPv4 loopback0 address.
15.0n Agg2, enable LoopbackO and SVI1 for OSPFv3.

16.0n Agg1, review the OSPFv3 neighbors.

Q: What is the IPv6 neighbor address ? Does it match the configure IPv6 address?

A: No, it does not match the configured IPv6 address. OSPFv3 uses the link-local address for the adjacency
with the neighbors.

17.0n Agg1, review the OSPFv3 routes.
18.0n Agg1, review the IPv6 routing table.

19.Check the event log. Look for events generated by the hpe-routing daemon. This should also
show the link-local address for the Adjacency setup.

Configure Sw1 as OSPFv3 router

In this section you will configure Sw1 as OSPFv3 router connected to Agg1 with SVI 41 and Agg2 with SVI
42.

These SVl interfaces will be enabled for IPv6, but they will only use the link-local IPv6 address, so no global
unicast address needs to be configured on them.

20.0n Sw1, configure loopback 0 with IPv6 address 2001:db8:x:0::4/128.

21.0n Sw1, enable SVI 41 and SVI 42 for IPv6.

22.0n Sw1, configure OSPFv3 with area 0. Assign the router-id to the IPv4 loopback0 address.
23.0n Sw1, enable LoopbackO for OSPFvV3.

24.0n Sw1, enable SVI 41 and SVI 42 for OSPFv3 and set the network type to point to point.
25.0n Swi1, review the OSPFv3 interfaces.

26.0n Agg1, configure the link to Sw1: enable SVI 41 for IPv6 and OSPFv3.

27.0n Agg2, configure the link to Sw1: enable SVI 42 for IPv6 and OSPFv3.

28.0n Swi1, review the OSPFv3 neighbors, both Agg1 and Agg2 should be listed.
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29.0n Swi1, review the IPv6 routing table, you should see the Loopback IPv6 addresses of Agg1
and Agg2.

30.0n Sw1, attempt to use ping6 to reach the Agg1 IPv6 loopback address using your local IPv6
loopback address as the source. This should be successful.
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Task 2: Configure IPv6 on client subnet using SLAAC

Objectives

— Configure VSX Active Gateway

— Configure the endpoint subnet for SLAAC

— Verify client connectivity
Steps
In this section you will configure VLAN 11 for the PC3 client host.
The Agg1 and Agg2 will be configured to provide the clients with an IPv6 address based on SLAAC.
Aggregation configuration

1. On Agg1, configure SVI 11 with IPv6 address 2001:db8:x:11::2/64.

On Agg1 SVI11, enable OSPFv3 area 0 and set it as OSPFv3 passive interface.
On Agg1 SVI11, configure VSX Active Gateway for SVI 11.
On Agg1 SVI11, enable the IPv6 ND Router Advertisements (no ipv6 nd suppress-ra)
On Agg2, configure SVI 11 with IPv6 address 2001:db8:x:11::3/64.
On Agg2, complete the SVI 11 configuration: OSPFv3 and RA.

o ok w N

Client verification

7. On the PC3, review the IPv6 address. The client should have received an IPv6 address in
the SVI 11 subnet 2001:db8:x:11::/64. Make sure, that IPv6 checkbox is marked in Lab NIC
interface’s properties.

8. On the PC3, verify IPv6 connectivity with the Agg1 and Agg2 IPv6 loopback addresses using
ping -6.

9. On PC3, use tracert -d -6 to the Sw1 IPv6 Loopback (2001:db8:x::4)
10.0n Agg1, review the IPv6 neighbors. You should observe the PC3 in VLAN11 on LAG1.
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Task 3: Configure IPv6 on client subnet using DHCP

Objectives
— Configure DHCPv6 Server and DHCPVG6 relay
— Configure the endpoint subnet for DHCP Stateless
— Configure the endpoint subnet for DHCP Stateful
Steps
In this section you will configure SVI 12 for the PC4 client using DHCPV6.

DHCPvV6 can be used in 'stateless' mode. This means that the client will locally generate an IPv6 address
based on the RA, but the client will still send a DHCP message to discover options. This allows the network
administrator to centralize common options such as the DNS server IP address.

DHCPvV6 can also be used in 'stateful' mode. This means that the client will not generate an address based
on the RA, but it will request an IPv6 address from the DHCPvV6 server. The DHCPv6 server will have an
overview of the connected IPv6 addresses on these subnets.

First you will configure Sw1 as a DHCPV6 server with a pool for VLAN 12.
Next you will configure Agg1/Agg2 SVI 12 with a DHCP relay option to Sw1.

The SVI12 will then be configured for stateless DHCPV6. After this has been verified, stateful DHCPv6 will be
configured.

Configure PC4
PC4 is currently connected to VLAN11. Configure it in VLAN 12

11.0n Sw2, change the port VLAN id of port 1/1/4 to VLAN 12

12.0n PC4, change the 802.1X login user to username asts-accept (aruba123) and check that
IPv6 is enable under Lab NIC interface’s properties.

NOTE: The RADIUS server will return a basic 'accept' for this account. Since
no other settings are provided, the client will be assigned to the port VLAN id,
in this case VLAN 12.

13.0n Sw2, review the MAC addresses on port 1/1/4. The client MAC address should now be
learned in VLAN 12.

14.0n PC4, use ipconfig to verify it has received an IPv4 address in VLAN 12.
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Configure DHCPv6 Server
In this section you will configure a DHCPV6 server on Sw1 with a pool for VLAN 12.

15.0n Sw1, enter the DHCPvV6 context in the default VRF, make it authoritative and define a
pool for VLAN 12

16.0n Sw1, define a range range 2001:db8:x:12::100 2001:db8:x:12::200 for the pool 12 and set
the DNS server address option.

NOTE: The DNS address is an example in this lab. There is no real IPv6 DNS
server active in the lab.

17.0n Swi1, exit the pool level and enable the DHCPV6 server.

18.0n Sw1, review the settings.

Configure SVI12 for Stateless DHCPv6

In this section, Agg1 and Agg2 SVI 12 will be configured to support IPv6 with the Stateless DHCPvG6 option.
19.0n Agg1, enable DHCPVG6 relay globally
20.0n Agg1, set the IPv6 SVI address, and enable OSPFv3

21.0n Agg1 SVI 12, enable DHCP relay. The destination address is the Sw1 Loopback IP
address.

22.0n Agg1 SVI 12, configure the stateless DHCPv6. This is done by setting the 'OTHER' option
flag in the RA messages. The ND Prefix is still required, since the client will generate an
address in this range.

23.Review the DHCPVG6 status.
24.0n Agg2, repeat this configuration

Verify Stateless DHCPv6
25.0n Agg1, enable dhcp-relay debugging and clear the buffer.
26.0n PC4, disable and enable the 'Lab NIC'.

27.0n PC4, review the address details. The IPv6 address should be a generated address in the
2001:db8:x:12::/64 range. The DNS Server list should now also include the IPv6 DNS
address for 2001:db8:252:1::21.

28.0n Agg1, review the debug buffer. You should see the DHCPV6 relay flow.
29.0n Swi1, review the DHCPV6 lease database.
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Q: Are there any active leases?

A: No, since the client is in stateless mode, it will not request an IP address from the DHCP server, only the
options.

30.0n Sw1, use the diag-dump to see DHCPVG6 server details.

Q: What message type to you see?

A: The client has used a DHCPINFORMATION-REQUEST to obtain the option information.

Configure SVI 12 for Stateful DHCPv6

In this section you will update the SVI 12 on Agg1 and Agg2 so the clients will operate in stateful DHCPv6
mode.

31.0n Agg1 SVI 12, set the default option for prefixes to no-advertise.
32.0n Agg1 SVI12, enable the stateful DHCP with the 'MANAGED' flag in the RA options.
33.0n Agg2, repeat this configuration on SVI 12.

Verify Stateful DHCPv6
In this section you will verify the stateful DHCPv6 operation on PC4.
34.0n PC4, disable and enable the 'Lab NIC' interface.

35.0n PC4, verify the address. You should now see an IPv6 address in the range
2001:db8:x:12::100-200.

36.0n Sw1, review the DHCPV6 lease database
37.0n Sw1, review the diag-dump of the DHCPV6 server. There should be 4 packets.
Q: What packet types do you see?

A: DHCPSOLICIT, DHCPADVERTISE, DHCPCONFIRM and DHCPREPLY messages

38.0n Agg1, review the debug buffer. You should see the same 4 packets being exchanged
between the client and the DHCP server, resulting in 8 messages in total.

39.0n Agg1, disable the debugging.
40.Optional step: On all devices, make a new checkpoint 'asts-lab13-<your name>'.

This concludes the basic IPv6 configuration.
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Lab 14: Trouble Tickets

In this lab activity several trouble tickets are introduced in the lab environment.
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Task 1: Prepare the Troubleshooting Setup

Introduction

The troubleshooting tickets use the final state of the training labs as the base for the trouble tickets.
You must have completed at least Lab01. In Lab01 you should have configured the 'oobm' checkpoint and
you should have run the 'ASTS-Lab01-deploy-all-configs.cmd' file.

This lab assumes you have completed at least this Lab01 successfully, if this is not the case, you should
perform Lab01 again.

The tickets in this lab will always start by loading the ‘asts-lab13-done' checkpoint (saved by the deploy all
script in Lab1), and then apply some additional configuration, or introduce some configuration issues into that
topology.

NOTE: While you could 'troubleshoot' by checking the differences between the
current configuration and the saved checkpoint, you are encouraged to use
troubleshooting skills and techniques using show, debug and diagnostics
commands.

NOTE: This guide only contains the Tickets information. You can open the
document 'ASTS - Lab - 14 - TroubleTickets Hints and Solutions' if you need
some example show or debug commands. The Solution Guide contains the
actual solution information and detailed show or debug output. Make sure to
consult the Solution Guide if you need additional information.

1. On RouterA, load asts-base-I3 checkpoint to the running configuration, save the
configuration and reboot.

2. On Agg1, verify there is a checkpoint named 'asts-lab13-done'. Repeat this check on
Agg2, Sw1 and Sw2.

3. On all 4 switches, load the asts-lab13-done checkpoint, save the configuration and reboot.

copy checkpoint asts-labl3-done running
write mem
boot system

NOTE: When loading a new Ticket, the PC may seem to lose its network
access. Typically, renewing the IP address (ipconfig /release and /renew) or
resetting the Lab NIC solves this issue.
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NOTE: If you see any 'Failure' message when loading checkpoint or during the deploy
script, stop working and reboot the switch. After the switch is rebooted, you may try to
load the configuration or ticket again.

It may also help to manually copy the checkpoint that causes issues to the startup
config and reboot. Example (Make sure you do not save the running-configuration
when asked)

copy checkpoint asts-labl3-done startup

boot system

IMPORTANT: Make sure you do not save the running configuration when rebooting!
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Trouble Ticket Setup 01

Steps
1. On PC1, on the desktop, open folder ASTS. Run ASTS-Lab14-TT01.cmd

2. PC4 should authenticate with 802.1X user asts-accept / aruba123. This should be successful
(no issues). PC4 should be able to ping 10.252.1.21 (no issues).

3. In case you did not complete Lab11, these screenshots show an example of the PC4 802.1X
configuration.

NOTE: Make sure to enable and start the 'Wired autoconfig' Windows service
on the PC4. This is the Windows 802.1X supplicant.

tion View Help
B | HBEl »eumn

. Services (Local)
Wired AutoConfig lame . escription  Status  Startup Type

anua

The WLANS.
| Performance Adapter  Provides pe..
kFolders This service

Extended / Stendard

TIP: In this lab environment, the client does not trust the CPPM RADIUS EAP
certificate, so you should disable the certificate validation in the Windows NIC
802.1X authentication settings.
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Gigabit Net Intel(

Networking  Authentication  Sharing

Select this option to provide authenticated network access for
this Ethemet adapter

Enable IEEE 802.1X authentication
Choose a network authentication method:

Microsoft: Protected EAP (PEAP) 5 Settings

Remember my credentials for this connection each
time I'm logged on

Fallback to unauthorized network access

Addtional Setings...

OK Cancel

Delets credentils for ol users

Enabe IEEE 802 1X authertication

Choose a network authentication metha:

Microsof: Protected EAP (PEAP) ~| [ setngs

 Remember my crdertial forths comnection each
tme Imlogged on

Falback o unautharized network access

Addtiond Setings.

I =

574L Gigabit Net...

4 & > Control Panel > Network and Internet > Network Connections

Disable this network device Diagnose this connection Rename this connection View status of this connection Cha
Do NOT Touch! : Lab NIC 00BM
Unidentifi Authentication failed D

ntel(R] 4L Gigabit Net.

Protected EAP Properties X

When connecting:

[[] Verify the server's identity by validating the certificate

o

nnect

] A
[] Baltimore CyberTrust Root

[ certumcA

[ Class 3 Public Primary Certification Authority

[ DigiCert Assured ID Root CA
[ pigicert Global Root CA
[ Digicert High Assurance EV Root CA

<
Notifications before connecting:

Tell user if the server’s identity can't be verified

Select Authentication Method:

Secured password (EAP-MSCHAP v2) | | Configure...
Enable Fast Reconnect
[ Disconnect if server does not present cryptobinding TLV "
[JEnable Identity Privacy
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1 » Contrl Panel > Network and ntemet > Network Connections Vo h Network Connections p
Organize v Disable this network device  Diagnose this connection  Rename this connection  View status of this connection  Change seftings of this connection 5= v [ @
tion faled r
TaL Gigabit Nt
a02.xsettngs
Networng  Adhericaton_Sharng
spedy sutnenscaton mode Windows Secuty X
St aptn o provie uthricaed ntwork acces for User authenicaton <] | Sove aedentals
i Ehemet adapter Save credentials

Saving your credentials allows your computer to connect to
the network when you're not logged on (for example, to
download updates)

asts-accept

NOTE: Make sure the option 'Fallback to unauthorized network access' is

enabled.

Trouble Ticket 01.01

4. The customer reports that when Sw2 uplink to Agg1 fails, PC4 can no longer reach

10.252.1.21.

5. On PC4 start a continuous ping to 10.252.1.21.
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| ping 10.252.1.21 -t

6. When the uplink to Agg1 is down, when PC4 attempts to re-authenticate, it is no longer
possible to authenticate. You can disable/enable the Lab NIC on PCA4 to test this re-
authentication issue.

7. To simulate the issue: On Sw2, shutdown port 1/1/25 (to Agg1), the ping on PC4 should stop.

# Sw2
interface 1/1/25
shutdown

8. The customer wants you to find the issue and correct the issue.

Trouble Ticket 01.02

Note: This ticket requires Issue 01.01 to be resolved first.

9. PC4 can reach 10.252.1.21 with a ping, but packet drops are observed when the ping rate is
increased.

10.0n PC4, open a command prompt and ping 10.252.1.21. This should work.

11.0n PC4, in the command prompt, run fping 10.252.1.21 -t 50 -w 10 -c. This will show
intermittent drops.

The customer wants you to identify what is wrong and correct the configuration so that the
requested fping has no drops.
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Trouble Ticket Setup 02

Steps
1. On PC1, on the desktop, open folder ASTS. Run ASTS-Lab14-TT02.cmd
2. PC3 should be able to ping 10.252.1.21 (no issues).

Trouble Ticket 02.01

3. In a previous POC, the customer has seen in that the traffic failover for a VSX LAG is very
fast. They have now configured their own network. When they attempt to test this failover
between Sw2 and the Agg1/Agg2 it seems to take several seconds before the traffic is
working again.

4. The customer is using this test procedure:

PC3 has a continuous ping running to 10.252.1.21.

On Sw2, disable 1/1/25 > verify slow failover of traffic on PC3> restore the link 1/1/25 and wait about 10
seconds.

On Sw2, disable 1/1/26 > verify slow failover of traffic on PC3> restore the link 1/1/26 and wait about 10
seconds.

5. This is an example of the slow ping failover

Reply from 10.252.1.21: bytes=32
Reply from 10.252.1.21: bytes=32
Reply from 10.252.1.21: bytes=32
Request timed out.

out.
Request timed out.
Reply from 10.
Reply from 10.
Reply from 10.
Reply from 10.

6. Repeat the test if the first failover was still fast.
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Trouble Ticket Setup 03

Steps
1. On PCH1, on the desktop, open folder ASTS. Run ASTS-Lab14-TT03.cmd

Trouble Ticket 03.01

2. The customer is rolling out a new network, using a VSX pair as the Aggregation switches.
The Access switches will be connected using a LAG to the VSX pair. The customer plans to
use zero touch provisioning for the deployment of new switches. Now the customer is
deploying a new switch (Sw2) and has an issue with a PC3 connected to this switch, it does
not seem to be able to connect to the network.

3. The customer has already tested several steps:

On Sw2, they have verified that the links are up and connected properly using

’show 11dp neighbor

On Sw2, they have used verified that both interfaces of the LAG are UP as Forwarding state.

]show lacp interfaces

On Sw2, they have verified IP connectivity to the Agg1/Agg2 and both pings were successful.

ping 10.x.1.2
ping 10.x.1.3

On Agg1, Agg2 and Sw2, they have verified that the VLAN11 exists and is enabled on the LAG.

| show VLAN 11

4. Still, PC3 (assigned to VLAN11) is unable to access the network.

5. The customer wants you to investigate why the LAG seems ok, but the PC3 still cannot
access the network.
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Trouble Ticket Setup 04

Steps
1. On PCH1, on the desktop, open folder ASTS. Run ASTS-Lab14-TT04.cmd

Trouble Ticket 04.01

2. The customer has routed SVI 41 between Sw1 - Agg1 and routed SVI 42 between Sw1 -
Agg2. The customer is using OSPF as the routing protocol to exchange routing information
between these 3 devices. These routed SVIs 41 and 42 should always be up, independent of
the VSX ISL status. The customer is using BFD between the OSPF routers for fast failure
detection.

3. However, the customer has noticed that the OSPF adjacencies between Sw1 and the VSX
pair are not stable when the ISL is broken. Within a minute after the ISL fails, the OSPF
adjacency between Sw1 and Agg2 goes offline. Also, it can take more than a minute to
restore the OSPF adjacency after the ISL is restored.

The customer is using this test procedure:

4. On Swi1, verify that there is an OSPF adjacency with Agg1 (SVI 41) and Agg2 (SVI 42). You
may need to wait a few moments after the trouble ticket checkpoint was loaded.

]show ip ospf neighbors

5. On Agg1, disable lag256

interface lag256
shutdown

6. On Swi1, review the OSPF neighbors, the adjacency to Agg2 (SVI 42) will go offline within a
minute.

’show ip ospf neighbors

7. On Agg1, enable lag256

8. On Swi1, review the OSPF neighbors, the adjacency to Agg2 (SVI 42) takes significant time
before it is established again.

’show ip ospf neighbors

9. The customer wants you to investigate what is wrong with these links and apply the
corrections. The result should be that the OSPF adjacencies are not affected by an ISL
failure.
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Trouble Ticket Setup 05

Steps
1. On PCH1, on the desktop, open folder ASTS. Run ASTS-Lab14-TT05.cmd

Trouble Ticket 05.01
2. Customer has recently deployed a VSX pair with L3 uplink connections to Sw1.
3. Agg1 connects with SVI41 to Sw1, Agg2 connects with SVI42 to Sw1.

4. During the setup, the routed connections and OSPF adjacencies were verified and found
correct.

5. Recently some best practices were applied to the network and the customer observed that
Sw1 does not have an OSPF adjacency with Agg2 anymore. They want to understand what
happened and how to resolve it.
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Trouble Ticket Setup 06

Steps
1. On PCH1, on the desktop, open folder ASTS. Run ASTS-Lab14-TT06.cmd

Trouble Ticket 06.01

2. Customer has recently deployed a VSX pair using 1/1/45, 1/1/46 and 1/1/47 for the ISL
LAG256.

3. The VSXis configured with L3 uplink connections to Sw1. Agg1 connects with SVI41 to Sw1,
Agg2 connects with SVI42 to Sw1. This is an OSPF routed topology.

4. The customer did not have spare ports available for a direct VSX keepalive, so they have
configured in-band Keepalive detection. The reported Keepalive state is 'Keepalive-
Established', so Agg1 and Agg2 have successfully established the Keepalive channel.

5. However, when the customer tests a failure of the ISL link, the secondary node remains
active, so the Keepalive does not seem to work and a split-brain condition occurs.

note: You should not configure a direct Keepalive since the customer has stated that there are no more direct
interfaces available.

The customer has tested with these steps:

6. On Agg2, after loading the checkpoint, verify that the linkup-delay timer has passed and that
VSX is working ok. There should be no interfaces 'Disabled by VSX'

show vsx status
show interface brief

7. On Agg2, verify the Keepalive is Established

’show vsx status keepalive

8. On Agg1, disable lag2560re

interface lag256
shutdown

9. On Agg2, verify interfaces are still up (should have been disabled by VSX)

]show interface brief

10.Enable the LAG256 and repeat the above process to verify.

11.They want to understand what happened and they want you to implement a correction so the
split-brain detection operates correctly.

Rev 20.41 | © Copyright 2020 Hewlett Packard Enterprise Development LP | Confidential — For Training Purposes Only
a Hewlett Packard 282

Enterprise company



Aruba Advanced Switching
Troubleshooting and Solutions
Lab Guide

Trouble Ticket Setup 07

Authentication

Steps
1. On PCH1, on the desktop, open folder ASTS. Run ASTS-Lab14-TT07.cmd

Trouble Ticket 07.01

2. The customer wants to setup 802.1X authentication on Sw2 with ClearPass Downloadable
User Roles, but they are running into issues.

3. They have tried various configurations and made several configuration updates, but they
have lost track. They want you to correct their configuration and they want to see a
successful authentication on PC4 with a Downloadable User Role applied to the user.

4. The account that should be used for 802.1X on PC4 is asts-employee-dur / aruba123
5. This table shows the required configuration.

Setting Value Notes
ClearPass 10.252.1.23 RADIUS
ClearPass DNS name cppm.arubatraining.com

ClearPass RADIUS secret aruba123

ClearPass DUR username duradmin

ClearPass DUR password aruba123

DNS 10.252.1.21

aruvba
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Trouble Ticket Setup 08

In this section, several RADIUS server configuration errors will be explored.
For some tickets, you don't need to apply a fix, you only need to identify the issue on the RADIUS server.

Steps
1. On PCH1, on the desktop, open folder ASTS. Run ASTS-Lab14-TT08.cmd

2. On PC4, configure 802.1X authentication with user asts-employee-dur / aruba123. This
should be successful.

3. note: You may need to bounce port 1/1/4 on Sw2 after the checkpoint is loaded.

4. In the following tickets, you will configure PC4 to login with different user accounts, each of
them contains some issue that results in network access issues. The customer wants you to
investigate and correct when requested.

Trouble Ticket 08.01

5. Configure PC4 to authenticate using account asts-error1 / aruba123

6. The customer reports that the client does not come online on Sw2, even though ClearPass
Access Tracker reported a success authentication.

7. You must investigate and ensure the user is authenticated and the correct role can be
applied. The PC4 does not need to get an IP address.

Trouble Ticket 08.02

8. Configure PC4 to authenticate using account asts-error2 / aruba123

9. The customer reports that the client does not come online on Sw2, even though ClearPass
Access Tracker reported a success authentication.

10.You must investigate and ensure the user is authenticated and the correct role can be
applied. The PC4 should get an IP address and be able to access the network.

Trouble Ticket 08.03
11. Configure PC4 to authenticate using account asts-error3 / aruba123

12.Customer wants to explore the ClearPass Downloadable User roles. Their ClearPass
administrator is not very familiar with the Downloadable User Roles and they are running into
an issue when this user authenticates.
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13. They are convinced that there is an issue in the ClearPass configuration for this user, but
they want you to identify what they did wrong, since access tracker just shows a success
message. You should troubleshoot on the switch and identify what is wrong in the
ClearPass configuration, you do not need to correct this issue.

Trouble Ticket 08.04
1. Configure PC4 to authenticate using account asts-error4 / aruba123

2. The customer expects that PC4 gets connected to VLAN11 using this user account.
However, the device does not get an IP address in VLAN11, even though authentication
seems to work fine.

3. The customer expects you to identify the issue and correct the configuration so the PC4 will
be connected to VLAN 11 when it authenticates using this account.

Trouble Ticket 08.05
note: This ticket is very similar to ticket 08.03. If you have completed ticket 08.03, you may skip this ticket.
4. Configure PC4 to authenticate using account asts-error5 / aruba123

5. Customer wants to explore the ClearPass Downloadable User roles. Their ClearPass
administrator is not very familiar with the Downloadable User Roles and they are running into
an issue when this user authenticates.

6. They are convinced that there is an issue in the ClearPass configuration for this user, but
they want you to identify what they did wrong, since access tracker just shows a success.
You should troubleshoot on the switch and identify what is wrong in the ClearPass
configuration, you do not need to correct this issue.

Trouble Ticket 08.06

7. Configure PC4 to authenticate using account asts-error6 / aruba123

8. The customer is testing a new device that should come online in VLAN 12, but when they
configure the device, it does not come online.

9. The customer expects you to identify the issue and correct the configuration so the PC4 will
be connected to VLAN 12 when it authenticates using this account.
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Trouble Ticket 08.07

10. Configure PC4 to authenticate using account asts-error7 / aruba123

11.The customer is testing authentication between the AOS-CX switch and a RADIUS policy
that is also used for some legacy switches in the network.

12.The PC4 fails to be authorized on the Sw2. The customer expects you to identify the issue
and correct the configuration so the PC4 will be authenticated. PC4 does not need to get an
IP address, it just needs to be online as 'success' authenticated.
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Trouble Ticket Setup 09

In this section you will need to troubleshoot a routing and multicast routing setup.

Steps
1. On PC1, on the desktop, open folder ASTS. Run ASTS-Lab14-TT09.cmd

On PC4, release and renew the IP address. The PC has been assigned to VLAN212 and
should have an IP address in the 10.x.212.0/24 subnet.

On PC4, run asts-lab09-PC4-mcast-tx.cmd to send multicast traffic to 239.1.1.100.

4. On PCa3, renew the IP address, it should receive an IP address in the 10.x.11.0/24 subnet.

On PC3, run asts-lab09-PC3-mcast-rx.cmd to attempt to receive multicast traffic for
239.1.1.100. This will not work and must be resolved as part of this ticket.

Trouble Ticket 09.01

6.

The customer is migrating from a static route configuration to OSPF. They have reconfigured
some IP addresses of routed links and they have configured OSPF between the routers.

They are also implementing a multicast application and they are attempting to setup multicast
between VLAN212 as the transmitter (PC4) and V11 as the receiver (PC3).

They are experiencing reachability issues between the VLAN11 and VLAN212 subnets, they
report that PC3 cannot even ping PC4.

You must ensure that the reachability between PC3 and PC4 is restored and that the
multicast transmission by PC4 to 239.1.1.100 can be received by PC3.

This concludes the trouble tickets activity.

a Hewlett Packard

Rev 20.41 | © Copyright 2020 Hewlett Packard Enterprise Development LP | Confidential — For Training Purposes Only
287

Enterprise company



Aruba Advanced Switching
Troubleshooting and Solutions
Lab Guide

Lab 14: Trouble Tickets Hints and Solutions

This document contains the hints and solutions for the Trouble Tickets in the Lab Guide.
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Trouble Ticket Hints and Solutions

Refer to the Solution Guide document for the solution steps.
In the Lab Guide version, only the Hints are shown.

Trouble Ticket 01.01
Hints

On Sw2
show interface brief
show spanning-tree

Solution

Trouble Ticket 01.02
Hints

# Use PC4 with tracert -d 10.252.1.23 to attempt to detect where drops occur
On devices where response seems unstable, review the interface stats and configuration where
traffic comes in and goes out.

Solution
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Trouble Ticket 02.01
Hints

On Sw2
show interface brief
show lacp interfaces

Solution

Trouble Ticket 03.01
Hints

# On Aggl
show interface brief
show lacp interfaces multi-chassis

Solution

Trouble Ticket 04.01
Hints

# On Agg2

show interface brief
show ip interface brief
show vlan

show vlan <id>

Solution

QrUbQ Rev 20.41 | © Copyright 2020 Hewlett Packard Enterprise Development LP | Confidential — For Training Purposes Only

a Hewlett Packard 290
Enterprise company



Aruba Advanced Switching
Troubleshooting and Solutions
Lab Guide

Trouble Ticket 05.01
Hints

# On Sw2
show ip ospf neighbors
show ip ospf interfaces

# On Agg2
show ip ospf neighbors
show ip ospf interfaces

Solution

QrUbQ Rev 20.41 | © Copyright 2020 Hewlett Packard Enterprise Development LP | Confidential — For Training Purposes Only

a Hewlett Packard 291
Enterprise company



Aruba Advanced Switching
Troubleshooting and Solutions
Lab Guide

Trouble Ticket 06.01
Hints

# On Agg2

show vsx status

show vsx status keepalive

show vsx configuration keepalive
trace

show ip ospf interfaces

Solution
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Trouble Ticket 07.01
Hints

# On Sw2

ping <ip>

ping <name>

show port-access clients

show port-access clients detail
show aaa server-groups

debug portaccess all

clear radius-server statistics authentication

show radius-server statistics authentication

show aaa authentication port-access dotlx authenticator interface 1/1/4 port-statistics
show aaa authentication port-access interface 1/1/4 client-status

Solution
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Trouble Ticket 08.01
Hints

# On Sw2
show port-access clients
show port-access clients detail

Solution

aruvba
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Trouble Ticket 08.02
Hints

# On Sw2
show port-access clients
show port-access clients detail

Solution

aruvba
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Trouble Ticket 08.03

Hints
# On Sw2

debug portaccess all
show debug sev err
show event -r -n 10 -s err

Solution

aruvba
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Trouble Ticket 08.04
Hints

# Sw2 Review the status
show port-access clients
show port-access clients details

# Sw2 Enable debugging

debug portaccess all

clear debug buffer

port-access reauthenticate interface 1/1/4
show debug buffer severity err

Solution

Trouble Ticket 08.05
Hints

show port-access clients
show port-access clients detail

debug portaccess all

clear debug buffer

port-access reauthenticate interface 1/1/4
show debug buffer

Solution

Trouble Ticket 08.06
Hints

show port-access clients
show port-access clients detail

debug portaccess all

clear debug buffer

port-access reauthenticate interface 1/1/4
show debug buffer

Solution
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Trouble Ticket 08.07
Hints

show port-access clients
show port-access clients detail

Solution
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Trouble Ticket 09.01 - Routing and Multicast
Hints

# PC3

ping to PC4

# Aggl/2

show ip route 10.x.212.0

show ip route 10.x.212.0
show ip ospf neighbors

show ip pim neighbors

show ip pim interface brief
show ip ospf interface brief

Solution

This concludes the trouble tickets activity.
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