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Objectives

Understand multicast addressing

VLAN 10
Dst: 239.1.1.1 =—
o] F
Understand IGMP components and messages (I—L\L—zj< Dst 239222 L
i ' VLAN 30
—
Optimize multicast forwarding <_—) &
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Compare IGMP and IGMP snooping ;‘;9":":'1 L stk ;‘&mzbgrz

After completing this module, you will be able to:
Understand multicast addressing

Understand IGMP components and messages
Optimize multicast forwarding

Compare IGMP and IGMP snooping
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Overview

Multicast Intro

Lab Activity

Q MOD 1-3

Enterprise networks require a variety of multicast services. In this module, you learn about
multicast traffic and how to use Internet Group Management Protocol (IGMP) to control it.

We begin with an introduction to multicasting, then move into a discussion of IGMP before
turning you loose on a lab activity.
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Multicast Intro

We begin with an introduction to multicasting.
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+ Send data to a selected group of devices
« Avoid duplication of traffic streams (Unicast behavior)
« Save network resources (CPU, Bandwidth)

| Multicast Group
239.2.11.1

Receiver A

“'Non-interested host

Sender Receiver B

The purpose of multicast is to send information to a select group of devices and to avoid
duplication of traffic streams. This saves precious network resources such as bandwidth and

CPU utilization.

A sender device generates information and advertises it to a group. Receivers join that group
and listen to the information. A multicast group is defined as a set of zero or more host
identified by a single IP destination address. The figure shows a multicast group represented
by IP address 239.2.11.1.

IP multicast messages are transmitted from one-to-many, from many-to-many, and/or from
many-to-one over an IP infrastructure that may span Layer 3 boundaries. The destination
nodes (receivers) send join and leave messages that create an on-demand community of
devices interested in receiving the multicast stream. Multicast optimally uses network
resources by requiring the source to send a single packet stream, even though large numbers
of receivers might need to receive the messages. The replication of messages takes place at
the network node(s) or Layer 3 device(s) and diverges the stream to the receivers.

The multicast source sends packets with its own IP address as the source, and some multicast
address as the destination. Multiple receivers can listen for the same address, and so switches
flood the packet out all ports in the same VLAN, except the packet ingress port. Any source
that is listening for that address processes the packet. Because multiple IPv4 nodes listen for
the same multicast address, this address is often referred to as a group address.
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Note: The term stream is commonly used in multicast to denote traffic
associated with a particular multicast destination address.
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Destination Address Review

Source IP  Destination IP
Unicast | 10.1.1.1 12.2.2.2 “Hey you”

Broadcast | 10.1.1.1 | 255.255.255.255 | “Aftention everyone”

Multicast mm “Attention all members of group X”

Q

As a review, there are three general types of destination addresses:
| Unicast: traffic is forwarded to just one destination
| Broadcast: traffic is flooded throughout the VLAN/subnet (everyone will see it)

| Multicast: traffic is destined to 0 or more (or all) destinations in a VLAN/subnet. It is flooded,
by default, throughout the VLAN/subnet
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Multicast Use Cases
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Unified communications and collaboration WHEGIE
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Server management solutions >

Multimedia presentations

-
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Management/Networking protocols

Unified communications and collaboration(UCC)

UCC applications include the following:

IP voice conference calling

Music or audio streaming

Video and desktop conferencing and collaboration
Telepresence

Video streaming applications

Virtual classroom applications

Stock ticker tape streaming applications

Network management protocols like the Network Time Protocol (NTP) and the Aruba
Discovery Protocol (ADP), used by Aruba campus APs to find and connect to an Aruba
Mobility Controller

Server management solutions

IT

administrators might also assign servers or endpoints to multicast groups so that they can

deliver patches, software updates, and other controls to a targeted group. Multicasting can also
be used to take server or workstations snapshots — images of each syst em'’s storage drives.

Multimedia presentations
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This is often the first thing folks think about when discussing multicasting.
Videos and other multimedia presentations can be large files, and consume

significant bandwidth. If 1000 people needed to watch the CEQO’s quarterly
presentation to staff, you do not want 1000 individual unicast data streams. It

is far better to send one single stream as a multicast, such that all staff
members receive it.

Management/networking protocols

Many network-related protocols use multicasting for efficiency. This includes
the Network Time Protocol (NTP), Aruba Discovery Protocol (ADP), OSPF,
and many more.
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Multicast Challenges

Bandwidth consumption .- 4 >

Q

A
&y
v

Multicast traffic for sophisticated applications, particularly multimedia applications, can
consume a great deal of bandwidth, particularly when it is copied for distribution to multiple
locations. In fact, even copying multicasts can consume processing power on network
infrastructure devices. To maintain a high-performing network environment, administrators
must implement multicast control technologies properly to minimize unnecessary flooding and
duplication. Not only do administrators need to preserve bandwidth, they also need to protect
endpoint functionality. An endpoint NIC must process the multicasts that it receives, even if it is
not listening for that multicast, which can consume CPU cycles.

Users and devices that require specific multicast traffic often connect in a variety of locations.
Network administrators might need to route the traffic across multiple VLANs and even campus
LAN sites.

You will learn about meeting this first challenge in this module. Then, in the next module, you
will build on that knowledge and learn about multicast routing.

10
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L3 Multicast Addressing

Range: 224.0.0.0 - 239.255.255.255 - 224.0.0.0/4
224.0.0.0 — 224.0.0.255 are link local (non-routable)
239.0.0.0 — 239.255.255.255 are internal private (routable)

Most
relevant
scopes

224.0.0.1: All multicast devices
224.0.0.2: All multicast routers
224.0.0.5 and 224.0.0.6: OSPF
224.0.0.13: PIM

Link-local
examples

Q

Multicast addresses fall within the 224.0.0.0/4 range - 224.0.0.0 to 239.255.255.255. As shown
in the figure, the lower portion of the range is reserve for link local addresses — they are non-
routable addresses that are used to communicate among devices on the same subnet. The
remaining addresses are internal private addresses — routable multicast addresses for use
across the enterprise.

The Internet Assigned Numbers Authority (IANA) has assigned specific multicast addresses to
some protocols. For example, to reach all multicast host devices, use 224.0.0.1. To reach all
routers, use 224.0.0.2. Open Shortest Path First (OSPF) routers communicate with each other
on multicast address 224.0.0.5 and 224.0.0.6. 224.0.0.13 is used for the Protocol Independent
Multicast (PIM) routing protocol.

Depending on the type of application, the multicast source and multicast receivers might be
statically configured to stream to, and listen for, a specific multicast address. Or they might
negotiate the address dynamically. Determining the multicast address to use is the
application’s responsibility; the network infrastructure must simply ensure that the traffic
reaches its destination.

As shown in the table below, IANA has assigned other addresses to specific organizations.
11
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Some applications, such as applications that use Session Announcement
Protocol (SAP), can dynamically select multicast addresses from a certain
range. Finally, individual organizations can define administratively scoped
multicast addresses in the 239.0.0.0/8 range as they want; these multicasts
should not leave the administrative domain.

This table summarizes the Layer-3 multicast addresses:

IP multicast address range Description Routable
224.0.0.0 to 224.0.0.255 Local subnetwork No
224.0.1.0 to 224.0.1.255 Internetwork control Yes
224.0.2.0 to 224.0.255.255 AD-HOC block 1 Yes
224.3.0.0 to 224.4.255.255 AD-HOC block 2 Yes
232.0.0.0 to 232.255.255.255 Source-specific
multicast Yes
233.0.0.0 to 233.251.255.255 GLOP addressing
Yes
233.252.0.0 to 233.255.255.255 AD-HOC block 3 Yes
234.0.0.0 to 234.255.255.255 Unicast-prefix-based
Yes
239.0.0.0 to 239.255.255.255 Administratively scoped
Yes

You can refer to IANA for the latest assignments:
https://www.iana.org/assignments/multicast-addresses/multicast-
addresses.xhtml.
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Address Range Routable

224.0.0.0 — 224.0.0.255 Local Network Control No

224.0.1.0 — 224.0.1.255 Internetwork Control Yes
224.0.2.0 — 224.0.255.255 AD-HOC | Yes
224.2.0.0 — 224.2.255.255 SDP/SAP Yes
224.3.0.0 — 224 .4.255.255 AD-HOC Il Yes
232.0.0.0 — 232.255.255.255 Source-Specific Multicast Yes
233.0.0.0 — 233.251.255.255 GLOP Yes
233.252.0.0 — 233.255.255.255 AD-HOC Il Yes
239.0.0.0 — 239.255.255.255 Administratively Scoped Yes

As shown in the figure, IANA has assigned other addresses to specific organizations and uses.
Some applications, such as applications that use Session Announcement Protocol (SAP), can
dynamically select multicast addresses from a certain range. Finally, individual organizations
can define administratively scoped multicast addresses in the 239.0.0.0/8 range as they want;
these multicasts should not leave the administrative domain.

The group address simply identifies a group of nodes interested in a flow. The group address
combined with the source IP address identifies the multicast flow.

The table identifies the Multicast Address Assignment:

Local Network Control block (224.0.0/24): The local control block is used for specific protocol
control traffic. Router interfaces listen to but do not forward local control multicasts; for
example, OSPF “all routers” (224.0.0.5). Assignments in this block are publicly controlled by
IANA. You can find a complete list of Local Network Control address assignments at the IANA
website (www.iana.org).

Internetwork Control block (224.0.1/24): The Internetwork Control block is for protocol control
traffic that router interfaces may forward through the Autonomous System Number (ASN) or
through the Internet. Examples include 224.0.1.1 Network Time Protocol (NTP), defined in
RFC 4330, and 224.0.1.68 mdhcpdiscover, defined in RFC 2730. Internetwork Control group
assignments are also publicly controlled by IANA.
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AD-HOC blocks (I: 224.0.2.0-224.0.255.255, |I: 224.3.0.0-224.4.255.255, and
[11:233.252.0.0-233.255.255.255): Traditionally assigned to applications that
do not fit in either the Local or Internetwork Control blocks. Router interfaces
may forward AD-HOC packets globally. Most applications using AD-HOC
blocks require few group addresses (such as, for example, less than a /24
space). IANA controls any public AD-HOC Block assignments.

SDP/SAP block (224.2.0.0/16): The Session Description Protocol/Session
Announcement Protocol (SDP/SAP) block is assigned to applications that
receive addresses through the SAP as described in RFC 2974.

Source-Specific Multicast block (232.0.0.0/8): SSM addressing is defined by
RFC 4607. SSM is a group model of IP Multicast in which multicast traffic is
forwarded to receivers from only those multicast sources for which the
receivers have explicitly expressed interest. SSM is mostly used in one-to-
many applications. No official assignment from IANA is required to use the
SSM block because the application is local to the host; however, according to
IANA policy, the block is explicitly reserved for SSM applications and must not
be used for any other purpose.

GLOP block (233.0.0.0/8): These addresses are statically assigned with a
global scope. Each GLOP static assignment corresponds to a domain with a
public 16-bit autonomous system number (ASN), which is issued by IANA. The
ASN is inserted in dotted-decimal into the middle two octets of the multicast
group address (X.Y). An example GLOP assignment for an ASN of X.Y would
be 233.X.Y.0/24. Domains using an assigned 32-bit ASN should apply for
group assignments from the AD-HOC Il Block. Another alternative is to use
IPv6 multicast group addressing. Because the ASN is public, IANA does not
need to assign the actual GLOP groups. The GLOP Block is intended for use
by public content, network, and Internet service providers. IANA considers
GLOP addressing to be experimental, and 233.252-255.0.0 is reserved.

Administratively Scoped block (239.0.0.0/8): Administratively Scoped
addresses are intended for local use within a private domain as described by
RFC 2365. These group addresses serve a similar function as RFC 1918
private IP address block (such as, for example, 10.0.0.0/8 or 172.16-31.0.0/16
blocks). Network architects can create an address schema using this block
that best suits the needs of the private domain and can further split scoping
into specific geographies, applications, or networks.
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Note: “GLOP”, surprisingly, is not an acronym. It does not stand for anything.
The authors of the RFC needed a better way to refer to “that addressing
method where you put your AS in the middle two octets”. David Meyers started
calling it “GLOP” and the name stuck.

You can refer to IANA for the latest assignments:
https://www.iana.org/assignments/multicast-addresses/multicast-
addresses.xhtml.
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Switching Multicast Frames

* Normal routing process
* DG for the subnet

» Manage subscriptions for subnet
» Advertises join interest to other L3 devices

Layer 3 | &
* No multicast-aware Layer 2 —J

» Send multicast frames to all ports

* Multicast-aware
+ Send multicast frames to selected ports

[_]

=— + Expresses interest in joining
Non-member Receiver

* No interest in joining

The major difference between a unicast and multicast network is that, in a unicast network all
traffic is fully permitted to the host, assuming no filter is applied. In a multicast network, the
host must advertise its intention to join the network.

Without multicast-aware Layer 2 protocols, all hosts on a given Layer 2 segment will receive
multicast packets for any groups joined by a host on that segment. This is not efficient, since
non-interested endpoints must process each frame, only to drop it. When Layer 2 devices are
multicast-aware they properly send multicast traffic to only the ports where we find interested
hosts.

The gateway is the network demarcation between Layers 2 and 3 and is the most appropriate
device to manage host group membership for the larger network. This device receives these
management messages and adds host segment interfaces to the local multicast table. A
gateway communicates group interest for a multicast group to other Layer 3 devices using
multicast routing (PIM).

16
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2 Multicast Addressing

Range:
+ Make efficient forwarding decisions on Layer 2 devices 91-00-5e-00-00-00
+ Sender converts destination IP into special MAC address 01-00-5e-7F-FF-FF

32 IP addresses are mapped to
1 multicast MAC address

1110XXXX XXXXXXXX XXXXXXXX XXXXXXX&

23-bits mapped ’

00000001 00000R0e 01011110 QXXXXXXXHDXXXXXXXX_WXXXXXXX@

25-bit MAC address prefix

To optimize network resources, an Ethernet switch must understand multicast addressing. This
is where the magic happens. The sending device must convert the destination IP multicast
address into a special MAC address as follows:

The high-order 25 bits is the official reserved multicast MAC address range from
0100.5E00.0000 to 0100.5E7F.FFFF (RFC-1112). These bits are part of the organizational unit
identifiers (OUI).

The lower-order 23 bits of the destination IP multicast address are mapped to the lower-order
23 bits of the MAC address.

A switch can use this calculated multicast MAC address to distinguish a frame as a multicast
and make efficient forwarding decisions

We miss 5 bits of mapping information: 25 = 32. This means we will map 32 multicast IP
addresses to 1 multicast MAC address.

The IEEE has allocated the address block 01-80-C2-00-00-00 to 01-80-C2-FF-FF-FF for group
addresses for use by standard protocols implementing multicast at Layer-2. Of these, the MAC
17
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group addresses in the range of 01-80-C2-00-00-00 to 01-80-C2-00-00-0F are
not relayed by switches conforming to 802.1D; i.e., they are not flooded.
Examples of these would include LACP, STP BPDUs, LLDP, CDP, and others.

Important: With a broadcast, all devices in a subnet receive it. Their respective
NICs then have the local device’s CPU process it. With a multicast, the NIC
can make an intelligent decision as to whether the CPU should process the
frame or if the NIC should drop the frame based on if the multicast MAC
address is in use by a multicast-based application on the device. Therefore,
the NIC can conserve CPU cycles based on what multicast addresses need to
be seen by a running multicast application on the device, making multicast a
much better solution to deliver information to a broad range of devices than
broadcasts.
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* Link Local Multicast address

( 224.9.0.1 . All nodes

* Not routable
224.128.0.1
225.0.6,1
Multicast MAC address

01-00-5e-00-00-01 < 225.128.0.1
R EOTENOR Ao, 239.9.0.1 * Internal private address
Do not use X.0.9.x * Routable
or x.128.0.X \ 239.128.0.1

The multicast IP addresses above all map to the same multicast MAC address (01-00-5E-00-
00-01).

This can cause some network problems. For example, a host that listens to the 239.0.0.1
multicast IP address will configure its network card to listen to MAC address 01-00-5E-00-00-
01. At the same time, any device could generate traffic to 224.0.0.1 (all-nodes in the link) which
is mapped to the same MAC address hosts will have to look at the IP address (Process Layer
3 header) of the received frame to see if it’'s for 239.0.0.1 and discard frames that are meant
for 224.0.0.1. This process is not efficient.

As a recommendation do not use x.0.0.x or x.128.0.x, since these addresses will overlay with
the Link-Local Multicast address scope.

Note. Some network devices do IGMP filtering based on MAC address. This implies that you
should be careful when picking your multicast groups that you do not overlay the mac-
addresses as to avoid odd interactions at layer-2.
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IGMP Messages

Querier

Identify steams to receive

Query: 224.0.0.1

Determine receivers
in a VLAN

Identify streams to receive

Identify streams to stop receiving

Q

IGMP manages multicast group memberships based on a query and response mechanism.
The multicast group uses four fundamental types of messages to communicate:

Query: A message sent from the querier asking for a response from each host belonging to the
multicast group. If a multicast router supporting IGMP is not present, the switch must assume
this function to elicit group membership information from the hosts on the network..

Join: A message sent by a host to the querier to indicate that the host wants to be oris a
member of a given group indicated in the join message.

Leave: A message sent by a host to the querier to indicate that the host has ceased to be a
member of a specific multicast group.

Report: A message sent by a host, in response to a multicast router query, identifying the
particular multicast stream or streams the host wishes to receive.

20
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Multicast Flooding within VLANs

VLAN 30
Core Server 1
T Dst: 239.1.1.1F :
<—D\-§—> i
Default: all VLAN hosts receive the stream e Aieae o
» Excessive bandwidth usage e ™
« Potentially security issues -
| |

Not Interested Interested

Q

By default, Ethernet switches flood multicasts on all ports in a VLAN, or broadcast domain.
Thus, although multicasts should target only the specific devices that require them, they act
like broadcasts, creating congestion for an entire subnet. This can waste bandwidth and other
resources. If all edge ports must carry traffic for all multicast groups within the VLAN, overall
performance quickly suffers.

Flooding multicast packets can also increase security risk - every endpoint in a subnet receives
traffic that is only meant for a particular group. Even if most users would not know how to
eavesdrop on the multicast traffic from a neighboring meeting room’s video conference that
shows up unnecessarily on their ports, some users might—which could violate privacy
regulations. Finally, service providers that provide for-pay services must limit multicast traffic to
the properly registered receivers so that they can track who actually uses the services.

In summary, to deploy multicasting applications effectively, you must enable the switches to
suppress specific multicasts on ports that do not require them.

Applications and processing

Applications are defined to use Layer-3 IP multicast addresses, but the actual hardware, like
NICs or switches, are processing the Layer-2 addresses. By default, devices treat multicasts

like broadcasts (with few exceptions). However, once multicasting support is enabled, devices
21
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can typically intelligently process the multicast traffic. For example, if a device
did not have multicast enabled, the NIC would treat it as a broadcast and
forward it up the protocol stack for the CPU to process. However, with
multicasting enable, as shown in the figure, the NIC listens for only for
multicast addresses that are relevant for upper-layer applications.

The second problem is that switches flood multicast traffic. In the figure, Client
1 and 2 receive multicast streams, even though they aren’t running a multicast
application. This wastes CPU cycles on these clients to basically process and
drop the multicast traffic. The switches need an intelligent method of
forwarding/filtering multicasts instead of treating them as a broadcast.

22
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IGMP

Q MOD 1- 1

Let’s dive into the IGMP details.

23
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L oL
« Used by IPv4 devices to report their IP multicast Querier
membership to any neighboring multicast router O
Sy
* Querier Query [] Report
«  Track multicast group subscriptions on each segment message | 1% Al
» Sends query messages to discover host that are member of a
group
* Host or receiver D ?
+ Respond to query with a Report message —
+ RECEIVE or LEAVE a group HOSF or
' receiver

Multicast protocols are focused on “group membership”. This simply indicates which multicast
streams are desired. If a host wishes to receive a multicast stream destined to address
239.1.1.1, they join group 239.1.1.1.

IPv4 systems (hosts and routers) use IGMP to report their IP multicast group memberships to
any neighboring multicast routers. IGMP messages are encapsulated in IP datagrams, with IP
protocol number 2.

IGMP establishes two device types - Querier and Hosts or receivers

A querier is a Layer 3 switch that runs IGMP. It sends periodic queries, asking hosts in the
subnet which multicast group traffic they wish to receive. A multicast group is commonly
referred to as a multicast stream - the application information, like a video stream.

A multicast receiver is a host that wishes to receive a multicast stream or streams, like a video
conference unit or a user’s desktop.

24
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PIM, IGMP, and IGMP Snooping

VLAN 10
Core-1 Server 1

PIM: Router — Router communications 1\ Dst: 239.1.1.1E
Q‘Dﬁ}

Route multicast from servers to interested

el VLAN 30 VLAN 40
Access-1 Access-2

IGMP: L3 Host - Router communications (__) (__)

Learn multicast clients and servers <_—) (_—)

IGMP Snooping: L2 switch action J'
Listen in on IGMP traffic [ 1 H 2 H i ” 4 J[ S }
Determine specific receiving hosts

O 1

f—_— e _ &=

Three mechanisms work as a team to intelligently deliver multicast streams to interested
clients, and only interested clients. They maximize multicast efficiency by minimizing multicast
overhead.

Protocol Independent Multicast (PIM) is a router-to-router communications protocol — used by
routers to build a forwarding tree and route traffic from the source toward interested clients.
You will learn about PIM in the next module of this course.

The Internet Group Message Protocol (IGMP) is a host-to-router communications protocol —
used by IPv4 devices to report their IP multicast membership to any neighboring multicast
router. It helps to determine who is interested in receiving a multicast stream. Because of
IGMP, router Core-1 knows that zero clients in VLAN 40 are interested in receiving the
multicast stream, and more than zero clients in VLAN 30 are interested in the stream. Thus,

Core-1 only forwards the stream out its VLAN 30 interface — no wasted bandwidth on VLAN
40!

However, by default L2 switches flood all Broadcast, Unknown unicast, and Multicast (BUM)
traffic out all ports in the VLAN (other than the ingress port). This means that hosts 1 — 3 would

receive the stream, even though only host 2 is interested. When you enable IGMP snooping,
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Layer 2 switches listen in (snoop) on IGMP traffic between hosts and routers.
They learn the MAC addresses of hosts that are actually interested in the
stream and modify their default behavior accordingly. They only forward the
stream to interested hosts in the VLAN — no wasted bandwidth in VLAN 30!

Notice that PIM and IGMP are protocols, while IGMP snooping is simply a
mechanism that you enable on switches. The focus of this module is the IGMP
protocol and IGMP snooping.

Note:

The IGMP functions fulfilled by switches are sometimes called IGMP snooping
because switches traditionally did not generate IGMP messages, but only
listened for the ones sent by routers and hosts.

However, routing AOS-CX switches can fulfill all IGMP functions. They can run
the IGMP protocol as a Layer 3 router, and perform IGMP snooping as Layer 2

switch. You enable IGMP on a routed. L3 interface, while you enable IGMP
snooping on a Layer 2 VLAN. Whether the VLAN has an IP address has no

effect on this snooping functionality.
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. Destination “all-nodes in the link” 224.0.0.1 | VLAN 10 Core A

« TTL =1 (Not routable)
* IGMPvV3 is the default ®

Server 1

interface VLAN 30 VLAN 30 VLAN 40
ip igmp enable Access-1 Access-2

interface 1/1/1
ip igmp enable

)2 EI[4]5]

—_— =

Tip: Plan redundancy for IGMP querier with VSX or VSF

To determine group membership, the querier (router) sends a message to every host on the
subnet. In the figure, router Core-1 is the IGMP querier - Access 1 and 2 are Layer-2 switches.
The querier must maintain a list of hosts in the subnet interested in multicast flows. To do this,
the query message is multicast to the “all-hosts” multicast address of 224.0.0.1. This message
is created with a TTL of 1 which indicates its non-routable nature.

Generally, the default router for a VLAN should act as the IGMP querier. The figure shows how
to enable IGMP on an AOS-CX routing switch, both for a VLAN interface and for a physical
Layer 3 interface. IGMPV3 is the default implementation. Use the disable parameter to disable
IGMP on a Layer 3 interface. Note that if you disable IGMP on an interface and then later re-
enable IGMP on that VLAN, the switch restores the last-saved IGMP configuration for that
interface. Use the no ip igmp command to completely remove it from an interface.

Tip
You should plan redundancy for the IGMP querier role by implementing either VSX or VSF on
your AOS-CX switches.

Multiple IGMP queriers and elections
Just as you need to consider redundancy for the default gateway, you should consider how you
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will provide redundancy for the IGMP querier role. In the example shown
above, the core is a VSF fabric, which has built-in redundancy.

If you are using a protocol such as Virtual Router Redundancy Protocol
(VRRP), you should usually implement a backup IGMP querier. Simply enable
the querier function on both VRRP devices. Even if you do not have
redundancy for routing within the VLAN, though, you can still create a backup
IGMP querier. Just add an IP address on the VLAN to one of the non-routing
switches and enable IGMP.

Only one device acts as the IGMP querier within the VLAN. Other querier-
capable switches become IGMP listeners. As you will see, a listener continues
to use IGMP to learn the multicast traffic that endpoints desire in the interface,
just like the querier. It simply refrains from sending queries itself. The listener
also takes over as querier if it fails to hear a query within two times the querier
interval.

The AOS-Switch behavior in determining whether to act as IGMP querier or
listener differs based on whether the switch is also implementing a multicast
routing protocol such as PIM. You will learn about PIM in the next module, but
the behavior with PIM enabled is described below for your reference.

Behavior without PIM enabled

When you enable IGMP on a switch VLAN with an |IP address, the querier
capability is enabled by default. However, based on the presumption that a
multicast router will act as IGMP querier, the switch does not attempt to
become querier immediately. Instead it listens for IGMP queries for a waiting
period equal to twice the IGMP querier interval. If it hears any queries in this
period, it becomes an IGMP listener. If it does not, it becomes the querier.
However, if the switch later hears a query from another device, it disables the
querier function and defers to that device.

If you enable IGMP on two AOS-Switches that are not running PIM, the first
switch on which you enable IGMP becomes the querier.

Behavior with PIM enabled

When an AOS-Switch has PIM and IGMP enabled on a VLAN, it uses the
IGMPV2 rules for its querier functions. As soon as IGMP is enabled, the switch

28



Implementing ArubaOS-CX Switching Rev 20.21 MOD-8

begins to send IGMP queries at the designated interval. If it ever hears a
query from another querier with a lower IP address, it stops sending queries
and becomes an IGMP listener. In other words, the switch running IGMP and
PIM with the lowest IP address becomes querier, possibly pre-empting the role
from another switch.

IGMP operates separately from Virtual Router Redundancy Protocol (VRRP).
That is, if two routing switches implement VRRP and IGMP in VLAN 20, either
the VRRP backup or the VRRP master could be elected as the IGMP querier
regardless of its VRRP role. This is because the switches use their actual IP
addresses for the election (the VRRP master does not use its virtual address).
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AGG-1# show ip igmp

VRF Name : default
Interface : vlanll
IGMP Configured Version
IGMP Operating Version
Querier State

Querier IP [this switch]
Querier Uptime

Querier Expiration Time
IGMP Snoop Enabled on VLAN

Active Group Address

2395251101 3

3

: Querier

3 alz)p22n0kl. 7
T1zm 178

: 1m 23s

: False

Vers Mode Uptime

4m 8s———

EXC ©m 12s

Expires

The show ip igmp command displays information about the querier. Notice that the output
includes which device is running the querier role for the segment.

This command includes information such as:

VRF Name
Layer 3 Interface

IGMP Configured Version (v3 by default)

Querier State
Querier IP address
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Querier/Group Validation

AGG-1# show ip igmp groups

IGMP group information for group 239.2.11.1

Interface and VRF

Interface Name : vlanll
VRF Name : default
Group Address : 239.2.11.1
Last Reporter : 10.2.11.10

Vi V2
Vers Mode Uptime Expires Timer Timer
3 EXC 5m 9s 3m Os

Host that sent the report

Sources Sources
Forwarded Blocked

The show ip igmp groups comand display information about the multicast groups including the
interface and the VRF from where the switch receive these packets.
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Querier/interface Validation

switch# show ip igmp interface vlan 30
IGMP Configured Version : 3

IGMP Operating Version : 3

Querier State : Querier

Querier IP [this switch] : 20.1.1.1
Querier Uptime : 1lm 46s

Querier Expiration Time : Om 1s

Snoop Enabled on VLAN : True

Q

You could also use the command show ip igmp interface to see IGMP interface-specific

configuration and operation info.
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switch# show ip igmp group 239.1.1.10
IGMP group information for group 239.1.1.10
Interface Name : vlan2
VRF Name : default
Group Address : 239.1.1.10
Last Reporter : 100.1.1.10
V1 V2 Sources Sources
Vers Mode Uptime Expires Timer Timer Forwarded Blocked

3 EXC 16m 34s 2m 27s

Validate IGMP joined group information with this command, as shown in the figure:

Switch# show ip igmp group <GROUP-IP> [source <SOURCE-IP>] [vrf <VRF-NAME> | all-
vrfs] [vsx-peer]

You can also use the show ip igmp groups command, which will list all IGMP groups the

querier knows about. Many other show commands are available to verify the operation of
IGMP.
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Querier
Default Gateway 1 Default Gateway 2
» Single querier per subnet 10.2.11.2 10.2.11.3
* Router with lower IP address becomes the Querier U
* Non-querier stops sending queries, takes over if

querier fails

Report
message

* Asingle host sends the report [:] [:]
. Other receivers in subnet hear that report, suppress Recalvatd Recanar s
their own 10.2.11.10/24 10.2.11.11/24
Group: 239.2.11.1 Group: 239.2.11.1
Suppress
its report

Just as you should consider redundancy for the default gateway, you should also provide
redundancy for the IGMP querier role. IGMPv3 elects a single querier per subnet. Other
querier-capable switches become IGMP listeners. A listener continues to use IGMP to learn the
multicast traffic that endpoints desire in the interface, just like the querier. It simply refrains
from sending queries itself. The listener also takes over as querier if it does not hear a query
within two times the querier interval.

When a host receives an IGMP query packet, it kicks off a timer that begins with a random
value that is less than the Maximum Response Time. If no other host responds with a
membership report before this random timer expires, the host will then reply with a report. This
decreases the number of total IGMP reports needed to maintain the group state. This
preserves local bandwidth, because the host suppresses its own reports unless absolutely
necessary.

The AOS-Switch behavior in determining whether to act as IGMP querier or listener differs
based on whether the switch is also implementing a multicast routing protocol such as PIM.
You will learn about PIM in the next module, but the behavior with PIM enabled is described
below for your reference.
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Behavior without PIM enabled

When you enable IGMP on a switch VLAN with an IP address, the querier
capability is enabled by default. However, based on the presumption that a
multicast router will act as IGMP querier, the switch does not attempt to
become querier immediately. Instead it listens for IGMP queries for a waiting
period equal to twice the IGMP querier interval. If it hears any queries in this
period, it becomes an IGMP listener. If it does not, it becomes the querier.
However, if the switch later hears a query from another device, it disables the
querier function and defers to that device.

If you enable IGMP on two AOS-Switches that are not running PIM, the first
switch on which you enable IGMP becomes the querier.

Behavior with PIM enabled

When an AOS-Switch has PIM and IGMP enabled on a VLAN, it uses the
IGMPV2 rules for its querier functions. As soon as IGMP is enabled, the switch
begins to send IGMP queries at the designated interval. If it ever hears a
query from another querier with a lower IP address, it stops sending queries
and becomes an IGMP listener. In other words, the switch running IGMP and
PIM with the lowest IP address becomes querier, possibly pre-empting the role
from another switch.

IGMP operates separately from Virtual Router Redundancy Protocol (VRRP).
That is, if two routing switches implement VRRP and IGMP in VLAN 20, either
the VRRP backup or the VRRP master could be elected as the IGMP querier
regardless of its VRRP role. This is because the switches use their actual IP
addresses for the election (the VRRP master does not use its virtual address).
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Membership Reports

Group Interface

239.1.1.1 To Access-1
239.2.2.2 To Access-2

« Sent on demand or response to query

+ Subtypes
JOIN: Identify stream to receive VLAN 10
) . Core-1
LEAVE: Identify stream to leave ’]\ ) Dst: 239.1.1.1 —
s <—§ |
L/_’;l J Dst: 239.2.2.2
VLAN 30 4 LY VLAN 40
Access-1 Access-2
Destination: I wish to join : ‘ | wish to join
+ IGMPV3: 224.0.0.22 239.1.1.1 2L <A 230222
— VLAN 30 VLAN 40

* IGMPv1,2: 239.1.1.1

23 1[4 ])(5

— —_—

Membership report messages are sent by IP endpoints to report (to neighboring routers)
interest in joining or leaving a multicast stream. These messages are sent either in response to

a membership query message or when the multicast application in the endpoint starts. There
are two subtypes of membership messages:

JOIN: Sent from host to querier to identify the multicast stream the host wishes to receive.

LEAVE: Sent from host to querier to indicate that the host shall longer be a member of a
Multicast group.

In the figure, a server sends a multicast stream to 239.1.1.1 and another stream to 239.2.2.2.
Depending on PIM configuration, these streams may not be forwarded anywhere — Core-1
discards the frames because nobody is interested in receiving the streams — there are no
group members.

Then host 2 in VLAN 30 sends an IGMP group membership report, “ | wish to join 239.1.1.1”.
Meanwhile, host 5 in VLAN 40 sends a group membership report, “I wish to join 239.2.2.2”".
Assuming all devices run IGMPv3, the messages are sent to 224.0.0.22. For IGMPv1 and2,

messages are sent to the group address — 239.1.1.1 or 239.2.2.2.
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When Core-1 receives the first report for a particular multicast group on a
VLAN interface, it adds a table for that group to the VLAN. Each VLAN that
implements IGMP has its own forwarding tables. Because the switch also
performs IGMP snooping at Layer 2, the physical interface on which the switch
received the report becomes a forwarding interface for that group. If the switch
receives another membership report on a different physical interface, it adds
that interface to the forwarding table as well.

IGMPv1 group membership entries do not persist indefinitely. The switch also
sets a timer for the group membership, which it resets every time that its query
produces another report. If the timer expires, the switch removes the group
membership from the interface.

IGMPv2 and v3 have a faster way for an interface to leave a group. When a
host no longer requires multicast traffic in a particular group, it sends an IGMP
leave group message. The IGMP querier instantly sends one or more queries
for the multicast group in question. This allows another IGMP host connected
to the same interface to send a membership report indicating that it still wants
to receive the multicasts.

Supplemental information on how AOS-CX switches handle reports

In the example above, only one IGMP host in VLAN 30 wants to join the
239.1.1.1 group. As you see, the core VSF fabric receives only one
membership report. Even if multiple hosts on Access-1 wanted to join this
group, though, they would all receive the membership report from the first host
to submit the report because this report is a multicast. Those hosts would then
suppress their own reports, and a single report still flows to the core. (This
behavior is a bit different when Access-1 also implements IGMP, as you will
see later.)

IGMP defines this behavior because it was originally designed to inform
multicast routers if at least one host in the subnet requires multicasts in the
subnet. How many hosts required the multicasts does not really matter.
Because routing AOS-CX switches also implement IGMP at Layer 2, and need
to discover on which physical interfaces to forward traffic, they alter this
behavior a bit. The core VSF switch, which implements IGMP, suppresses the
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membership reports that it receives on each physical interface and does not
forward them on other physical interfaces in the VLAN. This behavior prevents

hosts on Access-2 from hearing the membership reports from hosts on
Access-1. In this way, the core fabric can receive a report on the Access-2

link—for example, if any hosts connected to that switch wanted to listen on
239.1.11.
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Challenge: IGMPv1 Query and Report Issue

Querier
o
Query: 224.0.0.1
Who wants to join a P | wish to join
group? « 239.1.1.1

\ o/

Receiver

Receiver must wait for periodic query to
Q send a report to receive a stream

The original IGMPv1 only supported two message types: queries and reports. There are two
problems with the original implementation and these messages types:

The host has to wait for a query before sending a report; this slows down access to the stream
the in which the user is interested.

When a user is done with the multicast application, the host would still receive the stream until
a corresponding query would resolve the issue, wasting bandwidth.
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Solution: IGMPv2/3 Join and Leave Messages

Add 239.1.1.1 to forwarding table _Remove 239.2.2.2 from forwarding table
if last group member

Querier

o

| want to join [(—3] [(—:;] | want to leave
239.1.1.1 NOW! - < 7)]1239.2.2.2 NOW!
\[Ll m/
Q Receivers

IGMPv2 and v3 introduce two new message types: joins and leaves. A join message allows a
multicast host to immediately signal a querier of a multicast group that the host needs to

receive, expediting the receipt of the stream. And a leave message allows a host to

immediately notify a querier when the host no longer needs the stream for the multicast group.
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Summary Review

IGMPv1 1112 No (Use higher IP) No
IGMPv2 2236 Yes Yes No
IGMPv3 3376 and 4604 Yes Yes Yes

|

Default version in ArubaOS-CX, compatible with IGMPv1 and v2

Q o

The figure summarizes the differences between IGMP versions, as described below.

IGMPvV1: Defined in RFC 1112, IGMPv1 offers a basic query-and-response mechanism to
determine which multicast streams should be sent to a particular network segment. IGMPv1
has no mechanism for a host to signal that it wants to leave a group. When a host using
IGMPV1 leaves a group, the router will continue to send the multicast stream until the group
times out. As you can imagine, this can create a large amount of multicast traffic on a subnet if
a host joins groups very quickly. IGMPv1 also does not elect a querier. If there are multiple
queriers (routers) on the subnet, a designated router (DR) is elected using PIM to avoid
sending duplicate multicast packets. The elected querier is the router with the highest IP
address. IGMPv1 is rarely used in modern networks.

IGMPv2: Defined in RFC 2236, this newer version made improvements over IGMPv1. One of
the most significant changes was the addition of a leave process. A host using IGMPv2 can
send a leave-group message to the querier indicating that it is no longer interested in receiving
a particular multicast stream. IGMPv2 also added group-specific-queries. This feature allows
the querier to send a message to the host(s) belonging to a specific multicast group. The
querier election process determines the querier based on a priority.
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IGMPv3: Defined in RFC 3376 and 4604, this version 3 adds support for
"source filtering” - the ability for a system to report interest in receiving packets
*only* from specific source addresses, or from *all but* specific source
addresses, sent to a particular multicast address. Multicast routing protocols
can use this information to avoid delivering multicast packets from specific
sources to networks where there are no interested receivers.
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Challenge: Forwarding Based on Membership Tables

Group Interface

239.1.1.1 To Access-1
239.2.2.2 To Access-2

VLAN 10

Dst: 239.1.1.1

IGMP protocol floods traffic if there are

more than zero members

Access switches flood out all interfaces | VLAN 30
in the VLAN Access-1

Dst: 239.2.2.2

Access-2

Member of
239.1.1.1

Member of
239.2.2.2

= | &=

Q N !VNo:n‘-members

The multicast group table filters traffic for multicasts destined to that address. In this example,
Core-1the core is the only switch running IGMP, and it is the IGMP querier. Based on the
membership reports that it has received in VLAN 30, it has created two forwarding tables - one
for 239.1.1.1 and one for 239.2.2.2. Bandwidth is saved — The 239.1.1.1 stream is only sent

toward Access-1, and 239.2.2.2 is only sent toward Access-2

However, recall the default L2 switch behavior for BUM traffic - multicast traffic received by
Access-1 and Access-2 is flooded out all ports in the VLAN — this includes the ports connected
to hosts that are not a member of any group, and have no need for this potentially high-
bandwidth video stream.

In essence, the core filters multicasts, but the access layer switches do not.
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Solution: IGMP Snooping

Core-1 VLAN 10
T Dst: 239.1.1.1 r,—E]

G‘X\L%‘:J‘ Dst: 239.2.2.2—

i . VLAN 30

Access-1 11 171 Access-2

Group Interface <dl| Group Interface
239.1.1.1\ 1/2 e‘* 239.2.2.2 1/5

1/ A3 14 1/

(3[4 5

Member = = = | = Member
239.1.1.1 'Non-members 239.2.2.2

vlan 20
ip igmp snooping enable

Q

IGMP snooping solves this issue.

| You configure IGMP snooping on Access-1 and Access-2. These Layer 2 devices are
transparent to the L2 communications between routers and hosts — they do not run the IGMP
protocol, and so act as neither queriers nor hosts. They just quietly listen and learn.

It listens in on (snoops) the normal IGMP packets between querier routers and receiver hosts.

| It learns the MAC addresses of group members and creates Layer 2 multicast forwarding
entries - one table for each VLAN interface on which IGMP snooping is enabled. No more

traffic to non-member hosts!
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Building the IGMP Snoop Table

VLAN 10

Core-1

L2 switches spy on Query, Report, Join, Leave messages
Build snooping table, forward accordingly

VLAN 30

Group Interface
239.1.1.1 1/2

Group Interface
239.2.2.2 1/5

Report
2
Member = == = =  Member
Q 239.1.1.1 239.2.2.2

Here’s how switches build a snooping table:

The switch tracks the ports that receive IGMP general queries. These are called querier ports —
where it forwards host IGMP reports, joins, and leave messages, and it forwards querier
multicast streams. In the figure, port 1/1 on both access switches are Querier ports.

When the switch receives a host IGMP report, it maps the incoming port to the group in the
report in the appropriate VLAN IGMP snooping table. Or, if the port is already mapped to that
group, the switch resets the dynamic port member aging timer for that port and group. In the
figure, port 1/2 maps to 239.1.1.1, and port 1/5 maps to group 239.2.2.2

When hosts hear IGMP reports from other hosts in the same group, they typically suppress
their own reports to minimize floods or reports. However, the IGMP snooping switch requires
more granular information about the receivers on each port. Therefore, the switch only
forwards IGMP reports on router or querier ports. Other hosts, not hearing the report, send
their own reports, and the switch can learn their group memberships.

The snooping switch minimizes IGMP report floods — it only forwards the initial entry for a
multicast group in its IGMP snooping table (rather than every time it adds a new port to the
entry).

Inactive group memberships time out. How the switch handles leave messages depends on
the fast-leave setting, which you will examine in a moment.

This is how the IGMP snooping switch builds its table. When the switch receives multicast
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packets for a particular group on a router port, it forwards them only on the
ports mapped to the group.

Note: The switch updates its forwarding table based on the Layer-2 multicast
MAC addresses (01:00:5e:xx:xx:xx) and makes forwarding decisions based on
what it learned via snooping. Thus, the Layer-2 switches (Access 1 and 2) spy
on the query, report, join, and leave messages to learn where the multicast
sources and destinations reside and therefore where the multicast stream
(239.1.1..1) needs forwarded.

IGMP snooping is disabled by default. The figure shows how to enable IGMP
snooping.
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Unknown Multicasts

:::at they Received multicast for which there is no filtering table

 Multicast source directly connected to switch, streams
before clients join the group

When they

 Multicast source streams, non-IGMP switch in path

occur

 Switch removed filtering table — last member has left.
Router has not received the leave, continues forwarding.

Sometimes an IGMP or IGMP snooping switch receives a multicast for a group for which the
switch does not have a filtering table. Called “unknown multicasts,” these multicasts can occur

when:

| The multicast source is directly connected to this switch, and it starts streaming before any
clients join the group.

A multicast source is streaming, and another switch in the path between the source and this
switch does not support IGMP.

The switch has removed a multicast group filtering table because the last member left the
group. However, a multicast router forwarding the traffic has not yet received the leave, so it
continues to forward the multicasts.

You should understand how this unknown multicast traffic is handled.

47



Implementing ArubaOS-CX Switching Rev 20.21 MOD-8

Unknown Multicast

AOS-CX
. Switch
Data-driven “smart” mode Dst: 239.2.2.2 —
== < =3
* Multicasts dropped when no hosts in group T " j
 Exception: Always forwarded IGMP querier ports @
Data-driven mode with Fast Learn 2 3
No?mgm_b:e}s

* Faster response to STP TCN

Q

AOS-CX switches operate in data-driven (or smart) mode. They filter all multicasts for which
they do not have a multicast table. If no host has joined the group, but the switch receives
multicasts, the switch drops them.

One exception applies: an IGMP snooping switch DOES forward both unknown and known
multicasts on any port on which it has heard IGMP queries — port 1/1 in the figure. This
behavior is required so that a multicast stream can reach the multicast router. In fact, by
default, the switch forwards unknown multicasts that arrive on one VLAN on any port on which
it has heard queries in any VLAN.

To change this behavior and restrict forwarding to querier ports for that specific VLAN, enter
the command:

Switch(config)# ip igmp snooping drop-unknown vlan-exclusive

The default mode is vlan-shared. It is important that you understand that the igmp filter-
unknown-mcast command has no effect on how the data-driven switch behaves with non-
querier ports. The switch always filters unknown multicasts on these ports.
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Data-driven mode and fast learn

Configuring fast learn on a port enables faster response to topology change
notifications (TCN). When spanning tree changes the port state from blocked
to forwarding, the device acting as querier will immediately send a general
query on the fast learn enabled port. Then the device acting as a non-querier
will replay the joins. This will help in faster convergence of multicast flows.

Switch(config)# vlan <ID>
Switch(config-vlan)# ip igmp snooping fastlearn <port_ID _list>
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AOS-CX
Configuration task Context Default
IGMP querier Layer-3 interface Disabled
IGMP snooping Layer-2 VLAN Disabled

With the factory default setting, multicast data transmitted from the sources will be flooded on
all ports in the VLAN. Configuring IGMP snooping avoids flooding and causes the switch to

forward data only to the receivers.

IGMP configuration considerations include the following:

For IGMP to be operational, the interface must be administratively up. For interface VLANSs, the
L2 VLAN must be up and one of the ports in the VLAN must be up.

The IP address must be assigned for the interface to become querier. Without an IP address,
the device will remain in a non querier state.

A querier is required for proper IGMP operation. For this reason, you must enable IGMP on the
L3 Interface. If the querier functionality is not configured or disabled, you must ensure that
there is an IGMP querier in the same VLAN.

For IGMP snooping to be operational on a VLAN, the VLAN has to be administratively up and
at least one port in the VLAN has to be up.

If the switch becomes the querier for a particular interface, then subsequently detects queries
transmitted from another device on the same VLAN, the switch ceases to operate as the
querier for that interface.

The switch automatically ceases querier operation in an IGMP-enabled interface if it detects
another querier on the interface. You can also use the switch CLI to disable the querier .,
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capability.

Each of the AOS-CX switches have different capabilities regarding the number
of multicast steams supported by the switch. Here’s a summary:

8400 switches: AOS-CX supports 16K IPv4 multicast groups.
8320/8325 switches: AOS-CX supports 4K IPv4 multicast groups.
6400/6300 switches: AOS-CX supports 4K IPv4 multicast groups.

Important: By default, though, switches will treat multicasts as “broadcasts”
and flood them in a VLAN unless IGMP snooping is enabled. This wastes
bandwidth on segments in a VLAN. Thus, any time multicast is implemented,
IGMP snooping should be enabled for VLANs on AOS-CX switches.
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= Querier
R — Agg-1 Agg-2
+ Both members build their IGMP group DB 10.2.11.2 @ 10.2.11.3
« Synchronization process
* Any VSX peer receives an IGMP membership |  |GroupDB|: | ¥ |8 | o o o e o = =

(LAG hash decision)
» Uses ISL to share info with its VSX peer

« Forwarding/Pruning locally computed on
each VSX member @

« Querier election process remains unchanged Report

« If a VSX switch reboots: message
Learn IGMP entries by itself (sent out general [:]
queries) =

Receiver 1
10.2.11.10/24
Group: 239.2.11.1

To prevent disruption it floods multicast traffic
for 120 seconds

You should also understand how VSX affects the forwarding of multicast traffic. Each VSX
switch constructs its own IGMP group database, which is identical to its peer’s IGMP group
database. Both switches hear JOIN/LEAVE messages they receive from the downstream VSX
LAGs because the ISL is always included as a forwarding port for IGMP. For example, SW1
has a VSX LAG to the aggregation switches.

In this example, it chooses the link to Agg-1 for forwarding the IGMP JOIN, and Agg-1 learns
the group on the VSX LAG. The IGMP JOIN crosses the ISL to Agg-2. The VSX IGMP process
translates the IGMP JOIN learnt on the ISL into an IGMP JOIN message learnt on the VSX
LAG, just as if the JOIN had arrived on the link from SW1. Therefore, Agg-2 also learns the
group on the VSX LAG to SW1.

In this way, each VSX switch can determine on which interfaces to forward or prune multicast
traffic for particular IGMP groups, based on its own IGMP group database. Because the IGMP
database construction relies on this dataplane-based process, ISLP does synchronize IGMP
groups between VSX peers. If a VSX switch reboots, it needs to re-learn all of the IGMP
groups. For about 120 seconds after rebooting, the VSX switch floods multicast traffic within
VLANSs that have active, forwarding physical ports, which prevents disruption of multicast
forwarding during the learning process. The VSX switch also sends an All Hosts Query (AHQ)

message. Clients send JOIN messages in response, so the VSX switch can re-learn the
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groups and re-create the IGMP group database.

You can configure IGMP snooping on access VLANS. It enables VSX switches
operating at Layer 2 on the VLAN to similarly construct identical IGMP group
databases.
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Knowledge Check

Self-check on key learning points

Q MOD 1- 36

Let’s do a knowledge check.
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Question #1

How do AOS-CX switches treat multicast traffic at the factory default
settings?

A. They forward the multicasts on interfaces that connect to other switches, but
drop them on edge ports.

B. They drop the multicasts.

C. They forward the multicasts only on interfaces that have received IGMP
reports for destination group.

D. They flood traffic throughout the VLAN in the same manner as a broadcast.

. Knowledge Check™
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Question #2

A network administrator wants to ensure that multicasts in VLAN 4 are
only forwarded to devices listening for those multicasts. Layer 2 access
switches support VLAN 4, and a core switch routes traffic for VLAN 4. On
which devices should the administrator enable IGMP?

A. On the core switch only

B. On the core switch and all access switches

C. On the core switch and just one of the access switches
D. On the access switches only

N Knowledge Check™
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Question #3

By default, IGMP snooping is enabled.
—True
—False

IGMP and IGMP snooping are
disabled by default

. Knowledge Check™
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Question #4

For an IGMP querier, IGMP is enabled on a layer-3 interface.
—True
—False

Q Knowledge Check™
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Its time for a lab activity.
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Lab Tasks

— Prepare the setup — Set up the — Enable the IGMP
multicast sender querier and
and receiver snooping

Module 9 —

— Verify the IGMP — Verify the IGMP
snooping snooping fast-
operation leave operation

Q MOD 1- 42

Multicast Routing

The figure provides a brief review of lab tasks. Please see your lab guide for details. When you
are ready, please continue with Module 9 — Multicast Routing.
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Rev # 20.21

Multicast Routing

Implementing ArubaOS-CX
Switching

You learned IGMP in the last Module, so we into Multicast Routing.
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Objectives

Distinguish between PIM-DM and PIM-SM
Implement PIM-DM/PIM-SM to route multicast traffic

N

Sender Receiver Receiver Sender Receiver Receiver

After completing this module, you will be able to:
Distinguish between PIM-DM and PIM-SM
Implement PIM-DM and PIM-SM to route multicast traffic
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Overview

PIM Intro

Lab Activity

In this module, you will be introduced to Protocol Independent Multicast (PIM), a multicast
routing protocol that enables switches to determine which interfaces should receive multicast

traffic in a layer-3 network, like a campus.

In the last module, you learned about how AOS-CX switches can learn where the multicast
source (typically a server) and the multicast receivers (typically user devices) reside. The
problem in a larger campus network is that the multicast source and destinations are
commonly on different subnets, which requires a routing function. Unicast routing protocols like
OSPF will not route multicast traffic. You need a multicast routing protocol, and PIM is the de
facto standard. This module introduces the PIM routing protocol and the two modes of PIM:
dense mode and sparse mode.
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aruvba

a Hewlett Packard
Enterprise company

PIM Introduction
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Semantics

A

D
<—§i§—> L3 Switch

Let’s just call them routers

Router
Q ' MOD 1-5

You know the deal by now - Layer 3 switch...purpose-built router — its all about the same when
they’re pushing packets, and “router” is only 2 syllables, so I'll just say that.
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* Need to multicast across Layer-3 boundaries
* Need to send multicasts from a single source into multiple subnets

Multicast source  Core-1 Agg-1 Access-1
E g || O D |i e |
ﬁ-
VLAN 10 VLAN 212 VLAN 213
VLAN 30 VLAN 20

Multicast receivers  Multicast receivers

For small networks with only 1 router, or a single VLAN, there is no need for a multicast routing
protocol like PIM. You just studied scenarios like this in the previous section about IGMP.

However, if you have a more complex, enterprise-class network with multiple routers, you need
PIM.

In the figure, the multicast source is in VLAN 10. This traffic must traverse two routers to reach
the receivers in VLANs 20 and 30. Multicast routing enables a source in one VLAN to stream

to receivers in multiple VLANSs.
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Multicast vs Unicast Routing

Traffic from: And destined to: Is forwarded on:

Unicast route Any Destination network RODNAINEINEracE &

next hop
Source (S) MUIUEASE QIOUR BCr RS Downstream interfaces
: ; (G)

Multicast route (received on correct

upstream interface)
Switch# show ip mroute brief
VRF: default
Total number of entries : 1
Group Address Source Address Neighbor Interface
281 il kit 18 akgak - 3L 5 L) 10,101 . 1245, vlanl213

Standard multicast route notation: (S,G) -- (10.101.10.10, 239.1.1.1)

The figure summarizes the difference between unicast and multicast routing. While unicast
routing forwards any traffic toward some destination, multicast traffic forwards traffic away from
a specific source, with a multicast group address as its destination.

Unicast routing protocols like OSPF do not care about the source address of packets — they
compare the destination IP address of each packet to their route table, and forward packets
along the best path.

For multicast routing, the source matters. A multicast route must track the upstream interface
that is closest to the source so that the router can verify that the multicasts are arriving on the
correct interface. It can then drop multicasts that arrive on the wrong interface, preventing
multicasts from looping through the network.

The figure shows the output of show ip mroute brief — the multicast route (mroute) table. The
router has learned that it should forward all packets for group 239.1.1.1 efficiently away from
the source of this stream — 10.101.10.10, toward its neighbor at 10.101.121.1.

An active multicast route is called an (S, G) route because it includes both the source IP
address (S) and the destination multicast group address (G). Multicast routing devices create
an (S, G) route after they receive a multicast from a source to a group. For example, the
(10.101.10.10, 239.1.1.1) route refers to traffic from 10.101.10.10 to 239.1.1.1.
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You will soon learn about (*,G) entries, which act as a kind of placeholder until
the multicast source is discovered.
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« Send multicast packets away from the source toward
receivers in different segments + Loop prevention

+ Leverages the Unicast forwarding table + Path selection
' + Failure detection

+ Determine where multicast packets must be sent
+ Create a loop-free forwarding path

(_ Leaf Receiver
Sender Root .

You know that regular unicast routing protocols like OSPF send packets toward a destination.
The focus is on each packet’s destination IP address. The objective of multicast routing is to
send multicast messages away from the source toward all interested receivers. Multicast
packets must always flow away from the source, and never back on a segment from where the
transmission originated. This means that rather than tracking only destinations, multicast
routers must also track the location of sources, the inverse of unicast routing. Even though
multicast uses the exact inverse logic of unicast routing protocols, you can leverage the

information obtained by those protocols (Unicast routing — OSPF and BGP for example) for
multicast forwarding.

This allows a network to avoid using another full routing protocol, minimizing the use of
memory space. All the functionality that is built into the unicast routing protocol, including loop
prevention, path selection, failure detection and so on, can be used for multicast. Modern IP
multicast routing uses Protocol Independent Multicast (PIM), which leverages unicast routing
information, to forward messages to receivers. The process of determining where the multicast
messages are to be sent is referred to as building the tree.

With IPv4, IGMP determines who needs to receive a multicast stream, PIM helps determine

how to get the stream to those destinations. relies on IGMP to request the traffic. IPv6 uses
MLD instead of IGMP.

Note: If you want to route multicast traffic into a VLAN, it is recommended that you avoigj9
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multinetting on that VLAN (configuring more than one subnet).

Multicast tree

A network tree is essentially a graph, or directed graph (digraph), that
represents a hierarchical logical structure. The primary purpose of a multicast
tree is to build an efficient loop-free forwarding path from the source of the
multicast stream toward all the receivers. A multicast tree is composed by the
following components:

Root. Router closest to the source.
Leaf. Router with an attach receiver.

Branch. Intermediate router that performs replication to connect the root to the
leaves.
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Ingress stream from 10.2.2.2. and 10.3.3.3
Only one is needed.
Ask OSPF, “Best path to source 10.1.1.1"?

OSPF paths
10.1.1.1 via 10.2.2.2 cost = 100 (best)
Sender MR1 MR2 10.1.1.1 via 10.3.3.3 cost = 200

A.a,f'._"f' 5 [ 10.2.2.2 1
Src:10.1.1.1 [ y MR 2 sends PIM Prune message

“Hey MR3, stop sending the stream to me”

10.3.3.3
E] f no other clients downstream from MR3
MR3 sends PIM Prune message,
MR3 “Hey MR1, stop sending the stream to me”

PIM uses a so-called Reverse Path Forwarding (RFP) technique to save bandwidth and
maximize efficiency. Here’s the scenario. A multicast source originates a stream with source
address 10.1.1.1, and multicast destination 239.1.1.1. Multicast Router MR1 receives this
stream and forwards it to its two neighbors -MR2 and MR3. MR3 receives this stream and

forwards it to its only other neighbor — MR2.

Thus, MR2 receives two copies of the multicast stream. This is a waste of bandwidth!
Remember, the advantage of multicasting is that a single stream can reach multiple
destinations. One of these streams must be eliminated, So the router looks in the unicast
routing table, “What is the best path back to source 10.1.1.17?

MR2’s OSPF process has learned that it can reach 10.1.1.1 via 10.2.2.2 (MR1) with a cost of
100, and can reach it via 10.3.3.3 (MR3) with a cost of 200. Thus, 10.2.2.2 is the best path
back to 10.1.1.1. Of course, if the best “reverse path” back to 10.1.1.1 is via 10.2.2.2, then that
is the best path for receiving multicast traffic from 10.1.1.1.

And so MR2 sends a PIM message to MR3, “Hey MRS, | don’t need you to send that stream
to me. Please stop”. MR3 complies to this request. In other words, the 10.3.3.3 interface is
“pruned from the tree”. Bandwidth is no longer wasted sending the stream over that interface. If
MR3 has no receivers directly attached to it (as determined by IGMP), and host no other
downstream routers with receivers, than MR3 has no reason to receive the stream. In that

case, MR3 sends a message to MR1, “Please stop sending the stream to me”. .
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MR1 complies and so prunes that interface from the multicast distribution tree.
In a large, complex network with dozens or hundreds of routers, every router
uses this RFP process. The result is that multicast traffic is only sent where
needed. Nice! And, like spanning-tree, if a link failure occurs the PIM routers
quickly discover the issue and determine an alternative, loop-free path.

We have an efficient multicast tree for the current situation, but networks are
dynamic. New users join a multicast group, existing users leave. How is this

handled?
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IGMP and PIM

PIM Prune message
Sender MR1 “I no longer need that stream”

'_)est: 239.1.1.1
Src:10.1.1.1

G L
IGMP Leave

<} gHostZ
IGMP Join

MR3
PIM Join message
“Hey, | need that stream now”

In the previous example, we had an efficient multicast forwarding tree that only forwarded the
stream out needed interfaces. Then things change.

Host 1 is the last remaining receiver downstream of Multicast Router MR2, and it sends an
IGMP Leave message, “l no longer need the stream”.
In response, MR2 sends a PIM message to MR1, “I no longer need the stream”. MR1 sees

that there are no more downstream neighbors out that interface, and so prunes that interface
from the multicast distribution tree.

Meanwhile, some employee sits down at her desk and runs some application that requires the
stream. The host sends an IGMP Join message to MR3, “I need that stream”. In response,
MR3 sends a PIM message to MR1, “I need that stream”. MR1 add the MR3-connected
interface back to the distribution tree, and the stream again flows to MR3, and on to Host 2.

This confirms what you learned earlier:

IGMP is Host-to-router communications, so routers can discover which receivers need a
particular stream, and which receivers do not.

PIM is router-to-router communications, so multiple routers can build a shortest path tree
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(SPT) for a multicast stream, leveraging the internal routing protocol (OSPF,
etc) for Reverse Path Forwarding.

It is important that you understand that IGMP alone is never enough to provide
multicast routing even if the multicast source and multicast receivers are
connected to VLANs on the same multicast routing switch. This switch must
still have multicast routing enabled and run PIM on the VLAN interfaces to
route multicast traffic from one subnet to another.

In other words, IGMP and PIM are a team that enable efficient multicast
routing. They build and maintain a dynamic multicast distribution tree. Each
device maintains a list of interfaces that are part of the tree, out which a
multicast stream is forwarded. Other interfaces are pruned from the tree —
removed from this Outbound Interface List (OIL).

There are two methods used to build this distribution tree.
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PIM-DM versus PIM-SM

PIM-DM (dense mode): PIM-SM (sparse mode):

* Push concept * Pull concept

» Forwards multicast unless * Does not forward multicasts unless
requested not to by a prune requested to by a join message
message

* Periodic joins required to maintain
* Reverts to forwarding when prune the tree

state times out  Used on lower bandwidth routed

* Used on high-bandwidth routed connections such as a WAN
connections

A VRF can run PIM-DM or PIM-SM - not both

The routing switches can construct the multicast routing tree in one of two modes:
PIM-Dense Mode (DM)

PIM-DM (RFC 3973) assumes everyone wants to receive the stream — a push concept. When
a source begins streaming traffic, PIM-DM-enabled VLAN interfaces flood multicasts to all
neighbors. This continues until neighbors send a prune message — “stop sending that stream
to me”. Upstream neighbors set a timer for the pruned interface. When the timer expires, the
interface reverts to the default behavior—forwarding multicasts until explicitly requested not to.
You will soon learn how to prevent the timer from expiring.

This mode works best in environments with high bandwidth and high tolerance for congestion,
such as a high-speed Ethernet network. Because the PIM-DM routers automatically create the
multicast routing tree for a particular stream when that stream begins, PIM-DM is quite simple
to set up.

PIM Sparse Mode (SM)

PIM-SM (RFC 4601) assumes nobody wants to receive the stream — more of a pull concept. It
builds the multicast routing tree for a group in advance and then forwards multicasts on that
tree when a source begins to stream to that group. PIM-SM-enabled routing interfaces must
specifically indicate that they want to receive multicast traffic in a particular group by se%ding a
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PIM join message. The interface must then periodically refresh its join. If its
upstream neighbor does not receive joins, it reverts to its default behavior: not
forwarding traffic.

Because PIM-SM establishes efficient forwarding paths, it is well-suited for a
lower-bandwidth environment, such as one built on WAN links. PIM-SM also
gives you more control over which multicast groups are routed.

PIM-SM has more configuration options and tends to be more complex to set
up. PIM-DM can waste bandwidth during initial tree establishment, and may
not be suitable for networks with many lower-speed WAN links.

Your AOS-CX switch supports both PIM-DM and PIM-SM; however it can only
one run mode concurrently (within a VRF). All multicast routing switches in the
network (in their respective VRF) must also agree and run the same type of
PIM.

PIM-DM interoperates with IGMP/MLD and the switch's routing protocols. It
does not matter which unicast routing protocol is in use — PIM can use it for
RFP. That is why it is called the Protocol Independent Multicast routing
protocol. PIM-DM can be used with RIP, OSPF, BGP, or static routes

configured.
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>IM Hello
» Characteristics
» Destination: 224.0.0.13
Hello interval: 30 seconds
Hold-time: 105 seconds
« Establish PIM relationships
* Help to elect a Designated Router on each link

Core-1

PIM Hello

PIM Hello

Building A Building B
Agg-1 Agg-2

Routers and L3 switches running PIM send periodic hello messages on PIM-enabled interfaces
to discover neighbors. These messages are sourced with the IP address of the outgoing

interface (In ArubaOS-CX, you can specify the interface that should be used to source those
packets) and are sent to all PIM routers with the multicast destination address of 224.0.0.13.
They contain information such as the hello period time, hello hold-time, LAN prune delay time
and capabilities. The hold-time signifies how long the neighbor will keep the neighbor
relationship without receiving an update. The LAN prune delay is used on multi-access
networks for propagation delay.

The packet capture in the figure shows a hello message. Pay special attention to the
highlighted areas - the destination multicast addresses at Layer 3, the PIM version (v2) and the
PIM message type (Hello).

The PIM process begins when two or more routers establish a PIM neighbor adjacency on a
given segment. To begin the adjacency process, any interfaces participating in multicast
routing must be configured for PIM communications. Routers discover PIM neighbors by
sending PIM hello messages to the link-local multicast address 224.0.0.13 out each PIM-
enabled interface.
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Hello messages are used to elect a Designated Router - a single PIM router
that acts on behalf of directly connected hosts in a shared media, like

Ethernet. Hello messages are also the way that option negotiation takes place
in PIM, so that additional functionality can be enabled, or parameters tuned.
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v' PIM is disabled by default

v" AVRF can run PIM-DM or PIM-SM, not both

v' Enabled on L3 interfaces: Max 1,000 interfaces, 128 per VRF

v" Fully interoperable with VRRP for quick transition during failover

v' PIM-SM: 8 static RPs per VRF

v PIM-DM not currently supported with VXLAN, 6in4, 6in6, and GRE interfaces

v' No PIM-DM active-active functionality with VSX

PIM (DM or SM) is disabled by default. Either PIM-SM or PIM-DM can be configured within a
VRF at a time. All the interfaces within the VRF must run with same mode.

PIM uses unicast routing information from any of the routing protocols that are running on the
system, such as OSPFv2, OSPFv3, BGP. Static routes are also supported with next-hop IP
addresses.

PIM can be enabled on an ROP (routed port) and SVI (interface vlan) interfaces. PIM can be
enabled across all VRFs on a maximum of 1,000 interfaces with an upper limit of 128 per VRF.

Note: Although up to 128 PIM DM enabled interfaces can be configured, when configuring
trunk interfaces with multiple Dense enabled SVIs, the trunk interfaces must have sufficient
bandwidth or have only the required number of trunks it can support. This ensures that the link
utilization is not exceeded due to the initial flooding nature of the protocol.

PIM-DM is compatible with IGMP version 2 and version 3, MLD version 1 and version 2, and is
fully interoperable with IGMP/MLD for determining multicast flows. PIM-DM is fully
interoperable with VRRP to quickly transition multicast routes in a failover. PIM-DM can run on
multiple VRF instances in parallel. It is supported on all VRFs supported in the system.

PIM-DM currently does not support the following:
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VXLAN, 6in4, 6in6, and GRE interfaces

PIM-DM can be enabled on VSX deployments, however active-active
functionality is not available.

Note: Since active-active is not supported a slightly higher traffic recovery time
can be expected compared to sparse mode, in the event of failovers. Hence, it
is recommended to use PIM-SM on VSX. Ensure that the ISL is not
oversubscribed while using PIM-DM with VSX. In case of numerous PIM
enabled SVIs, ensure that ISL is configured to handle the flooding on all
VLANSs since ISL is member of all SVIs.

If BFD is enabled globally, it will be enabled by default on all PIM interfaces as
well. The only exception is when it is disabled specifically on an interface using
the ip pim-dense bfd disable interface command. If BFD is disabled globally, it
will be disabled by default on all interfaces. The only exception is when it is
enabled specifically on an interface using the ip pim-dense bfd interface
command.
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PIM-DM

Q On 1:18

PIM Dense Mode is a great option for many deployments. Let’s take a look.
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i

looding and Pruning

Multicast source Core-1 OPruned Core-2 OPruned Core-3

1Ll

munn

I

VLAN 10

Access-1
Downstream | <
interface

Accept

VLAN 20 VLAN 240 VLAN 260
Multicast receivers Not multicast receivers

A multicast source begins to transmit, and its default router receives the multicasts. The VLAN
interface on which the multicasts arrive should be enabled for PIM-DM. The router then floods
the multicasts on every PIM-DM interface, including:

Interfaces that connect to PIM-DM neighbors - Core-2 and Access-1 in the figure.

Interfaces that connect to receivers that have requested the multicast using IGMP. In this
example, Core-1 has no directly attached multicast receivers

Downstream multicast routers follow the same steps to flood the multicast. In figure, Access-1
and Core-2 are only neighbors with Core-1. Access-1 has learned that VLAN 20 is a
downstream interface for this group from IGMP, and so continues to accept and forward traffic
from Core-1.

Neither Core-2 or Core-3 have multicast receivers, so they send prune messages to stop the
stream from flowing to them. Core-2 still maintains the multicast route [the (S, G) entry), which
it can use to receive multicasts later, if necessary.

To summarize, for a multicast group "X" on a given interface, when the last host belonging to
group "X" leaves the group, PIM places that interface in a prune state. Multicast traffic from
group "X" is now blocked to that interface. The prune state remains until a host on the same
interface issues a join for group "X", in which case the router cancels the prune state and

changes the flow to the forwarding state.
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Multicast source Core-1 = Core-2 Core-3
E =) e F100QG
B gl @ -J L-
— | J <" Graft 6 ]
VLAN 10 A ‘
Access-1 (_ﬁ E
Downstream | ]
interface| i
— IGMP !
| Join |
E_\. g
VLAN 20 VLAN 240 VLAN 260
Multicast receivers New multieststulticast receivefot multicast
receiver receivers

After pruning, Core-1 only forwards multicast traffic to Access-1, which forwards the traffic to
receivers in VLAN 20.

As group memberships change, the Shortest Path Tree (SPT) must change to accommodate.
Recall that PIM-DM prefers to forward unnecessary multicast traffic over failing to forward
necessary traffic. Therefore, prune messages expire, and the routing switch that had received
the prune message begins forwarding multicast traffic again.

In addition, group members leave groups. For example, if all multicast receivers in VLAN 20
left the group, then Access-1 would send a prune message to Core-1, stopping the flow of
traffic.

The figure above illustrates a new host that wishes to receive the multicast stream, probably
because some user sat at this host and opened an application that required the stream. The
host sends an IGMP report or join message for this group, and Core-2 adds VLAN 240 as a
downstream interface for its (S, G) multicast route for this multicast stream. Eventually, the
prune message would expire, and Core-2 would receive traffic again. However, PIM-DM
provides a faster method of pulling the multicast traffic down. Core-2 sends a graft message on
the upstream interface, requesting to be added to the tree.

Core-1 adds the interface that connects to Core-2 back to the (S, G) multicast route’s list of
downstream interfaces. Core-2 begins to receive the traffic again, and it forwards it to the
receiver.
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Configure PIM-DM

(1) Validate unicast routing

Source

]

I

PIM IGMP

(2) Configure PIM-DM

router pim [vrf name]
enable
interface VLAN 20
ip pim-dense enable
ip pim-dense hello-interval 30

Q VLAN 20 VLAN 260

PIM-DM must be enabled on all VLAN interfaces between the multicast sources and the
multicast receivers:

Interfaces on which multicast sources reside
Interfaces on which multicast receivers reside (IGMP-enabled interfaces)
Interfaces between all routers and routing switches that connect sources and receivers

The figure shows where to enable PIM-DM and IGMP. Note that you should also enable IGMP
on the server VLAN; although IGMP is not strictly required in the source VLAN, it enables
Core-1 to filter multicasts within that VLAN.

First validate that unicast routing is in place and fully functional. Next, enable PIM-DM multicast
routing globally. Then enable PIM-DM on appropriate VLAN interfaces, as shown in the figure.

A PIM router uses hello packets to automatically discover neighbors. They are sent to
224.0.0.13, every 30 seconds by default. You can change the default within the range of 5-300
seconds. The router uses this setting to compute the hello hold-time, which is included in hello
packets sent to neighbor routers. The hello hold-time tells neighbor routers how long to wait for
the next hello packet from the routing switch. If another packet does not arrive within that time,
the router removes the neighbor adjacency on that interface from the PIM adjacency table,
which removes any flows running on that interface. Shortening the hello interval reduces the
hello hold-time. If they do not receive a new hello packet when expected, it changes how

quickly other routers stop sending traffic to the routing switch.
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BFD can be used to speed up the convergence of PIM. If BFD is globally
enabled, BFD is automatically enabled for PIM on interfaces where PIM is also
enabled. BFD was previously covered.

Note: MLD and PM-DM are not currently supported for IPv6 in AOS-CX;
however MLD and PIM-SM are.
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Interpreting PIM-DM (*, G) Entries

* (*,G) entry indicates router wants to receive the multicast traffic

PIM and IGMP are enabled in the VLAN
IGMP discovers receivers for the group

* (*, G) entry created when both: |

+ Agraft message is generated to find the source

Access-1# show ip pim pending 1. Enable IGMP
Joinifenc ng 2. Switch learns of receiver in VLAN 20

VRF: default ’
Group 239.1.1.1 3. Enable PIM

L e 4. Pending entry created until source is

Incoming Interface: vlan20 3 )
\_/’/ discovered

When you are monitoring and troubleshooting a multicast routing solution, you do not have an
illustration tracing multicasts for you. It can be helpful for you to understand more about the

multicast route entries, how to interpret them, and how the routing switch uses them to forward
traffic.

Begin with (*, G) entries.

When you enable PIM-DM on a VLAN interface, the switch creates a (*, G) entry for each
group membership discovered by IGMP on that VLAN. This entry specifies the downstream
interfaces from which a tree can be formed when multicasts begin to arrive from a particular
source.

When you use PIM-DM, the (*, G) entry essentially acts as a placeholder, listing the
downstream interfaces that require multicasts in this group, as discovered by IGMP. The
framework of the tree that delivers these multicasts is not filled in. For example, no upstream
interface is specified (the routing switch does not know where multicasts will arrive).

The (*, G) entry exists only as a pending route; it is not an active route forwarding multicasts.
The (*, G) entry remains in the PIM routing table for as long as an IGMP membership for the
group exists on at least one interface. This signals to the routing switch that it should stay part
of the multicast routing tree for any multicast stream to this group, regardless of whether it
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needs to forward the traffic to any downstream PIM-DM neighbors.

Typically you'll see (*,G) entries when there has been a purge. Now a client
wants to receive a stream, but the switch isn’t receiving the stream because of
a previous purge. The switch generates a graft message and sends it to its
upstream neighbors to find the source so that traffic can be flooded back to the
switch.

You also see (*,G) entries if there is a network issue where the source is no
longer reachable and thus no multicast stream is being received, yet the
switch still has clients locally or downstream that desire to receive the stream.

To view (*,G) routes, enter the show ip pim pending command. To view
information about IGMP groups, enter show ip igmp groups or show ip igmp
group command, qualifying it with a specific multicast address.
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See IGMP Groups

Access-1# show ip igmp groups

IGMP group info for 239.1.1.1 1.Either via graft message or flood, switch receives
Interface Name : vlan20 the stream from the source
Zi‘gugaiz d;eng?uégg 1.1.1 2.The traffic is forwarded to the multicast receivers
Last Reporter : 10.101.20.10

V1 V2 Sources Sources
Vers Mode Uptime Expires Timer Timer Forwarded Blocked

To view (*,G) routes, enter the show ip pim pending command. To view information about
IGMP groups, enter show ip igmp groups or show ip igmp group command, qualifying it with a
specific multicast address
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Core-1# show ip mroute 239.1.1.1 10.101.10.10 all-vrfs
VRF : default

Group Address : 239.1.1.1 Source
Source Address : 10.101.10.10 10.101.10.10 Core-1 Core-2
Incoming interface : vlanlO > —

Unicast Routing Protocol : connected
Metric : 1234

Metric Pref : 1234 VLAN 10
Downstream Interface

Interface State
v1an1212 pruned «—— Not forwarding: prune from neighbor 0 |Access'1
) —

vianl21 3 Forwarding«— Forwarding: No prune from neighbor
T Active
multicast
— receiver

VLAN 20

VLAN
1212

VLAN 1213

L

When the switch receives a multicast on the proper upstream interface for the source, it
creates an (S, G) entry. It uses this entry to route the multicast traffic on the correct interface or

interfaces.

The (S, G) entry includes:
The source for the incoming multicasts

The upstream interface on which the multicast arrived
You will learn in @ moment how the switch checks the validity of this interface. It will not add the
route if the upstream interface is invalid.

The downstream interfaces
Initially, the downstream interface includes all PIM-DM interfaces set to a forwarding state. The

switch maintains the forwarding state unless a neighbor sends a prune on that interface. The
switch also always maintains the forwarding state for interfaces discovered by IGMP as long as
they are in the (*,G) entry associated with this group.

As you see, if the interface receives a prune, the switch maintains the interface in the list, but
places it in the pruned state and does not forward multicasts on it.
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See IGMP Routes Forwarding

Access-1# show ip mroute 239.1.1.1 10.101.10.10 all-vrfs

VRF : default

Group Address : 239.1.1.1

Source Address : 10.101.10.10 Source

Incoming interface : vlanl213 10.101.10.10 Core-1 Core-2
Unicast Routing Protocol : connected
Metric : 1234

Metric Pref : 1234

Downstream Interface

Interface State VLAN 1213

Vl1an20 forwarding Accass:
Forwarding: VLAN 20 needs the multicast, as v Active
indicated in (*,G) entry discovered by IGMP multicast

VLAN 20 receiver

O MOD 1- 21

If the (S, G) entry has downstream interfaces or if it the source is connected directly to the
routing switch, the routing switch adds the (S, G) entry to its active multicast routing table. The
routing switch then uses the (S, G) entry to forward multicasts.
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* 60 second default
* | reset pruned interface timers, you should too
* I'm pruning/forwarding, tell me if that's wrong

Source

mnnm

L

/’ Core-3

router pim
state-refresh [10-100]

You learned that prunes periodically time out, causing PIM-DM-enabled interfaces to resume
the multicast flood to previously pruned neighbors. If the neighbor still does not require the

traffic, it must send another prune message. These bursts of unnecessary traffic can contribute
to congestion.

AOS-CX switches can automatically prevent the prune state time out - the source-connected
switch floods state refresh messages on all PIM-DM interfaces. This indicates state information
about the transmitting interface, whether pruned or forwarding. It propagates throughout the
system, triggering all PIM-DM routers to send joins and prunes only if they need to change the
current state of the upstream interface. Routers can then also refresh their prune states with
confidence without needing to flood multicast traffic.

In more detail, receiving a state refresh message triggers the PIM-DM interface to take these
actions:

Drop the message unless it has arrived from the RPF upstream neighbor.
For messages from the proper upstream neighbor:

» Check the indicated state of the upstream interface and determine whether it matches this
routing switch’s requirements.

« If the indicated state is pruned and this routing switch has no downstream interfaces for the

(S, G) entry, the indicated state is correct. Similarly, if the indicated state is forwarding and
this routing switch does have downstream interfaces on which it must forward traffic, the
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state is correct.

« If the indicated state is pruned, and this switch requires the multicasts, the
switch sends an (S, G) join upstream to alter the state. Similarly, if the
indicated state is forwarding, but this switch does not have an active entry
forwarding multicast traffic downstream, the switch sends an (S, G) prune
upstream.

* Reset all pruned interface timers.
The switch can safely reset all timers because its downstream neighbors
will correct any mistakes on receipt of the state refresh message, just as
this routing switch did.

» Forward the state refresh message (with one less value in the TTL) on all
interfaces with PIM-DM neighbors except the interface on which it received
the message.

The TTL prevents the state refresh message from endlessly looping
through the PIM-DM domain.

AOS-CX switches automatically support state refresh messages, but only the
routing switch connected directly to the unicast source initiates state refresh
messages. All other PIM routers in the network only propagate these state-
refresh messages.

You can configure the interval in seconds (10 to 100) between successive
state refresh messages. The default setting is 60 seconds. You should keep
the interval below the PIM-DM prune expiry time to prevent periodic
unnecessary floods of traffic.
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Only one router per subnet forwards multicasts

Election winner

1. Has OSPF route to source
2. Admin distance

3. Best OSPF metric Access-1
10.1.20.1

Access-2
10.1.20.2

> Send Asserts
Elect forwarder

4. Highest priority
Stop
5. Higher IP address forwarding

£ AV A

VLAN 20 multicast receivers

In this scenario, routers Access-1 and Access-2 have interfaces in VLAN 20, connected to a
downstream switch with multicast receivers. It has chosen this solution rather than a VSF
fabric, which is typically recommended. The switches run VRRP and PIM-DM. Just as only one
of the redundant switches can act as the active VRRP master, only one of the switches can
forward multicasts. Otherwise, endpoints could receive duplicate copies of the multicasts,
causing errors.

When Access-1 and Access-2 receive multicasts from Core-2, they flood the multicasts to each
other. As you learned earlier, Reverse Path Forwarding (RPF) ensures that only the best path
continues to forward frames. Let’s look at this in more detail.

The PIM routers send an assert message to elect a forwarder, then examine each other’s
asserts to elect a multicast forwarder for the interface. The assert includes the (S, G) entry
under dispute and information about the PIM routing switch’s unicast path to the source. The
routing switch with the more favorable path becomes the multicast forwarder, as determined
first by administrative distance (preference) and then, if the administrative distance ties, by
metric or cost. If the metric is the same, the router with the highest priority value is elected. If
that matches, the interface with the higher IP address is elected.

Suppose that both routers have the same admin distance, cost, and priority for the route.
However, Access-2 has the higher IP address. Therefore, Access-2 is elected multicast
forwarder for VLAN 20.
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Access-1 removes this VLAN from its list of downstream interfaces in its (S, G)
entry. It also sends a prune to Access-2. Access-2 continues to forward
multicasts in VLAN 20 because multicast receivers connect in this VLAN. Of
course, if all receivers send an IGMP leave message, there would be no
receivers in VLAN 20. In that case Access-2 would send a prune message
upstream to stop the unneeded multicast flow.

In a design like this you should pay attention to the IP addresses that you
assign to routers. To load balance the Master and multicast forwarder role on
different VLANS, assign one switch a higher IP address and VRRP priority on
some VLANs and the other switch a higher IP address and VRRP priority on
other VLANS.
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PIM-SM

Q MOD 1- 24

You know Dense Mode, here’s the Sparse Mode Sibling.

95



Implementing ArubaOS-CX Switching Rev 20.21 MOD-9

Source Core-1 Core-3

I

PIM IGMP

* Enable PIM / IGMP, like PIM-DM

PIM

|

VLAN 20 VLAN 260

PIM-SM involves a little more setup than PIM-DM because PIM-SM routing switches cannot
assume that they are part of the initial multicast routing tree for all traffic. Instead, PIM-SM
routing switches must explicitly join that tree, and you must configure them to do so.

Recall that PIM-SM assumes that most hosts do not want to receive multicast traffic. It uses a
non-flooding multicast model to direct traffic from the source to the interface when there are
multicast receivers in the group. As a result, this model sends traffic only to the routers that
specifically request it.

PIM-SM can be configured on physical ports, VLAN interfaces, LAG interfaces, and loopback
interfaces.

Configuring PIM-SM is like configuring PIM-DM in some ways. For example, you must enable
PIM-SM on every interface between multicast sources and receivers, including:

Layer 3 interfaces on which multicast sources reside
Layer 3 interfaces on which multicast receivers reside (IGMP-enabled interfaces)
Layer 3 interfaces between all routers and routing switches that connect sources and receivers

As with PIM-DM, PIM SM-enabled interfaces exchange hellos on 224.0.0.13. This helps
explain why you cannot implement PIM-SM and PIM-DM in the same domain. PIM-enabled
routing switches operating in one mode would expect certain behavior from neighbors

operating in another, leading to failed establishment of the multicast forwarding tree.
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In addition to establishing neighbor relationships, PIM interfaces in broadcast
or multi-access networks elect a Designated Router (DR) - responsible for
forwarding multicasts. Let’s look at that.
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{ Building A .
Sender
« Manage state info and PIM updates for all routers Priority: 10 Priority: 1
iority: iority:
on a segment 10.2.11.1 10.2.11.2
Agg-1 | DR l
» Use priority value in Hello messages e
Higher value wins, Default value = 1 Update
+ |If same priority, highest IP address wins
* When receiving an IGMP membership report | o :
+ Sends PIM JOIN messages toward the root s | Kl
- Ll
* DR election on all interface types (p-to-p, broadcast) o9 s
Priority: 1 Priority: 1
10.2.121 10.2.12.2
Receiver
: Building B

A single network interface and IP address may connect to a multipoint or broadcast network,
such as Ethernet. If the network is PIM-enabled, many neighbor adjacencies can occur, one for
each PIM-enabled IP neighbor. If every PIM router on the segment were to attempt to manage
the tree state, confusion and excess traffic could occur. Much like an OSPF DR, the PIM DR
manages state information and PIM updates for all the routers on the segment.

The DR selection process occurs when all neighbors on a segment have replied to PIM hello
messages. Each router on a segment selects one router to function as the DR. The DR router
is chosen using the PIM DR priority parameter, where the highest priority router is selected as
the DR. The DR priority is configurable and sent in the PIM hello message. If the DR priority
value is not supplied by all routers, or the priorities match, the router with the highest IP
address wins - the |IP address of the interface sending the PIM message. By default, all
interfaces have a PIM DR priority of 1. All routers on the segment should select the same DR
router to avoid conflicts.

When the DR receives an IGMP membership report message from a receiver for a new group
or source, the DR creates a tree to connect the receiver to the source. To do this, it sends a
PIM join message out the interface toward the agreed-upon root of the multicast tree - the
rendezvous point (RP). When the DR determines that the last host has left a group or source,

it sends a PIM prune message to remove the path from the distribution tree. o8
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From the RFC 4601 section 4.3, DR election occurs on all interface types -
point-to-point or broadcast: "Because the distinction between LANs and point-
to-point interfaces can sometimes be blurred, and because routers may also
have multicast host functionality, the PIM-SM specification makes no
distinction between the two. Thus, DR election will happen on all interfaces,
LAN or otherwise.”
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PIM-SM: Rendezvous Point

Rendezvous Point

RP

* Root of a shared tree
* Meeting point for a multicast group
+ Traffic from senders
* Request from receivers
* One multicast group can have multiple RPs

* Not necessarily on the sender-receiver path . Sender Receiver
+ Prefer a location closer to sources (if possible) BuildingA | Building B

A Rendezvous Point (RP) is a router that has been configured to be used as the root of the
non-source-specific distribution tree (Shared tree) for a multicast group. Join messages from
receivers for a group are sent towards the RP, and data from senders is sent to the RP. Thus,
receivers discover senders and start to receive traffic destined for the group. The RP router is
not a packet source but simply a location from which to root and calculate a loop-free topology.
The RP can also offload the processing of network joins and leaves during the initial setup of a
multicast stream, saving network resources by concentrating them in a single location.

You should place the RP close to the source if possible. This is only applicable to a few
sources that are of key importance to the business. Enterprise-wide deployments for multicast
normally use RPs in the data center for the enterprise scope. The RP might not be in the path
between sender and receivers. PIM-SM uses the RP to build a shared tree as an initial state,
but it can move to an optimized shortest path tree. This means that traffic is not sent to RP all
the time and so RP location has minimal impact on network performance.

Let’s look compare shared vs. shortest path trees.
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Shared trees (Rendezvous Point Tree) Source Trees (Shortest Path Trees)

RP

. “ ‘\ “’ ‘\’
@ pd 4 4 AN A

Sender Receiver Receiver Sender Receiver Receiver

The two types of trees used in multicast networks to control the distribution of traffic are source
trees and shared trees.

Source trees (Shortest Path Trees). This is the most common type of multicast tree. From a
network perspective, the root of the source tree is the router closest to the source. The tree
extends from the root router in a direct path toward all the group members. This creates a tree
in which the path might look like the one shown in the figure. Each router in the network must
calculate the tree independently based on the information it has received, whether by dynamic
protocol updates (PIM), or by configuration. Using Reverse Path Forwarding (RPF), the router
checks for loops and creates the Outgoing Interface List (OIL) from the best (sometimes called
shortest) paths from the unicast routing table. For this reason, a source tree is also called a
shortest path tree.

Shared trees (Rendezvous Point Tree - RPT). The shared tree uses a shared point in the
network from which to build the distribution tree. This location is called a Rendezvous
Point(RP) and is therefore the root of the tree. Each router still uses Reverse Path Forwarding
(RPF) checks to keep the topology loop-free, but the RPF check is in the direction of the RP,
not the source. Notice the RP placement has no relation to the IP multicast source. The RP
may or may not be in the direct path (shortest path) between the group source and the group
client(s). In fact, it can be placed outside of the path entirely. For this reason, a shared tree is
also sometimes called a Rendezvous Point Tree (RPT). The advantage to using this type of
tree is that all non-RP routers can conserve control- plane resources during stream
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establishment or during host maintenance. In addition, the network path is pre-
determined and predictable, which leads to consistent network operations.
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* Routers forward packets using (*,G) or (S,G) state if
the path is loop-free
« Each type of entry represents a different type of tree m (_.

“——  Receiver

"~ » Relationship with leaves of the tree
( y G) + All leaf-facing interfaces are added to OIL
+ Use itin a Rendezvous Point Tree (RPT)

Relationship with the Source

(S ) G) * Used in Shortest Path Trees (SPT)

Entries in the multicast routing table (mroute table) have the form (source,group).

A (*,G) entry in an mroute table represents a router’s relationship to the leaves of a tree. All the
leaf-facing interfaces are added to an outgoing interface list (OIL). This type of entry is used in
a Rendezvous Point Tree (RPT) because routers have a preconfigured meeting point - the
Rendezvous Point (RP). This means that routers need to only get one interested receiver for a
particular multicast group to build the tree - the source is not really needed. The RP requests
this information from the source.

The (S,G) entry in the mroute table represents the router’s relationship to the source of the
multicast stream. This type of entry is used in Shortest Path Trees. In this case not only the
multicast group is need it but also the source IP address to

Routers can forward packets using either the (*,G) or the (S,G) entries, as long as the paths
are determined to be loop-free.
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PIM-SM Build-up Process: Phase 1

Phase 1: Renadezvous ¢

1. Receiver sends IGMP JOIN to LHR
2. LHR Sends PIM JOIN message to RP

a. Use RPF to the known next-hop
b. Periodic PIM JOIN messages maintain the tree REGISTER

3. Intermediate routers add (*,G), forward PIM JOIN ).> 4
message to RP FHR [

4. Source sends multicast stream to FHR

FHR encapsulates multicast traffic, sends to RP

a. Unicast REGISTER PIM messages contain multicast
packets Sender Receiver
Building A Building B

RFC 4601 defines three phases for the build-up process of PIM-SM.

Phase 1: Rendezvous Point Tree

Receiver endpoint sends an IGMP JOIN request asking for specific multicast group to the Last-
Hop Router (LHR). This message includes only the Multicast group, therefore multicast state
(*,G) is created on the FHR'’s multicast routing table. This action also adds the receiver-facing
interface to the Outgoing Interface List.

LHR Sends a JOIN PIM message to the RP:

* LHR uses Reverse Path First (RPF) to look in the Unicast routing table and determine the
next-hop to reach the RP.

* PIM Join messages are sent periodically to maintain the multicast state.

If intermediate routers exist between the LHR and RP, those devices add a (*,G) state on their
multicast routing table and forward the PIM JOIN message to the RP. In the example this step

is not needed.

Eventually the packet reaches the RP, which adds a (*,G) state in its multicast routing table
and adds the receiver-facing interface in the OIL.

Source sends the multicast stream to the First Hop Router (FHR), which adds a state (S,G) to
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its multicast routing table.

The FHR must send the multicast traffic to the RP, but there is a problem.
Intermediate routers (between the FHR and the RP path) and the RP do not
have a (S,G) state in their multicast routing table. This means that routers will
drop the multicast traffic coming from the FHR. To resolve this problem, the
router closest to the source must encapsulate the multicast packet inside of a

unicast packet with the IP address of the rendezvous point as the IP
destination. In other words, the multicast stream must be tunneled from the

router at the source to the RP. The encapsulation packets are known as PIM
register packets.
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PIM-SM Build-up Process: Phase 1 Conclusion

Phase 1: Rendezvous Point Tree

6. RP receives the encapsulated traffic: RP
a. Interested receiver is present <_>T<_>

»  Decapsulates traffic
*  Forward multicast packets onto the shared tree

b. No interested receiver is present 7 1
. RP sends a REGISTER-STOP message to FHR FHR @ﬁj @@ LHR

Multicast ¢
traffic

Conclusion of phase 1 ‘ ® I

Receivers get the multicast traffic but not efficiently:

+ Encapsulation adds extra processing Sender Receiver
» Packets might travel long distance to reach receivers Building A Building B

O MOD 1- 31

Phase 1: Rendezvous Point Tree

6. The RP receives the PIM REGISTER message (encapsulated traffic) and checks for
interested receivers present (*,G) entry in its multicast routing table.
« If there is a receiver present, then it decapsulates the traffic and forward the multicast
packets onto the shared tree.
+ If there is no reciver present, then the RP sends a REGISTER-STOP message to the FHR.
Each router (between RP and source) maintains a register suppression timer that is

initiated by the REGISTER STOP message. Upon expiration of this timer, the FHR again
sends a register packet to the RP to verify if there are any active receivers for that group

At the end of phase one, multicast traffic flows encapsulated to the RP, and then natively over
the RP tree to the multicast receivers. During this time, the flow is not efficient.
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PIM-SM Build-up Process: Phase 2
" Phase 2: REGISTER-STOP "

1. FHR receives Source-Specific PIM JOIN from RP RP
2. FHR sends multicast traffic to RP (non-encapsulated)
_ o REGISTER \
3. RPreceives 2 copies, discards the encapsulated copy STOP
4. RP sends a REGISTER-STOP message to FHR - 7
[ |
5. RP forwards the multicast traffic received from the FHR %\L(jj CES% LHR
source to the LHR Multicast ¢

traffic

Conclusion of phase 2 ‘ ® I

* Encapsulation overhead was removed

z

* Receivers get the multicast traffic but not efficiently: Sender Receiver
» Packets might travel long distance to reach receivers Building A Building B

Q

Phase 2: REGISTER-STOP

The FHR receives a source-specific PIM JOIN message from the RP. This adds a (S,G) entry
to the FHR multicast routing table and to the intermediate routers in the path. This state
permits all devices to process multicast information that is received from the source, this
means that the encapsulation process is no longer required.

The FHR sends the multicast traffic natively (non-encapsulated) to the RP. All intermediate
devices in the path can route the traffic.

At this moment, the RP receives two copies of the same traffic, one encapsulated in the
REGISTER message and other natively received. The RP discards the encapsulated copy.

The RP sends a PIM Register-Stop messsage to FHR.

RP receives the multicast traffic from the source with no encapsulation and forwards this traffic

to the LHR, this action creates a new state (S,G) in the multicast routing table on all routers
between the RP and the LHR.

At the end of phase 2, encapsulation overhead has been removed but the multicast traffic
might travel long distance to reach receivers.
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PIM-SM Build-up Process: Phase 3
Phase 3: SHORTEST-PATH y

1. LHR knows source IP, is there a best path to it? RP
a. No, keep using Shared tree 652 A
b. Yes, gotostep2
2. LHR initiates transfer from shared tree to SPT \l:rune
a. Send an (S,G) PIM Join message to FHR N
3. Data packet; ﬂO\)Ning via best pagt’h i @j« s --@ LHE
4. LHR receives 2 copies of the traffic Mu'::;ff?ct 1 ﬁﬂp
5. LHR sends a PRUNE PIM message towards RP @ ‘
Conclusion of phase 3 Sender Receiver
« Efficient multicast forwarding paths Building A Building B

QI

Phase 3. Shortest Path

Now LHR knows the multicast traffic source IP address, and asks itself if there a best path to
that source, using the RPF process. If there is no a new best path available, then the LHR
keeps using the shared tree path. But if there is a new best path, then a path optimization
process must be performed — Step 2.

The LHR initiates a transfer from the shared tree to the Shortest Path Tree. The LHR sends a
PIM Join message (S,G) to the FHR.

When the FHR receives the PIM message it starts forwarding multicast packets to the LHR via
the best path.

LHR receives two copies of the traffic, one from the RP using the shared tree and other from
the Source using the SPT.

LHR sends a PIM Prune message towards RP.

At the end of phase 3, receivers get the multicast traffic efficiently.
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* Manual configuration on all PIM routers
*  Group-to-RP mapping must be the same

+ Recommendation: use Loopback for RP Loopback:

10.2.0.2

+ Advantage: Easy configuration in small deployments
* Problem: Scalability

Same configuration on all devices v v
AGG-1 AGG-2

router pim
enable
rp—address 10.2.0.2 239.2.0.0/16

Enabling PIM sparse-mode using a static RP is perhaps the simplest way to configure a
multicast domain. You must manually configure this — telling every device the IP address of the
RP — including the desired RP. You are mapping a device to function as the RP for a particular
group address. This configuration must be defined identically on every router. Otherwise, the
domain will be incomplete.

The configuration shown in the figure statically configures the router as the RP for a specified
multicast group or range of multicast groups. This must be configured on all PIM-SM routers in
the domain. If group address is not specified, it applies to all IPv4 multicast addresses
(224.0.0.0 - 239.255.255.255). PIM-SM supports a maximum of 8 static RPs per VRF.

Why is it important to configure the main network loopback interface with sparse-mode PIM?
This is a recommended practice for any multicast overlay. This ensures that the router can
fully participate in the multicast domain, even if errors occur on leaf-facing interfaces. It also
allows the loopback interfaces to be used as a RP addresses or mapping agents in dynamic
RP propagation, making them more reliable.

This static configuration option can be suitable in small deployments with few multicast group
mappings. However, for large deployments with many overlapping domains or many multicast
applications and many rendezvous points, a consistent group mapping through static
commands may become extremely difficult to manage. You may need a more scalable solution
than static configuration — the Bootstrap Router mechanism. 109
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RP-Set Elements

« RFC 5059 *  Multicast group range

« Dynamic method to share group-to-RP mappings Bnnoty

in the PIM domain * RP address
* Hash mask length

« SM/BIDIR flag

* Receive messages from C-RPs

Bootstrap Router (BSR) « Distributes corresponding group-to-RP mappings to all
routers in the domain

*  Group-to-RP mapping is also known as RP-Set

» Potential RP for a specific Group
* Report their candidacy to BSR

Potential BSR for the PIM domain

Candidate RP (C-RP)

Candidate BSR (C-BSR)

The BootStrap Router (BSR) mechanism for PIM is defined in RFC 5059.

BSR is a RP high-availability mechanism that provides active/standby functionality and
automatic downstream RP information propagation. This mechanism dynamically estabishes a
method to share group-to-RP mappings (also known as RP-Set) to all PIM routers in the
domain. This mechanism avoids wrong mappings that can cause unexpected problems.

With BSR, you configure some routers within a PIM domain to be potential RPs — so-called
Candidate-RPs (C-RPs). A subset of the C-RPs will eventually be used as the actual RPs for
the domain. You also configure some PIM routers in the domain to be candidate bootstrap
routers, or Candidate-BSRs (C-BSRs). One C-BSRs is elected to be the BSR for the domain.
All PIM routers in the domain learns the result of this election through Bootstrap messages.
The C-RPs then report their candidacy to the elected BSR, which chooses a subset of these C-
RPs and distributes corresponding group-to-RP mappings to all the routers in the domain
through Bootstrap messages.

RP-Set elements shared by Bootstrap are:

Multicast group range, expressed as an address and prefix length 110
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RP Priority
RP address

Hash mask length
SM / BIDIR flag
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BSR Mechanism: Phase 1

ection

« Each C-BSR originates/sends a BSM
+ C-BSR receives BSM:
» If other router has higher priority, suppress its BSM
If priority same, higher IP address wins

+  Default Priority: 0 E-BSR

C
* The single remaining becomes the elected BSR ore £33
Priority:
Description 200

C-BSR  The router is a candidate, another router is the BSR Priority: 0

* The router is candidate, no other router is the
P-BSR preferred BSR yet.
+ Temporary state

E-BSR The router is the elected BSR

Q

C-BSR C-BSR

The bootstrap process has four phases as defined in RFC 5059.

Phase 1 - BSR Election

The function of the BSR is to collect and broadcast the RP set to all routers in the domain.
Each Candidate-BSR originates BootStrap Messages (BSMs) announcing their capacity to
become a BSR. Every BSM contains a BSR Priority field. Routers within the domain flood the
BSMs throughout the domain. A Candidate or C-BSR that hears about a higher-priority C-BSR
than itself stops sending BSMs for some period of time. The single remaining C-BSR becomes
the elected BSR, and its BSMs inform all the other routers in the domain that it is the elected
BSR. If the priority value is the same, the router with the highest IP address is elected.

There are three states during the BSR election:

Candidate-BSR (C-BSR). The router is a candidate to be the BSR for the scope zone, but
currently another router is the preferred BSR.

Pending-BSR (P-BSR) The router is a candidate to be the BSR for the scope zone. Currently,
no other router is the preferred BSR, but this router is not yet the elected BSR. This is a
temporary state that prevents rapid thrashing of the choice of BSR during BSR election.

Elected-BSR (E-BSR) The router is the elected BSR for the scope zone and it must perform all
the BSR functions.
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Note. A key part of the election mechanism is that we associate a weight with
each BSR. The weight of a BSR is defined to be the concatenation in fixed-
precision unsigned arithmetic of the BSR Priority field from the Bootstrap
message and the IP address of the BSR from the Bootstrap message (with the
BSR Priority taking the most-significant bits and the IP address taking the
least-significant bits).
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« [Each C-RP sends periodic C-RP advertisements to BSR
* BSR learns about possible RPs that are up and reachable

E-BSR

Core

C-RP-Adv C-RP-Adv

Q

Phase 2 — C-RP Advertisment

Each Candidate-RP within a domain sends periodic Candidate-RP-Advertisement (C-RP-Adv)
messages to the elected BSR. A C-RP-Adv message includes the priority of the advertising C-
RP, as well as a list of group ranges for which the candidacy is advertised. In this way, the BSR
learns about possible RPs that are currently up and reachable.
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BSR Mechanism: Phase 3

Phase 3: RF = o ation

* BSR select a subset of C-RP to for the RP-Set
+ RP-Setis advertised in a Bootstrap message to PIM domain
« BSR could apply a local policy to limit the number of C-RP included on the C-RP-Adv

E-BSR

Core

C-RP C-RP
RP: 10.1.200.2 RP: 10.1.200.3
Group0: 224.0.0.0/4 Group0: 224.0.0.0/4

Q

Phase 3 — RP-Set Formation
To form the RP-Set, the BSR selects a subset of the C-RPs from which it has received C-RP-
Adv messages. In general, it should do this in such a way that the RP-Set is neither so large

that all the routers in the domain cannot be informed about it, nor so small that the load is
overly concentrated on some RPs. It should also attempt to produce an RP-Set that does not

change frequently.

Note: For security reasons, there should be a way to restrict which IP addresses the BSR
accepts C-RP-Adv messages from — such as an access list. For use of scoped BSR, it may
also be useful to specify which group ranges should be accepted.
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« PIM Router receives a BSM and calculates the final group-to-RP mapping

Selecting RP from RP-Set

2N ) 2\
Which RP Tie | Which RP has the Tie | Which RP has the | Tije :
advertises most highest priority for highest hash value == thrlm(;hstRli 2332:57
specific address? this address? for this address? 9 ’
One C-RP One C-RP One C-RP
does is highest is highest

Select that C-RP

Phase 4 — RP-Set Flooding

When a PIM router receives a Bootstrap message, it adds the group-to-RP mappings
contained therein to its pool of mappings obtained from other sources (e.g., static
configuration). It calculates the final mappings of group addresses to RP addresses using the
following criteria:

Select the RP that advertises the most specific range of multicast addresses that includes the
desired address.

If more than one C-RP advertises a range of the same specificity, select the C-RP configured
with the highest priority.

If more than one C-RP is configured with the highest priority, a hash function generates a
series of mask length values that are individually assigned to the set of eligible C-RPs. If the

hash function matches a single RP candidate to a longer mask length than the other
candidates, that candidate is selected to support the group.

If the hash function matches the longest mask length to multiple RP candidates, the C-RP that
has the highest IP address is selected to support the group.

In future Bootstrap messages, the BSR includes the RP-Set information. Bootstrap messages
are flooded through the domain, which ensures that the RP-Set rapidly reaches all the routers
in the domain. BSMs are originated periodically to ensure consistency after failure restoration.
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VSX and PIM

+ Active-Active multicast routing
« PIM roles for VSX members:

One VSX peer: PIM DR
* One VSX peer: PIM Proxy DR

+ Both VSX members:
+ Send PIM JOIN messages to RP
Establish PIM peering

i Multicast traffic
Build the Shortest Path Tree (Control plane) ~ PIM DR

« Multicast traffic is routed only by PIM DR
(Data Plane)

* Load balancing is possible Recelver
* In case of PIM DR failure
VSX peer quickly takes over

AOS-CX supports dual designated router (DR) functionality for VSX. One VSX member is
elected as PIM DR for each IP subnet, using the typical PIM election process. The other VSX

member becomes a proxy DR.

Both VSX peers have the same Control Plane information. This means that both members will
be able to establish PIM neighborships, send PIM Join messages to the RP and Build a
Shortest Path Tree (SPT). However, multicast traffic (data plane) is only routed from the VSX
peer that acts as the PIM DR. The mechanism to have a pre-established Control Plane on both
VSX peers permits the VSX cluster to achieve a fast fail over in case the PIM DR fails.

You can implement load balancing so that for each VSX pair, one switch can be the DR for a
group of VLANSs and the other switch the DR for the other group of the VLANS.
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Knowledge Check

Self-check on key learning points
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Question #1

What is one advantage of PIM-DM as compared to PIM-SM?
A. PIM-DM uses bandwidth more conservatively.
B. PIM-DM tends to be simpler to set up.
C. PIM-DM is designed for routing across WAN links.
D. PIM-DM does not require the use of IGMP.

Q Knowledge Check™
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Question #2

A network administrator is configuring a multicast routing solution.
Potential multicast receivers are an VLAN 5. What must the administrator
enable on this VLAN?

A. PIM-DM only

B. PIM-DM and IGMP
C. IGMP only

D. PIM-DM and PIM-SM

Knowledge Check™

Q >
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Lab Activity

Time for a lab.
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Lab Tasks

— Prepare the setup — Configure PIM-SM

Module 10 —
801.X

— Verify multicast Authentication

forwarding

Q MOD 1- 45

The figure provides a brief review of lab tasks. Please see your lab guide for details. When you
are ready, please continue with Module 10 — 802.1X Authentication.
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Rev # 20.21

302.1X
Authentication

Implementing ArubaOS-CX
Switching

You need endpoint security, so here’s the 802.1X Authentication module.
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Objectives

Implement 802.1X

Supplicant Authenticator Authentication Backend
802.1X-capable Access device that Server services
client software controls initial access Grants / denies access Data store / CA
) i i
Endpoint Switch RADIUS AD/LDAP/CA
«——802.1X/EAP——«—— RADIUS AD

Integrate AOS-CX switches with Aruba ClearPass

By the time that you have completed this module, you should be able to:
Implement 802.1X on AOS-CX switch ports

Integrate AOS-CX switches with Aruba ClearPass. Why? dynamic VLAN assignments, ACLs,
QoS priorities, and rate limits
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Overview

User Authentication

Basic 802.1X

Configuring 802.1X

RADIUS Attributes

User Roles

O MOD 1:3

This module introduces you to port-based authentication and teaches you how to implement
802.1X authentication technology on AOS-CX switches.
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aruvba

a Hewlett Packard
Enterprise company

User
Authentication

We begin with user authentication.
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Supplicant Authenticator Authentication Backend
802.1X-capable Access device that Server services

client software controls initial access Grants / denies access Data store / CA

Y

L.

Endr')oint Switch/AP/MC RADIUS /TACACS+ AD/LDAP/CA
«——802.1X/EAP— i< RADIUS < AD '

Let’s look at a typical port-based authentication scenario. You have endpoints that must
connect to an access switch or AP to gain appropriate network access. For tight security, these
endpoints often run a “supplicant” — software that enables use of 802.1X network
authentication protocol, and for wireless, in conjunction with an Extensible Authentication
Protocol (EAP). In this context, the switch or AP is called the Authenticator — the device that
controls initial network access. In many solutions, the AP forwards these authentication
messages on to its Mobility Control (MC) which acts as the authenticator.

It is as if the authenticator says, "should | grant access to this device? I'll ask the
Authentication Server, which is responsible for making the decision to grant or deny access. So
the Switch or AP/MC harvests credentials carried in the 802.1X message, creates a RADIUS
message, and sends it to the RADIUS server. RADIUS is both an authentication service
running on some server, and it is a protocol used to communicate between Authenticator and
Authentication server, used specifically for end user access to network services and apps. To
control administrative access to the network components themselves — switches, routers,
controllers, a TACACS+ service is often used.

Now the RADIUS server might have a local data store of usernames, passwords, and group
memberships, especially in a smaller deployment. In this case, the server checks this data
store, validates credentials and sends “access granted” or “access denied” messages to the
authenticator, which in turn notifies the endpoint.

However, for larger, more scalable deployments, you have several authentication servers all
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accessing a common set of backend servers that provide a common data
store. This is often a Microsoft server running Active Directory (AD). This sets
you up for single sign-on — the same credentials you use to access AD is also
used to access the network itself. Nice. Some deployments might use a
Lightweight Directory Access Protocol (LDAP) database, and you might also

have a Certificate Authority (CA) service for even tighter endpoint and end
user authentication.
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AAA Services

Authentication Permit or deny access based on

Who are you? credentials/certificates

J:\Vidgle]g¥<:14(sJg0 Control authenticated user
What can you do? capabilities

Accountin Auditing, reporting, tracking user
What did you do? activity

)

I

Endpoint Switch/AP/MC AD/LDAP/CA

RADIUS

So, this is a common Network Access Control (NAC) solution, based around running AAA
services on the Authentication Server. So, the three A’'s of AAA services.

First up is Authentication — who are you? The RADIUS or TACACS+ server permits or denies
access based on your credentials. Perhaps your username is Maria, with password Secret123
— if those are valid credentials, access is granted. The user might alternatively submit a digital
certificate that includes a valid username and is signed by a trusted certificate authority (CA).

OK, now that you’re on the network, what can you do? That’s Authorization. User Maria is a
member of the marketing group, so she can access all standard business applications, plus the
marketing application and database. Other resources are off limits for Maria. You might define
a policy to authorize Maria to be on a certain VLAN, with certain Quality of Service (QoS)
settings, which the switch port dynamically applies

We have controlled who can access the network, and what they can do. Now we need
accounting — what did they do? So we have auditing, reporting, and tracking of user activity —
When and from where they logged in. When they logged out, and what resources they
accessed during that time. One thing we’re trying to eliminate here is “plausible deniability”. If
the log file indicates that you accessed an HR database at 2:00am, it is difficult to deny that
fact.
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Port-Based Authentication Use Cases

Secure the edge

Control guest access

Dynamically provision ports
based on user identity

[

N
A

iy

|2 o

e
(%

Endpoint Switch/AP/MC

I

RADIUS

AD/LDAP/CA

One important use case for port-based authentication it to secure the edge — you must prevent
unauthorized users from connecting to open ports. This may be required fo compliance to

corporate security policies and government regulations.

Another use case is to control guest access. You must ensure that guests are placed in the
proper guest VLAN and must log in for legal and tracking purposes.

Another use case that can really help reduce administrative overhead while improving security
is to dynamically provision access ports based on user identity. Let’s take a look.
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Challenge: Tedious, Error-Prone Configuration

Old way: Manually configure ports = Modern: Colorless ports
Users and * VLAN, ACLs, QoS * Minimally configured

e « Tedious and error prone * Automated, easy, scalable
Bl Corp 3

. BYOD 8§

& o7 8

I Guest

Q MOD 1-8

| The old way is to manually configure specific ports for specific VLAN, Access Lists, and
Quality of Service — tedious...and you must ensure that everyone connects each device to the

correct port — its error prone. Maybe the orange ports are for accounting users, red ports are
for IT admin, Green is for sales, Blue is for access points, purple is for printers, and so on.

| Instead, you have a simple collection of minimally configured “colorless ports”.

| Connected users are assigned a role, which Aruba’s ClearPass Policy Manager associates
with a particular policy.
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Solution: Dynamic Segmentation

Users and AT
Devices Ap[?llcatlor_\s and
estinations

Access Switch
2w )
\ Policy Enforcement Firewall

[ Ll T 1 P
Academic
X Records §

l l-—---u---l l wel
-biz

LN « AirGroup &

User capabilities are VLANS, security, and QoS Tighter security, fewer
centrally controlled are dynamically assigned config / mgmt. cycles

That policy is then pushed down to Policy Enforcement Firewall (PEF) features, and a tunnel
forms between that PEF device and the user’s connected switch or AP, which permits and

denies access to appropriate resources.

|Thus, user capabilities are centrally controlled, and VLAN connectivity, security, and QoS are
dynamically assigned. Your network is much more secure, with far less initial configuration and

management cycles.

Pretty cool solution, right? But our focus here is on 802.1X and AAA Authentication, to control
network access.
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Controlling Network Access

» User Details
» Credentials

l. User/Password
* TLS Certificate / Smart Card

Account » Group Membership
CLULL P2 . Department / Location

Complete SC LN B - Security Compliance
LU L2 LB - Verify Device Type / Health Checks

Access \

Contr0| : « Start Stop / interim Accounting
Accounting « Ongoing Health Checks

+

When a user joins the organization, they are given an account. It holds details about their
relationship to the organization and their authentication credentials. As you just learned, these
credentials are often stored in a Microsoft AD or LDAP database.

| During authentication, the user provides credentials, which the network validates against the
data store. This is typically done via a AAA server like ClearPass.

| Then network authorizes the user’s account details and client device. The network may grant
or deny access based on a complete picture of the client.

| If access is granted, the system continues to monitor client activity using start/stop and
interim accounting messages, with ongoing compliance checks.

| By leveraging all available information and implementing sound access rules, ClearPass AAA-

based deployment provides a complete access control system, with three common
authentication methods.
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Common Authentication Methods

* Must manage MAC address DB
« Subject to spoofing, augment with ACLs and fingerprinting

« Commonly used for non-intelligent devices, like loT

» Supports bi-directional authentication
» Usernames/passwords and/or certificates

« Commonly used for employees

* Commonly used in guest networks
Y W e = |B « User device uses a web browser to authenticate

« Commonly used for guests

The authentication process validates user or device identity, to permit or deny network access.
Typically, you only wish to permit authorized users with proper network credentials. A MAC
address, passphrase, password or certificate can all serve to authenticate users, with
credentials pre-configured in some LDAP or AD data store. This is like checking a passport to
verify a traveler’s identity.

Click each of the three methods shown in the figure to explore

MAC Auth

With MAC authentication, the Network Access Device (NAS) validates an endpoint MAC
address against a list of valid MAC addresses. Endpoint MAC addresses are burned in ROM
at the factory, but are copied to RAM during bootup, and this is the MAC address an endpoint
adds to Ethernet or 802.11 Wi-Fi frames. This means it is relatively easy for bad actors to
change or “spoof” their MAC address to gain unauthorized access.

Since the MAC address in Ethernet and Wi-Fi frames are not encrypted, hackers can use
packet capture software to find valid MAC addresses, and then change their MAC address
accordingly. Due to these security weaknesses, MAC Authentication is only used for endpoints
that cannot support better authentication methods like 802.1X. This includes specialty devices,
like some older medical equipment, loT sensors, and scanners.

To improve overall security with MAC Authentication, use ACLs to strictly limit what devices can
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access. You can also use device fingerprinting to examine device protocol
information, like DHCP and HTTP payload information. Then use this
information to identify additional information about the device, like the product,
operating system, and other information.

802.1X

802.1X is the most common method used to validate clients on enterprise-
class networks, used in conjunction with an Extensible Authentication Protocol
(EAP). There are many flavors of EAP, including PEAP, EAP-TLS, EAP-TTLS
and others. These EAP types are primarily intended for use with open media
such as wireless.

You can think of 802.1X and EAP as “sister protocols” that work as a team.
EAP uses 802.1X to transport the user credentials between the user device
and the NAS. 802.1X happens at Layer 2, where users are authenticated
before an IP address is assigned. This is independent of the Layer 3 protocol.
Most NAS solutions will then forward the EAP information onward to a
centralized AAA server using the RADIUS protocol.

Web Portal

Some systems use Layer 3 authentication such as Captive Portal web
authentication or VPN software. Captive portal is commonly used in guest
networks to register and restrict their access. Captive portal is web based and
thus only requires a web browser on the user device. Given that web is based
on the HTTP protocol, only minimal layer 3 access is required - DHCP, DNS,
and restricted HTTP to perform the captive portal process.
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Basic 802.1X

Q

You will first examine 802.1X, an open standard technology for controlling users’ network

access based on their identity.
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802.1X Overview

RADIUS authentication required as soon as the endpoint connects

RADIUS
Client

C} 0 Connection established

OELETIATUE Y 802.1X/EAP only [3) Client Authenticated
O Switchport controlled All traffic permitted by policy

»
“- ”l?lg
mnnn @

802.1X forces users to authenticate as soon as the connection between the switch port and the
client comes up. To restrict an unauthenticated user so that client can send only authentication

messages, 802.1X divides the port into two logical ports.

Uncontrolled port

At first, the switchport is an uncontrolled port. This means no process controls whether this
logical port is enabled or disabled. It is always active, but only allows 802.1X / EAP packets
used for authentication. Successful authentication is required before the controlled port is
enabled.

Controlled port

The controlled is typically only enabled upon successful authentication. After authentication,
the controlled port can all types of traffic, but you can control this with locally-defined access
lists or centrally defined policy. Both sides of the connection control the port based on their
assessment of the authentication state. In other words, no unauthorized traffic flows across the
link.

This is merely a formal way to ensure that no ingress switch traffic is allowed until you
authenticate — except for the 802.1X/EAP traffic required to become authenticated. The
uncontrolled (non-authenticated) port does not even allow DHCP or DNS traffic. Authentication

happens, and then IP addressing information is assigned.
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Supplicant Authenticator Auth. Server Backend
i RADIUS Client Grant / deny access Data store / CA
or NAS + Credentials :
’ + Policy

3 3
tad '

Endpoint AOS-CX Switch RADIUS AD/LDAP/CA

e

I

——802.1X/EAP—! RADIUS AD
' (EAPoL) ’ 3

You learned that the supplicant is the client’s 802.1X/EAP component, authenticating in
response to a challenge from the switch port. But endpoints could receive a challenge before
they are fully booted, causing authentication to time out before the user can submit his or her
credentials. If this happens, the endpoint can initiate authentication by sending an EAP-Start
packet.

You know that the authenticator is the device to which endpoints directly connect. Since these
access switches, access points, or firewall devices ultimately control access, they are also
referred to as the RADIUS clients or Network Access Servers (NAS). 802.1X EAP messages

that traverse a LAN, whether wired or wireless, are also referred to as “EAP over LAN”
(EAPoL).

The NAS Authenticator encapsulates these messages in RADIUS packets and send them to
the RADIUS Authentication server. Understand that the actual authentication is between the
endpoint and the RADIUS server. Think of the NAS as a mediator or translator. The endpoint

speaks 802.1X/EAP, the server speaks RADIUS, and the NAS passes packets between the
two.

The authentication server can grant or deny access based on several factors:

Credentials — username/password, user certificate, and/or machine certificate
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Policy and context: Who, what, how, where, when

For example, username John with password Secret123 attempts to login using
his corporate laptop via Ethernet connection from Corporate HQ during
business hours. He is granted full access. But if he attempts to login using his
personal table via Wi-Fi at a café near his home at 1:00am on Saturday, he
may only be granted limited access — or no access at all.

Understand that authentication can be in both directions — the network must
ensure that the client is valid, and the client must ensure that the network is
valid. What if a bad actor sets up a rogue network to which users connect and
provide their credentials to the hacker. Bad news!

So when the network says, “Prove your identity — give me your credentials”.

The client responds, “ First, you prove your identity!”. The network can provide
a server-side certificate, which the client can validate. Then client can provide
its username/password, perhaps along with a user and or machine certificate.
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802.1X Requirements

Supplicant Authenticator Auth. Server
i (NAS) 5
= ()

Endpoint Switch RADIUS
802.1X supplicant Support 802.1X EAP-compliant RADIUS server
* Native in Win 2000 SP1 « all managed AOS-CX + Aruba ClearPass
dab i
TSRS swiiches  FreeRADIUS

* Third-party supplicants
ird-party suppli * Microsoft NPS

The figure summarizes requirements for 802.1X on clients, servers, and switches.

Of course, the endpoint must have an 802.1X supplicant, which comes standard in most
modern operating systems like Windows, MacQOS, iOS, and others. Some organizations may
prefer a third-party supplicant for additional features or personal preference.

RADIUS clients or NASs must support 802.1X of course, as do all managed AOS-CX switches.

And you must have an EAP-compliant RADIUS server.

Aruba ClearPass provides a RADIUS server, as well as other capabilities for monitoring and
managing user access. This includes the powerful context features, device profiling,
centralized policy management, and more.

You can alternatively use a third-party RADIUS server such as Microsoft Network Policy Server
(NPS) or an open-source server such as FreeRADIUS.
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Choosing an EAP Method

Considerations
« Supported methods on client and RADIUS server

« Security needs

+ Ease of implementation

RADIUS server
EAP method cariificata Supplicant certificate
EAP-TLS Yes Yes
PEAP MS-CHAPv2 Yes No

When choosing an EAP method, you must always consider if both the supplicant and the
server support the method. EAP-TTLS tends to be less widely supported. For example,
Microsoft Windows does not support TTLS natively; you must install additional software to
provide this support. For this and other reasons, EAP-TLS and PEAP MS-CHAPV2 are the
most popular choices

NAS devices like the AOS-CX switch do not interpret EAP messages, they simply encapsulate
and decapsulate them and forward to the RADIUS server. NAS devices can do this for any
valid method.

Note: You can configure local authentication for 802.1X and have the switch act as the
authentication server. In this case, you would need to consider the EAP methods that the
switch supports. However, this use case is less common and is not covered in this course.
Check the Security Guide documentation for more details.

You should also consider security requirements. EAP-TLS tends to be the most secure choice

because users authenticate with secure digital certificates. On the other hand, many

enterprises prefer PEAP or EAP-TTLS because user names and passwords provide enough

security for their purposes. They value of PEAP’s ease of implementation is more important,
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especially when used an inner method such as MS-CHAPVZ2, as typical.

EAP-TLS, EAP-TTLS, and PEAP all require that the RADIUS server supply a
server-side certificate, so the client can ensure that the network is valid. Many
PEAP supplicants do allow you to disable this requirement, but it creates a
security risk and is not recommended.

EAP-TLS also requires that each client supply a certificate. Historically, this is
the reason why EAP-TLS is both considered more secure, and more difficult to
configure, making PEAP a popular alternative. You only need to distribute
server-side certificates for a few servers, as opposed to client-side certificates
for hundreds or thousands of clients.

However, modern networks now support more automated ways to distribute
certificates, and so the difficulty of implementing EAP-TLS is far lower than in

the past. The server uses this client-side certificate to authenticate to clients
and generate key material for the secure TLS tunnel. You must install a valid

certificate, signed by a trusted CA, on the RADIUS server. If you choose to
use a self-signed certificate on the RADIUS server, you should install that
certificate as trusted on client. Or could configure clients to prompt users to
validate an untrusted certificate on the first connection.

Note: EAP-TTLS and PEAP could use TLS as an inner method, which would
require a supplicant certificate. However, this is not a typical implementation.
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802.1X Authentication Process
(1) Connection established | RADIUS

Supplicant NAS

[—] EAP Start v ,
] * >

= EAP R t/ldentit
<% el bl e Challenge

EAP Response/ldentity RADIUS NAS Access-Request

[3) Rosponse > .
(Username or false value) EAP Response/ldentity

< EAP Request/METHOD > RADIUS Access-Challenge

o EAP Request/METHOD

EAP Response/METHOD . RADIUS NAS Access-Request
: . EAP Response/METHOD
Details depend on EAP method in use
EAP Success RADIUS Access-Accept
<« — O}

Let’s look at the 802.1X authentication process in detail, to improve your theoretical knowledge
and real-world diagnostic abilities.

802.1X carries EAP messages which are used for authentication. EAP defines a flexible
framework that supports several authentication methods, to meet your particular environment
and policy needs. The figure shows this general framework. As you follow the process,
remember that the NAS authenticator relays all messages from the client to the RADIUS
server, encapsulating them with RADIUS as necessary. The vertical line underneath the switch
shows the point at which the authenticator encapsulates the messages.

| The client and switch port establish an Ethernet connection.

| The switchport is controlled, blocking all traffic except EAP, and sends an EAP
Request/Identity challenge. This initiates authentication and asks the client only to identify itself
— do not send any other information.

|The client responds with an EAP Response/ldentity packet, which typically includes a
username. This is encapsulated in a RADIUS message, and forwarded to the RADIUS
authentication server.

The NAS authenticator includes the user’s identity in all future frames so that the server can
keep track of which EAP messages belong to which user. The user’s identity also marks any
accounting frames for the connection - important for companies with rigorous auditing

requirements. Depending on the EAP method, though, the username submitted at this1&>§)int
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might not be the actual username. Some methods have the supplicant submit
a false name at this point and the true name later in the process after a
secure, encrypted session is established. This protects the username from
hackers.

| The server initiates an EAP method for exchanging credentials. Message
exchange details, flow, and authentication credentials depend on the EAP
method.

| Based on information received in the exchange, the authentication server
grants or denies access and informs the switch. The switch then either

activates the connection and transmits an EAP-Success or leaves the
connection deactivated and transmits an EAP-Failure.
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EAP and RADIUS Together

wb RADIUS-encapsulate, MD5 hash based on shared secret RAD|US>

|
|(_—) 10.1.1.1 10.1.1.2

11
i

al

Validate hash: Shared secret must match
Validate source IP: Must tell server which NASs to work with

Silently discard invalid requests, respond to valid requests

End of process - send a result:

4 Access-Accept Access-Reject
+ Authentication success + Authentication not completed
* Policy allows access + Client rejects server certificate
+ Client failed authentication
O + Policy missing or denies access

Now let’s look at how the authenticator (switch) relays messages between the client supplicant
and RADIUS server. You must configure the NAS and RADIUS server to work together. You
must configure the NAS with the RADIUS server’s IP address, so it knows where to send
packets. And you must configure the RADIUS server with the IP addresses of acceptable NAS
devices, so it knows who to accept requests from. Each must be configured with a matching
shared secret — a simple alphanumeric string of your choice.

The authenticator encapsulates a supplicant’'s EAP message in a RADIUS Access-Request
packet. It also hashes the packet with MD5, using the RADIUS shared secret as the key. It
adds the hash to a message authenticator field. The authenticator then transmits the packet to
the RADIUS server. This communication is between the NAS IP and the Server IP address -
the client does not need an IP address or any network access.

The RADIUS server checks that the message has arrived from a valid network device
(sometimes called a Network Access Server [NAS] or RADIUS client); that is, the switch IP
address must match a network device address configured on the server. The RADIUS server
also checks the message authenticator field by hashing the packet with its shared secret. If the
request is not from a known network device with a correct shared secret, the RADIUS server
does not respond to the message - it silently discards the request.

If the switch is known and the secret is correct, the server decapsulates the EAP messages
and formulates the appropriate responses, which it encapsulates in RADIUS ChaIIengq45
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messages. These messages are also authenticated with the message
authenticator field.

At the end of the process, the RADIUS server sends either:
An Access-Accept message—Two requirements are met:

» The client has successfully authenticated.

» The policy that applies to this access request allows access.
An Access-Reject message—One of these situations occurred:

» The client could not complete authentication, whether because the
RADIUS server does not trust the authenticator, because the client and
server do not support compatible EAP methods, or some other problem.

* The client does not trust the RADIUS server’s certificate, so the server
failed authentication.

» The client failed authentication.
» The policy that applies to this access request does not allow access.
* No policy applies to this access request.
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EAP-TLS Exchange

(4) Exchange: EAP-TLS D
User1 with 'y = 7
. & — RADIUS server
Certiicss wnth certificate
EAP Request/TLS
< <
EAP Response/TLS
i >
Validate EAP Request/TLS ==
RADIUS cert ¢ < =
% EAP Response/TLS >Validate
P user cert
EAP Request/TLS
< < -
EAP Response/TLS Finish
ACK B >
EAP Success RADIUS Access-Accept

As mentioned earlier, step 4 in the EAP/RADIUS process is where users prove their identity.

The server’s EAP Request/METHOD packet starts the process and indicates the method that
the server requires. You can configure most RADIUS servers to select methods according to
conditions such as user identity and location.

If the station supports the requested method, it continues the exchange. Otherwise, the station
sends an EAP NAK packet, which can suggest a different method. The server, if it supports the
alternative method, may then initiate the exchange with the new method. The station and the
RADIUS server must agree upon the method for the process to continue.

The server sends their certificate to the user, which validates it against a local store of
acceptable certificates. The EAP Request/TLS and EAP Response/TLS packets include
information such as:

Digital certificates and certificate verifications
Supported encryption suites
Values for generating encryption keys (not the keys themselves)

The digital certificate includes the device’s identity, and it is signed by a Certification Authority
(CA). The RADIUS server validates the certificate submitted by the user, and the supplicant
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validates the RADIUS server’s certificate. Validation occurs through

asymmetric encryption with public and private keys, which is beyond the scope
of this course. The validation process also includes checking the CA signature,
so the certificate must be signed by a CA that the device is configured to trust.

After the server validates the user certificate, it sends a message to indicate a
successful finish, and the client responds. Recall that after the EAP exchange

successfully completes, step 5 occurs: the RADIUS server sends a RADIUS
Access-Accept.
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EAP-TLS Considerations

* Very strong security

Advantages

+ Mitigates risk of password-based authentication

» Overhead of managing CA services
(04614 (=154 -3 * Staff training to manage CA services

« Certificate distribution and management

The figure summarizes the advantages and concerns related to EAP-TLS. Please click on
each box in the figure to explore.

Advantages

EAP-TLS is one of the most secure EAP methods because it provides mutual authentication
with Public Key Infrastructure (PKI) digital certificates. Digital certificates rely on extremely
strong asymmetric keys and are validated by trusted Certificate Authorities (CA). The digital
certificate is typically stored on a laptop or a smart card, providing stronger security. Although
you can set up requirements to force users to create “stronger,” and therefore more secure,
passwords, you cannot prevent users from telling people their password or writing it on a paper
displayed in plain sight. Generally, it is harder for users to leak certificates inappropriately;
systems administrators might, for example, implement security measures to prevent users
from copying certificates.

Hackers often run dictionary attacks on passwords, phish for passwords, or use other social
engineering techniques to get users to leak their passwords. Although no credentials can be
totally secure—malware might be able to steal certificates, for example—digital certificates are
more resistant to many common attacks.

Someone who steals a laptop or smart card might be able to gain access to the certificates
within, but they are usually protected by an additional layer of security such as a password,
which the user must enter before the supplicant can use the certificate. In addition, the user
can immediately report the theft, allowing you to revoke the compromised certificate.

149




Implemnting ArubaOS-CX Switching Rev 20.21 MOD-10

Concerns

EAP-TLS is not vulnerable to eavesdropping and replay attacks that affect less
secure EAP methods such as EAP-MD5, but security comes at the cost of
purchasing and managing the digital certificates—substantially more
expensive than managing passwords. Maintaining a large number of
certificates requires specialized software and trained IT staff.

In addition, in environments that have multiple operating systems, installing
certificates on all clients can be difficult. Bring Your Own Device (BYOD)
environments can make managing certificates even more difficult. However,
Aruba ClearPass BYOD onboarding capabilities can help companies surmount
these challenges. ClearPass Onboard can provide new user devices with
limited access and helps users
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PEAP Exchange
User1 with HE“ 4) Exchange: PEAP |

password €5
= a g EAP Request/PEAP

RADIUS server
with certificate

L.

EAP Response/PEAP i
L

>
Validate < < =
RADIUS cert P>
- <%
> &l Outer method

TLS handshake establishes secure tunnel

< EAP Request/identity

<
- EAP Request/MS-CHAPv2 Challenge

D
EAP Response/ldentity

<
EAP Response/MS-CHAPv2 Hash < » Validate password

EAP Request/MS-CHAPvV2 Success

i
@ EAP Response/MS-CHAPv2 ACK <

i MOD 1- 21

The figure starts at step 4 of the 802.1X authentication process, this time showing a PEAP MS-
CHAPv2 exchange.

Step 1—outer method

Like EAP-TLS, TTLS and PEAP use a TLS handshake to generate encryption keys and
negotiate a tunnel secured by those keys. Only the server authenticates itself with a digital
certificate during this exchange, but you must ensure that the clients trust the CA that signed
the server certificate. The encryption keys for the tunnel are derived from the public key in this
certificate.

Step 2—inner method

The client authenticates itself in the second step; it uses a weaker—and so more easily
implemented—authentication method, protected by the secure tunnel established during the
outer method exchange.

The RADIUS server sends a new EAP Request/Identity packet, and the supplicant responds
with their identity. The server then begins the inner authentication method.

For the inner authentication method, TTLS can use a weaker EAP method, such as EAP-GTC,
or a legacy RADIUS method, such as CHAP, PAP, or Microsoft CHAP variants (MS-CHAP v1
or MS-CHAP v2). PEAP supports methods such as MS-CHAP v2, EAP-GTC, and TLS151
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Because Windows native supplicants support PEAPvO with MS-CHAP v2, this
is by far the most prevalent EAP method - explained here.

The RADIUS server sends a challenge. The supplicant responds with a hash
of the password. The server validates that the hash is correct, and, if so, it
sends a message indicating the success. The supplicant responds.

The figure shows only the PEAP part of the complete 802.1X authentication
process. After these messages, the tunnel is taken down, and the RADIUS
server sends a RADIUS Access-Accept to the switch.

Note: For 802.1X on wireless connections, whether implemented through
EAP-TLS, EAP-TTLS, or PEAP, the authentication server sends the
authenticator the encryption material. The wireless client and authenticator
continue to use encryption to secure the connection. On Ethernet connections,
however, the client and switch port to do not encrypt traffic in this way.
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EAP-TLS Considerations

« Strong security
+ Easier to implement than EAP-TLS

Advantages

« Slightly weaker security than EAP-TLS

Q MOD 1- 22

Advantages

Like EAP-TLS, EAP-TTLS and PEAP provide strong, mutual authentication. Because TTLS
and PEAP use encrypted tunnels to secure usernames and passwords (rather than require

digital certificates on stations), you can implement these methods more easily than you can
TLS.

TTLS has one unique benefit: it always protects the username. Depending on how PEAP is
implemented, the username might be transmitted in plain text in the initial EAP/Response
Identity packet, allowing a hacker to detect the user’s identity and possibly lock the user out of
his or her account.

Concerns

As compared to EAP-TLS, EAP-TTLS and PEAP have the disadvantage of a weaker
authentication method.

153



Implemnting ArubaOS-CX Switching Rev 20.21 MOD-10

Configuring 802.1X

Q MOD 1-23

And now you learn to configure 802.1X.
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Switch B L D) B L To . RADIUS server
19101141 Authentication and authorization: UDP 1812 10.100.50.50
Accounting: UDP 1813 = =

L)

NAS (RADIUS client)
IP address = 10.101.1.1
Shared secret = aruba123

radius-server host 10.100.50.50 key plaintext arubal23
[port <port-number>] [timeout <seconds>]
[auth-type {pap | chap}] [acct-port <ACCT-PORT>]
[retries <RETRY-COUNT>] ([vrf <VRF-name>]

ip dns server-address <IP-ADDR> [vrf <VRF-NAME>]

Before you enable 802.1X on a switch, you must tell the switch who to send RADIUS
messages to and optionally, how to send them. Use the syntax shown in the figure, which

refers to the RADIUS server by IP address. You can also use the Fully Qualified Domain Name
(FQDN) if preferred.

If you define a FQDN name for the RADIUS server, you’ll have to define a DNS server to
resolve the name to an IP address

The switch sends a RADIUS Access-Request to this IP address whenever it needs to complete
any type of RADIUS authentication. By default, the switch uses the RADIUS standard UDP
port 1812 for the authentication messages. After the RADIUS server has authorized a user for
access, the switch can continue to communicate information about the user session in
accounting packets sent to port 1813.

Note: You can also include the option auth-port and acct-port options in the radius-server host
command to change the authentication and accounting ports. Other options are documented in
the switch Security guide.

Global key or shared secret

The key option in the radius-server host command sets an individual shared secret for
communicating with the RADIUS server. The RADIUS server has the switch |IP address
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configured on it as a RADIUS client (sometimes called Network Access Server
(NAS) or, on ClearPass, a network device). The shared secret configured for
the switch on the RADIUS server must match the key configured for the
RADIUS server on the switch. Otherwise, the RADIUS server will not respond
to the switch’s messages.

Setting the key for the individual server is optional if you set a global key. An
individual key configured for a host overrides the global key, but if you do not
set an individual key, the RADIUS server uses the global key. You might
choose to use the global key if you have multiple RADIUS servers that use the
same shared secret. The command for setting a global key is:

Switch(config)# radius-server key plaintext <secret-key>

Defining a RADIUS host with a key will override the global key setting.

Note: RADSEC (RADIUS with IPSec) is supported by AOS-CX switch. To
configure this, see the Security guide.
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Need for Dynamically Changing Authorization Info

Example 1: Session timeout Example 2: Onboarding
e —8

User authenticates, assigned to an User authenticates with PEAP, placed in a

employee VLAN restricted VLAN

User downloads an identity certificate and

e User session times out performs EAP-TLS

User should be placed in a restricted User should be placed in their normal
VLAN until re-authenticating VLAN

RADIUS CoA enables these dynamic authorization changes

The examples illustrate situations where a user has authenticated, but their authorization
information must change based on what is happening in the network.

In the first example, the user authenticates and is assigned their normal VLAN. However, once

the user’s session times out, they should be placed in a restricted VLAN until they re-
authenticated.

| In the second example, a company originally deployed PEAP for 802.1X, but is migrating to
certificates. If a user connects and uses PEAP, they should be placed in a restricted VLAN that
allows them to perform onboarding. Once the user is onboarded and has downloaded a root
certificate and a new identity certificate, they should re-authenticate using EAP-TLS and be
placed in their normal VLAN.

There are many examples where a company needs to change authorization information based
on what devices are doing in the network: using the authorization information originally
assigned to the user when they authenticated can create problems based on these network
changes. RADIUS supports a Change of Authorization (CoA) that allows a RADIUS server to
push new authorization information to a network device and have it use it for a user’s session.

Important: Most networking devices ignore RADIUS CoA messages from an AAA server unless
you explicitly enable it. This is true of both ArubaOS and AOS-CX switches.
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Configure Dynamic Authorization

radius-server dyn-authorization enable <'————————'[ACCGF)tCOAmessages

radius-server dyn-authorization port <number> —[Change default DM port

DM messages: UDP port 3799 CLEARPASS
ACCESS
‘ MANAGEMENT

AOS-CX Switch —

Validate CoA config and operation

show radius dyn-authorization

show radius dyn-authorization client

When you use Aruba ClearPass as the RADIUS server, it is recommended that you add a few
settings to ensure correct operation between the AOS-CX the ClearPass RADIUS server.

Enable acceptance of Change of Authorization (CoA) messages

Aruba ClearPass can assess endpoints on an ongoing basis and change an endpoint’s
authentication status or settings. To make these changes, ClearPass sends disconnect
messages (DMs) and CoA messages. For the switch to accept these messages, you must
enable dynamic authorization for the RADIUS globally on the switch, as shown in the figure.
Without this option, some solution components might work, but others will fail.

If dyn-authorization is enabled, the switch accepts these messages on the default UDP port
3799, which is also the default port on ClearPass. You can change that setting, if necessary, in
your environment, as shown in the figure.

If you are using a different RADIUS server from ClearPass, you should check whether the
server needs to send DMs and CoA messages.

Use the show radius dyn-authorization command to verify the configuration and operation of
CoA for all servers, and restrict the view to one server with the show radius dyn-authorization
client command.
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Dynamic Authorization Time Settings

radius-server dyn-authorization enable
radius-server dyn-authorization port <number>
radius dyn-authoriztion client 10.100.50.50 time-window <1-65535>

7

CoA/DM rejected unless within 300s__

g gERE
Clock from NTP c Clock from NTP
CLEARPASS
® CoA messages: Time stamped M A,Cﬁgﬁ;m
AOS-CX Switch c—

ntp server 10.250.1.3 iburst

ntp vrf mgmt

ntp enable

ntp authentication

ntp authentication-key 1 shal arubal23 trusted MOD- 2

When an AOS-CX switch is configured to allow CoA and DM messages, it checks these
messages to determine if they are current. The message should include a time stamp for the
event that caused the RADIUS server to change the user status. The switch only accepts the
message if the time between the time stamp and the current time on the switch falls within its
RADIUS time window.

The default time window is 300 seconds. You can adjust the time window as shown in the
figure, optionally specifying a vrf.

To ensure that the switch can accept the CoA and DM messages, make sure that the switch
has the correct time. It is best practice to configure NTP on the switch and the RADIUS server
and have them take their time from the same clock.

You must also determine whether the RADIUS server always includes a timestamp with its DM
and CoA messages. ClearPass does not.

Unlike the older ArubaOS switches, you cannot disable the time window check. Instead set up

NTP, as shown in the figure. For the explanation of these commands, see the Fundamentals
Guide.
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radius-server key plaintext arubal23
—[Server key and IP address
radius-server host 10.100.50.50 vrf mgmt

1: Use RADIUS with 802.1X 2: Can use any server 3: Enable 802.1X globally

()aaa authentication port-access dotlx authenticator auth-method eap-radius
C)aaa authentication port-access dotlx authenticator radius server-group radius

C)aaa authentication port-access dotlx authenticator enable

interface 1/1/1

aaa authentication port-access dotlx authenticator

enable ‘——{Enable 802.1X on interface

aaa authentication port-access allow-1lldp-bpdu Allow LLDP/CDP, BPDUs

aaa authentication port-access allow-cdp-bpdu on secure port

To configure 802.1X, first specify the RADIUS server IP address and key.

Next, configure RADIUS with 802.1X, specify that it can use any defined server, and then
enable 802.1X globally.

The first server defined with the radius-server host command will be used, by default. Soon
you'll see how to restrict the use of particular RADIUS servers by creating a group.

Last, you enable 802.1X on a per-interface basis, as shown in the figure.

Now the switch will act as described earlier. It will keep the port closed to all non-EAP traffic
and send EAP messages to trigger an 802.1X supplicant on the connected device to
authenticate. If the user succeeds in authenticating to the RADIUS server, the switch opens
the port for normal traffic. If the user fails, the port remains closed.

If you need to allow LLDP/CDP or BPDU packets on a secure port, add the optional
configuration shown in the figure.

This configuration might be necessary for devices like a phone or camera where LLDP (or
Cisco’s CDP) must be exchanged for the device to operate correctly prior to authentication

occurring on the port.
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radius-server key plaintext arubal23
‘—(Server key and IP address
radius-server host 10.100.50.50 vrf mgmt ;

aaa accounting port-access start-stop group {radius | <GROUP-NAME>}
aaa accounting port-access start-stop interim <minutes> {radius | <GROUP-NAME>}

Enable RADIUS for start-stop accounting as shown in the figure. Accounting will track when a
user session begins and ends (start-stop).

For more detailed session tracking, you can configure the switch to send periodic accounting
messages during the session, with interim option, as shown. The default interval is 60
minutes—in most cases you’ll want to make this a smaller interval for more frequent updates to
your statistics. Refer to your AOS-CX switch manual’s list of network accounting attributes for a
complete list of the RADIUS accounting attributes that it supports for 802.1X.

RADIUS accounting takes effect after a user successfully authenticates. The switch then
creates a session for the user, defining the network access that the user is provided. If you
selected start-stop, the switch sends a start accounting message to the RADIUS server when
the session begins. With either stop-only or start-stop, the switch sends a message when the
session ends (because the user disconnects or the session times out, for example). These
messages include several standard RADIUS attributes that describe the user’s identity (User-
Name), location (NAS-IP-Address and NAS-Port), and bandwidth consumption (Acct-Output-
Packets and Acct-Input-Packets), as well as other information.
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RADIUS Server Groups

Default Global group radius

* RADIUS servers used in order defined
« First server reachable is used

« Referred to as the global group Serverl ~ Server2  Server3  Server4

LI

i

1

|
1l

L
1l

i

L

RADIUS server groups Group 8021X Group Admin

* Group servers based on purpose/function

1l
i
1IN
|
1IN
|

« AAA feature assigned to a particular group | . | |
for processing Server1  Server3 Server4  Server2

Q

Companies deploy multiple RADIUS servers to provide redundancy. The servers that you add
are automatically added to the global RADIUS server group, which is called radius, and
referred to as the global group. The switch uses this group, by default, for all types of
authentication for which you have enabled RADIUS. Servers are used in the order they are
defined.

You might want to use only a subset of servers for a particular task, instead of all the globally
defined ones. You can do this by creating RADIUS groups — maximum 28 groups per switch.
As shown in the figure, you might create a group of servers for end user authentication using
802.1X, and another group used for administrative access to the network devices’ CLI| and
GUI.
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Configure RADIUS Server Groups

aaa authentication port-access dotlx authenticator radius server-group radius

Global group radius

o

|
Server1 Server2 Server3 Server4

Group 8021X Group Admin

11
L i
11T
|
LI
L
11
L

aaa group server radius 8021X
server 10.1.1.1 vrf mgmt
server 10.1.1.2 vrf mgmt

Serve;1 Serve|:3 Server4  Server2

aaa authentication port-access dotlx authenticator radius server-group 802.1X

The top example in the figure shows how to configure RADIUS with 802.1X using the global
default. The switch uses the global radius group to authenticate users who connect to ports
with 802.1X enabled on them.

The bottom example shows how to configure RADIUS groups. First you define the group and
its member servers. Then you indicate that the 802.1X process should use this group to
authenticate users.

See which RADIUS servers are part of any group with the command show radius-server.

See which RADIUS servers are port of the radius group with the command show aaa server-
group radius.

You cannot edit the radius server group. All globally defined RADIUS servers belong to it;
however, you can create specific RADIUS server groups and include only the servers you want
for the RADIUS service in question, like 802.1X or MAC authentication, for example.
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How Switches Handle RADIUS Server Groups

Multiple servers in a group Global group radius

* No load balancing

1
I
11T

|

« Other servers are only for backup

: Server1 Serve:l'2 Server'3 Server4
Proper preparatlon

L

« Verify switch-server connectivity
+ Configure RADIUS servers with NAS IP

« Add servers in desired order

Basic load sharing

hostname Switchl hostname Switchl

aaa group server radius 8021X aaa group server radius 8021X
server 10.1.1.1 vrf mgmt server 10.1.1.2 vrf mgmt
server 10.1.1.2 vrf mgmt server 10.1.1.1 vrf mgmt

When a RADIUS server group has multiple servers, the switch does not load balance requests
to different servers. Instead it sends all requests to the first server in the group that it

successfully accesses. It uses the other servers as backups in case it cannot reach the first
server.

For this reason, you should prepare before adding RADIUS servers to your switch and enable
802.1X. Ensure that the switch NAS has connectivity to the RADIUS servers, and the RADIUS
servers are configured to accept messages from it. You should then add the RADIUS servers
in the order in which you want the switch to use them.

For rudimentary load sharing, specify different servers first on different switches, as shown in
the figure. So, the default timeout is 5 seconds and the default retransmit setting is 3. After 20
seconds, the switch determines that the RADIUS server is not available. The switch then tries
to reach the next RADIUS server in the list. If the switch cannot reach that RADIUS server
either, after 20 seconds, it tries the next server on the list. If the switch cannot reach any of the
servers, it tries the first server in the list again.

However, you can configure the switch to wait a set period after the last failed retransmit to a
particular server before attempting to communicate with that server again. You might do this to
prevent a switch from endlessly attempting to send RADIUS packets during a network outage.
This period is called the dead time.
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These are global settings that apply to all RADIUS servers and groups. You
can adjust the timeout (in seconds—S5 is the default) and the number of
retransmits (1 is the default), and the dead time (in minutes) with these
commands:

Switch(config)# radius-server timeout <1-60>
Switch(config)# radius-server retries <0-5> fail-through

By default, if a RADIUS server is reachable and the user fails authentication,
the switch uses this result. However, if the user is a visitor from a different
location, like a neighboring campus, and their credentials are not stored on the
local campus server, but the remote campus server, the user would be denied
access by default.

You can enable the fail-through feature, so that if the first RADIUS server is
reachable and returns a “failed” result, the switch can proceed and try other
RADIUS servers in the list or group. This feature is disabled by default, but
can be enabled with this command:

Switch(config)# aaa authentication allow-fail-through
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Using RADIUS Server Groups

Use RADIUS server groups for Global group radius
HEEd =] F ] F
+ Captive web port EI = | E! z

« Authenticate Telnet, SSH, GUI Serverl  Server2  Server3  Server4

Place servers in different groups

aaa group server-group radius 8021X host 10.1.1.1
aaa group server-group radius Portal host 10.2.2.2

Other RADIUS server groups

This course module focuses on 802.1X authentication. However, as you will learn in other
modules, AOS-CX switches can use RADIUS with other types of authentication such as
captive portal and the authentication of Telnet, SSH, or web Ul managers.

To use different RADIUS servers for different types of authentication, you must place those
servers in different RADIUS server groups, as shown in the figure. Use the no form of the
command to delete the server from the group. Each group can have up to three RADIUS
servers.

A RADIUS server can be part of more than one group. If, for example, you add a server that is
part of the radius server group to a new group, the server remains part of the radius group, as
well. Therefore, you should define the servers that you want to use for the global group before
adding the servers for the other groups. Otherwise, the servers that you intend for other groups
will take up the slots in the global radius group.

Remember, to use the RADIUS server group, you must choose the type of authentication to
which it applies:

Switch(config)# aaa authentication port-access eap-radius server-group <group name>
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RADIUS Attributes

Q MOD 1- 34

You will now examine some of the more advanced scenarios for 802.1X authentication.
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Customizing Authenticated User Access

Old way: Manually configure ports ~ Modern: Colorless ports

Usg(lsicaef;d * VLAN, ACLs, QoS * Minimally configured
+ Tedious and error prone + Automated, easy, scalable
El Corp
B svoD
& o7
Authenticate, determine context Color ports as appropriate
¥ CLEARPASS
ACCESS
MANAGEMENT

— MOD 1- 35

Q

Beyond the security benefits, port-based 802.1X authentication helps you to provision the
network edge more quickly. You learned about the old days, when you had to configure each
port with the appropriate settings for the intended user — tedious and error prone.

With 802.1X, the RADIUS server and NAS switch automatically determine user identity as well
as other context characteristics — who, what, how, where, when. A RADIUS server policy can
use this information to automatically configure appropriate settings — VLAN, ACLs, QoS/CoS,
rate limits, and more. The network edge becomes more flexible and adaptable.

Because the switch applies these settings to a user session automatically, as dictated by the
RADIUS server, these settings are sometimes called RADIUS settings or dynamic settings. For
example, a dynamic VLAN assignment is the VLAN assigned to a user session by the RADIUS
server when the user authenticates to the network. A dynamic ACL is the (port-based) ACL
applied to a user session by the RADIUS server when the user authenticates, and so on.
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How the RADIUS Server Sends Dynamic Settings

: RADIUS
Authelptlcated Switch server
client & , RADIUS Access-accept £ =
tatic config — = Defined in
‘ I VETT QQI 2 = AVP‘ 3 RADIUS policy
— . -
RADIUS Attribute: 64 Value: 6

Tunnel-Medium-Type || 802

Overrides

Attribute: 65 Value:13
S~ raDIUS Tunnel-Type VLANs

Attribute: 81
Tunnel-Pvt-Group-ID

RADIUS Value: 30

You define dynamic policy settings on a RADIUS server like ClearPass. These settings apply
to certain users based on those identity and context. The server communicates these settings
to the NAS switch in Attribute-Value Pairs (AVPs) within the RADIUS-Accept message. They
are called Attribute-Value Pairs because each data item has an attribute type and an
associated value. The figure shows three AVPs:

Attribute Type 64 defines the type of medium over which this communication occurs, with a
value of 6, which means an 802-type “tunnel’

Attribute Type 65 defines the tunnel type, which is set to 13. This is used to indicate that we
intend to assign a VLAN ID.

Attribute Type 81 defines the actual VLAN ID — in this case, VLAN 30.

Thus, the purpose of this set of AVPs sent from RADIUS server to switch is to override the
port’s statically configured VLAN 99 with VLAN 30.

There are standard AVPs defined by the IETF in an RFC, and there are custom attributes that
are defined specifically by a vendor like Aruba. These are called Vendor-Specific Attributes
(VSA). There are also extended RADIUS attributes.

When possible, you should use standard RADIUS attributes because they are supported
across many vendors. Depending on the software version, AOS-CX switches might support
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multiple attributes for some settings. Generally, earlier software used vendor
specific attributes while the more up-to-date software added standard RADIUS
attributes for applying the same setting. Aruba recommends that you typically
use the standard RADIUS setting, and only use the vendor specific one if you
need to accommodate a legacy solution.
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Guidaelines 1or vvynamic settings

. RADIUS
Autheptlcated Switch server
client

5 " RADIUS Access-accept =
‘ tatic config I | -
VLAN 99 i
—_—) “ >

Attribute: 81
Tunnel-Pvt-Group-ID

1

Defined in

RADIUS policy

RADIUS Value: 30

Tunnel-Private-Group-ID can be a VLAN ID or a name
Use name to simplify policies in large deployments
Attribute VLAN name must match actual VLAN name
Attribute VLAN ID must match actual VLAN ID on switch
If mismatched, authentication fails

RADIUS server must support these AVPs

Keep a few guidelines in mind when coordinating the value for a dynamic VLAN with
ClearPass administrators. The Tunnel-Private-Group-ID can be a VLAN ID or a name. You
might use the name option to simplify policies in a large or multi-site network. For example,
switches in one building might name VLAN 10 “Students” while switches in another building
name VLAN 11 the same name. The RADIUS server could use a single policy to assign
students to the “Students” VLAN with the Egress-VLAN-Name AVP. The switch through which
the individual student authenticated would then assign the student’s untagged traffic (native
VLAN) to the correct VLAN ID associated with the “Students” name on that switch.

Be very careful, though, that the name in the attribute matches the name of a VLAN on the
switch; names are case sensitive. Similarly, a VLAN ID must match a VLAN on the switch. If
the RADIUS server sends a VLAN name or ID that does not exist on the switch, the switch
does not apply the port’s static VLAN to the user session. Instead, the authentication fails—
much as it would if the user entered an incorrect password.

Make sure that the RADIUS server supports these AVPs. Also make sure that the
administrators know to define the vendor-specific AVPs, when required.
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Device-Based Mode

* No client limit
* Only one device needs to authenticate

* Performs port authentication

PC1 authenticates o > Port 1/1/1: 802.1X

and.cpensiport Native VLAN =20 | ¢ %
PC2 authenticates o) Port 1/1/2: 802.1X e )

on another port = Native VLAN = 30

interface 1/1/1 (and 1/1/2)
aaa authentication port-access auth-mode device-mode

A switch applies AVP settings based on whether the port operates in 802.1X port-based or
user-based mode. The mode also determines how the port establishes authentication
sessions.

With device-based/port-based control, the switch establishes a single session for all traffic sent
and received on the port. If any one user authenticates, the switch permits all traffic without
referring to the source or destination MAC address. Untagged traffic (native VLAN), regardless
of source MAC, is forwarded in the native VLAN assigned to the port (either statically or
through RADIUS, as you have learned).

Often, only a single device connects to the switch port, so all traffic does originate from a single
source MAC address. The example above illustrates this situation, where Computer1 and
Computer2 are connected to two different switch ports and are assigned different VLANs
based on their 802.1X credentials.

Configure the port mode for device mode as shown in the figure.
Note: Client mode is the default mode of the port.
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Device-Based Mode Use Case

Concern: Only an authorized device should connect to a port

Solution: Device-based mode with 802.1X authentication

IAP1 Switch1

R ——
IAP connected to switch port 11111 <_—>
Authenticated, forwarding traffic } Statically (;_—}
defined
IAP1 Switch1

—
e IAP unplugged from switch port Dﬁ 17mn e——;
P
Lt

Switch1

Computer connected to same port 111 | <_—->
Authentication fails, access denied l é_->

The concern with some customers is that the access switch might be in an unsecured
environment.

| Suppose a company statically defines switch port policy settings for Instant APs (IAPs).

| Someone unplugs an IAP from statically-defined port 1/1/1 and connects an unauthorized
device to that port. The unauthorized device would have the same policy settings applied as
the IAP.

If this was a corporate user, they would not have the correct VLAN settings, access would
probably be denied. If this was a bad actor, they might be able to gain unauthorized access to
corporate resources, depending on how the port is configured.

Device-based authentication mitigates this issue. If someone unplugged the IAP and plugged
in an authorized device in this situation, the unauthorized device would be denied access to the
network unless it successfully authenticated.

Note: Device-based mode is useful when you know that you'll only have one device connected
to a port, you need to authenticate access on the port, and want to apply policies dynamically
to the port based on authentication credentials (and possibly other information, like
fingerprinting).
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Issues with Device-Based Mode

No client limit Only one set of policies applied to port
PC1 authenticates, opens port PC2 authenticates later, overrides

VLAN 20 assigned Time VLAN 30 assigned

Dynamic ACL (NAS Filter) applied passes

o\ o
> >
@_ Hub 802.1X @ Hib 802.1X

[:14 14

[ ] —

» Unauthorized users gain access when one device connects

* Inconsistent dynamic settings
Q * Dynamic ACLs does not filter all incoming traffic

An 802.1X-enabled interface might also connect to multiple devices. You could have an old
Ethernet hub or unmanaged switch that does not know how to process EAPOL frames — so the

switch or hum simply floods them. The figure shows how port-based mode interfaces handle
this situation.

The interface has a single untagged (native) VLAN assignment. This could be a statically
assigned VLAN, or a dynamic VLAN sent by the RADIUS server when the most recently
authorized user authenticated. In the figure, user 1 authenticates and assigned to VLAN 20.
User 2 and 3 have not authenticated, but they can also send traffic in VLAN 20. Remember
that with Device-based mode, when one device authenticates, all are authenticated.

Understand that AOS-CX switches automatically bind a dynamic ACL to a user’s MAC
address, even when 802.1X operates in port-based mode on the interface. Therefore,
unauthenticated devices can receive access, and their traffic is not filtered by the dynamic
ACL. Any static port ACL (PACL) on the port applies to both the authenticated client and the
unauthenticated ones—as do in VACLs or RACLs that would normally filter the devices’ traffic.

Suppose that some time later, PC2 authenticates. The RADIUS server sends new dynamic
settings, which override those from the first device. This can cause connectivity issues, as the
devices are moved to a new VLAN.
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If only one device connects to the port at once, port-based mode can work
well. But if multiple devices connect to the same port, device (port) based
control introduces these potential issues:

Unauthorized users gain access by “piggybacking” on the same connection as
an authorized device

Inconsistent dynamic settings
Dynamic ACLs does not filter all incoming traffic
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Client-Based Mode

Authentication / authorization tied to device MAC

2-client limit set

Phone: Static tagged VLAN 30, authenticates
PC: Static native VLAN 20, authentication fails c PC: Static native VLAN 20, authenticates

passes
e 6' 802.1X e ’ 6} 802.1X ,
L;L —J = 1711 L;L i 1M1 | €
interface 1/1/1

aaa authentication port-access auth-mode client-mode
aaa authentication port-access client-limit 2

Time

W

Client-based mode is recommended for scenarios in which you want the switch port itself to
authenticate and control multiple clients. This is recommended when the RADIUS server might
implement different dynamic settings for different clients. Often, you should also enable user-
based control even when the port should only connect to a single device to prevent
unauthorized devices from “piggybacking” on the port.

In user-based mode the port authenticates each downstream device, as identified by source
MAC address. You enable this mode when you set the client limit on the port to any value
including 1. Client mode is the default, with a default client limit of 1. See the configuration
example in the figure.

The port creates a separate session for each device, and each session has its own authorized
status. In other words, the switch permits ingress traffic with a particular source MAC address
only if that MAC address’s session is authorized. Conversely, it permits egress traffic based on
the destination MAC address’s authorization status. The limit value indicates how many
devices can be authorized.

After you set the limit, the port begins tracking MAC addresses and defines the authorization
status and settings for each separately. For example, in the scenario with the computer and
VolIP phone, the switch port sends an EAP Request/Identity to each separate MAC address
detected on the port. If the VoIP phone authenticates successfully, but the computer fails, the

computer traffic is blocked. 176
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Client-Based Mode Example

2-client limit set

PC1: Authenticates, VLAN 30, NAS filter applied
PC2: Not authenticated PC2: Authenticates, VLAN 20

PC3: Not authenticated Time  PC3: Denied, 2-client limit reached

' passes
oL

(@ H Hub 802.1X‘ |
or

—
‘0‘
e

—

Compare this client-based example to the similar, previously shown example for device-based
mode. Again, the client limit is set to two.

Initially, only PC1 is authenticated, so the switch drops traffic from PC2 and PC3. Then PC2
authenticates, so the switch forwards PC2 traffic. Now the limit is reached, so user 3 cannot
authenticate until another user disconnects.

The examples above also illustrate how client-based mode allows each session to have its own
dynamic attributes, such as VLAN and ACL. The dynamic VLAN and dynamic NAS filter only
applies to PC1. The switch forwards any untagged, Native VLAN traffic sent by the user device
in the dynamic VLAN. And when it needs to forward traffic to the device, it forwards the traffic
without a tag. If the port supports multiple users, the users can have different native VLAN
assignments. If any users do not receive a dynamic assignment, the static native VLAN applies
to their traffic.

In the example, above both PC1 and PC2 are authenticated and assigned to different VLANSs.
The switch recognizes which user is sending traffic based on source MAC address and
forwards the traffic in the correct VLAN.

Note that the switch must flood native VLAN traffic in all VLANs out of the port. This means
that devices will receive broadcasts and multicasts for all untagged VLANs (native VLANS)
applied to the port. Keep this in mind when you plan multi-client scenarios.
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User Roles

Q o

This section introduces a feature that was copied from the Mobility controllers, called user
roles, and is implemented in AOS-CX switches.
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Fingerprinting: Intelligent Device Identification

» Application communications

» Port/Protocol/IP addresses CLEARPASS
« MAC/endor info s BT
« Static attributes —

Analyze

- data
SO

HPE Laptop XYZ-Corp Corp. Aﬁdroid
Windows10 Camera Model X

After fingerprinting

Before fingerprinting

You learned the advantage of having colorless ports with minimal configuration. VLAN, QoS,
and other policy information is dynamically configured based on what connects. Historically,
this was done with RADIUS VSA attributes. However, Aruba supports a feature called user
roles that can be used instead. User roles are supported on Aruba Mobility Controllers, AOS
switches, and AOS-CX switches. User roles allow for a single process configuration that
provides a consistent user experience — whether they connect to wired switch ports and
wirelessly. You get simplified, centralized policies that reduce administrative overhead on
improve scalability.

If using PEAP authentication, you know who the user is, but not what device they are using.
ClearPass profiling capabilities uses fingerprinting to determine the device type and operating
system.

Important: Using EAP-TLS with certificates gives you much more control over what is
connecting to the network - you control which devices get certificates. Using PEAP for
authentication gives you less control, since you don’t know what device the user connects with.
If using PEAP, you should compliment your 802.1X authentication with a fingerprinting feature
like that supported by ClearPass. Even with EAP-TLS, although you can identify the who and
the what, you still lack the rick who, what, how, where, when context provided by Clearpass.
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EAP-TLS, PEAP, and Fingerprinting

EAP-TLS offers more control over what connects - you control which devices get certificates
PEAP gives you less control, since you are unaware of the user’s device type
If using PEAP, compliment 802.1X authentication with a fingerprinting feature

Even with EAP-TLS, although you can identify the who and the what, you still lack the rick who,
what, how, where, when context provided by ClearPass

CLEARPASS

ACCESS
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Analyze
data

HPE Laptop XYZ-Corp Corp. Aﬁdroid
Windows10 Camera Model X

After fingerprinting

Before fingerprinting

On a related note, read the note here about how EAP-TLS can be a better choice than PEAP,
but use of a fingerprinting feature like this can really improve things.

Important: Using EAP-TLS with certificates gives you much more control over what is
connecting to the network - you control which devices get certificates. Using PEAP for
authentication gives you less control, since you don’t know what device the user connects with.
If using PEAP, you should compliment your 802.1X authentication with a fingerprinting feature
like that supported by ClearPass. Even with EAP-TLS, although you can identify the who and
the what, you still lack the rick who, what, how, where, when context provided by Clearpass.
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User Roles Overview

« Enables colorless ports
« Port settings applied when user authenticates

Objectives

802.1X, MAC-Auth, Captive Portal

Benefits . APP'Ying a policy based on a L'xser-role
* Less reliant on port configurations

+ Centrally-defined configuration
* Requires ClearPass

DUR

Types
LUR D Locally defined on the switch
» Supports 3rd party RADIUS servers

Q

| The benefits of assigning “roles” to users and/or devices is well known within the Aruba
wireless world. This has simply been adapted to the wired switch port. Just as with Aruba
Wireless, you simplify configuration, grouping policies into a “role” that can be referenced by
many device or user types. Additionally, when ClearPass is incorporated, that who, what, how,
where, when context can be used to control user access rights.

| You can configure roles locally on the switch using a Local User Role (LUR). When a device
connects and authenticates successfully, a User-Role name (VSA) is passed to the switch,
then the switch will apply that User-Role to the device.

| Or configure Downloadable User Roles (DUR) on a ClearPass server. The ClearPass HPE-
CPPM-Role VSA is used with HTTPS to transfer the role to the switch.

Arole is arole. At a minimum they dictate the tagged or untagged VLAN assignment, and if
the traffic is locally-switched or tunneled back to a Mobility Controller. Optionally a role can also
assign a policy (ACL/QQOS), reauthentication timers, and a captive portal redirect. The same
syntax is used whether pre-defined on a switch (local-roles) or downloaded from ClearPass. It
must exist on the switch before it can be applied to a device/user.

Important: the term “role” is used with both the ArubaOS Mobility Controllers (MCs) and the

AOS-CX switches. The two should not be confused, since a role on an MC pertains to firewall,
181



Implemnting ArubaOS-CX Switching Rev 20.21 MOD-10

bandwidth, and captive portal policies, while a role on an AOS-CX switch
pertains to VLAN, QoS, ACL, and other policies. In other words, roles on both
devices apply policies, but the policy types differ.

Note: In the current release (10.4), Aruba doesn’t support role download for a
gateway (controller) or secondary role to the mobility controller when
implementing dynamic segmentation.
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Remember with LURs, the RADIUS AAA server only passes a VSA that indicates the name of
the locally-defined role to be applied.

A user role consists of the following optional parameters:
Ingress user policy: L3 (IPv4 and/or IPv6) ordered list of classes with actions.
captive-portal-profile: Assigns a captive portal profile for this role.

inactivity-timeout: The inactivity timeout period in seconds with a range of 300 to 4294967295
for the authenticated client for an implicit logoff.

reauth-period: Sets the reauthentication period in seconds or 0 to disable.
vlan access: Sets the untagged VLAN ID (native VLAN).
vlan-id-tagged: Sets the tagged VLAN ID.

auth-mode: Sets the configuration in user role to either device-mode or port-mode (client-
mode). The following are the attributes:

poe-priority: Specifies the PoE priority for the interface.

mtu: Configures the MTU support for the client.

tagged-vlan: Specifies the list of tagged VLANs configured for the interface.
trust-mode: Configures the QoS trust mode for the client.

To create a local user role, use the following configuration:

Switch(config)# port-access role <role-name>
183



Implemnting ArubaOS-CX Switching Rev 20.21 MOD-10

Switch(config-pa-role)# description <description>
Switch(config-pa-role)# associate captive-portal-profile <profile-name>
Switch(config-pa-role)# associate policy <policy-name>
Switch(config-pa-role)# vlan access <VLAN-ID>
Switch(config-pa-role)# vlan trunk native <VLAN-ID>

# vlan trunk allowed {<VLAN-ID> | all}

# trust-mode {dscp | cos | none}

# poe-priority {critical | high | low}

# auth-mode {client-mode | device-mode}

Switch(config-pa-role
Switch(config-pa-role
Switch(config-pa-role
Switch(config-pa-role
Switch(config-pa-role
Switch

( # reauth-period <seconds>
(

Switch(config-pa-role
(

config-pa-role)# session-timeout <seconds>

# client-inactivity time <seconds>

N N’ N’ N’ N N’ N’ S

Switch(config-pa-role)# mtu <byte-size>

Please note that role names are case-sensitive! Use the show port-access role
command to verify your local role’s configuration. See the AOS-CX Security
Guide for more information to configure the various role properties.
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Role Assignment: DUR

Downloadable User-Roles ciearpass required
VLAN 38 fe.\' B[ Fws N
VLAN 37
VLAN 34

VLAN 35 [ 15T

radius-server host 10.100.50.50 clearpass-username
userl plaintext clearpass-password Secretl23

On AOS-CX switches, you must manually download and install the ClearPass SSL certificate

Downloadable user-roles are downloaded from ClearPass Policy Manager to the switch, as
opposed to locally configuring roles on switches. The download enables you to setup policies
and attributes for a specific user-role which can then be downloaded and stored on the switch.

Configure new users and assign them the same stored version of the user-role in ClearPass,
saving the time to reconfigure each user individually.

Use the radius-server host command if the entire user role configuration is to be downloaded
from ClearPass Policy Manager server, as shown here.

Note: Because the login process from the AOS-CX switch uses HTTPS, the switch must
validate the ClearPass server certificate. On older AOS switches, they would automatically
download and install the ClearPass certificate. Unfortunately, in AOS-CX 10.4, this process is
not automatic. You must access the ClearPass server, download its SSL certificate, and install
it on the AOS-CX switch.
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Using ClearPass or 3"-Party RADIUS

Switch applies settings based on role
* Pre-authentication role
» Post-authentication role

RADIUS Accept
VSA: Aruba-User-Role (25):Accounting

Access
switch

Locally configured or downloaded -\ CLEARPASS

ACCESS
MANAGEMENT

Accounting role settings
* VLAN

[ e |
ClearPass or 3-party RADIUS

Applies only a role

* Policy (Filter rules)
* Others

Q MOD 1- 4

You have learned how AOS-CX switches can accept RADIUS VSAs to customize access for
authenticated devices.

Some companies prefer to take a different approach. They might use ClearPass to apply user
roles to authenticated users based on identities and other criteria. Aruba MCs, acting as
RADIUS clients, use these roles to decide how to filter user traffic. Rather than create new
profiles with the RADIUS VSAs for dynamic VLANs and ACLs, you might prefer to have
ClearPass simply send a role to AOS-CX switches too.

Every client is associated with a role. Roles associate with a set of attributes for authenticated
clients (clients with authentication configuration) and unauthenticated clients, applied to each
user session. On a switch, roles are always enabled by default.

Examples of user roles are:
Employee—All access

Contractor—Limited access to resources. Each user role determines the client network
privileges,

frequency of reauthentication, applicable bandwidth contracts, and other permissions.
Guest—Browse Internet
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The VSA that AOS-CX switches accept from RADIUS servers like ClearPass
has these properties:

Type: RADIUS vendor-specific for Aruba
Name: Aruba-User-Role

ID: 25

Value: <role name>

Note: The role name is case-sensitive!

You can define the user role locally. This approach moves the control over
customizing settings from RADIUS server administrators to infrastructure
administrators, which some companies might prefer. The User Derived Role is
applied when the roles are enabled. UDR will have the same precedence
order as the authentication type (802.1x, MAC authentication). UDRs are
locally configured on the switch using the port-access role command. The
configuration of UDRs is beyond the scope of this course. See the Security
Guide for more information to configure the port-access role profile locally.
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Local Authorization Role Options

N\
\,

Assigned before authentication

Assigned after authentication, no role assigned by AAA

Assigned if authentication fails
//’ -
(; Assigned if AAA server not reachable
/>”“

The figure shows four commonly used role types. Click on each role type to explore.

Pre-auth role

The pre-authentication (pre-auth) role allows a device, such as an IP Phone, to have network
access before the device is authenticated. The pre-auth role can also be used to allow DHCP,
DNS, and the web redirect for captive portal authentications.

The pre-auth role is triggered when a MAC-based client is connected to an Aruba switch before
being authenticated by the RADIUS Server. To provide network connectivity for devices, they
must be assigned a VLAN. Two new VLANSs are created for pre-auth role functionality, one for
voice traffic and one for data traffic. Pre-auth role VLANs can be configured on the switch
individually or within a user-role. Devices that can be connected to the switch without
authentication are divided into two categories:

Devices that send voice traffic.
Devices that send data traffic.

Note: Either one of pre-auth role VLAN (voice and/or data) or a pre-auth role can be configured
for a port. However, both a VLAN and role cannot coexist for an interface. Initial traffic on the
port is restricted only by ACLs configured for the port or for VLANs or ACLs in the role.

To define a pre-authentication role, configure the following: 188
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Switch(config)# interface <interface-ID>
Switch(config-if)# aaa authentication port-access preauth-role <role-name>

Impact of pre-auth role on existing features include the following:

Unauthenticated devices: Configuring pre-auth role VLAN will change the
behavior of unauthenticated devices. Normally, authentication-enabled ports
will not provide unauthenticated client any network access until the device is
authenticated by the RADIUS Server. With pre-auth role VLAN configured, the
client will be assigned to the pre-auth role VLAN until the RADIUS server
authenticates the device. Unauthenticated clients will be placed into the VLAN
specified in the pre-auth role. After authentication by the RADIUS server, the
client will be placed into the VLAN specified by the RADIUS authentication
command string or as specified in the RADIUS authentication accept string.

LLDP-Bypass: When LLDP-bypass is enabled on the switch, Aruba APs are
not authenticated. Therefore, the pre-auth role VLAN is not applicable.

Bypass using device-identity: Pre-auth role VLAN is not applicable to VoIP
devices because they do not need authentication. It is applicable to PCs which
need authentication.

ACLs applied on an Interface: If an ACL rule is applied on an interface which is
part of a pre-auth role VLAN, traffic coming through that interface will be
affected. Traffic will be affected based on the rule in the ACL.

ACLs applied on a VLAN: If an ACL rule is applied on a pre-auth role VLAN,

traffic entering that VLAN will be affected. Traffic will be affected based on the
rule in the ACL.

Rate-limiting on an interface: If the traffic is rate-limited on an interface as part
of a pre-auth role VLAN, the traffic will be impacted. The traffic will be affected
based on the rule in the rate-limiting configuration command.

Authenticated or rejected clients: Clients which are either authenticated or
rejected by the RADIUS server are given different VLANs. These clients are
moved from pre-auth role to new VLANs based on authentication by the
RADIUS Server.

MAC pinning: Clients whose MAC addresses are pinned and have undergone
authentication will always be treated as authenticated. Pre-auth role VLAN is
not applicable in this scenario.

Effect of RADIUS tracking on pre-auth role: If RADIUS tracking is enabled and
no RADIUS server is available for authentication, the port will be changed from
a pre-auth role VLAN to a critical VLAN. The time taken to move from pre-auth
role VLAN to critical VLAN depends on the time it takes for RADIUS tracker to
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inform the subsystem.

Auth-Role

When implementing AAA, a AAA server will authenticate the user. If the AAA
server doesn’t reply with a role name, or the role name send in the AAA
request doesn’t exist on the switch (case-sensitive), then a default role can be
assigned to the user if the following has been configured.

To define a pre-authentication role, configure the following:
Switch(config)# interface <interface-ID>
Switch(config-if)# aaa authentication port-access auth-role <role-name>

Reject role

Normally, if a user fails authentication, they will have no access beyond the
switch port. Optionally, you can assign a reject (failed authentication) role to
the user that would give them minimal network access, perhaps to download
software to become compliant in order to connect to the network, like an
802.1X supplicant. To define a reject role, configure the following:

Switch(config)# interface <interface-ID>
Switch(config-if)# aaa authentication port-access reject-role <role-name>

Critical role

A critical role can be assigned to a user when the switch sends an AAA
request(s) to an AAA server(s), but no response is received, perhaps because
there is a network issue preventing communication between the two sets of
devices. By default, the authentication would fail and the user would be denied
access. However, you can override this behavior by defining a critical role for
the interface, like this:

Switch(config)# interface <interface-ID>
Switch(config-if)# aaa authentication port-access critical-role <role-name>

If the AAA server(s) is not reachable, then the critical role is applied. This
allows important devices, like VolP phones, for example, to stay connected to
the network at all times.

Once an AAA server is reachable, however, the device(s) connected to the
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interface must be authenticated, at which point the critical role is not used.
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Knowledge Check

Self-check on key learning points
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Question #1

A company plans to use ClearPass to authenticate employees with
802.1X. Which role do AOS-CX Switch at the access layer play in 802.1X
authentication?

A. supplicants

B. authenticators

C. authentication servers

D. authentication aggregators

Knowledge Check™
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Question #2

A network administrator is specifying ClearPass as a RADIUS server on
an AOS-CX switch. What is should the administrator configure to prevent
issues of accepting and using VSAs?

A. radius-server dyn-authorization enable

B. radius-server dyn-authorization port set 1812
C. time window set to 0

D. enable NTP

. Knowledge Check™
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Lab Activity
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Lab Tasks

— Verify basic —RADIUS server — Basic 802.1X — Change of
configuration of setup authentication of authorization
devices a single user verification

MAC

— Role-based — Unknown role Authentication

access assignment

Q MOD 1- 55

The figure provides a brief review of lab tasks. Please see your lab guide for details.
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Objectives

Implement RADIUS-based MAC Auth

Printer
CLEARPASS

(—1.802.1X times out, ) Printer MAC addresses: VLAN 50
—J MAC-Auth succeeds E 9 8

% MANAGEMENT

Employee user accounts: VLAN 20 —

802.1X succeeds
P
PCA1

Implement device profiles

By the time that you have completed this module, you should be able to:
Implement RADIUS-based MAC Authentication (MAC-Auth) on AOS-CX switch ports

Implement device profiles to provision devices by dynamically assigning the switch port
settings based on LLDP or CDP information
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Overview

RADIUS MAC-Auth

Authentication Scenarios

Lab Activity

O MOD 1:3

This module teaches you how to implement MAC Authentication (MAC-Auth) technology on
AOS-CX switches. Typically MAC authentication is used when devices don’t support other
methods of authentication, as a second form of authentication, and in combination with captive
portal. In this module you’ll learn how to implement MAC authentication and how to configure a
port where both 802.1X and MAC-Auth are supported on a switch port.
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aruvba

a Hewlett Packard
Enterprise company

RADIUS
MAC-Auth

You will first learn how to implement MAC-Auth with RADIUS-based authentication.
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Control access for devices with limited capabilities

« Simple provisioning for printers, loT devices (VLAN)
 Based on client source MAC address

* Minimal security - easily spoofed

» Second form of authentication, after 802.1X

« Captive portal with MAC-Auth

Printer Switch RADIUS server

@ Normal frame with source MAC RADIUS Access-request >_§ 1 MAC |
| I DB

|

MAC-Auth enables access control for devices with limited capabilities, with simple provisioning
for things like printers and IoT devices that may not have an extensive user interface or lack
support for 802.1X. In addition to permitting a device network access based on its group, the
authentication server can assign the dynamic settings, such as a VLAN ID and QoS priority, to
device’s session.

These devices simply connect and send some normal Ethernet frame, which of course
includes their own MAC address as the source. The switch harvests this MAC address and
creates a RADIUS Access-Request message to the RADIUS server. No client configuration
required.

When you need rigorous security, you should use 802.1X, whenever possible, since it supports
username/password and digital certificate authentication at layer-2. Often it is trivial for a
hacker to discover MAC addresses used in your system, whether by eavesdropping or
accessing a legitimate device. The hacker can then easily spoof an authorized MAC address.
MAC authentication might also be more difficult to manage than other forms of authentication,
requiring directory or domain administrators to create accounts for each MAC address on each
device, whereas 802.1X can use the user accounts already in the directory or domain.

MAC authentication relies on a RADIUS server. No need to configure MAC-addresses on each
switch — a single RADIUS server has a MAC DB, for centralized control. You can use up to
three RADIUS servers for redundancy, in case access to the primary server fails. It alsg)mmeans
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the same credentials can be used for authentication, regardless of which
switch or switch port is the current access point into the LAN.

The switch acts as a port-access authenticator using a RADIUS server, and
the CHAP and PAP protocols. Inbound traffic is processed by the switch alone,
until authentication occurs. Some traffic from the switch to an unauthorized
client is supported (for example, broadcast or unknown destination packets)
before authentication occurs.
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1. Switch prohibits traffic to/from unauthenticated MAC addresses
2. Switch submits unauthenticated MAC address to RADIUS server

3. If switch receives a RADIUS accept, the switch allows traffic

Printer RADIUS Access-Accept/Reject
< L — -
Normal frame with source MAC ]RADIUS Access-request —  MAC |
JE— -
MAC: Username: 0000811234ac :,ILl
0000811234ac Switch Password: 0000811234ac RADIUS
or set password server

You can enable RADIUS-based MAC-Auth on individual switch ports, to enable the process described
here:

The client is initially unauthenticated. The switch does not transmit traffic on the line. Authentication is
not triggered until the client begins to send traffic on its own. This traffic is initially dropped while the
switch completes the next steps.

The switch submits credentials to a RADIUS server on the client’s behalf. Often these credentials
consist of the client's MAC address as the username and password. However, the password can be
different from the MAC address.

The RADIUS server authenticates the MAC address against a user account. Only the switch and the
server are involved in the exchange of authentication messages, unlike with other port-based
authentication methods. The RADIUS server uses its user database—which should have an account
for the client's MAC address—and policies to determine whether to grant access. It communicates its
decision to the switch in a RADIUS Accept-Access or Reject-Access message.

The switch handles the client according to the RADIUS server’s decision.

* If the server accepted access, the switch allows all traffic to and from the client with that MAC
address.

+ If the server rejected access, the client remains in the unauthenticated state, and the switch handles
its traffic as indicated in step 1.

The switch continues to examine incoming frames. If a new client connects, the switch will authenticate
that client. The switch also attempts to authenticate the client for which authentication failed again. By
default, the switch suppresses authentication requests for such clients over the quiet period—by

default, 60 seconds. It then sends another authentication request.
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RADIUS-Based MAC-Auth Options

UG LU B - PAP: Clear-text passwords aaa authentication port-access mac-auth
pl'OtOCOl « CHAP: auth-method <chap | pap>

* Username = MAC address

Rate » Password = MAC address

Credentials
Option

» Username = MAC address aaa authentication port-access mac-auth
« Password = Global (fixed) password plaintext secretl23

’ aaa authentication port-access mac-auth
MAC format Switch format must match DB addr-format <delimiter-format>

Authentication protocol

You have two choices for the protocol that the switch uses to send the credentials to the
RADIUS server:

Password Authentication Protocol (PAP)
Challenge Handshake Authentication Protocol (CHAP)

You learned about how RADIUS works with EAP in 802.1X. AOS-CX switches can use PAP or

CHAP for MAC-Auth. In this case, the switch acts as the authentication client rather than the
client itself, generating the PAP request messages. Note that PAP sends passwords in clear-

text, which can pose a security threat.

RADIUS has specific messages for CHAP authentication and most RADIUS servers support
this option. You should be aware that the mechanisms of CHAP require passwords to be
stored with reversible encryption, which poses a potential security hazard and is not typical for
most directories and domains. This limitation would mean, for example, that the directory,
domain, or RADIUS administrator who creates the accounts for the clients would have to take
special measures to store the passwords with reversible encryption. (For a Microsoft Windows
domain, you can edit the group policy object (GPO) and enable reversal encryption in the
computer policies for account settings.)

Configure PAP or CHAP authentication as shown in the figure. -
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Credentials

You must decide the precise credentials that switches will send so that the
RADIUS, directory, or domain administrator can set up the accounts
accordingly.

By default, AOS-CX switches send the MAC address for both the username
and password. You can set up a global password, which the switch uses for
the password instead of the device’s MAC address. The switch itself places
the password in the authentication request. No configuration is required on the
client. The switch continues to use the client's MAC address for the username,
so every client requires a user account on the RADIUS server (or background
directory).

The password option is intended to add a bit of security to the solution.
However, keep in mind. Hackers can still spoof an authorized MAC address,
connect to the switch, and gain access to the network because the switch
adds the password on its end. Remember: MAC-Auth provides basic security;
you should use 802.1X when you require more rigorous security. Configure a
global password for all MAC addresses as shown in the figure.

MAC address format

When you are using MAC addresses for the username, password, or both, you
must ensure that the switch sends the credentials with the same format used
in the user accounts. Configure the delimiter format as shown in the figure.
The default is no-delimiter. The table below shows the options and the syntax
for configuring a specific format for AOS-CX switches.

Note: Accounts in Microsoft Active Directory (AD) domains cannot use colons,
so choose a format that does not include colons if you use AD.

Table 11-1: MAC address formats

Format AOS-CX switch parameter
aabbccddeeff no-delimiter
aabbcc-ddeeff single-dash
aa-bb-cc-dd-ee-ff multi-dash

aa:bb:cc:dd:ee:ff multi-colon
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AABBCCDDEEFF no-delimiter-uppercase
AABBCC-DDEEFF single-dash-uppercase
AA-BB-CC-DD-EE-FF multi-dash-uppercase
AA:BB:CC:DD:EE:FF multi-colon-uppercase
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MAC-Auth and Provisioning with ClearPass

ﬂ

CLEARPASS

ACCESS
MANAGEMENT

MAC-Auth applied on port K

Port customized for access

Authenticates clients based on MAC address
Provision authorization settings:

Standard RADIUS attributes

Aruba user roles

Aruba ClearPass can fulfill the role of RADIUS server for MAC-Auth as well as for 802.1X.

ClearPass provides MAC-Auth specific service templates that make it easy to set up. The
service can specify profiles to apply to clients based on their MAC addresses and other
capabilities. In this way, ClearPass can communicate the correct settings for the connected
device, which the switch applies to the port in much the same way as it applies settings with
802.1X. For example, if you are using MAC-Auth to authenticate IP phones, ClearPass policies
could assign the correct voice VLAN and QoS priority for the phones’ traffic.

You can provision authorization settings using standard RADIUS attributes, like a VLAN, ACL,
or QoS settings, or using Aruba user roles.
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radius-server host 10.1.1.1 key plaintext arubal23 ___ Specify RADIUS server IP and keys
radius-server dyn-authorization enable

aaa authentication port-access mac-auth

addr-format <delimiter-format> — MAC-Auth credential format
auth-method <chap | pap> —{<1 Select authentication protocol
radius server-group {radius | <group-name>} —{ 1 Specify RADIUS servers/group
enable <« —{-) Enable MAC-Auth globally

!
interface 1/1/1
aaa authentication port-access mac-auth

— Enable MAC-Auth per port

enable

Here are the steps to implement MAC-Auth:

Specify your RADIUS server. In this example, you are using only the global group. These
commands specify the server and set the proper options for ClearPass. Remember to set the
key to match the secret configured for this switch on ClearPass.

Configure the format for the MAC-Auth credentials so that they match the credentials
configured on the RADIUS server (or its backend directory). ClearPass often uses the no-
delimiter option, which is also the default option on AOS-CX switches.

Choose between PEAP and CHAP for the authentication protocol. Remember that CHAP
requires passwords to be stored with reversible encryption, which is not the default for many
directories.

Specify the RADIUS server group.
Enable MAC-Auth globally.
Enable MAC-Auth on the individual ports that you want to enforce this type of authentication.

Verification
You can use the following commands to verify the configuration and operation of MAC-Auth:

show aaa authentication port-access mac-auth interface [interface name] | all port-statistics:
Display information related to MAC authentication ports on the switch.

show aaa authentication port-access mac-auth interface all client-status: This command
display MAC authentication clients status on the interface.
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clear mac-auth statistics [interface]: Clear the MAC authentication statistics
associated with the port and all the MAC authentication state machines

attached to this port.

show tech mac-auth [local-file]: Displays output of the following commands:
» show aaa authentication port-access mac-auth interface all port-statistics
» show aaa authentication port-access mac-auth interface all client-status
» show aaa authentication port-access interface all client-status
+ diag-dump mac-auth basic
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aaa authentication port-access mac-auth
addr-format <delimiter-format>
password plaintext <password>

quiet-period <1-65535>
reauth
reauth-period <0-65535>

!
interface 1/1/1

aaa authentication port-access allow-1lldp-bpdu

B MAC-Auth credential format

Global password

Adjust timers

Specify RADIUS servers/group

Here are some optional steps for MAC-Auth:

Configure the format for the MAC-Auth credentials so that they match the credentials
configured on the RADIUS server or its backend directory. ClearPass often uses the no-
delimiter option, which is also the default option on AOS-CX switches.

If you want the switch to send a password, rather than MAC address in the password field,

specify the global (fixed) password.

Optionally, you can adjust other settings such as the timers for the quiet period and re-
authenticating clients. (If you set the reauth period to 0, the switch does not enforce
reauthentication.) All of these timers are set in seconds. You can refer to your switch’s Access
Security Guide to learn about more MAC-Auth related options.

Optionally allow LLDP on the port.
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Multiple Client and
Authentication Method
Scenarios

Q

Next you will look at some more complex scenarios. You will also explore authentication in
scenarios in which multiple devices can connect to a single switch. You will learn how to
enforce MAC-Auth and 802.1X on the same port.
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MAC-Auth with Multiple Clients

Multiple devices on same port, raise client limit

interface 1/1/1

aaa authentication port-access client-limit 2

Use Case 1: Computer - Phone - Switch | Use Case 2: Computers — Hub - Switch

B [P 3

PC1: Authenticates, VLAN 30
PC2: Authenticates, VLAN 20
PC3: Denied, 2-client limit reached

Previous scenarios have featured edge ports that support one endpoint at a time, which is very
common. However, you might have a Voice over IP (VoIP) deployment, where the VolP phone
connects directly to the switch, and a PC connects to the phone. This is smart, because each
user only uses one switch port for both devices. You might apply Local MAC Authentication
(LMA) or RADIUS MAC-Auth to the port for IP phones, and 802.1X authentication for the PC,
on the same port.

In another scenario, you might have a hub, an unmanaged switch, or an unmanaged AP to
which multiple devices connect.

For these scenarios, set up LMA or RADIUS MAC-Auth as needed. By default, the switch
allows only one MAC address to authenticate on the port at the same time. After a connected
client passes authentication, the switch drops traffic received from any other MAC address
even if that address would otherwise pass authentication. You must raise the MAC address
limit as shown in the figure. You can set the value from 1 (default) to 256.

You typically assign tagged VLANSs to IP phones and untagged VLANSs to computers. If you
want to enforce authentication for the computers, you can assign the untagged VLAN through
the RADIUS profile, or you can have computers use the port’s static VLAN.

Note: 802.1X port access and MAC authentication can be configured at the same time on a
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port. A total of 256 clients can be configured per port and 16,384 clients on the
entire switch, irrespective of the authentication method. After the limit of
16,384 clients is reached, no additional authentication clients are allowed on
any port for any method. The default is one client.

MAC authentication, MAC lockout, and port security are mutually exclusive on
a given port. If you configure any of these authentication methods on a port,
you must disable LACP on the port.
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LoOoMDPINIing VMiAL-AUTN aNA OU4. 1A

Port configured for both 802.1X and MAC-Auth
* First 802.1X. If that times, then RADIUS MAC-Auth
+ Control precedence:
interface 1/1/1

aaa authentication port-access auth-precedence [dotlx mac-auth | mac-auth dotlx}

Printer
802.1X times out, Printer MAC addresses: VLAN 50
—J MAC-Auth succeeds 7 » == - s
802.1X succeeds : Employee user accounts: VLAN 20 —
- — "
PC1 :

Ports coﬁﬂgured with
802.1X + MAC-Auth

A single port can support multiple authentication methods, enabling it to authenticate different
types of devices and users. For example, you have devices that use 802.1X authentication, but
also some devices that are not. By default, 802.1X is performed first. If 802.1X times out, the
switch assumes that the device doesn’t support it. If MAC-Auth is also enabled on the port,
then the switch will authenticate the device with MAC-Auth. You can change the order, per-
interface, as shown in the figure.

In this scenario, each port supports a single device, but you are not sure which type of device
will connect. You want any port to support any device type — those that support 802.1X and
those that only support RADIUS MAC-Auth. Suppose you left it at the default, so 802.1X is
tried first.

When the printer connects, the switch initiates 802.1X authentication, which the printer does
not support and so does not respond. 802.1X times out, and the switch tries MAC-Auth, which
succeeds. Policy defined on ClearPass ensures that printer ports are assigned to VLAN 50.

When the PC connects, the switch initiates 802.1X authentication, which the PC supports and
so authentication succeeds. ClearPass policy ensures that employees are assigned to VLAN
20.

Suppose that you change the order to try MAC-Auth first. The port uses the device’s MAC
address to submit an access request, just as it would if MAC-Auth were the only authentication
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method:

If RADIUS MAC-Auth succeeds, the device is authorized for network access
with the settings returned by the RADIUS server profile.

If RADIUS MAC-Auth fails, the user still has the option to pass 802.1X
authentication. If the user succeeds, the device is authorized for network
access with the settings returned by the RADIUS server.

If both types of authentication fail, the device is prohibited access.

Even if RADIUS MAC-Auth succeeds, the user device might initiate 802.1X.
(However, the switch itself will not.) If the user then authenticates successfully
with 802.1X, the settings returned at the end of the 802.1X process take
precedence over any settings applied by RADIUS MAC-Auth.
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Guidelines for MAC-Auth with 802.1X

v' Ensure that ports are in user-based mode for 802.1X. Set client limit, even if that client limit is 1

v Validate proper VLAN assignment per device type/client. The RADIUS server profile should
ensure that MAC-Auth clients and 802.1X users are on different VLANs

v' MAC-Auth is vulnerable to spoofing. Filter traffic so clients can only access required resources
v Validate RADIUS server policies / accounts. Only provide MAC-Auth for devices that require it

v MAC-Auth is the weakest link in the security system, so you often want MAC-Auth to be used
only if 802.1X fails

v" Aclient that has successful MAC-Auth sometimes might not initiate 802.1X

C

The figure highlights important guidelines when enabling MAC-Auth or LMA and 802.1X on the
same port.
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Knowledge Check

Self-check on key learning points
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Question #1

A network administrator sets up both 802.1X and RADIUS-based MAC-
Auth on a port. For which clients does the RADIUS server need accounts
with their MAC addresses?

A. All clients

B. Clients that do not support 802.1X
C. Clients that support 802.1X

D. Clients that support CHAP

Q Knowledge Check™
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Question #2

An administrator enables both 802.1X and MAC-Auth on a switch port.
By default, which method will the switch implement first?

A. MAC-Auth
B. 802.1X

Knowledge Check™
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Lab Activity

Let's do a lab.
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Lab Tasks
—Basic MAC — Verify access with two — Implement role-based
authentication with a devices on same port access
single device
— Comparing port-based — Authentication priority
versus user-based with 802.1X and MAC-
access Auth
Task 6
Module 12 —

— Device profiles with
LLDP

Dynamic Segmentation

The figure provides a brief review of lab tasks. Please see your lab guide for details.
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Rev # 20.21

Dynamic
Segmentation

Implementing ArubaQS-CX
Switching
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Objectives
Understand user-based tunneling Configure Dynamic Segmentation
| — I |
| — I, — |
loT: Device Profiling % — |
i i — I —

Captive Portal (Qﬁ ]

|'(((>E )))‘- ———————

J’:s
802.1X =

<
(@]

Access Core ClearPass

IP Phone: MAC-Auth [i7i|

Configure PAPI enhanced security, high availability, and fallback switching

After completing this module, you should be able to:
Understanding the operation of user-based tunneling
Configure dynamic segmentation on AOS-CX switches

Describe when and how to configure PAPI enhanced security, high availability, and fallback
switching for tunneled-node
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Overview

Overview

UBT Configuration

High Availability

Verification

Lab Activities

Q

This course focuses on AOS-CX switches, but switches and Aruba Mobility Controllers (MCs)
and APs will likely only be part of your solution. In addition to Aruba Central or AirWave (for
network management) and Aruba ClearPass (for user access control), you may also have
Aruba APs connected to Mobility Controllers (MCs). You might want to leverage the access
control, firewall, and packet inspection capabilities of the MCs that currently secure your
wireless devices to secure your wired endpoints as well.

In this module, you will learn how to use the dynamic segmentation feature, commonly called
tunneled-node, for this purpose.
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arvba

a Hewlett Packard
Enterprise company

Overview

We begin with an overview.
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Dynamic Segmentation: Problem Solved

Some devices lack security mechanisms like 802.1X/EAP

Challenge

5 Security cameras, loT sensors, medical gear, card scanners
Unsecured devices

Low endpoint security increases potential attack vectors - risk

ClearPass /
RADIUS

P , )1.7| Mobilty
A &= ZI\'| Controller (MC)

Improves your security stance while easing administration
Sol ution ClearPass authenticates devices, tunnels traffic to an MC
Dynamic Segmentation Centralized, policy-based firewall and other security features

Eliminates attack vectors, mitigates low endpoint security

All modern desktops, laptops, tablets, and smart phones support robust security mechanisms
like 802.1X/EAP. But many devices lack these security mechanisms. This includes specialty
devices, and some devices that rely on Power over Ethernet (PoE), such as security cameras,
payment card readers, Internet of Things (loT), and medical devices. This lack of endpoint
security can pose a serious risk to your infrastructure.

A switch with dynamic segmentation improves your security stance while easing
administration. It authenticates these devices using ClearPass, and tunnels the traffic to a
mobility controller, which centralizes formerly disparate Access Lists (ACLs) and firewall rules
into single, intuitive policy system. You can continue to use these devices without
compromising network security.
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Dynamic Segmentation: Operation Overview

-3l 1) User Auth, assign roles
Port 3 VLAN 15 =

Tunneled 9 Ports auto-configured

Role Finance - V

Port 25 VLAN 21
— Finance
Tunneled Firewall :
Role Printer roles — Printer
—> Camera

Port 34 VLAN 12
Tunneled
Role Camera 8

Port 18 VLAN 11
Direct to destination

ClearPass profiles each device, deems appropriate endpoints as “acceptable”, and sends
accept messages to the controller. The messages include tunnel information, assigned VLAN,
and secondary role. In the figure, a user was profiled into the Finance role, and so their port is
configured for VLAN 15, and their traffic is securely tunneled to the controller. The controller
applies centralized policy enforcement to limit finance traffic as appropriate. Printers and
cameras are similarly treated, as shown in the figure.

ClearPass can also indicate if device traffic should be locally forwarded by the switch, directly
toward its ultimate destination, without tunneling to the controller. You sacrifice some of that
centralized PEF enforcement, but you accommodate devices that are uber-sensitive to delay
and jitter. You just don’t get all the benefits of this “tunneled-node” solution.

227



Implementing ArubaOS-CX Switching Rev 20.21 MOD-12

Dynamic Segmentation: Context

Who e What e How e Where e When
Maria Corp PC LAN Main HQ 13:00 Tues

Scenario 1 Elevated access

ClearPass /
RADIUS

Mobility
Controller (MC)

—

P

2 Who e What e How e Where e When
Maria Tablet Wi-Fi Cafe Saturday

Scenario Reduced access

ClearPass can leverage device profiling to auto-determine device types, and a rich set of
contextual “who-what-how-where-when” information to assign policies. Maria’s login
credentials might give her elevated access when using her corporate PC connected via
wireless at the main building, during business hours. But when she uses her personal tablet

connected from a local café on Saturday, she may have reduced access.
Among other things, this helps you to implement colorless ports on your switches.
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Dynamic Segmentation: Colorless ports

0 Before profiling / role assignment G After profiling / role assignment

Device type and context unknown Device type and context known
Colorless ports, mostly default config Auto-config VLAN, QoS, tunnel-mode...

Unkiiown Port 3 VLAN 15

Role Printer

Davica Tunneled
Role Finance [}
Unknown é_% Port 25 VLAN 21
Device 9 Tunneled
&

Tunneled
Role Camera %

Device Port 18 VLAN 11

Unknown

Colorless port: Default config dynamically change based on what is connected

A colorless port is basically a port with default characteristics that are then dynamically
changed based on device characteristics and authentication details. Look at the left-side figure.

Before profiling, context assessment, and role assignment the device type and context is
largely unknown.

Manually configuring VLANs, QoS, ACLs, and more is tedious, time-consuming, and error
prone — and you are now free from much of this!

Leave the ports at default settings. Connected devices are automatically profiled context is
assessed, and roles are assigned. Today the finance person connected to port 3 on the switch.
Tomorrow they may connect to port 12. It doesn’t matter — dynamic segmentation “colors” the
port automatically.

Colorless Ports at the most basic level, can be demonstrated with a single standalone switch
using local user roles or device profiling with LLDP. Without using external RADIUS or
tunneling, a customer can observe how the same port takes on different policies
(QoS/ACL/VLANSs) depending on what device connects to the port.
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]

Tunneled Node Use Cases

4

€

Wired/wireless traffic tunneled to MC

« Consistent user experience RADIUS AD/LDAP/CA
, P CCLEARPASS. o+ =
+ Centralized, role-based enforcement g = =
POLICY El

Wired Endpoint Switch

y
|

VPN Tunnel Security features applied to

wired and wireless traffic

« Stateful firewall
s |+ Deep packet inspection
+ Application filtering
MC : S
+ Device fingerprinting

VPN Tunnel

Wireless Endpoint AP

Aruba ClearPass and port-based authentication implemented on switches provide one method
for unifying access policies. Both the MCs and AOS-CX switches can enforce 802.1X
authentication to users and apply the policies returned by ClearPass. However, ClearPass
cannot simply send the same settings to both MCs and switches. For example, ClearPass
often simply sends a user role assigned to an MC, and the MC has firewall rules associated

with that role. On the other hand, ClearPass would need to send a policy with dynamic ACLs to
apply similar controls to an AOS-CX switch.

Tunneled-node provides tighter and simpler unification of wired and wireless access. Switches
simply tunnel traffic to the MC, which handles the traffic much as it would handle traffic
tunneled from an AP. An employee can connect through their desktop, log in, be assigned a
role, and receive customized access. Later the employee can connect wirelessly using a laptop
in a meeting room, log in, be assigned the same role, and receive the same access.

Do keep in mind that tunneling the wired devices’ traffic to the MC, of course, increases the
demands on that device. Architects will need to plan the Aruba solution’s capacity and licensing
accordingly. A list of general guidelines is provided later in this module.

Note: Dynamic segmentation is supported on both Aruba switching products: AOS-CX and
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AQOS switches.

The bottom line is this: Use the tunneled-node feature whenever you want to
apply Aruba controller-based security/control mechanisms to both wireless and
wired traffic. You get unified access control — same policies regardless of
whether they have a wired or wireless connection.
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Switch - MC Communications

fe Frame ' Frame GRE IP Dst: 10.12.2.2

—_—

<_—> PAPI (UDP 8211)

Switch Aruba MC
Control Plane 10.102.40.10

O 08 15

The switch uses two protocols to connect to an Aruba Mobility Controller (MC)

The control plane uses PAPI (UDP port 8211) - the same protocol used by AP-to-MC
communications. However, where APs use IPSec to protect the PAPI connection between the

AP and MC, AOS-CX switches do not support this protection. Instead, you can optionally
implement an MD5 HMAC function to protect PAPI between the AOS-CX switches and MCs.

The data plane uses Generic Routing Encapsulation (GRE). Endpoints send standard frames
to the switch, which encapsulates them in GRE and tunnels them to the MC.
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Enhanced PAPI Security

Enhanced security: drop PAPI messages without valid hash

Prevent rogue switches from consuming AP licenses

Rogue
device

<A prams— /.
Corporate
Switch

Enable on both MC and switches and match the key

Aruba MC

Switch-MC PAPI control plane traffic creates a potential security risk. Rogue devices could
send PAPI messages to APs, MCs, and switches and disrupt functionality. They could also try

to insert spoofed PAPI messages on the controller to disrupt communications or obtain
information about the network.

PAPI enhanced security minimizes this risk by using a MD5 and user-configurable key to hash
the message. If a rogue device tries to spoof or tamper with a message, the hash will not
check out because the rogue does not know the correct key to create the hash. A primary
reason for this enhanced security is to prevent rogue switches from consuming AP licenses on
the controller.

You must configure matching keys on the MC and switch - between 10 and 64 characters.
Enhanced security mode is disabled by default.
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* MC enforces authentication as defined in wired AAA profile
 Assigns traffic to untagged VLAN on switch port unless overridden
« Applies firewall policies, fingerprinting, deep inspection

To destination

Frame 2201
Transit VLAN ID User role or RADIUS VSA
in GR;E Key field overrides reserved VLAN

Frame |GRE [0 P Dst 101222 )

Switch Aruba MC
10.102.40.10

The MC divides the arriving tunneled traffic into one tunnel per tunneled-node port. It
decapsulates the traffic and applies various controls. Learning how to configure the MC to
control tunneled-node traffic is beyond the scope of this course, but you should understand
how the configuration affects the MC’s decisions.

The switch communicates the untagged VLAN configured on a tunneled-node port to the MC.
The MC must have this VLAN configured on it. It then handles the tunneled traffic based on the
settings in the wired AAA profile assigned to that VLAN. For example, the MC might apply
MAC Auth or 802.1X—or some combination. After successful authentication, the controller
applies a role to the traffic. Based on that role, it controls traffic with firewall policies and other
policy actions. Finally, it forwards the packet towards its destination.

You must also set up the MC to forward the traffic in the tunneled-node ports’ untagged VLAN
at Layer 2 or Layer 3, as desired. In the figure, the MC uses Layer 2 forwarding - it forwards
the frame tagged for VLAN 240. If the MC were using Layer 3 forwarding, it would have an IP
address on VLAN 240 and route traffic out of this VLAN.

You can configure different VLANSs on different tunneled-node ports to inform the controller to
assign those nodes to different VLANs. However, the MC can also apply different firewall rules
to different devices in the same VLAN, again based on dynamic settings applied during
authentication. For example, the MC could enforce MAC-Auth and use the devices’ MAC
addresses to assign different roles to different devices. You should coordinate with MC234
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administrators and make sure to match the switch configuration with their
desired configuration.

Keep in mind that the switch is simply using the untagged VLAN on the
tunneled-node port to communicate the desired default VLAN to the controller.
It is not switching the tunneled-nodes’ traffic in this VLAN, so you don’t need to
tag it on the switches’ uplinks as you normally would. (The use of fallback
switching mode makes an exception as you will learn later.) Instead the VLAN
exists on the MC at the distribution or core. In keeping with this design, the
switch is restricted from implementing many normal features—such as an IP
address—on any untagged VLAN on a tunneled-node port. Aruba
recommends reserving the tunneled-node VLANSs for tunneled-node ports only.

You should also understand that the MC can override the default VLAN
assignment after it authenticates the device. For example, it might apply
802.1X authentication to tunneled-nodes and receive a dynamic VLAN
assignment from Aruba ClearPass. The MC would then forward the tunneled-
node device traffic in this VLAN, rather than the untagged VLAN configured on
the switch port. Even if you plan to apply dynamic VLANs for some devices,
though, the MC must support the untagged VLAN on tunneled-node ports; the
VLAN defines the wired AAA profile.

Finally, note that the figure above shows a single tunneled-node port on the
switch for simplicity. When you apply tunneled-node to multiple ports, the MC
sees one tunnel per port.

The term “transit” or “reserved” VLAN is used for the number placed in the
GRE Header’s Key field. This helps the MC determine the profile policies that
should be used, by default, if nothing else is received, like the security policies
and VLAN that should be applied to the user. In this example, the AAA server
did not send a VLAN attribute, so what was used in the VLAN header is the
final VLAN for the user on the MC. Note that this VLAN must be pre-
configured on the MC. If the AAA server had passed down a specific VLAN
attribute, like VLAN 888, then this would have become the user’s final VLAN
number and what the MC would use to tag the user’s traffic before forwarding
it onward.
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Jumbo frames
Enable on tunneled-node
VLAN and across path

/ Must permit \
.~ GRE 0: Protocol 47
g D (7| PAPLUDP 8211 S : =
; & ) (@

Switch Core switch Firewall Aruba MC
with ACLs No NAT

You should check the network infrastructure between the AOS-CX switches that implement
tunneled-node and the MCs. Make sure that the infrastructure will not interfere with
communications in any way.

If any firewalls or network infrastructure devices with ACLs are in the path, they must allow
GRE and PAPI traffic. Enable GRE on IP protocol 47 and PAPI on UDP port 8211.

You must also understand that NAT cannot be applied in the path between the switch and the
controller. It is best if you can direct the tunneled-node switch to a local MC.

Also keep in mind that encapsulating frames can cause them to exceed the MTU. However,
tunneled-node ports do not support the features typically used to prevent MTU violations,
including fragmentation, PMTU detection, or reassembly. Aruba recommends that you enable
jumbo frames across the path from the switch to the MC. On AOS-CX switches, you enable
jumbo frames on a VLAN basis. Make sure that every VLAN that carries traffic between the
switch and the MC supports jumbo frames.

Make sure that you know the IP address that your AOS-CX switches will use to establish the
tunnel with the MC. Typically, the switch acts at Layer 2 and has a single IP address and a
default gateway for reaching all other subnets. But If your switch has multiple IP addresses, it
uses the IP address on the forwarding VLAN for its route to the MC. Make sure that the MC
can also reach this IP address (through its own route or its default gateway).

236



Implementing ArubaOS-CX Switching Rev 20.21 MOD-12

User-Based Tunneling Overview

|

loT: Device Profiling t}/\vs'
0 Switch creates tunnel to MC

Captive Portal (u\ _)
——— é-_> (—x—)

Access Core ClearPass

o Authentlcate at access port 2 Roles aSS|gned per device

IP Phone: MAC-Auth E »

User Based Tunneling (UBT) uses the concept of a colorless access port. It doesn’t matter
what you connect to the port; roles and policies are assigned per device.

As shown in the figure, some device connects to an access port — maybe an loT device.
Authentication happens at the port level, and ClearPass assigns a role. This role dictates how
to color the port with VLAN, QoS, ACL, etc. The switch tunnels the end user traffic to the
Mobility Controller, which can enforce additional security. Perhaps later the IoT device is
disconnected, and a corporate user connects or IP phone connects to that same port. The port
is colored, tunneled, and secured as appropriate.
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UBT Features

» Secure, flexible access layer control

» Central control of users with MC features: stateful firewall, AppRF, and more
* Policy enforcement with local or downloadable user roles

* High availability and scalability

* Load balance for scalability, Stateful failover for resiliency

o
loT: Device Profiling }v‘g

e —
Captive Portal ,,Ql = T
: =t 0 R
802.1X & 7 . e £} ™t
g Access Core MC ClearPass

IP Phone: MAC-Auth [

@ OB

The figure summarizes key UBT features, as described below

Secured and flexible control of access layer: With ClearPass or switch configuration, only
traffic from a specific user/device role is sent to the Mobility Controller Policies (e.g., QoS, ACL,
rate-limit) can be enforced at tunneled ports or at the controller

Access to Controller’s applications: Users can access Controller’s applications such as stateful
firewall and AppRF

Policy enforcement is achieved by local user roles or downloadable user roles
Local user roles are configured on the switch

Downloadable user roles are configured on ClearPass and pushed to the switch
High availability and scalability

Load balance to multiple controllers for high scalability

Stateful failover to standby mobility controller
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Downloadable User-Roles

ClearPass

Access Onl (o7 \'B-LICEN VLAN 38
Tk VLAN 37

5K <

( ]_ — VLAN 34
P . 3 e \
VLAN 35

E}:al User-Roles

VLAN 38 feo7-\ B3I Access Aruba-User-Role (VSA)
"“’Ji'ﬁi‘iffcwri}l Printer-Role
VLAN 37 Ay E. gl Phone-Role
VLAN 34 T e L]
w ClearPass or
VLAN 35 ‘: = 3rd party RADIUS

There are two user roles that the switch can use:

Local User Role (LUR): You define user roles locally on the switch. First some device connects
and authenticates. Then the RADIUS server tells the switch which of its LUR’s to apply by
sending a User-Role name VSA. You can use ClearPass or a a third-party AAA server with
LUR.

Downloadable User Role (DUR): You do not define roles on the switch. Instead you define
them centrally on a ClearPass server — no third-party RADIUS support. When a device
connects and authenticates successfully, the switch downloads the User-Role to the switch
and the switch applies it to the device.

Note: On the older AOS switches, the term secondary role was used instead of gateway role.
With AOS-CX switches, the appropriate term used to describe the role the switch passes to the
controller is the gateway role.

Note: With AOS-CX release (10.4), Aruba does not support role download for a gateway
(controller) or secondary role to the mobility controller. Either the role must pre-exist on the
MC, or the user goes through a second authentication and the role can then be downloaded to
the MC.

That’s a review of the two methods used to assign user roles. Now let’s look at the two

methods switches can use to forward traffic.
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Local Switching vs UBT

Port 3 VLAN 15 UBT tunnels
Tunneled Secure e Consistent e Scalable
Role Finance -

Port 25 VLAN 21 =

Tunneled ))N 71 Firewall = To destination
Role Printer (( roles — To destination

Local switching direct to destination

Port 18 VLAN 11 Low delay for sensitive applications

Local

Role VolP

Local switching is typically used when delay-sensitive traffic is involved between access-layer
devices, like voice or video communications (VolP phones, for example) or a third-party firewall
already exists in the network and the company wants to continue using the policy function of
that firewall.

However, local switching lacks the centralized policy and enhanced security of UBT. Traffic
filtering is limited to ACLs, with no stateful or application inspection features. In many cases,
companies use only VLANSs for security at the access layer, where devices in a VLAN can
freely interact with each other. Their traffic is only processed by the firewall if it leaves the
subnet. Allowing this type of promiscuous behavior can lead to many security issues - user
devices can attack other user devices in the same subnet.

With UBT, the switch tunnels authenticated user traffic to an Aruba MC, to be processed by
security policies. Advantages over local switching include:

Centralized security policies for both wired and/or wired traffic: users have a consistent
experience whether they connect via wired Ethernet or Wi-Fi.

Endpoint traffic must be processed by the Aruba MC before it can be forwarded to any other
device. This allows the MC to apply stateful and application inspection policies, as well as other
security features, to better secure the traffic, greatly limiting user-to-user threats in the same
VLAN.

Easy scalability is provided by the Aruba MCs, where the 7280 MC supports a theoretical
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stateful firewall throughput of 100 Gbps.

Easier to implement security policies, because only one product is primarily
used for the user traffic: Aruba Mobility Controllers. The problem with a
company that has Aruba MCs for wireless and a third-party firewall is that it
becomes very difficult to ensure that policies are consistent between the third-
party firewall and the Aruba MCs.
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Local Switching versus UBT Summary

Local Switching UBT

Switch tunnels traffic to Aruba MC, which

How it works Switch locally switches traffic
processes the traffic

» Wired/wireless traffic need consistent policies

» Aruba MCs are part of the existing network or
new design

» Delay-sensitive traffic: VoIP, video, etc.

When t it
eniOUSe . Third-party firewall already installed

* More secure: MC stateful firewall,
. . application inspection, and much more
Advantages » Less delay sensitive endpoint traffic
» Traffic is controlled before a device can
communicate with another device
* Allows user-to-user connections + Requires possible additional MCs for Ethernet
unless filtered by ACLs (less secure) bandwidth needs
Disadvantages | - Access layer switches do not + Switches consume AP licenses
support stateful firewall or . : :
application inspection features Requires AOS-CX or AOS switches only

Q —

For your reference, the table summarizes the previous discussion of Local switching vs. UBT.
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Local Switching or UBT Process

User connects

'

Authentication

S No User Yes
Apply initial role Authenticated? Apply User Role
- Yes Redirect
Specify gateway role

traffic to MC

Apply gateway role to
MC traffic

Optional l

\4
Captive portal auth Tunnel traffic to MC Local switching
Q MOD 1- 19

Review the figure to understand how the switch knows to switch locally or used UBT. By
identifying if the redirect parameter exists, the switch can easily decide that the client traffic is
tunneled to the (Mobility Controller) or is locally switched.

Important: Currently, voice traffic must use local switching.
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License Requirements

« Switches count as an “AP” for the MC AP limit
* 1 AP =1AP License

* 10 AP’s = 10 AP Licenses

+ 1 Switch = 1 AP License

+ 10 Standalone Switches = 10 AP Licenses

+ 1 VSF stack (10 Switches) = 1 AP Licenses

PAPI security with MD5 protects against malicious use of MC licenses

Q

Initially, Aruba did not require any licensing to implement dynamic segmentation. Starting with
AOS 8.4 on the MCs, the switch is not treated as an AP and will consume licenses as an AP.
Note that if you set up a virtual switch (VSF) that is comprised of multiple physical AOS-CX
switches, only the virtual switch will consume licenses.

A standalone MC (or centralized MM-based solution) needs one AP license for each switch
that is running dynamic segmentation. If the solution is using firewall functionality, it also needs
one Policy Enforcement Firewall (PEF) license for each switch implementing dynamic
segmentation.

If the MC is using the RF Protect features, it should have one RFP license for each dynamic
segmentation switch as well. The RFP license is not strictly required. However, licensing works
such that, when RF Protect is enabled, the MC should have the same number of AP, PEF, and
RFP licenses; if it has fewer RFP licenses, it disables the excess AP and PEF licenses until it
has the same count. The company might choose to deploy Aruba MCs dedicated to supporting
the wired tunneled nodes. In this case, the MC would not use RF Protect, and the RFP
licenses would not be required.

If the MC is part of an MM-based solution, an MM license is also required for the dynamic
segmentation switch, just as it would be for an AP.

To conserve licenses, you may choose to consolidate the dynamic segmentation feature to one
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or just a few switches.

Important: You should always implement PAPI MD3 security to protect
communications between the controller and switch, as well as protecting
against malicious misuses of licenses, since each switch request consumes a
license(s) on the MC.
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Dynamic Segmentation Scalability

Controller Maximum Su rted Tunnels

32768
7280 6300 — Per 1000 tunnels
7240 /7240XM 32768 Switch/Stack
1220 10364 256 tunnels
7210 8192 6300 — Per Port
7205 4096
1000 t Is
7030 1024 6400— Per unne
Switch/per system
7024 512
512 256 tunnels
920 6400 — Per Port
7008 256
7005 256

The table shows the number of supported tunnels for both the MCs and the AOS-CX switches.
Typically, the number of tunnels required to implement dynamic segmentation is not a concern
if you are implementing one tunnel per port on a switch. However, if you are implementing
multiple tunnels on a port, because there are multiple downstream devices (perhaps another

switch or a blade server with many VMs in a data center), then you must ensure that no more
than 256 tunnels are created per port.

As mentioned earlier, architects should consider the dynamic segmentation feature as they
plan. In addition to the licensing requirements, they should keep in mind tunneling
requirements. The MC treats each user as a separate tunnel. Architects should also remember
that a single tunneled-node port could connect to multiple devices (if, for example, the port

connects to an unmanaged switch), which could raise the user count. The MC must support
these additional tunnels.

Finally, architects should consider the effects of the wired traffic on the firewall throughput and
whether the controller can support the bandwidth; and if not, an additional controller(s) will
need to be purchased.

Of course, you must also implement the policies for wired traffic control. However, configuring
the MC to control and forward the traffic is beyond the scope of this course and should be
handled by an experienced Aruba controller administrator.

Note: Also make sure that your MCs are running up-to-date software. Minimally, ArubaOS 8.4

is required on your MCs to support user-based mode on the AOS-CX switches. 246
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Lab Activity

It's a good time for a lab activity.
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— Verify RADIUS — Implement CPPM — Define roles in
server configuration REST API CPPM
communication

—Test 802.1X DUR — Guest authentication — ClearPass DUR
with employee and configuration
contractor access

The figure provides a brief review of lab tasks. Please see your lab guide for details. When you
are ready, please continue with the next section of this module.
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UBT Configuration

This section introduces you to the configuration of UBT using local user roles (LUR) and
downloadable user roles (DUR)
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DUR Setup Overview

1) Install HTTPS corficate

l

'2) Downioad cerlicate
Rocess ClearPass
CIEEEET T Used to authenticate, download role information ) EEE CIETOERITHITEEEE
15) Assign profies o a polcy
f6) Assign polc to a service
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Recall that you define DURs on the ClearPass server, which are downloaded to the switch
after successful authentication. Because this happens via a REST API using an SSL
connection, you must install an HTTPS certificate on the edge switch. Plus, a
username/password must be configured to authenticate the switch with ClearPass. Here’s how

it works:

First, ensure that ClearPass has obtained a valid HTTPS certificate
Automatically download the certificate from ClearPass (Requires ClearPass v6.7.8+ or a later)

On ClearPass, create a read-only admin user. The switch uses this to authenticate and
download role information

On the switch, create a user that matches the one created on ClearPass. Enable
downloadable user roles and configure the downloadable user roles profiles

Assign the profiles to a policy and the policy to a service on the ClearPass server

You can do this with a cluster of controllers, or with a stand-alone controller.

Note: Because the login process from the AOS-CX switch uses HTTPS, the switch must
validate the ClearPass server certificate. On the older AOS switches, they would automatically
download and install the ClearPass certificate. Unfortunately, in AOS-CX 10.4, this process is
not automatic. You must access the ClearPass server, download its SSL certificate, and install
it on the AOS-CX switch.
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Important: UBT/local switching and user roles are two different, but related
concepts. They are both used to implement dynamic segmentation. With
Aruba AOS-CX switches, some devices could be locally switched with a pre-
define local role, perhaps for VolP phones; but for other devices, their role
information could be downloaded from ClearPass and the traffic tunneled to an
Aruba MC. It’s flexible in how you want to set it up. However, Aruba
recommends that if you are using ClearPass and have either AOS-CX or the
older AOS switches, that you implement DUR because of the scalability and
ease of centralized policy management that it provides.
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UBT: LUR Configuration
0 Enable MAC/802.1X
authentication on the switch
@ Configure AAA server to send
Aruba-User-Role VSA to switch
» Enable MD5 security for PAPI

(4) Define transit VLAN

* Role name must match Aruba-User-Role VSA sent by AAA server
@ Configure gateway role + Define the zone to which the controller belongs
+ Define roll name to use on the controller (gateway role)

Q MOD 1- 26

To configure UBT with Local User Roles you must first configure 802.1X, MAC-Auth, and/or
captive portal on your AOS-CX switch, along with connectivity to an AAA server, like
ClearPass. You learned about Steps 1 and 2 in earlier modules —this configuration is not
shown here, so we begin with step 3.

3. Configure zone

To set up UBT LUR, you first need to define a zone:
switch(config)# ubt zone <zone-name> vrf <VRF-name>
switch(config-ubt-zone)# primary-controller ip <IP-address>
switch(config-ubt-zone)# backup-controller ip <IP-address>
switch(config-ubt-zone)# papi-security-key <key>
switch(config-ubt-zone)# enable

switch(config)# ip source-interface ubt {interface <IFNAME> | <IPV4-ADDR>} [vrf <VRF-
NAME>]

First you create the zone and define the VRF instance that will be used. Next, you define the

primary, and optionally, backup IP address of the controller(s). Unlike the APs, the switches

currently do not support Control Plane Security (CPSec). Instead, you can optionally protect

the PAPI control messages using MD5 signatures. They key that you specify must match what

the MC(s) have configured. Last, you need to enable the zone. Optionally you can define which
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IP address the switch should use when tunneling the GRE packets (by default
this is based on the local routing table).

Note: In AOS-CX 10.4, currently only one zone is supported per switch.

To verify your configuration, there are various show commands that you can
use:

switch# show ubt

Zone Name : my-zone

Primary Controller : 10.116.51.10
Backup Controller : 10.116.51.11
SAC HeartBeat Interval : 1

UAC KeepAlive Interval : 60
Reserved VLAN Identifier : 4094
VRF Name : my-vrf

Admin State : ENABLED

PAPI Security Key :
AQBapdxySvGPvdTIkYn1/naKX403jKHrm28xLYfO6mLOK499BwWAAAHdJp/b
LAFE=

switch# show ubt information
SAC Information

Active : 10.116.51.12
Standby : 10.116.51.13
Node List Information
Cluster Name : my-cluster
Node List

10.1.1.1

10.1.1.2

10.1.1.3

Bucket Map Information
Bucket Map Active : [0...255]
Bucket ID A-UAC  S-UAC  Connectivity
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0 10.1.1.1 10.1.1.2 L2
1 10.1.1.2 10.1.1.3 L2
2 10.1.1.3 10.1.1.1 L2

4. Define Transit VLAN

To define the transit VLAN, use the following configuration:
Switch(config)# vlan <VLAN-ID>

Switch(config-vlan)# exit

Switch(config)# ubt-client-vlan <VLAN-ID?

Remember that the transit VLAN is what the switch will use when tunneling the
user traffic to an MC (if the switch is not performing switching of the traffic).

Note: For AOS-CX 104, Aruba, only supports one zone.

5. Configuring a gateway role
Next, you need to define the role names locally on the switch:
switch(config)# port-access role <role-name>

switch(config-pa-role)# gateway-zone zone <zone-name> gateway-role
<controller-role-name>

The role name in the port-access role command must exactly match the
Aruba-User-Role VSA that the AAA server, like ClearPass, will pass back to
the switch. In the role configuration, you must define the zone that this is used
for (currently only one zone is supported) and then the role name that is
passed to the MC. Note that the switch role name and the MC role name could
be the same, or different, names. The controller role name is also case-
sensitive. See the Security Guide for other configuration options for the role.
For example, you could define a policy to define a pre-authentication VLAN,
ACL, QoS and other parameters that should be used before the user is
authenticated.

Enable user authentication
After you've configured the role information, you then need to set up user
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authentication, like MAC or 802.1X (captive portal is also supported). Here’s
an example with 802.1X:

Switch(config)# aaa authentication port-access dot1x authenticator auth-
method eap-radius

Switch(config)# aaa authentication port-access dot1x authenticator radius
server-group radius

Switch(config)# aaa authentication port-access dot1x authenticator enable
Switch(config)# interface <interface-id>

Switch(config-ifj# aaa authentication port-access dot1x authenticator
Switch(config-if-dot1x-auth)# enable

Switch(config-if-dot1x-auth )# exit

Optionally, you can define a pre-authentication role on the interface—this is
applied to the user’s traffic prior to authentication:

Switch(config-ifj# aaa authentication port-access preauth-role <role-name>

Also, if you need to exempt LLDP, CDP, and/or BPDU traffic, use the following
two commands:

switch(config-if)# aaa authentication port-access allow-lldp-bpdu
switch(config-if)# aaa authentication port-access allow-cdp-bpdu

This configuration might be necessary for devices like a phone or camera
where LLDP (or Cisco’s CDP) must be exchanged for the device to operate
correctly prior to authentication occurring on the port.

Configure your AAA server role policy

Last, you need to define a policy on your AAA server to return the respective
role name for the user. This is done using an Aruba VSA called Aruba-User-

Role. Remember that the role names are case sensitive!

You can also see a list of the users and the roles assigned to them when
verifying the operation of LUR:

switch# show ubt users all
Downloaded user roles are preceded by *
Port Mac Address Tunnel Status Secondary UserRole Failure Reason
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1/1/1 00:00:00:11:12:03 activated authenticated e
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DUR Configuration Tasks

(1) Perform LUR steps 1-4
2) Configure ClearPass DUR info
0 Define ClearPass RADIUS + Set up DNS on the switch
server and key + Use ClearPass server hostname FQDN on server SSL certificate
O Validate ClearPass server + ClearPass and switch use same NTP source
certificate + Manually download/import ClearPass certificate on switch
@ Define REST API Access + Create admin account on ClearPass with appropriate privilege level
credentials + Specify the administrator credentials on the switch

Q MOD 1- 27

Steps 1-4 of the LUR configuration task are performed here as well (shown here):

Enable MAC/802.1X authentication on the switch
Configure the ClearPass server to send Aruba-User-Role (VSA) to switch
Configure the zone on the switch:
* Define the controller
* Enable MD5 security for PAPI
Define the transit VLAN on the switch and the Mobility Controller

Once this is done, you need to perform the steps 2-5 listed in the above slide. These steps are
covered in the next pages.
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Downloadable Role: ClearPass Configuration

Services - MAC-authentication-AP

802.1x or MAC-based authentication
Service is created in ClearPass

===

Authentication methods and sources

are defined within the service

Enforcement Policies contain rules that authorize Services - MAC-authentication-AP
by attributes (device typeI CP user role)' then vvvvvvvv Yy  Service  Authentication  Roles m Profiter
apply the desired profile Use Cached Results

Enforcement Profiles - AP-POE-ROLE
Profile Attributes

Profile:

Name AP-POE-ROLE
Description

Type RADIUS
Action Accept

e Profile matches local Aruba-User-Role
Lol (switch) to allow user access

1 Radius:Aruba Aruba-CPPM-Role

Q .

The process for DUR is very much the same as LUR. Instead of having the user role
configured on the edge switch, however, the user role is configured on ClearPass and sent to
the edge switch after successful authentication. The method for sending the user role is
through REST API using an SSL connection. This means that a HTTPS certificate has to be
installed on the edge switch. In addition, a username/password has to be configured to
authenticate the switch with ClearPass.

Let’s have a look how this is done:
First, ensure that ClearPass has obtained a valid HTTPS certificate =

Automatically download the certificate from ClearPass (ClearPass 6.7.8+ or a later version is
required)

On ClearPass, create a read only admin user that will be used by the switch for authentication
in order to download the actual role information

On the switch, create the user entry for the read only user and enable downloadable user roles
and configure the downloadable user roles profiles

Assign the profiles to a policy and the policy to a service on the ClearPass server

Note: LUR should be used if you have a generic AAA server product. Either LUR or DUR can
be used if you have ClearPass.

This slide lists the authentication service/enforcement policy and profile configuration on
Clearpass. Please see the ClearPass documentation for more information on configure
services, enforcement policies, and enforcement profiles.
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Downloadable Role: ClearPass HTTPS Server Cert

ip dns server-address <IP-address> vrf <VRF-name>

radius-server host dev-cppm.tmelab.net key <key> vrf <VRF-name>

Certificate Store

Allows you to create multiple service certificates, each of which can be

Server Certificates Service & Client Certificates

Select Server:  Dav-CPPM

afsociated with a

v

L=PORTLAND, C=US, ST=0R, 0=ARUBA, ou=AES CN=dev-cppm.tmelab.net
EMAILADDRESS=50e5c793-ccbb-4b0d-92b5-53d26facf87c@example.com, CN=ClearPasg
Sep 20, 2019 13:10:26 PDI
Sep 19, 2020 13:40:26 PDT
Valldity Status: Valld

View Details

Intermediate CA Certificate:

v
Subject:
Issued by:
Issue Date:

Expiry Date:

Details:

4 Create Self-Signed q
4 Create Certificate Sig
£ Import Certificate

specific ClearPass service,

Create Certificate Signing Request

dev-cppm tmelab net

Aruba

Common Name (CN)

Aruba Education

Santa Clara
State (ST) CA
Country (C): us
Subject Alternate Name (SAN)

Private Key Password;

Verlfy Private Key Password

Private Key Type 2048-bit RSA v
Subject: EMAILADDRESS ~ 50e5c793-eebb-4b0d-92b5-53d26facf8 7c@example.com, CN~ClearPasy -
Digest Algorithm SHA-512 v
Issued by: EMAILADDRESS=50e5c793 eebb-4b0d-92b5-53d26facf87c@example.com, CN=ClearPasy m
Issue Date: Aug 16, 2019 12:51:01 PDT |

A

Make sure radius-server host name on configured on the switch matches the Common Name
(CN) field of ClearPass HTTPS server certificate. If a FQDN is used, you will need to specify a
DNS server that the switch should use to resolve the server’s name to an IP address.
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Switch Configuration: Certificate Validation

T1-ACC-1# sh crypto pki ta-profile cppm

TA Profile Name cppm

& iito z:if:a-i:orile PF Revocation check : disabled

ce e OCSP Primary url : Not configured
----- BEGIN CERTIFICATE=-==-- :
MITEqzCCA2ugAWlBAGTBATANBgkghkiGOwOB g% pesendacy rt 7 Borcondtidured

g g h gl 1 gxq i OCSP Enforcement-level : strict
EzARBgNVEAGMCKNhDG lmbBluaWEXE j AQBGNY s e rae A
cgwOQX11YmEgTmv0d2 9ya3MxNjAOBgNVBAMM OCSP VRF i
B . o TA certificate :installed and valid

dW3hlE51dHdvemt ZMTYWNAYDVQQDDC1DbGVh
ZX10aWZpY2F0ZSBBdXRob31pdHkxPZA9Bgkg
YmItNGIWZCOSMmI1LTUZZD12ZmFjZjg3YOBL
TG+ugqgdQoTVGeYTkflxodiAoBtx1QkhHQb17
QCr/ckGhéCARkyOgStP1lxt8bBakx/pCOuwl/3
r4D4jvdSM5B/ 9twQZPAk1Cx1ZplIljuGvmC2
dHrjwlGV+A==

Certificate :
Data:
version: 3 (0x2)
Serial Number: 1 (0x1)
Signature Algorithm: sha512withRSAEncryption
Issuer: C=US, ST=California, L=Sunnyvale, O=Aruba Networks,
26facf87cfexample.com
Validity
Not Before: Aug 16 19:51:01 2019 GMT
Not After : Aug 16 20:21:01.2029 GMT
Subject: C=us, ST=california, L=Sunnyvale, o=Aruba Networks,
26facf87cfexample.com
<output deleted for clarity>

Uploading CA root certification to switch
Ensure time is synced with NTP server

Q Make sure Radius server's FQDN name match the CN name of RADIUS server certificate

END_OF CERTIFICATE

ntp server 10.80.2.219 iburst
ntp enable

ntp vrf mgmt

ClearPass will send a user role to the edge switch after successful authentication. The method
for sending the user role is through the REST API using an SSL connection. This means that a
valid HTTPS certificate has to be installed on the edge switch: one from a trusted Certificate
Authority (CA) of both the switch and the ClearPass server.

You will also need to configure NTP to ensure the certificate for switch is valid based on the
current date and time and the time range defined on the certificate. If the switch’s time falls
outside the range of the time on the certificate, the certificate is automatically invalidated.
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ClearPass User Account for Downloadable User

radius-server host dev-cppm.tmelab.net key xxx clearpass-username duradmin clearpass-password xxx vrf <VRF-name>

Administration » Users and Privileges » Admin Users

Admin Users

Edit Admin User (]
; | - L
This page allows super admi User ID- duradmin icy, chan
Name: duradmin
Filter: r 1D Filter
U Password: | seesessessseen -
Verify Password: | seesessenesiene -
L o el Enable User: ¢ (Check to enable user)
& B cpidin Privilege Level | Aruba User Role Download | ||
o) duradmin =3 =3

Showlng 1-30of 3 ‘ }
Q MOD 1- 31

In addition, a username and password have to be configured to authenticate the switch with
the ClearPass server. This is defined on the ClearPass server, but referenced on the switch.

The privilege level can be “Aruba User Role Download” or “Read-Only Administrator”.
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High Availability

Q MOD 1- 32

Let’s learn about High Availability.
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ubt zone zonel vrf default

primary-controller ip X.X.X.X

backup-controller ip y.Y.Y.Y
sac-heartbeat-interval 1 MC 1

uac-keepalive-interval 60 =, | A-SAC
= P) ~ & ({ A-UAC for User A
User A [:] W bt L LG > < ) S-UAC for User B

1
Cluster messages

User B e e : - | S-SAC
[:] : A-UAC for User B
S-UAC for User A

UBT zone gateway IP = —_—
Primary controller IP MC 2
Backup controller IP (optional)

show ubt state
show ubt users port

When the switch uses role-based tunneled-node, it can tunnel traffic to clustered MCs.
Typically the switches will be connecting to a cluster of MCs. Clustering enables load balancing
and failover capabilities over other redundancy solutions.

With this method, again, you only need to set a single tunnel node server (controller) IP
address on the AOS-CX switch. At least define one IP address of a cluster member, and
optionally a secondary address as a backup. When the switch contacts a member of the
cluster, it receives assignments with the actual IP addresses of two MCs. One is the switch’s
active Switch Anchor Controller (A-SAC), and the other is the switch’s standby SAC (S-SAC).
The switch establishes PAPI tunnels with both controllers.

In addition, the switch receives a bucket-map. When the switch starts tunneling a new device’s
traffic, the switch hashes information about the session. It looks up the hash in the bucket map
to determine the correct active User Anchor Controller (A-UAC) and standby UAC (S-UAC) for
that device. The switch tunnels the device’s traffic to the A-UAC, but the state for the session is
synchronized between the A-UAC and the S-UAC, enabling more seamless failover. (The
degree of synchronized information depends on the device’s needs.) In addition, because the
cluster dictates where the switch tunnels each user’s traffic, load balancing is improved.

If the switch’s A-SAC or any of its A-UACs falil, the cluster can detect that failure very quickly
and signal to the switch to failover to the appropriate standby tunnel, rather than the switch

having to wait for its heartbeats to time out. 263
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In the above example, notice that user A and B’s active and standby tunnels
are not on the same controller. User A's active tunnel is on the left controller
while User B’s active tunnel is on the right controller.

As you have seen, the AOS-CX switch can participate in high availability
solutions with a single controller IP address specified in its tunneled node
server profile. For additional redundancy, the primary and secondary
addresses can be controllers in two different clusters. The zone profile can
also include a backup controller, though, specified with the configuration
shown in the figure
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Backup Controller

ubt zone zonel vrf default
primary-controller ip X.X.X.X
backup-controller ip y.Y.Y.Y
sac-heartbeat-interval 1
uac-keepalive-interval 60

(1) 8 missed hearibeats from Prmary

Primary MC
. \"| or cluster

o |l

User A C]

[3) Establish tunnel to Backup MC

UBT zone gateway IP =
Controller IP
Backup controller IP

As you have seen, the AOS-CX switch can participate in high availability solutions with a single
controller IP address (not part of a cluster) specified in its tunneled node server profile. This
profile can also include a backup controller, though, as shown in the figure.

These commands were discussed previously. The backup controller allows the switch to
failover to an MC (or cluster) in a different subnet from its primary MC (or cluster).

As discussed earlier, the switch and its MC—or any of its SACs and UACs when clustering is
used—send each other keepalives over the GRE tunnel every second to assess the tunnel’s
health. If the switch fails to hear keepalives over the keepalive timeout period, it attempts to re-
establish communications with the primary controller. In this scenario, though, the company
has a standalone MC at a different location. After failing to connect to the primary MC (or
cluster), the switch establishes a tunnel with the backup controller at the different location.

After switching over to the backup controller, the switch continues to check whether the primary
controller is available every 30 seconds. If it re-establishes communication with the primary
controller, it moves its tunnel back to that controller.

Again, MC administrators might choose an active-standby or active-active deployment.
Communicate with them to determine whether all switches will use the same primary controller
IP and backup controller IP (active-standby) or whether you should alternate these roles on
different switches (active-active). Often, the MCs are deployed in different locations, and each
switch uses the local MC as its primary MC and the remote MC as its backup.

265



Implementing ArubaOS-CX Switching Rev 20.21 MOD-12

Verification

Q SIOR 1.8

This last section examines some commands you can use to verify the configuration and
operation of dynamic segmentation on your AOS-CX switch.
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ClearPass Connectivity Issue

Access-1# show aaa authentication port-access interface all client-status
Port Access Client Status Details

Client 00:50:56:bl:a5:1c, icx-avpl

Session Details

Port :1/1/3 Authenticated failed or
ERERLELE RS s server not reachable

Authentication Details

Status : Authentication Failed, Server-Timeout
Auth Precedence : dotlx - Unauthenticated, mac-auth - Not attempted

Authorization Details

The show aaa authentication port-access interface all client-status command allows you to see
the status of a client(s) on a port(s), including their authentication status and assigned user role
in any. This example shows an issue contacting the ClearPass server. Mostly commonly,
certificate errors and the ClearPass username and password being misconfigured cause this
issue.
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No Downloadable User Role

Access-1# show aaa authentication port-access interface all client-status
Port Access Client Status Details

Client 00:50:56:bl:a5:1c, icx-avpl

Session Details

Port sl 5
i S Authenticated, but no
downloadable user role
Authentication Details

Status : dotlx Authenticated
Auth Precedence : dotlx - Authenticated, mac-auth - Not attempted

Authorization Details

Role : Role missing
Status : Not Ready
Q MOD 1- 37

This example shows a status of “Not Ready”. In this example, ClearPass passed down the
user role called “Authenticated”, but this doesn’t exist in a port-access role command.
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Access-1# show aaa authentication port-access interface all client-status
Port Access Client Status Details

Client 00:50:56:bl:a5:1c, icx-avpl

Port 3 abrialyie

Status : dotlx Authenticated
Auth Precedence : dotlx - Authenticated, mac-auth - Not attempted

Authorization Details
Role : employee-tunnel
Status : Applied

This example shows a Status of “Applied”, indicating that everything is working normal and
that the Authenticated user role is applied to the client connected to port 1/1/3.

Applying the profile makes the port function like a controlled Aruba AP. The switch no longer
forwards traffic that arrives on the ports locally as it normally would. Instead it uses the GRE
tunnel to send all the traffic to the IP address that you configured in the tunnel server profile.
The tunnel acts at Layer 2. It encapsulates not just the IP payload but also the MAC header,
and it forwards all traffic including broadcasts and multicasts.

The main difference between the tunneled-node and AP-based tunnels is that tunneled-node
encapsulates 802.3 instead of 802.11 frames. Note also that often wireless traffic is encrypted;
however, wired traffic is not encrypted, and GRE does not provide encryption either. However,
the wired network infrastructure is typically trusted, so encryption is not required.

Note that the switch continues to function as normal for all traffic that arrives on the non-
tunneled-node ports.

Important: Tunneled-node ports are intended for wired endpoints. You should avoid plugging
controlled Aruba APs into wired tunneled ports because these APs are already fulfilling,gjmilar
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functions on their own. You would be causing the network to encapsulate
wireless clients’ traffic twice. Lab tests show that the tunneled-node will still

operate properly, but the double encapsulation can create performance and
resource issues.
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Validate at the Mobility Controller

(MC1) [mynode] #show user
This operation can take a while depending on number of users. Please be patient ....

Users
IP MAC Name Role Age(d:h:m) Auth
____________________________ [ P ——— [pp—— ""‘_.__ﬂ_‘\
10.3.11.204 00:50:56:bl:a5:1c icx-avpl authenticated 00:00:05 Tunneled-User-802.1X
P
"™ AP name Roaming Essid/Bssid/Phy Profile Forward mode User Type
10.3.41.4 Tunneled tunnel 10/10:4f:58:f5:bf:40/1/1/3 default-tunneled-user tunnel TUNNELED USER

User Entries: 1/1
Curr/Cum Alloc:1/35 Free:0/34 Dyn:1 AllocErr:0 FreeErr:0

This example shows how to validate connectivity from the Aruba Mobility Controller with the
show user command. From left to right, you see the end user’s IP and MAC address, name
and role, time of connectivity, and authentication.

The next columns start with the source IP address of the Access switch, under the heading “AP
name”. You see that this is a tunneled connection, along with tunnel information — switch MAC

address and port number. Then you see the assigned profile, forwarding mode, the user type —
TUNNELED USER.

Note: The columns labeled VPN link, Type, and Host Name are not shown, to focus more
relevant information.
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T1-ACC-1# sh port-access role
Role Information:

Name : AP _POE_ROLE-3009-5
Type : clearpass
status: completed, (null)

Reauthentication Period
Authentication Mode

session Timeout

Client inactivity Timeout
Description

Tunneled Node Server zone =
Tunneled Node server secondary Role :
Access vlan

Native wvlan

Allowed Trunk vlans
MTU

Q0S Trust Mode

PoE Priority

Captive Portal Profile
Policy

: dscp
: critical

T1-ACC-1# sh port-access role
Role information:

Name : AP POE ROLE-3008-5

Type : clearpass

status: failed,parsing failed DNS
---------------------------------- issue

Reauthentication Period
Authentication Mode
Session Timeout

T1-ACC-1# sh port-access role
Role information:

Name : AP POE ROLE-3009-5
Type : clearpass
status: failed,certificate invalid

Reauthentication Pe Certificate issue:
Authentication Mode CA certificate/NTP sync
Session Hhoedt and/or CN name issues, etc.

The show port-access role command can be used to verify the connectivity to the ClearPass
server when using DUR. The left-hand example shows a successful connection and inter-
operation with the ClearPass server: the Status is completed. The top-right example shows a
parsing_failed status, typically indicative of either a DNS or network connectivity issue. The
bottom-right example shows an certificate error, which could be caused by a number of things:

Time issue (use NTP to ensure the correct time)

The CN name of the ClearPass certificate is not defined on the switch correctly (or at all)

The certificate has expired

Controller commands

To verify the connectivity from the controller side, use the show tunneled-node-mgr tunneled-

nodes command.

To see the users that are being tunneled from the switch, on the MC use the show tunneled-

node-mgr-tunneled-users command.

To see the log messages related to tunneled node on the MCs, use the show tunneled-node-

mgr trace-buf command.

To see the tunneled connections in the MC’s state table, use the show datapath command.

272




Implementing ArubaOS-CX Switching Rev 20.21 MOD-12

Knowledge Check

Self-check on key learning points

273



Implementing ArubaOS-CX Switching Rev 20.21 MOD-12

Question #1

a. 4

b. 5
¢ 1
d 2

When deploying dynamic segmentation v2.0, how many AP licenses are
needed for one VSF stack which are formed by four 6300 switches?

Knowledge Check™
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Question #2

ClearPass can pass down user roles directly to Mobility Controllers when
implementing dynamic segmentation.

~True
—False

This feature is not yet currently supported

. Knowledge Check™

that text bubble in the figure “This feature is not yet currently supported” should appear when
the correct answer appears.
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Question #3

AOS-CX switches support both user-based/role-based and port-based
modes for dynamic segmentation.

~True
—False

This feature is not yet currently supported

Q Knowledge Check™@

As always, any text bubble in the figure should appear when the correct answer appears, by
adding it to the “feedback” for the question
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Lab Activity

It time for a lab activity.
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Lab Tasks
— Verify device — Aruba MC integration — Role configuration

prerequisite setup

— Test Aruba MC — MAC-Auth with loT
integration

2t Module 13 — QoS

— Device profiles with
LLDP

O MOD 1- 46

The figure provides a brief review of lab tasks. Please see your lab guide for details. When you
are ready, please continue with Module 13 — QoS.
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Rev # 20.21

Quality of Service

Implementing ArubaOS-CX
Switching

Hello everyone! This is QoS.

279



Implementing ArubaOS-CX Switching Rev 20.21

MOD-13

Objectives

Use classifier policies

Determine how switches prioritize traffic = Implement rate limiting

1) Classify Ji{2) Mark Ji(3) Queue | OEERT

video 5.7 I M5l | WPislimedq i
FTP[ - N1l | Writ]iowa Service
Voice D ' . Pri: 6 | |J Pri: 6 I| HiQ Rl

/T
exe

Forward 2nd
Forward 3rd

Forward 1st

Describe scheduling mechanisms

Customize CoS maps, DSCP maps, queue profiles

After completing this module, you should be able to:

Determine how an AOS-CX switch will prioritize traffic based on incoming priority value and

QoS trust settings
Implement rate limiting

Use classifier-based policies to assign traffic a new priority based on customer requirements

Customize CoS maps, DSCP maps, and queue profiles

Understand how scheduling mechanisms differ and select an appropriate scheduling profile
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Overview

Overview
Classification / Policies
Trust settings

Queuing and scheduling

Rate limiting

LLDP-MED / Device Profiles
Lab Activity
Q MOD 1-3

In this module you will learn how to implement Quality of Service (QoS) mechanisms that
improve the experience of users running a variety of network applications from traditional ones
to voice and video applications. The module teaches you how to implement the many
sophis