StorageWorks One Button Disaster Recovery (OBDR) for ProLiant Servers

User's Guide

GENERAL INFORMATION

Compatibility

HP StorageWorks One-Button Disaster Recovery (OBDR) for ProlLiant servers is a
standard feature on all HP tape drives and HP DAT autoloaders. However, it can only be
used with specific configurations and will only recover your ProLiant server to which the
HP tape device is directly connected.

To check whether your ProLiant system (hardware, operating system and backup
software) is OBDR compatible, please refer to our World Wide Web site
www.hp.com/go/connect.

If your system does not support OBDR, you can still use your HP tape device to back up
and restore data. However, you must remember to create a separate set of emergency
recovery disks for your operating system whenever you change your system
configuration.

For more specific information concerning the benefits of OBDR and the latest new
features please refer to our World Wide Web site www.hp.com/go/obdr.

What does OBDR do?

Using just the HP tape drive or DAT autoloader and the most recent backup cartridge,
OBDR allows you to recover from the following types of system disaster:

e Hard disk failures, as long as the replacement hard disk is the same size or larger
than the original and uses the same interface (for example, replace a SCSI hard disk
with another SCSI disk)

Hardware failures where the server is replaced by an identical component

File corruption because of an operating system error

File corruption because of an application software error

Viruses that prevent you from booting your system correctly

User errors that stop you from booting your system correctly

When you run OBDR, your tape device goes through the following sequence:

1. It goes into a special disaster recovery mode that enables it to restore your
operating system and reboot. It acts like a bootable CD-ROM. (Your system’s
ability to boot from CD-ROM is normally enabled by default. If you have
changed this setting, you will need to enable it again. Refer to your system
BIOS manual for further details.)

2. ltreturns to normal tape device mode and restores the data.
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Creating the OBDR tape:

The procedure for creating an OBDR tape is simple. Once the ISV's Disaster Recovery option
is installed (if required), every full backup with overwrite that is performed will create an OBDR
disaster recovery tape. No additional work is required.

Locate new or over-

Perform a full
Create bootable system backup

writable tape and = . —

insert in tape drive VLS TTEG)E with overwrite

v

Recreate a bootable tape
image and perform a full
backup with overwrite

whenever system
configuration changes

Remove tape from
drive and store in a
safe place

User operation

Running OBDR

1.
2.

©ONO AW

9.

Repair or replace the defective hardware
If hard disks are replaced, run Option ROM Configuration for Arrays (ORCA) Utility to
recreate RAID on Smart Arrays
Insert OBDR tape into the tape drive
Power on the server
Invoke OBDR on tape drive
Tape drive boots the tape in CD-ROM mode
Bootable mini OS is loaded into memory
User must choose one of the following:
* Proceed with the recovery
* Exit process
Mini OS and backup application files are copied to hard disk

10. Server reboots into mini OS, and tape drive switches back to normal tape mode
11. ISV wizard performs recovery at tape speed (streaming)
12. System reboots and recovery is complete

7/15/2008

Page 2 of 27



New simple keyboard shortcut for remotely located ProLiant servers:

e Insert the disaster recovery tape into the drive

e Restart the server and press the <F8> function key at the HP HBA BIOS prompt

e Follow the on-screen instructions to switch the tape drive into OBDR mode

e To perform this function remotely, it requires the HP Integrated Lights-Out (iLo) or

Remote Insight Lights Out Edition (RILOE) board |
iLO LAN
RILOE iLO
OBDR
tape
Keyboard

Remote site

Head office
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Initiating OBDR at POST; Tape device is connected to an U320 controller

Insert the OBDR tape media into the tape device
Turn on the ProLiant Server
Press the <F8> function key when prompted during POST

L10.9.34 - IRC: DL3BOGS - HP LD 2 Integrated Remote Console - Microsolt Int

? v1.43 Dec 12 2887 192.18.9.34
't Array E268 Controller (64MB, v1.72)
LSI Logic Corp. MPT SAS BIOS
MPTBI0S-6.17.83.88 (2687.87.24)
Copyright 2¢ 2887 LSI Corporatiom.
x»x BETA UERSION — FOR DEMONSTRATION ONLY s
SLOT ID LUN VENDDR  PRODUCT REVISION CAPACITY

LSILogic SAS1868E-IR 8.23.11.88 NU 2B :81

LSI Logic Corp. MPT boot ROM, no supported devices found
LSI Logic Corp. MPT BIOS
b 995-2886 LSI Logic Corp.

1 Logical Drive

Setup>

£ 1024x768 | 4803z | 60H:

5 @ tternt

7/15/2008

Page 4 of 27




Select the tape drive to place into OBDR mode

LSILogic SAS1B68E-IR 0.23.11.88 NV 2B :81

. MPT boot ROM, no supported devices found
. HPT BIOS

-Y
Py

Drive information
HP Ultrium 2-SCSI

L lease choose the NUM of the tape drive to place into OBDR mode.

£) 1024x768 | 480G | 60Kz S @ ket

The ProLiant server will reboot to place the tape drive into OBDR mode.
The tape drive now becomes a bootable device

»x* BETA VERSION - FOR DEMONSTRATION ONLY %=

SLOT ID LUN VENDOR  PRODUCT REVISION  CAPACITY

LSILogic SAS1868E-IR 8.23.11.88 NV 2B

LSI Logic Corp. MPT boot ROM, no supported devices found
LSI Logic Corp. MPT BIOS

Copyright 1995-26886 LSI Logic Corp.

MPTBI0S-5.685.21.60

HP Build

xx*% Bootable media located, Emulating CD-ROM as Hard Disk C: »xx

HBA ID LUN VENDOR  PRODUCT REU SYNC HWIDE CAPACITY

8 3 8 HP Ultriun 2-SCS S63D
8 7 B8 LSILogic LSI1838-1IT 1832708 328.8 16

£] 1024768 | 48KHz | 60Hz e T
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Initiating OBDR at POST; Tape device is connected to a Smart Array 6i controller

Insert the OBDR tape media into the tape device.
Turn on the ProLiant Server.
Press the <F8> function key at POST to run the Option ROM Configuration for Arrays Utility (ORCA).

10Z4 MEB Initialized / 10E4 ME Detes

Proliant

em ROM.

grated Lights-0ut Ad

1l Logical Driwve

ion for Arr
1p configquration and contlnae

Select the “Delete Logical Drive” option

Delete Logical Driwve

Configure OEDR

ifigmration Toility
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Press <F8> to delete the logical drive

Press <F3> to continue

drix

Create Logical Driwve

vi 17
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(Example)

al Dri
[X] SCEI Port E, ID 0, COMPAQ 6.4 GE
1, IPAD 4 B

44
nt Company, L.P.

GBE and RBATD 1 fault

onfigquration
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Select the “Configure OBDR” option

Configure OBDE

nfiguaration opti Lr fd ration Toility

Accept the setting

(Example)

return
u the HP Air

rive to OBDE m
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The tape drive is now in OBDR mode
10z4 ME Initializes
lopment &
0 MHz (1l Mbyte

Toe

em BOM.

No Leg
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Using OBDR with HP StorageWorks Data Protector Express (DPX)

Standard or Single Server Edition

General Information:
e DPX Standard Edition is available at www.hp.com/go/dataprotectorexpress

e DPX Single Server Edition ships free with all HP DAT and Ultrium tape drives and DAT

autoloaders.
e Both editions have a free evaluation period of 60 days.
e A permanent license key can be obtained after registering DPX

Creating the OBDR Backup Tape
Log into the DPX Domain

Fj_'l Data Protector Express Login

3 Qﬁh .

20" Data Protector .Express

invent

— T—_.? g’

Copyright 2005 Hewlel-Pockord Developmerd Comparsy, LT,

“You must log on ta the D ata Pratectar Express storage management domain, which tracks all D ata
Protector Express objects, including jobz, media, and scheduling ratation zchemes. The default user iz
ADMIN with no pazsword,

Hoszt name [or IP addresz] I a—"—_._ lozalhost ;I
Uszer name: Ial:lmin
Passwand: ||
] % Cancel |
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Select Devices and Double-click “Server”

Double-Click “Devices”

Machme

Statss: Rurning

Bud rumber. 34477

1P sdchess 192108 71:3817

7/15/2008 Page 12 of 27



Select the tape drive you want to create the OBDR tape with and Erase Media

7/15/2008

Welcome to the Erase Media
Wizard

This wizard wil help 3ou create & conmmand Chck Next 1o proceed to the

et step or B ack 10 90 back 10 the prewvious step Once created. the

ornemand wal tezide i your home folder. You Can view, delete, or mocky
Later. 1f the command is nurneng view 3 statun. Logs

you can
the cormmand runz. View the: logs 1o find out

Erter the naeme for the command beng crested

[Eraee Mieds
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Select Elements, Click “Next”

Erase Options, Click “Next”

B trase Media - Erase Options
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Schedule Job, Click “Next”

Job Completed, Click “OK”
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Select the “Backup” wizard, Double-Click “Backup Local Machine”

A Data Protector Express 3.50-sp2 - Secondary

Backup Local Machine
Back up ol fkes and lokders on the kocal mac!

Backup all Servers
Bock up oll servers on the network,

Backup all Workstations
Back up 8 PC deskiopt on the network

@ Backup all Machines
Back up ol machines on the netwirk

Backup Specific
Back up specihc fles cn netwod o ol machne

Welcome to the Backup Local
Machine Wizard

Thet wizad wall help pou creste & command Clck Next to procead 1o the
neod shep o Back to go back to the previous step. Once crested. the
command will ressds in your home folder. 'You can wview, delete. o moddy
the command kater If the command © runnng jou can view &3 stetus. Logs
vall be genesated each time the command runs. View the logs to find cut
whasthes the command succeeded of laded

Erter the name for the command beng created
[Backup Local Machine
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“Device Options” (Ensure tape device is checked), Click “Next”

Device view | Netwark view |

Devee Type |usmoeie |

Tape Dews
&EHPUM:—S&MNmnmmEm v
~Vitusl Tape ]

—Removable Catridge Devices
Disk Devices

++/C0/DVD Dewices

S T |

Ayso format mode: [ Auto format a1 media

57 | Maren mmtn 10 s el e

Hew madia name: [Eachup Local Maching - Meda
™ Bename media to new meda nams on overwite

9 Backup Local Machine - Job Options

)
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Encyrption/Decryption (Select “Off” and Click “Next")

B Backup Local Machine - Encryption/Compression

This setting wates encrypted data to the media._ A passphiaseis used to preverd undested ute of the media when tiansterned to
anciher inslallation of Data Pr s with higher bt levels provide better secusty but may have impact en

o solvare o ared vell bo abled

€ Automatie (Not avalsbie in this edéion|
Uses hardware encryption § avalable, otharwise utes soltware encrypbion
€ Software [Not avalable in ths edtion)
Uses the enciyplion aijocitns &valabls in Data Prolecior Express.
 Hudwie
Uses the encrypbion sigocthm avslasble i the Lyget backup device. Flequires sn encryphion capable bsckuo device

Solftware shength |Lw56bl0£$lﬂo!wdubhnhoﬁw
Eperyption passphrane: |

VYesiypasspheme: |

Hink to remsoaber

pazspreate (aphanal)

Schedule Job to Run Now and Click “Next”

B packup Local Machine - Schedule Job
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Copy Policy (Leave as Default, Click “Finish)

B Backup Local Machine

G
0Py poscy.

To enable a copy polcy, cick Enable copy after Iudwp Then, define the policy by clicking on the Define policy button. Finally, in the
Asﬂmpnﬁwmckkmumdwckbom sed the: number of copy sets and assign the pobicy.

[ copy b
f‘Embhmwmm
Copy pokcy summary

Defire policy...
Assin poley
Viedio eve] Avvgnpoioy. | Bockup seie | Copy sels perbockip set | Tokalopy sete [

Job Status (Once State shows Completed, Click OK then Shutdown server to prepare for OBDR
recovery.

&4 Properties of Backup Local Machine

Admin Running
e 3
pEchlp Lot e s 04/03/2008 11:34:42 6
1 minute. 20 seconds
Selected cbiects, 383GB
Completed 1266 objects, 109 MB (3%)
Thoughpt 264 MB/Min

Pass type Backup

Host DL380G5
State Running

Media Backup Local Machine - Media - LT0-2

Device HP Ultnium 2-SCSI (Senal Number HUT0651E7Y)
State Wiiting

I~ Display detailed status information

l" _‘I'_mdsiulMaﬁm '|

Once the OBDR tape has been created, it should be stored in a safe and secure location in case
it is needed to restore your ProLiant server
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Performing an OBDR restore

Insert the OBDR tape media into the HP tape drive or DAT autoloader

Place the HP tape drive or DAT autoloader into OBDR mode using one of the following methods:

1. Hold the eject button and power cycle the tape device if it is externally connected to your
ProLiant server

2. Hold the eject button and power cycle the ProLiant server if the tape device is internally
connected

3. Press the <F8> function key at POST and follow the on-screen prompts

The tape device has been successfully placed into OBDR mode, and the restore process started
when the following screen appears:

Attempting I
l’_ M) 2 )

Caldera DR-DOS 7.83
Copyright (c) 1976, 1998 Caldera, Inc. All rights reserved.

DOS/4G Protected Mode Run-time Version 2.81a
Copyright (c) Tenberry Software, Inc. 1996

£] 1024768 | 48KHz | 60Hz 5 | Internet
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Recover Entire System

) https://192.10.9.34 - IRC: DLIBOGS - HP iLD 2 Integrated

Available Options

C

Generation Date : B4,83,2688 11:35:11 AM
Host Type : Hindows NT

Host Name : DL388GS

Boot Drive Size : 34691 MB

Are you sure?

d[Yes, Recover the Entire Systen |}

D, U 10

Generation Date : B4,83,2688 11:35:11 AM
Host Type : Hindows NT

Host Name : DL388GS

Boot Drive Size : 34691 MB

£] 1024x768 | 46KHz | 60Hz
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Overwrite Partitions, Click “F10”

A3 https://192.10.9.34 - IRC: DL380G5 - HP iLD 2 Integrated Remote Console - Microsoft Internet Explorer

Existing Partitions Found - Do you want to overurite?

49 Yarning **?
Your main boot disk contains the following partitions:

NTFS 34691MB

To proceed, press <F18> and Data Protector Express will overurite
the partitions. If you do not want to continue, to

preserve the existing partitions and data within those
partitions, press <{Esc> and you will be returned to the

main recovery menu.

»
[&] 1024x768 | 48KHz | 60Hz [T [ [ |3 [ mntermet J

Last Chance, Are you Sure?

7/15/2008 Page 22 of 27



) https://192.10.9.34 - IRC: DL3BOGS - HP iLD 2 Integrated Remote Console - Microsoft

THIS IS YOUR LAST CHANCE, ARE YOU SURE?

<______

1
L= 4

Generation Date : 84,83,2088 11:35:11 AM
Host Type : Hindows NT

Host Name : DL3886GS

Boot Drive Size : 34691 MB

2] 1024x768 | 4880 | 60Hz

Mini-OS Installation from Tape (No user intervention required)

fahttps:f,f’lgz.ll].g.iict - IRC: DL380GS - HP iLD 2 Integrated Remote Console - Microsoft Internet Explorer

Recovering Boot Partition

Action Extracting Files from Package

Copy Status Hriting
Copy Fron tenp\drboot .pak (1x)
Copy To Z :\recover.tnp\. . . Ndriversscpgtean.sys

Host Name : DL38BGS
Boot Drive Size : 34691 MB

No user intervention required
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'3 https://192.10.9.34 - IRC: DL3B0OGS - HP iLO 2 Integrated Remote Console - Microsoft Internet Explorer

*ACEBAR or ENTER to activate and use this contral

. P«‘cma;ﬂr-.-
ag Windows Server2003

Microsoft (R) windows (R) Version 5.2 (Build 3790: Service Pack 2)
2 System Processors [1022 MB Memory] MultiProcessor Kernel

10 68 | 4BKHz | 60Hz

No user intervention required

windows is verifying files and folders...
File and folder verification is complete.
windows has checked the file system and found no problems.
KB total disk space.
in & hidden files.
folders.
3 files.
KB are available.

bytes in each allocation unit.
total allocation units on disk.
allocation units available on disk.

wn
)

O O
rJounoun
[
noun

Converting drive C: to NTFS...

Convert will take some time to process the files on the volume.

when this phase of conversion is complete, the computer will restart.
petermining disk space required for file system conversion...

Total disk space: 4154304 KB

Free space on volume: 4012480 KB

Space required for conversion: 111626 KB

converting file system

| &1Hp - \[&Thttpsii/192.108.34 - .

No user intervention required
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a https://192.10.9.34 - IRC: DL380G5 - HP iLO 2 Integrated Remote Console - Microsoft Internet Explorer 1'

STATUS

Action: Recovering Data

Object: npwep_STYlLes_Nns4.css
Press SPACEBAR or EMTER to activate and use this controlr ilE SyStEIlIS\[: :\hp\ --. \hElp\xidiSth\ﬁ .2\5ty]

Throughput: 385 HB/min
298¢ completed O failed

Message

= lni{'ializing Disaster Recovery

.2aWaiting for drivers to initialize and register
.ZRestoring Configuration

.2Selecting C: volume for restore

.2Creating Device List

.=Scanning HMedia o
.=Recovering Data

| =Processing device HP Ultrium 2-SCSI (Serial Number HU18651E7Y)
.2Processing device HL-DT-ST DUD-ROM GDR8OG8LN (0.08.6.0)

-

| %
[&] 1024763 | 4Ktz | 60Hz T y

More Media to Recover? Click “No”

) httpsy//192.10.9.34 - IRC: DL3BOGS - HP ILD 2 Integrated Remote Console - Microsolt Intermet Explorer =10l x|

|Press SPACEBAR or ENTER bo activate and use this contrdl |

STATUS

Action: Recovering Data

Objectk: *8 Data Protector Express 3.50-sp2
Path:

|\‘:?) Do you have any more media that you would like
Data Protector Express to restore to your
Throughpu' systen?

23577 com If you have any more media, insert it into the
: device or into the library magazine and click

Yes to continue. If you do not have any more

media to restore, press He and Data Protector

Express will finalize the recovery process.

Currently, you have restored 23577 objects with
1 warnings.
.aRecovering Data '
.aProcessing device HP Ultrium 2-SCSI (Serial Number HU18651E7Y)
.aProcessing device HL-DT-ST DUD-ROM GDR8OS4N (6.0.8.0) leg
: .
1] 1024768 400t [ 60tz T T 18 e nkemet 4

7/15/2008 Page 25 of 27



OBDR Completed, Click “OK.” Server will automatically reboot.

A https://192.10.9.34 - IRC: DLIBOGS - HP ILO 2 Integrated Remote Console - Microsoft Internet Explorer
Press SPACEBAR or ENTER bo activate and wse this control |*

Action: Recovery Completed
Object: Data Protector Express Catalog

Path: \DL388GS
'8 Data Protector Express 3.50... 9

Throughput: 8 Bytesfni.n i e
23577 completed 1 faile recovery process is

e completed.
@ Lo -

Your system will
Hessage reboot.
.aMWaiting for drivers ti .
.aRestoring Configuratis ‘ 0K ’

.aSelecting C: volume Fi
.aCreating Device List
JaScanning Media Rg

.4Recovering Data

aProcessing device HP Ultrium 2-SCSI (Serial Number HU1B651E7Y)
.aProcessing device HL-DT-ST DUD-ROM GDR8BS4N (0.0.0.0)
aFailed to process device HL-DT-ST DUD-ROM GDR8AS84N (B8.0.0.06)

[l |
1] 1024768 | 490 [ 60 [T T 15 e nkemet

Server has now been recovered.
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192.10.9.34 - IRC: DL38B0GS5 - HP iLO 2 Integrated Remote Console - Microsoft Internet Explorer oy [m] ]
DL380GS -

Welcome to Windows

Windows Server2003
Enterprise Edition

yright & 1885-2003 Microsall Corparation
@ Press Ctrl-Alt-Delete to begin.

Requiring this key combination at startup helps keep wour
computer secure, For more information, click Help.

| &)He integrated Lights-0u.. |[&7 hetps://192.10.9.34 - . (5] FE0BDR.1tf - WordPad |
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