HITACHI

DATA SYSTEMS

HiCommand® Dynamic Link Manager
(HDLM) for Windows Systems

User’s Guide

MK-92DLM129-13






© 2007 Hitachi Data Systems Corporation, ALL RIGHTS RESERVED

Notice: No part of this publication may be reproduced or transmitted in any form or by any
means, electronic or mechanical, including photocopying and recording, or stored in a
database or retrieval system for any purpose without the express written permission of
Hitachi Data Systems Corporation.

Hitachi Data Systems reserves the right to make changes to this document at any time
without notice and assumes no responsibility for its use. Hitachi Data Systems’ products and
services can only be ordered under the terms and conditions of Hitachi Data Systems’
applicable agreements. All of the features described in this document may not be currently
available. Refer to the most recent product announcement or contact your local Hitachi
Data Systems sales office for information on feature and product availability.

This document contains the most current information available at the time of publication.
When new and/or revised information becomes available, this entire document will be
updated and distributed to all registered users.

Trademarks

Hitachi Data Systems is a registered trademark and service mark of Hitachi, Ltd., and the
Hitachi Data Systems design mark is a trademark and service mark of Hitachi, Ltd.

Hitachi Freedom Storage, Lightning 9900V, Lightning 9900, Thunder 9500 and Thunder 9200
are trademarks of Hitachi Data Systems Corporation. HiCommand is a registered trademark
of Hitachi Data Systems Corporation.

EMC, Symmetrix, Symmetrix DMX, and CLARiiON are trademarks of EMC Corporation.
HP StorageWorks is a trademark of Hewlett-Packard Company.

HP-UX is a product name of Hewlett-Packard Company. HP Storage Works is a registered
trademark of the Hewlitt Packard Company.

Internet Explorer is either a registered trademark or trademark of Microsoft Corporation in
the United States and/or other countries.

Itanium is a registered trademark of Intel corporation or its subsidiaries in the United States
and other countries.

Microsoft and Windows are registered trademarks or trademarks of Microsoft Corporation.
Mozilla is a trademark of the Mozilla Foundation in the U.S. and other countries.
QLogic is a registered trademark of Symantec Corporation.

Veritas, and Veritas Storage Foundation are trademarks or registered trademarks of
Symantec Corporation or its affiliates in the U.S. and other countries.

Veritas is a trademark of Symantec Corporation.

HiCommand® Dynamic Link Manager (HDLM) for Windows® Systems User’s Guide iii



Veritas, and Veritas Storage Foundation are trademarks or registered trademarks of
Symantec Corporation or its affiliates in the U.S. and other countries.

Windows Server is a registered trademark of Microsoft Corp. in the U.S. and other countries.

This product includes software developed by the JDOM Project (http://www.jdom.org/) and
the Apache Software Foundation (http://www.apache.org/).

Notice of Export Controls
Export of technical data contained in this document may require an export license from the

United States government and/or the government of Japan. Please contact the Hitachi Data
Systems Legal Department for any export compliance questions.

Document Revision Level

Revision Date Description

MK-92DLM129-P January 2002 Initial Release

MK-92DLM129-00 | March 2002 Revision 0, supersedes and replaces MK-92DLM129-P
MK-92DLM129-01 July 2002 Revision 1, supersedes and replaces MK-92DLM129-00
MK-92DLM129-2P | September 2002 | Revision 2P, supersedes and replaces MK-92DLM129-01
MK-92DLM129-02 | October 2002 Revision 2, supersedes and replaces MK-92DLM129-2P
MK-92DLM129-03 | May 2003 Revision 3, supersedes and replaces MK-92DLM129-02
MK-92DLM129-04 | October 2003 Revision 4, supersedes and replaces MK-92DLM129-03
MK-92DLM129-05 | January 2004 Revision 5, supersedes and replaces MK-92DLM129-04
MK-92DLM129-06 | July 2004 Revision 6, supersedes and replaces MK-92DLM129-05
MK-92DLM129-07 | October 2004 Revision 7, supersedes and replaces MK-92DLM129-06
MK-92DLM129-08 | February 2005 Revision 8, supersedes and replaces MK-92DLM129-07
MK-92DLM129-09 | May 2005 Revision 9, supersedes and replaces MK-92DLM129-08
MK-92DLM129-10 | September 2005 | Revision 10, supersedes and replaces MK-92DLM129-09
MK-92DLM129-11 March 2006 Revision 11, supersedes and replaces MK-92DLM129-10
MK-92DLM129-12 | February 2007 Revision 12a, supersedes and replaces MK-92DLM129-11
MK-92DLM129-13 | June 2007 Revision 13, supersedes and replaces MK-92DLM129-12

Preface




Preface

The HiCommand Dynamic Link Manager (HDLM) for Windows Systems User’s Guide describes
and provides instructions for installing the HDLM software on a Windows system and using
HDLM with the TagmaStore USP, TagmaStore AMS/WMS Series, Hitachi Lightning 9900 V
Series, Lightning 9900, and/or Thunder 9200, 5800, or 5700E disk array systems.

This user’s guide assumes that:

m  The user has a background in data processing and understands direct-access storage
device systems and their basic functions,

m  The user is familiar with the Hitachi disk array system(s) (e.g., Lightning 9900 V Series,
Hitachi Thunder 9200), and

m  The user is familiar with the Windows 2000 or Windows 2003 Server operating system,
file system, system commands, and utilities.

Notes:

m  The term 9900V refers to the entire Lightning 9900 V Series system family (e.g., 9980V,
9970V), unless otherwise noted. For further information, refer to the Hitachi Freedom
Storage Lightning 9900 V Series User and Reference Guide (MK-92RD100).

m  The term “9900” refers to the entire Lightning 9900 system family (e.g., 9960, 9910),
unless otherwise noted. For further information, refer to the Hitachi Freedom Storage
Lightning 9900 User and Reference Guide (MK-90RD008).

m  The term “9500V” refers to the entire Thunder 9500 V Series system family unless
otherwise noted. For further information, refer to the Hitachi Freedom Storage Thunder
9500 V Series User and Reference Guide (MK-92DF601).

m  For further information on the Hitachi Thunder 9200 system family, refer to the Hitachi
Freedom Storage Thunder 9200 User and Reference Guide (MK-90DF504).

For further information on Hitachi Data Systems products and services, please contact your
Hitachi Data Systems account team, or visit Hitachi Data Systems online at
http://www.hds.com.

Notice: The use of HiCommand Dynamic Link Manager (HDLM) and all other Hitachi Data
Systems products is governed by the terms of your agreement(s) with Hitachi Data Systems.

HDLM Software Version

This document revision applies to HDLM version 5.9.1.
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Convention for Storage Capacity Values

This document uses the following convention for storage capacity values:

1 KB = 1,000 bytes

1 MB = 1,000% bytes
1 GB = 1,000° bytes
1 TB = 1,000* bytes

Referenced Documents

m  Hitachi Lightning 9900 V Series User and Reference Guide, MK-92RD100

m  Hitachi Lightning 9900 V Series Windows NT Configuration Guide, MK-92RD120
m  Hitachi Lightning 9900 V Series Windows 2000 Configuration Guide, MK-92RD121
m  Hitachi Lightning 9900 User and Reference Guide, MK-90RD008

m  Hitachi Lightning 9900 Windows NT Configuration Guide, MK-90RD015

m  Hitachi Lightning 9900 Windows 2000 Configuration Guide, MK-90RD025

m  Hitachi Thunder 9500 V Series User and Reference Guide, MK-92DF601

m  Hitachi Thunder 9200 User and Reference Guide, MK-90DF504

m  Hitachi Thunder 9200 Windows NT Host Install Guide (FIBRE), MK-91DF521

m  Hitachi Thunder 9200 Windows 2000 Host Install Guide (FIBRE), MK-91DF515

m  Hitachi Freedom Storage 5000 Series Software Configuration User’s Guide, BO-98DF376

Comments

Vi

Please send us your comments on this document. Make sure to include the document title,
number, and revision. Please refer to specific section(s) and paragraph(s) whenever possible.

m  E-mail: doc.comments@hds.com

= Fax: 858-695-1186

= Mail:
Technical Writing, M/S 35-10
Hitachi Data Systems
10277 Scripps Ranch Blvd.
San Diego, CA 92131

Thank you! (All comments become the property of Hitachi Data Systems Corporation.)
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Chapter1 Overview of HDLM

This chapter provides an overview of HDLM and describes its features. The overview is
broken down into the following sections:

m  What is HDLM? (see section 1.1)
m  HDLM features (see section 1.2)

= HDLM GUI Overview (see section 1.3)
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1.1

What is HDLM?

The widespread use of data warehousing and increasing use of multimedia data have
increased the need for high-speed processing of large volumes of data on networks. To
satisfy this need, networks dedicated to data transfer, such as a SAN, are now being used to
provide access to storage systems.

The HDLM software manages access paths to storage systems. HDLM provides functionality
for distributing the load across paths and switching to another path if there is a failure in a
path being used, thus improving system availability and reliability.

Figure 1.1 illustrates the connections between hosts and storage systems. A server on which
HDLM is installed is called a host.

Host Host

HDLM HDLM

SAN >

Storage Storage
subsystem subsystem

Figure 1.1  Connections Between Hosts and Storage Systems

HDLM supports the following storage systems:
m  TagmaStore USP

m  Universal Storage Platform V

= TagmaStore AMS/WMS series

m  Lightning 9900V Series

m  Lightning 9900 Series

m  Thunder 9500V Series

= Thunder 9200

s EMC DMX series
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m  EMC CX series
m  HP EVA series
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1.2 HDLM Features

4

HDLM provides the following features:

Distributes the load across paths (load balancing)

When multiple paths connect a host and storage system, HDLM distributes the load
across the paths. This prevents a heavily loaded path from affecting processing speed.

For details on load balancing, see section 2.6.

Allows processing to continue if there is a failure (failover)

When multiple paths connect a host and storage system, HDLM automatically switches to
another path if there is a failure in a path being used. This allows processing to continue
without being affected by the failure.

For details on failover, see section 2.7.

Allows you to place online a path recovered from an error (failback)

When a path recovers from an error, HDLM can place the path online. This enables the
maximum number of paths to be online, which in turn enables HDLM to distribute the
load for each path.

Route failbacks can be performed manually or automatically. In an automatic failback,
HDLM automatically restores the route to the active state after the user has corrected
the problem in the physical route.

For details on failback, see section 2.7.

Automatically checks the path status at regular intervals (path health checking)

HDLM can detect errors by checking the status of the paths at user-defined time
intervals. This allows you to check for any existing path errors and to resolve them
accordingly.

For details on path health checking, see section 2.9.

Allows you to use a GUI to operate HDLM visually (HDLM GUI)

HDLM uses a configuration-diagram or list format to display information about paths
between hosts and Hitachi storage systems. You can use the GUI to change the status of
a path, and to set the operating environment.

For details on the HDLM GUI, see sections 4.2 and 6.1.
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1.3 HDLM GUI Overview

HDLM GUI has the following windows:
m  Path Management window
= Options window

= Help window

1.3.1  About the Path Management Window

Use the Path Management window to view path information and change path status.

Figure 1.2 shows the Path Management window.

Common frame

J”- Dynamic Link Manager

Hﬂ.M Dynamic Link Manager

Caonfiguration

Managed object - { Subsystem ) HITACHI 8

Type: [ Owner path [2) Mon-owner path Status: 7 o7 [Pk, VA,

1] iy =5 e
. HITACHI.8200.0123

. HITACHI 331 0/3360 03A35
@ HITACHI 997 0/9980.03A97
. HITACHLUSP.03A99

Host  [host

HBA port

(S
| Subsystem [HiTacHiaz00 0123

Tree frame View frame

Figure 1.2  Path Management Window

HiCommand® Dynamic Link Manager (HDLM) for Windows® Systems User’s Guide



6

The Path Management window consists of three frames shown in Figure 1.2:
s Common frame
Displays the title, logo, and buttons that are used throughout the HDLM GUI.
m  Tree frame
Displays in tree format the storage systems and LUs that are managed by the host.
m  View frame

Displays the path configuration view or path list view.
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1.3.2  About the Options Window

Use the Options window to view or change an HDLM operating environment.

Figure 1.3 shows the Options window.

Dynamic Link Manager - Options 5]
Setting HDLM Options

HDLM version
HDLM version number XX-XX : - 7
Canicp nark varsinm nimhe Component information ]
Service pack version number H
Basic function settings
Load halancing & ON € OFF

Algorithm

Round robin ZI
Path health checking & ON  OFF

Checking interval {1 - 1440) | 30 minute(s)
Auto failback " ON & OFF

Checking interval {1 - 1440) | 1 minute(s)
Intermittent Error Monitor € ON & OFF

Monitoring interval (1 441 I 30| minute
Number oftimes (1 - 99 I 3| time(s

Reservation level € OFF: Do not control reserva
€ ON(DY: lgnore reservation
€ ON(2): Persistent reservation
Remove LU " ON & OFF
2 Remove the LU even ifthere are Offline(C) paths
Error management function settings
Logging level [3: Information or higher level =
Trace level |0: Do nat output any trace =]
Error o File size Number of files
g (100, 2000000) | 9900 Kbyles 5 4) [ 2
Trace File size Number of files
(100 - 16000) [ 1000 Kbytes 55y [ 4

Figure 1.3  Options Window

1.3.3 About the Help Window

Use the Help window to view the HTML version of this manual.
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Chapter2 HDLM Functions

This chapter describes HDLM functionality including HDLM management targets, system
configuration, basic terms and functionality including load distribution across paths and path
switching. HDLM functionality is discussed in the following sections:

Devices managed by HDLM (see section 2.1)

System configuration (see section 2.2)

LU configuration (see section 2.3)

Program configuration (see section 2.4)

HDLM and MPIO driver position (see section 2.5)

Load distribution using load balancing (see section 2.6)
Failover and failback using path switching (see section 2.7)
Monitoring intermittent errors (see section 2.8)

Detecting errors by using path health checking (see section 2.9)
Dynamic reconfiguration (see section 2.10)

Error management (see section 2.11)

Cluster support (see section 2.12)
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2.1 Devices Managed by HDLM

Devices that can and cannot be managed by HDLM are shown below. The devices that can be
managed by HDLM are called HDLM management-target devices.
Devices that HDLM can manage:

—  SCSI devices for Hitachi storage systems

— Hitachi storage system command devices, such as Hitachi RAID Manager command
devices

—  EMC DMX series, EMC CX series, and HP EVA series

However, only the following operating systems can manage the EMC DMX series, EMC
CX series, and HP EVA series:

—  Windows Server 2003 (IA32) SP1 or later
—  Windows Server 2003 (IPF) SP1 or later

Devices that HDLM cannot manage:

— SCSI devices other than those for Hitachi storage systems (other than the EMC DMX
series, EMC CX series, and HP EVA series)

—  Built-in disks in a host

— Devices other than disks (tape devices, etc.)
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2.2 System Configuration

HDLM is available in two SAN environment types: FC-SAN and IP-SAN. However, a single host
can connect to either the FC-SAN or IP-SAN. Note that the EMC DMX series, EMC CX series,
and HP EVA series is available only in an FC-SAN environment.

2.21 System Configuration Using an FC-SAN

In an FC-SAN, fiber cables connect hosts and storage systems. The cable port on the host is a
host bus adapter (HBA). The cable port on the storage system is a port (P) on a channel
adapter (CHA).

A logical unit (LU) contained in a storage system is the target of input to, or output from,
the host. An area in an LU is called a Dev.

A route that connects a host and a Dev in an LU is called a path.

HDLM assigns an ID to the management-target path. This ID is called a path management
PATH_ID. Also, the path might be called a management target.

Figure 2.1 shows the HDLM system configuration using the FC-SAN.

Host Machine

HDLM

SCSI driver

L Storage subsystem

Legend
— . Fiber cable

———  Path
Figure 21  HDLM System Configuration Using FC-SAN

Table 2.1 lists the HDLM system components using the FC-SAN.
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Table2.1  HDLM System Components Using FC-SAN

Components Description

HBA A host bus adapter. This serves as a cable port on the host.

FC-SAN A dedicated network that is used for data transfer between hosts and storage systems.

CHA A channel adapter.

P A port on a channel adapter. This serves as a cable port on a storage system.

LU A logical unit with which the host can perform input or output operations. This unit can be accessed from
the network.

Dev A logical area (a partition) in an LU.

Path A route that connects a host and a Dev in an LU.

2.2.2 System Configuration Using an IP-SAN

In an IP-SAN, LAN cables are used to connect hosts and storage systems. The cable port on
the host is an iSCSI host bus adapter (iSCSI HBA) or a network interface card (NIC). When
using an NIC, the iSCSI software must be installed in advance on the host. The cable port on
the storage system is a port (P) on a channel adapter used for iSCSI connections (CHA).

A logical unit (LU) contained in a storage system is the target of input to, or output from,
the host. An area in an LU is called a Dev.

A route that connects a host and a Dev in an LU is called a path.

HDLM assigns an ID to the management-target path. This ID is called a path management
PATH_ID. Also, the path might be called a management target.

Figure 2.2 shows the IP-SAN system configuration using an iSCSI HBA. Figure 2.3 shows the IP-
SAN system configuration using the iSCSI software and an NIC.
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Host Machine

| HDLM U

| SCSI driver ﬂ
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Figure 2.2  IP-SAN System Configuration Using iSCSI HBA

Host Machine

HDLM

iSCSI software

| Storage
subsystem

Legend
- | AN cable

: Path

Figure 2.3  IP-SAN System Configuration Using iSCSI Software and NIC

Table 2.2 lists the HDLM system components that use the IP-SAN.
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Table2.2 HDLM System Components that use IP-SAN

Components Description

iSCSI software The driver software that has the iSCSI initiator function.

iSCSI HBA A host bus adapter that has the iSCSI initiator function.

This serves as a cable port on the host. The iSCSI HBA is referred to as the HBA in HDLM commands
and HDLM GUI. It is sometimes called an HBA in this manual.

NIC A network interface card that serves as a cable port on a host. The NIC is referred to as the HBA in
HDLM commands, and HDLM GUI. It is sometimes called an HBA in this manual.

IP-SAN A data transfer network that connects hosts and storage systems by using the iSCSI standard.

CHA A channel adapter used for iISCSI connections.

P A port on a channel adapter. This serves as a cable port on a storage system.

LU Alogical unit with which the host can perform input or output operations. This unit can be accessed from
the network.

Dev A logical area (a partition) in an LU.

Path A route that connects a host and a Dev in an LU.

2.2.2.1 Setting the Range of iSCSI Software and iSCSI HBA

The following describes the range of settings for the iSCSI software and iSCSI HBA. For notes
on setting the values, see the hardware notes supplied with HDLM.

m [P addresses
Set the same network address for an HBA and a CHA port connected via a path.
m  Other settings
— You can share the IP-SAN with other hosts.
— Assingle HBA can connect to multiple CHA ports.
When using the iSCSI software and multiple NICs, connect to the storage system by each NIC

using a separate different IP network and different CHA ports for each NIC with the storage
system. To view a configuration example, see Figure 2.3.

2.2.2.2 Storage Systems Supported by HDLM

Storage systems applicable to the IP-SAN are the TagmaStore AMS/WMS Series, Hitachi
TagmaStore Universal Storage Platform 100, Hitachi TagmaStore Universal Storage Platform
600, Hitachi TagmaStore Universal Storage Platform 1100, TagmaStore NSC 55, and Lightning
9900V Series.
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2.3 LU Configuration

When you install HDLM, the LU configuration recognized by the host changes as follows:

Before installing HDLM:
In the disk management window of the host, a SCSI device is displayed for each path.

This means a single LU in the storage system is recognized as the number of LUs that

correspond to the number of paths.

m  After installing HDLM:
The MPIO driver integrates the LUs that are recognized for each path. In the disk

management window of the host, the disk corresponding one-to-one with an LU in the

storage system is displayed.

This means, from the host, LUs in the storage system are recognized as only one LU

regardless of the number of paths.

In Windows, you can display the SCSI device in the Device Manager windows.

An LU recognized by a host after HDLM installation, is called a host LU (HLU). The areas in a

host LU that correspond to the Dev in a storage system LU are called host devices (HDev).

On a system using HDLM, to access the target LU, a drive letter is assigned to the disk

integrated by the MPIO driver (the disk displayed in the disk management window of
Windows).

Figure 2.4 shows the LU configuration recognized by the host after HDLM installation.

— Host Machine

MP10 driver
-
::< _____ 2 :< _____ 2 :< _____ 2 :’\ _____ ? T SCSI device
1 ) b b b
| [} [} [}
:I 1 i 1 i 1 i 1 EE————
€ _ . ’ «_» ’ «_» ’ «_» 7 SCS| driver
C U >
Dev

— Storage subsystem

Legend
: Path

Figure 2.4 LU Configuration Recognized by Host After HDLM Installation
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Table 2.3 lists the components recognized by the host.

Table 2.3  Components Recognized by Host

Components Description

HLU An LU that the host recognizes via the HDLM driver. It is called a host LU.
Regardless of how many paths exist, only one host LU is recognized for the LU
in the storage system.

HDev A Dev in an LU that the host recognizes via the HDLM driver. It is called a host
device.
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2.4 Program Configuration

HDLM runs as a combination of programs. Because these programs correspond to the HDLM
operations, you need to understand the name, position, and role of each program.
Figure 2.5 shows the HDLM program configuration.
Host
HDLM GUI, HDLM command U | HDLM utility U
HDLM GUl/command
§ets ope_ratlon - Collecting
information.
error
information
HDLM manager U - Clearing
HDLM
. i . ersistent
HDLM GUl/command: HDLM driver Log is HDLM manager rpeservation
- performs operations obtains path obtained. requests o rvalic
on paths information. q 9. ;_lel?ll\jtermg ot
- requests path - PR
int%rmatio?] HDLM alert driver ,j reservation key
HDLM manager: ] - Check the path
- sets operation Log is HDLM alert driver configuration
information g checks existence
obtained. £l
- requests orlog.
execution of
path health kernel memol
checking Y
and automatic
failback
HDLM driver
writes log.
HDLM driver Ij
Figure 2.5 HDLM Program Configuration
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Table 2.4 lists and describes the functionality of these programs.

Table24  HDLM Program Functionality

Program Name

Functionality

HDLM GUI

Provides a graphical user interface (GUI) to enable you to:
= Manage paths

Display error information

Set up the HDLM operating environment

HDLM command

Provides the d1nkmgr command to enable you to:
= Manage paths

Display error information

Set up the HDLM operating environment

HDLM utility

Provides the HDLM utility to enable you to:
= Collect error information
Clear persistent reservations
= Register persistent reservation keys
= Check the path configuration

HDLM manager

Provides the HDLM manager to enable you to:

Configure the operating environment
= Request the execution of path health checks and automatic failback
= Collect error log data

HDLM alert driver

Reports the log information collected by the HDLM driver to the HDLM
manager.

HDLM driver

Controls HDLM functionality, manages paths, and detects errors. The HDLM
driver consists of the following:

= Core logic component
Controls the basic functionality of HDLM.
Filter component
Sends and receives /0. The driver name is hdlmdsm. sys.
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2.5 HDLM and MPIO Driver Position

The HDLM and MPIO drivers are positioned above the SCSI driver. Applications on a host
access LUs in storage systems through the HDLM and MPIO drivers.

Figure 2.6 shows the positions of the HDLM and MPIO drivers.

— Host

Application

MPIO driver HDLM driver

SCSI driver SCSI driver

L Storage subsystem

Legend
: Path

. 1/O request

Figure 2.6  Position of HDLM and MPIO Drivers
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2.6

20

Load Distribution using Load Balancing

When the system contains multiple paths to an LU, HDLM can distribute the load across the
paths by using multiple paths for 1/0. This functionality is called load balancing, and it
prevents a heavily loaded path from affecting the performance of the entire system.

Note that some |I/0 operations managed by HDLM can be distributed to each path, while
others cannot. Therefore, even when the load balancing function is used, I/0 operations
may not be equally allocated to each path. For example, when Raid Manager issues IOCTL to
a command device, this I/0 operation cannot be equally allocated to each path.

Note: Do not use the load balancing function set up in the Microsoft iSCSI Software Initiator
user interface.

In a cluster environment, the load balancing function is only available for TagmaStore,
Thunder 9200/9500V Series, Lightning 9900/9900V Series, and Universal Storage Platform V.
In a non-cluster environment, the load balancing function is available for TagmaStore,
Thunder 9200/9500V Series, Lightning 9900/9900V Series, Universal Storage Platform V, and
the EMC DMX series. For details on the cluster software supported by HDLM, see section
2.12.

Figure 2.7 shows the 1/0 flow when the load balancing function is not being used. Figure 2.8
shows the 1/0 flow when the load balancing function is being used. Both figures show an
example of an I/0 operation being issued for the same LU from multiple applications.
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Figure 2.7 1/O Flow When Load Balancing is Not Used

When the load balancing function is not being used, 1/0 operations converge on one path

(A). The load on the path (A) will cause a bottleneck, which might cause deterioration of the

whole system's performance.
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Figure 2.8  1/O Flow When Load Balancing is Used

When the load balancing function is being used, 1/0 operations are distributed via paths (A),
(B), (C), and (D). This prevents deterioration of the whole system's performance from a
bottleneck on one path.
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2.6.1

Paths to Which Load Balancing is Applied

This section explains the mechanism of load balancing. The explanation uses the example

shown in Figure 2.9.

Host
Application Application
A/ Ay
HDLM
— HBA | { HBA | { HBA | | HBA |—

A) B) (©) (D)

LU

L Storage subsystem

Legend
: Path : Owner path
—> /O request : Non-owner path
Figure 2.9  Overview of Load Balancing

This subsection describes, for each storage system, the paths to which the load balancing

function is applied.
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2.6.1.1

Using TagmaStore AMS/WMS Series, Thunder 9500V Series, or Thunder 9200 Series

HDLM performs load balancing between owner paths or between non-owner paths. An owner
path is a path that passes through the channel adapter. This path is set on the owner
controller of the storage system LU. When you set an LU, you determine the owner
controller and non-owner controller for the LU. Since the owner controller varies depending
on the LU, the owner path also varies depending on the LU. A non-owner path is a path that
uses a channel adapter other than the owner controller (a non-owner controller). To prevent
performance in the entire system from deteriorating, HDLM does not perform load balancing
between owner paths and non-owner paths. When some owner paths cannot be used due to
a problem such as a failure, load balancing is performed among the remaining usable owner
paths. When no owner paths can be used, load balancing is performed among the non-owner
paths.

For the example in Figure 2.9, suppose that the owner controller of LUO is CHAO. When the
LU is accessed, the load is balanced between the paths (A) and (B) (that is, between owner
paths). When the path (A) cannot be used due to a problem such as a failure, the LU can
only be accessed via the path (B). When the paths (A) and (B) cannot be used, the load is
balanced between the paths (C) and (D) (that is, between non-owner paths).

2.6.1.2 When using the Lightning 9900 Series, Lightning 9900V Series, TagmaStore USP or

Universal Storage Platform V

All the online paths are owner paths. Therefore, for the example in Figure 2.8, when the LU
is accessed, the load is balanced among the paths (A), (B), (C), and (D). When one of the
paths cannot be used due to a problem such as a failure, the load is balanced among the
remaining paths.

2.6.2 Algorithms for Load Balancing

24

HDLM features the following two algorithms for load balancing:
= Round robin
Round robin distributes all I/0s among multiple paths.

= Extended round robin

Extended round robin distributes 1/0s to paths depending on the type of the 1/0, which
can be either sequential access or random access. For sequential access, 1/0s are issued
to a single path. For random access, 1/0s will be distributed to multiple paths.

Table 2.5 describes the types of load balancing (round robin and extended round robin) for
each 1/0 operation type.
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Table 2.5  Algorithms for Load Balancing

Algorithm

For Sequential Access

For Random Access

Round robin

After an I/O operation is issued to a path once or a certain number of times, the path is switched to the

next path.
The storage system cache might not be fully usable.

When multiple applications that request sequential access are run concurrently, we recommend that you
use the round robin algorithm to distribute I/Os across multiple paths. !

Extended round
robin

After an 1/0 operation is issued to a path a certain
number of times in succession, the path is switched to
the next path. If sequential access is switched to
random access before an 1/0 operation is issued to a
path a certain number of times, the path is switched to
the next path when sequential access is switched to
random access.

The storage system cache can be used.

When you execute only a single application that
requests sequential access (such as a batch job
running at night) we recommend that you use the
extended round robin algorithm. !

After an 1/O operation is issued to a path once
or a certain number of times, the path is
switched to the next path.

The recommended algorithm depends on the type of application, and the operations policy.
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You can specify the load balancing function from the Options window of the HDLM GUI or by
the dlnkmgr command's set operation. For details on how to use the window components,
see section 4.2.8 or 6.3. For details on the set operation, see section 7.6.

Note: Some I/0 operations managed by HDLM can be distributed across all paths, and some
cannot. Thus, you should be aware that even when you use the load balancing function, I/0
operations cannot always be allocated uniformly across all paths.

When using MSCS, depending on the micro-program of the storage system, you may not be

able to use the load balancing function. For more details, see the hardware notes provided
with HDLM.
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2.7 Failover and Failback Using Path Switching

When the system contains multiple paths to an LU and an error occurs in the path being
used, HDLM can switch to another normal path to allow the system to continue to operate.
This functionality is called failover.

When the path in which an error occurred recovers from the error, HDLM can switch the
paths so that the recovered path is used. This functionality is called failback.

Two types of failover and failback are available:
m  Automatic path switching

=  Manual path switching

Failover and failback change the path statuses and switch the paths. Path statuses are
classified into online statuses and offline statuses. Online statuses allow the path to
normally receive 1/0s. Offline statuses prevent the path from receiving 1/0s for the
following reasons:

m  An error occurred in the path.
m A user placed the path offline using the Path Management window of the HDLM GUI.

m A user executed the HDLM command's off1ine operation.

For details on the off1ine operation, see section 7.4.

m Hardware such as cables or HBAs is removed.
For details on path statuses and the status transitions, see section 2.7.3.

Note: When using the TagmaStore AMS/WMS series, Thunder 9500V Series, or Thunder 9200,
make sure that you set the data share mode to ON (Used). For details on the data share
mode, see the manual for the TagmaStore AMS/WMS series, Thunder 9500V Series, or
Thunder 9200.

2.71  Automatic Path Switching

The following describes the automatic failover and automatic failback functionalities that
automatically switch a path.

2.71.1 Automatic Failover

If you detect an error for a path in use, you can keep operating the system by changing the
state to offline, and using other online paths. This functionality is called automatic failover.
Automatic failover is applicable to the following levels of errors that occur on a path:

m Critical: A fatal error that may stop the system.

m  Error: A high-risk error that can be avoided by using failover or other countermeasures.

For details on error levels, see section 2.11.2.
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When TagmaStore AMS/WMS series, Thunder 9500V Series, or Thunder 9200 are being used,
HDLM selects the switching destination from the paths that access the same LU, in the order
of owner paths and non-owner paths. For example, in Figure 2.10, the owner controller of
LU is CHAO, and access to the LU is made only via the path (A). After the access path is
placed offline, the first candidate for the switching destination is the path (B) and the
second candidate is the path (C) or (D).

When the Lightning 9900 Series, Lightning 9900V Series, TagmaStore USP, or Universal
Storage Platform V is being used, all the paths are owner paths. This means all the paths
accessing the same LU can be possible switching destinations. For example, in Figure 2.10,
the LU is accessed using only the path (A). After the access path is placed offline, the
switching destination is one of the paths (B), (C), and (D).
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Figure 210 Path Switching
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2.7.1.2 Automatic Failback

After a path recovers from an error, HDLM can automatically place the recovered path
online. This functionality is called automatic failback.

When using this function, HDLM monitors error recovery on a regular basis.

When using the TagmaStore AMS/WMS series, Thunder 9500V Series, or Thunder 9200, HDLM
selects the path to use from online owner paths, and then from online non-owner paths.
Therefore, if an owner path recovers from an error and HDLM automatically places the
recovered path online while any non-owner path is in use, the path to use is switched to the
owner path.

When the Lightning 9900 Series, Lightning 9900V Series, TagmaStore USP, or Universal
Storage Platform V is being used, all the paths are owner paths. Therefore, if an owner path
recovers from an error and HDLM automatically places the recovered path online, the path
to use is not switched.

An intermittent error is an error that occurs irregularly because of some reason such as a
loose cable connection. When intermittent errors occur in paths, the path status may
frequently alternate between the online and offline status if you are using automatic
failback, so the I/0 performance might deteriorate. In such a case, if there is a path in
which an intermittent error might be occurring, we recommend that you set up intermittent
error monitoring to remove that path from those subject to automatic failback.

You can specify the automatic failback function or intermittent error in the Options window
of the HDLM GUI or by the d1nkmgr command's set operation. For details on the operation
in the Options window, see sections 4.2.8 and 6.3. For details on the set operation, see
section 7.6.
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2.7.2 Manual Path Switching
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You can switch a path by manually placing a path online or offline. Manually switching a
path temporarily is useful for maintenance of the system.

You can manually place a path online or offline in the following ways:
m  Use the Path Management window of the HDLM GUI.

m Execute the dlnkmgr command's online or off1ine operation.

For details on the online operation, see section 7.5. For details on the offline
operation, see section 7.4.

However, the status of the last path for a specific LU in offline status cannot be manually
switched to offline. Also, the status of a path whose error has not been recovered cannot be
switched to online.

HDLM selects the switching destination path the same way as for automatic path switching.

When using the TagmaStore AMS/WMS series, Thunder 9500V Series, or Thunder 9200, HDLM
selects the switching destination path from owner paths and then from non-owner paths.
When the Lightning 9900 Series, Lightning 9900V, TagmaStore USP, or Universal Storage
Platform V is being used, all paths that access the same LU are candidates for the switching
destination path. All other paths that run through the same path are switched.

Changing the path status online in the Path Management window, or executing the online
operation places the offline path online. For details on the online operation, see

section 7.5. After the path status is changed to online (by using the Path Management
window or by executing the online operation), HDLM selects the path to use in the same
way as for automatic path switching. When using the TagmaStore AMS/WMS series, Thunder
9500V Series, or Thunder 9200, HDLM selects the path to use from online owner paths, and
then from online non-owner paths. When the Lightning 9900 Series, Lightning 9900V Series,
TagmaStore USP, or Universal Storage Platform V is being used, since all the paths are owner
paths, the path to use is not switched even if you change the path status to online by using
the Path Management window or the online operation.

For details on the operation for changing the path status in the Path Management window,
see sections 4.2.6 and 6.2. For details on the offl1ine and online operations, see sections
7.4 and 7.5.
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2.7.3 Path Status Transition

This section explains the online and offline path statuses described in section 2.7. There are
four types of online status, and three types of offline status. A description of each type of
status is provided below. In the descriptions, an offline operation refers to performing an
offline operation using the Path Management window in HDLM GUI or by executing the
dlnkmgr command's of £1ine operation. For details on the off1ine operation, see section

7.4.

2.7.3.1  The Online Path Status

The online path statuses are as follows:

Online
170 can be issued normally.
Online (P)

A state in which offline processing, for a path in the Online status, is in the
waiting-to-execute status.

This status occurs in a cluster configuration only.

The Online (P) status indicates that the user performed an offline operation on an
Online path that is connected to an LU for which reserve processing was being
performed. 1/0 operations can be issued normally until such reserve processing
finishes. After the reserve processing finishes, the offline operation is performed and
the path status becomes 0Offline (C).

The (P) indicates the pending attribute, which indicates that the offline operation
on the path has a waiting-to-execute status.

Online (E)

An error has occurred on the path and, among the paths that access the same LU,
none of those are in the Online status.

If none of the paths accessing a single LU are in the online status, one of the paths
is changed to the Online (E) status. This ensures that the LU can be accessed, by
making sure that all paths are not offline.

The (E) indicates the error attribute, which indicates that an error occurred in the
path.

Online (EP)

The status of an Offline (P) path changes to Online (EP) when the path goes
through the following process during reserve processing in a cluster configuration:

—  When two paths are connected to an LU, and then the user performs an offline
operation on the 0ffline (E) path to change it to Offline (P).

The other path is Online (E).

—  When one of the paths is Off1ine (P), the other path is Online (E), and HDLM
detects an error in the Online (E) path, then the path statuses change as
follows:

The Online (E) path changes to Offline (E).
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The 0ffline (P) path changes to Online (EP).

If the reserve processing finishes after the path has changed from Online (EP) to
Offline (P), the offline operation ends successfully and the path changes to
Offline(C).

If the reserve processing finishes while the path is Online (EP), the offline
operation fails and the path changes to Online (E).

2.7.3.2 The Offline Path Status
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The offline path statuses are as follow:

Offline (C)
The path is offline because an offline operation was performed.

The (C) indicates the command attribute, which indicates that the path was placed
offline by using the GUI or a command.

Offline (E)
The status in which 1/0 cannot be performed because an error occurred in the path.

The (E) indicates the error attribute, which indicates that an error occurred in the
path.

Offline (P)
This status occurs in a cluster configuration only.

The 0ffline (P) status indicates that the user performed an offline operation on
an Offline (E) path that was connected to an LU for which reserve processing was
being performed. After the reserve processing finishes, the offline operation is
performed and the path status becomes Offline (C).

The (P) indicates the pending attribute, which indicates that the offline operation
on the path has a waiting-to-execute status.
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2.7.3.3

Status Transitions of a Path

Figure 2.11 shows the status transitions of a path.

Offline operation*!

- Online operation
- When all online paths are Online (E) only*?
- When a path is added dynamically*®

Online status Offline status

Online

Offline(C)

- Automatic
An error| failback #
occurs on the - The online Error occurs An online operation is o
last remaining operation is performed for a path opelr::ion“
path with an performed after the with an error status
Online status path is recovered

from the error. L
- Automatic failback #

- The online operation
is performed after the

path is recovered
\) from the error.
- When all online paths
are Online (E)*0 only.

Online status
(actually a blocked

error status)
Online(E)

Offline status
Offline (E)

\

Other paths that access the same
device recovered from the error.

Figure 211 Path Status Transitions

Legend:

Online operation: Online operation performed in the Path Management window or by
executing the d1nkmgr command's online operation.

Offline operation: Offline operation performed in the Path Management window or by
executing the d1nkmgr command's off1ine operation.

#1: During reservation processing for an LU, the Online status is temporarily changed to
Online(P). When the reservation processing finishes, the Online(P) status is changed to
Offline(C).

#2: When the following conditions are satisfied, the connected Offline(C) paths are
automatically placed online:

— Al the online paths are Online(E) and SCSI devices connected to the Online(E) paths
have been deleted.

— SCSI devices are connected and all Offline(E) paths are subject to automatic
failback.

— SCSI devices are connected to the Offline(C) paths.

#3: When a path is added dynamically, initially the path status is Offline(C). The path status
will then automatically change to Online. For details on the path dynamic addition
functionality, see 4.6.1.
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#4: When the following conditions are satisfied, a path that has been determined to have an
intermittent error also becomes subject to automatic failback:

— Al the paths connected to an LU are Online(E), Offline(E), or Offline(C).

— Al the paths connected to an LU have been determined to have an intermittent
error.

— The processing of continuous 1/0 operations issued to an LU is successful.

#5: During reservation processing for an LU, the Offline(E) status is temporarily changed to
Offline(P). When the reservation processing finishes, the Offline(P) status is changed to
Offline(C).

#6: When the following conditions are satisfied, the connected Offline(E) paths are
automatically placed online:

— All the online paths are Online(E) and SCSI devices connected to the Online(E) paths
have been deleted.

— The Offline(E) paths are assumed to have had an intermittent error, and are
excluded from automatic failback.

— The SCSI devices are connected to the Offline(E) paths.

The last available online path for each LU cannot be placed offline by using the Path
Management window or by executing the off1ine operation. This ensures access to the LU.
For details on the of f1ine operation, see section 7.4.

If an error occurs in the last available online path for each LU, the status of the path is
changed to Online (E).

If you are using automatic failback, when the path recovers from an error, HDLM
automatically places the path online. However, there are the following exceptions:

= When you are using intermittent error monitoring, the path in which the intermittent
error occurred is not automatically placed online when the path recovers from the error.
In such a case, place the path online manually. If the only online path is Online (E)
when the path is recovered from the error, the path might be placed online
automatically. For details, see Figure 2.13.

m  There is a case in which the path is automatically placed online even if you are not using
the automatic failback function. If you remove the hardware that supports the Windows
plug and play function, HDLM places the path offline. Then, HDLM automatically places
the path back online when the hardware is re-installed. However, this applies only when
there is no other cause for the path being placed offline. Since HDLM automatically
places the path online without using the automatic failback function, you do not need to
place the path online manually.

When you use the LU dynamic deletion functionality, the path whose status is Online(E) is
deleted. Therefore, the path whose status is Online(E) is not displayed in the Path
Management window. Also, the view operation does not display the path whose status is
Online(E).
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Note: If there is a path failure immediately after a path is made offline by using an HDLM
command or HDLM GUI, Offline(C) might change to Offline(E). If an offline operation was
performed, wait for a fixed period of time (about 2 minutes), check the path status by using
an HDLM command or HDLM GUI, and make sure that the status has changed to Offline(C). If
it is Offline(E), retry the offline operation.
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2.8 Monitoring Intermittent Errors

2.8.1

An intermittent error means an error that occurs irregularly because of some reason such as
a loose cable connection. I/0 performance might decrease when an intermittent error
occurs while automatic failback is used, because automatic failback is performed
repeatedly. To prevent this phenomenon, HDLM can automatically remove the path where
an intermittent error is occurring from those paths subject to automatic failback. This
process is called intermittent error monitoring.

We recommend that intermittent error monitoring be used along with automatic failback.

With intermittent error monitoring, a path in which an error occurs a specified number of
times within a specified interval is determined to have an intermittent error. The path
where an intermittent error occurs has an error status until the user places the path online.
Failback is not performed for the path. This status is called not subject to auto failback.

Checking Intermittent Errors

You can check the path in which an intermittent error occurs by using the execution result
of the HDLM command's view operation or the HDLM GUI Path List view.

For details on the view operation, see section 7.7. For details on how to use the Path List
view of the HDLM GUI and the window components, see sections 4.2.3.2 and 6.2.4.

2.8.2 Setting up Intermittent Error Monitoring

When you use the intermittent error functionality, you can enable or disable the
functionality. If you enable the functionality, specify the monitoring conditions: the error
monitoring interval, and the number of times that the error is to occur. If an error occurs in
a path the specified number of times within the specified error monitoring interval, the
system determines that the path has an intermittent error. For example, if you specify 30
for the error monitoring interval and 3 for the number of times that the error is to occur,
the path is determined to have an intermittent error if an error occurs 3 or more times in 30
minutes.

You can set up intermittent error monitoring by executing the d1nkmgr command's set
operation or using the Options window of the HDLM GUI.

Intermittent error monitoring can be used only when automatic failback is enabled. The
setting value depends on the setting value for automatic failback. For details on how to set
up the setting values, see sections 7.6 and 6.3.

2.8.3 Actions for Intermittent Error Monitoring

36

Intermittent error monitoring is performed for each path,. and it starts when a path is
recovered from an error by using automatic failback.

This subsection describes the following actions for intermittent error monitoring:
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m  When an intermittent error occurs.
= When an intermittent error does not occurs.

m  When the conditions for the intermittent error are changed during error monitoring.

2.8.3.1  When an Intermittent Error Occurs

When an error occurs in a path the specified nhumber of times within the specified interval,
the error monitoring finishes, the path is determined to have an intermittent error, and then
the path is removed from those items subject to automatic failback. The path that is
removed from the paths that are subject to automatic failback has an error status until the
online operation is performed properly. However, if the path satisfies certain conditions, it
will be subject to automatic failback and change to online (Online). For details on the
conditions, see Figure 2.11.

Figure 2.12 shows the action for intermittent error monitoring when an intermittent error
occurs. In this example, the path is determined to have an intermittent error when the error
occurs 3 or more times in 30 minutes. The event occurred in one path is described on the

time arrow.
Stop monitoring.
Exclude the path from the
Start monitoring items subject to automatic
- i failpack.
- Monitoring
Time
i#} rro ® rro * rro
time time time
Y
30 minutes
(Legend), . . .
AFB]; I_r|1€|ce|1(tes where the path was changed from error status to online status by automatic
ailback.

#
This includes online operation performed by a user.

Figure 212 Action when an Intermittent Error Occurs in the Path

2.8.3.2 When an Intermittent Error Does Not Occur

If an error does not occur in the path the specified number of times within the specified
interval, an intermittent error does not occur. In this case, the error monitoring finishes
when the specified error monitoring interval finishes and the number of errors is reset to 0.
If an error occurs in the path later, the error monitoring resumes at the time the path is
recovered from the error by using automatic failback.

If errors occur after a long interval, an intermittent error can be detected by increasing the
error monitoring interval or by decreasing the number of times that the error is to occur (in
order for the system to determine that an intermittent error is occurring).
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Figure 2.13 shows the action for intermittent error monitoring when an intermittent error
does not occur. In this example, the path is determined to have an intermittent error if the
error occurs three or more times in 30 minutes. The event occurring in one path is described
on the time arrow.

Start monitoring Stop monitoring ~ Start monitoring Stop monitoring
[<¢—Monitoring————» onitoring————»|

Time

gL e

AFB ifs AFB# AFB ifs AFB#
time time
Y Y
30 minutes 30 minutes
(Legend)

AFB: Indicates where the path was changed from error status to online status by automatic failback.

#
This includes online operation performed by a user.

Figure 213  Action When an Intermittent Error does not Occur in the Path

The number of times that the error is to occur is counted when an error occurs. As shown in
Figure 2.13, normally the number of times that the error is to occur is counted each time an
error occurs after the path is recovered online by automatic failback during intermittent
error monitoring. However, if all the paths connected to the LU are in Offline(E), Online(E),
or Offline(C) status due to disconnection of the paths or other reasons, the path is not
recovered online by automatic failback. If 1/0 operations are continuously issued to such a
LU, the number of times that the error is to occur might be counted even if the path is not
placed online. If the number of times that the error is to occur reaches the specified value,
the path is determined to have an intermittent error. In such a case, remove the cause of
the error, and then manually place the path online.

2.8.3.3 When Conditions for an Intermittent Error Change During Error Monitoring

38

When the conditions (error monitoring interval and the number of times that the error is to
occur) for an intermittent error are changed during error monitoring, the number of errors
and the time that has passed since the error monitoring started are reset to 0. The error
monitoring does not finish and resumes from the time the conditions are changed.

When you change the conditions outside the error monitoring time, at the time the path is
recovered from the error by using automatic failback, the error monitoring starts with the
changed conditions.

Figure 2.14 shows the action for intermittent error monitoring when the conditions for an
intermittent error are changed during error monitoring. In this example, the conditions have
been changed from 3 or more errors in 30 minutes, to 3 or more errors in 40 minutes. The
events occurring in one path are written on the time arrow.
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AFB: Indicates where the path was changed from error status to online status by AFB.
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This includes online operation performed by a user.

Figure 2.14 Action Conditions for Intermittent Error Change during Error Monitoring

2.8.4 When User Operations Change Intermittent Error Information
The following might be reset when the user changes the values set for an intermittent error
or the path status: the number of errors that are counted during error monitoring, the time
that has passed since error monitoring started, and the information about whether an
intermittent error occurs (the path has been removed from those paths subject to automatic
failback). Table 2.6 lists whether the above items are reset.

If you want to check whether intermittent error monitoring is being performed for the path,
check the IEP item displayed when the dlnkmgr command's view -path operation is
executed with the -iem parameter or the Intermittent Error Path item in the Path List view
of the HDLM GUI. If a numerical value of 0 or greater is displayed in the Intermittent Error
Path item, then intermittent error monitoring is being performed.

Table 2.6  When User Operations change Intermittent Error Information

User Operation Number of Errors and Information about Paths
Time Passed since Error | not Subject to
Monitoring Started Automatic Failback

Changing the setting for Setting of £ Reset Reset!

intermittent error

monitoring Changing the conditions for an Reset? Inherit

intermittent error during intermittent
error monitoring

Setting on during intermittent error
monitoring by executing the set
operation (the conditions for the
intermittent error monitoring are not
changed)

Clicking the Apply or OK button in
the window for the Options window
of the HDLM GUI.* during
intermittent error monitoring
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User Operation

Number of Errors and
Time Passed since Error

Information about Paths
not Subject to

Monitoring Started Automatic Failback
Changing the setting for intermittent | (Not applicable) (Not Inherit
error monitoring to outside the counted.)
intermittent error monitoring.
Changing the automatic Setting of £ Reset Reset
failback settings
Changing the path status | Placing the path Offline(C) Reset Reset
Placing the path Online outside the (Not applicable) (Not Reset

intermittent error monitoring

counted.)

Placing the path Online during
intermittent error monitoring

Inherit

(Not applicable)(If a path
has been removed from
the paths subject to
automatic monitoring, that
path is not monitored.)

Restarting the HDLM manager

Reset#

Inherit

Restarting the host

Reset

Reset

"When you change the intermittent error monitoring functionality to off, information about paths not subject to automatic
failback will be reset. When you change the intermittent error monitoring functionality to off and you do not want to reset
information about paths not subject to automatic failback, place the target paths Offline(C).

2The number of errors is reset to 0, and then monitoring restarts in accordance with the changed monitoring conditions.

3f the settings for a function other than intermittent error monitoring have been changed or the settings for intermittent error
monitoring have not been changed, and then the Apply or OK button is clicked, the number of error occurrences and the time
since monitoring started are reset. To leave the setting unchanged, close the Options window by clicking the Cancel button. If
you want to change the settings for a function other than intermittent error monitoring but do not want to reset the intermittent
error monitoring status, use an HDLM command.

4The number of errors is reset to 0, and then monitoring restarts.
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2.9 Detecting Errors Using Path Health Checking

HDLM can check the status of paths at regular intervals, and detect errors. This functionality
is called path health checking.

Without path health checking, an error is not detected unless I/0 is performed because the
system only checks the path status when 1/0 is performed. With path health checking,
however, the system checks the status of online paths at regular intervals regardless of
whether 1/0 is performed. If an error is detected in a path, path health checking
functionality switches the status of that path to Offline (E) or Online (E), SO you can use
the d1nkmgr command's view operation or the Path Management window of the HDLM GUI
to check the path error.

For example, in a normal state, I/0 is not performed on the paths of the standby host in the
cluster configuration or on the non-owner paths (that is, some of the paths that access the
TagmaStore AMS/WMS series, Thunder 9500V Series, and Thunder 9200 storage system).
Because of this, for the standby host or a host connected to non-owner paths, we
recommend that you use path health checking to detect errors. This enables the system to
use the most recent path-status information when selecting the switching destination.

You can configure path health checking by using the Options window of the HDLM GUI or by
executing the d1nkmgr command's set operation. For details on the Options window, see
sections 4.2.8 and 6.3. For details on the set operation, see section 7.6.

HiCommand® Dynamic Link Manager (HDLM) for Windows® Systems User’s Guide 41



2.10 Dynamic Reconfiguration

Using the Windows plug-and-play functionality, you can add an LU and a path when the host
installing HDLM is running, which is called dynamic reconfiguration functionality. For details
on the dynamic reconfiguration, see section 4.6.1.

2.10.1 Adding an LU Dynamically

The LU dynamic addition functionality enables you to add an LU and a path when the host
installing HDLM is running.

For details on the LU dynamic addition functionality, see section 4.6.1.

2.10.2 Deleting an LU Dynamically

The LU deletion functionality automatically removes an LU from HDLM management when all
the paths to that LU are disconnected.

You can set the LU deletion functionality by specifying the d1nkmgr command's set
operation together with the -rm1u on parameter in the HDLM command. You can also set
this functionality in the Options window of the HDLM GUI. For details on the set operation,
see section 7.6. For details on the operation of the Options window, see section 6.3.

For details on deleting an LU dynamically, see section 4.6.2.
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211 Error Management

For troubleshooting, HDLM collects information into log files. The error information can be
filtered according to the error level, and collected into the log files.

Figure 2.15 shows the data flow when collecting error information.
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. Path
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Figure 215 Data Flow when Collecting Error Information

Logs might be collected in layers lower than HDLM, such as for the SCSI driver. For details on
the logs, see the Windows documentation.
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2111 Collected Logs

HDLM collects information on the detected error and trace information in the integrated
trace file, trace file, error logs and event logs. You can use the error information to examine
the status of an error and analyze the cause of the error.

The information about the Windows system-down is output to a system memory dump file.

A system memory dump file is a file to which the system memory data is output when
Windows system-down occurs. This file is required when Windows system-down occurs.
Specify the following procedure to output the system memory dump file.

Click Control Panel, System, Startup/Shutdown, Write Debugging Information is chosen
with Recovery, and then choose Kernel Memory Dump or Complete Memory Dump.

Table 2.7 describes the types of error information.

Table 2.7

Types of Error Information

Log Name

Description

Output Destination

Integrated
trace file

Operation logs of the HDLM command and GUI
are collected.

The default file path is drive-for-program-
installation:\Program
Files'\HITACHI\HNTRLib2\spool\hntr2n.log (n
indicates a file number)

To specify the output destination directory and the file
prefix for the integrated trace file, use a utility of Hitachi
Network Objectplaza Trace Library (HNTRLib2).

Trace file

Trace information on the HDLM manager is
collected for the level set by the user. If an error
occurs, you might need to change the settings
to collect trace information.

The trace file name is \Program
Files\HITACHI\DynamicLinkManager\log\hdlm
tr[1-64].log?

Error log

Error information for the user-defined level is
collected from detected errors. By default,
HDLM collects all detected error information.

HDLM Manager logs:

\Program
Files\HITACHI\DynamicL inkManager\ 1 og\d1lmmgr [1
-16].1log?
HDLM GUI logs:
\Program
Files\HITACHI\DynamicLinkManager\ 1 og\d1lmgui [1
-21.1log?
HDLM remote access interface logs:
\Program
Files\HITACHI\DynamicLinkManager\ 1 og\d1lmwebag

ent [1-n] . log?

The value n depends on the setting in the file
dlmwebagent .properties.

Event log

Information about very severe errors (severity
level is Critical or Error) is collected from
detected errors.

You can use administrative tools such as Event
Viewer to check event logs.

Event log (application log)

'In the Windows Server 2003(IPF and x64), replace this part with Program Files (x86).
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Log Name Description Output Destination

2The underlined part indicates the folder specified during installation. When obtaining these files, make sure that you copy
them to other files.

For details on error levels, see section 2.11.2.

Note: To collect logs, HDLM uses the Hitachi Network Objectplaza Trace Library service. If
this service is not active, start it as follows: In Control Panel, choose Administrative Tools
and then Services to open the Services window. In the list of services, select Hitachi
Network Objectplaza Trace Monitor 2. Then from the Action menu choose Start.
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2.11.2 Filtering of Error Information

Errors that HDLM detects are classified into error levels. Table 2.8 lists the error levels, in
order of adverse effect on the system.

Table 2.8  Error Levels
Error Level Meaning Level Shown in
Event Viewer

Critical Fatal errors that may stop the system. Error

Error Errors that crucially affect the system. This type of error can be avoided by using | Error
failover or other countermeasures.

Warning Errors that enable the system to continue but, if left, might cause the system to Warning
operate improperly.

Information Information that indicates the operating history when the system operates Information
normally.

Error information is filtered according to the error level, and then collected.

The error information in error logs and in the event log is collected based on a user-defined

collection level. The collection levels are as follows:

Collection levels for error logs and event logs: The event log always collects error
information at the Error level or higher.

The

error log can use any of the following logging levels to collect error information:
Collects no error information.

Collects error information at the Error level and higher.

Collects error information at the Warning level and higher.

Collects error information at the Information level and higher (that is, all levels).

Collects error information at the Information level and higher (including
maintenance information).

Collection levels for log information in trace files:

Outputs no trace information.

Outputs error information only.

Outputs trace information on program operation summaries.
Outputs trace information on program operation details.

Outputs all trace information.

For details on how to set the collection level, see section 3.5.2.
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2.11.3 Collecting Error Information Using the DLMgetras Utility

HDLM has a utility for collecting HDLM error information (DLMgetras). By executing this
utility, you can simultaneously collect all the information required for analyzing errors:
information such as error logs, integrated trace files, trace files, definition files, and the
operation system. You can use the collected information when you contact your HDLM
vendor or maintenance company (if there is a maintenance contract for HDLM). For details

on the DLMgetras utility, see section 8.2.
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212 Cluster Support

48

HDLM is also available for cluster configurations.

Table 2.9 lists the cluster software supported by HDLM.

Table 2.9  Cluster Software Supported by HDLM
Operating Cluster Software Thunder 9200/9500V Series, EMC EMCCX HP EVA
System Lightning 9900/9900V Series, DMX Series* Series*
TagmaStore, and Universal Series
Storage Platform V
Windows MSCS X - - -
2000
Oracle 9i RAC version X - - -
9.2.0.1.0
Oracle RAC 10g version X - - -
10.1.0.2.0
Windows MSCS X X X X
Server 2003
(IA32)# VCS4.1,4.2,4.3 X - - -
Oracle RAC 10g version X - - -
10.1.0.2.0, version
10.1.0.3.0, version
10.1.0.4.0
Windows MSCS X X X X
Server 2003
(IPF)*#
Windows MSCS X - - -
Server 2003
(x64)

*Only the following operating systems can manage the EMC DMX series, EMC CX series, and HP EVA series:
= Windows Server 2003 (IA32) SP1 or later
Windows Server 2003 (IPF) SP1 or later

When load balancing is supported in a cluster configuration, HDLM uses a path of the active
host to access an LU.

For example, in Figure 2.16, when HDLM uses a path that passes through the path (A) of the
active host to access a device within the LU, if the path is placed offline, HDLM switches to

a path that passes through the path (B) of the active host to continue processing.

The trigger for switching hosts depends on the cluster software.
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Figure 216 Path Switching in a Cluster Configuration

Note

When you use HDLM in a cluster configuration, you must install the same version of
HDLM on all the nodes that comprise the cluster. If different versions of HDLM are
installed, the cluster system may not operate correctly. If the HDLM Version and
Service Pack Version, which are displayed by executing the following command,
are the same, the versions of HDLM are the same:

|>dlnkmgr view -sys -sfunc

The Disk Reservation agent of the VCS is not supported.

When a MSCS environment is created using the Thunder 9200 series or Thunder
9500V, you must perform the storage system settings to enable the persistent
reservation functionality. For details, see the list of the storage system setting
information in the hardware notes provided with HDLM.
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Chapter 3 Creating an HDLM Environment

This chapter explains the procedure for setting up an HDLM environment and canceling
environment settings. The chapter is comprised of the following sections:

System requirements (see section 3.1)

Flow for creating an HDLM environment (see section 3.2)
HDLM installation types (see section 3.3)

Notes on creating an HDLM environment (see section 3.4)
Setting up HDLM (see section 3.5)

Installing HDLM (see section 3.6)

Checking the path configuration (see section 3.7)

Setting up integrated traces (see section 3.8)

Uninstalling HDLM (see section 3.9)
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3.1 System Requirements

Check the following before installing HDLM:

3.1.1  Applicable Models

3.1.1.1 Applicable Hosts

You can install HDLM on a host that is running an operating system described in Table 3.1.

Table 3.1  Applicable OSs for Hosts

0s Service Pack

Windows 2000 Server SP4

Windows Server 2003 (IA32) No service pack’
SP1
SP2

Windows Server 2003 (IA32) R2 No service pack
SP2

Windows Server 2003 (IPF) No service pack’
SP1
SP2

Windows Server 2003 (x64) No service pack
SP2

Windows Server 2003 (x64) R2 No service pack
SP2

' To use the Storport Miniport driver as an HBA driver in an environment where SP1 or later is not applied, the QFE update

program 838894 provided by Microsoft is required.

3.1.1.2 Applicable Host Bus Adapters (HBAs)

For details about the applicable host bus adapters (HBAs), see HDLM Release Notes.

3.1.1.3 Applicable Storage Systems

HDLM is applicable to the storage systems described in Table 3.2. Dual controller
configuration is required for the applicable storage systems. If a host is used in a HUB
connection environment, set unique loop IDs for all the connected hosts and storage
systems. For details about the micro-program versions and storage system settings required
for using HDLM, see HDLM Release Notes.
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Table 3.2  Applicable Storage Systems

Applicable Storage Systems' Interface Operating System
Windows 2000 Windows Server 2003
Server
1A32 IPF x64

EMC DMX series? FCIIF - Y3 Y3 -
EMC CX series* FCIIF - Y3 Y3 -
Hitachi Universal Storage Platform V | FC I/F Y Y Y Y
HP EVA series® FCIIF - Y3 Y3 -
Lightning 9900 Series FCIIF Y Y Y Y
Lightning 9900V Series FCIIF Y Y Y Y

iSCSII/F Y - -
SVS/XP10000/XP12000/XP24000 FCIIF Y Y Y Y
TagmasStore AMS/WMS Series FCIIF Y Y Y Y

iSCSII/IF Y - -
TagmaStore Universal Storage FCIF Y Y Y Y
Platform 100/600/1100, TagmaStore
NSC 55

iSCSI IIF Y - -
Thunder 9200 Series® FCIIF Y Y Y Y
Thunder 9500V Series FCIIF Y Y Y Y
XP128/XP1024 FCIIF Y Y Y Y
Legend:

Y: Usable
-- Not usable

'Dual controller configuration is required.

2The evaluation of EMC DMX3000 is completed. A condition of the support is that the response of inquiries for other systems
of the EMC DMX series must be the same as that of the EMC DMX3000. When using systems of the EMC DMX series other
than the EMC DMX3000, evaluate the connection in advance.

3SP1 or later must be installed.

4The evaluation of EMC CX700 is completed. A condition of the support is that the response of inquiries for other systems of
the EMC CX series must be the same as that of the EMC CX700. When using systems of the EMC CX series other than the
EMC CX700, evaluate the connection in advance.

5SCSI I/F is not supported.

6The evaluation of HP EVA8000 is completed. A condition of the support is that the response of inquiries for other systems of
the HP EVA series must be the same as that of the HP EVA8000. When using systems of the HP EVA series other than the
HP EVA8000, evaluate the connection in advance.
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3.1.2 Microsoft MPIO Drivers
Table 3.3 lists and describes versions of the Microsoft MPIO driver bundled with HDLM.

Table 3.3  Versions of Microsoft MPIO Driver Bundled with HDLM

Driver Description File version

mpdev.sys Multipath Scsi Device Filter 1.17.3790.1759
mpio.sys Multipath Support Bus-Driver 1.17.3790.1759
mpspfitr.sys Multipath Scsi Filter 1.17.3790.1759

3.1.3 Related Programs

This section describes the programs related to HDLM.

3.1.3.1  When Setting up a Cluster Configuration

For details about the related programs when setting a cluster configuration, see 2.12.

3.1.3.2 When Using a Volume Manager
Table 3.4 lists and describes the related programs when using a volume manager.

Table 3.4  Related Programs when a Volume Manager is Used

Operating System Related Programs

Windows 2000 Server Veritas Volume Manager 3.0

Veritas Storage Foundation 4.1 for Windows

Windows Server 2003 (IA32)* Veritas Storage Foundation 4.0 for Windows

Veritas Storage Foundation 4.1 for Windows

Veritas Storage Foundation 4.2 for Windows

Veritas Storage Foundation 4.3 for Windows

#: EMC DMX Series, EMC CX Series and HP EVA Series do not support volume manager.
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3.1.3.3 Exchanging Data Using Intermediate Volumes Managed by Hitachi RapidXchange
Table 3.5 lists related programs when exchanging data by using intermediate volumes
managed by Hitachi RapidXchange. For details about Hitachi RapidXchange, see the manual

Reference Manual / File Conversion Utility & File Access Library.

Table 3.5 Related Programs when Exchanging Data by Using Intermediate Volumes Managed by Hitachi

RapidXchange
Operating System Related programs
Windows 2000 Server! File Access Library and File Conversion Utility (FAL/FCU)
1.2-57/20 or later?
Windows Server 2003 (IA32)! File Access Library and File Conversion Utility (FAL/FCU)

1.2-57/20 or later2
1.3-64/21 or later3
1.4-64/21 or later*

' For details, see section 3.1.1.1.

2Connection mainframe: MVS

Connection storage system: Lightning 9900 Series
3Connection mainframe; MVS

Connection storage system: Lightning 9900V Series
4Connection mainframe: MVS

Connection storage system: TagmaStore USP

3.1.3.4 Using the HDLM GUI

When using the HDLM GUI, the related program is Microsoft Internet Explorer 5.0 or later.

3.1.4 Memory and Disk Space Requirements

This section describes memory and disk space requirements.

3.1.41 Memory Requirements
Table 3.6 lists the memory requirements for a host.

Table 3.6  Memory Requirements for a Host

HDLM GUI Operating System Required Memory
Not used Windows 40MB
Used Windows 65MB
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3.1.4.2 Disk Requirements

This section describes disk space requirements for a host.
Table 3.7 lists the disk space requirements for a host.

Table 3.7  Disk Space Requirements for a Host

Folder Disk Space Requirements

HDLM-installation-folder = When you do not use the HDLM GUI:
110MB + pMB' + gMBZ? + 1MB

m  When you do use the HDLM GUI:
110MB + 20MB + pMB' + gMB2 + 1MB

1This size depends on the settings for the log files. The maximum size is 30000MB.

When s is the error log file size (the default value is 9900) and m is the number of error log files (the default value is 2), this
value (p) can be calculated as follows:

p = (s xm) /1024 (rounded-up integer) (units: MB)

2This size depends on the setting for the trace files. The maximum size is 1000MB. When t is the trace file size (the default
value is 1000) and n is the number of trace files (the default value is 4), this value (q) can be calculated as follows:

q=(txn) /1024 (rounded-up integer) (units: MB)

3.1.5 Number of Paths Guaranteed in HDLM
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Table 3.8 lists the number of LUs, number of paths per LU, and total number of paths
guaranteed in HDLM.

Table 3.8  Number of Paths Guaranteed in HDLM

ltem Maximum Value
Number of LUs 256

Number of paths per LU 12

Total number of paths 3,060
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3.2 Flow for Creating an HDLM Environment

Set up the environment to use HDLM as follows.

Prepare for the - - - 3.4 Notes on creating an HDLM environment
installation of HDLM - -+ 3.6.1 Preparations for a new installation of HDLM
Install HDLM - 3.6.3 Performing a new installation of HDLM

- 3.6.4 Upgrade installation or re-installation of HDLM

Check the path

configuration - 3.7 Checking the path configuration

- 3.5 Setting up HDLM

SR D (IDIEE --- 3.8 Setting up integrated traces

Figure 3.1  Flow of HDLM Environment Setup

HiCommand® Dynamic Link Manager (HDLM) for Windows® Systems User’s Guide 57



3.3 HDLM Installation Types

This subsection describes the following types of HDLM installation: new installation, upgrade
installation, and re-installation.
New installation of HDLM:

Installing HDLM in a server on which HDLM has not been installed is called a new
installation of HDLM.

Upgrade installation of HDLM:

Installing a newer version than the existing version without uninstalling the existing
version is called an upgrade installation of HDLM. You can perform upgrade installation
only for HDLM 5.5 or later.

Re-installation of HDLM:

Installing the same version of HDLM, to restore the existing version, without first
uninstalling that version is called a re-installation of HDLM.
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3.4 Notes on Creating an HDLM Environment

When you are building an HDLM environment, note the points listed below.

3.41 Notes on HBAs and HBA Drivers

m  When using the Storport Miniport driver as an HBA driver in Windows Server 2003, install
QFE 838894 or later for the Microsoft Storport driver install or Windows Server 2003 SP1
or later, before installing HDLM. If you have installed HDLM in an environment where
either QFE 838894 or later or Windows Server 2003 SP1 or later was not installed, the
following problems might occur:

— When HDLM is installed in an environment where the boot disk is an HDLM
management-target disk, Windows Server 2003 will not be able to start. If this
happens, you must reinstall Windows Server 2003.

—  When HDLM is uninstalled, LUs managed by HDLM will no longer be available after
the system is restarted. If this happens, perform the following procedure:

1. Stop applications that access the LUs managed by HDLM.

2. In the Device Manager window, in the View menu choose Devices by type.
3. Double-click Disk Drives to display a list of disk drives.
4

In the list, select the disk drive for the LUs managed by HDLM, and then choose
Action and Properties.

Click the Driver tab
6. Click the Driver Details button.

ul

The Driver File Details window is displayed.

7. If the driver file is mpdev. sys, click the Delete button to delete the device
from the system.

8. Perform steps 5 through 7 for all the disk drives of LUs managed by HDLM.
9. Choose Action and then Scan for hardware changes.

10. In the Disk Management window, click Rescan Disks.
m  Note the following if you use a QLogic HBA driver version earlier than 8.2.3.11 and
change the configuration to a multipath configuration after HDLM installation: If all
paths are connected to a single CHA of the storage system and an error occurred in the

connected CHA, all the paths will also fail. This might slow the path failover. Make sure
that you connect the paths to multiple CHAs.

m  When you use multiple HBAs, make sure that the models of the HBAs are the same. Also
make sure that the HBA firmware versions and host driver versions are the same.

3.4.2 Notes on Storage Systems

= You must not change the vendor ID and product ID of the storage system. If you change
these IDs, HDLM cannot recognize the storage system.
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For a configuration in which the host and the storage system are connected by using a
Fibre Channel switch, select Point To Point as the connection type. If you select FC-AL
(Fibre Channel Arbitrated Loop) as the connection type, an unexpected path error may
be detected.

Windows can recognize LUNs from 0 to 255. Therefore, set LUNs in the range from 0 to
255 in the storage system management software.

3.4.3 Notes on HDLM Versions
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If HDLM 5.4 or earlier has been installed, uninstall HDLM first and then proceed with the
new HDLM installation in accordance with the procedure described in section 3.6.5.

In HDLM 5.6 or later, trace files for HDLM versions earlier than 5.6 are divided into
integrated trace files and trace files. The logs for the HDLM command and HDLM GUI
operations are output to integrated trace files. Trace information for an HDLM manager
is output to trace files. The output destinations for the files change as follows:

—  When you migrate from an HDLM version earlier than 4.0 to an HDLM version 5.6 or
later

- Trace files before migration:drive-for-program-installation:\Program
Files"\HITACHI\HNTRLib\spool\hntrn.log (n indicates a file number)

- Integrated trace files after migration: drive-for-program-
installation:\Program Files#\HITACHI\HNTRLib2\spool\hntr2n.log
(n indicates a file number)

- Trace files after migration: drive-for-program-installation:\Program
Files\HITACHI\DynamicLinkManager\log\hdlmtrn.log (n indicates a file
number)

The underlined part indicates the folder specified during installation.

—  When you migrate from HDLM version 4.1 - 5.5 to HDLM version 5.6 or later, or when
you perform an upgrade installation from HDLM 5.5 or later

- Trace files before migration or upgrade: drive-for-program-
installation:\Program Files#\HITACHI\HNTRLib\spool\hntrn.log (n
indicates a file number)

- Integrated trace files after migration or upgrade:drive-for-program-
installation:\Program Files#\HITACHI\HNTRLib2\spool\hntr2n.log (n
indicates a file number)

#

In Windows Server 2003(IPF and x64), replace this part with Program Files
(x86).

- Trace files after migration or upgrade: drive-for-program-
installation:\Program
Files\HITACHI\DynamicLinkManager\log\hdlmtrn.log (n indicates a file
number)

The underlined part indicates the folder specified during installation.
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m  Before installing or upgrading HDLM 5.5 or later, make sure that no other application is
using an HDLM management-target LU.

= When HDLM 5.5 or later is installed for the first time, the event described below occurs
and is output to the event log. However, it does not affect the system or HDLM
operations.

Description
Event provider attempted to register query "select * from WMIEvent" whose target class
"WMIEvent" does not exist. The query will be ignored.

m  When you use HDLM in a cluster configuration, you must install the same version of
HDLM on all the nodes that comprise the cluster. If different versions of HDLM are
installed, the cluster system may not operate correctly. If the HDLM Version and
Service Pack Version, which are displayed by executing the following command,
are the same, the versions of HDLM are the same:

|>dlnkmgr view -sys -sfunc

3.4.4 Notes on Windows

m  Before upgrading the OS from Windows 2000 Server to Windows Server 2003 or re-
installing the OS during system recovery, always uninstall HDLM. After upgrading the OS,
install the appropriate HDLM version for the upgraded operating system.

m  We recommend you install the operating system and HDLM on an internal disk of the
host. If you install them on an HDLM management-target disk, the following problems
might occur.

— You might not be able to store the operating system crash-dump and error
information on the disk.

— After uninstalling HDLM, files might not be deleted.
m If the size of the Path system environment variable is 1024 bytes or more, HDLM

Manager might not be able to start. When HDLM Manager fails to start, the following
message is output to the Windows event log (system):

Source: Service Control Manager

Type: Error

Event ID: 7000

Description: DLMManager service could not be started for the following reason: The
service did not respond to the start request or control request within the specified
period.

If HDLM Manager fails to start, delete unnecessary character strings in the path so that
the size of the Path system environment variable is 1024 bytes or less:

For Windows Server 2003 (IPF) and Windows Server 2003 (x64):

Windows-installation-drive:\Program Files (x86) \Common
Files\Hitachi

HDLM-installation-folder\bin
HDLM-installation-folder\1lib

For Windows versions other than the above:
Windows-installation-drive:\Program Files\Common Files\Hitachi

HDLM-installation-folder\bin
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HDLM-installation-folder\1lib

For Windows Server 2003 SP1 and Windows Server 2003 R2 (no service pack), if you do
not want to use one of the above methods, you can use a Microsoft hotfix to start HDLM
Manager.For details about how to obtain and use the hotfix and how it affects the
system, contact Microsoft.

m Before installing HDLM, enable the setting for automatically shortening file and folder
names (8.3 format). If this setting is disabled, shortened names might not be generated
in the Intel 32 folder in which the HDLM uninstallation program is stored, and
uninstallation of HDLM cannot be performed because the uninstallation program cannot
be started. If shortened names are not generated in the Intel 32 folder, uninstall
HDLM according to the procedure described in 3.9.2.

m  HDLM uses the Windows Installer service during installation. Therefore, when you install
HDLM, take the following measures:

— In the Startup Type setting for the Windows Installer service, specify Manual or
Automatic.

— Before installing HDLM, make sure that other programs are not using the
Windows Installer service.

If you install HDLM while the Startup Type setting for the Windows Installer service is
disabled or while another program is using HDLM, the following message appears and
installation might fail:

|KAPLO9034—E An Internal error occurred in the HDLM Installer. Code = -99 nnnnn

If this message appears during a new installation of HDLM:
Confirm that conditions 1 and 2 above are met, and install HDLM again.
If this message appears during an upgrade or re-installation of HDLM:

Confirm that conditions 1 and 2 above are met, and then reperform an upgrade or
re-installation of HDLM.

You must be careful because even though an upgrade or re-installation of HDLM has
actually failed, the Add/Remove Programs window might indicate that HDLM has
been installed normally.

m If you install HDLM when either of the following conditions exists, an error might be
displayed for the mirror disk in the Disk Management window of Windows.

— A mirror disk volume that uses a Windows dynamic disk exists among the HDLM
management-target devices.

— An application that uses the dmaadmin service is being executed.

This error does not affect the data of the HDLM management-target devices. If you
restart the host and then activate the disk in the Disk Management window of Windows,
this error will not appear. To prevent the error from occurring, perform the following
before installing HDLM:

— When a mirror disk volume that uses a dynamic disk exists among the HDLM
management-target devices.

Close the management console for the disk.
— When the application that uses the dmaadmin service is being executed.

Stop the application that uses the dmaadmin service.
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= In Windows Server 2003 (x64), do not create the data stored in the GUID Partition Table
(GPT).

m  When installing HDLM, The name of the HDLM installation folder and the names of all its
parent folders must fulfill all of the following conditions:

— The name must not be a reserved name specified in the operating system.

Reserved names specified in the operating system include, for example, CON, AUX,
CcoM1 to coM9, LPT1 to LPT9, PRN, and NUL.

— The name must contain the following characters only:
A-Z,a-2z,0-9,-, ,.,@,orasingle byte space

— The end of the name cannot be a single byte space.

— The name cannot contain two or more single byte spaces consecutively.

If you attempt to install the HDLM in a folder that does not fulfill these conditions,
problems such as those described in Table 3.9 might occur. In such a case, reinstall the
HDLM according to the procedures given below.

Table 3.9  Error Log Collection Level Setting Values

Problem Action

An internal error occurred and the installation was interrupted. Specify a folder that fulfills the above conditions and
reinstall the HDLM.

After the installation finished, error information could not be Uninstall the HDLM and then install it again specifying a

collected when you executed the DLMget ras utility for folder that fulfills the above conditions.

collecting HDLM error information.

3.4.5 Notes on Related Software

m If HDLM is installed on a host in which the MPIO driver has already been installed, the
MPIO driver that is bundled with the HDLM CD-ROM overwrites the existing MPIO driver.
The MPIO driver consists of the mpio.sys, mpspfltr.sys, and mpdev.sys files.

m Do not install any multi-path management software other than HDLM. If multi-path
management software other than HDLM has been installed on the host, uninstall the
software, and then restart the host before re-installing HDLM.

m If you perform an upgrade installation or re-installation of HDLM, a message might
appear, asking you to confirm whether you want to overwrite the MPIO driver. If this
message appears, stop the installation, make sure that no other multi-path management
software is installed, and then retry the installation.

m If you use HDLM with Oracle RAC 10g and the following conditions are satisfied, you must
change the settings for Oracle RAC 10g after building the environment.

— Release of 10.1.0.3.0 or later of Oracle RAC 10g is being used.

— A host and a voting disk are connected by multiple paths (in a multi-path
configuration) in an FC-SAN environment.
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In the above configuration, we recommend that you change MISSCOUNT, which is the
170 timeout threshold value for a voting disk, to the following value: (greatest-number-
of-paths-connected-to-the-voting-disk x 60 seconds).

If an I/0 timeout occurs between a host and a voting disk in the above conditions,
Oracle RAC 10g might regard it as the I/0 timeout before the HDLM failover function
checks all the paths. In this case, Oracle RAC 10g determines that an error has occurred
in a node, and re-configures the cluster after node down. For details on how to change
MISSCOUNT, contact the company with which you have a contract for Oracle Support
Services. Note that when you uninstall HDLM from the above configuration, you must
reset the value for MISSCOUNT to the original value. Therefore, we recommend that you
make a note of the original value for MISSCOUNT before changing it.

If you install HDLM while resident software such as an antivirus program is running, HDLM
might not operate correctly. Before installing HDLM, make sure that you have stopped
any resident software programs.

3.4.6 Notes on New Installations and Upgrade Installations
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When installing HDLM, use only one cable to connect the host and the storage system
until instructed otherwise in the procedure in section 3.6.2. If the host is restarted when
the host and the storage system are connected using multiple paths (multi-path
configuration) at a time other than that indicated in the procedure in section 3.6.2, the
contents of the disk might become invalid.

HDLM does not support configurations in which the same host can use both a FC-SAN and
an IP-SAN.

If you install HDLM for the first time, or perform an upgrade installation of HDLM after
the license has expired, a license key is necessary. To update the HDLM license, execute
the dlnkmgr command's set -1ic operation. The expiration time of the license key is
determined by the license key specified in the license key file or the input license key
type. For information on license key types and the set operation, see section 7.6.

Installing HDLM requires 70 MB of free space on the system drive (for the temporary
file).

Terminate all running programs before installing HDLM.

If you selected an installation folder for HDLM, and then selected another folder, a
folder other than the last selected folder might be created. Delete the created folder
because a folder other than the last selected folder is not necessary.

Depending on the environment, installing HDLM might take some time to finish. Do not
terminate the installation process while a progress bar for installation is displayed. The
following is an approximate calculation of the time required for installation:

(5 x number-of-connected paths) seconds

If installation of HDLM terminates abnormally and a KAPL09016-E message is output,
check whether an HDLM version from another operating system has been installed on the
same drive.

—  When an HDLM version from another operating system has been installed:

Uninstall the installed HDLM, and then rerun the installation program.
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—  When HDLM for another operating system has not been installed:

a.

e.

Perform the installation again according to the following procedure:
In Explorer, in the Tools menu choose Folder Options.
The Folder Options window is displayed.

Click the View tab, and in the Advanced settings field, under Hidden files and
folders, select Show hidden files and folders.

Delete the following folders:

operating system—-installation-drive:\Program
Files\InstallShield \InstallationInformation\{DFF378A1-240E-
11D5-8A43-0000E2382F13}

Restore the setting for Show hidden files and folders that you changed in step
2.

Rerun the HDLM installation program.

m  When installing HDLM on a host where a Device Manager Agent 5.0 or later is installed,
do not execute any of the following commands of Device Manager Agent during
installation:

hbsasrv, HiScan, hdvmagt account, hdvmagt schedule, hldutil, TIC

3.4.7 Notes on Upgrade Installation

If either of the following conditions is met, the disk numbers managed by Windows might be
changed from the state they were in prior to migration or upgrade installation:

m  When disk numbers managed by Windows are not consecutive, HDLM versions earlier
than 5.4 are migrated to 5.9.1

m  When Hitachi's RAID Manager command device is used, HDLM versions earlier than 5.7
are migrated to 5.9.1 or an upgrade installation is performed

If a disk number is changed and the disk is being used by an application, perform the

following:

If the disk number of the disk being used by an application can be changed:

Change the disk number to the number that will be used after the change.

If the disk number of the disk being used by an application cannot be changed:

Restore the disk number managed by Windows to the number that was in use prior to the
migration or upgrade installation. For details about how to do this, contact Microsoft.

HiCommand® Dynamic Link Manager (HDLM) for Windows® Systems User’s Guide 65



3.5 Setting up HDLM

HDLM has load balancing, automatic failback, error logging, and other functions. You can set
up these functions by using the Options window of the HDLM GUI or by using the d1nkmgr
command's set operation. The following subsections describe these setup methods.

3.5.1 Preparations for Setting HDLM Functionality

For setting the HDLM functionality, this chapter describes steps involved in starting the
Options window of HDLM and how to check the settings before the change by using the
dlnkmgr command's set operation.

3.5.1.1  Opening the Options Window Using the HDLM GUI

When you set the HDLM functionality by using the HDLM GUI, start the Path Management
window and then the Options window in accordance with the following procedure.

To open the Options window:

1. Log on to Windows as a member of the administrators group.

The Path Management window cannot be displayed if you logged on to Windows as a user
other than a member of the administrators group.

2. From the Start menu, select Programs, Dynamic Link Manager, and then HDLM GUI.
The Path List view of the Path Management window is displayed.

3. Click the Options button. As shown in Figure 3.2, the Options window opens with the
Options window displayed.
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Dynamic Link Manager - Options

Auto failback

Reservation level

Remave LU

Intermittent Error Monitor

Setting HDLM Options
HDLM version
HDLM version number XX-XX : - 7
Coamica nark yarain ; Component information ]
Service pack version number H
Basic function settings
Load balancing e 0’_“' C OFF
Algorithm
IRound robin Zl
Path health checking & ON  OFF

Checking interval (1 - 1440)

| 30 minute(s)
| 1 minute(s)
€ ON & OFF

Monitoring interval (1 - 1440} I 30| minute(s)
Number oftimes (1 - 99) I 3| time(s)

€ OFF: Do not control resetvation

" ON & OFF
Checking interval {1 - 1440)

€ ON{0): lanore resetvation
€ ON(2): Persistent reservation
" ON & OFF

2 Remove the LU even ifthere are Offline(C) paths

Logging level

Trace level

Error log

Trace

File size Number offiles
(oo 2000000 | 9900 Kbytes 5 4

File size

Number of files
(100 - 16000) [ 1000 Kbytes 55y

Error management function settings

|3: Information or higher level

IUZ Do not output any trace

L

Lel L

Figure 3.2  Options Window
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3.51.2 Checking Current Settings Using the dinkmgr Command
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Check the current settings by executing the following command to set the HDLM
functionality by using the d1nkmgr command's set operation.

>dlnkmgr view -sys -sfunc

HDILM Version

Service Pack Version
Load Balance

Support Cluster

Elog Level

Elog File Size (KB)
Number Of Elog Files
Trace Level

Trace File Size (KB)
Number Of Trace Files
Path Health Checking
Auto Failback

Remove LU

Intermittent Error Monitor
KAPL01001-I The HDILM command completed normally. Operation name
time = yyyy/mm/dd hh:mm:ss

>

: 2

TXX—XX

: on(rr)
: off
: 3

9900

0
1000
4

: on(30)
: off
: off
: off

= view, completion
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3.5.2 Setting HDLM Functionality

The recommended and default values for the HDLM functionalities are shown below in Table

3.10.

Table 3.10 Recommended and Default Values for Each Function

Functionality

Default Value

Recommended Value

Load-balancing

ON
Algorithm is round robin

ON

The recommended algorithm depends on
the operating environment.

Path health checking

ON
30-minute check interval

ON

The recommended checking interval
depends on the operating environment.

Automatic failback OFF OFF

Intermittent Error Monitor OFF OFF

Remove LU OFF The recommended value depends on the
operating environment.

Logging level 3: Collect all information for errors with the 3: Collect all information for errors with the

level "Information” or higher level "Information” or higher

Trace level 0: Do not output a trace 0: Do not output a trace

File size (for Error log) 9900 (KB) 9900 (KB)

Number of files (for Error log) | 2 2

File size (for Trace) 1000 (KB) 1000 (KB)

Number of files (for Trace) 4 4

shown in the table.

For the d1nkmgr command's set operation, enter lower-case characters such as on and of £, instead of ON and OFF, as
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3.5.21

Setting Load Balancing

You can select whether to enable load balancing. In a cluster environment, the load
balancing function is only available for TagmaStore, Thunder 9200/9500V Series, and
Lightning 9900/9900V Series, TagmaStore, and Universal Storage Platform V. In a non-cluster
environment, the load balancing function is available for TagmaStore, Thunder 9200/9500V
Series, Lightning 9900/9900V Series, Universal Storage Platform V, and the EMC DMX series.
The above-mentioned conditions are applied regardless of the settings for the EMC DMX
series, EMC CX series, and HP EVA series. For example, in a cluster environment, the load
balancing function is disabled even if it is set to be enabled for the EMC DMX series. For
details on the cluster software supported by HDLM, see section 2.12.

Setting by using the Options window

Set it ON to enable load balancing. Otherwise, set it to OFF. After selecting ON, select a
desired algorithm to be used for load balancing from the pull-down list.

Setting by using the set operation, the following is an example of a command to set
load balancing.

|>dlnkmgr set -1lb on -lbtype rr

Set load balancing to on to enable load balancing. Otherwise, set it to o££. When you
set this value to on, specify rr for round robin or exrr for extended round robin after
the -1btype option. The type of algorithm specified by the -1btype parameter
remains stored in the system, even when you disable the load balancing function by
specifying -1b of £. Therefore, when you re-enable load balancing without specifying an
algorithm, load balancing will be executed according to the settings stored in the
system.

3.5.2.2 Setting Path Health Checking
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You can select whether to enable path health checking.

Setting by using the Options window.

Set it to ON to enable path health checking. Otherwise, set it to OFF. When selecting
ON, you can specify Checking interval for path health checking.

Setting by using the set operation.
The following is an example command to set path health checking.
>dlnkmgr set -pchk on -intvl 10

To enable path health checking, set it to on. Otherwise, set it to of £. When you set this
value to on, you can use the -intv1 parameter to specify the checking interval. The
value that was specified previously will be applied if the checking interval is not
specified. For example, specify the path health check as of £ after specifying the
checking interval as 15 minutes and executing. Then, when executing after specifying
the path health check as on without specifying the checking interval, the 15 minutes
that were specified previously will be applied again.
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3.5.2.3 Setting Automatic Failback

You can select whether to enable automatic failback.

When intermittent error monitoring is enabled and the number of error occurrence is 2 or
more, the following condition must be satisfied:

error-monitoring-interval >= checking-interval-for-automatic-failback x number-of-times-
error-is-to-occur-during-intermittent-error-monitoring

If this condition is not satisfied, an error occurs and the warning message (KAPL02064-W for
the Options window and KAPLO1080-W for the set operation) is output.

In such a case, change any of the following settings: the checking interval for automatic
failback, intermittent error monitoring interval, or the number of times that the error is to
occur.

When you set the number of times that the error is to occur to 1, the condition above does
not need to be satisfied.

m  Setting Automatic Failback using the Options window

To enable automatic failback, set it to ON. Otherwise, set it to OFF. When you specify
ON, you can select the checking interval for automatic failback.

m Setting Automatic Failback using the set Operation
The following shows an example of executing the command to set automatic failback:
>dlnkmgr set -afb on -intvl 10

To enable automatic failback, set it to on . Otherwise, set it to of £. The checking
interval can be specified with the -intv1 parameter when on is specified. The value
that was specified previously will be applied if the checking interval is not specified. For
example, specify auto failback as of £ after specifying the checking interval to five
minutes and executing. Then, when executing after specifying auto failback as on
without specifying the checking interval, the five minutes that were specified previously
will be applied again.
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3.5.24 Settings for Intermittent Error Monitoring
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Intermittent error monitoring is specifiable only when automatic failback is enabled. To
prevent an intermittent error from reducing 1/0 performance, we recommend that you
monitor intermittent errors when automatic failback is enabled.

When intermittent error monitoring is enabled, you can specify intermittent error conditions
(the conditions used by the system to determine whether an intermittent error is occurring).
The default value for the intermittent error monitoring interval is 30. The default value for
the number of error occurrences is 3.

The system assumes that an intermittent error is occurring if the specified number of times
that the error is to occur is reached during the monitoring interval (from the time that the
monitoring interval starts, until the specified interval ends). A path that is assumed to have
an intermittent error is excluded from automatic failback. Intermittent error monitoring
starts when the path is recovered from the error by using automatic failback. Monitoring is
performed on individual paths.

When a value of 2 or more is specified in number of times, make sure that the condition
shown in section 3.5.2.3 is satisfied.

To determine whether a path is ineligible for automatic failback, you can use the results of
the dlnkmgr command's view operation or the Path List view of the HDLM GUI.

m  Setting by using the Options window.

To enable intermittent error monitoring, specify ON. To disable intermittent error
monitoring, specify OFF. When you specify ON, you can specify intermittent error
conditions (the conditions used by the system to determine whether an intermittent
error is occurring) in Monitoring interval and Number of times.

m Setting by using the set operation.

The following shows an example of executing the command to set the error log
collection level.

>dlnkmgr set -iem on -intvl 20 -iemnum 2

on specifies that intermittent error monitoring is to be used. To disable intermittent
error monitoring, specify of £. When you set this parameter to on, you can specify
intermittent error conditions (the conditions used by the system to determine whether
an intermittent error is occurring) by using the -intvl and -iemnum parameters.
Specify the monitoring interval for an intermittent error in the -intv1 parameter, and
the number of times that the error is to occur in the -iemnum parameter. When these
parameters are omitted and 3 or more errors occur within 30 minutes, the system
assumes that an intermittent error is occurring.
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3.5.2.5 Setting the Reservation Level

You cannot set the reservation level (reservation control method for the LU).

3.5.2.6 Setting the LU Deletion Functionality

You can select whether to enable the LU dynamic removal function.
For details on the LU deletion functionality, see section 4.6.2.
Table 3.11 shows the values for the LU deletion functionality.

Table 3.11 LU Deletion Function Values

Values in Options Window Values in Set Description
Operation
OFF off The LU is not removed from HDLM-management even if the

error occurs in all the paths to the LU, all the paths to the LU
are disconnected, or the LU is deleted. The status of the paths
is Offline(E) and Online(E). This operation is as equal as the
operation in HDLM 5.1 or earlier. The off option is
recommended when you want to use the same functionality as
you use in HDLM 5.1 or earlier, without using the LU deletion
functionality.

ON The Remove the LU on The LU is removed from HDLM-management when all the
even if there are paths to the LU are disconnected. However, if an Offline(C)
Offline(C) paths path is included in the disconnected paths, the LU is not
option is set to OFF. deleted from HDLM-management.

The deleted LU is restored when it is recovered from the
physical failure and the disk is re-scanned.

The Remove the LU on -force The LU is removed from HDLM management when all the
even if there are paths to the LU are disconnected, even when an Offline(C) path
Offline(C) paths is included.

option is set to ON. The removed LU is restored when it is recovered from the

physical failure and the disk is re-scanned.

m  Setting the LU Deletion Functionality using Options window

When using the Remove LU functionality, set it to ON. When not using the Remove LU
functionality, set it to OFF. If you select ON, you can specify the conditions for LU
dynamic removal in Remove the LU even if there are Offline(C) paths.

m  Setting the LU Deletion Functionality Using the set Operation

The following is an example of setting the LU deletion functionality using the set
operation:

>dlnkmgr set -rmlu on —-force

To enable the LU deletion functionality, specify on. To disable the LU deletion
functionality, specify off. If you specify on, you can set the conditions for by using the
-force parameter for LU dynamic removal.
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3.5.2.7 Setting Error Log Collection Level

The error log collection level can be set.

There are two error logs: the HDLM manager log file d1mmgrn. 1og (n indicates a file
number from 1 to 16) and the HDLM GUI log file d1mguin. log (n indicates a file number of
1or2).

Table 3.12 lists and describes values for the error log collection level setting.

Table 3.12  Error Log Collection Level Setting Values

Value’ Description

0: Do not collect an error log No error logs are collected.

1: Error or higher level All information for errors with the level "Error" or higher is collected.

2: Warning or higher level All information for errors with the level "Warning" or higher is collected.

3: Information or higher level All information for errors with the level "Information" or higher is collected.
4: Information or higher level (including All information for errors with the level "Information” or higher (including
maintenance information) maintenance information) is collected.

* For the d1nkmgr command's set operation, specify a number such as 0 or 1.

If an error occurs, you might have to change the collection level to 1 or higher to collect log
information.

The higher this value is set, the more log information will be output. When the output log is
large, it takes less time to overwrite the old error log information with the new information.

m  Setting by using the Options window
Select Logging level from the pull-down list box.
m Setting by using the set operation

The following shows an example of executing the command to set the error log
collection level.

>dlnkmgr set -ellv 2

Specify the error log collection level in a number.
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3.5.2.8 Setting the Trace Level

The trace output level can be set.

A trace file in which a trace level can be set is hd1imtrn.log (n indicates a file number
from 1 to 64).

Table 3.13 lists and describes values for the trace level setting.

Table 3.13 Trace Level Setting Values

Value* Description

0: Do not output any trace No trace is output.

1: Error information only Only error information is output.

2: Summary of program operation Program operation summaries are output.
3: Details of program operation Program operation details are output.

4: All information All information is output.

*For the d1nkmgr command's set operation, specify a number such as 0 or 1.

If an error occurs, you may have to set the trace level to 1 or higher to collect the log
information.

The higher this value is set, the more log information will be output. When the output log is
large, it takes less time to overwrite the old error log information with the new information.
m  Setting by using the Options window

Select Trace level from the pull-down list box.
m  Setting by using the set operation

The following is an example command to set the trace level.

>dlnkmgr set -systflv 1

Specify the trace level in a number.
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3.5.2.9 Setting Error Log File Size

There are two error logs: the HDLM manager log file dlmmgrn. log (n indicates a file
number from 1 to 16) and the HDLM GUI log file d1mguin. log (n indicates a file number of
1or2).

You can specify a value (in kilobytes) from 100 to 2000000 for the error log file size. For
HDLM GUI logs, the valid range of a file size is from 100 to 9900. If you specify a value of
9901 or more, 9900 is applied. The specified value is applied for HDLM manager logs.

When an error log file reaches the specified size, the information in the old error log file is
replaced with new information, beginning with the oldest file. By specifying both the log file
size and the number of log files, you can collect up to 32000000KB (approximately 30GB) of
error logs in total.

m  Setting by using the Options window

For File size (for Error log), specify a value in kilobytes. To apply the error log file size
you specified in the Options window of the HDLM GUI to the HDLM GUI log file
dlmguin.log (nindicates a file number of 1 or 2), restart the HDLM GUI.

m  Setting by using the set operation
The following shows an example of executing the command to set the error log file size.
>dlnkmgr set -elfs 1000

Specify the size of the error log file in kilobytes.
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3.5.2.10 Setting the Number of Error Log Files

The number of the error log files can be set.

There are two error logs: the HDLM manager log file d1mmgrn. 1og (n indicates a file
number from 1 to 16) and the HDLM GUI log file d1mguin. log (n indicates a file number of
1 or 2). The error logs you can set in the Options window and the set operation are limited
to the HDLM manager logs file dlmmgrn.log (n indicates a file number from 1 to 16). The
number of files for the HDLM GUI log file dimguin.log (n indicates a file number of 1 or 2)
is fixed to 2.

You can specify a value from 2 to 16 for the number of error log files (log files for the HDLM
manager).

By specifying both the log file size and the number of log files, you can collect up to
32000000KB (approximately 30GB) of error logs in total.

m  Setting by using the Options window

For Number of files (for Error log), specify the number of error log files by using
numeric characters.

m  Setting Number of Error Log Files using Set Operation
The following shows an example of setting the number of error log files.
>dlnkmgr set -elfn 5

Specify the number of error log files by using numeric characters.
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3.5.2.11 Setting the Trace File Size
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The trace file size can be set.

Trace files for which a trace file size can be set are hdlmtrn. log (n indicates a file
number from 1 to 64). The length of a trace file is fixed. Thus, even if the amount of
written trace information is less than the set file size, the file size of each output trace file
is always fixed.

For the trace file size, you can specify a value (in kilobytes) from 100 to 16000. If you
specify a value smaller than the setting value, the message (KAPL02080-W for the Options
window and KAPLO1097-W for the set operation) is displayed to confirm execution, and the
trace file is temporarily deleted.

Once trace data has been written to all the trace files, the oldest file is overwritten with
new trace data.

By specifying both the trace file size and the number of trace files, you can collect up to
1024000KB of trace data in total.

m  Setting by using the Options window
For File size (for Trace), specify a value in kilobytes.

m  Setting Trace File Size using Set Operation
The following shows an example of setting the trace file size:
>dlnkmgr set -systfs 2000

Specify the size of the trace file in kilobytes.
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3.5.2.12 Setting the Number of Trace Files

You can set the number of trace files.

Trace files for which the number of files can be set are hdlmtrn. log (n indicates a file
number from 1 to 64).

For the number of trace files, you can specify a value from 2 to 64. If you specify a value
smaller than the setting value, the message (KAPL02080-W for the Options window and
KAPLO1097-W for the set operation) is displayed to confirm execution, and the trace file is
temporarily deleted.

By specifying both the trace file size and the number of trace files, you can collect up to
1024000KB of trace data in total.

m Setting by using the Options window

For Number of files (for Trace), specify the number of trace files by using numeric
characters.

m  Setting Number of Trace Files using Set Operation
The following shows an example of setting the number of trace files:
>dlnkmgr set -systfn 10

Specify the number of trace files by using numeric characters.
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3.5.3 Applying the Settings and Closing the Windows

This section describes steps involved in closing the Options window of the HDLM GUI and how
to check the new settings by using the d1nkmgr command's set operation after the new
settings are applied.

3.5.3.1 Closing the Options Window When Using HDLM GUI

When using the HDLM GUI, follow these steps to close the Options window:
1. Click the OK button. The settings are applied and then the Options window is closed.

2. Click the Close button in the Path Management window. The Path Management window
is closed.

If you change the setting for the error log file size in the Options window, the changed value
is not applied to the HDLM GUI log file d1mguin.log (n indicates a file number of 1 or 2)
until HDLM GUI is restarted. When the other values are changed, click the OK button or
Apply button. The changed values are applied.

3.5.3.2 Checking New Settings Using the dinkmgr Command
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When you change these settings, you can display information about all HDLM functionality
settings. The following shows an example of executing the command:

>dlnkmgr view -sys -sfunc

HDIM Version I XX—XX
Service Pack Version

Load Balance : on(rr)
Support Cluster : off
Elog Level i
Elog File Size (KB) : 1000
Number Of Elog Files : 5
Trace Level 01
Trace File Size (KB) : 2000
Number Of Trace Files : 10
Path Health Checking : on(10)
Auto Failback : on(10)
Remove LU : on
Intermittent Error Monitor : on(2/20)

KAPL01001-I The HDLM command completed normally. Operation name = view, completion

time = yyyy/mm/dd hh:mm:ss

>
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3.6

3.6.1

Installing HDLM

Before installing, check whether HDLM has been installed on the installation-target host.
When HDLM has been installed on the host, you can upgrade HDLM by performing an update
installation as described in section 3.6.4 or 3.6.5.

When you install HDLM, Hitachi Network Objectplaza Trace Library will also be installed. The
file path of the integrated trace information file of Hitachi Network Objectplaza Trace
Library is installation-destination-drive:\Program
Files\HITACHI\HNTRLib2\spool\Hntr2n.log, where n is the number of the
integrated trace information file. In Windows Server 2003 (IPF and x64), replace Program
Files with Program Files (x86).

Preparations for a New Installation of HDLM

For an FC connection, check the topology (Fabric, AL, etc.) and perform setup as
appropriate.

To prepare for HDLM installation:

1. Use a single cable to connect the host to the storage system (single path configuration).

Using multiple paths to connect a host and a storage system (a multi-path configuration)
before installing HDLM may cause unstable Windows operation. Make sure that you use a
single-path configuration until HDLM installation finishes.

Figure 3.3 shows a single path configuration and a multi-path configuration.

Single path configuration Multi-path configuration

Host Host
|:{HBA|—| HBA|—{HBA}— HBA}J

Storage subsystem Storage subsystem

Legend
—— Fiber cable or LAN cable
: Path

Figure 3.3  Single Path Configuration and Multi-Path Configuration
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2. To set up the storage system, assign an LU to each port. Change the settings of the
storage system according to the hardware notes supplied with HDLM.

3. Install the HBAs onto the host. In a cluster configuration, make sure that the
manufacturer and model of the HBA is the same for all the hosts that make up the
cluster. Also make sure that the versions of the HBA micro-programs are the same.

4. Set up the switches. For details on how to set up a switch, see the documentation for
the switch. This step is unnecessary if you do not use a switch.

5. Set up the BIOS for the HBAs, whether or not paths exist. The settings depend on the
topology to be used. For details on how to set up the BIOS, see the documentation for
the HBA.

6. Install Windows, and any non-HDLM driver according to the documentation for each
product.

7. Set up the HBAs. See the hardware notes provided with HDLM and the relevant HBA
manual to complete the required setup.

8. If your configuration uses an IP-SAN, install and set up the iSCSI initiator (iSCSI software
or HBA). For details on setup, see the iSCSI initiator documentation, the Hardware notes
provided with HDLM, or the storage system documentation.

9. Prepare the LUs. Write signatures, create partitions, and then format. Since the system
is in the single path configuration, you can write signatures for all the LUs.

10. Restart the host.

11. Confirm that the host is operating normally.
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3.6.2  Preparations for installing HDLM by performing an unattended installation

An unattended installation allows a user to install HDLM without needing to enter
information into dialog boxes. Instead, the user defines the required dialog box information
in an installation-information settings file prior to installation. The unattended installation
procedure is as follows:

1. Define the information required for the installation in the installation-information
settings file.

2. Execute installhdlm.exe to start installing HDLM.

3. Information is automatically entered into dialog boxes according to the contents of the
installation-information settings file.

4. The installation ends. A log is output, showing the status and result of the installation.

This section describes the following aspects of an unattended installation:
m  How to define an installation-information settings file

m Installation information settings

m Log files

= Notes on installation

For details on how to install HDLM by using an unattended installation, see section 3.6.3.1.

3.6.2.1 How to define an installation-information settings file

In an installation-information settings file, you need to define the license key file name,
installation destination folder, and other keys that are required for installation. A sample of
an installation-information settings file (installhdml.ini) is included in the supplied CD-
ROM. To create a new settings file, simply copy and edit this sample.

To edit the installation-information settings file (installhdml.ini):

1. Create a copy of installhdml.ini, which is located in the supplied CD-ROM, and
move it to any folder.

Location of installhdml.ini:

drive-to-which-the-installation-CD-ROM-is-inserted : \DLMTools

2. Use a text editor to edit the copy of installhdml.ini that was created in step 1.

Items that need to be defined in the installation-information settings file
(installhdml.ini) are described in section 3.6.2.2 below.

3. Save installhdml.ini.

3.6.2.2 Items to be defined in an installation-information settings file

Items (keys) to be defined in an installation-information settings file are listed in Table 3.14.
Do not modify any keys that are not listed in the table.
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Table 3.14 Keys in an installation-information settings file (installhdmL.ini)

Key name Description Necessity of definition Maximum
character
length#!

New Upgrade
installation installation

workdir Specify an absolute path to an output folder. Optional Optional 100

Installation logs and processing files are output
to this folder.#2 #3 If this key is omitted, the
installer uses the folder path that has been
specified for the environment variable TMP or
TEMP.

licensekeyfile Specify an absolute path to a license key file Optional* Optional* 100
stored in the host.*2 # [f this key is omitted, the
installer uses the following license key file
(default):

Windows-installation-drive : \hdlm license

installdir Specify an absolute path to an installation Optional Not required 100
destination folder for HDLM.#2.#3 If this key is
omitted, the installer uses the following folder
(default):

Windows-installation-drive : \Program
Files\HITACHI\DynamicLinkManager®

name Specify the name of the user.” Optional Not required | 72

company Specify the name of the company to which the Optional Not required 72
user belongs.*?

storage_emc Specify either of the following values to indicate | Optional Optional 1

whether to include the EMC DMX series and
EMC CX series as management targets of
HDLM#2

y: Include them as management targets.

n: Do not include them as management targets
(default).

storage eva Specify whether to include the HP EVA series Optional Optional 1
as management targets of HDLM. Specify either
of the following values:*2

y: Include them as management targets.

n: Do not include them as management targets
(default).

restart Specify whether to restart the system after Optional Optional 1
installation. Specify either of the following
values:*2

v: Restart.
n: Do not restart (default).

In a cluster environment, do not specify y
(restart).

Legend:

Optional: Specification is optional. If no value is specified for the key, the installer uses
the default.
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Not required: Specification is unnecessary. If a value is specified for the key, the
installer ignores the specified value.

#1

If the length of the value exceeds the maximum length, an error will occur.

#2

If the value is not of an allowable type, an error will occur.

#3

The value to be specified does not have to be enclosed within double quotation marks
("), even if the value includes space characters.

#4

When you perform a new installation of HDLM, or when you perform an upgrade
installation while the license is expired, prepare the license key file.

#5
In the Windows Server 2003 (IPF and x64):
Windows-installation-drive: \Program Files
(x86) \HITACHI\DynamicLinkManager

An example of editing installhdlm.ini is as follows:

[INSTALLATION_SETTINGS]

workdir=

licensekeyfile=C:\temp\hdlm license
installdir=D:\Program files\HITACHI\DynamicLinkManager
name=

company=

storage emc=n

storage eva=n

restart=n

3.6.2.3 Log file

A log file (installhdlm. log) is output after an unattended installation of HDLM.

installhdlm.log file

installhdlm. log is created in the folder whose path is specified by the workdir key
in the installation-information settings file. If installhdlm. log already exists, log
information is added to this log file.

Note that installhdlm.log is not deleted after HDLM is uninstalled. Therefore,
delete the original installhdlm.log manually if it is no longer required.
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3.6.2.4 Notes on installation

m Do not forcibly stop the execution of installhdlm.exe during an unattended
installation of HDLM. If you forcibly stop the execution of installhdlm.exe (for
example, if you press Ctrl + C), HDLM installation will not be stopped. If you have
specified y for the restart key in the installation-information settings file, the
computer will restart when the installation finishes successfully. Therefore, make sure
that you check the results of the installation in installhdlm. log if you have forcibly
stopped the execution of installhdlm.exe.

3.6.3 Performing a New Installation of HDLM

3.6.3.1 Performing a New Installation in a Non-Cluster Environment

Before installing HDLM, prepare a license key.

If you want to perform an unattended installation, prepare the installation-information
settings file in which information required for the installation has already been defined.

To install HDLM on a host that does not currently contain HDLM:
1. Log on to the Windows system as a member of the administrators group.

2. Store the license key file directly under the Windows installation-destination drive. You
can also specify a license key directly without using the license key file.

|installation—drive:\hdlm_license

The license key file will be deleted when the installation finishes.

3. Perform the installation.

— If you do not want to perform an unattended installation, insert the CD-ROM into the
drive, and then start the installation program setup.exe.

The program checks whether HDLM has already been installed. If HDLM 5.4 or earlier
has been installed, the KAPL09129-E message appears. In this case, perform the
procedure shown in section 3.6.5. If HDLM 5.5 or later has been installed, the
KAPL09173-W message appears. In this case, perform the procedure shown in section
3.6.4. If no message appears, go to step 4.

— If you want to perform an unattended installation, insert the CD-ROM into the drive,
and start the installation program installhdlm.exe.

At the command prompt, execute the following command:

drive-to-which-the-installation-CD-ROM-is-
inserted:\DLMTools\installhdlm.exe -f installation-information-settings-file
(installhdlm.ini)

This command checks whether HDLM has already been installed. If HDLM 5.4 or
earlier has been installed, the KAPL09129-E message appears. In this case, carry out
the procedure shown in section 3.6.5. If HDLM 5.5 or later has been installed, an
upgrade installation is performed, and then the KAPL09183-I message appears.
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If you have specified n (do not restart) for the restart key in the installation-
information settings file, go to step 12.

If you have specified y (restart) for the restart key in the installation-information
settings file, go to step 17.

4. The program checks the version of the MPIO driver, and then installs the MPIO driver. If
a message appears, asking you whether you want to install MPIO driver, follow the
procedure below:

— The KAPL09127-W message appears if MPIO driver has already been installed and its
version does not match the version of MPIO driver to be installed:

—  Click the Next button to install MPIO driver.
— Click the Cancel button to cancel the installation.

— If no message appears, go to the next step.

5. Follow the instructions shown in the messages that appear on the window. If a license
key file was stored in step 2, specify that license key file. If a license key file is not
used, specify the license key directly.

6. Enter user information in accordance with the instructions shown in the messages that
appear on the window.

7. Specify the installation folder in accordance with the instructions shown in the messages
that appear on the window.
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8.

10.

11.

The utility for registering HDLM persistent reservation keys (dlmprsvkey) is
automatically executed to create a PRSV key. The PRSV key is required for the HDLM
functions to operate normally. Also, the value of the PRSV key must be unique among
hosts. Creation of the PRSV key may be unsuccessful if, for example, an NIC does not
exist. Do one of the following in accordance with the result of the execution of the
dlmprsvkey utility:

— If the key creation is successful, the created PRSV key appears in the dialog box. If
you do not need to change the value, click the Next button. If you must change the
value because another host already has the same PRSV key, change the value and
then click the Next button. If you want to undo the change, click the Back button
and then start over from step 7.

— If the key creation is unsuccessful, a dialog box appears that prompts you for the
PRSV key. Enter the PRSV key, and then click the OK button.

For the values you can specify for the PRSV key, follow the instructions shown in the
installation program window.

The program checks the PRSV key. If the KAPL0O9128-W message appears, follow the
procedure below:

— You are prompted to re-enter the PRSV key. Enter an appropriate PRSV key. The
program then checks the PRSV key again.

— If no message appears, go to the next step.

Select an HDLM management-target device only when the operating system is one of the
following:

—  Windows Server 2003 (IA32) SP1 or later
—  Windows Server 2003 (IPF) SP1 or later

The Hitachi USP V, TagmaStore, Lightning, Thunder Series and HP StorageWorks XP
Series option is always selected. To select the EMC DMX series and EMC CX series as the
HDLM management-target device, select EMC Symmetrix DMX Series, CLARiiON CX
Series. To select the HP EVA series as the HDLM management-target device, select HP
StorageWorks EVA Series.

Follow the instructions shown in the messages that appear on the window.

— If a dialog box that begins with the following sentence appears during installation,
and the Storport Miniport driver is used as the HBA driver, stop the HDLM
installation. Then, install QFE838894 or a later version of the Microsoft Storport
driver, or install Windows Server 2003 SP1 or later.

Notes on using a Storport Miniport driver:
Read these notes before using a Storport Miniport driver as an HBA driver.

The file version of the Storport.sys of this system (Microsoft Storport driver) is
n.n.nnnn.n.

When using a Storport Miniport driver as an HBA driver:

Update the Storport Miniport driver to a Storport.sys with a file version n.n.nnnn.n
or later.

— The PRSV key is registered before the installation finishes. If the KAPL0O9131-W
message appears, follow the procedure described in step 13.
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12.

13.

14.

15.

16.
17.
18.

19.
20.

Check the results of the installation.

If you performed an unattended installation, check the installation results in the
command prompt.

When the installation finishes, execute the d1mprsvkey utility with the -v parameter
specified.

Make sure that the PRSV key displayed by the dimprsvkey utility is unique among those
of any other hosts in the SAN. If the PRSV key is not unique or is not registered, or if the
KAPL09131-W message appears, execute the d1lmprsvkey utility with the -r parameter
specified to re-register the PRSV key. If the PRSV key is not registered, the HDLM
functions may not operate normally. For details about the d1mprsvkey utility, see
section 8.4.

If you used the license key file, it will be deleted when the installation finishes. The
KAPL09115-W message appears if deletion of this file fails. In this case, delete the file
manually, such as by using Explorer.

Shut down the host. Leave the host in a single-path configuration until you check (in
step 21) whether HDLM has been successfully installed.

Modify the settings in the storage system. Modify the settings in the storage system
according to the procedure described in the hardware notes provided with HDLM.

Start the host.
Log on to the Windows system again as a member of the Administrators group.

Check the log file and PRSV key.

If you installed HDLM by using an unattended installation and specified y (restart) for
the restart key in the installation-information settings file, make sure that the
KAPL09181-l message is output to installhdlm. log. For details about this log file, see
section 3.6.2.3 or 3.6.2.4.

Make sure that the PRSV key displayed by the dimprsvkey utility is unique among the
hosts in the SAN. If the PRSV key is not unique or is not registered, or if the KAPL09131-
W message appears, execute the dlmprsvkey utility with the -r parameter specified to
re-register the PRSV key. If the PRSV key is not registered, HDLM functions might not
operate normally. For details about the d1mprsvkey utility, see section 8.4. If you used
the license key file, it will be deleted when the installation finishes. The KAPL09115-W
message appears if deletion of this file fails. In this case, delete the file manually, such
as by using Explorer.

Log on to the Windows system again as a member of the administrators group.

Execute the d1nkmgr command's view operation to display the status of each program.

An example of executing the d1nkmgr command's view operation follows:

>dlnkmgr view -sys

HDLM Version I XX—XX
Service Pack Version

Load Balance : on(rr)
Support Cluster : off
Elog Level : 3
Elog File Size (KB) : 9900
Number Of Elog Files H
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Trace Level : 0

Trace File Size (KB) : 1000

Number Of Trace Files H

Path Health Checking : on(30)

Auto Failback : off

Remove LU : off

Intermittent Error Monitor : off

HDLM Manager Ver WakeupTime

Alive XX—XX yyyy/mm/dd hh:mm:ss

HDLM Alert Driver Ver WakeupTime ElogMem Size
Alive XX—XX yyyy/mm/dd hh:mm:ss 128

HDLM Driver Ver WakeupTime

Alive XX—XX yyyy/mm/dd hh:mm:ss

License Type Expiration

Permanent -

KAPL01001-I The HDLM command completed normally. Operation name = view, completion
time = yyyy/mm/dd hh:mm:ss

21. Use the results of the view operation to check the version of the installed HDLM. When
05-91 is displayed in HDLM Version, the correct version of HDLM has been installed.

22. Use the results of the view operation to check that the programs are running properly. If
HDLM Manager, HDLM Alert Driver, and HDLM Driver are all Alive, all programs
are running correctly.

23. Check the path information as described in 3.7, and make sure that you have
successfully installed HDLM in a single-path configuration.

24. Connect cables to all HBAs (multi-path configuration).

Figure 3.4 shows a single path configuration and a multi-path configuration.

Single path configuration Multi-path configuration

Host Host
|:{HBA|—| HBA|—{HBA}— HBA}J

Storage subsystem Storage subsystem

Legend
—— Fiber cable or LAN cable
: Path

Figure 3.4  Single Path Configuration and Multi-Path Configuration

25. Check the path information as described in Figure 3.4 to make sure that you have
successfully built a multi-path configuration.
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3.6.3.2 Performing a New Installation Using MSCS

The following provides separate explanations of the procedures for when installing MSCS
after HDLM installation, and for when installing HDLM after MSCS installation.

Installing MSCS After HDLM Installation

1.

2
3
4.
5

Shut down all the hosts.

Make sure that all the hosts comprising the cluster system have been fully shut down.
Start the hosts individually in the single path configuration.

Log on to Windows as a member of the administrators group.

Store the license key file directly under the Windows installation-destination drive. You
can also specify the license key directly without using the license key file.

installation-drive:\hdlm license

The license key file will be deleted when the installation finishes.

Perform the installation.

— If you do not want to perform an unattended installation, insert the CD-ROM into the
drive, and start the installation program setup.exe.

The program checks whether HDLM has already been installed. If HDLM 5.4 or earlier
has been installed, the KAPL09129-E message appears. In this case, perform the
procedure shown in section 3.6.5. If HDLM 5.5 or later has been installed, the
KAPL09173-W message appears. In this case, perform the procedure shown in section
3.6.4. If no message appears, go to step 7.

— If you want to perform an unattended installation, insert the CD-ROM into the drive,
and start the installation program installhdlm.exe.

At the command prompt, execute the following command:
drive-to-which-the-installation-CD-ROM-is-

inserted: \DILMTools\installhdlm.exe -f installation-information-settings-
file (installhdlm.ini)

Specify n (do not restart) for the restart key in the installation-information
settings file.

This command checks whether HDLM has already been installed. If HDLM 5.4 or
earlier has been installed, the KAPL09129-E message appears. In this case, carry out
the procedure shown in section 3.6.5. If HDLM 5.5 or later has been installed, an
upgrade installation is performed, and then the KAPL09183-I message appears.

After the installation is complete, go to step 15.

The program checks the version of the MPIO driver, and then installs the MPIO driver. If
a message appears asking you whether you want to install MPIO driver, follow the
procedure below:

— The KAPL09127-W message appears if MPIO driver has already been installed and its
version does not match the version of MPIO driver to be installed.

— Click the Next button to install MPIO driver.
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10.

11.

12.

13.

14.

— Click the Cancel button to cancel the installation.

— If no message appears, go to the next step.

Specify a license key file or enter a license key in accordance with the instructions
shown in the messages that appear on the window. If a license key file was stored in
step 5, specify that license key file. If a license key file is not used, specify the license
key directly.

Enter user information in accordance with the instructions shown in the messages that
appear on the window.

Specify the installation folder in accordance with the instructions shown in the messages
that appear on the window.

The utility for registering HDLM persistent reservation keys (d1mprsvkey) is
automatically executed to create a PRSV key. The PRSV key is required for the HDLM
functions to operate normally. Also, the value of the PRSV key must be unique among
hosts. Creation of the PRSV key may be unsuccessful if, for example, an NIC does not
exist. Do one of the following in accordance with the result of the execution of the
dlmprsvkey utility:

— If the key creation is successful, the created PRSV key appears in the dialog box. If
you do not need to change the value, click the Next button. If you must change the
value because another host already has the same PRSV key, change the value, and
then click the Next button. If you want to undo the change, click the Back button
and then start over from step 10.

— If the creation is unsuccessful, a dialog box appears that prompts you for the PRSV
key. Enter the PRSV key, and then click the OK button.

For the values you can specify for the PRSV key, follow the instructions shown in the
installation program window.

The program checks the PRSV key. If the KAPL09128-W message appears, follow the
procedure below:

— You are prompted to re-enter the PRSV key. Enter an appropriate PRSV key. The
program then checks the PRSV key again.

— If no message appears, go to the next step.

Select an HDLM management-target device only when the operating system is one of the
following:

—  Windows Server 2003 (IA32) SP1 or later
—  Windows Server 2003 (IA32) R2
—  Windows Server 2003 (IPF) SP1 or later

The Hitachi USP V, TagmaStore, Lightning, Thunder Series and HP StorageWorks XP
Series option is always selected. To select the EMC DMX series and EMC CX series as the
HDLM management-target device, select EMC Symmetrix DMX Series, CLARiiON CX
Series. To select the HP EVA series as the HDLM management-target device, select HP
StorageWorks EVA Series.

Follow the instructions shown in the messages that appear on the window.
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15.

16.

17.

18.
19.
20.
21.
22.

— If a dialog box that begins with the following sentence appears during installation,
and the Storport Miniport driver is used as the HBA driver, stop the HDLM
installation. Then, install QFE838894 or a later version of the Microsoft Storport
driver, or install Windows Server 2003 SP1or later.

Notes on using a Storport Miniport driver:
Read these notes before using a Storport Miniport driver as an HBA driver.

The file version of the Storport.sys of this system (Microsoft Storport driver) is
n.n.nnnn.n.

When using a Storport Miniport driver as an HBA driver:

Please update the Storport Miniport driver to a Storport.sys with a file version
n.n.nnnn.n or later.

— The PRSV key is registered before the installation finishes. If the KAPL0O9131-W
message appears, follow the procedure described in step 16.

Check the results of the installation.

If you performed an unattended installation, check the installation results in the
command prompt.

When the installation finishes, execute the d1lmprsvkey utility with the -v parameter
specified. Make sure that the PRSV key displayed by the dimprsvkey utility is unique
among those of any other hosts in the SAN. If the PRSV key is not unique or is not
registered, or if the KAPL09131-W message appears, execute the dlmprsvkey utility
with the -r parameter specified to re-register the PRSV key. If the PRSV key is not
registered, the HDLM functions may not operate normally. For details about the
dlmprsvkey utility, see section 8.4.

If you used the license key file, it will be deleted when the installation finishes. The
KAPL09115-W message appears if deletion of this file fails. In this case, delete the file
manually, such as by using Explorer.

Shut down the host. Leave the host in a single-path configuration until you check (in
step 25) whether HDLM has been successfully installed.

On all the hosts comprising the cluster system, perform steps 3 through 17.

Make sure that all the hosts comprising cluster system have been completely shut down.
Start the host individually.

Log on to the Windows system again as a member of the administrators group.

Execute the d1nkmgr command's view operation to display the status of each program:

An example of executing the d1nkmgr command's view operation is as follows:

>dlnkmgr view -sys

HDILM Version I OXX-XX
Service Pack Version :

Load Balance : on(rr)
Support Cluster : off
Elog Level : 3
Elog File Size (KB) : 9900
Number Of Elog Files H
Trace Level : 0
Trace File Size (KB) : 1000
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23.

24,

25.

26.
27.

28.
29.

30.
31.
32.
33.
34.
35.

Number Of Trace Files : 4

Path Health Checking : on(30)

Auto Failback : off

Remove LU : off
Intermittent Error Monitor : off

HDLM Manager Ver WakeupTime

Alive XX—XX yyyy/mm/dd hh:mm:ss

HDILM Alert Driver Ver WakeupTime ElogMem Size
Alive XX—XX yyyy/mm/dd hh:mm:ss 128
HDLM Driver Ver WakeupTime

Alive XX—XX yyyy/mm/dd hh:mm:ss

License Type Expiration

Permanent -

KAPL01001-I The HDLM command completed normally. Operation name = view, completion
time = yyyy/mm/dd hh:mm:ss

Use the results of the dlnkmgr command's view operation to check the version of the
installed HDLM. When 05-91 is displayed in HDLM Version, the correct version of
HDLM has been installed.

Use the results of the d1nkmgr command's view operation to check that the programs
are running properly. If HDLM Manager, HDLM Alert Driver, and HDLM Driver are
all Alive, all programs are running correctly.

After installation finishes, check the path information as described in 3.7, and make sure
that you have successfully installed HDLM in a single-path configuration.

Connect cables with all HBAs (multi-path configuration).

Check the path information as described in 3.7 to make sure that you have successfully
built a multi-path configuration.

Shut down the host.

On all the hosts comprising the cluster system, perform the operations from step 20 to
step 28.

Start the host individually.

Install MSCS.

Shut down all hosts after completing installation of MSCS in all hosts configured in MSCS.
Start the host individually.

Log on to the Windows system again as a member of the administrators group.

Make sure that the program is working normally, by examining the results of the
dlnkmgr command's view operation.

Make sure that on MSCSs is displayed in Support Cluster. An example of executing
the dlnkmgr command's view operation is as follows:

>dlnkmgr view -sys

HDIM Version I XX-XX
Service Pack Version

Load Balance : on(rr)
Support Cluster : on MSCS
Elog Level : 3

Elog File Size (KB) : 9900
Number Of Elog Files H

Trace Level H
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Trace File Size (KB) : 1000

Number Of Trace Files : 4

Path Health Checking : on(30)

Auto Failback : off

Remove LU : off

Intermittent Error Monitor : off

HDLM Manager Ver WakeupTime

Alive XX—XX yyyy/mm/dd hh:mm:ss

HDIM Alert Driver Ver WakeupTime ElogMem Size
Alive XX=XX yyyy/mm/dd hh:mm:ss 128
HDLM Driver Ver WakeupTime

Alive XX—XX yyyy/mm/dd hh:mm:ss

License Type Expiration

Permanent -

KAPL01001-I The HDLM command completed normally. Operation name = view, completion
time = yyyy/mm/dd hh:mm:ss

Installing HDLM After MSCS Installation

To install HDLM on a host that does not currently contain HDLM:

1.

2
3.
4

Install MSCS on the host.
Restart the host.
Log on to Windows as a member of the administrators group.

Store the license key file directly under the Windows installation-destination drive. You
can also specify the license key directly without using the license key file.

installation-drive:\hdlm license

The license key file will be deleted when the installation finishes.

Perform the installation.

— If you do not want to perform an unattended installation, insert the CD-ROM into the
drive, and start the installation program setup.exe.

If HDLM has been installed, the KAPL09129-E message appears. In this case, perform
the procedure shown in section 3.6.5. If HDLM 5.5 or later has been installed, the
KAPL09173-W message appears. In this case, perform the procedure shown in section
3.6.4. If no message appears, go to step 6.

— If you want to perform an unattended installation, insert the CD-ROM into the drive,
and start the installation program installhdlm.exe.

At the command prompt, execute the following command:
drive-to-which-the-installation-CD-ROM-is-
inserted:\DLMTools\installhdlm.exe -f installation-information-settings-file
(installhdlm.ini)

Specify n (do not restart) for the restart key in the installation-information
settings file.

This command checks whether HDLM has already been installed. If HDLM 5.4 or
earlier has been installed, the KAPL09129-E message appears. In this case, carry out
the procedure shown in section 3.6.5. If HDLM 5.5 or later has been installed, an
upgrade installation is performed, and then the KAPL09183-I message appears.

After the installation is complete, go to step 14.
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10.

1.

12.

The program checks the version of the MPIO driver, and then installs the MPIO driver. If
a message appears asking you whether you want to install MPIO driver, follow the
procedure below:

— The KAPL09127-W message appears if MPIO driver has already been installed and its
version does not match the version of MPIO driver to be installed:

—  Click the Next button to install MPIO driver.
— Click the Cancel button to cancel the installation.

— If no message appears, go to the next step.

Specify a license key file or enter a license key in accordance with the instructions
shown in the messages that appear on the window:

— If a license key file was stored in step 4, specify that license key file.

— If a license key file is not used, specify the license key directly.

Enter user information in accordance with the instructions shown in the messages that
appear on the window.

Specify the installation folder in accordance with the instructions shown in the messages
that appear on the window.

The utility for registering HDLM persistent reservation keys (dlmprsvkey) is automatically
executed to create a PRSV key. The PRSV key is required for the HDLM functions to
operate normally. Also, the value of the PRSV key must be unique among hosts. Creation
of the PRSV key may be unsuccessful if, for example, an NIC does not exist. Do one of
the following in accordance with the result of the execution of the dlmprsvkey utility:

— If the key creation is successful, the created PRSV key appears in the dialog box. If
you do not need to change the value, click the Next button. If you must change the
value because another host already has the same PRSV key, change the value, and
then click the Next button. If you want to undo the change, click the Back button
and then start over from step 9.

— If the creation is unsuccessful, a dialog box appears that prompts you for the PRSV
key. Enter the PRSV key, and then click the OK button.

For the values you can specify for the PRSV key, follow the instructions shown in the
installation program window.

The program checks the PRSV key. If the KAPL09128-W message appears:
— Re-enter an appropriate PRSV key. The program then checks the PRSV key again.

— If no message appears, go to the next step.

Select an HDLM management-target device only when the operating system is one of the
following:

—  Windows Server 2003 (IA32) SP1 or later
—  Windows Server 2003 (IPF) SP1 or later

The Hitachi USP V, TagmaStore, Lightning, Thunder Series and HP StorageWorks XP
Series option is always selected. To select the EMC DMX series and EMC CX series as the
HDLM management-target device, select EMC Symmetrix DMX Series, CLARiiON CX
Series. To select the HP EVA series as the HDLM management-target device, select HP
StorageWorks EVA Series.
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13.

14.

15.

16.

17.

18.
19.

20.
21.

Follow the instructions shown in the messages that appear in the window.

— If a dialog box that begins with the following sentence appears during installation,
and the Storport Miniport driver is used as the HBA driver, stop the HDLM
installation. Then, install QFE838894 or a later version of the Microsoft Storport
driver, or install Windows Server 2003 SP1.

Notes on using a Storport Miniport driver:
Read these notes before using a Storport Miniport driver as an HBA driver.

The file version of the Storport.sys of this system (Microsoft(R) Storport driver) is
n.n.nnnn.n.

When using a Storport Miniport driver as an HBA driver:

Please update the Storport Miniport driver to a Storport.sys with a file version
n.n.nnnn.n or later.

— The PRSV key is registered before the installation finishes. If the KAPL0O9131-W
message appears, follow the procedure described in step 15.

Check the results of the installation.

If you performed an unattended installation, check the installation results in the
command prompt.

When the installation finishes, execute the dimprsvkey utility with the -v parameter
specified. Make sure that the PRSV key displayed by the dimprsvkey utility is unique
among those of any other hosts in the SAN. If the PRSV key is not unique or is not
registered, or if the KAPL0O9131-W message appears, execute the dlmprsvkey utility
with the -r parameter specified to re-register the PRSV key. If the PRSV key is not
registered, the HDLM functions may not operate normally. For details about the utility,
see section 8.4.

If you are using the license key file, it will be deleted when the installation finishes. The
KAPL09115-W message appears if deletion of this file fails. In this case, delete the file
manually, such as by using Explorer.

Shut down the host. Leave the host in a single-path configuration until you check (in
step 25) whether HDLM has been successfully installed.

On all the hosts comprising the cluster system, perform the operations from step 1 to
step 16.

Confirm that all the hosts making up the cluster system have been shut down.

Modify the settings in the storage system according to the procedure described in the
hardware notes provided with HDLM.

Start the host individually.

Log on to the Windows system again as a member of the administrators group.
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22. Make sure that the program is working normally, by examining the results of the
command's view operation. Make sure that on MSCS is displayed in Support
Cluster. An example of executing the d1nkmgr command's view operation is as

follows:

>dlnkmgr view -sys

HDLM Version I OXX-XX

Service Pack Version

Load Balance : on(rr)

Support Cluster : on MSCS

Elog Level 3

Elog File Size (KB) : 9900

Number Of Elog Files H

Trace Level 0

Trace File Size (KB) 1000

Number Of Trace Files : 4

Path Health Checking : on(30)

Auto Failback : off

Remove LU : off

Intermittent Error Monitor : off

HDLM Manager Ver WakeupTime

Alive XX—XX yyyy/mm/dd hh:mm:ss

HDIM Alert Driver Ver WakeupTime ElogMem Size
Alive XX=XX yyyy/mm/dd hh:mm:ss 128
HDLM Driver Ver WakeupTime

Alive XX—XX yyyy/mm/dd hh:mm:ss

License Type Expiration

Permanent -

KAPL01001-I The HDLM command completed normally. Operation name
time = yyyy/mm/dd hh:mm:ss

view, completion

23. Use the results of the d1nkmgr command's view operation to check the version of the
installed HDLM. When 05-91 is displayed in HDLM Version, the correct version of

HDLM has been installed.

28. Use the results of the view operation to check that the programs are running properly.

If HDLM Manager, HDLM Alert Driver, and HDLM Driver are all Alive, all

programs are running correctly.

29. After installation finishes, check the path information as described in section 3.7, and
make sure that you have successfully installed HDLM in a single-path configuration.

30. Connect cables to all HBAs (multi-path configuration).

31. Check the path information as described in section 3.7 to make sure that you have
successfully built a multi-path configuration.
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3.6.3.3 Performing a New Installation Using VCS

o U N W N

Start the hosts individually in the single path configuration.

Use the VCS Configuration Wizard to configure Cluster Components.

Restart the host.

Log on to the Windows system as a member of the administrators group.

Stop VCS.

Store the license key file directly under the Windows installation-destination drive. You
can also specify the license key directly without using the license key file.

|installation—drive:\hdlm_license

The license key file will be deleted when the installation finishes.

Perform the installation.

If you do not want to perform an unattended installation, insert the CD-ROM into the
drive, and start the installation program setup.exe.

If HDLM has been installed, the KAPL09129-E message appears In this case, perform
the procedure shown in section 3.6.5. If HDLM 5.5 or later has been installed, the
KAPL09173-W message appears. In this case, perform the procedure shown in section
3.6.4. If no message appears, go to step 8.

If you want to perform an unattended installation, insert the CD-ROM into the drive,
and start the installation program installhdlm.exe.

At the command prompt, execute the following command:

drive-to-which-the-installation-CD-ROM-is-
inserted:\DLMTools\installhdlm.exe -f installation-information-settings-file
(installhdlm.ini)

Specify n (do not restart) for the restart key in the installation-information
settings file.

This command checks whether HDLM has already been installed. If HDLM 5.4 or
earlier has been installed, the KAPL09129-E message appears. In this case, carry out
the procedure shown in section 3.6.5. If HDLM 5.5 or later has been installed, an
upgrade installation is performed, and then the KAPL09183-I message appears.

After the installation is complete, go to step 16.

The program checks the version of the MPIO driver, and then installs the MPIO driver. If
a message appears asking you whether you want to install MPIO driver, follow the
procedure below:

The KAPL09127-W message appears if MPIO driver has already been installed and its
version does not match the version of MPIO driver to be installed:

—  Click the Next button to install MPIO driver.
— Click the Cancel button to cancel the installation.

If no message appears, go to the next step.
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10.

11.

12.

13.

14.

15.

Specify a license key file or enter a license key in accordance with the instructions
shown in the messages that appear on the window. If a license key file was stored in
step 6, specify that license key file. If a license key file is not used, specify the license
key directly.

Enter user information in accordance with the instructions shown in the messages that
appear on the window.

Specify the installation folder in accordance with the instructions shown in the messages
that appear on the window.

The utility for registering HDLM persistent reservation keys (d1lmprsvkey) is
automatically executed to create a PRSV key. The PRSV key is required for the HDLM
functions to operate normally. Also, the value of the PRSV key must be unique among
hosts. Creation of the PRSV key may be unsuccessful if, for example, an NIC does not
exist. Do one of the following in accordance with the result of the execution of the
dlmprsvkey utility:

— If the creation is successful, the created PRSV key appears in the dialog box. If you
do not need to change the value, click the Next button. If you must change the
value because another host already has the same PRSV key, change the value, and
then click the Next button. If you want to undo the change, click the Back button
and then start over from step 11.

— If the creation is unsuccessful, a dialog box appears that prompts you for the PRSV
key. Enter the PRSV key, and then click the OK button.

For the values you can specify for the PRSV key, follow the instructions shown in the
installation program window.

The program checks the PRSV key. If the KAPL09128-W message appears, follow the
procedure below:

— You are prompted to re-enter the PRSV key. Enter an appropriate PRSV key. The
program then checks the PRSV key again.

— If no message appears, go to the next step.

The message Select Storage System to be managed. is displayed: click the Next button.
In a VCS environment, the EMC DMX series and EMC CX series cannot be set as an HDLM
management-target device. Thus, do not select EMC Symmetrix DMX Series, CLARiiON
CX Series. Similarly, the HP EVA series cannot be set as an HDLM management-target
device. Accordingly, do not select HP StorageWorks EVA Series either.

Follow the instructions shown in the messages that appear on the window.

— If a dialog box that begins with the following sentence appears during installation,
and the Storport Miniport driver is used as the HBA driver, stop the HDLM
installation. Then, install QFE838894 or a later version of the Microsoft Storport
driver, or install Windows Server 2003 SP1 or later.

Notes on using a Storport Miniport driver:
Read these notes before using a Storport Miniport driver as an HBA driver.

The file version of the Storport.sys of this system (Microsoft Storport driver) is
n.n.nnnn.n.

When using a Storport Miniport driver as an HBA driver:
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16.

17.

18.

19.

20.
21.
22.

Please update the Storport Miniport driver to a Storport.sys with a file version
n.n.nnnn.n or later.

— The PRSV key is registered before the installation finishes. If the KAPL0O9131-W
message appears, follow the procedure described in step 17.

Check the results of the installation.

If you performed an unattended installation, check the installation results in the
command prompt.

When the installation finishes, execute the d1mprsvkey utility with the -v parameter
specified. Make sure that the PRSV key displayed by the dimprsvkey utility is unique
among those of any other hosts in the SAN. If the PRSV key is not unique or is not
registered, or if the KAPL09131-W message appears, execute the dlmprsvkey utility
with the -r parameter specified to re-register the PRSV key. If the PRSV key is not
registered, the HDLM functions may not operate normally. For details about the
dlmprsvkey utility, see section 8.4.

If you used the license key file, it will be deleted when the installation finishes. The
KAPL09115-W message appears if deletion of this file fails. In this case, delete the file
manually, such as by using Explorer.

Shut down the host. Leave the host in a single-path configuration until you check (in
step 25) whether HDLM has been successfully installed.

Modify the settings in the storage system. Modify the settings in the storage system
according to the procedure described in the hardware notes provided with HDLM.

Start the host individually.
Log on to the Windows system again as a member of the administrators group.

Make sure that the program is working normally, by examining the results of the
dlnkmgr command's view operation.
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An example of executing the d1nkmgr command's view operation is as follows:

>dlnkmgr view -sys

HDLM Version I XX—XX

Service Pack Version

Load Balance : on(rr)

Support Cluster : off

Elog Level 3

Elog File Size (KB) : 9900

Number Of Elog Files H

Trace Level 0

Trace File Size (KB) 1000

Number Of Trace Files H

Path Health Checking : on(30)

Auto Failback : off

Remove LU : off

Intermittent Error Monitor : off

HDLM Manager Ver WakeupTime

Alive XX—XX yyyy/mm/dd hh:mm:ss

HDLM Alert Driver Ver WakeupTime ElogMem Size
Alive XX—XX yyyy/mm/dd hh:mm:ss 128
HDLM Driver Ver WakeupTime

Alive XX—XX yyyy/mm/dd hh:mm:ss

License Type Expiration

Permanent -

KAPL01001-I The HDLM command completed normally. Operation name = view, completion
time = yyyy/mm/dd hh:mm:ss

Even if you are using VCS, of f appears for Support Cluster. Regardless, the cluster
support function runs normally.

23. Use the results of the view operation to check the version of the installed HDLM. When
05-91 is displayed in HDLM Version, the correct version of HDLM has been installed.

24. Use the results of the view operation to check that the programs are running properly. If
HDLM Manager, HDLM Alert Driver, and HDLM Driver are all Alive, all programs
are running correctly.

25. After installation finishes, check the path information as described in section 3.7, and
make sure that you have successfully installed HDLM in a single-path configuration.

26. Connect cables to all HBAs (multi-path configuration).

27. Check the path information as described in section 3.7 to make sure that you have
successfully built a multi-path configuration.
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3.6.3.4 Performing a New Installation Using Oracle RAC
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Shut down all the hosts.

Make sure that all the hosts comprising the cluster system have been fully shut down.

Start the host individually in the single path configuration.

Log on to Windows as a member of the administrators group.

Store the license key file directly under the Windows installation-destination drive. You
can also specify the license key directly without using the license key file.

| installation-drive:\hdlm license

The license key file will be deleted when the installation finishes.

Perform the installation.

If you do not want to perform an unattended installation, insert the CD-ROM into the
drive, and start the installation program setup.exe.

The program checks whether HDLM has already been installed. If HDLM 5.4 or earlier
has been installed, the KAPL09129-E message appears. In this case, perform the
procedure shown in section 3.6.5. If HDLM 5.5 or later has been installed, the
KAPL09173-W message appears. In this case, perform the procedure shown in section
3.6.4. If no message appears, go to step 7.

If you want to perform an unattended installation, insert the CD-ROM into the drive,
and start the installation program installhdlm.exe.

At the command prompt, execute the following command:

drive-to-which-the-installation-CD-ROM-is-
inserted: \DILMTools\installhdlm.exe -f installation-information-settings-
file (installhdlm.ini)

Specify n (do not restart) for the restart key in the installation-information
settings file.

This command checks whether HDLM has already been installed. If HDLM 5.4 or
earlier has been installed, the KAPL09129-E message appears. In this case, carry out
the procedure shown in section 3.6.5. If HDLM 5.5 or later has been installed, an
upgrade installation is performed, and then the KAPL09183-I message appears.

After the installation is complete, go to step 15.

7. The program checks the version of the MPIO driver, and then installs the MPIO driver. If
a message appears asking you whether you want to install the MPIO driver, follow the
procedure below:

The KAPL09127-W message appears if MPIO driver has already been installed and its
version does not match the version of MPIO driver to be installed:

— Click the Next button to install MPIO driver.
— Click the Cancel button to cancel the installation.

If no message appears, go to the next step.
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10.

11.

12.

13.

14.

Specify a license key file or enter a license key in accordance with the instructions
shown in the messages that appear on the window. If a license key file was stored in
step 5, specify that license key file. If a license key file is not used, specify the license
key direct