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Conventions

Keywords, command buttons and other such fields are enclosed in “ “ while being bold (for

example, to denote “Next” is used)

Inputs for commands and Variables are shown in Italics
File names and paths are shown in bold

Commands are shown in Courier new font

Optional keywords and arguments are enclosed within [ ].

“!ll) Notes:

Contains suggestions or tips.

!
"% Caution:

Contains critical information




How this Document is Designed

This document is divided into eight parts,

Part 1: Explains protecting and recovering standalone SQL servers. The part also includes usage
of CLI wherever possible.

Part 2: This part describes protecting a Clustered SQL server to a standalone SQL server. Both
failover and failback are explained in this part.

Part 3: This part explains protecting and recovering a clustered SQL server to another clustered
SQL server.

Part 4: This part explains protecting and recovering selective SQL virtual servers. Failover,
failback are explained

Part 5: This part of the document describes steps involved in protecting and recovering SQL
server when MS providers are missing. This occurs while using third party hardware platforms
Part 6: This part explains protecting SQL servers with two active node clusters.

Part 7: This section of the document contains troubleshooting information.

This document explains the solution for SQL2005, however, the same solution holds good for
SQL 2000 and SQL 2008.

Please note that Hitachi Dynamic Replicator - Scout does not currently support fabric-based
solutions.



1 Before you begin

e Ensure that FX agent on all hosts is up and running with domain user privileges. This
domain user should also be a member of local administrators

e Ensure SQL services (For Example: MSSQLServer, SQL Server Agent, SQL Browser, SQL VSS
Writer) are up and running

¢ Ensure that a domain user is created with required privileges

¢ Ensure that firewall is not blocking any of the Scout components

e Ensure VX agents are installed on both the source and target hosts

e Install CX server within the same LAN as of the production server

e Point all VX, FX agents to the same CX server, and assign appropriate licenses

¢ Ensure that the Db and log files are present under a same location on both source and target
hosts. Ensure that this is not on the system volume

e Same version of SQL server should be installed on both the source and target hosts

e Ensure enough free space on the retention volume and do not use this volume for any other
purpose

e SQL 2005 server, SQL Server 2005 Express, Named Pipes and TCP/IP need to be added to the
Enabled Protocols. By default, these are disabled. They must be enabled to accept remote
connections

e Ensure that you have installed SQL Distributed Management Objects (SQL DMO) on both the
production and DR servers

e The FX templates and process involved in protecting is same for SQL express 2005 and SQL
2005

e When the source machine is restarted after a failover, it registers with the DNS server again.
To avoid this either uncheck "Register this connection's addresses in DNS" check box for all
NICS OR add the "DisableDynamicUpdate" of type DWORD to the Registry key
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\ Tcpip\Parameters"
with value set to 1. This key disables DNS update registration for all adaptors on that
computer

e  On Windows 2008 platforms ensure that the SQL VSS service is up and running with domain
administrator privileges

¢ Ensure that the SQL browser and SQL VSS writer services are up and running at all times.

e While protecting SQL 2000, ensure that you install the latest “hot fix” from Microsoft website
(http://support.microsoft.com/kb/904418). This hot fix upgrades the VSS component on which
the vacp.exe is dependant for issuing consistency tags.


http://support.microsoft.com/kb/904418�

Part 1: Non Clustered environment

This part covers protecting and recovering SQL server on a non clustered environment where
Production Server and DR Server both are standalone machines. The recovery section is further
branched into planned failover, unplanned failover and failback. Each of them can be performed
through CX Ul and CLL
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2 Introduction to the Solution

This solution is divided into three steps, Protecting SQL server, SQL failover and SQL failback.
Each of them is achieved through a set of steps.

Protecting SQL server: SQL server is protected in three steps, SQL discovery, Replicating
discovered volumes and issuing consistency tags on production SQL volumes.

SQl failover
*SQL Discovery *Prepare for
*Replicate SQL sPlanned failover (CX failback
server volumes UlerCLl) or *Perform Failback
*SQL consistency sUnplanned failover
. (CX Ul or CLI)
Protecting SQL sqL failback
Server

4

Figure 1:

SQL failover: There are two types of failovers, planned and unplanned failover. Each of them can
be achieved either through the CX Ul or the console.

SQL Failback: Failback is similar to a planned failover, however in a failback scenario the
production server will act as the target and the DR server will act as the source. This is because a
reverse replication will be set to update the production server with all the data changes during its
outage. Replication is set through the CX UI and the actual failback can be achieved either
through the CX Ul or CLIL

Differences between planned and unplanned failover

Table 1: Differences between unplanned failover and planned failover

_ Unplanned failover Planned failover

Real-time or unexpected Mock drills, To test the setup.
outages Any expected outages
Recovered to To latest consistent tag Issues a consistency tag on the
common for all SQL SQL volumes. Target is
replication pairs recovered to the same consistent
tag.
Performed through CX Ul Yes, unless the CX is down.  Yes

Performed through CLI Yes Yes

11



2.1 Privileges for SQL Failover and Failback

2.1.1 Introduction

The FX agent plays a critical role while performing a failover or a failback. It is important that the

FX agent on both production and DR servers have appropriate privileges. It is always
recommended that you create a special user with appropriate privileges and start the FX agent
with that user’s privileges.

This part describes the process to create a user with appropriate privileges require for the FX
agent to start. It also describes the granular permissions required to allow the InMage service to
successfully perform a SQL failover and failback. To set privileges you need to create domain
user first then full control over the DNS for each source and target. The process involved is:

e Create a Domain User

e Add this domain user to the Production Server and DR Server record in DNS Server
management console to give local administrator privileges.

e Add this user to Production Server and DR Server in Active Directory using ADSI Edit and
give full permissions.

‘!LI’J Notes:

You will need domain administrator privileges for following the steps given below.

Detailed procedure to set privileges is as follows.

12



2.1.2 Create a Domain User

Step 1. Log on to the domain controller as an administrator where Production Server and DR
Server are part of the domain.

Step 2. Click on “Start->Programs->Administrative Tools ->Active Directory Users and
Computers”.

g e’[ﬁ Ackive Direckory Domains and Trusks
@ Active Directory Sites and Services

Ackive Directory Users and Computers |

Figure 2:

Step 3. You should see the “Active Directory Users and Computers” screen. Under “Active
Directory Users and Computers”. Select “Domain Users”, a list of users appears on the right
hand side, right click and select “New->User”.

4 Active Directory Users and Computers
@ Ele Action VYiew ‘Window Help
= = S =
e | Bm B FRE| 2 R vE e
@ Active Direckory Users and Computer | Users 45 objects
=@ Sfaved Queries Name 7 Type | Description
= bitaz.org € Activel User
% Bulkin € active? User
-0 Computers € Admiistrator Delegate Cotral...
{5 Domain Controllers €0 Cert Publishers Find
D ForeignSecurityPrincipals o1 i
{2 Loadsim Users g clsz Computer
s
3 Users € Contack Al Tasks »
Grau
@ ooz " Refresh
InetQrgPerson
% 003 o Export List...
@Dnsndm\ns Query-based Distribution Group
ﬁansLIpdataPrnxy M3MG Queue Alias Wiew 3
Printer
mDDma\n Admins o Arrange Icons 4
mDDma\n Computers red Folder Ling up Icons
gDomam Cantrollers Propetties
Damain Guests
- — acress ko the computerido. . Help
Figure 3:
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Step 4. You should be able to see “New Object-User” screen. Enter the “Name” and “User
Logon Name” and click on “Next”. In this example, first name and user logon name as

“InMageUser” is used.

New Object - User ]

ﬁ Create in:  bit32.org/ sers

First name: IInM agellser Iritialz: I

Lazt name: I

Full name: IInM agellszer

User logon name:
IInM anellzer I@bitEE.Drg ﬂ

Uzer logon name [pre-windoves 2000]:
IBIT32\ IInMageUser

< Back I Mest » I Cancel

Figure 4:

Step 5. Enter the “Password” and select the “Password Never Expires” option. A message box
appears prompting that you will not be required to change the password at next logon, click
on “OK” then click on “Next”.

New Object - User S|

g Create in;  bit32 org/Users

Paszword: Ioooooo.o

Canfirm passward: quuu

¥ User must change pazsword at nest Ingon

[ User cannot change passwerd

Active Directory ll

] e Gl ¥ou specified that the password should never expire.
= The user will not be required to change the password at next logon.

v Password never expines

< Back Mext = Cancel

Figure 5:

14



Step 6. The next screen appears, click on “Finish” to continue.

New Dbject - User

E3
g Create in:. bit32 orgsU zers

“w'hen you click Finizh, the following object will be created:
Full name: Int agellzer ﬂ
zer logon name: Inkdagellzeri@bitd2, org
The paszword never expires.

I-]

< Back Cancel I

Figure 6:

\ll) Notes:

On Cluster environment, you will need to grant full privileges of DNS for the exchange

virtual servers by repeating steps 1 to 4

2.1.3 Permission for DNS Record Change

Step 1. Click on “Start->Programs->Administrative Tools->DNS” or Run “dnsmngmt.msc”

from command line. You should see the DNS management screen. Expand the “Domain”,

select the source host name on the right side, right click, and click on the “Properties”.

'4%‘ Elle Action Yiew Window

Help

_i._ dnsmgmt - [DNS',QA-BIT32-DC" Forward Lookup Zones' bit32.org]

s BEXSRB|2[SEH

A, DN
£ Qa-BITaz-DC
D Cached Lookups
= Forward Lookup Zones
H-fg _msdes.bit32.org
3451 bit3z.org
_msdcs

IE.
=
g
w

{1 DomainbnsZones
-] ForestDnsZones
{3 TEST.COM

- Reverse Lookup Zones

bit32.0rg 339 record(s)

[ame

FileServer

FileServerl
FileServerz
filasharenw
mit2s025

imits-!

Delete

imits0
imitsn___Help
(2] Fa-hodez

inits0  properties

Figure 7:
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Step 2. You should be able to see a source host properties screen. Click on the “Security” tab.
Click on “Add”.

imits035 Properties S
Hoost (8] Security |

Group or user names:
ﬂi Authenticated Users
ﬂi Drarnain Adming [BIT 3250 amain Admins]

ﬂi Ernterprize Adming [BIT32A\Enterprise Adminz]
ﬂi EMTERPRISE DOMAIN COMTROLLERS

- =

Add... | Bemove |

miristra Bl

Permizzions for Administrators Al Deny
Full Control O O
Read O
Wirite O
Special Permizsions O

For special permiszions or for advanced settings, Advanced |
click Advanced. —
0k, I Cancel | Spply |

Figure 8:

Step 3. Select the domain user name (InMageUser) created in the previous steps and check if this
username is available by clicking on the “Check Names”. Click on “OK”.

Select Users, Computers, or Groups ed |

Select tiz object type:

IUser$, Groups, or Built-in zecurity principalz Object Types...

Erom thiz location:
Ibit32.c:rg

Locations...

Enter the ohject names to select [eramples]:
Intd agell zer [Inkd agel)sen@bit32, org) LCheck Mames

i

Advanced. .. | s | Cancel |

Figure 9:

A
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Step 4. You will be taken back to the previous screen. Click on “Full Control” check box to grant

all the privileges. Click on “OK”.

imits035 Properties ied P

Host [4]  Securty |

Group or user names:

ﬁ inmage [inmaget@bit32. arg)
ﬁ |nkd agellzer [Inkd aget§er@bit32.urg]

€7 SvSTEM

€ IMITSO35S (BIT32MITS0358) ;I

m Pre“windows 2000 Corpatible Access [BIT 324Prewindows ED...J

Add... | Remove |

Permizzions for Inkdagellzer Al Drerw

Full Cantral I O
Read O
Write O
Special Permizzions O O

For zpecial permizzions or for advanced settings, Advanced |
click Advanced. =

(] I Cancel | Apply

Figure 10:

Step 5. Repeat steps 1 to 4 for the “DR-Server”.

‘!.I) Notes:

On Cluster environment, you will need to select the network name (SQL Virtual Server
Name) and grant DNS privileges by repeating steps 1 to 4.
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2.1.4 Permission for AD changes

Step 6. Click “Start->Run->MMC”, select “Add/Remove Snap”-from File Menu, and Click on
llAddII‘

File  Action Wiew Favorites  Window  Helo

- E B ®
— Standalone | Extensionsl

3 Console Rook Usze this page to add or remave a standalone Snap-in from the

Shap-ing added to: Ia Console Roat

r— Description

Add..

About. |

Ok

Eemove

Figure 11:

Step 7. The “Add Standalone Snap-in” screen appears. Select “ADSI Edit”, and click on “Add”.

2]

Add Standalone Snap-in

Awailable Standalone Snapeins:

Shap-in

[«

| YWendor

ﬂ MET Framework 1.7 Configuration
6‘L\?.ﬁxctive Directory Domaing and Trusts
@Active Directory Sites and Services
@Active Directory Uszers and Comput...
ﬂ Activel Control

E % Authorization M anager

Certificate Templates
@ Certificates

@3 Certification Autharity
-

Microzoft Corporation
Microzoft Corporation
Microzoft Corporation
Microzoft Corporation
Microzoft Corporation
Microzoft Corporation
Microzoft Corporation
Microzoft Corporation
Microzoft Corporation
Microzoft Corporation

— Diezcription - - -
A lows level Active Directory Services Inter

face editar.

Add Cloge

Figure 12:

';ld) Notes:

You need to install “ADSI Edit” before you add it in “Add Standalone Snap-in” (This is

available in Windows Support Tools)




Step 8. You should be able to see “Add/Remove Snap-in” screen and click on “OK”.

Add/Remove Snap-in 21
Standalane I Extensionsl

Use thiz page to add or remove a standalone Snap-in from the console.

Snap-ing added to; Ia Console Foat j

<3 A0S Edit

r— Deseription

Bemove About, |

Ok I Cancel

Figure 13:

Step 9. The “console” screen opens. Right click on “ADSI Edit”, and click on “Connect To”.

i Consolel

File  Action Wiew Favorites  bindow

= | EmE DB @

'fii Console Root'ADSI Edit

([ Console Rook

1 <, R

Conneck ko, ..

Wiew 3
Mew Mindow From Here

Mew Taskpad View. ..

Refresh
Export Lisk. ..

Help

Figure 14:



Step 10. The “Connection Settings” screen opens up. Select the domain from “Select a
well known Naming Context” or “Domain” and click on “OK”".

Connection Settings E

Mame: I Domain

Path: ILDF'.F‘:,l',l'imitsEllZ.xiu:utechxsrw.net,l'Du:umain

— Canneckion Paink
" Select or bype a Distinguished Mame or Maming Context:

| =

% Select a wel known Maming Context:

ICrarnain

_ompuker

™ Select or bype a domain or server:
| [

' Defaulk (Domain or server that you logged in ko)

Advanced. .. | K I Cancel |

Figure 15:

Step 11. Expand the domain and select the domain user name (InMageUser) under
“Domain” in the console root screen.

i Console Root' ADSI Edit Domain [QA-BIT32-DC.bit32.0rg]\DC=hit32,DC=org'C =100 x|

B0 C=ext H | Distinguished Mame
{0 CN=exz
i CM=ex2kluserl There are no items bo show in this view,
7.3 CM=E:xchange Do
1.1 CN=Exchange Ente
1.1 CN=expagal

| CN=expagaZ

(L] CH=EXUSER

- CN=Group Palicy C
7- Cl=gtestz

- C=Guest

7] CH=IIS_WPG

7.1 CH=inrmage

Cl CH=InMagelser
7 CH=TUSR_CLUSTEE
A0 CH=TwaM_CLISTE
7 Ch=krhtgt

71 Ch=nitin >

4] | r 4] | ]
Figure 16:




Step 12. Right click and click on the “Properties”. You should be able to see the

“Properties” screen and click on “Security Tab”.

CN=InMagellser Properties 2 x|

Attribute Editor - Security |

Group or user names:
m Account Dperators [BIT 32%0coount Operators)

dminis
ﬁ Authenticated Uszers
ﬁ Cert Publishers [BIT 32%Cert Publizhers]

m Dromain Adming (BIT 3240 omain ddming]
P [

Add... | Remove |

-

Permizsions for Administrators Al Deny

Full Control

Read

WTike

Create All Child Objects
Delete All Child Objects
Allowed to Authenticate

EO0EEEO
OoOooooo

=
For special permissions or for advanced settings, Advanced |
click &dvanced. —

QK I Cancel | Spply

Figure 17:

Step 13. You should now see the “Select Users, Computers, or Groups” screen. Select the

domain user (InMageUser) created in the previous steps and check if this username is
available by clicking on the “Check Names”. Click on “OK”.

Select Users, Computers, or Groups 2

Select this object type:

IUsers, Groups, or Built-T security principals Object Types... |

Fram this location:

Ibit32.0rg Locations... |

Enter the object names to select [examples]:

Intdageld zer (Intd agellser@bita2. org LCheck Mames I

Advanced... | Ok, | Cancel |

Figure 18:
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Step 14. Click on “Full Control” check box and click on “OK”.

CH=InMageUser Properties ﬂ X

Attribute Editar - Security |

Group ar user names:

!ﬁ EMTERFRISE DOMAIN COMTROLLERS ;l
m Evemane

m Exchange Enterprize Servers [BIT32\Exchange Enterprize Serv... J
£ inmage (inmage@hitaZ.org)

ﬁ M agell zer [Inkd agel) ser@bit32, arg)
P T . s T e 1 e LI

Add.. | Bemove |

Permizzions for Intagel zer Allaw Dery
Full Control O ﬂ
Fead O
ik O
Create All Child Objects O
Delete Al Child Objects O
Allowed to Authenticate O LI

For special permissions of for advanced settings, Advanced |
click Advanced =
0K I Cancel | Apply |

Figure 19:



2.1.5 Adding user to Host Machines

Step 15. Logon to “Production Server” with the domain administrator. Open Computer

management console, click on “Groups” under “Local Users and Groups”, and click on

“ Administrators”.

E Computer Management

=) File action  Wiew  Window

Help

e = m

| X R @ m

E Computer Management (Local)
E‘ﬁﬁ System Tools

[z Event Viewsr

% Shared Folders

[=]-#4%] Local Users and Groups

(2 users
£ Graups

ey, Device Manager
EI@ Storage

&0 Removable Storage
Disk Defragmenter
g8 Disk Management
[]--@ Services and Applications

Performance Logs and Alert:

(=18
Backup Operakors
istribuked COM Users
uests

gPerformance Log Users

Power Lsers
Prink Operators
Remote Deskbop Users

HelpServicesGroup
1I5_WPG
gTeInetCIients

4 v Developers

__mware__

Network Configuration ...

Performance Monitor ...

Drescription

Backup Operakors can override secu...
Mernbers are allowed ka launch, acti...
Guests have the same access as me..,
Members in this group can have som...
Members of this group have remote ...
Mernbers of this group have remote ...
Power Users possess maost administr, ..
Members can administer domain prin...
Mernbers in this group are granted k...
Supparts file replication in a domain
Users are prevented From making ac...
Debugger Users are non administrat.. .
Group for the Help and Support Center
115 Waorker Process Group

Members of this group have access k...
Visual Studio developers can author ...
WMware User Group

Figure 20:

Step 16. You should be able to see administrator’s properties screen. Click on “Add”.

Administrators Properties '

Geretal |

Descriphon:
Members:

Admiristrators

nplete and unre:

ompLterdomain

Intdagellser [IntMagell ser@bit3Z. org)

21|

Figure 21:
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Step 17. You see the “Select Users, Computers, or Groups” screen, Select the domain
user name (InMageUser) created in the previous steps and check if this username is available

by clicking on the “Check Names”. Click on “OK”".

Gelect Users, Compubers, or Groups H E
Salect thés object hype:
|US—'BI$, Groups, or Buitin secunty prncipals Dbpect Typas.
From thes locabon:
|:eidmkumrr.net Locations.,
Entes the obiect names bo select [examples)
Intd agelzer [Int agellzeriEbit32, u:urq]. Check Hames
Advanced.. | [ ok ] cance |
i
Figure 22:
Step 18. Click “Start->Control Settings->Administrative Tools”. You should be able to

see “Administrator’s Properties” screen with the new domain user (InMageUser). Click on

“Apply” and then on “OK”.

Administrators Properties

General ]

g Administiators

EE

Members:

Description: |mplete and untestricted access to the computer/domain

Adrniristratos
€31 BIT 32\Domain Admins
ﬂ BIT32nmage
ﬁInM agellzer [Inkd agell zer@bit32 arg)

Spply

Figure 23:

‘!LI) Notes:

On Cluster environment you will need to add domain user to each node. Repeat the steps

from 1 to 4.
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2.1.6 Adding user to Logon Services

Step 19. Click “Start->Program Files->Administrative Tools->Local Security Policy”.

'E Pragrams " @ Microsoft Exchange  # ,, Terminal Services Configuration

g2 Local Security Policy

E-'f Administrative Tools  *

Figure 24:

Step 20. You should see the “Local Security Settings” screen. Select “User Rights
Assignment”, and select “Log on as a Service”.

iii Local Security Settings

File Action Wew Help
= | B@E X E R @ m

@ Security Setkings Palicy  # | Security Setking
-8 Account Policies Access this computer From the net... Ewveryone,®S-1-5-2...
—-{{8 Lacal Policies Act as part of the operating system  BIT32\administrator...

(28 audit Policy [R8] Add warkstations ta domain

(@ User Rights Assignment Adjust memory quotas for a process  LOCAL SERYICE,ME...

(8 security C_)F_'“U”S %8 allowy log an locally *5-1-5-21-3958233. ..
Public Key Palicies AIIDW log on through Terminal Ser,..  Administrators, Rem. .,

(L Software Restriction Policies A
H Back up files and directories Administrators, Back.,
‘g IP Security Policies on Local Computer P o

on as E

Figure 25:

Step 21. You should see the “Log on as a Service Properties” screen. Click on “Add User
or Group”, and click on “OK”.

.0g on as a service Properties 2]

Local Secuity Setting | Explain This Seting |

ASPHET

Add Uszer or Group... | A emove I

Figure 26:
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Step 22. This should open “Select Users, Computers, or Groups” screen. Select the
domain user name created in the previous steps and check if this username is available or not
by clicking on the “Check Names”. Click on “OK”.

select Users, Computers, or Groups

Select thés object ype:

|l_|u|s, Groups, or Bultin secunty pincipals Dbpect Types. ..
FErom thes location:

|:eidn¢m:iw.nﬂ Locations..
Enibes the object names bo select examples]

Inkd agel) zer [Int agel ser@hit32. org) Check Mames

bdvanced.. | [ ok ] Concel |

Figure 27:

Step 23. You should be able to see the previous screen. Now, click on “Apply”, and then
on “OK”.

.0g on as a service Properties 7| %]

Local Securty Seting | Explsin This Setting |

fﬂ Log on a3 a service

ASPMFT
Intagel ser (Intagell ser=bit32. arg)

Add User or Group... I Hemove

Figure 28:
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Step 24. Log on to “Production Server” with the domain user created above. Click “Start-
>Run->Services.msc”, select the “FX agent service”, right click, and click on the “Properties”.

Services (Local)

InMage DR-Scout FX Agent

| Descripkion | Skakus

Diskributed Link Tracking Client  Enables cli...  Started
Stop the service dly] out Fx Agent Start Skarted
Restart the service %Inr\ﬂage DR-Soouk Y Agent ;tg: Ctarked
%Intersite Messaging
Pause
Description: 8 IPSEC Services [ Started
File: Replication Service iskributi —
P %Kerberos Key Distribution Restart
%License Logging
g%Logical Disk, Manager Al Tasks ¥ Btarted
%Loglc‘.al Disk Manager Adraini Refresh
%Machme DebugManager — — PFtarted
%Mc.ﬂfce Framework Service Properties Ekarted
%Messenger - k
%Microsoft Exchange Event =
Figure 29:
Step 25. You should see the “FX agent Properties” screen. Enter the “Domain Username”

and password details. Then, click on “Apply” and then “OK”.

InMage DR-Scout FX Agent Properties (Local d |

General LogOn | Hecover_l,ll Dependencies'
Log on as:

' Local Systemn account

I~ | Slloys service to interact with deskiop

Pazsword: Iﬂnoovuoo

LConfirm pazsword: I""""|

rou can enable or digable this service for the hardware profiles listed below:

% This account; IInMageUser Browsze... |

Hardware Profile | Service |
Profile 1 Enabled

Encbie | Disable |

QK. I Cancel | Apply

Figure 30:

Step 26. Restart the “FX Agent Service”. Repeat the step 1 to 7 for “DR-Server”

‘!lI’J Notes:

On Cluster environment you will need to add domain user to each node. Repeat the steps

from 1 to 8.
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2.2 Verify privileges

It is recommended that you verify the privileges assigned in the previous step. This is verified
through a single FX job. The result of the FX job will determine if the privileges are valid or not.

Step 27. Access the CX Ul and click on “File Protection”, you should now see the “File
Protection” screen. Click on “New Job Group Wizard”

File Protection fEdein

Applications Filter: IApp\iCat\Dn Mame = i
Application Per Page:iE Jobs Py

Mo Replication Applications To Display

New Job Gr’nup Wizard

Manage Templates

Figure 31

Step 28. The next screen opens up, click on “Add Job”

File Protection

Replication Jobs

[:E' Ap::il:.zﬁon S:::;:e Source Directory T::‘::t Target Directory
Ma jobs addad pat
Cancel |
Add Job
Figure 32
Step 29. Select the source as the production server and the Destination as the DR Server.

Select the FX template as “VerifySqlPermissions”

File Protection Wizard: Replication Pair

Replication Hosts

Application l
MName:

Job Description: !

Source Destination
' SQLZKS-TARGET [Windows] @ SQLZKS-TARGET [Windows]
{*  SQLZKS-SOURCE [Windows] | 5QL2KS-SOURCE [Windows]
Directory Directory
I I
| WerifyS glPermissions =l
MNext -= Cancel

Figure 33
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Step 30. The job options screen opens up, scroll down to see that the source prescript and
target prescript are filled up automatically. Click on “Finish” to continue

Send E-mail alertif |5 minutes passed without job progress

Pre execution script pathnamelS\appI\Catan.EHe“ -verfppemiszions -app S0L -5 SOL2K5-50URCE

Post execution script pathnamei

Pre execution script pathname (destinatiun)}\fypermissions -app SGL s SL2KE-S0URLCE + SOLZKE TARGET|

Post execution script pathname (destinatiun)i

Catch All job modiﬁayl--super for power users anly

Finish -= Cancel

Figure 34

Step 31. The last screen appears, click on “Finish” to save the job

File Protection

Group Schedule
Schedule Type Schedule Time
Once At On Demand

Set Schedule

Replication Jobs

[:[lg A[:wali:]aelion S;::? Source Directory T;;gsit Target Directory
Run order 1
Ci%Program Ci\Program
i Ungrouped ROl Filas\InMage SolEks: Files\InMage
SLHECE Systemsifailoveridata TRECEE Systemsifailoveridata
Details | | Remowe | | Cancel |
&dd Job
Finish

Figure 35
Step 32. Start the job and monitor the progress under the Protection Status screen
File Protection Status

Filter Job Description Application Status S:::::e Source Directory T::gsr:t Target Directory

Set
| Selact ;I |Select ;I
Clear
_ | C\Program . Ci\Program
VerifySqlPermiss... Ungrouped Completed ggtl??'ESE FilesiInMage -?-EIR_?E:?— FileshInMage
Systemshfailoveridata Systemsifailoveridata

Figure 36
Step 33. Click on the “+” to expand the view and click on “Log” to see the result of the

execution. This FX job will show “[SUCCESS] The logon user has sufficient permissions to
perform failover/failback of the Application” when all the privileges are present or
“I[ERROR] The service/logon account does NOT have sufficient privileges to update the
DNS records of the above failed server” when the privileges are not present.
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2.3 Move SQL Databases from system drive.

This section describes steps involved in moving SQL System Database from boot or system
volumes. This is performed in three simple steps as shown below.

a

Moving Database

Moving tempdb and msdb Moving the
Database Master Databases
databases
o
Figure 37:

2.3.1 Moving Tempdb Database

Step 34. Click on “Start->Programs-> Microsoft SQL Server 2005->SQL Server
Management Studio” on the production server.

@ Accessories 3
I Startup 3
< Documents » ) WinRAR 3
3 Internet Explorer Analysis Services

[:gf Settings f b @ i
) Outlook Express @ Configuration Tools

/_) Search » .. Remote Assistance @ Documentation and Tutorials
@ InMage Systems 3 @ Performance Tools

t‘/ Help and Support I Administrative Tools

=7 Fun

Figure 38:

Step 35. You should be able to see “Microsoft SQL Server Management Studio” screen.

Click on “New Query Manager” under file menu to open the “Query Manager”.

icrosoft SQL Server Management Studio

File Edit Yiew Tools ‘Window Community Help
T

O BB 0|5 H B EEBEBEE,

Ohject Explorer ) -3 x Summary
Mew Quer 4
comipmomla T 2 2 2

= Lé I
= [ Databases

ist |+ Repgrt -

1 Swstem Databases Lj W2 K3 = M OVD B'S RC
[ Database Snapshats WK 3-MOYDE-SRC

| J Reportserver
|| ReportServerTempDE

[ Security Mame

[ Server Objects [dDatabases

[ Replication [ Security

[ Man_c‘_-ger_nent ) [ Server Objects

i ooy e
[ Managermnent
[ Motification Services
,_%SQL Server Agent

Figure 39:
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Step 36.

The “Query Manager” screen appears on the right side. Then, issue the

following commands to view the physical location of the master database under the
“Results” tab.

Use master
Go
sp_helpfile
go

(e [=]

g

CW2KI-MOVDE-S..LQueryLsgl® | Summary |

usSsE mMASTEE

sp _helpfile

) Results | 3 Messages |

(%

1 |[imader |1 C\Program Fies\Miconsolt SOL Served\MSSOL 1\MSSOL\DATA\master mdl  PRIMARY 4095 KB | Unfmiled  10%

2 | maglog 2 C\ProgramFies\Micoosolt SOL SeivedMSSOL1\MSSOL\DATANmastiog i NULL F12KB  Unfmited 10%
a1 | b
Figure 40:

Step 37. Proceed to move the tempDB by executing the following command:

USE master;
GO

alter database tempdb MODIFY FILE NAME = tempdev, FILENAME="NEW
PATH+FILENAME™) ;

Step 38.
seen in the

.The above command shows the path where it has to be moved and this can be

bottom pane.

uEe tempdb
go
sp_helpfile

1]

WK 3-MOVDE-5_Luery ] sgl® | Suseary -

L

tempdn HODIFY FILE (NARE = tespdev, FILENANE='E:1h)sglascue

2] Rents | 'y Mnssages |

riame | Heid | Rename [ fegripy [ sz [ mwciice | growth
1 urp_aw_: 1 C'Program Fler\Miciosolt 501 Server\MSS0L TMSSOLDATAMempd md  PRIMARY  B132KE  Unlimeted  10%
2__ el 2 C\Progiamm Flas\Maziosol! SOL Serva\MSSOL TWMSSOLADATAVenplog i MULL SIZER  Unbrebed 10X
i | |
Figure 41:
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Step 39. You should be able to see the “Messages” tab containing success message.

/iuzxa-MuvDB-S...LQueryl sql* | Summary | -
use tempdb
oo
sp_helpfile
oo

TU3E master:

GO

alter database tempdb MODIFY FILE (NAME = tempdew, FILEMAME='K:'\=sglserver) tempdb.mdf' )
GO

alter database tempdb MODIFY FILE (MAME = templog, FILENAME='EK:sglserver'templog. 1df’
Lele]

«| | »

_'_1 Messages |

Figure 42:

Step 40. Now, that the Tempdb is moved, restart the “SQL Server (MSSQLSERVER)”

service from the services interface as shown below.

2=

o\ When SOL Server MSSOLSERVER] sstats, s iher 3
| services wall 8lso edka

0L Server Anend (M5 SOLSERVER] ‘:

I

I

-

Do ot weand o restant thete senaces?

o O j

= ECONOATyY LOGON

Siy50L Server (MSSQUSERVER)
Figure 43:
Step 41. Now, switch back to the “Query Manager”, and issue the following commands
to confirm the new path.
use tempdb
go
sp_helpfile
go

| “W2K3-MOVDE-S...LQuery Lsql* | Summary |

L

use tempdb
oo
Zp_helpfile
oo

1 |

[»][*

|l|

[ Results | e Messagesl

narme | fileid | filenarne | filegroup | 3ize | Maxsize | grawth | LSA0e |
1 [ tempdey 1 ko heglzerverstempdb.mdf - PRIMARY 8192 KB Unlimited  10% data only
2 templog 2 K:haqlserverstemplog df - WUILL 512KE  Unlimited = 10% log only
Figure 44:
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2.3.2 Moving the Model and MSDB Database

Step 42. Choose a destination folder where you intend to move the Model and MSDB
folder.

Wrsgherve FE

RTER TRt RGN | &

OiBack v 3 - | search Fides |3 2 X 6| @O

ckress [ ktscfserver B

| haene = I Size | Type: | Date Modfied | actrbtes |

[t emp, ek | BSEKE  SCA Server Dateba...  I12/IE/200812:28PM A

3! tormpdog bof SI2KB SOLServer Datsba..  12/16/200812:28 M A

Figure 45:

Step 43. Stop the “Services”. You would be able to see “Stop Other Services” screen

which asks whether you wish to stop the services, click “Yes” to stop the services.

20

when SOL Sereed [MESOLSERVER] stopi, tes offes
BN services vl shio mop

|

ETIL S prerm ek (M5 GLSEFVE L]

P o - - =

Do g vt B b thens: pereces 7

(= 1w | "
e S T LB
By secirity Accounts Manager
By erver
BBy sl Hardware Detection
Oy il Mol Tr aevifer Prot e
By St Candt
B Somcial Administration Coned|
15 504 Sever (MISOLSERVER)

Figure 46:
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Step 44. Go to “Installation path\Microsoft SQL Server\MSSQL.1\MSSQIL\Data”, select
the four files as shown in the screen below, and copy them.

& C:'Program FilesMicrosoft S

File Edit iew Favaorites T
QBack - 3 -~ (¥ | - Searq
Address |23 C:iProgram FilesiMicro

Mame =

| 2l distrndl. IdF
| A distrnd maf
L-;J masker, mdf
[ & mastlog.IdF
[ el o
- r|'|l:ll:|E||l:u;|.|l:|F
' msdbdata. mdF
[ Sl rmsdblog. IdF

Figure 47:

Step 45. Choose the desired location and paste them.

Fle Edt Yiew Favo
OBbak ~ ) - (¥
Addvess [ ) K:\saserver |

Mame =
| tempdb. mdf
L templog.ldf

modelog, ldf
medbdata, mdf
B msdblog. ldf
' mocel. mdf

Figure 48:
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Step 46. Now, switch back to the “Query Manager”, and issue the following commands

to confirm the new path.

use tempdb
go
sp_helpfile
go

_WZK3-MOY¥DB-S...L Query3.sql* | W2K3-MOVDE-S, . .LQuery2 sl | W2K3-MOVDE-S. . LQueryl sa* | Summary |

use msdh

TSE master;
GO

go

oo

1

alter datshase madbh MODIFY FILE (NAME = M3IDBData, FILENAME='EK:'\sglserverimsdbdata.mdf!'

alter databhase msdbh MODIFY FILE (NAME = M3DELog, FILENAME='K:'sglservermsdblog. 1df')

1 Results | 3 Messages|

name I FileidI filename I filegroup I 3ize maxzize I arowth I LSage I
1 | MSDEData 1 K:\sglserver\msdbdatamdf | PRIMARY 4800 KB Unlimited 2R KB dataonly
2 MSDELog 2 K heglzerverimadblog, Idf MULL B12KE | 2147483648 KB | 2B6KE  log only
Figure 49:
Step 47. The command “SP_HELPDB_MASTER” reflects the new path. The new path

appears in the bottom pane.

| W2K3-MOVDB-S...L Query4.sql* | W2K3-MOYDE-S.. .LQuery3.sq* | W2K3-MOVDE-S. . .QLQueryZ.sgi* |

2P HELFDE

i

[ Results | Ha Messagesl

harme | db_szize | ownerl dbidl created | Hatuz

| cormpatibility_lewel

1 | master 450ME  za 1 Apr 82003 Status=0MLIME, Updateability=READ_\WRITE, Userdece. ..

a0

harme |fileid filernanne filegroup | size |ma>:size |

grawth | uzage

1 | master (1 C:4Program Files\Microzoft SOL ServerWSSOLTWSS.. PRIMARY 4096 KB Unlimited
2 mastiog 2 C:\Program Files'Microsaft SOL ServertSSOL1WSS . NULL S12KE  Unlimited

10% data anly
10% log iy

Figure 50:
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2.3.3 Moving Master Database

Step 48. Go to “Installation path\Microsoft SQL Server\MSSQL.1\MSSQL\Data” and
select the two files as shown in the screen below. .

File Edit “iew Favorites T|

() Back - o« (7| O seard
L e

Address || C:YProgram FilesiMicro

Marne =

| &l distdl. Idf
| A distmdl, mdF

Figure 51:

Step 49. Click on “Start->Programs-> Microsoft SQL Server 2005->Configuration Task-
>SQL Server Configuration Manager”.

@ Accessories 4
@ Startup 3
2y Documents ¥ ) winRAR 4
3 Internet Explorer Analysis Services 3
g) Settings >£ E @ b |
[z) Outlook Express o
IJ Search b .. Remate fssistance @ Diocumentation and Tutorials 3 ;,‘ﬁ‘ Reporting Services Configuration
) InMage Systems ¥ [T Performance Tools tio
@ Help and Support P—— » q : : : diy Fmmi
v/ @ Adrninistrative Tools W S0L Server Business Intelligence Development Studia j SGL Server Ert L oation: CAWINDOWSeyd
N Tl
T B ﬂj S0L Server Surface Area Configuration
Figure 52:
Step 50. Select “SQL Server (MSSQLSERVER)” on the right pane.

S0QL Server Configuration Manager - | Dlﬂ

File  Action Wiew Help

€9 | BOEFR R OUEDE

‘Q SGL Server Configuration Manager (Local) Name I Stake Start Mode I Log On As
-] S0L Server 2005 Services ﬁSQL Server Integration Services Running Aukomatic NT AUTHOR
S0L Server 2005 Mebwark Configuration JD5QL Server Browser Running Automatic KIOTECHSS
=, SQL Mative Client Configuration T8 50L Server Agent (MSSQLIERVER) Stopped Automatic KIOTECHXS

)] Stopped Autornatic

#B5QL Server FullText Search (MSSQOLSERVER) Running Autornatic HIOTECHXS
@SQL Server Analysis Service: SSOLSERYER) Running Autamatic KIOTECHRS
SQL Server Reporting Services (MSSCLSERYER) Running Autornatic XIOTECH=S

Figure 53:
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Step 51. Right click and click on the “properties”.

%7 sQL Server Configuration Manager 10| x|

Fle Action Wiew Help

= B ER 2 ®OE®

@ SGL Server Configuration Manager (Local) Mame | State Stark Mode Log On As
[ 2QL Server 2005 Services EQL Server Integration Services Running Aukornatic WT SUTHOR
. 5QL Server 2005 Network Configuration D150L Server Browser Running Automatic RIOTECHKS
-5 50L Mative Client Configuration H@scL server Ag

{M3SCLSERVER) Stopped Aukomatic KIOTECHXS
Stopped I 25|
RVER) Running Autamatic HKIOTECHXS
ERVER) Running Autamatic KIOTECHXS
SERVER) Running Automatic KIOTECHXS

; Ery RYEE Automatic
#3501 Server FulTe 2kt
@SQL Server Anal,  -oF

[Dy50L Server Repo EAUEE
Resume

Restart

Help

Figure 54:

Step 52. Click on “Advanced Tab”, scroll down, and select “Startup Parameters” list box.
List of file path appear, delete them, and enter the new path where you want to move.

Log On | Service P.dvannedl

E advanced =)
“hustered M
Customer Feedback Reporting  No
Data Path C:\Program FilesiMicrosoft SOL S
Durnp Directory C:\Program Files\Microsoft SQL Se

Error Reparting

LAl p Pai ers -dC:\Program Files\Microsoft < =/
-dC:\Program Files|Microsoft SQL
Server|MSS0L, 1\MSSQLIDATA master ,mdF ; -eC:\Program FilesiMicrosoft SQL
ServeriMSSQL, 1\MS5QLILOGYERRORLOG;-IC: \Program Files\Microsoft SOL
Server\MSsQL, 1\MSSQUIDATAmastlog. bdf

1

Figure 55:

Step 53. A message box appears indicating changes made would be saved and will not
affect until the service is stopped or restarted. Click on “OK” and restart the “SQL services”.

- | J Any changes made will be saved; however, they will not take effect until the service is stopped and restarted,

Figure 56:
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Step 54. The command “SP_HELPDB_MASTER” marked with blue reflects the new

path. The new path appears in the bottom pane.

| W2K3-MOYDB-S...L Query4.sql* | W2K3-MCYDE-S. . LQuery.sql* | W2KE-MOVDE-S...QLQuery2.sq* |

SP_HELPDE

K1

[ Results I ) Messagesl

harme I db_size I ownerl dbidl created | shatus

I cormpatibility_lewvel

1 | master 450ME  =a 1 Apr 82003 Status=0MLIME, Updateabilty=READ_*wRITE, Userdce. .

30

nams I fileidl filename I filegroup I size I maxsize I growthl usage I
1 | master 1 Foheglzervertimastermdf | PRIMARY 4096 KB Urlimited  10% data only
2 mastiog 2 K:\eqlzervermastlog Idf | MULL B12KB  Urlimited = 10% log only
Figure 57:

Perform a SQL discovery as explained in SQL discovery section on page 45. You should not see

any warning or error messages in the FX log this time.
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2.4 Additional steps for NAT environment

e Install the CX server

¢ Install the VX and FX agents on the source followed by the target
e Enable NAT host name and NAT IP for VX and FX agents on source and target machines

Host Agent Config
Global | agent I Logging I Log On I

=] E3

—C¥ Server Settings

Enter IF Address:  [L0.0.30.30

Enter Port number: ISD

¥ Enable Fized MNAT Hostname: IProduction_\-‘X

I¥ Enable Fixed NAT IP Address: | 192,168.,10.56

Help |

Ok | Cancell

Figure 58

Access the CX Ul and navigate to “System->Agent settings” and select the NAT agents and enter
the “CX NAT IP” to enable the agents to communicate the CX server.

Agent Settings
Server
| InMageProfiler

{"  DR-SERWER

| QAS010UTS

Agent Type
vH
vH

WH

Agent Timesut (Seconds)
900
900

500

CEX NATIP

|192.163.l.10

Alias

——
——
—

Figure 59: Example screen
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2.5 Dependent services

For SQL Server, Scout does not start or stop all the dependent services automatically during
failover or failback operation. By default, it starts and stops SQLServer and SQL Agent services.
To start and stop other dependent services during failover and failback operation, use
Failoverservices.conf file. The “failoverservices.conf” file is located under the “consistency”
folder (under VX installation path).

To stop and start the dependent services, create a section [SQL2000] for SQL 2000, [SQL2005] for
SQL2005 and [SQL2008] for SQL 2008 in failoverServices.conf file if not already present. In the
section, add two keys START and STOP. Write dependent services name that should be started in
START key separated by comma and write dependent services that should be stopped in STOP
key. The service name should NOT be placed in double quotes even if there is any space in the
service name. The services name must be listed in the proper order. Scout starts services from
right to left and stops services from left to right. Scout stops all the listed dependent services
before stopping default SQL services and will start all the listed dependent services after starting
default SQL services. This ensures that these services are stopped and started while performing
failover.

Format of the section appears as below.
[SQLXXX]
START=<ServiceNamel><ServiceName2>,....
STOP=<ServiceNamel>,<ServiceName2>,....

Example,

[SQL2005]

START=ReportServer$SQLINST1, MsDtsServer, SQLBrowser
STOP= ReportServer$SQLINST1, MsDtsServer, SQLBrowser

\!.(J Notes:

If dependent services of the SQL Server are running and those are not listed in
failoverservices.conf file, then SQL Server service cannot be stopped.
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3 Concept of Failover and Failback

This document attempts to tackle SQL server outages by instantly replacing it with a backup SQL

server of similar or greater hardware configuration. This process can be referred to as the
failover. Failover can be performed under a variety of conditions such as logical corruption or a
hardware error or any other situation where the production server is down. Failing over to the
backup server is a transparent process to end users and minimizes server downtime. Given

below is a picture of a failover process.

Failover to target

Primary Site

Secondary Site

CX server

Remote Backup

Continuous Data Protection

Server

“{_\.‘t
N Production Server
A
1
\ 3 Failover
N Pt st
User
Figure 60

A failback is initiated when the production SQL server is back online and ready to resume its
activities. Depending on the time of outage and data changes, administrators can choose to
reverse replicate -- i.e., update the production server with all the data changes (occurred during
its outage) from the backup server and then replace the backup server (acting in place of the

production server) with the production server.

Failback to the Source

Primary Site

Secondary Site
CX server

S wan
Cantinuous Data Protection [& Remote Backup

* Server
X |
] | |
= Production Server |
t Failback
End User
Figure 61
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4 What this Solution can do for you

The Solution is capable of:

e Consolidating all backup operations

¢ Minimize Recovery time objective (time taken to recover from an outage)
e Continuously backup production server(s) thus reducing the RPO.

e Supporting multiple backup servers (both local and remote).

e Respond to an outage by failing over to a backup server.

Given below is a picture representing a single SQL server being backed up to two target SQL

servers. These target hosts can be located either locally or a remote site or multiple remote sites.

Multiple backups

Backup 1 -

CX Server

Production
sarver

Figure 62

This document describes the process failover and failback SQL server in a simple one to one
environment.

‘!I) Notes:

Only one of the target hosts will be used for a failover.
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5 How this solution works

5.1 Protecting SQL server

SQL server is protected by performing four steps as given in the picture below

Check for appropriate Privileges

J

SQL Discovery

Replicate discovered volumes

SQL discovery on adding / removing / deleting SQL
databases or SQL Log files

g
g
g

SQL consistency

Figure 63:

As mentioned earlier, there are two types of failover the first is a planned failover which is used
to test the backup setup or for mock drills. The second type of failover is an unplanned failover,
which is used for recovering from a real time outage.

5.2 SQL failover

5.2.1 Workflow of Planned Failover

Planned failover involves issuing a consistency tag on the production server to ensure no data
loss. Planned failover can be performed from both the CX UI and through the CLI

Check for appropriate Privileges

g
24

Stop application services on Production server ‘

. g

Issue File system consistency tag on production

o 3

Roll back target volume to a consistency tag issued
earlier and start application services

SQL Discovery

Figure 64:
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5.2.2 Workflow of unplanned failover

Unplanned failover requires at least one consistent point generated on production SQL server
while it is up and running. To minimize the data loss, it is recommended to schedule the SQL
consistency job to execute at regular intervals, for example every 15 minutes. During unplanned
failover, the target volume(s) is rolled back to the latest common consistent point across all SQL
volumes.

Unplanned failover can be performed through the CX Ul and the CLL

e

{ Rolls back target volume(s) to latest ‘

common consistent point ‘

{ Starts application services

Figure 65

5.3 SQL failback

Once the production server is back online and ready, a failback is performed which is similar to a
planned failback. We set a reverse replication (i.e., from DR server to production server). This is
done to ensure that the production will be updated with all the data changes during its outage.

Failback can be performed either through CX Ul or CLL

{SQL discovery ‘

{Reuerse replication

o

{ SQL consistency ‘

: Y

Perform planned failback {CX Ul or CLI) ‘

Figure 66:

\l/ Caution:

Ensure that FX agent service has domain administrator privileges else FX jobs will fail.
Before starting Discovery ensure that SQL browser service is up and running and in SQL
Server Network configuration, enable PIPE and TCP/IP protocols. This SQL Server Network
configuration is available in SQL Server configuration manager.
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6 Protect

6.1 SQL discovery

Discovery can be performed either through CX Ul or through the CLI; both methods are
explained in the following two sections.

SQL Discovery job discovers all SQL instances, corresponding databases and transaction logs and
then reports it to the CX server. It also collects retention log path information corresponding to
protected volumes and persists to a file. So it is essential to run the discovery job on
adding/removing/moving databases/logs or change in replication pair configuration of
database/log volumes.

6.1.1 Discovery through CX Ul

Step 55. Open the CX user interface (CX UI). Then click on “File Protection”. This opens
up the file protection screen. Click on “New Job Group Wizard”

File Protection

Logged in as 'admin' - Logout

Applications H

Application Per Fage:IE

No Replication Applications To Display

Mew Job Group Wizard

Manage Templates [

Figure 67:

Step 56. Then the next screen appears, observe that the screen is empty, click on “Add
Job” to proceed

File Protection

Replication Jobs

[:II_ Application | Source Target

e — Host Source Directory Host Target Directory

Mo Jobs added per

Cancel

Add Job

Figure 68:
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Step 57. Enter the “Application Name” as SQL and the “Job Description” as
“Discovering SQL server” since this is user defined, you may choose to enter any other label.
Then, select the template as “SQL 2005 Discovery” and click on “Next”

File Protection Wizard: Replication Pair
Logged in as ‘admin’ - Logout
Replication Hosts
Application Name: ISQL
Job Description: IDiscovering SQL server
Source Destination
Host Host
O | SQL2KS-TARGET [Windows] (8 | SQLZKS-TARGET [Windows]
{8 | SQL2KS-SOURCE [Windows] {0 | SQL2KS-SOURCE [Windows]
Directory Directory
| SGL 2005 Discovery =
Mext - || | Cancel
Figure 69:
Step 58. The FX job options page opens up. Observe that all the required fields are filled

up automatically by the template. Scroll down and click on “Finish”.

Pre execution script pathnamel“l::l".Pngram Filez\Inkdage Systemshapplication exe' -discover -app

Post esecution script pathnamel

Pre execution script pathname (destination)l

Post execution script pathname (destinati.;.njl"E:'\F‘mgram FileshInkd age Systems'dpplication.exe" -retention -hoz

Catch all job modiﬂerl"SUIZlEf For power usars only

<- Back Finish - = Cancel

Figure 70:
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Step 59. You will be returned to one of the previous screens (with the required fields
filled up). Click on “Finish” to conclude configuring the SQL discovery job.

File Protection

Group Schedule
Schedule Type Schedule Time
Run Every 1 Day

Set Schedule

Replication Jobs

[:g .ﬁp::llll:‘aehon S:::;:e Source Directory T:::‘:it Target Directory
Rur order I
_ | C:\Program _ C\Program
[ SQL SsgtlzR'iZSE FileshInMage ?I'QAlﬁzGKEST Files\InMage
Systemsifailoveridata Systemshfailoveridata
Details Rermoye Cancel
Add Job
Finish

Figure 71:

\ll’) Notes:

You may choose to click on “Set Schedule” to alter the job execution time.
While using SQL 2000 the FX template for discovery is “SQL Discovery”, similarly for
SQL 2008 the template is “SQL 2008 Discovery”

By default the job is scheduled to execute once a day. To start the job, click on “File Protection”
then, expand SQL (if you have entered the “Application name” as SQL) then select the
“Discovering SQL server” and click on “Start”.

You may click on “Protection Status” to see the progress of the FX job. Once the job is complete
successfully the Status will change to “Completed”

File Protection Status

Source Target Scheduled Job

Filter Job Description Application Status

e Source Directory = Target Directory Type GID D Inctance ExitCodd
Set
Select j Select j Select j Select j Select
Clear
| C:\Program C:\Program on
Discovering SQL ... sQL Complated IMITS070 | Files\InMage IMITS07 1 | Filzs\InMage oemand |1 1 1 i
Systems'\failoveridata Systems'failoveridata -

Figure 72:
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6.1.2 Discovery through CLI

Access the source host’s console and navigate to the InMage agent installation folder and then
issue the following command

Application.exe —discover —app sgql2005 —host <source SQL server name>

C:“Program Files“InMage Systems>Application —discover -app sgqglZ2BB5 —host sgl2kb-
Source

Command Line: Application —discover —app sglZ2BB@5 —hozt s=gl2kh—Source
Running under the user: XIQOTECHASRUR.NET-administrator

Local Machine Name is : Sgl2KS—Source

Process ID: 3484

Attempting to determine SQL Uirtual Server name for host : sgl2k5—Source in case
it’s a clustered configuration

Checking MAT Configuration of Local Machine

MAT iz dizabled in thiszs Local machine

Discovering Databases ...
Figure 73:

Copy the “<installation folder>\Failover\data” on the source host to the target host manually, then
execute the SQL discovery command on the target host as shown below

Application.exe —retention —host<source SQL server name>

C:=“Program Files“InMage Systems>application —retention —host SQLZKS5-S0URCE

Command Line: application —retention —host SQL2KS5-S0URCE
Running wunder the user: RIOTECHASRUR.MET-administrator
Local Machine Mame iz : Sgl2KS-Target

Proceszs ID: 17806

Checking HAT is enabled or MOT
MAT iz disabled in this Local machine

Discovering Databhases ...

“!'r) Notes:

When there are multiple SQL server instances, the list of volumes for each is displayed in the
output.

4" Caution:

Before starting Discovery ensure that SQL browser service is up and running and in SQL.
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6.2 Replicate discovered volume(s)

After the discovery is complete, you will have a list of volumes being used by SQL server within
the SQL Discovery FX log file. In this example the list of volumes are K, M and N. The source
host is SQL2K5-SOURCE and the target host is SQL2K5-TARGET. In this step we perform a VX
replication for all the SQL server volumes on the source host.

Step 60. Open the CX U], then click on “Volume Protection” and select the SQL server
database volume (in this example we replicate the volume K first followed by M and N
volumes) and click on “Start Replication”

Host Drives
B S5QL2K5-50URCE
Server Pri Volume FS Application Capacity (Bytes) Fre

[® SQL2K5-SOURCE E [ New Volume ) NTFS Unknown 1077477376
(& SOL2KS-SOURCE F [ Mew Volume | NTFS Unknown 1077477376
0] SQLZK5-S0URCE G [ New Volume ) NTFS Unknown 1077477376 1
(& SOL2KS-SOURCE H | New Volume } NTFS Unknown 1077477376
0] SQLZKS5-S0OURCE I({ Mewvolume ) NTFS Unknown 1077477376 1
LY DAL Pt DU RIE BRI - NTFS Unknown 1077477376 1
" SQL2ZKS-SOURCE K { New Volume ) NTFS SQL Server 2005 1077477376
Fa) (Hal B aTH]- Tl b NTFS Unknawn 1077477376
[ SQL2KS-50URCE M [ Mew Valume ) NTFS SQL Server 2005 1077477376 1

SQL2K5-TARGET

Cluster Group(s) Volumes

Start Replication Reset
Figure 74:
Step 61. The next screen opens up for selecting the target volume, select the same drive

letter as of the source volume and then scroll down to set the “Replication Options”

Host: S5QL2K5-50URCE
Drive: K

Capacity: 1077477376

Select a target WAN volume

WAN Server Volume Capacit
IE‘ SQL2KS-TARGET
e SQLZKS-TARGET E [ [ewhizlyme |
O SQLZKS-TARGET K[ Mew Welume |
[ SQLZK5-TARGET ' Y NewVolume")

Figure 75:

A
“ Caution:

Ensure that you stop the SQL Express 2005 services on the DR SQL server before setting the
replication pair.
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Step 62. Under the replication options, Check “Enable the CDP retention option”, while

the rest are optional. Click on “Submit” to proceed to the next screen.

Replication Options
|_ Secure transport from Source to InMage CX
I_ Secure transport from InMage CX to destination

[¥] | use fast resync instead of off-load resync algorithm

Use compression: | CX Based Compression j
{Overrides existing 1-M replication pairs)

Add to volume consistency group: I MNew Volume Group d

COP Retention

Enable COP Retention option

Automatic Resync Options

minutes. [All times are local to CX)

Submit Cancel Reszet

Start between huursl'lﬂ :IE'E' andIE :IDD after waitingl?:l}

Figure 76:

Step 63. The final screen is where we define the type of retention policy for this

replication pair, Enter the required values and click on “Submit” to start the replication pair.

Volume Protection: Retention Options
Logged in as 'admin’ - Logout

Pair Details

Server

SQL2K5-SOURCE

Retention Logging Policy
Retention Policy
Retention Log Size

Unused Space

Retain changes upto

Retain changes upto the (time)

On insufficient disk space

Log data directory

Configure Threshold for Alerts

Pri Volume Remote Server

K SQL2KS-TARGET

Roll-backward
o0.00 (MB) Current Retention Log Size

256.00 (MB)

|25E ME =] (Cannot be less then 256 MB)
I {Days) I (hrs.)

@ Purge older retention logs

© pause differentials

L:\ogs_repl (Eg:- Ki\log_data)
E.L,M,N are drives suggested for storing rollback log files.

Alert when disk space utilization reaches IED a

Submit Cancel

Volume

K

0.00 (MB)

Figure 77:
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Step 64. The replication pair starts from “Resync step 1” then moves to “Resync step 2”
and then reaches Differential Sync.

Protection Status
Logged in as 'admin’ - Logout Server Time: Apr-8-2008 17:25:31
Volume Pratection Status

Rasyncs In Resyne In ' i :

L N Differentials Vi
Server Volume Group Transit Stepl | Transit Step2 e (';“;’) Resync progress RPO Status R‘::f:-’:d e
(MB) (MB)

SQL2K5-SOURCE->5QL2K5-TaRGET | Kl N“{"}":‘””‘E] Velums K 0 0 0 2476 % i RESV"“;‘]‘J (Step ves| [

Figure 78:

If there are multiple volumes, then follow the same process to replicate them as well. In this

example we have three volumes and all of them are replicated to the target host to the same drive
letter/mountpoint.

Protection Status

Logged in as 'admin’ - Logout Server Time: Apr-8-2008 17:50:47

Volume Protection Status

Resyncs In Resync In . i -
E . Differentials Resync | View
Server Volume Group Tlan?: BSlhepl Tlan‘s: BS]hepZ Left (8) Resync progress RPO Status Tl | Dot
SQLZKS-SOURCE->5QL2Ks-TARGET | | Ne'fflglumel Volume K 0 il 0 N/A 0 Differentizl Syne no | [H
M [ New Velums .
SOL2KS-SOURCE->SQL2KS-TARGET e Valume M ] o o N/A ] Differential Sync no| @
< N { Mew Volume } X
QLZKS-SOURCE->SQL2KS-TARGET o Volume N ] o o N/A ] Differential Sync no| @

Figure 79:

-
\y Notes:

Ensure that the replication is set to the same drive letter or same mount point on the target

@ Caution:
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6.3 SQL consistency

Consistency tags are issued on the production volumes. By doing this a recovery can be made to
one of these tags.

6.3.1 Consistency through CX Ul

Step 65. After setting the volume replication(s), click on “File Protection” and then on
“New Job Group”

File Protection

Logged in as 'admin’ - Logout

Applications Filter: IAppIication Mame 'I
Application Per Page:ls
sQL

Displaying 1 to 1 (of 1 Applications)

New Job Group Wizard

Manage Templates |

Figure 80:

Step 66. The next screen opens up, click on “Add Job”

File Protection

Replication Jobs

[:E_ Application | Source Target

Manme Host Source Directory Host Target Directory

Mo jobs sdded pet

Cancel

&dd Job

Figure 81:

‘!lI’J Notes:

While working on SQL 2000 the FX consistency template will be “SQL Consistency”
While working on SQL 2008 the FX consistency template will be “SQL 2008 Consistency”
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Step 67. Enter the “Application Name”, “Job Description” and select the “source” and
“destination” as the production SQL server. Then select the FX template as “SQL 2005
Consistency” and click on “Next”

File Protection Wizard: Replication Pair

Logged in as 'admin’ - Logout

Replication Hosts

::I:I.i;atiun et
Job Description: Consistency for S0L server
Source Destination
Host Host
{s) | SQL2KS-SOURCE [Windows] {¥ | SQLZKS-SOURCE [Windows]
) | SQLZKS-TARGET [Windows] {0 | SQL2KS-TARGET [Windows]
Directory Directory
| |
| 5oL 2005 Consistency =
Next -> Cancel
Figure 82:
Step 68. The next screen “FX Job Options” opens up with all the required fields filled up,

observer that the prescript for source is already entered. Do not alter any settings, scroll
down and click on “Finish”

Miscellaneous Options

Create temporary files in I

Do not cress filesystem boundaries

IO timsout in seconds IEEDD

Specify pert number to use IE».?4

Limit bandwidth ta I KB/s

Push data frem seurce to target [implies lower CPU load on source)

o 08 B & O

®

Pull datz frem source to targst

CPU thrattle [source) ID
Send REO .alertiflﬂl minutes passad

Send E-mail alert iF|5 minutes passed without jeb progress

Bre execution script pathnamel"C “\Program Files\InMage Systems"consistency*Sqgl2005_consiste

Post execution script pathnamel

Pre sxscution script pathname :::Estinaticn:il

Post execution script pathname :::estinaticn::l

Catch &ll job mc:iﬁerl—super for power users only

=- Back Finish -= Cancel

Figure 83:
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Step 69. You will be returned to one of the previous screens, but this time with all the
required fields filled up. Click on “Finish”.

File Protection

Logged in as "admin' - Logout

Group Schedule
Schedule Type Schedule Time

Run Ewvery & Hours
Set Schedule

Replication Jobs

@ Applicati Sa Target
=, pplication urce . arge .
[:i Name Host Source Directory Host Target Directory
Run arder 1
_ | C:\Program _ | C:\Program
(o SQL ggbzﬂ'%jE Filzes\InMage g%bzﬂlng Filzes\InMage
Systems\fzilover\data Systems\fzilover\data
Details || Remove || Cancel ||

Add Job
Finish

Figure 84:

\ll) Notes:

The fields “Application Name” and “Job description” are user defined. They enable you to
group a set of jobs.
You may choose to click on “Set Schedule” to alter the execution time of the FX job

Now all the SQL server volumes are being replicated to the target host and SQL consistency job is
issuing consistency tags at regular intervals. You may choose to monitor these operations
through “Protection Status” on the CX Ul

Protection Status
Logged in as ‘admin’ - Logout Server Time: Apr-8-2008 17:50:47
Volume Protection Status
Resyncs In Resync In
Differentials Resync | View
Server Volume Group Transit Stepl Transit Step? Left (MB) Resync progress RPO Status Required | Details
(mB) (mB)
SQL2KS-SOURCE->SQLZKS-TARGET | © { NE'_‘:;;I“": Volume K 0 0 0 NiA 0 Differential Sync NO
SQL2KS-SOURCE- >SQL2KS-TARGET ""N,E:“;\r:‘”'"e Velume M o 0 [} N/A o Differsntizl Syne N
SQLZKS-SOURCE->SQL2KS-TARGET N:NE:\:'“‘”’"E: Volume N 0 0 0 NiA 0 _ Differential Sync NO
(Snapshot / Recovery / Rollback) Pair Status Repllcatmg SQ]‘
server volumes
Host | Snapshot / Recovery | Drive Start End Expected Actual Info
= e / Rallback Drive Type | P9 | Time | Time | Recavery Paint | Recovery Point | S™% | Message
SQL consistency
File Protection Status job
Filter Job Description Application Status Source Host Source Directory Target Host Target Directary 5‘“{"’;‘2‘“ GID D xn:::
Set
Select Select Select Select
Clear
C:\Program C:\Program
Consistency for ... sQL Starting... SQL2KS-SOURCE | Files\InMage SQL2KS-SOURCE | Files\InMage Run Every | 7 7 16
Systems\failoveridata Systems)failoveridata
C:\Program C:\Program =
Discovering SQL ... sqQL Completad SQLZKS-SOURCE | Files\InMage SQL2KS-TARGET | Files\InMage o [T 5 13
Systems\failoveridata Systems\fziloveridats

Figure 85:
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6.3.2 Consistency through CLI

Consistency tags can also be issued through the CLI. Access the source SQL server’s console and

navigate to Hitachi Dynamic Replicator installation
Filesystem consistency.

folder, then use the following command for

vacp —V <sQL volume 1>;<SQL volume 2>;<SQL volume 3> -t “<name of the tag>

C:~Program Files“InMage Systemsivacp —v k=
Parzing command line arguments ....

Ualidating command line arguments ...
Generating Tag: SQL_1

Generating Tag: FileSustemdBB84aZe
Generating "Revocation™ tag ...

Preparing the applications for consistency
Preparing Filez K:wx (recursivelyl
Preparing Files M:»* (recursivelyd

Preparing Files H:iwx (recursivelyl
Starting snapzhot set

snism: —t “EQL_ 1Y

Uzing MS Software Shadow Copy provider: h5946137-7h?f-4925—-af8A-51abhd6@bh2Ad5

Freezing the applications for consistency
Cumqiting shadow copy for the set...

k: iz mapped to Unigue volume “575Uolume{443fB@hd4—f702—11dc—aecf-BAAc2?634268%
iz mapped to Unigue volume “N?sUolume{443f@bda—f702-11dc—aecf-BOACc276342683
: is mapped to Unigue volume “SN?sUolumed{443f@hd?—f702-11dc—aecf -BA0Bc226342683

Checking driver mode for given volumes

For volume K:% driver iz in Data mode.
Figure 86:

For SQL 2005 application consistency use the command

vacp —a sql2005 —t <name of the tag>

“!1') Notes:

For SQL 2000 use the switch —a sql
For SQL 2008 use the switch —a sq12008

4" Caution:

Before starting SQL consistency ensure that SQL VSS service is up and running and in SQL

Production Server.
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7 Failover

7.1 Planned failover

7.1.1 Through CX Ul

Step 70. Planned SQL server failover can be performed through FX job. Assuming that
you are still on the CX U], click on “File Protection” then on “New Job group wizard”.

File Protection

Logged in as 'admin’ - Logout

Applications Filter: r

Application Per Page:[5
sQL

Displaying 1 to 1 (of 1 Applications)

New Job Group Wizard

Manage Templates

Figure 87:

Step 71. The next screen opens up. Click on “Add Job”.

File Protection

Logged in as "admin' - Logout

Group Schedule
Schedule Type Schedule Time
No schedule set

Set Schedule

Replication Jobs

Target Diractory

4 Application Source _ Target
[:D_ Name Hast Source Directory =

No jobs sdded yer

Cancel

Add Job

Figure 88:

‘!I’) Notes:

For SQL 2000 the FX script for planned failover will be “SQL Planned Failover”
For SQL 2008 the FX script for planned failover will be “SQL 2008 Planned Failover”




Step 72. Enter the “Application Name” as SQL and “Job Description” as SQL planned
failover, then select the FX template as “SQL 2005 Planned Failover”, then click on “Next”.

File Protection Wizard: Replication Pair
Logged in as 'admin’ - Logout
Replication Hosts
Application Name: ISQL
Job Description: |SOL planned failover
Source Destination
Host Host
{¥) | SQL2KS5-SOURCE [Windows] {0 | SQL2K5-SOURCE [Windows]
{7 | SQL2KS5-TARGET [Windows] {® | SQLZK5-TARGET [Windows]
Directory Directory
| SGL 2005 Planned Failover =l
Newt -> || | Cancel
Figure 89:
Step 73. The “Job Options” screen opens up with all the required fields filled up

including the prescript for the source and the post script for the target. Scroll down and click

on “Finish”.

Send E-mail alert iF|5 minutes passed withoutjob progress

Pre exscution script pathnamel"C:"-.F‘roglam Files*InMage Systems‘application exe" failover -planr

Past execution script pathnamel

Fre execution script pathname ::cesl:inal:icn:il

Post execution script pathnames :::esI:inaticnj:l"C:"-.F‘n:uglam Files"InMage Systems'application.exe” failover planr

Catch &ll jeb mc:iﬁerl—super for power users only
«<- Back Finish -= Cancel

Figure 90:

‘!Ll) Notes:

On a NAT environment, always append the —-nodnsfailover switch on the target post
script. This will skip all DNS related operations




Step 74. By default the job will be set to run “On Demand”. Click on “Finish”.

File Protection

Logged in as 'admin’ - Logout

Group Schedule
Schadule Type Schedule Time

Once At On Demand
Set Schedule

Replication Jobs

@ | Application . .
[:i Name Source Host Source Directory Target Host Target Directory
Rur order 1
C:\Program C:\Program
ol sqQL SQL2KS-SOURCE | Filzs\InMage SQL2KS5-TARGET | Files\InMage
Systems'\fzilover\data Systems\fziloveridata
Details || Remowve || Cancel ||

Add Job
Finish

Figure 91:

Step 75. To execute the job, click on “File Protection” then select the SQL planned
failover job and click “Start”. Once the job completes execution, the SQL server replications
will disappear from the CX UL This is because the target volumes are rolled back to a
consistent point. This concludes Planned SQL server failover through CX UL

Protection Status
Logged in as 'admin’ - Logout Server Time: Apr-10-2008 11:40:32
Volume Protection Status
Resyncs In
Resync In Transit = Differentials Left Resync | View
Server Volume Group Tran(;;qtas)tepl Step2 (MB) mE) Resync progress RPO Status Required | Details
(Snapshat / Recovery / Rollback] Pair Status
Host | Snapshot / Recovery | Drive Start End Expected Actusl Info
= / Rollback Drive Type | P9 Time | Time | Recovery Point | Recovery Paint | >°t"% | Message
File Protection Status
Filter Job Description Application Status Source Host Source Directory Target Host Target Directory 5‘“7?:“ GID D - 5’::
Set
[ selem Selict Selact Selact
Clear
Ci\Pragram Ci\Program on
SQL planned fail... sQL Completed SQLZKS-SOURCE | Files\InMage SQLZKS-TARGET | Files\InMage Domand | ® 8 19
Systems\fzilover\data Systems|fziloveridata
C:\Program C:\Program
Consistency for ... sqQL Completed SQL2ZKS-SOURCE | Files\InMage SQLZKS-TARGET  Files\InMage Run Evel 7 7 17
Y P! g g Yy
Systems\fzilover\data Systems|fziloveridata
Ci\Pragram Ci\Program
Consistency for ... sQL Completed SQLZKS-SOURCE | Files\InMage SQLZKS-TARGET | Files\InMage Run Every | 7 7 16
Systems\failoveridata Systems\failoveridats
Ci\Pragram Ci\Program on
Discovering SQL ... sQL Completed SQLZKS-SOURCE | Files\InMage SQLZKS-TARGET | Files\InMage Demand |5 5 13
Systems\failoveridata Systems|failoveridats

Figure 92:

‘!'I) Notes:

By default AD will not be replicated during MS SQL Server failover. However if you need
AD replication as part of MSSQL Server failover edit the command line/pre and post script
with the “—doadreplication” switch.

OR

You may run “WinOp.exe” from command line to perform AD replication and DNS Update
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7.1.2 Through CLI

Step 76. Planned failover can be performed through CLI as well. Access the source SQL
server’s console and navigate to the Hitachi Dynamic Replicator installation folder to issue
the following command

Application —failover —planned —app sql2005 —s <source SQL server name> -t
<target SQL server name> -builtin —tag NONE

C:“Program Files“InMage Systems>application —failover —-planned —app sgl28B5 = §
QL2K5—S0URCE —t SQLZKS-TARGET —builtIn —tag MNONE

SQL2ZKS—-S0URCE IF address = 18.8.163.21

SQL2ZKS-TARGET IF addrezs = 18.@_.163_22

Attempting to determine Uirtual Server Name for host : SQL2ZKS5-SOURCE in case it’
s a clustered configuration

Discovering Databases ...
Instance Mame is :sqlZkd—source

Instance Name is :sqgl2kS—-sourcesinstancel
Connecting to server sql2kh—source
Connecting to server sql2kb—sourceninstancel
Discovering Volumes ...

Discovering sgql2885 volumes for the host: sql2kh—source

Figure 93: Command on Source SQL server

“*!ff) Notes:

On a NAT environment, always append the -nodnsfailover switch on the source command.
This will skip all DNS related operations

The command under the IMPORTANT INFORMATION will also show the same “-
nodnsfailover” switch to the end

At the end of the output another command is displayed within the “important information” as
shown in the figure below. This command has to be executed from the target SQL server console
to complete SQL planned failover through CLI.

sxwsx The actual tag to failover to is : FileSystem48884bh5H
IMPORTANT INFORMATION

Please run the following command on the Target Host to complete failover

Application.exe —failover —planned -app =sql28@5 -5 sgl2kS5—source —t sgl2kS-targe
t —huiltln —tag FileSystem48884h5H

EaEalalalalataiatatatatataiatatatalstaiatatatototeiaiatatatetoiaiatstataliteiaiatataiataistatataiakotstatatatatatstatatotatatatatatatatakatkotatatatakal
exsssfyuccessfully finished failover at sourcesseso:

Figure 94:
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Step 77. Now switch to the target console, navigate to Hitachi Dynamic Replicator
installation folder and issue the above mentioned command. This concludes planned failover
through CLL

C:“Program Files“InMage Systems>Application.exe —failover —planned —app =sql2B65
—s sgl2kb—source —t sgl2kbh—target —builtln —-tag FileSystem4BH@84h58
sql2kb—source IP address = 18.8.163.21

sgl2kb—target IP address = 18.8.163.22

Attempting to determine Uirtual Server Mame for host : sgl2kb-source in case it’
= a clustered configuration

Dizcovering Databases ...

e Attempting to read configuration file C:~Program Files“InMage Systems“Fai
oversDatassqgl2kS—source_sgl_config.dat for database configuration

Dizcovering Volumes ...

Discovering sgl2A85 volumes for the host: sql2kS—source

HoztHame= sgql2k5—-source

Figure 95: Command issued on target host to complete planned failover.

“!f) Notes:

For SQL 2000 the -app switch will be sql
For SQL 2005 the -app switch will be sql12005
For SQL 2008 the -app switch will be sq12008

To failover to an application tag or user defined consistency tag, append the command
with -tag <name of the tag> -tagtype <type of the tag>.

The tagtype for SQL Server 2000 is "SQL", for SQL 2005 it is “SQL2005” and for SQL
server 2008 it's "SQL2008".

The tag type for user defined tag is USERDEFINED.
The name of tag given should belong to the type of the tag specified.

If the tagtype is not mentioned, by default the FS tagtype is considered
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7.2 Unplanned failover

7.2.1 Through CX Ul

Unplanned failover through CX Ul is performed when the production server is down but the CX

server is up and running.

Step 78. Open the CX U], click on “File Protection” then on “New Job Group Wizard”
File Protection

Logged in as ‘admin’ - Logout Server Time: Apr-17-2008 05:10:29

Applications Filter: [Application Name =] Sortby:2 @

Application Per Page:[5 | JobsPerPagefE | [Go |
Ungrauped
Displaying 1 to 1 (of 1 Applications) Result Pages:1
Manage Templates

Figure 96:
Step 79. The next screen opens up, click on “Add Job” to proceed.

File Protection

Replication Jobs

[:H_ Application | Source STy e

Mame Host
Mo jobs added pet

Cancel

&dd Job

Target

Host Target Directory

Figure 97:
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Step 80. Enter the “Application name” and “Job Description” then select the “source” as
the DR server (because the production server is down) and the “destination” as the DR
server, Select the FX template as “SQL 2005 Unplanned Failover” and click on “Next”.

File Protection Wizard: Replication Pair
Logged in as 'admin’ - Logout
Replication Hosts
Application Name: ISQL
Job Description: IUananned SQL failover
Source Destination
Host Host
O | SQLZK5-SOURCE [Windows] O | SQL2KS-SOURCE [Windows]
& | SQL2KS-TARGET [Windows] & | SQL2KS-TARGET [Windows]
Directory Directory
| ]
| SGL 2005 Unplanned Failover =
Next -= Cancel
Figure 98:

\ll’) Notes:

For SQL 2000 the FX template is “SQL Unplanned Failover”
For SQL 2008 the FX template is “SQL 2008 Unplanned Failover”

Step 81. The “Job Options” screen opens up with all the required fields filled up
including the target post script. Edit the target post script at the —s switch to enter the
production server name then click on “Finish”

Pre exscution script pathnamel

Post execution script pathnamel

Pre exscution script pathname :::estinal:icn:ZI

Post execution script pathname [destinz cn:ZI}DE-ﬂ SQLZKE-SOURCE 4 SQL2KE-TARGET -builtin 4ag LATEST

Cztch All job mc:iﬂer'—super for power users only

<- Back Finish -= Zancel

Figure 99:

‘!I’) Notes:

On a NAT environment, always append the —-nodnsfailover switch for the target post
script. This will skip all DNS related operations
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Step 82. You will be returned to one of the previous screens, the job will be scheduled to
run “On Demand”. You may choose to change this by clicking on the “Set Schedule”. Click
on “Finish” to save the job

File Protection
Logged in as 'admin’ - Logout
Group Schedule
Schedule Type Schedule Time
Once At On Demand

Set Schedule

Replication Jobs

[:E Ap:!:::iun Source Host Source Directory Target Host Target Directory
Run orde:
C:\Program C:\Program
o) SQL SQL2ZKS-TARGET | Files\InMage SQLZKS-TARGET | Files\InMage
Systems'\failoveridata Systems\failoveridata
Details Remove Cancel
Add Job
Finish
Figure 100:
Step 83. Start the job to perform SQL unplanned Failover.

7.2.2 Through CLI

If the CX and the production servers are both down, then to perform a unplanned failover, access
the target host’s console to issue the following command

Application —failover —unplanned —app sql2005 —s <source SQL server name> -
t <target SQL server name> -builtin —tag LATEST

C:~\Program FilessInMage Systems>application.exe —failover —unplanned —-app sgl2B8
L —= SQLZKS—-SOURCE -t SQL2ZHKS-TARGET -builtIn —tag LATEST

SQLZKS—SOURCE IP address = 18.8.163.23

SQLZKS-TARGET IP address = 18.8_163.22

Attempting to determine Uirtual Server Hame for host @ SQL2ZKS-S50URCE in case it'
=z a clustered configuration

Discovering Databases ...

wxxd Attempting to read configuration file C:-“Program Files“InMage Systemsz-Fail
oversnsgl2kh—source_sql_config.dat for database configuration

Discovering Uolumes ...

Figure 101:

“!r) Notes:

For SQL 2000 the —app switch will be sql
For SQL 2008 the —app switch will be sq12008
Append the -nodnsfailover while operating on a NAT environment
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7.3 Failover without CDP Retention Option

7.3.1 Through CX Ul

To perform a failover for replication pairs without CDP retention through CX U], select the FX
template as “SQL 2005 Failover without Retention”.

File Protection Wizard: Replication Pair

Logged in as 'admin’ - Logout

Replication Hosts

Application Mame: ISQL

Job Description: IFEIi|oVer without retention
Source Destination
Host Host
O | SQLZKS-TARGET [Windows] & | SQLZKS-TARGET [Windows]
{* | SQL2KS-SOURCE [Windows] O | SQL2KS-SOURCE [Windows]
Directory Directory

I |

I| SGL 2005 Failover Witholt Retention |
| |

Mext -= Cancel

Figure 102:

‘!'I) Notes:

For SQL 2000 the FX template will be “SQL Failover Without Retention”
For SQL 2008 the —app switch will be “SQL2008 Failover Without Retention”

On a NAT environment, always append the —nodnsfailover switch for the target post
script. This will skip all DNS related operations




7.3.2 Through CLI

The same can also be achieved through the CLI, access the target console and navigate to the
agent installation folder to issue the following command

Application.exe —Failover —unplanned —app sql2005 —s <source host name>
-t <target host name> -builtin —tag NONE

C:“Program FilessInMage Systemsapplication.exe —failover —unplanned —app sglZ2B@5 —s SQL2KS—SOURCE
t SQL2KS5-TARGET -builtIn —tag MONE

SQL2KS—S0URCE IP address = 18.8.163.21

SQL2KS-TARGET IP address = 18.8.163.22

Attempting to determine Uirtual Server Hame for host : SQL2KS5-S50URCE in case it’s a clustered confi
uration

Discovering Databases ...

Attempting to read configuration file C:“Program Files:InMage Systemsz“Failoverssgql2kS—source_:
1l config.dat for database configuration

Dizcovering VYolumes ...

Discovering sgl20A5% volumes for the host: sglZkh—source

ostName= sgql2kh—source

Attempting to read configuration from C:“\Program Files:InMage Systemsz“Failoverssgql2kS—source_:
1 config.dat
Detected the version of the discovery configuration file as 1.1

Figure 103:

Here the target volume(s) will be made visible and the replication will pause. For pairs with CDP
retention options enabled the replication pairs will be stopped.

“!r) Notes:

For SQL 2000 the —app switch will be sql
For SQL 2008 the —app switch will be sq12008
Append the -nodnsfailover while operating on a NAT environment
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8 Failback

8.1 Through CX Ul

Failback is performed in five steps.

SQL Discovery *FX jobto discover added/removed databases, SQL volumes
Replicate Discovered *Set VX replication for discovered SQL volumes from original
volumes target host to original source host

= .

Issue consistency tags sSchedule SQL consistency FX job toissue consistency tags
.
Fa ™

Perform failback *Runthe FX job with template "Planned failover"
L
Figure 104:

8.1.1 sQL discovery

Step 84. SQL discovery is performed to discover newly added/deleted SQL databases and
volumes. This process is the almost the same as mentioned in SOL discovery to list volumes
on page 45 with one difference, since this is a reverse replication the source will be selected as
the original target and the target will be selected as the original source.

File Protection Wizard: Replication Pair

Logged in as "admin’ - Logout

Replication Hosts

Application Name: ISOL

Job Description: |Disco\rering SQL Server

Source Destination

Host Host
@ | SQL2KS5-TARGET [Windaws] ) | SQL2K5-TARGET [Windaws]
{0 | SQL2KS5-SOURCE [Windows] % | SQL2K5-SOURCE [Windows]
Directory Directory
| |
SQL 2005 Discovery j

Next -= Cancel

Figure 105:

Once the job is executed successfully, proceed to perform a VX replication.
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8.1.2 Replicate discovered volumes

Step 85.

Set a reverse replication from the DR server to the production server. Ensure that

you set replication pair with the CDP retention option. The replication starts from Initial Sync
step 1 then moves to initial Sync step 2 before reaching the Differential Sync state. You can
monitor this through the “protection status”

Step 86.

the production server with CDP retention enabled.

Repeat the same process for the rest of the SQL server volumes from DR server to

Protection Status

Logged in as ‘admin’ - Logout

Volume Protection Status
Resyncs In
Transit Stepl
(MB)

Server Volume Group

SQLZKS-TARGET->SQLZKS-SOURCE | | “Ef’>\";|”ms Volume K
. M { NewVelums
SQLZKS-TARGET->SQL2KS-SOURCE o Valume M

N[ New Velume |
-> N New
Welume )

SQLZKS-TARGET->5QLZKS-SOURCE Welume N

Resync In
Transit Step2
(MB)

Differentials

Eriwne] Resync progress

0 0 N/A
1} o 24,82 %
0 0 3}

Sarver Time: Apr-14-2008 11:32:33

Resync | View

HEL 5D Required Details
0 Differential Sync VES
. Bz e R ES
o By s ==

Figure 106:

8.1.3 Issue consistency tags
Step 87.

Issuing SQL consistency tags can be performed through CLI or through CX UL

This is almost the same as mentioned in the section SQL consistency on page 52 with one
change. Since this is a failback, we select the DR server as source and production server as

target and click on “Next”

Replication Hosts

Application Name: ISQL

Job Description: |Consi3tenc'_.rfor SQL server (rev)
Source
Host
{0 | SQLZKS-SOURCE [Windows]
{*) | SQLZKS-TARGET [Windows]

Directory

Destination

Host
O SQLZKS-S0OURCE [Windows]
{* |SQLZKS5-TARGET [Windows]

Directory

| 5L 2005 Consistency

MNext -=

Cancel

Figure 107:
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Step 88. The next page FX “Job Options”, all the required options are filled up
automatically including the source pre script. Do not change any values here, scroll down
and click on “Finish”.

Miscellaneocus Options

Create temparary files in I

Do not cross filesystem boundaries
IO timesout in seconds IEEDD
Specify port number to use IE?4
Limit bandwidth to I KB/=

Push data from source to targst [implies lower CPU load on source)

o 0 F & = O

o)

Pull dztz frem source to target

CEU throttls [source] ID
Send REO aIertiFID minutes passed

Send E-mail alert iF|5 minutes passed withoutjob progress

PBre executicn script pa namel"C:"-.Pnglam Files“InMage Systems‘consistency".5gl2005_consiste

Post execution script bk I

Pre exescution script pathname :::estinaticn::l

Paost execution script pathnams ::cestinaticn:il

Catch All jeb mc:iﬁerl—super for power users only

<- Back Finish -= Cancel

Figure 108:

Step 89. Schedule the job and then click on “Finish”.

File Protection

Group Schedule
Schedule Type Schedule Time
Run Every & Hours

Set Schedule

Replication Jobs

F | L
[:ﬂ- APEI;'::E" 5::::! Source Directory T::;;t Target Directory
Run orger 1
_ | C:\Program _ | C:\Program
O Ungrouped PrE Files\InMage SPAE Files\InMage
TARGET e . TARGET e .
Systems\failover\data Systems\failever\data
Details Remowve Cancel
Add Job
Finish

Figure 109:



8.1.4 SQL failback

Step 90. Once the consistency job is complete, perform a failback to the production server

(source host). This is done by executing the “SQL 2005 planned failover” FX template.

File Protection Wizard: Replication Pair
Replication Hosts
Applicati
. IsaL
Job Description: ISE!L Failback
Source Destination
Host Host
% | SQLZKS-TARGET [Windows] | SQLZKS-TARGET [Windows]
| SQLZKS-SOURCE [Windows] % | SQLZKS-SOURCE [Windows]
Directory Directory
I I
| SOL 2005 Planred Failback |
Mext -= Cancel
Figure 110:
Step 91. The next screen “FX Job Options” opens up with all the required fields filled up,

Scroll down to “Miscellaneous Options “to see that the Pre script and post script are filled

up automatically. Click on “Finish”.

Send E-mail alert if|5 minutes passed withoutjob progress

Pre execution script pathnal ..elplication.exe“ -failback -planned -app £ql2005 - SOL2KE-TARGET

Post enecution script pathnamel

Pre execution script pathname (destinati n)I

Post execution script pathname (destina on)|1.exe" -failback -planned -app =ql2005 -z SOL2K5-TARGET -t S0L2

Catch alljob modiﬁerl"super for pawer users ondy

Finish -= Cancel

Figure 111:

“!LI’J Notes:

On a NAT environment, always append the -nodnsfailover switch on the target post

script. This will skip all DNS related operations
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Step 92. The job will be scheduled to run “On Demand”, click on “Finish” to save the job.

File Protection

Group Schedule

Schedule Type Schedule Time

Once At On Demand

Set Schedule

Replication Jobs

[:g A[:);il::]:ﬁon S:::;:e Source Directory T;:gsit Target Directory
Run ordar 1
_ | Ci\Program _ C\Program
i SQL ﬁ'ilﬁ%KEﬁT Filez\InMage SsgbzRKCSE FilesiInMage
Systemsifailover\data Systemsifailoveridata
Details Remaove Cancel
Add Job
Finish
Figure 112:
Step 93. Start the job to failback to the original source host. All the SQL server replication

pairs between the original target and original source stop.
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8.2 Through CLI

The steps required to perform a failback through CLI are similar that of a failback through CX UL

8.2.1 Discovery

Step 94. Access the DR server’s console and navigate to Hitachi Dynamic Replicator
installation folder then issue the following command

Application —discover —app SQL2005 -host <DR Server>

C:»Program Files“InMage Systems>Application.exe —discover —app sqgl28@5 —host Sqgl2KS5-Target

Command Line: Application.exe —discover —app sgl2@@5 —host Sgl2KS-Target
Running wunder the wser: HIOTECHRSRUR.MWET“administrator

Local Machine Hame iz - Sgql2K5-Target

Process ID: 1284

Attempting to determine 5QL Uirtual Server name for host = S5ql2K5-Target in case it's a c
Checking MAT Configuration of Local Machine

MAT iz disabled in this Local machine
Discovering Databases ...

Instance Mame is :=Sgql2K5-Target

Instance Mame is :5QL2KS5-TARGET-SQLSERUVER1
Connecting to server Sgql2KS5-Target

Connecting to server SQLZKS-TARGET~SQLSERUVER1L

Figure 113:

Copy the “<installation folder>\Failover\data” on the source host to the target host manually, then
execute the SQL discovery command on the target host as shown below

Application.exe —retention —host<source SQL server name>

C:“Program Files“InMage Systemsz>Application.exe —retention —host SQLZKS5-TARGET

Command Line: Application.exe —retention —host SQLZKS-TARGET
Running wunder the user: XIQOTECHESRUR.MET-administrator
Local Machine Mame is @ SqlZ2K5—Source

Process ID: 832

Checklng MAT is enabled or HWOT
iz disabled in this Local machine

Discovering Databhases ...
Successfully got the instance names from Failover Services file

¥ Attempting to read configuration file C:-“Program Files“InMage Systemsz“Failowve
sgl2kS—target_sqgl _config.dat for database configuration

Figure 114

“*]ff) Notes:

When there are multiple SQL server instances, the list of volumes for each is displayed in the
output.
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8.2.2 Reverse Replication

Step 95.

Then reverse replicate all the SQL volumes from the target SQL server to the

source SQL server. Once the replication pair(s) reaches “Differential Sync”, proceed to issue

consistency tags.

Protection Status

Logged in as 'admin’ - Logout

Volume Protection Status

Server Volume

Resyncs In

Resync In Differentials

Server Time: Apr-17-2008 03:14:40

Group Transit Stapl Transit Step2 Laft (MB) Resync progress RPO Status RF:?:?:d D‘g‘é"l“’s
(ma) (ME)

SOL2KS-TARGET->sqL2ks-source | K ’\E':;\;Z'“"‘E : Velums K 0 0 N/A 0 Differentizl Sync NO

SQLZKS-TARGET->5qL2Ks-s0URcE | M ’\:Ej;\;:lu"‘i Valume M il 0 N/A 0 Differentizl Sync NO

SQLZKS-TARGET->5QL2Ks-s0URCE | M ! M:"}‘:‘”"“ Volume N 0 0 N/A 0 Differentizl Sync NO

Figure 115:

8.2.3 Consistency tags

Step 96.

To issue consistency tags through CX UL refer to the section Consistency through

CXUI on page 52. Since this is a reverse replication ensure that you select the source as DR
server and target as the production server. To issue the consistency tags through console,

access the DR Server’s (now source host) console and then navigate to the Hitachi Dynamic
Replicator installation folder and use the following command

vacp —a SQL2005 —t<Tag Name>
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8.2.4 Failback

Step 97. Switch to original target’s console (now the source) and issue the following

command
Application-failback —planned —app sqL2005 —s <source server, in this case
original target> -t <target server, in this case original source> -builtin —tag NONE

ocmd.exe

C:“Program Filesz“InMage Systems>application.exe —failback —-planned —app sgl2BA5
—= SOQL2ZKS-TARGET —t SQL2KS5—SOURCE -builtln —tag MNOME

sgl2kS5-target IP address = 18.8.163_.22
sq12k5—gnurce IP address = 168.8.163.23

Attempting to determine Uirtual Server Mame for host : sgl2kb-target in c
s a clustered configuration

Discovering Datahases ...

Connecting to server sgl2KkS-target

- 1 .

Figure 116:

“!r) Notes:

On a NAT environment, always append the -nodnsfailover switch on the source command.
This will skip all DNS related operations

The command under the IMPORTANT INFORMATION will also show the same “-
nodnsfailover” switch to the end

Step 98. The above command ends with a resultant command that is it to be executed on
the target server, copy the command and access the target console

o 3ot e e S ] MPORTAMNT I MFQORMEA T T 0 3050630 300 300 30k 3o-o-Jof-of-of- - Job-3oE-SoE oo JoE-SoE o B oo oo oo

Please r»un the following command on the Target Host to complete failover

Application.exe —failback —planned —app =gl20085 —s SQLZKS-TARGET —t SQL2ZKS—-S0UR(G
E -builtIn —tag FileSystemd48B8874fa

Successfully finished failover at sourceessEs_

Figure 117:
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Step 99. After accessing the target console, navigate to the Hitachi Dynamic Replicator
installation folder then issue the command as given in the previous step’s output.

C:“Program Files“InMage Systems*Application.exe —failback —planned —app sgl2B@@5
—z SQLZKS-TARGET —t SQL2K5—S0URCE -builtIn —tag FileSystend488874fa .

IP addre -B.163

IP address 18.8.164:

determine Uirtual Server Mame for host eql2kS=target in casze it’
conf iguration

Discovering Databases

wawwds fQrtempting to read confi ion File G:sProgram FilessInMage Systems™Fail
oversDatassql2kb—target_sql_config.dat for database configuration

Discovering Volumes

Discovering sql2@B5 volumes for the host: sql2kS—target

Figure 118:

74



9 Failover and failback using crash consistency tag

In normal setup, DR scout uses VSS snapshot to issue application or consistency tag but in a
setup it is not possible to issue VSS consistency tag. In this case, crash consistency tag can be used
and the same can be used for failover and failback. When crash consistency tag is used it always
generates USERDEFINED tag. It will not generate any filesystem or application consistency tag.

9.1 Discovery

Use the application discovery template as used in planned failover. No changes are required.

9.2 Consistency

To set crash consistency FX job use the SQLXXXX_consistency_fstag.bat file and pass the
required argument as given below.

Syntax:

SQL2005_ consistency fstag.bat "List of volumes separated by semicolon™
-CrashConsistency

For example, SQL 2005 has databases in G, H, K:\Mntl, J:\Mnt2 volumes. Use the following
command in prescript to set the crashconsistency job or run it through CLIL

"C:\Program Files (x86)\InMage
Systems\consistency\SQL2005 consistency_ fstag.bat”
"G:;H:;K:\Mntl;J:\Mnt2" —CrashConsistency

‘!LI’J Notes:

List of volumes must be in double quotes else only first Drive or mount point is taken for
issuing tag.
-Crashconsitency can be written with or without double quotes
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9.3 Planned Failover

9.3.1 Planned failover through CX Ul

When you set the planned failover job, in the planned failover template, add the prescript with
“—crashconsistency” and postscript with-“-tagtype USERDEFINED”
For example,

Pre script: "C:\Program Files (x86)\InMage Systems\ application.exe" -failover -planned -app
5ql2005 -s W2K3-SRC -t W2K3-TGT -builtln -tag NONE -CrashConsistency

Post script: "C:\Program Files (x86) \InMage Systems\ application.exe" -failover -planned -app
5q12005 -s W2K3-SRC -t W2K3-TGT -builtln -tag PLANNED -tagtype USERDEFINED

9.3.2 Planned Failover through CLI

When you run through CLI follow the same procedure as in section 8.2. The only change is add

”—crashconsistency” switch to the source command and target command with “-tagtype
USERDEFINED”.

Source Command:
"C:\Program Files (x86)\InMage Systems\ application.exe" -failover -planned -app sql2005 -s
W2K3-SRC -t W2K3-TGT -builtln -tag NONE -CrashConsistency

Target command:
"C:\Program Files (x86)\InMage Systems\ application.exe" -failover -planned -app sql2005 -s
W2K3-SRC -t W2K3-TGT -builtln -tag <User Defined Tag> -tagtype USERDEFINED
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9.4 Failback

9.4.1 Failback through CX

Use the same failback template as in section 8.2.4. The only change is add “—crashconsistency”
switch to the source command and target command with “-tagtype USERDEFINED”.

For example,
Pre script: "C:\Program Files (x86)\InMage Systems\ application.exe" -failback -planned -app
sql2005 -s W2K3-TGT t W2K3-SRC -builtln -tag NONE -CrashConsistency

Post script: "C:\Program Files (x86)\InMage Systems\ application.exe" - failback -planned -app
5q12005 -s W2K3-TGT -t W2K3-SRC -builtIn -tag PLANNED -tagtype USERDEFINED

9.4.2 Failback through CLI

When you run through CLI follow the same procedure as in section 8.2.4. The only change is add
”—crashconsistency” switch to the source command and target command with “-tagtype
USERDEFINED”.

Source command:
"C:\Program Files (x86)\InMage Systems\ application.exe" - failback -planned -app sql2005 -s
W2K3-TGT -t W2K3-SRC -builtln -tag NONE -CrashConsistency

Target command:

"C:\Program Files (x86)\InMage Systems\ application.exe" - failback -planned -app sql2005 -s
W2K3-TGT -t W2K3-SRC -builtln -tag <User Defined Tag> -tagtype USERDEFINED

9.5 Unplanned Failover

When you set the unplanned failover job, in the unplanned failover template, add the postscript
with-“-tagtype USERDEFINED”. The same can be used for the CLI

For example,

“C:\Program Files (x86)\InMage Systems>application.exe -failover -unplanned -app sql2005 -s
W2K3-SRC -t W2K3-TGT -builtln -tag LATEST -tagtype USERDEFINED”
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Part 2: Clustered Production
Server and Standalone DR Server

Part 2 explains protecting and recovering SQL server on clustered to non-clustered environment
where production SQI server is a clustered environment and DR server is standalone machine.
The recovery section is branched into planned and unplanned failover. Each of them again is
achieved through CX Ul and CLL
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10 SQL Server on a Cluster environment

Similar to a non clustered environment, a discovery job is run to probe for SQL server volumes.
However, before proceeding with the discovery job the VX and FX agents need to be assigned a
Fixed NAT IP address (IP address of the respective hosts). Access the “Host Agent Config”
window on the production server for the VX agent and “Enable Fixed NAT IP Address option”
and enter its IP address and click on “Apply” and then on “Ok”.

Host Agent Config ;lglll
Global | Agent | Logging |

[ CX Server Setkings

Enter IP Address:  |10.0,163.23

Enter Pork number: |81

[ Enable Fixed MAT Hostname: |Vx.¢\gent

IV Enable Fixed MAT 1P Address: [ 10.0.163.21

Help | (o4 | Cancell Apply |

Figure 119

Repeat the same for the FX agent as well. Then repeat the process for all other nodes in the cluster

nEnn:ItIJI:uTI‘::;uPr ==»| Verify privileges ==»| DiscoveryJob | | SetVX | SQl consistency
VX and FX | replication pair job
Figure 120:

When there are multiple instances refer to the section Protect on page 113.

Refer to the Verify privileges on page 28 for detailed steps.
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11 Introduction

On a MS cluster environment, SQL server solution is solution is divided into two steps,
Protecting SQL server and SQL failover .Each of them is again branched into a set of steps.

/ Y e ™
Protect Recover
*SQL discovery sPlanned failover
Or
Set VX replication for SQL *Unplannedfailover

server volume(s)
*Post recovery tasks

*FX job for SQL server
consistency on all cluster
nodes

) J & J/

Figure 121:

‘!.I) Notes:

The target SQL server will be standalone (non clustered).

Protecting SOL server is achieved in three steps, SQL discovery, replicate discovered volumes,
and SQL consistency on the source volume(s).

"

SQl failover J

*Discovery SQL

*Planned failover (CX
UlorCLl) or

*Unplanned failover
(CX Ul or CLI)

VX replicate SQL
server volumes

*SQL consistency

Protecting
SQL Server

Figure 122:

SQL server failover on the other hand can be performed either through CLI or the CX Ul for both
planned and unplanned failover
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12 Protect

12.1 SQL discovery

Step 100. On the CX U], click on “File Protection”, then on “New Job Group Wizard”
File Protection
Logged in as ‘admin’ - Logout Server Time: Apr-28-2008 11:15:15
Applications Filter: | Application Name || Sortby: &

Application Par Page:[5 Jobs Per Page:[5 Go

Mew Job Group Wizard

Manage Templates

Mo Replication Applications To Display

Figure 123:

Step 101. Click on “Add Job” as marked in the picture below

File Protection

Replication Jobs

@ Applicati S0 - -
= pPRlicCacion urce . arge .
[:E Hame Host Source Directory Host Target Directory

No jobs added et

Cancel

Add Job

Figure 124:



Step 102. The next screen “Replication Pair” opens up, enter the “Application Name”,
“Job Description” then select the active node for “Source” and select the target a non
clustered SQL server. Scroll down and select the FX template as “SQL 2005 Discovery” and
click on “Next”

File Protection Wizard: Replication Pair

Logged in as "admin’ - Logout

Replication Hosts

Application Name: ISQL Discovery

Job Description: |On cluster environmant
Source Destination
Hast Host
{7 | SQLZKS-TARGET [Windaws] & | SQLZKS-TARGET [Windews]
{0 | 50L-NODEL [Windows] {0 | SQL-NODEL [Windows]
% |SQL-NODEZ [Windows] {0 | SQL-NODE2 [Windows]
Directory Directory
| |
SQL 2005 Discovery =
Next -= Cancel
Figure 125:
Step 103. FX job Options screen opens up, scroll down to “Miscellaneous Options” to edit

the pre script as
Application.exe —discover —app sql2005 —virtualserver <name of the
corresponding virtual server>
And the target post script as Application.exe -retention -host <name of
the corresponding virtual server>

Click on “Finish” to continue

Send E-mail alert if|5 minutes passed without job progress

Pre execution script pathnal ellstems\.ﬁpplication.exe" -digzover -app 2ql2005 -virualzerver sqlbpl

Post edecution script pathnamel

Pre execution script pathname (destinatiogl

Post epecution script pathname (destinati n)bram Filezhintage SpstemsApplication.sxe” -retention -host sqlbpt|

Catch all job modiﬂerl"SuDer For power users ondy

Finish -= Cancel

Figure 126
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Step 104. You will be returned to the one of the previous screens with all the required
fields filled up, By default the job will be set to run once every day.

File Protection

Logged in as 'admin’ - Logout

Group Schedule
Schedule Type Schedule Time
Run Every 1 Day

Set Schedule

Replication Jobs

[:g Apﬁ!::: on Source Host Source Directory Target Host Target Directory
Run erder 1
soL C:\Program C:'\Pregram
[ Bioes SQL-NODEZ | Files\InMage SQLZKS-TARGET | Files\InMage
: =S Systems\failoveridata Systems'failover\data
Details Remove Cancel
Add Job
Finish

Figure 127:

Step 105. The FX job will start automatically.

File Protection

Logged in as 'admin’ - Logout

Applications

Application Per Page:[5

= sqL piscovery

Job Description Status Source Host | Source Directory Target Host Tar
C:\Pregram
e} on cluster envirenment... Starting... SQL-NODEZ Filzs\InMags SQLZKS-TARGET
Systems'fzilover\data Sy

Results 1-10f1 << <1 > >>

Stop Start Details Remove

Displaying 1 to 1 {of 1 Applications)

Figure 128:

Step 106. The progress of the job can be monitored by clicking on “Protection Status”.

File Protection Status

Filter Job Description Application Status Source Host Source Directory Target
Set
I Select El | Select =
Clear

C:\Program
on cluster envir... SQL Discovery Complated SQL-MODEZ | Files\InMage SQL2KS-
Systems\fziloveridata

Figure 129:



12.2 Replicate Discovered Volume(s)

Step 107.

After the Discovery job is completed, click on “Volume Protection”, then expand

“Cluster Group(s) Volumes” to select SQL server volume and click on “Start Replication”.

Volume Protection: Source Site

Logged in as 'admin’ - Logout

Source | Target

Protected Drives

Server

Primary Drives

SQL-NODE1
SQL2K5-TARGET
SQL-NODE2

B Cluster Group(s) Volumes

Servers:SQL-NODEL, SQL-NODEZ
Cluster:SQL2005- CLUSTER,
O Group:Cluster Group N
Servers:SQL-NODEL SQL-NODEZ
Cluster:SQL2005- CLUSTER,
O Group:Group O Q
Servers:SQL-NODEL,SQL-NODEZ2

Server Pri Volume
Cluster:SQL2005- CLUSTER,
[ Group:Group 1 KL
Servers:SQL-NODEL SQL-NODE2
o = T ———
(o Group:Group 2 ]

FS

NTFS

NTFS

NTFS

NTFS

F5 Application
Application Capacity (Bytes)
SQL Server 2005 1071627264
Unknown 1071627264
Unknown 1069253632
Unknawn 1071627264

Start Replication Rezet

Capacity [Byte

Free Space Byl

1060364 2F

106350597

106096025

106352337

Figure 130:

Step 108.
click on “Next”.

The next screen “Cluster Setup” opens up, select the SQL server volume, and

Volume Replication: Cluster Setup

Cluster: sqLzo05-cLusTER
Cluster Group: creup 1

Configured Cluster Drives

Primary Server

Unconfigured Cluster Drives

Server

I [C SQL-NODE1,5QL-NODEZ

O SQL-NODE1,5QL-NODE2

Primary Volume

Finish Remove Reset Cancel

Pri Volume F5 Capacity (Bytes)
K NTFS 1071627264
L NTFS 1071627264

Next Reset

Remote Server

Last VX Sentinel Heartheat Tim

0000-00-00 00

0000-00-00 00

Figure 131:
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Step 109. The next screen opens up, expand the target SQL server, and select the target
volume (must be the same drive letter as the source volume).

Cluster: SQL2005-CLUSTER
Cluster Group: Group 1

Drive: K
Capacity: 1071627264

Select a target WAN volume

WAN Server Volume Cap:
SQL-NODE1
B SQL2KS-TARGET
Fa ST LECET =Nl NP
® | SQL2KS-TARGET K [ Mew Valume )
) | 5QL2K5-TARGET L [ Mew Waolume )
0 | SQLZKS-TARGET M| Mew Valume )
{7 | SOQLZKS-TARGET N [ New Yalume )
S5QL-NODE2
Figure 132:
Step 110. Scroll down to set the “Replication Options”, Check the option “Enable CDP

Retention option” and click on “Submit”.

Replication Options
I_ Secure transport from Sowrce to InMage CX
I_ Secure transport from InMage CX to destination

[¥l | Use fast resync instead of off-load resync algorithm

Use compression: I ¥ Bazed Compression j
{Overrides existing 1-N replication pairs)

Add to volume consistency group: I Mew Yolume Group j

Media Retention

IF Enable Media Retention option

Automatic Resync Options

Start between huursl'lg :IDD andIE :IDD after waiting |30
minutes. [All times are local to CX)

Submit Cancel Fezet

Figure 133:




Step 111.
and click on “Submit”.

Logged in as 'admin’ - Logout

Pair Details

Server

SQL-NODEL,5QL-NODE2

Retention Logging Pelicy
Retention Policy
Retention Log Size

Unused Space

Retain changes upto

Retain changes upto the (time)

On insufficient disk space

Log data directory

Configure Threshold for Alerts

Alert when disk space utilization reaches

Volume Protection: Retention Options

256,00 (MB)

|25E ME = {Cannot be less then 256 MB)

|1 {Days)

& Purge older retention logs
o Pause differentials

n:"retlogs
E,L.M,N are drives suggested for storing rollback log files.

Remote Server

SQL2KS5-TARGET

Cancel

I {hrs.)

Current Retention Log Size

(Eg:- K:\log_data)

|BD Ya

Volume

0.00 (MB)

Figure 134:

Step 112.

select the entry representing the current source volume and click on “Finish”

The “Retention Options” page opens up, choose the type of retention policy,

This will open up Cluster Setup screen, under the Configured Cluster Drives,

Volume Replication: Cluster Setup

Cluster: sqLzoos-cLusTer
Cluster Group: eroup ¢

Configured Cluster Drives
Primary Server

&  SQL-NODE1 SQL-NODE2

Unconfigured Cluster Drives
Sarver

o SQL-NODE1,SQL-NODE2

Primary Volume

Finis| Remove

Pri Volume

L

NTFS

Next

K

Reset Cancel

Capacity (Bytes)

1071627264

iRezeti

Remote Server

SQL2KS-TARGET

Last VX Sentinel Heartbeat Time

0000-00-00 00:00:00

Remaote Volume

K

Replication Status

Inzctive

Figure 135:
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Step 113. This will start the replication pair, the progress can be monitored under
“Protection Status”

Protection Status

Logged in as 'admin’ - Logout

Server Time: Apr-25-2008 21:49:22
Volume Protection Status

Resyncs In
Server

Rasync Tn
Volume E— Tramsit Stepl | TramsitStepz | Diierentials o RPO Status o= ||
Left (MB) prograss Required | Details
(mMB) (mMB)
Cluster:SQLZ005- CLUSTER, Group: Group 1 P S
Servers K\_ilfrhgg" welume K ) 0 ) 0% 0 F“’";”> e YES
SQL-NODEL,SQL-NODE2->SQLZKS-TARGET : ’
Figure 136:

Step 114. Now repeat the same process for other SQL server volumes. In this example we
have two SQL server volumes the first volume is already being replicated.

Step 115. Click on “Protection Status” to monitor the replication pairs

Protection Status

Logged in as 'admin’ - Logout

Server Time: Apr-29-2008 07:24:58
Volume Protaction Status

Resyncs In
Server

Resync In . '
Volume Group TransitStepl | TramsitStepz | Difreremtials T RPO Status A e
Left (MB) progress Required Details
(MB) {MB)
Cluster:5QL2005-CLUSTER, Group:Group 1 Diffarential
Servers: K-> K Wolume K 0 0 0 YA 0.2 minutes = nO
SOL-NODE1,5QL-NODE2->5QL2KS-TARGET 2
Cluster:SQLZ005-CLUSTER, Group:Group 1 e —
Servers: L->L Wolume L 0 0 0 NfA 0.1 minutes < NO
SQL-NODE1,5QL-NODE2->SQL2KS-TARGET ync
Figure 137:
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12.3 SQL Consistency

After the VX replication pair(s) reach “Differential Sync”, proceed to setup SQL consistency

through FX job on each of the cluster nodes.

Step 116. Click on “File Protection”, then on “New Job Group Wizard”

File Protection
Logged in as 'admin’ - Logout

Applications

SQL Discovery

Displaying 1 to 1 (of 1 Applications)

Application Per Page:l i

New Job Group Wizard

Manage Templates

Filter: I Application Name

Figure 138:

Step 117. The next screen opens up, click on “Add Job “

File Protection

Logged in as 'admin' - Logout

Group Schedule

[T ) -
Mo schegule set

Replication Jobs

Name Host

Cancel

Add Job

Set Schedule

[:g Application Source Sowrce Diwectory

Schedule Type Schedule Time

Target .
Host Target Directory

Figure 139:
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Step 118. The “Replication Pair” screen opens up, enter the “Application Name”, “Job

4

Description” then select the active node for “Source” and the target host for “Destination”.

Then select the FX template as “SQL 2005 Consistency” and click on “Next”

File Protection Wizard: Replication Pair
Logged in as 'admin’ - Logout
Replication Hosts
Application Name: ISQL Consistency
Job Description: IOn Cluster Environment
Source Destination
Host Host
{0 | SOLZKS-TARGET [Windows] € | SQLZKS-TARGET [Windows]
(% | SQL-NODEZ [Windows] (% | SQL-NODEZ [Windows]
) | SQL-NODEL [Windows] ) | SQL-NODE1L [Windows]
Directory Directory
I|sc:|_ 2005 Consistency i =l
Next - Cancel

Figure 140:

Step 119. By selecting the SQL 2005 Consistency as the template, all the required fields
including the source pre script will be filled up automatically, scroll down and click on
“Finish”

Miscellaneous Options
[T create temparary files in I
¥ | Do notcross filesystem boundaries
F 10 timecut in seconds IEEDD
[l Specify port number to use Iﬂ?d
l- Limit bandwidth to I KB/s
[ Push data frem source to target (implies lewer CEU load on source)
[ Pull data from source to target
CPU thrattle (saurce) ID
Send RPO zlert ifID minutss passed
Send E-mail alertif|5 proor=
Pre execution script pathng| ellmm Files\InMage Systems'\consistancy'S5ql2005_consistency bat'|
Post execution script pathn
Pre sxecution script pathname :::Estinaticn:il
Past execution script pathname :::estinaticn:il
Catch &ll job mc:iﬁerl—super for power users only
<- Back Finish -= Cancel
Figure 141:

89



Step 120.

o

File Protection

Replication Jobs

[:IZ_ Application
"

Name

Run orger 1

sSQL
Consistency

Logged in as 'admin' - Logout

Group Schedule

Schedule Type

Fun BEvery

Schedule Time

10 Minutes

Set Schedule

Source Host

Source Directory

Z:\Program

SQL-NODEZ | Files\InMage

Target Host

SQL-NODE2

Systems\failover\data

Details ||

Remove ||

Cancel ||

Add Job
Finish

Target Directory

C:\Program
Files\InMage

Systems\failoveridata

Figure 142:

The next screen opens up, by default the job will be set to execute every six
hours, you may change this by clicking on the “Set Schedule”. Then click on “Finish” to
save the job.

SQL consistency job now executes at regular intervals issuing vacp tags on the source volume(s).
This progress can be monitored by clicking on the “Protection Status”

File Protection Status

Filter Job Description Application Status Source Host | Source Directory Target Host Target Directory kr;id:ed GID D Injt‘;hnce
Set
— S Sioct B ek
Clear
C:\Program C:\Program
On Cluster Envir... SQL Consistency | Completed 5QL-NODEZ | Files\InMage SQL-NODEZ Files\InMage Run Every 139 19 95
Systems\failover\dara Systems|\fziloveridata
C:\Pragram C:\Program
On Cluster Envir... SQL Consistancy | Completed 5QL-NODEZ | Files\InMage SQL-NODE2 Files\InMage: Run Every | 19 19 94
Systems\failover\data Systems\fziloveridata
C:\Program C:\Program
On Cluster Envir... SQL Consistancy | Completsd SQL-NODE2 | Files\InMage SQL-NODE2 Files\InMage: Run Every 19 19 93
Systems\failover\data Systems\failover\data
Ci\Pragram Ci\Program
On Cluster Envir... SQL Consistency | Complated SQL-NODEZ | Files\InMage SQL-NODE2 Files\InMage Run Every 19 19 92
Systems\failover\data Systems\failoveridara
C:\Program C:\Program
On Cluster Envir... SQL Consistency | Completed 5QL-NODEZ | Files\InMage SQL-NODE2 Files\InMage Run Every 19 15 51
Systems\failover\data Systems\fziloveridata
Figure 143:

‘!I) Notes:

Ensure that you set the consistency jobs for each of the cluster node.
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13 Failover

13.1 Planned failover

13.1.1 Through CX Ul

Step 121. To perform a planned failover through the CX Ul setup a FXjob. Click on “File

Protection” then on “New Job Group Wizard”

File Protection

Logged in as 'admin’ - Logout
‘Applications

S0QL Consistency
SQL Discovery

Displaying 1 to 2 {of 2 Applications)

Filter: [Ap
Application Per Page:|5

Manage Templates

Figure 144:

Step 122. The next screen opens up, click on “Add Job”

File Protection

Logged in as "admin’ - Logout

Group Schedule

No schedule set

Replication Jobs

[:|:_ Application Source
i Name Host

No jobs added yer

Cancel

Add Job

Schedule Type Schedule Time

Set Schedule

Sowrce Directory Target Directory

Figure 145:
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Step 123. The “Replication Pair” screen opens up, enter the “Application Name

/s

7

Job

Description” then select the “Source” as active node and the “Destination” as the target SQL
server. Then select the FX template as “SQL 2005 Planned Failover” and click on “Next”

File Protection Wizard: Replication Pair
Logged in as 'admin’ - Logout
Replication Hosts
Application Name: |SOL planned failover
Job Description: |On Cluster Environment
Source Destination
Host Host
{0 | SQL2KS-TARGET [Windows] % | SQL2KS-TARGET [Windows]
(* | SQL-NODEZ [Windows] { | SQL-NODEZ [Windows]
) | SQL-NODE1 [Windows] {0 | SQL-NODE1 [Windows]
Directory Directory
| I
| SGL 2005 Planned Failover =l
Next -= Cancel
Figure 146:
Step 124. The Job Options screen opens up, scroll down to “Miscellaneous Options” to

append the switch —virtualserver <name of the corresponding virtual server name> to both

source pre script and target post script

Send E-mail alert if |5 minutes passed without job progress

Pre execution script pathnarmeQL2ES-TARGET builtln tag NONE wintualzerver sqlbp1

Post execution script pathnarme

Pre execution script pathnarme [(destination)

Paost execution script pathnarme (destination|ES-TARGET builtln tag PLANNED wvitualserver sqlbp1

Catch All job modified —super For povwer users only

<- Back Submit Cancel

Figure 147
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Step 125. The next screen opens up, click on “Finish” to continue

File Protection

Logged in as 'admin’ - Logout

Group Schedule
Schedule Type Schedule Time
Once At On Demand

Set Schedule

Replication Jobs

[:g Apﬁlaic;:fnn Source Host Sowrce Directory Target Host Target Directory
Run order 1
sSQL C:\Program C:\Program
(o planned SQL-NODEZ2 | Files\InMage SQLZKS-TARGET | Files\InMage
failover Systems\failaveridata Systems\faileveridata
Details || Remove || Cancel ||
Add Job
Finish

Figure 148:
Step 126. Start the job to perform SQL Planned failover through CX UL

File Protection

Logged in as 'admin’ - Logout

Applications

Fi
Application Per Page:lfr
SQL Consistency
5QL Discovery
E SQL planned failover
Job Description Status Source Host | Source Directory Target Host Targ
C:\Program
[&] on cluster envirocnment... Starting... SQL-NODEZ Files\InMage SQL2K5-TARGET
Systems\failover\data Syst

Results 1-10f1 << <1 > >

Stop || Start || Details || Remove ||

Displaying 1 to 3 (of 3 Applications)

Figure 149:

‘;I:l) Notes:

After failover SQL consistency job will be set to run “On Demand”. However this requires
the CX server to be online else the jobs will fail.

By default AD will not be replicated during MSSQL Server failover. However if you need
AD replication as part of MSSQL Server failover edit the command line/pre and post script
with the “—doadreplication” switch.

OR

You may run “WinOp.exe” from command line to perform AD replication and DNS Update
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13.1.2 Through CLI

On active node (source)
Step 127. Planned failover can also be performed through console. Access the active node’s
console then navigate to the agent installation path to issue the following command

Application.exe —failover —planned —app sql2005 —s <active node host name> -
t <target host name> -builtin —tag NONE

—failover —planned —app

22
rver Hame for host : SQL—MODEZ in case it's a

t error
ered Configuration. The virtual Server

Discovering Databases ...

Connecting to server hevcules

Discovering Uolumes ...

Discovering sqgl volumes for the host: hercules

Figure 150:

The command ends with the output as shown in the picture below. The resultant command
enclosed within “IMPORTANT INFORMATION” should be executed on the target host to
complete SQL server planned failover.

« ] MPORTANT INFORMAT IO
Please run the following command on the Target Host to complete failover

pplication.exe —failover —planned —app SQL2ZBAS —s sqgl-node2 —t sgl2kS—target —buil
In —tag FileSystemnd48183e?1

ed failover at sou

Figure 151:

Step 128. Switch to the target host then navigate to the agent installation path and issue the
above command

3 io e —failover —-planned —app sql2B85

X —hl.l:ll.ln ~tag 1"11 ystend8183e91

18.8.133. 1?1
18.8 22

¢61 er Mame For host : sgl-node2 in case it's

5 aphore: E Inputsoutput erropr
The Source 5Q art of a Clustered Configuration. The virtual Server
for H : HERCULES
CE Kcnnphnre B : Inputsoutput error

3 Jtnt\p}lu!‘.‘- Inputsoutput error

figuration file Gz i "ilessInMage Sys
1_config.dat For database

Discovering Uolumes ...

Discovering sgl volumes for the host: hercules

Figure 152:
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13.2 Unplanned failover

13.2.1 Through CX Ul

This is similar to performing an unplanned failover through CX UI on non clustered
environment. Select the DR server as both source and destination, then select the FX template as
“SQL 2005 Unplanned Failover”. Refer to the section Unplanned failover through CX Ul on page
61 and edit post script to add —virtualserver <SQL Virtual Server Name>. For example

Application —failover —planned —app sql2005 —s SQL-NODE2 -t
SQL2K5- TARGET -builtin —tag LATEST —virtualserver SQLDB1

File Protection Wizard: Replication Pair
Logged in as 'admin’ - Logout
Replication Hosts
Application Name: |SQL Unplanned Failover
Job Description: |SOL Unplanned Failover
Source Destination
Host Host
& | SQL2KS-TARGET [Windows] % | SQL2K5-TARGET [Windows]
) | SQL-NODE2 [Windows] ) | SQL-NODE2 [Windows]
O | SQL-NODEL [Windows] 0 | SQL-NODE1 [Windows]
Directory Directory
| ]
SGL 2005 Unplanned Failover =l
Next - Cancel
Figure 153:

!
A Caution:

Ensure that you edit the target post script at the —s switch to enter the production server name and
add —virtualserver name.
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13.2.2 Through CLI
To perform Unplanned SQL server failover, switch to the target host’s console then navigate to
the agent installation path and issue the following command:

Application.exe —failover —unplanned —app sql2005 —s <Production server> -t
<DR Server> -builtin —tag LATEST —virtualserver <SQL Virtual Server Name>

13.3 Failover without CDP Retention Option
13.3.1 Through CX Ul

For replication pairs set without the CDP retention option, select the “SQL 2005 Failover without
Retention” as the FX template for performing a failover.

File Protection Wizard: Replication Pair

Logged in as 'admin’ - Logout

Replication Hosts

Application Name: ISOLfEI“O\reI’

Job Description: |Fai|0\rer without Media Retention
Source Destination
Host Host
{0 | SQLZKS-TARGET [Windaws] (8  SQLZKS-TARGET [Windaws]
{* |SQL-NODEZ [Windows] {0 | SQL-NODE2 [Windows]
{0 | SQL-NODE1 [Windows] O | SQL-NODE1 [windows]
Directory Directory

I | SQL 2005 Failover Without Retertion | 1=

Next -= Cancel

Figure 154:
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13.3.2 Through CLI

The same can also be achieved through CLI. Access the target console and navigate to the agent
installation path to issue the following command

Application.exe —failover —unplanned —app sql2005 —s <Production server> —t
<target host> -builtin —tag NONE

“!'r) Notes:

Failover without CDP retention option is un-planned failover.

C:“Program Files\InMage Systems>application.exe —failover —unplanned —app sql2BB5 —s SQL-MODE2 -t 5@
L2ZKS5—TARGET -builtIn —tag NOME

SQL-NODEZ IP address = 18.8.133.1%1

SQL2KS-TARGET IP address = 18.B.163.22

Attempting to determine Uirtual Server Hame for host : SQL-NODE2 in case it's a clustered configurat
ion

The Source SQL server iz part of a Clustered Configuration. The virtual Server Mame for Host = SQL-N
ODE2 is : HERCULES

Discovering Databases ...

s fittempting to read configuration file C:“\Program Files~InMage Systems“Failoversherculesz_sgl co

nfig.dat for database configuration

Discovering Uolumes
Discovering sgl volumes for the host: hercules
HostMame= hercules

w3 fittempting to read configuration from C:“\Program Files~InMage Systems“Failover-hercules_sgl _co
nfig.dat
Detected the version of the discovery configuration file as 1.1

Figure 155:

Here the target volume(s) will be made visible and the replication will pause. For pairs with CDP
retention options enabled the replication pairs will be stopped.
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14 Failback from Standalone to Clustered SQL server

A failback is the reverse of a failover. Failover can only be performed to a standalone server.
However, to perform a failback to a clustered server, it will be turned into a standalone server
during the failback process. Once the failback is complete it will be turned back into a clustered
server.

Step 1. Convert Step 2. Discovery Step 5. Convert
Cluster to = &Reverse —2»| Step3.Discovery —»| Stepd.Failback >» Standalone to
Standalone replication Cluster
| |
Figure 156:

14.1 Convert cluster to standalone

Step 1. Access the active node’s command prompt, and then navigate to the VX agent
installation path to issue the following command

Clusutil —prepare clustertostandalone: <name of the active node> -shutdown
<name of the passive node>

|C:\P1-Dg1-am Files~InMage Systems>Clusltil.exe —prepare ClusterToStandalone:ist —-shutdown 2nd

nected to [2nd] SCHM
Waiting for the service [svagents] to stop

Figure 157:

After the command is execute the active node will turn into a standalone server while the rest of
the nodes are shutdown.

‘!lIJ Notes:

For Windows Server 2008 cluster, you will need to perform onlinedisk operation after the node
restarted as the result of the above step.

In Windows Server 2008 cluster, after server restarts, cluster disk will be offline and cannot be
used until it becomes online. You may use the “ClusUtil.exe —prepare onlinedisk” command to
bring all the disks online.

When you need only selected clustered disks online, you may access the cluster management
interface and take the other disks offline
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14.2 Protect

14.2.1 SQL Discovery
Step 129. Open the CX Ul then click on “File Protection -> New Job Group Wizard”
Step 130. You will now need to setup a discover job between the DR SQL server and the

production SQI server that is converted to standalone in the previous step. Ensure that you
select the “SQL 2005 Discovery” template

Step 131. Click on “File Protection” to find the new job, select the job and click on “Start”
to run the job. You can check the progress by clicking on the “Protection Status”

14.2.2 Reverse VX Replication

Step 132. After SQL discovery is completed, proceed to replicate the discovered SQL
server volume(s) with the “CDP retention” option. Set reverse replication from the DR-SQL
server to the production SQL server.

Step 133. Start the discovery job again to fetch the latest retention information.

14.2.3 SQL Consistency job

Step 134. Then set up a FX job for SQL consistency. Select the source as the DR server and
the target as the production server. Select the FX template as “SQL 2005 Consistency”

Step 135. By selecting the “SQL 2005 Consistency” all the required entries are filled up in
the next screen (job options). Follow the wizard to save the job.
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14.3 Failback

14.3.1 Step 1: Rollback target volume(s)

Step 136. Now proceed to roll back the target volume to the consistency tag issued in the
previous step. A roll back can be performed either through console or through the CX UL In

this example we perform a rollback through the CX UL

On the CX U], click on “Recovery”, then select the replication pair and click on “Rollback”. A

confirmation dialogue appears, click on “Ok” to proceed.

Volume Recovery : Recovery Snapshots
Logged in as 'admin’ - Logout

Recovery Snapshots | Scheduled Snapshots

Replication Pair Details

Pri

Replication

Server Remote Server Yolume
¥Yolume Pool
& IMITS070 K 105NODEL K 17
Recower Rollback |f PReset
Figure 158:
Step 137. The next screen appears, Select the option “Using Application consistency &

Event based”

Volume Recovery: Recovery SnapShot Options
Logged in as "admin’ - Logout

Pair Details

Server Primary Remote Server Target Replication Pool
Yolume ¥Yolume
IMITS070 4 105MODEL kK 17

Recovery Options

Iﬂ?.rga.?lable From 2008/5/13 9:27:17:971 (GMT) | To 2008/5/13 9:35:58:438 (GMT)
Recovery Based On
© Using Time © Using Application consistency & Event based
Figure 159:
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Step 138. This will change the interface below and the list of consistency tags appear under
the “Search Result”. Select the consistency tag issued in the previous step and then click on
“Save”. This will start the target volume rollback.

Search Result

Accuracy Timestamp Application Tag Name
O W 200875713 9:33:52:239 File System FileSystem48296069
Ly v 200855713 9:33:52:239 User Defined 13May08

el A R

Recovery Points Accuracy: ¥ - Eract W Approximate ¥ - Not guaranteed

Save Cancel
Figure 160:
Step 139. The progress can be monitored by clicking on “Recovery”
Target Drive Rollback Status
Actual
Rollback Expected Recovery Info
Hosk Drive Hratuss| Progress Recovery Point Re;;li\:'_'iry based on Message
Tag Based
"  10SMODEL K Complete 100% 2006/5/13 - Tag 13May0s
9:33:52:239 ¥
Acouracy
RFelease Drive |
Figure 161:

Now that the target volume is rolled back, proceed to add the volume back to clustering

14.3.2 Step 2: DNS failback

Step 140. Then switch to the active node’s console to perform a DNS failback command.

dns -failback -host <virtual server name> -ip <Virtual server IP>
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14.3.3 Standalone to cluster

Step 2. After failback, access the standalone production server to convert it back to a clustered
server. Access the command prompt, and then navigate to the VX agent installation path to
issue the following command

ClusUtil.exe -prepare StandalonetoCluster <standalone name>
This will restart the machine and restore it to its former clustered state. Then start all passive
nodes that were shutdown earlier. Access the cluster administrator interface to bring the SQL

server group online. Verify that all the cluster resources are coming online and client can access
the cluster.
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Part 3: Clustered Production
Server and Clustered DR Server

This part lists out the steps involved in protecting and recovering SQL server on a clustered
environment where both production server and DR server are clustered.
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15 Introduction to the solution

This solution involves cluster SQL servers on both the source and target side. Since a clustered
volume cannot be locked, the target clustered SQL server will be converted into a Standalone
SQL server through a utility named “clusutil.exe” found under the VX installation folder.

Production Cluster DR Cluster

Y

E}ﬁ’“!

&

I - = &
= A = AL
Converted to Standalone
while VX replication

Figure 162

Protecting SQL server

Clustered SQL server is protected to another clustered SQL server in two stages prepare and
protect. The prepare section describes about steps to be taken before deploying the solution. The
Protect section describes the steps involved in backing up the source clustered server.

The recovery section explains about planned and unplanned failovers, Post recovery section
describes converting the standalone SQL server back into a clustered SQL server.

Prepare | | Protect | | Recovery | | Post Recovery
+Convert target Cluster *Verify priveleges +Planned Failover (CLI, CX +Convert Standalone
into Standalone server +SQL Discovery ulj server back to Clustered
through clusutils.exe «VX replication «Unplanned Failover through Clusutils.exe

+SQL Consistency {CLI,CX ul)

Figure 163
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16 Prepare

“" Caution:

Ensure that the CX server is up and running before running the clusutil command.
Clusutil.exe is to be executed on the node which is supposed to be turned into a standalone
server.

Ensure that you have administrator privileges to run the clusutil.exe command

Step 141. The source and target SQL servers are both clustered. Access the target SQL
server’s command prompt and navigate to VX agent installation path to issue the following
command

Clusutil —prepare clustertostandalone: <active node> -shutdown <passive
node> -force

C:»Program Files“InMage Systems>CluslUtil.exe —h

Usage:

Clusltil.exe —-prepare { ClusterToStandalone:<{systeml> [[-shutdown <{Systemn.Syste
m2....»1 [forcell | StanaloneToCluster:{Systeml> >

C:sProgram FilessInMage Systems>CluslUtil.exe —prepare ClusterToStandalone:Pradee

p—MNodel —shutdown Pradeep—Mode2Z —force

Connected to [Pradeep—MNode2l SCH
Waiting for the service [svagents] to stop

Figure 164

Doing this will convert the target cluster machine into a standalone server and shuts down the
passive nodes.

“*!ff) Notes:

For Windows 2008 cluster and above versions, once the active node restarts, the volumes
would go offline. To bring the volumes online use the following command

Clusutil —prepare onlinedisk
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17 Protect

Refer to the Verify privileges on page 28 for detailed steps.

17.1 SQL Discovery
Step 142. SQL discovery

Access the CX UI and set the SQL discovery job between the production cluster and standalone
DR server. To learn more about setting up a discovery job for SQL server refer to the section SQL
discovery on page 45. You will need to modify the source prescript and the target post script to
accommodate the name of the virtual server. An example is given below

Pre script:
“C:\Program Files\InMage Systems\Application.exe" -discover -app
sql2005 -virtualserver <virtual server name>

Post Script:
“C:\Program Files\InMage Systems\Application.exe" —retention -host
<virtual server name>

\ll’) Notes:

The application.exe file is found under the VX agent installation directory. The VX agent is
installed under the “C:\Program Files\InMage Systems” by default
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17.2 Replication

Step 143. The standalone server’s volumes are now listed as normal volumes on the CX UL
Set VX replication pairs form the production cluster to the standalone server on the DR site.
Ensure that you maintain drive mapping while selecting appropriate target volumes.

Step 144. The replication pairs should progress from “Initial Sync step 1” and finally
reach “Differential Sync”. You will now need to configure SQL consistency job for issuing
vacp consistency tags through a single FXjob. To learn more, refer to the SQL consistency on
page 52. Similarly set consistency jobs from all nodes of the source cluster to the standalone
target server.

17.3 Consistency tags

Step 145. Once the replication pair reaches “Differential Sync”, proceed to issue
consistency tags on the source volume (source volume for this replication pair).

Step 146. Access the CX Ul and create a single FX job with source as the active node and
destination as the DR server. Ensure that you select the “SQL 2005 consistency” FX template

You can also issue this consistency tag through the command prompt. Access the command
prompt of the active node and navigate to the VX agent installation folder to issue the following
command

Vacp —a SQL2005 -t <*“name of the tag”>

‘!LI’) Notes:

You can also set FX jobs to automate the consistency operation. While issuing consistency
tags form the CX Ul, ensure that you set the consistency jobs for each of the cluster node.
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18 Recover

You may perform planned or unplanned failover either from CX Ul or through CLI. For this
example an unplanned failover through CLI is performed.

18.1 Failover

18.1.1 Planned failover
Step 147. Offline the SQL services on the production server

Step 148. Issue a consistency tag on the production server (active node) by using the

following command
vacp -V <SQL server volumes> -t <name of the tag>

Step 149. Rollback target volumes

Access the standalone DR server’s command prompt to rollback all target volumes to the
consistency tag issued in the previous step. Switch to the CX Ul and rollback the target volumes.
When the CX server is down or unreachable you may also use the cdpcli.exe command found
under the VX agent install directory.

cdpcli --rollback --dest=<target volume> --db= <retention log path> --event=
--app=sql2005 --force=yes

Step 150. Access the DR server’s (once clustered and now standalone server) command

prompt to convert it back to its clustered state. Navigate to VX agent installation folder to
issue the following command

Clusutil —prepare clustertostandalone: <name of the original source>

This restores the DR SQL server back to its clustered state and concludes failover
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19 Failback

A failback is the reverse of a failover. This is performed in four stages. The prepare section here
explains steps to convert the original source SQL server from clustered to standalone SQL server,
doing this will enable you to use it as a target host.

Before performing the actual failback, the original source SQL server will have to be updated
with all the changes occurred during its outage. A reverse replication is performed to accomplish
this data update.

Prepare | | Protect | | Recover | | Post failback
*Convert Production *SQL discovery +Offline SQLresources *Convert production
SQLserverto sReverse replication DR server. SQLserver backto
standalone through +SQL consistency sperform failback clustered thrugh
Clusutils.exe Clusutils.exe
Figure 165

Once all the data is updated to the production SQL server, a planned failover is performed then
the source SQL cluster is converted back to its former cluster state.

19.1 Prepare
Step 151. You will first need to convert the clustered production server to a standalone
server. Access the active node of the clustered production server and navigate to the VX

agent installation path to issue the clusutil.exe command. The machine will go down for a
reboot.

Step 152. The machine should be back online as a standalone server.

19.2 Protect

Step 153. SQL Discovery:

Access the CX UI and set the discovery job from the DR cluster to the standalone production
server. You will need to modify the source prescript and the target post script to accommodate
the virtual server name. An example is given below

Pre script: “C:\Program Files\InMage Systems\Application.exe" -discover -app
sql2005 -virtualserver <virtual server name>

Post Script: “Cz\Program Files\InMage Systems\Application.exe" -retention -

host <virtual server name>

Step 154. Set VX replication from the DR SQL server to the production SQL server.
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Step 155. Set the FX job for SQL consistency. Select the source and destination as the DR
SQLserver and the production SQL server respectively. Ensure that you select the “SQL 2005
consistency” template. You may also issue consistency tags through the DR server’s
command prompt using the vacp.exe utility found under the VX installation folder

Vacp.exe -a sql2005 -t <name of the tag>

19.3 Recover
Step 156. Offline the SQL service on the DR server

Step 157. Issue the issue a consistency tag on the DR server (active node) by using the

following command
vacp -V <SQL server volumes> -t <name of the tag>

Step 158. Access the CX Ul and rollback the target volumes to the above consistency tag.

19.4 Post failback

Step 159. Access the production server and use the clusutil.exe to convert the standalone
production server back to a clustered server.

Step 160. Perform a DNS failback as shown in the command below.
dns.exe -failback -host <active node’s name> -IP <Original IP address of the active
node>
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Part 4: Selective SQL Virtual server
failover

Part 4 explains protecting and recovering SQL virtual servers. Planned and unplanned failover
are explained in detail for both CX UI and CLI.
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20 Introduction to the solution

There can be more than one SQL virtual server on clustered SQL machine. You may choose to
protect or recover desired virtual servers. The basic steps to protect /recover remain the same as
previously described.

Protect | | Recover
*Verify priveleges *Planned failover through CX Ul and CLI
eDiscovery for individual virtual servers eUnplanned failover through CX Ul and CLI

*Replicate discovered virtual server volumes
*SQL consistency

Figure 166:

Refer to the Verify privileges on page 28 for detailed steps.
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21 Protect

21.1 SQL Discovery

21.1.1 Discovering Default instance for the first virtual server
Step 161. SQL Discovery can be performed through a single FX job. Click on “File

Protection” then on “New Job Group”. This opens the “Replication Pair” as shown below.

Select the source host as the active node (clustered source), destination host as standalone
SQL server and FX template as “SQL 2005 Discovery” then click on “Next”

File Protection Wizard: Replication Pair

Logged in as 'admin’ - Logout

Replication Hosts

Application

S04, 2005 Drscovery
Name: l--“ et e

Job Description: IDETE. tinstance Discovery
Source Destination

Host Host

0

7O0NODE1L [Windows] {7 | 7O0NODE1 [Windows]

o

NODE27 0 [Windows] O | NODEZ270 [Windows]
) | IMITSO70 [Windows] {® | IMITSO070 [Windows]

Directory Directory

| 5oL 2005 Discovery =l

Next-= | | Cancel

Figure 167
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Step 162. FX job Options screen opens up, scroll down to “Miscellaneous Options” to edit

the pre script as

Application.exe —discover —app sql2005 —virtualserver <name of the

corresponding virtual server>
And the target post script as Application.exe -retention -host <name of

the corresponding vi

rtual server>

Click on “Finish” to continue

Send E-mail alert if|5 minutes passed withoutjob progress

Pre execution script pathnal

ellstems\hpplication.exe“ -dizcover -app £g/2008 -virtualzerver sqlbpl

Pre execution script pathname (destinatiogl

Post execution script pathname (destinati

Catch all job modiﬂerl--super Far power users andy

Post edecution script pathnamel

n)lgram FileshIntlage SpstemshApplication.exe'" -retention -host sqlbp]

Finish -= Cancel

Figure 168

Step 163. The job is scheduled to run once a day, click on “Finish” to save the job. You

may start the job through “File Protection” screen.

File Protection

Replication Jabs

Logged in a5 "asdmin’ - Logout

Group Schedule

Schedule Type Schedule Time

Run Ewvery 1 Day

Set Schedule

"] g
[:D- Apnh;::mn 5::;? Source Directory T::}gsit Target Directory
Run arder 1
C:\Program C:\Program
i SQL 2005 | 7ONCDEL | Files\InMage IMITS070 | Files\InMags
Systems'failoveridata Systems\failoveridata
Cetails Remove Cancel
Add Job
Finish |
Figure 169
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21.1.2 Discovering named instance for the second virtual server

Step 164. Discovering a named instance is similar to that of a default instance. Setup the FX

job with “Source” as the active node, “Destination” as standalone SQL server and FX
template as SQL “2005 Discovery”. Click on “Next” to continue

Logged in as 'admin’ - Logout

Replication Hosts

File Protection Wizard: Replication Pair

{& | 7ONODE1L [Windows]

oot
Job Description: INEI’"E: nstanos Discovany
Source
Host

Destination
Host

{0 | 7O0NODE1L [Windows]

) | NODE270 [Win { | NODE270 [Windows]
) | IMITS070 [Windows] & | IMITSD70 [Windows]
Directory Directory
| |
I | 0L 2005 Discovery _v||
Next - Cancel |

Figure 170
Step 165. FX job Options screen opens up, scroll down to “Miscellaneous Options” to edit

the pre script as

Application.exe —discover —app sql2005 —virtualserver <name of the

corresponding virtual server>
And the target post script as

Application.exe -retention -host <name of the corresponding virtual server>

Send E-mail alert if|5 minutes passed withoutjob progress

Pre execution script pathna ellstem'\.-’-‘-.pplication.e:-:e” -discover -app £ql2005 -vitualzerver zqlbp 2 |

Post execution script pathnamel

Pre execution script pathname (destinatio Wil

Post execution script pathname (destinati n)lgram Fileshntdage Spstems\application. exe’ -retention -host sqlbp2 |

Catch All job modiﬁerl"SuDEI' for pover users only

Finish -= Cancel

Figure 171
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Step 166. The job is set to execute “On Demand”, click on “Finish” to save the job. You

may start this job through the “File Protection” screen

File Protection

Logged in as 'admin’ - Logout

Replication Jobs

Group Schedule

Schedule Type Schedule Time

Fun Every 1 Cray

Set S_Dh_Ed!.H_E

3 Application Source C Target -
[:B_ R Hast Source Directory Host Target Directory
Run order 1
Ci\Program C:\Program
=
[ ] %?_LCED;D”_ 7OMNODEL | Files'InMage IMITS070 | Files\InMage
SR Systems\fziloveridata Systemsifziloveridata
Details | Remove | Cancel |
_ Add Job
Finish |
Figure 172
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21.2 Protect default instance for the first virtual server

Step 167. Open the CX U, expand the “Cluster Group(s) Volumes” to select the SQL
volume and click on “Start Replication”.

Volume Protection: Source Site
Logged in as "admin’ - Logout

Source | Target

Protected Drives
Server Pri Volume FS Appli

Primary Drives
IMITSO070
IE NODE270
EJ 7O0NODEL

B Cluster Group(s) Volumes

Server Pri Volume FS Application

& Cluster:7 1CLUSTER, Group:Group 1
Servers:NODEZ270,7 ONODE1L
W— = = R e T 2
Servers:NODE270,70NCDE! i AR HmenOn
71CLUSTER, Group:Cluster
Group N MNTFS Unknown
Servers:NODE270,70NODEL

K.Q NTFS Unknown

Cluster

Start Replication Reset

Figure 173

Step 168. The next screen opens up, select the SQL server volume and click on “Next”

Volume Replication: Cluster Setup

Cluster: 71cLusTer
Cluster Group: Group

Configured Cluster Drives

Primary Server Primary Valume
Finish | Remove Reset
IUncunfl’gurEd Cluster Drives
Server Pri Volume F5 Capacity
EO] NODE270,70NCDEL (4 NTFS 107
@ NODEZ270,7O0NODEL Q NTFS 107
Mext Reset

Figure 174
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Step 169. Expand the target host to select the target volume (with the same drive letter)

and scroll down to set “replication options”

Drive: K
Capacity: 1071627264

Select a target WAN valume

WAN Server Volume Capacity (Bytes) Free
(=] 1mMrTsnzo
O | IMITS070 E 1071627264
@ IMITS070 D{ NEW VOLUME } 1075359744
0 IMITS070 E [ New Volume ) 5371072512
€ | IMITSO70 F{ Logs) 4301787136
e o 2130313216
| ImITS070 K 1071627264
i LT o g T 1071627264
Figure 175
Step 170. Enable the “CDP Retention” option and click on “Submit”

Replication Options

l_ Secure transport from Source to InMageCX
r Secure transport from InMage CX to destination

Sync options: | Fast "]

Use compression: I_C:(Essa_: Compression ﬂ
{Overrides existing 1-M replication pairs)

Add to volume consistency group:
COP Retention

Enable CDP Retention option

Automatic Resync Options

{All times are local to Di:l

Submit || | Cancel | | Reset |

O Start between huursI'S :l-:-.I'. andlj:! -:I.}_I: after waiting |30 | minutes.

Figure 176
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Step 171. In the following screen, define the type of retention policy specific for this
replication pair. You may choose time based, space based or a combination of both. Then

click on “Submit”

Logged in as 'admin’ - Logout

Pair Details

NODEZ270,70NODEL K

Retention Logging Policy

Retention Policy Roll-backward
Retention Log Size 0.00 (MB)
Unused Space 256.00 (MB)

Retain changes upto the I_
{time) - i (Day=}

On insufficient disk space

Log data directory

Configure Threshold for Alerts

Volume Protection: Retention Options

Sarvar Pri Woluma

Remote Server Volume
K
Current Retention Log Size 0.00 {MB}

Retain changes upto I255 | | Mg "'l {Cannot be less then 256 MB)

® Purge older retention logs

& Pause differentials

S | (Eg:- K:\log_data)
B,D.E.F.G,L.M,N,P,Q.R,U.X are drives suggested for storing rollback log files.

Alert when disk space utilization reaches 50 Yo
I Submit_
Figure 177
Step 172. The final screen for setting up a replication pair opens up, select the cluster drive

from the “configured cluster drives” and click on “Finish” to start the replication pair.

Volume Replication: Cluster Setup

Cluster: 71cLusTer
Cluster Group: croup 1

Configured Cluster Drives
Primary Server

EO NODEZ270,70NODEL

Unconfigured Cluster Drives

Server

& NODEZ70,7 0NODEL

Primary Volume Remao|
K
_finish | | Remove | Resst | Cancel |
Pri Volume FS Capacity [Bytes] Last VX
Q NTFS 1071627264
Reset

Figure 178
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Step 173.

The replication pair starts from “Resync Step 1, Resync Step 2” and finally
reaches “Differential Sync”

Protection Status
Logged in as "admin’ - Logout

Wolume Protection Status

Server

Cluster:7 1CLUSTER, Group:Group

Servars
7O0NODEL NODEZT0->IMITS070

Volume

Group

Volume K

Resyncs In
Transit Stepl
(mB)

Resyne In
Transit Step2
(mB)

Differentials Left

Resync progress RPO

NiA 1,52 minutes

Server Time: Jul-15-2008 08:41:1

Status

Resyncing (Step
)

Resync | View
Required | Details

VES

9

Figure 179

21.3 Protect named instance for the second virtual server

Step 174.

Once the default instance is being replicated, proceed to replicate the named

instance. Click on “Volume Protection” and expand the cluster volumes to select the entry
representing SQL named instance then click on “Start Replication”

Source | Target

Protected Drives

Volume Protection: Source Site

Logged in as ‘admin’ - Logout

Pri Volume F5 Application
Cluster:7 1CLUSTER, Group:Group 1 e i,
Servers:7 ONODE1,NODEZT0 f NEE Hnio
Primary Drives
IMITSO70
NODEZ70
FONODEL
E Cluster Group{s) Volumes
Server Pri Valume FS Application Capacity [Bytes)
= USTER, Group:c
-~ C,Iusl:er,. 1CLUSTER, Group:Group 1 P NTES Unlenctin 1071627264
3wy SO ONODE L
Cluster:7 LCLUSTER, Group:Group 2 Toe L = - Tmpd
@ Servers:NODEZ70,7 ONODEL L pRLED Linknown o e
m SRS =
O Group M NTFS Unknawn 1069253632
Servers:NODEZT 0,7 ONODEL
Start Replication || Reset
Figure 180
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Step 175. Select the cluster volume in the next screen and click on “Next”

Volume Replication: Cluster Setup

ICluster: r:1cLuster
Cluster Group: croup 2

Configured Cluster Drives

Primary Server Primary Volume Remote Server
Finish | Remove | Reset | cancel |
Unconfigured Cluster Drives
Server Pri Volume F5 Capacity {Bytes) Last VX Sentinel Hear!
G NODE270,70NODEL E NTFS 1071627264 oooo-
(- NODEZ270,7 0NODEL M NTFS 1071627264 0000-
NEZd_:.

Figure 181

Step 176. The target screen opens up, expand the target host to select the target volume.

Scroll down and enable the “CDP Retention” and click on “Submit”

Cluster: 71CLUSTER
Cluster Group: Group 2

Drive: L
Capacity: 1071627264

Select a target WAN volume

WAN Server Volume Capacity (Bytes) Free Space (Bytes)
=l twrrsnzo
@ |mmITsoro E 1071627264 1005302528
¢ |miTsoro 1075355744 1072738304
o | mrTsoro 5371072512 3365584896
© | mITsoro 4301787136 563318784
0 | mrTsoro 2130313216 1774983312
= wrTsoro L 1071627264 993113088
i e - 1071627264 1060358144
¢ |miTsoro N[ New Velums ) 1077477376 1066272768
@& | mITsoro O { New Velume } 8384512 458752
O:\dev'G_¥enStorage-
8422406¢-dcbb-0=0b-
& |mvrTsoro i OInb bt Oan 238500352 4873360
Figure 182

Then define the retention policy and click on “Submit”. Click on “Finish” in the following screen
to start the replication pair. The replication pair starts and reaches “Differential Sync”.

You will need to perform SQL discovery as described in the SOL Discovery section on page 113.
Since the jobs are already configured, start the FX jobs to complete the discovery.
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21.4 Consistency

Step 177. Unlike discovery which needs separate FX jobs for default and named instances,
the consistency job remains the same for all SQL virtual servers on the source host. Set the FX

job with “source” and “destination” as the active node and FX template and “SQL 2005

Consistency”. Click on “Next” to continue

File Protection Wizard: Replication Pair
Logged in as 'admin’ - Logout
Replication Hosts
::::za”"” |saiz00s
Job Description: IC:rs stenoy
Source Destination
Hast Host
& | 70MNODEL [Windows] & | TOMODEL [Windows]
) | NODEZ270 [Windows] ) | NODE270 [Windows]
€ | IMITS070 [Windows] O | MITS070 [Windows]
Directory Directory
SOL 2005 Corzstzray =l
Next-> | | Cancel
Figure 183
Step 178. The Job Options screen opens up, scroll down and click on “Finish”

SEMDT E-TAN STETTIT I-:l TMOTES EE_ E0 WICMTOT JEO0 PIOOrsE=s

Pre exscution script pathremefiesinMage Systems\conzistencyi S0 2005 consistency bat

Pest exscution script pethnams

Bre execution script pathnams ::c'EEtinatian:ZI

Post execution script pathname ::cestinatinn:il

Catch &/l job lTl?CiﬁEl‘I—E par for power Usors anly

_=-Back | Finish-> | Cancel ||

Figure 184
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Step 179.

The job is set to execute every six hours, you may choose to change this by

clicking on the “Set Schedule”. Click on “Finish” to save the job

File Protection
Logged in as ‘admin’ - Logout

Group Schedule
Schedule Type Schedule Time

Run Every & Hours

Set Schedule |

Replication Jobs

"] Application Source . Target
[:i Mame Hoik Source Directory Host

Run.order 1

C:\Pregram
@] SQL 2005 | 7O0NODEL | Files\InMage 7O0MODEL
Systems'failoveridata
= il i il
Details | Remove | Cancel |

_Add Jeb |

Finish |
|

Target Directory

C:\Program
Filzs\InMags
Systems\failoveridata

Figure 185
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22 Failover

22.1 Planned failover through CX Ul

22.1.1 Default instance of the first virtual server

Step 180.
SQL server and FX template as “SQL 2005 Planned Failover”. Click on “Next” to continue
File Protection Wizard: Replication Pair
Logged in as 'admin’ - Logout
Replication Hosts
::;:“;ati"" |saLz00s
Job Description: |eiznned fsiover for Defauit instance
Source Destination
Host Host
(& | 70NODE1 [Windows] {0 | 7O0NDDE1 [Windows]
O | NODE270 [Windows] (O | NODE270 [Windows]
| IMITS070 [Windows] & | IMITS070 [Windows]
Directory Directory
| |
| soL 2005 Piannas Failover El
Next-> | Cancel |
Figure 186
Step 181. The Job Options screen opens up, scroll down to “Miscellaneous Options” to

Set the FX job with “source” as the active node, “destination” as the standalone

append the switch —virtualserver <name of the corresponding virtual server name> to both

source pre script and target post script

Pre execution script p

Post execution script pathname

thnamer{-.’i ODE? -1 IMITSOTD -buitln -tag MOME -virtila=server sgibp|

Pre executicn script pathname [destinatio

Post execution script pathname [destinati ;t-EE‘ -t IMITSOT0 st In -t=g PLANNED -wirhslzserver =g i'.\;:-_"

Catch &l job mc:’iﬁerl—:.;:«_s-‘ for power users

<--Back

only

Cancel

Figure 187
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Step 182. The FX job is set to execute “On Demand”. Click on “Finish” to save the job

File Protection

Logged in as 'admin' - Logout

Group Schedule
Schedule Type Schedule Time
Onces A Cn Demand

_Set Schedule |

Replication Jobs

¥ | B
[:B_ Application Source Target Taripet Deckony

Mo Host Source Directory Host

Rur orger 1

C:\Pragram C:'\Program
O SQL 2005 | 7O0NODE1 | Files\InMage IMITS070 | Eiles\InMage
Systems'failoveridata Systems'failover\dats
_Details | _Remove | cancel |
_Add Job |
Finish_|

Figure 188
Step 183. You may start the job through “File Protection” to perform a planned failover for

default instance.
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22.1.2 Named instance for the second virtual server

Planned failover is similar to that of a default instance, the only difference is to add the
—virtualserver <name of the corresponding virtual server>

switch to the source pre script and target post script

Pre execution script patfina|=fONGDE! -t IMITSE70 Suitin 12 NONE -vituassrver sabod

Past execution script pathname

Pre execution script pathname ::’3es|:inati-:|n‘.|

Post executicn script pathname {destinatijn ::l)DE': -t IMITS070 -bultln -t2g PLANMNED -wirtwlaserver sqghpd I

Catch &l job modifier]—=uper | For power users anly

=- Back | | Finish -= | | Cancel i

Figure 189

\ll) Notes:

By default AD will not be replicated during MSSQL server failover. However if you need
AD replication as part of MSSQL Server failover edit the command line/pre and post script
with the “—doadreplication” switch.

OR

You may run “WinOp.exe” from command line to perform AD replication and DNS Update
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22.2 Planned failover through CLI

22.2.1 Default instance of the first virtual server

Step 184. To perform a default instance planned failover, access the active node’s
command prompt to issue the following command under the VX agent installation path

Application.exe —failover —planned —app sql2005 —s <name of the active node>
-t <name of the target host > -tag none —virtualserver <name of the corresponding
virtual server>

C:~Program Files~InMage Systems>fApplication.exe —failover —planned —app sgl28B85 —-= YBNODEL -t IMITSO
78 —builtin —tag MOME —uirtualseruer =glhpl

Uirtual Server Name for Host :© 7BNODEL i=s : sqlhpl

sglbpl IP addres 18.8.71.218

IHITSB?B IP address =18.8.1.78

Command Line: Application.exe —failover —planned —app sgl2BB5 —-s 7BNODEL —t IMITSAY8 -builtin —tag M
ONE —wirtualserver sglhb

.
Running uwnder the user: RIOTECHESRUR.MEI“adminiztrator
Process ID: 324

Discovering Datahaded i
Instance Name is :SQLBP1
Instance Mame is :SQLBP2:\SQLSERUER1

Connecting to server SQLBP1

Figure 190

Step 185. The command ends with an output enclosed within “IMPORTANT
INFORMATION”. This command is to be executed on the target host to complete a failover.

s The actual tag to failover to is : FileSystemd48Pc812d
IMPORTANT INFORMATION
Please run the following command on the Target Host to complete failover
Application.exe —failover —-planned —app =gl2B8B5 -5 PBnodel -t imitsB78 -builtIn —-tag FileSystem487c8
12d —virtualserver sglbpl

essefuccessfully finished failover at sourceesesesss

Figure 191

Step 186. Execute the above command (enclosed within important information) on the
target command prompt. (you should execute this command under the VX agent installation
folder). This execution completes failover.

C:~Program Files\InMage Systems>fApplication.exe —failover —planned —app sql2B@5% -z PBnodel —t imitsH
78 —builtIn —tag FileSystem487cB812d —virtualserver sglhpl

Virtual Server Name for Host : PBnodel is - sqglhpi

eglbpl IP address = 168.68.71.2168

imits@78 IP address = 18.8.1.78

Command Line: Application.exe —failover —-planned —app sql2BB85 —-s PBnodel —t imitsBY8 —builtIn —tag F|
ileSystem487cB812d —virtualserver sglhpl

Running under the user: XIOTECHRSRUR.MET-administrator
Process ID: 5792

Discovering Databases ...
successfully got the instance names from failover services file

pexxcex fittenpting to read configuration file C:“\Program Files\InMage Systems“\Failover-Datassqlhpl_ sqgl

Figure 192
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22.2.2 Named instance of the second virtual server

Step 187. To failover a named instance from command prompt, access the active node’s
command prompt and navigate to the VX agent installation folder to issue the following
command

Application.exe —Ffailover —planned —app sql2005 —s <name of the active node>
-t <name of the target host> -builtin —tag none —virtualserver <name of the
corresponding virtual server>

C=~Program Files:\InMage Systems>Application.exe —failover —planned —-app sgl2BB5 -s PBnodel -t imits@
78 —builtin -tag MONE —virtualserver sglhp2

Uirtual Server Mame for Host : 7Bnodel is : sglhp2

sgqlhp?2 IP address = 18.8_71_212

imits@78 IP address = 18.8.1.78

Command Line: Application.exe —failover -planned —app sql2BB5 —s 7Bnodel —t imitsA7@ -builtin —tag N
ONE -virtualserver sglhp2
Running under t#e user: HIOTECHXSRUR.MET“~administrator

Process ID: 118

Discovering Databases ...
Instance Mame is :SQLBP1
Instance Mame is :SQLBP2\SQLSERUER1

Connecting to server SQLBP2~SQLSERUER1

Figure 193
Step 188. The command ends with an output enclosed within “IMPORTANT
INFORMATION”

w3 The actual tag to failover to is - FileSystemd87dféad
TMPORTANT T NFORMAT T (N 363583630 50000506 3633633056306 JE-IEBE-PEE- B30 FEIEIEJEIEREIENE
Please run the following command on the Target Host to complete failover

Application.exe —failover —planned —app sgl2B@5 —s 7@nodel —t imits@7@ -builtln —-tag FileSystemd87df
bad —virtualserver sglbhp2

sexexxluccessfully finished failover at sourceseesses

Figure 194

Step 189. Access the target command prompt and navigate to the VX agent installation
path then execute the above command at the target prompt to complete named instance
planned failover.

C:~Program Files~InMage Systems>*Application.exe —failover —planned —app sglZ2BB% -5 7
78 —builtIn —tag FileSystemd487df6ad —virtualserver sglhp2

Virtual Server Mame for Host : PWnodel is : sglbhp2

sglbp2 IP address = 18.8.71.212

imits@A78 IP address = 168.8.1.78

Command Line: Application.exe —failover —planned —-app sql2@B@5 —-s P8nodel -t imits@78
ileSystem487dfbad —virtualserver sglhp2

Running under the user: XIOTECHHESRUR.NET“administrator

Process ID: 5296

Discovering Databases

o oo O

Figure 195
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22.3 Unplanned failover through CX Ul

22.3.1 Default instance of the first virtual server

Step 190. Set the FX job with source and destination as the target host then select FX
template a “SQL 2005 Unplanned Failover”, click on “Next” to continue

File Protection Wizard: Replication Pair

Logged in as 'admin’ - Logout

Replication Hosts

Application T
Name: l‘g'.""?":':.‘
Job Description: IL:r.p anned Fadover (Defzult inctznos)
Source Destination
Host Host
) | 7ONODE1L [Windows] ) | FONODE1L [Windows]
) | NODE270 [Windows] {7 | NODE270 [Windows]
& | IMITSCO? 0 [Windows] (& | IMITSO70 [Windows]
Directory Directory
I S 2003 Unpinned Fafover : ﬂ
Next -> | | Cancel
Figure 196
Step 191. The FX job Options screen opens up, scroll down to miscellaneous options to

change the —s switch to —S <name of the active node> and append the
—virtualserver < name of the corresponding virtual server>

to the target post script. Click on “Finish” to continue

Post ewecution script p:—lthnsmEI

Pre execution script pathname ::c-EEtinaticn:ZI

Post execution script pathname :ZEEEEirlsticn::lhiDEE' -t IMITSO7T0 -buwittln -tsg LATEST -vrtustserver sgibp1

Cztch &ll job mc:iﬁerl—a.-par for power users only

| | Cancel

Figure 197
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Step 192.
the job through File Protection to perform

The job is set to execute “On Demand”, Click on Finish to save the job and start

File Protection

Logged in as 'admin’ - Logout

Group Schedule
Schedule Type Schedule Time

Cince At Oin Demand

Set Schedule

Replication Jobs

@ Application Source : Target -
[:D_ Wi Hast Source Directory Host Target Directory
Rurn orger 1
C:'\Program C:'\Pragram
iy SQL 2005 | 7O0MNODEL | Files\InMage IMITSO70 | Files\InMage
Systems'failoveridata Systems\failoveridata
Details | Remove | Cancel |
Add Job
Finish

Figure 198

22.3.2 Named instance of the second virtual server

Step 193. An unplanned failover is similar for both default and named instances, the only

difference is with the target post script found under the miscellaneous options. Append the
—virtualserver < name of the corresponding virtual server=

Click on “Finish” to continue

1

re exscution script pathname [destination ]

Post execution script pathname [destinatic ::INDD-E' -t IMITS070 -bultln -t=g LATEST -virtualservar saibpd

Catch All job mu:uc'iﬁerl—sdpar for power users only

<-Back | _Finish-> | Cancel

Figure 199
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22.4 Unplanned failover through CLI

22.4.1 Default instance of the first virtual server

Step 194. Unplanned failover can also be performed through the CLI. Access the target
host’s command prompt, then navigate to the VX agent installation path to issue the
following command

Application.exe —failover —unplanned —app sql2005 —s <name of the active
node> -t <name of the target host> -builtin —tag <name of the tag> —
virtualserver <name of the corresponding virtual server>

C:sProgram Files“InMage Systems>Application.exe —failover —unplanned —app sqlZ2B8B5 —s ?Bnodel -t imit
s@?8 —builtln —tag FileSystem487df6ad —virtuwalserver sglbpl

Uirtual Server Mame for Host : PBnodel iz : sqglhpl

sglbpl IP address = 18.8.71.211

imits@78 IP address = 18.6.1.78

Command Line: Application.exe —failover —unplanned —app sql2BB5 -= 7Bnodel —t imits@78 -builtln —tag
FileSystemd487dfbad —wvirtualserver sglhpl
Running under the uwser: XIOTECHESRUR_MET“administrator

Process ID: 4528
Discovering Databases ...
successfully got the instance names from failover services file

s fittempting to read configuration file C:“\Program Files:InMage Systems“Failoverxsqlbhpl_sgl_conf
ig.dat for database configuration

Figure 200

22.4.2 Named instance of the second virtual server

Step 195. For named instance unplanned failover, the command syntax is similar as above.

GC:“Program Files“InMage Systems*Application.exe —failover —unplanned —app sql2B885 —s PBnodel —t imit
=078 —builtln —tag FileSystem487df6ad —virtualserver sglbp2

Uirtual Server Mame for Host : 7Bnodel i= : sqglhpl

sgqlbpl IP address = 18.8.71_211

imits@70 IP address = 18.0.1.78

Command Line: Application.exe —failover —unplanned —app sql2BB5 -z 78nodel -t imitsB78 -builtln —tag
FileSystemd487dfbad —wvirtualserver sglhpl

Running under the user: XIOTECHAESRUR_MET“administrator

Process ID: 4528

Discovering Databases ...
successfully got the instance names from failover services file

s fittempting to read configuration file C:“Program Files~xInMage Systems“Failoverssqlbpl sgl conf
ig.dat for database configuration

Figure 201
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Part 5: SQL server audit

This part of the document describes steps involved in performing an unplanned failover without
stopping the VX replication pairs
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23 Introduction

A failover always stops the VX replication pairs, by using the “-audit” switch while performing
the unplanned failover, you may retain the replication pairs even after a failover. The replication
pairs however will be paused and will not continue until you hide the target volumes and
perform a resync. This is especially useful when there are many volumes to be replicated.

The following table shows the advantages and disadvantages which will guide you in deciding to
use this feature

Table 2

-audit switch Without the -audit switch
(normal failover)

VX replication pairs VX replication pairs are intact from VX replication pairs are

the CX UL VX replication pairs are  stopped and you will need to
paused while the target volumes are  set them manually.
unhidden.

Old retention logs are invalid Older retention logs are
invalid
Data changes Data changes on the DR SQL server A reverse replication ensures
will be lost that no data is lost while
failback
Only unplanned failover Both planned and unplanned
failover are supported

24 Protect

SQL server is protected in three steps, Discovery, VX replication and Consistency. Refer the
section Protect section on page 45 for detail steps.

25 Recover

Ensure that the CX server is online while using the “-audit” switch.

133



25.1 Unplanned Failover

You may either perform this unplanned failover through the CX UI by using a single FX job or
through the DR SQL server’s command prompt. For this example we show this through the CX
UL

Step 196. Set the FX job with the source as the production SQL server and the Destination
as the DR SQL server. Select the FX template as “SQL 2008 Unplanned Failover” (for SQL
2008). Click on “Next” to continue

File Protection Wizard: Replication Pair
Replication Hosts
:::.I‘i;:.ation IS 0L Server
Job Description: IFainer W0 breaking replication pairs
Source Destination
Host Host
*  Q2ZK3EE4KM1163C [Windows] {  Q2ZKIEE4KM1163C [Windows]
O QWZKZEE4KM11630 [Windows] ®  QWZIK3IEE4KM11630 [Windows]
Directory Directory
| s0L2008 Unplanned Failover |
Mext - = Zancel
Figure 202
Step 197. Scroll down to the “Miscellaneous Options” and append the “-audit” switch to

the target post script. Click on “Submit” to continue.

CPU throttle (zaurce) IEI

Send RPO alertifIEI minutes passed

Send E-mail alert i'FIS minutes passed withoutjob progress

Pre execution script pathnamel

Post edecution script pathnamel

Pre execution script pathname (destinati nl

Post execution script pathname (destinay 0nj}4KN11BSC-{ 02 K3 EB4KN11E3 D -builtIn +ag LATEST -audit

Catch all job modiﬁerl—super For power users only

<- Back Subrnit Cancel

Figure 203
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Step 198. The FX job will be set to execute “On Demand”. Click on “Submit” to save the
job.

File Protection

Group Schedule
Schedule Type Schedule Time

Once At <n Demand

Set Schedule

Replication Jobs

[:E Apﬂia:::ion Source Host Source Directory Target Host Target Directory
Run order I
Ci\Program Files Ci\Program Files
(o) SQL Server | QZK3EG4KN1163C | (x36)\InMage QWZKIES4KM11630  (x36)0\InMage
Systemshfailoveridata Systems'failoveridata
Dretails Rermave Cancel
Add Job
Submit
Figure 204
Step 199. The FX job starts once it is saved and performs an unplanned failover. However

the replication pairs are not broken and can be seen on the CX UI with the resync set to
“Yes”. You may go on and use the target volumes which are rolled back.

25.2 Failback (resume replication)

Step 200. To resume replication access the command prompt of the DR SQL server and
navigate to the VX agent installation path to issue the following command

Application.exe -hidevolume -app <sqgl 2008 or sql 2005 or sql 2000> -S
<production SQL server> -t <DR SQL server>

“Program Files (x86)>-\InMage Systems>Application.exe —hidevolume —app sql2BP8 —= Q2K3IE64KN1163C -t
QUZK3IE64KN1163D

ommand Line: Application.exe —hidevolume —app sql2B8@8 -z Q2H3E64KN1163C —t QU2ZK3E64KN1163D
QA-DOMAIN .NET~Adninistrator
: guw2zk3e64knii63D

Attempting to determine 5QL Uirtual Server name for host - Q2K3E64KM1163C in case it's a clustered c
onf iguration
Buccessfully got the Uolumez names from Audit file

[Executing cdpcli command :
dpcli ——hide K:

“S.%K: iz a symbolic link to H:

Figure 205

Step 201. You will need to perform a resync through the CX Ul to start the replication pair
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Part 6: SQL Single Instance
Failover among Multiple Instances
for standalone server
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26 Introduction to the solution

SQL Server instances can be recovered using Hitachi Dynamic Replicator - Scout, through
following steps.

Prepare | | Protect | | Recover
* SQL Discovery * VX Replication * Planned Failover
* [ssue Consistency Tag * Un-planned Failover

Figure 206
26.1 Prepare

26.1.1 SQL Discovery
Follow the following steps to discover through CX UL

Step 202. Navigate to “File Protection” and click “New Job Wizard”.

Step 203. Click “Add Job” to create a new FX job.

Step 204. Enter the “Application Name” and “Job Description”. Select the source volume
and destination volume. Then, select the template as “SQL 2005 Discovery” and click on
“Next”

Step 205. Configure the required “FX Job Options” and click “Submit”.

Step 206. Schedule the above FX job as required. Select the required job from “Replication

Jobs” list and click “Submit”.

Step 207. Start the above scheduled FX job through “File Protection”. Select the above job
and click the “Start” button.

Step 208. You can check the progress of the FX job through “Protection Status”. Once the
job is complete successfully the Status will change to “Completed”

26.2 Protect

26.2.1 Replicate discovered volumes

Set a replication pair form SQL Production Server to DR Server with same drive letters. To do so
follow the following steps:

Step 209. To start replication pair, navigate to “Volume Protection->Host Drives”. Choose
the volume where SQI exists. Click “Start Replication” button to choose DR volume.
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Step 210. Select the DR volume from the “Select a Target Volume” Ul The default options
should remain as it is. Enable “CDP Retention” option. Click “Submit” button. The
“Retention Options” Ul appears after clicking on submit button.

Step 211. Choose the retention log options and click “Submit” button.

Step 212. Check the status of this replication pair, through “Protection Status”. The
replication pair should come to “Differential Sync” mode.

26.2.2 Setup consistency job

To issue consistency tag for single SQL instance which needs to be protected, move to production
server console and navigate to Consistency folder of Hitachi Dynamic Replicator Installation path
and access SQLxxxxx_consistency.bat file and edit the vacp command.

For example: Move to C:\Program Files\InMage Systems\ consistency on production SQL server
and access 5q12005_consistency.bat. Add “-s” option in vacp command.

GENERATE_TAGS

%VACP_CMD% -s -a %APPLICATION_NAME% -t %APPLICATION_BOOKMARK MSG% >
consistency_tag.txt
IF %errorlevel% EQU O GOTO SUCCESS EXIT

type consistency_ tag.txt
ECHO "Exiting abnormally
exit 1

Move to CX Ul and follow the below mention steps:

Step 213. Navigate to “File Protection>New Job Group Wizard”, to set a FX job.
Step 214. Click “Add Job”.
Step 215. Provide “Application Name” and “Job Description”. Choose Production Server

volume and DR Server volume. Provide the source and target directory for installation path
for “Failover\Data”. Choose “SQL 2005 Consistency” template from the drop down menu.
Click “Next”.

Step 216. Choose the required “FX job options”. Click “Submit” button.

Step 217. Schedule the above FX Job through “Scheduling” UI.

Step 218. Select the FX job and click “Submit” button.

Step 219. Start the above scheduled FX job through “File Protection”. Select the above job

and click the “Start” button.
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Step 220. You can check the status of the above job through “Protection Status”. The FX
job status should show “Completed”.
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26.3 Recover
MSSQL Server can be recovered by performing Planner Failover, Un-Planned Failover.

26.3.1 Planned Failover

Step 1: Issue application.exe command for planned failover on production SQL server

A4

Step 2: Copy the failoverservices.conf file on production SQL Server to DR SQL Server
1 L

Step 3: Edit the failoverservices.conf file on DR SQL server

v

Step 4: Issue application.exe command to failover desired SQL instance to the DR SQL server

Figure 207
Step 221. Navigate to production SQL server console and execute the following command:

application.exe -failover -planned -app sql2008 -s <Production Server
Name> -t <DR Server Name>

Example:
application.exe -failover -planned -app sql2008 -s QW2K8E-NODE1l -t
CLUS2K8-64-TRG

Step 222. Copy the file “failoverservices.conf” present in Hitachi Dynamic Replicator
installation path (i.e., InMage Systems\Failover\ Dataon production SQL Server to DR SQL
Server with same directory structure).

Step 223. Edit the file “failoverservices.conf” on DR SQL Server (i.e., remove other
instances information; keep only instance information that needs planned failover). Save the
file to DR Server.

Step 224. Issue the following command to failover desired SQL instance to the DR SQI
Server.

application.exe" -failover -planned -app sql2008 -s <Production Server
Name> -t <DR Server Name>

Example:
application.exe" -failover -planned -app sql2008 -s QW2K8E-NODE1l -t
CLUS2K8-64-TRG -builtin -tag PLANNED
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26.3.2 Un-Planned Failover

Step 1: Copy the failoverservices.conf file on production SQL Server to DR SQL Server
V
Step 2: Edit the failoverservices.conf file on DR SQL server

\/

Step 3: Issue application.exe command to failover desired SQL instance to the DR SQL server

Figure 208

Step 225. Copy the file “failoverservices.conf” present in Hitachi Dynamic Replicator
installation path (i.e., InMage Systems\Failover\Data on production SQL Server to DR SQL
Server with same directory structure.)

Step 226. Edit the file “failoverservices.conf” on DR SQL Server (i.e., remove other
instances information; keep only instance information that needs planned failover). Save the
file to DR Server.

Step 227. Issue the following command to failover desired SQL instance to the DR SQI
Server.

application.exe" -failover —Unplanned -app sql2008 -s <Production
Server Name> -t <DR Server Name>

Example:
application.exe'™ -failover -Unplanned -app sql2008 -s QW2K8E-NODE1l -t
CLUS2K8-64-TRG -builtln -tag PLANNED
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Part 7: Troubleshooting
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27 Troubleshooting

27.1 Error Code 10
Error: FX job fails with Error 10

Condition: This occurs on cluster environment. The FX agent cannot choose between local IP
address and cluster IP address

Workaround: Change the following registry values in
[HKEY_LOCAL_MACHINE\SOFTWARE\SV Systems\FileReplicationAgent] key

The registry value “UseConfiguredIP” should be set to decimal 3255.

Another registry value “ConfiguredIP” should be set to the public IP address, since the private
IP address will be internally used for clustering.

27.2 Error code -255
Error: FX job fails with error -255
Condition: FX agent not up with domain administrator privileges

Workaround: As mentioned earlier, FX agent service should start with domain administrator
privileges. Open the “Host FX Config” and click on “Log On” tab and enter the full user name
and the corresponding password and click on “Ok”. Alternatively you may choose to do the
same by opening “services.msc”. Then double click on InMage FX agent service and click on
“Logon”. Enter the domain user login credentials for FX agent and then restart the service.

27.3 Unknown error "-XXX". (SQLEditors)

Error: An error message appears on the target server while accessing the database tables through
the SQL server management studio.

Condition: This is caused due to authentication issues. Either the DNS server may be down/
unreachable or you do not have the required privileges to access the database tables

Workaround:

This issue occurs when you are trying to log into SQL server as a domain user on the target when
the network interface is down. Even though passwords are cached locally, SQL query operations
on a DB table have to validate permissions by contacting the AD. Ensure that the AD is reachable
and you have required privileges.
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