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Conventions

Keywords, command buttons and other such fields are enclosed in “ “ while being bold (for

example, to denote “Next” is used).

Inputs for commands and Variables are shown in Italics
File names and paths are shown in bold

Commands are shown in Courier new font

Optional keywords and arguments are enclosed within [ ].

‘!fj Notes:

Contain suggestions or tips.

\l/ Caution:

Contains critical information

Purpose of the document

This document attempts to uncover MySQL application support for Windows-based platforms.

Assumptions
¢  This document is specific to Non-Clustered Windows operating systems.
e VXagent installed on production (source) and DR Server (target)
e FXagents are installed on production (source) and DR servers (target)
e CXserver is up and running
e All agents are pointed to the same CX server with valid licenses



1 Introduction to the Solution

This document explains possible solutions for Windows based MySQL server by using Hitachi
Dynamic Replicator - Scout. The first approach is to replace the production server with a backup
MySQL server in case of an outage. This process can be called as a failover. Failover can be
performed under a variety of conditions such as logical corruption or a hardware error or any
other situation where the production server is down. Failing over to the backup server is a
transparent process to end users. Given below is a picture of a failover process.

Failover to target

Primary Site Secondary Site
CX server

WAN - Remote Back up
Server

Continuous Data Protection

\ 3 Failover
.

Figure 1

A failback is initiated when the production server back and ready to resume its activities.
Depending on the time of outage and data changes, administrators can choose to reverse
replicate i.e. update the production server with all the data changes (occurred during its outage)
from the backup server and then replace the backup server (acting in place of the production
server) with the production server.

Failback to the Source
Primary Site Secondary Site
CX server
L Y — -
Continuous Data Protection Remote Back up
= Server
f
Failback
End User

Figure 2



2 How this Solution Works

This solution is divided into three steps; Prepare MySQL server, Protect MySQL and Recover it.

eCreate Domain User *MySQL Discovery ePlanned Failover
*Move MySQL database *Replicate discovered eUn-planned Failover
form system volume volumes eFilover without media
eDependent Services elssue consistent tag retention
*Store MySQL database *Planned Failback
credentials
Figure 3

Each of these steps has sequence of steps to be followed to achieve the goal.

Prepare: There are three steps for preparing MySQL Server to be recovered i.e. Create Domain
User, Move MySQL Database from System Database, and Dependent Services. Refer Section
Prepare on Page 9

Protect: MySQl server is protected in three steps, i.e. Discover MySQL, Replicate the Discovered
Volume, and Issuing Consistency Tag. Refer Section Protect on Page 22

Recover: MySQL Server can be recovered through Planned Failover, Un-Planned Failover or
Failback. Refer Section Recover on Page 31



3 Solution Workflow

Workflow for Protecting MySQL

MySQL is protected in three steps, discovery, Protect and Consistency.
e MySQL Discovery: This can be executed either from the console or through an FX job
e  Protect MySQL: Replicate discovered volumes through VX
e Consistency: Issue MySQL consistency markers through FX job.

+Discovers the list of

MySQL volumes
+Can be executed
through CLI or FX

+Consistency job
scheduled at regular
intervals: FX job

+CLl supported as
well.

+Replicate discovered
volumes through VX.

Discover Consistency

Figure 4:

MySQL recovery is divided into two sections, either MySQL failover or through mounting the
database virtual snapshot created on the target host.

Workflow of Planned failover

A planned failover is preferred to test the setup or to perform DR drills. While performing a
planned failover a consistency tag is issued after the application services are stopped. This is to
ensure zero data loss. Planned failover can be performed through the CX UI and through CLL

Stop source application services

A4

Issue consistency tags on source volume

A4

Stop target application services

A4

Rollback target volume to above mentioned tag

A4

Target online with latest data

A4

DNS Failover

Figure 5



Workflow of Unplanned Failover

Unplanned failover is performed when there is a logical corruption on the source host or if the
source host is completely down. This can be performed through the CX Ul if the source is
available. If the source host is down then unplanned failover can be performed through the target
host’s console.

Stop target application service |

7

Rollback the target volume to last consistent point ‘

AV

Start the target application services |

A4

Target online with latest data |

v

DNS Failover

Figure 6:

MySQL Failback

Once the production server is back online and ready, a failback is performed which is similar to a
planned failback. We set a reverse replication i.e. from DR server to production server (DR Server
as Source and Production Server as Target). This is done to ensure that the production will be
updated with all the data changes during its outage.

Failback can be performed either through CX UI or CLI.

‘ DNS Failback |

A\VZ

‘ Stop source application services |

A4

‘ Issue consistency tags on source volume

A4

‘ Stop target application services |

A4

‘ Rollback target volume to above mentioned tag |

7

\ Targetonline with latest data

Figure 7

.
"% Caution:

Ensure that FX agent service should be running under domain administrator privileges as well
as local administrator privileges or else the application.exe will crash.
Before starting Discovery ensure that MYSQL browser service is up and running,.




4 Prepare

4.1 Create a Domain User

The FX agent needs to be up and running with domain administrator privileges. To create a
domain administrator follow the below steps.

Step 1. Log on to the domain controller as an administrator where production server and DR
Server are part of the domain.

Step 2. Navigate to “Start >Programs -> Administrative Tools > Active Directory Users and
Computers”.

'E Programs : |

3 e’E Active Directory Dormains and Trusts

«1 Documents L4 ¥ 54 Active Directory Sites and Services

o

| &% Active Director s and Computers |

Figure 8:

Step 3. You should see the “Active Directory Users and Computers” screen. Under “Active
Directory Users and Computers”. Expand the domain and select “Domain Users” to display
the list of users on the right hand side. Right click and select “New ->User”.

4 Active Directory Users and Computers

@ Ele Action VYiew ‘Window Help
e+ 0m B FRB R el uv&E

@ Active Direckory Users and Computer | Users 45 objects

D 5§V5d Queries Name / Type | Description
=89 bitaz org € Activel User
i % Buikin 1 fctivez User
“ Camputers ¥ Administrator Delegate Contral. ..
(&2l Domain Controllers ﬁzcart Publishers Find
(2] ForeignSecurityPrincipals € ot R
{5 Loadsim Users ] [ISZ Computer
ds:
423 Users € 001 Contact all Tasks ’
Grou
€ ooz " Refresh
InetGrgPersan
% 003 e Export List...
€ Onsidhnins Query-base: \Is ribution Group :
!ﬁDnsLIpdataPrnxy MIMQ Queue Alias Yiew 3
Printer
mDDma\n Admins o Arrange Icons 4
Domain Computers _=
m Shared Falder DRI
ﬁzDomam Cantrollers Propetties
ﬁzDomam Guests
access bo the computer/da. ..
$TDcmain Lsers i

Figure 9:



Step 4. You should be able to see “New Object-User” Ul Enter the “Name” and “User Logon
Name” and click “Next”.

New Object - User 4|

g Create in:  bit32.org/Uzers

First name: IInMageUser Iritials: I

Last name: I

Full narme: IInMageUsel

Usger logon name:
IInM agellser I (mbit32 ong j

Usger logon name [pre-windows 2000):
|BIT32\ ||nrv|ageu$er

< Back I Mest > I Cancel |

Figure 10:

Step 5. You will need to enter the “Password” and reenter to confirm it. Be sure to select the
“Password Never Expires” option. A message box appears “The user will not required to
change the password at next logon”, click “OK"” then click “Next”.

New Dbject - User x|

g Create i bit32 org/lzers

Pazzword: Iuouou

LConfirm pazsword: Iouuou

¥ User rmust change password at nest logon

™ Uzer cannot change pazsweed
Active Directory ﬂ

¥ Password never expires

L ‘ou specified that the password should never expire.
I Account is disabled The user will not be required to change the password at next logon,

< Back Mest > Cancel

Figure 11:



Step 6. The “New Object-User” appears, click on “Finish” to continue.

New Object - User x|

g Createin:  bit32. argdJzers

Yw'hen you click Finizh, the following object will be created:

Full name: InMagellser ﬂ
zer logon name: Inkd agellser@bit32.org

The pazzword never expires.

]

< Back

Cancel [

Figure 12:

Step 7. Logon to “Production Server” with the domain administrator. Open Computer
management console, navigate to “Local Users and Groups > Groups > Administrators”.

E Computer Management
=) File  Action Wiew Window Help
&= |Bm XE R @

E Computer Management {Local)
Elm System Tools

Admir have complete and u,
Event Yiewer gBackup Operators Backup Operators can overtide secu. ..
Shared Falders gDistributed COM Users Members are allowed to launch, acti..,
Local Users and Groups 5 Guests Guests have the same access as me...

D Users

=1 gNetwork Caonfiguration ... Members in this group can hawve som. ..
roups Performance Log Users Members of this group have remote ..,

Performance Logs and Alert:
9 Performance Monitar Ll...  Members of this group have remate ...

Device Manager

Power Users Paower Users possess most administr, ..
) Removable Storage gpr\nt Operatars Members can administer domain prin. ..
Disk Defragmenter gRemote Deskkop Users Members in this group are grantedt..,
S Disk Management gReplicator Supports file replication in a domain

[]..& Services and Applications gUsers Users are prevented from making ac...
Debugger Users Debugger Users are non administrat. ..
gHeIpServicesGroup Group For the Help and Support Center

gIIS_WPG 115 Worker Process Group
gTeInetCIients Members of this group have access £,
gvs Developers visual Studio developers can author ...

_vIWare_ WMware User Group

Figure 13:



Step 8. You should be able to see administrator’s properties Ul Provide the user name to whom

you want to assign administrator privileges and Click “Add”.

Administrators Properties

General |

g Admiristrators

Description: implete and unrestricted ac
Members:

I ES

IIEInM agel)zer [Inkdagell sen@bit32 org)

add. | Bemave |

| 0K I Cancel

Figure 14:

Step 9. Then the “Select Users, Computers, or Groups” Ul appears, Select the domain user

name (InMageUser) created in the previous steps and check if this username is available by

clicking on the “Check Names”. Click “OK”.

elect Users, Computers, or Groups
Select thiz object type:

|Uss|s_ Groups, of Bult-in securnty prncipals
Eram thes locatior:

[ictechssive.net

Entes the cbiect names ho select [examgples)
Intdagelser [Intagel) serchit32 org]

Locations.
LCheck Hames

Figure 15:

Step 10. Navigate to “Start->Control Settings-> Administrative Tools”. You should be
able to see “Administrator’s Properties” Ul with the new domain user (InMageUser). Click

on “Apply” and then on “OK”.

Administrators Properties

General I

g Akninestrators

[ 7] x

Members:

Description: |mplete and unvestiicted access to the computer/domain

£ Adrministrator

€7 BIT32\Domain Adrins

o BIT32nmage

ﬂ Intd agellzer [Intd agell serE@bit3Z. ang)

0K Cancel

Spph

Figure 16:
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Step 11. Navigate to “Start->Program Files-> Administrative Tools->Local Security

N @ Microsoft Exchange  » Terminal Services Configuration
& Admi

Figure 17:

Step 12. You should see the “Local Security Settings” Ul Select “User Rights
Assignment” and select “Log on as a Service”.

i Local Security Settings

File Action Wew Help
o | BEXER 2@

@ Security Settings Policy  / | Security Setting
-8 Account Policies Access this computer from the net.., Everyone,*S-1-5-2...
Lacal Policies Act as part of the operating system  BIT32\administrator...
8 aodi Palicy ndd workstations ko domain

(19 User Rights Assignment ndjust memory quotas for a process  LOCAL SERWICE, ME...
-8 Security Options Allow log on locally *5-1-5-21-3958233..,
(3 Public key Policies [38] Allow log on through Terminal Ser...  Administrators,Rem. ..

(27 software Restriction Policies
Back up fil d dirsckori Administrators, B,
g IP Security Paolicies on Local Computer ATk JES s Jreciries W

. Change the system time LOCAL SERNICE, Ad
Figure 18:
Step 13. You should see the “Log on as a Service Properties” UL Click “Add User or

Group”, and click “OK”.

.0g on as a service Properties i 2 x|

Local Secuity Setting | Explain This Setiing |

;S,J Log on as a service

ASPMET
Int agellzer (It agellzer@hita2.org]

Ldd Lser of Group. . | Hemove I

Figure 19:
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Step 14. In the “Select Users, Computers, or Groups” Ul select the domain user name

created in the previous steps and check if this username is available or not by clicking on the

“Check Names”. Click “OK”.

elect Users, Computers, or Groups

Selact this object type:

|l.|ms, Groups. or Bult-in secuity prancipals
Ercm thes location:

[ictechuesv.net

Entes the object names to select [examples)
Intdagelser [Inkd aquser@bitBZurq].

Step 15. You will be returned back to the previous Ul Click on “Apply”, and then on

adva'udl [ ok ] Ccancel |
Figure 20:

IIOKII.
%]

Local Security Setting | Explain This Setting |

=t Log on as a service
=

ASPHFET
It agell zer [InM agell serEbit32. org)

Add Lizer or Group. . I HEemoye

| Ok I Cancel

Bty

Figure 21:
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Step 16. Log on to “Production Server” with the domain user created above. Navigate to
“Start->Run->Services.msc”, select the “FX agent service”, right click, and click on the
“Properties”.

4, Services (Local)

InMage DR-Scout FX Agent me: 7

| Description | Status

%Loglcal Disk Manager

%Massanger

Distributed Link Tracking Client  Enables cli.,.  Started

Stop the service tInMag F¥ Agent|

Restart the service %Inmage DR-Scout i Agent
%Interslte Messaging

Description: S IPSEC Services

File Replication Service S kerberas Key Distribution ©
%Licanse Logging

%Loglcal Disk Manager Admini
Machine Debug Manager
%ME»QFEE Framework Service

%M\crosoft Exchange Event

Start

[tarted

Stop
Pause
Resume:
Restart

Grarted

All Tasks » Btarted

Refresh
BGrarted

Properties tarted
Help

Figure 22:

Step 17. In the “FX agent Properties” Ul enter the “Domain Username” and password

details. Then, click “Apply” and then “OK”.

InMage DR-Scout FX Agent Properties (Local Co

General LogOn | Recovery | Dependencies |
Log on as:

€ Local System account

I~ Alloys service to interact with deskiop

2]

o This account: IInMageU FEr

Browse. .. |

Paszword: Ioouoooo

LConfirm pazzword: I""""|

rou can enable or digable this service for the hardware profiles listed below;

Hardware Profile | Service |
Profile 1 Enabled
Encble | Disabie |
QK I Cancel | Apply |
Figure 23:

Step 18. Restart the “FX Agent Service”. And repeat the above steps for “DR-Server”.

‘!LI) Notes:

If FX Services are not running under administrator privileges as well as local
administrator privileges, then FX jobs will not be successful. To add and run it with
administrator privileges refer to Section Create a Domain User on Page 9 of this current

document.
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4.2 Move MySQL Databases from System Drive

To move MySQL System Database from boot or system volumes, follow the below steps:

4.2.1 Identify Database path
To get MySQL Database path, follow the following steps:

Step 1. Navigate to “Start->All Programs>MySQL->MySQL Server 5.1->MySQL Command
Line Client” on the production server.

[T Accessories
[T Administrative Tools
ocuments 3 @ Realvhe
. 1) startup
& Internet Explorer
search » 1 Cutlook Express

D
Settings

o Remots Assistance
Help and Support ) InMage Systems

! nd Line Clisnt
MyS6l Manual

€3 MySOL Server Instance Config Wizard

Bun...

Log OFF administrator, .

@ Shut Down...

5 | Windows Server 2003 Enterprise Edition

Figure 24

Step 2. You should be able to see “MySQL command Prompt”. Enter the password to start
IIMySQL/I .

| MySL Command Line Client

Enter passwoprd: 0o

Figure 25

Step 3. Execute the command “SHOW VARIABLES” in the command prompt. It displays a list
with two columns i.e. the first column is “variable_name”and second column “value”. In that

we will get the path for the default database location for MySQL.
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ysgl> SHOM UARIABLES;

i auto_: ement_increment
auto_increment_of fset

| autocommit

i automatic_sp privileges

STATEMENT
8388668
latinl
latinl

! datetime_format
i default_week_format
i delay key urite

Figure 26

Step 4. Check the variable_name column for “Datadir” & the Value for it. The Value part will
display the Datadir location where the MySQL database is stored.

Step 5. Also check the variable_name column for “Basedir” & the Value for it. The Value part
will display the Basedir location where the MySQL related files are present. From this
location we will get the “my.ini” file

4.2.2 Shutdown MySQL Service

To shutdown MySQL service on local machine, follow the following steps:
Step 1. Navigate to “Start->Run->Services.msc” on the production server.
Step 2. You should be able to see “Services” UL Select “MySQL” under “Services (Local)”.

Step 3. The status of “MySQL” will appear on UL If the “MySQL” service status is “start” then
“stop” the service by clicking on “stop”.

File  Action View Help
B 2 Il m
88y Services (Local)

%, Services {Local)

Mame Ciescription Skatus Startup Tvpe Log On As
%Messenger Transmits ... Disabled Local Syskem
atop the service %Microsoft Software ... Managess... Marual Local System
Pause the service Automatic Lo 1l
Restart the service o - P— " ;
é?ﬁmet Lagan Maintains a...  Started Aukamatic Local System
e&Netl'\‘haeting Remot... Enables an... Disabled Local Syskem

MySQL

Figure 27

4.2.3 Move MySQL Database
To change the MySQL database location, follow the following steps:

Step 1. Go to the “BaseDir” location and open the file “my.ini” to edit it.

17



In the “my.ini” file check for “Datadir” variable & change the database path location in datadir
(give the location of the destination folder where the database files are copied) & save the file.

Step 2. Choose a destination folder where you intend to move the MySQL database.

Step 3. Copy all the files from the “Datadir” location to the destination folder.

18



4.2.4 Start MySQL Service
To change the MYSQL database location, follow the following steps:

Step 1. Navigate to “Start->Run-> Services.msc” on the production server.

Step 2. You should be able to see “Services” UL Select “MYSQL” under “Services (Local)”.

The status of “MySQL” should be stopped. Now start the service by clicking on “start”.

Check the datadir path in the mysql command prompt by typing the command “SHOW
VARIABLES”. The Datadir value should point to your new database location.

ysgl> SHOW UARIABLES ;

auto_increment_offset
autocommit
automatic_sp_privileges
back_log
hasedir
big_tables
binlog_cache_size
binlog_format
bulk_insert_huffer size
character t_client
_connection

=

datet -
default_week_format
delay k urite

Figure 28

“!'r) Notes:

G:sProgram Files“MySQL~MySQL Server 5.1
OFF

32768

STATEMENT

8388608

latini

latini

latini

hinary

latinl

latinl

utf§

C:xProgram Files“\MuySQL~MySQL Server 5.1%sharescharsets™
latini i i

If MySQL DB directory is on your system volume then you will needs to move the
database to a different volume. Refer to Section Move MySQL from System Directory
on Page 16 of this current document.
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4.3 Dependent Services

For MySQL Server, Hitachi Dynamic Replicator - Scout does not start or stop all the dependent
services automatically during failover or failback operation. By default, it starts and stops SV
Agent services. To start and stop other dependent services during failover and failback
operation, use Failoverservices.conf file. The “failoverservices.conf” file is located under the
“consistency” folder (under VX installation path).

To stop and start the dependent services, create a section [MySQL51] for MySQL 5.1 in
failoverServices.conf file. In the section, add two keys START and STOP. Write dependent service
name that should be started in START key and write dependent service that should be stopped in
STOP key. The service name should NOT be placed in double quotes even if there is any space in
the service name. Hitachi Dynamic Replicator - Scout stops the listed dependent service before
stopping default MySQL services and will start the listed dependent service after starting default
MySQL services. This ensures that these services are stopped and started while performing
failover.

Format of the section appears as below.
[MySQL51]
START=<ServiceName>
STOP=<ServiceName>

Example,
[MySQL51]
START=MySQL
STOP= MySQL

4.4 Store MySQL Credentials

You will need to store MySQL database logon credentials using the winop.exe commandline
utility. These credentials are used while discovering MySQL, performing failover or even a
failback.

Run the below command to store the MYSQL5.1 username and password for further processing.
For this we are using “Winop.exe”. We have to do this before starting the MySql Discovery Job.
This is a onetime thing to be performed by the end user. By running the WinOp utility, we can
store the MySql Server User Name and Password in an encrypted form in the registry. We have
to run this in both source and target server.

Access the source host’s console and navigate to the InMage agent installation folder, then issue
the following command:

Winop.exe SECURITY -encrypt —mysqgl

»Program FilesInMage Systems>WinOp.exe SECURITY —encrypt —-muysgl
Enter MuySgl UserMame:root
Enter Password:

eenter Password:
»Program Files“InMage Systems_

Figure 29
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This solution supports only for one instance of MySql5.1, but it can support any number of
databases in a single instance. In MYSQL all the databases reside only in a single volume. So
here we are replicating only the discovered volume (discovers only one volume which one
contains the databases). Also this solution only supports for non-cluster standalone system.

‘“I:l) Notes:

If dependent services of the MySQL Server are running and those are not listed in
failoverservices.conf file, then MySQL Server service cannot be stopped.
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5 Protect

5.1 Discover MySQL

Discovery can be performed either through CX Ul or through the CLIL

5.1.1 Through CX Ul

Follow the following steps to discover through CX UL

Step 1. Navigate to “File Protection” and click “New Job Wizard”.

File Protection Logged in as "admin@10.0.1.73' - Logout
Server Time: Aug-27-2009 19:58:53
Applications Filter: | Application Hame | % Sortby:? i
Application Per Page: 5 Jobs Per Page: 5

[+] MysQL

Displaying 1 to 1 (of 1 Applications) New Job Group Wizard Result Pages:1

Manage Templates

Figure 30:

Step 2. Click “Add Job” to create a new FX job.

File Protection

Replication lobs

[:lz_ Application = Source
|:_ Manne Host

Na Jobs added per

Logged in as "admin@10.0.1.73" - Logout
Server Time: Aug-27-2000 19:509:11

Target

Host Target Directory

Source Dirvectory

Cancel

&dd Job

Figure 31:
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Step 3. Enter the “Application Name” and “Job Description”. Select the source volume and

destination volume. Then, select the template as “MYSQL(windows) Discovery” and click
on “Next”

File Protection Wizard: Replication Pair

Replication Hosts

Application ool

Job Description: Discowaing M5 OL server
Source Destination
Host

Host
() | W2K3E321145PASZ [Windows]

() WZKIEZ21145PASZ [Windows]
) | W2KIEFZ1145FAST [Windows] @) WZK3EIZ1145PAS1 [Windows]
Directory Directory

oz Discoweny
File Server Discovery -
File Server Failover Without Retention
FileSerwer Planned Failback
FileSerwer Flanned Failover
FileSerwer Unplanned Failover
ICAT consistency For Linus
ICAT consistency For Windows
Linwgs file sheare information
Iy SOL Consistency
My SOL Discovery
My SOL Flanned Failover
Iy SOL Unplanned Failover

2! ithout Retention
My Sl Windows) Planned Failback

MGl Windows) Planned Failover

My Sl {Windowss) Lin-Planned Failover
Oracle Fi: CX=Target 3
Orscle Fi Source->CxX

Figure 32

Step 4. Configure the required “FX Job Options” and click “Submit”.

Step 5. Schedule the above FX job as required. Select the required job from “Replication Jobs”
list and click “Submit”.

File Protection

Group Schedule

Schedule Type Schedule Time

Run Every 1Dsy

Set Schedule
Replication Jobs
@ application
[:g f=s Source Host

Source Directory Target Host Target Directory
Aun order 1

Ci\Pragram
O MYSQL  W2KIEIZ1145PASZ | Files\InMage

Systemsifailoveridata

Ci\Pragram
W2KIEIZ1145PAST FileshInMage

Systemsifailover\data
Details Remove Cancel

Add Job

Subrnit

Figure 33
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Step 6.
click the “Start” button.

Start the above scheduled FX job through “File Protection”. Select the above job and

File Protection

Applications Filter: | Agplication Name %
Application Per Page:5
=] MysQL
- i . Scheduled
Job Description Status Source Host Source Directory  Target Host Target Directory Rpg =
Ci\Program Ci\Program
(9] consistancy... Mot started... W[i“d“é“;sp”iz Files\InMage WZKS[E?{:“"S]PA“ Files\InMage N/A - runevery
rocuctionserver] | oy ctemsiFailoverData =R SystemsiFailoverData
<H\Program Ci\Program 2h
(@ discovering rmysal ssrusr., | Mot stared.. W[f,mfaé“;s”ﬁz FilashInMage WZK?E;;“"S]M’“ Files\InMage 23m  runevery
roductionserver] | o srems\failoverydata erver Systemafailoveridsts | 51

Results 1-20f2 << <1 » »x

Remave

Stop ' Start Details

Jobs Per Page:|5

GID JID Drder | Start Time Trending
2009-08-27
8 8 ® Zi03:00 R
2009-08-27 -
! ! ° 20135100 View

Logged in as "admin @10.0.1.73" - Logout]
Server Time: Aug-27-2009 20:03:23

Sorthy:D &4

Job | Schedulad

Step 7. You can check the progress of the FX job through “Protection Status”. Once the job is

complete successfully the Status will change to “Completed”

File Protection Status

Resultz 1-1 of 1
= 4w e

Clear logs for selected jobs Delete all job history

Filter Job Description Application Status Source Host Source Directory Target Host Target Directory S(E‘:::ed
Subrmit
Selact b Select v
Clear
_ Ci\Program Cih\Program
[+ Discovering MYSQ... MYSOL Completed W2K3E321145PASZ | Files\InMage W2ZK3E321145PAS1  Files\InMage Run Every
Systemsifailoveridata Systemsifailoveridata

Figure 34:

‘!f) Notes:

You may choose to click on “Set Schedule” to alter the job execution time.

While using MYSQL the FX template for discovery is “MYSQL(windows) Discovery”
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5.1.2 Through CLI

Access the production server and navigate to the InMage agent installation folder to issue the

following command:
Application.exe —discover —app mysql

Copy the “<installation folder>\Failover\data” on the source host to the target host manually.
For MYSQL no need to do discovery at the target side.

SProgram Files“\InMage Systems

ommand Line: Application.exe —discover —app mysgl
unning under the wuser: GA-DOMAIN_HET“administrator
ocal Machine Mame is : w2k3e321145PAS2

rocess ID: 4828

ittempting to determine MySgl Uirtual Server name for host I in case it's a clustered configuration

Buccessfully connected to MySQL Server on localhost.
Discovering Uolumes ...
Buccessfully connected to MySQL Server on localhost.

he MySgl's database is availahle in the Volume E:

Directory = GC:~Program FilessInMage Systems“Failover-MySgl already existed

Figure 35
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5.2 Set Replication

Set a replication pair form MySQL Production Server to DR Server with same drive letters. To do

so follow the following steps:

Step 1. To start replication pair, navigate to “Volume Protection->Host Drives”. Choose the
volume where MySQI exists. Click “Start Replication” button to choose DR volume.

Host Drives

= W2K3E321145PAS2 [ProductionServer]

* W2K3IE321145PAS1 [DRServer]

Server Pri Yolume F§ Application
® W2KIEI21145PASZ E [ Mew Volume ) NTFS Unknown
o] W2K3IEI21145PASZ F (New Yolume ) MTFS Unknown

Start Replication

Capacity (Bytes)
5371072512
5362880512

Reset

Free Space (Bytes)
5242026016
5332311488

Replication Status

Inactive

Inactive

Figure 36

Step 2. Select the DR volume from the “Select a Target Volume” Ul The default options should
remain as it is. Enable “CDP Retention” option. Click “Submit” button. The “Retention
Options” Ul appears after clicking on submit button.

Select a target volume

Server Yolume Capacity (Bytes)
| W2K3E3Z1145PAS2 [ProductionServer]

=] W2K3E321145PAS1 [DRServer]

@ WIKIEIZ1145PASL E (Mew Volume ) 5371072512
WZKIEZ21145PAEL F [ Mew Yolume ) 5362880512
() InMageProfiler P 21920000

Free Space (Bytes)

5248086016

5333311488

81920000

In Use?

MO

NO

NO

Figure 37

Step 3. Choose the retention log options and click “Submit” button.

Volume Protection: Retention Options
Logged in as "admin’ - Logout

Pair Details
Server Pri Yolume Remote Sarver

W2ZK3IE321145PASZ E WZ2KIE221145PASL

Retention Logging Policy

Retention Policy Roll-backvrard

Retention Log Size 0.00 (ME) Current Retention Log Size
Unused Space 256.00 (MB)

Retain changes upto 256 ME % | (Cannot be less then 256 MB)
Retain changes upto the (time) 1 (Days) (hrs.)

(@ purge older ratention logs

On insufficient disk space
C pause differentials

Log data directory Flog (Eg:- K:\log_data)
F drive is suggested for storing rollback log files.
Configure Threshold for Alerts

Alert when disk space ulilization reaches a0

Ssubmit Cancel

Suggested Yolumes For Retention Logs
Yolume Available Space (MB)

; (New Valume | 000

o

Yolume

E

0.00 (ME)

Figure 38
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Step 4. Check the status of this replication pair, through “Protection Status”. The replication pair
should come to “Differential Sync” mode.

Protection Status Logged in as "admin®10.0.1.73" - Logout
Server Time: Aug-27-2009 19:57:36
1-1 of 1 Records List | 1| Records/Page page | 1| of 1
Yolume Protection Status
Resyncs In Resync In Differentials Left (MB) Re i
Server Yolume Transit Step1 Transit Step2 Resync progress RPO Status S "!""d 5 ':a“;
(MB) (MB) On CX-PS On Target quired | Detalls
W2K3EZ21145PAS2[ProductionServer] E (New =
L H2KaE521 145 A1 [DRServer] Volume) - E i o 0 [ MR 9,18 minutes Differentizl Sync NO E3]

5.3 Issuing Consistency Tag

You can issue a consistency tag through CX Ul, and CLI also.

5.3.1 Through CX Ul
Step 1. Navigate to “File Protection->New Job Group Wizard”, to set a FXjob.

File Protection Logged in as 'admin@10.0.1.73" - Logout
Server Time: Aug-27-2009 19:58:53

Applications Filter: | Application Hame Sortby:D G
Application Per Page:5 Jobs Per Page: 5
[*] MysQL
Displaying 1 to 1 (of 1 Applications) Mew Job Group Wizard

Result Pages:1

Manage Templates

Figure 40

Step 2. Click “Add Job”.

Flle Protection Logged in as "admin@10.0.1.73" - Logout
Server Time: Aug-27-2009 19:59:11

Replication Jobs

" Application Source : Target i
[:ﬂ Name Host Source Directory Hest Target Directory

Mo jobs sdded per

Cancel

&dd Job

Figure 41
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Step 3. Provide “Application Name” and “Job Description”. Choose Production Server volume

and DR Server volume. Provide the source and target directory for installation path for

“Failover\Data”. Choose “MySQL (Windows) Consistency” template from the drop down

menu. Click “Next”.

File Protection Wizard: Replication Pair
Replication Hosts
Job Description: Consistency
Source Destination
Host Host
() W2K3IE321145PASE [Windows] () | W2KIE3Z1145PASZ [Windows]
() | W2ZKIE321145PAS1 [Windows] () W2ZKIE3Z1145PAS1 [Windows]
Directory Directory
C:AProgram Filesiinkage Systems\Failover\Data C:AProgram Files\inhdage SystemsiFailover\Data
by Sql (¥indowes) Consistency hd
Next -> Cancel
Figure 42

Step 4. Choose the required “FX job options”. Click “Submit” button.

Send RPO alertif |0 minutes passed

Send E-mail alertif|5 minutes pazsed withoutjob progress

Pre execution script pathname| C:A\Frogram Files\inhdage Systemsiapplication.exe” -apply Ta
Post erecution script pathname

Pre execution script pathname (destination)

Post execution script pathname (destination)

Catch All job modifier—super For power users only

<- Back Subrmit Cancel

Figure 43

Step 5. Schedule the above FX Job through “Scheduling” UL

File Protection Wizard: Scheduling

Replication Schedule

Scheduling Made

© Run Once @ scheduled
Run Mow (3) | Run Every:
Run At: 0 |Days |0 |Hours, 10| Minutes
on Y Y At B QO | Daily Au

Run On Demand
O |Weekly on:

at

Set Scheduls Cancel

Figure 44
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Step 6. Select the FX job and click “Submit” button.

Replication Jobs

@ | Application . :
[:ﬂ Fame Source Host Source Directory Target Host Target Directory
Run order 1
Ci\Program C\Pragram
® MYSQL  W2ZK3E321145PASZ Files\InMage W2K3E321145PAS1 | Files\InMage
- SystemstFailoveriData SystemsiFailoverData
Details Rernove Cancel
Add Job
Subrmit

Figure 45

Step 7. Start the above scheduled FX job through “File Protection”. Select the above job and click

the “Start” button.

File Protection

Logged in as ‘admin®10.0.1.73" - Logout
Server Time: Aug-27-2009 20:03:2

Applications Filter: | Applisation Name |
Application Per Page: 5 Jobs Per Page: S
= mMysQL
- - Scheduled Job d
Job Deschipbion Status Source Host Source Directory larget Host larget Directory EPO p EID | 11D
Job Description Status Source Host Source Directos Target Host Iarget Directos RPO Type GID JID Drder | Start Time
Cr\Program C:\Program o
® consistanc. R, | (ESERIGT  SOCH  CECEENTOS)  gelidon o | wmeo | 8 | o | @ | CERID
SystemsiFailover\Data SystemstFailover\Data Bl
Cr\Program Ci\Program zh s
@ Smenm oy e | R, (EEERINERe Ry,  ememmems  RRANER  Bh| mem | 0 s | o [ERESE
Sysrems\failoveridats Systemsifailaveridsta | 515 3
Results 1-20f2 << <1 > >
Stop Start Details Remove

Trending

N/A

Miew

Figure 46

Step 8. You can check the status of the above job through “Protection Status”. The FX job status

should show “Completed”.

File Protection Status
Filter Job Description Application Status Source Host Source Directory Target Host Target Directory
Submit
Selest ¥ | Seleot v
Clear
CiiPragram Ci\Pragram
+ Consistency... MVSGL Target starting.. | W2KZEIZ1145PASZ Files\InMage W2KIEZZ1145PAS1 | Files\InMage
Systems\FailoverData SystemsiFailoverData
Ciiprogram ci\pragram
+ Consistency... MVSGL Completed W2KIEIZ1145PAS2Z  Files\InMage W2KIEZZ1145PAS1 | Files\InMage
Systems\FailoverData SystemsiFailoverData
CivProgram CiProgram
+ Discovering MYSQ... MVSGL Completed W2KIEIZ1145PASZ  Files\InMage W2KIEZZ1145PAS1 | Files\InMage
Systems\failoveridats Systems\failoveridats
Clear logs for selected jobs Delete all job history

Scheduled

Run Every

Run Every

Run Every

GID
Select
3
3
1

v

nm

Select

¥

Figure 47
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5.3.2 Consistency through CLI

Consistency tags can also be issued through the CLI. Access the source MYSQL server’s console
and navigate to the InMage installation folder, then use the following command for Filesystem
consistency.

Application.exe -applyTag -app MySgl -s <Source Host Name> -t <Target
Host Name>

:»Program Files“InMage Systems>Application —applyTag —app MySgl —s W2ZKIE321145PAS2 -t W2K3E321145PAS1

ommand Line: Application —applyTag —app MySgl —-= WZK3E321145PAS2 -t W2ZK3E321145PAS1
[Running under the user: QA-DOMAIN.NET-administrator

Local Machine Name is : w2k3e321145PAS2

Process ID: 2544

Attempting to determine MySgl Uirtual Server name for host : W2K3E321145PAS2 in case it’'s a clustered configuration
hecking NAT Configuration of Local Machine
AT is disabled in this Local machine

Buccessfully connected to MySQL Server on localhost.

Figure 48

“" Caution:

While protecting large number of databases, application consistency tags may fail. You can
overcome this by using the following command

Application.exe -applytag -app MYSQL -tag <tag name>

Additionally you can also write a batch script and automate this through the FX job.
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6 Recover

MySQL Server can be recovered by performing Planner Failover, Un-Planned Failover or
Failback.

6.1 Planned Failover
Failover can be a planned one or un-planned also.

Table 1: Differences between unplanned failover and planned failover

I Unplanned Failover Planned Failover

et [E————— e

Recovered to ‘ To latest consistent tag common Issues a consistency tag on the MySQL
for all MySQL replication pairs volumes. Target is recovered to the

same consistent tag.
Performed
Through CX
Ul
Through CLI
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6.1.1 Through CX Ul

You can perform a planned failover by setting a replication pair through CX UL Follow the following
steps for planned failover:

Step 1. To set a FX job, navigate to “File Protection”. Click “New Job Wizard”. The “Add Job” UI
appears. Click “Add Jobs”.

File Protection Logged in as ‘admin@10.0.1.73" - Logout]
Server Time: Aug-27-2000 21:06:36

Applications Filter: | Applisation Name % Sortby D
Application Per Page:s Jobs Per Page:|5
] MysQL
Displaying 1 to 1 (of 1 Applications) Result Pagest

Mew Job Group Wizard

Manage Templates

Figure 49

File Protection

Replication Jobs

P | .
[:|j Application | Source Target Target Directory

MName Host Scurcellizectony Host
Mo Jobs addad per

Cancel

&dd Job

Figure 50

Step 2. Provide “Application Name” and “Job Description” for the FX job. Select Production Server
volume and DR volume. Provide the source and target directory for installation path for
“Failover\Data”. Choose “MySQL (Windows) Planned Failover” template from the drop down
menu. Click “Next”.

File Protection Wizard: Replication Pair
Replication Hosts
femtesean ooy
Job Description: Flanned Failowver

Source Destination

Host Host
(3)  W2K3IE321145PASZ [Windows] () WZK3E321145PAS2 [Windows]
(7)) W2K3IE321145PAS1 [Windows] (3) WZK3E321145PAS1 [Windows]
Directory Directory
C:\Program Files\nbdage SpstemsiFailover\Data C:\Program Files\Inkdzge Systems\Failowver\Data
E by gl [indoves] Planned Failower iow
Mesxt -= Cancel

Figure 51



Step 3. Choose the required “FX job options” and click “Submit” button.

C- Puzh data from source to target (implies lower CPU load on source]
{;} Pull data from source to target
CPU throttle (source] |0
Send RPO alertif |0 minutes passed
Send E-mail alertif|S minutes passed withoutjob progress
Pre execution script pathnarme "CAProgram Files\nbdage Systems'application .exe” Failower
Post execution script pathname
Pre execution script pathname (destination]
Paostexecution script pathname [destination)|"C:\Fragram Filesinbage Spstemsiapplication.exe” failover

Catch All job modifier —super For pover users only

<- Back Subrnit Cancel

Figure 52

Step 4. Set the schedule for this job as “On Demand”. Select the FX job and click “Submit” button.

Group Schedule
Schedule Type Schedule Time

Once At <n Demand
Set Schedule

Replication Jobs

L Application N =
[:E_ MName Source Host Source Directory Target Host Target Directory
Run order 1
Ci\Program Ci\Program
MYSQL W2K3IE221145PAS2 | Files\InMage WZ2KIE221145PAS1 | Files\InMage
Systems\Failover\D ata SystemshFailover\D ata
Details Remove Cancel
Add Job
Subrmnit

Figure 53



Step 5. Navigate to “File Protection” and select the required FX job and click “Start” button. Once the
job completes execution, the MYSQL server replications will disappear from the CX UL This is
because the target volumes are rolled back to a consistent point. This concludes Planned MYSQL
server failover through CX UL

File Protection
Apphcations Fitbars | gphcain tma %
Appiation Do Bages ! Beles P Pages !
rrrsan |
Sulveddubend b sheduled
Jab Descrintion Status e Host Tarnst Hast TarmetDinctere RO SURETURE - Trenting
WIKILIZLLASRALE WIRILaTI 1880851 2009-00-27 2
............ v ek st o IL, e | 3| 3| o |R0EROERT|
- el |MEKIEIILLATPAGE WIEILII 1480451 20000-27
e | W i - : | e pof ] (RN
= e, | MENIEIZLL4BPAGS WIKIEILI14TRALE 0004-00-06
= i Il n Ly 41 e L edemad | 44| op 00000000
Faralts 19 26 i
wp | stert | Dotwis | Bsmove
Dnplayimn 1 1 1 (uf 1 Applnatiom] New Jub Geeup Wikard Feselt agenit
Manage Templstes

Figure 54

Step 6. You can check the status of the FX job through “Protection Status”.

File Protection Status
- e e - - Scheduled
Filter Job Description Application Status Source Host Source Directory Target Host Target Directory Type
Submit
Clear
N Ci\Program Ci\Program &n
] Planned Failaver... MYSQL Completed W2KIEIZ1145PAS2 | Files\InMage W2KIE321145PASL FilashInMags Braman
Systems\FailoveriData Systems\FailoveriData
Ci\Program Ci\Program
] Consistency.., MYSCL Complered WZKZE321145PAS2 | Files\InMage WZKIE321145PA51 Filas\InMage Run Every
Systems\Failover\Data Systems\Failover\Data
B Ci\Program Ci\Pregram
= Censistency., MYSQL Completed WZKBZEZZ1145PASZ | Files\InMage WZKZEZZ1145PASL FileskInMage Run Every
SystemsFailoveriData Systems\Failoveribata
_ Ci\Pragram Ci\Pragram
] Dizcovering MY$Q... MYSQL Complered WZKIE3ZL145PAS2 | Files\InMage WZKIE321145PAS1 Filas\InMage Run Evsry
Systamsfailovs hdata Systamsfailovertdata

Figure 55

“I:l) Notes:

On a NAT environment, always append the —-nodnsfailover switch on the target post script.
This will skip all DNS related operations

By default AD will not be replicated during File server failover. However if you need AD
replication as part of File Server failover edit the command line/pre and post script with the
“—doadreplication” switch.

OR

You may run “WinOp.exe” from command line to perform AD replication and DNS Update
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6.1.2 Through CLI

Planned failover can be performed through CLI as well. Proceed as follows to do a planned failover
through CLL

Step 1. Access the source MYSQL server’s console and navigate to the InMage installation folder to issue

the following command

Application —failover —planned —app MySql —s <source MYSQL server name> -t
<target MYSQL server name> -builtin —tag NONE

C:\Program Files\InMage SystemsYapplication —failover —planned —app MySql —s W2K3E3I21145PAS2 —t W2H3E321145PAS1 —builtIn —tag NONE

ICommand Line: application —failover -planned —app MySgl —s W2K3E321145PAS2 —t W2K3E321145PAS1 -builtln —-tag MONE
Running under the user: QA-DOMAIN.MET:administrator

Local Machine Mame is : w2k3e321145%PAS2

Process ID: 1888

Attempting to determine MuSql Uirtual Server name for host : W2KIE321145PAS2 in case it's a clustered configuration

Figure 56

Step 2. Copy “Failover\Data” from Installation folder to DR Server with same directory structure.

Step 3. At the end of the output another command is displayed within the “important information”.

Execute this command from the target MYSQL server console.

Step 4. Now switch to the target console, navigate to InMage installation folder and issue the above
mentioned command. This concludes planned failover through CLL

C:“Program Filesz~InMage Syztemsrapplication —failover —planned —app MySgl —s W2K
JE321145PA52 —t W2ZK3IE321145PAS1 —builtIn —tag PLANNED

Command Line: application —failover —-planned —app MySgl —s W2ZK3IE321145PAS2 -t W2
K3E321145PA%1 —builtln —tag PLANNED

Running under the user: Administrator
Local Machine Mame is : w2k3ed21145PAS1

Process ID: 2724

Attempting to determine MySgl Virtual Server name for host = W2K3E321145PAS2 in
casze it's a clustered configuration

Figure 57

“!'r) Notes:

On a NAT environment, always append the —-nodnsfailover switch on the source command.
This will skip all DNS related operations

The command under the IMPORTANT INFORMATION will also show the same “-
nodnsfailover” switch to the end

For MYSQL the —app switch will be MySql

To failover to an application tag or user defined consistency tag, append the command with
-tag <name of the tag> -tagtype <type of the tag>.

If the tagtype is not mentioned, by default the FS tagtype is considered
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6.2 Un-Planned Failover

6.2.1 Through CX Ul

You can perform an un-planned failover by setting a replication pair through CX UL Follow the following
steps for planned failover:

Step 1. To set a FX job, navigate to “File Protection”. Click “New Job Wizard”. The “Add Job” Ul

appears. Click “Add Jobs”.

File Protection

Applicatisns

=1 weesg

Displaying 1 ta 1 (oF § Applicatinns)

Figure 58

N

[ rere——— oty D O

Application Per Page: 1

w doh Group Wirard

Manage Termnalst=s

Jubs Per Pager © &

Teasult agasct

File Protection

Replication Jobs

[:g__ Application

Name

Mo jobs added per

Source
Host

Source Directory

Cancel

Add Job

Target

Host Target Directory

Figure 59

Step 2. Provide “Application Name” and “Job Description” for the FX job. Select source volume and
target volume. Provide the source and target directory for installation path for “Failover\Data”.
Choose “MySQL (Windows) Un-Planned Failover” template from the drop down menu. Click

“Next”.

(&) | WIKIEITLLATOAST [Windews]
() WIK3IEIZLLASPAST [Windews]

Directney

File Protection Wizard: Replication Pair

Repliation Hosts
sz wevsaL
Jab Dessorip tiant Un-Planned Failover
Sgurte
Haat

COPoepram Flestinkiage Sysiema'Fadover Dot

bestination

Hosk

T WIKIEIT1145PATT [Windewa)]

W2KZE321 145PAS] [Windawa)]
Directory

COProgam Flasunbtege Symems \FalovaniDute

i_l-'ﬂ'_ig-MWil Un-Plasuned Failovar

Next - Cancel

Figure 60
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Step 3. Choose the required “FX job options” and click “Submit” button.

@ Pull data fram source to target
CPU throttle (source)] |0
Send RPC alertif [0 minutes passed
Send E-mail alertif|5
Pre execution script pathnarne
Post execution script pathnarne
Pre execution script pathname (destination]

Catch all job modifien —super For power users anly

<- Back

Submit

minutes passed withoutjob progress

Post execution script pathnarne (destination) "C:AProgram Files\nbdage Systemsiapplication exe” failover

Cancel

Figure 61

Step 4. Set the schedule for this job as “On Demand”. Select the FX job and click “Submit” button.

Group Schedule
Schedule Type Schedule Time

Once At on Demand

Set Schedule
Replication Jobs

[: Application

Source Host
ame

Source Directory
Run order 1
Cih\Pragramm

W2KIEZ21145PAS2 Files\InMage
Systems\Failover\Data

O] MYSQL

Details Rermaove Cancel

Add Job

Subrnit

Target Host Target Directory

Ci\Pragramn

W2KIE221145PAS1  Files\InMage

Systems\Failover\Data

Figure 62

Step 5. Navigate to “File Protection” and select the required FX job and click “Start” button. Once the
job completes execution, the MYSQL server replications will disappear from the CX UL This is
because the target volumes are rolled back to a consistent point. This concludes un-planned MYSQL

server failover through CX UL

Fille Protection
Aaplicatisns
s
il s cutea Mt i Host tuure Directery  Tanumd st
ennpipbany.. it painad.. | MEEHIZILRAALS ;
) : [ ———
srvars | How rearedl, [ MIRIERI N43BANY
discavaring mpral sanar., | ot el N0 ARPAN,
e — o prana. | IR LSOAEE
planned . - v
Relbe 12ed < < ¥ = 2
swp | Ster Dotaits
Deeploying 1t | (of | Apphications] P

Figure 63

Applisstien Pes Pagei s

Filbap g

Sehedded
Tees
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we uv B

7T toanut

Sty T

[ - (o ]

schaguled
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o | mon002
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2
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Step 6. You can check the status of the above FX job through “Protection Status”.

File Protection Status
" T S - N Scheduled
Filter Job Description Application Status Source Host Source Directory Target Host Target Directory Type
Submit
Select V| select -
Clear
Ct\Program C:\Program &n
* Un-Planned Failover.. MYSQL Completad W2K3ZE321145PAS2 FilesiInMage W2K3E321145PAS1 | Files\InMage -
SystemsFailover\Data Systems\Failover\Data
CriProgram CH\Program
= Consistency... MYSOL Completad W2KZE321145PAS2 Files\InMage W2K3E321145PAS1 | Files\InMage Run Every
Systems'Failover\Data Systems\Failover\Data
Ci\Program Ci\Program
+ Consistency.., MYSQL Completad W2KZE321145PAS2 Files\InMage W2K3E321145PAS1 | Files\InMage Run Every
Systems\FailoverData Systems\Failover\Data
Ci\Program Ci\Program
+ Discovering MYSQ... MYSQL Completed WZKIE221145PAS2 Files\InMage W2KIE221145PAE1 | Files\InMage Run Every
Systemsifailoveridata Systemsifailoveridata
Figure 64

6.2.2 Through CLI

You can perform an un-planned failover through CLI. If the CX and the production servers are both
down, then to perform a unplanned failover, access the target host’s console to issue the following
command

Application —failover —unplanned —app MySql —s <source MYSQL server name> -t
<target MYSQL server name> -builtin —tag LATEST

C:\Program Files\InMage Systems>application —failover —unplanned —app MySql —s W2K3IE321145PAS2 -t W2K3E321145PAS1 —builtln —tag LATEST

Command Line: application —failover —unplanned —app MySgql —s W2K3E321145PAS2 —t W2K3E321145PAS1 -builtIn —tag LATEST
Running under the user: QA-DOMAIN.MET~administrator

Local Machine Mame is : w2k3e321145PAS2
Process ID: 2116

Attempting to determine MySgl Virtual SEerver name for host : W2ZK3E321145PAS2 in case it’s a clustered configuration

Figure 65
6.3 Failover without CDP Retention Option

6.3.1 Through CX Ul

To perform a failover for replication pairs without CDP retention through CX U], set a FX Job as in
Section Planned Failover on Page 32 of this current document, while choosing template as
“MYSQL(windows) Failover without Retention”.

6.3.2 Through CLI

To perform Failover without CDP retention option through the CLI, access the target console and
navigate to the agent installation folder and issue the following command:

Application.exe —failover —unplanned —app MySql —s <source host name> -t
<target host name> -builtin —tag NONE

Here the target volume will be made visible and the replication will pause. For pairs with CDP retention
options enabled the replication pairs will be stopped.
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C:~Program Files“InMage Systems*application —-failover —unplanned —app MySgl —s
W2KIEI21145PAS2 —t W2K3E321145PA81 -builtln —tag HONE

Command Line: application —failover —unplanned —app MySgl —s W2K3E321145PAS2 —4
W2K3IE321145PA51 -builtln —tag MWONE

Running under the uzer: Administrator
Local Machine Mame iz @ w2k3e321145PAS1
Process ID: 1376

Attempting to determine MySgl Uirtual Server name for host : W2K3IE321145PAS2 in

case it's

Figure 66

a clustered configuration
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6.4 Failback

The Failback process is always planned one.

6.4.1 Discovery MySQL
Through CX Ul

To discover MySQL database set a reverse replication pair i.e. the current target will behave as a source

and current source will behave as a target. To set the replication pair through CX Ul, refer to Through CX
Ul on Page 22 of this current document.

Once the job is executed successfully, proceed to perform a VX replication.
Through CLI
To discover MySQL database set a reverse replication pair i.e. the current target will behave as a source

and current source will behave as a target. To set the replication pair through CLI, refer to Through CLI
on Page 25 of this current document.

6.4.2 Replicate Discovered Volume

Step 1. Navigate to “Volume Protection” select the source volume (i.e. DR server), select the target
volume (i.e. Production Server), and then click on “Start Replication”.

Volume Protection: Source Site Logged in as "admin@10.0.1.73 - Logout
Server Time: Aug-28-2009 16:00:2%

source | Target

Protected Drives
Server Pri Yolume F5 Application Capacity (Bytes) Frees Space (Bytes)
Host Drives

| W2K3E321145PAS2 [ProductionServer]
= W2K3IE321145PAS1 [DRServer]

Server Pri Yolume F5 Application Capacity (Bytes) Free Space (Bytes) Replication Status
[O] WZK3E3Z1145PAST E [ Maw Yolume ) NTFS Unknown $371072512 5248077824 Inactive
O W2K3E3Z1145PAST F [ Mew Wolume ) NTFS Unknown 5362880512 5333028864 Inactive

Start Replication Reset

Figure 67
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Step 2. Select the target (i.e. source Production server), and select the “Replication Options”. Check the

option “Enable CDP Retention option”, the rest are optional, click on “Submit”

Replication Optians
I_ Secure transport from Source to InMage CX
I_ Secure transport from InMage CX to destination

[¥] | use fast resync instead of off-load resync algorithm

Use compression: | CX Based Compression j
{Overrides existing 1-N replication pairs)

Add to volume consistency group: I New Volume Group j

COP Retention

Enable COP Retention option

Automatic Resync Options

minutes. [All times are local to CX)

Submit Cancel Reszet

Start between huursl'lB :I[:'[:' andIE :IE'D after waiting|3[:'

Figure 68

Step 3. Define the type of retention policy, and then click on “Submit” to start the replication pair.

Volume Protection: Retention Options
Logged in as 'admin' - Logout

Pair Details
Server Pri ¥olume Remote Server

W2K3IE3Z1145PAS1 E WZKIEZZ21145PAS2

Retention Logging Policy

Retention Policy Roll-backwrard

Retention Log Size 0.00 (MB) Current Retention Log Size
Unused Space 256.00 (MB) v

Retain changes upto 256 ME | % |[Cannot be less then 256 MB)
Retain changes upto the (time]) 1 (Days) (hrs.)

@ Purge older retention logs

On insufficient disk space
O pause differentials

Filog (Eg:- K:\log_data)

Log data directo
04 data directory F drive is suggested for storing rollback log files.

Configure Threshold for Alerts

Alert when disk space utilization reaches a0 o

Subrnit Cancel

Yolume

E

0.00 (MB)

Figure 69:
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Step 4. The replication starts and this can be monitored through “Protection Status” on the CX UL

Protection Status Logged in as ‘admin@10.0.1.73" - Logout
Server Time: Aug-23-2009 16:10:39
1-1 of 1 Records List | 1 | Records/Page Page | 1| of 1
Yolume Protection Status
Resyncs In Resync In Differentials Left (MB) mees || e
Server Yolume TransitStepl | Transit Stepz Resync progress RPO Status ot | e
(MB) (MB) On CX-PS On Target 4
WEKIEI21145PAS1 [DRServer] E ( New ; ; }
-+ W2K3E321145PAS2[PreductionServer]  Volume ) - E o 0 0 o R 8.1 minutes Bttt e Ho L

Figure 70:

6.4.3 Issue Consistency Tags

To issue consistency tags through CX Ul and CLI also. Refer Issue Consistency Tags on Page 27 of this
document.

'\l
“" Caution:

While protecting large number of databases, application consistency tags may fail. You can use the
file system tag to overcome this error.

Additionally you can also write a batch script and automate this through the EX job.
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6.4.4 MYSAQL Failback

Through CX Ul

You can perform MySQL Failback through CX Ul Once the consistency job is complete, perform a
failback to the production server (source host). This is done by executing the “MYSQL(windows)
planned failback” FX template.

Follow the following steps for MySQL Failback:

Step 1. To set a FX job, navigate to “File Protection”. Click “New Job Wizard”. The “Add Job” UI
appears. Click “Add Jobs”.

Logged in as "admin@10.0.1.73" - Logout|
Server Time: Aug-27-2000 21:06:36

File Protection

Applications Filter: Application Name % Sortby:D &
Application Per Page:/5 Jobs Per Page: 5
+ MysQL
Displaying 1 to 1 (of 1 Applications) Result Pages:1

New Job Group Wizard

Manage Templates

Figure 71

File Protection

Replication Jobs

E_. Application | Source ) Target )
[:E Name Host Source Directory Host Target Directory
Mo Jobs added per
Cancel
Add Job

Figure 72



Step 2. Provide “Application Name” and “Job Description” for the FX job. Select source volume and
target volume. Provide the source and target directory for installation path for “Failover\Data”.
Choose “MySQL (Windows) Planned Failback” template from the drop down menu. Click “Next”.

File Protection Wizard: Replication Pair
Replication Hosts

Application

() | W2K3E321145PASZ [Windows]
()  W2K3E321145PASL [Windows]

Directory

Name: MSaL
Job Description: Failback
Source Destination
Host Host

(3)  W2K3E321145PASZ [Windows]
() W2K3E321145PAST [Windows]

Directory

by Sl indoves) Planned Failback i

MNext -= Cancel

Figure 73

Step 3. Choose the required FX job options from respective “Job Options” and click “Submit” button.

@- Pull data from source to target
CPU throttle (source) |0
Send RPO alartif |0 minutes passed
Send E-mail alertif |5 minutes passed withoutjob progress
Pre execution script pathname "C:\Program Files\inkdage Systems'application axe” failback
Post execution script pathname
Pre execution script pathname (destination]
Post execution script pathname [destination)|"CA\Frogram FilestInbdage Systemsiapplication exe” failback

Catch All job modifier —super far power Users anly

<- Back Subrnit Cancel

Figure 74



Step 4. Set the schedule for this job as “On Demand”. Select the FX job and click “Submit” button.

Group Schedule
Schedule Type

Once At

Schedule Time

©n Demand

Set Schedule

Replication Jobs

Systemsifailoveridata

Details Rermove Cancel
Add Job

Subrnit

Target Directory

CihProgram

r Application )
[:E. Name Source Host Source Directory Target Host
Run order 1
" CihProgram
fsi MYSQL | W2K3E321145PAS1 | Files\InMage W2ZK3E321145PAS2  Files\InMage

Swystems\failover\data

Figure 75:

Step 5. Start the Failback FX Job through File Protection. All the MySQL server replication pairs between

the original target and original source stops.

File Protection

Applications

Filter:

Application Per Page: 5

Logged in as ‘admin@10.0.1.73" - Logout
Server Time: Aug-28-2000 16:13:37

#pplication Name | %

Jubs Per Page: 5

Sortby:!™ G

=l MvsQL
Job Description Status Source Host Source Directory  Target Host Target Directory RPO ?"“:w GID JID fj%:m_ % Trending
Ci\Program <ihProgram oo
. Novsuam, [WROESRULISPASE | SRR, wekoeaptissbast|  AURAC, | we | andemnd | 6 | 6 | o (000000000
Systems\FailoveriData Systems\Failover\Data e
Ci\Program <iyProgram oo
() | discovering mysal server... | Mot started.., W[iKSdEafj“;SF'”iz Files\InMage WZKS[S:E“"S]PAS‘ Files\Infage NfA | ondemand | S 5 o UEE.UUS.UUUUU iR
roductionServer] | o srems\failoverydats erver. Systems\fsilovefidata 00
CiiProgram <iyProgram .
IO failback... Starting... WZK?'[S;§1145]DA51 Files\InMage w[ikadﬂén;sws;z Files\InMage MfA  on demand 7 7 L] 2012?13.82?3 MiA
. erver] Systemsifailoverdata rocuctionserver] | ystems\failoveridata L3
CiiProgram ZiProgram oo
Q) ot | e | Gle,  weeEmvee | opiily |20 memw| ¢ g vo00-00-00 |y,
N roductionSerter] | ¢ srems\FailoverData e SystemsiFailover\Data " o
Results 1-4of4 << <1 > »x Stop Details Remove
b : £ b ”
Step 6. You can check the status of Failback FX job through “Protection Status”.
File Protection Status
- . S N N Scheduled
Filter Job Description Application Status Source Host Source Directory Target Host Target Directory Type
Submit
Seleot ¥ Selest v
Clear
Ci\Program CiWProgram 60
5 Failback... MYSQL Completed W2ZK3IEZ21145PAS1 | Files\InMage W2KZE2Z1145PAS2 Files\InMage Dermand
Systemsifailoveridatal, Systems'failoveridatal
Ci\Program CiWProgram 60
+ Planned Failover.,. MYSQL Completed W2ZK3IEZ21145PA52 | Files\InMage W2K3E2Z1145PASL  Files\InMage Dermand
Systems\Failover\Data Systems\Failover\Data
Ci\Program CiWProgram
+ Consistancy... MYSQL Completed W2ZK3IEZ21145PA52 | Files\InMage W2K3E2Z1145PASL  Files\InMage Run Every
Systems\Failover\Data Systems\Failover\Data
Ci\Program CiWProgram
+ Consistancy... MYSQL Completed W2ZK3IEZ21145PA52 | Files\InMage W2K3E2Z1145PASL  Files\InMage Run Every
Systems\Failover\Data Systems\Failover\Data
Ci\Program CiWProgram
+ Discovering MYSQ... MYSQL Completed W2K3E221145PA52 | Files\InMage WZKIE2Z1145PASL  Files\InMage Run Every

Systemsifailoveridata

Systemstfailovertidata
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Through CLI
To perform Failback through CLI, proceed as follows:

Step 1. Switch to original target’s console (now the source) and issue the following command
Application-failover —planned —app MySgl —s <source server, in this case original
target> -t <target server, in this case original source> -builtin —tag NONE

:~Program FilessInMage Systemsr>application —failback —planned —app MyS8ql —s HW2K3E321145PAS1 —t W2K3E321145%PAS2 -builtIn —tag NONE

ommand Line: application —failback —planned —app MySgl —s W2ZK3E321145PAS1 -t W2K3E321145PAS2 —huiltln —-tag NOME
[Running under the user: QA-DOMAIN_NET“administrator

Local Machine Name is : w2k3e321145PAS2
[Process ID: 3828

Flgure 76:

Step 2. Copy “Failover\Data” from Installation folder to DR server.

Step 3. The above command ends with a resultant command that is it to be executed on the target server,
copy the command and execute it on the target console.

Step 4. After accessing the target console, navigate to the InMage installation folder then issue the
command as given in the previous step’s output.

Program Files“InMage Systems>application -failback —planned —app MySgl —-s W2
JE321145PAS1 —t U2H3E321145PHS2 —builtIn —tag PLANNED

ommand Line: application —failback —-planned —app MuySgl —= W2ZK3E321145PAS1 —t W
PHIE321145%PAS2 —builtln —tag PLANHED

unning under the wser: Administrator

ocal Machine Mame iz :© w2k3e321145PAS1

rocess ID: 2128

Attempting to determine MySgl Uirtuwal Server name for host = W2K3E321145PA5S1 din
ase it's a clustered configuration

Figure 77
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7 Failover and failback using crash consistency tag

Hitachi Dynamic Replicator - Scout uses VSS snapshot to issue application or consistency tag but in
setup when it is not possible to issue VSS consistency tag, you can use crash consistency tag. The crash
consistency tag can be used for failover and failback. When crash consistency tag is used it always
generates USERDEFINED tag. It will not generate any filesystem or application consistency tag.

7.1 Discovery

Use the application discovery template as used in planned failover. No changes are required.

7.2 Consistency

To set crash consistency FX job use the MYSQL51_consistency_fstag.bat file and pass the required
argument as given below.

Syntax:

MYSQL51 consistency fstag.bat "volume Name' -CrashConsistency

For example, MYSQL51 has databases in G volume. Use the following command in prescript to set the
crashconsistency job or run it through CLIL

"C:\Program Files (x86)\InMage
Systems\consistency\SQL2005 consistency_ fstag.bat” "G:" -CrashConsistency
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7.3 Planned Failover

7.3.1 Planned failover through CX Ul

When you set the planned failover job, in the planned failover template, add the prescript with “—
crashconsistency” and postscript with-“-tagtype USERDEFINED”
For example,

Pre script: "C:\Program Files (x86)\InMage Systems\ application.exe" -failover -planned -app MySql -s
W2K3-SRC -t W2K3-TGT -builtln -tag NONE -CrashConsistency

Post script: "C:\Program Files (x86)\InMage Systems\ application.exe" -failover -planned -app MySql -s
W2K3-SRC -t W2K3-TGT -builtln -tag PLANNED -tagtype USERDEFINED

7.3.2 Planned Failover through CLI

When you run through CLI follow the same procedure as in Section Planned Failover Through CLI on
page 35 The only change is add ”-crashconsistency” switch to the source command and target command
with “-tagtype USERDEFINED”.

Source Command:
"C:\Program Files (x86)\InMage Systems\ application.exe" -failover -planned -app MySql -s W2K3-SRC -
t W2K3-TGT -builtIn -tag NONE -CrashConsistency

Target command:

"C:\Program Files (x86)\InMage Systems\ application.exe" -failover -planned -app MySql -s W2K3-SRC -
t W2K3-TGT -builtln -tag <User Defined Tag> -tagtype USERDEFINED
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7.4 Failback

7.4.1 Failback through CX

Use the same failback template as in Section Failback Through CX UI on page 40. The only change is
add”—crashconsistency” switch to the source command and target command with “-tagtype
USERDEFINED”.

For example,
Pre script: "C:\Program Files (x86)\InMage Systems\application.exe" -failback -planned -app MySql -s
W2K3-TGT t W2K3-SRC -builtIn -tag NONE -CrashConsistency

Post script: "C:\Program Files (x86) \InMage Systems\ application.exe" - failback -planned -app MySql -s
W2K3-TGT -t W2K3-SRC -builtln -tag PLANNED -tagtype USERDEFINED

7.4.2 Failback through CLI

When you run through CLI follow the same procedure as in Section Failback Through CLI on page 40 .
The only change is add “—crashconsistency” switch to the source command and target command with “-
tagtype USERDEFINED".

Source command:
"C:\Program Files (x86)\InMage Systems\ application.exe" - failback -planned -app MySql -s W2K3-TGT
-t W2K3-SRC -builtIn -tag NONE -CrashConsistency

Target command:

"C:\Program Files (x86) \InMage Systems\ application.exe" - failback -planned -app MySql -s W2K3-TGT
-t W2K3-SRC -builtIn -tag <User Defined Tag> -tagtype USERDEFINED

7.5 Unplanned Failover

When you set the unplanned failover job, in the unplanned failover template, add the postscript with-“-
tagtype USERDEFINED”. The same can be used for the CLI

For example,
“C:\Program Files (x86)\InMage Systems>application.exe -failover -unplanned -app MySql -s W2K3-SRC
-t W2K3-TGT -builtIn -tag LATEST -tagtype USERDEFINED”
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8 Limitations

e  Works only on 32 bit platform

e Supports only a single instance (default instance, no multiple instances of
e MySql Server)

¢ Does not support MySQL Cluster environment.
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