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1 Introduction to the Solution

A typical SharePoint server farm consists of SQL database servers, one or more web servers, and
one or more application servers running office SharePoint server 2007 services. All the servers in
a SharePoint server farm can be protected using Hitachi Dynamic Replicator - Scout with an easy
to use configuration wizard that will automatically detect the server configuration and sets up all
the necessary file and Volume replication jobs.

Before proceeding to running the configuration wizard ensure that

e DR server farm has identical number servers as that of production server farm.
e VXand FX agents are installed on all SQL db server machines

e Only FX agent is installed on all web and application servers

Ensure that you refer to the pre-requisite section on page number 4 before you proceed to run
with configuration wizard. A check list section is also added to help you note down the system
information for future reference.
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2 Prerequisites
Following are the prerequisites for protecting and recovering SharePoint 2007. SharePoint should
be installed on both production and DR sites.

1 Number of servers at the production and DR SharePoint farm should be same and should be
under same domain.

2 SQL server should be installed on production and DR servers on the same location.
3 FXand Vx should be installed on database server.

4  Itis sufficient to install FX on Application server and web server. No need to install VX on
these servers. VX is needed only on the database server.

5 FXshould be running with username which has domain administrator privileges.

6  SQL server database files installed on non-operating system partition.

7 Only Linux CX to be used such as SuSE or RHEL.

8  Only SQL 2005 default instance is supported.

9 Uncheck "Register this connection®s addresses in DNS" check box for all NICS
or add the "DisableDynamicUpdate"” of type DWORD to the Registry key
"HKEY_LOCAL_MACHINENSYSTEM\CurrentControlSet\Services\

Tcpip\Parameters" with value set to 1.

This has to be done on all the app, web, and DB servers. This key disables DNS update
registration for all adaptors on that computer.

10 For cluster nodes, enter the node’s IP in the private NAT IP field in the host agent
configuration window.

“!LI’J Notes:

Default database instance is supported. Named and multiple instances of database are not
supported




3 How this solution works

This chapter involves? three sections protect, recover, and failback. Details of each section are
explained below.

Protect

The process involves discover, protect, recover, and failback. As described in detail starting in
Section 2 below, the first step is to discover the current production environment. A “discovery
wizard” is used to identify all production SharePoint servers and required replications. All
SharePoint protection operations and procedures will be configured automatically by the wizard
as shown in the figure below.

Protect through Wizard | | Recover
¢ To list all SharePoint servers ¢ Failover and
* To map source servers with e Failback

corresponding target servers
e To setup VX and FX replication pairs

Figure 2

‘!LI’J Notes:

Refer to the Install and configure document for detailed steps

Recover:

Recovery involves Failover. The detailed recovery section below explains failover for SharePoint.
In a failover, a command is run on the production application server to set the file and volume
replication jobs, and remaining failover depends on user choice of planned and unplanned
failover. A Failover procedure involves configuring DNS to point to the new resources. Failover
steps are explained in detail in Failover on page 20.

Failback

After a failover we expect that the new DR resources will be used for some time before the
original resources are again available. Thus, it is important to remember that the failback
procedure includes making those source volumes look like the target volumes this time. Thus,
failback includes setting up the replication pairs once again and achieving differential sync on
these pairs. Once this is accomplished, DNS is again reconfigured to point to the original source
resources.



4 Installation Checklist

Following installation checklist is provided to help in the rollout of the solution. Use it to verify
whether all the necessary requirements are met for each of the server in the farm.

4.1 Accounts

Table 1:

Application installed/executed Domain\ Account

4.2 Check List for each App Server

Table 2:

sNo | |vesNo |
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4.3 Check List for each production and DR WEB Servers

Table 3:

S.No Web WebServer | WebServer | WevServer | WebServer
Serverl 2 3 4 5

4.4 Check List for each SQL Database Server

Table 5

EIEE EnsurethatSQL VSSwriter serviceisup
[0 EnsurethatSQLbrowserserviceisup



5 Protect

SharePoint is protected in a single Discovery step. This discovery wizard should be executed on
the application server only. Upon execution, the wizard detects all the servers involved in the
SharePoint server farm. You will be prompted to enter the corresponding target DR servers’
details. Once these values are entered, in the next step, all the VX and FX replication pairs are set
by the wizard.

5.1 Discovery

5.1.1 Standalone Farm Wizard

This encloses application server, web server, and database server and this combined together
forms “Standalone Server”. The entire operations run from application server and both Fx and
Vx jobs run from this single server.

Step 1. Log on to the CX Ul and click on “Protection Status” to observe a blank CX UL

Protection Status
Logged in as 'admin’ - Logout
Volume Protection Status
Server Volume Crou Resyncs In Transit | Resync In Transit = Differentials Left Resync prograss
P Stepl (MB) Step2 (MB) (MB) yne preg
(Snapshot / Recovery / Rollback) Pair Status
Host Snapshot / Recovery / | Drive Start End Expected Actual Info
M=k Drive Rollback Drive Type BRCmESS Time Time Recovery Point | Recovery Point SEabRe Message
File Protection Status
Filter Job Description Application Status Source Host Source Directory Target Host Target Directory
Mo legs available
Clear logs for selected jobs Delete all job history
Figure 3:

Step 2. Then logon to the production Application server’s command prompt and navigate to the
“filerep” folder under the FX installation path to issue the following command

spapp.-exe --config --retention <retention path for replication pairs set
through wizard>

C:“Program Files“InMage SustemssFileReprspapp.exe ——config ——retention H::janB4

Retention path entered = H:vwjanB4

Sharepoint Planned Failover = "C:“Program Files~InMage Systems“~FileRep“spapp.ex
e " —failover
ServerName = share_126_=yr. IP = 18.8.126.25

Figure 4: Command on production Application Server




.
\Jl?) Notes:

The sppap.exe command should be run only at the application server’s command prompt.

Step 3. This starts the discovery wizard, click on “Next” to continue. This would take some time
to discover the application, web, and DB servers in the SharePoint setup.

DrS(uut ] 5

Welcome to DR-Scout Sharepoint Configuration Wizard !

, Sharepoint will be protected in 2 steps. |
A

| | .

?: Step1: Discover and map target servers.

% Step2: Identify and protect volumes and directories <]
-‘:":

: i
| g
Figure 5:

Step 4. You would see a standalone server name and IP details (only one server name). Enter the
DR server’s host name and IP address. Select the process server and click on “Next”.

T LT LR T

Di!wim‘r;hl- 1?
NN NN NN ANE NN
(e S = B R |
Figure 6: -



Step 5. The configuration details are displayed in the next screen. You can click on “Back” to go
to the previous screen and make the necessary changes such as change the host name or IP
address. Click on “Next” to proceed to set replication pairs.

DrScuut

S St e e
[ o —
| e P e
L N

C:\Program FilessComman Files'Microsoft | ~FX-> C:A\Program Files\Common Files\Microsoft Sharedyiw/eb
Sharedyirh Server Frtenzinnsh1 24 54P) Servear Frtenzinnsil 24541

Figure 7:

Step 6. All the replication pairs will be set and would be displayed in the next screen. Click on
“Finish”.

Figure 8:
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Step 7. Switch back to the CX Ul to observe that the required jobs are set by the wizard.

File Protection

Applications

B SharePoint_share_126_sr

Job Description

Status

Source Host

Source Directory

Filter:

Application Per Page:| S

Target Host

Target Directory

Mot
started...

Mot
startad...

Mot
startad...

Mot
started..,

Mot
started...

SHARE_126_SR

SHARE_126_SR

SHARE_126_SR

SHARE_126_SR

SHARE_126_SR

Ci\Program
File s Microsoft Office
Serversh12.0
YwebServices\Root

cihinetpublwwwroot

Ci\Program
FileshInMage
Systerns\Application
Data\sharepoint

CHVWIND OWS
Ysystem3Z
serverappliancelweb

Ci\Pragram
FileshComrmaon
Files\Microsoft

sharedviweb Servar
Extensions\12

SHARE_126_TaT

SHARE_126_TGT

SHARE_126_TGT

SHARE_126_TGT

SHARE_126_TGT

Ci\Program
Files\Microsoft Office
Servers\12.0
YWebServices\Root

cihinetpublwwwroot

Ci\Program
FilzshInMage
Systarns\Application
Dataysharepoint

CiWINDOW S
systemn 3z
serverappliancelweb

CihProgram
Filesh Common
Files\Microsoft

Shared\web Server
Extensions\1Z2

Applicati

34 m
48 =

3 m
29 s

I m
39 s

O sharepoint...

C' sharepoint...

C' sharepoint...

O sharepoint...

O sharepoint...
Figure 9:
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5.1.2 Server Farm Wizard

This encloses one or more application server, web server, and database server on different
machines. The FX jobs would be set from the respective production to the DR servers such as the
production application server to DR application server, production web server to DR web server
etc.

Step 1. Logon to the production Application server’s command prompt and navigate to the
“filerep” folder under the FX installation path to issue the following command,

spapp.exe --config --retention <retention path for replication pairs set
through wizard>

C:~Program FilessInMage Systems“FileRep>spapp.exe ——config ——retention H:xjanBd4

Retention path entered = H::janB4

Sharepoint Planned Failower : "C:“Program Files“InMage Systems~FileRep“spapp.ex
e " —failover
ServerMame = share_126_s»r, IP = 168.8.126.25

Figure 10: Command on production Application Server

“!Lf) Notes:

The sppap.exe command should be run only in application server command prompt.

Step 2. This starts the discovery wizard, click on “Next” to continue. This would take some time
to discover the application, web, and DB servers in the SharePoint setup.

DrScout -3 =l

Welcome to DR-Scout Sharepoint Configuration Wizard !
Sharepoint will be protected in 2 steps.
Step1: Discover and map target servers.

Step2: Identify and protect volumes and directories

: Cancel |

Figure 11:
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Step 3. The list of servers involved in SharePoint are detected by the wizard and shown in this
screen. Based on the roles, enter the corresponding DR server’s name and IP address for all
detected production servers. Select the process server and click on “Next”.

DrScuut

=0 x]

Servers

[#- Web Applications

For each production server, enter corresponding DR server details:

EIREFR R A JT s i VoI b

i 1SQL Cluster enter e |
Prod_Name | Prod_IP Fole DR_Name DR_IP ;c?i?r::n‘:)de \p uster e 4
JePsa2 [1nniez41 [aee | [ | .:
[az [iooTeze [orknonn I [ Enter Active Node Name B
[weEBS 32 [innie242 [iweb | |

Discovery is complete

Cancel f

Figure 12:

Step 4. The configuration details are displayed in the next screen. You can click on “Back” to go

to the previous screen and make the necessary changes such as change the host name or IP

address. Click on “Next” to proceed to set replication pairs.

=
Source Source Directory Target | Target Directory -
Server Server
APP-1 APP-2
chinetpubvmroot —FX-» c:\inetpubtwmroot
C:\Program Files\Microsoft Office Serversh12.0 —FX-» C:\Program Files\Microsoft Office Serversh12.0
" WebServicesiRoot WebServicesiFoot
B
ﬁ C:A\Program FileshCommon FileshMicrosoft —FX-» C:\Program FileshCommon FileshMicrosoft Sharedwieb
|| Shared\web Server Extensions1 25 TEMPLATE Server Extensionsi1 2\ TEMPLATE
|
] C:%Program Files\Common Files\Microsaft —FX-» C:\Program Files\Common Files\Microsoft SharedYweb 1
? SharedWeh Server Futensinnzid 24 SAP| Server Fetenzinnat 124 SAP] LI N
=
B
=
- =
< Back Cancel
Figure 13:
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Step 5. All the replication pairs will be set. Click on “Finish”.

e s

:m_mmtmm

= Flet\Cuewmer FeriMicioo
am;m-tmz.lnmu

| Phisgram il Do i ibrzeatt
GhumenPiairh S T ters w1 PISEARY

Disnir with getingup of Jobs

.
W O%cs Sarver 120

e Fiet'oreen Flerbussson S hareafiwloks
%‘h‘lfﬂlmﬁ

| L \Prrgim Pl Comen Fied Mol Thamdinin:

Firrer Fereres’ | P0RLS

Figure 14:

Step 6. Switch back to the CX Ul to observe that the required jobs are set by the wizard.

Applications

File Protection

E SharePoint_share_126_sr

Lq

Filter: | Applicati
Application Per Page:

Job Description Status  Source Host Source Directory Target Host Target Director: RPO
Ci\Program Ci\Program
. Mot Files\Microsoft Office FilesyMicros oft Office 5m
G sharepoint... started,,, | o HARE126 SR Servers\12.0 SRR S e Serversi12.0 40 s
WWiebServicasiRoot ViwebServices\Root
O sharepuoint bz SHARE_126_SR cihinetpublwwwroot || SHARE_126_TGT || eivinetpubiwwwroot 99 m
P starkad... == - = 48 =
Ci\Program Ci\Program
. Mot FileshInMage FileshInMage 3m
O sharepaint. .. FEREEho, | SPAREAEE R Systemns\Application SRRE_ARE e Systemsh\Application 39 s
Datahsharepoint Cata\sharepaoint
Mot CHWINDOWS CHWINDOWS 3m
O sharepoint... SHARE_126_SR \systemn32 SHARE_126_TGT \systern3z
started... . . 39 s
servarappliancelweb serverappliancelwab
Ci\Program Ci\Program
ot Files\Common Files\Commen
O sharepoint... started SHARE_126_SR Files\Micrasoft SHARE_126_TGT FilesyMicros oft 3 m
" SharediWweb Server SharedyWeb Server
Extensionsi12 Extensionsh12
Figure 15:
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5.1.3 Server farm Wizard with SQL Cluster

This section is similar to server farm with SQL server on cluster. FX jobs would be set from
production to DR servers such as production application server to DR application server etc.

Step 1. Log in to the CX Ul and click on “Protection Status” to observe the blank CX UL

Protection Status

Logged in as 'admin' - Logout

Volume Protection Status

Resyncs In Transit | Resync In Transit | Differentials Left

Server Volume Group Stepl (MB) Step2 (MB) (MB) Resync progress|

(Snapshot / Recovery / Rollback) Pair Status

Host | Snapshot / Recovery / | Drive Start End Expected Actual Status Info

L Drive Rollback Drive Type FEiE=s Time Time Recovery Point | Recovery Point Massage

File Protection Status
Filter Job Description Application Status Source Host Source Directory Target Host Target Directory

Mo legs available

Clear logs for selected jobs Delete all job history

Figure 16:

Step 2. Then login to the production Application server’s command prompt and navigate to the

FX installation path\filerep to issue the following command
spapp-exe --config --retention <retention path for replication pairs set

through wizard=

‘!LI’) Notes:

The sppap.exe command should be run only in application server command prompt.
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Step 3. This starts the discovery wizard, click on “Next” to continue. This would take some time

to discover the application, web, and DB servers in the SharePoint setup.

| Welcome to DR-Scout Sharepoint Configuration Wizard !
.‘-lﬁ‘
E Sharepoint will be protected in 2 steps.
A
E .
| Step1: Discover and map target servers.
B
Step2: Identify and protect volumes and directories
Cancel
Figure 17:

Step 4. The wizard detects the list of servers involved in SharePoint and displays them in this
screen. Enter the DR server’s name and IP address for each of the production host based on
their role. Select the process server. In case of SQL cluster, enter “Active Node Name” and

“Active Node IP Address”, and click on “Next”.

PElDrScout

S el

Process Senver IPs
Servers ‘wieb Applications 10.0.162.58

For each production setver, enter corresponding DR server details:

1 IS0L Cluster enter the

2 Prod_Name | Prod_IP Role DR_Name DR_IP A“[:[l:i‘?r::n?]dEIP uster el =
B
15 [arsa2 [1onTe2.41 [ome [ [ [
N ;
B [dbs-32 [1oni8243 [unknawn | | Beitordc e Nl e
| [wEBs-32 [1onez4z [webs | |

Discoveryis complete 2

Cancel

Figure 18:
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Step 5. The configuration details are displayed in the next screen. You can click on “Back” to go
to the previous screen and make the necessary changes such as change the host name or IP
address. Click on “Next” to proceed to set replication pairs.

C:%Program FilesCommon Fileshhiciosoft -—FX-: C:4Program FileshCommon Files\Microsoft Shared\web
Shared\i/eh Server Futensinnzi 124 S AP Server Futenzinnzh1 24 S4P]

Figure 19:

Step 6. All the replication pairs will be set. Click on “Finish”.

Figure 20:
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Step 7. Switch back to the CX Ul to observe that the required jobs are set by the wizard.

F|Ie Protection Logged in as ‘admin@10.0.5
Server Time: Jul-14-2
Applications Filter: |:
Application Per Page:|10 |
(=] sharePoint_SHARE_126_SR
Job Description & Status  Source Host Source Directory Target Host Target Directory
C:%\Program C:\Program
. . Mot FilesiInMage FileshInMage
O || sharepoint_farm_planned_failover... started,,. | SHARE_126_SR Sy steechan T aton SHARE_126_TGT S ystarie hS o atan
Data'sharepoint Data\sharepoint
Ci%Program C:\Program
. Mot FilesiInMage Files\InMage
O ||sharepoint_farm_unplanned_failover.. started ... | SHARE_126_TGT B e SHARE_126_TGT S vstirs s lioaton
Datasharepoint Data‘sharepoint
: ; ot Ci%Program C:\Program
O sharepoint_sql_plannedfailover.., staded SHARE 126_SR FilestInMage SHARE_ 126 TGT FileshInMage
SysternsiFailoverydata SystemsiFailoveridata
ot Ci%Program C:\Program
& sharepoint_sgl_unplannedfailover. . e SHARE_126_TGT Files\InMage SHARE_126_TGT Files\InMage
SystemsiFailoveridata SystemsiFailoveridata
i CihProgram C:\Program
(@] =ql_consistency.., Running SHARE_126_SR FilesiInMage SHARE_126_TGT FileshInMage
SystemsiFailoveridats SystemshFailaveridata
Results 6-100f 10 << <12 > >>
Stop || Start || Details || Remove ||

Figure 21:

5.2 Jobs and Replications set by the Wizard

Table 6:

FX/VX Jobs

VX Data Replication All SQL volumes with media retention
FX Data replication All web content through FX set to run every 30 mins
FX scheduled jobs SQL consistency set to run every 30 mins

Recovery jobs sharepoint_sql_unplannedfailover,
sharepoint_sql_plannedfailover,
sharepoint_farm_planned failover
sharepoint_farm_unplanned failover

18



5.3 Monitoring jobs for standalone and server farms

Once the jobs are set by the configuration wizard, they need to be monitored on periodic basis to
ensure that they are completing successfully.

List of jobs to be monitored are as follows:

1. SQL consistency jobs: Ensure that these jobs are completing successfully.

‘!LI’) Notes:

Rarely VACP tags do fail, to overcome this delete the
“HKLM\Software\Microsoft\EventSystem\ {26c409cc-ae86-11d1-b616-
00805£c79216\Subscriptions” key from the registry of the productio host (where VACP is
being used) and reboot the system

Ensure the service “SQL VSS writers” is up and running, else VACP tags fail. Also ensure that
the service “SQL server VSS writer” is set to start automatically.

While using Symantec antivirus Ver 10.0.100, always install SAV 10.0 Maintenance Patch 1,
else vacp fails

2. Web applications are getting restored on to respective target servers

Following steps illustrate the steps necessary to validate that the Web servers are protected
through the jobs.

Switch to the desired target web server

You should be able to see all the websites created on the production web servers on their
respective target web servers.

However, if you need to confirm that the replication is successful, delete the web sites and web
applications. They would be recreated automatically once the Web consistency FX jobs between
the web servers executed successfully. You may follow the following steps to verify successful
web content replication.

“My Computer--> Manage->Services Applications >IIS->Web Sites”.

e Delete the web sites except the “Central Administration” and “Office Server web services”
e “My Computer--> Manage->Services Applications 21IS>Web Applications”.

e Delete the web sites except the “Central Administration” and “Office Server web services”
e  Wait for the Web consistency job to run automatically. This job should recreate the deleted
sites automatically.

19



6 Failover

There are two types of failover unplanned and planned failover. The following table shows when
to choose to planned and unplanned failovers.

Table 4
Unplanned failover Planned failover

When to use Real-time outages or Mock drills, To test the setup.
unexpected outages Any expected outages

Recovered to To latest consistent tag Issues a consistency tag on the
common for all SharePoint  SharePoint volumes. Target is
replication pairs recovered to the same consistent

tag.
Performed through CX UI Yes, unless the CX is down.  Yes
Performed through CLI Yes Yes

.
\ll) Notes:

The Steps involved in planned and unplanned failover is same for standalone, server farm,
and cluster

20



6.1 Planned Failover

To perform a planned failover through CX Ul, start the FX jobs in the same sequence as in the
picture below. Ensure that you start the second job only when the first FX job is successful.

Step 1: FX Job 1 (SQL Planned Step 2: FX Job 2 (Share Point
‘ Failover) 2 Farm Planned Failover)

Figure 22:

‘!LI’J Notes:

Ensure that you wait until each of the jobs successfully completes before starting the next job.

In the CX U], all the jobs mentioned in the figure above would be present, run the jobs as per the
order mentioned in the figure below.

File Protection Logged in as ‘admin@10.0.5)

Server Time: Jul-14-2

Applications Filter: ._.
]

Application Per Page:5_10

= SharePoint SHARE_126_SR

Job Description o Status | Source Host Source Directory Target Host Target Director
< NProgram C:\Program
— . 4 Mot Files\InMage Files\InMage
£y sharepoint_farm_planned_failover... ctarted,.. | SHARE_126_SR Sy sfeTA ARG SHARE_126_TGT SyslEre R tian
Datadsharepoint Data\sharepoint
C:\Program Ci\Program
: 3 Mot Files\InMage Files\InMage
2 |sharepoint_farm_unplanned_failover., ctarted ., SHARE_126 TGT et A SHARE_126_TiaT e
Datadsharepaoint Data\sharepoint
: -1 ] Mot C\Program C\Program
£ sharepoint_sgl_plannedfailayer taed SHARE_126_SR Files\InMage SHARE_126_TGT FilesiInMage
SystemshFailoveridata SystemsiFailoveridata
Mot Ci\Program Ci\Program
&) sharepoint_sgl_unplannedfailover. . arted SHARE_126_TGT Files\InMage SHARE_126_TGT FilesiInMage
SystemshFailoverydata SystemsiFailoveridata
] Ci%Program Ci\Program
(@] sgl_consistency .. Funning = SHARE_126_SR Files\InMage SHARE_ 126 TGT FilesiInMage
Systernsh\Failoveridata SystemsiFailoveridata

Results 6-10 0of 10 << <12 = >>

Stop | Start | Details

Figure 23:
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6.2 Un-Planned Failover

To perform an unplanned failover through CX U], start the FX jobs in the same sequence as in the
picture below. Ensure that you start the second job only when the first FX job is successful.

Step2:FXJob 2
> {SharePoint Farm
Unplanned Failover)

Step1: FXJob 1(SQL
Unplanned Failover)

Figure 24:

In the CX U], all the jobs mentioned in the figure above would be present, run the jobs as per the
order mentioned in the figure below.

= - Logged in a5 "admin@10.0.5

File Protection il el
Server Time: Jul-14-2

Applications Filter:

Application Per Page:-_1 0

[=] SharePoint SHARE_126_SR

Job Description « Status | Source Host Source Directory Target Host Target Directory
Ci\Program CiWProgram
= . . Mot Files\InMage Files\InMage
|| sharepoint_farm_planned_failaver... v B SHARE_126_SR Syt SHARE_126_TGT cyataE AR S
Datadsharepoint Databsharepoint
CisProgram CiProgram
= ; : Mot FileshInMage Files\InMage
() ||sharepoint_farm_unplanned_failover., choai SHARE_126_TGT st SHARE_126_TGT Estein s
Dataysharepoint Dataysharepoint
< ; : Not Ci\Program Ci\Program
€) sharepoint_sql_plannedfailover,.. started SHARE_126_SR Files\InMage SHARE_126_TGT FilesiInMage
SystemshFailoveridata SystemnshFailoveridata
) A _ Nt C:Program C:WProgram
(O || sharepoint_sql_unplannedfailover... started,,, SHARE_126 TGT Files\InMage SHARE_126_TGT Files\InMage
SystemsiFailoveridata SystemsiFailoveridata
] C:\Program C:\Program
O sgl_consistency.., Running | SHARE_1Z6 SR FilesiInMage SHARE_126_TaT FilesiInMage
SystemshFailoveridata SystemshFailoveridata

Results 6-100f 10 << = 12 > ==

Stop Start Details Remove |

Figure 25:
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6.3 Planned failover through CLI

6.3.1 SQL Planned Failover through CLI

Step 1. Planned failover can be performed through CLI as well. Access the production database
server’s console and navigate to the InMage installation folder to issue the following
command

Application —failover —planned —app sql2005 —s <production SQL server
name> -t <target SQL server name> -builtin —tag NONE

-
A
-
& &
& &

) OUE 1o 0 e 1 e ho 1

Figure 26: Command on production database server

“!i"J Notes:

-nodnsfailover switch is added only when DNS failover is not required. Also, if this
switch is added to the failover command in source “-nodnsfailover” switch must be
added at the target side failover command

At the end of the output another command is displayed within the “important information” as
shown in the figure below. This command has to be executed from the target database server’s
console to complete SQL planned failover through CLIL

00 The actual tag to failover to is : FileSystem48884h5R

TMPORTANT THFEQORMA T T O30 00030 30 0630630 IoE-PE- - oo o B 0o o 10T 00 o o

Please run the following command on the Target Host to complete failover

Application.exe —failover —planned —app =ql2805 -z sql2kS5—source -t sgl2kh-targe
t —builtIln —tag FileSystem4BB884h58

-J0E-3ef-JoE - oo 3o e -3 JoE 30 - JoE-JoE-Jef -3 -Jef-Ju- o -eE-Jof o 3ef-JoE 3o -oE-JuE o -3 JeE-JoC-JE-aE-Jef - -Juf-JoE-Jef - -Jef - Jof - mf-JeE-JoC e -3uE-JeE -3 JeE-JeE-Jef -3 -Jef-Ju-Jef-IeE-Jof e -3nf-JeE-Ju-eE-JeE-Jef3mE-eE-Je- e -eE-Jef - Jut-ef-JoE- - B
weeelyccessfully finished failover at soupcesseoes

Figure 27:
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Step 2. Now switch to the target database server’s console, navigate to InMage installation folder
and issue the above mentioned command. This concludes planned failover through CLL

C:“Program Files“~InMage Systems*Application.exe —failover —-planned —app sgl2BA5
—=z sgl2kbh—source —t sqgl2kb—-target —builtIn —tag FileSystem48884h50

sql2kS—source IP address = 18.8.163.21

sgl2kh—target IF address = 18.8.163.22

Attempting to determine Uirtual Server Mame for host : sgl2kb-—source in case it’
s a clustered configuration

Dizcovering Databazes ...

*xxdd Attempting to read configuration file C:“Program Files-InMage Systems~Fai
oversDatassgl2kS—source_sgl_config.dat for database configuration

Dizcovering Uolumes ...

Dizcovering sql2005 volumes for the host: sgl2kS—source

HostHame= sql2kS—-source

Figure 28: Command issued on target database server to complete planned failover

“!'f) Notes:

For SQL 2000 the —app switch will be sql

For SQL 2008 the —app switch will be sq12008

To failover to an application tag or user defined consistency tag, append the command
with -tag <name of the tag> -tagtype <type of the tag>.

The tagtype for SQL Server 2000 is "SQL" and for SQL server 2008 it's "SQL2008".

The tag type for user defined tag is USERDEFINED.

The name of tag given should belong to the type of the tag specified.

If the tagtype is not mentioned, by default the FS tagtype is considered

6.3.2 SharePoint Farm Planned Failover Through CLI

To perform SharePoint Farm Planned Failover through CLI do the following;:

Step 1. Go to production application server console and navigate to InMage installation
path\filerep folder and issue command,

Spapp-exe --stopSourceFarm

Step 2: Go to DR application server (target application server) console and navigate to InMage
installation path\filerep folder and issue command,

spapp-exe --farmplannedfailover
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6.4 Un-Planned Failover through CLI

6.4.1 SQL Unplanned Failover through CLI

When the CX and the production servers are both down, then to perform an unplanned failover,
access the target database server’s console to issue the following command

Application —failover —unplanned —app sql2005 —s <production SQL server
name> -t <target SQL server name> -builtin —tag LATEST

¥] u-- -r CTAT

-
= =
= =

Figure 29:

“!f) Notes:

For SQL 2000 the —app switch will be sql

For SQL 2008 the —app switch will be sq12008

6.4.2 SharePoint Farm Unplanned Failover through CLI

To perform sharepoint farm unplanned failover do the following:

Step 1. Go to DR application server (target application server) console and navigate to InMage
installation path\ filerep folder and issue command,

spapp-exe -—-farmunplannedfailover
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7 Failback

To start the Failback process, follow the following steps:

Step 1. Go to DR Application Server (target application server) console and navigate to InMage

installation path filerep folder and issue the following command,
Spapp-exe --failback --rentention <Enter Retention Path>.

wProgram Files“InMage Systems“FileReplspapp.exe —failback ——retention H:x12au

etention path entered = H:»12au

oing to discover the servers in sharepoint farm

Figure 30

“!.f) Notes:

This failback is supported for non-clustered machines

Step 2. This starts the discovery wizard, click on “Next” to continue. This would take some time
to discover the application, web, and DB servers in the SharePoint setup.

Welcome to DR-Scout Sharepoint Configuration Wizard !
Sharepoint will be protected in 2 steps.
Step1: Discover and map target servers.

Step2: Identify and protect volumes and directories

—— .4 fo— |

Figure 31:
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Step 3. You would see a standalone server name and IP details (only one server name). Wizard
will also give the required details. Select the process server and click on “Next”.

PEjDrscout

=1 Servers [ 'Web Applications - m

- Gingle_Server 16ily_AFE

o web Servers atbZndtme

App_Setvers forssp
[ SOL_Servers new afFo ”
| SharePoint - 33865 &
| 1 5R Seconrwehsie | il
| il
& For each production server, enter corresponding DR server details: -5
Prod_Name | Prod_IP Role DR_Name DR_IP In case of SQL Cluster enter E

the Active nodelP adess
'? [shars 125 1t [i0012626 [single [SHARE_126_5R [l0012628 |—
-]
Fl Enter Active Node Name B
—
[ E
N |
F Discovery is complete _
T T T T TR T AT T

Figure 32:

Step 4. The configuration details are displayed in the next screen. You can click on “Back” to go
to the previous screen and make the necessary changes such as change the host name or IP
address. Click on “Next” to proceed to set replication pairs.
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Figure 33:
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Step 5. All the replication pairs will be set and would be displayed in the next screen. Click on
“Finish”.

o amd o

Figure 34:
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7.1 Planned Failback CX Ul

The Failback process can only be planned type.

To perform a Failback through CX UlI, start the FX jobs in the same sequence as in the picture
below. Ensure that you start the next job only when the previous FX job is successful.

Stepl:FXJob 1 Step 2: FXJob 2

(SQLPlanned —=| (Share Point Farm

Failback) Planned Failback)
Figure 35:

‘!LI’J Notes:

Ensure that you wait until each of the jobs successfully completes before starting the next job.

In the CX U], all the jobs mentioned in the figure above would be present, run the jobs as per the
order mentioned in the figure below.

File Protection

pplications Filter: | 2y

Application Per Page:|S
SharePoint_SHARE_126_SR

[OE]

SharePoint_share_126_tgt

Job Description & Status Source Host Source Direchory Target Host Target Directory
CiWPragram CihProgram
. | Mot FilestInMage FilesiInMage
O Eharepaoint_farm_planned_failback.. i SHARE_1Z2&_T&T Systems\application SHARE_12&_SR Systems\application
Crata‘sharepoint Crata\sharepoint
. Mot CiyWProgram Ci\Program
(@) sharepaoint_zql_plannedfailback... crarted,, SHARE_128 TGT Files\InMage SHARE_126_SR FilzshInMage
SestemsiFailoveridata SestemsiFailoveridata
Mot C\Program Cr\Program
O sql_consistency... crarted,,, SHARE_128 TS&T Files\InMage SHARE_126_SR FilzstInMage
SystemsiFailoveridata SystemsiFailoveridata

Results 6-8 of 8 << <12 = ==

Stop Start Details Remaove

Figure 36:
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7.2 Planned Failback through CLI

7.2.1 SQL Failback through CLI

Step 1. Failback can be performed through CLI as well. Access the DR Database Server console
and navigate to the InMage installation folder to issue the following command

Application —failback —planned —app sql2005 —s < DR SQL server name> -t
<Production SQL server name> -builtin —tag NONE

C:“Program Files“InMage Systemsz>*Application.exe —failback —-planned —app =gql2B@5
—s share_126_tgt —t share_126_sy —builtin —tag NOHNE

Command Line: Application.exe —failback —planned —app sglZ@@% —s share_ 126 _tgt
t share_126_sy —builtin —tag NONE

Running under the user: APP.DEUXSRU.NEI“administrator

Local Machine Mame is : SHARE_126_TGT

Process ID: 2336

Attempting to determine 8QL UVirtual Server name for host - share_126_tgt in case

Figure 37: Command on DR database server

“!f) Notes:

-nodnsfailover switch is added only when DNS failover is not required. Also, if this
switch is added to the failover command in source “-nodnsfailover” switch must be
added at the target side failover command

At the end of the output another command is displayed within the “important information” as
shown in the figure below. This command has to be executed from the source database server’s
console to complete SQL failback through CLI.

**%%*% The actual tag to failover to iz : File
"#IMPORTANT INFORMATION®®
run the following command on the Target Host to complete failower

Application.exe -failback -planned -app sqgli005 -5 share lZ6_tgt -t share 1 sr -builcIn -tag Fil

Figure 38:
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Step 2. Now switch to the production database server’s console, navigate to InMage installation
folder and issue the above mentioned command. This concludes planned failover through
CLIL

application. exe
niltin -ta

ghare_ lzZ6_tgt

of JHARE_ 12 fromC:Program

ont

Figure 39: Command issued on Production database server to complete Failback

“!i"J Notes:

For SQL 2000 the —app switch will be sql
For SQL 2008 the —app switch will be sq12008

To failover to an application tag or user defined consistency tag, append the command with -tag
<name of the tag> -tagtype <type of the tag>.

The tagtype for SQL Server 2000 is "SQL" and for SQL server 2008 it's "SQL2008".
The tag type for user defined tag is USERDEFINED.

The name of tag given should belong to the type of the tag specified.

If the tagtype is not mentioned, by default the FS tagtype is considered

7.2.2 SharePoint Farm Failback through CLI

Step 1. To perform SharePoint Farm Planned Failover through CLI do the following:
Step 2. Go to DR application server console and navigate to InMage installation path\ filerep
folder and issue command,

Spapp-exe --stopSourceFarm

Step 3. Go to Production application server (source application server) console and navigate to
InMage installation path\filerep folder and issue command,
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spapp-exe --farmplannedfailback

8 Trouble shooting

8.1 SAQL Consistency Jobs are failing
Symptom: On CX UI SQL consistency FX jobs are failing.

Solution:

e Check that the SQL VSS writer services are running on the source.

e Rarely VACP tags do fail, to overcome this delete the
“HKLM\Software\Microsoft\EventSystem\ {26c409cc-ae86-11d1-b616-
00805£c79216\Subscriptions” key from the registry of the production server (where VACP is
being used) and reboot the system

e Ensure the service “SQL VSS writers” is up and running, else VACP tags fail. Also ensure
that the service “SQL server VSS writer” is set to start automatically.

e Ensure that SQL browser services are up and running on the production database server.

While using Symantec antivirus Ver 10.0.100, always install SAV 10.0 Maintenance Patch 1, else
vacp fails

‘!LI) Notes:

Rarely VACP tags do fail, to overcome this delete the
“HKLM\Software\Microsoft\EventSystem\ {26c409cc-ae86-11d1-b616-
00805fc79216}\Subscriptions” key from the registry of the production server (where VACP is
being used) and reboot the system

Ensure the service “SQL VSS writers” is up and running, else VACP tags fail. Also ensure that
the service “SQL server VSS writer” is set to start automatically.

While using Symantec antivirus Ver 10.0.100, always install SAV 10.0 Maintenance Patch 1,
else vacp fails

8.2 FXjobs stuck

Symptom: FX jobs are stuck at “not started state”
Solution: Restart the FX service on the respective production and DR servers
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8.3 Service not available

Symptom: When trying to access a web site you would see a message saying that service is
not available.

Solution:

o  Check the application pool under which this web site is served.

e C(Click “My Computer”, Right click and select Manage”.

¢ Go to “Applications Services->IIS ->Application Pools”

e If the application pool is stopped with an error, check that the User under which the failover
is executed is part of the IIS_WPG group.

e If the user is not part of the I[IS_WPG group, make it part of the IIS_WPG group and restart
the application pool.

8.4 1ISis failing to start

Symptom: IIS is not started and attempts to restart also fails

G WINDOWS ~system3d2ninetsruriisreset Arestart

Attempting stop...
Internet zervices successfully stopped
Attempting start...

Restart attempt failed.
IIS Admin Service or a service dependent on IIS Admin is not active. It most 1i
kely failed to start. which may mean that it's dizabled.

C\WINDOWE~systemd2~inetspu >
Figure 40:

e Re start the service “IIS Admin service” in the services.

o If service fails to start, then look for a process called inetinfo.exe using Task Manager. Kill
the inetinfo.exe process and start the IIS Admin service from the services.

e  Start the service “IIS Admin service” in the services.

Start the IIS with the command
iisrestart /restart
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8.5 Sql consistency jobs failing

Symptom: SQL consistency job is failing with the following error messages

Discovering Databases:

Instance Name: TGTSTAND32BIT

Connecting to server TGTSTAND32BIT Discovering Volumes:
Discovering sql2005 volumes for the host: tgtstand32bit
HostName= tgtstand32bit

File path: e:\microsoft sqgl

server\mssqgl . 1\mssql\data\sharepoint_admincontent_ f3eb3a06-d88b-
4d4b-aele-8ae9e25c9a00.mdf abspath= \\tgtstand32bit\e$\microsoft

sql server\mssqgl.l1\mssqgl\data\sharepoint_admincontent_ f3eb3a06-
d88b-4d4b-aeOe-8ae9e25¢c9a00.mdT

GetVolumePathName failed Error= 2  HostName=tgtstand32bit
Failed to discover the SQL volumes for the host: tgtstand32bit

Failed to discover volumes for one or more hosts:
Directory: C:\Program Files\InMage Systems\Failover\Mssql already
existed

To resolve the above errors share the production database drive.

8.6 Replication not Getting deleted after Failover

Start the svagents service on the target machine if the services are in stopped state.

8.7 After Failover Trying to Access Central Admin Other Than Application
Server

During failback, to access central administrator Ul, replace the source server name with target
server name in the URL

8.8 FXJob Failing

Symptom: FX jobs failed with exit code 23 with the below error messages
Solution: Restart the FX service in the particular machine where the above error is occurring.
8.9 Unable to access Central Admin and Web Site after failover

Symptom: After failover form application server if you are not able to access central admin with
Internet Explorer with valid credentials.

Solution: Access central admin and web site using other web browsers like Firefox.
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