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Conventions

Keywords, command buttons and other such fields are enclosed in “ “ while being bold (for

example, to denote “Next” is used).

Inputs for commands and Variables are shown in Italics
File names and paths are shown in bold

Commands are shown in Courier new font

Optional keywords and arguments are enclosed within [ ].

“!l) Notes:

Contain suggestions or tips.

\l/ Caution:

Contains critical information

Purpose of the document

This document will attempt to uncover Oracle Database support for UNIX-based platforms.

Supported OS & Database configurations

e Solaris 8,9, and 10 on sparc machines

e Solaris 10 on x86 64 bit machines.

e Oracle database 10g and oracle database 11g.

Before you begin

e VXagent installed on production and DR servers

e FXagents are installed on production and DR servers

e (Xserver is up and running

e All agents are pointed to the same CX server with valid licenses

o The database volume should be mounted on the same mount point for both source and target
host (for example, “/u01/db1”).

e Oracle is installed on both source and target servers and oracle is running on source
production server.

e If the Oracle database was not created through dbca (database configuration assistant) then
add an entry (e.g., SID,ORACLE HOME in ”/var/opt/oracle/oratab” on target host).



1 Introduction to the Solution

This document is divided into three major sections

Protect
This section explains how to protect oracle and the steps involved. Oracle is protected in three
steps

The first step in protecting Oracle is to perform Oracle Discovery. This is done through the
command line of the production machine (source host). Discovery is performed whenever a new
data base or a database volume is added to oracle. Discovery lists all the volumes that are to be
protected.

Protect | | Failover | | Failback
eDiscovering oracle volumes ePlanned failover eQOracle Discovery
*\/Xreplication eUnplanned Failover eReverse replication
eQOracle Consistency ePlanned failover
sDiscovering replication

details
Figure 1

VX replication
All the discovered volumes are replicated to the DR Oracle server

Oracle Consistency
Consistency tags are issued on the production volume at regular intervals

Discovering replication details
All information required to perform an unplanned failover is collected from the source on a daily
basis and backed up to the target host through a single FX job.

Failover

A Failover is performed when there is an outage on the production server. If the outage is
expected then a planned failover is performed. For unexpected failover an unplanned failover is
performed. Each of them can be performed through CLI or CX UL

Failback

A failback is performed once the production server has recovered from the outage and is ready to
resume its operations. To perform a failback a reverse replication is set from DR oracle Server to
Production server and then a planned failover is performed.



2 Protecting Oracle

Oracle is protected in three steps, the first of them being Oracle Discovery followed by VX
replication and Oracle Consistency.

VX replication
*When deploying for *FX job for Oracle

4

the first time - - Discovery
«When a DB is added *Replicate Discovered
. volumes
*Whena Volume is
aded
- p .
Oracle

Discovery Consistency

Figure 2

2.1 Discovering Oracle volumes

Enterprise databases like oracle usually span over multiple volumes. To get a list of volumes
being used by oracle, access the console of the source host and navigate to the VX agent
installation folder and change the directory to “scripts”.

Then run the “application.sh” script, the syntax is:

./application.sh —a oracle —h <ORACLE_HOME> -C <ORACLE_SID> -uU <
ORACLE_OS_USER>

The below picture shows the output for oracle discovery

[root@oral scripts]# ./application.sh -a oracle -h forahome/product/10.2.0/db_1/
-c hyd -u oracle

Oracle_home = /forahome/product/10.2.0/db_1/

Oracle_sid = hyd

ORACLE_USER = oracle

Verifying Database......

hyd using following filesystems...

Joraarch » Volume to be replicated
Daflabase hyd in begin backup mode....

Database altered.
Tag:oracle_20080611203125
Generating VACP tag for the below file systems...

T : tlon O : & £ tloe lal £31 &

Figure 3



Where

ORACLE_home: Oracle home directory
ORACLE_SID : Oracle instance name
ORACLE_OS_USER: Oracle user name

2.2 Protecting Oracle Volumes
All discovered volumes are replicated to the DR server.

Step 1. Setup a replication pair for the volumes shown in the above step. Since there are two
volumes that oracle is using, we replicate both the volumes to the remote site. Login to the
CX UL click on Volume protection and select the source volume and click on “Start
Replication”

Volume Protection: Source Site

Logged in as 'admin’' - Logout

Source | Target

Protected Drives

Server Pri Volume FS Application
Primary Drives
ORA2
= ora1
Server Pri Volume Fs Application Capacity|
® ORA1L Jaraarch ext3 Unknown 85899
[® ORA1L Jarzheme ext3 Unkngwn 75161
Start Replication Reset

Figure 4: Selecting first source volume

Step 2. Select the target volume and scroll down to set the “Replication Options”

Host: ORA1
Drive: /dev/mapper/vol00-oraarch

Capacity: 8585934592

Select a target WAN valume

WAN Server Volume
EI ORAZ
{o‘“ ORAZ Jfarazrch
(e ORAZ forzheme
ORA1

Figure 5: Selecting target volume



Step 3. All the process servers pointed to the CX server are listed here, you may choose a desired
process server which will handle all the offload activities specific to this replication pairs. For
better scalability you may point more process servers to the CX server. Select the process
server and scroll down to set the “Replication Options”

Process Server

Select Procass Server Number of Pair Configured

ITGTRSUZ-64.inmage.in(10,0.164.73]
wZk3-32PPS(10.0.227.227)
SRSUZ-64.inmage.in(10,0.248,73) 2

Figure 6

Step 4. Encryption and compression are optional. “CDP retention option” however needs to be
enabled then click on “Submit”

Replication Options
|_ Secure transport from Source to InMage CX
[Tl  Secure transport from Indage CX to destination

¥ | Use Fast resync instead of off-load resync algorithm

Use compression: IEX Ea_SEd CDmprE_SS_iCln _j‘_l
[Owverrides existing 1-M replication pairs)

Add to volume consistency group: I_NEW Yalume Group ;l
CDP Retention

Enable COP Retention option

Automatic Resync Optons

Start between hours |1 8 T IDD | and IB 2 IDD after waiting |3E|
minutes. [All imes are local to CX)

Submit | Cancel Reset

Figure 7: Enable CDP retention option



Step 5. Define the retention policy in the next screen and click on “Submit”.

Volume Protection: Retention Options
Logged in as 'admin’ - Logout

Pair Datails
Server Pri Volume Remote Server Volume

ORA1 [dev/mapper/vel00-oraarch ORAZ /dew/mapper/veld0-craarch

Ratention Logging Palicy

Retention Policy Roll-backward
Retention Log Size 0.00 (MB) Current Retention Log Size 0.00 (MB)
Unused Space 256.00 (MB)

Retain changes upto |255 I MB 'I (Cannot be less then 256 MB)
Retain changes upto the (time) I (Days) I (hrs.)

® "
On insufficient disk space Fopre s R A

o Pause differentials

/orahome (Eg:- K:\log_data)

Log data directory
forahome drive is suggested for storing rollback log files.

‘Configure Threshold for Alerts

Alert when disk space utilization reaches IED %

Submit Cancel

Figure 8: Define retention policy

Step 6. Repeat the same process for the other volume and wait until both the replication pairs
enter “Differential Sync”

Protection Status

Logged in as 'admin’ - Logout Server Time: Jun-9-2008 16:54:40

Volume Protection Status

G HEmE s Diffarentials Resync Resync | View
Server Valume. Group Transit Stepl | Transit Step2 i R RPO Status | et
(MB) (MB) prag =
ORAI->ORAZ s el o 263 0.02 N/A £.35 minutss D'W;"_f";“' NO

/dev/mapper/vol00-oraarch | /dev/mapper/vol00-oraarch

Figure 9:




2.3 Discovering replication details

Step 1. Once the replication pair reaches “Differential Sync”, setup a single FX job to discover
replication details on a daily basis. The objective of this is to ensure that all the required
details are present on the target host to perform an unplanned failover when required. While
remaining on the CX UI, click on “File Protection” and then click on “New Job Group
Wizard”. You should see the File Protection screen as shown below.

File Protection

Replication Jobs

Target Directory

@ | Applicati s Target
=, pplication ource - arge
[:I: Name Host Bouicelliveciony Host

Mo jobs sdded per

Cancel

add Job

Figure 10

Step 2. Enter the “Application Name” and “Job Description” then select the source and target
hosts. Select the FX template as “Oracle (Unix/Linux) Discovery” and click on “Next” to

continue
File Protection Wizard: Replication Pair
Replication Hosts
ovicston e
Job Description: |iszovering replivation details
Source Destination
Host Host
(%) | ORA1 [Unix] ) | ORA1 [Unix]
) | ORAZ [Unix] (%) | ORAZ [Unix]
Directory Directory
I I
| Dracle(UnissLinus) Discovery =l
Mext -> Cancel
Figure 11
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Step 3. You should now see the FX “Job Options” screen, scroll down to fill up the “pre
execution script pathname”. Most of the script is filled up, you will need to enter the oracle
user name, oracle home and oracle SID as indicated.

“[usr/local/InMage/Vx/scripts/application.sh -a oracle -discover -u <ORACLE_USER_NAME> -h
<ORACLE_HOME> -c <ORACLE_SID>"

Similarly enter the oracle SID for the “post execution script pathname (destination)”, click on
“Finish” to continue.

“[usr/local/InMage/Vx/scripts/oracletargetdiscovery.sh <ORACLE_SID>"

CPII throttle Tsource |U

Send RPO alert ifIEl minutes passed

Send E-mail alert if|5 minutes passed withoutjob progress

Pre execution script pathnam el.ﬂ.lsr.ﬂocal.l’ln bdzgefiizeriptsfapplication.sh -a oracle discowve

Post edecution script pathnamel

Pre execution script pathname (destination)l

Post exacution script pathname (destinatio n)l.ﬂ.lsr.ﬂocal.l’ln hdzgefizeriptsfioraclatargatdiscovery . sh < 0RA

Catch All job modiﬁerl For power users only

<- Back Finish -= Cancel

Figure 12

Step 4. The next screen opens up, this FX job is set to run once a day and you may change this by
clicking on the “Set Schedule” command button. Click on “Finish” to save the job

File Protection

Group Schedule
Schedule Type Schedule Time
Run Every 1 Day

=et Schedule

Replication Jobs

[:g__ Application

N Source Host Source Directory Target Host Target Directory
Run order 1
: » fusrflocaliInMage ) iy fusrflocsliInMage
o Clecle ORA1 [Unix] Aduffailover_datal Bl [lUnfe] Mnsffailover_datal
Dretails Remove Cancel
Add Job
Finish
Figure 13
-
“\I’J Notes:

We recommend that you run this job manually as soon as you configure it.
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2.4 Consistency

Issuing consistency tags on the production volume is vital to a successful recovery. Under

unexpected outages, the DR server will be recovered to a latest consistent point. Issuing a

consistency tag regularly minimizes data loss.

Step 1. Once the above replication pair enters “Differential Sync”, proceed to setup a
consistency job. Open the CX Ul, and then click on “File Protection-> New Job Group

Wizard”

File Protection

Logged in as 'admin’' - Logout

Applications

Na Replication Applications To Display

Application Per Page:l 5

Mew Job Group Wizard

Manage Templates

Filter: IAuplicaiiUn Mame 'I

Figure 14

Step 2. The next screen opens up, click on “Add Job” to continue

File Protection

Replication Jobs

[:ﬂ_ Application
[ Name

No jobs added yet

Logged in as 'admin’ - Logout

Group Schedule

Schedule Type Schedule Time
No schedule set

Set Schedule

Source Target

Host Source Directory Host Target Directory

Cancel

Add Job

Figure 15
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Step 3. The FX replication pair screen opens up as shown below. Enter the “Application name”,
“Job description” then select the production Oracle server for “source” and DR Oracle server
for “Destination”. From the drop down menu, select the FX template as “Oracle (UNIX)
Consistency”. Then click on “Next”

File Protection Wizard: Replication Pair

Logged in as 'admin’ - Logout

Replication Hosts

Application Name: IOIEIC|E

Job Description: |C0nsistency
Source Destination
Host Host
(% | ORA1 [Unix] O | ORAL [Unix]
) | ORAZ [Unix] {® | ORAZ [Unix]
Directory Directory
| |
Oracle{UNIX) Consistency |
Next -= Cancel

Figure 16

Step 4. FX job Options screen opens up, scroll down to “Miscellaneous Options” to fill up the
pre script

Send REC aIErtiFID minutes passed

Send E-mail alert iF|5 minutes passed without jeb progress

Bre exscution script pathng| el:n.sh -3 oracle -+ Jorahome/product/10.2.0/db_1 < hyd -u oracle

Post execution script pathn

Pre execution script pathname ::cestinaticn:il

Post execution script pathname :::estinaticn:il

Catch &ll job rnc:iﬁerl for power users only

<- Back Finish -= Cancel

Figure 17

Syntax:

/usr/local/InMage/Vx/scripts/application.sh -a oracle -h <ORACLE_HOME>
—-C <ORACLE_SID> -U <ORACLE_OS_USER>

Then click on “Finish” to proceed to the next step

13



Step 5. You will be returned to one of the previous screens with all the values filled up, by
default the consistency job is scheduled to run every fifteen minutes. To change the
frequency of execution, click on “Set Schedule”. Click on “Finish” to save the job.

File Protection

Logged in as 'admin’ - Logout

‘Group Schedule
Schedule Type Schedule Time

Run Every 15 Minutes

Set Schedule

Replication Jobs

14, Application | Source - Target .
[:u_ Nama Hast Source Diractory Host Target Directory
Run order 1
i Oracle ORAL | Jusr/local/InMage/vx/failover_data/ | ORAZ | [usrlocal/InMage/vx/failover_data/
Details Remove Cancel
Add Job
Finish

Figure 18



3 Failover

3.1 Planned Failover through CX Ul

A planned failover is preferred either to test the setup or when an outage is expected (for
example, a mock drill).

Step 1. A planned failover can be performed either through CX Ul or CLI. To perform a planned
failover through CX U], setup a single FX job with the pre defined template.
Open the CX U], click on “File Protection -> New Job Group Wizard”,

File Protection

Logged in as 'admin’ - Logout

Applications

Application Per PagE:IE
Oracle

Displaying 1 to 1 (of 1 Applications)
New Job Group Wizard

Manage Templates

Figure 19

Step 2. The next screen opens up, click on “Add Job” to proceed

File Protection

Logged in as ‘'admin’ - Logout

Group Schadule
Schedule Type Schedule Time
No schedule set

Set Schedule

Replication Jobs

[:ﬂ_ Application Source Target
]

Hame Hast Source Directory Host Target Directory

No jobs sdded et

Cancel

Add Job

Figure 20

15



Step 3. Enter the “Application Name”, “Job Description” and then select the production Oracle
server for “Source” and DR Oracle server for “Destination”. Select the FX template as
“Oracle(UNIX) Planned Failover”. Click on “Next” to proceed.

File Protection Wizard: Replication Pair

Logged in as 'admin’ - Logout

Replication Hosts

Application Name: IOIT:|C|B

Job Dascription: ||3Ianned failover

Source Dastination
Host Host
® | ORA1L [Unix] O | ORAL [Unix]
) | ORAZ [Unix] & | ORAZ [Unix]
Directory Directory
I |
Oracle{lUNIX) Planned Failover j

MNext -= Cancel

Figure 21

Step 4. The FX job Options page opens up, scroll down to “Miscellaneous Options” to edit the
source pre script and target post script

T
Send E-mailalertiflf} ; a

- M i hH -

Pre execution script pathn

elfusrflocal,-’lnMageWscriptsfapplication.sh -a oracle + Jorahome

Past exscution script path

Pre swecutien script pathname [destinatio |

Post executien script pathname [destinati

nj:l:nduct,-"l 0.20/db_1 chyd - oracle 4+ My_Tag -planned Failover

Catch All job mc:iﬁerl for power users only

<- Back Finigsh -= Cancel

Figure 22
Source pre script

/usr/local/InMage/Vx/scripts/application.sh -a oracle -h <ORACLE_HOME>
—C <ORACLE_SID> -U <ORACLE_OS_USER> -t <name of atag> -planned

Target post script
/usr/local/InMage/Vx/scripts/application.sh -a oracle -h <ORACLE_HOME>
-U <ORACLE_OS_USER> -t <name of the same tag as given above> —-planned —failover

Then click on “Finish”

16



Step 5. The next screen opens up, the job is set to “Run On Demand”. You may choose to
change this if desired. Click on “Finish” to save the job.

File Protection

Logged in as 'admin’ - Logout

Group Schedule

Schedule Type Schedule Time

Once At On Demand
Set Schedule
Replication Jobs

[:ﬂ_ Application | Source
]

. Target R
Name Hast Source Directory Host Target Directory
Rur order 1
[al Cracle ORAL | Jusr/local/InMage/vx/failover_data/ | ORAZ | Jusr/lacal/InMage/vx/failover_data/
Cetails || Remove || Cancel ||
Add Job
Finish
Figure 23

Step 6. To start the job, click on “File Protection” then select the job and click on “Start”. The job
completes indicating that the planned failover is complete.

File Protection

Logged in as "admin’ - Logout
Applications Filter: E
Application Par Pagef5 |
= orace
) Source ) Target )
Job Description Status Hoat™® | Source Directory forGet | Target Directary
& planned failover...

Not started... | ORAL | /usr/lecal/InMage/vx/failover_data/ | ORAZ | /usr/local/InMage/Vix/failov

Results 1-10f1 << <1 > >>

Stop || Start ” Details || Remove ‘l

Displaying 1 to 1 (of 1 Applications)

New Job Group Wizard

Manage Templates

Figure 24

‘!'l) Notes:

Ensure that you stop Consistency and Discovery jobs after failover, else they will fail
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3.2 Planned Failover through CLI

Step 1. Access the source console and then issue the command
./application.sh —a oracle —h <ORACLE_HOME > -C <ORACLE_SID > -U <
ORACLE_OS_USER > -t <name of the tag> -planned

Step 2. The result of this command shows another command that is to be executed on the target

to complete the failover

[root@oral scripts]# ./application.sh -a oracle -h /forahome/product/10.2.0/db_1/
-c¢ hyd -u oracle -t "My_Tag" -planned

Oracle_home = forahome/product/10.2.0/db_1/

Oracle_sid = hyd

ORACLE _USER = oracle

Verifying Database......

hyd using following filesystems...

Joraarch
Figure 25:

B e R T R
#H#H

Tag -planned -failowver

R e R e A A A R A e A A R A A e R A A

HEHY

application.sh -a oracle -h forahome/product/10.2.0/db_1/ -c¢ hyd -u oracle -t My_|
I

Figure 26

Step 3. Copy the command shown in the previous step and issue it on the target console, this
completes planned failover through console

[rootBora2 scripts]# ./application.sh -a oracle -h forahome/product/10.2.0/db_1/
-c hyd -u oracle -t My_Tag -planned -failover

Joraarch /dev/mapper/vol00-oraarch

Checking the Consistency Tag Status on target.....
Stopping Vx agent....

InMage VX Agent daemon is running...

Stopping InMage VX Agent daemon ...

All VX¥-related processes are successfully terminated!

Figure 27:
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3.3 Unplanned Failover through CX Ul

Unplanned failover is performed if an outage is unexpected or if the production oracle server is
down. To perform an unplanned failover, at least one consistency tag is required on the DR
Oracle server.

Step 1. Similar to setting up a planned failover through CX Ul, setup a single FXjob for
unplanned failover. Enter the “Application Name”, “Job Description” and then select the
production Oracle server for Source and DR Oracle server for Destination, then select the FX

template as “Oracle (UNIX) Unplanned Failover”. Click on “Next” to continue

File Protection Wizard: Replication Pair
Logged in as 'admin’ - Logout
Replication Hosts
Application Name: IOIEIC|E
Job Description: IUananned Failover
Source Destination
Host Host
(% | ORA1L [Unix] ) | ORAL [Unix]
{7 | ORAZ [Unix] & | ORAZ [Unix]
Directory Directory
|O|T:|cle[UNIX} Unplanned Failover j
Next -> Cancel
Figure 28

Step 2. The FX job Options screen opens up, scroll down to “Miscellaneous Options” to edit the
target post script as marked in the picture below.

Pre executicn script pathnamel

Post execution script pathnamel

Pre executien script pathname ::cestinaticn:il

Post execution script pathname [desti aticnj:lu:umefproductﬂ 0.20/db_1 - hyd -uoracle unplanned failover

Catch 2ll job mcciﬁer' for power users only

«<- Back Finish -= Cancel

Figure 29

/usr/local/InMage/Vx/scripts/application.sh -a oracle -h
<ORACLE_HOME> -C  <ORACLE_SID > -U < ORACLE_OS_USER > -unplanned -
failover

19



Step 3. The next screen opens up, click on “Finish” to save the job. And Start the job to perform

an unplanned failover through CX UL

File Protection
Logged in as 'admin’ - Logout
Group Schedule
Schedule Type Schedule Time

Once At On Demand

Set Schedule

Replication Jobs

(4 Application | Source = Target "
[:ﬂ_ Hama Hast Source Directory Host Target Directory
Run order 1
O Oracle ORAL | fusr/local/InMage/vx/failover_data/  ORAZ | jusr/local/InMage/vx/failover_data/
Details Remove Cancel
Add Job
Finish
Figure 30

3.4 Unplanned failover through CLI

To perform an unplanned failover through CLI, access the DR Oracle server’s console. Then
navigate to the “scripts” directory under VX agent installation directory to issue the following

command

./application.sh —a oracle —h <ORACLE_HOME> -C <ORACLE_SID> -uU
<ORACLE_OS_USER> -unplanned -failover

[rootBora? scripts]# ./application.sh -a oracle -h forahome/product/10.2.0/db_1/
-¢ hyd -u oracle -unplanned -failewver

Joraarch /dev/mapper/vol00-oraarch /dev/mapper/vol0O0-oraarch
Checking the Consistency Tag Status on target.....

Stopping Vx agent....

InMage VX Agent daemon is running...

Etupping InMage VX Agent daemon ...

Figure 31
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4 Failback

A failback is performed in three steps

Discovery

Reverse replication and
Planned failover

- ~ -~ ~ - ~
| Discovery | Reverse replication | Planned failover
*To discovery all *Setfrom DR server to *Setthe FX job to
volumes Production server to perform aplanned
update the production failover
server with all data
changes during the
outage.
s . vy A
Figure 32

To perform a failback, Oracle Discovery command is executed on the DR server. The DR server
will now act as the source for the replication pair. Once the discovery is complete, proceed to
setup reverse replication. i.e. from DR server to production server.

Once the production server is back online, all the data changes occurred on the DR server needs
to be updated on the production server. To achieve this, set a reverse replication from DR server
to the production server.

Once the replication is reaches “Differential Sync”, proceed to perform a planned failover as
described in Planned Failover through CX Ul on page 15.

21



4.1 Oracle Discovery

To get a list of volumes being used by oracle, access the console of the original target host and
navigate to the scripts folder under the VX agent installation folder.

Then run the “application.sh” script, the syntax is:

./application.sh —a oracle —h <ORACLE_HOME> -C <ORACLE_SID> -uU
<ORACLE_OS_USER>

The below picture shows the output for oracle discovery

[root@oral2 scripts]# ./application.sh -a oracle -h forahome/product/10.2.0/db_1/
-c¢ hyd -u oracle

Oracle_home = /forahome/product/10.2.0/db_1/

Oracle_sid = hyd

ORACLE_USER = oracle

Verifying Database......

hyd using following filesystems...

Joraarch | <€ Volume to be replicated

sl [)3 tabase hyd in begin backup mode....
Database altered.

Tag:oracle_20080612185835

Generating VACP tag for the below file systems...

Figure 33
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4.2 Reverse replication

Set a reverse VX replication. i.e. from DR Oracle server to production Oracle server to update all
the production oracle server with all the data changes occurred during the outage.

Protection Status
I e T Server Time: Jun-10-2008 09:13:17
Volume Pratection Status
Resyncs 1 Resync In
Server Volume Group Transit Stapi Transit Step2 Differentials | o\ orooress rRPO Stat S |
Left (MB) Required | Details
(MB) (MB)
P dew/mapper/vel00-araarch | . , . Resyncing [Step v
ORAZ->ORAL Coes i Welums ferazrch o o o 0% o 5 VES

4.3 Planned failover

To perform a failback through the CX U, setup an FXjob.

Select the DR Oracle server as “source” and the production Oracle server as the “Destination”.

Then select the FX template as “Oracle(UNIX) Planned Failover”. The rest of the process is
similar to a planned failover as described in the section Planned Failover through CX Ul on page

15.

File Protection Wizard: Replication Pair

Logged in as 'admin’ - Logout

Replication Hosts

Application Name: IOmcIe

Job Description: IFEIi"JEle
Source Destination
Host Host

{0 | ORAL [Unix] {% | ORAL [Unix]

& | ORAZ [Unix] {0 | ORAZ [Unix]

Directory Directory

QOracle{UNI¥) Planned Failover j

Mext - Cancel

Figure 35

Once the FX job is complete, a failback is completed. You will have to set up the replication pair

again to protect the production Oracle server
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5 Protecting Oracle database running on Solaris Zones

5.1 Introduction to the solution

This section of the document describes steps involved in protecting and recovering Oracle
running on Solaris Zones. The protect section contains four sequential steps.

Prepare: The VX install location is exported to the Solaris zones. By doing this the scripts on the
VX install location are available on each of the zones. These scripts are used just before issuing
the vacp consistency tag.

Discover: This step is performed to identify the file systems that are to be replicated.

Replicate: The discovered file systems, zone data are replicated through the CX UL

Consistency: Vacp tags are issued on the production volumes at regular intervals through a
single FX job.

Protect | | Recover
» Prepare: Export VX install location to » Rollback replication pairs
all zones * Recover Zones

* Discover: Discover zones

* Replicate: Replicate zone data, zone
configuration and Oracle database

» Consistency tags through FX job

Figure 36

Recover

Recovery is achieved in two steps as shown in the picture above. You will first need to rollback
the replicated volumes to a desired consistent point, preferably the latest consistency point. The
zone data is now present on the DR server (target machine). You may active the zone through the
command line as explained in the Recovering zones section on page 29
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5.2 Protect

5.2.1 Prepare

Login to the production server’s base operating system and use the “zoneadm list -cv” command
to get the list of zones. Then navigate to the “<vX install path>/scripts/zones” to run the
“inmage_zones_config.sh” script. You should be prompted to reboot the zones, hit Y to reboot
the zones. This will export the VX agent install path to each of the zones.

bnet found in net

ehooting
no watching subnet found in net

Figure 37

5.2.2 Discover Solaris Zones

There can be multiple zones running on a physical Solaris machine. A typical zone consists of
directories, file systems, partitions or a combination of them exported directly to the zones. You
can find out the resources used a zone through the following command

#zonecfg -z <ZONE-NAME> export

Figure 38
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5.2.3 Replicate Solaris zones / Database

Switch to the CX Ul and replicate the source volumes with CDP retention enabled. The
replication pair starts from “Resync step 1” and then moved to “Resync step 2” before reaching
“Differential Sync”. Move to the next section to set a consistency job.

Protection Status Logged in as ‘admin@10.0.1.13" - Logout
Server Time: Aug-3-2009 17:03:50
25 Falts | page [i | of 1
¥Yolume Protection Status
Resynes In Resync In Differentials Left (MB) e || oot
Server Volume TransitStepl | Transit Step2 Resync progress RPO Status e || R
(MB) (MB) On CH-PS On Target q
JZONE ->
QS010645R203175->QE010645R203LET | /dev/dsk ] 0 0 ] NFA 0.35 minutes Diffe rentisl Sync HO 0
fe1tzdoso
/Oracle1 -
QS8010645R203175->QE010645R2031ET | /dev/dsk ] 0 0 ] N/A 0.42 minutes Diffe rentizl Sync MO +
Je1t2dosa
Figure 39

5.2.4 Consistency tags

Switch to the “File Protection” screen to set a single FX job to automate issuing consistency tags
on all the production volumes. Click “File Protection -> New Job Group Wizard ->Add Job”.

Enter the name of the application, job description and Source and Destination directory as “<vx
installation directory>/failover_data”. Click “Next” to continue.

File Protection Wizard: Replication Pair

Replication Hosts

::::iec:ation IZoneConsistency
Job Description: Ifot ZoneConsistency
Source Destination
Host Host
*  QSO10645RZ0317S [UnivfLlinus] 0 QS010645R203175 [UnixfLinus]
© QSO10645R2Z031ET [UniviLinus] % QSO10645RZ0318T [UnixfLinus]
Directory Directory

I.ILlsr.ﬂocaI.l’In hdagefdiafailover_datal I.ﬂ.lsl.l'local.l’ln hdages i Kailower_datar

I Template not selacted j

Mext -= Cancel

Figure 40
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The Job Options screen appears, scroll down to Miscellaneous Options to enter the pre-script as
“lusr/local/InMage/Vx/scripts/zones/zonesconsistency.sh”

20 K E R O

0

Limit bandwidth ta [0

KBis

Pull data from source to target

CPU throttle (source) IEI

Send RPO alert ifID minutes passead

Create tempaorary files in: I

Do not cross filasystem boundaries

IO timeoutin seconds: ISBUD

Specify port number to use: |8?4

Send E-mail alart if|5 minutes passed withautjob progress

Miscellaneous Options

Push data from source to target (implies lawer CPU load an source)

Pre execution script pathna mel.ltlsr.ﬂocal.l’ln hagefifseripts/zonesizonesconsistency.sh

Post execution script pathnamel

Pre execution script pathname (destination)l

Post execution script pathname (destination)l

Catch all job modiﬁerl For povear users only

<- Back

Subrnit

Cancel

Figure 41

Click “Submit” to continue to the next screen. Schedule the job to run every half hour

Application

ZoneConsistency

ZoneConsistency

Fila Protection Status
Filter Job Description
Submit
Select
Clear
] for ZoneConsiste. ..
] for ZoneGonsiste, ..
] for ZoneCaonsista, .

ZoneConsistancy

=

Status

Select

Mot started..,

Completed

Complatsd

Source Host

QSO010645R203178

Q5010645R203178

Q5010645R203175

Source Diractory

fust/local/InMags

fuxffsilover_davsy Q5 010648RZ0318T

fustflocal/InMage

ity doy | OISR

/usdlvcam””‘a?j QS010645R20316T

{Waffailover_data

Target Host

Scheduled

Target Directory | *

JusrflocslTnMage
Powftailover_dsea | UM EVETY
JustlocalInMags
Penttailover_datat | U1 EVETY
JusrflocaliInMags

Peuftailover_datar | FUN EVERY

[50] m
select B selecr  [E]
5 5
4 4
4 4

Job

Instance

Exit Code
selec 5]
173

Figure 42

27



5.3 Recovery

5.3.1 Rollback all target volumes

Access the recovery page and select all the replication pairs associated with Zones and Oracle

database then click “Rollback”

O

Replication Pair Details

Server

~ QE010648R20317S

~ QSO10645R20317S

Recover Rollback

Volume Recovery : Recovery Snapshots

Recovery Snapshots | Scheduled Snapshots

Remote Server Yolume Replication
Y¥olume ol
o QE0 fdeufdsk
fZOMNE SO10645RZ0318 Pl 7
o Q50 fdewidsk
fOraclel SO10645R20318 Plere g 5

Wiew Recovery Range Reset

Figure 43

You will need to enter the mount point for each of the replication pair as shown in the picture

below. Select the “Using Application consistency & Event based” option and scroll down to set

further options.

Pair Details

Server

Recovery Options

Logs Available

© using Time

QS5010645R203175

QES010645R20217S

Primary Yolume

fdeuidskic1t2d0s0 | QSO10845R20318T

feuidskic1t2d0s4 | QSO10645R20318T

Volume Recovery: Rollback Options (Multiple Pairs)

Remote Server Target ¥olume Replication Pool Mount Point

From Z009/08/03 16:51:30:915 (GMT) To

Recovery Based On

fdevfdskicitzdosn 7 |IZUNES
fdevidskicit2do=4 2 |«’Uracle1

Z009/08/04 11:26:53: 108 (SMT)

@ using Application consistency % Event based

Figure 44

Select the desired consistency tag from the list, preferably the latest tag and click “Submit”

Search Result
Accuracy
@ ¥
[® x
[ ¥
o ¥

Recovery Points Accuracy: ¥ -Enact ¥ -

Timestamp
2000/%/4 11:21:23:12
2009/%/4 8:4:24:145
2000/%/4 7:34:10:864

2009/8/4 7:4:19:437

Application

File System

File System

File System

File System
<< o2 1234 = 2>

te ¥ -Not d

Subrmit: Cancel

Tag Name

FileSystem4a7$19b2
FileSystem4a77eb8s
FileSystem4aF7ed7b

FileSystem4a77dd72

Figure 45
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You will be returned back to the recovery screen where you can monitor the progress of the
rollback. Once the target volumes are rolled back proceed to the next step to activate the zones on
the DR server.

Target Drive Rollback Status

Actual
Recovery Recovery based on
Point

Info
Message

Rollback Expected
o=t Drive Status | Progress | oo overy Point

Tag Based

fdewfdsk Tag FileSystem4a7o19b2 =

2009/84

{0 QSO10645R20318T Complete 100%

1t2d0s0 11:21:23:12
e s Accuracy ¥
Tag Based
€ Q5010645R20318T J,idli;’;dossk“ Complete | 1009 112‘0201?2?-412 Tag FilaSystemaa7a19b2 -
renes fccuracy T
Release Drive
Recovery Points Accuracy: © - Exact % - imate ¥ - Not d

Figure 46

5.3.2 Recovering zones

Step 1. All the zone data is available on the rolled back target volume. To activate these zones,
you will first need to create the create zones using the replciated zone configuration files. You
may use the following command to create the zones.

Zonecfg -z <name of the zone>

Observe that the newly created zones are listed with status as “configured”

Figure 47

Step 2. Once the zones are created, run the following command to attach the newly created
zones on the DR server.

Zoneadm -z <name of the zone> attach

e100( HE ching subnet found in netms

Figure 48

Step 3. Repeat the same step for all the zones created. The status of the zones should now change
from “configured” to “installed”.
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Step 4. Now that the zones are installed, you will need to start the zones

zoneadm -z <name of the zone> boot

Figure 49

Step 5. You may see the list of zones and their status by using the following command

Zoneadm list -cv

running

Figure 50
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5.3.3 Recovering Oracle database

You will need to login to each of the nodes to execute the following commands to recover Oracle

Use the below command to login to the zone.

zlogin <name of the zone>

login to the oracle and the database should be mounted without any errors.

1y Buffe
mounted.

Figure 51
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6 Trouble shooting

If an error occurs when mounting the database there may be problems with the control-files or
data files, or with resources required to open these files.

Follow the steps below to recover the database.

Step 1. The location of the control files are specified in the init.ora file. Try mounting using each
control file in turn.
eg: "Shutdown abort",
edit the init.ora to refer to ONE of the control files only,
"startup nomount",
"alter database mount"
Repeat for each control file to see if any control file works.

Step 2. Recover the database using the following command
SQL> recover the database until cancel
Point to the full path of the redo log file when asked for the
path of the next archive log. Provide the path of the each of
the redo file until sequence# matches and recovery continues.
Step 3. Open the database

Once the recovery is complete, open the database

SQL> alter database open resetlogs;
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