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This “Firmware” volume describes the update installation of the firmware.

Copyright © 2008, Hitachi, Ltd.

FIRM 00-0000-00



DF800 Hitachi Proprietary K6603315-

Contents

Chapter 1. Installation of Firmware........ccceeiiiiiiiiiiiiiiiiiiiiieeineeineeenneeanns FIRM 01-0000
1.1 Materials Necessary for Installation........cccooeviiiiiiiiiiiiiiiiiiiinnnnn.n. FIRM 01-0000
1.2 Outline of Procedure for Installation (Update Installation)................ FIRM 01-0010
1.3 Preparation for Installation of Firmware........c.ccccevviiiiiiiiiiiiennnnn. FIRM 01-0020
1.3.1 Hierarchy of Firmware Storage Directories.........cccevvviinnennnnn. FIRM 01-0020
1.4 Procedure for Installation ........cceeeiiiriiiiiiiiiiiiiiieiieeieeeaenns FIRM 01-0030
1.4.1 The Point to be Checked before Installation ............cccceeveenene. FIRM 01-0030
1.4.2 Update Installation of Firmware.......cccooviiiiiiiiiiiiiiiiiiiiinneenn.. FIRM 01-0050
1.4.3 Procedure for the Version Downgrade........c.ccooveviiiiiiiniininnnnnns FIRM 01-0810

1.5 Checking the Start and the Termination of
the ENC Firmware Automatic Download....................... FIRM 01-0830

1.6 Checking the Start and End of

the Drive Firmware Automatic Download ..................... FIRM 01-0860
1.7 Restrictions of the Version Downgrade of the Firmware ................... FIRM 01-0910
1.8 Adaptable Firmware ReVision ......ccoueiiiiiiiiiiiiiiiiiiiiieiiiceeieeiaeens FIRM 01-0920
Chapter 2. Procedure for Recovery from a Failure.......c.ccceiviiiiiiniiiiiiinnnnenn. FIRM 02-0000
2.1 Procedure for Recovery from a Failure during Installation ................ FIRM 02-0000

Chapter 3. Procedure for Isolating Cause of Disk Drive Failure
when “Install partially complete” Message is Output ............. FIRM 03-0000

3.1 Procedure for Checking whether System Copy Operation Occurred...... FIRM 03-0020
3.2 Procedure for Checking the Status of System Copy Complete............. FIRM 03-0030

Copyright © 2008, 2009, Hitachi, Ltd.

FIRM 00-0010-17



DF800 Hitachi Proprietary K6603315-

Chapter 1.  Installation of Firmware

This work is for update installation of the firmware in the subsystem.

Firmware version format is shown.
08xx/y
08: AMS 2000 series
xx: number or alphabet
y: alphabet

NOTE : « If new installation is performed, user data is lost. When user data already
exists, be sure to perform update installation.

* Do not perform the update installation of the firmware while the READY LED
(green) on the front of the Basic Chassis is blinking at high speed (for the
maximum of 30 to 50 minutes, or 40 to 60 minutes in case of the RKH), or the
WARNING LED (orange) is blinking at high speed (for the maximum of 30 to 85
minutes).

* Do not perform the new or update installation of the firmware while the array
subsystem is being started.

* When the TrueCopy remote replication or TrueCopy Extended Distance is
used, verify that the firmware update is not operated in the connected array.

1.1 Materials Necessary for Installation

« firmware PC#"
e LAN cross cable
« CD-ROM for firmware installation

F1 : The service PC must have a CD-ROM drive for the firmware installation. If the Maintenance PC has no CD-ROM
drive, it must be set up beforehand via a network. (See WEB “3.3.1 (1) (d) Procedure for setting up the
Maintenance PC” (WEB 03-0310).
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1.2 Outline of Procedure for Installation (Update Installation)

(1) Install the firmware using the WEB or Hitachi Storage Navigator Modular 2 connection from the
Maintenance PC.

(2) In the Maintenance PC, JRE #" 1.6 must be installed. (See WEB “3.3.2 (4) Procedure for setting
up the Maintenance PC” (WEB 03-0310).)

Set up a Maintenance PC
(Refer to “1.3 Preparation for Installation of
Firmware” (FIRM 01-0020).)

I
Power on.
(Refer to Installation “1.5.1 Subsystem
Power On” (INST 01-0140).)

subsystem.
< D(}e;] thg REA&Y LEDl.OEtthe ;ﬁ?t >M If the firmware is not installed, the subsystem does not become READY
ofthe Basic Lhassis light up' after turning on the main switch of the subsystem (“RB8400 Download

Perform the installation work again after removing all the failures of the

| Yes failed” is displayed in the Information Message on WEB).
No/ Do you want to continue the update
installation of the firmware?
Yes
IP address:
Connect a LAN Cable to the device LAN port LAN port for maintenance on CTL #0 :
for maintenance, and perform Hitachi Storage 10.0.0.16 or fe80::16
Navigator Modular 2 connection. (Refer to LAN port for maintenance on CTL #1 :
System Parameter “1.1 Procedure for 10.0.0.17 or fe80::17
connecting Hitachi Storage Navigator Modular If connection cannot be made, try again with
2 with the subsystem” (SYSPR 01-0020).) the following IP address.
| LAN port for maintenance on CTL #0 :
After confirming the check items before 192.168.0.16
installation, (Refer to “1.4.1 The Point to be 192.168.233.16
Checked before Installation” (FIRM 01- 172.23.211.16
0030).) use Hitachi Storage Navigator 10.197.181.16
Modular 2, and perform the update installation fe80:f6
of the firmware. (Refer to “1.4.2 Update LAN%’;:;; rgil;\tenance onCTL#1:
Installation of Firmware” (FIRM 01-0050).) 192.168.233.17
| 172.23.211.17
Use Hitachi Storage Navigator Modular 2, and 10.197.181.17
check the maintenance port IP address. fe80::f7
When the maintenance port IP address is When it cannot be connected even with
displayed as “0.0.0.0" or “::”, set it. (Refer to the IP address described above, specify
System Parameter “4.2 (4) Setting of the maintenance port IP address following
Maintenance LAN” (SYSPR 04-0160).) the procedure of Troubleshooting “3.4
v Procedure for Specifying Maintenance Port

IP Address” (TRBL 03-0130).

END

*1 : Wait if the READY LED (green) on the front of the Basic Chassis is blinking at high speed (for the maximum of 30 to
50 minutes, or 40 to 60 minutes in case of the RKH), or the WARNING LED (orange) is blinking at high speed (for the
maximum of 30 to 85 minutes).

*2 : When connecting to WEB with IPvé address, put the address in square brackets ([ ]) and connect it (e.g.
http://[fe80::16]/).

31 : Java runtime environment.
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1.3  Preparation for Installation of Firmware

1.3.1  Hierarchy of Firmware Storage Directories

The firmware is stored as the compression format (zip file) in the CD-ROM for firmware
installation. Since the firmware (zip file) is stored under “program\microprogram” in the CD-
ROM for firmware installation, store the ZIP file from the CD-ROM under the directory
“C:\diskarray-microprogram\microprogram” and unzip it.

Table 1.3.1 CD-ROM Directory Hierarchy

First stratum Second stratum Third stratum
manual HostInst Manual file
UG
program Microprogram Firmware zip file
DF800JSetup10e.exe

(Java setup file)

The hierarchical structure of firmware storage ZIP file (08xxx.zip) directories is shown in Table

1.3.2.

Table 1.3.2  ZIP File Directory Hierarchy

First stratum Second stratum Third stratum Fourth stratum
Unified version DF800EH disk 01 - disk X Firmware file
(Example: 0810A) fmins

DF800EM disk 01 - disk X Firmware file
fmins

DF800ES disk 01 - disk X Firmware file
fmins

DF800EXS disk 01 - disk X Firmware file
fmins

DF800M disk 01 - disk X Firmware file
fmins

DF800S disk 01 - disk X
fmins

DF800H disk 01 - disk X
fmins

drvfirm DKR2F-VIPERAP  |Drive firmware file

ENC ENC Firmware file —

Copyright © 2008, 2011, Hitachi, Ltd.
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1.4  Procedure for Installation
1.41  The Point to be Checked before Installation
Make sure of the following before starting installation

* When updating the firmware continuing the 1/0, request the customer to perform the
firmware update work in the time with low 1/0 load.

* Make sure that the main switch of the subsystem is turned on. If it is turned off, turn it on
to start the subsystem.

* In the single configuration, to update a new firmware, turn off the main switch on the disk
array system, and then turn on it again. If the main switch is turned off, the access from
the host cannot be gained. Therefore, before turning off the main switch, stop the access
from the host.

* When the firmware is already installed in the disk array system, check that the READY LED
(green) on the front of the Basic Chassis lights up. When the READY LED (green) on the front
of the Basic Chassis is blinking at high speed, do not perform the update work for the
maximum of 30 to 50 minutes (or 40 to 60 minutes in case of the RKH) until the READY LED
(green) lights up because the automatic download of the ENC firmware is being executed.

* When the firmware is already installed in the disk array system, check that the WARNING
LED (orange) on the front of the Basic Chassis goes out, and the READY LED (green) lights up.
When the WARNING LED (orange) on the front of the Basic Chassis is blinking at high speed,
do not perform the update operation for the maximum of 30 to 85 minutes until the
WARNING LED (orange) on the front of the Basic Chassis goes out and the READY LED (green)
lights up because the update of the flash program or the automatic download of the ENC
firmware at the time of turning the power on in the single controller configuration is being
executed.

* You cannot install it while rewriting the drive firmware (“1Z0000 HDU firmware download
start” is displayed in the Information Message on WEB). Execute the installation after
checking that “IZ0100 HDU firmware download end” is displayed in the Information Message
on WEB.

* You cannot install it during the RAID group expansion. Execute the installation after
checking that the RAID group expansion is completed.

* Check with Information Message on WEB (“I14100 System copy completed” is displayed for
the Disk Drive indicated by “I114000 System copy start”) that the system copy is not being
operated. If the system copy is being executed, install it after completing the system copy.

Copyright © 2008, 2011, Hitachi, Ltd.
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* In case of the subsystem where Power Saving of the priced option is used, when RAID group
whose power saving status is “Normal (command monitoring)” exists, perform the firmware
update work according to the following firmware revision and actions to be taken.

Firmware revision

Actions to be taken

Firmware replacement from less
than 0897/A to less than 0897/A

When RAID group whose power saving status is “Normal (command monitoring)”
exists, if the update installation is performed for the firmware, the spin-down may fail
because of the recognition processing of the host immediately after the firmware
replacement is completed.

Check that there is no RAID group whose power saving status is “Normal (command
monitoring)” after executing the spin-down, and then perform the update install for the
firmware.

If the spin-down fails, execute the spin-down again.

Firmware replacement from 0897/A
or more to less than 0897/A

When RAID group whose power saving status is “Normal (command monitoring)”
exists, the update installation cannot be performed for the firmware. Install the
firmware after completing the spin-down, or have the user perform the spin-down or
spin-up instruction, and then perform the update installation for the firmware after
there is no RAID group whose power saving status is “Normal (command
monitoring)”.

* Referring to the setting of the user management port on the subsystem (System Parameter
“4.2 (3) Setting of LAN” (SYSPR 04-0120)), check that the subnet mask is not set to 0.0.0.0.
Depending on the firmware revision, the subsystem does not operate normally. Therefore,
check the correct value with the customer and set it before performing the firmware

installation.

NOTE : If the firmware revision to be installed is 0872/D or later, this confirmation is

not necessary.

Firmware revision Operation

Earlier than 0860/A Operates according to the class of the set IP address.

IP address 0.0.0.0 to 127.255.255.255 -> Subnetmask 255.0.0.0
IP address 128.0.0.0 to 191.255.255.255 -> Subnetmask 255.255.0.0
IP address 192.0.0.0 to 223.255.255.255 -> Subnetmask 255.255.255.0

0860/A to 0872/C Does not operate. A controller blockade will occur.

0872/D or later Operates according to the class of the set IP address. (Same as the one earlier than 0860/A)

* During the update of the Master Authentication Key, installation cannot be performed.
Select the [Security] - [Data At Rest Encryption] in the unit window to display the Data At
Rest Encryption window, verify that Normal is displayed in the All Key Information. If the
Refreshing Authentication Keys is displayed, wait until Normal is displayed.

Copyright © 2008, 2011, Hitachi, Ltd.
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1.4.2 Update Installation of Firmware

There are following three ways for the update installation:

* When updating firmware continuing the 1/0 of both Control Units in the dual controller
configuration, perform “(1) Update continuing the 1/0 of both Control Units (Dual controller
configuration)” (FIRM 01-0060). (Normally, perform this way. However, when RKH is used
and when the firmware before update is less than version 0865/B, do not perform this
procedure. Perform the procedure for updating firmware for each Control Unit stopping the
1/0 in the dual controller configuration.)

NOTE : When using the wizard for the update of the firmware, click [Update Firmware]
from [Common Array Tasks] on the unit window.
Refer to Procedure (1-1)-(e) and the following.

* When updating firmware for each Control Unit one by one stopping the 1/0 in the dual
controller configuration (Only when the instruction is given, perform this way.), perform “(2)
Update stopping the 1/0 for each Control Unit (Dual controller configuration)” (FIRM 01-
0110).

To perform this procedure, it needs to confirm if the I/0 path can be switched, or if the 1/0
can be stopped because of stopping the I/0 of the Control Unit whose firmware will be
updated.

* In the single controller configuration, perform “(3) Update for single controller” (FIRM 01-
0760).

Copyright © 2008, 2013, Hitachi, Ltd.
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(1) Update continuing the 1/0 of both Control Units (Dual controller configuration)
Replace the firmware of the subsystem.

NOTE : * Request the customer to perform the firmware update work in the time with
low 1/0 load.

* When RKH is used and when the firmware revision before update is less than
version 0865/B, do not perform this procedure. Perform “(2) Update
stopping the 1/0 for each Control Unit (Dual controller configuration)” (FIRM
01-0110).

* Do not perform the update installation of the firmware while the READY LED
(green) on the front of the Basic Chassis is blinking at high speed (for the
maximum of 30 to 50 minutes, or 40 to 60 minutes in case of the RKH), or the
WARNING LED (orange) is blinking at high speed (for the maximum of 30 to 85
minutes).

* When registering the disk array system at the time of connecting the disk
array system, specify only the Control Unit #0 in [Connection Destination].
(Refer to System Parameter “1.1 (4) (c) Registering the disk array system”
(SYSPR 01-0090).)

* When the LU, whose status of the forced parity correction is any of “Parity
Correction”, “Waiting Parity Correction”, “Waiting Drive Reconstruction”,
“Uncorrected”, “Uncorrected and Drive Detached” and “Correction Aborted”,
is in the subsystem, change the status of the LU to “Restored” or “Correction
Skipped” by executing or skipping the forced parity correction
(recommendation).

* When the firmware revision before the update is less than V11.7/K, download
the online ENC firmware before replacing the firmware. (Refer to
Troubleshooting “Chapter 12. Procedure for Online ENC Firmware Download”
(TRBL 12-0000).)

Copyright © 2008, 2013, Hitachi, Ltd.
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(1-1) Transfer and update firmware
(a) Connect the LAN cross cable to the subsystem LAN connector for maintenance and connect
the subsystem to the Web. (Refer to Troubleshooting “3.1 Procedure to WEB Connection”
(TRBL 03-0000).

(b) Start Hitachi Storage Navigator Modular 2, put a checkmark to the array subsystem to set,
press the [Ctrl] key, [Shift] key and [E] key at the same time, and change the operation mode
to “Maintenance Mode”.®"

Check that “Maintenance Mode” is displayed in [Operation Mode] on the top of the main
window.

(c) Click the array subsystem name, and open the unit window.

NOTE : When the main window is not displayed even if you select the array subsystem,
check that the LAN port number is not changed. (Refer to System Parameter
“1.2 LAN Port Number Change by Hitachi Storage Navigator Modular 2” (SYSPR
01-0120).) Use the changed LAN Port Number, and execute it again.

Hitachi Storage Navigator Modular 2
g as e

11 : When the array subsystem to operate is not registered, click the blank area (other than buttons and characters) in
the “Arrays” window, and press the [Ctrl] key, [Shift] key and [E] key at the same time.

Copyright © 2008, 2012, Hitachi, Ltd.
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(d) Select [Settings] - [Firmware] on the unit window.
Click the [Update Firmware] button.

Hit:

i Storage Navigator Modular 2

(e) Put a checkmark to the [Transfer and update Firmware] on the [Basic] tab, enter [Update
file] (Specify the ZIP form file), set the necessary items of the [Advanced] tab, and click the

[OK] button.

When using Windows®:

c:/diskarray-microprogram/microprogram/micro/0830A.zip

When using Solaris™ or Red Hat Linux®:

diskarray-microprogram/microprogram/micro/0830A.zip

Basic tab

Advanced tab

firmware file
(ZIP form file)

HSNM2

HITACHI

HSNM2

HITACHI

Update Firmware

Firmware Properties

er the inform:
I

i 0870/C-M

Advanced

his

O Update Firmuare

]
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s are in ZIP format, Use the ZIP file with

ware (This only transfers the fi
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d and
aut ex
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Help

ave to the sereen for confirming
he contents to perform the update.

tthe

() ()

Update Firmware

Firmware Properties

* Required field
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(f) The confirmation window of the firmware to update is displayed. Check it, and then click
the [Confirm] button.

HSNM2 HITACHI

Update Firmware

AX Confirm the update revision of the firmware.
When the transfer and the update of the firmusare begins, the performance from the host L/0 is affected
i tes. Therefore, this operation should be executed while the host 1/0 traffic is lover

HSNM2 HITACH! HSNM2 HITACHI
Update Firmware Update Firmware
@ Currently transferring the firmware. @ Currently updating the firmware.

Please wait for a moment Time required about 32 - 53 min,(Start ime 13:47) Plasse wait for 2 moment Time required 10 - 30 rin.(Skart time 14:52)

(2) When the Hitachi Storage Navigator Modular 2 is abnormally terminated, perform
maintenance on each message.
(g-1) Message code “DMEA000006”
(i) Check if a failure occurs in the subsystem.
If a failure occurs, perform maintenance or parts replacement, and then restore the
subsystem condition to normal.
(ii) Check if a LAN failure occurs.
If a failure occurs, review the network condition, and then restore it to normal.
(iii) Perform the transfer and update of firmware again from the beginning.

(g-2) Message code “DMEA00200E”

(i) Check if a failure occurs in the subsystem.

If a failure occurs, perform maintenance or parts replacement, and then restore the
subsystem condition to normal.

(ii) Check if a LAN failure occurs.

If a failure occurs, review the network condition, and then restore it to normal.

(iii) Check the [Update Firmware] radio button on [Basic] tab. Execute it again at least 3
times until it is normally completed.

(iv) When it is not completed normally after the retries, turn off the subsystem once and then
turn on it again after obtaining the consent of turning on/off the subsystem from your
customer.

The replacement of firmware is completed by this operation.

(g-3) Message code “DMESO5EA49”
(i) When the CPU usage rate is high because of the I/0 load from the host during the
firmware replacement, the start of the firmware replacement is suppressed.
After a while, retry the transfer and update of the firmware from the beginning.

Copyright © 2008, 2012, Hitachi, Ltd.
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(h) Since a message is displayed when the updates of the firmware is completed, click the
[Close] button.

HSNM2 HITAGH!

Update Firmware

@ The firmware is transferred and updated successfully.

(i) Select [Settings] - [Firmware] on the unit window, and click the [Refresh Information] button.

Hitachi Storage Navigator Modular 2

.......

(j) Check that the revision of the replaced firmware is displayed.
(k) When the revision check is completed, the firmware replacement of the subsystem ends.

NOTE : When the firmware was replaced online after performing the processing to
change the system configuration (LU formation, format, LU owner right change,
etc.), the “114000 System copy started” message may be displayed two or more
times in Information Message on WEB, but it is not a problem.

(1-2) Checking the READY LED (green) on the front of the Basic Chassis
Check that the READY LED (green) on the front of the Basic Chassis lights up. When the
READY LED (green) on the front of the Basic Chassis is blinking at high speed, the READY LED
(green) on the front of the Basic Chassis lights up after blinking at high speed for the
maximum of 30 to 50 minutes (40 to 60 minutes in case of the RKH) because the automatic
download of the ENC firmware is being operated.

(1-3) Check that the start message and the end message of the drive firmware automatic
download are displayed. When the drive firmware version of the Disk Drive is new, the
start message and completion message of the drive firmware automatic download are not
displayed.

When the message indicating the abnormal termination is displayed, perform the
maintenance according the recovery method in the message code. (Refer to “1.6 (4)
Checking the start message and end message of the automatic download” (FIRM 01-0890).)

Copyright © 2008, 2012, Hitachi, Ltd.
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(2) Update stopping the 1/0 for each Control Unit (Dual controller configuration)
Refer to the following flowchart to perform the update installation.

NOTE : * Request the customer to perform the firmware update work in the time with
low 1/0 load.

* Do not perform the update installation of the firmware while the READY LED
(green) on the front of the Basic Chassis is blinking at high speed (for the
maximum of 30 to 50 minutes, or 40 to 60 minutes in case of the RKH), or the
WARNING LED (orange) is blinking at high speed (for the maximum of 30 to 85
minutes).

* When registering the disk array system at the time of connecting the disk
array system, specify only the Control Unit #0 in [Connection Destination]
(refer to System Parameter “1.1 (4) (c) Registering the disk array system”
(SYSPR 01-0090)).

* When the LU, whose status of the forced parity correction is any of “Parity
Correction”, “Waiting Parity Correction”, “Waiting Drive Reconstruction”,
“Uncorrected”, “Uncorrected and Drive Detached” and “Correction Aborted”,
is in the subsystem, change the status of the LU to “Restored” or “Correction
Skipped” by executing or skipping the forced parity correction
(recommendation).

Copyright © 2008, 2011, Hitachi, Ltd.
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Downloading
the firmware

Perform the advance preparation for
downloading the firmware.

Work No. (2-1)-(a) to (i)

\ No (Version down)

I
Is the version upgrade of the
firmware executed?

Yes

Check [No] of [Revision Check] of Hitachi
Storage Navigator Modular 2.

Is an instruction by the Technical
Support Center or the system
administrator (SE, customer and
others) to control the host access
permit (offline/online of the Fibre

Work No. 1.4.3 (2-2)-(b)

Yes (By operating instructions)

Channel port of the Control Unit) at
the time of the firmware
replacement for supporting the
customer’s operation such as the
path switching system? (Usually,
there is no such instruction.)

[ No (usual case)

v

To FIRM 01-0140

Click the [Download] button in the [Micro
Update] tab window of Hitachi Storage
Navigator Modular 2 and the [OK] button
of the confirmation message for executing
the firmware download.

Work No. (2-2)-(a), (b)

The confirmation message for manually
controlling the host access permit at the
time of completing the firmware
replacement is displayed. Click the “No”

Work No. (2-2)-(c)

button.
I

Click the [OK] button of the download
completion message.

Work No. (2-2)-(d)

®To FIRM 01-0130

If the connection between
Hitachi Storage Navigator
Modular 2 and the array
subsystem is disconnected
by such cases that a LAN
failure occurs during the
firmware download or a
message of session time-
out by Account
Authentication (account
authentication function) or
DMEA000006 error
message from Hitachi
Storage Navigator Modular
2 are displayed, execute the
firmware download again
from the step (2-2) - (a).
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Replacing the
firmware

From FIRM 01-0120 @
A

Replace the firmware for the first Control

Unit “A”.
|

Connect to the array subsystem via WEB. |

on WEB, is “[1G70x FC I/F ports

Work No. (2-3)-(a) to (d)

Referring to Information Message Work No. (2-3)-(e)
Y

remain offline (CTL-x)” displayed es

(CTL-x)" and “10010x CTL

between “W01z0x CTL alarm
recovered (CTL-x)"?

The procedure for downloading the
firmware may be incorrect.

Continue the update installation from the
step (2-6) - (g) of “(2-6) Firmware
replacement (first Control Unit “A”) (By

v
@To FIRM 01-0150

@From FIRM 01-0140

No
operating instructions)”.
Was the specified WEB \Work No. (2-3)-(f)
Information Message displayed? /No

Yes

Replace the firmware for the second
Control Unit “B”.

Refer to “Chapter 2. Procedure for
Recovery from a Failure”. Contact the
Technical Support Center, and perform the
operation according to the Technical
Support Center.

END

Work No. (2-4)-(a) to (d)

Work No. (2-3)-(f)

Was the specified WEB
Information Message displayed? /No

Yes

Go through the procedure after replacing
the microprogram for the second Control
Unit “B".

Work No. (2-4)-(7) to (i)

Refer to “Chapter 2. Procedure for
Recovery from a Failure”. Contact the
Technical Support Center, and perform the
operation according to the Technical
Support Center.

v
END

If the connection between
Hitachi Storage Navigator
Modular 2 and the array
subsystem is disconnected
by such cases that a LAN
failure occurs during the
firmware replacement or a
message of session time-
out by Account
Authentication (account
authentication function) or,
DMEA000006 or
DMEAO0200E error
message from Hitachi
Storage Navigator Modular
2 is displayed, execute the
firmware replacement again
from the step (2-3) - (a).

Check the IP address of the maintenance
LAN port, READY LED (green) on the
front of the Basic Chassis and the
completion of the ENC firmware and drive
firmware automatic download.

\4
END

Work No. (2-8), (2-9)
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Firmware
download

Replacing the
firmware
(Control Unit
“AY)

From FIRM 01-0120

Click the [Download] button in the [Micro
Update] tab window of Hitachi Storage
Navigator Modular 2 and the [OK] button
of the confirmation message for executing
the firmware download.

Work No. (2-5)-(a), (b)

The confirmation message for manually
controlling the host access permit at the
time of completing the firmware
replacement is displayed. Click the “Yes”
button.

Work No. (2-5)-(c)

Click the [OK] button of the download
completion message.

Work No. (2-5)-(d)

f

If the connection between Hitachi
Storage Navigator Modular 2 and the
array subsystem is disconnected by
such cases that a LAN failure occurs
during the firmware download or a
message of session time-out by
Account Authentication (account
authentication function) or
DMEAQ00006 error message from
Hitachi Storage Navigator Modular 2
are displayed, execute the firmware
download again from the step (2-5) -

@)
y

( :>From FIRM 01-0150

Replace the firmware for the first Control
Unit “A”.

Work No. (2-6)-(a) to (e)

Connect to the array subsystem via WEB. |

Referring to Information Message
on WEB, is “11G70x FC I/F ports

Work No. (2-6)-(f)

remain offline (CTL-x)” displayed  \No

(CTL-x)" and “10010x CTL
recovered (CTL-x)"?

Yes

between “W01z0x CTL alarm /

@To FIRM 01-0150

If the connection between
Hitachi Storage Navigator
Modular 2 and the array
subsystem is disconnected

The procedure for downloading the
firmware may be incorrect.

Continue the update installation from the
step (2-3) - (f) of “(2-3) Firmware
replacement (first Control Unit “A”) (usual

case)’.
Vv
@To FIRM 01-0130

by such cases that a LAN
failure occurs during the
firmware replacement or a
message of session time-
out by Account
Authentication (account
authentication function) or,
DMEA000006 or
DMEAQ0200E error
message from Hitachi
Storage Navigator Modular
2 is displayed, execute the
firmware replacement again
from the step (2-6) - (a).
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From FIRM 01-0140 @

A @ From FIRM 01-0130

Work No. (2-6)-(g)

No
Was the specified WEB No
Information Message displayed?

Referring to Information Message

on WEB, is “11G80x FC I/F ports

change to online (CTL-x)”

displayed after “W3A00x Online

micro-update executing (CTL-x)? <
Yes

Yes
<Has a failure listed in “Chapter 2. No
Procedure for Recovery from a —
Failure” occurred?
Replacing the [ Yes
firmware Refer to “Chapter 2. Procedure for
(Control Unit Recovery from a Failure”. Contact the
“A%) Technical Support Center, and perform the
operation according to the Technical
Support Center.
END

The host access of the Control Unit is not allowed due to a LAN failure and
others, and the firmware replacement of the Control Unit is not completed.
Execute the firmware replacement again from the step (2-6) (a).

é To FIRM 01-0140

— 5 '\

Work No. (2-7)-(a) Ifthe connection between Hitachi Storage Navigator Modular 2
and the array subsystem is disconnected by such cases that a
LAN failure occurs during the firmware replacement or a
message of session time-out by Account Authentication
(account authentication function) or DMEAQOQQQ6 error
message from Hitachi Storage Navigator Modular 2 are
displayed, execute the firmware replacement again from the

step (2-7) - (a).
v

*

Prepare for replacing the firmware for the
second Control Unit “B”.

Instruct to replace the firmware forthe ~ |Work No. (2-7)-(b) If the connection between Hitachi
Replacing the |second Control Unit “B”. Storage Navigator Modular 2 and the
firmware [ array subsystem is disconnected by
(Control Unit Is an error message of such cases that a LAN failure occurs

‘B) DMED3B0104 (the firmware during the firmware replacement or a
replacement of the fist Control Unit message of session time-out by Account
is not completed) displayed? The host access of the Control Unitis | Authentication (account authentication

No not permitted due to a LAN failure and | function) or, DMEAQ00006 or

others and the firmware replacement | DMEAOO200E error message from
of the Control Unit is not completed. Hitachi Storage Navigator Modular 2 is

displayed, execute the microprogram
replacement according to “(2-10)
Recovery procedure when the firmware

Execute the firmware replacement
from the step (2-6) — (a) again.

Go through the procedure after replacing  [work No. é replacement (second Control U”nit ‘B")
the firmware for the second Control Unit  {(2-7)-(c) to () (By operating instructions) fails” (FIRM
B ToFIRM 010140  01-0400).

\

v
@To FIRM 01-0160
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From FIRM 01-0150 @

Referring to Information Message Work No. (2-7)-(f)
on WEB, is “11G80x FC I/F ports No

change to online (CTL-x)”

displayed after “IZYR00 Automatic /

ENC microprogram download
completed successfully’?

[ Yes
Go through the procedure after replacing  [Work No. (2-7)-(g) to (j)
the firmware for the second Control Unit
8"

I
Check the IP address of the maintenance |Work No. (2-8), (2-9)
LAN port, the READY LED (green) on the
front of the basic chassis, and the
completion of the automatic download of
the ENC firmware and drive firmware.

\1/ Was the specified WEB No
END Information Message displayed?

Yes
<Has a failure listed in “Chapter 2. : No
Procedure for Recovery from a
Failure” occurred?

[ Yes
Refer to “Chapter 2. Procedure for
Recovery from a Failure”. Contact the
Technical Support Center, and perform the
operation according to the Technical
Support Center.

END

Execute “(2-10) Recovery procedure
when the firmware replacement (second
Control Unit “B”) (By operating
instructions) fails” (FIRM 01-0400).

v
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(2-1) Preparation for downloading the firmware
Download the firmware from the CD-R into the subsystem. In the download, the firmware
is stored in the subsystem; the firmware of the subsystem is not replaced.

(a) Store the firmware (ZIP file) in the Maintenance PC in which Hitachi Storage Navigator
Modular 2 is installed, and decompress the stored ZIP file.

(b) Connect the LAN cross cable to the subsystem LAN connector for maintenance and connect
the subsystem to the Web. (See Troubleshooting “3.1 Procedure to WEB connection” (TRBL
03-0000)).

(c) Select [Settings] - [Advanced Settings], and click the [Open Advanced Settings] button.

Hitachi Storage Navigator Modular 2 racH!
T

T rias Gas el

(d) Select the [Maintenance] on the applet window, and click the [Set] button.

HSNM2 HITACHI
[mssz300_ss010053
[="8 aws2300_ss010083 Maintenance

| Configuration Setings tem Gomment
 Access Mode rive Maintenance aintain the drive,
92 Mapping Guard U Obstacle efer the FIN information.
i @jza;w Cc;;vew‘nn u efer the PIN logical unit).
tJ Yolurne Migration hreshold et the threshold
Qi rienance jaming Information et the warning inforrnation parameters
ystem Upgrade el the system uparadle information
ATA, et the SATA drive options.
[SATA Restore Options el the SATA drive restoration oplions.
ENC Wicro Update piate the ENG micro programs.
Drive Resnonse Diagnosis et the drive response diagnosis to
Volume Migration efer the relation of LUN and I-LUMN.
Drive Firmware Update indiate the drive firmware
Micro Updiate pciate the micro programes.
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(e) Click the [Micro Update] tab.
Mainterance

Anay Unit [insz300_sso10053

Drve | LU Onstacte| LU0
ENC Micra Update Diive Response Diagnosis |
Dovnlod icraprogram

Curtent Revision R e
Controller1 [0870,C-10
2 second(s)

 Yes (" Mo

Volume Migration
| Replace Micraprogram

T | T T

| Tires o] warming information | System Unorace | saTal 5
Drive Firmware Update

N [os70/c-n
1

@ Eantrolier i Gontroller 1

Replace

Close

(f) Read in the firmware to the Maintenance PC in which Hitachi Storage Navigator Modular 2 is
installed. Click the [Read] button.
When a firmware revision is displayed in the [Revision(Read)] box, the firmware has already
been read in. When only the Unified version directory®" storing the firmware is specified,

the whole firmware is read in automatically.
When firmware is not updated, click the [Delete] button, and then delete the read firmware

from the Revision (Read).

(g) Since a message asking for confirmation whether or not to read in the firmware, click the

[OK] button.

NOTE : When a LAN failure, etc. occurred and the processing of the Hitachi Storage
Navigator Modular 2 terminated abnormally, execute the download of the
firmware again from the beginning.

© Are you sure you want to read the micro program®

o | [

x|

In the case where the firmware has already been read in, the message asking for the
confirmation is displayed. When you click the [OK] button, the firmware is overwritten.
When you abort the reading in, click the [Cancel] button.

x|

® The micro program revision 087 2/4-M has already heen loaded. Do you want to overwrite the

micro program?

o |[oma |

F1 : For the unified version directory, refer to “1.3.1 Hierarchy of Firmware Storage Directories” (FIRM 01-0020).
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(h) Since a window for specifying the directory in which the firmware to be read in is stored is
displayed, specify the Unified version directory®". When you click the [OK] button, reading
in of the firmware is started.

Examples of the path entry are shown below.

When using Windows®:

c: /diskarray-microprogram/microprogram/micro/0830A Unified version

) . e directory®" of
When using Solaris™ or Red Hat Linux®: Specified
firmware

diskarray-microprogram/microprogram/micro/0830A

(i) Since a message is displayed when the reading in of the firmware is completed, click the [OK]
button.

5,

Reading the file ended norrnally.

The revision of the firmware that has been read in is displayed in the [Revision(Read)] box.

Maintenance £

#may Unit [ansz3on_ssoLoas3

| LU Obstace| Ly | Thresnola| warming inarmation | ystem Ungrae | 54Ta | sATA Restore outions
jicro Update | Drive Response Diagnosis Volurne Migration | Drive Firmware Upgate Micro Update

0370,/C-10

@ Controller @ € Contraller 1

Replace

]
Controller 1 [0870/0-1
0872/A-10

B second(s)
fiYes € No
Readl Download Replace
Close

F1 : For the unified version directory, refer to “1.3.1 Hierarchy of Firmware Storage Directories” (FIRM 01-0020).
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(2-2) Downloading the firmware (usual case)
If the connection between Hitachi Storage Navigator Modular 2 and the array subsystem is
disconnected by such cases that a LAN failure occurs or a message of session time-out by
Account Authentication (account authentication function) or DMEAOOOOQ6 error message
from Hitachi Storage Navigator Modular 2 are displayed, execute the firmware download
again from the beginning ((2-2)-(a)).

(a) Click the [Download] button.

Bl

amay Unit [ans2300_ssoLo0s3

Drive | L opstacie| Luo | Thresnoia| waming inarmation | Systerm Upgrae | 574 | SATA Restore ontions
ENCMicro Updiate | Dive Response Diagnosis | Volume Migration | Drive Firmuware Update Micro Updats

Davmioa Reeplase Mioroprogram
Controller 0 |0870/C-H U [o0s70/c-1
Gontroller1 [0870/C-1

@ Controller 8 ¢ Controller |
El 057271
5 secona(s)

& Yes O No

Close

(b) The confirmation window is display. Click the [OK] button.
=

® Are you sure you want to download the micro program revision 087 2/4-M to the subsystem?

o | [Cme]

When you abort the downloading, click the [Cancel] button.

A message asking for confirmation is displayed. When you click the [OK] button, the
downloading is aborted.

When you click the [Cancel] button, the downloading is continued.

® Do you want to cancel downloading?

Cancel |

QK
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(c) The confirmation window is display. Click the [No] button.
The [No] button is selected by default. Therefore, just click the [No] button.

When the micro program replacement starts, the controller stops accepting any access from
the host until the replacement completes

OK button on the message thatwill be displayed when replacement is completed

® Ifyou select YES, access from the hostwill be again possible right afler you select the

Ifyou select NO, access from the hostwill be possible as soon as the micro prograrm
replacement completes and selecting the Ok on the message will have no action

el _w

If the [Yes] button is pressed at the time, the download completion message of (d) is
displayed. Click the [OK] button of the message, and then download the firmware again

from the beginning ((2-2)-(a)).

(d Since a message is displayed when the downloading is completed normally, click the [OK]
button.

The download has completed.

NOTE :

After the firmware is downloaded, be sure to restart the disk array system or
replace the firmware. If the Control Unit board is replaced in the online
mode before restarting the disk array system or replacing the firmware, the
replaced Control Unit may be detached. When the subsystem is burdened
with a heavy 1/0 load by a host at the time of the downloading, the
downloading may be terminated abnormally. Perform the downloading
again.

If the NAS Unit is connected and the NAS service is in operation, ask the NAS
Unit administrator for planned shutdown of the NAS Unit.

After rebooting the array device, ask the NAS Unit administrator to reboot the
NAS Unit and check the status of the FC path (Fibre Channel path). Refer to
“Recovering from FC path errors” in “Hitachi NAS Manager User’s Guide” to
check the status of the FC path, and if there is a failure in the FC path, ask
the NAS Unit administrator to recover the FC path.
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(2-3) Firmware replacement (first Control Unit “A”) (usual case)
If the connection between Hitachi Storage Navigator Modular 2 and the array subsystem is
disconnected by such cases that a LAN failure occurs during the firmware replacement or a
message of session time-out by Account Authentication (account authentication function) or,
DMEAO00006 or DMEAOO200E error message from Hitachi Storage Navigator Modular 2 is
displayed, execute the firmware replacement again from the beginning ((2-3)-(a)).
Replace the firmware that was downloaded to the disk array system with the firmware
installed in the Control Unit. When making replacement, be sure to replace the firmware
of the both Control Units 0 and 1. When the firmware of one of the Control Units is
replaced and the unit window of Hitachi Storage Navigator Modular 2 is closed, the unit
window may be opened no more. If the unit window becomes unable to be opened, replace
the firmware after changing the registration to that in which only the Control Unit whose
firmware has not be replaced is registered.

(a) Select the Control Unit whose firmware is to be replaced and click the [Replace] button.

Maintenance E|

Anay Unit [4B52300_8 5010053

Close.

NOTE : After this procedure, confirm if the I/0 path can be switched, or if the I/0 can
be stopped because of stopping the 1/0 of the Control Unit whose firmware will
be updated.
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(b) The confirmation window is display. Check if the selected Control Unit is correctly displayed
and click the [OK] button.

NOTE : By clicking the [OK] button in the window, if a LAN failure and others occur and
the Hitachi Storage Navigator Modular 2 processing terminates abnormally
before “W3B00x Online micro-update started (CTL-x)” and “W01z0x CTL alarm
(CTL-x)” are displayed in Information Message on WEB and the window of the
procedure (2-3)-(d) is displayed, execute the firmware replacement again from
the step (2-3)-(a).

O £

The controller being replaced will stop accepting access from the host.

After replacing the micro program for both controllers, it is necessary to fit the future
® of Storage Mavigator Modular to the new micro prograrm

Close the subsystern window and reopen

Are you sure you want to replace the micro prograrm for controller 07

7

My replacing the micro prograrm for controller 0. Please wait..
Start Time 09:29:54
Time Required 1 - 15min

NOTE : Then “W01z0x CTL alarm (CTL-x)” message is displayed in information message
of Web and Array Unit becomes Warning Status.

(c) Click the [OK] button according to the dialog message.

The access from the hostwill be accepted ifvou selectthe OK button and if you hawve

® selected the option YES on the message that was displaved in download
Ifyou have selected MO on the message, the contraller is already accepting accesses from
haost and selecting the OK button will have no action.

NOTE : If the above-mentioned message is not displayed, and if DMEAOO200E error
message is displayed, execute the firmware replacement again from the step
(2-3)-(a) according to the DMEAOO200E error message.

Copyright © 2009, 2010, Hitachi, Ltd.

FIRM 01-0230.19



DF800 Hitachi Proprietary K6603315-

(d) When the replacement of the firmware terminates normally, a completion message is
displayed. Click the [OK] button.

|

The micro program for controller 0 is replaced

NOTE : When making the access from the host accepted by the instruction from Hitachi
Storage Navigator Modular 2 (when the [Yes] is selected in the step (2-2)-(c)),
the following message may be displayed if it is not operated for 20 minutes or
more in the case where Account Authentication is valid, and it may not be
completed normally. Perform the dummy replacement #" of the Control Unit
whose firmware was replaced to make the access from the host accepted.

If the access from the host is made accepted when the replacement of the
firmware is completed, the dummy replacement " is unnecessary.

DMEGDO0212: The current login session is expired. Ifyou are displaying the subsystarn
window, please close the window and login again

(e) Referring to the Information Message on WEB, confirm the following items. (Refer to WEB
“2.5 Information Message” (WEB 02-0110).)
* The messages “W01z0x CTL alarm (CTL-x)” and “l0010x CTL recovered (CTL-x)” are
displayed, and “I1G70x FC I/F ports remain offline (CTL-x)” is not displayed between those
messages.

If the above-mentioned item is not established, continue the update installation of the
firmware from the step (2-6)-(g) of “(2-6) Firmware replacement (first Control Unit “A”) (By
operating instructions)” (FIRM 01-0340).

F1 : To remove the part concerned once, and then to reinstall it after waiting for 20 seconds or more.
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(f) Referring to the Information message on WEB, check that the following message is displayed.
(Refer to WEB “2.5 Information Message” (WEB 02-0110).)

NOTE : The following message is displayed when the firmware replacement is
performed starting from the Control Unit #0. When it is performed starting
from the Control Unit #1, convert the Control Unit number in the message.

When [No] is selected in the step (2-2)-(c), the following message is displayed.

If the following message is not displayed, refer to “Chapter 2. Procedure for Recovery from a
Failure” (FIRM 02-0000).

Contact the Technical Support Center, and perform the operation according to the Technical
Support Center.

MM/DD/YYYY hhimm:ss 00 W3A001 Online micro-update executing (CTL-1)
MM/DDAYYY hh:mm:ss 00 142000 Online micro-update (CTL-0)
MM/DD/YYYY hh:mm:ss 00 100100 CTL recovered (CTL-0)

MM/DD/YYYY hh:mm:ss 10 W01400 CTL alarm (CTL-0)

MM/DDAYYY hh:mm:ss 10 W3B000 Online micro-update started (CTL-0)

:CTL /CTRC

(g) In the case of the dual controller configuration, also replace the firmware of the other
Control Unit.
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(2-4) Firmware replacement (Second Control Unit “B”) (usual case)
If the connection between Hitachi Storage Navigator Modular 2 and the array subsystem is
disconnected by such cases that a LAN failure occurs during the firmware replacement or a
message of session time-out by Account Authentication (account authentication function) or,
DMEAO00006 or DMEAOO200E error message from Hitachi Storage Navigator Modular 2 is
displayed, execute the firmware replacement again from the step (2-3)-(a).

(a) Select the Control Unit whose firmware is to be replaced and click the [Replace] button.

Manenance K

tacle | LU Obstacteinternal) | Threshold | Warning information | System Upgrade | 54TA| 84TA Restore Otions
vl Drive Firmware Update Micro Update

Drive Response Diagnosis

ontroller 0 [os70/c-10 570
Controller 1 [0870/c-1 & Controllerd ¢ Gontroller 1
2 [0572/a-10

Close

NOTE : After this procedure, confirm if the I/0 path can be switched, or if the 1/0 can
be stopped because of stopping the 1/0 of the Control Unit whose firmware will
be updated.

(b) The confirmation window is display. Check if the selected Control Unit is correctly displayed
and click the [OK] button.

NOTE : By clicking the [OK] button in the window, if a LAN failure and others occur and
the Hitachi Storage Navigator Modular 2 processing terminates abnormally
before “W3B00x Online micro-update started (CTL-x)” and “W01z0x CTL alarm
(CTL-x)” are displayed in Information Message on WEB and the window of the
procedure (2-4)-(d) is displayed, execute the firmware replacement again from
the step (2-3)-(a).

Message £

The controller being replaced will stop accepting access from the host.

After replacing the micro program for hoth controllers, it is necessary to fit the future
® of Storage Navigator Modular to the new micro program

Close the subsystem window and reopen

Are you sure you want to replace the micra prograrm far contraller 02

v

Mo replacing the micro program for controller 0. Please wait...
Start Time 09:29:54
Time Reguired 1- 15min

NOTE : Then “Wz100x CTL alarm (CTL-x)” message is displayed in information message
of Web and Array Unit becomes Warning Status.
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(c) Click the [OK] button according to the dialog message.

The access from the host will be accepted ifyou select the OK button and if you have
® selected the option YES on the that was displayed in

Ifyou have selected MO on the message, the controller is already accepting accesses from
host and selecting the OK buttan will have no action

NOTE : If the above-mentioned message is not displayed, and if DMEAOO200E error
message is displayed, execute the firmware replacement again from the step
(2-3)-(a) according to the DMEAOO200E error message.

(d) When the replacement of the firmware terminates normally, a completion message is
displayed. Click the [OK] button.

x

The micro program Tor controller 0 is replaced

NOTE : When making the access from the host accepted by the instruction from Hitachi
Storage Navigator Modular 2 (when the [Yes] is selected in the step (2-2)-(c)),
the following message may be displayed if it is not operated for 20 minutes or
more in the case where Account Authentication is valid, and it may not be
completed normally. Perform the dummy replacement #" of the Control Unit
whose firmware was replaced to make the access from the host accepted.

If the access from the host is made accepted when the replacement of the
firmware is completed, the dummy replacement #" is unnecessary.

£

DMEGOO00212: The current login session is expired. Ifyou are displaying the subsystern
window, please close the window and login again.

$1 : To remove the part concerned once, and then to reinstall it after waiting for 20 seconds or more.
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(e) Check that the following message is displayed referring to the Information Message on the
WEB. (Refer to WEB “2.5 Information Message” (WEB 02-0110).)

NOTE : The following message is displayed when the firmware replacement is
performed in order from Control Unit #0 to Control Unit #1. When it is
performed in order from the Control Unit #1 to Control Unit #0, convert the
Control Unit number in the message.

When [No] is selected in the step (2-2)-(c), the following message is displayed.

If the following message is not displayed, refer to “Chapter 2. Procedure for Recovery from a
Failure” (FIRM 02-0000).

Contact the Technical Support Center, and perform the operation according to the Technical
Support Center.

MM/DD/YYYY hhimm:ss 10 119000 Online micro-update completed

MM/DD/YYYY hhimm:ss 10 142001 Online micro-update (CTL-1)

MM/DD/YYYY hhimm:ss 10 100101 CTL recovered (CTL-1)

MM/DD/YYYY hh:mm:ss 00 W01401 CTL alarm (CTL-1) :.CTL /CTRC
MM/DD/YYYY hhimm:ss 00 W3B001 Online micro-update started (CTL-1)

(f) Click the [Close] button in the [Micro Update] tab window.
(g) Select [Settings] - [Firmware] on the unit window, and click the [Refresh Information] button.

Hitachi Storage Navigator Modular 2

(h) Check that the revision of the replaced firmware is displayed.
(i) When the revision check is completed, the firmware replacement of the subsystem ends.

NOTE : « When the replacement of the firmware is made for only one of the dual
Control Unit, the disk array system is put in the status in which a warning is
issued. The warning is called off when the other one of the dual Control Unit
is replaced. When you replace the firmware, be sure to make the
replacement for the both Control Units continuously.

* When the firmware was replaced online after performing the processing to
change the system configuration (LU formation, format, LU owner right
change, etc.), the “114000 System copy started” message may be displayed
two or more times in Information Message on WEB, but it is not a problem.
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(2-5) Downloading the firmware (Case with operating instructions)
(In case that there is a special instruction by the Technical Support Center or the system
administrator (SE, customer and others) to control the host access permit (offline/online of
the Fibre Channel port of the Control Unit) at the time of the firmware replacement)
If the connection between Hitachi Storage Navigator Modular 2 and the array subsystem is
disconnected by such cases that a LAN failure occurs or a message of session time-out by
Account Authentication (account authentication function) or DMEAOOOOO6 error message

from Hitachi Storage Navigator Modular 2 are displayed, execute the firmware download
again from the step (2-5)-(a).

(a) Click the [Download] button.

5

Aray Unit [ans2300_ssolo0sa

| LU Obstacle | LU | Threshald | Warning Infarmation | System Upgrade | SATA| SATA Restore Ontions
te |  DriveResponse Diagnosis | Vol e Firmware Update Micro Update
Do aram

Gontroller D [0870/c-1
Controller 1 [0870,/c-1
ady - [ ECENEN

0870/C-10

& Controller0 ¢ Controller |

Close

(b) The confirmation window is display. Click the [OK] button.
£

® Are you sure you want to download the micro program revision 087 2/4-M to the subsystem?

oK e

When you abort the downloading, click the [Cancel] button.

A message asking for confirmation is displayed. When you click the [OK] button, the
downloading is aborted.

When you click the [Cancel] button, the downloading is continued.

® Do you want to cancel downloading?

Ok

Copyright © 2009, Hitachi, Ltd.

FIRM 01-0290.17



DF800 Hitachi Proprietary K6603315-

(c) The confirmation window is display. Click the [Yes] button.
The [No] button is selected by default. Click the [Yes] button not to be incorrect.

When the micro program replacement starts, the controller stops accepting any access from
the host until the replacement completes

® Ifyou select YES, access from the hostwill be again possible right afler you select the
OK button on the message thatwill be displayed when replacement is completed
Ifyou select NO, access from the hostwill be possible as soon as the micro prograrm
replacement completes and selecting the Ok on the message will have no action

v
If the [No] button is pressed at this time the download completion message of (d) is
displayed. Click the [OK] button of the message, and then download the firmware again

from the beginning ((2-5)-(a)).

(d) Since a message is displayed when the downloading is completed normally, click the [OK]
button.

The download has completed.

NOTE : « After the firmware is downloaded, be sure to restart the disk array system or
replace the firmware. If the Control Unit board is replaced in the online
mode before restarting the disk array system or replacing the firmware, the
replaced Control Unit may be detached. When the subsystem is burdened
with a heavy 1/0 load by a host at the time of the downloading, the
downloading may be terminated abnormally. Perform the downloading
again.

If the NAS Unit is connected and the NAS service is in operation, ask the NAS
Unit administrator for planned shutdown of the NAS Unit.

After rebooting the array device, ask the NAS Unit administrator to reboot the
NAS Unit and check the status of the FC path (Fibre Channel path). Refer to
“Recovering from FC path errors” in “Hitachi NAS Manager User’s Guide” to
check the status of the FC path, and if there is a failure in the FC path, ask
the NAS Unit administrator to recover the FC path.

Copyright © 2009, 2011, Hitachi, Ltd.

FIRM 01-0300-31



DF800 Hitachi Proprietary K6603315-

(2-6) Firmware replacement (first Control Unit “A”) (By operating instructions)
(In case that there is a special instruction by the Technical Support Center or the system
administrator (SE, customer and others) to control the host access permit (offline/online of
the Fibre Channel port of the Control Unit) at the time of the firmware replacement)
If the connection between Hitachi Storage Navigator Modular 2 and the array subsystem is
disconnected by such cases that a LAN failure occurs during the firmware replacement or a
message of session time-out by Account Authentication (account authentication function) or,
DMEAOO00006 or DMEAOO200E error message from Hitachi Storage Navigator Modular 2 is
displayed, execute the firmware replacement again from the beginning ((2-6)-(a)).
Replace the firmware that was downloaded to the disk array system with the firmware
installed in the Control Unit. When making replacement, be sure to replace the firmwares
of the both Control Units 0 and 1. When the firmware of one of the Control Units is
replaced and the unit window of Hitachi Storage Navigator Modular 2 is closed, the unit
window may be opened no more. If the unit window becomes unable to be opened, replace
the firmware after changing the registration to that in which only the Control Unit whose
firmware has not be replaced is registered.

(a) Select the Control Unit whose firmware is to be replaced and click the [Replace] button.

x|

| System Unorade | SATA| SATA Restore Octions
mwa icro Upoate

lera [og70/c-1
Controller 1 [0870/c-1

Close.

NOTE : After this procedure, confirm if the 1/0 path can be switched, or if the I/0 can
be stopped because of stopping the 1/0 of the Control Unit whose firmware will
be updated.
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(b) The confirmation window is display. Check if the selected Control Unit is correctly displayed
and click the [OK] button.

NOTE : By clicking the [OK] button in the window, if a LAN failure and others occur and
the Hitachi Storage Navigator Modular 2 processing terminates abnormally
before “W3B00x Online micro-update started (CTL-x)” and “W01z0x CTL alarm
(CTL-x)” are displayed in Information Message on WEB and the window of the
procedure (2-6)-(e) is displayed, execute the firmware replacement again from

the beginning ((2-6)-(a)).

O £

The controller being replaced will stop accepting access from the host.

After replacing the micro program for both controllers, it is necessary to fit the future
® of Storage Mavigator Modular to the new micro prograrm

Close the subsystern window and reopen

Are you sure you want to replace the micro prograrm for controller 07

7

My replacing the micro prograrm for controller 0. Please wait..
Start Time 09:29:54
Time Required 1 - 15min

NOTE : Then “Wz100x CTL alarm (CTL-x)” message is displayed in information message
of Web and Array Unit becomes Warning Status.

(c) If the confirmation message of the host access permit is displayed, contact the Technical
Support Center or the system administrator (SE, customer and others), and request the prior
procedure necessary for the path switching.

Wait until the procedure is completed.

The access from the host will be accepted ifyou select the OK button and if you have

® selected the option YES on the thatwag displayed in
Ifyou have selected MO on the message, the controller is already accepting accesses from
host and selecting the OK buttan will have no action

NOTE : If the above-mentioned message is not displayed, and if DMEAOO200E error
message is displayed, execute the firmware replacement again from the step
(2-6)-(a) according to the DMEAOO200E error message.

(d) Click the [OK] button according to the dialog message

The access from the hostwill be accepted ifvou selectthe OK button and if you hawve

® selected the option YES on the message that was displaved in download
Ifyou have selected MO on the message, the contraller is already accepting accesses from
haost and selecting the OK button will have no action.
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(e) When the replacement of the firmware terminates normally, a completion message is
displayed. Click the [OK] button.

|

The micro program for controller 0 is replaced

NOTE : When making the access from the host accepted by the instruction from Hitachi
Storage Navigator Modular 2 (when the [Yes] is selected in the step (2-5)-(c)),
the following message may be displayed if it is not operated for 20 minutes or
more in the case where Account Authentication is valid, and it may not be
completed normally. Perform the dummy replacement #" of the Control Unit
whose firmware was replaced to make the access from the host accepted.

If the access from the host is made accepted when the replacement of the
firmware is completed, the dummy replacement " is unnecessary.

DMEGDO0212: The current login session is expired. Ifyou are displaying the subsystarn
window, please close the window and login again

(f) Referring to the Information Message on WEB, confirm the following items. (Refer to WEB
“2.5 Information Message” (WEB 02-0110).)
* The message “11G70x FC I/F ports remain offline (CTL-x)” is displayed between “W01z0x
CTL alarm (CTL-x)” and “l10010x CTL recovered (CTL-x)”.

If the above-mentioned item is not established, continue the update installation of the
firmware from the step (2-3)-(f) of “(2-3) Firmware replacement (first Control Unit “A”)
(usual case)” (FIRM 01-0250) again.

$1 : To remove the part concerned once, and then to reinstall it after waiting for 20 seconds or more.
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(g) Referring to the Information Message on WEB, confirm the following items. (Refer to WEB
“2.5 Information Message” (WEB 02-0110).)
* The message “I1G80x FC I/F ports change to online (CTL-x)” is displayed after “W3A00x
Online micro-update executing (CTL-x)”.

If the above- mentioned items are not established, referring to the Information message on
WEB, check that the following message is displayed. (Refer to WEB “2.5 Information
Message” (WEB 02-0110).)

NOTE : The following message is displayed when the firmware replacement is
performed starting from the Control Unit #0. When it is performed starting
from the Control Unit #1, convert the Control Unit number in the message.

When [Yes] is selected in the step (2-5)-(c), the following message is displayed.

If the following message is not displayed, refer to “Chapter 2. Procedure for Recovery from a
Failure” (FIRM 02-0000).

Contact the Technical Support Center, and perform the operation according to the Technical

Support Center.

However, only when “11G800 FC I/F ports change to online (CTL-0)” is not displayed, execute
the update installation of the firmware of the same Control Unit again from the step (2-6) (a)

of “(2-6) Firmware replacement (first Control Unit “A”) (By operating instructions)”.

MM/DD/YYYY hh:mm:ss 00 11G800 FC I/F ports change to online (CTL-0)

MM/DDAYYY hh:mm:ss 00 W3A001 Online micro-update executing (CTL-1)

MM/DDAYYY hh:mm:ss 00 142000 Online micro-update (CTL-0)

MM/DD/YYYY hh:mm:ss 00 100100 CTL recovered (CTL-0)

MM/DD/YYYY hh:mm:ss 00 11G700 FC IF ports remain offline (CTL-0) :Manual
MM/DD/YYYY hhimm:ss 10 W01400 CTL alarm (CTL-0) :.CTL /CTRC
MM/DD/YYYY hhimm:ss 10 W3B000 Online micro-update started (CTL-0)

(h) In the case of the dual controller configuration, also replace the firmware of the other
Control Unit.
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(2-7) Replacing the firmware (second Control Unit “B”) (Case with operating instructions)
(In case that there is a special instruction by the Technical Support Center or the system
administrator (SE, customer and others) to control the host access permit (offline/online of
the Fibre Channel port of the Control Unit) at the time of the firmware replacement)
If the connection between Hitachi Storage Navigator Modular 2 and the array subsystem is
disconnected by such cases that a LAN failure occurs during the firmware replacement or a
message of session time-out by Account Authentication (account authentication function) or,
DMEAO00006 or DMEAOO200E error message from Hitachi Storage Navigator Modular 2 is
displayed, refer to the working flowchart, and execute the firmware replacement again

from the step (2-6)-(a), (2-7)-(a) or (2-10).

(a) Select the Control Unit whose firmware is to be replaced and click the [Replace] button.

ey Unt [KBszs00_e5010059

U opstacle | LU Obstacledntemal | Threshola]
i %

lera [og70/c-1
ler1 [og70/c-1
A

n | System Upgrade | S4TA| SATA Restore Onti
Drive Firmware Update cro Upda

ions
te

Close.

NOTE : After this procedure, confirm if the 1/0 path can be switched, or if the I/0 can
be stopped because of stopping the 1/0 of the Control Unit whose firmware will

be updated.
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(b) The confirmation window is display. Check if the selected Control Unit is correctly displayed
and click the [OK] button.

NOTE : By clicking the [OK] button in the window, if a LAN failure and others occur and
the Hitachi Storage Navigator Modular 2 processing terminates abnormally
before “W3B00x Online micro-update started (CTL-x)” and “W01z0x CTL alarm
(CTL-x)” are displayed in Information Message on WEB and the window of the
procedure (2-7)-(e) is displayed, execute the update installation of the
firmware after this according to “(2-10) Recovery procedure when the
firmware replacement (second Control Unit “B”) (By operating instructions)
fails” (FIRM 01-0400).

O £

The controller being replaced will stop accepting access from the host.

After replacing the micro program for both controllers, it is necessary to fit the future
® of Storage Mavigator Modular to the new micro prograrm

Close the subsystern window and reopen

Are you sure you want to replace the micro prograrm for controller 07

7

My replacing the micro prograrm for controller 0. Please wait..
Start Time 09:29:54
Time Required 1 - 15min

NOTE : Then “W01z0x CTL alarm (CTL-x)” message is displayed in information message
of Web and Array Unit becomes Warning Status.

NOTE : If a DMED3B0104 error message (firmware replacement on the Control Unit “A”
side is not completed) is displayed after clicking the [OK] button to replace the
firmware, click the [OK] button of the error message, and then execute the
firmware replacement again from the step (2-6)-(a).

DMED3B0104: The micro program replacement cannot be performed because micro program
replacement of anather contraller is not completed and the access from hosts is not

received, Please perform micro program replacement of this controller again after

petfarming micro pragram replacement of another contraller and completing,
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(c) If the confirmation message of the host access permit is displayed, contact the Technical
Support Center or the system administrator (SE, customer and others), and request the prior
procedure necessary for the path switching.

Wait until the procedure is completed.

The access from the hostwill be accepted ifvou selectthe OK button and if you hawve

® selected the option YES on the message that was displaved in download
Ifyou have selected MO on the message, the contraller is already accepting accesses from
haost and selecting the OK button will have no action.

NOTE : If the above-mentioned message is not displayed, and if DMEAOO200E error
message is displayed, execute the firmware replacement again from the “(2-10)
Recovery procedure when the firmware replacement (second Control Unit “B”)
(By operating instructions) fails” according to the DMEAOO200E error message.

(d) Click the [OK] button according to the dialog message.

The access from the host will be accepted ifyou select the OK button and if you have

® selected the option YES on the that was displayed in
Ifyou have selected MO on the message, the controller is already accepting accesses from
host and selecting the OK buttan will have no action

(e) When the replacement of the firmware terminates normally, a completion message is
displayed. Click the [OK] button.

x

The micro program Tor controller 0 is replaced

NOTE : When making the access from the host accepted by the instruction from Hitachi
Storage Navigator Modular 2 (when the [Yes] is selected in the step (2-5)-(c)),
the following message may be displayed if it is not operated for 20 minutes or
more in the case where Account Authentication is valid, and it may not be
completed normally. Perform the dummy replacement " of the Control Unit
whose firmware was replaced to make the access from the host accepted.

If the access from the host is made accepted when the replacement of the
firmware is completed, the dummy replacement #" is unnecessary.

£

DMEGOO00212: The current login session is expired. Ifyou are displaying the subsystern
window, please close the window and login again.

$1 : To remove the part concerned once, and then to reinstall it after waiting for 20 seconds or more.
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(f) Referring to the Information Message on WEB, confirm the following items. (Refer to WEB
“2.5 Information Message” (WEB 02-0110).)
* The messages “I1G80x FC I/F ports change to online (CTL-x)” is displayed after “IZYROO
Automatic ENC microprogram download completed successfully”.

If the above- mentioned items are not established, refer to the Information Message on WEB,
and check that the following message is displayed. (Refer to WEB “2.5 Information Message”
(WEB 02-0110).)

NOTE : The following message is displayed when the firmware replacement is
performed in order from Control Unit #0 to Control Unit #1. When it is
performed in order from the Control Unit #1 to Control Unit #0, convert the
Control Unit number in the message.

When [Yes] is selected in the step (2-5)-(c), the following message is displayed.

If the following message is not displayed, refer to “Chapter 2. Procedure for Recovery from a
Failure” (FIRM 02-0000).

Contact the Technical Support Center, and perform the operation according to the Technical
Support Center.

However, only when “I1G800 FC I/F ports change to online (CTL-1)” is not displayed, execute
the update installation of the firmware, from now on, along the flow chart in operation and
according to “(2-10) Recovery procedure when the Firmware replacement (second Control

Unit “B”) (By operating instructions) fails” (FIRM 01-0400) or the step (2-14) (a).
MM/DD/YYYY hhimm:ss 10 11G801 FC I/F ports change to online (CTL-1)

MM/DD/YYYY hh:mm:ss 10 119000 Online micro-update completed

MM/DD/YYYY hh:mm:ss 10 142001 Online micro-update(CTL-1)

MM/DD/YYYY hh:mm:ss 10 100101 CTL recovered(CTL-1)

MM/DD/YYYY hh:mm:ss 10 11G701 FC VF ports remain offline (CTL-1) :MANUAL
MM/DD/YYYY hh:mm:ss 00 W01401 CTL alarm (CTL-1) :.CTL /CTRC
MM/DDAYYY hh:mm:ss 00 W3B001 Online micro-update started (CTL-1)

(g) Click the [Close] button in the [Micro Update] tab window.
(h) Select [Settings] - [Firmware] on the unit window, and click the [Refresh Information] button.

igator Modular 2
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(i) Check that the revision of the replaced firmware is displayed.
(j) When the revision check is completed, the firmware replacement of the subsystem ends.

NOTE : « When the replacement of the firmware is made for only one of the dual
Control Unit, the disk array system is put in the status in which a warning is
issued. The warning is called off when the other one of the dual Control Unit
is replaced. When you replace the firmware, be sure to make the
replacement for the both Control Units continuously.

* When the firmware was replaced online after performing the processing to
change the system configuration (LU formation, format, LU owner right
change, etc.), the “114000 System copy started” message may be displayed
two or more times in Information Message on WEB, but it is not a problem.

(2-8) Checking the READY LED (green) on the front of the Basic Chassis
Check that the READY LED (green) on the front of the Basic Chassis lights up. When the
READY LED (green) on the front of the Basic Chassis is blinking at high speed, the READY LED
(green) on the front of the Basic Chassis lights up after blinking at high speed for the
maximum of 30 to 50 minutes (40 to 60 minutes in case of the RKH) because the automatic
download of the ENC firmware is being operated.

(2-9) Checking the automatic download of the ENC firmware and drive firmware

(a) Checking the completion of the automatic download of the ENC firmware
Check that “IZYROO Automatic ENC microprogram download completed successfully” and
“IZYS00 Automatic ENC microprogram download start” are displayed in Information Message
on WEB.

When “IZYQO0 Automatic ENC microprogram download failed” is displayed in Information
Message on WEB, perform the maintenance according to the recovery method of the message
code. However, in the unit window of Hitachi Storage Navigator Modular 2, select [Settings]
- [Detailed Settings] and press the [Start Detailed Settings] button. Next, select
[Maintenance] and press the [Settings] button, and then select the [ENC Micro Update] tab.
If [Automatic Download] is set to [Disabled], the procedure (2-9)-(a) is not required.

(b) Check that the start message and the end message of the drive firmware automatic download
are displayed. When the drive firmware version of the Disk Drive is new, the start message
and completion message of the drive firmware automatic download are not displayed.

When the message indicating the abnormal termination is displayed, perform the
maintenance according the recovery method in the message code. (Refer to “1.6 (4)
Checking the start message and end message of the automatic download” (FIRM 01-0890).)
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(2-10) Recovery procedure when the firmware replacement (second Control Unit “B”) (By operating
instructions) fails
(In case that there is a special instruction by the Technical Support Center, SE, customer
and others to control the host access permit (offline/online of the Fibre Channel port of the
Control Unit) at the time of the firmware replacement)

START Status of Control Unit whose firmware is replaced

* Normal Control Unit : Control Unit “A”
¢ Abnormal Control Unit : Control Unit “B”

Referring to Information Message
on WEB, are “W3B00x Online
micro-update started (CTL-x)" and
“W01z0x CTL alarm (CTL-x)"
displayed for the second Control
Unit “B” in the firmware
replacement?

No

Yes

i
If the connection between Hitachi
Storage Navigator Modular 2 and
the array subsystem is

Execute the firmware replacement for the disconnected by such cases that
second Control Unit “B” again from the a LAN failure occurs during the
step (2-13)—(a). firmware replacement or a
message of session time-out by
Account Authentication (account
authentication function) or

Work No. (2-13)-(a) DMEA00Q006 error message
from Hitachi Storage Navigator
Modular 2 are displayed, execute
the firmware replacement again
from the step (2-13)-(a).

\

Replacing the . ? "
ﬁrn?wareg Work No. (2-13)-(b) f the connection between Hitachi

Storage Navigator Modular 2 and
the array subsystem is
disconnected by such cases that
a LAN failure occurs during the
firmware replacement or a
/s an error message of message of session time-out by
Account Authentication n
Yes / DMED3B0104 (the firmware aj;oe”ntfcaﬁgffjﬁ;}é’n) (:fm” :

replacement of the fist Control Unit DMEA000006 or DMEAGO200E
is not completed) displayed? error message from Hitachi
@ No Storage Navigator Modular 2 is

To FIRM 01-0450 Work No. displayed, execute the fim:ware
(2-1310) to () replacement according to “(2-10)
Recovery procedure when the
Go through the procedure after replacing firmware replacement (second
the firmware for the second Control Unit Control Unit “B”) (By operating
‘B”. instructions) fails” (FIRM 01-
0400).

Prepare for replacing the firmware for the
second Control Unit “B”.

(Control Unit Instruct to replace the firmware for the
“B") second Control Unit “B”.

A B
C>To FIRM 01-0410 <'>T0 FIRM 01-0420
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From FIRM 01-0400 @

Referring to Information Message Work No. (2-13)-(f)

on WEB, is “IZYR00 Automatic

ENC microprogram download

completed successfully” displayed, |

and then is “11G80x FC I/F ports —
change to online (CTL-x)" < Was the specified WEB > No

Information Message displayed?

displayed?
[Ves Yes ‘ ‘ __
s the firmware reol orth 5 Has a failure listed in “Chapter 2.\
placement for the secon Procedure for Recovery from a ‘
Control Unit “B” completed normally. Failure” occurred?
Therefore, continue the update installation [Yes
operation from “Procedure after replacing Refer to “Chapter 2. Procedure for
the firmware for the second Control Unit L
B Recoyery from a Failure”. Contact the
Technical Support Center, and perform the
| operation according to the Technical
Go through the procedure after replacing [ Work No. (2-13)-(g) Support Center.
the firmware for the second Control Unit ~ [to (j)

| END

Check the IP address of the maintenance |Work No. (2-8), (2-9)
LAN port, READY LED (green) on the

front of the Basic Chassis and the In the firmware replacement for the
completion of the ENC firmware and drive second Control Unit “B”, the host access
firmware automatic download. is not allowed.

It is required to replace the firmware of
both Control Units again.

END First, replace the firmware from the
Control Unit “B”, and then replace the
firmware of the Control Unit “A”.

Vv
@ To FIRM 01-0430
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From FIRM 01-0400

Referring to Information Message \ Work No. (2-13)-()

on WEB, is “11G80x FC I/F ports
change to online (CTL-x)” No

displayed after “IZYR00 Automatic / |

ENC microprogram download Was the specified WEB No
Information Message displayed?

completed successfully"?

| Yes

Yes

Go through the procedure after replacing | Work No. (2-13)-(g) Has a failure listed in “Chapter 2. \ o
the firmware for the second Control Unit  |to (j) Procedure for Recovery from a
‘B < Failure” occurred? :

[ [ Yes
Check the IP address of the maintenance |Work No. Refer to “Chapter 2. Procedure for
LAN port, READY LED (green) on the (2-8), (2-9) Recovery from a Failure”. Contact the
front of the Basic Chassis and the Technical Support Center, and perform the
completion of the ENC firmware and drive operation according to the Technical
firmware automatic download. Support Center.

v

END END

Execute “(2-10) Recovery procedure
when the firmware replacement (second
Control Unit “B”) (By operating
instructions) fails” (FIRM 01-0400).

END
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From FIRM 01-0410 @

Replace the firmware for the first Control
Unit “B”.

Replacing
firmware
(Control Unit Referring to Information Message
‘B) on WEB, is “11G80x FC I/F ports
change to online (CTL-x)”

Work No. (2-14)-(a) to (e)

Work No. (2-14)-(f)

No

To FIRM 01-0470

f

If the connection between Hitachi Storage
Navigator Modular 2 and the array subsystem
is disconnected by such cases that a LAN
failure occurs during the firmware
replacement or a message of session time-
out by Account Authentication (account
authentication function) or, DMEAQ00000G or
DMEAOQ0200E error message from Hitachi
Storage Navigator Modular 2 is displayed,
execute the firmware replacement again from
the step (2-14)-(a).

Work No. (2-15)-(a)

*

If the connection between Hitachi Storage
Navigator Modular 2 and the array subsystem
is disconnected by such cases that a LAN
failure occurs or a message of session time-
out by Account Authentication (account
authentication function) or DMEAQ00006
error message from Hitachi Storage
Navigator Modular 2 are displayed, execute
the firmware replacement again from the step

(2-15)-(a).
\

displayed after “W3A00x Online
micro-update executing (CTL-x)?
Yes
y
—
Prepare for replacing the firmware for the
second Control Unit “A”.
Replacing the
firmware
Control Unit
S A”o)n ror-n Instruct to replace the firmware for the
second Control Unit “A”.

Is an error message of
DMED3B0104 (the firmware
replacement of the fist Control Unit
is not completed) displayed?

[No

Go through the procedure while replacing
the firmware for the second Control Unit
"

Work No. (2-15)-(b)

Yes
@To FIRM 01-0470

Work No. (2-15)-(c) to (e)

}

If the connection between Hitachi Storage
Navigator Modular 2 and the array subsystem
is disconnected by such cases that a LAN
failure occurs or a message of session time-
out by Account Authentication (account
authentication function) or, DMEAQ00006 or
DMEAQ0200E error message from Hitachi
Storage Navigator Modular 2 is displayed,
execute the firmware replacement according
to “(2-11) Recovery procedure when the
firmware replacement (second Control Unit
“A”) (By operating instructions) fails” (FIRM
01-0490).

{

To FIRM 01-0440
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From FIRM 01-0430 @

Referring to Information Message \ Work No. (2-15)-(f)

on WEB, is “11G80x FC I/F ports
change to online (CTL-x)” No

displayed after “IZYR00 Automatic / |

ENC microprogram download Was the specified WEB No
Information Message displayed?

completed successfully"?

[ Yes
Go through the procedure after replacing | Work No. (2-15)-(g) Yes Has a failure listed in “Chapter 2. \
the firmware for the second Control Unit | to (j) Procedure for Recovery from a >°7
A Failure” occurred?

| [Yes
Check the IP address of the maintenance | Work No. (2-8), Refer to “Chapter 2. Procedure for
LAN port, READY LED (green) on the (2-9) Recovery from a Failure”. Contact the
front of the Basic Chassis and the Technical Support Center, and perform the
completion of the ENC firmware and drive operation according to the Technical
firmware automatic download. Support Center.

v
END END

Execute “(2-11) Recovery procedure
when the firmware replacement (second
Control Unit “A”) (By operating
instructions) fails” (FIRM 01-0490).

v

END
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From FIRM 01-0400 @

f

If the connection between Hitachi Storage
Navigator Modular 2 and the array subsystem
is disconnected by such cases that a LAN
failure occurs during the firmware
replacement or a message of session time-
Referring to Information Message Work No. (2-12)-(f) out by Account Authentication (account

on WEB, is “1G80x FC I/F ports | o authentication function) or, DMEA000O06 or
change to online (CTL~x)" DMEAOQ0200E error message from Hitachi
displayed after “W3A00x Online To FIRM 01-0480 Storage Navigator Modular 2 is displayed,
micro-update executing (CTL-x)? execute the firmware replacement again from
Yes the step (2-12)-(a).

_v \

)\
Prepare for replacing the firmware for the | Work No. (2-13)-(a) If the connection between Hitachi Storage
second Control Unit “B”. Navigator Modular 2 and the array subsystem
is disconnected by such cases that a LAN
failure occurs during the firmware
replacement or a message of session time-
out by Account Authentication (account
authentication function) or DMEAQ00006
error message from Hitachi Storage
Navigator Modular 2 are displayed, execute
the firmware replacement again from the step

(2-13)-(a).
Y

Replacing the T
firmware
(Control Unit | Instruct to replace the firmware for the
“B") second Control Unit “B”.

Replace the firmware for the first Control  [Work No. (2-12)-(a) to (e)
Unit “A”.

Replacing
firmware
(Control Unit
AIAH)

Work No. (2-13)-(b) If the connection between Hitachi Storage
Navigator Modular 2 and the array subsystem
is disconnected by such cases that a LAN
failure occurs during the firmware
replacement or a message of session time-out
by Account Authentication (account

Is an error message of

DMED3B0104 (the ﬁrmware . res authentication function) or, DMEA000006 or

replacement of the f ist Cont;ol Unit To FIRM 01-0480 DMEAOQ0200E error message from Hitachi

Is not completed) displayed? Storage Navigator Modular 2 is displayed,

No execute the firmware replacement according
to “(2-10) Recovery procedure when the

Go through the procedure while replacing |Work No. (2-13)-(c) to (e) firmware replacement (second Control Unit
the firmware for the second Control Unit ‘B") (By operating instructions) fails” (FIRM
“B”. 01-0400).

v l {

@To FIRM 01-0460
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From FIRM 01-0450 q:)

Referring to Information Message \ Work No. (2-13)-(f)

on WEB, is “11G80x FC I/F ports
change to online (CTL-x)” No

displayed after “IZYR00 Automatic / |

ENC microprogram download Was the specified WEB No
completed successfully"? Information Message displayed?

| Yes
Yes
Go through the procedure after replacing | Work No. (2-13)- Has a failure listed in “Chapter 2. \
. . . 0
the firmware for the second Control Unit  |(g) to (j) Procedure for Recovery from a
‘B". Failure” occurred?
[ [Yes
Check the IP address of the maintenance |Work No. Refer to “Chapter 2. Procedure for
LAN port, READY LED (green) on the (2-8), (2-9) Recovery from a Failure”. Contact the
front of the Basic Chassis and the Technical Support Center, and perform the
completion of the ENC firmware and drive operation according to the Technical
firmware automatic download. Support Center.
END END

Execute “(2-10) Recovery procedure
when the firmware replacement (second
Control Unit “B”) (By operating
instructions) fails” (FIRM 01-0400).

v

END
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From FIRM 01-0430 G‘i’)

(

Was the specified WEB

No
Information Message displayed? >

Yes

Has a failure listed in “Chapter 2. No
Procedure for Recovery from a
Failure” occurred?

[ Yes

Refer to “Chapter 2. Procedure for
Recovery from a Failure”. Contact the
Technical Support Center, and perform the
operation according to the Technical
Support Center.

END

The host access of the Control Unit is not
allowed due to a LAN failure and others,
and the firmware replacement of the
Control Unit is not completed. Execute the
firmware replacement again from the step

(2-14)-(a).

v
@ To FIRM 01-0430
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From FIRM 01-0450 @

(

Was the specified WEB

No
Information Message displayed? >

Yes

Has a failure listed in “Chapter 2.\ \,
Procedure for Recovery from a
Failure” occurred?

[ Yes

Refer to “Chapter 2. Procedure for
Recovery from a Failure”. Contact the
Technical Support Center, and perform the
operation according to the Technical

Support Center.

b

END

The host access of the Control Unit is not
allowed due to a LAN failure and others,
and the firmware replacement of the
Control Unit is not completed. Execute the
firmware replacement again from the step
(2-12)-(a).

v
@ To FIRM 01-0450
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(2-11) Recovery procedure when the firmware replacement (second Control Unit “A”) (By operating
instructions) fails
(In case that there is a special instruction by the Technical Support Center, SE, customer
and others to control the host access permit (offline/online of the Fibre Channel port of the
Control Unit) at the time of the firmware replacement)

START Status of Control Unit whose firmware is replaced

e Abnormal Control Unit: Control Unit “A”
¢ Normal Control Unit: Control Unit “B”

Referring to Information Message
on WEB, are “W3B00x Online
micro-update started (CTL-x)” and

“W01z0x CTL alarm (CTL-x)” No

displayed for the second Control

Unit “A” in the firmware

- 5 replacement? ¥
Yes If the connection between Hitachi
Storage Navigator Modular 2 and the

Execute the firmware replacement for the array subsystem is disconnected by
second Control Unit “A” again from the such cases that a LAN failure occurs
step (2-15)(a). during the firmware replacement or a

message of session time-out by
Account Authentication (account
authentication function) or

Work No. (2-15)-(a) DMEA000006 error message from
Hitachi Storage Navigator Modular 2
are displayed, execute the firmware
replacement again from the step

Prepare for replacing the firmware for the
second Control Unit “A”".

(2-15)-(a).
Y
Replacing Work No. (2-15)-(b) T
firmware If the connection between Hitachi

. Instruct to replace the firmware for the /
(Control Unit second Control Unit “A” Storage Navigator Modular 2 and the

‘A array subsystem is disconnected by
such cases that a LAN failure occurs
during the firmware replacement or a
message of session time-out by
Account Authentication (account
authentication function) or,

Is an error message of
Yes / DMED3B0104 (the firmware

replacement of the fist Control Unit DMEA000006 or DMEAQO200E error
is not completed) displayed? message from Hitachi Storage
No Navigator Modular 2 is displayed,
] execute the firmware replacement
To FIRM 01-040 Work No. according to “(2-11) Recovery
(2-15)(c) to (€) procedure when the firmware
Go through the procedure while replacing replacement (second Control Unit
the firmware for the second Control Unit “A") (By operating instructions) fails”
A (FIRM 01-0490).

A B
C>To FIRM 01-0500 <>To FIRM 01-0510

Copyright © 2009, 2010, Hitachi, Ltd.

FIRM 01-0490.19



DF800 Hitachi Proprietary K6603315-

From FIRM 01-0490

Referring to Information Message Work No. (2-15)-(f)

on WEB, is “IZYR00 Automatic

ENC microprogram download No

completed successfully” displayed,

and then is “|1G80x FC I/F ports |

change to online (CTL-x)" < Was the specified WEB >No
displayed? Information Message displayed?
| Yes Yes

Is the firmware replacement for the second Has a failure listed in “Chapter 2.\ \,
Control Unit “A” completed normally. Procedure for Recovery from a
Therefore, continue the update installation Failure” occurred?
operation from “Procedure after replacing [ Yes
the firmware for the second Control Unit Refer to “Chapter 2. Procedure for
‘A Recovery from a Failure”. Contact the

[ Technical Support Center, and perform the

Go through the procedure after replacing | Work No. (2-15)-(g) operation according to the Technical
the firmware for the second Control Unit  |to (j) Support Center.
“A”. \ll

[
Check the IP address of the maintenance |Work No. (2-8), (2-9)
LAN port, READY LED (green) on the
front of the Basic Chassis and the
completion of the ENC firmware and drive
firmware automatic download.

In the firmware replacement for the
second Control Unit “A”, the host access is

not allowed.
\l/ Itis required to replace the firmware of
END both Control Units again.

First, replace the firmware from the
Control Unit “A”, and then replace the
firmware of the Control Unit “B”.

éTo FIRM 01-0520

Copyright © 2009, 2010, Hitachi, Ltd.
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From FIRM 01-0490 G

Referring to Information Message
on WEB, is “11G80x FC I/F ports
change to online (CTL-x)”

Work No.
N

(2-15)-(f)

0

displayed after “IZYR00 Automatic
ENC microprogram download
completed successfully"?

[ Yes

/

Was the specified WEB

(

Information Message displayed?

>L

- Yes
Go through the procedure after replacing  [Work No. (2-15)-(g) e
the firmware for the second Control Unit  |to (j) ﬁ?;czgilrlsrfzr“;t:gc;\?erir;fopr;egz No
A Failure” occurred?
| [ Yes
Check the IP address of the maintenance |Work No. Refer to “Chapter 2. Procedure for
LAN port, READY LED (green) on the (2-8), (2-9) Recovery from a Failure”. Contact the

front of the Basic Chassis and the
completion of the ENC firmware and drive

Technical Support Center, and perform the
operation according to the Technical

firmware automatic download.

v

END

Support Center.

END

Execute “(2-11) Recovery procedure
when the firmware replacement (second
Control Unit “A”) (By operating
instructions) fails” (FIRM 01-0490).

v

END
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From FIRM 01-0500 @

Replacing
firmware
(Control Unit
A

Replacing the
firmware
(Control Unit
B)

Replace the firmware for the first Control

Unit “A”.

Work No. (2-12)-(a) to (e)

Referring to Information Message
on WEB, is “11G80x FC I/F ports
change to online (CTL-x)”
displayed after “W3A00x Online

Work No. (2-12)-(f)

No
To FIRM 01-0560

micro-update executing (CTL-x)?

Yes

!

If the connection between Hitachi Storage
Navigator Modular 2 and the array subsystem
is disconnected by such cases that a LAN
failure occurs during the firmware
replacement or a message of session time-
out by Account Authentication (account
authentication function) or, DMEAO00006 or
DMEAOQ0200E error message from Hitachi
Storage Navigator Modular 2 is displayed,
execute the firmware replacement again from
the step (2-12)-(a).

Prepare for replacing the firmware for the

second Control Unit “B

Work No. (2-13)-(a)

”

!

If the connection between Hitachi Storage
Navigator Modular 2 and the array subsystem
is disconnected by such cases that a LAN
failure occurs during the firmware
replacement or a message of session time-
out by Account Authentication (account
authentication function) or DMEA000006 error
message from Hitachi Storage Navigator
Modular 2 are displayed, execute the
firmware replacement again from the step (2-

13)-(a).
|

Instruct to replace the firmware for the
second Control Unit “B".

Work No. (2-13)-(b)

Is an error message of

DMED3B0104 (the firmware
replacement of the fist Control Unit

Yes
To FIRM 01-0560

is not completed) displayed?

No

Go through the proced
the firmware for the se:

ure while replacing |Work No. (2-13)-(c) to (e)

cond Control Unit

]

!

If the connection between Hitachi Storage
Navigator Modular 2 and the array subsystem
is disconnected by such cases that a LAN
failure occurs during the firmware replacement
or a message of session time-out by Account
Authentication (account authentication
function) or, DMEA000006 or DMEAQ0200E
error message from Hitachi Storage Navigator
Modular 2 is displayed, execute the firmware
replacement according to “(2-10) Recovery
procedure when the firmware replacement
(second Control Unit “B”) (By operating
instructions) fails” (FIRM 01-0400).

l

@ To FIRM 01-0530
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From FIRM 01-0520

on WEB, is “11G80x FC I/F ports
change to online (CTL-x)” No

displayed after “IZYR00 Automatic / |

ENC microprogram download Was the specified WEB No
completed successfully? Information Message displayed?

Referring to Information Message \ Work No. (2-13)-(f)

[ Yes
Yes
Go through the procedure after replacing {Work No. (2-13)-(q) Has a failure listed in “Chapter 2.
the v for the second Control Unit “B”. to (j) Procedure for Recovery from a No
| Failure” occurred?
Check the IP address of the maintenance |Work No. [Yes
LAN port, READY LED (green) on the (2-8), (2-9) Refer to “Chapter 2. Procedure for
front of the Basic Chassis and the Recovery from a Failure”. Contact the
completion of the ENC firmware and drive Technical Support Center, and perform the
firmware automatic download. operation according to the Technical
Support Center.
END ‘1/
END

Execute “(2-10) Recovery procedure
when the firmware replacement (second
Control Unit “B") (By operating
instructions) fails” (FIRM 01-0400).

v

END
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Replacing
firmware
(Control Unit
AIBH)

Replacing the
firmware
(Control Unit
“AY)

From FIRM 01-0490

Replace the firmware for the first Control | Work No. (2-14)-(a) to (e)
Unit “B”.

Referring to Information Message Work No. (2-14)-(f)
on WEB, is “11G80x FC I/F ports

change to online (CTL-x)” N @
displayed after “W3A00x Online To FIRM 01-0570

micro-update executing (CTL-x)?
Yes

*

If the connection between Hitachi Storage
Navigator Modular 2 and the array subsystem
is disconnected by such cases that a LAN
failure occurs during the firmware replacement
or a message of session time-out by Account
Authentication (account authentication function)
or, DMEA000006 or DMEAO0200E error
message from Hitachi Storage Navigator
Modular 2 is displayed, execute the firmware
replacement again from the step (2-14)-(a).

'

Prepare for replacing the firmware for the |Work No. (2-15)-(a)
second Control Unit “A”.

!

If the connection between Hitachi Storage
Navigator Modular 2 and the array subsystem
is disconnected by such cases that a LAN
failure occurs during the firmware replacement
or a message of session time-out by Account
Authentication (account authentication function)
or DMEA0000O6 error message from Hitachi
Storage Navigator Modular 2 are displayed,
execute the firmware replacement again from
the step (2-15)-(a).

Instruct to replace the firmware for the Work No. (2-15)-(b)
second Control Unit “A”.

Is an error message of

DMED3B0104 (the firmware Yes

replacement of the fist Control Unit ®To FIRM 01-0570
is not completed) displayed?

No

Go through the procedure while replacing |Work No. (2-15)-(c) to (e)
the firmware for the second Control Unit
o

f

If the connection between Hitachi Storage
Navigator Modular 2 and the array subsystem
is disconnected by such cases that a LAN
failure occurs during the firmware replacement
or a message of session time-out by Account
Authentication (account authentication function)
or, DMEA000006 or DMEAOO200E error
message from Hitachi Storage Navigator
Modular 2 is displayed, execute the firmware
replacement according to “(2-11) Recovery
procedure when the firmware replacement
(second Control Unit “A”) (By operating
instructions) fails” (FIRM 01-0490).

{

To FIRM 01-0550
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From FIRM 01-0540

on WEB, is “11G80x FC I/F ports
change to online (CTL-x)” No

displayed after “IZYR00 Automatic / |

ENC microprogram download Was the specified WEB No
completed successfully”? Information Message displayed?

Referring to Information Message \ Work No. (2-15)-(f)

[ Yes Yes
Go through the procedure after replacing  ( Work No. (2-15)-(g) Has a failure listed in “Chapter 2.
the firmware for the second Control Unit ~ |to (j) <Procedure for Recovery from a >NL
A Failure” occurred?

[ [ Yes
Check the IP address of the maintenance |Work No. Refer to “Chapter 2. Procedure for
LAN port, READY LED (green) on the (2-8), (2-9) Recovery from a Failure”. Contact the
front of the Basic Chassis and the Technical Support Center, and perform the
completion of the ENC firmware and drive operation according to the Technical
firmware automatic download. Support Center.

v v

END END

Execute “(2-11) Recovery procedure
when the firmware replacement (second
Control Unit “A”) (By operating
instructions) fails” (FIRM 01-0490).

I
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From FIRM 01-0520 @

(

Was the specified WEB

No
Information Message displayed? >

Yes

Has a failure listed in “Chapter 2.\ \,
Procedure for Recovery from a
Failure” occurred?

[ Yes

Refer to “Chapter 2. Procedure for
Recovery from a Failure”. Contact the
Technical Support Center, and perform the
operation according to the Technical

Support Center.

v

The host access of the Control Unit is not
allowed due to a LAN failure and others,
and the firmware replacement of the
Control Unit is not completed. Execute the
firmware replacement again from the step
(2-12)-(a).

v
@ To FIRM 01-0520
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From FIRM 01-0540 @

(

Was the specified WEB

No
Information Message displayed? >

Yes

Has a failure listed in “Chapter 2. N
0

Procedure for Recovery from a

Failure” occurred?

| Yes

Refer to “Chapter 2. Procedure for
Recovery from a Failure”. Contact the
Technical Support Center, and perform the
operation according to the Technical

Support Center.

The host access of the Control Unit is not
allowed due to a LAN failure and others,
and the firmware replacement of the
Control Unit is not completed. Execute the
firmware replacement again from the step
(2-14)-(a).

v
@ To FIRM 01-0540
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(2-12) Replacing the firmware (first Control Unit “A”) (By operating instructions)
(In case that there is a special instruction by the Technical Support Center or the system
administrator (SE, customer and others) to control the host access permit (offline/online of
the Fibre Channel port of the Control Unit) at the time of the firmware replacement)
If the connection between Hitachi Storage Navigator Modular 2 and the array subsystem is
disconnected by such cases that a LAN failure occurs or a message of session time-out by
Account Authentication (account authentication function) or, DMEAO0O000O6 or DMEAO0200E
error message from Hitachi Storage Navigator Modular 2 is displayed, execute the firmware
replacement again from the beginning ((2-12)-(a)).
Replace the firmware that was downloaded to the disk array system with the firmware
installed in the Control Unit. When making replacement, be sure to replace the firmware
of the both Control Units 0 and 1. When the firmware of one of the Control Units is
replaced and the unit window of Hitachi Storage Navigator Modular 2 is closed, the unit
window may be opened no more. If the unit window becomes unable to be opened, replace
the firmware after changing the registration to that in which only the Control Unit whose
firmware has not be replaced is registered.

(a) Select the Control Unit whose firmware is to be replaced and click the [Replace] button.

x|

| System Unorade | SATA| SATA Restore Octions
mwa icro Upoate

lera [og70/c-1
Controller 1 [0870/c-1

Close.

NOTE : After this procedure, confirm if the 1/0 path can be switched, or if the I/0 can
be stopped because of stopping the 1/0 of the Control Unit whose firmware will
be updated.

Copyright © 2009, 2011, Hitachi, Ltd.
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(b) The confirmation window is display. Check if the selected Control Unit is correctly displayed
and click the [OK] button.

NOTE : By clicking the [OK] button in the window, if a LAN failure and others occur and
the Hitachi Storage Navigator Modular 2 processing terminates abnormally
before “W3B00x Online micro-update started (CTL-x)” and “W01z0x CTL alarm
(CTL-x)” are displayed in Information Message on WEB and the window of the
procedure (2-12)-(e) is displayed, execute the firmware replacement again from

the beginning ((2-12)-(a)).

O £

The controller being replaced will stop accepting access from the host.

After replacing the micro program for both controllers, it is necessary to fit the future
® of Storage Mavigator Modular to the new micro prograrm

Close the subsystern window and reopen

Are you sure you want to replace the micro prograrm for controller 07

7

My replacing the micro prograrm for controller 0. Please wait..
Start Time 09:29:54
Time Required 1 - 15min

NOTE : Then “W01z0x CTL alarm (CTL-x)” message is displayed in information message
of Web and Array Unit becomes Warning Status.

(c) If the confirmation message of the host access permit is displayed, contact the Technical
Support Center or the system administrator (SE, customer and others), and request the prior
procedure necessary for the path switching.

Wait until the procedure is completed.

The access from the host will be accepted ifyou select the OK button and if you have

® selected the option YES on the that was displayed in
Ifyou have selected MO on the message, the controller is already accepting accesses from
host and selecting the OK buttan will have no action

NOTE : If the above-mentioned message is not displayed, and if DMEAOO200E error
message is displayed, execute the firmware replacement again from the step
(2-12)-(a) according to the DMEAOO200E error message.

(d) Click the [OK] button according to the dialog message.

The access from the hostwill be accepted ifvou selectthe OK button and if you hawve

® selected the option YES on the message that was displaved in download
Ifyou have selected MO on the message, the contraller is already accepting accesses from
haost and selecting the OK button will have no action.

Copyright © 2009, 2010, Hitachi, Ltd.
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(e) When the replacement of the firmware terminates normally, a completion message is
displayed. Click the [OK] button.

]

The micro program for controller 0 is replaced

NOTE : When making the access from the host accepted by the instruction from Hitachi
Storage Navigator Modular 2 (when the [Yes] is selected in the step (2-5)-(c)),
the following message may be displayed if it is not operated for 20 minutes or
more in the case where Account Authentication is valid, and it may not be
completed normally. Perform the dummy replacement #" of the Control Unit
whose firmware was replaced to make the access from the host accepted.

If the access from the host is made accepted when the replacement of the
firmware is completed, the dummy replacement " is unnecessary.

x

DMEGDO0212: The current login session is expired. Ifyou are displaying the subsystarn
window, please close the window and login again

F1 : To remove the part concerned once, and then to reinstall it after waiting for 20 seconds or more.
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(f) Referring to the Information Message on WEB, confirm the following items.
* The messages “I1G80x FC I/F ports change to online (CTL-x)” is displayed after “W3A00x
Online micro-update executing (CTL-x)”.

If the above- mentioned items are not established, refer to the Information Message on WEB,

and check that the following message is displayed. (Refer to WEB “2.5 Information Message”
(WEB 02-0110).)

NOTE : The following message is displayed when the firmware replacement is
performed starting from the Control Unit #0. When it is performed starting
from the Control Unit #1, convert the Control Unit number in the message.

When [Yes] is selected in the step (2-5)-(c), the following message is displayed.

If the following message is not displayed, refer to “Chapter 2. Procedure for Recovery from a
Failure” (FIRM 02-0000).

Contact the Technical Support Center, and perform the operation according to the Technical
Support Center.

However, only when “I1G800 FC I/F ports change to online (CTL-0)” is not displayed, execute
the update installation of the firmware of the same Control Unit again from the step (2-12)

Replacing the firmware (first Control Unit “A”) (By operating instructions)”.
MM/DDAYYY hh:mm:ss 00 11G800 FC I/F ports change to online (CTL-0)

MM/DD/YYYY hhimm:ss 00 W3A001 Online micro-update executing (CTL-1)

MM/DD/YYYY hh:mm:ss 00 142000 Online micro-update (CTL-0)

MM/DD/YYYY hh:mm:ss 00 100100 CTL recovered (CTL-0)

MM/DDAYYY hh:mm:ss 00 [11G700 FC I/F ports remain offline (CTL-0) :Manual
MM/DD/YYYY hh:mm:ss 10 W01400 CTL alarm (CTL-0) :.CTL /CTRC
MM/DD/YYYY hh:mm:ss 10 W3B000 Online micro-update started (CTL-0)

(g) In the case of the dual controller configuration, also replace the firmware of the other
Control Unit.
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FIRM 01-0610.19



DF 800 Hitachi Proprietary

K6603315-

(2-13) Replacing the firmware (second Control Unit “B”) (Case with operating instructions)
(In case that there is a special instruction by the Technical Support Center or the system
administrator (SE, customer and others) to control the host access permit (offline/online of
the Fibre Channel port of the Control Unit) at the time of the firmware replacement)
If the connection between Hitachi Storage Navigator Modular 2 and the array subsystem is
disconnected by such cases that a LAN failure occurs during the firmware replacement or a
message of session time-out by Account Authentication (account authentication function) or,
DMEAO00006 or DMEAOO200E error message from Hitachi Storage Navigator Modular 2 is

displayed, refer to the working flowchart, and execute the firmware download again from
the step (2-10), (2-12) or (2-14).

(a) Select the Control Unit whose firmware is to be replaced and click the [Replace] button.

ey Unt [KBszs00_e5010059

U opstacle | LU Obstacledntemal | Threshola]
i %

lera [og70/c-1
ler1 [og70/c-1
A

n | System Upgrade | S4TA| SATA Restore Onti
Drive Firmware Update cro Upda

ions
te

Close.

NOTE : After this procedure, confirm if the 1/0 path can be switched, or if the I/0 can
be stopped because of stopping the 1/0 of the Control Unit whose firmware will

be updated.
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(b) The confirmation window is display. Check if the selected Control Unit is correctly displayed

and click the

NOTE :

O £

The controller being replaced will stop accepting access from the host.

After replacing the micro program for both controllers, it is necessary to fit the future
® of Storage Mavigator Modular to the new micro prograrm

Close the subsystern window and reopen

Are you sure you want to replace the micro prograrm for controller 07

[OK] button.

By clicking the [OK] button in the window, if a LAN failure and others occur and
the Hitachi Storage Navigator Modular 2 processing terminates abnormally
before “W3B00x Online micro-update started (CTL-x)” and “W01z0x CTL alarm
(CTL-x)” are displayed in Information Message on WEB and the window of the
procedure (2-13)-(e) is displayed, execute the update installation of the
firmware after this according to “(2-10) Recovery procedure when the
firmware replacement (first Control Unit “B”) (By operating instructions) fails”
(FIRM 01-0400).

My replacing the micro prograrm for controller 0. Please wait..
Start Time 09:29:54
Time Required 1 - 15min

v

NOTE :

NOTE :

Then “W0100x CTL alarm (CTL-x)” message is displayed in information message
of Web and Array Unit becomes Warning Status.

If a DMED3B0104 error message (firmware replacement on the Control Unit “A”
side is not completed) is displayed after clicking the [OK] button to replace the
firmware, click the [OK] button of the error message, and then execute the
firmware replacement again from the step (2-12)-(a).

DMED3B0104: The micro program replacement cannot be performed because micro program
replacement of anather contraller is not completed and the access from hosts is not

received, Please perform micro program replacement of this controller again after

petfarming micro pragram replacement of another contraller and completing,
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(c) If the confirmation message of the host access permit is displayed, contact the Technical
Support Center or the system administrator (SE, customer and others), and request the prior
procedure necessary for the path switching.

Wait until the procedure is completed.

The access from the hostwill be accepted ifvou selectthe OK button and if you hawve

® selected the option YES on the message that was displaved in download
Ifyou have selected MO on the message, the contraller is already accepting accesses from
haost and selecting the OK button will have no action.

NOTE : If the above-mentioned message is not displayed, and if DMEAOO200E error
message is displayed, execute the firmware replacement again from the “(2-10)
Recovery procedure when the firmware replacement (second Control Unit “B”)
(By operating instructions) fails” according to the DMEAOO200E error message.

(d) Click the [OK] button according to the dialog message.

The access from the host will be accepted ifyou select the OK button and if you have

® selected the option YES on the that was displayed in
Ifyou have selected MO on the message, the controller is already accepting accesses from
host and selecting the OK buttan will have no action

(e) When the replacement of the firmware terminates normally, a completion message is
displayed. Click the [OK] button.

x

The micro program Tor controller 0 is replaced

NOTE : When making the access from the host accepted by the instruction from Hitachi
Storage Navigator Modular 2 (when the [Yes] is selected in the step (2-5)-(c)),
the following message may be displayed if it is not operated for 20 minutes or
more in the case where Account Authentication is valid, and it may not be
completed normally. Perform the dummy replacement " of the Control Unit
whose firmware was replaced to make the access from the host accepted.

If the access from the host is made accepted when the replacement of the
firmware is completed, the dummy replacement #" is unnecessary.

£

DMEGOO00212: The current login session is expired. Ifyou are displaying the subsystern
window, please close the window and login again.

F1 : To remove the part concerned once, and then to reinstall it after waiting for 20 seconds or more.
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(f) Referring to the Information Message on WEB, confirm the following items. (Refer to WEB
“2.5 Information Message” (WEB 02-0110).)
* The messages “I1G80x FC I/F ports change to online (CTL-x)” is displayed after “IZYROO
Automatic ENC microprogram download completed successfully”.

If the above- mentioned items are not established, refer to the Information Message on WEB,
and check that the following message is displayed. (Refer to WEB “2.5 Information Message”
(WEB 02-0110).)

NOTE : The following message is displayed when the firmware replacement is
performed in order from Control Unit #0 to Control Unit #1. When it is
performed in order from the Control Unit #1 to Control Unit #0, convert the
Control Unit number in the message.

When [Yes] is selected in the step (2-5)-(c), the following message is displayed.

If the following message is not displayed, refer to “Chapter 2. Procedure for Recovery from a
Failure” (FIRM 02-0000).

Contact the Technical Support Center, and perform the operation according to the Technical
Support Center.

However, only when “I1G800 FC I/F ports change to online (CTL-1)” is not displayed, execute
the update installation of the firmware, from now on, along the flow chart in operation and
according to “(2-10) Recovery procedure when the firmware replacement (second Control

Unit “B”) (By operating instructions) fails” (FIRM 01-0400) or the step (2-14) (a).
MM/DD/YYYY hhimm:ss 10 11G801 FC I/F ports change to online (CTL-1)

MM/DD/YYYY hh:mm:ss 10 119000 Online micro-update completed

MM/DD/YYYY hh:mm:ss 10 142001 Online micro-update (CTL-1)

MM/DD/YYY hh:mm:ss 10 100101 CTL recovered (CTL-1)

MM/DD/YYY hhimm:ss 10 11G701 FC UF ports remain offline (CTL-1) :MANUAL
MM/DD/YYY hh:mm:ss 00 W01401 CTL alarm (CTL-1) :CTL /CTRC
MM/DD/YYYY hh:mm:ss 00 W3B001 Online micro-update started (CTL-1)

(g) Click the [Close] button in the [Micro Update] tab window.
(h) Select [Settings] - [Firmware] on the unit window, and click the [Refresh Information] button.

igator Modular 2
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(i) Check that the revision of the replaced firmware is displayed.
(j) When the revision check is completed, the firmware replacement of the subsystem ends.

NOTE : « When the replacement of the firmware is made for only one of the dual
Control Unit, the disk array system is put in the status in which a warning is
issued. The warning is called off when the other one of the dual Control Unit
is replaced. When you replace the firmware, be sure to make the
replacement for the both Control Units continuously.

* When the firmware was replaced online after performing the processing to
change the system configuration (LU formation, format, LU owner right
change, etc.), the “114000 System copy started” message may be displayed
two or more times in Information Message on WEB, but it is not a problem.
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(2-14) Replacing the firmware (first Control Unit “B”) (By operating instructions)
(In case that there is a special instruction by the Technical Support Center or the system
administrator (SE, customer and others) to control the host access permit (offline/online of
the Fibre Channel port of the Control Unit) at the time of the firmware replacement)
If the connection between Hitachi Storage Navigator Modular 2 and the array subsystem is
disconnected by such cases that a LAN failure occurs or a message of session time-out by
Account Authentication (account authentication function) or, DMEAO0O000O6 or DMEAO0200E
error message from Hitachi Storage Navigator Modular 2 is displayed, execute the firmware
replacement again from the beginning ((2-14)-(a)).
Replace the firmware that was downloaded to the disk array system with the firmware
installed in the Control Unit. When making replacement, be sure to replace the firmwares
of the both Control Units 0 and 1. When the firmware of one of the Control Units is
replaced and the unit window of Hitachi Storage Navigator Modular 2 is closed, the unit
window may be opened no more. If the unit window becomes unable to be opened, replace
the firmware after changing the registration to that in which only the Control Unit whose
firmware has not be replaced is registered.

(a) Select the Control Unit whose firmware is to be replaced and click the [Replace] button.

x|

| System Unorade | SATA| SATA Restore Octions
mwa icro Upoate

lera [og70/c-1
Controller 1 [0870/c-1

Close.

NOTE : After this procedure, confirm if the 1/0 path can be switched, or if the I/0 can
be stopped because of stopping the 1/0 of the Control Unit whose firmware will
be updated.
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(b) The confirmation window is display. Check if the selected Control Unit is correctly displayed
and click the [OK] button.

NOTE : By clicking the [OK] button in the window, if a LAN failure and others occur and
the Hitachi Storage Navigator Modular 2 processing terminates abnormally
before “W3B00x Online micro-update started (CTL-x)” and “W01z0x CTL alarm
(CTL-x)” are displayed in Information Message on WEB and the window of the
procedure (h) is displayed, execute the firmware replacement again from the
beginning ((2-14)-(a)).

O £

The controller being replaced will stop accepting access from the host.

After replacing the micro program for both controllers, it is necessary to fit the future
® of Storage Mavigator Modular to the new micro prograrm

Close the subsystern window and reopen

Are you sure you want to replace the micro prograrm for controller 07

7

My replacing the micro prograrm for controller 0. Please wait..
Start Time 09:29:54
Time Required 1 - 15min

NOTE : Then “W01z0x CTL alarm (CTL-x)” message is displayed in information message
of Web and Array Unit becomes Warning Status.

(c) If the confirmation message of the host access permit is displayed, contact the Technical
Support Center or the system administrator (SE, customer and others), and request the prior
procedure necessary for the path switching.

Wait until the procedure is completed.

The access from the host will be accepted ifyou select the OK button and if you have

® selected the option YES on the thatwag displayed in
Ifyou have selected MO on the message, the controller is already accepting accesses from
host and selecting the OK buttan will have no action

NOTE : If the above-mentioned message is not displayed, and if DMEAOO200E error
message is displayed, execute the firmware replacement again from the step
(2-14)-(a) according to the DMEAOO200E error message.

(d) Click the [OK] button according to the dialog message.

The access from the hostwill be accepted ifvou selectthe OK button and if you hawve

® selected the option YES on the message that was displaved in download
Ifyou have selected MO on the message, the contraller is already accepting accesses from
haost and selecting the OK button will have no action.
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(e) When the replacement of the firmware terminates normally, a completion message is
displayed. Click the [OK] button.

]

The micro program for controller 0 is replaced

NOTE : When making the access from the host accepted by the instruction from Hitachi
Storage Navigator Modular 2 (when the [Yes] is selected in the step (2-5)-(c)),
the following message may be displayed if it is not operated for 20 minutes or
more in the case where Account Authentication is valid, and it may not be
completed normally. Perform the dummy replacement #" of the Control Unit
whose firmware was replaced to make the access from the host accepted.

If the access from the host is made accepted when the replacement of the
firmware is completed, the dummy replacement " is unnecessary.

x

DMEGDO0212: The current login session is expired. Ifyou are displaying the subsystarn
window, please close the window and login again

F1 : To remove the part concerned once, and then to reinstall it after waiting for 20 seconds or more.
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(f) Referring to the Information Message on WEB, confirm the following items.
* The messages “I1G80x FC I/F ports change to online (CTL-x)” is displayed after “W3A00x
Online micro-update executing (CTL-x)”.

If the above- mentioned items are not established, refer to the Information Message on WEB,

and check that the following message is displayed. (Refer to WEB “2.5 Information Message”
(WEB 02-0110).)

NOTE : The following message is displayed when the firmware replacement is
performed starting from the Control Unit #0. When it is performed starting
from the Control Unit #1, convert the Control Unit number in the message.

When [Yes] is selected in the step (2-5)-(c), the following message is displayed.

If the following message is not displayed, refer to “Chapter 2. Procedure for Recovery from a
Failure” (FIRM 02-0000).

Contact the Technical Support Center, and perform the operation according to the Technical
Support Center.

However, only when “I1G800 FC I/F ports change to online (CTL-0)” is not displayed, execute
the update installation of the firmware of the same Control Unit again from the step (2-14)

(a) of “(2-14) Replacing the firmware (first Control Unit “B”) (By operating instructions)”.
MM/DDAYYY hh:mm:ss 00 11G800 FC I/F ports change to online (CTL-0)

MM/DD/YYYY hh:mm:ss 00 W3A001 Online micro-update executing (CTL-1)

MM/DD/YYYY hh:mm:ss 00 142000 Online micro-update (CTL-0)

MM/DD/YYYY hh:mm:ss 00 100100 CTL recovered (CTL-0)

MM/DD/YYYY hhimm:ss 00 11G700 FC VF ports remain offline (CTL-0) :Manual
MM/DD/YYYY hh:mm:ss 10 W01400 CTL alarm (CTL-0) :.CTL /CTRC
MM/DDAYYY hh:mm:ss 10 W3B000 Online micro-update started (CTL-0)

(g) In the case of the dual controller configuration, also replace the firmware of the other
Control Unit.
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(2-15) Replacing the firmware (second Control Unit “A”) (Case with operating instructions)
(In case that there is a special instruction by the Technical Support Center or the system
administrator (SE, customer and others) to control the host access permit (offline/online of
the Fibre Channel port of the Control Unit) at the time of the firmware replacement)
If the connection between Hitachi Storage Navigator Modular 2 and the array subsystem is
disconnected by such cases that a LAN failure occurs during the firmware replacement or a
message of session time-out by Account Authentication (account authentication function) or,
DMEAO00006 or DMEAOO200E error message from Hitachi Storage Navigator Modular 2 is
displayed, refer to the working flowchart, and execute the firmware download again from
the step (2-11), (2-12) or (2-14).

(a) Select the Control Unit whose firmware is to be replaced and click the [Replace] button.

ey Unt [KBszs00_e5010059

U opstacle | LU Obstacledntemal | Threshola]
i %

lera [og70/c-1
ler1 [og70/c-1

n | System Upgrade | S4TA| SATA Restore Onti
Drive Firmware Update cro Upda

ions
te

Close.

NOTE : After this procedure, confirm if the 1/0 path can be switched, or if the I/0 can
be stopped because of stopping the 1/0 of the Control Unit whose firmware will

be updated.
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(b) The confirmation window is display. Check if the selected Control Unit is correctly displayed
and click the [OK] button.

NOTE : By clicking the [OK] button in the window, if a LAN failure and others occur and
the Hitachi Storage Navigator Modular 2 processing terminates abnormally
before “W3B00x Online micro-update started (CTL-x)” and “W01z0x CTL alarm
(CTL-x)” are displayed in Information Message on WEB and the window of the
procedure (h) is displayed, execute the update installation of the firmware
after this according to “(2-11) Recovery procedure when the firmware
replacement (second Control Unit “A”) (By operating instructions) fails” (FIRM
01-0490).

O £

The controller being replaced will stop accepting access from the host.

After replacing the micro program for both controllers, it is necessary to fit the future
® of Storage Mavigator Modular to the new micro prograrm

Close the subsystern window and reopen

Are you sure you want to replace the micro prograrm for controller 07

7

My replacing the micro prograrm for controller 0. Please wait..
Start Time 09:29:54
Time Required 1 - 15min

NOTE : Then “W01z0x CTL alarm (CTL-x)” message is displayed in information message
of Web and Array Unit becomes Warning Status.

NOTE : If a DMED3B0104 error message (firmware replacement on the Control Unit “B”
side is not completed) is displayed after clicking the [OK] button to replace the
firmware, click the [OK] button of the error message, and then execute the
firmware replacement again from the step (2-14)-(a).

DMED3B0104: The micro program replacement cannot be performed because micro program
replacement of anather contraller is not completed and the access from hosts is not

received, Please perform micro program replacement of this controller again after

petfarming micro pragram replacement of another contraller and completing,
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(c) If the confirmation message of the host access permit is displayed, contact the Technical
Support Center or the system administrator (SE, customer and others), and request the prior
procedure necessary for the path switching.

Wait until the procedure is completed.

The access from the hostwill be accepted ifvou selectthe OK button and if you hawve

® selected the option YES on the message that was displaved in download
Ifyou have selected MO on the message, the contraller is already accepting accesses from
haost and selecting the OK button will have no action.

NOTE : If the above-mentioned message is not displayed, and if DMEAOO200E error
message is displayed, execute the firmware replacement again from the “(2-
11) Recovery procedure when the firmware replacement (second Control
Unit “A”) (By operating instructions) fails” (FIRM 01-0490) according to the
DMEAOQO0200E error message.

(d) Click the [OK] button according to the dialog message.

The access from the hostwill be accepted ifvou selectthe OK button and if you hawve
® selected the option YES on the message that was displaved in download

Ifyou have selected MO on the message, the contraller is already accepting accesses from
haost and selecting the OK button will have no action.

(e) When the replacement of the firmware terminates normally, a completion message is
displayed. Click the [OK] button.

|

The micro program for controller 0 is replaced

NOTE : When making the access from the host accepted by the instruction from Hitachi
Storage Navigator Modular 2 (when the [Yes] is selected in the step (2-5)-(c)),
the following message may be displayed if it is not operated for 20 minutes or
more in the case where Account Authentication is valid, and it may not be
completed normally. Perform the dummy replacement #" of the Control Unit
whose firmware was replaced to make the access from the host accepted.

If the access from the host is made accepted when the replacement of the
firmware is completed, the dummy replacement * is unnecessary.

T l

DMEGDO0212: The current login session is expired. Ifyou are displaying the subsystarn
window, please close the window and login again

F1 : To remove the part concerned once, and then to reinstall it after waiting for 20 seconds or more.
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(f) Referring to the Information Message on WEB, confirm the following items. (Refer to WEB
“2.5 Information Message” (WEB 02-0110).)
* The messages “I1G80x FC I/F ports change to online (CTL-x)” is displayed after “IZYROO
Automatic ENC microprogram download completed successfully”.

If the above- mentioned items are not established, refer to the Information Message on WEB,
and check that the following message is displayed. (Refer to WEB “2.5 Information Message”
(WEB 02-0110).)

NOTE : The following message is displayed when the firmware replacement is
performed in order from Control Unit #0 to Control Unit #1. When it is
performed in order from the Control Unit #1 to Control Unit #0, convert the
Control Unit number in the message.

When [Yes] is selected in the step (2-5)-(c), the following message is displayed.

If the following message is not displayed, refer to “Chapter 2. Procedure for Recovery from a
Failure” (FIRM 02-0000).

Contact the Technical Support Center, and perform the operation according to the Technical
Support Center.

However, only when “I1G800 FC I/F ports change to online (CTL-1)” is not displayed, execute
the update installation of the firmware, from now on, along the flow chart in operation and
according to “(2-11) Recovery procedure when the firmware replacement (second Control

Unit “A”) (By operating instructions) fails” (FIRM 01-0490) or the step (2-12) (a).
MM/DD/YYYY hhimm:ss 10 11G801 FC I/F ports change to online (CTL-1)

MM/DDAYYY hh:mm:ss 10 119000 Online micro-update completed

MM/DD/YYYY hh:mm:ss 10 142001 Online micro-update (CTL-1)

MM/DD/YYYY hh:mm:ss 10 100101 CTL recovered (CTL-1)

MM/DD/YYYY hhimm:ss 10 11G701 FC IF ports remain offline (CTL-1) :MANUAL
MM/DD/YYYY hh:mm:ss 00 W01401 CTL alarm (CTL-1) :.CTL /CTRC
MM/DDAYYY hh:mm:ss 00 W3B001 Online micro-update started (CTL-1)

(g) Click the [Close] button in the [Micro Update] tab window.
(h) Select [Settings] - [Firmware] on the unit window, and click the [Refresh Information] button.

igator Modular 2
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(i) Check that the revision of the replaced firmware is displayed.
(j) When the revision check is completed, the firmware replacement of the subsystem ends.

NOTE : « When the replacement of the firmware is made for only one of the dual
Control Unit, the disk array system is put in the status in which a warning is
issued. The warning is called off when the other one of the dual Control Unit
is replaced. When you replace the firmware, be sure to make the
replacement for the both Control Units continuously.

* When the firmware was replaced online after performing the processing to
change the system configuration (LU formation, format, LU owner right
change, etc.), the “114000 System copy started” message may be displayed
two or more times in Information Message on WEB, but it is not a problem.
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(3) Update for single controller

NOTE : » Do not perform the update installation of the firmware while the READY LED
(green) on the front of the Basic Chassis is blinking at high speed (for the
maximum of 30 to 50 minutes, or 40 to 60 minutes in case of the RKH), or the
WARNING LED (orange) is blinking at high speed (for the maximum of 30 to 85
minutes).

* When registering the disk array system at the time of connecting the disk
array system, specify only the Control Unit #0 in [Connection Destination]
(refer to System Parameter “1.1 (4) (c) Registering the disk array system”
(SYSPR 01-0090)).

* When the LU, whose status of the forced parity correction is any of “Parity
Correction”, “Waiting Parity Correction”, “Waiting Drive Reconstruction”,
“Uncorrected”, “Uncorrected and Drive Detached” and “Correction Aborted”,
is in the subsystem, change the status of the LU to “Restored” or “Correction
Skipped” by executing or skipping the forced parity correction
(recommendation).

(3-1) Transfer and update of firmware
(a) Connect the LAN cross cable to the subsystem LAN connector for maintenance and connect

the subsystem to the Web. (Refer to Troubleshooting “3.1 Procedure to WEB Connection”
(TRBL 03-0000).

(b) Start Hitachi Storage Navigator Modular 2, put a checkmark to the array subsystem to set,
press the [Ctrl] key, [Shift] key and [E] key at the same time, and change the operation mode
to “Maintenance Mode”. "

Check that “Maintenance Mode” is displayed in [Operation Mode] on the top of the main

window.

Hitachi Storage Navigator Modular 2

$1 : When the array subsystem to operate is not registered, click the blank area (other than buttons and characters) in
the “Arrays” window, and press the [Ctrl] key, [Shift] key and [E] key at the same time.
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(c) Click the array subsystem name, and open the unit window.

NOTE : When the main window is not displayed even if you select the array subsystem,
check that the LAN port number is not changed. (Refer to System Parameter
“1.2 LAN Port Number Change by Hitachi Storage Navigator Modular 2” (SYSPR
01-0120).) Use the changed LAN Port Number, and execute it again.

Hitachi Storage Navigator Modular 2 HITAGH!
7

(d) Select [Settings] - [Firmware] on the unit window.
Click the [Update Firmware] button.

Hitachi St igator Modular 2
Trwes o
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(e) Enter [Update file] (Specify the ZIP form file) on the [Basic] tab, set the necessary items of
the [Advanced] tab, and click the [OK] button.
When using Windows®:

c:/diskarray-microprogram/microprogram/micro/0830A.zip
When using Solaris™ or Red Hat Linux®: Specified
firmware file

diskarray-microprogram/microprogram/micro/0830A.zip (ZIP form file)

Basic tab Advanced tab
HSNM2

HITACHI | HSNM2

Update Firmware

Firmware

HITACHI

e | Update Firmware

be updated and click of
B el

its to parform the update

e R e
e the

ion: 0870/G-M

Basic || Advanced

Basic | Advanced
Update sparatio

Begin this aperation only if the arrsy is not busy =
e M e mware, To Eh
" ey v o TR Sheck rey Ves (Dagradation is preverted)
v go to the support site
Interval to transfer parts of firmmare to amay: [ )
Browse.
mpressed file of provided firmuare

From 3 to 60
* Required field

(f) The confirmation window of the firmware to update is displayed. Check it, and then click
the [Confirm] button.

HSNM2

HITACHI

Update Firmware

& Confirm the following information to transfer the firmware,
When the firmware transfer begins, the performance from the host 170 is affected until the installation
Therefore, it is that this operation is executed while the host 170 traffic is lower
or you can stop host I/0.
YU GANNOT UNDG THIS OPERATION,

Current revision  0870/C-M

Local file revision 0872/A-M

€l T have raad e 5k aand WAk banster the

HSNM2

HITACHI

Update Firmware

@ Currently transferring the firmware.

Please wait for a moment.Time required about 32 - 53 min.(Start time 13147)
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(2) When the Hitachi Storage Navigator Modular 2 is abnormally terminated, perform
maintenance on each message.
(g-1) Message code “DMEA000006”
(i) Check if a failure occurs in the subsystem.
If a failure occurs, perform maintenance or parts replacement, and then restore the
subsystem condition to normal.
(ii) Check if a LAN failure occurs.
If a failure occurs, review the network condition, and then restore it to normal.
(iii) Perform the transfer firmware again from the beginning.

(g-2) Message code “DMEA00200E”

(i) Check if a failure occurs in the subsystem.

If a failure occurs, perform maintenance or parts replacement, and then restore the
subsystem condition to normal.

(ii) Check if a LAN failure occurs.

If a failure occurs, review the network condition, and then restore it to normal.

(iii) Check the [Update Firmware] radio button on [Basic] tab. Execute it again at least 3
times until it is normally completed.

(iv) When it is not completed normally after the retries, turn off the subsystem once and then
turn on it again after obtaining the consent of turning on/off the subsystem from your
customer.

The replacement of firmware is completed by this operation.

(h) Since a message is displayed when the reading in of the firmware is completed, click the
[Close] button.

HSNM2 HITACHI

Update Firmware

®The fir
3,
4

(i) After waiting one or more minutes after turning off the main switch (after the POWER LED is
turned off), turn on the main switch.
Check that the READY LED (green) on the front of Basic Chassis lights up. If the WARNING
LED (orange) on the front of Basic Chassis blinks at high speed, the READY LED (green) on the
front of Basic Chassis (green) lights up after the WARNING LED blinks at high speed for the
maximum of 30 to 85 minutes.
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(j) Select [Settings] - [Firmware] on the unit window, and click the [Refresh Information] button.

Hitachi Storage Navigator Modular 2

(k) Check that the revision of the replaced firmware is displayed.
(1) When the revision check is completed, the firmware replacement of the subsystem ends.

NOTE : When the firmware was replaced online after performing the processing to
change the system configuration (LU formation, format, LU owner right change,
etc.), the “114000 System copy started” message may be displayed two or more
times in Information Message on WEB, but it is not a problem.

(3-2) Checking the READY LED (green) on the front of the Basic Chassis
Check that the READY LED (green) on the front of the Basic Chassis lights up. When the
READY LED (green) on the front of the Basic Chassis is blinking at high speed, the READY LED
(green) on the front of the Basic Chassis lights up after blinking at high speed for the
maximum of 30 to 50 minutes (40 to 60 minutes in case of the RKH) because the automatic
download of the ENC firmware is being operated.

(3-3) Check that the start message and the end message of the drive firmware automatic
download are displayed. When the drive firmware version of the Disk Drive is new, the
start message and completion message of the drive firmware automatic download are not
displayed.

When the message indicating the abnormal termination is displayed, perform the
maintenance according the recovery method in the message code. (Refer to “1.6 (4)
Checking the start message and end message of the automatic download” (FIRM 01-0890).)
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1.4.3  Procedure for the Version Downgrade

NOTE : Do not perform the update installation of the firmware while the READY LED
(green) on the front of the Basic Chassis is blinking at high speed (for the
maximum of 30 to 50 minutes, or 40 to 60 minutes in case of the RKH), or the
WARNING LED (orange) is blinking at high speed (for the maximum of 30 to 85
minutes).

(1) Restrictions of the version downgrade of the firmware
For the restrictions of the version downgrade of the firmware, refer to “1.7 Restrictions of the
Version Downgrade of the Firmware” (FIRM 01-0910).

(2) Download of the firmware
(2-1) Concurrent update in both Control Units (Dual controller configuration)
(a) Prepare for the version downgrade according to the procedure of update installation. (Refer
to “1.4.2 Update Installation of Firmware (1) Concurrent update for both Control Units (Dual
controller configuration) (1-1)-(a) to (e)” (FIRM 01-0070 to FIRM 01-0080.)

(b) Click the [Advanced] tab.
Take the checkmark off from [Check revision], and click the [OK] button.
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(c) Update the firmware according to the procedure of update installation. (Refer to “1.4.2
Update Installation of Firmware (1) Concurrent update for both Control Units (Dual
controller configuration) (1-1)-(f) to (j)” (FIRM 01-0090 to FIRM 01-0100.)

(2-2) Update for each Control Unit (Dual controller configuration)
(a) Prepare for the version downgrade according to the procedure for update installation (“1.4.2
Update Installation of Firmware (2) Update for each Control Unit (Dual controller
configuration) (2-1)-(a) to (i)” (FIRM 01-0170 to FIRM 01-0190)).
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(b) Check [No] of [Revision Check].
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(c) Update the firmware according to the procedure for update installation (“1.4.2 Update

Installation of Firmware (2) Update for each Control Unit (Dual controller configuration)”
(FIRM 01-0110)).

(2-3) Update for single controller
(a) Prepare for the version downgrade according to the procedure of update installation. (Refer

to “1.4.2 Update Installation of Firmware (3) Update for single controller (3-1)-(a) to (e)”
(FIRM 01-0760 to FIRM 01-0780).)

(b) Click the [Advanced] tab.
Take the checkmark off from [Check revision], and click the [OK] button.

HSNM2 HITACHI
Update Firmware (Heln)

* Required field

E=)

(c) Update the firmware according to the procedure of update installation. (Refer to “1.4.2

Update Installation of Firmware (3) Update for single controller (3-1)-(f) to (j)” (FIRM 01-
0780 to FIRM 01-0800).)
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1.5  Checking the Start and the Termination of the ENC Firmware Automatic Download

The ENC firmware is a function that is managed as a part of the firmware and checks the
version of all ENC firmware in the subsystem when the subsystem starts or the ENC Unit is
replaced, and downloads it automatically if necessary.

(1) Opportunity to start the automatic download

The ENC firmware starts the download automatically in the following opportunities.

In the single controller configuration, the automatic download of the ENC firmware operates

only at the time of the starting opportunity.

<Start-up Opportunity>

» When the main switch of the subsystem is turned on, and the subsystem enters the READY
status

» When rebooting on remote

» When rebooting automatically

» When rebooting the Control Unit in the maintenance mode

<Maintenance Opportunity>

» When the Control Unit is inserted online

» When the ENC Unit are inserted online

» When the chassis frame is added online

» When the firmware is changed online

» When the ENC firmware automatic download function is enabled

» When the following warnings are released before starting the automatic download
ENC Warning/Control Unit Warning/SNMP Warning/Disk drive Warning/PIN Warning/Power
Unit Warning/UPS Warning/Battery backup Unit Warning/Battery backup circuit Warning/Fan
Unit Warning

» When the following warnings, which caused the abnormal termination of the automatic
download, are released
Loop Warning/ENC Unit Warning/Control Unit Warning/Disk Drive Warning/ENC replacement
which occurred in the SES error

(2) Restriction items during the automatic download
Do not perform the following work during the ENC firmware automatic download.
« Planned shutdown
» Update installation of the firmware from Hitachi Storage Navigator Modular 2
« Setting change of Boot Options by Hitachi Storage Navigator Modular 2
« Setting change of LAN by Hitachi Storage Navigator Modular 2
« Text file input of Boot Options of the configuration copy information by Hitachi Storage
Navigator Modular 2
» Unlocking of the priced options by Hitachi Storage Navigator Modular 2
« Setting change of SNMP by Hitachi Storage Navigator Modular 2
« Setting change of Cache Residency Manager by Hitachi Storage Navigator Modular 2
« Validation of Power Saving with Hitachi Storage Navigator Modular 2
« Parts replacement
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 Adding optional components

« Subtracting optional components

« Relocation / Removal work

» Changing to the maintenance mode of the array subsystem by pressing RST SW of the Control
Unit

Execute the above-mentioned work after the ENC firmware automatic download is completed.

(3) Checking the start messages and the termination messages of the automatic download.
When the download starts, it takes up to 30 to 85 minutes to terminate it.

NOTE : The download does not start when the subsystem is in the warning status.
Connect to the WEB and perform the recovery procedure for each on the
Information Message. (Refer to Troubleshooting “Chapter 4. Trouble Analysis by
WEB Connection” (TRBL 04-0000).)

If the warning status is recovered and the subsystem is maintained in the
normal status for one minute, the download starts.

(a) Connect the LAN cross cable to the LAN connector for maintenance of the subsystem and
connect to WEB. (Refer to Troubleshooting “3.1 Procedure to WEB Connection” (TRBL 03-
0000).)

(b) Click [Information Message] in the main window menu frame in the normal mode.

=lolx|

-
| &

ECEILE

SerialNo : 75000018 CTLO IP: 19216815217 Ver: 0710/A-M

Information Message
Controller 0

Controller 1

|
T e
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(c) Check that there are the start message and the normal termination message displayed in
“Information Message”.

Table 1.5.1 Message Check

Message Content
1ZYS00 Automatic ENC microprogram download start Indicates that the automatic download started.
IZYROO Automatic ENC microprogram download completed (Indicate that the automatic download terminated normally.
successfully
1ZYQO0 Automatic ENC microprogram download failed Indicate that the automatic download terminated abnormally.

<Message Check Example>

* When it is normal (ENC Unit #0 and #1 are objects)

IZYSO0 Automatic ENC microprogram download start

1ZY200 ENC#0 microprogram download start

IZY400 ENC#0 microprogram download complete

1ZY201 ENC#1 microprogram download start

IZY401 ENC#1 microprogram download complete

IZYQO0 Automatic ENC microprogram download completed successfully
» When it is normal (when there is no object ENC Unit)

IZYSO0 Automatic ENC microprogram download start

IZYQO0 Automatic ENC microprogram download completed successfully
» When it is abnormal

IZYSO0 Automatic ENC microprogram download start

1ZY200 ENC#0 microprogram download start

IZY400 ENC#0 microprogram download complete

1ZY201 ENC#1 microprogram download start

WOFAOO ENC alarm (Unit-01, ENC-1)

IZYMO1 ENC microprogram download error detected (Unit-01)

IZY401 ENC#1 microprogram download complete
IZYQO0 Automatic ENC microprogram download failed

(4) Recovery method when terminating abnormally after starting the automatic download.
(a) Perform the maintenance for the warnings which were output from the automatic download
start to the abnormal termination.
(b) Check the start message and the termination message of the automatic download again.
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1.6 Checking the Start and End of the Drive Firmware Automatic Download

The drive firmware is managed as a part of the firmware, and it has a function which checks
the firmware version of all the drives in the subsystem at the time of starting the subsystem or
replacing the drive and downloads it automatically as needed.

(1) Opportunities to start the automatic download
Check the necessity of the drive firmware download in the following opportunities. When the
download is required (the drive firmware is old, etc.) by the necessity check, the download
starts automatically.
[Starting opportunities]
* When turning on the main switch of the subsystem and the subsystem becomes the Ready
status
* When rebooting the subsystem by remote
* When the blocked Control Unit was recovered by automatic reboot
* When rebooting the Control Unit in the maintenance mode to transfer it to the normal
mode
* When rebooting the subsystem from the Hitachi Storage Navigator Modular 2
[Maintenance opportunities]
* When inserting the Control Unit online
* When inserting/adding the drive online
* When replacing the firmware online
* When changing the power saving status from “Spin-down” to “Normal (Spin-up)” with the
Power Saving function
* When setting the drive firmware automatic download function from the “Disable” to the
“Enable” (The default setting is “Enable”.)
[Regular opportunity]
* Once in 24 hours
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(2) Restrictions during the automatic download

Do not execute the following works during the drive firmware automatic download because the

following processing inside the subsystem does not run. When the works were executed,

Hitachi Storage Navigator Modular 2 outputs the message, and the works will not be executed.

DMED3D0001: The process cannot be performed because the drive firmware is being replaced.

Please retry after replacement completes.

* Update installation of the firmware from Hitachi Storage Navigator Modular 2

¢ Giving the instruction of the power saving (spin-down) in the Power Saving by Hitachi Storage
Navigator Modular 2

» Executing RAID Group creation/deletion/expansion by Hitachi Storage Navigator Modular 2

» Executing creation/deletion/capacity change (expansion and reduction) of LUs by Hitachi
Storage Navigator Modular 2

* ENC firmware download by Hitachi Storage Navigator Modular 2

Do not execute the following works during the drive firmware automatic download because the

following processing inside the subsystem does not run. When the works were executed,

Hitachi Storage Navigator Modular 2 outputs the message, and the works will not be executed.

DMED260017: The process cannot be performed because the drive firmware is being replaced.

Please retry after replacement completes.

* Executing DP pool creation/deletion/capacity expansion by Hitachi Storage Navigator
Modular 2

Do not execute the following works during the drive firmware automatic download because the

drive firmware automatic download processing is affected by the works, and may terminate

abnormally.

* Replacing the parts

* Adding the options

* Removing the subsystem

* Moving/removal work

* Moving to the maintenance mode of the array subsystem by pressing RST SW of the Control
Unit

Execute the works above after completing the drive firmware automatic download.
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(3) Supplementary explanation for the specification

(a) Target Disk Drive for the drive firmware automatic download execution is SAS/SAS(SED) Disk
Drive, SAS7.2K Disk Drive, and Flash Drive.

(b) Drive firmware is not downloaded into the Disk Drive with the power saving (spin-down)
setting.

To the Disk Drive with the power saving (spin-down) setting, when the power saving status is
released (spin-up), the drive firmware is downloaded automatically.

(c) To the blocked Disk Drive, drive firmware is not downloaded automatically.

(d) If only one normal system disk exist (when four system disks which are blocked or whose the
system area is blocked exist), the drive firmware is not downloaded automatically for the
system disk.

In this case, by performing the maintenance to restore abnormal system disk to normal and
replacing the Disk Drive, drive firmware is downloaded automatically to the system disk.

(e) To the Disk Drive which configures the regressed parity group, drive firmware is not
downloaded automatically.

In this case, by replacing the blocked Disk Drive, drive firmware is downloaded automatically
to the Disk Drive that configures this parity group.

(f) If Control Unit is blocked due to a certain failure when drive firmware automatic download
runs, the drive firmware automatic download is interrupted.

After the Control Unit is recovered, the drive firmware automatic download restarts.

(g) If the drive firmware update terminates abnormally in a certain Disk Drive, to avoid multiple
Disk Drives blockage due to the same failure factor, terminate the drive firmware automatic
download abnormally at the time. To the subsequent Disk Drive, drive firmware will not be
downloaded automatically.

In this case, perform the maintenance according to the message output to the WEB
information message.

(h) When any of the following operations runs, drive firmware automatic download does not run
even if it meets the opportunities described in (1). After the following operation is
completed, the drive firmware automatic download starts.

* Firmware update runs

* ENC firmware automatic down load runs

* ENC firmware manual download runs with the subsystem power on

* A failure occurs in the subsystem backend part and then the backend diagnostic processing
runs

* RAID group expansion processing runs

* DP pool creation, deletion, or capacity expansion runs
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(4) Checking the start message and end message of the automatic download.
If the automatic download starts, it takes time of the maximum of 30 to 60 minutes x the

number of drive types®" #).

NOTE : « When a failure occurs in the drive or Control Unit, it does not start the
automatic download. Connect it to WEB and execute the recovery procedure
for each message on the Information Message (refer to Troubleshooting
“Chapter 4. Trouble Analysis by WEB Connection (TRBL 04-0000)”).

* When the message “IZ0000 HDU firmware download start” indicating the start
of the drive firmware is not displayed although you wait for up to two minutes
after the message “IZYR00 Automatic ENC microprogram download completed
successfully” indicating the completion of the ENC firmware automatic
download is displayed, the drive firmware automatic download will not be
performed because the version of the drive firmware is new.

(a) Connect the LAN cross cable to the maintenance LAN connector and connect the subsystem
to WEB (refer to Troubleshooting “3.1 Procedure to WEB Connection (TRBL 03-0000)”).
(b) Click [Information Message] from the main window menu frame in the normal mode.

Hardware Serial No : 85000069 Logical Serial No : 85000069 GTL 0 Ver : 0810/A-M

Information Message
Controller 0

Controller 1

< >

(c) Check that the start message and normal termination message are displayed in the
Information Message.

NOTE : If any of “IZ0G00 HDU firmware download failed”, “IZOEOO HDU firmware
update was skipped (Unit-x, HDU-y)” or “I1Z0300 HDU update failed (Unit-x,
HDU-y)” is not displayed when “1Z0100 HDU firmware download end” is not
displayed, drive firmware is being downloaded. Wait for the completion of the
automatic download.

#1 : It indicates the number of drives distinguished by the drive capacity. For example, only 146 Gbytes and 300
Gbytes Drives are installed in the subsystem, the number of the drive type is 2.

$2 : If multiple RAID Groups are used consisting of the same type of drives, up to 10 RAID Groups are processed in
parallel.
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Table 1.6.1 Checking the Messages

Message Content
120000 HDU firmware download start Indicates that the automatic download starts
120100 HDU firmware download end Indicates that the automatic download is completed normally
IZ0G00 HDU firmware download failed  |Indicates that the automatic download terminated abnormally
IZOEOO HDU firmware update was Indicates that the automatic download terminated abnormally
skipped (Unit-x, HDU-y)
120300 HDU update failed (Unit-x, HDU-y) |Indicates that the automatic download terminated abnormally

<Example of the message check>

* In case of normal
IZ0000 HDU firmware download start
120200 HFWD completed (Unit-00, HDU-00)
120200 HFWD completed (Unit-00, HDU-01)
120200 HFWD completed(Unit-00, HDU-02)

1Z0100 HDU firmware download end

¢ In case of trouble
IZ0000 HDU firmware download start

IZ0300 HDU update failed (Unit-00, HDU-00)
IZ0GOO HDU firmware download failed

(5) Recovery method when terminating abnormally after starting the automatic download
(a) Perform the maintenance for Warning output between the automatic download start and
abnormal termination.
(b) Check the start message and end message of the automatic download again.
(The automatic download is executed again not immediately after the maintenance but
within 24 hours depending on the failure.)
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1.7 Restrictions of the Version Downgrade of the Firmware
The version of the firmware cannot be downgraded if corresponding to the conditions in
Table 1.7.1, so follow the actions to be taken.
Table 1.7.1  Restrictions of the Version Downgrade of the Firmware
pmﬁed version T X, 's optional) Restrictions of the Firmware to be .
Firmware of the Firmware to be downloaded Actions to be taken
Control Unit downloaded

0830/A or more 0830/A - -

0852/A or more 0852/A or less The RAID Group is under Install it again after completing the expansion of all RAID
expansion or the specific operation |Groups.
of the RAID Group is performed.  |If the expansion of all RAID Groups is completed, install the

firmware whose integrated version is 0852/A or more.

0860/A or more 0860/A or less The installation or the addition of  |Install the firmware whose integrated version is 0860/A or
the RKAKX was executed. more.

Or, after backing up the user data, cancel the connection
with the host, and remove the additional subsystems so that
no RKAKX be connected. (2
The server (NTP server, Syslog If you downgrade the version as is, it will not be able to
server, SMTP server or SNMP communicate with the server correctly. Therefore, change
Manager) with the IPv6 address is [all the server settings so that the IPv4 address is used, and
used. then downgrade the version.

0862/A or more 0862/A or less The license of TrueCopy Modular |Lock or disable the license of TrueCopy Modular
Distributed is unlocked and Distributed, and then execute the version downgrade again.
enabled, and the TrueCopy
Modular Distributed mode is Hub.

0872/G or more 0872/G or less The problem may occur when all  |Please execute sequential shutdown and power on after
following conditions are met. completing the firmware version down. (Refer to Installation
* Dynamic Provisioning Program  |“1.5 Power On/Off Procedure” (INST 01-0130).)

Product using. The problem may occur when the cash volatilizing is
* DP pool is made. generated.
There is no influence as long as the cash volatilizing by the
power supply determination is not generated.
However, a same problem occurs when the firmware
upgrade is executed without the sequential shutdown and
power on operation.
0880/A or more 0860/A or more and [When the Basic Chassis is RKS,  |Install the firmware whose integrated version is 0880/A or
less than 0880/A  [two or more RKAKXs were more.
installed or added. Or, after backing up the user data, cancel the connection
with the host, and remove the additional subsystems so that
one or less RKAKX be connected. (2
0890/A or more 0890/A or less The problem may occur when all  |Lock of Account Authentication or disable of the Advanced

following conditions are met.

*Account Authentication Program
Product using.

*Advanced Security Mode is

enabled.

Security Mode, and then execute the version downgrade
again.

*1 : Refer to “1.3.1 Hierarchy of Firmware Storage Directories” (FIRM 01-0020) for the unified version.
*2 : Refer to Addition/Removal/Relocation “2.3 Removing Additional Subsystem on Rack Frame” (ADD 02-0130).
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1.8  Adaptable Firmware Revision

Check the firmware revision adapted to the type name referring to Table 1.8.1.

Table 1.8.1 Adaptable Firmware Revision

- : No limits N/A : Unsupported
Model name
AMS2100 AMS2300
Part name Type name H/W Rev.0100 H/W Rev.0200 H/W Rev.0100 H/W Rev.0200
Initial revision : Initial revision : Initial revision : Initial revision :
0832/E-S 0890/A-X 0832/E-M 0890/A-Y
Basic Chassis DF800-RK2 0846/A-S - 0846/A-M
DF800-RKEM N/A N/A N/A -
DF800-RKES N/A - N/A N/A
Additional Chassis DF-F800-RKAK - - -
DF-F800-RKAKX 0860/A-S - 0860/A-M -
DF-F800-RKAKS 08B0/A-S 08B0/A-X 08B0/A-M 08B0/A-Y
SAS Disk Drive DF-F800-AKH146 - - - -
DF-F800-AKH300 - - - -
DF-F800-AMF300 08B0/A-S 08B0/A-X 08B0/A-M 08B0/A-Y
DF-F800-AKH450 0850/A-S - 0850/A-M -
DF-F800-AKH450X 0890/B-S 0890/B-X 0890/B-M 0890/B-Y
DF-F800-AKH600 0883/A-S - 0883/A-M -
DF-F800-AKH600X 0890/B-S 0890/B-X 0890/B-M 0890/B-Y
DF-F800-AMF600 08B0/A-S 08B0/A-X 08B0/A-M 08B0/A-Y
DF-F800-AKF400 - - - -
SAS(SED) Disk Drive |DF-F800-ANH600 08A0/A-S 08A0/A-X 08A0/A-M 08A0/A-Y
DF-F800-ANH600X 08A0/A-S 08A0/A-X 08A0/A-M 08A0/A-Y
SATA Disk Drive DF-F800-AVE500 - - - -
DF-F800-AVE750 -
DF-F800-AVE1K - -
DF-F800-AVE1KX 0860/A-S - 0860/A-M
DF-F800-AVE2K 0883/A-S - 0883/A-M -
DF-F800-AVE2KX 0883/A-S - 0883/A-M -
DF-F800-AVE3K 08B5/A-S 08B5/A-X 08B5/A-M 08B5/A-Y
DF-F800-AVE3KX 08B5/A-S 08B5/A-X 08B5/A-M 08B5/A-Y
SAS7.2K Disk Drive  |DF-F800-AWE2K 0895/A-S 0895/A-X 0895/A-M 0895/A-Y
DF-F800-AWE2KX 0895/A-S 0895/A-X 0895/A-M 0895/A-Y
Flash Drive DF-F800-AKS200 0883/A-S - 0883/A-M -
Cache Unit DF-F800-C1GK - -
DF-F800-C2GK - -
DF-F800-C4GK 0845/A-S - 0845/A-M -
FC Interface Board DF-F800-DKF42 - - N/A N/A
DF-F800-DKF44 N/A N/A -
DF-F800-DKF84 N/A N/A 0872/A-M -
DF-F800-DKF82 N/A N/A N/A
ISCSI Interface Board |DF-F800-DKS12 0843/A-S - 0843/A-M -
DF-F800-DKSA2 08B3/A-S 08B3/A-X 08B3/A-M 08B3/A-Y
Control Unit DF-F800-F1KM N/A N/A - N/A
DF-F800-F1KS - N/A N/A N/A
DF-F800-F1KEM N/A N/A N/A -
DF-F800-F1KES N/A N/A N/A
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Model name
AMS2500 AMS2010
Part name Type name H/W Rev.0100 | H/W Rev.0200 H/W Rev.0200 H/W Rev.0100
Initial revision : Initial revision : Initial revision : Initial revision : Initial revision :
0840/B-H 0890/A-Z 0890/A-W 0897/C-X 0893/B-S
Basic Chassis DF800-RK2 N/A N/A - - -
DF800-RKH2 0846/A-H N/A N/A N/A N/A
DF800-RKEXS N/A N/A - N/A N/A
DF800-RKEXSA N/A N/A N/A N/A
DF800-RKEXSB N/A N/A N/A N/A -
DF800-RKEXS8F N/A N/A N/A - N/A
DF800-RKHE 0850/A-H N/A N/A N/A N/A
DF800-RKHE2 0850/A-H N/A N/A N/A N/A
DF800-RKHED 0862/A-H N/A N/A N/A N/A
DF800-RKEH 0890/A-Z - N/A N/A N/A
DF800-RKEH2 0890/A-Z N/A N/A N/A
DF800-RKEHD 0890/A-Z N/A N/A N/A
DF800-RKEH2D 0890/A-Z - N/A N/A N/A
Additional Chassis DF-F800-RKAK - - - -
DF-F800-RKAKX 0860/A-H N/A N/A N/A
DF-F800-RKAKD 0862/A-H - N/A N/A N/A
DF-F800-RKAKS 08B0/A-H 08B0/A-Z 08B0O/A-W 08B0/A-X 08B0/A-S
SAS Disk Drive DF-F800-AKH146 - - N/A N/A N/A
DF-F800-AKH300 - - N/A - N/A
DF-F800-AMF300 08B0/A-H 08B0/A-Z 08B0/A-W 08B0/A-X 08B0/A-S
DF-F800-AKH450 0850/A-H - - - -
DF-F800-AKH450X 0890/B-H 0890/B-Z N/A N/A N/A
DF-F800-AKH600 0883/A-H - - - -
DF-F800-AKH600X 0890/B-H 0890/B-Z N/A N/A N/A
DF-F800-AMF600 08B0/A-H 08B0/A-Z 08B0O/A-W 08B0/A-X 08B0/A-S
DF-F800-AKF400 - - N/A N/A N/A
SAS(SED) Disk Drive |DF-F800-ANH600 08A0/A-H 08A0/A-Z N/A N/A N/A
DF-F800-ANH600X 08A0/A-H 08A0/A-Z NA NA NA
SATA Disk Drive DF-F800-AVE500 - - N/A N/A N/A
DF-F800-AVE750 - - N/A N/A N/A
DF-F800-AVE1K - - - - -
DF-F800-AVE1KX 0860/A-H N/A N/A N/A
DF-F800-AVE2K 0883/A-H - - -
DF-F800-AVE2KX 0883/A-H - N/A N/A N/A
DF-F800-AVE3K 08B5/A-H 08B5/A-Z 08B5/A-W 08B5/A-X 08B5/A-S
DF-F800-AVE3KX 08B5/A-H 08B5/A-Z N/A N/A N/A
SAS7.2K Disk Drive  |DF-F800-AWE2K 0895/A-H 0895/A-Z 0895/A-W 0895/A-X 0895/A-S
DF-F800-AWE2KX 0895/A-H 0895/A-Z N/A N/A N/A
Flash Drive DF-F800-AKS200 0883/A-H - N/A N/A N/A
Cache Unit DF-F800-C1GK - - N/A N/A N/A
DF-F800-C2GK - - - - -
DF-F800-C4GK 0845/A-H - N/A N/A N/A
FC Interface Board DF-F800-DKF44 - - N/A N/A N/A
DF-F800-DKF84 0872/A-H N/A N/A N/A
ISCSI Interface Board [DF-F800-DKS12 0860/A-H - N/A - N/A
DF-F800-DKSA2 08B3/A-H 08B3/A-Z N/A N/A N/A
DF-F800-N1RKD 0862/A-H - N/A N/A N/A
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Model name
AMS2500 AMS2010
Part name Type name H/W Rev.0100 | H/W Rev.0200 H/W Rev.0200 H/W Rev.0100
Initial revision : Initial revision : Initial revision : Initial revision : Initial revision :
0840/B-H 0890/A-Z 0890/A-W 0897/C-X 0893/B-S
Control Unit DF-F800-F1KEXS N/A N/A - N/A N/A
HDF-F800-SIS2 N/A N/A N/A N/A -
DF-F800-F1KES N/A N/A N/A - N/A
Additional Battery Box |DF-F800-N1RK 0850/B-H - N/A N/A N/A
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Chapter 2.  Procedure for Recovery from a Failure

21 Procedure for Recovery from a Failure during Installation

Identify a factor of the failure based on the statuses of the LEDs and follow the recovery
procedure concerned.

<Failure which causes system down>
« LED status
WARNING LED ALARM LED Recovery procedure

Blinking On Connect the WEB and recover from the failure following the recovery procedure against
each on the Information Message. For the details, refer to Troubleshooting “Chapter 4.
Trouble Analysis by WEB Connection” (TRBL 04-0000).

« Details of WEB error logs (Refer to Message “Chapter 5. Flash Detected Messages” (MSG 05-
0000) for the detail of content or recovery methods.)

Message code Message text Recovery procedure

RB0000 Upload system error The configuration of the directory from which the firmware is installed on
the client PC is incorrect.

RB0100 File remove error The file in the RAM disk on the device cannot be deleted.

RBOAOO Upload file SUM check error |An error was detected in the file by SUM check.

RB3100 File open error The file in the RAM disk on the device cannot be opened.

RB3200 File read error The file in the RAM disk on the device cannot be read.

RB3500 Bad block ID The block ID is illegal.

RB7000 Program size too large The program size is too large for the storage capacity.

RB8100 Install failed The writing to all the system drives failed.

RB8300 Empty system retry full install | The updating installation cannot be done because the firmware is not
installed.

RBA00O Down grade check NG Although the version downgrade of the firmware was attempted, the
update installation terminated abnormally because Down Grade Check
was not Disable.

RBC000 No drive available The access to all the system drives is disabled.

RBC10x Drive block size error The value of the block size of the capacity data reported from the Disk

(Unit-0, HDU-x) Drive was other than the specified value.
RBC20x Unknown drive The value of the logical block address of the capacity data reported from
(Unit-0, HDU-x) the Disk Drive was equal to or less than the size of the system area.
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<Install partially complete (The installation of some of the Disk Drives failed.)>

o LED status

WARNING LED

ALARM LED

Recovery procedure

Off

Off

Connect the WEB and recover from the failure following the recovery procedure against
each on the Information Message. For the details, refer to Troubleshooting “Chapter 4.
Trouble Analysis by WEB Connection” (TRBL 04-0000).

It may be a Disk Drive failure. For the details, refer to “Chapter 3. Procedure for
Isolating Cause of Disk Drive Failure when “Install partially complete” Message is
Output” (FIRM 03-0000).

« Details of WEB error logs

Message code

Message text Recovery procedure

RB8200

Install partially complete The installation of some of the Disk Drives failed.
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Chapter 3.  Procedure for Isolating Cause of Disk Drive Failure
when “Install partially complete” Message is Output

The “Install partially complete” message is displayed in the WEB window when the subsystem
detected either of the following statuses. Also, the “Install partially complete” status can be
checked in the LED status. When this message code is displayed on WEB, there may be a Disk
Drive failure. Therefore, analyze it in the following procedure, and take a necessary action.

* When the firmware was installed in the maintenance mode, at least one Disk Drive was not
installed among the Disk Drive #0 to #4 of the RKM/RKS, or the Disk Drives #0 to #4 of the
RKAK/RKAKS corresponding to the unit ID#0 connected to the RKH, the Disk Drive #A0 to #A4
of the RKAKX (system drives).

* When the firmware was installed in the maintenance mode, at least one failed in the write
of the firmware among the Disk Drive #0 to #4 of the RKM/RKS, or the Disk Drives #0 to #4 of
the RKAK/RKAKS corresponding to the unit ID#0 connected to the RKH, the Disk Drive #A0 to
#A4 of the RKAKX (system drives).

Analysis start

Click [Go to Normal Mode] in the menu
frame in the WEB window in the
maintenance mode, and reboot the

subsystem.(")
Does the READY LED on the front of When the subsystem c'ioes 'not become READY, and
the Basic Chassis light up and the No turn off and on the main switch successively.
subsystem become the READY
status?(2

[
Check that the start message and the end
message of the drive firmware automatic
download are displayed.(®

\L Yes
@To FIRM 03-0010

*1 : In the subsystem where the Power Saving of the priced option is used, when RAID group whose power saving status
is “Normal (command monitoring)” exists, do not change to the Maintenance Mode. Change to the Maintenance
Mode after completing the spin-down, or have the user perform the spin-down or spin-up instruction, and then
change to the Maintenance Mode after there is no RAID group whose power saving status is “Normal (command
monitoring)”.

*2 : Wait if the READY LED (green) on the front of the Basic Chassis is blinking at high speed (for the maximum of 30 to
50 minutes, or 40 to 60 minutes in case of the RKH), or the WARNING LED (orange) is blinking at high speed (for the
maximum of 30 to 85 minutes).

*3 : When the drive firmware version of the disk drive is new, the start message and completion message of the drive
firmware automatic download are not displayed. To check the drive firmware automatic download, refer to
Firmware “1.6 (4) Checking the start message and end message of the automatic download (FIRM 01-0890)”.
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From FIRM 03-0000

Is there any blocked Disk Drive among the
Disk Drives #0 to #4 (system drives) of
the chassis of the unit ID#0?(")

| Yes
Maintain the Disk Drive failure referring to
the Information Message on WEB.

< Did the system copying start?(2 > No

[ Yes
Did the system copying terminate No No Disk Drive failure occurred.
normally?(*3) (No recovery action is needed.)
[ Yes

No Disk Drive failure occurred.
(No recovery action is needed.)

A Disk Drive failure occurred.
The system copying terminated
abnormally. Replace the Disk Drive.()

(Analysis completion )

*1 : The ALM LED (red) on the Disk Drive lights up, and any of the following messages is displayed in the Information
Message on WEB.
* HDU alarm message «+++++++--+ “W09zab HDU alarm” or “W0Azab SATA HDU alarm”
» Spare HDU alarm message --- “WO0Bzab Spare HDU alarm” or “W0Czab SATA Spare HDU alarm”

*2 : Refer to “3.1 Procedure for Checking whether System Copy Operation Occurred” (FIRM 03-0020).

*3 : Refer to “3.2 Procedure for Checking the Status of System Copy Complete” (FIRM 03-0030).
*4 : For the replacement of the Disk Drive, refer to the Replacement “2.2.1 Replacing Disk Drive” (REP 02-0030).
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3.1 Procedure for Checking whether System Copy Operation Occurred

You can verify whether the system copy operation has occurred by viewing the “Information
Message” window in the WEB window.

ok - % - @ [ 2| Qserch (airovoes @veds 3 | B B
adhess [ wpinszaea sz B

Serial No: 75000018 CTLO IP: 19216815217 Ver:07510

Normal Mode
- MENU -

Warning Information

Information Message

Refer to this place.

e
mp Leted (LU-0002)

[01/25/2005 14:40:12 CO 116500 Quics mp Le ted (LU-000S)

Controller 0

Controller 1

Puge Rfsh Mode :OFF
Exip o |

[Eiome [ (@ memet

N

» When the occurred of system copy

MM/DD/YYYY hh:mm:ss xy 114000 System copy started (Unit-x, HDU-y)
—— Y

Date Time  x: Detect Controller # x:Unit ID#, y : Disk Drive #
y : Detect Core #

« When the not occurred of system copy

The message above is not displayed but a message “110000 Subsystem is Ready” is displayed.
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3.2  Procedure for Checking the Status of System Copy Complete

You can verify whether the system copy operation has occurred by viewing the “Information
Message” window in the WEB window.

ok - % - @ [ 2| Qserch (airovoes @veds 3 | B B
adhess [ wpinszaea sz B

Serial No: 75000018 CTLO IP: 19216815217 Ver:07510

Warning Information

2 (LU-0002)

Refer to this place.

[01/25/2005 14:40:13 €O 116500 Quich
[01/25/2005 14:40:12 CO 116500 Quics

Controller 0

Controller 1

Puge Rfsh Mode :OFF
Exip o |

[Eiome [ (@ memet %

* When the normal completed of system copy

MM/DD/YYYY hh:mm:ss xy 110000 Subsystem is Ready
MM/DD/YYYY hh:mm:ss xy 114100 System copy completed (Unit-x, HDU-y)
MM/DD/YYYY hh:mm:ss xy 114000 System copy started (Unit-x, HDU-y)
— —
Date Time  x: Detect Controller # x: Unit ID #, y : Disk Drive #
y : Detect Core #

L—System copy start message
——System normal completed message
Ready report message of unit

» When the not occurred of system copy

MM/DD/YYYY hh:mm:ss xy 110000 Subsystem is Ready
MM/DD/YYYY hh:mm:ss xy 114200 System copy failed (Unit-x, HDU-y)
MM/DD/YYYY hh:mm:ss xy 114000 System copy started (Unit-x, HDU-y)

——/—
Date Time  x: Detect Controller # x: Unit ID#, y : Disk Drive #
y : Detect Core #

——System copy start message
L System copy failed completion message
Ready report message of unit
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