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Conventions

“" o

Keywords, command buttons and other such fields are enclosed in

example, to denote “Next” is used).

Inputs for commands and Variables are shown in Italics

while being bold (for

File names and paths are shown in bold
Commands are shown in Courier new font
Optional keywords and arguments are enclosed within [ ].

“!LI"J Notes:

Contains suggestions or tips.

\l/ Caution:

Contains critical information




1 How this solution works

This document contains two major parts; the first part explains the LV based solution, where
individual volumes are backed up to the target Citrix XenServer. The second part explains
backing up whole disks to the target Citrix XenServer.

In both parts, the source Citrix XenServer is prepared before being backed up to the target Citrix
XenServer through a VX replication, while the target virtual machines are powered down.
Consistency markers are issued through the virtual machines which go through the source Citrix
XenServer to reach the target Citrix XenServer.

Active Virtual machines Powered down Virtual

w3z 1
Targ%l:itrix

Recovering the VMs on Citrix XenServer may be performed in two ways; the first is to rollback
the VMs'’ virtual disks at the target Citrix XenServer to a consistent point and start using the
target virtual machines. The second approach is to take a snapshot of the virtual disks of the VMs
and boot the virtual machines over the snapshot volume.

Figure 1

Refer to the check list in the next section before deploying the solution.



2 Check list

e Ensure VX agents are installed on both the Citrix XenServers

o Install CX server within the same LAN as of the source Citrix XenServer

¢ Point all VX agents to the same CX server and assign appropriate licenses

e Ensure that “/etc/hosts” on the Citrix XenServer contains the Citrix XenServer’s IP address
and host name. This step is applicable for both source and target Citrix XenServers.

e Disable the firewall on both source and target Citrix XenServers through “system-config-
securitylevel-tui” interface.

e Target Citrix XenServer should have all the networks existing at source and being used by
the VMs on the source Citrix XenServers.

o Edit the file “/etc/sysconfig/xapi” to set the base memory which is the minimum possible
allocated to dom0 by setting the value of XAPI_DOMO_MEM_BASE. This requires a reboot
for the new setting to take effect. For example, XAPI_DOMO0_MEM_BASE= “752"

‘!LI’) Notes:

If not existing already, create networks at the target Citrix XenServer host with the same
name_label of the networks at source Citrix XenServer host




Part 1: Backing up through LV replication
approach

This part explains protecting Citrix XenServer by backing up logical volumes. The prepare
section is divided into sub sections, combined together they explain identifying the volumes that
are to be replicated, creating guest machine structure on the target Citrix XenServer and where to
install DR-Scout. The protect section explains setting replication pairs, issuing consistency tags
and monitoring replication pairs.

The failover section is branched into two, the first being a rollback approach and the second
being a snapshot approach. Finally a failback is described in detail.



3 Introduction to solution

This solution document describes how to backup/restore a Citrix XenServer to another Citrix
XenServer. The production Citrix server will be referred to as the source Citrix XenServer and the
DR Citrix Xenserver will be referred to as a target Citrix XenServer.

The solution is divided into three steps, i.e.

Prepare
This section includes installing the CX server and VX agents on both source and target Citrix

XenServers. Then create the guest machines on target that correspond to the source guest
machines with the same disk size.

=|dentify logical volumes to eShutdown target guest =Rollback target volume(s)
be replicated machines «Shutdown source virtual
eCreate guest OS template *Replicate source Citrix to machines (if running)
on target corresponding target Citrix server «Bring target guest
to each source guest e|ssue consistency tags machines online
machine
eInstall and configure DR-
Scout
Figure 2
Protect

Once the guest machines are created on the target shutdown the guest machines and proceed to
set replication pair(s) from source Citrix XenServer to target Citrix XenServer. Set a consistency
job to issue consistency tags on the source volume(s) at regular intervals.

Recover

Stop the source guest machines and rollback the target volumes either through the CX UI or
through CLIL Then start the target guest machines.

I\
- Caution:

This solution is for virtual machines based on LVMs.




4 Prepare

4.1 Identify logical volumes to be replicated

Step 1. In this step, all the logical volumes belonging to their respective virtual machines are
identified through two commands

Access the source Citrix XenServer’s command prompt to issue the following command
“xe vm-disk-list —multiple”

The above command:-
e Displays the virtual machines and their corresponding VBDs and VDIs on the host
e Extracs the uuid of VDI of a VM

[root@IMITS137 ~]# =e wvm—disk-list —-multiple
Disk 0 VBD:
uuid { RO) : 343065d6-be78-3200-3def-c849157caee’
vm-name—label { RO): Red Hat erprise Linux 5.1 =64 (1)
userdevice ( EW): 0O

{ RO}

name—-label
sr-name—-label
virtual-size

c 0
uuid { RO) ! 6c8dfesd-fbfZ2-4483-Tf2b-4d24f30b7E7c
vm-name-label : Windows Server 2003 =64 (1)
userdevice H

Figure 3

“!f) Notes:

The uuid of the virtual machine that is to be replicated




Step 2. Once the command is complete, proceed to issue the following command on the source
Citrix XenServer’s command prompt.

“lvdisplay”

¢ This displays all the available logical volumes on the host

o Identify the logical volume with the same uuid as of the virtual machine that is to be
protected.

[root@IMITS137 ~]1% 1w
——— Logical wolume
LV Name /devw/VG XenStorage-84a2406c-dcbb-0e0b-d402-030b538c69582/LV-4£643506—
affe-091b61fal0T74
Hame VG _XenStorage-84a2406c-dcbb-0elb-d402-030b58c&9582
UoID HetFAE-PjQ0-Eo2v-RO1L-nLOG-LLEj -yYuMod
Write Access read/write
Status HOT awvailable
752.00 MB
Current LE 188
Segments
Rllocation inherit
Read ahead sectors 1]

£i]

i
=
Gl M

fe

|
s
s
S

=

CEEB:z

——— Logical volume --—-

LV Hame /dev/VG XenStorage-84a2406c-dcbb-0e0b-d402-030b98c69582/LV-3047b517-
1de0-4854-9260-6503£8b234a8

V& Name

LYV UUID

LV Write Access ead,/write

LV 5 3 wvailable

LV 5
Current LE

Segments

Allocation
Read ahead
Block devic

Figure 4

After the above two command, you will be able to map virtual machines with their respective
logical volumes.
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4.2 Re-create guest machines on the target
Open the XenCenter interface, then create the guest machines on the target citrix XenServer with

the same configuration, operating system and disk size. Creating Windows and Linux virtual
machines are slightly different, however both procedures are described below.

Creating Window virtual machine

Step 1. Open the XenCenter then select the target Citrix XenServer and click on “New VM”. This
will create a new virtual machine on the target Citrix XenServer.

>
¥ 4XenCenter

File  Mew  Pool Server WM Storage  Templakes  Tools  \Window

Add Mew Server | New Pool = | Mew Storage

Overviewl Generale' het]

citrix2

= € HenCenter
Sl citrixl

Euasmbe b dizelzy [of

Step 2. The wizard follows, select the same template as of the production guest, and then click
on “Next”.

BreNew ¥M - citrin2 JEIE] E3
[E] select an operating system for the new virtual machine o
|
Hame Templates:
Location & Oracle Enterprise Linuz 5.0 x64 -]

Oracle Enterprise Linug 5.1

CPU & Msemary Oracle Enterprise Linug 5.1 264

Wirtual Disks Red Hat Enterprise Linux 4.1
virtual Interfaces 7 Red Hat Enterprise Linux 4.4
Finish Red Hat Enterprise Linux 4.5

Red Hat Enterprise Linux 4.6
7 Red Hat Enterprise Linux 5.0
% Red Hat Enterprise Linux 5.0 ®64
Red Hat Enterprise Linux 5.1
Red Hat Enterprise Linux 5.1 x64
@ SUSE Linux Enterprise Server 10 SP1
@ Windows 2000 SP4

@ Windows Vista
@ Windows %P SP2
Other install media =
< Previous | MNegt = I Eirish Cancel
.
Figure 6
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Step 3. Enter the “Name” and “Description” of the guest machine and then click on “Next” to

continue.

] B3

Template

Location

CPU & Mernory
‘irtual Disks
Wirtual Interfaces
Finish

MNarne:

Description:

« Previous | MNewt = I Einish

Cancel

Figure 7

Step 4. You may choose to load a bootable CD into the CD drive or enter the path of a bootable
ISO image. Then click on “Next”.

Template
" Select a physical DWD/CD-ROM drive and insert the installation media
ame . > i
for your guest operating system, or use an 150 image of your installation
CPU &M - E
=mery & Physical DVD Drive: | DVD diive 0 on citis2 =]

Virtual Disks

Virtual Intarfacas ' 150 Image: | ws-tools.iso ;l

Finish

< Previous Eirist Cancel

Figure 8
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Step 5. Enter the number of virtual CPUs and physical memory and then click on “Next”.

L2] setthe number of CPUs and the initial memory allocation for the new ¥M 9
Template
S MNumber of vCPUs: |1 3:
Location Initial memaory: 512 =1 g
Virtual Disks [ citrix2
Wirtual Interfaces Physical CPUs: 2
Finish
Al Total memory: 2046 MB

Free memory: 1771 MB

e ‘.JE
< Previous Linish Cancel
Figure 9

Step 6. The next screen opens up, ensure that you add a disk of similar or larger size as of the
source guest machine, then click on “Next”

=

¥ ¢New ¥M - citrix? HE E
E,I Enter the information about the virtual disks for the new virtual machine 9
Template
Hamie The default virtual disks for the template you have selected are listed below.
. You can add, modify or delete virtual disks, if required, When you have
Location finished, click "Mext" to continue to the next page.

CPU & Memory Wirtual disks installed on the new machine:

Size (GB) | Lacation | Shared

Virtual Interfaces
Finish

Local storage on citriz?

add.. || edie. || oelet= |

< Previous | o HNexk > I Firish | Cancel |

Figure 10



Step 7. Through this screen you can add a desired number of virtual NICs. Create the virtual
interfaces such that the configuration reflects that of the source VM. Click on “Next” to

proceed

=

», $New VI

1= B3

Add or remove virtual network interfaces for the virtual machine 9

Template

Name The default virtual netwark interfaces for the template you have selected are
listed below. You can add, modify or delete virtual network interfaces, if

Location required.

CPU & Memory When vou have finished, click "Mext" to continue to the next nage,
Wirtual netwaork interfaces installed on the new virtual machines:

Wirtual Disks

. Name 4| MAC Address | Metwork
. interface 0 auto-generate vork O
Finish -

Add | Delete I

< Pravious Eiristy | Cancel |
Figure 11
Step 8. Click on “Finish” and the virtual machine starts.
¢ New ¥M - citrixz [_IC]=]
Your new virtual machine configuration is complete 9
Template
Name You have successfully completed the new wirtual machine wizard.
- To create the new virtual machine and close the wizard, click Finish.

Location This process may take several minutes.,

CPU & Mermory

wirtual Disks

: ¥ Start WM automatically
Virtual Interfaces
Finish

< Previous NeRi== Cancel

Figure 12



Creating Linux virtual machine

Step 1. A new “New Storage” is created to load a boot image. Select the target Citrix Xenserver

then click on “New storage”.

-

¥ sXenCenter

File  Wiew  Pool Server VWM Storage  Templates  Tools  Window  Help

= Mew i @ Shut Down @ Reboot "'_' Suspend

Add Mew Server = | New Pool =3 New Starage

=

= 2 HenCenter

=l

" Consol
Cver New Storage al I Storage I Metwark I NICs onsole I Performan
citrix2

citrix

Figure 13

Step 2. You may choose any of the desired option then click on “Next”. (For this example
however, we select windows file sharing)

gg Choose the type of new storage 0
|
Location Virtual disk storage ISO library
" NFS & Sindows File Sharing (CIFS) :
C iscal © NFS
' Metapp

= Brevidus Next = I Einish I Cancel

Figure 14
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Step 3. Enter the “Name” and “Path” and then enter the full user name and password to access

the entered path. Click on “Finish” to complete adding a new storage.

=

¥, ¢New Storage Repository - citrinZ

—{ Enter a name and path for the new GIFS storage g
Type ‘
L T

Share Name: [}410.0.0.166\hel_5.0

Example: \\serverisharename

—Server Aptions

v Use different user name
Login

User name; |inrnage\test

Password: [ssssssss

Advanced Options: I

= Previous MeERE = Cancel

Figure 15

Step 4. The new storage now appears under the target Citrix XenServer. Click on “New VM” to

create a new Linux guest machine on the target Citrix XenServer.

==
# 4XenCenter

File  Miew  Pool Server WM Storage  Templates  Tools  Window  Help

= i g
f_*'$ Add Mew Server E= | Mew Pool =3 Mew Storage E! Mew WM @ Shut Down

2 (X #enCenter Overviewl Generali Stu:uragel Netwu:urki f

# % citrix o
—ﬁ RHEL 5.0 &4 kit
—ﬁ WD drives

d Local storage
= Removable storage

Figure 16
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Step 5. The template screen opens up, select the desired Linux template, and click on “Next” .

For this example we select a 64 bir RHEL 5 operating system. Ensure that you select the same

template as of the production guest machine.

$r4New ¥M - citrin2

r;I Select an operating system for the new virtual machine

= B3

Template

T Templates:

Location 7 Debian Etch 4.0
Dehian Sarge 3.1

CPU & Mermory Oracle Enterprise Linux 5.0

Wirtual Disks Oracle Enterprise Linux 5.0 x64
e e e Oracle Enterprise Linux 5.1
Finish 9 Oracle Enterprise Linux 5.1 x64

7 Red Hat Enterprise Linusx 4.1
@ Red Hat Enterprise Linux 4.4
Red Hat Enterprise Linug 4.5
Red Hat Enterprise Linus 4.6
Red Hat Ente Liru
Red Hat Enterp Linu

% Red Hat Enterprise Linug 5.1
9 Fed Hat Enterprise Linux 5.1 264
@ SLSE Linug Enterprise Server 10 SP1
@ Windows 2000 SP4
7 Windows Server 2003
Windows Server 2003 x64

. ST

e

]

= Brevious i Next = I

Eiriish

I Cancel I

Figure 17

Step 6. Enter the name of the new virtual machine and description and then click on “Next”.

—

# 4New ¥M - citrix2

|;| Enter a name and description for the new virtual machine

- [0]x]

Template ‘

g MName:! IRed Hat Enterprise Linux 5.0 x64 (1)

Location Description: ||
CPU & Memary
Virtual Disks
Virtual Interfaces
Finish

< Previous | Next = I

Eimish

Cancel

Figure 18
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Step 7. Select the desired option (a URL, CD drive or ISO image path). Entering boot
parameters is optional. Click on “Next” to proceed.

=
g

Ev'_l Enter the location of the guest operating system installation media e
Template
Narme Provide a repository URL, physical drive or ISO image from which to install,

¢ Install URL: [

CPU & Memory

i i " Physical DVD Drive: | DYD drive 0 on citrix? j
Virtual Disks
Virtual Interfaces | thel-B-server-«86_E4-dizcl.iso j
Finish Example URL:
hitp: ffserveripath
fip: ffserver/path

s fserver/path

Advanced OS5 Boot Parameters:
|graphica| utfa

Erter any additional advanced boot parameters here,
If you do not wish to supply any advanced parameters leave this box biank

< Previous | Mest = I Einish Cancel

Figure 19

Step 8. Enter the number of virtual CPUs and physical memory and then click on “Next”

#¢New YM - citrix2 (=]

Set the number of CPUs and the initial memory allocation for the new ¥M 9

Template
Name MNumber of vCPUs: I1 3:
Location Initial memary: 512 = wmp
Wirtual Disks citrix2
Virtual Interfaces Physical CPUs: 2
Finish
2l Total memary: 2046 MB

Free memory: 1771 MB

< Previous Eirish Cancel
Figure 20
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Step 9. The next screen opens up, ensure that you add a disk of the same size as of the source

guest machine and then click on “Next”.

=
*l New ¥M

Template
Marme
Location

CPU & Memory

Yirtual Disks

The default virtual disks for the template you have selected are listed below,
You can add, modify or delete virtual disks, if required. When you have
finished, click "Mext" to continue to the next page.

Wirtual disks installed on the new machine:

Size (GB) | Location | Shared
Virtual Interfaces
Finish
add... Edit.. | Delete |
< Previous Eiristy | Cancel |
Figure 21
Step 10. Through this screen you can add a desired number of virtual NICs. Create the
virtual interfaces such that the configuration reflects that of the source VM. Click on “Next”
to proceed.

Template
Narne The default virtual network interfaces for the template you have selected are
listed below. You can add, modify or delete virtual network interfaces, if
Location required.
CPU & Memary YWhen vou have finished. click "Mext" to continue ta the next nage,
Wirtual network interfaces installed on the new virtual machines:
Virtual Disks
n Name /| MAC Address | Metwork
|
- auto-gener K
Finish -
Add | Delete |
< Previous Eiristy | Cancel
Figure 22
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Step 11. Click on “Finish” to start the virtual machine.

Your new virtual machine configuration is complete

CPU & Memory
Wirtual Disks
Virtual Interfaces

Ternplate
Name ou have successfully completed the new wirtual machine wizard.

_ To create the new virtual machine and close the wizard, click Finish.
Location This process may take several minutes.,

IV Start WM automatically

< Previous MERE = Cancel
Figure 23
Step 12. The machine boots up as shown in the picture below
}:_'xententer

File  Yew Pool Server %M Storage

—

B ¢ wenCenter
] :a citrixl
Eg citriz2

r—% Fied Hat Enterprize Linus 5.0 64 [1]
;j RHEL 5.0 B4 kit
= DVD drives
@ Local storage
=1 Removable storage

Templates  Tools  Window  Help

E %ndd Mew Server {5 | Mew Pool — | Mew Storage e Wi @ Shut Down % Reboot m Suspend

General! Storagel Metwork Consale |Per‘F0rmancel Logs I

Red Hat Enterprise Linux 5.0 x64 {1}

DYD Drive: | thel-5-gerver-#BE6_G4-dizcliso

Figure 24
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4.3 Install DR-Scout

Please refer to the installation guide for installing and configuring CX server and VX agents.

The VX agents are to be installed on the source and target Citrix XenServers.

5 Protect

5.1 Replicate source virtual machines

Setting a volume replication is performed in four steps as shown in the picture below.

Step 1

| Step 2
| Step 3
| Step 4
Figure 25

Step 1. Open the CX Ul and click on “Volume Protection”, then expand the source Citrix

¢ Select Source volume
e Select Target volume
¢ Select media retention

e Define Retention policy

XenServer to select the source volume corresponding to the source guest machine that is to be
protected and click on “Start Replication”

Source | Target

Protacted Drives

Volume Protection: Source Site

Logged in as 'admin’ - Logout

Server Pri Volume FS Application Capacit]
Primary Drives
CITRIX2
B CITRIX1
Server Pri Volume F5 Application Capacity {Bytes) Fre
o SITELA N/A Unknown 0
Sdew/mapperVG_¥enStorage--
957 9df23--c699--6cce—-
:f:: CITRIX1 9c34--5439157 1bcef- NSA Unknown 85859534592
LV--997 6628b--cfee--
4082--b877--40a153051869
o CITRIXL ext3 Unknawn 4104382464 1
(8] CITRIX1 dev/sda2 ext3 Unknaown 4104414720
O CITRIX1 dev/sda3 NfA Unknown 151789317120
Start Replication | Reset |
.
Figure 26

22



Step 2. The next screen opens up. Expand the target Citrix XenServer to select the respective
target volume. Then scroll down to set the replication options.

Host: CITRIX1
Drive: /dev/mapper/VG_XenStorage--9579df23--c699--6cce--9¢34--54391571beef-LV--¢

Capacity: 8589934592

Select a target WAN volume

WAN Sarver Valume Capacity (Bytes) Free

E CITRIX2

[dev/mapper/VG_¥XenStarage--
04f08ff2--d086--3264--bd62--4ci6ed9148c9-

b 4
@ TR Lv--2ec05fh7--a142--455¢c--baac-- B
§fda37 ef? 6dd
[dev/mapper/VG_¥enSterage--b363186f--
. 0046--8c95--9b19--c91d0f4607 56-
4
o R Lv--34bc8ceb--56d9--4c7 1--acac-- SEEIEREER
ab7 017 846440
@ |CITRIXZ /mnt 4104414720
{3 | CITRIX2 (dev/sda3 151789317120

Figure 27

Step 3. All the process servers pointed to the CX server are listed here. You may choose a desired
process server which will handle all the offload activities specific to this replication pairs. For
better scalability you may point more process servers to the CX server. Select the process
server and scroll down to set the “Replication Options”

Process Server

Select Process Server Number of Pair Configured

ITGTRSUZ-64.inmage.in(10,0.164.73]
wZk3-32PPS(10.0,227.227)
SRSUZ-64.inmage.in(10.0.248,73) 2

Figure 28
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Step 4. Enable the Media Retention and click on “Submit” and the rest are optional.

Replication Options

I_ Secure transport from Souwrce to InMage CX
I- Secure transport from InMage CX to destination

Sync options: I Fast "I

Use compression: I CX. Be==d Comprassion j
{Owerrides existing 1-N replication pairs)

Add to volume consistency group: | Maw Volums Sroup =

Media Retention

Enable Media Retention option

Automatic Resync Options

Start between huursl'& :I-:-:' and IS :I-:r:' after waiting |20 | minutes.

{All times are local to CX)

Submit Cancel Reset

Figure 29

Step 5. The next screen opens up, choose the desired retention policy, and click on “Submit” to
start the replication pair

Volume Protection: Retention Options
Logged in as 'admin’ - Logout

Pair Details
Server Pri Volume Remote Server Volume
-.:Eg"'s. ["gafrp;;\fs—;;ns;:g: ;E ) /dev/mapper/VGE_XenStorage--
CITRIX1 Sc34--5439157 1bcef- CITRIXZ2
L\--3576628b--cfee-- ! Sfh7 2142 455cbaxc
8fda97ef7 6dd

4082--b877--40a153051869

Retention Logging Policy

Retention Policy Roll-backward
Retention Log Size 0.00 (MB) Current Retention Log Size 0,00 (MB)
Unused Space 256.00 (MB)

Retain changes upto |255 I ME 'I {Cannot be less then 256 MB)
Retain changes upto the (time) I {Days) I (hrs.)

@ )
On insufficient disk space FEae i

© pause differentials

Log data directory I-"”L"DES (Eg:- K:\log_data)

+/+-/mnt are drives suggested for storing rollback log files.

Configure Threshold for Alerts

Alert when disk space utilization reaches 80 %a

Submit Cancel

Figure 30



“‘I:I‘J Notes:

Repeat above steps to protect any additional guest machines
Setting the replication pair is similar for windows and Linux platforms.

5.2 Shutdown target virtual machines
Before setting the replication pairs shutdown target virtual machines.

Step 1. Shutdown the Windows target virtual machine(s) as shown below.

—
¥ 4 XenCenter

Eile  Wiew Pool Server WM Storage  Templates  Tools  Window  Help

HE — e ) : = P .
Add Mew Server | (155 Mew Poal — Mew Storage [T5]| Mew YM Shut Down S8 Reboot !E Resume Force Shutdown Fore

B rXenEenter General I Storage I Netwark I Console ! Performance
= g:,'g citrix1

[% Ried Hat Enterprize Linus 5.0 x64 Windows Server 2003 x64

Eﬁ. ‘windows Server 2003 x64

=| RHEL5-E4bit
5 RYD:orives 2o+ Shutting down ¥M "Windows Server 2003 x64 *
& Local storage et i
3 Removable storage Dretails:  Shut down
=RE" wii+2 Time:  00:08:02
= windows Server 2003 264
5 RHEL 5.0 64 bit 408 Setting DYD Drive on Windows Server 2003 x64 as emply.
= WD drives

d | Detailz:  Set DWD Drive on Windows Server 2003 264 ag empty.
ocal storage ok i
=1 Remavable storage Time:  00:00:02

14 Rebooting ¥M "Windows Server 2003 x64 " on ‘citnx2'
Detailz:  Hebooted

Figure 31

Step 2. Similarly, shutdown the Linux target virtual machine(s)

.
# fxenCenter

File  Wiew  Pool Server WM Storage  Templates  Tools  Window  Help

_'f'ﬂ'la Add New Server # Mewt Pool = Mew Storage |:—L, e WM Shut D Reboot w Resume

= X'F%EHEENET General! Storagel Networkl Consolel Ferformance Logs
El g citrix1

rﬁ# Fa ik Ertaimiies L 5068 Red Hat Enterprise Linux 5.0 %64

'-_ﬁ} windows Server 2003 #64
_g RHELE-E4kit

3 E:c[?alcgtlz:a:ge 7+ Shutting down ¥M ‘Red Hat Enterprise Linux 5.0 x64'
= Removable storage Detailz:  Shut down
£l Eg cirix2 Time:  00:00:05

['ﬁ Fied Hat Enterprize Linus 5.0 »64 (1]

.5:5 E\H;[E)LdE'.D B4 bit £o4 Resuming ¥M 'Red Hat Enterprize Linux 5.0 x64"
_:;S P ;:Z:E:ge Detalz:  Resumed
= Remavable starags Time: 000013

Figure 32
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After shutting down the VM ensure that all the protected logical volumes (corresponding to the
virtual disks of the VM that was shutdown) are available or not. If any protected logical volume
is not available, run “lIvchange —ay <Logical_Volume>" to make the logical volume available.

5.3 Monitor replication pair

In this Click on “Protection Status” to monitor the replication status. Observe that there are two
replication pairs, one for windows, and the other for Linux virtual machines.

Protection Status

Logged in as "admin’ - Logout Server Time: Sep-17-2008 17:55:2§]

Wolume Protection Status

Resyncs | Resync

= = Differentials | Resync Resync | View

Server Volume Group Transit | Trensit | UIERLGAE | R | weo Status | e |
Stapl Step2 prog o
(M8) (18)

‘dev/mappar/VG_XenStorage--
357 3df23--c655- Gece-
Sc34--5439157 1bcef-LV--3976628b--cfoe-- olume /dev/mapper/VG_XenStorage--
s . 4082--b877--402153051863 -> /dev/mapper | 04f08ff2--d086--3264--bd62--4c162d3148c3- n 0.7 Differentiz|
ELEE S S ER2 VE_XenSterage-- LV--2ec05fb7--a142--455¢c-baac-- o E g B iz Sync e

04f08f2--d086--3264--bd62--4c16ed5148c5- sfdas7 =f7 6dd
LV--2ec05fb7--3142--455¢c--baac--
Bfda§7ef7 6dd

Figure 33

‘!LI’) Notes:

You may choose to set email alerts or traps. Please refer to the Admin guide.pdf for detailed
description.
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5.4 Consistency tags

Step 1. Once the replication pair reaches “Differential Sync”, proceed to issue consistency tags
on the source volume. Consistency tags are issued on the source virtual machine, Access the
CX Ul through the source virtual machine to download the vacp client. Download the
appropriate vacp client through “System-> Agent installers”.

System: Agent Installers
v4.2.0.RC0.10.1 (RELEASE_4-2-0_RC0_10_Jul_14 2008_InMage).

Logged in as 'admin’' - Logout

Monitoring | Bandwidth Shaping Settings | Agent Settings | Li
Documents | Logs | Agent Installers
Agent Installers
vacp32-sused
vacp X64.exa

vacp IAG4.exe
InMage CX 4.2.0 RHEL4U4-32 RCO 14Jul2008.tar.gz

vacpbd
vacp.exe

vacp32

Figure 34

e vacp32-suse9 is used for guest machine with 32 bit platforms of SUSE 9, SLES 9 SP2, SLES 9
SP3.

e Vacp x64.exe is used for 64 bit windows platforms

e Vacp [A64.exe is used for 64 bit windows on Itanium platform.

e Vacp64 is used for the guest machines with any 64 bit platform

e Vacp.exe is used for 32 bit windows platforms

e Vacp32 is used for 32 bit Linux platforms



For a Linux virtual machine use the following command

./Van —remote —Vv <volumel>,<volume2>,.. -t <name of the consistency tag> -
serverdevice <corresponding volume on the source Citrix XenServer >,.. -serverip
<Source Citrix XenServer’s IP address> [-serverport 20003]

-serverport 20003 is an optional switch

[root@ocitrixguestl ~]1# ./vacp -v Jfdev/mapper/VolGroupl0-LogVolO0 -remote —-server
device fdevfmappeerG_KenStnrage——D&fDBffE——dDBE——EEE&——deE——&clﬁedgl&BGB—LV——E
ec05fb7--al142--455c—-baac—-8fda%7ef76dd -t "my tag" -serverip 10.0.1.3
Caught an exception with Local Configurator Settings

nerati

o

Sending Following Tag Request

Flags = 3

Hum. Volumes = 1

Volume: 1 Hame: fdEV!mappEIfVG_KEnStGrage——DﬂfDEffE——dDEE——3264——bd62——éclﬁed91
48c9-ILV——-2ec05fbT7--al142--455c—-baac—-8fdad%7ef76dd Length:112

Num. Tags = 2

Tag: 1 Length:11

Tag: 2 Length:23

-arting device I/0 suspension...
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6 Failover

6.1 Differences between rollback and snapshot

The target virtual machines may be recovered either by rolling back the target volumes or by
taking a snapshot of the target volumes.

Table 1: Differences between rollback and snapshot

lsmapshot | Rollback

Replication Intact Breaks replication pair

Storage Requires an additional volume with equal No additional storage
or larger capacity on the DR server required

Both tag based and time based Both tag based and time based

A snapshot is not disruptive to the replication pair where as a rollback breaks the replication pair.
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6.2 Rollback approach

Target volume can be rolled back in time based or an event back in time based on a vacp tag

issued on the source volume or based on time. A roll back can be performed through CX Ul and
command line interface of the DR Server. This example describes to perform an event based roll

back.

Step 1. On the CX UlI, click on “Recovery” then select the replication pair and click on

“Rollback”. A confirmation message appears, click on “Ok”

Volume Recovery : Recovery Snapshots

Logged in as "admin' - Logout

Recowvery Snapshots | Scheduled Snapshots

Replication Pair Details

Sarvar Pri Volume T Volume SR
Server Pool
b cr;.-s' T;EE?E; \:'6—9&;”%?‘;2 ;E i /dev/mapper/\VG_XenStorage--
a o 4 --d - 4--hd . d914 =
8 | cITRIXI Sc34--5438157 1heef- T | A TR SR SR R R AR g
" - LW--2ec05fh7--a142--455c--baac--
LW/--857 6628b--cfEa-- ot
4082--bE877--402152051865 ceer e
Recover Rellback Reset

Figure 36

Step 2. The next screen opens up, to perform an event based rollback, select the option” Using

Application consistency & Event based”

Volume Recovery: Recovery SnapShot Options
Logged in as 'admin' - Logout
Pair Details
Server Primary Volume SETE Target Volume Replication
Server Poal
:;’5 T;EFF;BF \;6_‘;;"?;;:;& ’ /dev/mapper/VG_XenStorage--
£ e 4 ——d - A--hdg?--4 4914 -
CITRIX1 Sc34--54359157 theaf ] R 8
i - Lv--2ec05fh7--a142--455c--bazac--
LW--9576628b--cfEe-- Skina7 o7 6dd
4082--b877--40a153051869 ceerE e
Recovery Options
Logs Available From 2008/9/17 12:25:5:961 [GMT) To 2008/9/17 12:31:45:281 [GMT)
Recovery Based On
o Using Time 0 Using Application consistency & Event based

Figure 37
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This changes the interface below to a “search result” and display a list of available consistency

tags to which a roll back may be performed. Select the desired tag and click on “Save”

L-C-A - - =

Recovery Points AEEIJFEE';"; ¥ o-Exact ¥ - Approximate ¥ ot guaranteed

Save Cancel

Search Result
Accuracy Timestamp Agglication Tag Name
O w 2008/9/17 12:50:10:381 File System FileSystem43d0ff27
[l w 2008/0/17 12:50:10:381 User Defined my tag

Figure 38

This will roll back the target volume to a consistent point

Step 3. Click on “Recovery” to check the status of the rollback. A rollback is similar for windows

replication pairs as well.

Target Drive Rollback Status

Expected
Host Rollback Drive Status | Progress Recowvery
Point
[dew/mapper/\VG_XenSterage--
04f08f2--d086--3264--bd62--4c16ed3148c5- 2008/5/17

O | CITRIX2 Complets | 100%

Lw--22c05fh7--2142--455¢c--baac-- 12:59:19:381

8fda97 =f7 6dd
Release Drive

Recovery Points Accuracy: ¥ -Exact ¥ - Approximate ¥ - Not guaranteed

Actual
Recovery
Point

Recovery
based an

Tag Based
Tag my tag
Accuracy

Info
Message

Figure 39
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6.3 Bring target virtual machines online

In case of an unplanned failover shutdown the production Citrix XenServer once the rollback is

complete. For planned failover shutdown the source virtual machines then reboot the target

virtual machines (which should be in halted state now). The target guest machines should come

up normally.

—
b 4 XenCenter

File  Wiew Pool  Server WM Storage Templates  Tools  indow

OBack - Formard = E # Add Mew Server

Search.., Al = Red Hat Enterprise Linu

| Mew Pool — Mew

¢ “enCenter
= gﬁb CITRI®L General  Storage |Netwnrk| Cons
Red Hat Enterprise Linu: 5.0 (13 . .

% Windows Virtual Disks

= DVD drives

=] Local storage _

=| Removable storage DYD drive: I <emphy:
& SR-on-sdb

=l g citrxe Mame | Description

Red Hat Enterprise Linux 5.0 (11 0

=1 CIFS 130 library &) Sstart

= DVD drives ;

@ 1505 virtual disk storage % Copy ¥M

;% Removable starage & Export as Backup...
& 1?;2;4 [@,  Convert to Template
& 10.8.2.15 B uUninstall
[l 10.0.2.20
ﬂ 192,168.80.77 | Properties
[Ele 197 162 20 70 T

Figure 40
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6.4 Snapshot approach

This involves four steps

e DPrepare for snapshot disk: Create a new disk with equal capacity

o Create snapshot: Create a snapshot of the target volume through the CX Ul

e Swap device: Swap the original device with the snapshot device

e Start guest machine: The guest machine should boot up with the snapshot disk

Step 1:
Prepare for
snapshot disk

Step 2: Create Step 3: Swap Step 4: Start

snapshot device guest machine

Figure 41

Prepare for the snapshot

Create a virtual disk equal in size to that of the target volume. This virtual disk is used to contain
the snapshot.

xe vdi-create name-label=<label of the virtual disk> Sr-uuid=<uUUID of SR where this
virtual disk is being created> -type=<"system” for bootable disk or “user” for other disks> -
Size=<size of the disk should be equal to that of the target volume>

£ mot@IMITS137-/etc

Figure 42

Once the disk is created, bring the newly created virtual disk online through the command as

shown below
Ivchange —ay <Logical volume corresponding to the virtual disk>

7 fdev/VG XenStorage-b36al8ef-0046-8c95-9b19-c91k
cac-ab7017846440

[root@IMITS137 etcl#

Figure 43
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Create a snapshot

Step 1. On the CX U], click on “Recovery”, select the replication pair, and click on “Recover”.

Volume Recovery : Recovery Snapshots

Logged in as 'admin’ - Logout

Recovery Snapshots | Scheduled Snapshots

Replication Pair Details

Sarvar Pri Volume e Vaoluma SEE
Server Pool
e /dev/mapper/VG XenStorage--
& | crTrIx: 9c34--5439157 1bcef- CITRIXZ D‘”DSHE_.":DSG"FE:?E""'b‘E'z"4CIE|'JE:9148cg' g
/-39 7 6628 he-cfEan- L\--2ec05 }--314F2“--455c-- aac--
4082--b877--40a15305186% SHEET AT
Recover Rollback Recet

Figure 44

Step 2. The next screen opens up. Select the option “Using Application consistency & Event
based” to perform an event based recovery.

Volume Recovery: Recovery SnapShot Options
Logged in as 'admin' - Logout

Pair Details
Server Primary Volume L=l Target Volume Replication
Sarver Poal
R e e /dev/mapper/VG_XenStorage--
CITRI1 5c34--5439157 tbeef- | CITRIxg | 04f08f2-d086—-3264 -hd62--4c16ed3148c9- :

Lv--55766280-- cfoa-- L\--2ec05fh7--a142--455¢c--baac--

4082--b877--40215305186% EEEEHE
Recovery Options
Logs Available From 2008/9/17 12:25:5:961 [GMT) Ta 2008/9/17 13:1:6:211 (GMT)
Recovery Based On
8 Using Time o Using Application consistency & Event based

Figure 45

‘!LI‘J Notes:

To perform a time based recovery select the option “Using time”




Step 3. Select the tag from the “Search Result “. Select the “Drive Type” as “Physical”, select
the LV corresponding to the newly created virtual disk under the “Physical Drives” and
click on “Save”. Refer the section Prepare for the snapshot on page Step 2. 33

Search Result

Accuracy Timestamp

Application Tag Name
[ » 2008/9/17 11:44:29:301 File System FileSystem43d0edad
® ¥

2008/9/17 11:44:29:5801 User Defined

my tag
<< < 1 > ==
Recovery Points Accuracy: ¥ -Exact ¥ - Approximate ¥ - Not guaranteed
Dirive Type
@ Physical & Virtual
Physical Drives
Host Dirive Capacity Filesystem Mount Point

[0 | crmrixz [dev/sda3

1517892317120 I
Jdev/mapper/\VGE_X=nStorags--
b36a186f--
|7 CITRIX2 0046--8c95--3b19--c31d0f4607 56- 8589334592 I."r"rL"SrEp'
L\--34bc8ceb--56d9--4c7 1--acac--
ab7017846440

Newly created disk
Figure 46

Cancel

Step 4. Click on “Recovery” to monitor the snapshot progress.

Recovery Pair Status
Expected Actual Recover
Host Host Drive Recovery Drive Drive Type Status Progress Recovery Recovery ¥
- X based on
Paoint Paoint
fdensf ooE S o Tag
/dev/mapper/\VVG_¥enStorage-- __ea_mapiEBr_s\all_gzﬁr!Stcra,e Based
- 04f08ff2--d086--3264--bd62--4c16ed9148c3- - 2008/9/17 Tag my
46-- -- -- d0f460756- | WAN Dri %o i = s
| CITRIXZ e s i oo4e icgs b?_lng’ ?_941__0r_§0 S6- WAN Drive| Complets| 100 BaE s 2 am o
8fda97ef7 6dd Lyeo34bcBesb--38c5 oy l-acac Accuracy
ab7017846440 ¥
Release Drive Force Delete

Figure 47
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Swap device

Step 1. Once the snapshot is complete, access the XenCenter interface and click on “Storage” tab
then on “Attach”.

=
¥ ¢XenCenter

File  Wiew  Pool  Server WM Storage  Templates  Tools  Window
GBack = Forward = E'%'P.dd Mew Server | [ESp Mew Pool =4 New Storage El Me

Search... L8l ¥= Red Hat Enterprise Linux 5.0 (1)

Help

= x ¥enCenter
= (g CITRIx

Red Hat Enterprise Linux 5.0 (1
ed Hat Enterprise Linux (1 add. . | attach... | | Edit... | &
Windows

= DVD drives
= Local storage - —
=1 Removatle storage DYD drive: I rhel-5-serveri386-dizc] izo
& SR-on-sdb
= g ciTrIxz

% Red Hat Enterprise Linux 5.0 (1)
= CIFS 150 library
= DVD drives

@ i5CST virtual disk storage

Starage
Repository

Device

Marme: | Description Positio

Figure 48

Step 2. Select the newly created virtual volume and click on “Attach”

# ¢Attach Disk EE3

Select a disk ko add Fram the list belaw,

- [5R 1
g SR1_snapshok ERe=Ests Ret e ENie=]
[ = Removable storage

™ attach as read-only Aktach I Cancel

Figure 49
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Step 3. Now that the snapshot disk is attached, proceed to remove the previous disk as shown in

the picture.

# 4 ¥enCenter
File  “iew Pool Server WM Storage  Templates  Tools  Window  Help
OBack - Forward = E %F\.dd Mew Server ii_ Mew Pool = Mew Storage
Search... A8l = Red Hat Enterprise Linux 5.0 (1)
= X enCenter
= Skorage
= [l cITRIN General g INetworkI Console I Perfarmal
F‘\E.,d Hat: Enterprise Linux 5.0 (1) fdd.. | — | | v |
Windows —
= DD drives
=] Local starage
; Removable storage D¥D drive: I thel-5-zerver-i386-disc
@ SR-on-sdb
el i‘i CITRIAZ Mame Descripki ‘ Storage D5
phion ;
% Red Hat Enterprise Linux 5.0 (1) Repository Po
= CIFS 150 fibrary = i5CSI virtw.., O
= ) Edit. ..
= CVD drives sR1
@ 15C51 virtual disk storage Add...
= Removable storage Al
= Detach
g 10.0.2.14
Figure 50

Start the guest machine

Step 4. Then start the guest machine. Now the machine will boot through the snapshot disk.

= Local storage
=| Removable storage
@ SR-on-sdb
= g CITRIzZ
% Red Hat Enterprise Linux 5.0 (1)
=| CIFS IS0 lbrary
=1 DVD drives
@ i5CST virtual disk storage
=| Removable storage
S =R1

=[O %]

Tewy W x System Alerts: 3

):#Xantenter
Eile  Yiew Pool  Server WM Storage  Templates  Tools  Window  Help
OBack - Forward = E r‘%.ﬂ\dd New Server ii_ Mgt Poal =4 Mew Storage
Search... Al ™ Red Hat Enterprise Linux 5.0 (1)
= X #enCenter
= Console
=l g CITRI Generall Storagel Metwork, |PerF0rmance | Logs I
Red Hat Enterprise Linux 5.0 (13 0D Drive: I <emply>
Windows
=] DVD drives tc: IRQ & is not free.

tc: IRQ 8§ is not free.
i8042.c: No controller found.

ed Hat nash version 5.1.19.6 starting

Reading all physical volumes.

Found volume group "VolGroupfd" using metadata type lumZ

Z logical volume(s) in volume group "VolGroupd®d"” wow active
Welcome to Red Hat Enterprise Linux Server
Press 'I’ to enter interactjuve startup.

[Setting clock

Figure 51

7| pidevixedd)

(utc): Wed Sep 17 09:31:02 EBT 2008 [

Locking for guest consale, ..

This may take a while...

0K 1
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7 Failback

To perform a failback in rollback approach, set a reverse replication from the target LV to the
source LV. Similarly, to perform a failback from snapshot approach perform a reverse replication
from the snapshot LV to the source LV. In this example, we perform a failback from snapshot LV.

Failback is performed in four steps

e Reverse replication: A reverse replication is set to update the production volume with all the
changes occurred during its outage

e Consistency tag: Consistency tags is issued to which a rollback will be performed

e Rollback: The target volume is rolled back to a consistency tag

e  Start guest machine: The guest machine should boot up with the rolled back volume.

Step 1: Step 2:
Reverse . Consistency
replication tag

Step 4: Start
guest
machine

Step 3:

Rollback

Figure 52

7.1 Reverse replication

Step 1. Set a reverse replication from the snapshot LV to the source LV with media retention as
shown in the picture below.

Protection Status
Logged in as 'admin’ - Logout Server Time: Sep-17-2008 19:18:06|
Volume Protection Status
ResyncsIn | ResyncIn . . .
Server Volume Group. Transit Stepl | Transit Df:;’?’”‘:"f)‘s 'i“‘r’::s RPO Status RRE:,’:; D:';"If{s
(MB; Step2 (MB) prog eq
/dev/mapper/VE_XznStorage--
b36=186F-
0046--8c55--5b15--c5160f4807 56~ Volume /dev/mapper
Ly--34bc8ceb--56d9--4c7 1--acac-- JVG_XenStorage--
~ 2b7017846440 -> /dev/mapper 95794f23--c635--6eca-- g Differentizl
CITRIXZ->CITRIXL VG, XenStorage- e et ] 0 [ N/A | 0.42 minutes Srne NO
9575df23--659--6eea-- LV--9976628b--cf6e--
9c34--5435157 thee 4082--b877--40a153051863
Lv--9576628b-- cf5e--
4082--b877--40a153051863

Figure 53
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7.2 Consistency tag

Step 1. Once the replication pair reaches “Differential Sync”, access the guest machine then
navigate to the inmage agent installation path to issue a consistency tag

[root@citrixguestl ~]#% ./vacp -v Sfdev/mapper/VolGroup00-LogVol0D -remot
device /dev/mapper/VG XenStorage—-b36al86f--0046--8c95--9b18--c91d0f46075

4bciceb--56d9-—-4cTl--acac--ab7017846440 -t "TAG 1" -serverip 10.0.0.42
Caught an exception with Local Configurator Settings

Generating tag names
Tag: FileSystem48d11083

Sending Following Tag Request

Flags = 3

Hum. Volumes = 1

Volume: 1 HName: ,a"-:ir.'—_-v,frmapper.."‘.-*l'_-‘r_}{enStr:nrage——bEEaiLBEf——DD‘lE——BcBE——BblB——cBldeﬂE
0756-LV-——-34bcBceb—-56d9--4cT7l-—-acac——abT7017846440 Length:112

Hum. Tags = 2

Tag: 1 Length:10

Tag: 2 Length:23

Figure 54

7.3 Rollback

Step 1. Rollback the target volume based on the above issued consistency tag. Refer to the
section Rollback approach on page 30 to perform a rollback.

Target Drive Rollback Status
Expected Actual Recover Info
Host Rollback Drive Status | Progress Recovery Recovery b ¥
; . ased on Meassage
Point Paoint
Sdew/mappen/VGE_XenStorage
_— 357 54f23--c659%--Scca-- o .. | 2008/9/17
@ |CITRIXL| .24 5435157 1heaf-LV--9976628h-- | COMPIStE | 100% | ()0 0n.60 . i
cfée--4082--h877--40215305186% Accuracy
Release Drive

Figure 55
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7.4 Start the guest machine

Step 1. Once the rollback is complete, access the XenCenter interface to start the guest machine

—
Jxententer

File  Wiew  Pool  Server Storage  Templates  Tools  Windo

WM
QBack - Forward = E # fdd New Server

= | Mew Pool  —j N

Search... il ¥= Red Hat Enterprise Lil
= x RenCenker
= Eb CITRIY General I Storage I Netwnrkl g

% Red Hat Enterprise Linux 5.0 (1
= CIFS ISC library
= DVD drives

LIninstall

Red Hat Enterprise Linux 5,0 (1)
Windows |_@ Skart |
= DVD drives g
= Local storage [ CopyyM
g% Removable storage &7 Export as Backup...
& SR-on-sdb
g Eb CTTRI [, Convert ko Template

Properties

Figure 56
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Part 2: Backing up through SR approach

The SR replication, explains to replicate complete disks to the target Citrix XenServer. This part
contains three sections

Prepare: The prepare section contains two FX jobs that are required before proceeding with the
prepare section

Protect: This section explains to replicates source Citrix disks to target Citrix disks

Recover: The recover section is branched into two sub sections, the rollback approach and the
snapshot approach.
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8 Introduction to the solution

To replicate whole disks (which in turn contain volumes) as volumes from one host to another
the “drscout.conf” file is edited to expose the disks as volumes on the CX UL

The protect section explains to replicate and issue consistency tags on these volumes

BT T T

+Edit the drscout.conffile +VX replication for discovered disks +Rollback
+Restart VX agent service +Consistency tags +Restore VMs through FX job with
*Cleanup and Discovey through FX failover script

sldentify VM's to be protected with
their respective disks

Figure 57

Recover section explains to restore the virtual machines on the production server to the
corresponding DR Server.

9 Prepare

Edit the file “drscout.conf” under the etc folder of VX installation folder and change the
“ReportFullDeviceNamesOnly” from the default value 0 to 1. Doing this will expose the full
device name to the CX UL Ensure that you restart the VX agent service

Make sure the target Citrix XenServer does not have any LVM based storage repository. If any
LVM based storage repository is present then set FX job using “hard_clean_target.sh” as
destination post script. This cleans up the DR server. Schedule the job to run on demand.
Please refer to the Admin guide.pdf to set FX job

‘!') Notes:

Target Citrix XenServer should NOT have any LVM based “storage repository” configured prior
to the protection of source Citrix XenServer.
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9.1 Cleanup

Setting up of FX job to clean up the DR server before protecting the source SRs

Step 1. Select the DR server as both source & target of the FX job. Specify the directory as
“lusr/local/InMage/Vx/failover_data”

File Protection Wizard: Replication Pair

Logged inas "admin’ - Logout E

Replication Hosts

Fulizaton | Citis Hard cleanup

Name:
Job Description: |Cleanup job
Source Destination
Host Hast
O IMITS003 [Unix] | IMITZ003 [Unix]

@ | IMITS137 [Unix] & | IMITS137 [Unix]
Directory Directory
LRGN Sde VR A SIS [ ust Aocal/inthage Asalover dalad
ikemolate ol se brfed h.s

Hext -= | Cancel

Figure 59

Step 2. Enter the post script for destination as “<VX installation path>
/scripts/hard_clean_target.sh” and click on “Finish”

(O | Push data from source ta targst (implies lower CPU load on source)
@& | Pull data from source to targset
CPU throttle {source) |0
Send RPO alert if D minutes passed
Zend E-mail alert if-_S minutes passed without job progress
Pre execution script pathname?
Post execution script pathname;
Pre execution script pathname (destination)'
Fost execution script pathname (destination)g H_LJS[H_Ig_c_a!fIn_M_a_gg_a’\{xa_’§E_ri!_3t_s_a’hfa_r__c!___g!g_an__t_qrg_n_a_t:_sh

Catch all job modifier éforpower users onfy

=- Back

Cancel

Figure 60



Step 3. Set the scheduling of the job to “Run On Demand”. This job should be run only once

before setting up replication pairs to protect the storage repositories of the production server.

Group Schedule
Schedule Type

Once At

Set

Replication Jobs

Schedule Time

On Demand

Schedule

[:g_ npnI:;::;ion S;Lc':;e Source Directory Ts:gs:t Target Directory
Run order 1
o et | pursons | furialinege, | gursaay |fiefoeaintene,
Details | Remove cancel |
Add Job
Figure 61
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9.2

Set FX job to relay the metadata of the VMs of production server to the DR Server. Use
xenserver_failover_prescript_sr.sh as the source prescript to set the FX job.

Discovery

Schedule the job to run at a time interval or run on demand. The time interval should be decided

based on the frequency of changes to VM metadata (e.g., 15 minutes.).

Step 1. Select the Production sever as source and DR server as destination of the FX job. Enter

the source and destination directory as “<VX_INSTALL_PATH>/failover_data” and click on

IINext”
File Protection Wizard: Replication Pair
Logged in as "admin” - Logout
Replication Hosts
:g:)r::::atiun ;:Eitrix Discover
Job Description: :Cilri;& biscuver fﬁr VMerladala
Source Destination
Host Host
&) IMITS003 [Unix] (2 IMITS003 [Unix]
3 IMITS137 [Unix] G | IMITS137 [Unix]
Directory Directory
| fusf/locaI/InM agez’\r"w’faih:w'e[_rt:lataxl R | /us{/locaI/InM agez’\r"w’failo\r'e[_7t:lataxl
Template ot selected |
Nest == | | Cancel
Figure 62

Step 2. Select the “Copy the contents of the source directory directly into the target directory

option” as shown below

Options
File /Directory Optons
" | Copy the source directory to a subdirectory of the target directory
{* | Copythe contents of the source directory directly into the target directory
v Always perform checksum
Checksum block =size: I815|2
[T whaole files [noincremental checks)
[T create backup files
Figure 63
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Step 3. Enter the pre script for the source as

“<VX_INSTALL_PATH>/scripts/xenserver_failover_prescript_sr.sh” and click on “Finish”

&)  Pull data frorm source to target
CPU throttle {source) _.U
Send RPO alert if .D_ minutes passed
Send E-mail alert if 5 minutes passed without job progress
Pre execution script pathname-..n"usr..n"i.ocalf'l.nMé_lgea;’iv‘:-u;scripts..n"Hensewe_r__f._ailove_l__prescrip_t-___sl.SH i
FPost execution script pathname_
Fre execution script pathname (destination)-
Fost execution script pathname (destination):

Catch all job modifier | for power users only

<-Back | Finish —» | cancel

Figure 64

Step 4. Set the job to “Run On Demand”. It can be scheduled to run at an interval also. The
schedule type has to be decided based on the protection type, managed or unmanaged. For

managed protection “Run On Demand” schedule would suffice.

Group Schedule

Schedule Type Schedule Time

Cnce At On Demand

Set Schedule

Replication Jobs

#dd Job

@ | applicati
=, pplication Source 2 Target z
[:u_ Name Host Source Directory Host Target Directory
Run order 1
=1 Citrix Jusrflocal/InMage fusrflocal/InMage
o Discover IMITS003 | s failover_data’ IMITSL137 | niysfailover_datal
Details | Remove | Cancel

Figure 65
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Step 5. Click on “File Protection” then select the job and click on “Start” to start the job.

File Protection

Logged in as 'admin® - Logout Server Time: Aug-26-2008 20:25:11

applications Filter: | Application Name + | Sort by W

Application Per Page: 5 Jobs Per Page: 5

B Citrix Discover

sotws  [oomes |Sowea et [Tawer | gag | Scheduied | gup |orp 0| SR rrending
) | citrix discover for metadata,.. | Starting.. | IMITSO003 j;;%'ﬂ?ﬂf&'g:?; IMITS137 ﬁ;%'ﬂﬁfﬂ’;‘g’g:gjf W/A | ondemand | 10 | 10 0 2233223156 /A
Results 1-10f 1 << <1 > >
Stop I Start Details Remove
Displaying 1 to 1 (of 1 Applications) Result Pages:1

New Job Group Wizard

Manage Templates

Figure 66

You may monitor the log file of the FX job. Once the discovery is complete, proceed to setting up

the VX replication pairs.

Log Detail

Logged in as "admin® - Logout

Return to Status Job Instance 27{TargetlLog)
Job Instance 27{Sourcelog)

27

[Precommand started at Tue bag Z6 20:38:45 Z008]

Deleting stale meta data information. ..

Export succesadead

Export succeeded

Successfully exported the VM meta data to
Aasrflocal fInMage /W /scriptsy/. ffailover datafexported vmmetadata xzml
Fusri/local/InMage/Wx/scriptsy/. . /failover_data/exported vmmetadata. xmlZ
File descriptor 3 left open

File descriptor 4 left open

[Zcript returned 0 at Tue Aug 26 20:385:4& Z008]

Successfully persisted wolume group configuration of source host to Jusr/local/InMage/Vx/scripts/../failover_ datafwvys_ sre

Figure 67
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10 Protect

10.1 VX replication

Step 1. Then switch to the CX Ul to replicate the disk which now appears as a volume. Click on
“Volume Protection” and select the corresponding volume and click on “Start Replication”

Volume Protection: Source Site

Logged in as ‘admin’ - Logout

Source | Target

Protected Drives

Server Pri Valume
Primary Drives
NODE270
WIN32SRC1
70NODEL
IMITS070
= mrrsons
Server Pri Volume
o IMITS003
@& | IMITS003
®© IMITS003
[&] IMITS003

WINI2TETL
MITS137

Cluster Group(s) Volumes

Fs Application
Application Capacity (Bytes)
Unknown 150000000000
Unknown 80000000000
Unknown 21474836480
Unknown 21474838480
Start Replication | _Reset |

Figure 68

‘!L) Notes:

Target device should be either local device or device backed by Fibre Channel LUN. Failover

can recover the source SR to SR of type lv or lvmohba at target.

Step 2. The target screen appears, expand the DR server to select the target volume, then scroll
down to set the “Replication options”

Host: IMITS003
Drive: /dev/sdc

Capacity: 21474836480

Select a target WAN volume

WAN Server Volume

NODE270

[

WINZ25RC1

[

7ONODE1

[

IMITS070

[

IMITS003

[

WINZITCT1

]

IMITS137

© | InMageProfiler B

© | IMITS137 fde/

@&  IMITS137 fdevf

@  IMITS137 mnt

Capacity (Bytes)

200120735
214742364

214748364

81520000

Figure 69
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Step 3. All the process servers pointed to the CX server are listed here, you may choose a desired
process server which will handle all the offload activities specific to this replication pairs. For
better scalability you may point more process servers to the CX server. Select the process
server and scroll down to set the “Replication Options”

Process Server

Select Process Servar i i Number of Pair Configured
ITGTRSUZ-64.inmage.in(10,0,164.73]

w2k3-32PPS(10.0.227.227)
SRSUZ-64.inmage.in(10.0,248,73) 2

Figure 70

Step 4. Disable “Media Retention” option and click on “Submit”

Replication Optons

!" Secure transport from Source to InMage CX

[T Secure transport from InMage CX to destination

Sync options: I Fast - i

Use compression: i Mo Compression _:_j

(Owverrides existing 1-N replication pairs)
Add to volume consistency group: I Mews Yolume Group = i
CDP Retention

l“" Enable CDP Retention option

Automatic Resync Optons

Start between hours i? : !F and iB_. i ’F after wraiting W minutes.

{All imes are local to CX)

Submit Cancel Reset

Figure 71

Step 5. Once the pair is configured, access the DR server to edit “<VX installation
folder>\etc\drscout.conf”. Change the “ReportFullDeviceNamesOnly” from the default
value 1 to 0. Doing this will stop exposing the device name to the CX Ul

Figure 72
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Step 6. Restart the VX agent service on the DR server

Step 7. Access the CX Ul and navigate to “Volume Protection” -> “Target” then select the pair
configured and click on “View Details”. Click on the “Configure retention” to configure
media retention for this replication pair.

Retention Settings
Retention E::Z'i'zﬁeol'i.mit (in MB) Retention Time limit Log data directory 1D':lsrtssllpo1;e(%’o) Unused Space {in MB]) On insufficient disk space
Mot Configured 0,00 MHfa MfA Mia 0,00 Mie
et iR Ensble Hetenane IIF Eotnadi Betcntion |
Figure 73

Step 8. In the next screen select the type of retention policy to be enforced for this replication
pair. You may choose time based, space based or a combination of both. Click on “Submit”

to start the replication pair

Retention Logging Policy
Retention Policy

Retention Log Size
Unused Space
Retain changes upto

Retain changes upto the (ime)

On insufficient disk space

Log data directory

Configure Threshold for Alerts

Roll-backwrard

0.00 (MB) Current Retention Log Size 0,00 (ME)

256.00 (MB) ¥

|1IJ24 I ME = I (Cannot be less then 256 MB)
I (Days) I {hrs.)

g Purge older retention logs
@ Pause differentials

I.l'home.l‘retﬂ (Eg:- K:\log_data)

/home,/,/Backup are drives suggested for storing rollback log files.

Alert when disk space utilization reaches ISEI U

_ Submit Cancel

Figure 74

Step 9. The replication pair reaches “Differential Sync” as shown in the picture below

Protection Status
Logged in as 'admin’ - Logout

Volume Protection Status

Server Volume

IMITS003->IMITS137

Resyncs In . . .
Ty Transit Stepl Resync In Transit = Differentials Left e TS
Step2 (MB)
(MB)
Welume [dev/sde 0.06 0.9 i} N/A

Server Time: Aug-1-2008 20:19:42

Resync | View

AL d=is Required | Details

0 minutes Differantial Sync ND

Figure 75
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10.2 Consistency

To recover individual VM, you may choose to execute consistency tags on the virtual machine
Proceed to issue consistency tags through the virtual machine’s command prompt. Access the

source command prompt then navigate to the VX agent installation path to issue the following
command

./vacp —remote —Vv <volumel>,<volume2>.. —serverdevice <diskl>,<disk2>,..—
serverip <ip address of vacp server> -t <name of the tag>

7olGroup00/LogValo0, /dev/VolGroupld/LogVoldl -serverdevice /dev/sdc -serverip 102.168.80.77 -t Tag 1

Hame: /dev/sdc Length:8

Starting device I/0 suspension...

[ENTERED: ConnTaVa
Connected to 77 at port 20003
EXITED: ConnToV,
ing connection: 551.000000

the Remote Server ...

Starting device I/0 resumptiomn...
[root@alfa ~1% I

Figure 76

A tag can be issues at the Citrix XenServer host level also. Use “vacp” to issue tag on the block
device(s). Option “-x” has to be used along with option “-v” to issue tag without any consistency
mechanism. For example, to issue tag on dismounted volumes/raw devices.

./vacp [-V <volumel=,<volume2>..] [-t <tagi,.>] [-x] [-h]

[root@IMITS003 bin]l# ./vacp —v /dev/sdc -t "Tag 1" -x

Generating tag names ...
Tag: FileSysctemd852fbd3
Tag: Tag 1

Sending Following Tag Reguest
Flags = 3
Hum. Volumes = 1

Volume: 1 HName: /dev/asdc Length:8
Hum. Tags = 2

1 Length:10

2 Length:23
tags sunccessfully issued
[rootRIMITS003 bin]# I

Figure 77
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11 Recovery

11.1 Rollback

Step 1. To perform a recovery, switch to the CX Ul and click on “Recovery”, then select the

replication pair and click on “Rollback”. A confirmation appears, click on “Ok” to continue

Volume Recovery : Recovery Snapshots
Logged in as ‘admin’ - Logout

Recovery Snapshots | Scheduled Snapshots
Replication Pair Details

Pri

Saerver
Volume

@ IMITS003 [dev/sde | IMITS137

Recover Rollback Reset

Remote Server

Volume

Replication

Poaol

19

Figure 78

Step 2. The next screen opens up, select the option “Using Application consistency & Event
based”, this changes the interface below to “Search Result” and select the consistency tag

and click on “Save”

Search Result

Accuracy Timestamp Application
[ v 2008/8/1 12:18:4:500 File System
(@ v 2008/8/1 12:18:4:599 User Defined

< < 1 > 2>

Recovery Points Accuracy: ¥ _Exact ¥ - Approximate ¥ - Not guaranteed

Save Cancel

Tag Name

FileSystem4302faf3

Tag_1

Figure 79

Step 3. Verify if the rollback of target volume back to the consistency point is finished.
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11.2 Restore VMs

Run XenServer failover job to recover the storage repositories on the replicated devices & the

virtual machines.

Step 1. Setup the failover job with source and destination as the DR Server with directory to be

replicated as “<VX_INSTALL_PATH>/failover_data”

Logged in as 'admin’ - Logout

Replication Hosts

application [ it Failover
Mame: el it
Job Description: .Ei-trix Failower
Source
Host

) L IMITS003 [Unix]
(® | IMITS137 [Unix]
Directory

| a?'y_sr_.-"lopél.-"l nM.‘?geNga%failo\{er__da_t@.:":

File Protection Wizard: Replication Pair

) | IMITS003 [Unix]

& | IMITS137 [Unix]

fusiocal/intone Vx/faiover_data/

Temp-late net selected ¥

Next -= _' Cancel

Destination

Host

Directory

Figure 80

Step 2. Enter the post script for destination as
“<VX_INSTALL_PATH>/scripts/xenserver_failover_postscript_sr.sh” and click on “Finish”

Pre execution script pathname|

Post execution script pathname|

Catch All job modifier]

Send RPO alertif |0 iminutes passed

Send E-mail alert if 5 | minutes passed without job progress

Pre execution script pathname (destination’

| for power users only

Fost execution script pathname {destination)| Ausr/local/inM age/\Ve/scripts/renserver_failover_postscrpt_srsh [

Figure 81
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Step 3. Set the job to “Run on demand” and click on “Finish”

Group Schedule
Schedule Type Schedule Time
Once At on Demand
Set Schedule
Replication Jobs

[:g Apﬂl‘:]:.taion S;ﬂ;ie Source Directory Tﬁ:‘i:t Target Directory

Run order 1

: Citrix fusrflocal/InMage fusrdlocal/InMage
@] Failover i =l Muffailover_data/ HelTad 3 Muffailover datas
Details Remowve Cancel
add Jab

Figure 82

Step 4. Click on “File Protection” then select the failover job and click “Start” to recover all the
SRs and to restore all the VMs to the target XenServer host.

File Protection

Logged in-as ‘admin’ - Logout Server Time: Aug-

kpplications Filter: | Application Name

Application Per Page::S Jobs Per Fage:EE
B Citrix Discover
3 Citrix Failover
Scl
SHi: Source | Source Target | Target Scheduled
Job Description BEILE Host Directory Host Directory EEU Type Dy 1 Order "f’ltn
- ) Jusr/local/InMage Ausr/local/InMage 20
@] citrix failover... Starting... IMITS003 e i IMITS137 Mixsfailover datss MNA | ondemand | 11 11 a 2
Results 1-1 of 1 << <1 > >3
Stop Start Cetails |  Remove

Displaying 1 to 2 {of 2 Applications)

_ New Jab Group Wizard

Manage Templates |

Figure 83

!
"% Caution:

The MAC addresses of the network interfaces & DHCP configured IPs of the source VM might
not be retained after failover.
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.
‘!l) Notes:

In case of an unsuccessful failover, run <VX_INSTALL_PATH>/“xenserver_reset_target.sh”
to reset the status (to state before the failover attempt) of target XenServer before a re-attempt
of failover.

Currently we do not support recovering virtual machines that span across multiple storage
repositories.

12 Failback

To perform a failback in rollback approach, set a reverse replication from the target SR to the
source SR. Similarly, to perform a failback from snapshot approach, perform a reverse replication
from the snapshot SR to the source SR. In this example, we perform a failback from snapshot SR.

Failback is performed in four steps

e Reverse replication: A reverse replication is set to update the production volume with all the
changes occurred during its outage

e Consistency tag: Consistency tags is issued to which a rollback will be performed

e Rollback: The target volume is rolled back to a consistency tag

e  Start guest machine: The guest machine should boot up with the rolled back volume.

Step 1: Step 2:
Reverse . Consistency
replication tag

Step 4: Start
guest
machine

Step 3:

Rollback

Figure 79

12.1 Reverse replication

Step 1. Set a reverse replication from the snapshot SR to the source SR with media retention. The
section 11.1 VX Replication can be referred.
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12.2 Consistency tag

Step 2. Once the replication pair reaches “Differential Sync”, access the guest machine then
navigate to the inmage agent installation path to issue a consistency tag. The section 11.2
Consistency can be referred.

12.3 Rollback

Step 3. Rollback the target volume based on the above issued consistency tag. Refer to the
section Rollback approach on page 30 to perform a rollback.

12.4 Start the guest machine

Step 4. Once the rollback is complete, access the XenCenter interface to start the guest machines
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Part 3: Backing up XenServer resource pool
through LV replication
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13 Introduction to the solution

This solution document describes how to backup/restore a XenServer pool to another Citrix
XenServer. The production Citrix XenServer will be referred to as the source Citrix XenServer and

the DR Citrix XenServer will be referred to as a target Citrix XenServer.

Production server (Citrix XenServer Pool)

VACP o Guest [y
A 6

l 1 - LW tar the Guast maching

CX Server

DR server (target)

powered down |ew
guest machine

Figure 84
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The solution is divided into three steps, i.e.

Prepare
This section includes installing the CX server and VX agents on the all XenServer pool servers

and the target Citrix XenServer for DR. Then create the guest machines on target that correspond
to the source guest machines with the same disk size.

=|dentify logical volumes to =Replicate source Citrix to =Rollback target volume(s)
be replicated target Citrix server oShutdown source virtual
eCreate guest OS template eShutdown target guest machines
on target corresponding machines «Bring target guest
to each source guest s|ssue consistency tags machines online
machine from guest machines
eInstall and configure DR-
Scout
Figure 85
Protect

Once the guest machines are created on the target shutdown the guest machines and proceed to
set the replication pair(s) from source Citrix to target Citrix server. Shutdown the target guest
machine(s). Set a consistency job to issue consistency tags on the source volume(s) at regular
intervals.

Recover

Stop the source guest machines and rollback the target volumes either through the CX UI or
through CLI Then start the target guest machines.

l\
A Caution:

This solution is for virtual machines based on LVMs.
Ensure that you have execute privileges for vacp scripts
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14 Prepare

Access the target Citrix Xen Server and create the guest machines with the same disk capacity.
Install the VX agent on all pool members

15 Protect

15.1 Set replication pairs

Access the CX Ul to replicate the guest machines (these are virtual machines on the production
Citrix XenServer pool). Guest machines belonging to a pooled Citrix XenServer will appear as
cluster volumes.

Step 1. Click on “Volume protection” then expand the “Xen Pools” to find the cluster group
corresponding to the guest machine. Click on “Start Replication”

Volume Protection: Source Site

Logged in as 'admin’ -

Protected Drives

Server Pri Volume FS Application Cap{

Primary Drives
IMITS25014
SR-CITRIX50-105
SR-CITRIX50-106

=] Xen Pools
B SR-50-Pool (Servers:SR-CITRIX50-105,5R-CITRIX50-106)

(o B Red Hat Enterprise Linux 5.0 {pool-1)

VDI Name Identifier Capacity(bytes) Replication Sfatus
bootdisk Red Hat Enterprise Linux 5.0 088b80a5-2e21-4576-97f1- .
pool-1) 7S0E7cBagfd 8589934592 Inactive

O Red Hat Enterprise Linux 5.0 (pool-2)

Start Replication Reset

Figure 86
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Step 2. Select the volume from the group and click on “Next”

Volume Replication: Pool Setup

Pool: sr-50-poal
IM: Red Hat Enterprise Linux 5.0 (peol-1)

Configured Pool Drives

Primary Server

Unconfigured Pool Drives

Sarver

® SR-CITRIX50-105 5R-CITRIXS50-106

Primary Volume Remote Server

Finish Remove Reset Cancel

Pri Volume Fs Capacity (Bytes)

088b80a5-2e31-4576-97f1-
75067 c829f4(bootdisk Red Hat 8589934592
Enterprise Linux 5.0 {pool-1})

Next Reset

Last VX Sentinel Hearthaat Time

0000-00-00 00:00:00

Remota Volume

Replication Status

Inactive

Figure 87

Step 3. The next screen opens up, expand the target Citrix Xen Server to select the target volume,
then scroll down to set the “Replication Options”

Pool: SR-50-Pool

Capacity: 8589934592

Select a target WAN volume

WAN Server

B IMITS25014

) |IMITS25014

Vm: Red Hat Enterprise Linux 5.0 (pool-1)
Drive: 088b80a5-2e31-4576-97f1-c75067c8a9f4(bootdisk Red Hat Enterprise Linux 5.0 (pool-1))

Volume Capacity (Bytes)

[dev/mapper/\VG_XenStorage--
762cd0bi--06b3--6eaa--
389f--502242dd3433-
L\W--601d7919--1c57 --49aa--
Sddf--0845ed1ef80a

85899345392

o IMITS25014

/dew/mapper/VG_¥enStorage--
762cd0b1--06b3--6caa--
389f--502242dd3433-
LW--7301749e--0efl--4ecd--
Sa0b--a1f2d90ba074

8589934592

€ |IMITS25014

/dev/mapper/VG_¥enStorage--
762cdObi--06b3--6eaa--
389f--502242dd3433-

I \f==a0d4 dSa--hZ0f--

85899534552

Free Space (Bytes)

Figure 88
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Step 4. All the process servers pointed to the CX server are listed here, you may choose a desired
process server which will handle all the offload activities specific to this replication pairs. For
better scalability you may point more process servers to the CX server. Select the process
server and scroll down to set the “Replication Options”

Process Server

Select Process Server Number of Pair Configured

ITGTRSUZ-64.inmage.in(10,0.164.73]
wZk3-32PPS(10.0,227.227)
SRSUZ-64.inmage.in(10.0.248,73) 2

Figure 89

Step 5. Ensure that the “Media Retention” option is enabled, the rest of the features are
optional. Click on “Submit” to continue

Replication Options
[T | Secure transport from Source to InMageCX
[T | Secure transport from InMage CX to destination

Sync options: | Fast bd

Use compression: I C¥ Based Compression ;I
[{Overrides existing 1-N replication pairs]

Add to volume consistency group: I Mew “olume Group - I

Media Retention
[V | Enable Media Retention option

Automatic Resync Options

' Start betwreen hours !13 £ iDD and iﬁ 5 iDI:I after waiting I3|:'

minutes. (All times are local to CX)

Submit Cancel | Reset

Figure 90
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Step 6. By enabling the Media Retention option, you will require to define a retention policy.

Select the desired retention policy such as time based, space based or a combination of both.

Click on “Submit” to continue

Volume Protection: Retention Options

Logged in as 'admin’ -
Pair Details

Server Pri Volume

/dev/mapper/WVG_XenStorage--
2b2debfz--0327--2d78--64a6--7 58 1d66554ec-
L\--088b80a5--2e31--4576--97f1--c7 5067 c8a3fa

SR-CITRIXS0-105,5R-
CITRIX50-106

Retain changes upto
Retain changes upto the (time)

| (Days) | (hrs.)

1o Purge older retention logs

On insufficient disk space
& Pause differentials

Log data directory R o

Configure Threshold for Alerts

Alert when disk space utilization reaches

Submit Cancel

aifzd30b4074
Retention Logging Policy
Retention Policy Roll-backward
Retention Log Size 0.00 (MB) Current Retention Log Size 0,00 (MB)
Unused Space 2.00 (MB) i

|512 ME |*| (Cannot be less then 256 MB)

{Eg:- K:\log_data)
/+/ mnt are drives suggested for storing rollback log files.

Remote

Volume
Servaer

[dev/mapper
MWG_XenStorage--
762cdObl--06b3--6eaa--
9283f--502242dd3433-
LV--7301749e--
Oefl--4ecd--9alb--

IMITS25014

]

Figure 91

Step 7. Select the replication pair and click on “Finish” to start the replication pair

Volume Replication: Pool Setup

Pool: sr-50-poel
NI Red Hat Enterprise Linux 5.0 [pool-1)

Configured Pool Drives

Primary Server

{o‘" SR-CITRI¥50-105,5R-CITRIX50-106

Primary Volume

[dev/mapper/VWG_XenStorage--
3b2dchf3--0327--2d78--64a6--7581d66554ec-
L\--088b80a5--2.31--4576--97f1l--c7 5067 cBaSfs

Finish Remaove Reset Cancel

Figure 92
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Step 8. This will start the replication pair. Shutdown the target guest machines. The replication

pair will reach “Differential Sync”

Protection Status
Logged in as ‘admin’ - Logout
¥olume Protection Status

Resyncs In | Resync In

Server Volume — Transit Transit  Differentials
P Stepl Step2 Left (MB)
18) ~48)
fdeufmapperVG_KenStorage--
3bZdcbi3--0327--2d78--
64a6--T581d66554ec LV~
gl‘fte"‘ G'L”D'Rsef]?l"; 42e9b508--05hf--429--9383- | Volume fdeufmapper/VG_XenStarage-
vy -0004f4 71 7ec - -d25c17d0--c099--BeTc--eB98- @ 60 A09AE0
y _ = /dev/mapper/V@_HenStorages | e59ceB300aBSh-LY--642fc1b2 - : :
SITRIALOMCITRISGUESTZ  4oSci7dn--c099--Be7c-r | cBeS--4121--3ih7--c233110892b5

2B898--259ce300285hb-LY--
E42fcibZ--cécS--4121--9fb7-
-c239110692b5

Resync
progress

Hid

Server Time: Nov-21-2008 1§:47:2

Resync | Wiew

(T Status | oo quired | Details

Differential
Sync

No  [H

42,18 minutes

Figure 93

Step 9. Make sure, after shutting down the VM, all the protected logical volumes (corresponding
to the virtual disks of the VM that was shutdown) are available or not. If any protected
logical volume is not available, run “lvchange —ay <Logical_Volume>" to make the logical

volume available.
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15.2 Consistency tags

Access the source guest machine and issue consistency tags. These tags later act as markers to

which you may perform a recovery. In this example consistency tag is issued manually, you may

however choose to schedule this through a cron job.

Step 1. To issue a consistency tag, you will need to download the appropriate vacp script. You

can download this off the CX UI by navigating to “System-> Agent installers”

System: Agent Installers

Logout
Monitoring | Bandwidth Shaping | C¥ Set]

Management | Agent Heartheat | Yersio
Documents | Logs | Agent Installers

Agent Installers

DR-Scout-CX-RHELS-32.tar.qz

vacp3Z2-sused
vacpbd
vacp3Z

Figure 94

Step 2. Ensure that the script is given execute privilege before you issue the following command

-/vacp32 —Vv <LogicalVolume> -remote —serverdevice < source volume > -t
<Name of the tag> -Serverip <Citrix XenServer on which the guest is active> -
serverport 20003

[root@citrixguestl tmpl# .vacp3Z -v sdev/mapperVolGroup00-LogVUol00 —-remote -se
ruerdevice sdeusUG_XenStorage-3bZ2dcbf3-0327-2d78-64a6-7581466554ec/LU-088b80a5-2
e31-4576-97f1-c?5067cBa9f4 -t Tagl -serverip 10.0.104.106 -serverport 20003
Caught an exception with Local Configurator Settings

Generating tag names ...

Tag: FileSystem4946c06e

Tag: Tagl

Sending Following Tag Request

Flags = 3

Num. Volumes = 1

Uolume: 1 Name: sdev/VG_XenStorage-3bZdcbf3-0327-2478-64a6-7581d66554ec/LV-088b

80a5-2e31-4576-97f1-c?5067cBa9f4 Length:95
Num. Tags = 2

Tag: 1 Length:9

Tag: 2 Length:23

Starting device [0 suspension...

ENTERED: ConnToVacp3erver

Connected to 10.0.104.106 at port 20003

EXITED: ConnToVacpServer

Elapsed time for Establishing commection: 4291.000000

Figure 95
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16 Recover

To recovery you will need to roll back the target volume back to a consistent point. Ensure that
the source guest machines are shutdown before performing a rollback.

Step 1. Click on “Recovery” on the CX U], select the replication pair to be rolled back and click
on “Rollback”. You will be prompted for a confirmation, click on “Ok” to continue

Volume Recovery : Recovery Snapshots

Logged in as 'admin’ - Logout

Recovery Snapshots |

Replication Pair Details

Server Pri Volume S Volume SELEET
Server Pool
Pool : SR-50-Pool, Vm xédi‘:;izf:re
: Red Hat Enterprise 088b80a5-2e31-4576-97f1- fd B b g
Linux 5.0 [peal-1) 75067 cBa5f4(bootdisk Red TR T e s e
: o L IMITS25014 989f--502242dd3433- 4
Servers : Hat Enterprise Linux 5.0 L\--73017 458~
SR-CITRIXS0-105,5R- (poal-1])
CITRIXS0-106 Oefl--4ecd--9a0b--
31f2d30b407 4
Recowver Rollback Reszet

Figure 96

Step 2. The next screen appears, select the “Using Application consistency & Event based”
option

Volume Recovery: Recovery SnapShot Options

Logged in as 'admin’ - Logout

Pair Details
Server Primary Volume Remote Server Target Volume Replication Pool
[dev/mapper
Pool: SR-50-Pool, Vm: g N . N MNG_XenStorage--
Red Hat Enterprise Linux ?:8}‘85%862?:58329&?'2%!::055isskggitl 762cd0bi--06b2--6eaa--
5.0 {pool-1), Servers: Hat Ent S Li =.0 IMITS25014 959f--502242dd3433- 4
SR-CITRIXS50-105,5R- st=n T”;:f_‘in'””" ' L\V--7301749e--
CITRIX50-106 \P H Oefi--4ecd--9a0b--
aif2d30b4074
Recovery Options
Logs Available From Z008(12/15 19:22:38:868 (GMT) To Z2008/12/15 20:29:10:208 [GMT)
Recovery Based On
& Using Time & Using Application consistency & Event based

Figure 97



Step 3. You should see the interface change to the search result as shown below. Select the
desired consistency tag to which the target volume will be rolled back and click on “Save”

Search Result
[ W 2008/12/15 20:39:10:208 File System FileSystem4946c06e
[ ¥ 2008/12/15 20:39:10:308 User Defined Tagl

< = 1 >

Recovery Points Accuracy: - Exact - Approximate 8 Not guaranteed

Save Cancel

Figure 98

Step 4. The roll back will soon complete then proceed to the next step

Target Drive Rollback Status

Expacted LEEE Recovery Info
Host Rollback Drive Status | Progress T R ch;:iw based on Message
dev/mapperVG_¥enStorage--
! ! e A Tag Based
762cd0bi--06b3--62aa--989f-- - 2008/12/135
y = Tag Tagl =
O | IMITS25014 | g0 42dd3433-Lv--72017 49— | COMPlete | 1005 | 0 o0 0ta0s A M e
Defl--4ecd--9a0b--31f2d30b407 4 couracy

Release Drive

Recovery Points Accuracy: ¥ -Exact ¥ - Approximate ¥ - Not guarantesd

Figure 99

Step 5. Start the guest machines on the target Citrix Xen Server, they should come up normally
without requiring any configuration changes
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Part4: Pool - Pool LV Solution

This solution document explains backing up and restoring an entire XenServer resource pool to a
DR XenServer pool. The source XenServer pool will be referred to as the production XenServer
pool and the target XenServer pool will be referred to as a DR XenServer pool.
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17 Introduction to the solution

The solution is divided into three steps, i.e.

Prepare
This section includes installing the CX server and VX agents on the all members of the

production as well as DR XenServer pool members. Then create the virtual disks in the target SR
that are of the same size as that of the virtual disks of the guest machines to be protected.

Protect

Once the virtual disks are created on the target, proceed to set the replication pair(s) from
production XenServer resource pool to corresponding virtual disk at DR XenServer resource
pool. Set consistency job(s) for each protected guest machine to issue consistency tags on the
source volume(s) at regular intervals.

Failover

There are two approaches to perform a failback. The rollback approach requires you to stop the
replication pair and then perform a failover. The snapshot approach on the other hand is non
disruptive and preferred when testing the solution.

Failback

When the production XenServer is back online and ready to resume its role, a failback is
performed to update the production XenServer with all the changes occurred during its outage.
This is similar to that of a planned failover.

!
A Caution:

Do not associate the virtual disks created in the target SR with any of the VM’s as long as the
replication pair is alive.
Ensure that you have execute privileges for vacp scripts.
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18 Prepare

This section includes installing the CX server and VX agents on the all members of the
production as well as DR XenServer pool members.

Create the virtual disks, within shared SR of DR XenServer resource pool, that are of the same
size as the virtual disks of the guest machines to be protected.

£~ iscsl virtual disk storage

General Storage |Lu:u;|s I

Virtual Disks add Disk. ., I Properties Remove

Mame | Description
0 Created by template provisioner
Metadata For Ha Used for master Failover
soUrCe source
Marme: ISnapShot-Disk

Description: I

Size: |3,|:|00 3: GE

Select a storage repository ko create the disk on

virtual d 13.7 GB free of 30.0 GB
'gLDcaI starage on xen-imits001 26,9 GE fres of 669 GE
";j Local storage on xen-imits003 528 GE free of 66,8 GE

add Cancel

Figure 100
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19 Protect

19.1 Set replication pairs

Step 1. Switch to the DR XenServer pool to identify the logical volume that corresponds to the
newly created virtual disk then run the command “lvchange -ay <DEVICE_PATH>" on a
pool member that acts as target for the replication pair. This will activate the logical volume
on that pool member.

en-imits001 ~]# lvchange -a ¥ /d

Figure 101

Step 2. Access the CX UI & replicate all the virtual disks of the guest machines on the production
XenServer pool). Guest machines belonging to a pooled Citrix XenServer will appear as Xen
Pool volumes. Click on “Volume protection” then expand “Xen Pools” to find the virtual
disk corresponding to the guest machine. Click on “Start Replication”

Volume Protection: Source Site

Source | Target

Protected Drives

Server Pr Yolume F5 Application

Host Drives

[ sr-crmRIZS0-105

[ xen-MITSO01

EJ Xen Pools
=l sr-s0-poal (Servers:SR-CITRIXS0-105)
¢ [H reeLFuL
¢ [E Redmat Enterprise Linux 5.0 (1)

g0 |4 RHELS_1

Start Replication Reset

Figure 102
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Step 3. In the next screen, expand the target XenServer pool member to select the target volume,
then scroll down to set the “Replication Options”

Capacity: 8589934592

Select a target WAN volume

WAN Server
SR-CITRIX50-105

’3 XEN-IMITS001

| HEN-IMITSOO1

€ KEN-IMITSO01

' KEM-IMITSO001

(7 KEN-IMITSO001

| HEN-IMITSO001

{7 | HEN-IMITS001

| InMageProfilar

Drive: e9eb2e97-4b03-476b-9934-b7b0a6337f2f(RHELS_1)

Yolume Capacity (Bytes) Free Space (Bytes)

fdev/mapperG_KenStorage--OeSdcS2e--
5991--8093--6c91--dfebc395bed0-
LW--73f07999--ba97--da66--a71d—
225£24edd1cd

fevimapper/VG_HenStorage--0e54cE2e-
5991--8093--6c91--dfebcS99bcdn-
LV--885f3bf0--2847--45sa--94b1--f169553fdcc4

fdev/mapperG_KXenStorage--OeSdcS2e--
5991--8093--6c91--dfebca99be40-
Ly--f4363d08--6a8d--4b34--bS46-- 26 90fi 24 ed3d
fdevfmapper/\G_KenStorage--44d44649-deba--
1490--6685--dd542228455b-
LW--57a5bab4--322d--445e--aTeb--6d6 46fafaTce
fdevisda2

fdevisdbl

8589934592

41943204

8589934592

8589334592

4104414720

159998114304

81920000

21

Figure 103

Step 4. All the process servers pointed to the CX server are listed here, you may choose a desired
process server which will handle all the offload activities specific to this replication pairs. For

better scalability you may point more process servers to the CX server. Select the process

server and scroll down to set the “Replication Options”

Process Server

Selact Process Servar

ITGTRSUZ-64 inmage.in(10.0,164,
wik3-32PPS(10.0,227.227)
SRSUZ-64.inmage.in(10,0,248,73)

Number of Pair Configured

Figure 104

72



Step 5. Ensure that the “Media Retention” option is enabled, the rest of the features are
optional. Click on “Submit” to continue

Replication Optons

-

Secure transport from Source to InMageCk

-

Secure transport from InMage CX to destination

Sync options: | Fast -

=l

Use compression: I CX Based Compression

[(Owvernrides existing 1-M replication pairs)
Add to volume consistency group: W
redia Retention
il

Enable Media Retention option

Automatic Resync OpHons

: [oo

Start between hours |13 3 !DD and lﬁ after vraiting |3D

minutes. (All imes are local to CX)

Subrnit Cancel

Figure 105

Reset

Step 6. By enabling the Media Retention option, you will require to define a retention policy.
Select the desired retention policy such as time based, space based or a combination of both.
Click on “Submit” to continue

Volume Protection: Retention Options

Logged in as 'admin’ - Logout

Pair Details

Server Pri ¥Yolume Remote Server Yolume
Jdew/mapper/YG_¥enStorage-
-deSclFd0--c0%9--8eTc--
2B98--259ce300a85h-LY--
642fcib2--c6c5--4121--

b T7--c23911069205

fdevwimapper/VG_XenStorage-
-53b2dechf3--05327--2d75--
Eda6--7521d66554ec-LV--
4eedb505--05bf--4fa9--
93283--0004f47f1 Tec

CITRIX104A,CITRIXGUESTZ IMIT2E014

Retention Logging Policy

Retention Policy

Retention Log Size

Unused Space
Retain changes upto

Retain changes upto the (Hime)

On insufficient disk space

Log data directory

Configure Threshold for Alerts

Alert when disk space utilization reaches

Roll-backvrard

0.00 (MB) Current Retention Log Size

256.00 (ME)

I IMB hd I (Cannot be less then 256 MB)
|1 (Days) I (hrs.)

o Purge older retention logs
 pause differentials

I.-'rnn‘t.ﬂog1 (Eg:- K:log_data)

//mnt are drives suggested for storing rollback log files.

iSD %o

Submit | Cancel

0.00 (MB)




Figure 106

Step 7. Select the replication pair and click on “Finish” to start the replication pair.

Step 8. This will start the replication pair. The replication pair will reach “Differential Sync”

Protection Status

Yolume Protection Status

Server Yolume

Pool:5R-50-Paal,
Vm:RHELS_1

Serverst
SR-CITRIXS0-105,5R-
CITRIXS0-105,5R-
CITRIXS0-106--XEN-
IMITE001

29ehze97-4b03-476h-
9834-h7h025337M2M(RHELS_1)->
fdewfmapper/yG_XenStorage--
DeS4ch2e--

2358246ddicd

5991--8093--6c91--dfebc89%bca0-
LW--7307999--ba97--4a66--a71d--

Group

Yolume fdev/mapper
UG _XenStorage--OeS4cgZe--

5991--8093--6c91--dfsbca99bcan-
LV--73f07999--bad7--4266--a71d--

2356246dd1c4

Logaed in as 'admin@10.0.1.141"

Server Time: Jan-9-2009 18:37:1

ot ResyncIn | Differentials Left
syncs Tn z
, Transit MB; Resync
Transit RPO
Stept (M) Si=b2 progress
(MB) On€X | On Target
013
[z} o o a A ieea

Required | Details

Status | RESURC
Differential No
ync

Logouy|

View

|

Figure 107
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19.2 Consistency tags

Access the source guest machine and issue consistency tags. These tags later act as markers to
which you may perform a recovery. In this example consistency tag is issued manually, you may
however choose to schedule this through a cron job.

Step 1. To issue a consistency tag, you will need to download the appropriate vacp script. You
can download this off the CX UI by navigating to “System-> Agent installers”

System: Agent Installers

Logout

Monitoring | Bandwidth Shaping | CX Setd
Management | Agent Heartbeat | Yersiol
Documents | Logs | Agent Installers

Agent Installers

DR-Scout-CX-RHELS-32.tar.gz

wacp3?-susel

wacpbd

wacp32
Figure 108

Ensure that the script is given execute privilege before you issue the following command

-/vacp32 —v <volume group> -remote —serverdevice < source volume > -t
<Name of the tag> -Serverip <Citrix XenServer on which the guest is active> -
serverport 20003
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20 Failover

20.1 Rollback approach

To recover you will need to roll back the target volume back to a consistent point. Ensure that
the source guest machines are shutdown before performing a rollback.

Step 1. Click on “Recovery” on the CX U], select the replication pair to be rolled back and click
on “Rollback”. You will be prompted for a confirmation, click on “Ok” to continue

Volume Recovery : Recovery Snapshots

Logged in as 'admin' - Logout

Recovery Snapshots | Scheduled Snapshots

Replication Pair Details

FrereeD Pri Remote
Yolume Server
. i fdevfmapper™G_HenStorage-
e o e oS
SerueFr"s X ! ’ 6436--7581d66554ec-LV-- IMIT25014
. 4ee?b508--05hf--4fa9--
CITRIX104A4 CITRIKGUESTZ SAES-- 000454 Tl Tec
Rollback Reset

Yolume Replication
Pool
fdevfmapper®G_XenStorage-
-deSc17d0--cO099--5a7c--
e898--e59ce300a35b-LV--
642fclb2--c6c5--4121--
fbT--c239110692b5

Figure 110

Step 2. The next screen appears, select the “Using Application consistency & Event based”

option
Pair Details
- Remote Replication
Server Primary ¥olume Server Target ¥Yolume Pool

: , fdevfmapper’S_HenStorage- fevimappern®5_HenStorage-

EL”tz:*:is’eGL’;ti':Ed(';';t -3b2dchf3--02327--2478-- -deSc17d0--c099--BeTo--

Ser'.'el:tl’s' ' ! E4ag--7551d6E554ac-LY-- | IMITZ2S014 e898--259ce300a85b-LV-- 14
! 4ee3b505--05bf--4fa9-- &d42fclbZ--cEcS5--4121--

EUTRIRE BHREITREOUEETE IEE3--0004F47f1 Tec fb7--c239110692h05

Recovery Optons

Logs Available From  Z20058/11/21 11:38:54: 677 (GMT) Te 2008/11721 13:31:14:116 (SMT)

Recovery Based On
[ Using Time (o Using Application consistency & Event based

Figure 111
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Step 3. You should see the interface change to the search result as shown below. Select the
desired consistency tag to which the target volume will be rolled back and click on “Save”

Search Result

Accuracy Timestamp Application Tag Mame
[ e 2008/11/21 14:18:44:586 File System FileSystemd926c349
> v 200811721 14:18:44:586 User Defined My_tag

L T

Recovery Points Accuracy: - Exact - Approximate % £ Mot guaranteed

Save Cancel

Figure 112

Step 4. The rollback will soon complete then proceed to the next step

Target Drive Rollback Status

Actual
Host Rollback Drive Status | Progress Expecbed_ Recovery LIETETRY o
Recovery Point ; based on Message
Point
fdev/mappen’™yG_KenStorage--
= Tag Based
deSc17d0--c099--8eFc--2598-- 2008/11/21
- Tag My_t.
Complete | 100% 141181441586 ag My_tag
Accuracy

O MIT25014 e59ce300a55b-LW--642fc1b2--
cEcS--4121--9fb7--c239110692b5

Release Drive

Recovery Points Accuracy: ¥ oExact 7 - Approximate ¥ - Not guaranteed

Figure 113

Step 5. Start the guest machines on the target Citrix XenServer pool, they should come up

normally without requiring any configuration changes
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20.2 Snapshot Approach

Rather than rolling the target volume back and stopping the replication pair, you may choose the
snapshot approach of the target volume there by keeping the replication pair intact.

20.2.1 Prepare for snapshot
Step 1. In this approach we will first create a virtual disk (SnapShot-Disk) in the target SR

£~ isCSI virtual disk storage

General Storage |L0gs |

Virtual Disks Add Disk. ., I Froperties Remoyve

Mame | [rescription
i} Created by template provisioner
Metadata for Ha Used for master Fallover
SOUrCE sOUrCE
Mame; ISnapShot—Disk

Description: I

Size: !alggg 3: et

Select a storage repository to create the disk on

" =JLocal storage on xen-imits001 269 5B
(=] Local storage on xen-imits003 525 5B

Add Cancel

Figure 114

Step 2. Make this virtual disk available to the CX by changing its status using the command
“lvchange —ay <DEVICE_PATH>".

wtixen-imits001 ~]# lvchange -a
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20.2.2 Perform snapshot

Step 1. Click on “Recovery” on the CX U], select the replication pair to be rolled back and click

on “Recover” and click on “Ok” to continue

Yolume Recovery : Recovery Snapshots

Logged in as 'admin’ - Logout
Recovery Snapshots | Scheduled Snapshots
Replication Pair Details

Pri Remote
Yolume Server

Replication

Server Paol

Yolumea

fdevimapper/VG_HenStorage-
-3b2dcbf3--0327--2d758--
64a6--7381d6655dac-LV--
42e9b508--05bf--4fa9--
93E3--0004f47f1 Tec

fdew/mapper/WG_XenStorage-
-deSc17d0--c099--8eTc--
&598--e59ce300a85b-LV-- 14
E42fclb2--cbc5--4121--
9thT--c239110692b5

Cluster: , Group : Red Hat
Enterprize Linux 5.0 (1),
Servers :
CITRIK1044,CITRIRGUESTZ

IMITZ25014

Reset

Figure 115

Step 2. The next screen appears, select the “Using Application consistency & Event based”

option
Pair Details
. Remaote Replication
Server Primary ¥olume Server Target ¥Yolume Pool
X . fdew/mapper/G_KenStorage- fdewimapper/vG_HenStorage-
(E:IL"t'Z:e:IseGL";"Li SREDdE';';t -zb2dcbfz--0327--2478-- -deSc1740--c093--8eTcn-
SerueFr"s' ' ! £4a36--7521d66554ec-LV-- IMIT25014 2898--259ce300a85hb-LV-- 14
| 42e9b505--05bf--4fa9-- G42fclb2--cbc5--4121--
GRS RIS 9353--0004f47f1 Fac afb7--c239110692b5
Recovery Dptions
Logs Available From Z2008/11/21 1135540677 (GMT) Te 2008/11/21 153531141116 (GMT)
Recovery Based On
(o Using Time (o Using Application consistency % Event based

Figure 116

Step 3. Use Physical and then select the Drive corresponding to the new SnapShot-Disk VDI
created for this purpose. Now take a snapshot of the target, onto this disk.

Recovery Pair Status

Expected Actual

Host Host Drive Recovery Drive Drive Type Status Progress Recovery Recovery I;eco:ery
Point Paint sen i
fdewfmapper
VG _HenStorage--
fdevfmapperG_KenStorage-- dddb130e--
dddb190e--e4c0--165c-- ede0--165c-- S 2009/1/11 Tag Bazed
{7 | SR-CITRIXSO-107 Sdg1--b0Sc1193094f- Sdg1--b08c1193094f- WAN Drive 1 ? 1% 101365535 = Tag TAG_Mew
LW--7ezhbScT--a762--4%ee-- LV--3024f502--2c8f-- fApLagass SRR accuracy ¥
a922--7fag147fch3d 449d--
9b77--2572694df6e4
fmntiznap)

Figure 117
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Step 4. Create a new VM corresponding to that of the source guest machine in Target system.
Now shutdown this VM.

Step 5. Remove the original disk from this VM and attach the snapshot disk to this VM.

| X actachpisk 21|
Select a disk to add From the list below,

= [ggisCsl virtual disk storage -
g 0 Created by termplate prowvisioner - 5.0 GE used out of 5.0 GB
g 0 Created by ternplate provisioner - 4.0 ME used out of 4.0 MB
§ Failback Failback - 2,0 5B used out of 8.0 GE
g Metadata For HA  Used for master Failower - 266.0 MB Used out
= I R < rapShot-Disk - 8.0 GE used out of 8.0 GB
-g Statefile For HA  sed For storage heartbeating - 4.0 ME used o

= [=jLocal starage ¥
RA | 3

[ Attach as read-only Atkach I Cancel |

Figure 118

Step 6. Start the VM, it should boot up normally.

=
} 4XenCenter

File  Wiew Pool Zerver WM Storage  Templates  Tools  Window

ik
@Back ~ Qg Forward ~ Add Mew Server §§ Mew Pool = New

Search... Al "= Red Hat Enterprise Linu
= (M xenCenter
g CITRIN General  Shorage INetworkI Cans
Red Hat Enterprise Linux 5.0 (1) _ ;
% Windaws ¥irtual Disks
= DVD drives
= Local storage
= Remavable storage DYD drive: I <empty>
& SR-on-sdb

= [Eg CITRIZ Mame: | Description

Red Hat Enterprise Linu

= CIF5 150 library ) start

= DVD drives &
@ iSCST virtual disk storage % Copy WM
= Removable storage & Export as Backup. ..
=y
i
Eb 1D.0.2.14 [E  Convert to Template
Eb 10.0.2.15 [B%  Uninstal
g t0.0.2.20
(g 192.168.80.77 ] Properties
[Ela 192 162 20 70 T

Figure 119



21 Failback

21.1 Rollback approach

To perform a failback in rollback approach, set a reverse replication from the target Pool to the
source Pool. Now perform a reverse replication from the Target Drive to the source VDI (newly
created).

Failback is performed in four steps

e Reverse replication: A reverse replication is set to update the production volume with all the
changes occurred during its outage

e Consistency tag: Consistency tags is issued to which a rollback will be performed

e Rollback: The target volume is rolled back to a consistency tag

e  Start guest machine: The guest machine should boot up with the rolled back volume.

Step 4: Start
Reverse
replication

guest
machine

Rollback

Figure 79

Reverse replication

Step 1. Set a reverse replication of the Target VM to the newly created VDI in the source SR with
media retention.

Consistency tag

Step 2. Once the replication pair reaches “Differential Sync”, access the guest machine then
navigate to the inmage agent installation path to issue a consistency tag. The section 11.2
Consistency can be referred.

Rollback

Step 3. Rollback the target volume based on the above issued consistency tag. Refer to the
section Rollback approach on page 30 to perform a rollback.

Start the guest machine

Step 4. Once the rollback is complete, access the XenCenter interface to start the guest machines
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21.2 Snapshot approach

To perform a failback from snapshot approach, we need to create two new VDI in Source SR and
activate the VDI in one of the Host system in Source Pool. One VDI will be used to set up a
replication pair and the other will be used to take snapshot of the replication pair based on some
consistency tag. Now perform a reverse replication from the Target snapshot Drive to the source
VDI (newly created).

Failback is performed in four steps

e Reverse replication: A reverse replication is set to update the production volume with all the
changes occurred during its outage

¢ Consistency tag: Consistency tags is issued to which a rollback will be performed

¢ Snapshot: Take one snapshot of the replication pair based on a consistency tag

e  Attach the snapshot drive : Now attach this snapshot drive to a newly created VM.

e  Start guest machine: The guest machine should boot up with the rolled back volume.

Step 4: Start
guest
machine

Reverse
replication

Snapshot

Figure 79

Reverse replication

Step 1. Set a reverse replication of the Target VM to the newly created VDI in the source SR with
media retention.

Consistency tag

Step 2. Once the replication pair reaches “Differential Sync”, access the guest machine then
navigate to the inmage agent installation path to issue a consistency tag. The section 11.2
Consistency can be referred.

Snapshot

Step 3. Use the second VDI to take a snapshot of the target drive once the pair is in differential
sync based on the above issued consistency tag. Refer to the section Snapshot approach on
page 33 to perform a rollback.

Start the guest machine

Step 4. Once the snapshot is complete, create a new VM -> shutdown the VM -> detach the boot
disk and attach this snapshot disk. Access the XenCenter interface to start the guest machines
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Part 5: Protecting XenServer Pool: Master
target guest approach

This part explains protecting a XenServer resource pool by replicating source pool storage to
target pool storage attached to the master guest machine on the target XenServer resource pool
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22 Introduction

This section describes protecting the source XenServer pool to a master guest machine on the

target XenServer pool.

e e

+|nstall V¥ agent on each source pool
member

* Create RHELS master guest machine
ontarget pool
+ Edit grub.conf onthe guest machine

+ [nstall V¥ agent on master guest
machine

* Create virtual disks on target pool

* Attach newly created disksto master
guest machine

Figure 120

Prepare

* Replicate volumes of source guest
machine on source poolto master
guest machine enthe target pool

* Edit the drscout.conf file on the source
guest machine

* Enable CDP retention onthe
replicaiton pair

+|ssue consistency tags on each source
guest machine

* Create anew virtual disk on the target
pooland attach to the master guest
machine

+ Perform physical snapshot onnewly
created disk

+ Detach snapshot diskfrom master
guest

* Create anew geust machine enthe
target pool

*EBootthe newly created guest machine
withthe snapshot volume

+ Specificfiles may be recovered
through virtual snapshots

There are a total of six steps to be performed in this stage as shown in the picture above.

Protect

This section explains to replicate the virtual disks of VMs on source pool to newly created virtual
disks attached to master guest machine and issuing consistency tags at regular intervals. Issuing
consistency tags may be automated by using a cron job or any scheduler

Recover

This section describes steps involved in performing a physical snapshot and booting another

guest machine over the snapshot disk.
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23 Prepare

Step 1. Install the VX agent on each of the source pool members
Step 2. Create RHEL-5 master guest machine on target pool

Step 3. Access the master guest machine’s command prompt and open the file
“/boot/grub/menu” to set the “default” value to 1. This loads the regular kernel rather than
the XenServer’s kernel.

grub.conf generated by anacon
Note that you do not have to rerun grub after making changes to this file

# NOTICE: You have a ~boot partitionm. This means that

all kernel and initrd paths are relative to -bootrs, eq.
root (hd0,0)
kernel sumlinuz-version ro root=sdev-VolGroup0d-LogVolOd

initrd sinitrd-version.img
tboot=rdev xuda
efault=f]
imeout=5
Eplashimage=(hd®,0) grubssplash.xpm.gz
hiddenmenu
itle Red Hat Enterprise Linux Server (2.6.18-92.1.10.el5.xs5.0.0.39%en)

Figure 121

Step 4. Install the VX agent on the master guest machine

Step 5. Create a new virtual disk & attach it to master guest machine through the XenCenter

interface
% Add New Disk |
. Mame: ’\-‘DI_disk
=
~  Description: iVDI_DBk
Size: sloon = GB
Select a storage repository bo create the disk on

; virtual disk. - B

E ;ej Local storage on xenserver-14

Lacs rage on IMIT25015 This xer
4] | #
Add Cancel J

Figure 122



24 Protect

24.1 Set replication pairs

Step 1. Access the CX Ul and click on “Volume Protection”. Expand “Xen Pools” to find the list

of pools available. Then expand the source pool to select the source guest machine and click
on “Start Replication”

Volume Protection: Source Site

Source | Target
Protected Drives

Server Pri Yolume Fs Applica

Host Drives
HEN-IMITSO001
E HENSERYER-14
E IMIT25015

EI HEN-IMITS003
E CITRIXGUEST1
(= %en Pools

E New 5.0 Pool (Servers:REN-IMITS001, XEN-IMITS003)

[ muews_z
[ windows 1
[ winodows 2
[ rues_z

5.0 Target pool (Servers:XENSERYER-14,IMIT25015)

Start Replication Reset

Figure 123

Step 2. Select the “Unconfigured pool Drive” and click on “Next”

Wolume Replication: Pool Setup
POl New 5.0 paol
"M RHELS_1

Configured Pool Drives

Primary Server Primary Yolume Remote Server Remote Yolume

Finish Rernove Reset Cancel
Unconfigured Pool Drives

. Capacity Last ¥ Sentinel Heartheat o
Server Pri Yolume FS (Bytes) Time Replication Status

{8 | MEN-TMITE001,XEN-TMITE003 36863ee4-7d6d-4932-2692-bTF 2ecaBb1d4f(saurce) 8589934592 0000-00-00 000000 Inactive

MNext Reset

Figure 124
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Step 3. The next screen appears, expand the master guest machine and select the newly
created/attached virtual disk and scroll down to set the “Replication options”

Pool: New 5.0 Pool
v, RHELS 1

Drive: 36863ee4-7d6d-4932-ae92-b72ecastl ddfisource)
Capacity: 8589934592

Select a target WAN volume

WAN Server Yolume Capacity (Bytes)
REN-IMITS001
[# xenserver-14
[ mir2s01s
[ xen-tmrTsooz
= ecrmizeuest
| CITRINGUESTL fdewfuuda 8589934592
F | CITRINGUESTL fdewfaudb 8589934592
| CITRINGUESTL Fdewfnedd 70090752
[ InMageProfiler P 21920000

Free Space {

Figure 125

Step 4. Select the desired Process Server and check the “Enable CDP Retention option” click on

“Submit” to continue.

Process Server

Select Process Server Mumber of Pair Configured

u]

Replication Dptions
[T | Secure transport from Source to InMage CX
[T | Secure transport from InMage CX to destination

Sync options: |Fast =

Use compression: I CX Bazed Compression _.J
(Overrides existing 1-M replication pairs)

Add to volume consistency group: | Hew “alume Group - I
[T | Use Process Server NAT IP address for Source
[T | Use Process Server MAT IP address for Target
CDP Retention

[# | Enable CDP Retention option

Automatic Resync Options

Start between hours IIS 3 iDD and iﬁ £ iDD after vraiting I3D

minutes. (All imes are local to CX)

Cancel Reset

Figure 126
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Step 5. Fill up the required “Retention Options” and click “Submit” button.

Volume Protection: Retention Options

Unused Space
Retain changes upto

Retain changes upto the (time)

On insufficient disk space

Log data directory

Configure Threshold for Alerts

Alert when disk space utilization reaches

Logged in as "admin’ - Logout
Pair Details
Serer Pri ¥olume Remote Server Yolume
fdev/mapper/VG_XenStorage-
?5;41:;%‘15‘;800 Lo -E.Dces~514-c-8dr2:|:-c-:s?s?blc-‘;g-ol_g\.?-- CITRINGUESTL fdevfuedb
36863eed--7dEd--4932--
a892--b72ecaBelddf
Retention Logging Policy
Retention Policy Roll-backward
Retention Log Size 0.00 (MB) Current Retention Log Size 0.00 (MB)

256.00 (MB) ¥

I512 IMB 'i (Cannot be less then 256 MB)
I (Days) I (hrs.)

{% Durge older retention logs
” Pause differentials

[mrtrst]  (Ege- Kinlog_data)

/mnt drive is suggested for storing rollback log files.

Isn %y

Cancel

Figure 127

Step 6. The final screen appears, select the “Configured Pool Drive” and click on “Finish” to

start the replication pair.

Volume Replication: Pool Setup

Pool: Hew 5.0 Fosl
WIm: RHELS_1

Configured Pool Drives
Primary Server

& HEN-IMITS001,HEN-IMITS003

Primary Yolume

ddevimappen’?3_HenStorage--0e54c82e--5991--8093--6c 91 --dfebc3 9 9bc40-LW--
36863eed--7d6d--4932--3e92--b7Zecage1def

Reset | cancel

Remote Server

Remote Yolume

CITRIXGUESTL fdevfuudb

Figure 128

Step 7. The replication pair starts with Resyncing Step 1 then moves to Resyncing step 2 and
finally reaches Differential Sync, indicating that the initial copy is made on the target volume

Protection Status

¥olume Protection Status

Server Yolume
Poal:Mew 5.0 Poal, BEGE3eed-
Wm:RHELS_1 7d6d-4932-
Serverst 2092~
KEM-IMITS001,XEN- b72ecaB61def
IMITS003- (source)-
*CITRIXGUESTL > fdevinudb

Resynes In } Differentials Left (MB)
Group Transitstept  Re790C 0 Teanert
(B) 92 (MB) Oncx On Target
Wolume fdev/nudb 2} o o o

Resync progress

MNig

Logged in as ‘= 0.0.1.141" - Logout
Server Ti 16-2009 11:34:14
Resync | View
RRg Status: | pived | Detiils
Differential
0,52 minutes St MO =

Figure 129
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24.2 Issue consistency tags

Once the replication pair is in “Differential Sync”, access the source guest machine’s command
prompt and issue the consistency tag through the vacp utility. The vacp utility may be
downloaded from the CX Ul under “System -> Agent installers”

Figure 130
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25 Recover

25.1 Add a disk to contain the snapshot

Access the XenCenter interface to create an extra disk on target pool & attach to the master guest

machine to hold the snapshot as shown in the picture below.

B Red Hat Enterprise Linux 5.0 (1)

General Storage |Network| Conscle I Petformance I Logs |

¥irtual Disks

Add..,

attech,.. || Froperties Deactivate

vetach |

Delete

D¥D drive; I xs-tools.iso

=] tideviendd)

Marng | Description | Storage Repository

WDI_disk WDI_Disk SC3T virtual disk storage

ret_vol iCSI virtual disk storage

x Add New Disk

| Device Position

| Size

B.0GE
2.0GE

Mame: |snapshot_vo|ume

Description: Isnapshotfvolume

Slee! 5l000 3: GE

Select 5 starage repository Eo create the disk on

| Read Only

Mo
Mo

| Priority

0 (Highest)
0 (Highest)

| Active

‘es

Yes

| Device Path

=
fdewfxvdb
fdewfxvde

Figure 131
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25.2 Create a Snapshot

Step 1. Access the CX Ul and click on “Recovery”, then select the replication pair and click on
“Recover”

VYolume Recovery : Recovery Snapshots

Recovery Si hot: | Scheduled Snapshot:

Replication Pair Details

Servers ; KEN-
IMITS001,KEN-
IMITS00Z2

aed2--bT2ecaBeldaf
36863eed-7ded-4932-
ae92-b7Zecal6lddf(source])

View Recovery Range

Recover Raollback

Server R Remote Server Yolume BERICALoN
Yolume Pool
., fdevfmapper™G_tenStorage-
Egg: 'Van"f' S0 neS4c@2e--5991--8093--
RHELS 1' &c91--dfebcg99bc4n-Ly--
= 36863eed--Tded--4932-- CITRIXGUEST1 fdewiuudb 2

Reset

Figure 132

Step 2. Select the “Using Application consistency & Event based” option

VYolume Recovery: Recovery SnapShot Options

Pair Details
Server Primary ¥Yolume Remote Server Target ¥olume Replication Pool
Ef_'g:_g‘el“' g'eorf;fs'j:g:_ ZE86Zead-TdEd-4332-
IMITS001.KEN- ae92-IEs?02uerccae§i61d4f CITRIXGUEST1 fdeufzudb 8
IMITS003
Recovery Dptons
Logs Available From 200941416 Si3: 21212 (GMT) To 2009116 6127151272 (GMT)
Recovery Based On
(8 Using Time lC Using Application consistency % Event based

Figure 133
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Step 3. The “Search Result” appears; select the desired consistency tag, then select “Drive
Type” as “Physical”. Select the newly added disk to hold the virtual snapshot, enter the

mount point and click on “Save”.

Search Result
Accuracy @ Timestamp Application Tag Name
@ e 2009/1/16 6:29:43:4H12 File System FileSystem49702724
o ¥ 2000,/1/16 6:25:43:412 User Defined My_tag
e 2 1 = =x
Recovery Points Accuracy: ¥oEmact V- Approzimate ¥ - Not guarantead
| Drive Type
& physical T Yirtual
| Physical Drives
Host Drive Capacity Filesystem Mount Point
|7 CITRIKGUESTL fdeviiude 8589934592 I."rnnt."snapshot
r CITRIKGUESTL fdewfnvda 8589934592 I
Cancel |
Figure 134

‘!'l) Notes:

You may recover specific files by taking a virtual snapshot. You will need to choose the

“Drive Type” as “Virtual”.

After the virtual snapshot is ready, access the master guest’s command prompt to setup a
loop device to the virtual snapshot device. This loop device may be mounted to recover

individual files.

The command to setup a loop device is
losetup /dev/loop<loop device number> /dev/vs/cx<vsnap device number>

Step 4. You may observe the snapshot status through the “Recovery” screen

Recovery Pair Status

Release Drive |

Expected
Host Recovery -
Host Drive Drive Drive Type Status | Progress Recr.t.verv
Point
O | CITRIXGUEST! | /dev/svdb | /dev/xvde | WAN Drive | Complete | 1003 | 2009/1/16

| Force Delete ||

11:47:48:592

Tag Based
Tag My_tag
Accuracy

Info Message

Export
Message

Export | View

Figure 135
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25.3 Detach snapshot disk from master guest machine

Step 1. Access the XenServer interface and “Deactivate” the snapshot volume as shown in the
picture below.

File  Wiew Pool  Serwer WM Storage  Templates  Tools  Window

Help
OBack - Forward = c ES () Mew Pool = MNew Storage I—il MNew VM @ Shut Down & Reboat
Search. ., B Red Hat Enterprise Linux 5.0 (1)
R wenCenter
= @ 5.0 Target pool

Fl Eg miT2s5015 , .
@ Red Hat Enkerprise Linu 5.0 Virtual Disks
= DVD drives
= Local storage .
= Removable storage DYD drive:
= ﬁg xenserver-14

@ Red Hat Erkerprise Linux 5.0 Iame | Description | Storage Repositary

= DVD drives
g% Local storage YOI disk
=] Removable storage

= CIFS 150 library

@ 1551 virtual disk storage
=] @ Mew 5.0 Poal
B Elg xen-imitsoot

General Storage INetworkI Console I Performance I Logs I

I <emphy =

iC5I virtual disk storage i}

iC5I virtual disk storage 1
ret_vol

iC5I virtual disk storage z

snapshob_t

Properkies

add...
RHELS_1 s
RHELS 2
RHELS_3

Figure 136

Step 2. Then “Detach” the snapshot volume from the master guest machine

File  Wiew  Pool Server WM Storage  Templates  Tools  Window
@Back - Forward - %' Add MNew Server [85)| Mew Pocl = Mew Storage I—il Mew Y @ Shut Down & Reboat
Search...

Help

Al B Red Hat Enterprise Linux 5.0 (1)
= 6 renCenker
Storage
= @ 5.0 Target pool General g INetworkI Consolel Perfarmance I Logs I
= Elg mrTzs01s

@ Red Hat Enterprise Linux 5.0 Virtual Disks
=i DVD drives
| Local storage
=i Removable storage DYD drive:
B Eb wenserver-14
(% Red Hat Enterprise Linux 5.0 Mame | Description | Storage Repository
=i DVD drives
g Local storage VDI disk
=| Remavable storage
= CIFS 150 library
& I5CSI virkual disk storage
=] @ Mew 5.0 Poal
= Elg xen-imitson1

I <emphy =

i5C51 virkual disk storage

iSC51 wirkual disk storage 1
ret_val

iSCST virkual disk starage 2

snapshot_volume snapshot_wolume

Properties

RHELS_1 Add...
RHELS_2 ittt_‘“ht' "
RHELS_3 clvale
winodows 2
‘Windows 1

Figure 137

Step 3. You will be prompted for a confirmation, click on “Yes” to continue.
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25.4 Attach the Snapshot disk to another Guest

Step 1. Create another guest machine
Step 2. Attach the snapshot disk as shown in the picture.

Note: VM should be started at least once before attaching the boot volume to the VM

| x XenCenter

File  Wiew  Pool Server WM Storage  Templates  Tools  Window  Help

@Back - Forward = E‘& Add Mew Server l:}iu Mew Pool —g Mew Storage |E‘ Mew M @ Shut Down @ Reboot 0 Suspy

Search... il B Red Hat Enterprise Linuz 5.0 {2)
= Q HenCenker
= [ 5.0 Target poal
= Eg IMIT23015 . .
[ Red st Enterprive Linax 5. Yirtual Disks A
é YD drives

= Local storage
= Removable storage DYD drive: I thel-S-server-i386-discl.iso

General Storage |Netw0rk| Console I Perfnrmancel Logs I

= Eﬂ wenserver-14
’% Red Hat Enterprise Linux 5.0 Iame | Description | Storage Repository | Device Pasitiol
é YD drives =
= Local storage
= Removable storage X Attach Disk BHE
= CIFS 150 library
@ 15CST virtual disk storage —
e 5.0 Pool = [ @I5CS] virtual disk storage
= Eg xen-imits001 e
s RHELS 1 gLocaI storage
& RHELS 2 {=] Removable storage
{3 RHELS_ 3
iy winodows 2
o Windows 1
'gé DD drives
= Local storage
g E. xii::‘:soo\;aable storage ™ atkach as read-only Attach I Cancel
=J DVD drives

Figure 138

Select a disk to add from the: list below,

WY crapshot_volume - 2.0 GE used out of 2,0 GE

Step 3. Detach the earlier disk, you will be asked for confirmation, click on “Yes” to continue

File  Wew Pool Server WM Storage  Templates  Tools  Window  Help

OBack i > Farward = @ Mews Pool % Mesw Storage I—EI Mew YM @Start

Search... -
= RenCenker
g@ 5.0 Target pool General Storage INetworkI Console I Performance I Logs I
= IMIT23015 . .
o = DVD drives Virtual Disks

= Local storage
=| Removable storage

= Eﬂ wenserver-14 DYD drive: I EMpEy =
% Red Hat Enterprise Linux 5.0
g; YD drives Mame | Description

= Local storage
= Removable storage
% Red Hat Enterprise Linux 5.0 (2)
=| CIFS 150 lbrary
@ i5CST virtual disk storage
=] @ Mew 5.0 Pool
= Elg xen-imitsoo1

Figure 139

Created by template pro

Propetties
Add...
Atkach...

snapshot_vaolume snapshot_volume

Cielet:

Step 4. Start the guest machine, it should boot up normally.
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