HITACHI

Inspire the Next

Hitachi Dynamic Replicator -
Scout Installation and Configuration
Guide

®Hitachi Data Systems

MK-98DF8213-00




Copyright © 2009 Hitachi, Ltd., Hitachi Data Systems
Corporation, ALL RIGHTS RESERVED

Notice: No part of this publication may be reproduced or
transmitted in any form or by any means, electronic or
mechanical, including photocopying and recording, or stored
in a database or retrieval system for any purpose without
the express written permission of Hitachi, Ltd. and Hitachi
Data Systems Corporation (hereinafter referred to as
“Hitachi Data Systems”).

Hitachi, Ltd. and Hitachi Data Systems reserve the right to
make changes to this document at any time without notice
and assume no responsibility for its use. Hitachi, Ltd. and
Hitachi Data Systems products and services can only be
ordered under the terms and conditions of Hitachi Data
Systems’ applicable agreements. All of the features
described in this document may not be currently available.
Refer to the most recent product announcement or contact
your local Hitachi Data Systems sales office for information
on feature and product availability.

This document contains the most current information
available at the time of publication. When new and/or
revised information becomes available, this entire document
will be updated and distributed to all registered users.

Hitachi is a registered trademark of Hitachi, Ltd. in the
United States and other countries. Hitachi Data Systems is a
registered trademark and service mark of Hitachi, Ltd. in the
United States and other countries.

All other trademarks, service marks, and company names in
this document are properties of their respective owners.



Contents

1  About Hitachi Dynamic Replicator- SCOUL ........umveceitininiieecnctiniecscscsiinsesssssssssssssssseseseans
2 Terminology .....eenenisisissnsesisincreennsnsssssssssssseseseseasanans
3 Introduction Hitachi Dynamic Replicator- SCOUL........iieinnriritiriiiiiniinncscscnceesnssesesesesesenes
4 Preparing to install Hitachi Dynamic Replicator- SCouUt........iiiviiirinninnniniiniisiniisiccnsnssnsssesnsenes 10
4.1 DePlOYMENt PTOCESS .....uvuiuiuiicieieiiicicicte ettt bbb bbb 10
4.2 Platform SUPPOIt .....c.cviieiecicie s 11
4.3 Hardware considerations...........cocovrurucuiuiuiiiiiiiiiicieeccc et 16
4.4 Firewall considerations...........cccocviimiiiiiiiiiiiii e 17
4.5 CS and PS dependencies ...ttt 18
4.6 BIOWSET SUPPOTIt ...ttt s 19
4.7 Install/ Upgrade SEQUEIICE ..........cccoviviriiiiiiiiiiiiiirr e 21
5 The CX configuration and process SErvers...........cocecvcreunnee 22
5.1 CX-CS (CONfigUuration SEIVET) .......cccuiiiririrerereeieiereieiceierireseseeeeseae et esesseae s seseseeseesesessesesenes 22
5.2 CX-PS (PTOCESS SETVET)....ecueeviieniiuirtenieiertetettntetesesseatesestetesessestestasestestasestesesestssesestssesentssesesessenseseens 22
5.3 Installing CX-CS and CX-PS 0N LINUX ..o 23
5.4 Installing CX-CS and CS-PS on Windows 2003 ..........c.ccccciiinnniniiieiceiinseeeee s 31
5.5 Optional post iNStall TASKS.......cccvvrririririeiierr e e 43
5.6 UnInStall CX SEIVET .....oiviuiuiiiiiiiticic s 45
6 The Unified AGENt...iiiiiininiiiiiinnsnsniiiisnsnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 48
6.1 Installing unified agent On LINUX.......ccccooiiiiiiiiicccice s 48
6.2 Installing unified agent on WINAOWS ... 56
6.3 Installing unified agent 0N SOLATIS .........c.ccciiirirrrirceccc e eees 62
6.4 Uninstall unified agent ... 68
6.5 Installing unified agent through CX Ul ..o 69
7 CX High AVAIlability .ottt sesssssssssssssssssssssssssans 77
7.1 Uncompress the CX HA Installer ..ot 77
7.2 Fresh installation ... 78
7.3 Adding HA t0 eXiSting CX......cociviiviiiiiiiiiiiiiii s 81
7.4 UpPgrade HA ...t 85
7.5 Uninstall FHA ..o 86
8 Firewall configuration . 87
8.1 VX Agent cOMMUNICALIONS ......ououiiiiiiiiiiiiic e 87
8.2 Active Vs passive FTP ... 88
8.3 Restricting passive FIP port range Usage ........ccoceieeiiieiiieieieieicicit e 88
8.4 User interface COMMUNICAIONS .......ccuouiuiuimiuiiiiiiiiiiiiricetcicc e 91
9 HOSE CONFIGUIALION...ccueerririerriritiniientiitnsiitssiitsaesiessiesnssesisassisesssasstsessssessssestssssssesssssstsssssssssssssssasssseses 92
9.1 Host agent configuration on WIndOWS..........ccccoviiiiiiiiiiiiic s 92
9.2 Host agent configuration on LINUX.........c.ccoiiiieioiiiiiceee et 95

10 Bypassing Hitachi Dynamic Replicator DIivVer ... ceeeieiiiiienccsisiiissesssssinsssesesesnns 96



Conventions
Keywords, command buttons and other such fields are enclosed in

denote “Next” is used

Inputs for commands and Variables are shown in Italics

“" o

while being bold, for example, to

File names and paths are shown in bold

Commands are shown in Courier new font

Mandatory keywords and arguments are enclosed within <>.
Optional arguments are enclosed in [ ]

“!I"‘J Notes:

Contains suggestions or tips.

\l/ Caution:

Contains critical information

Please note that Hitachi Dynamic Replicator- Scout does not currently support fabric-based solutions.

References
Although this document been designed sequentially, you may choose to skip to sections that are of
interest. Other documents which you may want to refer are

e Hitachi Dynamic Replicator Quick start guide: For quick reference.

e Hitachi Dynamic Replicator Administration guide for Hitachi Dynamic Replicator- Scout
components, protection, and recovery operations through GUI and CLI interface.

e Hitachi Dynamic Replicator Troubleshooting guide: For possible issues and workarounds

For application based requirements refer the solution documents.

Scope of Document
This document deals with installing Hitachi Dynamic Replicator- Scout suit and configuring it as
required.

Target Audience
This document is intended for Hitachi Dynamic Replicator- Scout administrators, Hitachi Dynamic
Replicator partners, sales, and engineering teams.



1 About Hitachi Dynamic Replicator- Scout

With the Hitachi Dynamic Replicator- Scout, Hitachi Data Systems introduces the world's first data
protection appliance based upon a patent-pending replication technology. This breakthrough product
cuts the cost and operating price for data protection by an order of magnitude. It installs within few
minutes. The impact on production servers is minimal. Along with these performance and cost
advantages, Hitachi Dynamic Replicator- Scout delivers recovery features, and interoperability either
new to the industry or previously found only in high-end storage arrays.

The Hitachi Dynamic Replicator- Scout advantages:

Performance: Unlike conventional host based replication solutions, writes to production disks are
asynchronously written to secondary storage. In addition, our asynchronous replication always runs in
the idle cycles of the host machine, avoiding contention for the host CPU. This ensures that the
performance of applications on production servers runs at top speed all the time.

Installation time: Unlike other replication solutions, Hitachi Dynamic Replicator- Scout requires no
reformatting of primary storage or migration to a new volume manager. Hitachi Dynamic Replicator-
Scout uses your existing file system with no disruptive changes.

Built-in WAN replication: Using the standard TCP/IP protocol, data replicates to recovery sites
potentially hundreds of miles away. This replication requires no duplication of data to avoid performance
overhead (such as mirroring and then replicating from the mirror). The Hitachi Dynamic Replicator-
Scout CX appliance may be present only on the local side (only optionally employing an appliance at
both the local and remote site), saving rack space on the recovery site.

Compression: Using techniques new to replication solutions, Hitachi Data Systems achieves compression
ratios superior to competing volume replication solutions. As a result, recovery sites require thinner
WAN pipes and may reduce the operating costs of replication substantially.

Robustness: Faultless replication requires that an entire chain of events execute flawlessly. Attention to
these failure scenarios guides every aspect of the Hitachi Dynamic Replicator- Scout CX design. As a
result, the Hitachi Dynamic Replicator- Scout CX delivers new levels of recoverability. For example,
WAN outages of an hour may be seamlessly recovered from without causing disruptive
resynchronizations. The Hitachi Dynamic Replicator- Scout CX automatically throttles in response to
excessive demand for WAN capacity. Similarly, the Hitachi Dynamic Replicator- Scout CX adjusts to
other events in an adaptive manner.

The goal of this document set is to achieve these results in your own environment.



2 Terminology

This document set uses the terms defined below:

Replication: Creating a copy of a volume from one location to another location. In this manual,
replication means “asynchronous replication” instead of “synchronous replication.” Thus, replicated
volumes are copied to a target volume, but unlike the synchronous case, Hitachi Dynamic Replicator-
Scout does not wait for the secondary storage to acknowledge the write before allowing primary storage

to continue writing to disk.

Secondary Storage: Storage attached to the remote servers. The Hitachi Dynamic Replicator- Scout CX
replicates data from primary storage to secondary storage.

Hitachi Dynamic Replicator- Scout Series/Hitachi Dynamic Replicator- Scout: Software that enables
data protection features on the Outland appliance.

Platform: The hardware platform for Hitachi Dynamic Replicator- Scout.

Operational Recovery (OR): The set of data protection features essential for effective on-site recovery.
Disaster Recovery (DR): The set of data protection features essential for effective off-site recovery.
Protected Hosts: The customer servers/workstations whose data needs to be protected.

Applications: The software applications that are running on the customer servers.

Agents: The software that will be installed on the protected hosts.

Recovery Point Objective (RPO): This can be defined as time delta between the age of the data on the
protected volume and the age of the data on the replicated volume. The reference age for the protected

volume is always zero.

Recovery Time Objective (RTO): This is the time delta when a data outage happens and the time by
which the affected applications are back online and fully functional.

Source Host: This is the production server which requires either file or volume level protection.

Destination Host: This is the backup server located either locally for local recovery or remotely for
disaster recovery.

Scheduled Replication: Replicating data from a source host to a destination host on a scheduled basis.
This mode of replication involves retroactively determining the changes that have happened to the data
in the past and then transmit them to the destination host as dictated by the schedule.

Continuous Replication: The data replication is based on continually tracking the data changes. These
data changes can either be sent to the destination host continuously or on a scheduled basis.



Volume Replication: The smallest quantum of data that can be replicated is at the (logical) volume level.
Volumes need to be formatted properly

File Replication: The smallest quantum of data that can be replicated is at the file system (file/directory)
level.

Protected Volume: A volume on the source host that is configured to be replicated to a volume on the
destination host

Replicated Volume: The volume on the destination host that acts as the receptacle for the protected
volume on the source host. This can, in some cases, be a remote file.

Bootstrap or Initial Sync: The process of syncing up all the data on a protected volume to its associated
replicated volume.

Resync: This is the process wherein initial copy is being made on the target volume which is followed by
“Differential Sync”.

Differential Resync: The process of syncing up any data differences between a protected volume and its
associated replicated volume. Only the deltas between the volumes are replicated using an algorithmic.
The algorithm is used to figure out differences in data between the volumes without sending all of the
data across the WAN. The Resync process can be used for Bootstrapping.

Replication Pair: The source volume corresponding to its target volume together is referred to as
“Replication Pair”.

Second Site: The remote data center that hosts the destination hosts. The remote data center can either be
the customers own site or it could be managed by someone else.

Volume: A logical storage container that is resizable using a volume manager. Drive letters may be
assigned to volumes.

Volume Manager: OS software for creating, deleting, resizing, and reformatting volumes.

Write-ordering: The order in which the data is written by the source host to a data store. In our case, the
pertinent data store would be a logical volume. Write-ordering has to be guaranteed throughout the data
path all the way to the destination host (i.e., the writes have to be written in the same exact order with the
same exact data as they occurred on the protected volume). Not doing so defeats the purpose of volume
replication as the data could be inconsistent and irrecoverable from a file system and an application
perspective.

NMS: Network Management Station Software such as HP Open View, BMC Patrol, IBM Tivoli etc.

Retention Window: The amount of time from the initial sync that the backup set is maintained on
secondary media (Disk). The user can restore directly from the secondary media within the retention
window. Once the retention window is passed, the latest data overwrites the older copy in order to
reclaim the space. Continuous Data Protection (CDP) solutions might have built-in archival features
(copy of the data to tertiary media such as tape), or they might integrate with traditional backup software
to achieve the same. This step is most useful when it is performed before the older data is overwritten.



3 Introduction Hitachi Dynamic Replicator- Scout

Hitachi Dynamic Replicator- Scout is an application-aware business continuity solution that combines
enterprise-class disaster recovery and advanced continuous data protection (CDP) in a single product.
Hitachi Dynamic Replicator- Scout is ideally suited for implementing consolidated real time backups and
remote replication based on CDP technology (Continuous Data Protection).

CDP technology provides the capability to rollback/rewind the system to a point back in time without
any data copies or restores. Data changes are captured at block level on production volumes thus
effectively reducing the RPO.

Components of Hitachi Dynamic Replicator- Scout include host agents (VX or FX) on the production and
backup servers along with a dedicated server (CX).

Primary Site DR Site

AN D ( TAN D

RS =
o
- S

File Server Datablse Server DR Fil R mote CX

CX {Configuration Server) r/-\

Process Servers

Figure 1: A typical Hitachi Dynamic Replicator- Scout deployment

The CX server (configuration Server)
Operations such as setting replication pairs, performing recovery operations, License Management,

generating statistical reports, log management and status reporting are performed through the CX
server’s user interface (CX UI).

CX server resides within the same LAN as that of the source host and provides a central web based
interface through which the CX server is administered, while target(s) are usually placed over a WAN or
a LAN depending on the type of recovery policy in place.



Process Server (PS)
The process server is deployed within the same LAN as of the CX server. Each replication pair is assigned
a process server which takes care of all the offload activities.

Host Agents:

A host agent can either be a VX agent (for volume level protection) or a FX agent (for file and directory
protection). Hosts are offloaded by intelligent agents (FX or VX), which do not compete for resources so
that business applications are given priority.

VX Agent:

VX agents are volume replication agents and perform block level replication. VX agent has a small
footprint on the host and moves only byte level differences based on data changes. Features like
snapshots (virtual and physical) can be taken on the target host without disrupting the replication.

FX agent:

FX agents are file replication agents and perform file and folder level replication. Each of these
replications may be scheduled to run at a particular time. FX jobs are used in combination with the VX
agent as part of the application solution.

Unified Agent:
The unified agent is a combination of both VX and FX agent. While installing this unified agent, you may
either install the FX agent, VX agent or both of them.



4 Preparing to install Hitachi Dynamic Replicator- Scout

4.1 Deployment process
The following is the deployment sequence.

e Determine on the business requirements such as RPO and RTO values, a single or multiple DR
servers etc

¢ Install to size or profile the production server to predict required resources to achieve desired goals
such as RPO, RTO values etc.

e Start full deployment (i.e., install CX server and then VX agent followed by FX agents on production
and DR servers). Then setup replication pairs and schedule consistency jobs

by r Y
Determine
X Install to Size . .
business . / Full deployment Monitor DR drills
. Profile
requirements
" ¥ " " "
1
Install VX and -
RPO,RTO, 1-N || InstallCX .| FXagentson 1 Aldd trap |_| Identify Time to
orl-1 server DR Server listener recover
e e e e
e 1 e 1 X e 1
Install VX ag_ent Sr:atup_l Planned
= on Production = replication - Seterrorlevels .
. failover
Server pairs
S, e/ N, e/
Profile the Issue
= production = Consistency = Set Email alerts = Failback
server markers
e . e e/
Predict
= requirad
resources

L

Figure 2: Deployment Sequence

Monitor all the activities from the CX server’s user interface. Set error levels, email alerts etc.
For DR drills etc you may choose to perform planned failover for applications.
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4.2 Platform support

4.2.1 Supported platforms for CX-CS and CX-PS

Table 1: Platform Support for CX Server

Platforms
‘Windows 2008 Server sp2and sp1 (32bit)

RHEL RHEL4 update 3 (32 bit)
RHEL4 update 4 (32 bit)
RHEL4 update 5 (32 bit)
RHEL4 update 6 (32 bit)
RHEL4 update 7 (32 bit)
RHELS5 (32 and 64 bit)

RHELS update 1 (32 and 64 bit)
RHELS5 update 2 (32 and 64 bit)
RHELS5 update 3 (32 and 64 bit)

CentOs
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4.2.2 Supported platforms for VX agent

Table 2: Platform Support for VX Agent

Platforms

Windows Windows 2000 (32bit)

Windows 2003 Enterprise base, spl and sp2 (32 and 64 bit)
Windows 2003 Professional base, spl and sp2(32 and 64 bit)
Windows 2003 Data center base, spl and sp2 (32 and 64 bit)
Windows 2008

Windows 2008 Hyper V

Windows 2008 Cluster (32 and 64 bit)

RHEL 4 update 3, update 4, update 5, update 6, update 7 and
update 8 (32 and 64 bit).
RHEL 5 base , update 1, 2 and 3(32 and 64 bit)

SLES 9 sp2 (32 bit)

SLES 9 sp3 (32 and 64 bit)

SLES 10 base , sp1 and sp2 (32 and 64 bit)
OpenSuSE 10 base (32 and 64 bit)

CentOs Cent OS 4.3 (32 and 64 bit)
Cent OS 4.4 (32 and 64 bit)
Cent OS 4.5 (32 and 64 bit)
Cent OS 4.6 (32 and 64 bit)
Cent OS 4.7 (32 and 64 bit)
Cent OS 4.8 (32 and 64 bit)
Cent OS 5 (32 and 64 bit)

Cent OS 5.1 (32 and 64 bit)
Cent OS 5.2 (32 and 64 bit)
Cent OS 5.3 (32 and 64 bit)

Solaris Solaris 8 Sparc (64 bit)
Solaris 9 Sparc (64 bit)
Solaris 10 Sparc ( 64 bit) and X86 (64 bit)

Open Enterprise Server 2 (32 and 64 bit)
Debian Etch 4 (32 and 64 bit)

Citrix Xen Server 4.0.0 (32 bit)

Citrix Xen Server 4.1.0 (32 bit)

Citrix Xen Server 5.0.0 ( 32 bit )

Ubuntu 8 (64 bit)
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4.2.3 Supported platforms for FX agent

Table 3: Platform Support for FX Agent

Windows Windows XP professional sp2 and sp3 (32bit)
Windows 2000 (32 bit)

Windows 2003 (32 and 64 bit)

Windows 2008 (32 and 64 bit)

Platforms

RHEL RHEL3.0 (32 bit)

RHEL 4.3 (32 and 64 bit)
RHELA. 4 (32 and 64 bit)
RHELA. 5 (32 and 64 bit)
RHELA. 6 (32 and 64 bit)
RHELA. 7 (32 and 64 bit)
RHEL 5.0 (32 and 64 bit)
RHELS5. 1 (32 and 64 bit)
RHELS. 2 (32 and 64 bit)

SLES 9 base and sp3 (32 and 64 bit)
SLES 10 base, sp1 and sp2 (32 and 64 bit)
OpenSuSE 10 base (32 and 64 bit)

CentOs CentOS 5.0, 5.1, 5.2 and 5.3 (32 and 64 bit)
CentOS 4.3,4.4, 4.5, 4.6, 4.7 and 4.8 (32 and 64 bit)

AIX AIX 5.2 and 5.3 (64 bit)
AIX 6.1 (64 bit)

Solaris 8, 9 and 10 ( 64 bit), X86 (64 bit)

HPUX PA-RISC 11iv1
HPUX Itanium 11i v2 and v3 (64 bit)

Open Enterprise Server 2 (32 bit)
Citrix Xen 4.0, 4.1, 5.0 (32 and 64 bit)
Debian Etch 4. 0 (32 and 64 bit)
Ubuntu 8 (64 bit)

13



4.2.4 Available installers

Table 4: Installers on Various Platforms

<

Solaris 8,9 & 10

RHEL3, SLES 9 (32
and 64 bit)

I -
%) Notes:

For platforms where the unified agent is available, there are no separate installers for the VX
and FX agents since the unified agent is capable of installing VX and FX agents.

14



4.2.5 Types of installations

You may install the CX-CS, CX-PS servers, VX, FX and unified agents in three modes. The table below
shows the availability of the install type on different platforms.

Interactive install: Each of the installer contains an install script. When this install script is executed you
will be prompted the required inputs during the install.

Command line silent install: All the required inputs are passed as arguments to the same install script.
Once executed, you will not be prompted to any inputs throughout the install.

File based silent install: All the required inputs are filled up in a configuration file and passed to the
install script. The install script reads the configuration file and again no inputs will be prompted during
the install process.

Table 5: Types of Installation

Installation VX Agent FX Agent Unified Agent
Type

Windows Linux Windows Linux Windows Linux Windows Linux

Interactive v v v v v v v v

install

Command ‘/ x \/ x ‘/ ‘/ \/

Line silent X

install

File based ‘/ x ‘/ x ‘/ X ‘/

Silent X
install

15



4.3 Hardware considerations

Table 6: Hardware Considerations

Hardware Hardware

Processor: 2-3GHz Processor 2-3 GHZ
RAM: 1 GB or more RAM: 512 MB or More
Hard Disk: 100-200GB

Disk Space (Preferably

RAID based)

Hitachi Dynamic Replicator- Scout VX agent replicates the data across LAN/WAN, it is required to have
adequate network bandwidth provisioned for attaining better RPO. The required bandwidth depends
upon the data change rates on the source production server. The Cumulative disk write throughput
(CDWT) of all protected volumes should be less than the cumulative network throughput (CNT) of all
network interfaces allotted for the purpose of replication. Refer to the following reference table for
provisioning NIC cards.

Table 7: NIC Requirements

< 8 MB/sec 100 Mbps 1 n/a
8-90 MB/sec 1 Gbps 1 n/a
90-150MB/sec 1 Gbps 2 yes

16



4.4 Firewall considerations

Ensure that the network traffic on the following ports is not blocked by hardware or software based
firewalls.

Table 8: Firewall Considerations

FTP (20), FTPS (21), +>1024 (VX FTP Data Traffic)
Outgoing HTTP (80)

874 (FX replication)

Incoming FTP, FTPS (20,21,+>1024)
873 (VX Replication data traffic)
Incoming HTTP (80)

Port 3306 for MySQL

FTP (20,21,+>1024)

873 (VX Replication Data Traffic)
874 (FX replication)

Outgoing HTTP (80)

SNMP (162)

Ports 21 and 22

To limit the number of ports being used (>1024) you can switch to active FTP connection through the CX
UL For more details refer to firewall Configuration section on page 91 .

\ll)Notes:

If CX is within the firewall, port 80, 873, 20, 21 and >=1024 must be open to support passive FTP
connection (inbound ftp support).

If you are using active FTP then only ports 80, 873, 20 and 21 are required. Refer to the section
“Restricting passive FTP port range usage” in this document

On Linux platform always allow incoming SSH connections through the firewall

17



4.5 CS and PS dependencies

The table below shows list of dependencies that are required before installing the CX or PS server.

Table 9: CS and PS Dependencies

perl-DBI

perl-5.8

perl-libwww-perl

php-4

php-mysql-4

httpd-2

mysql-4

mysql-server-4
perl-DBD-MySQL
php-pear-[0-9]
net-snmp-libs-5.1.2-11.EL4.7
net-snmp-5.1.2-11.EL4.7
net-snmp-utils-5.1.2-11.EL4.7
beecrypt-devel-3.1.0-6.i1386
elfutils-devel-0.97.1-4.i386
elfutils-libelf-devel-0.97.1-4.i386
rpm-devel-4.3.3-18_nonptl.i386
net-snmp-libs-5.1.2-11.EL4.7
net-snmp-5.1.2-11.EL4.7
net-snmp-utils-5.1.2-11.EL4.7
beecrypt-devel-3.1.0-6.i1386
elfutils-devel-0.97.1-4.i386
elfutils-libelf-devel-0.97.1-4.i1386
rpm-devel-4.3.3-18_nonptl.i386
net-snmp-libs-5.1.2-11.EL4.6
net-snmp-5.1.2-11.EL4.6
net-snmp-utils-5.1.2-11.EL4.6
net-snmp-5.1.2-11.EL4.10
net-snmp-libs-5.1.2-11.EL.4.10
net-snmp-utils-5.1.2-11.EL4.10
mailcap-2.1.17-1
sendmail-8.13.1-3.RHEL4.5
mailx-8.1.1-36.EL4

perl-DBI

perl-5.8
perl-libwww-perl

php-5

php-mysql-5

httpd-2

mysql-5

mysql-server-5
perl-DBD-MySQL
php-pear-[0-9]
net-snmp-utils-5.3.1-14.el5
net-snmp-libs-5.3.1-14.el5
net-snmp-5.3.1-14.el5
mailx-8.1.1-44.2.2
sendmail-cf-8.13.8-2.el5
procmail-3.22-17.1
sendmail-8.13.8-2.el5

18



Table 10

e perl-DBI e perl-DBI

e perl-58 e perl-58

e perl-libwww-perl e perl-libwww-perl
e php-4 o php-4

e php-mysql-4 e php-mysql-4

e httpd-2 e httpd-2

e mysql-4 e mysql-4

e mysql-server-4 e mysql-server-4

e perl-DBD-MySQL e perl-DBD-MySQL
e php-pear-[0-9] e php-pear-[0-9]

e net-snmp-5.1-80.16
e net-snmp-5.1.3.1-0.6s
e net-snmp-5.3.0.1-25.15

4.6 Browser support

Hitachi Dynamic Replicator- Scout User Interface is best viewed with a resolution of 1024 X 768 and
supports Microsoft Internet Explorer 6+ (recommended) and Firefox 1.0+

19
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4.7 Install/ upgrade sequence

There is no specific sequence for installing or uninstalling. However, for upgrading or installing on a
cluster environment a sequence is followed.

While upgrading always upgrade the CX server followed by VX agent on the DR server and production
server. Then, upgrade the FX agent on DR sever and production server.

VX agent FXon DR VXon FXon
CX server on DR server production Production
server server server

Figure 3: Up-gradation Sequence

While installing on Microsoft Cluster environment, always install the VX agent on the passive node, and
then reboot. Then failover the passive node and install VX agent on new passive node.
Failoverthe Tl hoe e

Install VX on Reboot passive new bassive
passive node node / passive node / nzde /

Figure 4: Sequence for Up-gradation in Microsoft Cluster Environment

To install CX High Availability refer to the section Installing CX HA on page 77.
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5 The CX configuration and process servers

5.1 CX-CS (Configuration server)

The CX server is typically a Linux or a Windows server placed within the same LAN as that of the
protected source host(s). It provides a web user interface to manage both source and remote host(s). CX
server is responsible for providing interface to create and manage replication pairs and to perform
recovery operations and other administrative tasks.

A list of services that run on the CX server as given in the table below

Table 11: List of Services on CX Server

Required to monitor health of replication activity, dispatches mails,
generates graphs from rrd/log files sent by PS, monitor agent licenses
etc.

Required for agents to post information about replication activity.
Serves as a control path for a replication activity.

MYSQL DB stores all the metadata information. Scheduler is used for
setting up FX jobs on configuration server.

5.2 CX-PS (Process server)

A process server may be installed on the same machine intended for the CX server; however for
scalability multiple process servers are installed. While the CX server provides the user interface, the
process server handles all the offload activity such as FTP for data transfer; generate log files for graphs,
compress data on its way to the target host, emails, snmp etc. Services that run on the PS are given in the
table below.

Table 12: List of Services on PS Server

Required to register the process server with Configuration server,
monitor health of replication activity from source/target to process
server.

Generate rrd/log files for bandwidth trending/data transfer
activity.

Required to process differentials/resync files sent by agent

Required to facilitate FTP transfer from source / Target to PS

22



5.3 Installing CX-CS and CX-PS on Linux

Hitachi Dynamic Replicator- Scout CX server is designed to work on a range of platforms refer to the
Supported platforms for CX server section on page 11 for a list of supported platforms. It is
recommended to install all the packages that are shipped with the operating system. Setup email servers
like send mail or postfix depending on the Linux version of the CX server. To learn more about the
required dependencies refer to the “CX dependencies” section on page 18.

5.3.1 Before you install

¢ Ensure enough free space on the CX server.
¢ Do not use the CX server for any other purpose.

. To install the CX server on port other than 80, ensure that the desired port is free. Follow the
steps below to free a port for the CX server.
° RX should not be installed on the

Create a backup of the original services file.
“cp /etc/services /etc/services.ORIG”

After creating a backup of the services file, free the desired port
“grep -v <port_number_intended_for_CX_install> /etc/services.ORIG > /etc/services “

5.3.2 Uncompress the installers

Ensure that you have root privileges to install CX server. The following illustrates an example for
RHELS5U3 (32-bit) CX installation. You can follow a similar procedure for installing CX on other
supported versions of Linux.

Step 1. Copy the CX Installers “InMage_CX_5.10.1_RHEL5U3-32_GA_29Aug2009.tar.gz” file to
“/root/Installers” (or any other location as desired.)

Step 2. In the command prompt provide “tar —xvzf” to uncompress the above compressed file

Step 3. This creates a directory named “Scout-CX-RHEL5U3-32". Change directory into it. The name of
the installer varies from one platform to another.

[Foot@imits030 ~]1# cd froot/Installers/
[Foot@imits030 Installers]# ls

InMage CX_5.10.1 RHELSU3-32_ GA 259Augz009.tar.gz
[rootfimits030 Installers]# tar -xvezf InMage CX 5.10.1 RHELSU3-32_GA 25Aug2009.t
Br .oz

Frout-CE-RHELEU3-32/

Foout-CE-RHELSU3-32/ dbupgrade_4.2ga 5.0.s5ql
Frout-CE-RHELSU3-32/notices. txt
Foout-CE-RHELSU3-32/db_host_indexes 50.sgl
Scout—CX—RHELSUS—SZﬁdb_upgrade_ﬂZ_tD_Sl.sql
Foout-CE-RHELSU3-32/03_details.sh
Foout-CE-RHELSU3-32/php inmage.conf
Foout-CE-RHELEU3-32/dbchanged.3 . 5qg1
Foout-CE-RHELEU3-32Z/install.config
Scout—CX—RHELSUS—SZKdb_upgrade_ﬂz_gilead_tD_Sl.sql
Foout-CE-RHELSU3-32/db_cs_ps split.sgl
Foout-CE-RHELSU3-32/db_fabric index_50.sql
Foout-CE-RHELEU3-32/svedb3.5.2.5ql1
Boout—-CX-RHELSU3I-32/dbupgrade 3.5.2ga.sql

Figure 5: Uncompressing the Installer
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5.3.3 Interactive install

Step 1. Run pre-installation verification script “./check.sh” to verify if the required dependencies are
installed. Proceed further if the check succeeds; otherwise ensure that the correct packages and
dependencies are installed (as mentioned in the check.sh output).

[root@imic=030 Installers]# cd Scout-CE-RHELSUI-3Z/
[root@imic=s030 Scout-CE-RHELSU3-32]1# ./check.sh

RPN architecture for this platform is 1386

The list of redquired RFHM packages is
perl-DEI
perl-5.8
perl-libwww—perl
php-5.1
php-mysgl-5.1
perl-URI

httpd-2

mysgl-5
mysgl-server—-5
per l-DED-Mv3QL
php-pear-[0-9]

Checking for 1386 package perl-DEI- ... pass
Figure 6: All Tests Passed

Step 2. After the check script is successful, execute the command “./install.sh” without any parameters
to start interactive CX server install. It will show license agreement. You may quit the setup at the
license agreement by hitting key “Q”.

[cootfimits030 Scout—CX-RHELSUZ-32]1# ./install.sh

Checking if RX server iz already installed or not in the setup ...
Checking for installation platform compatibility ...

Checking for an existing CX serwver installation ...

End User Zoftware License Lgreement

Thi=s i= a legal agreement hetween Customer and InMage Systems, Inc. ("InMage™).

TOU MUST READ AND AGREE TO THE TERM3 OF THIZ END U3ER IOFTWARE LICENSE AGREEMEN
T ("AGREEMENT") EEFCRE ANY 3OFTWARE CAN BE DOWNLOADED OR INSTALLED OR U3ED. BY

CLICKING CN THE "ACCEPT™ BUTTON OF THIZ AGREEMENT, OR DOWNLOADING, INZTALLING OR
USING THE S0OFTWARE, YOU ARE AGREEING TO BE BOUMND BY THE TERMZ AND CONDITICNS CF
THIS AGEEEMENT. IF YOO DO NOT AGEEE WITH THE TERM3 AND CONDITIONS OF THIS AGRE
EMENT, THEN ¥OU SHOULD NOT DOWNLOAD, IN3TALL CR USE THE SIOFTWARE. BY DOING 30 ¥
OU FORGOD ANY IMPLIED OF 3TATED EIGHTS TO DOWNLOAD OR INSTALL OR USE THE SCOFTWARE

Figure 7: Installation Process Started

‘!lI'J Notes:

If the install script is executed directly without executing the check script, the install may succeed if
the required packages exist, else you will be prompted either for a force install (which may
eventually fail) or to cancel the installation.

Set execute permissions on the “install.sh” script if required, and run it as “./install.sh”. This
should install Hitachi Dynamic Replicator- Scout CX and start all services.

A swap partition is not required here.
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Step 3. The installation scripts displays license agreement and prompts for accepting the license, accept it

by entering “Y” on a command prompt. You will be prompted to choose between installing a

configuration server, process server or both. Choose “3”.

"Computing Dewices™ means laptop, tablet or desktop computers used by Customer's
enployees that hawve been designated by Custower to receive the Agent Software.
Do wou agree to the above-displayed terms and conditions? @ [TIN] v

Tou can install the following
1. CX-Configuration Serwver

Z. CX-Process Zerver
3. Both

Flease make wyour choice (1 or 2 or 3) here : 3

Figure 8: Showing Types of Configuration Server

Step 4. Installing the process server either alone or along with the configuration server (CX-CS server)
will prompt the corresponding HTTP port id. Just hit enter to default it to port 80.

Enter Configuration Server port [defasult S50]:

MOTE: Changing the document root in fete/httpd/conf/httpd.conf from /wvar/uwww,/ htm
1 to /home/svsystems/admin,/web

MOTE: Saved a copy of the previous httpd.conf file to fete/httpdi/conf/httpd.cont
.install save

Creating CX serwver database

Figure 9: Command Prompt of Configuration Server Port

Step 5. Command prompt will ask for CX Server IP address.

Flease enter the IP address of the Configuration Jerver here @ 10.0,1,30
Tpgrading wersion nuuber...

Frarting sendmail:

Frarting profrtpd: [ 0K ]
Frarting My3QL: [ OE ]
Ftopping httpd: [ 2K 1]
Ftarting httpd: [ 2CE 1]
Frarting immsyno [ ©2E ]
Ftartihg replication serwvers and monitor [ ©OE ]
Frarting process servers and monitor services [ O ]
Frarting disk monitor services [ OE 1]
Ftarting volume replication [ 2K 1]
Ftarting file replication [ ©2E 1]
Frtarting BEPM Module [ ©CE ]
Frarting MRTG [ 0K ]
Frarting reporter [ OE ]
Ftarting Push Server [ 2K 1]
Combined Configuration-Process Server installation is successful.
[rootdimics030 Scout-CE-RHELSUI-32]1#

Figure 10: Successful Installation of CX Server

‘!I) Notes:

When the configuration server (CX) has more than one NIC, you will be prompted for the NIC

that shall be used.
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5.3.4 Command line install (Silent Mode)

The CX server installation process can be done through one command line. Follow the following process

for the same.

Step 6. Execute the command given below,

./install.sh -p <Port Number> —i<CS IP address> -P<PS IP address> -t <Server Type,

either CS, PS, or both> -M <Server Mode type, host>
Provide inputs as described below.

<Port Number> : Provide CX HTTP Port number

<CS IP Address> : Provide CX IP address

<PS IP Address>: Provide PS IP address

<Server Type> : Provide server type as CS, PS or both as required
<Server Mode> : Provide server mode as host

Correct input of variables will start the CX installation process directly.

[rootfimits030 Scout-CHX-RHELEU3-32]# ./instsll.sh -p 80 -i 10.0.1.30 -P 10.0.1.3
0 -t hoth -M host

Checking if RX serwver is already installed or not in the setup

Checking for installation platform compatibilicy ...

Checking for an existing CX serwver installation ...

Creating mailbox file: File exists

MOTE: Changing the docuwent root in fete/httpd/cont/heopd.cont from Swvar/ wuw/ htimn
1 to /home/svsystems/admin/ web

MOTE: Saved a copy of the previous httpd.conf file to fete/httpd/conf/httpd.cont
.install save

Creating CX server database

Generating host guid afresh ...

Tpgrading wversion nunmber...

Starting sendmail:

Starting profropd: [ ©E ]
Starting My3QL: [ oE ]
Stopping hetpd: [ ©E ]
Starting httpd: [ CE ]
Starting inmsyno [ ©E ]
Starting replication servers and monitor [ CE ]
Starting process servers and monitor services [ CE 1]
Starting disk monitor services [ CE ]
Starting volume replication [ CE 1]
Starting file replication [ CE ]
Starting EPM HModule [ CE 1]
Starting MRTG [ CE ]
Starting reporter [ CE 1]

]

Starting FPush Server [ CE
Combined Configuration-Process Z3erver installation is successiul.
[rootlimits030 Jcout-CX-RHELSUI-32]#

Figure 11:

“!f’} Notes:

Optionally you may use the “-m” switch to set the MySQL password.
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5.3.5 File Based install (Silent Mode)

Rather than passing arguments at the command line, you may choose to pass an input file containing the

inputs to the install script. To do so follow the following process:
Step 7. Edit the file install.config”.
The input file will need five mandatory inputs out of a total seven inputs as explained below

e “Mode” = “host”

o “INST_TYPE” =“CS” or “PS” or “both”

e “CS_PORT”= http port on which the CS operates
e “CS_IP_FOR_NIC”=1IP address of the CS server
e “PS_IP_FOR_NIC”=1IP address of the PS server

The two optional inputs are
e Action to be performed = “U” to upgrade to newer version
e  MySQL password= to protect the database

[root@imits@30 Scout-CX-RHEL5U3-32]# cat install.config
# Please specify the Mode of Installation: whether Fabric or Host Based installation

# Mode can be host or fabric - For Fabric installation "both' (C5-P5) will be installed
MODE=host

# Installation type can be CS5,P5 or both
INST_TYPE=both

# This is the C5 port number (required in all wvalues of INST TYFE)
CS_PORT=88

# This is the C5 IP address for the P5 to use (required in all values of INST_TYPE)
C5_IP_FOR _NIC=18.0.1.30

# This is the P5 IPF address. Required for PS5 or "both'
P5_IP_FOR_NIC=18.0.1.30

# Action to be performed -- U for "Upgrade"
ACTION _TO_BE PERFORMED=

# MySQL password
MY¥SQL_PASSWORD= I
[root@imits@30 Scout-CX-RHEL3U3-32]# I

# This is the C5,P5 or C5/PS installation main configuration file for silent installations.

Figure 12:
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Step 8. Execute the command “ ./install.sh install.config”. This will start installing the CX Server.

[root@imits@30 Scout-CX-RHEL5U3-32]1# ./install.sh install.config

Checking if RX server is already installed or not in the setup ...

Checking for installation platform compatibility ...

Checking for an existing CX server installation ...

Creating mailbox file: File exists

NOTE: Changing the document root in Jetc/httpd/conf/httpd.conf fTrom /Svar/www/html to Shome/svsystems/a|
dmin/web ...

NOTE: Saved a copy of the previous httpd.conf file to /etc/hitpd/conf/httpd.conf.install_save ...
Creating CX server database ...

VX seems to be installed on this machine already. Will re-use the host id in drscout.conf ...
Updating wversion number...

Starting sendmail:

Starting proftpd: [ OK 1]
Starting MySQL: [ 0K 1]
Stopping httpd: [ 0K 1]
Starting httpd: [ OK 1]
Starting inmsync [ 0K 1]
Starting replication servers and monitor [ OK 1]
Starting process servers and monitor services [ OK 1]
Starting disk monitor services [ OK 1]
Starting volume replication [ OK 1]
Starting file replication [ 0K 1]
Starting BPM Module [ 0K 1]
Starting MRTG [ OK 1]
Starting reporter [ 0K 1]

1

Starting Push 5erver [ OK
Combined Configuration-Process Server installation is successful.
[root@imits®38 Scout-CX-RHEL5U3-32]# I

Figure 13: CX Installation

5.3.6 Verify installation

Once the installation completes you may verify the installation before using it.
Verify whether all the processes are running, by running “service tmanagerd status” command at the
prompt. The system displays the status of services used by Hitachi Dynamic Replicator- Scout CX server.

[root@imits@30 Scout-CX-RHEL5U3-32]# service tmanagerd status

tmanager.pl (pid 26737 26647 265371 26563 26515 26494 26451 26402 26393 26335 26315 26270 26015 26007 2
5959 25938 25895 25846 25837 25780 25762 25671 25623 25615 25504 255081 25498) is running...

bpm.pl (pid 25519) is running...

gentrends.pl (pid 25527) is running...

scheduler (pid 25514) is running...

httpd (pid 25557 25554 25553 25552 255531 25550 25549 25548 25547 25546 25545 25544 25533 25532 25531 2
5538 25529 25469) is running...

mysqld (pid 25085) is running...

inmsync (pid 25517) 1is running...

proftpd (pid 25459 25378 25363) 1is running...

mrtg (pid 27088) is running...

pushinstalld (pid 25548) is running...

[root@imits@30 Scout-CX-RHEL5U3-32]#

Figure 14: Verifying CX Server Status

The same command is used on the process server to check the status of the services.
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5.3.7 Add /remove PS

You may use the same install script which internally calls the “csps_merge_split.sh” to

e Install a process server when a CX-CS alone is installed
e Remove a process server when CX-CS and CX-PS are both installed

[root@imits@38 Scout-CX-RHEL5U3-321# ./csps_merge_split.sh

The machine is having C5 installed ...
Do you wish to add the PS ( Y|N ) 7

y

The Configuration Server IF address is 10.8.1.30

The Configuratiom Server Port is 80

Validating existing Configuration Server ....

Do you wish to comtinue with the PS5 server Installation( Y|N ) default (Y) 7
¥
Stopping the services ...

Installing the Frocess server rpms ...

Starting the services ...

Starting proftpd: [ OK 1
The PS Installation is successful ...

[root@imits030 Scout-CX-RHEL5U3-321#

Figure 15: Adding CX/PS

To merely unregister the process server from the CX-CS without uninstalling, you may use the
“unregisterps.pl” script found under the “/home/svsystems/bin” directory

5.3.8 Upgrade /reinstall CX

To up-grade from older version of CX server to the newer one follow the usual installation process.
Installers will check for already installed version of CX server and prompt for up-gradation to newer
version. Enter “y” to start the up-gradation. Enter “N” to exist installation process.

[cootBimita030 Installers]# cod Scout-CX-RHELSUI-32/7

[coot@imica030 Scouc-CX-RHELSU3I=-32]# ./inscall.=h

IChecking if RX server is alresady installed or not in the secup ...
IChecking for installation platform compatibilicy ...

Checking for an exiscing CX serwver installation ...

DR Scout CX =zerver iz already in=stalled in thi= secup ...

Would you like to proceed with an Upgrade ? (YIN) default: (NH)
¥

Initializing upgrade ...

Checking previous inscallation...

Checking for build compacibilicy...

Stopping CX Server for upgrade...

Taking the backup of che files amechyat.cont,veraion,wy.cnt and profopd.conf ...
Taking backup of wveb/sw folder ...

Taking database backup ...

Taking backup of fhome/svaystems/ecc/amechyst.cont...

[Taking backup of /home/svaystems/etc/version...

Figure 16: Up-gradation of CX Server
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5.4 Installing CX-CS and CS-PS on Windows 2003

The CX and PS are installed through the same installer. During the install you will be presented with
options to install the CX server alone, PS alone, or both on the same machine.

5.4.1 Prerequisites

Step 9. Ensure that QoS packet scheduler is installed on the network connection. This is required for the
CX Bandwidth management module to work.

Step 10. SMTP service for IIS needs to be installed; this is required for CX server to send email
alerts.

Step 11. Both the above services need to be running before installation

Step 12. Ensure that FTP service is “Not Started” before installing CX server. If the FTP service is

not stopped, pro FTP service used by windows CX will refuse to start. The FTP service can be
disabled or uninstalled through “services.msc”.

Step 13. Ensure that port 80 is available for apache installation. If port 80 is occupied by other
applications, then you will be prompted to enter a different port number during installation

Step 14. Windows based CX server should not belong to a domain.

Step 15. To install the Windows CX home directory in any other location, download the
junction.exe tool from Microsoft website
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http://www.microsoft.com/technet/sysinternals/FileAndDisk/Junction.mspx

Installing QoS packet scheduler

Step 16. Open network connections (either through the tray bar icon or through control panel)
and click “Properties”. This opens up the properties window and click “Install”.

- Local Area Connection Properties S

General | Authentication I Advanced |

Connect uging:

Ia_a Yhdware Accelerated AMD PCHet Ad

Thiz connection uses the following items:

t M
[ = W etwark Load Balancing
.@g File and Printer Sharing for Microsaft Nebworks
% Internet Pratocol [TCPAIF)

Inztall .. | Uninztall Properties
— Description
Allowez your computer to access resources on a Microzoft
itk

¥ Show icon in natification area when connected
v Maotify me when this connection has limited or no connectivity

] | Canicel |

Figure 17: Local Area Connection Properties

Step 17. Select “Service” and click on “Add”.

select Network Component TYpe S

Click the type of network component you want to install:

12 Clignt

S Protocol

=]

— Description

Semnvices provide additional features zuch as file and
printer sharing.

Add... Cancel

Figure 18: Select Network Component Type



Step 18. This opens up “Select Network Service” window, select Microsoft as manufacturer and

“QoS Packet Scheduler” as Network Service, and click “Ok”.

Select Network Service ]

D Click the Metwork Service that you want ta install, then click OK. If you have
=] an installation disk faor thiz component, click Have Disk.

5 s
ervice Advertizing Protocal

ﬂ Thizs driver iz digitally signed. Have Disk. |
Tell me vibw driver signing is important -
Ok I Cancel |

Figure 19: Select Network Service

Step 19. This returns to “Network properties” window. You can now see the QoS in the list. Click

“Close” and the installation is complete.

L Local Area Connection Properties x|

General | Authentication I Advanced I

Connect uzing:

I 8 “YMware Accelerated AMD PCHet Ad Canfigure. .. |

Thiz connection uses the following tems:;

| Client for Micrmsoft Metworks

EGDS Packet Scheduler

O .@ Metwork, Load B alancing

B File and Frinter Sharing for Microsaft Metwarks
4

Inztall... Pg Urinstall | Froperties |

r— Description

Allows pour computer to access resources on a Microzoft
nietwark,

"l Ll

¥ Show icon in notification area when connected
v Matify me when this connection has limited or no connectivit

Cloge | LCanzel |

Figure 20: QoS Installation Process Completed
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Configuring SMTP service for email notifications

Step 20. Click on “Start -> programs -> administrative tools -> Internet Information Services
(IIS) Manager”

Step 21. This opens IIS Manager, right click on “Default SMTP Virtual Server”, and click on
“Properties”.
=[x
9 Fle Acion Vew Window Help ‘;Iilil
= BE FER 2E > =
€3 Tntemnet Information Services Name | status
o W2K3E321145PAS2 (local computer ||| Application Pools
) Web Sites Service is running

Runing
Stark

Stop
Pause

New 3
New Window from Here

Rename
Refresh

[% Propertiss

Help

Figure 21: Internet Information Services (IIS) Manager

Step 22. This opens up “Default SMTP Virtual Server Properties”, click on Access tab, and click

on Relay (or you can do an Alt+E) to open up “Relay restrictions”.

Default SMTP Yirtual Server Properties i

General Access |Messages| Deliver_l,ll LDAP Houtingl Securit_l,.ll

Access control

Edit the authertication methods for this
TEz0LICE,

| Puthenfication. .

r Secure communication
Yiew or set the secure communications Cerlificate.. |
method used when thiz wirual server is —
accessed. .

Cammunication,..

r— Connection control

Grant or deny access to this 1E30UCE Lsing Cannection.. |

IP addresses or Internet domain names. -

[

— Relay restrictions e

Grant or deny permizzions ta relay e-mail Relay |
through thiz SMTP wirtual server. i

0K | Cancel | Apply | Help |

Figure 22: Default SMTP Virtual Server Properties
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Step 23. Under relay restrictions select “All except the list below” and ensure that the list is
empty. Click “Ok” to return to the previous screen. Click “Ok” again.

Relay Restrictions S|

Select which computer may relay through this wirtual zerver:

= Only the list below

o8
Computers:
Access | |P Address [Magk) / Daomain Mame
Add... | Eemaove |

W Allow all computers which successfully authenticate to relay, regardless
of the: list above.

0k, I Cancel Help

Figure 23: Relay Restrictions

Step 24. This returns you to the IIS manager window. Right click on “Default SMTP Virtual
Server” to “stop” the service and again right click to “Start” the service.

Now that both QoS and SMTP are installed continue with Windows CX installer.
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5.4.2 Installers

To install windows based CX server, first install the dependencies bundled as
“inmage_CX_thirdparty XXX” followed by the CX installation bundled as “inmage_cx_XXX".

File Edit “iew Favorites Tools Help | ;J‘:’
QBack - ) - [ Search Falders | i X ) ‘ -
Address I@ Desktop ﬂ ﬂ G
Mame = | Size: | Type | Date Modified | Attributes |
My Documents System Folder
;‘ My Computer Syskem Folder
“JMy Metwork Places Syskem Folder
2| Recycle Bin System Folder
4 Internet Explorer System Folder
)W2K3_150 File: Folder 71152009 11:07 AM
15ltnMage_cx_5.10.1_winzks_BETAD_17I0I2009, exe 15,393 KB Application 7172009 12:15PM A
[SHrMage_C%_TP 5. 10,1 Win2k BETAD, 17102009 exe | 47,065 KB Application 7172009 1216 PM A

Figure 24: CX and CX-TP Builds

5.4.3 Customize Windows CX install directory

Step 25. To install the Windows CX home directory in any other location, use the junction.exe
tool. The syntax is

Junction.exe c:\home <desired destination>.

Step 26. This tool shall create the actual files on the desired location and link them to the c:\home
path.

C:x>junction c:“home gz:“hone

Junction vl.B5 — Windows junction creator and reparse point viewer
Copyright <G> 2008-2007 Mark Russinovich

Sustems Internals — http:/Avww_sysinternals.com

Created: c:“home
Targetted at:= z:“home

Figure 25:

Step 27. Then proceed with the installation.

“!i) Notes:

The Junction tool should be used before installing the CX server.

“ Caution:

Windows based CX server should be installed on a separate system and no other applications (such
as oracle, etc) should be installed on it.
Windows based CX server should not be within any domain.
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5.4.4 Installing CX dependencies

Step 28. Click “Next” to proceed with the installation.

]i.,z‘a Setup - Scout CX Dependencies ;lglll

Welcome to the Scout CX
Dependencies Setup Wizard

Thiz will install Ink age Systems Soout Cx Dependencies
5.10.1.GA1700.1 on pour computer.

It iz recommended that you cloze all other applications before
cohtinuing.

Click Mext to continue, or Cancel to exit Setup.

Cancel |

Figure 26: CX_TP Installation

Step 29. Click “Install” to proceed with the installation, a progress bar appears, and the next

window appears.

{5} Setup - Scout CX Dependencies

Ready to Install
Setup iz now ready to begin installing S cout Cx Dependencies on your computer.

Click. Install to continue with the installation.

b

< Back Cancel

Figure 27: CX_TP Installation
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Step 30. Click “Finish” to exit the dependency installation.

{5l Setup - Scout CX Dependencies o [ |

Completing the Scout CX
Dependencies Setup Wizard

Setup has finizhed instaling Scout Cx Dependencies on pour
compLter.

Click. Finish to exit Setup,

Figure 28: CX_TP Installation Finish

5.4.5 Windows CX interactive install

Step 31. Once the dependency installation is complete, proceed with the CX server installation.
Click “Next”.

{5l Setup - Scout CX Server I =] S

Welcome to the Scout CX Server
Setup Wizard

Thig will ingtall InMage Spstems Scout 5 Server
5.10.7.GA. 17007 on your cornputer,

It iz recommended that you cloze all other applications befare
contifiuing.

Click Mest b continue, or Cancel to exit Setup.

Cancel

Figure 29: CX Server Installation



Step 32. Enter the server’s IP address, then the required email address. Click “Next” to continue.

'li,E‘a Setup - Scout CX Server

Mail Server Configuration

Please specify the required e-mail service configuration details and click Mest.

Mail Server IF:
10.0.1.1

Mail Sender Address:
IDPS@inmage.net

Mail Receiver:

Iadmin@inmage. et

< Back I Mest > I Canecel

Figure 30: CX Server IP Address

Step 33. You will be presented with three options. Select the “Configuration Server” option to

install the CX server or “Process Server” to install the process server. You may also choose to install

both the components on the same machine. Select the desired option and click “Next” to continue.

]i.,ﬂa Setup - Scout CX Server

Server Mode

Choose one of the following mades for the server and click MNext.

" Configuration Server

" Process Server

* Hoth Confiquration and Process Servers

b3

¢ Back I Mest » I Cancel

Figure 31: Modes of Configuration Server
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Step 34. When the Process Server is being installed either separately or along with the
Configuration Server (CS Server), you will be prompted to enter the Configuration server’s IP
address and HTTP port number. Enter the desired configuration server’s IP address and its
corresponding HTTP port number. Click “Next” to continue.

]ioq Setup - Scout CX Server

Process Server Input

Fleaze enter following data and click Hext.

Configuration Server IP Address
|10.0.145.45

Cotfiguration Server Port Mumber
EX

< Back I Mext > I Caticel

Figure 32: Configuration Server IP Address

Step 35. Click “Install” to start the installation.

]i,nEl Setup - Scout CX Server

Ready to Install
Setup is now ready to begin instaling Scout T Server an your computer.

Click Install to continue with the installation,

Caticel

< Back

Figure 33: CX Server Install



Step 36. A progress bar appears indicating the status of the installation. You may choose to click

“Cancel” to stop the installation.

]‘E" Setup - Scout CX Server

Installing
Please wait while Setup inztallz Scout CX Server on your computer.

E xtracting files...
C:5homehadminwebhinmages'aolaris. phg

[ ]

Figure 34: CX Server Installation

Step 37. The installation process will provide the default path for bin files. Just enter ‘y’.

home', sysystems'
Creating a sewrvice:
name: WinTC
path: "C:vhomessvsystemssbinsrbp.exe' —d —f "C:vhomessvsystems:binsrhp.conf"

Execute? (ysnd:zy_

Figure 35: CX Server Bin Path
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Step 38. The wizard ends by prompting a reboot (which you may skip and reboot manually at a
later time).

i Setup - Scout CX Server =I0O0=]

Completing the Scout CX Server
Setup Wizard

To complete the installation af Scaut Cx Server, Setup must
restart your computer. W ould you ke ta restart now?

& Mes, restart the camputer now

7 Mo, | will restart the computer later

Figure 36: CX Server Installation Finish Wizard
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5.5 Optional post install Tasks

5.5.1 Change FTP password for Linux based PS Server

Step 39. Login to the process server as “root”

Step 40. At the command prompt execute the command “passwd svsystems” to change the
password for the “svsystems” user. You are prompted to enter the new password and then asked to
re enter the password to confirm

Step 41. Then edit the file “/home/svsystems/etc/amethyst.conf “to set the value of
“FTP_PASSWORD_LINUX" as the new password. Ensure that the new password is enclosed within
double quotes.

Step 42. Save the file and restart “proftpd services” by issuing the command “service proftpd
restart”
Step 43. After the change is complete, to quickly verify if the new password is working as

expected, FTP to the CX server from your desktop, and login with the new credentials. You should be
able to login and perform the usual ftp operations.

5.5.2 Change FTP password for Windows based PS Server

¢ Login to the Windows PS server with administrator privileges
e  Access the command prompt and navigate to “c:\home\svsystems\bin” to execute the following
command

C:\>perl ftpasswd.pl --passwd --Ffile=/home/svsystems/etc/ftpd.passwd --
name=inmagel23 --uid=1002 --home=/home/svsystems --shell=/bin/false --des --
stdin -F
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5.5.3 Verifying CX (CS/PS) server status

When you have installed the CX-process server within the same machine as the CX-CS, you will see all
the services. When CX-process server is installed on a different machine the number of services listed is

relatively less. To check the status of the CX-CS or CX-PS server, access the console then issue the

“service tmanagerd status “command.

[root@CX Server ~]# service tmanagerd status

tmanager.pl (pid 9986 9955 9300 9852 9804 9721 9668 9652 9607 9564 09482 9451 944
0 9394 9357 95336 9308 9217 9158 S088 9074 5039 5014 8993 8866 8861 8851) is runn|
ing...

bpm.pl (pid 89%2%) is running...

gentrend=s.pl (pid 8997) is running...

scheduler (pid 8891) is running...

httpd (pid 855 854 826 19850 25403 8309 8308 8299 7511 4373 4175 4174 4173 4164
4163 4162 4161 4160 8826) is running...

my=qgld (pid 8238) i=s running...

inmsync {pid 8846) is running...

proftpd (pid 8703) is running...

mrtg (pid 13310) is running...

[root@CK_Server ~1# I

Figure 37: tmanagerd status

!
"% Caution:

To stop the service “service tmanagerd stop” to start, use the command “service tmanagerd

start”.

All the required services are monitored by tmanagerd and all services should be running at all times.
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5.6 Uninstall CX server

5.6.1 Windows 2003

Un-installation is a two step process and is as given below

¢ Removing CX Server
e Removing Dependencies

Removing Windows CX Server

Step 44. Navigate to “Start menu -> settings -> control panel -> add/ remove programs”, then
select “InMage Systems Scout CX Server” and click on “Remove”. A message box appears, click on
“Yes” to start the un-installation process.

# Add or Remove Programs - |EI|1|

Currently installed programs: [T Show updates Sort by: lm
\ Apache HTTP Server 2.0.58 Size  25.39MB
ﬁl Debugging Tools For Windows (x86) Size  39.97MB
ﬁl InMage Systems Scout CX Dependencies 5,10,1.GA,1700,1 Size: 0, 70ME
ﬁl InMage Systems Scout CX Server 5.10.1.GA.1700.1 Size  17.20MB

Click here For support information. Used rarely

To remove this program From your computer, click Remaove,

O lScout CX Server Uninstall x]|| Siee 354.00MB

i : Size  118,00ME
| \?) Are you sure you want ko completely remove Scout CX Server and all of its components?

Size  21.01MB

e Size  1.57MB

Figure 38: Removing CX Server

Finally, a message box appears confirming successful un-installation stating the outcome of the operation.
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Removing Windows CX Server Dependencies

Step 45. Click on “Start menu -> settings -> control panel -> add/ remove programs”, then select
“InMage Systems Scout CX Dependencies” and click on “Remove”. A message box appears click on
“Yes” to start the un-installation process.

' Add or Remove Programs ) =] E3

Currently installed programs: [T Show updates Sort by: IName vl
\ Apache HTTP Server 2,058 Size 25.39MEB
ﬁl Debugging Tools For Windows {x86) Size

ﬁl InMage Systems Scout CX Dependencies 5.10.1.GA.1700.1 Size:

Click here For support infarmation. Used

Ta remove this pragram From your computer, click Remaove,

© v e [
ﬁl 2 P | Are you sure you want ko completely remove Scout CX Dependencies and all of its Siee  118.00MB
Wby \) components? Siee  21.01MB
Ve une v Sze  1.57MB
Yes
L3 wa
Figure 39: Removing CX Server Dependencies
Step 46. Click on “Yes” a progress bar appears followed by a message box indicating successful
removal of dependencies.
Step 47. Before uninstalling each component a dialogue box appears to confirm uninstall, click on

“Yes”. Then, a series of automated DOS screens appear, and close. Finally, a dialogue box appears
indicating successful un-installation.
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5.6.2 Linux

To uninstall CX-CS or CX-PS from a Linux machine, follow the steps below.

Step 48. Navigate to the “/home/svsystems/bin” folder on the CX server (CS or PS)
Step 49. Execute the “uninstall.sh” script.
Step 50. You will be prompted for confirmation, hit “Y” to uninstall or “N” to abort uninstalling.

[ rooti#lml ts0d0 -Scout -CX-RHELSUI-32]# Fhose/sveystems /Binfuninstall. sk
Do you really wanit %o uninstall the Cf-Configuration and CX-Procoss Servers T [YW/M] [ default H ] :

¥
topping services ...

topping Inmsync [ ok 1}
Tapping mrig I ok ]
topping file replication [ oK 1]
topping BEFH Module [ & ]
topplng disk Sondter Threas [ oK )
topping reparter [ oK ]
topping woluse replication [Children) [ ok )
Tapping saniter thread [ o )
topplng process server monitor thread [ Ok |
tapping Push Sorver [ oK )

msnager dtopped completely

hutting down proftpd: [ ok 1}

gmoving package proftpd-1.3 8a-1 ...

emowing package inmagePs-5.10-1 ...

topping httpd: [ ok ]

wing package inmagels-5.18-1 ...

rapplng CX database ...

FOUHD: Ffetc/httpdSconf rhtipd. conf . install sawve

his Tile was saved as a copy of the Tlle Artpd.cont at the Time of imstallatiosm of This preduct.
eitoring this flile %o 1ts original nese 10 regaln the web-server seltings im 1t ...

FOUND: fetc/my.cnf,install save

his file wad fawed as a copy of The file my.cnf at the tise of installation of This product.
pitoring this file %o its original nese 1o regalm the php-relsted settlngs In AT ...

wing package inmageCcomson-5.18-1 ...

emoving package thPOE-5.10-1 ...

emowing package thNonPOE-3.10-1 ...

ninstallation is swccesstul!

I root@iei 030 Scout-CX-RHELSUI-32 18 |

Figure 40: Un-installing Linux Based CX Server
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6 The Unified Agent

Unified Agent is the combination of VX and FX agents. Installing the unified agent will install both VX
and FX. When an older version of VX or FX exists on the machine, the unified agent installer will upgrade
existing agents and installs the missing VX or FX agent.

6.1 Installing unified agent on Linux
The unified agent may be installed in four different ways.

e Interactive Install: The installer prompts for required inputs while installing.

e Command line Install: All inputs are passed as parameters.

e Silent Install: All inputs are taken from a file. You will not be prompted for any inputs.
e Push install: Installing the unified agent through the CX UL

6.1.1 Extract the binary

You will need to uncompress the Unified Agent binary file before proceeding with the installation. You
may uncompress it by using the tar command. For example “tar -xvzf <File name>". This result in
following twelve files:

InMageFX-5.10-1.i386.rpm: This package contains the FX agent for Linux.
InMageVX-5.10-1.i386.rpm: This package contains the VX agent for Linux.
fx_build_manifest: List of files used in the build.

o install: Install scripts

¢ uninstall.sh: Uninstall scripts

o install_fx: The FX install script that is called through the install script

e install_vs: The FX install script that is called through the install script

e EULA.txt: End user license agreement

e Conf_file: Used for silent installation

e .vx_version: Used for VX up-gradation

e .fx_version: Used for FX up-gradation

e OS_details.sh: Used during installation to gather OS details
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[Foot@imits030 templ # ls

InMage Tnifieddgent 5.10.1 1386 RHELSUI-3Z GA Z29Augz2002 release.Lar.gs
[root@imits030 temp]l# tar -xveE InMage Tnifieddgent 5.10.1 1386 RHELSU3I-32Z GA 29
Augz0059_release.tar.gz

InMageFx-5.10-1.1i386.rpm

InMageVx-5.10-1.1i386.rpm

LEx_build manifest

install

uninstall.sh

install fx

install wx

EULL.CHE

conf file

WX _version

fx wersion

03 _details.sh

[rootlimit=s030 temp] #

Figure 41: Un-compress Unified Agent Binary File

6.1.2 Interactive install

Step 51. Run the script “./install”. Specify the agent type for installation and this can be FX, VX, or

both. Choose the option “3” to install both VX and FX agents.

[root@imita030 templ# ./ install

You can install the following

1. File Replication Agent
2. WVolume Replication Agent
3. Both

Flease make wour choice (1 or 2 or 3) here . Default [3]:

Figure 42: Choosing Agents

Step 52. You should be prompted to accept the license agreement. Hit “Y” to agree to it.

"Agent Joftware”™ means InMage's commercially released proprietary data replicati
on desktop software, in mwachine readsble object code form.

fhippliance Product™ means InMage's then-current commercially released data repli
cation appliance product, which is comprised of the Software as installed on app
ropriate computer hardware.

"Computing Devices"™ means laptop, tablet or desktop computers used by Customer' s
employees that have been designated by Customer to receive the Agent Software.

Please press (¥/y) if you agree to the license terms and conditions: y

Figure 43: Agreeing to License Agreement

Step 53. The installer will then prompt for the location to install the unified agent. Hit the enter

key to install under the default location “/ust/local/InMage”.
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Please press (¥/y) if you agree to the license terms and condition v
Where do you want to install the InMage both Agent
The chosen configuration for this VE is host based configuration

Checking O35 compatibility khefore installation ...

Checking whether RPM is present
RPM architecture found i=s 1386

Deployment directory for this VI instance : fusr/local/ InMage/Vx

Figure 44: Unified Agent Installation Path
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Step 54. The installer will prompt for “Full Device Option”. Hit “N” to make available all the
logical partitions for replication. Hit “Y” to replication complete device. This is required only in case

of ESX server.

Do you wish to enskble the Report Full Dewvice option. [ This iz applicskle

for protecting Virtual Machines resided on ESX/ESEi ] ¥/N [Default N] 7 W

New BEPHM package InMageWVx-5.10-1 has been successfully installed...

Created the service script fete/init.d/vxagent ...

RHELST3-32

Figure 45

Step 55. The host agent configuration interface is displayed; you need to enter the CX server’s IP

address and the HTTP port of the CX server. This can also be invoked at a later time through the
“./hostconfigcli” script under the VX agent install path. Then “Quit” to proceed to installation

process.

Host Config Interface
Pick the command you wish to run.
Pres= E for help.

Ol Logent MNAT Logging Quit

X Server settings

Enter IFP Address
IF: 10.0.1.30

Enter Port number
Port: S0

Figure 46: Host IP Configuration
Step 56. You will be prompted to start VX agent, hit “y”.

Do you want to start InMage VE Agent (Y/MN) 7 [¥] : ¥

Filter driver kernel module is not loaded. Attempting to load it, please wait...
Filter driver kernel module loaded successfully...

InMage VE Agent daemon is not running!

Gtarting InMage VE Agent dasemon ...

kernel.hotplug =

[Virtusl snapshot kernel module is not loaded. Attempting to load it, please wait)

WVirtusl snapshot kernel module loaded successfully...
Funning the command : /usr/local/InMage/Vx/bin/svagents

InMage VE Agent daemon is running...

Figure 47: Prompt for VX Agent

Step 57. You will be prompted to start FX agent, hit “y”. This completes the Unified Agent

installation process.

51



Do you want to start InMage FX Agent (¥/MN) 7 [¥] :v

Starting InMage FX Agent daemon.....

Running the command :

fusr/ local/ InMage/Fu/svird fusr/ local/InMage/Fx/sv.log fusr/local/InNage/Fx/cont
ig.ini

Installation process has finished.

Figure 48: Prompt for FX Agent

6.1.3 Command line install (Silent Mode)

To install Unified Agent on a Linux platform through command mode, provide the following command.

“_./install —t < Type of Agent installation> —a <Chosen Agent Mode Host> —d
<Installation Directory> —lI <CX IP Address> —p <CX Port Number> —s <Start the
Agent after Installation Y/y> —E <Full Device Option Y/N> N”

e TYPE_OF_THE_AGENT: Specify the agent type. It can be VX, FX, or both.

e INSTALLATION_MODE: enter the value as “host”

e DEPLOYMENT_DIR= Specifies the path. By default “/usr/local/InMage” is displayed.

e CX_SERVER_IP_ADDRESS: CX-CS IP address

e CX_SERVER_PORT _NUMBER: CX HTTP port number. (Default port number is 80. Enter the port
number for port number other than 80)

e NAT_IP: NATIP

e NAT _HOST_NAME: NAT Host Name

e START_AGENT: Starts the agent.

e MIN_ROOT_FREE_SPACE_IN_MB: The installer by default checks for a free space of 2 GB on
“[root” before installing. You may increase or decrease this by filling up this field.

e ACTION: Either “r” or “u” (r for reinstall and u for upgrade)

e Full Device Option: Enter value “N” to enable all the system partitions for replication. Enter “Y” for
full device replication. Value “Y” should be entered in case of ESX/ESXi server.

[rootlimit=s030 testl]l# ./install -t both -a host -d Jusr/local/InMage/
-i 10.0.1.30 -p 80 -5 ¥ -E N

Lgent tLype of Installation is both

Agent Mode of Installation is host

Installation Directory iz fusr/ local/ InMage/

CE server IP address is 10.0.1.30

CE server Port number is 50

Feport Full Device option is set to N

To =start the agent after installation is choosen as ¥

Figure 49: Unified Agent Installation on Linux Platform Through Command Line
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6.1.4 File based install (Silent Mode)

To install Unified Agent on Linux platform through file based silent mode you will need to edit the
“conf_file” found under the uncompressed location.

#
#
#

[rootfimits030 testl]# vi conf file
# Specify the type of the Agent to be installed

TYPE_oOF THE AGENT=both
# Specify the Installation Mode
# Installation mode can be host or fabric

TM3TALLATICH MODE=host
# Installation Directory

DEFLOYMENT DIR=/usr/local/ InMage

# C3 IP address

CX SERVER TP ADDRESS=10.0.1.30

# C3 port

CX SERVER_FORT NUMEER=30

¥ NAT IP address

NAT IP=

# NAT Hostname

NAT HOST MAME=

# Ensble Report Full Device option for ESX
# Thiz is applicable for protecting Virtual Machines resided on ESX/ESXG
ESX REPORT FULL DEVICE=N

# Start the Agent now

START AGENT TYPE=Y

# Log file name to store the log information during Installation
LOG _NAME=

# Action to be performed
# Default action to be performed is Installation
# For Upgrade, use T

ACTICN=

1. FX for File BReplication Agent
2. WVE for Volume Replication Agent
3. both for FX and VI

Figure 50: Unified Agent Installation on Linux Platform through File Based Silent Mode

TYPE_OF_THE_AGENT: Specify the agent type. It can be VX, FX, or both.
INSTALLATION_MODE: enter the value as “host”

DEPLOYMENT_DIR= Specifies the path. By default “/usr/local/InMage” is displayed.
CX_SERVER_IP_ADDRESS: CX-CS IP address

CX_SERVER_PORT_NUMBER: CX HTTP port number. (Default port number is 80. Enter the port
number for port number other than 80)

NAT_IP: NAT IP

NAT_HOST_NAME: NAT Host Name

START_AGENT: Starts the agent.

MIN_ROOT_FREE_SPACE_IN_MB: The installer by default checks for a free space of 2 GB on
“/root” before installing. You may increase or decrease this by filling up this field.

ACTION: Either “r” or “u” (r for reinstall and u for upgrade)

Full Device Option: Enter value “N” to enable all the system partitions for replication. Enter “Y” for
full device replication. Value “Y” should be entered in case of ESX/ESXi server.

53



After filling the “conf_file”, pass this file to the install script as an argument and the install will progress
without prompting for any inputs.

.
\!l) Notes:

To disable “Full Device” mode, navigate to VX install directory (i.e., usr/local/InMage/Vx/etc). Find
the drscout.conf file and set the value for “Full Device” to zero. Save this edited file and restart the
VX services. It will enable all the individual partitions for replication.
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6.1.5 Upgrade/reinstall unified agent

The unified agent is also capable of detecting older versions of FX, VX, UA and will prompt for an
upgrade. Ensure that no FX jobs are running while the unified agent is being upgraded to avoid any job
failures.

Step 58. Run the install script of the unified agent. When an older version is detected the installer
prompts for an upgrade. Enter “Y” to proceed with the upgrade.

[rEDt@imitsDSD Installers]# . /install

Ti is installed in the setup
Would wou like to upgrade UL 7 (T/N) default [ N ]: ¥

Figure 51: Unified Agent Installers Up-gradation

Step 59. Accept the license agreement to start the upgrade.

Please press (Y¥/y)] if you agree to the license terms and conditions: v
Checking O3 compatibility before installation ...

Beginning Upgrade process...

All the job log £iles shall be preserwved and a tar ball of the existing installs
tion

is created as backup in /tmp/Installers/TEMNP

Existing installation directory is fusr/local/InMage/Fx

Figure 52: Unified Agent up-gradation License Agreement

Step 60. The FX agent is first upgraded followed by the VX agent. Each time before the upgrade,
you will be asked for confirmation.

New RPM package InMageFx-5.10-1 has been successfully installed...

Do wou want to start InMage FX Agent (Y/MN) 2 [T] :v

Starting InMage FX Lgent daemon.....

Funning the command :

fusr/ local/ InMage/Fx/avird fusr/ local/ InMage/Fx/sv. log fusr/ local/ InMage/Fx/cont
ig.ini

Upgrade process has finished.

Figure 53: FX Agent Starting

Do you want to start InMage WX Agent (¥/M) 2 [T] : ¥

Filter driwver kernel module seems to loaded already. After this program is co
ete, & REEBOOT will be reguired for the newly installed filter driver kernel
le ta take effect!!!

InMage VX Agent daesmon is not running!

Starting InMage VX ALgent daemon

kernel.hotplug =

Funning the command : fusr/local/InMage/Vx/bin/svagents

InMace VI Aoent daemon is runnino

Figure 54: VX Agent Starting
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6.2 Installing unified agent on Windows

6.2.1 Interactive install

Step 61. Run the Unified Agent Installation File (InMage_UA_5.10.1_Win2K3_XXXX.exe). The
installation wizard appears. Click “Next” to proceed further.

= Setup - Unified Agent o ]
o

Welcome to the Unified Agent
Setup Wizard

Thiz will install Inkdage Systems Unified Agent
5.101.GA1700.1 on waur computer.

It iz recommended that you cloze all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup,

Cancel |

Figure 55: Unified Agent Windows Installation Wizard

Step 62. The unified agent is a combination of both VX and FX agents. However you may choose

to select either FX, or VX or both. Select the desired option and click “Next”. This will prompt for
license agreement.

il Setup - Unified Agent

Agent Configuration Page
Agent Mode

Choose one of the following configurations far the agent and click Mest.

" File Replication &gent
" Volume Replication &gent

& Both File Replication and Yolume Replication Agents

< Back I Mest > I Cancel

Figure 56: Choosing Agents
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Step 63. Accept the license agreement and Click “Next”. This will prompt for path for Unified

Agent installation.

{&! Setup - Unified Agent

Licenze Agreement
Flease read the following important information before continuing.

Fleaze read the following License Agreement. You must accept the terme of thiz
agreement before continuing with the installation.

End User Software License Agreement 3

This is a legal agreement between Customer and Inllage Systems, Inc.
(“Inbdage™. YOU MUST READ AND AGREE TO THE TERME OF THIZ
END USER SOFTWARE LICENSE AGREEMENT (*AGREEMENT™)
EEFORE ANT SOFTWARE CAN BE DOWNLOADED OR INSTALLED
OR USED. BY CLICKING ON THE “ACCEPT” BUTTON OF THI
ACGREEMENT, OR DOWNLOADING, INSTALLING OR USING THE
SOFTWARE,[VOU ARE AGREEING TO BE BOUND BY THE TERMS

-
AR TWRTTOTT TGRS S0 TIITSY A CIDTERATREIT  TT WASTT Tow™ RTT A CIDTT _I

= | do not accept the agreement

< Back I Mest > I Caticel

Figure 57: License Agreement

Step 64. Application will prompt the default path for Unified Agent installation. You can change

the default path through “Browse”. Click “Next”. This will prompt for installation path.

]inil Setup - UniRPd Agent

Select Destination Location
‘where zhould Unified Agent be installed?

J Setup will install Unified &gent into the following folder.

To continue, click Mext. If you would like to zelect a different folder, click Browse.

Browse. .. |

Atleast 0.7 ME of free disk zpace is required.

< Back I Mest = I Cancel

Figure 58: Unified Agent Installation Path
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Step 65. Click “Install” to proceed with installation or click “Back” to go back and edit path.

]i.:.z‘a Setup - Unified Agent

Ready to Install
Selu% niow ready to begin instaling Unified Agent on your computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

D estination location: ;l
C:\Program Fileghlnh age Systems

< Back

Figure 59: Unified Agent Install Wizard

Step 66. The installer will prompt to enable the Full device option. Click “Yes” if this install is part
of protecting ESX/ESXi sever. This will expose the system volume to the CX Ul

setwp =

. Do wou wish o enable the Report Full Device option.
[ This is applicable For protecting virtual Machines resided on ESxESXi? ] ¥ (M [Default M)
7

Yes

Figure 60
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Step 67. The “Host Agent Config” appears, you will need to enter the CX-CS Server’s IP address

and it's HTTP port number. Click “OK”".

PR Host Agent Config =100 ]
Global | Agent I Logging I Log On I

X Server Settings

Enter IP Address: |ID.E|. 1.30

Enter Pork number: IBD

[~ Enable Fixed NAT Hostname: I'u'x.ﬂ.gent

™ Enatle Fixed MAT IP Address: | ]

Help | a4 | Cancell apply |

Figure 61: CX Server Configuration

Step 68. Installation completion wizard appears prompting for a reboot. Click “Finish” to
complete installation process. A reboot is required for the agent service to become fully functional.

',inil Setup - Unified Agent =1o1]

Completing the Unified Agent
Setup Wizard

To complete the ingtallation of Urified Agent, Setup must restart
your computer. wiould pou like to restart now?

% Nes, restart the computer nowg

= o, | will restart the computer later

Figure 62: CX Server Configuration

59



6.2.2 Command line install (Silent Mode)

You can also install the unified agent silently through the command prompt. To check the syntax pass the

argument “/silent /help” to the installer

<Unified agent installer> /silent /help

9P The options that can be passed are
- [fSUPPRESSMSGEONES <Suppress all msg boxes=]
[ -mode <Made of Installation {F:, ¥y, U8 (default is UAY = ]
[ -ip = C5IP address =]
[ -port < €5 Port =]
[}5 [ IDIR.=< Absolute path For Instaling the Agent on user defined path = ]
[ -nathostname < MAT Hostname = ]

-natip < MAT IP address = ]

-user < Run Freve as this user = ]

-password < Authenticate user with this password = ]
-cachedir < Where to store the catched files = ]

oremokelogging < Agent should notsend error logs tothe Cx = ]

-loglevel < 0-7 Log nothing {03 or everything (73 = ]
-E <ESE(YvI=]

[
[
[
[
[
[
[
]
E
[ -2 <upgrade{u)=]

-usesysyolumes < Agent should register system andcache volumes asavailable = ]

-n
-debug {vigw, log) <use either the DebugWiew Format ar Debugloagformat For logging =

Figure 63

To install Unified agent on Windows platform through command mode, use the following syntax

C:\<InMage UA xxxx_Win2k xxxx.exe> /silent mode <FX, VX or UA>

of CX-CS> -port <http port number of CX-CS>

—ip <IP Address

C:xInst>InMage _UA_5.18.1 WinZK3_GA_7Sep2B@? zilent mode UA —dip 18.8.1_380 —port BH

C:sInst>

I‘ESetup - Unified Agent

Installing

Pleaze wait while Setup installz Unified Agent on your computer,

Extracting files...
C:%Program Filezhntage Spstemzuniegagent. exe

Figure 64
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6.2.3 Upgrade / reinstall unified agent

Ensure that no FX jobs are running while the unified agent is being upgraded to avoid any job failures.

To upgrade the existing version of Unified Agent to newer version, run the new unified agent installer.

You will be prompted for an upgrade. Click “Yes” to proceed with up-gradation process and Click “No”

to exist set up.

Setup has detected an existing installation of the Yolume Agent and File Replication Agent. Whould vou like to proceed

9P
\-:/’ with an upgrade of the same?

Figure 65: Unified Agent Up-gradation on Windows Platform
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6.3 Installing unified agent on Solaris

6.3.1 Before you begin

Before installing the unified agent on Solaris machine, ensure that you create the partition from the

cylinder/sector 1 rather than the cylinder/sector 0 on both the production and DR servers. The replication

will not complete when partition is made from cylinder/sector 0.

6.3.2 Extract the binary

You will need to uncompress the binary file before proceeding with the installation. You may
uncompress it by using the gunzip command. For example:

gunzip <Install Binary>

-bash-3.00# 1=

InMage Unifiedigent 5.10.1 Solaris-5-10-x86-62 GL 073epi005_release.tar.gs
~hash-3.00# gunzip InMage UnifiedAgent 5.10.1 Solaris-5-10-x86-64_Gi 073epZ005_r
elease.tar.gs

-bash-3.00% [J

Figure 66: Unified Agent on Solaris

Use the “tar xvf <name of tar file>” to uncompress the installer.

release.tar

03 details.sh, 10183 bytes, Z0 tape hlocks
conf file, 195 hytes, 1 tape blocks
EULAL.txt, 13554 bytes, 27 tape blocks
install fx, 43527 bytes, 95 tape blocks
install wx, 31462 hytes, 6Z tape blocks
in=stall, 16702 bytes, 33 tape blocks
uninstall.sh, 1627 bytes, 4 tape blocks
.fx_wersion, 305 bytes, 1 tape blocks

»Ex build manifest, 35123 bytes, 63 tape blocks
.Wx_wersion, 320 bytes, 1 tape blocks
~bash-3.00# [J

T T

InMage FX 5.10.1 Solaris-5-10-x86-64.tar, 175528596 bytes, 34283 tape blocks
InMage VE 5.10.1 Solaris-5-10-x86-64.tar, 111373456 bytes, 2175358 tape blocks

~-hash-3.00# tar HvE InMage Unifiedligent 5.10.1 Solaris-5-10-x56-64 GL 073epZ003 |

Figure 67
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You will find thirteen files after extracting the installer.

-haszh-3.00% 13 -a

LIfx build manifest

.fx wversion

WX _VErsSion

EULL.txL

InMage FX 5.10.1 Solaris-5-10-x86-64.tar
InMage Unifiedlgent 5.10.1 Solaris-5-10-x86-64 GAL 073ep2009 release.tar
InMage WX 5.10.1 Zolaris-5-10-x86-64.tar
03 _details.sh

cont file

in=tall

install fx

install wx

unin=stall.=sh

~bash-3.00% [J

Figure 68: Unified Agent on Solaris

e “.fx_build_manifest”

o “.fx_version”

e “.yx_version”

o “EULA.txt”: End user license agreement.

e "InMage FX 5.10-1_Solaris-<version_architecture>.tar": This package contains the FX agent for
Solaris.

e "InMage_VX_5.10.1_Solaris-<version_architecture>.tar": This package contains the VX agent for
Solaris.

¢ "InMage_UnifiedAgent_5.10.1_Solaris-<version_architecture>_GA_<BUILT_DATE>_release.tar"
This package contains the VX & FX agent for Solaris. “OS_details.sh”: Used during the installation to
gather operating system details.

e “conf file”: Used for Silent install.

e  “install”: Installs script.

e “install_fx”: The FX install script that is called through the install script.

e “install_vx”: The VX install script that is called through the install script

e  “uninstall.sh”: The uninstall script for the unified agent.
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6.3.3 Interactive install

Step 69. As soon as you start the install script, you will be prompted to select between three
choices as shown in the picture below. You will need to enter the desired choice and hit enter to

continue. By default the FX and VX agents are both installed when you hit enter without specifying

any option.

'ba=h-3.00# ./install
Tou can install the following
1. File Replication Agent
2. Woluwme EReplication Agent

3. EBoth

Flease make wour choice (1 or 2 or 3) here . Default [3]: 3
End User Software License Agreewment

Figure 69: Unified Agent on Solaris

‘!LI’J Notes:

While the option 1 installs the FX agent, the option 2 installs only the VX agent before returning

you back to the command prompt
Option 3 installs both the VX followed by the FX agents

Step 70. Accept the license agreement to continue then you will be prompted for a location where

the VX agent is to be installed, hit enter to install under the default “/usr/local/InMage/Vx” path or

specify a desired path and hit enter.

ion serwver software, in machine readable obhiject code form.

Where do you waht to install the InMage VI Agent ? (default

Enough space in rooti/) partition
Enough space in installation directorvy(/usr/local/InMage/Vx)
hiin [0 hute N tane hlock

Please preass (T/v) if you agree to the license terms and conditions: v

(fusr/local/ InNage)

Figure 70: Unified Agent on Solaris
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Step 71. The installation should continue and take you to the “host config interface” as shown in
the picture below. Enter the CX-Configuration server’s IP address, port number here. Enter the
clustered IP address when CX HA is deployed, then choose “Quit”

Host Config Interface
Pick the command vou wish to run.
Press E for help.

EBRalaER Acent NAT Logging Quit

Host Config Interface
Pick the command you wish to run.
Press E for help.

Global Agent NAT Logging

Figure 71: Host Agent Configuration

Step 72. After installing the VX agent, the installer starts to install the FX agent (for option 3).
You will be prompted to enter the FX agent’s install location. Hit enter to install under the default
“lusr/local/InMage/Fx” location or optionally you may also specify a desired location and hit enter

Where do you want to install the InMage FX Agent [default /usr/local/InMage)

Deployment directory for this FX instance : fusr/local/InMage/Fx

Installing agent files into fusr/local/InMage/Fx/

Figure 72: Unified Agent on Solaris

Step 73. You will be prompted to enter the CX configuration server’s IP address and the HTTP
port. Finally you will be prompted to start the FX agent service. The installer should return you back
to the command prompt here.

Fleaze enter the IP address of the CX server: 10.0.1.54
—n Please enter the port nwoer for the CX server (default 50)
[WX iz installed on this wachine already. Will re-use the host id in drscout.cont

Do you want to start InMage FX Agent (Y/M) 7 [¥]

Starting InMage FX Agent daemwon.....

Funning the comnand :

Fusr/local/ InMage/Fx/fsvifrd fusr/local/InMage/Fx/sv.log fusrc/ local/InMage/Fx/conf]
ig.ini

Installation process has finished.
bash-3.00% B

Figure 73: Unified Agent on Solaris

When both VX and FX are installed, then the VX agent will use the CX information given for the FX agent

6.3.4 Command line install (Silent mode)

Run the script “./install -h” to display the syntax. Run the syntax given below:
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Usage:

/install [ -t <Type of the Agent Installation FX|VX|both> ] [ -d <Installation Directory> ]
[ -1 <IP Address of the CX> ] [ -p <CX Server Port Number> ] [ -N <NAT IP address> ] [ -

H <Nat Hostname> ] [ -k <Min-FreeSpace-On-Root-To-Be-Checked - in KB> ] [ -m <Min-

FreeSpace-On-Root-To-Be-Checked - in MB> ] [ -g <Min-FreeSpace-On-Root-To-Be-Checked - in

GB> ] [ -s <Start the agent after installation Y]y> ] [ -A <Action to be Performed> ]

For example: ./install —t both —d Zusr/local/InMage —i 10.0.1.95 —p 80 —s y

bash-3.00# ./install -t both -4 fusrc/local/InMage -i 10.0.1.95 -p 80 -5 ¥

Agent type of Installaticon is both

Inztallation Directory ia2 Ffuar/ local/InMage

CX serwver IP address is 10.0.1.95

CX serwver Port nuwber is 50

To start the agent after installation is choosen as vy

03 check passed

bin, 0 byte=, 0 tape blocks

hin/ocachemgr, 8317377 byces, 16246 tape blocks
bhin/cdpwmgr, 7964438 hytes, 15556 tape blocks
binfedpeli, 8429419 bytes, 16464 tape blocks
binfdataprotection, 9926559 bytes, 19388 tape blocks
hinfhostconfigeli, 3242587 hytes, 6334 tape hlocks
hinds2, 8516390 hytes, 16634 tape blocks

E - A - A

SR IE T = =Pl SV A2 D0 lerrd b B B | = e 1= 1 malem

Figure 74: Unified Agent on Solaris

‘!LI'J Notes:

By default the installer checks for a free space of 2GB on the “/root”, you may suppress this by
adding the extra switch “-k <space in kbs>" or “-m <space in mbs>" or “-g <space in gbs>"

You may also install only the VX or the FX agent through the command line
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6.3.5 File based install (Silent mode)

Step 74. Apart from the command line install, you may pass an argument file to the install script.

Edit the file “conf_file”. This file contains nine inputs.

bash-3.00# cat conf file

TYPE OF THE AGENT=both
DEFLOYHMENT DIR=/usr/local/InMage
CX SEEVER TP ADDRESS=10.0.1.35
CX SERVEE PORT NUMBER=80

MAT IF=

MAT HOST NAME=

START AGENT=Y

MIN ROOT FREE SFACE IN ME=2043
LOTION=

hash-3.00#

Figure 75: Unified Agent on Solaris

e TYPE_OF_THE_AGENT: Specify the agent type. It can be VX, FX, or both.
e DEPLOYMENT_DIR= Specifies the path. By default “/usr/local/InMage” is displayed.
e CX_SERVER_IP_ADDRESS: CX IP address

e CX_SERVER_PORT_NUMBER: CX HTTP port number. (Default port number is 80. Enter the port

number for port number other than 80)

e NAT_IP: NATIP

e NAT HOST_NAME: NAT Host Name

e START_AGENT: Starts the agent.

e MIN_ROOT_FREE_SPACE_IN_MB: The installer by default checks for a free space of 2 GB on
“[root” before installing. You may increase or decrease this by filling up this field.

e ACTION: Either “r” or “u” (r for reinstall and u for upgrade)

Step 75. Run the script “./install conf_file”. The figure below is shown. The installation should

complete without prompting for any inputs and return you to the command prompt.

lbash-3.00# ./install conf file
The Configuration file that is passed to start the installation is conf file

Agent type of Installation is hoth

Installation Directory is fusr/local/InMage

CE gerver IP address is 10.0.1.95

CE gerver Port nuwber is S0

MHinimwuan Root space to be checked iz 2097152 kb

To start the agent after installation is choosen as ¥

Figure 76: Unified Agent on Solaris
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6.4 Uninstall unified agent

6.4.1 Linux

To un-install Unified Agent on a Linux platform, navigate to the Unified Agent/Installers folder and

execute the command “./uninstall.sh”. It will prompt for confirmation, hit

“"__rr

y.

[root@imits030 Installers]# ./ uninstall.sh
Tninstalling the InMage VI agent

InMage VX Agent daemon is running. ..
Stopping InMage VE Agent daemon

Do wou really want to uninstall the InMage UTnified agent? (Y/N) [default N]

¥

Figure 77: Uninstalling Unified Agent on Linux

6.4.2 Windows

To un-install Unified Agent on windows platform navigate to “Start->Settings—> Control Panel->Add
and Remove Programs->InMage Systems Unified Agent 5.10.1.xxxxxx”. Click “Remove”. You will be
prompted with confirmation for UA un-installation. Click “Yes” to completely un-install the Unified

Agent.

& Add or Remove Programs

Currently installed programs: [T show updates

=1
Sort by IName vl

ﬁl Debugging Tools for Windows (x86)
i5 1rMage Syster%Push Install Agent 5.10.1.G4,1703.1
i5 InMage Systems Unified Agent 5.10.1.GA.1700.1

Click here for support information.

Ta remove this program from your computer, click Remaove,

§8) oot g [
WMware Tools _
— - \:.’,) ‘Would you like to uninstall the Replication Agent?
W& ¥NC Free Edition 4.1

ﬁl Windows Server 200

g WinRAR archiver

Size  39.97MB
Size 5.13MB

Size  106.00ME

Used occasionally.
Last Used On 9/1y2009

Size 4. 06ME
Size  21.01MEB
Size: 1.58MB
Size 3.22MB

Figure 78: Un-installation of Unified Agent on Windows Platform
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6.5 Installing unified agent through CX Ul

6.5.1 Before you begin

e For installing the unified agent through the CX UI on windows platforms, you will need to determine
the server that will act as a proxy server. This is not required for Linux clients

¢ Windows firewall should be off on the host to which you want to install

e If your host is configured using DHCP, change it to static IP

e Make sure to add credentials of the account (that you use for pushing) to your local system
administrators group. (To do so navigate to “Control Panel-> Administrative Tools - Computer
Management”, click on Local Users and Groups and Click on Administrator, and add the user
account you use in Ul to the administrator group)

e Prepare the list of machines where the unified agent is to be installed

e Ensure that none of the machines are offline or rebooted while installing, else the installation will fail

¢  On Linux platform always allow incoming SSH connections through the firewall

Introduction for CX based installation (push installation)

Install InMage Proxy Liplcadunified agent

to the CX Install through the
server (only for _ _
windows clients) configuration server CX Ul
through CX Ul
v J J

Figure 79: Push Installation

You will be able to install the unified agent on both windows and Linux platforms through the CX UL
The unified agent installer is located on the CX server. The proxy server (windows machine) is used to
perform installs on the windows clients. You will need to enter the IP address range of the clients,
domain name, user name and password.

The CX server transfers the unified agent to the windows clients through the proxy server, however this
is not required for Linux clients. The agent installer is started once it reaches the client machine. After
installing, these agents are pointed to the CX server. You will need to assign appropriate licenses before
using the agents

\!.(J Notes:

Push Agents cannot be un-installed from CX Ul
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Linux Client

Window Client

Window Client

Figure 80: Installing Agent from CX Ul

6.5.2 Install Hitachi Dynamic Replicator proxy

Step 76. You may install the Hitachi Dynamic Replicator Proxy server either on a separate box or

any of the windows clients where you intend to perform an agent install. Execute the

“Win_proxy_setup.exe”. The first screen appears, click “Next”

iis! setup - Push Install Agent

=1001x]

Welcome to the Push Install Agent
Setup Wizard

This will install Intage Systems Push Install Agent
5.101.GA 17037 on wour computer.

It iz recommended that you cloze all other applications before
contituing.

Click Mext to contitwe, ar Cancel bo exit Setup.

Cancel |

Figure 81: Push Install Agent

Step 77. Enter the CX server’s IP address then enter the HTTP port on which CX Ul is accessible.
Enter the user domain user name and password then click on “Next”
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il setup - Push Install Agent

CX¥ Input

Fleaze enter following data and click Mext.

Cx Server [P Address
f1001.30

Cx Server Port Murnber
Gl

Service User

IDev-DDmain Het

Paszword

< Back I Newt » I Cancel

Figure 82: Push Install Agent

Step 78. Click “Next” to install proxy server on the default location. You can change the
installation location through “Browse” tab.

{i5! setup - Push Install Agent

Select Destination Location
Were should Push Install Agent be installed?

J Setup will inztall Push Install Agent inta the following folder.

To continue, click Mext. IF you would like to select a different folder, click Browse.

Browsze... |

At least 51 ME of free disk space iz required.

< Back I et > I Canhcel

Figure 83: Push Install Agent
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Step 79. Click on “Install” to start installing the proxy server.

ﬁ,i‘a Setup - Push Install Agent

Ready to Install
Setup iz now ready to begin installing Push Install Agent on your computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination lacation: ;l
Chpuzhingtallsve

Kl

Figure 84: Push Install Agent

Step 80. The last screen appears after Click “Finish” to exit the installer

{5 Setup - Push Install Agent ==

Completing the Push Install Agent
Setup Wizard

Setup has finished installing Push Install Agent on wour
computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

Figure 85: Push Install Agent

“‘!I’J Notes:

Ensure that the required unified agent installer is uploaded to the CX Server.
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6.5.3 Install through CX Ul
To install agents through CX UI do the following:

Step 81. Access the CX Ul and then navigate to “System-> Installers”. You should now see the
“Manage” and “Settings” tabs. Click “Settings”.

System: Installers Logg|
v5.10.1.BETAD.1675.1 (RELEASE_5-10-1_BETAO_1675_4_Aug_2009_InMage).

Monitoring | Bandwidth Shaping | CX Settings | Agent Settings | License M. t | Agent Heartheat | Process Server Traffic Lo.
Failover | R te CX | ¥ersions and Patches | User Documents | Logs | Installers | RX Settings

Manage | Settings

Search CX Server
Install Agent on Remote Host Search

Installation History
Fl IP Address Status Yersion Upgrade Builds Available

Mo install requests found!!

Upgrade Delete Retry Uninstall

Upgrade Old Agents

Figure 86: Installers-Manage Tab

Step 82. To install the unified agent on windows clients you will need to select the Hitachi
Dynamic Replicator proxy server from “choose a push server for installation” drop down. For
installing unified agent on Linux hosts you do not need to select a proxy server.

Step 83. Upload the desired installers through “Upload Installers”.

Manage Settings

[] Agent Installers Choose a Push Server for installation

IndMage C¥ 5.10.1 Win?K3 BETAD 4Aug2?009.exe Qekdelywa027 [10.0.27 228 -Windows | | %

InMage CX TP 5.10.1 WinZ2K3 BETAD 4AuqZ?00d.exe Submnit Reset

InMage PI 5.10.1 Win2K3 BETAD 4Aug2009.exe

InMage UA 5.10.1 WinZ2K3 BETAOD 4AugZild.exe

procexp.exe

vacp.exe

vacp IAGd.exe

I

vacp Xb6d.exe

Delete

Upload Installers

CADasuments and atinge bz Dazkoptintta s ] Upload
Figure 87: Installers-Settings Tab




Step 84. Click “Manage” tab, and then click “Install Agent on Remote Host”

Manage Settings

IInstaII Agent on Remote Host |

Installation History

O 1P Address Status

Upgrade Old Agents

Upgrade Delete

Search CX Server
Search

Yersion Upgrade Builds Available

Mo install requests found!!

R etry Uninstall

Figure 88: Install Agent on Remote Host

Step 85. The interface changes to a three step process to install the unified agent from the CX UL

e  Select the desired OS type as Windows or Linux from the drop down.

e Enter the range of IP address

¢ Enter the host name when you want to install only on a single machine. You do not need to mention
the IP range while installing on only one machine.

e Enter the name of the domain

e Enter the user name for the “Remote Server User Name” field

e Enter the corresponding user’s password for the “Remote Server Password” and click “Discover”

Manage Settings
— D —3)—
Discover Inskall Set Install Revig
SEFvErs Options
Install Agent
Choose an OF type Yindows hd
Discover servers through IP or IP Range 10.0.27.26 - |37
Host Mame
Domain qa-domain
Remote Server User Mame administrator
Remote Server Password errrErr
Discover

Figure 89: Agent Installers

Step 86. The list of clients is displayed as a search result. Check the required IP address to install

agents. Click “Next”.

Remote Servers in the specified IP Range

[l w» Status Installation Status
) 10.0.27.36 O
10,0.27.37 [x]
Next >> Cancel

Host Name Message
qawkIIVE02Ta

qawIGERRR0ETa2 Mot reachable

Figure 90: Agent Installers
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Step 87.

Check the box for “Reboot Required”. Click “Next”. This will reboot the client machine

— ] —
o
Discover Instal
Servers

Installation Options

P Host Mame Demain User Mame Passvrord Installation Directory select All | Unselect all
10,027,236 qaw2k332vw2027a2 qa-domain | administrator e C:AProgram Filestinbdage Spster
<< Previous Mext == Cancel

3
Set Inskall Review
Options

Reboot Required

Figure 91: Agent Installers

Step 88. Check the required IP address for agent installation and click “Submit”.
Manage Lettings
o -
Discowver Inskall Set Inskall Rewigi
Servers Oplions
Reviewr
. . . Reboot
IP Host Name Donain User Name Installation Directory Required
10.0.27.36 | qawzk332wu2027aZ | ga-domain | administrator Ci\\Program YES
e Filez'3\InMage Systerms
<< Previous Zubmit Cancel Delete
Figure 92: Agent Installers
Step 89. The successful installation will display the “Installation Completed” message as shown
below.
Manage Settings
Search CX Server
Install Agent on Remote Host Search
Installation History
D IP Address Status Yersion Upgrade Builds Available
1 10.0.27.36 Installation Completed
Upgrade Delete Retry Uninstall

Figure 93: Agent Installation Completed
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Step 90. To view the installation details click the IP address of the required agent. You will able to
see the details as shown below.

[ Manage Settings

Install Host Details

Server IP Host Name Ds Type Licensed = Registered
10,0.27.36 | qaw2k332vw2027A2  WINDOWS NO NO
page [1 | of 2
Installation History
Status Message Build Last Updated Time Log
Installation Completed The installation of UA build was Succeded InMage_UA_S5.10.1_Win2K3_BETAO_4Aug2009 exe 2009-08-04 21:20:53 View Log
Back

Figure 94: Installed Agent Details

To view log details click “View Log” in the above UI.

“I:l) Notes:

Push installation through CX Ul is supported for both Linux and Windows agent on windows CX
server, where as push installation for Windows agent is not supported for Linux CX server.

When a machine has older agents, you can use the “Upgrade old agents” link to upgrade them.

6.5.4 Uninstalling Push agent
To uninstall the “Push Install Agent” do the following:

Step 91. Navigate to “Start->Programs->InMage Systems=>Push Install”. Click “Uninstall
Agent”.

fﬁ Accessaries 3
Adrninistrative Tools 3
LJ; Documents 4 Debugging Tools For Windows (x86)  »

Settings 3

Search 3

9) Help and Support

=] Run..

Shut Down,..

Figure 95

You will be prompted for a confirmation, choose “Yes” to uninstall the “Push Agent” from your CX UL

v

For Unix gunzip and scp must be installed at system's default path, added to $PATH variable and mut
be added in ./etc/profile.

Caution:

76



7 CX High Availability

7.1 Uncompress the CX HA installer

Before installing HA ensure that all the configuration servers, VX agents and FX agents are pointed to the

cluster IP address rather than the individual CX.

This will require two separate identical systems. After installing the primary CX server, proceed to install

the CX HA (high availability) binaries which are bundled separately. Uncompress the HA binary. This

can be done by the following command

tar -xvzf <name of the HA binary>

[root@R5SUIHAL ~ 1# cd ~homersinstaller~

[root@RS5UIHAL installerlit ls
InMage_CX-HA_5.10.1_RHELS5U1-64_BETAO_06fugZ009.tar.gz

[root@RSUIHAL installerl# tar —xvzf InMage CX-HA_5.10.1_ RHELSU1-64_BETAO_06AugZ0
09.tar.gz

ha_module/

ha_mnodu lenodentud

ha_moduleshaupgradedZto50.pl

ha_module-node_ntw_fail

ha_module-Constants.pn

Figure 96: Un-compressing CX HA binary

You will find a folder “ha_module” containing all the HA installation files and two tar files, one for

installing the FX agent while the other for installing the CX server.

[root@ERSUIHAL1 installerlst 1=

ha_nodule

InMage_CX¥_5.10.1_RHELSU1-64_BETA0_06Aug2009.tar.qz
InMage_CX-HA_5.10.1_RHELSU1-64_BETAO_06Aug2009.tar.g=z
InMage_FX_5.10.1_x86_64_RHELSU1-64_BETAQ_06AugZ009_release.tar.g=
install_ha.sh

unified uninstall.=zh

Figure 97: Un-compressing CX HA binary
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7.2 Fresh installation

Step 92. Start the “install_ha.sh” script to start the install process. The installer first checks for
existing versions of CX server. When there are no older CX versions present, you will be prompted to
install a fresh CX server.

[root@R5UIHAL1 installerI#t .- install_ha.sh

hecking for an existing CX server installation ...

X server should be installed for starting the HA Installation ...
o you want continue with CX Installation...? (YIN) default:(N)

Checking if RX server is already installed or not in the setup ...
Checking for installation platform compatibility ...

Checking for an existing CX server installation ...

End User Software License Agreement

This is a legal agreement between Customer and InMage Systems, Inc. ("InMage").
YOU MUST READ AND AGREE TO THE TERMS OF THIS END USER SOFTWARE LICENSE AGREEMEN
T ("AGREEMENT") BEFORE ANY SOFTWARE CAN BE DOWNLOADED OR INSTALLED OR USED. BY
CLICKING ON THE “ACCEPT" BUTTON OF THIS AGREEMENT, OR DOUNLOADING, INSTALLING OR
USING THE SOFTWARE, YOU ARE AGREEING TO BE BOUND BY THE TERHMS AND CONDITIONS OF

Figure 98: HA Installation

Step 93. The CX server will be installed first. You will be prompted to install the CX configuration
server or the process server or both. Ensure that you select option 3 to install both the CX and PS on
the same machine.

Do you agree to the above-displayed terms and conditions? : [YIN] y
You can install the following

1. CX¥-Configuration Server
Z. CX-Process Server
3. Both

Please make your choice (1 or 2 or 3) here : 3
Enter Configuration Server port [default 801:

Figure 99: HA Installation

Step 94. You will be presented with the list of NICs present on the machine. Choose the NIC to be
used by the CX server.
Step 95. You will be asked to enter the CX server’s IP address. Ensure that you enter a clustered

IP address here rather than the CX IP address. A clustered IP address is a common IP address for
both the primary and secondary CX servers. You will need to enter the same clustered IP address
while HA is being installed.

The following mastersfree NICs were detected as active on this system:
1 : etho 10.0.161.98

The network device and IP address present on the system are ! eth® and 10.0.16|
1.98

From function SetNICDetails of install.sh - Modified amethyst.conf successfully
Generating -host guid afresh ...
Please entelr the IP address of the Configuration Server here : 10.0.161.100

Figure 100: HA Installation
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Step 96. After the CX server is installed, the installer proceeds installing the HA binaries. During

installation you will be prompted for six inputs as marked in the picture below.

Host name for primary node: Enter the primary CX server’s complete host name

Host name for secondary node: Enter secondary CX server’s complete host name

Multicast group IP address: Enter a multicast group IP address. This should be used only by the
primary and secondary CX servers. Other CX cluster servers should use a different multicast IP
address. A multicast IP address range from 224.0.0.0 to 239.255.255.255 can be used when prompted
for an input

For hosts with more than one NIC, enter the desired NIC.

IP address of a ping node: A common IP address that can be pinged by both primary and secondary
CX servers. If the active node (primary CX server) cannot ping to this node then a failover is
performed to the secondary CX server.

Cluster IP address: Enter an unused IP address. Going forward this IP address will be used to access
the CX server. Recall that the same IP address was given while installing the CX server in the

previous step.

Starting the installation of the HA CX server

Copying the CX HA related config_menu.php.
Checking for Linux HA packages
heartbeat-pils... OK RI
heartbeat-stonith... 0

heartbeat-2.0... OK

PoRn AR PV ITE R R a B R TT] Hi

~ b= )
Enter hostname of primary node: RSU1HA1
Enter hostname of secondary node: RSU1HAZ
Enter multicast group IP address: 239.0.0.30
Enter network interface: etho

r ping node 1: 10.0.0.5
Enter cluster IP address: 10.0.161.100
topping High-Auvailability services:

logd is already stopped

Taking the backup of the existing ~home-susystems-admin-ueb-config_menu.

Preparing. .. HHH I R R R R R R s [1002]
1:heartbeat-pils HHH I R R R R R R s [1002]
Preparing. .. HHH I R R R R R R s [1002]
1:heartbeat-stonith HHH I R R R R R R s [1002]
Preparing. .. HHH I R R R R R R s [1002]
1:heartbeat HHH I R R R R R R s [1002]

php.

Enter IP address of ping node [ Please choose |an IP which is highly available fo

Figure 101: HA Installation

“‘!I’J Notes:

You can edit the file ha.cf or haresources in /etc/ha.d for any wrong input for CX HA installation.
For Primary Node host name and Cluster IP address edit both ha.cf and harecources files. For
Secondary Node host name, Multi cluster IP address, Network Interface and Ping Node IP address
edit only ha.cf file.
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Step 97. Finally the FX agent is installed; you will be prompted for the install location, to start the

FX agent on reboot and to start the FX agent after install. Choose accordingly and the installation

should proceed to completion. Ensure that the FX agent is set to start after reboot.

Where do you want to install the InMage FX Agent (default ~usr-/local-sInMage) :

Deployment directory for this FX instance : ~rusr-localsInMage-Fx

Installing the RPM package InMageFx-5.10-1 into -rusrrslocalsInMage-Fx~

New RPM package InMageFx-5.10-1 has been successfully installed...
CX =server seems to be installed in this machine ...

HostId i= present in the amethyst.guid file ...

Using this for FX agent too ...

Do you want to start InMage FX Agent (Y/N) 7 [¥]1 :y

Starting InMage FX Agent daemonm.....

Running the command :

~usrslocal/InMage Fxssufrd ~usrslocalsInMage Fx-sv.log ~usr-local/InMage Fxsconfig.ini

Installation process has finished.
[rooteRSUIHAL installerls |

Figure 102: HA Installation

‘!I"‘J Notes:

A multicast address is associated with a group of interested receivers. According to RFC 3171,

addresses 224.0.0.0 to 239.255.255.255 are designated as multicast addresses

Now switch on to the secondary CX server to repeat the same process. The configuration will be exactly
the same as mentioned above with the same values. Once HA installation is complete on the backup CX
server then confirm that the CX and HA services are running on both the primary and backup CX servers

!
% Caution:

When NICs are bonded after installing the CX HA binaries, you will need to edit the file

“fetc/ha.d/ha.cf” and change the line
mcast ethO 239.0.0.2 694 1 O (if eth0 is used) to
mcast bond0 239.0.0.2 694 1 O (to reflect bonded NIC)

Ensure that you reload the HA services for the new change to take effect using the command “service

heartbeat reload”
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7.3 Adding HA to existing CX

This section describes steps involved in installing CX High Availability also called CX HA on an existing
CX server. This will require an additional box identical to the primary CX to be deployed alongside the
primary node (existing CX server).

This is achieved in three steps:

Install CX HA
Install the CX HA on the primary and secondary nodes

Configure Agents
Point all VX and FX agents to the clustered IP address

Post installation tasks
Restart the tmanagerd service on the primary and secondary nodes

Install CX HA | | Configure Agents | | Post installation tasks
¢[nstall CX HA on primary node +Point the agents to the clustered *Restart tmanagerd service on
eInstall CX HA on secondary node IF address both the primary and secondary

nodes

Figure 103: CX HA Up-gradation Sequence

Before you begin

o Determine the cluster IP address to be used.

¢ Ensure that the same installer is used on both the primary and secondary nodes.
e Ensure both nodes have the same time.

7.3.1 Install CX HA on primary node
Phase 1: Checking/Installing CX Server

The installer will check for an existing CX server and skip installing the CX server when an updated version

is found.

[rootPinits145 Installersl# ls
InMage_CX-HA_5.10.1_RHELSU1-64_GA_07SepZ009.tar.g=
[rootRimits145S Installers1# tar -xvzf InMage CX-HA_S.10.1_RHELSU1-64_GrA_073epl009._tar.gz
ha_module~

ha_mnodu lesnodentwd

ha_modu leshaupgradedZto50.pl
ha_nodulesnode_ntw_fail

ha_modulesConstants.pm
ha_modulersdb_sync_src_pre_script.pl
lha nodu lessetresime
Figure 104: HA Installation
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Phase 2: Installing CX HA

CX HA is installed in the second phase, you will be prompted for six inputs during this phase

Host name for primary node: Enter the primary CX server’s complete host name

Host name for secondary node: Enter secondary CX server’s complete host name

Multicast group IP address: Enter a multicast group IP address. This should be used only by the
primary and secondary CX servers. Other CX cluster servers should use a different multicast IP
address. A multicast IP address range from 224.0.0.0 to 239.255.255.255 can be used when prompted for
an input

For hosts with more than one NIC, enter the desired NIC.

IP address of a ping node: A common IP address that can be pinged by both primary and secondary CX
servers. If the active node (primary CX server) cannot ping to this node then a failover is performed to
the secondary CX server.

Cluster IP address: Enter an unused IP address. Going forward this IP address will be used to access
the CX server. Recall that the same IP address was given while installing the CX server in the previous
step.

[root@inits145 Installers1# .~install_ha.sh

Checking for an existing CX server installation ...

Latest CX Server iz present continwing with the HA Installation ...
Starting the installation of the HA CX seruver

Preparing. .. REE A i R (100521
1:heartbeat-pils fiaidia g e Biaiaiziainibigie bininininiaiaiaidifiig pinidininiaininieininidiziziai g Rt pg
Preparing. .. REE A A R [100:2]
1:heartbeat-stonith HEE A i R [100:2]
Preparing... I HHHHEHHH I R e [100::]
1:heartbeat S i R (100321

Taking the backup of the existing <homersusystemns-admincueb/config_menu.php.
Copying the CX HA related config_menu.php.

Checking for Linux HA packages

heartbeat-pil=... OK

heartbeat-stonith... OK

heartbeat-2.0... OK
His

Conficuniaa ] i
B R

Enter hostname of primary node: HA1R5U1
Enter hostname of secondary node: HAZRSU1
Enter multicast group IP address: 239.0.0.3
Enter network interface: etho

Enter IP addres=z of ping node [ Please choose an |[IP which is highly available for ping nod
e 1: 10.0.0.5

Enter cluster IP address: 10.0.161.10Z2
Stopping High—fAvailability =services:

Figure 105: HA Installation

‘!IJ Notes:

A multicast address is associated with a group of interested receivers. According to RFC 3171,
addresses 224.0.0.0 to 239.255.255.255 are designated as multicast addresses
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Phase 3: Installing FX agent

The FX agent is installed in the last phase of the install. You will be prompted for the location where the FX
agent is to be installed

No previous installations of FX detected on this box...
RPM architecture found is : xB86_64
Uhere do you want to install the InMage FX Agent (default -~usr-local-InMage) :

Deployment directory for this FX instance : rusr-localsInMage-Fx

Installing the RPM package InMageFx-5.10-1 into ~usr~local/InMage-Fx~

New RPN package InMageFx-5.10-1 has been successfully installed...

CX server seems to be installed in this machine ...

HostlId is present in the amethyst.guid file ...

Using this for FX agent too ...

Starting InMage FX Agent daemonm.....

Rumning the command :

~uszr-local/InMage-Fx-sufrd ~usr-local-InMage-Fx-sv.log ~usr-localsInMage Fx- config.ini

Installation process has finished.
[root@imits145 Installersl# ]

Figure 106: HA Installation

7.3.2 Install CX HA on secondary node

Switch to the secondary node and install the CX HA, since there is no CX server present here, the CX HA
installer will start by installing the CX server. You will be prompted for five inputs while installing the CX
server.

e Accept the license agreement to proceed.

e  Choose the option number 3 to install both the configuration and process servers

e Ensure that you enter the same configuration port number for the secondary node (as entered for the
primary node).

e Choose the network card to be used

e Finally enter the configuration server’s IP address. Ensure that you enter the clustered IP address here
and not the actual secondary node’s IP address.

You should see the installer installing CX HA. Ensure that you enter the exact same inputs as in the
primary node.

‘!f} Notes:

After adding HA to the existing CX, If any PS is pointed to CS earlier then
DB_Host and CS_IP values in amethyst.conf should be changed to CX-HA Cluster IP.
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7.3.3 Configure agents
Point agents to clustered IP address

Access the agent machines command prompt and navigate to the VX agent install path to open the host
configuration interface through the “hostconfigcli” script.

Through the Global tab, point the agent to the clustered IP address. Similarly repeat the process for all the
VX agents

Host Config Interface
Pick the command vou wish to run.
Preszs E for help.

lEAlelaf=ll Lorent MNAT Logging Quit

CEX Zerwver settings

Enter IFP Lddre=ssz
IP: 10.0.161.10z2

Enter Port nwrber
FPort: S0

Figure 107: Host Configuration

7.3.4 Post installation tasks

Restart the tmanagerd service on both the primary and secondary nodes using the following command

Service tmanagerd restart

To check the HA service use the “/etc/init.d/heartbeat status” command. To check the CX
services use the command “/etc/init.d/tmanagerd status”. Both the commands will give the list
of services and their respective states. If any service is stopped, start them and verify if all of them are up
and running.

‘EIJ Notes:

After upgrading CX HA, the replication pairs show that a resync is required, you may perform a
resync at a later time.
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7.4 Upgrade HA
Before upgrading CX HA:

e  Stop the database sync FX job
o Update the passive node followed by active node.

To update the existing HA to new version of HA, copy the installers to the required installation path.

Step 98. Un-compress the installers using “tar —xvzf <name of the installer>" command.

[root@CSU164BG1058CHE 5. 1GAHATH# 1=

[rootBCSU164BG1058CE 5. 1GAHA]# tar -wvzf InMage CE-HAL 5.10.1 RHELSU1-64 GL 103ep
EO0D.tar.gz
ha_module/

ha wodule/nodentwd
Lar: ha_modulefnodentwd: time stawp 20059-09-10 00:44:50 is 27950 = in the futurd
ha_module/haupgrade42tDSD.pl

Lar: ha_modulefhaupgradEQZtDSD.pl: tiwe stamp 2009-09-10 00:44:50 is 27950 = in
Ehe future

ha module/node ntw fail

Lar: ha_modulefnode_ntw_fail: time stamp 20059-0%-10 00:44:50 is 27950 s in the 1
Lure
ha_module/Constants. pm

Ear: ha module/Constants.vm: time Stawp 2005-09-10 00:44:50 3 7950 in the £

Figure 108

Step 99. Execute the command “install_ha.sh”. It will detect for existing HA and ask to upgrade

it. Just hit “Y” to it. It start the HA upgrade process.

[rootBCETLG64EBGI055CE 5. 1GAHLA]H# . /install ha.sh
Checking for an existing CX server installation

Foout CE server 18 already installed in this setup

Would wou like to proceed with an Upgrade 2 [(T|HM) defsult: (H)
I

Ftarting the Upgrade process

Figure 109

Step 100. Start the database sync job back.
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7.5 Uninstall HA

To uninstall HA do the following;:

Step 101. Navigate to the directory where the CX HA was uncompressed
Step 102. Execute the “unified_uninstall.sh” script.
Step 103. You will be prompted for confirmation to remove HA, hit “Y” to uninstall or “N” to

abort uninstalling. The FX agent will be uninstalled first

[root@inits145 Installersl#t .- unified_uninstall.sh
Do you really want to uninstall HA =erver? [Y-N] [ default N 1 :

y

Stopping InMage FX Agent...
Killing SUFRD process 29493 ...

Removing the RPM package InllageFx—S Jd0-1 ...
RPN package InMageFx-5.10-1 was successfully removed from the machine.
Removing ~usr~local-.fx_versiom...

Removing ~usr-locals.fx_build_manifest...

Figure 110: Un-install HA

Step 104. You will be prompted for confirmation to remove the HA server, hit “Y” to uninstall or

“N” to abort uninstalling.

Do you really want to uninstall HA server? [Y-N]1 [ default N 1
u
grep: /usr/lucal/.fx_uéLsiun: No such file or directory
Stopping HA services ...

Stopping High-fvailability services:

[ OK 1
Reverting the file config_menu.php which is installed in the path /hg
b~
Remouing HA packages ...
Removing HA config files ...
Starting My3QL: [ OK 1

Starting hitpd:

Figure 111: Un-install HA

Finally you will be prompted to uninstall the CX-CS and CX-PS.

Do you really want to uninstall the CX-Configuration and CX-Process Servers 7 [Y/N1 [ def]
ault N 1 :

y

Stopping services ... I

Stopping inmsync [ Ok 1
Stopping mrtg [ OK 1
Stopping file replication [ 0K 1
Stopping BPM Module [ 0K 1
Stomning disk monitor thread [ OK 1

Figure 112: Un-install HA

86



8 Firewall configuration

You can configure your firewall to enable access to the required ports by Hitachi Dynamic Replicator-
Scout VX and FX agents. This is a quick reference guide and helps you to configure your firewall.

The following figures show the ports that are used by Hitachi Dynamic Replicator- Scout VX and FX
agents and the CX server. If your setup uses a firewall or an equivalent device at either the source or
target machine, ensure that you configure the firewall to enable access to the required ports.

Hitachi Dynamic Replicator- Scout uses TCP/IP infrastructure for local and remote data protection. When
used for local CDP based protection, both data and configuration communications typically happen over
the LAN. When used to implement a remote Disaster Recovery solution, the data and configuration
communications happen both over the LAN and the WAN links. The following sections detail the nature
of the communications between the VX and FX agents and the CX server.

8.1 VX Agent communications

The source and target VX agents never communicate to each other directly. All the communications
between the source and the target VX agents happen through the CX server. This means that the source
and target VX agents are essentially unaware of each other.

The VX agents communicate configuration and status information to the CX server over the HTTP
protocol. The default out of the box configuration uses HTTP over standard port 80. The source and
target VX agents use FTP/FTPS as the data transfer protocol to send and receive data from the CX server.
The target VX agents additionally can open connections to port 873 (RSYNC) of the CX server when using
offload resync.

VX Communication

VX Source Target

Process Server

e

CX Server (Config Server)

Figure 113: VX communication
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HTTP and FTP/FTPS protocols were explicitly chosen as the communication protocols due to their
firewall friendly nature. Almost all stateful firewalls come with rules predefined for both HTTP and
FTP/FTPS (i.e., there is no need to open a range of ports specifically).

8.2 Active Vs passive FTP

The FTP protocol comes in two flavors, Active and Passive. Active FTP uses fixed ports 20 and 21 on the
server side (CX Server). This makes it suitable for environments in which the server side has to be secured
well, presumably from unsafe outside client (VX target) access. In the absence of a stateful firewall, the
VX target side would have to open up all the ports above 1024 to unsolicited connections from the CX
server in order for the protocol to work. In Active, the server initiates connections and the client for the
data port.

In Passive, FTP clients initiate all connections, thus no client side firewall settings need to be configured.
The clients, however, do need to be able to access port 21, and all ports greater than 1024 on the server
side (CX Server).

By default, Hitachi Dynamic Replicator- Scout uses passive FTP connections.

8.3 Restricting passive FTP port range usage
In order to limit the range of ports greater than 1024 to be opened up to all client access, the CX Server
can be configured to use a fixed range of ports. This can be done by editing the “proftpd.conf” file under

“letc” by adding an extra line to the configuration file as shown below.

E /etc/proftpd.conf - root@10.0.1.85

[RGB K e MM
ServerType standalone
Defanltierver an
LllowitoreRestart an

# Port 21 is the standard FTP port.
Port 21

assivePorts 51000 519949 ‘

# Umask 022 iz a good standard umask to
# fron being group and world writable.
nask ooo

Figure 114: FTP Port Range

The port range is from 51000 to 51999. A service restart is required to see the changes in action. The
command “/etc/init.d/proftpd restart” performs a service restart. Confining passive FTP to a pre defined
set of ports reduces security risk when a stateful firewall is not present and ports ranges have to be
specifically opened.
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8.3.1 Switching to active FTP

Hitachi Dynamic Replicator- Scout also allows for using Active FTP as the default data transfer protocol.
This can be set in the CX Ul by navigating to “System-> CX settings”. The “FTP Mode” offers a choice to

switch on to “Active” while the default is “Passive” as shown in the picture below. Select “Active” and
click on “Submit”.

*H System: CX Settings

v5.10.1.BETAD.1671.1 (RELEASE_5-10-1_BETAO_1671_Jul_30_2009

Tooa

Monitorng | Bandwidth Shaping CX Settings | Agent Settings

Yolume Protection Failover | Remote CX | ¥ersions and Patches | User Documents

f Backup/Restore C¥ Settings

Filename Action

File Protection

backup_name Backup

r
S r

Clear FR. Logs by Date

o Auto Delete After

Zyaeks | W Subrmnit

Recovery

Disk Space Warning Threshald

pa

Alert if disk usage exceeds |50 £ Submit
System
’_. FTP Mode
M Aotive | W Subrnit

Trending

Figure 115: Active FTP
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8.3.2 FX Agent communications

The FX agents communicate configuration and status information to the CX server over the HTTP
protocol. The source and target FX (unlike the VX) agents communicate directly to each other. The data
transfer occurs directly between the source and target FX agents without any intervention of the CX
server. The data transfer protocol by default is a single socket connection to port 874 of the source or
target. Depending on the FX jobs push/pull configuration setting refer to “miscellaneous options” under
“Creating job groups and jobs”.

FX Communication

VX Source Target

Control path (HTTP)

CX Server (Config Server)

Figure 116: FX Agent Communications
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8.4 User interface communications

The Hitachi Dynamic Replicator- Scout user interface is web based and access to the web based interface

is through a HTTP server running on port 80 on the CX server.

8.4.1 Firewall configuration summary

The following table summarizes the firewall rules that need to be configured for Hitachi Dynamic
Replicator- Scout to function correctly.

Table 13: Firewall configuration

Inbound HTTP N/A N/A N/A N/A
(Default: TCP
Port 80)
Inbound HTTP N/A N/A N/A N/A
(Default: TCP
Port 80)
Inbound FTP N/A N/A N/A N/A
Or TCP (21 +
configured
Passive port
range)
Inbound FTP Outbound Outbound N/A N/A
Or TCP (20 + FTP or FTP or
21) (>1024) (>1024)
Inbound TCP N/A N/A N/A N/A
Port 873
N/A N/A N/A N/A Inbound
TCP Port
874
N/A N/A N/A Inbound N/A
TCP Port
874

Optionally port 162 can be allowed through the firewall for SNMP traffic.

8.4.2 Additional firewall configuration for Hitachi Dynamic Replicator- Scout
deployment

You should enable the following ports for configuring and remote deployment of Hitachi Dynamic
Replicator- Scout during installation and deployment:
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Table 14: Additional firewall support

Remote Desktop Connection or Terminal Client(3389) or PC
Anywhere (TCP 5631 ,UDP 5632)

9 Host configuration

9.1 Host agent configuration on Windows

To configure the host agent navigate to “Start->Programs->InMage Systems->Unified Agent->Agent
Configuration”, as shown in the following.

Brograms N Accessaries 3
Administrative Tools 3
1 Documents 3 i i

X9 = Debugging Tools For Windows (x86)  »

7 ] WinRAl 3

Settings 3 i -
T IRGIEE @ Unified Agent qgent Configuration
B InMage S A [ Rl < Agent Carfigurati

/-_J Search 3 ¥ ﬁ%’ Uninskall Agent
2 Unlack Drives

Figure 117: Agent Configuration Tab

The “Global” tab has following fields:

Enter IP Address: Enter CX IP address

Enter Port number: Enter http port number, default is port 80

Enable Fixed NAT Hostname: Enable the option to enter the NAT hostname.

Enable Fixed NAT IP Address: Enable the option to enter the NAT IP address next to it.
Click on “Apply”, applies the changes, and still keep the agent configuration window open.

PRl Host Agent Config N [=] S|
: | Agent I Logaing I Log 2n I

—CX Server Setbings

Enter IP Address: IlD.EI. 1.30

Enter Port number: IED

[ Enable Fixed MAT Hostname: I'u'x.ﬁ.gent

™ Enable Fixed MAT IF Address: | ]

Help | oK | Cancell F\ppl\;l

Figure 118: Host Agent Configuration-Global Tab
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“Agent” tab has the application cache folder and this is where it may be altered. Checking the “System
and Cache Volumes Registration” exposes the system volumes to the CX Ul For example C volume is
seen in the CX UL

Host Agent Config ;IEIEI

Global ~ Agent | Logging I Log Cn I

— ¥ Agenk
Application Cache Directory:

| C:\Program FilesiInMage SvstemsiApplication Data |

[ System and Cache Yolumes Redgistration

Maote: Changing cache directary requires the Following steps. Mot Following these
steps can resulk inko data loss,

. Stop svagents

. Wit For svagent and child processes to stop completely.

. Create the new cache directary

. Mave cantents From old cache directary to new cache directory
. thange cache directory using hostconfigelifhostconfigui

. skart svagents.,

= B TV S

Help | [a]'4 | Cancell Apply |

Figure 119: Host Agent Configuration: Agent Tab

Through “Logging” tab you will be able to configure VX logging options. Local logging is of two types:

“Debug Viewer”, and “Debug Log”. By default the remote logging is set to 3 and local logging is set to 0.

You can change it through scrolled button.

Host Agent Config ;lglil

Global | Agent  Legding | Log on |

Wi Logging Cptions

Local Logging:

Help | oK | Cancell Apply |

Figure 120: Host Agent Configuration-Logging Tab
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The table given below explains log levels

Table 15: Log level and severity of messages

Logging is disabled

Only FATAL messages are logged
Only FATAL and severe messages are
logged

Only FATAL, severe and error
messages are logged

Only FATAL, severe, error and
warning messages are logged

Only FATAL, severe, error, warning &
info messages are logged

Only FATAL, severe, error, warning,
info & debug messages are logged

All messages will be logged

To invoke the agent configuration execute the file “hostconfigwxwin.exe” under the agent installation
folder.

Through “Log On” tab you can configure FX Agent Log on. Choose “Local System Account” to install FX

agent on local system. To install FX agent on different system other than the local system, click “This
Account” button and give Login Name and Password for the system.

Host Agent Config - |EI|5|

| figent I Logging I Logon I

C# Server Setkings

Enter IP Address:  10.0.1,30

Enter Port number: IEED

¥ Enable Fixed MAT Hostname: IPROD—SER'\-'ER

[ Enable Fixed NAT IP Address: I 1]

Help | (o] 4 | Cancell Apply |

Figure 121: Host Agent Configuration-Log On Tab
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9.2 Host agent configuration on Linux

To configure host agent Unified Agent on a Linux platform, you have to configure VX and FX hosts
separately.

To configure FX agent, go to “/ust/local/InMage/FX” and edit open the file config.ini, and edit the FX
Agent IP ID in this.

To configure VX agent go to “/usr/local/InMage/VX/bin” and execute the command “./hostconfigcli”.
Change the default CX Server IP address to the required one.

III [N [ : IN: F f
Pick the command you wish to run.
Press E for help.

Agent NAT Logging Quit

CX Server settings

Enter IP Address
IP: 10.0.1.30f

Enter Port number
Port: 806

Figure 122: Host Agent Configuration
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10 Bypassing Hitachi Dynamic Replicator Driver

If there is system crash (on VX agent side with blue screen errors) due to unstable driver then the driver
can be deactivated. The following are the common cases when the driver may crash.

Boot.ini Settings to bypass Volume Filtering:

A boot option can be added to bypass volume filtering by DR-Scout. This option is case sensitive and no
spaces should exist between the option name (/INVOLFLT) and option value (BYPASS). That is, the

option should be specified as /INVOLFLT=BYPASS.

A typical “c:\boot.ini” would be similar to:-

File Edit Format Wiew Help
[boot Toader] Q
timeout=30
default=multi(0disk(0)rdisk{0)partition{l)\WINDOWS
[o [ferat'mg systems
tiC0dTsk(0rdisk(0Ipartition(1)\wINDOwsS="Microsoft windows P Professional"” snoexecute=optin /fastdetect

C:\boot.ini before change

Figure

123:

Boot.ini has to be modified by adding another line to operation systems section. Copy the existing line
which ends with “/fastdetect” and paste it above it. Then change the description section which is
“Microsoft windows XP professional” to "Bypass InMage driver", and add boot option
/INVOLFLT=BYPASS to the end of the line

The new line needs to be after “[operating systems]”

B boot.ini - Notepad 1Ol x|
File Edit Format Wiew Help

[hoot Toader] -
timeout=30 _I

céefau'lt_mu'lt-l Caodi ?k Coordisk(0dpartition(1)\wWINDOWS
ms

Needs to be right after "[operating systems]"

Figure 124:

Then save the file and reboot to see the change in boot menu.
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