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1. Overview of TRBL

The figure below shows the flowchart of creating and reporting the SIM and SSB after the DKC
microprogram has detected a failure. It also shows the section of maintenance manual which should
be referred to.

Technical support
HOST Division *
ﬂ x ﬂ Diagnostics
VY A
—>| SSB SIM
2 O\

ACC

A4

SSB log

)=
@g<:

< b

SSB SIM ACC
Section Section —‘ Section —‘
T T

Perform the maintenance work based on SIM and ACC in DW700.

Since the storage system starts its maintenance work based on the SIM and ACC, if a failure occurs
check the ACC first and start troubleshooting.

For the failure which does not produce the ACC, isolate the failed part depending on its
phenomenon.

*. Technical Support Division: Responsible section of maintenance service and technical
support.
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2. Point out a Failed Part

[1] The ACC has been collected See TRBLO03-10
[2] The ACC has not been collected See TRBL03-40
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3. Isolating a Failed Part
3.1 Analyze the SIM log, SSB log or Remote Diagnostic Data

MFC=Main Failure Code
FPC=Failure Parts Code

Has the ACC
been collected?

W

Yes < To Subsection 3.2 >
(TRBL03-40)

If the log is

SIM log then reconfirm
reference code of the SIM log.
Are there same reference code and
same FPC in the following
table?

Find out work ID from FPC Execute the Recovery Procedure
at ACC SECTION. (ACC00-00) of the reference code.

l

Execute “REPLACE
Section” of the work ID.

TRBLO3-10



Hitachi Proprietary

DW700

Rev.3 / Febh.2013, Sep.2013
TRBL03-20

Copyright © 2012, 2013, Hitachi, Ltd.

Reference Code

Recovery Procedure

DF6XXX, DF7XXX

DF8XXX, DFOXXX

4.1 Isolation and Recovery Procedures for Common SAS Error
(TRBLO4-10)

1400X0, 73XXYY

4.2 Recovery Procedure for DKC processor failure/SVP failure (TRBL 04-40)

3999XY

4.3 Error Recovery Procedure during CHB/DKB replacement (TRBL04-70)

FFF50X

4.5 Recovery Procedure for Cache Error (Both sides) (TRBL04-120)

452X XX, 462X XX,
455X XX, 465X XX,
454X XX, 464X XX

4.7 Drive failure recovery procedure (TRBL04-140)

FFE30X, FFE800

4.8 Recovery Procedure for Cache Memory Capacities Inequality (TRBL04-290)

FFFOXX, FFF1XX,
FFF2XX, FFE2XX

4.9 Cache Memory Error Isolation Procedure (TRBL04-330)

CF90XY 4.10 Recovery Procedure for LDEV Blocking (TRBL04-350)
DFAXXX, DFBXXX

EFOXXX

BFAA1X 4.11 Environment monitors PS status disagreement error (TRBL04-380)
BF4XXX, BF5SXXX, |4.12 PSwarning error (TRBL04-440)

BF6XXX

BFCOXX, BFC1XX

4.15 Recovery Procedure for Injustice CE MODE and Injustice CE DATA
(TRBL04-500)

3072XY 4.17 Recovery Procedure for the Case Where the CHK 3 Threshold Over Occurs
(TRBLO4-570)
BFA2XX 4.23 At The Time of External Temperature Discrepancy Detection (TRBL 04-660)

BF11XX, BF12XX

4.24 At The Time of External Temperature WARN (+ or -) Detection
(TRBL04-690)

BF10XX 4.25 At The Time of External Temperature ALARM Detection (TRBL04-710)
BFD31X 4.26 Recovery Procedure for forcible volatile mode (TRBL 04-760)

FFCEOX, FFCFY X, |4.27 Corrective action in cache volatilization (TRBL04-780)
6100-02
FFCCOX 4.30 Recovery procedure when MAIN Blade patrol check error occurs

(TRBL04-840)

BFB11X 4.31 Environment monitors inter-MN communication error (TRBL04-860)
BFAF1X 4.32 Environment monitors MN error (TRBL 04-880)

BF13XX, BF14XX

4.33 Recovery Procedure When MPB/MAIN Temperature Abnormality Is
Detected (TRBL04-890)

BFD1XX

4.34 Recovery procedure when Battery Charge Empty is detected (TRBL04-900)

D4axXYYY

DBXYYY, D48Y-YY,
D4EY-YY, DBEY-YY,
D4DY-YY, DBDY-YY

2180XY, 2182-XY

5. TrueCopy/HAM Error Recovery (TRBL05-10)

(To be continued)
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(Continued from preceding sheet.)

Reference Code

Recovery Procedure

47DXYY, 47E700,
4BOXY'Y, 47E600,
4B2XY'Y, 47E500,

7. Shadowlmage Error Recovery (TRBL07-10)

47E000
2190XY 8. Recovery procedure of AL_PA conflict (TRBL08-10)
A7FY XX 9. Volume Migration Error Recovery (TRBL09-10)
21D0OXY, 21D2XY, |14. Externa Storage Maintenance (TRBL 14-10)
EFDO000
47ECO0 16. Recovery procedure for Thin Image (TRBL 16-10)

4B3XYY, 7TFF104

16.2 Procedure for Recovery from Thin Image failure (TRBL 16-20)

601X XX, 602X XX

16.3 Procedure for Recovery from Pool failure (TRBL16-40)

603000 16.4 Procedure for Recovery from Pool failure (TRBL 16-50)
670000 16.6 Procedure to recovery from Thin Image failure (TRBL 16-70)
623X XX 18.3 Recovery procedure for the Pool failure (TRBL 18-40)
624000 18.5 Recovery procedure for the Pool failure (TRBL 18-60)
625000 18.6 Recovery procedure for the Pool failure (TRBL18-70)
627X XX 18.7 Recovery procedure for the pool-VOL blockaded (TRBL 18-80)
628000 18.8 The release procedure for the Protection attribute of Data Retention Utility
(TRBL18-81)
DFAOXY Collect Dump/Log and T.S.D. call
EF50XY
6600X X
7C0300 19. Correspondence when detecting the audit log FTP transfer failure

(TRBL19-10)

180000, 180100

21. Failure Recovery while Using the System (TRBL 21-10)

CF12XX, AC50XX

23. Recovery when power off or SAS PORT blockage occurs (TRBL 23-10)

30A100 24. Recovery procedure for DKC blocked (TRBL 24-10)
7FFAQO 25. Synchronization time failure (TRBL 25-10)
3A0XYY 27. Recovery procedure for LDEV Blockade by the effect of microcode error
(TRBL27-10)
7C0400 28. Recovery procedure for Abnormal End of DumpTool (TRBL28-10)
FEOOX X 29. Procedure when SIM = FEOOX X |Is Generated (TRBL29-10)
FEO2XX 30. Procedure when SIM = FEO2XX |s Generated (TRBL30-10)
50EXYY 31. Recovery Procedure When No Charging of FMD Occurs (TRBL31-10)
50F000 32. Recovery procedure when Flash Module Drive micro-program version
warning occurs (TRBL 32-10)
661000 33.1 Recovery procedure when acquisition failure from key management server
(TRBL33-10)
DEFOXX 34. Quorum Disk Error Recovery (TRBL34-10)
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3.2 A failure has been reported to the customer but the DKC has not been connected to
the Remote Maintenance

Isolate the failed part depending on the following phenomenon.

[1] SIM has been reported -- TRBL03-50
[2] SSB has been reported TRBL03-60
[3] OS cannot recover the storage system error (Job ABEND) TRBLO03-70
[4] The Alarm lamp on the storage system panel has light up TRBL03-90
[5] Procedure for recovery from SVP failure TRBLO03-150
[6] A failure has occurred when turning the power on TRBL03-250
[7] The power cannot be turned off TRBL03-260
[8] Multiple parts have failed TRBL03-280
[9] Web Console failure ---- TRBL03-310
[10] Recovery procedure of HDD/DB installation failure TRBL11-10

TRBL03-40
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3.2.1 SIM has been reported

3.2.1

Refer to the SIM log and
collect the ACC.

Reconfirm
reference code of the SIM log.
Are there same reference code
and same FPC in the
table of TRBL03-20?

(TRBL03-10)

(See SVP/ACC Section)

Yes

!

Execute the Recovery Procedure
of the reference code.
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3.2.2 SSB has been reported

322

| Refer to the SSB log. | (See SVP Section)

l
(TRBL03-10)

TRBLO3-60
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3.2.3 OS cannot recover the storage system error (Job ABEND)

Doesthe ALARM
light up?

(TRBL03-90)

Doesthe BSON LED
of the DKC light?

Isthe AC breaker
No

of the device connected
with the DKC on?

Thereisapossibility of a power
outage or apower failurein the
equipment. Confirm whether a power
outage occurred and there is an
abnormality in the equipment.

Has a power

outage occurred or isthere an No

!

Turn on the AC breaker of the DKC,
and turn on the PS ON of the device.

abnormality existsin the
equipment?

Yes

After removing the cause of the
power outage or the power failurein
the equipment, turn on the PS ON of

the device.
Has the job been Yes
abnormally ended? l
No No

Isthere repeatability?

Execute the search of the DKCPS
failure. (Refer to “4.12 PS warning
error” (TRBL04-440))

Collect the command and trace using the OS.

@

(TRBL03-80)
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TRBLO03-80
(TRBL03-70) ¥
Check the SIM/SSB log and the
collected ACC.
Check SIM/SSB log. (Refer to SVP/AC(j/ SECTION.)
v
Troubleshoot the failed part following
Is there any Yes “3.1 Analyze the SIM log, SSB log or
failed part? Remote Diagnostic Data”.
No v
No Has the failure been
recovered?
END (*1)
Is there any
failed CHL,connector, Yes 1
ble?
or cable Replace the failed connector or cable.
lNo )2
Has the failure been
Are the system recovered?
configuration information and No

the PCB jumper settings correct?
Compare to the
work sheet,

i

Set the system configuration
information and the PCB jumper
settings correctly.

v

lYes

The customer
allows system be
restarted?

Execute the PS off - PS on . |

v

Has the failure been
recovered?

Is a failure detected? No i
( Restart the system. >
Troubleshoot the failed part using
the ACC of the detected failure.
N
Has the failure been Yes

recovered?

lNo
T.S.D Call

*1:

l

If you finished the Maintenance, do SIM complete. (Refer to SVP02-590)
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3.2.4 The Alarm lamp on the storage system panel has light up

Is1/O operation
available from host
computer?

Yes

No Open “Maintenance” Screen.

Open “Maintenance” Screen.

DKC-SVP
communication time-
out?

DKC-SVP
communication time-
out?

O Yes
(TRBL03-100) Collect Dump/Log. @ ( 31 )

(See SVP02-610) (TRBLO03-10) (TRBL03-100) (TRBL03-10)

The customer
allows storage system
be restarted?

No

PS OFF.

Status of
“CACHE of cluster 2"
isnormal?

|s storage system
powered OFF
normally?

Open “Maintenance” Screen. | | Breaker OFF. |

| Wait for 5 minutes. |

DKC-SVP
communication time-
out?

Yes

CFM STATUSLED
Blue) of the MAIN Blad
light on?

Yes

Status of
“CACHE of cluster 1"
isnormal?

Yes

No | Wait for 35 minutes.

No

oo ]

| PSON. |

é (TRBL03-110)
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(TRBL03-90)

Close the “Windows”.

Press the SVP PS OFF switch.
(See LOC03-90, LOC03-110)

Wait for one minute.

Press the SVP PS ON switch.
(See LOCO03-90, LOC03-110)

Hasthe DKC-SVP
connect timeout been
recovered?

Yes

No

Replace the PC.
(then install the latest
microcode)

Has the DKC-SVP
connect timeout been
recovered?

@

(TRBL03-90) (TRBL03-10)
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(TRBL03-90)

Doesthealarm
lamp light on the system
panel?

Yes

No

Open “Maintenance” Screen.

DKC-SVP
communication time-
out?

Open “Maintenance” Check whether a
blocked part exists or not.

Replace ablocked part if it exist.

(See REP01-310)

l

END

No

Collect Dump/Log.
(See SVP02-610)

| PS OFF.

|'s storage system
owered off normally?

Replace blocked processor.
(See REPO1-310 for
replacement procedure)

l

END

Yes

Open “Maintenance” Screen.

| Breaker OFF. |

DKC-SVP
communication time-
out?

Status of
“CACHE of cluster 1”
is normal?

Status of
“CACHE of cluster 2"
is normal?

Yes

Wait for 35 minutes.

| Breaker ON. |

l

@ (TRBL03-120)
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Did the ALARM

Yes

light up during the replacement
of the MAIN Blade?

Do the “RefCode = FFF4”
(cache area blocking SIM) or
“RefCode = FFE2” (Shared
Memory area blocking SIM)
exist on the SIM log?

Do the “RefCode =
32XX, 33XX,34XX”
(Access path blocking SIM) exist
on the SIM log?

Remove MPB.
SVP operation is
unnecessary.

| Breaker ON |
I
| PS ON |

Does the alarm lamp
light on the systempanel?

Remove the
replaced MAIN Blade.

Remove the MAIN Blade
found in FPC.

— >

Yes

Remove the Parts found

in FPC.
| Breaker ON
[
| PS ON

Does the ALARM
light up?

Replace removed PCB with
new one (See REP01-300)

Open “Maintenance” Screen.

DKC-SVP

v

END

Communication
time-out?

| PS OFF |
[
| Insert removed PCB |

Have you executed
procedures for all MPBs?

T.S.D Call

Collect Dump/Log
(See SVP02-610)
|
Replace blocked
or faulty PCB

Replace removed PCB
with new one
(See REP01-300)

J

END
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Blank Sheet
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Blank Sheet
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3.2.5 Procedure for recovery from SVP failure

3.2.5.1 When connection to the SVP (remote computer) cannot be made

Connection to the SVP
(remote computer)
cannot be made.

No

Isthe SVP POWER LED
of the SVP on?

y

Make arecovery from the SVP
power failure. Go to Section
“3.3 SVP Power Trouble Shooting”.

LEDO of
the SVP STATUS LED of

No

SVP blinks and LED7 ¢
turnson?
If the LEDO does not blink and
Yes the LED7 does not come on after
waiting for five minutes, go to Section
Check again if the IP address is wrong. “3.3 SVP Power Trouble Shooting”.
Isthe IP address correct? No $

Make the connection again
with the correct | P address.

Reboot SVP.
(See SVP01-161)

No

Can Connect to SVP?

!
®

(TRBL03-151)

END

Erase the log when the recovery procedure is completed.
(Refer to pages SV P02-180 and SV P02-590.)
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7

Disconnect the storage system from

the LAN and operate SVP RAS Switch#4.
(Refer to pages SVP01-180) (*1) *1: An|P address and a password of SVP are

initialized by SVP RAS Switch #4.

Try to make a connection to
126.255.255.15 after waiting for
ten minutes.

Is the window
for entering a username and

No

apassword displayed? $
Replace the SVP.
Yes
Enter a username “maintenance”, a
password, “raid-mainte”, and log in.
Was the connection successful ? No $
Yes Replace the SVP.

Set the regular |P address and password.
(When the password has not been
changed, change the IP address only.)

l

END

Erase the log when the recovery procedure is completed.
(Refer to pages SV P02-180 and SV P02-590.)
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3.2.5.1.1 SVP OS Recovery procedure

<Pre procedure>
1. Open the rear door.

2. Turn off the power for the SVP. (Press “OFF” switch for 5 seconds or more.)
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[SVP OS Recovery Procedure]

(1) Confirm the power status of the SVP (It should be off). If the “SVP POWER LED” is off, then
the SVP’s power status is off (SVP DCIN LED is always on).

> ! — =] 000000
/ OS Recovery
Tool USB
SVP POWER LED @ @ SHUT DOWN LED
SVP DCIN LED 70 SVP HDD LED

0000 0000
g) 00 0000 0000

1 4 1 4

\_Y_}

PHR/ SHUT,
oFF DR/ ST/ SypSTATUS LANSTATUS

S s
[

RAS

CL2MNT

ON{ CLIMNT

SVPPSON/OFF ~ PSON PS OFF
INH Switch Switch ~ Switch LED7 ~ LED4
(SVP RAS SW #1) sese

LED3 LEDO

Fig. 3.2.5.1.1-1 System structure of the DW700

(2) Set the SVP PS ON/OFF INH switch (SVP RAS SW #1) on the SVP to ON (lower position).
And insert the “DW700 SVP OS Recovery Tool USB” to the USB port, and press the “ON”
switch. Then, the SVP will start (“SVP POWER LED” will be on).

(3) A few minutes after from the SVP started, “OS Recovery Tool” will be loaded from the USB
port, and executed.
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(4) OS Recovery Tool performs recovery of the OS from the Backup partition.
This process requires 15 minutes (* 1).

*1: Do not turn off the power of SVP during this process. It might cause fatal error to the
SVP.
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(5) After 15 minutes, turn off the power of the SVP and remove the “OS Recovery Tool USB”,
and turn on it again.

If the recovery process finished abnormally, then retry the recovery procedure.
If the process finished abnormally again, the SV P has some hardware failure.
(It requires replacing the SVP)

(6) After the OS recovered normally, the Security Patch Programs should be installed to SVP
(Please refer to each ENC about the details of them).

(7) Atthefinal step, install the Microprogram to the SVP. And, after the final step finished, set the
SVP PS ON/OFF INH Switch (SVP RAS SW #1) on the SVP to OFF (upper position).
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3.2.5.2 About Other SVP troubles

(1) Action when the “Set Network Location” dialog is displayed.
“Set Network Location” dialog might be displayed on the SVP screen at the opportunity when
the network environment of Public LAN changed.
There is no influence on the SVP function by this screen’s being displayed.
Please close according to the following procedure.

(a) The “Set Network Location” dialog.

4 Set Network Location

T
5 .t Set Network Location

Select a location for the 'Network 3’ network

Wind omes will automatically apply the correct network settings for the location.

/‘ Home
" * Choosge this for a home or similar location. Your computer iz discoverable and vou can see
'._l ii other computers and devices.

Work
‘ : } M Choose this for a workplace or similar location, our computer iz discoverable and pou can
& zee ather computers and devices.

_ Public location

—~ Choose thiz for aipports, coffee shops, and ather public places or if pou are directly
connected ta the Internet. Dizcovern of other computers and devices is limited.

Custamize the name, location type, and icon for the netowork
Help tne choose

Cancel |

(b) How to close the “Set Network Location” dialog.
Press (CL) the [Cancel] button in the lower right of the dialog.

TRBLO03-200



Hitachi Proprietary DW700

Rev.0 / Jul.2012
TRBL03-210

Copyright © 2012, Hitachi, Ltd.

(2) Action when the SVP HD (Hard Drive) may be failed.
If SVP HD (Hard Drive) may be failed, do as following procedures.

(a)

Set SVP RAS Switch#1
Set the SVP RAS Switch#1 (SVP PS ON/OFF INH Switch) on the SVP to ON.

(b)

Select [Run]
Select (CL) [Run...] from the [Start] menu.

(c) Execute of disk check
Enter the following command in the SR =
113 KX
Open' bOX and SeleCt (CL) the [OK] == Typethe name of a program, folder, document, or Internet
button resource, and Windows will open it for you,
Open: | Chkdsk c: /r -vj
Chkdsk c: /r &7 This task will be created with administrative privileges.
OK I Cancel Browse... i
(d) Schedule of disk check

Please input [Y] to the message of
“Chkdsk cannot run because the volume
is in use by another process. Would you
like to schedule this volume to be
checked the next time the system
restarts?”.

NOTE: The disk check of SVP is
performed after the reboot of
SVP. A disk check takes about 1 hour.
(Time changes in the state of SVP PC.)

(e)

SVP reboot

Press SVP PS OFF Switch, and SVP is stopped.

Make sure that SVP POWER LED is off, and then press SVP PS ON Switch. SVP is
started. (See LOC03-90)
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(f) Displaying the Event Viewer

Please start an event viewer, after a disk check is completed and SVP started, and select

(DC) [Windows Logs]-[Application].

(g) Display of diagnosis result

Select (DC) the thing of “Wininit”

from [Source] of the list of events.

(h) Details of diagnosis result
The result of the disk check is

"G'é'héré't"f' e |

¥ Event Properties - Event 1001, Wininit

displayed.

Log Name:
Source:

EventID:

Level:

User:

OpCode:

More Information:

Checking file system on G
The type of the file system is NTFS,

A disk check has been scheduled.
Windows will now check the disk.
linahle to inifialize an evtent lict for attribite fune (80 with

Applicatian
Wininit
1001
Information
N/A
Info
Event Log Online Help

Logged:

Task Category:
Keywords:
Computer

e [s

6/24/2010 7:06:09 PM
None

Classic

R700CPC

Close

(1) Completing Setting of SVP RAS Switch#1

Set the SVP RAS Switch#1 (SVP PS ON/OFF INH Switch) on the SVP to OFF.
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(3) Action when the “Your user profile was not loaded correctly.” popup is displayed.
“Your user profile was not loaded correctly.” popup might be displayed on the Task tray of
Windows at the opportunity when the SVP logged in.
The SVP function might not work correctly.
Please deal with it according to the following procedure.

(a) The “Your user profile was not loaded correctly.” popup

G e e e

(@4 craste Paols

&3 Add External Volumes

Your user profile was not loaded correctly! *

You have been logged on with o temporary profile.
Changes you make to this profile will be lost when you log
off. Please see the event log for details or contact your
administrator.

START

| Log off the SVP. |

| Log in the SVP. |

Wasn't the popup window
displayed ?

Yes

| Reboot the SVP. |

| Log in the SVP. |

Wasn't the popup window
displayed ?

Yes

Replace the SVP. | | Recovery complete.
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(4) Action in the case you cannot operate SVP because the SVP screen is not displayed (black
screen) etc. when logging into SVP.

Reboot SVP and log in again according to the following procedure.

* SVP reboot
1. Press SVP PS OFF Switch, and SVP is stopped.

2. Make sure that SVP POWER LED is off, and then press SVP PS ON Switch. SVP is
started. (See LOC03-90)
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(5 When performing maintenance operation through the remote connection (RDP) with the
maintenance PC (Console PC), we sometimes have to choose a drive from the drive drop-down
list displayed on the operation screens such as micro-replace screen and configuration-backup
screen to continue an operation.

Occasiondly, if adrive letter is not displayed in the drive drop-down list or if adrive letter is
displayed repeatedly in the same drive drop-down list, we have to cut off the connection with
the maintenance PC (Console PC) and then reconnect to the maintenance PC (Console PC) by
the remote connection (RDP) again. After that we should make the drive drop-down list screen
redisplay, and then we can continue our maintenance operation.

There have two ways to make the drive drop-down list screen redisplay according to different

operations as below.

(@) When operating on the micro-replace screen, to make the drive drop-down list screen
redisplay, we should click the [Cancel] button to close the micro-replace screen and reopen
it again, then the drive drop-down list will be refreshed.

Microprogram Enchange |
—How
% Oniine FC or
" Offline FC Cancel
— From
FC-Dirive
& CD-ROM
f* Syp I 'I
" Hard disk
™ Yersion down " Cliert PC I jv
Fleaze choogze haw to exchange the micropragranm
and where iz it from.

(b) When operating on the configuration-backup screen, to make the drive drop-down list
screen redisplay, we should click the [Refresh] button, and then the drive drop-down list

will be refreshed. _
lsciectvea |
[CHF36EEI]

Backup processing of configuration information will skart, Please
select the SYP or a client PC and insert a media.

Drive iz zelected

= SHP % Client PC
pisk . S - | _ Fefesh |
] I Cancel |
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3.2.6 A failure has occurred when turning the power on

Dose the DKC Yes

ALARM light up? \L \L

324 ) (TRBL03-90)

<Check the PDU breakers>

Caa D omanezam

Open Maintenance Screen.

DKC-SVP communication
timeout?

Check the maintenance window and
analyze the failure part.

|
(321 ) rBLO3-50
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3.2.7 The power cannot be turned off

3.2.7

Does the DKC
ALARM light up?

Yes

To Subsection 3.2.4 No

(TRBL03-90)

Reboot SVP (See SVPO1-
160 to reboot SVP.), then
collect Dump and Log.

Turn off the PDU
breakers.

Retry the procedure which
is Initial Installation or
Disruptive Installation or
Disruptive De-installation.

Is Initial Installation
or Disruptive Installation
or Disruptive De-installation
procedure in execution?

Does a SIM log
have only Reference Code =
BFAA1X” or “BFAF1X”

Recover according to ACC
of the SIM, and retry
PS OFF operation.

Yes

Can the
maintenance window of
SVP be operated?

Is WRITE

PENDING DATA of Yes

the cache under decreasing?
See SVP02-200.

No

Does the SIM of
Reference Code = “388F00”
or “389F00” exist?
(NOTE)

Yes

Does the SIM of
Reference Code =
“389F00” exist?

Yes

No

Collect Dump and Log.
See SVP02-610.

Is WRITE
PENDING DATA of
the cache under decreasing?
See SVP02-200.

Have 20 minutes
past after the time that WRIT
PENDING DATA of the cache
stopped decreasing?
See SVP02-200.

Yes

T.S.D. call

TRBLO03-260



Hitachi Proprietary DW700

Rev.0 / Jul.2012 Copyright © 2012, Hitachi, Ltd.
TRBL03-270

NOTE:

* There is a case that it takes more than 10 minutes to report SIM of Reference Code “388F00”
or “389F007, and that especially it takes about 1 hour in case that emergency destage does
not complete.

* There is a case that PS OFF procedure is normally finished, even after SIM of Reference
Code “388F00” or “389F00” is reported.

* If DW700 is powered off when external storage mapped by DW700 is PS OFF or power
failure, there is a possibility that DW700 cannot be turned off. (Because Write Pending data
of the external storage mapped by DW700 remains in Cache of DW700) SIM = 388F00 is
reported. In this case, execute “Disconnect subsystem” operation of UVM after starting up
the external storage and power off DW700. And execute the power off procedure of external
storage.
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3.2.8 Multiple parts have failed

Maintenance Priority

If there are many parts which need maintenance in the system, you should plan the maintenance
schedule under the priority mentioned in this page.

If you have to maintain two parts, first you should maintain a part whose priority is higher than the

other.

Table 3.2.8-1 shows that a part with a smaller priority number has a higher priority.

In the following cases, go to the maintenance work of the next priority.

» Thefailure part isremained even if the maintenance with ahigher priority is performed.
» The higher priority maintenance isfailed, or the higher priority maintenance procedureis

suppressed.

Table 3.2.8-1 Priority Table

Priority Parts name Maintenance method

1 MPB Replace

2 MAIN Blade Replace

3 DKB Replace

4 CHB Replace

5 CACHE DIMM Replace

6 ENC Replace

7 HDD Replace

8 LDEV Format or Restore
9 Hardware etc. Replace

10 Software Exchange
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Maintenance Priority Flow Chart

| Check SIM |

I
| Complete the SIMs of the recovered parts }—

Replace the MPB

*1: Include the case which maintenance
procedure is suppressed by error message.

Isfailure MPB not recovered?
(*1)
No

Replace the
MAIN Blade

Isfailure MAIN Blade (*1
not recovered?
No

Replace the DKB

Isfailure DKB not recovered?
(*1)
No

Replace the CHB

Isfailure CHB not recovered?
(*1)
No

Replace the
Cache DIMM

Isfailure Cache DIMM 1
not recovered?
No

Replacethe ENC

Is failure ENC not recovered?
(*1)
No

ACC for HDD?

Replace the HDD

No

Isfailure HDD not recovered?
(*1)
No

v

if necessary

Recover the LDEVs

Isfailure LDEVs not recovered?
(*1)
No

Replace the Hardware
directed by ACC

Isfailure Hardware (*1
not recovered?
No

ACC for Software

Exchange the Software
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3.2.9 Web Console failure

Did Delete LU of Universa
Volume Manager fail in
Error Code = 0605 89667

No

Did V-VOL deetion of Thin
Image fail in Error Code =
3205 89667

Did DP-VOL deletion of
Dynamic Provisioning fail in
Error Code = 3205 89667

No

l

Take action referring to “14.2.6
Recovery Procedure when Delete LU of
Universal Volume Manager Fails’
(TRBL14-120).

l

Take action referring to “16. Recovery
procedure for Thin Image”
(TRBL16-10).

A

Take action referring to “2.5 Actions to
Be Taken According to Result of
Troubleshooting” (WEB02-110).

Take action referring to “ 18.2 Recovery
Procedure when DP-VOL Deletion of
Dynamic Provisioning Fails’
(TRBL18-30).

!

END
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3.3 SVP Power Trouble Shooting

Does SVP operate
normally?

Check ACTION CODE.

Wasit within
five minutes from Breaker
OFF to Breaker ON?2

Breaker ON after waiting for
five minutes or more.

Press the OFF switch and
wait for one minute.

Isthe POWER
lamp on?

Press the OFF switch
for five seconds or more.

Was the POWER
lamp off?

Yes

IsDCIN on?

Press the ON switch and wait
No for five minutes or more.

Was the POWER
lamp off?

Replace SVP.

Did SVP start
normally?

Were both DCIN and
the POWER lamp on?

Wait for five minutes or more.

Did SVP start No
normally?

END T.S.D. cdl
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DCIN LED
PS OFF switch

Fig. 3.3-1 Parts Location
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3.4 Trouble Recovery Procedure in Exchanging Micro-programs

Perform MICRO06-10 of MICRO-FC
SECTION.

END
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3.5 Micro-program version mismatching

Is there any
other failure part?

Recover other failure part.

Perform MICRO06-40 of MICRO-FC
SECTION.

END
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4. Error Recovery

4.1 Isolation and Recovery Procedures for Common SAS Error
(SIM = DF6XXX, DF7XXX, DF8XXX, DF9XXX)

When a port error SIM for adrive (PDEV) is reported, this section provides the procedures for
judging whether the error is caused by the pertinent drive error or common SAS error, and how to
recover the error.

AsaHDD port error SIM managed in each PDEV, a Port temporary error (REF code = DF6XXX,
DF7XXX) is reported when awarning isissued, and Port blocking (REF code = DF8X XX,
DFIXXX) is reported when the equipment is blocked (XXX: Refer to Fig. 4.1-1).

Possible causes for the malfunction are:
(1) Failure of drive specified in FPC
(2) Defectsin SAS Chip on DKB
(3) Defectsin SAS Loop (SAS cable, ENC (expander))
(4) Other drivefailure
(5) Drive Box platter failure

Before performing the maintenance and replacement only for the failed drive, follow these isolation
and recovery procedures to check that acommon SAS port error occurs on other PDEVs on the
same SASI/F. If acommon error exists, perform the appropriate recovery for the common error
parts.
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Common SAS Error Isolation Procedure

r SIM REF Code
( START ) CL1 CL2
(Port0) (Port1)
HDD port
Check CDEV# and < temporary DF6XXX DF7XXX
RDEV# from SIM Log error
Drive Port DF8XXX DFOXXX
Blocking
~ The upper 6 bits of XXX: CDEV#
The lower 6 bitsof XXX: RDEV#
oes the same error
occur on other PDEV's which No:
have the same CDEV# and Error occurs only on the |
different RDEV#2 specified PDEV.

Yes:SASI/F
common error

Replace the specified PDEV for
recovery. (See REP01-250)

No

DB Inlineresult is OK?

Replace the ENC(s) of the target port
side for the target CDEV#.
(Path-inline will be automatically
executed in this process.)

(See REP01-300, 310)

Isthe SAS

I's path-inline process

completed normally? location?

SIM Complete
(See SVP02-590)

cable connected to the correct

|
is completed.

Yes

Yes
Disconnect the SAS cable and re-connect | | Tighten the screws of the SAS cable
it to correct location by using replacement | |connector by using replacement operation
operation for the ENC. And then tighten for the ENC.
the screws of the SAS cable connector. (Path-inline will be automatically executed
(Path-inline will be automatically executed| |in this process.) (See REP01-300, 310)
in this process.) (See REP01-300, 310)
Recurrence of No
the malfunction? ‘
Yes SIM Complete
(See SV P02-590)
Replace the DKB to which the SAS cable
of the target port side for the target CDEV#
is connected.
(Path-inline will be automatically executed C Corrective action
in this process.) (See REP01-300, 310) is completed.

|
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TRBLO04-20

Isthe SAS cable
connected to the correct
location?

Is path-inline process
completed normally?

Yes

Yes

Disconnect the SAS cable and re-connect it to
correct location by using replacement operation
for the ENC. And then tighten the screws of the
SAS cable connector.

(Path-inline will be automatically executed in this
process.) (See REP01-300, 310)

Tighten the screws of the SAS cable
connector by using replacement operation
for the ENC.

(Path-inline will be automatically executed
in this process.) (See REP01-300, 310)

v
Recurrence of the malfunction?
Yes SIM Complete

(See SVP02-590)
Replace the SAS cable(s) of the target port
side for the target CDEV# by using $
replacement operation for the ENC. : :
(Path-inline will be automatically executed Ccl’gggm’ M
in this process.) (See REP01-300, 310) P

Isthe SAS cable
connected to the correct
location?

I's path-inline process
completed normally?

Disconnect the SAS cable and re-connect
it to correct location by using replacement
operation for the ENC. And then tighten
the screws of the SAS cable connector.
(Path-inline will be automatically executed
in this process.) (See REP01-300, 310)

I's path-inline process

Yes
Tighten the screws of the SAS cable
connector by using replacement operation
for the ENC.
(Path-inline will be automatically executed
in this process.) (See REP01-300, 310)

Yes
Recurrence of No
the malfunction? ‘
SIM Complete
ves (See SVP02-590)

|
C T.S.D. cdl > Corrective action is
completed.

completed normally?

C T.SD. cal >

TRBL04-30
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4.2 Recovery Procedure for DKC processor failure/SVP failure (SIM = 1400X0, 73XXYY)

A cauTiON
The storage system that detected this SIM may fell into serious error state due to DKC
processor abnormality. Therefore, restore the storage system according to the following
flow immediately.

( DetecedthisSM )

Perform recovery

Does ALAI,R';]/I L E,)D of procedure for

DKC lignt on other failure.
No (See TRBL03-90)

Refer Configuration.
(See INST05-490)
Isan IP Address right? No —|
Set IP Address.

Yes

Has the failure
been recovered?

No

Execute LAN check.
(See DIAG04-280)

END

Is SVP abnormal ?

(@)

TRBL04-60

@

TRBLO04-50

TRBL04-40
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Select an abnormal package
(blinking).

Isthe MP

name added ‘# at Yes

the head?
No

Yes

Set |P Address.

Are al MPs blinking?

Some hardware error
must be occurred.

Select one of the
blinking MP.

Exchange Package.
(See REP01-300 ~ 310)

Areall parts
displayed as Gray?

Some software error must be
occurred in the MP.

@ TRBL04-60

L

Execute LAN check again.

Has the failure
been recovered?

TRBL04-60 @

* 1. After finishing the error recovery,
execute SIM complete and delete logs.
(Refer to SVP02-180, 590)

TRBL04-50
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P

Re-boot the SVP (See SVP01-161)

Has the failure
been recovered?

Yes

Execute Auto Dump (See SVP02-610)

No

Restore Configuration (See MICROQ7-80)

Has thefailure
been recovered?

Yes

Replace the SV P (See REP01-320)

Has thefailure
been recovered?

Yes

Execute Auto Dump

y

*1: After finishing the error recovery,

execute SIM complete and delete logs.

(Refer to SVP02-180, 590)

TRBL04-60
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4.3 Error Recovery Procedure during CHB/DKB replacement
Perform the appropriate recovery procedure according to case (1), (2) or (3).

TRBL04-70
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(1) Blocking error occurrence
If the error message is displayed when CHB/DKB is being blocked (when the message “The
CHB isbeing blocked...” or “The DKB is being blocked...” is being displayed), perform the
following recovery procedures.

Open “Maintenance” display.
(See SVP03-10)

No

Did “Maintenance” open?

Perform the Recovery Procedure
for LAN Error. (TRBL04-40)

Isthe PCB CHB?

Is the paths of

the PCB being replaced No

varied offline?
Yes Perform “Vary Path offline”
Disconnect serial fibre cable of from host side.

the CHB being replaced.

Perform the “Replace” of the
CHB/DKB again.

TRBL04-80



Hitachi Proprietary DW?700

Rev.1/Jul.2012, Sep.2013 Copyright © 2012, 2013, Hitachi, Ltd.
TRBL04-90

(2) Restoring error occurrence
If the error message is displayed when CHB/DKB is being restored (“ Restoring (CHB-nnn)” or
“Restoring (DKB-nnn)” is being displayed), perform the following recovery procedures.

Yes It changesinto PCB of the right PCB

ONL3713E was !
type, and replace is re-performed.

displayed?

ONL4439E was Yes

displayed?

ONL2841W was
displayed and SSB E/C = A7TFE
was reported?

Yes

ONL3714W was
displayed and SSB E/C = A7TFE
was reported?

Yes

Ask user to create the maximum number
of encryption keys (*1)

See4.3(3)

No

Normal end?

Yes

Replace the DKB to new one (*2)

No Normal end?

Isthe purpose of DKB
Replacement arecovery for
initialization failure of encryption
environmental settings?

T.S.D cal END

Retry the initialization of encryption
environmental settings (*3)

*1: When creating encryption key on the Key Management Server, it may take approximately 20 minutes.
*2: When the DKB replacement was failed with using new part, it is not necessary for you to replace the DKB to new one again.
*3: When you continue to use without initialization, Sparing may fail.

TRBL04-90
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(3) Other cases

4.3(3
* 1. Reference code: 76YY XX. (See SIMRC02-360)

< ) N Anayzethe SIM
(See SVP02-30)

Isthere SIM? Yes
No

Open “Maintenance” display.
(See SVPO3-10)

Did STATUS open?
Yes

Perform the Recovery Procedure
for LAN Error. (See TRBL04-40)

J

Remove the PCB and replace it
with the same PCB again.

e >
No

| Replace the PCB with new one. |

@

Normal end?

*2:. After finishing the error recovery, do SIM complete.

END (*2) (Refer to SVP02-590)

TRBL04-100
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(4) Case of the DKB type change operation

(43@ )

Open Maintenance display.
(See SVPO3-10)

Did Maintenance open? No |

Perform the Recovery Procedure for
LAN Error. (TRBL04-40)

No Istype of DKB type
after the changes?

Perform the DKB type change Close Maintenance display.
operation again. Change the mode to [Modify Mode].
Perform the Replace of the DKB. |

TRBL04-101
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4.4 Recovery Procedure for MPB Replace

Analyze the SIM
(See SVP02-30)

@—%

Isthere SIM?

No

Isalarm lamp
turned on system panel ?

*1: RC=76YYXX
*2: RC =790Y XX

(See SIMRC02-360)
(See SIMRC02-360)

*1)

Isit CUDG error? Yes

Isit BOOT

detection error?

Isolate afailed part.
(See TRBL03-10)

Perform MP Install.
Micro-program of
FM isrestored.
(See MICRO05-10)

Open “Maintenance” display.
(See SVPO3-10)

Did STATUS open?

Yes

Did MP Install
end normally?

Perform the Recovery Procedure
for LAN Error. (See TRBL04-40)

v

Remove the PCB and replace it
with the same PCB again.

Yes

ves Normal end?
No

Replace the PCB with new one.

Normal end?

Yes

*3 After finishing the error recovery, do SIM complete.

(Refer to SVP02-590)

No @

TRBL04-110
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4.5 Recovery Procedure for Cache Error (Both sides) (SIM = FFF50X)

This procedure isto recover errors of the both sides of cache (SIM = FFF5) at powering on the

storage system.
At thistime, if pending data (non-written data to the drive) exists on the cache, the drive will be

blocked and the LDEV formatted drive will be required.

Check the statusof LDEV. L. Inform the customer that the user’ s files need
(See SVP03-10) the recovery because the blocked LDEV needs
to be formatted after maintenance.

Check acluster with
blocked Cache PCB.
(See SVP03-10)

Replace the MAIN Blade of the
cluster with blocked Cache.

(See REP01-300)
Replacethe MAIN Bladeofthe | . Cache of the other cluster is not blocked, but be
other clusters. sureto replaceit.

(See REP01-300)

Check the status of LDEV.
(See SVP03-10)

Isthere blocked LDEV?

Format the blocked LDEV
(LDEV format).
(See SVP02-790)

*1. After finishing the error recovery, do SIM complete. (SVP02-590)
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4.6 Recovery Procedures for Status in changing is not released

The SV P protects maintenance operation while the DK C is changing its status. If the SV P detects
such condition before executing maintenance process, the message (SVP0734W) as “Internal
storage system status is under maintenance(reason). No maintenance can be performed now.” or
the message (SVP0615W) as “Internal storage system status is under maintenance(reason). No

mai ntenance can be performed now. Do you want to stop this process?’ isdisplayed. Thereasonis
one of the following messages.

(1) LDEV format in progress.

(2) Copy in progress.

(3) MPBx (or CHB-xx or DKB-xx) statusis changing
x: MPB number
xx: location number

(4) Cluster-x (or Cluster-1 & Cluster-2) statusis changing
x: Cluster number

(5) Configuration is changing

(6) Extent shredding isin progress

(7) Maintenance job in progress

If one of the above messages appears, try the following recovery procedure.

|

Error occurrence of “Internal storage system status is under
maintenance (reason). No maintenance can be performed now.”.

Isthe reason (2),
and is the maintenance operation
MPB replacement?

Yes

Does T.S.D. prioritize
MPB replacement?

(*2)
No

Yes

Replace MPB. (*3) |

Was atime limit exceeded Yes

when the reason was (3)?

Was atime limit exceeded
when the reason was except (3)?

(1

Yes

v

® Remove the PCB shown in the reason in the message.
SV P operation is unnecessary.
@ Replace the PCB which isremoved in Step ©.

|

TRBL04-130
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*1: Thetimelimit value of the reason is shown below.

(1) It takes about 2 hours per 16 LDEV for LDEV format.

(2) It takes about 12 hours per drive for copy.

(3) It takes about 10 minutes for MPB/CHB/DKB.

(4) It takes about 4 hour for CACHE/SM (depending on cache size/SM size) in
maximum.

(5) It takes about 3 minutes for Configuration change in maximum.

(6) It takes about 6 hours per 16 LDEV for Shredding (depending on the number of
LDEV format execution).

(7) During maintenance job, if LDEV High-Speed Format isin process, refer to
THEORY 03-07-20.
If LDEV High-Speed Format is not executed, it takes about 1 hour.

*2: Contact T.S.D. and confirm the prioritized operation.

*3: Replace MPB according to the following procedure.

NOTE: If Correction Copy isrunning, check the progress.
If it almost completes, wait until it completes, and then replace MPB.

(1) From the ‘Maintenance’ window, interrupt the copy processing.

NOTE: A blocked HDD may be detected again, and the copy processing could run
again. In such a case, interrupt the copy processing again.
(2) Replace MPB.
(3) Re-execute the interrupted copy processing according to the following.
- Dynamic Sparing : Inthe ‘Maintenance’ window, select HDD and select [Others]-

[Spare DisK].

- Correction Copy : Inthe*Maintenance’ window, select HDD and select [Others]-
[Correction Copy].

- Copy Back . Replace the blocked HDD.
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4.7 Drive failure recovery procedure

Explanation:
Types of the drive copy are shown below. Confirm the copy type and execute the drive recovery
procedure.
Copy type |Description Operation occasion
Correction | Thisis an operation to restore and copy the data of the | e Automatic operation owingto a
copy blocked drive using the data of another drive and parity | failure
data when the data drive is blocked. e Operation instructed by the
¢ A correction copy to the spare drive isreferred to as mai ntenance personnel
another drive correction copy.
¢ A correction copy to the replacement drive which has
been installed instead of the blocked driveis referred
to as a self-drive correction copy.
Drive copy | Thisis an operation to copy data to the spare drive from |e Automatic operation owing to a
the datadrive. failure
A copy automatically performed owing to awarning e Operation instructed by the
level failure isreferred to as dynamic sparing. mai ntenance personnel
Copy back |Thisisacopy for returning data which has been copied |e Operation instructed by the
to the spare drive by another drive correction copy or mai ntenance personnel
drive copy to the original data drive.
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Failure occurred during
drive recovery operation?

Failure recovery No

owing to SIM issue?

Istherea SIM
stating that a copy has been
started in the drive concerned?
SIM RC=451XXX/461X XX

Is the parity group
corresponding to the drive concerned
in correction in the access

No

Yes

Is the parity group
corresponding to the drive
oncerned normal 2

No

Go to Subsection 4.7.5, Go to Subsection 4.7.6, Go to Subsection 4.7.7,
“Correction access status’ “Parity group blockade’ “Preventive maintenance”
on page TRBL04-260. on page TRBL04-270. on page TRBL 04-280.

Isthere a SIM stating
that the copy has terminated normally~
SIM RC=452XXX/462X XX

(*2)

No

SIM stating that the copy
has terminated in awarned state?
SIM RC=455X XX /465X XX

(*2)

Istherea
SIM stating that the copy
has been aborted? (SIM RC=
A5AX X X/464X XX

Abnormal termination
(SIM RC=453XXX/463XXX)

Yes

Go to Subsection 4.7.1, Go to Subsection 4.7.2, Go to Subsection 4.7.3, Go to Subsection 4.7.4,
“In the case of normal “In the case of termination “In the case of termination “In the case of abnormal
termination” on page with awarning” on page owing to abortion” on termination” on page
TRBL04-160. TRBL04-170. page TRBL 04-180. TRBL04-190.

*1: Confirm the status of the parity group corresponding to the drive concerned by means of the SVP status.
For the procedure for referring to the SVP status, refer to Section 3.6, “Logica device window” on page SV P03-320.

*2: Theterm “copy” means drive copy, copy back, or correction copy.
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4.7.1 In the case of normal termination (SIM RC = 452XXX, 462XXX)

The procedure below is that used after a drive copy, copy back, or correction copy terminates

normally.

( START )

Check if thereis afailed track by
means of the Pinned Track Display.
(Refer to page SVP02-1070.)

Arethere any

Yes

failed track?

Is“No Copy Back” set asthe
copy back mode?

Recover the failed track according to
the failed track recovery procedure on
page TRBL06-130.

Do the drive and the target drive
have the same capacity?

Yes

Was a copy back
to the drive concerned
performed?

Was a self-drive
correction copy
executed?

Execute the Work ID=RDK1 on page
REPO1-250.

(Replace the drive concerned and
execute a copy back.)

Was the drive replaced?

No

Execute the Work ID=RDK5 on page
REPO1-250.

(Replace the drive)

(Copy back is not required)

l

*7:

After finishing the error recovery,
execute SIM complete and delete logs.
(Refer to SVP02-180, 590)

TRBL04-160
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4.7.2 In the case of termination with a warning (SIM RC = 455XXX, 465XXX)

The procedure explained below is that used when the drive copy, copy back, or correction copy

terminates but one of the following is detected:

(1) A failed track was detected, but the copy was continued.

(2) Oneor more blocked LDEV s were detected in the same parity group. Copy of data of the
blocked LDEV s was skipped.

Confirm the contents of the SSB related to
the SIM 455X X X/465X X X. (*1)

Isthe LDEV
corresponding to the drive
concerned blocked?

Thereis apossibility that the
data has been lost. Contact the
Technical Support Division.

Check if thereis afailed track by
means of the Pinned Track Display.
(Refer to page SV P02-1070.)

Yes

Arethere any failed track?

No Recover the failed track according to
the failed track recovery procedure
on page TRBL06-130.

Is“No Copy Back” set asthe Yes
copy back mode?

Do the drive and the target drive
have the same capacity?

Was a copy back to the
drive concerned performed?

Was the drive replaced?

Was a self-drive correction
copy executed?

No
Execute the Work ID=RDK 1 on page Execute the Work ID=RDK5 on page
REP01-250. (Replace the drive REPO1-250.
concerned and execute a copy back.) (Replace the drive)
(Copy back is not required)
v
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*1. Meaning of bytes 40 to 7E of SSB F/M=9F EC=9355 related to SIM RC=455X X X/465X XX

Byte (Hex.) |Item Meaning

40 Number of failed tracks Number of failed tracks

41 Number of blocked LDEVs | Number of blocked LDEVs

42 Blocked LDEV #0 Blocked LDEV No.

: : (Up to 30 LDEVs can be inputted from the top.)

7D Blocked LDEV #29 However, OXff isinputted in the unused part.

7E E.O.D Means the end of data

*2: Confirm the status of the parity group corresponding to the drive concerned by means of the

*3:

SVP status.
For the procedure for referring to the SVP status, refer to Section 3.6 Logical device window”
on page SV P03-320.

After finishing the error recovery, execute SIM complete and delete logs.
(Refer to SVP02-180, 590)
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4.7.3 In the case of termination owing to abortion (SIM RC = 454XXX, 464XXX)

The procedure below is that used when adrive copy, copy back, or correction copy is aborted
owing to the SV P operation by the service personnel. Since the status of the drive concerned is that
before starting copy, execute the recovery operation for the same drive once again.

TRBL04-180
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4.7.4 In the case of abnormal termination (SIM RC = 453XXX, 463XXX)

The procedure below is that used when adrive copy, copy back, or correction copy terminates
abnormally.

Since the recovery procedure may differ depending on the copy type, confirm the description on
page TRBL04-140 and execute the following procedure.

Abnormal termination of adrive copy

Abnormal termination No Oracopy back (SIM RC=463XXX)

of a correction copy?
(SIM RC=453XXX)

Yes

(1) Go to the item of correction (3) Go to the item of drive
copy abnormal termination copy abnormal termination
on page TRBL04-200. on page TRBL04-230.
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(1) Inthe case of correction copy abnormal termination
The procedure below is that used when a correction copy terminates abnormally.

Refer to the copy history of the drive concerned corresponding to
the SIM and confirm the drive location of the copy source and
destination. (*1)

Confirm the status of the drive of the copy destination. (*2)

Confirm the status of all the drives in the parity group which the
source drive concerns. (*2)

Is other drive(s) in
the parity group to which the copy

Yes

*1: Refer to the copy history logs on page
SVP02-160.

*2: Refer to the HDD statuses on page
SVP03-290.

source drive concerns
blocked?

Isthe copy destination
drive blocked?

Refer to the copy history and confirm the existence
of acopy to till another drive from the blocked
copy destination drive. *1

Yes

Is there any copy

Replace the blocked drive(s) in the parity group and
format the LDEVs.
(Execute the Work ID=RDK4 on page REP01-250.)

NOTICE: Data will be lost by executing this
operation. Contact the Technical
Support Division to confirm the validity
of the operation.

to another drive?

No

Confirm whether there is afailed track
by means of the Pinned Track Display.
(Refer to page SVP02-1070.)

Recovery operation
against afailure occurred during a self=
drive correction

-
cony: To the next item (2) on
Yes page TRBL04-210.

Yes

Arethere any failed track?

Recover the failed track according to the failed
No track recovery procedure on page TRBL06-130.
T

hen the correction copy Yes

is terminated abnormally, is SSB=938
reported?

Execute dummy replace for the copy source drive because correction
copy might not be performed under highly loaded condition.

ecovery operation
against afailure occurred during self-

No (Another drive correction copy

drive correction

copy?

Replace the copy destination drive. ~ Execute the
self-drive correction copy once again. (Execute the
Work ID=RDK 3 on page REP01-250.)

Replace the copy destination drive. (Execute
Yes the Work ID=RDK?5 on page REP01-250.) ~
Execute a self-drive correction copy to the
copy source drive. (Execute the Work
ID=RDK3 on page REP01-250.)

N

]

*3: After finishing the error recovery, do SIM complete and delete logs.
(Refer to SVP02-180, 590)
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(2) Inthe case of correction copy abnormal termination (in which an unused spare driveis
available)
Thisisacasein which a correction copy terminates abnormally owing to afailure in the copy
destination drive. However, if an unused spare drive exists, the correction copy is
automatically performed to the unused spare drive.
In the following procedure, the copy sourceisreferred to asaoriginal copy source, the copy
destination isreferred to as a copy source, and the unused spare driveis referred to as a copy

destination.
————— (—> I > \ ;
Drive Blocked drive Drive Sparedrive  Unused spare drive
(copy source) (copy destination)
(original copy source) (copy source)  (copy destination)

TRBL04-210
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IsthereaSIM
stating that a copy terminated
abnormally in the copy source drive?
(SIM RC=453XXX)

Yes

stating that a copy terminated
normally in the copy source drive?

Confirm the drive status. *D

Is other drive(s) in
the parity group to which the original
copy source drive concerns
blocked?

(The copy destination drive is blocked.)
|

Istherea SIM

(SIM RC=452XXX)

sthereaSIM stating
that a copy terminated in awarned
state in the copy source drive?

Yes

Confirm whether there is afailed track by
means of the Pinned Track Display.
(Refer to page SVP02-1070.)

Isthere any failed track?

Recover the failed track according to the
failed track recovery procedure on page
TRBL06-130.

Yes
Go to Subsection “4.7.2 Go to Subsection “4.7.3
In the case of termination with In the case of termination
awarning” on page owing to abortion” on page
TRBL04-170. TRBL04-180.
M L
Replace the blocked drive(s) in the parity group
and format the LDEV's. (Execute the Work
ID=RDK4 on page REP01-250.)
NOTICE: Data will be lost by executing this
operation. Contact the Technical
Support Division to confirm the
validity of the operation.
Is“No Copy Back” sef Yes
as the copy back
mode?
No Do the drive and the Yes

target drive have the
same capacity?

Replace the original copy source drive and
execute a self-drive correction copy.
Execute the Work ID=RDK 3 on page
REP01-250.

Replace the original copy source drive
and execute a copy back. Execute the
Work ID=RDK1 on page REP01-250.

Replace the original copy source drive.
Execute the Work ID=RDK5 on page
REP01-250.

!

Replace the blocked spare drives (copy
source and copy destination drives).
Execute the Work ID=RDK5 on page
REPO1-250.

*1: Confirm the following items.
» Confirm the location of the copy source and copy destination drives referring to
the copy history. Refer to the copy history log on page SVP02-160.
» Confirm the status of the copy destination drive and the status of all the drivesin
the parity group which the original copy source drive concerns. Refer to Item (3),
HDD status on page SV P03-290.

*2: After finishing the error recovery, do SIM complete and delete logs.
(Refer to SV P02-180, 590)
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(3) Inthe case of drive copy abnormal termination
The procedure below is that used when a drive copy or a copy back terminates abnormally.

START

Refer to the copy history of the drive concerned corresponding to

*1: Refer to the copy history logs on page

the SIM and confirm the drive location of the copy source and SVP02-160.
destination. 1) *2: Refer to the HDD statuses on page
| SV P03-290.

Confirm the statuses of the copy source and copy destination drives.

(*2)

I's copy source
drive blocked?

Yes

Replace the original copy source drive and
execute a self-drive correction copy. Execute
the Work ID=RDK3 on page REP01-250.

!

END

Isthe copy destination
drive blocked?

Refer to the copy history and confirm the existence
of acopy to till another drive from the blocked
copy destination drive. *1)

Is there any copy Yes
to another drive?

No Recovery operation
against afailure occurred

during a copy back?

Go to the next item (4) on
page TRBL04-240.

Confirm whether there is afailed track by
means of the Pinned Track Display.
(Refer to page SV P02-1070.)

Yes

Are there any failed track?

]
Recover the failed track according to the
failed track recovery procedure on page
TRBL06-130.

No

TRBL04-231
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When the drive copy is
terminated abnormally, is SSB=9382
reported?

Yes

Execute the drive copy again which might fail
because of highly loaded condition.

Recovery operation
against a failure occurred
during a copy back?

No (Drive copy to the spare drive)

Is“No Copy Back” set

Is“No Copy Back” set
as the copy back mode?

as the copy back mode?

Do the drive and the target
drive have the same

capacity?

Do the drive and the target
drive have the same

capacity?

Replace the drive concerned.| [Replace the drive. Replace the copy destination spare

~ Execute a copy back. Work ID=RDKS5 on page drive.

Work ID=RDK1 on page REPO1-250 Work ID=RDKS5 on page REP01-250

REPO1-250 (Copy back isnot required) | |Execute copy to the sparedrive. ~
Replace the copy source drive. ~
Execute a copy back.
Work ID=RDK?2 on page REP01-250

Replace the copy destination spare
drive.

Work ID=RDKS5 on page REP01-250
Execute copy to the spare drive. ~
Replace the copy source drive.

Work ID=RDK2 on page REP01-250
(Copy back is not required)

!

!

(Refer to SVP02-180, 590)

*3: After finishing the error recovery, do SIM complete and delete logs.

TRBL04-231
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(4) Inthe case of drive copy abnormal termination (in which an unused spare drive is available)
Thisisacasein which adrive copy terminates abnormally owing to afailure in the copy
destination drive. However, if an unused spare drive exists, the drive copy is automatically
performed to the unused spare drive.

In the following procedure, the copy source is referred to as an original copy source, the copy
destination is referred to as a copy source, and the unused spare drive is referred to as a copy

destination.
> l/—> / > \ ;
Drive Drive Drive Sparedrive  Unused spare drive
(copy source) (copy destination)
(original copy source) (copy source)  (copy destination)

TRBL04-240
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*1: Confirm the following items.
* Confirm the location of the copy source and copy destination
drives referring to the copy history. Refer to the copy history

Istherea SIM

stating that a copy terminated
abnormally in the copy source drive?

log on page SV P02-160.

* Confirm the statuses of the copy destination and the original
copy source drives. Refer to Item (3), HDD status on page

SV P03-290.

(SIM RC=463XXX)

IsthereaSIM

stating that a copy terminated
normally in the copy source drive?
SIM RC=462XXX

1

Confirm the drive status.

Istherea SIM stating
that a copy terminated in awarne
state in the copy source drive?

Isthe origina copy
source drive blocked?

Yes

Go to Subsection “4.7.2 Go to Subsection “4.7.3
In the case of termination In the case of termination
Isthe copy destination with awarning” on page owing to abortion” on page
drive blocked? TRBL04-170. TRBL04-180.

gp

____________________________ R

An automatic correction copy is performed to the
1copy destination spare drive.

Confirm whether there is afailed track by :
means of the Pinned Track Display. !
(Refer to page SV P02-1070.)

; (Since thisis an automatic operation, no
' maintenance operation is required.)

Recover the failed track according to the
failed track recovery procedure on page
TRBL06-130.

Go to “START” on page
TRBL04-150.

Replace the blocked spare drives (copy
source and copy destination drives).
Execute the Work ID=RDKS5 on page
REP01-250.

Replace the blocked spare drives (copy
source and copy destination drives).
Execute the Work ID=RDK5 on page
REP01-250.

Is“No Copy Back” set
as the copy back mode?

Is“No Copy Back” set
as the copy back mode?

Do the drive and the target
drive have the same
capacity?

Do the drive and the target
drive have the same

capacity?

No

Replace the original copy source
drive. Execute the Work ID=RDK5
on page REP01-250.

(Copy back is not required)

Execute a copy to the spare drive.
~ Replace the copy source drive.
Execute the Work ID=RDK2 on
page REPO1-250.

(Copy back is not required)

Replace the original copy source
drive and execute a copy back.
Execute the Work ID=RDK1 on
page REPO1-250.

l !

*2: After finishing the error recovery, do SIM complete and delete
logs. (Refer to SV P02-180, 590)

Execute a copy to the spare drive.
~ Replace the copy source drive.
~ Execute a copy back. Execute
the Work ID=RDK 2 on page
REPO1-250.

TRBL04-250
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4.7.5 Correction access status
The procedure below is that used when one drive in the parity group is blocked.

Confirm the blocked drive in the NOTE: Refer to ltem (3), HDD status on page SV P03-290.
parity group. (NOTE)

Replace the blocked drive. ~
Execute a self-drive correction
copy. Work ID=RDK3 on page
REPO01-250

" *1: After finishing the error recovery, execute SIM complete and delete logs.
END (*1) (Refer to SVP02-180, 590)

TRBL04-260
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4.7.6 Parity group blockade
The procedure below is that used when the two or more drives are blocked in the parity group.

Do you want to
restore the blocked Logical Device,
such as backup the data?

Yes

Goto “START” on
No Page TRBL04-320.
Replace al the blocked drivesin the parity
group. ~ Format the LDEVs.

Work ID=RDK4 on page REP01-250.

NOTICE: Data will be lost when this
operation is performed.
Contact the Technical
Support Division to confirm
the validity of the operation.
N

END

TRBL04-270
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4.7.7 Preventive maintenance
The procedure below is that used when the drive is not blocked but it must be replaced.

Isthere any unused
spare drive?

Is a spare drive that has
the same capacity asthe drive
installed?

Yes

Is“No Copy Back” set as
the copy back mode?

Replace the drive concerned. Execute adrive copy to the space Execute adrive copy to the space
~ Execute a sdlf-drive drive. ~ Replace the drive concerned.| |drive. ~ Replace the drive concerned.
correction copy. ~ Execute a copy back. Work ID= Work ID=RDK?2 on page
Work ID=RDK3 on page RDK2 on page REP01-250 REPO01-250
REPO1-250 (Copy back is not required)
l * 1. After finishing the error recovery, execute SIM complete and delete logs.
END (*1) (Refer to SVP02-180, 590)
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4.8 Recovery Procedure for Cache Memory Capacities Inequality (SIM = FFE30X, FFE800)

SIM-RC=FFE30X (The mounted SM capacities inequality error) should be recovered following the
procedure below.

This error occursif an SM is blocked because the mounted SM capacity differs between MAIN1
and MAIN2. Therefore, the number of memory modules, types mounted must be adjusted correctly
to recover this error.

TRBL04-290
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Confirm the number of MAIN1, MAIN2
modules defined to be mounted on the total
status screen (* 1).

(See SVP03-150.)

|
Confirm the status of CM#0 (MAINL),
CM#1 (MAIN2) on the total status screen.
(See SVP03-150.)

No

CM#0 blocked?

Number of
CM#0 memory modules,
types actually mounted = number of
memory modules, types
defined to be mountg

CM#1 memory modules,
types actually mounted = number of
memory modules, types

Replace CM#0 memory
modules, typesto adjust the

Replace MAINL.
(See REPO1-300.)

(*3)

number of the modules, types
actually mounted to the one
defined to be mounted.

(See REPO1-300.) (*2)

Number of
CM#1 memory
modules, types actually mounted =
umber of memory modules, types
defined to be mounted
(*1)?
Yes(#)

Replace CM#1 memory modules, types to
adjust the number of the modules, types

actually mounted to the one defined to be
mounted. (See REP01-300.) (*2)

Replace CM#1 memory
modules, types to adjust the

Replace MAIN2.

(See REPO1-300.) (*3)

number of the modules, types
actually mounted to the one
defined to be mounted.

(See REPO1-300.) (*2)

CM#0 memory
modules, types actually mounted =
umber of memory modules, types
defined to be mounte
(*1)?

Yes (%)

Replace CM#0 memory modules, types to
adjust the number of the modules, types
actually mounted to the one defined to be
mounted. (See REP01-300.) (*2)

v

l

END (*4)
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*1: Number of memory modules indicated not to be “not-mounted” on the status screen.
*2: Confirm the number of mounted memory modules, typesto adjust it.

*3: No need to adjust the number of memory modules, types mounted nor replace any of
them.

*4: After finishing the error recovery, do SIM complete. (Refer to SV P02-590)
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SIM-RC=FFES80X should be recovered following the procedure below.

This SIM indicates that “ Type of Memory module installed is inconsistent with the type set from
SVP’ or “the number of Memory modules installed is inconsistent with the number set from SVP”
in the package.

No

Was SIM-RC=FFE800 issued
during New Install procedure?

Type and number of
Memory modules set from
SVP are correct

il

Re-define by performing New
Install procedure.
Yes (See INST02-10)

Type and number of
Memory modulesinstalled
are correct
Yes
T.S.D. Cdll | |Turn off the DKC power forci bly| | T.S.D. Call
Make installed parts consistent
with type and number of
Memory modules set from SVP
|
|Execute PSON
END

TRBL04-320
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4.9 Cache Memory Error Isolation Procedure
(SIM = FFFOXX, FFF1XX, FFF2XX, FFE2XX)

I solate a cache memory or shared memory error according to the procedure given below.

Is ACC-designated No

|ocation replaced?

Error detected
after new memory module(s)
was installed?

Yes

Isthe correct
type of memory modules?

Are memory
modules inserted correctly?

Have you replaced
the new memory module?

IsMAIN Blade No

}_

Replace in ACC priority.

No

Replace with a correct memory
module.

Insert memory module correctly. H

Replace newly installed memory
module. (*1)

replaced?

I's there any memory Yes

N

Replace MAIN Blade.

odule not replaced yet?

H

Replace old memory module.

No No Error?

Call T.S.D (*2) after collection LOG

Check system through INLINE
CUDG when performing MAIN
Blade replacement.

& DUMP with AutoDump

Complete SIM (See SVP02-590)—>( END )

(See SVP02-610)
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*1. If there are multiple module groups, replace one by one.
If the symptom is not cleared even after replacement, de-install newly installed memory

modules to return to the original configuration.
*2:. T.S.D: Technical Support Division
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4.10 Recovery Procedure for LDEV Blocking (SIM = EF9XXX, DFAXXX, DFBXXX)

When LDEV s are blocked in the case of blocking several PDEVs (SIM RC=EF9Y xx, DFAY xx,
DFBY xx), perform the following recovery procedures.
Be sureto call T.S.D. before you perform PDEV replace. It causes a DATA-LOSS in some cases.

A cauTiON
When you execute a Recovery Procedure for LDEV Blocking, you must delete the TC-MF
pair.
After recovering it, if necessary, you execute establish pair.
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SIM RC = EF9y, DFAy, DFBy

No

Isthere any blocked

Logical Device? v
END
Isthere any blocked No
Physical Device? |
LDEV Restore.
(See SVP02-870.
Select “Normal Restoration”
Do you need data for Restore Type.)
in the blocked Logical Device?
TRBL04-370 Isthere LDEV(s)
that did not become normal
LDEV Restore. ln selected LDEV?2
(See SVP02-870.
Select “Normal Restoration” for
Restore Type.) Get Auto dump, and call
T.S.D in order to know what
action should be taken.
Did you restore all l
blocked LDEVs?
END
Call T.S.D in order to know which
action“A” or “B” should be taken.
AorB B |
A Replace PDEV (s) whose statusis
“Failed” or “Blocked”, and action
action Backup the datafrom LDEV's perform correction copy in order “g?
“p” N to recover the parity group’s
redundancy.
TRBL04-370 J
TRBL04-370
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TRBL04-360
@ *1: See TRBL18-20 of the case of Dynamic Provisioning.
See TRBL16-80 of the case of Thin Image.
Replace PDEV s which have *2: Please confirm it whether to use Audit Log Buffer for
SIM RC = EFly, DF8y, DF9y the customer when LDEV to be formatted is a system
(See REPO1-200) disk. If using it, please make the function being used
Disable once after formatting LDEV and set it to
Enable again afterwards.
Does the pool volume Yes
existinthe LDEVsto be
formatted?
Format the blocked LDEVs Format the blocked LDEV's
(See SVP02-790) (pool-VOLs) (*1)
©
TRBL04-360
System Option Mode803 Yes
isON? | (Request to user)
Please confirm whether DP VOL to
No which the Protect attribute of DRU
is added exists.
| (Request to user)

When DP VOL to which the Protect
attribute has been added exists,
release the protection attribute of
the DP VOLs using the Data
Retention window of Storage
Navigator.

(See the Provisioning Guide)
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4.11 Environment monitors PS status disagreement error (SIM = BFAA1X)

Environment monitors
PS status disagreement
error troubleshooting

IsthereaSIM of
RC =BFB1XX?

YeS S(T.SD.cal (*1)

Isthere aSIM of

RC = BFAFXX? T.SD. cdl (*1)

IsthereaSIM of
RC = BFAA10?

Istherea SIM of

Ask your customer whether
one performed PS ON/OFF
operation or nothing.

PS ON or
nothing is done.

TRBL04-390

PS OFF operation

was done.
TRBL04-400

T.SD. call

*1: A system down may occur by maintenance operations. Follow T.S.D.’ sinstructions to perform
maintenance.
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No

Isthere aSIM of
RC = BFAA10?

Yes

Isthere aSIM of
RC = BFAA11?

T.S.D. cdl

Replacethe MPB1in CL1. Replace the MPB2 in CL2.
(See MPB Relacement Processing (See MPB Relacement Processing
REP03-11-10.) REPO03-11-10.)

Close ‘Maintenance’ window once
and reopen to check MPB status.
(See SVP03-10.)

MPB1 or MPB2
flickering?

Complete all SIMs of
RC = BFAA1X.
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Isit possible
to turn off storage system PS

No

(customer’ s authorization and
working status)?

Yes

Wait till end of operation.

PS OFF operation Yes

was done.

No

( T.SD. call >

|

Set PS ON/OFF Switch on the panel
which isin OFF position, to ON.

TRBL04-410
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IsthereaSIM of No

RC = BFAA10?

Yes

Isthere aSIM of
RC =BFAA11?

Replace the MPB2in CL2.
(See MPB Relacement Processing
REP03-11-10.)

Replacethe MPB1in CL1.
(See MPB Relacement Processing
REP03-11-10.)

Close ‘Maintenance’ window once
and reopen to check MPB status.
(See SVP03-10.)

MPB1 or MPB2
flickering?

Complete all SIMs of
RC = BFAA1X.

PS OFF completed?

END
Cause: MPB

T.SD. cdll

T.S.D. cdl

T.SD. call
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Blank Sheet
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Blank Sheet
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4.12 PS warning error (SIM = BF4XXX, BF5XXX, BF6XXX)
4.12.1 DKCPS warning error (SIM = BF4XXX)

Arethere plural
PS warnings?

( T.SD. Call )

Replace the target PS.
Refer to REP01-320.

Normally ended?

No |

Check AC input voltage for PS
of the PS warning target.

Check AC input voltage
at the distributor.

IsAC input voltage
at the distributor OK?

Perform the check of the power
supply equipment and the
removal of the cause part.

Turn on the power of the
distributor.

!

END @
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Y

Check the location of the connected
PDU for the warning target PS.

Is the location of
PDU for the replacement able
to be checked?

Are hardware units
other than DW700 connected to
PDU for the replacement?

No

T.S.D. Cdl

Refer to the PDU manual and

perform the PDU replacement.

@ Perform Power OFF of hardware units
other than DW700.

@Refer to the PDU manual and perform
the PDU replacement.

l

END

l

END

TRBL04-450
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[AC Input voltage check]
a. Remove the cable of target PS.
b. Measure AC input voltage at terminal of removed cables.

DKCPS1 D/<CPSZ

Voltage Check Point

Range of acceptable
AC Voltage:
180V through 264V

Cable Cable

Fig. 4.12.1-1 AC Input Voltage Check
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4.12.2 DBPS warning error (SIM = BF5XXX, BF6XXX)

Isthere PS Yes

warning, BFEXXX?

Replace the target PS.
Refer to REP01-330.

No

Check if thereisany problem
with the cable of
the PS warning target.

Isthere any problem
with the cable?

No

Normally ended?

END

Yes

Check AC input voltage for PS
of the PS warning target.
Refer to Fig. 4.12.2-1.

Check AC input voltage
at the distributor.

IsAC input voltage
at the distributor OK?

Perform the check of the power
supply equipment and the
removal of the cause part.

Turn on the power of the
distributor

!

END

Correct the problem with the cable
and check the status display.

l

END
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Check the location of the connected
PDU for the warning target PS.

Isthe location of
PDU for the replacement able
to be checked?

Are hardware units
other than DW700 connected to
PDU for the replacement?

No

No

T.SD. Cdl

@ Perform Power OFF of hardware units
other than DW700.

@ Refer to the PDU manual and perform
the PDU replacement.

!

END

Refer to the PDU manual and

perform the PDU replacement.

l

END
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[AC Input voltage check]
a. Remove the cable of target PS.
b. Measure AC input voltage at terminal of removed cables.

DBPSyy-1 DBPSyy-2 DBPSxx-1 DBPSxx-2

DBPSxx-1 DBPSxx-2

Rear View of DBL/DBS

DBPSxx-1 DBPSxx-2

NOTE: DBPSxx-1

Rear View of DBF DB No. (0,1, 2, ....., 47)
yy=xx+1
DBL/DBS DBX
\
>l DBPS
. Q
e QQ
P O
/'/ /A/ Q X S
) 5§
Q Q Aqé‘
Cable Cable
Voltage Check Point

180V through 264V

Cable

Cable
Fig. 4.12.2-1 AC Input Voltage Check

Range of acceptable AC Voltage:
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4.13 Recovery procedure when LDEV formatting failed

When “Formatting logical devicesrejected by DKC.” or “Formatting the logical deviceisfailed.” is
displayed at the end of the LDEV formatting and when “Blocked” is displayed for the LDEV
formatted by “Logical Device Status’, make arecovery according to the following procedure.

Has SIM been created?

Has LDEV formatting
been retried?

Yes

Recover according to

Yes

the ACC of the SIM.

Retry the LDEV formatting.

Has LDEV been formatted
from [Logical Device Format] in
the “Install” window?

Has [Only a Blockade
Logica Device FORMAT with
together] been executed?

No

Execute the [Only a Blockade Logical
Device FORMAT with together].
(Refer to SV P02-1000)

( TsDcdl )

TRBL04-480
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4.14 Recovery procedure when recovering SM is impossible

The following flowchart shows the recovery procedure when SM cannot be recovered during
MAIN Blade replacement or CM installation/de-install ation.

(TRBL03-10)

Execute the maintenance again. |

Was the maintenance No

successful ?

Is there ablocked No
MPB in the DKC?

END

Replace the blocked MPB according
to the manual.
(See page REP01-250.) (*2)

Was the MPB
replacement successful ?

No

Execute the maintenance again.

Was the maintenance No

successful ?
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4.15 Recovery Procedure for Injustice CE MODE and Injustice CE DATA
(SIM = BFCOXX, BFC1XX)

Does SIM of RC ‘BFCOXX’
exists?

Isn't any CEMODE
switch turning on? (lower position)

(*2)

| Turn off the CEMODE switch |

| Wait 5 minutes. |

Have SSB
of FIM=FF, SubCode=41 been
reported after switch

turned of f?

No

Does SIM of RC
‘BFC1IXX’ exists?

Isn't any CEDATA
switch turning on? (lower position)

(*2)

Turn off the CEDATA switch

Wait 5 minutes.

Have SSB
of F/M=FF, SubCode=42 been
reported after switch
turned off?

No

Yes
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*1. After finishing the error recovery, execute SIM complete.

*2: Thelocation of CEMODE and CEDATA switches is shown below.
(Refer to LOC03-90, LOCO03-100)

O O % 0 6000

o o
o] )
R 000 0IR R0 000050050000050005955095009000000 500090 ga0R00000] 5221
OO000 o] @y 0000000000000 0000000000
&) @ elelelele 0000000000
[=am=] C C C ))(() 00000000000 000 )OOO000000
P4 000000000000 COOCOCO000COCOOOO0T YOOOO0CO00 [FEE
OOOOOOOOOOO \’( () )) ((( )) SSSER D] D] OO00000 |
00GIO00000000O00000) 000000000 ks
256003 Bozo

SVP

CE MODE CEDATA

\

N7 YO

1 4 1 4 1 4

ON] CLIBNT  CLZMNT RAS lon  -0FF B ST/ SupSTATUS LANSTATUS
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4.16 Recovery Procedure when Change the IP Address failed

([set IP address] failure )

Wasthe “INS4011E"
displayed?

Yes

!

Retry [Set IP address]
by the IP address that
doesn’t overlap.

After “INS1105I’
was displayed, was SVP
automatically rebooted?

@

TRBLO04-540

Is there any blockade
part with a pre-check?

Restore the blocked part.

Check |P address On Old IP address

[Refer Configuration].

New IP address
| Execute “LAN Check”. | @
TRBL04-560

Yes ALL MP Normal?

|
Execute [Set | P address (SVP)]. Execute [Set IP address (SVP)]. | Reboot SVP.
(Changeto Old IP address) (Changeto New I P address)

[Set IP address]
Result?

Failure

Successful

Connect to the SVP from the
maintenance PC (Client PC)
by remote connection.

!
©, ©,

TRBL04-550 TRBL04-540

TRBLO04-530
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Execute “LAN Check”.

Yes

ALL MP Abnormal?

Execute [Set | P address (SVP)].
(Changeto Old I P address)

J

TRBLO04-550 Yes

ALL MP Normal? No

Execute Dummy replace
Abnormal PCB

Open “Maintenance’.

Yes

Has communication
error occurred?

TRBL04-540
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Execute [Set | P address
(SVPand DKC)].
(Changeto Old IP address)

Successful

[Set IP address] Result?

Isthere any blockade Old IP address

part with a pre-check?

New |P address

Check IP Address on
[Refer Configuration].

Yes

Reboot SVP. |
Connect to the SVP from the Execute [Set IP address (SVP)].
maintenance PC (Client PC) (Changeto Old IP address)
by remote connection.

Retry [Set IP address
(SVPand DKC)].
(Change to New IP address)

TRBLO4-550
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Isit afailurein
retry of [Set |P address
(SVP and DKC)]?

Yes

No Was the “INS4069”

displayed?

Retry [Set IP address | Reboot SVP. | T.S.D Call.

(SVPand DKC)]. i
(Change to New |P address) Retry [Set |P address

(SVPand DKC)].
(Change to New IP address)

*. If the IP address change fails though [ Set | P address
(SVPand DKC)] isretired after SVP reboot, replace the
SVP before retrying [Set 1P address (SVP and DKC)].

TRBLO04-560
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4.17 Recovery Procedure for the Case Where the CHK3 Threshold Over Occurs

(SIM = 3072XY)

sthereport 0
SIM=FFE20x,FFF2yX,
F30x,FFF40x,33xxyz,340xyz,342X
in the same time zone?

No

Perform the recovery according to ACC
of SIM=
FFE20x,FFF2yx,FFF30x,FFF40x,
33xxyz,340xyz,342xyz

(Do not refer to SIM=3072XY.)

Perform the recovery according to
ACC of SIM=3072XY..

;

END

TRBL04-570



DW700
Copyright © 2012, Hitachi, Ltd.

Hitachi Proprietary
Rev.0/ Jul.2012
TRBL04-580

4.18 (Blank)
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Blank Sheet
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4.19 Recovery procedure for mistake of setting when CACHE are installed

Perform the recovery according to the following procedures when you make a mistake in the setting
by the Cache increase operation.

Is message “ ONL 3429i" Yes

displayed?

|
| Select (CL) [No] for message “ONL 3429i".

END

Is message
“ONL2374i" or “ONL2375i"

displayed?

Yes

|
Select (CL) [OK] for message “ONL 2374i”
or “ONL2375i” without the increase module.
No %
(*1)
|

Isthe CUDG Error Yes

dialog displayed?

| Select (CL) [OK] for CUDG Error. |

|
Select (CL) [No] for message “ONL3047W”.

|
| Select (CL) [OK] for message “ONL0S13E". |

Was message “ ONL 0566i”
displayed?

END T.S.D Call.

TRBL04-610
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Y

Select (CL) [Maintenance].

Isthere

the blocked Main Blade Yes

in cluster 2?

I's there the blocked Yes

!

TRBL04-620

Main Blade in cluster 1?

No

Perform the Dummy-Replacement of the
blocked Main Blade. (*2)

Confirm the status of the Cache with
Refer Configuration.

|
Retry the installation of the Cache
under a correct setting.

!

END

TRBL04-610
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Yes

Is there the blocked
Main Blade in cluster 2?

Perform the Dummy-Replacement of the
blocked Main Blade. (*2)

No

Perform the uninstallation of the
Cache to become it before the
installation.

|

Confirm the status of the Cache with
Refer Configuration.

|
Retry the installation of the Cache
under a correct setting.

!

END

*1: Pull out and insert the Blade that lights LED.
*2: Pull out the increased memory modules.

TRBL04-620
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4.20 Recovery procedure when a CACHE double-sided failure occurs

If afailure occursin the normal side of the CACHE while one side of the CACHE or SM is
blocked, you will not be able to access a part or all of the data on the CACHE. This statusis called
a CACHE double-sided failure, and the following SIM may be reported incidentally. If you cannot
recover the device in the recovery procedure corresponding to each SIM, recover it according to the
following processing flow.

[SIM which may be reported at the time of a CACHE double-sided failure]
RC = 3073XX, 3080X X, 32XXYZ, 340XY Z, CF82X X, CF83XX, FFAXYY, DF8XXX, DFOXXX,

EFY XXX

Turn off the DKC power forcibly.
(TRBL26-10)

Remove all the channel port connection paths.

Isthere ablocked
CHB/DKB PCB?

Replace the CHB/DKB PCB concerned. (*1)

Execute PSON

Isthere ablocked PDEV?
Is there ablocked
CACHE PCB?

Replace the PDEV concerned. (*1) |

Replace the CACHE PCB concerned.

Isthere ablocked LDEV?

Isthere a CACHE PCB of
Logical path blockade?

Recover the LDEV concerned.

Replace the CACHE PCB concerned.

Return al the channel port connection paths.

Is there a blocked

MPB? IsthereaPIN track?

Replace the MPB concerned.

Erase the PIN track.
(TRBL06-130)

;

END

*1: If the blockade factor is definitely a CACHE double-sided failure, dummy replacement is possible.

TRBLO04-630
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4.21 Recovery Procedure for Warning of CHB/DKB Type (SIM RC = 3C9500)

When CHB/DKB installation and definitions set from SV P are inconsistent (SIM-RC = 3C9500),
follow the procedure below to recover from the inconsistency.

( START )

Identify the inconsistent part.

No

Type and number of CHB/DKB set
from SVP are correct?

Re-define by performing New Installation
procedure. (See INST02-10)

No
Type and number of CHB/DKB

installed are correct?

Yes

Turn off the DKC power forcibly.

Make installed parts consistent with type
and number of CHB/DKB modul es set
from SVP.

| Execute PS ON.

T.S.D Call END

TRBL04-640
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4.22 (Blank)
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4.23 At The Time of External Temperature Discrepancy Detection (SIM = BFA2XX)

Istherea SIM
of MP FAN warning

IsthereaSIM of
RC = BFA210?

No

Yes

RC = BF7TOXX/BF71XX) ?

l

TRBL04-670

Yes

|

Exchange MPBL1 that the external
temperature discrepancy has been
detected. (See MPB Relacement
Processing REP03-11-10.)

Complete the SIM of the external
temperature discrepancy.

Isthe external

Yes temperature discrepancy

Istherea SIM of
RC = BFA211?

No

detected?

END

Yes

|

Exchange MPB2 that the external
temperature discrepancy has been
detected. (See MPB Relacement
Processing REP03-11-10.)

Complete the SIM of the external
temperature discrepancy.

Isthe external
Yes

T.S.D. Cal

temperature discrepancy
detected?

END

TRBLO4-660
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7

Replace the MP FAN concerned.
(See FAN(MPB) Relacement
Processing REP03-15-10.)

Complete the SIMs of FAN warning
and external temperature discrepancy.

No

Is the external temperature

discrepancy detected?

T.S.D. Cdl

[Special Instruction at T.S.D. Call]
o Collect Normal Dump.

o Check whether the MB-PCB has been properly loaded.

END

o Check whether there is any obstruction of intake air/exhaust air pipe line exists on the

front side (intake air side) or the rear side (exhaust air side) of the DKC module.

o Check whether the external temperature environment is abnormal, or was abnormal.

TRBL04-670
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External Temperature
Detection Part

CL1 MPB

;7N

DKC
MN

o\
=
=

Temperature Comparison

A

DKC
MN
#1

\

Each DKCMN reports the external
temperature discrepancy when the external
temperature difference between CL 1 side and
CL2 side that DKCMN detects becomes
more than a specified value.

Fig. 4.23-1 Diagram of External Temperature Detection

TRBLO04-680
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4.24 At The Time of External Temperature WARN (+ or -) Detection (SIM = BF11XX,
BF12XX)

Isthe external
temperature discrepancy
detected?

Yes

l

“4.23 At The Time of External
Temperature Discrepancy Detection”
(TRBL04-660)

Check whether the external
temperature environment of the
module of concerned device DKC is
abnormal, or was abnormal.

Does it correspond to Yes
either of the above? —|

Remove the problem of the device
environment.

Complete the SIM of the external
temperature WARN.

No

Isthe external temperature
WARN detected?

END

©
TRBL04-700

TRBLO04-690
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Isthere aSIM of
RC = BF1X10?

No

Yes

Exchange MPB1 that the external
temperature WARN has been
detected. (See MPB Relacement
Processing REP03-11-10.)

Complete the SIM of the external
temperature WARN.

Yes s the external temperature

Isthere aSIM of
RC = BF1X11?

No

WARN detected?

END

Yes

Exchange MPB2 that the external
temperature WARN has been
detected. (See MPB Relacement
Processing REP03-11-10.)

Complete the SIM of the external
temperature WARN.

Yes s the external temperature

T.S.D. Call

[Special Instruction at T.S.D. Call]
e Collect Norma Dump.

WARN detected?

¢ Check whether the dummy cover of PK has been properly loaded.

o Check whether there is any obstruction of intake air/exhaust air pipe line exists on the
front side (intake air side) or the rear side (exhaust air side) of the DKC module.

¢ Check whether the external temperature environment is abnormal, or was abnormal.

TRBL04-700
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4.25 At The Time of External Temperature ALARM Detection (SIM = BF10XX)

Doesthe PS ON lamp
of the device light?

Yes

Is1/O operation available?

Yes

TRBL04-730

[Special Instruction at T.S.D Call]

¢ Collect Normal Dump.

o Check whether thereis any
obstruction of intake air/exhaust
air pipe line exists on the front
side (intake air side) or the rear
side (exhaust air side) of the DKC
module.

o Check whether the external
temperature environment is
abnormal, or was abnormal.

No @

TRBL04-720

No

|

The set termination processing of the
storage system has automatically
executed by detecting the external

temperature ALARM. Please wait for

the compl etion of the processing.
Check whether the external
temperature environment of the
module of concerned device DKC is
abnormal, or was abnormal.

Doesit correspond to
either of the above?

Remove the problem of the device
environment.

T.S.D Call

IsPS ON LED turned off?

Execute PS ON operation when it is

necessary to turn on the device again.

|

END

TRBL04-710
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TRBL04-720

The set termination processing of the
storage system has automatically
executed by detecting the external
temperature ALARM, and the
processing has been compl eted.
Check whether the external
temperature environment of the
module of concerned device DKC is
abnormal, or was abnormal.

Doesit correspond to
either of the above?

T.S.D Cdl

Remove the problem of the device
environment.

Execute PS ON operation when it is
necessary to turn on the device again.

!

END

[Specia Instruction at T.S.D Call]
e Collect Norma Dump.
e Check whether there is any obstruction of intake air/exhaust air pipe line exists on the
front side (intake air side) or the rear side (exhaust air side) of the DKC module.
e Check whether the external temperature environment is abnormal, or was abnormal.

TRBL04-720
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Isthe external
temperature discrepancy
detected?

Yes

l

“4.23 At The Time of External
No Temperature Discrepancy Detection
(TRBL04-660)

Check whether the external
temperature environment of the
module of concerned device DKCis
abnormal, or was abnormal.

Yes

Doesit correspond to
either of the above?

]

Remove the problem of the device
environment.

Complete the SIM of the external
temperature WARN and/or ALARM.

No

Isthe external
temperature WARN and/or
ALARM detected?

TRBLO04-740

[Special Instruction at T.S.D Call]
e Collect Normal Dump.
¢ Check whether there is any obstruction of intake air/exhaust air pipe line exists on the
front side (intake air side) or the rear side (exhaust air side) of the DKC module.
e Check whether the external temperature environment is abnormal, or was abnormal.

TRBL04-730
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TRBLO04-740

Exchange MPB that the external
temperature ALARM has been
detected. (See MPB Relacement
Processing REP03-11-10.)

Complete the SIM of the external
temperature WARN and/or ALARM.

Isthe externa
temperature WARN and/or
ALARM detected?

END

T.S.D. Cdl

[Special Instruction at T.S.D. Call]
e Collect Normal Dump.
e Check whether there is any obstruction of intake air/exhaust air pipe line exists on the
front side (intake air side) or the rear side (exhaust air side) of the DKC module.
e Check whether the external temperature environment is abnormal, or was abnormal.

TRBL04-740
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Blank Sheet
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4.26 Recovery Procedure for forcible volatile mode (SIM = BFD31X)

Is“CL1 VOJP switch”
or “CL2 VOJP switch” on SVP
an ON condition? (*2

Turn off the VOJP switch
that isthe ON condition.

Wait for 5 minutes.

of error code ‘35A0" been No

reported after procedures
executed?

Yes

Replace one of Parts directed
by ACC with the new one.

Wait for 5 minutes.

of error code ‘35A0 been No

reported after procedures

Have you executed
procedures for al Parts directed
by ACC?

T.SD. cdll

TRBL04-760
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*1. After finishing the error recovery, execute SIM complete.

*2: “CL1VOJP switch” is#3 of SVP switch 6-1, and “CL2 VOJP switch” is#3 of SVP
switch 6-2.
Refer to LOC03-90 and LOC03-100 respectively for the location.
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4.27 Corrective action in cache volatilization (SIM = FFCEOX, FFCFYX, 6100-02)

At the time of the cash volatilization, you carry out the recovery of the involved site according to
the ACC or the detailed information that it is displayed the following procedure by SSB screen to
classify involved sites after enforcement.

Yes
Is SIM RC=6100-02 reported? T.SDCal (*1)

‘No

Please confirm whether it occurred in the following maintenance.

« “26.2 Forced outage & restarting procedure of volatile (Procedure-A)”
(TRBL26-60)

« “26.3 Forced outage & restarting procedure of volatile (Procedure-B)”
(TRBL26-80)

«“2.1 New Installation Procedure Table” (INST02-10) of the
INSTALLATION SECTION.

Did it occur by these Yes
maintenance?

No

Replace the failure parts
according to ACC.

TRBL04-780
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*1. The SM information is not restored. DKC isin following condition.

Name of the P.P. Phenomenon

TC In case of Pending or Suspend status, percentage that P-VOL and
S-VOL are synchronized goes down to 0% and copy processing
time takes long.

UR In case of Pending or Suspend status, percentage that P-VOL and
S-VOL are synchronized goes down to 0% and copy processing
time takes long.

Sl Refer to (*2).

Thin Image All Thin Image pairs are del eted.

All POOL is blocked.

VM Percentage that P-VOL and S-VOL are synchronized goes down
to 0% (differential bitmap is cleared) and copy processing time
takeslong.

Quick Format Datawill be lost from LDEV that carrying out Quick Format.

Dynamic Provisioning/ | The data stored in HDP-VOL islost.

Dynamic Tiering

*2: PS OFF phenomenon varies according to a Shadowlmage pair state before carrying out

PS OFF.

Name of the P.P.

Pair Status Phenomenon

Sl COPY (PD)/Pending

processing time takes long.

Percentage that P-VOL and S-VOL are
synchronized goes down to 0% and copy

PAIR/Duplex

synchronized goes down to 0%.

Percentage that P-VOL and S-VOL are

COPY (SP)/SP-Pend

Pair Status turns into PSUE/Suspend.

PSUS (SP)/V-Split

Pair Status turns into PSUE/Suspend.

PSUS/Split

resynchronization.

Percentage that P-VOL and S-VOL are
synchronized goes down to 0% and copy
processing time will takes long in next

COPY (RS)/Resync

processing time takes long.

Percentage that P-VOL and S-VOL are
synchronized goes down to 0% and copy

COPY (RS-R)/Resync-R

processing time takes long.

Percentage that P-VOL and S-VOL are
synchronized goes down to 0% and copy

PSUE/Suspend None

*3. After finishing the error recovery, execute SIM complete.

TRBL04-790



DW700
Copyright © 2012, Hitachi, Ltd.

Hitachi Proprietary
Rev.0 / Jul.2012
TRBL04-800

4.28 SFP Module Failure Detection (SIM = 0x21A8, 0x21AA)
The recovery procedure when an SFP module failure occursis indicated.

Isit ana SFP wrong type?
(SIM = 0x21A8) (*1)

SFP module failure?
(SIM = 0x21AA) (*2)

Replace the SFP module in the location
pointed by SIM Action Code.

!

END

*1: SFP wrong type factors
¢ When aLongWave SFP is used in the ShortWave setting port and a ShortWave SFP isused in the
LongWave setting port.
¢ When an unsupported SFP transceiver isinstalled.
¢ When the information on the SFP is not recognized correctly.

*2: SFP module failure factors
¢ When SFP module hardware failure is occurred.
¢ \When an unsupported SFP transceiver isinstalled.

TRBLO04-800
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4.29 Recovery when SAS cable connection error occurs (SIM = EFFEXX)

The recovery procedure when incorrect recognition of Drive Box (DB) location is detected at the
processing to search drives on backend SASisasfollows.

AsaSIM for failure managed per SAS port, SAS cable connection error (REF code = EFFEXX) is
reported. (XX: SAS Port#)

Asacause of the error, it is assumed that one of the following failures occursin the reported SAS
port or in another SAS port of the opposite cluster.

# Assumed cause Details
1 |SAScableisconnected with | ® Connected cluster iswrong.
wrong ENC Backpe| CL1 | cCl2 |
FrontDB| cL1 | cL2 |

@ Connected with different DBs between clusters.

Back DB| C'i-l | c2 |

MiddleDB[ CL1 | CL2>
[

FrontDB| cL1 | cL2 |

2 |SAScableisnot connected or | Asthe number of set DBs and the number of actually

the number of DBsis recognized DBs are different, SAS cable is not connected or
insufficient the number of DBs s not enough.
3 |Connection order of DBsis ® Because of wrong connection, the connection order of DB
wrong is switched.
FomtDB| cL1 | cL2 |
| .
BakDB| cL1 | cL2 |

@ DBX isaset of 2DBSs(L)/DBF. The 2 DB numbersin a
DBX connected by SAS cable is not the sequence number.

Front
— >

Latter number
(DB-01 for example)

Former number
(DB-00 for example)

DBX top view

4 |Power isnot suppliedto DB | Thereisany DB to which the power is not supplied.

5 |Thetype of the connected DB | The specified DB type (2.5 inch DB/3.5 inch DB/DBX/DBF)
isincorrect isinconsistent with the DB type that is actually recognized.

TRBL04-810
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Recovery procedure for SAS cable connection failure

Isit at the time of No
the New installation? i
Yes
TRBL04-830
Execute the New installation work again.
(See INST02-10)
Doesthe failure No
occur again? |
v Complete the SIM.
e (See SVP02-590)
TRBL04-830 END

TRBL04-820
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Isthe system
being activated?

Yes

No

| Check ENC# by SIM Log.

Turn OFF the system.
(See INST03-09-10)

Isthe SAS cable on ENC

of the opposite cluster to indicated
ENC connected correctly?
(See LOCO05-10 ~ 92)

Yes

l

Are the number of DBS
and the DB type specified

in Configuration consistent with
those of DBsthat are
actually connected?

Yes

TRBL04-832
No
Re-connect the SAS
cable correctly.
No

Re-connect the SAS cable correctly
or specify the correct DB type
in Configuration.

Check whether the power is
supplied to all DBs.

Turn ON the system.
(See INST03-09-10)

Doesthe failure
occur again?

Yes

TRBL04-831

No

Complete the SIM.
(See SVP02-590)

J

END

TRBLO04-830
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TRBL04-830

7

| Check ENC# by SIM Log. |

Turn OFF the system.
(See INST03-09-10)

Perform the SSW replacement
operation.

Turn ON the system.
(See INST03-09-10)

Does the failure No

occur again?

Complete the SIM.

Yes (See SVP02-590)
| Check DKB#by SIM Log. | l
‘ END
Turn OFF the system.

(See INST03-09-10)

Perform the DKB replacement
operation.

Turn ON the system.
(See INST03-09-10)

Does the failure No
occur again?

Complete the SIM.
Yes (See SVP02-590)

T.S.D. cdl END
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No

Is DB being installed?

|

TRBL04-833
Check ENC# by SIM Log.
Isthe SAS cable on ENC
of the opposite cluster to indicated No
ENC connected correctly?
(SeeLOC05-10~92) Re-connect the SAS cable

for installed DB correctly.

Yes

Are the number of DBS

and the DB type specified No
in Configuration consistent with
those of DBsthat are

actually connected? Re-connect the SAS cable correctly
or specify the correct DB typein
Configuration.

Yes

Check whether the power is
supplied to the installed DB.

Restart DB installation.

Does the failure No

occur again?

Complete the SIM.
Yes (See SVP02-590)

T.SD. cdll END
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taken place?

No

Is ENC replacement operation

Confirm ENC# from SIM Log.

Isthe SAS cable on the

designated ENC connected correctly?

(See LOCO5-10 ~ 92)

!

TRBL04-834

Re-connect the SAS cable
in ENC correctly.

connection?
(*1)

Yes

Did the SAS cable change

No

Perform ENC dummy
replacement operation.

Perform ENC
replacement operation.

Recurrence of
the malfunction?

Yes

T.S.D. cdll

No

Complete the SIM.
(See SVP02-590)

!

END

*1: When the replacement failed because of wrong connection of the SAS cable, make

recovery by replacement operation as the failure was not caused by ENC failure.
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Isthe DKB replacement No
operation taken place? l

Yes T.SD. call

Confirm ENC# from SIM Log.

Isthe SAS cable on the
designated ENC connected correctly?
(See LOCO05-10 ~ 92)

No

Re-connect the SAS
cable correctly.

Yes

Perform the DKB replacement
operation.

Recurrence of No
the malfunction?

Complete the SIM.
Yes (See SVP02-590)

T.SD. cdll END
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4.30 Recovery procedure when MAIN Blade patrol check error occurs (SIM = FFCCOX)

*1: Isthere a SIM within 15 minutes from this operation?
*2: Refer SV P03-460.

After the MAIN Blade replacement?
(*1)

No

“An error occurred when replacing Yes

the CFM micro-program.”
message?

| Select [Version] on the Maintenance Screen. |

| Select [CM Ver] tab. |

On the display of “CMBK”,
Isthe “CMBK" microversion of the
MAIN Blade directed by SIM
displayed? (*2)

On the display of “CMBK”,
Isthe“CMBK” microversion of the
MAIN Blade directed by SIM lower
than that of “SVP"?

After the CFM replacement failure?
(*1)

No

Weas there
“An error occurred when replacing the
CFM micro-program.”

message?

Dummy Replace the
MAIN Blade directed by SIM.

(1) !

TRBL04-850
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TRBL04-840 *1: Isthere a SIM within 15 minutes from this operation?
*2: Refer SV P03-460.
*3: If you executed the micro-program downgrade,
“Isthe“CMBK” or “Current” microversion higher than that of “SVP"?’

Yes

After the CFM microexchange
failure? (*1)

After the CMBK microexchange €S

Was there
“On exchanging a micro-program.
An error has occurred.”

No

Replace the MAIN Blade message?
directed by SIM. Yes
i | Select [Version] on the Maintenance Screen. |
END |

| Select [CM Ver.] tab. |

On thedisplay of “CMBK”,
Isthe “CMBK” microversion of the
MAIN Blade directed by SIM
displayed? (*2

No

On the display of “CMBK?”,
Isthe “CMBK” microversion of the
MAIN Blade directed by SIM lower
than that of “SVP’?

(*2) (*3)

Yes

No

On the display of “CFM”,
Isthe “Current” microversion of the
MAIN Blade directed by SIM

displayed? (*2)

On the display of “CFM”,
Isthe “Current” microversion of the
MAIN Blade directed by SIM lower
than that of “SVP"?

(*2) (*3)

Yes

Dummy Replace the
MAIN Blade directed by SIM.

Replace the MAIN Blade
directed by SIM.
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4.31 Environment monitors inter-MN communication error (SIM = BFB11X)

Inter-MN communication
error trouble shooting

Isthere aSIM of

Yes

RC = BFAA1X?

Yes

IsthereaSIM of

T.SD. Call (*1)

RC = BFAF1X?

IsitaSIM of No

A

Go to 4.32 Environment
monitors MN error

RC = BFB111?

Yes

| Replace the MPB1. |

Close ‘Maintenance’ window once
and reopen to check MPB status.
(See SVP03-10.)

| Replace the MPB2.

Close ‘ Maintenance’ window once
and reopen to check MPB status.
(See SVP03-10.)

Is either of
MPBs blinking?

Is either of
MPBs blinking?

Replace the MPB2. | | Replace the MPB1. |

Close ‘Maintenance’ window once
and reopen to check MPB status.
(See SVP03-10.)

Is either of
MPBs blinking?

®

*1: A system down may occur by maintenance operations.
Follow T.S.D."sinstructions to perform maintenance.

( Tsp.cal )
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i

Complete all SIMs of RC = BFB11X.

END
Cause: MPB

MN error to be detected by MPB1

| Inter-MN communication error to
be detected by MPB1
(SIM RC = BFB110)

| Inter-MN communication error to

MPB1 (SIM RC = BFAF10)
MP DKC
«——»| MN
#O /
A
g:_% ____________________ Inter-MN
MPB2 communication
A
\
MP DKC [T——__ |
[ ———> MN
#1

be detected by MPB2
(SIM RC = BFB111)

(SIM RC = BFAF11)

\ MN error to be detected by MPB2

When an error occurs in MN#0, the MN error (SIM RC = BFAF10) and the
inter-MN communication error (SIM RC = BFB111) are reported.

Fig. 4.31-1 Inter-MN Communication Error/MN Error Correlation Diagram
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4.32 Environment monitors MN error (SIM = BFAF1X)

MN error
trouble shooting

IsthereaSIM of Yes
RC = BFAA1X? T.SD. Cdl (*1)

No
Arethere SIMs 0 Yes
both RC = BFAF10 and T.SD. Cdl (*1)
RC =BFAF11?
No
Istherea SIM of No
RC =BFB11X?
Yes IsitaSIM of
RC = BFAF10?
IsitaSIM of No @ @
RC =BFB111?
Yes
IsitaSIM of No IsitaSIM of
RC = BFAF10? RC = BFAF11?
Yes
% T.S.D. Call T.S.D. Call
Replace the MPB1. Replace the MPB2.

Close ‘Maintenance’ window once
and reopen to check MPB status.
(See SVP03-10.)

Is either of
MPBs blinking?

T.S.D. Cdl

Completeall SIMs of RC = BFB11X *1: A system down may occur by maintenance operations.
and RC = BFAF1X. Follow T.S.D.’sinstructions to perform maintenance.

!

END
Cause: MPB
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4.33 Recovery Procedure When MPB/MAIN Temperature Abnormality Is Detected

(SIM = BF13XX, BF14XX)

Isthe externa
temperature ALARM
(SIM = BF10XX)
detected?

No

Isthe external
temperature WARN
(SIM = BF11XX)
is detected?

Isthere the SIM
of DKCFAN warning
(RC = BF70XX/
BF71XX)?

Yes

Yes

l

“4.25 At The Time of External
Temperature ALARM Detection”
(TRBL04-710)

No

l

“4.24 At The Time of External
Temperature WARN (+ or -)
Detection” (TRBL04-690)

Replace the concerned FAN.

Complete the SIM of
DKCFAN warning.

| Replace the concerned blade. |

Isthere the SIM
of temperature abnormality
(RC = BF13XX/
BF14XX)?

Complete the SIM of MPB
temperature abnormality warning,
MPB temperature abnormality, and
MAIN temperature abnormality.

l

END

T.SD. cdll

TRBLO04-890
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4.34 Recovery procedure when Battery Charge Empty is detected (SIM = BFD1XX)

I's battery charging capacity

of the cluster where the concerned battery No
isnot installed 50% or more?
Wait until the battery charging
v capacity becomes 50% or more
& (amaximum of 2.25 hours).
Yes I's battery charging capacity
of the cluster where the concerned battery
is not installed 50% or more?

Was the concerned battery replaced?

No

Replace the concerned Replace the concerned
MAIN Blade. battery.
Wait until the battery charging @

capacity of the cluster where the
replaced MAIN Blade wasinstalled
becomes 50% or more
(amaximum of 2.25 hours).

Yes

IsSIM = BFD1XX generated?

No

END T.SD. cdll
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5. TrueCopy/HAM Error Recovery
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5.1 TrueCopy Error Recovery Procedure

A TrueCopy pair suspension or a TrueCopy pass blockade may occur owing to hardware errors.
This section explains the recovery procedure against them.
Occurrences of TrueCopy errors can be known through the following.

* TrueCopy error message on the Syslog outputted by the RAID manager/TrueCopy (*1)
* Report of a TrueCopy pass blockade occurrence by the SIM
* Report of a TrueCopy pair suspension occurrence by the SIM

Table 5.1-1 TrueCopy SIM REF.CODE

SIM REF. CODE Meaning Remarks
DAXY-YY TrueCopy pair suspend X:0-2,4-60rF
YYY: LDEV number
2180-XY TrueCopy pass blockade X: CHB PCB #
Y: Port#in PCB
2182-XY MCU has received the notification of X: CHB PCB #
communication line error detection from extender. | Y: Port#in PCB

When a message indicating that a TrueCopy pair error has occurred is displayed on the Syslog,
check the SIM log of the connected DK C and confirm the conformance of the message on the
Syslog with the SIM logged on the DK C side before starting the recovery using the following flow
chart (TRBL05-30).

*1: When the TrueCopy pair is suspended, the RAID manager/TrueCopy displays the
following message on the Syslog.

[HORCM _102] Detected a suspending status on this paired volume
(Volume: OOOO, code: 0x0X).
OOOO :Volume name
0x0X : Factor code (Theitem [D4X] of SIM RC SECTION isreferred to.)
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Recovery for TC Error

START

SIM = 2180XY? Y&

Yes

SIM = DAOYYY? Y68

4

P
o

Yes

®

TRBL05-40

TRBL05-40

®

TRBLO05-40

Check the SIM log for the

SIM =D41YYY?

Yes

Yes

Yes

Yes

b

P
o

Yes

i

Z
o

Yes

|

No

SIM = DADYYY? Y€

|

No

®

TRBL05-31

time of the SIM reported.

=)

SIM = 2180 exist?

®

TRBLO05-50 TRBL05-40
@ TRBLO05-50
TRBL05-60

Thereis no recovery operation. This phenomenon
occurred by S-VOL PSUS/PSUE operationin
RCU’s Web Console.

(RAID Manager: TC takeover or pairsplit)

Thereis no recovery operation. This phenomenon
occurred by S-VOL SMPL operation in RCU’s Web
Console.

(RAID Manager: pairsplit)

®

TRBLO5-70

®

TRBL05-90

@

TRBL05-90

TRBLO5-30
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SIM =D46YYY?

®

TRBL05-90

®

TRBL05-90

END
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TC Path Recovery Section

i

Check the status of the path
(RCU Status) by the SVP.

Path Status
‘Initialization Failed' ?

Path Status
‘Communication Time
out'?

No

No Yes

Yes

Path Status ‘ Normal’ ?

Check the status display of
MCU and analyze the
failure part.

®)

Check the parameter of Add
RCU operation.
(RaidManager: raidcom add rcu)

Parameter miss exist?

TRBL05-80

Failure part exist?

Yes

Check the status display of
RCU and analyze the
failure part.

Failure part exist?

Check the connecter, cable
and analyze the failure part.

Failure part exist?

Repair the failure part.

Repair the path status by TC
Path operation

(Refer TC Path Recovery
Procedure: TRBL05-100).

Path Status ‘Normal’ ?

TRBLO05-80

TRBL05-40
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TRBLO05-50

Check the error codein F/M = ‘8F SSB
log in time of PSUS/PSUE SIM existing.

| Execute afollowing Recovery Procedure

Repair the pair status by TC Pair
operation.

(Refer TC Pair Recovery Operation:
TRBL05-110)

END
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TRBLO05-60

Check the CACHE failurein
RCU.

CACHE failure Yes

exist? —|

"’ Repair the CACHE status in
0 RCU.

Repair the pair statusby TC
Pair operation. (Refer TC Pair
Recovery Operation:
TRBL05-110)

Isthe Pair
status ‘' PAIR’ or ‘COPY'?

Yes

TRBLO5-60
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¥

Check the SIM Log.
(Ref. Code=2180XY)

2180XY SIM exist?

@

TRBLO05-40

Check the status display of
RCU and analyze the failure
part.

Failure part exist?

Repair the Failure part.

Repair the pair statusby TC
Pair operation. (Refer TC Pair
Recovery Operation:
TRBLO05-110)

Isthe Pair
status ‘PAIR’ or
‘COPY’'?

TRBLO5-70
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END

7

Check the SIM Log and pair
status by the SVP.
(Isthe TC Pair PSUS/PSUE?)

PSUS/PSUE pair exist?

No

Yes

Check the status of the pair by
the SVP.

Check the Pair status of P-
VOL and S-VOL by the
MCU’'sSVP and the RCU’s
SVP.

Pair PSUS/PSUE?

; Pair status ™
information of the pair
volume is same’

Repair the pair statusby TC
Pair operation. (Refer TC Pair
Recovery Operation:
TRBL05-110)

Isthe Pair
status ‘PAIR’ or
‘COPY’?

END
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Check the SIM LOG of RCU
that the S-VOL exist pair the

P-VOL.
|

Check the ACUTE or
SERIOUS SIM log in time of
concerned SIM log.

Please analyze the SIM log
and execute a trouble shooting.

!

END

?

Check the SIM LOG of MCU.
(Ref. Code=2180XY)

2180XY SIM exist?

i

Check the SIM LOG of RCU
that the S'VOL exist pair the

P-VOL.
|

Check the MODERATE SIM
log in time of concerned SIM

log
|

Please analyze the SIM log
and execute atrouble shooting.

®

!

END

TRBLO05-40
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TC Path Recovery Procedure

Check the status of the path by
SVP (RCU Path status).

No

Yes

Path status ‘ normal’ ?

Execute Delete path by TC
Path operation. If the number
of logical path is one, you

It seems that path has been
normal status automatically
caused by repairing failure

must execute Delete RCU. part.
END
Path delete?
Yes

(T.SsDcal)

Execute establish path by TC
Path operation.
(RaidManager: raidcom add

rcu)
y

END
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TC Pair Recovery Operation (1/2)

( START )

Check the status of the pair
by the SVP.

Status ‘' SMPL’? Status ‘' PAIR' ?

No operation. Check the copy status and
¢ activity by SVP Pair Status.
END
Detect error?
Check the status of the S-VOL
by the RCU’s SVP.
Execute resync pair after
es executing suspend pair by
Status ‘ SMPL’? TC Pair operation. (*2)
No l

Execute delete pair

by TC Pair operation from END

RCU. [A]

(RAID Manager: pairsplit-S)

|

|

Execute create pair by TC Pair
operation. (*1)

(RAID Manager: paircreste)

J

END

*1. |If delete pair operation is executed according to [A], please create pair operation to these TC pairs.
*2. For the RAID Manager, issue the Pairresync command after the Pairsplit command is issued.
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TC Pair Recovery Operation (2/2)

No

Status ' PSUS/PSUE’ ?

Execute resync pair by TC
Pair operation. (*2)
(RAID Manager: pairreync)

Isthe Pair status
‘PAIR’ or ‘COPY’?

Yes

Execute create pair after
delete pair (*1)
by TC Pair operation. (*3)

%

END

*1. |If delete pair operation does not complete, please try force delete pair operation.

*2: If TrueCopy pair detail is‘SSWS (S-VOL Swapping)’ on the RAID manager (pairdisplay-fc), please execute resync

pair operation (pairresync-swaps).

*3. For the RAID Manager, issue the Paircreate command after the Pairsplit-S command is issued.

TRBL05-120



Hitachi Proprietary

Rev.0 / Jul.2012
TRBL05-130

Copyright © 2012, Hitachi, Ltd.

Recovery Operation of the Suspended TrueCopy Pair

This document which is addition of the TrueCopy Pair Recovery Operation (TRBL05-110) explain

the recovery operation for the suspended TrueCopy pair in the extended LU.

After repairing the failure part, execute aresume (pair resync) operation for the suspended pair.
TrueCopy resume operation can be executed from SVP, Web Console, and RAID Manager. A

means, an object and a procedure of the resume operation are shown in afollowing table.

Table5.1-3 TrueCopy Resume Operation Procedure in the extended LU

means

object

procedure

Web Console

Logical Unit

(1) Check the volume number of the suspend pair from the
F/M =“FB” SSB.

(2) Check the LU pair status which comprises the suspended
pair volumeisa“PSUS’, “PSUE”, or “PDUB".

(3) Executea”Pairresync” operation to the LU pair.

(4) Check the pair statusisa“PAIR” or a“COPY”.

RAID Manager

Logical Unit

(1) Check the volume number of the suspend pair from the
F/M =“FB” SSB.

(2) Check the LU pair status which comprises the suspended
pair volumeisa“PSUS’, “PSUE”", or “PDUB".

(3) A pairresync command issues to the suspended LU pair.

(4) Check the pair statusisa“PAIR” or a“COPY”.

If pair status does not change “PAIR” or a“ COPY” after executing a*“Pairresync” operation
(pairresync command for RAID Manager), please try “Pairsplit -S” operation (pairsplit -s command
for RAID Manager), and execute “Paircreate” operation (paircreate command for RAID Manager)

again.
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Procedure when the host hangs
If ahost hangs up whileit iswriting datain TrueCopy P-VOLSs, data difference between paird P-
VOL and S-VOL may occur because of reasons as follows.

1. A write command didn’t finish normally for some reason in DKC and it reported check
condition to the host, but because of the hang-up, the host didn’t retry the command.

2. During a process of awrite command in DKC, a reset message was issued from the host and
stopped the write command process, but because of the hang-up, the host didn’t retry the
command.

In this case, since write data of the last write command before hang-up was not written on the disk
completely, please restart the job in order to complete the aborted command.

Recovery procedure when an error of TrueCopy pair operation occurs

When either MCU or RCU isin ahighly loaded condition, a pair operation (a command for
paircreate, pairsplit, or pairsplit-S) from a RAID Manager to one or multiple TrueCopy pair
volume(s) may fail in (EX_CMDRJE or EX_CMDIOE). In this case, please check the pair status of
the volumes that are objects of the operation. If the status is the same as before the pair operation,
please retry the same pair operation.

TRBL05-140
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Special note of pair recovery procedure when SIM=D4FY-Y'Y is generated
The special note in the recovery procedure from Web Console when this SIM is generated when

Paircreate or the Resync operation is executed, and the state of the pair enters the following statesis
shown below.

B When this SIM is generated when Resync is operated
It ..state of the pair.. ..following.. explains the deletion of the object pair (make to SMPL) on
the RCU side when becoming P-VOL = SMPL, S-VOL = PAIR or COPY.

The recovery procedure:
Please execute the recovery work referring to this trouble shoot section usualy.

(1) For TrueCopy
The Delete pair operation is executed to S-VOL, and it wishes the execution of Pair create
again.

B When this SIM is generated when Resume is operated
The state of the pair is P-VOL = PSUS/PSUE, S-VOL = PAIR or COPY.

The recovery procedure:
Please execute the recovery work referring to this trouble shoot section usually.
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5.2 Pinned Track Recovery Procedure for TrueCopy

Pinned track recovery procedure for TrueCopy is asfollows.

ECC/LRC
Error

the pinned track?

Procedure for TC

‘ Pinned Track Recovery ’

OcCcur

MCU

Delete the TC volume
pair in which the
pinned track has

red using SVPon

Error type of Write Error

Isthevolumein
which the pinned track has
occurred aP-VOL?

Yes

Check if thereisa
hardware error on
the SIM/SSB/SVP
Maintenance screen
and solve the
hardware problem.

Execute the existing Write Error
track recovery procedure.

Refer to “Recovery Procedure
for Write Error Tracks’
(TRBL06-210). But the data

recovery is not included.

!
@

in which the failed track has
occurredaTC

Is the volume

volume?

Execute arecovery
Execute the existing pinned track procedure for the failed
recovery procedure. Refer to track on the volume.
“Recovery for Pinned tracks’ Note that a data
(TRBLO06-130). But the data recovery recovery isnot
is not included. included. (*1)

(TRBL06-130)

*1: In the recovery from afailed track, only the
LDEV formatting is executed except in the
case of Solaris. For Solaris, only the
correction of afailed track by means of the
analyze command is executed. Datais
recovered by resetting a TC volume pair.
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Write Error

Error type of the pinned track?

ECC/LRC Error

I's the volume recovered
the pinned track TC
(P-vOL)?

Correction copy ended?

Yes

Isthe volume in which Yes
the failed track has occurred |
aTC volume?

Execute arecovery procedure
No for the failed track on the
FIBRE volume.

Do thefile recovery for any data set
containing a track that was inspected. (TRBL06-130)

Reestablish the TC volume pair to the
recovery volume using SVP on MCU.

!

END
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5.3 Recovery Action of Path Status Error

Path Status

Factor

Recovery Action

“Nothing”

Establishing path or deleting
path

Delete the path with “Edit Path” or
“Delete RCU”, add a new path with “Edit
Path” or “Add RCU".

“Initialization Failed”

Incorrect the physical
connection between the MCU
and RCU

Correct the physical path connection
between the MCU, RCU and the path
relay equipment.

Incorrect the Port topology
settings.(Fibre connection)

Setup the port topology of the both MCU
and RCU correctly.

Blockade of the MP or Port on
the RCU.

Repair the MP status or Port status on the
RCU.

Broken the connection cable
physically.

Replace the broken cable.

Incorrect the path relay
equipment settings or the path
relay equipment doesn't work.

Correct the path relay equipment settings
or repair it.

“Communication Time Out”

Blockade of the MP or Port on
the MCU.

Repair the MP status or Port status on the
MCU.

“Resource Shortage (MCU)”

MCU resource over.

“Resource Shortage (RCU)”

RCU resource over.

Too many path in the MCU or the RCU.
Delete the paths and RCUs not currently
inuse.

“Serial Number Mismatch”

Incorrect the RCU S/N or

Delete the path with “Delete RCU”, add a

Controller ID. new path with the correct RCU S/N and
(Fibre connection) Controller ID with “Add RCU” again.
Incorrect the physical Correct the physical path connection

connection between the MCU
and RCU.

between the MCU, RCU and the path
relay equipment.

Incorrect the Port topology
settings. (Fibre connection)

Setup the port topology of the both MCU
and RCU correctly.

Blockade of the MP or Port on
the RCU.

Repair the MP status or Port status on the
RCU.

Broken the connection cable
physically.

Replace the broken cable.

Incorrect the path relay
eguipment settings or the path
relay equipment doesn’t work.

Correct the path relay equipment settings
or repair it.

(To be continued)
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(Continued from the preceding page)

Path Status

Factor

Recovery Action

“Invalid Port”

Specified port is not existence
on the MCU.

Delete the path with “Edit Path” or
“Delete RCU”, add anew path with
correct port on MCU again.

Incorrect specified port type
“Fibre”.

Delete the path with “Edit Path” or
“Delete RCU”, add anew path with
correct port type “Fibre” again.

Specified MCU port type is not
Initiator.

Change the channel type of the MCU
port to Initiator.

Incorrect the specified CU of
MCU.

Delete the path with “Edit Path” or
“Delete RCU”, and add a new path with
correct CU again.

Incorrect the specified link
address.

When MCU and RCU connects directly,
set the link address to except “00”. When
MCU and RCU does not connect directly,
set the link addressto “00”.

Exists the same path.

Confirm the MCU port, link address or
RCU port, and logical address or CU#,
and delete the path with “ Edit Path”.

“RCU Port Number
Mismatch”

Incorrect the specified RCU
port.

Delete the path with “Edit Path” or
“Delete RCU”, and add a new path with
correct RCU port again.

Incorrect the physical
connection between the MCU
and RCU.

Correct the physical path connection
between the MCU, RCU and the path
relay equipment.

Incorrect the Port topology
settings. (Fibre connection)

Setup the port topology of the both MCU
and RCU correctly.

Blockade of the MP or Port on
the RCU.

Repair the MP status or Port status on the
RCU.

Broken the connection cable
physicaly.

Replace the broken cable.

Incorrect the path relay
equipment settings or the path
relay equipment doesn’t work.

Correct the path relay equipment settings
or repair it.

“RCU Port type is not RCU
Target”

Incorrect specified RCU port.

Delete the path with “Edit Path” or
“Delete RCU”, and add a new path with
correct RCU port again.

Specified RCU port type is not
RCU Target.

Change the channel type of the RCU port
to RCU Target.

“Communication Failed”

Blockade of the MP or Port on
the RCU.

Repair the MP status or Port status on the
RCU.

The path relay equipment
doesn’t work.

Repair the path relay equipment

(To be continued)

TRBLO5-190



Hitachi Proprietary

DW700

Rev.0 / Jul.2012
TRBL05-200

Copyright © 2012, Hitachi, Ltd.

(Continued from the preceding page)

Path Status

Factor

Recovery Action

“Logical Blockade”

MCU Port doesn’'t work.

Repair the port status on the MCU.

RCU Port doesn’t work.

Repair the port status on the RCU, and
delete the path with “ Edit path” or
“Delete RCU” and add the path with
“Edit path” or “Add RCU” again.

The path relay equipment
doesn’t work.

Repair the path relay equipment, and
delete the path with “ Edit path” or
“Delete RCU” and add the path with
“Edit path” or “Add RCU” again.

Broken the connection cable
physically.

Replace the broken cable, and delete the
path with “Edit path” or “Delete RCU”
and add the path with “ Edit path” or
“Add RCU” again.

“Program Error”

Detected program error.

Delete the path with “Edit path” or
“Delete RCU”, and add the path with
“Edit path” or “Add RCU” again.
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5.4 Recovery Procedure for Related to BCM Operation Error

The following SIM may be reported by BCM operation. The meaning and the recovery procedure
are described to the following.

Table 5.4-1 SIM related to BCM operation

SIM REF. CODE Meaning Remarks
D57XYY Command device operation was executed in state of X: CU#
Command device was ONLINE YY:LDEV#

The flow chart of recovery procedure when the above-mentioned SIM was reported by the BCM
operation is shown as follows.

| Recovery Procedurefor Related to BCM Operation Error

Is the volume

Yes No
in state of online? (* 1)
No
END Please make the volume to state
of offline

!

END

*1: Pleaserefer to “Error Location” of SIM for the volume number.
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5.5 Recovery Procedure for HAM Error

Recovery Procedure for HAM Error is basically the same as Recovery Procedure for TrueCopy for
Mainframe Error.
Peculiar notes to Recovery Procedure for HAM Error are shown below.

(1) Noteswhen HAM pair is deleted
When the pair deletion of HAM is necessary, procedure of pair deletion is different whileitis
operated with P-VOL or S-VOL. Procedure of judging whileit is operated with P-VOL or S
VOL, and of pair deletion is shown below.

NOTE: Itisnecessary that to stop 1/O operation, if it is operated with S-VOL.

<Procedure of judging whileit is operated with P-VOL or S-VOL>

[Using SV P/Storage Navigator]

1. Open the TrueCopy Operation window.

2. Check column “VOL Access’ of both P-VOL and S-VOL of HAM pair.

3-1 If “VOL Access’ of both P-VOL and S-VOL aredisplayed “blank” it isjudged that is
operated with P-VOL.

3-2 1f “VOL Access’ of P-VOL isdisplayed “Access’ it isjudged that is operated with P-
VOL.

3-3 1f “VOL Access’ of S'VOL isdisplayed “Access’ it isjudged that is operated with S-
VOL.

3-4 Case other than the above please judge using HDLM whileit is operated with P-VOL or S-
VOL.

[Using HDLM]

1. If HDLM Pathto P-VOL isonline state it isjudged that is operated with P-VOL.

2. 1f HDLM path to P-VOL is offline state and path to S-VOL isonline state, it isjudged that
is operated with S-VOL.

3. Case other than the above please judge using SVP or Storage Navigator whileit is operated
with P-VOL or S-VOL.

NOTE: When both judgment using SVP or Storage Navigator and that using HDLM are also
impossible, please contact the Technical Support Division.
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<Procedure of pair deletion in case it is operated with P-VOL>

1.

2.
3.
4.

Change to offline HDLM pathsto S-VOL.
Delete HAM pair.

Create HAM pair from MCU to RCU.
Change to online HDLM pathsto S-VOL.

<Procedure of pair deletion in case it is operated with S-VOL>

1
2.
3.

No o s

Stop 1/0 and application executed on S-VOL.

Delete HAM pair.

Execute TrueCopy pair creation from RCU to MCU and copy the latest data of RCU to
MCU.

After completing copy from RCU to MCU, delete TrueCopy pair.

Create HAM pair from MCU to RCU.

Change to online HDLM pathsto P-VOL.

Resume |/O and application.
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6. Trouble shooting of Open platform

6.1 Trouble shooting of error on host Fibre channel interface
6.1.1 Outline

This section describes troubleshooting of error on host Fibre channel interface.

6.1.1.1 Possible failures and causes of them

Table 6.1.1-1 Possible error and cause

No. Possible error Cause
1 |DW700LDEYV isnotrecognized |(1) SCSI installation, i.e. recognition and connecting procedure
by Fibreinitiator from SCSI initiator is not executed correctly

(2) Problem of Fibre cable or connection
(3) Problem of Fibreinitiator.
Fibre board, device driver version, parameters, etc.
(4) SCSI path definition from SVP
(5) The Host Reserve statusis left uncancel ed.
(6) Other
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6.1.1.2 Matters must be or desirable to be checked

Item Checkpoint Check method

1 |IstheReady LED onthe DKC on? Check the storage system visually.

2 |IstheLED of the port, which correspondsto the failed | Check the storage system visually.
SCSI port, on?
Open the System window from Action menu of
Storage Navigator main window and check whether
the port status indicator is on.

3 |Isthelocation of the CHB port correctly understood? | Refer to LOC04-10.

4 |Isthe status of the FCP corresponding to thefailed | Check if the FCP is normal by selecting the
SCSI path normal? PCB status in the Maintenance window and

viewing the statuses of the FCP (see page

TRBLO06-70).

5 |Isthefibre channel cable connected to the fibre Pull out and then insert the cable connector.
channel board of the server firmly?

6 |Isitaproblem of the cable? Replace the cable.

7 |Isthe SFP of the PCB normal? SIM: Check if the 21A8 is output.

Make sure of the type and status (Short or

Long) of the SFP through the CHB information

concerned in the Maintenance window.

Pull out and then inset the SFP.

8 |Did not the AL-PA duplicatein the fibrechannel? | SIM: Check if the 2190 is output.
9 |Isthetopology not wrong? Turn on/off the Fabric setting.

Make sure which is adopted, the FC-AL or

Point-to-Point?

10 |Isthe path from the SVP set correctly? Check the SCSI path of the port concerned.

11 |Isthe device defined as the SCSI path normal? Check the LU status information in the
Maintenance window.

12 |Isthe setting of the driver normal? Check the setting of the driver.

13 |Isthe HBA normal? Replace the HBA.

14 |Isthefibre channel port correct? Check the fibre channel information (on page

TRBL06-90) of the SVP Monitor.

15 | Arethe combinations of PCB types and the If the type of CHB is HFSGR, make sure the
equipment to be connected correct? channel speed of the equipment (HBA, switch,
etc) to be connected is not 1Gbps.

*: If thetype of CHB isHF8GR, set the host
channel speed from anyone of
2G/4G/8Ghps since the channel speed of
1G is not supported.
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6.1.2 Troubleshooting flowchart to be used when the device is not recognized

The device cannot
be recognized.

sthe power o
the device (DKC)
turned on?

Turn on the power.

Is the fibre channel
cable connected?

Connect the fibre channel cable.

Does the topology
information fit the connection
configuration?

Isthe LED of the port on
See page TRBL06-60

I's the channel
speed inappropriate,
orisit set as Auto?

TRBL06-40

After checking the channel speed,
pull out and then insert
the cable connector.

Yes

Isthe LED of the port on?

Isthe location of
the CHB port, which is the port
oncerned, correct?

No Make sure of the port
at the correct location.

Recover the CHB that includes the
blocked port.
Refer to page TRBL06-70.

Is the port concerned
normal?

o 7

(1) TRBLO6-40 TRBL06-40(3)

*1. If thetype of CHB isHF8GR, set the host channel speed from anyone of 2G/4G/8Ghbps since the
channel speed of 1G is not supported.

Does the topology
information fit the connection

Set the correct topology.
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TRBL06-30

Is the setting of
the SCSI path
made correctly?

Is the setting of
the LAN security
made correctly?

Isthe LU status
information normal?

TRBL06-30
O,

Is the setting of
the HBA driver correct?

Isthe SFP
inserted correctly?
Isthe SIM (21A8) not
reported?

TRBCL%S-SO
3

Make the path definition over again.

Make sure of the WWN and reset it.

No

Refer to page TRBL06-80.

Make the setting of the HBA driver
over again correctly.

Insert the SFP again and
if the troubleis not solved in spite
of the operation, replace it.

Diagnose the CHB port following the
instructions given on page TRBL 06-90.

Was no problemis caused
found as aresult of
the diagnosis?

TRBL06-50

Replace the CHB.

END
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Power off the host.

Replace the fibre channel cable.

Reboot the host.

Yes

Was the device recognized?

Power off the host.

Reboot the host.

Yes

Was the device recognized?

Support Division (T.S.D).

¢ Device configuration of the host
¢ Version of the OS

e Whether the OSis patched or not
¢ Version of the driver

e Model number of the CHB
Dump information on the DKC
Syslogs and/or Messages

Send the following information to the Technical

Logs of software when the alternative path exists
Fibre channel monitoring information if available

END
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6.1.3 Procedure for checking out the storage system port status

In the * Port Location” window ([Actions]-[ Component]-[View Port Location]) of Storage Navigator,
system equipment information of the disk drives of the storage system being connected is displayed.
As the system equipment information, the basic and port information are displayed.

I Port Location
HF8G (CHB)
[ETY 34 1c 3¢ 1E 3E
LAk 7a 50 7C 5E 7E
Cluster-1
HF8G (CHB)
B |38 1D 3D 1F 3F
5B 7B 50 7D 5F 7F
HF8G (CHB)
24 48 2¢ 1c 2E ik
W64 |e8A B 8¢ 6E BE
Cluster-2
HF8G (CHB)
2B 4B 2D D 2F aF
6B [48B GD ) 6F aF
[@aa_J#wailable and connected to the other device [_AA_JAvailable, but not connected ta the othier device [14_JMNot equipped or not arailable

Inthe“Port Location” box, the statuses of the ports are displayed in theimage of the practical storage
system.

The“Cluster-1" or “Cluster-2” represents the each cluster. In the upper and lower parts of the “Port
Location” box, lists of ports of the Cluster-1 and Cluster-2 are displayed respectively. Six CHBs
(CHannel Blade) are displayed for the each cluster. Asthe headwords of the port list, names of CHBs
are displayed.

A name, LED status, and installation information of the port are displayed for the each PCB.
Meanings of the displays of the port names are explained below.

Port name Means
Black lettersin acolored oval Theportisinstaled and in use.
Black letters The port isinstalled and ready for use.
Gray letters The port is not installed or out of use.

TRBLO6-60



Hitachi Proprietary DW700

Rev.0 / Jul.2012 Copyright © 2012, Hitachi, Ltd.
TRBLO6-70

6.1.4 Procedure for checking normalcy of the processor

Select the MPB in the Maintenance window, and check the normalcy of the processor in the
following window.
When they are normal, “Normal” is displayed in the Status column as shown below.

<_='? Replacel % e =iy

MPU-10
—PCE Skatus
Maormal MP | Skakus
—Logical Path Skatus PEMPL0-00 Normeal
Mormal ErP10-01 Mormal

I=ErP10-02 Mormal
ImEmMP10-03  Mormal

MPLU-11
—PCE Skakus
Mormal MP | Status
—Logical Path Skakus =EMP11-00 Mormal
Mormal ImErP11-01 Mormal

ImEmMP11-02 Mormal
ImEMP11-03 Marmal

TRBL0O6-70



Hitachi Proprietary DW700

Rev.0 / Jul.2012 Copyright © 2012, Hitachi, Ltd.
TRBLO06-80

6.1.5 Procedure for checking the LUN status information

Select LUN Management in the Maintenance window.

Select View from the tabs at the top of the window and check off the LUN Status.

Then you can check the LU status information of each host group.

Check if the displayed status information is not Blockade or Reserve. If the displayed statusis not
Normal, it is highly possible that the device cannot be recognized because of the status.
Therefore, call the T.S.D having the following window attached.

2% LUN Management
Fie Edit ‘“iew Group WM LUN Pot LDEY LUSE

Va

Exit Siteh

¥ = E

Mew  Change WelEte

Display |LUN 'l
E|_§| DKL # Grou Host Mode
=i cHe 00 34600 0n Standard
-4 CHE1A

% 14 RCU-Target
[
-3 B
e T4 Initiator
=-Hi cHe-1B

B =B B | & T

Add [Chanme Delete List ‘ dd  [Delete Fart [Ercd

=8| =

2 64 RCLTarget LUN [ LDKC .U LDEY | Emulation | ov5 | Size | Cmd.Dev. [ EmdSec. | CmdAuth. | Cnd Gip. | Guard | CLPR|[ Status
5 B Inifiator L0000 00:00:0h++  OPENY CVS  2048062[(MB] Off aff off off R 00 | MNomal
=4 cHe-28 PL0001 00:00:08++  OFENY CVS 1024031 [MB] OF aff off off R 00 | MNomal
- B 20002 00:00:0C++  OFENY VS 1024031 MB] Off off off off RAw 00 | Momal
4B £2,0003 00: 00: 0D+ OFENY  CVS 2043062 [ME] Off off off off RAW 00 | Momal
% BB P20004 00:00: 11+ OFENY  C¥S 524288.43[ME] Off off off off Rew 00 | Nomal

g OB ﬁ;DDDE 00:00: 12+ OPEMA  CWS 52428843 [MB] Off aff off off R 00 Mormal
El@ Logical Device

-5 LDKCHO /

LU status
information

Ready |&llLU[s) & |&llocated LU[z) 6 4
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6.1.6 Procedure for locating where a fibre channel failure occurred

Select the following items in the SVP Monitor window and check the counts at the time when the
device recognition is executed.

When the count has been made, it is possible that a part of the path concerned has a problem.
Therefore, locate the part according to an estimation suggested by the port information.

The counts are displayed at intervals of five seconds.

The counts are not advanced normally, but they are advanced when alink failure occurs or aproblem
occurs in the storage system port or a connected device.

L ocate the failed part according to the actions listed for the count that has been advanced.

If the device cannot be recognized in spite of the locating actions, call the T.S.D.
Monitor type Information Monitor

Port Loss of Signal Count (Fibre)

Bad Received Character Count (Fibre)
L oss of Synchronization Count (Fibre)
Link Failure Count (Fibre)

Received EOFa Count (Fibre)
Discarded Frame Count (Fibre)

Bad CRC Count (Fibre)

Protocol Error Count (Fibre)

Expired Frame Count (Fibre)

OO |IN/O|O|dW|N|F

Monitor - [Stalistics information{Realtime)]

& Monitor Edit Windaw. M
100

cocoococoooao

Protocol Eror Count. {Fibre)
Expited Frame Count. (Fibre]

TRBL06-90



Hitachi Proprietary

DW700

Rev.0 / Jul.2012
TRBL06-100

Copyright © 2012, Hitachi, Ltd.

Table 6.1.6-1 Table for Locating Part in which a Fibre Channel Failure Occurs

Item Name Description Estimated cause Actionsto be taken
1 |LossOf Signal |e Thisinformation shows|e The optical signal isnot * Check whether the optical
Count the count of the losses output from the connected | signal isemitted from the
of signals detected by port. connected port.

the Fibre I/F controller.
(Theloss of signal: A
state in which the
optical input signal
cannot be sensed)

* Break of the connecting
cable

* The connecting cable
connector is not inserted
correctly.

* Pulling out and reinsertion of
the connecting cable connector

* Replacement of the SFP of the
Switch

* Replacement of the HBA

* Replacement of the SFP of the
CHB

* Replacement of the connecting
cable

* Replacement of the CHB

2 |Bad Received
Character Count

 Thisinformation shows
the count of failuresin
the 8-bit/10-bit
conversion.
(Thefailure: A statein
which characters
cannot be converted)

* Degradation of the optical
signal emitted from the
connected port

* Break of the connecting
cable (contact failure)

* Imperfect insertion of the

connecting cable connector

Auto Negotiation of the

connected port

[HF8GR : 2-8Ghb]

(Thisis not aproblem.)

Pulling out and reinsertion

of the cable connector

[HF8GR : 2-8Ghb]

(Thisisnot aproblem.)

Reboot or tuning on/off of

the host/Switch

(Thisis not aproblem.)

* Pulling out and reinsertion of
the connecting cable connector

* Replacement of the connecting
cable

* Replacement of the SFP of the
Switch

* Replacement of the HBA

* Replacement of the SFP of the
CHB

* Replacement of the CHB

3 |Lossof
Synchronization
Count

* Thisinformation shows
the count of failuresin
the signal
synchronization.

(The phenomenon: The
optical signal can be
sensed but no
synchronization pattern
can be sensed.)

* Degradation of the optical
signal emitted from the
connected port

* Break of the connecting
cable (contact failure)

* Auto Negotiation of the

connected port

[HF8GR : 2-8Ghb]

(Thisis not aproblem.)

Pulling out and reinsertion

of the cable connector

(Thisis not a problem.)

Reboot or tuning on/off of

the host/Switch

(Thisis not aproblem.)

* Pulling out and reinsertion of
the connecting cable connector

* Replacement of the connecting
cable

* Replacement of the SFP of the
Switch

* Replacement of the HBA

* Replacement of the SFP of the
CHB

* Replacement of the CHB

(To be continued)
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(Continued from preceding page)

Item Name Description Estimated cause Actionsto be taken
4 |Link Failure * Thisinformation shows|* Degradation of the optical |* Pulling out and reinsertion of
Count the count of the link signal emitted from the the connecting cable connector

failures detected.

(The phenomena: The
optical signal cannot be
sensed, the state, in
which the
synchronizing pattern
cannot be sensed, has
lasted longer than
100ms, or the Lip
signal cannot be sensed
when theloopis
constructed (the
protocol on the other
port side is abnormal).)

connected port
* Break of the connecting
cable (contact failure)
* Imperfect insertion of the
connecting cable connector
Auto Negotiation of the
connected port
[HF8GR : 2-8Gb]
(Thisisnot aproblem.)
Pulling out and reinsertion
of the cable connector
(Thisisnot aproblem.)
Reboot or tuning on/off of
the host/Switch
(Thisisnot aproblem.)

* Replacement of the connecting
cable

* Replacement of the SFP of the
Switch

* Replacement of the HBA

* Replacement of the SFP of the
CHB

* Replacement of the CHB

5 |Received EOFa

This information shows

A problem of the frame

* Replacement of the SFP

Count the count of reception output from the host between the HBA and Switch
of the EOFa's. * A problem of the frame * Replacement of the cable
(The phenomenon: A output from the Switch between the HBA and Switch
frame sent from the * A problem of the quality of | Replacement of the HBA
other port wasreceived | the signals transmitted
but it was invalidated between the host and
by the delimiter.) Switch

6 |Discarded * Thisinformation shows|* A problem of the quality of |« An amount of flowing data

Frame Count the count of discard of | the signalstransmitted between the host and Switch
received frames that between the host and differs from that between the
wereillegal. Switch Switch and RAID. Reduce the
(The phenomenon: A |+ A problem of the frame amount of datathat flows into
frame sent from the output from the host the Switch.
other port wasreceived | A problem of the frame
but it wasinvalid.) output from the Switch

7 |Bad CRC Count |* Thisinformation shows|e A problem of the quality of | Pulling out and reinsertion of

the count of frames, in | the signals transmitted the connecting cable
which the CRC errors between the host and * Replacement of the connecting
occurred whenthevalid| Switch cable
EOF swerereceived. |e A problem of the frame * Replacement of the SFP of the
(The phenomenon: A output from the host Switch
CRC eror occurredin | * A problem of the frame * Replacement of the HBA
theframereceived from| output from the Switch * Replacement of the SFP of the

the other port.)

CHB
* Replacement of the CHB

(To be continued)
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(Continued from preceding page)

Item Name Description Estimated cause Actionsto be taken
8 |Protocol Error | Thisinformation shows|e A problem of thetimingin |+ Replacement of the SFP of the
Count the count of reception the sequence of thelinking | Switch

of theLRRs at thetimes
of the linking up.

(The phenomena: A
protocol error in the
communication with
the other port or
reception of a
unexpected sequencein
the linking up
sequence)

up with the connected port
(Thisisnot aproblem if the
linking up can be done.)

* Replacement of the HBA

* Replacement of the SFP of the
CHB

* Replacement of the CHB

9 |Expired Frame
Count

¢ Thisinformation shows
the count of frames
each of which was
discarded because a
state in which it could
not be sent lasted so
long that the retention
expired.
(The state was such that
the frame was waiting
for the R-RDY of the
other port.)

* A problem of the quality of
the signals transmitted
between the host and
Switch

* A problem of the frame
output from the host

* A problem of the frame
output from the Switch

* Replacement of the SFP
between the HBA and Switch

* Replacement of the cable
between the HBA and Switch

* Replacement of the HBA

* An examination of the
host/Switch (An inquiry of the
manufacturer)
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6.2 Pinned track recovery

This chapter shows about the explanation and the recovery procedure for faulty tracks.

6.2.1 Faulty Tracks

Hardware error sometimes causes pinned track to occur.

The following reports are to inform pinned track occurrence.
e The read-error report or the time-out error report from Application occurs.
¢ SIM report of pinned track occurrence.

SIM REF.CODE Meaning Comment
EF4X-XX Unable to write to PDEV on atrack. X-XX : CU-LDEV number
FF4X-XX Unable to read from cache on atrack. X-XX : CU-LDEV number
EF5X-XX Unable to write atrack to adevicein the | X-XX : CU-LDEV number

external storage system
FF5X-XX Unableto read atrack from adevicein |X-XX : CU-LDEV number
the external storage system

To recover pinned tracks, the following information about the pinned track to be recovered are

necessary.

e Addressin LDEV(LDEV number)

e First and last LBA of stripe including the pinned track (* 1)
e Error type of the pinned track

e PDEV number including the pinned track

These information can be obtained by “Pinned Dataindication” (SVP02-1070) in SVP.

*1: LBA : Logica Block Address
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6.2.2 Error Types

Pinned track has 4 error types as follows.

Display on SVP Meaning Cause Recovery method
Slot Reason
— Write Error Unableto writeto PDEV | Drive error Replacement of PDEV

DATA |ECC/LRC Error Unableto read from Cache |Cache error | File recovery
PRTY |ECC/LRC Error Unable to generate parity | Cache error —
DATA |External VOL Write | Unable to write atrack to a | Device failure | After recovering the

Error devicein the externa of externa external storage system,
storage system storage system | perform a dummy
replacement of the MAIN
Blade.
DATA |External VOL Read |Unableto read atrack from | Device failure | After recovering the
Error adevicein the externa of externa external storage system,
storage system storage system | perform a dummy
replacement of the MAIN
Blade.

The following document explains each error type of the pinned track and shows the recovery flow
chart for the ECC/LRC Error in the OPEN-VOL and for the External VOL Read Error of the external
storage system device.

For UR data volumes or journal volumes, the flowcharts for recovery are shown in TRBL 15-10.

For Pool volumes of Thin Image, the flowcharts for recovery are shown in TRBL 16-60.
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6.2.2.1 ECC/LRC Error

Cause

@)

2

3

(4)

()

An ECC/LRC type of apinned track occurs when a CHK2 error occurs during data transfer
between cache and channel, or between cache and drive. If it isatemporary error, such as
transfer timeout, the error may be recovered and the PIN may be deleted by retrying the
operation. When the retry operation fails because the track is the dirty data, Permanent Data
Check may occur, and datawill be lost. The host has to reconstruct the data using the backup file
etc.

An ECC/LRC type of apinned track occurs when the host failed to write data to the cache due to
the failuresin two or more drives (In RAID6, 3 or more drives). If it isatemporary failure, the
PIN may be deleted when the host retries the operation. However, data check will be reported to
the host.

When a parity track cannot be created due to adrive failure etc., an ECC/LRC type of a pinned
track occurs, and only the datawill be destaged. The ECC/LRC type of a pinned track will be
recovered when the entire stripe is written.

When the data cannot be read from the source drive during correction copy, the target track
cannot be recovered. Asaresult, the track will become an ECC/LRC pinned track. Thiswill lead
to Permanent Data Check, and the original datawill be lost.

This error occurs when the emergency destage, which is performed because of a cachefailure or
a cache maintenance operation or P/S OFF, failed dueto TOV etc., and the error could not be
recovered despite retrying. If the error occurs when the power is being turned off (P/S OFF), the
power will be turned off while the dirty datais still stored in the cache. The datawill be retained
by the battery. The emergency destage will be performed again when the power isturned on (P/S
ON), and the pinned track will be recovered.

Result of host I/O operation

When atrack with an ECC/LRC Error is accessed, the result of the host I/O operation is as follows;

(a) If theread inthetrack is possible, the host I/O operation ends normally.
(b) Ifitisn't possibleto read atrack, “(03)h: Medium Error” or “(0b)h: Abort” to 1/0O operation
isreported to the host. In this case, dataislost.
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The outline of the recovery procedure

A track with ECC/LRC Error means that the original data for the track may be lost. Therefore, we
recommend to a customer that arecovery of the data for the track with ECC/LRC Error in the
OPEN-VOL should be performed from a backup file etc.

A recovery method for the track with ECC/LRC Error in the OPEN-VOL is asfollows;

(1)

2
3)
(4)
()
(6)
()

(8)
9)

It change into the state that 1/0 is not issued from connection server.

(It changes into the state that there is not a process/JOB on a server. Details apply to the
procedure of each servers side.)

Check whether a blocked CHB part exists or not. Restore a blocked CHB part if it exist.
Obtains the LDKC number and the CU-LDEV number which the pinned track occurred by
“Pinned Data Indication” (SVP02-1070) in SVP and the head and the last LBAS of the pinned
track.

Executes the “ showrel” tool and examine the relation in fault LDEV and the device which the
file system recognizes.

Checks avolume on the file system which is composed of the device and also checks datain the
volume. (Using the command like sum)

Requests the customer the recovery of the datawith “1/O error” or “read error” from a backup
file, etc.

Confirms pinned track information by “Pinned Data Indication” (SVP02-1070) in SVP. If there
isnot adisplay of the pinned track and the system test result is normal, the recovery is ended.

If anew pinned track occurs, back to the process of hard error recovery.

If an old pinned track display isleft, executes the Pin Track Tool.

For the “dot:PRTY” display, the Pin Track Tool isn’'t necessary.

It isautomatically recovered when the pinned track of the “slot:DATA” display is recovered.

(20) If “Pinned Data Indication” (SVP02-1070) in SVP doesn’t indicate LBAS of pinned track, this

indicates that a pinned track occurred OPEN-V OL other than the user area. After backing up the
user data, use the LDEV Format to clear the pinned track.

The cancellation of the faulty tracks

When datais written to the whole stripe, the whole stripe datais fixed and the fault track is cancel ed.
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6.2.2.2 Write Error

Cause

Write Error type of apinned track is caused when the data de-staging processto the PDEV failed due
to adrivefailure. When adrive failure occurs, the drive itself and the DK C perform the following
recovery procedure. A write Error occurs when the following recovery procedure failed.

(1) Medium failure : Automatic reallocation of alternate sector.

(2) Other failure : Alternate path retry.

Write Error count information per PDEV is stored in DKC. When aWrite Error count exceeds the
threshold value, the PDEV isblocked. One PDEV blocked per parity group will not stop the DKC
operation to the parity group. When atrack with Write Error is accessed by the host after the PDEV
is blocked, the Write Error status will reset.

Result of host I/0O operation

Any access to atrack with Write Error will be successful.

Recovery Method

The PDEV containing atrack with Write Error isreplaced. At thistime, if the blocked PDEV already
exist within the parity group, first replace the blocked PDEV which already exists. Next, replace the
PDEV containing atrack with Write Error. Also, if there are many PDEV s containing atrack with
Write Error, check the ORM Display on the SVP Panel, then replace the PDEV with the Highest
Error Rate. A track with Write Error is recovered by a correction copy.
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6.2.2.3 External VOL Write Error

Cause

When write processing is performed for adevicein an external storage system, and Check Condition
(Medium Error) isreceived due to adrive failure of the external storage system, External VOL Write
Error is set.

How to recover

After recovering the device in the external storage system, perform a dummy replacement of the
MAIN Blade.

In addition, after recovering the devicein the external storage system, you can remove pinned track of
the external devices by writing 1/0 from the host. However, please note that the customer data stored
in external devicesis destroyed. Because the datawill be overwritten by the 1/0O.

6.2.2.4 External VOL Read Error

Cause

When read processing from the device in the external storage system is performed, and Check
Condition (Medium Error) isreceived due to adrive failure in the external storage system, External
VOL Read Error is set.

How to recover

After recovering the device in the external storage system, perform a dummy replacement of the
MAIN Blade.

In addition, after recovering the device in the external storage system, you can remove pinned track of
the external devices by writing 1/0 from the host. However, please note that the customer data stored
in external devicesis destroyed. Because the data will be overwritten by the I/O.
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6.2.3 Pinned track erasing procedure

(" Pinned track detected )

NOTICE: If you want to use the tool in this page, confirm to the
technical support division about using this tool.
If operating system is not Solaris, HP-UX, Windows,
AlX, and VMWare ESX, Linux a procedure peculiar
to the operating system does not exist.

(1) What kind of
pinned track displayed
n SVP?2

No Error

END

External VOL Write Error

®

TRBL06-1040

What kind of

Does Pinned track
exist outside the user’s
area?

No

If “Pinned Data
Indication” in SVP
doesn’t indicate LBAS
of pinned track, this

indicates that a pinned

@ TRBL 06-210/230/240/250/390/400/410/
680/690/700/860/870/880

@ TRBLO06-210

Write Error

Other than “No Error”, “Write Error”

External VOL Read Error

@ TRBL06-1050

ECC/LRC Error

Yes

After outputting the PIN information
to the file (See SVP02-1080) and
gathering the dump, contact T.S.D.

v

track occurred outside
the user area.

connection server.

It changes into the state that 1/O is not issued from

(Details apply to the procedure of each servers side)

END

Are there block Yes
CHB parts?

No

7) Isthe LDEV th

of Dynamic Provisioning?

afailure track occurred a pool-VOL

Restore the blocked part.
(See TRBL04-70)

To TRBL06-1010
Perform the ECC/LRC
Error recovery processing
of the DP pool-VOL.

Yes

TRBL06-200

TRBLO06-190



Hitachi Proprietary

DW700

Rev.0 / Jul.2012
TRBL06-200

Copyright © 2012, Hitachi, Ltd.

TRBLO06-190

(6) What kind of
operating system is connected
to the LDEV containing
the pinned track?

Other than Solaris

No

No

ALX or VMWare ESX of ves

Linux?

No

*1: If the Pinned track is not erased by these actions,

please start recovery action from @.

To TRBLO6-650 (*1)
“Solaris’

To TRBL06-220 (*1)
“HP-UX"

To TRBL06-380 (*1)
“Windows’

To TRBL06-840 (*1)
“AlIX, VMWare ESX,
Linux”

(7) Take backup of all files and directorieson
the LDEV containing the pinned track.

(8) Execute the LDEV format on the LDEV
containing the pinned track.

(9) Execute SCSI disk administration work
according to the SCSI Installation manual if

necessary.

(10) Restorethefilesand directoriesfrom
backup taken at TRBL06-190 (7) to the

LDEV.
|

(11) Recover thefilesand directoriesthat can
not be recovered at (10) by using older
backup or reproducing the files or

directories.

END

@ TRBL 06-220/240/250/370/380/400/410/670

NOTE: When this operation
doesn’t end, cal T.S.D.
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TRBL06-190

?

Write Error type pinned tracks exist.

Isany PDEV blocked No

in this ECC group?

Replace the blocked PDEV and perform
a correction copy.

Replace the PDEV which contains the
track pinned for ‘Write error’, and
perform acorrection copy. (NOTE 1)

The correction copy

Yes

normally ended (SIM REF.
code = 452Y X X)?

Fix the reason for the Correction Copy
failure (SIM REF. code = 453Y XX,
465Y XX). (NOTE 2)

@

TRBL06-190

NOTE 1: If spare drives are available, you can perform Drive copy instead of Correction copy.
NOTE 2: If Drive copy abnormally ended, the SIM REF. code is“453Y X X" or “465Y XX".
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6.2.3.1 HP-UX Procedure

This chapter shows the pinned track erasing flow about the HP-UX system.

Procedure Flow
( HP Recovery >

Isthe version of

or HP-UX11.0?

Operating System HP-UX10.2

NOTE: Thetoolsin this section will be distributed
from the TRC centers at the time of need.

No Can not use

“Pin Track Tool”.

 —
TRBL06-200

Set Mode Configuration : 95

Fibre Interface?

No

*7:

Install the Patch. (*1)

Is the patch

i (See TRBL06-370)
- installation possible?

TRBL06-200

by the “showrel” tool.

Examin the relation between
the pinned LDEV and cxtxdx

| 11t stands for customer’s work.

There may be a case where the
OS patch cannot be installed
because some OS patches
require areboot of ahost
machine.

Specify the mount point

of cxtxdx by the file system.

Did it find a mount point?

|[Howto . See TRBL06-330
“showrel” tool
|[Howto . See TRBL06-350
“Confirm amount point”.

No (See TRBL06-370)

Isit araw device
of DB system?

Execute of the rcomplete

Make a mount point and
mount cxtxdx onit.

Check all filesunder all directories
by using the “sum” command.

Are there somefiles
with the read error?

Yes

\

£~ When both intermingles,
implement processing in
the order.

DB Back-up function. |

TRBLO06-230

TRBL06-240

“Readable Pin Process’.

@ TRBL06-230
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T.S.D. Call

TRBL06-220

Confirm and record the file name,
with the Read Error.

Notify to the user.

Remove the disappeared file by the File

When directory files disappears, it
recovers al information of the follower.

System and restore the file from Backup.

NOTICE:

do this work.

@ TRBL06-240

Executes the sum command
checking once again.

Arethere somefileswith the

Yes

Request the customer to

| ! Frames surrounding
. operations show that the
operations are to be
performed by the customer
at your request.

read error?

No

Confirm the pinned track
information of SVP again.

Woas afault track canceled?

Cancel the Mode configuration : 95

R— —

i | Confirm that the system is normal.

Is the system normal ?

&

Confirm a pinned track
display in SVP.

TRBL06-220

Is there anew fault track?

Isit amistake by
the wrong operation?

Cancel the Mode configuration : 95

END

TRBL06-250
“Unreadable Pin Process’

!

TRBLO06-190

TRBL06-230
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Readable Pin Process

The erasing flow in the readable pinned track by Pin Track Tool is asfollows.

Confirm that Pin Track Tool exists. }HQ-W-EQ -------- >| TRBL06-320 (5)
! TRBL06-310
Was Pin Track Tool “|nstallation”
found out?

TRBL06-250

@

Execute Pin Track tool because of the
Readable-Pin erase. (NOTE 1)

Was there
aUnreadable Pin?

Confirm that all pinned
tracks were deleted in SVP.

Wasall Pin Yes

_______ >| TRBL06-260

TRBL06-230

information deleted?

| Cancel the Mode configuration : 95 |

| Confirm that the system is normal. |

NOTE: Thisisthe

customer’ s work.
Is the system normal ?

Y

(1sp.car ) ( END )

Write

Confirm the type of
the pinned track.

ECC/LRC

Isit“PRTY” display? '

Is this path the 2nd?

Yes
| Cancel the Mode configuration : 95 |

N
@ TRBLO06-200
@ nned Track?

No
Yes

Wrong operation?

| Cancel the Mode configuration : 95

N
@ TRBLO06-190

NOTE 1: — On a SIM reported owing to a use of the Pin Track Tool —

When two or more Pins have been generated in the LBAs adjacent in the same LU, a generation of a new
temporary Pin caused by the parity calculation performed in the Pin Track process may occur and a SIM may
be reported. Since this Pin is erased at the same time when the erasing process of the Pin concerned
completes, complete the SIM when it is confirmed that all the Pins have been erased by the Pin Track Tool.
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Unreadable Pin Process

The erasing flow in the unreadable pinned track by Pin Track Tool is asfollows.

Confirm that Pin Track Tool exists. } --------------

Was Pin Track Tool

TRBL06-320 (5)

TRBL06-310

found out?

Yes

“Installation”

Execute Pin Track tool because of the
Readable-Pin erase. (NOTE 1)
|
Confirm and record Non-Readable Pin.
|
Start Pin Track Tool after putting a
command option because of erasing
Unreadable Pin. (NOTE 1)
|
Confirm that all pinned tracks
were deleted in SVP.

Wasall Pin No

TRBL06-260
“Readable-Pin Process’

TRBL06-280

information deleted?

| Cancel the Mode configuration : 95 |

| Confirm that the system is normal. |

NOTE: Thisisthe

customer’ s work.
Is the system normal ?

Y

(1sp.car ) ( END )

Write

TRBL06-240

Confirm the type of
the pinned track.

ECC/ILRC

ISit“PRTY” display?

Isthis path the 2nd?

| Cancel the Mode configuration : 95 |

N
@ TRBL06-200

- } No
?
Isit anew Pinned Track? Wrong operation?

Yes

| Cancel the Mode configuration : 95

N
@ TRBLO6-190

NOTE 1: — On a SIM reported owing to a use of the Pin Track Tool —

When two or more Pins have been generated in the LBAs adjacent in the same LU, a generation of a new
temporary Pin caused by the parity calculation performed in the Pin Track process may occur and a SIM may
be reported. Since this Pin is erased at the same time when the erasing process of the Pin concerned
completes, complete the SIM when it is confirmed that all the Pins have been erased by the Pin Track Tool.
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Operation of Readable-Pin Process (HP-UX)

This clause describes how to operate the Pin Track Tool to erase Readable-Pin.
<Operation>

)

(2)

3)

(4)

Moveto the directory of the Pin Track Tool.
#cd /usr/raidopen/pinhp

Execute the Pin Track Tool without a command option.
# ./pinhp.exe -log (Put pass“./")

NOTE: Thisoption “-log” collects detailed logs.
However, when processing LBA with (60)h length, the log becomes about 400K B.
Be careful of the available capacity of the disk. (refer to TRBL06-330)

According to the question, input the appropriate information.

# ./pinhp.exe -log

Input Device Name -> /dev/r dsk/c3t0d0

Input Start LBA Data -> 180 } 5 (Input the LBA number which was acquired from SVP.
Input End LBA Data -> 1df Do not input the LBA of the “slot:PRTY” display.)
Input Next LBA 2Y/N) ->n  (When there still isafault track in the same Device, it inputs “y”.)
Input Next Device 2AY/N) ->n  (When erasing different Device at the same time, it inputs“y”.)

Because an input data list is displayed, check the input information.

Device Name Start LBA End LBA

/dev/rdsk/c3t0d0 0000000000000180  00000000000001DF

Before you try to proceed the readable pin,

please check the pin information on SVP.

If the pin data has been cleared, please do not try to proceed the pin data again.
Do you want to do the process of the readable Pin?

Please input[y/n(default n)] : y

When the input is not collect, input “n” or just hit [Return] and then start the procedure again
from (2).

Confirm whether or not a pinned track is deleted from the display of SVP.

When the datais aready deleted, input “n” or just hit [return]. When canceled, input “y” and
[return].
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(5) When the Pinisjudged, Unreadable through the pin type judgment, go to TRBL06-280.

(6)

Unreadable Pin:
Device Name Start LBA End LBA
/dev/rdsk/c3t0dO 0000000000000180  0O00O0O0O0000001DF

NOTE: Thistool recognizes an inputted range as the 1 processing unit.
Therefore, the range where Unreadabl e pin exists is displayed in the inputted range.

When Pin Track Tool ends, alog file (month -day -hour -minute -second .log) is made on the
same directory. (EQ:0614200552.10Q)

Asfor the log file, the execution result of the Pin Track processing is recorded.

Confirm that processing was normally ended (thereis*Pin Track Process completed” in the log
file).

TRBL06-270



Hitachi Proprietary DW700

Rev.0 / Jul.2012 Copyright © 2012, Hitachi, Ltd.
TRBL06-280

Operation of Unreadable Pin Process (HP-UX)

This clause describes how to operate the Pin Track Tool to erase Unreadable Pin.
<Operation>

)

(2)

3)

(4)

Moveto the directory of the Pin Track Tool.
#cd /usr/raidopen/pinhp

Put a command option and execute a pin recovery tool.
# ./pinhp.exe -f -log (Put command option “-f")

NOTE: Thisoption “-log” collects detailed logs.
However, when processing LBA with (60)h length, the log becomes about 400K B.
Be careful of the available capacity of the disk. (refer to TRBL06-340)

According to the question, input the appropriate information.

# ./pinhp.exe -f -log

Input Device Name -> /dev/r dsk/c3t0d0

Input Start LBA Data-> 180 } 5 Input the LBA number which was acquired from SVP.
Input End LBA Data -> 1df Do not input the LBA of the “slot:PRTY” display.
Input Next LBA 2(Y/N) ->n  (when therestill isafault track in the same device, it input “y”.)
Input Next Device AY/N) ->n  (When erasing different device at the same time, it inputs “y”.)

Because an input data list is displayed, check the input information.

Device Name Start LBA End LBA

/dev/rdsk/c3t0d0 0000000000000180  00000000000001DF

Before you try to proceed the readable pin,

please check the pin information on SVP.

If the pin data has been cleared, please do not try to proceed the pin data again.
Do you want to do the process of the readable Pin?

Please input[y/n(default n)]: y

When the Input is not correct, input “n” or just hit [Return] and then start the procedure again
From (2).

Confirm whether or not a pinned track is deleted from the display of SVP.

When the datais aready deleted, input “n” or just hit [return]. When canceled, input “y” and
[return].
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(5) When Unreadable Pin isjudged, the following message is displayed.
Unreadable Pin:
Device Name Start LBA End LBA

(6)

(")

/dev/rdsk/c3t0d0 0000000000000180  00000000000001DF
Do you want to do the process of the unreadable Pin?

WARNING! if youinput ‘y’, Pin Blocks will be over written by ‘0.
Please input[y/n(default n)]: y

When erasing by the “0” writing to Unreadable Pin, input “y” and [Return].

NOTE: Thistool recognizes an inputted range as the 1 processing unit.
Therefore, the range where Unreadabl e pin exists is displayed in the inputted range.

When “y” is chosen by (5), the check message is displayed at once for every number of inputs.
In case of plural number input, an operator can cancel the pin recovery processing for the device
which you does not want to execute.

Unreadable Pin:
Device Name Start LBA End LBA
/dev/rdsk/c3t0d0 0000000000000180  00000O0O00000001DF

Do you want to do the process of the unreadable Pin?

WARNING! if youinput ‘y’, Pin Blocks will be over written by ‘0.
Please input[y/n(default n)]:y

Do you want to do the process of the unreadable Pin? (The strip of LBA is
0000000000000180-00000000000001DF). (Y/N)

When Pin Track Tool ends, alog file (month -day -hour -minute -second .log) is made on the
same directory. (EQ:0614200552.10Q)

Asfor the log file, the execution result of the Pin Track processing is recorded.

Confirm that processing was normally ended (thereis*Pin Track Process completed” in the log
file).
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How to read the Read Test for whole of a disk (HP-UX)

This chapter describes how to discover the Unreadable Pin on select device.
This processing requires long time.

(1)

)

3)

(4)

(5)

Move to the directory of the Pin Track Tool.
#cd /usr/raidopen/pinhp

Execute the Pin Track Tool without a command option.
# ./pinhp.exe -all (The“-f” will becomeinvalid if thisoption is used.)

According to the question, input the appropriate information.

# ./pinhp.exe —all

I nput Device Name -> /dev/r dsk/c3t0d0

Input Next Device ?2(Y/N) ->n  (Recommend to “n”) (When erasing different Device at the same
time, it inputs“y”)

The Input data list is displayed.

Device Name Start LBA End LBA
/dev/rdsk/c3t0d0 0000000000000000  00000000001F2285

Show all domain of LAB which is specified device, and execute.

When Pin Track Tool ends, alog file (month -day -hour -minute -second .log) is made on the
same directory. (EQ:0614200552.10Q)

The log when two area (120-17F, 1E023F) of Unreadable Pin existsin specified DeviceName
becomes as follows.

Input Device Name = /dev/rdsk/c3t0d0
ERROR: Read Error LBA 0000000000000120-000000000000017F
ERROR: Read Error LBA 00000000000001E0-000000000000023F

NOTE: Theareaand number of Unreadable Pin listed by other factors here may differ from the
area and number of Unreadable Pin displayed by SVP.
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Installation of Pin Track Tool (HP-UX)

This clause describes the installation of Pin Track Tool.

The preliminary preparation

If work logs need to be collected by the Pin Track Tool, confirm that there is the disk capacity for
collecting in the work log.
An installation procedure from the tape device (Eg: 4mmDDS-DAT) is shown below.

Installation

@)
2

3)

(4)

Login to the host as “root”.

Moveto theinstall area by the “cd” command and make a directory “raidopen”.
#cd Jusr (Eg: Moveto the “/usr™)
#mkdir raidopen (Eg: Make the directory “raidopen”)

Move to the created directory and copy afile from the tape by the “tar” command.
#cd raidopen (Eg: Move to the “raidopen”)

-In case of DDS-DAT-(Devide Name depends on each host)

#mt -t /dev/rmt/Om rew (Eg: Rewing atape)

#tar -xvf /dev/rmt/Om (Eg: copy afile from the tape.)
#tar -xvf ./pinhpXX_.tar (Eg: copy thetar file for HP-UX)

-In case of CD-ROM-(Devide Name depends on each host)
# mount -F cdfs-o cdcase /dev/dsk/c2t6d0 SD_CDROM (Eg: mount the CD-ROM)
#tar -xvf /SD_CDROM/program/ment/pintrack/hp_ux/pinhpXX_.tar

(Eg: copy afile from the CD-ROM.)

After the thawing is complete, confirm afile name.
#cd /pinhp (Eg: Move to the directory made by the thawing.)
#ls - (Eg: Display afilelist.)
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(5 Refer to the contents of “Ver-Rev.txt” file and confirm each file size of thelist.
#more /usr/raidopen/pinhp/Ver-Rev.txt display contents of thefile

H TACHI RAID storage system Pi nTrackTool for HP-UX
Ver XX-YY-/Z (Revision |D)
Al right reserved, Copyright (c) 1999, 2012, Hitachi Ltd.
File size (Bytes) pinhp.exe (Mdule |ID)
File size (Bytes) showelh.exe (Mdule |ID)

Confirm that the contents of “Ver-Rev.txt” and alist of the “Is -I” command are identical .

File preservation and the way of removing Pin Track Tool

e Log-File preservation
(1) Compressthe log file made by the pin recovery.

#cd /usr/raidopen/pinhp (Eg: Move to the working directory.)

#mkdir ./log (Eg: Maketo the directory for Log-file.)

#mv *.log ./log (Eg: Move logfilesto the directory for Log-file.)
#tar -cvf pinlog.tar ./log (Eg: Make thetar file from logdir.)

# compress pinlog.tar (Eg: Compressthe “pinlog.tar” file.)

(2) Preservethelogfile at the tape and rewind it.
#tar -cvf /dev/irmt/Om pinlog.tar.Z  (EgQ: Preservelog file)
#mt -t /dev/irmt/Om rew (Eg: rewind the tape)

e The way of removing Pin Track Tool
Theremoval of the Pin Track Tool deletes al bottoms of the installed directory.
#cd / (Eg: Moveto theroot directory.)
#\rm -r /usr/raidopen/pinhp* (Eg: Deletes all bottoms of the installed directory)
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The acquisition of the device information (HP-UX)

This chapter describes the tool “showrel” to acquire the device information.

(1) Movetotheinstaled directory.

#cd /usr/raidopen/pinhp

(2) Input commands as follows.

# /showreh.exe

<Display Example>

(Put the path “./™)

The display depends on the specification of the storage system.
For the Hitachi specification, it is displayed as follows.

#. / showr el h. exe

Device File -> Port Serial# LDKC# LDEV#
/dev/rdsk/c0Ot0dl ---> CL1M 201234 00 01A6
/ dev/rdsk/c0t0d2 ---> CL1M 201234 00 01A7
/ dev/rdsk/c0t0d3 ---> CL1M 201234 00 01A8
/dev/rdsk/c0t0d4 ---> CL1M 201234 00 01A9
/ dev/rdsk/c0t0d5 ---> CL1M 201234 00 O01AA
/ dev/rdsk/cOt0d6 ---> CL1M 201234 00 O01AB

-

—

00 01 AB

] -
/‘\— LDEV#
CU#

LDKC#

“LDEV#’ iscomposed of the CU number and the LDEV number. Confirm LDKC#, CU# and
LDEV# with the pinned track displayed in SVP and specify aclearing devicefile.
Device File nameisinput information to Pin Track Tool.

(Example)

Above mentioned “For the Hitachi specification”,

LDKC#=00, LDEV#=01AB — DeviceFile=/dev/rdsk/cOt0d6

NOTE: Inthe case of HP-UX, If thereis LDEV that is non given LUN#, LDKC#=00/
LDEV#= 159F or LDKC#= FF/ LDEV#= FFFF are displayed to LUN# non-given a
definition by showrelh.exe.
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The way of collecting detailed information (HP-UX)

It is possible to collect the detailed information of the erasing process when putting a command

option to Pin Track Tool and starting the process.

# ./ pinhp.exe (-f) -log

Like the following, it outputs read data and write datain the log file.

<Display Example>

Unreadable LBA isdisplayed by “*”.

I nput Device Name
Input Start LBA =

error
Read Data: Tq
00000000: *x
00000010: ** **
00000020: ** **
00000030: ** **
00000040: ** **

Read Data: Top Pi

Read Data: Top Pi

Read Data: Top Pi
Read Data: Top Pi
000001A0: 00 00
000001B0: 00 00
000001C0: 00 00
000001D0: 00 00
000001EO: 00 00
000001F0: 00 00

Read Data (After
000001A0: 00 00
000001B0O: 00 00
000001C0: 00 00
000001D0: 00 00
000001EO: 00 00
000001F0: 00 00

00000000: 00 00
00000010: 00 00
00000020: 00 00
00000030: 00 00
00000040: 00 00

0000BFCO: 00 00
0000BFDO: 00 00
OOOOBFEO: 00 00
0000BFFO: 00 00

conpl et ed!!

I nput End LBA = 00000000000001
/ dev/rdsk/ clt 0dO, Start LBA=

= /dev/rdsk/ cl1t 0dO
0000000000000180

Unreadable datal |

n No

* % k% ** k%
*% %% *%k %% ** **x **k *%
k% *k*k **k **k K**k **k k% K%
k% *k*k **k **k K**k **k k% K%

**%k k% *k* k% **k **k **%k *%

n No=0000000000000181
n No=0000000000000182
n No=0000000000000183

n No=00000000000001DF

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

Wite Data: Top Pin No=0000000000000180

00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

* %

* %

* %

* %

* %

%k %% ** **x k%

*%k %% ** **x k%

* %

* %

* %

* %

* *

* %

* %

* %

* %

* %

* %

* %

* %
* %

* %

00
00
00
00
00
00 |

00
00
00
00
00
00

00

00
00
00
00

00
00
00

00

00000000000180, End LBA=00000000000001df readabl e PI N Track read

= [0000000000000180] Execute LBA! | _

»

/ dev/ rdsk/ c1t 0d0, Start LBA=0000000000000180, End LBA=00000000000001DF Pin Track Process

NOTE: In the processed range, log
information is recorded.

Thislog is executing read
processing by the 1 LBA unit.

It isindicated datawhich isread,
written, and compared.

Thislog showsto have processed all
ranges in the writing at once.
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The way of examining Mount Point which has a Pinned Track (HP-UX)

NOTE: Asfor the following work, request a system administrator to operate.

(1) Input the “vgdisplay” command and to display aVVolume Group list.

#vgdisplay -v

(2) Specify “lvol(/dev/vgx/lvolx)” which is composed of Physical Volume(cxtxdx) with the Pinned

Track.

<Display Example>

--- Vol ume groups ---
VG Nane

VG Wite Access

VG St at us

Max LV

Cur LV

Qpen LV

Max PV

Cur PV

Act PV

Max PE per PV

VGDA

PE Size (Mytes)

Total PE

Al l oc PE

Free PE

Total PVG

Total Spare PVs

Total Spare PVs in use
--- Logi cal
LV Nane

LV Status
LV Size (Mytes)
Current LE

Al l ocated PE
Used PV

--- Physi cal
PV Nane

PV Status
Total PE

Free PE

PV Nane
PV St at us
Total PE
Free PE

PV Nane
PV Status
Total PE
Free PE

PV Nanme
PV Status
Total PE
Free PE

vol unes ---

vol unes - -

/ dev/vgll

read/ wite

avai |l abl e
255

16

/ dev/vgll/1vol 1 |

avai | abl e/ syncd
8000
2000
2000
4

- 2

/ dev/ dsk/ c9t 1d0
avail abl e
586
0

/ dev/ dsk/ c9t 1d1
avai l abl e
586
0

/ dev/ dsk/ c9t 1d2
avail abl e
586
0

/ dev/ dsk/ c9t 1d3
avail abl e
586
344

\

—— Volume Group Name

“/devivgll/lvoll” ismade in aVolume
" Group (*/devivgl1”)

PV (cxtxdx) which composes volume
group “/devivgll” is displayed.
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(3) Check if “ Jetc/fstab” is displayed.
#cat letc/fstab

(4) Specify al the mount points for PV which was confirmed in “vgdisplay”.

<Display Example>

# System/etc/fstab file. Static infornation about the file systens
# See fstab(4) and sam(1M for further details on configuring devices.
/ dev/vg00/1vol 3 /| vxfs delaylog 0 1

/dev/vg00/1vol 1 /stand hfs defaults 0 1

/ dev/vg00/1vol 4 [tnp vxfs delaylog 0 2

/ dev/vg00/ 1 vol 5 /hone vxfs delaylog 0 2

/ dev/vg00/1vol 6 /opt vxfs delaylog 0 2

/ dev/vg00/ 1 vol 7 /usr vxfs delaylog 0 2

/ dev/vg00/ 1 vol 8 /var vxfs delaylog 0 2

/dev/vgll/lvol 1 [open3 vxfs delaylog 0 4
N

/ dev/vg00/ I vol 10 /honel vxfs rw, suid, nol argefil es, del ayl og, datainlog 0 2

L mount point (in bold)

(5) Input the “bdf” command and confirm the mount point.

#bdf
<Display Example>
Fi |l esystem kbyt es used avai | Yused Mount ed on
/ dev/ vg00/ | vol 3 86016 26109 56212 32% /
/ dev/vg00/ 1 vol 1 67733 31932 29027 52% / stand
/ dev/ vg00/ 1 vol 8 512000 159876 331072 33% / var
/ dev/ vg00/ | vol 7 614400 428475 174362 71% [ usr
/ dev/ vg00/ I vol 4 32768 1131 29663 4% /[t
/ dev/vg00/ | vol 6 258048 102174 146171 41% / opt
/ dev/ vg00/ | vol 10 1544192 2858 1445062 0% / honmel
/ dev/ vg00/ 1 vol 5 20480 6078 13595 31% / home
/ dev/vgll/lvol 1 8192000 3149893 4726982 40% / open3

(6) Determine Mount Point to check by the “sum” command.
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The attention item for HP-UX

This clause explains notes when using Pin Track Tool.

The notes for use of the Pin Track Tool

(1)
(2)
3)

(4)
()

Specify the start and end LBAsin SVP for the setting range of Pin Track Tool. 1 dlotis
composed of 512 LBAs ((200)h LBA).
Pin Track Tool is not atool to recover data. Therefore, when Unreadable Pin occurs, it is
necessary to be restored using the back-up data of the customer.
Thereisacasethat O/S patchis prepared which has an influence to the fault track read operation.
For HP Server which has Fibre Interface, the following patch is necessary.
e PHSS 18326  Fibre Channel Mass Storage Driver Patch. (HP-UX10.2)
e PHSS 18652  Fibre Channel Mass Storage Driver Patch. (HP-UX11.0)
or XSWGR1100 HP-UX General Release Patches, June 2001
XSWHWCR1100 HP-UX Hardware Enablement and Critical Patches, June
2001 : (HP-UX11.0)
e PHCO_18217 Cumulative SAM/ObAM Patch. (HP-UX10.2)

e PHKL_16751  SIG_IGN/SIGCLD,LVM,JFS,PCI/SCSI cumulative patch. (HP-UX10.2)
The patch information of OS may change at frequent intervals. Confirm the latest information.
Request the system administrator to install patch.
When the system administrator judges this action may impact on the system, cancel the Mode
Configuration: 95 and return to TRBL06-200 @.
When it isn’t possible to use Pin Track Tool, use the LDEV Format to clear.
Because HP-UX executing retry to read the pinned track where it isn’t possible to read many
times, It sometimes takes 12 hours maximum about processing 1 slot.

The erasing process of Pinned Track on the DB (HP-UX, Solaris)

DB has two types of the Pinned Track erasing.

@)

2

Raw device-based Data Base type :

Without passing O/S, by the physical level, the data base soft wear manages a disk.

(It ismanaged by the LBA unit on the physical level.)

The device of local type isn't mounted on File System. Then, it has a powerful back-up
function.

File system-based Data Base type::

Mounted an File System.

In case of (2), it is necessary to be restored from the backup data.
In case of (1), it be restored by the backup-restore feature of the DBMS.

If apinisleft after the data recovers, erase apin by the Pin Track Tool.
Themost important thing isto execute therecovery function in the DB software.
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6.2.3.2 Procedure on Windows

e Thefollowing is an erasing procedure to be used when a Pin failure occurs on Windows.

( Windows > NOTE: Thetoolsin thissection will be distributed from the TRC centers at the
time of need.

e : NOTE:

Theinstallation of the SP must be done
by a system administrator at your
request.

Theinstallation must be consented to by
the system administrator because some
programs cannot run depending on the
SP version.

Windows can be operated even by guest
OSonVMWare.

Isthe OS Windows NT
4.0 or Windows 2K?

Isthe SP installed?

May the SP installed? +— 1| Frames surrounding operations
; show that the operations are to
: be performed by the customer at
i your request.
Install the SP3 or later.
OS Windows 2003 '
or Windows 2008 or N M g
indows Vista? !
Start the registry editor and confirm the Go to the erasing procedure which does
Inquiry information on SCSI devices. not require the Pin Track Tool.
‘ (Go to step @ on page TRBL 06-200)

Start the Pin Track Tool, quit it How to 3
immediately, and create alog file. > Goto page TRBL06-630.

® View thelog file to confirm the
numbers of the LDEV and physical
drive in which the Pin has been

@ Start the Disk Administrator and
confirm the maximum recognized
drive number. Further, confirm the
drive letter of the disk in which the
Pin has been generated.

Executethechkdsk ~ [~----- >| Go to page TRBL 06-640.

Go to page TRBL06-400.
See the procedure for
Readable pin Process.

Isthere afilein which
an error occurred?
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Confirm the name of thefile
(including the directory)
in which the error occurred.

Contact the user to obtain consent to
the erasing method.

Go to page TRBL06-410.
Return to thisflowchart after executing
the procedure for recovering from the
unreadable Pin failure.

Recreate the file system by ;
executing afile system formatting. | :

__________________________________________________

{ | Frames surrounding operations show that the
operations are to be performed by the customer
at your request.

NOTICE: When the Chkdsk is executed, the
sector (equivalent to one LBA) with a Pin
failure is treated as a faulty sector.
Therefore, the effective capacity is
decreased because the sector is treated
as an unusable one under the control of
Windows even after the Pin information

Erasing processin units of volume is cleared by the Pin Track Tool.

Only the formatting of the disk
concerned can recover the effective
capacity, however, it causes data on the
disk to be lost.

Was the Pin erased?

Restore the whole volume
using the backup data.

Verify the correct system
operation on the user side. j

Check the Pin indication
displayed on the SVP.

Was anew Pin added?

Was amistake made in
he recovery operation?

Go to step @ on page TRBL06-190.
Review the cause of the error.
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Readable Pin Process (Windows)

i | Frames surrounding operations show that the operations

START " aretobe performed by the customer at your request.

Make sure that the Pin How to S Confirm the method referring to the

Track Tool isinstalled. procedure shown on page
TRBL06-590.

Has the Pin Track
Tool been installed?

Install the Pin Track Tool
referring to page TRBL06-590.

Activate the PinNT.exe and execute How to
the procedure for readable Pin failure. [~ See page TRBL 06-420.
(NOTE 1)

Was an unreadable
Pin found?

@ TRBL06-410

Write Goto step @ on

Error page TRBL06-190.

Review the cause
of the error.

Update the display on the SVP and
check if all the Pins have been deleted.

Confirm the type of
the failed track.

ECC/LRC

Have dl the Pins
been erased?

Isthefailed LBA
anew one?

Verify the correct operation of

) No | Was any mistake madein
the system on the user side.

the operation?

__________________________________________________

Has the system been Wasit aPRTY error?

recovered normally?

END T.S.D. Cal

it the second time that you
follow this path?

Go to the erasing procedure
which does not require the
Pin Track Tool. (Go to step
@ on page TRBL06-200.)

NOTE 1: — On a SIM reported owing to a use of the Pin Track Tool —

When two or more Pins have been generated in the LBAs adjacent in the same LU, a generation of a new
temporary Pin caused by the parity calculation performed in the Pin Track process may occur and a SIM may
be reported.

Since this Pin is erased at the same time when the erasing process of the Pin concerned completes,
complete the SIM when it is confirmed that all the Pins have been erased by the Pin Track Tool.
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Unreadable Pin Process (Windows)

Make sure that the Pin
Track Tool isinstalled.

Has the Pin Track
Tool been installed?

TRBL06-400

are to be performed by the customer at your request.

Confirm the method referring to the
procedure shown on page
TRBL06-590.

Install the Pin Track Tool

| | Frames surrounding operations show that the operations

referring to page TRBL06-590.

w2

Activate the PinWin.exe and execute
the procedure for readable Pin failure.
(NOTE 1)

Update the display on the SVP and
check if all the Pins have been deleted.

See page TRBL06-420.

Update the display on the SVP and
check if all the Pins have been deleted.

Have all the Pins
been erased?

Verify the correct operation of
the system on the user side.

__________________________________________________

Has the system been
recovered normally?

END T.S.D. Cal

Write

Gotostep @

Confirm the type of
the failed track.

page TRBL06-190.

on

ECC/LRC

Isthefailed LBA
anew one?

No | Was any mistake madein
the operation?

follow this path?

Go to the erasing procedure

which does not require the

Pin Track Tool. (Go to step
@ on page TRBL06-200.)

Wasit aPRTY error?

Sit the second time that you

be reported.

NOTE 1: — On a SIM reported owing to a use of the Pin Track Tool —

When two or more Pins have been generated in the LBAs adjacent in the same LU, a generation of a new
temporary Pin caused by the parity calculation performed in the Pin Track process may occur and a SIM may

Since this Pin is erased at the same time when the erasing process of the Pin concerned completes,
complete the SIM when it is confirmed that all the Pins have been erased by the Pin Track Tool.
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Operation of Readable Pin Process (Windows)

The following explains how to operate the Pin Track Tool for erasing areadable Pin.

The procedure for erasing areadable Pin isto be firstly applied to al types of Pins.

A Pin which cannot be erased by the readable Pin erasing process will be erased by a process which

treats it as an unreadable Pin.

Pin Track Tool.

NOTE: — On a SIM reported owing to a use of the Pin Track Tool —

When two or more Pins have been generated in the LBAs adjacent in the same LU, a
generation of a new temporary Pin caused by the parity calculation performed in the Pin
Track process may occur and a SIM may be reported.
Since this Pin is erased at the same time when the erasing process of the Pin concerned
completes, complete the SIM when it is confirmed that all the Pins have been erased by the

(1) Activate the PinWin.exe

¢ Execute the PinWin.exe in the folder in which the tool isinstalled after activating it by
selecting “Open” by clicking it with the right mouse button or double-clicking it with the left

mouse button.
[EX Exploring - PinTrack
J File Edit  “iew Go Fawortez Toolz  Help ‘
G- mdBEE @9 XEE-
| Address |1 C:\Raidopen’PinT rack [
Falders ® || Hame | Sizel Type | todified
@ Deskiop «| X log File Folder 39704 11.07 A
E|--- My Computer DrrivveMurn.ini 1KB  Configuratio...  3/17./99 2:66 Ak
é‘ 3k Floppy [4:] Pazz.IMI KB Configuratio..  7/19/99 470 AM
=2 (T % Pirivdin. exe 0 ZE0KE  Application 2/9/04 8:04 A
- Program Files & Finwin hip 7KE  Help File 2/9/04 BT &M
= Raidopen Porthame.ir_ Sulck View KB Configuratio...  1/19/04 12:47 AM
B4 PinTrack B VerRevtt| SendTo 3 KB test file 2/9/04 B:44 AM
----- '@ Recycled -
-1 Temp - Cut
- tmp Copy
-1 Toal Paste
-0 user
B0 Windows Create Shortcut
-0 Wit Delete
F-=a D D) Rename
w (E:) —
(] Printers =SS
-.[&] Control Panel
[F Cehadulad T sl ad JR1 | _'I
Open i
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¢ \When the PinWin.exe is executed, the following window is displayed.

Pin Track Tool

Qperation  Help

Pin Tarck Drive List

Physical Drive Mame | Port| LDKC| CULDEWY | Start LBA | End LBA | Status

4| | >

Part LDKG  CULDEY

Drive Mame |2 ] |1 E |DD |EIEIEP|
Start-LBA |
End-LE# |

[~ Read Test for whaole of a disk

| Exit |

[~ Proceed unreadable Pin

Ciperartion
’7 Lelete

PBoceed |

add |

(2) Input the information, which has been got from the SVP, on the device from which the Pinisto
be erased.

NOTE: You can enter two or more Pinsin order.
@® Find aname of adrive to which the LDEV in which the Pin has been generated is allocated.

¢ Select aphysical drive for which the LDEV number of the device

in which the Pin has

been generated is displayed using an acquired port number (e.g. 1J for CL1J).

Pin Track Tool

Qperation  Help
Pin Tarck Drive List
Physical Drive Mame | Port| LDKC| CULDEWY | Start LBA | End LBA | Status
1] | i
Part LDKG  CULDEY
Drive Mame ¥¥ ¥PhyzicalDrivel LI |1 E |DD |EIEIEP|
Start-LBA | '
End-LE#

[~ Read Test for whaole of a disk

| Exit |

[~ Proceed unreadable Pin

Ciperartion
’7 PBoceed |

Lelete

NOTE: Thedrive names are not sorted in order of the drive numbers.
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Input the Start LBA and End LBA of thedrive input in step @ to specify the range where the Pin

has been generated.

Pin Track Tool

Operation  Help
Pin Tarck Drive Lizt

Physical Drive Mame | Port | LDKG |  GULDEV | Start LBA | End LB | Status
| | -
Part LDKG  CULDEW
Drive Mame |¥¥_¥PhysicalDriveD =| IE joo Jooz &

Start-LBA  [180

End-LEBA |1 DF

[~ Proceed unreadable Pin [~ Read Test for whole of a disk
Operartion

( PRocesd | add | Delete | Exit |

e When specifying the LBAS, the allowable range for them is as follows.

[End LBA - Start LBA < Ox1FF]
Input the range of the Ox1FF shown on the SVP.
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(3) Add theinput device to the Pin Track Device List.

e When the “Add” button is clicked after making sure that the selected and input items are

correct, the drive is added to the list.

Pin Track Tool

Operation  Help
Fin Tarck Drive Ligt

Physical Drive Mame | Port | LDKS |  GULDEW | Start LBA | End LB | Status
¥ ¥PhysicalDrivel 1E a0 0024 00000000000OCN 20 0000000000000 DF
1| | 0
Fort LOKG  GULDEY

Drive Mame |¥¥_¥PhysicaIDriveD x| IE Joo |nozA

Stari-LBA  [180

End-LEA [1DF

[~ Proceed unreadable Pin [~ Read Test for whale of 2 disk

Ciperartion

( PRocesd | Delete Exit

(4) Erasethereadable Pin.

e Check if the input information is correct. When correcting it, select the device and input the
LBA over again by selecting the item concerned from the list and clicking the “Delete” button.
¢ \When you want to add two or more devices, you can do it by repeating the input.
When they are added, the Pin erasing process is applied to them in an ascending order of the

listing.

NOTE: Sincethereadable Pinisto be erased here, do not check off the check box of the

Unreadable PIN.
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e When no wrong input is found, click the “PRoceed” button to erase the readable Pin.

When the “PRoceed” button is clicked, the program checks whether afree areafor outputting a
log is ensured in the current drive in which the Pin Track Tool isinstalled.
If the free areaisless than 10 M B, the following dialog box is displayed to warn it.

Operation  Help
Fin Tarck Drive List

Physical Drive Name | Port| LDKC|  CULDEY | Start LEA | EndLE& | 5t
Wi APhysicalDrived 1E oo 0024 Q0000000000001 80 0000000000000 D F
Pin Track Tool
WwSRMING: This dizk free space is under 10 MEB.
r | A DiskSpace 1.11 MB ol
whould you like to continiug the process of Pin Track 7
Dirive Mamne | Yes | lTl
StatlBh |
End-LEA 1DF

[~ Proceed unreadable Pin [~ Read Test for whaole of a disk

Operartion
’7 FRoceed | Add | Delete | Exit |

The current free areaon the disk is displayed in the dialog box. A free area of approximately
400K B isrequired for (60)h length SLOT to erase aPin. When the necessary free areais
provided, the processing can be continued.

NOTE: Install the program in adrive in which the enough free area can be ensured.

When “Yes’ is selected, the processing is continued. If the disk capacity isless than that
required for the log, as large log file as can be accommodated is acquired.
Normally, select “Yes’ only when the free area is enough.

When “No” is selected, the routine is returned to the main window. If the option has been
checked off, it iscancelled. Ensure afree areain the drive, put the collected log file in order, or
install the program in another drive.
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When the “PRoceed” button is clicked to continue the processing, status of each driveis

displayed in the main window and the following dialog box is displayed.

Operation  Help
Fin Tarck Drive List

Physical Drive Mame | Pat| LDKC|  CULDEV | Start LBA | EndLEa | St.
W APhwsicalDrived 1E i} Q02a, ooooaaaaaaaa0T 20 Qoo0o00a0aaaa1 oF - re:
Pin Track Tool ]
LI— g/ ‘whould you like to do the process of the readable Pin 7 LI
Drive Mame Ves | Mo I
Start-LBA

End-LBA 1DF

[~ Proceed unreadable Pin [~ Read Test for whole of a disk

Operartion
’7 ERozeed I Sdd | [elete | B |

When “readable-pin” isdisplayed in the “ Status” column, it shows that the slot isareadable Pin.
When “Unreadable-pin” is displayed in the “ Status” column, it shows that the slot isan
unreadable Pin.

e Update the display on the SV P before executing the erasing process and check if the Pin of the
input device has been erased.
When the Pin has already been erased, click the “No” button to return to the main window.
When the Pin has not been erased, click the “Yes’ button to erase the readable Pin.
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(5) The Pin erasing processis executed.
When the Pin erasing process is executed, the following dialog box is displayed.
Cperation  Help
Pit Tarck Drive List

Phvsical Drive Mame | Port]| LDKG| CULDEV | Start LEA | End LBA | Status

Pin Track Tool |
ﬂ ‘j‘) The Pin Track process is ended. I _,I

If wvou would like to do process for the next LEIA,
pleaze input LBA area and zelect Proceed again

Drive Name ¥y ¥F

Start-LBEA |1 a0

End-LB# [1DF

[T Proceed unreadable Pin [~ Read Test for whale of a disk
Operartion
’7 PRoceed | fdd | Delete | e

When the Pin erasing process completes normally, the items are deleted from the list
automatically. Confirm the execution result of the Pin erasing process in the log file.
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e Open the PinTrack.log filein the folder in which the tool isinstalled by using amemo pad, etc.

Read Dat a:

Read Dat a

2000/ 03/ 27

00000000:
00000010:
00000020:

0000BFEO:
00OO0BFFO:

00000000:
00000010:
00000020:

0O0OOBFEO:
0000BFFO:

\\.\ Physical Drive0

\\.\ Physical Drivel

\\ .\ Physical Drive2
\\.\ Physical Drive3
\\.\ Physical Drive4

\\.\ Physical Drive9

2000/ 03/ 27 13:22:16 Pin Track Tool

No infornmatio

Product Seri al

started.

n

R500 50230036 0042

Port Nunber 1E

LDKC Nunber 00

LDEV Nunber 002A

Di sk Capacity 2461040640 bytes
Maxi num LBA 000000000049583F

Product Seri al

R500 50230036 0023

Port Nunber 2F

LDKC Nunber 00

LDEV Nunber 0017

Di sk Capacity 2461040640 bytes
Maxi mum LBA 000000000049583F

Top Pin No=0000000000000180

00 00 00 00 00 00
00 00 00 00 00 0O
00 00 00 00 00 0O

00 00 00 00 00 00
00 00 00 00 00 00

(After Witing):

00 00 00
00 00 0O
00 00 00

00 00 00
00 00 00

00 00
00 00
00 00

00 00
00 00

Top Pi
00 00
00 00
00 00

00 00 00
00 00 00
00 00 00

00 00 00
00 00 00

00 00
00 00

00 00 00 00 00 00 OO
00 00 00 00 00 00 OO
00 00 00 00 00 00 OO

00 00 00 00 3E BC 12
00 00 00 00 00 00 00

n No=0000000000000180
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00

00 00 00 00 3E BC 12
00 00 00 00 00 00 00

Wite Data:
00000000:
00000010:
00000020:

0000BFEQ:
00OOBFFO:

13:23:13

No=0000000000000180
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00

00 00 00 00 00 00 00
00 00 00 00 00 00 00

is exited.

\\.\ Physi cal Drive9, Start LBA=0000000000000180, End
process is conpleted.
2000/ 03/ 27 13:23:48 Pin Track Tool

LBA=00000000000001DF, The Pin Track
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Thelog fileisbacked up to the log folder under the directory in which the tool isinstalled with a
name given as “ PinTrack-year-month-date-hours-minutes-seconds.log”.

e When “The Pin Track processis completed.” is displayed in the log file, it means that the Pin
has been erased. View the display on the SVP to confirm that the Pin has been erased.

(6) When you erase another readable Pin successively, repeat the procedure from step (2).

¢ When an unreadable Pin exists in the device added to the list
When the“ PRoceed” button is pressed in the case where an unreadable Pin existsin thelist, the
following is displayed.

Operation  Help
Fin Tarck Drive List

Physical Ditve Name | Part| LDKC|  CULDEY | Start LEA | End LE& [ St
WPhpsicalDiveld 1E ag 0024, Q0000000000001 80 000000000000010F  un
Pin Track Tool [ <]
LI— \_,? ) wiould o like to do the process of the readable Fin 7 LI
Drrivvie: Marne Yes | Mo I
Start-LBA ¢
End-LEA, 10F

[~ Proceed unreadable Pin [~ Read Test for whaole of a disk

Operartion
’7 EHEEEEd I Sdd | [VE[ErE | feit |

“unreadable” is displayed in the “ Status’ column showing that the slot is an unreadable Pin. In
this case, the Pinisnot erased even if the procedure for erasing areadable Pin is executed and the
deviceis not deleted from the list as follows.
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The log when two area (120-17F, 1E023F) of Unreadable Pin existsin specified Device Name
(PhysicalDrive2) becomes as follows.

2002/ 09/03 14:17:55 Pin Track Tool started.

\\.\ Physical DriveO -
No i nformation

\\.\ Physical Drivel
Product Serial No information
Port Nunber NG

LDKC Nunber NG Device information is recorded here.

LDEV Number NG Whgn displayed on['Produc.t Seriall] as
Di sk Capacity O bytes [Noinformation], it isadevice besides

Maxi mum LBA  FFFFFFFFFFFFFFFF an object.

\\.\ Physical Drive2
Product Serial H TACH 50216F700009
Port Number 1K
LDKC Numnber 00
LDEV Number 0009
Di sk Capacity 2461040640 bytes
Maxi mum LBA 000000000049583F

2002/ 09/ 03 14:18:00
\\.\ Physical Drive2, Start LBA=0000000000000120, End LBA=000000000000017F,

An error occurred when reading. Itislisted here
2002/ 09/ 03 14:18:00 when thereis area
\\ .\ Physical Drive2, Start LBA=00000000000001EO, End LBA=000000000000023F, of Unreadable Pin.

An error occurred when readi ng.
2002/ 09/ 03 14:18:40 Pin Track Tool is exited.
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Pin Track Tool

Cperation  Help
Pit Tarck Drive List

pleaze input LBA area and zelect Proceed again

Drive Name ¥y ¥F

Start-LBEA |1 a0

End-LBA [1DF

[T Proceed unreadable Pin [~ Read Test for whale of a disk
Operartion
’7 PRoceed | fdd | Delete | e

Physical Drive Mame | Port| LDKG|  GULDEW | Start LBA | End LBA | Status
¥ ¥PhyzicalDrivel 1E an 024 00000000000007280  000000000000010F  read error
Pin Track Tool i x|
L3 The Pin Track process is ended.
1 I L1 J If wvou would like to do process for the next LEIA, _I —'I

When the status is changed to “read error” and the device remains in the list, go to Subsection

TRBL06-530, “Operation of Unreadable Pin Process”.
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Operation of Unreadable Pin Process (Windows)

The following explains how to operate the Pin Track Tool for erasing an unreadable Pin. Since the
procedure for erasing areadable Pin isto be applied to al the Pinsfirst,

follow the procedure below after executing the procedure given in Subsection TRBL 06-420,
“Operation of Readable Pin Process”.

NOTE: — On a SIM reported owing to a use of the Pin Track Tool —

When two or more Pins have been generated in the LBAs adjacent in the same LU, a
generation of a new temporary Pin caused by the parity calculation performed in the Pin
Track process may occur and a SIM may be reported.

Since this Pin is erased at the same time when the erasing process of the Pin concerned
completes, complete the SIM when it is confirmed that all the Pins have been erased by the
Pin Track Tool.

(1) Whenthelog file (PinTrack.log) is open, closeit.

(2) Reconfirm the device, which was not deleted from the list when the readable Pin erasing process
was executed, and the display on the SVP.

(3) Specify the unreadable Pin erasing process.
After confirming that the input information is correct, check off the check box of the Unreadable

Pin. When it is checked off, the password dialog box is displayed.

Ciperation  Help
Pit Tarck Drive List

Physical Drive Mame | Port| LDKG| CULDEV | Start LEA | End LEA | Status
¥¥ ¥PhysicalDrivel] 1E 0 0024 00DDDOOODOOOOONS0 ODDDDDDDDDDOOTCF  read errar
l — | ]
KG  GULDEW
Drive Mame |¥¥_¥PhysicalDriveD 0K I Oancell IDDZF’.

Start-LBA  [180

End-LEA [1DF

[+ Proceed unreadable Pin [~ Read Test for whale of a disk
Operartion
’7 PRocesd | add | Delete | Exit |

The password is to be obtained from the Technical Support Division. Without the password, the
unreadable Pin cannot be erased.

Input the password and click the “OK” button.

When the correct password is input, the check box is checked off.

If the box is not checked off although the correct password has been input, copy the Pass.INI file
in the folder in which the tool isinstalled from the mediafor installation again.
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(4) Erasethe unreadable Pin.
e Check off the check box. When no wrong input is found, click the “PRoceed” button to erase
the unreadable Pin.

Operation Help
Pin Tarck Drive List

Physical Drive Mame | Part | LDKG | GULDEV | Start LEA | End LEA | Status
¥¥ ¥PhysicalDrivel 1E 0o 0024 0000000000OO01SO  OOO00000000001DF  read errar
4| | I
Part LDEG  GULDEW
Drive Name |44 ¥PhysicalDrivel x| e oo Joo2#,
Start-LBA  [180
End-LBA [1DF
[V Proceed unreadable Finé [~ Read Test far whole of a disk

PRoceed | Add | Delete | Exit |

’—Operartion

When the “PRoceed” button is clicked, the program checks whether a free area for outputting a
log is ensured in the current drive in which the Pin Track Tool isinstalled.
If the free areais|ess than 10 M B, the following dialog box is displayed to warn it.

Fin Track Tool

DiskSpace 111 ME

'2 WARMING: Thiz dizk free space iz under 10 ME.
£ Wiould vou like to continue the process of Pin Track 7

ez

The current free areaon the disk is displayed in the dialog box. A free area of approximately
400K B isrequired for (60)h length SLOT to erase aPin. When the necessary free areais
provided, the processing can be continued.

NOTE: Install the program in adrive in which the enough free area can be ensured.

When “Yes” is selected, the processing is continued. If the disk capacity is less than that
required for the log, as large log file as can be accommodated is acquired.
Normally, select “Yes’ only when the free area is enough.

When “No” is selected, the routine is returned to the main window. |f the option has been
checked off, it iscancelled. Ensure afree areain the drive, put the collected log file in order, or
install the program in another drive.
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When the “PRoceed” button is clicked to continue the processing, the following dialog box is
displayed.

\E‘/ Would wou like to do the process of the readable Pin ?

Yes | Mo |

Try to erase the readable Pin first. When the readable Pin Track process cannot be executed
when the“Yes’ is clicked here, the following dialog box is displayed.

Pin Track Tool X

P, would vou like to continue the process of the unreadable Pin 7
o WARMING! IF vou select Yes, Pin blocks will be over writken by '0°.

Yes | Mo |

A dialog box for confirming whether to execute the unreadable Pin Track processis displayed.
Execution of the unreadable Pin Track process must be decided carefully because it overwrites
the Pin blocks with “0” data.

In case of the unreadable pin erasing operation, Confirmation of execution is demanded every
contents in the pin track drive list. Operator can select execution or cancellation for each
operation.

Pin Track Tool X

» |\ Do vyouwant to do the process of unreadable Pin?
\-‘;/ [The strip of LBA is 00000000 - 00000000, [¥M]

Yes | Mo |
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e Update the display on the SV P before executing the unreadable Pin Track process and check if
the Pin of the input device has been erased. When the Pin has already been erased, click the
“No” button to return to the main window.

¢ When the Pin has not been erased, click the“Yes’ button to erase the unreadable Pin. When
the“Yes’ button is clicked, the unreadable Pin Track processis executed and the following
window is displayed.

Pin Trock Tool

Operation  Help
Fin Tarck Drive List

Physical Drive Name | Port| LDKG| GULDEV | Start LBA | End LBA | Status
Pin Track Tool |
L] The Pin Track process is ended.
‘—l }J) If wou would like to do process for the next LBA, _l LI
please input LBA area and select Proceed again

Drive Mame Yy ¥F

Start-LEA |1 a0

End-LBA [1DF

¥ Proceed unreadable Pin [~ Read Test for whale of a disk
Ciperartion
( PRoceed | fidd Delete EXit

(5) Check thelog of the Pin Track Tool.

e Open the PinTrack.log filein the folder in which the tool isinstalled by using amemo pad, etc.
Thelog fileisbacked up to thelog folder under the directory in which the tool isinstalled with
aname given as “ PinTrack-year-month-date-hours-minutes-seconds.log” .

e When “Pin Track process is completed” is displayed in the log file, it means that the Pin has

been erased.
View the display on the SVP to confirm that the Pin has been erased.

(6) When you proceed another Pin successively, repeat the “ Operation of Readable Pin Process’ in
TRBL06-420.
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How to Read Test for whole of a disk (Windows)

This chapter describes how to discover the Unreadable Pin on select device.
This processing requires long time.

(1) If acheck box “Read Test for whole of adisk” is clicked, It becomes impossible to input “ Start

LBA” and “End LBA”.

(Then al the contents currently displayed on the Pin Track Drive List are cleared.)

Pin Track Tool

Qperation  Help
Pin Tarck Drive Lizt

Physizal Drive Mame | Port | LOKC |  GULDEW | Start LEA | End LEA | Status
1] | i
Port LDKG  GULDEY
Drive Mame |¥¥_¥PhysicalDriveD LI NE Joo Jo0z &
Start-LBA |
End-LE# |
[~ Proceed unreadable Pin ¥ Fead Test for whole of a disk:
Ciperartion
[ PRocesd | fidd eete | [ Ext |
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(2) Select device name and click the add button, Drive and al domain of LBA which are specified
by the pin track drive list are indicated.

Pin Track Tool

Cperation Help
Pin Tarck Drive List
Physical Drive Mame | Port| LDKG|  CULDEV | Start LBA | End LBA | Status
¥4 %PhysicalDrive0 1E ] 0024  0000000000000000 — OOOOOODOOEG! 413F
1| | 0
Part LDKG  GCULDEY
Drive Name  [¥¥¥PhysicalDrivel x| IE oo Jo02#
Start-LBA |
End-LEA |

[~ Proceed unreadable Pin

¥ Read Test for whole of a disk

Operartion
’7 PRoceed |

Delete

Exit

(3) All LBA inthe selected deviceis started by clicking “PRoceed” button.
(Thisfunction is only reading and writing is not performed.)
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Installation of Pin Track Tool (Windows)

NOTICE: Perform the installation only when it is required.

<Preparation>

The Pin Track Tool isprovided being contained in one 3.5-inch floppy disk or CD-ROM. A freearea
of more than 10 MB isrequired on the disk on which the program is to be installed as the area for
collecting alog. The size of thelog fileis approximately 400KB per one erasing process for (60)h
length SLOT. Thelogiscollected inthelog folder under the folder in which thetool isto beinstalled
each time the Pin erasing process compl etes.

Sincethelog is collected after the processing, prepare an empty floppy disk.

<Copying from floppy disk to local disk>
(1) Logon to the Windows system as administrator permission.
(2) Execute the Explorer, and open the Floppy disk or CD-ROM

J File Edit “iew Go Favoites Toolke  Help |

e D ADB 0 XE B

J Address I[:l Y j
Falders ® || Hame | Sizel Type | Modified |

@ Desktop (= Piri/ind 0. EXE 152KB  Application 2/9/04 3:20 &M

=B} My Computer
-2 3 Floppy [4:]
"‘Q (]

=2 D (D)

-8 [E)

-3 Metwork Meighborhood
@it Pecycle Bin
29 My Briefcase

[1 objsct(z] [151KE [Disk free space: 13.5MB) |22 My Compiter v
For CD-ROM, the path is different.
(Example : X:\Program\Ment\PINTRACK\WIN\)

(3) When executing the PinWinxx.exe., the following dialog is displayed.

Pin Track Tool for Windows |
Extract To

C:\Flaidu DEN Beference... |
Qk Cancel |

(4) If you specify an extracting folder and click the [OK] button, Pin Track Tool are extracted by
itself.
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e Check the file name and file size displaying on the following windows.
[EY Exploring - Copy of PinTrack

J File Edit “iew Go Favortezx Tool:  Help |

e O YEBDR @ XE B
J Addrezs I[:I A j
Folders ® | Mame | Sizel Tupe | Miodified
@ Desklop Ea log File: Falder 349/04 17:07 Ak
=1} My Computer DiriveeMum.ini 1KB  Configuratio... 94177359 2.56 &M
-2 3% Floppy (&) Pass IN| KB Corfiguatio.  7/13/99 4:10 AM

-2 [C) ﬁF‘inWin.er:e ZB0KE Application 249/04 8:04 A
B-= D (D) @F‘inwin.hlp TKBE  Help File 2/9/04 8:01 AM
& ([E) Porttd arne. ini KB Configuratio..  1/19/04 12:47 &M
(& Printers B Wer-Rev.tu KR text file 2/9/04 44 AM
(=] Control Panel
Scheduled Tasks
-4 Intemnet Explorer

- E_EI_ Metwark Neighborhood
&3 Recycle Bin

£ My Briefoass

|1 objectls) [151KE [Disk free space: 13.5ME) |2 My Computer 4

The execution file name is PinWin.exe. When the PinWin.exe is executed, alog file,
PinTrack.log, is created in the folder in which the tool has been installed. When the programis
quit, thelog fileis copied to the log folder with a name given as
“PinTrack-year-month-date-hours-minutes-seconds.log”.

e Logfile
Inthelog file, only the head LBA of Read/Write data of specified deviceisrecorded. It can
also record Read/Write data of all the LBAS.

NOTE: When logsof all the LBAs are recorded, alog file of approximately 400KB is created
for (60)h length SLOT for each erasing processin the list. Therefore, be careful of the
free capacity on the disk on which the tool isinstalled.

When alog of only the head LBA is recorded, open the DriveNum.ini file in the folder in which
the tool isinstalled and replace “LogMode=1" with “LogMode=0".
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Datainthelog fileisrecordedin

the format shown below.

2000/ 03/ 27 13:22:16 Pin Track Tool

\\ .\ Physi cal DriveO
No informati

\\.\ Physical Drivel
Product Seri
Port Nunber
LDKC Nunber
LDEV Nunber
Di sk Capacit
Maxi mum LBA

2000/ 03/ 27 13:23:13

readi ng.
OOOOOOOO k% *% %% k% ** *%k **k %%
00000010 k% *%x %% *x*k ** *%*k **k %%
00000020 k% **%x %% *x*%k ** **k **k **%

OOOOBFEO** **k *xk *k Kk K**k Kk*x *%
OOOOBFFO** %k k% k% **k %%k **k k%

OOOOBFEO** %k k% k% **k %%k **k k%
OOOOBFFO** %k k% k% **k %%k **x k%

2000/ 03/ 27 13:24:13

process is conpleted.
2000/ 03/ 27 13:24:48 Pin Track Tool

started.

on

al R500 50230036 0042
1E
00
002A

y 2461040640 byt es
000000000049583F

\\.\ Physical Drivel, Start LBA=0000000000000180, LBA=00000000000001DF, An error occurred when

Read Data: Top Pin No=0000000000000180

%k k% k% *%k k% ** k% %%
**k kk kk *k *kk *k Kk K%

*k k% *k*k k% k% **k **k %%

**k kk kk *k *kk *k Kk K%

*k k% *k*k k% k% **k **k %%

Read Data: Top Pin No=0000000000000181
Read Data: Top Pin No=0000000000000182

Read Data: Top Pin No=00000000000001DF

*k k% *k*k k% k% **k **k %%

%k k% ** *x* k% ** k% %%

Wite Data: Top Pin No=0000000000000180
00000000: 0O 00 00 00 00 00 00 00 OO 00 OO 00 00 0O 00 0O
00000010: 00 00 00 00O 00O 00 00 00O OO OO OO 00 00 OO 0O OO
00000020: 00 00 00 00 00 00 00 00O OO OO 00O 00 00 0O 0O OO

0OO000OBFEO: 00 00 00 00 00 00 00 00O 0O OO OO 00 00 00 0O OO
0000BFFO0: 00 00 00 00 00 00 00 00 OO OO 00O 00 00 0O 0O OO

\\. \ Physi cal D.ri ve9, Start LBA=0000000000000180, End LBA=00000000000001DF, The Pin Track

is exited.

[Displayed items]
Time when the program was started :
SCSl device information

Read log
Write log
Entered information

Error information

Time when the program is quit

Date and time are indicated.

: Port No., LDKC No., LDEV No., disk capacity, maximum

LBA, etc. are displayed.

: Readable Pinsin a specified LBA range are displayed in the

lump. Unreadable Pins are displayed for each LBA. Each
unreadable Pin is recorded with an asterisk (*).

: Pinsin aspecified LBA range are displayed in the lump.
: Selected devices, Start LBA, and End LBA are displayed.
- When aPin isunreadable, “read error” is displayed. Besides,

when an error occursin the program, details of it are displayed.

: Date and time are displayed.
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Log file saving and de-installation

NOTICE: Perform the de-installation only when it is required.

<Saving of log file>

(1) Savethelog file which executed Pin Track Tool.
Execute Explorer to open the folder in which the tool isinstalled.

(2) Insert the empty floppy disk prepared for the log collection and copy the whole log directory to
the floppy disk.

(3) Deletethefiles under the log directory if they are not necessary.

<De-installation of Pin Track Tool>
To uninstall the Pin Track Tool, delete al the files concerned by deleting the whole PinTrack folder
in which the tool isinstalled.
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Acquisition of disk information

Y ou can confirm information of the disk connected to Windows by viewing the log file.
(1) Executethe PinWin.exe.

(2) When the window is displayed, open the PinTrack.log file.

(3) A list of the connected devicesisrecorded in thefile.

<Log file>

e For disks other than the storage system, “No Information” is displayed.

e Since the disk information is acquired using the OS function, the recording order in the log may
vary.

<Variation of device information>
The display in the log file varies depending on the storage system configuration.

For the HITACHI Specification

\\.\ Physical Drivel4d
Product Seri al H TACHI R5023ABE0108

Port Nunber 2N
LDKC Nunber 00
LDEV Nunber 0108
Di sk Capacity 2461040640 bytes
Maxi mum LBA 000000000049583F

The“LDEV Number” isthe intact “Product Serial” expressed in hexadecimal.

The “LDEV Number” is the “Product Serial” converted from hexadecimal to decimal.
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Identification of files affected by Pin failure

When adrive letter possible to have a Pin failure is found, identify files affected by the failure using
the chkdsk command.

(1) Execute Explorer, click the drive concerned by the right mouse button, and display the property.
(2) Open thetool tab and click “Check” in the “Error Check”.

(3) Check off all the check disk options and click the “ Start” button.

(4) When the dialog box is displayed, follow the instruction giveniinit.

(5) Perform the above operations for all the drives concerned.

Verification of files and recovery of them using backup

When afileisrepaired or partialy deleted by the chkdsk command, verify whether the fileisnormal.
When the file was partially deleted or broken, delete the file and restore it using the backup.

After thefileisrecovered normally, check the Pin status. If aPin remains, erase it by executing the
readable Pin Track processfirst.

TRBLO06-640



Hitachi Proprietary DW700

Rev.0 / Jul.2012 Copyright © 2012, Hitachi, Ltd.
TRBL06-650

6.2.3.3 Procedure on Solaris

The following is an erasing procedure to be used when a Pin failure occurs on Solaris.
= Notices =

In Solaris, disk device is shown as cXtY dZsN, which denotes controller, SCSI target ID, logical unit
number, and slice (partition). One LDEV can be logically divided into eight portions, SO to s7, and
the each portion can be used asadisk drive. For adlice, acapacity can be set in units of cylinder, and
the user accesses each dice treating it as adisk drive having LBAS starting from LBA 0.

In Solaris, note that some restrictions on the Pin erasing are induced by handling the disk drive as
cXtYdZsN.

O Ensure afree capacity on the disk on which the Pin Track Tool isto be installed.
The showrel tool, which identifies device files of Solaris according to the LDEV and LBA range
shown on the SV P, creates atemporary file on the disk in order to acquire device information. |If
the free capacity on the disk isinsufficient, the information cannot be displayed accurately.

O The Pin Track Tool cannot be used against a Pin including the inaccessible cylinder.
In the case where cylinders are divided to be allocated to slices and there exist cylinders which are
not allocated to any of the dlices, if aPin including such arange is generated, the Pin shown on the
SVP cannot be erased because 1/0s cannot beissued. Theremedy for it islimited to an elimination
of unreadable LBAs in thefile system.
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O When an unreadable Pin is generated in the head LBA, the Pin cannot be erased.
The management information including the device geometry is recorded in the range of LBAOX0
to Ox1FF, to the dlot#15. If aPinincluding this range is generated, the device cannot be
recognized to be adisk by the OS. Format the LDEV following the maintenance manual.

O Specify the LBA to be input in the Pin Track Tool correctly.
When theinput LBA iswrong, Solarisjudges the specified range to be an unreadable Pin. Evenif
you try to apply the unreadable Pin Track processto it specifying the range, awrite error will be
caused and it is not erased. Make sure that the input LBA is correct before executing the process.

O After executing the Pin Track process, verify that the processing has completed normally referring
toalog.
To verify the execution result of the Pin Track process, refer to the log file. Read/write errors are

not displayed on the screen. Furthermore, check if the input information was correct when awrite
error occurred as described above.

When you have to eliminate the unreadable LBA in the file system on the above conditions, operate
according to the flowchart on the following pages.
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O Thefollowing is an erasing procedure to be used when a Pin failure occurs on Solaris.

NOTIICE:
Thetoolsin this section will be distributed from the TRC centers at the time of need.

\ | Frames surrounding operations show that the
operations are to be performed by the customer
at your request.

Goto step @ on page
TRBL06-200.

Examine which cxtxdxsx corresponds to
the LDEV inwhichthe Pinhasbeen [ >|acquisition procedure on page
generated using the “ showrel” tool. TRBL06-800.

Go to the device information

Determine a MountPoint of
the identified cxtxdxsx.

'Howto____|Go to the procedure for
determining the M ountPoint

as the MountPoint
of the cxtxdxsx in which
the Pin was generated
found out?

explained on page TRBL06-820.

Go to page TRBLO6-370. | ! After the completion
See the procedure for  of the recovery

erasing of the DB raw
device from the Pin failure. | |

Isit aDB raw device?

i
£ When the both devices

Set the MountPoint and

coexist, execute the
mount the cxtxdxsx.

procedure for each of

them one by one.

Perform a sum check on al the
sub-directories of the MountPoint.

Did aread error occur?

TRBL06-680

TRBLO06-680

Go to page TRBL06-690.
See the procedure for
Readable Pin Process.
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TRBLO6-670

| | Frames surrounding operations

Confirm the name of thefile (including
the directory)
in which the read error occurred.

Notify the user of
the recovery method.

" show that the operations are to
be performed by the customer at
your request.

Request the system administrator to remove (rm)

the lost file/directory using the OS and to
data of the file/directory from the backup.

In the case of the directory file, whole information

under the directory must be returned.

return

S

TRBL06-690

Perform the sum check again.
__________________________________________________________________________________ Gotostep @ onpage |
TRBL06-190.
Did the read error occur? No
Yes Check the Pin display on the SVP.

)

TRBL06-670

Check the Pin display
on the SVP again. Was anew Pin added?

Was the Pin erased?

Verify the correct system :
operation on the user side.
_______________________ i Go to page TRBL06-700.
See the procedure for the
END Unreadable Pin Process.

asamistake madein
he recovery operation?
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Readable Pin Process (Solaris)

Make sure that the Pin Track Tool
isinstalled.

Has the Pin Track Tool been
installed?

Confirm the method following
the procedure in step (5) on page
TRBL06-780.

Install the Pin Track Tool referring

to page TRBLO6-770.

Execute the Pinsol.exe without the
option to erase the readable Pin of
thefailed LBA. (NOTE 1)

Woas an unreadable
Pin found?

See page TRBL 06-710.

TRBL06-680

Update the display on the SVP and
check if all the Pins have been erased.

Have dl the Pins
been erased?

Hasthefile
system been recovered
normally?

Yes

No

Verify the correct operation of
the system on the user side.

l

END

No

Write
Confirm the type of
the failed track.

ECC/LRC

Isthe failed LBA

Goto step @ on
page TRBL06-190.
Review the cause
of the error.

T

anew one?

No | Was any mistake made in the operation?

T.S.D. Cdl

NOTE 1: — On a SIM reported owing to a use of the Pin Track Tool —

When two or more Pins have been generated in the LBAs adjacent in the same LU, a generation of a new
temporary Pin caused by the parity calculation performed in the Pin Track process may occur and a SIM may
be reported.

Since this Pin is erased at the same time when the erasing process of the Pin concerned completes,
complete the SIM when it is confirmed that all the Pins have been erased by the Pin Track Tool.
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Unreadable Pin Process (Solaris)

Make sure that the Pin Track Tool is [How o .| Confirm the method following

installed. the procedure in step (5) on page
TRBL06-780.

Install the Pin Track Tool referring
to page TRBLO6-770.

Has the Pin Track Tool been
installed?

Execute the Pinsol exewithout the |Howto See page TRBL06-710.
option “-f” to erase the readable Pin of
thefailed LBA. (NOTE 1)

Update the display on the SVP,
then confirm and record remaining
Pinned Tracks.

Execute the Pinsol exe with the option | How to____ See page TRBL 06-730.
to erase the unreadabl e Pin of the failed
LBA. (NOTE 1)

Update the display on the SVP and
check if al the Pins have been erased.

Have dl the Pins No

been erased?

Write

Gotostep @ on
page TRBL06-190

Confirm the type of
the failed track.

Hasthefile
system been recovered
normally?

No

ECC/LRC

Yes
Isthefailed LBA

anew one?

Verify the correct operation of
the system on the user side.

END T.S.D. Cdll

NOTE 1: — On a SIM reported owing to a use of the Pin Track Tool —

When two or more Pins have been generated in the LBAs adjacent in the same LU, a generation of a new
temporary Pin caused by the parity calculation performed in the Pin Track process may occur and a SIM may
be reported.

Since this Pin is erased at the same time when the erasing process of the Pin concerned completes,
complete the SIM when it is confirmed that all the Pins have been erased by the Pin Track Tool.

No | Was any mistake made in the operation?
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Operation of Readable Pin Process (Solaris)

The following explains how to operate the Pin Track Tool for erasing areadable Pin.

NOTE: — On a SIM reported owing to a use of the Pin Track Tool —

When two or more Pins have been generated in the LBAs adjacent in the same LU, a
generation of a new temporary Pin caused by the parity calculation performed in the Pin
Track process may occur and a SIM may be reported.

Since this Pin is erased at the same time when the erasing process of the Pin concerned
completes, complete the SIM when it is confirmed that all the Pins have been erased by the
Pin Track Tool.

(1)

2

3)

Moveto the directory of the installed Pin Track Tool.
#cd /usr/raidopen/pinsol

Execute the pinsol.exe without the option.
# .Ipinsol.exe -log Execute with apath “./”.

Input the following information in response to questions.
# .Ipinsol.exe -log

Input Device Name -> /dev/rdsk/c3t0d0s2 Input the cxtydzsn.

Input Start LBA Data-> 180 Input the Start LBA.

Input End LBA Data-> 1df Input the End LBA.

Input Next LBA? (Y/N) ->n When two or more LBAs exist in the same

device, input “y”.

Input Next Device ? (Y/N) ->n (Input of “n” isrecommended.)
When erasing Pins of two or more devices
simultaneously, input “y”.

To input the LBA, convert the LBA of the LDEV shown by the SVP into the slice of Solaristhe
devicefile of which correspondsto the LBA, and input the slice. For the conversion of indication
between the LBA and dlice, refer to “Acquisition of Device Information” (TRBL06-800).

The showrel tool may display the two or more corresponding LBAs depending on the slice
structure. In this case, the same LBA range is possible to be designated as different dlices.
Execute the Pin erasing process for the LBAsin the list shown by the showrel one by onein a
descending order, and check the display on the SVP each time.

NOTE: Whentheinput LBA doesnot exist inthe devicefile of the specified slice, it isjudged to
be an unreadable Pin and causes awrite error if the operation is continued leaving it asit
is. Make surethat the input information is correct before starting the processing and that
the Pin has been erased normally referring to the log after the processing terminates.
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(4) Sincetheinput data and a message for confirming whether to erase the Pin, check if the input
datais correct.
Device Name Start LBA End LBA
/dev/rdsk/c3t0d0s2 0000000000000180  00000000000001DF

()

(6)

Before you try to proceed the readable pin,

please check the pin information on SVP.

If the pin data have been created, please do not try to proceed the pin track again.

Do you want to do the process of the readable Pin?

Please input[y/n(default n)]:y

If the input dataisincorrect, input “n” or ssimply press the “Return” key and perform the data
input over again from step (2).

Update the display on the SVP and check if the Pin concerned has been erased following the
message.

When the Pin has already been erased, terminate the processing by inputting “n” or simply press
the “Return” key.

When the Pin has not been erased, input “y” and press the “Return” key.

When the Pin isjudged unreadable through the Pin type judgment, go to TRBL 06-730.
Unreadable Pin:

Device Name Start LBA End LBA

/dev/rdsk/c3t0d0s2 0000000000000180  0000O000000001DF

When the Pin Track Tool isquit, alog fileis created on the same directory.
Thelog file name is given as “mm-dd-hh-m‘'m’-ss.log” (m: month; d: date; h: hours; m’:
minutes; s. seconds).
Example:
0614200552.1og means alog file created at Sminutes and 52 seconds after 20 0’ clock on
June 14.

In the log file, the execution result of the Pin Track processis recorded. Make sure that the
process has completed normally by checking if “pin track process complete” is displayed.
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Operation of Unreadable Pin Process (Solaris)

The following explains how to operate the Pin Track Tool for erasing an unreadable Pin.

NOTE: — On a SIM reported owing to a use of the Pin Track Tool —

When two or more Pins have been generated in the LBAs adjacent in the same LU, a
generation of a new temporary Pin caused by the parity calculation performed in the Pin
Track process may occur and a SIM may be reported.

Since this Pin is erased at the same time when the erasing process of the Pin concerned
completes, complete the SIM when it is confirmed that all the Pins have been erased by the
Pin Track Tool.

(1)

2

3)

Moveto the directory of the installed Pin Track Tool.
# cd /usr/raidopen/pinsol

Execute the pinsol.exe with the option.
# ./pinsol.exe -f -log When “-f” is added, the unreadable LBA is overwritten
with “0” data.

Input the following information in response to questions.
# ./pinsol.exe -f -log

Input Device Name -> /dev/rdsk/c3t0d0s2 Input the cxtydzsn.

Input Start LBA Data-> 180 Input the Start LBA.

Input End LBA Data-> 1df Input the End LBA.

Input Next LBA 2(Y/N) ->n When two or more LBAs exist in the same

device, input “y”.

Input Next Device 2Y/N) ->n (Input of “n” is recommended.)
When erasing Pins of two or more devices
simultaneously, input “y”.

To input the LBA, convert the LBA of the LDEV shown by the SVP into the slice of Solaristhe
devicefile of which correspondsto the LBA, and input the slice. For the conversion of indication
between the LBA and dlice, refer to “Acquisition of device information” (TRBL06-800).

The showrel tool may display the two or more corresponding LBASs depending on the slice
structure. In this case, the same LBA range is possible to be designated as different slices.
Execute the Pin erasing process for the LBAsin the list shown by the showrel one by oneina
descending order, and check the display on the SVP each time.

NOTE: Whentheinput LBA doesnot exist inthe devicefile of the specified dlice, it isjudged to
be an unreadable Pin and causes awrite error if the operation iscontinued leaving it asit
Is. Make surethat the input information is correct before starting the processing and that
the Pin has been erased normally referring to the log after the processing terminates.
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(4) Sincetheinput data and a message for confirming whether to erase the Pin, check if the input
datais correct.
Device Name Start LBA End LBA
/dev/rdsk/c3t0d0s2 0000000000000180  00000000000001DF

()

Before you try to proceed the readable pin,

please check the pin information on SVP.

If the pin data have been created, please do not try to proceed the pin track again.

Do you want to do the process of the readable Pin?

Please input[y/n(default n)]:y

If the input dataisincorrect, input “n” or ssimply press the “Return” key and perform the data
input over again from step (2).

Update the display on the SVP and check if the Pin concerned has been erased following the
message.

When the Pin has already been erased, terminate the processing by inputting “n” or simply press
the “Return” key.

When the Pin has not been erased, input “y” and press the “Return” key.

The following message is displayed and the Pin is judged unreadable through the Pin type
judgment.

Unreadable Pin:

Device Name Start LBA End LBA

/dev/rdsk/c3t0d0s2 0000000000000180  00000000000001DF

Do you want to do the process of the unreadable Pin?
WARNING! if you input ‘y’, Pin Blocks will be over written by ‘0.
Please input[y/n(default n)]:y
In the Pin Track Process, the window may be changed into monochrome, and the following
message may be showed on the window. In the case, please do not pay attention to them. After
3 minutes or so, the window will back to originally status.
Example:
Thisisamessage which it is displayed on the monochromic window.
WARNING: /sbus@if, 0/fcO@1, 0/sd@0, 0(sd15)

Error for Command: read Error Level: Retryable (or Fatal)
Requested Block: 766560 Error Block: 766560
Vender: HP Serial Number: 0450F4290000

Sense key: Media Error
ASC: 0x11 (unrecovered read error), ASCQ: 0x0, FRU: 0x0
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(6) When “y” ischosen by (5), the check message is displayed at once for every number of inputs.

(")

In case of plural number input, an operator can cancel the pin recovery processing for the device
which you does not want to execute.

Unreadable Pin:
Device Name Start LBA End LBA
/dev/rdsk/c3t0d0s2 0000000000000180  0O0O00O0O00000001IDF

Do you want to do the process of the unreadable Pin?

WARNING! if you input ‘y’,Pin Blocks will be over written by ‘0.
Please input[y/n(default n)]:y

Do you want to do the process of the unreadable Pin? (The strip of LBA is
0000000000000180-00000000000001DF). (Y/N)

When Pin Track Tool ends, alog file (month -day -hour -minute -second .log) is made on the
same directory. (EQ:0614200552.10Q)

Asfor the log file, the execution result of the Pin Track processing is recorded. Make sure that
the process has completed normally by checking if “pin track process complete’ is displayed.
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How to read the Read Test for whole of a disk (Solaris)

This chapter describes how to discover the Unreadable Pin on select device.
This processing requires long time.

(1)

2

3)

(4)

Q)

Move to the directory of the Pin Track Tool.
#cd /usr/raidopen/pinsol

Execute the Pin Track Tool without a command option.
# ./pinsol.exe-all (The“-f” will becomeinvalid if thisoption is used.)

According to the question, input the appropriate information.
# ./pinsol.exe —all
I nput Device Name -> /dev/r dsk/c3t0d0s2
(Please input the slice which indicate the whole device.) (Usually indicated “s2”.)
Input Next Device ?(Y/N) ->n
(Recommend to “n”) (When erasing different Device at the same time, it inputs“y”)

The Input data list is displayed.

Device Name Start LBA End LBA
/dev/rdsk/c3t0d0s2 0000000000000000  O0000000001F2285

Show al domain of LAB which is specified device, and execute.

When Pin Track Tool ends, alog file (month -day -hour -minute -second .log) is made on the
same directory. (EQ:0614200552.10Q)

The log when two area (120-17F, 1E023F) of Unreadable Pin existsin specified DeviceName
becomes as follows.

Input Device Name = /dev/rdsk/c3t0d0s2
ERROR: Read Error LBA 0000000000000120-000000000000017F
ERROR: Read Error LBA 00000000000001E0-000000000000023F

NOTE: Theareaand number of Unreadable Pin listed by other factors here may differ from the
area and number of Unreadable Pin displayed by SVP.
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Installation of Pin Track Tool (Solaris)

NOTICE: Perform the installation only when it is required.

<Preparation>

Since the Pin Track Tool is provided being contained in a4-mm DDS DAT or 3.5-inch floppy disks,
adrivefor installing it is necessary in the host device which controls the Pin erasing operation or on
the network which includes the device concerned.

Acquire a name for the device beforehand.

Besides, ensure afree area on the disk necessary for alog collection because alog of approximately
400 bytes per failed track is output for (60)h length SLOT when the log is collected using the pintool.

NOTICE: If the free capacity on the disk is insufficient, the whole information cannot be
collected.

The showrel tool for LBA-dlice conversion ensures amemory and creates atemporary filein order to
acquire device information. Make sure that the memory capacity (larger than 128MB/CPU) and the
disk free capacity (larger than 10MB) sufficient for the server are ensured.

<Copying from mediato disk>
(1) Login to the host as “root”.

(2) Movetotheinstal directory by the “cd” command and make a directory “raidopen”.

#cd Jusr (Moveto the“/usr”)
#mkdir raidopen (Make the directory “raidopen”)
# cd raidopen (Move to the “raidopen™)

(3) Moveto the created directory and copy the files from the distribution medium.

<In the case of DDS DAT> (device name depends on each host.)
#mt -t /dev/rmt/O rew (Rewind atape.)

#tar -xvf /dev/rmt/O (Copy afilefrom thetape.)

#tar —xvf pinsolXX.tar (Copy thetar filefor Solalis.)

<In case of the Floppy disk or CD-ROM>

# volcheck recognize afloppy disk or CD-ROM

confirm the label, and copy the files from the distribution medium.
#tar -xvf /floppy/no_name/PINSOLXxx.TAR (Floppy)
#tar -xvf /cdrom/zzzz/program/ment/pintrack/solaris/pinsol X X .tar (CD-ROM)

NOTE: (Thevolumelabel (no_name) and directory name (ZZZZ) is depend on the system.)

If the copy from the floppy disk to the disk ends, it takes out a floppy disk.
# gect Eject the medium.

If necessary, it pushes an gject button and it takes out a floppy disk.
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(4) After the thawing is complete, confirm the file name.
#cd JJpinsol (Move to the directory made by the thawing.)
#ls -1 (Display afilelist.)

(5 Refer to the contents of the “Ver-Rev.txt” file and confirm each file size of the list.
# more /usr/raidopen/pisol/Ver-Rev.txt display contents of the file

HITACHI RAID storage system PinTrackTool for Solaris
Ver XX-YY-/Z (Revision ID)

All right reserved, Copyright (c) 1999,2012, Hitachi Ltd.

File Size (Bytes) pinsol.exe (Module ID)

File Size (Bytes) showrels.exe (Module ID)

File Size (Bytes) port.dat (Module ID)

Refer to the contents of “Ver-Rev.txt” file and confirm each file size of thelist.

Saving of log file and de-installation of Pin erasing tool

NOTICE: Perform the de-installation only when it is required.

<Saving of log file>
In order to save the log file created through the Pin erasure, compress thefile.

#cd /usr/raidopen/pinsol Move to the execution directory.

# mkdir ./log Create adirectory for the log file.

#mv *.log ./log Movethelog fileto the logdir.

#tar -cvf pinlog.tar ./log Create the tar file.

# compress pinlog.tar Compressthe tar file.

Savethelog file to the media.

#tar -cvf /dev/irmt/O pinlog.tar.Z (In the case of DDS DAT)

#tar -cvf /vol/dev/rdisketteO/unlabeled pinlog.tar.Z (In the case of floppy disk (tar))
#cp pinlog pinlog.tar.Z /vol/dev/rdisketteQ/raidopen (In the case of floppy disk(DOS))

<De-installation of Pin Track Tool>
To uninstall the Pin Track Tool, delete al the files concerned by deleting the whole directory in
which the tool isinstalled.
#cd / Move to the root directory.
#\rm -r /usr/raidopen/pinsol* Delete files created under the /usr/raidopen.
When “\” is added, the dliasis invalidated.
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Procedure for collecting detail log

Y ou can acquire detailed information on the erasing process from the Pin failure by adding the option
to the Pin Track Tool.

Method of use: ./pinsd.exe(-f) -log

By executing the above, you can acquire data which was read and written in the process for erasing

from the Pin failure.

Example:

| nput Devi ce Nane
I nput Start LBA = 0000000000000180
I nput End LBA = 00000000000001DF

/ dev/rdsk/clt 0d0s2, Start LBA=0000000000000180, End

read error
Read Dat a:

00000000:
00000010:
00000020:
00000030:
00000040:

Read Dat a:

Read Dat a:

Read Dat a:

Read Dat a:

Top Pi
00 00
00 00
00 00
00 00
00 00

Top Pi
Top Pi
Top Pi

Top Pi

= /dev/rdsk/ clt 0d0s2

n No=0000000000000180
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00

n No=0000000000000181
n No=0000000000000182
n No=0000000000000183

n No=00000000000001DF

00
00
00
00
00

000001A0:
000001B0:
000001C0:
000001D0:
000001EQ:
000001FO:
Wite Data:
00000000: 00 00 00
00000010: 00 00 00
00000020: 00 00 00
00000030: 00 00 00
00000040: 00 00 00

00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00

0000BFCO: 00 00 00
0000BFDO: 00 00 00
0000OBFEO: 00 00 00
0000BFFO: 00 00 00

00 00 00 00 00 00 0O
00 00 00 00 00 00 OO
00 00 00 00 00 00 OO
00 00 00 00 00 00 0O
00 00 00 00 00 00 OO
00 00 00 00 00 00 OO
No=0000000000000180

00 00 00 00 00 00 OO
00 00 00 00 00 00 OO
00 00 00 00 00 00 OO
00 00 00 00 00 00 OO
00 00 00 00 00 00 OO

00 00 00 00 00 00 OO
00 00 00 00 00 00 OO
00 00 00 00 00 00 OO
00 00 00 00 00 00 OO

LBA=00000000000001df readabl e Pin Track

00 00

/ dev/rdsk/cl1t 0d0s2, Start LBA=0000000000000180, End LBA=00000000000001DF Pin Track Process

is conmplete!!

Thelog size is approximately 400KB per one Pin erasure for (60)h length SLOT.
When the -log option is not added, datafor each LBA isrecorded for each of reading and writing.
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Acquisition of device information (how to use showrel tool) on Solaris

When the program has been installed, confirm the failed track information.

(1) Movetotheinstaled directory.
# cd /usr/raidopen/pinsol

(2) Execute the following program

Moving of the directory

| nput
I nput
I nput
I nput

# ./showrel s. exe

LDKC -> 00

LDEV -> 000A

Start LBA -> 0000000000044000
End LBA -> 000000000004405F

Add the ./ path and execute.

| nput
I nput
I nput
I nput

the LDKC# shown on the SVP.

t he CU:. LDEV# shown on the SVP.
the start LBA shown on the SVP.
the End LBA shown on the SVP.

Input example and output result.

I nput
I nput
| nput
I nput

#./show el s. exe

LDKC -> 00

LDEV -> 0123

Start LBA -> 000000000000ABEO
End LBA -> 000000000000AC3F

Devi ceNane=c0t 1d0s6 Port=1A LDKC=00 LDEV=0123

St ar t =0000000000000FA0 End=0000000000000FFF

The LDKC number isindicated with the number of two figures. The LDEV number isindicated with
the CU:LDEV number of four figures. Confirm the LDKC number, CU number and LDEV number
of the Pin displayed on the SVP and identify the slice of the devicefile. The device file name
identified here is used as the input information in the process for the Pin failure.

NOTE:

e The showrel tool issues commands peculiar to the storage system to all the disk devicesin

order to acquire device information. Therefore, when the command is issued to a disk other
than the storage system such as abuilt-in disk, an error (1llegal Request) may be reported to the
system. It isnot a problem, though.

e When an unreadable Pin is generated in the slot#15 including the head LBA in which the disk

management information is recorded, the device information cannot be acquired because the
disk becomes unable to respond to the OS.

e The disk device of the object may not be labeled when “Error: Target devices do not exist.” is

outpu.
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The following may be displayed depending on the setting of the dlice.

When there is no information of the input LDEV in the device management table.
LDKC=00, LDEV=010C This is not a target disk.

Check if the input LDEV number is correct.

When an LDEV which does not belong to any slice is input
Devi ceNane=c2t 3d0s6 Port=1D LDKC=00 LDEV=0189 The target LBA is missing or invalid.

In this case, the Pin shown on the SV P cannot be erased. However, it does not have any effect on the
file system.

When a Pin extends over multiple slices

Devi ceNane=c0t 1d0s5 Port=1A LDKC=00 LDEV=000A

St art =0000000000001357 End=0000000000001387
Devi ceNane=c0t 1d0s1 Port=1A LDKC=00 LDEV=000A

St art =0000000000000000 End=000000000000002F

When it isdisplayed that a Pin extends over multiple slices, specify the LBA displayed for each slice
when executing the pinsol.exe. The Pin cannot be erased unless all the range concerned are processed
by the pinsol.exe.

When an LDEV is allocated to multiple ports

Devi ceNane=c1t 1d0s6 Port=1A LDKC=00 LDEV=0123

St art =0000000000000FA0 End=0000000000000FFF
Devi ceNane=c0t 3d0s6 Port=1C LDKC=00 LDEV=0123

St art =0000000000000FA0 End=0000000000000FFF

When an LDEV isdisplayed at the different ports with the same LBA range of the dice, asingle
LDEV isalocated to multiple ports. In this case, specify any one of the devices to execute the
pinsol.exe.

When multiple LBAs are displayed for an LDEV

Devi ceNane=c0t 3d0s2 Port=1A LDKC=00 LDEV=0123

St art =0000000000000FA0 End=0000000000000FFF
Devi ceNane=c0t 3d0s6 Port=1A LDKC=00 LDEV=0123

St art =0000000000000FA0 End=0000000000000FFF

When two slices are displayed with the same LBA range for an LDEV, a slice to which the same
cylinder is allocated may exist. Normally one of the slicesis 2. In this case, specify a device
described ahead in order to execute the pinsol.exe. If the Pinisnot erased when the SVP display is
checked after the Pin erasing process has terminated normally, execute the pinsol.exe for another
device.
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Procedure for determining MountPoint (on Solaris)

NOTICE: The following operation must be performed by the system administrator at your
request checking result at each step.

Display by the showrel

When the showrel explained in TRBL06-800 is used, the LDKC number, and the LDEV number
shown on the SVP and to which device file the range between the Start LBA and End LBA
corresponds are displayed. Refer to TRBL06-800, “How to use showrel tool”.

Display by prtvtoc

Input “#prtvtoc <raw-device-name>" to display the dlice list and find out all the slices in which

Pins have been generated.

* [dev/rdsk/cOt 1d0s5 partition map

*

* Di mensi on

* 512 bytes/sector

* 80 sectors/tarck

* 9 tracks/cylinder

* 720 sectors/cylinders

* 2500 cylinders

* 1151 accsessible cylinders

*

* Fl ags:

* 1: unmount abl e

* 10: read-only

*

* First Sect or

* Partition Tag Fl ags Sect or
0 2 00 0
1 3 01 76320
2 5 00 0
5 6 00 208800
6 4 00 340560
7 8 00 787680

Last

Count

76320
132480
828720
131760
447120
41040

Sect or

76319

208799
828719
340559
787679
828719

Mount Directory

/ opt
[ usr
[ export/ home

Y ou can confirm the current MountPoint by viewing the display of the Mount Directory.
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Determination using /etc/vfstab
Find out the MountPoint where the /dev/dsk/cxtydzsn is mounted using the #cat/etc/fstab.

# cat /etc/vfstab

#devi ce devi ce mount FS fsck mount nmount

#t 0 nount to fsck poi nt type pass at boot options

fd - /dev/fd fd - no -

/ proc - / proc proc - no -

/ dev/ dsk/ cOt 3d0s1 - - swap - no -

/ dev/ dsk/ c0Ot 3d0s0 / dev/ r dsk/ cOt 3d0s0 / ufs 1 no -

/ dev/ dsk/ cOt 3d0s6 / dev/ rdsk/ c0Ot 3d0s6 [ usr ufs 1 no -

/ dev/ dsk/ cOt 3d0s3 / dev/ r dsk/ c0Ot 3d0s3 [ var uf s 1 no -

/ dev/ dsk/ cOt 3d0s7 / dev/ rdsk/ cOt 3d0s7 / export/ home ufs 2 yes -
/ dev/ dsk/ cOt 1d0s7 / dev/ rdsk/ cOt 1d0s7 / export/ homel ufs 3 yes -
swap - /tnp tnpfs - yes -

#

Y ou can make sure whether the object device is mounted automatically or not.

Determination using df
Reconfirm the “Ivol name” and “mount point” recognized by the filesystem using the #df -k.

# df -k

Fi | esystem kbyt es used avail capacity Munted on

/ dev/ dsk/ cOt 3d0s0 76767 17735 58956 24% |/

/ dev/dsk/cOt3d0s6 738902 552048 185931 75% [ usr

/ proc 0 0 0 0% / proc

fd 0 0 0 0% /dev/fd

/ dev/ dsk/ cOt 3d0s3 30807 17911 12866 59% /var

/ dev/ dsk/ cOt 3d0s7 53535 7923 45559 15% [/ export/ hone
/ dev/ dsk/ cOt 1d0s7 489702 189635 299578 39% /export/honel
swap 121856 212 121644 1% /tnp

/ dev/ dsk/ c1t 0d0OsO 7095037 2163405 4860682 31% /open9-0

/ dev/ dsk/ c1t 1d0s0O 7095757 2049632 4975168 30% /open9-1

#

Y ou can make sure whether the object device is being mounted currently or not.

Decide the MountPoint to be checked by the “sum” command following the procedure above.
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6.2.3.4 Procedure on AIX, VMWare ESX, Linux

The following shows how to erase a pin failure on AIX, VMWare ESX, Linux.

A cauTiON
O Ensure a free capacity on the disk on which the Pin Track Tool is to be installed.

O When an unreadable pin is generated in the head LBA, the pin cannot be erased.
The management information including the device geometry is recorded in the range of
LBAOxO to Ox1FF, to the slot#15. If a pin including this range is generated, the device
cannot be recognized to be a disk by the OS. Format the LDEV following the
maintenance manual.

O Specify the LBA to be input in the Pin Track Tool correctly.
The host cannot determine whether or not a pin has been generated in the input LBA. It
performs a pin recovery or erases an unreadable pin for the input LBA. Therefore, if you
input information improperly, data may be lost.

O After executing the pin track process, see the log to confirm that it has completed
normally.

To delete the unreadable LBA in the file system under the above-described conditions,
perform operations according to the flowchart on the following pages.
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O The flow shows the procedure in the case a pin failure occurs on Al X, VMWare ESX, Linux.

| 1 Frames surrounding operations show

- ==~ that the operations are to be performed
(A'X' VMware’“L'””’D by the customer at your request.

Check which device file corresponds to the

LDEV in which apin has been generated. | How to See“How to identify adevicefile” on
--------------- TRBL06-970, 980

Perform a sum check on all the i
sub-directories of the MountPoint. i

See “Readable Pin Process’

i 9
Did aread error occur” on TRBL06-870

TRBL06-860

TRBLO06-850



Hitachi Proprietary

DW700

Rev.0 / Jul.2012
TRBL06-860

Copyright © 2012, Hitachi, Ltd.

TRBL06-850

______________

Check and record the name of thefile
(including the directory)
in which the read error occurred.
]

Notify the user of
the recovery method.

I
Ask the system administrator to remove (rm) the lost
file/directory and to recover data of the file/directory
from the backup.
In the case of the directory file, all information under
the directory must be recovered.

Perform the sum check again

No

i ' Frames surrounding operations

~~ " show that the operations are to be
performed by the customer at your
request.

Go to TRBL06-190@ |«——

Did the read error occur?

Check the pin display
on the SVP again.

Was the pin erased?

User verifies the system operation.

Check the pin displayed on the SVP

Was ahew pin added?

Recovery mistake?

v Go to TRBL06-880
End “Unreadable Pin Process”
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Readable Pin Process (AIX, VMWare ESX, Linux)

No Install the Pin Track Tool
(TRBL06-940)

asthe Pin Track
Tool been installed?

Execute Pindel shto erasethe  |Howto > See TRBL06-890
readable pin of the failed LBA
(NOTE 1)

See “Unreadable Pin Process’
on TRBL06-880

Unreadable Pin?

Update the display on the SVP
and check if all the pins have
been erased.

Gotostep @ on

Write page TRBL 06-190.

Review the cause
of the error.

Confirm the type of
the failed track?

ECC/LRC

Isthefailed LBA
anew one?

Yes

No Was any mistake made in the operation?

User verifies that the system
operates normally.

< T.SD. Call >

NOTE 1: — On a SIM reported owing to a use of the Pin Track Tool —

When two or more Pins have been generated in the LBAs adjacent in the same LU, a generation of a new
temporary Pin caused by the parity calculation performed in the Pin Track process may occur and a SIM may
be reported.

Since this Pin is erased at the same time when the erasing process of the Pin concerned completes,
complete the SIM when it is confirmed that all the Pins have been erased by the Pin Track Tool.
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Unreadable Pin Process (AIX, VMWare ESX, Linux)

Has the Pin Track Tool No Install the Pin Track Tool
been installed? (TRBL06-950)

Yes

Execute Pindel .sh to erase the readable pin of How to
thefailed LBA o> See TRBL06-900
(NOTE L)
|
Update the display on the SV P to check and
record the remaining pins

Execute Pindel.sh again to erase the How to
unreadable pin of the failed LBA o> See TRBL06-910

(NOTE 1)
|

Update the display on the SV P to check and
record the remaining pins

Write Goto step @ on
page TRBL06-190.
Review the cause

Confirm the type o
the failed track.

ECC/ILRC

Isthefailed LBA
anew one?

Yes

No Was any mistake made in the operation?

User verifies that the system
operates normally.

< T.SD. Call >

NOTE 1: — On a SIM reported owing to a use of the Pin Track Tool —

When two or more Pins have been generated in the LBAs adjacent in the same LU, a generation of a new
temporary Pin caused by the parity calculation performed in the Pin Track process may occur and a SIM may
be reported.

Since this Pin is erased at the same time when the erasing process of the Pin concerned completes,
complete the SIM when it is confirmed that all the Pins have been erased by the Pin Track Tool.
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How to erase Readable Pin (AlX, VMWare ESX, Linux)

The following explains how to operate the Pin Track Tool to erase areadable pin.
(Thetool isavailable also on Tru64.)

NOTE: — On a SIM reported owing to a use of the Pin Track Tool —

When two or more Pins have been generated in the LBAs adjacent in the same LU, a
generation of a new temporary Pin caused by the parity calculation performed in the Pin
Track process may occur and a SIM may be reported.

Since this Pin is erased at the same time when the erasing process of the Pin concerned
completes, complete the SIM when it is confirmed that all the Pins have been erased by the
Pin Track Tool.

(1) Moveto thedirectory of theinstaled Pin Track Tool.
#cd /usr/raidopen/pinsh

(2) Execute the pindel.sh without the option.
# ./Pindel.sh

(3) Input the following information in response to questions.
# ./Pindel.sh
Pin Recovery Tool Ver. 01-03 start.
(If you want to cancel the program,please input “q”.)
Input Device Name ->/dev/rhdisk69  Input the RAW device file name (/dev/rhdiskXX)
Input Start LBA Data ->20000 Input the Start LBA
Input End LBA Data ->201ff Input the End LBA

When you make an input mistake and want to redo it from the start, enter “q”. The program will
stop.

Beforeinputting an LBA, check which devicefile onthe Al X host correspondsto the LBA of the
LDEV displayed on the SVP. See TRBL06-970 “How to identify adevicefile’.

A cauTiON
Make sure to specify a RAW device file (rhdiskXX) as a device file. Do not specify a block
device (hdiskXX).
Input the LBA to the Pin Track Tool accurately.
If you input it improperly, data loss may occur.
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(4) When the LBA isread successfully, the following messages are displayed.

(5)

(6)

Please wait. Now Reading Pin...

Finished.

Before you try to proceed the readable pin,

please check the pin information on SVP.

If the pin track has been cleared,

please do not try to proceed the pin recovery again.

Do you want to do the process of the readable Pin(Y/N)

Follow the messages and refresh the display on the SVP to see if the pin has been cleared.
If it has been cleared, enter “n” to exit.
If not, enter “y”.

When the pinisjudged as an “unreadable pin” through the pin type judgment as follows, go to
TRBL06-910.

Please wait. Now Reading Pin...

Failed.

Do you want to do the process of the unreadable Pin? (The strip of LBA is
0x20000-0x201ff)(Y/N)

When the pindel.sh starts, alog file will be created on the same directory.

Thelog file name is given as “MM-dd-hh-mm-ss.log”.

<Example>

0614200552.1og = Log file created on June 14 at 20:05:52 (hour:minutes:seconds).

In the log file, the execution result of erasing the pin is recorded. Make sure that the process has
completed normally by confirming that “Pin Recovery process completed!!” is displayed.
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How to erase unreadable pin (AlX, VMWare ESX, Linux)

The following explains how to operate the Pin Track Tool to erase an unreadable pin.
(Thetool isavailable also on Tru64.)

NOTE: — On a SIM reported owing to a use of the Pin Track Tool —

When two or more Pins have been generated in the LBAs adjacent in the same LU, a
generation of a new temporary Pin caused by the parity calculation performed in the Pin
Track process may occur and a SIM may be reported.

Since this Pin is erased at the same time when the erasing process of the Pin concerned
completes, complete the SIM when it is confirmed that all the Pins have been erased by the
Pin Track Tool.

(1) Moveto thedirectory of theinstaled Pin Track Tool.
#cd /usr/raidopen/pinsh

(2) Executethe pindel.sh
# ./pindel.sh

(3) Input the following information in response to questions.
# ./Pindel.sh
Pin Recovery Tool Ver. 01-03 start.
(If you want to cancel the program,please input “q”.)
Input Device Name ->/dev/rhdisk69  Input the RAW device file name (/dev/rhdiskXX)
Input Start LBA Data ->20000 Input the Start LBA
Input End LBA Data ->201ff Input the End LBA

When you make an input mistake and want to redo it from the start, enter “q”. The program will
stop.

Before inputting an LBA, check which device file on the AIX correspondsto the LBA of the
LDEV displayed on the SVP. See TRBL06-970 “How to identify adevicefile’.

A cauTiON
Make sure to specify a RAW device file (rhdiskXX) as a device file. Do not specify a block
device (hdiskXX).
Input the LBA to the Pin Track Tool accurately.
If you input it improperly, data loss may occur.
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(4) When the LBA isread successfully, the following messages are displayed.

()

(6)

Please wait. Now Reading Pin...

Finished.

Before you try to proceed the readable pin,

please check the pin information on SVP.

If the pin track has been cleared,

please do not try to proceed the pin recovery again.

Do you want to do the process of the readable Pin?(Y/N)

Follow the messages and refresh the display on the SVP to see if the pin has been cleared.
If it has been cleared, enter “n” to exit.
If not, enter “y”.

When the pin isjudged as an “unreadable pin” through the pin type judgment as follows, the
following message is displayed.

Please wait. Now Reading Pin...

Failed.

Do you want to do the process of the unreadable Pin? (The strip of LBA is
0x20000-0x201ff)(Y/N)

“Y” isselected in (5), datawill be erased for the LBA areain which apinis generated. When it
succeeds, the following message will be displayed.

When an error occurs, follow the procedure described in TRBL 06-880 to review the cause of the
failure.

Please wait. Now Clearing Pin ...
Finished.
Pin Recovery process completed!! (unreadable Pin)
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(7) When the pindel.sh ends, alog file will be created on the same directory.
Thelog file name is given as “mm-dd-hh-mm-ss.log”.
<Example>
0614200552.1og = Log file created on June 14 at 20:05:52 (Hour:Minutes: Seconds).

In the log file, the execution result of erasing the pin is recorded. Make sure that the process has
completed normally by confirming that “Pin Recovery process completed!!” is displayed.
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Installation of Pin Track Tool

NOTICE: Perform the installation only when it is required.

<Preparation>

Since the Pin Track Tool is provided being contained in a4-mm DDS DAT or 3.5-inch floppy disks,
adrivefor installing it is necessary in the host device which controls the Pin erasing operation or on
the network which includes the device concerned.

Acquire a name for the device beforehand.

Besides, ensure afree area on the disk necessary for alog collection because alog of approximately
400 bytes per failed track is output for (60)h length SLOT when the log is collected using the pintool.

NOTICE: If the free capacity on the disk is insufficient, the whole information cannot be
collected.

<Copying from mediato disk>
(1) Logintothe AIX machine as “root”.

(2) Movetotheinstal directory by the “cd” command and make a directory “raidopen”.

#cd Jusr (Moveto the “/usr™)
#mkdir raidopen (Make the directory “raidopen”)
# cd raidopen (Moveto the “raidopen™)

(3) Executethefollowing command to decompress pinshXX.tar and copy the files from the medium
to the created directory.

#tar -xvf /cdrom/zzzz/program/ment/pintrack/sh/pinshXX.tar (CD-ROM)

NOTE: Thedirectory name (ZZZZ) may be different.
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(4) After thefileis decompressed, confirm the file name.

()

#cd ./pinsh (Moveto the directory created as aresult of the
decompression)
#ls - (Display afilelist.)

Specify the —ver option and execute Pindel.sh to confirm the version.
# ./Pindel.sh -ver

H TACHI RAID storage system Pin Track Tool for Al X Tru64, VMMre ESX, Li nux
Ver XX-YY

Al'l right reserved, Copyright (c) 2007-2012, Hitachi Ltd.

File size(Bytes) Pindel.sh (Mdule ID)

Confirm that the contents of the file above and the data displayed with the Is command are

consistent.
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Saving the log file and uninstalling Pin Track Tool

NOTICE: Perform the uninstallation only when it is required.

<Saving the log file>
To save the log file created through the pin recovery, compress thefile.

# cd /usr/raidopen/pinsh Move to the execution directory.
# mkdir ./log Create adirectory for thelog file.
#mv *.log ./log Movethelog fileto logdir.

#tar -cvf pinlog.tar ./log Create atar file.

Savethelog file to the media.

#tar -cvf /dev/rmt/O pinlog.tar.Z (In the case of DDS DAT)
#tar -cvf /vol/dev/rdisketteO/unlabeled pinlog.tar.Z (In the case of floppy disk (tar))
#cp pinlog pinlog.tar.Z /vol/dev/rdisketteO/raidopen (In the case of floppy disk(DOS))

<Uninstalling the Pin Track Tool>
To uninstall the Pin Track Tool, delete al the files concerned by deleting the whole directory in
which the tool isinstalled.
#cd / Move to the root directory.
#\rm -r /usr/raidopen/pinsh* Delete files created under /usr/raidopen.
When “\” is added, the dliasis invalidated.
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How to identify a device file (AlX)

The following shows an example of associating a device file, which isto be the input information of
the Pin Track Tool, with the LDEV in which apin is generated.

(1) Execute the following command to display alist of disk devices that are enabled on the Al X.
Isdev -C -c disk

The result of execution is as follows. “ Available’ devices are the disk devices that can receive
|/Os.

#lsdev -C -c disk

hdisk65 Defined 06-08-02 Hitachi Disk Array (Fibre)

hdisk66 Defined 06-08-02
hdisk67 Defined 06-08-02
hdisk68 Available 06-08-02
hdisk69 Available 06-08-02
hdisk70 Available 06-08-02

Hitachi Disk Array (Fibre)
Hitachi Disk Array (Fibre)
Hitachi Disk Array (Fibre)
Hitachi Disk Array (Fibre)
Hitachi Disk Array (Fibre)

(2) Next, execute the following command to check the details of the “ Available” devices (Example
for hdisk69).

|sattr -E -I hdisk69|grep lun_id
The result of execution is as follows.

# |sattr -E -I hdisk69|grep lun_id
lun_id 0x1000000000000 Logica Unit Number ID

The result shows that the LDEV of the LUN = 1 is associated with hdisk69.

When the LDEV with the pinis LDKC:CU:LDEV = 00:08:05 and LUN = 1, the corresponding
devicefileis hdisk69.

Y ou can check LUN in the LUNM window on the SVP or Web Console.

In this case, specify a RAW device file /dev/rhdisk69 to the Pin Track Tool.
(Do not specify ablock device (/dev/hdisk69). Data loss may occur.)
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How to identify a device file (VMWare ESX, Linux)

The following shows an example of associating a device file, which isto be the input information of
the Pin Track Tool, with the LDEV in which apin is generated.

(1) Executethefollowing command to display alist of disk devicesthat are enabled onthe VMWare
ESX, Linux.

cat /proc/scsi/scs

The result of execution is as follows. The one whose “Model” is“OPEN-V” arethe LU devices
that can receive 1/Os.

# cat /proc/scsi/scs
Host: scsi3 Channel: 00 Id: 00 Lun: 00
Vendor: HITACHI Model: OPEN-V Rev: 5008
Type: Direct-Access ANSI SCSl revision: 03
Host: scsi3 Channel: 00 Id: 00 Lun: 01
Vendor: HITACHI Model: OPEN-V Rev: 5008
Type: Direct-Access ANSI SCSl revision: 03

(2) Next, the disk device name corresponding to a peculiar Lun number is confirmed by the
following commands. First of al, the fileto which it refers by the following commandsis
confirmed.

# s -la/var/log/messages*

The result of execution is as follows.

-rW------- lroot root 18423 Jun 11 10:11 /var/log/messages

-rW------- 1root root 36883 Jun 8 04:03 /var/log/messages.1
-rW------- 1root root 1560 Jun 1 04:03 /var/log/messages.2
-rW------- lroot root 19539 May 25 04.03 /var/log/messages.3
-rW------- lroot root 2604 May 18 04:03 /var/log/messages.4

Thefiledatelooksfor the latest one by the above-mentioned. /var/log/messagesisthe latest here.
Next, the following commands are executed.

# more /var/log/messages
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The result of execution is as follows.

# more /var/log/messages

Jun 11 10:09:32 x86A S30 kernel: Attached scsi disk sdb at scsi3, channel 0, id O, lun O
Jun 11 10:09:32 x86A S30 kernel: Attached scsi disk sdc at scsi3, channel 0, id 0, lun 1

Theresult showsthat the LDEV of the LUN = 1 isassociated with sdb from “ Attached scsi disk”.
When the LDEV with the pinis LDKC:CU:LDEV = 00:08:05 and LUN = 1, the corresponding
devicefileis sdb.

Y ou can check LUN in the LUNM window on the SVP or Web Console.

In this case, because the block device file of the object becomes /dev/sdb, the devicefile

specified for Pin Track Tool becomes RAW device file linked with /dev/sdb.
(Do not specify ablock device (/dev/sdb). Dataloss may occur.)

First of al, to confirm linked the RAW device files, the following commands are
executed.

#raw -ga
The execution result is as follows.

/dev/raw/rawl: bound to major 8, minor O
/dev/raw/raw?2: bound to major 8, minor 1

Next, the following commands are executed. It corresponds to the numerical value of major that
the figure that is behind “disk” is respectively in the above-mentioned result and minor.

#1s -l /dev/sdb
The execution result is as follows.
brw-rw---- 1 root disk 8, 0 May 6 2008 sdb

Therefore, the RAW device file becomes /dev/raw/rawl.
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6.2.3.5 List of Pin Track Tool directories

o /program/MENT/pintrack/readme-e.txt

o /program/MENT/pintrack/HP-UX/pinhpX X .tar

o /program/MENT/pintrack /Sh/pinshX X .tar

o /program/MENT/pintrack /Solaris/pinsol X X .tar

o /program/MENT/pintrack /Windows/PinWinxx.exe
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6.2.3.6 ECC/LRC Error recovery processing of DP pool-VOL

When an ECC/LRC Error occursin apool-VOL, perform the following recovery method because an
I/0O cannot be issued directly from the HOST for the track concerned.

*1: Incase of aWrite Error, perform TRBL06-190 as well as the normal VOL and recover it.
*2: TheLDEV that aPool ID isdisplayed on the logical device window of the maintenance
window is apool-VOL.
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(From TRBL06-190 (4) )

Display “Pin Data indication function
(SVP02-1070)" of SVP.

Isthere an indication
of the DP VOL as the example 1
in the next page?

Yes

Confirm on the Basic Information Display of Web
Console al DP VOLs associated with the POOL

concerned.
|

Acquire the backup of all DP VOLsrelated to the
Pool to which the pool-VOL concerned belongs.

Blockade all DP VOL s associated with the POOL

concerned.
|

Perform LDEV FORMAT for al pool-VOLsin
POOL to which the LDEV concerned belongs.

Isversion of the
DKCMAIN microprogram Yes

Return to the root of ‘N0’ of TRBL06-190 (4),
and perform the recovery processing from the
HOST for the HDEV# and the LBA that are
displayed in the DP VVOL column.

N

*3. Basicdly, Pin of
unallocated areais
> automatically
restored, however, if
it isnot, perform this
procedure.

efore 70-02-4X-XX/XX?2

System Option Mode867 is turned on.

Perform LDEV FORMAT for all
| DP VOLs blockaded.

Perform LDEV FORMAT for al
DP VOLs blockaded.

System Option Mode867 is turned off.

END

*4. Please be careful when restoring from backup as restorations from a VOL can be large contain both
consumed and unconsumed areas and you will need to perform (1) and (2):

(1) Recover the data from the backup
(2) Reclaim Zero Pages processing.

Therefore you need to perform (1) and (2) each time you restore awhole DP-VOL from a backup.
If you restore data from a backup in the unit of file, you do not need to do “zero page reclaim”
because only consumed areawill be restored from the backup.
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Example 1: When thereis an indication of aDP VOL

Ldke : on
Logical Dewvice :0404

\LHark I

] CCCH tap I CCCH end I LEL top ] LEA end A’HDEVQI:DPJ | LEL(DP) top I LEAL(DP) end
o i 00000000000ZE000 Q0000000000ZEL ao0llos 0000000000004000 Q0000000000041 FF
&
Iath Info

S ple et e Mo Information to display here. I

DEC Name = = -----

Herdalile: o SmnesT

= This pin Data are separately displayed in the

next/before page.

Example 2: When there is no indication of aDP VOL

Detail

Ldkc : oo
Logical Dewvice :0307

| CCCH top I CCCH end | LEA top I LEAL end KHDEUQCDPJ 1 LEA(DE) top I LEL(DP) end

=]

EkEmEE EkEmEE EEEEEE

Qoooooo000004000  00000000000041

|

Path Info

_____ Mo Information to display here.

Vender Name

DEC Name

Serial No.

G This pin Data are separately displayed in the
next/before page.

Close |
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6.2.3.7 Recovery from External VOL Write Error

When an External VOL Write Error occurs, perform the following recovery procedure.

TRBLO06-190

?

Faulty track whose failure type is External
VOL Write Error exists.

Recover the device in the external storage
system according to the maintenance
procedure. (*1)

Isthe Externa Yes

volume blocked?

Execute Check Paths & Restore Vol (*2)

No See section 6.7 in Universal Volume
Manager User Guide.
Y
Isthere any Pinned track? = |
No Perform a self replacement of the MAIN
Blade. (*3)

END

*1: It should be donein the external storage system. The user needs to ask the service personnel of the
external storage system to perform the maintenance operation of the storage system. (If the
external storage system is Hitachi storage, recover the faulty part according to the maintenance
manual.)

*2: It should be done using Storage Navigator. Ask the customer to perform the recovery operation by
using Storage Navigator according to the User Guide.

*3: Pleaseperform aself replacement of either the MAIN Blade 1 or the MAIN Blade 2. Pleaserefer to
REPO03-10-10 to know how to replace.
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6.2.3.8 Recovery from External VOL Read Error

When an External VOL Read Error occurs, perform the following recovery procedure.

TRBLO06-190

7

Faulty track whose failure type is External
VOL Read Error exists.

Recover the device in the external storage
system according to the maintenance
procedure. (*1)

Isthe Externa Yes

volume blocked?

No Execute Check Paths & Restore Vol (*2)
See section 6.7 in Universal Volume
Manager User Guide.

Y
Isthere any Pinned track? = |
No Perform a self replacement of the MAIN
Blade. (*3)

END

*1: It should be donein the external storage system. The user needs to ask the service personnel of the
external storage system to perform the maintenance operation of the storage system. (If the
external storage system is Hitachi storage, recover the faulty part according to the maintenance
manual.)

*2: It should be done using Storage Navigator. Ask the customer to perform the recovery operation by
using Storage Navigator according to the User Guide.

*3: Pleaseperform aself replacement of either the MAIN Blade 1 or the MAIN Blade 2. Pleaserefer to
REPO03-10-10 to know how to replace.
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7. Shadowlmage Error Recovery
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7.1 Recovery Procedure for ShadowIimage Suspend Pair (SIM = 47DXYY, 7FF102, 47E700)

<Recovery for pair suspend>

Yes

SSB=21E3 exists? i
No @ P-VOL Error
or
. Yes @
- ?
SSB=21E4 exists’ @ S-VOL Error
DRR Error
No
SSB=21E7 exists? =1 (3)
DRR Error
No
SSB=21E6 exists? Yes ©
PIN exist

No

These code means DKC busy.
SSB=211B exists? After resynchronizing the pair, do the same operations
as you did before the pair became suspend.

No

This code means that TC data which cannot be copied
SSB=211D exists? Yes by ShadowImage exists.
After deleting TC Pair which is related with
ShadowImage Pair and resynchronizing the pair, do
the same operations as you did before the pair became
Yes suspend. After resynchronizing ShadowlImage Pair,
@ create the TC Pair.

SSB=21E1 exists?

I

Other Error
No
SSB=21E2 exists? Yes (o)
Other Error
No
SSB=21A4 exists? Yes
Other Error

No

| OPEN — “Stat & History” on the SVP. |

Is there “ALL
SP-PEND SUSPEND BY SM
VOLATILE” message?

Suspend by SM volatile

Is there
“PAIR SUSPEND”
message for the Pair?

©)

Suspend by operation

T.S.D. call
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P-VOL Error

Y

Check P-VOL status on SVP.

P-VOL is Normal?

No

Yes

Restore the P-VOL status.

Temporary error.

l

l

RESYNC the Pair.

RESYNC the Pair.

S-VOL Error

¥

Check S-VOL status on SVP.

S-VOL is Normal?

Yes

Restore the S-VOL status.

Temporary error.

l

l

RESYNC the Pair.

RESYNC the Pair.
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DRR Error

¥

Check DKB/DRR status on SVP.

All Normal?

No

Yes

Restore the DKB.

Temporary error.

l

!

RESYNC the Pair.

RESYNC the Pair.

Suspend by SM volatile

¥

Check SSB on SVP.

SSB=001D exists?

T.S.D. call

Suspend by operation

Yes

DKC was volatile PS on or OFFLINE
micro exchange was performed.

l

RESYNC the Pair.

This pair may be suspended
by SVP operation.

l

RESYNC the Pair.
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Other Error

?

Check status on SVP.

All Normal?

No

Yes

Restore the Failure Part.

May be temporary error.

l

l

RESYNC the Pair.

RESYNC the Pair.

PIN exist

7

Check PIN on SVP.

Does PIN exist?

Yes

May be temporary error.

Recover the PIN slot.

l

l

RESYNC the Pair.

RESYNC the Pair.
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7.2 Shadowlmage Initialize procedure

NOTE 1: When the [Initialize] button is pressed, pairs formed by the following P.P. are also
deleted. And VOLs of reserve attribute are also deleted.
[ShadowImage / Volume Migration / Thin Image]

NOTE 2: Perform the operation only when it is directed by the Technical Service Division.

NOTE 3: For the password, refer to the Technical Service Division.

START
(Request to user)

Stop Job / Script to operate the pair
(ShadowImage pair and the other pairs (NOTE 1))

‘ (Request to user)

Delete the pairs
(ShadowImage pair and the other pairs (NOTE 1))

|
Press [Initialize] button (see WEB03-10)
(Select (CL) [Actions] of the main window.
Select (CL) [Local Replications]-[SI]-[Pair
Operation])

|

Check the following SSB

SSB = 202A, 23FC (SI Initialize Start)
23FD (Normal end)

(SVP [Information]—[SSB])

|
Check the message
“INITIALIZE START / INITIALIZE END”
(Select (CL) [Actions] of the main window.
Select (CL) [Local Replications]-[SI]-[History])

|
Press [Refresh All]
(Storage Navigator [File]—[Refresh All])

| (Request to user)

Create ShadowImage pair and the other pairs
(NOTE 1)

\
END

SSB LIST (After pressing [Initialize] button, the following SSB are of no matter)
9693, afb2, afb3
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8. Recovery procedure of AL_PA conflict (SIM = 2190XY)

The following flow chart is a recovery procedure in the case where AL _PA of the nodes (CHB port,
Host’s Fibre channel port) which exist on the same loop overlaps. Before performing the following
recovery procedure, the AL PA of a SIM reporting port is automatically changed into an other

AL PA from previously given AL PA. But AL PA doesn’t affect the values on SVP.

START

(1) AL_PA conflict?
(SIM = 2190XY)

END

(2) Find the conflict port (or host).
See TRBLO0S-20.

(3) Is it possible to
change AL PA of a
SIM reporting port?

No

(5) Change AL _PA of another conflicted
port to unique AL _PA.

(4) Change AL _PA of the SIM reporting |
port to the unique that. (6) Conduct dummy replace PCB of the
See INST05-1370. SIM reporting port.
END

NOTE: Whether AL_PA of (3) is changed or not depends on the condition under operation.
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i Content - S5IM
Log Mumber 57072
Date/Time: 2010/07/23 16:07:10 Fueh
efer
Reference Code:  21304b
Error Section: FCP/HTP emor
Error Detail: AL_Pa value caonflict v
efer E
Alert Level: Service
Status: Iritial T_',JDB$
0123 4567 894E CDEF ~
SIM Data: 20 00000000 00008fe0 11100032 &04b650c =il
30 e500Eclf 00002150 01000000 £1000000 ' GoR Cancel
Action Code  Possible Failure Parts Location
5R000000 TROUBLESHOOT SECTION SEE MANUAL r" [reta
TR

4 Content - 55B [ ]

Log Mumber:
Diate/Time:
Errar Code:
Micro Processor
DR E D] 2
FIE:

FORT:

F/td

CTRL Data:
55B Data:

Internal Data:

Action Code

2010/07/23 16:07:10
Fefer...
bd63 4'
HPOF-2MD
CHA-20L : 8C
S
0123 4567 894A8B CDETF

00 £e071710 070a9£0f 63b40000 00azz820
10 00000000 0093£1de 0000£0de Q0000004
Z0 00000000 0000009E h4530000 00000000

30 0ooooooon
40 0000b&al
50 pooooooon
60 9eShadon
70 00000000

Poszible Failure Parts

\

\

lValue of AL _PA after conflict

Value of AL_PA before conflict

1. Please refer to the SSB corresponded to the SIM (=2190XY) to specify values of AL PA
before/after conflict.
2. When the value of AL PA before conflict is determined, please find CHB port or Host’s Fibre
channel port whose AL _PA conflicts with this port.
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9. Volume Migration Error Recovery

When it lapsesinto the state where a system does not expect, volume move processing of Volume
Migration sometimes carries out an unusual end. In this case, the state of S-VOL and T-VOL
which was during movement is not changing from the state before movement. So, thereisno
necessity of daring carry out recovery to resume VOL move processing. Please resume processing
after checking states, such as a hard part, with reference to SSB/SIM.

Please carry out recovery procedure with reference to the following flowchart.

Table 9-1 Volume Migration SIM REF.CODE

SIM REF. CODE meaning comment
A7FY XX Volume Migration VOL Move Y XX: The lower 12 bits of Secondary Volume #.
7FF106 unusual end Y = Thelower 4 bits of CU#
X =LDEV#
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9.1 Volume Migration Error Recovery Flowchart

Recovery for

pair suspend

Does the plan remain?
Yes

| The plan which remainsis del eted. |

{ﬂﬁs exists? 1 ]
N

0 @ S-VOL Error

or

_ . Yes

SSB=21E4 exists? @ @ T-VOL Error
DRR Error

No
SSB=21E7 exists? =1 (3)
DRR Error
No
SSB=21E6 exists? Yes (6)
PIN exist
No

SSB=211B exists? Yes ]
No These code means DK C busy.
Operation of Volume Migration is
resumed.

SSB=21E1 exists? Yes @
Other Error
No
SSB=21E2 exists? Yes (5)
Other Error

No

Isthere obstacle
report SIM of a common
memory?

Yes

Suspend by SM volatile
No

T.S.D. Cdl
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S-VOL Error
©

Check S-VOL statuson SVP

Yes

S-VOL isNorma?

Restore the S-VOL status | | May be temporary error.

Operation of Volume Migration
is resumed

T-VOL Error

?

Check T-VOL status on SVP

Yes

T-VOL isNorma?

Restore the T-VOL status | | May be temporary error.

Operation of Volume Migration
is resumed

TRBL09-30



Hitachi Proprietary DW?700

Rev.0 / Jul.2012 Copyright © 2012, Hitachi, Ltd.
TRBL09-40

DRR Error
3

Check DKB/DRR status on SVP

Yes

ALL Normal?

No

Restore the DKB | | May be temporary error.

Operation of Volume Migration
is resumed

Suspend by SM volatile

Y

Check SSB on SVP

SSB=001D exist? Yes

No DKC was volatile PSon or OFFLINE
micro exchange was performed.

!

Operation of Volume Migration is

resumed
T.S.D. Cdl
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Other Error

®

Check status on SVP

ALL Normal?

No

Yes

Restore the Failure Part

May be temporary error.

Operation of Volume Migration
is resumed

PIN exist

?

Check PIN on SVP

Does PIN exist?

No

Yes

May be temporary error

Recover the PIN slot

Operation of Volume Migration
is resumed
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9.2 Output of the online path information (SSB = 2084)

There is a case where the command such as the reserve setting of VolumeMigration becomes a
command reject and cannot be executed because the target deviceis online.

When it becomes a command reject, specify the online path from the contents of SSB=2084, and
make the target path offline.

NOTE: The number of SSB=2084 islimited by about 1 in ten seconds. Therefore, after taking
paths offline, P.P. command operation might fail with SSB=2084 again. If this
happens, repeat steps.
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10. Recovery from SNMP Failure

A procedure for coping with atrouble occurs during a check to be done after installation of a P.P. of

the SNMP is shown below.

10.1 SNMP Ping Test Troubleshooting

Make sure of the specifications of the LAN
to be connected.

|
Make sure of details of the setting.
|P address
Netmask
Gateway

Was awrong setting made ? Yes
Check the connection between the SVP and
the Hub.
Check the straight and cross cables.
Check the connection of the Hub.
Isthere any problem Yes

|

Correct the setting and re-execute the
Ping test.

in the connection?

Power off the SVP.

Power on the SVP and execute the Ping test.

Yes

|

Correct the LAN connection between
the SVP and the Hub and re-execute
the Ping test.

Isthe Ping normal ?

Replace the SV P and execute the Ping test.

Yes

Isthe Ping normal ?

Check over customer’ s environment.

END
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10.2 When the trap cannot be received though the Ping reaches the Manager PC
prepared by a customer

1

2.

Check the setting of the SNMP Agent. (Check it in the SNMP setting window on Web
Console.)
(1) Make surethat the “Extension SNMP’ has been checked off.

— If not, check it off.

(2) Check if the Community name has been added.
— If not, add it.

(3) Check if the setting of the SNMP Agent is that in which the Manager PC concerned is
specified as areceiver of the trap.
— If it iswrongly specified, make the trap receiver to be added with or changed to the IP
address of the Manager PC.

(4) Inthe case of the cold start trap at the time when the SVP is rebooted
Check if the setting on the Manager side is that in which the trap of the cold start can be
received.
— Check if the setting is not the one in which only the failure trap is received by means of
amasking.

When the Firewall/Gateway exists in the network between the SVP and the PC prepared by a
customer, check if the UDPs of the Ports #161 and #162 allow the passing.
— Ask the customer to change the setting to allow the passing.

Check the customer's Manager for the setting of the trap reception.
— Ask the customer to check if the setting is correct.
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10.3 SNMP Trap Information

Failure information supported by the SNMP is shown below.

(1) Specifications of the extended trap

Item Specification Remarks
SNMP Community Community name that is set
PDU Type Trap PDU
Enterprise ID Agent identifier
Agent |IP Address Agent IP address
Generic Trap Code Enterprise Specific
Specific Trap Code See the following Table (2).
Extended Trap PDU See the following Table (3).

(2) Specific trap codes

Each of these codes is shown asthe Kind in atracefile.

Code Name
1 RaidEventAcute Report on failure occurrence: Storage system shut off completely.
2 RaidEventUserSerious Report on failure occurrence: Operation of afailed part shut off.
3 RaidEventUserM oderate Report on failure occurrence: A partial failure occurred.
4 RaidEventUserService Report on failure occurrence: A dlight failure occurred.
100 RaidCommandFinished Report on completion of execution of arequested command

(3) Extended trap PDU

The following isinformation notified to the Manager as the trap.

Name Type Description
EventTrapSerialNumber | Integer Serial number of the DKC in which afailure occurred
EventTrapNickname DisplayString Nickname of the storage system in which afailure

occurred
EventTrapREFCODE DisplayString Reference code of afailure: See the following Table (4).
EventTrapPartsiD Object IDENTIFIER | Part in which afailure occurred

(4) Reference codes

Detail of failure

Reference code

Processor failure

2IXXXX, 30XXXX, CEXXXX

Shared memory failure FFEXXX

Cachefailure FFEXXX

Drivefailure 45X XXX, 46X XXX, DFXXXX, EFXXXX
Power system failure BF2XXX, BFAXXX

Battery failure BF5XXX

Fan failure BF7XXX

Other environmental failure

BF1XXX, BF8XXX
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11. Recovery procedure of HDD/DB installation failure
11.1 Installation failure of HDD/DB

Procedure to recover at
installation failure of HDD/DB

Did you install the extend
DB or DKB?

Refer to INST02-100
(*2)

Confirm the ENC equipment. Check logs which are related to
(Refer to LOCO05-10 ~ 90) wrong setting of cable connection
‘ and Switch and ENC equipment
from DIAG log and SSB log in
Confirm the connection of cables. “Information” window. Refer to
(Refer to LOCO05-10 ~ 90) following table.

!
©)

Diag Log Error Code Meaning (See DIAG06-130 ~ 300)

AxAB (x=0,1,5,6) Wrong Phy 1D (*1)

AxXAC(x=0,1,5,6) SAS Address Data disagreement. *1), (*2)

AxXAD (x=0,1,5, 6) SAS Address Data disagreement *1), (*2)

AXAE(x=0,1,5,6) SAS Address Data disagreement (*1), (*2

AxBE (x=0,1,5,6) ENC that doesn't exist in configuration information is (*3)
equipped.

*1: Thereisapossibility of wrong setting of Switch on ENC or ALPA on DB BOX indicated
by DiagL og.

*2: Thereisapossibility of wrong SAS cable connection indicated by DiaglL og.

*3: Thereisapossibility being equipped for ENC that doesn’t exist in configuration
information.
Please confirm the configuration of DB and equipment of ENC.
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Isinstall configuration
corresponding to the ENC
equipment?

I's cable connection?

Can you confirm all
additional new installed parts on the
Maintenance window?

De-install installed parts according
to the de-install procedure.

®

Dummy Replace the blocked DKB
indicated on the Maintenance window.

Are there any other Yes
blocked DK B on the Maintenance
window?

No
Replace the blocked parts according
to the TROUBLE SHOOTING
SECTION. (TRBL01-10)
Arethere any other Yes |
blocked Parts on the Maintenance
window?
No

Do the SVP installation operation again.

END
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¥

Pull-out SAS Cablesin aDB unit.
Refer to LOC05-10 ~ 90 about cable connection
Be sure to do in the DB unit.

Have some SIM Yes
been reported?

No

Arethere any Yes

Dummy-replace the
blocked HDD.

blocked HDD?

Replace the blocked parts
indicated by the SIM.

All additional
new installed cables are
pulled out?
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Y

Confirm the Status of HDD on
the Maintenance window. (* 1)

Arethere any
blocked HDD?

Yes

No

Dummy replace all
blocked HDD. (*2)

Arethere any
blocked parts?

No

Yes

Replace the failed parts according
to the TROUBLE SHOOTING
SECTION. (TRBL01-10)

Execute LDEV Formatting for
the additional new installed ECC
Grp from the Maintenance window.

®

*1: Confirm whether HDD is mounted as per that shown on the Maintenance window.

*2: When dummy replacing fails 3 times, please replace with new HDD.
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?

Execute LAN Check
(See DIAG04-280)

No

Isthe DKB blinking?

Yes

Arethere any other Yes

blocked DK B on the Maintenance
windows?

No

Replace the blocked DKB indicated
by the Maintenance windows.

Isthere any

blocked HDD Port that is Yes

Dummy Replace the ENC that is
in blocked DB.
(Pull-out SAS Cables of installation
target when inserting ENC.
Cable connection: LOC05-10 ~ 90)

inDB?

No
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ISENC that doesn’t
existin install configuration

equipped?

Yes

Remove ENC that doesn't exist in install
No configuration is removed.

Is there the ENC not

equipped though it existsin install Yes
configuration? |
Install the ENC that existsin install
No configuration. (LOCO05-10 ~ 90)
Dummy Replace the blocked DKB
indicated on the Maintenance.
Are there any other Yes
blocked DKB on the
Maintenance?
No
Replace the blocked parts according
to the TROUBLE SHOOTING
SECTION. (TRBL01-10)
Are there any other Ves |

blocked Parts on the Maintenance
window?
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11.2 Case that LED of ENC is lighting when DKB is re-installed after de-installation failure
of DKB

Red LED of ENC may light when DKB isre-installed after the MP failure had been occurred
during de-installation of DKB.

In that case, please dummy-replace that ENC.
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12. Web Console Error Recovery

Recover it referring to troubleshooting in the WEB CONSOLE section in advance.
If not solved yet, recover it according to the following procedure.

12.1 Recovery Procedure for Web Console Error

Confirm LAN specification.

|
Check LAN settings (Externa LAN) - (2).
| P address
Netmask
Gateway address

No

I's Setting of (1) correct?

|
Correct them in right setting.

Yes

Check connection Status between SVP and HUB - (2)
SVP Externa LAN
HUB
Power source of HUB=ON

I's Setting of (2) correct? No

|
Please establish LAN connection
between SVP-HUB.

No

Does areply of Ping return?

Replace SVP, issue ping command.

Turn off SVP power source. (*1)

Turn on SVP power source.

Does areply of
Ping return?

Yes

Is Web Console starting?

|

*1. The state that excluded LAN cable connection of SVP side of External LAN or
LAN cable connection of HUB side or a power supply of HUB is an Off state, and
reboot SVP, and Web Console cannot start when connected outside LAN after that.
Moreover, when you cannot start Web Console, please reboot SV P.
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13. Recovery Procedure for DCR Pre-Staging ABNORMAL END

The recovery method for DCR Pre-Staging ABNORMAL END (SIM RC=4821-X0) factor is
shown below. (*1)

Factor X0 Meaning The recovery method

“107 No DCR P.P. Pre-staging re-execution from the DCR change window after
DCR P.P. Ingtal. (*2)

“20" Storage system Busy | Pre-staging re-execution from the DCR change window. (*2)

“40" Staging Time Over Pre-staging re-execution from the DCR change window. (*2)

“50” Cache or SM Blockade |The cache or SM blockade occurs. Please recover the cache or
SM referring to the maintenance manual. (TROUBLE
SHOOTING SECTION)

“60” LDEV Warning LDEV isFailure State.
Pre-staging re-execution from the DCR change window after
LDEV recovery. (*2)

“70" Staging Failure HDD is Failure State.
Pre-staging re-execution from the DCR change window after
HDD recovery. (*2)

“80" P/S OFF Pre-staging re-execution after P/S ON. (*2)

“90” Pre-Staging Canceled | Pre-staging re-execution from the DCR change window. (*2)

“A0" Cache Over Load Pre-Staging Re-perform from the DCR change window at the
time of low loading. (*2)

*1: When the message mentioned above has not been reported though DCR Pre-Staging was
terminated abnormally, please press [PreStaging] button on the DCR change window.
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A recovery procedure against each factor of the abnormal end (SIM RC=4821-EX) of the DCR Pre-
Staging that is automatically started at the time of the storage system powering on or maintenance
of the cache is shown below.

Factor EX

Meaning

The recovery method

13 Eln

No DCR P.P.

Pre-staging re-execution from the DCR change window after
DCRP.P. Ingtdll. (*2)

“ E211

Storage system Busy | Pre-staging re-execution from the DCR change window. (*2)

1 E4!1

Staging Time Over

Pre-staging re-execution from the DCR change window. (* 2)

1 E5n

Cache or SM Blockade | The cache or SM blockade occurs. Please recover the cache or

SM referring to the maintenance manual. (TROUBLE
SHOOTING SECTION)

Please advance maintenance at cache or SM blockade occurs
by maintenance.

Moreover, when the maintenance of LDEV (making, deletion,
and recovery) is executed, this SIM is reported. In this case,
please Pre-staging re-execution from the DCR change window
after completing the maintenance of LDEV (making, deletion,
and recovery). (*2)

13 E6H

LDEV Warning

LDEV isFailure State.
Pre-staging re-execution from the DCR change window after
LDEV recovery. (*2)

1 E7l1

Staging Failure

HDD is Failure State.
Pre-staging re-execution from the DCR change window after
HDD recovery. (*2)

1 E811

P/S OFF

Automatic Pre-staging re-execution after P/S ON.

13 Egn

PreStaging Cancel

Pre-Staging Re-perform from the DCR change window. (*2)

1 EAH

Cache Over Load

Pre-Staging Re-perform from the DCR change window at the
time of low loading. (*2)

*2: [PreStaging] button
For the basic operation of the DCR, refer to “Performance Guide”.

DCR Change E

Flease select LDEY to set bind area,

i) Mum

00:00:00 0
00:00:01 0
00;00:02 0
00;00:03 0
00;00:04 0
00;00:05 0
00:00:06 0
00:00:07 0
00:00:08 0
00:00:09 i}
00:00:04 0
00:00:08 0
00:00:0C 0
00:00:00 0
00:00:0E 0
(00;00:0F 0

0,000 Mbyte %2 use for DCR,

Selected device:

Perform the re-staging to the
cache memory (areawhere

e o & the DCR has been set) by
ar o =] pressing this button.

DEFifE.

Prestaging |
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14. External Storage Maintenance
14.1 Maintenance for External Storage

The following is a collection of mattersto be given considerations when doing maintenance works
or failure recovery actions for the external storage connected by means of the Universal Volume
Manager function.

14.1.1 Matters to be given considerations when Doing Maintenance Works for External Storage

A cauTiON
Before you change settings of the external storage, you must delete the external volume
mapping after executing [Disconnect external volumes]. After you change settings of the
external storage, you must remap the external volume. If you do not remap the volume,
the external volume cannot be used in the DW700 storage system.

The examples of external storage settings which require the re-mapping of external
volume are as follows:

(a) Changing WWNSs of every target ports which connect to the DW700 storage
system

(b) Changing the serial number of the external storage
(c) Changing LUNs of volumes of the external storage

(d) Reducing the volume capacity of the external storage so that the volume capacity
is smaller than when volume mapping was performed

Besides, re-mapping is required for Universal Volume Manager after you change external
storage settings that require modification on the host side when hosts are connected
directly to a external storage.

In the above case (a), if you do NOT change WWNs of EVERY target ports, you do not
have to delete the external volumes.

The following procedure is the way to change settings of the external storage without
deleting the external volumes:

1. Changing WWNs of part of target ports which connect to the DW700 storage system.
After the process, external paths using the target ports are blocked.

2. Adding new external paths using the target ports.
3. Deleting the blocked external paths.

Before you delete the external volume mapping, make sure that the volume has no LU
paths, and that the volume is not a component of any pairs (such as TrueCopy pairs).

For detailed information on deleting the external volume mapping, see section “Hitachi
Universal Volume Manager User Guide” - “Deleting external volume mapping”.

For detailed information on mapping external volume, see section “Hitachi Universal
Volume Manager User Guide” - “Mapping an external volume”.
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When a maintenance work is done for the external storage, an SIM report (Assist report) may be
issued by the Storage system during the maintenance work.
Do the maintenance works for the external storage following guidelines explained below.

When doing a maintenance work for the external storage

(1) Make surethat an alternative path (in the Normal status) exists between the Storage system and
the external storage. (Refer to “14.1.3 Procedure for Operating Storage Navigator” Procedure
1)

(2) When an alternative path exists correctly between the clusters of the Storage system, leaveit as
it is and do the maintenance work following procedures for the external storage.

(3) If no alternative path exists, have the customer stop access to the server concerned and perform
the operation (Disconnect External Volume) to disconnect the external storage concerned on
the Storage system side. (Refer to “14.1.3 Procedure for Operating Storage Navigator”
Procedure 2.)

(4) Do the maintenance work following the procedure for the external storage.

(5) After the maintenance work for the external storage is completed, perform the operation
(Reconnect External V olumes) to reconnect the external storage concerned on the Storage
system side. (Refer to “14.1.3 Procedure for Operating Storage Navigator” Procedure 3.)

Note on the maintenance

» Even if the alternative path exists, the SIM (21D0) informing of the path blockade is reported via
the Storage system when the path is switched to the alternative path. In this case, the path status
on the Storage system side is recovered from the blockade automatically when afactor, which
caused the blockade, on the external storage side is removed.

 Because the external storage isin the Single Path mode when it is the SANRISE 9500V series
device, apath with a high priority is switched back automatically as the path to be used when it is
restored. In the maintenance work, make sure that the path has been switched back after the
maintenance work for the external storage (Hitachi storage only) iscompleted. (Referto “14.1.3
Procedure for Operating Storage Navigator” Procedure 4.)

 Because the external storage isin the Multiple Path mode when it isthe SANRISE 2000 Series or
SANRISE 9900V series or SANRISE USP, NSC/ USP V, USP VM device, make sure that the
path is recovered from the blockade (the path status is changed to Normal). Further, check the
SIM and its contents after all the maintenance works are completed to judge whether the SIM is
one of those that are to be issued during maintenance works shown in Chapter 14.6, “ Appendix.”
If the SIM is the one described above, execute the SIM completion and turn on the Assist report.
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14.1.2 Procedures to Specify a Maintenance Action when a SIM Caused by a Factor on the
External Storage Side (21D0OXY, 21D2XY, EFD000, EF5XXX or FF5XXX) Is Reported

The following SIMs may be reported by the Storage system when a failure occurs in the externa
storage or during a maintenance work. In such a case, specify the maintenance work following the
procedure shown below.

@)

(2)

3)

(4)

In the case of the Hitachi external storage (SANRISE series device), check if an Assist report
has been sent from both of the Storage system and the external storage.

When only aSIM (21D0OXY, 21D2XY, EFD000, EF5XXX or FF5XXX) informing of afailure
in the external storage isissued by the Storage system and afailure is also reported by the
external storage, it is highly possible that the SIM (21D0XY, 21D2XY, EFD000, EF5XXX or
FF5XXX) isissued by the Storage system according to the failure that has occurred in the
external storage.

In this case, specify a cause of the failure according to the failure information of the external
storage.

Basically, take actions following instructions given in the TROUBLESHOOTING SECTION
according to the contents of the SIM reported to the Storage system.

If you fail to specify the cause or solve the trouble finally, contact the Technical Supports
Division (T.S.D.). In such a case, send dumps/ traces of both the Storage system and the
external storage (Hitachi external storage only) tothe T.S.D.

Procedure for a dump from the Storage system: Refer to Subsection 2.9 in the SVP SECTION,
“Dump/Auto Dump.”

Procedure for a dump from Hitachi midrange array (Hitachi 9500V series/Hitachi Adaptable
Modular Storage/Hitachi Workgroup Modular Storage/Hitachi Simple Modular Storage/
Hitachi Adaptable Modular Storage 2000/Hitachi Unified Storage): Refer to the Maintenance
Manual of the array.

When the external storage is not Hitachi-manufactured, send only the dump from the Storage
system to the T.S.D. Besides, request the customer to make the external storage recover from
the failure.

Table 14.1.2-1
Page bearing
SIM SSB Host report Detailed description troubleshooting
code code instructions
EFDO | AD10 Issued Blockade of the external device TRBL14-50
21D0 | AD11 Issued Blockade of the path connecting the external device TRBL14-50
TRBL14-60
21D1 | AD12 | Notissued |Recovery of the path connecting the external device
21D2 | AD60 Issued Response time-out of external device TRBL14-90
EF5X | 89CB | Notissued |Abnormal end of Writein External storage system TRBL06-130
FF5X | 89CC | Notissued |Abnormal end of Read in External storage system TRBLO06-130
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14.1.3 Procedure for Operating Storage Navigator

Procedure O:
Procedure for starting Storage Navigator through the SVP
Refer to Section 2.2 in WEB CONSOLE SECTION.

Procedure 1:
Procedure to make sure of existence of an alternative path between the Storage system and the
external storage
Refer to Section “ Setting the external paths’ in “Hitachi Universal Volume Manager User
Guide”.
In the path setting window, make sure that a path in the “Normal” status existsin the
“Configured path” besides the path to be maintained.

Procedure 2:

Procedure for disconnecting the external storage (Disconnect External V olume operation)
Refer to Section “Disconnecting external storage system or disconnecting external volume” in
“Hitachi Universal Volume Manager User Guide”.

Procedure 3:

Procedure for reconnecting the external storage (Reconnect External V olumes Operation)
Refer to Section “Checking connection status and resuming external volume operation” in
“Hitachi Universal Volume Manager User Guide”.

Procedure 4:

Procedure for making sure that the alternative path has been switched back
Refer to Section “ Setting the external paths’ in “Hitachi Universal Volume Manager User
Guide”.
In the path setting window, make sure that the status of the path to be maintained in the
“Configured path” is“Normal.” If the statusisnot “Normal,” close the path setting window
once. Display the path setting window again after waiting for a while (about five minutes).
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14.2 External devices Error Recovery

The following is the recovery procedure when the External Devices Error (SIM = 21D0-XY,

EFDOO00) is occurred.

14.2.1 Path failure and Device failure recovery method (SIM = 21D0-XY, EFD000)

External Storage system
devices and path failure

Isthe Fibre
No

Please execute the maintenance
of External Storage system
following its manual .

Please connect the Fibre
cable between the External
Storage system and DK C.

No

Isthere path failure
in DKC?

Please follow the path recovery
method. (See TRBL 14-60)

Please examine
No

Isthere devicefailure
in DKC?

Yes

whether path recovery is
ossible or not?

Please execute “ Reconnect External
Volumes’
(See “Hitachi Universal Volume
Manager User Guide” - “ Checking
connection status and resuming
external volume operation”)

Isit possible to
restore the status of External

No

Storage system devices?

Yes

END

Please take the DKC dump
and T.S.D. cadll.

END

END
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14.2.2 Path failure recovery method (SIM = 21D0-XY)

Pass failure

Isthe Fibre
cable between Externa
Storage system port and DKC
port connected?

I's the switch connected
with DKC port?

Is the Port
LED which the Fibre cableis
connected flashed?

No Please connect the Fibre cable between

No

the External Storage system and DKC.

Are the External
Storage system devices
recovered?

Yes

Please check the External Storage
system or Switch or the Fibre cable.

!
®

No

Isthe Port
LED which the Fibre cableis
connected flashed?

©) Ve

Please exchange the Fibre cable. |

Are the External
Storage system devices
recovered?

Please confirm the status of the
External Storage system devices.
If there is the problem, please
maintenance the External Storage

Arethe External
Storage system devices
recovered?

Yes

Please exchange the SFP of PCB.

Are the External
Storage system devices
recovered?

Yes

Please exchange the PCB of DKC.

Are the External
Storage system devices
recovered?

Yes

Please take the DKC dump and
T.S.D. cdl.

l

END END
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Isthe switch

connected with the External No

Storage system rightly?

Yes

No

Please connect the Fibre cable

between the Externa Storage system

and Switch.

Are the Externd
Storage system devices
recovered?

No

Please exchange the Fibre cable.

Please maintenance
the External Storage system devices.

Are the Externd
Storage system devices
recovered?

Please take the DKC dump
and T.S.D. call.

Are the Externd
Storage system devices
recovered?

Yes

;

END
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14.2.3 (Blank)
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14.2.4 External storage system path response time out threshold over recovery method
(SIM = 21D2-XY)

SIM =21D2-XY

<Ti me out threshold over>

Please confirm the status of the
External devices. If thereisthe
problem, please maintenance the
External Storage system devices.

Yes

Is there any problem both
the External devices?

Please take the DKC dump
and T.S.D cal.

!

END END
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14.2.5 Coping method when the external device and the external volume are not recognized

10
20
30

50

60
70

Check the detailed data of EC=ACFO (the result of discovery isan unsupported device), and
perform the coping method shown in the table below.

However, sinceit is deterred for five minutesin units of MP, EC=ACFO is reported only once, even
If there are two or more factors. When there are two or more factors, remove the factors and execute
it again five minutes later from the previous execution.

Detailed format of SSB EC=ACFO0

ol1]2]3]a]5|e6e|7|8]o]Aa]B|]Cc|D|E]|F

‘9‘!2 A‘C|F‘0 Factor code
LUN (*1)
WWN of external storage (*1)
WWN
(continued)

*1: Theinformation may not be stored depending on the factor.

Factor code Content Coping Method
0x00000000 |e Theinformation of the external ¢ Connect the storage supported by UVM.
storage acquired by the Port e Apply the micro version of DW700 which
(WWN) discovery is not in the supported the storage concerned.
profile information. e Install the profile tool supporting the storage
e The external deviceisthe LU for concerned.
storage management e When the LU for storage management

(Universal Xport, etc.) exists, definethe LU for
data of LU number smaller than the LU number
or delete the LU for storage management from
the port concerned.

0x00000003 | e The remote command device of ¢ Do not perform the cascade connection of the

the external storage was remote command device.
discovered by the cascade e Make the remote command deviceinvisible
connection. from DW700.
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TRBL14-110
Factor code Content Coping Method
0x00000006 |e Theinformation of the external o Connect the storage supported by UVM.
device acquired by the LDEV e Apply the micro version of DW700 which supported
(LU) discovery isnot in the profile |  the storage concerned.
information. e Install the profile tool supporting the storage
e The external deviceisthe LU for concerned.
storage management. e Set the LU for storage management invisible from
DW700.
0x00000007 |e The device concerned is other than |e Check the status of the external storage and the external
the direct access device. device, and make it normal.
0x00000008 |e The capacity of the external device |e Make the capacity of the external device more than or
isless than the supported capacity | equal to the capacity supported by UVM.
of UVM. e Define the device concerned so that it isinvisible from
DW700.
0x00000009 | e The Report LUN information e Check the status of the external storage and the external
cannot be acquired. device, and make it normal.
e The LU definition is not performed | e Perform the LU definition to the connection port of the
to the connection port of the external storage.
external storage.
O0x0000000A | e Login for the external storage ¢ Check the status of the port on the external storage side,
failed. and make it normal.
¢ Perform the WWN registration, etc. on the external
storage side, and make the login from DW700 possible.
0x0000000B | e The externa device returned e Cancel Reserve of the external device.
RESERVATION CONFLICT.
0x0000000C |e An error response was returned e Check the status of the external storage and the external
when sending the command to the device, and make it normal.
external device.
0xO000000E | e The abnorma command response |e Check the status of the external storage and the external
occurred atotal of eight times or device, and make it normal.
more for one device.
0xO0000000F | e Emulation type of the external e Define the device concerned so that it isinvisible from
deviceis not supported. DW700.
¢ Change host mode to any mode except “4C UVM” at
the port of external storage.
¢ Change emulation type to any type, which is supported,
at the external device.
0x00000010 |e Thereis no information about e Check the status of the external storage and the external
valid LUN at “Report LUN”. device, and make it normal.
e The LU definition is not performed | e Perform the LU definition to the connection port of the
to the connection port of the external storage.
external storage.
Others ¢ The acquisition of theinformation |e Check the status of the external storage and the external
of the external storage and the device, and make it normal.
external device failed.
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14.2.6 Recovery Procedure when Delete LU of Universal Volume Manager Fails
(Storage Navigator Error Code = 0605 8966)

The recovery procedure when Delete LU processing of Universal Volume Manager failsin Error

Code [0605 8966] is shown below.

Isit possible No

to press the [Refresh]
button?

| Press the [Refresh] button. |

IsVolume

Migration or Quick Yes
Restore running?

]

No

Complete the running Volume
Migration or Quick Restore.

Perform 1LU ADD LU *1

| Press the [Refresh] button. |

Isthe Delete

target LU displayed on Yes

the device list?

]

Delete thetarget LU again.

No

@el gelLUis completed>

*1: This operation recovers the abnormal termination status of Delete LU.
This operation does not change the mapping since it is suppressed by Error Code [605 2095].
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Y

Select “Micro Program Install” in the
Install window of SVP*2

Select “Micro Program” in the Menu
Dialog window and select [OK].

|
Select the following in the Microprogram
Exchange dialog box and select [OK].
[How] Online FC
[From] Hard Disk

Enter the password and select [OK]. |

Select the microprogram type
“DKCMAIN" and select [OK].

Select [Yeg] for al warning messages and
go to next step.

IsMessage ID

No

*2: This operation recovers the abnormal termination status

of Delete LU.

This operation does not perform Micro Program Install

sinceit is suppressed by Message ID [SVP0734W].

[SVP0734W] displayed and
he processing stopped?

|
Select [Cancel] in the Software
Maintenance window.

displayed on the device list of
niversal Volume Manager?

No

Isit possible to display No
Storage Navigator? i
T.S.D. Cal.
Yes
Isthe Delete target device Yes

Delete thetarget LU again.

(Del eelLUis completed)
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14.3 Procedure for Eliminating Pinned Data in External Storage

A procedure for eliminating pinned data when it occurs in an external device is shown below.
Pinned data occursin
an external device.

Isthe external
deviceaRAID product No
(the Storage system or

former models) ?

Take recovery actions following
the maintenance procedure
for the external device.

I's the displayed pinned
| data problem ECC/LCR error?
(Refer to SVP03-520.)

Replace adrive of
the external device.

Isit displayed
that an LU of the self
storage system (the Storage system)
has pinned data? (Refer to

Yes

Get the CU/LDEV number and
Start/End LBA of the external device
referring to SVP03-510.

Get ©® WWN and @ LUN of the device
in which the above CU/LDEV exists
referring to SVP03-530.

|
L @ ® End
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O @

Isthe DCR (BIND)
set for the external device? Yes
(Refer to THEORY 03-19-190)

Cancel the DCR setting.
(Refer to THEORY 03-19-190)

No

Does the pinned data exi
in the external device?

Input information

Convert the pinned data to that of the self storage | Input the information ® and @ that
system by executing the external device LBA have been got manually.
information conversion tool.

Output information

HDEV# (the Storage system)

Start/End LBA (the Storage system)

Output information
Make notes of the CU/LDEV number
and LBA manually.

Recover the failed track
referring to TRBL06-130.

End
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14.4 Procedure for Operating the External Device LBA Conversion Tool

1. <Procedure for starting the tool>

Select (CL) [Run...] from the [Start] menu. Enter “ C:\DK C200\mp\pc\LbaCon.exe” and select
(CL) the [OK] button.

When the above operation is performed, the following window is displayed.

LB#& Conversion Tool

Ciperation

Ciorweerzion Info

#|LDKC |GULDEY | Strat LBA | End LEA | |

4] | H
WA Start-LBA [
NIV I End-LEA [

Operartion
’7 Execution Cionfirmation Pin Slot Clear Exit |
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2. <Entering the information to be converted>
Enter the WWN, LUN, and Start and End LBA.

Operation

Convergion nfo

#|[Lokc [cuLDEw [ Strat LEA | End LE& | |

1| | H
Whih  [EODGOEB004FE2217 Start-LEA [aco0
LUN  [ooos End-LE# [3000FF

’—Operart ion

NOTE: The maximum number of figures of the Start/End LBA is 16.

Canfirmatian Pin Slat Clear Exit |
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3. <Executing the conversion>
When you press the [ Execution] button after making sure that the information you have entered
is correct, the converted LDKC#, CULDEV#, Start LBA, and End LBA for the DW700 is
displayed in the Conversion Info list.

LB#& Conversion Tool

Cperatian

Corwverzion Info

# [ LDKG [GCULDEW | Strat LEA | End LEA | |

0 oo 1033 L] 0000000000 F43FF

100 1034 0000000000004C00 00000000001 DBGFF

1| | W
WWH  [SO060EBO04FE2217 Start-LBA [aco0
LUN  Joos End-LE& [3000FF

Cionfirmation Pin Slot Clear Exit |

NOTE: When two or more LDEV s extend over the range of the specified LBA, information
on all the LDEV s concerned is displayed.
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Y ou can also execute the conversion by selecting the [Execution] button from the [Operation]
menu bar.

PinSlot LDEY | Strat LBA [ End LBA I I
-7 O000000000004G00 000000000 F43FF
Exit ha 0000000000004C:00 00000000001 DBCFF
4| | N
AN [EODBOERO0AFEZ217 Start-LBA a0
LUN  [o0G End-LE# [z00nFF

Operartion
’7 {Execution” )| Canfirmation Fin Slot Cilear Exit |
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4. <Verifying the converted information>

Select (CL) an item number of the converted information (in the “#’ column) and press the
[Confirmation] button.

=rzioh Tool

Operation

Corveersion Info

# | LDKC |CULDEY | Strat LE& | End LEA | |
00 1033 0000000000004C00 000000000071 FA3FF
(DL 1034 0000000000004:500 00000000001 0BCFF
1] | H
WWN  [SO0GOES004FE2217 Start-LE# [ac
LUN o008 End-LBA [Po00FF

Operartion
MT’ ] _cotmaen ) pnsin | oew | et |

When the process is completed, the LDKC number and the CULDEV number for the DW700,
the Start and End LBA for the external device, and the Vender Name, DKC Name, Serial No,
and path information of the external device are displayed.

Detail |
LDKG oo
Logical Device : 1034 Path Info
(CULDEW) % [ wam T TFart |
0 SO0S0ESOQ4FS2217 Qo0& FCP-GL
YWender Mame HITACHI 1 B00S0ES004F82207 oo0s FOP-FL
DEC Mame UsP
Serial Mo 63522
Start LBA
00000000001 F4400
End LE&
00000000003000F F
Close |

NOTE: Up to eight (the maximum number of paths) pieces of path information are displayed.

Y ou can also execute this process by selecting the [Confirmation] button from the [Operation]
menu bar besides pressing the [ Execution] button.
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5. <Displaying the Pin Slot>

Select (CL) an item number of the converted information (in the “#’ column) and press the
[Pin Slot] button.

LBA Conversion Tool

Operation

Ciorweersion Info

# [ LOKG |GULDEY | Strat LBA | End LEA | |
o Yo 1033 Oo00000000004C00 O0000000001 F43F F
il 1034 0000000000004500 00000000001 DBGFF
1| | W
WWN  [S0060EB004FE2217 Start-LEA a0
LUM o005 End-LE# [2o00FF

Operartion
’7 {Execution | Gaonfirmation Pin Slat | Cilear Exit |

— ™

When the process is completed, the Start and End LBA of the slot concerning the converted
LBA aredisplayed. (Display of the Start/End LBA in the case where the Pin Erasure Tool is
used: The display is done for each slot.)

Pin Slat

LDKC: 0o
Logical Device : 1033
(CULDEY)

# [ Strat LEA [ End LEA | [ |
0 O000000000004C00 0000000000004 DF F

Gloze |

NOTE: e Up to 128 pieces of information can be displayed.

e When the terminal slot is displayed, it may be displayed as smaller than one slot
size.

Y ou can also execute this process by selecting the [Pin Slot] button from the [Operation] menu
bar besides pressing the [ Execution] button.
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6. <Procedurefor erasing information displayed in the main window>

When you press the [Clear] button in the main window, information displayed in the window is
erased.

zion Tool

Operation

Correersion Info

# | LDKC |cCULDEY | Strat LEA | End LEA | |

0 oo 1033 0000000000004500 000000000071 F43FF

100 1034 0000000000004:500 000000000010BGFF

1| | H
WWN  [EO0G0ES004FE2217 Start-LBA [aan
LUM 0005 End-LBA [Po00FF

Operartion
’7 { Execution | GConfirmation Pin Slot Exit |

LE& Conversion Tool

Operation

Corrverzion Info

#|LOKCG |GULDEY [ Strat LBA | End LBA | |

1] i ©
AN Start-LEA [
LUN ] End-LEBA [

Ciperartion
’7 Execution Confirmation Pin Slot Clear Exit |
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. <Procedure for quitting the tool>
To quit the tool, press the [Exit] button in the main window.

LE& Conversion Taool

Operation

Corveersion Info

# | LDKC |CULDEY | Strat LE& | End LEA | |

1| | H
W Start-LE# [
LN | End-LE#& [

Operartion
’7 Execution I Oonfirmatiunl Pit Slot | Cilear | ( Exit i )
——

Y ou can also execute this process by selecting the [Exit] button from the [Operation] menu bar
besides pressing the [Execution] button.
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8.

<Warning and error dialog boxes>
Warning and error dialog boxes are shown below.

Table 14.4-1 Warning and error dialog boxes (1/3)

Error

Contents

Warning about
start of the tool

When the following dialog box is
displayed, thetool has already been
started.

LbaCon

Input error

When the following dialog box is
displayed, the data that has been entered
isincorrect.

Check the data that you entered.

WWN error

When the following dialog box is
displayed, the WWN that has been
entered does not exist. Check the WWN
that you entered.

External device
error

When the following dialog box is
displayed, the external device
corresponding to the WWN and LUN
that have been specified does not exist.
Check the WWN and LUN that you
entered.

LE& Conversion Tool

0 Error: External device ig niot found.

LBA specification
error

When the following dialog box is
displayed, the value of the specified
LBA exceeds the maximum LBA value
of the device.

Check the LBA value that you entered.

LEA Conversion Toal 5'

@ Error: Input LEBA  exceeds the maximum,
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Table 14.4-1 Warning and error dialog boxes (2/3)

Error Contents Dialog box
6 |Memory When the following dialog box is LBA Conversion Toal
reservation error | displayed, the memory failed to be
reserved.
7 |Config error When the following dialog box is
displayed, the configuration information
could not be got correctly.
8 |Deviceerror When the following dialog box is LE& Ciom
displayed, the LDEV corresponding to
the specified LBA does not exist.
9 |Item specification |When the following dialog box is LES Ciorw
error displayed, the item was not specified at
the times of the verification and the Pin Q Error: No ftem is spacified.
Slot display.
10 | Internal logical When the following dialog box is LE& Ciom
error displayed, an error occurred in the
internal logic.
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Table 14.4-1 Warning and error dialog boxes (3/3)

Error Contents Dialog box
11 | Error of maximum | The number of displayed itemsin the |
number Of PI NSL OT WI ndOW exceeded the ° Error: The number of the maximum displays was exceeded.
displayed items allowable maximum value.
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14.5 Matters to Be Given Considerations when Performing Data Restoration of External
Volume

Because write datato an external LDEV is stored in the cache of the Storage system once and then
written to an LU of the external device by means of the asynchronous destaging operation, it is
possible that Write Pending Data remains in the cache of the Storage system when afailure occurs
in the external device.

Therefore, it isrequired to make data restoration being conscious of the Write Pending Data.

(1)

)

3)

When making restoration using backup data of a host
() Restorean LU of the external device.

(b) Restoreavirtual LDEV of the Storage system.
(c) Restorethe data using backup data of a host.

When making restoration using backup data of the Storage system function
(@) Restorean LU of the external device.

(b) Restoreavirtual LDEV of the Storage system.

(c) Restore the data using the Storage system function.

When making restoration using backup data of the external device

() Restorean LU of the external device.

(b) Restoreavirtual LDEV of the Storage system.

(c) Make the Storage system execute the “ Disconnect External Volumes’ for the LU
concerned. (The Write Pending Data is written to the external device.)

(d) Make the external device restore the LU data of the external device using the backup data.

(e) Restorethevirtual LDEV by making the Storage system execute the “ Reconnect Externa
Volumes’ for the virtual LDEV.
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14.6 Appendix

SIMs Possible to Be Detected in the DW700 Side during a Maintenance or Recovery Work
Being Done for Hitachi midrange array (Hitachi 9500V series/Hitachi Adaptable Modular
Storage/Hitachi Workgroup Modular Storage/Hitachi Simple Modular Storage/Hitachi
Adaptable Modular Storage 2000/Hitachi Unified Storage) when the Device Is Used as
External Storage

SIM reported
by the Storage
system
No Maintenance Effect on Operation of ) @
operation for the Storage system the Storage system
Hitachi midrange array
1 |CTL replacement Link Down Switching to aternative path ©) ©)
or path blockade (* 1)
2 | Reboot Link Down Switching to alternative path ©) ©)
(Storage system) or path blockade (* 1)
No Failure occursin Effect on Operation of O) )
Hitachi midrange array the Storage system the Storage system
1 |Power stoppage Link Down Path detachment - Virtua ©) ©)
volume blockade
2 |CTL detachment Link Down Switching to aternative path ©) ©)
or path blockade (* 1)
3 |CTL automatic reboot |Link down for two Switching to alternative path O O
minutes or path blockade (* 1)
4 |FC path failure CRC error, frequent Path blockade depending on ©) ©)
occurrence of Lip, etc. |frequency of failures (*1)
No Field maintenance Effect on Operation of ) @
operation for the Storage system the Storage system
Hitachi midrange array
1 |Micro-program Link Down Switching to alternative path ©) ©)
replacement or path blockade (* 1)
(with Storage system
power on or off)
2 | Deliberate shutdown Link Down Switching to alternative path ©) @)
or path blockade (* 1)
*1:. LDEV isblockaded when no alternative path exists.
® 21DOXY Blockade of an external storage path
@ EFD000 Blockade of an external storage device
® 21D2XY Excess of threshold value of path response time

Asto @, it may occur when a process is delayed because of afailure occursin the external storage
or FC path and the time limit is exceeded.
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15. Recovery from UR Failure

15.1 Procedure for Recovery from UR Failure

The UR pair suspension or UR path blockade may occur triggered by a hardware failure.

This section contains explanation of the UR failure and procedures for recovery from the failure.
Occurrence of the UR failure can be known through the following.

e SIM report on occurrence of path blockade

¢ SIM report on occurrence of pair suspension

¢ UR failure message in the Syslog output by RAID Manage/UR or RAID Manager/TT, in the case

of the UR (*1)
SIM REF.CODE Meaning Remarks
2180-XY Path blockade X: CHB PCB #
Y: Port#in PCB
DCXY-YY UR pair suspend X:0to2,4t0A
YYY:LDEV number
DCEX-ZZ JNL overflow warning X:0to3
ZZ: Journal group humber
DCFX-zz Read JNL interruption X:0to3
ZZ: Journal group humber

The UR supports the Force Delete Pair function. When recovery from the failure using an ordinary
procedure is unsuccessful, take a recovery action performing Force Delete Pair operation.

*1: When an UR pair is suspended, RAID Manager/UR or RAID Manager/TT displaysthe
following message in the Syslog.

[HORCM _102] Deleted a suspending status on this paired volume
(Volume: OOOOQO, code: 0x0X).
OOOO :Volume name
Ox0X : Factor code (Theitem [DCX] of SIM RC SECTION isreferred to.)

When a message that informs of occurrence of an UR pair failureis displayed in the Syslog, itis
required to check the SIM(s) of the connected DK C and understand correspondence of messagesin
the Syslog to SIMslogged on the DK C side before starting the recovery action.
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Recovery from the UR failure

START

Yes

i

No

Yes

é

No

Yes

é

No

Yes

é

No

Yes

é

No

Yes

é

No

Yes

é

No

Yes

é

No

Yes

é

No

Take arecovery action referring to Chapter 5,
“TrueCopy Error Recovery”.

©
()
O

No recovery action is required because this SIM
isissued triggered by an SVOL suspension
operation on the RCU side or failure suspension.

No recovery action is required because this SIM
isissued triggered by an SVOL simplex operation
onthe RCU side.

T.SD. cdll

The Read JNL from the RCU isinterrupted for
one minute or longer. No recovery action is
required because this SIM is merely awarning

message.

®
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©)
©)
O

®

The Read JNL from the MCU isinterrupted for
one minute or longer. No recovery action is
required because this SIM is merely awarning

message.

O
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Check whether a path failure occurred
or not by examining the SIM log on
the RCU side.

Take arecovery action referring to Chapter 5,
“TrueCopy Error Recovery”. Restore the pair status
after restoring the path status.

Did the failure occur
in the path between the MCU
and RCU?

Is anumber of the SIM
concerned DC7YYY?

©)

T.SD. cdll
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Check the SIM log produced in the period
when the reported SIMs were issued.

Make sure of an error cord of F/M="8F or
‘OF' in the period when the SIM concerned
was issued.

Was a SIM whose
number was DCFOZZ or
DCF17Z issued?

Istherefailed part?

Yes

Recover the failed part.

Restore the pair status by operating the UR
pair. (Refer to a procedure for recovering an
UR pair on page TRBL 15-80.)

!

END
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Check the SIM log produced in the period
when the reported SIMs were issued.

Make sure of an error cord of F/M="'8F or
‘OF' in the period when the SIM concerned
was issued.

Was a SIM whose
number was 2180 issued?

Take arecovery action referring to recovery
procedure of SIM REF CODE 2180-XY in Chapter
6, “Recovery from TC Failure.” Restore the pair
status after restoring the path status.

DoesaSIM log
that precedes the warning
SIM concerned exist?

No

Recover the failed part.

Restore the pair status by operating the UR
pair. (Refer to a procedure for recovering an
UR pair on page TRBL 15-80.)

!

END
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Turn on MCU.

UR pair. (Refer to a procedure for
recovering an UR pair on page

Restore the pair status by operating the

TRBL15-80.)

END

Make sure of the pair status of RCU.

Isthe pair status
Suspend?

the pair status
PAIR, Duplex, Copy
or Pending?

Yes

Make the RCU execute the
Suspend Pair that isan
operation of the UR pair.

Yes

Execute the pairresync that
is an operation of the UR
pair.

Isthe pair status
Suspending?

Isthe pair status
Deleting?

Was
the pair status
changed to PSUx or
Suspend?

Isthe pair status
Simplex?

the pair status
changed to SMPL or
Simplex?

Make the MCU execute
the Delete Pair that is an

No

- operation of the UR pair.
After performing the UR Force

Delete Pair operation, execute
the paircreate again.

l

END

—

Contact the Technical >

C

Support Department.
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15.2 Procedure for Recovering UR Pair

START

Make sure of the pair status
through the Web Console.

Isthe pair status
SMPL or Simplex?

Isthe pair status
PAIR or Duplex?

Isthe pair status
COPY or Pending?

T’

END Check the state of the copying
through the Web Console.

Isit an UR pair?

Has any
error occurred?

Make sure of the status of the
SVOL pair through the Web
Console on the RCU side.

Put the pair in the Suspend
status by operating the UR
pair, and then execute the

pairresync.

END

Isthe pair status
SMPL or Simplex?

Make the RCU execute the
Delete Pair that is an
operation of the UR pair.

l

END
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Isthe pair status
PSUX or Suspend?

Isthe pair status
Suspending?

Yes

Isthe pair status
Deleting?

Isthe
detailed pair status
Overflow?

No

Yes

Try to change the pair
status to PSUx or Suspend.

Try to change the pair status
to SMPL or Simplex.

Was the pair
status changed to PSUx

Expand the cache, increase
the number of paths between
the MCU and RCU, enlarge
the journal volume, or reduce
the 1/0O load.

IsF/M=FB SSB
at Suspend in
Jable15.2-12

or Suspend?

Was the pair
status changed to SMPL
or Simplex?

No

Yes

After performing the UR
Force Delete Pair operation,
execute the paircreate again.

l

END

Execute the pairresync that is
an operation of the UR pair.

Execute the Force
Delete Pair operation.

Isthe pair status
COPY, PAIR, Pending
or Duplex?

Execute the Delete Pair that is
an operation of the UR pair,
and then execute the
paircreate again.

END

Table 15.2-1 Force Delete Pair Target F/M=FB SSB

T.S.D call

No. F/M

Error Code

Meaning

1 FB

EF60 to EF66

JNL-cache remains with the device of remote-side.
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15.3 Force Delete Pair Operation

The Force Delete Pair operation is aremedy function for the cases where an UR pair is put in the
following abnormal states. Apply this function to both of the MCU and RCU.

* The pair was suspended owing to atrouble such as afailure and the pair status did not change but
remained as Suspend.

» Though the Delete Pair or Suspend Pair operation terminated normally, the pair status remained as
Deleting or Suspend.

* Please do not execute the Force Delete operation when all pairsin JNL Group are the pair status
of Duplex or DuplexPend.

A cAUTION

* All the data volumes that belong to the group (JNLG) concerned are placed in the
Simplex status because Force Delete Pair operates in the Group mode.

* As a result of performance of Force Delete Pair operation on the MCU side, data that
has not been transferred to the RCU is abandoned.
As a result of performance of Force Delete Pair operation on the RCU side, data that
has not been authorized is abandoned.

* There is a possibility that host 1/0 to the pair concerned becomes time out when the pair
status of Duplex/DuplexPend exists in JNL Group.

After the Force Delete Pair operations for the MCU and RCU are completed, perform the paircreate
operation again in order to make sure that the pair has got out from the abnormal state.
When doing that, specify the INL Group number as the same value as former one.

If the pair statusis not restored in spite of the Force Delete Pair operation, make dummy
replacement of all MAIN Blades for the storage system concerned.
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TRBL15-110
START

Execute the pairsplit (Del Pair)
instructed by Force Delete Pair.

Check statuses of all pairs that belong
to the INL Group concerned.

Isthe pair status
SMPL or Simplex?

Execute the pairsplit instructed
by Force Delete Pair.

Check statuses of all pairs that belong
to the INL Group concerned.

Isthe pair status SMPL?

Execute the paircreate (Add Pair) in
order to check the result of the
recovery operation.

Was the recovery
operation successful?

Have a service person perform the
following operation.

: Thefollowing

v are operations to
be performed by
a service person.

Did the trouble
occur inthe MCU?

Make the dummy replacement of
al MAIN Blades.

Execute the paircreate (Add Pair) in order to
check the result of the recovery operation.

Was the recovery
operation successful ?

Did the trouble occur
inthe RCU?

Make the dummy replacement of
all MAIN Blades.

Execute the paircreate (Add Pair) in order to
check the result of the recovery operation.

Was the recovery

Was the INL Group
egistered in an EXCTG2

Register the INL Group in the
EXCTG.

!

END

operation successful ?

T.S.D cal

[ ]: OperationontheMCU side || : Operation on the RCU side

|:| : Common operation on the MCU/RCU side
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15.4 Pinned Track Recovery Procedure for UR

Pinned track recovery procedure for UR is asfollows.

Isthe volume in which
the pinned track has occurred
UR journal volumes?

Pinned Track Recovery Procedure

for UR journal volumes

Pinned Track Recovery Procedure
for UR datavolumes

NOTE: If the pinned track has occurred in both P-VOL and S-VOL, recover the volumes
according to the following sequence.
UR :® P-VOL > @ S'VOL

If the pinned track has occurred in both data volumes and journal volumes, recover the
volumes according to the following sequence.
@ datavolumes - @ journal volumes
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Pinned Track Recovery Procedure 1A
for UR data volumes -

Delete the UR data volume pair in
which the pinned track has occurred
using SVP on MCU.

|

Isthevolumein
which the pinned track has
occurred aP-VOL?

No Yes

ECC/LRC
Error

Error type of Write Error

the pinned track?

Check if thereis ahardware error on the
SIM/SSB/SVP Maintenance screen and
solve the hardware problem. Aside from
the above-mentioned procedure,
recovery of an ECC/LRC Error track is

Execute the existing Write Error
track recovery procedure.

Refer to “Recovery for Write
Error tracks’ (TRBL06-210).
But the datarecovery is not

Execute the existing pinned
track recovery procedure.
Refer to “Recovery for Pinned
Tracks’ (TRBL06-130). But
the datarecovery is not

possible by Reestablish the UR volume included. included.
pair or LDEV format. l

& ®

Pinned Track Recovery Procedure
. 2A
for UR journal volumes

sthe volume in whic
No the failed track has occurred Yes
all journal volumes under

he journal group?

Delete the UR data volume pair under the
journal group in which the pinned track has
occurred using SVP on MCU or RCU.

Suspend the UR data volume pair under the
journal group in which the pinned track has
occurred using SVP on MCU or RCU.

Delete the journa volume in which the pinned
track has occurred using SVP on MCU or RCU.

!
®
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Write Error

Error type of the pinned track?

ECC/LRC Error

I's the volume recovered No No
the pinned track UR

(P-VOL)?

Correction copy ended?

Yes
Yes

Execute arecovery procedure
for the failed track on the
volume. Note that adata
recovery is not included.

(TRBL06-130)

Reestablish the UR volume pair to the
recovery volume using SVP on MCU.

!

END

ECC/LRC
Error

Write Error

Error type of
the pinned track?

Check if there is a hardware error on the Execute the existing Write Error
SIM/SSB/SV P Maintenance screen and track recovery procedure.

solve the hardware problem. Aside from the Refer to “Recovery for Write
above-mentioned procedure, recovery of an Error tracks’ (TRBL06-210).

ECC/LRC Error track is possible by LDEV But the data recovery is not
format. included.

Registering journal volume

!
@
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16. Recovery procedure for Thin Image
16.1 PS-ON with SM Volatilization (SIM = 47ECO00)

SIM = 47ECO00

Open “Logica Device” on Maintenance Window on SV P, and
make sure that no pool volumes are blocked. If there are blocked
pool volumes, resume them by LDEV Restore.

Resume Pools.
(Refer to “Hitachi Thin Image User Guide”)

| Create the Thin Image pair again.

!

END
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16.2 Procedure for Recovery from Thin Image failure (SIM = 4B3XYY, 7FF104)

The procedure for recovery from afailure occursin apair of Thin Imageis explained below.

SIM =4B3XYY, 7FF104

SIM = 601XXX

Yes

or 602X XX exists? "
“16.3 Procedure for Recovery
No from Pool failure
(SIM = 601X XX, 602XXX)"
(See TRBL 16-40)
Err Code = 9680 exists? > |
Check the status of the
No P-VOL by SVP.

Areal statuses normal?

Recover from the problem.

Delete the pair of Thin Image,
and then create apair of Thin

Image again.
y
(v END
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Thin Image Pair Error

Y

Check the status of the
P-VOL by SVP.
(See SVP03-320)

I's the status of the No

P-VOL normal?

Restore the P-VOL.

Yes

Check the status of the
SVOL by SVP.
(See SVP03-320)

No

I's the status of the

SVOL normal?

Restorethe S-VOL.

Yes

Isthere apair
whose statusis ' PSUS' except

Yes

for this pair, whose status

is'PSUE'?

No

Delete the only pair whose statusis
‘PSUE’ according to the regular
procedure of deleting the pair.

Is deletion of the
pair successful?

Perform the following operation to delete all pairs
inthe P-VOL.

[Step.1] Delete the pair whose statusis not ‘ PSUE'.

[Step.2] Delete the pair whose statusis ' PSUE'.

Isdeletion of all Yes

pairs successful ?

No

Delete the pair of Thin Image, and then
create apair of Thin Image again.

l

END
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16.3 Procedure for Recovery from Pool failure (SIM = 601XXX, 602XXX)

The procedure for recovery from afailure occurs in the Pool is explained below.

SIM = 601XXX or 602XXX

Yes

SIM = 601XXX?

Check pool-VOL status on SVP.
(See SVP03-320)

Y es (pool-VOL Full)

Is pool-VOL Normal?

Requested to the user to perform
either of the followings:
« Addition of pool-VOL
« Deletion of al Thin Image pair to
the Primary volume of an
unnecessary Thin Image pair

Restore the pool-VOL.

Restore the Pool on Web Console.

Perform the Procedure for Recovery
from Thin Image pool-VOL failure.
(See TRBL 16-80)

!

END

SIM =4B3XYY exist?

“Resync of the Thin Image pair” is
reguested to the user.

Isit normal end?
No

“Repeated create after the Thin Image
pair isdeleted” is requested to the user.

Isit normal end?

No
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16.4 Procedure for Recovery from Pool failure (SIM = 603000)

The procedure for recovery from afailure occurs in the Pool is explained below.

SIM = 603000

( START )

Requested to the user to perform either
of the followings:
* Deletion of unused POOL
« Deletion of a Thin Image pair
* Deletion of unused V-VOL made
with Dynamic Provisioning
* Shrink of POOL with Dynamic
Provisioning

Check * Snapshot Estimated Manageable
Capacity’ on Storage Navigator.

128TB or less?

END
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16.5 ECC/LRC Error recovery processing of Thin Image pool-VOL

When an ECC/LRC Error occurs in apool-VOL, perform the following recovery method because
an 1/O cannot be issued directly from the HOST for the track concerned.

*1: Incase of aWrite Error, perform TRBL06-190 as well as the normal VOL and recover it.
*2: TheLDEV that aPool ID isdisplayed on the logical device window of the maintenance
window is apool-VOL.

( START )

Delete Thin Image pair of the Thin
Image Pool to which the pool-VOL
concerned belongs.

Delete Thin Image Pool to which the
pool-VOL concerned belongs.

Perform LDEV FORMAT to the LDEV
in which apinned track is generated.

Create the deleted Thin Image Pool
again.

Create the Thin Image pair again.

l

END
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16.6 Procedure to recovery from Thin Image failure (SIM = 670000)

The procedure to recovery from a Thin Image failure is explained below.

SIM = 670000

Ask users to delete unnecessary external volumes, V-VOLs, or all

Thin Image pairs related to the Thin Image P-VOL until the

following both conditions are satisfied.

(1) The number of the remaining cache management devices > 4,096.

(2) The number of external volumes + the number of V-VOLs + the
number of primary volumes of Thin Image pair < 13,056.

SIM = 601XXX
or 602XXX exists?

“16.3 Procedure for Recovery
from Pool failure

(SIM = 601XXX, 602XXX)”
(See TRBL16-40)

No
SIM =4B3XYY
or 7FF104 exists?

“16.2 Procedure for Recovery
from Thin Image failure
(SIM =4B3XYY, 7FF104)”
(See TRBL16-20)

END
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16.7 Procedure for Recovery from Thin Image pool-VOL failure

The procedure for recovery from afailure occursin apool-VOL of Thin Imageis explained below.

Delete Thin Image pair of the Thin
Image Pool to which the pool-VOL
concerned belongs. (* 1)

Delete Thin Image Pool to which the
pool-VOL concerned belongs.

Perform LDEV FORMAT to the
blockade LDEV.

Create the deleted Thin Image Pool
again.

Create the Thin Image pair again.

l

END

*1: When the deletion of Thin Image pair fails and the pair statusis changed PSUE, Thin
Image pair can be deleted by executing it again.
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17. Correspondence at the time of the mode setting failure of System Option

When “Operation was rejected by DKC.” and “Change Configuration was failed.” were displayed
during the mode setting execution of System Option, correspond it in the following procedure.

START

Is SSB=0x152F reported? No T.S.D call
Did QuickRestore or No
Volume Migration operate during T.S.D call

the mode setting?

Wait until QuickRestore or Volume
Migration is completed.

Perform the mode setting again.

Did it succeed?

No T.S.D call

END
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18. Failure recovery of Dynamic Provisioning

18.1 Recover method at the time of pool-VOL blockade
(when two or more are blocked in RAID Gr to which pool-VOL belongs (three or
more in case of RAID6))

Dynamic Provisioning becomes as follows. In this case, data cannot be recovered.

Item Status
DP-VOL status Normal
POOL status Warning
pool-VOL status Normal + Blocked (only LDEV is blocked in RAID Gr where

two or more (three or more in case of RAID6) are blocked)

I/O access Partially possible
(Access to normal pool-VOL is possible.)

Association with DP-VOL and POOL | Yes

Recovery method
Perform the recovery by the following flow.
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START Recovery processing at the time of pool-VOL blockade

All DP-VOL that selects the logical device with *1: Please specify the following two conditions for the

main window, and is related to concerned POOL POOL.
is confirmed. (*1) * Please input the concerned pool name (ID)
specifying the pool name (ID) for conditional
expression.
Blockade all DP-VOL s associated with the * Please select ' DP' specifying the provisioning type
POOL concerned. (*2) for conditional expression.
Please see “ Storage Navigator user guide” about the
operating instruction of thefilter.

Perform LDEV FORMAT for al pool-VOLsin

POOL to which the LDEV concerned belongs. "2 Deleteall [TrueCopy / Universal Replicator /

ShadowImage / Volume Migration / Thin Image]

(*3) pairsthat use the DP-V OL s before blockade the DP-
VOLs.
After the recovery flow completes, create [ TrueCopy /
| System Option Mode 867 is turned on. Universal Replicator / Shadowlmage / Volume

Migration/ Thin Image] pairs again.

Perform LDEV FORMAT for all DP-VOLSs *3: Please specify the following two conditions for the
blockaded. (*1) filter to display pool-VOL in POOL that has been
blockaded.

* Please input the concerned pool name (1D)

| System Option Mode 867 is turned off. | Z’;E?Eg%the pool name (ID) for conditional

eSS .
* Please select pool-VOL specifying the attribute for
conditional expression.

| Recover the data from the backup. (*4) | Please see “ Storage Navigator user guide” about
e - the operating instruction of the filter.

" Frames surrounding

" operations show that the
operations are to be
performed by the customer
at your request.

*4: Please be careful when restoring from backup as restorations from a VOL can be large contain both
consumed and unconsumed areas and you will need to perform (1) and (2):

(1) Recover the data from the backup.

(2) Reclaim Zero Pages processing.
Therefore you need to perform (1) and (2) each time you restore a whole DP-VOL from a backup.
If you restore data from a backup in the unit of file, you do not need to do “zero page reclaim” because
only consumed areawill be restored from the backup.
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18.2 Recovery Procedure when DP-VOL Deletion of Dynamic Provisioning Fails
(Storage Navigator Error Code = 3205 8966)

The recovery procedure when DP-VOL deletion processing of Dynamic Provisioning fails in Error
Code [3205 8966] is shown below.

START

Is Volume
Migration or Quick
Restore running? |

Complete the running Volume
No Migration or Quick Restore.

Yes

Create 1 DP-VOL *1

*1: This operation recovers the abnormal termination status of DP-VOL deletion.
This operation does not create DP-VOL since it is suppressed by Error Code [3205 2095].

Press the [Refresh] button.

Is the delete
target DP-VOL displayed on

Yes

Delete the target DP-VOL again.
No |
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18.3 Recovery procedure for the Pool failure (SIM = 623XXX)

The recovery procedure for the failure of the pool used in the Dynamic Provisioning is shown here.

SIM = 0x623XXX

START

Check the pool-VOL status in the SVP.

Is the pool-VOL
normal?

Is the capacity of
DP-VOL equal to before
he Pool failure?

Expand the capacity of DP-VOL as same
capacity as before the recovery.

Is expansion completed
successfully?

"= Frames surrounding

*--* operations show that
the operations are to
be performed by the
customer at your
request.

END T.S.D call

NOTE: Procedure to recover DP-VOL.:
Please recover the pool of Dynamic Provisioning referring to “Provisioning Guide”.
DP-VOL recovers by recovering the pool of Dynamic Provisioning.
Please confirm all the pool of Dynamic Provisioning has recovered when DP-VOL is
not recovered.
Please execute LDEV format or execute force LDEV recovery from SVP after all the
pool of Dynamic Provisioning has recovered.
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18.4 (Blank)
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18.5 Recovery procedure for the Pool failure (SIM = 624000)
The recovery procedure for the failure of the pool used in the Dynamic Provisioning is shown here.

SIM = 0x624000

Requested to the user to perform either
of the followings:
* Deletion of unused POOL
* Deletion of a Thin Image pair
* Deletion of unused V-VOL made
with Dynamic Provisioning
« Shrink of POOL with Dynamic
Provisioning

SIM =4B3XYY exist?

“Resync of the Thin Image pair” is
requested to the user.

Isit normal end?

“Repeated create after the Thin Image
pair is deleted” is requested to the user.

Yes

Isit normal end?

T.SD. cdll END
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18.6 Recovery procedure for the Pool failure (SIM = 625000)

The recovery procedure for the failure of the pool used in the Dynamic Provisioning is shown here.

SIM = 0x625000

START

The system notifies users that the
threshold is exceeded, and asks to
increase free space of the pool.

)

END
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18.7 Recovery procedure for the pool-VOL blockaded (SIM = 627XXX)

The recovery procedure for the pool-VOL blockaded used in the Dynamic Provisioning is shown
here.

SIM = 0x627X XX

Are blockaded POOL Yes
VOLs avolume of external
storage?

No
Recovery Procedure for LDEV Recover the external storage system
Blocking (See TRBL 14-10)
(See TRBL04-350)

System Option Mode 803 Yes

isON? (Request to user)
Please confirm whether DPVOL to
No which the Protect attribute of DRU is
added exists.
(Request to user)

When DP VOL to which the Protect
attribute has been added exists, release
the protection attribute of the DP
VOLsusing the Data Retention
window of Storage Navigator.

(See the Provisioning Guide)

END
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18.8 The release procedure for the Protection attribute of Data Retention Utility
(SIM = 628000)

The release procedure for the Protection attribute of Data Retention Utility set to the Dynamic
Provisioning is shown here.

SIM = 0x628000
( START )

(Request to user)

Please confirm whether DP-VOL to which the
Protect attribute of DRU is added exists.

(Request to user)

When DP-VOL to which the Protect attribute
has been added exists, release the protection
attribute of the DP-VOLs using the Data
Retention window of Storage Navigator.

(See the Provisioning Guide for Open Systems)

!

END
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18.9 Deleting method at the time of pool-VOL blockade
(When external volumes are removed to which pool-VOL belong)

Dynamic Provisioning becomes as follows. In this case, data cannot be recovered.

Item Status
DP-VOL status None
POOL status Normal (usage rate > 0%)
pool-VOL status Blocked
1/O access Impropriety
Association with DP-VOL and POOL | None

(Note that the association is being released and exists
internally)

Recovery method

Perform the recovery by the following flow.
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START

Examine whether

Deleting processing at the time of pool-VOL blockade

recovery of blocked pool-VOL
is possible or not?

No

(Request to user)
Delete DP-VOLs related
to the pool

(Request to user)

Delete pool from
Storage Navigator

Was the pool able

LDEYV recovery
(Refer to SVP02-870)

| (Request to user)

Delete DP-VOLs related
to the pool

| (Request to user)

Delete pool from
Storage Navigator

to be deleted?

T.S.D. call

END
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18.10 Initialize Pools procedure

NOTE 1. When Initialize Pools executed, the all pools of Dynamic Provisioning and Thin
Image are blockaded.

NOTE 2: Inthe case [TrueCopy / Universal Replicator / Shadowlmage / Volume Migration]
use virtual volumes of Dynamic Provisioning, delete all [TrueCopy / Universal
Replicator / Shadowlmage / Volume Migration] pairs that use the virtual volumes
before performing Initialize Pools.

After Initialize Pools completes, create [ TrueCopy / Universal Replicator /
Shadowlmage / Volume Migration] pairs again.

During Initialize Pools, don't create [ TrueCopy / Universal Replicator /
Shadowlmage / Volume Migration] pairs with virtual volumes of Dynamic
Provisioning. In the case create those pairs, Initialize and paircreate operation may
fail.

NOTE 3: Delete all Thin Image pairs before performing Initialize Pools.

After Initialize Pools completes, create Thin Image pairs again.
During Initialize Pools, don’t create Thin Image pairs. In the case create Thin Image
pairs, Initialize and paircreate operation may fail.

NOTE 4: Do not execute the operation of Dynamic Provisioning until the pool restores
normally after executing Initialize Pools.

NOTE 5: Perform the operation only when it is directed by the Technical Support Division.

NOTE 6: For the password, refer to the Technical Support Division.

Initialize Poolsis executed
(See WEB03-90)

Does any [TrueCopy
pair and the other pairs (NOTE 2)]
pair in the storage system use
virtual volumes of Dynamic
Provisioning?

System Option Mode 749 and System Option

Mode 755 are turned off.
Yes (Request to user)
(Request to user) Restore Pool
Stop Job / Script to operate the pair (See “Provisioning Guide”)

(TrueCopy pair and the other pairs (NOTE 2))

(Request to user)

No
| Stop 1/0 to DP-VOL

Is the POOL normal?

Yes
Delete all [TrueCopy pair and the other pairs (Request to user)
(NOTE 2)] pairs that use virtual volumes of Create TrueCopy pair and

Dynamic Provisioning. the other pairs (NOTE 2).
System Option Mode 749 and System Option - -
Mode 755 are turned on. -T-S-D- call
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18.11 Recovery procedure by power turned off and volatilizing PS ON for Dynamic
Provisioning

A cauTiON

This operation supposes a special case such as a recovery from a failure unlike the usual
powering off operation. Do not perform this operation without a direction given by the
Technical Support Division.

START

Collect the dump and call
the Technical Support Division.

Confirmsthisby T.S.D.

Check of SSB = AFBO report

After the last pool or
HDP operation,
SSB = AFBO reported?
(*1)

Yes

Execute “26.3 Forced outage &
restarting procedure of volatile
(Procedure-B)” (See TRBL 26-80)

Execute the LDEV recovery of
blockaded pool-VOL (See SVP02-870)

Collect the dump, then report to the
T.SD.

Confirmsthisby T.S.D.

Check of recovery result

The device recovered
normally?

Yes

*1.

Please confirm SSB =AFBO was output after the last
following operation is executed.

<Operation that should confirm report of

SSB =AFB0O>

» Pool making/pool-VOL addition/pool-VOL
deletion/Pool deletion

¢ DP-VOL making/DP-VOL deletion/DP-VOL
capacity expansion

¢ Quick Restore of Shadowlmage using DP-VOL

« Volume Migration using DP-VOL

From the operation to the report of SSB, it usually
takes about 40 minutes. However, when the
configuration change is repeated, it might take several
hours.

Initialize Poolsis executed
(See TRBL 18-110)

_______________________________________________________________

END
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19. Correspondence when detecting the audit log FTP transfer failure
(SIM = 7C0300)

The recover procedure when failing to the audit log FPT transfer is indicated.

START

Did the FTP transfer fail?
(SIM = 7C0300)

Manually transfer the audit log information
file from the Audit Log Transfer window
of Storage Navigator.

(Refer to Audit Log User Guide 2-3)

Did the FTP transfer fail?

Solve the problem according to the
output error code.
(Refer to Storage Navigator Messages)

l

END
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20. LUN Management/LUSE Error Recovery on SVP Change Configuration

This section describes about troubleshooting of the error recovery for LUN Management/LUSE on
SVP Change Configuration.

START

Is there the displayed Error
Message ID in the following list?
3693, 4131

Close the LUN Management
window/LUSE window.

Is there any Yes

other failure part?

Is there the displayed Error
Message ID in the following list?
0117, 2231, 3333, 3334

Recover other
failure part.

Refer to SVP MESSAGE section
“3. New type of message displayed by the
SVP (Message ID)” (SVPMSG03-10).

Open the LUN Management
window/LUSE window again.

There is a possibility that the configuration
change are executed halfway.
Please confirm LUN Management
window/LUSE window.
Change the setting again if there is an item
not set.

|

END
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21. Failure Recovery while Using the System Disk (SIM = 180000, 180100)
SIM RC = 1800-00 is a log which warns that the Audit log has disappeared before storing the

system disk.

SIM RC = 1801-00 is a log which warns that Audit log cannot be transferred to the system disk.
Both logs are reported when system disk storage function of the Audit log is enable (when System
Option Mode 676 is ON), and the actions when these logs have been reported is described as

follows.

Reports SIM RC = 1800-00/1801-00.

Turn off System Option Mode 676.

Is the system disk
with the capacity described
in THEORY03-18-10
defined?

]
Define the system disk with the capacity
described in THEORY03-18-10 using
Install CV or Make Volume operation.

I

Is there any blocked
system disks?

Yes

Has SSB = 1544
reported?

Turn on System Option Mode 676.

No reports of SIM RC =
1800-00/1801-00?

Is it clear that
report factor of SIM RC =
1800-00/1801-00 and remove
the report factor of SIM?

Completed

Subtract the system disk using the
Volume To Space operation.
|

About SIM reported at the near time of SIM RC = 1800-00/
1801-00, execute maintenance action based on the action
code instruction, and remove the report factor of SIM.

Reset the system disk, which is once de-installed, with the
Install CV or the Make Volume operation.

T.S.D Call

No

Is report SIM RC =

1800-00/1801-00 repeated?

T.S.D Call
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22. MP Blockade Reset Function

(1) Usage Guideline
» This is a special function to recover a MP blockade operation without the need to self-replace
the card under certain conditions specified below.
* To use this function, please open a case with your Technical Support Division and proceed
under their guidance.

(2) Usage Conditions
* To recover a MP in which WCHKI1 occurred due to a microprogram problem.
Eg.) Cache of WCHKI is EC = 1644.
* Requested as a recovery procedure for an issue notified by an Early Notice/Alert.
» Requested by following the procedure described in Maintenance Manual.

Not to be used to recover hardware failures.

(3) MP Reset Procedure Flowchart

START

Are Usage Conditions
in (2) satisfied?

Refer Restoring Failed MP (SVP02-1460)
and execute restoring failed MP procedures.

Are restoring failed MP
procedures finished?

Execute replace or self-replace under
technical support division’s guidance.

Yes

END
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23. Recovery when power off or SAS PORT blockage occurs
(SIM = CF12XX, AC50XX)

When multiple SAS PORT blockages (SIM = CF12XX) and DB power off (SIM = AC50XX) occur
at the same time, recover them according to the following procedures. (*1)

Did you go through
this route three times or more without

any changein SIM, DKC
state, etc.?

No

IsDB power off
SIM = AC50XX reported?

T.S.D. call

Areall SIMsof DB
power recovered SIM = AC51X
paired with DB power off
SIM = AC50XX reported?

TRBL23-13

Areall LEDs of DBPS |it? Yes

Isit possible to
forcibly power off and restart
DKC/DB? (*5)

Have al PDU breakers been
turned on?

Replace the failed part (DBPS
whose LED is not lit) according
to SIM = AC50XX ACC. (*6)

!
®

TRBL23-13 TRBL23-13 TRBL23-12
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*1:

*2:

*3:

*4:

*5:

*6:

Priorities of maintenance of parts indicated by ACC depend on the parts to be maintained. When both
SIM = CF12XX and AC50XX are output, perform maintenance in the following priority order.

When thereis no applicable part in the parts indicated by ACC, perform maintenance for the part of the
second priority.

Priority High > Low:

PDU breaker Switch ON (AC50X X) > DBPS replacement (AC50X X) > ENC replacement (CF12X X) >
DKB replacement (CF12XX) > SAS cable replacement (CF12XX) > ENC replacement (AC50XX) >
SAS cable replacement (AC50XX) > DKB replacement (AC50XX)

(Power supply: Prioritize AC50X X, ENC/DKB/SAS cable: Prioritize CF12X X)

When DBPS replacement, PDU ON etc. is performed, check SIM after two minutes.
“XX" in SIM = AC50X X indicates the HDD box number (hexadecimal). When DB power is recovered,
SIM = AC51X X whose XX isthe same as that of SIM = AC50X X is output.

When both of the two SAS PORTS connected to the HDD box in which DB power is not recovered are
blocked, even if power feeding to the HDD box in which DB is powered off is recovered, SIM = AC51XX
is not output. If the situation occurs, call T.S.D.

NOTE: Check the versions of SVP and DKCMAIN before recovering DB power, and if the combination is
asfollows, call T.S.D.
SVP: “73-03-00/01-03" or earlier, : DKCMAIN : “73-03-00-00/03-03" or later, or
SVP: “73-03-00/01-04" or later, : DKCMAIN : “73-03-00-00/03-02" or earlier

When the DK C and the distribution board are wrongly connected, explain it to the customer, shut down the
DK C according to the plan, and correct the connection.

If you cannot replace DPBS, call T.S.D.

TRBL23-11



Hitachi Proprietary DW?700

Rev.0 / Sep.2013 Copyright © 2013, Hitachi, Ltd.
TRBL23-12

TRBL23-10

Is SAS PORT bhlockage No
SIM = CF12X X output?
Yes
Replace the failed part (ENC/DKB) Replace the failed part (ENC/DKB)
according to SIM = CF12XX ACC. according to SIM = AC50X X ACC.
*1) 1 (2
IsMessage | D [INS2585W] Yes
displayed? (*3)
No Select (CL) [Cancel] to stop maintenance.

T.SD. cal

TRBL23-10

*1: After the replacement, SIM = CF11X X and CF12XX related to a SAS PORT for which replacement is not
performed may be reported.

*2: If multiple power off SIMs (AC50X X) are output without SIM of power recovered SIM = AC51XX, performitin
ascending order of the HDD box numbers (X X).
Example: When SIM = AC5000, AC5001, AC5004, and AC5005 are output, and only SIM = AC5100 is output,

perform maintenance according to ACC, SIM = AC5001.

*3: The following warning message is displayed: [INS2585W] “<Important CAUTION> When you continue this

operation, customer’s DATA isLOST. Are you sure you want to continue this operation?”.
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TRBL23-10

Confirm the connection between the DKC
and the distribution board. TRBL23-10
(See THEORY 02-210) @

Isit possible to
forcibly power off and restart
DKC/DB? (*1) TRBL23-10
No
Turn on al PDU breakers.
Perform forced power off and restart of When SIM of power recovered SIM =
DKC/DB according to TRBL 26-10. AC51XX isoutput, wait for 2 minutes
(Correct the connection between the DKC x Number of SIM = AC51XX. (*2)
and the distribution board)
TRBL23-10
Yes
Does SAS PORT blockage occur?
Replace the failed part
No according to SIM = CF12XX
ACC.

IsMessage ID [INS2585W]
displayed? (*3)

Select (CL) [Cancel] to
stop maintenance.

Yes l
Isthere any blocked LDEV? T.SD. cal

Perform LDEV
Normal Restore.

Yes
Isthere any blocked PDEV?

Perform dummy replacement
of the blocked PDEV.

END

*1: When the DKC and the distribution board are wrongly connected, explain it to the customer, shut down the DK C according to the plan, and
correct the connection.

*2: 1t takes 2 to 96 minutes after all SIMs of DB power recovered are output until LDEV is recovered.
(It depends on the number of HDD boxes in which power off occurs. It will take about 2 minutes x Number of HDD boxes in which power
off occurs.)

*3: Thefollowing warning message is displayed: [INS2585W] “<Important CAUTION> When you continue this operation, customer’s DATA
isLOST. Are you sure you want to continue this operation?”.
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24. Recovery procedure for DKC blocked (SIM = 30A100)

A cauTiON
Perform this action that a special procedure is included in, by instructions of T.S.D.

< All MPs are blocked >

Perform “Procedure for Forced Powering Off
of DKC/DB” (See TRBL26-10. In this case,
perform this action with T.S.D. instructions).
And execute PS on the DKC.

Receive instructions
END from T.S.D.
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25. Synchronization time failure (SIM = 7FFAQ0)

| Synchronization time failure |

Yes

Is SSB of SIM relation
334a?

Please Reboot SVP, and confirm it
according to SVP Section “2.21.2
Confirm Setting Synchronization
Information”.

Is Time Synchronization Yes
success?
No End
Is SSB 334a create? Yes l

No T.S.D. Call,

Please tell function failure to a
user, and please ask a user for the
investigation of the SNTP server,
and the network.

!

End
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26. Forced Outage & Restarting Procedure of DKC/DB

A cauTiON

This operation supposes a special case such as a recovery from a failure unlike the usual
powering off operation. Do not perform this operation without a direction given by the
T.S.D. because a system down may be caused if it is performed without due notice.

There are three ways of Forced Outage & Restarting. Please refer to away which is appropriate for

your work.
No. Section Title Storing datain Volatilizing data Page
SM/CM in CFM (*1) in SM/CM
1 |Forced outage & Yes Non-volatilization TRBL26-11 (*2)
restarting procedure of (Datain SM/CM isrestored
nonvolatile from CFM.)
2 |Forced outage & No Volatilization TRBL26-60
restarting procedure of (All datain SM/CM is
volatile (Procedure-A) deleted.)
3 |Forced outage & Yes Volatilization TRBL26-80 (*2)
restarting procedure of (Only specific data (*3) in
volatile (Procedure-B) SM/CM isrestored from
CFM.)
*1. When datain SM/CM is stored in CFM, batteries are used. Therefore, energy in batteriesis
consumed.
*2. If datain SM/CM cannot be stored in CFM, No. 1 and No. 3 ways are not available.
*3: Only management information of both Quick Format and HDP is restored from CFM.

The other datain SM/CM is deleted.
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26.1 Forced outage & restarting procedure of nonvolatile

When this procedure is executed, the AC input of the power supply of the DKC and the DB is
compulsorily cut off, and the power supply isturned off immediately. The datain the SM/CM is
stored to the CFM, and isrestored to the SM/CM after restart.

To restart system of SM/CM volatilizing, refer to “26.2 Forced outage & restarting procedure of
volatile (Procedure-A)” and “26.3 Forced outage & restarting procedure of volatile (Procedure-B)”.

A cauTiON
* This operation supposes a special case such as a recovery from a failure unlike the
usual powering off operation. Do not perform this operation without a direction given by
the T.S.D. because a system down may be caused if it is performed without due notice.

* The DKC processor failure/SVP failure SIM (73XXYY) may occur during this work. Just
complete it, when the work is finished.

» Confirm that the VOJP Switch of the CL1 MAINTENANCE Switch and the CL2
MAINTENANCE Switch on the SVP is not set to ON (lower position) before performing
the operation. Performing the operation with the VOJP Switches set to ON will result in
loss of user data. Refer to the LOCATION SECTION (LOCO03-100), and make sure the
VOJP Switches are not set to ON.

a. Display theinitia screen of SVP according to “ 1. How to Operate the SVP (PC)” (SVP01-10)
of the SVP SECTION.
Refer to “3.1.5.3 Attachment/Removal Procedure of LAN Cable for CE Laptop PC”
(INST03-01-150) for the procedure of attachment, removal, and connection of the CE Laptop
PC.

b. Select (CL) [Maintenance] button in the *SVP window to display ‘Maintenance’ window.
c. Check whether thereis any blinking part in all MAIN Blades, CFMs and batteriesinstalled in

the device.

<When thereis ablinking part>
Try this procedure again after recovering the problem part, except when other instructions exist
from T.S.D.

<When thereis no blinking part or the recovery of al the problem partsis completed>
Select (CL) [Exit], close ‘Maintenance’ window, and go to the next section.

d. Refertothe SVP SECTION (SVP01-160), and turn off the power supply of the SVP.
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e. Turn off the PDU breakers that are connected to the DKC.

M M Circuit Breaker
PDU (CB200)

1 eou~l | &

o l OFF
. :
PDU ® ®
- .
;j—lj; (l%) ° Circuit Breaker
Rear View of (CB100)
Rack Frame _ _
X
® l OFF
= R ®

Front of PDU

Fig. 26.1-1 Turning Off PDU Breaker
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f.  Turn off the PDU breakers that are connected to the DB

M M Circuit Breaker
PDU (CB200)

1 eou~l | &

o l OFF
. :
PDU ® ®
- .
;j—lj; (l%) ° Circuit Breaker
Rear View of (CB100)
Rack Frame _ _
X
® l OFF
= R ®

Front of PDU

Fig. 26.1-2 Turning Off PDU Breaker
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g. Take an interval of 10 seconds or more.

h. Turn on the PDU breakers that are connected to the DB.

M M Circuit Breaker
PDU (CB200)

POU~_ || &

. I ON
. :
PDU
X &
e —
;j—lj; ? ° Circuit Breaker
Rear View of (CB100)
Rack Frame _ _
X
3 T
= ® ®

Front of PDU

Fig. 26.1-3 Turning On PDU Breaker
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i.  Turn on the PDU breakers that are connected to the DKC.

M M Circuit Breaker
PDU (CB200)

1 eou~l | &

. I ON
. :
PDU ® @
- .
;j—lj; ? ° Circuit Breaker
Rear View of (CB100)
Rack Frame _ _
X
3 o
= R ®

Front of PDU

Fig. 26.1-4 Turning On PDU Breaker
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26.2 Forced outage & restarting procedure of volatile (Procedure-A)

When this procedure is executed, the AC input of the power supply of the DKC and the DB is
compulsorily cut off, and the power supply isturned off immediately. Using this procedure, the data
inthe CM is not stored to the CFM. Therefore, when you restart the system the SM/CM isvolatile.
To restart the system and not to volatilize the SM/CM, refer to “26.1 Forced outage & restarting
procedure of nonvolatile” (TRBL26-11).

A cauTiON
 This operation supposes a special case such as a recovery from a failure unlike the
usual powering off operation. Do not perform this operation without a direction given by
the T.S.D. because a system down, loss of user data or loss of configuration
information may be caused if it is performed without due notice.

» The DKC processor failure/SVP failure SIM (73XXYY) and/or forcible volatile warning
(BFD31X) may occur during this work. Just complete them, when the work is finished.

*The forced outage and restarting procedure of volatilize has 2 varieties. The range of
volatilizing of SIM is different between “Procedure-A” and “Procedure-B”. Follow the
instruction of T.S.D. to do “Procedure-A” shown here or to do “Procedure-B” shown in
“26.3 Forced outage & restarting procedure of volatile (Procedure-B)” (TRBL26-80).

« After this Operation was completed, please refer the MICRO-FC SECTION
(MICROOQ7-10), and re-perform Config Version Up with the media of the version same
as Config on the device by all means.

a. Display theinitia screen of SVP according to “ 1. How to Operate the SVP (PC)” (SVP01-10)
of the SVP SECTION.
Refer to “3.1.5.3 Attachment/Removal Procedure of LAN Cable for CE Laptop PC”
(INST03-01-150) for the procedure of attachment, removal, and connection of the CE Laptop
PC.

b. Select (CL) [Maintenance] button in the *SVP window to display ‘Maintenance window.

c. Check whether thereis any blinking part in all MAIN Blades, CFMs and batteriesinstalled in
the device.

<When thereis ablinking part>
Try this procedure again after recovering the problem part, except when other instructions exist
from T.S.D.

<When there is no blinking part or the recovery of all the problem parts is compl eted>
Select (CL) [Exit], close * Maintenance’ window, and go to the next section.

d. Refertothe SVP SECTION (SVP01-160), and turn off the power supply of the SVP.
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c.

Refer to the LOCATION SECTION (LOCO03-100), and set the VOJP Switch of the CL1
MAINTENANCE Switch and the CL2 MAINTENANCE Switch on the SVP to ON (lower
position).

Turn off the PDU breakers that are connected to the DKC.
— Refer to Fig. 26.1-1 on TRBL26-20.

Turn off the PDU breakers that are connected to the DB.
— Refer to Fig. 26.1-2 on TRBL26-30.

Take an interval of 10 seconds or more.

Confirm all the LEDs of the MAIN Blades were turned off referring to LOCATION SECTION
(LOCO03-30).
— Ifany LED is still lit, stop the procedure and contact the T.S.D.

Refer to the LOCATION SECTION (LOCO03-100), and set the VOJP Switch of the CL1
MAINTENANCE Switch and the CL2 MAINTENANCE Switch on the SVP to OFF (upper
position).

Turn on the PDU breakers that are connected to the DB.
— Refer to Fig. 26.1-3 on TRBL26-40.

Turn on the PDU breakers that are connected to the DKC.
— Refer to Fig. 26.1-4 on TRBL26-50.
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26.3 Forced outage & restarting procedure of volatile (Procedure-B)

When this procedure is executed, the AC input of the power supply of the DKC and the DB is
compulsorily cut off, and the power supply is turned off immediately. The data stored in the CFM
cannot be restored to the SM/CM. Therefore, when you restart the system the SM/CM is volétile.

A cauTiON
* This operation supposes a special case such as a recovery from a failure unlike the
usual powering off operation. Do not perform this operation without a direction given by
the T.S.D. because a system down, loss of user data or loss of configuration
information may be caused if it is performed without due notice.

» The DKC processor failure/SVP failure SIM (73XXYY) and/or forcible volatile warning
(BFD31X) may occur during this work. Just complete them, when the work is finished.

» The forced outage and restarting procedure of volatilize has 2 varieties. The range of
volatilizing of SIM is different between "Procedure-A" and "Procedure-B". Follow the
instruction of T.S.D. to do "Procedure-A" shown in “26.2 Forced outage & restarting
procedure of volatile (Procedure-A)” (TRBL26-60) or to do "Procedure-B" shown in
here.

* Do not change location of MAIN Blades after turning off the PDU breakers because loss
of user data or configuration information may be caused.

» Confirm that the VOJP Switch of the CL1 MAINTENANCE Switch and the CL2
MAINTENANCE Switch on the SVP is not set to ON (lower position) before performing
the operation. Performing the operation with the VOJP Switches set to ON will result in
loss of user data. Refer to the LOCATION SECTION (LOCO03-100), and make sure the
VOJP Switches are not set to ON.

« After this Operation was completed, please refer the MICRO-FC SECTION
(MICROOQ7-10), and re-perform Config Version Up with the media of the version same
as Config on the device by all means.

a. Display theinitial screen of SVP according to “1. How to Operate the SVP (PC)” (SVP01-10)
of the SVP SECTION.
Refer to “3.1.5.3 Attachment/Removal Procedure of LAN Cable for CE Laptop PC”
(INST03-01-150) for the procedure of attachment, removal, and connection of the CE Laptop
PC.

b. Select (CL) [Maintenance] button in the ‘SVP window to display ‘Maintenance’ window.
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C.

Check whether there is any blinking part in all MAIN Blades, CFMs and batteries installed in
the device.

<When there is a blinking part>
Try this procedure again after recovering the problem part, except when other instructions exist
from T.S.D.

<When there is no blinking part or the recovery of all the problem parts is completed>
Select (CL) [Exit], close ‘Maintenance’ window, and go to the next section.

Refer to the SVP SECTION (SVP01-160), and turn off the power supply of the SVP.

Turn off the PDU breakers that are connected to the DKC.
— Refer to Fig. 26.1-1 on TRBL26-20.

Turn off the PDU breakers that are connected to the DB.
— Refer to Fig. 26.1-2 on TRBL26-30.

Confirm all the LEDs of the MAIN Blades were turned off referring to LOCATION SECTION
(LOCO03-30). It takes about 40 minutes in maximums by the time all the LEDs are turned off.
— Ifany LED is still lit, stop the procedure and contact the T.S.D.

Refer to the LOCATION SECTION (LOCO03-100), and set the VOJP Switch of the CL1
MAINTENANCE Switch and the CL2 MAINTENANCE Switch on the SVP to ON (lower
position).

Turn on the PDU breakers that are connected to the DB.
— Refer to Fig. 26.1-3 on TRBL26-40.

Turn on the PDU breakers that are connected to the DKC.
— Refer to Fig. 26.1-4 on TRBL26-50.

After system is ready, take an interval of 60 seconds or more, then confirm the SIM-

RC=BFD31X is reported.

— If SIM-RC=BFD31X is not reported, there is a possibility that the VOJP Switch of the
CL1 MAINTENANCE Switch and the CL2 MAINTENANCE Switch on the SVP is not
set to ON (lower position). Recheck the VOJP Switches referring to the LOCATION
SECTION (LOCO03-100).
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m. Refer to the LOCATION SECTION (LOC03-100), and set the VOJP Switch of the CL1
MAINTENANCE Switch and the CL2 MAINTENANCE Switch on the SVP to OFF (upper
position).

n. If SIM-RC=FFCEOX, FFCFYX, or 6100-02 is reported, there is a possibility that user data and
configuration information were lost. Isolate failed parts.

p. Complete all SIM-RC=BFD31X.
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27. Recovery procedure for LDEV Blockade by the effect of microcode error

(SIM = 3A0XYY)

( START )

T.S.D. cdl.

Execute the operation directed
by T.S.D.

Arethere any blocked MP?

No

Yes

Execute the dummy replacement of MPB.

(Refer to REP03-11-10.)

Arethere any blocked LDEV?

No

Yes

Execute the normal restoration of LDEV.

(Refer to SVP02-870.) (*1)

END

*1. Delete [TrueCopy / Universal Replicator / Shadowlmage / Volume Migration / Thin
Image] pairsthat use the LDEV before restoring the LDEV.
After the recovery flow completes, create pairs again.
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28. Recovery procedure for Abnormal End of Dump Tool (SIM = 7C0400)

( START )

ABEND of DumpTool with SIM occurrence.

Verify that there is no connection from SN,
and reboot SVP.

Verify the setting of System Option Mode 31.

Is System Option Mode 31
set to ON?

Set System Option Mode 31 to OFF.

;

END
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29. Procedure when SIM = FEOOXX Is Generated

If this SIM is reported, the battery charge level is below 25% and the system iswaiting for start up.
It takes a maximum of 85 minutes until the battery charge level becomes 25% or more.

For details, see THEORY 02-111.

Did the system become
ready within 85 minutes from when
the SIM was reported?

END T.SD. cdll
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30. Procedure when SIM = FE0O2XX Is Generated

If this SIM is reported, the battery charge level is below 50% and the system operatesin cache
through mode. It takes a maximum of 50 minutes until the battery charge level becomes 50% or
more. SIM = FEOQ1XX is reported when the battery charge level becomes 50% or more.

For details, see THEORY 02-111.

Was SIM = FE01X X
reported within 50 minutes from when
SIM = FE02XX was reported?
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31. Recovery Procedure When No Charging of FMD Occurs (SIM = 50EXYY)

( START )

*1: SIM =50EXYY

Doesthe FMD ACTIVE LED No

of the FMD concerned blink
at low speed?
Yes
Has the dummy replacement No
been done less than 3 times since SIM (*1)
for the FMD concerned
was generated?
Yes Have 90 minutes or more
passed since thefirst SIM (*1) for
Wait 10 minutes. the FMD concerned
was generated?
Do adummy replacement of the FMD
specified by SIM (*1). (Refer to REP01-250) Wait until 90 minutes or more have passed
since SIM (*1) was generated.
Hasthe FMD
concerned been restored? Do a glummy replacement of the FMD
specified by SIM (*1). (Refer to REP01-250)
Yes
Yes Hasthe FMD

concerned been restored?

Complete the SIM. (Refer to SVP02-590)

END Replace the FMD
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32. Recovery procedure when Flash Module Drive micro-program version
warning occurs (SIM = 50F000)

The firmware on the Flash Module Drives installed in the storage system has not been updated.
Update the firmware on the Flash Module Drives to the latest one by following the flowchart below.

Be aware that LDEV high-speed formatting will result in LDEV |ow-speed formatting if executed
without updating the firmware.

( START )

Check the version of the firmware on the
FMDsinstalled in the storage system.

Replace the firmware on the FMDs.
(See MICROO01-10)

Has FMD
firmware update been
completed normally?

Complete the SIM.
(See SVP02-590)

i Follow the instructions
of MICRO06-90.
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33. Failure recovery of Encryption License Key

33.1 Recovery procedure when acquisition failure from key management server
(SIM = 661000)

Key acquisition from key management server at the time of DKC start isfailed. Encryption volume
can’'t access. Communication with the key management server and transfer to DKC of the key are
necessary for restoration. Please restore the acquisition and the encryption volume of the key than
the following procedures.

(1) Connection with the key management server
Key acquisition from key management server at the time of DKC start isfailed. Please confirm
that SV P and the connection with the key management server are established from [ Sever
Configuration Test : Check] of Edit Encryption Environmental Settings of Storage Navigator.

(2) Key acquisition from key management server
If the connection with the key management server is confirmed, please carry out Retry Key
Encryption Key Acquisition than Encryption Key screen of Storage Navigator, and, please
perform the reaccession of key.

(3) Recovery of the device
Please go the dummy replacement of all encryption DKB sequentially. Please confirm that the
encryption volume is restored.
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33.2 Recovery procedure of DKB failure when restoring Encryption Keys

If the latest Encryption Keys have not been restored for the reason that Certificate Encryption Keys
have been rekeyed after the backup, encryption DKB may be blocked.
Please execute not the dummy replacement but the replacement under technical support division’s

guidance.
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34. Quorum Disk Error Recovery

When you use HAM, Hardware error sometimes causes Quorum Disk error.
This document explain the Quorum Disk error and how to recover it.
Following reports indicate Quorum Disk error occurrence.

» SIM report of Quorum Disk Blocked occurrence

Table 34-1 Quorum Disk SIM REF. CODE

SIM REF. Meaning Remarks
CODE
DEFO-XX | Quorum Disk Blocked XX : Quorum Disk ID
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34.1 Recovery Procedure for Quorum Disk Blocked (SIM = DEFOXX)

SIM = 21DO0XY/EFD000? No
Execute aexternal devices error recovery
(TRBL14-50).
Did recovering external No
devices succeed?
Please take the DKC dump.
Check the SIM log for HAM Pair of i

Quorum Disk ID = XX.
T.SD. cal.

Judge whether it is P-VOL or S-VOL
referring to <Procedure of judging while
itis operated with P-VOL or S'VOL> in
“5.5 Recovery Procedure for HAM Error”
(TRBL05-220).

No

ItisP-VOL?

Yes

Execute Resync for P-VOL referring to
“5. TrueCopy/HAM Error Recovery”
(TRBLO05-10).

END
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35. Quorum Disk creation failure Recovery

When you use HAM, changing system configuration sometimes causes Quorum Disk creation

failure.

This document explains the Quorum Disk creation failure and how to recover it.

(Quorum Disk creation Failure >

Did a support personnel changes
the system configuration on the MCU and RCU
where HAM pairs have been created?
(See INST05-90)

Yes

Was the volume in the external storage
system for the Quorum Disk formatted?

Yes

No

No

Please take the DKC dump.

J

Format the volume in the external
storage system for the Quorum Disk.

Was Quorum Disk redefined?

No

Yes

Redefine the Quorum Disk.

Please take the DKC dump.

END

( TSD.cdl )
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