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1. Introduction

In most IT environments performance is vital, especially for SAN Infrastructures. To keep
the performance high it is also vital to have actual and past performance numbers to know
about changes in the environment and see trends. For environments with HTnM, HIAA or
HDCA most of these numbers can be accessed there, but not all. Additionally if a strange
behavior (on performance or other) occurs, it is always good to have performance export data
at hand for a Service Request.

This document shows, how to setup the HiCHperfpkg scripts for
G1500/G1000/G800/G600/G400/G200/VSP/HUS-VM/USP-V/USP-VM. This should be
done on the SVP or if required on a Windows management server. With this script we have
the possibility to collect and store more than the usual 24 hours of minutely performance
data. If you are using the hdsioportal service the performance data will be transferred https
(or scp) to hdsioportal.com.

The performance package (HiCHperfpkg) is part of te Hitachi software suite (HiCH) and
developed/maintained by the swiss service development group (Switzerland GSS SME
Service Development).

The script uses functionality from the standard performance export tool. This export tool
should be used only once per system, so we have to make sure that the performance data isn’t
exported from different places (on the SVP and/or management servers). Ask the customer
and/or the appropriate system engineer if there are other environments that collect already the
performance export data. If so, ask about the quantity of exports the customer keeps. We
want to store at least 30 days.

To have a successful test run of the script, the performance monitor has to be enabled for

least 12 hours. If you a implementing the script at installation time of an enterprise system,
make sure you can enable the performance monitor as soon as possible.
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2 Performance gathering on an enterprise storage system

It is required for every enterprise storage system to collect the performance data. This section
is for the customer engineers to setup this collection correctly.

2.1 Prerequisites

2.1.1 HiCHperfpkg

The latest version of the HiCHperfpkg — script is always on the loop. Check regularly if there
is a newer version. You can find the script via Sharepoint Toolbox.

Download the latest compressed file to your notebook. The name of the file should be in the
following manner: HiCHperfpkg_v%x%.%Yy%.zip

2.1.2 Performance Export Tool

The performance export tool is part of the microcode collection (CD 3). If a new microcode
is installed to the enterprise system, you have to check if there is the need to update the
export tool. The export tool can be downloaded on TISC (Technical Information Service
Center - http://usindtisc01.corp.hds.com/techpubs/OrderProcess/index.cfm)

Techmical We need to accept the described terms to
[T — () Configuration Information Documents Menu H
ragement O Customer Sofmere Uptates Onder Foom get further. Select Microcode to get to the
Q Engineering Change Motifications (Approved) neXt Step
O FCB Hardware Order Form
(O HDS Customer Documentation Comments Form
(O HiSource Home Page (CD-ROM passwords/fixes) Ple_a.ise make a selection:
O ICS Tracking System () Hardware Management Information Base
) Internal Software Order Form ® Microcode/Firmware/Drivers (Storage, Server)

() Software Downloads

) Microcode Matrices (Orderable Levels) -
() Technical Information/Documentation (download/orders)

() Microcode Order Form

) Microcode/Software Kit Structures (eBOM) O _Tools Download
(0 San Diego Shipping Request Form

) Software/Tools Order Forms

(O Technical Information/Documentation (download/orders)
® The Download Center (TDC)

) View/Order CD-ROMs

We need to select the appropriate enterprise system. e.g. for a VSP it is DKC710 (HDS VSP).
Additional we select ‘Available Microcode’:

Select a Hardware Product: |DKC710 (HDS VSP) v
And one item below:

O Microcode Matrix
® Available Microcode/Firmware/Drivers (Storage, Server)
(O SVP Security Updates

Select the already or to be installed microcode, e.g. for 70-06-02 it is MC-VSP-104. We need
the ‘R700 Virtual Storage Platform Document & Programs DVD’ e.g. for the microcode 70-
06-02 it is PK-VSMC103-104:
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Product Contents:
Comp t Number |Comp t Version Remarks
1|PK-VSMC101-104 R700 Virtual Storage Platform Microcode DVD 70-06-02-00/00-M173 DVD
2 | PE-VSMC102-100 R700 OS5 CD#2 for SVP 70-06-00/00 CD-ROM
3 |PK-VSMC103-104 R700 Virtual Storage Platform Document & Programs DVD 70-06-02-00/00-m178 70-06-02-00/00-m178 DVD

Download the image file to your notebook. Open the iso-file with an adequate tool to get the
following folder: ‘Tools_Pack\ExportTool\win_nt\’. Within this folder you should find the
file ‘export.exe’.

Datei Start Freigeben  Ansicht

~ 4 | « ExportTool » win_nt v | ¢ | win_nt durchsuchen 2

=

gam DVD-Laufwerk (E)D ™[] Name
| ECN
| Manuals
| Tools_Pack
| CFLCLItool
| CNF_TOOL
| ExportTool
I UNIX

L. win_nt

‘ = exportEXE

1 Element

Copy this file on your notebook. Extract the content of ‘export.exe’ by executing the file. Let
the files to be saved on a place on your notebook like c:\temp\.

Install Directory:

Ic:\temp| Reference...

[~ Start Menu
[T Set Class

Cancel |

In the extract we should find a folder named ‘lib’. This folder will be used in the installation
part:

Start Freigeben Ansicht v e

~ 1 ) « Temp » export v ¢ export durchsuchen R

»

& Lokaler Datentrager [] Name

Tem =
‘ . | lib
command.txt
RsdRmiSSLkey
- runUnix.bat 04.03.20
-l runWin.bat 04.03.20

}. export

v <
5 Elemente 1 Element ausgewahit

Hitachi Vantara Confidential: Authorized Use Only 5



You can ignore any install warning from the ‘export.exe’-file you’ll get.

2.1.3 Java

If you are using a management server you need install the latest java version.
See http://www.java.com/en/download/manual.jsp

2.1.4 Perl

If you are using the SVP of G800/G600/G400/G200 or a management server you need install
the latest perl version.
See: http://www.activestate.com/activeperl/downloads

2.1.5 Management server (hardware) - optional

A management server is only required if the performance data does not get collected on the
SVP. Additional to the Memory for the OS (e.g. 1 GB for Windows) + 1 GB RAM per disk
subsystem is needed when the collection runs parallel.

Example: If there are 4 systems at the customer, you will need to ask for 5 GB RAM,
although 6GB is better)
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2.1.6 CCI (RAID manager with raidcom/horcm)

This software is needed if you want to collect detailed raidcom configuration information.
Please always install the latest version of CClI into the default path (C:/HORCM). Otherwise
you need to disable the raidcom collection in the config file (per default raidcom collection is
enabled).

See Tisc:

The Download Center

Back to Download Center menu

Available Software Downloads

Select a Product: v
And/Or Program Product Name: Hitachi Command Control Interface (RAID Manager} v
And/Or Version:

Search Clear

Take the latest version (or at least the according version as stated on the ECN of the
Microcode):

PR p . A . ECN DKC810I-M006-4 :
g X 1404 31-03/07 W . ELM DRLD L2 4121714
|KT CCIR001-00 |ZUTCCIR 140400 |01 31-03/07 | Hitachi Command Control Interface for RAID Software Distribution Library |ECN DKC8 10110065 |04 21114 |
Product Contents:
Component Update - .
Humber Set 1D Component \Version Remarks|Filename MD5

Hitachi HUS VM/VSPG1000/VSP/USP VAVIM/USP/MNSC/I900v/9900 Command Contral
Interface Software Distribut

1HCD-I][IHSI342-E1 UXCCI-140400 01-31-03/07|CD-ROM |HS042_61 is0|1ce30df§a87a9631e06cfadcd2efoal

Pantart- Praduct Qanicas

You can run C:\HORCM\etc\pairdsplay —h to see the current installed Version of CCI.

C¥Windows¥system32¥cmd.exe [_[Ofx]

jons] for HORC

ORC [muntt ]
f o]
[t]
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2.2 Preparation of the environment

2.2.1 Enable Performance Monitoring

You need to configure/check the Performance Monitoring on the enterprise system to get
performance data extracted with the export tool. Connect to the StorageNavigator 2 and select
at the Explorer the Menu ‘Performance Monitor’:

Explorer

Storage Systems

Performance Monitor

@ Performance Monitor

Administration

At the Summary we can see if the monitoring is en- or disabled:

Performance Monitor Performance Monitor
Parformance Monitor Performance Monitor
Manitaring Switch Dizsbled Monitoring Switch Enzbled
sample Interval - Sample Interval 1 Minute(s)
If the monitoring is already enabled and set to
If the monitoring is disabled you need to 1min sample interval, you have to check that
enable it. This can be done with: the ‘right’ data is selected to monitor.

| Edit Monitoring Switch J

A Edit Monitoring Switch ol x

Edit Monitoring Switch

1.Edit Monitoring Switch > 2.Confirm

Set Monitoring Svitch settings and click Finish to confirm.

Menitering Switch: (a) Enzble () Disable
sample Interval: 1 v | Minute(s)
‘ [ 4Back | [ wextp || Finish || Cancel || Help |

We use 1min sample interval.

As minimal Configuration you have to select the CUs. On the ‘Monitored CUs’ Tab use the
button ‘Edit CU Monitor Mode’ (not needed for HUS-VM/G600/G400/G200)

Ilnnitnred(:ljs Monitored WWNs I

[ Edit CU Manitor Mode |

In the Wizard we select all CUs that have LDEVs within and click ‘Add’:

‘A Edit CU Monitor Mode

Edit CU Monitor Mode

O X

To b
View CU Matrix al

= Mo Cus list. Not . mova CUs to the Unmonitorad CUs list. Sslact by Parity Groups allove you to salact CUs in the Parity Group.
ns you to check Monitored CUs. And click Finish to confirm.

Monitored CUs:
Unmonitored CUs Monitored CUs
R Filter | ) ON (=) OFF | Select Al Pages || Options w |[M|[¢t| 1 71 [m|[n] R Filter () ON () OFF | Select All Pages | Options w |[W|[«] t 71 [w|[n]
Currsnt

cu Number | Curren . cu Humbar Current
of LDEVs Monif ode ‘ Add p of LDEVs Monitor Mode
3z Enal
Enal
4 Remove
E |
Ei
£ [~ |
Selected: 22 of 255 Select by Parity Groups Selected: 0 of O View CU Matrix
Back || Hext H Finizh Il Cancal “ Help ]
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Important: Only 64 CUs can be handled with interval 1 on a VSP / G800 / G1000 / G1500.

If less than 64 CUs have LDEVs, then take some of the following CUs that had LDEVs
which are now empty to include growth.

Additionally you can add Host WWNs on the ‘Monitored WWNSs’ Tab. To add WWNs use
the button ‘Edit CU Monitor Mode’:

Monitored CUs Monitored WWWHNs

|_Edit WWHN Moniter Mod= |

In the Wizard select the WWNSs and click ‘Add’:

X Edit WWN Monitor Mode 0o x

Edit WWN Monitor Mode

1.Edit WWN Monitor Mode >

To monitor WWNs, move WWHNs to the Monitored WWNs list. Not to monitor WWNs, move WWNs to the Unmonitored list, and click Finish to confirm.

Monitored WWNs:

Monitored WS
A Filter () ON (o) OFF | Select All Pages | | Options w ”E\ \1__1\1_ It |£\ \E A Filter () ON (o) OFF | SelectAll Pages | | Options w JE|E\1_ f1 E\ E\
Port 1D HBA WWH WWN Name Sunent = Port 1D HBA WWH WWH Name Sugent et

= s Monitor Mode | Status
10000000C98381BC
10000000C983818D =
10000000CI90CSFA Ena
10000000CI90CSFA Ena
10000000C990CSFB Ena
10000000C990CSFB En
10000000C990CSFB En
cLi-e 0000000000003FFF hix_3FFF Disabled Normal
cLz-8 0000000000003FFF hx_3FFF Disabled Normal
Selected: 7 of 137 Selected: 0 of O
L Back H Next “ Finish H Cancel H Help |

Important: Only 32 WWNSs per port are possible to add.
If more than 32 WWNs are used per Port, take the most important ones. If it is a new system

without any hosts attached the list will be empty as no WWNs are logged in at this point of
time.
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2.2.2 Create new group and users for performance export

If the Performance Monitor Settings are done you need to create a new User Group and User
to collect the Performance Data.

1. Create new group

To do this select on the Explorer the Menu To create a new User Group click on the
‘Administration’ and then click on ‘User button ‘Create User Group’.
GI‘OllpS’. l Create User Group J

Storage Systems

Performance Monitor

Administration
T
%;Adm\'nistrator User Group
%Audit Log Administrator (View & Modify) User Group
%}Audit Leg Administrator (View Only) User Group
%Seturitv Administrator (View & Modify) User Group
%} Security Administrator (View Only) User Group
%Storage Administrator (View & Modify) User Group
%)Storage Administrator (View Only) User Group
%;Support Personnel Group

&y, system User Group
PmResour:e Groups

i_&Encrvption Keys

This will start the create User Group Wizard. Enter the name ‘Performance Monitoring
Group’ and click ‘Next’:
A Create User Group : [ ¢

Create User Group HITACHI

1.Create User Group > 2.Assign Roles > 3.Assign Resource Groups > 4.Confirm

This wizard lets you create a user group. Enter 2 name of the user group you want to create,
and click Check to confirm whether the name is available or not on the external authentication server. Click Next to add roles to this user group.

User Group Name: Performance Monitoring Group I ‘ Check

(Max. 64 Characters)

I 4 Back ‘ Next p r Finish ] Cancel Help

Add the Role ‘Storage Administrator (Performance Management)’ to the user group. Select
to role and click ‘Add’ then click ‘Next’:
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| A Create User Group O x

Create User Group / HITACHI

rce Groups > 4.Confirm

1.Create User Group > 2.Assign Roles

To assign roles to the user group, select roles from the Unassigned Roles list and dick Add. Click Next to assign resource groups to the user group.

« Filter |_) ON (s OFF [ Select All Pages H Options w J@@ 1 /1 [E][E] Selact All Pages

Rola la Raole la

Audit Log Administratar (View & Modify) Storage Administratar (View Only)

Audit Log Administrator [View Only)

Security Administrator (View & Modify)

Security Administrator (View Only)

Storage Administrator (Initial Configuration)

Storage Administrator (Local Copy) 4 Remove
e ——

Storage Administrator (Provisioning)

Storage Administrator (Remots Copy)

Storage Administrator (System Rescurce Management)

Support Personnel

Selected: 1 of 11 Selected: 0 of 1

4 Back Next b Finish Cancel Help

In the next Step you have to add a resource group. Add the default resource group
‘meta_resource (0)’ and all other if available (e.g. for G1000 ). Then click ‘Finish’:

] # Create User Group

Create User Group @ HITACHI

1.Creats User Group > 2.Assign Roles > 3.Assign Resource Groups = 4.Confirm

When All Resource Groups Assigned is No, select resource groups from the Unassigned Resource Groups list and click Add to assign resource groups to the user group.
Click Next to add users to the user group or Finish to confirm.

All Resource Groups Assignad: Ho

Unassigned Resource Groups Assigned Resource Groups
4 Filter (_) ON (s) OFF [ Salact &ll Pages H Options w J@@ i /1 E]E] Salact 2l Pages

Rescurce Group Number of Number of Numbar Number of Number ¢ Resource Group Number of Mumber of Mumber
Name (ID) Usar Groups Parity Groups of LDEVs Ports Host Groy Name (1D) User Groups Parity Groups of LDEVs

4 Remaove

) m ] L m ] ]

Selected: 1 of 3 Selected: 0 of O Detail
Next Task Option ¢ Continue to Add Users 4 Back Next Finish Cancel Help
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2. Create new users

With the new created group you can create a new user within. Select the new group and click
on ‘Create User’:

> Administration

Performance Monitoring Group

User Groups > Performance Monitoring Group

Last Updated : 2012/10/07 18:33 IR m

Number of Roles

2
Number of Resource Groups 1
Number of Users o
User Group Type Use ted
All Resource Groups Assigned Mo

m Roles | Resource Groups |
A Filtker () ON (s) OFF Select All Pages Options w @@ 1 /1 E]E]
User Name 1a | Account Status Authentication User Type ﬁ”mb:’ of
v P

Selected: 0 of O

Create User ] | change Psssword | | Edit user || More Actions

A new wizard for the creation of the user starts.

2 new users must be created - “ioportal” and “ioportalrest”. If you do not have 2 different
users the collections will cause errors.

The password is created like ‘ioportal%companyname%’ e.g. for HDS it is ‘ioportalhds’.
There must be at least 6 characters (A-Z,a-z,0-9,-,_)for the password. Make sure that the
authentication is set to local. To create the user click on ‘Finish’:

User: ioportal

Create User

1.Create User > 2.Confirm

Set values for the new user account and click Finish to confirm.

User Name: ioportal

(Max 256 Characters)

Account Status: (=) Enable (] Disable
Authentication: (=) Local i) External
Password: = =00 ¥EEEEs

(& - 256 Characters)

Re-enter Password: I w

4 Back Next Finish Cancel ?
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User: ioportalrest

Create User

1.Create User

Set values for the new user account and click Finish to confirm.

User Mame: ioportalrest
[Max 256 Characters)

Account Status: f\:/': Enable i\_/': Disable
Authentication: |'\:';| Local 'l\_,;' External
Password:

[& - 256 Characters)

Re-enter Password:

4 Back MNext b Finish Cancel 7

Important: The password should be in lower case.
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2.3 Installation
The HiCHperfpkg consists of these scripts:

e ppsetup
This script is doing the setup interactively (on the SVP) for HiCHperfpkg. It creates

the config files, command txt files, bat files and schedules the task.

e ppcollect
This script is responsible to gather the performance data from the enterprise storage
system and store it into a zip/tar.gz-file

e pptransfer [This is only needed if ioportal service is in place]
This script is responsible to transfer the collected data from ppcollect via https or scp
to the defined target (*.hdsioportal.com)

e ppmonitor
This script is responsible to check the collected data from ppcollect and sends an
email if it does not get collected accordingly

e pp_<SN>.bat or pp_log.bat
This script is the wrapper script. This batch script first starts ppcollect script and
afterwards pptransfer.

e extractVMIOstats
This script is responsible to gather the performance data from a vcenter server.
(This is optional and currently in a test phase).
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2.3.1 How To Install

1. Preperation of the environment (see steps above)
[ HiCHperfpkg, Export tool libs, Java, Perl, CCI, Performance Monitoring, Performance
User, CU setting, etc.]

2. Copy & unpack HiCHperfpkg
a. on SVP of G1500/G1000/VSP/HUS-VM/USP-V to d:\

b. on SVP of G800/G600/G400/G200 to c:\

When you decompress the HiCHperfpkg_vX.Y.Z.zip-file it should like this:

= Local Disk (D:) _ O] x| |—
" —

OK)V LJ - Computer - Local Disk (D:) - - ml Search Local Disk (D) lﬂ
Organize * 5 Open v  hlew Folder == - E;l @

. Favorites plans Date madified Type | Size | |

B Deskiop | Dat 08.01.2015 11:59 Filz: Folder
& Downloads

| Fowizard 11.05.2015 14:18 File Falder
1l Recent Pl L
= Recent Places |HT CB 26.05.201512:13  File falder
o e . Keys 26.01.201507:15 File Folder
7 Libraries
=] Documents b HicHperfokg_v7.1.1 04.07.2015 14:03 Compressed (zippe. ..
J’ PMusic
= Pictures ll Extract Compressed (Zipped) Folders [ x|
£
E Wideos U 1, Extract Compressed (Zipped) Folders

L

I Computer Select a Destination and Extract Files L
—a Local Disk (C2)

\_u Local Disk (D) Files will be extracted to this falden
s BACKUP (E3)

I D:\HiCHpeerkgl Browsse.., |
e Removable Disk (F:)

¥ Con CHZRH-MERMSTS

W Shows extracted files when complete

G‘ﬂ Metwork

J HicHperfokg_v7. 1.1 D
Compressed (zipped) Folder

N comel_|
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§ HiCHperfpkg [ 3 |
%h.-m-mmm-m- = &y [search )
Organize ~ i% Views I@
Favarite Links e I'I ST I'I Type I'I B I'I
.. bin 04.07.201515:12  File Folder
El Documerts . data 04.07.201515:31  File Folder
E Pictures . doc 10.05.201511:45  File Folder
@ Music J etc 04.07.201515:12  File Folder
More L. lib 04.07.201515:10  File Folder
L. log 05.07.201500:27  File Folder
Folders v | spoal 04.07.201523:55  File Folder
| Public |=]
=118 Computer
&, Local Disk ()
= = Local Disk (D7)
. Dat
=R HiCHperfpkag
, bin
| data
doc
etc
) lib
log
) spool
, HTCBE
old
rd j
] 7items
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3. Copy export tool library to D:/HiCHperfpkg/lib/lib_<SN> directory

Bib M= ||
.~ -
GL)O |— ~ Computer + Local Disk (D:) = HiCHperfpkg = b = - m I Search lib [.']
Organize »  Include inlibrary +  Mew Folder = + O @
St Favorites Mame = Date modified Type | Size | "
B Desktop L lib_S0679 04.07.2015 14:36 File falder
& Downloads

rodules 04.07.2015 14:36 File: Folder
=l Recent Places

L Libraries
| Documents
J? Music
=/ Pictures

E Wideos

1% Computer
(—a Local Disk {C:} r
\_u Local Disk (D}

—a BACKUP (E:)
o Removable Disk (Fi)
¥ Con CHZRH-MERMSTS

‘h Nebwork,

2 items

Important:
With G1000/Gx00 micro code version 3 (Version 80-03-01/00 and higher) the behavior

of export tool changed. There is only 1 file (“JSanExportLoader.jar”) left. The other files
can be deleted in the lib_SN folder.

If this micro code and its corresponding lib is in place there is no need for manual lib

directory updates with new microcode anymore as they get automatically downloaded
from the SVVP for every export tool run.
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4. Copy & install latest CCI (RAID Manager) version (from WIN NT - RMHORC_X64)

IMPORTANT:
You have to follow steps described in chapter 3.3.2.2 “Update CCI Version on SVP”
to install/upgrade CCI.

5. Copy & install latest Perl (this is needed on SVP of G800/G600/G400/G200)

in32-x64-2989
13

{iF ActivePerl 5.20.2 Build 2001 (64-bit) Setup

Custom Setup

Select the way you want features to be installed. AI:“HGSIalE

Click on the icons in the tree below to change the way features will be installed.

ActiveState ActivePerl is a

e Perl guality-assured distribution of
FEM Perl and other value-additions
=zuch as PFM, Perl for ISAFI, and
PerlScript.

. Drocumentation
E— Examples

This feature requires OKEB on
wvour hard drive. It has 4 of 4
subfeatures selected. The
subfeatures require 83MB on
wvour hard drive.

Location: C:\Perlgd), Browse |

Reset Disk Usage < Back Mext = Cancel |
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i‘,w_!,'- ActivePerl 5.20.2 Build 2001 (64-bit) Setup

Choose Setup Options

Choose optional setup actions. Aﬂli"ESla'e

[¥ Add Perl to the PATH environment variable
[¥ Create Perl file extension association

[¥ Create .pl script mapping for Perl

< Back Mext = Cancel

6. Start command line interface as Administrator

..... ks
~y J Maokepad 3 ] - !
—
—
H —
Open
= @l Fun as adminiskrator R
[ Getting Ste i
= | Pin to Taskbar (i
Pin ko Start Menu Documents
Calculator i
Remove From this lisk Pictres E:
! Zonneck bo Properties e
Computer R
Sicky Mokes
Conkral Panel
% Snipping Tool
Devices and Printers
(e ﬁ Paink
= Cefault Programs
_,{A 2PS Viewer » :
Adminiskrative Tools L
/
‘25.'4 Windows Fax and Scan Help and Support
Run...
* all Programs
Search programs and files [‘_"] Log off | Fl —
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7. Run Setup D:\HiCHperfpkg\bin\ppsetup.pl and enter your values.

If the customer does not have ioportal service please chose <0 (Collect "Performance &
Config Info" only).

Example, when you chose “0”:

C:\HiCHperfpkg\bin>ppsetup.pl

## HiCHperfpkg - Performance Package Setup

0) collect "performance & Config Info" only

1) collect "Performance & Config Info" & upload to hdsioportal.com
2) collect "vMIO Info" & upload to hdsioportal.com

10) Update configuration files to HiCHperfpkg v8.0.x

Choice (0/1/2/10): O

Please provide storage subsystem related information first...

Enter storage type (G1500/G1000/G800/G600/G400/G200/VSP/HUSVM/USPV)
Type: G1000

Enter serial number of storage subsystem
Serial#: 50679

Enter IP address of storage subsystem (SvP)
IP adress: 10.70.5.145

Enter user name of "export tool & raidcom” that runs data collection
User name: ioportal

Enter password of "export tool & raidcom” user
Password: ioportalhds

Enter user name of "REST API" that runs data collection
User name: ioportalrest

Enter password of"REST API" user
Password: ioportalhds

Provided settings

- Type: :"G1000"

- Serial# :"50679"

- SVP IP address :"10.70.5.145"

- Export tool user name :"ioportal"

- Export tool password :"ioportalhds"
- REST API user name :"ioportalrest"

- REST API password :"ioportalhds"

Are these setting correct (y/n): y

Checking for config file ...
- config file: C:\HiCHperfpkg\etc\pp_50679.conf successfully created.

Checking for command.txt file ...
- command.txt file: C:\HiCHperfpkg\etc\G1000_command_50679.txt successfully created.

Checking for batch file ...
- batch file: C:\HicCHperfpkg\bin\ppwrapper_50679.bat successfully created.
- scheduled task for C:\HiCHperfpkg\bin\ppwrapper_50679.bat successfully created.

Setup successfully completed.
Please press any key to exit ...

Thank you, goodbye
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Example, when you chose “1”:

D:\HiCHperfpkg\bin>ppsetup.pl

## HiCHperfpkg - Performance Package Setup

0) collect "performance & Config Info" only

1) collect "Performance & Config Info" & upload to hdsioportal.com
2) collect "vMIO Info" & upload to hdsioportal.com

10) update configuration files to HiCHperfpkg v8.0.x

Choice (0/1/2): 1

Please provide storage subsystem related information first...

Enter storage type (G1500/G1000/G800/G600/G400/G200/VSP/HUSVM/USPV)
Type: G1000

Enter serial number of storage subsystem
Serial#: 50679

Enter IP address of storage subsystem (SvP)
IP adress: 10.70.5.145

Enter user name of "export tool & raidcom” that runs data collection
User name: ioportal

Enter password of "export tool & raidcom” user
Password: ioportalhds

Enter user name of "REST API" that runs data collection
User name: ioportalrest

Enter password of"REST API" user
Password: ioportalhds

Provided settings

- Type: :"G1000"

- Serial# :"50679"

- SVP IP address :"10.70.5.145"

- Export tool user name :"ioportal"

- Export tool password :"ioportalhds"
- REST API user name :"ioportalrest"

- REST API password :"joportalhds"

Are these setting correct (y/n): y

Please provide upload related information ...

Enter transfer mode (ssh/https) to hdsioportal.com
Transfer mode: https

Enter HTTPS token
HTTPS token: 123BDdzrn7AGWIOw3fYYYYYYYYEOFuhcx48ty2MTglsyiNUwnre

Do you use a HTTPS proxy (y/n): n

Provided settings
- Transfer mode : "https"
- HTTPS token 1 "123BDdzrn7AGWIW3fYYYYYYYYEOFuhcx48ty2MTglsyiNuwnre"

Are these setting correct (y/n): y

Checking for config file ...
- config file: D:\HiCHperfpkg\etc\pp_50679.conf successfully created.
- config file: D:\HiCHperfpkg\etc\pp_log.conf successfully created.

Checking for command.txt file ...
- command.txt file: D:\HiCHperfpkg\etc\G1000_command_50679.txt successfully created.

Checking for batch file ...
- batch file: D:\HiCHperfpkg\bin\ppwrapper_50679.bat successfully created.
- scheduled task for D:\HiCHperfpkg\bin\ppwrapper_50679.bat successfully created.

- batch file: D:\HiCHperfpkg\bin\ppwrapper_log.bat successfully created.
- scheduled task for D:\HiCHperfpkg\bin\ppwrapper_log.bat successfully created.

Setup successfully completed.
Please press any key to exit ...

Thank you, goodbye
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8. Verify configuration files and scheduled tasks

Organize *  Incdudeinlbrary +  Share with *  New folder

e

i Favorites =t Date modified
B Desktop . examples

4 Downloads | key 6/17/20155:51PM  File folder
5 Recent Flaces
= || 51000_command_50573 7/5/2015 4153 PM

Type Size

7/5/2015 11:34 AM File folder

Text Document JKB
. | . :
- Libraries 14| pp_50679 7/5/2015 419 PM CONF File
3 Documents
J'u Music
&=/ Pictures

2 videos

3KB

1M Computer
& os(c)
HDS
HiCHperfpkg
HORCM

@ Task scheduler

File Acton View Help

ke Al ol
@ Task Scheduler (Local)
[ Task Scheduler Library

MName
(B HiCHperfpkg 50679

Triggers

MNext Run Time Last Run Time | L4
Ready Multiple triggers defined 752015 12:04:00 AM  Mewver

|

"General Triggers |Actions| Condi‘tionsl Settingsl History (disabled)l

When you create a task, you can specify the conditions that will trigger the task.

. To change these triggers, open the =
task property pages using the Properties command.
| Trigger | Details Status
Daily At12:04 AM every day Enabled
Daily At12:04 PM every day Enabled

9. That’s it.
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2.4 Test the Installation

To test the installation we just have to start the scheduled task. To do so we right click on the
created task and click on run:

—

Dizable
Export...
Properties
Delete

After you started the task, the task ‘Last Run Result’ states ‘The Task is currently running.
(0x41301)’:

Last Run Result

The task is currently running. [0x41301)
Additionally the task will show a new window called ‘taskeng.exe’:

@ taskeng. exe O] x]
> S=10-10_11-20-36  ## Targe 0, Tot: i

013-10-10_11-20-36  ### End zathering PPCGIMIN data

3=10-10_11-20-36  ##it Start gathering parity group data

3-10-10_11-20-36  ### Tars

Total = 1,508

)

3-10-10_11-20-36 4l +---+---bm-mmtmmobm oo mbm oo oo oo

If the task has finished successfully the ‘Last Run Result’ changes to ‘The operation
completed successfully. (0x0). This may take several hours to finish.

Last Bun Result

The operation completed successfully. [0x0)

Important: All other numbers stated in the ‘Last Run Result’ are errors and need to be
checked.
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Last step is to send the first export data to the CH Performance Group to crosscheck the
configuration. You can right click the folder ‘HiCHperfpkg, goto ‘Send To’ and there to
‘Compressed (zipped) Folder’ to compress the whole directory:

& Local Disk {D:)

G\ )v LJ = Computer ~ Local Disk (D:) «

Organize ¥ 5 Open  Includeinlibrary +  Mew Folder

‘v Favarites Marne = Date modified Type Size
Bl Desktop . Dat 05.01,2015 1159 File: Folder
4 Dowrloads | Fowizard 11,05,2015 14118 File Folder

.
= Recent Places

B HicHperfpkg 04.07,2015 14:36 File folder

5 Libraries HTCE gz::in o windan 26,05.2015 12:13 File Falder
3 Docurments  Keys Restore previous versions 26.01.2015 0715 File Folder
,J‘, Music J shredding Include in library 3 14,07.2015 10033 File folder
=] Pictures send to (zipped) Folder
B videos Qb Bl Deskkop {create shartcut)

- Ty EDocuments

1M Computer ;-s|Fax recipient
(—w Local Disk (C:) Create shartcut I Mail recipient
w Local Disk (D:) Delete e FeEmvable Disk (F1)

) BACKUP (E:) [REmEImS ]
e REmovable Disk (F:) Properties

¥ C on CHZRH-MERNSTS
¥ Fon CHZRH-MERMNSTS
¥ G on CHZRH-MERNSTS

Mail this compressed folder to CHPerformanceGroup@hitachivantara.com
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3 Additional information & configuration options

3.1 Configuration file settings (pp_<SN>.conf)

Normally the default settings when using “ppsetup” is fine. However you can change the
behavior of the scripts within the config files.

File location: “.\HiCHperfpkg\etc\”.
Storage system: pp_<serial number>.conf
Logfiles: pp_log.conf (only needed when transferring data to hdsioportal.com)

VMIO: pp_vmio.conf (only needed when transferring VMWare data to hdsioportal.com)

Section variable Value Description
[main] pp_mode defauTt: Defines the 0S (operating system) mode. Currently onTy
windows “windows” is supported
No other values Setting a value is mandatory.
supported
ppcoTTect_system def%y1t: Defines the storage system modeT.
n/a
Setting a value is mandatory if:
Supported values: - using ppcollect
G1500 - using pptransfer and “pptransfer_sourcedir = defaultraid”
G1000
G800
G600
G400
G200
VSP
HUSVM
USPV
ppcolTect_serial defiy1t: Defines the storage system serial number.
n/a
Setting a value is mandatory if:
example: - using ppcollect or
50679 - using pptransfer and “pptransfer_sourcedir = defaultraid”
ppcoTTect_exporttooTTib defauTt: Defines the Tib directory of the export tool fiTes.

Tib_<serial number>

It is looking for this directory in “..\HiCHperfpkg\Tib\”.
Example: D:\HiCHperfpkg\1ib\1ib_50679

example:
1ib_50679 Setting a value is mandatory if:
- using ppcollect or
- using pptransfer and “pptransfer_sourcedir = defaultraid”
ppcoTTlect_keepdays defgg1t: Defines the days for how Tong the zip files will be kept.

Supported values:
0-n

Setting a value is mandatory if:
- using ppcollect

ppcollect_Togkeepdays

default:
60

Supported values:
0-n

Defines the days for how Tong the Tog files will be kept.

setting a value is mandatory if:
- using ppcollect

ppcoTTect_memoryxmx defauTt: Defines the memory used for export tooT.
1073741824
Setting a value 1is mandatory if:
- using ppcollect
ppcoTTect_coTTection defauTt: Defines the colTection mode.
7 There are 7 different collection modes:
1 = export tool only
Supported values: 2 = raidcom only

1-7 3 = REST API only
4 = export tool + raidcom
5 = export tool + REST API
6 = raidcom + REST API
7 = export tool + raidcom + REST API
Setting a value 1is mandatory if:
- using ppcollect

pptransfer_method defauTt: Defines the method how to transfer the data to
https hdsioportal.com (or defined target value).
Supported values: https: using https as transfer method

off (https token key required - see below)

https ssh: using ssh as transfer method

ss (ssh private key required - see below)

off: turning transfer off
The preferred method is “https”.

setting a value is mandatory if:
- using pptransfer

Hitachi Vantara Confidential: Authorized Use Only

25




pptransfer_sourcedir defauTt: Defines the directory which contains the data that shouTd
n/a be]trgnsferred to hdsioportal.com (or defined target
value).
Supported values:
defaultraid defaultraid: should be used per default for all storage
defaultlog systems. The installer ppsetup is also using it.
defaultvmio

d:\path\to\dir

?efau]t]og: should be used per default for transferring the
0gs.

Defaultvmio: should be used per default for transferring
the vmio data.

Beside of the defaults, any path can be used as value.

Setting a value is mandatory if:
- using pptransfer
pptransfer_Togkeepdays defauTt: Defines the days for how Tong the Tog fiTes will be kept.
60
Setting a value is mandatory if:
Supported values: - using pptransfer
0-n
Section variabTe vaTue Description
[raidcom] ppcoTTect_ccicoTTectionT defauTt: Defines how many raidcom data get colTected
evel 0
0: full (partial + SI, TC, HUR per port)
Supported values: 1: partial (minimum + host group)
0 2: minimum (resource, pool, snapshot, ldev, port, parity
1 group)
2
Setting a value is mandatory if:
- using ppcollect
ppcolTect_commanddevice default: Defines the command device type IP or FC (fibre channel)
IpP in the horcm file.
Supported values: Note: When using “FC” you must map command devices
IP
FC Setting a value is mandatory if:
- using ppcollect
ppcolTect_ccidir defauTt: Defines the CCI HORCM directory.
C:\HORCM
Setting a value is mandatory if:
Supported values: - using ppcollect
d:\path\to\dir
ppcoTTect_horcmdirprefix ﬁefau;t: Defines the prefix of the raidcom colTection directory.
orcmdir
Setting a value is mandatory if:
- using ppcollect
Section variabTe vaTue Description
[restapi] ppcoTTlect_restapiusr defauTt: Defines the user for REST API requests.
n/a Important: It must be a different user than export tool /
raidcom user (from command txt)
example:

ioportalrest

Setting a value is mandatory if:
- using ppcollect

6tFXTguSNsD1r4ve3_G
i3KMwFdz4ee3

ppcolTect_restapicryptpw defauTt: Defines the password of REST API user for REST API
d n/a requests.
Important: The password must be encrypted, otherwise it
example: will fail. Please see chapter 3.4 “Update REST API

password” for details.

setting a value is mandatory if:
- using ppcollect

ppcoTTect_restapicolTect
jonlevel

defauTt:
0

Supported values:
0

Defines how many REST API data get colTlected
(no difference yet implemented)

0: full (a11)

1: partial (all)

2: minimum (all)

1
2 Setting a value is mandatory if:
- using ppcollect
ppcolTect_restapidirpref defauTt: Defines the prefix of the REST API colTlection directory.
1X rest
Setting a value is mandatory if:
- using ppcollect
ppco11ect_rqﬁtap1protoco d%fau1t: Defines REST API protocol.
ttps
Setting a value 1is mandatory if:
Supported values: - using ppcollect
ttp
https
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Section VariabTe VaTue Description
[ssh] pptransfer_username defauTt: Defines the ssh user name for the data transfer to
n/a hdsioportal.com
example: You get this user name from
companyname CHPerformanceGroup@hitachivantara.com for hdsioportal.com
Setting a value is mandatory if:
- using pptransfer and “pptransfer_method = ssh”
pptransfer_keyfiTe defauTt: Defines the ssh private key file for the data transfer to
n/a hdsioportal.com. The public key is stored on the portal.
example: You can either create the public and private yourself
id_dsa.customer.ppk (see section “SSH key”) and provide the public key as
described to CHPerformanceGroup@hitachivantara.com or you
can request a private key from
CHPerformanceGroup@hitachivantara.com (less secure).
Setting a value is mandatory if:
- using pptransfer and “pptransfer_method = ssh”
pptransfer_remotehost defauTt: Defines the remote ssh server for the data transfer.
ftp.hdsioportal.com
Setting a value is mandatory if:
- using pptransfer and “pptransfer_method = ssh”
pptransfer_remotedir defauTt: Defines the remote ssh server directory for the data
incoming transfer.
Setting a value is mandatory if:
- using pptransfer and “pptransfer_method = ssh”
pptransfer_pscppath defauTt: Defines the path to putty’s pscp.exe.
putty\pscp.exe
Setting a value is mandatory if:
- using pptransfer and “pptransfer_method = ssh”
pptransfer_pTinkpath defauTt: Defines the path to putty’s pTink.exe.
putty\plink.exe
Setting a value is mandatory if:
- using pptransfer and “pptransfer_method = ssh”
Section variabTe vaTue Description
[https] pptransfer_token defauTt: Defines the https token for the data transfer to
n/a hdsioportal.com
example: You get this https token from ioportal@peaq.ch or

123BDdzrn7AGWIw3fYYYYY
YYYEOFuhcx48ty2MTglsyi

CHPerformanceGroup@hitachivantara.com for
hdsioportal.com

NUwnre
Setting a value is mandatory if:
- using pptransfer and “pptransfer_method = https”
pptransfer_proxyserver defauTt: Defines a proxy server for the data transfer to
n/a hdsioportal.com
example: This 1is optional and only needed if the customer uses
proxy.company.com a _proxy server.
pptransfer_proxyprotocol defauTt: Defines a proxy server for the data transfer to
n/a hdsioportal.com
example: This 1is optional and only needed if the customer uses
https a special proxy server protocol.
pptransfer_proxyport defauTt: Defines a proxy server for the data transfer to
n/a hdsioportal.com
example: This 1is optional and only needed if the customer uses
8443 a special proxy server port.
pptransfer_proxyuser defauTt: Defines a proxy server for the data transfer to
n/a hdsioportal.com
example: This 1is optional and only needed if the customer uses
myuser proxy server authentication.
pptransfer_proxypwd defauTt: Defines a proxy server for the data transfer to
n/a hdsioportal.com
example: This 1is optional and only needed if the customer uses
mypassword proxy server authentication.
pptransfer_proxyoptions default: Defines curl / proxy options for the data transfer to
n/a hdsioportal.com
example: This 1is optional and only needed if the customer
--proxy-ntim requires any special proxy/curl options.
pptransfer_remoteserver defauTt: Defines the remote https upload server for the data

www. hdsioportal.com

example:
demo.hdsioportal.com
emea.hdsioportal.com

transfer.

Setting a value is mandatory if:
- using pptransfer and “pptransfer_method = https”

pptransfer_remotepath

default:
file_upload/store_file

Defines the remote https upload server directory for
the data transfer.

Setting a value is mandatory if:
- using pptransfer and “pptransfer_method = https”
pptransfer_curTpath defauTt: Defines the path to curT.exe.
curl\curl.exe
Setting a value is mandatory if:
- using pptransfer and “pptransfer_method = https”
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Section VariabTe VaTue Description
[monitor] ppmonitor_switch defg#gt: Defines if monitoring is enabTed or not.
o
on: enable monitoring
Supported values: off: disable monitoring
on test: test monitoring (sending test email)
off
test
Note: Setting this value to “on” or “test” is not
enough to enable monitoring. You must additionally
configure the corresponding bat file (see section
“Monitoring”)
Setting a value is mandatory if:
- using ppmonitor
ppmonitor_mailrelay defauTt: Defines the mail reTay (smtp server).
mail.company.com
Setting a value is mandatory if:
example: - using ppmonitor
mail.company.com
ppmonitor_emailrecipient defauTt: Defines the email recipient(s). More than 1 recipient
recipient@company.com must be coma separated.
example: Example:
recipient@company.com Recipientl@company.com,recipient2@company.com
Setting a value is mandatory if:
- using ppmonitor
ppmonitor_emailsender defauTt: Defines the email sender (email “from” field).
sender@company .com
Setting a value is mandatory if:
example: - using ppmonitor
sender@company.com
ppmonitor_runsperday defauTt: Defines the collection runs per day. It checks if this
2 amount of log files. If there are more or less an
email will be sent.
Supported values:
0-n Setting a value is mandatory if:
- using ppmonitor
ppmonitor_Togkeepdays defauTt: Defines the days for how Tong the Tog fiTes will be
60 kept.
Supported values: Setting a value is mandatory if:
0-n - using ppmonitor
ppmonitor_transfercheck defauTt: Defines if the successful transfer should be checked
on or not. Use it only in combination with hdsioportal
service.
Supported values:
on Setting a value is mandatory if:
off - using ppmonitor
Section Variable VaTue Description
[zip] ppcolTect_zipmethod defauTt: Defines the compressing method. Either zip (with 7zip)
zip or tgz (tar.gz) 1is used.
Supported values: Setting a value is mandatory if:
zip - using ppcollect
tgz
ppcolTect_zippath defauTt: Defines the path to the zip tooT.
7-ZipPortable\7-
Zip\7z.exe Setting a value is mandatory if:
- using ppcollect
ppcolTect_archivedir defauTt: Defines the prefix of the archiving directory.
saves
Setting a value is mandatory if:
- using ppcollect
Section VariabTe VaTue Description
[java] ppcolTect_javaexecutab defauTt: Defines the java executabTe. You shouTd add the java
le java directory to the default path.
Setting a value is mandatory if:
- using ppcollect
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Section VariabTe VaTue Description
[Tog] ppcoTTect_exporttoolTo defauTt: Defines the prefix of the export tool Tog fiTe.
gprefix Tog
Setting a value is mandatory if:
- using ppcollect
ppcoTTect_TogTevel defauTt: Defines the Tog Tevel of ppcolTect.
normal
Setting a value is mandatory if:
Supported values: - using ppcollect
normal
debug
pptransfer_TogTevel defauTt: Defines the Tog Tevel of pptransfer.
normal
Setting a value is mandatory if:
Supported values: - using pptransfer
normal
debug
ppmonitor_TogTlevel defau]%: Defines the Tog Tevel of ppmonitor.
norma
Setting a value is mandatory if:
Supported values: - using ppmonitor
normal
debug
Section VariabTe VaTue Description
[features] pptransfer_maxentries defauTt: Defines the maximum entries (transferred files) in the
1000 spooling list file (pptransfer_spoolinglistfile).
Setting a value is mandatory if:
- using pptransfer
#pptransfer_deTetefiTe (normalTy %Pmmented DeTete files old than x days.
s out
default: Normally ppcollect and the variable
0 “ppcollect_keepdays” is takin? care of de]etin% old
data. However sometimes ppcollect runs on a different
Supported values: server than pptransfer. Then pptransfer can take care
0-n of deleting the source file with this variable.
0 = nothing gets deleted
1 - n = delete files old than x days
Example value:
7 = delete all files older than 7 days in the source
folder
This 1is optional and should be used with care.
Therefore it commented out per default.
Section variabTe vaTue Description
[spooTling] pptransfer_spooTingprefix defa*]t: Defines the prefix of the spooling directory.
spooling
Setting a value is mandatory if:
- using pptransfer
pptransfer_spooTingTistfiTe defauTt: Defines the spooTling Tist fiTe which keeps track of

spooling_Tlist.txt

transferred files. It contains the file names of
transferred files.

setting a value 1is mandatory if:
- using pptransfer

pptransfer_spooTingsuffix

defauTt:
tgz,zip,log

Defines the suffixes of files which wilT be
transferred from source directory (defined in
variable pptransfer_sourcedir).

The suffixes must be coma separated.

Setting a value is mandatory if:

- using pptransfer
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Section VariabTe VaTlue Description
[maindir] pp_bin deﬁfy]t: Defines the path of the bin directory.
in
Example: “..\HiCHperfpkg\<defined valued>\".
Setting a value is mandatory. You should actually never change this.
pp_data deZau]t: Defines the path of the data directory.
ata
Example: “..\HiCHperfpkg\<defined valued>\".
Setting a value is mandatory. You should actually never change this.
pp_etc defauTt: Defines the path of the etc directory.
etc
Example: “..\HiCHperfpkg\<defined valued>\".
Setting a value is mandatory. You should actually never change this.
pp_doc detfu1t: Defines the path of the doc directory.
oc
Example: “..\HiCHperfpkg\<defined valued>\".
Setting a value is mandatory. You should actually never change this.
pp_Tib defﬁ%;t: Defines the path of the Tib directory.
1
Example: “..\HiCHperfpkg\<defined valued>\".
Setting a value is mandatory. You should actually never change this.
pp_Tog defﬁu1t: Defines the path of the Tog directory.
og
Example: “..\HiCHperfpkg\<defined valued>\".
Setting a value is mandatory. You should actually never change this.
pp_spool defaulﬁ: Defines the path of the spooT directory.
spoo
Example: “..\HiCHperfpkg\<defined valued>\".

Setting a value 1is mandatory. You should actually never change this.
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3.2 Monitoring (ppmonitor) - optional

The ppmonitor script is part of the HiCHperfpkg. It is responsible to check if the ppcollect
script collected the performance data accordingly and optionally pptransfer transferred the
data. Afterwards it sends an email if there was an issue. It is optional to configure ppmonitor.

Copy file HiCHperfpkg\bin\examples\ppmonitor_SN.bat to
HiCHperfpkg\bin\ppmonitor_SN.bat.

Rename the file according to the serial number.

Orignal file name: ppmonitor_SN.bat

New file name: ppmonitor _<serial number>.bat

Example: ppmonitor _50679.bat

Open the file.

" g ™y
/| ppmonitor_SN.bat - Notepad E@g
File Edit Format View Help
fecho off I

rem
rem
rem Script: ppmonitor_<SN>.bat

rem Author: mMaik Ernst (maik.ernst@hds.com), HDS
rem Date: 2015-07-24

rem
rem
rem set STRING=<S5ERIAL NUMEER>

rem === MONITORING ===

rem G:'developmentHicHperfpkg'bin\ppmonitor.pl -c pp_%STRINGX. conf

Delete “rem” at the beginning of the following lines and change the parameters
accordingly to your environment.

e Serial number

Line:
rem set STRING=<SERIAL NUMBER>

to
set STRING=<SERIAL NUMBER>

Set the STRING variable to the serial number of the system you would like to monitor.

Example:
set STRING=50679

e  Script path

Line:

rem G:\development\HiCHperfpkg\bin\ppmonitor.pl -c pp_%STRING%.conf
to

G:\development\HiCHperfpkg\bin\ppmonitor.pl -c pp_%STRING%.conf

Set correct script path.
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Example how it should look like:

L —
T R

File Edit Format View Help

@echo off -
fem
rem
rem Script: ppmonitor_<SN=.bat

rem Author: Maik Ernst (maik.ernst@hds.com), HDS
rem Date: 2015-07-24

rem
rem
set STRING=56079

rem === MUNLIUKLNG ===
D:\HiCHperfpkg'bin'ppmonitor.pl -c pp_%STRINGX. conf

4

e Scheduled task

Please create a separate scheduled task which starts after all collections for that day
of the defined serial number has been finished! Otherwise you will get false errors
messages via email.

Example with 2 runs a day:

“VSP SN 540609 collect/transfer” starts daily at 00:05am and finishes at 03:30am
“VSP SN 54069 collect/transfer” starts daily at 12:05pm and finishes at 3:30pm

Then the task...

“VSP SN 54069 monitor” should start daily not before 4:30pm (1 hour buffer to

3:30pm)

It is recommended to start it at 10pm to have enough hours as buffer between the last
collect finished and monitoring starts.
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3.3 Update HiCHperfpkg

3.3.1 Update steps
3.3.1.1 HiCHperfpkg

1. Copy and overwrite files

If there is a new version of HiCHperfpkg available you can normally update the software by
replacing the following files with the newer ones.

Favorite Links

07062011 09:40  File Falder
Documerts 10.04.201410:28  File Folder
E| Pictures 20.04.2M5 0756  File Folder
ni bl Lazic: j RarCC 270920111325 File Folder
Mare o j RMHORC_+E64 19.09.2013 0959 File Folder
| shredding 24.08.2011 1227 File Folder
Falders v SNMF‘LITIL.EXE 250719965 2200 Application 11 KR
U HTCE 260520151211 File Folder
B Desktop . HitHperfpka 040720151510 File Folder
- raid-admin .
| Public
e
=
w
-
=
&
<
C
€ Re -

eate Host G
eate LDEYs
d LUM Paths
eate Pools

d External
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| Confirm Folder Replace b |

This destination already contains a folder narmed 'bin',

If any files have the same names, you will be asked if you want to replace
those files,

Do wou still want ta merge this folder

hin
Date created: 04.07,2015 15:10

-

weith this one?
hin
Type: File Folder
Date modified: 05.07.2015 13:10

- /

¥ Do this for all current iterns (6 found)

opy File

There iz already a file with the zame name in thiz location.
Click the file you want to keep

Copy and Replace
Replace the file in the d
pcollect
= _.1"| I 4

Don't copy
Mo files will be changed. Leawve this fle in the destination folder:

ppcollect_pl
ppcollect [D-¥HICHpertpl.gébin)
@ Size: 42.8KB
Date modified: 05.07.201513:30

Copy. but keep both files
The file you are copying will be renamed “"ppoollect [2).pl"

¥ Do this for the next 134 conflicts Skip | Cancel I

That means you can keep you configurations files and scheduled tasks as they are.

NOTE: This is possible from Version 7.0 and higher.
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2. Create new user for REST API collection
(required when updating from version 7.x.X to 8.x.X)

Select the existing performance monitoring group and click on ‘Create User’:

> Administration

Performance Monitoring Group

User Groups > Performance Monitoring Group

Last Updated : 2013/10/07 18:35 LRt

Number of Roles

2
Number of Resource Groups 1
Number of Users o
User Group Type Use ted
All Resource Groups Assigned Mo
m Roles | Resource Groups |
4 Filter () ON (s) OFF | Select All Pages Options w @@ 1 /1 @@
User Name 14 | Account Status Authentication User Type ﬁ”";b‘:’ ”L

Selected: 0 of 0

Create User ] | changs Psssward | | Edit User || Mors Actions

A new wizard for the creation of the user starts.

Choose a username e.g. “ioportalrest”.

The password is created like ‘ioportal%companyname%’ e.g. for HDS it is ‘ioportalhds’.

There must be at least 6 characters (A-Z,a-z,0-9,-,_)for the password. Make sure that the
authentication is set to local. To create the user click on ‘Finish’:

User: ioportalrest

Create User

1.Create User

Set values for the new user account and click Finish to confirm.

User Name: ioportalrest

[Max 256 Characters)

Account Status: =) Enable (] Disable
Authentication: =) Local (] External
Password:

(& - 256 Characters)

Re-enter Password:

4 Back MNext b Finish Cancel ?

Important: The password should be in lower case.
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3. Start command line interface as Administrator

) ks
.'_:] Mokepad k .
—
i Open
e @ Fur as adminiskrator . .
[ Getting Sta e
_' Fin ta Taskbar (
Fin to Start Menu Documents
Calculator i
Remave From this lisk Pickures E:
! Connectta  properties le
Computer LR
Sticky Mokes
Conkral Panel
% Snipping Toal
Devices and Printers
(2% /j Paint
i Default Programs
_{‘\ #PS Yiewer - ;
Adminiskrative Toals b

‘;&!i Windows Fax and Scan Help and Support

Run...

» Al Programs Windows Security

Search programs and files @ Log off | Pl
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4. Run setup D:\HiCHperfpkg\bin\ppsetup.pl.

Please chose “10” (Update configuration files to HiCHperfpkg). This will update the
configuration files with the latest parameters if required.

D:\HiCHperfpkg\bin>ppsetup.pl

## HiCHperfpkg - Performance Package Setup

0) collect "Performance & Config Info" only

1) collect "Performance & Config Info" & upload to hdsioportal.com
2) collect "vMIO Info" & upload to hdsioportal.com

10) update configuration files to HiCHperfpkg v8.0.x

Choice (0/1/2/10): 10

Starting the upgrade procedure conf file...

- Config file found: D:\HiCHperfpkg\etc\pp_54068.conf
Add Tine: # l=export tool only, 2=raidcom only, 3=REST API only,
Add 1ine: # 4=export tool + raidcom, 5=export tool + REST API,
Add 1ine: # 6=raidcom + REST API, 7=export tool + raidcom + REST API
Add Tine: ppcollect_collection = 7

IMPORTANT IMPORTANT IMPORTANT

Create a NEW USER for REST API collection in the same user group as for export tool &
raidcom collection.

Using the same user for raidcom and REST API will cause errors. Details see install
manual (chapter 3.3.2.1).

Enter user name of "REST API" that runs data collection
User name: ioportalrest

Enter password of"REST API" user
Password: ioportalhds

Provided settings .
- REST API user name :"joportalrest”
- REST API password :"ioportalhds"”

Are these setting correct (y/n): y

Add 1ine: [restapi]

Add 1ine: ppcollect_restapiusr = ioportalrest

Add Tine: # The password must be encrypted. Details see manual.
Add Tine: ppcollect_restapicryptpwd = 6tFXTguSNsD1r4ve3_Gi3KMwFdz4ee3
Add Tine: # 0=full, 1=partial ,2=minimum

Add Tine: ppcollect_restapicollectionlevel = 0

Add Tine: ppcollect_restapidirprefix = rest

Add Tine: # http, https

Add Tine: ppcollect_restapiprotocol = https

Delete line: # on, off, raidcomonly

Delete line: ppcollect_ccicollection = on

Change Tine: # [G1000/G800/G600/G400/G200/VSP/HUSVM/USPV]

To 1ine: # [G1500/G1000/G800/G600/G400/G200/VSP/HUSVM/USPV]
Change 1ine: pptransfer_maxentries = 360

To line: pptransfer_maxentries = 1000

Deleting D:\HiCHperfpkg\etc\pp_54068.conf

Deleted D:\HiCHperfpkg\etc\pp_54068.conf

Recreate D:\HiCHperfpkg\etc\pp_54068.conf

Recreation D:\HiCHperfpkg\etc\pp_54068.conf finished

- config file found: D:\HiCHperfpkg\etc\pp_log.conf
Already up to date. Nothing to do.

Starting the upgrade procedure command txt...

- Config file found: D:\HiCHperfpkg\etc\G1000_command_54068.txt
Already up to date. Nothing to do.

Setup successfully completed.
Please press any key to exit ...
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NOTE: This is possible from Version 7.3 and higher.

Please also check the “Trouble shooting” section and chapter “User rights of directories”
when you are copying directories!

5. HiCHperfpkg upgrade finished.
Go on with chapter 3.3.2.2 “Update CCI Version on SVP”.
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3.3.1.2 Update CCI Version on SVP

It is a very important step to upgrade CCI (RAID manager) on the SVP regularly. The best
case would be when you do it after every microcode update. It is absolutely necessary to
upgrade CCI when upgrading the HiCHperfpkg.

e (G1500/G1000/VSP /HUSVM CCI upgrade
o Download latest CClI software and copy to SVP

o Backup/Copy the file C:/Windows/horcmO.conf to
C:/Windows/horcm0O.conf.original

o Stop HORCMO service in “Services”
This is a very important step as it stops the horcmgr.exe for the virtual CMD.
If you don’t stop it various CCI files will not get upgraded which causes
raidcom errors.

0 services = S
File Action Wiew Help
e |mlc=Edm > » = un
Select anitem to view ts description. Name =+ | Deseription | Status | Startup Type [ LogGn As | |
. Disk Defragmenter Provides Di... Manual Local System
{ Distributed Link Tracking Client Maintains i Disabled Local System
' Distributed Transaction Coordi. Coordinate... Disabled Network Service
(. DN Client The DMS CL.. Started Automatic Network Service
. Embedded SMI-5 Provider Started Automatic Local System
. Encrypting File System (EFS) Provides th,.. Manual Local System
(. Extensible authentication Prot. The Extens.. Manual Local System
CiFax Enables yo Disabled Nebwork Service
“. Function Discovery Provider Host  The FDPH... Disabled Local Service
. Function Discovery Resource ... Publishes t.., Disabled Local Service
i aroup Policy Client. The servic.,..  Started Automatic Local System
(. Health Key and Certificate Man... Provides x... Manual Local System
(. Hi-Track Dump Web Host Contrals th...  Started Aukomatic Local System
. Hi-Track Site Manager This servic...  Started Automatic Local System
o HirTrack SYP Agent This servic...  Started Automatic Local System
. HomeGroup Listener Makes local... Disabled Local System
(. HomeGroup Provider Petfarms n Disabled Local Service:
A HORCMO Started Aukomatic Local System
. Human Interface Device Access  Enables ge. .. Disabled Local System
. IKE and AuthIP IPsec Keying M... The IKEEX... Manual Local System
2 Intel{Ry PROSet Monitoring Ser... The Intel(R... Started Automatic Local System
(. Interactive Services Detection Enables us.. Disabled Local System
C Internet Conmection Sharing (I... Provides ... Disabled Local System
1P Helper Provides bu,..  Started Automatic Local System
. IPsec Policy Agent: Internet Pr... Started Manual Nebwork, Service
. kkmRm For Distributed Transac,.. Coordinate... Manual Nebwork, Service
“% Link-Layer Topology Discovery ... Createsa... Disabled Local Service
- Microsoft .MET Framework MGE... Microsoft ... Manual Local System
. Microsoft \MET Framework NGE... Microsoft ... Manual Local System
. Microsoft \NET Framework NGE. .. Microsoft ... Automatic {Dv.,  Local System
S P LR SVE HgET I S SErYIL,, . Judrieg LU gL LuLdl 2ysLei
% Homedroup Listener  Makes local. .. Disabled Local Syskem

Performs n... Dizabled
Started

Local Service

Local Sy

Aukomatic

: Enables ge... Disabled Local Sys  2tart

CAIKE and AURIP IPs...  The IKEEX. .. Manual Local Sy I
“oIntelRr) PROSeE Mo... The InteliR... Started Aukomnatic Local 5ys  Pause

“.. Interactive Service... Enables us... Disabled Local Sys  REsUmE

. Internet Conmectio..,  Provides n... Disabled Local Sys  Restart

5 IP Helper Provides tu,..  Started Aukomnatic Local Sys Al Tasks »
£ IPsec Palicy Agent Internet Pr... Started Manual Network,

C KtmRm for Distribut,., Coordinate. .. Manual Metwork,  Refresh

Lo Link-Layer Topolog... Createsa... Disabled Local Ser Properties
L Microsoft JMET Fra... Microsoft ..., Manual Local Sys

Lo Microsoft (MET Fra...  Microsaft ..., Manual Local Sys Help

‘. Microsoft \MET Fra..., Microsoft ..., Autormatic (0., Local System
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o Make sure no horcmgr.exe is running anymore and if so kill them in the
Windows Task Manager with “End Process Tree”

ﬂ;lWindows Task Manager =] E3

Fle Options WYiew Help

.Applications Processes |Services I Performance I Metworking I Users I

Image Mame =~ | User Mame | CPU | Memary §... | Descripkion | ;I
HiTrackDumptwebHost.exe SYSTEM oo 3,704 K HiTrackDu...
M e

harcmgr . exe SYSTEM oo 1,552K horc_ ‘pen Fils Location

harcmar, exe SYSTEM 0o 1,540K horc End Process

haremgr.exe METWO. .. oo 340K

harcmar, exe SYSTEM 0o 1,536 K horc pepug

harcmar, exe SYSTEM 0o 1,540K horc)  ac Yirtualization

horcmgr . exe SYSTEM Juli] 1,536 K horc  create Dump File

haremgr.exe SYSTEM oo 1,532 K horc

horemar.exe SYSTEM 00 1L536K horg oot Priority i’

horcmgr.exe SYSTEM oo 1,536 K hore oot Affinity...

harcrgr.exe SYSTEM oo 1,536 K  hare Properties

haremgr.exe SYSTEM oo 1,536 K hore gopg Service(s)

harcrgr.exe SYSTEM oo 1,536 K horamgr————————————

haremgr.exe SYSTEM oo 1,532 K horcmgr

horcmgr . exe SYSTEM oo 1,536 K horcmgr

haremgr.exe SYSTEM oo 1,532 K horcmgr

horcmgr. exe SYSTEM oo 1,536 K horomgr

haremgr.exe METWO. .. oo 344K horcmgr

httpd.exe *32 SYSTEM oo 3,720K  ApacheH...

httpd.exe *32 SYSTEM oo 8,032K ApacheH...

iisexpress, exe *32 SYSTEM oo 22,916 K IS Expres...

iisexpresstray exe ¥32 SYSTEM oo 7,744 K IIS Expres..,

inetinfo.exe SYSTEM oo 5, 760K Internet ...

IPRCSetMonitar, exe SYSTEM Juli) 1,608 K Inkel® PR...

inch2rann ava #37 SND nn 1 20 inch2raan LI
¥ show processes From all users End Process |

|Pr0cesses: 150 CPU Usage: 1% Physical Memory: 32% 4

o Install CCI Software to default directory
Important:
Do not uninstall the old version, just do an install.
Otherwise the file C:/Windows/horcmO.conf gets deleted which causes
raidcom not to run anymore. In this case see also chapter 4.5.

RAID Manager for WindowsNT /164 Setup

Choosze Destination Location

Select folder where Setup will inzstall files,

Setup will inztall BAID Manager for WwindowsM T fx64 in the following folder,

To install to thiz folder, click Mext. To install to a different folder, click Browse and zelect
another folder.

Desztination Folder

CAHORCH Browse... |

InstallEhield

< Back I MHest > I Cancel |
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o Start HORCMO service in “Services”

S Hi-Track Dump Web, .. Controls th.,.  3Starked autarmatic Local Svskem
Lo Hi-Track Site Manager  This servic,,.  Started Automnatic Local Syskem
Lo Hi-Track 5P Agent This serwic,,.  Started Automnatic Local Syskem
Lo HomeGroup Listener  Makes local. . Dizabled Local Syskem
Lo HomeGroup Provider  Performs n... Cisabled Local Service

S IHORCMO Bukornakic Local tem

SopHumnan Interface On.. Enables ge... Disabled Local Sysk |
54 IKE and AuthIP IPs...  The IKEEX... Manual Local Syst Stop

Lo InkeliR) PROSeE Mo, The IntellR... Started Automatic Local syst Fause

Lo Interactive Service,..  Enables us... Disabled Local Syst  Resume

L4 Internet Connectio...  Provides n... Disabled Local Syst  Resbart

L5 IP Helper Provides tu... Started Aukomatic Local Syst m
Lo IPsec Palicy Agent Internet Pr... Started Manial Mebworks
S KkmRm for Distribut, .. Coordinate. .. Maral Metwaork = Refresh

Lo Link-Laver Topolog...  Creates a ... Disabled Local Serw i

o ) Properties

S Microsoft \MET Fra...  Microsoft ..., Marual Local Sysk

Sy Microsoft \MET Fra...  Microsoft ..., ranual Local Syst Help

S Microsoft \MET Fra..,  Microsoft ..., Automatic (0., Local Swskem

ZF MicemenFE BIFT Fra PicememFE Aibarmskie T I ezl Suckarn

o Reboot SVP

o Finished
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e (G800 /G600 /G400 /G200 CCl upgrade

o Download latest CCI software and copy to SVP

o Make sure no horcmgr.exe is running anymore and if so kill them in the
Windows Task Manager with “End Process Tree”

iEwindows Task Manager =]
File Options Yiew Help

'F\pplications Processes |Services | PerFormanceI Tebworking | Users I

Irmage Mame = I User Mame I CPL I Memary €. .. I Descripkion I :I

HiTrackDumpebHost, exe SYSTEM it} 3,704 K HiTrackDu. ..

horcmg M P e

harcmar.exe SYSTEM a0 1,532K horg  pen il Location

horcrmgr. exe SYSTEM oo 1,540K hott  End Pracess

horcmgr.exe METWD, ., i} 40K

horcrmgr e SYSTEM oo 1,536 K hore pebug

horcmgr.exe SYSTEM alu] 1,540K horc  [Jac Yirtualization

horcrmgr. exe SYSTEM oo 1,536 K hott  Create Dump File

horcmgr.exe SYSTEM ao 1,532k horc——

horcmagr.exe SYSTEM oo 1,536k horg oot Prioriy g

horcmar.exe SYSTEM oo 1,536 K horg oot ARy

horcmar.exe SYSTEM i} 1,536 K  horc Properties

horcmgr.exe SYSTEM a0 1,536k horc gotg Service(s)

horcmgr.exe SYSTEM it} 1,536 K horormgr

horcmgr.exe SYSTEM a0 1,532 K  horcmgr

horcmgr.exe SYSTEM it} 1,536 K horcmagr

horcmgr.exe SYSTEM a0 1,532 K  horcmgr

horcmgr.exe SYSTEM it} 1,536 K horcmagr

horcmgr.exe METWHO, .. a0 344 K horcmgr

httpd, exe *32 SYSTEM i} 3,720K  ApacheH...

httpd. exe *32 SYSTEM a0 8,032 K ApacheH...

iisexpress exe *32 SYSTEM Jul] 22,916 K IISExpres...

iisexpresstray . exe ¥32 SYSTEM Jul] 7,744 K 115 Expres...

inetinfo.exe SYSTEM Jul] 5, 760K InternetI...

IPROSetMonitar, exe SYSTEM Jul] 1,608 Intel® PR..,

inch3man ava #37 Lt ] nn 1 2A0 K ek 3rnan LI
I Shaw processes from all users End Process |

|Pr0cesses: 150 |CPU Usage: 1% Physical Memory: 32% S
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o Install CCI Software to default directory

RAID Manager for WindowsNT /x64 Setup

Choose Destination Location

Select folder where Setup will inztall files.

Setup will ingtall B&ID Manager for Windowsh T f264 in the following falder.

T inztall to this falder, click Mest. Tao install bo a ditferent folder, click Browse and select
another folder.

C:5HORCH Browsze. .. |

|' Destination Falder

[rztallEhield

¢ Back | MHext = I Cancel |

o Reboot SVP

o Finished
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3.4 Update REST API password

If you would like to update your REST API password in the configuration file
(pp_<serial>.conf) you have to run the following script to get the encrypted password.

D:\HiCHperfpkg\lib\modules>c.pl -e <your password>
ENCODED: 6tFxTguSNsD1r4ve3_Gi3KMwFdz4ee3
G:\development\HiCHperfpkg\1lib\modules>

Add it to pp_<serial>.conf )
ppcollect_restapicryptpwd = 6tFxTguSNsD1r4ve3_Gi3KMwFdz4ee3

3.5 Get Version

You can find the version of the package itself and of each script in the release notes.
See: ..\HiCHperfpkg\doc\releasenotes.txt

Example:
HiCHperfpkg
Author: Maik Ernst (maik.ernst@hds.com)

Date: 2016-11-26
Version: 8.0.2

consists of:

bin/ppsetup.pl v1.3.2
bin/ppcollect.pl v5.0.2
bin/pptransfer.pl v2.3.0
bin/ppmonitor.pl v1.6.0
Tib/modules/HiCHpp_RAIDCOM.pm v2.2.1
T1ib/modules/HiCH_LOG.pm v1.0.0
Tib/modules/HiCH_RESTSVP.pm v1.0.0
Tib/modules/c.pl v0.9.1
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3.6 SSH key

Copy the private key into ‘<drive>:\<path>\ HiCHperfpkg\etc\key’. The directory should
look like this after this step:

QOv | . = Computer = Local Disk (D:) = HiCHperfplkg = etc = key

Organize »  Includein library +  Mew Folder

¢ Favarites Tarme Date modified Twpe Size

B Deskiop || id_dsa.customer, ppk. 23.07.2015 12:41 PP File 1 KB
4 Downloads

7=l Recent Places

.l Libraries
@ Documents
J‘ﬂ Tusic
[E=] Pictures
] videos

1M Computer
(— Local Disk (C:)
— Local Disk (D:)

<customer> is a place holder for the customer name.
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3.6.1 Generate ssh key
You can create your own ssh key pair as follows:

Start puttygen.exe which is located in ‘<drive>:\<path>\ HiCHperfpkg\bin\putty\’

Choose “SSH-2DSA” in the Parameters and click “Generate”, then move your mouse around
over the empty field.

File Key Conversicns Help
Key
Mo leey.
Actions
Generate a public/private key pair |I
Load an existing private key file Load
Save the generated key Save pullg key Save private key
Parameters
Type of key to generate:
(71 55H-1 (RSA) (71 55H-2 RSA @ 55H-2 DSA
Mumber of bits in a generated key: 1024
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02ty Con ]

File Key Conversions Help
Key

Please generate some randomness by moving the mouse overthe blank arsa.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Farameters
Type of key to generate:

S5H-1 (R5A) 55H-2 RSA (@ S5H-2 DSA
Number of bits in a generated key: 1024

e A

Afterwards save the private key and name the file like “id_dsa.customer.ppk”.
<customer> is a place holder for the customer name.

File Key Conversions Help

Key
Public key for pasting into Open55H authorized_keys file:

ssh-dss -
AAAABINzaC ke IMAAACBALWO DY ¥b UzugP 1pLp UD 3XravOGH5N0 Trik 3AwIAMKc B
EjGgp8gDn S0 SFeK7UdDOFuY Xl KgrumuQHGb ThCt To DM5e0rw Redsve UvMMOF
CngjxFt EW1 DFic25Jvy6pOg UCF Hut XHw 7isf

+79F 3wt DM3k Kot 30h ZHtia44R5AAAAFQDCUNFdk YudSwAKS 26 No Dtm Y YwARAIB ~

Key fingerprint: ssh-dss 1024 b7:12:87:37:cd fF:cab2:0b:39:d4:45: 17 b 7: 165

Key comment: deateey-20140204

Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair
Load an existing private key file Load

Save the generated key Save public key
Parameters

Type of key to generate:

(") S5H-1 (RSA) (7) 55H-2 RSA @ SSH-2 DSA

Mumber of bits in a generated key: 1024

Hitachi Vantara Confidential: Authorized Use Only 47



E PuTTY Key Generator _]l %
File Key Conversions Help
Key
Public key for pasting into OpenS5SH authorzed_keys file:
|
ssh-dss

ABAAB3NzZaC Tkc3MAAACBAIWOOYXbUzugP 1pLpUDSXr5vOGHSNO 1rkS/w9ANhc
EiGgp2aDnSfO5FeK7UdDOFU YA KgrumuOHGOE ThCt 1o DM5e0rw Rxdsved UvMMOF
CrsiXFREW1 DFic25hvyGpOg UCFHutXHw 7isf

+79F 3wHt DMk Kot 30hZ Htiz44R5AAAAFQ DCUNFdk Yu 39w A XS 26 No Dtm Y YwAAAIB ~

T

Are you sure you want to save this key
. without a passphrase to protect it?

|
! Save the generated key [ Save public key ] I Save private key I
" Parameters
Type of key to generate:
(71 55H-1 (R5A) (71 55H-2 RSA @ 55H-2 DSA
F Mumber of bits in a generated key: 1024
[P PuTTY mee@—iﬂ
File Key Cof KSEVE private key as:

Public key for p
ssh-dss Organize « MNew folder 4= - ®

AAAAB3NzaC =
EjGgp 8gDn S . Desktop o MName Date medified Type Size
E;g‘?ﬁﬁgr]‘ & Downloads i

“E] Recent Places Mo items match your search.

Key fingerprint
@ HCP Anywhere

Key comment:
Key passphras 4 Libraries L
Confirm passp @ Documents
P J’ Music
Pictures
Generate a pi = .
EE videos
Load an exdsti
|| Savethe genel 18 Computer
£, GCESAKURA (C)
| = ¥ zrh-tree (\wcorp.t
Type of keyta arer v T
() SSH-1 (RS
Number of bits File name:
Save as type: ’PuTI'Y Private Key Files (*.ppk)
= Hide Folders
rarecommit nowss
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Do the same for the public key and name the file like “id dsa.customer_pub.ppk”.
<customer> is a place holder for the customer name.

File Key Conversions Help

ey
Public key for pasting into OpenS5H authorized_keys file:

gsh-dss -~
AAAABINzaC e IMAAACEAWOOY Xb UzugP 1p Lp UDSXrEvOGHSO ke 3w S AMKc |:|
EiGgp8gDn SFOS Fe K7 UId DO Fuy X KgrumuOHGE 1hCt To DMSeOrw Redsve UdvMMOF
CnsjXFREW 1D Fic25.vy6pOgUCFHutXHw 7isf

+79F 3w Ht OM 3k Kot 30h 2 Htia 44R5AAAAFQ DCUMFdICYu 39w AKX S 20d No Dtm Y Yw AAAIE -

Key fingemprint : seh-des 1024 b7:12:87:37.cd ff:ca:52:0b:39:d4:45.17b7:1f:65
Key comment: dzaey-20140204
Key passphrase:

Corfirm passphrase:

Actions

(Generate a public/private key pair \ [ (Generate ]
[ Load |
|

Load an existing private key file

Save the generated key [ Save public key ] Save private key
Parameters

Type of key to generate:

(71 55H-1 (RSA) (71 55H-2 RSA @ 55H-2 DSA

Mumber of bits in @ generated key: 1024

EP PUTTY Key Gepesat H
[— ? Save public key as:

File Key Conf

Key v || « GCESAKURA (C) » Data » |scripting | » | HDSperftransfer » w13 » key = Fae

Public keyfolf

Organize * MNew folder 4= - (7]

ssh-dss
AAAAB3Nza r
EiGagp8aDnS Bl Desktop - Mame Date modified Type Size
CrsiXFEW1
S79Fwhtomd| & Downloads = _

“=| Recent Places Mo iterns match your search.
Key fingerprint: —

@ HCP Anywhere
Key comment:
Key passphras 7l Libraries L
Confirm passpl @ Documents
- as Music

Pictures

Generate a publ = )

B videos

Load an existi

Save the genel 18 Computer
&, GCESAKURA (C)
S zrh-tree (\\corp.k

Rl R {

Parameters

Type of key to
() S5H-1(RS

Number of bits L Elllida_dsa.custemer_pub.ppk -

Save as type: ’AII Files (.7}

= Hide Folders
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Please copy the public key also in a text file by selecting it in the
window and pressing <CTRL>+C and paste it via notepad into a text file.

File Key Conversions Help

Ky
Public key for pasting into OpenS5H authorized_keys file:

AAAABINzaC ke IMAAACBAWOOY¥b UzugP 1p Lo UDSXrsvOGHSNO rlk 54w SAMhc D

EjGgp2g0n S0 SFeK7Ud DO FUY ] KgrumuO HGb 1hiCt 1o DM SeOnw Focdgve Udv MMO F

sj ¥ Ft EW 1 DFic 25wy BpOg UC FjHut X Hw Fisf|

-79F 3w Ht OM Sk Kot 300 ZHtia 44RBAAAAFQ DT UNFdle Yo 39w ADKS 20d Mo Dtm Y YwALA Bl
Key fingerprint: gsh-dss 1024 b7:12:87:37.cdff.ca:e?:0b:39:d4:45:17:07: 1f:65
Key comment: deatey-20140204
Key passphrase:
Confirm passphrase:
Actions
Generate 5 public/private key pair
Load an existing private key file Load
Save the generated key Save public key ] [ Save private key ]
Parameters
Type of key to generate:
(7)1 55H-1 (RSA) (7) 55H-2 RSA @ S5H-2 DSA
MNumber of bits in & generated key: 1024

File Edit Format View Help

1
ssh-dss AAAAB3NzaC1kc3MAAACEATjwOOYXbUzuqrlpLpUD9Xr 5WOGH5N01r Ik9/ wWIAMhCE jGgp8: » |

As a final step send the public key “id_dsa.customer_pub.ppk” and the text file to
CHPerformanceGroup@hitachivantara.com.
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3.7 VMio (VMWare IOstatistics) — optional (beta)

The VMo script (extractVMIOstats.psl) is part of the HiCHperfpkg. It is responsible to
collect VMWare IOstatistics from an existing vcenter server and transferring them to
HDSioportal. It is optional to configure VMio and currently in a testing phase. So please
always contact CHPerformanceGroup@hds.com before enabling this option.

extractVMIOstats.ps1 README

Prerequisites:

- Make sure in vCenter Settings, the statistics level is 3 for the 5 minute interval (default,
unless simple vCenter installation was performed)

- PowerShell v2 or above

- vSphere PowerCLI 5.8 or above

Installation:

- Run vSphere PowerCLI Link from Start Menu

- Run following command: Set-ExecutionPolicy RemoteSigned

- Open the script and edit the parameters above the line saying "Do not modify below this
line" according to your needs

Execution:
- Change to the script directory and execute the script using the parameter 'interval’ in hours
of your choice:

e.g.: .\extractVMIOstats.ps1 -interval 12
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4 Trouble shooting

4.1 User rights of directories
If the scripts does not run accordingly please verify if the user rights of the
directories/scripts/files are set correctly. You should give the user who is running the script in
the task scheduler FULL CONTROL.

[ |

.. HDSperfwrapper.bat Properties | |

|Geneial |Cnmpatibil'rty| Security | Details | Previous "u"ersinns|

b Object name:  CAHDS\HDSpedpackage'HD Sperfwrapper bat

(Group or user Names:

82 Muthenticated Users

fﬂ_ SYSTEM

RLMministmturs ([CHZRH-MERMNS TS Administrators)
ﬂi Users (CHZRH-MERMNS TS Users)

To change pemissions, click Edit.

Pemissions for Administratars Allow Dery

F Full contral vy
I Modify

Read & execute

|| Read

Write

Special permissions

For special pemissions or advanced settings,
click Advanced.

1 Leam about access control and permissions

i 0K || Caneel || foply J'

Especially when you copy folders like “data\saves<serial number>" and
“spool\spooling_saves<serial number>" the directory/file owner could change. This will
cause errors like “permission denied” when deleting old files or adding transferred files to the
spooling list if the user in the task scheduler does not have rights as to delete/modify these
files.
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Here a screenshot how you can verify the proper settings:

}v| . = Computer = HCS_DRIVE (D:) - Programs = ioporkal » HDSperftransfer = - ﬁ] I Search HDSperftransfer

Organize 5 Open  Includzinlibrary ~  Sharewith = MNew Folder

‘¢ Favorites Mame “ Date modified | Twpe Size: |

PR Desktop key 2/25)2014 10:47 &AM File folder
& Downlnads putty 2/252014 10:35 &M File folder
=il Recent Places scriptiog 2[25/2014 1:19PM File Folder

= Libraries spooling_savesd5070 Z]25§2014 6:21 M File Folder
3 Documents spooling_savesds07s 2[25§2014 5:34 PM File Folder
J‘- Music
= Pictures @HDSparftransFar‘pl 2/20j2014 1:12 PM PL File 13KB
B videos
I8 ooty _savasz11165 proparti:

Generall Shaiing  Security | Previous Velsionsl Custnmizel | Pelmlsslonsl Auditing  Owner | Effective Pelmlsswonsl
Object name:  D:\ProgramshioportalHDS perftransfervspooling_sz ‘Y'ou can take or assign ownership of this object if you have the required permissions ar privileges.

Group of user names:
,R CREATOR DWHNER Object nanme: D:\ProgramshioportalsHDS perftransfertspooling_saves211186
82 SvSTEM

""JJ Adminiztrators [S505P10%Administrators]
82, Users [SE0SP104 sers]

To change permissions, click Edi. Edi. Change owiner to:

Peimissions for CREATOR Hame - :
OWHER Allow Deny 3, Adminigtrator [S505SP10VAdministrator)

- 52 Administrators (S50SP104A dministrators)
Full contral 1= -

todify

Read & execute

Current owner

Ligt folder contents
Fead
“wiiite i

For special permissions or advanced settings, Advanced
click Advanced

Lean ahout access control and permissions

) Ed. |

Learn about object ownership

ok I Cancel Apply

0K | Cancel | Lpply |
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4.2 Unblock scripts

If the scripts does nor run accordingly please verify if all scripts are unblocked.
Scripts:
e ppwrapper_.bat

e ppmonitor.pl
e ppsetup.pl

e ppcollect.pl
e pptransfer.pl
e curl.exe

® pscp.exe

e plink.exe

e etc.

| Amphis Customer.exe Properties
General | Compatibiity | Securty | Details | Previous Versions |

@ Amphis Customer exe

Type of file:  Application (exe)
Descrption:  Amphis Customear

Location: C\Program Files (x86)'Amphis Software'Amphis Cus
Size: 5.36 MB (5.623.2596 bytes)
Size on disk:  5.36 MB (5.623.808 bytes)

Created: 04 Janwuary 2011, 19:34:04
Modified: 13 December 2010, 17:26:45
Accessed: 04 Janwary 2011, 15:36:41

Atibutes:  [7] Readonly ] Hdden

Securty: This file came from another
compter and mght be blocked to L nblock |
help protect this computer.

[ oK ][ Cancel || oot
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4.3 SSH server host key caching

NOTE: This issue should be fixed with version 4.7 as it automatically stores the new key in
cache.

When you connect to ftp.hdsioportal.com via ssh a fingerprint gets created and stored.
If this has been done with another user than defined in the task scheduler you could get an
error message like this when you try to transfer the data to ftp.hdsioportal.com:

HitH

The server's host key is not cached in the registry. You

have no guarantee that the server is the computer you

think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 ¢5:70:a8:62:57:1c:c1:54:e0:db:6a:04:bf:ee:c1:0f
Connection abandoned.

Lost connection

HitH

The issue can be solved with PLINK.exe located in
‘<drive>:\<path>\ HiCHperfpkg\HDSperftransfer\putty\’

You must run the following plinke.exe command as the user which is defined in the task
scheduler. This can be done by using pstool from Microsoft:
http://technet.microsoft.com/de-de/sysinternals/bb896649.aspx

Run in the command line:
psexec -i -u "<your task scheduler user>" cmd.exe

Then you get command line as the "<your task scheduler user>"

In this new command line run the following command:
PLINK.EXE -i <drive>:\<path>\ HiCHperfpkg\HDSperftransfer\key\
id_dsa.customer.ppk -agent ftp.hdsioportal.com:incoming

The server's host key is not cached in the registry. You

have no guarantee that the server is the computer you think it is.
The server's rsa2 key fingerprint is:

ssh-rsa 2048 ¢5:70:a8:62:57:1c:c1:54:e0:db:6a:04:bf:ee:c1:0f
If you trust this host, enter "y" to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, enter "n".

If you do not trust this host, press Return to abandon the
connection.

Store key in cache? (y/n) y

login as: <customer user>

Please try afterwards to run the schedules task again and check if it works.
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4.4 Perl modul missing (autoflush — 10::Handle)

When you using Version 7.3 or higher the error message might appear when using Perl
version 5.10.0 which is default on SVP of VSP and HUSVM.

Error message:

D:\HiCHperfpkg\bin>ppsetup.pl

2016.03.27,17:50:12, ERROR,GENERAL,Script died: Can't Tocate object method "autoflush" via
package "IO::Handle" at D:\HiCHperfpkﬂ\bin\ppsetup.p1 Tine 118.

can't locate object method "autoflush" via package "IO::Handle" at
D:\HiCHperfpkg\bin\ppsetup.pl Tine 118.

D:\HiCHperfpkg\bin>perl -v

This is perl, v5.10.0 built for MSWin32-x64-multi-thread
(with 5 registered patches, see perl -v for more detail)

It should be fixed but if not get in touch with CHPerformanceGroup@hds.com.
You also can update perl version to v5.16 or higher (see chapter 2.1.4 Perl) to solve it.

4.5 CCI (raidcom) horcm instance does not start / collection fails

If the horcm instance does not start even with manual created horcm files you might check if
the virtual CMD is running on the SVP (only for G1500/G1000/VSP/HUSVM). Verify if
horcmgr.exe is listening to 31001 and 34001. If this is not the case you might check if service
HORCMO is running on the SVP (see also chapter 3.3.2.2 “Update CCI Version on SVP”).
Run “netstat —an | find “UDP” in the command line.

[z Administrator: Commmand Prompk
C:¥lindows¥system32>netstat —an | find "UDP”
LOP 0.0.0.0:161 L
LDP 0.0.0.0:162 L34
LIOP 0.0.0.0:427 L
LOP 0.0.0.0:4446 kLK
LDP 0.0.0.0:4446 L34
LIOP 0.0.0.0:b355 koK
LOP 0.0.0.0:7000 kLK
LDP 0.0.0.0:10767 L34
LOP 0.0.0.0:31001 XK
LOP 0.0.0.0:34001 kK
LDP 0.0.0.0:35081 L34
UOP 0.0.0.0:3b082 kK
LOP 0.0.0.0:3b083 kLK
LDP 0.0.0.0:35084 L34
UOP 0.0.0.0:3b085 kK
LOP 0.0.0.0:3b086 kLK
LDP 0.0.0.0:35087 L34
UOP 0.0.0.0:3b088 kK
LOP 0.0.0.0:35090 L
LDP 0.0.0.0:350971 L34
UOP 0.0.0.0:3b092 XK

If it is not running then check if C:/Windows/horcm0.conf exists with proper settings.
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4.6 REST APl -Wrong user/password

If your credentials (user/password) are wrong for REST API requests you will find the
following entries in your log file.

2018.04.18,20:51:23,NOTICE,RESTCREATESESSION,Create session start
2018.04.18,20:51:23,NOTICE,RESTREQUESTUSER,Request start
2018.04.18,20:51:23,NOTICE,RESTREQUESTUSER, Protocol: https
2018.04.18,20:51:23,NOTICE,RESTREQUESTUSER,Method: POST
2018.04.18,20:51:23,NOTICE,RESTREQUESTUSER,Authorisation (hide pwd): ioportalrest,***
2018.04.18,20:51:23,NOTICE,RESTREQUESTUSER,URL (hide pwd):
https: //1oporta1rest #%%@10.70.4. 145/Conf1qurat10nManaqer/v1/ob1ects/storaqes/800000058068/se
ssions
2018.04.18,20:51:27,ERROR, GENERAL ,script died: can't locate Lwp/Authen/session.pm in @INC
(you ma¥ need to install the LWP::Authen::Session module) (@INC contains:
G:/development/HiCHperfpk /b1n\..\11b\modu1es G:/development/HiCHperfpkg/bin
C:/pPerl164/site/1ib C:/Per164/1ib .) at C:/pPer164/1ib/LWP/UserAgent.pm 1ine 399.
rintgason closed filehandle $fh at G:/development/HiCHperfpkg/bin\..\Tib\modules/HiCH_LOG.pm
ine .
2018.04.18,20:51:27 ,WARNING,GENERAL,Script warning: print() on closed filehandle $fh at
G:/development/HiCHperfpkg/bin\..\1ib\modules/HiCH_LOG.pm 1line 105.
2018.04.18,20:51:27,ERROR,RESTREQUESTUSER,Request NOT successful
?r1nt(% on closed filehandle $th at G: /deve1opment/H1CHperfpkg/b1n\ .\Tib\modules/HiCH_LOG.pm
ine 105.
2018.04.18,20:51:27 ,WARNING,GENERAL,Script warning: print() on closed filehandle $fh at
G:/development/HiCHperfpkg/bin\..\1ib\modules/HiCH_LOG.pm line 105.
2018.04.18,20:51:27,ERROR, RESTREQUESTUSER, Status code: 401
Qrintggson closed filehandle $fh at G:/development/HiCHperfpkg/bin\..\Tib\modules/HiCH_LOG.pm
ine .
2018.04.18,20:51:27 ,WARNING,GENERAL,Script warning: print() on closed filehandle $fh at
G:/development/HiCHperfpkg/bin\..\11b\modules/HiCH_LOG.pm line 105.
2018.04.18,20:51:27, ERROR, RESTREQUESTUSER, Decoded: {

errorSource : "/Conf1gurat1onManager/vl/obJects/storages/800000058068/sess1ons s
message H "User authentication failed

"cause” : "The Authorization header is incorrect."

"solution” : "Check and revise the Authorization header, if necessary."
"messageId"” : "KART40002-E"

rintggson closed filehandle $fh at G:/development/HiCHperfpkg/bin\..\1ib\modules/HiCH_LOG.pm
ine .

2018.04.18,20:51:27 ,WARNING,GENERAL,Script warning: print() on closed filehandle $fh at

G: /deve1opment/H1CHperfpkg/b1n\ \11b\modu1es/H1CH LOG.pm Tine 105.
2018.04.18,20:51:27,ERROR,RESTREQUESTUSER, Request finished

Solution: Fix the user/password issue and try again.
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4.7 REST API -

Status 500 / request not sucessfull

If you get status code 500 (e.g. for rest api pool requests) it is normally a REST API server
issue on the SVP.

2018.04.18,20:
2018.04.18,20:
2018.04.18,20:
2018.04.18,20:
2018.04.18,20:

658d4bb31379

2018.04.18,20:
https://10.70.

:07,NOTICE,RESTGETPGROUPS,Get parity groups start
:07,NOTICE,RESTREQUESTSESSION,Request start

:07 ,NOTICE,RESTREQUESTSESSION,Protocol: https

:07 ,NOTICE,RESTREQUESTSESSION,Method: GET
:07,NOTICE,RESTREQUESTSESSION,Authorisation token: 3760966f-6f1d-4872-9adf-
56:07,NOTICE,RESTREQUESTSESSION,URL (session):
5.145/ConfigurationManager/vl/objects/storages/800000050679/parity-groups

2018.04.18,20
2018.04.
2018.04.
2018.04.
2018.04.
2018.04.
2018.04.

18 20:56:16,NOTICE,RESTREQUESTSESSION,Request successful
18,20:
18,20:
18,20:
18,20:
18,20:

:16,NOTICE,RESTREQUESTSESSION,Status code: 200
:16,NOTICE,RESTREQUESTSESSION,Request finished
:16,NOTICE,RESTGETPGROUPS,Return parameter: raw
:16,NOTICE,RESTGETPGROUPS,Get parity groups successful
:16,NOTICE,RESTGETPGROUPS,Get parity groups finished
:16,NOTICE,GENERAL,REST close file:

G: \deve1opment\H1CHperfpkg\data\rest50679\50679 rest_parity.txt

2018.04.18,20:

2018.04.18,20:

56:16,NOTICE,GENERAL,REST paritiy group collection finished
56:16,NOTICE,GENERAL,REST pool collection start

2018.04.18,20:56:16,NOTICE,GENERAL,REST creating file:
G:\development\HiCHperfpkg\data\rest50679\50679_rest_pool.txt

2018.04.18,20:
2018.04.18,20:
2018.04.18,20:
2018.04.18,20:
2018.04.18,20:

658d4bb31379

2018.04.18,20:

56:16,NOTICE,RESTGETPOOLS,Get pools start
56:16,NOTICE,RESTREQUESTSESSION,Request start
56:16,NOTICE,RESTREQUESTSESSION,Protocol: https
56:16,NOTICE,RESTREQUESTSESSION,Method: GET
56:16,NOTICE,RESTREQUESTSESSION,Authorisation token: 3760966f-6f1d-4872-9adf-
56:16,NOTICE,RESTREQUESTSESSION,URL (session):

5. 145/Conf1qurat1onManaqer/v1/0b1ects/storaqes/800000050679/poo1s

https: //10 70.
2018.0 %g %8:59 56, ERROR, RESTREQUESTSESSION, Request NOT successful
18,20:
18,20:
18,20:
:59:56,ERROR,RESTGETPOOLS,Get pools finished
:59:56, NOTICE GENERAL, REST close file:

2018.04.
2018.04.
2018.04.
2018.04.
2018.04.
2018.04.

59:56,ERROR,RESTREQUESTSESSION,Status code: 500
59:56,ERROR,RESTREQUESTSESSION, Decoded:
59:56,ERROR,RESTREQUESTSESSION,Request finished
59:56,ERROR,RESTGETPOOLS,Get pools NOT successful

G: \deve1opment\H1CHperfpkg\data\rest50679\50679 rest_pool.txt

2018.04.18,20:

2018.04.18,20:

59:56,NOTICE,GENERAL,REST pool collection finished
59:56,NOTICE,GENERAL,REST pool fmc collection start

2018.04.18,20:59:56,NOTICE,GENERAL,REST creating file:
G: \deve1opment\H1CHperfpkg\data\rest50679\50679 rest_pool_fmc.txt

2018.04.18,20:5
2018.04.18,20:
2018.04.18,20:
2018.04.18,20:
2018.04.18,20:

658d4bb31379

2018.04.18,20:
https://10.70.

:56,NOTICE,RESTGETPOOLSFMC,Get pools start
:56,NOTICE, RESTREQUESTSESSION Request start
:56,NOTICE,RESTREQUESTSESSION,Pr0t0C01: https
:56,NOTICE,RESTREQUESTSESSION,Method: GET
:56,NOTICE,RESTREQUESTSESSION,Authorisation token:

59:

3760966f-6f1d-4872-9adf-

56,NOTICE,RESTREQUESTSESSION,URL (session):

5.145/ConfigurationManager/vl/objects/storages/800000050679/pools?detailInfoTyp

e=FMC

2018.04.18,20:
2018.04.18,20:
2018.04.18,20:
HTML 2.0//EN">

<html><head>

59:56,ERROR, RESTREQUESTSESSION, Request NOT successful
59:56,ERROR,RESTREQUESTSESSION, Status code: 500
59:56,ERROR, RESTREQUESTSESSION, Decoded: <!DOCTYPE HTML PUBLIC "-//IETF//DTD

<title>500 Internal Server Error</title>

</head><bod

>
<h1>Interna¥ Server Error</hl>

<p>The server encountered an internal error or

misconfiguration and was unable to complete

your request.</p>

<p>Please contact the server administrator at

admin@domain.com to inform them of the time this error occurred,
and the actions you performed just before this error.</p>
<p>More information about this error may be available

in the server error log.</p>

</body></htm1>
2018.04.18,20:
2018.04.18,20:
2018.04.18,20:
2018.04.18,20:

59:56,ERROR,RESTREQUESTSESSION,Request finished
59:56,ERROR,RESTGETPOOLSFMC,Get pools NOT successful
59:56,ERROR,RESTGETPOOLSFMC,Get pools finished
59:56,NOTICE,GENERAL,REST close file:

G:\development\HiCHperfpkg\data\rest50679\50679_rest_pool_fmc.txt

2018.04.18,20:

59:56,NOTICE,GENERAL,REST pool fmc collection finished

Solution: Reboot SVP and try again. If it still does not work you have to open a case.
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