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General Specifications of ICF3 for F-7E
1.  Overview

Integrated Cryptographic Facility (ICF) is a built-in hardware facility introduced as an optional feature for the F-7E.  For the distinction purpose, this ICF is called ICF3 in contrast with its counterpart (ICF2) for the F-7C which had been available before ICF3 support on the F-7C.
ICF3 provides cryptographic functions comparable to IBM 9672 G6 Cryptographic Coprocessor and works together with Integrated Cryptographic Service Facility (ICSF), a licensed program product of OS/390.  ICF3 also provides additional cryptographic functions in compliance with American National Standards Institute (ANSI) X9.17.  These additional functions are available with HDS-developed Host Cryptographic Subsystem (HCS).

2.  Hardware Features

ICF3 comprises three categories of components—Cryptographic Coprocessors, Key Storage Unit (KSU), and Enabler FD.

Cryptographic Coprocessors perform arithmetic operations relating to encryption/decryption, and comprise a pair of the same logic LSIs on the motherboard called Basic Processor Unit Package (BPU-PK) to be mounted on the machine frame for accommodation of the High-Density Module (HDM).  Such operations are ordered by Instruction Processors (IPs).  One Cryptographic Coprocessor can be installed on Physical IP 0 or 7 and the other on Physical IP 1 or 8.  Hence, only one is effective on the 1­way models, and up to two on the 2-way or higher models.

Key Storage Unit (KSU) stores master keys (key-encrypting keys) which are prerequisite for use of Cryptographic Coprocessors.  KSU physically consists of one motherboard called KSU Package (KSU-PK) to be mounted on the machine frame.  KSU has a battery backup system so that the master key data are maintained regardless of the machine power on/off status.  Unlike ICF2, KSU of ICF3 does not provide any means of key entry.  Key entry on ICF3 is performed via panels of ICSF.

Enabler FD provides a pair of master and backup FDs each containing an encryption algorithm enabler.  Refer to section 3.2 Enablement of Cryptographic Functions.
ICF3 is designed to meet physical security level 4 defined in Federal Information Processing Standards Publication (FIPS PUB) 140-1 Security Requirements for Cryptographic Modules.

Table 1 summarizes the hardware features of ICF3 in comparison with ICF2.  Figure 1 illustrates the connections between the processor subsystems and ICF3 components.

Table 1  Hardware Features of ICF3 in Comparison with ICF2

Category
ICF3
ICF2

No. of Cryptographic Coprocessors
2
2

Key store method
KSU
KSU

Key entry method
Remote key entry (virtual key) via ICSF panels*
Direct key entry (physical key) on KSU

Target security level
Level 4 in FIPS PUB 140­1
Level 3 in FIPS PUB 140­1

*
Key entry via Trusted Key Entry (TKE) for mixed (IBM and Hitachi) sysplex environment is under study.



Figure 1  Connections between Processor Subsystems and ICF3 Components

3.  Functional Characteristics

3.1  Cryptographic Functions

ICF3 provides cryptographic functions comparable to IBM 9672 G6 Cryptographic Coprocessor.  Such functions include the following:

•
Data Encryption Standard (DES)

•
Triple Data Encryption Standard (Triple DES)

•
Commercial Data Masking Facility (CDMF)

•
Message Authentication Code (MAC)

•
Modification Detection Code 2/4 (MDC-2/4)

•
Personal Identification Number (PIN)

•
Secure Hash Algorithm 0/1 (SHA-0/1)

•
Digital signature verification and generation by means of Rivest-Shamir-Adleman (RSA) algorithm and/or Digital Signature Standard (DSS)

•
Diffie-Hellman (DH) key exchange

DES, Triple DES, and CDMF mentioned above are in compliance with ANSI X3.92 Data Encryption Algorithm (DEA).

In addition, ICF3 provides the cryptographic functions in compliance with ANSI X9.17 under HDS-developed HCS.  The ANSI-compliant functions are also supported on ICF2.

For details of cryptographic algorithms and features support, refer to SJ6-EXP-Z084 F10/F7C/F7E Cryptographic Features and Functions.

3.2  Enablement of Cryptographic Functions

ICF3 provides a control mechanism for enablement of cryptographic functions: Crypto Module ID (CMID) to enable the use of a specific KSU.  

Each KSU contains in its ROM a unique CMID applicable to that KSU.  Each Enabler FD corresponding to a specific KSU also contains the same CMID.  When an attempt is made to enable cryptographic functions with an Enabler FD, the CMID in the Enabler FD is compared with the one in the KSU ROM, and the attempt is accepted only when a match is found.

3.3  Encryption Strength
The ICF3 supports the following encryption strength.

Table 2  Encryption Strength

FD Type
Encryption Strength
Data Key Length

T4
Triple DES and PKA
192 bits for DES keys (168 for data and 24 for parity), 
1024 bits for PKA keys in DES key distribution, and 
1024 bits for PKA signature keys

Note:  DES Key Encryption Key (KEK) length is 128 bits, i.e., double length.

3.4  Dual Path ICF

ICF3 supports “Dual Path ICF” where one Cryptographic Coprocessor physically connects to two physical IPs, thereby improving its availability as follows:

•
If one of these physical IPs is assigned as a Regular IP and the other as a Standby AP, and when the Cryptographic Coprocessor-installed Regular IP fails, the Cryptographic Coprocessor dynamically switches to the Standby AP while the Standby AP becomes the Regular IP.

•
If both physical IPs are assigned as Regular IPs, when the Cryptographic Coprocessor-installed Regular IP fails, the operator can statically switch the Cryptographic Coprocessor configuration through the console operation.

3.5  Master Key Re-entry and Cryptographic Functions Re-enablement after Tamper Check

Improper accesses to F-7E ICF3, such as disconnecting the interface cable between KSU and BPU-PK, cause tamper check.  Replacement of BPU-PK or KSU also causes the tamper check.  When such tamper check is detected, all master keys and information relating to cryptographic functions enablement stored on KSU will be erased, so re-entry of master keys by the end-user and reload of the enablement information with Enabler FD by the service personnel are required.
4.  Mode of Operation

4.1  Processing Mode

ICF3 has two processing modes one of which can be selected through the console operation.  To utilize ANSI-compliant cryptographic functions available under HDS-developed HCS, Extended mode should be selected.  For the contents of the enabled operating mode in each processing mode, see section 4.2.

•
Normal mode:  Enabled to run only CCA operating mode under ICSF.

•
Extended mode:  Enabled to run all operating modes (CCA, ANSI+CV, and ANSI/ISO but one operating mode at a time) that are dynamically switchable among one another.  Extended mode should be selected for operation under HCS.

4.2  Operating Mode
ICF3 has three operating modes: CCA mode, ANSI+CV mode, and ANSI/ISO mode.  To utilize ANSI-compliant cryptographic functions available under HDS-developed HCS, ANSI+CV mode or ANSI/ISO mode should be selected.

In CCA (Common Cryptographic Architecture) mode, ICF3 works with IBM ICSF and provides the cryptographic functions comparable to those of ICSF.

In ANSI+CV (Control Vector) mode and in ANSI/ISO mode, ICF3 works with HDS-developed HCS.  In ANSI/ISO mode, the encryption or decryption is performed in accordance with the specifications of ANSI X9.17, i.e., the contents of Control Vectors are always zeros at the time of encryption or decryption.  In ANSI+CV mode, ICF3 functions in the same manner as in ANSI/ISO mode except that the Control Vectors work in the same manner as IBM ICSF.  The functions in ANSI+CV mode include those in CCA mode.

5.  Processor Configuration Changes

5.1  Reassignment of Processor Units

ICF3 causes IPs and other processor units (PUs) to be reassigned.  Table 3 shows how the default PU assignment is changed with ICF3 on the F­7E E models; table 4, the F-7E EH models.
This default PU assignment is a recommended assignment which is designed to balance the number of IPs on each SC, so the PUs are not always necessarily assigned to the default assignment depending on PU failure occurrence or customer operation.  When the PU failure occurs, the restrictions described in section 5.3 have precedence over this default PU assignment.
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*  This PU cannot alternate with corresponding ICF3-installed IP (PU No. 0 or 8).

In  Regular IP with default logical address n.  Addressing varies with Capacity on Demand.

In (italic)  ICF3-installable IP with default logical address n.  Addressing varies with Capacity on Demand.

S  System Processor (SP).

D  Disk System Processor (DSP).

A  Alternate Processor (AP) available as Integrated Coupling Facility IP (IntCF IP) or Standby AP.

(Blank)  No processor installed.

(  Ditto
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(Continued on next page)
In  Regular IP with default logical address n.  Addressing varies with Capacity on Demand.

In (italic)  ICF3-installable IP with default logical address n.  Addressing varies with Capacity on Demand.

S  System Processor (SP).

D  Disk System Processor (DSP).

A  Alternate Processor (AP) available as Integrated Coupling Facility IP (IntCF IP) or Standby AP.

(Blank)  No processor installed.

(  Ditto
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PU Assignment before and after ICF3 Installation per Physical IP No. (PU No.)



IP
SP
DSP
AP
0
1
2
3
4
5
6
7
8
9
A
B
C
D

82EH
HDMA2EH
8
1
0
3
I0
I1(A
I2(I1
I3(I2
A(I3
A

I4(A
I5(I4
I6(I5
I7(I6
A(I7
S


(8-way)
(12 PUs)


1
2
(
(
(
(
(
A(D

(
(
(
(
D(I7
(






2
1
(
(
(
(
(
D

I4(D*
(
(
(
(
(



HDMC2EH
8
1
0
5
I0
I1(A
I2(I1
I3(I2
A(I3
A
A
I4(A
I5(I4
I6(I5
I7(I6
A(I7
A
S


(14 PUs)


1
4
(
(
(
(
(
(
(
(
(
(
(
(
D
(





2
3
(
(
(
(
(
(
A(D
(
(
(
(
D(I7
(
(

92EH
HDMA2EH
9
1
0
2
I0
I1(A
I2(I1
I3(I2
I4(I3
A(I4

I5(A
I6(I5
I7(I6
I8(I7
A(I8
S


(9-way)
(12 PUs)


1
1
(
(
(
(
(
(

I5(D*
(
(
(
D(I8
(






2
0
(
I1(D*
(
(
(
D(I4

(
(
(
(
(
(



HDMC2EH
9
1
0
4
I0
I1(A
I2(I1
I3(I2
I4(I3
A(I4
A
I5(A
I6(I5
I7(I6
I8(I7
A(I8
A
S


(14 PUs)


1
3
(
(
(
(
(
(
(
(
(
(
(
(
D
(





2
2
(
(
(
(
(
(
A(D
(
(
(
(
D(I8
(
(

A2EH
HDMC2EH
10
1
0
3
I0
I1(A
I2(I1
I3(I2
I4(I3
A(I4
A
I5(A
I6(I5
I7(I6
I8(I7
I9(I8
A(I9
S

(10-way)
(14 PUs)


1
2
(
(
(
(
(
(
A(D
(
(
(
(
(
D(I9
(





2
1
(
(
(
(
(
(
D
I5(D*
(
(
(
(
(
(

B2EH
HDMC2EH
11
1
0
2
I0
I1(A
I2(I1
I3(I2
I4(I3
I5(I4
A(I5
I6(A
I7(I6
I8(I7
I9(I8
IA(I9
A(IA
S

(11-way)
(14 PUs)


1
1
(
(
(
(
(
(
(
I6(D*
(
(
(
(
D(IA
(





2
0
(
I1(D*
(
(
(
(
D(I5
(
(
(
(
(
(
(

C2EH
HDMC2EH
12
1
0
1
I0
I1(A
I2(I1
I3(I2
I4(I3
I5(I4
A(I5
I6*
I7
I8
I9
IA
IB
S

(12-way)
(14 PUs)


1
0
(
I1(D*
(
(
(
(
D(I5
(
(
(
(
(
(
(

D2EH (13­way)
HDMC2EH (14 PUs)
13
1
0
0
I0
I1 *
I2
I3
I4
I5
I6
I7*
I8
I9
IA
IB
IC
S

*  This PU cannot alternate with corresponding ICF3-installed IP (PU No. 0 or 8).

In  Regular IP with default logical address n.  Addressing varies with Capacity on Demand.

In (italic)  ICF3-installable IP with default logical address n.  Addressing varies with Capacity on Demand.

S  System Processor (SP).

D  Disk System Processor (DSP).

A  Alternate Processor (AP) available as Integrated Coupling Facility IP (IntCF IP) or Standby AP.

(Blank)  No processor installed.

(  Ditto

5.2  Combination and Priority of Dynamic IP/SP Alternation

Table 5 shows the applicable combination and priority of dynamic IP/SP alternation without ICF3.  A failing processor unit (PU) is basically replaced with a PU available as Standby AP with the largest physical IP number.  Only when no Standby AP is left to replace the failing SP, one of the PUs available as offlined IPs having the largest physical IP number replaces the SP.  With no offlined IP available, one of the PUs available as onlined IPs having the smallest busy rate replaces the SP.

When ICF3 is installed, such application is changed as shown in table 6.

Table 5  Combination and Priority of Dynamic IP/SP Alternation without ICF3

Target PU
Replacing PU
Priority in Alternation



Within Each Target PU
Within Each Replacing PU

SP
Standby AP
1
Descending order of physical IP No.


Regular IP*
Offlined**
2
Descending order of physical IP No.



Onlined
3
Ascending order of busy rate

Regular IP
Standby AP
–
Descending order of physical IP No.

IntCF IP
Standby AP
–
Descending order of physical IP No.

*
In addition to the replacing IP, at least one operational IP needs to remain in the system.

**
Offlined by the Service Call instruction.

Table 6  Combination and Priority of Dynamic IP/SP Alternation with ICF3

Target PU
Replacing PU
Priority in Alternation
Availability



Within Each Target PU
Within Each Replacing PU
of ICF after Alternation

SP
Standby AP w/o. ICF
1
Descending order of physical IP No.
No change


Standby AP w. ICF
2
Descending order of physical IP No.
No change


Regular
Offlined**, w/o. ICF
3
Descending order of physical IP No.
No change


IP*
Offlined**, w. ICF
4
Descending order of physical IP No.
Lost



Onlined, w/o. ICF
5
Ascending order of busy rate
No change



Onlined, w. ICF
6
Ascending order of busy rate
Lost

Regular IP
Standby AP w/o. ICF
1
Descending order of physical IP No.
No change

w/o. ICF
Standby AP w. ICF
2
Descending order of physical IP No.
No change

Regular IP w. ICF
Standby AP for dual path of same ICF unit
–
–
No change

IntCF IP
Standby AP w/o. ICF
1
Descending order of physical IP No.
No change


Standby AP w. ICF
2
Descending order of physical IP No.
No change

*
In addition to the replacing IP, at least one operational IP needs to remain in the system.

**
Offlined by the Service Call instruction.

5.3  Restriction on Capacity-on-Demand Operation

ICF3 restricts Capacity-on-Demand operation as follows:

•
When Cryptographic Coprocessor 0 is installed, the processor units of physical IP numbers 0 and 7 must be excluded from the Capacity-on-Demand target.

•
When Cryptographic Coprocessor 1 is installed, the processor units of physical IP numbers 1 and 8 must be excluded from the Capacity-on-Demand target.

6.  Ordering Information

6.1  Breakdown Models

Table 7 shows the breakdown models of ICF3 and their required quantities.

Table 7  Breakdown Models of ICF3

Model Number
Model Name (Bold) and Description
Q’ty per CPU Model



E Model
EH Model

H-PF75-59
Integrated Cryptographic Facility (ICF-E)  Provides one Key Storage Unit (KSU) comprising one KSU Package (KSU­PK) with a unique CMID, one Battery Box Assy, and a set of cables.
1*
1*

H-PF75-59T4
Integrated Cryptographic Facility Enabler T4 (ICF-ET4)  Provides an enabler code for Cryptographic functions in one master FD and one backup FD.  Also contains the same CMID as that of the corresponding KSU.
1*
1*

H-PF75-ICFE2M5
High-Density Module 52E with ICF (ICFHDM52E)  Provides one inseparable set of two Cryptographic Coprocessor LSIs, one BPU-PK, and one HDM52E.
Either 1
0

H-PF75-ICFE2M8
High-Density Module 82E with ICF (ICFHDM82E)  Provides one inseparable set of two Cryptographic Coprocessor LSIs, one BPU-PK, and one HDM82E.



H-PF75-ICFE2MC
High-Density Module C2E with ICF (ICFHDMC2E)  Provides one inseparable set of two Cryptographic Coprocessor LSIs, one BPU-PK, and one HDMC2E.



H-PF75-ICFE2MAH
High-Density Module A2EH with ICF (ICFHDMA2EH)  Provides one inseparable set of two Cryptographic Coprocessor LSIs, one BPU-PK, and one HDMA2EH.
0
Either 1

H-PF75-ICFE2MCH
High-Density Module C2EH with ICF (ICFHDMC2EH)  Provides one inseparable set of two Cryptographic Coprocessor LSIs, one BPU-PK, and one HDMC2EH.



*
In order to assign the same CMID, one ICF-E and one ICF-ET4 should be purchased together.  Hitachi will not accept individual purchase orders for these breakdown models.

6.2  Spare Parts Affected

Table 8 defines the spare parts for ICF3.

Table 8  Spare Parts for ICF3

#
Part Type
Part
Part No.
R
Q’ty Per Unit
Set Q’ty
Common



Name
(Dwg. No.)

A
B
C
D
E
F
Full
Sub
with

1
PK ASSY (KSU)
KSUPK-A
3517623-A
(
1*





1
1
F-7C

2
LITHIUM BATTERY
ER6K-2
5773167-29

4





2

F-9/F-7B/F-7C

3
EDGE CABLE
4.9ns
3508021-A

2





2

F-7C

4
EDGE CABLE
4.9ns
3508025-A

2





2

F-7C

5
BPU UNIT ASSY
BPUNT-E
3515997-E
(

1








6
BPU UNIT ASSY
BPUNT-F
3515997-F
(


1







7
BPU UNIT ASSY
BPUNT-K
3515997-K
(



1






8
BPU UNIT ASSY
BPUNT-G
3515997-G
(




1





9
BPU UNIT ASSY
BPUNT-H
3515997-H
(





1




10
ENABLER FD
T4
5786204-H

1*





1
1
F-7C

R
Repairability
A
H­PF75­59T4 (ICF-ET4)

B
H-PF75-ICFE2M5 (ICFHDM52E)

C
H-PF75-ICFE2M8 (ICFHDM82E)

D
H-PF75-ICFE2MC (ICFHDMC2E)

E
H-PF75-ICFE2MAH (ICFHDMA2EH)

F
H-PF75-ICFE2MCH (ICFHDMC2EH)

*
In order to assign the same CMID, one ENABLER FD T4 and one spare PK ASSY (KSU) should be purchased together.  Hitachi will not accept individual purchase orders for these spare parts.
BPU UNIT ASSY Compatibility Information:

ICF support BPU UNIT ASSY, i.e., BPUNT-E, -F, -K, -G, and -H, can be installed on non-ICF system instead of non-ICF support BPU UNIT ASSY, i.e., BPUNT-A, -B, -J, -C, and -D.  However, installing ICF support BPU UNIT ASSY onto the system with System Revision D3-00-xx or below requires microcode patch.
7.  Physical Specifications

Figure 2 shows the location of the KSU-PK.  Table 9 provides installed dimensions and masses of affected breakdown models.  Table 10 provides power consumptions and heat dissipations of affected breakdown models.



    
    

Figure 2  Location of KSU-PK

Table 9  Installed Dimensions and Masses of Affected Breakdown Models

Breakdown Model
Dimensions
Max. Mass kg

ICF-E
Included in Basic Frame
3.9

Table 10  Power Consumptions and Heat Dissipations of Affected Breakdown Models

Breakdown Model
Power Consumption VA
Heat Dissipation W

ICF-E
34
33

ICFHDM52E
1450
1378

ICFHDM82E
1674
1591

ICFHDMC2E
1994
1895

ICFHDMA2EH
2042
1941

ICFHDMC2EH
2213
2103
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