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General Specifications of Integrated Cryptographic Facility 

on F-7C





1. OUTLINE



This document provides the general specifications of the Integrated Cryptographic Facility (ICF) on the F-7C Processors.  The ICF provides the cryptographic functions comparable with IBM® ICRFTM  offered on IBM ES/9000 9021 processors under IBM ICSF/MVSTM and the functions in compliance with the American National Standard Institute (ANSI) X9.17 under HDS�developed System Interface Product (SIP).



2. FUNCTIONS



2.1 PROCESSING MODE



The ICF has two processing modes one of which can be selected on the SVP frame:

• Normal mode: 	In Normal processing mode, only CCA (IBM's Common Cryptographic Architecture) operating mode is available under IBM ICSF/MVS.

• Extended mode: In Extended processing mode, all operating modes (CCA, ANSI+CV, and ANSI/ISO) are available (one operating mode at a time) and dynamically switchable among one another.  The Extended mode should be selected for operation under SIP.



2.2 OPERATING MODE



The ICF has three operating modes:

• CCA (IBM's Common Cryptographic Architecture) mode

• ANSI+CV (Control Vector) mode

• ANSI/ISO mode



In CCA mode, the ICF works with IBM ICSF/MVS and provides the cryptographic functions comparable with those of IBM ICRF offered on IBM ES/9000 9021 processors.  



In ANSI+CV and ANSI/ISO modes, the ICF works with HDS's SIP.  



In ANSI/ISO mode, the encryption or decryption is executed in accordance with the specifications of the ANSI X9.17, i.e., the contents of each Control Vector are always zeros at the time of the encryption or decryption.  



In ANSI+CV mode, the ICF functions are the same as those in ANSI/ISO mode except that the Control Vectors work in the same manner as IBM ICRF.  The ICF functions in ANSI+CV mode include those in CCA mode. 

——————————————————————————————————————

IBM is a registered trademark of International Business Machines Corporation.  

ICRF and ICSF/MVS are trademarks of International Business Machines Corporation.

�2.3 ALGORITHM FOR ENCRYPTION AND DECRYPTION



The ICF uses ANSI X3.92 Data Encrypt Algorithm (DEA) to encrypt and decrypt data.



2.4 PHYSICAL SECURITY LEVEL



The ICF is in compliance with the physical security level 3 defined in Federal Information Processing Standards Publication (FIPS PUB) 140-1 SECURITY REQUIREMENT FOR CRYPTOGRAPHIC MODULE.



3. CONFIGURATION



One ICF can be installed on Physical IP0 or Physical IP7 and the other on Physical IP1 or Physical IP6.  Consequently, only one ICF can be installed on the 1-way models; up to two ICFs can be installed on the 2-way through 11-way models.



The F-7C models support the Dual Path ICF�—that is, one ICF physically connected to two physical IPs.



If one of these physical IPs is assigned as a (Regular) IP and the other as a Standby Alternate Processor (AP),  when the ICF-installed (Regular) IP fails, the ICF dynamically switches to the Standby AP while the Standby AP becomes the (Regular) IP.  



If both physical IPs are assigned as (Regular) IPs, when the ICF-installed (Regular) IP fails, the operator can statically switch the ICF configuration using frame operation.



4. IMPLEMENTATION



The ICF is implemented with the hardware for addition/replacement and SVP frame.



4.1 ADDITIONAL HARDWARE



The ICF hardware consists of the following:



Units�Function�Composition��Cryptographic

Arithmetic Unit�Executes cryptographic arithmetic.

�ICF Logic LSI on ICFBPUPK (replacing a BPUPK with an ICFBPUPK)��Key Storage Unit (KSU)�Provides the key-entry

functions, and stores

and manages a Master Key.�• KSU-Box (for addition)

• Battery (for addition) ��Cable Set�Provides a set of cables for the ICF.�Power Supply cables and interface

cables (for addition)��Expansion Frame�Accommodates up to two KSUs.�Chamber expansion frame (for addition)��

4.2 SVP FRAMES



The ICF Processing Mode Selection (ICFMOD) frame provides the selection of the processing modes (Normal and Extended) defined in chapter 2.

�5. NEW MODELS



The table below shows the newly introduced models and their required quantities.



Model Number and Model Name�Description�Required Number of Models per Configuration����Base1SC�Base2SC�Turbo�CF��H-PF75-58

Integrated Cryptographic Facility

(ICF-C)�Consists of one Key Storage Unit (KSU) box,  Brass Key, and a set of cables.�1-2�1-2�1-2�NA��H-PF75-ICFBPU1

Basic Processor Package 1 for ICF

(ICFBPUPK1)�Encrypts and decrypts data on the F-7C processors.

Consists of two ICF Logic LSIs mounted Basic Processor Package (ICFBPUPK) for F-7C Base 1SC Model and microprogram.�1�NA�NA�NA��H-PF75-ICFBPU2

Basic Processor Package 2 for ICF

(ICFBPUPK2)�Encrypts and decrypts data on the F-7C processors.

Consists of two ICF Logic LSIs mounted Basic Processor Package (ICFBPUPK) for F-7C Base 2SC Model and microprogram.�NA�1�NA�NA��H-PF75-ICFBPUH

Basic Processor Package H for ICF

(ICFBPUPKH)�Encrypts and decrypts data on the F-7C processors.

Consists of two ICF Logic LSIs mounted Basic Processor Package (ICFBPUPK) for F-7C Turbo Model and microprogram.�NA�NA�1�NA��H-PF76-85

Chamber Expansion Frame 1

(CHEF-FH1)�Consists of one frame for an F-7C to accommodate KSUs.�1�1�1�NA��





6. SPARE PARTS AFFECTED



���Part No.�R�Q’ty Per Unit��Set Q’ty�Common��#�Part Type�Part Name�(Dwg. No.)��A�B�C�D�E��Full�Sub�with��1�PK ASSY (BPU)�HAG41-C�2HAG4130X-C�(���1��������2�PK ASSY (BPU)�HAG41-D�2HAG4140X-D�(��1���������3�PK ASSY (BPU)�HAG41-F�2HAG4160X-F�(����1�������4�KSU BOX��2110844-B�(�1������1��F-9/F-7B��5�BRASS KEY ASSY��3508168-A��1������1��F-9/F-7B��6�LITHIUM BATTERY��5773169-1��2������2��F-9/F-7B��7�EDGE CABLE�19.0ns�3512886-E��1������1����8�EDGE CABLE�19.0ns�3512887-E��1������1����9�PK ASSY�YF139-A�3YF13910X-A�(�����2��22����

R : Repairability

A : H-PF75-58 (ICF-C)

B : H-PF75-ICFBPU1 (ICFBPUPK1)

C : H-PF75-ICFBPU2 (ICFBPUPK2)

D : H-PF75-ICFBPUH (ICFBPUPKH)

E : H-PF76-85 (CHEF-FH1)

�7. PHYSICAL SPECIFICATIONS



Figure 1 shows the external view of the F-7C with two CHEF-Fs and one CHEF-FH1.



�������



Figure 1 shows the external view of the F-7C with one CHEF-F and one CHEF-FH1.





Table 1  Dimensions and Masses of CHEF-FH1



�Dimensions mm���Breakdown Model�H�D�W�Max. Mass Kg��CHEF-FH1�1720�900�500�144 *��*	: Equipped with two ICF-C. 



Table 2  Power Consumption and Heat Dissipation



Breakdown Model�Power Consumption�Heat Dissipation��CHEF-FH1�0 (VA)�0 (W)��ICF-C�30 (VA)�29 (W)��ICFBPUPK1�151 (VA)�143 (W)��ICFBPUPK2�224 (VA)�212 (W)��ICFBPUPKH�224 (VA)�212 (W)��



� Dual Path ICF will be supported from 1QCY99.



�SEITE �14�/4





KSU



CHEF-FH1








