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F-7 Processor Group Icf user manual
PREFACE

This document serves as a user manual draft and explains how to operate the Integrated Cryptographic Facility (ICF), especially its Key Storage Unit (KSU).
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1.  configuration and operation mode

1.1  Installable Number of ICF

The Integrated Cryptographic Facility (ICF) provides encryption and decryption of data under program control.

On the F-7 type B processor models, the ICF can be installed only on physical IP0 and physical IP4.  Consequently, only one ICF can be installed on the 1-way through 4‑way models; up to two ICFs on the 5-way through 10-way models.

On the F-7 type C Base Models, one ICF can be installed on physical IP0 or physical IP7 and the other on physical IP1 or physical IP6.  Consequently, only one ICF can be installed on the 1-way model; up to two ICFs on the 2-way through 11‑way models.

The F-7 type C Base Models implement ICF Dual Path support that connects one ICF to two IPs and switches IPs between the two when the then ICF-installed IP fails.  For instance, when the ICF-installed physical IP0 fails and physical IP7 is available for dynamic alternation, the ICF can be successively used by physical IP7.  If physical IP7 is not available for dynamic alternation, the ICF cannot be used until physical IP0 is recovered or statically altered by physical IP7.

1.2  Implementation

The ICF is implemented with additional hardware shown in table 1-1 and new SVP frame.

Table 1-1  ICF Hardware

Unit
Function
Composition

Cryptographic Arithmetic Unit
Executes cryptographic arithmetic.
•
F-7B: ICF-PK (for addition)

•
F-7C: ICF Logic LSI on ICFBPUPK (replacing BPUPK with ICFBPUPK)

Key Storage Unit (KSU)
Provides the key-entry functions, and stores and manages a Master Key.
•
KSU-Box (for addition)

•
Battery (for addition)

Cable set
Provides a set of cables for the ICF.
PS cables and interface cables (for addition)

(Continued on next page)

Table 1-1  ICF Hardware (Continued)

Unit
Function
Composition

Expansion Frame
Accommodates up to two KSUs.
•
F-7B: ICF expansion frame (for addition)

•
F-7C: Chamber expansion frame (for addition)

Power Supply Modules (for F-7B only)
Supplies power to the KSU.
Power supply modules (for addition)

1.3  Operation Mode

The ICF has two categories of operation mode: processing mode and operating mode.

1.3.1  Processing Mode

The ICF has two processing modes either of which can be selected on the SVP frame:

•
Normal mode:  In Normal processing mode, only CCA (IBM’s Common Cryptographic Architecture) operating mode is available under IBM ICSF/MVS.

•
Extended mode:  In Extended processing mode, all operating modes (CCA, ANSI + CV, and ANSI/ISO) are available (one operating mode at a time) and dynamically switchable among one another.  The Extended mode should be selected for operation under Hitachi/HDS Host Cryptographic Subsystem (HCS).

1.3.2  Operating Mode

The ICF has three operating modes:

•
CCA mode: Compatible with IBM’s Common Cryptographic Architecture mode supporting the cryptographic functions of IBM’s ICRF.

•
ANSI + CV mode: Intermediate mode supporting the IBM’s ICRF function and HCS function which uses a Control Vector.

•
ANSI/ISO mode: ANSI/ISO standard mode supporting the HCS function which does not use a Control Vector.


2.  ksu operation

2.1  Overview of KSU Panel

Figure 2-1 shows the external view of Key Storage Unit (KSU) Panel.




Figure 2-1  External View of KSU Panel

The KSU Panel provides the following functions:

•
Display Panel (LCD)


Displays operator functions and messages on a liquid crystal display.  Figure 2-2 shows the sample display on the Display Panel.

•
Screen configuration: 40 characters ( 4 lines (160 characters)

•
Kinds of characters displayed: 95 (62 alphanumerics, 32 symbols and one space)

•
Keytops


Provide means of data entry and cursor control on the Display Panel.

•
0–F:  Serve as hexadecimal keys.

•
CLEAR:  Erase all input characters.

•
CLEAR ENTRY:  Erase only the last input character.

•
F1–F4:  Serve as function keys.

•
Arrow keys:  Control the cursor movement.

•
LAMP TEST button


Turns on the POWER and TAMPER lamps to see if they are not blown.

•
POWER lamp


Turns on while the KSU is powered.

•
TAMPER lamp


Turns on when tampering is sensed.

•
Smart Card Reader


Registers the Enter Key Parts into the KSU.


•
KSU Lock Switch


Locks or unlocks the KSU physically.  Unlocking the KSU causes an immediate tampering status which turns on the TAMPER lamp and erases all the entered Key Data.

•
Mode Select Key Switches


Select the mode of ICF status by the key switch position:

•
NORMAL:  The ICF will operate normally.

•
SPECIAL SECURE MODE:  The ICF will be placed in special secure mode.

•
STANDBY:  All the ICF functions will be disabled.

•
TEST:  Test programs will run on the ICF, and all the ICF functions will be disabled.

•
ZEROIZE:  The master keys, the auxiliary master keys, the key part register contents, and the work register contents in the KSU and the Cryptographic Arithmetic Unit will be ready to be erased (zeroized).  To prevent accidental zeroizing, the keys and the register contents will not be zeroized unless the Mode Select Key Switch is turned to ZEROIZE and the F1 key is depressed.

•
Key Switch 1


Provides a means of entering the first key part through the following key switch positions:

•
NORMAL:  Provides no function of entering a key part.

•
ENTER KP1:  Provides the function of entering the first part of a clear key other than the master key.

•
ENTER NMK (1):  Provides the function of entering the first part of a master key.

•
Key Switch 2


Provides a means of entering any intermediate or the final key part through the following key switch positions:

•
NORMAL:  Provides no function of entering a key part.

•
ENTER KP2:  Provides the function of entering any intermediate or the final part of a clear key other than the master key.

•
ENTER NMK (2):  Provides the function of entering any intermediate or the final part of a master key.




Figure 2-2  Sample Display on Display Panel

2.2  Key Switch Positions and Display Panel Indications

The Display Panel varies in accordance with the Mode Select Key Switch, the Key Switch 1, and the Key Switch 2 positions as shown in table 2-1.

Table 2-1  Key Switch Positions and Display Panel Indications

#
Key Switch Position
Display Panel Indication


Mode Select Key Switch
Key Switch 1
Key Switch 2
Frame
Key Switch Indication

1
NORMAL
NORMAL
NORMAL
KSU MAIN
NORMAL

2
NORMAL
ENTER KP1
Don’t care
ENTER KEY PART
KP1

3
NORMAL
ENTER NMK (1)
Don’t care
ENTER KEY PART
NMK1

4
NORMAL
NORMAL
ENTER KP2
ENTER KEY PART
KP2

5
NORMAL
NORMAL
ENTER NMK (2)
ENTER KEY PART
NMK2

6
SPECIAL SECURE MODE
NORMAL
NORMAL
KSU MAIN
SSMODE

7
SPECIAL SECURE MODE
ENTER KP1
Don’t care
ENTER KEY PART
*KP1

8
SPECIAL SECURE MODE
ENTER NMK (1)
Don’t care
ENTER KEY PART
*NMK1

9
SPECIAL SECURE MODE
NORMAL
ENTER KP2
ENTER KEY PART
*KP2

10
SPECIAL SECURE MODE
NORMAL
ENTER NMK (2)
ENTER KEY PART
*NMK2

11
STANDBY
Don’t care
Don’t care
KSU MAIN
STANDBY

12
TEST
Don’t care
Don’t care
KSU TEST
STANDBY

13
ZEROIZE
Don’t care
Don’t care
KSU MAIN
NORMAL


2.3  Operation of KSU Frames

2.3.1  KSU MAIN Frame

Display format

KSU MAIN
V1.0
(  NORMAL




( F1=ZERO




( F2=




( F3=

Functions

The KSU MAIN frame provides the following functions:

•
Normal ICF operation

•
Zeroization of master keys, auxiliary master keys, key part register contents, and work register contents in KSU and Cryptographic Arithmetic Unit

•
Display of KSU controlware ROM version

Frame call

The KSU MAIN frame is called by the combination of the Mode Select Key Switch, the Key Switch 1, and the Key Switch 2 as shown in table 2-1 (#1, #6, #11, and #13).

Operation of zeroization

To Zeroize, turn the Mode Select Key Switch to ZEROIZE position and then press the F1 key.

Result of zeroization


1.
“ZEROIZE” appears in the Key Switch Indication area on the KSU MAIN frame.


2.
TAMPER lamp goes off.  If the lamp continues to be on, one or more tamper sensors are active.


3.
The master keys, the auxiliary master keys, the key part register contents, and the work register contents in the KSU and the Cryptographic Arithmetic Unit are zeroized.

2.3.2  ENTER KEY PART Frame

Display format

ENTER KEY PART
(  KP1





K

  Select Source Device.
( F1=KTP


Key Tops( F1
( F2=SCR


Smart Card Reader( F2
( F3=

Function

The ENTER KEY PART frame provides the function to select the source device for entering key part data.

Frame call

The ENTER KEY PART frame is called by a combination of the Mode Select Key Switch, the Key Switch 1, and the Key Switch 2 as shown in table 2-1 (#2 thru #5, and #7 thru #10).

Operation

To select the keytops as the source device, press the F1 key.  To select the Smart Card Reader as the source device, press the F2 key.

Result of operation

If the F1 key has been pressed, the ENTER KEY PART (KTP) frame appears.  If the F2 key has been pressed, the ENTER KEY PART (SCR) frame appears.


2.3.3  ENTER KEY PART (KTP) Frame

Display format 

 ENTER KEY PART(KTP)           | KP1    K

 LHK   [****************]      |F1=Enter

 RHK   [****************]      |F2=

 CKS   [**]                    |F3=Return

Function

The ENTER KEY PART (KTP) frame provides the function to enter key part data into

the following input fields through keytops:

•
LHK: Left half key data (16 hexadecimal characters) displayed as asterisks

•
RHK: Right half key data (16 hexadecimal characters) displayed as asterisks

•
CKS: Check Sum data (2 hexadecimal characters) displayed as asterisks

Frame call

The ENTER KEY PART (KTP) frame is called by pressing the F1 key on the ENTER

KEY PART frame.

Operation

Type all key data and check sum data in relevant input fields.  Then, press the F1 key.

Note: Pressing the F3 key on this frame brings back the ENTER KEY PART frame.

Result of operation


If comparison between the key data and the check sum data has been completed

successfully,


1.
The contents of the input fields are cleared.


2.
“Enter” in the Function Key Definitions area disappears.


3.
“K” in the Key Entry Enabled Status Indication area disappears.

If comparison between the key data and the check sum data has ended up in an error, 

the “CK Sum Error” message will be displayed.

2.3.4  ENTER KEY PART (SCR) Frame

Display format (initial)

 ENTER KEY PART(SCR)           | NMK1   K

                               |F1=

  Insert Card                  |F2=

                               |F3=Return

Function

The ENTER KEY PART (SCR) frame provides the function to enter key part data

through the Smart Card Reader.

Frame call

The initial display of the ENTER KEY PART (SCR) frame is called by entering the F2

key on the ENTER KEY PART frame.

Operation


1.
Insert Smart Card.

Note:  Pressing the F3 key on this frame brings back the ENTER KEY PART frame.


2.
The PIN (Personal ID Number) entry field appears on the ENTER KEY PART (SCR) frame as shown below.  To proceed, type the PIN (6-digit hexadecimal number) and press the F2 key.  To cancel typing before pressing the F2 key, press the clear key and retry the typing.  If an incorrect PIN is entered by the pressing of the F2 key, the “Error E7: Re-enter PIN ” message will be displayed (E7=error code).  In case incorrect PIN entry is repeated three consecutive times on the same Smart Card, the “Error E7: Card blocked” message will be displayed (E7=error code) and the Smart Card will become unusable.

  ENTER KEY PART(SCR)          | NMK1   K

                               |F1=

  Enter PIN [******]           |F2=Enter

                               |F3=


3.
The Card ID and Serial Number displays appear on the ENTER KEY PART (SCR) frame as shown below.  If an invalid card is inserted or the reading out process has ended up in an error, the “Error XX:  Re-Insert card” message will be displayed (XX=error code).  When such an error message is displayed, take necessary actions in accordance with table 2-2.

 ENTER KEY PART(SCR)           | NMK1   K 

 Card ID       :TESTCARD       |F1=

 Serial Number :12345678       |F2=OK

                               |F3=

4.
Upon ensuring Card ID and Serial Number information, press the F2 key.  If the Card ID and Serial Number information is not the expected one, pull out the card and insert another Smart Card until the expected information is obtained.


5.
The block selection display appears as shown below.  If the reading out process has ended up in an error, the “Error XX:  Re-Insert card” message will be displayed (XX=error code).  When such an error message is displayed, take necessary actions in accordance with table 2-2.  On the other hand, if no valid data block exists, the “Valid data block is missing” message will be displayed.

 ENTER KEY PART(SCR)    
   [((]| NMK1   
K

 Select Data Block             |F1=

   

 Block2 :Key Part Data 2  |F2=Enter

      Block3 :Key Part Data 3  |F3=Quit

6.
Select the target block containing the Key Part Data by pressing the cursor control key (( or ().


7.
Enter the Key Part Data by pressing the F2 key.


Note:  Pressing the F3 key brings back the Card ID display frame.


8.
A verification pattern appears as shown below.  If the reading out process has ended up in an error, the “Error XX:  Re-Insert card” message will be displayed (XX=error code).  When such an error message is displayed, take necessary actions in accordance with table 2-2.

 ENTER KEY PART(SCR)           | NMK1    

 Verification pattern:         |F1=

 01234567 89ABCDEF             |F2=

                               |F3=Return

9.
Press the F3 key to return to the initial display of the ENTER KEY PART (SCR) frame.

Remarks

•
Pulling out the Smart Card in any frame brings back the initial display of the ENTER KEY PART (SCR) frame.

•
“Reading in process” message is displayed while the card data is being read out.

Table 2-2  Error Codes on ENTER KEY PART (SCR) Frame and Operator’s Action

Code
Meaning
Operator’s Action

0x, 1x, 2x
Interface error between KSU and Smart Card Reader.
Insert the current Smart Card again.  If error persists, take a corrective action as per reference code.

3x
Unsupported data stored in Smart Card.
Insert the current Smart Card

A0
Unsupported format of Smart Card.
again, or insert another Smart

A2
No response from Smart Card.
Card.

A3
Parity error in data read from Smart Card.


E2
No response from Smart Card.


E3
Parity error in data read from Smart Card.


E4
Inconsistent acknowledgement byte returned from Smart Card.


E5
Smart Card changed.


E7
Incorrect status word read from Smart Card.


F1
Incorrect key data.


F2
Access error more than two times.


F3
Status Memory full.


F7
Smart Card pulled out.
Insert the current Smart Card

FB
Smart Card not inserted.
again.


2.3.5  KSU TEST Frame

Display format (initial)

    KSU TEST              [( ]| STANDBY

 

 Test secure unit          |F1=Query

    Test memory               |F2=

    Test power and battery    |F3=

Function

The KSU TEST frame provides the function to test the KSU hardware by selecting the

test part as follows:

•
Test secure unit:  Tests tamper factors in KSU.

•
Test memory:  Tests KSU memory.

•
Test power and battery:  Tests input voltage and battery of KSU.

•
Test key tops:  Tests keytops of KSU.

•
Test display:  Tests characters and numerics on display panel of KSU.

Frame call

The initial display of the KSU TEST frame is called by turning the Mode Select Key

Switch to the TEST position.

Operation


1.
Select the target test part by pressing the cursor control key (( or ().


2.
Execute the test by pressing the F1 key.


3.
Ensure the test results.

Results of tests

•
If “Test secure unit” has been executed, the display below appears with one of the following messages showing the test result.  Pressing the F3 key brings back the initial display.

•
Tamper HDM

•
Tamper HDM cable

•
Tamper Key lock unlocked

•
Tamper Battery fuse blown

•
All tests passed

    KSU TEST                   | STANDBY

  Test secure unit             |F1=

   message area                |F2=

                               |F3=Return
•
If “Test memory” has been executed, the display below appears with either of the following messages showing the test result.  Pressing the F3 key brings back the initial display.

•
Memory test passed

•
Memory test failed

    KSU TEST                    | STANDBY

  Test memory                   |F1=

   message area                 |F2=

                                |F3=Return
•
If “Test power and battery” has been executed, the display below appears with one of the following messages showing the test result.  Pressing the F3 key brings back the initial display.

•
5V is low

•
5V is good

•
Battery unit is low

•
Battery unit is good

•
Vtt fuse is blown

•
Vdd fuse is blown

    KSU TEST                    | STANDBY

  Test power and battery        |F1=

   message area                 |F2=

                                |F3=Return


•
If “Test key tops” has been executed, the display below appears.  Each of the displayed key tops will disappear when the corresponding key on the KSU Panel is depressed.  Pressing the F4 key brings back the initial display.

    0123        F1 F2 F3 F4

    4567             (
    89AB           ( (   LT

    CDEF  CL CE      (      

•
If “Test display” has been executed, the display below appears where all the characters and numerics displayable on the Display Panel are shown.  These characters and numerics automatically and continuously shift leftward.

  !(#$%&(()*+,((/0123456789:;<=>?@ABCDEFG

 HIJKLMNOPQRSTUVWXYZ[]^((abcdefghijklmnop

 qrstuvwxyz{|}((((!(#$%&(()*+,((/0123456

 789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[]^(

Then, press any of the keytops and ensure that the Display Panel is filled with “(  ”as shown below.  Thereafter, another pressing of any keytop brings back the initial display.

( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( 

( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( ( 
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