6.	Troubleshooting by Means of Error Notification Program


Error Notification Utility is a utility program uses the log file output function or E-mail information function to notify the error when an error occurs.   This program runs on a workstation or server.   Users select the log file output function or E-mail information function.   This chapter explains the correspondence between the information output by these functions and maintenance method.�You will need an RS232C or LAN connection between the host and the DF400.


6.1	Maintenance by Means of Log File Output Function


(1)	Confirming error information


Log file output information is output in the format shown in Figure 6.1.1.   Use the error information in the format to confirm the contents of the error.   Figure 6.1.2 is an example of log file output information output when a power error occurs.   Figure 6.1.3 is an example of log file output information output when the failed disk is shut down.
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Figure 6.1.1  Format of Information Output to Log File Output Information





�


Figure 6.1.2  Example of Log File Output Information Output �when Power Error Occurs
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Figure 6.1.3  Example of Log File Output Information Output�when a Failed Disk is Shut Down





The meanings of the log file output information shown in Figure 6.1.1 are explained in Table 6.1.1.


Table 6.1.1  Meanings of Log File Output Information


No.�
Item�
Meaning�
�
1�
Day Mon dd hh:mm:ss yyyy�
Date when the error occurred�
�
2�
Device ID�
ID of the device in which the error occurred �
�
3�
Error information�
Type of the error occurred�
�



(2)	Troubleshooting method


Refer to the error information shown in Figure 6.1.1, confirm the message code according to Table 6.3.1, then recover the error following the instructions displayed on the panel. (See TRB-0180 section 2.1)





�
6.2	Maintenance by Means of E-Mail Information Function


(1)	Confirming error information


E-Mail information is output in the format shown in Figure 6.2.1.   Use the error information in the format to confirm the contents of the error.
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Figure 6.2.1  Example of Output E-Mail Information (Battery Error)





The meaning of the output information shown in Figure 6.2.1 are explained below.





(a)	Information for mail transmission


Information for mail transmission (in Figure 6.2.1, transmission source address and transmission destination address, etc., indicated by “#, &, %, X, Y, and Z”) is not required for maintenance.   This information varies depends on the mail environment, etc.








�
(b)	Mail subject


The mail subject indicates the type of mail.   The meanings of mail subjects are explained in Table 6.2.1.





Table 6.2.1  Meanings of Mail Subjects


No.�
Subject�
Meaning�
�
1�
Subject: DF400MNG/Obstruction (xx)�
When the E-Mail of this subject is issued, maintenance is required. Numbers enclosed in parentheses do not have any special meaning.�
�
2�
Subject: DF400MNG/Buffer full !!�
Indicates that communication with the disk array subsystem is abnormal. Use the panel of the main body at the site to check whether an error occurred, then perform maintenance according to the information displayed on the main body panel.�
�



(c)	Output information


E-Mail information is output in the format shown in Figure 6.2.2.   Use the error information in the format to confirm the contents of the error.
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Figure 6.2.2  Format of E-Mail Information





E-Mail information shown in Figure 6.2.2 may not be transmitted when the mail subject is not the one listed as No.1 in Figure 6.2.1 (Subject : A6541MNG/Obstruction (xx)).   If E-Mail information is not transmitted, use the main body panel of the disk array subsystem at the site to check whether an error occurred, then perform maintenance according to the information displayed on the main body panel.


The meanings of the E-Mail information shown in Figure 6.2.2 are explained in Table 6.2.2.





Table 6.2.2 Meanings of E-Mail Information


No.�
Subject�
Meaning�
�
1�
Day Mon dd hh:mm:ss yyyy�
Date when the error occurred�
�
2�
Device ID�
ID of the device in which the error occurred�
�
3�
Error information�
Type of the error occurred�
�



(2)	Troubleshooting method


Refer to the error information shown in Figure 6.3.1, confirm the message code according to Table 6.3.1, then recover the error following the instructions displayed on the panel. (See TRB-0180 section 2.1)





�
6.3	List of Error Information


Table 6.3.1 shows the messages corresponding to error information and maintenance.


Table 6.3.1  Message Corresponding t Error Information and Maintenance (1/2)


No.�
Error information�
Meaning of message�
Reference section�
�
�
�
Standard maintenance�
�
�
1�
DF400SNT Drive Detached�
The disk was shut down.�
Section 2.1 “Panel�
�
�
DF400NER Detached Drive Position Port No.X Row No.Y�
Perform the maintenance instructed for message code W202XY and message text DRVALM-XY.


Data corresponding to XX in the manual is not notified included in RS232C error information output. Refer to the panel display at the site.�
Displays”. (See TRB-0180)�
�
2�
DF400SET Power Supply�
An AC/DC power supply failure occurred.�
�
�
�
Failure�
Perform the maintenance instructed for message code W405XY and message text PSALM-XY.


Data corresponding to XX in the manual is not notified included in RS232C error information output. Refer to the panel display at the site.�
�
�
3�
DF400SET Battery Alarm�
A Battery ASSY voltage error occurred.�
�
�
�
�
Perform the maintenance instructed for message code W10100 and message text BATALM.�
�
�
4�
DF400SET Fan Alarm�
A FAN ASSY failure occurred.�
�
�
�
�
Perform the maintenance instructed for message code W304XX and message text FANALM-XX.


Data corresponding to XX in the manual is not notified included in RS232C error information output. Refer to the panel display at the site.�
�
�
5�
DF400SET Controller�
A Controller failure occurred.�
�
�
�
Detached�
Perform the maintenance instructed for message code W015XX and message text CTLALM-XX.


Data corresponding to XX in the manual is not notified included in RS232C error information output. Refer to the panel display at the site.


When this trap is displayed following the No.11 “DF400 SET Microprogram Replacement Executed”, it does not mean a failure because it is reported owing to the micro program replacement.�
�
�



�
Table 6.3.1  Message Corresponding t Error Information and Maintenance (2/2)


No.�
Error information�
Meaning of message�
Reference section�
�
�
�
Standard maintenance�
�
�
6�
DF400SET Inbox Alarm�
•DF400-CK/RK/RKY


The Inbox was shut down.�
Section 2.1 “Panel Displays”. (See�
�
�
�
Perform the maintenance instructed for message code W72DXY and message text INBALM-XY.


Data corresponding to XX in the manual is not notified included in RS232C error information output. Refer to the panel display at the site.�
TRB-0180)�
�
�
�
•DF400-RKL


Perform the maintenance described in Item 2, “DF400SET Power Supply Failure”.  (See *1.)�
�
�
7�
DF400SET UPS Cable�
A UPS cabledisconnect�
�
�
�
Unconnected�
Perform the maintenance instructed for message code 92F00 and message text UPSALM.�
�
�
8�
DF400SET Cache Backup�
A Cache backup circuit failure occurred.�
�
�
�
Circuit Alarm�
Perform the maintenance instructed for message code W12CXY and message text BKALM-XY.


Data corresponding to XX in the manual is not notified included in RS232C error information output. Refer to the panel display at the site.�
�
�
9�
DF400SET Memory of Cache�
A Cache memory failure occurred.�
�
�
�
Alarm�
Perform the maintenance instructed for message code W508XY and message text CMALM-ZZ.


Data corresponding to XY, ZZ in the manual is not notified included in RS232C error information output. Refer to the panel display at the site.�
�
�
10�
DF400SET Warning�
Warning is arised in the disk array occurred.�
�
�
�
�
Perform the maintenance instructed for message code WXXXXX.�
�
�
11�
DF400SET Microprogram Replacement Executed�
A micro program replacement executed.


(For dual configuration only)�
�
�
�
�
Perform the maintenance instructed for message code W015XX and message text CTLALM-XX.


This is a message informing of a start of a micro program replacement and does not requite a maintenance.�
�
�
*1 : The power supply of the DF400-RKL combines the AC and DC power supplies.  Maintenance of the both power supplies can be done by performing a maintenance of the DC power supply.





�
7.	Troubleshooting by Means of SNMP Agent Support Function


The SNMP agent support function notifies subsystem errors to the workstation for network monitoring, in which the SNMP manager is installed, via simple network management protocol (SNMP).   This chapter explains how to troubleshoot subsystem errors by means of the SNMP agent support function.


7.1	Maintenance with TRAP Codes


(1)	Confirming error information


Examples of output caused by a trap issued by the subsystem are shown below.   (a) is an example of output by HP Open View/NetM*COMET. (b) is an example of output by SunNet Manager.


(a)	Example of trapped output by HP Open View/NetM*COMET


�If an error occurs, the following screen is popped up.


�
fan Failure event�
�
�
�
May 10 (Friday), 1996 4p.m. 21 minutes 15 seconds�
�
fan                                      �EMBED Word.Picture.6����
�
“Error event” in the “Event Category” box changes to “(”.   Double-clicking this box displays an Error Event Browser.   For detailed information refer to the browser.


�
Event Category�
�
�
�
(	Error event


(	Threshold event


(	Status event


(	Setting event


(	Application warning event


(	All events�
�
[Read only]�
�
�


�
Error Event Browser�
�
�
�
File   Action   View                                                                                                  Help�
�
Significance                   Date                    Source                          Message�
�
Important warning area  1996/05/10 16:21:15 DF400     Trap:generic 6 specific:3 args (0):























�
�
1 Event  -  Dangerous:0  Serious warning:1  Warning:0  Caution:0  Normal:0�
�



�
(b)	Example of trapped output by SunNet Manager
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�
(2)	Troubleshooting method


Perform maintenance referring to the output examples in (1) and according to Table 7.1.1, “Recovery Procedure for Each Trap Code”.


Table 7.1.1  Recovery Procedure for Each Trap Code (1/3)





No.�
Generic Trap Code�
Specific Trap Code�



Trap name�



Description�



Recovery procedure�



Remarks�
�
1�
0�
0�
coldStart�
Power-on�
This is not an error.


Recovery operation is not necessary.�
�
�
2�
4�
0�
authentication-Failure�
Invalid SNMP access 


(The community name set for the subsystem differs from the community name accessed by the SNMP manager)�
Change the community name set for the subsystem or the community name accessed by the SNMP manager so that they match.


When changing the community name set for the subsystem, refer to “DF350/DF400 Hitachi Disk Array Subsystem SNMP Support Function Operation Manual.”


When changing the community name accessed by the SNMP manager, refer to the manual of each manager.�
�
�
3�
6�
1�
systemDown�
Controller down�
Issuance of this trap indicates that an error beginning with message code H occurred. For detailed error information, see the panel display of the subsystem.   Perform the maintenance instructed for message code H#####. “#####” is optional.�
Refer to TRB section 2.1 “Panel Displays”. (See TRB-0180)�
�
4�
6�
2�
driveFailure�
Disk shutdown�
Perform the maintenance instructed for message code W202XY and message text DRVALM-XY. The information corresponding to XY in the manual is not notified regarding the trap.   See the panel display of the subsystem.�
�
�
5�
6�
3�
fanFailure�
Fan failure�
Perform the maintenance instructed for message code W304XX and message text FANALM-YY. The information corresponding to XX in the manual is not notified regarding the trap.   See the panel display of the subsystem.�
�
�
6�
6�
4�
powerSupply-Failure�
Power supply failure�
Perform the maintenance instructed for message code W405XX and message text PSALM-YYY. The information corresponding to XX in the manual is not notified regarding the trap.   See the panel display of the subsystem.�
�
�



�
Table 7.1.1  Recovery Procedure for Each Trap Code (2/3)





No.�
Generic Trap Code�
Specific Trap Code�



Trap name�



Description�



Recovery procedure�



Remarks�
�
7�
6�
5�
batteryFailure�
Battery voltage error�
Perform the maintenance instructed for message code W1010X and message text BATALM-0X.�
Refer to TRB section 2.1�
�
8�
6�
6�
cacheFailure�
Cache access error occurred�
Perform the maintenance written in message code W508XY and message text CMALMX-YY. The information corresponding to XX, XY, X, and NP in the manual is not notified regarding the trap.   See the panel display of the subsystem.�
“Panel Displays”. (See TRB-0180)�
�
9�
6�
7�
UPS Failure�
UPS cable disconnect�
Perform the maintenance instructed for message code 92F00 and message text UPSALM.�
�
�
10�
6�
8�
Inbox Failure�
The Inbox was shut down.�
•DF400-CK/RK/RKY


Perform the maintenance instructed for message code W72DXX and message text INBALM-XX. The information corresponding to XX in the manual is not notified regarding the trap.   See the panel display of the subsystem.�
�
�
�
�
�
�
�
•DF400-RKL


Perform the maintenance described in Item 6, “DF400SET Power Supply Failure”.  (See *1)�
�
�
11�
6�
9�
Backup circuit Failure�
A Cache backup circuit failure occurred.�
Perform the maintenance instructed for message code W12CXX and message text BKALM-XX. The information corresponding to XX in the manual is not notified regarding the trap.   See the panel display of the subsystem.�
�
�
12�
6�
10�
Other controller Failure�
Mate controller blockade�
Perform the maintenance instructed for message code W015XX and message text CTLALM-XX. The information corresponding to XX in the manual is not notified regarding the trap.   See the panel display of the subsystem.


When this trap is displayed following the No.14 “Microprogram Replacement Executed”, it does not mean a failure because it is reported owing to the micro program replacement.�
�
�
*1 : The power supply of the DF400-RKL combines the AC and DC power supplies.  Maintenance of the both power supplies can be done by performing a maintenance of the DC power supply.





�
Table 7.1.1  Recovery Procedure for Each Trap Code (3/3)





No.�
Generic Trap Code�
Specific Trap Code�



Trap name�



Description�



Recovery procedure�



Remarks�
�
13�
6�
12�
SpareDrive Failure�
Spare disk blockade�
Perform the maintenance instructed for message code W202XY and message text DRVALM-XY. The information corresponding to XY in the manual is not notified regarding the trap.   See the panel display of the subsystem.�
Refer to TRB section 2.1


“Panel Displays”.


(See TRB-�
�
14�
6�
13�
Microprogram Replacement executed�
A micro program replacement executed.


(For dual configuration only)�
Perform the maintenance instructed for message code W015XX and message text CTLALM-XX.


This is a message informing of a start of a micro program replacement and does not requite a maintenance.�
0180)�
�
15�
6�
11�
Warning�
A warning was issued in the disk array subsystem.�
Perform the maintenance instructed for message code WXXXXX.�
�
�






�
7.2	Maintenance with MIB (df Regression) Values


(1)	Confirming error information


Examples of output caused by a trap issued by the subsystem are shown below.   (a) is an example of output by HP OpenView/NetM*COMET.   (b) is an example of output by SunNet Manager.   For MIB values, see Table 7.2.1 “dfRegressionStatus Values and Failed Components”.





(a)	Example of MIB value output by HP OpenView/NetM*COMET


�





�
(b)	Example of MIB value output by SunNet Manager
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Table 7.2.1  Format of df Regression Status


�Bit


Byte�
7�
6�
5�
4�
3�
2�
1�
0�
�
0�
0�
0�
0�
0�
0�
0�
0�
Cache�
�
1�
0�
0�
0�
Fan�
BK�
A.C.PS�
D.C.PS�
Battery�
�
2�
0�
0�
0�
0�
0�
0�
0�
UPS�
�
3�
CTL�
Warning�
0�
0�
0�
D-Drive�
S-Drive�
Drive�
�
When a regression is applied to the part concerned, turn on the corresponding bit.�Value of the object corresponding to each failure status is shown in Table 7.2.2.











�
Table 7.2.2  dfRegression Status Value Corresponding to Each Failure


No.�
Bit location�
Object value�
Description�
�
�
Byte�
Bit�
(in decimal)�
�
�
1�
(�
(�
0�
The disk array is normal.�
�
2�
3�
0�
1�
HDD (data disk or spare HDU) blockade.�
�
3�
3�
1�
2�
HDD (spare HDU) blockade.�
�
4�
3�
2�
4�
HDD (data HDU) blockade.�
�
5�
3�
6�
64�
Warning is arised in the disk array.�
�
6�
3�
7�
128�
Mate controller blockade.�
�
7�
2�
0�
256�
UPS cable disconnect.�
�
8�
1�
0�
65536�
Battery alarm.�
�
9�
1�
1�
131072�
D.C.PS power supply failure.


(RKL : AC/DC power supply)�
�
10�
1�
2�
262144�
A.C.PS power supply failure.


(RKL : AC/DC power supply)�
�
11�
1�
3�
524288�
Cache backup circuit alarm.�
�
12�
1�
4�
1048576�
Fan alarm.�
�
13�
0�
0�
16777216�
Cache partial blockade.�
�
When two or more failed parts exist, the object value is the sum of each object value.


Example :	When failures occur in the battery and the fan, the object value is “1114112 (65536+1048576)”.


The object value converted into binary form corresponds to the format shown in Table 7.2.1.





(2)	Troubleshooting procedure


Perform a maintenance by associating the item in the description column in Table 7.2.2 with the contents of Table 7.1.1.








�
8.	Troubleshooting by Means of Disk Array Utility Program


Device Status function in Disk Array Utility notifies subsystem error.   This chapter explains how to troubleshoot subsystem error by means of the Disk Array Utility.


8.1	Maintenance with “Device Status” Display


(1)	Device Status Display


“Device Status” window of Disk Array Utility shows below.


��











When a failure occurs in the disk, controller, battery, fan, power supply, or cache, the part concerned is indicated by “blinking of red LED”.





�
(2)	Troubleshooting method


Perform maintenance referring to the display examples in (1) and according to Table 8.1.1, “Recovery Procedure for Each Error Display”.





Table 8.1.1 Recovery Procedure for Each Error Display (1/2)


No.�
Error Display�
Description�
Recovery procedure�
Remarks�
�
�1�
�             �


Red	Yellow�
( Busy or HDD Detached for Restoring/Waiting for Restore


( Inserted HDD did not spin-up (RAID group defined)


( Inserted HDD did not spin-up (Spare HDU defined)


( Inserted HDD did not spin-up (Not finished defining  RAID group)�
Perform the maintenance instructed for message code W202XY and message text DRVALM-XY.�
TRB section 2.1 “Panel Displays”. (See TRB-0180)�
�
��
�             �


Red	Gray�
( HDD removed (RAID group defined)�
�
�
�
��
�             �


Red	No indication�
( HDD removed (Spare HDU defined)�
�
�
�
2�
��
A cache backup circuit error occurred.�
Perform the maintenance instructed for message code W12CXY and message text BKALM-XY.�
�
�
3�
�  Blinking red�
Controller down�
Issuance of this trap indicates that an error beginning with message code H occurred. For detailed error information, see the panel display of the subsystem.   Perform the maintenance instructed for message code H#####. “#####” is optional.�
�
�



�
Table 8.1.1 Recovery Procedure for Each Error Display (2/2)


No.�
Error Display�
Description�
Recovery procedure�
Remarks�
�
4�
�  Blinking red�
Fan error�
Perform the maintenance instructed for message code W304XX and message text FANALM-XX.�
TRB section 2.1 “Panel Displays”.�
�
5�
�  Blinking red�
DC power error�
Perform the maintenance instructed for message code W405XX and message text PSALM-XX.�
(See TRB-0180)�
�
6�
�  Blinking red�
Battery voltage error�
Perform the maintenance instructed for message code W1010X and message text BATALM-0X.�
�
�
7�
�  Blinking red�
Cache access error�
Perform the maintenance instructed for message code W508XY and message text CMALMX-NP.�
�
�
8�
�  Blinking red�
The Inbox was shut down occurred.�
•DF400-CK/RK/RKY


Perform the maintenance instructed for message code W72DXX and message text INBALM-XX.�
�
�
�
�
�
•DF400-RKL


Perform the maintenance described in Item 5, “DC Power”.  (See *1)�
�
�
*1 : The power supply of the DF400-RKL combines the AC and DC power supplies.  Maintenance of the both power supplies can be done by performing a maintenance of the DC power supply.








�
9.	Troubleshooting by Means of Web Utility


Monitor function in Web Utility notifies subsystem error.   This chapter explains how to troubleshoot subsystem error by means of the Web Utility.


9.1	Maintenance with “Displaying Detail Information of Array Unit” Display


(1)	Displaying Detail Information of Array Unit Display


“Displaying Detail Information of Array Unit” window of Web Utility shows below.


�








When a failure occurs in the disk, controller, battery, fan, power supply, or cache, the part concerned is indicated by “red LED” “yellow LED”.








�
(2)	Troubleshooting method


Perform maintenance referring to the display examples in (1) and according to Table 9.1.1, “Recovery Procedure for Each Error Display”.





Table 9.1.1 Recovery Procedure for Each Error Display (1/2)


No.�
Error Display�
Description�
Recovery procedure�
Remarks�
�
1�
�  Red�
( Busy or HDD Detached for Restoring/Waiting for Restore


( Inserted HDD did not spin-up (RAID group defined)


( Inserted HDD did not spin-up (Spare HDU defined)


( Inserted HDD did not spin-up (Not finished defining RAID group)


( HDD removed (RAID group defined)


( HDD removed (Spare HDU defined)�
Perform the maintenance instructed for message code W202XY and message text DRVALM-XY.�
TRB section 2.1 “Panel Displays”. (See TRB-0180)�
�
2�
�  Red�
Controller down�
Issuance of this trap indicates that an error beginning with message code H occurred.   For detailed error information, see the panel display of the subsystem.   Perform the maintenance instructed for message code H#####. “#####” is optional.�
�
�






�
Table 9.1.1 Recovery Procedure for Each Error Display (2/2)


No.�
Error Display�
Description�
Recovery procedure�
Remarks�
�
3�
�  Yellow�
Controller cache backup error�
Perform the maintenance instructed for message code W12CXX and message text BKALM-XX.�
TRB section 2.1 “Panel Displays”.�
�
4�
�  Red�
Fan error�
Perform the maintenance instructed for message code W304XX and message text FANALM-XX.�
(See TRB-0180)�
�
5�
�  Red�
DC power error�
Perform the maintenance instructed for message code W405XX and message text PSALM-XX.�
�
�
6�
�  Red�
AC voltage error�
•DF400-CK/RK/RKY


Perform the maintenance instructed for message code W72D0XX and message text INBALM-XX.�
�
�
�
�
�
•DF400-RKL


Perform the maintenance described in Item 5, “DC Power”.  (See *1.)�
�
�
7�
�  Red�
Battery voltage error�
Perform the maintenance instructed for message code W1010X and message text BATALM-0X.�
�
�
8�
�  Red�
Cache access error�
Perform the maintenance instructed for message code W508XY and message text CMALMX-NP.�
�
�
*1 : The power supply of the DF400-RKL combines the AC and DC power supplies.  Maintenance of the both power supplies can be done by performing a maintenance of the DC power supply.
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Trap name





IP address or registered host model name





Generic Trap Code





Specific Trap Code





The connection indication of RAID device.


Registered DF-Name.











