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Preface

Password Protection 9200 is installed on your Thunder 9200 disk array unit. Before using
Password Protection 9200, read the operating procedures and notices included in this guide.
Carefully follow the safety precautions and instructions.

The Hitachi Freedom Storage™ Thunder 9200™ Password Protection 9200 User’s Guide
assumes that:

m  The user has a background in data processing and understands direct-access storage
device subsystems and their basic functions.

m  The user is familiar with the Hitachi Freedom Storage™ Thunder 9200™ array subsystem.

For further information on Hitachi Data Systems products and services, please contact your
Hitachi Data Systems account team, or visit the Hitachi Data Systems worldwide web site at
http://www.hds.com. For specific information on the supported host systems and platforms
for the 9200, please refer to the user documentation for the product, or contact the
vendor’s customer support service.

Note: The term “9200” refers to the Hitachi Thunder 9200™ subsystem, unless otherwise
noted. Please refer to the Hitachi Thunder 9200™ User and Reference Guide (MK-90DF504)
for further information on the 9200 disk array subsystem.

Note: The use of Password Protection 9200 and all other Hitachi Data Systems products is
governed by the terms of your license agreement(s) with Hitachi Data Systems.

COMMENTS

Please send us your comments on this document: doc.comments@hds.com.

Make sure to include the document title, number, and revision.
Please refer to specific page(s) and paragraph(s) whenever possible.

(All comments become the property of Hitachi Data Systems Corporation.)

Thank you!
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Safety Precautions

Note the following when using Password Protection 9200:

m  Only administrators, system engineers, and field engineers who are familiar with Hitachi
Data Systems disk array units are allowed to run the Password Protection 9200 function.

m  Make certain you read and fully understand this guide before you operate the Password
Protection 9200 function.

m  Carefully follow instructions included with the “"CAUTION” label.

& CAUTION

Failure to follow these instructions can result in serious system damage and/or the loss
of system data.
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Chapter 1 Introducing Password Protection 9200

By using Password Protection 9200, you can limit the number of Resource Manager 9200
users that are permitted to access the optional 9200. Users can also be prevented from
accessing it at the same time. This can deter 9200 information from being offered to users
who have no right to access and can prevent concurrent updates to 9200 configuration
information by exclusively controlling the users.

To register the user, specify a user ID and a password using the Resource Manager 9200. The
9200 refers to the registered user IDs and passwords when a login is made from the Resource
Manager 9200 and rejects a login made by an unregistered user. The 9200 which has been
logged in by a certified user rejects another login attempted by another user.

The Password Protection 9200 feature can be installed, uninstalled, set, logged into and
logged out from using either of the following versions of the Resource Manager 9200:

m  Graphical User Interface (GUI): Chapters 2 through 5.
m  Command Line Interface (CLI): Chapters 6 through 9.

User : X User:Y User:Z
PC or Server
‘ \ \ \
\
LAN |
| HUB |
\ T ‘
b\ | —
\
DF500-A DF500-B DF500-C DF500-D DF500-E
Note: "U-ID" denotes user ID.
U-ID:X U-ID:X U-ID:Y U-ID:Y U-ID:Z “PW?” denotes password.
PW: #%x% PV kk PV ssksek PV ksk PV skok

Figure 1.1 Password Protection Control Feature

The following table shows whether access by each user of Resource Manager 9200 from the
example above is accepted or rejected.

Table 1.1 Outline of Password Protection 9200

9200 | A B c D E
User
X Accepted Accepted Rejected Rejected Rejected
Y Rejected Rejected Accepted Accepted Rejected
z Rejected Rejected Rejected Rejected Accepted

Hitachi Freedom Storage™ Thunder 9200™ Password Protection 9200 User’s Guide 1



1.1

2

Specifications

Specifications of the Password Protection 9200 control feature are shown below.

Table 1.2  Specifications of Password Protection 9200

Item

Specifications

Devices which can set the feature

¢ SCSl and Fibre Channel interface devices can set the feature.

¢ Only devices in which the Password Protection 9200 control feature (DF-F500-WSPS),
which is a software option, is installed can set this feature.

Registration of the user ID and
password and guard against
access

« Up to 20 sets of a user ID and a password can be registered for one 9200 from the
Resource Manager 9200.

« Future login attempts by a user of Resource Manager 9200 whose user ID and password
are not registered are rejected. (Note 1)

Rejection of concurrent logins
attempted by users of Resource
Manager 9200

« The 9200 which has been logged in by a user of Resource Manager 9200 whose user ID
and password have been registered will reject another login attempted by another user even
if its user ID and password have been registered, until the former user logs out.

« An error message issued by Resource Manager 9200 will clarify whether the login is
rejected due to non-registration or a result of a concurrent login attempt.

Note 1: Service personnel use the Resource Manager 9200 for maintenance of array units as
well. When registering user IDs, register the user ID for service personnel.

Chapter 1 Introducing Password Protection 9200




Chapter 2 Installing and Uninstalling Password
Protection 9200 (GUI)

& CAUTION

The User ID and Password must be configured immediately after the software key has
been installed. Please contact Hitachi Data Systems Customer Support if you lose your
password and are unable to access the system.

The Password Protection 9200 option is usually unselectable (closed); to make it available,
you must install Password Protection 9200 (DF-F500-WSPS) and make its functions selectable
(open). To install this function, an option FD provided with the optional feature or the
key code is required.

Follow the instructions below to install Password Protection 9200 (DF-F500-WSPS). Password
Protection 9200 is installed and uninstalled using Resource Manager 9200. To operate the
Resource Manager 9200 using a graphic interface, refer to the Hitachi Freedom Storage™
Thunder 9200™ Resource Manager 9200 User’s Guide Graphical User Interface (GUI)
(MK-92DF575).

Note: Before installing and uninstalling, make sure that the array unit is in normal operating
condition. If a failure such as a controller blockade has occurred, installation and
uninstallation operations cannot be performed.

2.1 Installation

The following paragraphs describe installation procedures performed by using the GUI
version of Resource Manager 9200.

1. Start Resource Manager 9200 and change the mode of operating to Management Mode.

2. Register the array unit in which you will install Password Protection 9200. Connect to
this registered array unit; the corresponding window will be displayed.

Hitachi Freedom Storage™ Thunder 9200™ Password Protection 9200 User’s Guide 3
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3. From the Settings menu, select Configuration Settings.

Alternatively, from the tool bar, select the Configuration Settings

The Parameter dialog box is displayed.

4. Click the Option tab.

*arameter
Array Lnit |[DF500

Target D 3 Paort Option ] Controllel
Restore Options ; Qnline Yerify ; Constitute I Fibre Channel ; Spar
Option List

ridentifier
& Drive

LAM
Micro Update

Option Mame ; Status I
Change 1
‘ ' Key Code l
% Diractary I
Unlock Lock
Close

5. Unlock the optional feature by using either of the following:

— Password Protection 9200 Key FD
—  Key Code

Password Protection 9200 Key FD

a) Insert the key FD into the FDD of the system where Resource Manager 9200 is

installed.

b) Click the Directory radio button to enter a path to the FD.

Chapter 2 Installing and Uninstalling Password Protection 9200 (GUI)




c) Click the Unlock button.

d) A screen appears, requesting confirmation to unlock Password Protection 9200. Click
the OK button.

® Are you sure vou want to unlock the option?

oK i Cancel

e) A message appears, confirming that this feature is unlocked. Click the OK button.

The option is unlocked,

Password Protection 9200 Key Code
a) Click the Key Code radio button to enter a key code in the text box.
b) Click the Unlock button.

c) A screen appears, requesting a confirmation to unlock the Password Protection 9200
option. Click the OK button.

The option is unlocked,

Hitachi Freedom Storage™ Thunder 9200™ Password Protection 9200 User’s Guide 5



6

6. The window is updated and then displayed.

Parameter

Array Unit [DFs00
Tatget D ; Part Option ] Controller [dentifier ] LAN
Restore Options ; Online Yerify ; Constitute I Fibre Channel 3 Spare Drive Options i Micro Update
Option List
Option Name i Status I
PEW-PROTECT Enable
Change i

Option Unloc ck © Kay Coda I

* Directary ’

Close

The User ID and Password must be configured immediately after the software

key has been installed (see Chapter 4). Please contact Hitachi Data Systems Customer
Support if you lose your password and are unable to access the system.
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2.2 Uninstallation

Follow the instructions below to uninstall Password Protection 9200. When it is uninstalled,
the Password Protection 9200 is not available (locked) until it is opened by the Option floppy
disk or the key code.

To uninstall Password Protection 9200, the key FD provided with the Password Protection
9200 feature or the key code described in the key FD is required.

Follow the instructions below to uninstall Password Protection 9200 (DF-F500-WSPS).
1. Start Resource Manager 9200 and change the mode of operating to Management Mode.

2. Register the array unit in which you will install Password Protection 9200. Connect to
this registered array unit; the corresponding window will be displayed.

- acu | Act A= ENC 0| ENG 1 . OPatM i

i 2 Opam Loop D

o o OPathU Loop 1

o0 ﬁl ﬁl J 00 w w J OPathU Loop 0

IBaﬂew
|00 01] 02| /03] 04| 05| o8] 07| o8] na] 10] 11| 12]13] 14]

03 =
02

01

- BRAER AT s

3. From the Settings menu, select Configuration Settings.
button.

Alternatively, from the tool bar, select the Configuration Settings

The Parameter dialog box is displayed.

4. Click the Parameters button.
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5. Click the Option tab.

Array Unit [DFs00
Tatget D ; Part Option ] Controller [dentifier ] LAN
Restore Options ; Online Yerify ; Constitute I Fibre Channel 3 Spare Drive Options i Micro Update
Option List
Option Name i Status I
PEW-PROTECT Enable
Change i
ol ' Key Code I
* Directary ’
Close

6. Close (lock) the optional feature by using either of the following:
— Password Protection 9200 Key FD
— Key Code

Password Protection 9200 Key FD

a) Insert the key FD into the FDD of the system where Resource Manager 9200 is
installed.

b) Click the Directory radio button to enter a path to the FD.
c) Click the Lock button.

d) A screen appears, requesting a confirmation to lock the Password Protection 9200
option. Click the OK button.

Ok

Chapter 2 Installing and Uninstalling Password Protection 9200 (GUI)



e) A message appears, confirming that this feature is locked. Click the OK button.

The option is locked.

Password Protection 9200 Key Code
a) Click the Key Code radio button to enter a key code in the text box.
b) Click the Lock button.

c) A screen appears, requesting a confirmation to lock the Password Protection 9200
option. Click the OK button.

d) A message appears, confirming that this feature has been locked. Click the OK
button.

The option is locked.

Hitachi Freedom Storage™ Thunder 9200™ Password Protection 9200 User’s Guide



7. The window is updated and then displayed.

Parameter
Array Unit [DFs00
Tatget D ; Part Option ] Controller [dentifier ] LAN
Restore Options ; Online Yerify ; Constitute I Fibre Channel 3 Spare Drive H Micro Update

Option List

Option Name i Status I

Change i

Option Unloc

ck € Koy Code I

* Directary ’

Unlack Lock

Close
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Chapter 3  Enabling/Disabling Password Protection 9200 (GUI)

The Password Protection 9200 function can be set to Disable or Enable depending on the
conditions in which the feature has been installed.

The following paragraphs describe a GUI procedure for setting the function to Disable or
Enable while the Password Protection 9200 Control feature stays in an unlocked state.

These procedures can be performed by using the GUI version of Resource Manager 9200.

1. Start Resource Manager 9200 and change the mode of operating to Management Mode.

2. Register the array unit in which you will install Password Protection 9200. Connect to
this registered array unit; the corresponding window will be displayed.

@Cnntrmlem 'S §“mml
ACO | ACH ENC 0] ENC 1 O
Path 1 Laop 1
03 S I 1= e
0z 0z OPatM Loop O
m m OPathU Loop 1
il [#I [%I :! i} w w :! OPamu Loop 0
IEIartew
| 00|01 02|02 04|05 o8] o7 oa]oal10]11]12] 13] 14]
03 =

02

- NNNNNBEOED

3. From the Settings menu, select Configuration Settings.

Lel

Alternatively, from the tool bar, select the Configuration Settings =] button.

The Parameter dialog box is displayed.

Hitachi Freedom Storage™ Thunder 9200™ Password Protection 9200 User’s Guide
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4. Click the Option tab.

Array Unit [pFso0
Taruet 1D [ Part Optian | Canboller Idurier [
Restare Options | Oriling Verify | Constituts | Fibre Channel | Spare Duive Optang | Micra Update
Coption Narne Slatus |
POW-PROTECT Enable

Change

Ky Code |
& pusctory |

Clase
5. Click on PSW-PROTECT in the Option List text box, then click the Change button.

® Are wou sure you want to disable the option?

oK !  Cancel

6. A message appears, confirming that this option is set. Click the OK button.

The option has been set successiully.

12 Chapter 3 Enabling/Disabling Password Protection 9200 (GUI)



7. The window is updated and then displayed.

aersy unit [pFson
Targetio | Poet Oation | Controlles Idensfier I | Reslon Oglions
onling Verify | Constibue | Fiore Channel | Pagsword Protecson I Spare Duive Opsont I Mizro Lpdate

List

Option Narme | Slatus |
PEW-PROTECT Disable

€ KiyGove |

& pusctory |

Unlock Lotk I

Clase i
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Chapter 4  Setting Security Information (GUI)

This chapter is divided into the following sections:
m  Setting Protection Information

m  Changing the User ID

m  Deleting the User ID

m  Changing the Password

41 Setting Protection Information

The GUI operation to set the User ID and Password with Resource Manager 9200 is as follows.
1. Start Resource Manager 9200 and change the mode of operating to Management Mode.

2. Register the array unit in which you will install Password Protection 9200. Connect to
this registered array unit; the corresponding window will be displayed.

Ei_:'!i At Evier

Mode  View Settings

Array Unit

Component Status i Logical SIatuSI

Elw_:f.:jz Contraller 0 @ Contraller 1 g - _' Ean 1|
ACD | ACH ENC 0] ENC 1 O Path1 Loap 1
03 =l a3 =
0z 0z O Path 1 Loop O
m m O Path 0 Loop 1
o [él [él :JUU w w JOPathULoopD
I (13 Battery

| 00|01 02|02 04|05 o8] o7 o8] oa]10] 11]12] 13] 14]
&)

02

- NANRRRAAAN

3. From the Settings menu, select Configuration Settings.

Lel

Alternatively, from the tool bar, select the Configuration Settings =| button.

The Parameter dialog box is displayed.
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4. Click the Password Protection tab.

Array Unit |DFS00RKL

Target ID 3 Port Option I Contraller Identifier I SCSI ;
Restore Options ] Qnling Yerify I Constitute Pagsword Pratection Spare Drive ; Opnunsg Micro Update

Operation menu IR ol o

|

Old User ID

New User ID
Old Password
MNew Passwaord
Check Passward

Apphy Reset

Close

5. From the Operation menu, click the Register User ID option button. In the New User
ID, New Password and Check Password fields, enter their respective data. Click the
Apply button.

This menu contains the following:

— New User ID: Specifies a user ID to register. Specified with alphanumeric, special
symbols - (minus) or _ (underline) of 4 to 12 characters long.

— New Password: Specifies the password of a user ID to register. Specified with
alphanumeric, special symbols - (minus) or _ (underline) of 4 to 12 characters long.

— Check Password: Specifies the same password as that of a user ID to register.
Specified with alphanumeric, special symbols - (minus) or _ (underline) of 4 to 12
characters long.

Check the settings for complete User ID and Password.

A message appears, confirming that the registration is complete. Click the OK button.

The setting ended normally.
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The number of registered user IDs is updated, then displayed.

Array Unit [DFS00
Target ID I Fort Option ; Contraller Identifier ] LAN ] Restare Optians
Online Yerify § Constitute I Fibre Channel Password Pratection ] Spare Drive I Options Micro Update

Operation menu

@ Register UserID  { Change UserlD ¢ Delete UserID ¢ Change Password
1

Old User ID

Mew User ID

Old Password

Mew Password
Check Password

Reset

Close

A& CAUTION

The User ID and Password must be configured immediately after the software key has been

installed. Please contact Hitachi Data Systems Customer Support if you lose your password
and are unable to access the system.

Hitachi Freedom Storage™ Thunder 9200™ Password Protection 9200 User’s Guide 17



4.2 Changing the User ID

The GUI operation to change the User ID already registered with Resource Manager 9200 is as
follows.

1. From the Settings menu, select Configuration Settings. Alternatively, from the tool bar,

select the Configuration Settings | =] button.

The Parameter dialog box is displayed.

2. Click the Password Protection tab.

Array Unit {DFS00

Target D ; Fort Option l Cantroller [dentifier l LAN ; Restore Options
onlineVeriy | constitte | Fibre Channel Password Protection | SpareDrive | Options | MicroUpdate | RTC

nmenu " RegisterUserID @& Change UseriD © Delete UserID ¢ Change Password

2

Old User ID
Mew Lser ID
Old Pagsword
Mew Password
Check Password

Apply Reset

Close

3. From the Operation menu, click the Change User ID option button. In the Old User ID,
New User ID, Old Password, New Password, and Check Password fields, enter their
respective data. Click the Apply button.

This menu contains the following:
— Old User ID: Specifies a user ID to change.

— New User ID: Specifies a user ID to register. Specified with alphanumeric, special
symbols - (minus) or _ (underline) of 4 to 12 characters long.

— 0Old Password: Specifies the password of a user ID to change.

— New Password: Specifies the password of a user ID to register. Specified with
alphanumeric, special symbols - (minus) or _ (underline) of 4 to 12 characters long.

— Check Password: Specifies the same password as that of a user ID to register.
Specified with alphanumeric, special symbols - (minus) or _ (underline) of 4 to 12
characters long.

18 Chapter 4 Setting Security Information (GUI)



4. A message appears, confirming that the registration is complete. Click the OK button.

The setting ended normally.

4.3 Deleting the User ID

The GUI operation to delete the User ID already registered with Resource Manager 9200 is as
follows.

1. From the Settings menu, select Configuration Settings. Alternatively, from the tool bar,

select the Configuration Settings \=J| button.

The Parameter dialog box is displayed.

2. Click the Password Protection tab.

Array Unit {DFS00

Target D ; Fart Option l Cantroller [dentifier l LAN ; Restore Options
onlineVarity | Constitite | Fibre Channel Password Protection | SpareDiive | Options | MicroUpdate | RTC

neny ¢ RegisterUserID ¢ Change UserID & Delete UserID ¢ Change Password
z

Old User 1D

Mew Lser ID

Old Password

MNew Password
Check Password

Apply Reset

Close

3. From the Operation menu, click the Delete User ID option button. In the Old User ID,
Old Password fields, enter their respective data. Click the Apply button.

This menu contains the following:
— Old User ID: Specifies a user ID to change.

— 0ld Password: Specifies the password of a user ID to change.

Hitachi Freedom Storage™ Thunder 9200™ Password Protection 9200 User’s Guide 19



4. A message appears, confirming that the registration is complete. Click the OK button.

The setting ended normally.

The number of registered user IDs is updated, then displayed.

Parameter
Array Unit |[DF500
Target ID ] Fort Option 3 Controller Identifier ] LAN ] Restore Options
Online Yerify ; Constitute I Fibre Channel Password Protection l Spare Drive I Options Micro Update

Operation menu

' Register UserID " Change User|D ¢ Delete UserID ¢~ Change Password

a—

WesrD old User D
MNew User D

0ld Password
Mew Passward
Check Password

i omnnly Reset

Cloge
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44 Changing the Password

The GUI operation to change the password of a User ID already registered with Resource
Manager 9200 is as follows.

1. From the Settings menu, select Configuration Settings. Alternatively, from the tool bar,

select the Configuration Settings =/ button.

The Parameter dialog box is displayed.

2. Click the Password Protection tab.

Array Unit {DFS00

Target D ; Fart Option l Cantroller [dentifier l LAN ; Restore Options
onlineVariy | constitte | Fibre Channel Password Protection | SpareDrive | Options | MicroUpdate | RTC

el Register UseriD ¢ Change UserlD ¢ Delste User|D & Change Password
2
Old User ID

Mew Lser ID

Old Pagsword
Mew Password
Check Password

Apply Reset

Close

3. From the Operation menu, click the Change Password option button. In the Old User
ID, Old Password, New Password, and Check Password fields, enter their respective
data. Click the Apply button.

This menu contains the following:
— Old User ID: Specifies a user ID to change.
— Old Password: Specifies the password of a user ID to change.

— New Password: Specifies the password of a user ID to register. Specified with
alphanumeric, special symbols - (minus) or _ (underline) of 4 to 12 characters long.

— Check Password: Specifies the same password as that of a user ID to register.
Specified with alphanumeric, special symbols - (minus) or _ (underline) of 4 to 12
characters long.
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4. A message appears, confirming that the registration is complete. Click the OK button.

The setting ended normally.
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Chapter 5 Logging In and Logging Out (GUI)

This chapter explains how to log in and log out using the GUI version of Resource Manager
9200. Management of operators by user ID is effective when operating Resource Manager
9200 in Management mode. When operating Resource Manager 9200 in Monitor mode,
Resource Manager 9200 may be operated regardless of whether a user ID has been registered
or not.

5.1 Logging In

1. Set the mode of operation to Management Mode.

2. In the main window, double-click the icon for the array unit to be connected, then click
the OK button.

3. Enter aregistered user ID and its password, then click the OK button.

Login E3

You must log in to connhect the subsysten.

User|D: I

Password: I

8124 Cancel

4. Log in with the registered user ID. The unit window is displayed.

Mode Yaw Seangs

- N B 1 R T
Gompanert 815 | Logieal stas |

N o W @ @]

seo sex | nesleey | O s

. O

; @

‘g d-wr O
S ey |
100 1] ] ] 450010 ] ] 1 7
AN ]

5. Double-click the icon of an array unit to which a user has already logged in. A message
appears, confirming that a user has already logged in.

The message indicates the user ID of the logged-in user and connection information.
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6. Click the OK button; retry login again. The following message appears.

User ID{Jupiter) is now connecting. Connecting to (oo,

5.2 Logging Out

From the Mode menu, select Exit.

Alternatively, from the tool bar, select the Exit @ button on the unit window.
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5.3

Logging In Forcibly

This section describes how to log out a user ID forcibly from an array unit to which a user has
already logged in with the user ID, then forcibly log in with another registered user ID.

1. Double-click the icon of an array unit to which a user has already logged in. A message
appears, confirming that a user has already logged in.

The message indicates the user ID of the logged-in user and connection information.

® User ID{ Jupiter ) is now connecting. Connecting to (s Do you want to connect

forcibly?

oK ! i Cancel i

Message while operating in the unit window:

>< DMESOES931: Could not excute the function, because
another user already logeed in.

A user ID with which a user has logged in and connection information are not displayed.

2. Close the unit window, then open it again. Check the user ID of the user who has logged
in.

3. Terminate Resource Manager 9200, and restart Resource Manager 9200 by appending the
-discon option of the Forcibly Logging In command.

4. When using Windows: Edit the description contents of startmgr.bat2 (a batch file used
to start the manager). Add the -discon option.

Example: java -classpath .\CONFMNGZ2.JAR jp.co.hitachi.str.diskarray.gui.ConmanFrame
-discon

When using Solaris: Start the Manager by appending the -discon option when starting.

Example: ./startmgr2 -discon
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Next, log in by the following procedure.

1. Restart the Resource Manager 9200, and set the mode of operation to Management
Mode.

2. Double-click the icon of the array unit to be connected on the main window. Then click
the OK button.

3. Enter aregistered user ID and its password. Then click the OK button.

Login | ]

¥ou must log in to comnnect the subsystem.

User|D: I

Password: I

QK Cancel

4. A user ID with which a user has logged in and its password are displayed. When logging
in forcibly, click the OK button.

® User ID{ Jupiter ) is now connecting. Connecting to (oooosscesoesd. Do vou want to connect
forcibly?

oK i i Cancel

Logging in with the entered user ID is completed. The unit window is displayed.
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Chapter 6 Installing and Uninstalling Password

6.1

Protection 9200 (CLI)

& CAUTION

The User ID and Password must be configured immediately after the software key has
been installed. Please contact Hitachi Data Systems Customer Support if you lose your
password and are unable to access the system.

The Password Protection 9200 option is usually unselectable (closed); to make it available,
you must install Password Protection 9200 (DF-F500-WSPS) and make its functions selectable
(open). To install this function, an option FD provided with the optional feature or the
key code is required.

Follow the instructions below to install Password Protection 9200 (DF-F500-WSPS). Password
Protection 9200 is installed and uninstalled using Resource Manager 9200. To operate the
Resource Manager 9200 using a command line interface, refer to the Hitachi Freedom
Storage™ Thunder 9200™ Resource Manager 9200 User’s Guide Command Line Interface
(CLI), MK-92DF574.

Note: Before installing and uninstalling, make sure that the array unit is in normal operating
condition. If a failure such as a controller blockade has occurred, installation and
uninstallation operations cannot be performed.

Installation

The following paragraphs describe installation procedures performed by using the CLI version
of Resource Manager 9200.

1. Start Resource Manager 9200 and change the mode of operating to Management Mode.

2. Register the array unit in which you will install Password Protection 9200. Connect to
this registered array unit.

3. Unlock the optional feature by using either of the following:
— Password Protection 9200 Key FD
— Key Code
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Password Protection 9200 Key FD
a)

Insert the key FD into the FDD of the system where Resource Manager 9200 is
installed.

Example:

% auopt -unit df500 -1ock off -keycode Key code
Passwor d:

ption was opened.

Example:

% auopt -unit df500 -refer
Passwor d:

ption nane Status
PSW PROTECT Enabl e

%

Password Protection 9200 Key Code

Example:

% auopt -unit df500 -1ock off -keycode Key code
Passwor d:

ption was opened.
%

Example:

% auopt -unit df 500 -refer
Passwor d:

ption nane Status
PSW PROTECT Enabl e

%

28 Chapter 6 Installing and Uninstalling Password Protection 9200 (CLI)



6.2

Uninstallation

Follow the instructions below to uninstall Password Protection 9200. When it is uninstalled,
the Password Protection 9200 is not available (locked) until it is opened by the Option floppy
disk or the key code.

To uninstall Password Protection 9200, the key FD provided with the Password Protection
9200 feature or the key code described in the key FD is required.

Follow the instructions below to uninstall Password Protection 9200 (DF-F500-WSPS).

1.
2.

Start Resource Manager 9200 and change the mode of operating to Management Mode.

Register the array unit in which you will install Password Protection 9200. Connect to
this registered array unit.

Close (lock) the optional feature by using either of the following:
— Password Protection 9200 Key FD
— Key Code

Password Protection 9200 Key FD

a) Insert the key FD into the FDD of the system where Resource Manager 9200 is
installed.

Example:

% auopt -unit df500 -1ock on -keyfd a:
Passwor d:

ption was cl osed.

%

Example:

% auopt -unit df500 -refer
Passwor d:
DMECD02015: No i nf ormati on di spl ayed.

%

Password Protection 9200 Key Code

Example:

% auopt -unit df500 -1ock on -keycode Key code
Passwor d:

ption was cl osed.

%

Example:

% auopt -unit df500 -refer
Passwor d:
DMECD02015: No i nf ormati on di spl ayed.

%
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Chapter 7 Enabling/Disabling Password Protection 9200 (CLI)

The Password Protection 9200 function can be set to Disable or Enable depending on the
conditions in which the feature has been installed.

The following paragraphs describe a CLI procedure for setting the function to Disable or
Enable while the Password Protection 9200 Control feature stays in an unlocked state.

These procedures can be performed by using the CLI version of Resource Manager 9200.
1. Start Resource Manager 9200 and change the mode of operating to Management Mode.

2. Register the array unit in which you will install Password Protection 9200. Connect to
this registered array unit.

Example:

% auopt -unit df 500 -option PSWPROTECT -st disable
Passwor d:

ption setting ended nornal ly.

%
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Chapter 8 Setting Security Information (CLI)

This chapter is divided into the following sections:
m  Setting Protection Information

m  Changing the User ID

m  Deleting the User ID

m  Changing the Password

8.1  Setting Protection Information

The CLI operation to set the User ID and Password with Resource Manager 9200 is as follows.
1. Start Resource Manager 9200 and change the mode of operating to Management Mode.

2. Register the array unit in which you will install Password Protection 9200. Connect to
this registered array unit.

Example:

% auui dadd -uni t df 500
Passwor d:

Wser IDfor array unit : (User IDto set)
Password for array unit : (Password of a user IDto set)

Retype Password for array unit : (Sane password as that of a user IDto set)
Nunber of registered User ID: n
%

3. Specify as follows when setting the number of registered users to be displayed.

4. Specify as follows when making the number of the registered users to be displayed.

% auui dadd -unit df 500 -num
Passwor d:

Nunber of registered User ID: n
%

— User ID: Specifies a user ID to register. Specified with alphanumeric, special symbols
- (minus) or _ (underline) of 4 to 12 characters long.

— Password: Specifies the password of a user ID to register. Specified with
alphanumeric, special symbols - (minus) or _ (underline) of 4 to 12 characters long.

— Retype Password: Specifies the same password as that of a user ID to register.
Specified with alphanumeric, special symbols - (minus) or _ (underline) of 4 to 12
characters long.

A& CAUTION

The User ID and Password must be configured immediately after the software key has been
installed. Please contact Hitachi Data Systems Customer Support if you lose your password
and are unable to access the system.
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8.2 Changing the User ID

The CLI operation to change the User ID already registered with Resource Manager 9200 is as
follows.

Example:

% auui dchg -unit df 500

Passwor d:

ad Wer IDfor array unit : (A ready-set user 1D

ad Password for array unit : (Password of an al ready-set user |D

New Wser IDfor array unit : (User IDto set)

New Password for array unit : (Password of a user IDto set)

Ret ype New Password for array unit : (Same password as that of a user IDto set)
Nunber of registered User ID: n

%

8.3 Deleting the User ID

The CLI operation to delete the User ID already registered with Resource Manager 9200 is as
follows.

Example:

% auui ddel -unit df 500

Passwor d:

Wser IDfor array unit : (A ready-set user |1D

Password for array unit : (Password of an al ready-set user 1D
Nunber of registered User ID: n

%

8.4 Changing the Password

The CLI operation to change the password of a User ID already registered with Resource
Manager 9200 is as follows.

Example:

% aupwdchg -uni t df 500

Passwor d:

Wser IDfor array unit : (A ready-set user 1D

A d Password for array unit : (Password of an al ready-set user 1D

New Password for array unit : (Password of a user IDto set)

Ret ype New Password for array unit : (Same password as that of a user IDto set)
Nunber of registered User ID: n

%
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Chapter 9 Logging In and Logging Out (CLI)

This chapter explains how to log in and log out using the CLI version of Resource Manager
9200. The user must log into an array unit with a user ID that is presently registered in that
array unit. Once a user is logged in, other user IDs are disabled when they attempt to log in.

When a user forcibly logs into an array unit in which another user is presently logged in, the
—di scon option must be specified. The previous user is logged out.

9.1 LoggingIn

1. Start Resource Manager 9200 and change the mode of operating to Management Mode.

2. Register the array unit in which you will install Password Protection 9200. Connect to
this registered array unit.

% aul ogi n -unit df 500
Passwor d:
Wser IDfor array unit : (A ready-set user |1D

Password for array unit : (Password of an al ready-set user 1D
%

9.2 Logging Out

To log out, enter the following:

% aul ogout -unit df 500
Passwor d:
%
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9.3 Logging In Forcibly

This section describes how to log out a user ID forcibly from an array unit to which a user has
already logged in with the user ID, then forcibly log in with another registered user ID.

% aul ogi n -unit df 500 -di scon

Passwor d:

Wser IDfor array unit : (A ready-set user 1D

Password for array unit : (Password of an al ready-set user |1D
Wser | D (xxxxxxxxxxxx) has been | ogged in.

Gonnect ed with (Xxx.xxX. XxX. xxx). (See Note)

Do you want to forcibly log in? (y/n[n]): vy

%

Note: The destination of the connection is presented as:

Connected with (XXX.XXX.XXX.XXX)

The item in parentheses is an IP address when a LAN connection is used. When an RS232C
connection is used, the destination of the connection is presented as:

Connected with (RS2320C)
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9.4 Checking Login

This section describes how to check the user ID and the connected unit of a user who has
already logged into an array unit. This command checks the following information about the
connected unit:

m  For a LAN connection: IP address

m For an RS232C connection: RS232C

This command can only be used with a user ID that is not presently logged in.

% auchkui d -unit df 500

Passwor d:

Wser | D (xxxxxxxxxxxx) has been | ogged in.
Gonnect ed with (Xxxx.xxx. XxxX. xxx). (See Note)
%

Note: The destination of the connection is presented as:

Connected Wi th (XXX.XXX.XXX.XXX)

The item in parentheses is an IP address when a LAN connection is used. When an RS232C
connection is used, the destination of the connection is presented as:

Connected with (RS2320)
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