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Preface

Before using LUN Security 9200, read the operating procedures and noticesincluded in this
guide. Carefully follow the safety precautions and instructions.

The Hitachi Freedom Storage™ Thunder 9200™ LUN Security 9200 User’s Guide assumes
that:

s The user has abackground in data processing and understands direct-access storage device
subsystems and their basic functions.

m  Theuser isfamiliar with the Hitachi Freedom Storagell Thunder 920001 array subsystem.

Note: When you replace the Host Bus Adapter (HBA) of the host (server) with the system using
LUN Security 9200, you need to change the setting of LUN Security 9200. (Refer to: WWIN
Change Operation when the HBA is Replaced.)

For further information on Hitachi Data Systems products and services, please contact your
Hitachi Data Systems account team, or visit the Hitachi Data Systems worldwide web site at
http://www.hds.com. For specific information on the supported host systems and platforms for
the 9200, please refer to the user documentation for the product, or contact the vendor’s
customer support service.

Note: The term “9200” refersto the Hitachi Thunder 9200™ subsystem, unless otherwise
noted. Please refer to the Hitachi Thunder 9200™ User and Reference Guide (MK-90DF504)
for further information on the 9200 disk array subsystem.

Note: The use of LUN Security 9200 and al other Hitachi Data Systems products is governed
by the terms of your license agreement(s) with Hitachi Data Systems.
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Safety Precautions

Note the following when using LUN Security 9200:

m  Only administrators, system engineers, and field engineers who are familiar with Hitachi
Data Systems disk array units are allowed to run LUN Security 9200.

m  Make certain you read and fully understand this guide before you operate LUN Security
9200.

n  Carefully follow instructions included with the “CAUTION” labdl.
A\ CAUTION

Failure to follow these instructions can result in serious system damage and/or the |oss of
system data.

COMMENTS
Please send us your comments on this document: doc.comments@hds.com.

Make sure to include the document title, number, and revision.
Please refer to specific page(s) and paragraph(s) whenever possible.

(Al comments become the property of Hitachi Data Systems Corporation.)

Thank you!
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Chapter 1 Overview

The LUN Security 9200 feature enables specific hosts to access arbitrary LUNSs. Thisfeature
prevents data from damages caused by illegal accessesin a SAN environment. By using host’s
World Wide Name (WWN), you can set aLUN to communicate only with a specific WWN(s),
allowing you to limit accessto that LUN to a specific host(s). When WWNs are specified, the
hosts assume that only permitted L UNSs are connected to the hosts.

The magjor functions of the LUN Security 9200 are;

The LUN Security 9200 enables the user to specify or change LUN accessibility for each
selected host from the panel or Configuration Manager I1.

Once specified, the LUN Security 9200 allows the host to recognize only the specified LUs.

Host A Host B Host C Host D
/

A |

LU#
LUO LU1 LU2 LU3

Host name
Host A 1
Host B 0
Host C 0
Host D 0

OFr OPF
= O OO
= O Fr O

LUO LUl LU2 LU3

Note: Register thefile directly from the management server using the Resource Manager 9200
program.

This document includes the following information:

s Instaling and Uninstalling LUN Security 9200

m  Enabling or Disabling LUN Security 9200

m  Browsing and Setting LUN Security 9200 Information

Hitachi Thunder 9200™ LUN Security 9200 User’s Guide 1



1.1 Specifications

The specifications of LUN Security 9200 are as follows:

Item

Specifications

Available LUNs

+ LUNSs can be specified only in Fibre systems (LUNs cannot be
specified in the SCSI systems).

+ Units can be specified if they already have the LUN Security 9200 of a licensed
option.

Number of WWNs to be Registered

Up to 128 WWN's of hosts for a port can be registered.

Security Setting Specify one or more WWNs which can access LUNs.
* You can specify 2 or more WWNs for each LUN.
WWN Change You can change the WWN access without disrupting the security settings.

+ The WWN change function is effective when you have to change the
WWN; for example, when you replace a host board.

LUN Security 9200 Enable/Disable

LUN Security 9200 can be enabled or disabled for each port. You can also disable LUN
Security 9200 temporarily.

+ The security information which has been set is retained while LUN
Security is disabled. It can be restored when LUN Security 9200 is enabled
again.

+ Since LUN Security 9200 is disabled when it is initially installed, the system can
easily be operated.

Security level of the LUN
Security Control Feature

When using the LUN Security Control Feature, you can select one of
“Check INQUIRY” and “Check All Commands” as a security level.

* The “Check INQUIRY” option specifies checking the access made to LUs
with an INQUIRY command, one of the SCSI commands.

« The “Check All Commands” option specifies checking the access made
to LUs with all the SCSI commands individually.

Setting in the Online Status

You can set the security parameters by using the Resource Manager 9200 Program in the
online status.

Note: Y ou can only select a security level of the Check INQUIRY and Check All
Commands of the LUN Security Control Feature when a combination of the X557 or later
versions of the Hitachi disk array unit microprogram and Resource Manager 9200 are
available. The table below describes the security level available in combinations of the Hitachi
disk array unit microprogram and Resource Manager 9200 for both 5800 and 9200.

Revision of the Hitachi disk array | Disk Array Management Program 2 Disk Array Management Program
unit microprogram
X556 or earlier “Check INQUIRY” only “Check INQUIRY” only
X557 or later Selection from “Check INQUIRY” and “Check INQUIRY” only
“Check All Commands”

2 Chapter 1 Overview




1.2 Notes on Setting LUN Security 9200 Information

A cAUTION

This section includes important notes on setting LUN Security 9200 information:

Verify that the LUN Security 9200 setting information is correct and accurate. The settings
must be correct for the system to run smoothly.

Thisfunction is not available when a host (OS or driver) cannot identify an LU without
LUN#O or when a host cannot identify LUs after an undefined LU is found (when
“Inquiry” is not issued).

The LUN Security 9200 function is disabled on a port connected to the HP server (access
cannot be restricted when the 9200 is set in HP mode).

When you replace the HBA of the host (server) attached to a 9200 using LUN Security
9200, be sure to change the setting of the LUN Security 9200. (For details, see “WWN
Change Operation when the HBA is Replaced”.)
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Chapter 2 Installing and Uninstalling LUN Security 9200

This section includes the following:
= Instaling LUN Security 9200
n  Uningtalling LUN Security 9200

2.1 Installing LUN Security 9200

The LUN Security 9200 option is usually unselectable (closed). To make this option available, you
must install LUN Security 9200 (DF-F500-WSEC) and make its functions selectable (open). To
install this function, use the Option FD provided with the optional feature or the key code.

LUN Security 9200 isinstalled and uninstalled through the Resource Manager 9200 program.
For operating procedures, refer to the Resource Manager 9200 User’s Guide.

The following instructions describe how to install LUN Security 9200 (DF-F500-WSEC),
using the GUI version of Resource Manager 9200:

1. Start Resource Manager 9200 and switch to Management M ode.

2. Register the array unit in which you will install LUN Security 9200. Connect to this array
unit; the following window is displayed.

[

Mode View Seftings

Fath 1 Loop 1

Path 1 Loop 0

Fath 0 Loop 1

Fath 0 Loop 0

oofo1] 02| o3| 04| 05| 08| o7 | 0| oa10] 11 12] 13 14]
03

02

 ANERNANAA

3. From the Settings menu, select Configuration Settings.

[4]

Alternatively, from the tool bar, select the Configuration Settings| =jj button.
The Parameter dialog box is displayed.
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4. Click the Option tab.

ramt Ww
Target ID ] Port Option 3 Controller Identifier ; LA
Restore Options I Online Verify ; Constitute 3 Fibre Channel ; Spare Drive OF'UD”S ] Micro Update
CRImTS) Option Mame I Status i
Change
 Key Code g
& Directory 3
Unlock Lock
Cloge
5. Unlock the optional features by using either of the following:
— KeyFD
— Key Code
Key FD
a) Insert the key FD into the FDD of the system where Resource Manager 9200 is
installed.

b) Click the Directory radio button to enter a path to the FD.
¢) Click the Unlock button.

d) A screen appears, requesting a confirmation to unlock the LUN Security 9200 option.
Click the OK button.

0K
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€) A message appears, confirming that this optional feature is unlocked. Click the OK
button.

The option is unlocked.

Key Code
a) Click the Key Code radio button to enter a key code in the text box.
b) Click the Unlock button.

¢) A screen appears, requesting a confirmation to unlock the LUN Security 9200 option.
Click the OK button.

® Are you sure you want to unlock the aption?

oK ! . Cancel |

d) A message appears, confirming that this optional feature is unlocked. Click the OK
button.

The option is unlocked.
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€) Thewindow is updated, then displayed.

Parameter

Array Unit [DF500

Target 1D I Fort Option ; Controller ldentifier ; LAN

Restore Options I anline Yerify ; Constitute ; Fibre CGhannel ; Spare Orive Qptions l Micro Update
Option List
Option Kame ] Status i
LUN-SECURITY Enahle

Change

Option UnlockiLock Key Code i

@ Directory i

Unlack Lock

Close
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2.2 Uninstalling LUN Security 9200

To uninstall LUN Security 9200, use the Option FD provided with the optional feature or the key
code.

LUN Security 9200 isinstalled and uninstalled through the Resource Manager 9200 program.
For operating procedures, refer to the Resource Manager 9200 User’s Guide.

The following instructions describe how to uninstall LUN Security 9200 (DF-F500-WSEC),
using the GUI version of Resource Manager 9200:

1. Start Resource Manager 9200 and switch to Management M ode.

2. Register the array unit in which you will uninstall LUN Security 9200. Connect to this
array unit; the following window is displayed.

- AC [[ACT = ENG 0| ENC 1 3 OFatM e

0 02 OFatM Loop D

o m O Path 0 Loop 1

oo &I &I — i} W W 4 OF’athD Loop 0

‘Eaﬂew
oofo1] 02| o3| 04| 05| 08| o7 | 0| oa10] 11 12] 13 14]

03 =
02

n

a | [ ][RR i

3. From the Settings menu, select Configuration Settings.

Alternatively, from the tool bar, select the Configuration Settings = button.
The Parameter dialog box is displayed.
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4. Click the Option tab.

Array Unit |DFS00

Target ID ] Port Option 3 Controller Identifier ; LA
Restore Options I Qnline Yerify ; Constitute 3 Fibre Channel ; Spare Drive Cptions ! Micro Update
Option List
Option Mame I Status i
LUN-SECLRITY Enahle
Change

Option UnlockiLock ' Key Code 3

& Directory 3

Unlock Lock

Close

5. Lock the optional features by using either of the following:
— KeyFD
— Key Code
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Key FD

a) Insert the key FD into the FDD of the system where Resource Manager 9200 is
installed.

b) Click the Directory radio button to enter a path to the FD.
¢) Click theLock button.

d) A screen appears, requesting a confirmation to lock the LUN Security 9200 option.
Click the OK button.

® Are you sure you want to lock the option?

oK ! . Cancel |

€) A message appears, confirming that this optional feature islocked. Click the OK
button.

The option is locked.

Key Code

a) Click the Key Coderadio button to enter a key code in the text box.
b) Click theLock button.

C) A screen appears, requesting a confirmation to lock the LUN Security 9200 option.
Click the OK button.

® Are you sure you want to lock the option?

QK
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d) A message appears, confirming that this optional feature is closed. Click the OK
button.

Array Unit [DF500

Target 1D I Fort Option ; Controller ldentifier ; LAN
Restore Options I anline Yerify ; Constitute ; Fibre CGhannel ; Spare Orive i Options ] Micro Update
Option List
Option Kame ] Status i
Change
Option Unlock/Lock ' Key Code !

@ Directory i

Unlack Lock

Close
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Chapter 3 Enabling or Disabling LUN Security 9200

LUN Security 9200 can be enabled or disabled without uninstalling this function. The
following instructions describe how to enable or disable LUN Security 9200 without
uninstalling this function, using the GUI version of Resource Manager 9200.

1. Start the Resource Manager 9200 program and switch to M anagement M ode.

2. Register the array unit in which you will uninstall LUN Security 9200. Connect to this
array unit; the following window is displayed.

@ =A% ¢ ol (w4

@Cnmml\erﬂ & o Ean 1‘
ENC O] ENC 1 OPtth ;
s = B oop
02 OPatM Loop D
01 OPalhD Loop1
—if oo W W J OFthU Loop 0
- -
‘Eaﬂem
|o0] 01] 02| 03] 04| 05] 08| 07| 08| o8] 10] 11]12] 13] 14]
03 =
02
0
a UL T g

3. From the Settings menu, select Configuration Settings.

Alternatively, from the tool bar, select the Configuration Settings| =jj button.
The Parameter dialog box is displayed.
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4. Click the Option tab.

Parameter
Array Unit |DFS00
Target ID ] Port Option 3 Controller Identifier ; LA
Restore Options I Qnline Yerify ; Constitute 3 Fibre Channel ; Spare Drive Cptions ! Micro Update
Option List
Option Mame I Status i
LUN-SECLRITY Enahle

Change

Option Unloc

03  Key Code 3

& Directory 3

Unlock Lock

Close

5. Click LUN-SECURITY inthe Option Name text box, then click the Change button.
6. Click OK.

® Areyou sure you want to disable the option?

0K i | Cancel

7. A message appears, confirming that this option is set. Click the OK button.

The option has been set successfully.
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8. Thewindow is updated, then displayed.

Atray Unit iDFEDD
TargetiD | Port Option ] Cortroller Identifier | LaN
Restore Options | Onlineverity | Consfitste | Fibre Channel |  Spare Drive Options 3 Micro Update
Option List
Option Mame | Status |
LUN-SECURITY Disable

Option UnlockiLock ' KeyCade 1

1+ Directory i

Unlock i Lack
Cloge i

Note: This setting is not active until the system is rebooted. The 9200 subsystem cannot access
the host until the reboot is completed and the system restarts. Therefore, be certain the host has

stopped accessing data before starting the reboot process.

Note: Even when the LUN Security 9200 feature is disabled, the access check settings are

valid.

Hitachi Thunder 9200™ LUN Security 9200 User’s Guide
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Chapter 4 Browsing and Setting LUN Security 9200

Information

When LUN Security 9200 information has been set, only specified hosts are allowed to access
the selected LUNs. LUN Security 9200 information consists of the following:

Host Identification Information

Access Check Required Information

Setting the Security Information

Deleting the WWN of the Host HBA

Deleting the WWN Accessible for Each LUN

Changing the WWN of the Host HBA (Changing the WWN when the host is replaced)
Using the WWN Change Operation when the HBA is Replaced

4.1 Host Identification Information

Host identification specifies which hosts are allowed to access a selected LUN. This
information contains three setting items per host for each. Up to 128 hosts can be specified.

1. Node name of host (mandatory)

2. Port name of host (mandatory)

3. LUN which alowsthe host to access (specified with internal LU, mandatory)

4.2 Access Check Required Information

This information specifies whether a selected LUN inhibits accessibility by hosts other than
the specified host. By setting Access-check = enabled, aselected LUN inhibits accessibility by
hosts other than the specified host. By setting Access-check = disabled, a selected LUN can be
accessed by all hosts, ignoring the host identification information.

Hitachi Thunder 9200™ LUN Security 9200 User’s Guide 17



The following list indicates whether each setting item is set, browsed, and access-checked.

No. Host identification item Setting Browsing Access-check
1 Host's node name Enabled Enabled Not checked

2 Host's port name Enabled Enabled Checked

3 LUN which allows the host to access Enabled Enabled Checked

Host identification information and Access Check Necessity Information must be set for each
port.

4.3 Setting the Security Information

Security information is set through the Resource Manager 9200 program.

Note: Before setting the security information, you must install LUN Security 9200
(DF-F500-WSEC) and make its functions selectable (open). Refer to Installing and
Uninstalling LUN Security 9200 on page 5.

1. Start Resource Manager 9200 and switch to Management M ode.

2. Register the array unit in which you will install LUN Security 9200. Connect to this array
unit; the following window is displayed.

- AC [[ACT = ENG 0| ENC 1 3 OFatM e

0 02 OFatM Loop D

o m O Path 0 Loop 1

oo &I &I — i} W W 4 OF’athD Loop 0

‘Eaﬂew
oofo1] 02| o3| 04| 05| 08| o7 | 0| oa10] 11 12] 13 14]

03 =
02

n

a | [ ][RR i

3. From the Settings menu, select Configuration Settings.
button.

Alternatively, from the tool bar, select the Configuration Settings
The Parameter dialog box is displayed.
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4. Click theFibre Channd tab.

Parameter
Array Unit |DF500
Target ID ] Port Option 3 Controller Identifier ; LA
Restore Options I Qnline Verify ; Constitute Fibre Channel Spare Drive I Options 3 Micro Update

[ Contraller 0 | [Contraller 1

| Port 0B | Por1a Port 18
QSUUSDEBDUUUUITID
;.SDDEDEEEIEIEIDDITID
Current Walue: ;uunnnn New Value iIJIJIJEIEF
Current Walue: ;Llnk Failure MNew Value iLnﬂp m:j
Current Yalue: gleps Mew Value ;lepS .lj

ity Information "1 Security Information Enable

Mo I MNode Name Port Name

Refresh ] Apply l Reset ;

Close

5. To set security information, click the Portxx button in the ports displayed in the Security
I nformation box. window. Click on the Add button. The WWN window appears.

(0]78 ! Cancel !

6. Enter the Node Name (hexadecimally 16 digits) and Port Name (hexidecimally 16 digits)
of the host WWN from the keyboard. Click the OK button.

-

Node Name S PREERERRERERRRES]

Paort Mame ]200000e069402a03

[8]24 1 Cancel
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The added WWN appears in the Security Information window, as displayed in the
following screen.

7. Click the Security Information Enable check box. Click the LUN Security button.

Array Unit |DFS00

Target ID ] Port Option 3 Controller Identifier ; LA
Restore Options I Qnline Verify ; Constitute Fibre Channel Spare Drive I Options 3 Micro Update
[ Contraller 0 | [Contraller 1

f Port 0B | Potia Port 18

QSODSDEBDUUDUITID

;.SDDEDEEEIEIEIDDITID

Current Walue: ;uunnnn New Value iIJIJIJEIEF

Current Walue: ;Llnk Failure MNew Value iLnﬂp

Current Yalue: gleps Mew Value ;lepS

¥ Becurity Infarmation Enahla:

[~

[~ |

Mo I MNode Mame Part MName 3 Add I
oL 1111111111111111 2Z00000EDES402ZADE

Change ;

File ;

LUN Security Delete 1

Refresh Apply ; Reset ;

Close

8. Select Security Check Level and Logical Unit No. from the Logica Unit No. list. Select
the Node Name from the Node Name list. Click the Add button.

" Check All Commands

Accessible Wk

Mode Mame Fort Marme

Add 1 Delete i

WA

Mode Mame i Port Mame
1111111111111111 200000E069402405

oK Cancel
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9. Click the ON button.

& Check INQUIRY © Check All Commands

Lagical Lnit Ma. ;D v|

Accessible Wi

Mode Mame
1111111111111111

Fort Hame
Z00000EQ&94024A05

1 Delete i

Mode Mame Fort Hame

1111111111111111

[o]28 Cancel

10. Click the Apply button on the Fibre Channel tab. The following message appears.

The fire channel information has heen set successiully.

11. Click the OK button. Thisisthe end of the security information setting.

12. Write down the security information on the following form and update it when changes are
made.
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CTL#

Port#

Node name of the host

Port name of the host

LUN which allows the host to access
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4.4 Deleting the WWN of the Host HBA

To delete the WWN information of the host HBA using Resource Manager 9200, follow these
steps:
1. Start Resource Manager 9200 and switch to Management M ode.

2. Register the array unit in which you will uninstall LUN Security 9200. Connect to this
array unit; a corresponding window is displayed.

3. From the Settings menu, select Configuration Settings.
Alternatively, from the tool bar, select the Configuration Settings = button.

4. Click the Fibre Channgd tab.

Parameter
Array Unit [DF500
Target 1D I Fort Option 3 Controller ldentifier ; LAN
Restore Options I Online Verify ; Canstitute Filre Channel ; Spare Drive I Cptions ; Micro Update

ller 0 | rController 1

Part 08 ; Fort 14 l Port 18 l

gSDDEDEEDDDDDlTlD

§SUUGDEBDUUUDITID
Current Walue: ;000000 Mew valug ;DDDDEF
CurrentWalue: ;Lmk Failure MNew Value ;Luop _:j
CurrentWalue: gleps MNew Value ;leps :j
¥ Security Information Enahle
Mo, MNode Mame Port Name Add
1111111111111111 Z00000E069402A08
Change i
File i
oo |

Refresh 1 Apply I Reset i

Close

5. Click the Portxx button and security No. to delete the security information among those
ports displayed in the Security I nfor mation box. Click the Delete button.
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6. Click the Apply button.

7. Click the OK button in the main window.

The fire channel information has heen set successiully.

Thisisthe end of security information deletion
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4.5 Deleting the WWN Accessible for Each LUN

To delete the WWN information accessible for each LUN using Resource Manager 9200,
follow these steps:

1. Start Resource Manager 9200 and switch to Management M ode.

2. Register the array unit in which you will install LUN Security 9200. Connect to this array
unit; a corresponding window is displayed.

3. From the Settings menu, select Configuration Settings.
Alternatively, from the tool bar, select the Configuration Settings

4. Click theFibre Channd tab.

button.

“arameter
Array Unit |DFS00
Target ID ] Port Option 3 Controller Identifier ; LA
Restore Options I Qnline Verify ; Constitute Fibre Channel i Spare Drive I Options 3 Micro Update
[ Contraller 0 | [Contraller 1
| Port 08 | Poia Port 18
QSUUSDEBDUUUUITID
;suusu}:annnuunm
Current Walue: ;uunnnn New Value iIJIJIJEIEF
Current Walue: ;Llnk Failure MNew Value iLnﬂp m:j
Current Yalue: gleps Mew Value ;lepS .lj
/ Inform ation [¥| Security Infarmation Enable
Mo MNode Name Port Name Add 1
1111111111111111
Change ;
File ;
LUN Security Delete ;
Refresh ] Apply l Reset ;
Close

5. Click the Portxx button and security No. to delete the security information among those
ports displayed in the Security I nfor mation box. Click the LUN Security button.

6. Click WWN to delete from the Accesssible WWN box. Click the Delete button.
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Accessible Wk

Mode Mame Fort Marme
1111111111111111 200000E069402406

Add | Delete

Mode Mame Fort Marme
1111111111111111

Ok Cancel

7. Click the OK buitton.
8. Click the Apply button. The following message appears.
9. Click the OK button.

The fikre channel information has been set successfully,

Thisisthe end of security information deletion.
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4.6 Changing the WWN of the Host HBA (Changing the WWN when the host HBA is replaced)

To change the WWN of the host HBA with Resource Manager 9200, follow these steps.
Perform this operation when the host HBA is replaced.

1. Start Resource Manager 9200 and switch to Management M ode.
2. Register the array unit in which you will install LUN Security 9200. Connect to this array
unit; a corresponding window is displayed.
3. From the Settings menu, select Configuration Settings.
Alternatively, from the tool bar, select the Configuration Settings | button.
4. Click theFibre Channel tab.
Array Unit |DFS00
Target ID ] Port Option 3 Controller Identifier ; LA
Restore Options I Qnline Verify ; Constitute Fibre Channel Spare Drive I Options 3 Micro Update
[ Contraller 0 | [Contraller 1
[snosoEsooo0n1710
[suosoEsoo000L710
Current Walue: ;uunnnn New Value iIJIJIJEIEF
Current Walue: ;Llnk Failure MNew Value iLnﬂp m:j
Current Yalue: gleps Mew Value ;lepS .lj
[¥| Security Infarmation Enable
Mo MNode Mame Part MName Add
1111111111111111  |200000E069402406
Change ;
File ;
e
Refresh ] Apply l Reset ;
Close
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5. Click the Portxx button to change the security information amont the portsin the Port
Information box. Click the Change button.

6. Enter the Node Name and the Port Name of the host’s WWN from the keyboard. Click
the OK button. Node Name and Port Name are hexadecimally 16 digits.

|

-

ARLERLELE [1111111111111111

=]|

FortName ;EDDDDDED?DDDEESS

] 1 Cancel

7. Click the Apply button. The following message appears.

The fikre channel information has been set successfully,

8. Click the OK button.

Thisis sthe end of the security information change.
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4.7 Using the WWN Change Operation when the HBA is Replaced

When you replace the HBA of the host (server) using LUN Security 9200 (DF-F500-WSEC),
you need to change the WWN setting of LUN Security 9200. This section includes the
following information:

= WWN Change Procedure when the HBA is Replaced
= Obtaining the WWN of a Host

4.7.1 WWN Change Procedure when the HBA is Replaced

Follow these steps:

1. Check the WWN before and after HBA replacement. For the WWN after HBA
replacement, see Obtaining the WMWN of a Host.

2. Change the WWN before HBA replacement to the WWN after HBA replacement by the
following LUN Security 9200 setting procedure.

When changing the setting, see Operation with the Disk Array Management Program-
Changing the WM of the Host HBA (Changing the WWN when the host HBA is
replaced).

3. Restart the host whose HBA was replaced, and check that the LU which was recognized
before HBA replacement can be recognized after HBA replacement. When the LU cannot
be recognized correctly, the LUN Security 9200 is not correctly set. Use the procedures
from 2 above to set the WWN again.

4.7.2 Obtaining the WWN of a Host

The node name, port name, and N_port 1D of ahost (which is required as host identification
information) can be obtained using the host console.

This section explains how to obtain the WWN of a host on the following systems:
= Sun (INI)

»  Windows NT (Emulex Light Pulse)

= Windows NT (Qlogic)
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4.7.2.1 Sun (JNI)

30

Turn on the system. Log in as a super user on the Login window and execute the following
command:

Input and Display Example

# dmesg -~ Command name

Et hernet address = 8:0:20:89:b:7

root nexus = Sun Utra 2 UPA/SBus (U traSPARC- 11 296MHz)

sbusO at root: UPA Ox1f OxO ...

fasO: rev 2.2 FEPS chi pSUNW fas0 at sbus0O: SBusO sl ot Oxe offset

0x8800000 and sl ot

Oxe offset 0x8810000 Onboard device sparc9 ipl 4

sd0 at SUNWfas0O: target O lun O

sd0 is /sbus@f, 0/ SUNW f as@, 8800000/ sd@, 0
<SUM. 2G cyl 3880 alt 2 hd 16 sec 13

sd6 at SUNWTfasO: target 6 lun O

sd6 is /sbus@f, 0/ SUNWf as@, 8800000/ sd@, 0

fcaw0: Host: Port 000001 (WA 200000e0694005e5)

fcaw0: JN Fi bre Channel Adapter nodel

fcaw0: 64-bit SBus 1:|IRQ 3: FCODE Verlsion 12 [alf55]

fcawO: Fi bre Channel WW:. 200000e0694005e5

fcaw0: FCA Driver Version 2.2.0.H T.03, Feb 04, 1999 for Solaris 2.6

fcawd: Al Rights Reserved. N_Port ID (HBA#2)

fcawd: < Total |1OPB space used: 1140160 bytes

fcawd: < Total DVA space used: 4235293 byt >

fcawo: < DVA redzong len 224 bytes > | Port name (HBA#2)

fcawl: Host: Port 000001 (WA 200000e0694005f6)

fcawl: JN Fi bre Channel Adapter nodel

fcawl: 64-bit SBus 3: [IRQ 3: FCODE Version 12 [alf55]

fcawl: Fi bre Channel WW:. 200000e0694005f 6

fcawl: FCA Driver Version 2.2.0.H T.03, Feb 04, 1999 for Solaris 2.6

fcanml: All R ghts Reserved.

N_Port ID (HBA#1)

Port name (HBA#1)

When the command is executed, the information in the previous example (in this case, 2 HBAS
areinstaled) is output.
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Read and record the port name and the N_Port ID. The node name can be obtained from the
port name. Replace the value “20” of the highest one byte of the port name
(200000e069xxxxxx) by “10".

Example
Port name: 200000e069xXXXXX

l
Node name: 100000e069XXXXXX

4.7.2.2 Windows NT (Emulex Light Pulse)

When the Emulex driver isinstalled on the host, the Iputilnt utility isinstalled on Windows
NT. Run the Iputilnt utility to obtain the WWN of the host. Follow these steps:

1. Start the lputilnt utility.

2. Select Adapter X on the display. (Adapters corresponding to the number of installed HBAs
are displayed.)

Select Adapter Revision Levels on the Category menu.
4. 1EEE Address XX-XX-XX-XX-XX-XX (6 bytes) appears on the bottom of the screen.
Place 10-00 before the IEEE Address X X-XX-XX-XX-XX-XX. Thisisaport name.
Example:
10-00-X X-XX-XX-XX-XX-XX
6. Thenode nameisequal to the port name.
7. TheN_Port ID is omitted.
8. When two or more HBAs areinstalled, repeat Steps 2 through 7 above.

Note: The Iputilnt utility is supported by the Emulex driver of version 4.2 or later. If the
version is earlier than 4.2, check the IEEE Address by the label on the board.
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4.7.2.3 Windows NT (Qlogic)

To obtain the WWN of a host on the Windows NT (Qlogic2100F), follow these steps:

1.

6.

When the host starts up or when the QLA 2xxx board isinitialized for rebooting, the
message: Press<ALT-Q> for Fast!UTIL appears. Press the Q key while holding down
the ALT key. The Qlogic Fast!UTIL utility starts.

Select an adapter corresponding to the HBA. (Adapters corresponding to the number of
installed HBAs are displayed.)

Select Configuration Settings from the Fast!UTIL option and pressthe Enter key.
Select Host Adapter Settings from Configuration Setting and press the Enter key.

Read the value in the Adapter Node Name field on the Host Adapter Settings window.
This contains the node name and the port name of the host (set for security).

When two or more HBAs are installed, repeat Steps 2 through 5 above.

Example

Qlogic Fast!UTIL Version Xx. xx

Select Adapter(Example)
Adapter Type I/O Address
WLA2XxXX F800

Host Adapter Settings(Example)

BIOS Address : D8000 node name and
BIOS Revision :1.28 port name
Adapter Serial Number : A26181

Interrupt Level :5

Adapter Node Name  :[200000EQ 8B00 4566 |
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