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Preface

Password Protection 9200 isinstalled on your Thunder 9200 disk array unit. Before using
Password Protection 9200, read the operating procedures and notices included in this guide.
Carefully follow the safety precautions and instructions.

The Hitachi Freedom Storage™ Thunder 9200™ Password Protection 9200 User’s Guide
assumes that:

m  The user has abackground in data processing and understands direct-access storage device
subsystems and their basic functions.

m  Theuser isfamiliar with the Hitachi Freedom Storagell Thunder 920001 array subsystem.

For further information on Hitachi Data Systems products and services, please contact your
Hitachi Data Systems account team, or visit the Hitachi Data Systems worldwide web site at
http://www.hds.com. For specific information on the supported host systems and platforms for
the 9200, please refer to the user documentation for the product, or contact the vendor’s
customer support service.

Note: The term “9200” refersto the Hitachi Thunder 9200™ subsystem, unless otherwise
noted. Please refer to the Hitachi Thunder 9200™ User and Reference Guide (MK-90DF504)
for further information on the 9200 disk array subsystem.

Note: The use of Password Protection 9200 and all other Hitachi Data Systems productsis
governed by the terms of your license agreement(s) with Hitachi Data Systems.
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Safety Precautions

Note the following when using Password Protection 9200:

m  Only administrators, system engineers, and field engineers who are familiar with Hitachi
Data Systems disk array units are allowed to run the Password Protection 9200 function.

m  Make certain you read and fully understand this guide before you operate the Password
Protection 9200 function.

n  Carefully follow instructions included with the “CAUTION” labdl.
A\ CAUTION

Failure to follow these instructions can result in serious system damage and/or the |oss of
system data.

COMMENTS
Please send us your comments on this document: doc.comments@hds.com.

Make sure to include the document title, number, and revision.
Please refer to specific page(s) and paragraph(s) whenever possible.

(Al comments become the property of Hitachi Data Systems Corporation.)

Thank you!
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Chapter 1 Introducing Password Protection 9200

By using Password Protection 9200, you can limit the number of Resource Manager 9200
users that are permitted to access the optional 9200. Users can a so be prevented from
accessing it at the same time. This can deter 9200 information from being offered to users who
have no right to access and can prevent concurrent updates to 9200 configuration information
by exclusively controlling the users.

To register the user, specify auser ID and a password using the Resource Manager 9200. The
9200 refersto the registered user IDs and passwords when alogin is made from the Resource
Manager 9200 and regjects alogin made by an unregistered user. The 9200 which has been
logged in by acertified user rgjects another login attempted by another user.

Thefollowing is an outline of the Password Protection 9200 control feature.

User : X User:Y User:Z
PC or Server
\ \ L\ \
\
LAN |
| HuB |
V V \ T ] ‘
DF500-A | |DF500-B | |DF500-C | |DF500-D DF500-E
Note: "U-ID" denotes user ID.
U-ID:X U-ID:X U-ID:Y U-ID:Y U-ID:Z “PW” denotes password.
PW *kkk PW *kkk PW *kkk PW *kkk PW *kkk

The following table shows whether access by each user of Resource Manager 9200 from the
example above is accepted or rejected.

Table 1.1 OQutline of Password Protection 9200

9200 | A B c D E
User
X Accepted Accepted Rejected Rejected Rejected
Y Rejected Rejected Accepted Accepted Rejected
z Rejected Rejected Rejected Rejected Accepted
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1.1

Specifications

Specifications of the Password Protection 9200 control feature are shown below.

Tahle 1.2 Specifications of Password Protection 9200

Item

Specifications

Devices which can set the feature

« SCSI and Fibre Channel interface devices can set the feature.

* Only devices in which the Password Protection 9200 control feature (DF-F500-WSPS),
which is a software option, is installed can set this feature.

Registration of the user ID and
password and guard against
access

« Up to 20 sets of a user ID and a password can be registered for one 9200 from the
Resource Manager 9200.

« Future login attempts by a user of Resource Manager 9200 whose user ID and password
are not registered are rejected. (Note 1)

Rejection of concurrent logins
attempted by users of Resource
Manager 9200

 The 9200 which has been logged in by a user of Resource Manager 9200 whose user ID
and password have been registered will reject another login attempted by another user even
if its user ID and password have been registered, until the former user logs out.

« An error message issued by Resource Manager 9200 will clarify whether the login is
rejected due to non-registration or a result of a concurrent login attempt.

Note 1: Service personnel use the Resource Manager 9200 for maintenance of array units as
well. When registering user IDs, register the user ID for service personnel.
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Chapter 2 Installing and Uninstalling Password
Protection 9200

A\ cAUTION

The User ID and Password must be configured immediately after the softwar e key has
been installed. Please contact Hitachi Data Systems Customer Support if you lose your
password and are unable to access the system.

The Password Protection 9200 option is usually unselectable (closed), to make it available, you
must install Password Protection 9200 (DF-F500-WSPS) and make its functions sel ectable
(open). Toinstall thisfunction, an option FD provided with the optional feature or the
key codeisrequired.

Follow the instructions below to install Password Protection 9200 (DF-F500-WSPS).
Password Protection 9200 isinstalled and uninstalled using Resource Manager 9200. For
operating procedures of the Resource Manager 9200, refer to the Resource Manager 9200
User’'s Guide (Part 1: Graphical User Interface).

Note: Beforeinstalling and uninstalling, make sure that the array unit isin normal operating
condition. If afailure such as acontroller blockade has occurred, installation and uninstallation
operations cannot be performed.

2.1 Installation

The following paragraphs describe installation procedures performed by using the GUI version
of Resource Manager 9200.

1. Start Resource Manager 9200 and change the mode of operating to M anagement M ode.

2. Register the array unit in which you will install Password Protection 9200. Connect to this
registered array unit; the corresponding window will be displayed.
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Mode View Seftings

@ Controller 0 EI@_;J. Controller 1 f; =k ar 1‘
ACOD | ACH EMCO]ENC 1 O Path 1 Loop 1
03 2o =
02 0z O Path 1 Loop 0
o1 0 O Path 0 Loop 1
oo &I &I = oo W W 4 O Fath 0 Loop 0

oofo1] 02| o3| 04| 05| 08| o7 | 0| oa10] 11 12] 13 14]
03

02

 ANERNANAA

[4]

3. From the Settings menu, select Configuration Settings.

Alternatively, from the tool bar, select the Configuration Settings

The Parameter dialog box is displayed.
4. Click the Option tab.

Array Unit |DFS00
Target ID ] Port Option 3 Controller Identifier ; LA
Restore Options I Online Verify ; Constitute 3 Fibre Channel ; Spare Drive _Options ] Micro Update
CRImTS) Option Mame I Status i
Change
Option Unla ik ' Key Code g
& Directory 3
Unlock Lock
Close
5. Unlock the optional feature by using either of the following:
— Password Protection 9200 Key FD
— Key Code

Password Protection 9200 Key FD

a) Insert the key FD into the FDD of the system where Resource Manager 9200 is

installed.

b) Click the Directory radio button to enter a path to the FD.

¢) Click the Unlock button.
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d) A screen appears, requesting confirmation to unlock Password Protection 9200. Click
the OK button.

® Are you sure you want to unlock the aption?

oK ! . Cancel |

€) A message appears, confirming that this feature is unlocked. Click the OK button.

The option is unlocked.

Key Code
a) Click the Key Coderadio button to enter a key code in the text box.
b) Click the Unlock button.

C) A screen appears, requesting a confirmation to unlock the Password Protection 9200
option. Click the OK button.

The option is unlocked.
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6. Thewindow is updated and then displayed.

Array Unit |DFS00

Target ID ] Port Option 3 Controller Identifier ; LA
Restore Options I Qnline Yerify ; Constitute 3 Fibre Channel ; Spare Drive Cptions ! Micro Update
Option List
Option Mame I Status i
FEW-PROTECT Enahle
Change
 Key Code 3
& Directory 3

Close

The User I D and Password must be configured immediately after the software
key has been installed (see Chapter 4). Please contact Hitachi Data Systems Customer
Support if you lose your password and are unabl e to access the system.
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2.2 Uninstallation

Follow the instructions below to uninstall Password Protection 9200. When it is uninstalled,
the Password Protection 9200 is not available (locked) until it is opened by the Option floppy
disk or the key code.

To uninstall Password Protection 9200, the key FD provided with the Password Protection
9200 feature or the key code described in the key FD isrequired.

Follow the instructions below to uninstall Password Protection 9200 (DF-F500-WSPS).
1. Start Resource Manager 9200 and change the mode of operating to M anagement M ode.

2. Register the array unit in which you will install Password Protection 9200. Connect to this
registered array unit; the corresponding window will be displayed.

Mode Wiew Settings

[pFson @ L’T'JG_JM T \E“Q‘ @E
Component Status ] Lagical Statusg
@Cnmrmlern @Cnmml\erﬂ o ."'?'““1‘
AcO | ACt ENG D[ ENG 1 OPWL 4
03 :J 03 :..J . &
. 02 OPatM Loop D
01 1 O Path 0 Loop 1
o0 [$| [$| - o W W 4 OFthU Loop 0
‘ Battery
|o0] 01] 02| 03] 04| 05] 08| 07| 08| o8] 10] 11]12] 13] 14]
iE] =
a0z
il
~HARAREEE00 =

3. From the Settings menu, select Configuration Settings.

Alternatively, from the tool bar, select the Configuration Settings =] button.
The Parameter dialog box is displayed.

4. Click the Parameters button.
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5. Click the Option tab.

“arameter
Array Unit |DFS00

Target ID ] Port Option 3 Controller Identifier ; LA
ore Options I Qnline Yerify ; Constitute 3 Fibre Channel ; Spare Drive Cptions ! Micro Update

Option Mame I Status i
FEW-PROTECT Enahle

Change

Option UnlockiLock ' Key Code 3

& Directory 3

Close

6. Close (lock) the optional feature by using either of the following:
— Password Protection 9200 Key FD
— Key Code
Password Protection 9200 Key FD

a) Insert the key FD into the FDD of the system where Resource Manager 9200 is
installed.

b) Click the Directory radio button to enter a path to the FD.
¢) Click theLock button.

d) A screen appears, requesting a confirmation to lock the Password Protection 9200
option. Click the OK button.

® Areyou sure you want to lock the option?

oK
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€) A message appears, confirming that this feature islocked. Click the OK button.

The option is locked.

Key Code
a) Click the Key Coderadio button to enter a key code in the text box.
b) Click the Lock button.

c) A screen appears, requesting a confirmation to lock the Password Protection 9200
option. Click the OK button.

® Areyou sure you want to lock the option?

0K i | Cancel

d) A message appears, confirming that this feature has been locked. Click the OK button.

The option is locked.
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7. Thewindow is updated and then displayed.

Parameter
Array Unit |DFS00
Target ID ] Port Option 3 Controller Identifier . ; LA
Restore Options I Online Verify ; Constitute 3 Fibre Channel ; Spare Drive ; ; ] Micro Update

Option List

Option Mame I Status i

Change

£  Key Code g

& Directory 3

Unlock Lock

Close
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Chapter 3 Enabling/Disabling Password Protection 9200

The Password Protection 9200 function can be set to Disable or Enable depending on the
conditions in which the feature has been installed.

The following paragraphs describe a procedure for setting the function to Disable or Enable
while the Password Protection 9200 Control feature stays in an unlocked state.

These procedures can be performed by using the GUI version of Resource Manager 9200.
1. Start Resource Manager 9200 and change the mode of operating to M anagement M ode.

2. Register the array unit in which you will install Password Protection 9200. Connect to this
registered array unit; the corresponding window will be displayed.

@ =A% ¢ ol (w4

@ Cantroller 0 @ Contraller 1 A il 1‘
ACO | ACH ENC O] ENG 1 OPtth 7
03 =l o3 2l e
12 0 OPatM Loop D
o1 01 O Path 0 Loop 1
(il [%I [$| = w W W 4 OFthU Loop 0
‘Eaﬂem
|o0] 01] 02| 03] 04| 05] 08| 07| 08| o8] 10] 11]12] 13] 14]
GE] |

oz

N TT L

3. From the Settings menu, select Configuration Settings.

Ll

Alternatively, from the tool bar, select the Configuration Settings| =] button.
The Parameter dialog box is displayed.
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4. Click the Option tab.

Attay Unit [pFSon

TargetiD | Port Optian | Coniraller Identifier [
RestoreOptions | OnlineVeriy |  Constitste | Fibre Ghannel | Spare Drive optons | wicro Update
Option List
Option Name | Staius |
PSW-PROTECT Enable
Change
option UniockiLock |FEINN ’
@ Directay 1

i

Close
5. Click on PSW-PROTECT inthe Option Ligt text box, then click the Change button.

The option has been set successiully.
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7. Thewindow is updated and then displayed.

Attay Unit [pFSon

TargetID

online Verite | Constite |

Optian List

Option UnlockiLack

| Port Option | Controller Identifier | an Restore Oplions
Fibre Channel | Password Protection | SpareDrive | Options | wicro Update
Option Name | Status |
PEWHPROTECT Disabls

i Change

C Key Code ’

@ Directay 1

Unlatk Lack

Close
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Chapter 4 Setting Security Information

The operation to set the User ID and Password with Resource Manager 9200 is asfollows.
1. Start Resource Manager 9200 and change the mode of operating to M anagement M ode.

2. Register the array unit in which you will install Password Protection 9200. Connect to this
registered array unit; the corresponding window will be displayed.

@ =A% ¢ ol (w4

@Cnmrmlern llwil. Contraller 1 o .‘>-;'<>\1‘
ACO | ACH ENC O] ENG 1 OPtth 7
03 =l o3 2l e
12 0 OPatM Loop D
o1 01 OPathD Loop 1
(il [%I [$| = w W W 4 OFthU Loop 0
‘Eaﬂem
|o0] 01] 02| 03] 04| 05] 08| 07| 08| o8] 10] 11]12] 13] 14]
GE] |
0z

N TT L

8. From the Settings menu, select Configuration Settings.

Ll

button.

Alternatively, from the tool bar, select the Configuration Settings
The Parameter dialog box is displayed.

3. Click the Password Protection tab.

“arameter
Array Unit |DFSO0REL
Target D | Fort option | Controller Identlier | scm |

Restore Options § Online Verify a Canstitute Fassword Protection Spare Drive I Ommnsl Micro Update

enu * Register User D ) o
L)

Old User 1D

New User ID

0Old Fassward

e Password

Check Password

Apply Reset

Close
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4. From the Operation menu, click the Register User 1D option button. In the New User
ID, New Password and Check Password fields, enter their respective data. Click the
Apply button.

This menu contains the following:

— New User ID: Specifiesauser ID to register. Specified with one-byte coded
aphanumerics and specia symbols - (minus) and _ (underline) of 4 to 12 characters
long.

— New Password: Specifies the password of a user ID to register. Specified with one-
byte coded a phanumerics and special symbols - (minus) and _ (underline) of 4to 12
characters long.

— Check Password: Specifies the same password asthat of auser ID to register.
Specified with one-byte coded alphanumerics and specia symbols - (minus) and _
(underline) of 4 to 12 characterslong.

Check the settings for complete User ID and Password.
A message appears, confirming that the registration is complete. Click the OK button.

The setting ended normally.

The number of registered user IDsis updated, then displayed.

arametel
Array Unit [DF500

TargetID ; Port Option I Controller Identifier ; LAN ; Restore Options
Online Verify I Canstitute ; Filire Ghannel Fassword Protection i Gpare Dirive ; Options Micto Update

Cperation menu - jggy Register User /D Change UserlD  Delete UserlD ' Change Password

Old User 1D
New User D

Qld Pagsword
Mew Pagsword
Check Password

Close

16 Chapter 4 Setting Security Information



A cAUTION

The User ID and Password must be configured immediately after the software key has been
installed. Please contact Hitachi Data Systems Customer Support if you lose your password
and are unabl e to access the system.
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Chapter 5 Logging In and Logging Out

This chapter explains how to log in and log out using Resource Manager 9200. Management of
operators by user ID is effective when operating Resource Manager 9200 in Management
mode. When operating Resource Manager 9200 in Monitor mode, Resource Manager 9200
may be operated regardless of whether auser ID has been registered or not.

5.1 Logging In

1. Set the mode of operation to Management M ode.

2. Inthe main window, double-click theicon for the array unit to be connected, then click the
OK button.

3. Enter aregistered user ID and its password, then click the OK button.

Fou must log in to connect the subsysten.

User|D: I

Fassword: I

0]78 Cancel

4. Loginwiththeregistered user ID. The unit window is displayed.

o ElAm = & ¢ [wle] E]

Compenent status | Logical Status |

@cmm\evn @cwmum @ an L ‘»:\M‘
ACO | ACH ENC 0]ENG 1 Opmu 1
03 =os A i
. . OF‘alh1 Loop 0
o (o OPthU Loop 1
w (¢ 1§ .% [ W Jﬂ 4 Opamn Loon 0
e | 5 et
|00 |01 | 02| 03| 04| 05| 08| 07| 08| oa | 10] 11| 12] 3] 14]
03 =l
02
0
gl [0 B W J

5. Double-click theicon of an array unit to which a user has already logged in. A message
appears, confirming that a user has already logged in.

The message indicates the user ID of the logged-in user and connection information.
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6. Click the OK button; retry login again. The following message appears.

User ID{Jupiter) is now connecting. Connecting 1o (oo,

5.2 Logging Out

From the M ode menu, select Exit.

Alternatively, from the tool bar, select the Exit @ button on the unit window.

@ =A% ¢ ol (w4

Component Status ] Lagical Statusg

Rear Side
@ Caontroller 0 @ Controller 1 o
ACO | ACT EMC O] ENC 1 O Path1 Loop 1
03 =l o3 =
Path 1 Li 1}
02 02 O R
o1 01 O Path 0 Loop 1
il [%I [$| | oo W W J OFthULUUpU
- -

‘ Battery

Front Side

|o0] 01] 02| 03] 04| 05] 08| 07| 08| o8] 10] 11]12] 13] 14]
03

oz

N TT L

Ll
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5.3 Logging In Forcibly

This section describes how to log out a user 1D forcibly from an array unit to which auser has
already logged in with the user 1D, then forcibly log in with another registered user ID.

1. Double-click theicon of an array unit to which auser has aready logged in. A message
appears, confirming that a user has already logged in.

The message indicates the user ID of the logged-in user and connection information.

® Lser |D¢ Jupiter ) is now connecting. Connecting to Goocooceccaod. Do you want to connect

forcibly?

oK i { Cancel

M essage while operating in the unit window.

>< DMESOBS937: Could not excute the function, because
another uzer already loeged in.

A user ID with which a user haslogged in and connection information are not displayed.

2. Close the unit window, then open it again. Check the user 1D of the user who has logged
in.

3. Terminate Resource Manager 9200, and restart Resource Manager 9200 by appending the
-discon option of the Forcibly Logging In command.

4. When using Windows: Edit the description contents of startmgr.bat2 (a batch file used to
start the manager). Add the -discon option.

Example: java -classpath \CONFMNG2.JAR
jp.co.hitachi.str.diskarray.gui.ConmanFrame -discon

When using Solaris: Start the Manager by appending the -discon option when starting.
Example: ./startmgr2 -discon

Hitachi Thunder 9200™ Password Protection 9200 User’s Guide 21



Next, log in by the following procedure.
1. Restart the Resource Manager 9200, and set the mode of operation to M anagement M ode.

2. Double-click theicon of the array unit to be connected on the main window. Then click the
OK button.

3. Enter aregistered user ID and its password. Then click the OK button.

Fou must log in to connect the subsysten.

User|D: I

FPassword: I

8154 Cancel

4. A user ID with which a user haslogged in and its password are displayed. When logging
in forcibly, click the OK button.

® Liser |D¢ Jupiter ) is now connecting. Connecting to Goococceccsed. Do you want to connect
Torcibly?

0K ! | Cancel

Logging in with the entered user 1D is completed. The unit window is displayed.
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