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Preface 

This Installation Guide provides instructions for configuring the security for the HiCommand™ 
Device Manager server.  

This user’s guide assumes that: 

� the user has a background in data processing and understands direct-access storage 
device subsystems and their basic functions, 

� the user is familiar with the Hitachi Lightning 9900 and 9900 V Series array subsystems 
and/or the Thunder 9200 subsystem, and/or the Sun® StorEdge™ T3 subsystem. 

� the user is familiar with the Solaris®, Windows NT® or Windows® 2000 operating systems. 

You may also contact your Hitachi Data Systems account team or refer to the Hitachi Data 
Systems worldwide web site (http://www.hds.com) for additional information on the 
Lightning 9900 or 9900 V Series subsystem, the 9200 subsystem, and their features and 
functions. 
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Chapter 1 Introduction to HiCommand™ Device Manager 

1.1 Overview of HiCommand™ Device Manager 

HiCommand™ Device Manager provides a consistent, easy to use, and easy to configure set of 
interfaces for managing Hitachi Data Systems storage products. These interfaces allow the 
HiCommand™ Device Manager system to be controlled by commercial enterprise network 
management products (e.g., CA Unicenter TNG®) and storage area network (SAN) products 
(e.g., VERITAS™ SanPoint Control™). HiCommand™ Device Manager provides a web interface 
for real-time interaction with the storage arrays being managed as well as a command line 
interface (CLI) for scripting. HiCommand™ Device Manager will manage other vendors’ 
storage area network (SAN) gear as well as direct and network-attached equipment. 

HiCommand™ Device Manager gives storage administrators GUI access to the configuration, 
monitoring, and management features that are already implemented in existing Hitachi Data 
Systems software products such as LUN Manager, TrueCopy, ShadowImage, and Graph-
Track™. 

HiCommand™ Device Manager allows you to view the configuration of the storage arrays 
added to the HiCommand™ Device Manager system, perform configuration operations such as 
adding and deleting volume paths and securing LUs, and manage data replication features. 

HiCommand™ Device Manager provides: 

� Storage subsystem discovery and configuration display  

� Hierarchical group management for storage 

� Alert presentation 

� Volume path assignment 

� Management of LU groups  

� Management of hosts and WWNs 

HiCommand™ Device Manager provides several levels of access and functionality for end 
users, including Access Control, Storage Management and System Support. Access Control 
handles support for the system administrator, storage administrator, maintenance user and 
guest user. Storage Management functions include storage configuration and manipulation. 
System support functions include web client support, user administration, host agent activity 
and security. 

Note: The use of the HiCommand™ Device Manager product and all Hitachi Data Systems 
products is governed by the terms of your license agreement(s) with Hitachi Data Systems. 
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1.2 HiCommand™ Device Manager Software Components 

The HiCommand™ Device Manager software product consists of the following basic 
components: 

� Server Security. This document covers the topic of server security.  

� Server Installation and Configuration. The HiCommand™ Device Manager server 
communicates with the HiCommand™ Device Manager Web Client(s) and the 
HiCommand™ Device Manager Host Agent(s). For further information on installing and 
configuring the HiCommand™ Device Manager server, please see HiCommand™ Device 
Manager Server Installation and Configuration Guide (MK-91HC002). 

� Web Client. The HiCommand™ Device Manager Web Client is a web-based user interface 
for monitoring and managing Hitachi storage subsystems. The Web Client is a stand-
alone Java™-based application that is deployed using the Java Web Start™ software, and 
communicates with and runs as a client of the HiCommand™ Device Manager server. For 
further information on the HiCommand™ Device Manager Web Client, please refer to the 
HiCommand™ Device Manager Web Client Installation and Configuration Guide 
(MK-91HC001).  

� Command Line Interface. The HiCommand™ Device Manager command line interface 
enables you to perform Web Client operations by issuing commands from the system 
command line prompt. For further information on the command line interface, please 
see the HiCommand™ Device Manager Command Line Interface Application User’s Guide 
(MK-91HC007). 

� Host Agent. The HiCommand™ Device Manager Host Agent runs on the host computer 
that is attached to the Hitachi storage subsystem(s). The Host Agent collects data on the 
configuration and utilization of the attached storage and sends this information to the 
HiCommand™ Device Manager server. For further information on the HiCommand™ 
Device Manager Host Agent, please refer to the HiCommand™ Device Manager Agent 
Installation and Configuration Guide (MK-92HC019). 
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Chapter 2 HiCommand™ Device Manager Network 
Configuration Guide 

2.1.1 Overview of Network Configuration 

The 9900 and 9900V come equipped with a service processor, which is known as the SVP. 
The SVP has two Ethernet adapters. The first adapter is for a private (internal) Ethernet 
LAN, which is intended for intra-array communications only. There are only two user-
accessible devices that can access the internal LAN: the Service Processor (SVP), and the 
9900 Remote Console. The second adapter is used for other applications to talk to the SVP. 
This LAN is referred to as the public LAN, because it is visible to other computers outside the 
array. HiCommand™ Device Manager, Enterprise Resource Manager and Enterprise Storage 
Resource Manager applications use the public LAN to communicate with the SVP about the 
array and configuration changes. 

While the 9900 and 9900V are managed through their SVP interface, other manageable 
storage (e.g. Hitachi Thunder arrays and Sun T3 arrays) do not use a private LAN for 
engineering functions. Instead both the Thunder and the T3 have Ethernet network 
interfaces that are intended to be directly attached to a public LAN. Once attached to the 
LAN each has its own remote management API, which can be accessed by a variety of 
management applications. 
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Warning: Do not under any circumstances attach the 9900 or 9900V private LAN to an 
external network. Improper or incorrect connectivity to the private LAN can cause serious 
problems on the array. Private LANs may only be connected to for purposes of HiTrack™, 
9900 Remote Console™, and GraphTrack™, but you must follow the instructions in the 
appropriate installation manuals.  

Figure 2.1 illustrates an improper LAN connection. 

 

Figure 2.1 Incorrect 9900 and 9900V LAN Connection 
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2.2 Common Security Risks 

Because the Thunder™ and Sun T3 arrays are intended to be connected to a public LAN, you 
must pay particular attention to security risks if you are attaching either array to a public 
network.  

System administrators frequently separate production LANs from management LANs. In such 
cases, management LANs act as a separate network, which isolates management traffic from 
a production network and reduces the risk of security-related threats. If a management 
controller such as the SVP coexists on a production LAN, it is left open for any entity on the 
IP network to access. Whether the access is intentional or not, the resulting security risks 
can lead to actual outages characterized as Denial of Storage Service, DoSS. DoSS attacks 
may lead to a management session being hijacked for malignant purposes, such as unbinding 
a storage extent from a port during an I/O operation.  

The following are guidelines for constructing management LANs: 

� Traffic from the production LAN should not flow through, or be routed to the 
management LAN. 

� If possible, all hosts with management interfaces or controllers on the management LAN 
should be hardened to their maximum level to reduce the potential that software other 
than the management interface will not lead to an exploit of the entire station or 
device. (In this case hardening should include removal of unnecessary software, shutting 
down nonessential services, and updating to the latest patches.) 

� The management LAN should only intersect a production LAN on those hosts acting as an 
interface between the management LAN and the production LAN (e.g. HiCommand DM 
Server). 

� If possible, those hosts intersecting both private LAN and management LAN should be 
behind a firewall of some kind, further inhibiting unintended access. 
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2.3 Server Network Configurations 

2.3.1 Most Secure Configuration: Separate Management LAN Plus Firewall 

In this case, the server hosting HiCommand Device Manager must either be dual homed or 
have two NICs, and every other management application must be of similar configuration. 
The first NIC for each host is attached to a LAN dedicated to management traffic between 
management host and device under management, which for HiCommand™ Device Manager 
includes any 9900s, 9900Vs, 9200s, or T3s. A second NIC is attached to a LAN where access is 
governed by a firewall. As shown in Figure 2.2, each server could also be connected to a 
different LAN with a different firewall. The firewall contains strict access rules that allow 
access to the management servers only to HiCommand™ Device Manager or specified 
management application clients. 

This configuration is the most secure but least flexible implementation, as it requires 
overhead to manage all of the various network components, the servers, and the devices 
under management. Adding further security to this configuration requires that the 
underlying management application OS be hardened to the maximum possible limit. This 
might include disabling services such as Telnet, FTP, SMTP, or IIS. Additionally, if possible all 
unnecessary packages should be removed. 

For an exhaustive study of what is required to harden a server, see 
http://ist.uwaterloo.ca/security/howto/. 
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Figure 2.2 illustrates a separate management LAN plus a firewall. 

 

Figure 2.2 Most Secure Configuration: Separate Management LAN Plus Firewall 
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2.3.2 Second-Most Secure Configuration: Separate Management LAN Plus Firewalled Devices 
Under Management 

In this configuration, the server hosting HiCommand™ Device Manager and all other 
management servers may be single homed, and the actual devices under management are 
separated from HiCommand™ Device Manager by a firewall. The firewall’s rules restrict 
access to the arrays to HiCommand™ Device Manager and any other required management 
application. Management clients accessing HiCommand™ Device Manager are not allowed to 
pass traffic through the firewall to directly talk to the managed arrays, but can participate 
in management operations directly with HiCommand™ Device Manager or the management 
application. 

This configuration is the second most secure, and is more flexible than the previous option. 
While this configuration protects the devices under management, it does not protect the 
management application servers themselves. Therefore all management application servers 
should be hardened to the maximum possible extent.  

Figure 2.3 illustrates a separate management LAN plus firewalled devices under 
management. 

 

Figure 2.3 Second-Most Secure Configuration: Separate Management LAN Plus Firewalled Devices 
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2.3.3 Third-Most Secure Configuration: Dual-Homed Management Servers Plus Separate 
Management LAN 

In this configuration, the management servers themselves act as the intersection point 
between the management LAN and a production LAN. The server running HiCommand™ 
Device Manager or management applications is dual-homed. One NIC is attached to the 
management LAN along with the devices under management, and the second NIC is attached 
to a production LAN along with the management clients (e.g., the HiCommand™ Device 
Manager GUI). Because the management application servers actually act as the gateway 
between the production LAN and the management LAN, and there is no additional firewall, 
you must be very sure that the server itself will not route traffic between the two networks. 

This configuration is the third most secure, and is more flexible than either of the 
previously-described configurations. While it protects the devices under management, it 
does not protect the management application servers themselves. Therefore, all 
management application servers should be hardened to the maximum possible extent. 
Additionally, because the management application servers themselves act as gateways 
between the two LANs, OS hardening is more important. 

Figure 2.4 illustrates dual-homed management servers plus a separate management LAN. 

 

Figure 2.4 Third-Most Secure Configuration: Dual-Homed Management Servers Plus Separate 
Management LAN 
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2.3.4 Fourth-Most Secure Configuration: Flat Network 

Here, the management application servers, managed devices, and managed clients all 
coexist on the same network. 

This configuration is the least secure, though it is the most flexible. It affords no protection 
to any of the components required for storage management operations, so management 
application server hardening is paramount. Additionally, you should consider microcode 
updates to any of the devices under management, especially if they are related in any way 
to security for the device management controllers themselves. Note: This configuration may 
be a requirement if the implementation cannot accommodate a management LAN.  

Figure 2.5 illustrates a flat network. 

 

Figure 2.5 Fourth-Most Secure Configuration: Flat Network 
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Chapter 3 HiCommand™ Device Manager Security Properties 

3.1 Summary of HiCommand™ Device Manager Server Security Properties 

Table 3.1 Summary of HiCommand™ Device Manager Security Properties 

server.http.secure Sets the security level of the HiCommand™ Device Manager 
server. 

Section 3.2.1 

server.http.security.realm Sets the security realm message for the HiCommand™ Device 
Manager server’s authentication challenge. 

Section 3.2.2 

server.http.security.clientIP Implements an IP address filter. Section 3.2.3 

server.https.security.keystore Assigns the name of the keystore file that contains a Server 
Certificate used for establishing an encrypted communication via 
Secure Sockets Layer (SSL) and Transport Layer Security (TLS). 

Section 3.2.4 

server.https.keystore.passphrase Contains the logon password for the keystore file that contains a 
keypair and associated Server Certificate used for SSL/TLS 
connections. 

Section 3.2.5 

server.https.keystore.keypass Contain3.2.8s the password for recovering the keypair and 
associated Server Certificate used for encrypting SSL/TLS 
connections from the HiCommand™ Device Manager server’s 
keystore. 

Section 3.2.6 

server.http.security.unprotected Designates a comma-delimited list of any non-protected file 
resources under the server’s document root. 

Section 3.2.7 

server.https.security.truststore Assigns the name and location of the truststore file that contains 
the Server Certificates. 

Section 3.2.8 

server.https.truststore Contains the password used to access the default truststore 
distributed with the Java Runtime Environment™. 

Section 3.2.9 

server.security.logonID.caseSensitive Sets whether a user’s logonID is case-sensitive. Section 3.2.10 
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3.2 HiCommand™ Device Manager Server Security Properties 

3.2.1 server.http.secure 

This property sets the security level of the HiCommand™ Device Manager server. See section 
4.2.2 for instructions on how to use HiKeytool to set the security level, as follows:  

� 0 = Unsecure. Any client application can obtain access to the server. No logon 
authentication is required from the client. This setting is intended for use only on highly 
secure LANs and/or private networks, and even in those environments more robust 
server security is highly recommended. 

� 1 = Basic Authentication. This is the default setting, in which the HiCommand™ Device 
Manager server is operating in protected mode, and client applications attempting to 
connect with the server must submit an authorized user’s logon ID and password and be 
authenticated against the Access Control List (ACL). Note: These requirements do not 
apply to requests for files that are intentionally designated as being excluded from ACL 
security protection (see the server.http.security.unprotected property in section 
3.2.7). 

� 2 = Secure Socket (TLS/SSL). In this security mode, the server opens an additional 
secure HTTP listener on a port designated by the server.https.port property. All 
communications via this port are strongly encrypted using Secure Socket Layer (SSL) or 
Transport Layer Security (TLS). See section 4.1 for further information on SSL and TLS. In 
order for a server to use the secure HTTP protocol, a keypair and associated Server 
Certificate must be present in the HiCommand™ Device Manager server keystore. This 
setting is strongly recommended if a HiCommand™ Device Manager server is exposed to 
any public network or Internet.  

3.2.2 server.http.security.realm 

This property sets the security realm message for the HiCommand™ Device Manager server’s 
authentication challenge. This text is usually displayed in a browser’s logon dialog, and the 
recommended (default) setting is HiCommand Security.  
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3.2.3 server.http.security.clientIP 

This property implements an IP address filter, which helps harden a server against malicious 
attacks. The default value is *.*.*.* which means that an HTTP connection from any client IP 
address will be accepted. You can restrict HiCommand™ Device Manager server access to 
designated clients and/or to subnets such as a Local Area Network (LAN) or Wide Area Network 
(WAN), by using asterisks as a wildcard character. For example, a HiCommand™ Device Manager 
server would only accept connections from the host machine itself and other client users on a 
LAN if this directive was set as: 
server.http.security.clientIP=127.0.0.1,192.168.*.*  

Whitespace (the space following the comma delimiter) is ignored, as are any invalid dotted-
decimal IP entries, so that no runtime error is raised if an invalid or incorrectly formatted 
network address is detected in this list. 

Client machines that are not on the access list will be denied access to the server. No HTTP 
response message (stating a reason for the failure to establish a connection) will be returned 
to the intruder, in order to reduce vulnerability to certain denial of service attacks that 
attempt to overload a server by flooding it with a large number of simultaneous (bogus) 
requests. 

3.2.4 server.https.security.keystore 

This property assigns the name of the keystore file that contains the keypair and associated 
Server Certificate used for establishing an encrypted communication via Secure Sockets 
Layer(SSL) or Transport Layer Security. The default setting is keystore, and this file is 
assumed to be located in the HiCommand™ Device Manager server’s installation directory. 

The keystore file shipped with a HiCommand™ Device Manager server is an empty 
placeholder file that does not contain the required keypair and associated Server Certificate 
needed to run the HiCommand™ Device Manager server in secure mode. If you attempt to 
start the server in secure mode with an empty keystore file, the server will log a fatal 
exception and fail. A keypair and associated self-signed or trusted certificate must first be 
installed into the keystore before encrypted communications can be started. See section 
4.2.3 for more information about Server Certificates. 

3.2.5 server.https.keystore.passphrase 

This property contains the logon password for the keystore file that contains a keypair and 
associated Server Certificate used for SSL/TLS connections. The logon password is used to 
check the integrity of the keystore data. See section 4.2.6 for instructions on using 
HiKeytool to change the password. 
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3.2.6 server.https.keystore.keypass 

This file contains the password for recovering the keypair and associated Server Certificate 
used for encrypting SSL/TLS connections from the HiCommand™ Device Manager server’s 
keystore (refer also to the server.https.security.keystore property in section 3.2.4). For 
instructions on how to use HiKeytool to change the keypass, see section 4.2.7. 

3.2.7 server.http.security.unprotected 

This property designates a comma-delimited list of any non-protected file resources under 
the server’s document root. When files or directories are designated as unprotected, they 
are not subject to Access Control List checks (user authentication), regardless of the security 
mode setting for the server. Entire directories (including nested sub-directories) can be 
flagged as unprotected by using an asterisk as a wildcard character. If this directive is empty 
all resources are protected, so that every request to the HiCommand™ Device Manager 
server will require user authentication. 

This property allows anyone to view the index.html front page via a browser, without user 
authentication being required. More importantly, it allows the Java Web Start™ application 
to update its JAR file and deploy (via the HiCommand.jnlp file) to the end-user’s system 
without raising a series of logon dialogs. Similarly, the GUI’s help files (and certain client 
installation information) can be viewed via a web browser without separate authentication 
being required at each step. The default entry for this property is index.html, 
HiCommand/*, webstart/*, images/*, style/*, docs/*. This should not require modification 
under normal circumstances.  

3.2.8 server.https.security.truststore 

This property assigns the name and location of the truststore file that contains the Server 
Certificates. The default is: 
server.https.security.truststore={java.home}/lib/security/cacerts.  

The HiCommand™ Device Manager server uses the default truststore distributed with the JRE 
named “cacerts”. Note: This property cannot be modified with HiKeytool. If you want to 
change the value, you must do so by editing the value in the server.properties file. 
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3.2.9 server.https.truststore 

This property contains the password used to access the default truststore distributed with 
the Java Runtime Environment™. The default value is: 
server.https.truststore.passphrase=changeit.  

For instructions on how to use HiKeytool to change the keypass, see section 4.2.11. 

3.2.10 server.security.logonID.caseSensitive 

This Boolean property sets whether a user’s logon ID is case-sensitive, and the default is 
false. If it is set to true, a user’s logon ID must be entered in exactly the same case as exists 
in the HiCommand™ Device Manager Access Control List (ACL). 
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Chapter 4 Implementing HiCommand™ Device Manager Server 
Security 

4.1 Overview of HiCommand™ Device Manager Security 

This section discusses the following security procedures: 

� Enabling SSL/TLS server security (see section 4.2.2) 

� Obtaining a signed and trusted Server Certificate (see section 4.2.3) 

� Displaying the contents of the keystore (see section 4.2.4) 

� Deleting an entry from the keystore (see section 4.2.5) 

� Changing the server keypass (see section 4.2.6) 

� Changing the server password (see section 4.2.7) 

� Displaying the contents of the server truststore (see section 4.2.8) 

� Displaying the verbose contents of the server truststore (see section 4.2.9) 

� Deleting an entry from the server truststore (see section 4.2.10) 

� Changing the password for the server truststore (see section 4.2.11) 

Note: Screen shots in this section are from Windows®, unless otherwise indicated. Where 
there are content differences between the Windows® and the Solaris® screen shots, both will 
be displayed.  
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4.1.1 Introduction to HiCommand™ Device Manager Server Security 

HiCommand™ Device Manager uses Secure Sockets Layer (SSL) and Transport Layer Security 
(TLS) to encrypt network transmissions between the HiCommand™ Device Manager client and 
the HiCommand™ Device Manager server. SSL and TLS use cryptography, digital signature 
technology and digital certificates to provide user authentication, data integrity, and 
privacy. This document includes instructions for configuring the HiCommand™ Device 
Manager server to securely communicate over the Internet or an Intranet using SSL and TLS. 
Future releases will take advantage of the Public Key Infrastructure (PKI) capabilities. 

Important:  If you enable security on HiCommand™ Device Manager, you must make sure that 
the key pair and associated server certificate do not expire.  If either the key pair or the 
server certificate expire, users will be unable to connect to the HiCommand™ Device 
Manager Server with the HiCommand™ Device Manager Web Client. See section 4.2.1 for 
instructions.  

This chapter includes the following terms: 

� <host name> is used to indicate the name of the host that is running the HiCommand™ 
Device Manager server, unless otherwise indicated.  

� <Java Web Start> is used to indicate the default Java Web Start installation directory on 
a client machine. If a client’s Java Web Start directory is not located in the default 
location, adjust commands or paths accordingly. The default directories are as follows: 

Windows®: c:\Program Files\Java Web Start 

� Solaris®: $HOME/utils/webstart/ 

� <installation directory> is used to indicate the default HiCommand™ Device Manager 
server installation directory. If your directory is not located in the default directory, 
adjust commands or paths accordingly. The default directories are as follows:  

– Windows®: c:\Program Files\HiCommand\HiCommandServer 

– Solaris®: /opt/HiCommand/HiCommandServer

� Public Key Infrastructure (PKI) is a cryptographic technology developed under the 
guidance of the ITEF (Internet Technology Engineering Taskforce) to create a secure 
networking system that can have interoperative characteristics between multiple 
vendors.  

� Secure Sockets Layer (SSL) is a protocol first developed by Netscape® to securely 
transmit data over the Internet. Two SSL-enabled peers use their Private and Public Keys 
to establish a secure communication session, with each peer encrypting transmitted data 
with a randomly generated and agreed-upon symmetric key.  

� Transport Layer Security (TLS) is the successor protocol to SSL. For more information, 
see RFC The TLS Protocol (version 1.0), located on  
ftp://ftp.isi.edu/in-notes/rfc2246.txt. 

� A keypair is two mathematically-related cryptographic keys consisting of a Private Key 
and its associated Public Key.  
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� A Server Certificate (sometimes also called a Digital Certificate) forms an association 
between an identity (in this case the HiCommand™ Device Manager server) and a specific 
keypair. A Server Certificate is used to identify the HiCommand™ Device Manager server 
to a client so that the server and client can communicate using SSL/TLS. Server 
Certificates come in two basic types:  

– Self-signed: (see section 4.2.1). This is the case where you generate your own 
certificate, so that the subject of the certificate is the same as the issuer of the 
certificate. For example, when you create a keypair with the HiKeytool batch file, 
you will have a keypair and an associated a self-signed certificate. 

– Signed and Trusted: (see section 4.2.3). When a Certificate Signing Request (CSR) is 
generated and sent to a well-known and trusted Certificate Authority (CA) for 
signing, and is then signed and returned by the Certificate Authority, your certificate 
is considered signed and trusted. A well-known and trusted Certificate Authority 
meets the following requirements: 

1. A certificate for that Certificate Authority is located inside the HiCommand™ 
Device Manager server truststore; and 

2. A certificate for that Certificate Authority is located in the database of 
trusted Certificate Authorities within browsers supported by HiCommand™ 
Device Manager; and  

3. A certificate for that Certificate Authority is located within the truststore 
distributed with Java Web Start. 

Note: The default HiCommand™ Device Manager server truststore is located at 
<HiCommand>/jre/lib/security/cacerts. You can modify the default location using the 
server.https.security.truststore property in the server.properties file (refer to section 
3.2.9). The default truststore for Java Web Start is located at <Java Web 
Start>/cacerts. 
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4.2 Using the HiKeytool Script File to Modify Security Properties 

4.2.1 Creating a Keypair  

Note: If you make a mistake during this process and need to start over, exit by typing 
Control+c and restart HiKeytool.  

1. Solaris® users must be logged on as a super-user. Open a command line or terminal 
window or terminal window, navigate to the <HiCommand Server> directory and launch 
the HiKeytool script file, as follows: 

– On Windows® type .\HiKeytool.bat and select Enter.  

– On Solaris® type ./HiKeytool.sh and select Enter.  

2. The HiKeytool main panel (see Figure 4.1) will display.  

3. From HiKeytool, type 1 (Make Keypair/Self-Signed Certificate). Throughout this section, 
use the default values presented unless you are either very familiar with the area of 
cryptography and Java™ security or are otherwise instructed. 

4. Enter the server name. The default is hishark for Windows® and sunbox for Solaris® (see 
Figure 4.2 and Figure 4.3). Use the default value unless your machine is visible to the 
LAN or WAN under a different name, in which case you should use the name by which 
the HiCommand™ Device Manager server is visible.  

5. Enter the organizational unit [default=HiCommand Device Manager Administration] (see 
Figure 4.2). The default value is recommended, but you can use anything meaningful, 
e.g. Marketing.  

6. Enter your organization name. The default is hishark for Windows® and sunbox for 
Solaris® (see Figure 4.2 and Figure 4.3). Ordinarily you would use the default value or 
your host name, but you can use another name, such as the name of your company.  

7. Enter your city or locality (see Figure 4.2). There is no default value for this field.  

8. Enter your state or province (see Figure 4.2). There is no default value provided, but be 
sure to spell it out instead of using the two-character state code. 

9. Enter your two-character country code [default=US] (see Figure 4.2).  

10. Enter your key alias. The default is hishark for Windows® and sunbox for Solaris® (see 
Figure 4.2 and Figure 4.3). This should be the local host name of the HiCommand™ 
Device Manager server. Be sure to use the same value that you used for the server name 
in step 4, above. 

Instructions continued on next page 

11. Enter your key password (6 characters minimum) [default=passphrase] (see Figure 4.2). 
This is the value used to access the keypair entry by the HiCommand™ Device Manager 
server and the default value is taken from the server.https.keystore.keypass property 
(refer to section 3.2.6). For security reasons, you should change the default value. 
Important: If you want to change the default value you should do so by using the process 
described in section 4.2.7, and should not simply change it directly from the properties 
file. 
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12. Enter the key algorithm [default=RSA] (see Figure 4.2). Currently, only RSA is 
supported. 

13. Enter the key size (512, 1024, 2048) [default=2048] (see Figure 4.2). Assuming the RSA 
key algorithm is used, any Key Size from 512 to 2048 is valid, so long as it is in an 
increment of 64. Larger key sizes are recommended because that will provide greater 
data security against brute force and factoring attacks. 

14. Enter the signature algorithm [default=MD5withRSA] (see Figure 4.2). Currently, only 
MD5withRSA is supported is supported. 

15. Enter the number of days valid [default=365] (see Figure 4.2). This is the period during 
which the HiCommand™ Device Manager server keypair will be valid.  

– If you have your server certificate signed by a well-known and trusted Certificate 
Authority, the number of days valid specified by that authority will override the 
value you place in this field. Be sure to check the web site of your vendor for 
specific requirements and calendar the need to renew your certificate, because if 
the key pair and associated server certificate expire, users will be unable to 
establish a secure connection with the HiCommand™ Device Manager Server via 
SSL/TLS. 

– If you elect not to have your server certificate signed, the value that you place in 
this field will determine the period during which the keypair and associated server 
certificate will be valid. The default is 365 days. 

16. Enter the keystore password (6 characters minimum) [default=passphrase] (see Figure 
4.4 and Figure 4.5). This is the value used to protect and verify the integrity of the 
keystore, and the default value is taken from the server.https.keystore.passphrase 
property (refer to section 3.2.5). Important: If you want to change the default value of 
the keystore password, you should use the process described in section 4.2.7, and should 
not simply change it directly from the properties file.  

17. Once you have completed these steps, HiCommand™ Device Manager will generate the 
HiCommand™ Device Manager server keypair and associated certificate. The keypair is 
placed inside the keystore for the HiCommand™ Device Manager server (see Figure 4.4 
and Figure 4.5). Note: If you create a keypair with a size of 2048 you might have to wait 
up to a minute for the keypair to generate.  

18. You will need to restart the server for the changes to be effective. 
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Figure 4.1 HiKeytool Main Panel 

 

Figure 4.2 Creating a Keypair (Windows® Illustration 1) 
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Figure 4.3 Creating a Keypair (Solaris® Illustration 1)  

 

Figure 4.4 Creating a Keypair (Windows® Illustration 2)  
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Figure 4.5 Creating a Keypair (Solaris® Illustration 2)  
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4.2.2 Enabling TLS/SSL Server Security 

1. Important: TLS and SSL require Internet Explorer® 5.5 or Netscape® 4.76 or higher. 

2. Open a command line or terminal window and launch HiKeytool (refer to section 4.2.1 
for instructions). 

3. From HiKeytool type 2 (Set HiCommand Server Security Level) (see Figure 4.6).  

4. HiKeytool will echo the current security level, display the three available levels of 
security, and prompt the user for an entry (see Figure 4.6), as follows: 

0) No authentication required 

1) Basic authentication, which will require a user to enter a username and password 
to be authenticated against the database when accessing the HiCommand™ Device 
Manager Server. Note: This information will be base64 encoded, but it can be easily 
unencoded and read by anyone listening to the communications being sent on a 
network. 

2) Encrypted using TLS/SSL, which is discussed in this section.  

5. To enable TLS/SSL (Secure Sockets), type 2 and select Enter. The display will confirm 
that you have selected TLS/SSL (see Figure 4.7).  

6. You will need to restart the HiCommand™ Device Manager server for these changes to 
take effect.  

 

Figure 4.6 Default HiCommand™ Device Manager Server Security Level 
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Figure 4.7 Selecting and Confirming the HiCommand™ Device Manager Security Level Change 
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4.2.3 Creating and Importing A Digitally-Signed Certificate  

This section contains instructions for obtaining a digitally-signed certificate from a well 
known and trusted Certificate Authority. If you want to import an untrusted Server 
Certificate see http://<host name>:2001/docs/security/certificates.html (replace 
<hostname> with the URL of your HiCommand™ Device Manager server). Refer to section 4.1 
for a discussion of the merits of using digitally-signed certificates. 

4.2.3.1 Creating a Certificate Signing Request (CSR)  

To create a Certificate Signing Request: 

1. Open a command line or terminal window and launch HiKeytool (refer to section 4.2.1 
for instructions). 

2. From HiKeytool type 3 (Generate CSR) (see Figure 4.8). 

3. HiKeytool will inform the user where the Certificate Signing Request has been stored on 
disk (see Figure 4.8), which will be in a file named <host name>.csr inside the 
<HiCommand Server> directory. The contents of your CSR will look similar to the 
example in Figure 4.9. Important: Your CSR will contain extra carriage returns and line 
feeds which must be included when it is sent to the Certificate Authority, or it will not 
be processed correctly.  

4. You will then send the CSR to the Certificate Authority of your choice to be digitally 
signed. The application for digital signing can be done online, and the response is 
typically returned to you via email from the Certificate Authority.  

5. If you intend to have a self-signed certificate digitally signed by a Certificate Authority, 
you may want to check their web site for specifics. If your Certificate Authority’s 
requirements are sufficiently different, you may want to recreate the HiCommand™ 
Device Manager server keypair before generating a CSR. To recreate the keypair, first 
delete the existing keypair (see section 4.2.10 for instructions), and then create a new 
keypair as described in this section. Note: There must be only one entry in the 
HiCommand™ Device Manager server keystore, or you will likely have problems when you 
are running the HiCommand™ Device Manager server in secure mode.  
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Figure 4.8 Completed CSR 

-----BEGIN NEW CERTIFICATE REQUEST----------END NEW CERTIFICATE REQUEST-----

Figure 4.9 Sample Certificate Request 
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4.2.3.2 Importing a Signed and Trusted Certificate 

Once you receive your digitally-signed certificate from the Certificate Authority, you can use 
HiKeytool to import it. Some Certificate Authorities will return your digitally-signed 
certificate as an attached file with a .cer extension. Others will return the response as text 
in the body of an email, in which case you should use a text editor such as Notepad or 
WordPad to save the response in a new file. A digitally-signed certificate looks something 
like the example in Figure 4.10. 

To import a digitally-signed certificate: 

1. Move the file containing the digitally-signed certificate into the HiCommand™ Device 
Manager server directory. Name the file <alias>.cer, using the alias that you have 
chosen for the host. In our example the file has been titled hishark.cer. Note: Be sure to 
save the response from your Certificate Authority.  

2. Open a command line or terminal window and launch HiKeytool (refer to section 4.2.1 
for instructions). 

3. From HiKeytool type 4 (Import Digitally Signed Certificate).  

4. You will be prompted to enter the location of the digitally-signed certificate. If the 
certificate is in the default location, select Enter. Otherwise, type the complete path 
and then select Enter (see Figure 4.11 and Figure 4.12). 

5. You will be notified when the digitally-signed certificate has been imported (see Figure 
4.13). 

6. You will need to restart the server for the changes to be effective.  
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-----BEGIN CERTIFICATE----------END CERTIFICATE-----

Figure 4.10 Sample Digitally-Signed Certificate 

 

Figure 4.11 Entering the Location of the Digitally-Signed Certificate (Windows®)  
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Figure 4.12 Entering the Location of the Digitally-Signed Certificate (Solaris®)  

 

Figure 4.13 Notification of Successful Import of Digitally-Signed Certificate 
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4.2.4 Displaying the Contents of the HiCommand™ Device Manager Keystore 

4.2.4.1 Regular Mode 

1. Open a command line or terminal window and launch HiKeytool (refer to section 4.2.1 
for instructions). 

2. From HiKeytool type 5 (Display Contents of HiCommand Server Keystore). 

3. HiKeytool will display information similar to that in Figure 4.14, including the alias for 
the keystore entry, the date the entry was created, and the MD5 Fingerprints for the 
entry, as follows: 

 

Figure 4.14 Sample Contents of the HiCommand™ Device Manager Server Keystore  
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4.2.4.2 Verbose Mode 

1. Open a command line or terminal window and launch HiKeytool (refer to section 4.2.1 
for instructions). 

2. From HiKeytool type 6 (Display Verbose Contents of HiCommand Server Keystore). 

3. HiKeytool will display the verbose contents of the HiCommand™ Device Manager server 
keystore (see Figure 4.15 for a sample). 

 

Figure 4.15 Sample Verbose Contents of the HiCommand™ Device Manager Server Keystore  
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4.2.5 Deleting an Entry from the HiCommand™ Device Manager Server Keystore 

1. Open a command line or terminal window and launch HiKeytool (refer to section 4.2.1 
for instructions). 

2. From HiKeytool type 7 (Delete an Entry from the HiCommand™ Device Manager Server 
Keystore). 

3. This will display information about the contents of the HiCommand™ Device Manager 
server keystore, and prompt you to enter the number of the HiCommand™ Device 
Manager server keypair to be deleted (see Figure 4.16). 

4. HiKeytool will request confirmation of the delete (see Figure 4.17). Type Y to confirm 
the delete. 

5. HiKeytool will display the contents of the HiCommand™ Device Manager server keystore 
after the deletion. 

 

Figure 4.16 Entering the Number of the Alias to be Deleted 
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Figure 4.17 Confirming the Deletion of an Alias 
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4.2.6 Changing the HiCommand™ Device Manager Server Keypass 

1. Open a command line or terminal window and launch HiKeytool (refer to section 4.2.1 
for instructions). 

2. From HiKeytool type 8 (Change HiCommand Server Keypair/Self-Signed Certificate 
Keypass). 

3. Type the existing HiCommand™ Device Manager server password. 

4. Type the existing keypass and select Enter (see Figure 4.19). 

5. Type the new keypass and select Enter (see Figure 4.20). This keypass is case sensitive. 
Warning: Be sure to enter only characters (A-Z, a-z), numbers (0-9) or whitespace, or you 
can render your keystore unusable. 

6. You will be prompted for a confirmation of the new keypass. Type the new keypass again 
and select Enter (see Figure 4.20). 

7. You will need to restart the server for the changes to be effective. 

 

Figure 4.18 Entering the Current Password 
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Figure 4.19 Entering the Old Keypass 

 

Figure 4.20 Entering and Confirming the New Keypass 
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4.2.7 Change the HiCommand™ Device Manager Server Keystore Password 

1. Open a command line or terminal window and launch HiKeytool (refer to section 4.2.1 
for instructions). 

2. From HiKeytool type 9 (Change HiCommand Server Keystore Password). 

3. Type the existing password, then select Enter (see Figure 4.21).  

4. Type the existing keypass, then select Enter (see Figure 4.22). 

5. You will be prompted for your new password. This password is case-sensitive. Warning: 
Be sure to enter only characters (A-Z, a-z), numbers (0-9) or whitespace, or you can 
render your keystore unusable. Type the new password and select Enter (see Figure 
4.23).  

6. Confirm the new password (see Figure 4.23). 

7. You will have to restart the server for the changes to be effective. 

 

Figure 4.21 Entering Existing Password 



 
 
 

 Hitachi HiCommand™ Device Manager Server Security Guide 39 

 

Figure 4.22 Entering Existing Keypass 

 

Figure 4.23 Entering and Confirming New Keypass 
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4.2.8 Display Contents of the HiCommand™ Device Manager Server Truststore 

1. Open a command line or terminal window and launch HiKeytool (refer to section 4.2.1 
for instructions). 

2. From HiKeytool type 10 (Display Contents of HiCommand Server Truststore). 

3. The display will include the entry alias, the date the certificate was created, and the 
MD5 Fingerprints for that entry (see Figure 4.24). 

 

Figure 4.24 Contents of HiCommand™ Device Manager Server Truststore 
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4.2.9 Displaying the Verbose Contents of the HiCommand™ Device Manager Server Truststore 

1. Open a command line or terminal window and launch HiKeytool (refer to section 4.2.1 
for instructions). 

2. From HiKeytool type 11 (Display Verbose Contents of HiCommand Server Truststore). 

3. This will display the verbose information for each entry in the HiCommand™ Device 
Manager server truststore (see Figure 4.25). 

 

Figure 4.25 Displaying Verbose Information for the HiCommand™ Device Manager Truststore 
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4.2.10 Deleting an Entry from the HiCommand™ Device Manager Server Truststore  

1. Open a command line or terminal window and launch HiKeytool (refer to section 4.2.1 
for instructions). 

2. From HiKeytool, type 12 (Delete an Entry from the HiCommand Server Truststore). 

3. HiKeytool will display a list of all entries in the HiCommand™ Device Manager server 
truststore.  

4. Type the number of the alias to be deleted from the HiCommand™ Device Manager 
server truststore, and select Enter (see Figure 4.26). 

5. HiKeytool will request confirmation from the user to delete the designated entry. Type Y 
to delete the entry (see Figure 4.27). 

6. HiKeytool will delete the nominated entry, re-list the contents of the HiCommand™ 
Device Manager server truststore, and note that the deletion has been completed. 

 

Figure 4.26 Entering the Alias to be Deleted from the Truststore 
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Figure 4.27 Confirming the Alias to be Deleted from the Truststore 
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4.2.11 Changing the HiCommand™ Device Manager Server Truststore Password 

1. Open a command line or terminal window and launch HiKeytool (refer to section 4.2.1 
for instructions). 

2. Select 13 (Change HiCommand Server Truststore Password). 

3. Type the existing truststore password and select Enter (see Figure 4.28 

4. Type the new truststore password and select Enter (see Figure 4.29). This password is 
case sensitive. Warning: Be sure to enter only characters (A-Z, a-z), numbers (0-9) or 
whitespace, or you can render your keystore unusable.   

5. Type the new password in again, and select Enter (see Figure 4.29). 

6. You will need to restart the server for the changes to take effect. 

 

Figure 4.28 Entering Old Server Truststore Password 

 

Figure 4.29 Entering and Confirming New Password 
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Chapter 5 Troubleshooting 

5.1 Contacting the Hitachi Data Systems Technical Support Center 

If you need to call the Hitachi Data Systems Technical Support Center, be sure to provide as 
much information about the problem as possible, including the circumstances surrounding 
the error or failure, and the exact content of any error messages.  

The worldwide Hitachi Data Systems Technical Support Centers are: 

� Hitachi Data Systems North America/Latin America 
San Diego, California, USA 
1-800-348-4357 

� Hitachi Data Systems Europe 
Contact Hitachi Data Systems Local Support 

� Hitachi Data Systems Asia Pacific 
North Ryde, Australia 
011-61-2-9325-3300 
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Glossary, Acronyms, and Abbreviations 
DASD direct access storage device 
DKCMAIN software for the service processor (SVP), which is the notebook computer 

that is part of the 9900 subsystem 

GB gigabyte(s) 

kB kilobyte(s) 

LAN local-area network 
LDEV logical device 
LUN Manager A Remote Console software option that allows users to add and delete SCSI 

paths, set host and port modes, configure the fibre-channel topology, and 
set or release high-speed mode. See the LUN Manager User’s Guide (MK-
91RD049) for more information. 

RMCMAIN remote console main software 

SANtinel™ A Remote Console software option that allows the user to set or change 
security parameters for one or more ports, set or change LUN group 
definitions, and set or change WWN or WWN group parameters. See the 
LUN Manager User’s Guide (MK-91RD049) for more information.  

SNMP Simple network management protocol (part of the TCP/IP protocol suite). 
Note: The Windows® SNMP service is included as part of Windows®. The 
Hitachi SNMP Agent is a program product that must also be installed on 
the SVP and on each subsystem. See the Remote Console User’s Guide 
(MK-90RD003) for more information. 

TCP/IP transmission control protocol/internet protocol 

WWN Worldwide name, which is a unique identifier for a particular open-system 
host bus adapter consisting of a 64-bit physical address (the IEEE 48-bit 
format with 12-bit extension and 4-bit prefix).  

 



 

48 Glossary, Acronyms, and Abbreviations 

 

 



 
 
 

 Hitachi HiCommand™ Device Manager Server Security Guide 49 

Index 
C 
changing server keypass 

entering and confirming new keypass 
illustration, 35 

entering current password 
illustration, 34 

entering old keypass 
illustration, 35 

instructions, 34 
changing server keystore password 

entering and confirming new keypass 
illustration, 37 

entering existing keypass 
illustration, 37 

entering existing password 
illustration, 36 

instructions, 36 
changing truststore password 

entering and confirming new password 
illustration, 42 

entering old password 
illustration, 42 

instructions, 42 
configuring networks, 1–8 

common security risks, 3 
dual-homed management servers plus 

separate management LAN, 7 
flat network, 8 
overview, 1 
separate management LAN plus firewall, 4 
separate management LAN plus firewalled 

devices, 6 
creating a keypair 

instructions, 18 
Solaris® illustration 1, 21 
Solaris® illustration 2, 22 
Windows® illustration 1, 20 
Windows® illustration 2, 21 

creating CSR 
illustration, 26 
instructions, 25 
sample CSR, 26 

D 
deleting keystore entry 

confirming deletion 
illustration, 33 

entering alias number 
illustration, 32 

instructions, 32 
deleting truststore entry 

 
confirming alias 

illustration, 41 
entering alias 

illustration, 40 
instructions, 40 

Device Manager 
overview, 1 
overview of software components, 2 

displaying keystore contents (regular mode) 
illustration, 30 
instructions, 30 

displaying keystore contents (verbose mode) 
illustration, 31 
instructions, 31 

displaying truststore contents 
illustration, 38 
instructions, 38 

displaying verbose truststore contents 
illustration, 39 
instructions, 39 

dual-homed management servers plus separate 
management LAN 
illustration, 7 

E 
enabling TLS/SSL 

changing TLS/SSL level 
illustration, 24 

displaying default level 
illustration, 23 

instructions, 23 

F 
flat network 

illustration, 8 

G 
glossary, acronyms and abbreviations, 45 

H 
HiKeytool main panel 

illustration, 20 

I 
importing signed certificate 

entering certificate location 
Solaris® illustration, 29 
Windows® illustration, 28 

instructions, 27 
notification of successful import 

illustration, 29 



 

50 Index 

sample signed certificate, 28 
Incorrect 9900 and 9900V LAN Connection 

illustration, 2 

O 
overview 

Device Manager, 1 
Device Manager security, 15–17 
Device Manager software components, 2 
security properties 

description, 10–13 
table, 9 

S 
security panels 

creating a keypair 
Solaris® illustration 1, 21 
Solaris® illustration 2, 22 
Windows® illustration 1, 20 
Windows® illustration 2, 21 

creating CSR 
illustration, 26 

creating CSR 
sample CSR, 26 

enabling TLS/SSL 
changing TLS/SSL level 

illustration, 24 
displaying default level 

illustration, 23 
HiKeytool main panel, 20 

security procedures 
changing server keypass 

instructions, 34 
changing server keystore password 

instructions, 36 
changing truststore password 

instructions, 42 
configuring networks, 1–8 

common security risks, 3 
dual-homed management servers plus 

separate management LAN, 7 
flat network, 8 
overview, 1 
separate management LAN plus firewall, 4 
separate management LAN plus firewalled 

devices, 6 
creating a keypair 

instructions, 18 

creating and importing signed certificate 
instructions, 25–29 

creating CSR 
instructions, 25 

deleting keystore entry 
instructions, 32 

deleting truststore entry 
instructions, 40 

displaying keystore contents (regular mode) 
instructions, 30 

displaying keystore contents (verbose mode) 
instructions, 31 

displaying truststore contents 
instructions, 38 

displaying verbose truststore contents 
instructions, 39 

enabling TLS/SSL 
instructions, 23 

importing signed certificate 
instructions, 27 

security properties 
descriptions 

in general, 10–13 
server.http.secure, 10 
server.http.security.clientIP, 10 
server.http.security.realm, 10 
server.http.security.unprotected, 11 
server.https.keystore.keypass, 11 
server.https.keystore.passphrase, 11 
server.https.security.keystore, 11 
server.https.security.truststore, 12 
server.https.truststore, 13 
server.security.logonID.caseSensitive, 13 

table, 9 
separate management LAN plus firewall 

illustration, 5 
separate management LAN plus firewalled 

devices 
illustration, 6 

signed certificate 
creating and importing 

instructions, 25–29 

T 
troubleshooting 

contacting Hitachi Data Systems, 43 

 


	Hitachi HiCommand™ Device Manager Server Security Guide
	© 2002 Hitachi Data Systems Corporation, ALL RIGHTS RESERVED
	Trademarks
	Notice of Export Controls
	Document Revision Level
	Software Revision Level
	Changes in This Revision
	Preface
	COMMENTS

	Contents
	List of Figures
	List of Tables

	Chapter 1 Introduction to HiCommand™ Device Manager
	1.1 Overview of HiCommand™ Device Manager
	1.2 HiCommand™ Device Manager Software Components

	Chapter 2 HiCommand™ Device Manager Network Configuration Guide
	2.1.1 Overview of Network Configuration
	Figure 2.1 Incorrect 9900 and 9900V LAN Connection

	2.2 Common Security Risks
	2.3 Server Network Configurations
	2.3.1 Most Secure Configuration: Separate Management LAN Plus Firewall
	Figure 2.2 Most Secure Configuration: Separate Management LAN Plus Firewall

	2.3.2 Second-Most Secure Configuration: Separate Management LAN Plus Firewalled Devices Under Management
	Figure 2.3 Second-Most Secure Configuration: Separate Management LAN Plus Firewalled Devices

	2.3.3 Third-Most Secure Configuration: Dual-Homed Management Servers Plus Separate Management LAN
	Figure 2.4 Third-Most Secure Configuration: Dual-Homed Management Servers Plus Separate Management LAN

	2.3.4 Fourth-Most Secure Configuration: Flat Network
	Figure 2.5 Fourth-Most Secure Configuration: Flat Network



	Chapter 3 HiCommand™ Device Manager Security Properties
	3.1 Summary of HiCommand™ Device Manager Server Security Properties
	Table 3.1 Summary of HiCommand™ Device Manager Security Properties

	3.2 HiCommand™ Device Manager Server Security Properties
	3.2.1 server.http.secure
	3.2.2 server.http.security.realm
	3.2.3 server.http.security.clientIP
	3.2.4 server.https.security.keystore
	3.2.5 server.https.keystore.passphrase
	3.2.6 server.https.keystore.keypass
	3.2.7 server.http.security.unprotected
	3.2.8 server.https.security.truststore
	3.2.9 server.https.truststore
	3.2.10 server.security.logonID.caseSensitive


	Chapter 4 Implementing HiCommand™ Device Manager Server Security
	4.1 Overview of HiCommand™ Device Manager Security
	4.1.1 Introduction to HiCommand™ Device Manager Server Security

	4.2 Using the HiKeytool Script File to Modify Security Properties
	4.2.1 Creating a Keypair
	Figure 4.1 HiKeytool Main Panel
	Figure 4.2 Creating a Keypair (Windows® Illustration 1)
	Figure 4.3 Creating a Keypair (Solaris® Illustration 1)
	Figure 4.4 Creating a Keypair (Windows® Illustration 2)
	Figure 4.5 Creating a Keypair (Solaris® Illustration 2)

	4.2.2 Enabling TLS/SSL Server Security
	Figure 4.6 Default HiCommand™ Device Manager Server Security Level
	Figure 4.7 Selecting and Confirming the HiCommand™ Device Manager Security Level Change

	4.2.3 Creating and Importing A Digitally-Signed Certificate
	4.2.3.1 Creating a Certificate Signing Request (CSR)
	Figure 4.8 Completed CSR
	Figure 4.9 Sample Certificate Request

	4.2.3.2 Importing a Signed and Trusted Certificate
	Figure 4.10 Sample Digitally-Signed Certificate
	Figure 4.11 Entering the Location of the Digitally-Signed Certificate (Windows®)
	Figure 4.12 Entering the Location of the Digitally-Signed Certificate (Solaris®)
	Figure 4.13 Notification of Successful Import of Digitally-Signed Certificate


	4.2.4 Displaying the Contents of the HiCommand™ Device Manager Keystore
	4.2.4.1 Regular Mode
	Figure 4.14 Sample Contents of the HiCommand™ Device Manager Server Keystore

	4.2.4.2 Verbose Mode
	Figure 4.15 Sample Verbose Contents of the HiCommand™ Device Manager Server Keystore


	4.2.5 Deleting an Entry from the HiCommand™ Device Manager Server Keystore
	Figure 4.16 Entering the Number of the Alias to be Deleted
	Figure 4.17 Confirming the Deletion of an Alias

	4.2.6 Changing the HiCommand™ Device Manager Server Keypass
	Figure 4.18 Entering the Current Password
	Figure 4.19 Entering the Old Keypass
	Figure 4.20 Entering and Confirming the New Keypass

	4.2.7 Change the HiCommand™ Device Manager Server Keystore Password
	Figure 4.21 Entering Existing Password
	Figure 4.22 Entering Existing Keypass
	Figure 4.23 Entering and Confirming New Keypass

	4.2.8 Display Contents of the HiCommand™ Device Manager Server Truststore
	Figure 4.24 Contents of HiCommand™ Device Manager Server Truststore

	4.2.9 Displaying the Verbose Contents of the HiCommand™ Device Manager Server Truststore
	Figure 4.25 Displaying Verbose Information for the HiCommand™ Device Manager Truststore

	4.2.10 Deleting an Entry from the HiCommand™ Device Manager Server Truststore
	Figure 4.26 Entering the Alias to be Deleted from the Truststore
	Figure 4.27 Confirming the Alias to be Deleted from the Truststore

	4.2.11 Changing the HiCommand™ Device Manager Server Truststore Password
	Figure 4.28 Entering Old Server Truststore Password
	Figure 4.29 Entering and Confirming New Password



	Chapter 5 Troubleshooting
	5.1 Contacting the Hitachi Data Systems Technical Support Center

	Glossary, Acronyms, and Abbreviations
	Index


