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Preface

Password Protection 9200 isinstalled on your Thunder 9200 disk array unit. Before using
Password Protection 9200, read the operating procedures and notices included in this guide.
Carefully follow the safety precautions and instructions.

The Hitachi Freedom StorageJ Thunder 92007 Password Protection 9200 User’s Guide
assumes that:

m  The user has abackground in data processing and understands direct-access storage device
subsystems and their basic functions.

m  Theuser isfamiliar with the Hitachi Freedom Storagell Thunder 920001 array subsystem.

For further information on Hitachi Data Systems products and services, please contact your
Hitachi Data Systems account team, or visit the Hitachi Data Systems worldwide web site at
http://www.hds.com. For specific information on the supported host systems and platforms for
the 9200, please refer to the user documentation for the product, or contact the vendor’s
customer support service.

Note: Theterm “9200" refersto the Hitachi Thunder 9200™ subsystem, unless otherwise
noted. Please refer to the Hitachi Thunder 9200™ User and Reference Guide (MK-90DF504)
for further information on the 9200 disk array subsystem.

Note: The use of Password Protection 9200 and all other Hitachi Data Systems productsis
governed by the terms of your license agreement(s) with Hitachi Data Systems.

Safety Precautions

Note the following when using Password Protection 9200:

m  Only administrators, system engineers, and field engineers who are familiar with Hitachi
Data Systems disk array units are allowed to run the Password Protection 9200 function.

m  Make certain you read and fully understand this guide before you operate the Password
Protection 9200 function.

m  Carefully follow instructions included with the*CAUTION” label.
A cAUTION

Failure to follow these instructions can result in serious system damage and/or the loss of
system data.
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Chapter 1 Introducing Password Protection 9200

By using Password Protection 9200, you can limit the number of Resource Manager 9200
users that are permitted to access the optional 9200. Users can aso be prevented from
accessing it at the same time. This can deter 9200 information from being offered to users who
have no right to access and can prevent concurrent updates to 9200 configuration information
by exclusively controlling the users.

To register the user, specify auser ID and a password using the Resource Manager 9200. The
9200 refersto the registered user IDs and passwords when alogin is made from the Resource
Manager 9200 and regjects alogin made by an unregistered user. The 9200 which has been
logged in by acertified user rgjects another login attempted by another user.

Thefollowing is an outline of the Password Protection 9200 control feature.
User : X User:Y User:Z

‘ | \\ | \\ LAN | \
s
b\ N

PC or Server

DF400-A DF400-B DF400-C DF400-D DF400-E

Note: "U-ID" denotes user ID.
U-ID:X U-ID:X U-ID:Y U-ID:Y U-1D:Z "PW" denotes password_
PW: [ PW: PW: PW: [ PW:
DF500-A DF500-B DF500-C DF500-D DF500-E

The following table shows whether access by each user of Resource Manager 9200 from the
example above is accepted or rejected.

Table 1.1 OQutline of Password Protection 9200

9200 A B c D E
User
X Accepted Accepted Rejected Rejected Rejected
Y Rejected Rejected Accepted Accepted Rejected
Z Rejected Rejected Rejected Rejected Accepted
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1.1

Specifications

Specifications of the Password Protection 9200 control feature are shown below.

Tahle 1.2 Specifications of Password Protection 9200

Item

Specifications

Devices which can set the feature

« SCSI and Fibre Channel interface devices can set the feature.

* Only devices in which the Password Protection 9200 control feature (DF-F500-WSPS),
which is a software option, is installed can set this feature.

Registration of the user ID and
password and guard against
access

« Up to 20 sets of a user ID and a password can be registered for one 9200 from the
Resource Manager 9200.

« Future login attempts by a user of Resource Manager 9200 whose user ID and password
are not registered are rejected. (Note 1)

Rejection of concurrent logins
attempted by users of Resource
Manager 9200

 The 9200 which has been logged in by a user of Resource Manager 9200 whose user ID
and password have been registered will reject another login attempted by another user even
if its user ID and password have been registered, until the former user logs out.

« An error message issued by Resource Manager 9200 will clarify whether the login is
rejected due to non-registration or a result of a concurrent login attempt.

Note 1: Service personnel use the Resource Manager 9200 for maintenance of array units as
well. When registering user IDs, register the user ID for service personnel.

Chapter 1 Introducing Password Protection 9200




Chapter 2 Installing and Uninstalling Password
Protection 9200

A\ cAUTION

The User ID and Password must be configured immediately after the softwar e key has
been installed. Please contact Hitachi Data Systems Customer Support if you lose your
password and are unable to access the system.

The Password Protection 9200 option is usually unselectable (closed); to make it available, you
must install Password Protection 9200 (DF-F500-WSPS) and make its functions sel ectable
(open). Toinstall thisfunction, an option FD provided with the optional feature or the
key codeisrequired.

Follow the instructions below to install Password Protection 9200 (DF-F500-WSPS).
Password Protection 9200 isinstalled and uninstalled using Resource Manager 9200. For
operating procedures of the Resource Manager 9200, refer to the Resource Manager 9200
User’'s Guide (Part 1: Graphical User Interface).

Note: Beforeinstalling and uninstalling, make sure that the array unit isin normal operating
condition. If afailure such as acontroller blockade has occurred, installation and uninstallation
operations cannot be performed.

2.1 Installation

The following paragraphs describe installation procedures performed by using the GUI version
of Resource Manager 9200.

1. Start Resource Manager 9200 and change the mode of operating to M anagement M ode.

2. Register the array unit in which you will install Password Protection 9200. Connect to this
registered array unit; the corresponding window will be displayed.

Click the Par ameter s button.
4. Click the Option tab.

Hitachi Thunder 9200™ Password Protection 9200 User’s Guide 3



[E8 Array Linit : DFOS52

Status | R&ID J LU | Paralelersl Param Wizardl Statistics I Performance Close I
Array Unit bame @ DFO55Z Serial Muomber @ 0123
Wicroprogram Revision : 0552
Cormect ion Mode LA (CTL-0:  192.7168.1.100 , CTL-1:  192.168.1.1013

anline Yeriiy | Micra Update | Consiitute | Fibre Ghannel | SMMP | U-IDiPassword | SpareDrive  Option [

r—Upened Option

Option Name Status

Status I

r—Urtion Open/Close

" Key Code I
@ Directory I
Open Cloze I

5. Unlock the optional feature by using either of the following:
— Password Protection 9200 Key FD
— Key Code
Password Protection 9200 Key FD

a) Insert the key FD into the FDD of the system where Resource Manager 9200 is

installed.
b) Click the Directory radio button to enter a path to the FD.
c) Click the Open button.

d) A screen appears, requesting confirmation to open Password Protection 9200. Click

the OK button.

Egg Manager

Option will be opened. Are wou sure 7

0K | Cance| |
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€) A message appears, confirming that this feature is open. Click the OK button.

Egghﬂanagar

Option iz Opened.

Key Code
a) Click the Key Coderadio button to enter a key code in the text box.
b) Click the Open button.

c) A screen appears, requesting a confirmation to open the Password Protection 9200
option. Click the OK button.

Eggbﬂanager

Option will be opened. Are wou sure 7

0K | Cance| |

d) A message appears, confirming that this feature is open. Click the OK button.

Egghﬂanagar

Option iz Opened.
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6. Thewindow is updated and then displayed.

[ Array Unit - DFOS52

PEY-PROTECT Enable

St

The User 1D and Password must be configured immediately after the software
key has been installed (see Chapter 4). Please contact Hitachi Data Systems Customer
Support if you lose your password and are unable to access the system.
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2.2 Uninstallation

Follow the instructions below to uninstall Password Protection 9200. When it is uninstalled,
the Password Protection 9200 is not available (locked) until it is opened by the Option floppy
disk or the key code.

To uninstall Password Protection 9200, the key FD provided with the Password Protection
9200 feature or the key code described in the key FD isrequired.

Follow the instructions below to uninstall Password Protection 9200 (DF-F500-WSPS).

1. Start Resource Manager 9200 and change the mode of operating to M anagement M ode.
2. Register the array unit in which you will install Password Protection 9200. Connect to this
registered array unit; the corresponding window will be displayed.
3. Click the Parameters button.
4. Click the Option tab.
[ Array Unit - DFOS52
Status I R&ID /LU | Parameters | Param Wizardl Statistics Performance Cloze
Array Unit Name : DFO552 Serial Number @ 0123
Wicroprogram Revision : 0552
Connect ion Mode & LaW  (CTL-0: 192.168.1.100 CTL-1: 192.168.1.101)
Online Verify | Micro Update | Constitute Fibre Channel I SHMP | U-IDvPassward | SpareDrive Option E]
—0Opened Dption
Opt ion Name Status
PSW-PROTECT Enable
Status

r—ption Open/Close

" Key Code
@ Directory
Open Close
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5. Close (lock) the optional feature by using either of the following:

— Password Protection 9200 Key FD
— Key Code
Password Protection 9200 Key FD

a) Insert the key FD into the FDD of the system where Resource Manager 9200 is

installed.

b) Click the Directory radio button to enter a path to the FD.

¢) Click the Close button.

d) A screen appears, requesting a confi
option. Click the OK button.

Eggbﬂanager

Option will be closed. Are wou sure 7

0K | Cance| |

rmation to close the Password Protection 9200

€) A message appears, confirming that

Eggbﬂanager

Option iz Closzed.

thisfeatureis closed. Click the OK button.
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Key Code
a) Click the Key Coderadio button to enter a key code in the text box.
b) Click the Close button.

C) A screen appears, requesting a confirmation to close the Password Protection 9200
option. Click the OK button.

Egghﬂanagar

Option will be closed. Are wou sure ?

0K | Cancel |

d) A message appears, confirming that this feature has been closed. Click the OK button.

Egghﬂanagar

Option is Closed.

Hitachi Thunder 9200™ Password Protection 9200 User’s Guide



6. Thewindow is updated and then displayed.

[ Array Unit - DFOS52
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Chapter 3 Enabling/Disabling Password Protection 9200

The Password Protection 9200 function can be set to Disable or Enable depending on the

conditions in which the feature has been installed.

The following paragraphs describe a procedure for setting the function to Disable or Enable
while the Password Protection 9200 Control feature stays in an unlocked state.

These procedures can be performed by using the GUI version of Resource Manager 9200.

1. Start Resource Manager 9200 and change the mode of operating to M anagement M ode.
2. Register the array unit in which you will install Password Protection 9200. Connect to this
registered array unit; the corresponding window will be displayed.
3. Click the Parameters button.
4. Click the Option tab.
[ Array Uit : DFOB52
Status I RAID / LU | Parameters | Param Wizard | Statistics Performance Close
Array Unit Mame : DFOS52 Serial Mumber : 0123
Wicroprogram Revision : 0652
Connect ion Mode @ LaN (CTL-0: 192.168.1.100 , CTL-1: 192.168.1.101)
Online Verify | Micro Update | Constitute | Fibre Channel I SMMP | U-IvPassword | SpareDrive  Option ]|
r——0Orened Opt fon
Opt ion Name Status
PSW-PROTECT Enable
Status
—0Ort ion Oren/Close
” Hey Code
i Directory
Open Cloze

5. Click on PSW-PROTECT inthe Option Nametext box, then click the Status button.

Hitachi Thunder 9200™ Password Protection 9200 User’s Guide
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12

6. The Option Status screen will be displayed. Select the Enable or Disable radio button
click OK.

B3 0ntion Status

7. A message appears, confirming that this option is set. Click the OK button.

Eg’,g Manager

8. Thewindow is updated and then displayed.

[ Array Uit : DFOB52

—
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Chapter 4 Setting Security Information

The operation to set the User ID and Password with Resource Manager 9200 is asfollows.
1.

2.

Start Resource Manager 9200 and change the mode of operating to M anagement M ode.

Register the array unit in which you will install Password Protection 9200. Connect to this

registered array unit; the corresponding window will be displayed.

Click the Par ameter s button.

Click the U-1D/Passwor d tab.

[ Array Uit : DFOBS2

Status I RAID / LU | Parameters | Param Wizard | Statistics Perf

—User ID/Password

Oriance Close |
Array Unit Name @ DFOS52 Serial Mumber : 0123
Wicroprogram Revision @ (0652
Connect ion Mode = LaN (CTL-0: 192.168.1.100 CTL-1: 192.168.1.101)
LANConst IResture Options | Online Verify | Micro Update | Constitute | Fibre Channel | SMNMP U-IDIPasswoml

—DOperat ion menu —User ID N

umber
@ Set User ID
(" Change User ID Humber 1
(" Delete User ID
(" Change Passward
—User 1D Password
Old User ID I Old Password I
Mew User ID I Mew Password I

Checl: Password I

Ok

A cAUTION

The User ID and Password must be configured immediately after the softwar e key has
been installed. Please contact Hitachi Data Systems Customer Support if you lose your

password and are unable to access the system.
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5. Fromthe Operation menu, click the Set User 1D option button. In the New User 1D,

New Password and Check Password fields, enter their respective data. Click the OK
button.

This menu contains the following:

— New User ID: Specifiesauser ID to register. Specified with one-byte coded

aphanumeric and special symbols - (minus) and _ (underline) of 4 to 12 characters
long.

— New Password: Specifies the password of auser ID to register. Specified with one-

byte coded a phanumeric and special symbols - (minus) and _ (underline) of 4to 12
characters long.

— Check Password: Specifies the same password asthat of auser ID to register.
Specified with one-byte coded alphanumeric and special symbols - (minus) and _
(underline) of 4 to 12 characterslong.

Check the settings for complete User ID and Password.
A message appears, confirming that the registration is complete. Click the OK button.

Eg,i Manager

Setting ended normally.

0K |

The number of registered user IDsis updated, then displayed.

[ Array Unit - DFO552

Status I R&ID / LU | Paraletersl Param Wizardl Statistics I Perfarmance | Close |
Array lnit Name @ DFO552 Berial Mumber @ 0123
Microprogram Revision : (552
Cornect ion Mode = LAN (CTL-0:  192.188.1.100 , CTL-1:  192.168.1.101)
LAMConst I Restore Optiohs | online Verify I Micro Update | Constitute | Filire Channel I sump  UHIDPassword |
—lUser ID/Password
——Oreration menu r—User D Number
@ Set User ID
(" Change User ID Nunber H
" Delete User 1D
(" Change Password
—User ID F. ord
Old User ID I Old Password I
Wew User ID I Mew Pazsword I
Check Password I

(K
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Chapter 5 Logging In and Logging Out

This chapter explains how to log in and log out using Resource Manager 9200. Management of
operators by user ID is effective when operating Resource Manager 9200 in Management
mode. When operating Resource Manager 9200 in Monitor mode, Resource Manager 9200
may be operated regardless of whether auser ID has been registered or not.

5.1 Logging In

1. Set the mode of maintenance to M anagement mode.

2. Inthe main window, click theicon for the array unit to be connected, then click the Open
button.

Egi Manager

Hode 1 Management
Array Unit Defins Error dlert 1 Stop
add | Delete | Edit Show e ] Interval : Iminutels)
TOKY0 Error Alert |
% Probe Status |
DF 500
dlert Options
__Password_|
Change Mode
_Version_|
End

3. Enter aregistered user ID and its password, then click the OK button.

E%%Inpl_it UzerlDAPazsward
llzer ID |
Password |
0K | Cancel

Hitachi Thunder 9200™ Password Protection 9200 User’s Guide 15
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4. Loginwiththeregistered user ID. The unit window is displayed.

&3 fArray Unit : DFOSE
i Status’ I RAID / LU | Paraneters | Param Wizard | Statistics Perf ormance Close |
Array Unit Name @ DFOS52 Serial Mumber : 0123

Wicroprogram Revision @ (0652
Connect ion Mode = LAN (CTL-0: 192.168.1.100 CTL-1: 192.168.1.101)

Unit Status | Component Status | CTL IP Configuration

HOU

ENCO o 1 2 3 4 5 B 1 8 8 ENCI i
Unit CTLO CTL1
Unit § ﬁ w
Unit 7
Unit & T
i+ [ 7 St
wit o (79 . .I
wnit 2 |7 = a1 =
Unit 1 52 B = = . %
wit o [GF i

5. Click theicon of an array unit to which a user has aready logged in. Click the Open
button. A message appears, confirming that a user has aready logged in.

The message indicates the user ID of the logged-in user and connection information.

6. Click the OK button; retry login again.

Eﬁfﬁg Manager

lzer ID{japan) has been lozzed in.
Connected with (192.1688.15.191).

0K |

Chapter 5 Logging In and Logging Out



5.2 Logging Out

1. Click the Close button on the unit window.

Hitachi Thunder 9200™ Password Protection 9200 User’s Guide 17



5.3 Logging In Forcibly

18

This section describes how to log out a user 1D forcibly from an array unit to which auser has
already logged in with the user 1D, then forcibly log in with another registered user ID.

1. Click theicon of an array unit to which auser has aready logged in. Click the Open
button. A message appears, confirming that a user has aready logged in.

The message indicates the user ID of the logged-in user and connection information.

Eggbﬂanager

lzer ID{japan) has been logzzed in.
Connected with (192.168.15.191).00 vou
want to forcibly log in ?

0K | Cance| |

M essage while operating in the unit window.

EEE Manager

DMESOBIA3T:
Could not execute the function, because
another user already lozzed in.

0K |

A user ID with which a user has logged in and connection information are not displayed.
2. Close the unit window, then open it again. Check the user 1D of the user who has logged
in.
3. Terminate Resource Manager 9200, and restart Resource Manager 9200 by appending the
-discon option of the Forcibly Logging In command.

4. When using Windows: Edit the description contents of startmgr.bat (abatch file used to
start the manager). Add the -discon option.

Example: jrew -cp \CONFMNG.JAR jp.co.hitachi.str.diskarray.DiskArrayManager -
discon

When using Solaris: Start the Manager by appending the -discon option when starting.
Example: ./startmgr -discon

Chapter 5 Logging In and Logging Out



Next, log in by the following procedure.
1. Restart the Resource Manager 9200, and set the mode of operation to Maintenance mode.

2. Click theicon of the array unit to be connected on the main window. Then click the Open
button.

Egg Manager

Made ! Management
Array Unit Define Error Alert @ Stop
add | pelete | Edit Show T [ — : Iminutels)
TOKYD Error Alert |
% Probe Status |
DF 500
Alert Options
_ Passvord_|
Chanze Hode
_ Version |
End

3. Enter aregistered user ID and its password. Then click the OK button.

E§§D1put UserID/Pazzmor
Uzer 1D I
Paszward |
0K | Cance|

4. A user ID with which auser haslogged in and its password are displayed. When logging
in forcibly, click the OK button.

Eggbﬂanager

lzer ID{japan) has been logzzed in.
Connected with (192.168.15.191).00 vou
want to forcibly log in ?

0K | Cance| |
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Logging in with the entered user 1D is completed. The unit window is displayed.
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