MIB Browser Version 7.2 User Guide

The iReasoning MIB browser is a powerful and easy-to-use tool powered by iReasoning
SNMP API. MIB browser is an indispensable tool for engineers to manage SNMP
enabled network devices and applications. The iReasoning MIB browser allows users to
load standard, proprietary MIBs, and even some mal-formed MIBs. It also allows them to
issue SNMP requests to retrieve SNMP agents’ data, or make changes to agents. A built-
in trap receiver can receive SNMP traps and handle trap storm.

Major features:

Intuitive GUI

Complete SNMPv1, v2c and v3 (USM and VACM) support

Complete SNMPv3 USM support, including HMAC-MD5, HMAC-SHA, CBC-
DES, CFB128-AES-128, CFB128-AES-192, CFB128-AES-256 algorithms
Robust and powerful SMIv1/SMIv2 MIB parser

IPv6 support

Trap Receiver

Trap Sender

Log window to display application log and SNMP packets exchanged between
browser and agents

Table view for MIB tables

SNMPv3 USM user management

Port view for network interface cards

Switch port mapper for mapping switch ports

Performance graph tool for monitoring of numerical OID values

Device snapshot

Cisco device snapshot

Ping and traceroute tools

Network discovery tool

SNMP Agents Comparison

Bookmarks

Runs on Windows, Mac OS X, Linux and other UNIX platforms

Requirements

Windows, Mac OS X, Linux and other UNIX platforms.
If on Linux/UNIX, the SUN JRE 1.5 or a later version must be installed and java
command must be in the system path.


http://www.ireasoning.com/snmpapi.shtml
http://www.rfc-editor.org/internet-drafts/draft-blumenthal-aes-usm-07.txt

Download and Run MIB Browser

1. Download MIB browser installer or zip file. On Windows, run setup.exe to install MIB
browser. On Mac OS X, Linux and other UNIX platforms, unzip it to the desired
directory.

2. Run MIB Browser:

e On Windows, click on the MIB browser icon to start browser.

e On Linux/UNIX, enter MIB browser home directory and run browser.sh to start
browser.

e On Mac OS X, enter ireasoning/mibbrowser directory and double click on the
browser.command icon to start MIB browser.

On Linux/UNIX/MAC OS X, if you login as a non-root user and need to run trap
receiver at UDP port 162, start MIB browser using the following command:

sudo browser.sh
Enterprise Edition

Trap receiver and watches functions run as a system service. Watches function
supports action, which means you can configure actions (sending email) when a MIB
object’s value violates a pre-configured threshold.

On Windows platform, the service starts up automatically. On Linux/MAC OS X,
you need to configure system to execute SINSTALL_DIR/lib/runserver.sh on startup.


http://www.ireasoning.com/mibbrowser.shtml

The Browser GUI

< Menu

B File menu

» Load MIB
Launch a file dialog for picking one or multiple MIB files. You need
to hold CTRL key if you want to select multiple files.

=  MIB Modules
List properties of all loaded MIB modules.

= Server Address (Enterprise Edition Only)
By default, MIB browser connects to a local server to get trap and

watches data. However, you can change the server address so that it
can get the data from somewhere else.



= Open Session
Open a previously saved session file.
= Open Graph Data
Open a previously saved graph data file.
= Save Session
Save current settings of open tabs to a session file, which can be
opened later to restore tabs.
«  Exit

Exit browser.

B Edit menu
» Findin MIB Tree
Find a node in the MIB tree.
» Find in Result Table
Find a string in the result table.
B Operations menu
» Get
Issue SNMP GET request against current agent.
» Get Next
Issue SNMP GET-NEXT request against current agent.
= GetBulk
Issue SNMPv2c or SNMPv3 GET-BULK request against current

agent. If the SNMP agent only supports SNMPv1, then this command
will time out.



Set
Issue SNMP SET request against current agent.

The following window will show up:

0ID |.1.3.6.1.2.1.1.5.0 |

Data Type |':Ictet5tring v|

Value |te5t |

| ok || camcel |

Enter a new value in the ““Value” field then click “Ok” button.

To set multiple variables, you can hold CTRL key and select multiple
rows in the result pane, then choose SET operation.

Note:
1. For BITS data type, you need to use mathematical notation for
a set of integers, that is, something like {1, 3, 8}.

2. The format for hexadecimal string is (0x[0-9A-Fa-f][0-9A-Fa-
f] )+. For instance, 0x12 0xA1 0x30

Get Subtree

Issue SNMP GET-NEXT requests to get the whole subtree against
current agent.

Walk

Do SNMP walk against current agent.



= Table View

Show MIB table data.

Result Table server - ifTable = |
@ Ratake Refrash @ Export Pall SNMP SET
1 2

ifIndex | 16777219
ifDescr MS TCP Loopback. .. [VIA Rhine II Fast ...
ifType softwareloopback  |ethernetCsmacd
iFMEu 1500 1500
iFSpeed 10000000 100000000
ifPhysAddress 00-16-EC-6E-D7-CA
ifAdminStatus up up
ifOperstatus up up
ifLastChange 0 millisecond 0 millisecond
iFInOckets 7259756 273027256
ifInlcastPkts 37065 252508
iFInMUcastPkts 0 286707
ifInDiscards ] i
ifInErrars ] i]
iFInUnknownProkos ] 317
iFOukOckets 7259756 26903284
iFOutlcastPlkts 37065 176062
iFOUEMUcastPkts ] 631
iFOutDiscards ] i
iFOutErrars ] i]
iFOukQLen ] i
ifSpecific .0.0 0.0

Clicking on this menu item will bring up a new table view window.
But first, OID field needs to be an OID of a table or entry nodes. For
example, it can be ifTable, ifEntry etc.

You can press CTRL key and select multiple tabular variables of the
same table, then click “Table View”. In this way, table view only
shows the tabular variables you selected rather than the whole table.

Buttons on the toolbar of table view window:

Rotate Rotate table 90 degrees.
button

Refresh Refresh table now.

button

Export Export table data to a CSV file.
Poll Refresh table periodically.
button




SNMP Perform SNMP SET for selected table cells.
SET

Create Dynamically create a row. The table must support dynamic

Row row creation, that is, it has a RowStatus or EntryStatus
column.

Delete Dynamically delete the selected row. The table must

Row support dynamic row creation, that is, it has a RowStatus

or EntryStatus column.

Graph

Plot graph for selected OID. If there is already one graph tab, you will
be asked to re-use this tab or open a new tab.

_ server - sysUpTime =
e & o0 &EE ™

2,167,500
2,167,000
2,166,500
2,166,000
2,165,500
2,165,000
2,164,500
2,164,000
2,163,500

Yalue

Clicking on this menu item will bring up performance graph window.
But first, OID field needs to be a numerical OID value or a table
column node whose instances are numerical values. For example, it
can be sysUpTime, ifOutOctets, and ifOutOctets.1, etc.

Buttons on the toolbar:

Export to CSV file Export chart data to a CSV file.

Import from CSV file | Import data from a CSV file.

Save as PNG Save chart data to a PNG format file.

Print Print out the chart.

Restart Restart plotting chart.

Pause Pause plotting chart.

Switch Switch between current view and global view.

Display trace Display trace lines.




Grid Display grid lines.

Rate Display delta instead of raw values.

The polling interval can be changed by clicking the “Set” button.

B Tools menu

Trap Sender

Open trap sender window:

Ix

IP Address: |Incalhnst | Part:
Mumber of Retries: | 1 | Timeouk(sec): |:|
~Parameters:
Type: [SNMP‘\rE Trap v] Cammunity:
snmp TrapOid: [Dther (Enterprise Specific) v] Specific: IZI
snmpTrap0ID's Value: | 1.3.6.1.2.1.16.0.1 | sysUpTime (sec.): | 120
~Variable Bindings (optional):
OI0/Mame | Value | Type Add
larmIndes. 1 0 Ink
armariabl. 13 o
St ” s
alarmRisingThreshald. 1 OcketString
P Send Trap

This window allows user to send out SNMPv1/v2c traps or informs.
For SNMPv1/v2 trap nodes in the MIB tree, you can right click on
them and select “Send Trap” context menu to bring up this window,
and the information from the trap node will be used to fill out the
default values.




Watches

Displays a table of variables being watched.

Refreszh Import Export Foll Show All bt
Agent Name Value Iype Opera. .. Cuery Time

192 188, . . . [1fIn0ctets. £ 0912, .. [Count. .. |Get 2009-11-30 10 47:08

2 Server sysliplime. O 2 hou. .. [Timel... |Get 2009-11-30 10:47:22

(Professional Edition)

Import Export I Chart .-% Settings Show ALl hd
Agent Name Value Iype Oper. .. Guery. ..

hp ifIndctets 4 Q09124420 Count. . . [Fet 2009-11. ..

2 Servar swslUplime mon. .. |2 hours 14 minmtes. .. TimeT. .. |Get 2009-11. ..

(Enterprise Edition)

Rezult Table r'ﬂ'atches Vﬂhart x l

=Bee BE

sysUpTime monitor

Data frem: 2005-11-30 10:44:08 to: 2002-11-30 14:44.:08

2,200,000

2,175,000

Yalle

2,150,000

Tirme
(Enterprise Edition. Watch’s historical data)

14:33 1434 1435 1438 1437 1438 1430 1440 1441 1442 1443 1444



= Add Watch

Add watch item.

@ Add to Watches

oIp | 1.3.6.1.2.1.1.3.0 |

Hame |svsUplime. O |

SHMF Operatiom |GE+- V|

Hormzl state if reszult |> Vll':l':“:":l |

| ok || cancal |

(Professional Edition)

@ Configure Actions

Send emall when result leaves normal state

DSend emall when result becomes normal again

Send email to:! |admin@test. u:u:uml |[ Configure SMIF Serwer

| ok || cancel |

oD | 1.3.5.1.2.1.2.2.1.10.4 |

Hame |iE[nEIu:tets. 4 |

SHNF Operatiom |GE+- v|

Hormal state 1f result |< vl |

Actions l Configure actions l

| ok || cancer |

(Enterprise Edition)

In enterprise edition, you can configure actions for each watch. Current
actions include sending out email when the watch is in alarm or rearm
states.



Port View

It shows input/output bandwidth utilization and error percentage of all
ports of a node. The tooltips of pie charts show port properties. You
can uncheck the checkbox near port’s name to ignore its values.

The color of pie charts indicates severity levels, and it can be
customized on the settings page.

# iReasoning MIB Browser |Z| |E| ['5__<|

File Edit Operations Tools Help
Address: |lserver v| Advanced,,,  OID: (.13 v‘ Cperations: ‘Get v‘ @ Go
Result Table ' lserver - Port Yiew m I
Bandwidth Ltilization Bandwidth Litilization Bandwidth Utilization Bandwidth Likilization el
9 i “
iFIndex: 2
Walue: Yalue:63.2 \ifDescr: athi Yalue:
[ Part ifIndex: 1 Port ifIndex: {if Type: sthernetCsmacd Port ifIndex: 4
ifSpeed: 100.0 Mbps
ifPhysAdress: 00-0B-DB-95-44-C3
Bandwidth Utilization
100
ao
80
— 70
o 60
=
o A0
2
gf 40
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= Switch Port Mapper

It shows mapping of the devices connected to a managed switch, and
similar to the port view, bandwidth utilization of ports is displayed.

mEE

Siitch Port Name SpeediMbps) Type Skatus MAC Ip

..... 0 FastEthernet0]1 Fal/1 0 etherngtCsmacd down

..... 0 FastEthemet0)2 Fal[2 0 etherngtCsmacd down

..... 1 FastEthemet0)3 Fal[3 0 etherngtCsmacd down

[ || FastEthernet0)4 Falj4 100 ethemetCsmacd up

A Falj4 100 ethernetCsmacd up 00-0B-DB-35-44-C3 192.168.1,199

B 0 00 atherne d D 00-08-DB-
------ & Interface.3 Fal[4 100 etherngtCsmacd up 00-00-87-D7-87-02
Bandwidth Utilization

0.021

0.020

Configure Settings

e Routers: IP and community of layer 3 routers, which will be
used to retrieve MAC to IP mapping data.

e Chart Polling Interval: Data polling interval for plotting
charts.



= Device Snapshot

Show a snapshot view of available device data, including system info,

interfaces, disks, processes, installed software, etc.

Basic Information

Interface Information

System Mame: Iserver

UpTime: 1 hour 8 minukes 31 seconds

System Services: No Such Instance

System Descr:

ifIndex IP Address

2

192,168.1,199

MAC Address

00-0B-DB-95-44-C3

Linux lserver 2,6,9-5,0,.3.ELsmp #1 SMP Sat Feb 19 ...

CPU Caounk: 4

3

192,168.1,201

00-0B-DB-95-44-C4

CPU Type:

GenuineIntel: Intel(R) Xeon(TM) CPU 2.80GHz

Memary Size: 3042 MB

Device Information

Descr

Genuinelntel: Intel(R) Xeon(TM) CPU 2,80GHz

Status

Errars

»

Genuinelntel: Intel(R) Xeon(TM) CPU 2,80GHz

Genuinelntel: Intel(R) Xeon(TM) CPU 2,80GHz

Genuinelntel: Intel(R) Xeon(TM) CPU 2,80GHz

network interface lo

netwark inkerface ethd

netwark inkerface ethl

IEEEEEEE

Storage Information

-Memory

Real Mamory

8% —————

11%

® froc = 343,448 used = 2,771,772

Hard Disk

42%

— 58%

® freo = 1,666,636

used = 2,308,318




= Cisco Device Snapshot

Show a snapshot view of Cisco devices.

Basic Information Memory Wilization
Syskem Location: SErver-raom ~-Memory
Syskem Contact: admin
Active Connections: ]
UpTime: 46 minutes 48 seconds
Syskem Mame: CISCORQUTER I
Syskem Descr: Cisco Internetwark Operating Systen] 46 minutes 48 seconds |
sysObjectID .1.3.6.1.4,1,9.1.258

CPU Utilization

-CPU -CPU

Last 1 minute Last 5 minutes
- SN s

Temperature Information

Temperature

el

If you have more OIDs to monitor, you can use the settings screen to
add additional OIDs. The values of them will be shown in the “Basic
Information” panel.

The utilization charts can have two types: meter or pie charts.



Log Window

Open application log window that displays application’s log
information. To clear the content, right click on this pane and select

“Clear text” menu item.
Ping
Open ping tool window:

Hosk: | 192.168.1.1 Ping

Pinging 192.163.1.1 with 32 bytes of data:

Reply from 192,165,1.1; bytes=32 time=16ms TTL=A4
Reply from 192,168.1.1; bytes=3Z time=1ms TTL=6¢
Reply from 192.168.1.1: bytes=32 time=1ms TTL=64
Reply from 192.165,1.1: bytes=32 time=1ms TTL=64
Ping stakistics for 192, 168.1.1;

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round krip times in milli-seconds:

Minirmum = 1ms, Maximum = 1ems, Average = 4ms

| Clear || Ezxit |

Enter an IP address and press “Ping” button. The results will be
displayed in the text area.

« Trace Route

Open traceroute tool window:

% Trace Route |:||EE|
Hosk: | 192,168.1.1 . Trace Route

Tracing rouke ko 192,168, 1.1 over a maximum of 30 hops
1 15ms 1ms 1ms 192.1658.1.1
Trace complete.

I Clear H Exit I

Enter an IP address and press “Trace Route” button. The results will
be displayed in the text area.



Network Discovery

Open LAN discovery tool window:

# Natwork Discovery E”EWE

Subret { such as 192.168.1.% ) 192, 168.1.0 Read Commurnity Start Stop

IP address | sysDescr | sysObjectlD | sysLpTime | sysiZantack | syshlame | sysLocation |
192.165.1.103

192.168.1.104
192.168.1.66 ==
192.168.1.168
192,168,119 Hardware: %86 Family 15 Mod, ., \1,3.6.1.4.1,.,, 1378395 SERVER
192.163.1.199
192.168.1.100

| »

4

Finished.

Enter a subnet IP address such as 192.168.1.0 and then press “Start”
button. It can discover all hosts in the subnet. And if SNMP agent is
running on a host, its system table will be queried as well.

Manage SNMPv3 USM Users

Clone Enable Password Disable Delete Refresh
User Name Auth Protocal Priv Protocal | Storage | Status
1 [fomike HMAC-MDS DES nonValatilz (3) active (1)
2 ludwig HMAC-5HA-1 DES nonValatilz (3) active (1)
3 |userdd HMAC-5HA-1 DES nonValatilz (3) active (1)
4 |userdg HMAC-MDS DES nonValatilz (3) active (1)
5 |initial HMAC-MDS DES nonValatilz (3) active (1)

The initial window displays a list of existing SNMPv3 users. You then
can edit user’s properties or delete it.



Compare Devices

Compare the SNMP values of two devices:

Compare Devices

Device 1:

Device 2:

OID:

Address 1;

address 2;

Operation:

X]

192.168.1.199 w [Advanced. .
192.168.1,197 + Advanced...
1.36.1.2.1.1 v |

|Get Subtree i |

8] 4 ] [ Canicel

If the values of them are different, the font color is changed to blue:

Mame/OID
swsDescr, 0

Walue { 192.168.1.199 )
Linux lserver 2.6,9-5,0,3.ELs. .,

Value ( 192,168.1,197 )

Windows ¥P (Build Number: ...

sysObjectID, 0

1.53.6.1.4.1.8072.3.2.10

1.3.6.1.4.1.99.1.1.5.11

swsllpTime, 0

2936216

2952313




Options

Open options window for customizing MIB browser:

‘General | Default Values | Agents | MIE Files

SIMP Retries

SIMP Timeout { Second )

Max Token HMumber
Single Tree Root (. isao)
Agent’ s Charset

Max Graph Data Count

Mon Repeaters (GetBull)

o |

10 |

| IIF0 v |

g |

D (Restart of MIE browser required for this o...

| I50-8858-1 v |

1200 |

o |

Max Repstitions (GetBulk) |10 |

Minimize to system tray

D (Restart of MIE browser reguired for this o...

| ok || cance




General tab

SNMP Number of retries for SNMP queries.

Retries

SNMP Timeout value for SNMP queries, in seconds.

Timeout

Lenient If checked, MIB parser will ignores some

Parsing syntax errors in MIB files.

Logging Logging level of the logger. If it is

Level “DEBUG”, the SNMP PDU will be printed in
the Log window, but it may degrade the
performance of the MIB browser.

Trap Port The port number of trap receiver.

Max Token | The maximum number of tokens allowed in

Number the description field of trap receiver. For
instance, if the value is 6, then the message
“.iso.org.dod.internet.mgmt.mib-
2.interfaces.ifTable.ifEntry.ifAdminStatus.3” will be
truncated to “....mib-
2.interfaces.ifTable.ifEntry.ifAdminStatus.3”.

Single Tree | If checked, MIB tree will have a single root

Root node, that is, the .iso node. Otherwise, each
MIB module has its own root node. MIB
browser needs to be restarted for this option
to take effect.

Agent’s For an SNMP agent on a non western

Charset language OS, it may return values in a
different character encoding. You can change
the charset in order to correctly display values
returned from the agent.

Max Graph | Maximum number of data in memory of a

Data Count | graph.

Non Non repeaters value for SNMP GET-BULK

Repeaters requests.

Max Max repetitions value for SNMP GET-BULK

Repetitions | requests.

Minimize to | If checked, the MIB browser will be

system tray

minimized to the system tray when you close
it.




SMMP MIEs SMNMP MIBs
E MIE Tree ﬁ MIE Tree
= | Is0.arg, dod.internet. mamt. mib-2 . ; RFC1213-MIB.is0.org. dod.inkternet. mgmk. mib-2
E} | system [ [ system
O sysDescr | interfaces
= sysObjectID B b at
> sysUpTime 1 : ip
> gysCaontack | icmp
v sysMame ) bep
* sysLocation | udp
¥ sysServices | egp
J |nterfar:es % transmission
| at = snmp
ip B RMON MIEB.isa.org.dod.inkernet. mgmt. mib-2.rman
, icmp . skatistics
) kep . hiskary
| udp G- | alarm
| egp . hosts
 transmission - | hostToph
| snmp . makrix
) | filker

. Each Module has its own root node
Single tree root

» Default Values tab

This tab allows the user to set default properties for new SNMP

agents.
= Agent tab
# Options
General \Default Values ' Agents \MIB Files \SNMP'-;'S Trap Receiver \
IP Port | Read | ‘Write e futhentical Authenticati Privacy | Privacy
Address “ | Communil Communit Protocol | Password
127.0.0.1 161 1 = MDS - DES
affe:fFfF:100:F101:210:... 161 1 = MDS - DES
192.168.1.199 6 1 - DES v
192.168.1.22 161 1 = MDS - DES -
132,168.1.111 91 1wl hd |pFs =
Add | Delete ‘
Ok | Cancel




This table stores the properties of visited SNMP agents. You
can add or delete agents from this table.

For SNMPv1/v2c agents, values of User, Authentication
Protocol, Authentication Password, Privacy Protocol and
Privacy Password, are ignored. For SNMPv3 agents, values of
Read Community and Write Community are ignored.

= MIB Files tab

£F Options

General | Agents ' MIE Files |, SHMPY3 Trap Receiver !y
MIE File Name |

Z:mibsiHOST-RESOURCES-MIE
Z:mibst IF-MIE
Z:mibsiPrinter-MIE, mib
i imibs\RFC1213-MIE

l Add | l Delete |

| Ok, | | Zancel |

This table stores file names of loaded MIBs. You can add or
delete MIBs from this table.

Bookmarks menu

This menu contains all your stored bookmarks. Bookmarks are links to
OIDs and their associated operations that you use frequently. By adding an
OID to your bookmarks, you can use it by simply clicking its name,
instead of having to type it again.



<~ Toolbar

File Edit Operations Tools

Sddress: S0 ~ | Advanced... OID: [1.3.6.1.2.1.25.3.2.1.5 w | Operations: |Get Mext v ﬂGo

SHMP Manne/OID Walue | e
@]

= Address field
Enter the IP address and port number of SNMP agent, in the format of
“ipAddress@port” or “ipAddress:port” (IPv4 only). The “@port” or
“:port” are not necessary if the port number is 161.

m  Advanced button

Customize the properties of current SNMP agent, such as community
names, SNMPv3 USM parameters, etc.

For an SNMPv3 agent, its enginelD, authKey and privKey properties will
be updated after first successful query.

m  OID field

oID: | 1.3 vi

Object identifier to be used for SNMP queries. This field is updated when
the user selects a node in MIB tree or a row in the result table. You can
also type new value directly in this field.

m  Operations

Select one of the SNMP operations from the list. Operation will be
performed immediately when it is selected.



s Go button

Press this button to perform the selected operation.

MIB Tree Pane

SMMP MIBs

== interfaces a

----- ifMumber

= [ iFTable
=B iFERtry

frod @% ifInde:x:

[ i Find in subtres

Expand subtree

[4]

Mode Mame  ifDescr

QD d.3e1.21.22.1.2

Synka Displawatring (SIZE (0,2551)

Arcess read-only

Skakus mandatary

Defal Test Interface

Descr & kextual skring conkaining information about theinterfa, ..

It is divided into two panes: Tree pane on the top and properties pane on the
bottom.

m  Tree Pane

Display MIB trees. Right click on a node, a popup menu shows up.
Depending on the node properties, if right clicking on a root node of a
MIB module, popup menu includes three menu items: Find, Expand and
Unload MIB. On other nodes, their respective popup menus have only two
menu items: Find and Expand.

= Node Properties Pane

Display properties of selected node. Tooltips of second column show more
information.



< Result Pane

Mame|OID Value Type
sysDescr.0 Hardware: x86 Family 15 Model ... |OctetString | Y
sysObjectID.0 1308 04.1.311.1.1.3.1.3 QLD D
syslpTime. 0 2 hours 37 minutes 53 seconds TimeTicks
sysContack.0 OictetString @
sysMame.0 SERVER Octetstring
sysLocation, 0 Octetstring 4[.)
sysaervices, Inkeger —

=
=

Display the result of SNMP queries in a table.

There are three buttons on the right toolbar:

Stop button

Stop pending SNMP queries.

Clear Table
button

Clear the result table.

Raw Data button | Launch a new dialog window showing the raw results

of SNMP queries.

Find button

Find strings in the result pane.

Save button

Save values in result pane to an XML file.

Open button

Load values from an XML file to the result pane.




Trap Receiver

<> Main Window

Trap receiver can be opened from MIB browser window or started
independently.

"i Trap Receiver EI

Dperations Tools Database

. @ \Jj Options

Descripkion Source Tirne
krapOID: .iso.arg.dod.internet, mgmt.mib-2.interfaces.ifTable fEntry.i... |127.0.0.1 Wed Sep 17 ...
linkDiowr 192.168.1.197 Wed Sep 17 ...
linkDiowr 192.168.1.197 Wed Sep 17 ...
linkDiowr 192.168.1.197 Wed Sep 17 ...
linkDiowr 192.168.1.197 Wed Sep 17 ...
e W

F 9
Source: 127.0.0.1

Timestamp: 1 ninute 43 seconds

Trap OID: .iso.org dod internet mgmt mib-2 interfaces. ifTable ifEntry ifAdminStatu

SNMP 5
Version: -
Variable Bindings:

Trap receiver window is divided into two panels. The upper panel displays
summaries of traps. The lower panel displays details of selected trap.



There are three buttons on the right side toolbar:

Trap Filter button

Apply filter to all received traps.
Only traps that meet the conditions
will show up.

Start Trap Receiver button | Start the trap receiver. It’ll be grayed

out if trap receiver is running. Trap
receiver is not started automatically
when the window is opened.

Stop button

Stop the trap receiver.

Clear Table button

Clear the content of the trap table.

Options

Trap receiver’s settings.

< Options

General Tab

"i Trap Beceiver Settings

(General ||, SMTP | SNMPv3 Trap Recsiver |

Trap Part: 1622

Forward traps to |

| Part ‘162 Community | sesees

Save trap data to database

[ | Bhow trap message window

| ()4 H Cancel |

Trap Port

The port number of trap receiver.

Forward Trap To

Forward traps to another trap receiver in
SNMPv1 PDUs.

Save trap data to
database

If enabled, received traps will be saved to
the bundled database. Then they can be
loaded again.

Show trap message
window

If enabled, a trap message window will
show up around system tray when a new
trap is received.




s SMTP Tab

e Irap Receiver Settings il

General ' SMTP \I,ISNMP'.rS Trap Receiver ‘l!

Enable forwarding traps via email

To Email Accounts ‘admin@sysuptime.com

Primary SMTP Server

Use S5L (default port number is 465)

Huost or HostiPaort ‘smtp.gmail.mm
Fram ‘ admin@sysuptima.com
User Mame ‘ admin@sysuptime.com
Password A
T R e A
[ OK ” Cancel ]

This tab specifies whether to enable forwarding SNMP traps via email.
If it is enabled, at lease the primary SMTP server should be configured.
If the secondary SMTP server is also configured, it will be used for
sending emails when the primary SMTP server fails.

s SNMPv3 Trap Receiver Tab

4 Trap RKeceiver Settings

Gereral \SMTP\ SHNF+3 Trap Receiver\,‘

Username | futh Protocol | duth Password | FPriw Frotocol | Priv Fassword Seclevel

newlzer MIDS kR ok DES ko kckkok anth, priw it

| ada || Delete |

This table stores the properties of SNMPV3 trap senders. You can add or
delete items from this table.



Command Line Options

€ MIB browser can be launched from the command line with the following options:

-h (or -help, - | Print usage

?)

-h <h> Specify the host name or IP address of SNMP agent.

-p <p> Specify the port number of the SNMP agent. Default value is 161.

-v <1/2|3> Specify the SNMP version number. Possible values are 1, 2, and 3.

-C <c> Specify the SNMP community name. Default value is public.

-0 <0> Specify OID.

-a <a> Specify the SNMP action. Possible values are
(get|getnext|getsubtree|walk|gettable).

-f <filename> | Output CSV file name. Used with gettable action.

4 Command Line Graph Tool

graph.bat script is used to record an SNMP agent’s values to a file, which can be
opened by the MIB browser using the “File/Open Graph Data” menu.

Running graph.bat without any arguments will print usage and examples.

€ Command Line SNMP Tools

snmpget.bat script is used to issue SNMP GET request.
snmpgetnext.bat script is used to issue SNMP GET-NEXT request.
snmpset.bat script is used to issue SNMP SET request.




Keyboard Shortcuts

CTRL-L Load MIB file

CTRL-F Find a MIB node.

CTRL-G Perform SNMP GET operation.

CTRL-N Perform SNMP GET-NEXT operation.

CTRL-E Perform Get-Subtree operation.

CTRL-S Perform SNMP SET operation.

CTRL-W | Perform walk operation.

CTRL-P Stop current operation.

Enter If Operations or Go button have focus, pressing “Enter” key will repeat last
operation.

CTRL-T Table view

CTRL-R Plot graph.

CTRL-D Add to watches

CTRL-O Open watches panel

CTRL-I Open trap receiver panel




About different editions

The free personal edition is intended exclusively for private use on a single workstation.
You may copy the complete program package and pass it on to others for private use only.
The free personal edition may not be used for commercial or professional purposes.

The professional edition has many more features and can be used for commercial or
professional purposes.

The enterprise edition has more powerful trap receiver and monitoring features.



Features table

Feature Per_sqnal Profe_ss_ional Ente_rprise
Edition Edition Edition

Runs on Windows, Mac OS X, Linux W W W
and other UNIX platforms
Supports basic SNMP operations v Vv
Table view for MIB tables W W W
SNMPv3 USM user management v Vv
Trap Receiver W W v
Trap Sender v v v
Supports IPv6 v '.,- ¥
Supports SNMPv1/v2c v v
Supports loading any standard or o W W
private MIB
Maximum number of MIBs loaded 10 No restrictions | No restrictions
Free v
Supports SNMPv3 v v
Watches v v
Network discovery v Vv
ICMP Ping tool v Vv
ICMP Traceroute tool v v
Performance graph . W
Port view v v
Switch port mapper W Vv
Device snapshot v, v
Cisco device snapshot v vV
Compares devices W v
Forwards traps via email v W
Periodically refreshes MIB table v v
Dynamic table row creation and v v
deletion
Run as service (Trap Receiver & v
Watches)

[

Watch actions




