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Preface

This book contains the information you need to use Hitachi Content
Platform Data Migrator (HCP-DM). This utility lets you copy data
between local file systems, Hitachi Content Platform (HCP)
namespaces, and Hitachi Content Archive Platform (HCAP) archives.
HCP-DM also lets you manage objects and files, including deleting them or
viewing their contents. HCP-DM has both a graphical user interface and a
command-line tool.

Intended audience

This book is intended for people who are responsible for managing data in
HCP. It assumes you:

e Have a basic understanding of HCP concepts

e Are familiar with the file systems, namespaces, and archives in use at
your site

e Have experience using command-line interfaces, if you are using the
hcpdm command

Product version

This book applies to version 6.1 of HCP-DM, which is available with release
8.0 of HCP.

Release notes

Read the release notes before installing and using this product. They may
contain requirements or restrictions that are not fully described in this
document or updates or corrections to this document. Release notes are
available on Hitachi Vantara Support Connect:

Preface 9
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Syntax notation

The table below describes the conventions used for the syntax of
commands and expressions in this book.

Notation

Meaning

Example

boldface

Type exactly as it appears in the
syntax (if the context is case
insensitive, you can vary the
case of the letters you type)

italics

Replace with a value of the
indicated type

This book shows:
--hold hold-setting
You enter: --hold true

Vertical bar — Choose one of the
elements on either side of the
bar, but not both

This book shows: (true|false)
You enter: true
or: false

Square brackets — Include
none, one, or more of the
elements between the brackets

This book shows:
[--hold true|false]
You enter: --hold true
or: --hold false
or nothing

Parentheses — Include exactly
one of the elements between the
parentheses

This book shows: (true|false)
You enter: true
or: false

-file-spec
-object-spe
c

Replace with the combination of
the directory path and name of
an object or file

This book shows:
item-list-file-spec
You enter:

/migration/europeToAsia/Employees

-path

Replace with a directory path
with no object or file name

This book shows:
source-path

You enter:
/corporate/employees

Terminology

Throughout this book, the word Unix is used to represent all UNIX®-like
operating systems (such as UNIX itself or Linux®), except where Linux is

specifically required.

10
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Related documents

Related documents

The following documents contain additional information about Hitachi
Content Platform:

e Administering HCP — This book explains how to use an HCP system to
monitor and manage a digital object repository. It discusses the
capabilities of the system, as well as its hardware and software
components. The book presents both the concepts and instructions
you need to configure the system, including creating the tenants that
administer access to the repository. It also covers the processes that
maintain the integrity and security of the repository contents.

e Managing a Tenant and Its Namespaces — This book contains complete
information for managing the HCP tenants and namespaces created in
an HCP system. It provides instructions for creating namespaces,
setting up user accounts, configuring the protocols that allow access to
namespaces, managing search and indexing, and downloading
installation files for HCP Data Migrator. It also explains how to work
with retention classes and the privileged delete functionality.

e Managing the Default Tenant and Namespace — This book contains
complete information for managing the default tenant and namespace
in an HCP system. It provides instructions for changing tenant and
namespace settings, configuring the protocols that allow access to the
namespace, managing search and indexing, and downloading
installation files for HCP Data Migrator. It also explains how to work
with retention classes and the privileged delete functionality.

e Replicating Tenants and Namespaces — This book covers all aspects of
tenant and namespace replication. Replication is the process of
keeping selected tenants and namespaces in two or more HCP systems
in sync with each other to ensure data availability and enable disaster
recovery. The book describes how replication works, contains
instructions for working with replication links, and explains how to
manage and monitor the replication process.

e HCP Management API Reference — This book contains the information
you need to use the HCP management API. This RESTful HTTP API
enables you to create and manage tenants and namespaces
programmatically. The book explains how to use the API to access an
HCP system, specify resources, and update and retrieve resource
properties.

Preface 11
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Related documents
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Using a Namespace — This book describes the properties of objects in
HCP namespaces. It provides instructions for accessing namespaces by
using the HTTP, WebDAYV, CIFS, and NFS protocols for the purpose of
storing, retrieving, and deleting objects, as well as changing object
metadata such as retention and shred settings. It also explains how to
manage namespace content and view namespace information in the
Namespace Browser.

Using the HCP HS3 API — This book contains the information you need
to use the HCP HS3 API. This S3™-compatible, RESTful, HTTP-based
API enables you to work with buckets and objects in HCP. The book
introduces the HCP concepts you need to understand in order to use
HS3 effectively and contains instructions and examples for each of the
bucket and object operations you can perform with HS3.

Using the HCP OpenStack Swift API — This book contains the
information you need to use the HCP HSwift API. This OpenStack Swift,
RESTful, HTTP-based API enables you to work with containers and
objects in HCP. The book introduces the HCP concepts you need to
understand in order to use HSwift effectively and contains instructions
and examples for each of the container and object operations you can
perform with HSwift.

Using the Default Namespace — This book describes the file system
HCP uses to present the contents of the default namespace. It provides
instructions for accessing the namespace by using the HCP-supported
protocols for the purpose of storing, retrieving, and deleting objects, as
well as changing object metadata such as retention and shred settings.

HCP Metadata Query API Reference — This book describes the HCP
metadata query API. This RESTful HTTP API enables you to query
namespaces for objects that satisfy criteria you specify. The book
explains how to construct and perform queries and describes query
results. It also contains several examples, which you can use as
models for your own queries.

Searching Namespaces — This book describes the HCP Search Console

(also called the Metadata Query Engine Console). It explains how to
use the Console to search namespaces for objects that satisfy criteria

Preface
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Related documents

you specify. It also explains how to manage and manipulate queries
and search results. The book contains many examples, which you can
use as models for your own searches.

Installing an HCP System — This book provides the information you
need to install the software for a new HCP system. It explains what
you need to know to successfully configure the system and contains
step-by-step instructions for the installation procedure.

Deploying an HCP-VM System on ESXi — This book contains all the
information you need to install and configure an HCP-VM system. The
book also includes requirements and guidelines for configuring the
VMWare® environment in which the system is installed.

Deploying an HCP-VM System on KVM — This book contains all the
information you need to install and configure an HCP-VM system. The
book also includes requrements and guidelines for configuring the KVM
environment in which the system is installed.

Third-Party Licenses and Copyrights — This book contains copyright
and license information for third-party software distributed with or
embedded in HCP.

HCP-DM Third-Party Licenses and Copyrights — This book contains
copyright and license information for third-party software distributed
with or embedded in HCP Data Migrator.

Installing an HCP SAIN System — Final On-site Setup — This book
contains instructions for deploying an assembled and configured
single-rack HCP SAIN system at a customer site. It explains how to
make the necessary physical connections and reconfigure the system
for the customer computing environment. It also contains instructions
for configuring Hi-Track® Monitor to monitor the nodes in an HCP
system.

Installing an HCP RAIN System — Final On-site Setup — This book
contains instructions for deploying an assembled and configured HCP
RAIN system at a customer site. It explains how to make the
necessary physical connections and reconfigure the system for the
customer computing environment. The book also provides instructions
for assembling the components of an HCP RAIN system that was
ordered without a rack and for configuring Hi-Track Monitor to monitor
the nodes in an HCP system.
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Accessing product documentation

Accessing product documentation

Product documentation is available on Hitachi Vantara Support Connect:

https://knowledge.hitachivantara.com/Documents. Check this site for the

most current documentation, including important updates that may have
been made after the release of the product.

Getting help

A\

Hitachi Vantara Support Portal is the destination for technical support of
products and solutions sold by Hitachi Vantara. To contact technical
support, log on to Hitachi Vantara Support Connect for contact
information: https://support.hitachivantara.com/en_us/contact-us.html.

Hitachi Vantara Community is a global online community for Hitachi
Vantara customers, partners, independent software vendors, employees,
and prospects. It is the destination to get answers, discover insights, and
make connections. Join the conversation today! Go to community.
community.hitachivantara.com, register, and complete your profile.

Note: If you purchased HCP from a third party, please contact your
authorized service provider.

Comments

14

Please send us your comments on this document:

HCPDocumentationFeedback@hitachivantara.com

Include the document title, and part number, including the revision (for
example, -01), and refer to specific sections and paragraphs whenever
possible. All comments become the property of Hitachi Vantara.

Thank you!
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Introduction to Hitachi Content
Platform

Hitachi Content Platform (HCP) is a distributed storage system
designed to support large, growing repositories of fixed-content data. An
HCP repository is partitioned into hamespaces, each of which stores both
data and metadata about that data.

This chapter provides a brief overview of some of the HCP concepts you
need to understand in order to successfully use HCP Data Migrator.

Chapter 1: Introduction to Hitachi Content Platform 15
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About Hitachi Content Platform

About Hitachi Content Platform

Hitachi Content Platform is the distributed, fixed-content, data storage
system from Hitachi Vantara HCP provides a cost-effective, scalable,
easy-to-use repository that can accommodate all types of data, from
simple text files to medical images to multigigabyte database images.

A fixed-content storage system is one in which the data cannot be
modified. HCP uses write-once, read-many (WORM) storage technology,
internal processes, and various kinds of metadata to ensure the integrity of
the stored data. HCP also provides easy access to the repository for
adding, retrieving, and, when allowed, deleting data.

Object-based storage

16

HCP stores objects in the repository. Each object permanently associates
data HCP receives (for example, a document, an image, or a movie) with
information about that data, called metadata.

An object encapsulates:

e Fixed-content data — An exact digital reproduction of data as it
existed before it was stored. Once it’s in the repository, this
fixed-content data cannot be modified.

e System metadata — System-managed properties that describe the
fixed-content data (for example, its size and creation date). System
metadata includes settings, such as retention and data protection
level, that influence how transactions and internal processes affect the
object.

e Custom metadata — Optional metadata that a user or application
provides to further describe the object. In HCP 6.x and later releases
of HCP, custom metadata is specified as one or more annotations,
where each annotation is a discrete unit of information about the
object. Annotations are typically specified in XML format.

You can use custom metadata to create self-describing objects. Future
users and applications can use this metadata to understand and
repurpose the object content.

e Access control list (ACL) — Optional metadata consisting of a set of
grants of permissions to perform various operations on the object.
Permissions can be granted to individual users or to groups of users.

ACLs are provided by users or applications and are specified in either
XML or JSON format.

Chapter 1: Introduction to Hitachi Content Platform
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Namespaces and tenants

For more information on metadata, see Chapter 4, "Managing metadata,”
on page 53.

Namespaces and tenants

An HCP repository is partitioned into namespaces. A nhamespace is a
logical grouping of objects such that the objects in one namespace are not
visible in any other namespace.

Namespaces provide a mechanism for separating the data stored for
different applications. For example, one namespace could be used for
accounts receivable while another is used for accounts payable.

Namespaces are owned and managed by administrative entities called
tenants. A tenant typically corresponds to an organization such as a
company or a division or department within a company.

An HCP system can have multiple HCP namespaces and one default
namespace. Access to an HCP namespace can be authenticated or open
to all users. Access to the default namespace is always open to all users.

Note: HCP-DM treats HCAP 2.6 archives as namespaces. This manual
A uses the term namespace to refer to HCP namespaces, the default
namespace, and HCAP archives.

HCP namespaces and the default namespace have different characteristics,
including the features and metadata they support. The default namespace
and HCAP archives have similar characteristics.

New applications are typically written against HCP namespaces. The
default namespace is most often used with applications that existed before
release 3.0 of HCP.

Namespace access

HCP namespaces can be configured to require authentication for access. If
an HCP namespace requires authentication, all clients, including HCP-DM,
must present valid credentials to access the namespace content.

The credentials that a client presents are defined by a user account. The
account specifies a username and password. It also specifies which HCP
namespaces the user or application can access and which operations the
user or application can perform in each of those namespaces. To get a
user account, see your namespace administrator.

Chapter 1: Introduction to Hitachi Content Platform 17
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Data access permissions

HCP namespaces can also be configured to allow anonymous access.
Anonymous access means that clients gain access to the namespace
without presenting any credentials. Users that access a namespace
anonymously are said to be unauthenticated. The namespace
configuration determines which operations can be performed by
unauthenticated users.

Even if a namespace allows anonymous access, a client can optionally
provide credentials to access the namespace as an authenticated user. In
this case, the client has the namespace permissions associated with that
user account.

The default namespace and HCAP archives allow only anonymous access.

To find out the authentication requirements for the namespace you want to
access, see your namespace administrator.

Data access permissions

In HCP namespaces, all clients, including those that access the namespace
anonymously, must have the applicable permissions to perform the actions
they want. The table below lists the operations allowed by each

permission.
Permission Operations
Browse e List directory contents
Read e Retrieve objects and system metadata
e Check for and retrieve custom metadata
Read ACL e Check for and retrieve ACLs
Write e Add objects
e Create directories
e Modify system metadata
e Add and replace custom metadata
Write ACL e Add, replace, and delete ACLs
Delete e Delete objects, empty directories, custom metadata, and ACLs
Purge e Delete all versions of an object, including the current version
Privileged e Delete or purge objects regardless of retention
e Place objects on hold
Change owner |e Set object owners

18 Chapter 1: Introduction to Hitachi Content Platform
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Object versions

Some operations require multiple permissions. For example, to place an
object on hold, you need to have both the write and privileged
permissions. Similarly, to perform a privileged purge, you need delete,
privileged, and purge permissions.

Users can be granted permissions for individual objects through access
control lists (ACLs). For more information on ACLs, see “Access control
lists” on page 57.

Object versions

HCP namespaces can be configured to store multiple versions of objects.
When a namespace is configured this way, you can store a new version of
an object, which then becomes the current version. You can list, open, and
copy all versions of an object.

All objects in an HCP namespace, including objects created when
versioning is not enabled, have version IDs. Version IDs are integers.
Each time a new version of an existing object is created, it is assigned an
ID that is greater than the previous version of the object, but the numbers
may not be consecutive.

When you delete objects while versioning is enabled, HCP creates a record
of the deletion operation for each deleted object. These records do not
contain object data.

If versioning is enabled for a namespace, HCP can automatically delete old
versions after a specific time. This is called pruning. HCP does not prune
versions of objects that are on hold. You can also manually delete all
versions of an object, including the current version. This operation is
called purging.

Index, retention, and shred settings and custom metadata apply to
individual versions, so you can set different values for this metadata when
you store new versions of objects. Hold settings apply to all versions of an
object.

Normally, an ACL applies to all versions of an object. For example:

e When you add or replace an ACL for an object, the new ACL applies to
all versions of the object.

e If an object has an ACL and you add a new version of the object, the
new version inherits the ACL that applies to the previous versions.
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However, if, while versioning is enabled, an object with an ACL is deleted
then stored again, old versions of the object keep the ACL but the new
version does not inherit the ACL. If you add an ACL to the object, that ACL
applies to all versions of the object.

Normally, the user that owns an object owns all versions of the object. For
example, if a user other than the object owner stores a new version of an
object, the new version is also owned by the user that owns the other
versions. However, if, while versioning is enabled, an object is deleted
then stored again by a user other than the object owner, the old versions
and the new version have different owners. If another version of the
object is stored, all versions are owned by the user who added the new
version.

HCP nodes

20

The core hardware for an HCP system consists of servers that are
networked together. These servers are called nodes.

When you access an HCP system, your point of access is an individual
node. To identify the system, however, you can use either the domain
name of the system or the IP address of an individual node. When you use
the domain name, HCP selects the access node for you. This helps ensure
an even distribution of the processing load.

For information on when to use an IP address instead of the domain name,
see “Considerations for using a domain name or IP addresses” on page 42.
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Getting started with HCP Data
Migrator

This chapter provides the basic information you need to use HCP Data
Migrator (HCP-DM). It includes:

A description of HCP-DM and its features, including information on
profiles and jobs

A description of the HCP-DM GUI main window

Instructions for setting the font that HCP-DM uses to display object
names, file names, and directory paths

A quick guide to running the HCP-DM GUI, configuring its behavior, and
copying and deleting data
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About HCP Data Migrator

HCP Data Migrator (HCP-DM) is a utility for copying, managing, and
deleting data and setting object metadata. When you copy data from one
location to another, the source and destination locations can be any
combination of:

e A local file system, including remote directories mounted on the local
file system

e An HCP or default namespace
e An HCAP archive

Supported operations include copying between two locations in a single
namespace (including an HCAP archive) or local file system.

You can also delete data from any of the locations listed above.

HCP-DM capabilities
With HCP-DM, you can:

e Copy one or more items

Notes:

e In this book, the term item refers to an object, file, symbolic link or
directory.

e HCP-DM treats Windows® shortcuts as files, not symbolic links. As
a result the copied shortcuts are meaningful only on the source
Windows system.

e Copy a single version of an object

e Delete one or more items

e Purge all versions of an object

e Perform privileged deletes and purges of objects under retention

e Open objects, including old versions of objects, and files
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e Rename files and directories on the local file system

e View item properties

e Create empty directories

e Set metadata for multiple objects

e Add, change, or delete custom metadata for single objects
e Add, change, or delete ACLs for objects

HCP-DM provides two interfaces:

e A graphical user interface (GUI)

e A command-line tool

The HCP-DM GUI lets you use all HCP-DM features. The command line tool
supports a subset of those features.

HCP-DM GUI
With the HCP-DM GUI you can:
e Interactively configure, start, and manage copying or deleting
(including purging) single or multiple objects or files, including entire

directory trees.

e Interactively configure, start, and manage the setting of metadata on
existing objects

e Copy or delete items specified in a file.

e Pause a copy or delete operation and resume it, including after you
close and reopen HCP-DM.

e Correct problems and resume copying or deleting if HCP-DM closes
abnormally during a copy or delete operation.

e Monitor progress by viewing a real-time display of status information.
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e Export the current results of a paused or completed operation to a set
of files. These files list all objects or files in a job, the objects or files
that were successfully processed, and the objects or files for which
HCP-DM encountered errors.

The HCP-DM GUI lets you control the behavior and results of an operation
in these ways:

® You can specify metadata for objects created from files copied from the
local file system. This includes HCP-specific metadata, POSIX
metadata, custom metadata, and ACLs for the objects.

e You can control the load that HCP-DM puts on HCP systems. HCP-DM is
multithreaded. You can configure the maximum number of concurrent
connections HCP-DM makes to an HCP system and to individual 