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Security Declaration
 
Vulnerability

Huawei's regulations on product vulnerability management are subject to the Vul. Response Process. For
details about this process, visit the following web page:
https://www.huawei.com/en/psirt/vul-response-process
For vulnerability information, enterprise customers can visit the following web page:
https://securitybulletin.huawei.com/enterprise/en/security-advisory
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1 Overeview

The patch evaluation tool helps you check the real-time running environment of
devices and evaluate whether the current device meets the patch installation
requirements.

With the patch evaluation tool, you can:
● Set the evaluation policy.
● Perform evaluation.

You can click List of Supported Devices to view the supported device models and
versions.
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2 Using the Tool

This chapter describes how to use the patch evaluation tool.

Procedure

Step 1 Add the device to be evaluated.

NO TE

Ensure that the current device model is in the list of supported devices. If the device is not
in the list, upgrade the tool to the latest version.

1. Click Add Device.
The Select Device Wizard dialog box is displayed.

2. If the device list does not contain the desired device, add the device first.
– Click Add Devices. The Add Device dialog box is displayed.

3. Configure basic information.
– Add Policy: You can add a device using a specific IP address or IP address

segment (from the starting IP address to the ending IP address.)
– Select Proxy: You can select SSH Forward or do not use a proxy.

NO TE

– If you need the SSH forward proxy, select SSH Forward in Select Proxy. Otherwise,
select No Proxy.

– Currently, operating systems supported by SSH forward include SUSE 10 Linux,
SUSE 11 Linux, and Solaris 11.

4. Click Next.
5. Configure the device login information including the user name, password,

and port number. If you need to enter the debugging mode, the debugging
password is required.

NO TE

– Obtain the default login user name, password, and debugging password from the
device administrator or corresponding product documentation.

– Refer to the corresponding product documentation to find out whether the
debugging mode is supported or whether a debugging password is required.
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6. Click Finish. You have finished adding the device.
If device adding fails, check the running status and network connection of the
device to be added.

7. Select the device to be evaluated from the device list and click Next.
8. Enter the version number of the patch to be installed.

NO TE

The version of the patch to be installed must match the current system version. That
is, if the current system version is V300R003C10xxx, the corresponding patch version
must be V300R003C10SPHxxx.

9. Click Finish. The device is added and the evaluation policy is configured

Step 2 Select one or more devices to be evaluated and click Start.

In the lower function pane, the detailed information about the evaluation is
displayed.

----End

Follow-up Procedure
To remove a device, select the device from the device list on the Patch Evaluation
page and click Remove Device.
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