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1 Overview

After detecting faults in storage systems, maintenance engineers, test engineers,
and service engineers can use the patch tool to check patches and install those
patches to fix the faults.

The tool can perform the following operations:

1. Check patch information
2. Install patches

SmartKit users are divided into Huawei engineer, Channel partner, Customer,
and Visitor based on user permissions. You can log in to the patch tool using the
Huawei engineer or Channel partner account or as a role of Visitor.

NO TE

● Visitors do not have corresponding accounts. When you log in to SmartKit, on the tool
activating page that is displayed, select Not activate and go to the SmartKit GUI, and
you are using tools as a Visitor.

● If you log in to SmartKit as Visitor, you have only 15 days to trail use the patch tool.
You cannot use the tool when the trial period expires.

● You have 180 days to use an account after it is activated. If there are only 45 days or
less days left, you will be reminded of activating the tool again. If the tool is not
activated after 180 days, you only have permissions of a Visitor.

You can click Supported Devices List to view the supported device models and
versions.

Patch Tool Help
Patch Tool Help 1 Overview

Issue 01 (2024-11-08) Copyright © Huawei Technologies Co., Ltd. 1



2 Tool Usage

About This Chapter
This section describes how to use the tool to install a patch.

2.1 Patch Installation Process

2.2 Installing a Patch

2.1 Patch Installation Process
This section describes the patch installation process.

Figure 1 shows the key tasks in the patch installation process.

Figure 1 Patch installation process
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2.2 Installing a Patch
The patch tool helps you check patches, select correct patch packages, and install
them.

Procedure

Step 1 Add devices and corresponding patch packages. If the device for which you want
to install patches is not in the list, click Add Devices.

If the device that you want to add is not in Supported Devices List, upgrade the
tool to the latest version and then add the device.

1. Click Add Devices. The Add device page is displayed.
2. On the Add device page, set basic information.

– Adding modes: Specify a specific IP address or IP address segment (from
starting IP address to ending IP address.) to add a device.

– Selecting an agent: Select SSH Forward or No Proxy.

▪ Configure SSH forward.

i. Select SSH Forward. The Information dialog box is displayed.
ii. Click OK.

The System Config dialog box is displayed.
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iii. Click Create on the right of the SSH forward list. Enter the name of
the SSH forward.
Click OK.

NO TE

You can also select  to delete an added SSH forward.

iv. Click Add Node  on the right of the SSH Forward Node Details
page.
Enter the IP address, user name, password, and port.

NO TE

You can also click  to delete an added node.

v. Click OK. The SSH forward is configured successfully.

NO TE

○ You can click Config to modify the SSH forward information that you
have configured.

○ SSH forward supports the following operating systems: SUSE 10 Linux,
SUSE 11 Linux, and Solaris 11

○ The patch tool only supports SSH Forward.

3. Optional: In the lower left corner of the page, click User name and
password authentication to select an authentication method.
The default method is User name and password authentication. If you want
to add user name and password authentication and Publickey authentication,
select User name and password authentication and Publickey
authentication.

NO TE

– Currently, the Username and password authentication and Publickey
authentication mode is only supported in OceanStor T series V100R005C30
storage devices, OceanStor Dorado series V300R001C00 and later storage devices,
and mid-range and low-end V300R005C00 and later storage devices. Mid-range
and low-end V300R005C00 and later storage devices support RSA-2048 and
DEA-2048 encryption algorithms, OceanStor Dorado series V300R001C00 and later
storage devices support RSA-2048 encryption algorithm, OceanStor T series
V1000R005C30 storage devices support the AES-128 encryption algorithm.

– If Username and password authentication and Publickey authentication is
selected, Username, Password and Port in the Login Information area are
mandatory, and Key and Password in the PublicKey Authentication areas are
mandatory.

4. Click Next.
The Config Information page for Add Devices is displayed.

5. Configure the device login information including the user name, password,
and port number. If you need to enter the debugging mode, the debugging
password is required.
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NO TE

– Obtain the default login user name, password, and debugging password from the
device administrator or related product documents.

– In the Login Information area, click View. You can view the model and version of
the device that supports the debugging password.

6. Click Finish. Adding a device is complete.

NO TE

– If you fail to add a device, check whether the device is running or the network is
connected properly.

– When an SSH server is added for the first time or the fingerprint of an SSH server
changes, a message is displayed asking whether you want to continue to register
the SSH server.

– When a device is added for the first time or a device certificate is not trusted, a
message is displayed indicating that the connection is not trusted.

Step 2 Click Next. Select a device and patch installation method.

1. In the device list, select the device for which you want to install patches. Click
Next. If the device is not in the device list, perform the operations in 2 to add
the device.

2. In Patch installation mode, select a patch installation mode.
– Manual. Select patch packages and install patches on devices. Patches

can be installed for devices of the same model or version only.
– Automatic. Patches are installed based on the automatic match result.

Patches can be installed for devices of different models or versions.

Step 3 Select the patch or patch directory for the device.

Click Finish.

NO TE

When Automatic. Patches are installed based on the automatic match result. is
selected, you can click Export Patch to export and view patch information.

Step 4 Optional: Click Patch Detail of the device.

The Patch Detail page is displayed. You can perform the following operations:

● View the version information about the patch package of the device.
● Change the patch path.

a. Click Modify. The Select package of path page is displayed.
b. Select the patch package and click Open.
c. On the Patch Detail page, click OK.

NO TE

The patch path cannot contain consecutive spaces.

Step 5 Select one or more devices for which you need to install patches. Click Start to
install patches.

You can view details about patch installation on the information bar.
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NO TE

The array will automatically perform a rollback if the patches fail to be installed. After the
rollback is completed, collect logs and contact technical support.

----End

Follow-up Procedure
If you want to remove a device, do as follows: on the patch tool page, select a
device from the device list and then click Remove Device.
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