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Network Services

This guide gives an overview of the network services available in the Sun 4.1
release. To appreciate the design of these services, it’s necessary to see that
SunOS is structurally a network UNIX system, and is designed to evolve as net-
work technology changes. '

SunOS originally diverged from the 4.2BSD UNIX system, a system that already
strained at the limits of the UNIX system’s original simplicity of design. It was
with 4.2BSD that many of the network services found in SunOS were first intro-
duced. Fortunately, the Berkeley designers found alternatives to wedging every-
thing into the kernel. They implemented network services by offloading certain
Jjobs to specialized daemons (server processes) working in close cooperation with
the kernel, rather than by adding all new code to the kernel itself. Though NFS is
primarily kernel based (using a daemon only to make system calls), SunOS has
continued this line of development. Its expanding domain of network services is
uniformly built upon a daemon (server) based architecture. Examples of server
daemons are the portmapper, the network naming service (NIS), the Remote
Execution Facility (REX), the Network Lock Manager, and the Status Monitor.

A machine that provides resources to the network is called a “server”, while a
machine that employs these resources is called a “client”. A machine may be
both a server and a client, and when NFS resources (files and directories) are at
issue, often is. A person logged in on a client machine is a “user” , while a pro-
gram or set of programs that run on a client is an “application”. There is a dis-
tinction between the code implementing the operations of a filesystem, (called
“filesystem operations” ) and the data making up the filesystem’s structure and
contents (called “filesystem data” ).

Network services are added to SunOS by means of server processes that are
based upon Sun’s RPC (Remote Procedure Call) mechanism. These servers are
executed on all machines that provide the service. Sun daemons differ
significantly from those that were inherited from Berkeley in that most of them
are based on RPC. As a consequence, they automatically benefit from the ser-
vices provided by RPC, and the External Data Representation (XDR) that it is
built upon — for example, the data portability provided by XDR and RPC’s
authentication system.

Anything built with RPC/XDR is automatically a network application, as is any-
thing that stores data in NFS files, even if it doesn’t use RPC directly. Further-
more, in so far as network applications can presume the functionality of other
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NOTE

1.1. The Major Network
Services

network applications and call upon their services, all network applications are
network services as well. The RPC/XDR environment then, is inherently exten-
sible. New network services can be easily added by building upon the founda-
tion already in place. In SunOS, then, network services are analogous to UNIX
commands — anyone can add one, and when they do they are effectively
extending the “system”.

The term Open Network Computing (ONC) is based on RPC utilities only (such
as REX, NIS, Lock Manager, and Status Monitor). The other network utilities
described here are not considered part of ONC.

The Remote Procedure Call (RPC) facility is a library of procedures that provide
a means whereby one process (the caller process) can have another process (the
server process) execute a procedure call, as if the caller process had executed the
procedure call in its own address space (as in the local model of a procedure
call). Because the caller and the server are now two separate processes, they no
longer have to live on the same physical machine.

The External Data Representation (XDR)is a specification for the portable data
representation standard. RPC uses XDR to ensure that data is represented the
same on different computers, operating systems, and computer languages. In
SunOS 4.1 XDR is implemented through the socket interface, yet allows pro-
grammers to have a standardized access to sockets without being concerned
about the low-level details of socket-based IPC.

The Network File System (NFS), is an operating system-independent service
which allows users to mount directories, even root directories, across the net-
work, and then to treat those directories as if they were local. There is also an
option for a secure mount involving DES authentication of user and host—for
more information about it, see the Secure Networking Features chapter of Secu-
rity Features Guide.

portmapper is a system service upon which all other RPC-based services rely.
It’s a kind of registrar that keeps track of the correspondence between ports (logi-
cal communications channels) and services on a machine, and provides a stan-
dard way for a client to look up the port number of any RPC program supported
by the server. But in effect, only RPC programs use it.

Sun’s Network Information Service is a network service designed to ease the job
of administering large networks. NIS is a replicated, read-only, distributed data-
base service. Network file system clients use it to access network-wide data in a
manner that is entirely independent of the relative locations of the client and the
server. The NIS database typically provides password, group, network, and host
information.

As part of its System V compatibility program, Sun now supports System-V
(SVID) compatible advisory file and record locking for both local and NFS
mounted files. User programs simply issue lockf () and fcntl () system
calls to set and test file locks — these calls are then processed by Network Lock
Manager daecmons, which maintain locks at the network level, even in the face of
multiple machine crashes.
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The lock-manager daemons are able to manage machine crashes because they are
based upon a general purpose Network Status Monitor. This monitor provides a
mechanism by which network applications can detect machine reboots and
trigger application-specific recovery mechanisms. The Lock Manager is there-
fore equipped with a flexible fault-tolerant recovery capability.

There are other network services — NIS and REX! are two obvious examples —
and there are many others that are certainly services in the broad sense. This sec-
tion, however, is intended as an introduction, and it covers only the fundamental
services noted above.

This Network Programming manual contains this Network Services overview and
then three major sections. In this overview the fundamental network services are
introduced without dealing with any protocol or implementation related issues.

PART ONE focuses on Sun’s network programming mechanisms. It includes:

o The rpcgen Programming Guide, which introduces the rpcgen protocol
compiler and the C-like language that it uses to specify RPC applications
and define network data. In almost all cases, rpcgen will allow network
applications developers to avoid the use of lower-level RPC mechanisms.

o The Remote Procedure Call Programming Guide is intended for program-
mers who wish to understand the lower-level RPC mechanisms. Readers are
assumed to be familiar with the C language and to have a working
knowledge of network theory.

o The External Data Representation: Sun Technical Notes, which introduces
XDR and explains the justification for its “canonical” approach to network
data interchange. This section also gives Sun implementation information
and a few examples of advanced XDR usage.

PART TWO includes a number of number of protocol specifications. Both the
External Data Representation Protocol Specification and Remote Procedure Call
Specification have been published as a DARPA RFC (Request for Comments).
These protocol specifications include:

o The External Data Representation Protocol Specification, which includes a
complete specification of XDR data types, a discussion of the XDR approach
and a number of examples of XDR usage. This specification is published as
DARPA RFC 1014.

o The Remote Procedure Call Protocol Specification, which includes a discus-
sion of the RPC model, a detailed treatment of the RPC authentication facili-
ties and a complete specification of the portmapper Protocol. This
specification is published as DARPA RFC 1057.

! These, however, are not fundamental network services, in the same sense as NFS. REX, for example,
cannot be guaranteed to be portable to a non-UNIX environment. This is true because the executability of a
program depends on many environmental factors — from machine architecture to operating-system services —
that are not universally available.
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o The Network File System: Version 2 Protocol Specification, which includes
a complete specification of the Mount Protocol, as well as the NFS
specification itself. This specification is published as DARPA RFC 1094.

PART THREE documents Transport-Level Network Programming.

o The first chapter, Transport Level Interface (TLI) Programming, describes
the TLI system interface for direct access to network mechanisms.

The rest of the chapters in this part document the Berkeley style, socket-Based
Inter-Process Communications mechanisms.

o A Socket-Based Interprocess Communications Tutorial then introduces
socket-based IPC. It assumes little more that basic networking concepts on
the part of its reader, and includes many examples.

o An Advanced Socket-Based Interprocess Communications Tutorial, which
takes up where the Tutorial leaves off.

0 Berkeley-Style IPC Implementation Notes, which describes the low-level
networking primitives (e.g. accept (),bind () and select ()) which
originated with the 4.2BSD UNIX system. This document is of interest pri-
marily to system programmers and aspiring UNIX gurus.

1.3. The Network File The Network File System is a facility for sharing files in a heterogeneous
System (NFS) environment of machines, operating systems, and networks. Sharing is accom-
plished by mounting a remote filesystem, then reading or writing files in place.

NFS was not designed by extending SunOS onto the network — such an
approach was considered unacceptable because it would mean that every com-
puter on the network would have to run SunOS. Instead, operating-system
independence was taken as an NFS design goal, along with machine indepen-
dence, crash recovery, transparent access and high performance. NFS was thus
designed as a collection of network services, and not as a distributed operating
system. As such, it is able to support distributed applications without restricting
the network to a single operating system.

Sun’s implementation of NFS is integrated with the SunOS kernel for reasons of
efficiency, although such close integration is not strictly necessary. Other ven-
dors will make different choices, as dictated by their operating environments and
applications. And because of NFS’s open design, all of these applications will be
able to work together on a single network.

D
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Computing Environments

&

The traditional timesharing environment looks like this:

terminall

Mainframe terminal2

terminal3

terminal4

The major problem with this environment is competition for CPU cycles. The
workstation environment solves that problem, but requires more disk drives. A

network environment looks like this:

workstation2 workstation3

workstation4

Network

workstation1

server

The goal of the NFS design was to make all disks available as needed. Indivi-
dual workstations have access to all information residing anywhere on the net-
work. Printers and supercomputers may also be available somewhere on the net-

work.

Sun

microsystems

printer
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Example NFS usage

Example 1: Mounting a Remote

Filesystem

This section gives three examples of NFS usage.

Suppose your machine name is client, that you want to read some on-line
manual pages, and that these pages are not available on your server machine,
named server, but are available on another machine named docserv. Mount
the directory containing the manuals as follows:

client# /usr/ete/mount docserv:/usr/man /usr/man

Note that you have to be superuser in order to do this. Now you can use the man
command whenever you want. Try running the mount -p command (on
client) after you’ve mounted the remote filesystem. Its output will look
something like this:

server:/roots/client / nfs rw,hard 00
server:/usr /usr nfs ro 00
server: /home/server /home/server nfs rw,bg 00
server: /usr/local /usr/local nfs ro,soft,bg 0 0
docserv:/usr/man /usr/man nfs ro,soft,bg 0 0

You can remote mount not only filesystems, but also directory hierarchies inside
filesystems. In this example, /usr/man is not a filesystem mount point — it’s
just a subdirectory within the /usr filesystem. Here’s a diagram showing a few
key directories of the three machines involved in this example. Ellipses
represent machines, and NFS-mounted filesystems are shown boxed. There are
five such boxed directories, corresponding to the five lines shown in the

mount -p output above. The docserv:/usr/man directory is shown
mounted as the /usr/man directory on client, as it would be by the mount
command given above.
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Figure 1-1  An Example NFS Filesystem Hierarchy

A

/1ib /usr lete Jusr
client /\
/usr/bin /usr/man
/ /home/server| | /usr
/usr/bin /usr/local /usr/man
Example 2: Exporting a Suppose that you and a colleague need to work together on a programming pro-
Filesystem ject. The source code is on your machine, in the directory /usr/proj. It

doesn’t matter whether your workstation is a diskless node or has a local disk.
Suppose that after creating the proper directory your colleague tried to remote
mount your directory. Unless you have explicitly exported the directory, your
colleague’s remote mount will fail with a “permission denied” message.

To export a directory, first become superuser and then edit the /etc/exports
file. If your colleague is on a machine named cohort, then you need to run
exportfs (8) (after putting this line in /etc/exports):

/usr/proj -access=cohort

If no explicit access is given for a directory, then the system allows anyone on
the network to remote mount your directory. By giving explicit access to
cohort, you have denied access to others. (For more details about the
/etc/exports, see the exports (5) man page). mountd, the NFS mount
request server, (see The NFS Interface, below) reads the file /et c/xtab when-
ever it receives a request for a remote mount. The file /et c/xtab contains the
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Example 3: Administering a
Server Machine

NFS Architecture

Transparent Information Access

Different Machines and
Operating Systems

Easily Extensible

N

entries for directories that are currently exported. Now your cohort can remote
mount the source directory by issuing this command:

cohort# /etc/mount client:/usr/proj /usr/proj

This, however, isn’t the end of the story, since NFS requests are also checked at
request time. If you do nothing, the accesses that you’ve established in your
/etc/exports file will stay in effect, but you (and your programs) are free to
change them at any time with the export £s command and system call.

Since both you and your colleague will be able to edit files on /usxr/pro3j, it
would be best to use the sccs source code control system for concurrency con-
trol.

System administrators must know how to set up the NFS server machine so that
client workstations can mount all the necessary filesystems. You export filesys-
tems (that is, make them available) by placing appropriate lines in the
/etc/exports file. Hereis a sample /etc/exports file for a typical
server machine:

/ -access=systems

/exec -access=engineering: joebob:shilling
/usr -access=engineering

/home/server -access=engineering

/home/local.sun2 -access=engineering:athena
/home/local.sun3 -access=engineering

Machine names or netgroups, such as staff (see netgroup (5) ) may be
specified after the filesystem, in which case remote mounts are limited to
machines that are a member of this netgroup. For the complete syntax of the
/etc/exports file, see exports (5). Atany time, the system administrator
can see which filesystems are remote mounted by executing the showmount
command.

Users are able to get directly to the files they want without knowing the network
address of the data. To the user, all NFS-mounted filesystems look just like
private disks. There’s no apparent difference between reading or writing a file on
alocal disk, and reading or writing a file on a disk in the next building. Informa-
tion on the network is truly distributed.

No single vendor can supply tools for all the work that needs to get done, so
appropriate services must be integrated on a network. NFS provides a flexible,
operating system-independent platform for such integration.

A distributed system must have an architecture that allows integration of new
software technologies without disturbing the extant software environment. Since
the NFS network-services approach does not depend on pushing the operating
system onto the network, but instead offers an extensible set of protocols for data
exchange, it supports the flexible integration of new software.
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Ease of Network Administration

Reliability

High Performance

The administration of large networks can be complicated and time-consuming,
yet they should (ideally) be at least as easy to administer as a set of local filesys-
tems on a timesharing system. The UNIX system has a convenient set of mainte-
nance commands developed over the years, and the Network Information Ser-
vice, a NFS-based network database service, has allowed them to be adapted and
extended for the purpose of administering a network of machines. The NIS also
allows certain aspects of network administration to be centralized onto a small
number of file servers, e.g. only server disks must be backed up in networks of
diskless clients. An overview of the NIS facility is presented in the The Network
Information Service Database Service section of this manual.

The NIS interface is implemented using RPC and XDR, so it is available to non-
UNIX operating systems and non-Sun machines. NIS servers do not interpret
data, so it is easy for new databases to be added to the NIS service without modi-
fying the servers.

NFS’s reliability derives from the robustness of the 4.2BSD filesystem, from the
stateless NFS protocol?, and from the daemon-based methodology by which net-
work services like file and record locking are provided. See The Network Lock
Manager for more details on locking. In addition, the file server protocol is
designed so that client workstations can continue to operate even when the server
crashes and reboots.

The major advantage of a stateless server is robustness in the face of client,
server, or network failures. Should a client fail, it is not necessary for a server
(or human administrator) to take any action to continue normal operation.
Should a server or the network fail, it is only necessary that clients continue to
attempt to complete NFS operations until the server or network gets fixed. This
robustness is especially important in a complex network of heterogeneous sys-
tems, many of which are not under the control of a professional operations staff,
and which may be running untested systems that are often rebooted without
warning.

The flexibility of NFS allows configuration for a variety of cost and performance
trade-offs. For example, configuring servers with large, high-performance disks,
and clients with no disks, may yield better performance at lower cost than having
many machines with small, inexpensive disks. Furthermore, it is possible to dis-
tribute the filesystem data across many servers and get the added benefit of mul-
tiprocéFssing without losing transparency. In the case of read-only files, copies
can be kept on several servers to avoid bottlenecks.

Sun has also added several performance enhancements to NFS, such as “fast
paths” for key operations, asynchronous service of multiple requests, disk-block
caching , and asynchronous read-ahead and write-behind. The fact that caching
and read-ahead occur on both client and server effectively increases the cache
size and read-ahead distance. Caching and read-ahead do not add state to the
server; nothing (except performance) is lost if cached information is thrown

2 The NFS protocol is stateless because each transaction stands on its own. The server doesn’t have to
remember anything — about clients or files — between transactions.
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The Sun NFS Implementation
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away. In the case of write-behind, both the client and server attempt to flush crit-
ical information to disk whenever necessary, to reduce the impact of an unantici-
pated failure; clients do not free write-behind blocks until the server confirms
that the data is written.

In the Sun NFS implementation, there are three entities to be considered: the
operating system interface, the virtual file system (VFS) , interface, and the net-
work file system (NFS) interface. The UNIX operating system interface has been
preserved in the Sun implementation of NES, thereby insuring compatibility for
existing applications. Applications will use read (2) and write (2) to access
NFS files just as the do to access local files.

The VES is best seen as a layer that Sun has wrapped around the traditional
UNIX filesystem. This traditional filesystem is composed of directories and files,
each of which has a corresponding inode (index node), containing administra-
tive information about the file, such as location, size, ownership, permissions,
and access times. Inodes are assigned unique numbers within a filesystem, but a
file on one filesystem could have the same number as a file on another filesystem.
This is a problem in a network environment, because remote filesystems need to
be mounted dynamically, and numbering conflicts would cause havoc. To solve
this problem, Sun designed the VFS, which is based on a data structure called a
vnode. Inthe VFS, files are guaranteed to have unique numerical designators,
even within a network. Vnodes cleanly separate filesystem operations from the
semantics of their implementation. Above the VFS interface, the operating sys-
tem deals in vnodes; below this interface, the filesystem may or may not imple-
ment inodes. The VFS interface can connect the operating system to a variety
of filesystems (for example, 4.2 BSD or MS-DOS). A local VFS connects to
filesystem data on a local device.
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The remote VFS defines and implements the NFS interface on the basis of the
RPC and XDR mechanisms. The figure below shows the flow of a request from
a client (at the top left) to a collection of filesystems.

NFS
sys calls
l server
VES
interface VIS
other VFS 4.2 NFS 4.2BSD

(like PC-FS) VES client UFS

RPC/ RPC/

XDR XDR

Network

In the case of access through a local VFS, requests are directed to filesystem data
on devices connected to the client machine. In the case of access through a
remote VES, the request is passed through the RPC and XDR layers onto the net.
In the current implementation, Sun uses the UDP/IP protocols and the Ethernet.
On the server side, requests are passed through the RPC and XDR layers to an
NEFS server; the server uses vnodes to access one of its local VFSs and service
the request. This path is retraced to return results.

Sun’s implementation of NFS provides five types of transparency:

1. Filesystem Type: The vnode, in conjunction with one or more local VFSs
(and possibly remote VFSs) permits an operating system (hence client and
application) to interface transparently to a variety of filesystem types.

2. Filesystem Location: Since there is no differentiation between a local and a
remote VES, the location of filesystem data is transparent.

3. Operating System Type: The RPC mechanism allows interconnection of a
variety of operating systems on the network, and makes the operating system
type of a remote server transparent.

4. Machine Type: The XDR definition facility allows a variety of machines to
communicate on the network and makes the machine type of a remote server
transparent.
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The NFS Interface

The NFS and the Mount
Protocol

More precisely, NFS never interprets
pathnames. Some NFS procedures
take pathname arguments, but they
are just strings to NFS.

5. Network Type: RPC and XDR can be implemented for a variety of transport
protocols, thereby making the network type transparent.

Simpler NFS implementations are possible at the expense of some advantages of
the Sun version. In particular, a client (or server) may be added to the network
by implementing one side of the NFS interface. An advantage of the Sun imple-
mentation is that the client and server sides can be symmetrical; thus, it is possi-
ble for any machine to be client, server, or both. Users at client machines with
disks can arrange to share them over NFS without having to appeal to a system
administrator or configure a different system on their workstation.

As mentioned in the preceding section, a major advantage of NFS is the ability to
mix filesystems. In keeping with this, Sun encourages other vendors to develop
products to interface with Sun network services. The specifications for RPC and
XDR have been placed in the public domain, and Sun’s implementation of RPC
and XDR is freely licensed, whic serves as a standard for anyone wishing to
develop applications for the network. Furthermore, the NFS interface itself is
open and can be used by anyone wishing protocol specifications to implement an
NFS client or server for the network.

The NFS interface defines traditional filesystem operations for reading direc-
tories, creating and destroying files, reading and writing files, and reading and
setting file attributes. The interface is designed so that file operations address
files with an uninterpreted identifier called a filehandle, a starting byte address,
and a length in bytes. NFS never deals with pathnames, only with filehandles.

Given a filehandle for a directory, a client program can use NFS procedures to
get other filehandles and thereby navigate throughout the directories and files of a
filesystem. A client must, however, get its first filehandle for a filesystem by
using RPC to call the mount server. Mount will return a filehandle that grants
access to the filesystem. Figure /-2 shows the interaction between a client pro-
gram, a mount server, and an NFS server. Note that the only interface between a
mount server and an NFS server is a common filehandle.

sun Revision A, of 27 March 1990
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Pathname Parsing

Figure 1-2

\ 4

Mount and NFS Servers
Pathname
\
Application © ~ Mount
Interf ace 1 Server
Filehandle (
Filehandle = ggr%er

Legend: 1 Client sends pathname to mount server
2. Mount server returns corresponding filehandle
3. Client sends filehandle to NFS server

Although many operating systems have analogs to the hierarchical NFS directory
and file structure, the conventions used by operating systems to formulate path-
names vary considerably. To accommodate the many possible path naming con-
ventions, the mount procedure is not defined in the NFS protocol but in a
separate mount protocol. Actually the mount protocol is the same for any
Operating System. It is only the implementation that differs between systems.

The mount procedure in the UNIX mount protocol converts a UNIX pathname
into a filehandle. If local pathnames can be reasonably mapped to UNIX path-
names; an NFS server developer may wish to implement the UNIX mount proto-
col, even though the server runs on a different operating system. This approach
makes the server immediately usable by clients that use the UNIX protocol and
eliminates the need to develop a new mount command for UNIX-based clients.

Alternatively, a server developer can obtain a new remote program number from
Sun and define a new mount protocol. For example, the mount procedure in a
VMS Mount protocol would take a VMS file specification rather than a UNIX
pathname. Mount protocols are not mutually exclusive; a server could, for exam-
ple, support the UNIX protocol for UNIX clients and a Multics protocol for Mul-
tics clients. Both protocols would return filehandles defined by the NFS imple-
mentation on their server.

The mount protocols remove pathname parsing from the NFS protocol, so that a
single NFS protocol can work with multiple operating systems. This means that

S ll n Revision A, of 27 March 1990

microsystems



14  Network Programming

Export and Mount Lists

UNIX Mount Protocol
Procedures

users and client programs need to know the details of a server’s path naming con-
ventions only when mounting a filesystem. Different server path naming con-
ventions therefore typically have little impact on users.

Because mounts are relatively infrequent operations, mount servers can be imple-
mented outside of operating system kemels without materially affecting overall
file system performance. Because user-level code is easier to write and far easier
to debug than kernel code, mount servers are fairly simple to put together.

Technically, a mount protocol needs to define only a mount procedure that
bootstraps the first filehandle for a filesystem. (By convention, a mount protocol
should also define a NULL procedure). However, adding other procedures can
simplify network management. As a convenience to clients, a mount protocol
might provide a procedure that returns a list of filesystems exported by a server.
Another useful item is a mount list, a list of clients and the pathnames they have
mounted from the server. The UNIX mount protocol defines a mount list and a
procedure called readmount () that returns the list. With the help of read-
mount (), an administrator can notify the clients of a server that is about to be
shut down.

Note that a mount list makes a mount server stateful. Recall, however, that the
business of a mount server is to translate pathnames into filehandles; the state
represented by a mount list does not affect a server’s ability to operate correctly.
Neither servers nor clients need take any action to update or rebuild a mount list
after a crash. Mount server users should regard the mount and export lists pro-
vided by a mount server as “accessories” that are usually, but not necessarily,
accurate.

The mount protocol consists of the six remote procedures listed in Table 1-1.
The mount () procedure transforms a UNIX pathname into a filehandle which
the client can then pass to the associated NFS server. The pathname passed to
the mount procedure usually refers to a directory, often the root directory of a
filesystem, but it can name a file instead. In addition to returning the filehandle,
mount adds the client’s host name and the pathname to its mount list. The
readmount () procedure returns the server’s mount list. unmount ()
removes an entry from the server’s mount list and unmountall () removes all
of a client’s mount list entries. The readexport () procedure returns the
server’s export list.
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A Stateless Protocol

Table 1-1

@

MOUNT: Remote Procedures, Version 1

Number Name Description
0 null Do nothing
1 mount Return filehandle for pathname
2 readmount Return mount list
3 unmount Remove mount list entry
4 unmountall | Clear mount list
5 readexport | Return export list

The NFS interface is defined so that a server can be stateless. This means that a
server does not have to remember from one transaction to the next anything
about its clients, transactions completed or files operated on. For example, there
is no open () operation, as this would imply state in the server; of course, the
UNIX interface uses an open () operation, but the information in the UNIX
operation is remembered by the client for use in later NFS operations.

An interesting problem occurs when a UNIX application unlinks an open file.
This is done to achieve the effect of a temporary file that is automatically
removed when the application terminates. If the file in question is served by
NFS, the call to unlink () will remove the file, since the server does not
remember that the file is open. Thus, subsequent operations on the file will fail.
In order to avoid state on the server, the client operating system detects the situa-
tion, renames the file rather than unlinking it, and unlinks the file when the appli-
cation terminates. In certain failure cases, this leaves unwanted “temporary” files
on the server; these files are removed as a part of periodic filesystem mainte-
nance.

Another example of the advantages gained by having the NFS interface to the
UNIX system without introducing state is the mount command. A UNIX client
of NFS “builds” its view of the filesystem on its local devices using the mount
command or via automount; thus, it is natural for the UNIX client to initiate
its contact with NFS and build its view of the filesystem on the network with an
extended mount command. This mount command does not imply state in the
server, since it only acquires information for the client to establish contact with a
server. The mount command may be issued at any time, but is typically exe-
cuted as a part of client initialization. The corresponding umount command is
only an informative message to the server, but it does change state in the client
by modifying its view of the filesystem on the network.

The major advantage of a stateless server is robustness in the face of client,
server or network failures. Should a client fail, it is not necessary for a server (or
human administrator) to take any action to continue normal operation. Should a
server or the network fail, it is only necessary that clients continue to attempt to
complete NFS operations until the server or network is fixed. This robustness is
especially important in a complex network of heterogeneous systems, many of
which are not under the control of a professional operations staff and may be
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Note: Network access to devices
such as tape drivers is a good idea,
but it is best implemented as a
separate network service whose
requirement for stateful operation is
kept separate from network access
to files.

running untested systems and/or may be rebooted without warning.

An NFS server can be a client of another NFS server. However, it is not often
that a Sun server will not act as an intermediary between a client and another
server. Instead, a client may ask what remote mounts the server has and then
attempt to make similar remote mounts. The decision to disallow intermediary
servers is based on several factors. First, the existence of an intermediary will
impact the performance characteristics of the system; the potential performance
implications are so complex that it seems best to require direct communication
between a client and server. Second, the existence of an intermediary compli-
cates access control; it is much simpler to require a client and server to establish
direct agreements for service. Finally, disallowing intermediaries prevents
cycles in the service arrangements; Sun prefers this to detection or avoidance
schemes.

NFS currently implements UNIX file protection by making use of the authentica-
tion mechanisms built into RPC. This retains transparency for clients and appli-
cations that make use of UNIX file protection. Although the RPC definition
allows other authentication schemes, their use may have adverse effects on tran-
sparency.

Note that NFS, although very UNIX-like, is not a UNIX filesystem per se —
there are cases in which its behavior differs from that which would be expected
of the UNIX system proper:

o The guaranteed APPEND_MODE is the most striking of these differences,
for it simply is not supported by NFS.

o NFS does not support device operation over NFS. Support of special files is
not stateful because the device operations are carried out locally.

o There are also minor incompatibilities between NFS and UNIX file-system
interfaces that are dictated by the very nature of remote NFS mounts. For
example, a local NFS daemon simply can’t tell that a remote disk partition is
full until the remote NFS daemon tells it so. Rather than wait for a positive
confirm on every write — a strategy that would impose unacceptable perfor-
mance problems — the local NFS code caches writes and retums to its
caller. If a remote error occurs, it gets reported back as soon as possible, but
not as immediately as would a local disk.

File locking and other inherently stateful functionality has been omitted from the
base NFS definition. In this way, Sun has been able to preserve a simple, general
interface that can be implemented by a wide variety of customers. File locking
has been provided as a NFS-compatible network service, and Sun is considering
doing the same for other features that inherently imply state and/or distributed
synchronization. These features, too, will be kept separate from the base NFS
definition. In any case, the open nature of the RPC and NFS interfaces means
that customers and users who need stateful or complex features can implement
them “beside” NFS.
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Note: Miscellaneous Network

Operations

Sun supports a small number of miscellaneous networking operations that are
useful for temporary inter-host connections, isolated file transfers, and access to
non-UNIX systems (e.g. VMS machines on the Internet). These operations
include rcp, rlogin, rsh, ftp, telnet, and tftp.

a

rcp is a remote copy utility program that uses “BSD networking facilities”
to copy files from one machine to another. The rcp user supplies the path
name of a file on a remote machine, and receives a stream of bytes in return.
Access control is based on the client’s login name and host name.

The major problem with rcp is that it’s not transparent to the user, who
winds up with a redundant copy of the transferred file. With NFS, by con-
trast, only one copy of the file is necessary. Another problem is that rcp
does nothing but copy files. To use it as a model for additional network ser-
vices would be to introduce a remote command for every regular command:
for example, rdif £ to perform differential file comparisons across
machines. By providing for the sharing of filesystems, NFS makes this
unnecessary.

rcp is useful for NFS servers that you have login access to but not NFS access.
Files can copied back and forth, yet you don’t need any filesystem mounted.

o

rlogin allows the user to log into a remote machine, directly accessing
both its processor and its mounted file systems. It remains useful in NFS-
based networks because, with it, users can directly execute commands on
remote machines over the network.

rsh allows the user to execute a command on a remote machine. If no com-
mand is specified, rsh is equivalent to r1ogin. Unlike the REX-based on
command, rsh does not copy the users local environment to the remote
machine before executing the command. This can be a benefit in situations
where exporting your local environment might cause problems.

ftp is very much like rcp, in that it supports file copying between
machines. However, £tp is more general that rcp, and is not restricted to
copies between two UNIX systems.

telnet communicates with another host using the TELNET protocol. It
isn’t used much because rlogin is the standard mechanism for local inter-
host communication. But like £tp, telnet is useful for non-Unix sys-
tems.

tftp is like £tp, expect that it is simpler and less reliable. This is because
tf£tp’s transfer protocol is very simple; it is less robust that £t p’s protocol,
and offers fewer options. tftp is also used as part of the diskless NFS
booting procedure (i.e. netdisk).
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1.4. Remote File Sharing
(RFS)

Advertise

Unadvertise

Remote Mounts

&

Remote File Sharing (RFS) provides a means of viewing files that physically
reside on remote machines as if they were on the local machine. Remote files are
named using the same conventions as for local files, and all operations on remote
files work the same as they do on local files. Like NFS, RFS allows application
programs to transparently share files across the network.

NFS, however, is stateless, transactions are independent of each other, and thus
no recovery is required when a server or client goes down. RFS, in contrast, sup-
ports all UNIX semantics as defined by AT&T. Consequently, it saves state
across transactions, and must recover when a server or client goes down.

RFS is used in much the same way as NFS. For both, the user accesses remote
files by mounting directories which are made available across the network by
server processes running on remote machines. The details do vary, though.
Machines using RFS make selected directories available for sharing by advertis-
ing them. Correspondingly, machines are able to augment their own file trees
with the advertised files from other machines. This augmentation is performed
by means of a remote mount, which is a direct extension of the standard mount
operation. Once remote directories have been mounted on the local filesystem,
they are functionally part of that filesystem and are accessed in the same way as
local directories.

To allow other machines to access a directory, its owner must advertise it by
using the adv (8) command. Once advertised, the directory and all files con-
tained in its subtree are available for sharing by any authorized machine.

A directory can be unadvertised at any time with the unadv (8) command.
Unadvertising a directory has no effect on existing mounts of that directory, but
future mount requests will fail.

RFS extends the mount (8) operation to include a remote mount. After a
machine has advertised a resource, another machine may remotely mount that
resource in its own file tree. For example, to advertise a directory named /fs1,
the administrator of a server machine would type:

example% adv DATA /fsl

This makes the /f£s1 subtree available for sharing, and specifies that other
machines will use the name DATA to refer to it when they mount it. The name
DATA can be almost any name that would work as a file name as long as it does

66 9

not contain a period (“.”). See below for the special meaning of the period.

Another machine (a client) gains access to the advertised subtree by mounting
the remote subtree on the local directory. The remote /£s1 is mounted on the
local /£s1 with the command

example% mount -d DATA /fsl

The —d option tells the mount (8) command that the resource being mounted is
remote.

There is no need for the structures of the client and server file trees to match in
any way, or for advertised subtrees to be mounted at the same level on the client
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Resource Naming

RFS Security Features

Client Authentication

Client Authorization

&

as they occupy on the server. If the client had done the remote mount onto its
/usr directory, then its references to files under /usxr would yield files in the
server subtree under / £s1. A client cannot get to parts of the server file tree that
are not within an advertised directory.

Resource naming is modeled after the DARPA domain naming convention,
which has a hierarchically structured name space. A domain in this usage is a
name space that may encompass a group of machines and a set of resources
advertised by that group of machines.

Resource names are made up of two components separated by a period (“.”). For
example, isl.payroll might represent a resource called payroll in domain isl, and
isl.acctp might represent the machine acctp within the same domain. Whether a
name specifies a resource or a machine is determined by context; there is no syn-
tactic distinction. If a name is unqualified (i.e., if it contains no periods), the
associated domain may (in some cases) be inferred from the context.

A domain’s name space is maintained by a domain name server, which insures
uniqueness of names within the domain and provides a central location for stor-
ing information about the machines and advertised resources in the domain. The
adv (8),unadv (8),mount (8), umount (8), and nsquery (8) com-
mands use the domain name server as a data base for information about adver-
tised resources, such as their names and the servers that own them.

As described above, each resource is assigned a symbolic name when it is adver-
tised, and the resource is subsequently identified (e.g. with a mount (8) com-
mand issued on a client) using just the domain name and that symbolic name.
Because of this symbolic naming of resources, remote users of resources need
not know the actual position of the resources within the server’s file tree, nor
even what server within the domain is offering the resource. This location
independence simplifies references to resources, and allows for the transparent
migration of resources among the machines within a domain (for example, for
balancing the load among a set of server machines).

RFS contains three security features — client authentication, client authorization,
and user and group id mapping.

This feature associates a password with a client machine so that the identity of a
prospective client can be checked before a mount request is serviced. Entry and
update of passwords is discussed in the rfadmin (8), rfstart (8), and
rfpasswd (8) commands.

RFS provides a means of selectively advertising directories through the adv (8)
command. For example, if you want to advertise /usr/private, but only
want to authorize machines machl and mach2 to mount it, you would issue the
command:

example$ adv PRIVATE /usr/private machl mach2

Without such a list of machines, the adv (8) command puts no restrictions on
availability. ‘
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User and Group Id Mapping

One may also choose to advertise a directory read-only by using the - option.
Here, a remote mount will only succeed if the mount command also includes the
-x option.

Whenever a user accesses a remote file, that user’s permissions must be checked
as part of the normal processing of the request (for example, an “open to write” is
only valid if the user making the request has write permissions on the file).

When accessing a file across two machines, there is no guarantee that the user
and group ids on the local machine have the same meaning on the other machine.

Some machines handle this problem by requiring the same numeric ids across
machines and expecting the administrators to make sure that the /et c/passwd
and /etc/group files are identical across all machines (at least the entries for
all users that access remote files). This approach is conceptually simple, but it is
not always feasible in practice, especially in large or already established environ-
ments.

RFS, therefore, provides a range of id mapping options through the idload (8)
command. Id mapping is done by a server machine on all incoming requests, as
well as in reporting file ownership ids in response to a request from a client
machine (e.g. a stat (2) or £stat (2)). A client machine maps ids in order
to determine the effective user or group id to use in executing a program that is
stored on a server and is “set user id” or “set group id”.

On each machine, mapping can be set globally, for all remote machines, or on a
per-machine basis. All mapping is based on one of two default cases:

Id This case maps all incoming ids to id, which means that remote users will
have the permissions associated with id in accessing a server’s files. This
mapping is the default if no other mapping is specified.

Transparent
This is a null mapping; remote user and group ids are used locally without
change.

These base mappings are augmented by two additional capabilities:

Exclude
This capability excludes selected ids from the default mapping by mapping
them to an otherwise unused id. This capability can be used together with
the transparent mapping capability to handle a network where the
/etc/passwd and /etc/group files were identical, but certain permis-
sions (e.g. root) are to be disallowed from remote machines.

Map
This capability provides arbitrary mapping between remote and local ids that
have different name or different numeric values. It can be used with the
transparent mapping to handle exceptions to “nearly” identical
/etc/passwd files.
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1.5. The Portmapper

Port Registration

NOTE

N,
X

Client programs need a way to find server programs; that is, they need a way to
look up and find the port numbers of server programs.3 Network transport ser-
vices do not provide such a service; they merely provide process-to-process mes-
sage transfer across a network. A message typically contains a transport address
which contains a network number, a host number, and a port number. (A port is a
logical communications channel in a host — by waiting on a port, a process
receives messages from the network).

How a process waits on a port varies from one operating system to the next, but
all provide mechanisms that suspend a process until a message arrives at a port.
Thus, messages are not sent across networks to receiving processes, but rather to
the ports at which receiving processes wait for messages. The portmapper proto-
col defines a network service that provides a standard way for clients to look up
the port number of any remote program supported by a server.

The portmapper on every host is associated with port number 111. The port-
mapper is one of the few network services that must have such a well-known and
dedicated port. Other network services can be assigned port numbers statically
or dynamically so long as they register their ports with their host’s portmapper.
For example, a server program based on Sun’s RPC library typically gets a port
number at run time by calling an RPC library procedure. Note that a given net-
work service can be associated with port number 1256 on one server and with
port number 885 on another; on a given host, a service can be associated with a
different port every time its server program is started. Delegating port-to-remote
program mapping to portmappers also automates port number administration.

The portmapper is started automatically whenever a machine is booted. As
shown in the Typical Portmapping Sequence figure, below, both server programs
and client programs call portmapper procedures.? To find a remote program’s
port, a client sends an RPC call message to a server’s portmapper; if the remote
program is registered with the portmapper, it returns the relevant port number in
an RPC reply message. The client program can then send RPC call messages to
the remote program’s port.

The portmapper provides an inherently stateful service because a portmap is a
set of associations between registrants and ports. Hence, all the RPC services
need to be reregistered if the portmap is restarted.

3 The naming of services by way of the port-number segment of their IP address is mandated by the Internet
protocols. Given this, clients face the problem of determining which ports are associated with the services they
wish to use.

4 Although client and server programs and client and server machines are usually distinct, they need not be.
A server program can also be a client program, as when an NFS server calls a portmapper server. Likewise,
when a client program directs a “remote” procedure call to its own machine, the machine acts as both client and
server.
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Figure 1-3

1.6. The Network
Information Service
Database Service

Typical Portmapping Sequence

Server Machine

| Portmapper
b
P Server
Program

i=

Ports

Client Machine Netw ork
Client ®
Program
®
Legend: 1 Server registers with portmapper

2. Client gets server’'s port from portmapper

3. Client calls server

Note that, because every instance of a remote program can be mapped to a dif-
ferent port on every server, a client has no way to broadcast a remote procedure
call directly. However, the portmapper PMAPPROC CALLIT procedure can be
used to broadcast a remote procedure call indirectly, since all portmappers are
associated with port number 111. One way for a client to find a server running a
remote program is to broadcast a call to PMAPPROC CALLIT, asking it to call

procedure 0 of the desired remote program.

The Sun RPC library provides an interface to all portmapper procedures. Some
of the RPC library procedures also call portmappers automatically on behalf of
client and server programs.

This chapter explains Sun’s network database mechanism, the Network Informa-
tion Service. NIS was previously known as "Yellow Pages", which is now a
trademark of British Telecom (refer to the trademark page at the front of this
manual). Although it is not intended exclusively for system administrators, it
leans towards their concemns. The Network Information Service permits pass-
word information and host addresses for an entire network to be held in a single
database, and, by so doing, greatly ease system and network administration.
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What Is The Network
Information Service?

Network Information Service
Maps

Network Information Service
Domains

The Network Information Service constitutes a distributed network lookup ser-
vice:

o NISis a lookup service: it maintains a set of databases for querying. Pro-
grams can ask for the value associated with a particular key, or all the keys,
in a database.

o NISis a network service: programs need not know the location of data, or
how it is stored. Instead, they use a network protocol to communicate with a
database server that knows those details.

o Network Information Service is distributed: databases are fully replicated on
several machines, known as NIS servers. Servers propagate updated data-
bases among themselves, ensuring consistency. At steady state, it doesn’t
matter which server answers a request; the answer is the same everywhere.

The Network Information Service serves information stored in NIS maps. Each
map contains a set of keys and associated values. For example, the host s map
contains (as keys) all host names on a network, and (as values) the corresponding
Internet addresses. Each NIS map has a mapname, used by programs to access
data in the map. Programs must know the format of the data in the map. Most
maps are derived from ASCII files formerly found in /et c/passwd,
/etc/group, /etc/hosts, /etc/networks, and other files in /etc.
The format of data in the NIS map is in most cases identical to the format of the
ASCII file. Maps are implemented by dbm (3X) files located in subdirectories
of /etc/yp on NIS server machines.

The relationship between a NIS map and the standard UNIX /etc file which it
relates to varies from map to map. Some files (e.g. /etc/hosts, are replaced
by their corresponding NIS maps, while some (e.g. /etc/passwd are merely
augmented.

Maps sometimes have nicknames. Although the ypcat command is a general
NIS database print program, it knows about the standard files in the NIS. Thus
ypcat hosts is translated into ypcat hosts.byaddr, since there is no
file called host s in the NIS. The command ypcat -x furnishes a list of
expanded nicknames.

A NIS domain is a named set of NIS maps. Taken together, these maps define a
distinct network namespace and locate a distinct area of administrative control.
NIS domains differ from both Internet domains and sendmail domains, which
define similar kinds of administrative loci in their respective (IP and electronic
mail) networks. A given host will typically fall within all three domains, but
these domains will not typically coincide. A NIS domain is implemented as a
directory in /et c/yp containing a set of maps.

You can determine your NIS domain by executing the domainname command.
A domain name is required for retrieving data from a NIS database. For instance,
if your NIS domain is sys1 and you want to find the Internet address of host
dbserver, you must ask NIS for the value associated with the key dbserver
in the map hosts.byname within the NIS domain sys1. Each machine on
the network belongs to a default domain, which is set at boot time. Diskfull
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Masters and Slaves

Naming

machines have their default domains set by a call to the domainname command
made from /etc/rc.local. Diskless clients have it set as the result of a con-
sultation with the bootparams (5) server.

A NIS server holds all the maps of a NIS domain in a subdirectory of /etc/yp,
named after the domain. In the example above, maps for the sys1 domain
would be held in /etc/yp/sysl. A given host can contain maps for more
than one NIS domain.

NIS servers containing copies of the same databases can be spread throughout a
network. When an arbitrary machine wants information in one of the NIS data-
bases, it makes an RPC call to one of the NIS servers to get it. For any NIS map,
one NIS server is designated as the master — the only one whose database may
be modified. The other NIS servers are slaves, and they are automatically
updated from time to time to keep their information in sync with that of the mas-
ter.

All changes to a NIS map must be made on the machine which is the master NIS
server for that map. The changes will then propagate to the slaves. A newly
built map is timestamped internally when it’s created by makedbm. If you build
a NIS map on a slave server, you will temporarily break the NIS update algo-
rithm, and will have to get all versions in synch manually. Moral: after you
decide which server is the master, do all database updates and builds there, not
on slaves.

A given server may even be master with regard to one map, and slave with regard
to another. This can get confusing quickly. Thus, its recommended that a single
server be master for all maps created by ypinit in a single domain. Here we
are assuming this simple case, in which one server is the master for all maps in a
database.

Imagine a company with two different networks, each of which has its own
separate list of hosts and passwords. Within each network, user names, numeri-
cal user IDs, and host names are unique. However, there is duplication between
the two networks. If these two networks are ever connected, chaos could result.
The host name, returned by the hostname command and the gethost-

name () system call, may no longer uniquely identify a machine. Thus a new
command and system call, domainname and getdomainname () have been
added. In the example above, each of the two networks could be given a dif-
ferent domain name. However, it is always simpler to use a single domain when-
ever possible.

The relevance of domains to NIS is that data is stored in
/etc/yp/domainname. In particular, a machine can contain data for several
different domains.
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Data Storage

Servers

Clients

Default NIS Files

The data in NIS maps is stored as dbom format databases. (See dbm (3X)). Thus
the database host s . byname for the domain sys1 is stored as
/etc/yp/sysl/hosts.byname.pag and
/etc/yp/sysl/hosts.byname.dir. The command makedbm takes an
ASCII file such as /etc/hosts and converts it into a dbm file suitable for use
by the NIS. However, system administrators normally use the makefile in
/etc/yp to create new dbm files (read on for details). This makefile in turn
calls makedbm.

To become a server, a machine must contain the NIS databases, and must also be
running the NIS daemon ypserv. The ypinit command invokes this daemon
automatically. It also takes a flag saying whether you are creating a master or a
slave. When updating the master copy of a database, you can force the change to
be propagated to all the slaves with the yppush command. This pushes the
information out to all the slaves. Conversely, from a slave, the ypxfr command
gets the latest information from the master. The makefile in /etc/yp first exe-
cutes makedbm to make a new database, and then calls yppush to propagate
the change throughout the network.

Remember that a client machine does not access local copies of /etc files, but
rather makes an RPC call to a NIS server each time it needs information from a
NIS database. NIS clients on NIS servers also don’t access local copies of /etc
files. The ypbind daemon remembers the name of a server. When a client
boots, ypbind broadcasts asking for the name of the NIS server. Similarly,
ypbind broadcasts asking for the name of a new NIS server if the old server
crashes. The ypwhich command gives the name of the server that ypbind
currently points at.

Since client machines don’t have entire copies of files in the NIS, the commands
ypcat and ypmatch have been provided. As you might guess, ypcat
passwd is equivalent to cat /etc/passwd. To look for someone’s pass-
word entry, searching through the password file no longer suffices; you have to
issue one of the following commands

example? ypcat passwd | grep username
example% ypmatch username passwd

where you replace username with the login name you'’re searching for.

By default, Sun workstations have a number of files from /et c in their NIS:
/etc/passwd, /etc/group, /etc/hosts, /etc/networks,
/etc/services, /etc/protocols,and /etc/ethers. In addition,
there is the netgroup (5) , file, which defines network wide groups, and used
for permission checking when doing remote mounts, remote logins, and remote
shells.

In SunOS 4.0, the library routines getpwent (), getgrent (), and gethos-
tent () were rewritten to take advantage of the NIS. Thus, C programs that
call these library routines may have to be relinked in order to function correctly.
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Hosts

Passwd

Others

Changing your passwd

1.7. The Network Lock
Manager

The hosts file is stored as two different NIS maps. The first, hosts.byname,
is indexed by hostname. The second, hosts .byaddr, is indexed by Internet
address. Remember that this actually expands into four files, with suffixes
.pag, and .dir. When a user program calls the library routine gethost~-
byname (), a single RPC call to a server retrieves the entry from the
hosts.byname file. Similarly, gethostbyaddr () retrieves the entry from
the hosts.byaddr file. If the NIS is not running (which is caused by com-
menting ypbind out of the /et c/rc file), then gethostbyname () will
read the /etc/hosts files, just as it always has.

Normally, the hosts file for the NIS will be the same as the /etc/hosts file on
the machine serving as a NIS master. In this case, the makefile in /etc/yp will
check to see if /et c/hosts is newer than the dbm file. Ifitis, it will use a
simple sed script to recreate host s .byname and hosts .byaddr, run them
through makedbm and then call yppush See ypmake for details.

The passwd file is similar to the hosts file. It exists as two separate files,
passwd.byname and passwd.byuid. The ypcat program prints it, and
ypmake updates it. However, if getpwent always went directly to the NIS as
does gethostent, then everyone would be forced to have an identical pass-
word file. Consequently, getpwent reads the local /etc/passwd file, just as
it always did. But now it interprets “+” entries in the password file to mean,
interpolate entries from the NIS database. If you wrote a simple program using
getpwent to print out all the entries from your password file, it would print out
a virtual password file: rather than printing out + signs, it would print out what-
ever entries the local password file included from the NIS database.

Of the other files in /et c, /etc/group is treated like /et c/passwd, in that
getgrent () will only consult the NIS if explicitly told to do so by the
/etc/group file. The files /etc/networks, /etc/services,
/etc/protocols, /fetc/ethers, and /etc/netgroup are treated like
/etc/hosts: for these files, the library routines go directly to the NIS, without
consulting the local files.

To change data in the NIS, the system administrator must log into the master
machine, and edit databases there; ypwhich -m tells where the master server
is. However, since changing a password is so commonly done, the yppasswd
command has been provided to change your NIS password. It has the same user
interface as the passwd command. This command will only work if the
yppasswdd server has been started up on the NIS master server machine.

SunOS includes an NFS-compatible Network Lock Manager (see the lockd(8C)
man page for more details) that supports the lockf () /fcntl (), System V
style of advisory file and record locking over the network. System V locks are
generally considered superior to 4.3BSD locks, implemented with the £1ock ()
system call, for they provide record level, and not merely file level, locking.
Record level locking is essential for database systems. Sun does support
flock () foruse on individual machines, but £lock () is not intended to be
used across the network. £lock () locks exclude only other processes on the

sun Revision A, of 27 March 1990

microsystems



Chapter 1 — Network Services 27

same machine. There is no interaction between flock () and lockf ().

Locking prevents multiple processes from modifying the same file at the same
time, and allows cooperating processes to synchronize access to shared files. The
user interfaces with Sun’s network locking service by way of the standard
lockf () system-call interface, and rarely requires any detailed knowledge of
how it works. The kernel maps user calls to flock () and fentl () into
RPC-based messages to the local lock manager (or, if the files in question are on
RFS-mounted filesystems, into calls to RFS). The fact that the file system may
be spread across multiple machines is really not a complication — until a crash
occurs.

All computers crash from time to time, and in an NFS environment, where multi-
ple machines can have access to the same file at the same time, the process of
recovering from a crash is necessarily more complex than in a non-network
environment. Furthermore, locking is inherently stateful. If a server crashes,
clients with locked files must be able to recover their locks. If a client crashes,
its servers must have the sense to hold the client’s locks while it recovers. And,
to preserve NFS’s overall transparency, the recovery of lost locks must not
require the intervention of the applications themselves. This is accomplished as
follows:

o Basic file access operations, such as read and write, use a stateless protocol
(the NFS protocol). All interactions between NFS servers and clients are
atomic — the server doesn’t remember anything about its clients from one
interaction to the next. In the case of a server crash, client applications will
simply sleep until it comes back up and their NFS operations can complete.

o Stateful services (those that require the server to maintain client information
from one transaction to the next) such as the locking service, are not part of
NFS per se. They are separate services that use the status monitor (see The
Network Status Monitor) to ensure that their implicit network state informa-
tion remains consistent with the real state of the network. There are two
specific state-related problems involved in providing locking in a network
context:

1) if the client has crashed, the lock can be held forever by the server

2) if the server has crashed, it loses its state (including all its lock infor-
mation) when it recovers.

The Network Lock Manager solves both of these problems by cooperating
with the Network Status Monitor to ensure that it’s notified of relevant
machine crashes. Its own protocol then allows it to recover the lock infor-
mation it needs when crashed machines recover.

The lock manager and the status monitor are both network-service daemons —
they run at user level, but they are essential to the kernel’s ability to provide fun-
damental network services, and they are therefore run on all network machines.
They are best seen as extensions to the kernel which, for reasons of space,
efficiency and organization, are implemented as daemons. Most application pro-
grams will request the network service through a system call to the kernel (like
lockf () ), though it is possible to interact with the service directly with RPC.
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Figure 1-4
Machine A

With lockf () the kernel uses RPC to call the daemon. The network daemons
communicate among themselves with RPC (see The Locking Protocol for some
details of the lock manager protocol). It should be noted that the daemon-based
approach to network services allows for tailoring by users who need customized

services.

The following figure depicts the overall architecture of the locking service.
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At each server site, a lock manager process accepts lock requests, made on behalf
of client processes by a remote lock manager, or on behalf of local processes by
the kernel. The client and server lock managers communicate with RPC calls.
Upon receiving a lock request for a machine that it doesn’t already hold a lock
on, the lock manager registers its interest in that machine with the local status
monitor, and waits for that monitor to notify it that the machine is up. The moni-
tor continues to watch the status of registered machines, and notifies the lock
manager is one of them is rebooted (after a crash). If the lock request is for a
local file, the lock manager tries to satisfy it, and communicates back to the
application along the appropriate RPC path.

The crash recovery procedure is very simple. If the failure of a client is detected,
the server releases the failed client’s locks, on the assumption that the client
application will request locks again as needed. If the recovery (and, by implica-
tion, the crash) of a server is detected, the client lock manager retransmits all
lock requests previously granted by the recovered server. This retransmitted
information is used by the server to reconstruct its locking state. See below for

more details.
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The Locking Protocol

D

The locking service recovers from failure in a stateless manner. Its state infor-
mation is carefully circumscribed within a pair of system daemons that are set up
for automatic, application-transparent crash recovery. If a server crashes, and
thus loses its state, it expects that its clients will be notified of the crash and send
it the information that it needs to reconstruct its state. The key in this approach is
the status monitor, which the lock manager uses to detect both client and server
failures.

The lock style implemented by the network lock manager is that specified in the
AT&T System V Interface Definition, (see the Lockf (2) and fcntl (2) man
pages for details). There is no interaction between the lock manager’s locks and
flock () -style locks, which remain supported, but which should be used for
non-network applications only.

Locks are presently advisory only, on the (well supported) assumption that
cooperating processes can do whatever they wish without mandatory locks. (See
the fcntl (2) man page for more information about advisory locks).

There are four basic Lock Manager requests that are made by the kernel in
response to various 1octl () /fcntl () calls:

KLM LOCK
Lock the specified record.

KLM UNLOCK
Unlock the specified record.

KLM TEST
Test if the specified record is locked.

KLM CANCEL
Cancel an outstanding lock request.

Despite the fact that the network lock manager adheres to the
lockf () /fcntl () semantics, there are a few subtle points about its behavior
that deserve mention. These arise directly from the nature of the network:

o The first and most important of these has to do with crashes. When an
NFS-client goes down, the lock managers on all of its servers are notified by
their status monitors, and they simply releases its locks, on the assumption
that it will request them again when it wants them. When a server crashes,
however, matters are different: the clients will wait for it to come back up,
and when it does, its lock manager will give the client lock managers a grace
period to submit lock reclaim requests, and during this period will accept
only reclaim requests. The client status monitors will notify their respective
lock managers when the server recovers. The default grace period is 45
seconds.

o Itis possible that, after a server crash, a client will not be able to recover a
lock that it had on a file on that server. This can happen for the simple rea-
son that another process may have beaten the recovering application process
to the lock. In this case the SIGLOST signal will be sent to the process (the
default action for this signal is to kill the application).
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1.8. The Network Status
Monitor

o The local lock manager does not reply to the kemel lock request until the
server lock manager has gotten back to it. Further, if the lock request is on a
server new to the local lock manager, the lock manager registers its interest
in that server with the local status monitor and waits for its reply. Thus, if
either the status monitor or the server’s lock manager are unavailable, the
reply to a lock request for remote data is delayed until it becomes available.

The Network Status Monitor (see the statd(8C) man page for more details) was
introduced with the lock manager, which relies heavily on it to maintain the
inherently stateful locking service within the stateless NFS environment. How-
ever, the status monitor is very general, and can also be used to support other
kinds of stateful network services and applications. Normally, crash recovery is
one of the most difficult aspects of network application development, and
requires a major design and installation effort. The status monitor makes it more
or less routine.

It is anticipated that, in the future, new network services, some of them stateful,
will be introduced into the Sun system. These services will use the status moni-
tor to keep up with the state of the network and to cope with machine crashes.

The status monitor works by providing a general framework for collecting net-
work status information. Implemented as a daemon that runs on all network
machines, it implements a simple protocol which allows applications to easily
monitor the status of other machines. Its use improves overall robustness, and
avoids situations in which applications running of different machines (or even on
the same machine) come to disagree about the status of a site — a potentially
dangerous situation that can lead to inconsistencies in many applications.

Applications using the status monitor do so by registering with it the machines
that they are interested in. The monitor then tracks the status of those machines,
and when one of them crashes? it notifies the interested applications to that
effect, and they then take whatever actions are necessary to reestablish a con-
sistent state.

There are several major advantages to this approach:

o  Only applications that use stateful services must pay the overhead — in time
and in code — of dealing with the status monitor.

o The implementation of stateful network applications is eased, since the
status monitor shields application developers from the complexity of the net-
work.

5 Actually, when one of them recovers from a crash.
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Introduction to Remote Procedure Calls

What are Remote Procedure Calls? Simply put, they are a high-level communi-
cations paradigm which allows network applications to be developed by way of
specialized kinds of procedure calls designed to hide the details of the underlying
networking mechanisms.

2.1. Overview

RPC implements a logical client to server communications system designed
specifically for the support of network applications. With RPC, the client makes
a procedure call which sends requests to the server as necessary. When these
requests arrive, the server calls a dispatch routine, performs whatever service is
requested, sends back the reply, and the procedure call returns to the client.

The net effect of programming with RPC is that programs are designed to run
within a client/server network model. Such programs use RPC mechanisms to
avoid the details of interfacing to the network, and provide network services to
their callers without even requiring that they be aware of the existence and func-
tion of the underlying network.

How it is useful

This mechanism solves the tedious issues of programming by making the calls
transparent. For example, a program can simply make a call to rnusers (), a
C routine which returns the number of users on a remote machine. The caller is
not explicitly aware of using RPC — they simply call a procedure, much like
making a system call tomalloc ().

Even though this discussion only mentions the interface to C, Remote Procedure
Calls can be made from any language. Additionally even though this discussion
refers to RPC only as it is used to communicate between processes on different
machines, it also works for communication between different processes on the
same machine.

Terminology This chapter discusses servers, services, programs, procedures, clients, and ver-
sions. A server provides network services and a network service is a collection
of one or more remote programs. A remote program implements one or more
remote procedures; the procedures, their parameters, and results are documented
in the specific program’s protocol specification. Network clients initiate remote
procedure calls to services. A server may support more than one version of a
remote program in order to be forward compatible with changing protocols.

For example, a network file service may be composed of two programs. One
program may deal with high-level applications such as file system access control
and locking. The other may deal with low-level file IO and have procedures like
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The RPC Model

>

"read" and "write". A client machine of the network file service would call the
procedures associated with the two programs of the service on behalf of some
user on the client machine.

The remote procedure call model is similar to the local procedure call model. In
the local case, the caller places arguments to a procedure in some well-specified
location (such as a result register). It then transfers control to the procedure, and
eventually gains back control. At that point, the results of the procedure are
extracted from the well-specified location, and the caller continues execution.

The remote procedure call is similar, in that one thread of control logically winds
through two processes—one is the caller’s process, the other is a server’s pro-
cess. That is, the caller process sends a call message to the server process and
waits (blocks) for a reply message. The call message contains the procedure’s
parameters, among other things. The reply message contains the procedure’s
results, among other things. Once the reply message is received, the results of
the procedure are extracted, and caller’s execution is resumed.

On the server side, a process is dormant awaiting the arrival of a call message.
When one arrives, the server process extracts the procedure’s parameters, com-
putes the results, sends a reply message, and then awaits the next call message.
Please refer to Figure 2-1.

Note that in this model, only one of the two processes is active at any given time.
The RPC protocol makes no restrictions on the concurrency model implemented,
and others are possible. For example, an implementation may choose to have
RPC calls be asynchronous, so that the client may do useful work while waiting
for the reply from the server. Another possibility is to have the server create a
task to process an incoming request, so that the server can be free to receive other
requests. For a more detailed discussion on the RPC protocol, see Chapter 7 —
Remote Procedure Calls: Protocol Specification.
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Figure 2-1  Network Communication with the Remote Procedure Call
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2.2. Versions and Numbers

@

In the above diagram, the details of the network transport are hidden within the
Remote Procedure Call. Note, however, that the RPC would not be very useful if
those details were entirely unavailable to user and programmers who required
access to them,

Each RPC procedure is uniquely defined by a program number and procedure
number. The program number specifies a group of related remote procedures,
each of which has a different procedure number. Each program also has a ver-
sion number, so when a minor change is made to a remote service (adding a new
procedure, for example), a new program number doesn’t have to be assigned.
For example, when you want to call a procedure to find the number of remote
users, you look up the appropriate program, version and procedure numbers in a
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2.3. Portmap

2.4. Transports and
Semantics

Transport Selection

manual, just as you look up the name of a memory allocator when you want to
allocate memory.

The portmap is the only network service that must have such a well-known
(dedicated) port. Other network services can be assigned port numbers statically
or dynamically so long as they register their ports with their host’s portmap.
The portmap is started automatically whenever a machine is booted. As part of
its initialization, a server program calls its host’s portmap to create a portmap
entry for its program and version number. To find a remote program’s port, a
client sends an RPC call message to a server’s portmap; if the remote program
is registered with the portmap, it returns the relevant port number in an RPC
reply message. The client program can then send RPC call messages to the
remote program’s port.

The RPC protocol is independent of transport protocols. That is, RPC does not
care how a message is passed from one process to another. The protocol deals
only with specification and interpretation of messages.

It is important to point out that RPC does not try to implement any kind of relia-
bility and that the application must be aware of the type of transport protocol
undemeath RPC. If it knows it is running on top of a reliable transport such as
TCP/IP[6], then most of the work is already done for it. On the other hand, if it
is running on top of an unreliable transport such as UDP/IP[7], it must implement
is own retransmission and time-out policy as the RPC layer does not provide this
service.

Because of transport independence, the RPC protocol does not attach specific
semantics to the remote procedures or their execution. Semantics can be inferred
from (but should be explicitly specified by) the underlying transport protocol.
For example, consider RPC running on top of an unreliable transport such as
UDP/IP. If an application retransmits RPC messages after short time-outs, the
only thing it can infer if it receives no reply is that the procedure was executed
zero or more times. If it does receive a reply, then it can infer that the procedure
was executed at least once.

On the other hand, if using a reliable transport such as TCP/IP, the application
can infer from a reply message that the procedure was executed exactly once, but
if it receives no reply message, it cannot assume the remote procedure was not
executed. Note that even if a connection-oriented protocol like TCP is used, an
application still needs time-outs and reconnection to handle server crashes.

Sun RPC is currently supported on both UDP/IP and TCP/IP transports. The
selection of the transport depends upon the requirements of the application. UDP
(connection less) may be the transport of choice if the application has all of the
following characteristics:

1. The procedures are idempotent. i.e. the same procedure can be executed
more than once without any harmful side-effects. For example, reading a
block of data is idempotent, while creating a file is a non-idempotent opera-
tion.
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2.5. External Data
Representation

2.6. rpcinfo

2.7. Assigning Program
Numbers

2. The size of both the arguments and results is smaller than the UDP packet
size (8 Kbytes for Sun UDP implementation).

3. The server is required to handle many (hundreds) of clients. Since the UDP
server does not keeps any state about the client, it can potentially handle
many clients. On the other hand, TCP server keeps state for each open client
connection and hence the number of clients is limited by the machine
resources.

TCP (connection oriented) may be the transport of choice if the application has
any of the following requirements and characteristics:

1. The application needs to maintain a high degree of reliability.

2. The procedures are non-idempotent and at-most-once semantics are
required.

3. The size of either the arguments or the results exceeds 8 Kbytes.

RPC presumes the existence of the eXternal Data Representation (XDR), a stan-
dard for the machine-independent description and encoding of data. XDR is use-
ful for transferring data between different computer architectures, and has been
used to communicate data between such divers machines as the Sun Workstation,
VAX, IBM-PC, and Cray.

RPC can handle arbitrary data structures, regardless of different machines’ byte
orders or structure layout conventions, by always converting them to a network
standard called External Data Representation (XDR) before sending them over
the wire. The process of converting from a particular machine representation to
XDR format is called serializing, and the reverse process is called deserializing.
For a detailed discussion of XDR, see Chapter 6 — External Data Representa-
tion Standard: Protocol Specification.

rpcinfo is a command that reports current RPC registration information
known t0 portmap (and can be used by administrators to delete registrations).
rpcinfo can be used to find all the RPC services registered on a specified host
and to report their port numbers and the transports for which they are registered.
It can also be used to call (ping) a specific version of a specific program on a
specific host using TCP or UDP transport, and to report whether the response was
received. For details, see the rpcinfo (8C) manual pages.

Program numbers are assigned in groups of 0x20000000 according to the fol-
lowing chart:

e 3
0x0 Ox1££ffff£ff Defined by Sun

0x20000000 0x3f£f£f£ffff Defined by user

0x40000000 OxSEfff£ff£f Transient

0x60000000 Ox7£f£ffffff Reserved

0x80000000 O0x9fffffff Reserved

0xa0000000 Oxbfffffff Reserved

0xc0000000 Oxdffff£fff Reserved

0xe0000000 OXffEffffff Reserved J

4
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Sun Microsystems administers the first group of numbers, which should be ident-
ical for all Sun customers. If a customer develops an application that might be of
general interest, that application should be given an assigned number in the first
range. The second group of numbers is reserved for specific customer applica-
tions. This range is intended primarily for debugging new programs. The third
group is reserved for applications that generate program numbers dynamically.
The final groups are reserved for future use, and should not be used.
To register a protocol specification, send a request by network mail to
rpc@sun. com, or write to:
RPC Administrator
Sun Microsystems
2550 Garcia Ave.
Mountain View, CA 94043
Please include a compilable rpcgen “ . x” file describing your protocol. You
will be given a unique program number in return.
Some of the RPC program numbers can be found in /etc/rpc. Protocol
specifications of standard Sun RPC services can be found in the include files in
/usr/include/rpcsve. These services, however, constitute only a small
subset of those which have been registered. A list of some of the registered pro-
grams is:
Table 2-1  Registered RPC Program Numbers
RPC Number  Program Description
100000 PMAPPROG portmap
100001 RSTATPROG remote stats
100002 RUSERSPROG remote users
100003 NFSPROG nfs
100004 YPPROG NIS
100005 MOUNTPROG mount daemon
100006 DBXPROG remote dbx
100007 YPBINDPROG NIS binder
100008 WALLPROG shutdown msg
100009 YPPASSWDPROG yppasswd server
100010 ETHERSTATPROG ether stats
100011 RQUOTAPROG disk quotas
100012 SPRAYPROG spray packets
100013 IBM3270PROG 3270 mapper
100014 IBMRJEPROG RJE mapper
100015 SELNSVCPROG selection service
100016 RDATABASEPROG remote database access
100017 REXECPROG remote execution
100018 ALICEPROG Alice Office Automation
100019 SCHEDPROG scheduling service
100020 LOCKPROG local lock manager
100021 NETLOCKPROG network lock manager
100022 X25PROG x.25 inr protocol
S
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Table 2-1

Registered RPC Program Numbers— Continued

RPC Number Program Description

100023 STATMON1PROG status monitor 1
100024 STATMON2PROG status monitor 2
100025 SELNLIBPROG selection library
100026 BOOTPARAMPROG boot parameters service
100027 MAZEPROG mazewars game
100028 YPUPDATEPROG NIS update

100029 KEYSERVEPROG key server

100030 SECURECMDPROG secure login

100031 NETFWDIPROG nfs net forwarder init
100032 NETFWDTPROG nfs net forwarder trans
100033 SUNLINKMAP PROG sunlink MAP

100034 NETMONPROG network monitor
100035 DBASEPROG lightweight database
100036 PWDAUTHPROG password authorization
100037 TFSPROG translucent file svc
100038 NSEPROG nse server

100039 NSE_ACTIVATE_ PROG nse activate daemon
100043 SHOWHFD showfh

150001 PCNFSDPROG pc passwd authorization
200000 PYRAMIDLOCKINGPROG  Pyramid-locking
200001 PYRAMIDSYS5 Pyramid-sys5

200002 CADDS_IMAGE CV cadds_image
300001 ADT RFLOCKPROG ADT file locking
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3.1. The rpcgen Protocol
Compiler

P

QS

rpcgen Programming Guide

The details of programming applications to use Remote Procedure Calls can be
tedious. One of the more difficult areas is writing XDR routines to convert pro-
cedure arguments and results into their network format and vice-versa.

Fortunately, rpcgen (1) exists to help programmers write RPC applications
simply and directly. rpcgen does most of the dirty work, allowing program-
mers to debug the main features of their application, instead of requiring them to
spend most of their time on their network interface code.

rpcgen is a compiler. It accepts a remote program interface definition written
in a language, called RPC Language, which is similar to C. It produces a C
language output for RPC programs. This output includes skeleton versions of the
client routines, a server skeleton, XDR filter routines for both parameters and
results, a header file that contains common definitions and, optionally, dispatch
tables which the server can use to check authorizations and then invoke service
routines. The client skeletons’ interface with the RPC library and effectively
hide the network from their callers. The server skeleton similarly hides the net-
work from the server procedures that are to be invoked by remote clients.
rpcgen’s output files can be compiled and linked in the usual way. The server
code generated by rpcgen has support for inetd i.e. the server can be started
via inetd or at the command line.

The developer writes server procedures—in any language that observes system
calling conventions—and links them with the server skeleton produced by
rpcgen to get an executable server program. To use a remote program, a pro-
grammer writes an ordinary main program that makes local procedure calls to the
client skeletons. Linking this program with rpcgen’s skeletons creates an exe-
cutable program. rpcgen options can be used to suppress skeleton generation
and to specify the transport to be used by the server skeleton.

Like all compilers, rpcgen reduces development time that would otherwise be
spent coding and debugging low-level routines. All compilers, including
rpcgen, do this at a small cost in efficiency and flexibility. However, many
compilers allow escape hatches for programmers to mix low-level code with
high-level code. rpcgen is no exception. In speed-critical applications, hand-
written routines can be linked with the rpcgen output without any difficulty.
Also, one may proceed by using rpcgen output as a starting point, and then
rewriting it as necessary. (For a discussion of RPC programming without
rpcgen, see the next chapter, the Remote Procedure Call Programming Guide).
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Converting Local Procedures Assume an application that runs on a single machine, one which we want to con-
into Remote Procedures vert to run over the network. Here we will demonstrate such a conversion by
way of a simple example—a program that prints a message to the console:

5
/*
* printmsg.c: print a message on the console
*f

#include <stdio.h>

main(argc, argv)
int argc;
char *argv([];

char *message;

if (argc != 2) {
fprintf (stderr, "usage: %s <message>\n", argv[0]);
exit (1);

}

message = argv[l];

if (!'printmessage (message)) {
fprintf (stderr, "$s: couldn’tprint yourmessage\n",
argv[0]);
exit (1);
}
printf ("Message Delivered!\n");
exit (0);

/*
* Print a message to the console.
* Return a boolean indicating whether the message was actually printed.
*/
printmessage (msg)
char *msg;
{
FILE *f;

f = fopen("/dev/console", "w");
if (£ == NULL) {
return (0);
}
fprintf (£, "%s\n", msqg);
fclose (f);
return (1);

And then, of course:

Y
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example% cc printmsg.c -o printmsg
example% printmsg "Hello, there."
Message delivered!

example%

If printmessage () was turned into a remote procedure, then it could be
called from anywhere in the network. Ideally, one would just like to stick a key-
word like remote in front of a procedure to turn it into a remote procedure.
Unfortunately, we have to live within the constraints of the C language, since it
existed long before RPC did. But even without language support, it’s not very
difficult to make a procedure remote.

In general, it’s necessary to figure out what the types are for all procedure inputs
and outputs. In this case, we have a procedure printmessage () which takes
a string as input, and returns an integer as output. Knowing this, we can write a
protocol specification in RPC language that describes the remote version of
printmessage (). Hereitis:
e A

/*

* msg.x: Remote message printing protocol

*

program MESSAGEPROG {
version MESSAGEVERS {
int PRINTMESSAGE (string) = 1;
} = 1;
} = 0x20000099;

Remote procedures are part of remote programs, so we actually declared an
entire remote program here which contains the single procedure PRINTMES -
SAGE. By convention, all RPC services provide for procedure 0. It is normally
used for pinging purposes. The above procedure was declared to be in version 1
of the remote program. No null procedure (procedure 0) is necessary in the pro-
tocol definition because rpcgen generates it automatically and the user is not
concerned with it.

Notice that everything is declared with all capital letters. This is not required,
but is a good convention to follow.

Notice also that the argument type is “string” and not “char *”. This is because a
“char *” in C is ambiguous. Programmers usually intend it to mean a null-
terminated string of characters, but it could also represent a pointer to a single
character or a pointer to an array of characters. In RPC language, a null-
terminated string is unambiguously called a “string”.

There are just two more things to write. First, there is the remote procedure
itself. Here’s the definition of a remote procedure to implement the PRINTMES -
SAGE procedure we declared above.
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[ )

* msg_proc.c: implementation of the remote procedure "printmessage”
*/

#include <stdio.h>

#include <rpc/rpc.h> /* always needed */

#include "msg.h" /* msg.h will be generated by rpcgen */
/*

* Remote verson of "printmessage”

*/

int *

printmessage 1 (msg)
char **msg;

{
static int result; /* must be static! */
FILE *f;

f = fopen("/dev/console"™, "“w");
if (f == NULL) {
result = 0;
return (&result);
}
fprintf (£, "%s\n", *msgqg);
fclose (f);
result = 1;
return (&result);
}
_ J

Notice here that the declaration of the remote procedure printmes sage_1()
differs from that of the local procedure printmessage () in three ways:

1. Ittakes a pointer to a string instead of a string itself. This is true of all
remote procedures: they always take pointers to their arguments rather than
the arguments themselves. If there are no arguments, specify void.

2. Itreturns a pointer to an integer instead of an integer itself. This is also
characteristic of remote procedures — they return pointers to their results.
Therefore it is important to have the result declared as a static. If there
are no arguments, specify void.

3. TIthasan“_1" appended to its name. In general, all remote procedures called
by rpcgen are named by the following rule: the name in the procedure
definition (here PRINTMESSAGE) is converted to all lower-case letters, an
underbar (“_") is appended to it, and finally the version number (here 1) is
appended.

The last thing to do is declare the main client program that will call the remote
procedure. Here it is:

/*
* rprintmsg.c: remote version of "printmsg.c”
*/
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(#include <stdio.h>
#include <rpc/rpc.h> /* always needed */
#include "msg.h" /* msg.h will be generated by rpcgen */

main(argc, argv)
int argc;
char *argvl[];

CLIENT *cl;
int *result;
char *server;
char *message;

if (argc !'= 3) {
fprintf (stderr,
"usage: %s host message\n", argv([0]);
exit (1)

}

server = argv[l];

message = argv[2];

/*

* Create client "handle" used for calling MESSAGEPROG on the

* server designated on the command line. We tell the RCP package
* to use the "tcp” protocol when contacting the server.

*/
cl = clnt_create(server, MESSAGEPROG, MESSAGEVERS,
" Cp w ) ;
if (cl == NULL) {
/*
* Couldn’t establish connection with server.
* Print error message and die.
*/
clnt_pcreateerror (server);
exit (1),
}
/*
* Call the remote procedure "printmessage" on the server
*/

result = printmessage 1 (&message, cl);
if (result == NULL) {

/*

* An error occurred while calling the server.

* Print error message and die.

i)
clnt_perror(cl, server);
exit (1);
}
/*
* Okay, we successfully called the remote procedure.
*
if (*result == 0) {
/*
\__ J
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* Server was unable to print our message.
* Print error message and die.
*/
fprintf (stderr, "%s: %s couldn’t print your message\n",
argv[0], server);
exit (1) ;
}
/*
* The message got printed on the server’s console
*/
printf ("Message delivered to %s!\n", server);
exit (0);
}
\ J

There are a few points worth noting here:

1. First a client “handle” is created using the RPC library routine
clnt_create (). This client handle will be passed to the skeleton rou-
tines which call the remote procedure.

2. The last parameter to clnt_create is “tcp”, the transport on which you
want your application to run on. It could also have been “udp”, as an alter-
nate transport. For more information on transport selection see the section
Transport Selection in Chapter 2 — Introduction to Remote Procedure
Calls.

3. The remote procedure printmessage 1 () is called exactly the same
way as it is declared in msg_proc. c except for the inserted client handle
as the second argument.

4. The remote procedure call can fail in two ways. The RPC mechanism itself
can fail or, alternatively, there can be an error in the execution of the actual
remote procedure. In the former case, the remote procedure (in this case
print_message_1 ())returns with a NULL. In the later case, however,
the details of error reporting are application dependent. Here, the error is
being reported via *result.

Here’s how to put all of the pieces together:

example% rpcgen msg.x
example®% c¢c rprintmsg.c msg_clnt.c -o rprintmsg
example% cc msSg_proc.c msg_svc.C -O msg_server

Two programs were compiled here: the client program rprintmsg and the
server program msg_server. Before doing this though, rpcgen was used to
fill in the missing pieces.

Here is what rpcgen (called without any flags) did with the input file msg. x:

1. It created a header file called msg. h that contained #define’s for MES-
SAGEPROG, MESSAGEVERS and PRINTMESSAGE for use in the other
modules. This file should be included by both the client and the server
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Note that servers generated by
rpcgen can be invoked with port-
monitors like inetd as well as from
the command line, if they are
invoked with the -1 option.

An Advanced Example

modules.

2. Itcreated the client “skeleton” routines in the msg_clnt.c file. Inthis
case there is only one, the printmessage 1 () that was referred from the
printmsg client program. If the name of the input file is FOO. x, the
client skeletons output file is called FOO_clnt.c.

3. Itcreated the server program in msg_svc. ¢ which calls printmes-
sage_1() frommsg_proc.c. The rule for naming the server output file
is similar to the previous one: for an input file called FOO . x, the output
server file is named FOO_svc. c.

(Note that, given the - T argument, rpcgen creates an additional output file
which contains index information used for the dispatching of service routines).

Now we’re ready to have some fun. First, copy the server to a remote machine
and run it. For this example, the machine is called “moon”.

[moon% msg_server & ]

Then on our local machine (“sun’) we can print a message on “moon’’s console.

Eun% rprintmsg moon "Hello, moon." ]

The message will get printed on “moon’s console. You can print a message on
anybody’s console (including your own) with this program if you can copy the
server to their machine and run it.

The previous example only demonstrated the automatic generation of client and
server RPC code. rpcgen may also be used to generate XDR routines, that is,
the routines necessary to convert local data structures into network format and
vice-versa. This next example is more advanced in that it presents a complete
RPC service—a remote directory listing service, which uses rpcgen not only to
generate skeleton routines, but also to generate the XDR routines. Here is the
protocol description file.

' N\
/*

* dir.x: Remote directory listing protocol

*/

const MAXNAMELEN = 255; /* maximum length of a directory entry */
typedef string nametype<MAXNAMELEN>; /* adirectory entry */
typedef struct namenode *namelist; /* alinkin the listing */

/*
* A node in the directory listing

*/
struct namenode ({
nametype name; /* name of directory entry */
namelist next; /* nextentry */
}i
_ J
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f/* )

* The result of a READDIR operation.
*/
union readdir res switch (int errno) ({
case 0:

namelist list; /* no error: returndirectory listing */
default:

void; /* error occurred: nothing else to return * /
}i
/*
* The directory program definition
*/
program DIRPROG ({

version DIRVERS {

readdir_res
READDIR (nametype) = 1;

} = 1;

} = 0x20000076;
\ J
NOTE  Types (like readdir_res in the example above) can be defined using the

4

“struct”, “union” and “enum’” keywords, but those keywords should not be used
in subsequent declarations of variables of those types. For example, if you define
a union “foo”, you should declare using only “foo” and not “union foo”. In
fact, rpcgen compiles RPC unions into C structures and it is an error to
declare them using the “union” keyword.

Running rpcgen on dir . x creates four output files. First are the basic three
itemized above: those containing the header file, client skeleton routines and
server skeleton. The fourth contains the XDR routines necessary for converting
the data types we declared into XDR format and vice-versa. These are output in
the file dir_xdr.c. For each data type used in the . x file, rpcgen assumes
that the RPC/XDR library has a routine defined with the name of that data type
prepended by xdr__ (e.g. xdr_int). If the data type was defined in the . x file,
then rpcgen will generate the required xdr routine. If there are no such data
types, then the file (e.g. dir_xdr.c) will not be generated. If the data types
were used but not defined, then the user has to provide that xdr routine. This is a
way for users to provide their own customized xdr routines.

Here is the implementation of the READD IR procedure.

' N\
/*
* dir_proc.c: remote readdir implementation
.

#include <rpc/rpc.h> /* Always needed */
#include <sys/dir.h>
#include "dir.h" /* Created by rpcgen */

extern int errno;
extern char *malloc():
extern char *strdup():;

\_ J
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(readdir_res X h

readdir_1 (dirname)
nametype *dirname;
{
DIR *dirp;
struct direct *d;
namelist nl;
namelist *nlp;
static readdir_res res; /* mustbe static! */

/*

* Open directory

*/

dirp = opendir (*dirname);

if (dirp == NULL) {
res.errno = €rrno;
return (&res);

}

/*

* Free previous result

*/

xdr_free (xdr_readdir_res, &res);

[
* Collect directory entries.
* Memory allocated here will be freed by xdr_free
* next time readdir_1 is called
*/
nlp = &res.readdir res_u.list;
while (d = readdir(dirp)) ({
nl = *nlp = (namenode *) malloc(sizeof (namenode)) ;
nl->name = strdup(d->d_name);
nlp = &nl->next;
1
*nlp = NULL;

/*
* Return the result
*/
res.errno = 0;
closedir(dirp);
return (&res);
}
\__ Y,

Finally, there is the client side program to call the server:

( )
/*
* rls.c: Remote directory listing client
*/
#include <stdio.h>
#include <rpc/rpc.h> /* always need this */
#include "dir.h" /* will be generated by rpcgen * /
. J
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's §
extern int errno;

main(argc, argv)
int argc;
char *argv([]:;

CLIENT *cl;

char *server;

char *dir;
readdir_res *result;
namelist nl;

if (argc '= 3) {
fprintf (stderr, "usage: %s host directory\n",
argv([0]);
exit(1l);
}

server = argv[l];

dir = argv[2];

/*

* Create client "handle” used for calling DIRPROG on the

* server designated on the command line. Use the tcp protocol when
* contacting the server.

*/
cl = clnt_create(server, DIRPROG, DIRVERS, "tcp");
if (cl == NULL) {
/*
* Couldn’t establish connection with server.
* Print error message and die.
*/
clnt_pcreateerror(server);
exit (1) ;
}
/*
* Call the remote procedure readdir on the server
*/
result = readdir 1(&dir, cl);
if (result == NULL) {
/*
* An RPC error occurred while calling the server.
* Print error message and die.
®/
clnt_perror(cl, server);
exit(1);
}
/*
* Okay, we successfully called the remote procedure.
*/
if (result->errno != 0) {
/*

* A remote system error occurred.
* Print error message and die.

\ J
S
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( */ )
errno = result->errno;
perror(dir) ;
exit (1) ;

}

/¥
* Successfully got a directory listing.
* Print it out.
] v
for (nl = result->readdir_res u.list; nl != NULL;

nl = nl->next) {
printf ("$s\n", nl->name);
}
exit (0);
}
\ J

Compile everything, and run.
. )
sun% rpcgen dir.x

sun% cc -c¢ dir xdr.c

sun$ cc rls.c dir clnt.c dir xdr.o -o rls

sun¥ cc dir_sve.c dir proc.c dir xdr.o -o dir svc

sun% dir svc &

moon%$ rls sun /usr/pub

ascii
eqnchar
greek
kbd
marg8
tabeclrx
tabs
tabs4
moon$
_ J

rpcgen generated client code does not release the memory allocated for the
results of the RPC call. Users can call xdr_free to free up the memory once
they are done with it. It is quite similar to calling free () except that here one
also has to pass the xdr routine for the result. In this example, after printing the
list, the user could have called

xdr_free(xdr_readdir_res, result);

S
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Debugging Applications

The C-Preprocessor

NOTE

>

It is often difficult to debug distributed applications like these because the client
and the server are two different processes. To simplify the testing and debugging
process, the client program and the server procedure can be tested together as a
single program by simply linking them with each other rather than with the client
and server skeletons. This could be done in the previous example by doing:

cc rls.c dir _clnt.c dir proc.c dir xdr.c -o rls

The procedure calls will be executed as ordinary local procedure calls and the
program can be debugged with a local debugger such as dbxtool. When the
program is working, the client program can be linked to the client skeleton pro-
duced by rpcgen and the server procedures can be linked to the server skeleton
produced by rpcgen.

If you do this, you will have to comment out calls to client create RPC library
routines (e.g. clnt_create()).

There are two kinds of errors which can happen in an RPC call. The first kind of
error is caused if there is some problem with the actual mechanism of the remote
procedure calls. This could happen in such cases as the procedure is not avail-
able, the remote server is not responding, the remote server is unable to decode
the arguments, and so on. In the previous example, an RPC error has occurred if
result is NULL. The reason for the failure can be printed by using
clnt_perror (), oranerror string can be returned through

clnt_sperror ().

The second type of error is due to the server itself. In the previous example, an
error was reported if opendir () fails. Now you can see why readdir res
is of type union. The handling of these types of errors are the responsibility of
the programmer.

The C-preprocessor, cpp, is run on all input files before they are compiled, so all
the preprocessor directives are legal within a “.x” file. Five macro identifiers may
have been defined, depending upon which output file is getting generated. They
are:

Identifier Usage

RPC_HDR For header-file output
RPC_XDR For XDR routine output
RPC_SVC For server-skeleton output
RPC_CLNT  For client skeleton output

RPC_TBL For index table output

Also, rpcgen does some additional preprocessing of the input file. Any line
that begins with a percent sign is passed directly into the output file, without any
interpretation of the line. Here is a simple example that demonstrates this pro-
cessing feature.
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rpcgen Programming Notes

Network Types

User-Provided Define
Statements

f/ .
* time.x: Remote time protocol
*/
program TIMEPROG {
version TIMEVERS {
unsigned int TIMEGET (void) = 1;

} = 44;

#ifdef RPC_SVC
%int *
Stimeget_1 ()

% {

o

static int thetime;

oP

o

thetime = time (0);
return (&thetime);

oP

%}
#endif

. J

When using the *%’ feature, there is no guarantee that rpcgen will place the
output where you intended. If you have problems of this type, we recommend
you to not use this feature.

By default rpcgen generates server code for both UDP & TCP transports. The
-s flag creates a server which responds to requests on the specified transport.
The following example creates a udp server:

example# rpcgen -s udp n proto.x

rpcgen also provides a means of defining symbols and assigning values to
them. These defined symbols are passed on to the C preprocessor when it is
invoked. This facility is useful when the user wants to, for example, invoke
debugging code which is enabled only when the DEBUG symbol is defined. For
example:

Example% rpcgen -DDEBUG proto.x ]

X sun Revision A, of 27 March 1990
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Inetd Support

Dispatch Tables

rpcgen can also be used to create RPC servers which can be invoked by
inetd when a request for that service comes in.

Example% rpcgen -I proto.x ]

The server code in proto_svc. ¢ has the required support for inetd. For
more information on how to setup the entry for RPC services in
/etc/inetd.conf, please see the Using Inetd section of Remote Procedure
Call Programming Guide.

In many applications, it is useful for services to wait after satisfying a servicing
request, on the chance that another will follow. However, if there is no call
within the specified time, the server will exit and the portmonitor will continue to
monitor requests for its services. By default, services wait of 120 seconds after
servicing a request before exiting. The user can, however, change that interval
with the -K flag.

Example% rpcgen -I -K 20 proto.x ]

Here the server will wait only for 20 seconds before exiting. If you want the
server to exit immediately, —K 0 can be used, while if the server is intended to
stay around forever (a normal server) the appropriate argument is -K -1.

There are a number of cases when dispatch tables are useful. For example, the
server dispatch routine may need to check authorization and then invoke the ser-
vice routine; or a client library may want to deal with the details of storage
management and XDR data conversion.

Example% rpcgen -T proto.x ]

Here rpcgen generates RPC dispatch tables for each program defined in the
protocol description file, proto. x, in the file proto_tbl.i. (The suffix .i
stands for “index”). See below for how to use this file when compiling programs.
Each entry in the table is a struct rpcgen_table, defined in the header file
proto.h as follows:

e A
struct rpcgen_table {

char * (*proc) () ;

xdrproc_t xdr_arg;

unsigned len_arg;

xdrproc_t xdr_ res;

unsigned len res;
}i
k J
where

proc is a pointer to the service routine,
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Client Programming Notes

Timeout Changes

xdr_arg is a pointer to the input (argument) xdr_routine,
len_arg is the length in bytes of the input argument,
xdr_res is a pointer to the output (result) xdr_routine, and
len_res is the length in bytes of the output result.

The table, named dirprog 1 table, is indexed by procedure number. The
variable dirprog_1 nproc contains the number of entries in the table.

An example of how to locate an procedure in the dispatch tables is demonstrated
by the routine £ind_proc:

4 N\
struct rpcgen_table *

find proc (proc)

long proc;

{
if (proc >= dirprog 1 nproc)
/* error */
else
return (&dirprog 1 table[proc]);
}
. J

Each entry in the dispatch table contains a pointer to the corresponding service
routine. However, the service routine is not defined in the client code. To avoid
generating unresolved external references, and to require only one source file for
the dispatch table, the actual service routine initializer is

RPCGEN_ACTION (proc_ver).

This way, the same dispatch table can be included in both the client and the
server. Use the following define when compiling the client:

.
#define RPCGEN ACTION (routine) 0
N

and use this define when compiling the server:

-
#define RPCGEN_ACTION(routine) routine ]
\

RPC sets a default timeout of 25 seconds for RPC calls when c1nt_create ()
is used. This means RPC will wait for 25 seconds to get the results from the
server. If it does not hear within that time period, then perhaps the server isn’t
running or the remote machine crashed or the network is unreachable. There are
many possibilities of why no answer is heard. In such cases the function will
return NULL and the error can be printed using c1lnt_perrno ().

There are cases when the user wants to change the timeout value to accommodate
the application needs or the fact that the server is slow and quite far away. The
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Client Authentication

Server Programming Notes

Handling Broadcast on the
Server Side

timeout can be changed using clnt_control (). Hereis a small code frag-
ment to demonstrate use of clnt_control():

4 N\
struct timeval tv;

CLIENT *cl;

cl = clnt_create("somehost", SOMEPROG, SOMEVERS, “tcp"):;
if (cl == NULL) {
exit (1);
}
tv.tv_sec = 60; /* change timeout to I minute */
tv.tv_usec = 0; /* thisshould always be set */
clnt_control (cl, CLSET_TIMEOUT, &tv);
_ J

The client create routines do not, by default, have any facilities for client authen-
tication, but the client may sometimes want to authenticate itself to the server.
For more information on how to perform authentication, see the Authentication
section of Remote Procedure Call Programming Guide. Doing so is trivial, and
looks like this:

e )
CLIENT *cl;

cl = client_create("somehost"™, SOMEPROG, SOMEVERS, "udp");
if (cl != NULL) {

/* To set UNIX style authentication */

cl->cl_auth = authunix create default();

Clients may sometimes broadcast to find out whether a particular server exists on
the network or just to find out about all the servers for a particular program and
version number. These calls are made via clnt_broadcast (). Note that
there is no rpcgen support for that. Please see Broadcast RPC Synopsis in
Remote Procedure Call Programming Guide.

When a procedure is known to be called via broadcast RPC, it is usually wise for
the server to not reply unless it can provide some useful information to the client.
This prevents the network from getting flooded by useless replies.

To prevent the server from replying, a remote procedure can return NULL as its
result, and the server code generated by rpcgen will detect this and not send out
a reply.

Here is an example of a procedure that replies only if it thinks it is an NFS
server:

$
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Other Information Passed to
Server Procedures

( N\
void *
reply if nfsserver()
{
char notnull; /* just here so we can use its address * /

if (access("/etc/exports", F _OK) < 0) {
return (NULL); /* prevent RPC from replying */

}

/*

* return non-null pointer so RPC will send out a reply

%

return ((void *)é&notnull);

}

Y ' J

Note that if procedure returns type “void *”, they must return a non-NULL
pointer if they want RPC to reply for them.

Server procedures will often want to know more about an RPC call than just its
arguments. For example, getting authentication information is important to pro-
cedures that want to implement some level of security. This extra information is
actually supplied to the server procedure as a second argument. (For details see
the structure of svc_regq, in the Authentication section of Remote Procedure
Call Programming Guide. Here is an example to demonstrate its use. What
we’ve done here is rewrite the previous printmessage 1 () procedure to
only allow root users to print a message to the console.
(" )\
int *
printmessage_ 1 (msg, rgstp)

char **msg;

struct svc_req *rqgstp;

static int result; /* Must be static */
FILE *f;
struct authunix_parms *aup;

aup = (struct authunix_parms *)rgstp->rq_clntcred;
if (aup->aup_uid != 0) {

result = 0;

return (&result);

}

/*
* Same code as before.
*/
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RPC Language

Definitions

Enumerations

£»sun

RPC language is an extension of XDR language. The sole extension is the addi-
tion of the program and version types. For a complete description of the
XDR language syntax, see the External Data Representation Standard: Protocol
Specification chapter. For a description of the RPC extensions to the XDR
language, see the Remote Procedure Calls: Protocol Specification chapter.

However, XDR language is so close to C that if you know C, you know most of
it already. We describe here the syntax of the RPC language, showing a few
examples along the way. We also show how the various RPC and XDR type
definitions get compiled into C type definitions in the output header file.

An RPC language file consists of a series of definitions.

definition-list:
definition ";"
definition ";" definition-list

It recognizes the following types of definitions.

definition:
enum-definition
typedef-definition
const-definition
declaration-definition
struct-definition
union-definition
program-definition

XDR enumerations have the same syntax as C enumerations.

enum-definition:
"enum" enum-ident "{"

enum-value-list
II}"

enum-value-list:
enum-value
enum-value ", " enum-value-list

enum-value:
enum-value-ident
enum-value-ident "=" value

Here is a short example of an XDR enum, and the C enum that it gets compiled
into.

enum colortype { enum colortype {

RED = 0, RED = 0,
GREEN = 1, - GREEN = 1,
BLUE = 2 BLUE = 2,

}i }i
typedef enum colortype colortype;
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Typedefs

Constants

Declarations

XDR typedefs have the same syntax as C typedefs.

typedef-definition:
"typedef" declaration

Here is an example that defines a fname_type used for declaring file name
strings that have a maximum length of 255 characters.

typedef string fname_type<255>; --> typedef char *fname type;

XDR constants may be used wherever a integer constant is used, for example, in
array size specifications.

const-definition:
"const" const-ident "=" integer

For example, the following defines a constant DOZEN equal to 12.

const DOZEN = 12; --> #define DOZEN 12

In XDR, there are only four kinds of declarations.

declaration:
simple-declaration
fixed-array-declaration
variable-array-declaration
pointer-declaration

1) Simple declarations are just like simple C declarations.

simple-declaration:
type-ident variable-ident

Example:
colortype color; --> colortype color;
2) Fixed-length Array Declarations are just like C array declarations:

fixed-array-declaration:
type-ident wvariable-ident "[" value "]"

Example:
colortype palette[8]; --> colortype palette[8];

3) Variable-Length Array Declarations have no explicit syntax in C, so XDR
invents its own using angle-brackets.

variable-array-declaration:
type-ident variable-ident "<" value ">"
type-ident variable-ident "<" ">"

The maximum size is specified between the angle brackets. The size may be
omitted, indicating that the array may be of any size.

int heights<12>; /* atmost 12 items */
int widths<>; /* any number of items * /

Since variable-length arrays have no explicit syntax in C, these declarations are
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Structures

Unions

actually compiled into “struct”s. For example, the “heights” declaration gets
compiled into the following struct:

struct {
u_int heights_len; /* #ofitemsinarray */
int *heights_val; /* pointer to array */

} heights;

Note that the number of items in the array is stored in the “_len” component and
the pointer to the array is stored in the “_val” component. The first part of each
of these component’s names is the same as the name of the declared XDR vari-
able.

4) Pointer Declarations are made in XDR exactly as they are in C. You can’t
really send pointers over the network, but you can use XDR pointers for sending
recursive data types such as lists and trees. The type is actually called
“optional-data”, not “pointer”, in XDR language.

pointer-declaration:
type-ident "*" variable-ident
Example:

listitem *next; --> listitem *next;

An XDR struct is declared almost exactly like its C counterpart. It looks like the
following:

struct-definition:
"struct" struct-ident "{"

declaration-list
"}"

declaration-list:
declaration ";"
declaration ";" declaration-list

As an example, here is an XDR structure to a two-dimensional coordinate, and
the C structure that it gets compiled into in the output header file.

struct coord { struct coord {
int x; -——> int x;
int y; int y;

}i };
typedef struct coord coord;
The output is identical to the input, except for the added typedef at the end of

the output. This allows one to use “coord” instead of “struct coord” in declara-
tions.

XDR unions are discriminated unions, and look quite different from C unions.
They are more analogous to Pascal variant records than they are to C unions.
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union-definition:
"union" union-ident "switch" " (" simpledeclaration™)" " {"
case-list

II}“

case-list:

"case" value ":" declaration ";"
"case" value ":" declaration ";" case-list
"default" ":" declaration “;V"

Here is an example of a type that might be returned as the result of a “read data”
operation. If there is no error, return a block of data. Otherwise, don’t return

anything.

union read_result switch (int errno) {
case 0:

opaque data[1024];
default:

void;

}i
It gets compiled into the following:

struct read result {
int errno;
union {
char data[1024];
} read result_u;
bi
typedef struct read result read result;

Notice that the union component of the output struct has the same name as the
structure type name, except for the trailing “_u”.

RPC programs are declared using the following syntax:

program-definition:
"program" program-ident "{"
version-list
" } wonow yaiye

version-list:
version ";"
version ";" version-list

version:
"version" version-ident "{"
procedure-list
w } wonow yajue

procedure-list:

procedure ";"

procedure ";" procedure-list
procedure:

type-ident procedure-ident " (" type-ident ")" "=" value
Sun Revision A, of 27 March 1990

microsystems



62 Network Programming

For example, here is the time protocol, revisited:

/¥
* time.x: Get or set the time. Time is represented as number of seconds
* since 0:00, January 1, 1970.

*/
program TIMEPROG {
version TIMEVERS ({
unsigned int TIMEGET (void) = 1;
void TIMESET (unsigned) = 2;
} = 1;
} = 44;

This file compiles into these #defines in the output header file:

#define TIMEPROG 44
#define TIMEVERS 1
#define TIMEGET 1
#define TIMESET 2

Special Cases There are a few exceptions to the rules described above.

Booleans: C has no built-in boolean type. However, the RPC library has a
boolean type called bool_t that is either TRUE or FALSE. Things declared as
type bool in XDR language are compiled into bool_t in the output header
file.

Example:
bool married; --> bool t married;

Strings: C has no built-in string type, but instead uses the null-terminated “char
*” convention. In XDR language, strings are declared using the “string” key-
word, and compiled into “char *”’s in the output header file. The maximum size
contained in the angle brackets specifies the maximum number of characters
allowed in the strings (not counting the NULL character). The maximum size
may be left off, indicating a string of arbitrary length.

Examples:
string name<32>; --> char *name;
string longname<>; --> char *longname;

Opaque Data: Opaque data is used in RPC and XDR to describe untyped data,
that is, just sequences of arbitrary bytes. It may be declared either as a fixed or
variable length array.

Examples:
opaque diskblock[512]; =--> char diskblock[512];
opaque filedata<1024>; =--> struct {

u_int filedata_len;
char *filedata val;
} filedata;

Voids: In a void declaration, the variable is not named. The declaration is just
“void” and nothing else. Void declarations can only occur in two places: union
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definitions and program definitions (as the argument or result of a remote pro-
cedure).
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4.1. Layers of RPC

NOTE

4

Remote Procedure Call Programming
Guide

This document assumes a working knowledge of network theory. It is intended
for programmers who wish to write network applications using remote procedure
calls (explained below), and who want to understand the RPC mechanisms usu-
ally hidden by the rpcgen (1) protocol compiler. rpcgen is described in
detail in the previous chapter, the rpcgen Programming Guide.

Before attempting to write a network application, or to convert an existing non-
network application to run over the network, you may want to understand the
material in this chapter. However, for most applications, you can circumvent the
need to cope with the details presented here by using rpcgen. The An
Advanced Example section of that chapter contains the complete source for a
working RPC service—a remote directory listing service which uses rpcgen to
generate XDR routines as well as client and server stubs.

The RPC interface can be seen as being divided into three layers.

The Highest Layer: The highest layer is totally transparent to the operating sys-
tem, machine and network upon which is run. It’s probably best to think of this
level as a way of using RPC, rather than as a part of RPC proper. Programmers
who write RPC routines should (almost) always make this layer available to oth-
ers by way of a simple C front end that entirely hides the networking.

To illustrate, at this level a program can simply make a call to rnusers (),aC
routine which returns the number of users on a remote machine. The user is not
explicitly aware of using RPC — they simply call a procedure, just as they would
callmalloc().

The Middle Layer: The middle simplified layer is really “RPC proper.” Here, the
user doesn’t need to consider details about sockets, the UNIX system, or other
low-level implementation mechanisms. They simply make remote procedure
calls to routines on other machines. The selling point here is simplicity. It’s this
layer that allows RPC to pass the “hello world” test — simple things should be
simple. The middle layer routines are used for most applications.

Simplified RPC calls are made with the system routines registerrpc (),
callrpc() and svc_run(). registerrpc () obtains a unique system-

6 For a complete specification of the routines in the remote procedure call Library, see the rpc (3N) manual
page-
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Higher Layers of RPC

wide procedure-identification number, and callrpc () actually executes a
remote procedure call. At the middle level, a call to rnusers () is imple-
mented by way of these two routines.

The middle layer is rarely used in serious programming due to its inflexibility
(simplicity). It does not allow timeout specifications or the choice of transport.
It allows no UNIX process control or flexibility in case of errors. It doesn’t sup-
port multiple kinds of call authentication. The programmer rarely needs all these
kinds of control, but one or two of them is often necessary.

The Lowest Layer: The lowest layer does allow these details to be controlled by
the programmer. Programs written at this level are also most efficient and allow
for flexibility. The lowest layer routines include client creation routines such as
clnt_create (), the actual client call clnt_call (), server creation rou-
tines such as svcudp_create (), and the server registration routine
svc_register().

This layer consists of RPC-library based services. Imagine you’re writing a pro-
gram that needs to know how many users are logged into a remote machine. You
can do this by calling the RPC library routine rnusers (), as illustrated below:

e ™
#include <stdio.h>

main(argc, argv)
int argc;
char **argv;

int num;

if (argc !'= 2) {
fprintf (stderr, "usage: rnusers hostname\n");
exit (1) ;
}
if ((num = rnusers(argv([1l])) < 0) {
fprintf (stderr, "error: rnusers\n");
exit (1) ;
}
printf ("%d users on %s\n", num, argv[1l]);
exit (0);
}
. J

RPC library routines such as rnusers () are in the RPC services library
librpcsvce.a. Thus, the program above should be compiled with

example% cc program.c -lrpcsvc

rnusers (), like the other RPC library routines, is documented in section 3R of
the System Services Overview, the same section which documents the standard
Sun RPC services. See the intro (3R) manual page for an explanation of the
documentation strategy for these services and their RPC protocols.
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Table 4-1

Middle Layers of RPC

@

Here are some of the RPC service library routines available to the C programmer:
RPC Service Library Routines

Routine Description
rnusers Return number of users on remote machine
rusers Return information about users on remote machine
havedisk Determine if remote machine has disk
rstat Get performance data from remote kernel
rwall Write to specified remote machines
yppasswd  Update user password in Network Information Service

Other RPC services — for example ether, mount, rquota, and spray —
are not available to the C programmer as library routines. They do, however,
have RPC program numbers so they can be invoked with callrpc (), which
will be discussed in the next section. Most of them also have compilable
rpcgen (1) protocol description files. Some of the files (in the form *.x) may
be found in /usr/include/rpcsve. (The rpcgen protocol compiler radi-
cally simplifies the process of developing network applications. See the
rpcgen Programming Guide chapter for detailed information about rpcgen
and rpcgen protocol description files).

The simplest interface, which explicitly makes RPC calls, uses the functions
callrpc () and registerrpc (). Using this method, the number of remote
users can be obtained as follows:

e 3
#include <stdio.h>

#include <rpc/rpc.h>

#include <rpcsvc/rusers.h>

main(argc, argv)
int argc;
char **argv;

unsigned long nusers;
int stat;

if (argc !'= 2) {
fprintf (stderr, "usage: nusers hostname\n");
exit (1) ;
}
if (stat = callrpc(argv[l],
RUSERSPROG, RUSERSVERS, RUSERSPROC_NUM,

xdr_void, 0, xdr_u_long, &nusers) != 0) {
clnt_perrno (stat);
exit (1);

}
printf ("%$d users on %s\n", nusers, argv[l]);
exit (0);
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The simplest way of making remote procedure calls is with the RPC library rou-
tine callrpc (). It has eight parameters. The first is the name of the remote
server machine. The next three parameters are the program, version, and pro-
cedure numbers—together they identify the procedure to be called. The fifth and
sixth parameters are an XDR filter and an argument to be encoded and passed to
the remote procedure. XDR filter is a user provided procedure which can encode
or decode machine native data to or from the XDR format. The final two param-
eters are an XDR filter for decoding the results returned by the remote procedure
and a pointer to the place where the procedure’s results are to be stored. Multiple
arguments and results are handled by embedding them in structures. If
callrpc () completes successfully, it returns zero; else it returns a nonzero
value. The return codes are found in <rpc/clnt . h>.

callrpc () needs both the type of the RPC argument, as well as a pointer to
the argument itself (and similarly for the result). For RUSERSPROC_NUM, the
return value is an unsigned long,so callrpc() hasxdr u long() as
its first return parameter, which says that the result is of type unsigned long,
and &nusers as its second return parameter, which is a pointer to where the
long result will be placed. Since RUSERSPROC_NUM takes no argument, the
argument parameter of callrpc () is xdr_void. Insuch cases the argument
should be NULL.

After trying several times to deliver a message, if callrpc () gets no answer, it
returns with an error code. Methods for adjusting the number of retries or for
using a different protocol require you to use the lower layer of the RPC library,
discussed later in this document.

The remote server procedure corresponding to the above might look like . this:
s p
unsigned long *
nuser (indata)
char *indata;

{
static unsigned long nusers;

/*

* Code here to compute the number of users
* and place result in variable nusers.

*/

return (&nusers) ;

. J

It takes one argument, which is a pointer to the input of the remote procedure call
(ignored in our example), and it returns a pointer to the result. In the current ver-
sion of C, character pointers are the generic pointers, so input argument and the
return value can be cast to char *,

Normally, a server registers all of the RPC calls it plans to handle, and then goes
into an infinite loop waiting to service requests. If rpcgen is used to provide
this functionality, it will also generate a server dispatch function. But users can
write the servers themselves using registerrpc () and especially so for
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WARNING

Passing Arbitrary Data Types

@

simple applications like the one shown here. In this example, there is only a sin-
gle procedure to register, so the main body of the server would look like this:

e a
#include <stdio.h>

#include <rpc/rpc.h> /* required */

#include <rpcsvc/rusers.h> /* for prog, vers definitions */

unsigned long *nuser();

main ()
{
registerrpc (RUSERSPROG, RUSERSVERS, RUSERSPROC_NUM,
nuser, xdr_void, xdr_u long);

svc_run(); /* Never returns */
fprintf (stderr, "Error: svc_run returned!\n");
exit (1)
}
\ J

The registerrpc () routine registers a procedure as corresponding to a given
RPC procedure number. The first three parameters, RUSERPROG,
RUSERSVERS, and RUSERSPROC_NUM are the program, version, and pro-
cedure numbers of the remote procedure to be registered; nuser () is the name
of the local procedure that implements the remote procedure; and xdr_void ()
and xdr_u_long () are the XDR filters for the remote procedure’s arguments
and results, respectively. (Multiple arguments or multiple results are passed as
structures).

The underlying transport mechanism used with registerrpc () is both
callrpc () and UDP.

Warning: the UDP transport mechanism can only deal with arguments and
results less than 8K bytes in length.

After registering the local procedure, the server program’s main procedure calls
svc_run (), the RPC library’s remote procedure dispatcher. It is this function
that calls the remote procedures in response to RPC requests. Note that the
dispatcher takes care of decoding remote procedure arguments and encoding
results, using the XDR filters specified when the remote procedure was registered
with registerrpc ().

In the previous example, the RPC passes a single unsigned long. RPC can
handle arbitrary data structures, regardless of different machine’s byte orders or
structure layout conventions, by always converting them to a network standard
called External Data Representation (XDR) before sending them over the wire.
The process of converting from a particular machine representation to XDR for-
mat is called serializing, and the reverse process is called deserializing. The type
field parameters of callrpc () and registerrpc () can be a built-in pro-
cedure like xdr_u_long () in the previous example, or a user supplied one.
XDR has these built-in type routines:
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xdr_int () xdr_u_int () xdr_enum ()
xdr_long () xdr_u long() xdr_bool ()

xdr_ short () xdr_u_short () xdr_wrapstring()
xdr_char() xdr_u_char()

Note that the routine xdr_string () exists, but cannot be used with
callrpc () and registerrpc (), which only pass two parameters to their
XDR routines. Instead xdr_wrapstring () canbe used. It takes only two
parameters, and is thus OK. Itcalls xdr_string().

As an example of a user-defined type routine, if you wanted to send the structure

struct simple {
int a;
short b;

} simple;

then you would call callrpc () as

callrpc (hostname, PROGNUM, VERSNUM,
xdr_simple, &simple ...);

PROCNUM,

where xdr_simple () is written as:

-
#include <rpc/rpc.h>

xdr_simple (xdrsp, simplep)
XDR *xdrsp;
struct simple *simplep;

return (0);

return (0);
return (1);

if (!xdr_int (xdrsp, &simplep->a))

if (!xdr_short (xdrsp, &simplep->b))

An XDR routine returns nonzero (true in the sense of C) if it completes success-
fully, and zero otherwise. A complete description of XDR is in the XDR Proto-
col Specification section of this manual, only few implementation examples are

given here.

We strongly recommend that rpcgen be used to generate XDR routines. The
“-c” option of rpcgen can be used to generate just the _xdr'. c file.

In addition to the built-in primitives, there are also the prefabricated building

blocks:
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xdr_array () xdr_bytes () xdr reference()
xdr_vector() xdr_union () xdr_pointer()
xdr_string() xdr_opaque ()

To send a variable array of integers, you might package them up as a structure
like this

struct varintarr {
int *data;
int arrlnth;

} arr;

and make an RPC call such as

N

rcallrpc(hostname, PROGNUM, VERSNUM, PROCNUM,
xdr_varintarr, &arr...);

\ J

with xdr_varintarr () defined as:
4 N\
xdr_varintarr(xdrsp, arrp)

XDR *xdrsp;

struct varintarr *arrp;

return (xdr_array(xdrsp, &arrp->data, &arrp->arrlnth,
MAXLEN, sizeof(int), xdr int));
}
\_ J

This routine takes as parameters the XDR handle, a pointer to the array, a pointer
to the size of the array, the maximum allowable array size, the size of each array
element, and an XDR routine for handling each array element.

If the size of the array is known in advance, one can use xdr_vector (),
which serializes fixed-length arrays.

. N
int intarr[SIZE]:

xdr_intarr(xdrsp, intarr)
XDR *xdrsp;
int intarr([]:

return (xdr_vector (xdrsp, intarr, SIZE, sizeof (int),
xdr_int));

XDR always converts quantities to 4-byte multiples when serializing. Thus, if
either of the examples above involved characters instead of integers, each charac-
ter would occupy 32 bits. That is the reason for the XDR routine

xdr_bytes (), whichis like xdr_array () except that it packs characters;
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Lower Layers of RPC

xdr_bytes () has four parameters, similar to the first four parameters of
xdr_array (). For null-terminated strings, there is also the xdr_string()
routine, which is the same as xdr_bytes () without the length parameter. On
serializing it gets the string length from strlen (), and on deserializing it
creates a null-terminated string.

Here is a final example that calls the previously written xdr_simple () as well
as the built-in functions xdr_string () and xdr_reference (), which
chases pointers:
4 )
struct finalexample {

char *string;

struct simple *simplep;
} finalexample;

xdr_finalexample (xdrsp, finalp)
XDR *xdrsp;
struct finalexample *finalp;

if (!xdr_string(xdrsp, &finalp->string, MAXSTRLEN))
return (0);
if (!xdr_reference (xdrsp, &finalp->simplep,
sizeof (struct simple), xdr_simple);
return (0);
return (1);

}

\. J

Note that we could as easily call xdr_simple () here instead of
xdr reference().

In the examples given so far, RPC takes care of many details automatically for
you. In this section, we’ll show you how you can change the defaults by using
lower layers of the RPC library.

There are several occasions when you may need to use lower layers of RPC.
First, you may need to use TCP, since the higher layer uses UDP, which restricts
RPC calls to 8K bytes of data. Using TCP permits calls to send long streams of
data. For an example, see the TCP section below. Second, you may want to
allocate and free memory while serializing or deserializing with XDR routines.
There is no call at the higher level to let you free memory explicitly. For more
explanation, see the Memory Allocation with XDR section below. Third, you
may need to perform authentication on either the client or server side, by supply-
ing credentials or verifying them. See the explanation in the Authentication sec-
tion below.
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More on the Server Side The server for the nusers () program shown below does the same thing as the
one using registerrpc () above, but is written using a lower layer of the
RPC package:
4 )

#include <stdio.h>
#include <rpc/rpc.h>
#include <utmp.h>

#include <rpcsvc/rusers.h>

main ()

{
SVCXPRT *transp;
int nuser():;

transp = svcudp_ create (RPC_ANYSOCK) ;

if (transp == NULL) {
fprintf (stderr, "can’t create an RPC server\n");
exit (1);

}

pmap_unset (RUSERSPROG, RUSERSVERS) ;

if (!svc_register(transp, RUSERSPROG, RUSERSVERS,

nuser, IPPROTO_UDP)) {

fprintf (stderr, "can’t register RUSER service\n");
exit (1);

}

svc_run(); /* Neverreturns */

fprintf (stderr, "should never reach this point\n");

nuser (rgstp, transp)
struct svc_req *rgstp;
SVCXPRT *transp;

unsigned long nusers;

switch (rgstp->rq proc) {
case NULLPROC:
if (!svc_sendreply (transp, xdr_void, 0))
fprintf (stderr, "can’t reply to RPC call\n");
return;
case RUSERSPROC_NUM:
/*
* Code here to compute the number of users
* and assign it to the variable nusers
#
if (!svc_sendreply(transp, xdr_u long, &nusers))
fprintf (stderr, "can’t reply to RPC call\n");

return;
default:
svcerr_noproc (transp);
return;
}
}
\ J
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First, the server gets a transport handle, which is used for receiving and replying
to RPC messages. If the argument to svcudp_create () is RPC_ANYSOCK,
the RPC library creates a socket on which to receive and reply to RPC calls.
Otherwise, svcudp_create () expects its argument to be a valid socket
number. If you specify your own socket, it can be bound or unbound. If it is
bound to a port by the user, the port numbers of svcudp_create () and
clntudp create () (the low-level client routine) must match.
registerrpc() uses svcudp_create () to get a UDP handle. If you
require a more reliable protocol, call svetcp _create () instead.

After creating an SVCXPRT, the next step is to call pmap_unset () so that if
the nusers () server crashed earlier, any previous trace of it is erased before
restarting. More precisely, pmap_unset () erases the entry for RUSERSPROG
from the portmapper’s tables.

Finally, we associate the program number RUSERSPROG and version
RUSERSVERS with the procedure nuser (), which in this case, is
IPPROTO_UDP. Notice that unlike registerrpc (), there are no XDR rou-
tines involved in the registration process. Also, registration is done on the pro-
gram level rather than procedure level. A service may choose to register its port
number with the local portmapper service. This is done by specifying a non-zero
protocol number in the final argument of svc_register (). A client can dis-
cover the server’s port number by consulting the portmapper on their server’s
machine. This can be done automatically by specifying a zero port number in
clntudp_create() orclnttcp_create().

The user routine nuser () must call and dispatch the appropriate XDR routines
based on the procedure number. Note that two things are handled by nuser ()
that registerrpc () handles automatically. The first is that procedure
NULLPROC (currently zero) returns with no results. This can be used as a simple
test for detecting if a remote program is running. Second, there is a check for
invalid procedure numbers. If one is detected, svcerr_noproc () is called to
handle the error.

The user service routine serializes the results and returns them to the RPC caller
via svc_sendreply (). Its first parameter is the SVCXPRT handle, the
second is the XDR routine, and the third is a pointer to the data to be returned.
Note that it is not required to have nusers declared as stat ic here because
svc_sendreply () is called within that function itself. Not illustrated above
is how a server handles an RPC program that receives data. As an example, we
can add a procedure RUSERSPROC_BOOL, which has an argument nusers (),
and returns TRUE or FALSE depending on whether there are nusers logged on. It
would look like this:

case RUSERSPROC_BOOL: {
int bool;
unsigned nuserquery;

if (!svc_getargs(transp, xdr_u_int, &nuserquery) {
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svcerr_decode (transp) ;

return;

}

/*

* Code to set nusers = number of users

*/

if (nuserquery == nusers)
bool = TRUE;

else

bool = FALSE;
if (!svc_sendreply (transp, xdr_bool, &bool))
fprintf (stderr, “"can’t reply to RPC call\n");
return;

The relevant routine is sve_getargs (), which takes an SVCXPRT handle, the
XDR routine, and a pointer to where the input is to be placed as arguments.

More on the Client Side When you use callrpc (), you have no control over the RPC delivery
mechanism or the socket used to transport the data. To illustrate the layer of
RPC that lets you adjust these parameters, consider the following code to call the
nusers service:

s N

#include <stdio.h>

#include <rpc/rpc.h>

#include <rpcsvc/rusers.h>

#include <sys/time.h>

#include <netdb.h>

main(argc, argv)
int argc;
char **argv;

struct hostent *hp;

struct timeval pertry timeout, total_timeout;
struct sockaddr_in server_addr;

int sock = RPC_ANYSOCK;

register CLIENT *client;

enum clnt_stat clnt_stat;

unsigned long nusers;

if (argc !'= 2) {
fprintf (stderr, "usage: nusers hostname\n");
exit (-1);
}
if ((hp = gethostbyname (argv[l])) == NULL) {
fprintf (stderr, "can’t get addr for %s\n",argv[1l]):
exit (-1);
}
pertry timeout.tv_sec = 3;
pertry timeout.tv_usec = 0;

Ve
\

A
@% un Revision A, of 27 March 1990

% microsystems



76  Network Programming

becopy (hp->h_addr, (caddr_t)&server_ addr.sin_addr,
hp->h length);
server addr.sin_family = AF_INET;

server_addr.sin_port = 0;
if ((client = clntudp_create(&server_addr, RUSERSPROG,
RUSERSVERS, pertry_timeout, &sock)) == NULL) {
clnt_pcreateerror("clntudp_ create");
exit (-1);

}
total_timeout.tv_sec = 20;
total_timeout.tv_usec = 0;
clnt_stat = clnt_call(client, RUSERSPROC_NUM, xdr_void,
0, xdr_u_long, &nusers, total_timeout);
if (clnt_stat != RPC_SUCCESS) {
clnt_perror(client, "rpc");
exit (-1);
}
printf ("%d users on %$s\n", nusers, argv([l]);
clnt_destroy(client);
exit (0);
}
\ J

The CLIENT pointer is encoded with the transport mechanism. callrpc ()
uses UDP, thus it calls clntudp_create () to get a CLIENT pointer. To get
TCP you would use clnttcp_create().

The parameters to clntudp create () are the server address, the program
number, the version number, a timeout value (between tries), and a pointer to a
socket. Only when the sin_port is 0, the remote portmapper is queried to find
out the address of the remote service.

The low-level version of callrpc () is clnt_call (), which takes a
CLIENT pointer rather than a host name. The parameters to clnt_call () are
a CLIENT pointer, the procedure number, the XDR routine for serializing the
argument, a pointer to the argument, the XDR routine for deserializing the return
value, a pointer to where the return value will be placed, and the time in seconds
to wait for a reply. If the client does not hear from the server within the time
specified in pertry timeout, the request may be sent again to the server.
Thus, the number of tries that the clnt call () will make to contact the
serveris the clnt_call () timeout divided by the clntudp_create ()
timeout.

Note that the c1nt_destroy () call always deallocates the space associated
with the CLIENT handle. It closes the socket associated with the CLTENT han-
dle only if the RPC library opened it. It the socket was opened by the user, it
stays open. This makes it possible, in cases where there are multiple client han-
dles using the same socket, to destroy one handle without closing the socket that
other handles are using.

To make a stream connection, the call to clntudp_create () is replaced
with clnttcp_create().

$
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clnttcp_create(&server_addr, prognum, versnum, &sock,
inbufsize, outbufsize);

There is no timeout argument; instead, the receive and send buffer sizes must be
specified. Whenthe clnttcp create () call is made, a TCP connection is
established. All RPC calls using that CLIENT handle would use this connection.
The server side of an RPC call using TCP has svcudp_create () replaced by
svctcp_create().

[transp = svctcp_create (RPC_ANYSOCK, 0, 0); ]

The last two arguments to svctcp _create () are send and receive sizes
respectively. If ‘0’ is specified for either of these, the system chooses default
values.

The simplest routine to create a client handle is clnt_create ().

[clnt=clnt_create(server_host,prognum,versnum,transport); }

The parameters are the name of the host on which the service resides, the pro-
gram and version number and the transport to be used. The transport can be
either “udp” for UDP or “tcp” for TCP. It is possible to change the default
timeouts using clnt_control (). For more details look under Client Pro-
gramming Notes section in xpcgen Programming Guide .

XDR routines not only do input and output, they may also do memory allocation.
This is why the second parameter of xdr_array () is a pointer to an array,
rather than the array itself. Ifitis NULL, then xdr_array () allocates space
for the array and returns a pointer to it, putting the size of the array in the third
argument. As an example, consider the following XDR routine
xdr_chararrl (), which deals with a fixed array of bytes with length SIZE:

N

xdr_chararrl (xdrsp, chararr)
XDR *xdrsp;
char chararr(]:;

char *p;
int len;

p = chararr;
len = SIZE;
return (xdr_bytes (xdrsp, &p, &len, SIZE));
}
\ J

If space has already been allocated in chararr, it can be called from a server like
this:
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char chararr[SIZE];

svc_getargs (transp, xdr_ chararrl, chararr);

If you want XDR to do the allocation, you would have to rewrite this routine in
the following way:
s A
xdr_chararr2 (xdrsp, chararrp)

XDR *xdrsp;

char **chararrp;

int len;

len = SIZE;
return (xdr_bytes(xdrsp, charrarrp, &len, SIZE));
}

_ J
Then the RPC call might look like this:
( )

char *arrptr;

arrptr = NULL;

svc_getargs (transp, xdr_chararr2, &arrptr);

/*

* Use the result here

¥/

svc_freeargs (transp, xdr_chararr2, &arrptr);

- J

Note that, after being used, the character array can be freed with
svc_freeargs (). svc_freeargs () will not attempt to free any memory
if the variable indicating it is NULL. For example, in the the routine
xdr_finalexample (), given earlier, if finalp->string was NULL,
then it would not be freed. The same is true for finalp->simplep.

To summarize, each XDR routine is responsible for serializing, deserializing, and
freeing memory. When an XDR routine is called from callrpc (), the serial-
izing part is used. When called from svc_getargs (), the deserializer is used.
And when called from svc_freeargs (), the memory deallocator is used.
When building simple examples like those in this section, a user doesn’t have to
worry about the three modes. See the External Data Representation: Sun Techn-
ical Notes chapter for examples of more sophisticated XDR routines that deter-
mine which of the three modes they are in and adjust their behavior accordingly.

Finally, there are two pseudo-RPC interface routines which are intended only for
testing purposes. These routines, clntraw_create () and
svcraw_create (), don’t actually involve the use of any real transport at all.
They exist to help the developer debug and test the non-communications oriented
aspects of their application before running it over a real network. Here’s an
example of their use:
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f/*

* A simple program to increment the number by 1

*/

#include <stdio.h>

#include <rpc/rpc.h>

#include <rpc/raw.h> /* requiredfor raw */

struct timeval TIMEOUT = {0, 0};
static void server();

main ()

{
CLIENT *clnt;
SVCXPRT *svc;
int num = 0, ans;

if (argc == 2)
num = atoi (argv([l]);
svc = svcraw_create();
if (svc == NULL) {
fprintf (stderr, "Couldnot create server handle\n");
exit (1) ;
}
svc_register(sve, 200000, 1, server, 0);
clnt = clntraw_create (200000, 1);
if (clnt == NULL) ({
clnt_pcreateerror ("raw");
exit (1);
}

if (clnt_call(clnt, 1, xdr_int, &num, xdr_int, &numl,

TIMEOUT) != RPC_SUCCESS) {
clnt_perror(clnt, "raw");
exit (1)

}
printf("Client: number returned %d\n", numl);
exit (0) ;

}

static void

server (rgstp, transp)
struct svc_req *rqgstp;
SVCXPRT *transp;

int num;

switch(rgstp->rg_proc) {

case 0:
if (svc_sendreply(transp, xdr_void, 0) == NULL) {
fprintf (stderr, "error in null proc\n");
exit (1)
}
return;
case 1:

J
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4.3. Other RPC Features

Select on the Server Side

break;

default:
svcerr_noproc (transp);
return;

}

if (!svc_getargs(transp, xdr_int, &num)) {
svcerr_decode (transp);
return;

}

num++;

if (svc_sendreply(transp, xdr_int, &num) == NULL) {
fprintf (stderr, “error in sending answer\n");
exit (1) ;

}

return;

Note the following points:

1. All the RPC calls occur within the same thread of control.
2. svc_run() isnot called.

3. Itis necessary that the server be created before the client.
4. svcraw_create () takes no parameters.
5

The last parameter to sve_register is 0, which means that it will not
register with portmapper.

6. The server dispatch routine is the same as it is for normal RPC servers.

This section discusses some other aspects of RPC that are useful for the RPC
programmer.

Suppose a process is processing RPC requests while performing some other
activity. If the other activity involves periodically updating a data structure, the
process can set an alarm signal before calling sve_run () . Butif the other
activity involves waiting on a a file descriptor, the svc_run () call won’t work.
The code for svc_run () is as follows:

' )
void

svc_run()

{

fd_set readfds;
int dtbsz = getdtablesize();

for (;;) |
readfds = svc_f£fds;
switch (select(dtbsz, &readfds, NULL,NULL,NULL)) {

case -1:
if (errno != EBADF)
\ Y,
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continue;

perror ("select");

return;
case 0:

continue;
default:

svc_getregset (&readfds) ;
}

You can bypass sve_run () and call svc_getregset () yourself. All you
need to know are the file descriptors of the socket(s) associated with the pro-
grams you are waiting on. Thus you can have your own select () that waits
on both the RPC socket, and your own descriptors. Note that svc_fds is a bit
mask of all the file descriptors that RPC is using for services. It can change
everytime that any RPC library routine is called, because descriptors are con-
stantly being opened and closed, for example for TCP connections.

Caution: if you are handling signals in your application, then either make sure
that you do not make any system calls and inadvertently set errno or reset
errno to its old value before returning from your signal handler.

The portmapper is a daemon that converts RPC program numbers into DARPA
protocol port numbers; see The Portmapper section in the Network Services
chapter. You can’t do broadcast RPC without the portmapper. Here are the main
differences between broadcast RPC and normal RPC:

1. Normal RPC expects one answer, whereas broadcast RPC expects many
answers (one or more answer from each responding server).

2. Broadcast RPC can only be supported by packet-oriented (connectionless)
transport protocols like UDP/IP.

3. The implementation of broadcast RPC treats all unsuccessful responses as
garbage by filtering them out. Thus, if there is a version mismatch between
the broadcaster and a remote service, the user of broadcast RPC never
knows.

4. All broadcast messages are sent to the portmap port. Thus, only services
that register themselves with their portmapper are accessible via the broad-
cast RPC mechanism.

5. Broadcast requests are limited in size to 1400 bytes. Replies can be up to
8800 bytes (the current maximum UDP packet size).
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Broadcast RPC Synopsis r 2
#include <rpc/pmap_clnt.h>

enum clnt_stat clnt_stat;

clnt_stat = clnt_broadcast (prognum, versnum, procnum,
inproc, in, outproc, out, eachresult)

u_long prognum; /* program number */
u_long versnum; /* version number */
u_long procnum; /* procedure number */
xdrproc_t inproc; /* xdr routine for args */
caddr_t  in; /* pointer to args */
xdrproc_t outproc; /* xdr routine for results */
caddr_t  out; /* pointer to results */
bool_t (*eachresult) () ; /* call with each result gotten */
. [ J

The procedure eachresult () is called each time a response is obtained. It
returns a boolean that indicates whether or not the user wants more responses.

-
bool_t done;

done = eachresult (resultsp, raddr)
caddr_t resultsp;
struct sockaddr_in *raddr; /* Addr of responding server */

.

If done is TRUE, then broadcasting stops and clnt_broadcast () retums
successfully. Otherwise, the routine waits for another response. The request is
rebroadcast after a few seconds of waiting. If no responses come back in a
default total timeout period, the routine returns with RPC_TIMEDOUT. You
may also refer to Handling Broadcast on the Server Side section in the rpcgen
Programming Guide chapter.

Batching In normal RPC clients send a call message and wait for the server to reply that
the call succeeded. This implies that clients do not compute while servers are
processing a call. This is inefficient if the client does not want or need an ack-
nowledgement for every message sent. Actually calls made by clients are buf-
fered, thus causing no processing on the servers. When the connection is flushed,
a normal RPC request is sent. The server processes the request and sends the
reply back.

RPC messages can be placed in a “pipeline” of calls to a desired server; this is
called batching. Batching assumes that:

1. Each RPC call in the pipeline requires no response from the server, and the
server does not send a response message.

2. The pipeline of calls is transported on a reliable byte stream transport such
as TCP/IP.

S
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Since the server does not respond to every call, the client can generate new calls
in parallel with the server executing previous calls. Furthermore, the TCP/IP
implementation can buffer up many call messages, and send them to the server in
one write () system call. This overlapped execution greatly decreases the
interprocess communication overhead of the client and server processes, and the
total elapsed time of a series of calls.

Since the batched calls are buffered, the client should eventually do a nonbatched
call in order to flush the pipeline.

A contrived example of batching follows. Assume a string rendering service
(like a window system) has two similar calls: one renders a string and returns
void results, while the other renders a string and remains silent. The service
(using the TCP/IP transport) may look like:

{ N\
#include <stdio.h>

#include <rpc/rpc.h>
#include <suntool/windows.h>

void windowdispatch();

main ()

{
SVCXPRT *transp;

transp = svctcp_create (RPC_ANYSOCK, 0, 0);

if (transp == NULL) {
fprintf (stderr, "can’t create an RPC server\n");
exit (1);

}

pmap_unset (WINDOWPROG, WINDOWVERS) ;

if (!svc_register(transp, WINDOWPROG, WINDOWVERS,

windowdispatch, IPPROTO_TCP)) {

fprintf (stderr, "can’t register WINDOW service\n");
exit (1);

}

svc_run(); /* Neverreturns */

fprintf (stderr, "should never reach this point\n");

}

void

windowdispatch(rgstp, transp)
struct svc_req *rgstp;
SVCXPRT *transp;

char *s = NULL;

switch (rgstp->rqg proc) {
case NULLPROC:
if (!svc_sendreply(transp, xdr_void, 0))
fprintf (stderr, "can’t reply to RPC call\n");
return;
case RENDERSTRING:

J
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if (!svc_getargs(transp, xdr_wrapstring, &s)) {
fprintf (stderr, "can’t decode arguments\n");
/*

* Tell caller he screwed up
*/
svcerr_ decode (transp);

return;
}
/*
* Code here to render the string s
b/

if (!svc_sendreply(transp, xdr_void, NULL))
fprintf (stderr, "can’t reply to RPC call\n");
break;
case RENDERSTRING BATCHED:
if (!svc_getargs(transp, xdr_wrapstring, &s)) {
fprintf (stderr, "can’t decode arguments\n");
/*
* We are silent in the face of protocol errors
*/
break;
}
/*
* Code here to render string s, but send no reply!
*/
break;
default:
svcerr_noproc (transp);
return;
}
/*
* Now free string allocated while decoding arguments
*/
svc_freeargs (transp, xdr_ wrapstring, &s);

}

\ J

Of course the service could have one procedure that takes the string and a
boolean to indicate whether or not the procedure should respond.

In order for a client to take advantage of batching, the client must perform RPC
calls on a TCP-based transport and the actual calls must have the following attri-
butes:

1. the result’s XDR routine must be zero (NULL),

2. the RPC call’s timeout must be zero. Do notrely on clnt_control () to
assist in batching.

If a UDP transport is used instead, the client call becomes a message to the server
and the RPC mechanism reduces to a message passing system. No batching is
possible here.

Here is an example of a client that uses batching to render a bunch of strings; the
batching is flushed when the client gets a null string (EOF):
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(#include <stdio.h>
#include <rpc/rpc.h>
#include <suntool/windows.h>

main(argc, argv)

int argc;
char **argv;

struct timeval total_timeout;
register CLIENT *client;
enum clnt_stat clnt_stat;
char buf[1000], *s = buf;

if ((client = clnt_create(argv[1l],

WINDOWPROG, WINDOWVERS, "“tcp")) == NULL) {
perror (“"clnttcp create");
exit (-1);
}
total timeout.tv_sec = 0; /* set timeout to zero */
total_ timeout.tv_usec = 0;
while (scanf ("%s", s) != EOF) {

clnt_stat = clnt_call(client, RENDERSTRING_BATCHED,
xdr_wrapstring, &s, NULL, NULL, total_timeout);
if (clnt_stat != RPC_SUCCESS) {
clnt_perror(client, "batching rpc");
exit (-1);

}
/* Now flush the pipeline */

total_timeout.tv_sec = 20;

clnt_stat = clnt_call(client, NULLPROC, xdr_void, NULL,
xdr_void, NULL, total_timeout);

if (clnt_stat != RPC_SUCCESS) {
clnt_perror(client, "batching rpc"%);
exit (-1);

}

clnt_destroy(client);

exit (0);

}
. J
Since the server sends no message, the clients cannot be notified of any of the
failures that may occur. Therefore, clients are on their own when it comes to
handling errors.
The above example was completed to render all of the (2000) lines in the file
letc/termcap. The rendering service did nothing but throw the lines away. The
example was run in the following four configurations:
1. machine to itself, regular RPC — 50 seconds
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2. machine to itself, batched RPC — 16 seconds
3. machine to another, regular RPC — 52 seconds
4. machine to another, batched RPC — 10 seconds

Running only £scanf () on /etc/termcap requires six seconds. These tim-
ings show the advantage of protocols that allow for overlapped execution, though
these protocols are often hard to design.

In the examples presented so far, the caller never identified itself to the server,
and the server never required an ID from the caller. Clearly, some network ser-
vices, such as a network filesystem, require stronger security than what has been
presented so far.

In reality, every RPC call is authenticated by the RPC package on the server, and
similarly, the RPC client package generates and sends authentication parameters.
Just as different transports (TCP/IP or UDP/IP) can be used when creating RPC
clients and servers, different forms of authentication can be associated with RPC
clients; the default authentication type used as a default is type none.

The authentication subsystem of the RPC package is open ended. That is,
numerous types of authentication are easy to support.
The Client Side

When a caller creates a new RPC client handle as in:

clnt = clntudp_create(address, prognum, versnum,
wait, sockp)

the appropriate transport instance defaults the associate authentication handle to
be

[clnt—>cl_auth = authnone_create(); ]

The RPC client can choose to use UNIX style authentication by setting
clnt—>cl_auth after creating the RPC client handle:

[clnt->cl_auth = authunix create_default(); ]

This causes each RPC call associated with cint to carry with it the following
authentication credentials structure:
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/*
* UNIX style credentials.
*/
struct authunix parms {
u_long aup_time; /* credentials creation time * /
char *aup_machname; /* host name where clientis */
int aup_uid; /* client's UNIX effective uid */
int aup_gid; /* client's current group id */
u_int  aup_len; /* element length of aup gids */
int *aup_gids; /* array of groups user isin */
}i
\ y,

These fields are set by authunix_create_default () by invoking the
appropriate system calls. Since the RPC user created this new style of authenti-
cation, the user is responsible for destroying it with:

Euth_dest roy (clnt->cl_auth); J

This should be done in all cases, to conserve memory.

The Server Side

Service implementors have a harder time dealing with authentication issues since
the RPC package passes the service dispatch routine a request that has an arbi-
trary authentication style associated with it. Consider the fields of a request han-
dle passed to a service dispatch routine:

e )
[*
* An RPC Service request
*/
struct svc_req {
u_long rg_prog; /* service program number */
u_long rqg_vers; /* service protocol vers num * /
u_long rq_proc; /* desired procedure number * /
struct opaque_auth rq_cred; /* raw credentials from wire */
caddr_t rq_clntcred; /* credentials (read only) */
}i
\. J

The rq_cred is mostly opaque, except for one field of interest: the style or
flavor of authentication credentials:
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/*
* Authentication info. Mostly opaque to the programmer.
*/
struct opaque_auth {
enum_t oa_flavor; /* style of credentials */
caddr_t oa_base; /* address of more auth stuff */
u_int oa_length; /* nottoexceed MAX AUTH_ BYTES */
}:
4 J

The RPC package guarantees the following to the service dispatch routine:

1. That the request’s rq_cred is well formed. Thus the service implementor
may inspect the request’s rq_cred.oa_ flavor to determine which style
of authentication the caller used. The service implementor may also wish to
inspect the other fields of rq_cred if the style is not one of the styles sup-
ported by the RPC package.

2. That the request’s rq_clntcred field is either NULL or points to a well
formed structure that corresponds to a supported style of authentication
credentials. rq_clntcred could be cast to a pointer to an
authunix parms structure. If rq_clntcred is NULL, the service
implementor may wish to inspect the other (opaque) fields of rq_credin
case the service knows about a new type of authentication that the RPC
package does not know about.

Our remote users service example can be extended so that it computes results for
all users except UID 16:
4 3\
nuser (rgstp, transp)
struct svc_req *rqgstp;
SVCXPRT *transp;

struct authunix parms *unix cred;
int uid;
unsigned long nusers;

/*
* we don’t care about authentication for null proc
*/
if (rgstp->rg_proc == NULLPROC) {
if (!svc_sendreply(transp, xdr_void, 0))
fprintf (stderr, “can’t reply to RPC call\n");

return;
}
/*
* now get the uid
¥/

switch (rgstp->rq cred.oa_flavor) {
case AUTH_UNIX:
unix_cred =
(struct authunix parms *)rgstp->rq_clntcred;
uid = unix cred->aup_uid;

|\ J

sun Revision A, of 27 March 1990

microsystems




Chapter 4 — Remote Procedure Call Programming Guide 89

DES Authentication

i break; W
case AUTH NULL:
default: /* return weak authentication error */
svcerr_ weakauth (transp);
return;
}
switch (rgstp->rqg proc) {
case RUSERSPROC_NUM:
/*
* make sure caller is allowed to call this proc
*/
if (uid == 16) {
svcerr_systemerr(transp):
return;
}
/*
* Code here to compute the number of users
* and assign it to the variable nusers
7
if (!svc_sendreply(transp, xdr_u_long, &nusers))
fprintf(stderr, "can’t reply to RPC call\n");
return;
default:
svcerr_noproc (transp);
return;

}

\. J

A few things should be noted here. First, it is customary not to check the authen-
tication parameters associated with the NULLPROC (procedure number zero).
Second, if the authentication parameter’s type is not suitable for your service,
you should call svcerr weakauth (). And finally, the service protocol itself
should return status for access denied; in the case of our example, the protocol
does not have such a status, so we call the service primitive
svcerr_systemerr () instead.

The last point underscores the relation between the RPC authentication package
and the services; RPC deals only with quthentication and not with individual ser-
vices’ access control. The services themselves must implement their own access
control policies and reflect these policies as return statuses in their protocols.

UNIX authentication can be defeated, which we won’t explain here. Therefore
DES authentication is recommended for people who want more security than
what UNIX authentication offers. The details of the DES authentication protocol
are complicated and are not explained here. Please see the Remote Procedure
Calls: Protocol Specification section for the details.

In order for DES authentication to work, the keyserv (8c) daemon must be
running on both the server and client machines. The users on these machines
need public keys assigned by the network administrator in the pub-
lickey (5) database. And, they need to have decrypted their secret keys
using their login password. This automatically happens when one logs in
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using login (1), or can be done manually using keylogin (1). The Net-
work Services chapter of Network Programming explains more how to setup
secure networking.

Client Side

If a client wishes to use DES authentication, it must set its authentication handle
appropriately. Here is an example:

cl->cl_auth =
authdes_create (servername, 60, &server_addr, NULL);

The first argument is the network name or “netname” of the owner of the server
process. Typically, server processes are root processes and their netname can be
derived using the following call:

char servername [MAXNETNAMELEN] ;

host2netname (servername, rhostname, NULL);

Here, rhostname is the hostname of the machine the server process is running on.
host2netname () fills in servername to contain this root process’s netname.
If the server process was run by a regular user, one could use the call
user2netname () instead. Here is an example for a server process with the
same user ID as the client:

char servername [MAXNETNAMELEN] ;

userZnetname (servername, getuid(), NULL);

The last argument to both of these calls, user2netname () and
host2netname (), is the name of the naming domain where the server is
located. The NULL used here means “use the local domain name.”

The second argument to authdes_create () is a lifetime for the credential.
Here it is set to sixty seconds. What that means is that the credential will expire
60 seconds from now. If a user tries to reuse the credential, the server RPC sub-
system will recognize that it has expired and not grant any requests. If the same
user tries to reuse the credential within the sixty second lifetime, he will still be
rejected because the server RPC subsystem remembers which credentials it has
already seen in the near past, and will not grant requests to duplicates.

The third argument to authdes_create () is the address of the host to syn-
chronize with. In order for DES authentication to work, the server and client
must agree upon the time. Here we pass the address of the server itself, so the
client and server will both be using the same time: the server’s time. The argu-
ment can be NULL, which means “don’t bother synchronizing.” You should only
do this if you are sure the client and server are already synchronized.
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The final argument to authdes_create () is the address of a DES encryption
key to use for encrypting timestamps and data. If this argument is NULL, as it is
in this example, a random key will be chosen. The client may find out the
encryption key being used by consulting the ah_key field of the authenticaticn
handle.

Server Side

The server side is a lot simpler than the client side. Here is the previous example
rewritten to use AUTH_DES instead of AUTH_UNIX:

'S 3\
#include <sys/time.h>

#include <rpc/auth_des.h>

nuser (rgstp, transp)
struct svc_req *rgstp;
SVCXPRT *transp;

struct authdes_cred *des_cred;

int uid;

int gid;

int gidlen;

int gidlist[10];

/*

* we don'’t care about authentication for null proc
*/

if (rgstp->rq_proc == NULLPROC) {
/* same as before */
}

/*

* now get the uid

*/

switch (rgstp->rq_cred.oa_flavor) {
case AUTH DES:

des_cred =
(struct authdes_cred *) rgstp->rq clntcred;
if (! netname2user(des_cred->adc_fullname.name,

&uid, &gid, &gidlen, gidlist)) {
fprintf (stderr, "unknown user: %$s\n",
des_cred->adc_fullname.name) ;

svcerr_systemerr (transp);

return;
}
break;
case AUTH_NULL:
default:
svcerr weakauth (transp):;
return;
}
. J
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4.4. More Examples

Versions on Server Side

J¥
* The rest is the same as before
*/

Note the use of the routine netname2user (), the inverse of
user2netname () : it takes a network ID and converts to a unix ID.
netname2user () also supplies the group IDs which we don’t use in this
example, but which may be useful to other UNIX programs.

An RPC server can be started from inetd. The only difference from the usual
code is that the service creation routine should be called in the following form:

transp = svcudp_create(0); /* For UDP =*/
transp = svctcp_create(0,0,0); /* For listener TCP sockets */
transp = svcfd create(0,0,0); /* For connected TCP sockets */

since inetd passes a socket as file descriptor 0. Also, sve _register ()
should be called as

[svc_register(transp, PROGNUM, VERSNUM, service, 0): j

with the final flag as 0, since the program would already be registered with
portmapper by inetd. Remember that if you want to exit from the server
process and return control to inetd, you need to explicitly exit, since
svc_run () never returns.

The format of entries in /etc/inetd. conf for RPC services is in one of the
following two forms:

p_name/version dgram rpc/udp wait/nowait user server args
p_name/version stream rpc/tcp wait/nowait user server args

where p_name is the symbolic name of the program as it appears in rpc (5),
server is the program implementing the server, and program and version are the
program and version numbers of the service. For more information, see
inetd.conf (5).

If the same program handles multiple versions, then the version number can be a
range, as in this example:

rstatd/1-2 dgram rpc/udp wait root /usr/etc/rpc.rstatd

By convention, the first version number of program PROG is PROGVERS_ORIG
and the most recent version is PROGVERS. Suppose there is a new version of the
user program that returns an unsigned short rather than a long. If we
name this version RUSERSVERS_ SHORT, then a server that wants to support
both versions would do a double register. Note that there is no need to create
another server handle for the new version.
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( h
if (!svc_register(transp, RUSERSPROG, RUSERSVERS_ORIG,
nuser, IPPROTO_TCP)) ({
fprintf (stderr, "can’t register RUSER service\n");
exit(1);
}
if (!svc_register(transp, RUSERSPROG, RUSERSVERS_SHORT,
nuser, IPPROTO_TCP)) {
fprintf (stderr, “can’t register new service\n");
exit (1) ;
}
\ Y,

Both versions can be handled by the same C procedure:
' N\
nuser (rgstp, transp)

struct svc_req *rgstp;

SVCXPRT *transp;

unsigned long nusers;
unsigned short nusers2;

switch (rgstp->rqg_proc) {
case NULLPROC:
if (!svc_sendreply(transp, xdr void, 0)) {
fprintf(stderr, "can’t reply to RPC call\n");
return;
}
return;
case RUSERSPROC_NUM:
/*
* Code here to compute the number of users
* and assign it to the variable nusers
*/
nusers2 = nusers;
switch (rgstp->rqg_vers) {
case RUSERSVERS_ ORIG:
if (!svc_sendreply(transp, xdr_u_long,
&nusers)) {
fprintf (stderr,"can’t replytoRPCcall\n");
}
break;
case RUSERSVERS_SHORT:
if (!svc_sendreply(transp, xdr_u_short,
&nusers2?2)) {
fprintf (stderr,"can’t replytoRPCcall\n"™);
}
break;
}
default:
svcerr_noproc (transp);
return;

}

J
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Versions on Client Side

Since different machines may run different versions of the RPC servers, the
client should be prepared to deal with the world. It is possible to have one server
running with the old version of RUSERSPROG (RUSERSVERS_ORIG) while
another server is running with the newer version (RUSERSVERS_SHORT).

If the version of the server running does not match with the version number in
the client create routines, then clnt_call fails with
RPCPROGVERSMISMATCH error. You can find out the version numbers sup-
ported by the server and then create a client handle with an appropriate version
number. Either the routine below can be used, or clnt_create vers().
See the rpc (3N) manual page for more details.

e N
main ()

{

enum clnt_stat status;
u_short num_s;

u_int num 1;

struct rpc_err rpcerr;
int maxvers, minvers;

clnt = clnt_create (host, RUSERSPROG,
RUSERSVERS_SHORT, "udp"):;
if (clnt == NULL) {
clnt_pcreateerror("clnt");
exit (-1);
}
to.tv_sec = 10; /* set the time outs */
to.tv_usec = 0;
status = clnt_call (clnt, RUSERSPROC_NUM,
xdr_void, NULL, xdr_u_short, &num s, to);
if (status == RPC_SUCCESS) {
/* We found the latest version number */
clnt_destroy(clnt):;
printf ("num = %d\n",num_s);
exit (0);
}
if (status != RPC_PROGVERSMISMATCH) {
/* Some other error */
clnt_perror(clnt, "rusers");
exit (-1);
}
clnt_geterr(clnt, &rpcerr);
maxvers = rpcerr.re_vers.high; /* highestversionsupported */
minvers = rpcerr.re_vers.low; /*lowestversionsupported */
if (RUSERSVERS_ORIG < minvers ||
RUSERS_ORIG > maxvers) {
/* doesn’t meet minimum standards */
clnt_perror(clnt, "version mismatch");
exit (-1);

. J
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4

/* This version not supported */
clnt_destroy(clnt); /* destroy the earlier handle */
clnt = clnt_create (host, RUSERSPROG,
RUSERSVERS_ORIG, “udp"):; /* trydifferent version */
if (clnt == NULL) ({
clnt_pcreateerror("clnt");
exit (-1);
}
status = clnt_call (clnt, RUSERSPROCNUM,
xdr_void, NULL, xdr_u_long, &num 1, to);
if (status == RPC_SUCCESS) {
/* We found the latest version number */
printf ("num = %d\n", num 1);

} else {
clnt _perror(clnt, "rusers");
exit (-1);
}
}
\. J

Here is an example that is essentially rcp. The initiator of the RPC snd call
takes its standard input and sends it to the server rcv, which prints it on standard
output. The RPC call uses TCP. This also illustrates an XDR procedure that
behaves differently on serialization than on deserialization.

' A
/*
* The xdr routine:
e on decode, read from wire, write onto fp
* on encode, read from fp, write onto wire

*/
#include <stdio.h>
#include <rpc/rpc.h>

xdr_rcp(xdrs, £p)
XDR *xdrs;
FILE *fp;

unsigned long size;
char buf[BUFSIZ], *p;

if (xdrs->x _op == XDR_FREE)/* nothing to free */
return 1;
while (1) {
if (xdrs->x_op == XDR_ENCODE) {
if ((size = fread(buf, sizeof (char), BUFSIZ,
fp)) == 0 && ferror(fp)) {
fprintf (stderr, “can’t fread\n");
return (1);
}
}
p = buf;

if (!xdr_bytes(xdrs, &p, &size, BUFSIZ))

J
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return (0);
if (size == 0)
return (1);
if (xdrs->x op == XDR DECODE)
if (fwrite(buf, sizeof (char),
fp) !'= size) {
fprintf (stderr,
return (1);

{

size,

"can’t fwrite\n");

\

—
/*

#include
#include
#include
#include
#include

main (argc,

callrpctcp(host, prognum,

* The sender routines

*/

<stdio.h>

<netdb.h>

<rpc/rpc.h>

<sys/socket.h>

"rep.h" /* for prog, vers definitions */

argv)
int argc;
char **argv;

int xdr_rcp():
int err;

if (argc < 2) {
fprintf (stderr,
exit (-1);

"usage: %s servername\n", argv[0]);
}

if =

((err callrpctcp(argv[l], RCPPROG, RCPPROC,
RCPVERS, xdr_rcp, stdin, xdr_void, 0) > 0)) {
clnt_perrno(err);
fprintf (stderr, "can’t make RPC call\n");
exit(1l);
}
exit (0);

procnum,
inproc, outproc,

char *host, *out;

xdrproc_t inproc, outproc;

versnum,
in, out)
*in,

struct sockaddr_in server_ addr;
int socket RPC_ANYSOCK;

enum clnt_stat clnt_stat;
struct hostent *hp;

Sumn
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* The receiving routines

¥

#include <stdio.h>

#include <rpc/rpc.h>

#include "rcp.h" /* for prog, vers definitions */

main ()
{
register SVCXPRT *transp;
int rcp_service(), xdr_rcp();

if ((transp = svctcp_create (RPC_ANYSOCK,

BUFSIZ, BUFSIZ)) == NULL) {
fprintf ("svctcp_create: error\n");
exit (1);

}

pmap_unset (RCPPROG, RCPVERS) ;

if (!svc_register(transp, RCPPROG,
RCPVERS, rcp_service, IPPROTO_TCP)) {
fprintf (stderr, "“svc_register: error\n");
exit(1);

}

svc_run(); /* never returns */

fprintf (stderr, "svc_run should never return\n");

i register CLIENT *client;
struct timeval total_timeout;
if ((hp = gethostbyname (host)) == NULL) ({
fprintf (stderr, "can’t get addr for ’%s’\n", host);
return (-1);
}
becopy (hp->h_addr, (caddr_t)é&server addr.sin_addr,
hp->h_length);
server_addr.sin_family = AF_INET;
server_addr.sin _port = 0;
if ((client = clnttcp_create(&server_addr, prognum,
versnum, &socket, BUFSIZ, BUFSIZ)) == NULL) {
clnt_createerror(“"rpctcp_create");
return (-1);
}
total_timeout.tv_sec = 20;
total_timeout.tv_usec = 0;
clnt_stat = clnt_call(client, procnum,
inproc, in, outproc, out, total_timeout);
clnt destroy(client);
return ((int)clnt_stat);
}
\
4 )
/*
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