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Preface

About this guide

Audience

Supported features

Getting information,
help, and service

Before you call

Preface

This guide describes hardware platform error messages generated by storage
systems and basic methods of troubleshooting hardware problems.

This guideisfor both end-users and Professional Service personnel.

IBM® System Storage™ N series storage systems are driven by NetApp® Data
ONTAP® software. Some features described in the product software
documentation are neither offered nor supported by IBM. Please contact your
local IBM representative or reseller for further details. Information about
supported features can aso be found at the following Web site:

www.ibm.com/storage/support/nas/

A listing of currently available N series products and features can be found at the
following Web site:

www.ibm.com/storage/nas/

If you need help, service, or technical assistance or just want more information
about IBM products, you will find awide variety of sources available from IBM
to assist you. This section contains information about where to go for additional
information about IBM and IBM products, what to do if you experience a
problem with your IBM N series product, and whom to call for service, if itis
necessary.

Before you call, make sure that you have taken these steps to try to solve the
problem yourself:

_1Check all cablesto make sure that they are connected properly.
1Check the power switches to make sure that the system is turned on.

—1Use the troubleshooting information in your system documentation and use
the diagnostic tools that come with your system.



Using the
documentation

Web sites

Accessing online
technical support

Hardware service
and support

Supported servers
and operating
systems

Information about N series hardware products is available in printed documents
and a documentation CD that comes with your system. The same documentation
isavailable as PDF files on the IBM NAS support Web site;

www.ibm.com/storage/support/nas/

Data ONTAP software publications are available as PDF files on the IBM NAS
support Web site:

www.ibm.com/storage/support/nas/

IBM maintains pages on the World Wide Web where you can get the latest
technical information and download device drivers and updates.

C_1For NAS product information, go to the following Web site:
www.ibm.com/storage/nas/

—1For NAS support information, go to the following Web site:
www.ibm.com/storage/support/nas/

—1For AutoSupport information, go to the following Web site:
www.ibm.com/storage/support/nas/

_1For the latest version of publications, go to the following Web site:
www.ibm.com/storage/support/nas/

For online Technical Support for your IBM N series product, visit the following
Web site:

www.ibm.com/storage/support/nas/

You can receive hardware service through IBM Integrated Technology Services.
Visit the following Web site for support tel ephone numbers:

www.ibm.com/planetwide/

IBM N series products attach to many servers and many operating systems. To
determine the latest supported attachments, follow the link to the Interoperability
Matrices from the following Web site:

www.ibm.com/storage/support/nas/

Preface



Firmware updates

Command
conventions

Formatting
conventions

Preface

Aswith al devices, it isrecommended that you run the latest level of firmware,
which can be downloaded by visiting the following Web site:

www.ibm.com/storage/support/nas/

Verify that the latest level of firmware isinstalled on your machine before
contacting IBM for technical support. See the Data ONTAP Upgrade Guide for
your version of Data ONTAP for more information on updating firmware.

You can enter storage system commands on the system consol e or from any client
that can obtain access to the system using a Telnet session. In examples that
illustrate commands executed on a UNIX® workstation, the command syntax
and output might differ, depending on your version of UNIX.

The following table lists different character formats used in this guide to set off

specia information.

For matting
convention

Type of information

Italic type

—1Words or characters that require special attention.

—1Placeholders for information you must supply.
For example, if the guide requires you to enter
the fctest adaptername command, you enter the
characters “fctest” followed by the actual name
of the adapter.

C1Book titlesin cross-references.

Monospaced font

—1Command and daemon names.

1 Information displayed on the system console or
other computer monitors.

1 The contents of files.

Bold monospaced
font

Words or characters you type. What you typeis
aways shown in lowercase |etters, unless your
program is case-sensitive and uppercase letters are
necessary for it to work properly.

Xi




Keyboard
conventions

Special messages

Xii

This guide uses capitalization and some abbreviations to refer to the keys on the
keyboard. The keys on your keyboard might not be labeled exactly asthey arein
this guide.

What isin thisguide... | What it means...

hyphen (-) Used to separate individual keys. For example,
Ctrl-D means holding down the Ctrl key while
pressing the D key.

Enter Used to refer to the key that generates a carriage
return; the key is named Return on some
keyboards.

type Used to mean pressing one or more keys on the
keyboard.

enter Used to mean pressing one or more keys and then

pressing the Enter key.

This guide contains special messages that are described as follows:

Note
A note contains important information that helps you install or operate the
system efficiently.

Attention
An attention notice contains instructions that you must follow to avoid a system
crash, loss of data, or damage to the equipment.

Caution
A caution notice warns you of conditions or procedures that can cause personal
injury that is neither lethal or nor extremely hazardous.

Danger
A danger notice warns you of conditions or procedures that can result in death or
severe personal injury.

Preface



How to send your
comments

Preface

Your feedback isimportant in helping us provide the most accurate and high-
quality information. If you have comments or suggestions for improving this
document, send us your comments by e-mail to starpubs@us.ibm.com or use the
Readers Comments form at the back of this publication. Be sure to include the
following:

1Exact publication title
C_1Form number (for example, GC26-1234-02)
_1Page numbers to which you are referring

If the Readers’ Comments Form in the back of this manual is missing, you can
direct your mail to:

International Business Machines Corporation
Information Development

Dept. GZW

9000 South Rita Road

Tucson, AZ 85744-0001 U.SA.

When you send information to IBM, you grant IBM a nonexclusive right to use
or distribute the information in any way it believes appropriate without incurring
any obligation to you.
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Finding troubleshooting information

About this chapter This chapter discusses the following topics:
1“What this guide covers’ on page 2
1" Other sources for hardware troubleshooting information” on page 3

Chapter 1: Finding troubleshooting information



What this guide covers

Error messages by
type

This guide covers hardware troubleshooting issues common to all platforms. The
systems alert you to problems by generating error messages. Error messages are
displayed in different places, depending on the type of message. The following
table listsinformation about the different types of messages generated by the

system.

Error messagetype

Wherethismessage is displayed

Whereto go for information

Boot error messages

System console

Chapter 3, “Boot error messages,” on
page 54

CFE or BIOS error
messages

System console

Chapter 3, “POST error messages,” on
page 42

LEDs

LEDs on various components

Chapter 2, “Interpreting LEDs,” on
page 5

EMS environmental
and other operational

messages

LCD display or system console

Chapter 4, “Interpreting EMS and
operational error messages,” on page 61

RLM notifications
regarding the system
and EM S messages
about the RLM

E-mail sent to indicated e-mail
address and system console

Chapter 5, “Understanding Remote LAN
Module messages,” on page 127

BMC notifications
regarding the system
and EM S messages
about the BMC

E-mail sent to indicated e-mail
addresses and system console

Chapter 6, “Understanding BMC
messages’ on page 143

What this guide covers



Other sources for hardware troubleshooting information

Other sources

If you do not find the troubleshooting information you need in this guide, use the
following table to determine where you can find the information you need.

Platform type Topic Document
N series storage N7000 series Thisguide
systems N5000 series
N3600/N3300
N3700 N3700 Hardware and Service Guide
IBM N series N7000 series gateways | Thisguide
gateways N5000 series gateways
Exapnsion units EXN2000 and IBM N series EXN2000 Storage Expansion Unit
(Disk shelves) EXN4000 Hardware and Service Guide
IBM N series EXN4000 Storage Expansion Unit
Hardware and Service Guide
EXN1000 IBM N series EXN1000 Storage Expansion Unit
Hardware and Service Guide
Third-party Switches, routers, Applicable third-party hardware documentation
hardware storage subsystems,
and tape backup
devices

Chapter 1: Finding troubleshooting information
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Interpreting LEDs 2

About this chapter This chapter describes the interpretation of LEDs for basic monitoring of your
system.

For detailed For detailed information about the LEDs, see the following sections:
information —1“Platform-specific LED information” on page 6
1"“Host bus adapter LEDS’ on page 23
1“GbE NIC LEDS’ on page 30
1" TCP offload engine NIC LEDS’ on page 33
C1“NVRAMS5 and NVRAMG6 adapter LEDS’ on page 36
C1“NVRAMS and NVRAM®6 media converter LEDS’ on page 38

Chapter 2: Interpreting LEDs 5



Platform-specific LED information

Types of platform- Two sets of LEDs provide you with basic information about how your system is
specific LEDs running. These sets give high-level device status at a glance, along with network
activity:

[ 1LEDsvisible on the front of your storage system with the bezel in place
C_1LEDsvisible on the back of your storage system

Platform-specific LED information



Platform-specific LED information

N3300 and N33600 systems

About this section This section provides LED information specific to the following platforms:

C1N3300 storage system

C_1N3600 storage system
LEDs visible from Location of the LEDs: Thefollowing illustration showsthe LEDs on the front
the front panel of N3300 and N3600 storage systems.

I Power

L Fault

___ Controller
Module A

'l__ Controller
Module B

What the LEDs mean: The following table explains what the front panel
subassembly LEDs mean.

Status

LED label | indicator Description

Power Green The system is receiving power.
Off The system is not receiving power.

Chapter 2: Interpreting LEDs



Status
LED label | indicator Description

Fault Amber The system halted or afault occurred in the
chassis. The error might be in a PSU, fan,
controller module, or internal disk. The LED
alsoislit when thereisa FRU failure, Data
ONTAP® is not running on a controller
module, or the system isin Maintenance

mode.
Off The system is operating normally.
A/B Green The controller is operating and is active.
'(:c:)r;trBo)IIer Blinking This LED blinksin proportion to activity; the

greater the activity, the more frequently the
LED blinks. When activity is absent or very
low, the LED does not blink.

Off No activity is detected.

LEDs visible from Location of the LEDs: Thefollowing LEDs are on the rear panels of N3300
the back and N3600 systems:

1 Fibre Channel port LEDs
—1Remote management port LEDs
C_1Ethernet port LEDs

—_1Nonvolatile memory (NVMEM) LED
—1Controller module fault LED

The following illustration shows the location of rear-panel LEDs on an N3600
storage system.

e0a | e0b

The rear-panel LEDs on an N3300 storage system are the same; however, the
placement of some labels differs.

8 Platform-specific LED information




What the LEDs mean: The following table explains what your system’s rear-

panel LEDs mean.

Status
Icon Port type LED type | indicator Description
Fibre LNK Green Link is established and communication is
Channel happening.
—_— Off No link is established.
Remote LNK Green A valid network connection is established.
management
H X (Left) Off Thereis no network connection present.
ACT Amber Thereis data activity.
(Right) Off Thereis no network activity present.
Ethernet LNK Green A valid network connection is established.
(Left) Off Thereis no network connection present.
D{E ACT Amber There is data activity.
(Right) Off Thereis no network activity present.
NVMEM Battery Blinking NVMEM isin battery-backed standby mode.
green
Off The system is running normally, and
(power on) | NVMEM isarmed if Data ONTAP isrunning.
Off The system is shut down, NVMEM is not
(power off) | armed, and the battery is not enabled.
Controller ACT Amber Controller is starting up, Data ONTAP is
modulefault initializing, the controller isin Maintenance
' mode, or a controller module fault is detected.
P Off Controller module is functioning properly.

Chapter 2: Interpreting LEDs




Admonitions about
NVMEM status

Power supply LEDs

10

Several actions should not be performed on either the N3300 or N3600 or storage
system if the NVMEM status LED isblinking or if NVMEM is armed (being
protected).

Attention
Do not replace DIMMSs or any other system hardware when the NVMEM status
LED isblinking. Doing so might cause you to lose data. Always flush NVMEM
contents to disk by entering ahalt command at the system prompt before
replacing the hardware.

If you replace DIMMSs, be sure to follow the proper procedure.

Attention
To protect critical datain NVMEM, you cannot update BIOS or BMC firmware
when NVMEM isin use. Before updating firmware, ensure that NVMEM no
longer contains critical databy performing ahalt command to cleanly shut down
Data ONTAP. When the system reboots to the LoADER > prompt, you can update
your firmware.

Location of the LEDs: The following illustration shows the location of the
power supply LEDs, which are visible from the back of the system.

Note
The following illustration shows an N3600 power supply. The position of power
supply LEDs on the N3300 is different, but the LEDs are functionally identical.

Platform-specific LED information
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What the LEDs mean: The following table explains what the LEDs on the
power supply mean.

LED name LED color Description

Ready Green The power supply isfunctioning
correctly.

Fault Amber The power supply is not functioning

properly and needs service. See the
system console for any applicable error

messages.
LED behavior and If an internal disk drive fails or is disabled, the fault light on the front of an
onboard drive N3300 or N3600 storage system turns on. When you remove the faulty or
failures disabled disk drive, the fault light on the front of the system turns off.

The failure of disk drivesin expansion disk shelves does not affect the fault light
on the front of the system.

Chapter 2: Interpreting LEDs 11



Platform-specific LED information
N5000 series storage systems and N5000 series gateways

About this section

Using quick
reference sheets

12

This section provides LED information specific to the following platforms:
C_1N5000 series storage systems
C_1N5000 series gateways

Your system might be shipped with a model-specific quick reference sheet
located at the bottom of the chassis.

Check the LEDs: Check al system LEDs to determine whether any
components are not functioning properly. The following illustration shows the
portion of a quick reference sheet that shows LED locations and explanations.

. Match power supply LED
To determine system status, match the control panel with the following possible

LEDs with the following possible conditi conditions and perform
actions from KEY section

® O ©
ON OFF ON/OFF

Control panel LEDs power supply LED
R | The system is operating and active FAULT CONDITIONS
:.”, The system is actively processing data 0 o 9 a
I | sewstep AC
8 | e system is operating normally OK, / | ©®|O0

Q | The system halted or a fault occurred.
The fault is displayed on the LCD.

Note- this LED remains lit during boot,
while the operating system loads.

KEY
I8 | e system s receiving power () - No faultindicated.
Il | The system s not receiving power (€) - No extemal power - Check

connections and power source.
9 - CFE prompt

e -Power supply Fault - Replace.

9L0Myosu
21omyogu

Platform-specific LED information



FRU Map: Usethe FRU map on the reference sheet to identify field-replaceable
unitsin your system.

Mother board Tray
« RLM

@ ¢ Riser Cards
¢ Memory DIMMs
o Compact Flash

¢ PCI Cards
[ —

LCD

%
200mMyogu

LEDs visible from Location of the LEDs: T Ilefollowmg illustration shows the LEDs on the front
the front panel subassembly
SEBEE
CROREBOREBORERORRORROB0R330 SROR30
Ieesegecegegegegececedogoceesed] BoRCRa8
OROEORORORORORORORORAEOROROREE0 CROREED
CRORARORERORARORORORAROROROREE0 BORAR0
Ieesegecegegegecedecedogoceesed] BoRCRa8
8880088008800888888888888888888 8888888
OROEORORORORORORORORAEOROROREE0 OROREED 5
CRORARORERORARORORORAROROROREE0 CRORARO S
OROEORORORORORORORORAEOROROEEE0 OROREED <)
CRORARORERORARORORORAROROROREE0 CRORARO 53
=1 GROROROEEEARAROEAEARAREEAREAREE QROERR0 L =
CRORARORERORAROROROROROROROREE0 CRORARO S
el eRsReRoReReRaR R e R e R e 0 e et @) =
Power LED
Status LED
ACtIVIty LED

Chapter 2: Interpreting LEDs 13
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What the LEDs mean: The following table explains what the front panel

subassembly LEDs mean.

LED Status
label indicator Description
Activity | Green The system is operating and is active.
Blinking The system is actively processing data.
Off No activity is detected.
Status Green The system is operating normally.
Amber The system halted or afault occurred. Thefault is
displayed in the LCD.
Note
This LED remains it during boot, while the
operating system loads.
Power Green The system is receiving power.
Off The system is not receiving power.

Platform-specific LED information




LEDs visible from Location of the LEDs: The following illustration shows the location of the
the back following onboard port LEDs on the system backplane;

_1Fibre Channel port LEDs
C_1GbE port LEDs
C_1RLM LEDs

RLM LEDs

GbE port LEDs

Fibre Channel
port LEDs

What the LEDs mean: The following table explains what the LEDs for your
onboard ports mean.

Port LED Status
type type indicator Description
Fibre LNK Off No link with the Fibre Channel is
Channel established.
Green A link is established.
GbE LNK On A valid network connection is
and established.
RLM Off There is no network connection.
ACT On Thereis data activity.
Off Thereis no network activity present.

Chapter 2: Interpreting LEDs
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Power supply LEDs Location of the LEDs: Thefollowing illustration shows the location of the
power supply LEDs on your system backplane.

Power supply 1 —‘/—‘

Power supply 2

PSU LEDs

0Lomypsu

What the LEDs mean: The following table explains what the LEDs on the
power supplies mean.

LED label Statusindicator Description

AC Amber No fault is indicated.

OK (or Status) | Green

AC Off Thereis no external power; check

OK (or Status) | Off the connections and the power

source.

AC Amber C—1(N5200 and N5500 systems and
N5200 and N5500 gateways)

OK (or Status) | Off

Common Firmware
Environment (CFE) prompt.

1 (N5300 and N5600 storage
systems and N5300 and N5600
gateways) The system displays
the LOADER> prompt because it
has not booted Data ONTAP.

16
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LED labd

Statusindicator

Description

AC

Flashing amber

OK (or Status)

Amber

Thereis apower supply fault;
replace the power supply.

17



Platform-specific LED information
N7000 series storage systems and N7000 series gateways

About this section This section provides LED information specific to the following platforms:
C_1N7000 series storage systems
C_1N7000 series gateways

LEDs visible from Location of the LEDs: Thefollowing illustration showsthe LEDs on the front
the front panel subassembly.

€2omyoLu

’ Power LED
Status LED
Activity LED

What the LEDs mean: The following table explains what the front panel
subassembly LEDs mean.

LED Status

label indicator Description

Activity | Green The system is operating and is active.
Blinking The system is actively processing data.
Off No activity is detected.

18 Platform-specific LED information




LED Status

label indicator Description
Status Green The system is operating normally.
Amber The system halted or afault occurred. The fault is

displayed in the LCD.

Attention
This LED remains lit during boot, while the
operating system loads.

Power Green The system is receiving power.
Off The system is not receiving power.
LEDs visible from Location of the LEDs: The following illustration shows the location of the
the back following onboard port LEDs on the system backplane;
_1Fibre Channel port LEDs
1GBE
1RLM LEDs
GbE LEDs \
coood | o
e,
O | 1D R0 g
(ool 7 K0eem 7 g [Roged
OO0OOL /=2 10000 0000
° | @/ER <FEl ¢FE] -EB|/

RLM LEDS/ Fibre ChanneIV
port LEDs

Chapter 2: Interpreting LEDs 19



20

What the LEDs mean:

onboard ports mean.

The following table explains what the LEDs for your

Port LED
type type Statusindicator | Description
Fibre LNK Off No link with the Fibre Channel
Channel is established.
(Green)
Blinking
(N7600 and
N7800 systems
and N7600 and
N7800
gateways) A link is established and
Solid communication is happening.
(N7700 and
N7900 systems
and N7700 and
N7900
gateways)
GbE LNK On A valid network connection is
and established.
RLM
Off There is no network connection.
ACT On Thereis data activity.
Off There is no network activity
present.

Platform-specific LED information



Location of the LEDs: Thefollowing illustration showsthelocation of thefan

LEDs, which you can see when you remove the bezel.

Fan LEDs

Fan
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What the LEDs mean: The following table explains what the LEDs on the

fans mean.

Description

The fan failed.

There is no power to the system, or the fan is operational.

LED
status

Orange

blinking

Off

Location of the LEDs: The following illustration shows the location of the

power supply LEDs on your system backplane.

Power supply LEDs
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What the LEDs mean: The following table explains what the LEDs on the
power supplies mean.

Amber Green

(indicates (indicates

AC input) DC output) | Description

On On The AC power source isgood and is powering
the system.

On Off Thereis AC power present, but the power
supply is not operational.

On Blinking Thereis AC power present but the power
supply is not enabled.

Off Off Thereisinsufficient power to the system.

Platform-specific LED information




Host bus adapter LEDs

HBA types Storage systems might have Fibre Channel or iSCSI host bus adapters (HBAS)
installed and configured on them.

Dual-port Fibre Location of the LEDs: Thefollowing illustration showsthe LED locations on
Channel HBA LEDs  adual-port Fibre Channel HBA.

— Amber
LED

Green
LED

oI55

o
o]
)
3
n

g @

FIBRE
CHANNEL

What the LEDs mean: The following table explains what the LEDs on a dual-
port Fibre Channel HBA mean.

Green Amber Description

On On Power is on.

Off Flashing Syncislost.

Off On Signal is acquired.
On Off Ready.

Chapter 2: Interpreting LEDs 23



Quad-port, 4-Gb,
Fibre Channel HBA
LEDs
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Green Amber Description

Flashing Off 4 seconds solid followed by one flash: 1-Gb
link speed.
4 seconds solid green link followed by two
flashes. 2-Gb link speed.

Flashing Flashing Adapter firmware error has been detected.

There are two versions of the quad-port, 4-Gb Fibre Channel HBA. One version
has four LEDs, and the other has 12 LEDs. Both HBASs function identically but
provide dightly different feedback through the LEDs.

(Four-LED version) Location of the LEDs: The following illustration
shows the location of LEDs on a quad-port, 4-Gb, Fibre Channel HBA.

Port A LED
Port C LED

—— Port A*

— Port B*

— Port C*

— Port D*

— Port B LED
— Port D LED

* Ports in this drawing are labeled
as identified by Data ONTAP software.

Host bus adapter LEDs
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(Four-LED version) What the LEDs mean: The following table explains
what the LEDs on a quad-port, 4-Gb, Fibre Channel HBA mean.

Led label Statusindicator Description

By port letter White Thereisaloss of sync or no link.
Blinking white Thereisafault.
Amber 1-Gbps link is established.

Blinking amber

1-Gbps data transfer istaking place.

Green 2-Gbps link is established.
Blinking green 2-Gbps data transfer is taking place.
Blue 4-Gbpslink is established.
Blinking blue 4-Gbps data transfer is taking place.

(12-LED version) Location of the LEDs: The following illustration shows

the location of LEDs on a quad-port, 4-Gb, Fibre Channel HBA.

Ports A though D

Green LEDs

[Ee5g——

O

Port A*

Port B*

Port C*

Port D*

Ports A through D
Yellow LEDs
Ports A through D
Amber LEDs

* Ports in this drawing are labeled
as identified by Data ONTAP software.
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(12-LED version) What the LEDs mean: Thefollowing table explainswhat
the LEDs on a quad-port, 4-Gb, Fibre Channel HBA mean.

Yellow | Green Amber
LEDs LEDs LEDs Description
Off Power is off.
On Power is on (before firmware initialization),
Flashing Power is on (after firmware initialization).

All LEDs alternately flashing

A firmware error is detected.

Off Off On 1-Ghpslink is established.
Off Off Flashing | 1-Gbps datatransfer istaking place.
Off On Off 2-Gbps link is established.
Off Flashing | Off 2-Gbps data transfer is taking place.
On Off Off 4-Gbpslink is established.
Flashing | Off Off 4-Gbps data transfer is taking place.

Cabling and support rules: The quad-port, 4-Gb, Fibre Channel HBA
supports all IBM storage expansion units, subject to current loop mixing
restrictions, as well as third-party Fibre Channel tape devices and libraries. You
can mix Fibre Channel disk shelves and Fibre Channel tape devices on the same
HBA.. You must cable them by port pairs of A&B and C&D.

The following are not supported by the HBA or do not support this HBA:
_1Fabric-attached MetroCluster configurations

C1IBM N series gateways
[_1HBA target mode

The following table shows possible cabling combinations by port and device.

Ports A&B Ports C&D
Disk shelves Disk shelves
Disk shelves Tapellibrary devices

Tapellibrary devices

Disk shelves

Host bus adapter LEDs




Ports A&B

Ports C&D

Tapellibrary devices

Tapellibrary devices

Dual-port, 4-Gb, Location of the LEDs: The following illustration shows the location of LEDs
target mode, Fibre on adual-port, 4-Gb, target mode Fibre Channel HBA.

Channel HBA LEDs

I

Y——

Port a 5 X
E RX
Port b 5 X
E RX
| it
|

>m<

e

What the LEDs mean: The following table explains what the LEDs on the

HBA mean.
Yellow Green Amber Description
Off Off Off Power is off.
On On On Power is on, before firmware

initialization.

Flashing Flashing Flashing

Power ison, after firmware
initialization.

LEDs flashing alternately

A firmware error is detected.

Off Off on/
Flashing

1-Gbps link/1/0 is established.

Chapter 2: Interpreting LEDs
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iSCSI target HBA
LEDs
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Yellow Green Amber Description

Off On/ Off 2-Gbps link/1/O is established.
Flashing

On/Flashing | Off Off 4-Gbps link/I/O is established.

Flashing Off Flashing Beacon.

There are two types of iSCSI target HBASs: Fibre Channel and copper.

(Fibre Channel) Location of the LEDs: Thefollowing illustration shows
the location of LEDs on a Fibre Channel iSCSI target HBA.

LNK LED
ACT LED

:

O
O

5

O
O

0

— Port 2

— Port 1

(Fibre Channel) What the LEDs mean: The following table explains what
the LEDs on a Fibre Channel iSCSI target HBA mean.

LED label Status indicator | Description
LNK Yellow The HBA is on and connected to the
network.
Off The HBA is not connected to the

network.

Host bus adapter LEDs
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LED label Status indicator | Description
ACT Green A connection is established.
Blinking green Thereis data activity.

(Copper) Location of the LEDs: The following illustration shows the
location of LEDs on a copper iSCSI target HBA.

Speed LED

ACT LED

e

5
D*i Port 1

[

(Copper) What the LEDs mean: The following table explains what the
LEDs on a copper iSCSI target HBA mean.

LED Label Status Indicator | Description

Speed Green The HBA isrunning at 1 Gbps.
Off The HBA isnot running at 1 Gbps.

ACT Amber A connection is established.
Blinking amber Thereis data activity.
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GbE NIC LEDs

GbE NICs LEDs

30

Your system might have Ethernet network interface cards (NICs) init. The LEDs
on the cards are similar to the onboard Ethernet portsin that they give the status
and activity of the Ethernet connection. The NICs might also identify transfer
speeds.

Location of the single-port GbE NIC LEDs: The following illustration
shows the location of LEDs on the copper and fiber single-port GbE NICs.

ACT/LNK

o
[
=]

O
O LNK
D O ACT
O
O
10=OFF
100=GRN
1000=YLW
Copper Fiber
10Base-T/100Base-TX/1000Base-T 1000Base-SX

GbE NIC LEDs



Location of the multiport GbE NIC LEDs: The following illustration
shows the location of LEDs on the copper and fiber dual-port GbE NICs.

ACT/LNK A (O ACTILNK A
0 1
D O
L___1r
[ uy
0 @]
I — Network
speed oY
L___1r
D oy
ACT/LNK B O nr
10=OFF
100=GRN O ACTILNK B
1000=0RG
Copper Fiber
10Base-T/100Base-TX/1000Base-T 1000Base-SX

The following illustrations show the location of LEDs on the copper quad-port
GbE NIC.

SPEED LED —‘
ACT/LNK LED —+

Port a

Port b

Port c

Port d
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What the copper GbE NIC LEDs mean: The following table explains what

the LEDs on amultiport GbE NIC mean.

Attention

The LEDs on the quad-port copper GbE NIC are the same as those on the dual -
port copper GbE NIC.

LED type Statusindicator Description
ACT/LNK Green A valid network connection is
established.

Blinking green Thereis dataactivity.

or blinking amber

Off Thereis no network connection.
10=0OFF Off Datatransmits at 10 Mbps.
100=GRN Green Datatransmits at 100 M bps.
1000=YLW Yellow Data transmits at 1000 Mbyps.
or (single-port)
1000=0ORG Orange

(multiport)

What the fiber GbE NIC LEDs mean: Thefollowing table explainswhat the
LEDs on the fiber GbE NIC mean.

Status
LED type indicator Description
LNK On A valid network connection is established.
Off There is no network connection.
ACT On Thereis data activity.
Off Thereis no network activity present.
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TCP offload engine NIC LEDs

Single-port TOENIC  Location of the LEDs: The single-port TCP offload engine (TOE) isa
LEDs 10GBase-SR fiber optic NIC. The following illustration shows the location of
LEDson thisNIC.

Fiber Optic
LC Port

LINK LED ——
O LINK
ACT (Activity) LED —oaAct
O STAT

STAT (Power) LED —

L |

What the LEDs mean: The following table explains what the LEDs on the
single-port TOE NIC mean.

LED label | Statusindicator Description
ACT/LNK | Green A valid network connection is
established.
Blinking green Thereis data activity.
Off There is no network connection.
STAT Red The NIC isreceiving power and ison.
Off The operating system has booted.
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Dual-port TOE NIC
LEDs, 10GBase-SR

LINK/ACT LED, O
Port A B
I3
LINK/ACT LED, O
Port B

Location of the LEDs: This10-Gb TOE NIC isa 10GBase-SR fiber optic
NIC. The following illustration shows the location of LEDs on this NIC.

— Fiber Optic LC
Port A

— Fiber Optic LC
Port B

What the LEDs mean: The following table explains what the LEDs on this
dual-port TOE NIC mean.

LED label

Statusindicator

Description

LINK/ACT | Green

A valid network connectionis
established.

Blinking amber

There is data activity.

Off

Thereis no network connection present.
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Quad-port TOE NIC  Location of the LEDs: The quad-port TOE NIC isa1000Base-T copper NIC.
It uses an RJ-45 connector. The following illustration showsthe location of LEDs

onthisNIC.
C Activity LEDs: LED 1 ( Activity LEDs: LED 1
12 corresponds to Port a, 4 3 corresponds to Port a,
8384 LED 2 corresponds to 8281 LED 2 corresponds to
7 Port b, and so on. j Port b, and so on.
’ Port a . Port d
Port b Port ¢
CEI %;
‘ Port c ' Port b
Port d Port a

What the LEDs mean: The following table explains what the LEDs on the
guad-port TOE NIC mean.

LED Label | StatusIndicator Description

Labeledby | Yelow Data transmits at 1 Gbps.
ort
Eumber Green Datatransmits at 10/100 Mbps.
Blinking There is data activity.

Chapter 2: Interpreting LEDs
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NVRAMS5 and NVRAMG6 adapter LEDs

About NVRAM5 and  The NVRAMS5 and NVRAMG6 adapters are also the interconnect adapters when
NVRAMG6 your system isin an active/active (clustered) configuration except with
MetroCluster. The following table displays which systems support which adapter.

Adapter Systems
NVRAMS5 N5200 and N5500 storage systems and N5200 and
N5500 gateways
NVRAMG6 C_1N5300 and N5600 storage systems and N5300 and
N5600 gateways
C_1N7000 series systems and N7000 series gateways

Location of LEDs The following illustration shows the LED locations on an NVRAMS or an
NVRAMG6 adapter. There are two sets of LEDs by each port that operate when
you use the adapter as an interconnect adapter in an active/active configuration.
Thereisalso an internal red LED that you can see through the faceplate.

O O
Lo1 PH1

—

|

—

O O
L02 PH2
—

|

—

NVRAMS
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What the LEDs
mean

Chapter 2: Interpreting LEDs

The following table explains what the LEDs on an NVRAMS5 or NVRAMG6

adapter mean.
LED type | Indicator | Status Description
Internal Red Blinking | Thereisvalid datain the NVRAM5
or NVRAMG.
Attention
This might occur if your system did
not shut down properly, asin the case
of apower failure or panic. The data
is replayed when the system boots up
again.
PH1 Green On The physical connection isworking.
Off No physical connection exists.
LO1 Yellow On Thelogical connection isworking.
Off No logical connection exists.
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NVRAMS5 and NVRAM6 media converter LEDs

About the media
converter

Location of LEDs

Media converter
LEDs

38

The media converter enables you to use fiber cabling to cable your storage
systemsin an active/active (clustered) configuration.

The following illustration shows the location of the LED on an NVRAMS5 or an
NVRAMG6 media converter.

LED

Media
converter

The following table explains what the LED on an NVRAMS5 or an NVRAM6
media converter means.

Indicator Status Description

Green On Normal operation.

Green/Amber On Power is present but link is down.

Green Flickering | Power is present but link is down.
or off

NVRAMS5 and NVRAM6 media converter LEDs



Startup error messages 3

About this chapter This chapter lists error messages you might encounter during the boot process.

Topics in this This chapter discusses the following topics:

chapter —1“Types of startup error messages’ on page 40
1“POST error messages’ on page 42
—1“Boot error messages’ on page 54
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Types of startup error messages

Startup sequence

CFE and LOADER
messages

POST messages

Boot messages

Types of startup
error messages

40

When you apply power to your storage system, it verifies the hardware that isin
the system, loads the operating system, and displays two types of startup
informational and error messages on the system console;

—_1Power-on self-test (POST) messages
—1Boot messages

CFE and LOADER messages occur when an error occurs when the CFE and
LOADER run through the POST. This happens before the Data ONTAP software
isloaded.

POST isaseries of tests run from the motherboard PROM. These tests check the
hardware on the motherboard and differ depending on your system configuration.
POST messages appear on the system console.

Note
Your storage system LCD, where applicable, displays only the POST messages
without a header.

Note
After the boot is successfully completed, your storage system |oads the operating
system. The exact boot messages that appear on your system console depend on
your system configuration.

You might encounter two groups of startup error messages during the boot
process:

1POST error messages
[—1Boot error messages

Both error message types are displayed on the system console, and an e-mail
notification is sent out by your remote management subsystem, if it is configured
to do so.

Types of startup error messages



For detailed For adetailed list of the startup error messages, see the following sections:
information 1“POST error messages’ on page 42
1“Boot error messages’ on page 54

Chapter 3: Startup error messages
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POST error messages

POST error The following section describes POST error messages specific to the following
messages platforms:

C_1N7000 series storage systems and N 7000 series gateway systems
C_1N5300 and N5600 storage systems and N5300 and N5600 gateway systems
C—1N5200 and N5500 storage systems and N5200 and N5500 gateway systems

POST error messages



POST error messages

N5300 and N5600 systems, N5300 and N5600 gateways, N7000
series storage systems, and N7000 series gateways

POST error
messages

The following table describes POST error messages that might appear on the
system console if your system encounters errors while the BIOS and boot |oader

initiate the hardware.

Attention

Always power-cycle your system when you receive any of the following errors. If
the system repeats the error message, follow the corrective action for that error

message.

Error message or code

Description

Corrective action

0200: Failure Fixed Disk

A disk error occurred.

Complete the following steps to
determine whether the
CompactFlash card is bad.

1. Enter the following command
at the LOADER> prompt:

boot_diag
2. Sdlect the cf-card test.

If the test shows that the
CompactFlash card is bad, replace
it.

If the CompactFl ash card is good,
replace the motherboard.

Chapter 3: Startup error messages
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Error message or code

Description

Corrective action

0230: System RAM
Failed at offset:

0231: Shadow RAM
failed at offset

0232: Extended RAM
failed at address line

Multiple-bit ECC error
occurred

Bad DIMM found
in slot #

The BIOS cannot initialize the
system memory or aDIMM has
failed.

023E: Node Memory
Interleaving disabled

A bad DIMM was detected, which
causes BIOS to disable Node
Interleaving.

Check the DIMMs and replace any
bad ones by completing the
following steps:

1. Make surethat each DIMM is
seated properly, then power-
cycle the system.

2. If the problem persists, run the
diagnostics to determine which
DIMMsfailed. Enter the
following command at the
LOADER> prompt:

boot diag

3. Select the following test:
mem

Replace the failed DIMMs.

None on console.
Problem may be reported
in the Remote LAN
Module (RLM) system
event log (SEL) with the
code 037h or inthe
SMBIOS SEL with the
error code 237h.

There is not enough memory to
accommodate SMBIOS structure.

Perform one of the following steps:

_1Remove some adapters from
PCI dots

—1Check the DIMMs and replace
any bad ones. Follow the
procedure described in the
corrective action for the
preceding errors messages.
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Error message or code

Description

Corrective action

0241: Agent Read
Timeout

Timeout occurs when BIOS triesto
read or write information through
System Management Bus (SMBUS)
or Inter-Integrated Circuit (12C).

Run the Agent diagnostic test.

1. Enter the following command
at the LOADER > prompt:

boot_diag
2. Select and run the following
tests:
agent
2
6
3. Select and run the following
tests:
mb
2
8

Chapter 3: Startup error messages
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Error message or code

Description

Corrective action

0242: Invalid FRU
information

The information from the field-
replaceable unit’s (FRU’S)
Electrically Erasable Programmable
Read-Only Memory (EEPROM) is
invalid.

1. Enter the following command
at the LoADER > prompt:

boot diag

2. Todeterminethe FRU involved,
select the following tests:

mb
74

3. Check whether the FRU’s
model name, serial number,
part number, and revision are
correct in one of the following
ways:

1 Visually inspect the FRU.

1L ook for error messages
indicating that the FRU
information isinvalid or
could not be read.

4. Contact technical support if you
suspect a misprogrammed
FRU.

0250: System battery is
dead—Replace and run
SETUP

Therea-time clock (RTC) battery is
dead.

1. Reboot the system.

2. If the problem persists, replace
the RTC battery

3. Reset the RTC.

0251: System CMOS
checksum bad—Default
configuration used

CMOS checksum is bad, possibly
because the system was reset during
BIOS boot or because of a dead real-
time clock (RTC) battery.

1. Reboot the system.

2. If the problem persists, replace
the RTC battery.

3. Resetthe RTC.
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Error message or code

Description

Corrective action

0253: Clear CMOS
jumper detected—Please
remove for normal
operation

(N7000 series storage
systems and N7000
series gateways only)

The clear CMOS jumper isinstalled
on the main board.

Remove the clear CMOS jumper
and reset the system.

0260: Systemtimer error

The system clock is not ticking.

Replace the HT1000 chip.

0280: Previous boot
incomplete-Default
configuration used

The previous boot was incomplete,
and the default configuration was
used.

Reboot the system.

02C2: No valid Boot
Loader in System Flash—
Non Fatal

No valid boot loader isfound in
system flash memory while the
option to Halt For Invalid Boot
Loader is disabled in setup. Asthe
result, the system still can boot from
CompactFlash if it has avalid boot
loader.

Enter the update flash command
two times to place a good boot
loader in the system flash.
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Error message or code

Description

Corrective action

02C3: No valid Boot
Loader in System Flash—
Fatal

No valid boot loader isfound in
system flash memory while the
option to Halt For Invalid Boot
Loader is enabled in setup. Asthe
result, the system halts. Users should
take corrective action.

Place avalid version of the boot
loader in the system flash by
completing either of the following
series of steps:

1. Boot from the backup boot
image.

2. Enter theupdate flash
command.

or

1. Enter setup and disable boot
from system flash.

2. Savethe setting.

3. Reboot to the LoADER> prompt,
and then enter the
update_flash command two
times.

02F9: FGPA jumper
detected—Please remove
for normal operation
(N7000 series storage
systems and N7000
gateways only)

The FPGA jumper was installed on
the motherboard.

1. Remove the FPGA jumper.
2. Reboot the system.
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Error messageor code | Description

Corrective action

02FA: Watchdog Timer The watchdog times out while BIOS
Reboot (Pcilnit) isdoing PCI initialization.

1. Power-cyclethe system afew
times or reset the system
through the Remote LAN
Module (RLM).

2. If the problem persists, check
the PCI interface. At the
LOADER> prompt, enter the
following command:

boot_diags

3. Select the following tests:
mb
4
71

4. Replace the motherboard if the
diagnostics show a problem.

02FB: Watchdog Timer The watchdog times out while BIOS
Reboot (MemTest) is testing the extended memory.
(N7000 series storage
systems and N7000
gateways only)

1. Power-cycle the system afew
times or reset the system
through the Remote LAN
Module (RLM).

2. If the problem persists, check
the memory interface. At the
LOADER> prompt, enter the
following command:

boot_diags

3. Select the following tests:
mem

1

4. Replacethe DIMMsif the
diagnostics show a problem.

5. Replace the motherboard if the
problem persists.
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Error message or code

Description

Corrective action

02FC: LDTSop Reboot
(HTLinkInit)

The watchdog times out while BIOS
is setting up the HT link speed.

1. Power-cyclethe system afew
times or reset the system
through the Remote LAN
Module (RLM).

2. If the problem persists, replace
the motherboard.
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POST error messages

N5200 and N550

0 systems and N5200 and N5500 gateways

POST error
messages

The following table describes POST error messages that might appear on the
system console if your storage system encounters errors while CFE initiates the
hardware.

Attention
Always power-cycle your storage system when you receive any of the following
errors. If the system repeats the error message, follow the corrective action for
that error message.

Note
Thereis an LED next to each DIMM on the motherboard. When aDIMM fails,
the LED lights help you find the failed DIMM.

Error message or code Description Corrective action
Memory init failure: XXXX denotes memory address. 1. Make sure that the DIMM is
Data segment does not The CFE failed to initialize the supported.

compare at XXXX system memory properly. 2 Make sure that the DIMM is
seated properly.
3. Replacethe DIMM if the
problem persists.
Unsupported systembus | The CFE detects an unsupported 1. Make sure that the DIMM is
speed OXXXXX defaulting | DIMM. seated properly.
to 1000Mhz

2. Replacethe DIMM if the
problem persists.

No Memory found

The CFE cannot detect the system 1. Make surethat the DIMM is
DIMMs. seated properly and power-
cycle your storage system.

2. Replacethe DIMM if the
problem persists.
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Error message or code

Description

Corrective action

Abort Autoboot—POST
Failure(s): MEMORY

The memory test failed.

1. Makesurethat DIMMsare
seated properly, then power-
cycle your storage system.

2. Replacethe DIMM if the
problem persists.

Abort Autoboot—POST
Failure(s): RTC, RTC IO

The CFE cannot read the real-time
clock (RTC_10O) or the RTC date is
invalid (RTC).

1. Usetheset date andthe set
time command to set the date
and time.

2. Make surethat the RTC battery
is still good.

Abort Autoboot—POST
Failure(s): CPU

At least one CPU failsto start up
properly.

1. Power-cycle the system to see
whether the problem persists.

2. Replacethe motherboard tray if
the problem persists.

Abort Autoboot—POST
Failure(s): UCODE

At least one CPU failsto load the
microcode.

1. Power-cycleyour system to see
whether the problem persists.

2. Replacethe motherboard tray if
the problem persists.

Invalid FRU EEPROM
Checksum

The system backplane or
motherboard EEPROM is corrupted.

Call technical support.

Autoboot of primary

Autoboot is stopped due to a key

Power-cycle the system and avoid

image aborted being pressed during the autoboot pressing any keys during the
Autoboot of backup process. autoboot process.
image aborted
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Error messageor code | Description

Corrective action

Autoboot of Back up The kernel could not be found on the
image failed Autoboot of | CompactFlash card.
primary image failed

1. Check the CompactFlash card
connection.

2. Make sure that the
CompactFlash card content is
valid; if it is not, replace the
CompactFlash card.

3. Follow the netboot procedure
on your CompactFlash card
documentation to download a
new kernel.
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Boot error messages

When boot error
messages appear

Boot error
messages

Boot error messages might appear after the hardware passes all POSTs and your
storage system begins to load the operating system.

Thefollowing table describes the error messages that might appear onthe LCD if
your storage system encounters errors while starting up.

Boot error message

Explanation

Corrective action

*Boot device err

A CompactFlash card could not be
found to boot from.

Insert avalid CompactFlash card.

Cannot initialize
labels

When the system tries to create a new
file system, it cannot initialize the disk
labels.

Usually, you do not need to create and
initialize afile system; do so only after
consulting technical support.

Cannot read labels

When your storage system triesto
initialize anew file system, it has a
problem reading the disk labelsit
wrote to the disks.

This problem can be because the
system failed to read the disk size, or
the written disk labels were invalid

Usually, you do not need to create and
initialize afile system; do so only after
consulting technical support.

Configuration
exceeds max PCI
space

The memory space for mapping PCI

adapters has been exhausted, because

either

1 There are too many PCI adapters
in the system

[_1An adapter is demanding too
many resources

Verify that all expansion adaptersin
your storage system are supported.

Contact technical support for help.
Have alist ready of all expansion
adaptersinstalled in your storage
system.

Dirty shutdown in

Thefile systemisinconsi stent because

Contact technical support for

degraded mode you did not shut down the system instructions about repairing the file
cleanly when it was in degraded system.
mode.
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Boot error message

Explanation

Corrective action

DIMM dot # has
correctable ECC
errors.

The specified DIMM dlot has
correctable ECC errors.

Run diagnostics on your DIMMs. If
the problem persists, replace the
specified DIMM.

Disk label processing
failed

Your storage system detects that the
disk isnot in the correct drive bay.

Make sure that the disk isin the
correct bay.

Drive %s.%d not
supported

%s—T he disk number;
%d—The disk ID number. The system
detects an unsupported disk drive.

1. Remove the drive immediately or
the system drops down to the
PROM monitor within 30
seconds.

2. Check the appropriate hardware
and service guide to verify
support for your disk drive.

Error detection
detected too many
errorsto analyze at
once

This message occurs when other error
messages occur at the same time.

See the other error messages and their
respective corrective actions. If the
problem persists, contact technical
support.

FC-AL loop down,
adapter %d

The system cannot detect the FC-AL
loop or adapter.

1. ldentify the adapter by entering
the following command:

storage show adapter

2. Turn off the power on your
storage system and verify that the
adapter is properly seated in the
expansion slot.

3. Verify that al Fibre Channel
cables are connected.
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Boot error message

Explanation

Corrective action

File system may be

One of the following errors causes the

scrambled file system to be inconsistent:

C_1An unclean shutdown when your | Contact technical support.
storage system isin degraded
mode and when NVRAM is not
working.

1 The number of disks detected in Make sure that all disks on the system
thedisk array isdifferent fromthe | are properly installed in the disk
number of disks recorded in the shelves.
disk labels. The system cannot
start when more than one disk is
missing.

1 The system encounters aread Contact technical support for help.
error while reconstructing parity.

1A disk failed at the sametimethe | Contact technical support to learn how
system crashed. to repair the file system.

Halted disk firmware | Thedisk firmwareisan old version. Update the disk firmware by entering
too old the following command:

disk fw update
Halted: Illegal Incorrect active/active (cluster) 1. Check the console for details.

configuration

configuration.

2. Verify that all cables are correctly
connected.

Invalid PCI card dot
%d

%d—The expansion slot number. The
system detects a adapter that is not
supported.

Replace the unsupported adapter with
an adapter that isincluded in the
appropriate hardware and service
guide.

No disks

The system cannot detect any FC-AL
disks.

Verify that all disksare properly seated
in the drive bays.

No disk controllers

The system cannot detect any FC-AL
disk controllers.

Turn off your storage system power
and verify that all NICs are properly
seated in the appropriate expansion
dots.
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Boot error message

Explanation

Corrective action

No /etc/rc

The /etc/rc fileis corrupted.

1. Atthehostnames> prompt, enter
setup.

2. Asthe system prompts for system
configuration information, usethe
information you recorded in your
storage system configuration
information worksheet.

For more information about your
storage system setup program, see
the appropriate system
administration guide.

No /etc/rc, running
setup

The system cannot find the /etc/rc file
and automatically starts setup.

As the system prompts for system
configuration information, use the
information you recorded in your
storage system configuration
information worksheet.

For more information about your
storage system setup program, seethe
appropriate system administration
guide.

No network interfaces

The system cannot detect any network
interfaces.

1. Turn off the system and verify that
al NICsare seated properly in the
appropriate expansion s ots.

2. Run diagnostics to check the
onboard Ethernet port.

If the problem persists, contact
technical support.

NVRAM: wrong pci
dot

The system cannot detect the
NVRAM adapter.

1 For a stand-alone N5200 or
N5500 system, make sure that the
NVRAM adapter isin dot 1.

_1For a N5200 or N5500 series
system in active/active (clustered)
configuration, make sure that the
NVRAM adapter isin slot 2.
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Boot error message Explanation Corrective action
No NVRAM present The system cannot detect the Make sure that the NVRAM adapter is
NVRAM adapter. securely installed in the appropriate

expansion slot.

NVRAM #n downrev

n—The serial number of the NVRAM
adapter. The NVRAM adapter isan
early revision that cannot be used with
the system.

Check the console for information
about which revision of the NVRAM
adapter isrequired. Replace the
NVRAM adapter.

Panic: DIMM slot #n
has uncorrectable
ECC errors. Replace
these DIMMS,

The specified DIMM has
uncorrectable ECC errors.

Replace the specified DIMM.

This platformis not
supported on this
release. Please
consult the release
notes.

Please downgrade to
a supported release!
Shutting down: EOL
platform

This platform is not supported on this
release. Please consult the release
notes for your software.

You must downgrade your software
version to a compatible release.

Verify that you have the correct URL
for software download.

Too many errorsin
too short time

The error detection system is
experiencing problems. This message
occurs when other error messages
occur at the same time.

See the other error messages and their
respective corrective actions. If the
problem persists, call technical
support.

Warning: system
serial number isnot
available. System
backplane is not
programmed.

The backplane of your system does
not have the correct system seria
number.

Report the problem to technical
support so that your storage system
can be replaced.
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Boot error message

Explanation

Corrective action

Warning: The system motherboard is not Replace the motherboard.
Motherboard programmed with the correct revision.

Revision not

available.

Motherboard is not

programmed.

Warning: The system motherboard is not Replace the motherboard.
Motherboard Serial programmed with the correct seria

Number not available. | number.

Motherboard is not

programmed

*Watchdog error Anerror occurred during thetesting of | Replace the motherboard.

the watchdog timer.

*Watchdog failed

Your storage system watchdog reset
hardware, used to reset your storage
system from a system hang condition,
is not functioning properly.

Replace the motherboard.

Chapter 3: Startup error messages

59




60

Boot error messages



Interpreting EMS and operational error messages 4

About this chapter This chapter lists error messages you might encounter during normal operation.

Topics in this

This chapter discusses the following topics:
chapter

C—1“N3300 and N3600 system AutoSupport error messages’ on page 62
C1“EMS error messages’ on page 69

1" Environmental EM S error messages’ on page 84

1“SES EMS error messages’ on page 94

1" Operational error messages’ on page 125
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N3300 and N3600 system AutoSupport error messages

When AutoSupport
error messages
appear

The following table describes the AutoSupport error messages that might appear
on the N3300 and N3600 storage system console.

Attention
When you remove a power supply on an N3300 or N3600 storage system, you
have two minutes to replace it to prevent possible damage to the controller
modules. If you do not replace the power supply within two minutes, the
controller modules shut down.

Attention
After you remove and replace the NVMEM battery or aDIMM on an N3300 or
N3600 storage system, you need to manually reset the date and time on the
controller module after Data ONTAP finishes booting. If your systemisinan
active/active configuration, you need to reset the date and time on both controller
modules.

If you replace aDIMM, you must follow the proper procedure.

Error message or code Description Corrective action
BATTERY LOW The NVMEM battery islow. The 1. Allow the battery timeto
smart battery automatically begins charge.
charging. If the battery isnot fully
2. Replace the battery.
charged after 24 hours, the controller ® 4
module will shut down. 3. If thismessage persists, call
technical support.
BATTERY OVER Battery is over-temperature. 1. Allow the system to cool
TEMPERATURE gradually.
2. If thiserror persists, replace the
battery pack.
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Error message or code

Description

Corrective action

BMC HEARTBEAT
STOPPED

This message occurs when Data
ONTAP loses communication with
the baseboard management
controller (BMC) despite resetting
the BMC multiple times during
repeated attempts to restore
communication.

The BMC monitors the processor
module environment and the
NVMEM battery condition. Without
BMC communication, Data ONTAP
cannot detect environmental errors
such as over-temperature or under-
voltage failure or NVMEM battery
failure. Also, Data ONTAP cannot
boot without aworking BMC.

Typicaly, thiserror indicates a
hardware failure of the BMC
residing on the controller module.

Replace the controller module.

CHASS SFAN FAIL

A fan failed (stopped spinning).

Check LEDs on the power supplies.

_11f neither of the PSU amber
fault LEDs are illuminated, run
diagnostics on the power
supplies.

C1If the PSU amber fault LED is
illuminated, return the power
supply unit as directed by your
system service provider.
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Error message or code

Description

Corrective action

CHASSSFAN FRU
DEGRADED

A chassisfan is degraded.

Check LEDs on the power supplies.

1If neither of the PSU amber
fault LEDs are illuminated, run
diagnostics on the power
supplies.

1If the PSU amber fault LED is
illuminated, replace the power
supply unit.

CHASS SFAN FRU
FAILED

A fan is degraded and might need
replacing.

Check LEDs on the power supplies.

If neither of the PSU amber
fault LEDs are illuminated, run
diagnostics on the power
supplies.

11f the PSU amber fault LED is
illuminated, replace the power
supply unit.

CHASSSFAN FRU

A power supply unit has been

Replace the power supply unit.

REMOVED removed.

CHASSSOVER The chassistemperatureistoo warm. 1. Check the environment

TEMPERATURE The environment in which the temperature.
syjer;;functlom ng should be 2. Check the system for adequate
evaluated. air flow to and around the

CHASSISOVER The chassis temperature is too hot. system.

TEMPERATURE DataONTAPwill automatically shut 3. Check the system to ensure the
modules to prevent damaging them.

4. If this message persists, call
technical support.
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Error message or code

Description

Corrective action

CHASS SPOWER Thereis apossible bad power

DEGRADED supply, bad wall power, or failed
components in the controller
module.

CHASS SPOWER A power supply failed.

SHUTD The voltage sensors for system
power exceed critical levels.

CHASS SPOWER An unsupported power supply has

SUPPLIES MISMATCH

been detected.

1. Replacetheidentified power
supply unit.

2. If this message persists, call
technical support.

CHASS SPOWER
SUPPLY: Incompatible
external power source

Check the power supply source. It
should be the same type (voltage and
current type) as required by power
suppliesin the system.

1. Connect the system to the
proper power source.

2. Replace the identified power
supply.

3. If thismessage persists, call
technical support.

CHASS SPOWER A power supply is not functioning 1. Replacetheidentified power
SUPPLY DEGRADED properly. supply.
CHASS'SPOWER A power supply failed. 2. If this message persists, call
SUPPLY FAIL technical support.
CHASS SPOWER A previously reported issuehasbeen | N/A
SUPPLY OK corrected and the power supply is
now fully functional.
CHASS SPOWER The system reportsthat theidentified | Turn on the identified power supply.

SUPPLY OFF: PS%d

power supply is off.

CHASS SPOWER A power supply was removed. Insert the missing power supply.
SUPPLY REMOVED

CHASS SPOWER A power supply was removed or is 1. Replacetheidentified power
SUPPLY %d not functioning properly. supply.

REMOVED: Systemwill
be shutdown in %d
minutes

2. If thismessage persists, call
technical support.
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Error message or code

Description

Corrective action

CHASS SUNDER The chassis temperature is too cool. 1. Check the environment
TEMPERATURE temperature. Raise it as needed.
CHASSISUNDER The chassis temperature is too cold. 2. If this message persists, call
TEMPERATURE The controller module will shut technical support.
SHUTDOWN down in 60 seconds.
DISK PORT FAIL A disk failure occurred. The disk Replace the disabled disk drive.
was failed electronically, disabling it
on one or possibly both ports.
ENCLOSURE Data ONTAP cannot communicate 1. Check the cabling between the
SERVICES ACCESS with the enclosure services process. disk shelf and the system.
ERROR Recabl e as needed.

2. If this message persists, call
technical support.

HOST PORT FAIL

One of the host ports was disabled

Replace the controller module to

because of excessive errors on that which the disabled host port
port. belongs.
MULTIPLE CHASS S More than one chassis fan failed. Replace the power supply units.

FAN FAILED: System
will shut down in %d
minutes

MULTIPLE FAN
FAILURE

Multiple fans failed.

Return the power supply units as
directed by your system service
provider.

NVMEM_VOLTAGE _
TOO_HIGH

The NVMEM supply voltage is
excessively high.

1. Correct any environmental or
battery problems.

2. If the problem continues,
replace the controller module.

NVMEM_VOLTAGE_

The NVMEM supply voltage is

1. Correct any environmental or

TOO_LOW excessively low. battery problems.
2. If the problem continues,
replace the controller module.
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Error messageor code | Description Corrective action

POSSBLE BAD RAM DIMMs might not be properly 1. Check the DIMMs and reseat
seated or might be faulty. The them, as needed.
controller module hardware till
. 2. Replace one or more of the
automatically corrects any DIMMS.
correctable ECC errors but does not '
report them. 3. Replace the controller module.

4. |f this message persists, call
technical support.

POWER _SUPPLY _FAIL | A power supply failed and the 1. Replacetheidentified power
system is shutting down. supply.
PS#1(2) Failed Partial redundant power supply 2. If thismessage persists, call
POWER SUPPLY_ (RPS) failure occurred. One of the technical support.
DEGRADE two power supplies stopped
functioning.

SHELF COOLING UNIT | A disk shelf fan failed or isfailing. Check LEDs on the fans and power
FAILED supply.

_1lf both fan LEDs are green, run
diagnostics on the power
supplies.

—1lf thefan LED is off, return the
power supply unit as directed
by your system service

provider.
SHELF_FAULT A disk shelf error has occurred. Contact technical support.
SHELF OVER A disk shelf has acritical over 1. Check the environment
TEMPERATURE temperature condition. temperature.

2. Check the system for adequate
air flow to and around the
system. Correct as needed.

3. Check the system to ensure the
power supply fans are running.

4, If this message persists, call
technical support.
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Error message or code

Description

Corrective action

SHELF POWER A disk shelf hasacritical power
INTERRUPTED failure condition.
SHELF POWER A disk shelf has a power supply

SUPPLY WARNING

failure warning condition.

1. Replacetheidentified power
supply.

2. If this message persists, call
technical support.

SYSTEM _1Cardindlot {#} (device 1. Replace the card with one that
CONFIGURATION type/ID) is not supported. is supported by the system. See
ERROR (SYSTEM_ —1Card (name) card in slot (#) is the appropriate hardware and
CONFIGURATION_CRI not supported on model (name). service guide for supported
TICAL_ERROR) C—1Card (name) card in slot (#) cards.
must be in one of these dots: 2. If this message pers| sts, call
(#H#?). technical support.
1 There are more than (#)
instances of the (name) card.
1 The (#) (name) card should be
dlot (#), not slot (#).
SYSTEM An incorrect system hardware See the SY SCONFIG-C section of
CONFIGURATION configuration or internal error was the AutoSupport message or run
WARNING detected. sysconfig -c at the console.
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EMS error messages

When EMS error
messages appear

The Event Management System (EMS) collects event data from various parts of
the Data ONTAP kernel and displays information about those eventsin
AutoSupport (ASUP) messages.

EMS error The following table describes EM S error messages and their corrective actions.
messages
SNMP
ASUP message Event description Corrective action trap ID
ds.sas.config.warning -- This message occurs when 1. Reseat the disk shelf N/A
WARNING the system detects a 1/0 module.
configuration problem on |5 1y s ot fix he
the modute. problem, replace the
disk shelf 1/0 module.
ds.sas.crc.err -- DEBUG Thismessage occurswhena | N/A N/A
Seria Attached SCSI (SAS)
CRC error is detected.
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SNMP

ASUP message Event description Corrective action trap ID
ds.sas.drivephy.disableErr Thismessage occurswhena | Replace the disabled disk #574
- ERR PHY on a Serial Attached drive.

SCSI (SAS) I/O moduleis
disabled because of one of
the following reasons:

—1Manually bypassed

[1Exceeded loss of
double word
synchronization
threshold

1Exceeded running
disparity threshold
transmitter fault

_1Exceeded CRC error
threshold

[ 1Exceeded invalid
double word threshold

[_1Exceeded physical
layer device (PHY)
reset problem threshold

1 Exceeded broadcast
change threshold

C_1Mirroring disabled on
the other 1/0 module
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ASUP message

Event description

Corrective action

SNMP
trap ID

ds.sas.element.fault -- ERR

This message indicates a
transport error.

1. Check cabling to the
disk shelf.

2. Check the status LED
on the disk shelf and
make sure that fault
LEDs are not on.

3. Clear any fault

condition, if possible.

card beneath the disk
shelf for information
about the meanings of
the LEDs.

Seethe quick reference

N/A

ds.sas.element.xport.error --
ERR

This message indicates a
transport error.

1. Check cabling to the
disk shelf.

2. Check the status LED
on the disk shelf and
make sure that fault
LEDs are not on.

3. Clear any fault
condition, if possible.

card beneath the disk
shelf for information
about the meanings of
the LEDs.

Seethe quick reference

N/A
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ASUP message

Event description

Corrective action

SNMP
trap 1D

ds.sas.hostphy.disableErr --
ERR

Thismessage occurswhen a
host physical layer device
(PHY) on a Serial Attached
SCSI (SAS) I/O moduleis
disabled because of one of
the following reasons:
_1Manually bypassed
[—1Exceeded loss of
double word
synchronization
threshold
[ 1Exceeded running
disparity threshold
Transmitter fault

C—1Exceeded CRC error
threshold

[ 1Exceeded invalid
double word threshold

C_1Exceeded PHY reset
problem threshold

1 Exceeded broadcast
change threshold

C_1Mirroring disabled on
the other 1/0 module

Replace the disk shelf
module to which the host
PHY belongs.

N/A

ds.sas.invalid.word --
DEBUG

Thismessage occurswhen a
Serial Attached SCSI (SAS)
word error is detected in a
SAS primitive. These errors
can be caused by the disk
drive, the cable, theHBA, or
the shelf I/O module.

The SAS specification
allowsfor acertain bit error
rate so that these errors can
occur. There is nothing to
be alarmed about if these
individual errors show up
occasionaly.

N/A
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ASUP message

Event description

Corrective action

SNMP
trap ID

ds.sas.loss.dword --
DEBUG

Thismessage occurswhen a
Serial Attached SCSI (SAS)
loss of double word
synchronization error is
detected in a SAS primitive.

N/A

N/A

ds.sas.multPhys.disableErr
- ERR

This message occurs when
physical layer devices
(PHY s) are disabled on
multiple disk drivesin a
Serid Attached SCSI (SAS)
disk shelf.

1. Check whether the
problems on the PHY's
arevalid.

2. If multiple physical
layer devicesPHY sare
disabled at the same
time, replace the disk
shelf module.

N/A

ds.sas.phyRstProb --
DEBUG

Thismessage occurswhen a
Seria Attached SCSI (SAS)
physical layer device (PHY)
reset error isdetected in a
SAS primitive.

N/A

N/A

ds.sas.running.disparity --
DEBUG

Thismessage occurswhen a
Seria Attached SCSI (SAS)
running disparity error is
detected in a SAS primitive.
These errors are caused
when the number of logical
1sand Os are too much out
of sync.

N/A

N/A
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ASUP message

Event description

Corrective action

SNMP
trap 1D

ds.sas.ses.disableErr --
NODE_ERROR

Thismessage occurswhen a
virtual SCSI Enclosure
Services (SES) physical
layer device (PHY) on a
Serial Attached SCSI (SAS)
[/0 moduleis disabled due
to one of the following
reasons:

C_1Manually bypassed

1 Exceeded | oss of
double word
synchronization
threshold

[_1Exceeded running
disparity threshold
Transmitter fault

C—1Exceeded CRC error
threshold

1 Exceeded invalid
double word threshold

C_1Exceeded PHY reset
problem threshold

[1Exceeded broadcast
change threshold

Replace the shelf moduleto
which the concerned SES
PHY belongs.

N/A
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SNMP
ASUP message Event description Corrective action trap ID
ds.sas.xfer.element.fault -- This message indicates that 1. Check cabling to the N/A
ERR an element had afault shelf.
d‘f”;'gba”t:/ © requefﬂ' It 2. Check the status LED
mig t e ecay-seo. a. on the shelf, and make
transuen.t gondmon inlink surethat fault LEDs are
3. Clear any fault
condition, if possible.
4. Seethequick reference
card beneath the shelf
for information about
the meanings of the
LEDs.
ds.sas.xfer.export.error -- This message indicates a 1. Check cabling to the N/A
ERR transport error during an 1/0 shelf.
requ§t. It mlghF be. dl:.e tl? 2 | 2. Check the tatus LED
trapqmt conditionin lin on the shelf, and make
activity. surethat thefault LEDs
are not on.
3. Clear any fault
condition, if possible.
4. Seethequick reference
card beneath the shelf
for information about
the meanings of the
LEDs.
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the Serial Attached SCS|
(SAS) adapter driver debug
event.

ASUP message Event description Corrective action trap ID
ds.sas.xfer.not.sent -- ERR This message indicates that 1. Check cabling to the N/A
an 1/0O transfer could not be shelf.
sent. It. might Ze becausle Oli 2. Check the status LED
atransu?n.t condition inlin on the shelf, and make
connectivity. surethat fault LEDsare
not on.
3. Clear any fault
condition, if possible.
4. Seethequick reference
card beneath the shelf
for information about
the meanings of the
LEDs.
ds.sas.xfer.unknown.error -- | Thismessageindicatesthat | N/A N/A
ERR an unknown error occurred
during an 1/O request.
sas.adapter.bad -- ALERT This message occurs when 1. Reseat the adapter. N/A
the Serial Attached SCSI 2 If ing the adaot
(SAS) adapter failsto - IT reseating the adapter
initiali failed to help, replace
initialize. the adapter.
sas.adapter.bootarg.option The Seria Attached SCSI None. N/A
--INFO (SAYS) adapter driver is
setting an option based on
the setting of a
bootarg/environment
variable.
sas.adapter.debug -- INFO This message occurs during | None. N/A

76

EMS error messages




SNMP

ASUP message Event description Corrective action trap ID
sas.adapter.exception -- This message occurs when None. N/A
WARNING the Seria Attached SCS
(SAS) adapter driver
encounters an error with the
adapter. The adapter is reset
to recover.
sas.adapter.failed -- ERR This message occurs when 1. If theadapterisinuse, | N/A
the Seria Attached SCS check the cabling.
(SAS) adapter driver canot |, ¢ e 1o disk
recover the adapter after shelves. check the
resetting it multiple times. seating of IOM cards
The adapter is put offline. and disks.
3. If the problem persists,
try replacing the
adapter.
4. If theissueistill not
resolved, contact
technical support.
sas.adapter.firmwaredown | This message occurs when None. N/A
load -- INFO firmwareis being updated
on the Serial Attached SCSI
(SAYS) adapter.
sas.adapter.firmwarefault-- | Thismessage occurswhena | None. N/A
WARNING firmwarefault isdetected on
the Seria Attached SCS
(SAS) adapter and it is
being reset to recover.
sas.adapter.firmware.update | This message occurs when Replace the adapter assoon | N/A
failed -- CRIT firmware on the Serial aspossible. The SAS
Attached SCSI (SAS) adapter driver attemptsto
adapter cannot be updated. continue using the adapter
without updating the
firmware image.
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INFO

the Seria Attached SCS|
(SAS) adapter isin the
process of going online.

ASUP message Event description Corrective action trap ID
sas.adapter.not.ready -- This message occurs when The SAS adapter driver N/A
ERR the Serial Attached SCSI automatically attempts to

(SAS) adapter does not recover from this error. If

become ready after being the error keeps occurring,

reset. the adapter might need to be

replaced.

sas.adapter.offline-- INFO | This message indicates the None. N/A

name of the associated

Serial Attached SCSI (SAYS)

host bus adapter (HBA).
sas.adapter.offlining -- This message occurs when None. N/A
INFO the Seria Attached SCS

(SAS) adapter isgoing

offline after all outstanding

1/O requests have finished.
sas.adapter.online -- INFO This message indicatesthat | None. N/A

the Serial Attached SCS

(SAS) adapter is now

online.
sas.adapter.online.failed -- This message indicates the 1. If theHBA isinuse, N/A
ERR name of the associated check the cabling.

ﬁer 'at')At;Ched SiSE:/iSAS) 2. If the HBA is

ost bus adapter ( )- connected to disk
shelves, check the
seating of IOM cards.

sas.adapter.onlining -- Thismessage indicatesthat | None. N/A
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ASUP message Event description Corrective action trap ID
sas.adapter.reset -- INFO This message occurs when None. N/A
the Data ONTAP Serid
Attached SCSI (SAS) driver
is resetting the specified
host bus adapter (HBA).
This can occur during
normal error handling or by
user request.
sas.adapter.unexpected. This message occurs when None. N/A
status -- WARNING the Seria Attached SCS|
(SAS) adapter returns an
unexpected statusand is
reset to recover.
sas.config.mixed.detected -- | The Serial Attached SCSI The SAS adapter is N/A
WARNING (SAS) adapter isconnected | supposed to connect only to
to both SASand Serial ATA | SASdrivesor only to SATA
(SATA) drivesin the same drives. Thismessagereports
domain. the number of SAS and
SATA drives connected to
this domain. When you see
this message, make sure
that the SAS adapter is
connected only to SAS
drives or to SATA drives.
sas.device.invalid.wwn -- This message occurs when Power-cycling the device N/A
ERR the Seria Attached SCS might allow it to recover
(SAYS) devicerespondswith | from this problem.
an invalid worldwide name.
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WARNING

devicelevel error recovery
has escalated to resetting the
device. It isusually seenin
association with error
conditions such as device
level timeouts or
transmission errors.

This message reports the
recovery action taken by the
Data ONTAP Serial
Attached SCSI (SAS) driver
when evaluating associated
device- or link-related error
conditions.

ASUP message Event description Corrective action trap ID
sas.device.quiesce -- INFO | Thismessageindicatesthat | Thisconditionby itself does | N/A
at least one command to the | not mean that the target
specified device has not deviceis problematic. High
completed in the normally workloads might cause link
expected time. Inthiscase, | saturation leading to device
the driver stops sending contention for the bus.
additional commandsto the | Transport issues might also
device until all outstanding | cause link throughput to
commands have had an decrease, thereby causing
opportunity to be I/Osto take longer than
completed. Thisconditionis | normal.
automatically handled by If you see this message only
the Data ONTAP Seria on occasion, no action is
Attached SCSI (SAS) ) ’
driver. required. The system
handles the condition
automatically.
sas.device.resetting -- This message indicates None. N/A
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ASUP message Event description Corrective action trap ID
sas.device.timeout -- ERR This message occurs when Devicelevel timeoutsarea | N/A
not all outstanding common indication of a
commands to the specified SAS link stability problem.
device were completed In some cases, thelink is
within the allotted time. As | operating normally and the
part of the standard error specified device is having
handling sequence managed | trouble processing I/O
by the Data ONTAP Serial requestsin atimely manner.
Attached SCSI (SAS) In such cases, the specified
driver, all commandsto the | device should be evaluated
device are aborted and for possible replacement.
reissued. Quite often the problem
results from the partial
failure of a component
involved in the SAS
transport. Common things
to check include the
following:
—1Complete seating of
drive carriersin
enclosure bays
1 Properly secured cable
connections
110OM sesting
1 Crimped or otherwise
damaged cables
sas.initialization.failed -- This message occurs when 1. If theadapterisinuse, | N/A
ERR the Seria Attached SCS check the cabling.
(SAS) adapter failsto 2. 1 the adapter is
initialize the link and connected to disk
appears to be unattached or shelves, check the
disconnected. seating of IOM cards.
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DEBUG

seria attached SCSI (SAS)
transceiver (PHY) attached
to a SAS host bus adapter
(HBA) experiences a
transient error. These errors
are observed on areceived
double word (dword) or
when resetting a PHY.

Types of these errors are
disparity errors, invalid
dword errors, PHY reset
problem errors, |0ss of
dword synchronization
errors, and PHY change
events. The SAS
specification allows for a
certain bit error rate so that
these errors can occur under
normal operating
conditions.

Thereis no cause for
concern if these individual
errors show up occasionaly.

ASUP message Event description Corrective action trap ID
saslink.error -- ERR This message occurs when 1. If theadapterisinuse, | N/A
the Serial Attached SCSI check the cabling.
(SAS) adr?plt?rkcanz‘.’t . 2. If the adapter is
recqvert elink and Isgoing connected to disk
offline. shelves, check the
seating of IOM cards
and disks.
3. If this does not resolve
theissue, contact
technical support.
sasmon.adapter.phy.event -- | Thismessage occurswhena | None. N/A
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ASUP message Event description Corrective action trap ID
sasmon.adapter.phy.disable | Thismessageoccurswhena | 1. If theadapterisinuse, | N/A
-- ERR serial attached SCSI (SAS) check the cabling.
transceiver (PHY) attached 2. If the adapter is
to a SAS host bus adapter connected to the disk
(H BA) isdisabled dueto shelves. check the
one of the following seating of the IOM
reasons: cards.
-1 Exceeded |0ss of 3. If that does not fix the
double word
o problem, contact
synchronization error technical suoport
threshold pport.
1Exceeded running
disparity error
threshold
[ 1Exceeded invalid
double word error
threshold
[ 1Exceeded PHY reset
problem threshold
[ 1Exceeded broadcast
change threshold
sasmon.disable.module -- This message occurs when Set the environment N/A
INFO the Data ONTAP module variable disable-sasmon?
responsible for monitoring to false to enablethis
the serial attached SCSI monitor module.
(SAS) domain’s transient
errorsis disabled due to the
environment variable
disable-sasmon? being set
to true.
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When
environmental EMS
error messages
appear

Environmental EMS
error messages

Environmental EM S messages appear on the LCD display and in AutoSupport
(ASUP) messages if your system encounters extremes in its operational

environment.

The following table describes the environmental EM S messages and their
corrective actions.

LCD ASUP message and SNMP trap
display L ED behavior Event description Corrective action ID
Power Chassis Power This message occurs 1. Check that the #392:
supply degraded: PS# when thereisa power supply is Chassis
degraded problem with one of seated properly in | power
FRU LED: Amb: . ; .
moer the power supplies. itsbay and that al | gypply is
power cords are degraded
connected.
2. Power-cycle your
system and run
diagnostics on the
identified power
supply.
3. If the problem
persists, replace
theidentified
power supply.
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LCD
display

ASUP message and
L ED behavior

Event description

Corrective action

SNMP trap
ID

Power

supply
degraded

Chassis Power
Supply: PS#
removed system will
shutdown in 2
minutes

FRU LED: Amber

This message occurs
when the power
supply unit is
removed from the
system. The system
will shut down unless
the power supply is
replaced.

Your action dependson
whether the power
supply is present.

_1lf the power
supply is not
inserted, insert it.

11f the power
supply isinserted,
power-cycle your
system and run
diagnostics on the
identified power
supply. If the
problem persists,
replace the
identified power
supply.

#501:
Chassis
power
supply is
degraded

Power

supply
degraded

Chassis Power
Shutdown: Chassis
Power Supply Fail:
PSH

This message occurs
when the systemisin
awarning state. The
system shuts down
immediately.

Your action dependson
whether the power
supply is present.

lIf the power
supply is not
inserted, insert it.

11f the power
supply isinserted,
power-cycle your
system and run
diagnostics on the
identified power
supply. If the
problem persists,
replace the
identified power
supply.

#392:
Chassis
power
supply is
degraded
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LCD
display

ASUP message and
L ED behavior

Event description

Corrective action

SNMP trap
ID

Power

supply
degraded

Chassis Power Fail:
PS#

This message occurs
when the power
supply fails.

Your action dependson
whether the power
supply is present.

_1lf the power
supply is not
inserted, insert it.

11f the power
supply isinserted,
power-cycle your
system and run
diagnostics on the
identified power
supply. If the
problem persists,
replace the
identified power
supply.

#6: Chassis
power is
degraded

Power

supply
degraded

Multiple fan failure

The message occurs
when multiple fans
fail. The system shuts
down immediately.

Your action dependson
whether the power
supply is present.

lIf the power
supply is not
inserted, insert it.

11f the power
supply isinserted,
power-cycle your
system and run
diagnostics on the
identified power
supply. If the
problem persists,
replace the
identified power
supply.

#6: Chassis
power is
degraded
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LCD
display

ASUP message and
L ED behavior

Event description

Corrective action

SNMP trap
ID

Power

supply
degraded

Chassis Power
Degraded: 3.3Visin
warn high state
current voltage is
3273 mV on XXXX
at [time stamp].

This message occurs
when the system is
operating above the
high-voltage
threshold.

Your action dependson
whether the power
supply is present.

_1lf the power
supply is not
inserted, insert it.

11f the power
supply isinserted,
power-cycle your
system and run
diagnostics on the
identified power
supply. If the
problem persists,
replace the
identified power
supply

#403:
Chassis
power is
degraded

Power

supply
degraded

Chassis power
shutdown: 3.3Visin
warn low state
current voltageis
3273 mV on XXXX
at [time stamp].

This message occurs
when the system is
operating below the

low-voltagethreshold.

The system shuts
down immediately.

Your action dependson
whether the power
supply is present.

lIf the power
supply is not
inserted, insert it.

11f the power
supply isinserted,
power-cycle your
system and run
diagnostics on the
identified power
supply. If the
problem persists,
replace the
identified power
supply.

#403:
Chassis
power is
degraded
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LCD ASUP message and SNMP trap
display L ED behavior Event description Corrective action ID
Power Chassis power This message occurs Your actiondependson | N/A
supply supply fail: PS# when the system is whether the power
degraded operating below the supply is present.
low-voltagethreshold. | —f the power
The system shuts supply isnot
down immediately. inserted, insert it.
Power Multiple power Thismessage occurs | 1T the power #521:
supply supply fans failed: when multiple power supply is inserted, Chassis
. . power-cycle your .
degraded systemwill suppliesand fanshave power is
shutdown in 2 failed. Th ystemandin | aded
_ut own in ailed. es_,ystem diagnostics on the egr
minutes. shuts down in two identified power
condition is problem persists,
uncorrected. replace the
. . identified
Power Chassis power This message occurs dentmed power #395
_ supply.
supply supply off: PS# when one or more
degraded chassis power
supplies are turned
off.
Temperature | Chassis over This message occurs 1. Makesurethatthe | #371:
exceeds temperature when the system is system has proper | Chassis
limits shutdown on XXXX | operating above the ventilation. temperature
at [time stamp] . high-temperature 2. Power-cyclethe istoo hot
threshold. The system system and run
shuts down diagnostics on the
immediately. system.
Temperature | Chassis over This message occurs 1. Makesurethatthe | #372:
exceeds temperature on when the systemiis system has proper | Chassis
limits XXXX at [time operating above the ventilation. temperature
stamp]. high-temperature 2. Power-cyclethe istoo hot
threshold. system and run
diagnostics on the
system.
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LCD ASUP message and SNMP trap
display L ED behavior Event description Corrective action ID
Temperature | Chassis under This message occurs 1. Raisetheambient | #372:
exceeds temperature on when the systemiis temperature Chassis
limits XXXX at [time operating below the around the system. | temperature
stamp] . low-temperature 2. Power-cyclethe istoo cold
threshold. system and run
diagnostics on the
system.
Temperature | Chassis under This message occurs 1. Check that the #371.
exceeds temperature when the system is system has proper | Chassis
limits shutdown on XXXX | operating below the ve_nnlatlon. You temperature
at [time stamp] . low-temperature might needtoraise | jstoo cold
threshold. the ambient
temperature
around the system.
2. Power-cyclethe
system and run
diagnostics on the
system.
Fans Chassis fan FRU Thismessage occurs | Check LEDs on the #414:
stopped; failed: current speed | when asystem fan fans and power supply. | Chassisfan
replacethem | is4272 RPM, on fails. —1If both fan LEDs | 1S degraded
[times stamp] . are green, run
FRU LED: Green if d'agnos“csl‘.’” the
problemis PSU; off Power Upp |es.-
if problemisfan. —lf thefan LED is
off, replace the
fan.
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LCD ASUP message and SNMP trap
display L ED behavior Event description Corrective action ID
Fans Fan: #is spinning This message occurs Check LEDs on the #415:
stopped; below tolerable when one or more fans. Chassis fan
replacethem | speed replace chassisfansis —1If both fan LEDs | 1S degraded
immediatelytoavoid | spinning too slowly. aregreen, run
overheating diagnostics on the
motherboard
rlf thefan LED is
off, replace the
fan.
Fans Multiple fan failure | This message occurs 1. Replacebothfans. | #6
stopped; XXXX at [ti hen both syst E
opp on at [time when both system 2. Power-cycle and mergency
replacethem | stamp]. fansfail. The system . : shutdown
<huts down run diagnostics on
FRU LED: Amber . ) the system.
immediately.
Fans Multiplechassisfans | This message occurs 1. Replacebothfans. | #511:
stopped; have failed syst duri Itipl Chassisf
opp ave failed system uring amultiple 2. Power-cycle and Chassis fan
replacethem | will shutdownin 2 chassis fan failure. . : is degraded
. The svstem shuts run diagnostics on
minutes. S _ the system.
down in two minutes
if this conditionis
uncorrected.
N/A monitor.chassisFan. | This message occurs N/A #366
ok -- NOTICE Wh% lzhe chassisfans ChassisFRU
aebr. isOK
N/A monitor.chassisFan. | This message occurs Replace the fan unit. #363
removed -- ALERT when achassisfanis ChassisFRU
removed. .
isremoved
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LCD ASUP message and SNMP trap
display LED behavior Event description Corrective action ID
N/A monitor.chassisFan. | This message occurs Replace the fan unit. #365
slow -- ALERT Wr_lm_aci:asss's faT is ChassisFRU
spinning too slowly. contains at
least onefan
spinning
slowly
N/A monitor.chassisFan. | This message occurs Replace the fan unit. #364
stop -- ALERT \;tvhen ; chassisfanis ChassisFRU
Opped. contains at
least one
stopped fan
N/A monitor.chassis This message 1. If spare power #403
Power.degraded -- indicates that a power supplies are Chassis
NOTICE supply is degraded. available, try .
replacingthemto | POWEr!S
see whether that degraded
dleviates the
problem.
2. Otherwise, contact
technical support
for further
instruction.
N/A monitor.chassis This messages N/A #406
Power.ok -- NOTICE | indicatesthat the
. Normal
motherboard power is .
operation
OK.
N/A monitor.chassis This message N/A #396
Power Supplies.ok -- | indicatesthat all
. Normal
INFO power supplies are .
operation
OK.
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LCD ASUP message and SNMP trap
display L ED behavior Event description Corrective action ID
N/A monitor.chassis This message A replacement power #392
Power Supply. indicates that apower | supply might be Chassis
degraded -- NOTICE | supply is degraded. required. Contact ower
technical support for P Vi
further instruction SIpply 1S
' degraded
N/A monitor.chassis This message Replace the power #394
Power Supply. indicates that apower | supply. Power
notPresent -- supply is not present. supolv not
NOTICE PP
present
N/A monitor.chassis This message Turn on the power #395
Power Supply.off -- indicatesthat apower | supply.
. Power
NOTICE supply isturned off.
supply not
present
N/A monitor.chassis This message occurs Raise the temperature | #372
Temperature.cool -- | when the chassis around the storage Chassis
ALERT temperature is too system.
temperature
caol. .
istoo cool
N/A monitor.chassis This message occurs N/A #376
Temperature.ok -- when the chassis
. Normal
NOTICE temperatureis .
operation
normal.
N/A monitor.chassis Thismessage occurs | Check to see whether #372
Temperature.warm when the chassis air conditioning units Chassis
-- ALERT temperature istoo are needed, or whether
- temperature
warm. they are functioning .
istoo warm
properly.
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LCD ASUP message and SNMP trap
display L ED behavior Event description Corrective action ID
N/A monitor.cpuFan. This message 1. Replacethe #383
degraded -- NOTICE :cndl_ca':jestrgez CPU identified fan. A CPU fan
an is degr ' 2. Power-cyclethe is not
system and run operating
diagnosticsonthe | properly
system.
N/A monitor.cpuFan. This message 1. Replacethe #381
failed -- NOTICE indicates that a CPU identified fan.
fan s degraded. 2. Power-cyclethe
system and run
diagnostics on the
system.
N/A monitor.cpuFan.ok-- | This message N/A #386
INFO indicates that a CPU
. Normal
fanisOK. .
operation
N/A monitor.shutdown. Thismessage occurs | Check to seeif air #371
chassisOverTemp -- | just before shutdown, | conditioning units are Chassis
CRIT indicating that the needed, or whether
. . - temperature
chassistemperatureis | they are functioning .
istoo hot
too hot. properly.
N/A monitor.shutdown. This message occurs Raise the temperature #371
chassisUnder Temp just before shutdown, | around the storage .
. Chassis
- CRIT indicating that the system.
. temperature
chassis temperature .
istoo cold
becomes too cold.
Note

Degraded power might be caused by bad power supplies, bad wall power, or bad
components on the motherboard. If spare power supplies are available, try
replacing them to see whether that alleviates the problem.
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SES EMS error
messages

The following table describes the environmental SCSI Enclosure Services (SES)
EM S messages and their corrective actions.

Error message

Description

Corrective action

ses.access.noEncl Serv --
NODE_ERROR

This message occurs when SCSI
Enclosure Services (SES) in the
storage system cannot establish
contact with the enclosure
monitoring process in any disk
shelf on the channel. Some disk
shelves require that disks be
installed and functioning in
particular shelf bays.

1. Indisk shelvesthat require
certain disk placement,
verify that disks are
installed in the indicated
bays:

EXN2000 unit: bays 0
and/or 1

Note

SCSl-based shelves, Serid
Attached SCSI (SAS)
shelves, and EXN1000 unit
shelves do not rely on disk
placement for SES.

SES in the storage system
tries periodically to
reestablish contact with the
disk shelf.

2. If disksare placed correctly
but the error persists for
more than an hour, halt the
storage system, power-cycle
the disk shelf, and reboot.

3. If the error persists, then
SES hardware (for example,
VEM or IOM) might need
to be replaced. In SCSI-
based shelves, replace the
shelf.
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NODE_ERROR

Enclosure Services (SES) in the
storage system loses access to
the enclosure monitoring process
in the disk shelf. Some disk
shelves require that disks be
installed and functioning in
particular shelf bays.

Error message Description Corrective action
ses.access.noMoreValidPaths-- | This message occurs when SCSI 1. Indisk shelvesthat require

certain disk placement,
verify that disks are
installed in the indicated
bays:

EXN2000 unit: bays0
and/or 1

Note
SCSl-based shelves, Serid
Attached SCSI (SAS)
shelves, and EXN1000 unit
shelves do not rely on disk
placement for SES.

SES in the storage system
tries periodicaly to
reestablish contact with the
disk shelf.

2. If disksare placed correctly,
but the error persists for
more than an hour, halt the
storage system, power-cycle
the disk shelf, and reboot.

3. If the error persists, then
SES hardware (for example,
VEM or IOM) might need
to be replaced. In SCSI-
based shelves, replace the
shelf.
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Error message

Description

Corrective action

ses.access.noShel fSES --
NODE_ERROR

This message occurs when SCSI
Enclosure Services (SES) in the
storage system cannot establish
contact with the SES processin
the indicated disk shelf. Some
disk shelvesrequire that disks be
installed and functioning in
particular disk shelf bays.

1

In disk shelvesthat require
certain disk placement,
verify that disks are
installed in the indicated
bays:

EXN2000 unit: bays0
and/or 1

Note
SCSl-based shelves, Serid
Attached SCSI (SAS)
shelves, and EXN1000 unit
shelves do not rely on disk
placement for SES.

SES in the storage system
tries periodicaly to
reestablish contact with the
disk shelf.

If disks are placed correctly
but the error persists for
more than an hour, halt the
storage system, power-cycle
the disk shelf, and reboot.

If the error persists, then
SES hardware (for example,
VEM or IOM) might need
to be replaced. In SCSI-
based shelves, replace the
shelf.
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Error message

Description

Corrective action

ses.access.sesUnavailable --
NODE_ERROR

This message occurs when SCSI
Enclosure Services (SES) in the
storage system cannot establish
contact with the enclosure
monitoring processin one or
more disk shelves on the
channel. Some disk shelves
require that disks beinstalled
and functioning in particular
disk shelf bays.

1. Indisk shelvesthat require
certain disk placement,
verify that disks are
installed in the indicated
bays:

EXN2000 unit; bays 0
and/or 1

Note
SCSl-based shelves, Serid
Attached SCSI (SAS)
shelves, and EXN1000 unit
shelves do not rely on disk
placement for SES.

SES in the storage system
tries periodicaly to
reestablish contact with the
disk shelf.

2. If disksare placed correctly
but the error persists for
more than an hour, halt the
storage system, power-cycle
the disk shelf, and reboot.

3. If the error persists, then
SES hardware (for example,
VEM or IOM) might need
to be replaced. In SCSI-
based shelves, replace the
shelf.

ses.badShareStorageConfigErr
-- NODE_ERROR

Thismessage occurswhen adisk
shelf module that is not
supported in a SharedStorage
system isdetected in a
SharedStorage system.

Replace the unsupported module
with one that is supported, such
asan ESH, ESH2, or AT-FCX
module.
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Error message

Description

Corrective action

ses.bridge.fw.getFailWarn --
WARNING

This message occurs when the
bridge firmware revision cannot
be obtained.

Check the connection to the
bank of Maxtor drives.

ses.bridge.fw.mmerr --
SVC_ERROR

This message occurs when the
bridge firmwarerevisionis
inconsistent.

Check the firmware revision
number and make sure that they
areconsistent. You might haveto
update the firmware.

ses.channel .rescanlnitiated -- Thismessageidentifiesthename | None.
INFO of the adapter port or switch port
being rescanned; for example,
“7a’ or “myswitch:5”.
ses.config.drivePopError -- This message occurs when the Your action depends on whether

WARNING

channel has more disk drives on
it than are allowed.

Systems using synchronous
mirroring allow more disk drives
per channel than other systems.

you intend to use synchronous
mirroring.

—1lf you intend to use
synchronous mirroring,
make surethat the licenseis
installed.

C_1lf you do not intend to use
synchronous mirroring,
reduce the number of disk
drives on the channel to no
more than the maximum
allowed.

ses.config.lllegal Esh270 --

This message occurs when Data

Replace the ESH modules with

NODE_ERROR ONTAP detects one or more ESH2 modules.
ESH disk shelf modulesinadisk
shelf that is attached to aN3700.
Thisis not a supported
configuration.
98 Environmental EMS error messages



Error message

Description

Corrective action

ses.config.shelfMixError --

This message occurs when the

Mixed-mode operation of ATA

Disk drives are not supported in
those dots.

NODE_ERROR channel has a mixture of ATA and Fibre Channel disks on the
and Fibre Channel disk shelves, | systemisonly supported on
thisis not a supported separate loops. Move al Fibre
configuration. Channel-based disk shelvesto

one loop and place al Fibre

Channel-to-ATA-based disk

shelves on another loop.
ses.config.shelfPopError -- This message occurs when the Reduce the number of disk

NODE_ERROR channel has more shelveson it shelves on the channel to the
than are allowed. number specified.

ses.disk.configOk -- INFO This message occurs when there | None.
are no longer any drivesin an
N3600 system’s slots between
20 and 23.

ses.disk.illegal ConfigWarn -- This message occurs when disk None.

WARNING drives are inserted into the
bottom row of an N3600 system.

ses.disk.pctl.timeout -- DEBUG

This message occurs when a
power control request
submitted to the specified SCS
Enclosure Services (SES)
module is not completed within
60 seconds.

Normally, thereis no corrective
action required for this error
because the timeout might be
dueto atransient error.
However, if you seethis message
frequently, there might be an
issue with the 1/O module in the
shelf, which might need to be
replaced.

ses.download.power Cycling
Channel -- INFO

This message occurs when the
power-cycling channel event is
issued after adisk shelf firmware
download to disk shelves that
require a power-cycle to activate
the new code.

None.
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Error message

Description

Corrective action

ses.download.shelfToReboot --
INFO

This message occurs after the
completion of shelf firmware
transfer to the EXN1000 disk
shelf. At thispoint, the disk shelf
requires about another five
minutes to transfer the new
firmwareto its nonvolatile
program memory, whereupon it
reboots to begin to execute the
new firmware. During this
reboot, a Fibre Channel loop
reinitialization occurs,
temporarily interrupting the
loop.

None.

ses.downl oad.suspendl OFor
Power Cycle -- INFO

This message occurs when the
suspending I/0O event signalsthat
the storage subsystem is
temporarily stopping I/O to disks
while one or more disk shelves
have their power cycled after a
download, if required by the disk
shelf design.

None.
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Error message

Description

Corrective action

ses.drive.PossShel fAddr --
WARNING

This message occursin
conjunction with the message
ses.drive.shelfAddr.mmwhen
there are devices that have
apparently taken awrong
address; the adapter shows
device addresses that SCS
Enclosure Services (SES)
indicates should not exist, and
vice versa.

Thiserror is not afatal
condition. It means that SES
cannot perform certain
operations on the affected disk
drives, such as setting failure
LEDs, because it is not certain
which disk shelf the affected
disk driveisin.

1. If the problem isthroughout
the disk shelf, replace the
disk shelf.

2. If theerror isonly one disk
drive per disk shelf, the
drive might have taken an
incorrect address at power-
on.

3. Arrange to make this disk
drive a spare, and then
reseat it to cause it to take
its address again.

4. If the problem persists,
insert a different spare disk
drive into the dot. If the
error then clears, replace the
original disk drive.

5. If theproblem persists, there
is a hardware problem with
the individual disk bay.
Replace the disk shelf.
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Error message

Description

Corrective action

ses.drive.shelfAddr.mm --

This message occurs when there

1. If thisoccursto multiple

NODE_ERROR is amismatch between the disk drives on the same
position of the drives detected by loop, check the /O modules
the disk shelf and the address of at the back of the disk
the drives detected by the Fibre shelves on that loop for
Channel loop or SCSI bus. errors.

This error indicates that a disk 2. Indisk shelves that require
drive took an address other than cer'Fam disk PI acement,
what the disk shelf should have Yﬂ;{g?ﬂi‘iﬁi e
provided, or that SCS| Enclosure bays:
Services (SES) in adisk shelf _
cannot be contacted for address EXN2000 unit: bays 0
information, or that adisk drive and/or 1
unexpectedly does not Note
participate in device discovery SCSl-based disk shelves
on the loop or bus. and EXN1000 unit disk
If the message sllwelves do fnot rely on disk
EMS ses drive possShelfAddr placement for SES.
subsequently appears, follow the
corrective actions in that
message.
In this condition, the SES
process in the system might be
unable to perform certain
operations on the disk, such as
setting failure LEDs or detecting
disk swaps.
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Error message

Description

Corrective action

ses.exceptionShelfLog -- INFO

This message occurs when an
[/O module encounters an
exception condition.

1. Check the system logsto
see whether any disk errors
recently occurred.

2. Pull an AutoSupport
message file that contains
the latest copy of the
shelflog information from
each disk shelf.

3. Try to correlate the date and
time from the errorsin the
message file with the date
and time of eventsin the
shelflog file.

ses.extendedShelfLog -- DEBUG

Thismessage occurs when adisk
encounters an error and the
system requests that additional
log information be obtained
from both modules in the disk
shelf reporting the error to aid in
debugging problems.

1. Check the system logsto
see whether any disk errors
recently occurred.

2. Pull an AutoSupport
message file that contains
the latest copy of the
shelflog information from
each disk shelf.

3. Try to correlate the date and
time from the errorsin the
message file with the date
and time of eventsin the
shelflog file.

ses.fw.emptyFile -- WARNING

This message occurs when a
firmwarefileisfound to be
empty during adisk shelf
firmware update.

Obtain the correct firmware file
and place it in the etc/shelf_fw
directory. You can download the
firmware file from
www.ibm.com/storage/support/
nas.
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Error message

Description

Corrective action

ses.fw.resourceNotAvailable --
ERR

This message occurs when there
is not enough contiguous
memory available to download
disk shelf firmware.

1. Reduce the amount of
system activities before
performing a manual disk
shelf firmware update.

2. If the disk shelf firmware
update fails again, reboot

the storage system.
ses.giveback.restartAfter -- This message occurswhen SCSI | None.
INFO Enclosure Services (SES) is
restarted after giveback.
ses.giveback.wait -- INFO This message occurswhen SCSI | None.

Enclosure Services (SES)
information is not available
because the system iswaiting for
giveback.

ses.remote.configPageError --
INFO

This message occurs when a
request to another systemin a
SharedStorage configuration
fails. Thisrequest wasfor a
specific disk shelf's SCSI
Enclosure Services (SES)
configuration page.

Contact technical support.

ses.remote.elemDescPageError
-- INFO

This message occurs when a
request to another systemin a
SharedStorage configuration
fails. Thisrequest was for the
element descriptor pagesthat the
other system has local accessto.

Contact technical support.

ses.remote.faultLedError --
INFO

This message occurs when a
reguest to another system to
have it set the fault LED of a
disk drive on adisk shelf fails.

Contact technical support.
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Error message

Description

Corrective action

ses.remote.flashLedError --
INFO

This message occurs when a
request to another system to
have it flash the LED of adisk
drive on adisk shelf fails.

Contact technical support.

ses.remote.shelfListError --
INFO

This message occurs when a
regquest to another systemin a
SharedStorage configuration
fails. Thisrequest wasfor alist
of the disk shelvesthat the other
system has local access to.

Contact technical support.

ses.remote.statPageError --
INFO

This message occurs when a
reguest to another systemin a
SharedStorage configuration
fails. Thisrequest wasfor the
SCSI Enclosure Services (SES)
status pages that the other
system has local accessto.

Contact technical support.
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Error message

Description

Corrective action

ses.shelf.changedID --
WARNING

This message occurson aSAS
disk shelf when the disk shelf ID
changes after power isapplied to
the disk shelf.

1. Verify that the disk shelf ID
displayed in this messageis
thesame asthedisk shelf ID
shown on the disk shelf.

2. If they are different,
perform one of the
following steps:

1lIf thedisk shelf ID
displayed in thismessage is
the one you want, reset the
disk shelf ID on the
thumbwheel to match it.

1l you want the new disk
shelf ID instead of the disk
shelf ID displayed in the
message, verify that the disk
shelf ID you want does not
conflict with other disk
shelvesin the domain.

3. Power-cyclethe disk shelf
chassis. You can wait to
perform this procedure until
your next maintenance
window.

4. If the warning persists on
both disk shelf modules
after you complete the
procedure, replace the disk
shelf chassis. If it persistson
only one disk shelf module,
replace the disk shelf
module.
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Error message

Description

Corrective action

ses.shelf.ctrlFailErr --
SVC_ERROR

This message occurs when the
adapter and loop ID of the SCSI
Enclosure Services (SES) target
for which the SES has control
fail.

1. Check the LEDsonthedisk
shelf and the disk shelf
modules on the back of the
disk shelf to see whether
there are any abnormalities.
If the modules appear to be
problematic, replace the
applicable module.

2. If the SEStarget isadisk
drive, check to see whether
the disk drive failed. If it
failed, replace the disk
drive.

ses.shelf.em.ctrlFailErr --
SVC_ERROR

This message occurs when SCSI
Enclosure Services (SES)
control to theinternal disk drives
of asystem fails.

Enter environment shelf tO See
whether that disk shelf is still
being actively monitored.

If the environment shelf
command indicates afailure,
thereis ahardware failurein the
system'sinternal disk shelf.
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Error message Description Corrective action
ses.shelf.ldBasedAddr -- This message occurson aSAS 1. Reseat the master disk shelf
WARNING disk shelf when the SAS module, asindicated by the

addresses of the devices are
based on the disk shelf ID
instead of the disk shelf
backplane serial number. This
indicates problems
communicating with the disk
shelf backplane.

output of the environment
shelf command.

2. If the problem persists,
reseat the slave disk shelf
module.

3. If the problem persists, find
the new master disk shelf
module and replaceit.

4. If the problem persists,
replace the other disk shelf
module.

5. If the problem persists,
replace the disk shelf
enclosure.

ses.shelf.invalNum -- WARNING

This message occurs when Data
ONTAP detects that a Serial
Attached SCSI shelf connected
to the system hasaninvalid shelf
number.

1. Power-cycle the shelf.

2. If the problem persists,
replace the shelf modules.

3. If the praoblem persists,
replace the shelf.

ses.shelf.mmErr --
NODE_FAULT

This message occurs when there
isadisk shelf that is not
supported by the platform it was
booted on.

1. Check whether anewer
version of Data ONTAP
would solve the problem.

2. If it can’t, power off the
system, remove the
offending disk shelf, and
then reboot.
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Error message

Description

Corrective action

ses.shelf.OSmmeErr --
SVC_ERROR

This message occurs when there
are incompatible Data ONTAP
versionsin a SharedStorage

Update the system that has an
earlier Data ONTAP version to
match the one that has the |atest

INFO

shelf is power-cycled and SCS
Enclosure Services (SES) needs
towait for it to finish.

configuration that would cause Data ONTAP version.
SCSI Enclosure Services (SES)
not to function properly.

ses.shelf.powercycle.done -- Thismessage occurswhenadisk | None.

INFO shelf power-cycle finishes.

ses.shelf.powercycle.start -- Thismessage occurswhenadisk | None.

supported by Data ONTAP.

ses.shelf.sameNumReassign -- This message occurs when Data 1. Change the shelf number on
WARNING ONTAP detects more than one the shelf to onethat does not
Serial Attached SCSI (SAS) disk conflict with other shelves
shelf connected to the same attached to the same
adapter with the same shelf adapter. Halt the system and
number. reboot the shelf.
2. If the problem persists,
contact technical support.
ses.shelf.unsupportedErr -- This message occurs when there | Check whether this disk shelf is
SVC FAULT isadisk shelf that is not supported by a newer version of

Data ONTAR If itis, upgradeto
the appropriate version.

ses.startTempOwnership --
DEBUG

This message occurs when SCSI
Enclosure Services (SES) is
starting temporary ownership
acquisition of disks owned by
other nodes. Thisinvolves
removing the disk reservations
while the SES operations arein
progress.

Contact technical support.
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Error message

Description

Corrective action

ses.status. ATFCXError --
NODE_ERROR

This message occurs when the
reporting disk shelf detects an
error in the indicated AT-FCX
module. The module might not
be able to perform 1/0O to disks

1. Verify that the AT-FCX
module isfully seated and
secured.

2. If the problem persists,

previously reported error in the
AT-FCX module s corrected, or
the system reports other
information that does not
necessarily require customer
action.

- - - replace the AT-FCX
ses.status. ATFCXInfo -- INFO This message occurs when a None.

ses.status.currentError --
NODE_ERROR

This message occurs when a
critical condition is detected in
the indicated storage shelf
current sensor. The shelf might
be able to continue operation.

1. Verify that the power supply
and the AC line are
supplying power.

2. Monitor the power grid for
abnormalities.

3. Replace the power supply.

4. If the problem persists,
contact technical support.

ses.status.currentlnfo -- INFO

This message occurs when an
error or warning condition
previously reported by or about
the disk shelf current sensor is
corrected, or the system reports
other information about the
current in the disk shelf that does
not necessarily require customer
action.

None.
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Description

Corrective action

ses.status.currentWarning --
WARNING

This message occurs when a
warning condition is detected in
the indicated storage shelf
current sensor. The shelf might
be able to continue operation.

1. Verify that the power supply
and the AC line are
supplying power.

2. Monitor the power grid for
abnormalities.

3. Replace the power supply.

4. If the problem persists,
contact technical support.

ses.status.displayError --
NODE_ERROR

This message occurs when the
SCSI Enclosure Services (SES)
module in the disk shelf detects
an error in the disk shelf display
panel. The disk shelf might be
unable to provide correct
addressesto its disks.

1. If possible, verify that the
connection between the disk
shelf and the display is
secure.

2. Verify that the SES module
or modules are fully seated;
replacing them might solve
the problem.

3. If the problem persists, the
SES module that detected
the warning condition might
be faulty.

4. If the problem persists after
the module or modules are
replaced, replace the disk
shelf.

5. If the problem persists,
contact technical support.

ses.status.displaylnfo -- INFO

This message occurs when a
previous condition in the display
panel is corrected.

None.
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Error message

Description

Corrective action

ses.status.displayWarning --
WARNING

This message occurs when the
SCSI Enclosure Services (SES)
modul e detects a warning
condition for the disk shelf
display panel. The disk shelf
might be unable to provide
correct addressesto its disks.

1. If possible, verify that the
connection between the disk
shelf and the display is
secure.

2. Verify that the SES module
or modules are fully seated;
replacing them might solve
the prablem.

3. If the problem persists, the
SES module that detected
thewarning condition might
be faulty.

4. If the problem persists after
the module or modules are
replaced, replace the disk
shelf.

5. If the problem persists,
contact technical support.

ses.status.driveError --
NODE_ERROR

This message occurs when a
critical condition is detected for
the disk drive in the shelf. The
drive might fail.

1. Make sure that the driveis
not running on a degraded
volume. If itis, then add as
many spares as necessary
into the system, up to the
specified level.

2. After the volumeisno
longer in degraded mode,
replace the drivethat is
failing.

ses.status.driveOk -- INFO

Thismessage occurswhen adisk
drive that was previously
experiencing problem returnsto
normal operation.

None.
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Error message

Description

Corrective action

ses.status.driveWarning --
NODE_ERROR

This message occurs when a
non-critical condition isdetected
for the disk drive in the shelf.
The drive might fail.

1. Make surethat the driveis
not running on a degraded
volume. If itis, then add as
many spares as necessary
into the system, up to the
specified level.

2. After the volumeisno
longer in degraded mode,
replace the drive that is
failing.

ses.status.€electronicsError --
NODE_ERROR

This message occurs when a
failure has been detected in the
module that provides disk SCSI
Enclosure Services (SES)
monitoring capability.

Replace the module. In some
disk shelf types, thisfunctionis
integrated into the Fibre
Channel, SCSI, or Serial
Attached SCSI (SAS) interface
modules.

ses.status.€el ectronicslnfo --
INFO

This message occurs when a
problem previously reported
about the disk shelf SCS
Enclosure Services (SES)
electronicsis corrected or when
other information about the
enclosure electronics that does
not necessarily require customer
action is reported.

None.

ses.status.el ectronics\Warn --
WARNING

This message occurs when a
non-fatal condition isdetectedin
the modul e that provides disk
SCSI Enclosure Services (SES)
monitoring capability.

Replace the module. In some
disk shelf types, thisfunctionis
integrated into the Fibre
Channel, SCSI, or Serial
Attached SCSI (SAS) interface
modules.

ses.status.ESHPctl Satus --
DEBUG

This message occurs when a
changeinthe power control
statusis detected in the indicated
disk shelf.

None.
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Error message

Description

Corrective action

ses.status.fanError --
NODE_ERROR

This message occurs when the
indicated disk shelf cooling fan
or fan modulefails, and the shelf
or its components are not
receiving required cooling
airflow.

1. Verify that thefan moduleis
fully seated and secured.
(Thefanisintegrated into
the power supply modulein
some disk shelves.)

2. If the problem persists,
replace the fan module.

3. If the problem persists,
contact technical support.

ses.status.faninfo -- INFO

This message occurs when a
condition previously reported
about the disk shelf cooling fan
or fan module is corrected or
when other information about
the fansthat does not necessarily
reguire customer action is
reported.

None.

ses.status.fanWarning --
WARNING

Thismessage occurswhen adisk
shelf cooling fan isnot operating
to specification, or a component
of afan module has stopped
functioning. The disk shelf
components continue to receive
cooling airflow but might
eventually reach temperatures
that are out of specification.

1. Verify that thefan moduleis
fully seated and secured.
(Thefan isintegrated into
the power supply modulein
some disk shelves.)

2. If the problem persists,
replace the fan module.

3. If the prablem persists,
contact technical support.

ses.status.ModuleError --

This message occurs when the

1. Verify that the shelf module

NODE_ERROR reporting disk shelf detects an isfully seated and secure.
err(()jr ||n the indicated disk shelf 2. 1f the problem persists,
module. replace the disk shelf

module.
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Error message

Description

Corrective action

ses.status.Modulelnfo -- INFO

This message occurs when a
previously reported error in the
shelf module is corrected or
when other information that does
not necessarily require customer
action is reported.

None.

ses.status.ModuleWarn --
WARNING

This message occurs when the
reporting disk shelf detects a
warning in the indicated disk
shelf module.

1. Verify that the shelf module
isfully seated and secure.

2. If the problem persists,
replace the disk shelf
module.

ses.status.psError --
NODE_ERROR

This message occurs when a
critical condition is detected in
theindicated storage shelf power
supply. The power supply might
fail.

1. Verify that power input to
the shelf is correct. If
separate events of thistype
arereported simultaneously,
the common power
distribution point might be
at fault.

2. If the shelf isin a cabinet,
verify that the power
distribution unit isON and
functioning properly. Make
sure that the shelf power
cords are fully inserted and
secured, the supply isfully
seated and secured, and the
supply is switched ON.

3. Verify that power supply
fans, if any, are functioning.
If the problem persists,
replace the power supply.

4. If the problem persists,
contact technical support.
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Corrective action

ses.status.psinfo -- INFO

This message occurs when a
condition previously reported
about the disk shelf power
supply is corrected or when
other information about the
power supply that does not
necessarily require customer
action is reported.

None.

ses.status.ps\arning --
WARNING

This message occurs when a
warning condition is detected in
theindicated storage shelf power
supply. The power supply might
be able to continue operation.

1. Verify that the disk shelf is
receiving power. |f separate
events of thistype are
reported simultaneously, the
common power distribution
point might be at fault.

2. If thedisk shelf isina
cabinet, verify that the
power distribution unit
statusis ON and functioning
properly. Make sure that the
disk shelf power cords are
fully inserted and secured,
the power supply isfully
seated and secured, and the
power supply is switched
on.

3. If the prablem persists,
replace the power supply.

4. If the problem persists,
contact technical support.
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Description

Corrective action

ses.status.temperatureError

This message occurs when the
indicated disk shelf temperature
sensor reports atemperature that
exceedsthe specificationsfor the
disk shelf or its components.

1. Verify that the ambient
temperature where the shelf
isinstaled iswithin
equipment specifications
using the environment
shelf [adapter]
command, and that airflow
clearances are maintained.

2. If the same disk shelf also
reports fan or fan module
failures, correct that
problem now. If the problem
is reported by the ambient
temperature sensor (located
on the operator panel),
verify that the connection
between the disk shelf and
the panel is secure, if
possible.

3. If the problem persists, and
if the shelf has multiple
temperature sensors of
which only one exhibits the
problem, replacethe module
that contains the sensor that
reports the error. If the
problem persists, contact
technical support for
assistance.

Note
You can display temperature
thresholdsfor each shelf through
the environment shelf
command.
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Description

Corrective action

ses.status.temperaturel nfo --
INFO

This message occurs when an
error or warning condition
previously reported by or about
the disk shelf temperature sensor
is corrected or when other
information about the
temperaturein the disk shelf that
does not necessarily require
customer action is reported.

None.

ses.status.temperature\arning
-- WARNING

This message occurs when the
indicated disk shelf temperature
sensor reports atemperature that
is close to exceeding the
specifications for the disk shelf
or its components.

1. Verify that the ambient
temperature where the disk
shelf isinstalled iswithin
equipment specifications by
using the environment
shelf [adapter]
command, and that airflow
clearances are maintained.

2. If thisdisk shelf aso reports
fan or fan module errors or
warnings, correct those
problems now.

3. If the problem persists, and
the shelf has multiple
temperature sensors and
only one of them exhibits
the problem, replace the
module that contains the
Sensor.

4. If the problem persists,
contact technical support.

Note
Temperature thresholds for each
shelf can be displayed through
the environment shelf
command.
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Description

Corrective action

ses.status.upskrror --
NODE_ERROR

This message occurs when the
disk shelf detectsafailurein the
uninterruptible power supply
(UPS) attached to it. This might
occur, for example, if power to
the UPSislost.

1. Restore power to the UPS.

2. Verify that the connection
from the UPS to the disk
shelf isin place and secured
and that the UPS is enabled.

3. If the problem persists,
contact technical support.

ses.status.upslnfo -- INFO

This message occurs when a
condition previously reported
about the UPS attached to the
disk shelf is corrected or when
other information about the UPS
that does not necessarily require
customer action is reported.

None.

ses.status.upsWarning --
WARNING

This message occurs when the
disk shelf detects awarning
condition in the UPS attached to
it. This might occur, for
example, if power to the UPSis
lost.

1. Restore power to the UPS.

2. Verify that the connection
from the UPS to the disk
shelf isin place and secured
and that the UPS is enabled.

3. If the problem persists,
contact technical support.

ses.status.vol Error --
NODE_ERROR

This message occurs when a
critical condition is detected in
the indicated disk storage shelf
voltage sensor. The shelf might
be able to continue operation.

1. Verify that the power supply
and the AC lineare
supplying power.

2. Monitor the power grid for
abnormalities.

3. Replace the power supply.

4. If the problem persists,
contact technical support.
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Corrective action

ses.status.vollnfo -- INFO

This message occurs when an
error or warning condition
previously reported by or about
the disk shelf voltage sensor is
corrected, or the system reports
other information about the
voltage in the disk shelf that
does not necessarily require
customer action.

None.

ses.status.vol\Warning --
WARNING

This message occurs when a
warning condition is detected in
the indicated storage shelf
voltage sensor. The shelf might
be able to continue operation.

1. Verify that the power supply
andthe AC line are
supplying power.

2. Monitor the power grid for
abnormalities.

3. Replace the power supply.

4. If the problem persists,
contact technical support.

ses.system.em.mmerr --
NODE_FAULT

This message occurs when Data
ONTAP does not support this
system with internal disk drives.

Check whether this systemis
currently supported. If it is,
upgrade to the appropriate Data
ONTAP version.

ses.tempOwnershipDone --
DEBUG

This message occurs when SCSI
Enclosure Services (SES)
completes temporary ownership
acquisition.

Contact technical support.

sfu.adapter Suspendl O -- INFO

This message occurs during a
disk shelf firmware update on a
disk shelf that cannot perform
[/O while updating firmware.
Typicaly, the shelves involved
are bridge-based as opposed to
ESH-based.

None.
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shelf firmware update failsto
successfully download firmware
to adisk shelf or shelvesin the
system.

Error message Description Corrective action
sfu.ctrller EImntsPer Shelf -- Thismessage occurswhen adisk | None.
INFO shelf firmware download
determines the number of
controller elements per shelf that
can be downloaded.
sfu.downloadCitrllerBridge -- Thismessage occurswhen adisk | None.
INFO shelf firmware download starts
on aparticular disk shelf.
sfu.downloadError -- ERR Thismessage occurswhenadisk | Contact technical support.

sfu.downloadStarted -- INFO

Thismessage occurswhen adisk
shelf firmware update starts to
download disk shelf firmware.

None.

sfu.downloadSuccess -- INFO

This message occurs when disk
shelf firmware is updated
successfully.

None.

sfu.downloadSummary -- INFO

Thismessage occurs when adisk
shelf firmware update is
completed successfully.

None.

sfu.downloadSummaryErrors --
ERR

Thismessage occurswhen adisk
shelf firmware update is
completed without successfully
downloading to all shelvesit
attempted.

Issue the storage download
shelf command again.

sfu.downloadingController --
INFO

Thismessage occurswhen adisk
shelf firmware download starts
on aparticular disk shelf.

None.
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shelf firmware update failsto
download shelf firmwareto a
Fibre Channel or an ATA shelf
successfully.

Error message Description Corrective action
sfu.FCDownloadFailed -- ERR Thismessage occurswhen adisk | Contact technical support.

sfu.firmwareDownrev --
WARNING

This message occurs when disk
shelf firmware is downrev and
therefore cannot be updated
automatically.

Contact technical support.

sfu.firmwareUpToDate -- INFO

Thismessage occurswhen adisk
shelf firmware update is
requested but the system
determines that all shelves are
already updated already to the
latest version of firmware
available.

None.

sfu.partnerlnaccessible -- ERR

This message occursin an
active/active (cluster)
configuration in which
communication between partner
nodes cannot be established.

1. Verify that the active/active
configuration interconnect
is operational.

2. Retry the storage
download shelf command.

sfu.partnerNotResponding --
ERR

This message occurs when in an
activelactive (cluster)
configuration in which one node
does not respond to firmware
download requests from another
node. In this case, the other node
cannot download disk shelf
firmware.

1. Verify that theactive/active
configuration interconnect
is up and running on both
nodes of the configuration
and then attempt to
redownload the disk shelf
firmware, usingthestorage
download shelf command.
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Error message

Description

Corrective action

sfu.partner RefusedUpdate --
ERR

This message occursin an
active/active (cluster)
configuration in which one node
refuses firmware download
requestsfrom its partner node. In
this case, the partner node
cannot download disk shelf
firmware.

1. Verify that both the partners
are running the same
version of DataONTAP and
that the active/active
configuration interconnect
isup and running on all
nodes of the configuration.

2. Attempt the storage
download shelf command

again.

sfu.partnerUpdateComplete --
INFO

This message occursin an
active/active (cluster)
configuration in which a partner
downloads disk shelf firmware
and the download is compl eted.
At this point, this notification is
sent and SCSI Enclosure
Services (SES) are resumed by
the partner.

None.

sfu.partner UpdateTimeout --
INFO

This message occursin an
active/active (cluster)
configuration in which a partner
downloads disk shelf firmware
but the download times out. At
this point, this notification is
sent and SCSI Enclosure
Services (SES) are resumed by
the partner.

1. Verify that the active/active
configuration interconnect
is operational.

2. Retry the storage
download shelf command.

sfu.rebootRequest -- INFO

This message occurs when the
disk shelf firmware update is
completed. The disk shelf
reboots to run the new code.

None.
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Description

Corrective action

sfu.rebootRequestFailure -- ERR

This message occurs when an
attempt to issue areboot request

Reboot the storage system, if
possible, and try the firmware

shelf firmware update is
completed and disk I/O is
resumed.

after downloading shelf update again.
firmwarefails, indicating a
software error.

sfu.resumeDiskl O -- INFO Thismessage occurswhen adisk | None.

sfu.SASDownloadFailed -- ERR

Thismessage occurswhen adisk
shelf firmware update fails to
download shelf firmwareto a

Contact technical support.

shelf firmware update is
requested in an active/active
(cluster) configuration
environment. In this case, one
partner node updates the
firmware on the disk shelf
module while the other partner
node temporarily disables SCS
Enclosure Services (SES) while
the firmware update isin
process.

shelf successfully.
sfu.suspendDisklO -- INFO Thismessage occurswhenadisk | None.
shelf firmware update is started
and disk /O is suspended.
sfu.suspendSES -- INFO Thismessage occurswhenadisk | None.

sfu.statusCheckFailure -- ERR

This message occurs when the
storage download shelf
command encounters afailure
while attempting to read the
status of the firmware update in
progress.

Retry the storage download
shelf command.
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Operational error messages

When operational These error messages might appear on the system console or LCD when the
error messages system is operating, when it is halted, or when it is restarting because of system
appear problems.
Operational error The following table describes operational error messages that might appear on
messages the LCD if your system encounters errors while starting up or during operation.
Error message Explanation Fatal? | Correctiveaction
Disk n is broken n—The RAID group disk No See the appropriate system
number. The solution depends administration guide for
on whether you have a hot information about how to locate
sparein the system. adisk based on the RAID group
disk number and how to replace
afaulty disk.
Dumping core The system is dumping core Yes Write down the system crash
after a system crash. message on the system console

and report the problem to
technical support.

Disk hung during swap | A disk error occurred asyou Yes 1. Disconnect the disk from
were hot-swapping a disk. the power supply by
opening the latch and
pulling it halfway out.

2. Wait 15 secondsto allow all
disks to spin down.

3. Reinstall the disk.

4. Restart the system by
entering the following
command:

boot
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Error message Explanation Fatal? | Correctiveaction

Error dumping core The system cannot dump core | Yes Report the problem to technical
during a system crash and support.
restarts without dumping core.
Panicking The system is crashing. If the Yes Report the problem to technical
system does not hang while support.
crashing, the message bumping
core appears.
FC-AL Fibre Channel arbitrated loop No Report the problem to technical
LINK_FAILURE has link failures. support.
FC-AL Fibre Channel arbitrated loop No Report the problem to technical
RECOVERABLE has been determined to be support.
ERRORS unreliable. Thelink errors are

recoverable in the sense that
the system is still up and

running
RMC Alert: Boot Error | RMC card sent a bown Yes Harness script filters them and
APPLIANCE message. Causes Creates a case.

might be a down storage

Contact technical support.
system, aboot error, or an OFN PP

POST error.
RMC Alert: Down RMC card sent a bown Yes Harness script filters them and
Appliance APPLIANCE message. Causes Creates a case.

might be a down storage

Contact technical support.
system, aboot error, or an OFN PP

POST error.
RMC Alert: OFW RMC card sent a bown Yes Harness script filters them and
POST Error APPLIANCE message. Causes creates a case.

might be a down storage
system, aboot error, or an OFN
POST error.

Contact technical support.
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Understanding Remote LAN Module messages 5

What the RLM does

How and when RLM
e-mail AutoSupport
messages are sent

What RLM e-mail
notifications
include

The Remote LAN Module (RLM) provides remote platform management
capabilities on the following platforms:

C_1N5000 series storage systems
C_1N5000 series gateways
C_1N7000 series storage systems
C_1N7000 series gateways

The RLM’s management capabilities include remote access, monitoring,
troubleshooting, logging, and aerting features. The RLM extends AutoSupport
capabilities by sending alerts or “down system” notification through an
AutoSupport message when the system goes down, regardless of whether the
system can send AutoSupport messages.

RLM e-mail notifications are sent to configured recipients designated by the
AutoSupport feature. The e-mail notifications have the title “ System Notification
from the RLM of hostname”, followed by the message type.

Typical RLM-generated AutoSupport messages occur in the following
conditions:

1The system reboots unexpectedly

1 The System stops communicating with the RLM
1A watchdog reset occurs

1 The system is power-cycled

_1Firmware POST errors occur

1A user-initiated AutoSupport message occurs

RLM e-mail messages include the following information:

_1Subject line—A system notification from the RLM of the system, listing the
system condition or event that caused the AutoSupport message and the log
level.

—11n the message body—The RLM configuration and version information, the
system ID, serial number, model number, and host name.

1lnthe zipped attachments—T he system event logs (SEL s), the system sensor
state as determined by the RLM, and console logs.

Chapter 5: Understanding Remote LAN Module messages 127



RLM-generated
messages

The following table describes messages sent by the RLM and the appropriate

corrective actions.

RLM message

Explanation

Action

RLM heartbeat stopped

The system software
cannot see the Remote
LAN Module (RLM).

1. Connect to the RLM command-line interface
(CL1) to check whether the RLM is
operational .

2. Contact technical support if the problem
persists.

RLM HEARTBEAT
LOSS

The Remote LAN
Module (RLM) detects
the loss of heartbeat
from DataONTAPR. The
system possibly
stopped serving data.

1. Connect to the RLM command-line interface
(CLI) to check whether the RLM is
operational.

2. Contact technical support if the problem
persists.

Reboot warning

The Remote LAN
Module (RLM) detects
an abnormal system
reboot.

If thiswasamanually triggered or expected reboot,
no action is necessary. Otherwise, complete the
following steps.

1. Check the status of the storage system and
determine the cause of the reboot.

2. Contact technical support if the storage system
failsto reboot.

Heartbeat |oss warning

The Remote LAN
Module (RLM) detects
the system is offline,
possibly because the
system stopped serving
data.

If this system shutdown was manually triggered,
no action is necessary. Otherwise, complete the
following steps.

1. Check the status of your system and verify
that the storage system and disk shelves are
operational.

2. Contact technical support if the problem
persists.

Reboot (power 10ss)
critical

The Remote LAN
Module (RLM) detects
that the storage system
lost AC power.

If you switched off the storage system before you
received the notification, no action is necessary.
Otherwise, complete the following step.

Restore power to the storage system.
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awatchdog reset error.

RLM message Explanation Action
Reboot (watchdog The Remote LAN 1. Check the system to verify that it is
reset) warning Module (RLM) detects operational.

2. If your system is operational, run diagnostics

on your entire system.

3. Contact technical support if the storage system

isnot serving data.

System boot failed
(POST failed)

The Remote LAN
Module (RLM) detects
that a system error
occurred during the
power-on self test
(POST) and the system
software cannot be
booted.

1. Run diagnostics on your system.

2. Contact technical support if running
diagnostics does not detect any faulty

components.

User_triggered (system
power cycle)

A user isinitiating a
system power-cycle
through the Remote
LAN Module (RLM).

No action is necessary.

User_triggered (system
power on)

A user is powering on
the storage system
through the Remote
LAN Module (RLM).

No action is necessary.

User_triggered (system
power off)

A user is powering off
the storage system
through the Remote
LAN Module (RLM).

No action is necessary.

User_triggered (system
nmi)

A user isinitiating a
system core dump
(nmi) through the
Remote LAN Module
(RLM).

No action is necessary.
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RLM message Explanation Action

User_triggered (system | A user isresetting the No action is necessary.

reset) system through the

Remote LAN Module

(RLM).
User triggered (RLM The Remote LAN No action is necessary.
test) Module (RLM)

received the rim test
command, which tests
the RLM configuration.

EMS messages Thefollowing messages are EM S events sent to your console regarding the status
about the RLM of your RLM.
Name Description Corrective action
rim.driver.hourly.stats The system encountered an 1. Check whether the RLM is
, error while trying to get hourly online by entering the
EMS severity = WARNING o ;
( d )| satistics from the Remote following command at the
LAN Module (RLM). Data ONTAP prompt:

rlm status

2. If theRLM is operational and
the problem persists, enter the
following command to reboot
the RLM:

rlm reboot
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Name

Description

Corrective action

rIm.driver.mailhost

(EMS severity = WARNING)

The Remote LAN Module
(RLM) could not connect to the
specified mailhost.

1. To verify the current value of
autosupport.mailhost, enter
the following command from
the Data ONTAP prompt:

options
autosupport.mailhost

2. If the current value associated
with the IP address for this
mailhost isincorrect, correct it
in either of two ways:

[1Enter options
autosupport.mailhost
mailhost-name

or

1 Enter setup and enter the
correct |P address for the
mail host.

3. If mailhost-nameis correct,
there might be an incorrect
entry corresponding to this
mailhost in the /etc/hosts file.
Verify and correct the
associated | P address for this
mailhost by mounting the root
volume of the storage system
on an administrative host and
editing the /etc/hosts file.
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Name

Description

Corrective action

rim.driver.network.failure

(EMS severity = WARNING)

A failure occurred during the
network configuration of the

Remote LAN Module (RLM).

The system could not assign
the RLM a Dynamic Host
Configuration Protocol
(DHCP) or fixed IP address.

1. Check that anetwork cableis

correctly plugged into the
RLM network port.

. Check thelink status LED on

the RLM.

. The RLM supports a 10/100

Ethernet network in
autonegotiation mode. The
network that the RLM is
connected to needs to support
autonegotiation to 10/100
speed or be running at one of
those speeds for the RLM
network connectivity to work.

rm.driver.timeout

(EMS severity = WARNING)

A failure occurred during
communication with the

Remote LAN Module (RLM).

. Check whether the RLM is

online by entering the
following command at the
Data ONTAP prompt:

rlm status

. If the RLM is operational and

the problem persists, enter the
following command to reboot
the RLM:

rlm reboot
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Name

Description

Corrective action

rim.firmware.update.failed

(EMS severity =
SVC_ERROR)

An error occurred during an
update to the Remote LAN
Module (RLM) firmware. The
firmware might have failed due
to the following reasons:

C1Anincorrect RLM
firmwareimage or a
corrupted image file

1A communication error
while sending new
firmware to the RLM

_1An update failure while
applying new firmware at
the RLM

1A system reset or loss of
power during an update

1. Download thefirmwareimage
by entering the following
command:

software install
http://pathto/RLM FW.zip
-f

2. Makesurethat theRLM is
till operational by entering
the following command at the
system prompt:

rlm status

3. Retry updating the RLM
firmware. For more
information, seethe section on
updating RLM firmwareinthe
System Administration Guide.

4. If thefailure persists, contact
technical support.

rim.firmware.upgrade.reqd

(EMS severity = WARNING)

The Remote LAN Module
(RLM) firmware version and
the version of DataONTAP are
incompatible and cannot
communicate correctly about a
particular capability.

rim.firmware.version.
unsupported

(EMS severity = WARNING)

The firmware on the Remote
LAN Module (RLM) isan
unsupported version and must
be upgraded.

Update the firmware version of the
RLM to the version recommended
for your version of Data ONTAP.

For more information, see the
section on updating RLM firmware
in the System Administration
Guide.
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Name

Description

Corrective action

rim.heartbeat.bootFromBackup

(EMS severity = WARNING)

The system rebooted the
Remote LAN Module (RLM)
from its backup firmware to
restore RLM availability. The
RLM is considered unavailable
when the system stops
receiving heartbeat
notifications from the RLM. To
restore availability, the system
tries to reboot the RLM from
the RLM’s primary firmware.
If that fails, the system triesto
reboot the RLM from the
RLM’s backup firmware. This
message is generated if the
reboot from backup firmware
restores availability.

Update the firmware version of the
RLM to the version recommended
for your version of Data ONTAP.

For more information, see the
section on updating RLM firmware
in the System Administration
Guide.

rIm.heartbeat.resumed

(EM S severity = INFO)

The storage system detected
the resumption of Remote LAN
Module (RLM) heartbeat
notifications, indicating that the
RLM isnow available. The
earlier issue indicated by the
rim.heartbeat.stopped message
was resolved.

None needed.
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Name

Description

Corrective action

rim.heartbeat.stopped
(EMS severity = WARNING)

The storage system did not
receive an expected heartbeat
message from the Remote LAN
Module (RLM). The RLM and
the storage system exchange
heartbeat messages, which they
use to detect when one or the
other is unavailable.

1. Connect to the RLM

command-line interface (CL1).

2. Collect debugging
information by entering the
following commands:

version

config

priv set advanced
rlm log debug

rlm log messages

3. Runthe RLM diagnostics.

C—1From the LOADER>
prompt, enter
boot diags.
—_1When the diagnostics
main menu appears,
select agent.

1 To test the system/
agent/RLM interface,
select tests 2 and 6.

4. Seethe section on
troubleshooting RLM
problemsin the System
Administration Guide.

5. If the problem persists,
contact technical support.
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Name

Description

Corrective action

rim.network.link.down

(EMS severity = WARNING)

The Remote LAN Module
(RLM) detected alink error on
the RLM network port. This
can happen if a network cable
is not plugged into the RLM
network port. It can also
happen if the network that the
RLM is connected to cannot
run at 10/100 Mbps.

1. Check whether the network
cableiscorrectly plugged into
the RLM network port.

2. Check thelink status LED on
the RLM.

3. Verify that the network that
the RLM is connected to
supports autonegotiation to
10/100 Mbps or is running at
one of those speeds;
otherwise, RLM network
connectivity does not work.
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Name

Description

Corrective action

rim.notConfigured

(EMS severity = WARNING)

You must configure the Remote
LAN Module (RLM) before it
can be used. This message
occurs weekly until you
configure the RLM.

1. To configure the RLM, enter
the following command from
the Data ONTAP prompt:

rlm setup

If you need the RLM’s Media
Access Control (MAC)
address, enter the following
command:

rlm status

2. To verify the RLM network
configuration, enter the
following command:

rlm status

3. If theautosupport.mailhost
and autosupport . to options
are not aready set, enter the
following commands:

options
autosupport.mailhost host

options autosupport.to
address

4. To verify that the RLM can
send ASUP e-mail, enter the
following command:

rlm test autosupport
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Name

Description

Corrective action

rim.orftp.failed
(EMS severity = WARNING)

A communication error
occurred while sending or
receiving information from the
Remote LAN Module (RLM).

1. Check whether the RLM is
operational by entering the
following command at the
Data ONTAP prompt:

rlm status

2. If the RLM isoperationa and
this error persists, enter the
following command to reboot
the RLM:

rlm reboot

3. If this message persists after
you reboot the RLM, contact
technical support.

rim.snmp.traps.off

(EM S severity = INFO)

The advanced privilegelevel in
Data ONTAP was used to
disable the Simple Network
Management Protocol (SNMP)
trap feature of the Remote
LAN Module (RLM). This
message occurs at bootup.

This message al so occurs when
the SNMP trap capability was
disabled and a user invokes a
Data ONTAP command to use
the RLM to send an SNMP

trap.

To enable RLM SNMP trap
support, set the r1m. snmp. traps
option to on.
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Name

Description

Corrective action

rim.systemDown.alert

(EM S severity = ALERT)

System remote management
detected a system down event.

Thisis only a Simple Network
Management Protocol (SNMP)
trap that is sent out by the
Remote LAN Module (RLM)
firmware. The trap includes a
string describing the specific
event that triggered the trap.
The string is structured in the
following form with key=value
pairs:

Remote Management Event:
type={system down|system u
p|test|keep alive},
severity={alert|warning|
notice|normal|debug|info},
event={post_error|watchdog
_reset|power loss}

1. Check the system to verify
that it has power and is
operational.

2. If your system is operational,
run diagnostics on your entire
system.

3. Contact technical support if
the system is not serving data.
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string describing the specific
event that triggered the trap.
The string is structured in the
following form with key=value
pairs:

Remote Management Event:
type={system down|system u
p|test|keep alive},
severity={alert|warning|no
tice|normal |debug|info},
event={loss_of heartbeat}

Name Description Corrective action
rim.systemDown.notice System remote management 1. Check the system to verify
. . that it has power and is
(EMS severity = NOTICE) detected a system down event s b
. . operational.
Thisis only a Simple Network
Management Protocol (SNMP) 2. If your system is operational,
trap that is sent out by the run diagnostics on your entire
Remote LAN Module (RLM) system.
firmware. The trap includes a 3. Consult technical support if
string describing the specific the system is not serving data.
event that triggered the trap.
The string is structured in the
following form with key=value
pairs:
Remote Management Event:
type:{system_down|system_u
p|test|keep alive},
severity={alert|warning|no
tice|normal |debug|info},
event={power off via rlm|p
ower_cycle via rlm|reset v
ia_rlm}
rim.systemDown.warning System remote management 1. Check the system to verify
: . that it has power and is
(EMS severity = WARNING) | detected asystem down event s b
. . operational.
Thisis only a Simple Network
Management Protocol (SNMP) 2. If your system is operational,
trap that is sent out by the run diagnostics on your entire
Remote LAN Module (RLM) system.
firmware. The trap includes a 3. Consult technical support if

the system is not serving data.
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Name

Description

Corrective action

rim.systemPeriodic.keepAlive
(EMS severity = INFO)

System remote management
sent a periodic keep-alive
event.

Thisisonly a Simple Network
Management Protocol (SNMP)
trap that is sent out by the
Remote LAN Module (RLM)
firmware. Thetrap includes a
string describing the specific
event that triggered the trap.
The string is structured in the
following form with key=value
pairs:

Remote Management Event:
type={system down|system u
p|test|keep alive},
severity={alert|warning|no
tice|normal |debug|info},
event={periodic_message}

None needed.

rim.systemTest.notice
(EMS severity = NOTICE)

System remote management
detected atest event.

Thisisonly a Simple Network
Management Protocol (SNMP)
trap that is sent out by the
Remote LAN Module (RLM)
firmware. Thetrap includes a
string describing the specific
event that triggered the trap.
The string is structured in the
following form with key=value
pairs:

Remote Management Event:
type={system down|system u
p|test|keep alive},
severity={alert|warning|no
tice|normal |debug|info},
event={test}

None needed.
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Name

Description

Corrective action

rim.userlist.update.failed

(EM S severity = warning)

There was an error while
updating user information for
the RLM. When user
information is updated on Data
ONTAP, the RLM isaso
updated with the new changes.
Thisenablesusersto loginto
the RLM.

1. Check whether the RLM is
operational by entering the
following command at the
Data ONTAP prompt:

rlm status

2. If the RLM isoperationa and
this error persists, reboot the
RLM by entering the
following command:

rlm reboot

3. Retry the operation that
caused the error message.

4. If this message persists after
you reboot the RLM, contact
technical support.
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Understanding BMC messages 6

What the BMC does

How and when BMC
AutoSupport e-mail
notifications are
sent

What BMC e-mail
notifications
include

The Baseboard Management Controller (BMC) provides remote platform
management capabilities on N3300 and N3600 storage systems. These include
remote access, monitoring, troubleshooting, logging, and alerting features.

The BMC sends AutoSupport messages through its independent management
interface, regardless of the state of the system.

BMC e-mail notifications are sent to configured recipients designated by the
AutoSupport feature. The e-mail notifications have the title “ System Alert from
BMC of filer serial number”, followed by the message type. The serial number is
that of the controller with which the BMC is associated.

Typical BMC-generated AutoSupport messages occur under the following
conditions:

1The system reboots unexpectedly

1A system reboot fails

1A user-issued action triggers an AutoSupport message

BMC e-mail notifications include the following information:

C_1Subject line—A system notification from the BMC of the system, listing the
system condition or event that cause the AutoSupport message and the log
level.

—1Message body—The | P address, netmask, and other information about the
system.

1 Attachments—System configuration and sensor information.
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BMC-generated The following table describes messages sent by the BMC and the appropriate

messages corrective actions.
BM C message Explanation Corrective Action
BMC_ASUP_UNKNOWN Unknown Baseboard Report the problem to technical support.
Management Controller
(BMC) error.

REBOOT (abnormal)

An abnormal reboot
occurred.

Verify that the system has returned to
operation.

REBOOT (power |0ss)

A power failure was
detected, and the
system restarted. This
occurswhen the system
is power-cycled by the
external switchesorina
true power loss.

Verify that the system has returned to
operation.

REBOOT (watchdog reset)

The system stopped
responding and was
rebooted by the
Baseboard
Management Controller
(BMC). This occurs
when the BMC
watchdog is triggered.

Verify that the system has returned to
operation.

SYSTEM_BOOQOT_FAILED

The system failed to

1. Issueasystem reset backup command

(POST failed) pass the BIOS POST. from the Baseboard Management

This occurs when the Controller (BMC) console, and if the

BIOS status sensor isin system can come up to the boot loader,

afailed or hung state. issue the f1ash command to update the
primary BIOS firmware.

2. If thesystemisstill nonresponsive, contact
technical support.
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BM C message

Explanation

Corrective Action

SYSTEM_POWER_OFF
(environment)

An environmental
sensor entered a
critical, nonrecoverable
state, and Data ONTAP
has been requested to
power off the system.

Verify the environmental conditions of the
system.

USER TRIGGERED (bmc
test)

A user triggered the
Baseboard
Management Controller
(BMC) AutoSupport
internal test through the
BMC console, Systems
Management
Architecture for Server
Hardware (SMASH), or
Intelligent Platform
Management Interface
(I1PMm1).

Verify that the command was issued by an
authorized user.

USER TRIGGERED
(system nmi)

A user reguested a core
dump through the
Baseboard

M anagement Controller
(BMC) console,
Systems M anagement
Architecture for Server
Hardware (SMASH), or
Intelligent Platform
Management Interface
(I1PM1).

Verify that the command was issued by an
authorized user.
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BM C message

Explanation

Corrective Action

USER TRIGGERED
(system power cycle)

A user issued a power-
cyclecommandthrough
the Baseboard
Management Controller
(BMC) console,
Systems Management
Architecture for Server
Hardware (SMASH), or
Intelligent Platform
Management Interface
(IPM).

Verify that the command was issued by an
authorized user.

USER TRIGGERED
(system power off)

A user issued a power
off command through
the Baseboard
Management Controller
(BMC) console,
Systems Management
Architecture for Server
Hardware (SMASH), or
Intelligent Platform
Management Interface
(IPM).

Verify that the command was issued by an
authorized user.

USER TRIGGERED
(system power soft-off)

A user issued a power
soft-off command
through the Baseboard
Management Controller
(BMC) console,
Systems Management
Architecture for Server
Hardware (SMASH), or
Intelligent Platform
Management Interface
(IPM1).

Verify that the command was issued by an
authorized user.
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BM C message

Explanation

Corrective Action

USER TRIGGERED
(system power on)

A user issued a power
on command through
the Baseboard
Management Controller
(BMC) console,
Systems Management
Architecture for Server
Hardware (SMASH), or
Intelligent Platform
Management Interface
(IPM).

Verify that the command was issued by an
authorized user.

USER TRIGGERED
(system reset)

A user issued areset
command through the
Baseboard
Management Controller
(BMC) console,
Systems Management
Architecture for Server
Hardware (SMASH), or
Intelligent Platform
Management Interface
(IPM).

Verify that the command was issued by an
authorized user.
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EMS messages
about the BMC

Thefollowing messages are EM S events sent to your console regarding the status
of your BMC.

Note
After you remove and replace the NVMEM battery or aDIMM on an N3300 or
N3600 storage system, you need to manually resetthe date and time on the
controller module after Data ONTAP finishes booting. If your systemisin an
active/active configuration, you need to reset the date and time on both controller
modules.

Name

Description

Corrective action

bmc.asup.crit

This message occurs when
the Baseboard Management
Controller (BMC) sends an
AutoSupport message of a
CRITICAL priority.

The action you take depends on
whether the operating environment
for the system, storage, or
associated cabling has changed.

_11f the operating environment
has changed, shut down and
power off the system until the
environment is restored to
normal operations.

11f the operating environment
has not changed, check for
previous errors and warnings.
Also check for hardware
statistics from Fibre Channel,
SCSl, disk drives, other
communi cations mechanisms,
and previous administrative
activities.

bmc.asup.error

This message occurs when
the Baseboard Management
Controller (BMC) failsto
construct the necessary
attachments of an
AutoSupport message.

This message indicates an internal
error with the BMC's AutoSupport
processing. Contact technical
support.
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Name

Description

Corrective action

bmc.asup.init

This message occurs when
the Baseboard Management
Controller (BMC) failsto
initialize its AutoSupport
subsystem due to alack of
resources.

This message indicates an interna
error with the BMC's AutoSupport
processing. Contact technical
support.

bmc.asup.queue

This message occurs when
the Baseboard Management
Controller (BMC) hastoo
many outstanding
AutoSupport messages and
no longer has enough
resources to service them.

This message might indicate an
issue with your AutoSupport
configuration.

1. Ensurethat your systemis
configured to use the correct
AutoSupport Simple Mail
Transfer Protocol (SMTP) mail
host, and that the mail host is
properly configured to handle
AutoSupport messages
originating from the BMC.

2. For additional help, contact
technical support.

bmc.asup.send

This message occurs when
the Baseboard Management
Controller (BMC) sends an
AutoSupport message.

1. Follow the corrective action
recommended for the
AutoSupport message that was
sent.

2. For additional help, contact
technical support.
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Name

Description

Corrective action

bmc.asup.smtp This message occurs when This message indicates an issue
the Baseboard Management with your AutoSupport
Controller (BMC) failsto configuration.
contact the mailhost when )
attempting to send an 1. Ensgre that your systemis
AUtoSupport message. configured to use the cor.rect
AutoSupport Simple Mail
Transfer Protocol (SMTP) mail
host and that the mail host is
properly configured to handle
AutoSupport messages
originating from the BMC.
2. For additional help, contact
technical support.
bmc.batt.id This message occurs when Contact technical support for the
the Baseboard Management current procedure to determine
Controller (BMC) cannot whether the battery failed.
read the part number
information stored in the
battery configuration
firmware.
bme.batt.invalid This message occurs when Contact technical support to request
the Baseboard Management the appropriate replacement battery
Controller (BMC) determines | for your model of system.
that the battery installed isnot
the correct model for your
system.
bmc.batt.mfg This message occurs when Contact technical support for the
the Baseboard Management current procedure to determine
Controller (BMC) cannot whether the battery failed.
read the manufacturer
information stored in the
battery configuration
firmware.
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Name Description Corrective action

bmc.batt.rev This message occurs when Contact technical support for the
the Baseboard Management current procedure to determine
Controller (BMC) cannot whether the battery failed.
read the revision code stored
in the battery configuration
firmware.

bmc.batt.seal This message occurs when Contact technical support for the

the Baseboard M anagement
Controller (BMC) cannot sed
the battery's configuration
information after a battery
upgrade.

current procedure to determine
whether the battery failed.

bmce.batt.unknown

This message occurs when
the Baseboard Management
Controller (BMC) determines
that the installed battery isnot
arecognized part that is
approved for use in your
system.

Contact technical support to request
the appropriate replacement battery
for your model of system.

bmce.batt.unseal

This message occurs when
the Baseboard Management
Controller (BMC) cannot
unseal the battery's
configuration information to
determine whether the battery
firmware requires an upgrade.

Contact technical support for the
current procedure to determine
whether the battery failed.

bmc.batt.upgrade.busy

This message occurs when
the Baseboard Management
Controller (BMC) determines
that the battery configuration
firmware requires an upgrade,
but that the BMC is too busy
to perform the upgrade.

It isnormal to get this message one
time after aBMC upgrade.
However, if this messageisissued
more than once, it indicates a
problem with your system. Contact
technical support for the current
procedure to determine whether
your system needs to be replaced.
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Name

Description

Corrective action

bmc.batt.upgrade.failed

This message occurs when
the Baseboard Management
Controller (BMC) cannot
upgrade the battery
configuration firmware to the
latest revision.

In most cases, this error does not
impact the functionality of your
system, but replacing the battery
might be advised at your next
maintenance window. Contact
technical support for the current
procedure to determine whether the
battery needs to be replaced.

bmce.batt.upgrade.failure

This message occurs when
the Baseboard Management
Controller (BMC) generatesit
for every configuration item
in the battery configuration
firmware that could not be

1. Remove and reinsert the
controller module. In most
cases, thisforcesthe BMC to
reattempt and successfully
upgrade the battery.

2. If you see this message more

updated during a battery than once, contact technical
upgrade. support for the current
procedure to determine
whether the battery needsto be
replaced.
bmc.batt.upgrade This message occurs when None.
the Baseboard M anagement
Controller (BMC) generatesit
before an upgrade of the
battery's configuration
firmware to indicate to the
user the present and new
revisions of battery
configuration.
bmc.batt.upgrade.ok This message occurs when None.

the entire battery upgrade
processis complete.
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bmc.batt.upgrade.power-off

This message occursin the
rare event where the
Baseboard Management
Controller (BMC) cannot turn
on system power, and the
battery has not been checked
to determine whether it
reguires a configuration
upgrade.

1. Remove and reinsert the
controller module.

2. If you continue to see this
message, contact technical
support for the current
procedure to determine
whether the controller module
needs to be replaced.

bmce.batt.upgrade.voltagel ow

This message occurs when
the Baseboard Management
Controller (BMC) generatesit
because the battery is
discharged to below 6.0V and
the battery requires a
configuration firmware
update.

This message s printed every 10
minutes until the battery is
recharged. If you continue to see
this message after one hour, contact
technical support for the current
procedure to determine whether the
battery needs to be replaced.

bmce.batt.voltage

This message occursin the
rare event where the
Baseboard Management
Controller (BMC) determines
that the battery configuration
firmware requires an update
and the battery is successfully
prepared for the update, but
the BMC cannot read the
battery voltage sensor.

Contact technical support for the
current procedure to determine
whether the battery needs to be
replaced.
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Name

Description

Corrective action

bmc.config.asup.off

This message occursin the
rare event that the Baseboard
Management Controller
(BMC) detects corruption in
the BMC'sinternal cached
copy of the AutoSupport mail
host and/or configured
destinations. AutoSupport
messages from the BMC are
disabled until the system
boots.

Boot the system to ensure that the
BMC's cache of the AutoSupport
configuration is correct.

bmc.config.corrupted

This message occursin the
rare event that the Baseboard
Management Controller
(BMC) internal configuration
is corrupted and is being reset
to defaults. Notably, the
Secure Shell (SSH) serviceon
the BMC LAN interfaceis
disabled until the system
boots.

1. Boot the system. Upon boot,
the SSH host keysfor the BMC
are regenerated. The previous
host keys for the BMC are no
longer valid and cannot be used
for logins.

2. Contact technical support to
determine whether your system
needs maintenance.

bmc.config.default

This message occursin the
rare event that the Baseboard
Management Controller
(BMC) internal configuration
is corrupted and is being reset
to defaults. Notably, the
Secure Shell (SSH) serviceon
the BMC LAN interfaceis
disabled until the system
boots.

1. Boot the system. Upon boot,
the SSH host keysfor theBMC
are regenerated. The previous
host keys for the BMC are no
longer valid and cannot be used
for logins.

2. Contact technical support to
determine whether your system
needs maintenance.
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bmc.config.default.pef filter

This message occursin the
rare event that the Baseboard
Management Controller
(BMC) internal configuration
is corrupted and is being reset
to defaults. Notably, the
BMC's Platform Event Filter
(PEF) tablesare being cleared
to factory defaults.

Most users need to take no action.
However, if you want to use custom
Intelligent Platform Management
Interface (IPMI) PEF tables, you
need to reenable the BMC IPMI
LAN interface, and reload any
custom PEF tables that might be
defined for your site.

bmc.config.default. pef.policy

This message occursin the
rare event that the Baseboard
Management Controller
(BMC) internal configuration
is corrupted and isbeing reset
to defaults. Notably, the
BMC's Platform Event Filter
(PEF) tablesare being cleared
to factory defaults.

Most users need to take no action.
However, if you want to use custom
Intelligent Platform Management
Interface (IPMI) PEF tables, you
need to reenable the BMC IPMI
LAN interface, and reload any
custom PEF tables that might be
defined for your site.

bmc.config.fru.systemserial

This message occurs when
the Baseboard Management
Controller (BMC) detects an
invalid System Serial Number
field in the system’s Field-
Replaceable Unit (FRU)
configuration area.

Contact technical support to
determine the maintenance
procedure for your system.

bmc.config.mac.error

This message occurs when
the Baseboard Management
Controller (BMC) Ethernet
MAC identifier isinvalid.

Contact technical support to
determine the corrective procedure
for your system.

bmce.config.net.error

This message occurs when
the Baseboard Management
Controller (BMC) cannot
start networking support on
the BMC LAN interface.

Contact technical support to
determine the corrective procedure
for your system.
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bmc.config.upgrade This message occurs when None.
the Baseboard Management
Controller (BMC) internal
configuration defaults are
updated.

bmc.power.on.auto This message occurs when, None.
upon power up, the
Baseboard Management
Controller (BMC) detectsthat
the system was previously
soft powered-off.

bmc.reset.ext This message occurs when None.
the Baseboard M anagement
Controller (BMC) detectsthat
abme reboot command was
issued on the system
previoudly.

bmc.reset.int This message occurs when None.
the Baseboard Management
Controller (BMC) was reset
through the BMC command
sequencengs smash; set

reboot=1; priv set diag.

bmce.reset.power This message occurs when None.
the Baseboard Management
Controller (BMC) detectsa
system power up, or after the
BMC is upgraded.

bmc.reset.repair This message occurs when If you receive this message

the Baseboard Management frequently, contact technical
Controller (BMC) detectsand | support to determine the corrective
corrects an internal BMC procedure for your system.

error.
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bme.reset.unknown

This message occurs when
the Baseboard Management
Controller (BMC) cannot
determine why it was reset.

This message usually indicates a
BMC internal error. Contact
technical support to determine the
corrective procedure for your
system.

bmc.sensor.batt.charger.off

This message occurs when
the Baseboard M anagement
Controller (BMC) detectsthat
the battery charger cannot be
disabled for the hourly battery
load test.

Contact technical support to
determine the corrective procedure
for your system.

bmc.sensor.batt.charger.on

This message occurs when
the Baseboard Management
Controller (BMC) cannot
reenabl e the battery charger
after the hourly battery load
test.

Contact technical support to
determine the corrective procedure
for your system.

bmc.sensor.batt.time.run.invalid

This message occurs when
the Baseboard Management
Controller (BMC) detectsthat
the battery's calculated run
timedifferssubstantially from
the battery's run-time sensor.

None.

bme.ssh.key.missing

This message occurs when
the Baseboard Management
Controller (BMC) detectsthat
the Secure Shell (SSH) host
keysfor the BMC are
corrupted or missing.

Reboot the system. The boot
sequence regenerates the host key
and makes the BMC SSH service
available again.

Chapter 6: Understanding BMC messages

157



158 Understanding BMC messages



Index

Numerics
4-Gb
dual-port LEDs 27
quad-port FC-AL HBA 24, 25

A

active/active configuration

media converter 38

NVRAMS5 and NVRAMG6 adapters 36
audience, intended for this book X

B

BM C-generated messages

See also EM S messages about the BMC

BMC_ASUP_UNKNOWN 144

REBOOT (abnormal) 144

REBOOT (power loss) 144

REBOOT (watchdog reset) 144

SYSTEM_BOOT_FAILED (POST failed)
144

SYSTEM_POWER_OFF (environment) 145

USER_TRIGGERED (bmc test) 145

USER_TRIGGERED (system nmi) 145

USER_TRIGGERED (system power cycle)
146

USER_TRIGGERED (system power off) 146

USER_TRIGGERED (system power on) 147

USER_TRIGGERED (system power soft-off)
146

USER_TRIGGERED (system reset) 147

boot error messages

Boot device err 54

Cannot initialize labels 54

Cannot read labels 54

Configuration exceeds max PCI space 54

DIMM slot # has correctable ECC errors. 55

Dirty shutdown in degraded mode 54

Disk label processing failed 55

Drive %s.%d not supported 55

Error detection detected too many errorsto

Index

analyze at once 55

FC-AL loop down, adapter %d 55

File system may be scrambled 56

Halted firmware too old 56

Halted illegal configuration 56

Invalid PCI card slot %d 56

No /etc/rc 57

No /etc/rc running setup 57

no disk controllers 56

No disks 56

No network interfaces 57

No NVRAM present 58

NVRAM #n downrev 58

NVRAM wrong pci slot 57

Panic! DIMM dlot n has uncorrectable ECC
errors. 58

Please downgrade to a supported release! 58

This platform is not supported on this release.
Please consult the release notes. 58

Too many errors in too short time 58

Warning! Motherboard revision not available.
Motherboard is not programmed 59

Warning! Motherboard serial number not
available. Motherboard is not
programmed 59

Warning! System serial number is not
available. System backplane is not
programmed. 58

watchdog error 59

watchdog failed 59

boot message, example of 40

C

cluster. See active/active configuration
conventions

command Xi

formatting Xi

keyboard Xii

D
degraded power, possible cause and remedy 93
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dual-port, 4-GbFC-AL HBA LEDs 27

E

EMS error messages
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Seealso EM S messagesabout theBMC, EMS
messages about the RLM,
environmental EMS error messages,
and SES EMSS error messages

ds.sas.config.warning 69

ds.sas.crc.err 69

ds.sas.drivephy.disableErr 70

ds.sas.element.fault 71

ds.sas.element.xport.error 71

ds.sas.hostphy.disableErr 72

ds.sas.invalid.word 72

ds.sas.loss.dword 73

ds.sas.multPhys.disableErr 73

ds.sas.phyRstProb 73

ds.sas.running.disparity 73

ds.sas.ses.disableErr 74

ds.sas.xfer.export.error 75

ds.sas.xfer.not.sent 76

ds.sas.xfer.unknown.error 76

ds.sas.xfer xfer.element.fault 75

sas.adapter.bad 76

sas.adapter.bootarg.option 76

sas.adapter.debug 76

sas.adapter.exception 77

sas.adapter.failed 77

sas.adapter.firmware.download 77

sas.adapter.firmware.fault 77

sas.adapter.firmware.update.failed 77

sas.adapter.not.ready 78

sas.adapter.offline 78

sas.adapter.offlining 78

sas.adapter.online 78

sas.adapter.online.failed 78

sas.adapter.onlining 78

sas.adapter.reset 79

sas.adapter.unexpected.status 79

sas.config.mixed.tetected 79

sas.device.invalid.wwn 79

sas.device.quiesce 80

sas.device.resetting 80

sas.device.timeout 81
sas.initialization.failed 81
sas.link.error 82
sasmon.adapter.phy.disable 83
sasmon.adapter.phy.event 82
sasmon.disable.module 83

EM S messages about the BMC

bmc.asup.crit 148
bmc.asup.error 148
bmc.asup.init 149
bmc.asup.queue 149
bmc.asup.send 149
bmc.asup.smtp 150

bme.batt.id 150
bme.batt.invalid 150
bmc.batt.mfg 150

bme.batt.rev 151

bme.batt.seal 151
bme.batt.unknown 151
bme.batt.unseal 151
bmc.batt.upgrade 152
bmc.batt.upgrade.busy 151
bmc.batt.upgrade.failed 152
bmec.batt.upgrade.failure 152
bmc.batt.upgrade.ok 152
bmc.batt.upgrade.power-off 153
bmec.batt.upgrade.voltagelow 153
bmc.batt.voltage 153
bmc.config.asup.off 154
bmec.config.corrupted 154
bmc.config.default 154
bmc.config.default.pef filter 155
bmec.config.default.pef.policy 155
bmc.config.fru.systemserial 155
bmc.config.mac.error 155
bmec.config.net.error 155
bmc.config.upgrade 156
bmc.power.on.auto 156
bme.reset.ext 156

bme.reset.int 156
bmc.reset.power 156
bmc.reset.repair 156
bme.reset.unknown 157
bmc.sensor.batt.charger.off 157
bmc.sensor.batt.charger.on 157
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bmc.sensor.batt.time.run.invalid 157 monitor.shutdown.chassisUnderTemp 93

bmc.ssh.key.missing 157 power supply degraded 84, 85, 87

EM S messages about the RLM temperature exceeds limits 88
rim.driver.hourly.stats 130 error messages
rim.driver.mailhost 131 See boot error messages 54
rim.driver.network.failure 132 See EMS error messages 69
rim.driver.timeout 132 See environmental EMS error messages 84
rim.firmware.update.failed 133 See N3300 and N3600 AutoSupport error
rim.firmware.upgrade.reqd 133 messages 62
rim.firmware.version.unsupported 133 See operational error messages 125
rim.heartbeat.bootFromBackup 134 See POST error messages 43, 51

rim.heartbeat.resumed 134
rim.heartbeat.stopped 135

rim.network.link.down 136 F
rim.notConfigured 137 Fibre Channel HBA LEDs 23
rim.orftp.failed 138 Fibre Channel port LEDs
rim.snmp.traps.off 138 N5000 series systems 15
rim.systemDown.alert 139 N7000 series systems 19
rim.systemDown.notice 140
rim.systemDown.waiting 140 G
rim.systemPeriodic.keepAlive 141

GbE network

rim.systemTest.notice 141
rim.userlist.update failed 142 GDE NICsLEDs 32

environmental EMS error messages GbE NIC
fans stopped; replace them 89 LEDs 30
monitor.chassisFan.ok 90 GbE port LEDs
monitor.chassisFan.removed 90 N5000 series 15
N7000 series 19

monitor.chassisFan.slow 91

monitor.chassisFan.stop 91
monitor.chassisPower.degraded 91 H
monitor.chassisPower.ok 91

monitor.chassi sPower Supplies.ok 91 HBALSEDS 23
monitor.chassi sPower Supply.degraded 92 N 23
monitor.chassisPowerSupply.notPresent(ps_n ypes

umber: INT) 92
monitor.chassisPowerSupply.off(ps_number: |

INT) 92 installation

monitor.chassisTemperature.cool 92 startup error messages 40
monitor.chassisTemperature.ok 92 iSCSI HBA
monitor.chassisTemperature.warm 92 LEDs 23
monitor.cpuFan.degraded(cpu_number: INT)

93
monitor.cpuFan.failed(cpu_number: INT) 93 L
monitor.cpuFan.ok(cpu_number: INT) 93 LEDs
monitor.shutdown.chassisOver Temp 93 behavior and onboard drive failures, N3300

Index 161



and N3600 systems 11

dual-port Fibre Channel HBA 23

dual-port TOE NICs, 10GBase-SR 34

dual-port, 4-Gb FC-AL HBA 27

dual-port, 4-Gb, target mode, Fibre Channel
HBA 27

Fibre Channel HBA 23

GbE NIC 30, 32

iSCS|I HBA 23

iSCSI target HBA 28

multiport NIC 31

N3300 and N3600 L EDs visible from the back
8

N3300 and N3600 LEDsvisible from the front
7

N5000 series LEDs visible from the back 15

N5000 series onboard Fibre Channel ports 15

N5000 series onboard GbE ports 15

N5000 seriesRLM 15

N5000 series system LEDs visible from the
front 13

N7000 onboard Fibre Channel ports 19

N7000 series LEDs visible from the back 19

N7000 series LEDs visible from the front 18

N7000 series onboard GbE ports 19

N7000 seriesRLM 19

NVRAMS5 adapter 36

NVRAMS5 cluster interconnect adapter 36

NVRAMS5 media converter 38

NVRAM6 adapter 36

NVRAM®6 media converter 38

power supply 10

quad-port TOE NIC 35

quad-port, 4-Gb FC-AL HBA 24, 25

quad-port, 4-Gb, Fibre Channel HBA (12 LED
version) 25

quad-port, 4-Gb, Fibre Channel HBA (four
LED version) 24

single-port TOE NIC 33

messages

See boot error messages 54
See EMS error messages 69

See environmental EMS error messages 84
See operational error messages 125
See POST error messages 43, 51

multiport NIC

LEDs31

N3300 and N3600 AutoSupport error messages

BATTERY LOW 62

BATTERY OVER TEMPERATURE 62

BMC HEARTBEAT STOPPED 63

CHASSIS FAN FAIL 63

CHASSIS FAN FRU DEGRADED 64

CHASSISFAN FRU FAILED 64

CHASSIS FAN FRU REMOVED 64

CHASSIS OVER TEMPERATURE 64

CHASSIS OVER TEMPERATURE
SHUTDOWN 64

CHASSIS POWER DEGRADED 65

CHASSIS POWER SHUTDOWN 65

CHASSIS POWER SUPPLIES MISMATCH
65

CHASSIS POWER SUPPLY %d
REMOVED: System will be
shutdown in %d minutes 65

CHASSIS POWER SUPPLY DEGRADED
65

CHASSIS POWER SUPPLY FAIL 65

CHASSIS POWER SUPPLY OFF

PS%d 65

CHASSIS POWER SUPPLY OK 65

CHASSIS POWER SUPPLY REMOVED 65

CHASSIS POWER SUPPLY : Incompatible
external power source 65

CHASSISUNDER TEMPERATURE 66

CHASSISUNDER TEMPERATURE
SHUTDOWN 66

DISK PORT FAIL 66

ENCLOSURE SERVICES ACCESS ERROR
66

HOST PORT FAIL 66

MULTIPLE CHASSISFAN FAILED

System will shut down in %d minutes 66
MULTIPLE FAN FAILURE 66
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NVMEM_VOLTAGE_TOO HIGH 66
NVMEM_VOLTAGE_TOO LOW 66
POSSIBLE BAD RAM 67
POWER_SUPPLY_FAIL 67
PS#1(2) Failed
POWER_SUPPLY_DEGRADED
67
SHELF COOLING UNIT FAILED 67
SHELF OVER TEMPERATURE 67
SHELF POWER INTERRUPTED 68
SHELF POWER SUPPLY WARNING 68
SHELF _FAULT 67
SYSTEM CONFIGURATION ERROR
(SYSTEM_ CONFIGURATION_
CRITICAL_ERROR) 68
SYSTEM CONFIGURATION WARNING
68
N3300 and N3600 series date resetting 62, 148
N3300 and N3600 series DIMM replacement 62,
148
N3300 and N3600 series NVMEM battery
replacement 62, 148
NVMEM
status LED, what not to do when blinking 10
what not to do when armed 10
NVRAMS5 adapter
LEDs on NVRAMS adapter 36
media converter LEDs 38
which systems support the 36
NVRAMDS5 cluster interconnect adapter
LEDs on NVRAMS cluster interconnect
adapter 36
NVRAMG6 adapter
LEDs on NVRAMG6 adapter 36
media converter LEDs 38
which systems support the 36

O

operational error messages
Disk hung during swap 125
Disk nisbroken 125
Dumping core 125
Error dumping core 126
FC-AL LINK_FAILURE 126

Index

FC-AL RECOVERABLE ERRORS 126
Panicking 126
RMC Alert

Boot Error 126

Down Appliance 126

OFW POST Error 126

P

POST error messages

0200: Failure Fixed Disk 43

0230: System RAM Failed at offset: 44

0231: Shadow RAM failed at offset 44

0232: Extended RAM failed at address line 44

023E: Node Memory Interleaving disabled 44

0241: Agent Read Timeout 45

0242: Invalid FRU information 46

0250: System battery is dead--Replace and run
SETUP 46

0251: System CMOS checksum bad--Default
configuration used 46

0253: Clear CMOS jumper detected--Please
remove for normal operation 47

0260: System timer error 47

0280: Previous boot incomplete-Default
configuration used 47

02C2: Novalid Boot L oader in System Flash--
Non Fatal 47

02C3: Novalid Boot Loader in System Flash--
Fatal 48

02F9: FGPA jumper detected--Please remove
for normal operation 48

02FA: Watchdog Timer Reboot <Pcilnit> 49

02FB: Watchdog Timer Reboot <MemTest> 49

02Fb: Watchdog Timer Reboot <MemTest> 49

02FC: LDTStop Reboot <HTLinkInit> 50

Abort Autoboot--POST Failure(s) CPU 52

Abort Autoboot--POST Failure(s) MEMORY

52
Abort Autoboot--POST Failure(s) RTC,
RTC 1052

Abort Autoboot--POST Failure(s) UCODE 52

Autoboot of Back up image failed Autoboot of
primary image failed 53

Autoboot of backup image aborted 52
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Autoboot of primary image aborted 52

Bad DIMM found in dlot # 44

Invalid FRU EEPROM Checksum 52

Memory init failure Data segment does not
compare at XXXX 51

Multiple-bit ECC error occurred 44

No Memory found 51

Unsupported system bus speed OxX XXX
defaulting to 1000Mhz 51

POST messages

about 40

POST messages, example of 40

Q

quad-port, 4-Gb FC-AL HBA LEDs 24, 25

R

RLM LEDs

N5000 series 15
N7000 series 19

RLM-generated messages

S

See also EM S messages about the RLM
heartbeat |oss warning 128

reboot (power loss) critical 128

reboot (watchdog reset) warning 129
reboot warning 128

RLM HEARTBEAT LOSS 128

RLM heartbeat stopped 128

system boot failed (POST failed) 129
user_triggered (RLM test) 130
user_triggered (system nmi) 129
user_triggered (system power cycle) 129
user_triggered (system power off) 129
user_triggered (system power on) 129
user_triggered (system reset) 130

SES EMS error messages 94
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ses.access.noMoreVaidPaths 95
ses.access.noShelfSES 96
ses.access.sesUnavailable 97
ses.badShareStorageConfigErr 97

ses.bridge.fw.getFailWarn 98
ses.bridge.fw.mmErr 98
ses.channel.rescaninitiated 98
ses.config.drivePopError 98
ses.config.!llegal Esh270 98
ses.config.shelfMixError 99
ses.config.shelfPopError 99
ses.disk.configOk 99
ses.disk.illegal ConfigWarn 99
ses.disk.pctl.timeout 99
ses.downl oad.powerCyclingChannel 99
ses.download.shelfToReboot 100
ses.downl oad.suspendl OForPowerCycle 100
ses.drive.PossShelfAddr 101
ses.drive.shelfAddr.mm 102
ses.exceptionShelfLog 103
ses.extendedShelfLog 103
ses.fw.emptyFile 103
ses.fw.resourceNotAvailable 104
ses.giveback.restartAfter 104
ses.giveback.wait 104
ses.remote.configPageError 104
ses.remote.elemDescPageError 104
ses.remote.faultLedError 104
ses.remote.flashLedError 105
ses.remote.shelfListError 105
ses.remote.statPageError 105
ses.shelf.changedID 106
ses.shelf.ctrlFail Err 107
ses.shelf.em.ctrlFailErr 107
ses.shelf.ldBasedAddr 108
ses.shelf.invalNum 108
ses.shelf.mmErr 108
ses.shelf.OSmmErr 109
ses.shelf.powercycle.done 109
ses.shelf.powercycle.start 109
ses.shelf.sameNumReassign 109
ses.shelf.unsupportedErr 109
ses.startTempOwnership 109
ses.status. ATFCXError 110
ses.status. ATFCXInfo 110
ses.status.current 111
ses.status.currentError 110
ses.status.currentinfo 110
ses.status.displayError 111
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ses.status.displayinfo 111
ses.status.displayWarning 112
ses.status.driveError 112
ses.status.driveOk 112
ses.status.driveWarning 113
ses.status.electronicsError 113
ses.status.electronicsinfo 113
ses.status.electronicsWarn 113
ses.status.ESHPctI Status 113
ses.status.fanError 114
ses.status.faninfo 114
ses.status.fanWarning 114
ses.status.ModuleError 114
ses.status.Modulelnfo 115
ses.status.Modulewarn 115
ses.status.psError 115
ses.status.psinfo 116
ses.status.psWarning 116
ses.status.temperatureError 117
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ses.status.temperatureWarning 118
ses.status.upsError 119
ses.status.upsinfo 119
ses.status.upswWarning 119
ses.status.vol Error 119
ses.status.volinfo 120
ses.status.volWarning 120
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sfu.adapterSuspendl O 120
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sfu.downloadError 121
sfu.downloadingController 121
sfu.downloadStarted 121
sfu.downloadSuccess 121
sfu.downloadSummary 121
sfu.downloadSummaryErrors 121
sfu.FCDownloadFailed 122
sfu.firmwareDownrev 122
sfu.firmwareUpToDate 122
sfu.partnerl naccessible 122
sfu.partnerNotResponding 122
sfu.partnerRefusedUpdate 123
sfu.partnerUpdateComplete 123
sfu.partnerUpdateTimeout 123
sfu.rebootRequest 123
sfu.rebootRequestFailure 124
sfu.resumeDisklO 124
sfu.SASDownloadFailed 124
sfu.statusCheckFailure 124
sfu.suspendDisklO 124
sfu.suspendSES 124
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