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Foreword

Cisco Systems launched the CCIE Program in November 1993; it was the first certification program from
Cisco. CCIE certification is widely considered the industry’s highest-level IT certification program, and it
is commonly referred as the doctorate of networking. It equips candidates with excellent internetworking
skills that are simply the best in the industry. The program identifies leaders with a proven commitment to
their career, the industry, and the process of ongoing learning.

Internet Security
As Dr. Vinton G. Cerf has said, “The wonderful thing about the Internet is that all these computers are
connected. However, the challenge of the Internet also is that all these computers are connected.”

The luxury of access to this wealth of information comes with its risks, and anyone on the Internet is a
potential stakeholder. The risks vary from information loss or corruption to information theft to lost reve-
nue and productivity. The number of security incidents is also growing dramatically. On the other hand,
organizations cannot simply cut off communications with the outside world and hope to survive. The risks
inherent in modern networked communications drive the need for network security implementations to
improve the security posture within every organization worldwide. Today’s most complex networks
require a comprehensive and integrated security solution.

Need for Security Certification

Security is one of the fastest-growing areas in the industry. Information security is on top of the agenda at
all organizations. Companies have a need, and many times a legal requirement, to keep information secure.
As aresult, there is an ever-growing demand for IT professionals with the skills to implement effective,
end-to-end security solutions to guard against all manner of threats. Cisco Systems helps to meet this
demand by offering CCIE Security certification, setting the professional benchmark in internetworking
expertise.

This book

Every chapter of this book holds facts on one of the objectives from the CCIE Security 2.0 written exam.
This book will be a valuable asset for potential CCIE Security candidates. I am positive individuals will
inevitably gain extensive security network knowledge during their preparation for the CCIE Security
written exam by using this book.

Best wishes and Good Luck!
Yusuf Hussain Bhaiji
Program Manager, CCIE Security

Cisco Systems, Inc.
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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in
the Cisco 10S
Command Reference, which describes these conventions as follows:

m  Boldface indicates commands and keywords that are entered literally as shown.
m  Jtalics indicate arguments for which you supply actual values.

m  Vertical bars (|) separate alternative, mutually exclusive elements.

m  Square brackets, [ ], indicate optional elements.

m Braces, { }, indicate a required choice.

m  Braces within brackets, [{ }], indicate a required choice within an optional element.

Introduction

The Cisco Certified Internetwork Expert (CCIE) Security Certification is an increasingly popular internet-
working certification and one of the most popular security certifications in the world. Although CCIE cer-
tification builds on the foundation you may have established from CCNA certification, CCNP
certification, and other certifications, there is no prerequisite to attempt to gain CCIE certification. How-
ever, attaining CCNA and CCNP certifications will help you understand the Cisco subjects and testing
strategies that are necessary to be successful when you attempt the CCIE written and lab exams.

This book is designed to help you prepare for the CCIE Security written exam. This second edition builds
on the successful first edition by incorporating full coverage of the latest exam topics. This book will also
help you prepare for the CCIE Security recertification exam.

The CCIE Security certification was recognized in December 2003 as being the second hottest certifica-
tion in the IT industry.

NOTE Cisco recently announced a revision of the CCIE Security certification exam with a
number of new topics added and a small amount of old and unused technologies removed.

For more details on the new CCIE Security 2.0 written exam, visit http://www.cisco.com/en/
US/learning/le3/ccie/security/index.html.

This new edition has been updated to consider all of these new changes.
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The CCIE Security track was released in 2001 by Cisco and since security technologies have been evolving
so much, Cisco is constantly working towards improving the track and ensuring the content is up-to-date.

To achieve CCIE Security certification you must first pass a written qualification exam (a computer-based
exam of 100 multiple-choice questions) and a one-day lab exam. To qualify for the CCIE Security lab
exam, you must first successfully pass the written exam.

Both exams are difficult, and this book is primarily aimed at helping you prepare for the written exam by
covering all of the stated written exam blueprint topics. However, Chapter 8, “CCIE Security Self-Study
Lab,” includes a CCIE Security self-study lab that helps you with comprehensive preparation for the lab
exam by giving you an idea of the challenges you will face in the lab exam. Appendix C, “Sample CCIE
Routing and Switching Lab I’ and Appendix D, “Sample CCIE Routing and Switching Lab II,” also con-
tain bonus Routing and Switching lab topics to help you prepare for that exam as well. This is an added
bonus because the lab portion of the CCIE Security certification contains approximately 50 percent of topics
from Routing and Switching content. Recent Cisco announcements regarding the lab exam mean that sim-
ple assignments such as basic Frame Relay configurations, VLAN configuration, and routing protocols are
now preconfigured for you. This ensures that the CCIE Security track is focused more on testing an indi-
vidual’s security skills.

Achieving CCIE Security certification is made intentionally difficult by Cisco. You should have extensive
practical experience and you should consult many resources to be prepared to pass a CCIE exam. Cisco
advises that you have 3 to 5 years of prior experience before attempting any CCIE track. What this book
will do for you is give you a comprehensive look at all of the topics covered on the CCIE Security written
exam. Use this book and the CD-ROM to confidently assess your level of preparedness for all of the topics
covered on the written exam.

The CCIE Security written exam is a 2-hour multiple-choice exam with a surprising amount of Cisco I0S
configurations and scenario-type questions. Some questions require only one answer while other questions
require two or more.

Passing the written exam means that you have mastered networking concepts and fundamental security
topics necessary to build a complex, secure, and routable IP network using Cisco routers and security
equipment and software. This is a great skill and demonstrates to any employer you are ready for any chal-
lenges that may be asked of you.

NOTE The CCIE Security written exam is a computer-based exam with multiple-choice
questions. The exam can be taken at any Thomson Prometric testing center (http://
www.prometric.com/Default.htm) or Pearson VUE testing site (http://www.vue.com/). The
exam is 2 hours long and has 100 questions. You should check with Prometric or VUE for the
exact length of the exam. The exam is constantly under review, so be sure to check the latest
updates from Cisco at http://www.cisco.com/en/US/learning/le3/ccie/security/index.html.
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Goals of This Book

The primary goal of this book is to ensure that a CCIE Security candidate has all the technical skills and
knowledge required to pass the written exam. Most Cisco certifications require practical skills, and the
only way to hone those skills is in a working environment using common Cisco-defined techniques.

This book provides you with comprehensive coverage of CCIE Security exam topics. Ultimately, the goal
of this book is to get you from where you are today to the point that you can confidently pass the CCIE
Security written exam. Therefore, this book’s features are all geared toward helping you discover the IP
routing challenges and security scenarios that are on the exam, helping you discover where you have a
knowledge deficiency in these topics, and helping you discover what you need to know to master those
topics.

Organization of this Book

Each chapter starts by testing your current knowledge on the chapter’s topics with a “Do I Know This
Already?” quiz. This quiz is aimed at helping you decide whether you need to cover the whole chapter,
read only parts of the chapter, or just skip the chapter altogether. See the introduction to each “Do I Know
This Already?” quiz for more details.

Each chapter then contains a “Foundation Topics” section with extensive coverage of the CCIE Security
exam topics covered in that chapter. This is followed by a “Foundation Summary” section that provides
more-condensed coverage of the topics and is ideal for review and study later. Each chapter ends with “Q
& A” and “Scenarios” sections to help you assess how well you mastered the topics covered in the chapter.
Finally, the book includes a CD-ROM with sample exam questions and other preparation resources. All of
these tools are designed to help you assess your preparedness level and then teach you. Once you identify
deficiencies, you should concentrate your studies on those areas until you feel comfortable with them.

The following list summarizes the individual elements of this book:

* Chapter 1, “General Networking Topics”—This chapter covers general networking technologies,
including an overview of the OSI model, switching concepts, and routing protocols. The TCP/IP
model is presented and explained with common applications used in today’s IP networks. Routing
protocols and sample configurations are presented to ensure that you have a good understanding of
how Cisco IOS routes IP datagrams. Concluding this chapter is a discussion of some of today’s most
widely used WAN protocols, namely PPP, ISDN, and Frame Relay. Keep in mind that the CCIE
Security exam covers Routing and Switching topics as well as Security topics. Telephony and wireless
best practices round off this chapter.

* Chapter 2, “Application Protocols”—This chapter covers the principles of Domain Name System
and TFTP file transfers. The most widely used applications such as FTP and HTTP are covered along
with some of the more secure methods used to download information from the web, such as Secure
Shell and the Secure Sockets Layer protocol. SSH and Remote Data Exchange Protocol (RDEP) are
new topics covered for the latest exam. A challenging scenario is included to ensure that you have the
I0S skill set to configure DNS, TFTP, NTP, and SNMP.

* Chapter 3, “Cisco I0S Specifics and Security”—This chapter covers the more advanced topics
available to Cisco IOS routers. It covers in detail the hardware components of a Cisco router and how
to manage Cisco routers. Common Cisco device operational commands are described, and examples
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show how to manage Cisco IOS in today’s large IP networks. Cisco password recovery techniques and
basic password security are detailed to ensure that you have a solid grasp of Cisco device operation.
Coverage of standard and extended access lists and examples conclude this chapter. Chapter 3
contains a wealth of new material covering the new exam objectives, such as new routing and
switching features, access layer controls, port security, DHCP snoop, and security policy best
practices.

Chapter 4, “Security Protocols”—This chapter focuses on security protocols developed and
supported by Cisco Systems and refined in RFCs, namely TACACS+ and RADIUS. Following sample
configurations, the chapter covers encryption technologies and their use in today’s vulnerable IP
networks. Additionally, to ensure that you have all the bases covered, Advanced Encryption Standard
(AES) and securing wireless networks are covered.

Chapter 5, “Cisco Security Applications’’—This chapter required a large overhaul from the first
edition. It covers new topics such as Cisco IDS, the VPN 3000 Concentrator, VPN Client software,
and new Catalyst security modules. Cisco Secure ACS and Security Information Monitoring System
round off this chapter.

Chapter 6, “Security Technologies”—This chapter describes the basic security methods and
evolution of new secure networks including packet filtering and proxies. The IP address depletion
rates with IPv4 have led to NAT/PAT becoming increasingly popular; this chapter covers these topics
along with sample IOS configurations. The Cisco PIX Firewall is Cisco’s trademark security device,
and this chapter teaches you the architecture and configuration of these unique security devices. The
Cisco IOS Firewall feature set and VPN are covered. Network-based IDS, host-based IDS, and Cisco
Threat Response are covered in detail as well.

Chapter 7, “Network Security Policies, Vulnerabilities, and Protection”—This chapter reviews
today’s most common Cisco security policies and mechanisms available to the Internet community
used to combat cyber attacks. The security standards body CERT/CC is covered along with
descriptions of Cisco IOS—based security methods used to ensure that all attacks are reported and
acted upon. Cisco security applications such as Intrusion Detections System are covered to lay the
foundation you will need to master the topics covered on the CCIE Security written exam.

Chapter 8, “CCIE Security Self-Study Lab”—This chapter is designed to assist you in your final
preparation for CCIE Security certification. This rare sample lab was put together by one former
(Sydney CCIE lab) and one current (Brussels CCIE lab) CCIE proctor from the CCIE team. It is a
sample CCIE Security lab with working solutions to ensure that you are fully prepared for the final
hurdle, the CCIE Security lab exam. In my view and experience (including writing numerous CCIE
lab exams) this sample exam is more challenging than most Cisco exams. Please enjoy and study this
sample CCIE Security lab. Many readers have e-mailed me in the past to ask what is their next step
after passing the written exam. An excellent start is Chapter 8 of this book. When the CCIE program
first started, there were no sample lab questions. Now in your hands you have a sample Security lab
exam and bonus sample Routing and Switching lab exams (Appendixes C and D).
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* Appendix A, “Answers to Quiz Questions”—Appendix A provides the answers to the “Do I Know
This Already?” and “Q & A” quiz questions in each chapter. Explanations are included where
appropriate.

* Appendix B, “Study Tips for CCIE Security Examinations”—Appendix B describes some of the
study tips and preparation steps you should consider before embarking on the long hard road to CCIE
Security certification. There are also answers to frequently asked question about the written exam and
CCIE Security certification.

* Appendix C, “Sample CCIE Routing and Switching Lab I”’—Appendix C is a bonus appendix
designed to assist you in your final preparation for the CCIE Routing and Switching lab exam and help
you appreciate the level of difficulty found in any CCIE lab exam.

* Appendix D, “Sample CCIE Routing and Switching Lab II”’—Appendix D is a second bonus
appendix designed to assist you in your final preparation for the CCIE Routing and Switching lab
exam and help you appreciate the level of difficulty found in any CCIE lab exam. This second bonus
version of the R&S lab exam contains only four routers, for those readers who do not have access to
a large number of routers.

*  CD-ROM—The CD-ROM provides you with a testing engine that simulates the written exam with a
database of over 500 questions. Take several sample CD-ROM exams and ensure that you review all
the answers and results so that you can fully prepare for the exam by identifying areas where you need
extra preparation.

CCIE Security Written Exam Blueprint

Table I-1 lists the CCIE Security written exam blueprint topics and the corresponding chapters where you
can find the material covered in this book. As you can see, the blueprint places the objectives into eight
categories. The book covers all of these topics. This blueprint is a guideline for the type of content that is
likely to appear on the exam. You can also find it at http://www.cisco.com/en/US/learning/le3/ccie/secu-
rity/wr_exam_blueprint.html.
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Table 8-1 CCIE Security Written Exam Blueprint*

ID

Topic Area

Chapter Covering the Topic

I. Security Protocols

A. Remote Authentication Dial-In User Service (RADIUS) Chapter 4
B. Terminal Access Controller Access Control System Plus Chapter 4
(TACACS+)

C. AES Chapter 4
D. EAP, PEAP, TKIP, TLS Chapter 4
E. Data Encryption Standard (DES) Chapter 4
F Triple DES (DES3) Chapter 4
G. IP Secure (IPSec) Chapter 4
H. Internet Key Exchange (IKE) Chapter 4
L Certificate Enrollment Protocol (CEP) Chapter 4
ID Topic Area Chapter Covering the Topic
J. Point-to-Point Tunneling Protocol (PPTP) Chapter 4
K. Layer 2 Tunneling Protocol (L2TP) Chapter 4
Il. Application Protocols

A. Domain Name System (DNS) Chapter 2
B. Trivial File Transfer Protocol (TFTP) Chapter 2
C. File Transfer Protocol (FTP) Chapter 2
D. Hypertext Transfer Protocol (HTTP) Chapter 2
E. Secure Sockets Layer (SSL) Chapter 2
F Simple Mail Transfer Protocol (SMTP) Chapter 2
G. Network Time Protocol (NTP) Chapter 2
H. I0OS SSH Chapter 2
L Lightweight Directory Access Protocol (LDAP) Chapter 2
J. Active Directory Chapter 2
K. Remote Data Exchange Protocol (RDEP) Chapter 2
lll. General Networking

A. Networking Basics Chapter 1
B. TCP/IP Chapter 1
C. Switching and Bridging (including: VLANSs, Spanning Tree, etc.) | Chapter 1
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XXV

ID Topic Area Chapter Covering the Topic
D. Routed Protocols Chapter 1
E. Routing Protocols (including: RIP, EIGRP, OSPF, BGP) Chapter 1
F. Point-to-Point Protocol (PPP) Chapter 1
G. [P Multicast Chapter 1
H. Integrated Services Digital Network (ISDN) Chapter 1
L Async Chapter 1
J. Access Devices (for example, Cisco AS 5300 series) Chapter 1
K. Telephony Best Practices Chapter 1
L. Wireless Best Practices Chapter 1
IV. Security Technologies

A. Concepts — Security Best Practices Chapter 6
B. Packet Filtering Chapter 6
C. PIX and IOS Authentication Proxies Chapter 6
D. Port Address Translation (PAT) Chapter 6
E. Network Address Translation (NAT) Chapter 6
F Firewalls Chapter 6
G. Content Filters Chapter 6
H. Public Key Infrastructure (PKI) Chapter 6
L Authentication Technologies Chapter 6
J. Authorization Technologies Chapter 6
K. Virtual Private Networks (VPNs) Chapter 6
L. Network IDS: Anomaly, Signature, Passive, Inline Chapter 6
M. Host Intrusion Prevention Chapter 6
N. Cisco Threat Response Chapter 6
V. Cisco Security Applications

A. Cisco Secure NT Chapter 5
B. Cisco Secure PIX Firewall Chapter 6
C. VMS Chapter 5
D. Cisco Secure Intrusion Detection System (formerly NetRanger) Chapter 5
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Table 8-1 CCIE Security Written Exam Blueprint* (Continued)

ID Topic Area Chapter Covering the Topic
E. I0S Firewall Feature Set Chapter 6
F VPN 3000 Chapter 5
G. Client-Side VPN Chapter 5
H. CAT Service Modules Chapter 5
I. IOS IDS (in line) Chapter 5
J. Cisco Secure ACS Chapter 5
K. Security Information Monitoring System (event correlation, basic | Chapter 5
forensics)

VI. Security General

A. Policies — Security Policy Best Practices Chapter 7
B. Standards Bodies — IETF Chapter 7
C. Vulnerability Discussions Chapter 7
D. Attacks and Common Exploits — recon, priv escalation, Chapter 7

penetration, cleanup, backdoor

VII. Cisco General

A. IOS specifics Chapter 3

B. Routing and Switching Security Features: IE MAC Address Chapter 3
Controls, Port Security, DHCP Snoop

C. Security Policy Best Practices Chapter 3

*Note from Cisco.com: The Security written exam (350-018) went into production in all testing locations on June
1, 2004. The exam has 100 multiple-choice questions and is two hours in duration. The topic areas listed are
general guidelines for the type of content that is likely to appear on the exam. Please note, however, that other
relevant or related topic areas may also appear. Italicized bold type indicates topic areas changed from the pre-
vious Security exam (prior to June 1, 2004) and strengthens coverage of highly-secure enterprise networks.

How to Prepare for the CCIE Security Written Exam Using This
Book and CD-ROM

The chapters open by identifying the exam blueprint topics covered in that chapter. You can begin by tak-
ing the “Do I Know This Already?” quiz to immediately evaluate how familiar you are with the chapter’s
subjects. Use the quiz instructions in each chapter to decide how to proceed. If you feel unfamiliar with
the material and you need to learn a lot about the topics, start by reading the “Foundation Topics™ section,
which goes into detail about the objectives covered in that chapter. If your quiz results demonstrate that
you already have a strong grasp of the subjects, you can skim certain topics in the chapter and then move
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on to the “Foundation Summary,” “Q & A,” and “Scenarios” sections at the end of the chapter. If you feel
comfortable with your results after working through these sections, move on to the next chapter or use the
CD-ROM to practice the topics. If you are consistently identifying areas that you have trouble with, study
those topics more and then assess yourself again.

This book covers all the objectives in the CCIE Security written exam blueprint, but no one book can teach
you everything you need to know for a CCIE exam. Although you can use this book to identify and fill in
knowledge gaps, you might encounter areas where you feel less prepared than others. Consider supple-
menting your learning in these areas with practical experience, specific books on the subject, or by search-
ing the topic at Cisco.com.

In addition to the chapters in this book, the accompanying CD-ROM provides tools that can help you pre-
pare for the exam. The CD-ROM includes over 500 sample questions that you can explore in different
modes. You can work through the questions in practice mode so that you can learn as you go or you can
assess your preparedness in test mode. Practice mode allows you to link to an electronic version of the
book when you want more information on the particular topic covered in the question. In practice mode,
you can choose the topics and number of questions you want to work through. Test mode simulates the
exact conditions in the CCIE Security certification exam, where you are presented with 100 difficult ques-
tions and asked to attain a pass score of 80 percent within 2 hours.

At the end of a CD-ROM practice exam, you receive a score and a categorical breakdown of your perfor-
mance. Use these results to identify areas of strengths and weaknesses, so you can use this book and other
resources to fill in any knowledge gaps.

Using this book is one of the best steps you can take toward achieving one of the most sought-after certifica-
tions in the IT industry. You need to rely on your extensive experience to pass the exam, but this book can
make your preparation focused and efficient. Do not give up, and keep studying until you become certified.

Final Thoughts

Having many Cisco certifications myself, the joy and success they can help bring has significantly
changed my life and that of my family. There are always challenges facing network engineers, and no
doubt once you are a CCIE, meeting those challenges will drive you to acquire skills you never knew you
could master.

I sincerely hope you enjoy your time spent with this book; it took over 6 months of long exhausting nights
to complete to ensure that you have the perfect companion through your journey to becoming a Security CCIE.

When you succeed in attaining your certification, feel free to e-mail me at henry.benjamin @optusnet.com
so I too can enjoy your success and joy. Please feel free to send me your feedback as well, as many readers
of the first edition did to my wonderful surprise. I wish you the best in your endeavors and good luck!
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m  Networking Basics
m  TCP/IP

m  Switching and Bridging (including
VLANS, Spanning Tree, and more)

m  Routed Protocols

m  Routing Protocols (including RIP,
EIGRP, OSPF, and BGP)

m  Point-to-Point Protocol (PPP)
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m  Integrated Services Digital Network
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m  Telephony Best Practices
m  Wireless Best Practices

You can find in this book’s introduction a list
of all of the exam topics. For the latest
updates on exam topics, visit Cisco.com.




CHAPTER 1

General Networking Topics

This chapter covers general networking concepts listed in the CCIE Security blueprint for the
written exam. The CCIE Security blueprint lists some example topics that define general
networking, including switching, TCP/IP, routed and routing protocols, PPP, ISDN,
asynchronous communications, and telephony and wireless best practices.

The CCIE Security written exam contains approximately 50 percent security questions and
approximately 50 percent general networking questions. This chapter prepares you for the
general networking questions. Although the CCIE Security written exam blueprint lists some
specific networking topics, it does not, for example, mention Frame Relay, which might appear
on the exam. This chapter covers many of the listed, and a few of the unlisted, general
networking topics.

Although these topics are not extensively defined in the blueprint, the CCIE Security written
exam might include topics taken from the CCIE Routing and Switching written exam blueprint.
This chapter endeavors to cover all bases and provide quality test examples to ensure that you
are well prepared to tackle the general networking questions you encounter in the examination.

This chapter covers the following topics:

m  Networking Basics—Discusses the OSI model, concepts, and functions. Topics include
the seven layers of the OSI model and common TCP/IP networking examples.

m  Switching and Bridging—Covers the process that today’s networks use to switch packets
and describes traditional bridging methods. Virtual LANs, spanning tree protocol (STP),
and Fast Ethernet Channel are discussed.

m  Routing IP—Covers the most widely-used routed protocol in today’s Internet, IP, and the
routing protocols available on Cisco routers, such as RIP, EIGRP, OSPF, and BGP. Cisco
IOS commands and configuration examples demonstrate the power of routing IP on Cisco
routers.

m  PPP,ISDN, Frame Relay, IP Multicast, and Async—Two of the most widely used dialup
protocols are PPP and ISDN. Frame Relay is covered briefly to ensure that you have a good
understanding of the common terminology used in today’s networks. IP multicast and
async protocols are also covered.
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m  Telephony Best Practices—IP Telephony is one of the largest investments that Cisco has
made in its 20-year history. This section covers the best practices used in today’s Cisco Voice
over IP (VoIP) implementation.

m  Wireless Best Practices—Wireless, another emerging technology, contains a complex array
of standards and bodies that have left the IT market rather insecure about wireless. This
section helps alleviate some of those concerns by covering the best practices for Cisco
wireless networks.

“Do | Know This Already?”” Quiz

The purpose of this assessment quiz is to help you determine how to spend your limited study time.

If you can answer most or all of these questions, you might want to skim the ‘“Foundation Topics”
section and return to it later, as necessary. Review the “Foundation Summary” section and answer
the questions at the end of the chapter to ensure that you have a strong grasp of the material
covered.

If you already intend to read the entire chapter, you do not necessarily need to answer these
questions now. If you find these assessment questions difficult, read through the entire
“Foundation Topics” section and review it until you feel comfortable with your ability to answer
all of these questions and the “Q & A” questions at the end of the chapter.

Answers to these questions can be found in Appendix A, “Answers to Quiz Questions.”

1.  Which layer of the OSI model is responsible for converting frames into bits and bits into
frames?

a. Physical
b. Network
c. Transport
d. LLC sublayer
e. Data link
2. Routing occurs at what layer of the OSI model?
a. Physical
b. Network
c. Transport
d. LLC sublayer
e. Data link
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3. Bridging occurs at what layer of the OSI model?
a. Physical
b. Network
c. Transport
d. Data link
4. Which of the following is not part of the OSI model?
a. Network layer
b. Physical layer
c. Operational layer
d. Application layer
5. IP operates at what layer of the OSI model?

a. Layer1
b. Layer 2
c. Layer3
d. Layer4
e. Layer5
f. Layer 6
g. Layer7

6. On which layer of the OSI model is data commonly referred to as segments?

a. Layer4
b. Layer 3
c. Layer2
d. Layer 1
7. On which layer of the OSI model is data commonly referred to as packets?
a. Layer 1
b. Layer 2
c. Layer4
d. Layer3
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10.

11.

12.

13.

Which layer of the OSI model transmits raw bits?

a.
b.
c.

d.

Layer 1
Layer 2
Layer 3
Layer 4

Which of the following protocols is not routable?

a.
b.
c.

d.

1P

IPX
NetBEUI
NetBIOS

Which of the following is not a required step to enable Fast EtherChannel (FEC)?

a.
b.
c.

d.

Ensure that all ports share the same speed at 10 Mbps.
Ensure that all ports share the same parameter such as speed.
Ensure that all ports operate at 100 Mbps.

Ensure eight ports are selected to be bundled into a logical link or trunk.

How is Fast EtherChannel best defined?

a.

b.

d.

e.

A bundle of 10-Mbps ports on a switch

Another name for half-duplex 100 Mbps

Not available on Cisco Catalyst switches

The ability to bundle 100-Mbps ports into a logical link
Only supported with Gigabit ports

On what OSI layer does bridging occur?

a.
b.
c.

d.

Layer 1
Layer 2
Layer 3
Both Layer 1 and 2

In the spanning tree protocol, what is a BPDU?

A break protocol data unit
A routable frame
A bridge protocol data unit

A frame sent out by end stations



“Do | Know This Already?” Quiz 7

14. An incoming frame on a Layer 2 switch is received on port 10/1 on a Catalyst 5000. If the
destination address is known through port 10/2, what happens?

a. The frame is discarded.
b. The frame is sent via port 10/2.
c. The frame is broadcast to all ports on the switch.
d. The frame is sent back via 10/1.
e. None of these.
15.  Which of the following are the four possible states of spanning tree?
a. Listening, learning, blocking, broadcasting
b. Listening, learning, blocking, connecting
c. Discovering, learning, blocking, connecting
d. Listening, learning, blocking, forwarding
16. How many bits make up an IP address?
a. 64 bits
b. 48 bits
c. 32bits
d. 24 bits
e. 8 bits
17. Identify the broadcast address for the subnet 131.108.1.0/24.
a. 131.108.1.1
b. 131.108.1.254
c. 131.108.1.255
d. 131.108.1.2
e. More data required
18. Convert the address 131.1.1.1/24 to binary:
a. 10000011.1.1.1
b. 10000011.00000010.1.1
c. 10000011.1.1.01010101
d. 10000011.1.1.11111111
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19.

20.

21.

22.

How many subnets are possible in VLSM if the Class C address 131.108.255.0 is used with
the subnet mask 255.255.255.252 in the fourth octet field? (Allow for subnet zero.)

a. None
b. 100
c. 255
d. 254
e. 253

f. 252
g. 66

h. 64

How many hosts are available when a /26 subnet mask is used?

a. 254
b. 62
c. 64
d. 126

How many hosts are available in a Class C or /24 network?

a. 255

b. 254

c. 253

d. 0

e. More data required

You require an IP network to support, at most, 62 hosts. What subnet mask will accomplish
this requirement?

a. 255.255.255.255
b. 255.255.255.252
c. 255.255.255.224
d. 255.255.255.192
e. 255.255.255.240



23.

24.

25.

26.

27.
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Which of the following are multicast addresses? (Choose all that apply.)
a. 224.0.0.5
b. 2240.0.6
c. 221.0.0.5
d. 192.1.1.1
e. 131.108.1.1
Which of the following routing protocols does not support VLSM?
a. RIPvl
b. RIPv2
c. OSPF
d. EIGRP
e. BGP

What is the source TCP port number when a Telnet session is created by a PC to a Cisco
router?

a. 23
b. A value higher than 1024
c. 21
d. 20
e. 69
What best describes the ARP process?

a. DNS resolution

b. Mapping an IP address to a MAC address

c. Mapping a next-hop address to the outbound interface on a Cisco router
d. Bothaandb

If two Cisco routers are configured for HSRP and one router has a default priority of 100 and
the other 99, which router assumes the role of active router?

a. The default priority cannot be 100.
b. The router with a higher priority.
c. The router with the lowest priority.

d. Neither router because Cisco routers do not support HSRP; only clients do.
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28. A Cisco router has the following route table:

R1#show ip route

C
C
0

R

131.108.0.0/16 is variably subnetted, 17 subnets, 2 masks
131.108.255.0/24 is directly connected, Serial@/0
131.108.250.0/24 is directly connected, Serial@/1
131.108.254.0/24 [110/391] via 131.108.255.6, ©03:33:03, Serial0@/1
[110/391] via 131.108.255.2, 03:33:03, Serial0/0
131.108.254.0/24 [120/1] via 131.108.255.6, 03:33:03, Seriali1/0
[120/1] via 131.108.255.2, 03:33:03, Seriali/1

What is the preferred path to 131.108.254.0/24? (Choose the best two answers.)

a.
b
c.

d.

Via Serial0/0
Via Serial0/1
None

To null0

29. [IP RIP runs over what TCP port number?

d.

e.

23
21
69
520

None of these

30. IP RIP runs over what UDP port number?

a.
b.
c.

d.

23
21
69
520

31. An OSPF virtual link should

never be used
allow nonpartitioned areas access to the backbone
allow partitioned areas access to the backbone

not be used in OSPF, but rather in ISDN



32.

33.

34.

35.

36.

37.

“Do | Know This Already?”” Quiz

What is the BGP version most widely used today?

a. 1
b. 2
c. 3
d 4
e. 5
f. 6

What is the destination port number used in a Telnet session?

a. 23
b. 69
c. 21
d. 161

In what field, or fields, does the IP checksum calculate the checksum value?

a. Data only
b. Header and data
c. Header only
d. Not used in an IP packet
The TCP header checksum ensures integrity of what data in the TCP segment?

a. The data only.

b. The header only.

c. The data and header.

d. There are no TCP header checksums; IP covers the calculation.

ISDN BRI channels are made up of what?

a. 1 x 64-kbps channel and one D channel at 64 kbps
b. 2 X 64-kbps channels and one D channel at 64 kbps
c. 2 X 64-kbps channels and one D channel at 16 kbps
d. 32 x 64-kbps channels and one D channel at 16 kbps

What services can ISDN carry?

a. Data only
b. Data and voice only
c. Voice and video

d. Data, voice, and video

11
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38.

39.

40.

41.

Place the following steps in the correct order for PPP callback, as specified in RFC 1570.

1.

2.

C.

d.

A PC user (client) connects to the Cisco access server.

The Cisco IOS Software validates callback rules for this user/line and disconnects the
caller for callback.

PPP authentication is performed.
Callback process is negotiated in the PPP Link Control Protocol (LCP) phase.
The Cisco access server dials the client.

1,2,3,4,5

1,3,2,5,4

1,4,5,3,2

1,5,4,3,2

What hardware port is typically designed to connect a Cisco router for modem access?

a.

b.

d.

e.

The console port
The vty lines

The auxiliary port
The power switch

The Ethernet interface

The AS5300 series router can support which of the following incoming connections?

a.
b.
c.

d.

Voice

Dialup users via PSTN
ISDN

All of these

Which of the following routing protocols are protected by an authentication mechanism?

OSPF
RIPv2
RIPv1
EIGRP
IGRP
EBGP
IBGP
BGP



42.

43.

44.

45.

“Do | Know This Already?” Quiz 13

What UDP port range is used between Cisco IP Phones when a call is in progress?

e.

f.

67-68

80-80

2748-3748
16384-32766
16384-32767
None; TCP is used

What two methods are commonly used to secure Voice over IP? (Choose two answers.)

a.
b.
c.

d.

Access lists
IDSs
Enable passwords

Deny HTTP access to the CCM

Which of the following can be used by attackers to gain access to WLANs? (Select three
answers.)

a.
b.
c.
d.

e.

Call the TAC

Audit the MAC address

Detect the SSID

Exploit flaws in the operating system

Use a sniffer tool with a wireless adapter

Which of the following is not a method used to secure a wireless network? (Select the best
three answers.)

a.
b.

C.

Deploy WEP with a static key only

Deploy mutual client-to-server authentication, such as RADIUS?
Use dynamic key management

Disable MAC authentication

Nothing, wireless is inherently secure
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Foundation Topics

Networking Basics—The OSI Reference Model

This section covers the Open System Interconnection (OSI) seven-layer reference model and
common examples of each Individual OSI layer. CCIE candidates must fully understand and
appreciate the OSI model, because almost every routed protocol in use today is based on its
architecture. The OSI model was developed by a standards body called the International
Organization for Standardization (ISO) to provide software developers with a standard
architecture to develop protocols (such as IP). For example, the OSI model allows a PC to
communicate with a UNIX device.

NOTE ISO developed the OSI reference model in 1984. Layers 1 and 2 are implemented in
hardware and Layers 3 through 7 are typically implemented in software. Layer 2 is broken up
into two smaller sublayers: the software-based LLC sublayer and the hardware-based MAC
sublayer.

Table 1-1 displays the seven layers of the OSI model.

Table 1-1  OSI Seven-Layer Model

Layer Name Layer Number
Application Layer 7
Presentation Layer 6
Session Layer 5
Transport Layer 4
Network Layer 3
Data link Layer 2
Physical Layer 1

The following sections cover each layer and provide protocol examples for each.

Layer 1: The Physical Layer
The physical layer consists of standards that describe bit ordering, bit transmission rates,
connector types, and electrical and other specifications. Information at Layer 1 is transmitted in
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binary (1s and Os). For example, the letter A is transmitted (in hex) as 00001010. Examples of
physical layer standards include the following:

m  RS-232
m V24

m V35

m RJ45
m RJ-12

Layer 2: The Data Link Layer
The data link layer focuses on reliably getting data across any particular kind of link. Flow control
and error notifications are also functions of the data link layer. The data link layer applies to all
access methods, whether they are LAN or WAN methods. Information processed at this layer is
commonly known as frames.

The IEEE further complicated matters by subdividing the data link layer into two sublayers: the
Logical Link Control (LLC) sublayer and the MAC sublayer.

Figure 1-1 displays the IEEE definition compared to the ISO definition.

Figure 1-1 IEEE Sublayers Versus ISO Definitions

Upper Layers

IEEE 802 Definition ISO Standard

Logical Link Control, LLC

Data Link Layer
MAC Sublayer

Physical Medium (Layer 1)

The LLC sublayer manages and ensures communication between end devices, and the MAC
sublayer manages protocol access to the physical layer.
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Examples of data link layer frame types include the following:

m Integrated Services Digital Network (ISDN)
m  Synchronous Data Link Control (SDLC)

m  High-Level Data Link Control (HDLC)

m  Point-to-Point Protocol (PPP)

m  Frame Relay

m  Ethernet version 2

m  Bridge protocol data units (BPDUs) in the Spanning Tree Protocol (STP)

Layer 3: The Network Layer
The network layer determines the best path to a destination. Device addressing, packet
fragmentation, and routing all occur at the network layer. Information at this layer is processed in
what are commonly known as packets. Examples of network layer protocols include the
following:

m Internet Protocol (IP)
m Internetwork Packet Exchange (IPX)

Routing protocols, such as Open Shortest Path First (OSPF), Enhanced Interior Gateway Routing
Protocol (EIGRP), and Border Gateway Protocol (BGP), provide the information required to
determine the topology of the internetwork and the best path to a remote destination. A routed
protocol is one that is transported by a routing protocol (such as Routing Information Protocol
[RIP]). For example, IP is a routed protocol that can be advertised by a number of routing
algorithms, such as RIP, OSPF, and BGP. The Layer-3 field format of protocol type defines to the
higher layers what protocol is being carried inside the IP packet. For example, OSPF has an IP
protocol number of 89; EIGRP has an IP protocol number of 88. Technically, OSPF and EIGRP
are not Layer-3 mechanisms.

NOTE Layer 3 protocols, such as IP, are commonly referred to as connectionless protocols,
whereas Layer 4 protocols, such as TCP, are commonly referred to as connection-oriented
protocols.

A connection-oriented protocol, such as TCP, ensures delivery of all information, whereas a
connectionless protocol, such as IP, packages the data but sends it without guaranteeing delivery.
Connection-oriented protocols exchange control information (also called Handshake) before
transmitting data. A telephone call can be considered a connection-oriented service because the
call is established before conversation can take place, much the same way that TCP sets up a data
connection before data is sent. FTP is another example of a connection-oriented protocol.
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Layer 4: The Transport Layer
The transport layer is responsible for segmenting upper-layer applications and establishing end-
to-end connections between devices. Other transport layer functions include providing data
reliability and error-free delivery mechanisms. Information at this layer is processed in what are
commonly known as segments. Examples of transport layer protocols include the following:

m  Transmission Control Protocol (TCP)
m  Real-Time transport protocol (RTP)
m  User Datagram Protocol (UDP)

RTP has some important properties of a transport Layer-4 protocol; however, it also runs on end
systems. RTP differs from transport protocols like TCP in that it (currently) does not offer any
form of reliability or a protocol-defined flow/congestion control. IP voice is an example of RTP
operating at Layer 4 of the OSI model.

Layer 5: The Session Layer
The session layer performs several major functions, including managing sessions between devices
and establishing and maintaining sessions. Examples of session layer protocols include the
following:

m  Database SQL
m  NetBIOS Name Queries
m  H.323 (supports video as well; it is the packet-switched voice standard)

m  Real-Time Control Protocol (RTCP)

Layer 6: The Presentation Layer
The presentation layer handles data formats and code formatting. The layer’s functions are
normally transparent to the end user because this layer takes care of code formats and presents
them to the application layer (Layer 7), where the end user can examine the data. Examples of
presentation layer protocols include the following:

m  Graphics Interchange Format (GIF)
m Joint Photographic Experts Group (JPEG)
m  American Standard Code for Information Interchange (ASCII)

m  Moving Picture Experts Group (MPEG)
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m Tagged Image File Format (TIFF)
m  Musical Instrument Digital Interface (MIDI)

m  Hypertext Markup Language (HTML)

Layer 7: The Application Layer
The application layer is closest to the end user, which means that the application will be accessed
by the end user. This layer’s major function is to provide services to end users. Examples of
application layer services include the following:
m  File Transfer Protocol (FTP)
m  Telnet
m Ping
m  Trace route

m  Simple Mail Transfer Protocol (SMTP)

m  Mail clients

TCP/IP and OSI Model Comparison

TCP/IP is the most widely used networking protocol and is often compared to the industry-defined
OSI model.

Figure 1-2 displays the TCP/IP model in relation to the OSI model and shows where the protocol suite
of TCP/IP lines up with the ISO standard. This comparison is provided to demonstrate that TCP/IP
does not conform exactly to the OSI model. For example, the TCP/IP model has no Layer 5 or 6.

Figure 1-2 OSI and TCP/IP Models
OSI Model TCP/IP Model

Application

Applications such as

Presentation .
Telnet, FTP. and ping

Session
Transport TCP UDP
Network IP
Data Link Network
Interface

Physical
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Example of Peer-to-Peer Communication

Each layer of the OSI or TCP model has its own functions and interacts with the layer above it and
layer below it. Furthermore, the communication between each layer’s end devices also establishes
peer-to-peer communication; this means that each layer of the OSI model communicates with the
corresponding peer. For example, Layer 3 of Host A in Figure 1-3 will communicate with the
corresponding Layer 3 (IP) device host B.

Consider the normal communication that occurs between two IP hosts over a WAN running Frame
Relay, as displayed in Figure 1-3.

Figure 1-3 Peer-to-Peer Communication Example

Data Received
by Application

Host A Host B
Application Data (Layer 7) Application Data (Layer 7)
Data Peer-to-Peer Communication Data
/ | |
| |
Layer 4 Peer-to-peer Layer 4
TCP Data (TCP)  communication  (TCP) | TCP Data
header < header
| |
; I Layer 3 Layer 3 ; I
| |
P TCP IP TCP
header | header Data header | header Data
| | ! I
: | ! Layer 2 Layer 2! | !
| |
802.3 P TCP 802.3 P TCP
header | header | header Data CRC header | header | header Data CRC
0101011000.......... 0101011000..........
(Binary Transmission) (Binary Transmission)
Router A . ta Frame ' vz ' Router B
5 Relay 5
Frame P TCP
Relay | Header | Header Data CRC

The data from Host A is encapsulated inside a TCP header and passed down to Layer 3 (the IP
layer) for address configuration, where an IP header is also added. Information included here is
the source IP address and destination address. Layer 3 (the network layer) passes the data to the
local router acting as the gateway via the Ethernet connection in raw binary.
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Router A strips the 802.3 header and encapsulates the IP, TCP, and data in a Frame Relay packet
for delivery over the WAN. A CRC is added here to ensure the packet is not corrupted over the
WAN. Because Frame Relay is connectionless, if an error occurs, it’s up to the upper layers to
retransmit; Frame Relay will not retransmit the packet. Similarly, HDLC (Layer 2 protocol) is
connectionless and depends on upper layers to resubmit damaged data packets. PPP (connection-
oriented), on the other hand, resubmits packets damaged in transmission over the WAN.

Router B receives the Layer 2 frames, strips the Frame Relay header/CRC, and encapsulates the
IP, TCP, and data frame back into an 802.3 header (with its own CRC, Ethernet checks only for
errors and cannot repair them; once more, upper layers, such as TCP, ensure data delivery) for
binary transmission across the Ethernet to Host B. The data is passed up the layers through IP,
TCP, and finally to the application, where the application layer reads and acts upon the data.

The good news for security candidates is that Token Ring and legacy technologies are not covered
in the written exam, so this chapter concentrates only on Ethernet switching. Before covering
switching, the next section summarizes the evolution of Ethernet so that you are aware of the
standards that have developed since Xerox Corporation first introduced Ethernet.

Ethernet Overview

Ethernet networks are based on a development made by Xerox, Digital Equipment Corporation,
and Intel Corporation. The two versions of Ethernet are commonly referred to as Ethernet I and
Ethernet II (or version 2).

Ethernet uses carrier sense multiple access collision detection (CSMA/CD) to transmit frames on
the wire. In an Ethernet environment, all hosts can transmit as long as no other devices are trans-
mitting. CSMA/CD is used to detect and warn other devices of any collisions, and colliding
stations use a backoff algorithm and wait a random amount of time before trying again. Colliding
devices send a jam signal to advise all stations that a collision has occurred. When a jam signal is
sent (a jam signal is detected by all devices, because the voltage is that of the combined colliding
devices), all stations also stop transmitting. A device attempts to transmit up to 16 times before a
user is notified of the collisions; typically, an application error informs the user that data could not
be delivered. Microsoft’s famous words are “Network is busy.”

NOTE The only situation in which CSMA/CD is not used is in a full-duplex connection,
because collisions are not possible when one pair of unshielded twisted-pair cable (UTP, the
physical cable connection) is used to transmit data (one pair of twisted-pair cable) and receive
data (a second pair of twisted-pair cable). In other words, devices connected in full-duplex mode
can send and receive data at the same time without the possibility of collision.
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Table 1-2 lists some of the common Ethernet media specifications and the characteristics of each.

Table 1-2  Ethernet Media Formats

Media Type

Characteristics

10BASES*

Maximum length: 500 m
Maximum stations: 1024
Speed: 10 Mbps

Minimum distance between devices: 2.5 m

10BASE2

Maximum length: 185 m, using RG58 cable types and T connectors on all end
stations

Minimum distance between devices: 0.5 m
Maximum devices per 185-m segment: 30 stations

Speed: 10 Mbps

10BASE-T

Based on UTP cabling
Up to 100 m; better-category cables longer

One device per cable; typically, only one device per segment with hubs or
switches connecting all devices together

Speed: 10 Mbps
Physical topology: star

Logical topology: bus

100BASE-T

Same characteristics as I0BASE-T but operates faster, at 100 Mbps
Can be fiber, as well (100BASE-FX); defined in IEEE 802.3U
Physical topology: star

Logical topology: bus

1000 GE

Gigabit Ethernet operating at 1000 Mbps

Can run over fiber or UTP; frame formats and CSMA/CD identical to Ethernet
standards

Physical topology: star

Logical topology: bus

*The word BASE refers to baseband signaling, which uses a single channel, as opposed to broadband, which uses
multiple frequency channels.
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Switching and Bridging

This section covers Layer 2 devices that are used to bridge, or switch, frames using common
techniques to improve network utilization, such as VLANSs. The terms switch and bridge are used
to refer to the same technology.

Switching, or bridging, is defined as a process of taking an incoming frame from one interface and
delivering it through another interface. Source stations are discovered and placed in a switch
address table (called a content-addressable memory [CAM] table in Cisco terms). Routers use
Layer 3 switching to route packets, and Layer 2 switches use Layer 2 switching to forward frames.

Switches build CAM tables when activity is noted on switch ports. Example 1-1 displays a sample
CAM table on a Cisco Catalyst 5000 switch.

Example 1-1 CAM Table or Bridge Table

CAT5513 (enable) show cam ?
Usage: show cam [count] <dynamic|static|permanent|system> [vlan]
show cam <dynamic|static|permanent|system> <mod_num/port_num>
show cam <mac_addr> [vlan]
show cam agingtime
show cam mlsrp <ip_addr> [vlan]
CAT5513 (enable) show cam dynamic
* = Static Entry. + = Permanent Entry. # = System Entry. R = Router Entry. X = P
ort Security Entry

VLAN Dest MAC/Route Des Destination Ports or VCs / [Protocol Type]
36 00-10-7b-54-37-c6 8/13 [ALL]
35 00-09-43-3b-ac-20 8/5 [ALL]
101 00-01-02-00-4a-ff 1/1 [ALL]
1 00-01-02-00-4a-ff 1/1 [ALL]
102 00-03-e3-5e-ac-81 1/1 [ALL]
101 00-00-0c-92-0c-af 1/1 [ALL]
102 00-03-e3-53-7f-81 1/1 [ALL]
102 00-03-e3-5e-ae-cf 1/1 [ALL]
37 00-03-e3-63-55-80 8/9 [ALL]

102 00-03-e3-5e-a9-01 1/1 [ALL]

Example 1-1 displays a CAM table on a Catalyst switch with the CatOS command show cam
dynamic. You can use other CatOS commands to view specific ports (show cam dynamic 8/13
would show only devices discovered on port 8/13). Example 1-1 displays that the MAC address
01-10-7b-54-37-c6 is located via the port 8/13.
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NOTE The examples in this chapter display the traditional Cisco CatOS operating system.
The CCIE Security exams test on both Cisco CatOS and Cisco IOS. Chapter 8, “CCIE Security
Self-Study Lab,” displays CAM tables of the newest form of Cisco IOS—based switches so that
you have exposure to both operating systems.

A Cisco switch populates the CAM tables as new devices send frames, so a switch bases all
bridging decisions on the source MAC address. When a device first sends a frame to a connected
port on a switch, the switch adds the incoming source address to the CAM table. Any broadcasts
(packets sent by a host that are destined for all hosts in the same broadcast domain) received
because the switch has no CAM entry are sent out all ports except the port the frame was received
on. The switch then adds the source MAC address on the source port. Frames that are received as
broadcasts are sent out all ports active in spanning tree.

NOTE Transparent bridges can operate in two traditional modes. Cut-through switching
occurs when, after the destination MAC address is received, the switch immediately forwards
the frame to the outgoing port. If a switch in cut-through mode encounters a large number of
frames with CRCs, it drops down to store-and-forward mode. This technique is known as
adaptive cut-through. Store-and-forward switching occurs when the entire frame is received
before forwarding the frame. The CRC is checked to ensure that frames containing errors or
CRC:s are not forwarded. Although cut-through switching is faster, the switch could potentially
forward frames with errors, because the CRC is not checked. The default mode is typically
store-and-forward on Cisco switches. Routers can also be configured to bridge packets. The
most common form of switching is adaptive cut-through.

Spanning tree is a Layer 2 protocol used to ensure a loop-free topology. A Layer 2 loop is
devastating to a network, because a frame circulates (meaning frames are not dropped by
intelligent Layer 2 devices) the entire broadcast domain until all the switches eventually run out
of memory because of the intensive broadcast storm that occurs. Broadcasts must be forwarded to
all ports except the source port.

NOTE A broadcast domain is defined as a group of all devices that receive broadcast frames
originating from any device within the group. Broadcast domains are typically bound by routers,
because routers do not forward broadcast frames. Switches, on the other hand, must forward all
broadcasts out all ports except the port the frame was received from.

Spanning tree is used when there are multiple LAN segments or VLANs. A VLAN is a defined
group of devices on one or more LANS that are configured (using management software, such as
Catalyst switch code or CatOS) to communicate as if they were attached to the same wire when,
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in fact, they are located on a number of different LAN segments. VLANs are based on logical
instead of physical connections and must be connected to a Layer 3 device, such as a router, to
allow communication between all segments or VLANS.

To create a VLAN on a Catalyst switch, the CatOS command is set vlan vian-id (where vian-id is
a number between 2 and 1005). By default, Cisco switches have VLAN 1 already configured.
Previously, VLAN 1 could not be removed for management purposes, but in the newest versions
of operating system software, you can disable it for security reasons. Cisco IOS—based switches
now extend VLAN coverage from 1-1005 to the extended ranges of 1025-4094. You can disable
Cisco Discovery Protocol (CDP) and spanning tree (not recommended in large switches
networks).

Spanning tree is on by default on all Catalyst switches, and before data can be received or sent on
any given port, STP goes through a root bridge election phase. A root bridge election takes into
account the bridge priority (value between 0 and 65535, default is 32768), and a lower priority is
better. If the bridge priority is equal in a segment with multiple bridges, the lowest MAC address
associated with the bridge is elected as the root bridge.

Bridges communicate using frames called bridge protocol data units (BPDUs). BPDUs are sent
out all ports that are not in a blocking state. A root bridge has all ports in a forwarding state. To
ensure a loop-free topology, nonroot bridges block any paths to the root that are not required.
BPDUs use the destination MAC address 01-08-C2-00-00-00 in Ethernet environments.

Bridge Port States

Every bridge and associated port is in one of the following spanning tree states:

m  Disabled—The port is not participating in spanning tree and is not active.

m  Listening—The port has received data from the interface and will listen for frames. The
bridge only receives data; it does not forward any frames to the interface or to other ports.

m Learning—The bridge still discards incoming frames. The source address associated with the
port is added to the CAM table. BPDUs are sent and received.

m  Forwarding—The port is fully operational; frames are sent and received.

m  Blocking—The port has been through the learning and listening states, and because this
particular port is a dual path to the root bridge, the port is blocked to maintain a loop-free
topology.

In some situations, you do not want spanning tree to go through the preceding steps (listening,
learning, and forward/blocking, which can take up to 45 seconds) but rather to immediately enter
a forwarding state. For example, a PC with a fast processor connected to a switch does not need
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to test for any BPDUs (PCs do not run spanning tree), and the port on the Ethernet switch should
enter a forwarding state to allow the PC immediate connectivity. This feature is known as portfast
on Cisco switches. To enable portfast, use the Catalyst command set spantree spantree-number
portfast interface enable.

NOTE Concurrent routing and bridging/integrated routing and bridging, routing information
fields, source-route bridging, and source-route translational bridging are not covered in the
CCIE Security written exam, and they are not part of the blueprint.

Fast EtherChannel
Fast EtherChannel (FEC) is a Cisco method that bundles 100-Mbps Fast Ethernet ports into a
logical link. The existence of any redundant paths between two switches results in some ports
being in a blocking state, thus reducing available bandwidth.

Figure 1-4 displays a switched network with two 100-Mbps connections between them. Because
of STP, one of the links (Switch A, in this case) will be in a blocking state after the election of a
root bridge. Switch B will block one of the paths to ensure that only one path exists to the root
bridge (Switch A). To purchase and enable a Fast Ethernet port is expensive, and to have it sitting
in an idle position means wasted resources, so Cisco developed a method that enables Fast
Ethernet ports to be bundled together and used concurrently (in other words, cheating spanning
tree into believing that the two ports are one to send data from Switch A to Switch B with two 100-
Mbps links instead of one).

Figure 1-4 Spanning Tree Loop Avoidance

Switch A Switch B
Set spantree priority O Default priority 32768

1/1 Forwarding Forwarding 1/1

A2
ZaY
1/2 Forwarding Blocking 1/2 T
| am the root One port will block on
bridge so | forward Switch B to avoid loop
on all ports. to root bridge.
To enable Fast EtherChannel, follow these steps:
Step 1 Set to the same speed all ports that are part of FEC.

Step 2 Configure all ports so that they belong to the same VLAN.
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Step 3
Step 4
Step 5
Step 6

Step 7

Set duplex to be the same, either half or full, not a mixture.
Bundle up to eight ports together.
To set Fast EtherChannel on a switch, use the CatOS syntax set port channel.

To set Fast EtherChannel on a router, use the Cisco IOS syntax channel-group
under the Fast Ethernet interface.

Configure up to four FEC groups per switch. This limit could change with future
Catalyst releases.

For Cisco I0S—based switches, fewer steps are required.

Step 1

Step 2

Create the port-channel interface. The number can be from 1 to 64 (256 with Release
12.1(2)E and earlier).

Router(config)# interface port-channel port_channel_number
Assign an IP address and subnet mask to the EtherChannel.

Router(config-if)# ip address ip_address mask

NOTE A group of bundled ports running FEC is commonly known as a trunk. In switching
terms, a trunk is a physical and logical connection between two switches. A trunk, for example,
can carry multiple VLANS.

Inter-Switch Link (ISL) is a Cisco proprietary protocol that maintains VLAN information as
traffic flows between switches and routers. ISL allows members of one VLAN to be located on
any given switch. 802.1Q is an IEEE standard for trunking. You can use IEEE 802.1q in a
multivendor environment. Be aware that not all Cisco switches support ISL encapsulation. For
example, the 2850 only supports 802.1q.

Figure 1-5 displays the logical link when FEC is enabled between Switch A and Switch B.

Figure 1-5 FEC: Logical Link or Trunk-Enabled

Set port channel 1/1 on Set port channel 1/1 on
Set port channel 1/2 on Set port channel 1/2 on

1/1 Forwarding ~ Forwarding 1/1

1/2 Forwarding Forwarding 1/2 T
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effective bandwidth now up now when FEC
to 400 Mbps at full duplex is configured.

instead of 200 Mbps.
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Internet Protocol

Internet Protocol (IP) is a widely used networking term that describes a network layer protocol
that logically defines a distinct host or end system, such as a PC or router, with an IP address.

An IP address is configured on end systems to allow communication between hosts over wide
geographic locations. An IP address is 32 bits in length, with the network mask or subnet mask
(also 32 bits in length) defining the host and subnet portion.

Figure 1-6 displays the IP packet header frame format in detail.

Figure 1-6 [P Frame Format

< 32 bits >
Version IML Type of Service Total Length
Identification Flags Fragment Offset
Time-To-Live Protocol Header Checksum

Source Address (32 bits)

Destination Address (32 bits)

Options (+ Padding)

Data (Variable)

The following describes the IP packet fields illustrated in Figure 1-6:

m  Version—Indicates the version of IP currently used. IPv4 is the most widely used version.
IPv6 is also available. This version is not tested in the CCIE Security written exam yet, but
will most likely be included in the future.

m IP Header Length (IHL)—Indicates the datagram header length in 32-bit words.
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m  Type-of-Service (ToS)—Specifies how an upper-layer protocol wants current datagrams to
be handled and assigns to datagrams various levels of importance. The ToS field (8 bits)
defines the first 3 bits for precedence, of which there are eight possible values:

— 000—Routine delivery

— 001—Priority

— 010—Immediate

— 011—Flash

— 100—Flash override

— 101—=Ceritical

— 110—Internetwork control
— 111—Network control

Typically, IP packets are set with the value 000. The remaining 5 bits in the ToS are
defined as follows:

— Bit 3—D bit defines normal or low delay.

— Bit 4—T bit defines normal or high throughput.
— Bit 5—R bit defines normal or high reliability.
— Bits 6 and 7—Not in current use.

m  Total Length—Specifies the entire packet’s length in bytes, including the data and header.
The mathematically defined limit is calculated as 65,535 bytes (216-1).

m Identification—Contains an integer that identifies the current datagram. This field helps
piece together datagram fragments (16 bits in length).

m  Flags—Consists of a 3-bit field of which the two low-order (least-significant) bits control
fragmentation. The low-order bit specifies whether the packet can be fragmented. The middle
bit specifies whether the packet is the last fragment in a series of fragmented packets. The
third, or high-order, bit is not used.

m  Fragment Offset—Indicates the position of the fragment’s data relative to the beginning of
the data in the original datagram, which allows the destination IP process to properly
reconstruct the original datagram.

m  Time-to-Live—Maintains a counter that gradually decrements to 0, at which point the
datagram is discarded. This keeps packets from looping endlessly.
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m  Protocol—Indicates which upper-layer protocol receives incoming packets after IP
processing is complete. For TCP, this value is 6; for GRE, it is 47; for ICMP, it is 1; for OSPF,
it is 89; for UDP, it is 17; for ESP, it is 50; and for AH, it is 51. These are common uses in
today’s networks. Visit http://www.iana.org/assignments/protocol-numbers for a
comprehensive list.

m  Header Checksum—Helps ensure only IP header integrity and not the data field.
m  Source Address—Specifies the sending node (32 bits).
m Destination Address—Specifies the receiving node (32 bits).

m  Options—Allows IP to support various options, such as security. The Options field varies in
length. Some options are Security, Loose Source Routing, Strict Source Routing, Record
Route, and Timestamp.

m  Data—Contains upper-layer information.

NOTE A subnet is a network that is segmented by network administrators, allowing a
hierarchical routing topology. Subnetting allows great use of IP address space using binary bits
from the subnet mask. Examples of subnets appear later in this chapter.

Routing allows communication between these subnets. The host address is a logical, unique
address that resides on a subnet.

The Internet Engineering Task Force (IETF) standards body, which consists of more than 80
working groups responsible for developing Internet standards, has defined five address classes and
the appropriate address ranges. Table 1-3 displays the five ranges.

Table 1-3 Class A, B, C, D, and E Ranges*

Class of Address Starting Bit Pattern Range Default Subnet Mask
Class A OXXXXXXX 1-126, 127** | 255.0.0.0

Class B 10XXXXXX 128-191 255.255.0.0

Class C 110xxxXX 192-223 255.255.255.0

Class D 1110xxxx 224-239 Not officially defined
Class E 1111xxxx 240-255 Reserved

*Only Classes A, B, and C have predefined default subnet masks.

*#%127.0.0.0 is reserved for loopback purposes. Other reserved addresses for private use as defined by RFC 1918 are
as follows:

10.0.0.0-10.255.255.255
172.16.0.0-172.31.255.255
192.168.0.0-192.168.255.255
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Soon after these ranges were defined and the Internet’s popularity extended beyond the
Department of Defense in the United States, it became clear that to ensure that a larger community
could connect to the World Wide Web, there had to be a way to extend IP address space using
subnetting. Subnetting allows an administrator to extend the boundary for any given subnet.

To understand an IP address and subnet portion, determine how many hosts are available on a
particular subnet, and learn how to best use an IP address space, consider the following example.

Suppose you are given the IP address 131.108.1.56 and the subnet mask is 255.255.255.0.

You can deduce the subnet for any IP address by performing a logical AND operation for the IP
address along with the subnet mask. A logical AND operation follows two basic rules: positive and
positive equal positive, and negative and either positive or negative equal negative. In binary
(positive is 1 and negative is 0), 0 AND 0is 0, 0 AND 1is 0, 1 AND 1is 1, and 1 AND 0O is 0.

Figure 1-7 displays the logical AND operation used to determine the subnet address.

Figure 1-7 Logical AND Operation

IP Address (131.108.1.56) 10000011.11001100.00000001.00111000
IP Subnet Mask (255.255.255.0) 11111121112112121.11111111.00000000
Logical AND 10000011.11001100.00000001.00000000
In Decimal 131 108 1 0

The result of the logical AND operation reveals that the subnet address is 131.108.1.0. The subnet
address is reserved and cannot be assigned to end devices.

To determine the number of hosts available in any given subnet, simply apply the formula 2" -2,
where n is the number of borrowed bits. This is best explained with examples. To determine the
number of borrowed bits, you must examine the subnet mask in binary. For a default Class C
network mask of 11111111.11111111.11111111.00000000 or, in decimal, 255.255.255.0, the last
8 bits represent the borrowed bits. For a Class C network, the number of hosts that can reside is 28
—2 =256 —2 =254 hosts. You subtract two host addresses because host devices are not permitted
to use the subnet address or the broadcast address. In IP, a broadcast address consists of all binary
Is. So, for this example, the broadcast address for the subnet 131.108.1.0 is 131.108.1.255 (255
in binary is 11111111).

Consider another example. Given the host address 171.224.10.67 and the subnet mask of
255.255.255.224, this example shows you how to determine the subnet and the number of hosts

that can reside on this network.

To determine the subnet, perform a logical AND. Figure 1-8 displays the operation.



Figure 1-8 Logical AND Operation

IP Address (171.224.10.67)

Logical AND
In Decimal
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10101011. 11100000. 00001010. 01000011
IP Subnet Mask (255.255.255.224) 11111111.11111111.11111111.11100000

10101011.11100000. 00001010. 01000000

171

10 64

The subnet is 171.224.10.64. The number of hosts that can reside on this network with a subnet
mask of 255.255.255.224 (or 11100000) is 2° — 2 = 32 — 2 = 30 hosts. You can apply this simple
example to any Class A, B, or C address, and applying a subnet mask that is not the default or
classful kind allows network administrators to extend IP address space and allows a larger number
of devices to connect to the IP network.

Table 1-4 displays some common network subnets and the number of hosts available on those

subnets.

Table 1-4 Common Subnets in Today’s Networks

Decimal Subnets Hosts
252 (1111 1100) 64 subnets 2 hosts*
248 (1111 1000) 32 subnets 6 hosts
240 (1111 0000) 16 subnets 14 hosts
224 (1110 0000) 8 subnets 30 hosts
192 (1100 0000) 4 subnets 62 hosts
128 (1000 0000) 2 subnets 126 hosts

*Used commonly for point-to-point WAN circuits when no more than two hosts or routers reside. Point-to-point

networks typically connect a remote router to a central router.

Variable-Length Subnet Masks

A variable-length subnet mask (VLSM) is designed to allow greater use of IP address space by
borrowing bits from the subnet mask and allocating them to host devices. To allow a greater
number of devices to connect to the Internet and intranets, the standards bodies of various routing
protocols designed an IP routing algorithm to cater to IP networks with a different subnet mask
than the default used in classful networks.
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NOTE Routing algorithms that support VLSM are as follows:
m RIPv2

m OSPF

m Intermediate System-to-Intermediate System (IS-IS)
m EIGRP

m BGP version 4 (BGP4)

Additionally, Cisco IOS allows the use of any O subnets (for example, subnet 131.108.0.0/24)
with the global Cisco IOS command, ip subnet-zero. This can be very useful for networks that
are running out of IP address space.

To effectively use any IP address space, use the least number of subnet bits and the least number
of host bits. You could use a Class C mask or a mask that allows for 254 hosts. For a WAN link

that will never use more than two hosts, this is a vast amount of wasted space. Applying different
masks to cater to the exact requirement means that IP address space is not wasted unnecessarily.

Apply the formula to determine the best subnet to use to cater to two hosts on any given subnet
and class of address. Remember that you must subtract two host addresses for the subnet address
and broadcast address.

Applying the formula, you get 2" —2 =2, or 2" = 4, or n = 2. You need to borrow only 2 bits from
the subnet mask to allow for two host addresses. The subnet mask is 30 bits in length, or
255.255.255.252 in binary. This is represented as 11111111.11111111.11111111.111111100. The
last 2 bits (00) are available for host addresses. The subnet is 00, the first host address is 01, the
second is 10, and the broadcast address is 11.

TIP  Loopback interfaces configured on Cisco routers are typically configured with a host
address using a 32-bit subnet mask. This allows, for example, a Class C network with 256 (from
0-255) hosts among 256 different routers and conserves valuable IP address space.

Classless Interdomain Routing

Classless interdomain routing (CIDR) is a technique supported by BGP4 and based on route
aggregation. CIDR allows routers to group routes together to reduce the quantity of routing
information carried by the core Internet routers. With CIDR, several IP networks appear to
networks outside the group as a single, larger entity. With CIDR, IP addresses and their subnet
masks are written as four octets, separated by periods, and followed by a forward slash and a two-
digit number that represents the subnet mask. CIDR representation can be either a forward slash
with a one-digit number or a forward slash with a two-digit number (for example, 131.108.1/24 or
131.0.0.0/8).
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In the past few years, the expansion of the Internet has been phenomenal. Currently, the Internet
uses more than 100,000 routes. From 1994 through 1996, the routing table increased from
approximately 20,000 entries to more than 42,000. Currently, there are over 120,000 IP routing
entries. How can network administrators reduce the large routing table size? Each routing entry
requires memory and a table lookup by the router each time a packet is required to reach a des-
tination. Reducing memory requirements and the time it takes to send a packet to the destination
provides faster response times for packets to travel around the Internet.

CIDR helps to reduce the number of routing table entries and memory requirements. CIDR helps
conserve resources because it removes the limitation of using the default mask (which wastes IP
address space) and leaves the addressing up to the IP designer. Routers use CIDR to group networks
together to reduce routing table size and memory requirements. CIDR is typically represented with
the network number/bits used in the mask, such as 131.108.1.0/24, or the equivalent of 131.108.1.0
255.255.255.0. BGP and classless routing protocols use CIDR to reduce routing table entries,
allowing faster lookup and requiring less memory on Cisco routers, for example.

Classful and Classless Routing Protocols
Routing protocols can also be classed, or described, as classful and classless.

Classful addressing, namely Classes A, B, and C (Class D is reserved for multicasts and Class E
is reserved for future use), defines a set number of binary bits for the subnet portion. For example,
a Class A network ranges from 1 to 127 and uses a subnet mask of 255.0.0.0. A Class B network
uses the mask 255.255.0.0, and a Class C network uses 255.255.255.0. Classful routing protocols
apply the same rules. If a router is configured with a Class A address of 10.1.1.0, the default mask
of 255.0.0.0 is applied, and so forth. This routing method does not scale well, so to design
networks to better utilize address space, you can use classless routing, which enables the network
designer to apply different masks to Class A, B, and C networks to better utilize address space. For
example, you can use a Class B network, such as 131.108.0.0, and apply a Class C mask
(255.255.255.0 or /24 mask).

Classful routing protocol examples include RIP and IGRP. Examples of classless routing protocols
are OSPF, IS-IS, EIGRP, and BGP. With classless routing, the ability to apply summarization
techniques allows for a reduction in routing table size. Over 100,000 IP routing table entries exist
on the Internet. Reducing the IP route table size allows for faster delivery of IP packets and lower
memory requirements. BGP is commonly referred to as a path vector protocol. To accomplish
CIDR, you must allocate subnets at the common bit boundary, ensuring that your networks are
continuous. For example, allocating 131.108.0.0/22 to one location and 131.108.1.0/24 to another
results in a discontinuous allocation and does not allow CIDR to work properly.
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Transmission Control Protocol

TCP is the most widely used protocol today, and all Cisco certification exams test your under-
standing of TCP/IP. This section covers TCP and how this connection-oriented protocol ensures
efficient delivery of data across an IP network.

The TCP/TIP model actually does not fully conform to the OSI model because IP was developed
by the Department of Defense in the 1980s.

IP provides each host device with a 32-bit host address that is used to route across the IP network.
TCP is a Layer 4 protocol that ensures that data is delivered across any IP cloud by using
mechanisms such as connection startup, flow control, slow start (a congestion-avoidance scheme
in TCP in which a host can increase the window size upon arrival of an acknowledgment), and
acknowledgments. UDP is the connectionless protocol for applications such as a TFTP transfer.

TCP Mechanisms
Figure 1-9 displays the TCP header format.

Figure 1-9 TCP Header Format

Source Port Destination Port

Sequence Number

Acknowledgment Number

Data Offset | Reserved Flags Window

Checksum Urgent Pointer

Options (+ Padding)

Data (Variable)

The following descriptions summarize the TCP packet fields illustrated in Figure 1-9:

m  Source Port and Destination Port—Identifies points at which upper-layer source and
destination processes receive TCP services (16 bits in length). Common destination ports
include 23 for Telnet, 21 for FTP, and 20 for FTP data.

m  Sequence Number—Usually specifies the number assigned to the first byte of data in the
current message. In the connection-establishment phase, this field can also identify an initial
sequence number to be used in an upcoming transmission.



Transmission Control Protocol 35

Acknowledgment Number—Contains the sequence number of the next byte of data that the
sender of the packet expects to receive.

Data Offset—Indicates the number of 32-bit words in the TCP header.
Reserved—Remains reserved for future use.

Flags—Carries a variety of control information, including the SYN and ACK bits used for
connection establishment and the FIN bit used for connection termination.

Window—Specifies the size of the sender’s receive window (that is, the buffer space
available for incoming data).

Checksum—Indicates whether the header was damaged in transit.
Urgent Pointer—Points to the first urgent data byte in the packet.
Options—Specifies various TCP options.

Data—Contains upper-layer information.

A number of mechanisms are used by TCP to ensure the reliable delivery of data, including the

following:

m Flags

m  Acknowledgments

m  Sequences numbering
m  Checksum

m  Windowing

NOTE The Flags field is critical in a TCP segment. The field’s various options include the
following:

URG (U) (Urgent)—Informs the other station that urgent data is being carried. The
receiver will decide what to do with the data.

ACK (A) (Acknowledge)—Indicates that the packet is an acknowledgment of received
data, and the acknowledgment number is valid.

PSH (P) (Push)—Informs the end station to send data to the application layer immediately.
RST (R) (Reset)—Resets an existing connection.

SYN (S) (Synchronize)—Initiates a connection. An acknowledgment or SYN-ACK is
returned by the receiving station. Once this second segment is received, the initiating station
can open the TCP session.

FIN (Finished)—Indicates that the sender is finished sending data and terminates the session.
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To best describe how TCP is set up and established, consider a Telnet request from a PC to a Cisco
router and follow the flags, acknowledgments, sequence, and windowing options.

Figure 1-10 displays a typical Telnet session between a PC and a Cisco router. The PC initializes
a Telnet request using destination port 23 and an initial sequence number.

Figure 1-10 Telnet (TCP) Packet Flow

Ethernet
<—
D Segment — 7

T/ 'y

PC — Router
Step 1
PC requests Telnet session. Connection
Flags U A P R S F Request (SYN)
0 00010 >
Destination Port is 23 or Telnet.
Initial sequence is 14810532. Step 2 o
Ack set to 0. Connection Router responds with its
Reply (ACK and SYN) own sequence number, and
acknowledges the segment
by increasing the PC
sequence number by one.
Flags U AP R S F
010010
Source port is 23.
Ack is 14810533.
Step 3 PC acknowledges i
Flags U A P RS F Router (ACK) ggfg’ggggg?”ce S

010000

Sequence is 14810533.
Ack set to 364639619.

Step 4
< Data Flow >
PC tears down
Step 5 p
FagsU A P R S F session (FIN)
011001
(ACK) Step 6
Router acknowledges request.
Step 7
(FIN) Router also tears down
connection.
Flags U A P R S F
Step 8 (ACK) 011001

PC acknowledges request.
Note: It takes 3 or 4 TCP

segments to open a Telnet
session and 4 TCP segments
to close it.




Transmission Control Protocol 37

The following steps are then taken by TCP:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Step 8

A user on the PC initiates a Telnet session to the router.
The PC sends a request with the SYN bit sent to 1.

The destination port number is 23 (Telnet). The PC also places an initial
sequence number (in this case, random number 14810532) in the segment.

The router responds with its own sequence number (such as 3646349618) and
acknowledges (ACK) the segment sent by the PC. The ACK will be the next
expected sequence number generated by the PC; in this example, the ACK is
numbered 14810533.

The PC sends a segment that acknowledges (ACK) the router’s reply. The first three
steps are commonly known as the TCP three-way handshake. 1t is possible for four
packets to start a session if a parameter must be negotiated.

Data is transferred. The window size can be adjusted according to the PC or the
router. The window size, for example, might be four packets before an
acknowledgment is required. The sender waits for an acknowledgment before
sending the next four segments. The window size can change during a data transfer;
this is commonly known as the sliding window. If, for example, a lot of bandwidth
is available, the sender might resize the window to eight segments. Or the sender
might resize the window to two segments during periods of high congestion. The
ACK sent by the receiver is the next expected segment. This indicates that all
previous segments have been received and reassembled. If any segment is lost during
this phase, TCP can renegotiate the time waited before receiving the ACK and resend
any lost segments.

After the PC completes the data transfer, the Telnet session closes by sending a TCP
segment with the FIN flag set to 1.

The router acknowledges (ACK) the request.

At this stage, the session is still open and the router could send data (this is known
as TCP half close), but the router has no data to send and usually sends a segment
with the FIN bit set to 1.

The PC acknowledges the router’s FIN request, and the Telnet session is closed. At
any stage, the session can be terminated if either host sends a reset (RST flags in the
TCP header); in this case, the session must be reestablished from scratch.

You need to know the TCP process and how packets are sequenced and acknowledged. TCP
acknowledgments specify the next expected segment from a sender. A TCP session requires three
or four segments to start (known as three-way handshake) and four segments to shut down.



38 Chapter 1: General Networking Topics

TCP/IP Services

This section covers common TCP/IP services or applications used in today’s large IP networks:

Address Resolution Protocol (ARP)

Reverse Address Resolution Protocol (RARP)
Dynamic Host Configuration Protocol (DHCP)
Hot Standby Router Protocol (HSRP)

Internet Control Message Protocol (ICMP)
Telnet (TCP based)

File Transfer Protocol (FTP, TCP based)

Trivial File Transfer Protocol (TFTP, UDP based)

Address Resolution Protocol
ARP determines a host’s MAC address when the IP address is known. For example, to ping one
device from another, the Layer 2 MAC fields require a destination MAC address. Because this is
the first such request, a broadcast packet is sent across the wire to discover the remote host’s MAC
address. Figure 1-11 displays a scenario where PC1 wants to ping Host PC2.

Figure 1-11 ARP Request

IP address 1.1.1.3
MAC address 3333.3333.3333

e 7
- —_——
. = ‘ Router A

|
| |

Pc1g g;ez

IP address 1.1.1.1 IP address 1.1.1.2
MAC address 1111.1111.1111 MAC address 2222.2222.2222

When PC1 sends a ping request to PC2 using the known IP address 1.1.1.2 (Layer 3), a broadcast
Layer 2 frame must first be sent by PC1; without a Layer 2 MAC address, PC1 cannot
communicate with PC2. PC1 will then send a Layer 2 frame to the destination address FF-FF-FF-
FF-FF-FF, and ARP (the ARP frame contains the source MAC address, destination MAC address,
the source IP address, and the destination address) is sent to all devices requesting the Layer 2
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MAC address of the device configured with the IP address 1.1.1.2 (by sending a Layer 2 broadcast
frame). PC2 responds to the ARP request with its source MAC address, 2222.2222.2222. PC1 now
has PC2’s MAC address and sends a packet to the destination address, 2222.2222.2222, and Layer
3 destination address, 1.1.1.2.

NOTE A less common ARP term used in ARP terminology is gratuitous ARP. A gratuitous
ARP is an ARP request with its own IP address as the target address. It refreshes a device’s ARP
table entries and also looks up duplicate IP addresses. Routers are devices that can send a
gratuitous ARP.

To view the IP ARP table on a Cisco router, the command is show ip arp. The IP ARP table from
Figure 1-11 is displayed in Example 1-2.

Example 1-2 show ip arp Command on Router A

RouterA#show ip arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 1.1.1.3 - 3333.3333.3333 ARPA  Ethernet0
Internet 1.1.1.1 170 1111.1111.1111 ARPA  Ethernet@
Internet 1.1.1.2 94 2222.2222.2222 ARPA Ethernet0

NOTE If you have ever wondered why the first ping request on a Cisco router fails, it is
because an ARP request is sent first when an entry is not present in the ARP table. Subsequent
pings will have 100 percent success.

Reverse ARP
RAREP is the protocol that is used when a device boots up without an IP address and requests an
IP address. RARP is typically not used in today’s networks, and is replaced by DHCP.

Inverse Address Resolution Protocol (InARP) is an addition to ARP which addresses ARP in a
Frame Relay environment. InARP discovers the remote end’s data-link connection identifier
(DLCD).

A gratuitous ARP is when the MAC address in a system is changed. That is, the MAC address for
a given Hosts IP address mapping is changed for any valid reason, such as network card
replacement or router failure. In this case, when the host or router is rebooted or replaced, the
device sends a gratuitous ARP packet advising all hosts of the new MAC address. Because this is
a broadcast packet, all the hosts in the network receive and process this packet. They update their
old mapping in the ARP cache with this new mapping. This ensures that devices can communicate
immediately.
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Dynamic Host Configuration Protocol
DHCEP is defined in RFC 1531 (the latest is RFC 2131) and provides a comprehensive method of
allocating IP addresses, subnet mask, gateway address, DNS server, WINS servers, and many
more parameters for IP devices.

DHCP clients send messages to the server on UDP 67, and servers send messages to the client on
UDP 68. Cisco routers can also be configured for DHCP.

Example 1-3 configures a Cisco IOS router to allocate the entire range 131.108.1.0/24, with a
gateway address 131.108.1.1, subnet mask 255.255.255.0, DNS servers 141.108.1.1 and
141.108.1.2, domain name cisco.com, and WINS (for Windows clients) server addresses
64.104.1.1 and 141.108.2.1. The lease should last forever, so the final command is lease infinite.
You can exclude IP addresses from the pool with the following command:

ip dhcp excluded-address Iow-ip-address high-ip-address

Example 1-3 DHCP Configuration on Cisco 10S Router

Ri#show running-config | begin dhcp
ip dhcp excluded-address 131.108.1.1
!Exclude the address 131.108.1.1 to the end address 13.1.108.1.10
ip dhcp excluded-address 131.108.1.1 131.108.1.10
Interface Ethernet 0
ip address 131.108.1.1 255.255.255.0
!
ip dhcp pool DHCPpool
network 131.108.1.0 255.255.255.0
dns-server 141.108.1.1 141.108.1.2
domain-name cisco.com
default-router 148.16.36.6 148.16.36.3
netbios-name-server 64.104.1.1 141.108.2.1
lease infinite

To view the DHCP leases, use the Cisco IOS command show ip dhcp server. Example 1-4
displays the output taken from a router configured for DHCP (note that Cisco IOS 12.2 and higher
output is shown in Example 1-4).

Example 1-4 show ip dhcp server statistics Sample Display

Router> show ip dhcp server statistics

Memory usage 40392
Address pools 1
Database agents 1

Automatic bindings 180
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Manual bindings 1
Expired bindings 3
Malformed messages 0
Secure arp entries 1
Message Received
BOOTREQUEST 12
DHCPDISCOVER 200
DHCPREQUEST 178
DHCPDECLINE 0
DHCPRELEASE 0
DHCPINFORM 0
Message Sent
BOOTREPLY 12
DHCPOFFER 180
DHCPACK 172
DHCPNAK 6

Example 1-4 shows that 180 devices are currently allocated IP addresses, and 178 requests were
made.

Hot Standby Router Protocol

HSRP allows networks with more than one gateway to provide redundancy in case of interface or
router failure on any given router.

HSRP allows router redundancy in a network. It is a Cisco proprietary solution that existed before
the IETF defined the Virtual Router Redundancy Protocol (VRRP). To illustrate HSRP, Figure
1-12 displays a six-router network with clients on segments on Ethernet networks, Sydney and San
Jose.

Cisco exams typically test Cisco proprietary protocols more heavily than industry-standard
protocols, such as VRRP. At the time of this writing, Cisco.com does not list VRRP as an objective
that will be tested.

HSRP failover can be applied to VPN routers (Cisco I0S 12.2 and later) through the use of HSRP.
Remote VPN gateways connect to the local VPN router through the standby address that belongs
to the active device in the HSRP group. This ensures that statically configured VPN tunnels have
some form of redundancy if a router or interfaces fails.

Cisco.com provides more details on IPSec VPN failure and HSRP at the following URL:

http://cisco.com/en/US/products/sw/iosswrel/ps5012/
products_feature_guide09186a0080116d4c.html
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Figure 1-12 HSRP Example

Router A #

interface Ethernet O

ip address 131.100.2.2 255.255.255.0
standby priority 110

standby preempt

standby authentication cisco

standby ip 131.108.2.100

standby track SerialO

Router C #

interface Ethernet O

ip address 131.108.1.2 255.225.255.0
standby priority 110

standby preempt

standby authentication cisco

standby ip 131.108.1.100

standby track SerialO
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Router F # Router D #

interface Ethernet O

ip address 131.108.1.3 255.255.255.0
standby authentication cisco

standby ip 131.108.1.100

standby priority 100

interface Ethernet O

ip address 131.100.2.3 255.255.255.0
standby authentication cisco

standby ip 131.108.2.100

standby priority 100

PCs are typically configured with only one gateway address. (Windows 2000/XP clients can take
more than one, but this still leaves a problem in that all devices must be configured for multiple
gateways; the most scalable solution is to configure a single gateway on all devices and allow an
intelligent network to provide redundancy where only a few devices require configuration.)
Assume that PC1 is configured with a gateway address of 131.108.1.100. Two routers on the
Ethernet share the segment labeled San Jose network. To take advantage of the two routers, HSRP
allows only Routers C and D to bid for a virtual IP address, and if any one router (Router C or D,
in this example) fails, the operational router assumes the HSRP gateway address. Host devices
typically have only a brief 100- to 200-ms interruption when a network failure occurs.

To illustrate how HSRP provides default gateway support, refer to Figure 1-12, which shows a
network with two local routers configured with an Ethernet interface address of 131.108.1.2/24 for
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Router C and 131.108.1.3/24 for Router D. Notice that both routers share a common Ethernet
network. Assume that PC1 has been configured with a default gateway pointing to Router C. If
Router C goes down or the Ethernet interface becomes faulty, all the devices must be manually
reconfigured to use the second default gateway (Router D, 131.108.1.3/24). HSRP enables the
network administrator to elect one of the two routers to act as the default gateway. If the elected
router goes down, the second router assumes the IP default gateway. The Cisco IOS command
standby track interface-of-wan under the Ethernet interface allows the router to monitor the WAN
link. If the WAN link continuously fails past a threshold, the HSRP default router decreases its priority
to allow a more reliable WAN connection to provide a gateway. For example, in Figure 1-12, if the link
between Routers C and B fails past a threshold, Router D can be configured to assume the HSRP
address to provide a faster connection to the IP backbone network.

The steps to enable HSRP are as follows:

1. Enable HSRP (required).

2. Configure HSRP group attributes (optional).

3. Change the HSRP MAC refresh interval (optional).

Table 1-5 illustrates the various required and optional commands to enable HSRP.

Table 1-5 HSRP Commands

Cisco I0S Command

Purpose

standby [group-number] timers [msec]
hellotime [msec] holdtime

These required commands configure the time between
Hello packets and the hold time before other routers
declare the active router to be down.

standby [group-number] ip [ip-address
[secondary]

or
standby [group-number] preempt [delay

{minimum delay | reload delay | sync
delay}]

The standby ip command activates HSRP on the
configured interface. If an IP address is specified, that
address is used as the designated address for the Hot
Standby group. If no IP address is specified, the
designated address is learned through the standby
function. For HSRP to elect a designated router, at
least one router on the cable must have been
configured with, or have learned, the designated
address. Configuring the designated address on the
active router always overrides a designated address
that is currently in use. Also note if preempt is not
enabled, a router with a higher priority will not
become the HSRP active router.

standby [group-number] track type
number [interface-priority)

This optional command configures the interface to
track other interfaces so that if one of the other
interfaces goes down, the device’s Hot Standby
priority is lowered.

continues
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Table 1-5 HSRP Commands (Continued)

Cisco I0S Command Purpose

standby [group-number] authentication Selects an authentication string to be carried in all
string HSRP messages. An optional authenticator field
allows only authenticated routers to offer HSRP.

standby use-bia [scope interface] Configures HSRP to use the burned-in address of an
interface as its virtual MAC address instead of the
preassigned MAC address (on Ethernet and FDDI) or
the functional address (on Token Ring).

Now configure Routers C and D in Figure 1-12 for HSRP, and ensure that Router C is the primary
gateway address and that the PC is configured with a gateway address of 131.108.1.100. Router C
is configured with a higher priority (standby priority 110 preempt) than the default 100 to ensure
that Router C becomes the default gateway for the hosts on the San Jose network; authentication
is also enabled between the two gateway routers.

Example 1-5 displays the sample Cisco IOS configuration for Router C.

Example 1-5 HSRP Configuration on Router C

interface Ethernet0

ip address 131.108.1.2 255.255.255.0
standby priority 110

standby preempt

standby authentication cisco

standby ip 131.108.1.100

standby track Serial@

Example 1-5 displays Router C configured with a virtual IP address of 131.108.1.100 and
preempt, which allows Router C to assume the role if a failure occurs. The track command
ensures that Serial0, or the WAN link to Router B, is monitored to make sure that a flapping link
does not cause bandwidth delays for users, such as PC1. For every tracked interface failure, the
priority is reduced by 10 by default. The Cisco IOS default priority is set to 100. In this config-
uration, two failures must occur for Router D to assume the HSRP address (110 -10-10=90<
100).

Example 1-6 displays the sample Cisco IOS configuration for Router D. Configure Router D with
an HSRP priority of 105 so that any two (not one) failures on Router C will mean that Router D
priority is higher than Router C. (Router C is set to 110; one failure and then it is set to 110 — 20
=90 < 100.) Router D is not configured for preempt because Router C is designed to be the active
HSRP address when both C and D are operational.
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Example 1-6 HSRP Configuration on Router D

interface Ethernet0

ip address 131.108.1.3 255.255.255.0
standby authentication cisco

standby ip 131.108.1.100

To view the status of HSRP, the Cisco IOS command is show standby. Example 1-7 displays the
sample output when this command is entered in Router C.

Example 1-7 show standby on Router C

Router-C#show standby

Ethernet@ - Group 0

Local state is Active, priority 110, may preempt
Hellotime 3 sec, holdtime 10 sec

Next hello sent in 1.458

Virtual IP address is 131.108.1.100 configured
Active router is local

Standby router is 131.108.1.3 expires in 8.428
Virtual mac address is 0000.0c0Q7.ac01

2 state changes, last state change 02:09:49

IP redundancy name is "hsrp-Et@0-1" (default)
Priority tracking 1 interface, 1 up:

Interface Decrement State

Serial@ 10 Up

Router C is currently the configured gateway and is tracking Serial O for failures; every WAN
failure decrements the priority value by 10. If a single failure occurs, the priority on Router C
drops to 100 (110 — 10 = 100), the same as Router D. Because Router C still has the preempt
option, Router C remains active when it returns. However, if a second failure occurs on Router C,
its priority drops another 10 to 90, below the priority of D, so Router D remains as the default
gateway until the interface on Router C has fully recovered. After the priority on Router C
increments back to 110, Router C assumes the gateway function because preempt is enabled, as
displayed in Example 1-7.

Example 1-8 displays the output of the show standby command on Router D when in standby
mode.
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Example 1-8 show standby on Router D

Router-D#show standby
Ethernet - Group 0
Local state is Standby, priority 100,
Hellotime 3 holdtime 10
Next hello sent in 00:00:01.967
Hot standby IP address is 131.108.1.100 configured
Active router is local
Standby router is unknown expired
Standby virtual mac address is 0000.0c07.ac00
2 state changes, last state change 00:03:59

Internet Control Message Protocol

ICMP is a network layer (Layer 3) Internet protocol that reports errors and provides other
information relevant to IP packet processing. ICMP is fully documented in RFC 792. ICMP’s
purpose is to report error and control messages.

ICMP provides a number of useful services supported by the TCP/IP protocol, including ping
requests and replies. ICMP Echo requests and replies enable an administrator to test connectivity
with a remote device.

Be aware that ICMP runs over IP, which means that there is no guarantee of delivery (because IP
is a connectionless protocol). Example 1-9 provides a sample ping command in which an
administrator wants to see if a remote device is reachable by sending the remote device a ping
request from a Cisco router. By default, a Cisco router sends out a series of five ICMP requests
whenever the ping command is issued. Example 1-9 displays a sample ping request to the remote
IP address 131.108.1.1 on Router R2.

Example 1-9 The ping 131.108.1.1 Command

R2>ping 131.108.1.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 131.108.1.1,

Success rate is 100 percent (5/5),

R2>

The ping command has a number of reporting mechanisms that run over ICMP. The exclamation
point (!) indicates a successful reply. The ping command can also advise you, using a special code
character, that the end device is not reachable, as depicted in Table 1-6.
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Table 1-6 Possible Test Characters When Using the ping Command

Code Indicates

! The receipt of a reply

The network server timed out while waiting for a reply

Destination unreachable

Network unreachable

Protocol unreachable

Source quench

zlo[=][z]c

Could not fragment

-~

Unknown packet type

Cisco IOS provides a detailed version of the ping tool, which you can evoke by typing ping in the
enabled mode. This command is known as the extended ping command.

Telnet
Telnet is an application layer protocol and part of the TCP/IP protocol suite. The TCP destination
port number is 23 and commonly manages routers and switches, for example. Telnet is an insecure
protocol, because data flows in plain text and the Telnet passwords can be sniffed. SSH is more
secure for remote logins.

File Transfer Protocol and Trivial File Transfer Protocol
FTP and TFTP are application layer protocols (part of the TCP/IP protocol suite of applications).
FTP is a connection-oriented protocol running over TCP. FTP uses two connections to maintain
connectivity between two IP hosts: port 20 is used for the data port and port 21 is used for control.

TFTP runs over UDP port 69 and is a connectionless protocol. TFTP commonly uploads Cisco
IOS and configurations to a TFTP server. TFTP is regarded as the simple version of FTP. TFTP
does not require any username/password combination to transfer data, as opposed to FTP, which
requires a username and password before data can be transferred. Note, however, that FTP sends
the username and password in clear text, whereas TFTP transfers data between two high UDP port
values.

NOTE Domain Name System (DNS) is another common application that uses both TCP and
UDP port 53.
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Now that you fully appreciate the TCP/IP model, the next section covers routing protocols used to
ensure that TCP/IP data can be moved, or routed, from one location to another.

Routing Protocols

This section covers four main routing protocols:

m  Routing Information Protocol (RIP)

m  Enhanced Interior Gateway Routing Protocol (EIGRP)
m  Open Shortest Path First (OSPF)

m  Border Gateway Protocol (BGP)

Before discussing the characteristic of each protocol, this section covers how routers (Cisco
routers, in particular) generally route IP packets.

Routing is a process whereby a path to a destination host is selected by either a dynamic or static
routing protocol. A routing protocol is an algorithm that routes data across the network. Each
router makes routing decisions from host to destination based on specific metrics used by the
operating routing protocol. For example, RIP uses hop count (commonly known as the network
diameter) to decide which router interface the data is sent over. A lower hop count is always
preferred. OSPF, on the other hand, uses a cost metric; the lower a path’s cost, the more preferred
it is as a path to the destination.

Routing IP across a network of Cisco routers requires IP address allocation to interfaces and then
a static or dynamic routing protocol to advertise these networks to local or remote routers. After
these networks are advertised, IP data can flow across the network. Routing occurs at Layer 3 (the
network layer) of the OSI model.

By default, IP routing is enabled on Cisco routers. The command used to start or disable IP routing
is [no] ip routing. By default, IP routing is enabled on all routers, so you do not see this command
by viewing the configuration. On the Catalyst switches, you have to enable IP routing to make it
a Layer 3 device. Consider a one-router network with two directly connected Ethernet interfaces
as an introductory example. Figure 1-13 displays a two-port Ethernet router configured with two
subnets.

PC1 can communicate with PC2, as shown in Figure 1-13, because Cisco routers route to directly
connected interfaces.

The Cisco IOS command show ip route is used to view the IP routing table, and a number of
symbols define how remote or local networks have been discovered. Table 1-7 defines the various
symbols and their meanings. The Cisco Documentation CD-ROM defines the routing fields or
codes as follows.
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Directly Connected Networks

172.108.2.1/24

=

R1# show ip route

‘ EO lryiil E1 ‘

]

PC 2

Codes C- connected, S- static, I- IGRP, R- RIP, M- mobile, B- BGP
D- EIGRP, EX- EIGRP external, Q- QSPF, 1A- OSPF inter area

N1- OSPF NSSA external type 1, N2- OSPF NSSA external type 2

E1- OSPF external type 1, E2- OSPF external type 2, E- EGP

i- IS-IS, L1- IS-IS level-1, L2- IS-IS level-2.*-candidate default
U- per-user static route, o- ODR

Gateway of last resort is not set

172.108.0.0/24 is subnetted, 2 subnets
C 172.108.1.0 is directly connected, Ethernet0
C 172.108.2.0 is directly connected, Etherneti

R1#

Table 1-7 show ip route Defined*

Field Value

Description

(0]

Indicates the protocol that derived the route. Possible values include
the following:

[—IGRP derived
R—RIP derived
O—OSPF derived
C—Connected
S—Static

E—EGP derived
B—BGP derived
D—EIGRP
EX—EIGRP external
[—IS-IS derived
[a—IS-IS

M—Mobile
P—Periodic downloaded static route
U—Per-user static route

O—On-demand routing

continues
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Table 1-7 show ip route Defined* (Continued)

Field Value Description

E2 Indicates the type of route. Possible values include the following:

*—The last path used when a packet was forwarded. It pertains only
to the non-fast-switched packets. However, it does not indicate what
path will be used next when forwarding a non-fast-switched packet,
except when the paths are equal cost.

IA—OSPF interarea route.

E1—OSPF external type 1 route.

E2—OSPF external type 2 route.

L1—IS-IS Level 1 route.

L2—IS-IS Level 2 route.

N1—OSPF NSSA external type 1 route.

N2—OSPF NSSA external type 2 route.

O 10.110.0.0 [90/5] via Indicates the address of the remote network.
10.119.254.6, 0:01:00,
Ethernet2

E 10.67.10.0 [200/128]
via 10.119.254.244,
0:02:22, Ethernet2

[90/5] The first number in the brackets is the information source’s
administrative distance; the second number is the metric for the
route.

via Specifies the address of the next router to the remote network.

0:01:00 (O 10.110.0.0 [90/ | Specifies the last time the route was updated, in

5] via 10.119.254.6) hours:minutes:seconds.

Ethernet2 Specifies the interface through which the specified network can be
reached.

*Part of this table taken from http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fiprrp_t/
ind_r/1rfindp2.htm#102251, all rights are reserved to Cisco.

By default, Cisco IOS assigns to each routing protocol an administrative distance (AD) that
indicates the trustworthiness of a routing entry if more than one path exists to a remote network
running two or more routing algorithms. You can configure the AD value from the default with the
distance administrative-distance Cisco I0S command if you want to manually choose RIP over
OSPEF, for example. The value for administrative-distance can be 1 to 255.

IP routing protocols support multipath destinations. In other words, if more than one path exists
to a remote network, then metrics are used to determine whether load balancing will occur. If load
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balancing occurs and more than one routing protocol has learned this remote path, then the
distinguisher becomes the AD—the lower its value, the more trusted it is. Remember that AD is
first considered the delineator, followed by the metric.

Table 1-8 displays the administrative distances enabled by default on Cisco routers.

Table 1-8 Default Administrative Distances

Route Source Default Administrative Distance
Connected interface 0
Static route 1
EIGRP summary route 5
External BGP 20
Internal EIGRP 90
IGRP 100
OSPF 110
IS-IS 115
RIP 120
EGP 140
EIGRP external route 170
Internal BGP 200
Unknown 255

For example, Table 1-8 demonstrates that an EIGRP (AD 90) route is preferred over a network
entry discovered by RIP (AD 120) because the AD is lower, or more trustworthy.

NOTE The IP address source and destination in an IP datagram do not alter, but the Layer 2
MAC source and destination do, for example, when PC1 sends a packet to PC2 in Figure 1-13.
The TCP/IP software on PC1 identifies that the remote destination (172.108.2.0/24) is not
locally connected and sends the Layer 3 frame to the local gateway address, 171.108.1.1/24. For
the Layer 2 frame to traverse the local Ethernet, the destination Layer 2 MAC address must be
that of the local router or gateway. PC2 resides on a different subnet, so the destination MAC
address will be that of Router R1 (EO burnt-in address) or the default gateway address of
172.108.1.1. Router R1 then strips the Layer 2 header and installs its own Layer 2 header when
the packet enters the network where PC2 resides. The Layer 2 header contains the source
address (Layer 2) of R1 E1 and destination address of PC2’s MAC address. The Layer 3 IP
source and destination addresses do not change during the routing of the IP packet. The
exception to changes in Layer 3 addressing is when Network Address Translation (NAT) is used.
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Routing Information Protocol
RIP is one the oldest routing protocols in use today.

RIP is a distance vector protocol. Table 1-9 defines the characteristics of a distance vector
protocol.

Table 1-9 Distance Vector Protocol Characteristics

Characteristic

Description

Periodic updates

Periodic updates are sent at a set interval; for IP RIP, this interval is 30
seconds.

Broadcast updates

Updates are sent to the broadcast address 255.255.255.255. Only devices
running routing algorithms listen to these updates.

Full table updates

When an update is sent, the entire routing table is sent.

Triggered updates | Also known as Flash updates, these are sent when a change occurs outside the
update interval.
Split horizon This method stops routing loops. Updates are not sent out an outgoing

interface from which the source network was received. This saves bandwidth,
as well.

Count to infinity

Maximum hop count. For RIP, it is 15, and for IGRP, it is 255.

Algorithm

Example: Bellman-Ford for RIP.

Examples

RIP and IGRP.

RIP comes in two versions: RIPv1 (does not support VLSM) and RIPv2. Both versions of RIP
automatically summarize at the network boundary (you can configure the classful routing
protocol, RIPv2, to support VLSM).

The following list summarizes RIPv1 characteristics:

Distance vector protocol

Runs over UDP port 520

Metric is hop count (maximum is 15; 16 is unreachable)

Periodic updates every 30 seconds

Up to 25 networks per RIP update

Implements split horizon

Implements triggered updates
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m  No support for VLSM or authentication
m  Administrative distance is 120

m  Updates are sent to the broadcast address 255.255.255.255

NOTE Split horizon is a routing technique in which information about routes is prevented
from exiting the router interface through which that information was received. Split horizon
updates are useful in preventing routing loops. To enable split horizon, the Cisco IOS command
is ip split-horizon (an interface command). Split horizon on Frame Relay subinterfaces is
enabled by default. Always use the Cisco IOS command show ip interface to determine if split
horizon is enabled or displayed.

A triggered update is a method by which a routing protocol sends an instant message as soon as
anetwork failure is detected. If a triggered update were not used, the only way the update would
be sent would be via the normal update every 30 seconds, causing a delay in network conver-
gence times. Split horizon is a favorite topic in CCIE lab exams.

Poison Reverse updates explicitly indicate that a network is unreachable rather than implying
that a remote network is unreachable by not sending that network in an update. Poison Reverse
updates are intended to defeat routing loops in large IP networks.

Split horizon, Poison Reverse, and triggered updates are methods used by distance vector
protocols to avoid routing loops

RIPv2 was developed to enable RIPv1 to support VLSM, so it is a classless routing protocol that
also supports authentication. RIPv1 and RIPv2 use the same hop count as the metric.

The following list summarizes RIPv2 characteristics:

m  Distance vector protocol

m  Runs over UDP port 520

m  Metric is hop count (maximum is 15; 16 is unreachable)
m  Periodic updates every 30 seconds

m  Up to 25 networks per RIP update

m  Implements split horizon

m Implements triggered updates

m  Supports VLSM (subnet mask carried in updates)
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m  Supports authentication

m  Administrative distance is 120

m  Updates sent to multicast address 224.0.0.9

m  Can set up neighbors to reduce broadcast traffic (send unicast updates)

To enable RIPv1 or RIPv2 on a Cisco router, the command required is router rip. By default, after
you enable this command and install the network statements, RIPv1 sends and receives updates
and RIPv2 only listens for updates.

Consider a two-router topology running VLSM and RIP. Figure 1-14 displays two routers, named
R1 and R2, with a 30-bit network used across the WAN. Loopbacks are used to populate the IP
routing tables.

To start, enable RIP on both routers with the commands in Example 1-10. Version 2 must be
enabled because you are implementing VLSM across the WAN links between R1 and R2.

Figure 1-14 Practical Example of Routing RIP
131.108.3.0/30

Frame Relay
131.108.1.1/24 i 131.108.2.1/24
—_— ~
5 e
EO0/0 - S0/0 S0/0 - EO0/0
R1 R2
1 2

R1's Loopbacks R2's Loopbacks
Loopback0 131.108.4.1/24 Loopback0 131.108.7.1/24
Loopbackl 131.108.5.1/24 Loopbackl 131.108.8.1/24
Loopback?2 131.108.6.1/24 Loopback2 131.108.9.1/24

Example 1-10 displays the RIP configuration on R1. The same configuration commands are
applied to R2.

Example 1-10 IP RIP Configuration on R1

router rip
version 2
network 131.108.0.0

You can view the RIP forward database with the command show ip rip database. Example 1-11
displays the output when show ip rip database is executed on R1.
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Example 1-11 show ip rip database Command on R1

Ri#show ip rip database
131.108.0.0/16 auto-summary
131.108.1.0/24 directly connected, Ethernet®/0
131.108.2.0/24

[1] via 131.108.3.2, 00:00:12, Serial®/0
131.108.3.0/30 directly connected, Serial@/0
131.108.4.0/24 directly connected, Loopback®
131.108.5.0/24 directly connected, Loopback1
131.108.6.0/24 directly connected, Loopback2
131.108.7.0/24

[1] via 131.108.3.2, 00:00:12, Serial®/0
131.108.8.0/24

[1] via 131.108.3.2, 00:00:12, Serial@/0
131.108.9.0/24

[1] via 131.108.3.2, 00:00:12, Serial®/0

Example 1-11 displays the directly connected routes and the four dynamically discovered routes
via Serial0/0 to R2. To confirm that the entries are reachable, display the IP routing table on R1
and perform a few ping requests across the Frame Relay cloud.

Example 1-12 displays the IP routing table and the successful ping requests to the four remote
networks.

Example 1-12 show ip route and ping ro R2

Ri#show ip route
Codes: C - connected, R - RIP,
131.108.0.0/16 is variably subnetted, 9 subnets, 2 masks

R 131.108.9.0/24 [120/1] via 131.108.3.2, 00:00:00, Serial0/0
R 131.108.8.0/24 [120/1] via 131.108.3.2, 00:00:00, Serial®/0
R 131.108.7.0/24 [120/1] via 131.108.3.2, 00:00:00, Seriald/0
C 131.108.6.0/24 is directly connected, Loopback2

c 131.108.5.0/24 is directly connected, Loopback1

C 131.108.4.0/24 is directly connected, Loopback®

C 131.108.3.0/30 is directly connected, Serial0/0

R 131.108.2.0/24 [120/1] via 131.108.3.2, 00:00:01, Serial®/0
C 131.108.1.0/24 is directly connected, Ethernet0/0

Ri1#ping 131.108.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 131.108.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max
Ri#ping 131.108.7.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 131.108.7.1, timeout is 2 seconds:

4/6/8 ms

continues
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Example 1-12 show ip route and ping to R2 (Continued)

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/6/8 ms
R1#ping 131.108.8.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 131.108.8.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/5/8 ms
Ri#ping 131.108.9.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 131.108.9.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/5/8 ms
R1#

Example 1-12 displays the four remote networks reachable by the Serial 0/0 and four successful
ping requests (five replies from each remote network) to those interfaces on R2.

Stop R2 from sending R1 any updates via the Frame Relay cloud to demonstrate the passive-
interface command, passive-interface serial(0/0. New Cisco IOS revision levels also permit the
administrator to set a default state (routing or just listening-passive) for all interfaces. The Cisco
I0S command passive-interface default ensures that all interfaces, unless specified otherwise,
are passive. To take an interface from passive into active, for example, you would use the
command no passive-interface serial(/0 in conjunction with the passive-interface default
command. This new command can be helpful in large IP networks.

Example 1-13 displays the passive interface configuration on R2 Serial(0/0.

Example 1-13 Passive Interface Configuration on R2

R2(config)#router rip
R2(config-router)#passive-interface serial 0/0

R1’s routing table now contains no remote entries from R2, which will still receive updates
because the command affects only outbound updates. Example 1-14 confirms the missing routing
RIP entries in R1’s IP routing table.

Example 1-14 show ip route on RI

R1#show ip route

Codes: C - connected,

131.108.0.0/16 is variably subnetted, 5 subnets, 2 masks
131.108.6.0/24 is directly connected, Loopback2
131.108.5.0/24 is directly connected, Loopbacki

131.108.4.0/24 is directly connected, Loopback®

131.108.3.0/30 is directly connected, Serial@/0

131.108.1.0/24 is directly connected, Ethernet0/0

OO O OO0
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NOTE RIPv2 also offers MD5 authentication as an optional authentication mode added by
Cisco to the original RFC 1723-defined plain-text authentication. The configuration is identical
to that for plain-text authentication, except for the use of the additional command ip rip
authentication mode md5. You must configure router interfaces on both sides of the link for
the MDS5 authentication method, making sure the key number and key string match on both
sides.

Enhanced Interior Gateway Routing Protocol
EIGRP is a Cisco-developed routing protocol that uses the same metric defined by IGRP
multiplied by 256. The routing metric in EIGRP is based on bandwidth, delay, load, and reliability.
The CCIE Security written exam does not test your understanding of EIGRP too greatly, so this
section includes only the relevant topics for the exam.

EIGREP is a Cisco proprietary routing protocol that can be used to route a number of Layer 3
protocols, including IP, IPX, and AppleTalk. This section is concerned only with routing IP.

To ensure EIGRP is as efficient as possible, the following features were built into EIGRP:

m  Rapid convergence—EIGRP uses the Diffusing Update Algorithm (DUAL) to achieve rapid
convergence. A Cisco IOS router that runs EIGRP will ensure that any redundant paths are
stored and used in case of a network failure.

m  Reduced bandwidth usage—By default, EIGRP uses up to 50 percent of available band-
width, and this option can be changed with the Cisco IOS command ip bandwidth-percent
eigrp as-number percent. By default, EIGRP uses up to 50 percent of the bandwidth defined
by the interface bandwidth command. The interface command ip bandwidth-percent eigrp
as-number percent can be used to change this value (a good method to use for the CCIE lab).

EIGRP is considered a hybrid routing protocol, meaning that EIGRP uses characteristics of both
distance vector and link-state routing protocols to maintain routing tables.

A distance vector protocol counts the number of devices data must flow through to reach a
destination—this is called the hop count.

A link-state protocol such as OSPF, discussed later in this book, permits routers to exchange
information with one another about the reachability of other networks.

EIGRP Terminology
You need to understand several EIGRP-related terms for the CCIE Security written exam. Table
1-10 defines some of the common terminology used in EIGRP.
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Term Meaning

Neighbor A router in the same autonomous system running EIGRP.

Neighbor table EIGRP maintains a table with all adjacent routers. To view the
EIGRP neighbors, use the Cisco I0S command show ip eigrp
neighbors.

Topology table EIGRP maintains a topology table for all remote destinations
discovered by neighboring routers. To view the topology table, the
Cisco IOS command is show ip eigrp topology.

Hello A packet used to monitor and maintain EIGRP neighbor
relationships; it is multicast.

Query A query packet that is sent to neighboring routers when a network
path is lost; can be multicast or unicast.

Reply A reply packet to a query packet; it is unicast.

ACK Acknowledgment of an update packet, typically a Hello packet
with no data; it is unicast.

Holdtime How long a router waits for a Hello packet before tearing down a
neighbor adjacency.

Smooth Round Trip Time Time taken to send a packet reliably to an acknowledgment.

(SRTT) SRTT is the average delta between the time a packet is sent and

the arrival of the neighbor’s acknowledgment.

Retransmission Timeout
(RTO)

The time a router waits for the arrival of the neighbor’s
acknowledgment.

Feasible distance

Lowest metric to remote network.

Feasibility condition (FC)

A condition under which the sum of a neighbor’s cost to a
destination and the cost to this neighbor is less than the current
successor’s cost. If the EIGRP neighbor’s reported distance (the
metric after the slash) is less than the feasible distance, the
feasibility condition is met and that path is a feasible successor.

Feasible successor

A neighboring router with a path whose reported distance is less
than the feasible successor.

Successor A neighboring router that meets the feasibility condition and also
contains the best path.

Stuck in Active (SIA) An EIGRP router waiting for all acknowledgments from
neighboring routers for all the queries sent.

Active When a router is querying neighboring routers about a network
path.

Passive Normal route operation to a remote destination. This means there

are no outstanding queries to reply to. This is normal network
operation.
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EIGRP Configuration Example
This examples describes how to configure a two-router EIGRP network with two Frame Relay
links between the two routers, to demonstrate the redundancy mechanism with the EIGRP DUAL
algorithm.

Figure 1-15 displays a two-router topology using the same addressing as the RIP example
in Figure 1-14.

Figure 1-15 EIGRP Configuration Example

Autonomous System 100

(AS100)
Bandwidth
256 131.108.3.0/30
Frame Relay
172.108.1.1/24 S0/0 i S0/0 172.108.2.1/24
A 2
. 7 WA e
\l W = 7/7
EO0/0 - 7 E0/0
R1 S0/1 S0/1 R2
-1 13110810030 -2
Bandwidth Frame Relay
128

R1's Loopbacks

Loopback0 131.108.4.1/24
Loopbackl 131.108.5.1/24
Loopback?2 131.108.6.1/24

Routers R1 and R2 reside in AS 100,

R2's Loopbacks

Loopback0 131.108.7.1/24
Loopbackl 131.108.8.1/24
Loopback?2 131.108.9.1/24

and to enable EIGRP on both routers, you need to start by

configuring EIGRP. Example 1-15 displays the EIGRP configuration required on R1 and R2.

Example 1-15 Enabling EIGRP in AS 100

router eigrp 100
network 131.108.0.0

The network command in Example 1-15 enables EIGRP to send and receive updates for
interfaces configured with the Class B address, 131.108.0.0. EIGRP will automatically summarize

Class A, B, or C addresses.

Example 1-16 displays the IP routing table on R1.

Example 1-16 show ip route on R/

R1#show ip route
Codes: C - connected, D -

EIGRP, EX -
131.108.0.0/16 is variably subnetted,

EIGRP external,
10 subnets, 2 masks

C 131.108.10.0/30 is directly connected, Serial@/1

continues
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Example 1-16 show ip route on R1 (Continued)

D 131.108.9.0/24 [90/10639872] via 131.108.3.2, 00:04:27, Serial0o/0
D 131.108.8.0/24 [90/10639872] via 131.108.3.2, 00:04:27, Seriald/0
D 131.108.7.0/24 [90/10639872] via 131.108.3.2, 00:04:27, Serial®/0
C 131.108.6.0/24 is directly connected, Loopback2

C 131.108.5.0/24 is directly connected, Loopbacki

C 131.108.4.0/24 is directly connected, Loopback®

C 131.108.3.0/30 is directly connected, Serial0/0

D 131.108.2.0/24 [90/10537472] via 131.108.3.2, 00:04:28, Serial0o/0
C 131.108.1.0/24 is directly connected, Ethernet0/0

Example 1-16 displays four remote EIGRP entries (designated by D in the routing table) via the
serial interface Serial0/0. EIGRP has discovered these networks as the preferred path because the
WAN bandwidth is 256 kbps, as opposed to 128 kbps via Serial 0/1. To view the alternate paths,
use the show ip eigrp topology Cisco IOS command to display backup paths.

Example 1-17 displays the output of the show ip eigrp topology command on R1.

Example 1-17 show ip eigrp topology on R1

R1#show ip eigrp topology
IP-EIGRP Topology Table for AS(100)/ID(131.108.6.1)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status
P 131.108.10.0/30, 1 successors, FD is 2169856
via Connected, Serial@/1
via 131.108.3.2 (11023872/1761792), Serial0o/0
P 131.108.9.0/24, 1 successors, FD is 2297856
via 131.108.3.2 (10639872/128256), Serial®/0
via 131.108.10.2 (20640000/128256), Serial®/1
P 131.108.8.0/24, 1 successors, FD is 2297856
via 131.108.3.2 (10639872/128256), Serial®/0
via 131.108.10.2 (20640000/128256), Serial®/1
P 131.108.7.0/24, 1 successors, FD is 2297856
via 131.108.3.2 (10639872/128256), Serial®/0
via 131.108.10.2 (20640000/128256), Serial®/1
P 131.108.6.0/24, 1 successors, FD is 128256
via Connected, Loopback2
P 131.108.5.0/24, 1 successors, FD is 128256
via Connected, Loopbackl
P 131.108.4.0/24, 1 successors, FD is 128256
via Connected, Loopback®
P 131.108.3.0/30, 1 successors, FD is 2169856
via Connected, Serial@/0
via 131.108.10.2 (21024000/1761792), Serial@/1
P 131.108.2.0/24, 1 successors, FD is 2195456
via 131.108.3.2 (10537472/281600), Serial0/0
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Example 1-17 show ip eigrp topology on RI (Continued)

via 131.108.10.2 (20537600/281600), Serial@/1
P 131.108.1.0/24, 1 successors, FD is 281600
via Connected, Ethernet@/0

Example 1-17 shows that the remote network 131.108.2.0 is reachable via two paths, and because
the feasible distance is lower through Serial 0/0, that path is injected into the routing table. If, for
some reason, the link with Serial 0/0 on R1 fails, the alternate path will be chosen and inserted into
the routing table, decreasing convergence times.

When EIGRP loses a path to a remote network, it sends requests to neighboring routers for
alternative ways to reach the failed network. The neighboring router that returns the most
favorable routes is called the feasible successor; in Figure 1-15, that router is R2.

NOTE The Cisco CD Documentation defines the state (active, passive, and more) of a given
network with the following:

m P (Passive)—Indicates that no EIGRP computations are being performed for this
destination.

m A (Active)—Indicates that EIGRP computations are being performed for this destination.
m U (Update)—Indicates that an update packet was sent to this destination.

m Q (Query)—Indicates that a query packet was sent to this destination.

m R (Reply)—Indicates that a reply packet was sent to this destination.

m r (Reply status)—A flag that is set after the software has sent a query and is waiting for a
reply.
Cisco.com was the source for this material, http://www.cisco.com/univercd/cc/td/doc/product/
software/ios122/122cgcr/fiprrp_t/1rfeigrp.htm#wp1018743.

EIGRP also supports an authentication mechanism. To enable authentication of EIGRP packets,
use the ip authentication key-chain eigrp command in interface configuration mode. Chapter 8§,
“CCIE Security Self-Study Lab,” contains an example of this command and its proper use.

Open Shortest Path First
OSPF is a link-state routing protocol. Link-state protocols use Dijkstra’s shortest path first (SPF)
algorithm to populate the routing table. OSPF shares information with every router in the network.
OSPF is a classless protocol and supports VLSM.
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OSPF in a Single Area
When configuring any OSPF router, you must establish for which area assignment the interface
will be enabled. OSPF has some basic rules when it comes to area assignment. OSPF must be
configured with areas. The backbone area 0, or 0.0.0.0, must be configured if you use more than
one area assignment. If your OSPF design has only one area, it may have any number. Table 1-11
defines common OSPF terminology.

Table 1-11 Common OSPF Terms

Term Description

Hello packet Exchanged by the routers for neighbor discovery and forming adjacencies, neighbor keepalives,
and designated router (DR)/backup DR (BDR) election.

Link state Information is shared between directly connected routers. This information propagates
unchanged throughout the network and is also used to create an SPF tree.

Area A group of routers and links that share the same area ID. All OSPF routers require area
assignments. All routers within an area have the same database. Link-state flooding is limited to
an area.

Autonomous A network under a common network administration domain running common routing protocols.

system

Cost The routing metric used by OSPF. Lower costs are always preferred. You can manually

(OSPF metric) | configure the cost of an interface with the ip ospf cost command. By default, the cost is
calculated by using the formula, cost = 108 + bandwidth.

Router ID Each OSPF router requires a unique router ID, which is the highest IP address configured on a
Cisco router or the highest-numbered loopback address. You can manually assign the router ID.

Adjacency When two OSPF routers have exchanged information between each other and have the same

topology table. Adjacency can have a number of states or exchange states:

Init state—When Hello packets have been sent and are awaiting a reply to establish two-way
communication.

Establish bidirectional (two-way) communication—Accomplished by the discovery of the
Hello protocol routers and the election of a DR.

Exstart—Two neighbor routers form a master/slave relationship and agree upon a starting
sequence that will be incremented to ensure that LSAs are acknowledged.

Exchange state—Database Description (DD) packets continue to flow as the slave router
acknowledges the master’s packets. OSPF is operational because the routers can send and
receive LSAs between each other. DD packets contain information such as the router ID, area
ID, checksum, if authentication is used, link-state type, and the advertising router. LSA packets
also contain information such as router ID, and additionally include MTU sizes, DD sequence
numbering, and any options.

Loading state—Link-state requests are sent to neighbors, asking for recent advertisements that
have been discovered in Exchange state but not received.

Full state—Neighbor routers are fully adjacent because their link-state databases are fully
synchronized within the area. Routing tables begin to be populated.
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Table 1-11  Common OSPF Terms (Continued)

Term Description
Topology table | Also called the link-state table, contains every link in the entire network.
Designated Ensures adjacencies between all neighbors on a multiaccess network (such as Ethernet). This
router (DR) ensures that not all routers need to maintain full adjacencies with each other.

The DR is selected based on the priority. In a tie, the router with the highest router ID is selected.
Backup DR Designed to perform the same functions in case the DR fails.
Link-state A packet that contains all relevant information regarding a router’s links and the state of those
advertisement | links.
(LSA)
Priority Sets the router’s priority so a DR or BDR can be correctly elected.

Router links

Describe the state and cost of the router’s interfaces to the area. Router links use LSA type 1.

Summary
links

Originated by Area Border Routers, these links describe networks in the AS. Summary links use
LSA type 3 and 4.

Network links

Originated by DRs. Network links use LSA type 2.

External links

Originated by Autonomous System Boundary Routers; they advertise destinations external to
the AS or the default route external to the AS.

Area Border
Router (ABR)

Router located on the border of one or more OSPF areas to connect those areas to the backbone
network.

Autonomous
System
Boundary
Router

(ASBR)

An ABR located between an OSPF autonomous system and a non-OSPF network.

The configuration steps to enable OSPF in a single area are as follows:

Step 1

Step 2

Step 3

Start OSPF with the command router ospf process ID. The process ID is locally
significant to the router.

Enable the interfaces with the network command. For example, to place the network
131.108.1.0 in area 1, the Cisco IOS command is network 131.108.1.0 0.0.0.255
area 1.

Identify area assignments.

63
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Step 4 (Optional) Assign the router ID with the router-id router-id Cisco IOS command
under the OSPF process.

NOTE The following is a list of reasons OSPF (link-state) is considered a better routing
protocol than RIPv1 (distance vector):

m OSPF has no hop count limitation. (RIP has a limit of 15 hops only.)
m OSPF understands VLSM and allows for summarization.
m OSPF uses multicasts (not broadcasts) to send updates.

m OSPF converges much faster than RIP because OSPF propagates changes immediately.
OSPF is faster because it sends the link update and then calculates the local routing table.
RIP calculates the local routing table and then sends an update.

m OSPF allows for load balancing with up to six equal-cost paths.
m OSPF has authentication available (RIPv2 does also, but RIPv1 does not).

m OSPF allows sophisticated tagging of external routes injected by other autonomous
systems.

m OSPF configuration, monitoring, and troubleshooting have a far greater Cisco 1OS tool
base than RIP.

Multiple OSPF Areas
An OSPF area is a logical grouping of routers and links by a network administrator. OSPF routers
in any area share the same topological view (also known as the OSPF or database) of the network.
OSPF is configured in multiple areas to reduce routing table sizes, which in return reduces the
topological database and CPU/memory requirements on a router.

Routing tables become very large even with just 50 routers. Cisco does not recommend the number
of routers per area. Recommended networking design, however, typically recommends no more
than 50 routers per area. The OSPF database is exchanged in full every 30 minutes, and if this
database is too large, every time this occurs, the amount of bandwidth used over the network
increases and can cause severe delays in sending user-based traffic because convergence times are
increased.

Area assignments allow OSPF designers to limit and confine changes. Additionally, a number of
predefined area types, outlined in Table 1-12, help to reduce the demand on routers.
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Area Type

Function

Stubby area

Does not accept LSA types 4 and 5, which are summary links and external
link advertisements, respectively. The only way to achieve a route to unknown
destinations is a default route injected by the ABR.

Totally stubby
area

Blocks LSA types 3, 4, and 5. Only a single type 3 LSA advertising the
default route is allowed. This solution is Cisco proprietary and is used to
further reduce a topological database.

Not-so-stubby
area
(NSSA)

Used primarily for connections to an ISP. This area is designed to allow type 7
LSAs only. All advertised routes can be flooded through the NSSA and an
ABR translates it into a type 5 LSA. Basically, a type 7 LSA (if the P bit is set
to 1) is converted to a type 5 LSA and flooded through the rest of the network.
The bit P is used to tell the NSSA ABR whether to translate type 7 into type 5.
If the P bit is set to 0, no translation takes place. Type 4 or 5 LSAs are not
permitted. This advertisement is not propagated to the rest of the network.
NSSAs typically provide a default route.

Table 1-13 defines the challenges across various media types, such as Frame Relay and broadcast

media.

Table 1-13 SPF over Various Media Types Using Cisco 10S Software

Method

Description

Point-to-point
nonbroadcast

Used typically for Frame Relay interfaces.

Point-to-point

The default mode for subinterfaces.

Point-to-multipoint

Used for multiple destinations.

Nonbroadcast

Nonbroadcast multiaccess (NBMA) mode.

Broadcast

Used in Ethernet and broadcast environments where the election of
DR/BDR takes place. To define the DR, use the Cisco IOS command
ip ospf priority priority-number. The priority-number is 1 to 255. The
highest priority will be to elect the DR.

Ethernet is an example of a broadcast medium for which OSPF will elect a DR to minimize the
number of OSPF updates. Each multiaccess OSPF network that has at least two attached routers
has a designated router elected by the OSPF Hello protocol. The DR reduces the number of
adjacencies required on a multiaccess network, which reduces the amount of routing protocol
traffic and the size of the topological database, especially when more than two routers are
deployed on this network segment. In a nonbroadcast multi-access (or NBMA) network, OSPF
elects both a DR and a BDR. NBMA simulates a broadcast model by electing a DR and a BDR.
There are two ways to simulate a broadcast model on an NBMA network: define the network type
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as broadcast with the ip ospf network broadcast interface subcommand or configure the neighbor
statements by using the router ospf command.

Virtual Links
All OSPF areas must be connected to the backbone area (Area 0). Figure 1-16 demonstrates a
topology where an area (Area 100) is not directly connected to the backbone.

Figure 1-16 OSPF Area Assignment

Virtual Link or New WAN circuit required

Router B

Router C

Router D
i & &5
Router F Router E
Area 0 Area 200 Area 100

or
Backbone

To ensure that Area 100 is reachable by the backbone, a virtual link can be configured over the
transit area (200), and IP connectivity will be maintained. Virtual links are typically used in a
transition phase (for example, when one company buys another and both companies use OSPF).
Another solution to the problem depicted in Figure 1-16 is to install a physical link between
Router C or Router D and the backbone core network.

OSPF Configuration Example
Figure 1-17 demonstrates a two-router topology and displays three OSPF areas, with Area 2
partitioned from the backbone, necessitating a virtual link.



Figure 1-17 Typical Cisco I0S OSPF topology

Virtual Link Required

131.108.255.0/30
Frame Relay

S 131.108.255.4/30'6
Frame Relay
Point-to-point
network 256
Kb for each PVC
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R1's Loopbacks in Area 0

Loopback0 131.108.2.1/24
Loopbackl 131.108.3.1/24
Loopback2 131.108.4.1/24
Loopback3 131.108.5.1/24
Loopback4 131.108.6.1/24
Loopback5 131.108.7.1/24

R2's Loopbacks in Area 1
Loopback0 131.108.9.1/24
Loopbackl 131.108.10.1/24
Loopback?2 131.108.11.1/24
Loopback3 131.108.12.1/24
Loopback4 131.108.13.1/24
Loopback5 131.108.14.1/24
Loopback6 131.108.15.1/24

Example 1-18 displays the full working configuration of R1.

Example 1-18 R1’s OSPF Configuration

1

hostname R1

enable password cisco
interface Loopback0

ip ospf network point-to-point
1

interface Loopbacki

ip ospf network point-to-point
1

interface Loopback2

ip ospf network point-to-point
1

ip address 131.108.2.1 255.255.255.0

ip address 131.108.3.1 255.255.255.0

ip address 131.108.4.1 255.255.255.0

continues
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Example 1-18 RI’s OSPF Configuration (Continued)

interface Loopback3
ip address 131.108.5.1 255.255.255.0
ip ospf network point-to-point
1
interface Loopback4
ip address 131.108.6.1 255.255.255.0
ip ospf network point-to-point
1
interface Loopback5
ip address 131.108.7.1 255.255.255.0
ip ospf network point-to-point
1
interface Ethernet0/0
ip address 131.108.1.1 255.255.255.0
!
interface Serialo/0
bandwidth 256
ip address 131.108.255.1 255.255.255.252
encapsulation frame-relay
ip ospf network point-to-point
1
interface Serial@/1
bandwidth 256
ip address 131.108.255.5 255.255.255.252
encapsulation frame-relay
ip ospf network point-to-point
1
router ospf 1
router-id 131.108.7.1
area 1 virtual-link 131.108.15.1
network 131.108.0.0 0.0.7.255 area 0
network 131.108.255.0 0.0.0.3 area 1
network 131.108.255.4 0.0.0.3 area 1
1

end

By default, loopback interfaces are stub hosts in OSPF and are advertised as 32-bit hosts. The
Cisco IOS command ip ospf network point-to-point advertises the loopback networks as /24
networks (in this case, you use the /24 subnet mask). The Frame Relay connection is configured
as point-to-point to ensure that no manual OSPF neighbor configuration is required to form OSPF
neighbors. The virtual link is configured across the transit area, 1, to the R2 router ID of
131.108.15.1.
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Example 1-19 displays R2’s full working configuration.

Example 1-19 R2’s OSPF Configuration

hostname R2

enable password cisco

interface Loopback0

ip address 131.108.9.1 255.255.255.0
ip ospf network point-to-point

1

interface Loopbacki

ip address 131.108.10.1 255.255.255.0
ip ospf network point-to-point

1

interface Loopback2

ip address 131.108.11.1 255.255.255.0
ip ospf network point-to-point

1

interface Loopback3

ip address 131.108.12.1 255.255.255.0
ip ospf network point-to-point

1

interface Loopback4

ip address 131.108.13.1 255.255.255.0
ip ospf network point-to-point

1

interface Loopback5

ip address 131.108.14.1 255.255.255.0
ip ospf network point-to-point

1

interface Loopback6

ip address 131.108.15.1 255.255.255.0
ip ospf network point-to-point

1

interface Ethernet0/o

ip address 131.108.8.1 255.255.255.0
half-duplex

!

interface Serialo/0

ip address 131.108.255.2 255.255.255.252
encapsulation frame-relay

ip ospf network point-to-point

interface Serial0o/1

ip address 131.108.255.6 255.255.255.252
encapsulation frame-relay

ip ospf network point-to-point

1

router ospf 1

continues
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Example 1-19 R2’s OSPF Configuration (Continued)

router-id 131.108.15.1

area 1 virtual-link 131.108.7.1
network 131.108.8.0 0.0.0.255 area 2
network 131.108.9.0 0.0.0.255 area 1

network 131.108.10.0 0.0.0.255 area 1
network 131.108.11.0 0.0.0.255 area 1
network 131.108.12.0 0.0.0.255 area 1
network 131.108.13.0 0.0.0.255 area 1
network 131.108.14.0 0.0.0.255 area 1
network 131.108.15.0 0.0.0.255 area 1

network 131.108.255.0 0.0.0.3 area 1
network 131.108.255.4 0.0.0.3 area 1
end

Example 1-20 displays the IP OSPF routing table on R1.

Example 1-20 show ip route ospf on R1

R1#show ip route ospf
131.108.0.0/16 is variably subnetted, 17 subnets, 2 masks

0 131.108.15.0/24 [110/391] via 131.108.255.6, 00:00:41, SerialQ/1
[110/391] via 131.108.255.2, 00:00:41, Serial®d/0

0 131.108.14.0/24 [110/391] via 131.108.255.6, 00:00:41, Serialo/1
[110/391] via 131.108.255.2, 00:00:41, Serial@/0

0 131.108.13.0/24 [110/391] via 131.108.255.6, 00:00:41, Serialo/1
[110/391] via 131.108.255.2, 00:00:41, Serial0/0

0 131.108.12.0/24 [110/391] via 131.108.255.6, 00:00:41, Serialo/1
[110/391] via 131.108.255.2, 00:00:41, Serial®d/0

0 131.108.11.0/24 [110/391] via 131.108.255.6, 00:00:41, Serialo/1
[110/391] via 131.108.255.2, 00:00:41, Serial0/0

0 131.108.10.0/24 [110/391] via 131.108.255.6, 00:00:41, Serialo/1
[110/391] via 131.108.255.2, 00:00:41, SerialQ/0

0 131.108.9.0/24 [110/391] via 131.108.255.6, 00:00:41, Serialo/1
[110/391] via 131.108.255.2, 00:00:42, Serial0/0

0 IA 131.108.8.0/24 [110/400] via 131.108.255.6, 00:00:42, Serialo/1
[110/400] via 131.108.255.2, 00:00:42, Serial0/0

R1’s routing table has the remote OSPF networks labeled as O IA because the network
131.108.8.0/24 is part of an area not directly attached to R1. Also, R1 is automatically load
balancing across the two paths because the cost metric is the same (391). The administrative
distance is 110 (the default).

NOTE The election of the designated router in networks such as Frame Relay is important,
and you must ensure that the hub or core network router is the elected DR so that the hub router
disseminates information to all spoke routers. To ensure that the hub is the DR, you can disable
the DR election process on edge routers with the Cisco IOS command ip ospf priority 0.




Routing Protocols 71

Border Gateway Protocol
BGP is an exterior routing protocol used widely on the Internet. It is commonly referred to as
BGP4 (version 4).

BGP4, defined in RFC 1771, allows you to create an IP network free of routing loops between
different autonomous systems. (As defined in Table 11-1, an autonomous system is a set of routers
under the same administrative control.)

BGP is called a path vector protocol because it carries a sequence of autonomous system numbers
that indicates the path taken to a remote network. This information is stored so that routing loops
can be avoided.

BGP uses TCP as its Layer 4 protocol (TCP port 179). No other routing protocol in use today relies
on TCP. This allows BGP to make sure that updates are sent reliably, leaving the routing protocol
to concentrate on gathering information about remote networks and ensuring a loop-free topology.

Routers configured for BGP are typically called BGP speakers, and any two BGP routers that form
a BGP TCP session are called BGP peers or BGP neighbors.

BGP peers initially exchange full BGP routing tables. After the exchange, only BGP updates are
sent between peers, ensuring that only useful data is sent unless a change occurs.

Four message types are used in BGP4 to ensure that peers are active and updates are sent:

m  Open messages—Used when establishing BGP peers
m  Keepalives—Sent periodically to ensure connections are still active or established

m  Update messages—Sent as a result of any changes that occur, such as a loss of network
availability

m  Notification—Used only to notify BGP peers of any receiving errors

Key BGP characteristics include the following:

m  BGP is a path vector protocol.

m  BGP uses TCP as the transport layer protocol.

m A full routing table is exchanged only during the initial BGP session.
m  Updates are sent over TCP port 179.

m  BGP sessions are maintained by keepalive messages.
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Any network changes result in update messages.
m  BGP has its own BGP table. Any network entry must reside in the BGP table first.

m  BGP has a complex array of metrics, such as next-hop address and origin, which are called
attributes.

m  BGP supports VLSM and summarization (sometimes called classless interdomain routing
[CIDR]).

BGP4’s ability to guarantee routing delivery (and the complexity of the routing decision process)
is the reason that BGP is widely used in large IP routing environments, such as the Internet. The
Internet consists of over 100,000 BGP network entries, and BGP is the only routing protocol
available today that can handle and manage such a large routing table. The Internet (120,000+
routes) would not be functional today if BGP were not the routing protocol in use.

Before covering some simple examples, the next section describes BGP attributes.

OSPF also provides an authentication mechanism, a clear-text form, and an MD35 authentication
type. MD5 authentication provides higher security than plain-text authentication. Like plain-text
authentication, passwords don’t have to be the same throughout an area, but they do need to be the
same between neighbors. MDS5 authentication uses a key ID that allows the router to reference
multiple passwords, making password migration easier and more secure. For more details, search
the keywords “OSPF authentication” at Cisco.com.

BGP Attributes

BGP has a number of complex attributes that determine a path to a remote network. The BGP
attributes allow a greater flexibility and complex routing decision process that ensures the path to
a remote network is taken , which is turn can be manipulated by the BGP designer.

The network designer can also manipulate these attributes. BGP, when supplied with multiple
paths to a remote network, always chooses a single path to a specific destination. (Load balancing
is possible with static routes.) BGP always propagates the best path to any peer.

BGP attributes are carried in update packets.

Table 1-14 describes the well-known and optional attributes used in BGP4.
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Table 1-14 Well-Known and Optional Attributes

Attribute

Description

Origin

Mandatory attribute that defines the source of the path, and can be any
of three different values:

IGP—Originating from interior of the AS.
EGP—Learned through an External Gateway Protocol.

Incomplete—The BGP route was discovered using redistribution or
static routers.

AS_Path

Describes the sequences of AS that the route has traversed to the
destination IP network.

Next Hop

Describes the next-hop address taken to a remote path, typically the
EBGP peer.

Local Preference

Indicates the preferred path to exit the AS. A higher Local Preference is
always preferred. This is local to the AS and exchanged between IBGP
peers only.

Multi-Exit Discriminator
(MED)

Informs BGP peers in other autonomous systems about which path to
take into the AS when multiple autonomous systems are connected. A
lower MED is always preferred.

Weight

Cisco-defined attribute that is used in local router selection. Weight is
not sent to other BGP peers, and a higher Weight value is always
preferred. Weight is locally significant to the router and specifies a
preferred path when more than one path exists. Cisco-only attribute.

Atomic Aggregate

Advises BGP routers that route aggregation has taken place. Not used
in route selection process.

Aggregator

The router ID responsible for aggregation; not used in the route
selection process.

Community

A transitive, optional attribute in the range O to 4,294,967,200 that
provides a way to group destinations in a certain community and apply
routing decisions (accept, prefer, redistribute, etc.) according to those
communities.

Originator ID

Prevents routing loops. This information is not used for route selection.
The Originator ID is generated by a route reflector, and the route
reflector must never send routing information back to the router
specified in the Originator ID.

Cluster-List

Used in a route-reflector’s environment. This information is not used
for route selection.
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There are two types of BGP sessions: internal BGP (IBGP) and external BGP (EBGP). IBGP is a
connection between two BGP speakers in the same autonomous system. EBGP is a connection
between two BGP speakers in different autonomous systems.

IBGP peers also make sure that routing loops cannot occur, by ensuring that any routes sent to
another autonomous system must be known via an interior routing protocol, such as OSPF, before
sending that information. That is, the routers must be synchronized. The benefit of this added rule
in IBGP TCP sessions is that information is not sent unless it is reachable, which reduces any
unnecessary traffic and saves bandwidth. Route reflectors in IBGP ensure that large, internal BGP
networks do not require a fully meshed topology. Route reflectors are not used in EBGP
connections. A BGP route reflector disseminates routing information to all route-reflector clients,
and ensures that BGP tables are sent and that a fully meshed IBGP need not be configured.

The BGP routing decision is quite complex and takes several attributes into account. The attributes
and process taken by a Cisco router running BGP4 are as follows:

1. If the next-hop address is reachable, consider it; if it is unreachable, ignore it.

2. Prefer the route with the highest weight (Cisco IOS routers only).

3. If the weight is the same, prefer the largest Local Preference attribute.

4. If the local preference is the same, prefer the route originated by this local router (routes
generated by network or redistribute commands).

5. Then, prefer the route with the shortest AS_Path.

6. If the AS_Path length is the same, prefer the route with the lowest origin type.
7. If the origin codes are the same, prefer the route with the lowest MED.

8. If the MED is the same, prefer EBGP over IBGP.

9. Then, prefer the path with the lowest IGP metric.

10. Finally, if all else is equal, prefer the path with the lowest BGP router ID.

Configuring BGP
To start the BGP process on a Cisco router requires the following command:

router bgp autonomous-system-number

To define networks to be advertised, apply the following command:

network network-number mask network-mask

You must be aware that the network commands is not used in the same way that you apply
network commands in OSPF or EIGRP. With BGP, the network command advertises networks
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that are originated from the router and should be advertised via BGP. For more Cisco I0S
examples of BGP, see Chapter 8, “CCIE Security Self-Study Lab.” The BGP network command
does not affect for which interfaces BGP is enabled. Also, BGP routes that originate from a BGP-
enabled device can include connected routes, static routes, and routes learned from a dynamic
routing protocol.

To identify peer routers, apply the following command:

neighbor {ip-address | peer-group name} remote-as autonomous-system-number

NOTE Route redistribution allows routing information discovered through one routing
protocol to be distributed in the update messages of another routing protocol. Whenever
redistribution is configured on Cisco routers, the routing metric must also be converted. For
example, with redistribution from a RIP domain into OSPF, the RIP network inserted into OSPF
requires an OSPF cost metric.

BGP neighbor authentication can be configured whenever routing updates are exchanged between
neighbor routers. This authentication ensures that a router receives reliable routing information
from a trusted source. BGP supports MD5 authentication only. If a firewall exists between two
neighboring BGP routers, the firewall cannot NAT the BGP router addresses because it breaks the
MDS5 hash. It is important to remember that BGP runs over TCP, with the well-known TCP port
number 179.

Integrated Services Digital Network

ISDN is a digital service that enables network users to send and receive data, voice, and video
transmissions over a network. ISDN offers a variety of link speeds, ranging from 64 kbps to 2.048
Mbps (including a signaling channel of 64 kbps). With the advent of DSL and cable, ISDN may
not be a viable network solution for anything other than a backup link, because of the expense
involved.

Basic Rate and Primary Rate Interfaces
ISDN can be supplied by a carrier in two main forms: Basic Rate Interface (BRI) and Primary Rate
Interface (PRI). An ISDN BRI consists of two 64-kbps services (B channels) and one 16-kbps
signaling channel (D channel). An ISDN PRI consists of 23 B or 30 B channels, depending on the
country. In North America and Japan, a PRI service consists of 23 B channels. In Europe and
Australia, a PRI service consists of 30 B channels. A signaling channel (or D channel) is used in
a PRI service and is a dedicated 64-kbps channel. The B channel sends data and the D channel
primarily controls signaling.
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NOTE The effective throughput of a PRI service with 23 channels is 1.472 Mbps (23 x 64
kbps). With 30 B channels, the effective throughput is 1.920 Mbps (30 x 64 kbps). The
International Telecommunications Union (ITU) defines the standards for ISDN. The specified
standard is ITU-T Q.921.

ISDN Framing and Frame Format

The ISDN physical layer provides the ability to send outbound traffic and receive inbound traffic
by transmitting binary bits over the physical media. The ISDN data link layer provides signaling,
which ensures that data is sent and received correctly. The signaling protocol used in ISDN is
called the Link Access Procedure on the D channel (LAPD).

ISDN Layer 2 Protocols

ISDN can use a number of Layer 2 encapsulation types. Point-to-Point Protocol (PPP) and High-
Level Data Link Control (HDLC) are the only methods tested in the qualification exam.

NOTE X.25 is not tested in the CCIE Security written exam.

High-Level Data Link Control

HDLC is a WAN protocol encapsulation method that allows point-to-point connections between
two remote sites. Typically, HDLC is used in a leased-line setup. HDLC is a connectionless
protocol that relies on upper layers to recover any frames that have encountered errors across a
WAN link. HDLC is the default encapsulation on Cisco serial interfaces.

Cisco routers use HDLC encapsulation, which is proprietary. Cisco added an address field in the
HDLC frame, which is not present in the HDLC standard. This field is used by Cisco devices to
indicate the type of payload (protocol). Cisco routers use the address field in an HDLC frame to
indicate a payload type, but other routers or manufacturers that implement the HDLC standard do
not use the Address Field. Hence, HDLC support between vendors is not supported. HDLC cannot
be used to connect a Cisco router with another vendor.

Figure 1-18 displays the HDLC frame format, which shares a common format with the PPP frame
format discussed in the next section. HDLC has no authentication mechanism.



Figure 1-18 HDLC Frame Format

Integrated Services Digital Network

Field Length
in Bytes
1 2 1 2 Variable 1 1
Flag Address Control Protocol Data FCS Flag
SAPI| C/IR | EA | TEI EA

SAPI - Service Access Point Identifier
C/R - Command/Response
EA - Extended Address

TEI - Terminal Endpoint Identifier (All 1s indicate a broadcast.)

Point-to-Point Protocol
PPP was designed to transport user information between two WAN devices (also referred to as
point-to-point links). PPP was designed as an improvement over the Serial Line Internet Protocol
(SLIP). When PPP encapsulation is configured on a Cisco WAN interface, the network
administrator can carry protocols such as IP and IPX, as well as many others. Cisco routers support
PPP over asynchronous lines, High-Speed Serial Interfaces (HSSIs), ISDN lines, and synchronous
serial ports. PPP has the added function of allowing authentication to take place before any end-
user data is sent across the link.

The following three phases occur in any PPP session:
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m  Link establishment—Link Control Protocol (LCP) packets are sent to configure and test the

link.

m  Authentication (optional)—After the link is established, authentication can ensure that link
security is maintained.

m  Network layers—In this phase, Network Control Protocol (NCP) packets determine which
protocols are used across the PPP link. An interesting aspect of PPP is that each protocol (IP,
IPX, and so on) supported in this phase is documented in a separate RFC that discusses how
it operates over PPP.

Figure 1-19 displays the PPP frame format, which is similar to the HDLC frame format in Figure 1-18.
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Figure 1-19 PPP Frame Format

Field Length
in Bytes
1 1 1 1 Variable 2o0r4
Flag |Address | Control | Protocol Data FCS
01111110|11111111

I I | | |

Address Identifies Frame
not used. Payload Check Sequence
Set to all 1s.

Link Control Protocol

LCP is used to establish, configure, and test the link between two devices, such as Cisco routers.
LCP provides the necessary negotiations between end devices to activate the link. After the link is
activated, but before data is flowing, the next phase of the PPP session, authentication (if
configured), can take place.

Authentication

PPP supports authentication through the Password Authentication Protocol (PAP) and Challenge
Handshake Authentication Protocol (CHAP), with CHAP providing a more secure method of
authentication. CHAP passwords are encrypted and safe from intruders because they are never
actually transmitted on the wire. This technique, known as shared secrets, means that both devices
know the secret (password), but they never talk about it directly. PAP passwords are sent in clear
text; they are clearly visible on the wire.

Network Control Protocol

PPP uses NCP packets to allow multiple network layer protocol types to transfer across WANs
from point to point. IP Control Protocol (IPCP) allows IP connectivity, and IPXCP allows IPX
connectivity. NCP establishes and configures the network layer protocol, such as IP.

Cisco I0S ISDN Commands
Cisco routers support ISDN. The commands most often used to enable data and voice
communications over ISDN are listed in Table 1-15.
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Table 1-15 ISDN Commands

Cisco I0S Command Description

isdn caller phone-number The number called by the router. The phone-number is the
remote router’s ISDN number.

Cisco I0S Command Description

isdn calling-number calling- The number of the device making the outgoing call; only one

number entry is allowed.

isdn switch-type ISDN service provider switch type.

isdn spid1 number number Some service providers use service profile identifiers (SPIDs)

to define the services subscribed to by the ISDN device that is
accessing the ISDN service provider. This is an optional
command.

NOTE Frame Relay is a Layer 2 protocol that provides connectionless delivery between
devices.

Frame Relay, although not listed in the official blueprint for the CCIE Security written exam,
has a few terms you should be aware of for the exam:

m Forward explicit congestion notification (FECN)—A bit set by a Frame Relay network
to inform DTE receiving the frame that congestion was experienced in the path from source
to destination. DTE receiving frames with the FECN bit set can request that higher-level
protocols take flow-control action, as appropriate.

m Backward explicit congestion notification (BECN)—A bit set by a Frame Relay network
in frames traveling in the opposite direction of frames encountering a congested path. DTE
receiving frames with the BECN bit set can request that higher-level protocols take flow-
control action, as appropriate. The ISP or WAN switches typically set FECN/BECN.

m Data-link connection identifier (DLCI)—A value that specifies a PVC or SVC in a Frame
Relay network. DLClISs are locally significant. Globally significant DLCIs are used for LMI
(Local Management Interface) communication between Frame Relay switches.

IP Multicast

This section briefly covers the IP multicast areas of interest for the CCIE written test.

The multicasting protocol was designed to reduce the high bandwidth requirements of
technologies, such as video on demand, to a single stream of information to more than one device.
Applications include electronic learning, company share meetings (video on demand), and
software distribution.

Multicasting transmits IP packets from a single source to multiple destinations. The network
device transmitting the multicast source copies single packets, which are sent to a subset of
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network devices. In IPv4, the Class D addresses ranging from 224.0.0.0 to 239.255.255.255 are
reserved for multicast. Routing protocols, for example, use multicasting to send Hello packets and
establish neighbor adjacencies.

Table 1-16 displays some common multicast addresses and their uses.

Table 1-16 Class D Multicast Address Examples

Multicast Address Use

224.0.0.1 All hosts on subnets
224.0.0.2 All multicast routers
224.0.0.5 All OSPF-enabled routers
224.0.0.6 All OSPF DR routers
224.0.0.9 All RIPv2-enabled routers
224.0.0.10 All EIGRP-enabled routers

TIP  The Class D addresses used in multicast traffic range from 224.0.0.0 to 239.255.255.255.

Asynchronous Communications and Access Devices

An asynchronous (async) communication is a digital signal that is transmitted without precise
clocking. The RS-232 session between a router and PC through the console connection is an
example of async communications. Such signals generally have different frequencies and phase
relationships. Asynchronous transmissions usually encapsulate individual characters in control
bits (called start and stop bits) that designate the beginning and the end of each character.

For example, the auxiliary port on Cisco routers can be used to connect a modem and allow out-
of-band (not via the network) management.

The Cisco AS5300 is an example of a device that supports both synchronous and async
communication, such as voice, digital, and modem-based traffic (via a Public Switched Telephone
Network [PSTN]).

The AS5300, or universal access server, is a versatile data communications platform that provides
the functions of an access server, router, and digital modem in a single modular chassis. The access
server is intended for ISPs, telecommunications carriers, and other service providers that offer
managed Internet connections. The AS5300 provides both digital (for example, ISDN) and analog
(dialup users using PSTN) access to users on a network.

Figure 1-20 displays a typical scenario where clients, such as Internet dialup users with ISDN and
analog phone lines (PSTN), can connect to the Internet using PPP.
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Clients are supplied one number to call, and the AS5300 makes intelligent decisions based on the
incoming call type, whether it be digital (ISDN) or analog (PSTN).

Figure 1-20 AS5300 Typical Design Scenario

AS11.11.1/24 |  AS21.1.1.2/24 |  AS311.13/24 |  AS41.1.1.4/24 |

7 ~ 7 ~

& & o o

ASI SGBP configuration
Hostname ASI

]

username CCIE password CCIE
sgbp group CCIE

sgbp member AS2 1.1.1.2
sgbp member AS3 1.1.1.3
sgbp member AS41.1.1.4

ISDN/PSTN
calls come in using
PPP encapsullation.

ISDN Call ISDN Call PSTN Call PSTN Call

Users, such as clients with ISDN, call the dedicated number supplied by the ISP. The four
AS5300s in Figure 1-20 can also share the load of incoming calls using the Stack Group Bidding
Protocol (SGBP), which is used when multiple PPP, or multilink PPP (MPPP), sessions are in use.
When SGBP is configured on each Cisco AS5300, each access server sends a query to each stack
group member. A stack group member is a router running SGBP.

Each router participating in SGBP then bids for the right to terminate the call. The router with an
existing PPP session, for example, will win the bid; this allows the best bandwidth allocation to

the end client, as both PPP sessions are terminated on the same router. If the PPP call is the first

session to be terminated on the AS5300, the AS5300 with the lowest CPU usage will have a higher
probability of terminating the call. Example 1-21 displays a typical Cisco IOS configuration when
SGBP is enabled on the four AS5300 routers in Figure 1-20.
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Example 1-21  SGBP Configuration Example

Hostname AS1

!

username CCIE password CCIE
sgbp group CCIE

sgbp member AS2 1.1.1.2
sgbp member AS3 1.1.1.3
sgbp member AS4 1.1.1.4

The following list explains the Cisco IOS commands used in Example 1-21.

m username CCIE password CCIE—Defines the username and password used to authenticate
SGBP members. If the password is wrong, an error such as the following is presented on the
console:

%SGBP -1 -AUTHFAILED: Member [chars] failed authentication

m  sgbp group CCIE—Defines a named stack group and makes this router a member of that
stack group. Use the sgbp group command in global configuration mode. To remove the
definition, use the no form of this command.

m  sgbp member ip-address—Specifies the host name and IP address of a router or access server
that is a peer member of a stack group. Use the sgbp member command in global
configuration mode.

Telephony Best Practices

IP networks are a prime target for intruders and hackers. Traditionally, voice networks were secure
because the PBXs in place did not have any IP connectivity. In today’s Voice over IP (VoIP)
telephony-based networks, every IP phone contains a routable IP address and thus is a prime
target. For example, a hacker could program the Cisco Call Manager (CCM) to make every IP
phone call the number 911 (or 000, depending on what part of the world you are in). If you do not
secure the voice networks from attacks like these, then not only is your IP data network a potential
target, but so is your VoIP network. It must also be stressed that legacy phone networks are subject-
ed to toll fraud very easily. Having said that, VoIP also is subject to loss of privacy, loss of integrity,
impersonation, and denial of service. Latest hardware releases by Cisco and the Integrated
Services Routers (ISR) platforms have addressed these issues somewhat with new Cisco I0S
Software.

This section covers some of the core recommendations made by the “SAFE: IP Telephony
Security in Depth” white paper, which can be viewed at http://www.cisco.com/en/US/netsol/
ns340/ns394/ns171/ns128/networking_solutions_white_paper09186a00801b7a50.shtml. The
CCIE Security written exam covers this subject only very lightly; in fact, the lab portion of the
exam does not even test VoIP best practices as of this writing. This section ensures that you
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understand the details that are required for the written exam, knowledge of which will also help
you in the real world.

Establishing the identity of every IP phone is the key to VoIP security. The handset identifies itself
with the CCM via the MAC address. If auto registration is enabled on the CCM, then any rogue
IP phone can be installed and operated. Thus, you should disable auto registration or place the
phone in a partition whereby only local internal calls can be made, for instance. You should also
disable the switched port to the PC until the phone is correctly identified and reregistered with the
correct access rights, such as a calling search space (CSS).

A CSS comprises an ordered list of route partitions (logical groupings of directory numbers and
route patterns, not to be confused with IP routing) that is typically assigned to devices such as IP
phones. CSSs determine the partitions where calling devices search when they are attempting to
complete a call. If an intruder places a rogue device in an incorrect partition, then that intruder
could potentially call any number around the globe and discover the IP subnet the phone is
allocated, the CCM, the DHCP server, the TFTP server, and so forth. The intruder can simply press
the Settings button on the phone and select Network Configuration to view the IP address of these
core devices, such as the CCM’s IP address. This information can then be used to attach to the
main component of a VoIP network—the CCM(s).

A common best practice is to disable all unused network ports in a switched Layer 2 environment;
this prevents deployment of any rogue IP phones. You could also consider statically defining IP
addresses so that DHCP does not allocate a valid routable IP address in your network to rogue IP
phones. You can secure the network by placing phones in a voice VLAN (isolated, that is) and
permitting only that particular VLAN access to the CCM and associated servers and ports. In this
way, you can enable DHCP for IP phones.

This leads to the best practice of all—securing the network where the CCMs reside. The call
processing of VoIP networks means that the RTP stream is vital and can be hijacked by potential
intruders. Call gateways and CCMs are the most vulnerable devices in your network. Hence, Cisco
advises that you use network intrusion detection systems, along with well-defined access lists, to
ensure that the core devices in your VoIP are secure.

The “SAFE: IP Telephony Security in Depth” white paper recommends the following for all VoIP
installations:

m  Use host-based virus checking. This is common antivirus software.
m  Use a host-based IDS (HIDS). Cisco Security Agent network shimmy needs to be installed.

m  Use network-based intrusion detection systems (NIDSs).
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m  Prevent toll fraud by not allowing unregistered phones to register. Typically, implementations
leave auto registration in place although unregistered phones are placed in a partition. This
partition can be configured to permit only internal calls, for example, thus preventing toll
fraud.

m  Prevent denial of service (DoS) attacks by using separate voice and data networks.
m  Use access lists to prevent unauthorized access.

Table 1-17 defines the common TCP and UDP ports used in an IP telephony environment when
deploying access list security.

Table 1-17 Common TCP/UDP Ports in VolIP

Application Protocol Port(s)
DHCP UDP 67/68

HTTP TCP 80

RTP UDP 16384-32767
TAPI/JITAPI (Softphone if present) TCP 2748

Cisco Softphone Directory Lookup TCP 389/8404
Cisco skinny TCP 2000

HIDS management TCP 5000
Directory access (DCD) TCP 8404

IDSs can be easily deployed in chassis-based switches, making their integration fairly easy, as
discussed in Chapter 5, “Operating Systems and Cisco Security Applications.”

Other common best practices include securing Internet Information Server (IIS) on the CCMs,
disabling Windows services, locking down SQL, and using IPS and virus protection on CCMs.

Cisco has recently released IP wireless phones. Any network that has VoIP installed must secure
the wireless networks as well, as the following section discusses.

Wireless Best Practices

Cisco Architecture for Voice, Video and Integrated Data (AV VID) also contains details on best
practices for wireless networks. As wireless networks grow around the globe, Cisco intends to
ensure that you can connect wherever you are, 24 hours a day, thereby boosting your connectivity
to the workplace. This means, of course, that connectivity is required in areas where there are no
cables, such as cafés, airplanes, street corners, and hotel lobbies.
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Wireless networks have become one of the most interesting targets for hackers. Wireless
technology deployment is growing at a rapid rate, and sometimes without consideration of all
security aspects. This rapid deployment is due, in part, to the low cost of the devices, ease of
deployment, and the large productivity gains. Because WLAN devices ship with all security
features disabled, increasingly, WLAN deployments have attracted the attention of the hacker
community. Several websites document freely available wireless connections throughout the
United States.

Although most hackers are using these connections as a means to get free Internet access, a smaller
group, using more sophisticated tools to capture data, modify data, capture passwords, or to hide
their identity, sees this situation as an opportunity to break into networks that otherwise might have
been difficult to attack from the Internet. Unlike a wired network (Ethernet for example), a WLAN
sends data over the air and may be accessible outside the physical boundary of an organization.
Power settings should be used, for example, to ensure that only the secure building floors have
coverage and not café shops on the ground level.

When WLAN data is not encrypted, the packets can be viewed by anyone within radio frequency
range. For example, a person with a Linux laptop, a WLAN adapter, and a program such as
TCPDUMP can receive, view, and store all packets circulating on a given WLAN.

Vendors are constantly updating and providing new mechanisms to thwart hackers, such as with
protocols like the following:

m  Extensible Authentication Protocol (EAP)—Provides enhanced functionality by allowing
wireless client adapters, which may support different authentication types, to communicate
with different back-end servers such as RADIUS

m Lightweight Extensible Authentication Protocol (LEAP)—The Cisco implementation of
EAP, based on the IEEE 802.1x authentication framework

To support all popular operating systems, Cisco designed and implemented LEAP on Cisco
Aironet WLAN products and solutions. Microsoft’s latest operating system, Windows XP,
provides support for 802.1x (specifically EAP-TLS and EAP MDS). Thus, a variety of EAP
authentication protocols can be used to authenticate users in today’s WLAN networks.

The Cisco AVVID WLAN solution is a fundamental element of the Cisco AVVID network
infrastructure. This means that there are few or no cables. What is still required, of course, is
network security. This section covers the main methods used to ensure that wireless networks are
secure when they are implemented and designed and that common best practices are used in
today’s wireless LANSs. The need for security must also be balanced with users’ need for
maximum flexibility when accessing a corporate or public network.
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This section also ensures that you have all the information that you need to answer the questions
that may appear on the CCIE Security written exam.

The IEEE has defined a number of wireless standards, the most important of which are the
following:

m  802.11a—Standard for the 5.0-GHz UNI band (22 Mbps)
m  802.11b—Standard for the 2.4-GHz UNI band (11 Mbps)
m  802.11g—Standard for higher speeds (54 Mbps)

Cisco has implemented the following wireless LAN security features in its access points and
bridges:

m  Dynamic or static Wired Equivalent Privacy (WEP) key management.
m  802.1x user authentication, which is covered in Chapter 4, “Security Protocols.”

m  Enhancement beyond the IEEE recommendations, such as dynamic WEP keys to prevent
WEP spoofing. Other enhancements include Message Integrity Check (MIC) and the
Temporal Key Integrity Protocol (TKIP), also covered in Chapter 4.

m  Wi-Fi Protected Access (WPA) support.

NOTE For more details on Cisco wireless enhancements, visit http://www.cisco.com/en/US/
products/hw/wireless/ps5279/prod_bulletin09186a00802134a9.html.

WEP is an 802.11 standard that describes the communication that occurs in wireless LANs.

The WEP algorithm is used to protect wireless communications from eavesdropping. A secondary
function of WEP is to prevent unauthorized access to a wireless network; this function is not an

explicit goal in the 802.11 standard, but it is frequently considered to be a feature of WEP. WEP
uses the RC4 encryption algorithm, which is known as a stream cipher.

There are some very common best practices that you should consider when deploying wireless
networks:

m  Use dynamic, per-user, per-session key enhancements to mitigate a variety of passive attacks.
Enhancements detect and drop packets that have been (maliciously) modified in transit.

m  Deploy authentication between the client and user. This may connect to a RADIUS server or,
for example, may need to authenticate through a firewall. The authentication is still only
between the client and the access point.
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m  Use rekeying policies that can be centrally configured by external servers such as an AAA
server. This allows the secret key rotation to occur transparently to end users. Customers can
also configure broadcast key rotation policies at the access points.

m  Keep accounting records. Every time a wireless client associates with an access point or
disassociates from an access point, a record should be kept for auditing purposes.

m  Use TKIP to defend against an attack on WEP in which the intruder uses an unencrypted
segment called the initialization vector (IV) in encrypted packets to calculate the WEP key.
TKIP removes the predictability that an intruder relies on to determine the WEP key by
exploiting I'Vs. TKIP protects both unicast and broadcast WEP keys. TKIP still requires the
WEP key to be changed every 16.7 million packets.

m  Use MIC to prevent attacks on encrypted packets, called bit-flip attacks. During a bit-flip
attack, an intruder intercepts an encrypted message, alters it slightly, and retransmits it, and
the receiver accepts the retransmitted message as legitimate. MIC, implemented on both the
access point and all associated client devices, adds a few bytes to each packet to make the
packets tamper proof.

m  Use EAP authentication, which provides dynamic unicast WEP keys for client devices but
uses static broadcast keys. With broadcast WEP key rotation enabled, the bridge provides a
dynamic broadcast WEP key and changes it at the interval you select. Broadcast key rotation
should be used with TKIP. If the wireless clients do not support TKIP, using broadcast key
rotation just means that the client keys get hacked first.

Intruders typically use a number of tools, freely available on the Internet, to sniff out the airwaves
for access points. Thus, it is vital that you make sure every wireless access point in your network
has the most secure features enabled. Some common tools include:

m  MAC address auditing—A device is placed on the network and pings a number of local
devices and caches the MAC. The intruder can then, for example, configure their NIC to
receive packets for devices acting as the gateway and thereby redirect them to the wrong
location.

m  Sniffers—By using a simple network monitor, of which many are available on the Internet,
such as Ethereal, an intruder can sniff packets over the airwaves by using any wireless adapter.

m  Operating system imperfections—By using the fingerprint of Windows and Cisco 10S,
intruders can discover weaknesses in the code to develop tools to bypass internal security.
Recent reports of code thefts from Cisco and Microsoft have further heightened this flaw.
Examples of tools freely available on the Internet include Airsnort, Asleap, and Network
Stumbler.
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m  Disable SSID broadcast—Not allowing the SSID to broadcast protects against someone
gaining unauthorized association. Although the SSID is not for security, it is a simple means
of access control.

This section discussed in brief some of the main points you should consider when designing a
wireless network. Simple practices such as dynamic key management, deploying authentication
between a client and access point, and enabling 802.1X authentication encompass the crucial
wireless best practices.

There are more wireless security features available to administrators:

m  Using access control between wired and wireless networks

m  Suppressing broadcast SSIDs

m  Deploying multiple VLANS across various wireless networks

m  Providing firewall protection between wired and wireless networks

802.11 networks are insecure, and only careful design and monitoring will ensure that your IP
network is not compromised. Prevention and detection are the keys to a safe wireless network.

Prevention is best designed with these points in mind:
m  Corporate policy

m  Physical security

m  Supported WLAN infrastructure

m  802.1x port-based security on edge switches

Detection is best designed with these practices in mind:

m  Using wireless analyzers or sniffers
m  Using scripted tools on the wired infrastructure
m  Physically observing WLAN access point placement and usage

m  Implementing various levels of VLAN support for various levels of wireless access—for
example, ensuring that users who are permitted only Internet access are not placed on
corporate LAN-based networks

For more details on common best practices in wireless technologies, refer to the “SAFE: Wireless
LAN Security in Depth — version 2” white paper:

http://www.cisco.com/en/US/netsol/ns340/ns394/ns171/ns128/
networking_solutions_white_paper09186a008009¢c8b3.shtml



Foundation Summary 89

Foundation Summary

The “Foundation Summary” is a condensed collection of material for a convenient review of this
chapter’s key concepts. If you are already comfortable with the topics in this chapter and decided
to skip most of the “Foundation Topics” material, the “Foundation Summary” will help you recall
a few details. If you just read the “Foundation Topics” section, this review should help further

solidify some key facts. If you are doing your final preparation before the exam, the “Foundation
Summary” offers a convenient and quick final review.

Table 1-18  OSI Model

OSI Name and
Layer Number

Description

Application layer
(Layer 7)

The application layer is closest to the end user, which means that the application is being
accessed by the end user. This layer’s major function is to provide services to end users.
Examples of application layer services include the following:

* File Transfer Protocol
* Telnet

* Ping

» Trace route

* SMTP

¢ Mail clients

Presentation layer
(Layer 6)

The presentation layer handles data formats and code formatting. This layer’s functions are
normally transparent to the end user because it takes care of code formats and presents
them to the application layer, where the end user can examine the data. Examples of
presentation layer protocols include the following:

* GIF

* JPEG
* ASCII
* MPEG
» TIFF
» MIDI
« HTML

continues
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Table 1-18 OSI Model (Continued)

OSI Name and
Layer Number

Description

Session layer
(Layer 5)

The session layer performs several major functions, including managing sessions between
devices and establishing and maintaining sessions. Examples of session layer protocols
include the following:

¢ Database SQL
¢ NetBIOS Name Queries
e« H.323

Transport layer
(Layer 4)

The transport layer is responsible for segmenting upper-layer applications and establishing
end-to-end connections between devices. Other transport layer functions include providing
data reliability and error-free delivery mechanisms. Information being processed at this
layer is processed in what are commonly known as segments. Examples of transport layer
protocols include Transmission Control Protocol (TCP) and User Datagram Protocol
(UDP). Voice RTP resides here also.

Network layer
(Layer 3)

The network layer determines the best path to a destination. Device addressing, packet
fragmentation, and routing all occur at the network layer. Information at this layer is
processed in what are commonly known as packets. Examples of network layer protocols
include the following:

¢ Internet Protocol (IP)
* Open Shortest Path First (OSPF)
* Cisco Enhanced Interior Gateway Routing Protocol (EIGRP)

Data link layer
(Layer 2)

The data link layer focuses on getting data reliably across any particular kind of link. Flow
control and error notifications are other data link layer functions. The data link layer applies
to all access methods, whether they are LAN or WAN methods. Information being
processed at this layer is processed in what are commonly known as frames. Examples of
correct frame types include the following:

» ISDN

* SDLC
 HDLC

* PPP

* Frame Relay

* Bridge protocol data units (spanning tree)
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Table 1-18 OSI Model (Continued)

OSI Name and
Layer Number

Description

Physical layer
(Layer 1)

The physical layer consists of standards that describe bit ordering, bit transmission rates,
connector types, and electrical and other specifications. Information at Layer 1 is
transmitted in binary (1s and Os; for example, the letter A is transmitted as 00001010).
Examples of physical layer standards include the following:

* RS-232

° V.24

* V35

* RJ-45

* RJ-12

* 10BASE-T

* 100BASE-T

* 1000BASE-T

* Gigabit Ethernet

Table 1-19 Ethernet Media Formats

Media Type Characteristics

10BASES* ¢ Maximum length: 500 m

e Maximum stations: 1024
* Speed: 10 Mbps

¢ Minimum distance between devices: 2.5 m

10BASE2 ¢ Maximum length: 185 m, using RG58 cable types and T connectors on all

end stations
* Minimum distance between devices: 0.5 m
* Maximum devices per 185 m segment: 30 stations
* Speed: 10 Mbps

10BASE-T * Based on UTP cabling

* Up to 100 m; better-category cables longer

* One device per cable; typically, only one device per segment with hubs or
switches connecting all devices together

* Speed: 10 Mbps
¢ Physical topology: star
* Logical topology: bus

continues
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Table 1-19 Ethernet Media Formats (Continued)

Media Type Characteristics

100BASE-T ¢ Same characteristics as I0BASE-T but operates faster, at 100 Mbps
¢ Can be fiber, as well (100BASE-FX); defined in IEEE 802.3U
 Physical topology: star
* Logical topology: bus

1000 GE * Gigabit Ethernet operating at 1000 Mbps

Can run over fiber or UTP; frame formats and CSMA/CD identical to
Ethernet standards

Physical topology: star
Logical topology: bus

*The word BASE refers to baseband signaling, which uses a single channel, as opposed to broadband, which uses
multiple frequency channels.

m  All ports part of FEC must be set to the same speed.

m  All ports must belong to the same VLAN.

m  Duplex must be the same (half or full), not a mixture.

m  Up to eight ports can be bundled together.

m  To set FEC on a switch, the CatOS syntax is set port channel.

m  To set Fast EtherChannel on a router, the Cisco I0S syntax is channel-group under the Fast

Ethernet interface.

Table 1-20 The States of Spanning Tree

Bridge Port State | Description

Disabled The port is not participating in spanning tree and is not active.

Listening The port has received data from the interface and will listen for frames. In
this state, the bridge only receives data; it does not forward any frames to
the interface or to other ports.

Learning The bridge still discards incoming frames. The source address associated
with the port is added to the CAM table. BPDU are sent and received.

Forwarding The port is fully operational; frames are sent and received.

Blocking The port has been through the learning and listening states, and because
this particular port is a dual path to the root bridge, the port is blocked to
maintain a loop-free topology.
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Table 1-21 Class A, B, C, D, and E Ranges*

Class of Address Starting Bit Pattern Range Default Subnet Mask
Class A OXXXXXXX 1-126, 127** | 255.0.0.0

Class B 10XXXXXX 128-191 255.255.0.0

Class C 110xxxXX 192-223 255.255.255.0

Class D 1110xxxx 224-239 Not officially defined
Class E 1111xxxx 240-255 Reserved

*Only Class A, B, and C have predefined default subnet masks.
*#%127.0.0.0 is reserved for loopback purposes. Other reserved addresses for private use as defined by RFC 1918 are
as follows:

10.0.0.0-10.255.255.255
172.16.0.0-172.31.255.255
192.168.0.0-192.168.255.255

Table 1-22 Routing Protocol Classifications

Table 1-23

Routing Protocol Class

IGRP Distance vector (classful)

EIGRP Hybrid (classless)

OSPF Link-state (classless)

RIPv1 Distance vector (classful)

RIPv2 Distance vector (classless)

BGP Path vector (classless)
TCP Flags Summary

Flag Description

URG (U) | Urgent—Informs the other station that urgent data is being carried. The receiver will
decide what to do with the data.

ACK (A) | Acknowledge—Indicates that the packet is an acknowledgment of received data, and
the acknowledgment number is valid.

PSH (P) Push—Informs the end station to send data to the application layer immediately.

RST (R) Reset—Resets an existing connection.

SYN (S) Synchronize—Initiates a connection.

FIN Finished—Indicates that the sender is finished sending data and terminates the session.
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Table 1-24 TCP/IP Common Applications

Application

Description

Address Resolution Protocol (ARP)

Maps an IP address to a MAC address.

Reverse Address Resolution Protocol (RARP)

Determines a host’s IP address when the MAC
address is known.

Dynamic Host Configuration Protocol
(DHCP)

Dynamically provides IP addresses to TCP/IP
hosts, subnet masks, and gateway addressing.
Many other IP options can be assigned, as well.

Hot Standby Router Protocol (HSRP)

Redundancy gateway protocol, Cisco proprietary.

Internet Control Message Protocol (ICMP)

A network layer (Layer 3) Internet protocol that
reports errors and provides other information
relevant to IP packet processing. ICMP is fully
documented in RFC 792.

Telnet

TCP/IP application layer protocol that enables
remote management of TCP/IP hosts, such as
routers or switches.

File Transfer Protocol (FTP)

TCP/IP application layer protocol that enables file
transfer between TCP/IP hosts using a TCP,
connection-orientated protocol.

Trivial File Transfer Protocol (TFTP)

TCP/IP application layer protocol that enables file
transfers between TCP/IP hosts using a UDP,
connectionless protocol.
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Table 1-25 Default Administrative Distances

Route Source Default Administrative Distance
Connected interface 0
Static route 1
EIGRP summary route 5
External BGP 20
Internal EIGRP 90
IGRP 100
OSPF 110
IS-IS 115
RIP 120
EGP 140
EIGRP external route 170
Internal BGP 200
Unknown 255

Table 1-26  Common TCP/UDP Ports in VolIP

Application Protocol Port(s)
DHCP UDP 67/68

HTTP TCP 80

RTP UDP 16384-32767
TAPI/JITAPI (Softphone if present) TCP 2748

Cisco Softphone Directory Lookup TCP 389/8404
Cisco skinny TCP 2000

HIDS management TCP 5000
Directory access (DCD) TCP 8404

Wireless Best Practices

m  Deploy authentication between the client and access point.
m  Keep accounting records.

m  Secret key rotation to occur transparently to end users.
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Q&A

The Q & A questions are designed to help you assess your readiness for the topics covered on the
CCIE Security written exam and those topics presented in this chapter. This format should help
you assess your retention of the material. A strong understanding of the answers to these questions
will help you on the CCIE Security written exam. You can also look over the questions at the
beginning of the chapter again for further review. As an additional study aid, use the CD-ROM
provided with this book to take simulated exams, which draw from a database of over 500
multiple-choice questions.

Answers to these questions can be found in Appendix A, “Answers to Quiz Questions.”

1.

o o &> W

10.

11.

12.
13.
14.
15.

What are the seven layers of the OSI model?

What layer of the OSI model is responsible for ensuring that IP packets are routed from one
location to another?

What mechanism is used in Ethernet to guarantee packet delivery over the wire?

Name two physical characteristics of IOBASE-T?

What Catalyst command displays the bridging or CAM table on a Cisco 3550 series switch?
What are the possible states of spanning tree?

Fast EtherChannel (FEC) allows what to occur between Cisco Catalyst switches?

Does an IP packet include a known and common field that guarantees data delivery? If so,
what is this field.

Name some examples of connection-orientated protocols used in TCP/IP networks.

Given the address 131.108.1.56/24, what are the subnet and broadcast addresses? How many
hosts can reside on this network?

How many hosts can reside when the subnet mask applied to the network 131.108.1.0 is
255.255.255.128 (or 131.108.1.0/25)?

Name five routing protocols that support VLSM.
What is the destination port number used in a Telnet session?
What TCP/IP services are common in today’s large IP networks?

What Cisco IOS command displays the IP ARP table on a Cisco 10S router?



16.

17.
18.

19.

20.
21.
22.
23.
24.
25.
26.

27.

28.

20.
30.
31.
32.
33.
34.
35.
36.
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Cisco IOS routers use what mechanism to determine the routing selection policy for remote
networks if more than one routing protocol is running?

What is the administrative distance for OSPF, RIP, and external EIGRP?

Name five characteristics of distance vector routing protocols and provide two examples of
routing protocols classified as distance vector.

IP RIP runs over what protocol and port number when sending packets to neighboring
routers?

How many networks can be contained in an IP RIP update?

Specify three main differences between RIPv1 and RIPv2.

What is an EIGRP feasible successor?

What is the metric used by OSPF?

If OSPF is configured for one area, what area assignment should be used?
What LSA types are not sent in a total stubby area?

What Cisco IOS command disables an interface from participating in the election of an OSPF
DR/BDR router?

On an Ethernet broadcast network, a DR suddenly reboots. When the router recovers and
discovers neighboring OSPF routers, will it be the designated router once more?

What Layer 4 protocol does BGP use to guarantee routing updates, and what destination port
number is used?

What are ISDN BRI and PRI?

What are the three phases that occur in any PPP session?

Define what BECN and FECN mean in a Frame Relay network?

Frame Relay DLCI values are used for what purpose?

What is the IP address range used in IP multicast networks?

What type of network environment typically uses an AS5300?

What is the best method you can easily deploy to protect CCMs from unauthorized access?

What is WEP? Is WEP inherently secure or insecure?
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Scenario

Scenario: Routing IP on Cisco Routers

Figure 1-21 displays a network with one Cisco router and two directly attached Ethernet
interfaces. Use Figure 1-21 to answer the following questions.

Figure 1-21 Scenario Diagram

EO IP address 1.1.1.100 E1l IP address 2.1.1.100
MAC address 3333.3333.3333 MAC address 4444.4444.4444
R1
&
Ethernet 0 ‘ ‘ Ethernet 1

\ \
2 2

IP address 1.1.1.1 IP address 2.1.1.1
MAC address 1111.1111.1111 MAC address 2222.2222.2222

1. InFigure 1-21, PCI cannot communicate with PC2. What is the likely cause of the problem,
assuming that the router is configured correctly?

a. Router R1 requires a routing protocol to route packets from EthernetO to Ethernetl.
b. There is a problem with the IP address configuration on Router R1.

c. The gateway address on PC1 is wrong.

d. The gateway address on the router is wrong.

2. InFigure 1-21, what will be the ping response display when an exec user on Router R1 pings
PC1’s IP address for the first time? Assume that all configurations are correct.
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What Cisco IOS command was used to display the following output taken from Router R1?

Protocol Address

Internet 1.1.1.100
Internet 2.1.1
Internet 1.1.1.
Internet 2.1.1

a. show ip arpa
b. show ip arp
c. show interface ethernetQ

d. show interface ethernetl

Age (min)

10
10

Hardware Addr
333.3333.3333
4444 .4444 .4444
111111111111
2222,2222.2222

Type
ARPA
ARPA
ARPA
ARPA

Interface
Etherneto
Ethernet1
Ethernet0
Ethernet1
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Scenario Answers

Scenario Solutions
1. c. Cisco IOS routers will route between directly connected interfaces and, because PC1
cannot ping PC2 on another subnet, the PC1 gateway address must not be configured
correctly.
2. d. The first request will fail because of the ARP broadcast. The four subsequent pings will
reply successfully. (There are five in total: one for an ARP request and four successful
replies.)

3. b. show ip arp displays the correct ARP address table for the devices in Figure 1-21.
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m  Domain Name System (DNS)

m  Trivial File Transfer Protocol (TFTP)

m  File Transfer Protocol (FTP)

m  Hypertext Transfer Protocol (HTTP)

m Secure Sockets Layer (SSL)

m  Simple Mail Transfer Protocol (SMTP)
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CHAPTER 2

Application Protocols

This chapter covers some of today’s most widely used application protocols.

This chapter covers the following topics:

Domain Name System (DNS)—Topics in this section include how DNS is configured on
Cisco routers and what port numbers are used when delivered across an IP network.

Trivial File Transfer Protocol (TFTP)—This section covers the common uses of TFTP,
particularly on Cisco IOS—enabled routers. The process used to copy files to and from a
TFTP server is described.

File Transfer Protocol (FTP)—This section covers FTP and the advanced mechanisms
used in this connection-orientated protocol to ensure data delivery.

Other application topics—Sections are included for Hypertext Transfer Protocol (HTTP),
Secure Sockets Layer (SSL), Simple Network Management Protocol (SNMP), Simple Mail
Transfer Protocol (SMTP), Network Time Protocol (NTP), Secure Shell (SSH),
Lightweight Directory Access Protocol, and Active Directory. These sections cover some
common configurations and Cisco IOS commands on Cisco routers that enable these
applications. Cisco implementation of SSH in IOS and RDEP will also be covered.

NOTE SNMP, although not listed officially as an exam topic on Cisco.com, is a possible

topic in the written examination.

“Do | Know This Already?”” Quiz

The purpose of this assessment quiz is to help you determine how to spend your limited study
time.

If you can answer most or all of these questions, you might want to skim the “Foundation

Topics” section and return to it later, as necessary. Review the “Foundation Summary” section
and answer the questions at the end of the chapter to ensure that you have a strong grasp of the
material covered.
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If you already intend to read the entire chapter, you do not necessarily need to answer these
questions now. If you find these assessment questions difficult, read through the entire
“Foundation Topics” section and review it until you feel comfortable with your ability to answer
all of these questions and the “Q & A” questions at the end of the chapter.

Answers to these questions can be found in Appendix A, “Answers to Quiz Questions.”

1. RFC 1700 defines what well-known ports for DNS?

a.
b.
c.
d.

e.

TCP port 21
TCP port 23
UDP port 21
UDP port 53
TCP/UDP port 53

2. What supplies DNS security?

a.

b.

d.

e.

A default username/password pairing
A TFTP directory

A filename

A domain name

None of these

3. What Cisco IOS command will stop a Cisco router from querying a DNS server when an
invalid Cisco IOS command is entered at the EXEC or PRIV prompt?

a.
b.
c.

d.

no ip domain-lookup
no ip dns-lookup
no ip dns-queries

no €xec

4.  What does the following Cisco IOS global configuration mode line accomplish?

ip host SimonisaCCIE 131.108.1.1 131.108.1.2
Defines the router name as SimonisaCCIE

Defines a local host name, SimonisaCCIE, mapped to IP addresses 131.108.1.1 and
131.108.1.2

Configures the Cisco IOS router for remote routing entries 131.108.1.1 and 131.108.1.2
Nothing, because it is not a valid Cisco IOS command

Configures the local routers with the IP address 131.108.1.1 and 131.108.1.2 on bootup
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5. TFTP uses what predefined UDP port number?
a. 21
b. 22
c. 23
d. 53
e. 69

6. What Cisco I0S command will copy a Cisco IOS image from the current system flash to a
TFTP server?

a. copy tftp image:
b. copy flash tftp
c. copy tftp flash
d. copy tftp tftp

7. Suppose a client calls and advises you that an FTP data transaction is not allowing the client
to view the host’s directory structure. What are the most likely causes of the problem?
(Choose all that apply.)

a. The client’s username/password combination is wrong.
b. The client’s FTP data port is not connected.
c. The host machine has denied the client access because the password is wrong.

d. A serious network outage has occurred, which requires that you reload the router closest
to the client.

e. An access list is stopping port 20 from detailing the directory list.
8. FTP runs over what Layer 4 protocol?

a. IP

b. TCP

c. TFTP

d. DNS

e. UDP
9. HTTPs traffic uses what TCP port number?

a. 21

b. 443

c. 334

d. 333

e. 343
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10. SNMP is restricted on Cisco routers by what Cisco IOS command?

a. snmp-server enable

b. snmp-server community string
c. snmp-server ip-address

d. snmp-server no access permitted

11. TFTP uses which of the following?

a. Username/password pairs to authorize transfers
b. TCP port 169

c. UDP port 169

d. Can use UDP/TCP and port 69

e. None of these is correct

12.  Which of the following statements is true regarding SSL?

a. Every packet sent between host and client is authenticated.

b. Encryption is used after a simple handshake is completed; that is, after the client is
authenticated.

c. SSL uses port 2246.
d. SSL is not a predefined standard.
e. SSL does not perform any data integrity checks.

13. What is the HELO SMTP command used for?

a. To authenticate SMTP clients.

b. To identify SMTP clients.

c. This is an unknown standard.

d. The HELO command is used in SNMP (not SMTP).
14. POP3 clients can do what?

a. Receive SNMP queries.

b. Retrieve mail.

c. Send SNMP queries.

d. The POP3 protocol is a routing algorithm.
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15. NTP uses what well-known TCP port as defined by RFC 1700?
a. 23
b. 551
c. 21
d. 20
e. 123
f. 321
16. Secure Shell (SSH) is used to do what?

a. Disable spanning tree on Catalyst 5000 switches.

b. Protect the data link layer only from attacks.

c. Protect the TCP/IP host with an encrypted channel.

d. Allow TCP/IP access to all networks without any security.
e. SSHis used only in the data link layer.

17. Which of the following protocols can be authenticated? (Select the best four answers.)

a. Telnet

b. HTTP

c. HTTPs

d. Spanning tree protocol (STP)
e. TFTP

f. FTP

18. What is the community string value when the following Cisco IOS commands are entered in
global configuration mode?

snmp-server community publiC RO
snmp-server enable traps config
snmp-server host 131.108.255.254 isdn

a. ISDN
b. Config
c. publiC
d. public
e. Public

f. More data required
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19. Which of the following best describes an SNMP inform request?

a. Requires no acknowledgment.

b. Requires an acknowledgment from the SNMP agent.

c. Requires an acknowledgment from the SNMP manager.

d. Only SNMP traps can be implemented on Cisco 10S routers.
20. What UDP port number will SNMP traps be sent from?

a. 21

b. 22

c. 161

d. 162

21. What TCP port number will an SNMP inform acknowledgment packet be sent to?

a. 21

b. 22

c. 23

d. 161

e. 162

f. None of these

22. To restrict SNMP managers from the source network 131.108.1.0/30, what Cisco I0S
command is required?

a. ip http enable 131.108.1.1 131.108.1.2
b. snmp community 131.108.1.1 131.108.1.2

Cc. snmp-server community SimonisCool ro 4
access-list 4 permit 131.108.1.0 0.0.0.3

d. snmp-server community SimonisCool ro 4

e. snmp-server community SimonisCool ro 1
access-list 11 permit 131.108.1.0 0.0.0.252

23. Cisco IOS SSH supports what version of SSH?
a. SSH version 1 only
b. SSH version 2 only
c. Both versions 1 and 2

d. SSH version 3
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25.

26.

27.
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When enabling Cisco IOS SSH on a Cisco IOS router, which of the following is not a required
step?

a. Configure the hostname command.

b. Configure the DNS domain.

c. Generate a secret and enable password.

d. Type the command transport input [ssh].

What Cisco IOS command will enable an SSH client session with the username cisco,
encryption 3DES, and target IP address 10.1.1.1/24?

a. Simon#ssh —c 3des -l cisco 10.1.1.1

b. Simon(config-term)#ssh —c 3des -1 Cisco 10.1.1.1
c. Simon>ssh —c des -1 des cisco 10.1.1.1

d. None of these

SSH provides a security mechanism but lacks one certain feature. What feature is that?

a. Provides a secure private channel for all messages.
b. Endpoints are authenticated.

c. Each transmission requires authentication.

d. A message integrity check.

What protocol allows network administrators to monitor IDS sensors and what two protocols
can be used?

a. RDEP and HTTP/SSL
b. RDEP and HTTP/SSL
c. RIP and HTTP/SSL

d. LDAP and HTTP/SSL
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Foundation Topics

Domain Name System

This section covers the Domain Name System (DNS) and sample DNS configurations used on
Cisco IOS routers.

The primary use of DNS is to manage Internet names across the World Wide Web. To enable users
or clients to use names instead of 32-bit IP addresses, the TCP/IP model designers developed DNS
to translate names into IP addresses.

DNS uses TCP and UDP port number 53. TCP port 53 is also used for DNS zone transfers. UDP
53 is used for DNS lookups and browsing.

In a large IP environment, network users need a way to connect to hosts without having to
remember 32-bit IP addresses—that is where DNS comes into play. DNS provides a service that
allows users to use a host’s name in place of an IP address to connect to the host. When DNS
services are running, the host’s name is used to request its IP address from a DNS server. A DNS
server is a host that is running the DNS service, and it is configured to do the translation for the
user transparently. In other words, the user never sees the DNS request and host name-to-IP
address translation. The client simply connects to a host name, and the DNS server does the
translation. For example, the website www.cisco.com is translated to the IP address
198.133.219.25.

DNS is a distributed database where organizations can use a predefined name or extension for all
their devices. Nations can use extensions to define hosts residing in their country. For example, the
extension for Australia is defined as .au. To reach the Cisco website in Australia, a user would type
WWwWw.cisco.com.au in a web browser.

A regulatory body called the Internet Policy Registration Authority manages domain names.
Internet Corporation for Assigned Names and Numbers (ICANN), a certificate authority, also
manages domain names.

Similar to DNS, Cisco routers can be configured to locally look up names so that network
administrators can simply type a name rather than an IP address. Local names can also be
configured for devices.



Domain Name System 111

To illustrate a local name lookup on a Cisco IOS router, look at the following Cisco router
command that provides a host lookup. (Note: a router will not provide DNS server responses to
client devices such as PCs or UNIX hosts.)

ip host name [tcp-port-number] ip-addressi [ip-address2...ip-address8]

You can assign more than one IP address to any given name.

Example 2-1 displays three hosts and their corresponding IP addresses.

Example 2-1 Local IP Host Configuration on a Cisco Router

ip host Router1 131.108.1.1
ip host Router2 131.108.1.2
ip host Router3 131.108.1.3

The three locally defined hosts (remember, these are available only to the local router; they are not
DNS entries and thus are not available to other devices) named Router1, Router2, and Router3 are
translated into IP addresses 131.108.1.1, 131.108.1.2, and 131.108.1.3.

When a network administrator types in the local host name defined in the global configuration, the
router translates the name to an IP address. Example 2-2 displays a network administrator
Telneting from Router R1 to the remote host, Router2.

Example 2-2 Local DNS Translation

R1#router2

Translating "router2"

Trying Router2 (131.108.1.2)... Open
User Access Verification

Password: *****
Router2>

When the network administrator types the local name router2 (defined local names are not case
sensitive) at the exec prompt, the Cisco IOS router does a local host lookup for the name router2
and translates the address to 131.108.1.2.

What would happen if you were to type a name that is not configured locally? Example 2-3
displays the sample output from a Cisco router when an unknown name (ccie, in this case) is typed
at the exec prompt.
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Example 2-3 Name Translation for ccie

Ri#ccie
Translating "ccie"...domain server (255.255.255.255)
Translating "ccie"...domain server (255.255.255.255)
(255.255.255.255)% Unknown command or computer name,
or unable to find computer address

From the privileged exec prompt on Router R1 in Example 2-3, R1 performs a DNS entry lookup
via a broadcast packet to 255.255.255.255. After no response (assuming no DNS server responds),
R1 then does a local DNS lookup, discovers there is no DNS translation, and provides the
following error message:

% Unknown command or computer name, or unable to find computer address

Scalability issues with local host configuration can become a nightmare in a large network.
Thankfully, DNS servers can be placed around the network (typically in the core infrastructure) to
ensure that only a few devices in the network require the full table of names and IP address
translations. The World Wide Web has DNS servers that provide DNS mappings for websites.

DNS has become so important that one DNS server typically is not enough for an organization,
because of the need for redundancy in case the primary DNS server fails. For example, typically
an organization provides an internal protected DNS server for internal DNS requests and an
external DNS server for external DNS resolutions.

NOTE By default, Cisco routers search for a DNS server. To disable this feature, use the Cisco
IOS global configuration command no ip domain-lookup. This stops the router from querying
a DNS server whenever a name translation is required. This command is a definite time saver
for the CCIE Security lab exam.

To enable a Cisco IOS router to perform DNS lookup to a remote DNS server, the following steps
are required:

Step 1 For local name entries (available to the router only; not the same as a DNS entry),
you must specify any local host mapping with the following Cisco IOS command
(note that tcp-port-number is used for connections on a TCP port number other than
the default, 23):

ip host name [tcp-port-number] ip-addressi [ip-address2...ip-address8]
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Step 2 Specify the domain name or a domain list (Cisco routers can be configured with
multiple domain names) with the following Cisco IOS commands:

* ip domain-name name—Defines a default domain name that the Cisco
I0S software uses to complete unqualified host names

¢ ip domain-list name—Defines a list of default domain names to
complete unqualified host names

Step 3 Specify the DNS server or servers with the following Cisco IOS command:
ip name-server server-addressi [server-address2...server-addressé]

Devices such as PCs can also be configured for DNS servers and domain names. Example 2-4
configures a router named R1 with the domain name cisco.com. The domain name servers are
131.108.255.1 and 131.108.255.2.

Example 2-4 DNS Configuration

R1(config)#ip domain-name cisco.com
R1(config)#ip name-server 131.108.255.1
R1(config)#ip name-server 131.108.255.2

When a network administrator types a name (not a valid Cisco IOS command, of course), the
Cisco router attempts to translate the name into an IP address—first from any defined local names,
second from the DNS server with the IP address 131.108.255.1, and third from the DNS server
131.108.255.2.

Example 2-5 displays a successful DNS query and translation to the host named ccie (another
Cisco router) from the DNS server 131.108.255.1.

Example 2-5 DNS Query from the Exec Prompt

Ri#ccie

! Administrator types ccie

Translating "ccie"

! Query is sent to first configured DNS server
Trying CCIE (131.108.255.1)... Open

User Access Verification

Password: ****

CCIE>

NOTE In Example 2-5, a Telnet connection requires a password authentication phase (a
requirement for all Telnet-based connections, for that matter). You can disable the Telnet login
password on Cisco routers with the command no login under the line vty 0 4 line configuration,
as follows:

line vty 0 4
no login
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Trivial File Transfer Protocol

TFTP is a protocol that allows data files to be transferred from one device to another using the
connectionless protocol, UDP. TFTP uses UDP port number 69.

TFTP is typically used in environments where bandwidth is not a major concern and IP packets
that are lost can be re-sent by the higher layers (typically the application layer). TFTP has little
security. In fact, the only way to provide security to TFTP transfer is by defining (on the TFRTP
server) the directory on the host TFTP device and the filenames that will be transferred. The
following numbered list outlines the main components of TFTP:

1. TFTP has no method to authenticate a username or password; the TFTP packet has no field
enabling the exchange of a username or password between two TCP/IP hosts. TFTP
communication or data transfer is actually transferred between two UDP port values, a source
and destination UDP port number.

2. TFTP directory security (configurable on UNIX and Windows platforms) on the TFTP server
is accomplished by allowing a predefined file on the server access to the file to be copied
across. This allows the remote hosts to TFTP the file from the remote TFTP client. For
example, to copy a configuration file from a Cisco router to a UNIX or Windows host, the file
must be predefined on the TFTP server with the appropriate access rights defined. Security is
reliant on the application and not the operating system. For example, the TFTP server daemon
does not ship on Windows-based platforms and hence you need a third-party application.

Upgrading Cisco IOS images is a great example of a situation in which TFTP is useful; Cisco IOS

images can be downloaded from a TFTP server to the Cisco router’s system flash.

Cisco no longer offers a free TFTP application protocol, but the following URL provides some
alternatives:

http://www.cisco.com/en/US/products/hw/routers/ps133/
products_tech_note09186a00801f7735.shtml#locate

The Cisco TFTP Client Software no longer is available to the public. It was used to transfer

software image files from a PC to your device, such as a router or switch. The favorite TFTP

software of this author can be downloaded for free from 3Com’s website:
http://infodeli.3com.com/software/utilities_for_windows_32_bit.htm

Now, configure the Cisco application software, Cisco TFTP, to enable a Cisco router to download

a version of Cisco IOS code.

Figure 2-1 displays the available options when configuring the TFTP application software.
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Figure 2-1 Cisco TFTP Application Software Options
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The TFTP directory in Figure 2-1 is defined as c:\tftpboot. On the host TFTP server (in this case,
a Windows 2000 PC), the Cisco IOS images reside in the tftpboot directory at c:\tftpboot. This

download directory option is a configurable option, and you can select any valid directory on the
host TFTP server.

The file is located in the tftpboot directory. In this example, the Cisco IOS image is named ¢2600-
js-mz.121-5.T10.bin.

To copy a Cisco IOS image from a TFTP server, the Cisco IOS command is copy tftp flash.
Example 2-6 displays a TFTP request for the file c2600-js-mz.121-5.T10.bin from a TFTP server
with an IP address of 150.100.1.253.

Example 2-6 TFTP File Transfer

R1#copy tftp flash

Address or name of remote host []1?150.100.1.253

Source filename []?¢c2600-js-mz.121-5.T10.bin

Destination filename [c2600-js-mz.121-5.T10.bin]? c2600-js-mz.121-5.T10.bin

Erase flash: before copying? [confirm]Y

Erasing the flash filesystem will remove all files! Continue? [confirm]Y

Erasing device... eeceeeceececeeceeceececeeeceeceeceeeceeeeeeceeeeeceeeceeeeeeeeceeeeeeeee
eeeeee ...erased

Erase of flash: complete

Loading c2600-js-mz.121-5.T10.bin from 150.100.1.253 (via Ethernet0/0):
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrprrrrrrrrrrrrrrrr e rrrrrrrrrrrrrrrrrrrrrrrrrrn

continues
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Example 2-6 TFTP File Transfer (Continued)

[OK - 11432808/22864896 bytes]

Verifying checksum... OK (@xBC59)
11432808 bytes copied in 106.126 secs (107856 bytes/sec)
R1#

The file (c2600-js-mz.121-5.T10.bin) is successfully copied and placed on the flash system on
Router R1. The only two mechanisms for security permitted with TFTP are predefining the
filename and directory on the TFTP server. TFTP has no mechanism for checking the username
and password. On a UNIX server that has the TFTP server daemon installed, the file to be copied
must have the appropriate access rights. In UNIX, the touch command is used to allow a TFTP
request by setting access rights appropriately. For a Windows-based platform, the software must
be configured to permit file creation on the Windows-based file system.

For Windows TFTP applications such as Cisco TFTP (retired) and the 3Com TFTP server, the
software does not have this option of access rights and hence can be less secure because any files
can be loaded and downloaded.

FTP, on the other hand, is a connection-based protocol, where username and password
combinations (in clear text) are used to authorize file transfers.

File Transfer Protocol

FTP, an application layer protocol of the TCP/IP protocol suite of applications, allows users to
transfer files from one host to another. Two ports are required for FTP—one port is used to open
the connection (port 21), and the other port is used to transfer data (20). FTP runs over TCP and
is a connection-oriented protocol. To provide some level of security, FTP allows usernames and
passwords to be exchanged before any data can be transferred, adding some form of security
authentication mechanism to ensure that only valid users access FTP servers. FTP exchanges
usernames and passwords in clear text.

The advantages of FTP are the ability to list a remote FTP server’s full list of directories and to ensure
that only valid users are connected. The file transfer progress can be displayed to the FTP client, as
well. Many FTP applications are available, and the range of options is endless. For example, on the
CCIE Security lab exam, the application WRQ Reflection 2000 can be used for Telnet and FTP. For
more details on this application, visit http://www.wrq.com/products/reflection/.

NOTE FTP connection issues are typically communicated by end users (FTP clients) as poor
network performance, but the problem might actually be a result of filtering the FTP data on port
20. For example, when a client successfully logs into an FTP server remotely but fails to list the
remote FTP server’s directory or to transfer files, this can indicate a problem with the FTP data
port (via TCP port 20) or with an access list on the remote network.
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FTP clients can be configured for two modes of operation (note that the names in parentheses are
the names used in this guide):

m  PORT mode (sometimes referred to as active mode)

m  PASV mode (sometimes referred to as passive mode)

Active FTP
FTP active mode is defined as one connection initiated by the client to the server for the FTP
control connection. Remember that FTP requires two port connections through TCP ports 20
(data) and 21 (control). The second connection is made for the FTP data connection (where data
is transferred), which is initiated from the server back to the client.

Active FTP is less secure than passive mode because the FTP server, which, in theory, could be
any host, initiates the data channel. Also, port 20 must be opened up to the outside world, which
is inherently less secure than using just port 21.

Figure 2-2 displays the active FTP mode of operation between an FTP client and FTP server.

Figure 2-2 FTP Active Mode
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Figure 2-2 displays a typical FTP mode of operation between a client PC and an FTP server in
active mode. The following steps are completed before FTP data can be transferred:
The FTP client opens a control channel on TCP port 21 to the FTP server. The source TCP
port number on the FTP client is any number randomly generated above 1023.
The FTP server receives the request and sends an acknowledgment. FTP commands are
exchanged between client and server.
When the FTP client requests a directory list or initiates a file transfer, the client sends a
command (FTP port command). The FTP server then opens (initiates) a data connection on
the FTP data port, TCP port 20.
The FTP client generates a new ephemeral (a decimal number above 1023) and sends the
information to the server using the port command. The FTP server responds on the data port
on the port number requested by the client.
Passive FTP

Passive FTP still requires a connection for the initial FTP control connection, which is initiated
from the FTP client to the server. However, the second connection for the FTP data connection is
also initiated from the client to the server (the reverse of active FTP).

Figure 2-3 displays a typical FTP mode of operation between a client PC and FTP server in passive
mode.

The following steps are completed before data can be transferred:

The FTP client opens a control channel on TCP port 21 to the FTP server and requests passive
mode with the FTP command pasv, or passive. The source TCP port number for the control
connection is any number randomly generated above 1023.

The server sends the port number to the client and waits for the client to initiate a data
connection on that port. The FTP server receives the request and agrees to the connections
using a randomly generated, local TCP port number greater than 1023.

The FTP client receives the information, selects a local TCP number randomly generated and
greater than 1023, and opens a data channel to the FTP server (using the destination TCP port
number selected by the server, a number greater than 1023).

The FTP server receives the FTP client’s request and agrees to the connection by beginning
to transfer data.

In passive FTP, the client initiates both the control connection and the data connection. In active
mode, the FTP server initiates the FTP data channel. When using passive FTP, the probability of
compromising data is lower because the FTP client initiates both connections.
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Figure 2-3 FTP Passive Mode
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Hypertext Transfer Protocol

HTTP, used by web browsers and web servers, transfers files, such as text and graphic files. HTTP
can also authenticate users with username and password verification between clients and web servers.

Cisco IOS routers can be configured from a browser client. By default, Cisco routers are disabled
for HTTP servers (HTTP is enabled by default on a few Cisco 1000 models, namely the Cisco
1003, 1004, and 1005 model routers), and there have been issues with users entering certain hash
pairs to gain access to configuration commands when HTTP has been enabled. Fortunately, the
latest versions of Cisco IOS code have been strengthened, and users must now enter valid
username and password pairings (which means a hashed pair can be checked; only a valid
username/password pair can produce the required hash) to gain access to the configuration
options. HTTP authentication is not very secure, so Secure Sockets Layer (SSL) was developed to
provide a stronger method to authenticate HTTP users.

NOTE For more details on the HTTP security vulnerability with Cisco IOS software, visit
http://www.cisco.com/en/US/products/products_security_advisory09186a00800b1393.shtml.

To view the router’s home page, use a web browser pointed to http://a.b.c.d, where a.b.c.d is the
IP address of your router or access server. If a name has been set via a DNS server, use http://
router-name.
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Figure 2-4 displays a sample HTTP request to a remote router with the IP address 10.66.32.5
displaying the request for a valid username and password. The default username is the Cisco
router’s local host name, and the password is set to the enable or secret password.

Figure 2-4 HTTP Authentication on a Cisco Router
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After the user is authenticated, the user enters the remote IP address or DNS name.

Varying forms of authentication for login can be set using the ip http authentication command.
However, the default login method is to enter the host name as the username and the enable or
secret password as the password, as displayed in Figure 2-4.

After the user is authenticated with the correct username and password pairing, the user is
permitted HTTP access. Figure 2-5 displays the options available after authentication. Note that
the HTML options may be different, depending on the Cisco 10S revision of your router.

After HTTP is authenticated, the available options are identical to the command-line interface
(CLI) prompt. Depending on the configurable username and password pairing on the router, you
will have certain privilege levels. For example, if you type the username as the local host name of
the Cisco IOS router and the enable or secret password as completed in Figure 2-5, you will have
privilege level 15, which is the same as the PRIV level on the CLI permitting all Cisco IOS
commands. If the username/password pairing has a lower privilege level (via the ip http
authentication command), the corresponding Cisco IOS command set will be available via
HTTP. For example, a user with privilege level 5 will not have the option to reload the router. The
user can also click the option (via the HTTP GUI interface) labeled Monitor the router, as shown
in Figure 2-5, to access the CLI.
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Figure 2-5 HTTP Web Page on a Cisco Router
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NOTE The command to disable an HTTP server on a Cisco router is no ip http server. To set
username/password pairs, use the following Cisco IOS command:
username username privilege [0-15] password password

You can also define the HTTP port number with the following command:
ip http [0-65535]

The default is 80. You can restrict access to the router by using an access list that defines
networks and/or hosts permitted to access the router via HTTP.

Secure Sockets Layer

SSL is an encryption technology for web host devices used to process secure transactions. For
example, a secure transaction is required when a client enters their credit card number for e-com-
merce via their browser. When the end user enters a web address via an Internet browser, such as
Internet Explorer, instead of entering HTTP://web address in the address window, the end user
enters HTTPs://web address.

NOTE Secure Hypertext Transfer Protocol (S-HTTP) transports HTTP-based traffic over an
SSL connection and provides a stronger authentication mechanism than HTTP.

S-HTTP is not the same as SSL or HTTPs. S-HTTP is covered in RFC 2660 and is significantly
different from SSL. More details on S-HTTP and how it differs from SSL are provided at http:/
/www.ucs.mun.ca/~dgoudie/B8205/SSL.html.

HTTPs runs over TCP port 443. SSL is defined in RFC 2246.
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The SSL Handshake Protocol was first developed by Netscape Communications Corporation to
provide security and privacy over the World Wide Web. The SSL protocol supports server and
client authentication. The SSL protocol is application-independent, allowing protocols like HTTP,
FTP, and Telnet to be layered on top of it transparently. In other words, it is a session layer—based
protocol. Cisco has developed a number of content-based switches to accelerate this commun-
ication, such as the Cisco SCA 11000 Series Secure Content Accelerator, an appliance-based
solution that increases the number of secure connections supported by a website by offloading the
processor-intensive tasks related to securing traffic with SSL. After an SSL session is established,
no further authentication is required. Chapter 4, “Security Protocols,” broadens this discussion on
public security by discussing topics such as private and public keys, and how keys are exchanged
through the Certificate Authority (CA) to ensure that SSL is secure.

Simple Network Management Protocol

SNMP is an application layer protocol used to manage IP devices. SNMP is part of the TCP/IP
application layer suite. SNMP enables network administrators to view and change network
parameters and monitor connections locally and remotely. Managing network performance over a
period of time is one of the major functions that SNMP provides.

There are three versions of SNMP:

m  SNMP Version 1 (SNMPv1)
m  SNMP Version 2 (SNMPv2)
m  SNMP Version 3 (SNMPv3)

Both SNMPv1 and SNMPv2 use a community-based form of security. The community string allows
access to the SNMP agent and can also be defined by an IP address access control list and password.

SNMPv2c is the newer version of SNMP, and SNMPv2c (the ¢ stands for community) is an
experimental Internet protocol defined in RFC 1901, RFC 1905, and RFC 1906. SNMPv2c is an
update of the protocol operations and data types of SNMPv2p (SNMPv2 classic), and uses the
community-based security model of SNMPv1.

To set up the community access strings to permit access to SNMP on a Cisco IOS router, use the
snmp-server community global configuration command:

snmp-server community string [view view-name] [ro | rw] [number]

Table 2-1 describes this syntax.
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Table 2-1 snmp-server community Command Syntax Description

Syntax Description
string Case-sensitive community string that acts like a password and permits access to
the SNMP protocol.

view view-name | (Optional) Name of a previously defined view. The view defines the objects
available to the community.

ro (Optional) Specifies read-only access. Authorized management stations are
able to retrieve only MIB objects. There is no defined default value.

rw (Optional) Specifies read-write access. Authorized management stations are
able to retrieve and modify MIB objects. There is no defined default value.

number (Optional) Integer from 1 to 99 that specifies an access list of IP addresses that
are allowed to use the community string to gain access to the SNMP agent.

SNMP servers collect information from remote devices known as SNMP agents. SNMP packets
are sent and received by devices on UDP ports 161 (SNMP servers-receivers) and 162 (SNMP
agents-senders).

The Management Information Base (MIB) is a virtual information storage area for network
management information consisting of collections of managed objects. Within the MIB are
collections of related objects, defined in MIB modules. MIB modules are written in the SNMP
MIB module language, as defined in STD 58, RFC 2578, RFC 2579, and RFC 2580. SNMP port
161 is used to query SNMP devices, and SNMP port 162 is used to send SNMP traps. SNMP runs
over UDP and is secured by a well-known, case-sensitive community string. A well-known
community string is one that is commonly known to all devices such as the default community
string named “Public”.

SNMP Notifications
SNMP’s key feature is that it enables you to generate notifications from SNMP agents.

Cisco routers can be configured to send SNMP traps or informed requests to a network
management system (NMS), where a network administrator can view the data.

Figure 2-6 displays the typical communication between an SNMP manager and the SNMP agent
(for example, a Cisco-enabled SNMP router).
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Figure 2-6 Communication Between SNMP Manager and SNMP Agent
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Unsolicited notifications can be generated as traps or inform requests. Traps are messages that
alert the SNMP manager about a condition on the network (sent by the SNMP agent). Inform
requests (informs) are traps that include a request for confirmation of receipt from the SNMP
manager. SNMP notifications can indicate improper user authentication, restarts, the closing of a
connection, loss of connection to a neighbor router, or other significant events.

The major difference between a trap and an inform packet is that an SNMP agent has no way of
knowing if an SNMP trap was received by the SNMP manager. An inform request will be sent
continually until an acknowledgment is received by the sending SNMP agent.

Table 2-2 defines some of the common terminology used in SNMP.

Table 2-2  SNMP Terminology

Term Description

Managed device A network node that contains an SNMP agent and resides on a managed
network. Managed devices collect and store management information
and make this information available to NMSs using SNMP.

Agent A network management software module that resides in a managed
device. An agent has local knowledge of management information and
translates that information into a form compatible with SNMP.

Network management | Executes applications that monitor and control managed devices.
system (NMS)

SNMP manager Management station that collects SNMP information from agents such as
routers or switches.
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NOTE Managed devices are monitored and controlled using three common SNMP
commands:

m read—Used by an NMS to monitor managed devices. The NMS examines different
variables that are maintained by managed devices.

m write—Used by an NMS to control managed devices. The NMS changes the values of
variables stored within managed devices.

m trap—Used by managed devices to asynchronously report events to the NMS. For
example, Cisco 10S routers can be configured to report errors, such as emergencies alerts,
to the NMS for urgent action, such as low memory resources or unauthorized access. When
certain types of events occur, a managed device sends a trap to the NMS.

The value of an MIB object can be changed or retrieved using SNMP commands, usually
through a GUI network management system. Cisco supports a number of defined and
proprietary MIB commands.

NOTE Be aware that newer and more functional Cisco IOS releases have new features and
new added options. For this book, we are using the common features found in version 12.2. The
CCIE Security candidate sitting for the written exam is not expected to remember the entire
range of options available. Just be aware when you sit for the lab exam that you may have
additional options.

Refer to http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/ffun_r/
ffrprt3/frf014.htm#wp1056809 for more details. For example, in 12.0.3(T) there are additional
options with the snmp community host command defined as:

version 3 [auth | noauth | priv]
hsrp

Example 2-7 configures a Cisco IOS (12.2 mainline) router for SNMP support.

Example 2-7  Sample SNMP Configuration

snmp-server community public RO
snmp-server enable traps config
snmp-server host 131.108.255.254 isdn

The Cisco IOS command snmp-server community public RO enables SNMP on a Cisco router.
This command is also used to restrict access via SNMP. The community string is defined as public
and acts as a password protection mechanism against unauthorized users. The community string
is sent in every SNMP packet, so an incorrect community string results in no authorized access to
the SNMP agent. The read-only attribute means that no configuration changes will be permitted
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via an SNMP management station. Security administrators should never use the well-known
community string “public”. SNMPv1 and SNMPv2 (easily spoofed) send information in clear
text. SNMPv3 is the most secure model, because it allows packet encryption.

The Cisco IOS command snmp-server enable traps config advises the NMS of any configuration
changes. The Cisco IOS command snmp-server host 131.108.255.254 isdn alerts the host
131.108.254.254 of any ISDN traps which can include link flapping or high link usage, for
example.

To specify the recipient of an SNMP notification operation, use the snmp-server host global
configuration command. To remove the specified host, use the no form of this command.
snmp-server host host-addr [traps | informs] [version {1 | 2¢ | 3
[auth | noauth | priv]}] community-string
[udp-port port] [notification-type]
Table 2-3 expands the snmp-server host Cisco IOS command and presents the full range of
options, including MDS5 authentication.

Table 2-3 snmp-server host Command*

Syntax
Description Meaning

host-addr Name or Internet address of the host (the targeted recipient).

traps (Optional) Sends trap messages to this host. This is the default.

informs (Optional) Sends inform messages to this host.

version (Optional) Version of the SNMP used to send the traps. Version 3 is the most
secure model because it allows packet encryption with the priv keyword. If
you use the version keyword, one of the following must be specified:

1—SNMPv1 (not available with informs)

2¢—SNMPv2C

3—SNMPv3

The following three optional keywords can follow the 3 keywords:

auth—(Optional) Enables Message Digest 5 (MD5) and Secure Hash
Algorithm (SHA) packet authentication. This is known as authNoPriv.

noauth—(Default) The noAuthNoPriv security level. This is the default if
the [auth | noauth | priv] keyword choice is not specified.

priv—(Optional) Enables Data Encryption Standard (DES) packet
encryption (also called privacy). This is known as authPriv.

community-string Password-like community string sent with the notification operation.
Although you can set this string using the snmp-server host command by
itself, it is recommended that you define this string using the snmp-server
community command prior to using the snmp-server host command.

udp-port port (Optional) UDP port of the host to use. The default is 162.
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Table 2-3 snmp-server host Command* (Continued)

Syntax
Description Meaning

notification-type (Optional) Type of notification to be sent to the host. If no type is specified,
all notifications are sent. The notification type can be one or more of the
following keywords:

bgp—Sends Border Gateway Protocol (BGP) state change notifications.
calltracker—Sends Call Tracker call-start/call-end notifications.
config—Sends configuration notifications.

dspu—Sends downstream physical unit (DSPU) notifications.
entity—Sends Entity MIB modification notifications.

envmon—Sends Cisco enterprise-specific environmental monitor
notifications when an environmental threshold is exceeded.

frame-relay—Sends Frame Relay notifications.

hsrp—Sends Hot Standby Routing Protocol (HSRP) notifications.
isdn—Sends Integrated Services Digital Network (ISDN) notifications.
llc2—Sends Logical Link Control, type 2 (LLC2) notifications.
repeater—Sends standard repeater (hub) notifications.

Author Query: rsrb—Sends remote source-route bridging (RSRB) notifications.
is this rsvp—Sends Resource Reservation Protocol (RSVP) notifications.
correct? rtr—Sends SA Agent (RTR)|notifications.

sdlc—Sends Synchronous Data Link Control (SDLC) Protocol notifications.

sdllc—Sends Synchronous Data Logical Link Control (SDLLC)
notifications.

snmp—Sends any enabled RFC 1157 SNMP linkUp, linkDown,
authenticationFailure, warmStart, and coldStart notifications.

stun—Sends serial tunnel (STUN) notifications.

syslog—Sends error message notifications (Cisco Syslog MIB). Specify the
level of messages to be sent with the logging history level command.

tty—Sends Cisco enterprise-specific notifications when a TCP connection
closes.

voice—Sends SNMP poor quality of voice traps when used with the snmp
enable peer-trap poor qov command.

x25—Sends X.25 event notifications.

Note in version 12.2T and higher the options have been extended to include
such protocols as BGP, HSRP, and more. Refer to Cisco.com for details.

*From http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcer/fun_r/frprt3/
frd3001.htm#xtocid655917.
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SNMP is disabled by default on Cisco IOS routers.

SNMP Examples

The following example assigns the SimonisCool string to SNMP, allowing read-only access, and
specifies that IP access list 4 can use the community string:

R1(config)# snmp-server community SimonisCool ro 4
R1(config)# access-list 4 permit 131.108.1.0 0.0.0.255

The hosts on network 131.108.1.0/24 are permitted SNMP access if the read-only string is set to
SimonisCool. This enables an added feature which ensures that devices that source SNMP
information are from a trusted or internal network.

The following example assigns the string SnR to SNMP, allowing read-write access to the objects
in the restricted view (read-write):

R1(config)# snmp-server community SnR view restricted rw

The following example disables all versions of SNMP:

R1(config)# no snmp-server
The following example enables the router to send all traps to the host, host.cisco.com, using the
community string "publiC":

R1(config)# snmp-server enable traps
R1(config)# snmp-server host host.cisco.com public

In the following example, the BGP traps are enabled for all hosts, but only the ISDN traps are
enabled to be sent to an actual host named simon:

R1(config)# snmp-server enable traps bgp
R1(config)# snmp-server host simon public isdn

The following example enables the router to send all inform requests to the host test.cisco.com
using the community string publiC:

R1(config)# snmp-server enable traps
R1(config)# snmp-server host test.cisco.com informs publiC

Simple Mail Transfer Protocol

SMTP, defined in RFC 821, is used to provide e-mail services to IP devices over the Internet.
Typically, two mail servers “talk” SMTP to exchange e-mail. After the e-mail is exchanged, the
users can retrieve their mail from the mail server and read it. This can be done using any mail
client, such as Pine, Eudora, Outlook, and so on, which use different protocols, such as Post Office
Protocol 3 (POP3), to connect to the server. SMTP uses well-known ports TCP port 25 and UDP
port 25. Typically, though, SMTP applications use only TCP port 25.
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A process or daemon running on a server uses SMTP to send mail to clients. A program called
Sendmail is a common tool used for SMTP mail transfer. Recently, a new release of SMTP, called
Enhanced SMTP (ESMTP), was developed. You are not required to know this protocol for the
written exam.

The client and SMTP server send various commands when communicating. The most common
command is HELO, which introduces the calling machine to the receiving machine; the client
machine advertises its host name to the mail server. There are numerous other commands, some
of which are described in the following list. If you are interested in further details on the Sendmail
application, a great resource is Sendmail, by Bryan Costales and Eric Allman (O’Reilly and
Associates, ISBN 1-56592-839-3). For more details on SMTP, refer to the RFC 821
documentation at http://www.fags.org/rfcs/rfc821.html.

To test whether a remote host’s SNMP mail is operational and active, use Telnet with the defined
HELO command. The following is a summary of other useful SMTP commands, in case you are
questioned on these commands during the exam:

MAIL (MAIL)—Initiates a mail transaction in which the mail data is delivered to mailboxes.

RECIPIENT (RCPT)—Identifies an individual recipient of the mail data; multiple use of the
command is needed for multiple users.

DATA (DATA)—Identifies the lines following the command (such as the MAIL command) as the
mail data in ASCII character codes.

SEND (SEND)—Initiates a mail transaction in which the mail data is delivered to one or more
terminals.

SEND OR MAIL (SOML)—Initiates a mail transaction in which the mail data is delivered to one
or more terminals or mailboxes.

SEND AND MAIL (SAML)—Initiates a mail transaction in which the mail data is delivered to
one or more terminals and mailboxes.

RESET (RSET)—Aborts the current mail transaction. Any stored sender, recipients, and mail
data must be discarded, and all buffers and state tables must be cleared. The receiver must send an
OK reply.

VERIFY (VRFY)—Verifies if a user exists; a fully specified mailbox and name are returned.
NOOP (NOOP)—Specifies no action other than that the receiver sent an OK reply.

QUIT (QUIT)—Closes the transmission channel; the receiver must send an OK reply.
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Network Time Protocol

NTP is used for accurate time-keeping and can, for example, reference atomic clocks that are present
on the Internet. NTP is capable of synchronizing clocks within milliseconds and is a useful protocol
when reporting error logs (for instance, from Cisco routers). NTP is useful for security/incident event
correlation across multiple security devices and helps to determine the exact time of the event.

For NTP, the defined ports are UDP port 123 and TCP port 123. NTP can support a connection-
orientated server (TCP guarantees delivery) or a connectionless server (UDP for noncritical
applications). NTP applications typically use only UDP port 123.

An NTP network usually gets its time from an authoritative time source, such as a radio clock or
an atomic clock attached to a time server. NTP then distributes this time across the network. NTP
is extremely efficient; no more than one packet per minute is necessary to synchronize two
machines to within a millisecond of one another.

NOTE NTP uses the concept of a stratum to describe how many NTP hops away a machine
is from an authoritative time source. A stratum 1 time server has a radio or atomic clock directly
attached; a stratum 2 time server receives its time via NTP from a stratum 1 time server, and so
on. Cisco routers cannot support stratum 1 (you cannot connect a Cisco router to an atomic clock
source) and need to derive an atomic clock source from the Internet. NTP can also authenticate
sessions.

A Cisco 7200 series router, however, does support attachment of a GPS clock to the aux port,
which would make the router a stratum 1 time source.

Figure 2-7 displays a simple two-router network where Router R1 will be configured to supply a
clock source to Router R2. In this example, you will configure authentication and ensure that the
NTP peering between the two routers is secure.

Figure 2-7 NTP Sample Configuration

My clock is set to
August 9, 2002,
time 10:47:48 a.m.

131.108.3.0/30

Frame Relay NTP Ethernet0/0

172.108.2.1/24

Ethernet0/0
172.108.1.1/24

Receive
NTP — > < NTP  R2

Serial0/0.1 Serial0/0.2

I have NTP atomic
clock source; my stratum
value is 2.
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The following steps are required to enable NTP on a Cisco router:

Step 1 Define the time zone with the following command:

clock timezone zone hours [minutes]

Step 2 Configure the master NTP router (which will supply a clock to other routers) with
the following command:

ntp master [stratum-value]

stratum-value is 1 to 15, with 1 representing the best clock source.

Step 3 To configure a remote NTP peer to a Cisco router with a better stratum value, use the
following Cisco IOS command:

ntp peer ip-address [version number] [key keyid]
[source interface] [prefer]

Table 2-4 displays the required parameters for the ntp peer command.

Step 4 To define NTP to authenticate the NTP session, use the following Cisco IOS
commands:

ntp trusted-key key-number

key-number is the authentication key to be trusted.

ntp authentication-key number md5 value

Table 2-4 ntp peer Command Defined

Syntax

Description

Ip-address

IP address of the peer providing, or being provided, the clock

version

(Optional) Defines the NTP version number

number

(Optional) NTP version number (1 to 3)

key

(Optional) Defines the authentication key

keyid

(Optional) Authentication key to use when sending packets to this peer

source

(Optional) Names the interface

interface

(Optional) Name of the interface from which to pick the IP source address

prefer

(Optional) Makes this peer the preferred peer to provide synchronization

To ensure that R1 sends a clock source to R2 via NTP, R1 must be configured to send NTP traffic
over the Frame Relay cloud, by using the command ntp broadcast. To specify that a specific
interface should send NTP broadcast packets, use the ntp broadcast interface configuration
command. Similarly, R2 must receive NTP traffic and is considered an NTP client, which is
accomplished by using the Cisco IOS command ntp broadcast client.

R2’s Serial0/0 interface is configured with the command ntp broadcast client.
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Example 2-8 configures Router R1 in Figure 2-7 to supply a clock source to Router R2.

Example 2-8 NTP Configuration on R1

clock set 10:20:00 9 August 2002

clock timezone UTC 10

!Interface configuration

interface serial@/o0

ntp broadcast

IGlobal configuration

ntp authentication-key 1 md5 121A061E17 7
ntp authenticate

ntp trusted-key 1
ntp master 2
ntp peer 131.108.2.1 key 1

Notice that the router is set to the correct time with the Cisco IOS command clock set.

The router is configured for the UTC time zone and 10 hours behind UTC time. (This particular
router resides in Sydney, Australia, 10 hours behind UTC.) The authentication key is set to 1.

Example 2-9 configures R2 to get the clock from R1 using the same MDS5 password (set to ccie)
from Example 2-8.

Example 2-9 NTP Configuration on R2

interface serial@/0

ntp broadcast client

IGlobal configuration

ntp authentication-key 1 md5 ccie
ntp authenticate

ntp trusted-key 1

ntp peer 131.108.1.1 key 1

Example 2-10 displays the two clocks on Routers R1 and R2, confirming that R1 is sending the
correct time to R2 via NTP. The Cisco IOS command ntp authenticate ensures that the NTP peers
are authenticated. Optionally, you can define where a device will source the NTP clock from with
the command ntp server ip-address.

Example 2-10 show clock on R1 and R2

R1#show clock
10:47:48.508 UTC Fri Aug 9 2002
R2#show clock
10:47:48.508 UTC Fri Aug 9 2002
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Example 2-11 confirms that NTP is authenticated (the remote stratum value is 2) by displaying the
output of the Cisco IOS command show ntp associations detail.

Example 2-11 show ntp associations detail Command on R2

R2# show ntp associations detail

131.108.1.1 configured, authenticated, selected, sane, valid, stratum 2
ref ID .LOCL., time COFD8D45.0B1C72EQ@ (10:37:25.043 UTC Fri Aug 9 2002)
our mode active, peer mode passive, our poll intvl 64, peer poll intvl 64
root delay 0.00 msec, root disp 0.03, reach 1, sync dist 15878.372

delay 6.67 msec, offset 297909193935.7106 msec, dispersion 15875.02
precision 2**16, version 3

org time COFD8D45.BA55E231 (10:37:25.727 UTC Fri Aug 9 2002)

rcv time AF3BD17B.CBA5DDFQ (10:04:11.795 UTC Mon Mar 1 1993)

xmt time AF3BD17B.C9CB2BA2 (10:04:11.788 UTC Mon Mar 1 1993)

filtdelay = 6.67 0.00 0.00 0.00 0.00 0.00 0.00 0.00
filtoffset = 2979091 0.00 0.00 0.00 0.00 0.00 0.00 0.00
filterror = 0.02 16000.0 16000.0 16000.0 16000.0 16000.0 16000.0 16000.0

131.108.255.1 dynamic, authenticated, our_master, sane, valid, stratum 2

ref ID .LOCL., time COFD8D@5.QAEQ774C (10:36:21.042 UTC Fri Aug 9 2002)

our mode passive, peer mode active, our poll intvl 64, peer poll intvl 64
root delay 0.00 msec, root disp 0.03, reach 2, sync dist 1.007

delay 0.00 msec, offset 0.0000 msec, dispersion 16000.00

precision 2**16, version 3

org time COFD8D43.0B54AAFA (10:37:23.044 UTC Fri Aug 9 2002)

rcv time AF3BD179.1C9F231D (10:04:09.111 UTC Mon Mar 1 1993)

xmt time AF3BD186.C9CB3361 (10:04:22.788 UTC Mon Mar 1 1993)

filtdelay = 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
filtoffset = 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
filterror = 16000.0 16000.0 16000.0 16000.0 16000.0 16000.0 16000.0 16000.0

Example 2-11 displays that R2 is dynamically peered to R1 and is authenticated. The IP address
of the NTP peer server, a configured peer, is 131.108.255.1, as highlighted midway down in
Example 2-11.

Secure Shell and Cisco 10S SSH

Secure Shell (SSH) is a protocol that provides a secure connection to a router. Cisco IOS supports
version 1 and 2 of SSH, which enables clients to make a secure and encrypted connection to a
Cisco router. Cisco refers to this SSH support as Cisco IOS SSH. Before SSH was implemented,
the only form of security available when accessing devices such as routers was Telnet username/
password authentication, which is clearly visible with a network sniffer. Telnet is insecure because
a protocol analyzer can view the information in clear-text form. Figure 2-8 displays a simple
protocol analyzer viewing information between a source address, 10.66.32.5, and the destination
address, 192.168.1.13, after a Telnet session is initiated by the address (PC) 1066.32.1/24.
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SSH support has been available in Cisco I0S since 12.1(1)T and 12.0(5)S.

NOTE Secure Shell and Cisco IOS SSH are not two different protocols; rather, Cisco IOS
SSH is the Cisco terminology for the fact that Cisco IOS supports SSH. Do not confuse them as
different protocols.

Figure 2-8 Sniffer Capture of a Telnet Connection

swussanssus]

Figure 2-8 displays a simple Telnet connection between a PC and a remote router. Figure 2-8 is a
packet trace from a client PC Telnet connection to a Cisco IOS router with the IP address
10.32.66.5. The packet trace clearly captures the password prompt sent by the router. Therefore,
the prompt is viewable in clear text. If you scrolled down the next few frames (frames numbered
98 to 103 in Figure 2-8), the password would be clearly visible. An intruder or hacker could piece
together the password and gain unauthorized access. For security reasons, these frames are not
shown, but it is clear that the Telnet application protocol is not a secure protocol; all data is sent
as clear text (including the password exchanged).

SSH is implemented with TCP port 22 and UDP port 22 and ensures that data is encrypted by a
network sniffer. SSH can be configured on both Cisco IOS routers and Catalyst switches.
Typically, however, SSH software supplied by vendors supports TCP port 22.
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Figure 2-9 displays the SSH protocol layers.

NOTE Lightweight Directory Access Protocol (LDAP) is an Internet protocol that e-mail
programs use to look up contact information from a server. For more details on LDAP, visit
http://www.gracion.com/server/whatldap.html.

Active Directory is a Windows-defined application that stores and manages network services,
resources, and information about where computers and printers are located. Active Directory
enables network administrators of Windows 2000 and 2003 servers to allocate and control how
network resources are accessed by clients’ PCs. LDAP can be used for much more than just e-
mail. For more information on Active Directory, visit http://www.microsoft.com.

Figure 2-9 SSH Protocol Layers
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SSH sits on top of the TCP/IP layers, protecting the hosts from unknown devices. The SSH
transport layer is responsible for securing the data, by using encryption authentication. Also,
because SSH encrypts the username and password, SSH protects vulnerable devices from
unknown users masquerading as trusted users. There are currently two versions of SSH: SSHv1
and SSHv2. Cisco IOS supports SSHv1 and SSHv2.

Cisco 10S SSH

The Cisco IOS implementation of SSH (which has been available for several years now), called
Cisco IOS SSH (available in S, E, and T trains of Cisco IOS software), is a service feature that is
available in the service provider Cisco IOS revision levels. Cisco IOS SSH is used to ensure that
remote devices are managed securely; Telnet is a very insecure protocol, because all segments are
sent in clear text. Cisco IOS SSH allows an administrator to remotely manage a Cisco IOS device,
such as a router or Catalyst operating system (CatOS), securely. Cisco IOS SSH provides a secure
link between a client and server.

SSH uses the Rivest, Shamir, and Adelman (RSA) public key cryptography, therefore allowing a
secure communication channel between a client and router.
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SSH was introduced into Cisco IOS platforms/images as follows:.

m  SSHvl server support was introduced in some Cisco IOS platforms/images starting in 12.0.5.S.
m  SSH client support was introduced in some Cisco IOS platforms/images starting in 12.1.(5)T9.

m  SSH terminal-line access (also known as reverse-Telnet) was introduced in some Cisco I0S
platforms/images starting in 12.2.2.T. It can be used to secure reverse-telnet connections from
terminal servers.

m  SSHv2 support was introduced in some Cisco IOS platforms/images starting in 12.1(19)E6.
The following is an example of configuring a Cisco router as an SSH server and a client connection
from another Cisco IOS router.

There are four steps required to enable SSH support on a Cisco IOS router:

1. Configure the hostname command.

2. Configure the DNS domain.

3. Generate the public (RSA) key to be used.

4. Enable SSH transport support for the vtys (optional step).

Example 2-12 displays a sample Cisco IOS SSH configuration. The exclamation points (!) identify
comments that have been added to make the configuration more reader-friendly.

Example 2-12 Cisco 10S SSH Server

!Configure the hostname if not previously done so.

hostname Massimo

! configure a local username and password to authenticate

! the remote SSH user, AAA can

! also be used

username cisco password @ cisco

!Configure the router's DNS domain.

ip domain-name cisco.com

Interface Ethernet0

ip address 10.1.1.1 255.255.255.0

! Generate RSA key, completed from the configuration mode in IOS.
crypto key generate rsa

! Following are optional SSH commands that control parameters on your route
ip ssh time-out 120

ip ssh authentication-retries 2

!

!

!By default the vtys' transport is all available such as Telnet.
! In this case, only SSH will be used.

line vty 0 4

login local
transport input SSH
end
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Example 2-12 configures a router named Massimo for Cisco IOS SSH. In particular, the command
crypto key generate rsa generates the RSA public key, the ip ssh time-out 120 command sets
the default idle time to 120, and the ip ssh authentication-retries 2 command sets a maximum
retry limit of 2. The crypto key generate command builds both halves of the key pair. There is an
optional write keyword that saves the key pair to NVRAM; otherwise, it is lost on reboot or a
reload as the volatile RAM is refreshed.

To start an encrypted session with a remote networking device, use the ssh user EXEC command:

ssh [-1 userid] [-c {des | 3des}] [-0 numberofpasswordprompts n] [-p portnum]
{ipaddr | hostname} [command]

Table 2-5 displays the options available with the ssh EXEC command.

Table 2-5 ssh Command Summary#*

-l userid (Optional) Specifies the user ID to use when logging into the
remote networking device running the SSH server. If no user ID
is specified, one needs to be defined. Otherwise, the following
error appears on the router’s CLI:

% No user specified nor available for SSH client

-c {des | 3des} (Optional) Specifies the crypto algorithm, DES or 3DES, to use
for encrypting data. To use SSH, you must have an encryption
image running on the router. Cisco software images that include
encryption have the designators "k8" (DES) or "k9" (3DES).

-o numberofpasswdpromptsn | (Optional) Specifies the number of password prompts that the
software generates before ending the session. The SSH server
may also apply a limit to the number of attempts. If the limit set
by the server is less than the value specified by the -0
numberofpasswdprompts keyword, the limit set by the server
takes precedence. The default is 3 attempts, which is also the
Cisco I0OS SSH server default. The range of values is from 1 to

5.

-p portnum (Optional) Indicates the desired port number for the remote host.
The default port number is 22.

ipaddr | hostname Specifies the IP address or host name of the remote networking
device.

command (Optional) Specifies the Cisco IOS command that you want to

run on the remote networking device. If the remote host is not
running Cisco IOS software, this may be any command
recognized by the remote host. If the command includes spaces,
you must enclose the command in quotation marks.

*From http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_r/fothercr/
srfssh.htm#wp1024082.
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The following is sample output from the show ip ssh command:

Router# show ip ssh

Connection Version Encryption State Username

0 2.0 3DES 4 guest
The connection is labeled 0 (vty number), is running version 2.0, is using 3DES encryption, and
the username is guest.

Example 2-13 displays a session connection from a router named Simon to the SSH server—
enabled router named Massimo.

Example 2-13 SSH Connection Example

Simon#ssh -c¢ 3des -1 cisco 10.1.1.1
Trying 10.1.1.1..0pen
Password:cisco

Massimo>

The username is defined with the -1 option; in Example 2-13, it is set to cisco.

To display the version and configuration data for SSH, use the show ip ssh privileged EXEC
command.

For more detailed information on SSH and on the Cisco IOS functional matrix, visit http://
www.ssh.com/products/tectia/ and http://www.cisco.com/warp/public/707/ssh.shtml,
respectively.

Remote Data Exchange Protocol

The Cisco Intrusion Detection System (IDS) provides an in-depth, self-healing mechanism to
provide network administrators a defense against attacks from inside and outside the network. The
Cisco definition of a self-healing network is a network that is intelligent enough to stop unwanted
traffic and correct any security vulnerabilities before they occur.

Beginning with Cisco IDS 4.0, the network IDS sensors use the Remote Data Exchange Protocol
(RDEP) for communication. With RDEP, the network operator can subscribe to specific IDS event
types and better control which events are received or ignored.

The sensor software was re-architected in Cisco IDS 4.0. All of the pre-4.0 software applications,
such as nr.postoffice, nrConfigure, nr.packetd, and nr.managed, have been replaced with 4.0
software applications. Postoffice protocol has been replaced with RDEP, which uses the HTTP/
HTTPs protocol to communicate with XML documents between the sensor and external systems.
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Sensor configuration, control, log, and event information are communicated and stored in XML
documents. Version 4.0 provides an open interface that is accessible by clients that can
communicate over HTTP/HTTPs and process XML documents.

So, in summary, RDEP allows IDS sensors to communicate with external systems. RDEP uses
HTTP and SSL to pass XML documents over an encrypted session, between the sensor and the
external system. XML files located on the IDS sensors can control the configuration and operation
of the sensor.

NOTE Although RDEP is listed as a blueprint item, RDEP is a propriety protocol, and you
can expect the exam to test you only lightly on this protocol. RDEP is a subset of the HTTP/1.1
protocol and uses a client request/server response model; it replaces the old IDS Postoffice
protocol. The IDS sensor is the RDEP server, and management stations are the clients.
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Foundation Summary

The “Foundation Summary” is a condensed collection of material for a convenient review of this
chapter’s key concepts. If you are already comfortable with the topics in this chapter and decided
to skip most of the “Foundation Topics” material, the “Foundation Summary” will help you recall
a few details. If you just read the “Foundation Topics” section, this review should help further
solidify some key facts. If you are doing your final preparation before the exam, the “Foundation
Summary” offers a convenient and quick final review.

Table 2-6 DNS Concepts

Concept

Description

Well-known port numbers

UDP port 53, TCP port 53

ip host name [tcp-port-number]
ip-addressl [ip-address?2...ip-
address8]

Configured locally to assign a host name with up to eight IP
addresses

no ip domain-lookup

Disables the IP DNS-based host name-to-address translation

ip domain-name name

Defines a default domain name that the Cisco IOS Software
uses to complete unqualified host names; also part of the
fully qualified DNS name

ip domain-list name

Defines a list of default domain names to complete
unqualified host names

ip name-server ip-address

Specifies the address of one or more name servers to use for
name and address resolution; up to six name servers
permitted

Table 2-7 TFTP Concepts

Concept Description

Well-known port numbers | UDP port 69 (UDP is typically the only supported protocol for TFTP
produced by vendors) and TCP port 69

copy tftp flash Cisco I0S command to copy images from a TFTP server

Security Only filename and directory names created on the server provide the
only method used to secure transfers
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Concept

Description

Well-known port number

TCP port 443-SSL.

HTTPs HTTP traffic runs over a secure connection.
Service/client SSL uses a client/server model where clients request secure
authentication connections to a host device, such as with a credit card transaction over

the World Wide Web.

Table 2-9 SNMP Concepts

Concept

Description

Well-known port numbers

UDP 161 (SNMP servers) and UDP 162 (SNMP clients).

SNMP managed device A network node that contains an SNMP agent and resides on a
managed network. Managed devices collect and store management
information and make this information available to the network
management system using SNMP.

SNMP agent A network management software module that resides in a managed

device. An agent has local knowledge of management information
and translates that information into a form compatible with SNMP.

Table 2-10 SMTP Concepts

Concept

Description

Well-known port numbers

TCP 25 (commonly used) and UDP 25

HELO command

Used in communications between host and client

Table 2-11  NTP Concepts

Concept

Description

Well-known port numbers

TCP 123 and UDP 123 (commonly used).

ntp master /-15

Defines stratum value between 1 and 15.

clock set hhi:mm:ss day month year

Manually sets clock on a Cisco router.

ntp peer ip-address [version number] [key
keyid] [source interface] [prefer]

Defines NTP peers.

ntp server ip-address

Defines where the device will source the clock
from.

ntp authenticate

Enables authentication.

ntp authentication-key number mdS value

Defines NTP authentication key and password.

ntp trusted-key key-number

Defines NTP to authenticate NTP session; key-
number is the authentication key to be trusted.
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Table 2-12 Cisco 10S SSH Configurations Steps*

Step

Description

1

Configure the hostname command.

Configure the DNS domain.

Generate the public RSA key to be used.

2
3
4

Enable SSH transport support for the vtys.

SSH transport is enabled by default. Also, the final step (not documented at Cisco.com) is
to create a local username/password pair or enable AAA authentication.

*For an example of this configuration, visit http://cisco.com/en/US/tech/tk583/tk617/
technologies_tech_note09186a00800949¢2.shtml.
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Q&A

The Q & A questions are designed to help you assess your readiness for the topics covered on the CCIE
Security written exam and those topics presented in this chapter. This format should help you assess
your retention of the material. A strong understanding of the answers to these questions will help you
on the CCIE Security written exam. You can also look over the questions at the beginning of the chapter
again for further review. As an additional study aid, use the CD-ROM provided with this book to take
simulated exams, which draw from a database of over 500 multiple-choice questions.

Answers to these questions can be found in Appendix A, “Answers to Quiz Questions.”

1.

2B S

~

10.
11.
12.

13.
14.
15.
16.

According to RFC 1700, what is the well-known TCP/UDP port used by DNS?

What does the Cisco IOS command no ip domain-lookup accomplish?

What is the correct Cisco IOS syntax to specify local host mapping on a Cisco router?
TFTP uses what well-known, defined TCP/UDP port?

Define the two modes of FTP.

FTP uses what TCP port numbers?

What well-known port do Secure Sockets Layer (SSL) and Secure Shell (SSH) use?

Define SNMP and give an example of how SNMP traps can be used to identify problems with
Cisco IOS routers.

What well-known UDP ports are used by SNMP?
What Cisco I0S command enables SNMP on a Cisco I0S router?
Which TCP/UDP port numbers are defined for use by the Network Time Protocol (NTP)?

When defining a stratum value on a Cisco router, what is the range and what value is closest
to an atomic clock?

Secure Shell (SSH) allows what to be accomplished when in use?

What is the difference between an SNMP inform request and an SNMP trap?

What does the SNMP MIB refer to?

What is the SNMP read-write community string for the following router configuration?

snmp-server community simon ro
snmp-server community Simon rw
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17.

18.

19.
20.
21.

22.

Before you can TFTP a file from a Cisco router to a UNIX- or Windows-based system, what
is the first step you must take after enabling the TFTP server daemon on either platform?

What Cisco IOS command can be implemented to restrict SNMP access to certain networks
by applying access-lists? Can you apply standard, extended, or both to these access lists?

Does TFTP have a mechanism for username and password authentication?
Can you use your Internet browser to configure a Cisco router? If so, how?

Suppose that a network administrator defines a Cisco router to allow HTTP requests but
forgets to add the authentication commands. What is the default username and password
pairing that allows HTTP requests on the default TCP port 80?7 Can you predefine another
TCP port for HTTP access other than port 807

What are the four steps to enable Cisco IOS SSH for a SSH server?
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Scenario

Scenario: Configuring DNS, TFTP, NTP, and SNMP

This scenario uses a configuration taken from a working Cisco IOS router and tests your skills with
DNS, TFTP, NTP, and SNMP. Example 2-14 displays the configuration of a Cisco router named R1.

Example 2-14 RI Running Configuration

version 12.1

hostname R1
clock timezone UTC 10

!

no ip domain-lookup

ip domain-name cisco.com

ip host CCIE 131.108.1.1

ip host Router3 131.108.1.3

ip host Router2 131.108.1.2

ip host Router1 131.108.1.1

ip name-server 131.108.255.1

ip name-server 131.108.255.2
interface Ethernet0/0

ip address 131.108.1.1 255.255.255.0
!

interface Serial@/0

ip address 131.108.255.1 255.255.255.252
ntp broadcast

!
no ip http server
snmp-server community public RO
snmp-server community publiC RW
snmp-server host 131.108.255.254 isdn
line con 0

!
ntp authentication-key 1 md5 121A061E17 7
ntp authenticate
ntp trusted-key 1
ntp master 1
ntp peer 131.108.2.1 key 1
end
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1. What happens when a network administrator types the host name Router!1 at the router
prompt? (Select the best two answers.)

a.

b

e.

DNS queries are disabled; nothing will be translated.
The name Routerl is mapped to the IP address 131.108.1.1.
The administrator could also type CCIE to reach the same IP address (131.108.1.1).

Because DNS is disabled with the command no ip domain-lookup, the router assumes
that this is an invalid Cisco IOS command and returns the error “% Unknown command
or computer name, or unable to find computer address.”

Local DNSs are case-sensitive so you can only type Routerl to map to 131.108.1.1.

2. The following commands are entered on the router named R1. What are the TFTP server
address and TFTP filename stored on the router on board flash?

Ri#copy tftp flash

Address or name of remote host []? 150.100.1.253

Source filename []? €2600-j03s56i-mz.121-5.T10.bin

Destination filename [c2600-j03s56i-mz.121-5.T10.bin]? c2600-c1

3. RI1 supplies an NTP clock source to a remote router. What is the NTP peer IP address, and
what is the MD5 password used to ensure that NTP sessions are authenticated?

4. What is the SNMP read-write access community string for the following configuration?

snmp-server community public RO
snmp-server community publiC RW
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Scenario Answers

Scenario Solutions

1.

b and c. The host name Router1 (not case sensitive) is mapped to 131.108.1.1 with the
command ip host Router1 131.108.1.1. Also, the Cisco IOS command CCIE is mapped to
the same name with the Cisco IOS command ip host CCIE 131.108.1.1. If you look at the IP
address assigned to Ethernet 0/0, it is the local IP address. Therefore, if a user types Router1
or CCIE, they will be returned to the same router. The following sample display demonstrates
this fact:

R1#routeri

Translating "routeri"

Trying Routert (131.108.1.1)... Open

User Access Verification

Password:

R1>quit

! quit commands exit Telnet session and you return
! to the first Telnet connection on R1

[Connection to router1 closed by foreign host]

R1#ccie

Translating "ccie"

Trying CCIE (131.108.1.1)... Open
User Access Verification
Password:

R1>

Both DNS names, CCIE and Routerl1, are translated to the same IP address, 131.108.1.1.

The TFTP server address is 150.100.1.253 and the filename requested is ¢2600-jo3s56i-
mz.121-5.T10.bin. However, the last command entered is the destination filename, which
defines the names stored locally on the system flash. In this case, the network administrator
types the filename c2600-c1.

R1 is configured statically to peer to the remote NTP IP address, 131.108.2.1 (ntp peer
131.108.2.1 key 1). The MDS5 password is configured but, unfortunately, the configuration
will not display the MDS5 password (encrypted), so it cannot be derived.

The read-only (RO) community string is named "public", and the read-write (RW)
community string is set to "public". Community strings are case sensitive.
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CHAPTER

Cisco 10S Specifics and Security

This chapter covers the CCIE Cisco IOS specifics topic area. Unfortunately, the blueprint does
not detail the exact requirements, and “Cisco IOS” in general could mean the entire range of
topics. Thus, this chapter covers topics that are actually possible topics on the written exam and
that are common to the routing and switching blueprint. This chapter covers routing and switching
blueprint objectives together with the security blueprint objectives. The CCIE technical teams
generally gather the test questions from a common pool available to any CCIE track.

This chapter covers the following topics:

m  Cisco Hardware—Covers the hardware components on a Cisco router, namely the System
Flash, nonvolatile RAM (NVRAM), and how files are saved to and from a TFTP server.

m  show and debug Commands—Presents the most common show and debug commands
used on Cisco routers to manage an IP network.

m  Password Recovery—Describes how password recovery is completed on Cisco IOS routers.

m  Basic Security on Cisco Routers—Reviews some commands used to ensure that Cisco
routers are secured with basic passwords.

m  IP Access Lists—Covers both standard and extended IP access lists and their formats.

m Layer 2 Switching Security—Introduces MAC address controls, port security on Cisco
switches, and Dynamic Host Configuration Protocol (DHCP) security options.

m  Security Policy Best Practices: A Cisco View—Takes a brief look at Cisco-recommended
best practices for developing a security policy.

“Do | Know This Already?”” Quiz

The purpose of this assessment quiz is to help you determine how to spend your limited study time.

If you can answer most or all of these questions, you might want to skim the “Foundation
Topics” section and return to it later, as necessary. Review the “Foundation Summary” section
and answer the questions at the end of the chapter to ensure that you have a strong grasp of the
material covered.
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If you already intend to read the entire chapter, you do not necessarily need to answer these
questions now. If you find these assessment questions difficult, read through the entire
“Foundation Topics” section and review it until you feel comfortable with your ability to answer
all of these and the “Q & A” questions at the end of the chapter.

Answers to these questions can be found in Appendix A, “Answers to Quiz Questions.”

1. What IOS command will display the System Flash?

a.
b.
c.

d.

show flash
show system flash
show memory

show process flash

2. The network administrator has forgotten the enable password, and all passwords are
encrypted. What should the network administrator do to recover the password without losing
the current configuration?

a.
b.

C.

Call the TAC and ask for a special backdoor password.
Call the TAC and raise a case to supply the engineering password.

Reboot the router, press the Break key after the reload, and enter ROM mode and
change the configuration register.

Reboot the router, press the Break key during the reload, enter ROM mode and change
the configuration register, and when the router reloads, remove the old configuration.

3. What is the enable password for the following router?

a.
b.
C.

d.

enable password Simon
More data is required.
Simon.
simon or Simon.

You cannot set the password to a word; it must also contain digits.

4. If the configuration register is set to 0x2101, where is the IOS image booted from?

slotO:
slot1:
Flash
ROM
TFTP server
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5.  What IOS command will copy the running configuration to a TFTP server?

a. copy running-config to tftp
b. write network

c. copy running-config tftp

d. write erase

6. What debug command allows an administrator to debug only packets from the network
131.108.0.0/16?

a. debug ip packet
b. terminal monitor

c. debug ip packet 1
access-list 1 permit 131.108.0.0

d. debug ip packet 1
access-list 1 permit 131.108.0.0 0.0.255.255

e. debug ip packet 1
access-list 1 permit 131.108.0.0 255.255.0.0

7. Afterentering debug ip packet, no messages appear on your Telnet session. What is the likely
cause?

a. OSPF routing is required.
b. The console port does not support debug output.
c. The terminal monitor command is required.
d. IP packets are not supported with the debug command.
8. To change the configuration register to 0x2141, what is the correct IOS command?
a. copy running-config register
b. configuration 0x2141
c. config 0x2141 register
d. config-register 0x2142
e. config-register 0x2141

9. Where is the startup configuration stored on a Cisco router?

a. Inthe CAM table
b. NVRAM

c. RAM

d. Flash

e. slot0:
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10.

11.

12.

13.

Which of the following statements is true?

a
b
c

d.

The enable secret command overrides the enable password command.
The enable command overrides the enable secret password command.
Enable passwords cannot be used when the secret password is used.

Both a and c are true.

A Cisco router has the following configuration:

line vty 0 4
login

What will happen when you telnet to the router?

a.
b
c.

d.

You will be prompted for the login password.
You will enter EXEC mode immediately.
You will not be able to access the router without the password set.

More configuration is required.

A Cisco router has the following configuration:

line vty 0 4
no login
password cIscO

When a Telnet user tries to establish a remote Telnet session to this router, what will happen?

d.

e.

The Telnet user will be prompted for the login password, which is set to cIscO.
The Telnet user will enter EXEC mode immediately.

The Telnet user will not be able to access the router without the password set.
More configuration is required.

The Telnet user will be prompted for the login password; password case does not matter.

A Cisco router has the following configuration:

line vty 0 1
no login
password cisco
line vty 2 4
login

password ciSco
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When a third Telnet session is established to a remote router with the preceding configuration,

what will happen?

a.
b

c.
d.

e.

You will be prompted for the login password, which is set to cisco.
You will be prompted for the login password, which is set to ciSco.
You will enter EXEC mode immediately.

You will not be able to access the router without the password set.

More configuration is required.

14. Which of the following access lists will deny any IP packets sourced from network
131.108.1.0/24 and destined for network 131.108.2.0/24 and permit all other IP-based traffic?

a.
b
c.

d.

access-list 1 deny 131.108.1.0
access-list 1 deny 131.108.1.0 0.0.0.255
access-list 100 permit/deny ip 131.108.1.0 0.0.0.255 131.108.2.0 0.0.0.255

access-list 100 deny ip 131.108.1.0 0.0.0.255 131.108.2.0 0.0.0.255
access-list 100 permit ip any any

15.  Which of the following secure protocols are available to manage Cisco 10S software?
(Choose the best three answers.)

a.
b.
c.
d.
e.

f.

Telnet
SSH
HTTPS
HTTP
IPSec-ESP
IPSec-AH

16. What types of attacks can intruders use to enable them to attack VLANs on a Layer 2 switched
network?

a.

b.

CAM table overflow

VLAN manipulation or hopping
BPDU manipulation

MAC address spoofing

DHCP starvation

All of these
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17.

18.

19.

20.

21.

What information is stored in the CAM table?

a.
b.
c.

d.

IP-to-MAC address information
BPDU details
The CAM table is only used on routers

MAC information mapped to port interfaces

How can the CAM table be exploited by intruders?

a.

b.

C.

d.

It cannot be exploited.

CAM tables can be used to forward all packets to certain interfaces by flooding the
switch with the MAC address’s source by one or more interfaces.

It can be used to gain Telnet access.

It can be used to cause a memory leak attack.

What is VLAN hopping?

a.

b.

C.

d.

Using a trunk port to access all VLANS, thus bypassing an access control device

Modifying the 802.1p field to an IP packet, causing the switch to put the attacker’s port
in a different VLAN

Sniffing a Layer 2 port to determine the DSCP fields

None of these

How is a DHCP starvation attack achieved?

a.
b.
c.

d.

Freeing IP packets so that they can traverse the network endlessly
Broadcasting DHCP requests with spoofed MAC addresses
Intercepting DHCP offer packets and performing a DOS attack on the DHCP server

None of these

When preparing a security policy, what are the three core requirements?

Define a password list.

Create acceptable-usage policy statements.
Conduct a risk analysis.

Establish a security team structure.

None of these.
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An administrator notices a router’s CPU utilization has jumped from 2 percent to 100 percent,
and that a CCIE engineer was debugging. What IOS command can the network administrator
enter to stop all debugging output to the console and vty lines without affecting users on the
connected router?

a. no logging console debugging

b. undebug all

c. line vty 0 4

d. no terminal monitor (term no monitor)

e. reload the router
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Foundation Topics

Cisco Hardware

Cisco routers consist of many hardware components. The main components of a Cisco router
include the following:

m RAM

s NVRAM
m Flash

m CPU

m ROM

m  Configuration registers
m Interfaces

Figure 3-1 illustrates the hardware components on Cisco routers.

Figure 3-1 Components of a Cisco Router

Random-Access Memory (RAM)

Elash Read-Only Nonvolatile RAM
Memory (ROM) (NVRAM)
LAN, WAN,

Router Interfaces Console, AUX Port

Each hardware component is vital for Cisco routers to operate properly. To help you prepare for
the CCIE Security written exam, the next few sections present the main concepts you need to know
about Cisco hardware components.
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Random-Access Memory
Routers use RAM to store the current configuration file and other important data collected by the
router (such as Cisco Express Forwarding [CEF] tables and Address Resolution Protocol [ARP]
entries, to name a few). This data includes the IP routing table and buffer information. Buffers
temporarily store packets before they are processed. All Cisco IOS processes, such as routing
algorithms (Open Shortest Path First [OSPF] and Border Gateway Protocol [BGP], for example),
also run in RAM.

RAM information is lost if the router power cycles (when a router loses and regains power) or is
restarted by an administrator. To view a router’s current configuration, use the show running-
config IOS command. Before Cisco IOS version 10.3, administrators used the write terminal
command to show a router’s configuration. The write terminal command is still valid in today’s
Cisco IOS releases, although Cisco IOS releases 12.2T and above now provide a warning to use
the new commands only.

Cisco I0S software is hardware-specific, and the image loaded on various router platforms varies
from platform to platform. For example, the image on a Cisco 4500 (end of sale in 2004) will not
run on a Cisco 3600, nor will an image designed for an 1800 run on the 3800. Also, IOS images
contain certain features, such as Internetwork Packet Exchange (IPX) or Data Encryption
Standard (DES) encryption. For example, you can load only Cisco IOS software that supports IP
or IP plus DES encryption, and so forth.

Visit the following Cisco website for more details on Cisco IOS images and platform
requirements: http://www.cisco.com/public/sw-center/sw-ios.shtml.

Nonvolatile RAM
NVRAM stores a copy of the router’s configuration file. The NVRAM storage area is retained by
the router in the event of a power cycle. When the router powers up from a power cycle or a reboot
(reload command), the Cisco I0S software copies the stored configuration file from the NVRAM
to RAM. To view the configuration file stored in NVRAM, issue the show startup-config
command. In earlier versions of Cisco IOS software (before version 10.3), the show config
command was used to view the configuration file stored in NVRAM. In Cisco IOS versions 11.0
and above, both the show config and show startup-config commands will work. The crypto keys
are also stored in NVRAM.

System Flash
The System Flash is erasable and programmable memory used to store the router’s IOS image.
Although Flash memory is always limited in size, it can contain multiple versions of Cisco I0S
software. Therefore, you can delete, retrieve, and store new versions of Cisco IOS software in the
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Flash memory system. To view the Flash memory on a Cisco router, use the show flash I0S
command. Example 3-1 displays the Flash filename on a router named R1.

NOTE On a high-performance router, such as Cisco 3800 series or 7500 series routers, you
can make the Flash system look like a file system and store many versions of Cisco [0S
software. The IOS command to partition the System Flash is partition flash number-of-
partition size-of-each-partition. Even on a low-end router, such as the 2500, the Flash can be
partitioned.

Example 3-1 show flash Command

R1>show flash
System flash directory:
File Length Name/status
1 9558976 €2500-ajs40-1.12-17.bin
[9559040 bytes used, 7218176 available, 16777216 total]
16384K bytes of processor board System flash

Example 3-1 shows that the IOS image, c2500-ajs40-1.12-17.bin, is currently stored on the router’s
on-board System Flash.

The Cisco I0OS series routers, such as the 7500 or 3800 series, provide the option of installing
additional PCMCIA Flash memory. If this additional memory is installed, the dir slot0: IOS
command displays the IOS image stored in slotO.

NOTE Cisco recently renamed all of its IOS images to permit a total of only eight possible
trains. Visit http://www.cisco.com/kobayashi/sw-center/sw-ios.shtml for more details. This link
requires a Cisco CCO account.

Central Processing Unit
The CPU is the heart of a router, and every Cisco router has a CPU. A CPU manages all the router’s
processes, such as IP routing, and new routing entries, such as remote IP networks learned through
a dynamic routing protocol.

To view a CPU’s status, use the show process IOS command.
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Example 3-2 shows a sample display taken from a Cisco IOS router.

Example 3-2 (Truncated) show process Command

R1>show process
CPU utilization for five seconds: 9%/7%; one minute: 9%;
five minutes: 10%

PID QTy PC Runtime (ms) Invoked uSecs Stacks TTY Proc
1 Csp 318F396 24456 1043 234 732/1000 © Load Meter
2 M* 0 28 28 1000 3268/4000 © EXEC
3 Lst 317D1FC 1304 175 5257 1724/2000 0 Check heap

The show process command displays the router utilization within the past 5 seconds, the past 1
minute, as well as the average over the last 5 minutes. Details about specific processes follow the
CPU utilization statistics.

Read-Only Memory
ROM stores a scaled-down version of a router’s IOS image in the event that the Flash system
becomes corrupted or no current IOS image is stored in Flash. ROM also contains the bootstrap
program (sometimes referred to as the rxboot image in Cisco documentation) and a device’s
power-up diagnostics. You can perform a software upgrade (that is, perform a software image
upgrade on ROM) only by replacing ROM chips, because ROM is not programmable.

The bootstrap program enables you to isolate or rule out hardware issues. For example, suppose
that you have a faulty Flash memory card and, subsequently, the router cannot boot the IOS image.
The power diagnostics program tests all the hardware interfaces on the router. ROM mode
contains a limited number of IOS commands, which enable the administrator or the Technical
Assistance Center (TAC) to help troubleshoot and ascertain any hardware or configuration issues
on a Cisco router. Cisco TAC is available 24 hours a day, 7 days a week. You must pay Cisco for
this service and have a valid contract number to open any cases.

Unfortunately, not all Cisco routers have the same ROM code, so the commands might vary, but
the principle remains the same. You can always issue the ? command in ROM mode to identify the
available commands used to troubleshoot a Cisco IOS—based router. Newer Cisco hardware
models now contain a new boot program stored in boot Flash rather than in ROM. The program is
a little more user-friendly. Menu-driven options are available to change the configuration register,
for example.
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Example 3-3 provides all the available options on a Cisco 3800 router when the ? command is used
in ROM mode.

Example 3-3  ? Command Used When in ROM Mode

System Bootstrap, Version 12.0(3)T, RELEASE SOFTWARE (fc1)
Copyright 1999 by cisco Systems, Inc.

C1700 platform with 49152 Kbytes of main memory

rommon 1 > ?

alias set and display aliases command

boot boot up an external process

break set/show/clear the breakpoint

confreg configuration register utility

cont continue executing a downloaded image
context display the context of a loaded image
cookie display contents of cookie PROM in hex
I Initialize

dev list the device table

unalias unset an alias

unset unset a monitor variable

xmodem x/ymodem image download

The options in Example 3-3 include the ability to initialize a router with the i command after you
have finished ROM mode. ROM mode enables you to recover lost passwords by altering the
configuration registers (covered in the “Password Recovery” section, later in this chapter).

Configuration Registers
The configuration register is a 16-bit number that defines how a router operates on a power cycle.
These options include whether the IOS image will be loaded from Flash or ROM. Configuration
registers advise the CPU to load the configuration file from the NVRAM or to ignore the
configuration file stored in memory, for example. The default configuration register is displayed
as 0x2102. Table 3-1 lists the binary conversion from 0x2102.

Table 3-1 x2102 Binary Conversion

Bit Number Value
15 0
14 0
13 1
12 0
11 0
10 0
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Table 3-1 x2102 Binary Conversion (Continued)

Bit Number Value
9 0
8 1
7 0
6 0
5 0
4 0
3 0
2 0
1 1
0 0

Visit http://www.cisco.com/en/US/products/hw/routers/ps282/products_installation_guide_
chapter09186a008007dfd0.html#wp1010336 for more details on the Configuration Register
Settings.

The bits are numbered from right to left. In the preceding example, the value is displayed as
0x2102 (0010.0001.0000.0010). The function of the configuration register bits is determined by
their position, as follows:

Bits 0 through 3—Determines whether the router loads the IOS from the Flash. Possible
values are 00 - stays at the ROM monitor on a reload or power cycle, 01 - boots the first image
in CompactFlash memory as a system image, or 02 - F enables default booting from
CompactFlash memory. In Hexadecimal the range is 0x0000-0x000F.

Bit 4—Reserved.
Bit 5—Reserved.

Bit 6—Tells the router to load the configuration from NVRAM if set to 1 and to ignore the
NVRAM if set to 0.

Bit 7—Referred to as the original equipment manufacturer (OEM) bit in Cisco
documentation and is not used.

Bit 8—Specifies whether to enter ROM mode without power cycling the router. If bit 8 is set
to 1 and the Break key is issued while the router is up and running normally, the router will
go into ROM mode. This is a dangerous scenario, because if this occurs, your router
immediately stops functioning.
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Bit 9—Causes the system to use the secondary bootstrap. This bit is typically not used and is
set to 0.

Bit 10—Specifies the broadcast address to use, where 1 equals the use of all Os for broadcast
at boot (in conjunction with bit 14). Bit 10 interacts with bit 14.

Bits 11 and 12—Set the console port’s baud rate. For example, if bits 11 and 12 are set to 00,
the baud rate is 9600 bps. A baud rate of 4800 bps can be set when these bits are set to 01. 10
sets the baud rate to 2400 bps, and 11 sets the baud rate to 1200 bps.

Bit 13—Tells the router to boot from ROM if the Flash cannot boot from a network, such as
a TFTP server. If bit 13 is set to 0 and no IOS image is found, the router will hang. If bit 13
is set to 1 and no IOS image is found, the router boots from ROM.

Bit 14—Interacts with bit 10 to define the broadcast address.

Bit 15—Specifies whether to enable diagnostics display on startup and ignore the NVRAM.

To view the current configuration register, use the show version IOS command.

Example 3-4 displays the configuration register of a router, R1 (taken from a 7500 series router).

Example 3-4 (Truncated) show version Command

Router1> show version

Cisco Internetwork Operating System Software

I0S (tm) 7200 Software (C7200-J-M), Experimental Version 11.3(19970915:164752) [
hampton-nitro-baseline 249]

Copyright 1986-1997 by cisco Systems, Inc.

Compiled Wed 08-0Oct-97 06:39 by hampton

Image text-base: 0x60008900, data-base: 0x60B98000

ROM: System Bootstrap, Version 11.1(11855) [beta 2], INTERIM SOFTWARE
BOOTFLASH: 7200 Software (C7200-BOOT-M), Version 11.1(472), RELEASE SOFTWARE (fc1)

Router1 uptime is 23 hours, 33 minutes
System restarted by abort at PC 0x6022322C at 10:50:55 PDT Tue Oct 21 1997
System image file is "tftp://171.69.1.129/hampton/nitro/c7200-j-mz"

cisco 7206 (NPE150) processor with 57344K/8192K bytes of memory.

R4700 processor, Implementation 33, Revision 1.0 (512KB Level 2 Cache)
Last reset from power-on

Bridging software.

X.25 software, Version 3.0.0.

SuperLAT software copyright 1990 by Meridian Technology Corp).

TN3270 Emulation software.

8 Ethernet/IEEE 802.3 interface(s)

2 FastEthernet/IEEE 802.3 interface(s)
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Example 3-4 (Truncated) show version Command

4 Token Ring/IEEE 802.5 interface(s)

4 Serial network interface(s)

1 FDDI network interface(s)

125K bytes of non-volatile configuration memory.
1024K bytes of packet SRAM memory.

20480K bytes of Flash PCMCIA card at slot @ (Sector size 128K).
20480K bytes of Flash PCMCIA card at slot 1 (Sector size 128K).
4096K bytes of Flash internal SIMM (Sector size 256K).
Configuration register is 0x2102

The output from Example 3-4 displays the configuration register as 0x2102. The show version
command also displays other useful router information, such as the router’s uptime, the IOS image
in use, and the hardware configuration. To change the configuration register, use the global
configuration command, configure-register register-value. When a configuration register is
changed, use the show version command to ensure that the register has been changed to the new
value.

Table 3-2 displays common configuration register values you can use in day-to-day
troubleshooting of Cisco 10S routers.

Table 3-2 Common Registers

Register Value Description

0x2100 Boots the router using the system bootstrap found in ROM.
0x2102 Boots the router using Flash and NVRAM. This is the default setting.
0x2142 Boots the router using Flash and ignores NVRAM. This value is used to

recover passwords or modify configuration parameters.

Cisco Interfaces
Interfaces provide connections to a network. Interfaces include LANs, WANs, and management
ports (that is, console and auxiliary ports).

To view the current LAN or WAN interfaces, issue the show interface command, which displays
all LAN and WAN interfaces. To display information regarding console or auxiliary ports, use the
show line command. Figure 3-2 summarizes the available IOS commands that administrators can
use to view a router’s current configuration.
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Figure 3-2 Interface I0S Commands

show flash '\:/\j:\ show startup-config
dir slotO. . 4 ' show config

’—%v runr{ing-cm
/ write terminal \
v

Random-Access Memory (RAM)

Flash Read-Only Nonvolatile RAM
Memory (ROM) (NVRAM)
LAN, WAN,

Router Interfaces Console, AUX Port

show interfaces
Now that you have reviewed Cisco router hardware basics, it is time to review how routers operate.

In addition to router operation, this chapter covers how administrators can manage Cisco routers
by saving and loading files to and from a TFTP server.

NOTE Cisco routers can operate in a number of modes. Cisco defines them as follows:

m ROM boot mode—When the router is in boot mode and loaded with a subset of the IOS
image, only a limited number of commands are available.

m Configuration mode—Where you make configuration changes. An example prompt is
Router1(config)#.

m Interface configuration mode—Where you make configuration changes to interfaces such
as the Ethernet or Serial connections. An example prompt is Router1(config-if)#.

m Initial configuration mode—When a router first boots up out of the box with no initial
configuration, you are prompted for basic system configuration details, such as name and
IP address assignment. The prompt looks like this:

Would you like to answer the initial configuration dialog? [yes/no]
m User EXEC mode—Basic IOS commands are permitted from the command-line interface
(CLI). An example prompt is R1>.

m Privileged EXEC mode (also referred to as enabled mode)—Advance IOS commands
are permitted when the enable password or secret password is entered from the CLI. An
example prompt is R1#.
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Saving and Loading Files
The configuration file can reside on the router’s NVRAM or RAM, or on a TFTP server. When a
router boots with the default configuration register (0x2102), the configuration file is copied from
NVRAM to RAM.

Network administrators typically save the configuration files to a TFTP server as a backup, in case
of a router failure.

To save a configuration file from RAM to NVRAM (after configuration changes are made), the
IOS command is copy running-config startup-config. The write memory (legacy 10S
command, removed in 12.2T versions) command will also copy the running configuration to
startup configuration. The write command is a legacy command from earlier releases of IOS that
is still valid in today’s versions of Cisco IOS software.

Example 3-5 displays a successful configuration change on Ethernet 0/0, followed by a network
administrator in PRIV EXEC (privileged EXEC mode) mode saving the new configuration file to
NVRAM.

Example 3-5 Saving Cisco 10S Configuration Files

Ri#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface ethernet 0/0

R1(config-if)#ip address 131.108.1.1 255.255.255.0
R1(config-if)#exit

R1(config)#exit

Ri1#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R1#

Table 3-3 summarizes the configuration file manipulation that can be performed on Cisco IOS
routers.

Table 3-3 Cisco 10S File Manipulations

Cisco 1I0S Command Meaning

copy running-config startup- Copies the configuration file from RAM to NVRAM.

config

write memory Copies the running configuration to NVRAM. (Superseded
by the new command, copy running-config startup-config.)

copy startup-config running- Copies the configuration file from NVRAM to RAM.

config

continues
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Table 3-3 Cisco 10S File Manipulations (Continued)

Cisco I0S Command Meaning

write terminal Displays the current configuration file in RAM. (Superseded
by the new command, show running-config.)

show config Displays the current configuration file in NVRAM.
(Superseded by the new command, show startup-config.)

copy running-config tftp Copies the configuration file stored in RAM to a TFTP server.
Can also be copied to an FTP or Remote Copy (RCP) server.

copy tftp running-config Copies a configuration file from a TFTP server to the running
configuration.

write memory Copies the running configuration to NVRAM.

write erase Clears the NVRAM.

show and debug Commands

Cisco IOS CLI has an enormous number of show and debug commands available to the privileged
EXEC user. This section covers the show and debug commands most often used to manage Cisco
IOS devices.

Router CLI
Cisco IOS routers give network administrators access to a wide range of show and debug
commands. The show command displays various information about the router’s state of play, such
as the Ethernet collisions on a particular interface or a router’s configuration file. Only a subset of
show commands is available when in user EXEC mode. The full range is available when in PRIV
EXEC mode.

The debug command is a more advanced IOS command that allows the administrator to view the
router’s analyses of packets or buffering mechanisms and is used only to troubleshoot a device or
a complete network. The debug command is very CPU-intensive.

show Commands
The best method to appreciate the use of show commands is to display sample output from a Cisco
IOS router.

Example 3-6 displays a list of truncated show commands available from the CLI on a Cisco router
in PRIV EXEC mode. (Version 12.2 was used to supply this output.)
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R1#show ?
access-expression
access-lists
accounting
adjacency
aliases
arp
async

backup

bgp

bridge
buffers
caller

cef

class-map
clock
configuration
connection
context
controllers
cops

crypto
debugging
derived-config
dhcp

diag

dial-peer
dialer
dialplan
diffserv
dlsw

dnsix
docsis

drip

dspu

dxi

entry
environment
exception
file

flash:
frame-relay
fras
fras-host
gateway
history

List access expression

List access lists

Accounting data for active sessions

Adjacent nodes

Display alias commands

ARP table

Information on terminal lines used as router
interfaces

Backup status

BGP information

Bridge Forwarding/Filtering Database [verbose]
Buffer pool statistics

Display information about dialup connections
Cisco Express Forwarding

Show QoS Class Map

Display the system clock

Contents of Non-Volatile memory

Show Connection

Show context information

Interface controller status

COPS information

Encryption module

State of each debugging option

Derived operating configuration

Dynamic Host Configuration Protocol status
Show diagnostic information for port
adapters/modules

Dial Plan Mapping Table for, e.g. VoIP Peers
Dialer parameters and statistics

Voice telephony dial plan

Differentiated services

Data Link Switching information

Shows Dnsix/DMDP information

Show DOCSIS

DRiP DB

Display DSPU information

atm-dxi information

Queued terminal entries

Environmental monitor statistics

exception informations

Show filesystem information

display information about flash: file system
Frame-Relay information

FRAS Information

FRAS Host Information

Show status of gateway

Display the session command history

continues
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Example 3-6 show Commands (Continued)

hosts

html

idb
interfaces
ip

ipvé

key

line

1lc2

1nm
local-ack
location
logging
memory
mgcp
microcode
modemcap
mpoa

ncia
netbios-cache
ntp
num-exp
parser

pas

pci
policy-map
ppp
printers
privilege
processes
protocols
registry
reload
rmon
route-map
running-config
sessions
sgbp

snmp
spanning-tree
srcp

ssh

ssl

stacks
standby
startup-config
tep

IP domain-name, lookup style, nameservers, and host
table

HTML helper commands

List of Hardware Interface Descriptor Blocks
Interface status and configuration

IP information (show ip route follows)
IPv6 information

Key information

TTY line information

IBM LLC2 circuit information

IBM LAN manager

Local Acknowledgement virtual circuits
Display the system location

Show the contents of logging buffers
Memory statistics

Display Media Gateway Control Protocol information
show configured microcode for downloadable hardware
Show Modem Capabilities database

MPOA show commands

Native Client Interface Architecture
NetBIOS name cache contents

Network time protocol

Number Expansion (Speed Dial) information
Display parser information

Port Adaptor Information

PCI Information

Show QoS Policy Map

PPP parameters and statistics

Show LPD printer information

Show current privilege level

Active process statistics

Active network routing protocols

Function registry information

Scheduled reload information

rmon statistics

route-map information

Current operating configuration
Information about Telnet connections

SGBP group information

snmp statistics

Spanning tree topology

Display SRCP Protocol information

Status of SSH server connections

Show SSL command

Process stack utilization

Hot standby protocol information

Contents of startup configuration

Status of TCP connections
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Example 3-6 show Commands (Continued)

tech-support
terminal
traffic-shape
users

version

vlans
vtemplate
whoami

Show system information for Tech-Support
Display terminal configuration parameters
traffic rate shaping configuration
Display information about terminal lines
System hardware and software status
Virtual LANs Information

Virtual Template interface information
Info on current tty line

This section briefly covers the shaded commands in Example 3-6.

Example 3-7 displays sample output from the most widely used IOS command, show ip route.

Example 3-7 show ip route Command

C
0
C

Ri#show ip route
Codes: C

- connected, S - static, I
D - EIGRP, EX -
N1 - OSPF NSSA external type 1, N2
E1 - OSPF external type 1, E2

i - IS-IS, L1 - IS-IS level-1, L2 -

- IGRP, R - RIP, M - mobile, B - BGP

EIGRP external, O - OSPF, IA - OSPF inter area

- OSPF NSSA external type 2

- OSPF external type 2, E - EGP

IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

131.108.0.0/16 is variably subnetted, 3 subnets, 2 masks
131.108.255.0/30 is directly connected, Serial@/0
131.108.2.0/24 [110/400] via 131.108.255.2, 00:00:03, Serial@/0
131.108.1.0/24 is directly connected, Ethernet@/0

Ri#show ip route ?

Hostname or A.B.C.D Network to display information about or hostname

bgp Border Gateway Protocol (BGP)

connected Connected

egp Exterior Gateway Protocol (EGP)

eigrp Enhanced Interior Gateway Routing Protocol (EIGRP)
dhcp Show routes added by DHCP Server or Relay
igrp Interior Gateway Routing Protocol (IGRP)
isis IS0 IS-IS

list IP Access list

mobile Mobile routes

odr On Demand stub Routes

ospf Open Shortest Path First (OSPF)

profile IP routing table profile

rip Routing Information Protocol (RIP)

static Static routes

summary Summary of all routes

supernets-only

Show supernet entries only

continues
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Example 3-7 show ip route Command (Continued)

vrf Display routes from a VPN Routing/Forwarding instance
| Output modifiers
<cr>

Ri#show ip route ospf
131.108.0.0/16 is variably subnetted, 3 subnets, 2 masks
0 131.108.2.0/24 [110/400] via 131.108.255.2, 00:00:30, Serial@/0

Example 3-7 displays three IP routing entries. The more specific command, show ip route ospf,
displays only remote OSPF entries. Every IOS command can be used with the ? character to
display more options. In this case, the network administrator used it to identify the ospf option and
then typed show ip route ospf to view only remote OSPF entries.

Example 3-8 displays the output from the show ip access-lists IOS command.

Example 3-8 show ip access-lists Command

R1#show ip access-lists ?

<1-199> Access list number
<1300-2699> Access list number (expanded range)
WORD Access list name

| Output modifiers
<cr>
R1#show ip access-lists
Standard IP access list 1
permit 131.108.0.0, wildcard bits 0.0.255.255
Extended IP access list 100
permit tcp any host 131.108.1.1 eq telnet

Example 3-8 enables the network administrator to quickly verify any defined access lists.
Example 3-8 includes two access lists, numbered 1 and 100.

Use the show debugging command to display any debug commands in use. This verifies whether
any debugging is currently enabled.

Example 3-9 displays the sample output when debug ip routing is enabled.

Example 3-9 show debugging Command

R1#show debugging
IP routing:
IP routing debugging is on
R1#undebug all
All possible debugging has been turned off
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Currently, the router in Example 3-9 is enabled for debugging IP routing. To turn off the debugging,
apply the undebug all command, as shown in Example 3-9. This command ensures that all debug
options are disabled. You can specify the exact debug option you want to disable with the no
option; for example, to disable the IP packet option, the IOS command is no debug ip packet.

To display the hardware interfaces on the router, use the show interfaces command to explore the
physical and statistical state.

Example 3-10 displays the show interfaces command on a router named R1.

Example 3-10 show interfaces Command

Ri#show interfaces
Ethernet@/0 is up, line protocol is up
Hardware is AmdP2, address is 0002.b9ad.5ae@ (bia 0002.b9ad.5ae0)
Internet address is 131.108.1.1/24
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output 00:00:01, output hang never
Last clearing of "show interface" counters 00:00:05
Queueing strategy: fifo
Output queue 0/40, @ drops; input queue 0/75, @ drops
5 minute input rate @ bits/sec, @ packets/sec
5 minute output rate @ bits/sec, 0@ packets/sec
1 packets input, 366 bytes, @ no buffer
Received 1 broadcasts, @ runts, 0 giants, @ throttles
input errors, @ CRC, @0 frame, @ overrun, @ ignored
input packets with dribble condition detected
packets output, 202 bytes, @ underruns(0/0/0)
output errors, 0 collisions, @ interface resets
babbles, 0 late collision, @ deferred
lost carrier, @ no carrier
0 output buffer failures, @ output buffers swapped out
Serial®/® is up, line protocol is up
Hardware is PowerQUICC Serial
Internet address is 131.108.255.1/30
MTU 1500 bytes, BW 256 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation FRAME-RELAY, loopback not set
Keepalive set (10 sec)
LMI enq sent @, LMI stat recvd @, LMI upd recvd @, DTE LMI up
LMI enq recvd @0, LMI stat sent 0, LMI upd sent 0
LMI DLCI @ LMI type is ANSI Annex D frame relay DTE
Broadcast queue 0/64, broadcasts sent/dropped 1/0, interface broadcasts 1

S & &8 W e S

continues
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Example 3-10 show interfaces Command (Continued)

Last input 00:00:02, output 00:00:00, output hang never
Last clearing of "show interface" counters 00:00:07
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: weighted fair
Output queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations 0/1/256 (active/max active/max total)
Reserved Conversations @/0 (allocated/max allocated)
Available Bandwidth 192 kilobits/sec
5 minute input rate 0 bits/sec, @ packets/sec
5 minute output rate @ bits/sec, @ packets/sec
2 packets input, 86 bytes, @ no buffer
Received 0 broadcasts, @ runts, 0 giants, @ throttles
@ input errors, @ CRC, 0 frame, @ overrun, @ ignored, @ abort
2 packets output, 86 bytes, @ underruns
0 output errors, 0 collisions, @ interface resets
0 output buffer failures, @ output buffers swapped out
0 carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up

Ethernet@/1 is administratively down, line protocol is down
Hardware is AmdP2, address is 0002.b9ad.5ael (bia 0002.b9ad.5ael)
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,

reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of "show interface" counters 00:00:10
Queueing strategy: fifo
Output queue 0/40, @ drops; input queue 0/75, @ drops
5 minute input rate @ bits/sec, @ packets/sec
5 minute output rate @ bits/sec, @ packets/sec
0 packets input, @ bytes, @ no buffer
Received 0 broadcasts, @ runts, 0 giants, @ throttles
@ input errors, @ CRC, 0 frame, @ overrun, @ ignored
0 input packets with dribble condition detected
0 packets output, @ bytes, @ underruns(0/0/0)
@ output errors, 0 collisions, @ interface resets
0 babbles, @ late collision, @ deferred
@ lost carrier, @ no carrier
0 output buffer failures, @ output buffers swapped out

Example 3-10 displays a router with two Ethernet interfaces and one serial interface. Interface
Ethernet 0/0 is enabled and is currently running packets over the wire, while Ethernet 0/1 is not
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enabled. Interface Serial 0/0 is configured for Frame Relay and the physical layer (Layer 1) details
are displayed. Other possible physical states are as follows:

Ethernet(/1 is up, line protocol is up—The Ethernet interface is active, sending and
receiving Ethernet frames.

Ethernet(/1 is up, line protocol is down—The Ethernet interface is cabled but no keepalives
are received, and no Ethernet frames are sent or received (possible cable fault).

Ethernet(/1 is administratively down, line protocol is down—The Ethernet interface is not
enabled administratively; typically an interface is not enabled for connectivity as yet.

Ethernet 0/1 is down, line protocol is up—A physical condition is not possible. The
protocol is up only if the physical state of the line is up. The IOS image will never report this
condition because it is not a possible state of any IOS interface.

To display the system log (syslog), use the show logging command. Example 3-11 displays
sample output taken from a router named R1.

Example 3-11 show logging Command

R1#show logging
Syslog logging: enabled (@ messages dropped, @ messages rate-limited, @ flushes,
0 overruns)

Console logging: level debugging, 27 messages logged

Monitor logging: level debugging, @ messages logged

Buffer logging: level debugging, 1 messages logged

Logging Exception size (4096 bytes)

Trap logging: level debugging, 31 message lines logged
Log Buffer (60000 bytes):

2d20h: %SYS-5-CONFIG_I: Configured from console by console
2d20h: %CLEAR-5-COUNTERS: Clear counter on all interfaces by console

Example 3-11 shows that 27 messages have been logged and that the logging level is debugging,
which entails the following log message types:

Emergencies—System is unusable (severity = 0)
Alerts—Immediate action needed (severity = 1)
Critical—Critical conditions (severity = 2)
Errors—Error conditions (severity = 3)
Warnings—Warning conditions (severity = 4)

Notifications—Normal but significant conditions (severity = 5)



174  Chapter 3: Cisco 10S Specifics and Security

m  Informational—Informational messages (severity = 6)
m  Debugging—Debugging messages (severity = 7)

Two messages have also been displayed on the terminal: the first message is a configuration
change, and the second appears when a PRIV EXEC user has cleared the counters on all the
interfaces.

The show route-map command displays any policy route maps configured. Policy route maps
override routing decisions on Cisco routers. Route maps basically allow an administrator to
change or modify a router to override the current IP routing table entries. The only caveat of this
is that the show ip route command does not show the administrator routes following a route map.
The show route-map command can be used instead.

The show version command displays the system’s hardware configuration, the software version,
the names and sources of configuration files, and the boot images. Issue the show version EXEC
command to accomplish this. Example 3-12 displays sample output.

Example 3-12 show version Command on R1

R1#show version

Cisco Internetwork Operating System Software

I0S (tm) C2600 Software (C2600-IK803S-M), Version 12.2(2)T, RELEASE SOFTWARE (f
cl)

TAC Support: http://www.cisco.com/cgi-bin/ibld/view.pl?i=support

Copyright 1986-2001 by cisco Systems, Inc.

Compiled Sat 02-Jun-01 15:47 by ccai

Image text-base: 0x80008088, data-base: 0x813455F8

ROM: System Bootstrap, Version 11.3(2)XA4, RELEASE SOFTWARE (fc1)

ROM: C2600 Software (C2600-IK803S-M), Version 12.2(2)T, RELEASE SOFTWARE (fc1)
R1 uptime is 2 days, 20 hours, 15 minutes

System returned to ROM by reload at 14:57:18 UTC Mon Mar 1 1993

System restarted at 10:00:02 UTC Mon Mar 1 1993

System image file is "flash:c2600-ik803s-mz.122-2.T.bin"

cisco 2611 (MPC860) processor (revision 0x203) with 61440K/4096K bytes of memory
Processor board ID JADQ43000VK (1947766474)

M860@ processor: part number @, mask 49

Bridging software.

X.25 software, Version 3.0.0.

2 Ethernet/IEEE 802.3 interface(s)

32K bytes of non-volatile configuration memory.

16384K bytes of processor board System flash (Read/Write)

Configuration register is 0x2102

Example 3-12 displays a number of key components and identifies the hardware installed on the
router. For example, the Cisco 10S software version is 12.2T, the router’s uptime is 2 days, 20
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hours, 15 minutes, and the memory installed on the router is 64 MB. There is 16 MB of System
Flash, and the current configuration register is 0x2102.

NOTE The alias command allows you to create a custom shortcut to an IOS command so that
the EXEC user does not have to type the complete IOS command. In addition to these custom
commands that you might define, there are some predefined shortcut commands already. For
example, show ip route is already defined in IOS with the shortcut sh ip ro. You can define your
own alias with the following global IOS command:

alias EXEC alias-name IOS-command
View the predefined aliases with the following command:

Router#show aliases
EXEC mode aliases:

h help

lo logout
ping
resume
show
undebug
where

= cw 5O

For example, you could make the command ospf display only OSPF routes by issuing the
following command:

alias EXEC ospf show ip route ospf

Debugging Cisco Routers
The debug command is one of the best sets of tools you will encounter on Cisco routers. The
debug command is available only from PRIV EXEC mode.

Cisco IOS routers’ debugging includes hardware and software to aid in troubleshooting internal
problems and problems with other hosts on the network. The debug privileged EXEC mode
commands start the console display of several classes of network events.

For debug output to display on a console port, you must ensure that debugging to the console has
not been disabled or sent to the logging buffer with the logging console debug command. The
logging messages from the IOS image can be sent to the buffer (use show logging to view) and
the console.

If you enable any debug commands through a console and no debug output is displayed, logging
may have been disabled. Check the running configuration for the line no logging debugging
console and, if present, remove it (by typing logging debugging console) to enable debug
messages to be viewed by the console port. If the console setting is set to a level lower than
debugging, the command logging debugging console will also override any current settings.
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Remember to turn off console logging when you are done troubleshooting the problem. The router
will continue to send to the console even if no one is there, tying up valuable CPU resources.

On virtual lines (vty lines), you must enable the terminal monitor command to view the debug
output. You use vty lines when you telnet to a remote Cisco router.

NOTE Refer to the Cisco IOS Debug Command Reference at the following URL for the most
recently updated debug command information:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122sup/122debug/
index.htm

When debugging data, you must also be aware of the switching method used by the router (for
example, fast or process switches) because the CPU will use the same method when sending
debug output to the console or vty line.

The ip route-cache IOS command with no additional keywords enables fast switching. When
debug ip packet is enabled, make sure you disable fast switching (no ip route-cache) so that
you can view packet-by-packet flow through the router. Search Cisco.com for the keywords
“process” and “fast switching” for more details on switching methods. The following URL
provides quality information on switching methods available on Cisco 7200 routers:

http://www.cisco.com/en/US/customer/products/sw/iosswrel/ps1831/
products_configuration_guide_ chapter09186a00800ca6c7.html#xtocid6 . Please note you
must have a valid CCO login for this link.

Also make sure you check out the Cisco Express Forwarding overview for a discussion on CEF
at the same link.

Table 3-4 displays the debug commands and the system debug message feature.

Table 3-4 debug Command Summary

Cisco I0S Command Purpose
show debugging Displays the state of each debugging option
debug ? Displays a list and brief description of all the debug

command options

debug command Begins message logging for the specified debug command

no debug command (or undebug all) | Turns message logging off for the specified debug
command or turns off all debug messages with the
undebug all command
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Example 3-13 displays the list of debug command options covered in this section.

Example 3-13 debug Command Options

R1#debug ?
all Enable all debugging
ip IP information
list Set interface or/and access list for the next debug
command
R1#debug ip ?
audit IDS audit events
auth-proxy Authentication proxy debug
bgp BGP information
cache IP cache operations
cef IP CEF operations
cgmp CGMP protocol activity
dhcp Dynamic Host Configuration Protocol
drp Director response protocol
dvmrp DVMRP protocol activity
egp EGP information
eigrp IP-EIGRP information
error IP error debugging
flow IP Flow switching operations
ftp FTP dialogue
html HTML connections
http HTTP connections
icmp ICMP transactions
igmp IGMP protocol activity
igrp IGRP information
inspect Stateful inspection events
interface IP interface configuration changes
mbgp MBGP information
mcache IP multicast cache operations
mhbeat IP multicast heartbeat monitoring
mobile IP Mobility
mpacket IP multicast packet debugging
mrm IP Multicast Routing Monitor
mrouting IP multicast routing table activity
msdp Multicast Source Discovery Protocol (MSDP)
mtag IP multicast tagswitching activity
nat NAT events
nbar StILE - traffic classification Engine
ospf OSPF information
packet General IP debugging and IPSO security transactions
peer IP peer address activity
pim PIM protocol activity
policy Policy routing
postoffice PostOffice audit events
rgmp RGMP protocol activity

continues
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Example 3-13 debug Command Options (Continued)

rip RIP protocol transactions
routing Routing table events
rsvp RSVP protocol activity
rtp RTP information

scp Secure Copy

sd Session Directory (SD)
security IP security options
socket Socket event

ssh Incoming ssh connections
tep TCP information

tempacl IP temporary ACL
trigger-authentication Trigger authentication
udp UDP based transactions
urd URL RenDezvous (URD)
weep WCCP information

The rest of this section covers the debug commands shaded in Example 3-13.

CAUTION The CPU system on Cisco routers gives the highest priority to debugging output.
For this reason, debugging commands should be turned on only for troubleshooting specific
problems or during troubleshooting sessions with technical support personnel. Excessive
debugging output can render the system inoperable.

Try to use the most specific debug command possible to reduce the load on the CPU. For
example, the debug all command will surely disable a router. You should use the debug all
command only in a lab environment.

Typically, the console port is used for debugging major faults because the CPU places
debugging messages to the console port as the highest priority. Sometimes, debugging messages
can overwhelm a network administrator’s ability to monitor the router, and the IOS command
logging synchronous can limit the messages to the console.

When synchronous logging of unsolicited messages and debug output is turned on (the line
console is configured with the logging synchronous IOS command), unsolicited Cisco IOS
software output is displayed on the console or printed after solicited Cisco IOS software output
is displayed or printed. Unsolicited messages and debug output are displayed on the console
after the prompt for user input is returned. This keeps unsolicited messages and debug output
from being interspersed with solicited software output and prompts. After the unsolicited
messages are displayed, the console displays the user prompt again. The IOS command’s
logging trap can be used to limit the logging of error messages sent to syslog servers to only
those messages at the specified level (levels range from O to 7). The highest level is 7; level 7
encompasses all possible levels from 0 to 7. The lowest level is 0, or emergencies (system is
unusable).




show and debug Commands 179

The debug all command turns on all possible debug options available to a Cisco router. This will
crash any router in a busy IP network, so we strongly recommended that you never apply this

command in a working network environment.

Example 3-14 displays the options when enabling IP debugging through a Cisco router.

Example 3-14 debug ip packet ? Command

R1#debug ip packet ?
<1-199> Access list
<1300-2699> Access list (expanded range)
detail Print more debugging detail
<Ccr>

You can define an access list so that only packets that satisfy the access list are sent through to the

console or vty line.

Figure 3-3 displays a typical example in which a user (Simon) on one Ethernet (Ethernet 0/0) is
advising you that packets from users on Ethernet 0/1 (Melanie’s PC) are not reaching each other.
To view the routing packet flow through Router R1, you can debug the IP packets and use a
standard access list or an extended one (access lists are covered later in this chapter).

Figure 3-3 IP Data Flow from One Segment to Another

Users Report
No Packet Flow

Application Layer Errors <—— > Application Layer Errors

131.108.1.100/24
R1

EO/0

User Simon

interface Ethernet0/0

&5

EO/1

131.108.2.100/24

User Melanie

ip address 131.108.1.1 255.255.255.0

interface Ethernet0/1

ip address 131.108.2.1 255.255.255.0

To view the IP packet flow and ensure that you view only packets from Melanie’s PC to Simon’s
PC, you can define an extended access list matching the source address, 131.108.2.100 (Melanie’s
PC), to the destination address, 131.108.1.100 (Simon’s PC).
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Example 3-15 displays the debug command configuration on Router R1.

Example 3-15 Enabling debug ip packet with Access List 100

R1#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#access-list 100 permit ip host 131.108.2.100 host 131.108.1.100
R1#debug ip packet ?

<1-199> Access list

<1300-2699> Access list (expanded range)
detail Print more debugging detail
<cr>

R1#debug ip packet 100 ?
detail Print more debugging detail
<cr>
R1#debug ip packet 100 detail
IP packet debugging is on (detailed) for access list 100

Applying the exact debug command for only traffic generated from one device to another ensures
that the router is not using too many CPU cycles to generate the debug output to the console. When
a ping request is sent from Melanie’s PC to Simon’s PC, debug output displays a successful ping
request.

Example 3-16 displays the sample output matching access list 100 when five ping packets are sent.

Example 3-16 Ping Request

R1#ping 131.108.1.100

2d22h: IP: s=131.108.2.100 (local), d=131.108.1.100 (Ethernet0/0), len 100,
sending

2d22h: ICMP type=8, code=0

2d22h: IP: s=131.108.2.100 (Ethernet0/0), d=131.108.1.100 (Ethernet@/0),
len 100, rcvd 3

2d22h: ICMP type=8, code=0

2d22h: IP: s=131.108.2.100 (local), d=131.108.1.100 (Ethernet0/0), len 100,
sending

2d22h: ICMP type=8, code=0

2d22h: IP: s=131.108.2.100 (Ethernet0/0), d=131.108.1.100 (Ethernet@/0),
len 100, rcvd 3

2d22h: ICMP type=8, code=0

2d22h: IP: s=131.108.2.100 (local), d=131.108.1.100 (Ethernet0/0), len 100,
sending

2d22h: ICMP type=8, code=0

2d22h: IP: s=131.108.2.100 (Ethernet0/0), d=131.108.1.100 (Ethernet@/0),
len 100, rcvd 3

2d22h: ICMP type=8, code=0

2d22h: IP: s=131.108.2.100 (local), d=131.108.1.100 (Ethernet0/0), len 100,
sending
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Example 3-16 Ping Request (Continued)

2d22h: ICMP type=8, code=0

2d22h: IP: s=131.108.2.100 (Ethernet®/0), d=131.108.1.100 (Ethernet/0),
len 100, rcvd 3

2d22h: ICMP type=8, code=0

2d22h: IP: s=131.108.2.100 (local), d=131.108.1.1 (Ethernet®/0), len 100,
sending

2d22h: ICMP type=8, code=0

2d22h: IP: s=131.108.2.100 (Ethernet®/0), d=131.108.1.100 (Ethernet0/0),
len 100, rcvd 3

2d22h: ICMP type=8, code=0

When debugging with a specific IP access list, be sure to stop all debugging options with the
undebug all IOS command before removing IP access lists; Cisco IOS routers are prone to failure
if the access list is removed before the debugging options are disabled. For example, no debug
output will be captured and sent to the console if no access list is defined, but one is referenced by
a debug command (for example, debug ip packet 100, when access list 100 is not defined). Also,
remember that the default behavior for Cisco IOS access lists is to deny traffic that is not
specifically permitted. Make sure you permit only traffic for which you are interested in viewing
debug messages like the example shown in Figure 3-3.

The debug output demonstrates that five packets were successfully routed from Ethernet 0/1 to
Ethernet 0/0. (Note there are 10 entries in Example 3-16—the ICMP echo and ICMP reply
packets.) Therefore, the network fault reported by the users points to an application error rather
than a network error.

Table 3-5 displays the meaning of the codes in Example 3-16.

Table 3-5 ping 131.108.1.100 Explanation

Field Meaning

1P: Indicates an IP packet

s=131.108.2.100 (Melanie’s PC) Indicates the packet’s source address
d=131.108.1.100 (Simon’s PC) Indicates the packet’s destination address
ICMP type 8 code 0 Ping request

Len 100 The length of the IP packet (100 bytes)

NOTE The detail option allows for further detail in the debug output.

Using the route cache is often called fast switching. The route cache allows outgoing packets to
be load-balanced on a per-destination basis rather than on a per-packet basis.
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NOTE The output modifier | (pipe) is a great time saver. For example, the command show
running-config | begin router ospf 100 shows only the running configuration starting from the
router ospf 100 part instead of showing the entire output.

Password Recovery

Sometimes, the Cisco enable or secret password is unknown and thus you must use password
recovery to attain or change the enable or secret password.

Password recovery allows the network administrator to recover a lost or unknown password on a
Cisco router. For password recovery, an administrator must have physical access to the router
through the console or auxiliary port. When an EXEC user enters an incorrect enable password,
the user receives an error message similar to the message shown in Example 3-17; the password
entered is Cisco, which is displayed as **#%%*,

Example 3-17 Incorrect-Password Error Message

R1>enable
Password: ******
Password: **xx*
Password: *****
% Bad passwords
R1>

When a user receives a % Bad passwords message, they can neither access the advanced command
set (in this case, enabled mode) nor make any configuration changes. Fortunately, Cisco provides
the following method to recover a lost password without losing configuration files:

Step 1 Power cycle the router.

Step 2 Press the Break key (for Windows 2000, press Control-Break) to enter into boot
ROM mode. The Control-Break key sequence must be entered within 60 seconds of
the router restarting after a power cycle. Other terminal applications will have their
own sequence, so make sure that you consult the help files.

Step 3 After you are in ROM mode, change the configuration register value to ignore the
startup configuration file that is stored in NVRAM. Use the o/r 0x2142 command
(2500 series routers). For Cisco IOS 12.2T (2600 models and higher) or later the
command is confreg 0x2142.

Step 4 Allow the router to reboot by entering the i command.
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Step 5 After the router has finished booting up (you will be prompted to enter the setup
dialog—answer no or press Control-c to abort the setup dialog) without its startup
configuration, look at the show startup-config command output. If the password is
encrypted, move to Step 6, which requires you to enter enabled mode (type enable
and you will not be required to enter any password) and copy the startup configuration
to the running configuration with the copy startup-config running-config command.
Then, change the password. If the password is not encrypted and the enable secret
command is not used, simply document the plain-text password and go to Step 8.

Step 6 Because the router currently has no configuration in RAM, you can enter enabled
mode by simply typing enable (no password is required). Copy the startup
configuration to RAM with the IOS command copy startup-config running-config.

Step 7 Enable all active interfaces.

Step 8 Change the configuration register to 0x2102 (default) with the global IOS command
config-register 0x2102. Note that this IOS command is automatically saved and
there is no need to write changes to NVRAM when modifying the configuration
register even though the IOS image will prompt you to save when you do perform a
reload.

Step 9 After saving the configuration, you can optionally reload the router.

Step 10 Check the new password if it is not encrypted. If the password is encrypted, simply
enter enabled mode and verify your password.

These are the generic steps for password recovery on a Cisco router. Some commands and steps
might be slightly different depending on the hardware platform. Refer to the “Password Recovery
Procedures” index (http://www.cisco.com/warp/public/474/) for more information on each
platform.

To review, look at an example. Assume that you are directly connected to Router R1 and you do
not know the enable password. You power cycle the router and press the Control-Break key
combination (the Esc key) to enter boot mode.

Example 3-18 shows the dialog displayed by the router after a break is issued.

Example 3-18 Password Recovery Dialog on a Cisco Router

System Bootstrap, Version 5.2(8a), RELEASE SOFTWARE
Copyright 1986-1995 by cisco Systems

Abort at 0x1QEA882 (PC)

tcontrol break issued followed by ? to view help options

>>7?

------------ >control break issued followed by ? to view help options
$ Toggle cache state

continues
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Example 3-18 Password Recovery Dialog on a Cisco Router (Continued)

B [filename] [TFTP Server IP address | TFTP Server Name]
Load and EXECute system image from ROM
or from TFTP server

C [address] Continue EXECution [optional address]

D/SMLYV Deposit value V of size S into location L with
modifier M

E /SML Examine location L with size S with modifier M

G [address] Begin EXECution

H Help for commands

I Initialize

K Stack trace

L [filename] [TFTP Server IP address | TFTP Server Name]

Load system image from ROM or from TFTP server,
but do not begin EXECution

0 Show configuration register option settings

P Set the break point

S Single step next instruction

T function Test device (? for help)

As you can see in Example 3-18, the ? symbol can display all the available options. To view the
current configuration register, issue the e/s 2000002 command, which displays the value of the
configuration register. Example 3-19 displays the current configuration register.

Example 3-19 e/s 2000002 Command in Boot ROM Mode

>e/s 2000002

! This command will display the current configuration register
2000002: 2102

! Type q to quit

>

The default value for the configuration register on Cisco IOS routers is 2102. For illustrative
purposes, change the register to 0x2142, which tells the IOS image to ignore the configuration in
NVRAM.

The command to change the configuration register in Boot ROM mode is o/r 0x2142 followed by
the initialize (i) command, which reloads the router. Example 3-20 displays the configuration
change and the initialization of the router from boot ROM mode. New ROMMON versions require
a different command to set the confirmation register, namely confreg 0x2142 (or follow the menu
system by typing confreg).

Example 3-20 Changing the Configuration Register to 0x2142

>0/r 0x2142
>i
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The i command reboots the router and ignores your startup configuration because the
configuration register has been set to 0x2142. The aim here is to change the password without
losing your original configuration. Example 3-21 shows a truncated display by the Cisco I0S
image after the router is reloaded.

Example 3-21 Dialog After Reload

System Bootstrap, Version 5.2(8a), RELEASE SOFTWARE
Copyright 1986-1995 by Cisco Systems

2500 processor with 6144 Kbytes of main memory

F3: 9407656+151288+514640 at 0x3000060

Restricted Rights Legend
Cisco Internetwork Operating System Software
IOS (tm) 2500 Software (C2500-AJS40-L), Version 11.2(17)
Copyright 1986-1999 by cisco Systems, Inc.
Compiled Tue 05-Jan-99 13:27 by ashah
Image text-base: 0x030481EQ, data-base: 0x00001000
Basic Rate ISDN software, Version 1.0.
1 Ethernet/IEEE 802.3 interface(s)
2 Serial network interface(s)
2 Low-speed serial(sync/async) network interface(s)
1 ISDN Basic Rate interface(s)
32K bytes of non-volatile configuration memory.
16384K bytes of processor board System flash (Read ONLY)
--- System Configuration Dialog ---
At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.
Would you like to enter the initial configuration dialog? [yes]:No
Press RETURN to get started!
Router>ena !(no password required or entered)
Router#

Notice that the router reverts to the default configuration. Enter the enable command to enter
PRIV EXEC mode. In this example, you are not prompted for the enable password because there
is not one; by default, no enable password is configured when a Cisco IOS router boots from the
default configuration (no passwords are configured in this default state).

You can view the startup configuration by using the show startup-config command (or show
config in Cisco IOS versions predating version 10.3), as shown in Example 3-22.
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Example 3-22 show startup-config Command

Router#show startup-config

Using 1968 out of 32762 bytes

! Last configuration change at 16:35:50 UTC Tue May 18 2002
! NVRAM config last updated at 16:35:51 UTC Tue May 18 2002
version 2.2

service password-encryption

hostname R1

! Note there is no secret password either

enable password 7 05080F1C2243

As you can see in Example 3-22, the enable password is encrypted. In instances where the
password is not encrypted, you could view the password by using the show startup-config
command. When a password is encrypted, you must copy the startup configuration to the running
configuration and change the password manually by using the following IOS command:

copy startup-config running-config

Follow this by changing the enable or secret password, as follows:
enable pass new-password
enable secret new password

At this point, you are still in privileged mode, so you can now enter global configuration mode to
change the password back to its original setting (cisco, in this instance).

Example 3-23 displays the password change in global configuration mode set to the new password
of cisco.

Example 3-23 Changing a Password and Setting the Configuration Registry Commands

hostname#copy startup-config running-config
Destination filename [running-config]?

2818 bytes copied in 1.475 secs (2818 bytes/sec)
Ri#config terminal

R1(config)#enable password cisco
R1(config)#config-register 0x2102
R1(config)#exit

R1#reload

You complete password recovery by changing the configuration register back to the default value
(0x2102). The configuration register command is the only IOS command that you can type
without the need to save the configuration, because IOS image automatically changes the setting
regardless.
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NOTE If a secret password is also configured, you must use the enable secret password 10S
command because the secret password overrides the enable password. Example 3-23 includes
no secret password, so you can use the enable password command.

When the Cisco IOS router reloads, it loads the new configuration file with the password set to
cisco. To ensure that you can view the new password when the router reloads, optionally turn off
encryption with the command no service password-recovery. When the router reloads and is
running, you must administratively activate all interfaces because by default the interface is shut
down.

Basic Security on Cisco Routers

You can access a Cisco router in a number of ways. You can physically access a router through the
console port, or you can access a router remotely through a modem via the auxiliary port. You can
also access a router through a network or virtual terminal ports (vty lines), which allow remote
Telnet access.

If you do not have physical access to a router—either through a console port or through an
auxiliary port via dialup—you can access a router through the software interface, called the virtual
terminal (also referred to as a vty port). When you telnet to a router, you might be required to enter
the vty password set by the network administrator. For example, on Router R1, the administrator
types R2’s remote address and tries to telnet to one of the vty lines.

Example 3-24 provides the session dialog when a user telnets to the router with the IP address
131.108.1.2.

Example 3-24 Using a Vty Port to Establish a Telnet Connection

R1#Telnet 131.108.1.2
Trying 131.108.1.2 ... Open
User Access Verification
Password: XXXXX

R2>

Cisco routers can have passwords set on all operation modes, including the console port, privilege
mode, and virtual terminal access. To set a console password to prevent unauthorized console
access to the router, issue the commands shown in Example 3-25.

NOTE All passwords are case sensitive.
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Example 3-25 Setting a Console Password

R1(config)#line con @

R1(config-line)#password cisco

!You can also set a password on the auxiliary port
R1(config)#line aux @

R1(config-line)#password cisco

To set the privilege mode password, you have two options: the enable password and the secret
password. To set these passwords, use the respective commands listed in Example 3-26.

Example 3-26 Setting the Enable Password and Secret Password

R1(config)#enable password cisco
R1(config)#enable secret ccie

The command to set an enable password is enable password password. You can also set a more
secure password, called a secret password, which is encrypted when viewing the configuration
with the enable secret password command.

The enable secret password 10S command overrides the enable password password command.
Cisco IOS does permit you to configure the same password if you apply both commands but warns
you that you should apply different passwords. It is a good security practice to use only the secret
password.

In Example 3-26, the secret password will always be used. Now, issue the show running-config
command to display the configuration after entering the enable and secret passwords in Example 3-26.

Example 3-27 displays the output from the show running-config IOS command after entering
enable and secret passwords.

Example 3-27 show running-config Command on R1

R1#show running-config

Building configuration

Current configuration:

!

version 12.2

!

hostname R1

!

enable secret 5 $1$Aiy2$GGSCYdG57PdRiNg/.D.XI.
enable password cisco
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Example 3-27 shows that the secret password is encrypted (using a Cisco proprietary algorithm),
while the enable password is readable. This setup enables you to hide secret passwords when the
configuration is viewed.

If you want, you can also encrypt the enable password by issuing the service password-encryption
command, as displayed in Example 3-28. Cisco uses the MDS5 algorithm to hash the secret
password. You can easily reverse-engineer the hashed password (for example, $1$Aiy2$GGSCYd
G57PdRiNg/.D.XI1.) with a number of open-source tools that can brute-force or apply dictionary
attacks to the secret hash and attain the password. For the simple user, though, MD5 might be just
enough to stop an intruder from gaining access and going to the next router.

Example 3-28 service password-encryption Command

| R1(config)#service password-encryption

The service password-encryption command encrypts all passwords issued to the router by using
a simple Vigenere cipher, which can be easily reversed. Example 3-29 shows an example of how
these passwords appear when the configuration is viewed after all passwords have been encrypted.

Example 3-29 show running-config Command on R1 After Encrypting All Passwords

R1#show running-config

Building configuration...

Current configuration:

!

service password-encryption

version 12.2

hostname R1

!

enable secret 5 $1$Aiy2$GGSCYdG57PdRiNg/.D.XI.
enable password 7 0822455D0A16

NOTE Note the digits, 5 and 7, before the encrypted passwords. The number 5 signifies that
the MD5 hash algorithm is used for encryption, whereas the number 7 signifies a weaker
algorithm. You are not expected to know this for the written exam, but it is valuable knowledge
for troubleshooting complex networks. In fact, a great network engineer is measured by his
well-defined troubleshooting techniques, and not by how many CCIE lab exams he has passed.

Notice in Example 3-29 that both the secret and enable passwords are encrypted. If you enable the
service password-encryption command in global configuration mode, all passwords will be
encrypted and will not be viewable when displaying the configuration on the Cisco router.
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The final Cisco password you can set is the virtual terminal password. This password verifies
remote Telnet sessions to a router. Example 3-30 displays the commands necessary to set the
virtual terminal password on a Cisco router.

Example 3-30 password Command to Set a Virtual Terminal Password to ccie

R4 (config)#line vty 0 4
R4 (config-line)#password ccie

If you issue the no login command below the virtual terminal command (line vty 0 4), remote
Telnet users are not asked to supply a password and automatically enter EXEC mode. Example
3-31 displays the Telnet session dialog when the no login command is entered.

Example 3-31 Dialog Display When no Login Is Enabled

Ri#telnet 1.1.1.1
Trying 1.1.1.1 ... Open
R2>

Keep in mind that the preceding setup is not a secure access method for a router network.

IP Access Lists

Standard and extended access lists filter IP traffic. An access list is basically a set of permit or
deny statements. Standard access lists control IP traffic based on the source address only.
Extended access lists can filter on source and destination addresses. Extended access lists can also
filter on specific protocols and port numbers. This section covers how a Cisco router handles
access lists.

Access Lists on Cisco Routers
By default, a Cisco router permits all IP and TCP traffic unless an access list is defined and applied
to the appropriate interface. Figure 3-4 illustrates the steps taken if an access list is configured on
a Cisco router.

If an incoming IP packet is received on a router and no access list is defined, the packet is
forwarded to the IP routing software. If an access list is defined and applied, the packet is checked
against the access list, and the appropriate permit or deny action is taken. The default action taken
by any access list is to permit any explicitly defined statements and explicitly deny everything else.
You will not see the explicit deny statement when you issue the show ip access-lists command
because that is the default behavior.
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Figure 3-4 Access List Decision Taken by a Cisco Router
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NOTE If you do not apply the keyword out or in when defining an IP filter on an interface,
the default action is to apply the filter on the outbound traffic. When applying an access list to
an interface on a router running Cisco I0S 12.2T, you must define whether it is applied to
outbound or inbound to the interface.

Standard IP access lists range from 1 through 99 and 1300 through 1999.
Extended IP access lists range from 100 through 199 and 2000 through 2699. When configuring

access lists on a router, you must identify each access list uniquely within a protocol by
assigning either a name or a number to the protocol’s access list.

Standard IP access lists filter on the source address only.
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Cisco IOS software also permits remarks so that administrators can easily manage large code
blocks of access list lines. The following IOS output displays the available options:

R3-1720a(config)#access-1list 8 ?
deny Specify packets to reject
permit Specify packets to forward
remark Access list entry comment

The Cisco IOS syntax is as follows:
access-list access-list-number {deny | permit} [source-address]
[source-wildcard]

Table 3-6 describes the purpose of each field.

Table 3-6 Standard IP access-list Command Syntax Description

Command Field Description

access-list-number A number from 1 through 99 that defines a standard access list number.
Versions of Cisco IOS 12.0 or later also have standard access lists
ranging from 1300 through 1999.

deny IP packet is denied if a match is found.

permit IP packet is permitted if it matches the criteria, as defined by the
administrator.

source-address Source IP address or network. Any source address can be applied by

using the keyword any.

source-wildcard Wildcard mask that is to be applied to the source address. This is an
(optional) inverse mask, which is further explained with a few examples later in
this section. The default is 0.0.0.0, which specifies an exact match.

After creating the access list as described in Table 3-6, you must apply the access list to the
required interface by using the following command:

ip access-group {access-list-number | name} {in | out}

Table 3-7 describes the purpose of each field.

Table 3-7 ip access-group Command Syntax Description

Command Field Description

access-list-number A number in the range from 1 through 99 and 1300 through 1999 that
defines a standard access list number.

name If you are using named access lists, that name will be referenced here.
in Keyword that designates the access list as an inbound packet filter.
out Keyword that designates the access list as an outbound packet filter. This is

the default action. For IOS images versions below 12.2T, the in or out
keyword must be defined, there is no longer a default option.
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The wildcard mask previously mentioned in the access-list command matches the source address.
When the wildcard mask is set to binary 0, the corresponding bit field must match; if it is set to
binary 1, the router does not care to match any bit or it is an insignificant bit. For example, the
mask 0.0.255.255 means that the first two octets must match, but the last two octets do not need
to match—hence, the commonly used phrases care bits (0s) and don’t care bits (1s).

For further clarification, look at some examples of using access lists.

Suppose you have found a faulty NIC with the address 141.108.1.99/24. You have been asked to
stop packets from being sent out Serial O on your router but to permit everyone else (access-list 1
permit any). In this situation, you need to deny the host address 141.108.1.99 and permit all other
host devices. Example 3-32 displays the access list that fulfills this requirement.

Example 3-32 Access List Configuration

access-list 1 deny 141.108.1.99 0.0.0.0
access-list 1 permit 141.108.1.0 0.0.0.255
access-list 1 permit any

Next, you would apply the access list to filter outbound (the keyword out is supplied) IP packets
on the Serial O interface. Example 3-33 applies the access list number 1 to the serial interface
(outbound packets). You can be a little wiser and filter the incoming packets on the Ethernet
interface. This ensures that the packet is immediately dropped before it is processed by the CPU
for delivery over the serial interface. Both examples are displayed in Example 3-33.

Example 3-33 Applying the Access List

Interface Ethernet0
ip access-group 1 in
interface Serial 0
ip access-group 1 out

Now look at a more complex example of using a standard access list. Suppose you have 16
networks ranging from 141.108.1.0 to 141.108.16.0, as shown in Figure 3-5.
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Figure 3-5 Standard Access List Example
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access-list permit 141.108.2.0 0.0.254.255

You have assigned even subnets (2, 4, 6, 8, 10, 12, 14, and 16) to the Accounting department and
odd subnets (1, 3,5,7,9, 11, 13, and 15) to the Sales department. You do not want the Sales
department to access the Internet, as shown in Figure 3-5. To solve this issue, you configure a
standard access list. Figure 3-5 displays a simple requirement to block all odd networks from
accessing the Internet.

You could configure the router to deny all the odd networks, but that would require many
configuration lines.

NOTE Access lists are CPU-process-intensive because the router has to go through every
entry in the access list for each packet until a match is made. If you want to determine the actual
effect an access list has on your router, compare the CPU processes before and after activating
an access list. Remember to check on a regular basis to see the big picture.

Instead, permit only even networks (2, 4, 6, and so forth) with one IOS configuration line. To
accomplish this, convert all networks to binary to see if there is any pattern that you can use in the
wildcard mask.
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Table 3-8 displays numbers 1 through 16 in both decimal and binary format.

Table 3-8 Example Calculation of Numbers in Binary
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Decimal

Binary

1

00000001

00000010

00000011

00000100

00000101

00000110

00000111

00001000

O |0 [ Q[ ||| W[

00001001

—
=]

00001010

—
—

00001011

—
[\

00001100

—_
w

00001101

—_
A~

00001110

—
[}

00001111

—
)}

00010000

Notice that odd networks always end in the binary value of 1, and even networks end with 0.
Therefore, you can apply your access lists to match on the even network and implicitly deny

everything else. Even numbers will always end in binary 0. You do not care about the first 7 bits,
but you must have the last bit set to 0. The wildcard mask that applies this conditionis 111111110
(1 is don’t care and O is must match; the first 7 bits are set to 1, and the last bit is set to 0).

This converts to a decimal value of 254. The following access list will permit only even networks
(from 2, 4, 6,..to 254):

access-list 1 permit 141.108.2.0 0.0.254.255

The preceding access list will match networks 2, 4, 6, 8, 10, 12, 14, and 16 in the third octet. The
default action is to deny everything else, so only even networks will be allowed, and odd networks
are blocked by default. Next, you would apply the access list to the inbound interface. Example 3-34

describes the full configuration.
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Example 3-34 Applying the Access List

Hostname R1

interface Serial@/o

ip access-group 1 in

access-list 1 permit 141.108.2.0 0.0.254.255

You can be a little wiser and filter the incoming packets on the Ethernet interface. This ensures that

the packet is immediately dropped before it is processed by the CPU for delivery over the serial
interface. This conserves critical CPU cycles.

Extended Access Lists

Extended access lists range from 100 through 199 and 2000 through 2699. Alternatively, you can
use a named access list with Cisco IOS release 12.0 or later. As mentioned earlier in this chapter,
extended access lists can be applied to both source and destination addresses, as well as to filter

protocol types and port numbers. Following are some examples of extended access lists that allow
you to filter several different types of traffic.

For Internet Control Message Protocol (ICMP) traffic, use the syntax shown in Example 3-35.

Example 3-35 Access List Syntax for ICMP Traffic

access-list access-1list-number [dynamic dynamic-name

[timeout minutes]] {deny | permit} icmp source source-wildcard
destination destination-wildcard [icmp-type [icmp-code]
[icmp-message] [precedence precedence] [tos tos] [log]

For Internet Group Management Protocol (IGMP) traffic, use the syntax shown in Example 3-36.

Example 3-36 Access List Syntax for IGMP Traffic

access-list access-1list-number [dynamic dynamic-name

[timeout minutes]] {deny | permit} igmp source source-wildcard
destination destination-wildcard [igmp-type]

[precedence precedence] [tos tos] [log]

For TCP traffic, use the syntax shown in Example 3-37.

Example 3-37 Access List Syntax for TCP Traffic

access-list access-1list-number [dynamic dynamic-name
[timeout minutes]] {deny | permit} tcp source source-wildcard
[operator port [port]] destination destination-wildcard

[operator port [port]] [established] [precedence precedence]
[tos tos] [log]
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For User Datagram Protocol (UDP) traffic, use the syntax shown in Example 3-38.

Example 3-38 Access List Syntax for UDP Traffic

access-list access-1list-number [dynamic dynamic-name

[timeout minutes]] {deny | permit} udp source source-wildcard
[operator port [port]] destination destination-wildcard
[operator port [port]] [precedence precedence] [tos tos] [log]

As you can see, extended access lists have a range of options to suit any requirement. The most
often used extended access list options are as follows:

B access-list-number—Provides a number ranging from 100 through 199 that defines an
extended access list. Extended Access Lists also range from 2000 through 2699.

m deny—Denies access if the conditions are matched.
m  permit—Permits access if the conditions are matched.

m protocol—Specifies the protocol you are filtering. Some common options include eigrp, gre,
icmp, igmp, igrp, ip, ospf, tcp, and udp. You can also define the protocol number with a valid
protocol value.

m  source—Specifies the source address.

m  source-wildcard—Specifies the source wildcard mask.

m  destination—TIdentifies the destination network.

m  destination-wildcard—TIdentifies the destination wildcard mask.

You are expected to demonstrate your understanding of standard and extended access lists. You
are not expected to memorize the available options in an extended access list. The options are
provided in this chapter for your reference only. When constructing access lists, the built-in help
feature (?) is extremely useful.

Here are a few more complex examples of access lists.

Example 3-39 Extended Access List Example

access-list 100 permit tcp any any eq smtp

! Permits Simple Mail Transfer Protocols
access-list 100 permit udp any any eq domain

! Permits DNS queries

access-list 100 permit icmp any any echo

! Permits ICMP ping requests

access-list 100 permit icmp any any echo-reply
! Permits ICMP replies

continues
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Example 3-39 Extended Access List Example (Continued)

access-list 100 permit ospf any any

! Permits OSPF packets

access-list 100 permit tcp any any eq bgp
! Permits BGP to any device

In Example 3-39, the access list numbered 100 is not concerned with specific host addresses or
networks, but rather ranges of networks.

The any keyword is shorthand for 0.0.0.0 255.255.255.255, which means that the device’s address
is irrelevant. This address can be entered in shorthand as any. If any IP packet arrives to the router
and does not match the specified criteria, the packet is dropped.

The Cisco CD-ROM documentation provides additional quality examples of access lists. You
should take some time to study the Cisco examples available on the CD-ROM and at Cisco.com
under the Technical Documentation quick link.

Access lists are difficult to manage because you cannot explicitly delete a specific line; you must
first remove the entire access list and re-enter the new access list with the correct order for
numbered access lists. For a large access list that might contain over 1000 lines of code, any
variations are completed on a TFTP server and copied to the startup configuration. I have worked
with some access lists that were 2500 lines in length and took over 5 minutes to load on Cisco
routers. On the other hand, named access lists allow you to determine where in the access list the
new line will be placed. In a named access list, you must first delete the lines up to where you want
to add the new lines and then re-add the lines you deleted. Simply search for the keywords “IP
named access lists” for more configuration details on named access lists at Cisco.com.

IP Named Access Lists might be a likely scenario for the CCIE security lab exam, so ensure that
you are fully comfortable with named and numbered access lists for the laboratory exam.

Now that you are familiar with some of the best practices used in securing Cisco IOS routers, the
next section presents the best practices used in Layer 2 switched networks, in particular Cisco
Catalyst switches.

NOTE As you may have noticed, the CCIE Security blueprint at times is a little difficult to
understand. Having taken the CCIE Security examination a number of times has made me aware
of exactly how the blueprint topics actually match up to examination content. It is the aim of the
next few sections to ensure that you have the information you need to answer possible questions
about security on switches. Having covered routing security, it is imperative to concentrate on
the new content, namely securing Layer 2 devices in a Cisco-powered network.
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Layer 2 Switching Security

Switches operating at Layer 2 of the OSI model are designed to be able to control the flow of data
between their ports or interfaces. They do this by creating almost instant networks that contain
only the two end devices communicating with each other so that information flow is increased to
the optimal level. Devices not involved in this two-way communication are not involved at that
moment in time.

At the data link layer (Layer 2 of the OSI model), the only mechanism permitted to allow
communication is via the Media Access Control (MAC) address—a 48-bit (HEX) bit address.

Cisco switches build Content-Addressable Memory (CAM) tables to store the MAC addresses
available on physical ports, along with their associated VLAN parameters. They are the Layer 2
equivalent of routing tables. If a device sends a frame to an unknown MAC address, the switch
first receives the frame and then floods it out all ports or interfaces except where the originating
frame was sourced from. Switches thereby provide a switching path between end users’ devices.

Then why is the CAM table widely regarded as the weakest link in Cisco security? The next few
sections describe some of today’s most widely used mechanisms used to exploit the CAM table
on Cisco switches, along with some other common exploits.

Switches are subjected to the following common attacks:

m  CAM table overflow

m  VLAN hopping

m  Spanning Tree Protocol manipulation
m  MAC address spoofing

m  DHCP starvation attacks

CAM Table Overflow
This section first reviews exactly how the CAM table operates, so that you appreciate how easily
it can be comprised.

Figure 3-6 displays a typical Layer 2 switch network with one switch and three PCs labeled with
MAC addresses A, B, and C to simplify the figure.
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Figure 3-6 CAM Table Operation
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Figure 3-6 displays the typical CAM table population by a Cisco switch. When Device A, with
MAC address A, sends a frame destined for Device B, with MAC address B, the switch looks at
the source MAC address from Port 1 and installs MAC address A into the CAM table immediately.
Because this is the first frame, the switch does not know where Device B is, so the frame is copied
to all other ports (2 and 3 in Figure 3-6) and awaits a response.

Device B responds to the frame from Device A and the switch installs Device B’s MAC address
into the CAM table. Eventually, when Device C sends a frame, the CAM table will contain all
three devices.

Most CAM tables are limited in size, depending on the switch hardware, based on memory
available. It is not difficult to fill a CAM table on a Cisco switch. If enough entries are entered into
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the CAM table before other entries are expired (based on an idle timer), the CAM table fills up to
the point that no new entries can be accepted. This is how an intruder typically attacks a switch—
by sending multiple frames with different source addresses attempting to overflow the CAM table
so that authorized devices can no longer reside in the CAM table, which causes the switch to
continuously send frames out all ports as the default until the CAM table discovers which devices
reside on what interfaces.

Typically a network intruder will flood the switch with a large number of invalid-source MAC
addresses until the CAM table fills up. This renders your powerful Layer 2 switch as a hub where
all frames are repeated out all ports or interfaces.

Figure 3-7 displays the invalid-source MAC addresses populating the CAM table.

Figure 3-7  CAM Overflow Attack
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Figure 3-7 displays an intruder device labeled with the PC Device C, sending multiple packets
with various source addresses labeled C, D, E, F, G, H, and L.

By continuously sending packets, the CAM table for Port 3 will continue to grow. A simple tool,
freely available on the Internet, named Macof floods a switch with packets containing randomly
generated source and destination MAC and IP addresses. The switch will keep building the CAM
table until its memory runs out, rendering the switch to certain failure.

The only method to mitigate this style of attack is to enable MAC port security by configuring your
switch ports with port security. For a large network, it is advisable to configure dynamic port
security, whereby you allow dynamic security to take over any static-based configuration and
allow only one MAC address to connect to the port. In an IP telephony environment (like Cisco
AVVID), you would need to allow at least two MAC addresses per port, one for the IP phone and
one for the PC attached to the phone.

Example 3-40 displays the command syntax to enable port security on a Catalyst-based operating
system.

Example 3-40 set port security Command on CatOS Systems

set port security mod/port enable [MAC_addr]

set port security mod/port MAC_addr

set port security mod/port maximum num_of_ MAC

set port security mod/port violation

set port security mod/port age

set port security mod/port shutdown shutdown-time

Example 3-41 displays the equivalent commands for Cisco IOS-based switches.

Example 3-41 Cisco 10S Port Security Configuration Commands

Router(config-if)# switchport port-security

Router(config-if)# switchport port-security maximum value

Router(config-if)# switchport port-security violation {protect | restrict | shutdown}
Router(config-if)# switchport port-security MAC-address MAC-address
Router(config-if)# switchport port-security aging

VLAN Hopping
VLAN hopping is a network attack whereby an end system sends out packets destined for a system
on a different VLAN that cannot normally be reached by the end system. Typically, for a device
to reach another device in a different VLAN, a Layer 3 device such as a router or Layer 3—aware
switch is required. The attacker manipulates the frame and sends the traffic based on a different
VLAN ID. The attacker may even attempt to be a trunk port and send 802.1q frames with data
inside those frames.
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Switch spoofing is a common technique whereby the attacker emulates a trunk port by using Inter-
Switch Link (ISL) or 802.1q frames. By using this method, the attacker can become a member of
any VLAN configured in the VLAN Trunking Protocol (VTP) domain.

To mitigate this form of attack, it is highly recommended to turn off trunking on all ports that will
not be enabled for Cisco ISL or the IEEE 802.1q trunking methods.

Attackers may even use a double tagging mechanism whereby the initial frame is tagged with two

802.1q frames so that when the first switch removes the header, the end device is still presented
with a frame with an 802.1q header, as Figure 3-8 demonstrates.

Figure 3-8 Double Tagging 802.1q Method
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Figure 3-8 shows the method of double tagging whereby the transmitted frames have two 802.1q
(or ISL) headers in order to forward the frames to the wrong VLAN. The first switch to encounter
the double-tagged frame (1) strips the first tag off the frame and forwards the frame. The result is
that the frame is forwarded with the inner 802.1q tag out all the switch ports (2) including trunk
ports configured with the native VLAN of the network attacker. The second switch then forwards
the packet to the destination based on the VLAN identifier in the second 802.1q header. This
enables a device in one VLAN to communicate with a device in a separate VLAN. This is an
extremely vulnerable situation for your network, because now your frames do not communicate
to the legitimate Layer 3 device but rather to a rouge device where all sorts of sensitive data could
be compromised.
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To mitigate this potential issue, all non-trunking ports should be disabled (that is, trunking is
disabled) and configured as access ports or interfaces that only permit devices such as PCs or Voice
over IP (VoIP) phones.

Another common technique is to disable all ports not in use on the particular switch in question.

Example 3-42 displays the Catalyst OS and IOS configurations that disable trunking.

Example 3-42 Disable Trunk Ports on Catalyst OS and 10S Switches

! Catalyst 0S

Cat0S>(enable) set trunk mod_num/port_num off
! IOS Based switches
I10S#(config-if)switchport mode access

Spanning Tree Protocol Manipulation
Another common attack against switches is to manipulate the STP configuration by sending valid
bridge protocol data units (BPDUs) and changing the topology of the network so as to create a
spanning-tree loop.

A Layer 2 loop in any network will bring down the entire broadcast domain and render all services
unusable. Sometimes, in fact, spanning-tree loops occur naturally, so do not always assume that a
Layer 2 loop is the result of an attacker’s involvement without first properly investigating.

By attacking STP, the network attacker hopes to spoof his or her system as the root bridge in the
topology. To become the root bridge in a Layer 2 environment, all you need to accomplish is to
send a valid BPDU frame telling all other devices that your root priority is the lowest in the
network and should install it as the root bridge. By accomplishing a spanning-tree event (through
the use of sending what appears to be a valid BPDU frame), the intruder’s PC can accomplish a
spanning-tree topology change that results in ports forwarding incorrectly and can result in a
potential Layer 2 loop. Layer 2 loops in any switched network will bring the network to a
standstill.

To mitigate this form of attack, you simply configure all switch ports not connected to other
switches with BPDU guard. This feature allows the switches to immediately disable the port if a
BPDU frame is received, thus rendering this attack immediately ineffectual and disabling the
intruder.

Example 3-43 displays the Catalyst OS and IOS commands to enable BPDU guard.
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Example 3-43 Enable BPDU Guard

! Catalyst 0S

Cat0S> (enable)set spantree portfast mod/num bpdu-guard enable
! I0OS enabled Switch

CatSwitch-I0S(config)#spanning-tree portfast bpduguard enable

MAC Spoofing Attack
A MAC spoofing attack is where the intruder sniffs the network for valid MAC addresses and
attempts to act as one of the valid MAC addresses. The intruder then presents itself as the default
gateway and copies all of the data forwarded to the default gateway without being detected. This
provides the intruder valuable details about applications in use and destination host IP addresses.
This enables the spoofed CAM entry on the switch to be overwritten as well. This is best illustrated
in Figure 3-9.

Figure 3-9 MAC Spoof Attack
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Step 1 in Figure 3-9 demonstrates the three discovered devices (Devices A, B, and C) in the CAM
table. Device C is an intruder. After spoofing the MAC address of Device A (remember, the initial
frame when a CAM table is empty is sent to all ports except the source port), Device C sends out
a frame with the source address of MAC A, with a new spoofed IP address. The switch relearns
the MAC address and changes the CAM table entries in Step 2 of the attack. Now when Device B
wishes to communicate to the legitimate Device A, the switch sends the packet according to the
CAM table, which is now Port 3 or the attacking PC. Until Device A resends packets, the data flow
will remain and the attacker will receive and view active data. By ensuring that any ARP requests
are replied to, the intruder can maintain the connection until manual intervention occurs from the
network administrator.

Mitigating this form of attack takes a little more design because the attacker is far more intelligent.
To start with, you must enable port security. Example 3-41, earlier in the chapter, displays how
this can be achieved.

However, as with the CAM table overflow attack mitigation, specifying a MAC address on every
port is an unmanageable solution. Another solution would be to use private VLANS to help
mitigate these network attacks.

Using private VLANS is a common mechanism to restrict communications between systems on
the same logical IP subnet. This is not a fool-proof mechanism. Private VLANs work by limiting
the ports within a VLAN that can communicate with other ports in the same VLAN. To configure
a private VLAN on switch-based Cisco IOS or Catalyst OS, follow these steps:

Step 1 Create the primary private VLAN.

Switch_Cat0S> (enable) set vlan primary vlan id pvlan-type primary name
primary_vlan

Switch_IOS(config)#vlan primary vlan_id

Step 2 Create the isolated VLAN(s).

Switch_Cat0S> (enable) set vlan secondary_vlan_id pvlan-type
isolated name isolated pvlan
Switch_Cat0S> (enable) set pvlan primary vlan id secondary_vlan_id

Step 3 Bind the isolated VLAN(s) to the primary VLAN.

Switch_Cat0S> (enable) set pvlan primary vlan id secondary_vlan_id
Switch_IOS(config)#vlan primary_vlan_id
Switch_IOS(config-vlan)#private-vlan association secondary_vlan_id
Switch_IOS(config-vlan)#exit

The best method, in conjunction with port security, is to use DHCP snooping mechanisms to
ensure that only valid DHCP servers are enabled across your network. One DHCP snooping
mechanism is to permit only trusted DHCP messages to flow between client PC and authorized
DHCP servers. The ideal solution to mitigate various ARP-based network exploits is the use of
DHCP snooping along with Dynamic ARP Inspection (DAI).
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When a client sends out a broadcast message for an IP address, the intruder’s PC also sees the
request, of course, because broadcasts are sent out to all interfaces or ports except the source port.
So, in effect, the network must not allow DHCP offers, acknowledgements, or negative
acknowledgements (DHCPOffer, DHCPAck, or DHCPNak) to be sent from untrusted sources.

Illegal DHCP messages are messages received from outside the network or firewall. The DHCP
snooping binding table contains the MAC address, IP address, lease time, binding type, VLAN
number, and interface information corresponding to the local untrusted interfaces of a switch; it
does not, however, contain information regarding hosts interconnected with a trusted interface. By
configuring trusted and untrusted DHCP sources, the switch can be configured to drop illegal
frames immediately. DHCP snooping will still not stop an intruder sniffing for MAC addresses.

DAI determines the validity of an ARP packet based on the valid MAC address—to—IP address
bindings stored in a DHCP snooping database. This means that only valid MAC addresses are
permitted to reply to authorized devices on the network. Some really crafty attackers are out there
waiting to pounce on networks, and for a majority of them these features are not enabled, so it is
a gold mine in many parts of the world even in today’s climate.

To enable DHCP snooping, the following commands are required. Example 3-44 enables DHCP
snooping. Notice that the only supported platforms are switches with Cisco IOS—based software.

Example 3-44 Enabling MAC Spoofing on Cisco 10S Switches

!Catalyst IOS switches

CatIOS(config)# ip dhcp snooping

CatIOS (config)# ip dhcp snooping vlan number [number]
CatIOS (config)# ip dhcp snooping information option

! Enable trusted ports on the DHCP server interface
CatIOS (config-if)# ip dhcp snooping trust

DHCP Starvation Attacks
As the name implies, a DHCP starvation attack is where a DHCP server is sent so many DHCP
requests that eventually there are no more IP addresses available to allocate to legitimate devices,
hence rendering the network unusable.

A DHCEP starvation attack works by broadcasting DHCP requests with spoofed MAC addresses.
As you have seen, there are many tools available on the Internet to send out these sorts of frames.
The end result may involve the attacker installing their own DHCP server and responding to a
client request for an IP address, which will result in data being sent to the wrong destination, thus
compromising company data. Because DHCP responses typically include default gateway and
DNS server information, the network attacker can supply their own system as the default gateway
and DNS server, resulting in a man-in-the-middle-style attack.
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Example

Additional features in Cisco [OS—enabled switches can mitigate this attack by enabling DHCP
snooping. In additon to the defense shown in Example 3-44, IP source guard can provide
additional defense against attacks such as DHCP starvation and IP spoofing. Like DHCP
snooping, IP source guard is enabled on untrusted Layer 2 ports. All IP traffic is initially blocked
except for DHCP packets captured by the DHCP snooping process. Once a client receives a valid
IP address from the DHCP server, a per-port and VLAN access control list (PACL) is applied to
the port. This restricts the client IP traffic to those source IP addresses configured in the binding.
Any other IP traffic with a source address other than the addresses in the binding will be filtered
and thrown away by the switch. Example 3-45 displays a sample configuration to help alleviate a
DHCP starvation attack.

3-45 DHCP Starvation Attack Mitigation

CatIOS(config)# ip dhcp snooping

CatIOS (config)# ip dhcp snooping vlan number [number]

CatIOS (config)# ip verify source vlan dhcp-snooping port-security

CatIOS (config)# switchport port-security limit rate invalid-source-MAC rate

CatIOS (config)# ip source binding ip-address MAC-address vlan vlan-id
interface interface

!Finally trust the interfaces with the following command

CatIOS (config-if)# ip dhcp snooping trust

Example 3-45 enables DHCP snooping and ensures that any other IP traffic with a source address
other than the addresses in the binding will be filtered and dropped immediately.

There are, of course, many other techniques used by attackers. Other examples include using Cisco
Discovery Protocol (CDP), trying to manipulate VTP messages without password authentication,
and searching for vulnerabilities over wireless and telephony-based networks, as already discussed
in Chapter 1, “General Networking Topics.” Once you pass the written examination, make sure you
do not limit your knowledge to just those mechanisms presented here, because Cisco releases new
features almost daily to overcome new and even smarter techniques used by attackers.

The next section briefly covers some of the overall security policy best practices that Cisco
recommends be designed and implemented in networks.

Security Policy Best Practices—A Cisco View

Cisco released a number of excellent SAFE blueprints containing security design guideless. The
material at http://www.cisco.com/safe is a must read for any IP engineer or designer.

Too many organizations have not followed the fundamental crucial step of developing a security
policy upon which to base all security strategies. Any network without a security policy is liable
to be compromised, because when an event does occur, there are no processes in place to mitigate
the event efficiently and thoroughly. Hence, an important step for any organization serious about
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network security is to perform a risk assessment of the current network and then build a security
policy that considers that risk assessment. This risk assessment should be carried out on a regular
basis and improved when new vulnerabilities are discovered.

NOTE This section presents some of the SAFE recommendations in brief. The examination
is very light on this material.

Prior to implementing a security policy, you must do the following:

m  Create usage policy statements—Involves outlining users’ roles and functions within an
organization. The main purpose of these statements is to ensure that the user communities
understand the security policy. The next step is to define a usage policy for partners involved
within an organization. Finally, the administrators within the organization must have defined
procedures for user account management, policy enforcement, and a regular status review of
privileged users.

m  Conduct a risk analysis—Identifies the risks to your current network, resources, and data
devices. This involves identifying resources within your network and assigning each critical
device an appropriate level of security—low, medium, and high.

m Establish a security team structure—Involves assembling a cross-functional security
team—typically a virtual team (a team of experts that communicates over the phone, Internet,
and e-mail) for global companies such as Cisco—Ilead by a security manager. Each team
member is responsible for the technical aspects of the security policy and must be fully aware
of the current and future polices that are in place.

The security team in any organization has the fundamental responsibility of ensuring network
integrity. In fact, in some parts of the world, the chief information officer can be jailed for not
ensuring that the network is secure. The three primary areas of concern for security administrators
are the following:

m  Policy development
m  Practice
m  Response

In addition to the three key areas of policy development, ensure the security policy remains at the
forefront to protect data integrity by ensuring there is adequate preparation, prevention, and
response.

The following URL provides more details on a security team’s core responsibilities and areas of
focus (please note requires a CCO login):

http://www.cisco.com/en/US/partner/tech/tk869/tk769/technologies_white_paper
09186a008014f945.shtml#t3
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Foundation Summary

The “Foundation Summary” is a condensed collection of material for a convenient review of this
chapter’s key concepts. If you are already comfortable with the topics in this chapter and decided
to skip most of the “Foundation Topics” material, the “Foundation Summary” will help you recall
a few details. If you just read the “Foundation Topics” section, this review should help further
solidify some key facts. If you are doing your final preparation before the exam, the “Foundation
Summary” offers a convenient and quick final review.

Table 3-9 Cisco Device Commands and Information

Command/Subject

Description

show flash

Displays the content of the System Flash.

Standard IP access list range

1-99, 1300-1999.

Extended access list range

100-199, 2000-2699.

copy running-config startup-
config

IOS command to save running configuration from RAM to
NVRAM.

copy running-config startup-
config

IOS command to save running configuration from NVRAM
to RAM.

0x2102
10S syntax:

config-register value

0x2102 is the standard default configuration register, which is
a 16-bit number defining how the router loads.

To ignore the startup configuration, use 0x2142.

show version

Displays detailed information about Cisco IOS and hardware
configuration on a Cisco router.

Table 3-10 Advanced Cisco Device Operation

Cisco I0S Command

Description

show debugging Displays the current debug commands processed by the CPU
debug ? Displays a list of available debug options
undebug all Turns off all possible debugging commands

debug ip packet access-list

Allows debugging of specific network addresses without
burdening the router with every IP packet processed by the CPU
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Table 3-11 Password Recovery Steps

Step

Description

1

Power cycle the router.

2

Press the Break key (for Windows 2000, press Control-Break) to enter into boot ROM
mode. The Control-Break key sequence must be entered within 60 seconds of the router
restarting after a power cycle. Other terminal applications will have their own sequence, so
make sure that you consult the help files.

After you are in ROM mode, change the configuration register value to ignore the startup
configuration file that is stored in NVRAM. Use the o/r 0x2142 command (2500 series
routers). For Cisco I0S 12.2T (2600 models and higher) or later, the command is confreg
0x2142.

Allow the router to reboot by entering the i command.

After the router has finished booting up (you will be prompted to enter the setup dialog—
answer no or press Control-c to abort the setup dialog) without its startup configuration,
look at the show startup-config command output. If the password is encrypted, move to
Step 6, which requires you to enter enabled mode (type enable and you will not be
required to enter any password) and copy the startup configuration to the running
configuration with the copy startup-config running-config command. Then, change the
password. If the password is not encrypted and the enable secret command is not used,
simply document the plain-text password and go to Step 8.

Because the router currently has no configuration in RAM, you can enter enabled mode by
simply typing enable (no password is required). Copy the startup configuration to RAM
with the IOS command copy startup-config running-config.

Enable all active interfaces.

Change the configuration register to 0x2102 (default) with the global IOS command
config-register 0x2102. Note that this IOS command is automatically saved and there is
no need to write changes to NVRAM when moditying the configuration register even
though the I0S will prompt you to save when you do perform a reload.

After saving the configuration, you can optionally reload the router.

10

Check the new password if it is not encrypted. If the password is encrypted, simply enter
enabled mode and verify your password.

Table 3-12 Basic Password Security

Cisco 10S Command Description

enable password password Defines the enable password (case sensitive) to allow the EXEC

user to enter privileged mode, where they can make configuration
changes. Typically not encrypted, and it is viewable when the
configuration is displayed.

enable secret password Sets the secret password to enable EXEC user to Privilege mode

where configuration changes can be made. Overrides an enable
password and is encrypted by default.

service password- Encrypts all passwords on Cisco routers with a weak encryption
encryption algorithm.
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Table 3-13  Five Common Switch Exploits
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Exploit Description
CAM table overflow Manipulating CAM tables
VLAN hopping Sending data across VLANs by manipulating VLAN tag

information

Spanning Tree Protocol
manipulation

Sending rogue BPDU frames

MAC address spoofing

Spoofing Layer 2 MAC addressing for improper use

DHCEP starvation

Sending limitless DHCP requests to drain a DHCP pool

Table 3-14 Three Steps to Securing a Network

Step

Description

1. Create usage policy statements

Outline user roles and functions within an organization. The
main purpose of usage policy statements is to ensure that
the user communities understand the security policy.

2. Conduct a risk analysis

Determine the risks to your current network, resources, and
data devices.

3. Establish a security team structure

Assemble a cross-functional security team.
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Q&A

The Q & A questions are designed to help you assess your readiness for the topics covered on the
CCIE Security written exam and those topics presented in this chapter. This format should help
you assess your retention of the material. A strong understanding of the answers to these questions
will help you on the CCIE Security written exam. You can also look over the questions at the
beginning of the chapter again for further review. As an additional study aid, use the CD-ROM
provided with this book to take simulated exams, which draw from a database of over 500
multiple-choice questions.

Answers to these questions can be found in Appendix A, “Answers to Quiz Questions.”

10.
11.

12.
13.

Where is the running configuration stored on a Cisco router?
What IOS command displays the startup configuration?
What IOS command provides the following output?
System flash directory:
File Length Name/status

1 9558976 €2500-ajs40-1.12-17.bin

[9559040 bytes used, 7218176 available, 16777216 total]
16384K bytes of processor board System flash

What configuration register enables a Cisco router to ignore the startup configuration?

To copy the startup configuration to the running configuration, what IOS command or
commands are used?

What is the range for standard access lists and for extended IP access lists on Cisco IOS
routers?

What command displays the IP access lists configured on a Cisco router?

How do you disable all debug commands currently enabled on a Cisco router, assuming you
are not sure what debug commands are enabled?

What must you be very careful of when enabling any form of debugging on a Cisco router?
What are the required steps when performing password recovery on a Cisco router?

What is the enable password for the following configuration?
enable password CiscO

What is the CAM table?

What are five methods used by intruders to compromise Cisco-based switches?
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14. What IOS command enables port security for the interface FastEthernet0/1? The MAC
address of the end station is 00-DE-AD-CC-EE-00. Ensure that the port is shut down if a
violation occurs for more than one MAC address.

15. How does a DHCP starvation attack work?

16. Prior to implementing a security policy, what three common steps should you accomplish?
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Scenario

Scenario: Configuring Cisco Routers for Passwords and
Access Lists

Figure 3-10 displays a simple one-router network with two Ethernet LAN interfaces connecting
users on subnet 131.108.1.0/24 to the server IP network, 131.108.2.0/24.

Figure 3-10 Scenario Physical Topology
131.108.1.100/24

131.108.1.1/24 Rl/ 131.108.2.1/24

— 7

[ ’i
Ethernet0/0 Ethernet0/1

131.108.2.100/24

131.108.1.101/24

Example 3-46 displays the working configuration file on Router R1, numbered from line 1 to 25.

Example 3-46 RI’s Full Configuration

version 12.2

no service password-encryption

hostname R1

no logging console debugging

enable secret 5 $1$TBUV$0d27CrEfa4UVICBtwvqol/

enable password ciscO

interface Ethernet@/0

ip address 131.108.1.1 255.255.255.0

9. interface Ethernet0/1

10. ip address 131.108.2.1 255.255.255.0

11. no ip http server

12. access-list 1 permit 131.108.0.0 0.0.255.255

13. access-list 100 permit tcp any host 131.108.1.1 eq telnet
14. access-list 100 permit ip host 131.108.2.100 host 131.108.1.1
15. alias EXEC test show ip route ospf

16. alias EXEC eth® show interface ethernet@/o0

17. alias EXEC eth1 show interface ethernet@/1

0w N O O WN =

continues



216 Chapter 3: Cisco 10S Specifics and Security

Example 3-46 RI’s Full Configuration (Continued)

18.
19.
20.
21.
22.
23.
24.
25.

line con 0
exec-timeout 0 @
login

line aux 0

line vty 0 4
exec-timeout 0 0
no login

end

10.

The network administrator enables the debug ip packet command on Router R1, but no
output is seen when connected to the console. IP traffic is following correctly from Ethernet0/0
to EthernetO/1. What is the likely problem? What IOS configuration change is required to
rectify the fault?

There are a number of configured aliases. What alias will display the Ethernet interface
statistics for the Ethernet interface labeled Ethernet0/1?

When the following command is entered at the privileged EXEC prompt, what will the output be?
R1#etho

What is the password of Router 1 that enables a network administrator to make configuration
changes?

What Cisco IOS debug command can be used to debug the IP packets’ source IP address from
the address 131.108.2.100 to the PC with the IP address 131.108.1.1?

A user telnets to Router R1 and runs the command debug ip packet.
IP data travels from the PC to the server but no output is displayed on the router.

What is the likely problem?

R2#R1

Trying 131.108.255.1 ... Open

R1>debug ip packet

% Invalid input detected at '~' marker.

R1>

What is the configuration register of the router in Figure 3-10?
What is the vty password required for Telnet clients logging into R1?
What does access list 1 accomplish in line 12?

What global IOS command would encrypt all passwords configured on R1 in Figure 3-10?
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Scenario Answers

Scenario Solutions

1.

Line 4 in Example 3-46 has disabled the debug output from being visible. To enable debug
messages to be sent to the console port, the command logging console debugging must be
configured in global configuration mode. Alternatively, telneting to the router and enabling
the terminal monitor command via the vty line enables the network administrator to view
the debug output. (You must also ensure that the command logging monitor debugging is
configured for Telnet users.)

Line 17 displays the alias, eth1, which is the command show interface ethernet0/1.

Line 16 defines an alias, eth(Q, which will be used as a shortcut to the show interface
ethernet0/0 command. This IOS command displays the statistics of interface Ethernet0/0.

Line 6 (enable password ciscO) defines the enable password as ciscO. However, because a
secret password exists on line 5, that is the password required to enter enabled mode, and
because the secret password is encrypted, you cannot decipher the password.

Access list 100 defines an access-list with the source address 131.108.2.100 to the destination
IP address 131.108.1.1. You can apply the command debug ip packet 100 with the optional
keyword detail to view IP packets sent from the server to the IP address 131.108.1.1.

The Telnet user must be in privileged EXEC mode and must enable the terminal monitor
command to ensure that debug output is sent to the vty line. Use the command logging
monitor debugging to enable Telnet users to access console messages. See Example 3-47
for IOS help commands.

Example 3-47 logging ? Output

Randy1(config)#logging ?
Hostname or A.B.C.D IP address of the logging host
buffered Set buffered logging parameters
cns-events Set CNS Event logging level
console Set console logging level
exception Limit size of exception flush output
facility Facility parameter for syslog messages
history Configure syslog history table
monitor Set terminal line (monitor) logging level
on Enable logging to all supported destinations
rate-limit Set messages per second limit
source-interface Specify interface for source address in logging

transactions

trap Set syslog server logging level
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10.

The configuration in Example 3-46 does not include a configuration register, so the default
register (0x2102) can be assumed as the correct setting. To correctly identify the configuration
register, the show version (or show hardware) command is required.

Line 24 configures the router for no vty login, so there is no password; any Telnet users will
be directed to the router at the EXEC prompt level.

Access list 1 is not defined on any interface and can be used when debug ip packet is turned
on. Because it is a standard access list, it can be used to debug packets sourced from IP
addresses 131.108.0.0 to 131.108.255.255.

The global IOS command service password-encryption encrypts all passwords, including
the enable and vty password, if any.






Exam Topics in This Chapter

m  Remote Authentication Dial-In User
Service (RADIUS)

m  Terminal Access Controller Access
Control System Plus (TACACS+)

m  Advanced Encryption Standard (AES)
m  EAP PEAP, TKIP, TLS

m  Data Encryption Standard (DES)

m  Triple DES (3DES)

m [P Security (IPSec)

m Internet Key Exchange (IKE)

m  Certificate Enrollment Protocol (CEP)

m  Point-to-Point Tunneling Protocol
(PPTP)

Layer 2 Tunneling Protocol (L2TP)

You can find a list of all of the exam topics in
the introduction to this book. For the latest
updates on exam topics, visit Cisco.com.




CHAPTER 4

Security Protocols

This chapter covers some of today’s most widely used technologies that enable network
administrators to ensure that sensitive data is secure from unauthorized sources.

Standards such as IP Security (IPSec) and encryption standards are covered, as are all the
fundamental foundation topics you need to understand to master the topics covered in the CCIE
Security written exam.

The chapter ends with a discussion of some of the security features used in wireless networking
to improve security. Protocols such as Extensible Authentication Protocol (EAP), Protected
Extensible Authentication Protocol (PEAP), Temporal Key Integrity Protocol (TKIP), Message
Integrity Check (MIC), and Transport Layer Security (TLS) are discussed, all of which are
newly defined protocols used to help secure vulnerable wireless networks.

This chapter covers the following topics:

m  Security protocol topics—Sections are included for authentication, authorization, and
accounting (AAA), RADIUS, and TACACS+.

m  Encryption Technology Overview—Covers encrypting IP using standard encryption such
as 3DES, AES, and IPSec. The mechanism used to authenticate encryption tunnels is also
covered.

m  Certificate Enrollment Protocol—Describes the Cisco-defined certificate management
protocol, CEP, and how a device communicates with a Certificate Authority (CA).

m  EAP, PEAP, and TKIP—Shows common new mechanisms used in the fight to keep
intruders and hackers away from wireless networks.

“Do | Know This Already?”” Quiz

The purpose of this assessment quiz is to help you determine how to spend your limited study
time.
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If you can answer most or all of these questions, you might want to skim the ‘“Foundation Topics”
section and return to it later, as necessary. Review the “Foundation Summary” section and answer
the questions at the end of the chapter to ensure that you have a strong grasp of the material

covered.

If you already intend to read the entire chapter, you do not necessarily need to answer these
questions now. If you find these assessment questions difficult, read through the entire
“Foundation Topics” section and review it until you feel comfortable with your ability to answer
all of these questions and the “Q & A” questions at the end of the chapter.

Answers to these questions can be found in Appendix A, “Answers to Quiz Questions.”

1. What are the three components of AAA? (Choose the three best answers.)

a.
b.
c.

d.

Accounting
Authorization
Adapting

Authentication

2. What Cisco IOS command must be issued to start AAA on a Cisco router?

a.
b.
c.
d.

e.

aaa old-model
aaa model

aaa new model
aaa new-model

aaa new_model

3. What mathematical algorithm initiates an encrypted session between two routers by
exchanging public keys over an insecure medium such as the Internet?

a.
b.
c.

d.

Routing algorithm
Diffie-Hellman algorithm
The switching engine

The stac compression algorithm

4. Can you configure RADIUS and TACACS+ to be used on the same router?

No.
Yes, provided you have the same lists names applied to the same interfaces.
Yes, provided you have the different lists names applied to the same interfaces.

Yes, provided you have the different list names applied to different interfaces.
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5. How do you remotely launch ACS to a Windows 2000 device? (The remote IP address is
10.1.1.1 and the client is Internet Explorer.)

a. Type launch.
b. Type 10.1.1.1.
c. Type 10.1.1.1:2002.
d. Type 10.1.1.1:8080.

6. What RADIUS attribute is used by vendors and not predefined by RFC 2138?
a 1
b. 2
c. 3
d. 4
e. 13
f. 26
g. 333
h

. 33
7.  RADIUS can support which of the following protocols?
a. PPP
b. OSPF
c. AppleTalk
d. IPX
e. NLSP

8. When a RADIUS server identifies the wrong password entered by the remote user, what
packet type is sent?

a. ACCEPT-USER
b. REJECT-USERS
c. REJECT-DENY
d. REJECT-ACCEPT
e. REJECT-ERROR
f. ACCESS-REJECT
9. Identify the false statement about RADIUS.
a. RADIUS is a defined standard in RFC 2138/2139.
b. RADIUS runs over TCP port 1812.
c. RADIUS runs over UDP port 1812.
d. RADIUS accounting information runs over port 1646.
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10. What is the RADIUS key for the following configuration? If this configuration is not valid,
why isn’t it? (Assume that this configuration is pasted into Notepad and not on an active
router.)

aaa authentication login use-radius group radius local
aaa authentication ppp user-radius if-needed group radius
aaa authorization exec default group radius

aaa authorization network default group radius
radius-server 3.3.3.3

radius-server key IlovemyMum

a. The RADIUS key is llovemyMum, and it is a valid configuration.
b. The RADIUS key is [lovemymum, and it is a valid configuration.
c. This configuration will not work because the command aaa new-model is missing.
d. The RADIUS key is 3.3.3.3, and it is a valid configuration.
11. What is the RADIUS key for the following configuration?

aaa new-model

aaa authentication login use-radius group radius local
aaa authentication ppp user-radius if-n