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CHAPTER

Cisco Certifications, the Routing
Exam, and This Book’s Features

NOTE

NOTE

The Cisco Certified Network Professional (CCNP) and Cisco Certified Design Professional
(CCDP) certifications on the Routing and Switching career track are becoming increasingly
popular. These certifications have as their foundation the Cisco Certifed Network Associate
(CCNA) certification and these profesional-level certifications form the second rung in the
ladder to the coveted Cisco Certified Internetwork Expert (CCIE) certification. The Routing
2.0 exam (#640-503) is one of three exams that you must pass to become a CCNP or CCDP.
This book will help you prepare for that exam. Professional-level certification opens doors
to career opportunities and is a prerequisite for other Cisco certifications as well. Generally,
passing the Routing 2.0 exam means that you have mastered the concepts and
implementation skills necessary to build a complex IP network of Cisco routers.

You must pass the Routing 2.0 exam (among other exams) to acheive either the CCNP or
the CCDP certification. The CCNP and CCDP certifications are often referred to as the
professional-level certifications throughout this book wherever the information at hand
applies to CCNP and CCDP. For more information on the differences between the two
professional-level certifications and the latest on Cisco exams and certifications, begin at
the Cisco Career Certification page (www.cisco.com/warp/public/10/wwtraining/certprog/
index.html) at Cisco Connection Online (CCO).

The Routing exam is a computer-based exam, with multiple-choice, fill-in-the-blank, and
list-in-order style questions. The exam can be taken at any Sylvan Prometric testing center
(1-800-829-NETS, www.2test.com). The exam will take about 75 minutes and has
approximately 60 questions. You should check with Sylvan Prometric for the exact length
of the exam. (Be aware that when you register for the exam, you might be told to allow a
certain amount of time to take the exam that is longer than the testing time indicated by the
testing software when you begin. This is because Sylvan Prometrics wants you to allow for
some time to get settled and take the tutorial on the testing engine.)

This book uses the terms Routing exam and Routing 2.0 exam. These terms are used
synonomously and refer to the the exam #640-503.




4 Chapter 1: Cisco Certifications, the Routing Exam, and This Book’s Features

The Routing 2.0 exam is not an easy exam. This is to say that you cannot simply read one book
and expect to pass it. In fact, the exam is surprisingly difficult; this is so that Cisco can be sure
that everyone who passes the test thoroughly understands the subject matter on a conceptual
level and is not just good at exams. More importantly, Cisco is very interested in making sure
that passing proves that you have the skills to actually implement the features, not just talk
about them. The exam is difficult in subject matter and also in format. You can expect multiple-
choice questions—some with multiple answers. You can also expect questions requiring you to
pick the correct answer from output screens and configurations.

Another difficult aspect of the exam format is that, to ensure that you know your stuff, the exam
does not allow you to go back and change an answer. Those CCNP/CCDP candidates who
are unsure about the question will be forced to guess rather than have an extra 15 minutes to
think about it at the end of the exam. Those who really know most of the answers will be
rewarded by Cisco’s attempts to preserve the integrety of the CCNP/CCDP certification. The
professional-level certification will mean to all that you are highly qualified at the subject at
hand.

Although this is a difficult exam, most networking professionals can expect to pass if they meet
the prerequisites and spend the proper amount of time on training, on-the-job experience, and
study. Like most certification exams, you might not pass the first time. Taking the exam a
second time, however, might be easier because you have an idea of what to expect.

There are many questions on the Routing 2.0 exam that you might already know through your
professional background and experiences, if you meet the prerequisites. This book offers you
the opportunity to solidify and build on that knowledge as you make your final preparations to
take the Routing exam. The concepts and commands covered on the exam are not secrets locked
in some vault—the information is available in many places and forms, including this book. So,
although the exam is difficult, passing is certainly attainable with study.

Goals of This Book

The goals for this book became somewhat obvious to me after considering the exam itself, as
well as Cisco’s exam philosophy. The first goal came straight from Cisco, who asked that I write
a book that not only helps you pass the exam, but that also ensures that you really understand
the concepts and implementation details. The second goal of this book is that the content should
be the most comprehensive coverage of Routing 2.0 exam-related topics available, without too
much coverage of topics not on the exam. The third and ultimate goal is to get you from where
you are today to the point that you can confidently pass the Routing 2.0 exam. Therefore, all
this book’s features, which are outlined in this chapter, are geared toward helping you discover
the IP routing topics that are on the Routing exam, where you have a knowledge deficiency in
these topics, and what you need to know to master these topics.
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This Book’s Intended Audience

NOTE

Although the only prerequisite for CCNP certificaion is CCNA status, and the only prerequisite
for CCDP certification is CCNA and CCDA status, Cisco does not expect you to be able to pass
the professional-level exams (such as the Routing exam) without training and experience. This
is why Cisco’s recommended training for CCNP/CCDP involves an official Cisco course. For
the routing knowledge required of a CCNP/CCDP, Cisco recommends a course called Building
Cisco Scalable Networks (BSCN).

As stated on the Cisco web site, the BSCN course is targeted toward enterprise network
engineers (including systems engineers [SEs], customers, and resellers) who are responsible for
network administration and implementation. The targeted audience performs one or more of the
following tasks:

® Install and configure network devices
® Design and implement large enterprise networks

® Add services/applications to an existing network, and determine what router
configurations are required to support the new services/applications

® Improve traffic flow, reliability, redundancy, and performance through the network

BSCN replaces the old Advanced Cisco Router Configuration (ACRC) course, much as the new
Routing 2.0 exam (#640-503) replaces the old ACRC exam (#640-403).

This book is a final stage preparation tool. Therefore, this book will be most effective as a study
resource after you have taken the BSCN course or have acquired an equivalent level of on-the-
job experience and training. The following are the prerequisites for the BSCN course, and, for
all practical purposes, should be considered prerequsites for using this book effectively:

®  Working knowledge of the OSI reference model and the hierarchical model

® Understanding of internetworking fundamentals

® Ability to operate and configure a Cisco IOS device

®  Working knowledge of the TCP/IP stack and how to configure a routed protocol such as IP

® Understanding of distance vector routing protocol operation and configuring Routing
Information Protocol (RIP) and Interior Gateway Routing Protocol (IGRP)

® Ability to determine when to use static and default routes, and how to enable them on a
Cisco router

® Ability to display and interpret a Cisco router routing table
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® Ability to enable a WAN serial connection

® Ability to configure Frame Relay permanent virtual circuits (PVCs) on interfaces and
subinterfaces

® Ability to configure an IP standard and extended access list

® Ability to verify router configurations with available tools such as show and debug
commands

The ideal audience for this book is someone who has attended the Interconnecting Cisco
Networking Devices (ICND) course (or the retired Introduction to Cisco Router Configuration
[ICRC] course), has acheived CCNA status, and has attended the BSCN course, or who has an
equivalent level of on-the-job training and experience with Cisco switches and routers.

Cisco highly recommends that you take courses to support each certification level, but it also
recognizes that attending courses might not be an option for everyone. Therefore, if you find
yourself struggling with CCNA-level knowledge as you work through this book, you might
want to review a copy of the Interconnecting Cisco Networking Devices coursebook (ISBN 1-
57870-111-2) from Cisco Press. Similarly, if you want course details at the CCNP/CCDP level
about routing, review the Building Scalable Cisco Networks coursebook (ISBN 1-57870-228-
3), also from Cisco Press.

Overview of Cisco Certifications

Cisco’s main motivation behind the current certification program is to provide a means of
measuring the skills of people working for Cisco resellers and certified partners. Cisco fulfills
only a small portion of its orders via direct sale from Cisco; normally, a Cisco reseller is
involved. Also, Cisco has not attempted to become the primary source for consulting and
implementation services for network deployment using Cisco products, preferring instead to
use partners as much as possible. With that business model, there is a great need to distinguish,
ensure, and certify the skill levels of the partner company’s employees.

The CCIE program was Cisco’s first foray into certifications. Introduced in 1994, the CCIE was
designed to be one of the most respected, difficult-to-achieve certifications. To certify, a written
test (also given at Sylvan Prometric) must be passed, and then a two-day hands-on lab test is
administered by Cisco. Cisco does not publish numbers on pass/fail rates for CCIE or the other
certifications, but rumors have the failure rate on all lab test takers at over 50 percent, with
failure rate for first-time lab takers at over 80 percent.

Certifying resellers and services partners, by using the number of employed CCIEs as the
gauge, worked well originally, partly because Cisco had far fewer partners than today. Cisco
uses the number of CCIEs on staff as part of the criteria in determining the level of partner status
for the company, which in turn dictates the discount received by the reseller when buying from
Cisco. (For more insight into reseller certification, go to CCO, at www.cisco.com.) This
practice continues to be a good way for Cisco to judge the commitment to having people with
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proven Cisco skills on staff, which in turn improves customer satisfaction—and customer
satisfaction is tied to every Cisco executive’s goals.

The CCIE certification became inadequate for helping certify resellers and other partners
because, among other factors, the number of partners increased disproportionately to the
difficulty of the CCIE exam. For instance, there are around 4500 CCIEs worldwide and 2500
resellers (and not all the CCIEs work for resellers, of course). Furthermore, many resellers that
do not perform services do not require the extreme expertise of a CCIE on staff, other than to
get a better discount. What Cisco needed were certifications that were less rigorous than CCIE
and that would allow Cisco more granularity in judging the skills on staff at a partner company.
So, Cisco started an entire Cisco Career Certification program, of which CCNP and CCDP are
a part.

Cisco developed Routing and Switching career tracks, WAN Switching career tracks, and
several specialization career tracks. Thus far, the Routing and Switching career tracks, which
begin with CCNA/CCDA certification, have proven to be the most popular and make up the
heart of Cisco certification. The Routing exam required for CCNP/CCDP certification is part of
the Routing and Switching career tracks.

Two categories of certifications exist—one to certify implementation skills and the other to
certify design skills. Resellers working in a presale environment need more design skills,
whereas services companies need more implementation skills. So, the CCNA and CCNP are
implementation-oriented certifications, whereas CCDA and CCDP are design-oriented
certifications.

Rather than requiring just one level of certification besides CCIE, Cisco created two additional
levels—an associate level and a professional level. The associate level (CCNA/CCDA) is the
most basic, and the professional level (CCNP/CCDP) is the intermediate level between CCNA
and CCIE.

Several of the certifications require other certifications as a prerequisite. For instance, CCNP
certification requires that you have CCNA certification. Also, CCDP requires both CCDA and
CCNA certification. CCIE, however, does not require any other certification prior to the written
and lab tests. CCIE certification is extremely difficult, however, and it is unlikely that someone
could acheive that level of certification without a level of experience and training equalled in
attaining and practicing associate- and professional-level certification.

Cisco certifications have taken on a much larger role and importance in the networking industry
in recent years. From a career standpoint, Cisco certification can certainly be used to help you
get a new job or a promotion. Or, you can have certification added to your performance
evaluation plan and then justify a raise based on passing an exam. If you are looking for a new
job, not only might passing an exam help you land the job, but it may actually help you make
more money.
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Exams Required for Certification

Table 1-1

In 2000, Cisco initiated a major revamping of the career certification exams. Several new exams
were unveiled, and the Routing exam was one of those. The Routing 2.0 exam replaced the old
ACRC exam; this is why the exam is called Routing 2.0 sometimes, even though there was
never a Routing 1.0 exam.

To certify for CCNP, you must pass multiple exams. This book deals with the Routing 2.0
exam—Sylvan Promteric exam #640-503. The qualifying exams, the CCNA and the CCDA,
require only a single exam. The exams generally match the same topics that are covered in one
of the official Cisco courses, but in most cases—and certainly on the Routing 2.0 exam—more
topics are covered on the exam than are in the course. Table 1-1 outlines the exams and the
courses with which they are most closely matched.

Exams and Courses by Certification Level

Exam Course Most Closely Matching
Certification Number Name Exam Requirements
CCNA #640-507  CCNA exam Interconnecting Cisco Network Devices
(ICND)
CCDA #640-441 DCN (or CCDA) exam  Designing Cisco Networks (DCN)
CCNP #640-503  Routing exam Building Scalable Cisco Networks (BSCN)
#640-504  Switching exam Building Cisco Multilayer Switched
Networks (BCMSN)
#640-505  Remote Access exam Building Cisco Remote Access Networks
(BCRAN)
#640-509* Foundation exam BSCN, BCMSN, and BCRAN
#640-506  Support exam Cisco Internetwork Troubleshooting (CIT)
CCDP #640-503  Routing exam BSCN
#640-504  Switching exam BCMSN
#640-505  Remote Access exam BCRAN
#640-509*  Foundation exam BSCN, BCMSN, and BCRAN
#640-025  CID exam Cisco Internetwork Design (CID)

* Exam #640-509 meets the same requirements as passing these three exams: #640-503, #640-504,
and #640-505.

Therefore, you can substitute exam #640-509 for those three exams, but you can expect a longer
exam that covers the material in the other three exams.
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Be cautioned that, although the exam coverage and course coverage are similar, there are no
guarantees that if you know absolutely everything in the course, you will pass the test. Cisco is
moving more toward the certifications being tied to technology, not to specific courses; note that
the exam names do not match the course names as they previously did. As you can see, a Cisco
Press Exam Certification Guide will help prepare you for the certification exam beyond how the
courses can, with the added guidance of stressing the most important exam items and coverage
of other topics not taught in the prerequisite courses. Cisco also maintains the right to change
the exam content at will to ensure that the exam is current and fair.

What’s on the Routing 2.0 Exam

Every one of us would like to know exactly what is on the Routing 2.0 exam, as well as the other
Cisco certification exams. Well, to be honest, exactly what is on the exam is a very closely
guarded secret. Only those who write the questions for Cisco and who have access to the entire
question database truly know what is entirely on the exam.

The Routing 2.0 exam content that is made known by Cisco to the public is general. You can
find a list of Cisco exams and the general outline that accompanies each exam at
www.cisco.com/warp/public/10/wwtraining/certprog/testing/exam_list.htm.

You will have to download the outline for each exam. The following section contains excerpts
from the Routing exam outline downloaded file.

Cisco Routing Exam Outline File Excerpts From CCO

Given your experience, this outline and guide will help you with the best methods of
preparation for the Cisco Career Certifications exam.

The BSCN course is the recommended method of preparation for the Routing exam.

The topic areas listed in this outline are general guidelines for the type of content that is likely
to appear on the exam. However, please be advised that other relevant or related topic areas may
also appear.

The Routing (640-503) exam will contain a combination of the following topics:
1 Routing principles:
e List the key information routers need to route data.
¢ Describe classful and classless routing protocols.
¢ Compare distance vector and link-state routing protocol operation.
¢ Describe the use of the fields in a routing table.

* Given a preconfigured laboratory network, discover the topology, analyze the routing
table, and test connectivity using accepted troubleshooting techniques.
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2 Extending IP addresses:

Given an IP address range, use variable-length subnet masks (VLSMs) to extend the
use of the IP addresses.

Given a network plan that includes IP addressing, explain whether route
summarization is possible.

Configure an IP helper address to manage broadcasts.

3 Configuring Open Shortest Path First (OSPF) in a single area:

Explain why OSPF is better than RIP in a large internetwork.
Explain how OSPF discovers, chooses, and maintains routes.

Explain how OSPF operates in a single-area nonbroadcast multiaccess (NBMA)
environment.

Configure OSPF for proper operation in a single area.
Verify OSPF operation in a single area.

Given an addressing scheme and other laboratory parameters, configure a single-area
OSPF environment, and verify proper operation (within described guidelines) of your
routers.

Given an addressing scheme and other laboratory parameters, configure single-area
OSPF in an NBMA environment, and verify proper operation (within described
guidelines) of your routers.

4 Interconnecting multiple OSPF areas:

Describe the issues with interconnecting multiple areas, and tell how OSPF addresses
each.

Explain the differences between the possible types of areas, routers, and LSAs.
Explain how OSPF supports the use of VLSM.

Explain how OSPF supports the use of route summarization in multiple areas.
Explain how OSPF operates in a multiple-area NBMA environment.
Configure a multiarea OSPF network.

Verify OSPF operation in multiple areas.

Given an addressing scheme and other laboratory parameters, configure a multiple-
area OSPF environment, and verify proper operation (within described guidelines) of
your routers.
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Configuring Enhanced IGRP (EIGRP):

Describe EIGRP features and operation.

Explain how EIGRP discovers, chooses, and maintains routes.
Explain how EIGRP supports the use of VLSM.

Explain how EIGRP operates in an NBMA environment.
Explain how EIGRP supports the use of route summarization.
Describe how EIGRP supports large networks.

Configure EIGRP.

Verify EIGRP operation.

Given a set of network requirements, configure an EIGRP environment, and verify
proper operation (within described guidelines) of your routers.

Given a set of network requirements, configure EIGRP in an NBMA environment, and
verify proper operation (within described guidelines) of your routers.

Configuring Basic Border Gateway Protocol (BGP):

Describe BGP features and operation.

Describe how to connect to another autonomous system using an alternative to BGP,
static routes.

Explain how BGP policy-based routing functions within an autonomous system.
Explain how BGP peering functions.

Describe BGP communities and peer groups.

Describe and configure external and internal BGP.

Describe BGP synchronization.

Given a set of network requirements, configure a BGP environment, and verify proper
operation (within described guidelines) of your routers.

Implementing BGP in scalable networks:

Describe the scalability problems associated with internal BGP.
Explain and configure BGP route reflectors.

Describe and configure policy control in BGP using prefix lists.
Describe methods to connect to multiple ISPs using BGP.

Explain the use of redistribution between BGP and Interior Gateway Protocols (IGPs).
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* Given a set of network requirements, configure a multihomed BGP environment, and
verify proper operation (within described guidelines) of your routers.

8 Optimizing routing update operation:
* Select and configure the different ways to control routing update traffic.

* Configure route redistribution in a network that does not have redundant paths
between dissimilar routing processes.

* Configure route redistribution in a network that has redundant paths between
dissimilar routing processes.

* Resolve path selection problems that result in a redistributed network.
e Verify route redistribution.
* Configure policy-based routing using route maps.

* Given a set of network requirements, configure redistribution between different
routing domains, and verify proper operation (within described guidelines) of your
routers.

¢ Given a set of network requirements, configure policy-based routing within your pod,
and verify proper operation (within described guidelines) of your routers.

9 Implementing scalability features in your internetwork:

* Given a set of network requirements, configure many of the features discussed in the
course, and verify proper operation (within described guidelines) of your routers.

Author’s Note About Exam Content

As Cisco’s authorized external publishing company, Cisco Press is the only publisher that is
partnered with Cisco. Cisco has shared other information with Cisco Press, part of which
includes some details that are expected to be posted on Cisco’s web site at a later date. At press
time, Cisco had not finalized what other details about the exam will be posted on its web site,
so I cannot list any of those details here. Fortunately, what does get posted by Cisco will be
easily available to you! I encourage you to check Cisco’s web site for the latest information on
the exam.

Some points I would like to make about the exam as it relates to this book are as follows:

® If we at Cisco Press believe that a topic is definitely on the exam, it is covered in Chapters
2 through 10.

® For topics that we at Cisco Press believe have only a remote (but still possible) chance of
being in Cisco’s Routing 2.0 exam question database, the topic is covered briefly in the
body of the book, but it is clearly stated that it is not part of the exam study. These marginal
topics are placed in the body of the book so that the topics are in context.
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® If we at Cisco Press believe that a topic is simply not in the Cisco Routing 2.0 exam
question database, then it is not covered in this book. The only exception would be topics
that must be explained to make a topic that is on the exam more understandable. Again,
this is indicated within the book.

Topics in This Book

The list that follows outlines the topics that will be the focus of the exam. The topics are listed
corresponding to the chapters in which they are covered.

® Chapter 2, “Managing Scalable Network Growth”
— The key requirements of a network
— The problem of network congestion
— The symptoms of network congestion
— Methods of controlling network traffic
— Access lists, how to restrict vty access, and uses of access lists
— Alternatives to access lists
® Chapter 3, “IP Addressing”
— Prefix routing
— The use of VLSM and its application
— The use, application, and configuration of summarization
— Key points in the design of an IP network
— How to connect to the outside world and use NAT and private addresses
® Chapter 4, “IP Routing Principles”
— The requirements of the routing process
— The routing table
— The differences between a classful and classless routing protocol
— The difference between distance vector and link-state routing protocol
— How routing tables are maintained
— Path selection
® Chapter 5, “Using OSPF in a Single Area”

— How a link-state routing protocol (such as OSPF) discovers, chooses, and
maintains links
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— How OSPF operates in a single NBMA area WAN

— How to configure OSPF in a single area

— How to verify the operation of and troubleshoot an OSPF network
® Chapter 6, “Using OSPF Across Multiple Areas”

— The issues with interconnecting multiple OSPF areas

— The differences between the possible types of areas, routers, and LSAs

— How OSPF operates across multiple areas using NBMA

— How OSPF supports the use of VLSM and summarization

— The Cisco commands for implementing OSPF for multiple areas
® Chapter 7, “Using EIGRP in Enterprise Networks”

— The features and operation of EIGRP

— How EIGRP discovers, chooses, and maintains routes

— How EIGRP supports the use of VLSM and summarization

— How EIGRP functions in an NBMA environment

— How EIGRP supports large networks

— How to configure EIGRP, both in an enterprise network and in an NBMA
network

— How to verify an EIGRP configuration
® Chapter 8, “Connecting to Other Autonomous Systems—The Basics of BGP-4”
— The features and operation of BGP
— BGP terminology
— Design issues with BGP
— BGP communities, peer groups, and the peering function
— The configuration of internal and external BGP
— How to verify the BGP configuration
® Chapter 9, “Implementing and Tuning BGP for Use in Large Networks”
— Scaling internal BGP
— Configuring route reflectors

— Determining policy control using prefix lists
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— Connecting to multiple ISPs
— Redistributing between interior routing protocols and BGP
— Configuring and verifying the BGP configuration
® Chapter 10, “Controlling Routing Updates Across the Network”
— Selecting and configuring different ways to control routing updates

— Configuring route redistribution in networks with and without redundant paths
between dissimilar routing processes

— Resolving problems occuring in a redistributed network

— Configuring policy-based route maps

— Verifying and troubleshooting redistribution and policy-based routing
® Chapter 11, “Scenarios for Final Preparation”

— Chapter 11 contains two scenarios that test you on various topics covered
throughout the book instead of concentrating on a particular technology. This
challenges your understanding at a profound level and places the topics in
context.

How to Use This Book to Pass the Exam

One way to use this book is to start at the beginning and read it cover to cover. While that would
certainly help you prepare, most people do not have that much time to spare, particularly if they
already have mastered some of the topics in the book. However, if you want to read the entire
book and answer all the CD-ROM questions, then that is a great way to prepare!

For the rest of you, you might want to consider different strategies for how best to use this book,
depending on what training and experience you already have. With its prechapter analysis
quizzes and chapter-ending summary sections and questions, as well as its traditional foundation
sections, this book is designed to help you get the most out of the time you take to study.

The core material for the Routing 2.0 exam is covered in Chapters 2 through 10. At the
beginning of each chapter, you are instructed on how to make best use of your time reading that
chapter, assuming that you are not going to read every detail. The instructions on how to use
each chapter is outlined in a figure in each chapter. That figure is repeated here as Figure 1-1.
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Figure 1-1 How to Use Chapters 2 Through 10

"Do | Know This Already?" quiz

Low Low quizlet Medium High score, High
score score score want more score
review
Read Read related
Foundation Foundation Topics
Topics subsection

\—’ Read
>| Foundation | ¥
/ Summary \

Q&A <—> | Scenarios
\ Go to next /
chapter <

If you skip to the Foundation Summary, Q&A, and scenarios sections and have
trouble with the material there, you should go back to the Foundation Topics section.

Each of these chapters begins with a quiz, which is broken into subdivisions called quizlets. If
you get a high score, you might simply review the “Foundation Summary” section at the end of
the chapter. If you score well on one quizlet but low on another, you are directed to the section
of the chapter corresponding to the quizlet on which your score was low. If you score less than
50 percent on the overall quiz, it is recommended that you read the whole chapter. Of course,

these are simply guidelines—if you score well but want more review on that topic, read away!

After completing the core chapters (2 through 10), several options for your next study activity
exist. Because Chapter 11 is the next chapter in succession, the detailed directions on what you
can do are in the beginning of Chapter 11. However, here is a brief list of the study options
provided by this book, beyond the core chapters:

® Chapter 11 includes scenarios and questions to test your overall comprehension of several
exam topics.

® All prechapter quiz and chapter-ending questions, with answers, are in Appendix A,
“Answers to Quiz Questions.” These conveniently located questions can be read and
reviewed quickly, with explanations.

® The CD-ROM contains practice exam questions that you can use to take an overall sample
exam or to test yourself on specific topics.
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® Each core chapter has a “Foundation Summary” section near the end that contains concise
tables and information for final review.

® Where appropriate, each chapter has a glossary for the terms introduced in that chapter.
The chapter glossaries and Appendix C, “Glossary,” are also good study aids.

When you are preparing for the Routing 2.0 exam, the guidelines at the beginning of each
chapter should be adequate no matter what your level of knowledge is. However, if you would
like some additional guidance, the remainder of this section gives a few additional strategies for
study, based on how you have prepared before buying this book. So, find the section that most
closely matches your background in the next few pages, and read about some additional ideas
to help you prepare.

There are basically five different categories of students:
® Those who have taken the BSCN course
® Those who have taken the ACRC course
® Those who have attended the Cisco Networking Academies
® Those who will not be taking any classes and have not had much experience

® Those who will not be taking any classes but have some experience

I’'ve Taken BSCN—Now What?

Well, first let me say that you’ve taken the best path to prepare yourself! However, let me temper
that with the fact that if you retain more than 50 percent of what you heard in class, then you
are an extraordinary person! That said, in my opinion, you need to follow these strategies:

® Strategy 1—Use this book exactly as described in the opening pages of Chapters 2
through 10. Each of the core chapters begins with a quiz that helps you assess what you
need to study. It then directs you to the appropriate sections in the chapter rather than
requiring you to read the entirety of each chapter.

® Strategy 2—Use the directions at the beginning of Chapter 11 to direct your final study
before the exam. Chapter 11 is designed to review many concepts; in addition, it outlines
a good process for study in the days leading up to your exam.

By using these strategies, you will fill in your gaps in knowledge and will be confident taking
your Routing 2.0 exam.

I’'ve Taken the Old ACRC Course—Now What?

It is true that the current version of the exam is a closer match to the BSCN class. However, if
you were to compare the BSCN and ACRC courses, you would find there is much more in
common than is different. In fact, more than half of the ACRC topics are retained in the BSCN
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course. Of course, if you retain more than 50 percent of what you heard in class, then you are
an extraordinary person, so you probably still need to fill in some holes in your knowledge base.
For you, the following strategies will be most helpful:

® Strategy 1—Begin with a review of Chapters 8 through 10. These chapters consist of
almost completely new material of the Routing exam and should be studied in depth. Do
not skip the configuration sections—they are very important.

® Strategy 2—Use this book exactly as described in the opening pages of Chapters 2
through 10. Each of the core chapters begins with a quiz that helps you assess what you
need to study. It then directs you to the appropriate sections in the chapter rather than
requiring you to read the entirety of each chapter. In fact, you probably should even use
Chapters 8 through 10 this way, in spite of having read them already, because that will
validate what you have learned.

® Strategy 3—Make it a point to read the sections of the book that cover topics not found
in the ACRC course. Other than almost the entirety of Chapters 8 through 10 of this book,
the subjects that you will want to make sure to read are as follows:

— Chapter 3—Routing table analysis

— Chapter 4—Hierarchical routing

— Chapter 5—OSPF in an NBMA network, and OSPF operation
— Chapter 6—OSPF across multiple areas

— Chapter 7—Details of the EIGRP operation, particularly across an NBMA
network, and design considerations in building a scalable network

® Strategy 4—Use the directions at the beginning of Chapter 11 to direct your final study
before the exam. Chapter 11 is designed to review many concepts; in addition, it outlines
a good process for study in the days leading up to your exam.

Therefore, compared to those who have taken BSCN, you should not require a lot of additional
study time. The ACRC course did a great job of explaining the basics, and this book will help
you fill in the gaps to confidently prepare to pass the exam!

I’ve Taken the Cisco Networking Academy Courses—Now What?

First, I'll start by congratulating you on having the foresight to get into the Cisco Networking
Academy program—we need more people that can make this stuff work! For those of you
who are did not take the Cisco Networking Academy track and are wondering what it is,
visit www.cisco.com/warp/public/779/edu/academy/ for more information. Thankfully, the
Networking Academy curriculum does a great job of preparing you with the skills and
knowledge that you need to pass the Routing exam. Unfortunately, your study was probably
spread over several semesters, and possibly over a couple years. So, the details that you do not
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use frequently may have been forgotten! On to the strategies for success on CCNP/CCDP—
and, in particular, the Routing exam:

® Strategy 1—Pull out your Networking Academy curriculum and notes, and reread them.
Exciting, huh? Nevertheless, most people’s memory is exercised better by seeing familiar
material, and even more so when that person wrote it down himself. If you have ever taken
a test and pictured in your mind where the answer was on your page of notes, then you
can recall the information easily.

® Strategy 2—Use this book exactly as described in the opening pages of Chapters 2
through 10. Each of the core chapters begins with a quiz that helps you assess what you
need to study. It then directs you to the appropriate sections in the chapter rather than
requiring you to read the entirety of each chapter.

® Strategy 3—Make it a point to read the sections that cover some of the theory and
conceptual sections, and some of the standards. The biggest reason for that is that the
Networking Academy is more oriented toward building skills, not theoretical knowledge.
The subjects that I suggest are as follows:

— Chapter 2—From the beginning of the “Foundation Topics” section up to the
beginning of the routing table analysis section

— Chapter 3—The section on VLSM and router summarization
— The sections on operations in all the other chapters

® Strategy 4—Use the directions at the beginning of Chapter 11 to direct your final study
before the exam. Chapter 11 is designed to review many concepts; in addition, it outlines
a good process for study in the days leading up to your exam.

This book is designed to help you sift through the topics and choose the areas for study that you
need to focus on in a timely fashion. Congratulations on your Networking Academy work and
CCNA/CCDA certification—now add the CCNP or CCDP certification to take away any doubt
in the minds of prospective employers that you know Cisco products and technology.

I’m New to Internetworking with Cisco, and | Will Not Be Taking the
BSCN Course—Now What?

You can take and pass the Routing 2.0 exam without taking any courses. Cisco wants you to
take the recommended courses for all the exams, though. Cisco’s motivation is not to make
more money, because the company does not actually deliver the training. Instead, Cisco’s
motivation is that it truly believes that the more people understand Cisco products, ultimately
the happier the customers will be, and the more products Cisco will sell. In addition, Cisco
believes that its official training is the best way to teach people about its products, so Cisco
wants you to take the classes.
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If you are not taking the course, there is no reason to worry! However, truthfully, you will need
more than just this book to prepare. Cisco Press publishes the Building Scalable Cisco
Networks coursebook (ISBN 1-57870-228-3), which is a book version of the BSCN course. The
figures are exactly like those in the course, and the text comes from the course material and is
even expanded and reorganized to work well in book format. Therefore, if you can’t take the
course, your best substitute is the Building Scalable Cisco Networks coursebook. This book will
build on the BSCN material and help you assess what further study you need to pass the
Routing exam. Here are my strategy suggestions for your case:

® Strategy 1—Read the Building Scalable Cisco Networks coursebook. Although Routing
2.0 is not entirely a course-based test, the BSCN course is listed as the recommended
course for the Routing exam.

® Strategy 2—After reading BSCN, use this book exactly as described in the opening pages
of Chapters 2 through 10. Each of the core chapters begins with a quiz that helps you
assess what you need to study. It then directs you to the appropriate sections in the chapter
rather than requiring you to read the entirety of each chapter.

® Strategy 3—Use the directions at the beginning of Chapter 11 to direct your final study
before the exam. Chapter 11 is designed to review many concepts; in addition, it outlines
a good process for study in the days leading up to your exam.

I've Learned a Lot About CCNP Topics Through Experience,
But | Will Not Be Taking the BSCN Course—Now What?

If you feel like you know a fair amount about professional-level routing topics already (at a
level that makes taking the BSCN course not very worthwhile), but you are worried about the
few topics that you simply just have not worked with, then this strategy is for you. This book is
designed to help you figure out what IP routing topics you need some help with, and then help
you learn about them. Here is the simple strategy for you:

® Strategy 1—Use this book exactly as described in the opening pages of Chapters 2
through 10. Each of the core chapters begins with a quiz that helps you assess what you
need to study. It then directs you to the appropriate sections in the chapter rather than
requiring you to read the entirety of each chapter.

® Strategy 2—Use the directions at the beginning of Chapter 11 to direct your final study
before the exam. Chapter 11 is designed to review many concepts; in addition, it outlines
a good process for study in the days leading up to your exam.

You will be able to fill in the gaps in your knowledge this way, and not risk being bored in the
BSCN class when it covers the topics that you already know!
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The Features of This Book

After this brief introductory chapter, there are 10 chapters and three appendixes in this book.
Each core chapter starts with a “Do I Know This Already?” quiz that allows you to decide how
much time you need to devote to studying the subject at hand. Next, the “Foundation Topics”
(the core material of the chapter) are presented. This section is the bulk of each chapter. At the
end of each chapter, you will find a “Foundation Summary” section that is a collection of tables
and quick-reference material that can be used as the last-minute review notes. Also contained
in the “Foundation Summary” section of each chapter is a Chapter Glossary, which defines
important terms used in the chapter. Reviewing the Chapter Glossary along with the rest of the
“Foundation Summary” makes for excellent late-stage exam preparation. Each core chapter
also has a “Q&A” section of review questions that test you on the chapter’s contents. Finally,
each core chapter contains a “Scenarios” section that tests you further on the material at hand.

The appendixes contain materials for your reference. Appendix A contains the answers to each
chapter’s “Do I Know This Already?” and “Q&A” quizzes. The answers to the “Scenarios”
questions can be found at the end of each chapter.

This book is also accompanied by a CD-ROM that offers multiple-choice questions out of the
entire book’s content. Each question in the CD-ROM refers you to the chapter and section it is
drawn from. The CD-ROM also contains a file called “Job Aids and Supplements.” This
material is taken from the BSCN course itself and provides further reference material on the
following topics:

® [P addresses and subnetting

® Addressing review

® [P access lists

® Configuration and output examples of the following:
— OSPF
— EIGRP
— BGP-+4

— Route optimization

Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used
in the Cisco 10S Command Reference, as follows:

® Boldface indicates commands and keywords that are entered literally as shown. In
examples (not syntax), boldface indicates user input (for example, a show command).

® [talics indicates arguments for which you supply values.
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® Square brackets ([ and ]) indicate optional elements.
® Braces ({ and }) contain a choice of required keywords.
®  Vertical bars () separate alternative, mutually exclusive elements.

® Braces and vertical bars within square brackets—for example, [x {y | z}]—indicate a
required choice within an optional element. You do not need to enter what is in the
brackets, but if you do, you have some required choices in the braces.

References and Suggested Reading

The following is a list of suggested further reading, if you need additional information:
® Routing in the Internet, by Christian Huitema (Prentice Hall)
® [Internet Routing Architectures, Second Edition, by Bassam Halabi (Cisco Press)
® RFC 1771, “BGP-4 Defined”
® RFC 1930, “Autonomous System Number Allocation”
® RFCs 17714, 1863, 1930, 1965, 1966, 1997, 1998, 2042, 2283, 2385, 2439

Strategies for The Exam Day

Here is a reminder of some simple things you can do to help you for the day of the exam.
On the day before the exam:

® (Call Sylvan Prometrics to confirm your seat and the time and place of the exam center.
Also check the confirmation number that was allocated for your exam.

® Ensure that you have directions for the center and the location of the nearest parking
garage.

® Have a relaxing evening; do not be tempted to heavily review because this will simply
emotionally exhaust you and prevent a good night’s sleep. If you cannot resist some
studying, simply read through the question and answer section at the end of the book.

On the exam day:

® Eatanutritious meal before you leave. Rumbling stomachs are distracting, and it is proven
that your brain functions better when fueled.

® Leave plenty of time to get to the testing center, park, and have a few moments to relax
before the exam. Allow at least half an hour for traffic jams and the like.
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® The testing center will provide pen and paper. You are not allowed any thing in the exam
room, except a refreshment and the pen and paper provided. Leave all those heavy books
at home.

®  Wear loose, comfortable clothing.
During the exam:

®  Work out the timing. If the exam still has 61 questions and you allowed 75 minutes to
complete, that means you have approximately 1.25 minutes per question. This is very
important. Because you cannot return to questions after you have passed them, you must
try to allocate an equal amount of time to each question. It is counterproductive to miss
questions or to guess unless you really have no idea of the answer. The exam tells you how
many questions are left to answer and how much time is left.

® If you do not know the answer to a question, then try answering the question by a process
of elimination. As Sherlock Holmes said, “When you have eliminated the impossible,
whatever remains, however improbable, must be the truth.”

® Use the paper provided to work out the logic of some questions.

® Try to stay calm. Remember that the exam can be taken multiple times, so even if you are
struggling, you can use the exam to your advantage by remembering what topics are
causing you trouble.

Conclusion

The CCNP certification has great value in the networking environment. It proves your
competence and dedication. It is required for several certifications, and it is a further huge step
in distinguishing yourself as someone who has proven knowledge of Cisco products and
technology instead of just claiming that you know it.

The CCNP Routing Exam Certification Guide is designed to help you attain CCNP
certification. It is a CCNP-certification book from the only Cisco-authorized publisher. We at
Cisco Press believe that this book will help you achieve CCNP certification—but the real work
is up to you! We hope you enjoy your time well spent with this book. Good luck.



This chapter covers the following foundation topics that you will need to master to
successfully learn the details in this exam guide:

® Describe the key requirements of a network.

® Explain the problem of network congestion.

® Identify the symptoms of network congestion.
® Identify methods of controlling network traffic.

® TP access lists, distribute lists, prioritization, restricting vty access, and alternatives to
access lists (such as null interface, IP helper address, and design).



CHAPTER 2

Managing Scalable
Network Growth

This chapter sets the foundation for the rest of the topics covered in this book. Although
these topics may not necessarily reflect questions on the exam, they lend a context for the
course and provide a review of subjects dealt with in the Interconnecting Cisco Network
Devices (ICND) course. The subsequent chapters assume your comprehension of the
subjects dealt with in this chapter.

How to Best Use This Chapter

By taking the following steps, you can make better use of your study time:

® Keep your notes and the answers for all your work with this book in one place, for
easy reference.

®  When you take a quiz, write down your answers. Studies show that retention
significantly increases by writing down facts and concepts, even if you never look at
the information again.

® If the opportunity presents itself, practice the commands and configurations in a lab
environment.

® Use the diagram in Figure 2-1 to guide you to the next step.
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Figure 2-1 How to Use This Chapter
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If you skip to the Foundation Summary, Q&A, and scenarios sections and have
trouble with the material there, you should go back to the Foundation Topics section.

“Do | Know This Already?” Quiz

The purpose of the “Do I Know This Already?” quiz is to help you decide what parts of this
chapter to use. If you already intend to read the entire chapter, you do not necessarily need to
answer these questions now.

This 16-question quiz helps you determine how to spend your limited study time. The quiz is
sectioned into four smaller four-question “quizlets,” which correspond to the four topics in the
chapter. Figure 2-1 outlines suggestions on how to spend your time in this chapter. Use Table 2-1
to record your scores.

Table 2-1 Score Sheet for Quiz and Quizlets

Quizlet Number Topic Questions Score
1 Network congestion 1to4

2 Cisco’s hierarchical design 5t08

3 IP access lists 9to 12

4 Reducing network traffic 13to 16

All questions 1to 16
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List two symptoms of network congestion.

If a switch has redundant links to another switch, what action would be taken if the
Spanning-Tree Protocol fails to see a bridge protocol data unit (BPDU) in time (within the
MaxAge Timer value)?

How could the dropping of packets cause an increase of traffic on the network?

How might network congestion cause a loss of services?

In Cisco’s hierarchical design, what is the function of the core layer?

In Cisco’s hierarchical design, where is the access layer located?

In the hierarchical design suggested by Cisco, at which layer are access lists not
recommended?
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10

11

12

13

14

What is the function of the distribution layer?

If an access list is configured as an inbound list, will the packet be sent to the routing
process?

State three uses of access lists.

In an IP standard access list, what is the default wildcard mask?

If a packet does not match any of the criteria in an access list, what action will be taken?

Why does the null interface not report an ICMP message stating that the packet is
undeliverable?

How would you restrict Telnet connectivity to the router that you were configuring?
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15 Which of the queuing techniques offered by the Cisco IOS are manually configured?

16 Explain ip helper address. What is its function?

The answers to this quiz are found in Appendix A, “Answers to Quiz Questions.” The suggested
choices for your next step are as follows:

® 2 or less on any quizlet—Review the appropriate sections of the “Foundation Topics”
portion of this chapter, based on Table 2-1. Then move on to the “Foundation Summary”
section, the “Q&A” section, and the scenarios at the end of the chapter.

® 8 or less overall score—Read the entire chapter. This includes the “Foundation Topics”
and “Foundation Summary” sections, the “Q&A” section, and the scenarios at the end of
the chapter.

®  9to 12 overall score—Begin with the “Foundation Summary” section, and then go to the
“Q&A” section and the scenarios at the end of the chapter. If you have trouble with a
particular area in the exercises, read the appropriate section in “Foundation Topics.”

® 13 or more overall score—If you want more review on these topics, skip to the
“Foundation Summary” section, and then go to the “Q&A” section and the scenarios at
the end of the chapter. Otherwise, move to the next chapter.
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Foundation Topics

Introduction to Corporate Networks—
Growth, Scalability, and Congestion

NOTE

Each chapter begins with a case study. The case study provides context for the topics dealt with
in the chapter. The case study may be referred to throughout the chapter in an effort to further
explain the technology, and the case study will also sometimes be revisited in the “Scenarios”
section at the end of the chapter.

Use the case study to focus your attention. In this way, you will learn the details more easily as
you solve the problem presented at the beginning of the chapter. The concrete framework that
the case studies provide should help you retain the theories throughout each chapter.

The company Pedopodgy, which is a private college, realized the need to network the central
administrative offices five years ago. The initial network comprised of 45 PCs, 5 print servers,
and 1 file server. It was a NetWare network, running IP. The administration at each of the five
campuses was added two years later. Last year, the company provided Internet access for each
student, with Internet connectivity accessed through corporate headquarters.

The network has grown considerably in the last five years. This growth has been in both end
nodes and complexity. In end nodes alone, the network has grown from 45 PCs, with the 5 print
servers and 1 file server, to more than 500 PCs connecting to 30 print servers and 20 file servers.

Everyone is complaining. The network is unreliable, unresponsive, and difficult to use, and
there have been several security break-ins. The main problem is that the network has exceeded
its original design, and the infrastructure of the network can no longer handle the volume of
traffic generated. The IT department is being besieged by angry users.

This type of story is very familiar. Every network consultant has heard a variation of it a
thousand times, and you can hear versions in conversations on the bus, the train, or the ferry.

This chapter addresses the problems seen in this case study. It identifies the key requirements
of a network and illustrates how a structured design can simplify and help in the management
of the network. This chapter also explains how excessive traffic on the network can thwart user
needs and shows some of the ways that network traffic can be alleviated.

In designing a network, it is important to identify the key requirements of the network.
Although any network will have the same core requirements, the business needs of a specific
organization can elevate a particular network requirement above another.
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As seen in the case study, a network that is inadequate to the needs of its users does not only
frustrate the user base, but it also affects the organization’s capability to function.

Key Requirements of a Network

When designing a network, you first must define and assess customer requirements and then
put together a plan to meet these requirements. Therefore, an understanding of the business
structure and current data flow within the existing environment is crucial to prioritizing the
requirements of the network. The relative importance of each of the following broad key
requirement categories is determined by the needs of the organization in question. For example,
a small, growing catering company may place more importance on efficiency, adaptability, and
accessibility than a large financial institution that demands reliability, responsiveness, and
security. The college cited in the case study would require the network to be secure as well as
reliable and responsive.

The sections that follow describe the key requirements of a network:
® Reliability
® Responsiveness
® Efficiency
® Adaptability/serviceability
®  Accessibility/security

® Factors that increase network traffic

Reliability
For a hospital or bank, the network must be available 24 hours a day, seven days a week. In the
first instance, lives are at stake. If network access cannot be granted to the blood bank, it may
not be possible to give a life-saving transfusion. For a bank exchanging money throughout
international markets across every time zone, a network fault can be extremely expensive. In
such a situation, network downtime can cost millions of dollars per fraction of an hour. The
capability to isolate and limit any problems that occur, therefore, is as important as solving the
problem quickly.

Responsiveness

Excessive latency within a network appears to the end user as a lack of responsiveness.

Frustration sets in and often leads the user to reboot or to repeat keystrokes. This response is
the same one that might cause you to raise your voice to someone who does not answer your
question; you assume that the person hasn’t heard the question. In the network environment,
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however, repeating keystrokes generates more network traffic, which increases congestion and
delays. Avoiding this is essential for network health. To do so, build in mechanisms to alleviate
congestion and to prioritize certain protocols that are more sensitive to delay.

Efficiency

Designing a network that restricts traffic to allow only the necessary information to be carried
across it proves extremely helpful in preventing congestion. The inefficiency in allowing
network and service updates to travel to areas of your network that have no need for the
information can seriously limit the available bandwidth left for data. For example, allowing
users in Brussels, Belgium, to see printers in Palo Alto, California, is not very helpful and may
saturate the 56-kbps serial link.

Adaptability/Serviceability

It is difficult to anticipate every change that your company may make in terms of mergers and
organizational structure. Therefore, building an adaptable network protects capital investment.
It also increases the reliability of the network. Because network administrators are not issued
crystal balls, it is essential that attention be given to the interoperability of both products and
applications when designing the network. Thus, when the company makes a business change,
network changes may be needed. Imagine that Pedopodgy has recently acquired a marketing
manager, who has bought five Macintoshes for his department, running graphic production
software. The infrastructure of the network need to be considered in terms of not only the
additional bandwidth requirements, but also the capability to share files. In short, the nature of
the client/server interaction on the rest of the network should be determined.

Serviceability is related to adaptability, but it is more focused toward being able to make
changes to production systems without disrupting normal operations (for example, hot
redundancy and dual power supplies).

Accessibility/Security

Security is a popular topic and a major consideration, particularly as more companies connect
to the Internet and thereby increase the chance of hackers, idly wandering into the network.
Weighing the needs of users to access the network, particularly when remote access is required,
against the need to secure company secrets is a difficult balance that requires careful
consideration at the executive level. It is important to consider security as part of the initial
design because it is very difficult to address this issue as an afterthought. In the case of the
Pedopodgy case study, the security of student grades as well as tests that may be stored
electronically is important.
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Although this book identifies the main requirements of a network, only a few of these are
examined in depth in the CCNP/CCDP Routing exam. One of the areas addressed in the exam
is that of network congestion and the methods to alleviate it in an IP network.

Factors That Increase Network Traffic

It cannot be denied that company networks are growing at a dramatic rate. When designing a
network, the challenge is to create a system that will grow with the company and be capable of
dealing with increased demand. Obviously, the size, nature, and maturity of the business will
affect the demand for increased network resources.

Networking is still young and has only very recently extended to the home and small business.
Therefore, it is a safe assumption that networks and the demand for network traffic will
continue to grow for some time. As seen in the case study at the beginning of the chapter, this
can cause problems.

In addition to the increase in the number of users, applications have become more complex,
evolving into highly graphic and often interactive packages.

If the design and implementation of the original network has been well managed, network
growth increases dramatically within the first year. Networks must therefore adapt to change to
allow growth. As an analogy, instead of constantly buying new clothes for the sprouting child,
we can just let down hems and lengthen sleeves. Companies cannot afford either the capital
investment or the hours involved in accommodating a network that must be redesigned
frequently. The consequence of having a network incapable of scaling is that as it grows it
becomes constricted, just like the child squeezed into a coat that is too small. The result within
your company would be network congestion.

Identifying the Problems Created by
Network Congestion

Network congestion results when too many packets are competing for limited bandwidth. The
result is similar to that of heavy road traffic: collisions, delays, and user frustration.

Traffic Analysis and Network Design

The problems caused by network congestion are easily identified. By using network-monitoring
tools, such as Cisco’s TrafficDirector or a standard protocol analyzer, it is possible to ascertain
the traffic volume either on an entire network or on individual segments. An understanding of
the traffic volumes within the network can also be gained by issuing commands at the Cisco
router. Commands such as show interface, show buffers, and show queuing can give a feel
for the traffic levels within the network, without purchasing extra products. It is important to
understand the context of the traffic flow within your network so that you can appropriately
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accommodate the requirements of the users and their applications, designing and building a
network that will scale.

The traffic on the network typically follows the organization’s business flow, responding not
only to peaks and valleys in business cycles, but also to the direction of the traffic flow as well.
Necessarily, the communication between the accounting department and the marketing
department within the organization will reflect the network traffic. The appropriate placement of
network resources, such as servers, can be considered after the organizational flow of data has
been identified. The network and the placement of the servers dictate the traffic flow throughout
the company. Poor design inevitably leads to congestion.

Problems Created by Network Congestion

The next sections cover the following problems created by network congestion:
® Excessive traffic
® Dropped packets
® Retransmission of packets
® Incomplete routing tables
® Incomplete server lists
® The Spanning-Tree Protocol breaks

® Runaway congestion

Excessive Traffic

If the traffic volume outgrows the network, the result is congestion. When this occurs on a single
segment, the capacity of the medium overrun—resulting in the dropping of packets—and the
medium can react adversely to excessive traffic.

Physical Problems of Ethernet

Ethernet illustrates this well. Ethernet has strict rules about accessing the medium, so, a
physical problem—such as extraneous noise or just too many trying to access too little—results
in excessive traffic, causing collisions. A collision requires all transmitting devices to stop
sending data and to wait a random amount of time before attempting to send the original packet.
Only the nodes involved in the collision are required to wait during the backoff period. Other
nodes must wait until the end of the jam signal and the interframe gap (9.6 ms for Ethernet,
0.96 ms for Fast Ethernet, and 0.096 ms for Gigabit Ethernet). If after 16 attempts the device
fails to transmit, it gives up and reports the error to the calling process. If for this or any other
reason the device fails to transmit and drops the packet from its buffer, the application typically
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retransmits the original packet. This may result in increased congestion that grows
exponentially, which is often referred to as runaway congestion.

Dropped Packets

One of the effects of congestion is that not all the packets can get through the network.
Essentially, the queues and buffers in the intermediate forwarding devices (for example,
routers) overflow and must drop packets, causing an OSI higher-layer process on either end
device (for example, workstation) to time out. Typically, the transport or application layers have
the responsibility to ensure the arrival of every piece of data.

Maintaining the integrity of the transmission requires the communication to be connection-
oriented, giving the end devices the mechanisms to perform error detection and correction (for
example, the TCP layer of TCP/IP) through windowing, sequencing, and acknowledgments.

Retransmission of Packets

If packets are dropped, the layer responsible for the integrity of the transmission will retransmit
the lost packets. If the session or application layer does not receive the packets that were resent
in time, the result will be either incomplete information or timeouts.

Incomplete Routing Tables

The application may be unaware that it did not receive all the data; this missing data may just
appear as an error or may have more subtle and insidious effects. For example, if the routing
table of an intermediate forwarding device such as a router is incomplete, it may make
inaccurate forwarding decisions, resulting in loss of connectivity or even the dreaded routing
loop (see Figure 2-2).

Using the case study earlier in this chapter, if the WAN connection between the campus site and
the corporate headquarters becomes congested, packets may be dropped, possibly resulting in
the receipt of partial routing updates. In Figure 2-2, for example, if Router X hears a full update,
the routing table will know subnetworks 10, 20, and 30. Imagine that Router Y does not receive
a full update from Router X. It knows only about subnetworks 20 and 30. When Workstation A
tries to connect to Server B at the corporate offices, it has a problem. Router X can direct the
traffic to Router Y. In turn, Router Y can forward traffic to Server B.

However, when Server B responds, Router Y has no way to forward back to Router X because
it has no entry for remote subnetwork 10. In a more complex environment, routing loops often
occur because of poor network design.
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Figure 2-2 Incomplete Routing Tables Cause Loss of Connectivity
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Incomplete Server Lists

Congestion results in the random loss of packets. Under extreme circumstances, packet loss
may result in incomplete routing tables and server lists. Entries may ghost in and out of these
tables. Users may find that their favorite service is sometimes unavailable. The intermittent
nature of this type of network problem makes it difficult to troubleshoot.

The Spanning-Tree Protocol Breaks

The Spanning-Tree Protocol is maintained in each Layer 2 device, a switch or a bridge,
allowing the device to ensure that it has only one path back to the root bridge. Any redundant
paths will be blocked, as long as the Layer 2 device continues to see the primary path. The
health of this primary path is ensured by the receipt of spanning-tree updates (called bridge
protocol data units, or BPDUs). As soon as the Layer 2 device fails to see the updates, panic
sets in and the device removes the block on the redundant path, falsely believing it to be the
only path available. The block on the redundant path is removed after several updates have been
missed, after the MaxAge timer has been exceeded. This ensures some stability in the network.
However, if this problem occurs, in a short time, spanning-tree loops and broadcast storms will
cause the network to seize up and die.

This is one of the reasons that the industry moved toward a routed network solution. However,
organizations are beginning to reintroduce Spanning-Tree Protocol into their switched

environments without any problems. This is a result of the vast improvements in the hardware,
the increased bandwidth, and the use of VLANS to reduce the size of the broadcast domain, and,
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in a Cisco implementation, the spanning-tree domain. Another factor that positively affects the
stability of large flat networks is the increasing use of multicast addresses. Multicast addresses
are read only by devices belonging to the multicast address and are forwarded only to segments
that contain such devices. Refer to the Cisco Design Guides, on the Cisco Connection Online
(CCO) web page, for more information on these topics.

Runaway Congestion

When packets are dropped, requiring retransmission, the congestion will inevitably increase.
In some instances, this may increase the traffic exponentially; this is often called runaway
congestion. In relatively unsophisticated protocols, such as Spanning-Tree Protocol, it is almost
unavoidable, although others may have methods of tracking the delays in the network and
throttling back on transmission. Both TCP and AppleTalk’s DDP use flow control to prevent
runaway congestion. Therefore, it is important to understand the nature of the traffic on your
network when designing scalable networks.

Symptoms of Congestion

NOTE

The symptoms of congestion are intermittent, and the following problems may be due not to
congestion but to some underlying problem within the network. This is another reason why
problems that result from congestion are so difficult to diagnose.

The following example shows why congestion problems are difficult to identify. If the link is
running near bandwidth capacity and the connected devices are overwhelmed, any additional
traffic will cause problems. Because the packets are randomly dropped, it is difficult to track
where the problems have occurred. Therefore, the network will have equally random failures.
The symptoms of network congestion are consequently difficult to troubleshoot because
some protocols are more sensitive than others and will time out after very short delays are
experienced. However, the network administrator who knows his network well will soon
identify these recurring problems. The following are three symptoms of network congestion:

® Applications time out.
® Clients cannot connect to network resources.

® Network death results.

Packets are randomly dropped only if there is not quality of service (QoS) configured within
the network.
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Applications Time Out

The session layer of the OSI model is responsible for maintaining the communication flow
between the two end devices. This includes assigning resources to incoming requests to connect
to an application. To allocate resources adequately, idle timers disconnect sessions after a set
time, releasing those resources for other requests. Note that although the OSI model assigns
these duties to the session layer, many protocol stacks include the upper layers of the stack in
the application. TCP/IP is such a protocol.

Clients Cannot Connect to Network Resources

The client/server environment is one in which applications take advantage of networks. Servers
provide services to many clients that access them across the network. Both data and application
software may be stored centrally on a server that allows many clients to share them. If all users
depend on the client/server interaction, this can create excessive traffic across the network.

In a client/server environment, the available resources are communicated throughout the
network. The dynamic nature of the resource tables (offering services, servers, or networks)
gives an up-to-date and accurate picture of the network. NetWare, AppleTalk, Vines, and
Windows NT all work on this principle. If these tables are inaccurate as a result of the loss of
packets in your network, errors will be introduced because decisions were made with incorrect
information. Some network systems are moving more toward a peer-to-peer system in which
the end user requests a service identified not by the network, but by the administrator.

Network Death Results

The most common problems arising from network congestion are intermittent connectivity and
excessive delays—users must wait a long time for screens to refresh, users are disconnected
from applications, print jobs fail, and errors result when trying to write files to remote servers.
If the response of the applications is to retransmit, congestion could reach a point of no
recovery. Likewise, if routing or spanning-tree loops are introduced as a result of packet loss,
the excessive looping traffic could bring your network down.

Creating a Network That Meets the
Key Requirements

Although is important to know how to reduce network congestion when it occurs, it is crucial
to build a network that can grow with the user needs, thus preventing a network that reels from
crisis to crisis. Designing the network so that it can scale, therefore, is crucial. Cisco provides
a hierarchical design that should simplify network management and also allow the network to
grow. This growth may be a physical growth as well as a capacity growth.
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Cisco’s Hierarchical Design

To achieve these networks requirements that have been described—and to keep local traffic
local, preventing network congestion—Cisco suggests a network design structure that allows
for growth. The key to the design is that it is hierarchical. There is a division of functionality
between the layers of the hierarchy, allowing only certain traffic —based on clear criteria—to
be forwarded through to the upper levels. A filtering operation restricts unnecessary traffic from
traversing the network. Thus, the network is more adaptable, scalable, and more reliable. Clear
guidelines and rules govern how to design networks according to these principles. These
guidelines and rules are covered in the Cisco design class as well as design guides provided by
Cisco on its web page. The following section explains how the hierarchical network design
proposed by Cisco reduces congestion.

Why Scaling Reduces Congestion

If the network is designed hierarchically, with each layer acting as a filter to the layer beneath
it, the network can grow effectively. In this way, local traffic is kept local, and only data and
information about global resources needs to travel outside the immediate domain.

Understanding that the layers are filtering layers begs the question of how many layers are
required in your network. The answer is, it depends on the type of applications and network
architecture, to name but a few criteria.

How Hierarchical Is Hierarchical?

Cisco’s design methodology is based on simplicity and filtering. Cisco suggests that the largest
networks currently require no more than three layers of filtering.

Because a hierarchical layer in the network topology is a control point for traffic flow, a
hierarchical layer is the same as a routing layer. Thus, a layer of hierarchy is created with the
placement of a router or, more recently, a Layer 3 switching device.

The number of hierarchical layers that you need to implement in your network reflects the
amount of traffic control required. To determine how many layers are required, you must
identify the function that each layer will have within your network.

The Functions of Each Layer

Each hierarchical layer in the network design is responsible for preventing unnecessary traffic
from being forwarded to the higher layers (and then being discarded at a higher point in the
network or by the receiving stations). The goal is to allow only relevant traffic to traverse the
network and thereby reduce the load on the network. If this goal is met, the network can scale
more effectively. The three layers of a hierarchy are as follows:

® The access layer
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® The distribution layer

® The core layer

The Access Layer

In accordance with its name, the access layer is where the end devices connect to the network—
where they gain access to the company network. The Layer 3 devices (such as routers) that
guard the entry and exit to this layer are responsible for ensuring that all local server traffic does
not leak out to the wider network. QoS classification is performed here along with other
technologies that define the traffic that is to traverse the network. Service Advertisement
Protocol (SAP) filters for NetWare and AppleTalk’s GetZoneLists are implemented here, in
reference to the design consideration of client/server connectivity.

The Distribution Layer

The distribution layer is responsible for determining access across the campus backbone by
filtering out unnecessary resource updates and by selectively granting specific access to users
and departments. Access lists are used not just as traffic filters, but as the first level of
rudimentary security.

Access to the Internet is implemented here, requiring a more sophisticated security or firewall
system.

The Core Layer

The responsibility of the core layer is to connect the entire enterprise. At the pinnacle of the
network, reliability is of the utmost importance. A break in the network at this level would result
in the incapability of large sections of the organization to communicate. To ensure continuous
connectivity, the core layer should be designed to be highly redundant, and, as much as
possible, all latency should be removed. Because latency is created when decisions are required,
decisions relating to complex routing decisions, such as filters, should not be implemented at
this layer. They should be implemented at the access or distribution layers, leaving the core
layer with the simple duty of relaying the data as fast as possible to the remote site. In some
implementations, QoS is implemented at this layer to ensure a higher priority to certain packets
to prevent them from being lost during high congestion periods.

General Design Rules for Each Layer

A clear understanding of the traffic patterns within the organization—who is connecting to

whom and when—helps to ensure the appropriate placement of client and servers, and eases the
implementation of filtering at each layer. The filtering that is imposed by the router creates the
network hierarchy illustrated in Figure 2-3. Without hierarchy, networks have less capacity to
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scale because the traffic must traverse every path to find its destination, and manageability
becomes an issue.

It is important for each layer to communicate only with the layer above or below it. Any
connectivity or meshing within a layer impedes the hierarchical design.

Organizations often design their networks with duplicate paths. This is to build network
resilience so that the routing algorithm can immediately use the alternative path if the primary
line fails. If this is the design strategy of your company, care should be taken to ensure that the
hierarchical topology is still honored.

Figure 2-3 shows an illustration of the appropriate design and traffic flow.

Figure 2-3  Redundant Connections Between Layers
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WARNING Unless you have a profound knowledge of the current network and the placement of the servers,
it is impossible to design a new network with the proper hierarchy.

IP Access Lists: Alleviating Congestion with
Cisco Routers

Cisco router features enable you to control traffic, primarily through access lists. Access lists
give you “what if” control of the network. They are crucial to the sophisticated programming
of a Cisco router and allow for great subtlety in the control of traffic.
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Given that the router operates at Layer 3, the control that is offered is extensive. The router can
also act at higher layers of the OSI model. This proves useful when identifying particular traffic
and protocol types for prioritization across slower WAN links.

Cisco Proprietary Solutions

With the assumption that connections are between Cisco routers, Cisco has optimized many
network operations. This sometimes requires a proprietary solution. While defying some of the
standards to streamline network traffic, Cisco has been conscientious by providing both the
standard solution and a proprietary Cisco solution. To ensure the capability to integrate Cisco
equipment into all networks, Cisco offers sophisticated methods of translation between the
standard and the proprietary Cisco solution. The clearest example of this is the use of
redistribution between Cisco’s routing protocol, Enhanced Interior Gateway Routing Protocol
(EIGRP), and any other routing protocol such as Open Shortest Path First (OSPF).

Managing Network Congestion for IP

IP is generally considered a well-behaved protocol because its communication is typically peer-
to-peer, removing the necessity for excessive broadcasts throughout the network. The only
broadcasts are routing updates and Address Resolution Protocol (ARP) requests. These
characteristics can no longer be assumed, however, as client/server technologies start to offer
IP as a communication protocol. It should be understood that the application demands
determine the nature of the traffic on the network. Therefore, if the application relies on
broadcasts to locate its server, the protocol used to communicate that broadcast is of little
concern. The routed protocols AppleTalk and IPX, and the nonrouted protocol NetBIOS are the
obvious examples of protocols used by client/server applications. These protocols were
designed for LAN networks and tend to be very chatty in the communication between the client
and the server. Recently these network protocols have utilized TCP/IP as the transport method,
but the client/server communication is still based on a broadcast technology that defies the peer-
to-peer architecture of TCP/IP and renders it chatty.

It would be misleading to suggest that improvements in network utilization have not been made
by these protocols, which were originally designed for small LAN environments instead of the
enterprise solutions for which they are now being sold. Nevertheless, it is important to
emphasize the need to do careful analysis of the network traffic flow and to understand the
communication requirements between the client and the server.

The Implementation of IP Access Lists

Access lists can be used to either restrict or police traffic entering or leaving a specified
interface. They are also used to implement “what if”” logic on a Cisco router. This gives you the
only real mechanism of programming the Cisco router. The access lists used for IP in this way
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enable you to apply great subtlety in the router’s configuration. This chapter reviews how to
configure access lists and discusses their use in an IP network. The Interconnecting Cisco
Network Devices coursebook and the Cisco CCNA Exam #640-507 Certification Guide, both
from Cisco Press, deal with these subjects in more depth.

IP Access List Overview

Access lists are linked lists with a top-down logic, ending in an implicit deny any command,
which will deny everything. Top-down logic means that the process will read from the top of
the access list and stop as soon as it meets the first entry in the list that matches the packet’s
characteristics. Therefore, it is crucial that careful attention be given to their creation. Writing
down the purpose of the proposed access list before attempting to program the system also
proves helpful.

Access lists block traffic traversing the router. Remember that traffic generated by the router is
not blocked by an access list.

Standard IP Access Lists
The following is syntax for a standard access-list command and an ip access-group command:

access-list access-list-number {permit | deny}{source [source-wildcard | any]}

ip access-group access-list-number {in | out}
Note that the access-list-number value must be within the range of 1 to 99 to create a standard
access list.

Standard access lists are implemented at Layer 3. In general, both the source and destination
addresses are identified as criteria in the logic of the list. IP access lists work slightly differently,
however; they use the source address only.

The placement of the access list is crucial because it may determine the effectiveness of the
control imposed. Because the decision to forward can be made on the source address only, the
access list is placed as close to the destination as possible (to allow connectivity to intermediary
devices).

For example, in Figure 2-4, the intention of the access list is to prevent the library terminals
access to the administrative LAN in the college Pedopodgy. The reasoning in placing the access
list so close to the source is to increase security and reduce traffic. In fact, all traffic from
network 10.10.10.0 is denied access to the rest of the network, so Figure 2-4 shows incorrect
access list placement.
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Figure 2-4 The Placement of a Standard Access List—Incorrect Placement
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In Figure 2-5, however, placing the access list as close to the destination as possible allows
traffic from the source to freely roam the entire network, except for a barrier preventing student
traffic from accessing the forbidden area. Figure 2-5 shows correct access list placement.

You can place an access list on either an inbound or an outbound interface. If this option is not
configured, the default is for the access list to be placed on the outbound interface. The access
list will examine traffic flowing only in the direction stated. In this way, traffic subject to an
inbound access list will be examined before it is sent to the routing process.

To ensure that all paths to the remote location have been covered, access lists should be
implemented with careful reference to the topology map of the network.

P Access Lists

Although the same rules apply for all access lists, extended access lists allow for a far greater
level of control because decisions are made at higher levels of the OSI model.

The following is syntax of an extended access-list command:

access-list access-1ist-number {deny | permit} protocol
source source-wildcard destination destination-wildcard
ip access-group access-list-number {in | out}

The access-list-number value must be between 100 and 199 to create an extended access list.
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Figure 2-5

The Placement of a Standard Access List—Correct Placement

access-list 10 deny 10.10.10.0 0.0.0.255
access-list 10 permit any any

interface EO

ip access-group 10 out
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Table 2-2

Table 2-2 explains the previous syntax.

Extended access-list Command Explanation

Command

Description

access-list access-list-number

Gives the number of an access list. This is a decimal number
from 100 to 199.

{deny | permit}

Denies or permits access if the conditions are matched.

source source-wildcard

Gives the source address and the wildcard mask.

destination destination-wildcard

Gives the destination address and the wildcard mask.

[precedence precedence]

(Optional) Packets can be filtered by precedence level, as
specified by a number from O to 7, or by name, as listed on the
CCO web page in the section “Usage Guidelines.”

[tos ros] (Optional) Packets can be filtered by type of service level, as
specified by a number from O to 15, or by name as, listed on the
CCO web page in the section “Usage Guidelines.”

[established] (Optional) For the TCP protocol only: Indicates an established

connection. A match occurs if the TCP datagram has the ACK or
RST bits set. The nonmatching case is that of the initial TCP
datagram to form a connection.

[log]

(Optional) Gets access list logging messages, including violations.
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WARNING

In recent versions of the IOS, many additional options have been given to the creation of the
access lists. These include the use of named access lists, as well as the capability to set timeouts
on the access lists. This is outside the scope of this exam and, therefore, also the exam guide.
For further details, refer to the Cisco CCO web pages for the “Managing the System” chapter
in the Configuration Fundamentals Configuration Guide.

When using extended access lists to prevent application connection, it is easy to become
confused. TCP and UDP are the common protocols and these include both an optional source
port and an optional destination port. A common mistake is to specify stop telnet using a source
port of 23 instead of a destination port of 23.

When using extended access lists, it is important to consider the sequence of conditions within
the list. Because top-down logic is employed, the ordering of the list may alter the entire
purpose of the list.

Guidelines for Writing Access Lists

You should adhere to the following guidelines when writing an access list:

® Write out the purpose to be achieved by the access list in clear, simple language.

® Determine the placement of the access list in reference to a topology map of the network.
® Write out the access list, ensuring that the following is considered:

1 The most frequent instance of traffic is placed first in the list, if possible, to reduce CPU
processing.

Specific access is stated before group access is defined.
Group access is stated before world access is defined.

There is an implicit deny any at the end of the list.

a ~» 0N

The implicit deny statement in the access list means that there must be at least one permit
statement, or the access list will deny everything.

6 If no wildcard mask has been defined in a standard access list, the mask of 0.0.0.0 is
assumed. This mask would match every bit in the address. If the address was that of a
subnet rather than an end station, no match would be found, and the router would move
on to the next criteria line. If that line is the ending deny any, problems may occur.

7 The access list will not take effect until it has been applied to the interface. The access list
will default to an outgoing access list if a direction is not specified.
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WARNING

NOTE

WARNING

Changes have been made to the way access lists function in terms of the deny any at the end of
the access list. To avoid confusion, therefore, it is a good policy to read the documentation for
your IOS version. To be safe, assume that everything will be denied by an implicit deny any at
the end of the list because this will foster good practices.

® Test the access list with a utility such as ping. It is important to first ensure that the utility
is permitted in the ACL. However, in more complex scenarios, ping may not suffice, and
alternative methods should be used. Two common ways of doing this are to either use
Telnet and modify the ports used, or, if possible, to obtain some type of port scanner and
use only the specific ports allowed (as well as testing some that are not allowed).

® Use the show commands to verify the placement of the access list.

® If the access list needs to be modified, the list will have to be removed from the interface,
deleted, and re-created as additional criteria is appended to the bottom of the list.

However, named access lists behave slightly differently. These are not in the scope of the course
and should be researched well before they are implemented on a live network.

® Itisuseful to save the access list to a Trivial File Transfer Protocol (TFTP) server and just
edit it offline.

Note that in some older versions of the IOS, deleting the access list at the global level without
removing it from the interface may cause the interface to restrict all traffic through the interface
in the direction that it was applied. This is because, although the access list is still applied to the
interface, it has no content; therefore, the implicit deny any takes effect. Standard system
management calls for making changes to the specific before moving back to the general—that
is, removing the access group from a specific interface before deleting the global access list.

Verifying Filter Configuration

Whenever a network is configured, that configuration must be tested, and the changes must be
documented. Called maintaining the baseline, this enables you to maintain a clear knowledge
of the network functionality.

The commands to verify the filter configuration for either IP or IPX filters are most easily
accomplished through the show commands:

show access list
show ip interface
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Figure 2-6 illustrates the process logic used for access lists.

Figure 2-6  Processing of an IP Access List—Incoming and Outgoing Packets
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Access lists are extremely powerful when you are configuring the router to tune the data flow
through the device. Because access lists take both CPU and memory, however, you must
consider alternatives. The following section discusses these alternatives.

NOTE Depending on the type of access list, the version of IOS, and the hardware configuration, some
access lists are processed more quickly than others. This is because some access lists can be
cached. For more information, refer to the configuration guides on the Cisco web page.

Uses of IP Access Lists

Because access lists can be used so subtly in system programming, they are used in many ways
to solve many problems. IP access lists are used mainly to manage traffic.

Essentially, an access list is a list that uses a simple logic to decide whether to forward traffic.
As such, access lists are sometimes used as a security system. Certain issues arise when using
access lists for security purposes. The next section covers these in more detail.

Security Using Access Lists

Cisco recommends using alternative methods to access lists for security. Although access lists
are complex to conceive and write, they are easy to spoof and break through. The 11.3 IOS has
implemented full security features, and these sophisticated features should be utilized in
preference to access lists. The Cisco Secure Integrated Software (I0S Firewall Feature Set) also
is now available.

Some simple security tasks are well suited to access lists, however. Although access lists do not
constitute complex security, they will deter the idle user exploring the company network.

The best way to use access lists for security is as the first hurdle in the system, to alleviate
processing on the main firewall. Whether the processing on the firewall device is better
designed for dealing with the whole security burden, or whether this task should be balanced
between devices should be the topic of a capacity-planning project.

Controlling Terminal Access

Access lists filter traffic traversing the router; they do not prevent traffic generated by the router.
To control Telnet traffic in which the router is the end station, an access list can be placed on
the virtual terminal line (vty).

Five terminal sessions are available: vty O through vty 4. Because anticipating which session
will be assigned to which terminal is difficult, control is generally placed uniformly on all
virtual terminals. Although this is the default configuration, some platforms have different
limitations on the number of vty interfaces that can be created.
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Configuration
The syntax for virtual terminal line commands is as follows:

line {vty-number | vty-range}

access-class access-list-number {in | out}
Standard access lists are used for inbound access because the destination is known. The access-
class command is the same as the access-group command but is used for terminal access. It could
be applied as either an inbound or an outbound list. The access list used has the same structure as
the standard access lists; even the range used in the command is the same, 1 through 99.

The following example of the configuration commands allow incoming Telnet access to the
router only from hosts on network 131.99.55.0:

access-list 12 permit 131.99.55.0 0.0.0.255

line vty 0 4

access-class 12 in
When applied as an inbound access-class command to the vty, an access list restricts users from
connecting to the router from the specified source addresses.

When applied as an outbound access-class command to the vty, an access list restricts users
who have connected to the router and then attempt to connect to another system from that
router. This is because the access list is still using the source address.

Other methods of restricting access are slightly more brutal. It is possible to issue the following
command, for example:

no line vty 0 4

This command removes all terminal access.

It is also possible to issue the following commands:

line vty 0 4

login

no password
This requires a password. Because a password has not been established, however, it is impossible
to correctly input a password. The result is no access. In the previous examples, the console is
used to configure and manage the router. This can also be done with the Telnet application and
is often none by mistake. Although this is a common error, it is occasionally used as a
rudimentary security mechanism.

Traffic Control Through Routing Updates
Traffic on the network must be managed. Traffic management is most easily accomplished at
Layer 3 of the OSI model. You must be careful, however, because limiting traffic also limits
connectivity. Therefore, careful design and documentation is required.
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WARNING

Routing updates convey information about the available networks. In most routing protocols,
these updates are sent out periodically to ensure that every router’s perception of the network
is accurate and current.

Distribute Lists

Access lists applied to routing protocols restrict the information sent out in the update and are
called distribute lists. They work by omitting certain networks based on the criteria in the access
list. The result is that remote routers unaware of these networks are not capable of delivering

traffic to them. Networks hidden in this way are typically research-and-development sites, test
labs, secure areas, or just unwanted networks. This is also a way to reduce overhead traffic in

the network.

Why Use Distribute Lists?

These access lists are also used to prevent routing loops in networks that have redistribution
between outing protocols.

When connecting two separate domains, the connection point of the domains or the entry point
to the Internet is an area through which only limited information needs to be sent. Otherwise,
routing tables become unmanageably large and consume large amounts of bandwidth.

Other Solutions to Traffic Control

It is popular to tune the update timers between routers, trading currency of the information for
optimization of the bandwidth. All routers running the same routing protocol expect to hear
these updates with the same frequency that they send out their own. If any of the parameters
defining how the routing protocol works are changed, these alterations should be applied
consistently throughout the network; otherwise, routers will time out and the routing tables will
become unsynchronized.

Tuning network timers of any type is an extremely advanced task and should be only done under
very special circumstances and with the aid of the Cisco Telephone Support team.

Across WAN networks, it may be advantageous to turn off routing updates completely and to
manually or statically define the best path to be taken by the router. Note also that sophisticated
routing protocols such as EIGRP or OSPF send out only incremental updates; be aware,
however, that these are correspondingly more complex to design and implement, although,
ironically, the configuration is very simple.
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Another method of reducing routing updates is to implement the technology snapshot routing
available on Cisco routers and designed for use across WAN links. This allows the routing
tables to be frozen and updated either at defined times, such as every two days or whenever the
dialup line is raised. For more information on this topic, refer to the Cisco web page.

To optimize the traffic flow throughout a network, you must carefully design and configure the
IP network. In a client/server environment, control of the network overhead is even more
important. The following section discusses some concerns and strategies.

Prioritization

Access lists are not used just to determine which packets will be forwarded to a destination. On
a slow network connection where bandwidth is at a premium, access lists are used to determine
the order in which traffic is scheduled to leave the interface. Unfortunately, some of the packets
may time out. Therefore, it is important to carefully plan the prioritization based on your
understanding of the network. It is important to ensure that the most sensitive traffic (that is,
traffic most likely to time out), such as IBM’s Systems Network Architecture (SNA), is handled
first.

Types of Prioritization

Many types of prioritization are available. Referred to as queuing techniques, they are
implemented at the interface level and are applied to the interface queue. The weighted fair
queuing technique is turned on by default and may not be tuned by the router administrator.
These include the following:

The weighted fair queuing method is available in the later versions of the IOS. It is turned on
automatically—in some instances, by the Cisco IOS—replacing the first-in, first-out (FIFO)
queuing mechanism as the default. The queuing process analyzes the traffic patterns on the link,
based on the size of the packets and the nature of the traffic, to distinguish interactive traffic
from file transfers. The queue then transmits traffic based on its conclusions.

Queuing techniques that are manually configured with access lists are as follows:

® Priority queuing—This is a method of dividing the outgoing interface into four virtual
queues. Importance or priority ranks these queues, so traffic is queued based on its
importance and will be sent out of the interface accordingly. This method ensures that
sensitive traffic, such as SNA traffic, on a slow or congested link is processed first.

® Custom queuing—The interface is divided into many subqueues. Each queue has a
threshold stating the number of bytes that may be sent before the next queue must be
processed. In this way, it is possible to determine the percentage of bandwidth that each
protocol is given.



Reducing Network Traffic: Alternatives to Access Lists 53

® (lass-based weighted fair queuing (CBWFQ)—This queuing method extends the
standard WFQ functionality to provide support for user-defined traffic classes. For
CBWFQ, you define traffic classes based on match criteria, including protocols, access
control lists (ACLs), and input interfaces. Packets satisfying the match criteria for a class
constitute the traffic for that class. A queue is reserved for each class, and traffic belonging
to a class is directed to that class’s queue.

® Low-latency queuing (LLQ)—This feature brings strict priority queuing to CBWFQ.
Configured by the priority command, strict priority queuing gives delay-sensitive data,
such as voice, preferential treatment over other traffic. With this feature, delay-sensitive
data is sent first (before packets in other queues are treated).

Reducing Network Traffic: Alternatives to
Access Lists

Because of the resources required to process them, access lists are not always the most suitable
solution. The null interface is a good example of when a technology can be used imaginatively
to produce a low-resource solution.

Null Interface

The null interface is a virtual interface that exists only in the imagination of the router. Traffic
may be sent to it, but it disappears because the interface has no physical layer. A virtual interface
does not physically exist. Administrators have been extremely creative and have used the
interface as an alternative to access lists. Access lists require CPU processing to determine
which packets to forward. The null interface just routes the traffic to nowhere.

Configuration of Null Interfaces
The null interface command syntax is as follows:
ip route address mask null@
For example:
ip route 10.0.0.0 255.0.0.0 nullo

Figure 2-7 clearly shows how you might implement a null interface in an organization. The
example shows how it can be used to filter the private network from the Internet.

Internet Example
If the router receives traffic to be forwarded to network 10.0.0.0, it will be dropped through
nullO into a black hole. Because this is a private address to be used solely within an organization,
never to stray onto the Internet, this is a command that may well be configured on routers within
the Internet.
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Figure 2-7

The Use of the Null Interface in the Internet

Company A IP route
10.0.0.0 10.0.0.0 255.0.0.0
nullo

Within the organization, there is often a use for the null interface command. Figure 2-8 and the
following text explain their use.

Intranet Example

WARNING

Configuring the static route to null0 on an internal company router would prevent connectivity
to the defined network because all traffic to that destination would be forwarded to a nonexistent
interface. In Figure 2-8, Workstation A would not be capable of connecting to Server C, the
development server used by the Research and Development department. The result is that the
Research and Development department would be capable of seeing the rest of the organization.
Indeed, the rest of the world can see the Research and Development department in a routing
table. Any attempt to direct traffic to the network will be unsuccessful, however. The first router
that sees the traffic will statically route it to the null interface, which metaphorically is a black
hole. No error messages will be sent to the transmitting node because the traffic was
successfully routed—although, unfortunately, to a black hole. This is considered beneficial for
several reasons, one of which is additional security.

Because the static route is entered into the routing table, it is important to remember that all the
rules of static routing apply. If the router hears of the destination route via another source, it is
ignored in favor of the static route that has a lower administrative distance (which gives it a
higher priority).
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Figure 2-8 The Use of the Null Interface Within an Organization
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CPU Considerations and Additional Methods for
Controlling Network Traffic

Access lists require CPU processing from the router. The more complex or the longer the access
list, the greater the amount of CPU processing is required. In earlier versions of the Cisco
IOS, pre-10.3, complex access lists prevented the caching of routing decisions, such as fast,
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autonomous, and silicon switching. These functions are now supported, particularly if NetFlow
features are turned on. In this context, switching refers to traffic forwarding, a Cisco solution
that was implemented in the earliest of Cisco’s products and that has been consistently
enhanced.

Fast, Autonomous, and Silicon Switching

These switching techniques were created to improve the capability of the router to forward
traffic—at speed. The router caches the routing decisions it has made, which means that
subsequent packets from the same source to the same destination do not have to be sent to the
routing process, but instead can perform simple and speedy lookup.

After the routing process has made a routing decision, it sends the packet to the appropriate
outbound interface. Meanwhile, the router holds a copy of the address details of the outbound
frame in memory, along with a pointer to the appropriate outbound interface. This means that
incoming traffic can be examined as it comes into the router. The router looks in the cache or
memory to see whether a routing decision has already been made for that set of source and
destination addresses. If an entry exists, the frame can be switched directly to the outbound
interface, and the routing process is bypassed.

Cisco Express Forwarding

NOTE

This is a very high-end solution and is available on 7500 routers with Versatile Interface
Processors (VIPs) and the 8510. It is extremely fast and is used for high volumes of traffic. On
some Cisco platforms, the Cisco processor automatically turns on this feature if the appropriate
hardware and software are available.

A real performance gain can be realized with the reduction of CPU cycles needed when
NetFlow or fast switching are used. In fact, the risk of losing packets or buffer overflow is
reduced because the router is working a lot faster. The different names for the available
switching methods refer to where the cache is stored. For more information on this subject,
refer to the Cisco documentation set.

If the router is not caching any of the routing decisions but is instead processing every packet
with process switching, there may be negative implications on the router’s CPU and memory
utilization.
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Placement of Client/Server

The location of the servers in relation to the clients dramatically affects the traffic patterns
within the network.

The current philosophy is to create server farms so that the servers can be centrally administered.
If the client finds the server via broadcasts, however, a serious problem will arise if there is a
router between the broadcasts: Because routers are a natural broadcast firewall, they treat
broadcasts as an unknown address and discard them. In such a scenario, the client sending a
broadcast to locate a server will fail in the endeavor.

The careful design with centralized server farms on different networks will not work because
the broadcasts sent between the clients and the server to establish connections are discarded by
the intervening router. The clients will have no connectivity with their servers. The solution is
to configure a helper address on the router.

Even carefully designed centralized server farms on different networks will not work because
the intervening router discards broadcasts sent between the clients and the server. The clients

will have no connectivity with their servers. The solution is to configure a helper address on the
router. This is described in the section, “IP Helper Address.”

Design Principles of a Client/Server Network

To design an effective network, it is essential to understand the data flow within a network.
Where to place the server relative to the clients should be decided only after considering the
following factors:

® The frequency of connection to the server
® The duration of the connection to the server
[ ]

The volume of traffic sent across the link to and from the server at a specific moment of
the day

® The daily quantified average

Analyzing the traffic patterns over time to create a baseline of the network documents how the
network functions today and allows the correct determination of server/client placement. Using
standard systems analysis methodology, the status of the network must then be set against the
future needs of the organization (to ensure the appropriate design of the network). Understand
that the design of the network will directly influence the traffic patterns experienced within the
network.

IP Helper Address

The IP helper address removes the broadcast destination address of a UDP packet received on
an identified interface and replaces it with a specific destination address. The router has been
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programmed to say, “If a broadcast comes in on this interface, forward it to this destination
address,” where the destination address is that of the server.

A helper address is configured on the incoming interface. The destination address may be either
an individual server or a subnet address. Multiple helper addresses can be identified, and all
broadcasts received on the interface will be forwarded to each destination. This is a good way
to create backup servers on different segments.

Configuration of IP Helper Address
The syntax for the ip helper-address command is as follows:

ip helper-address address
The IP helper address forwards broadcasts for the following UDP ports:
® TFTP (69)
® DNS (53)
® Time (37)
® NetBIOS name server (137)
® NetBIOS datagram service (138)
® BOOTP server (67)
® BOOTP client (68)
® TACAS (49)

In addition to the helper address, the IP forward protocol instructs the router to forward
broadcasts. By stating the port number, particular types of broadcast may be identified. This is
very useful when used in conjunction with the helper address because it identifies those
broadcasts to be readdressed to specified destinations. It is possible to either add to the list of
broadcasts that will be forwarded with the helper address or remove certain traffic types. You
can tailor the ip helper-address command so that only necessary traffic is forwarded, which
not only optimizes bandwidth but also prevents the servers from being overloaded. (Server
overload can result in servers overflowing their buffers; this causes them to slow down or hang.)
The syntax for the ip forward-protocol command is as follows:

ip forward-protocol {UDP [port] |nd | sdns}

Enhanced Interior Gateway Routing Protocol

EIGRP was designed to make efficient use of the available network bandwidth. The routing
protocol can be used for IP as well as AppleTalk and IPX. The advantage of EIGRP is that it is
incremental, sending updates only when a change in the network is experienced.
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WARNING

EIGRP is particularly efficient in sending network and server information for such client/server
products as NetWare for IPX and AppleTalk because it automatically redistributes routing
updates into the local protocol updates. EIGRP is proprietary to Cisco and is understood only
by other Cisco devices. A powerful use of this technology would be to have EIGRP as the
routing protocol between the routers across the WAN and the client/server traffic on the local
segments.

It is advisable to use the latest versions of the Cisco IOS when implementing this technology
and to ensure that all the devices are running the same version of the protocol. This subject is
dealt with in more detail in Chapter 7, “Using EIGRP in Enterprise Networks.”

If possible, all routers should run the same version of IOS because this may make
troubleshooting easier.

Tunneling into IP

Tunneling one protocol into another is the process by which a protocol at a specific layer of the
OSI model is wrapped into another protocol of the same layer or one higher in the stack. An
example of this would be IPX, which is a Layer 3 protocol being wrapped inside IP, another
Layer 3 protocol. Other examples include AppleTalk inside IP, and NetBIOS or source-route
bridging encapsulated in IP—this is an example of a Layer 2 protocol being wrapped inside a
Layer 3 protocol.

Figure 2-9 illustrates the steps of the IPX protocol being encapsulated and transported through
an IP tunnel:

Step1  Data from the application layer is passed down the OSI model to
the network layer.

Step2 At the network layer, the data is encapsulated in an IPX packet.

Step3 At the network layer, the IPX packet is encapsulated into an IP
packet.

Step4  The IP packet is then inserted into the frame format at the data link
layer for the media in which the frame will be sent out.

Why would anyone want to configure anything quite so torturous? Such a configuration
certainly will not reduce or control the traffic propagated onto the network. Conversely, it will
increase the traffic load because the original data will now have the additional header.

On the end routers, which are responsible for adding this extra header, there are obviously
increased CPU requirements.
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Figure 2-9

Tunneling 1PX Within IP
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Hdr.
Physical Physical

The reasons for this configuration are not justified in the name of network optimization.
However, tunneling does make sense to ease the management of the entire network.

The administrator of the core no longer has to understand or worry about the vagaries of the
disparate protocols. The client/server traffic should be kept locally to the user LAN networks,
with traffic to remote networks connected via IP. Now the administrator can focus on the one
protocol: IP.

Although the use of IP enables the administrator to utilize all the available optimization tools
for IP, it should be understood that the nature of the traffic would still be inherently that of the
originating protocol. A NetBIOS application generating a broadcast will be transformed into an
IPX broadcast and tunneled in the IP protocol. It is delivered to the tunnel destination and
stripped of the IP header, and the IPX broadcast is dealt with as normal. Some of the reasons
for tunneling IPX through IP include the following:

The traffic can utilize the advantages of IP and its sophisticated routing algorithms.

The two ends of the tunnel appear as a single point-to-point link, although in reality they
are separated by many routers.

The network administrator for the backbone network to which the two LANSs connect
needs to understand only IP.

The addressing scheme is simplified.

Simple routing protocols may have a limited hop count, which is extended by the tunnel,
which advertises the path across the tunnel as one hop.
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Some things to consider when creating an IP tunnel for IPX include the following:

® The delay, or latency, created in tunneling the IPX traffic into IP may cause some
applications to time out.

® Because the tunnel is viewed as a point-to-point link, separate tunnels are required for
multiple links. Many tunnels on a physical interface can cause some memory problems on
the interface.

® Care must be taken in redistributing routing protocols because the tunnel is often seen as
a preferred path. This is because the route is advertised as a single hop. It may involve a
much less favorable path, however. The tunnel may advertise the path as two hops—one
hop through the tunnel and one hop to the destination. However, the 1 hop actually
represents 10 hops across mixed media. The other path, which is rejected because it
advertised three hops, is really only three hops away.

Configuration of Tunneling into IP
The following syntax shows the configuration for the tunnel interface command:

interface tunnel interface-number

The following shows syntax for the configuration of the tunnel associated with the tunnel
interface.

tunnel source interface-number | ip-address
tunnel destination hostname | ip-address

Table 2-3 explains the previous syntax.

Table 2-3 Tunneling Configuration Explanation
Command Description
interface tunnel Creates the virtual interface
interface-number Identifies the interface number to be created
tunnel source Identifies the source of the tunnel

interface-number | ip-address ~ Specifies the port, connector, or interface card number/IP address to
use as the source address for packets in the tunnel.

tunnel destination Identifies the destination of the tunnel

hostname | ip-address Gives the IP address of the host destination expressed in decimal in
four-part, dotted notation

The following example shows the use of the tunnel commands:

Router(config)#interface tunnel0
Router(config-if))#tunnel source ethernet@
Router(config-if)#tunnel destination 131.108.164.19
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Conclusion

IP is the dominant protocol within the industry. Many companies have moved to an [P-based
network, forbidding any other protocol on the wire, to manage the network more efficiently.
Dealing with one protocol has its obvious benefits. Because IP is the chosen protocol of the
industry, a lot of effort has been placed into enhancing the utilities and support provided.

This chapter has reviewed the means of scaling this IP network, allowing it to grow with an
organization’s needs. Many design features, as well as Cisco features, allow the streamlining of
the network. The following were considered:

® Network congestion, both its causes and symptoms
® How Cisco’s hierarchical design can scale your network
® [P access lists to limit traffic and control network overhead

® Alternatives to access lists for reducing network traffic, particularly in a client/server
environment

You have seen that an understanding of the network structure and the needs of the users and
applications will make it possible to manage traffic flow within that network. Therefore,
network administrators must know the network and its idiosyncrasies.

It is important to remember that a structural topology map of the physical and logical layout of
the network is necessary to allow the design and appropriate implementation of the features
described in this chapter.
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Foundation Summary

Table 2-4

The “Foundation Summary” Section is a collection of quick reference information that provides
a convenient review of many key concepts in this chapter. For those of you who already feel
comfortable with the topics in this chapter, this summary will help you recall a few details. For
those of you who just read this chapter, this review should help solidify some key facts. For any
of you doing your final preparations before the exam, these tables and figures will be a
convenient way to review the day before the exam.

Tables 2-4 through 2-7 summarize the main points of the chapter. Because much of this chapter
is a review of CCNA-level material, some of the points are not directly related to the exam
objectives. Points that are directly associated with the Routing exam are marked with an “*.”
The intention is that the tables be used to remind you of the key points of the most important
subjects that are covered in this chapter; refer to the body of the chapter for detail on points
marked with an “*.” The additional information is of use to the advanced student, who will see
the chapter subjects in a wider context.

Table 2-4 identifies the reasons for congestion within a network and the solution that Cisco
proposes. The subsequent tables deal with access lists, including their configuration and
application.

Network Congestion: Causes and Cisco Solutions

Causes of Network Congestion Cisco Solutions

Excessive application traffic * Use priority queuing across slow serial links.
* Ensure appropriate server location in network design.
Use compression across slow serial links.
Use traffic shaping for Frame Relay with BECN.

Use serial backup commands for dual point-to-point
links.

Adjust application and other timers so that they do not
time out and retransmit.

Increase the bandwidth using EtherChannel.
Use load balancing, policy routing for IP .

Broadcast traffic due to large network * Filter unnecessary networks from routing updates.
Use snapshot routing across dialup lines.
Manually configure static routes.

Use a sophisticated routing protocol with incremental
updates (for example EIGRP, OSPF).

Split large networks into smaller subnets.

Use address summarization.

continues
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Table 2-4

Table 2-5

Network Congestion: Causes and Cisco Solutions (Continued)

Causes of Network Congestion

Cisco Solutions

Broadcast traffic due to large client/server
network

* Filter unnecessary servers/services/zones from service
updates.

Use a sophisticated routing protocol (for example,
EIGRP).

Access List Features

Access List Feature

Purpose

Decision to forward based on:

Layer 3 source address only (standard
access list)

Layer 3 and above (extended access list)

* Determine packet movement through network or
“what if?” programming.

Capability to filter on port numbers, packet
size, and Layer 3 addresses

* Give a high level of granularity.

Named access lists (I0OS v 11.2)

Provide ease of management.

Keywords for ports and wildcards

Provide ease of management.

Capability to apply access list as inbound
or outbound

* Use flexibility in design considerations.

Capability to prevent ICMP messages from
being generated when a packet is denied
access

Provide increased security by making spoofing more
difficult.

Use of the established parameter to allow
outgoing TCP applications but to restrict
incoming attempts

Allow users to Telnet into the Internet while preventing
access to anyone trying to initiate a connection from the
outside.

Capability to filter in TCP/IP by
precedence

Speed up the propagation of traffic by sorting traffic by
the precedence bits in the IP header. QoS is determined
so that certain traffic types can be manipulated through
the network by this means.

Lock and key

Allow users normally blocked to gain temporary access
after the user is authenticated.

Reflexive access list

Provide dynamic filtering at the IP session layer.
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Table 2-6

Table 2-7

Applications for Access Lists

Type of Access List

Purpose

Standard

* Handles packet movement through the network or
“what if?”” programming

Virtual terminal access

* Restricts access to and from the vty line interfaces on
the router

Distribute lists

Filters networks from the routing updates

Service filtering (for example, IPX SAP,
GNS or AppleTalk ZIP, or GetZoneList
filters)

Filters services from the server updates or from the
replies to client requests

Queuing (for example, priority or custom
queuing)

* Prioritizes traffic leaving an interface

Dial-on-demand routing (DDR)

Determines traffic that is defined as important enough to
dial the remote the site

Points to Remember When Configuring Access Lists

Point to Remember

Consideration

The access list is processed as a top-down
link list. The list will be tested for a match.

When the first match is found, the deny or
permit will be applied, and the process
will be terminated.

* Place the most specific criteria first. If more than one
criteria is specific, place the most frequent match first.

There is an implicit deny any at the end of
every list.

* There must be at least one permit statement. If reverse
logic is used in the design of the access list (for
example, deny these addresses but permit all other
traffic), there must be a permit any at the end of the
access list.

The wildcard uses zeros to indicate bits of
the address to match, and uses ones for
those to ignore.

This is the reverse of the use of the subnet mask and is
easily confused. Where a subnet mask would use
213.99.32.0 with a mask of 255.255.224.0, a wildcard
mask would use 0.0.31.255.

Additional criteria statements are added to
the bottom of the access list.

Because there is no editing, and because placement of
the criteria is important, it is advisable to save the access
list configuration to a TFTP server where it can be
edited with ease.

The access list is not active until applied to
the interface.

* The access list will not work.
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Chapter Glossary

This glossary provides an official Cisco definition for key words and terms introduced in this

chapter. I have supplied my own definition for terms that the Cisco glossary does not contain.
The words listed here are identified in the text by italics. A complete glossary, including all the
chapter terms and additional terms, can be found in Appendix C, “Glossary.”

connection-orientated—Software on two end nodes guarantees the transmission of network
traffic because a circuit setup is established before sending any data. It requires the use of
sequencing, windowing, and acknowledgements.

distribute list—An access list that is used to filter networks out of routing updates.
end node—A device that is connected to the network.

NetFlow—A Cisco solution that enhances the speed of transmission by caching routing
decisions.

network congestion—A condition in which excessive traffic on the network is the cause of
delays and packet loss.

routing loop—Occurs when routers have misinformation about the network and, instead of
sending traffic to the destination, pass the packets between themselves in the belief that the
other router knows the path.

runaway congestion—A condition in which the results of network congestion cause the
network to generate more traffic and compound the problem.

server—A node or software program that provides services to clients.
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Q&A

The following questions test your understanding of the topics covered in this chapter. The final
questions in this section repeat the opening “Do I Know This Already?” questions. These are
repeated to enable you to test your progress. After you have answered the questions, find the
answers in Appendix A. If you get an answer wrong, review the answer and ensure that you
understand the reason for your mistake. If you are confused by the answer, refer to the
appropriate text in the chapter to review the concepts.

1 State two reasons to use an IP tunnel.

2 State instances when access lists may be used for something other than filtering traffic.

3 In configuring an IP tunnel, how many IP tunnels may be created with the same source
and destination address?

4 Associate the appropriate [0S feature to solve the network congestion problem
experienced on the network in the following table.
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Network Congestion Problem

10S Solution

Clients cannot connect to the centralized
servers

Routing access list

Cisco environment in a large network with a
large number of WAN connections

Prioritization on the interface

Large routing tables using RIP for IP

Reduction of the size of the broadcast domain
by adding a router

Spanning tree is failing

IP helper address

SNA sessions are failing

EIGRP

5 Which command would prevent the router from forwarding data to a remote network

without generating an ICMP message?

6 Identify two commands that might be used to verify the configuration of an IP access list

configuration.

7 What UDP ports will the IP helper address forward automatically?

8 If the number of workstations increases on a physical segment, the user may experience
delays. Give two reasons why this might occur.
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10

11

12

13

14

15

State three considerations when deciding where to place extended IP access lists.

What is the function of the access layer?

What is the access list number range for IP extended access lists?

What is priority queuing?

List two symptoms of network congestion.

If a switch has redundant links to another switch, what action would be taken if the
Spanning-Tree Protocol fails to see a BPDU in time (within the MaxAge Timer value)?

How could the dropping of packets cause an increase of traffic on the network?
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16

17

18

19

20

21

22

How might network congestion cause a loss of services?

In Cisco’s hierarchical design, what is the function of the core layer?

In Cisco’s hierarchical design, where is the access layer located?

In the hierarchical design suggested by Cisco, at which layer are access lists not
recommended?

What is the function of the distribution layer?

If an access list is configured as an inbound list, will the packet be sent to the routing
process?

State three uses of access lists.
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23

24

25

26

27

28

In an IP standard access list, what is the default wildcard mask?

If a packet does not match any of the criteria in an access list, what action will be taken?

Why does the null interface not report an ICMP message stating that the packet is
undeliverable?

How would you restrict Telnet connectivity to the router that you were configuring?

Which of the queuing techniques offered by the Cisco IOS are manually configured?

Explain ip helper address. What is its function?




72 Chapter 2: Managing Scalable Network Growth

Scenarios

The following scenarios and questions are designed to draw together the content of the chapter
and to exercise your understanding of the concepts. There is not necessarily a right answer. The
thought process and practice in manipulating the concepts is the goal of this section. The
answers to the scenario questions are found at the end of this chapter.

Scenario 2-1

The company Pedopodgy, which is a private college, realized the need to network the central

administrative offices five years ago. The initial network comprised of 45 PCs, 5 print servers,
and 1 file server. The company had a NetWare network, running IP. The administration at each
of the five campuses was added two years later. Last year, Pedopodgy provided Internet access
for each student, with Internet connectivity accessed through corporate headquarters.

As can be seen, the network has grown considerably in the last five years, in both end nodes and
complexity. In end nodes alone, the network has grown from 45 PCs, with the 5 print servers
and 1 file server, to more than 500 PCs connecting to 30 print servers and 20 file servers.

Everyone is complaining. The network is unreliable and unresponsive, it is difficult to use, and
there have been several security break-ins. The main problem is that the network has exceeded
its original design, and the infrastructure of the network can no longer handle the volume of
traffic generated. The IT department is being besieged by angry users.

Figure 2-10 shows the network diagram for Scenario 2-1.

1 Give recommendations for the administrator to implement when trying to solve the
problem of network delay.

2 Users on the network no longer have connectivity to the e-mail server. Upon investigation,
you notice that the access list commands have been changed. What are the commands to
remedy the situation?

Router(config-fi)#access list 110 permit 10.10.10.10 255.255.255.255 eq smtp

3 Noticing that someone has been changing the configuration of the routers, you decide to
implement some first-line security. State some of the solutions that you might consider.
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Figure 2-10  Network Diagram for Scenario 2-1
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Scenario 2-2

Your company has recently created a lab for you to test TCP/IP configurations and explore new
solutions. Although the lab needs to be connected to the entire network, it is important that
access to this environment be limited. Although you need to be able to connect from anywhere
in the lab to the network, no one else should have this access.

1 Write the access list(s) to achieve this, and apply them to the appropriate interface(s) of
the appropriate routers(s).

2 Draw a diagram to support your configuration.

Scenario 2-3

In one of the buildings of the network campus, the local administrators have decided that they
want to centrally administer the building servers. Each floor of the building is a separate IPX
and IP network. The server farm is located in the network in the basement. The server farm
consists of a DHCP server, a DNS server, and an IPX file server. None of the clients have been
configured with the addresses of the servers.

The IP network address for the basement is 10.10.10.0. 255.255.255.0
1 Draw a diagram of the network.

2 What command would allow connectivity of the users to the servers held in the server
farm?

3 Write the configuration commands to achieve the requirements stated previously. Make
sure that this is reflected on your diagram.

4 Which commands would you use to verify the configuration?
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Scenario Answers

The answers are in bold. The answers provided in this section are not necessarily the only
possible answers to the questions. The questions are designed to test your knowledge and to
give practical exercise in certain key areas. This section is intended to test and exercise skills
and concepts detailed in the body of this chapter.

If your answer is different, ask yourself whether it follows the tenants explained in the answers
provided. Your answer is correct not if it matches the solution provided in the book, but rather
if it has included the principles of design laid out in the chapter.

In this way, the testing provided in these scenarios is deeper: It examines not only your
knowledge, but also your understanding and ability to apply that knowledge to problems.

If you do not get the correct answer, refer back to the text and review the subject tested. Be
certain to also review your notes on the question to ensure that you understand the principles of
the subject.

Scenario 2-1 Answers

1 Give recommendations for the administrator to implement when trying to solve the
problem of network delay.

The administrator could implement the following recommendations to ascertain
that delays were being experienced on the network. Also listed here are some possible
solutions to the problems.

— Use a protocol analyzer to verify that there is network congestion.

— Write an IP extended access list to prevent users from connecting to any server
other than their local server, the e-mail server, or the gateway server.

2 Users on the network no longer have connectivity to the e-mail server. Upon investigation,
you notice that the access list commands have been changed. What are the commands to
remedy the situation?

Router(config-fi)#access list 110 permit 10.10.10.10 255.255.255.255 eq smtp

The problem with the access list is that it has had the source and destination
transposed. The access list should read as follows:

Router(config-if)#access list 110 permit 10.10.10.10 255.255.255.255 eq smtp

3 Noticing that someone has been changing the configuration of the routers, you decide to
implement some first-line security. State some of the solutions that you might consider.
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The following are some suggestions of first-line security that could be implemented:
— Ensure that the routers are held in a physically secure environment.
— Write a standard access list to be applied on the vty line interfaces.
— Change the passwords on the routers.

— Turn on logging and accounting at the router.

Scenario 2-2 Answers

1 Write the access list(s) to achieve this, and apply them to the appropriate interface(s) of
the appropriate routers(s).

To permit access from anywhere in the lab for only the administrator, you must
apply extended access lists to the fddi 0 interface of Router Y. The access lists would
be applied in both the inbound and outbound directions. A diagram has also been
included to show the configuration in a simpler environment. The administrator may
well be working from home and dialing in to the network. In this case, the
configuration would be the same, but S0 is the interface that has the access lists
applied. If the link were a dialup link, there would be additional configuration
determining which traffic would raise the line.

Example 2-1 shows the commands required to achieve this:

Example 2-1 Scenario 2-2 Configuration

Router Y

Router(config)#

access-list 102 permit ip 10.0.0.0 ©0.255.255.255 0.0.0.0 255.255.255.255
Router(config)#

access-list 103 permit tcp 0.0.0.0 255.255.255.255 10.0.0.0 0.255.255.255
established

Router(config)#inter FDDI 0

Router(config-if)# ip access-group 102 in

Router(config-if)# ip access-group 103 out

2 Draw a diagram to support your configuration.

Figure 2-11 shows where the access lists described in Example 2-1 would be applied.
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Figure 2-11  Answer to Scenario 2-2, Applying Access Lists
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Scenario 2-3 Answers

1 Draw a diagram of the network.

Figure 2-12 shows a diagram of the network.
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Figure 2-12  Answer to Scenario 2-3
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2 Write the configuration commands to achieve the requirements stated previously. Make
sure that this is reflected on your diagram.

The following commands allow the IP clients to connect to the remote servers:
Router(config-if)# ip helper-address 10.10.10.255

The IPX clients will need no additional configuration because they will find their
servers using the normal method of GNS requests and SAP updates.
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3 Which commands would you use to verify the configuration?

The commands that you can use to verify the configuration of the helper addresses
are as follows:

— show startup-config
— show running-config
— show ip interface

— show ipx interface



This chapter covers the following topics that you will need to master to pass the CCNP/
CCDP Routing exam:

® Definition of a Layer 3 address

® [P subnet masks

® The problems in IP networks

® Solutions to the IP addressing limitations, including the explanation of prefix routing
® The use of VLSM and its application

® The use, application, and configuration of summarization

® Key points in the design of an IP network

® How to optimize address space

® How to connect to the outside world using Network Address Translation (NAT) and
private addresses

® The Cisco features NAT and IP subnet O



CHAPTER

IP Addressing

This chapter is fundamental to the rest of the topics discussed within this book and will
directly reflect questions on the exam. If you do not thoroughly understand the contents of
this chapter, it is safe to say that it will be impossible to pass the exam. The entire Routing
exam is based on IP addressing. For this reason, IP addressing is reviewed thoroughly in
this book. Some of this chapter will review subjects dealt with in the Interconnecting
Network Devices (ICND) course. The subsequent chapters will assume your comprehension
of the subjects within this chapter.

How to Best Use This Chapter

By taking the following steps, you can make better use of your study time:

® Keep your notes and the answers for all your work with this book in one place, for
easy reference.

®  When you take a quiz, write down your answers. Studies show that retention
significantly increases by writing down facts and concepts, even if you never look at
the information again.

® Use the diagram in Figure 3-1 to guide you to the next step.
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Figure 3-1
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If you skip to the Foundation Summary, Q&A, and scenarios sections and have
trouble with the material there, you should go back to the Foundation Topics section.

“Do | Know This Already?” Quiz

The purpose of the “Do I Know This Already?” quiz is to help you decide what parts of this
chapter to use. If you already intend to read the entire chapter, you do not necessarily need to
answer these questions now.

Table 3-1

This 16-question quiz helps you determine how to spend your limited study time. The quiz is
sectioned into four smaller four-question “quizlets,” which correspond to four major topics in
the chapter. Figure 3-1 outlines suggestions on how to spend your time in this chapter. Use

Table 3-1 to record your scores.

Score Sheet for Quiz and Quizlets

Quizlet number Topic Questions Score
1 IP subnetting 1to4

2 VLSM and prefix routing 5t 8

3 Summarization 9to 12

4 Private addressing and NAT 13t0 16

All questions l1to 16
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If given a Class C address with the requirement to accommodate 14 subnets and 10 hosts
on each subnet, what subnet mask would you use?

List the range of hosts available on the 136.122.10.192/28 subnet.

Convert the subnet address 56.98.5.0/24 to binary notation, and state the class to which it
belongs.

Write out the decimal notation of the following subnet mask presented in this binary
notation:

11111111, 11111111.11111111.11111000

What does VLSM stand for?

The Class B network address of 133.222.0.0 has been given a mask of 255.255.255.0.
The subnets, 133.222.8.0, 133.222.9.0, 133.222.10.0, 133.222.11.0, 133.222.12.0,
133.222.13.0, and 133.222.14.0 need to be summarized using VLSM. Give the subnet and
new mask to achieve this summarization.
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10

11

12

13

Is 201.111.16.0/20 a valid subnet mask?

Which routing protocols support VLSM?

Briefly define route summarization.

What sort of design scheme does route summarization require?

In route summarization, where is the subnet mask moved?

How does summarization allow for smaller routing tables?

Identify two private addresses defined in RFC 1918.
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14 What is a discontiguous network?

15 What does CIDR stand for?

16 Which RFC is responsible for first describing the use of subnet masking?

The answers to this quiz are found in Appendix A, “Answers to Quiz Questions.” The suggested
choices for your next step are as follows:

® 2 or less on any quizlet—Review the appropriate sections of the “Foundation Topics”
portion of this chapter, based on Table 3-1. Then move on to the “Foundation Summary”
section, the “Q&A” section, and the “Scenarios” at the end of the chapter.

® 8 or less overall score—Read the entire chapter. This includes the “Foundation Topics”
and “Foundation Summary” sections, the “Q&A” section, and the “Scenarios” at the end
of the chapter.

® 9to 12 overall score—Begin with the “Foundation Summary” section, and then go to the
“Q&A” section and the “Scenarios” at the end of the chapter. If you have trouble with
these exercises, read the appropriate sections in “Foundation Topics.”

® 13 or more overall score—If you want more review on these topics, skip to the
“Foundation Summary” section, and then go to the “Q&A” section and the “Scenarios” at
the end of the chapter. Otherwise, move to the next chapter.
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Foundation Topics

Introduction: What Is a Layer 3 Address and
How Does It Affect My Life?

The following case study illustrates some of the common issues that companies deal with as
they grow. The company is often so focused on surviving infancy that it overlooks the internal
technology requirements. This case study shows the problems seen when the network outgrows
its addressing scheme.

Case Study

A small startup company, Mental Merge, has grown in the last year. No longer three recent
college graduates, working out of a parent’s guestroom, the founders now have their own
premises and 100 employees.

The company has a flat, switched network providing print and file services using NT over IP.
The owners have been simply adding devices as needed, without much heed to the future
requirements of the company. Having run out of IP addresses once, and with an increase in
delays, they realize that it is time to build an infrastructure with a well thought-out design and
addressing scheme.

Networks, like children, grow. Often when you least suspect, you wake up and find them bigger,
more complex, and thus more challenging. For many companies, although the network provides
the tools by which the company does business, it is an irritating distraction from the business
in hand. This was the case for Mental Merge. The owners were intelligent enough to string wire
between PCs and read enough of the manual to install the client/server software. However,
realizing that the company needs their full attention, they have just hired a network
administrator.

Because Mental Merge is a small company, the owners hope to be bought out, so they intend to
design an addressing scheme that will allow them to easily integrate into a larger network.
Eventually, the network will be a routed one, and the addressing scheme certainly will reflect
this intention.

This chapter considers many of the tasks that the new administrator must handle in readdressing
the network with a design that enables future growth.

The Need for Layer 3 Addressing

A quick review of addressing at Layer 3 should remind you of the importance of the ability to
overcome the need for broadcasts, which are the bane of a switched environment. This is a
particular problem in a client/server environment, as Mental Merge is beginning to realize.
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A Definition of a Layer 3 Address

A Layer 3 address allows network traffic to be directed to a specific destination. The whole
purpose of any address is to find a specific destination, whether the address of a restaurant or
the company e-mail server. To be directed, every address is hierarchical; just as a restaurant is
in a city, on a street, at a street number, the e-mail server is on a network at a host number.

Network Structures and Data Flow

For data to be sent to its destination directly, the underlying physical structure, or wiring, should
support the logical structure, or the Layer 3 addressing. It also seems reasonable that this
structure should reflect the organizational data flow. It would make sense for servers to be
accessible to departments that share information and for the physical wiring and logical
addressing to support this sharing of resources. Therefore, the servers may be physically
adjacent and on the same IP subnet. The reason that both the physical and the logical structure
of the network should support the organizational data flow is that, without this structure,
application data can wander throughout your network inefficiently, clogging up available
bandwidth.

This chapter reviews some of the fundamental concepts of IP addressing. After mastering its
subtleties, you will then be able to consider the network management power that results from
careful design of the IP addressing scheme.

The Network and How It Is Addressed

Layer 3 provides the capability to logically address the network. The question is, what is a
network? It is given many meanings, from describing a corporation’s international computer
system to describing a single piece of wire. It has been complicated further with the recent
capability to override the traditional physical limitations of address allocation. The use of
switched environments and VLANs, as well as the use of dynamic addressing with DHCP, has
provided new challenges to the design rules of address allocation.

A Confusion of Network Terminology

To appreciate fully the power and purpose of the Layer 3 address, it is important to understand
the meaning of the term network (as defined by Layer 3).

A network address has two parts: the network and the host portions. The host portion of the
address identifies the individual device within a group. The network portion identifies a group
of individual devices.

Unfortunately, the term network is used loosely; although it is often defined, the term is seldom
understood. In addition, the term network appears in several different contexts, compounding
the confusion created for the user.
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It is increasingly important to have an accurate definition of a network because new technology—
such as VLANSs and Layer 3 switching—have blurred the distinctions between the different
layers of the OSI model.

Network Terms Explained
The following list outlines the various uses of the term network:

® The piece of wire or physical medium to which a group of devices are connected. This is
more accurately defined as a segment.

® A Layer 3 network.
® The local-area network (LAN).
® The corporate or organizational network.

For our purposes, the term network refers to the Layer 3 network.

A Definition of a Layer 3 Network

The network portion of a Layer 3 address is a border chosen by an administrator to group end
devices. This group is given an identifier or label, which is the network number.

Network Characteristics
A Layer 3 network address has the following characteristics:

® Tt defines a group of end devices or hosts.
® The address is hierarchical, which allows decisions to be made on groups of devices.
® The devices running the Layer 3 protocol do not forward broadcasts.

® The group of identified devices is given a label to identify the group. This is the network
number.

® The group address combined with their unique membership number for that group
identifies the end device. This is the host address.

® Although the identifier for the end device may not be unique to the organization, it will be
unique to the group or network.

® If the addressing is carefully planned and the addressing scheme allows, groups may be
grouped together (cities into states, states into countries, countries into continents, for
example). IP subnets are collected into a single address, or addresses are collected into an
autonomous system number.
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NOTE

An Analogy for Understanding the Concept of a Network

Similar administrative lines are drawn between one city and another, between one state and
another, and even between countries. These lines, or borders, serve the same purpose as the
network portion of a Layer 3 address—that is, they allow rules to be placed on a group of end
systems (in the geographic analogy, humans).

Traffic can now be specifically directed. Routing tables serve as maps and road signs.

It is very important to remember to carefully plan the placement of these boundaries to ensure
the geographic proximity of the end devices or hosts. After they’re defined, boundaries seldom
change. This is not to say that they cannot change, however. To remain with the analogy a

moment longer, remember that, historically, boundaries between cities, states, and counties are
redefined. With the emergence of VLANS in recent years, this is increasingly true of networks.

In the previous analogy, access lists are the equivalent of immigration officers. Access lists are
placed strategically in the hierarchical design, where one is challenged at the country level only
and not at the local city level. And although flooding (excessive broadcasts) might occur at a
local level (to continue the geographic analogy, think local-election brochures), these
broadcasts can now be contained to ensure that buffers (mailboxes) do not overflow with
unnecessary information from farther afield.

An IP Address

Why IP?

TCP/IP is unique in that the network portion of the address has not been allocated a fixed
address space. The number of bits that the network portion may use depends on the number of
networks that need to be identified. Although a governing body allocates an original address,
the network portion of the address can be extended. To identify how many of the address bits
have been extended into the network portion of the address, a subnet mask is used.

Where do the unique addresses come from? These addresses, known by various names, are
assigned by a governing body that the Internet community has placed in charge of such address
allocation. These organizations can then take this address and subdivide it to identify efficiently
each network and host within their specific environment.

IP Network Terminology

Unfortunately, the terminology is vague, and the address provided by the Internet community
may be referred to by any of the following terms:

® NIC address
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® (lass address

® Supernet address
® Internet address
® Network address
® Major address

® And others yet unheard

NOTE For the purposes of this book, the term Internet address is used to refer to the unique address
of an end device or host.

The next question is why IP is the dominant Layer 3 protocol and why the Internet is so
powerful. I shall avoid deep philosophical, sociological, economical, or even political
discussions because these will not show up as questions on the exam. It can safely be concluded
that the power of the Internet emanates from the fact that every end device can have a unique
address within the global network. (Therefore, my PC in San Francisco can find my brother’s
PC in Tokyo). The power of the Internet comes from its public domain characteristics, with
everyone readily accessing the same technology.

Network and Host Addressing

A TCP/IP address has great flexibility in the ratio of networks to hosts that can be addressed.
This flexibility is possible because the address space is 32 bits long, and the boundary between
the network and the host can be placed almost anywhere within these 32 bits.

This is the area that makes many people cross-eyed. In fact, however, this is very easy to
implement because it is simply a matter of counting—counting in binary, but counting
nonetheless. In addition, many charts can help ease the pain of binary-to-decimal translation.

The Internet Mask

The Internet community originally identified three classes of organization. Companies or
organizations were deemed to fall into one of three sizes or classes: small organizations into
Class C, medium organizations into Class B, and large organizations into Class A. Actually, five
classes of addresses are used in the Internet. The other two classes represent multicast (Class
D) and experimental addresses (Class E). Routing protocols and videoconferencing
increasingly use Class D addresses.
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Table 3-2

A router identifies the class of address by looking at the first few bits of the 32-bit address.
When looking at the address in a decimal format, the number in the first octet reveals the class
of address. This is known as the first octet rule.

Table 3-2 shows how the classes are broken up.

The Classes of Addresses

Number of Hosts That Address Could

Class of Address First Octet  Represent on One Network

Class A address 001 to 126 Could represent 16.77 million hosts on one network
Class B address 128 to 191 Could represent 65,000 hosts on one network

Class C address 192 t0 223 Could represent 254 hosts on one network

Class D address 224 t0 239 Not relevant

Class E address 240 to 254 Not relevant

The Internet Authoritative Bodies

The Internet community defines an organization with a unique binary pattern or Internet
address. The group within the Internet community responsible for allocating unique Internet
addresses has changed over the years. Originally, a government-funded body, known as the
Internet Assigned Numbers Authority (IANA), assigned numbers and was until recently
commercially administered by Networks Solutions of Herndon, Virginia. On November 25,
1998, the Internet Corporation for Assigned Names and Numbers (ICANN) was officially
recognized. This global nonprofit corporations, currently managed by the U.S. government,
was created to perform administrative functions for the Internet. By September 2000, ICANN
will have gradually taken over responsibility for coordinating the assignment of protocol
parameters, the management of the domain name and root server systems, and the allocation of
IP address space.

The growth of the Internet has led to regional organizations for the allocation of IP addresses,
and under ICANN, the IANA continues to distribute addresses to the regional Internet
registries.

The most recent list of these follows.

Regional registries:
® Asia-Pacific Network Information Center (APNIC), www.apnic.net
® American Registry for Internet Numbers (ARIN), www.arin.net
® Reseau IP Europeens (RIPE), www.ripe.net

Domain registration:

® InterNIC, www.internic.net
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When it has possession of the Internet address, an organization is responsible for determining
where to place the boundary between network and host and is responsible for addressing the
network. This is a complex task, which is an exercise in network design.

After the placement of the boundary between network and host is decided, this boundary is
conveyed to Layer 3 devices in the network via the subnet mask.

An Example of Bit Allocation in a Network Address

If 10 bits are allocated to the network portion of the address, 22 bits are left to the host portion
of the address. In binary, 10 bits can be used to represent 1024 distinct entities (each being
assigned a unique bit pattern or address). The 22 bits left to identify hosts can be used to
represent four million hosts (actually, 4,194,304) on each network.

The total number of devices that can be addressed is calculated by multiplying the number of
hosts’ addresses available on each network by the number of networks that can be addressed,
as follows:

4,194,304 x 1,024 = 4,294,967,296

However, the administrator does not have the whole 32 bits to use. The Internet community,
which manages the addresses to ensure their uniqueness, allocates a unique bit pattern to each
organization that requests a connection to the Internet. This bit pattern is then used to uniquely
identify the organization within the Internet.

The Subnet Mask

The subnet mask is used to extract the network portion of the address. The network address is
needed by the Layer 3 devices to make routing decisions, as explained in Chapter 4, “IP
Routing Principles.” Remember that in IP, the boundary between the network and the hosts is
not rigid.

Where to Place the Network Boundary

The number of networks required relative to the number of hosts per network determines the
placement of the network boundary. This determination defines the respective number of bits
allocated to both the network and the host portion of the address. This information must be
conveyed to the Layer 3 devices (routers), which make decisions based on their tables that state
where the network boundary lies. The subnet mask is the method of conveying the network
boundary to end systems and network devices.
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The Logical AND

When an address is assigned to an interface, it is configured with the subnet mask. Although
represented in a dotted decimal form, the router converts the address and mask into binary and
performs a logical AND operation to find the network portion of the address. This is a very
simple math problem.

To perform a logical AND, the IP address is written out in binary, with the subnet or Internet
mask written beneath it in binary. Each binary digit of the address is then ANDed with the
corresponding binary digit of the mask.

The AND Operation Rules

Figure 3-2

The rules of the AND operation are as follows:
® Positive and positive is positive.
® Negative and anything is negative.
This means that the following is true:
® 1AND1is 1.
® 1ANDOisO.
® 0AND 1isO.
® 0ANDOisO.

ANDing Example
Figure 3-2 illustrates the ANDing logic.

AND Logic and the Subnetwork

IP address 144.100.16.8
IP subnet mask 255.255.255.0

IP address in binary 10010000.01100100.00010000.|00001000
IP subnet mask in binary 11111111.11111111.11111111.|/ 00000000

The result of the logical AND 10010000.01100100.00010000. ‘ 00000000

Layer 3 can now make a decision on how to route the network number that has been revealed.
The result is the removal of the host portion of the address, and the subnet address is left intact.
Therefore, the host 144.100.16.8 is a member of the subnet 144.100.16.0, which is the result of
the logical AND converted to decimal.
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NOTE

With this information, the router can now perform a search on the routing table to see whether
it can route to the remote network. Therefore, the correct mask is essential to ensure that traffic
can be directed through the overall network.

Again, the terms used to describe the mask are numerous and often vague. This book uses the
term subnet mask when referring to the mask used within an organization, and it uses Internet
mask or prefix mask when referring to the address allocated by ARIN.

When determining the subnet mask, certain rules must be followed. RFC 950 outlines these
rules.

Familiar Rules in IP Subnetting

Because originally the routing protocols could not send the mask with the routing update, the
first set of rules about applying IP addresses were different than they are now. For the most part,
these rules still hold true. With the advent of new technology, however, it is now possible to
surmount some of the previous limitations set out in RFC 950.

The earlier (and perhaps familiar) rules included the following:

® The network bits do not need to be contiguous, although they are advised to be
contiguous.

® The network bits must not be all zeros or ones.

® The decision on the number of bits allocated to the network is made once per NIC number.

Reasons for the Familiar Rules

Because the original routing protocols did not send the subnet mask with the routing update,
each router that received a subnet entry had to make some assumptions. The router assumed that
the mask in use for the received subnet was the same as the one configured on its system.

If the subnet received in the routing update was of a different NIC address (it was not configured
on one of the router’s interfaces), the router resolved the network address to the class address.
The class of network was determined by the first octet rule.

New technology means that routing protocols can now send the subnet mask with the routing
update. Therefore, the earlier rules regarding network classes do not necessarily apply.
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The Newer Subnet Rules

Table 3-3

Because the newer routing protocols can send the mask with the routing update, it is possible
to have greater flexibility in the IP addressing design of your network. In particular, it is no
longer necessary to adhere to the rule that the subnet mask may be created only once per NIC
number. This is because the mask is held with the subnet in the routing table, which allows the
distinction between the broadcast address and the subnet address that has been defined. This
requires variable-length subnet masks (VLSM).

Likewise, it is no longer necessary for either the NIC or the individual organization to conform
to the rules of classful routing.

Classful routing occurs when the Layer 3 device observes the NIC class address boundaries of
A, B, C, D, and E. It does this by using the first octet rule. This rule uses the first few bits of the
address to identify the class of address.

This is shown in Table 3-3.

The First Octet Rule

Bit Pattern Class of Address First Octet Range
0 A 0to 127

10 B 128 to 191

110 C 191 to 223

1110 D 224 t0 239

1111 E 240 to 255

A classful routing protocol does not transmit any information about the prefix length. It uses
the first octet rule to determine the class address, and this is why the protocol cannot support
VLSM. Therefore, if the protocol is not connected to a NIC number, it does not have a subnet
mask, and it summarizes the address at the NIC boundary by using the first octet rule. Examples
of classful routing protocols are Routing Information Protocol (RIP) and Interior Gateway
Routing Protocol (IGRP).

This restriction also prevented the summarization of class addresses within the Internet.
However, if the routing protocol supports classless routing, there is no reason why NIC
addresses cannot be summarized in the same way as subnets. As long as the address is allocated
with a prefix mask to identify the network portion of the address, the NIC can hand out an
address without regard for the bit boundary at Class A, B, or C.

The address must be allocated with a prefix mask to identify the network portion of the address.
RFC 1812 restricts the flexibility of the addressing slightly, however, by requiring contiguous
bits be used in the mask.

It is also possible to overcome some of the rules regarding the allocation of network and host
bits, which is explained later in the chapter.
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IP Addressing Summary

Remember these following important points regarding IP addressing:

The IP address is 32 bits long.
The network/host boundary can be anywhere in the 32 bits.

The Internet allocates a unique bit pattern. These bits are the first bits on the far left and
are not available for the administrator to use for networks because they identify your
organization to the Internet.

The Internet authority ARIN (in the United States) will provide the left portion of the
address to the organization to use for addressing within a network. These bits are zeroed.

The network mask is the identification of the bits allocated to the network, defined on all
participating routers.

Prefix Routing/CIDR

Prefix routing, commonly known as classless interdomain routing (CIDR), is possible because
of the newer routing protocols sending the subnet mask with the routing updates.

A Definition of Prefix Routing/CIDR

Prefix routing is just the means by which the Internet identifies the portion of the 32-bit TCP/IP
address that uniquely identifies the organization. In effect, this means that the Internet can
allocate a group of class networks, which are represented by a single address. This allows for
prefix routing and summarization within the routing tables of the Internet. Prefix masks
represent a group of TCP/IP network addresses using the method of address or subnet masks.

Table 3-4

This aggregation of Internet addresses defies the old structure of Class A, B, C addressing, or
classful addressing. The aggregation of Internet addresses, therefore, is classless and deals with
connectivity between organizations through the Internet, referred to as interdomain routing.
This technology is called classless interdomain routing (CIDR). Table 3-4 shows the RFCs that
outline the use of CIDR in an IP network.

RFCs on CIDR

RFC Number Description

1517 Applicability statement for the implementation of CIDR

1518 An architecture for IP address allocation with CIDR

1519 CIDR: an address assignment and aggregation strategy

1520 Exchanging routing information across provider boundaries in a CIDR

environment
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Problems with IP Addressing and the Internet

The Internet community found that small companies that wanted to connect to the Internet with
50 hosts needed a Class C address, although a Class C designation wasted 204 addresses.

Conversely, if an organization has more than 255 hosts but fewer than 65,000 hosts, the Internet
must either waste a large number of addresses by allocating a Class B address or provide
multiple Class C addresses. RFC 1466 discusses the low percentage of allocated addresses in
use.

The Class A, B, C address structure just does not have enough granularity for today’s Internet.
Because the Internet has grown in popularity, this has become a pressing problem. In addition,
the number of entries in the routing tables of the Internet was reaching capacity, although only
a small percentage of the addresses allocated were being utilized. The Internet started to reclaim
unused addresses, but this was obviously a short-term solution. The implementation of CIDR
with prefix routing is solving both problems.

CIDR as a Solution

Table 3-5

An organization requiring multiple Class C addresses is allocated consecutive Class C addresses
but issues only one address for the Internet routing entry (representing the multiple addresses).
This is achieved by pulling the network mask to the left.

The shorter the prefix, the more generally the network is defined; the longer the prefix, the more
specific the identification is. Table 3-5 visually demonstrates the use of the prefix. The Internet
IP addressing group ARIN, at www.arin.net, typically gives blocks of consecutive addresses to
an Internet service provider (ISP) to allocate addresses to organizations that want to connect to
the Internet. This reduces the routing tables even further, by placing some of the address
management responsibilities on the ISP.

Table to Illustrate the Use of Prefix Masks

Prefix Mask New Address Space

127 255.255.255.224 12 percent of Class C
30 hosts

126 255.255.255.192 24 percent of Class C
62 hosts

125 255.255.255.128 50 percent of Class C
126 hosts

123 255.255.254.0 2 Class Cs
510 hosts

continues
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Table 3-5 Table to Illustrate the Use of Prefix Masks (Continued)

Prefix Mask New Address Space
122 255.255.252.0 4 Class Cs
1022 hosts
/21 255.255.248.0 8 Class Cs
2046 hosts
120 255.255.240.0 16 Class Cs
4094 hosts

Summary of CIDR

In summary, CIDR solves the following problems:
® Address exhaustion—the Internet was just running out of addresses.

® The network resources required to manage huge routing tables were becoming untenable.

WARNING Connecting to an ISP requires some consideration because the addresses used in your
organization were provided by the ISP. If you change your ISP, that address space will have to
be relinquished back to the ISP. This requires readdressing of the network or some software
application to translate the addresses. The Network Address Translation (NAT) product offered
by Cisco is one such application, though there are many different solutions on the market.

An Example of the Use of CIDR
It is easy to see how this works when the address and the mask are written in binary, as the
router processes them. The Internet community has allocated a group of Class C addresses,
although they are presented as a single network. Table 3-6 shows an example of an IP address
in both decimal and binary format.

Table 3-6 An IP Address and Mask Shown in Binary

Description Octet 1 Octet 2 Octet 3 Octet 4
NIC address in decimal 200 100 48 0

NIC address in binary 11001000 01100100 00110000 00000000
Prefix as a subnet mask in decimal 255 255 248 0

Prefix as a subnet mask in binary 11111111 11111111 11111000 00000000
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If it were a standard Class C address, the mask would be 255.255.255.0. By making the mask
255.255.248.0, the last three bits of the third octet essentially give the organization eight Class
C networks.

An Example of CIDR in Use in the Case Study

Figure 3-3

Imagine that the company discussed in the case study at the beginning of the chapter, Mental
Merge, has applied for a Class B address from the Internet authorities. To everyone’s surprise,
Mental Merge has been awarded seven Class C networks. The company owners are delighted
because they were expecting only one Class C address.

Figure 3-3 shows the addresses awarded to Mental Merge, the use of CIDR addresses, and how
prefix routing works at the binary level.

Prefix Routing and the Use of CIDR

Entire IP Address > /32

Class C address ————> /24

Supernet Address —»/21
110010000.01100100.00110 | 000 | .00000000 = 200.100.48.0
001 | .00000000 = 200.100.49.0
010 | .00000000 = 200.100.50.0
011 | .00000000 = 200.100.51.0
100 | .00000000 = 200.100.52.0
101 | .00000000 = 200.100.53.0
110 | .00000000 = 200.100.54.0
111 | .00000000 = 200.100.55.0

Although eight Class C addresses are provided to the organization, they are identified to the
Internet as one address: 200.100.48.0, with a prefix mask of /21, which is the subnet mask of
255.255.248.0.

The organization does not have to use the addresses as Class C addresses. In accordance with
the original rules, the organization may use the right-most zeroed bits however they deem
appropriate.

Advantages of Prefix Routing/CIDR

CIDR offers several advantages, including the reduction of the size of the routing table.

Prefix routing is used to reduce the size of Internet routing tables. As explained in the preceding
example, the Internet gave away the equivalent of eight Class C networks, but just one network
entry appeared in the Internet’s routing table. In an environment that has more than 54,000
entries in the routing table—at the time of this writing, the size of the routing table in many ISPs
has peaked at 54,000 entries—this is a significant reduction in the size of the routing table
(which is expressed in terms of CPU utilization, memory, and bandwidth congestion).
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In addition to the advantages of the original rules of TCP/IP addressing and subnet design, there
is the flexibility granted to the Internet with prefix routing. The Internet no longer needs to abide
by the rules of Classes A, B, and C. As shown, with some thought, many NIC networks may be
presented as one network, thus reducing the network overhead. It could be said that the Internet
has summarized many networks into one network. Figure 3-4 shows the effect of using prefix
routing.

Figure 3-4  Summarization of NIC Networks Using Prefix Routing

Organization B

200.100.48.0
200.100.49.0
200.100.50.0
200.100.51.0
200.100.52.0
200.100.53.0
200.100.540

200.100.55.0

200.100.48.0/21
202.55.128.0/20

Organization A

Routing table

255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0

202.55.128.0
202.55.129.0

202.55.133.0
202.55.134.0
202.55.135.0
202.55.136.0
202.55.137.0
202.55.138.0
202.55.139.0
202.55.140.0
202.55.141.0
202.55.142.0
202.55.143.0

Routing table

255.255.255.0
255.255.255.0

Internet 202.55.130.0 255.255.255.0
Routing table 202.55.131.0 255.255.255.0
140.100.0.0/16 202.55.132.0 255.255.255.0

255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0

Prefix routing/CIDR or summarization achieves the same benefits in terms of the following:
® Reduction in the size of the routing table means
® Less overhead in terms of network traffic, CPU, and memory

® Greater flexibility in addressing the networks



Variable-Length Subnet Masks 101

NOTE

An organization can use summarization for the same reason as the Internet uses it with prefix
routing: to reduce network overhead. The length of the prefix in this case depends on the
number of bits needed rather than the Class A, B, and C structure.

The bit pattern provided by the Internet cannot be altered. The bits to the right of the unique
address given by the Internet are at the disposal of the organization.

To utilize the power of summarization within an organization, a sophisticated routing protocol
that sends the mask with the routing updates is required. The capability to move the network/
host boundary is called VLSM.

Variable-Length Subnet Masks

Variable-length subnet mask (VLSM) is used within an organization instead of CIDR, which is
used within the Internet. VLSMs enable you to allocate required host bits on a granular basis.

Because organizations are rarely uniform in the distribution of hosts, it is much more efficient
to provide only those hosts bits to address the number of hosts on a particular network.

An Example of VLSM

Consider that Mental Merge has been given a Class B address. The company has grown and
now has some satellite offices that connect via point-to-point serial lines. The remote offices
have eight workstations, three printers, and a router connecting them to the outside world. The
main site has a building with ten floors, and each floor has approximately 25 workstations and
four printers. A server farm in the basement has three servers and two routers. In this scenario,
it is impossible to create a mask that serves all these environments. If you use an older routing
protocol, you will waste a considerable amount of the available address space.

VLSM requires a routing protocol that supports the sending of the subnet mask.

Routing Protocols That Support VLSM

The following routing protocols support VLSM:
® RIPvV2
® OSPF
® IS-IS
® FEIGRP
® BGP-4
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NOTE Static routes could be said to use VLSM. They are often used to redistribute between routing
protocols sharing a NIC number when one routing protocol supports VLSM and the other does
not. In these instances, the static route will define one summarized route for the non-VLSM
routing protocol. This technique is also used when redistributing into BGP-4.

The following routing protocols do not support VLSM:
¢ RIPvl
¢ IGRP
® EGP

Rules for VLSM

The rules for variably subnetting an IP address are remarkably straightforward. The key is to
remember that a hierarchical design in the addressing scheme is the goal. The physical network
design also must reflect this logical hierarchy (as discussed in Chapter 2, “Managing Scalable
Network Growth”). After the physical design is mapped, the logical structure can be placed on
top of it.

The following rules apply when subnetting:

® A subnet can be used to address hosts, or it can be used for further subnetting.

® Within the allocation of subsequent subnets, the rule of not using all zeros or ones does
not apply.

® The routing protocol must carry the subnet mask in its updates.

® Multiple IP addresses intended to be summarized must have the same high-order bits.

[

Routing decisions are made on the entire address, and the router goes from more specific
to more general when making routing decisions.

The Advantages of Using VLSM

The two main reasons for using VLSM are as follows:
® To make efficient use of the available addressing
® To enforce a good hierarchical design, allowing summarization and documentation

Figure 3-5 illustrates the use of VLSM for summarization and documentation.
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Figure 3-5 VLSM Used to Support the Hierarchical Design
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Case Study: Addressing the Network
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For a complicated example, use a Class B address and create an addressing scheme for Mental

Merge.

If the Internet assigns the address 140.100.0.0, how might you address the network shown in

the diagram?

The first task is to determine the number of regions, campuses, buildings, floors, and hosts on
each floor. You also need to consider any anticipated growth or change in the network.

For this example, the network is comprised of the following:

®  Four regions exist, but the company has plans to expand into other areas. Any expansion
will probably not exceed eight states (adequate to cover the country).

® Within each region/state, there are no more than three campuses.
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Figure 3-6

®  Within each campus, there are no more than four buildings. This number might increase,
however.

® No building has more than three floors.
® No floor has more than 30 hosts.

With this topology and growth detailed, it is possible to start allocating bits of the network
address.

Taking the address 140.100.0.0 and writing out the last 16 bits, you can easily assign them to
the different addressing tasks at hand. Figure 3-6 covers assigning IP addressing bits for VLSM.

Assigning IP Addressing Bits for VLSM

Hosts
Floor
Building
Campus
Region

| ,

111 ‘ 11 ‘111. 111 ‘ 00000

Prefix mask of /27

Consideration must be given to the subnetting rules (RFC 950, “Internet Standard Subnetting
Procedure,” and RFC 1878, “Variable-Length Subnet Table For IPv4”) that state that there must
not be all zeros or all ones in the following:

® The NIC portion of the address
® The subnet portion of the address
® The host portion of the address

The algorithm for calculating the number of networks or hosts available is 2" — 2 (where 7 is
the number of bits).

This rule has become complicated recently regarding the subnet portion of the address. The
number of subnets is still calculated by the 2n formula, where n is the number of bits by which
the subnet mask was extended. However, it is possible to use the all-zero address for the subnet.
This makes the formula 2n — 1.
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WARNING

Although Cisco provides the utility of subnet zero, this command should be used only with full
understanding of the network devices and the knowledge that there is no device that uses the
zero broadcast. Even today, some systems, such as Sun Solaris 4.x, have problems using subnet
zero even with OSPF.

The command to enable the use of the zero subnet became the default configuration in version
12.0 of the Cisco IOS.

Although the 2n — 2 rule is still true for the NIC portion of the address, it is not of concern. This
is because the NIC portion of the address is out of your control because it was defined by the
Internet.

However, attention must still be given to the host portion of the address. The host portion of the
address must conform to the subnet rule as defined; otherwise, it is not possible for the router
to distinguish between hosts and broadcast addresses. The host cannot use an IP address of all
zeros in the subnet address or all ones in the subnet broadcast address. The all-zeros address is
used to show the subnet delimiter.

Bit Allocation, the Subnet Rule, and VLSM

In truth, the subnet does have to conform to the rule as described. With VLSM, however, it is
often forgotten that the entire subnet area is considered one subnet. Therefore, the rule must be
obeyed once, not on each instance of variable subnetting.

In the preceding example, you would choose to obey the rule either in the bits allocated to the
region, campus, or building, but not in each hierarchical layer. It would make most sense to
adhere to the rule using the least-significant bits. In this case, three bits have been allocated to
the access layer, enabling you to identify eight floors. You have no more than three floors to
address in any building, however. Obeying the rule on this layer makes sense because you
reduce the floors that may be addressed to six, which is still twice as many as required.

Allocating VLSM Addresses

Applying the addressing scheme designed in the preceding example is very simple after the
design has been worked out.

Taking the region of California as the example to address, you will now address the entire
region.

Figure 3-7 shows the bit allocation that was determined.
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Figure 3-7

NOTE

NOTE

Bit Allocation

Region:
California: 001
Campus:
San Francisco: 01
San Jose: 10
San Rafael: 11
Buildings:
Building 1: 001
Building 2: 010
Building 3: 011
Building 4: 100
Floor:
Floor 1: 001
Floor 2: 010
Floor 3: 011
Floor 4: 100
Floor 5: 101
Hosts:
1-30

Remember that you will conform to the rule of reserving the broadcast addresses in the access
layer of the network.

The buildings have the same bit pattern for each campus. Remember, however, that this bit
pattern is unique within the whole address space because the pattern for the campus is unique
and the address must be seen in its entirety.

The third host, on the fourth floor of the second building in San Jose, California, will be given
the address shown in Figure 3-8.

The address in Figure 3-8 is represented as 140.100.50.131 in dotted decimal, with a mask of
255.255.255.224.

Worked this way, from the physical topology up, it is very straightforward. Many people are
given the address 140.100.50.131 and work backward, which is very confusing. To avoid
confusion, it is extremely helpful to document the addressing scheme within the organization’s
network (to make management of the network easier and to help maintain the administrator’s
sanity).
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Figure 3-8

TIP

Example of How to Apply VLSM

Hosts
Floor
Building
Campus
Region

|

001 ‘ 10 ‘010. ‘100 ‘00011

This use of VLSM shows clearly that when allocating addresses in IP, it is necessary to reduce
the address to binary and to disregard the octet boundary. Reducing the address to binary and
disregarding the octet boundary creates just a continuous set of bits to be applied as appropriate
to address the network.

Summarization

Having assigned IP addressing based on a hierarchical design, you can now consider the full
weight of the advantages. The primary advantage is the reduction in network traffic and the size
of the routing table.

Summarization allows the representation of a series of networks in a single summary address.

The reasons that the Internet implemented CIDR are equally pertinent in a single organization.
VLSM and CIDR use the same principles, with VLSM just being an extension of CIDR at the
organizational level.

At the top of the hierarchical design, the subnets in the routing table are more generalized. The
subnet masks are shorter because they have aggregated the subnets lower in the network
hierarchy. These summarized networks are often referred to as supernets, particularly when
seen in the Internet as an aggregation of class addresses. They are also known as aggregated
routes. Figure 3-9 shows the physical network design for the case study discussed earlier.
Figure 3-10 shows the allocation of addresses using VLSM to support summarization for this
network design.
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Figure 3-9 The Application of Summarized Routes on a Hierarchically Designed Network

Router
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Router Router Router
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Router
Floor 5
1 140.100.50.160/27
Floor 1
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Building 2

140.100.50.0/24
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Figure 3-10  The Binary Calculation of the Hierarchical Addressing for the Organization
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The Advantages of Summarization

The capability to summarize multiple subnets within a few subnets has the advantages
discussed in the next few sections.

Reducing the Size of the Routing Table

In reducing the size of the routing table, the updates are smaller, demanding less bandwidth
from the network. A smaller routing table also requires less memory in the router or CPU in the
routing process itself because the lookup is quicker and more efficient.

Simplification

The recalculation of the network is also simplified by maintaining small routing tables.

Hiding Network Changes

If the routing table contains a summary of the networks beneath it, any changes in the network
at these levels are not seen. This is both a good thing and a bad thing. If the network in the earlier
example—140.100.50.128/27, the subnet on the fourth floor of the second building in San Jose,
California—were to go down, the router at the core would be oblivious to the LAN problem.
This is beneficial because there are no additional updates or recalculation.

The disadvantage is that any traffic destined for that subnet is sent on the assumption that it
exists. To be more accurate, the core router sees the inbound IP packet destined for 140.100.50.131
and, instead of applying the /27 mask, uses the mask that it has configured. It employs the /19
mask that sees the subnet 140.100.32.0/19, although in reality the destination subnet is
140.100.50.128/27. If the subnet 140.100.50.128 is no longer available, all traffic is still
forwarded to the subnet until it reaches a router that holds the same mask as the IP packet and
therefore is aware that it is no longer available. An ICMP message that the network is
unreachable is generated to the transmitting host. The host may stop transmitting after hearing
that the network is down.

Although unnecessary traffic will traverse the network for a while, it is a minor inconvenience
compared to the routing update demands on the network and the CPU utilization on the routers
in large networks.

Network Growth

Summarization allows networks to grow because the network overhead can scale.
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Other Solutions to Address Exhaustion

The use of the Cisco feature IP unnumbered is useful on the point-to-point serial lines because
it saves the use of a subnet.

Cisco’s use of secondary addressing is useful because it provides two subnets to a physical
interface—and, therefore, more available host bits. This does not save address space, but it is a
solution for routing protocols that do not support VLSM. Unfortunately, there are some
compatibility issues with other TCP/IP stacks—for example, not all OSPF routing protocols
will see the second subnet.

Configuring Summarization

In the newer routing protocols, summarization must be manually configured; this manual
configuration lends greatly to its subtlety and strength. Each routing protocol deals with
summarization in a slightly different way, and how summarization works or is configured
depends on the routing protocol used. This is discussed in detail in Chapter 4.

NOTE Although Border Gateway Protocol (BGP) and Enhanced IGRP (EIGRP) perform automatic
summarization, the summarization is done at the NIC boundary, using the first octet rule. This
is the same as with older routing protocols such as RIP.

Automatic Summarization

All routing protocols employ some level of summarization. The older protocols, such as RIP
and IGRP, automatically summarize at the NIC or natural class boundary. They have no choice
because the subnet mask is not sent in the routing updates. When a routing update is received,
the router looks to see whether it has an interface in the same class network. If it has one, it
applies the mask configured on the interface to the incoming routing update. With no interface
configured in the same NIC network, there is insufficient information and the routing protocol
uses the natural mask for the routing update. The first few bits in the address are used to
determine to which class of address it belongs, and then the appropriate mask is applied. This
is known as the first octet rule.

Manual Summarization

Both EIGRP and Open Shortest Path First (OSPF) are more sophisticated: They send the subnet
mask along with the routing update. This feature allows the use of VLSM and summarization.
When the routing update is received, it assigns the mask to the particular subnet. When the
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routing process performs a lookup, it searches the entire database and acts on the longest match,
which is important because it allows the following:

® The granularity of the hierarchical design
® Summarization

® Discontiguous networks

Discontiguous Networks

Figure 3-11

NIC number:
140.100.0.0

140.100.100.100

A discontiguous network refers to a network in which a different NIC number separates two
instances of the same NIC number. This can happen either through intentional design or
through a break in the network topology. If the network is not using a routing protocol that
supports VLSM, this creates a problem because the router does know where to send the traffic.
Without a subnet mask, it resolves the address down to the NIC number, which appears as if
there is a duplicate address. The same NIC number appears twice, but in different locations. In
most cases, the router will load balance between the two paths if they are of equal cost. The
symptoms that the network will see are those of intermittent connectivity.

Figure 3-11 shows an instance of a discontiguous network.

Discontiguous Networks

Frame Relay
NIC number:
199.70.70.0

NIC number:
140.100.0.0

= )
7 7

Rout rA\\X A/RouterB
— Z 0
/ Router C \

IP datagram NIC number:
DA=140.100.100.100 199.78.66.0

SA=199.203.88.9 D

ROUTER C

Routing table

Network Next Outgoing
= hop - in
199.203.88.9 140.100.0.0 7?7?77 ?277??
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Considerations for Summarization with Discontiguous Networks

If there are discontiguous networks in the organization, it is important that summarization is
turned off or not configured. Summarization may not provide enough information to the routing
table on the other side of the intervening NIC number to be capable of appropriately routing to
the destination subnets. This is especially true of EIGRP, which automatically summarizes at
the NIC boundary, which would be disastrous in this situation.

In OSPF and EIGRP, manual configuration is required for any sophistication in the network
design. It is not always possible to achieve summarization because this depends entirely on the
addressing scheme that has been deployed. However, because EIGRP can perform
summarization at the interface level, it is possible to select interfaces that do not feed
discontiguous networks for summarization. This capability to summarize selectively is very
powerful.

The key to whether summarization is configurable is determined by whether there are common
high-order bits in the addresses.

Case Study
In the case study used earlier, the design immediately allows for summarization, as shown in
the now familiar layout in Figure 3-8.

In this design, every campus within the same region will share the same high-order bits (those
to the left). In California, every campus, building, floor, and host will share the bits 001. In this
manner, every building in the San Jose campus will share the high-order bits of 00110.
Therefore, it is very simple to configure summarization.

This is not necessarily the case if the addressing structure is already in place. Some analysis of
the addressing scheme is required to decide whether summarization can be configured.

Alternatives to Summarization
If summarization is deemed impossible, you have the following two options:

® Not to summarize and understand the scaling limitations that have now been set on the
network.

® To readdress the network. This task is not to be underestimated, although the advantages
may well make it worthwhile.

VLSM also enables you to allocate the required bits for addressing a particular network.
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Optimizing the IP Address Space

Particularly in the use of WANS, where there is a predominance of point-to-point connections,
allocating an entire subnet is very wasteful. VLSM allows refinement of the address space to
exactly that which is needed and no more.

As demonstrated, dealing with the use of VLSM to support the hierarchical design requires the
consideration of the entire network topology. When using VLSM to optimize the IP address
space, the network addressing can become extremely confused if it is not clearly managed and
documented.

In the preceding example, no consideration was given to the connections between the regions,
campuses, and buildings—all of which could be point-to-point lines.

Now it is important to consider the last part of the network addressing, which will illustrate the
use of VLSM for IP address optimization.

Assigning IP VLSM Subnets for WAN Connections

One common approach is to allocate a subnet that has not been assigned to hosts, and to
variably subnet it for use with connectivity between rather than within areas.

In this case study, it is sensible to take a subnet from the bits allocated to the buildings. Because
there are enough bits allocated to address eight buildings, you have twice as many subnets as
required. Even with the possibility of growth, one subnet would not be missed. Because the
building bits come after the bits assigned to the campus, a choice must be made as to which
campus will be selected for the honor of contributing a subnet of WAN addressing. This is an
arbitrary decision that needs to be documented. If necessary, a building subnet can be
commandeered from each campus.

If possible, the subnet used should have nothing to do with any of the existing subnets. That is,
there is a consistency in numbering that identifies the WAN links, so in a troubleshooting
environment, you can immediately see that a WAN link is causing the trouble and will not
confuse the subnet (VLSM) with an existing segment.

In this example, if you use the bit pattern 000 as the network address for the building section;
in addition for the campus and the region, the third octet would result in a 0. The network
address for all interconnectivity would be 140.100.0. . .. The last octet would be available for
further subnetting with VLSM.

The subnet chosen for the WAN connections will be subnetted further using 30 bits of
subnetting. This allows for only two connections and is therefore a very efficient mask for
point-to-point links.

Remember that the rule for not using all zeros or all ones is based on the entire subnet, not on
the octet boundary. Figure 3-12 shows assigning IP VLSM subnets for WAN connections.
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Figure 3-12  Assigning IP VLSM Subnets for WAN Connections

Hosts
Floor
Building
Campus
Region

| ,

000 ‘ 00 ‘000. ‘010 ‘ 00000 = 140.100.0.64/27

The following is an example of how the addressing might be broken down.
Between the buildings in California:
® 140.100.0.64/27.

® A 27-bit mask allows for 30 end-system addresses. This is in the expectation that the
buildings are connected via FDDI or Fast Ethernet.

® The range of hosts is 140.100.0.65 to 140.100.0.94.
® The broadcast address is 140.100.0.95.
Between the buildings and the campuses in California:
¢ 140.100.0.32/30
¢ 140.100.0.20/30
¢ 140.100.0.24/30
¢ 140.100.0.28/30
This allows for point-to-point addresses using Frame Relay.
Between the campuses and the regions:
¢ 140.100.0.48/30
¢ 140.100.0.4/30
¢ 140.100.0.12/30

This allows for point-to-point addresses, which may also be using Frame Relay.
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WARNING

Between the regions:
¢ 140.100.0.96/30
¢ 140.100.0.16/30
¢ 140.100.0.8/30

This allows for point-to-point addresses, which may also be using Frame Relay or dedicated
serial leased lines.

In the instance of a subnet being used to address WAN connections, it may not be possible to
summarize these networks.

The rules and conditions for creating a valid and appropriate IP addressing scheme for the
network are complicated. Among other things, the addressing scheme must allow for growth,
to scale over time. What works today may not be flexible for next year’s business requirements.
You cannot build a network that will accommodate every change and addition to its environment.
With careful design, however, it may be possible to anticipate some of these changes and to
ensure a network with enough flexibility to survive the changes.

Designing IP Networks

The topics that make up the rest of this chapter are not in the Building Scalable Cisco Networks
(BSCN) course, upon which the Routing exam is partially based. Therefore, these topics might
not be on the exam, but they have been included in this chapter because they place the topic of
IP addressing into a wider context. These subjects should be studied not with the intention of
answering questions on the exam, but rather as information that extends the subject matter.
There will be no questions in the end of the chapter quiz, nor references to this material in the
scenarios.

This is important both for understanding the subject. It is also crucial for use within the context
of the Cisco certification.

Much of the design principles for an IP network have been dealt with in a practical manner in
the preceding section. This section, therefore, examines the design criteria from a high-level
perspective.

Certain questions should be asked before applying IP addresses to end devices:
® How many subnets exist currently on your network?

® How many hosts exist on each network?
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® If the number of hosts varies on each subnet, how many hosts are there on the largest
subnet and the smallest subnet? If there is an average number, this is also of interest.

®  Where are these subnets in relation to the topology map of the network?

® In the next 3 to 12 months, how many more hosts will exist on each network?

® In the next 3 to 12 months, how many more networks will exist?

® How many subnets are available?

® If the network is short of address space, what must be done to make some available?
® Do you have a client/server environment?

® If so, where are the local servers located? On the same segment as the clients? On another
segment and subnet?

® How much traffic is sent to the local servers?

®  What is the nature of the traffic: high in volume, large packet size, sensitive to delay,
bursty?

® Is access required from other subnets?

® If DHCP is used, where are the servers located?

® Are there any global resources that need to be accessed by everyone?

® If there are global resources on this subnet, is access required from other subnets?
® Do any security issues need to be considered?

® Are the clients mobile? Do they move around the campuses and require access from any
location?

® Does the company require Internet access?

® If Internet access is required, for whom? Does this include e-mail, web browsing, remote
access, or a web page for customers?

® Does your company have a NIC address from the Internet? If not, is it proposing to apply
for one, or will it be connecting via an ISP?

® Is TCP/IP the only protocol on the network? If not, what are the other protocols, and is
there any intention to tunnel these protocols through the WAN or core of the network
using TCP/IP?

Not all of these questions may be pertinent to any particular organization. If this checklist is
answered, however, the administrator or network design engineer will have a great deal of
information with which to design the network. Although the questionnaire spans slightly more
than the limited requirements for assigning IP addresses, the answers to these questions are
crucial for the design of an IP network and in determining the traffic flow within the
organization.
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These questions should be considered against the topology map of the network. Without the
support of the physical hierarchical design, it will not be possible to summarize the network
traffic.

After the capacity of the network is understood, it is possible to design the addressing scheme.
This will follow the same principles shown in the section “Allocating VLSM Addresses,” earlier
in this chapter.

Certain guidelines or key points should be used in the VLSM design of the network. The
following section identifies these guidelines.

Keys Points to Remember When Designing an IP Network

The following list of items should be addressed when preparing the IP addressing plan for your
network:

TIP

Identifying how many hosts and subnets will be required in the future requires
communication with other departments in terms of the growth of personnel as well as the
budget for network growth. Without the standard-issue crystal ball, a wider view must be
taken at a high level to answer these questions, with the answers coming from a range of
sources, including the senior management and executive team of the organization.

The design of the IP network must take into consideration the network equipment and
whether consideration should be given to different vendor equipment. Interoperability
may well be an issue, particularly with some of the features offered by each product.

For route aggregation (summarization) to occur, the address assignments must have
topological significance.

When using VLSM, the routing protocol must send the extended prefix (subnet mask)
with the routing update.

When using VLSM, the routing protocol must do a routing table lookup based on the
longest match.

Make certain that enough bits have been allowed for at each level of the hierarchical
design to address all devices at that layer. Also be sure that growth of the network at each
level has been anticipated. What address space is to be used (Class A, B, C, private,
registered), and will it scale with the organization?

Cisco offers many enhancements in its IOS. Most of these enhancements are interoperable. If
they are not, they provide solutions for connecting to industry standards (which, of course, are
fully supported by Cisco). Check with the Cisco web page (www.cisco.com) to review the latest
features and any connectivity issues.
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In many cases, not enough consideration is given to IP address design with regard to the routing
process, making a decision based on the longest address match. This is essential to the design
of a VLSM network.

Consider a network as described in the preceding section, “Assigning IP VLSM Subnets for
WAN Connections,” using the Class B NIC address 140.100.0.0.

The routing table has the following among its entries:
¢ 140.100.0.0/16
¢ 140.100.1.0/20
¢ 140.100.1.192/26

A packet comes into the router destined for the end host 140.100.1.209. The router will forward
to the network 140.100.1.192 because the bit pattern matches the longest bit mask provided.
The other routes are also valid, however, so the router has made a policy decision that it will
always take the longest match.

This decision is based on the design assumption that has been made by the router that the
longest match is directly connected to the router or that the network is out of the identified
interface. If the end host 140.100.1.209 actually resides on network 140.100.1.208/29, this
network must be accessible through the interface that has learned of the subnet 140.100.1.192.
Summarization will have been configured because 140.100.1.192 is an aggregate of various
networks, including the network 140.100.1.208.

If the network 140.100.1.208 resides out of the interface that has learned about 140.100.1.0,
then no traffic will ever reach this subnet 140.100.1.208 because it will always forward based
on the longest match in the routing table. The only solution is to turn off summarization and to
list every subnet with the corresponding mask. If summarization is turned off, the subnet
140.100.1.208 will not be summarized into the network 140.100.1.0. It will consequently be
the longest match in the routing table, and traffic will be sent to the destination network
140.100.1.208. Figure 3-13 shows an example of route summarization.

Up to this point, this discussion has dealt with organizations that are designing an IP network
for the first time. In reality, this is rarely the case unless a decision has been made to readdress
the entire network.

Often the network has been up and running for some years. If this is the case, the usual task is
to use some of the newer technologies now available to reduce and manage network traffic so
that the network can grow without pain.

The simplest solution is to implement a more sophisticated routing protocol. Ideally a routing
protocol that supports VLSM will be chosen and summarization will be enabled. However, it
may not be possible to use the summarization feature. As explained earlier, this capability is
determined in part by how well the addressing scheme mirrors and is supported by the physical
topology.
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Figure 3-13  Route Summarization and VLSM
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The following guidelines can be used to determine whether summarization may be configured
within a particular network:

® Does the network addressing reflect the physical topology of the network?
® Is the physical and logical topology of the network hierarchical?

® Given the network addressing scheme, do the addresses to be summarized share the same
high-order bits?

® Ifthe subnet addresses are clearly set on a single binary border, this suggests a prefix mask
of /21 or 255.255.248.0. Because the subnets are multiples of 8, they may be summarized
by a higher subnet value that is divisible by 8, such as 140.100.64.0. The following
subnets provide an example:

— 140.100.72.0
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— 140.100.80.0
— 140.100.88.0
— 140.100.96.0
— 140.100.104.0
— 140.100.112.0

® The nature of the traffic flow within the network should reflect the hierarchical logical and
physical design.

® The routing protocol used must support VLSM.

Any design of a network requires very careful analysis of the current network and a clear
understanding of the organization’s plans. Unfortunately, it is not always possible to determine
the nature or flow of data through a network. Intranets and internal web pages have made the
nature of the traffic within an organization far more unpredictable.

The increased tendency for organizations to need flexibility or mobility in addressing can make
the IP design very challenging. The design would need to include Dynamic Host Configuration
Protocol (DHCP) and Domain Name System (DNS) servers to maximize the flexibility of the
network.

It is also important to fully understand the nature of the traffic in the network, particularly if it
is a client/server environment (in which the design must allow for servers to communicate with
each other and with their clients).

It may not be possible to use the existing addressing of the organization. If this is the case, the
decision must be made to readdress the network. The decision may be made either because the
network cannot scale because of the limitations of the NIC number that has been acquired from
the Internet, or because the original design did not allow for the current environment or growth.

If the addressing scheme is inadequate in size, you have several options. The first is to apply to
the Internet for another address or to use private addressing.

Private Addresses on the Internet

Private addressing (along with VLSM, IP version 6 with an address field of 128 bits, and CIDR
adressing and prefix routing) is one of the solutions the Internet community began to implement
when it became apparent that there was a severe limitation to the number of IP addresses
available on the Internet.

Private addressing was defined by RFC 1597 and was revised in RFC 1918. It was designed as
an addressing method for an organization that has no intention of ever connecting to the
Internet. If Internet connectivity were not required, there would be no requirement for a
globally unique address from the Internet. The individual organization could address its
network without any reference to the Internet, using one of the address ranges provided.
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Table 3-7

The advantage to the Internet was that none of the routers within the Internet would recognize
any of the addresses designated as private addresses. Therefore, if (in error) an organization that
had deployed private addressing as outlined in RFC 1918 connected to the Internet, all its traffic
would be dropped. The routers of ISPs are configured to filter all network routing updates from
networks using private addressing. Previously, organizations had been “inventing” addresses—
which were, in fact, valid addresses that had already been allocated to another organization.
There are many amusing and horrifying stories of organizations connecting to the Internet and
creating duplicate addresses within the Internet. A small company inadvertently masquerading
as a large state university can cause much consternation.

Table 3-7 outlines the IP address ranges reserved for private addressing, as specified in
RFC 1918.

Private Address Ranges

Number of Classful

Address Range Prefix Mask Addresses Provided
10.0.0.0 to 10.255.255.2555 /8 1 Class A

172.16.0.0 to 172.31.255.255 /12 16 Class Bs
192.168.0.0 to 192.168.255.255 /16 256 Class Cs

The use of private addressing has now become widespread among companies connecting to the
Internet. It has become the means by which an organization does not have to apply to the
Internet for an address. As such, it has dramatically slowed, if not prevented, the exhaustion of
IP addresses.

Because these addresses have no global significance, an organization cannot just connect to the
Internet, but it must first go through a gateway that can form a translation to a valid, globally
significant address. This is called a NAT gateway.

Configuring private addressing is no more complicated than using a globally significant address
that has been obtained from the Internet and is “owned” by the organization. In many ways, it
is easier because there are no longer any restrictions on the subnet allocation, particularly if you
choose the Class A address 10.0.0.0.

The reasons for addressing your organization’s network using private addressing include the
following:

® Shortage of addressing within the organization.

® Security. Because the network must go through a translation gateway, it will not be visible
to the outside world.
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® Internet service provider change. If the network is connecting to the Internet through an
Internet service provider, the addresses allocated are just on loan or are leased to your
organization. If the organization decides to change its ISP, the entire network will have to
be readdressed. If the addresses provided define just the external connectivity, not the
internal subnets, however, readdressing is limited and highly simplified.

The use of private addressing has been implemented by many organizations and might be said
to have had a dramatic impact on the design of IP networks and the shortage of globally
significant IP addresses. As ever, you should bear some things in mind when designing an IP
network address plan using private addressing, including the following:

® If connections to the Internet are to be made, hosts wanting to communicate externally
will need some form of address translation performed.

® Because private addresses have no global meaning, routing information about private
networks will not be propagated on interenterprise links, and packets with private source
or destination addresses should not be forwarded across such links. Routers in networks
not using private address space, especially those of ISPs, are expected to be configured to
reject (filter out) routing information about private networks.

® Remember that in the future, you may be connecting, merging, or in some way
incorporating with another company that has also used the same private addressing range.

® Security and IP encryption do not always allow NAT.

If private addressing is deployed in your network and you are connecting to the Internet, you
will be using some form of NAT. The following section explains this technology.

Connecting to the Outside World

When connecting to the outside world, some filtering and address translation may be necessary.
Unless an address has been obtained from the Internet or from an ISP, it is necessary to perform
address translation. The RFC that defines NAT is RFC 1631.

NAT is the method of translating an address on one network into a different address for another
network. Itis used when a packet is traversing from one network to another and when the source
address on the transmitting network is not legal or valid on the destination network, such as
when the destination corresponds to a private address. The NAT software process must be run
on a Layer 3 device or router (which is logical, because it deals with the translation of Layer 3
addresses). It is often implemented on a device that operates at higher layers of the OSI model
because of their strategic placement in the organization. NAT is often used on a firewall system,
for example, which is a security device that guards the entrance into the organization from the
outside world. The position of the firewall makes it an excellent choice for NAT because most
translations are required for traffic exiting an organization that has used private addressing as
defined in RFC 1918.
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NOTE

TIP

NAT had a controversial childhood, particularly when it was used for translating addresses that
did not use RFC 1918 guidelines for private addressing—perhaps the organization used an
address that had just been imaginatively created by a network administrator. This practice
occurred when there was no glimmer of a possibility that the organization would ever connect
to the Internet. This certainty of never connecting is unrealistic, even for small companies, in
an era when individual homes have connectivity to the Internet.
Therefore, NAT is useful in the following circumstances:

® To connect organizations that used address space issued to other organizations to the
Internet

® To connect organizations that have used private address space defined in RFC 1918 and
that want to connect to the Internet

To connect together two organizations that have used the same private address, in line with
RFC 1918

®  When the organization wants to hide its addresses and is using NAT as part of firewall
capabilities or is using additional security features

NAT is designed for use between an organization and the outside world, as shown in Figure 3-14.
Although it may be used to solve addressing problems within an organization, this should be
seen as a temporary fix. In such situations, NAT is seen as a transitory solution to keep the
network functional while it is designed and readdressed appropriately.

Cisco supports the use of NAT on the majority of its platforms, as well as on its firewall product,
the PIX box. Various levels of support are offered, depending on the platform and the IOS that
has been purchased. NAT support is beginning to be bundled into the standard product offering.
It started to be widely offered from IOS version 11.2 with the purchase of the “plus” software,
and full NAT functionality became available in the Base IOS form version 12.0. NAT is
currently at version 3.0. The following section lists the main features that Cisco offers.

If you are considering implementing NAT instead of studying it for academic/exam purposes,
contact Cisco via its web page. It is advisable to always contact the vendor of a product before
purchase to fully appreciate the latest offerings and pricing. Because this industry is so
dynamic, it is wise to verify the latest data.
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Figure 3-14  Connecting to the Outside World Using NAT
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The Main Features of NAT

The main features of NAT, as supported by Cisco, include the following:
¢ Static addressing—This one-to-one translation is manually configured.

¢ Dynamic source address translation—Here, a pool of addresses is defined. These
addresses are used as the product of the translation. They must be a contiguous block of
addresses.

®  Port address translation (PAT)—Different local addresses (within the organization) are
translated into one address that is globally significant for use on the Internet. The
additional identifier of a TCP or UDP port unravels the multiple addresses that have been
mapped to single addresses. The uniqueness of the different local addresses is ensured by
the use of the port number mapped to the single address.

® Destination address rotary translation—This is used for traffic entering the
organization from the outside. The destination address is matched against an access list,
and the destination address is replaced by an address from the rotary pool. This is used
only for TCP traffic, unless other translations are in effect.
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TIP

Table 3-8

Many other features are supported by Cisco. Therefore, if you intend to implement this
technology, take a look at Cisco’s web page to discover the full range of options and features
of the latest IOS version; Cisco is constantly upgrading and improving the feature set.

The basic operation of NAT is very straightforward, although the phraseology is rather
confusing. The list of address definitions in Table 3-8 and the accompanying Figure 3-15 clarify
the different terms.

To translate one network address into another, the process must differentiate between the
functionality of the addresses being translated. Table 3-8 lists the categories of functions.

Categories of Functions

Address Definition

Inside global =~ The addresses that connect your organization indirectly to the Internet. Typically,
these are the addresses provided by the ISP. These addresses are propagated outside
the organization. They are globally unique and are the addresses used by the outside
world to connect to inside the organization. Simply explained, they are the addresses
that define how the inside addresses are seen globally by the outside.

Inside local The addresses that allow every end device in the organization to communicate.
Although these addresses are unique within the organization, they are probably not
globally unique. They may well be private addresses that conform to RFC 1918.
They are the inside addresses as seen locally within the organization.

Outside global These are the Internet addresses (all the addresses outside the domain of the
organization). They are the outside addresses as they appear to the global Internet.

Outside local ~ These addresses are external to the organization. This is the destination address used
by a host inside the organization connecting to the outside world. This will be the
destination address of the packet propagated by the internal host. This is how the
outside world is seen locally from inside the organization.

Figure 3-15 illustrates the terms of Table 3-8.
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Figure 3-15  Use of the NAT Terms
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Conclusion

This chapter described various ways to conserve IP address space, as well as how to conserve
memory and CPU in the network devices and bandwidth within the network itself. Despite the

dramatic increase in low-cost bandwidth and computing power, these considerations are crucial
to the health and well-being of your network.

Various technologies such as VLSM, summarization, private addressing, and NAT have been
introduced and explained. Although these tools are useful, they are potentially deadly to your
network if not administered with care and according to a well-conceived and network design.
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Foundation Summary

The “Foundation Summary” is a collection of quick reference information that provides a
convenient review of many key concepts in this chapter. For those of you who already feel
comfortable with the topics in this chapter, this summary will help you recall a few details. For
those of you who just read this chapter, this review should help solidify some key facts. For any
of you doing your final preparations before the exam, these tables and figures will be a
convenient way to review the day before the exam.

IP Addressing Summary

Remember these following important points regarding IP addressing:

The IP address is 32 bits long.
The network/host boundary can be anywhere in the 32 bits.

The Internet allocates a unique bit pattern. These bits are the first bits on the far left and
are not available for the administrator to use for networks because they identify your
organization to the Internet.

The Internet authority ARIN (in the United States) will provide the left portion of the
address to the organization to use for addressing within their network. These bits are
zeroed.

The network mask is the identification of the bits allocated to the network, defined on all
participating routers.

Summary of CIDR

In summary, CIDR solves the following problems:

Table 3-9

Address exhaustion was solved; the Internet was just running out of addresses.

The network resources required to manage huge routing tables were becoming untenable.

Table 3-9 and Table 3-10 include further quick reference CIDR material.
RFCs on CIDR

RFC Number Description

1517 Applicability statement for the implementation of CIDR

1518 An architecture for IP address allocation with CIDR

1519 CIDR: an address assignment and aggregation strategy

1520 Method for exchanging routing information across provider boundaries in a CIDR

environment
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Table 3-10

Table to Illustrate the Use of Prefix Masks

Prefix Mask New Address Space
127 255.255.255.224 12 percent of Class C
30 hosts
126 255.255.255.192 24 percent of Class C
62 hosts
125 255.255.255.128 50 percent of Class C
126 hosts
123 255.255.254.0 2 Class Cs
510 hosts
122 255.255.252.0 4 Class Cs
1022 hosts
121 255.255.248.0 8 Class Cs
2046 hosts
120 255.255.240.0 16 Class Cs
4094 hosts

An Example of the Use of CIDR

It is easy to see CIDR works when the address and the mask are written in binary, as the router

Table 3-11

processes them. In this example, the Internet community has allocated a group of Class C

addresses, although they are presented as a single network. Table 3-11 shows an example of an
IP address in both decimal and binary format.

An IP Address and Mask Shown in Binary

Description Octet 1 Octet 2 Octet 3 Octet 4
NIC address in decimal 200 100 48 0

NIC address in binary 11001000 01100100 00110000 00000000
Prefix as a subnet mask in decimal 255 255 248 0

Prefix as a subnet mask in binary 11111111 11111111 11111000 00000000

If it were a standard Class C address, the mask would be 255.255.255.0. By making the mask
255.255.248.0, the last three bits of the third octet are essentially giving the organization eight

Class C networks.
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Rules for VLSM

The rules for variably subnetting an IP address, are remarkably straightforward. The key is to
remember that a hierarchical design in the addressing scheme is the goal. The physical network
design also must reflect this logical hierarchy (as discussed in Chapter 2). After the physical
design is mapped, the logical structure can be placed on top of it.

The following main rules apply when subnetting:

A subnet can be used to address hosts, or it can be used for further subnetting.

Within the allocation of subsequent subnets, the rule of not using all zeros or ones does
not apply.

The routing protocol must carry the subnet mask in its updates.
Multiple IP addresses intended to be summarized must have the same high-order bits.

Routing decisions are made on the entire address, preferring the longest bit pattern
available.

The two main reasons for using VLSM are as follows:

To make efficient use of the available addressing

To enforce a good hierarchical design, allowing summarization and documentation

Advantages of Summarization

The advantages of summarization are as follows:

To reduce the size of the routing table

To reduce network overhead

To make communication of routing updates more efficient
To reduce CPU and memory utilization

To simplify management

To maximize the use of IP addresses

To isolate topographical changes from other areas

Table 3-12 outlines the IP address ranges reserved for private addressing, as specified in
RFC 1918.
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Table 3-12

Private Address Ranges

Number of Classful

Address Range Prefix Mask Addresses Provided
10.0.0.0 to 10.255.255.2555 /8 1 Class A

172.16.0.0 to 172.31.255.255 /12 16 Class Bs
192.168.0.0 to 192.168.255.255 /16 256 Class Cs

Chapter Glossary

This glossary provides an official Cisco definition for key words and terms introduced in this

chapter. I have supplied my own definition for terms that the Cisco glossary does not contain.
The words listed here are identified in the text by italics. A complete glossary, including all the
chapter terms and additional terms, can be found in Appendix C, “Glossary.”

aggregated route—The consolidation of advertised addresses in a routing table. Summarizing
routes reduces the number of routes in the routing table, the routing update traffic, and overall
router overhead. This is also called route summarization.

classful routing protocols—Routing protocols that do not transmit any information about the
prefix length. Examples are RIP and IGRP.

classless interdomain routing (CIDR)—This is the means by which the Internet assigns
blocks of addresses, typically Class C addresses, and summarizes them by using the prefix
mask.

classless routing protocols—Routing protocols that include the prefix length with routing
updates; routers running classless routing protocols do not have to determine the prefix
themselves. Classless routing protocols support VLSM.

Domain Name System (DNS)—System used in the Internet for translating names of network
nodes into addresses.

dot address—Refers to the common notation for IP addresses in the form n.n.n.n, where each
number n represents, in decimal, 1 byte of the 4-byte IP address. This is also called dotted
notation or four-part dotted notation.

dotted decimal notation—Syntactic representation for a 32-bit integer that consists of four
8-bit numbers written in base 10 with periods (dots) separating them. It is used to represent IP
addresses in the Internet, as in 192.67.67.20. This is also called dotted quad notation.

Dynamic Host Configuration Protocol (DHCP)—Provides a mechanism for allocating IP
addresses dynamically so that addresses can be reused when hosts no longer need them.
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first octet rule—The mechanism by which the Layer 3 device identifies the class of IP address.
If the protocol is a classful address, it is the only means available to determine the network
portion of an address to which it is not directly connected.

flooding—A traffic-passing technique used by switches and bridges in which traffic received
on an interface is sent out all the interfaces of that device, except the interface on which the
information was originally received.

internet—Short for internetwork. Not to be confused with the Internet. See also internetwork.

Internet Assigned Numbers Authority (IANA)—Responsible for address allocation in the
Internet.

internetwork—A collection of networks interconnected by routers and other devices that
functions (generally) as a single network. It is sometimes called an internet, which is not to be
confused with the Internet.

Layer 3 switching—Used in the context of VLANS, the mechanism by which a switch will
route between VLANS. It also refers to routers, when the routing decision has been made and
the result has been cached. The subsequent lookup involves switching (for example, fast
switching), but on a Layer 3 decision.

logical AND—The mechanism by which a subnet is derived from an IP host address. The router
maps the subnet mask, in binary, onto the host address, in binary. The result of the logical AND
is the subnet address.

Network Address Translation (NAT)—Mechanism for reducing the need for globally unique
IP addresses. NAT allows an organization with addresses that are not globally unique to connect
to the Internet by translating those addresses into globally routable address space. Also known
as Network Address Translator.

prefix mask—The prefix mask identifies the number of bits in the subnet mask. It is written in
the /xx format after the address. It is used in supernetting and router aggregation.

private addressing—Private addressing is the means by which an organization can address its
network without using a registered address from the Internet. This saves considerable address
space in the Internet and eases restrictions within the organization.

routing table—A table stored in a router or some other internetworking device that keeps track
of routes to particular network destinations and metrics associated with those routes.

subnet mask—A 32-bit number that is associated with an IP address; each bit in the subnet
mask indicates how to interpret the corresponding bit in the IP address. In binary, a subnet mask
bit of 1 indicates that the corresponding bit in the IP address is a network or subnet bit; a subnet
mask bit of 0 indicates that the corresponding bit in the IP address is a host bit. The subnet mask
then indicates how many bits have been borrowed from the host field for the subnet field. It
sometimes is referred to simply as mask.
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supernet—A summarization of class addresses given out by the Internet community. For
example a group of Class C addresses 200.100.16.0 through 200.100.31.0 could be summarized
into the address 200.100.16.0 with a mask of 255.255.224.0 (/19).

variable-length subnet mask (VLSM)—The capability to specify a different subnet mask for
the same network number on different subnets. VLSM can help optimize available address
space. Some protocols do not allow the use of VLSM. See also classless routing protocols.

virtual LAN—A logical grouping of devices, identified on switch ports instead of a physical
segment attached to a router. This means that the devices associated with the logical network
do not have to be geographically local to one another.
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Q&A

The following questions test your understanding of the topics covered in this chapter. The final
questions in this section repeat the opening “Do I Know This Already?” questions. These are
repeated to enable you to test your progress. After you have answered the questions, find the
answers in Appendix A. If you get an answer wrong, review the answer and ensure that you
understand the reason for your mistake. If you are confused by the answer, refer to the
appropriate text in the chapter to review the concepts.

1 Identify one criterion to help determine a subnet mask for classful addressing when
designing a network-addressing scheme.

2 Which command is used to forward broadcast traffic across a router to a particular
destination?

3 With a classless address of 204.1.64.0/20, what is the range of classful addresses that are
included in the address? Write your answer in dotted decimal and the third octet in binary
notation.

4 What is a discontiguous network?
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10

For VLSM to be available as a design option in the network, what characteristic must the
routing protocol possess?

If summarization is to be implemented in the network, name one design criterion for the
addressing scheme that must be in place?

What networks are provided in RFC 1918, and what prefix mask accompanies each
network?

If the host portion of a subnet has been used to identify end devices, can that subnet be
used again for VLSM?

Describe the purpose of the ip forward-protocol command.

Which command is used on point-to-point lines to conserve IP address space?
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11

12

13

14

15

16

Give one example of when route summarization would not be a good solution.

Give one reason for implementing router summarization.

Given an address of 133.44.0.0 and a prefix mask of /25, how many networks can be
addressed, and how many hosts can exist on each network? Write the first and last possible
subnets in binary and decimal notation.

What class of address is 131.188.0.0, and how many hosts can be addressed if no
subnetting is used?

If given a Class C address with the requirement to accommodate 14 subnets and 10 hosts
on each subnet, what subnet mask would you use?

List the range of hosts available on the 136.122.10.192/28 subnet.
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17 Convert the subnet address 56.98.5.0/24 to binary notation, and state the class to which it
belongs.

18 Write out the decimal notation of the following subnet mask presented in the binary
notation of 11111111.11111111.11111111.11111000.

19 What does VLSM stand for?

20 The Class B network address of 133.222.0.0 has been given a mask of 255.255.255.0. The
subnets 133.222.8.0, 133.222.9.0, 133.222.10.0, 133.222.11.0, 133.222.12.0,
133.222.13.0, and 133.222.14.0 need to be summarized using VLSM. Give the subnet and
new mask to achieve this summarization.

21 Is201.111.16.0/20 a valid subnet mask?

22 Which routing protocols support VLSM?




138 Chapter 3: IP Addressing

23

24

25

26

27

28

29

Briefly define route summarization.

What sort of design scheme does route summarization require?

In route summarization, where is the subnet mask moved?

How does summarization allow for smaller routing tables?

Identify two private addresses defined in RFC 1918.

What is a discontiguous network?

What does CIDR stand for?
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30 Which RFC is responsible for first describing the use of subnet masking?
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Scenarios

The following scenarios and questions are designed to draw together the content of the chapter
and exercise your understanding of the concepts. There is not necessarily a right answer. The
thought process and practice in manipulating the concepts is the goal of this section. The
answers to the scenario questions are found at the end of this chapter.

Scenario 3-1

This scenario concentrates on correcting an addressing scheme in our original case study of
Mental Merge. A network administrator devised the addressing scheme before there was any
intention of connecting the company to the Internet and before the company had regional
offices. Addresses were subsequently allocated without any policy or administrative control.
This has led to problems in the current organization, which now needs to summarize its
addresses. Using the addressing scheme in Figure 3-16, answer the following questions.

1 There are serious problems with the addressing scheme in Figure 3-16. If the network had
this addressing scheme, would summarization be possible?

2 Design an alternative addressing scheme using VLSM that would summarize to the
regional level.

3 Write out the addressing scheme in both binary and dotted decimal notation.
4 Could these addressing requirements be achieved with a Class C address?

5 If the answer to the preceding question is yes, write out the dotted decimal and binary
notation to support it. If the answer is no, how many Class C addresses would be required?
(Again, write out the dotted decimal and binary notation to support your argument.)
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Figure 3-16  An Addressing Scheme for Scenario 3-1

Regions California Arizona Washington
145.250.64.0/20 145.250.32.0/20 145.250.96.0/20

Campuses Phoenix Tucson Flagstaff
145.250.97.0/24 145.250.65.0/24 145.250.33.0/24

Building 1 Building 2

145.250.65.0/28 145.250.192.0/28

Building 3 Building 4

145.250.192.192/28 145.250.128.0/28
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Scenario 3-2

A network has a remarkably even distribution of campuses, buildings, and hosts. The company has
four campuses, each campus has four buildings, each building has five floors, and each floor has
approximately 100 hosts. Each building also has a basement where the building servers are held.

There are eight locations distributed globally. Each location replicates this physical design. The
locations are connected via dedicated leased T1 lines. Each T1 constitutes a subnet.

1 Draw the topology map for one of the locations.

2 Using the private network 10.0.0.0, design an addressing scheme that can be summarized.
Apply the binary notation for the bit allocation to your diagram.

List the range of hosts on one of the subnets allocated to a floor in a building.
Indicate how summarization would work within the location.

Allocate a subnet to be used for VLSM to address the WAN links between the locations.

o g A~ W

Is it possible to summarize the WAN subnets?

Scenario 3-3

Study Figure 3-17, and answer the questions that follow.

Figure 3-17  Topology Map for Scenario 3-3

10 hosts
I
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T » E ame
20 hosts Router A Router B —
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15 hosts '
Rou‘ter C

L
T T

5 hosts
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1 To address this network, what class of address would you apply to the Internet?
2 Could you use VLSM? Give reasons for your answer.
3 If you could use VLSM, write out the masks that you would deploy in binary notation.

4 Could summarization be implemented?
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Scenario Answers

The answers are in bold. The answers provided in this section are not necessarily the only
possible answers to the questions. The questions are designed to test your knowledge and to
give practical exercise in certain key areas. This section is intended to test and exercise skills
and concepts detailed in the body of this chapter.

If your answer is different, ask yourself whether it follows the tenets explained in the answers
provided. Your answer is correct not if it matches the solution provided in the book, but rather
if it has included the principles of design laid out in the chapter.

In this way, the testing provided in these scenarios is deeper: It examines not only your
knowledge, but also your understanding and capability to apply that knowledge to problems.

If you do not get the correct answer, refer back to the text and review the subject tested. Be
certain to also review your notes on the question to ensure that you understand the principles of
the subject.

Scenario 3-1 Answers

1 There are serious problems with the addressing scheme in Figure 3-16. If the network had
this addressing scheme, would summarization be possible?

Summarization is not possible, for the following reasons:
— The buildings do not share the same high-order bits as the campus.
— The campuses do not share the same high-order bits as the region.

— Depending on the physical design, the California campus and Building 1 could
be seen as duplicate addresses.

2 Design an alternative addressing scheme using VLSM that would summarize to the
regional level.

See Table 3-13.
3 Write out the addressing scheme in both binary and dotted decimal notation.
See Table 3-13.

Table 3-13 shows an alternative solution using the same address as before and the
same bit allocation. If you have changed the bit allocation, ensure that there are
enough bits for each level of the network. The requirements have not been stated, so
you will have to state them for yourself or use the limited information that is
provided. The question identifies three states, and you can assume three campuses in
each state. Each campus has four buildings.
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Table 3-13

Alternative Addressing Scheme

Entire Address

Third and Fourth Octets

in Decimal in Binary Prefix Subnets Hosts
145.250.16.0 00010000.00000000 /120 14 4094
145.250.32.0 00100000.00000000 120 14 4094
145.250.48.0 00110000.00000000 120 14 4094
145.250.17.0 00010001.00000000 124 254 254
145.250.18.0 00010010.00000000 124 254 254
145.250.19.0 00010011.00000000 124 254 254
145.250.19.16 00010011.00010000 /28 4094 14
145.250.19.32 00010011.00100000 /28 4094 14
145.250.19.48 00010011.00110000 /28 4094 14
145.250.19.64 00010011.01000000 /28 4094 14

4 Could these addressing requirements be achieved with a Class C address?

It would not be possible to address this network, using a hierarchical design, with
one Class C address. Given the minimum requirements shown in the question of
three states, three campuses, and four buildings at each campus, 7 bits would be
required. A Class C address allows only 8 bits in total, leaving 1 bit for host
allocation. The rule of not using all zeros or all ones applies to the host portion of the
address, so 1 bit would not enable you to address any hosts.

If the answer to the preceding question is yes, write out the dotted decimal and binary
notation to support it. If the answer is no, how many Class C addresses would be required
(again write out the dotted decimal and binary notation to support your argument).

It is interesting that although the first guess is that two is better than one, two Class
C addresses do not really improve the situation. The need to address 12 buildings
requires 4 bits, which would allow only 14 hosts in each building. The network could
be addressed with two Class C addresses if 14 hosts in each building are all that is
required. There is very little growth allowance in this scheme, making it inadvisable.

The most efficient addressing scheme with Class C addresses would be to use 40
Class C addresses. Consider, for example, the addressing scheme using Class C
addresses.
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Table 3-14

A Class C address would be allocated to each building. This would allow 255 hosts
in each building and subnetting to the floor, if necessary. The other three Class C
addresses would be used with VLLSM to identify the regions and campuses. Table 3-14
shows the addressing scheme for the one Class C address to address one region, three
campuses, and four buildings.

Each region or state will now advertise five networks—the four Class C addresses for
the buildings and the shared network for the state. One Class C network can be used
for the state if the connections are point to point. Because there are 15 connections—
four buildings per region, and three regions—this means 12 connections to the
buildings, plus 3 connections to the state. A Class C address would easily accommodate
this, even with redundant connections built into the design.

The reason that 40 Class C networks are needed is because the analysis of the state
must be extrapolated to the entire organization. The organization covers three states,
each with three regions, and each region has four buildings. Although the addressing
described previously is correct, it would need to be extended to the other regions.
This is calculated as follows:

The number of buildings requiring Class C networks in three states, each with three
regions, and each region in turn with four buildings is 3 X 3 X 4 = 36. Add to the three
states requiring Class C networks the additional network required for the core cloud
that connects the states, and you have 36 + 3 + 1 = 40. In total, therefore, 40 Class C
networks will be required.

Other than for academic interest in torturous addressing, this scenario would be an
excellent candidate for a private Class B address.

The Class C Used to Identify the Network Above the Buildings for That Region

Entire Address Fourth Octet
in Decimal in Binary Prefix Mask

Region: Arizona

210.10.32.0

Campuses

210.10.32.32 001 00000 127
210.10.32.64 010 00000 127
210.10.32.96 011 00000 127
Buildings

Tucson

210.10.32.36 001001 00 /30
210.10.32.40 001010 00 /30
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Table 3-14

Table 3-15

The Class C Used to Identify the Network Above the Buildings for That Region (Continued)

Entire Address

Fourth Octet

in Decimal in Binary Prefix Mask
210.10.32.44 001011 00 /30
210.10.32.48 001100 00 /30
Flagstaff

210.10.32.68 010001 00 /30
210.10.32.72 010010 00 /30
210.10.32.76 010011 00 /30
210.10.32.80 010100 00 /30
Phoenix

210.10.32.100 011001 00 /30
210.10.32.104 011010 00 /30
210.10.32.108 011011 00 /30
210.10.32.112 011100 00 /30

Table 3-15 shows how to address the departments or floors within each building. For
this discussion, use 210.10.64.0 as the example Class C address. Four bits taken in
the fourth octet allows 14 networks, either distributed between the floors or between
departments, with 14 hosts on each subnet.

How to Address a Building Using a Class C Network Address

Entire Address

Fourth Octet

in Decimal in Binary Prefix Mask
210.10.64.16 0001 0000 /28
210.10.64.32 0010 0000 /28
210.10.64.48 0011 0000 /28
210.10.64.64 0100 0000 /28
210.10.64.80 0101 0000 /28
210.10.64.96 0110 0000 /28
210.10.64.112 0111 0000 /28
210.10.64.128 1000 0000 /28
210.10.64.144 1001 0000 /28
210.10.64.160 1010 0000 /28

continues
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Table 3-15

How to Address a Building Using a Class C Network Address (Continued)

Entire Address Fourth Octet

in Decimal in Binary Prefix Mask
210.10.64.176 1011 0000 /128
210.10.64.192 1100 0000 128
210.10.64.208 1101 0000 /28
210.10.64.224 1110 0000 128

Scenario 3-2 Answers

Using the private network 10.0.0.0, designing a summarized addressing scheme is
straightforward.

When the last three octets are written in binary notation, it is easy to determine the bit allocation
needed to fulfill the requirements.

Location | Campus | Building | Floor | Hosts

0000 | o000 | .0000 | o000 | .00000000

This design provides 16 locations, 16 campuses, and 16 buildings. To conform to the rule that
excludes the use of all zeros and all ones in a subnet range, you would allocate 14 subnets per
building. This would allow 254 hosts per floor or building subnet. Therefore, there is a lot of
flexibility in this design for future growth. Draw the topology map for one of the locations.

1 Draw the topology map for one of the locations.
See Figure 3-18.

2 Using the private network 10.0.0.0, design an addressing scheme that can be summarized.
Apply the binary notation for the bit allocation to your diagram.

See Figure 3-18.
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Figure 3-18

Topology Map of One of the Locations

Campus
000100 000100 000100 000100
01 10 11 00
Building
000100 000100 000100 000100
10.0001 10.0010 10.0011 10.0100
Floors

000100
10.0010
0001

000100
10.0010
0010

000100
10.0010
0011

000100
10.0010
0100

3 List the range of hosts on one of the subnets allocated to a floor in a building.

If one of the floors is given the subnet

Location | Campus | Building | Floor | Hosts

0000 ‘ 0000 ‘ .0000 ‘ 0000. ‘ .00000000
Subnet in binary notation:
00001010.00010010.00100010.00000000

Subnet in decimal notation:

10.18.34.0

Range of hosts on that subnet:

10.18.34.1 to 10.18.34.254
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4 Indicate how summarization would work within the location.

Summarization would work within a location because every device and subnet would
share the same 4 high-order bits. The following example clearly demonstrates this:

Location | Campus | Building | Floor | Hosts

0000 ‘ 0000 ‘ .0000 ‘ 0000. ‘ 00000000
Subnet in binary notation:
00001010.00010010.00100010.00000000

Subnet in decimal notation:

10.18.34.0

The summarized address advertised out of the location router would be 10.16.0.0/12.
5 Allocate a subnet to be used for VLSM to address the WAN links between the locations.

Many spare subnets are available in the addressing scheme designed. To address the
WAN links, it would be sensible to select one of the subnets allocated to the floors and
to reassign it to be further subnetted. For example:

Location | Campus | Building | Floor | Hosts

0000 ‘ 0000 ‘ .0000 ‘ 0000. ‘ 00000000
Subnet in binary notation:

1000 0000 .1000 1000 .00000000

Subnet in decimal notation:

10.128.128.0/30

This allows 60 subnets, with each subnet allowing two hosts (ideal for point-to-point
lines). The use of 128.128 in the second and third octets eases network management
by readily identifying the serial connections.

6 Is it possible to summarize the WAN subnets?

It would not be easy to summarize these WAN subnets because they have a longer bit
pattern than the other subnets beneath them. If summarization is possible, they
could be summarized down to 10.128.128.0. It is equally sensible to use any easily
recognizable address for WAN links (for example, 10.100.100.0).
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Scenario 3-3 Answers

1 To address this network, what class of address would you apply to the Internet?
The network could be addressed using a Class C address.
2 Could you use VLSM? Give reasons for your answer.

VLSM can be used as long as a routing protocol is used to support the propagation
of the subnet mask. It would be useful to have VLSM for the WAN links, but not
essential.

3 If you could use VLSM, write out the masks that you would deploy in binary notation.

The bit allocation could be as follows:

Remote Subnet Locations ‘ Hosts

000 | 00000

This would allow for six remote subnet locations, with 30 hosts on each subnet. The
assumption was that the company was more likely to expand each existing location
than to increase the number of remote sites. If the reverse were true, the mask would
no longer be appropriate, and a single Class C may no longer be sufficient.

Because there are only three remote sites, with five networks to address and three
WAN point-to-point links, and because there are six available subnets, one of the
subnets could be further subnetted. This subnet would be used to address the WAN
links. Another alternative is to use ip unnumbered on the serial links.

Remote Subnet Locations ‘ Hosts

000 | 00000

110 | 00000—Taken for WAN links
New mask:

110000 | 00

This would allow 14 WAN links to be identified.

NOTE It is possible to address more links with the use of subnet zero.
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4 Could summarization be implemented?

In this size of a network, summarization is not a concern and would not be possible;
also, there is no hierarchy in the physical design.

It should be noted that this design does not allow for much network growth, and the
organization may want to consider using a private Class B network.






This chapter covers the following topics that you will need to master to pass the CCNP/
CCDP Routing exam:

® Explaining the routing process.

® Determining the requirements of the routing process.

® Analyzing the routing table.

® Describing the differences between a classful and classless routing protocol.

® Comparing the difference between a distance vector and link-state routing protocol,
including an explanation of how routing tables are maintained, path selection,
administrative distance, metrics, and convergence.

® Reviewing Cisco features that include show ip route and clear ip route.



CHAPTER 4

IP Routing Principles

The topics in this chapter are the basis of the BSCN course that feeds the Routing exam.
The very name of the exam—the Routing exam—suggests that there are more than likely
some questions on this very topic. In this chapter, the concepts of routing with IP and the
mechanics of the process are dealt with generically as a foundation for the subsequent
chapters, which deal with the individual routing protocols. The topics will directly reflect
questions on the Routing exam. If you do not understand the contents of this chapter, it will
be impossible for you to pass the exam. Some of this chapter reviews subjects dealt with in
the ICND course. The subsequent chapters assume the comprehension of the subjects
covered in this chapter.

How to Best Use This Chapter

By taking the following steps, you can make better use of your study time:

® Keep your notes and the answers for all your work with this book in one place, for

easy reference.

When you take a quiz, write down your answers. Studies show that retention
significantly increases by writing down facts and concepts, even if you never look at
the information again.

Use the diagram in Figure 4-1 to guide you to the next step.
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Figure 4-1

How to Use This Chapter

"Do | Know This Already?" quiz

Low Low quizlet Medium High score, High
score score score want more score
review
Read Read related
Foundation Foundation Topics
Topics subsection

v
\—’ Read

>| Foundation | =
/ Summary \

Q&A <«—> | Scenarios

\ Go to next

chapter <

If you skip to the Foundation Summary, Q&A, and scenarios sections and have
trouble with the material there, you should go back to the Foundation Topics section.

“Do | Know This Already?” Quiz

The purpose of the “Do I Know This Already?” quiz is to help you decide what parts of this
chapter to use. If you already intend to read the entire chapter, you do not necessarily need to
answer these questions now.

Table 4-1

This 16-question quiz helps you determine how to spend your limited study time. The quiz is
sectioned into four smaller four-question “quizlets,” which correspond to four major topics in
the chapter. Figure 4-1 outlines suggestions on how to spend your time in this chapter. Use

Table 4-1 to record your scores.

Score Sheet for Quiz and Quizlets

Quizlet Number Topic Questions Score
1 The routing process 1to4
2 Classful and classless routing 5t08
protocols
3 Distance vector and link-state routing 9 to 12
protocols
4 The routing table 13to 16
All questions All 1to 16
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Cisco distinguishes between the routing and the switching function—what is the
difference?

State the two ways that an outgoing interface is selected as the preferred path.

What is administrative distance?

If IGRP has three paths to a remote network in which each path has an equal metric, what
will happen?

Name the interior IP routing protocols that send the mask with the routing update.

Name the interior routing protocol that sends a routing update on a Cisco router every 30
seconds by default.
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7 Does VLSM require a classful or classless routing protocol, and why?

8 State one of the characteristics of a classful routing protocol.

9 A distance vector routing protocol uses the mechanism of poison reverse—what is this?

10 Name two distance vector routing protocols.

11 Name two link-state IP routing protocols.

12 Describe the mechanism of split horizon.

13 What is the command syntax to empty the Cisco routing table of all its routes?
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14 What does 0.0.0.0 signify in an IP routing table?

15 Whatis the command to show whether a specific network, such as 141.131.6.16, is present
in the routing table?

16 What is the next logical hop in the routing table?

The answers to this quiz are found in Appendix A, “Answers to Quiz Questions.” The suggested
choices for your next step are as follows:

® 2 or less on any quizlet—Review the appropriate sections of the “Foundation Topics”
portion of this chapter, based on Table 4-1. Then move on to the “Foundation Summary”
section, the “Q&A” section, and the “Scenarios” at the end of the chapter.

® 8 or less overall score—Read the entire chapter. This includes the “Foundation Topics”
and “Foundation Summary” sections, the “Q&A” section, and the “Scenarios” at the end
of the chapter.

® 9to 12 overall score—Begin with the “Foundation Summary” section, and then go to the
“Q&A” section and the “Scenarios” at the end of the chapter. If you have trouble with
these exercises, read the appropriate sections in “Foundation Topics.”

® 13 or more overall score—If you want more review on these topics, skip to the
“Foundation Summary” section, and then go to the “Q&A” section and the “Scenarios” at
the end of the chapter. Otherwise, move to the next chapter.
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Foundation Topics

Introduction: What Is a Routing Protocol?

The following case study illustrates some of the common concerns that a small company faces
as it introduces routing into a switched/bridged network. This is a major transition and requires
careful analysis to make the correct decisions regarding the choice of routing protocol as well
as its implementation. This case study illustrates some of these issues with the Mental Merge
company.

Case Study

A small startup company, Mental Merge, the company seen in the last chapter, still has a flat
network. It has deployed several switches and an addressing scheme that divides the network
into logical networks. The company has deployed virtual LANs (VLANSs) in some areas, but it
is not routing between them. On the end stations that need to communicate with servers on
another network, Mental Merge has a problem, and these clients are in the ridiculous situation
of having to physically connect from a system connected to the appropriate network. Those
systems that are on different logical networks, but in the same VLAN the end systems have,
overcome the routing problem by making themselves their own default gateway.

Despite the implementation of VL AN:S, the traffic is increasing, and congestion is beginning to
cause delays.

It is time to purchase routers, to install them, and to turn on routing.

It is important for Mental Merge to understand the routing process to install the routers in the
right place and to ensure that the network addressing is correct. The company also needs to
choose a routing protocol for IP.

This chapter deals with these subjects and considers the network for Mental Merge in the
“Scenarios” section.

What Is a Routing Protocol?

This section covers the definition, purpose, and operation of a routing protocol. It also covers
the difference between a routing and routed protocol. It is necessary to understand the meaning
of a protocol to understand exactly what a routing protocol is trying to achieve.
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The Definition of a Routing Protocol

In simple terms, a protocol is an agreed set of rules that determine how something will operate.

A routing protocol is a set of rules that describes how Layer 3 routing devices will send updates
between each other about the available networks. If more than one path to the remote network
exists, the protocol also determines how the best path or route is selected.

The Purpose of a Routing Protocol

A routing protocol is the mechanism used to update the Layer 3 routing devices. When they all
have the same accurate understanding of the network, they can route the data across the best
path.

How the Routing Protocol Works

Participating routers advertise the routes that they know about to their neighbors in routing
updates. Routes learned from routing updates are held in the routing table.

Routing and Routed

Table 4-2

It is important to distinguish between the datagram and the routing protocol used to determine
the path of the datagram.

The distinction is between the routed and the routing protocol.

The routed protocol is the Layer 3 protocol used to transfer data from one end device to another
across the network. The routed protocol is the Layer 3 datagram that carries the application data
as well as the upper-layer information.

The routing protocol is the protocol used to send updates between the routers about the networks
that exist in the organization, thereby allowing the routing process to determine the path of the
datagram across the network.

Table 4-2 provides a list of routed protocols and their corresponding interior routing protocols.

Routing and Routed Protocols

Routed Protocol Corresponding Interior Routing Protocol’
AppleTalk RTMP, AURP, EIGRP

IPX RIP, NLSP, EIGRP

Vines RTP

DECnet IV DECnet

IP RIPv1, RIPv2, OSPF, IS-IS, IGRP, EIGRP

'IGRP and EIGRP are Cisco Systems proprietary routing protocols.
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The router will reference the routing table and make a decision about forwarding data packets
to the end destination identified in the destination address of the datagram/packet.

Table 4-3 shows the fields that are present in a typical routing table.
Table 4-3 The Routing Table

Network Outgoing Interface Metric Next Logical Hop
140.100.100.0 /24 EO 6 131.108.13.15
140.100.110.0 /24 EO 7 131.108.13.15
140.100.120.0 /24 EO 8 131.108.13.15
140.100.130.0 /24 EO 8 131.108.13.15
166.99.0.0 /16 El 10 131.108.14.11
166.90.0.0 /16 El 11 131.108.14.11
145.0.88.0 /24 SO 3 131.108.10.9

It is useful to look at each field in the routing table to determine the functionality of the table to
the routing process. The next sections cover the following fields of the routing table:

® The Network field

® The Outgoing Interface field
® The Metric field

® The Next Logical Hop field

The Network Field

The Network field contains the networks that the router knows exist in the organization. These
entries either were entered manually as static routes or default routes, or were learned via a
routing protocol as dynamic routes.

The Purpose of the Network Field

When a datagram comes into the router, the routing process attempts to forward it to the remote
network, where it is hoped that it will find the destination host. To achieve this, it must know
that the remote network exists. It determines this by looking in the routing table for the remote
network.
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How the Network Field Is Used

Typically, only the network portion of the address is stored in the table. Using the hierarchical
strength of the addressing keeps the routing table small and the lookup short. The routing
process makes a decision based on the longest match. This ensures that if VLSM has been
deployed, the most specific network is chosen. Cisco IOS code mandates that the longest match
can be a/32 or 255.255.255.255 mask. This is a match based on the full host address and is used
in specific situations such as an OSPF environment. It is not encouraged as a common
configuration because the size of the routing table grows rapidly.

The routes in the table are held in an order that speeds up the lookup process, ensuring that the
routing decision is streamlined.

Later in the chapter, in the section “How the Routing Table Is Kept Current and Correct,” you
will see how the networks are placed in the table and how path selection to a remote network is
chosen.

The Outgoing Interface Field

The Outgoing Interface is the interface on the router to which the routing process sends the
datagram. This is the first step of its journey, the exit point of the router.

The Purpose of the Outgoing Interface Field

It is necessary for the routing process to know which interface queue to use to send the
outbound datagram. It also informs the administrator of the interface through which the
network was heard in the routing update—or, more accurately, the interface through which the
chosen network was heard.

In summary, the outgoing interface field in the routing table indicates the following:
®  Which interface to send the datagram to

®  Which interface the routing update came through

The Metric Field

The metric is a value that is assigned to each path based on the criteria specified in the routing
protocol. The Metric field is used to determine which path to use if there are multiple paths to
the remote network. The metric used depends on the routing protocol.

This value is used to choose between different paths to the same destination network, to select
the best path. If the values are the same, either the router selects the path that it heard first, or it
uses both paths, sending the datagrams across each route.
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Table 4-4

NOTE

It is the responsibility of the end device to reassemble the datagrams before sending them to the
application.

Table 4-4 shows the metrics used by the different routing protocols.

Routing Protocol Metrics

Routing Protocol Metric

RIPv1 Hop count.

IGRP Bandwidth, delay, load, reliability, MTU.

EIGRP Bandwidth, delay, load, reliability, MTU.

OSPF Cost. (The Cisco default states that the cost of an interface is inversely

proportional to the bandwidth of that interface. A higher bandwidth indicates
a lower cost.)

IS-IS Cost.

By default, on a Cisco router, if multiple equal cost paths exist in IP, up to six paths are used in
a round-robin manner to load balance the traffic across the network.

The Next Logical Hop Field

The next logical hop is the destination address of the next forwarding router. The address of the
next logical hop will be on the same subnet as the outgoing interface.

The Purpose of the Next Logical Hop Field

TIP

The purpose of identifying the next logical hop is so that the router can create the Layer 2 frame
with the destination address. The reason that the logical address is stored instead of the MAC
address of the next hop is to ensure that the information is accurate. The MAC address may
change because of changes in the hardware; however, such changes do not affect the logical
address. Also, the router is dealing at Layer 3 and just examines the source address of the
routing update to determine the next hop. The simplicity of this action reduces the need for extra
computation and memory.

It is useful for troubleshooting to remember that the next logical hop address is the address of
the router directly connected to the forwarding router. Therefore, the address of the next logical
hop shares the same subnet as the determining router.
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The following section gives an example of a routing table. In the exam, you may be asked to
interpret the output of the show IP route command, and it is necessary, therefore, to be able to
extrapolate information from this table. The following section does this.

The show ip route Command

Example 4-1

Router# show ip route

This command is used to show the IP routing table on the router. It details the network as known
to the router and its sources for the information (such as the routing protocols). This command
is excellent for troubleshooting configuration errors and understanding how the network is
communicating about its routes.

To see a particular network in the routing table, issue this command:

Router# show ip route network number

Example 4-1 shows the output of this command. Table 4-5 explains how to read this
information.

show ip route Output

Sandose#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, * - candidate default
U - per-user static route, o - ODR
T - traffic engineered route

Gateway of last resort is not set

140.100.0.0/28 is subnetted, 3 subnets

C 140.100.17.192 is directly connected, FastEthernet3/0
C 140.100.17.128 is directly connected, FastEthernet1/0
C 140.100.32.0 is directly connected, Fddi2/0

Bldg_1#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, * - candidate default
U - per-user static route, o - ODR

Gateway of last resort is not set
140.100.0.0/28 is subnetted, 3 subnets

0 140.100.17.192 [110/20] via 140.100.17.129, 00:07:44, Ethernet0
140.100.17.128 is directly connected, Ethernet0

oo

140.100.32.0 [110/11] via 140.100.17.129, 00:07:44, Ethernet@
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Table 4-5

Table 4-5 explains the meaning of the important fields.

Explanation of the show IP route Command That Was Performed on Router Building 1

Field

Explanation

(0}

Indicates the protocol that derived the route. Possible values include the
following:

I—IGRP-derived
R—RIP-derived
O—OSPF-derived
C—Connected
S—Static
E—EGP-derived
B—BGP-derived
i—IS-IS-derived

140.100.17.192

Indicates the address of the remote network.

[110/20]

The first number in the brackets is the administrative distance of the information
source; the second number is the metric for the route.

via 140.100.17.129

Specifies the address of the next router to the remote network.

00:07:44

Specifies the last time that the route was updated in hours:minutes:seconds.

EthernetO

Specifies the interface through which the specified network can be reached.

These commands are useful to verify that the configuration has worked and that the OSPF
network is functioning correctly. In a single-area environment, the full complexity of OSPF
is not engaged. The full strength and complexity of OSPF come to the fore in the design and
configuration of a multiarea network.

How the Routing Table Is Kept Current and Correct

The capability to send traffic from one end of the network to the other depends on how accurate
and current the routing table in every router is within the network. Although all routing
protocols have this written into their mission statements, the more recent routing protocols are
more efficient, so their networks scale more easily. For example, RIP will send out the entire
routing table every 30 seconds, while OSPF updates contain only the change and are sent only
when that change occurs. Although OSPF sends the entire table every 30 minutes after the last
update, this is far less demanding of network resources than the older protocol, RIP.
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The accuracy of the table will be affected by how quickly it responds to changes in the network.
These changes include the following:

® Learning new networks
® Learning a better path to an existing network
® Learning that a network is no longer available
® Learning an alternative route to a network
How each of these changes is achieved depends on the routing protocol.

Emptying the contents of the routing table and thus force the router to learn the information
about the network is very useful in troubleshooting a network.

This command empties all the routes from the table:
Router# clear ip route *
This command removes the specific network from the table:

Router# clear ip route network

Switching Versus Routing

Cisco makes a distinction between the routing function and the switching function of a router.
The difference is simple: Two jobs within a router need to be done to move a datagram from an
incoming interface to the outgoing interface.

The Routing Function

The routing function is responsible for learning the logical topology of the network and then
making decisions based on that knowledge. The decisions determine whether the incoming
datagram can be routed and, if so, how.

The decisions include these:
® Is the protocol stack configured on the router?
® Is there an entry for the remote network in the routing table?
® Is there a default network configured?
® s the network reachable?
®  Which is the best path to that remote network?
®  Are there equal-cost multiple paths?

® To which outgoing interface(s) should the datagram(s) be queued?
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The Switching Function

TIP

The switching function is concerned with moving data across the router. It is responsible for
forwarding the datagram. Switching takes over after the routing decisions have been made.
Although the router has lookups to make, the few decisions that need to be made are performed
in hardware. Therefore, this function is very fast.

The switching function does the following:
® Checks the incoming frame for validity
® Checks whether the frame is addressed (at Layer 2) to the router
®  Checks whether the frame is within the scope of the framing criteria (too big or too small)
® Checks whether the frame passes CRC

® Strips the Layer 2 header and trailer from the frame, and checks the destination address
against the cache entries

® Creates the appropriate frame header and trailer (if there is an entry in cache for the
destination address), and forwards the frame to the outbound interface queue

Please note that the preceding section refers to the internals of the IOS, which is extremely
complex. It has been described at the level required by the Routing exam. If live networks are
to be designed and configured, it would be wise to understand in more depth some of the issues
concerning caching and the placement of access lists. This information is readily available on
the Cisco web page.

Functionality is broken into two components to ensure that the process is as fast as possible.
After the routing decisions are made, the Cisco router caches the result, allowing subsequent
datagrams to be switched.

The Routing/Switching Relationship in a Cisco Router

A packet transiting the router is accepted into the router if the frame header (of the frame in
which the packet resides) contains the Layer 2 address of one of the router’s interfaces. If
properly addressed, after the framing is checked, the frame and its content (the packet) are
buffered, pending further processing. The buffering occurs in main memory or some other
specialized memory location.

If the source and destination Layer 3 address of the datagram have not been seen by this router
before, the datagram will be process switched (routed). This involves the following actions:

1 When a datagram is to be forwarded, a process initiates a lookup in this routing table and
a decision about how the datagram should be forwarded.
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2 The packet is then encapsulated.

3 If fast switching is enabled, the packet is then examined again, and an entry is put into a
route cache. The entry in this cache consists of the following:

— An IP prefix
— The output interface
— The link-layer header to be used in forwarding the packet

On subsequent packets, if the IP destination matches a prefix found in the route cache, the
packet is forwarded using this information. The routing function is not disturbed, nor are the
CPU cycles required to feed this monster expended.

The type of route cache used depends on the hardware used. The caches available are called fast
switching, autonomous switching, silicon switching, and Cisco Express Forwarding (CEF). If
CEF switching is used, then the story changes again. With CEF switching, each card runs its
own copy of the express forwarding and has its own copy of a forwarding information base
(FIB). In the event of a routing change, this new entry is forwarded by the CPU to each separate
line card.

Types of Routing Protocols

Although the switching and routing functions within the router are set, there are many
differences to be seen among the different routing protocols.

The routing protocols are essentially applications on the router. Their purpose is to ensure the
correct and timely exchange of information about the network between the routers so that the
routers can successfully perform the routing and switching functions described previously.

IP routing protocols can be divided into several distinct groups. The first is the difference
between protocols that send the mask in the updates and the older protocols that do not. These
are labeled classless and classful protocols, respectively.

Classful and Classless Routing Protocols

Classful routing protocols do not carry the subnet or routing mask in the update. The older
distance vector protocols tend to be classful. This incapability to carry the subnetting
information leads to design constraints in the IP network.

Classful Routing

Classful IP routing protocols include RIPv1 and IGRP. The characteristics of a classful routing
protocol are listed here:

® Summarization occurs at the network boundary.
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NOTE

Routes exchanged between foreign networks are summarized to the NIC number network
boundary.

Within the same network (NIC number), subnet routes are exchanged by routers, without
the mask.

The subnet mask is assumed to be consistent for a NIC number used within a network, so
all router interfaces must share the subnet mask for interfaces in the same NIC network.

The utilization of address space may be inefficient.

VLSM is not possible within the network.

Classless Routing

Classless routing protocols were designed to overcome the constraints listed previously. The
routing protocols that can do this are OSPF, EIGRP, RIPv2, IS-IS, and BGP.

The characteristics of a classless routing protocol are listed here:

Router interfaces within the same network can have different subnet masks (VLSM).

Some of the classless routing protocols, including BGP-4 and RIP v2, support the use of
classless interdomain routing (CIDR).

Some routes can be summarized within the major NIC number. This is done manually.

BGP-4 and EIGRP summarizes at the network boundary automatically. Summarization within
the NIC number boundary must be configured manually.

The distinctions of classless and classful are important between routing protocols. Another
important distinction is based on the technology that they employ.

IP routing protocols use two main technologies: link-state and distance vector technologies.
These are discussed next.

Distance Vector and Link-State Routing Protocols

Distance vector protocols are the earliest protocols, and they include RIPv1 and IGRP. These
protocols are classful protocols, but RIPv2 and EIGRP are examples of classless routing
protocols.
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Distance vector protocols were designed for small networks. As the networks started to expand,
enhancements were made to the distance vector protocols (RIPv2 and IGRP). At the same time,
link-state protocols such as OSPF were introduced

Distance Vector Routing Protocols

Distance vector protocols send periodic updates. These updates are sent to directly connected
neighbors. The update is periodic because it waits for the timer to expire before it sends an
update. After receiving a neighbor’s routing table, the router updates its table and sends the
modified table in subsequent updates. This is the reason that distance vector routing protocols
are said to be “routing by rumor.”

The purpose of the protocol is to provide accurate, loop-free information to the routers. The
update affects the entire routing table, excluding those networks that were learned through the
interface through which the update is being sent. This is in accordance to the split horizon rule;
this reduces network overhead and also prevents information from traveling in circles through
the network, which can create routing loops.

To prevent routing loops, distance vector routing protocols employ the following techniques,
which are described in more depth in the section on RIPv1:

®  Split horizon

® Count to infinity
® Poison reverse

® Hold-down

® Triggered updates

® Aging of routes from the routing table

NOTE Although EIGRP is defined by Cisco as an advanced distance vector routing protocol, it has
adopted some of the link-state characteristics in favor of the distance vector solution. It does not
use either count to infinity or hold-down timers.

The Distance Vector Routing Metrics

The metric used by distance vector protocols is often stated as being distance measured in the
number of hand-off points or hops (routers) encountered on the way to the end device. Cisco
defines IGRP and EIGRP as distance vector routing protocols. This muddies the original
definition because IGRP and EIGRP use a composite and complex metric.
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The path selection is made using the Bellman Ford algorithm based on the metric or value of
each available path. RFC 1058 discusses this in depth in reference to RIPv1. EIGRP, however,

uses a proprietary algorithm called Diffusing Update Algorithm (DUAL).

TIP

If you are asked a question on distance vector metrics, it may be wise to use the original

definition of hop count because IGRP and EIGRP are proprietary protocols. Cisco also uses the
original definition in its documentation.

Link-State Routing Protocols

A link-state routing protocol is a sophisticated protocol dedicated to maintaining loop-free,
accurate tables. It does not send the entire routing table via broadcasts every 30 seconds, as
the original distance vector protocols (such as RIPv1) did, but it instead utilizes multicast
addressing and incremental updates. Some routing protocols may be sent updates every

30 minutes (not 30 seconds) in addition to the incremental ones. Table 4-6 is a summary of
IP routing protocols and the update timers.

Table 4-6 A Summary of IP Routing Protocols and the Update Timers

Protocol Update Timer Technology

RIPv1 Every 30 seconds, for entire routing table. Distance vector.

OSPF Incremental, with only the network change. Link state.

However, 30 minutes after the last update
was received, a compressed version of the
table is propagated.

EIGRP Incremental updates, with network change Advanced distance vector.

only.

IGRP Updates every 90 seconds, with incremental Distance vector.

updates as needed.

BGP-4 Incremental, with only the network change. Path vector (an exterior routing
protocol). The term refers to the list of
autonomous system numbers that are
carried in the BGP-4 updates, and the
vector indicates the direction to send
the traffic to find the path to a remote
network.

IS-IS Incremental, with only the network change. Link state.

However, approximately 15 minutes after the

last update was received, a compressed version

of the table is propagated.
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The Meaning of Link State

As with a distance vector router, information is exchanged only with its directly connected
neighbor. Unlike distance vector protocols, the information concerns only the local links (not
the routes) connected to the router, and these links are propagated, unchanged, to every other
router in the network. Therefore, every router has the same image of the network, created from
the original updates from every other router in the network.

The purpose of link-state routers is to reduce the network overhead of the routing updates that
are both current and thus accurate, allowing it to scale to large networks.

Sending an update about links is more efficient than sending data about routes because one link
may effect many routes. Sending the links allows the routers to compute the routes that may be
affected. The resources used are router CPU rather than network bandwidth.

Learning About the Network

A link-state routing protocol develops a relationship with an adjacent router, one that is on the
same physical network. The two also must have the same subnet mask and have the same hello
timers. The routing protocol develops and maintains the relationship by sending a simple
message across the medium. When another router replies, it is identified as a neighbor for the
routing process. This neighbor relationship is maintained as long as the simple message (Hello
protocol) is received. Because the neighbor relationship is continuous, information can be
exchanged between the routing processes quickly and efficiently. Therefore, changes in the
network are realized very quickly.

Link-state routing protocols are used in larger networks because the method that they use to
update the routing tables requires fewer network resources.

Learning About a Change in the Network

A router knows very quickly whether the neighbor, which may also be the next logical hop, is
dead because the router no longer receives Hello protocol messages.

The routing process sends out a message immediately when it identifies a problem, without
waiting for the update timer to expire. This is known as an incremental update. The update
contains only the relevant information. The router also remains silent if there is no change in
the network.

The incremental update improves convergence time and also reduces the amount of information
that needs to be sent across the network. The network overhead on the physical media is eased,
and the potential throughput of the network is improved.
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Updating Local Network Tables

A link-state protocol holds a topology map of the network and can easily update the map and
routing table database, via the incremental updates. In OSPF, these are called link-state
advertisements (LSAs). After an update is received and forwarded, the router will compute a
new topology map and, from this, a new path. It uses the Dijkstra algorithm to achieve this new
understanding of the network.

Path Selection

The metric that is used is stated as cost, although many vendors supply a default that may be
overridden manually. This is true of Cisco’s implementation of OSPF, which uses bandwidth
and delay as its default.

Examples of link-state routing protocols for IP are OSPF and IS-IS.

Another distinction that needs to be made between routing protocols is the difference between
interior and exterior protocols. Interior protocols are those that update routers within an
organization. Exterior protocols are those that update routers that connect different
organizations to each other or to the Internet.

Interior and Exterior Routing Protocols

Routing protocols that operate within an organization are referred to as interior routing
protocols (for example, RIPv1, IGRP, EIGRP, OSPF, and IS-IS).

Interior Routing Protocols

The boundaries of the organization are defined as the autonomous system. The unique number
assigned to the autonomous system then identifies the organization. The autonomous system
number may be viewed as another layer of hierarchy in the IP addressing scheme because the
number can represent a collection of NIC numbers.

Exterior Routing Protocols

Routing protocols that exchange routing information between organizations are known as
exterior routing protocols. Exterior routing protocols are highly complex. The complexity
arises from the need to determine policies between different organizations. Border Gateway
Protocol Version 4 (BGP-4) is an example of an exterior gateway protocol.
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NOTE This next section deals briefly with an older distance vector routing protocol, RIP; an improved
distance vector routing protocol, IGRP; and a link-state routing protocol, OSPF. RIPv1 and
IGRP are discussed here because they are not dealt with in the subsequent chapters. Although
OSPF is dealt with in greater detail in the following chapters, it lends an interesting contrast to
the two distance vector protocols.

RIP Version 1

Routing Information Protocol version 1 (RIPv1) is a simple routing protocol and, as such,
works well in a small environment. As a distance vector routing protocol, it sends updates every
30 seconds. These updates comprise the entire routing table.

RIPv1 will support the following:

Count to infinity—A router advertising networks heard from a neighboring router back
to the same neighboring router could create a loop. In repeating networks to the router that
informed the routing table, when a network goes down, each router may believe that there
is an existing path through its neighbor. This problem is limited because each router
increments the hop count before it sends out the update. When the hop count reaches 16,
the network is rejected as unreachable because the diameter of a RIPv1 network cannot
be greater than 15. This is called counting to infinity, where infinity equals 16. Although
the liability is controlled, it will still slow convergence of the network.

Split horizon—This is a mechanism to prevent loops and, thereby, the necessity of count
to infinity. The routing process will not send networks learned through an interface in an
update out that interface. It will not repeat information to the router that told of the
networks.

Split horizon with poison reverse—Split horizon on its own may not prevent loops.
Poison reverse includes all the networks that have been learned from the neighbor, but it
sets the metric to infinity (16). By changing the metric value to 16, the networks are
reported to be unreachable. It acknowledges the network but denies a valid path. Although
this increases network overhead by increasing the update size, it can prevent loops.

Holddown—After deciding that a network in the routing table is no longer valid, the
routing process waits for three routing updates (by default) before it believes a routing
update with a less-favorable metric. Again, this is to prevent routing loops from generating
false information throughout the network.

Triggered updates—As soon as a routing process changes a metric for a network in its
routing table, it sends an update. This informs the other routers immediately. If there is a
problem in the network, all the affected routers go into holddown immediately instead of
waiting for the periodic timer. This increases convergence and helps prevent loops.
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® Load balancing—If the routing process sees multiple paths of equal cost to a remote
network, it distributes the routed (datagram) traffic evenly among the paths. It will allocate
datagrams to the different paths on a round-robin basis.

WARNING Because the metric used is hop count, one path may become saturated. A 56-kbps line and a

IGRP

NOTE

100-Mbps Fast Ethernet line may both offer paths of equal hop count; dividing the user traffic
between them, but, may not optimize the bandwidth of the network.

Cisco has implemented all the preceding options, which are defined in RFC 1058.

RIPv1 is useful in small networks and is distributed with Berkeley Standard Distribution
(BSD), which makes it widely available. It may not be suitable for large environments,
however, because the protocol was never designed with the expectation of being used in huge
organizations.

As the network grows, problems will be seen with applications timing out and congestion
occurring on the network as the routers fail to adapt quickly to changes. When there has been a
change in the network, the time that it takes for every router to register that change is known as
the convergence time. The longer this timer takes, the greater the likelihood of problems on the
network. Therefore, it is necessary either to contain the growth of the network or to use a
routing protocol that scales to a larger size. OSPF is designed to scale and has the added
advantage of being defined by the Internet Engineering Task Force (IETF), making it an
industry standard in the public domain.

IGRP is a distance vector routing protocol created by Cisco Systems in the mid-1980s. It is a
distance vector routing protocol, but because it is proprietary, it has the advantage of being
capable of improving many of the elements seen in RIPv1, including incremental updates,
fewer network resources to maintain the routing protocol, a more complex and efficient metric,
and no limitation in diameter of the network because of hop count.

Although IGRP can streamline its operation because it does not have to be all things to all
people, it can be implemented only on Cisco routers. It is very efficient at sharing its
information with other routing protocols, using redistribution.

It is unlikely that there will be direct questions on either RIPv1 or IGRP. There will be questions
on the distance vector and link-state protocols. RIPv1 and IGRP are discussed here only as
illustrations of distance vector protocols.
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OSPF

NOTE

IGRP has the following characteristics of a distance vector routing protocol:
® Periodic updates
® Broadcasting updates
® Full routing table updates
® Count to infinity
® Split horizon
® Triggered updates with route poisoning
® Load balancing on equal paths (up to four, by default)
® Bellman Ford routing algorithm
It differs from RIPv1 in the following ways:

® The metric is a composite calculated from bandwidth, delay, loading, reliability, and

MTU. In fact, although MTU was originally designed as part of the metric, it is tracked

but not used in the calculation. It is possible to configure the use of all the calculated

elements of the metric. If these are not configured, the system will use bandwidth and

delay by default.

® The hop count is 100, configurable to 255 (although this is not used as a metric, but to age

out datagrams).
® The update timer is set by default to 90 seconds (three times that of RIPv1).
® Unequal load sharing occurs on multiple paths.

® A more efficient packet structure is used.

® Autonomous systems (AS) are used to allow multiple processes within a routing domain,

which allows the network to scale.

OSPF is dealt with in great depth in the following chapter. It is considered here so that general

comparisons may be made between the array of different IP routing protocols and the
technologies underlying them. Unfortunately, this means that there may be some level of

repetition between the chapters. Subheadings have been carefully worded so that the reader can

read relevant information in context while avoiding repetition.
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OSPF is an improvement on RIPv1 for large networks because of the following reasons:

It utilizes bandwidth more efficiently, sending incremental updates.

The updates are not broadcast as in RIPv1 but are directed to multicast addresses
224.0.0.5 and 224.0.0.6.

It propagates changes in the network more quickly, with incremental updates and
neighbor relationships.

It is not limited in size by a maximum hop count of 15.
It allows for variation in network size throughout the organization, using VLSM.
It has security options defined in the MDS5 specification.

The metric may be defined manually, allowing for greater sophistication in the path
determination.

Itis more responsive to network changes, is flexible in network addressing and design, and
scales to a larger size.

The following sections discuss these key points in detail.

Key Attributes of OSPF

OSPF is designed to offer the greatest flexibility for every situation. As an open standard, it is
required to offer interoperability in conjunction with this flexibility, while allowing the network
to grow. These requirements make OSPF a highly complex routing protocol.

To understand this complexity, it is useful to identify the main characteristics of OSPF. These
key attributes of OSPF include the following:

Maintaining a connection-oriented relationship with other routers on the same physical
segment. These are known as adjacent neighbors. This is a TCP connection maintained
by keepalives.

Sending the minimum amount of information in an incremental update when there has
been a change in the network. This allows for fast network convergence.

Adding another level of hierarchy to the IP address, by designing networks into areas.
Using VLSM and summarization.

Assigning specific functionality to different routers to streamline the process of
communication change in the network.

Operating within an organization as an interior routing protocol.
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Path Selection Between Routing Protocols

NOTE

Clearly there are many IP routing protocols from which to choose. It is better if a single routing
protocol can be chosen because this gives a consistency that relates directly to the strength of
the network. It complicates the network to have more than a single routing protocol attempting
to perform the same job. The routing table, in particular, sometimes deals with confusion in how
to select one path to place into the routing table.

When more than one routing protocol is running on the router, the routing process must make
a decision to have one entry per network in the routing table. The choice cannot be based on the
metric because metrics differ between protocols. Instead, another method, called administrative
distance, was devised to solve the problem.

When it is necessary to have more than one routing protocol within an organization,
redistribution is configured. However, the router that is responsible for redistribution will have
more than one routing protocol informing the routing table.

Administrative Distance

The administrative distance will select one path to enter the routing table from several paths
offered by multiple routing protocols.

In Figure 4-2, for example, both RIP and EIGRP have paths to the network 140.100.6.0. RIP is
offering a metric of 2 hops, and EIGRP is tendering a metric of 768. Without redistribution, no
conversion or choice is possible because there is no similar criteria for distinguishing the two
paths. Therefore, the metric is ignored, and the administrative distance is used to make the
selection.

In Figure 4-2, despite the speed of Frame Relay being set at 56 kbps as opposed to the 100 Mbps
of FDDI, Router D would select the Frame Relay path based on administrative distance. In this
case, manually configuring the administrative distance on Router D would be advisable.

Administrative distance is a rather arbitrary set of values placed on the different sources of
routing information. The defaults can be changed, but care should be taken when subverting the
natural path selection, and any manual configuration must be done with careful reference to the
network design of the organization and its traffic flow.

Administrative distance reflects the preferred choice. The defaults are listed in Table 4-7.
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Figure 4-2  Path Selection Using Administrative Distance
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Table 4-7 Default Administrative Distance

Routing Source Administrative Distance

Connected interface or static route that identifies 0
the outgoing interface rather than the next logical hop

Static route 1
EIGRP summary route 5
External BGP 20
EIGRP 90
IGRP 100
OSPF 110
RIP 120
External EIGRP 170
Internal BGP 200

An unknown network 255 or infinity
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The administrative distance can be manually configured. The reason for manually configuring
the administrative distance for a protocol such as EIGRP is that it may have a less desirable path
compared to one offered by another protocol such as RIP, which has a higher default AD.

Because the administrative distance is looked at with total disregard of the metrics, however,
the EIGRP path will be selected. The other reason is that a directly connected network, which
has precedence, is being used as a backup link for redundancy because the directly connected
network is not used on a daily basis. Backup links for redundancy are often implemented on
serial connections where the network charges are based on usage. This design is called a
floating static route.

Convergence

Convergence occurs when all the routers in the routing domain agree on the routes that are
available. Convergence time is the time that it takes for every router’s routing table to
synchronize after there has been a change in the network topology.

It is important to ensure that the time taken is as short as possible because while the routers
disagree on the available networks, they cannot route data correctly or efficiently.

Each routing protocol has chosen a different method of updating the routing table. This affects
convergence time. Some new concepts are introduced in the following comparison in protocol
convergence methods. This is simply to show the relative merits of each approach. The concepts
are explained in depth in the chapters that concentrate on the specific protocols. The terms
shown in italics are defined in the glossary at the end of this chapter, as well as in the final
glossary at the end of the book.

RIPv1 Convergence
The steps for RIPv1 convergence are as follows:
Step1  When the local router sees a connected route disappear, it sends a

flash update and removes the route entry from its table. This is
called a triggered update with poison reverse.

Step2  The receiving routers send flash updates and put the affected route
in holddown.

Step 3  The originating router queries its neighbor for alternative routes.
If the neighbor has an alternative route, it is sent; otherwise, the
poisoned route is sent.

Step 4  The originating router installs the best alternative route that it
hears because it has purged the original routes.

Step5  Routers that are in holddown ignore the alternative route.
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Step 6

Step 7

IGRP Convergence

When the other routers emerge from holddown, they will accept
the alternative route.

Convergence takes the time for detection, plus holddown, plus the
number of routing updates (equal to the hop-count diameter of the
network). This could take a long time.

The steps for IGRP convergence are as follows:

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

EIGRP Convergence

When the local router sees a connected route disappear, it sends a
flash update and removes the route entry from its table. This is
called a triggered update with poison reverse.

The receiving routers send flash updates and put the affected route
in holddown.

The originating router queries its neighbor for alternative routes.
If the neighbor has an alternative route, it is sent; otherwise, the
poisoned route is sent.

The originating router installs the best alternative route that it
hears because it has purged the original routes. It sends a new flash
update. This is either the routing table, with or without the
network available, stating the higher metric.

Routers that are in holddown ignore the alternative route.

When the routers come out of holddown, they accept the
alternative route.

When the other routers emerge from holddown, they will accept
the alternative route.

Convergence takes the time for detection, plus holddown, plus the
number of routing updates (equal to the hop-count diameter of the
network). Because the update timer is 90 seconds, this could take
a very long time.

The steps for EIGRP convergence are as follows:

Step 1

Step 2

When the local router sees a connected route disappear, it checks
the topology table for a feasible successor.

If no feasible successor exists, it moves into active state.
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Step3  The originating router queries its neighbor for alternative routes,
the receiving router acknowledges.

Step 4 If an alternative exists, it is sent.

Step 5  If the router receives an acceptable successor, it adds the route to
the table.

Step 6 A flash update of the path with the higher metric is sent out.
Step7  Updates are acknowledged.

Convergence is very quick because it is the detection time, plus query, reply, and update time.
If there is a feasible successor, then convergence is almost instantaneous.

OSPF Convergence
The steps for OSPF convergence are as follows:
Step 1 When a router detects a link failure, an LSA is sent to its

neighbors. If the router is on a multiaccess link, then the update is
sent to the DR and BDR, not to all neighbors.

Step2  The path is removed from the originating router’s tables.

Step3  On receipt of the LSA, all routers update the topology table and
flood the LSA out its interfaces.

Step4  The Dijkstra algorithm is run to rebuild the routing table.

Convergence is detection time, plus LSA flooding, plus 5 seconds before computing the
topology table. This comes to a few seconds. If convergence is deemed to be the topology table
being updated, this could take longer.

Conclusion

This chapter reviewed IP routing protocols. It has shown how to untangle the various categories
of routing protocols, how to analyze the IP routing table, and how to understand how routing
decisions are made.

This information is crucial to the Routing exam because it is essentially an exam on IP routing.
This chapter is a foundation to the other chapters, which deal in depth with particular
technologies.
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Foundation Summary

Table 4-8

Table 4-9

The “Foundation Summary” is a collection of quick reference information that provides a
convenient review of many key concepts in this chapter. For those of you who already feel
comfortable with the topics in this chapter, this summary will help you recall a few details. For
those of you who just read this chapter, this review should help solidify some key facts. For any
of you doing your final preparations before the exam, these tables and figures will be a
convenient way to review the day before the exam.

Table 4-8 shows the metrics used by the IP routing protocols.

Routing Protocol Metrics

Routing Protocol Metric

RIPv1 Hop count.

IGRP Bandwidth, delay, load, reliability, MTU.

EIGRP Bandwidth, delay, load, reliability, MTU.

OSPF Cost. (The Cisco default states that the cost of an interface is inversely

proportional to the bandwidth of that interface. A higher bandwidth indicates
a lower cost.)

IS-IS Cost.

Table 4-9 explains how to read the information in the routing table, as explained in the show ip
route command.

Explanation of the show ip route Command

Code Protocol That Derived the Route

I IGRP.

D EIGRP.

EX External EIGRP.
R RIP.

C Connected.

S Static.

E EGP.

B BGP.

I IS-IS.

L1 IS-IS level 1.

L2 IS-IS level 2.
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Table 4-9

Table 4-10

Explanation of the show ip route Command (Continued)

Code Protocol That Derived the Route

M

Mobile.

Per-user static route.

ODR.

Traffic-engineered route.

U
(6]
T
(6]

OSPF networks from within the same area as the router. These are networks learned from
router and network LSAs.

IA

OSPF interarea. This is sent out by the ABRs and is created from the summary link LSA (type
3 and type 4). These routes will not be seen on a router within a totally stubby area because it
will not receive LSAs external to the area.

N1 OSPF NSSA external type 1.

N2 OSPF NSSA external type 2.

El OSPF external type 1. These routes are generated by the ASBR and show routes that are
external to the autonomous system. The cost of this external route is the summarization of the
external cost, plus the cost of the path to the ASBR. These routes will not be seen in a stub or

totally stubby area.

E2 OSPF external type 2. These routes do not take into account the cost of the path to the ASBR.

They consider only the external cost.

Table 4-10 summarizes the major differences between distance vector routing protocols and

link-state routing protocols.

Distance Vector Routing Protocols Versus Link-State Routing Protocols

Distance Vector

Link-State

Sends its entire routing table at periodic intervals
out of all interfaces (typically, this is based in
seconds). It will also send triggered updates to
reflect changes in the network.

Sends incremental updates when a change is
detected. OSPF will send summary information
every 30 minutes, regardless of whether
incremental updates have been sent in that time.

Typically involves updates sent using a broadcast
address to everyone on the link.

Typically involves updates sent to those routers
participating in the routing protocol domain, via a
multicast address.

Uses a metric based on how distant the remote
network is to the router. (IGRP does not conform
to this as a proprietary solution.)

Is capable of using a complex metric, referred to
by OSPF as cost.

Has knowledge of the network based on
information learned from its neighbors.

Has knowledge of the network based on
information learned from every router in the area.

continues
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Table 4-10

Table 4-11

Distance Vector Routing Protocols Versus Link-State Routing Protocols (Continued)

Distance Vector

Link-State

Includes a routing table that is a database viewed
from the perspective of each router.

Has a topological database that is the same for
every router in the area. The routing table that is
built from this database is unique to each router.

Uses Bellman Ford algorithm for calculating the
best path.

Uses the Dijkstra algorithm.

Does not consume many router resources, but is
heavy in the use of network resources.

Uses many router resources, but is relatively low
in its demand for network resources.

Maintains one domain in which all the routes are
known.

Has a hierarchical design of areas that allow for
summarization and growth.

Is not restricted by addressing scheme.

For effective use, the addressing scheme should
reflect the hierarchical design of the network.

Involves slower convergence because information
of changes must come from the entire network
(but indirectly). Each routing table on every
intervening router must be updated before the
changes reach the remote end of the network.

Involves quicker convergence because the update
is flooded immediately throughout the network.

Table 4-11 summarizes the differences between RIPv1 and OSPF. Because RIPv1 is a distance

vector routing protocol and OSPF is a link-state routing protocol, you will find it helpful to keep

in mind the information in Table 4-10.
RIPv1 Versus OSPF

RIPv1

OSPF

Is a simple protocol to design, configure, and
maintain.

Is a complex protocol to design and, in some
instances, to configure and maintain.

Does not require a hierarchical addressing
scheme.

If full benefits of the protocol are to be harnessed,
should use a hierarchical IP addressing scheme.

Does not pass the subnet mask in the routing
update, and therefore is not capable of classless
routing or VLSM.

Carries the mask in the update, and therefore can
implement VLSM, summarization, and classless
routing.

Is limited to a 15-hop diameter network.

Is unlimited in the diameter of the network,
although it is suggested that an area not exceed
more that 50 networks.

Does not acknowledge routing updates; just
repeats them periodically (every 30 seconds).

Acknowledges updates.

Has a routing table that is sent out of every
interface every 30 seconds (by default).

Involves updates sent as required (when changes
are seen) and every 30 minutes after no change
has been seen.
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Table 4-11 RIPv1 Versus OSPF (Continued)

RIPv1 OSPF

Can transmit information about the network in Has protocols for discovering neighbors and
two messages: the routing update and the forming adjacencies, as well as protocols for
triggered update. sending updates through the network. These

protocols alone add up to nine message types.

Uses hop count as a metric, the number of routers ~ Uses cost as a metric. Cost is not stated in the
to process the data. RFCs, but it has the capacity to be a complex
calculation, as seen in Cisco’s implementation.

Table 4-12 summarizes default administrative distances.

Table 4-12  Default Administrative Distance

Administrative

Routing Source Distance
Connected interface or static route that identifies the outgoing 0
interface rather than the next logical hop

Static route 1
EIGRP summary route 5
External BGP 20
EIGRP 90
IGRP 100
OSPF 110
RIP 120
External EIGRP 170
Internal BGP 200

An unknown network

255 or infinity

Chapter Glossary

This glossary provides an official Cisco definition for key words and terms introduced in this
chapter. I have supplied my own definition for terms that the Cisco glossary does not contain.
The words listed here are identified in the text by italics. A complete glossary, including all the
chapter terms and additional terms, can be found in Appendix C, “Glossary.”

adjacent neighbors—A neighbor is a router that is directly connected to another router. They
must also have same mask and hello parameters. An adjacent router is a router that has

exchanged routing information with its neighbor.
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area—A logical set of network segments and their attached devices. Areas are usually connected
to other areas via routers, making up a single autonomous system. See also AS. Used in DECnet,
IS-IS, and OSPF.

autonomous switching—Feature on Cisco routers that provides faster packet processing by
allowing the ciscoBus to switch packets independently without interrupting the system
processor.

autonomous system—A collection of networks under a common administration sharing a
common routing strategy. Autonomous systems may be subdivided into areas.

Berkeley Standard Distribution (BSD)—Term used to describe any of a variety of UNIX-
type operating systems based on the UC Berkeley BSD operating system.

Cisco Express Forwarding (CEF)—Advanced, Layer 3 IP switching technology. CEF
optimizes network performance and scalability for networks with large and dynamic traffic
patterns, such as the Internet, on networks characterized by intensive web-based applications
or interactive sessions.

classful routing protocol—A protocol that does not carry the subnet mask. A distance vector
routing protocol that will not allow VLSM or route summarization.

classless routing protocol—A routing protocol that carries the subnet mask in the routing
update. This allows the implementation of VLSM and summarization.

convergence—Speed and capability of a group of internetworking devices running a specific
routing protocol to agree on the topology of an internetwork after a change in that topology.

count to infinity—Problem that can occur in routing algorithms that are slow to converge, in
which routers continuously increment the hop count to particular networks. Typically, some
arbitrary hop count limit is imposed to prevent this problem.

default routes—A route that should be used if the destination network is not present in the
routing table.

Diffusing Update Algorithm (DUAL)—A convergence algorithm used in Enhanced IGRP
that provides loop-free operation at every instant throughout a route computation. This allows
routers involved in a topology change to synchronize at the same time, while not involving
routers that are unaffected by the change.

Dijkstra algorithm—Routing algorithm that iterates on length of path to determine a shortest-
path spanning tree. Commonly used in link-state routing algorithms. Sometimes called shortest
path first algorithm.

distance vector routing protocol—Class of routing algorithms that iterate on the number of
hops in a route to find a shortest-path spanning tree. Distance vector routing algorithms call for
each router to send its entire routing table in each update, but only to its neighbors. Distance
vector routing algorithms can be prone to routing loops but are computationally simpler than
link-state routing algorithms. These routing protocols also use the Bellman-Ford routing
algorithm.
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dynamic routes—Automatic rerouting of traffic based on sensing and analyzing current actual
network conditions, not including cases of routing decisions taken on predefined information.

exterior routing—A routing protocol used to exchange information between autonomous
systems or organizations, used to connect organizations into the Internet. BGP and EGP are
examples of exterior routing protocols.

fast switching—A cache in the Cisco router that contains routing decisions. After the routing
decision for a packet has been made, it can be cached in any one of a variety of caches. This
means that the forwarding of traffic through the router is greatly enhanced.

feasible successor—A term used by EIGRP to describe a next-hop router that has a path to the
remote network that EIGRP considers a viable route.

flash update—A routing update sent asynchronously in response to a change in the network
topology. If there is a change in the metric, the update is sent immediately without waiting for
the update timer to expire. Sometimes known as triggered updates.

floating static route—A route that has been manually configured. Manually configured routes
will be chosen as the routing path first. A floating static route is a route that, although manually
configured, has been identified as a route to choose only if the dynamically learned routes fail.
These routes need to have a higher administrative distance than the routing protocol that you
are using.

flooding—A traffic-passing technique used by switches and bridges in which traffic received
on an interface is sent out to all the interfaces of that device, except the interface on which the
information was originally received.

incremental update—A routing update that is sent only when there is a change in the topology,
not periodically when a timer expires.

interior routing protocol—A routing protocol used to route information between routers
within an autonomous system or organization.

link-state advertisement (LSA)—Broadcast packet used by link-state protocols that contains
information about neighbors and path costs. LSAs are used by the receiving routers to maintain
their routing tables.

link-state routing algorithm—A routing algorithm in which each router broadcasts or
multicasts information regarding the cost of reaching each of its neighbors to all nodes in the
internetwork. Compare with distance vector routing protocol.

neighbor—In OSPF or EIGRP, two routers that have interfaces to a common network.

poison reverse—Routing updates that specifically indicate that a network or subnet is
unreachable, rather than implying that a network is unreachable by not including it in updates.

redistribution—Allowing routing information discovered through one routing protocol to be
distributed in the update messages of another routing protocol. This is sometimes called route
redistribution.



190 Chapter 4: IP Routing Principles

routed protocol—Protocol that can be routed by a router. A router must be capable of
interpreting the logical internetwork as specified by that routed protocol. Examples of routed
protocols include AppleTalk, DECnet, and IP.

routing function—Process of finding a path to a destination host. Routing is very complex in
large networks because of the many potential intermediate destinations that a packet might
traverse before reaching its destination host.

routing loop—A loop in which the routing information is fed back to the originating router as
if from another router. This often happens when redistribution is configured. It can lead to
confusion in the network because when the originating router loses the route, it may well
believe that there is an alternative path.

routing protocol—Protocol that accomplishes routing through the implementation of a
specific routing algorithm. Examples of routing protocols include IGRP, OSPF, and RIP.

routing table—Table stored in a router or some other internetworking device that keeps track
of routes to particular network destinations and, in some cases, metrics associated with those
routes.

silicon switching—Switching based on the Silicon Switch Engine (SSE), which allows the
processing of packets independent of the Silicon Switch Processor (SSP) system processor.
Silicon switching provides high-speed, dedicated packet switching.

split horizon rules—Routing technique in which information about routes is prevented from
exiting the router interface through which that information was received. Split-horizon updates
are useful in preventing routing loops.

static route—A route that is explicitly configured and entered into the routing table.
switching function—Forwarding packets from an inbound interface to an outbound interface.

topology table—Used by EIGRP and OSPF, the table that records all the routes in the network
before determining which will be entered into the routing table.

triggered update—See flash update.
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Q&A

The following questions test your understanding of the topics covered in this chapter. The final
questions in this section repeat of the opening “Do I Know This Already?” questions. These are
repeated to enable you to test your progress. After you have answered the questions, find the
answers in Appendix A. If you get an answer wrong, review the answer and ensure that you
understand the reason for your mistake. If you are confused by the answer, refer to the
appropriate text in the chapter to review the concepts.

1 Name one routing protocol that sends periodic updates.

2 What is an incremental update, and how often is it sent out?

3 What is the routing algorithm used in OSPF?

4 State one method by which a link-state routing protocol attempts to reduce the network
overhead.

5 Distance vector routing protocols naturally summarize at which boundary?
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6 Which routing protocol technology uses the Bellman Ford algorithm?

7 Give three reasons why RIPv1 has problems with working in a large network.

8 What is the Dijkstra algorithm used for?

9 What is the destination address of the distance vector periodic update?

10 State one major difference between a classful and classless routing protocol.

11 In the routing table, a field indicates the source of the routing information. If the field
showed the letter C, what would this mean?

12 In the routing table, how is the next logical hop indicated?
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13

14

15

16

17

18

Cisco distinguishes between the routing and the switching function—what is the
difference?

State the two ways that an outgoing interface is selected as the preferred path.

What is administrative distance?

If IGRP has three paths to a remote network in which each path has an equal metric, what
will happen?

Name the interior IP routing protocols that send the mask with the routing update.

Name the interior routing protocol that sends a routing update on a Cisco router every 30
seconds by default.
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19 Does VLSM require a classful or classless routing protocol, and why?

20 State one of the characteristics of a classful routing protocol.

21 A distance vector routing protocol uses the mechanism of poison reverse—what is this?

22 Name two distance vector routing protocols.

23 Name two link-state IP routing protocols.

24 Describe the mechanism of split horizon.

25 What is the command syntax to empty the Cisco routing table of all its routes?
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26 What does 0.0.0.0 signify in an IP routing table?

27 Whatis the command to show whether a specific network, such as 141.131.6.16, is present
in the routing table?

28 What is the next logical hop in the routing table?
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Scenarios

The following scenarios and questions are designed to draw together the content of the chapter
and to exercise your understanding of the concepts. There is not necessarily a right answer. The
thought process and practice in manipulating the concepts is the goal of this section. The
answers to the scenario questions are found at the end of this chapter.

Scenario 4-1

Mental Merge, our poor congested company, with many ideas but no bandwidth with which to
develop or communicate them, is badly in need of a routed solution. Taking the scenario
solution provided for the addressing scheme, outlined in the previous chapter, it is now
necessary to implement routing.

Using the network in Figure 4-3, answer the following questions.

1 Using the addressing skills developed in Chapter 3, “IP Addressing,” and in reference to
Figure 4-3, state where the routers should be placed.

2 The administrator has decided that a link-state routing protocol is the best solution for this
network design. Justify his choice, explaining which characteristics of the link-state
routing protocol would benefit this network.

3 The administrator must create an implementation plan for his team. List the IP routing
protocol requirements for every router that may be used as a checklist for the installation
staff.

4 The links between the various sites are leased lines with a backup link using a dialup line.
Should the administrator be aware of any considerations?
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Figure 4-3 The Mental Merge Company Network for Scenario 4-1

Regions California Arizona Washington
145.250.64.0/20 145.250.32.0/20 145.250.96.0/20

Campuses Phoenix Tucson Flagstaff
145.250.97.0/24 145.250.65.0/24 145.250.33.0/24

Building 1 Building 2 Building 3 Building 4

145.250.65.0/28 145.250.192.0/28 145.250.192.192/28 145.250.128.0/28
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Scenario 4-2

Scenario 4-2 provides you with the data produced with the Cisco router IOS command show ip
route. A legend defining the fields of the sample output is also provided to assist in answering
the questions for Scenario 4-2.

Example 4-2 contains sample output from the show ip route command.

Example 4-2 show ip route Command Output

Codes: I - IGRP derived, R - RIP derived, H - Hello derived, O - OSPF derived
C - connected, S - static, E - EGP derived, B - BGP derived
* . candidate default route, IA - OSPF inter area route

E1 - OSPF external type 1 route, E2 - OSPF external type 2 route

Gateway of last resort is 131.119.254.240 to network 129.140.0.0

0 E2 150.150.0.0 [160/5] via 131.119.254.6, 0:01:00, Ethernet2
E 192.67.131.0 [200/128] via 131.119.254.244, 0:02:22, Ethernet2
0 E2 192.68.132.0 [160/5] via 131.119.254.6, 0:00:59, Ethernet2
0 E2 130.130.0.0 [160/5] via 131.119.254.6, 0:00:59, Ethernet2
E 128.128.0.0 [200/128] via 131.119.254.244, 0:02:22, Ethernet2
E 129.129.0.0 [200/129] via 131.119.254.240, 0:02:22, Ethernet2
E 192.65.129.0 [200/128] via 131.119.254.244, 0:02:22, Ethernet2
E 131.131.0.0 [200/128] via 131.119.254.244, 0:02:22, Ethernet2
E 192.75.139.0 [200/129] via 131.119.254.240, 0:02:23, Ethernet2

The following information defines the fields reported in the show ip route command:
® The first column lists the protocol that derived the route.

® The second column may list certain protocol-specific information as defined in the display
header.

® The third column lists the address of the remote network. The first number in the brackets
is the administrative distance of the information source; the second number is the metric
for the route.

®  The fourth column specifies the address of the router that can build a route to the specified
remote network.

® The fifth column specifies the last time that the route was updated, in
hours:minutes:seconds.

® The final column specifies the interface through which the specified network can be
reached.
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Answer the following questions by using the output from the preceding show ip route
command.

1 What routing protocol derived the route 130.130.0.0?
2 What router interface IP address is used to reach IP network 192.67.131.0?
3 When was the last time that the route 192.65.129.0 was updated?

4 Through which router interface can the IP network 128.128.0.0 be reached?
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Scenario Answers

The answers are in bold. The answers provided in this section are not necessarily the only
possible answers to the questions. The questions are designed to test your knowledge and to
give practical exercise in certain key areas. This section is intended to test and exercise skills
and concepts detailed in the body of this chapter.

If your answer is different, ask yourself whether it follows the tenets explained in the answers
provided. Your answer is correct not if it matches the solution provided in the book, but rather
if it has included the principles of design laid out in the chapter.

In this way, the testing provided in these scenarios is deeper: It examines not only your
knowledge, but also your understanding and ability to apply that knowledge to problems.

If you do not get the correct answer, refer back to the text and review the subject tested. Be
certain to also review your notes on the question to ensure that you understand the principles of
the subject.

Scenario 4-1 Answers

1 Using the addressing skills developed in Chapter 3, and in reference to Figure 4-3, state
where the routers should be placed.

The routers should be placed in each location, with the option of adding routers
within each building if the network grows considerably.

2 The administrator has decided that a link-state routing protocol is the best solution for this
network design. Justify his choice, explaining which characteristics of the link-state
routing protocol would benefit this network.

A link-state routing protocol would be a good choice because of the large number of
WAN interfaces. A distance vector routing protocol would increase congestion across
these low-bandwidth links. The capability to use VLSM and to summarize these
points would be an added advantage.

3 The administrator must create an implementation plan for his team. List the IP routing
protocol requirements for every router that may be used as a checklist for the installation
staff.

Each person implementing the routing protocol on the router would have to ensure
the following:

* That the appropriate interfaces had IP addresses that were on the same subnet
as the other devices on the segment.
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¢ That the routing protocol was configured correctly with the correct network
addresses.

¢ That the routing table reflected the logical topology map of the network and that
all the remote networks were present.

¢ If there were multiple paths available of equal cost, that the routing protocol was
load sharing between the paths. This would mean all the paths were present in
the routing table.

4 The links between the various sites are leased lines with a backup link using a dialup line.

Should the administrator be aware of any considerations?

The leased lines to the remote sites could be configured to be the primary link; as
such, no traffic would traverse the dialup links. However, routing updates would be
propagated out the dialup links so that the routing table would be aware of the
potential path. To prevent this (and, thus, the dialup line being raised), the path
could be manually entered into the routing table. However, this would render it the
preferred path. Configuring the dialup paths as floating static routes would ensure
that they were used only if the primary line failed, without having to generate
network traffic across the link to maintain the routing table.

Scenario 4-2 Answers

1

What routing protocol derived the route 130.130.0.0?
OSPF.
What router interface IP address is used to reach IP network 192.67.131.0?

131.119.254.244. The fourth column of the sample output specifies the address of the
router that can build a route to the specified remote network.

When was the last time that the route 192.65.129.0 was updated?

0:02:22. The fifth column of the sample output specifies the last time the route was
updated, in hours:minutes:seconds.

Through which router interface can the IP network 128.128.0.0 be reached?

Ethernet2. The last column in the sample output specifies the interface through
which the specified network can be reached.



This chapter covers the following topics that you will need to master to pass the CCNP/
CCDP Routing exam:

® How a link-state routing protocol (in this case, OSPF) discovers, chooses, and
maintains routes.

® How OSPF operates in a single nonbroadcast multiaccess (NBMA) area (such as a
WAN).

® How to configure OSPF in a single area.
® How to verify the operation of and troubleshoot an OSPF network.

® The Cisco defaults in OSPF, the Cisco commands for implementing OSPF in a single
area, and Cisco commands for reviewing the configuration.



CHAPTER

Using OSPF in a Single Area

The topics in this chapter detail the routing protocol OSPF. This chapter assumes
knowledge of the previous chapter, which dealt conceptually with routing protocols and, in
particular, link-state routing protocols. This chapter covers the essence of OSPF. It introduces
OSPF by considering the protocol in its simplest form, within a single area. Both the basic
operations of the protocol and its configuration are explained in this chapter. The following
chapter builds on this understanding and explains how OSPF works within a large multiarea
network. Each of these chapters is broken into two sections. The first part of the chapter
deals theoretically with how the protocol works. The second part of the chapter covers how
to implement and manage an OSPF network.

The topics in this chapter directly reflect questions on the exam. OSPF is the industry-
standard interior routing protocol designed for use in large networks. Therefore, it is an
obligatory subject in an exam on IP routing protocols. The BSCN course devotes 13 percent
of its material to using OSPF in a single area, and you can expect approximately seven
questions on the exam to be directly related to this subject. The following chapter assumes
your comprehension of the subjects covered within this chapter.

How to Best Use This Chapter

By taking the following steps, you can make better use of your study time:

® Keep your notes and the answers for all your work with this book in one place, for
easy reference.

®  When you take a quiz, write down your answers. Studies show that retention
significantly increases by writing down facts and concepts, even if you never look at
the information again.

® Use the diagram in Figure 5-1 to guide you to the next step.
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Figure 5-1 How to Use This Chapter

"Do | Know This Already?" quiz

Low Low quizlet Medium High score,
score score score want more
review
Read Read related
Foundation Foundation Topics
Topics subsection
\—’ Read
>| Foundation |
/ Summary \
Q&A <—> | Scenarios

N

Go to next
chapter

-

High
score

If you skip to the Foundation Summary, Q&A, and scenarios sections and have

trouble with the material there, you should go back to the Foundation Topics section.

“Do | Know This Already?” Quiz

The purpose of the “Do I Know This Already?” quiz is to help you decide what parts of this
chapter to use. If you already intend to read the entire chapter, you do not necessarily need to

answer these questions now.

This 16-question quiz helps you determine how to spend your limited study time. The quiz is
sectioned into four smaller four-question “quizlets,” which correspond to four major topics in
the chapter. Figure 5-1 outlines suggestions on how to spend your time in this chapter. Use

Table 5-1 to record your scores.
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Table 5-1

Score Sheet for Quiz and Quizlets

Quizlet Number Topic Questions Score
1 How OSPF discovers, chooses, and 1to4
maintains routes
2 How OSPF operates in a single 5to8
NBMA area
3 How to configure OSPF in a single 9to 12
area
4 How to verity OSPF operation in a 13to 16
single area
All questions All 1to16

1 How often, by default, does OSPF send out hello packets on a broadcast multiaccess link?

2 What is a neighbor in OSPF?

3 What is an adjacency in OSPF?

4 If the network is stable and sees no changes, how often will it send LSAs? Why are these

updates sent out periodically?
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10

If a router has an OSPF priority set to 0, what does this indicate?

What does NBMA stand for?

RFC 2328 describes the operation of OSPF in two modes across an NBMA cloud. What
are they?

The Cisco solution point-to-point mode does not require the configuration of DR and
BDR. Explain briefly why.

The address 192.100.56.10 has been allocated to an interface on the router. This interface
alone is to be included in the OSPF process. State the command that would start the
process on this interface.

What command would identify the designated router for your LAN?
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11

12

13

14

15

16

The metric used by OSPF is cost. How would you change the default setting on an
interface?

If the command ip ospf network non-broadcast is used, what additional statement is
necessary?

‘What command shows which router on a LAN is the BDR?

Explain briefly what show ip ospf database will reveal.

What command is used to show the state of adjacencies?

It is possible to have more than one OSPF process on a router. Which command would
achieve this?
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The answers to this quiz are found in Appendix A, “Answers to Quiz Questions.” The suggested
choices for your next step are as follows:

® 2 or less on any quizlet—Review the appropriate sections of the “Foundation Topics”
portion of this chapter, based on Table 5-1. Then move on to the “Foundation Summary”
section, the “Q&A” section, and the “Scenarios” at the end of the chapter.

® 8 or less overall score—Read the entire chapter. This includes the “Foundation Topics”
and “Foundation Summary” sections, the “Q&A” section, and the “Scenarios” at the end
of the chapter.

® 9to 12 overall score—Begin with the “Foundation Summary” section, and then go to the
“Q&A” section and the “Scenarios” at the end of the chapter. If you have trouble with
these exercises, read the appropriate sections in “Foundation Topics.”

® 13 or more overall score—If you want more review on these topics, skip to the
“Foundation Summary” section, and then go to the “Q&A” section and the “Scenarios” at
the end of the chapter. Otherwise, move to the next chapter.
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Foundation Topics

Introduction: What Is OSPF?

OSPF stands for Open Shortest Path First, an open standard link-state routing protocol. This
routing protocol was built by a committee, which is why it is an open standard. The word open
means that anyone can read the rules or standard and write an application. The routing protocol
as such belongs to no one, but to everyone.

OSPF’s purpose as a routing protocol is to convey routing information to every router within
the organizational network. The technology that has been selected is link-state technology,
which was designed to be very efficient in the way it propagates updates, allowing the network
to grow.

The following case study describes a small company that has been bought, along with other
companies, by a large conglomerate. The need to change the routing protocol to inform the
newly expanded network is urgent.

Case Study

The company Jackanory.com has been writing very successful multimedia applications for the
last five years. The company is based in Los Angeles, although its clientele are located
throughout the United States. Jackanory.com specializes in educational software tailored to a
large company’s specific training needs—for example, teaching the retail sales teams of a
multinational car manufacturer how to sell cars. Internally, the company needs high-bandwidth
pipes that cannot be clogged with network overhead. Until recently, there was little external
communication, except for the occasional connection to a customer for maintenance.

However, the company was recently bought by a British company that merged them with a
small company emerging in San Francisco. Consequently, the company has grown enormously
in size and looks to be growing fast and furiously in the exciting new world of digital imaging.

RIPv1 is no longer adequate. Although it works well for the range of vendors within the
network, it cannot cope with the WAN or the new size of the network. It has been decreed
that OSPF is the routing protocol of choice.

The network administrators need to understand the mechanics of the routing protocol to design
and implement it into the network. They also need to know how to interrogate the network to
monitor, troubleshoot, and fix the network.

The first stage of implementation is to install OSPF on the original network in Los Angeles. The
next stage will introduce the other locations after Los Angeles is installed and stable. These
locations will be configured as separate areas, which is described in the following chapter.
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OSPF Terminology

Table 5-2

OSPF is an open standard link-state routing protocol for IP. As such, it has clear documentation
that is freely available, allowing it to be offered by every vendor. This means that it can be used
to connect various technologies and vendor solutions.

OSPF s a sophisticated protocol, but it is in essence quite straightforward. Rather like a Russian
novel of the nineteenth century, when you know the different names of the protagonists and how
they interrelate, the rest is simple.

Table 5-2 explains briefly the terminology used by OSPF that will be used in the next two
chapters.

OSPF Terms

Term Description

adjacency Formed when two neighboring routers have exchanged information
and have the same topology table. The databases are synchronized,
and they both see the same networks.

area A group of routers that share the same area ID. Each router in the
area has the same topology table. Each router in the area is an
internal router. The area is defined on an interface basis in the
configuration of OSPE.

autonomous system Routers that share the same routing protocol within the
organization.

backup designated router (BDR)  The backup to the designated router, in case the DR fails. The BDR
performs none of the DR functions while the DR is operating
correctly.

cost The metric for OSPFE. It is not defined in the standard with a value.
Cisco use the default of the inverse of bandwidth so that the higher
the speed of the link, the lower the cost—and, therefore, the more
attractive the path.

This default can be overridden by a manual configuration. This
should be done only if you have a full knowledge of the network.

database descriptor Referred to as DBDs or database descriptor packets (DDPs). These
are packets exchanged between neighbors during the exchange
state. The DDPs contain LSAs, which describe the links of every
router in the neighbor’s topology table.

designated router (DR) Router responsible for making adjacencies with all neighbors on a
multiaccess network, such as Ethernet or FDDI. The DR represents
the multiaccess network, in that it ensures that every router on the
link has the same topology database.

exchange state Method by which two neighboring routers discover the map of the
network. When these routers become adjacent, they must first
exchange DDPs to ensure that they have the same topology table.
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Table 5-2

OSPF Terms (Continued)

Term Description

exstart State in which the neighboring routers determine the sequence
number of the DDPs and establish the master/slave relationship.

init State in which a hello packet has been sent from the router, which

is waiting for a reply to establish two-way communication.

internal router

A router that has all its interfaces in the same area.

link-state advertisement (LSA)

A packet describing a router’s links and the state of those links.
There are different types of LSAs to describe the different types of
links. These are discussed in the following section.

link-state database

Otherwise known as the topology map. It has a map of every
router, its links, and the state of the links. It also has a map of every
network and every path to each network.

link-state request (LSR)

When the router receives a DDP complete with LSA, it compares
the LSA against the topological database. If either the LSA entry is
not present or the entry is older than the DDP, it will request
further information.

link-state update (LSU)

Update sent in response to the LSR. It is the LSA that was
requested.

neighbor

A router on the same link with whom routing information is
exchanged.

neighbor table

A table built from the hello received from the neighbor. The hello
carries a list of the neighbors.

priority

A Cisco tool by which the designated router can be manually
elected—or, conversely, prevented from taking part in the
DR/BDR election.

SPF tree

A tree of the topological network. It can be drawn after the SPF
algorithm has been run. The algorithm prunes the database of
alternative paths and creates a loop-free shortest path to all
networks. The router is at the root of the network, which is
perceived from its perspective.

topology table

The same as a link-state database. The table contains every link in
the wider network.

OSPF has many features, and each one is dealt with here in turn, starting with the simplest
design of a single area. After the main concepts have been identified, the chapter shows how to
configure OSPF within a single area and how to verify that configuration. Chapter 6, “Using
OSPF Across Multiple Areas,” considers building large networks with OSPF using multiple
areas. It then covers the detailed configuration of the OSPF protocol.
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OSPF Neighbors

A neighbor in OSPF is a router that shares the same network link. This is the same physical
segment. A router running OSPF discovers its neighbors by sending and receiving a simple
protocol called the hello protocol.

A router configured for OSPF sends out a small hello packet periodically (10 seconds is the
default on broadcast multiaccess media). It has a source address of the router and a multicast
destination address set to AlISPFRouters (224.0.0.5). All routers running OSPF (or the SPF
algorithm) listen to the protocol and send their own hello packets periodically.

How the Hello protocol works and how OSPF neighbors build their databases depend upon the
media. OSPF identifies five distinct network types or topologies.

OSPF Network Topologies
How an OSPF protocol communicates to a network depends on the physical medium being
used. OSPF identifies the different technologies as follows:

® Broadcast multiaccess—This is any LAN network such as Ethernet, Token Ring, or
FDDIL. In this environment, OSPF sends out multicast traffic. A designated router and
backup designated router will be elected. Figure 5-2 illustrates a broadcast multiaccess
network and the designated and backup designated routers.

Figure 5-2 A Broadcast Multiaccess Network

~
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Figure 5-3

Figure 5-4

® Point-to-point—This technology is used where there is one other system directly

connected to the transmitting or receiving router. A typical example of this is a serial line.
OSPF has no need of a designated or backup designated router in this scenario. Network
traffic uses the multicast address for OSPF AlISPFRouters, 224.0.0.5. Figure 5-3
illustrates a point to point network.

Point-to-Point Network
S ,J?C?

® Point-to-multipoint—This is a single interface that connects to many destinations. The

underlying network treats the network as a series of point-to-point circuits. It replicates
LSA packets for each circuit. The addressing of network traffic is multicast. There is no
DR or BDR election. This technology uses one IP subnet.

Physically, some point-to-multipoint networks cannot support multicast or
broadcast traffic. In these cases, special configuration is required. The
configuration and considerations of an NBMA network are considered later in
this chapter. Figure 5-4 illustrates a point-to-multipoint network.

Point-to-Multipoint Network

¢ Nonbroadcast multiaccess (NBMA)—This physically resembles a point-to-point line,

but in fact, many destinations are possible. WAN clouds, including X.25 and Frame Relay,
are examples of this technology. NBMA uses a fully meshed or partially meshed network.
OSPF sees it as a broadcast network, and it will be represented by one IP subnet.
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This technology requires manual configuration of the neighbors and the DR and BDR
selection. The configuration options have increased with the different versions of
Cisco IOS.

DR and BDR routers are elected, and the DR will generate an LSA for the network.
The DR and BDR must be directly connected to their neighbors. All network traffic
sent between neighbors will be replicated for each physical circuit using unicast
addresses because multicast and broadcast addresses are not understood. Figure 5-
5 illustrates an NBMA network.

A Nonbroadcast Multiaccess (NBMA) Network

Network 131.99.48.0
(NBMA)
(Frame Relay)
(ATM)

® Virtual links—This is a virtual connection to a remote area that does not have any
connections to the backbone (Area 0). Although OSPF treats this link as a direct, single-
hop connection to the backbone area, it is a virtual connection that tunnels through the

network. The OSPF network traffic is sent in unicast datagrams across these links.

The WAN topologies will be discussed in detail later in the chapter, in the section, “Configuring
OSPF over an NBMA Topology.” Suffice it to say that the method by which the routers in an

OSPF network find one another and exchange information depends on the physical
characteristics of the network.

The Hello Packet

Although the routers running OSPF transmit a small packet called the hello packet to establish
neighbor relations, it serves other functions. The various fields in the hello packet have specific

responsibilities. These are shown in the Table 5-3.
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Table 5-3 The Hello Packet

Field Characteristics Function

Router ID This is a 32-bit number. The highest IP This field identifies the router within the
address on the router is used as the ID. If a  autonomous system.
loopback address is configured, this will be
used, even if it is not the highest address.

Hello/Dead Intervals Dead Intervals=40 Hello=10 sec Hello maintains the presence of the router
This field is used on broadcast, multiaccess ™ 1ts n.elghbor’s date?bases. IF works like a
networks. keepahve: The deadA interval is how long the

router waits before it determines that a
neighbor is unavailable.

Neighbors The router ID of a neighbor is entered inthe A neighbor is another router with whom
neighbor table when a two-way updates will be exchanged to synchronize
(bidirectional) communication is established  databases.
within the RouterDeadInterval. The
communication is established when the
router sees itself listed as a neighbor in the
hello packet generated by another router on
the same physical segment.

Area ID This is the area ID of the originating The hello packet must come from a router

router’s interface.

within the same area to be valid.

Router Priority

This is the priority of the source router
interface. The higher the priority, the higher
the likelihood of the router being selected
as a DR or BDR.

This field is used to manually select the DR
and BDR.

DR IP Address This is the address of the existing DR. This field is used to allow the router to
create unicast traffic to the DR router.
BDR IP Address This is the address of the existing BDR. This field is used to allow the router to

create unicast traffic to the BDR router.

Authentication Password

This specifies the authentication type and
information. If set, the password must
match the password stated on the router.

This field is used as security.

Stub Area Flag

This field is set if the area is a stub area. All
routers in the area must have this flag set.

This field identifies which type of LSAs
will be transmitted and accepted.

Adjacent OSPF Neighbors

After neighbors have been established by means of the Hello protocol, they exchange routing
information. When their topology databases are the same or synchronized, the neighbors are
fully adjacent. The Hello protocol continues to transmit by default every 10 seconds. The
transmitting router and its networks reside in the topology database for as long as the other
routers receive the Hello protocol.
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Advantages of Having Neighbors

There are obvious advantages to creating neighbor relationships. These advantages include the
following:

® There is another mechanism for determining that a router has gone down (obvious because
its neighbor no longer sends Hello packets).

® Streamlined communication results because after the topological databases are
synchronized, incremental updates will be sent to the neighbors as soon as a change is
perceived, as well as every 30 minutes.

® Adjacencies created between neighbors control the distribution of the routing protocol
packets.

The use of adjacencies and a neighbor relationship result in a much faster convergence of the
network than can be achieved by RIPv1. This is because RIPv1 must wait for incremental
updates and holddown timers to expire on each router before the update is sent out. Convergence
on a RIPv1 network can take many minutes, and the real problem is the confusion created by
the different routing tables held on different routers during this time. This problem can result in
routing loops and black holes in the network.

The Designated Router

The designated router is a router on broadcast multiaccess media that is responsible for
maintaining the topology table for the segment.

If routers are connected to a broadcast segment, one router on the segment is assigned the duty
of maintaining adjacencies with all the routers on the segment. This router is known as the
designated router and is elected by the use of the Hello protocol. The hello packet carries the
information that determines the DR and the BDR. The election is determined by either the
highest IP address or this command:

ip ospf priority number

All other routers need only peer with the designated router, which informs them of any changes
on the segment.

Backup Designated Routers

The previous paragraph is only a half truth because there has been a lot of effort put into
ensuring that the network does not fail. It is a little nerve-racking for the network administrator
to have the responsibility of the segment fall to one router. This poses the frightening situation
of a single point of failure, a term that raises the blood pressure of any of those in charge of the
network. Redundancy has been built into the network with the backup designated router. Just
like an understudy, the backup designated router knows all the words—in this case, the links
for the segment. All routers actually have an adjacency not only with the designated router, but
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Why Have

also with the backup designated router, which in turn has an adjacency with the designated
router. If the designated router fails, the backup designated router immediately becomes the
designated router.

Designated Routers?

Designated routers are created on multiaccess links because if there are many routers on the
same segment, the intermesh of neighbor relationships becomes complex. On an FDDI ring,
which forms the campus or building backbone, each router must form an adjacency with every
other router on the segment. Although the Hello protocol is not networking-intensive, maintaining
the relationships require additional CPU cycles. Also, there is a sharp increase in the number of
LSAs generated.

Electing the Designated and Backup Designated Routers

The network administrator can manually elect the designated and backup designated routers, or
they can be dynamically selected using the Hello protocol.

Dynamic Election

When selected dynamically, the designated router is elected arbitrarily. The selection is made
on the basis of the highest router ID or IP address. It is wise to be aware that the highest IP
address is the numerically highest number, not the class ranking of the addresses. Therefore, a
remote, small router with a Class C address may end up as a designated router. This may not be
the optimal choice.

If you are manually determining which routers are to be the designated and backup designated
routers, it is easier to design your network to the optimum.

After the designated and backup designated routers have been elected, all routers on the
broadcast medium will communicate directly with the designated routers. They will use the
multicast address to all designated routers. The backup router will listen but will not respond;
remember, it is the understudy waiting in the wings. The designated router will send out
multicast messages if it receives any information pertinent to the connected routers for which
it is responsible.

Manual Configuration of the Designated Router

To manually determine which router will be the designated router, it is necessary to set the
priority of the router. A router interface can have a priority of O to 255. The value of 0 means
that the router cannot be a designated router or backup designated router; otherwise, the higher
the priority, the more favorable the chances are of winning the election.
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Figure 5-6

If there is more than one router on the segment with the same priority level, the election process
picks the router with the highest router ID.

Which Router Should Be Chosen as the Designated Router?

In Figure 5-6, the 2500 router for Building A, which is connected to the San Francisco campus
via a hub, would be a reasonable choice as the designated router. Although it is small, size is
not as important as fault tolerance in this situation.

The Designated Router
San Francisco
campus

—~ 7200-Designated
\ ' router

Backup Designated
Router (BDR)

Building A Building B Building C
2500 2500 2500

Because there are not many other routers on the segment, the number of LSAs and adjacencies
that this router would have to record is small.

The larger 7200 Cisco router, which connects the building routers to the campus backbone, acts
as the centralized router; therefore, the 7200 Cisco router makes sense as the router in charge
of the connectivity for the FDDI segment. It would be a mistake to make the 7200 the designated
router for both networks because this would increase the demand for resources and also would
centralize all the responsibility on one router.
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The Election of the Designated Router
The following is the process used to elect the designated and backup designated routers:

® All the neighbors who have a priority greater than O are listed.

® The neighbor with the highest priority is elected as the BDR.

® If there is no DR, the BDR is promoted as DR.

® From the remaining routers, the router with the highest priority is elected as the BDR.

® If there is a tie, the highest router IDs are used.

How OSPF Builds Its Routing Table

After a neighbor is discovered in OSPF, an adjacency is formed. It is important to understand
how the neighbor adjacency is formed and, in this context, to understand the other messages
that the routers receive.

Routing tables are built in two different ways. The next sections examine these in more detail.

A Router Joins the Network

The first way to build a routing table is for a new router to be added to the network and then for
it to build a routing table by listening to the established routers with complete routing tables.
Remember that every router within an area will have the same database and will know of every
network within the area. The routing table built from this database is unique to the router
because the decisions depend on the individual router’s position within the area, relative to the
remote destination network.

A Change in the Network
A change in the network topology also necessitates information to be propagated through the
network. For example, the rest of the network notices that a new router has joined their ranks.

A particular router that notices a change floods the area with the update so that all routers can
alter their routing tables to reflect the most current and accurate information.

Different techniques are used for these different routing table requirements. Essentially, the
difference between the two techniques is simple:

® If a new router connects to a network, it will find a neighbor using the Hello protocol and
will exchange routing information.

® If a change occurs in an existing network, the router that sees the change will flood the
area with the new routing information.
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NOTE

Both of these events must occur as stated because, although the new router must learn the
network topology, its addition is a change to the rest of the network.

These two requirements for updating the routing table use different technologies and OSPF
protocols. These technologies and protocols are often confused, so it is worth a moment to
distinguish them. Understanding the distinction makes the OSPF operation much clearer.

Building the Routing Table on a New OSPF Router

Five packets are used to build the routing table for the first time:

® Hello protocol—Is used to find neighbors and to determine the designated and backup
designated router. The continued propagation of the Hello protocol maintains the
transmitting router in the topology database of those that hear the message.

® Database descriptor—Is used to send summary information to neighbors to synchronize
topology databases.

® Link-state request—Works as a request for more detailed information, which is sent
when the router receives a database descriptor that contains new information.

® Link-state update—Works as the link-state advertisement (LSA) packet issued in
response to the request for database information in the link-state request packet. The
different types of LSA are described in Chapter 6, in the section “The Link-State
Advertisements.”

® Link-state acknowledgement—Acknowledges the link-state update.

Consider the case of when a router joins the OSPF network for the first time. In Figure 5-7, the
2500 router in Building A at the San Francisco campus has just been connected.

The next sections detail what happens when a router joins a network.

Finding Neighbors with the Exchange Process

When it is connected to the network and has been configured to run OSPF, the new router must
learn the network from the systems that are up and running. The method shown here, however,
is the same as for a stable network.

This process is shown in the stages that the systems go through while exchanging information.
Itis possible to see what stage an interface running OSPF is in with the command show ip ospf
neighbor as well as the command debug ip ospf adjacency. Care should be taken with the
debug command because it can be CPU-intensive.
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Figure 5-7  Joining an OSPF Network
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The different stages or states that the router goes through while creating a neighbor relationship
are shown in the following list:

® The down state—The new router is in a down state. The 2500 router transmits its own
hello packets to introduce itself to the segment and to find any other OSPF-configured
routers. This is sent out as a hello to the multicast address 224.0.0.5 (AllISPFRouters). It
sets the DR and BDR in the hello to be 0.0.0.0.

® The init state—The new router waits for a reply. Typically this is four times the length of
the hello timer. The router is in the init state. Within the wait time, the new router hears a
hello from another router and learns the DR and the BDR. If there is no DR or BDR stated
in the incoming hello, an election takes place. However, in accordance with the description
of the Hello protocol, the designated router has been elected: It is the 7200 router, which
connects the campus to the campus backbone.

Upon hearing the Hello protocol from the 2500, a router on the segment adds the
router ID of the 2500 and replies as a multicast (224.0.0.5) with its own ID and
a list of any other neighbors.

® The two-way state—The new router sees its own router ID in the list of neighbors, and a
neighbor relationship is established. The new router changes its status to the two-way
state.
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Discovering Routes

The 2500 and the designated router have now established a neighbor relationship and need to
ensure that the 2500 has all the relevant information about the network. The 7200 must update
and synchronize the topology database of the 2500. This is achieved by using the exchange
protocol with the database description packets.

The different stages or states that the router goes through while exchanging routing information
with a neighbor are shown in the following list:

® The exstart state—One of the routers will take seniority, becoming the master router.
This is the exstart state. The two neighbors determine a master/slave relationship based
on highest IP interface address. This designation is not significant; it just determines who
starts the communication.

® The exchange state—Both routers will send out database description packets, changing
the state to the exchange state.

In this example, the 2500 has no knowledge and can inform the 7200 only of the
networks or links to which it is directly connected. The 7200 sends out a series of
database description packets containing the networks held in the topology
database. These networks are referred to as links.

Most of these have been received from other routers (via link-state
advertisements). The source of the link information is referred to by the router ID.

Each link will have an interface ID for the outgoing interface, a link ID, and a
metric to state the value of the path. The database description packet will not
contain all the necessary information—just a summary (enough for the receiving
router to determine whether more information is required or whether it already
contains that entry in its database).

When the router has received the DDPs from the neighboring router, it compares the received
network information with that in its topology table. In the case of a new router, such as the 2500,
all the DDPs are new. The different stages or states that the router goes through gathering
routing information form a neighbor are shown in the following list:

® The loading state—If the receiving router, the 2500, requires more information, it will
request that particular link in more detail using the link-state request packet (LSR).

The LSR will prompt the master router to send the link-state update packet
(LSU).

Figure 5-8 illustrates this as well. This is the same as a link-state advertisement
(LSA) used to flood the network with routing information. While the 2500 is
awaiting the LSUs from its neighbor, it is in the loading state.

® The full state—When these LSRs are received and the databases are updated and
synchronized, the neighbors are fully adjacent.

This exchange is illustrated in the Figure 5-8.
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Figure 5-8
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The process described in the previous section takes you through the process of learning about
the network. The first stage is to learn the neighbors at the other end of the link that directly
attaches. This information is stored in the neighbor table.

The second stage is to learn from the neighbors the links throughout the network. This information
described previously updates the topology database, sometimes referred to as the link-state
database.

The Topology Database

The topology database is the router’s view of the network within the area. It includes every
OSPF router within the area and all the connected networks. This database is indeed a routing
table, but a routing table for which no path decisions have been made; it is at present a topology
database.

The topology database is updated by the LSAs. Each router within the area has exactly the same
topology database. All routers must have the same vision of the network; otherwise, confusion,
routing loops, and loss of connectivity will result.

The synchronization of the topology maps is ensured by the intricate use of sequence numbers
in the LSA headers.

How the Topology Table Updates the Routing Table

NOTE

From the topology map, a routing database is constructed. This database will be unique to each
router, which creates a routing database by running the shortest path first (SPF) algorithm
called the Dijkstra algorithm. Each router uses this algorithm to determine the best path to each
network and creates an SPF tree on which it places itself at the top or root. If there are equal
metrics for a remote network, OSPF includes all the paths and load balances the routed data
traffic among them.

Occasionally a link may flap, go up and down. This is more usual on a serial line. If this
happens, it could cause many LSAs to be generated in updating the network. To prevent this
from happening, OSPF introduced timers. These timers forced OSPF to wait before
recalculating SPF. These timers are configurable.

Although RFC 2328 does not state the number of multiple, equal-cost paths that can be used at
the same time, Cisco has defined a maximum of six paths that can be used simultaneously for
load balancing.
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A Change in the Network, Maintaining the Topological Database and the Routing Table
Now turn back to the 2500 router in Building A of the San Francisco campus in Figure 5-6. The
router is now happily a member of the OSPF network. Now follow the process of hearing an
update to the network in the form of an LSA.

As soon as a router realizes that there has been a change in the network topology, the router is
responsible for informing the rest of the routers in the area. Typically, it will identify a change
in the state of one of its links for one of the following reasons:

The router loses the physical or data link layer connectivity on a connected network. It
will propagate an LSU and send it to the DR on a multiaccess network or the adjacent
router in a point-to-point network. From there, it is flooded to the network.

The router fails to hear either an OSPF Hello protocol or a data link Hello protocol. It will
propagate an LSU and send it to the DR on a multiaccess network or the adjacent router
in a point-to-point network. From there, it is flooded to the network.

It receives an LSA update from an adjacent neighbor, informing it of the change in the
network topology. The LSU is acknowledged and flooded out the other OSPF interfaces.

In any of these instances, the router will generate an LSA and flood it to all its neighbors.

This discussion now turns to the process initiated when a router receives such an update. For
this purpose, return to the 2500 connected to its designated router, the 7200.

Learning a New Route

When the 2500 receives a network LSA update from the designated router, it goes through the
following logical steps:

1

The router takes the first entry from the update—the first network with information about
the state of its link.

The router verifies the type of LSA is one that can be accepted by this router.

Having ascertained that it is a valid LSA that it can receive, the router issues a lookup to
its topological database.

If the LSA entry is not in the topological database, it is flooded immediately out all the
OSPF interfaces, except for the receiving interface.

If the LSA entry is in the topological database, further questions are required.
The router determines whether the new LS A has a more recent (higher) sequence number?

If the sequence numbers are the same, the router calculates the checksum for the LSAs
and uses the LSA with the higher checksum.



226 Chapter 5: Using OSPF in a Single Area

10

11

12

13

14

15

16

If the checksum numbers are the same, the router checks the MaxAge field to ascertain
which is the more recent update.

Having found that the latest LSU is the one that was received, the router determines
whether it has arrived outside the wait period, before another computation is allowed
(minsLSarrival).

If the new LSA entry passes these tests, it is flooded out all the OSPF interfaces, except
for the receiving interface.

The current copy replaces the old LSA entry. If there was no entry, the current copy is just
placed in the database.

The received LSA is acknowledged.

If the LSA entry was in the database, but the LSA that has just been received has an older
sequence number, the process will ask whether the information in the database is the
same.

If the information is the same and the new LS A has an older sequence number, the process
just discards the packet. It may be old news, but there is no inconsistency in the database.

If the information is different and the newly received LSA has an older sequence number,
however, the receiving router discards the LSA update. It issues its own LSA out the
receiving interface to the source address of the out-of-date LSA. The logic is that the
sending router either has bad or old information and must be updated because its
topological database is obviously not synchronized with the rest of the area.

This ensures that any packets that get out of sequence will be verified before action is
taken. It also attempts to rectify a problem that it sees—that of multiple routers offering
different paths because their topological databases are completely confused.

After the initial flood, things calm down, and updates are sent only when there are changes
in the area or when the 30-minute timer goes off. This timer ensures that the databases stay
synchronized.

This shows some of the internal complexity of OSPF. As you can see, the internals are
extremely detailed. Therefore, the design of any OSPF network should be very carefully
thought out. The configuration of the routing protocol, on the other hand, is incredibly
straightforward.

Figure 5-9 shows a logical flowchart of how the OSPF topological database is updated.

As you have seen, different types of LSA are propagated through the network. Figure 5-10
illustrates graphically the flooding of an LSA through the network.
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Figure 5-9 Updating the Topological Database
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Figure 5-10  Flooding LSAs Throughout the Area
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Choosing the Shortest Path First and Building the Routing Table

As with any routing protocol, OSPF examines all the available paths to every network that it
knows about. It selects the shortest, most direct path to that destination.

The Metric

As with all routing protocols, this decision will be based on the metric used by the routing
protocol. RIP uses hop count, which shows how many routers must be passed through to get to
the destination. When CPU and memory were very expensive, the latency of traveling through
the router had much higher implications on network performance. OSPF has few of those
constraints and so chooses the metric of cost. Cost is not defined, however; it depends on the
implementation of the protocol. The metric may be programmed to be either complex or simple.
Cisco’s implementation of a dynamic and default cost uses a predefined value based on the
bandwidth of the router interface. The network administrator can manually override this
default.

The cost is applied to the outgoing interface. The routing process will select the lowest
accumulated cost of the interfaces to the remote network.
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NOTE If the network is manually configured, all routers connected to a particular network should
agree on cost. Also, if manually configured, the cost should be thought through very carefully.

Information Needed in the Routing Table

Having determined the shortest path or multiple equal-cost paths, the routing process will need
to supply additional information. To forward the data down the chosen path, the next logical
hop, link, and outgoing interface must be ascertained. The routing table, or forwarding database,
as it is sometimes called, requires this information.

The operation of OSPF across wide-area networks (WANS) is slightly different. The next
section considers OSPF used over these different technologies.

OSPF Across Nonbroadcast Multiaccess Networks

A nonbroadcast multiaccess (NBMA) network has certain characteristics. The main ones are
identified in the name of the technology: It is a network that cannot carry broadcast traffic but
that has multiple destinations. Examples of NBMA networks include Frame Relay, X.25, and
ATM. The Routing exam concentrates on the use of OSPF across Frame Relay.

The crux of the problem is how OSPF operates using multicast traffic to exchange network
information and to create adjacencies to synchronize databases across this WAN cloud without
using the multicast addresses.

The solution to the problem varies, depending on the technology involved and the network
design. The modes available fall into two technologies, within which there are additional
options. The two technologies are point-to-point and NBMA.

The NBMA technology is then subdivided into two categories, under which different
configuration options are available. These two categories are the RFC-compliant solution and
the Cisco-offered solution:

¢ RFC-compliant—The RFC-compliant category offers a standard’s solution, which is
independent of the vendor platform. The configuration options are these:

— NBMA
— Point-to-multipoint
® Cisco-specific—These configuration options are proprietary to Cisco and include these:
— Point-to-multipoint nonbroadcast
— Broadcast

— Point-to-point
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The option selected depends on the network topology that is in use. The OSPF technology is
separate from the physical configuration, and the choice of implementation is based on the
design topology.

The Frame Relay topologies include these:

Full mesh—Every router is connected to every other router. This solution provides
redundancy, and it may allow load sharing. This is the most expensive solution.

Partial mesh—Some routers are connected directly; others are accessed through another
router.

Star, or hub and spoke—One router acts as the connection to every other router. This is
the least expensive solution because it requires the fewest number of permanent virtual
circuits (PVCs). Here a single interface is used to connect to multiple destinations.

Which Topology to Choose?

Some of the considerations in choosing the OSPF topology depend on its method of updating
the network and its effect on network overhead. These considerations are mentioned in RFC
1586, which suggests that the different virtual circuits have different functions:

A point-to-point circuit—Although no DR or BDR is required, each circuit will have an
adjacency, which will create many more adjacencies on the network and will increase the
need for network resources.

An NBMA environment—This may require a DR and a BDR, unless the underlying
technology is viewed as point-to point. This is economical for most routers, requiring only
two adjacencies, except for the DR and BDR. However, it may require more
administration in terms of configuration.

Subinterfaces

On a Cisco router, it is possible to configure a physical interface to be many logical interfaces.
This is extremely useful in a WAN environment and truly means that the logical topology is
independent of the physical configuration. These subinterfaces can be configured to be point-
to-point or point-to-multipoint. One of the main determining factors is the number of subnets
to be used. A point-to-point interface requires its own subnet to identify it.

Life is very simple in OSPF if the point-to-point option is selected because the routers at each
end create adjacencies. This does require more network overhead and restricts some
communication—in particular, the capability to indirectly connect through a hub router.

In a point-to-point network, the concept of a broadcast is not relevant because the communication
is directly to another router. In a point-to-multipoint network, although OSPF simulates a
broadcast, multicast environment, the network traffic is replicated and sent to each neighbor.
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Table 5-4 indicates the characteristics and options for each case.
Table 5-4 OSPF over NBMA

Point-point Point-to

Nonbroadcast Point-to-point Broadcast NBMA Multipoint
Addressing Unicast Multicast Multicast Unicast Multicast
DR/BDR No No Yes Manual No

Yes

Manual Configuration Yes No No Yes No
of Neighbors
Hello 30 seconds 10 seconds 10 seconds  30seconds 30seconds

Dead=120 Dead=40 Dead=40 Dead=120 Dead=120
RFC/Cisco Cisco Cisco Cisco RFC 2328 RFC 2328
Network Supported Star Star Full mesh Full mesh  Star

Partial mesh Partial mesh, using Partial mesh

subinterfaces (seen as point-
to-point)

Replicates Packets Yes Yes Yes Yes Yes
Number of Subnets 1 Many (1 per circuit) 1 1 1

This can be very confusing because it is not clear which type of network corresponds to a

particular physical configuration. The following list clarifies this:

® For serial interfaces with HDLC encapsulation, the default network type is point-to-point.

Timers: hello 10, dead 40.

®  For serial interfaces with Frame Relay encapsulation, the default network type is

nonbroadcast. Timers: hello 30, dead 120.

® For serial interfaces with Frame Relay encapsulation and using point-to-point

subinterfaces, the default network type is point-to point. Timers: hello 10, dead 40.

® For serial interfaces with Frame Relay encapsulation and using point-to-multipoint
subinterfaces, the default network type is nonbroadcast. Timers: hello 30, dead 120.

Now that you understand the mechanism of the OSPF routing protocol, it is useful to

understand how to configure the protocol on a Cisco router.

WARNING If OSPF is used in an environment across different vendor equipment, it should be researched

and tested to ensure interoperability.
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Configuring OSPF in a Single Area

When configuring any device, it is important to establish why you are configuring the system
and what you are trying to achieve.

This section examines the configuration of a Cisco router for OSPF within a single area. The
commands are few and extremely simple; the implications are somewhat more difficult.

This section covers the following:
® Configuration of OSPF
— Required configuration
— Optional configuration
® Commands
— What each configuration command achieves
— How the configuration command achieves its goal

An example of a working configuration that uses the commands discussed in this section
illustrates the use of those commands in context. A corresponding figure illustrates the
configuration.

Required Commands for Configuring OSPF on an Internal Router

The router to be configured is the 2500, an internal router within a single area. The router needs
to understand how to participate in the OSPF network. Therefore, it requires the following:

® The OSPF process—The routing protocol needs to be started on the router.

® Participating router interfaces—The router may not want to have all its interfaces send
or receive OSPF routing updates. A classic example is a dialup line to a remote office. If
there were only one subnet at the remote office, it would be more efficient to use default
and static route commands because any updates would dial the line.

® Identification of the area—The router will define which area it is in on a per-interface
basis.

® A router ID—This allows the router to be identified by the other routers in the network.
The ID of the router advertising a link is used to determine the next logical hop, for
example, if that link is used in the path selection to a remote network.

The following two commands are required for configuring OSPF on a single internal router:
® OSPF process command

® OSPF network command
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Enabling The OSPF Routing Protocol

By default (unless the SETUP script is used), there is no IP routing protocol running on the
Cisco router. This is not true of other protocols, however; for example, if an IPX network
address is configured on an interface, the IPX RIP process will be automatically started.

To configure OSPF as the routing protocol, use the following command:
router ospf process number

Here, process number is a number local to the router. It is possible to have more than one
process running on a router, although this is an unusual and expensive configuration in terms of
router resources. The process number does not have to be the same on every router in the area
or the autonomous system. In the interest of sanity, however, many administrators make it the
same number.

NOTE A common error in configuration is to confuse the process ID with the router ID or the area ID.
These are not related in any way. The process ID is simply a mechanism to allow more than one
process to be configured on a router. The router ID is the mechanism by which a router is
identified within the OSPF domain, and the area ID is a mechanism of grouping routers that
share full knowledge of OSPF-derived routes within the OSPF domain.

The OSPF network Command

Although OSPF has been turned on, it has no information on how to operate. The networks that
are to participate in the OSPF updates, and the area that they reside in, must be defined. If the
following information is not specified, the process will have nothing to do and will die:

network network number wildcard mask area area number

This command deserves a moment’s explanation because it is the cause of many errors in
configuration.

The network command in OSPF plays a similar role to that of the network command in RIP
or IGRP. The difference is the level of granularity afforded to the administrator. In RIP and
IGRP, the network command is defined at the class level. In OSPF, it is possible to identify the
specific address of an interface.

What the network Command Will Do

After the network command has been entered, OSPF identifies which interfaces are participating
in OSPF by comparing the interface IP address with the address given in the network
command, filtered through the wildcard mask. The wildcard mask states how much of the
address to pay attention to. It could just look at the class of address, such as everything in
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WARNING

NOTE

network 10.0.0.0, for example. At the other extreme, it can be more specific and identify an
interface address. All interfaces that match the given network number will reside in the area
specified in the network command.

Take great care in the wildcard mask. Remember that it follows the same format as the wildcard
mask in an access list. It is extremely easy to make errors in the configuration, and those errors
may be difficult to find.

After identifying the interfaces on the router that are participating in the OSPF domain, the
following happens:

® Updates will be received on the interface.
® Updates will be sent out of the interfaces.
® The interface will be placed in the defined area.

® If appropriate, the Hello protocol will be propagated. Depending on the interface type, a
default hello and dead interval are defined (see Table 5-4).

This network command has many of the same characteristics as an access list. The wildcard
mask has the same format and enables you to group interfaces into an area. It follows the same
top-down logic of a link list that you saw before in configuring access lists in Chapter 2,
“Managing Scalable Network Growth.”

If there are stub networks connected to a router, it is useful to issue the command redistribute
connected subnets. This command is issued as part of the router process configuration, and it
includes the connected subnets in OSPF advertisements without actually running OSPF on
them. This is very useful for real OSPF configurations, particularly those that involve WAN
pay-per-packet, low-bandwidth links.

Configuration Examples
The following examples show how one command can cover all router interfaces and also how
each individual interface can be specified.

Given a router with six interfaces, three with addresses in the 10.0.0.0 class and three with
addresses in the 172.16.0.0 class, the following would configure all interfaces to participate in
OSPF Area 0:

network 0.0.0.0 255.255.255.255 area 0
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The following would have only the interfaces addressed from 10.0.0.0 participating in OSPF
Area 0:

network 10.0.0.0 0.255.255.255 area 0
The next example shows only two specific interfaces participating in OSPF Area 0:

network 10.12.0.1 0.0.0.0 area 0
network 172.16.15.1 0.0.0.0 area 0

As with an access list, the top-down logic should be thought through carefully. The most
specific criteria must be defined before the general.

Why Is the network Command So Complex?

It is reasonable to ask why OSPF is so much more complex than either IGRP or RIP in this
instance. The answer is that the level of precision available in the OSPF network command
provides the capability to place different interfaces into different areas on the same router. The
need for this complexity is not obvious in this example because an internal router is being
configured within a single area.

The flexibility in defining which interfaces reside in which area is considered in Chapter 6, in
the section “Configuration Commands for a Multiarea OSPF Network.”

Options for Configuring OSPF on an Internal Router

The following are not necessary to make OSPF function properly within an area. However, they
may be useful in your network design:

® The loopback interface
® The cost command
® The priority command

These are discussed in greater detail in the next sections.

The Loopback Interface and the Router ID

The router needs an ID to participate in the OSPF domain. The router ID is used to identify the
source of LSA updates as shown in the OSPF database. This ID takes the form of an IP address.
This address can either be defined by the administrator or left to the whim of the router. Most
people define the ID so that it is easier to track events in the network, for internal documentation,
and for other system-administration purposes.
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NOTE

The Default Router ID Selection

If no ID is stated, the router will take the highest IP address configured on the router. Although
it is unlikely that this addresses will change, it is possible. From an administrative viewpoint,
such a change would introduce an unnecessary level of chaos into the network.

Manual Configuration of Router ID

There is no command to define the OSPF router ID, but the Cisco rule states that the router ID
will be taken from the address of the loopback interface. If no loopback interface is defined, it
uses the highest IP address configured on the router.

The loopback interface is a virtual interface that does not exist physically. This characteristic
makes it very powerful: If it does not exist, it can never go down. Therefore, the OSPF network
is not vulnerable to hardware interface problems.

Having created a loopback interface, it needs an IP address. Many organizations choose a
different addressing scheme for the loopbacks to distinguish them easily when troubleshooting.
It is important to remember that each interface requires a separate subnet. The use of a private
address from RFC 1918 may be wise in terms of both addressing issues and administrative
documentation.

The following shows how to configure a loopback interface:

interface loopback interface number
ip address ip address subnet-mask

When designing a network, consider whether to include the loopback interface address in the
network commands. There are both advantages and disadvantages to this, and they should be
researched in any network design. If the organization is running out of valid addresses, it may
be advisable to use the loopback address only as a router ID and not insert it into the routing
table. The disadvantage of this configuration is that it cannot be pinged for testing. This is
known as a bogus RID. The preferred configuration would be to have an address in the routing
table. These addresses can actually have a 32-bit mask.

Changing the Default Metric Using the cost Command

Another command that may be useful is the cost command. This command manually overrides
the default cost that the router assigns to the interface. The default cost is calculated based on
the speed of the outgoing interface.

The cost command syntax is as follows:

ip ospf cost cost
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Table 5-5

NOTE

A lower cost increases the likelihood that the interface will be selected as the best or shortest
path. The range of values configurable for the cost of a link is 1 to 65535.

In general, the path cost in Cisco routers is calculated using the formula 10%/ bandwidth. Table 5-5
shows examples of default costs.

Default Costs in OSPF

Link Type Default Cost
56-kbps serial link 1785

T1 (1.544-Mbps serial link) 64

Ethernet 10

16-Mbps Token Ring 6

Serial lines have many different speeds. The default bandwidth is 1.544 Mbps. If the line is a
slower speed, use the bandwidth command to specify the real link speed. The cost of the link
will then change to correspond to the bandwidth that you configured.

It is now possible to control how OSPF calculates default metrics for the interface. Use the ospf
auto-cost reference-bandwidth router global configuration command to change the numerator
of the above OSPF cost formula:

ospf auto-cost reference-bandwidth reference-bandwidth

Here, reference-bandwidth is in megabytes per second. The range is 1 to 4294967; the default
is 100.

This means that a cost of 1 = 100 Mbps, and a cost of 10 = 100/10 = 10 Mbps. If you’re moving
to gigabit, then you would want 1000 Mbps = 1 Gbps.

Any change using this command should be done on all routers in the AS so that they all use the
same formula to calculate cost. The value set by the ip ospf cost command overrides the cost
resulting from the auto-cost reference-bandwidth command.

In the Cisco I0S documentation, the auto-cost command is documented as ospf auto-cost.
However, auto-cost is the actual command in the Cisco 10S.

cost Command Design Considerations
Considerations in using the cost command include the following:

® Never change defaults unless you can explain why the change is necessary. Reasons for
using the cost option in OSPF include the following:

— You want to maintain interoperability among different vendors running OSPF.
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— There is a design reason to choose a different path than the one selected by the
Cisco default metric.

— You want to allow greater granularity in the application of the cost metric.

If the default is to be overridden by the manual configuration, it is important that it is done
with due consideration to the physical and logical topology map of the network. Any
change to the metric may change the traffic patterns in the network.

Determining the Designated Router Using the priority Command

The last command to consider is the priority command. This command is used to determine
the designated and backup designated routers on a multiaccess link. Remember that the Hello
protocol is the mechanism by which the designated routers are elected. To be “up for election,”
the priority must be a positive integer between 1 and 255. If the priority is 0, the router cannot
participate in the election. The higher the priority, the greater the likelihood of being elected. If
no priority is set, all Cisco routers have a default priority of 1, and the router ID is used as a
tiebreaker. In effect, this means that the router ID is the determining factor.

priority Command Design Considerations
Reasons for changing the router priority include the following:

The router has greater CPU and memory than the others do on the LAN.
The router is the most reliable router on the segment.

All the other routers on the LAN connect to stub networks. They all form the access layer
of the network.

There are point-to-multipoint connections in an NBMA cloud, and the hub router needs
to be configured as the centralized resource, requiring it to be the designated router.

The router is an ABR, and you don’t want it to consume more resources as a designated
router.

Seeing how these commands work in context makes their use and functionality much more
apparent.

A Working Configuration of OSPF on a Single Router

Example 5-1 is a working configuration tested for verification. It should be used in conjunction
with Figure 5-11.
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Example 5-1 Configuring OSPF

Sandose(config)#router ospf 100

Sandose(config
Sandose(config
Sandose(config
SandJose(config
Sandose(config
Sandose(config
Sandose(config
Sandose(config
Sandose(config
SandJose(config
Sandose(config
Sandose(config
Sandose(config

Sandose(config-
Sandose(config-
-if)#ip address 140.100.17.129 255.255.255.240
-if)#ip ospf priority 100

-if)#full-duplex

-if)#no shutdown

-if)#interface FastEthernet3/0

-if)#ip address 140.100.17.193 255.255.255.240
-if)#ip ospf cost 10

-if)#full-duplex

-if)#no shutdown

-if)#interface Fddi2/0

-if)#ip
-if)#no
-if)#no
Sandose(config-

router)#network 140.100.0.0 0.0.255.255 area 3
router)#interface FastEthernet1/0

address 140.100.32.10 255.255.255.240
ip directed-broadcast
keepalive

if)#no shutdown

Figure 5-11
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Configuring OSPF over an NBMA Topology

Table 5-6

The design considerations of running OSPF over an NBMA topology are outside the scope of
this book, but it is important to research this area because it speaks to the configuration choices
that will be made. However, one of the common choices on a partially meshed network
illustrates the kind of decisions that need to be made.

If the network is partially meshed, then the choice to use only point-to-point subnets can waste
addresses. If a point-to-multipoint configuration is chosen, the network uses one subnet, and
there is no DR/BDR negotiation. This has the advantage of saving addresses but behaving as if
it is a series of point-to-point links.

When the decision is made as to which technology is to be implemented, the configuration is
straightforward. The choice is defined on the interface as a network command. The network
command syntax is as follows:

ip ospf network {broadcast | non-broadcast | {point-to-multipoint [non-broadcast]}}
Table 5-6 explains the command.

The ip ospf network Command

Option Description

nonbroadcast Sets the network mode to nonbroadcast multiaccess (NBMA mode). This is the
default mode for serial interfaces with Frame Relay encapsulation and point-to-
multipoint subinterfaces.

point-to-multipoint ~ Sets the network mode to point-to-multipoint

point-to-multipoint ~ (Optional) Sets the network mode to point-to-multipoint nonbroadcast.
nonbroadcast

broadcast Sets the network mode to broadcast.

point-to-point Sets the network mode to point-to-point. This is the default mode for point-to-
point subinterfaces.

For the default encapsulations and hello timers, refer to Table 5-4.

Configuring OSPF in NBMA Mode

NOTE

In NBMA mode, the design considerations are imperative because the selection of the DR and
BDR need to have physical connectivity to all routers in the NBMA cloud. Remember that this
is a nonbroadcast environment, so the DR and BDR must be configured with a static list of the
other routers attached to the cloud so that they can become neighbors and create adjacencies.
This is achieved with the use of the neighbor command.

Other technologies have superceded the need to manually configure the neighbors.
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Table 5-7

The syntax of the command is as follows:
neighbor ip-address [priority number ] [poll-interval sec] [cost number]

The neighbor command is used to configure OSPF routers interconnecting to nonbroadcast
networks. The different options used with the neighbor command are explained in Table 5-7.

The OSPF neighbor Command

neighbor Command Description

ip-address Interface IP address of the neighbor.

priority number (Optional) An 8-bit number indicating the likelihood of this router being
elected as the BDR or the DR. The default is 0. This keyword does not apply
to point-to-multipoint mode interfaces because no BDR or DR is selected.

poll-interval sec (Optional) Unsigned integer value reflecting the poll interval. RFC 1247
recommends that this value be much larger than the hello interval. The
default is 120 seconds (2 minutes). This keyword does not apply to point-to-
multipoint mode interfaces.

If a neighboring router has become inactive (hello packets have not been
seen for the router dead interval period), it may still be necessary to send
hello packets to the dead neighbor. These hello packets will be sent at a
reduced rate called the poll interval.

cost number (Optional) Value that assigns a cost or metric. It takes the form of an integer
from 1 to 65535. Neighbors with no specific cost configured will assume the
cost of the interface, based on the bandwidth or the ip ospf cost command.
On point-to-multipoint mode interfaces, this is the only keyword and
argument that make sense. This keyword does not apply to NBMA mode
networks.

Example 5-2 shows how the command is used.

Example 5-2 The OSPF neighbor Command

NOTE

ROUTER (config)#interface Serial0

ROUTER (config-if)#ip address 131.144.10.100 255.255.255.0
ROUTER (config-if)#encapsulation frame-relay

ROUTER (config-if)#ip ospf network non-broadcast

ROUTER (config)#router ospf 1

ROUTER (config-router)#network 131.144.10.100 0.0.0.255 area 0
ROUTER (config-router)#neighbor 131.144.10.2

ROUTER (config-router)#neighbor 131.144.10.3

ROUTER (config-router)#neighbor 131.144.10.5

NBMA mode is used by default, so there is no need for the ip ospf network non-broadcast
command. However, neighbor statements are necessary.
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Configuring OSPF in Point-to-Multipoint Mode

An OSPF point-to-multipoint interface is seen as one or more numbered point-to-point
interfaces. The cloud is configured as one subnet. A host route will be added for each router
involved in the OSPF cloud.

NOTE The point-to-multipoint non-broadcast command option is a new feature related to point-to-
multipoint networks with Cisco IOS Release 11.3a. You can find more information on the
subject by searching at www.cisco.com with the keywords OSPF point-to-multipoint network
with separate costs per neighbor.

Design Points for the Point-to-Multipoint Mode

By default, the network is considered to be a series of point-to-point interfaces. There is no need
to specify neighbors because the neighbors will see each other and simply become adjacent,
with no need for the election of a DR or a BDR. However, you can specify neighbors with the
neighbor command, in which case you should specify a cost to each neighbor. You are not
required to have a fully meshed topology, which reduces the number of PVCs needed and the
number of neighbor entries in the neighbor table.

It is possible to change default with the command ip ospf network non-broadcast. The point-
to-multipoint network is then considered a nonbroadcast network, and the mode is a Cisco
extension. The neighbor command is required to identify neighbors in a nonbroadcast network.
Assigning a cost to a neighbor is optional.

Example 5-3 shows the necessary configuration for OSPF in point-to-multipoint mode (point-
to-multipoint broadcast mode, compliant with the RFC, because the keyword non-broadcast
is not specified). There is no need to configure neighbors, although this can be done if desired.

Example 5-3 Configuring Point-to-Multipoint Networks

ROUTER (config)#interface Serial0

ROUTER(config-if)#ip address 10.1.1.1 255.255.255.0
ROUTER (config-if)#encapsulation frame-relay

ROUTER (config-if)#ip ospf network point-to-multipoint
ROUTER (config)#router ospf 1

ROUTER (config-router)#network 10.1.1.0 0.0.0.255 area 0

Configuring OSPF in Broadcast Mode

The use of the broadcast mode is to avoid the use of the neighbor command and all the
attendant configurations. This broadcast mode works best with a fully meshed network.
Example 5-4 shows a typical configuration of OSPF in broadcast mode.
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Example 5-4 Configuring a Broadcast Network

ROUTER (config)#interface Serial0

ROUTER (config-if)#ip address 10.1.1.1 255.255.255.0
ROUTER (config-if)#encapsulation frame-relay

ROUTER (config-if)#ip ospf network broadcast

ROUTER (config)#router ospf 1

ROUTER (config-router)#network 10.1.1.0 0.0.0.255 area 0

Configuring OSPF in Point-to-Point Mode on a Frame Relay

Subinterface

In this mode, the adjacency created between the routers is automatic because each subinterface
behaves as a physical point-to-point network. Therefore, the communication is direct and

automatic.

The following steps explain how to configure OSPF point-to-point mode on subinterfaces:

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6

At the interface level, create a subinterface.

It is recommended that you remove any network layer address
assigned to the physical interface using the no IP address
command. The Layer 3 address should be assigned to the
subinterface.

Configure Frame Relay encapsulation.
Configure the subinterfaces as discussed earlier in this chapter.

Configure the Layer 3 and Layer 2 (DLCI) addresses on the
subinterface.

Point-to-point mode is the default OSPF mode for point-to-point
subinterfaces, so no further configuration is required.

Example 5-5 shows the necessary configuration required for a point-to-point Frame Relay

subinterface.

Example 5-5 Configuring a Point-to-Point Frame Relay Subinterface.

ROUTER (config)#interface Serial0

ROUTER (config-if)#no ip address

ROUTER (config-if)#encapsulation frame-relay

ROUTER (config)#interface Serial@.1 point-to-point
ROUTER (config-subif)#ip address 10.1.1.1 255.255.255.0
ROUTER (config-subif)#frame-relay interface-dlci 51
ROUTER (config)#interface Serial@.2 point-to-point
ROUTER (config-subif)#ip address 10.1.2.1 255.255.255.0
ROUTER (config-subif)#frame-relay interface-dlci 52
ROUTER (config)#router ospf 1

ROUTER (config-router)#network 10.1.0.0 0.0.255.255 area 0
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NOTE

The shading in the previous example shows the configuration required to create a subinterface.

Of course, it is imperative to check any configuration on a network device because any errors
could potentially bring down the entire network. To verify the configuration, there is a wealth
of Cisco commands. They are covered in the following section.

Checking the Configuration of OSPF on a Single Router

The following set of commands is invaluable in both configuration and maintenance of a live
network. These commands are particularly useful in troubleshooting the network. As such,
these commands are a necessary set of tools for use on a daily basis, for the CCNP/CCDP
Routing exam as well as the CCIE lab exam:

® show ip ospf—Shows the OSPF process and its details—for example, how many times
the router has recalculated its routing table.

® show ip ospf database—Shows the contents of the topological database.

® show ip ospf interface—Gives information on how OSPF has been configured on each
interface. Typing errors are easily seen with this command.

® show ip ospf neighbor—Displays all the information about the relationship that the
router has with its neighbors—for example, the status of communication and whether it is
initializing or transferring DDP packets.

® show ip protocols—Enables you to view the IP configuration on the router. This
command is useful because it shows not only the interfaces, but the configuration of the
IP routing protocols as well.

® show ip route—Shows detailed information on the networks that the router is aware of
and the preferred paths to those networks. Also gives the next logical hop as the next step
in the path (this command is covered in detail in Chapter 4, “IP Routing Principles”).

Understanding the output of these commands is important. This is not just because the output
may constitute questions on the exam, but because the capability to analyze what is happening
on the network demands a thorough understanding of the concepts explained in this chapter. An
understanding of the concepts in this chapter is required in interpreting the output of a show
command.

The OSPF show commands are highly detailed and give a comprehensive understanding of the
state of the network.
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The show ip ospf Command

show ip ospf process-id

Example 5-6 shows the output of this command. Table 5-8 explains how to read this

information.

Example 5-6 show ip ospf Output

SandJose#fshow ip ospf

Area 3

Area ranges are

Number of DoNotAge LSA 0

Routing Process "ospf 100" with ID 140.100.32.10

Supports only single TOS(TOS@) routes

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs.
Number of external LSA @. Checksum Sum 0x0

Number of DCbitless external LSA 0

Number of DoNotAge external LSA 0

Number of areas in this router is 1. 1 normal @ stub @ nssa

Minimum LSA arrival 1 secs

Number of interfaces in this area is 3
Area has no authentication
SPF algorithm executed 10 times

Link State Update Interval is 00:30:00 and due in 00:18:54
Link State Age Interval is 00:20:00 and due in 00:08:53
Number of DCbitless LSA 2

Number of indication LSA 0

Table 5-8 Explanation of the show ip ospf Command Output

Field

Explanation

SPF schedule delay

Specifies how long to wait to start the SPF calculation after
receiving an LSA update.

Hold time between two SPFs

Specifies the minimum amount of time between SPF
calculations.

Number of DCbitless external LSA

Is used with OSPF demand circuits.

(Refer to CCO for greater detail on this subject.)

Number of DoNotAge external LSA

Is used with OSPF demand circuits, such as ISDN.

Routing Process “ospf 100” with ID
140.100.32.10

Shows the local process ID for OSPF and the router ID that it
will advertise.

Supports only single ToS (TOSO0)
routes

OSPF is capable of carrying information about the type of
service (ToS) that the IP datagram has requested. This is
supported by Cisco in accordance to the RFCs but is not
implemented. Therefore, ToS has the value of 0.

continues
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Table 5-8

Explanation of the show ip ospf Command Output (Continued)

Field

Explanation

It is an internal router

Species the types of router that OSPF defines, including
internal, Area Border, and autonomous system boundary
router.

Summary Link update interval is
0:00:00 and the update is due in
0:00:00

An Area Border Router would transmit this link-state
advertisement (LSA) into another area. Summarization
occurs at the area border. As an internal router, this router is
not capable of issuing this update.

External Link update interval is
0:00:00 and the update due in 0:00:00

An autonomous system boundary router would transmit this
LSA into another routing protocol using redistribution. The
update is external to the domain or AS. As an internal router,
this router is not capable of issuing this update.

Area 3

Number of interfaces in this area is 3
Area has no authentication

SPF algorithm executed 10 times

Area ranges are

Specifies the number of areas of which this router is a
member. As an internal router, it is configured for a single
area and is a member of one area.

At a glance, it is possible to see how many of the router’s
interfaces are in an area and whether the router is using MD5
security. It is very useful to see the number of times that the
SPF algorithm has been executed, because this is an
indication of the network stability. The area ranges show any
summarization that has been configured.

Link State Update Interval is 00:30:00
and due in 00:18:54

The default update timer for the LSA update timer is 30
minutes. This is used to ensure the integrity of the
topological databases. This field shows when the next update
is and that the default has not been changed. These update
timers should be the same throughout the area.

Link State Age Interval is 00:20:00
and due in 00:08:53

This specifies the MAX-AGED update deletion interval and
shows when the database will next be purged of out-of-date
routes.

The show ip ospf database Command

show ip ospf database

This command displays the contents of the router’s topological database and the different LSAs
that have populated the database. In this example, because the router used is an internal router,
the LSAs displayed will be the router and network updates. This command has many
parameters that enable the user to examine very specific information. This section considers the

general command.

Example 5-7 shows the output of this command. Table 5-9 explains the meaning of the

important fields.
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Example 5-7 show ip ospf database Output

Table 5-9

Link ID
140.100.17.131
140.100.17.132
140.100.17.194
140.100.23.1
140.100.32.10
140.100.32.11
140.100.32.12

Link ID
140.100.17.130
140.100.17.194
140.100.32.11

Router Link

Net Link States

SanJose#fshow ip ospf database

OSPF Router with ID (140.100.32.10) (Process ID 100)

States (Area 3)
ADV Router Age Seq# Checksum Link count
140.100.17.131 471 0x80000008 0xA469 1
140.100.17.132 215 0x80000007 OxA467 1
140.100.17.194 1489 0x8000000B OxFF16 1
140.100.23.1 505 0x80000006 0x56B3 1
140.100.32.10 512 0x8000000C 0x46BA 3
140.100.32.11 150 0x80000006 Ox6A73 1
140.100.32.12 1135 0x80000002 Ox8E30 1

(Area 3)

ADV Router Age Seq# Checksum
140.100.23.1 220 0x80000007 0x3B42
140.100.17.194 1490 0x80000002 0x15C9
140.100.32.11 150 0x80000004 0x379E

Explanation of the show ip ospf database Command

Field

Explanation

OSPF Router with ID (140.100.32.10)

(Process ID 100)

The router ID and the process ID of the router being viewed.

Displaying Router Link States

The router LSAs, showing the links connecting the router to

(Area 3) neighbors discovered via the Hello protocol.

Link ID The link ID, which is the same as the OSPF router ID.

ADV Router The OSPF router ID of the advertising router. Note that the
ID is the same as the link ID when describing the router
LSAs. This is because the router is advertising these links in
its router LSA to the area.

Age The age is the length of time since the last update. It is shown
in seconds.

Seq # The sequence number, used to ensure that the LSA is truly an
update that is more recent than anything currently in the
topological database.

Checksum The checksum on the entire LSA update. Ensures the

integrity of the update.

continues
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Table 5-9 Explanation of the show ip ospf database Command (Continued)

Field Explanation

Link Count The number of links that the router has configured for OSPF.
Note that this field is shown only for the router LSA update.

Displaying Net Link States (Area 3) Information taken from the network LSAs that have been
received by the router.

Displaying Summary Net Link States  Information taken from the summary LSAs, which are

(Area 3) passed between the Area Border Routers. As an internal
router in a single area, this section of the display would be
blank.

The show ip ospf interface Command

show ip ospf interface [type-number]

This command is used to show how OSPF has been configured on an interface level, as well as
how it is working at the interface. This level of detail is excellent for troubleshooting
configuration errors.

Example 5-8 shows the output of this command. Table 5-10 explains how to read this
information.

Example 5-8 show ip ospf interface [type-number] Output

Sandose#show ip ospf interface fastethernet1/0
FastEthernet1/0 is up, line protocol is up
Internet Address 140.100.17.129/28, Area 3
Process ID 100, Router ID 140.100.32.10, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 100
Designated Router (ID) 140.100.32.10, Interface address 140.100.17.129
Backup Designated router (ID) 140.100.23.1, Interface address 140.100.17.130
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:06
Neighbor Count is 3, Adjacent neighbor count is 2
Adjacent with neighbor 140.100.17.132
Adjacent with neighbor 140.100.17.131
Adjacent with neighbor 140.100.23.1 (Backup Designated Router)
Suppress hello for @ neighbor(s)




Checking the Configuration of OSPF on a Single Router 249

Table 5-10

Explanation of the show ip ospf interface Command

Field

Explanation

FastEthernet1/0 is up, line protocol
is up

This should be seen as two statements. The first half of the
sentence indicates that the physical line is operational. This
meaning differs with the type of interface; for Ethernet, it
indicates the presence of the transceiver. The second portion
of the sentence indicates that the data link layer is working.

Internet Address 140.100.17.129/28,
Area 3

The IP address and mask configured on the interface.

Area 3

The OSPF area for which the interface is configured.

Process ID 100, Router ID

The autonomous system number, which is in fact the OSPF

140.100.32.10 process ID.
The router ID that will be advertised in the LSA updates.

Network Type BROADCAST The type of network that the interface is connected to, which
indicates how neighbors are found and adjacencies are
formed.

Cost: 1 The metric cost of the link, which, although not stated, was

probably dynamically chosen using the Cisco defaults.

Transmit Delay is 1 sec

The anticipated time taken to send an update to the neighbor.
The default is 1 second.

State DR

The state of the link in reference to establishing adjacencies.

This field is extremely useful in troubleshooting. Here are the
states in order:

DOWN—Heard from no one.

ATTEMPT—Sent a hello on an NBMA, but haven’t heard
back.

INIT—Heard a hello, but have not achieved neighbor status.

TWO-WAY—Established full neighbor relationship; saw
itself in the neighbor’s hello table.

EXSTART—Starting up the link for exchanging DDPs.
EXCHANGE—Sending DDPs to other router.

LOADING—Building the database and LSAs from the
DDPs.

FULL—Established adjacency.
DR—Is the designated router for this LAN.

continues
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Table 5-10

Explanation of the show ip ospf interface Command (Continued)

Field

Explanation

Priority 100

The priority is sent in the Hello protocol and is used to
determine the election of the designated router and the
backup designated router. The value of 1 means that the
router is prepared to be elected. If every other router has the
priority of 1, the highest router ID will select the routers.

Designated Router (ID)
140.100.32.10, Interface address
140.100.17.129

The address of the elected designated router. Note that the ID
and the interface ID differ. This is a useful field for
troubleshooting misconfiguration.

Backup Designated router (ID)
140.100.23.1, Interface address
140.100.17.130

The address of the backup designated router. Note that both
the ID and the interface are given, and they differ.

Timer intervals configured, Hello 10,
Dead 40, Wait 40, Retransmit 5

It is possible to change these timers and sometimes necessary
if connecting to another vendor’s equipment that has
different defaults. These timers should be consistent
throughout the area. The defaults are as follows:

Hello: 10
Dead: 40
Wait: 40

Retransmit: 5

Hello due in 00:00:06

When the next hello packet is due to be sent out of the
interface.

Neighbor Count is 3, Adjacent
neighbor count is 2

The number of routers that have neighbor relationships.

Note that the number of routers with which adjacency is
established is less than the number of neighbors. This is
because there is a designated router and a backup designated
router, whose responsibility it is to maintain the adjacencies
with all routers on the LAN.

Adjacent with neighbor 140.100.23.1
(Backup Designated Router)

The router ID of the adjacent router, which is the backup
designated router in this case.

The show ip ospf neighbor Command

show ip ospf neighbor [type number]

[neighbor-id] [detail]

This command is used to show OSPF neighbors. All the neighbors known to the router may be

viewed, or the command can be made more granular and the neighbors can be shown on a per-

interface basis. One neighbor also may be picked out for scrutiny. This level of detail is
excellent for troubleshooting configuration errors.
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Example 5-9 shows the output of this command. Table 5-11 explains how to read this
information.

Example 5-9 show ip ospf neighbor Output

Sandose#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
140.100.17.132 FULL/DROTHER  00:00:36 140.100.17.132 FastEthernet1/0
140.100.17.131 FULL/DROTHER  00:00:37 140.100.17.131 FastEthernet1/0

1
1

140.100.23.1 1 FULL/BDR 00:00:38 140.100.17.130 FastEthernet1/0

140.100.32.12 1 FULL/DROTHER  00:00:35 140.100.32.12 Fddi2/0

140.100.32.11 1 FULL/DR 00:00:32 140.100.32.11 Fddi2/0

140.100.17.194 1 FULL/DR 00:00:31 140.100.17.194 FastEthernet3/0

To be more specific, in what is viewed, it is possible to look at the neighbors that have been
discovered on a particular interface, as seen in Example 5-10.

Example 5-10 The Neighbors That Have Been Discovered on a Particular Interface

Sandose#show ip ospf neighbor fddi 2/0

Neighbor ID Pri State Dead Time Address Interface
140.100.32.12 1 FULL/DROTHER  00:00:36 140.100.32.12  Fddi2/0
140.100.32.11 1 FULL/DR 00:00:32 140.100.32.11 Fddi2/o

To see all the neighbors in as much detail as possible, however, use the command displayed in
Example 5-11.

Example 5-11 Using the show ip ospf neighbor detail Command

Sandose#show ip ospf neighbor detail

Neighbor 140.100.17.132, interface address 140.100.17.132
In the area 3 via interface FastEthernet1/0
Neighbor priority is 1, State is FULL, 6 state changes
DR is 140.100.17.129 BDR is 140.100.17.130
Options 2
Dead timer due in 00:00:35

Neighbor 140.100.17.131, interface address 140.100.17.131
In the area 3 via interface FastEthernet1/0
Neighbor priority is 1, State is FULL, 6 state changes
DR is 140.100.17.129 BDR is 140.100.17.130
Options 2
Dead timer due in 00:00:34

continues
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Example 5-11 Using the show ip ospf neighbor detail Command (Continued)

Table 5-11

Neighbor 140.100.23.1, interface address 140.100.17.130
In the area 3 via interface FastEthernet1/0
Neighbor priority is 1, State is FULL, 6 state changes
DR is 140.100.17.129 BDR is 140.100.17.130
Options 2
Dead timer due in 00:00:36

Neighbor 140.100.32.12, interface address 140.100.32.12
In the area 3 via interface Fddi2/0
Neighbor priority is 1, State is FULL, 6 state changes
DR is 140.100.32.11 BDR is 140.100.32.10
Options 2
Dead timer due in 00:00:32

Neighbor 140.100.32.11, interface address 140.100.32.11
In the area 3 via interface Fddi2/0
Neighbor priority is 1, State is FULL, 6 state changes
DR is 140.100.32.11 BDR is 140.100.32.10
Options 2
Dead timer due in 00:00:38

Neighbor 140.100.17.194, interface address 140.100.17.194
In the area 3 via interface FastEthernet3/0
Neighbor priority is 1, State is FULL, 9 state changes
DR is 140.100.17.194 BDR is 140.100.17.193
Options 2
Dead timer due in 00:00:38

Table 5-11 explains the meanings of the important fields from Examples 5-9 through 5-11.

Explanation of the show ip ospf neighbor Command

Field

Explanation

ID

This is the router ID.

Pri

This is the priority sent out with the Hello protocol to elect
the designated router and the backup designated router.

State

This shows the state, not of the link but whether the interface
was elected.

DR—Designated router.
BDR—Backup designated router.

DROTHER—The router was not chosen as the DR or the
BDR. If the priority on the interface had been set to zero, the
state would always be DROTHER because the router could
not be elected as a DR or a BDR.

Dead Time

The dead time is how long the router will wait without
hearing the periodic hello from its neighbor before it is
declared dead. This timer should be consistent on the
network; otherwise, there will be problems.
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Table 5-11 Explanation of the show ip ospf neighbor Command (Continued)

Field Explanation

Address This is the interface address of the neighbor. Note that the
router ID is not the same as the interface address. If the
loopback address or the highest IP address on the router has
been used, the address probably will differ.

Interface This is the outgoing interface of the router, upon which the
neighbor routers were heard.

Options The option available is one of design. It identifies whether
the area the neighbors inhabit is a stub area. The next section
discusses this in detail.

The show ip protocols Command
show ip protocols
This command is used to show the configuration IP routing protocols on the router. It details
how the protocols were configured and how they interact with one another. It also indicates

when the next updates will occur. This command is excellent for troubleshooting configuration
errors and understanding how the network is communicating about its routes.

Example 5-12 shows the output of this command. Table 5-12 explains how to read this
information.

Example 5-12 The show ip protocols Command Output

SanJose#show ip protocols

Routing Protocol is "ospf 100"
Sending updates every @ seconds
Invalid after @ seconds, hold down @, flushed after 0
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: ospf 100
Routing for Networks:

140.100.0.0
Routing Information Sources:

Gateway Distance Last Update
140.100.17.131 110 00:50:23
140.100.17.132 110 00:50:23
140.100.17.194 110 00:07:39
140.100.23.1 110 00:50:23
140.100.32.11 110 00:07:39
140.100.32.12 110 00:07:39

Distance: (default is 110)
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Table 5-12

Explanation of the show ip protocols Command

Field

Explanation

Routing Protocol is “ospf 100”

This routing protocol is configured on the router. If there is
more than one routing protocol configured, the details of
each are listed in turn.

Sending updates every 0 seconds

The frequency of the routing update is shown. It is not
relevant for a link-state routing protocol that sends updates of
changes as required (incremental updates).

Invalid after O seconds

This field is relevant for distant vector protocols. It indicates
the period of time that a route is considered valid, from the
time of the last update. If an update on the status of the route
has not been received in this defined value, the route is
marked unreachable.

hold down 0

Hold-down timers are used only in distance vector protocols.
If a distance vector protocol suspects that a route in its table
is bad, it will mark it down but will not accept another path
with a less-favorable metric until the hold-down timer has
expired. This is to avoid loops in the network. If a link-state
protocol hears an update, it acts on the information.

flushed after O

The 0 value indicates that this is a field used by distance
vector routing protocols. After marking a route as invalid, it
will flush it from the routing table after this timer has
expired.

Outgoing update filter list for all
interfaces is not set

Access lists may be set on an interface to filter networks
from the routing update. This should be used carefully
because it affects connectivity.

Incoming update filter list for all
interfaces is not set

The access list can filter either outgoing or incoming
updates.

Redistributing: ospf 100

If the routing protocol is sharing information with another
routing protocol configured on the router, the information is
listed here. This is a very important field because
redistribution is complex and, therefore, easily
misconfigured. If no redistribution is configured, the protocol
is seen to be sharing information with itself.

Routing for Networks: 140.100.0.0

This reflects the use of the network commands when the
protocol was configured. OSPF allows granularity in the use
of the command. The entries here could be as specific as the
interface addresses.

Routing Information Sources

This is a major heading for the gateway fields, which are the
addresses of the routers sending updates to this router. They
will become the next logical hop in the routing table.
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Table 5-12

Explanation of the show ip protocols Command (Continued)

Field Explanation

Gateway This field is a subset of the Routing Information Sources
field just discussed. It is the address of the router providing
updates.

Distance The administrative distance is the value given to the source

of the update. Whereas the metric indicates which path to
choose if there is more than one available, the administrative
distance indicates which source (routing protocol) to choose
if there is more than one providing a path to a remote
network. The administrative distance takes precedence over
the routing metric.

Last Update This is the time since the last update was received from that
source.
Distance: (default is 110) The administrative distance may be changed for the entire

routing protocol (the example here is OSPF), which would
be listed here, or it can be changed per source, as seen earlier
in the listing of each individual source (gateway).

The show ip route Command

show ip route

This command is used to show the IP routing table on the router. It details how the network is
known to the router and its sources for the information. This command is excellent for
troubleshooting configuration errors and understanding how the network is communicating
about its routes. It is given detailed consideration in Chapter 4.