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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in the I0S
Command Reference. The Command Reference describes these conventions as follows:

Boldface indicates commands and keywords that are entered literally as shown. In actual
configuration examples and output (not general command syntax), boldface indicates commands that
are manually input by the user (such as a show command).

Italic indicates arguments for which you supply actual values.
Vertical bars (|) separate alternative, mutually exclusive elements.
Square brackets ([ ]) indicate an optional element.

Braces ({ }) indicate a required choice.

Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Chapter 1. Routing Services

This chapter covers the following topics:
®* Complex Enterprise Network Frameworks, Architectures, and Models
* Creating, Documenting, and Executing an Implementation Plan

* Reviewing IP Routing Principles

This chapter first describes the frameworks, architectures, and models used in complex enterprise network
designs. The next section explores the process of creating, documenting, and executing a network
implementation plan. The chapter concludes with a review of IP routing principles.

Complex Enterprise Network Frameworks, Architectures, and Models

This section introduces converged networks and the variety of traffic within them. To accommodate the
requirements of such networks, Cisco has introduced the Intelligent Information Network (IIN) strategy,
along with the Service-Oriented Network Architecture (SONA) framework, which guides the evolution of
enterprise networks toward an IIN, both of which are described in this section.

This section also introduces the components of the Cisco Enterprise Architecture, and describes the
traditional hierarchical network model and the Enterprise Composite Network Model.

Traffic Conditions in a Converged Network

A converged network is one in which data, voice, and video traffic coexist on a single network. When voice
and video are transported across a network, the voice and video are seen by the network as being just like
any other application data.

Converged networks contain a variety of different types of traffic, including the following:
* Voice and video traffic— Examples include IP telephony, video broadcast, and conferencing.
* Voice applications traffic— Generated by voice-related applications, such as contact centers.

« Mission-critical traffic— Generated by applications critical to an organization (for example,
information generated by a stock exchange application at a finance company, patient records at a
hospital, and so forth).

* Transactional traffic— Generated by applications such as those for e-commerce.

* Routing protocol traffic— Data from whichever routing protocols are running in the network, such
as the Routing Information Protocol (RIP), Open Shortest Path First Protocol (OSPF), Enhanced
Interior Gateway Routing Protocol (EIGRP), Intermediate System-to-Intermediate System Protocol
(IS-1S), and Border Gateway Protocol (BGP).

« Network management traffic— Including information about the status of the network and its
devices.

Note

Although IS-IS is not covered further in this book, it is included in this chapter for completeness.

The requirements on the network differ significantly depending on the mix of traffic types, especially in terms
of security and performance. For example, voice and video performance requirements include constant
bandwidth and low delay and jitter (variation in delay), whereas transactional traffic requires high reliability
and security with relatively low bandwidth. Voice applications, such as IP telephony, also require high
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reliability and availability because users expect to hear a “dial tone” sound when they pick up their phone in
an IP network, just as they do in a traditional telephone network. Video traffic is frequently carried as IP
multicast traffic, requiring multicast features to be enabled on the network. To meet these traffic
requirements, converged networks use quality of service (QoS) mechanisms so that, for example, voice and
video traffic are given priority over web-based traffic.

Several security strategies, such as device hardening with strict access control and authentication, intrusion
protection, intrusion detection, and traffic protection with encryption, can minimize or possibly eliminate
network security threats. Security is a key issue in all networks and becomes even more important in
wireless networks.

Cisco IIN and SONA Framework

To accommodate today’s and tomorrow’s network requirements, the Cisco vision of the future includes the
IIN, a strategy that addresses how the network is integrated with businesses and business priorities. The
Cisco SONA is an architectural framework that illustrates how to build integrated systems and guides the
evolution of enterprise networks toward an IIN.

Cisco IIN

The IIN encompasses the following features:

« Integration of networked resources and information assets that have been largely
unlinked— The modern converged networks with integrated voice, video, and data require that IT
departments (and other departments that were traditionally responsible for other technologies) more
closely link the IT infrastructure with the network.

« Intelligence across multiple products and infrastructure layers— The intelligence built in to
each component of the network is extended networkwide and applies end to end.

« Active participation of the network in the delivery of services and applications— With added
intelligence, the IIN makes it possible for the network to actively manage, monitor, and optimize
service and application delivery across the entire IT environment.

The IIN offers much more than basic connectivity, bandwidth for users, and access to applications. It offers
an end-to-end functionality and centralized, unified control that promotes true business transparency and
agility.

With the IIN, Cisco is helping organizations to address new IT challenges, such as the deployment of service-
oriented architectures, web services, and virtualization (as described in the upcoming “Phase 2" bullet). The
IIN technology vision offers an evolutionary approach that consists of three phases in which functionality can
be added to the infrastructure as required, as follows:

+ Phase 1: Integrated transport— Everything (data, voice, and video) consolidates onto an IP
network for secure network convergence. By integrating data, voice, and video transport into a
single, standards-based, modular network, organizations can simplify network management and
generate enterprisewide efficiencies. Network convergence also lays the foundation for a new class of
IP-enabled applications, delivered through Cisco Unified Communications solutions.

Note

Cisco Unified Communications is the name, launched in March 2006, for the entire range of what
were previously known as Cisco IP Communications products. These include all call control,
conferencing, voice-mail and messaging, customer contact, IP phone, video telephony,
videoconferencing, rich media clients, and voice application products.

+ Phase 2: Integrated services— When the network infrastructure is converged, IT resources can be
pooled and shared, or virtualized, to flexibly address the changing needs of the organization.
Integrated services help to unify common elements, such as storage and data center server capacity.
By extending this virtualization concept to encompass server, storage, and network elements, an
organization can transparently use all of its resources more efficiently. Business continuity is also



enhanced because in the event of a local systems failure, shared resources across the IIN can
provide needed services.

+ Phase 3: Integrated applications— This phase focuses on making the network application-aware
so that it can optimize application performance and more efficiently deliver networked applications to
users. With Application-Oriented Networking (AON) technology, Cisco has entered this third IIN
phase. In addition to capabilities such as content caching, load balancing, and application-level
security, the Cisco AON makes it possible for the network to simplify the application infrastructure by
integrating intelligent application message handling, optimization, and security into the existing
network.

Cisco SONA Framework

The Cisco SONA architectural framework guides the evolution of enterprise networks toward an IIN. Using
the SONA framework, enterprises can improve flexibility and increase efficiency by optimizing applications,
business processes, and resources to enable IT to have a greater impact on business.

The SONA framework uses the extensive product-line services, proven architectures, and experience of Cisco
and its partners to help enterprises achieve their business goals.

The SONA framework, shown in Figure 1-1, shows how integrated systems can allow a dynamic, flexible
architecture and provide for operational efficiency through standardization and virtualization. In this
framework, the network is the common element that connects and enables all components of the IT
infrastructure.

Figure 1-1. Cisco SONA Framework.
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The SONA framework outlines the following three layers:
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* Networked infrastructure layer— Interconnects all the IT resources across a converged network
foundation. The IT resources include servers, storage, and clients. The networked infrastructure layer
represents how these resources exist in different places in the network, including the campus,
branch, data center, wide-area network (WAN), metropolitan-area network (MAN), and with the
teleworker. The objective of this layer is to provide connectivity, anywhere and anytime.

« Interactive services layer— Enables efficient allocation of resources to applications and business
processes delivered through the networked infrastructure. This layer includes these services:

» Voice and collaboration services

* Mobility services

» Security and identity services

+ Storage services

» Computer services

+ Application networking services

* Network infrastructure virtualization
* Services management

+ Adaptive management services

« Application layer— Includes business applications and collaboration applications. The objective of
this layer is to meet business requirements and achieve efficiencies by leveraging the interactive
services layer.

Note

You can access the SONA home page at http://www.cisco.com/go/sona.

For example, within an organization with some remote offices, segmentation can be done to the three basic
layers of SONA:

+ The networked infrastructure layer represents the physical infrastructure (that is, the combination of
network, servers, clients, and storage hardware that is deployed throughout an enterprise network).

« The interactive services layer represents the network-based functionality by making resources
available to applications and business processes. Application delivery, real-time communication,
management, mobility, security, transport, and virtualization are included in the interactive services
layer.

« The application layer represents the enterprise software that addresses the needs of organizational
processes and data flow, often in a distributed manner.

Cisco Network Models

This section describes Cisco network models, starting with the Cisco Enterprise Architecture, followed by the
hierarchical network model, and concluding with the Enterprise Composite Network Model.

Cisco Enterprise Architecture

Cisco provides an enterprisewide systems architecture that helps companies to protect, optimize, and grow
the infrastructure that supports their business processes. As illustrated in Figure 1-2, the architecture
provides for integration of the entire network—campus, data center, branches, teleworkers, and WAN—
offering staff secure access to the tools, processes, and services they require.
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Figure 1-2. Cisco Enterprise Architecture.
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The Cisco Enterprise Campus Architecture combines a core infrastructure of intelligent switching and routing
with tightly integrated productivity-enhancing technologies, including IP communications, mobility, and
advanced security. The architecture provides the enterprise with high availability through a resilient
multilayer design, redundant hardware and software features, and automatic procedures for reconfiguring
network paths when failures occur. IP multicast capabilities provide optimized bandwidth consumption, and
QoS features ensure that real-time traffic (such as voice, video, or critical data) is not dropped or delayed.
Integrated security protects against and mitigates the impact of worms, viruses, and other attacks on the
network, including at the switch port level. For example, the Cisco enterprisewide architecture extends
support for security standards, such as the Institute for Electrical and Electronic Engineers (IEEE) 802.1x
port-based network access control standard and the Extensible Authentication Protocol (EAP). It also
provides the flexibility to add IP security (IPsec) and Multiprotocol Label Switching virtual private networks
(MPLS VPNSs), identity and access management, and virtual local-area networks (VLANs) to compartmentalize
access. These features help improve performance and security while decreasing costs.

The Cisco Enterprise Data Center Architecture is a cohesive, adaptive network architecture that supports
requirements for consolidation, business continuance, and security while enabling emerging service-oriented
architectures, virtualization, and on-demand computing. Staff, suppliers, or customers can be provided with
secure access to applications and resources, simplifying and streamlining management and significantly
reducing overhead. Redundant data centers provide backup using synchronous and asynchronous data and
application replication. The network and devices offer server and application load balancing to maximize
performance. This architecture allows the enterprise to scale without major changes to the infrastructure.

The Cisco Enterprise Branch Architecture allows enterprises to extend head-office applications and services
(such as security, IP communications, and advanced application performance) to thousands of remote
locations and users or to a small group of branches. Cisco integrates security, switching, network analysis,
caching, and converged voice and video services into a series of integrated services routers (ISRs) in the
branch so that the enterprises can deploy new services without buying new routers. This architecture
provides secure access to voice, mission-critical data, and video applications—anywhere, anytime. Advanced
routing, VPNs, redundant WAN links, application content caching, and local IP telephony call processing
features are available with high levels of resilience for all the branch offices. An optimized network uses the
WAN and LAN to reduce traffic and save bandwidth and operational expenses. The enterprise can easily
support branch offices with the ability to centrally configure, monitor, and manage devices located at remote
sites, including tools, such as AutoQoS, which configures devices to handle congestion and bandwidth issues
before they affect network performance.



The Cisco Enterprise Teleworker Architecture allows enterprises to securely deliver voice and data services to
remote small or home offices over a standard broadband access service, providing a business-resiliency
solution for the enterprise and a flexible work environment for employees. Centralized management
minimizes the IT support costs. Integrated security and identity-based networking services enable the
enterprise to extend campus security policies to the teleworker. Staff can securely log in to the network over
an always-on VPN and gain access to authorized applications and services from a single cost-effective
platform. Productivity can further be enhanced by adding an IP phone, thereby providing cost-effective
access to a centralized IP communications system with voice and unified messaging services.

The Cisco Enterprise WAN Architecture offers the convergence of voice, video, and data services over a single
Cisco Unified Communications network, which enables the enterprise to cost-effectively span large
geographic areas. QoS, granular service levels, and comprehensive encryption options help ensure the secure
delivery of high-quality corporate voice, video, and data resources to all corporate sites, enabling staff to
work productively and efficiently wherever they are located. Security is provided with multiservice VPNs
(using IPsec and MPLS) over Layer 2 or Layer 3 WANs, hub-and-spoke, or full-mesh topologies.

Cisco Hierarchical Network Model

Traditionally, the three-layer hierarchical model, illustrated in Figure 1-3, has been used in network design,
providing a modular framework that allows design flexibility and facilitates implementation and
troubleshooting. The hierarchical model divides networks or modular blocks within a network into the access,
distribution, and core layers. The features of the hierarchical layers are as follows:

Figure 1-3. Cisco Hierarchical Network Model.
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+ Access layer— This layer is used to grant users access to network devices. In a network campus,
the access layer generally incorporates switched LAN devices with ports that provide connectivity to
workstations and servers. In the WAN environment, the access layer at remote sites or at
teleworkers’ homes provides access to the corporate network across various WAN technologies.

« Distribution layer— This layer aggregates the wiring closet connections and uses switches to
segment workgroups and isolate network problems in a campus environment. Similarly, the
distribution layer aggregates WAN connections at the edge of the campus and provides policy-based
connectivity (in other words, it implements the organization’s policies).

« Core layer (also referred to as the backbone)— The core layer is a high-speed backbone and is
designed to switch packets as fast as possible. Because the core is critical for connectivity, it must
provide a high level of availability and adapt to changes quickly.

The hierarchical model can be applied to networks that include any type of connectivity, such as LANs, WANs,
wireless LANs (WLANs), MANs, and VPNs.

For example, Figure 1-4 demonstrates the model applied to the enterprise campus, and Figure 1-
5 demonstrates the model applied to a WAN environment.
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Figure 1-4. Hierarchical Model Applied to the Enterprise Campus.
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The hierarchical model is useful for smaller networks, but does not scale well to today’s larger, more complex
networks. The Enterprise Composite Network Model, introduced in the following section, provides additional
modularity and functionality.



Cisco Enterprise Composite Network Model

Cisco has developed a set of best practices for security, comprising a blueprint for network designers and
administrators for the proper deployment of security solutions to support network applications and the
existing network infrastructure. This blueprint is called “"SAFE.” SAFE includes the Enterprise Composite
Network Model, which network professionals can use to describe and analyze any modern enterprise
network. This model supports larger networks than those designed with only the hierarchical model and
clarifies the functional boundaries within the network.

Note

You can access the SAFE blueprint home page at http://www.cisco.com/go/safe.

The Enterprise Composite Network Model first divides the network into three functional areas, as illustrated
in Figure 1-6 and described as follows:

+ Enterprise Campus— This functional area contains the modules required to build a hierarchical,
highly robust campus network. Access, distribution, and core principles are applied to these modules
appropriately.

« Enterprise Edge— This functional area aggregates connectivity from the various elements at the
edge of the enterprise network, including to remote locations, the Internet, and remote users.

+ Service Provider Edge— This area is not implemented by the organization; instead, it is included to

represent connectivity to service providers such as Internet service providers (ISPs), WAN providers,
and the public switched telephone network (PSTN).

Figure 1-6. Enterprise Composite Network Model Functional Areas.
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As illustrated in Figure 1-7, each of these functional areas contains various network modules. These modules
can in turn include hierarchical core, distribution, and access layer functionality.

Figure 1-7. Modules Within the Enterprise Composite Network Model.
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The Enterprise Campus functional area comprises the following modules:
« Building— Contains access switches and end-user devices (including PCs and IP phones).

* Building Distribution— Includes distribution multilayer switches to provide access between
workgroups and to the Core.

» Core— Also called the backbone, provides a high-speed connection between buildings themselves,
and between buildings and the Server Farm and Edge Distribution modules.

« Edge Distribution— The interface between the Enterprise Campus and the Enterprise Edge
functional areas. This module concentrates connectivity to and from all branches and teleworkers
accessing the campus via a WAN or the Internet.

* Server Farm— Represents the campus’s data center.

« Management— Represents the network management functionality, including monitoring, logging,
security, and other management features within an enterprise.

Figure 1-8 illustrates how the Building, Building Distribution, and Core modules map directly onto the
hierarchical model’s access, distribution, and core layers. The figure also shows how multiple buildings can be
represented by multiple sets of a Building and a Building Distribution module, with each connected to the

Core.

Figure 1-8. Multiple Buildings Represented Within the Enterprise Campus.
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The Enterprise Edge functional area is the interface between the Enterprise Campus functional area (through
the Edge Distribution module) and the Service Provider Edge functional area. It is composed of the following
four modules:

E-commerce— Includes the servers, network devices, and so forth necessary for an organization to
provide e-commerce functionality, such as online ordering

Corporate Internet— Provides Internet access for the organization, and passes VPN traffic from
external users to the VPN and Remote Access module

VPN and Remote Access— Terminates VPN traffic and dial-in connections from external users

WAN-— Provides connectivity from remote sites using various WAN technologies

The three modules within the Service Provider Edge functional area are as follows:

Note

ISP— Represents Internet connections (in Figure 1-7, two instances of this module are shown,
representing a dual-homed connection to two ISPs)

PSTN— Represents all nonpermanent connections, including via analog phone, cellular phone, and
Integrated Services Digital Network (ISDN)

Frame Relay/Asynchronous Transfer Mode (ATM)— Represents all permanent connections to
remote locations, including via Frame Relay, ATM, leased lines, cable, digital subscriber line (DSL),
MPLS, and wireless bridging

For further information and details about network design, see the Cisco Press book Authorized Self-Study
Guide: Designing for Cisco Internetwork Solutions (DESGN), Second Edition.
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During the network design, an implementation plan is created, as detailed in the next section.

Creating, Documenting, and Executing an Implementation Plan

An effective, documented, implementation plan is a result of good processes and procedures during network
design, deployment, and performance testing. This section describes approaches to creating an
implementation plan and its associated documentation.

Approaches to Creating an Implementation Plan

There are two approaches to implementing changes to a network: using an ad hoc approach or using a
structured approach.

In an ad hoc approach, the network engineer identifies the need for a change, such as a routing protocol
implementation, and implements the solution without planning any of the tasks. The many tasks such as
connectivity, addressing, routing, and security are implemented and configured as required. New equipment
may be added, and new offices may be deployed. With such an approach, it is more likely that scalability
issues, suboptimal routing, and security issues can occur. A good implementation plan is required to avoid
such difficulties.

In a structured approach, the network engineer identifies the need for a network upgrade (for example, a
new routing protocol implementation) and starts with planning as the first step. Based on the existing
topology, all potential changes are reviewed, and many considerations are taken into account. The design
and implementation plan are completed, and may include a new topology, an IP addressing plan, a solution
to scalability issues, a link utilization upgrade, remote network connectivity, and changes to other network
parameters. The design and implementation plan must meet both technical and business requirements. All
details are documented in the implementation plan before the implementation. After the successful
implementation, the documentation is updated to include the tools and resources used, and the
implementation results.

Many models and methodologies used in IT define a lifecycle approach using various processes to help
provide high-quality IT services. Network implementation, including an implementation plan, is just one part
of these models. The following are some examples of these models:

* The Cisco Lifecycle Services approach defines the minimum set of activities needed to help
customers successfully deploy and operate Cisco technologies and optimize their performance
throughout the lifecycle of the network. The Cisco Lifecycle Services approach defines six phases in
the network lifecycle and is referred to as the Prepare, Plan, Design, Implement, Operate, and
Optimize (PPDIOO) model. The implementation plan is part of the Design phase; implementation is of
course part of the Implement phase.

« IT Infrastructure Library (ITIL) is a framework of best practices for IT service management,
providing high-quality IT services that are aligned with business requirements and processes. The
implementation plan and implementation are part of ITIL best practices.

« The Fault, Configuration, Accounting, Performance, and Security (FCAPS) model is defined
by the International Organization for Standardization (ISO) and defines the minimum set of
categories needed for successful network management. Five different categories are defined: Fault
Management, Configuration Management, Accounting Management, Performance Management, and
Security Management. The implementation plan and implementation are part of the Configuration
Management category.

+ The Telecommunications Management Network (TMN) model is similar to the FCAPS model
and defines a framework for the management of telecommunication networks. The
Telecommunications Standardization Sector (ITU-T) took the main aspects of the FCAPS Model and
refined it to create the TMN framework. The implementation plan and implementation are one of the
building blocks within the framework.



Each organization has unique requirements. The model and its elements chosen should fit the organization,
and its business and technical requirements. Different models may be combined and adapted for an optimal
fit. For example, the service components, processes, and procedures needed to create an implementation
plan successfully can be chosen to help ensure a successful implementation.

After the model has been selected, the cost-effective tools that support the model are chosen to allow a
successful deployment of Cisco technologies with optimized performance.

After the requirements, models, and tools have been defined and collected, the implementation plan can be
created.

Note

The Cisco Lifecycle Services (PPDIOO) approach is used in examples throughout this book.

Creating an Implementation Plan

As detailed in the Cisco Press book Authorized Self-Study Guide: Designing for Cisco Internetwork Solutions
(DESGN), Second Edition, the design methodology recommended for use with the PPDIOO model includes
three basic steps:

Step 1. Identify customer requirements: In this step, which is typically completed during the PPDIOO
Prepare phase, key decision makers identify the initial business and technical requirements. Based
on these requirements, a high-level conceptual architecture is proposed.

Step 2. Characterize the existing network and sites: The Plan phase involves characterizing sites and
assessing any existing networks, and performing a gap analysis to determine whether the existing
system infrastructure, sites, and operational environment can support the proposed system.
Characterization of the existing network and sites includes site and network audit and network
analysis. During the network audit, the existing network is thoroughly checked for integrity and
quality. During the network analysis, network behavior (traffic, congestion, and so forth) is
analyzed.

Step 3. Design the network topology and solutions: In this step, the detailed design of the network is
created. Decisions are made about networked infrastructure, infrastructure services, and
applications. The data for making these decisions is gathered during the first two steps.

A pilot or prototype network might be constructed to verify the correctness of the design and to
identify and correct any problems as a proof of concept before implementing the entire network.

A detailed designh document is also written during this step; it includes information that has been
documented in the previous steps.

When the design is complete, the design implementation process is executed; this process includes the
following steps:

Step 1. Plan the implementation: During this step, the implementation plan is prepared in advance to
expedite and clarify the actual implementation. Cost assessment is also undertaken at this time.
This step is performed during the PPDIOO Design phase.

Step 2. Implement and verify the design: The actual implementation and verification of the design take
place during this step by building the network. This step maps directly to the Implement phase of
the PPDIOO methodology.

Step 3. Monitor and optionally redesign: The network is put into operation after it is built. During
operation, the network is constantly monitored and checked for errors. If troubleshooting problems
become too frequent or even impossible to manage, a network redesign might be required; this can



be avoided if all previous steps have been completed properly. This step is a part of the Operate
and Optimize phases of the PPDIOO methodology.

Thus, the process of creating the implementation plan is part of the Design phase. Before developing the
implementation plan, you must identify all the following information:

* Network specific information, and the activities and tasks associated with developing the
implementation plan— The network information includes the existing topology, equipment, and
software versions; the IP addressing plan; scalability requirements (summarization, stub areas, and
so on); the list of advertised networks; the link utilization; and the metric requirements for primary
and backup links. Other requirements to consider include site-specific implementation requirements,
the tools required, and specific commands (for configuration and verification) that should be used.

« The dependencies that your implementation plan development has on other service
components and the existing network—Implementation risks should be identified and a plan to
manage them established.

+ The recommended resources to accomplish the activities and tasks associated with the
implementation plan development— The implementation schedule and the roles and
responsibilities of the resources should also be established.

Based on the information gathered, the network engineer determines the implementation tasks required. For
example, topology design, IP addressing, or any other changes might be required to the existing network.
After the implementation plan is developed, the solution is implemented and verified, and the documentation
is updated.

The following steps are completed during creation and execution of an implementation plan:
* Planning the implementation
+ Selecting the tools and resources required
* Coordinating work with specialists
« Verifying the implementation
» Interpreting performance results
« Documenting the baseline, performance, and recommendations
The tasks in a site-specific implementation plan may include the following:
« Identifying applications and devices to be implemented
* Creating installation tasks and checklists
« Defining device configuration and software requirements
« Creating site-specific device configurations, installation tasks, and checklists

« Creating installation verification tests

Implementation Plan Documentation

The implementation plan documentation must be correct and up-to-date, because it is needed during both
implementation and verification. After implementation, all verification steps and results should be added to
the documentation so that it will be useful for troubleshooting, and for planning future upgrades and changes
to the network.

The documentation must also be accessible (for example, to troubleshooting engineers). The documentation
should contain all the current information about the equipment and configuration, and should include known
issues, the baseline status, and the details and results of the verification tasks.



The documentation can also be used to create reports about the implementation, including the tasks
performed, the schedule, the resources involved, and so forth.

The implementation plan documentation should include the following:
* Network information
* Tools required
* Resources required
« Implementation plan tasks
+ Verification tasks
+ Performance measurement and results
* Screen shots and photographs, as appropriate

The documentation creation process is not finished until the end of the project, when the verification
information is added to it.

Use a template for an implementation plan and add information to it during every step of the process. If a
standard template does not exist within the organization, create one. At the end of the project, archive the
documentation so that it can be used to review, troubleshoot, and update the network in the future.

Implementation Plan Example

This section provides an example of the process of creating an implementation plan.

Example Network Scenario

In this example, an organization has an existing network that it wants to upgrade. The company wants to
implement a scalable solution with a routing protocol that provides fast convergence. For more optimal
routing and packet forwarding, hierarchical addressing with the summarization is required. Users require
high-speed access to the server farm with redundant connectivity. The company has many remote offices,
and a redundant connection to the Internet is required to provide the remote offices with nonstop access to
its server farm. For remote offices, a secure connection is implemented to prevent unauthorized persons
from accessing their data.

Network engineers should review the existing topology and other network information needed to implement
the new solution. All requirements must be taken into account, and a complete implementation plan must be
created and documented; the results of the verification tests must be added to the documentation when they
are complete.

Example Network Requirements

Before the implementation plan can be created, the requirements must be defined, and the existing network
characterized.

The existing topology in this example provides redundant connectivity among all the network devices.
Internet connectivity is dual-homed, providing redundant access to the remote sites and World Wide Web
resources. The equipment used is able to provide all the functionalities required, but the software version of
the operation system must be upgraded.

The networking equipment has existing IP addressing that needs to be changed to ensure more optimal
routing and forwarding of packets, and to allow summarization. The existing QoS configuration is not affected
by the new requirements. The server farm hosts the company’s critical applications, which along with Voice
over IP (VoIP), require high priority. OSPF is currently configured in the network; the configuration must be
changed to EIGRP because faster convergence time is required.

The existing configuration is sufficient to provide secure access to internal resources and remote office
connectivity.



After gathering this information, all details and requirements are documented, including the following:

A list of existing and required equipment

The current and required software versions on the equipment
The network topology (physical and logical)

The design documentation

The current configurations, including IP addressing, summarization, routing, QoS, security, and so
forth

Current link utilization and metrics

Site-specific requirements, including IP addressing, software required, topology changes, routing
protocol requirements, QoS, security, and so forth

Example Network Implementation Plan

The implementation plan can then be created, and includes the following:

A project contact list and statements of work, to define all the people involved and their
commitments to the project

Site and equipment location information and details of how access to the premises is obtained
Tools and resources required

Assumptions made

Tasks to be performed, including detailed descriptions

Network staging plan

Table 1-1 is an example template for a project contact list; in this example the project involves Cisco
personnel and customer representatives.

Cisco Project Team

Table 1-1. Project Contact List

<Customer> Project Team

Project Manager:
Telephone:

E-mail:

Project Engineer:
Telephone:

E-mail:

Design Engineer:
Telephone:

E-mail:

Account Manager:
Telephone:

E-mail:

Systems Engineer:

Telephone:

E-mail:

Project Manager:
Telephone:

E-mail:

Project Engineer:
Telephone:

E-mail:

Design Engineer:
Telephone:

E-mail:

Account Manager:
Telephone:

E-mail:

Systems Engineer:
Telephone:

E-mail:


javascript:moveTo('ch01tab01');

Table 1-2 is an example template for an equipment floor plan, to provide equipment location information and
access details for the premises.

Table 1-2. Equipment Floor Plan

Location Details

Floor
Room
Suite
Position

Rack No.

Table 1-3 is an example of a list of tools required by the implementation engineer to do the work detailed in
the implementation plan.

Table 1-3. Tools Required

Item No. Item

1. PC with a VT100 emulator, Ethernet interface, FTP server and TFTP client
applications

2. Console port cable DB9-R145/DB25

Ethernet cable

Table 1-4 is an example implementation task list, providing a breakdown of the steps and a detailed
description of each. The output of each activity should be indicated on the implementation record.

Table 1-4. Implementation Task List

Step No. Task

1. Connect to the router

2. Verify the current installation and create backup file

3. Change IOS version (on all routers)

4, Update IP address configuration (on distribution routers)
5. Configure EIGRP routing protocol

6. Verify configuration and record the results

After successful implementation, the documentation must be updated to include all the details, verification
steps, and results.
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Reviewing IP Routing Principles

After the design and implementation plan are complete, the implementation begins. This typically involves
routing changes; routing is, of course, the focus of this book.

Note

Although much of this section will be a review for many readers, we believe it is important to include it in this
book, to provide some context for the following chapters.

This section reviews IP routing, including static and dynamic routing characteristics, and on-demand routing
(ODR). Routing protocol characteristics are explored, including distance vector, link-state, and advanced
distance vector (also called hybrid) routing; classful and classless routing; and manual and automatic route
summarization across network boundaries. Characteristics and configuration of RIP are described. A
discussion of how Cisco routers populate their routing tables includes administrative distance, routing
metrics, and the criteria routers use for inserting routes into the IP routing table. Comparisons of IP routing
protocols are shown. The section ends with a discussion of routing protocols within the Enterprise Composite
Network Model.

Note

Appendix B, “IPv4 Supplement,” includes job aids and supplementary information related to IPv4 addresses
that you should understand before reading the rest of the book. Therefore, before reading the rest of this
chapter, you are encouraged to review any of the material in Appendix B that you are not familiar with.

Appendix B is available at this book’s companion website http://www.ciscopress.com/title/9781587058820.

IP Routing Overview

Routers forward packets toward destination networks. To forward the packets, routers must know about
these remote networks and determine the best way to reach them. This section addresses the ways in which
routers learn about networks and how routers can incorporate static and dynamic routes.

Routers must be aware of destination networks to be able to forward packets to them. A router knows about
the networks directly attached to its interfaces; it calculates the subnet or network number of an interface by
using the address and subnet mask configured on that interface. For networks not directly connected to one
of its interfaces, however, the router must rely on outside information. A router can be made aware of
remote networks in two ways:

» Static routing— An administrator can manually configure the information.
+ Dynamic routing— A router can learn from other routers.

A routing table can contain both static and dynamically recognized routes. Network administrators can use
static routing, dynamic routing, or a combination of both.

Principles of Static Routing

This section explains the situations in which static routes are the most appropriate to use.
A static route can be used in the following circumstances:

* When it is undesirable to have dynamic routing updates forwarded across slow bandwidth links, such
as a dialup link.

*«  When the administrator needs total control over the routes used by the router.

*  When a backup to a dynamically recognized route is necessary.
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* When it is necessary to reach a network accessible by only one path (a stub network). For example,
in Figure 1-9, there is only one way for Router A to reach the 10.2.0.0/16 network on Router B. The

administrator can configure a static route on Router A to reach the 10.2.0.0/16 network via its Serial
0/0/0 interface.

Figure 1-9. Configuring Static Routing.

172.16.1.0/24 10.2.0.0M16
Fa0/0 Fa/o
F . S0/0/0 o
Eer 10.1 J'| 2 i S0/010 BT
! A' 10.1.1.1% B
ip route 10.2.0.0 255 255.0.0 S0/0/0 ip route 172.16.1.0 255 265 2550 10.1.1.2

* When a router connects to its ISP and needs to have only a default route pointing toward the ISP
router, rather than learning many routes from the ISP.

*  When a router is underpowered and does not have the CPU or memory resources necessary to handle
a dynamic routing protocol.

A perfect use for static routing is a hub-and-spoke design, with all remote sites defaulting back to the central
site (the hub) and the one or two routers at the central site having a static route for all subnets at each
remote site. However, without proper design, as the network grows into hundreds of routers, with each
router having numerous subnets, the number of static routes on each router also increases. Each time a new
subnet or router is added, an administrator must add a static route to the new networks on several routers.
The administrative burden to maintain this network can become excessive, making dynamic routing a better
choice.

Another drawback of static routing is that when a topology change occurs on the internetwork, an
administrator might have to reroute traffic by configuring new static routes around the problem area. In
contrast, with dynamic routing, the routers must learn the new topology. The routers share information with
each other and their routing processes automatically discover whether any alternative routes exist and
reroute without administrator intervention. Because the routers mutually develop an independent agreement
of what the new topology is, they are said to convergeon what the new routes should be. A network is
converged when routing tables on all routers in the network are synchronized and contain a route to all
destination networks. Convergence time is the time it takes for all routers in a network to agree on the new
topology. Dynamic routing provides faster convergence.

Configuring a Static Route

Use the ip route prefix mask {address | interface [address]} [dhcp] [distance] [name next-hop-name]
[permanent| track number] [tag tag] global configuration command to create static routes. The
parameters of this command are explained in Table 1-5.

Table 1-5. ip route Command

ip route Command Description

prefix mask The IP network and subnet mask for the remote network
to be entered into the IP routing table.

address The IP address of the next hop that can be used to reach

the destination network.

interface The local router outbound interface to be used to reach
the destination network.

dhcp (Optional) Enables a Dynamic Host Configuration Protocol
(DHCP) server to assign a static route to a default
gateway (option 3).

distance (Optional) The administrative distance to be assigned to
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ip route Command Description

this route.
name next-hop-name (Optional) Applies a name to the specified route.
permanent (Optional) Specifies that the route will not be removed

from the routing table even if the interface associated
with the route goes down.

track number (Optional) Associates a track object with this route. Valid
values for the number argument range from 1 to 500.

tag tag (Optional) A value that can be used as a match value in
route maps.

Note

Use static routes pointing to an interface on point-to-point interfaces only, because on multiaccess interfaces
the router will not know the specific address to which to send the information. (In some cases these static
routes may work anyway, because of proxy Address Resolution Protocol [ARP], but the ARP overhead may
result in excessive memory and CPU consumption.) On point-to-point interfaces, the information is sent to
the only other device on the network.

If no dynamic routing protocol is used on a link connecting two routers, such as in Figure 1-9, a static route
must be configured on the routers on both sides of the link. Otherwise, the remote router will not know how
to return the packet to its originator located on the other network; there will be only one-way
communication.

While configuring a static route, you must specify either a next-hop IP address or an exit interface to notify
the router which direction to send traffic.Figure 1-9 shows both configurations. Router A recognizes the
directly connected networks 172.16.1.0 and 10.1.1.0. It needs a route to the remote network 10.2.0.0.
Router B knows about the directly connected networks 10.2.0.0 and 10.1.1.0; it needs a route to the remote
network 172.16.1.0. Notice that on Router B, the next-hop IP address of the Router A serial interface has
been used. On Router A, however, the ip route command specifies its own Serial 0/0/0 interface as the exit
interface. If a next-hop IP address is used, it should be the IP address of the interface of the router on the
other end of the link. If an exit interface is used, the local router sends data out of the specified interface to
the router on the other end of its attached link. When an exit interface is specified, the router considers this
to be similar to a directly connected route (as detailed in the Note followingTable 1-6 later in the
“Administrative Distance” section).

Table 1-6. Administrative Distance of Routing Protocols

Route Source Default Administrative Distance
Connected interface 0

Static route out an interface[1] 1

Static route to a next-hop address 1

EIGRP summary route 5

External BGP 20

Internal EIGRP 90

IGRP[2] 100

OSPF 110

IS-1S 115

RIPv1, RIPv2 120
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Route Source Default Administrative Distance

Exterior Gateway Protocol (EGP)[3] 140
ODR 160
External EIGRP 170
Internal BGP 200
Unreachable 255

[1] See Note following this table for an explanation of the administrative distances of static routes.
[2] IGRP is no longer supported, as of Cisco I0S Release 12.3. It is included in this table for completeness.

[3] EGP is no longer supported; it is included in this table for completeness.

Configuring a Static Default Route

In some circumstances, a router does not need to recognize the details of remote networks. The router is
configured to send all traffic, or all traffic for which there is not a more specific entry in the routing table, in a
particular direction; this is known as a default route. Default routes are either dynamically advertised using
routing protocols or statically configured.

To create a static default route, use the normal ip route command, but with the destination network

(the prefix in the command syntax) and its subnet mask (the mask in the command syntax) both set to
0.0.0.0. This address is a type of wildcard designation; any destination network will match. Because the
router tries to match the longest common bit pattern, a network listed in the routing table is used before the
default route. If the destination network is not listed in the routing table, the default route is used.

Note

See the “The ip classless Command” section, later in this chapter, for a discussion of scenarios where the
default route might not be followed.

In Figure 1-10, on Router A, the static route to the 10.2.0.0 network has been replaced with a static default
route pointing to Router B. On Router B, a static default route has been added, pointing to its ISP. Traffic
from a device on the Router A 172.16.1.0 network bound for a network on the Internet is sent to Router B.
Router B recognizes that the destination network does not match any specific entries in its routing table and
sends that traffic to the ISP. It is then the ISP’s responsibility to route that traffic to its destination.

Figure 1-10. Configuring the Static Default Route.
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In Figure 1-10, to reach the 172.16.1.0/24 network, Router B still needs a static route pointing out its
S0/0/0 interface.

Entering the show ip route command on Router A in Figure 1-10 returns the information shown in Example
1-1.
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Example 1-1. show ip route Command

RouterA#show ip route

<output omitted>

Gateway of last resort is not set

C 172.16.1.0 is directly connected, FastEthernet0/0
C 10.1.1.0 is directly connected, Serial0/0/0

S* 0.0.0.0/0 [1/0] via 10.1.1.1

Principles of Dynamic Routing

Dynamic routing allows the network to adjust to changes in the topology automatically, without administrator
involvement. This section describes dynamic routing principles.

A static route cannot respond dynamically to changes in the network. If a link fails, the static route is no
longer valid if it is configured to use that failed link, so a new static route must be configured. If a new router
or new link is added, that information must also be configured on every router in the network. In an unstable
network, or one that has more than a few routes, these changes can lead to considerable work for network
administrators. It can also take a long time for every router in the network to receive the correct information.
In situations such as these, it might be better to have the routers receive information about networks and
links from each other using a dynamic routing protocol.

When using a dynamic routing protocol, the administrator configures the routing protocol on each router, as
shown in Figure 1-11. The routers then exchange information about the reachable networks and the state of
each network. Routers exchange information only with other routers running the same routing protocol.
When the network topology changes, the new information is dynamically propagated throughout the
network, and each router updates its routing table to reflect the changes. The following are some examples
of dynamic routing protocols:

Figure 1-11. Routers Running a Dynamic Routing Protocol Exchange Routing Information.
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The information exchanged by routers includes the metric to each destination (this value is sometimes called
the distance or cost). A metric is a value that routing protocols use to measure paths to a destination.

Different routing protocols base their metric on different measurements, including hop count, interface
speed, or more-complex metrics. Most routing protocols maintain databases containing all the networks that
the routing protocol recognizes, all the paths to each network, and the metric of each of these paths. If a
routing protocol recognizes more than one way to reach a network, it compares the metric for each different
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path and chooses the path with the lowest metric. If multiple paths have the same metric, a maximum of 16
can be installed in the routing table, and the router can perform load balancing between them. EIGRP can
also perform load balancing between unequal-cost paths.

Note

Before Cisco I0S Release 12.3(2)T, the maximum number of parallel routes (equal-cost paths) supported by
IP routing protocols was 6; in Cisco I0S Release 12.3(2)T that maximum was changed to 16.

To configure an IP dynamic routing protocol, use the router protocol global configuration command.
Protocols other than RIP also require specification of either an autonomous system or a process number. You
also need the network command under the router configuration mode of all routing protocols except IS-IS
and BGP.

For RIP, EIGRP, and OSPF, the network command tells the router which interfaces are participating in that
routing protocol. Any interface that has an IP address that falls within the range specified in

the network statement is considered active for that protocol. In other words, the router sends updates from
the specified interfaces and expects to receive updates from the same interfaces. Some protocols look for
neighbors by sending hello packets out those interfaces. Thus, because a network statement identifies
interfaces on the local router, it is configured only for directly connected networks. A router also originates
advertisements for the networks connected to the specified interfaces.

RIP allows only major network numbers (Class A, B, or C network numbers) to be specified in
the network command. EIGRP and OSPF permit exact specification of interfaces with a combination of a
subnet or interface address and a wildcard mask.

The network statement functions differently in BGP. BGP requires its neighbors to be statically configured.
The network statement in BGP tells the router to originate an advertisement for that network. Without

a network statement, BGP passes along advertisements it receives from other routers, but it does not
originate any network advertisements itself. In BGP, the network listed in the network statement does not
have to be directly connected, because it does not identify interfaces on the router as it does in other
protocols. (This process is explained in detail in Chapter 6, “Implementing a Border Gateway Protocol
Solution for ISP Connectivity.”)

Integrated IS-IS does not use the network statement. Instead, interfaces participating in the IS-IS routing
process are identified under interface configuration mode. (OSPF also permits the interfaces to be specified
this way, as an alternative to using the network command.)

Example 1-2 shows the configuration of the routers in Figure 1-11. Both Routers A and B are configured with
RIP. Router A has two directly attached networks and RIP is used to advertise to neighbors on both of those
interfaces. Therefore, network statements are configured for both the 172.16.0.0 network and the 10.0.0.0
network. Router A sends RIP packets out interfaces Fa0/0 and S0/0/0, advertising the networks that are
attached to those interfaces.

Example 1-2. Configuring RIP

routerA (config) #router rip
routerA (config-router) #network 172.16.0.0
routerA (config-router) #network 10.0.0.0

routerB(config) #ip route 0.0.0.0 0.0.0.0 Serial0/0/1
routerB (config) #router rip
routerB (config-router) #network 10.0.0.0

Router B also has two directly attached networks. However, Router B wants only the network it shares with
Router A to participate in RIP. Therefore, a network statement is configured only for the 10.0.0.0 network.
As explained earlier, with RIP, only the major network number is actually used in thenetwork command.

Router B also has a static default route pointing toward its ISP to reach other networks. Router B sends RIP
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packets out its interface S0/0/0, but not out its interface S0/0/1. It does not advertise the 192.168.1.0
network attached to S0/0/1 or the static default route unless specifically configured to do so.

Principles of On-Demand Routing

A drawback of static routes is that they must be manually configured and updated when the network
topology changes. A drawback of dynamic routing protocols is that they use network bandwidth and router
resources. In a hub-and-spoke network with hundreds of spokes, both the configuration needed for static
routes and the resource usage of dynamic routing can be considerable.

There is a third option: ODR. ODR uses the Cisco Discovery Protocol (CDP) to carry network information
between spoke (stub) routers and the hub router. ODR provides IP routing information with minimal
overhead compared to a dynamic routing protocol and requires less manual configuration than static routes.

ODR is applicable in a hub-and-spoke topology only. In this type of topology, each spoke router is adjacent
only to the hub. Another name for a spoke router is stub router. The stub router may have some LAN
networks connected to it and typically has a WAN connection to the hub router. The hub router needs to
recognize the networks connected to each spoke, but the spoke routers need only a default route pointing to
the hub router.

When ODR is configured, the stub routers use CDP to send IP prefix information to the hub router. Stub
routers send prefix information for all their directly connected networks. ODR reports the subnet mask, so it
allows different subnets within the same major network to have different subnet masks. This is known as
variable-length subnet masking (VLSM) and is described in detail in Appendix B.

The hub router, in turn, sends a default route to the spokes that points back to itself. It installs the stub
networks reported by ODR in its routing table and can be configured to redistribute these routes into a
dynamic routing protocol. For a next-hop address, the hub router uses the IP address of the spoke router as
reported to it by CDP.

ODR is not a true routing protocol because the information exchanged is limited to IP prefixes and a default
route. ODR reports no metric information; the hub router uses a hop count of 1 as the metric for all routes
reported via ODR. However, by using ODR, routing information for stub networks can be obtained
dynamically without the overhead of a dynamic routing protocol, and default routes can be provided to the
stub routers without manual configuration.

Configuring ODR
ODR is configured on the hub router using the router odr global configuration command.
On the stub router, there must be no IP routing protocol configured. In fact, from the standpoint of ODR, a

router is automatically considered a stub when no IP routing protocols have been configured. Figure 1-
12 shows a hub-and-spoke topology.
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Figure 1-12. Hub-and-Spoke Topology: Configuring ODR.
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ODR can also be tuned with optional commands, including using a distribute list to control the network
information that is recognized through ODR, and adjusting the ODR timers with the timers basic router
configuration command.

ODR relies on CDP to carry the information between the hub router and the spoke routers. Therefore, CDP
must be enabled on the links between the hub router and the spoke routers. Cisco routers by default have
CDP enabled both globally and per interface on most interfaces. However, on some WAN links, such as ATM,
CDP must be explicitly enabled.

CDP updates are sent as multicasts. CDP uses Subnetwork Access Protocol (SNAP) frames, so it runs on all
media that support SNAP.

CDP updates are sent every 60 seconds by default. This setting might be too infrequent in rapidly changing
networks or too often in stable ones. You can adjust the timers with the cdp timer global configuration
command. You can verify CDP settings by using the show cdp interface command.

As soon as ODR is configured and running, routes from the stub routers are identified in the hub router’s
routing table with an o character, as shown in Example 1-3. Notice in the example that the metric is 1 (hop),
and the administrative distance for ODR is 160. (Administrative distance is described in the “"Administrative
Distance” section, later in this chapter.) Also, do not confuse the o character of ODR routes with the O
character of OSPF routes.

Example 1-3. Routing Table with ODR Routes

routerB#show ip route

<output omitted>

172.16.0.0/16 is subnetted, 4 subnets

o 172.16.1.0/24 [160/1] via 10.1.1.2, 00:00:23, Serial0/0/1
0 172.16.2.0/24 [160/1] via 10.2.2.2, 00:00:03, Serial0/0/2
o 172.16.3.0/24 [160/1] via 10.3.3.2, 00:00:16, Serial0/0/3
<output omitted>

The routing table for each spoke router contains only its connected networks and a static default route
injected by ODR from the hub router.
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Characteristics of Routing Protocols

Routing protocols can be classified into different categories such as distance vector, link-state, or advanced
distance vector. IP routing protocols can also be classified as either classful or classless. These characteristics
are explored in this section.

Distance Vector, Link-State, and Advanced Distance Vector Routing Protocols

When a network is using a distance vector routing protocol, all the routers periodically send their routing
tables (or a portion of their tables) to only their neighboring routers. The routers then use the received
information to determine whether any changes need to be made to their own routing table (for example, if a
better way to a specific network is now available). This process repeats periodically.

In contrast, when a network is using a link-state routing protocol, each of the routers sends the state of its
own interfaces (its links) to all other routers (or to all routers in a part of the network, known as an area)
only when there is a change. Each router uses the received information to recalculate the best path to each
network and then saves this information in its routing table.

As its name suggests, a hybrid or advanced distance vector protocol has characteristics of both distance
vector and link-state protocols. These protocols send only changed information when there is a change
(similar to link-state protocols) but only to neighboring routers (similar to distance vector protocols).

Classful Routing Protocol Concepts

IP routing protocols can be categorized as classful or classless:

* Routing updates sent by a classful routing protocol do not include the subnet mask. RIP Version 1
(RIPv1) is a classful routing protocol.

* Routing updates sent by a classless routing protocol include the subnet mask. RIP Version 2 (RIPv2),
EIGRP, OSPF, IS-IS, and BGP are classless routing protocols. Most modern networks use classless
protocols.

Classful Routing Protocol Behavior

When classful protocols were originally developed, networks were very different from those used now. The
best modem speed was 300 bps, the largest WAN line was 56 kbps, router memory was less than 640 KB,
and processors were running in the KHz range. Routing updates had to be small enough not to monopolize
the WAN link bandwidth. In addition, routers did not have the resources to maintain current information
about every subnet.

A classful routing protocol does not include subnet mask information in its routing updates. Because no
subnet mask information is known, when a classful router receives routing updates, the router makes
assumptions about the subnet mask being used by the networks listed in the update, based on IP address
class.

Routers send update packets from their interfaces to other connected routers. A router sends the entire
subnet address in the update when an update packet involves a subnet of the same classful network as the
IP address of the transmitting interface. The receiving router then assumes that the mask of the subnet in
the update (from the sending router) is the same as the mask on the receiving interface. For example, if
Router A sends an update about 10.1.0.0 to Router B, and Router A and B are connected by the 10.2.0.0/16
subnet, Router B assumes that the mask for the 10.1.0.0 subnet is /16, the same mask that is on the
interface that receives the update. If the subnet in the update actually has a different subnet mask, the
receiving router will have incorrect information in its routing table. Therefore, when using a classful routing
protocol, it is important to use the same subnet mask on all subnets belonging to the same classful network;
in other words, classful routing protocols do not support VLSM.

When a router that is using a classful routing protocol needs to send an update about a subnet of a network
across an interface belonging to a different network, the router assumes that the remote router will use the
default subnet mask for that class of IP address. Therefore, when the router sends the update, it does not
include the subnet information; the update packet contains only the major (classful) network information.
This process is called autosummarization across the network boundary; the router sends a summary of all
the subnets in that network by sending only the major network information. Classful routing protocols



automatically create a classful summary route at major network boundaries. Classful routing protocols do not
allow summarization at other points within the major network address space.

The router that receives the update behaves in a similar fashion. When an update contains information about
a different classful network than the one in use on its interface, the router applies the default classful mask
to that update. The router must assume what the subnet mask is because the update does not contain
subnet mask information.

In Figure 1-13, Router A advertises the 10.1.0.0 subnet to Router B because the interface connecting them
belongs to the same major classful 10.0.0.0 network. When Router B receives the update packet, it assumes
that the 10.1.0.0 subnet uses the same 16-bit mask as the one used on its 10.2.0.0 subnet.

Figure 1-13. Network Summarization in Classful Routing.
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Router C advertises the 172.16.1.0 subnet to Router B because the interface connecting them belongs to the
same major classful 172.16.0.0 network. Therefore, Router B’s routing table has information about all the
subnets that are in use in the network.

However, Router B summarizes the 172.16.1.0 and 172.16.2.0 subnets to 172.16.0.0 before sending them to
Router A. Therefore, Router A’s routing table contains only summary information about the 172.16.0.0
network.

Similarly, Router B summarizes the 10.1.0.0 and 10.2.0.0 subnets to 10.0.0.0 before sending the routing
information to Router C. This summarization occurs because the update crosses a major network boundary.
The update goes from a subnet of network 10.0.0.0, subnet 10.2.0.0, to a subnet of another major network,
network 172.16.0.0. Router C’s routing table contains only summary information about the 10.0.0.0 network.

Summarizing Routes in a Network with Discontiguous Subnets

Discontiguous subnets are subnets of the same major network that are separated by a different major
network.

Recall that classful protocols automatically summarize at network boundaries, which means that the
following:

* Subnets are not advertised to a different major network.
» Discontiguous subnets are not visible to each other.

In Figure 1-14, Routers A and B do not advertise the 172.16.5.0 255.255.255.0 and 172.16.6.0
255.255.255.0 subnets to Router C because RIPv1 cannot advertise subnets across a different major
network; both Router A and Router B advertise 172.16.0.0 to Router C. This leads to confusion when routing
across network 192.168.14.16/28. Router C, for example, receives routes about 172.16.0.0 from two
different directions; it therefore might make an incorrect routing decision.
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Figure 1-14. Classful Routing Protocols Do Not Support Discontiguous Subnets.
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Although they are classless protocols, RIPv2 and EIGRP also automatically summarize at network boundaries
by default. However, this feature can be turned off in RIPv2 and EIGRP. It cannot be turned off for RIPv1.

You can resolve this situation by using RIPv2, OSPF, IS-IS, or EIGRP and not using summarization, so that
the subnet routes will be advertised with their actual subnet masks.

Note

For EIGRP the Cisco I0S documentation says that automatic summarization is now disabled by default.
However, testing has confirmed it is still on, at least in some versions of the I0S. Therefore, it would be
prudent to confirm the autosummary configuration or to configure it explicitly.

The ip classless Command

The behavior of a classful routing protocol changes when the ip classless global configuration command is
used.

Note

The ip classless command is enabled by default in Release 12.0 and later of the Cisco IOS Software. In
earlier releases, it is disabled by default.

When you are running a classful protocol (RIPv1), ip classless must be enabled if you want the router to
use the default route when it receives a packet destined to an unknown subnet of a network for which it
knows some subnets. For example, consider a router’s routing table that has entries for subnets 10.5.0.0/16
and 10.6.0.0/16 and a default route of 0.0.0.0. If a packet arrives for a destination on the 10.7.0.0/16
subnet and ip classless is not enabled, the packet is dropped. Classful protocols assume that if they know
some of the subnets of network 10.0.0.0, they must know all that network’s existing subnets. Enabling ip
classless tells the router that it should follow the best supernet route or the default route for unknown
subnets of known networks, and for unknown networks. In this example, the router would use the default
route to forward the packet for the 10.7.0.0/16 subnet.

The Routing Table Acts Classfully

The routing table itself acts classfully by default without the ip classless command and will do
so even if no routing protocols are running. For example, if you have only static routes and no
routing protocols, you still would not be able to reach a subnet of a known major network using
a default route unless the ip classless command is enabled.

A CCIE technical reviewer of an earlier edition of this book performed the following test (using
two Cisco 2520 routers running Cisco I0S c2500-i-1.122-8.T5.bin). The two routers, R1 and R2,
were connected via interface EO, and no routing protocols were enabled on either router.

Router R1 configuration:




interface Loopback
ip address 10.1.0.

interface Loopback
ip address 10.2.0.

interface Ethernet
ip address 10.3.0.
|

ip route 0.0.0.0 0.0.0.0 10.3.0.2
|

255.255.0.0

255.255.0.0

O R PRk O

255.255.0.0

no ip classless

Router R2 configuration:

|
interface Loopback 0

ip address 10.4.0.1 255.255.0.0
interface Ethernet 0

ip address 10.3.0.2 255.255.0.0
|

Test 1:

R1 has a default route pointing to R2 and has the no ip classless command configured. A ping
from R1 to R2’s loopbackO0 fails. When the ip classless command is entered on R1, the ping
from R1 to R2’s loopbackO0, via the default route, succeeds. This test proves that even though no
routing protocols are used, the routing table acts classfully.

Test 2:

The second step is to test the classful nature of the routing table using a classless routing
protocol, OSPF. OSPF is turned on for all interfaces on R1 but is activated only on R2’s Ethernet
link.

R2’s OSPF is configured to inject a default route into R1 using the default-information
originate always command (which is covered in Chapter 3, “Configuring the Open Shortest
Path First Protocol”). R1 therefore has a default route pointing to R2 that is introduced via OSPF.
The pings from R1 to R2’s loopback0 succeed regardless of the ip classless command.
Therefore, turning on OSPF, a classless protocol, overrides the routing table’s classful nature.

Classless Routing Protocol Concepts

Classless routing protocols can be considered second-generation protocols because they are designed to
address some of the limitations of the earlier classful routing protocols. One of the most serious limitations in
a classful network environment is that the subnet mask is not exchanged during the routing update process,
and therefore, the same subnet mask must be used on all subnetworks within the same major network.

With classless routing protocols, different subnets within the same major network can have different subnet
masks; in other words, they support VLSM. If more than one entry in the routing table matches a particular
destination, the longest prefix match in the routing table is used. For example, if a routing table has different
paths to 172.16.0.0/16 and to 172.16.5.0/24, packets addressed to 172.16.5.99 are routed through the
172.16.5.0/24 path, because that address has the longest match with the destination network.

Another limitation of the classful approach is the need to automatically summarize to the classful network
boundary at major network boundaries. In a classless environment, the route summarization process can be
controlled manually and can usually be invoked at any bit position within the address. Because subnet routes
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might be propagated throughout the routing domain, manual route summarization might be required to keep
the size of the routing tables manageable.

RIPv2 and EIGRP Automatic Network-Boundary Summarization

As mentioned earlier, by default RIPv2 and EIGRP perform automatic network summarization at classful
boundaries, just like a classful protocol does. Automatic summarization lets RIPv2 and EIGRP be backward
compatible with their predecessors, RIPv1 and Interior Gateway Routing Protocol (IGRP).

Note

IGRP is no longer supported, as of Cisco I0S Release 12.3.

The difference between these protocols and their predecessors is that you can manually turn off automatic
summarization, using the no auto-summary router configuration command. You do not need this command
when you are using OSPF or IS-IS because neither protocol performs automatic network summarization by
default.

The autosummarization behavior can cause problems in a network that has discontiguous subnets or if some
of the summarized subnets cannot be reached via the advertising router. If a summarized route indicates
that certain subnets can be reached via a router, when in fact those subnets are discontiguous or
unreachable via that router, the network might have problems similar to those caused by a classful protocol.
For example, in Figure 1-15, both Router A and Router B are advertising a summarized route to
172.16.0.0/16. Router C therefore receives two routes to 172.16.0.0/16 and cannot identify which subnets
are attached to which router.

Figure 1-15. Automatic Network-Boundary Summarization.
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You can resolve this problem by disabling automatic summarization when running RIPv2 or EIGRP. Classless
routers use the longest prefix match when selecting a route from the routing table. Therefore, if one of the
routers advertises without summarizing, the other routers see subnet routes and the summary route. The
other routers can then select the longest prefix match and follow the correct path. For example, in Figure 1-
15, if Router A continues to summarize to 172.16.0.0/16 and Router B is configured not to summarize,
Router C receives explicit routes for 172.16.6.0/24 and 172.16.9.0/24, along with the summarized route to
172.16.0.0/16. All traffic for Router B subnets is sent to Router B, and all other traffic for the 172.16.0.0
network is sent to Router A.

Another example is shown in Figure 1-16 and Figure 1-17. In the RIPv2 network illustrated in Figure 1-16,
notice what routing information Router C, which is attached to Router B via the 192.168.5.0/24 network, has
about network 172.16.0.0. Router B automatically summarizes the 172.16.1.0/24 and 172.16.2.0/24
subnets to 172.16.0.0/16 before sending the route to Router C, because it is sent over an interface in a
different network. Instead of using the subnet mask known to Router B (/24), Router C uses this default
classful mask for a Class B address (/16) when it stores the 172.16.0.0 information in its routing table.
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Figure 1-16. RIPv2 Summarizes By Default; OSPF Does Not.
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Figure 1-17. Effect of the no auto-summary Command for RIPv2.
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In the OSPF network shown in Figure 1-16, Router B passes the subnet and subnet mask information to
Router C, and Router C puts the subnet details in its routing table. Router C does not need to use default
classful masks for the received routing information because the subnet mask is included in the routing
update, and OSPF does not automatically summarize networks.

You can disable automatic summarization for RIPv2 and EIGRP with the no auto-summary router
configuration command. When automatic summarization is disabled, RIPv2 and EIGRP forward subnet
information, even over interfaces belonging to different major networks. In the RIPv2 network in Figure 1-
17, automatic summarization has been disabled. Notice that now the routing table is the same for both the
RIPv2 and the OSPF routers.

Note

The BGP auto-summary router configuration command determines how BGP handles redistributed
routes. Chapter 5, “"Implementing Path Control,” describes this command in detail.

RIP

This section describes the two versions of RIP—RIPv1 and RIPv2—and how to configure them. Later chapters
in this book detail other routing protocols.

Characteristics of RIPv1

RIPv1 is described in RFC 1058, Routing Information Protocol. Its key characteristics include the following:
* Hop count is used as the metric for path selection.
¢ The maximum allowable hop count is 15.

* Routing updates are broadcast every 30 seconds by default. Because it is a distance vector routing
protocol, updates are sent even if no change has occurred.

« RIP can load balance over as many as 16 equal-cost paths (4 paths by default).
« It has no authentication support.
Note

RFCs are available at http://www.rfc-editor.org/rfcsearch.html.

RIPv1 is a classful distance vector routing protocol that does not send the subnet mask in its updates.
Therefore, RIPv1 does not support VLSM or discontiguous subnets. RIPv1l automatically summarizes at the
network boundary and cannot be configured not to.

Characteristics of RIPv2

RIPv2 is a classless distance vector routing protocol defined in RFC 1721, RIP Version 2 Protocol Analysis;
RFC 1722, RIP Version 2 Protocol Applicability Statement; and RFC 2453, RIP Version 2. The most significant
addition to RIPv2 is the inclusion of the mask in the RIPv2 routing update packet, allowing RIPv2 to support
VLSM and discontiguous subnets. RIPv2 automatically summarizes routes on classful network boundaries. As
described earlier, however, you can disable this behavior.

In addition, RIPv2 uses multicast addressing for more-efficient periodic updating on each interface. RIPv2
uses the 224.0.0.9 multicast address to advertise to other RIPv2 routers. This approach is more efficient
than RIPv1’s approach. RIPv1 uses a 255.255.255.255 broadcast address, so all devices, including PCs and
servers, must process the update packet. They perform the checksum on the Layer 2 packet and pass it up
their IP stack. IP sends the packet to the User Datagram Protocol (UDP) process, and UDP checks to see
whether RIP port 520 is available. Most PCs and servers do not have any process running on this port and
discard the packet.
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RIP can fit up to 25 networks and subnets in each update, and updates are dispatched every 30 seconds. For
example, if the routing table has 1000 subnets, 40 packets are dispatched every 30 seconds (80 packets a
minute). With each packet being a broadcast for RIPv1, all devices must look at it; most of the devices
discard the packet.

The IP multicast address for RIPv2 has its own multicast MAC address. Devices that can distinguish between
a multicast and a broadcast at Layer 2 read the start of the frame and determine whether the destination
MAC address is for them. Nonrouting devices can then discard all these packets at the interface level and not
use CPU resources or buffer memory for these unwanted packets. Even on devices that cannot distinguish
between broadcast and multicast at Layer 2, the worst that will happen is that the RIPv2 updates will be
discarded at the IP layer instead of being passed to UDP, because those devices are not using the 224.0.0.9
multicast address.

RIPv2 also supports security between RIP routers using message-digest or clear-text authentication. (RIPv2
security features are not covered in this book.)

RIP Configuration Commands

To activate the RIP process (version 1 by default), use the router rip global configuration command.

By default, the Cisco I0OS software processes both RIPv1l and RIPv2 packets. However, it sends only version 1
packets. To configure the software to send and receive packets from only one version, use
the version {1 | 2} router configuration command.

To select participating attached networks, use the network network-number router configuration command,
specifying the major classful network number. Regardless of the RIP version, at least
one network command, using a classful network number, is required under the RIP routing process.

Although the RIP version command controls RIP’s overall default behavior, you might need to control the
version of RIP on a per-interface basis, for example when you are connecting legacy RIP networks to newer
networks. To control the version of RIP on each interface, use the ip rip {send | receive} version {1 | 2 |
1 23} interface configuration command.

By default, automatic summarization across network boundaries is activated for all networks in both versions
of RIP. Manually summarizing routes in RIPv2 improves scalability and efficiency in large networks because
the more-specific routes are not advertised. Only the summary routes are advertised, thus reducing the size
of the IP routing table and allowing the router to handle more routes.

Manual summarization is done at the interface. One limitation of RIPv2 is that routes can be summarized
only up to the classful network boundary; RIPv2 does not support classless interdomain routing (CIDR)-type
summarization to the left of the classful boundary.

Note

CIDR is described in Appendix B.

To summarize RIP routes on nonclassful boundaries, do the following:
« Turn off automatic summarization using the no auto-summary router configuration command.

* Use the ip summary-address rip network-number mask interface configuration command to define
a network number and mask that meet the particular summarization requirement.

Figure 1-18 illustrates how RIPv1 and RIPv2 may coexist in the same network. Router A is running RIPv2,
and Router C is running RIPv1. Router B runs both versions of RIP. Notice that the ip rip send version

1 and ip rip receive version 1 commands are required only on interface Serial 0/0/3 of Router B, because
RIPv2 is configured as the primary version for all interfaces. The Serial 0/0/3 interface has to be manually
configured to support RIPv1 so that it can connect correctly with Router C.
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Figure 1-18. RIPv2 Configuration Example.
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router rip

version 2

network 10.0.0.0
interface s0/0/3

ip rip send version 1
ip rip receive version 1

router rip

version 2

network 172.16.0.0

network 10.0.0.0

no auto-surmary

interface a0/0/2

ip summary-address rip 172.16.1.0 255.255.255.0

An ip summary-address rip command is configured on Router A along with the no auto-

summary command. The combination of these two commands allows Router A to send the 172.16.1.0
subnet detail to Router B. Because the interface between Router A and Router B is in a different network
(10.0.0.0), the default behavior for Router A is to send only the classful summarization (172.16.0.0) to
Router B.

Note

In Figure 1-18, the ip summary-address rip 172.16.1.0 255.255.255.0 command is actually
unnecessary because the no auto-summarycommand is also applied. The moment that the no auto-
summary command is used, the subnet 172.16.1.0 is advertised as such because it uses a nondefault mask
(in this case, a 24-bit mask).

Commands used to verify RIP include the show ip route command to examine the IP routing table, and
the show ip rip database command to display summary address entries in the RIP routing database entries
if relevant child routes are being summarized.

Populating the Routing Table

This section describes how Cisco routers populate their routing tables. Administrative distance, routing
metrics, and floating static routes are discussed. The criteria routers use for inserting routes into the IP
routing table are described.
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Administrative Distance

Most routing protocols have metric structures and algorithms that are incompatible with other protocols. It is
critical that a network using multiple routing protocols be able to seamlessly exchange route information and
be able to select the best path across multiple protocols. Cisco routers use a value called administrative
distance to select the best path when they learn of two or more routes to the same destination with the
same prefix from different routing protocols.

Administrative distance rates a routing protocol’s believability or trustworthiness. Cisco has assigned a
default administrative distance value to each routing protocol supported on its routers. Each routing protocol
is prioritized in the order of most to least believable.

The administrative distance is a value between 0 and 255. The lower the administrative distance value, the
higher the protocol’s believability or trustworthiness. Table 1-6 lists the default administrative distance of the
protocols supported by Cisco routers.

Note

Static routes are configured with the ip route prefix mask {address | interface [address]} [dhcp] [distance]
[name next-hop-name] [permanent |track number] [tag tag] global configuration command, described in
the “Principles of Static Routing” section earlier in this chapter. If theaddress parameter is used in this
command, specifying the address of the next-hop router to use to reach the destination network, the default
administrative distance is 1. If the interface parameter is used instead, specifying the local router outbound
interface to use to reach the destination network, the router considers this a directly connected route;
however, the default administrative distance in this case appears to be somewhere between 0 and 1.

To confirm this, we performed a test. We configured two static routes to the same network, one via an
address and one via an interface:

ip route 192.168.22.0 255.255.255.0 s1/0
ip route 192.168.22.0 255.255.255.0 192.158.2.101

As expected, only the one via the interface appeared in the routing table, as a “directly connected” static
route:

S 192.168.22.0/24 is directly connected, Seriall/O

Therefore, its administrative distance must be less than the administrative distance of the route via the
address.

However, when we connected the same network to an interface on the router, the real connected route to the
network appeared in the routing table:

C 192.168.22.0/24 is directly connected, FastEthernet0/0

Therefore, its administrative distance must be less than the administrative distance of the route via the
interface. Therefore, it appears that the administrative distance of a static route via an interface has an
administrative distance of something between 0 and 1.

For example, in Figure 1-19, if Router A receives a route to network 10.0.0.0 from RIP and also receives a
route to the same network from OSPF, the router compares RIP’s administrative distance, 120, with OSPF’s
administrative distance, 110, and determines that OSPF is more believable. The router therefore adds the

OSPF route to network 10.0.0.0 to the routing table.
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Figure 1-19. Route Selection and Administrative Distance.
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Routing Protocol Metrics

RIPv1 and RIPv2 use only the hop count to determine the best path (the path with the smallest hop count is
preferred). Because they do not consider bandwidth, RIPv1l and RIPv2 are not suitable for networks that
have significantly different transmission speeds on redundant paths. For networks that use diverse media on
redundant paths, routing protocols must account for bandwidth and possibly the delay of the links.

By default EIGRP uses the minimum bandwidth and accumulated delay of the path toward the destination
network in its metric calculation. Other parameters (reliability and load) can also be used, but should be
configured only if the consequences are fully understood because, if misconfigured, they might affect
convergence and cause routing loops. The EIGRP minimum bandwidth is the minimum (slowest) bandwidth
along the path. An interface’s bandwidth is either the default value of the interface or as specified by

the bandwidth command—this command is usually used on serial interfaces.

Note

On Cisco routers, the bandwidth and delay metrics can be manually configured and do not necessarily reflect
the link’s true speed.

These bandwidth and delay metrics should be changed only if the consequences are well understood. For
example, a bandwidth change might affect the QoS provided to data. As another example, EIGRP limits the
amount of routing protocol traffic it sends to a percentage of the bandwidth value; changing the value could
result in either too much bandwidth being used for routing protocol updates or updates not being sent in a
timely manner.

Note

In earlier Cisco I0S releases, the default bandwidth on all serial ports was T1, or 1.544 Mbps. In the latest
Cisco IOS releases, the default bandwidth varies with interface type.

In the case of link-state protocols (OSPF and IS-IS), a cumulative cost or metric is used (the lowest cost or
metric path is selected). OSPF uses cost for path calculation, usually reflecting the link’s bandwidth (the
OSPF RFC does not specify what the cost should be, but on Cisco routers it defaults to being inversely
proportional to the link’s bandwidth). As a result, the highest bandwidth (lowest cost) is used to select the
best path. The IS-IS interface metric defaults to 10 on Cisco routers; this value can be changed, to reflect
different bandwidths, for example.

Note

The IS-IS metric is known as the metric; the IS-IS specification defines four different types of metrics. All
routers support cost, the default metric. Delay, expense, and error are optional metrics. The default Cisco
implementation of IS-IS uses cost only, but the Cisco I0S does allow all four metrics to be set with optional
parameters in the isis metric command.



BGP uses many attributes to select the best path. One of these is the AS-path attribute; the length of this
attribute is the number of autonomous systems that must be traversed to reach a destination, and is usually
a factor that influences the path selection. Another attribute is the multiexit discriminator (MED). The MED
attribute is called the metric in the Cisco IOS. In the output of the show ip bgp command for example, the
MED is displayed in the metric column. BGP incorporates additional path attributes that can influence routing
decisions; these can be manually configured.

Criteria for Inserting Routes into the IP Routing Table

A Cisco router chooses the best route for a specific destination among those presented by routing protocols,
manual configuration, and various other means by considering the following four criteria:

« Valid next-hop IP address— As each routing process receives updates and other information, the
router first verifies that the route has a valid next-hop IP address.

* Metric— If the next hop is valid, the routing protocol chooses the best path to any given destination
based on the lowest metric. The routing protocol offers this path to the routing table. For example, if
EIGRP learns of a path to 10.1.1.0/24 and decides that this particular path is the best EIGRP path to
this destination, the routing protocol offers the learned path to the routing table.

« Administrative distance— The next consideration is administrative distance. If more than one
route exists for the same network, and with the same prefix, from different routing sources, the
router decides which route to install based on the administrative distance of the route’s source. The
route with the lowest administrative distance is installed in the routing table. Routes with higher
administrative distances are rejected. For example, if both EIGRP and OSPF offered the 10.1.1.0/24
route, the EIGRP route would be installed in the routing table because EIGRP has a lower
administrative distance (by default).

* Prefix— The router looks at the prefix being advertised. Routes to the same network but with
different prefixes can coexist in the routing table. For example, suppose the router has three routing
processes running on it, and the routing protocols have received and installed the following routes:

+ RIPv2: 192.168.32.0/26
+ OSPF: 192.168.32.0/24
+ EIGRP: 192.168.32.0/19

Because each route has a different prefix length (different subnet mask), the routes are considered
different destinations and are all installed in the routing table. As discussed in the “Classless Routing
Protocol Concepts” section, earlier in this chapter, if more than one entry in the routing table matches
a particular destination, the longest prefix match in the routing table is used. Therefore, in this
example, if a packet arrives for the address 192.168.32.5, the router will use the 192.168.32.0/26
subnet, advertised by RIPv2, because it is the longest match for this address.

Floating Static Routes

Based on the default administrative distances, routers believe static routes over any dynamically learned
route. Sometimes, however, this default behavior might not be the desired behavior. For example, when you
configure a static route as a backup to a dynamically learned route, you do not want the static route to be
used as long as the dynamic route is available. In this case, you can manipulate the

optional distance parameter in the ip route command to make the static route appear less desirable than
another static or dynamic route.

A static route that appears in the routing table only when the primary route goes away is called a floating
static route. The administrative distance of the static route is configured to be higher than the administrative
distance of the primary route and it “floats” above the primary route, until the primary route is no longer
available.

In Figure 1-20, Routers A and B have two connections: a point-to-point serial connection that is the primary
link, and a backup connection to be used if the other line goes down. Both routers use EIGRP, but do not use
a routing protocol on the backup 172.16.1.0 network link.


javascript:moveTo('ch01fig20');
javascript:moveTo('ch01lev3sec14');
javascript:moveTo('ch01lev3sec14');

Figure 1-20. Floating Static Routes.
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A static route that points to the backup interface of the other router has been created on each router.
Because EIGRP has an administrative distance of 90, the static route has been given an administrative
distance of 100. As long as Router A has an EIGRP route to the 10.0.0.0 network, it appears more believable
than the static route, and the EIGRP route is used. If the serial link goes down, deleting the EIGRP route,
Router A will insert the static route into the routing table. A similar process happens on Router B with its
route to the 172.17.0.0 network.

IP Routing Protocol Comparisons
This section provides comparative summaries of routing protocols.

IGRP, EIGRP, and OSPF are transport layer protocols, because, like UDP and TCP, they run directly over IP. In
contrast, RIP and BGP both reside at the application layer. RIP uses UDP as its transport protocol; its updates
are sent unreliably with best-effort delivery. BGP uses TCP as its transport protocol; it takes advantage of
TCP’s reliability mechanisms and windowing. Table 1-7 lists the protocol numbers, port numbers, and how
reliability is handled for the various routing protocols.

Table 1-7. Protocols, Ports, and Reliability of Routing Protocols

Routing Protocol Protocol Number Port Number Update Reliability
IGRP[1] 9 — Best-effort delivery
EIGRP 88 — 1-to-1 window
OSPF 89 — 1-to-1 window

RIP _ UDP 520 Best-effort delivery
BGP _ TCP 179 Uses TCP windowing

(1] IGRP is no longer supported, as of Cisco I0S Release 12.3. It is mentioned in this table for completeness.
Note

IS-IS is a network layer protocol and does not use the services of IP to carry its routing information. IS-IS
packets are encapsulated directly into a data link layer frame and require knowledge of OSI protocol suite
configuration.
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Table 1-8 compares some of the characteristics of the different routing protocols.

Table 1-8. Routing Protocol Comparison

Characteristic RIPv2
Distance vector v
Link state

Hierarchical topology
required

Automatic route
summarization

Manual route
summarization

VLSM support

NN R

Classless

Metric Hops

Convergence time Slow

EIGRP[1]
v

N

\

\

Composite metric

Very fast

IS-IS

4
4

4
v

Metric

Fast

OSPF

v

v

v
Cost
Fast

BGP[2]
v

A NN

Path attributes

Slow

[11 EIGRP is an advanced distance vector protocol with some characteristics also found in link-state protocols.

[21 BGP is a path vector policy-based protocol.

Routing and Routing Protocols Within the Enterprise Composite Network Model

Routing protocols are an integral part of any network. When designing a network using the architectures and
models introduced in this chapter, routing protocol selection and planning are among the design decisions to
be made. Although the best practice is to use one IP routing protocol throughout the enterprise if possible, in
many cases multiple routing protocols might be required, as illustrated in Figure 1-21. For example, BGP
might be used in the Corporate Internet module, whereas static routes are often used for remote-access and
VPN users. Therefore, enterprises might have to deal with multiple routing protocols.

Figure 1-21. Multiple Routing Protocols May Be Used Within a Network.
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The Enterprise Composite Network Model can assist in determining where each routing protocol is
implemented, where the boundaries between protocols are, and how traffic flows between them will be
managed.

Each routing protocol has its own unique characteristics. You can use a table, like Table 1-9, to identify the

characteristics of the routing protocols that are being considered for a network, so that they can be
compared and a decision on which to use can be made.

Table 1-9. Example Routing Protocol Comparison

Parameters EIGRP OSPF BGP

Size of network (small-medium-large-very large) Large Large Very large
Speed of convergence (very high-high-medium-  Very high High Slow

low)

Use of VLSM (yes-no) Yes Yes Yes
Support for mixed-vendor devices (yes-no) No Yes Yes
Network support staff knowledge (good-poor) Good Good Fair

Although static routes may be used (for example, for Internet connectivity) and RIPv2 is a plausible choice
for smaller networks, EIGRP and OSPF are the recommended protocols within the Enterprise. BGP is required
for inter-autonomous system connectivity on the Internet.

Subsequent chapters in this book cover EIGRP, OSPF, and BGP characteristics, operation, and configuration,
and manipulating routing updates and traffic.

Summary

In this chapter, you learned about network models, requirements, and implementation plans, and reviewed
IP routing principles. The chapter focused on the following topics:

e Traffic in converged networks, including voice and video, voice applications, mission-critical,
transactional, routing protocol, and network management.

+ The three phases of the Cisco IIN: integrated transport, integrated services, and integrated
applications.

e The three layers of the Cisco SONA architectural framework: networked infrastructure, interactive
services, application.

* The components of the Cisco Enterprise Architecture for integration of the entire network: campus,
data center, branches, teleworkers, and WAN.

« The traditional hierarchical network model with its three layers: core, distribution, and access.

+ The Cisco Enterprise Composite Network Model with its three functional areas and their associated
modules:

» Enterprise Campus: Building, Building Distribution, Core, Edge Distribution, Server Farm,
Management

* Enterprise Edge: E-commerce, Corporate Internet, VPN and Remote Access, WAN
+ Service Provider Edge: ISP, PSTN, Frame Relay/ATM.

e The two approaches to implementing changes to a network: using an ad hoc approach or using a
structured approach.
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* Four models used in IT services lifecycles: Cisco Lifecycle Services (PPDIOQ), ITIL, FCAPS, and TMN.

« Creating an implementation plan, as part of the network design phase, including

Network information

Tools required

Resources required
Implementation plan tasks
Verification tasks

Performance measurement and results

* Network convergence, when routing tables on all routers in the network are synchronized and contain
a route to all destination networks. Convergence time is the time it takes for all routers in a network
to agree on the new topology.

« Static routing characteristics and configuration (using the ip route global configuration command).

+ Characteristics and configuration (with the router odr global configuration command) of ODR, which
uses CDP to carry network information between spoke (stub) routers and the hub router.

* Dynamic routing protocol characteristics, including

The metric, a value that routing protocols use to measure paths to a destination.
Configuration, using the router protocol/ global configuration command.

Distance vector routing, in which all the routers periodically send their routing tables (or a
portion of their tables) to only their neighboring routers.

Link-state routing, in which each of the routers sends the state of its own interfaces (its links)
to all other routers (or to all routers in a part of the network, known as an area) only when
there is a change.

Advanced distance vector routing, in which routers send only changed information when there
is a change (similar to link-state protocols) but only to neighboring routers (similar to
distance vector protocols).

Classful routing protocol updates, which do not include the subnet mask. Classful protocols
(such as RIPv1) do not support VLSM or discontiguous subnets and must automatically
summarize across the network boundary to the classful address.

Classless routing protocol updates, which do include the subnet mask. Classless protocols
(such as RIPv2, EIGRP, and OSPF) do support VLSM and discontiguous subnets, and do not
have to summarize automatically across network boundaries.

¢ RIPv1 and RIPv2 characteristics and configuration, including

The router rip global configuration command to enable RIP

The version {1 | 2} router configuration command to send and receive packets from only
one version

The network network-number router configuration command to configure RIP to start up the
protocol on interfaces in that network, and send advertisements for the networks connected
to the specified interfaces.

The ip rip {send | receive} version {1 | 2 | 1 2} interface configuration command to
control the version of RIP on each interface

The no auto-summary router configuration command to turn off automatic summarization



The ip summary-address rip network-number mask interface configuration command to
define a network number and mask that meet the particular summarization requirement

e The process that Cisco routers use to populate their routing tables:

Valid next-hop IP address— The router first verifies that the route has a valid next-hop IP
address.

Metric— If the next hop is valid, the routing protocol chooses the best path to any given
destination based on the lowest metric and offers this path to the routing table.

Administrative distance— If more than one route exists for the same network, and with
the same prefix from different routing sources, the router decides which route to install based
on the administrative distance of the route’s source. The administrative distance is a value
between 0 and 255. The lower the administrative distance value, the higher the protocol’s
believability or trustworthiness. The route with the lowest administrative distance is installed
in the routing table. Routes with higher administrative distances are rejected.

Prefix— The router looks at the prefix being advertised; routes to the same network but with
different prefixes can coexist in the routing table.

* A comparison of the various IP routing protocols. Multiple protocols may be used within the modules
of the Enterprise Composite Network Model. EIGRP and OSPF are the recommended protocols within
the Enterprise; BGP is required for inter-autonomous system connectivity on the Internet.

Review Questions

Answer the following questions, and then see Appendix A, “"Answers to Review Questions,” for the answers.

1.What is a converged network?
2.What are the three phases of the IIN?
3.Which are layers within the SONA framework?

e.

f.

. Access

. Networked Infrastructure

Interactive Services

. Enterprise Edge

Application
Edge Distribution

4.What are the components of the Cisco Enterprise Architecture?
5.Which are the layers within the hierarchical network model?

. Access

. Network Infrastructure
. Core

. Distribution

. Application

Edge Distribution


http://my.safaribooksonline.com/9780132550376/app01lev1sec1#app01qa1a5
http://my.safaribooksonline.com/9780132550376/app01lev1sec1#app01qa1a4
http://my.safaribooksonline.com/9780132550376/app01lev1sec1#app01qa1a3
http://my.safaribooksonline.com/9780132550376/app01lev1sec1#app01qa1a2
http://my.safaribooksonline.com/9780132550376/app01lev1sec1#app01qa1a1
http://my.safaribooksonline.com/9780132550376/app01#app01

g. Network Management
6.Describe each of the functional areas of the Enterprise Composite Network Model.

7.Which modules are within the Enterprise Campus functional area?
8.Which of the following are steps in the structured approach to implementing network changes?

a. Implementing the solution
b. Documenting the implementation plan and the implementation results
c. Troubleshooting operational issues
d. Creating an implementation plan
9.What are the six phases in the Cisco Lifecycle Services?

10.In which phase of the Cisco Lifecycle Services is the implementation plan created?
11.Which of the following information must be identified before developing the implementation plan?

a. Verification test results

b. Network specific information

c. Dependencies on the existing network
d. Implementation reports

e. Recommended resources

12.You are planning a routing protocol change in your network and submit your implementation plan for
approval before making any changes. Which of the following should be included in this plan?

a. Project contact list

b. Verification steps

c. Tools used

d. Implementation tasks

e. Equipment location information

13.Which of the following is not a scenario in which static routes would be used?

a. When the administrator needs total control over the routes used by the router
b. When a backup to a dynamically recognized route is necessary
c. When rapid convergence is needed

14.What are two drawbacks of static routes?

a. Reconfiguring to reflect topology changes
b. Complex metrics

c. Involved convergence

d. Absence of dynamic route discovery

15.What is used by traffic for which the destination network is not specifically listed in the routing table?
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a. Dynamic area
b. Default route
c. Border gateway
d. Black hole

16.The show ip route command usually provides information on which of the following two items?

a. Next hop
b. Metric

c. CDP

d. Hostname

17.When using dynamic routing protocols, on what does the administrator configure the routing
protocol?

a. Each area

b. Each intermediate system
c. Each router

d. Each gateway of last resort

18.Which of the following is not a dynamic routing protocol?

a. RIPv1
b. CDP
c. EIGRP
d. BGP
e. RIPv2

19.What is a metric?

a. A standard of measurement used by routing algorithms
b. The set of techniques used to manage network resources
c. Interdomain routing in TCP/IP networks

d. Services limiting the input or output transmission rate

20.Which routing protocol uses only major classful networks to determine the interfaces participating in
the protocol?

a. EIGRP
b. RIPv1
c. BGP

d. OSPF
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21.0DR uses what to carry network information between spoke (stub) routers and the hub?

a. Metric

b. BGP

c. Convergence
d. CDP

e. TCP

f. UDP

22.Which of the following is not a classification of routing protocols?

a. Link state
b. Default
c. Advanced distance vector
d. Distance vector
23.What is autosummarization?
24.True or false: Discontiguous subnets are subnets of the same major network that are separated by a

different major network.
25.Classless routing protocols allow

a. QoS
b. VLSM
c. VPN
d. RIP

26.What is the command to turn off autosummarization?

a. no auto-summarization
b. enable classless

c. ip route

d. no auto-summary

27.What is the OSPF default administrative distance value?

a. 90
b. 100
c. 110
d. 120

28.When a static route’s administrative distance is manually configured to be higher than the default
administrative distance of dynamic routing protocols, that static route is called what?

a. Semistatic route
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b. Floating static route
c. Semidynamic route
d. Manual route

29.Which variables can be used to calculate metrics?

a. Hops

b. Convergence time

c. Administrative distance
d. Path attributes

e. Cost

30.Why might a network need to have more than one routing protocol running?
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Chapter 2. Configuring the Enhanced Interior Gateway Routing Protocol

This chapter introduces you to the Enhanced Interior Gateway Routing Protocol (EIGRP). This chapter
covers the following topics:

Understanding EIGRP Terminology and Operation
Planning EIGRP Routing Implementations

Configuring and Verifying EIGRP

Configuring and Verifying EIGRP in an Enterprise WAN
Configuring and Verifying EIGRP Authentication
Optimizing EIGRP Implementations

In present-day and future routing environments, EIGRP offers benefits and features over historic distance
vector routing protocols, such as Routing Information Protocol Version 1 (RIPv1) and Interior Gateway
Routing Protocol (IGRP). These benefits include rapid convergence, lower bandwidth utilization, and multiple-
routed protocol support.

Note

As of Cisco IOS Software Release 12.3, IGRP is no longer supported. It is mentioned here to provide
historical context for EIGRP.

This chapter introduces EIGRP terminology and operations, and explains how to plan for, configure, and
verify EIGRP. The chapter explores considerations for deploying EIGRP in enterprise WANs, and how to
configure and verify EIGRP authentication. The chapter concludes with a discussion of optimizing EIGRP
implementations.

Understanding EIGRP Terminology and Operation

This section introduces EIGRP, describes its capabilities, and explains its terminology. EIGRP operation,
including how EIGRP’s tables are created, is examined. This section also describes the Diffusing Update
Algorithm (DUAL) and provides a detailed example. The EIGRP metric calculation is also described.

EIGRP Capabilities and Attributes

EIGRP is a Cisco-proprietary protocol that combines the advantages of link-state and distance vector routing
protocols. EIGRP has its roots as a distance vector routing protocol and is predictable in its behavior. Like its
predecessor IGRP, EIGRP is easy to configure and is adaptable to a wide variety of network topologies. What
makes EIGRP an advanced distance vector protocol is the addition of several link-state features, such as
dynamic neighbor discovery. EIGRP is an enhanced IGRP because of its rapid convergence and the guarantee
of a loop-free topology at all times. Features of this protocol include the following:

* Fast convergence— EIGRP uses DUAL to achieve rapid convergence. A router running EIGRP stores
its neighbors’ routing tables so that it can quickly adapt to changes in the network. If no appropriate
route exists in the local routing table and no appropriate backup route exists in the topology table,
EIGRP queries its neighbors to discover an alternative route. These queries are propagated until an
alternative route is found or until it is determined that no alternative route exists.

« Partial updates— EIGRP sends partial triggered updates rather than periodic updates. These
updates are sent only when the path or the metric for a route changes. They contain information
about only that changed link rather than the entire routing table. Propagation of these partial updates
is automatically bounded so that only those routers that require the information are updated. As a
result, EIGRP consumes significantly less bandwidth than IGRP. This behavior is also different from
link-state protocol operation, which sends a change update to all routers within an area.

¢ Multiple network layer support— EIGRP supports IP Version 4 (IPv4), IP Version 6 (IPv6),
AppleTalk, and Novell NetWare Internetwork Packet Exchange (IPX) using protocol-dependent
modules that are responsible for protocol requirements specific to the network layer. EIGRP’s rapid
convergence and sophisticated metric offer superior performance and stability when implemented in
IP, IPv6, IPX, and AppleTalk networks.
Note

In this chapter, IP refers to IPv4.

Note

Only the IP implementation of EIGRP is thoroughly covered in this chapter. EIGRP for IPv6 is covered
in Chapter 8, “Implementing IPv6 in the Enterprise Network.”
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AppleTalk and IPX are legacy protocols. See the Cisco IOS technical documentation at Cisco.com for
information about how EIGRP operates, and how to configure it, for AppleTalk and IPX.

« Use of multicast and unicast— For communication between routers, EIGRP uses multicast and
unicast rather than broadcast. As a result, end stations are unaffected by routing updates or queries.
The multicast address used for EIGRP is 224.0.0.10.
Note

EIGRP previously was called a hybrid protocol; currently the term advanced distance vector is typically used
to describe EIGRP.

Other EIGRP features include the following:

* Variable-length subnet masking (VLSM) support— EIGRP is a classless routing protocol, which
means that it advertises a subnet mask for each destination network. This enables EIGRP to support
discontinuous subnetworks and VLSM.

* Seamless connectivity across all data link layer protocols and topologies— EIGRP does not require
special configuration to work across any Layer 2 protocols. Other routing protocols, such as Open
Shortest Path First (OSPF), require different configurations for different Layer 2 protocols, such as
Ethernet and Frame Relay (as you will see in Chapter 3, “"Configuring the Open Shortest Path First
Protocol”). EIGRP was designed to operate effectively in both LAN and WAN environments. In
multiaccess topologies, such as Ethernet, neighbor relationships (also known as neighborships) are
formed and maintained using reliable multicasting. EIGRP supports all WAN topologies: dedicated
links, point-to-point links, and nonbroadcast multiaccess (NBMA) topologies. EIGRP accommodates
differences in media types and speeds when neighbor adjacencies form across WAN links. The
amount of bandwidth that EIGRP uses on WAN links can be limited.

« Sophisticated metric— EIGRP uses the same algorithm for metric calculation as IGRP, but
represents values in a 32-bit format, rather than IGRP’s 24-bit format, to give additional granularity
(thus, the EIGRP metric is the IGRP metric multiplied by 256). A significant advantage of EIGRP (and
IGRP) over other protocols is its support for unequal metric load balancing that allows administrators
to better distribute traffic flow in their networks.

Like most IP routing protocols, EIGRP relies on IP packets to deliver routing information.

The EIGRP routing process is a transport layer function. IP packets carrying EIGRP information have protocol
number 88 in their IP header, as illustrated in Figure 2-1 (similar to how the Transmission Control Protocol
[TCP] is protocol number 6 and the User Datagram Protocol [UDP] is protocol number 17).

Figure 2-1. EIGRP Is a Transport Layer Function.
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Figure 2-2 illustrates how EIGRP performs automatic route summarization at major network boundaries. You
can disable this feature. Administrators can also configure manual summarization on arbitrary bit boundaries
on any router interface (as long as a more-specific route exists in the routing table) to shrink the size of the
routing table. EIGRP also supports the creation of supernets or aggregated blocks of addresses (networks).
Figure 2-2. EIGRP Performs Route Summarization by Default.

[View full size image]
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As mentioned in Chapter 1, “Routing Services,” the Cisco I0S documentation for EIGRP says that automatic
summarization is now disabled by default. However, testing has confirmed it is still on, at least in some
versions of the I0S. Therefore, it is prudent to confirm the automatic summarization configuration or to
configure it explicitly.

EIGRP supports hierarchical addressing to enable EIGRP summarization and also supports nonhierarchical IP
addressing.

EIGRP uses the following four key technologies that combine to differentiate it from other routing
technologies:

Neighbor discovery/recovery mechanism— EIGRP’s neighbor discovery mechanism enables
routers to dynamically learn about other routers on their directly attached networks. Routers also
must discover when their neighbors become unreachable or inoperative. This process is achieved with
low overhead by periodically sending small hello packets. As long as a router receives hello packets
from a neighboring router, it assumes that the neighbor is functioning, and the two can exchange
routing information.

Reliable Transport Protocol (RTP)— RTP is responsible for guaranteed, ordered delivery of EIGRP
packets to all neighbors. RTP supports intermixed transmission of multicast or unicast packets. For
efficiency, only certain EIGRP packets are transmitted reliably.

For example, it is not necessary to send hello packets reliably to all neighbors individually, so EIGRP
sends a single multicast hello packet containing an indicator that informs the receivers that the
packet need not be acknowledged. Other types of packets, such as updates, indicate in the packet
that acknowledgment is required. RTP contains a provision for sending multicast packets quickly even
when unacknowledged packets are pending, which helps ensure that convergence time remains low
in the presence of varying speed links.

DUAL finite-state machine— DUAL embodies the decision process for all route computations. DUAL
tracks all routes advertised by all neighbors and uses distance information, known as the composite
metric or cost, to select efficient, loop-free paths to all destinations.

Protocol-dependent modules— EIGRP’s protocol-dependent modules are responsible for network
layer protocol-specific requirements. As mentioned earlier, EIGRP supports IP, IPv6, and the legacy
protocols AppleTalk, and IPX. Each protocol has its own EIGRP module and operates independently
from any of the others that might be running. The IP-EIGRP module, for example, is responsible for
sending and receiving EIGRP packets that are encapsulated in IP. Likewise, IP-EIGRP is also
responsible for parsing EIGRP packets and informing DUAL of the new information that has been
received. IP-EIGRP asks DUAL to make routing decisions, the results of which are stored in the IP
routing table. IP-EIGRP is also responsible for redistributing routes learned by other IP routing
protocols.

EIGRP Terminology
The following terms are related to EIGRP and are used throughout the rest of this chapter:

Neighbor table— EIGRP routers use hello packets to discover neighbors. When a router discovers and
forms an adjacency with a new neighbor, it includes the neighbor’s address and the interface through
which it can be reached in an entry in the neighbor table. This table is comparable to the
neighborship (adjacency) database used by link-state routing protocols (as described in Chapter 3).
It serves the same purpose—ensuring bidirectional communication between each of the directly
connected neighbors. EIGRP keeps a neighbor table for each network protocol supported. In other
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words, the following tables could exist: an IP neighbor table, an IPv6 neighbor table, an IPX neighbor
table, and an AppleTalk neighbor table.

* Topology table— When the router dynamically discovers a new neighbor, it sends an update about
the routes it knows to its new neighbor and receives the same from the new neighbor. These updates
populate the topology table. The topology table contains all destinations advertised by neighboring
routers. In other words, each router stores its neighbors’ routing tables in its EIGRP topology table. If
a neighbor is advertising a destination, it must be using that route to forward packets. This rule must
be strictly followed by all distance vector protocols. An EIGRP router maintains a topology table for
each network protocol configured (IP, IPv6, IPX, and AppleTalk).

+ Advertised distance and feasible distance— DUAL uses distance information, known as a metric
or cost, to select efficient, loop-free paths. The lowest-cost route is calculated by adding the cost
between the next-hop router and the destination—referred to as the advertised distance (AD)—to the
cost between the local router and the next-hop router. The sum of these costs is referred to as the
feasible distance (FD).

* Successor— A successor, also called a current successor, is a neighboring router that has a least-
cost path to a destination (the lowest FD) that is guaranteed not to be part of a routing loop.
Successor routes are offered to the routing table to be used for forwarding packets. Multiple
successors can exist if they have the same FD.

* Routing table— The routing table holds the best routes to each destination and is used for forwarding
packets. EIGRP successor routes are offered to the routing table. (As discussed in Chapter 1, if a
router learns more than one route to exactly the same destination from different routing sources, it
uses the administrative distance to determine which offered route to keep in the routing table.) By
default, each protocol can add up to four routes to the same destination with the same metric to the
routing table (recall that the router can be configured to accept up to 16 per destination). The router
maintains one routing table for each network protocol configured.

* Feasible successor— Along with keeping least-cost paths, DUAL keeps backup paths to each
destination. The next-hop router for a backup path is called the feasible successor (FS). An FS is a
neighbor that is closer to the destination, but it is not in the least-cost path and, therefore, is not
used to forward data. To qualify as an FS, a next-hop router must have an AD less than the FD of the
current successor route. This ensures a loop-free topology. Feasible successors are selected at the
same time as successors but are kept only in the topology table. The topology table can maintain
multiple feasible successors for a destination.

EIGRP uses DUAL to calculate the best route to a destination. DUAL selects successor routes and FS routes
based on the composite metric and ensures that the selected routes are loop-free.

EIGRP Operation

This section explains the mechanisms for creating the various EIGRP tables and describes the five types of
EIGRP packets. This section also explains how EIGRP routers become neighbors, the initial route discovery
process, how routes are selected, and how the DUAL algorithm functions.

Populating EIGRP Tables

The EIGRP route selection process is perhaps what most distinguishes it from other routing protocols. EIGRP
selects primary (successor) and backup (feasible successor) routes. These are marked as such in the
topology table. The primary (successor) routes are then moved to the routing table.

EIGRP supports several types of routes: internal, external, and summary. Internal routes originate within the
EIGRP autonomous system (AS). External routes are learned from another routing protocol or another EIGRP
autonomous system. Summary routes are routes encompassing multiple subnets.

Figure 2-3 illustrates the three tables that EIGRP uses in its operation:
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Figure 2-3. EIGRP Maintains a Neighbor Table, a Topology Table, and a Routing Table.
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* The neighbor table lists adjacent routers.

* The topology table lists all the learned routes to each destination.

* The routing table contains the best route (the successor route) to each destination.
Neighbor Table
The neighbor table includes the address of each neighbor and the interface through which it can be reached.
The neighbor table entry also includes information required by RTP. Sequence numbers are used to match
acknowledgments with data packets, and the last sequence number received from the neighbor is recorded,
to detect out-of-order packets. A transmission list is used to queue packets for possible retransmission on a
per-neighbor basis. Round-trip timers are kept in the neighbor table entry to estimate an optimal
retransmission interval.
Topology Table
Each EIGRP router forwards a copy of its IP routing table to all its adjacent EIGRP neighbors, as specified in
its EIGRP neighbor table. Each router then stores the routing tables of the adjacent neighbors in its EIGRP
topology table (database). The topology table also maintains the metric that each neighbor advertises for
each destination (the AD) and the metric that this router would use to reach the destination via that neighbor
(the FD). Theshow ip eigrp topology all-links command displays all the IP entries in the topology table,
while the show ip eigrp topology command displays only the successors and feasible successors for IP
routes.

The topology table is updated when a directly connected route or interface changes or when a neighboring
router reports a change to a route.

A topology table entry for a destination can exist in one of two states: active or passive. A route is
considered passive when the router is not performing recomputation on that route. A route is active when it
is undergoing recomputation (in other words, when it is looking for a new successor). Note that passive is
the operational, stable state.

If the route via the successor becomes invalid (because of a topology change) or if a neighbor is lost or
changes the metric, DUAL checks for feasible successors to the destination. If an FS is found, DUAL uses it,
thereby avoiding recomputing the route. This results in fast convergence. If feasible successors are always
available, a destination never has to go into the active state, thereby avoiding a recomputation.

A recomputation occurs when the current route to a destination, the successor, goes down and there are no
feasible successors for the destination. Although recomputation is not processor intensive, it does affect
convergence time, so it is advantageous to avoid unnecessary recomputations. The router starts the
recomputation by sending a query packet to each of its neighboring routers. If the neighboring router has a
route for the destination, it will send a reply packet. If it does not have a route, it sends a query packet to its
neighbors. In this case, the route is also in the active state in the neighboring router; while a destination is in
the active state, a router cannot change the routing table information for the destination.

This process continues. Routers that have no other neighbors and routers that know that the destination is
unreachable reply to queries immediately, indicating the route is unreachable. When a router receives all
replies to its query, it replies to queries from its neighbor, and so on. If there is at least one topology table
entry for the destination after a router has received a reply from each neighboring router, the destination
returns to the passive state, and the router select a successor for it. If there are no topology table entries for
the destination, it is no longer reachable from that router. (The “Stuck-in-Active Connections in EIGRP”
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section, later in this chapter, describes what happens if not all replies are received for a query in a timely
manner.)

Routing Table

Each router examines its EIGRP topology table and determines the best route and other feasible routes to
every destination network. A router compares all FDs to reach a specific network and then selects the route
with the lowest FD and places it in the IP routing table. This is the successor route. The FD for the chosen
successor route becomes the EIGRP routing metric to reach that network in the routing table.

EIGRP Packets

EIGRP sends out five different types of packets: hello, update, query, reply, and acknowledge (ACK). These
packets are used to establish the initial adjacency between neighbors and to keep the topology and routing
tables current. When troubleshooting an EIGRP network, network administrators must understand what the
EIGRP packets are used for and how they are exchanged. For example, if routers running EIGRP do not form
neighbor relationships, those routers cannot exchange EIGRP updates with each other. Without EIGRP routing
updates, users cannot connect to services across the internetwork.

EIGRP uses the following five types of packets:

* Hello— Hello packets are used for neighbor discovery. They are sent as multicasts and do not require
an acknowledgment. (They carry an acknowledgment number of 0.)

+ Update— Update packets contain route change information. An update is sent to communicate the
routes that a particular router has used to converge. An update is sent only to affected routers.
Update packets are sent as multicasts when a new route is discovered, and when convergence is
complete (in other words, when a route becomes passive). To synchronize topology tables, update
packets are sent as unicasts to neighbors during their EIGRP startup sequence. Update packets are
sent reliably.

* Query— When a router is performing route computation and does not have an FS, it sends a query
packet to its neighbors, asking whether they have a successor to the destination. Queries are
normally multicast but can be retransmitted as unicast packets in certain cases. They are sent
reliably.

« Reply— A reply packet is sent in response to a query packet. Replies are unicast to the originator of
the query and are sent reliably. A router must reply to all queries.

« ACK— The ACK is used to acknowledge updates, queries, and replies. ACK packets are unicast hello
packets and contain a nonzero acknowledgment number. (Note that hello and ACK packets do not
require acknowledgment.)

The hello packet is the first type exchanged by EIGRP routers. The following section provides details of the
hello protocol and how hello packets are used. The details of how the other packet types are used are
provided throughout the rest of the chapter.

EIGRP Hello Packets

Through the hello protocol, an EIGRP router dynamically discovers other EIGRP routers directly connected to
it. The router sends hello packets out of interfaces configured for EIGRP using the EIGRP multicast address
224.0.0.10. When an EIGRP router receives a hello packet from a router belonging to the same autonomous
system, it establishes a neighbor relationship (adjacency).

Note

The term autonomous system as used by EIGRP (and OSPF) is not the same as a Border Gateway Protocol
(BGP) autonomous system (as coved in Chapter 6, “Implementing a Border Gateway Protocol Solution for
ISP Connectivity”). For EIGRP, consider the autonomous system to be a group of routers all running the same
protocol. You may have more than one EIGRP autonomous system (group) within your network, in which
case you might want to redistribute (share) routes between them. Redistribution is detailed in Chapter 4,
“Manipulating Routing Updates.”

The time interval of hello packets varies depending on the medium. By default, hello packets are sent every
60 seconds on T1 or slower NBMA interfaces and every 5 seconds on other serial interfaces and on LANSs.

Note

The default of 60 seconds applies only to low-speed, NBMA media. Low speed is considered to be a rate of T1
or slower, as specified with thebandwidth interface configuration command. For the purposes of EIGRP,
Frame Relay and Switched Multimegabit Data Service (SMDS) networks may be considered to be NBMA if the
interface has not been configured to use physical multicasting. Otherwise, they are considered not to be
NBMA.
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You can adjust the rate at which hello packets are sent, called the hello interval, on a per-interface basis with
the ip hello-interval eigrp as-number seconds interface configuration command.

Hello packets include the hold time. The hold time is the amount of time a router considers a neighbor up
without receiving a hello or some other EIGRP packet from that neighbor. The hold-time interval is set by
default to three times the hello interval. Therefore, the default hold-time value is 15 seconds on LAN and fast
WAN interfaces and 180 seconds on slower WAN interfaces. You can adjust the hold time with the ip hold-
time eigrp as-number seconds interface configuration command.

Note

The hold time is not automatically adjusted after a hello interval change. If you change the hello interval, you
must manually adjust the hold time to reflect the configured hello interval.

If a packet is not received before the expiration of the hold time, the neighbor adjacency is deleted, and all
topology table entries learned from that neighbor are removed, as if the neighbor had sent an update stating
that all the routes are unreachable. If the neighbor is a successor for any destination networks, those
networks are removed from the routing table, and alternative paths, if available, are computed. This lets the
routes quickly reconverge if an alternative feasible route is available.

EIGRP Neighbors

Two routers can become EIGRP neighbors even though the hello and hold time values do not match. This
means that the hello interval and hold-time values can be set independently on different routers.

Secondary addresses can be applied to interfaces to solve particular addressing issues, although all routing
overhead traffic is generated through the primary interface address. EIGRP will not build peer relationships
over secondary addresses because all EIGRP traffic uses the interface’s primary address. To form an EIGRP
adjacency, all neighbors use their primary address as the source IP address of their EIGRP packets.
Adjacency between EIGRP routers takes place if the primary address of each neighbor is part of the same IP
subnet. In addition, peer relationships are not formed if the neighbor resides in a different EIGRP
autonomous system or if the metric-calculation mechanism constants (the K values) are misaligned on that
link. (K values are discussed in the "EIGRP Metric Calculation” section, later in this chapter.)

Neighbor Table Contents

An EIGRP router multicasts hello packets to discover neighbors. It forms an adjacency with these neighbors
so that it can exchange route updates. Only adjacent routers exchange routing information. Each router
builds a neighbor table from the hello packets it receives from adjacent EIGRP routers running the same
network layer protocol. EIGRP maintains a neighbor table for each configured network-layer protocol. You can
display the IP neighbor table with the show ip eigrp neighbors command, as shown in Example 2-1.

Example 2-1. Sample Output for the show ip eigrp neighbors Command

R1#show ip eigrp neighbors

IP-EIGRP neighbors for process 100

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.102 Se0/0/1 10 00:07:22 10 2280 0 5

R1#

This neighbor table includes the following key elements:

« H (handle)— A number used internally by the Cisco IOS to track a neighbor. This column lists the
order in which a peering session was established with the specified neighbor, starting with 0.

« Interface— The interface on this router through which it is receiving hello packets for the neighbor,
and therefore through which the neighbor can be reached.

* Hold Time— The maximum time, in seconds, that the router waits to hear from the neighbor without
receiving anything from a neighbor before considering the link unavailable. Originally, the expected
packet was a hello packet, but in current Cisco IOS software releases, any EIGRP packets received
after the first hello from that neighbor resets the timer.

« Uptime— The elapsed time, in hours, minutes, and seconds since the local router first heard from
this neighbor.

« Smooth Round Trip Timer (SRTT)— The average number of milliseconds it takes for an EIGRP
packet to be sent to this neighbor and for the local router to receive an acknowledgment of that
packet. This timer is used to determine the retransmit interval, also known as the retransmit timeout
(RTO).
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+ RTO-— The amount of time, in milliseconds, that the router waits for an acknowledgment before
retransmitting a reliable packet from the retransmission queue to a neighbor.

* Queue (Q) count— The number of EIGRP packets (update, query, and reply) waiting in the queue to
be sent out. If this value is constantly higher than 0, a congestion problem might exist. A 0 indicates
that no EIGRP packets are in the queue.

« Seq Num-— The sequence number of the last update, query, or reply packet that was received from
this neighbor.

EIGRP Reliability

EIGRP’s reliability mechanism ensures delivery of critical route information to neighboring routers. This
information is required to allow EIGRP to maintain a loop-free topology. For efficiency, only certain EIGRP
packets are transmitted reliably.

All packets carrying routing information (update, query, and reply) are sent reliably (because they are not
sent periodically). A sequence number is assigned to each reliable packet and an explicit acknowledgment is
required for that sequence number.

Recall that RTP is responsible for guaranteed, ordered delivery of EIGRP packets to all neighbors. RTP
supports an intermixed transmission of multicast and unicast packets.

RTP ensures that ongoing communication is maintained between neighboring routers. As such, a
retransmission list is maintained for each neighbor. This list indicates packets not yet acknowledged by a
neighbor within the RTO. It is used to track all the reliable packets that were sent but not acknowledged.

If the RTO expires before an ACK packet is received, the EIGRP process retransmits another copy of the
reliable packet, up to a maximum of 16 times or until the hold time expires.

The use of reliable multicast packets is efficient. However, a potential delay exists on multiaccess media
where multiple neighbors reside. The next reliable multicast packet cannot be transmitted until all peers have
acknowledged the previous multicast. If one or more peers are slow to respond, this adversely affects all
peers by delaying the next transmission. RTP is designed to handle such exceptions: Neighbors that are slow
to respond to multicasts have the unacknowledged multicast packets retransmitted as unicasts. This allows
the reliable multicast operation to proceed without delaying communication with other peers, helping to
ensure that convergence time remains low in the presence of variable-speed links.

The multicast flow timer (seen in the show ip eigrp interfaces command output) determines how long to
wait for an ACK packet before switching from multicast to unicast. The RTO determines how long to wait
between the subsequent unicasts. The EIGRP process for each neighbor calculates both the multicast flow
timer and RTO, based on the SRTT. The formulas for the SRTT, RTO, and multicast flow timer are Cisco-
proprietary.

In a steady-state network where no routes are flapping, EIGRP waits the specified hold-time interval before it
determines that an EIGRP neighbor adjacency is down. Therefore, by default, EIGRP waits up to 15 seconds
on high-speed links and up to 180 seconds on slower WAN links. When EIGRP determines that a neighbor is
down and the router cannot reestablish the adjacency, the routing table removes all networks that could be
reached through that neighbor. The router attempts to find alternative routes to those networks so that
convergence can occur.

The 180-second hold time on low-speed links can seem excessive, but it accommodates the slowest-speed
links, which are generally connected to less-critical remote sites. In some networks with mission-critical or
time-sensitive applications (such as IP telephony), even on high-speed links, 15 seconds is too long. The
point to remember is that other conditions can override the hold time and allow the network to converge
quickly. For example, if the network is unstable and routes are flapping elsewhere because a remote site is
timing out on its adjacency, EIGRP hold timers begin counting down from 180 seconds. When the upstream
site sends the remote site an update, and the remote site does not acknowledge the update, the upstream
site attempts 16 times to retransmit the update. The retransmission occurs each time the RTO expires. After
16 retries, the router resets the neighbor relationship. This causes the network to converge faster than
waiting for the hold time to expire.

Initial Route Discovery

EIGRP combines the process of discovering neighbors and learning routes. Figure 2-4 illustrates the initial
route discovery process.

Figure 2-4. Initial Route Discovery.
[View full size image]
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The following describes the initial route discovery process:

1. A new router (Router A in Figure 2-4) comes up on the link and sends out a hello packet through all of its
EIGRP-configured interfaces.

2. Routers receiving the hello packet on an interface (Router B in Figure 2-4) reply with update packets that
contain all the routes they have in their routing table, except those learned through that interface
(because of the split horizon rule). Router B sends an update packet to Router A, but a neighbor
relationship is not established until Router B sends a hello packet to Router A. The update packet from

Router B has the initial bit set, indicating that this is the initialization process. The update packet contains

information about the routes that the neighbor (Router B) is aware of, including the metric that the
neighbor is advertising for each destination.

3. After both routers have exchanged hellos and the neighbor adjacency is established, Router A replies to
Router B with an ACK packet, indicating that it received the update information.

4. Router A inserts the update packet information in its topology table. The topology table includes all
destinations advertised by neighboring (adjacent) routers. It is organized so that each destination is
listed, along with all the neighbors that can get to the destination and their associated metrics.

5. Router A then sends an update packet to Router B.
6. Upon receiving the update packet, Router B sends an ACK packet to Router A.

After Router A and Router B successfully receive the update packets from each other, they are ready to chose

the successor (best) and FS (backup) routes in the topology table, and offer the successor routes to the
routing table.

Split Horizon

Split horizon controls the sending of IP EIGRP update and query packets. When split horizon is
enabled on an interface, no update or query packets for destinations for which this interface is
the next hop are sent out of this interface. This reduces the possibility of routing loops. By
default, EIGRP split horizon is enabled on most interfaces. (The “"EIGRP over Frame Relay and on
a Physical Interface” section notes an exception.)

Split horizon blocks information about a destination from being advertised by a router out of any
interface that the router uses to route to that destination. This behavior usually optimizes
communications among multiple routers, particularly when links are broken.

When a router changes its topology table in such a way that the interface through which the
router reaches a network changes, it turns off split horizon and poison reverses the old route out
of all interfaces, indicating that the route is unreachable. This ensures that other routers will not
try to use the now-invalid route.
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DUAL

Diffusing Update Algorithm (DUAL) is the finite-state machine that selects which information is stored in the
topology and routing tables. As such, DUAL embodies the decision process for all EIGRP route computations.
It tracks all routes advertised by all neighbors, uses the metric to select an efficient and loop-free path to
each destination, and inserts that choice in the routing table.

Advertised Distance and Feasible Distance
The AD is the EIGRP metric for an EIGRP neighbor router to reach a particular network. This is the metric
between the next-hop neighbor router and the destination network.

The FD is the EIGRP metric for this router to reach a particular network. This is the sum of the AD for the
particular network learned from an EIGRP neighbor, plus the EIGRP metric to reach that neighbor (the metric
between this router and the next-hop router).

A router compares all FDs to reach a specific network in its topology table. The route with the lowest FD is
offered to its IP routing table. This is the successor route. The FD for the chosen route becomes the EIGRP
routing metric to reach that network in the routing table.

For example, in Figure 2-5, Routers A and B send their routing tables to Router C, whose tables are shown in
the figure. Both Routers A and B have paths to network 10.1.1.0/24 (among many others that are not
shown).

Figure 2-5. EIGRP Chooses the Route with the Lowest Feasible Distance.

[View full size image]
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The routing table on Router A has an EIGRP metric of 1000 for 10.1.1.0/24. Therefore, Router A advertises
10.1.1.0/24 to Router C with a metric of 1000. Router C places the 10.1.1.0/24 network from Router A in its
EIGRP topology table with an AD of 1000. Router B has network 10.1.1.0/24 with a metric of 1500 in its IP
routing table. Therefore, Router B advertises 10.1.1.0/24 to Router C with an AD of 1500. Router C places
the 10.1.1.0/24 network from Router B in the EIGRP topology table with an AD of 1500.

Router C in Figure 2-5 has two entries to reach 10.1.1.0/24 in its topology table. The EIGRP metric for Router
C to reach either Router A or B is 1000. This cost (1000) is added to the respective AD from each router, and
the results represent the FDs that Router C must travel to reach network 10.1.1.0/24. Router C chooses the
least-cost FD (in this case 2000, via Router A) and installs it in its IP routing table as the best route to
reach10.1.1.0/24. The EIGRP metric in the routing table is the best FD from the EIGRP topology table. In this
case Router C’s routing table shows the route to 10.1.1.0/24 is via Router A with a metric of 2000.

Successor and Feasible Successor

A successor, also called a current successor, is a neighboring router used for packet forwarding that has a
least-cost path to a destination that is guaranteed not to be part of a routing loop.

The FD, not the AD, affects the selection of the best routes for incorporation in the routing table. The AD is
used only to calculate the FD. A router is chosen as a successor because it has the lowest FD of all possible
paths to that destination network. The successor is the next router in line to reach that destination—it is the
next-hop router in the best path to reach that destination network.
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An EIGRP router selects the best path to reach a given network and then installs the destination network, the
metric to reach that network, the outbound interface to reach the next-hop router, and the IP address of the
next-hop router into the IP routing table. If the EIGRP topology table has many entries that have an equal-
cost FD to a given destination network, all successors (up to four by default) for that destination network are
installed in the routing table.

All IP routing protocols can install only the next-hop router information in the routing table. Information
about the subsequent routers in the path is not put in the routing table. Each router relies on the next-hop
router to make a reliable decision to reach a specific destination network. The hop-by-hop path through a
network goes from one router to the next. Each router makes a path selection to reach a given network and
installs the best next-hop address along the path to reach that destination network. A router trusts a route’s
successor (the best next-hop router) to send traffic toward that destination address.

The routing table is essentially a subset of the topology table. The topology table contains more detailed
information about each route, any backup routes, and information used exclusively by DUAL.

An FS is a router providing a backup route. The route through the FS must be loop free. In other words, it
must not loop back to the current successor. FSs are selected at the same time the successors are identified.
These FS routes are kept in the topology table. The topology table can retain multiple FS routes for a
destination.

An FS must be mathematically proven. To qualify as an FS, a next-hop router must have an AD less than the
FD of the current successor route for the particular network. This is known as the feasibility condition. This
requirement ensures that the FS cannot use a route through the local router (which would be a routing loop),
because the AD through the FS is less than the best route through the local router. For example, as shown in
Router C’s topology table in Figure 2-6 (for the network shown earlier in Figure 2-5), Router B is an FS,
because the AD through Router B (1500) is less than the FD of the current successor, Router A (2000).

Figure 2-6. Router C’s Topology Table: Feasible Successor’s AD Must Be Less Than the Successor’s FD.

EIGRP Topology Tabls
FD EIGRP
Network | \e\GRP Metric) AD Neighbor
10.1.1.0/24] 2000-Successor | 1000 Router A (Fa0/0)
10.1.1.0/24] 2500 16800FeasibleSuccessor |Router B (Falvl)

When a router loses a route, it looks at the topology table for an FS. If one is available, the route does not go
into an active state. Instead, the best FS is promoted as the successor and is installed in the routing table.
The FS can be used immediately, without any recalculation. If there are no FSs, a route goes into active
state, and route computation occurs. Through this process, a new successor is determined (if there is one).
The amount of time it takes to recalculate the route affects the convergence time.

Figure 2-7 illustrates another example. Router C's initial topology table is shown at the top of the figure.
Router B is the successor for network 10.1.1.0/24, and Router D is the FS.


javascript:moveTo('ch02fig07');
javascript:moveTo('ch02fig05');
javascript:moveTo('ch02fig06');

Figure 2-7. With a Feasible Successor, EIGRP Can Recover Immediately from Network Failures.
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\ C ‘ Immediately use pathway through Router D.

In Figure 2-7, the link between Router B and Router C fails. Router C removes the route 10.1.1.0/24 through
Router B from its routing table and searches the EIGRP topology table for an FS; Router D is an FS. Because
Router D can still reach the network and does not send an update or query packet to inform Router C of the

lost route, Router C immediately uses the path through Router D. Router C chose this path as an FS because
the AD through Router D (1500) is less than the FD of the best route, through Router B (2000). This path is

guaranteed to be loop free.

Figure 2-8 illustrates another scenario that shows how DUAL ensures a loop-free network. Router B sends the
routing update about network 10.0.0.0/8, with an AD of 30. Router A receives the update, calculates the FD
value (130), and sends an update to both of its neighbors, routers C and D. Routers A, C, and D are in a
loop. The update sent to Router C is sent on to Router D, which then sends it to Router A. The AD of the
route that Router D sends to Router A is 330. This AD value is higher than the FD (130) on Router A,
calculated from the original update received from Router B. Because the FD of the route on Router A is
smaller than the AD of the update coming from Router D, the route via Router D does not become an FS.
Thus, DUAL ensures there will be no routing loop in the network.

Figure 2-8. DUAL Ensures a Loop-free Network.
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DUAL Example

The mathematical formula to ensure that the FS is loop free requires that the AD of the backup route be /ess
than the FD of the successor. When the AD of the second-best route is greater than or equal to the FD of the
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successor, an FS cannot be chosen. In this case, a discovery process that uses EIGRP queries and replies
must be used to find any alternative paths to the lost networks.

The following example examines partial entries for network 10.1.1.0/24 in the topology tables for Routers C,
D, and E in Figure 2-9, to give you a better understanding of EIGRP behavior. The partial topology tables
shown in Figure 2-9 indicate the following:

Figure 2-9. DUAL Example, Step 1.

10.1.1.0/24 Router C
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10.1.1.0/24 3
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EIGRF FD AD Topology
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l == ‘—[ — ‘ via B 2 1 (Successor)
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"-'.-"‘f-

| ‘Eﬂi—[ ‘Eﬂi via Cc 4 3

EIGRE FD AD Topology
10.1.1.0/24 3
{1} — via D 4 2 (Successor)

AD— The advertised distance is equal to the cost of the path to network 10.1.1.0/24 as advertised
by neighboring routers. For example, consider Router E’s neighbors: Router D has an AD of 2 and
Router C has an AD of 3, for 10.1.1.0/24.

FD— The feasible distance is equal to the sum of the AD for a neighbor to reach 10.1.1.0/24, plus
the metric to reach that neighbor. For example, again consider Router E: The FD of the route to
10.1.1.0/24 via Router D is Router D’s AD (2) plus the metric to reach Router D from Router E (1),
for a total of 3. The FD of the route to 10.1.1.0/24 via Router C is Router C’s AD (3) plus the metric
to reach Router C from Router E (1), for a total of 4.

Successor— The successor is the forwarding path used to reach network 10.1.1.0/24. The cost of
this path is equal to the FD. For example, Router E chooses the path to 10.1.1.0/24 with the lowest
FD, which is via Router D. This is the route that Router E puts in its routing table.

FS— The feasible successor is an alternative loop-free path to reach network 10.1.1.0/24. For
example, in Router C, the path via Router D is an FS because the AD (2) is less than the FD (3) via
the successor Router B. Routers D and E do not have any FSs because the AD of the alternate routes
are not less than the FD of their current successors.

The network shown in Figure 2-9 is stable and converged.

Note

As mentioned earlier, EIGRP implements split horizon. For example, Router E does not pass its route for
network 10.1.1.0/24 to Router D, because Router E uses Router D as its next hop to network 10.1.1.0/24.

In Figure 2-10, Routers B and D detect a link failure. In Router D, DUAL marks the path to network
10.1.1.0/24 through Router B as unusable after being notified of the link failure,
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Figure 2-10. DUAL Example, Step 2.

10.1.1.0/24

.--T.‘f.

Router C
EIGRF FDI AD Topology
10.1.1.0/24 3
via B 3 1 (Succassor)
via D 4 Z (F5)
via E 4 3
Router D
EIGRF FD AD Topelogy
10.1.1.0/24 2
S i = e
via C 5 3
Router E
EIGRF FD AD Topology
10.1.1.0/24 3
wia D 3 {Successor)
wia C 4 3

The following steps then occur, as shown in Figure 2-11:

1. At Router D, there is no FS to network 10.1.1.0/24, because the AD via Router C (3) is greater than the

FD via Router B (2). Therefore, DUAL does the following:

a. Sets the metric to network 10.1.1.0/24 as unreachable (-1 is unreachable).

b. Because an FS cannot be found in the topology table, the route changes from the passive state
to the active state. In the active state, the router sends out queries to neighboring routers

looking for a new successor.

c. Sends a query to Routers C and E for an alternative path to network 10.1.1.0/24.

d. Marks Routers C and E as having a query pending (q).

2. At Router E, DUAL marks the path to network 10.1.1.0/24 through Router D as unusable.
3. At Router C, DUAL marks the path to network 10.1.1.0/24 through Router D as unusable.

Figure 2-11. DUAL Example, Step 3.
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The following steps then occur, as shown in Figure 2-12:
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Figure 2-12. DUAL Example, Step 4.
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1. At Router D:

a. DUAL receives a reply from Router C that indicates no change to the path to network

10.1.1.0/24.

b. DUAL removes the query flag from Router C.

c. DUAL stays active on network 10.1.1.0/24, awaiting a reply from Router E to its query (q).

2. At Router E, there is no FS to network 10.1.1.0/24, because the AD from Router C (3) is not less than
the original FD (also 3).
a. DUAL generates a query to Router C.
b. DUAL marks Router C as query pending (q).

3. At Router C, DUAL marks the path to network 10.1.1.0/24 through Router E as unusable.
The following steps then occur, as shown in Figure 2-13:

Figure 2-13. DUAL Example, Step 5.
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1. At Router D, DUAL stays active on network 10.1.1.0/24, awaiting a reply from Router E (q).

2. At Router E:

a. DUAL receives a reply from Router C indicating no change.
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b. It removes the query flag from Router C.
c. It calculates a new FD and installs a new successor route in the topology table.
d. It changes the route to network 10.1.1.0/24 from active to passive (converged).

The following steps then occur, as shown in Figure 2-14 at Router D:

It calculates a new FD.

>

DUAL receives a reply from Router E.
It removes the query flag from Router E.

same FD, and both are marked as successors.

5. It changes the route to network 10.1.1.0/24 from active to passive (converged).

Figure 2-14. DUAL Example, Step 6.

It installs new successor routes in the topology table. Two routes (through Routers C and E) have the

10.1.1.0/24 Router C
c EIGRF FD AD Topology
10.1.1.0/24 3
.“":'}:.‘":-i via B 3 1 (Successor)
via D
A via E
(1) Router D
D EIGRE FD AD Topology
~ ST 10.1.1.0/24 5
- - viaC 5 i (Successor
C» U (Succassor)
B B via E 5 4 (Successor)
a| B s Router E
R E EIGRE FD AD Topology
10.1.1.0/24 4
l"“::_’:-__ (1) "':_":-__ viaCc 4 3 (Successor)
4 4 via D
G’ l E
The following steps then occur, as shown in Figure 2-15:
Figure 2-15. DUAL Example, Step 7.
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1. At Router D, two successor routes are in the topology table for network 10.1.1.0/24. Both successor
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routes are listed in the routing table, and equal-cost load balancing is in effect.

2. The network is stable and converged.

Figure 2-9, the original topology before the link failure, shows traffic from Router E for 10.1.1.0/24 passing
through Routers D and B. In Figure 2-15, the new topology shows traffic from Routers D and E for
10.1.1.0/24 going through Routers C and B. Notice that throughout the entire convergence process, routes to
network 10.1.1.0/24 become active only on Routers D and E. The route to network 10.1.1.0/24 on Router C
remains passivebecause the link failure between Routers B and D does not affect the successor route from
Router C to network 10.1.1.0/24.

Note

When DUAL decides that a packet needs to be transmitted to a neighbor, the packets are not actually
generated until the moment of transmission. Instead, the transmit queues contain small, fixed-size
structures that indicate which parts of the topology table to include in the packet when it is finally
transmitted. This means that the queues do not consume large amounts of memory. It also means that only
the latest information is transmitted in each packet. If a route changes state several times, only the last
state is transmitted in the packet, thus reducing link utilization.

EIGRP Metric Calculation
DUAL selects routes based on the EIGRP composite metric. Five criteria are associated with the EIGRP
composite metric, but EIGRP uses only two by default:
« Bandwidth— The smallest (slowest) bandwidth between the source and destination
+ Delay— The cumulative interface delay along the path
The following criteria, although available, are not commonly used, because they typically result in frequent
recalculation of the topology table:
« Reliability— The worst reliability between the source and destination, based on keepalives.
* Loading— The worst load on a link between the source and destination based on the packet rate and
the interface’s configured bandwidth.
«  Maximum transmission unit (MTU)— The smallest MTU in the path. (MTU is included in the EIGRP
update but is actually not used in the metric calculation.)
EIGRP calculates the metric by adding together weighted values of different variables of the path to the
network in question. The default constant weight values are K1 = K3 = 1, and K2 = K4 = K5 = 0.
In EIGRP metric calculations, when K5 is 0 (the default), variables (bandwidth, bandwidth divided by load,
and delay) are weighted with the constants K1, K2, and K3. The following is the formula used:
metric = (K1 * bandwidth) + [(K2 * bandwidth) / (256 — load)] + (K3 * delay)
If these K values are equal to their defaults, the formula becomes
metric = (1 * bandwidth) + [(0 * bandwidth) / (256 — load)] + (1 * delay)
metric = bandwidth + [0] + delay
metric = bandwidth + delay
If K5 is not equal to 0, the following additional operation is performed:
metric = metric * [K5 / (reliability + K4)]
K values are carried in EIGRP hello packets. Mismatched K values can cause a neighbor to be reset (even
though only K1 and K3 are used, by default, in metric compilation). These K values should be modified only
after careful planning; changing these values can prevent your network from converging and is generally not
recommended.
It is important to note that the format of the delay and bandwidth values is different from those displayed by
the show interfaces command, as follows:
* The EIGRP delay value is the sum of the delays in the path, in tens of microseconds, multiplied by
256. The show interfaces command displays delay in microseconds.
* The EIGRP bandwidth is calculated using the minimum bandwidth link along the path, represented in
kilobits per second (kbps). 107 is divided by this value, and then the result is multiplied by 256.
EIGRP uses the same metric formula as IGRP did, but EIGRP represents its metrics in a 32-bit format rather
than the 24-bit representation used by IGRP. This representation allows a more granular decision to be made
when determining the successor and feasible successor.
The EIGRP metric value ranges from 1 to 4,294,967,296. (The IGRP metric value ranged from 1 to
16,777,216.) EIGRP metrics are backward compatible with IGRP, as illustrated in Figure 2-16. When
integrating IGRP routes into an EIGRP domain using redistribution, the router multiplies the IGRP metric by
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256 to compute the EIGRP-equivalent metric. When sending EIGRP routes to an IGRP routing domain, the
router divides each EIGRP metric by 256 to achieve the proper 24-bit metric.

Figure 2-16. The EIGRP Metric Is Backward Compatible with the IGRP Metric.

EGRP autonomous
system 200
192.168.5.0

IGRP autonomous
system 200
172.16.0.0
—

172.16.0.0 IGRP metric 1000 ————3 172.16.0.0 EIGRP melric 256000
192.168.6.0 IGRP melric 2000 #———— 192.168.5.0 EIGRP metric 512000

Figure 2-17 illustrates an example network used to illustrate the metric calculation. In this figure, Router A
has two paths to reach Router D (and therefore any networks behind Router D). The bandwidths (in kbps)
and the delays (in tens of microseconds) of the various links are also shown in the figure.

Figure 2-17. EIGRP Metric Calculation Example
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A—=X—=Y—=Z—-D Least Bandwidth 256 kbps Total Delay 8.000 tens of microseconds

The least bandwidth along the top path (A —> B —> C —> D) is 64 kbps. The EIGRP bandwidth calculation
for this path is as follows:
bandwidth = (107 / least bandwidth in kbps) * 256
bandwidth = (10,000,000 / 64) * 256 = 156,250 * 256 = 40,000,000
The delay through the top path is as follows:
delay = [(delay A —> B) + (delay B —> C) + (delay C —> D)] * 256
delay = [2000 + 2000 + 2000] * 256
delay = 1,536,000
Therefore, the EIGRP metric calculation for the top path is as follows:
metric = bandwidth + delay
metric = 40,000,000 + 1,536,000
metric = 41,536,000
The least bandwidth along the lower path (A —> X —>Y —> Z —> D) is 256 kbps. The EIGRP bandwidth
calculation for this path is as follows:
bandwidth = (107 / least bandwidth in kbps) * 256
bandwidth = (10,000,000 / 256) * 256 = 10,000,000
The delay through the lower path is as follows:
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delay = [(delay A —> X) + (delay X —>Y) + (delay Y —> Z) + (delay Z —> D)] * 256
delay = [2000 + 2000 + 2000 + 2000] * 256
delay = 2,048,000
Therefore, the EIGRP metric calculation for the lower path is as follows:
metric = bandwidth + delay
metric = 10,000,000 + 2,048,000
metric = 12,048,000

Router A therefore chooses the lower path, with a metric of 12,048,000, over the top path, with a metric of
41,536,000. Router A installs the lower path with a next-hop router of X and a metric of 12,048,000 in the IP
routing table.

The bottleneck along the top path, the 64-kbps link, can explain why the router takes the lower path. This
slow link means that the rate of transfer to Router D would be at a maximum of 64 kbps. Along the lower
path, the lowest speed is 256 kbps, making the throughput rate up to that speed. Therefore, the lower path
represents a better choice, such as to move large files quickly.

This section concludes the discussion of EIGRP terminology and operation. The rest of the chapter explores
planning, configuring, and verifying EIGRP implementation.

Planning EIGRP Routing Implementations
This section describes how to plan and document an EIGRP deployment.

When preparing to deploy EIGRP in a network, you first need to gather the requirements, determine the
existing network state, and consider different deployment options. Considerations for EIGRP include the
following:

+ IP addressing plan— The IP addressing plan governs how EIGRP can be deployed and how well the
EIGRP deployment will scale. A detailed IP subnet and addressing plan must be produced, and should
be hierarchical to enable EIGRP summarization, allow the network to scale more easily, and to
optimize EIGRP behavior.

« Network topology— The topology consists of the devices (routers, switches, and so on) and the
links connecting them. A detailed network topology should be created to assess EIGRP scalability
requirements and to determine which EIGRP features might be required (for example, EIGRP stub
routing).

+ EIGRP traffic engineering— By changing the interface metrics, EIGRP traffic engineering can be
deployed to improve bandwidth utilization and enable the administrator to have control over traffic
patterns.

After you have assessed the requirements, you can create the implementation plan. The information
necessary to implement EIGRP routing includes the following:

+ The IP addresses to be configured on individual router interfaces.

e The EIGRP autonomous system number, used to enable EIGRP. The autonomous system number
must be the same on all the routers in the EIGRP domain.

* A list of routers on which EIGRP is to be enabled along with the connected networks that are to run
EIGRP and that need to be advertised (per individual router).

* Metrics that need to be applied to specific interfaces, for EIGRP traffic engineering. The required
metric and the interface where the metric needs to be applied should be specified.

In the implementation plan, the list of tasks for each router in the network must be defined. For EIGRP, the
tasks include the following:

« Enabling the EIGRP routing protocol
« Configuring the proper network statements
* Optionally configuring the metric to appropriate interfaces

After implementing EIGRP, it should be verified to confirm proper deployment on each router. Verification
tasks include the following:

» Verifying the EIGRP neighbor relationships



« Verifying that the EIGRP topology table is populated with the necessary information
« Verifying that IP routing table is populated with the necessary information
« Verifying that there is connectivity in the network between routers and to other devices

« Verifying that EIGRP behaves as expected in a case of a topology change, by testing link failure and
router failure events

After a successful EIGRP deployment, document the solution, the verification process, and the results, for
future reference. Documentation should include a topology map, the IP addressing plan, the autonomous
system number used, the networks included in EIGRP on each router, and any special metrics configured.

Configuring and Verifying EIGRP
This section covers the commands used to configure and verify EIGRP features. The following topics are
discussed:

* Planning and configuring basic EIGRP

* Verifying EIGRP operation

* Using the passive-interface command with EIGRP

* Propagating an EIGRP default route

* EIGRP route summarization
Planning and Configuring Basic EIGRP
This section describes how to plan and configure basic EIGRP, and provides some detailed examples.
Planning for Basic EIGRP

The example network in Figure 2-18 is to be configured for EIGRP. The implementation plan for this network
should include the following steps:

Figure 2-18. Sample Network for Planning and Implementing Basic EIGRP.
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Step 1. Define the network requirements.
Step 2. Gather the required parameters.
Step 3. Define the EIGRP routing parameters.
Step 4. Configure basic EIGRP.
Step 5. Verify the EIGRP configuration.

Requirements and Parameters

Figure 2-18 shows three routers. Routers R1 and R2 are in EIGRP autonomous system 110. Router R3 is in
an external network that is not part of the EIGRP autonomous system. Requirements for basic EIGRP are as
follows:

* IP addressing— IP addresses for all device interfaces. Figure 2-18 includes the IP addresses for this
example.

* EIGRP routing protocol autonomous system number— Recall that routers in the same EIGRP
domain must have the same autonomous system number because each EIGRP process must be
started with the same autonomous system number. Autonomous system number 110 is used in this
example.
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+ Interfaces for EIGRP neighborship and networks participating in EIGRP— The interfaces
included in EIGRP are used to exchange routing updates and other EIGRP packets between
neighbors. The interfaces on which EIGRP is to run and the network numbers that are to participate
in EIGRP must be defined. Both Router R1 and R2 have one serial interface and one Fast Ethernet
interface included in EIGRP process. EIGRP routers advertise their local networks to all neighbors.
Both Router R1 and R2 will advertise their directly to connected networks that are part of the EIGRP
domain.

« Interface bandwidth— Because interface bandwidth is part of the EIGRP metric, changing the
bandwidth changes the metric of the link. To influence path selection, interface bandwidth can be
defined. The actual bandwidth on the serial link between Router R1 and R2 is 512 kbps and the
configuration should reflect this so that EIGRP can select the proper route.

Note

In earlier Cisco I0S releases, the default bandwidth on all serial ports was T1, or 1.544 megabits per second
(Mbps). In the latest Cisco IOS releases, the default bandwidth varies with interface type.

Note

Similarly, the delay tens-of-microseconds interface configuration command can be configured if the default
delay value on the interface does not reflect the delay that should be used in the metric calculation. The
parameter specifies the delay in tens of microseconds. Use the show interfaces command to see the default
delay.

Basic EIGRP Configuration
The implementation plan should define the following tasks to configure basic EIGRP:

Step 1. Define EIGRP as the routing protocol: To enable EIGRP and define the autonomous system, use
the router eigrp autonomous-system-number global configuration command. In this command,
the autonomous-system-number identifies the local autonomous system and is used to identify this
router to the other EIGRP routers that belong within the internetwork. This value must match on all
routers within the internetwork. This command puts the router into router configuration mode.

Step 2. Define the attached networks participating in EIGRP: To indicate which networks are part of the
EIGRP autonomous system, use thenetwork network-number [wildcard-mask] router configuration
command. Table 2-1 summarizes the parameters of this command. This command defines the
interfaces over which EIGRP will attempt to establish EIGRP neighbor relationships and the networks
that will be advertised to the EIGRP neighbors.

Table 2-1. network Command Parameters

Parameter Description

network-number This parameter can be a network, a subnet, or the address of a
directly connected interface. It determines which links on the
router to advertise to, which links to listen to advertisements on,
and which networks are advertised. Network commands should
be configured only for interfaces on which the router will send
and receive updates.

wildcard-mask (Optional) An inverse mask used to determine how to interpret
the network-number. The mask has wildcard bits, where 0 is a
match and 1 is do not care. For example, 0.0.255.255 indicates a
match in the first 2 octets.

If you do not use the optional wildcard mask, the EIGRP process assumes that all directly connected
networks that are part of the major network will participate in the EIGRP routing process, and EIGRP
will attempt to establish EIGRP neighbor relationships from each interface that is part of the overall
Class A, B, or C network.

Use the optional wildcard mask to identify a specific IP address, subnet, or network. The router
interprets the network number using the wildcard mask to determine which connected interfaces will
participate in the EIGRP routing process. The router then attempts to establish neighbor
relationships on those interfaces. If you want to specify an interface address, use the mask 0.0.0.0
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to match all 4 octets of the address. An address and wildcard mask combination of 0.0.0.0
255.255.255.255 matches all interfaces on the router.

There is no limit to the number of network commands that can be configured on the router.
Note

If you incorrectly use a subnet mask in the network command, you probably assume that the router
would interpret the mask incorrectly. We assumed that. However, when we tested the configuration,
surprisingly, the router “corrected” our mistake instead. For example, the following commands were
entered on a router:

RouterA(config)#router eigrp 100
RouterA(config-router)#network 10.1.0.0 255.255.0.0

The following shows the configuration on the router; notice how the mask
has been "fixed".

RouterA#sh run | begin router eigrp

router eigrp 100

network 10.1.0.0 0.0.255.255

<output omitted>

Because we could not find any documentation on this feature, we encourage you to check your
mask configurations carefully.

Step 3. Define the interface bandwidth: For serial links, the link’s bandwidth may be specified for the
purposes of sending routing update traffic on the link. If you do not define the bandwidth value for
these interfaces, EIGRP assumes that the bandwidth on the link is the default, which varies with
interface type. Recall that EIGRP uses bandwidth as part of its metric calculation. If the link is
actually slower than the default, the router might not be able to converge, or routing updates might
become lost. (The percent of the interface’s bandwidth that EIGRP uses can also be limited, as
described in the “"EIGRP Link Utilization” section, later in this chapter.) To define the bandwidth, use
the bandwidth kilobits interface configuration command. In this command, kilobits indicates the
intended bandwidth in kbps.

The bandwidth command sets an informational parameter only; you cannot adjust the actual
bandwidth of an interface with this command. For some media, such as Ethernet, the bandwidth is
fixed. For other media, such as serial lines, you can change the actual bandwidth by adjusting
hardware parameters. For both classes of media, you can use the bandwidth configuration command
to communicate the current bandwidth to the higher-level protocols.

For generic serial interfaces such as PPP and HDLC, set the bandwidth to match the line speed. For
Frame Relay point-to-point interfaces, set the bandwidth to the committed information rate (CIR).
For Frame Relay multipoint connections, set the bandwidth to the sum of all CIRs, or if the
permanent virtual circuits (PVCs) have different CIRs, set the bandwidth to the lowest CIR multiplied
by the number of PVCs on the multipoint connection.

Note

The apparent bandwidth of the outgoing interface is also used for other purposes. For example, the TCP
protocol adjusts the initial retransmission parameters based on this bandwidth.

Basic Configuration Example

The configuration for Router R1 in Figure 2-18 is shown in Example 2-2. On Router R1, EIGRP is enabled in
autonomous system 110 using the router eigrp 110 command. The network 172.16.1.0 0.0.0.255 command
starts EIGRP on the Fast Ethernet 0/0 interface and allows Router R1 to advertise this network. With the
wildcard mask used, this command specifies that only interfaces on the 172.16.1.0/24 subnet will participate
in EIGRP. (However, the full Class B network 172.16.0.0 will be advertised to Router R2 because EIGRP
automatically summarizes routes on the major network boundary by default.) The network

192.168.1.0 command starts EIGRP on the Serial 0/0/1 interface and allows Router R1 to advertise this
network.
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Example 2-2. Configuration of Router R1 in Figure 2-18

interface FastEthernet0/0
ip address 172.16.1.1 255.255.255.0

interface Serial0/0/1
bandwidth 512
ip address 192.168.1.101 255.255.255.224

interface Serial0/0/1
ip address 172.16.5.1 255.255.255.0

router eigrp 110
network 172.16.1.0 0.0.0.255
network 192.168.1.0

Router R1 is connected to the Router R3 and subnet 172.16.5.0 is used on the link between the two routers.
Because Router R1 is not configured to run EIGRP on 172.16.5.0, Router R1 does not try to form an
adjacency with the Router R3. If the wildcard mask was not used on Router R1, it would run EIGRP on all
interfaces in 172.16.0.0/16 and would send EIGRP packets to Router R3. This would waste bandwidth and
CPU cycles and would provide unnecessary information to the external network. The wildcard mask tells
EIGRP to establish a relationship with EIGRP routers from interfaces that are part of subnet 172.16.1.0/24
only.

The bandwidth 512 command on interface Serial 0/0/1 sets the bandwidth to 512 kbps.

The configuration on Router R2 would be similar to Router R1’s configuration.

Another Basic EIGRP Configuration Example

Figure 2-19 shows another sample network, including the configuration of Router A for EIGRP.

Figure 2-19. Basic EIGRP Configuration Sample Network.
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——
G ' router eigrp 109
network 10.0.0.0
network 172.16.0.0

172.16.4.0

All routers in the network are part of autonomous system 109, so they can establish a neighbor relationship.

Because the wildcard mask is not used in Router A’s configuration, all interfaces on Router A that are part of
network 10.0.0.0/8 and network 172.16.0.0/16 participate in the EIGRP routing process. In this case, this
includes all four interfaces. Note that network 192.168.1.0 is not configured in the EIGRP configuration on
Router A, because Router A does not have any interfaces in that network. Instead, suppose that the
configuration inExample 2-3 was entered onto Router A.
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Example 2-3. Alternative Configuration of Router A in Figure 2-19

routerA(config)#router eigrp 109
routerA(config-router)#network 10.1.0.0
routerA(config-router)#network 10.4.0.0
routerA(config-router)#network 172.16.7.0
routerA(config-router)#network 172.16.2.0

Because no wildcard mask was specified in Example 2-3, Router A would automatically change
the network commands to have classful networks, and the resulting configuration would be as shown
in Example 2-4.

Example 2-4. Router A’s Interpretation of the Configuration in Example 2-3

router eigrp 109
network 10.0.0.0
network 172.16.0.0

Alternatively, consider what would happen if the configuration shown in Example 2-5 was entered for Router
A.

Example 2-5. Another Alternative Configuration of Router A in Figure 2-19

routerA(config) #router eigrp 109
routerA(config-router)#network 10.1.0.0
0.0.255.255
routerA(config-router)#network 10.4.0.0
0.0.255.255
routerA(config-router)#network 172.16.2.0
0.0.0.255

routerA(config-router)#network 172.16.7.0
0.0.0.255

In this case, Router A uses the wildcard mask to determine which directly connected interfaces participate in
the EIGRP routing process for autonomous system 109. All interfaces that are part of networks 10.1.0.0/16,
10.4.0.0/16, 172.16.2.0/24, and 172.16.7.0/24 participate in the EIGRP routing process for autonomous
system 109. In this case, all four interfaces participate.

Verifying EIGRP Operation

This section discusses commands used to verify EIGRP operation.

Table 2-2 describes some show commands used to verify EIGRP operation. Other options might be available
with these commands. Use the Cisco IOS integrated help feature to see the full command syntax.

Table 2-2. EIGRP show Commands

Command Description

show ip eigrp neighbors Displays neighbors discovered by EIGRP.

show ip route Displays the current entries in the IP routing table for all
configured routing protocols.

show ip route eigrp Displays the current EIGRP entries in the IP routing table.

show ip protocols Displays the parameters and current state of the active

routing protocol processes. For EIGRP, this command shows
the EIGRP autonomous system number, filtering and
redistribution numbers, and neighbors and distance
information.

show ip eigrp interfaces Displays information about interfaces configured for EIGRP.
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Command Description

show ip eigrp topology Displays the EIGRP topology table. This command shows the
topology table, the active or passive state of routes, the
number of successors, and the FD to the destination. Note
that only successor and feasible successor routes are
displayed. Add the all-links keyword to display all routes,
including those not eligible to be successor or feasible
successor routes.

show ip eigrp traffic Displays the number of EIGRP packets sent and received.
This command displays statistics on hello packets, updates,
queries, replies, and acknowledgments.

Table 2-3 describes debug commands used to verify EIGRP operation. Other options might be available with
these commands. Use the Cisco I0S integrated help feature to see the full command syntax.

Table 2-3. EIGRP debug Commands

Command Description

debug eigrp packets Displays the types of EIGRP packets sent and received. A
maximum of 11 packet types can be selected for individual or
group display.

debug ip eigrp Displays packets that are sent and received on an interface.
Because this command generates large amounts of output,
use it only when traffic on the network is light.

debug ip eigrp summary Displays IP EIGRP summary route processing.

debug eigrp neighbors Displays neighbors discovered by EIGRP and the contents of
the hello packets.

Caution

Use caution when executing debug commands, because they may consume a lot of router resources and
could cause problems in a busy production network. Debugging output takes priority over other network
traffic. Too much debug output may severely reduce the performance of the router or even render it
unusable in the worst case.

The following sections provide sample output from some of these commands, using the network in Figure 2-
20 to illustrate the configuration, verification, and troubleshooting of EIGRP. Example 2-6 shows the
configuration of the R1 router.

Figure 2-20. Sample Network for EIGRP Verification.

= I — f SU-’U-’IF — f - -
Fa 010 (Eo5 24 192168110227 [(ion ——3 172.17.2.2/24

4 rd
172.16.1.124 & R1 ' TISSTER A0 2T sooq & R2WP Faoo

Example 2-6. Configuration for Router R1 in Figure 2-20

R1#show running-config
<output omitted>
interface FastEthernet0/0
ip address 172.16.1.1 255.255.255.0

<output omitted>
interface Serial0/0/1
bandwidth 64
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ip address 192.168.1.101 255.255.255.224

<output omitted>

router eigrp 100

network 172.16.1.0 0.0.0.255
network 192.168.1.0

On the R1 router, EIGRP is enabled in autonomous system 100. The network 172.16.1.0

0.0.0.255 command starts EIGRP on the Fast Ethernet 0/0 interface and allows Router R1 to advertise this
network. With the wildcard mask used, this command specifies that only interfaces on the 172.16.1.0/24
subnet will participate in EIGRP. Note, however, the full Class B network 172.16.0.0 will be advertised,
because EIGRP automatically summarizes routes on the major network boundary by default. The network
192.168.1.0 command starts EIGRP on the serial 0/0/1 interface, and allows Router R1 to advertise this
network.

Example 2-7 shows the configuration of the R2 router.
Example 2-7. Configuration for Router R2 in Figure 2-20

R2#show running-config
<output omitted>
interface FastEthernet0/0
ip address 172.17.2.2 255.255.255.0

<output omitted>

interface Serial0/0/1

bandwidth 64

ip address 192.168.1.102 255.255.255.224

<output omitted>

router eigrp 100

network 172.17.2.0 0.0.0.255
network 192.168.1.0

EIGRP is also enabled in autonomous system 100 on the R2 router. The network 172.17.2.0

0.0.0.255 command starts EIGRP on the Fast Ethernet 0/0 interface and allows Router R2 to advertise this
network. With the wildcard mask used, this command specifies that only interfaces on the 172.17.2.0/24
subnet will participate in EIGRP. Note, however, the full Class B network 172.17.0.0 will be advertised,
because EIGRP automatically summarizes routes on the major network boundary by default. The network
192.168.1.0 command starts EIGRP on the serial 0/0/1 interface and allows Router R2 to advertise this
network.

Verifying EIGRP Neighbors

The show ip eigrp neighbors command displays the contents of the IP EIGRP neighbor table. Example 2-
8 provides R1’s IP EIGRP neighbor table.

Example 2-8. Sample Output for the show ip eigrp neighbors Command

R1#show ip eigrp neighbors

IP-EIGRP neighbors for process 100

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.102 Se0/0/1 10 00:07:22 10 2280 0 5

R1#

Note
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The “"EIGRP Neighbors” section, earlier in this chapter, provides a full description of the output from the show
ip eigrp neighbors command.

Detailed neighbor information can be examined with the show ip eigrp neighbor detail command, as shown
in Example 2-9. The additional information provided in this command includes the number of items a packet
has been retransmitted (two in this example), the number of times an attempt was made to retransmit a
packet (two in this example), the packets that are currently waiting to be sent (R1 has three updates waiting
to be sent in this example), and the neighboring router IOS version (12.4 in this example). The sequence
number (seq in the example) increments each time a query, update, or reply packet is sent, whereas the
serial number (ser in the example) increments each time the topology table changes.

Example 2-9. Sample Output for the show ip eigrp neighbors detail Command

R1#show ip eigrp neighbors detail

IP-EIGRP neighbors for process 110

H Address Interface Hold Uptime SRTT RTO Q Seq

(sec) (ms) Cnt Num

0 192.168.1.102 Se0/0/1 14 00:17:55 0 45003 274
Last startup serial 569
Version 12.4/1.0, Retrans: 2, Retries: 2, Waiting for Init Ack
UPDATE seq 307 ser 29-569 Sent 8924 Init Sequenced
UPDATE seq 310 ser 570-573 Sequenced
UPDATE seq 312 ser 574-578 Sequenced

Verifying EIGRP Routes

To verify that the router recognizes EIGRP routes for any neighbors, use the show ip route eigrp command,
as shown in Example 2-10. Example 2-11exhibits the show ip route command, which displays the full IP
routing table, including the EIGRP routes.

Example 2-10. show ip route eigrp Command Output

R1#show ip route eigrp

D 172.17.0.0/16 [90/40514560] via 192.168.1.102, 00:07:01, Serial0/0/1
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

D 172.16.0.0/16 is a summary, 00:05:13, Null0
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks

D 192.168.1.0/24 is a summary, 00:05:13, NullO

Example 2-11. show ip route Command Output

R1#show ip route

<output omitted>

Gateway of last resort is not set

D 172.17.0.0/16 [90/40514560] via 192.168.1.102, 00:06:55, Serial0/0/1
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

D 172.16.0.0/16 is a summary, 00:05:07, Null0

C 172.16.1.0/24 is directly connected, FastEthernet0/0
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.1.96/27 is directly connected, Serial0/0/1

D 192.168.1.0/24 is a summary, 00:05:07, NullO

Using the highlighted line in Example 2-10 as an example, the fields in the routing table are interpreted as
follows:
« Internal EIGRP routes are identified with a D in the far left column. (External EIGRP routes, not
shown in this example, are identified with a D EX in the far left column.)

e The next column is the network number (172.17.0.0/16 in this example).
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* After each network number is a field in brackets (90/40514560 in this example). The second number
in brackets is the EIGRP metric. As discussed in the "EIGRP Metric Calculation” section, earlier in this
chapter, the default EIGRP metric is the least-cost bandwidth plus the accumulated delays. The EIGRP
metric for a network is the same as its FD in the EIGRP topology table.

The first number, 90 in this case, is the administrative distance. Recall from Chapter 1 that the
administrative distance is used to select the best path when a router learns two or more routes to
exactly the same destination from different routing sources. For example, consider that this router
uses Routing Information Protocol (RIP) and EIGRP and that RIP has a route to network 172.17.0.0
that is three hops away. The router, without the administrative distance, cannot compare three hops
to an EIGRP metric of 40,514,560. The router does not know the bandwidth associated with hops,
and EIGRP does not use hop count as a metric. To correct this problem, Cisco established an
administrative distance for each routing protocol: the lower the value, the more preferred the route
is. By default, EIGRP internal routes have an administrative distance of 90, and RIP has an
administrative distance of 120. Because EIGRP has a metric based on bandwidth and delay, it is
preferred over RIP’s hop count metric. As a result, in this example, the EIGRP route would be
installed in the routing table.

Note

Remember that routers use the administrative distance only if the two routes are to the exact same
destination (address and mask). For example, a router will choose a RIP route over an EIGRP route if
the RIP route is a more specific route than the EIGRP route.

* The next field, via 192.168.1.102 in this example, is the address of the next-hop router to which this
router passes packets destined for 172.17.0.0/16. The next-hop address in the routing table is the
same as the successor in the EIGRP topology table.

» The route also has a time associated with it (00:07:01 in this example). This is the length of time
Because EIGRP last advertised this network to this router. EIGRP does not refresh routes periodically.
It resends routing information only when neighbor adjacencies change.

* The interface, Serial 0/0/1 in this case, indicates the interface out which packets for 172.17.0.0/16
are sent.

Notice that the routing table includes routes, to null0, for the advertised (summarized) routes. Cisco I0S
Software automatically puts these routes in the table when it autosummarizes. They are called summary
routes. Null 0 is a directly connected, software-only interface. The use of the nullO interface prevents the
router from trying to forward traffic to other routers in search of a more precise, longer match. For example,
if the R1 router inFigure 2-20 receives a packet to an unknown subnet that is part of the summarized range—
172.16.3.5 for example—the packet matches the summary route based on the longest match. The packet is
forwarded to the null0 interface (in other words, it is dropped, or sent to the bit bucket), which prevents the
router from forwarding the packet to a default route and possibly creating a routing loop.

Verifying EIGRP Operations
This section describes commands used to verify EIGRP operation.
show ip protocols Example

Use the show ip protocols command to provide information about any and all dynamic routing protocols
running on the router.

As shown in Example 2-12, the command output displays that EIGRP process (autonomous system) 100 is
running, and indicates any route filtering occurring on EIGRP outbound or inbound updates. It also identifies
whether EIGRP is generating a default network or receiving a default network in EIGRP updates and provides
information about additional settings for EIGRP, such as K values, hop count, and variance.

Example 2-12. show ip protocols Command Output

Code View: Scroll / Show All

R1#show ip protocols

Routing Protocol is "eigrp 100"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Default networks flagged in outgoing updates
Default networks accepted from incoming updates
EIGRP metric weight K1=1, K2=0, K3=1, K4=0, K5=0
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EIGRP maximum hopcount 100
EIGRP maximum metric variance 1
Redistributing: eigrp 100
EIGRP NSF-aware route hold timer is 240s
Automatic network summarization is in effect
Automatic address summarization:
192.168.1.0/24 for FastEthernet0/0
Summarizing with metric 40512000
172.16.0.0/16 for Serial0/0/1
Summarizing with metric 28160
Maximum path: 4
Routing for Networks:
172.16.1.0/24

192.168.1.0

Routing Information Sources:
Gateway Distance Last Update
(this router) 90 00:09:38
Gateway Distance Last Update
192.168.1.102 90 00:09:40

Distance: internal 90 external 170

Note

Two routers must have identical K values for EIGRP to establish an adjacency. The show ip
protocols command is helpful in determining the current K value settings before an adjacency is attempted.

The output in Example 2-12 also indicates that automatic summarization is enabled and that the router is
allowed to load balance over a maximum of four paths. Cisco IOS Software allows configuration of up to 16
paths for equal-cost load balancing, using the maximum-paths router configuration command.
The networks for which the router is routing are also displayed. As shown in Example 2-12, the format of the
output varies, depending on the use of the wildcard mask in the network command. If a wildcard mask is
used, the network address is displayed with a prefix length. If a wildcard mask is not used, the Class A, B, or
C major network is displayed.
The routing information source portion of this command output identifies all other routers that have an
EIGRP neighbor relationship with this router. The show ip eigrp neighbors command provides a detailed
display of EIGRP neighbors.
The show ip protocols command output also provides the two administrative distances for EIGRP. An
administrative distance of 90 applies to networks from other routers inside the same autonomous system.
These are considered internal networks. An administrative distance of 170 applies to networks introduced to
this EIGRP autonomous system through redistribution. These are called external networks.
show ip eigrp interfaces Example
The show ip eigrp interfaces command displays information about interfaces configured for EIGRP. Example
2-13 demonstrates show ip eigrp interfaces command output. This output includes the following key
elements:

+ Interface— Interface over which EIGRP is configured

+ Peers— Number of directly connected EIGRP neighbors

+ Xmit Queue Un/Reliable— Number of packets remaining in the Unreliable and Reliable retransmit

queues
*« Mean SRTT— Mean SRTT interval, in milliseconds
+ Pacing Time Un/Reliable— Pacing time used to determine when EIGRP packets should be sent out
the interface (for unreliable and reliable packets)
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* Multicast Flow Timer— Maximum number of seconds that the router will wait for an ACK packet
after sending a multicast EIGRP packet, before switching from multicast to unicast

* Pending Routes— Number of routes in the packets in the retransmit queue waiting to be sent
Example 2-13. show ip eigrp interfaces Command Output

Code View: Scroll / Show All
R1#show ip eigrp interfaces
IP-EIGRP interfaces for process 100
Xmit Queue Mean Pacing Time Multicast Pending

Interface Peers Un/Reliable SRTT Un/Reliable Flow Timer Routes
Fa0/0 0 0/0 0 0/10 0 0
Se0/0/1 1 0/0 10 10/380 424 0

show ip eigrp topology Example
Another command used to verify EIGRP operations is the show ip eigrp topology command. This command

displays the DUAL states and helps troubleshoot possible DUAL issues. Example 2-14 demonstrates output
generated from this command.

Example 2-14. show ip eigrp topology Command Output

R1#show ip eigrp topology
IP-EIGRP Topology Table for AS(100)/ID(192.168.1.101)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status
P 192.168.1.96/27, 1 successors, FD is 40512000
via Connected, Serial0/0/1
P 192.168.1.0/24, 1 successors, FD is 40512000
via Summary (40512000/0), NullO
P 172.16.0.0/16, 1 successors, FD is 28160
via Summary (28160/0), NullO
P 172.16.1.0/24, 1 successors, FD is 28160
via Connected, FastEthernet0/0
P 172.17.0.0/16, 1 successors, FD is 40514560
via 192.168.1.102 (40514560/28160), Serial0/0/1

The command output illustrates that Router R1 has a router ID of 192.168.1.101 and is in autonomous
system 100. The EIGRP router ID is chosen as the highest IP address on an active interface on the router,
unless loopback interfaces are configured, in which case it is the highest IP address assigned to a loopback
interface. Alternatively, if the eigrp router-id ip-address router configuration command is used, it will
override the use of the address of a physical or loopback interface as the router ID.

The command output also lists the networks known by this router through the EIGRP routing process. The
codes used in the first column of this output indicate the state of the entry. Passive and Active refer to the
EIGRP state with respect to this destination. Update, Query, and Reply refer to the type of packet being sent.
The codes are as follows:

* Passive (P)— This network is available, and installation can occur in the routing table. Passive is the
correct state for a stable network, indicating that no EIGRP computations are being performed for
this route.

« Active (A)— This network is currently unavailable, and installation cannot occur in the routing table.
Being active means that outstanding queries exist for this network, indicating that EIGRP
computations are being performed for this route.

 Update (U)— This network is being updated (indicating that an update packet is being sent). This
code also applies if the router is waiting for an acknowledgment for this update packet.
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* Query (Q)— There is an outstanding query packet for this network, indicating that a query packet
was sent. This code also applies if the router is waiting for an acknowledgment for a query packet.

* Reply (R)— The router is generating a reply for this network, indicating that a reply packet was
sent, or is waiting for an acknowledgment for the reply packet.

* Reply status (r)— Indicates the flag that is set after the software has sent a query and is waiting
for a reply.

® Stuck-in-active (s)— There is an EIGRP convergence problem for this network. (The “Stuck-in-Active
Connections in EIGRP” section, later in this chapter, describes this problem and how it can be
prevented.)
The number of successors available for a route is indicated in the command output. The number of
successors corresponds to the number of best routes with equal cost. All networks in Example 2-14 have one
successor.

For each network, the FD is listed next, followed by an indication of how the route was learned, such as the
next-hop address if the route was learned via another router. Next is a field in brackets. The first number in
the brackets is the FD for that network through the next-hop router, and the second number in the brackets
is the AD from the next-hop router to the destination network.

show ip eigrp traffic Example

To display the number of various EIGRP packets sent and received, use the show ip eigrp traffic command, as
illustrated in Example 2-15. For example, in this network, Router R1 has sent 429 hello messages and
received 192 hello messages, has sent 4 updates and received 4 updates, has sent 1 query and received 0
queries, has sent 0 replies and received 1 reply, and has sent 4 ACKs and received 3 ACKs.

Example 2-15. show ip eigrp traffic Command Output

R1#show ip eigrp traffic

IP-EIGRP Traffic Statistics for AS 100
Hellos sent/received: 429/192
Updates sent/received: 4/4
Queries sent/received: 1/0
Replies sent/received: 0/1
Acks sent/received: 4/3
Input queue high water mark 1, 0 drops
SIA-Queries sent/received: 0/0
SIA-Replies sent/received: 0/0
Hello Process ID: 113

PDM Process ID: 73

debug eigrp packets Examples

You can use the debug eigrp packets command to verify EIGRP connectivity. This command displays the
types of EIGRP packets sent and received by the router on which this command is executed. Different packet
types can be selected for individual or group display. Example 2-16 shows some output from this command
on R2, when an interface on R1 comes up.

Example 2-16. debug eigrp packets Command Output on R2 When a Neighbor’s Interface Comes Up

Code View: Scroll / Show All
R2#debug eigrp packets
EIGRP Packets debugging is on

(UPDATE, REQUEST, QUERY, REPLY, HELLO, IPXSAP, PROBE, ACK, STUB, SIAQUERY,
SIAREPLY)
*May 11 04:02:55.821: EIGRP: Sending HELLO on Serial0/0/1
*May 11 04:02:55.821: AS 100, Flags 0x0, Seq 0/0 idbQ 0/0 iidbQ un/rely 0/0
R2#
*May 11 04:02:58.309: EIGRP: Received HELLO on Serial0/0/1 nbr 192.168.1.101
*May 11 04:02:58.309: AS 100, Flags 0x0, Seq 0/0 idbQ 0/0 iidbQ un/rely 0/0
peerQ un/rely 0/0
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*May 11 04:02:58.585: EIGRP: Sending HELLO on FastEthernet0/0

*May 11 04:02:58.585: AS 100, Flags 0x0, Seq 0/0 idbQ 0/0 iidbQ un/rely 0/0
*May 11 04:02:59.093: EIGRP: Received UPDATE on Serial0/0/1 nbr 192.168.1.101
*May 11 04:02:59.093: AS 100, Flags 0x0, Seq 5/4 idbQ 0/0 iidbQ un/rely 0/0
peerQ un/rely 0/0

*May 11 04:02:59.093: EIGRP: Enqueueing ACK on Serial0/0/1 nbr 192.168.1.101
*May 11 04:02:59.093: Ack seq 5 iidbQ un/rely 0/0 peerQ un/rely 1/0

*May 11 04:02:59.097: EIGRP: Sending ACK on Serial0/0/1 nbr 192.168.1.101
*May 11 04:02:59.097: AS 100, Flags 0x0, Seq 0/5 idbQ 0/0 iidbQ un/rely 0/0
peerQ un/rely 1/0

*May 11 04:02:59.109: EIGRP: Enqueueing UPDATE on Serial0/0/1 iidbQ un/rely 0/1
serno 9-9

*May 11 04:02:59.113: EIGRP: Enqueueing UPDATE on Serial0/0/1 nbr 192.168.1.101
iidbQ un/rely 0/0 peerQ un/rely 0/0 serno 9-9

*May 11 04:02:59.113: EIGRP: Sending UPDATE on Serial0/0/1 nbr 192.168.1.101
*May 11 04:02:59.113: AS 100, Flags 0x0, Seq 5/5 idbQ 0/0 iidbQ un/rely 0/0
peerQ un/rely 0/1 serno 9-9

*May 11 04:02:59.133: EIGRP: Received ACK on Serial0/0/1 nbr 192.168.1.101
*May 11 04:02:59.133: AS 100, Flags 0x0, Seq 0/5 idbQ 0/0 iidbQ un/rely 0/0
peerQ un/rely 0/1

*May 11 04:02:59.133: EIGRP: Serial0/0/1 multicast flow blocking cleared

R2#

*May 11 04:03:00.441: EIGRP: Sending HELLO on Serial0/0/1

*May 11 04:03:00.441: AS 100, Flags 0x0, Seq 0/0 idbQ 0/0 iidbQ un/rely 0/0
R2#

*May 11 04:03:03.209: EIGRP: Received HELLO on Serial0/0/1 nbr 192.168.1.101
*May 11 04:03:03.209: AS 100, Flags 0x0, Seq 0/0 idbQ 0/0 iidbQ un/rely 0/0
peerQ un/rely 0/0

The debug eigrp packets command traces transmission and receipt of EIGRP packets. The output in Example
2-16 shows normal transmission and receipt of EIGRP packets. The serial link is an HDLC point-to-point link.
Therefore, the default hello time interval is 5 seconds. Hello packets are sent unreliably, so the sequence
number (Seq) does not increment for hello packets.

In this sample output, when R2 receives an update from R1, values appear in the sequence number field.
Seq 5/4 indicates that 192.168.1.101 (R1) is sending this packet as sequence number 5 to R2 and that
sequence number 4 has been received from R2 by neighbor R1. R1 is expecting to receive sequence number
5 in the next reliable packet from R2.

R2 returns an ACK packet with Seq 0/5. The acknowledgment is sent as an unreliable packet. The neighbor
unreliable/reliable flag (un/rel 1/0) is set, which means that the acknowledgment was sent in response to a
reliable packet.

The serial number (serno 9-9) reflects the number of changes that the two neighbors register in their EIGRP
topology tables. The sequence number increments each time a query, update, or reply packet is sent,
whereas the serial number increments each time the topology table changes. A single update can contain
more than 100 networks, for example if they all become unavailable Therefore, if the topology table has
more than 100 changes, the serial number increases substantially, but the sequence number may only
increase by 1.

When an interface on R1 is shut down, the resulting output on R2 is shown in Example 2-17. R1 sends a
query packet to R2 to determine whether R2 knows a path to the lost network. R2 responds with an ACK
packet to acknowledge the query packet—a reliable packet must be explicitly acknowledged with an ACK
packet. R2 also responds to the query with a reply packet. The serial number reference (10-12) represents
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the number of changes to the topology table since the start of the neighbor relationship between these two
EIGRP neighbors.

Example 2-17. debug eigrp packets Command Output on R2 When a Neighbor’s Interface Is Shut Down

Code View: Scroll / Show All

R2#debug eigrp packets

*May 11 04:20:43.361: EIGRP: Received QUERY on Serial0/0/1 nbr 192.168.1.101
*May 11 04:20:43.361: AS 100, Flags 0x0, Seq 6/5 idbQ 0/0 iidbQ un/rely 0/0
peerQ un/rely 0/0

*May 11 04:20:43.361: EIGRP: Enqueueing ACK on Serial0/0/1 nbr 192.168.1.101
*May 11 04:20:43.361: Ack seq 6 iidbQ un/rely 0/0 peerQ un/rely 1/0

*May 11 04:20:43.365: EIGRP: Sending ACK on Serial0/0/1 nbr 192.168.1.101

*May 11 04:20:43.365: AS 100, Flags 0x0, Seq 0/6 idbQ 0/0 iidbQ un/rely 0/0
peerQ un/rely 1/0

*May 11 04:20:43.373: EIGRP: Enqueueing REPLY on Serial0/0/1 nbr 192.168.1.101
iidbQ un/rely 0/1 peerQ un/rely 0/0 serno 10-12

*May 11 04:20:43.377: EIGRP: Requeued unicast on Serial0/0/1

R2#

*May 11 04:20:43.381: EIGRP: Sending REPLY on Serial0/0/1 nbr 192.168.1.101
*May 11 04:20:43.381: AS 100, Flags 0x0, Seq 6/6 idbQ 0/0 iidbQ un/rely 0/0
peerQ un/rely 0/1 serno 10-12

*May 11 04:20:43.405: EIGRP: Received ACK on Serial0/0/1 nbr 192.168.1.101
*May 11 04:20:43.405: AS 100, Flags 0x0, Seq 0/6 idbQ 0/0 iidbQ un/rely 0/0
peerQ un/rely 0/1

debug ip eigrp Examples

You can use the debug ip eigrp command to verify EIGRP operation. This command displays IP EIGRP packets
that this router sends and receives.Example 2-18 shows the contents of the updates that are reported when
the debug ip eigrp command is used on R2 to monitor when an interface on R1 comes up.

Example 2-18. debug ip eigrp Command Output on R2 When a Neighbor’s Interface Comes Up

Code View: Scroll / Show All

R2#debug ip eigrp

IP-EIGRP Route Events debugging is on

R2#

*May 11 04:24:05.261: IP-EIGRP(Default-IP-Routing-Table:100): Processing incoming
UPDATE packet

*May 11 04:24:05.261: IP-EIGRP(Default-IP-Routing-Table:100): Int 192.168.1.0/24
M 4294967295 - 40000000 4294967295 SM 4294967295 - 40000000 4294967295
*May 11 04:24:05.261: IP-EIGRP(Default-IP-Routing-Table:100): Int 172.16.0.0/16
M 40514560 - 40000000 514560 SM 28160 - 25600 2560

*May 11 04:24:05.261: IP-EIGRP(Default-IP-Routing-Table:100): route installed

for 172.16.0.0 ()

*May 11 04:24:05.277: IP-EIGRP(Default-IP-Routing-Table:100): Int 172.16.0.0/16
metric 40514560 - 40000000 514560

In this example, an internal route (indicated by Int) for 172.16.0.0/16 is advertised to R2.
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Recall that by default the EIGRP metric is equal to the bandwidth plus the delay. The EIGRP process uses the
source metric (SM) information in the update to calculate the AD and place it in the EIGRP topology table. In
this example, the SM information is SM 28160 — 25600 2560, which means the source metric (the AD) =
28160 = 25600 (the bandwidth) + 2560 (the delay).

The EIGRP metric calculation for the total delay uses the metric (M) information in the update. In this
example, the M information is M 40514560 — 40000000 514560, which means the metric (the FD) =
40514560 = 40000000 (the bandwidth) + 514560 (the delay).

The EIGRP metric for this route is equal to the FD and, therefore, is 40,514,560.

Example 2-19 illustrates what occurs when R2 processes an incoming query packet for network
172.16.0.0/16 when the interface on the neighboring router (R1) that leads to that network is shut down.
Note that comments (preceded by an exclamation point [!]) have been added to this output for easier
understanding.

Example 2-19. debug ip eigrp Command Output on R2 When a Neighbor’s Interface Is Shut Down

Code View: Scroll / Show All

R2#debug ip eigrp

IP-EIGRP Route Events debugging is on

R2#

I An interface on EIGRP neighbor R1 was shutdown

I R2 receives a query looking for a lost path from R1

*May 11 04:35:44.281: IP-EIGRP(Default-IP-Routing-Table:100): Processing incoming
QUERY packet

*May 11 04:35:44.281: IP-EIGRP(Default-IP-Routing-Table:100): Int 172.16.1.0/24
M 4294967295 - 0 4294967295 SM 4294967295 - 0 4294967295

*May 11 04:35:44.281: IP-EIGRP(Default-IP-Routing-Table:100): Int 192.168.1.0/24
M 4294967295 - 0 4294967295 SM 4294967295 - 0 4294967295

*May 11 04:35:44.281: IP-EIGRP(Default-IP-Routing-Table:100): Int 172.16.0.0/16
M 4294967295 - 0 4294967295 SM 4294967295 - 0 4294967295

I R2 realizes that if it cannot use R1 for this network then

I it does not have an entry in the routing table for this network

continues

*May 11 04:35:44.281: IP-EIGRP(Default-IP-Routing-Table:100): 172.16.0.0/16 rout-
ing table not updated thru 192.168.1.101

R2#

*May 11 04:35:44.301: IP-EIGRP(Default-IP-Routing-Table:100): 172.16.1.0/24 - not
in IP routing table

*May 11 04:35:44.301: IP-EIGRP(Default-IP-Routing-Table:100): Int 172.16.1.0/24
metric 4294967295 - 0 4294967295

*May 11 04:35:44.301: IP-EIGRP(Default-IP-Routing-Table:100): 192.168.1.0/24 -
poison advertise out Serial0/0/1

*May 11 04:35:44.301: IP-EIGRP(Default-IP-Routing-Table:100): Int 192.168.1.0/24
metric 40512000 - 40000000 512000

*May 11 04:35:44.301: IP-EIGRP(Default-IP-Routing-Table:100): 172.16.0.0/16 - not
in IP routing table

I R2 sends an update to R1 saying it does not know how to reach that network either
*May 11 04:35:44.301: IP-EIGRP(Default-IP-Routing-Table:100): Int 172.16.0.0/16
metric 4294967295 - 40000000 4294967295

R2#

The neighbor previously advertised 172.16.0.0/16 to this router. The query performs the following two
functions:
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» R2 discovers that its neighbor no longer knows how to get to network 172.16.0.0/16. The metric
value (4,294,967,295) is the highest possible value for a 32-bit number—it indicates that the route is
unreachable. R2 removes this entry from the EIGRP topology table and looks for alternative EIGRP
routes.

* The debug output indicates that the routing table is not updated, which means that EIGRP did not
find an alternative route to the network. The next statement verifies that the EIGRP process has
removed the old route and that the route is not in the IP routing table. R2 then informs the neighbor
that it does not have a path to this network either.

Using the passive-interface Command with EIGRP

There are times when you must or want to include a subnet in a routing protocols’ network command,
although you do not want the interface on which the subnet is connected to participate in the routing
protocol.

The passive-interface {type number} | default router configuration command prevents a routing
protocol’s routing updates from being sent through the specified router interface. This command is used to
set either a particular interface or all router interfaces to passive; use the default option to set all router
interfaces to passive.

Table 2-4 describes the parameters of this command.

Table 2-4. passive-interface Command

Parameter Description

type number Specifies the type of interface and interface number that will not send
routing updates (or establish neighbor relationships for link-state
routing protocols and EIGRP)

default Sets all interfaces on the router as passive by default

For EIGRP, the passive-interface command does the following:

« It prevents a neighbor relationship from being established over a passive interface.

« It stops routing updates from being processed or sent over passive interface.

« It allows a subnet on a passive interface to be announced in an EIGRP process.
When you use the passive-interface command with EIGRP, hello messages are not sent out of the specified
interface. Neighboring router relationships do not form with other routers that can be reached through that
interface (because the hello protocol is used to verify bidirectional communication between routers). Because
no neighbors are found on an interface, no other EIGRP traffic is sent.
Recall that the network command defines the interfaces over which EIGRP will attempt to establish neighbor
relationships and the networks that will be advertised to EIGRP neighbors. Configuring an interface as
passive only disables the neighbor relationship establishment. The router will still advertise the network to its
EIGRP neighbors.
In the example network shown in Figure 2-20 used earlier, Routers R1 and R2 have no EIGRP neighbors
available over their Fast Ethernet 0/0 interfaces, so there is no need to try to establish adjacencies over
those interfaces. If EIGRP packets are sent on these interfaces, they would be ignored, but would still
consume bandwidth and CPU resources.
In the original configurations of Router R1 and R2 shown in Example 2-6 and Example 2-
7, network commands were configured for the Fast Ethernet 0/0 interfaces to allow the router to advertise
those subnets to its neighbor. Example 2-20 provides alternate EIGRP configurations for both routers.

Example 2-20. Passive-Interface Configurations for Routers in Figure 2-20

R1#

router eigrp 110

passive-interface FastEthernet0/0
network 172.16.1.0 0.0.0.255
network 192.168.1.0

R2#

router eigrp 110

passive-interface FastEthernet0/0
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network 172.17.2.0 0.0.0.255
network 192.168.1.0

Note
EIGRP will not bring up adjacencies on a passive interface even if a neighbor command is configured over

that interface. The neighborcommand is described in the "EIGRP Unicast Neighbors” section, later in this
chapter.

In Internet service providers (ISPs) and large enterprise networks, many distribution routers have more than
100 interfaces. Before the passive-interface default command was introduced in Cisco IOS Software
Release 12.0, network administrators would configure the routing protocol on all interfaces and then
manually set the passive-interface command on the interfaces on which they did not require adjacencies to
be established. However, this solution meant entering many passive-interface commands. A

single passive-interface default command can now be used to set all interfaces to passive by default. To
enable routing on individual interfaces where you require adjacencies to be established, use the no passive-
interface command.

Example 2-21 provides an alternate configuration for Router R1, using the passive-interface

default command to make all interfaces passive. The no passive-interface serial0/0/1 command allows EIGRP
adjacencies to be established over Serial 0/0/1.

Example 2-21. Alternate Passive-Interface Configurations for Router R1 in Figure 2-20

R1#

router eigrp 110
passive-interface default

no passive-interface Serial0/0/1
network 172.16.1.0 0.0.0.255
network 192.168.1.0

To verify EIGRP operation when using passive interfaces, the following commands are used:
« The show ip eigrp neighbors command, to verify that all neighbor relationships are established.
* The show ip protocols command, to see which interfaces are configures as passive interface. The

output in Example 2-22 for Router R1 shows that interface Fast Ethernet 0/0 is defined as a passive
interface.

Example 2-22. show ip protocols Command Output on Router R1 in Figure 2-20

R1#show ip protocols
Routing Protocol is "eigrp 110"
<output omitted>
Automatic network summarization is in effect
Automatic address summarization:
172.16.0.0/16 for Serial0/0/1
Summarizing with metric 28160
Maximum path: 4
Routing for Networks:
172.16.1.0/24
192.168.1.0
Passive Interface(s):
FastEthernet0/0
<output omitted>

Propagating an EIGRP Default Route

Default routes usually decrease the size of the routing tables in routers that receive them. For example,
routers on stub networks or at the access layer do not typically need to know all the routes in the entire
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network. Instead, they can use a default route to send traffic to routers that have more detailed routing
tables.

A statically configured default route can be created with the ip route 0.0.0.0 0.0.0.0 {next-hop | interface
[next-hopJ} global configuration command. The interface is an outgoing interface through which all packets
with unknown destinations will be forwarded. The next-hop is the IP address to which packets with unknown
destinations will be forwarded. (Notice that both the interface and next-hop address can be specified in this
command.)

Alternatively, any major network residing in the local routing table can become an EIGRP default route when
used in the ip default-network network-number global configuration command. A router configured with
this command considers the network-number the last-resort gateway that it will announce to other routers
with the exterior flag set. The network must be reachable by the router that uses this command before it
announces it as a candidate default route to other EIGRP routers. The network number in this command
must also be passed to other EIGRP routers so that those routers can use this network as their default
network and set their gateway of last resort to this default network. This means that the network must either
be an EIGRP-derived network in the routing table, or be generated with a static route and redistributed into
EIGRP.

Note

In EIGRP default routes cannot be directly injected (as they can in OSPF with the default -information
originate command).

Note
Any route residing in the routing table, including non-EIGRP routes, can be marked as a default candidate.

Multiple default networks can be configured. Downstream routers then use the EIGRP metric to determine
the best default route. When the best default route is selected, the router sets the gateway of last resort to
the next-hop address of the selected candidate, unless the best candidate route is one of the router’s directly
connected routes.

For example, in Figure 2-21, Router A is directly attached to external network 172.31.0.0/16. Router A is
configured with the 172.31.0.0 network as a candidate default network using the ip default-network
172.31.0.0 command. Router A also has that network listed in a network command under the EIGRP process
and, therefore, passes it to Router B.

Figure 2-21. EIGRP ip default-network Sample Network.
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To verify default network information, use the show ip route command to view the routing table. On Router
B, the EIGRP-learned 172.31.0.0 network is flagged as a candidate default network (indicated by the * in the
routing table). Router B also sets the gateway of last resort as 10.5.1.1 (Router A) to reach the default
network of 172.31.0.0. Router A also has the 172.31.0.0 network flagged as a default network and has its
gateway of last resort set.

Note
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In earlier versions of the I0S software, the router on which the ip default-network command was configured
would not set the gateway of last resort, so it appeared that this command did not benefit that router
directly. Figure 2-21 illustrates that it now does set the gateway of last resort as 0.0.0.0 to the network
specified in the ip default-network command.

Note

When you configure the ip default-network command and specify a subnet, a static route (the ip

route command) is generated in the router’s configuration; however, the I0S does not display a message to
indicate that this has been done. The entry appears as a static route in the routing table of the router where
the command is configured. This can be confusing when you want to remove the default network. The
configuration must be removed with the no ip route command, not with the no ip default-

network command.

Note

EIGRP (and IGRP) behave differently than RIP when using the ip route 0.0.0.0 0.0.0.0 command. For
example, EIGRP does not redistribute the 0.0.0.0 0.0.0.0 default route by default. However, if the network
0.0.0.0 command is added to the EIGRP configuration, it redistributes a default route as a result of the ip
route 0.0.0.0 0.0.0.0 interface command (but not as a result of the ip route 0.0.0.0 0.0.0.0 address or ip
default-network command). For example, the partial configuration shown in Example 2-23 results in the
0.0.0.0 route being passed to the router’s EIGRP neighbors.

Example 2-23. EIGRP Passes a Default Route Only if It Is Configured to Do So

Router#show run
<output omitted>
interface serial 0/0/0
ip address 10.1.1.1 255.255.255.0
!
ip route 0.0.0.0 0.0.0.0 serial 0/0/0
!
router eigrp 100
network 0.0.0.0
<output omitted>

EIGRP Route Summarization

Some EIGRP features, such as automatically summarizing routes at a major network boundary, have distance
vector and classful characteristics. Traditional distance vector protocols, which are classful routing protocols,
must summarize at network boundaries. They cannot presume the mask for networks that are not directly
connected, because masks are not exchanged in the routing updates.

Summarizing routes at classful major network boundaries creates smaller routing tables. Smaller routing
tables, in turn, make the routing update process less bandwidth intensive (because updates are smaller), and
less CPU intensive (because there is less update information to process). Cisco distance vector routing
protocols have autosummarization enabled by default. EIGRP automatic summarization on the major network
boundary can be turned on or off.

The inability to create summary routes at arbitrary boundaries with a major network has been a drawback of
distance vector protocols since their inception. EIGRP has added functionality to allow administrators to
create one or more summary routes within a network on any bit boundary, on any router within the network,
as long as a more specific route exists in the routing table. When the last specific route of the summary goes
away, the summary route is deleted from the routing table.

It is important to note that the minimum metric of the specific routes is used as the metric of the summary
route.

When summarization is configured on a router’s interface, a summary route is added to that router’s routing
table, with the route’s next-hop interface set to null0—a directly connected, software-only interface. As
described earlier for autosummarization, the use of the null0 interface prevents the router from trying to
forward traffic to other routers in search of a more precise, longer match, thus preventing traffic from looping
within the network. For example, if the summarizing router receives a packet to an unknown subnet that is
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part of the summarized range, the packet matches the summary route based on the longest match, and the
packet is forwarded to the nullO interface and therefore is dropped.

For effective summarization, blocks of contiguous addresses (subnets) should funnel back to a common
router so that a single summary route can be created and then advertised. In other words, the IP addressing
plan for the network must have been created properly, with summarization in mind (it is unlikely that you
would be lucky enough to be able to summarize randomly-assigned subnets). The number of subnets that
can be represented by a summary route is calculated by the formula 2”7, where n equals the difference in the
number of bits between the summary and subnet masks. For example, if the summary mask contains 3
fewer bits than the subnet mask, eight (23 = 8) subnets can be aggregated into one advertisement.

For example, if network 10.0.0.0 is divided into /24 subnets and some of these subnets are summarized to
the summarization block 10.1.8.0/21, the difference between the /24 networks and the /21 summarizations
is 3 bits. Therefore, 23 = 8 subnets can be aggregated. The summarized subnets range from 10.1.8.0/24
through 10.1.15.0/24.

When creating summary routes, the administrator needs to specify the IP address of the summary route and
the summary mask. The Cisco I0S handles the details of proper implementation, such as metrics, loop
prevention, and removal of the summary route from the routing table if none of the more specific routes are
valid.

Configuring Manual Route Summarization

In some cases you may want to turn off the EIGRP automatic summarization feature. For example, if you
have discontiguous subnets, you need to disable autosummarization. Note that an EIGRP router does not
perform automatic summarization of networks in which it does not participate.

To turn off automatic summarization, use the no auto-summary router configuration command. Use the ip
summary-address eigrp as-number address mask [admin-distance] interface configuration command to
manually create a summary route at an arbitrary bit boundary, as long as a more specific route exists in the
routing table. Table 2-5 summarizes the parameters for this command.

Table 2-5. ip summary-address eigrp Command Parameters

Parameter Description

as-number EIGRP autonomous system number.

address The IP address being advertised as the summary address. This
address does not need to be aligned on Class A, B, or C boundaries.

mask The IP subnet mask used to create the summary address.

admin-distance (Optional) Administrative distance. A value from 0 to 255.

For example, Figure 2-22 shows a discontiguous network 172.16.0.0. By default, both Routers A and B
summarize routes at the classful boundary. As a result, Router C would have two equally good routes to
network 172.16.0.0 and would perform load balancing between Router A and Router B. This would not be
correct routing behavior.

Figure 2-22. Summarizing EIGRP Routes.

Router A
Router C

i"-‘-.n\fﬂ'
'-5?2151.|:||—' ey
'

10000 e

- T
Su C W =Z—( wod

-
1?2.15.2c|_; *’-“' 192.168.4.2
L

Router B

As shown in Example 2-24, you can disable the automatic route summarization on Router A. The same
configuration would be done on Router B. With this configuration, Router C knows precisely that 172.16.1.0
is reached via Router A and that 172.16.2.0 is reached only via Router B. The routing tables of the routers in
the 10.0.0.0 network, including Router C, now include these discontiguous subnets.
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Example 2-24. Turning Off EIGRP Autosummarization on Router A (and Router B) in Figure 2-22

RouterA(config)#router eigrp 1
RouterA(config-router)#network 10.0.0.0

RouterA(config-router)#network
172.16.0.0

RouterA(config-router)#no auto-summary

An EIGRP router autosummarizes routes for only networks to which it is attached. If a network was not
autosummarized at the major network boundary, as is the case in this example on Routers A and B because
autosummarization is turned off, all the subnet routes are carried into Router C’s routing table. Router C will
not autosummarize the 172.16.1.0 and 172.16.2.0 subnets because it does not own the 172.16.0.0 network.
Therefore, Router C would send routing information about the 172.16.1.0 subnet and the 172.16.2.0 subnet
to the WAN.

Forcing a summary route out Router C’s interface s0/0/0, as shown in Example 2-25, helps reduce route
advertisements about network 172.16.0.0 to the WAN.

Example 2-25. Forcing Summarization on Router C in Figure 2-22

RouterC#show run
<output omitted>
router eigrp 1
network 10.0.0.0
network 192.168.4.0
|
<output omitted>
int s0/0/0
ip address 192.168.4.2 255.255.255.0
ip summary-address eigrp 1 172.16.0.0 255.255.0.0
<output omitted>

Note

You can use the ip summary-address eigrp as-number 0.0.0.0 0.0.0.0 command to inject a default route to a
neighbor, as an alternative to the methods described earlier in the “Propagating an EIGRP Default Route”
section. However, the automatically generated route to null0 may cause problems in some topologies.

Verifying Manual Route Summarization

To verify manual route summarization, examine the IP routing tables. Example 2-26 illustrates Router C’s
routing table. Router C has both 172.16.1.0 and 172.16.2.0, the discontiguous subnets, in its routing table,
and the summary route to null0. Only the summary, network 172.16.0.0/16, is advertised out the Serial
0/0/0 interface.

Example 2-26. Routing Table of Router C in Figure 2-22

RouterC#show ip route
<output omitted>
Gateway of last resort is not set
172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
D 172.16.0.0/16 is a summary, 00:00:04, Null0
D 172.16.1.0/24 [90/156160] via 10.1.1.2, 00:00:04, FastEthernet0/0
D 172.16.2.0/24 [90/20640000] via 10.2.2.2, 00:00:04, Serial0/0/1
C 192.168.4.0/24 is directly connected, Serial0/0/0
10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

C 10.2.2.0/24 is directly connected, Serial0/0/1
C 10.1.1.0/24 is directly connected, FastEthernet0/0
D 10.0.0.0/8 is a summary, 00:00:05, Null0
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RouterC#

For manual summarization, the summary is advertised only if a component of the summary route (a more
specific entry that is represented in the summary) is present in the routing table.

Note

IP EIGRP summary routes are given an administrative distance value of 5. Standard EIGRP routes receive an
administrative distance of 90, and external EIGRP routes receive an administrative distance of 170.

You will notice the EIGRP summary route with an administrative distance of 5 only on the local router that is
performing the summarization (with the ip summary-address eigrp command), by using the show ip
route network command, where network is the specified summarized route.

Configuring and Verifying EIGRP in an Enterprise WAN

This section provides insight into EIGRP deployment over various WAN technologies including physical Frame
Relay, multipoint and point-to-point Frame-Relay subinterfaces, Multiprotocol Label Switching (MPLS) virtual
private networks (VPNs), and Ethernet over Multiprotocol Label Switching (EoMPLS). Advanced configuration
options for EIGRP load balancing and limiting EIGRP bandwidth utilization on WAN links are also explored.

EIGRP over Frame Relay and on a Physical Interface

This section reviews Frame Relay and describes how EIGRP can be deployed over Frame Relay physical
interfaces.

Frame Relay Overview

Frame Relay is a switched WAN technology where virtual circuits (VCs) are created by a service provider (SP)
through the network. Frame Relay allows multiple logical VCs to be multiplexed over a single physical
interface. The VCs are typically PVCs that are identified by a data-link connection identifier (DLCI). DLCIs are
locally significant between the local router and the Frame Relay switch to which the router is connected.
Therefore, each end of the PVC may have a different DLCI. The SP’s network takes care of sending the data
through the PVC. To provide IP layer connectivity, a mapping between IP addresses and DLCIs must be
defined, either dynamically or statically.

By default, a Frame Relay network is an NBMA network. In an NBMA environment all routers are on the same
subnet, but broadcast (and multicast) packets cannot be sent just once as they are in a broadcast
environment such as Ethernet.

To emulate the LAN broadcast capability that is required by IP routing protocols (for example, to send EIGRP
hello or update packets to all neighbors reachable over an IP subnet), the Cisco IOS implements pseudo-
broadcasting, in which the router creates a copy of the broadcast or multicast packet for each neighbor
reachable through the WAN media, and sends it over the appropriate PVC for that neighbor.

In environments where a router has a large number of neighbors reachable through a single WAN interface,
pseudo-broadcasting has to be tightly controlled because it could increase the CPU resources and WAN
bandwidth used. Pseudo-broadcasting can be controlled with the broadcast option on static maps in a Frame
Relay configuration. However, pseudo-broadcasting cannot be controlled for neighbors reachable through
dynamic maps created via Frame Relay Inverse Address Resolution Protocol (ARP). Dynamic maps always
allow pseudo-broadcasting.

Frame Relay neighbor loss is detected only after the routing protocol hold time expires or if the interface
goes down. An interface is considered to be up as long as at least one PVC is active.

Frame Relay allows remote sites to be interconnected using full-mesh, partial-mesh, and hub-and-spoke
(also called star) topologies, as shown inFigure 2-23.
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Figure 2-23. Frame Relay Topologies.
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EIGRP on a Physical Frame Relay Interface with Dynamic Mapping

To deploy EIGRP over a physical interface using Inverse ARP dynamic mapping is easy because it is the
default. Figure 2-24 illustrates an example network. Example 2-27 is the configuration of Router R1 in the
figure. The physical interface Serial 0/0 is configured for Frame Relay encapsulation and an IP address is
assigned. Inverse ARP is on by default and will automatically map the IP addresses of the devices at the
other ends of the PVCs to the local DLCI number. EIGRP is enabled using autonomous system number 110,
and the proper interfaces and networks are included in EIGRP using the network commands under the EIGRP
routing process.

Figure 2-24. EIGRP on a Physical Frame Relay Interface.
[View full size image]
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Example 2-27. Configuration of Router R1 in Figure 2-24 with Dynamic Mapping

interface Serial0/0
encapsulation frame-relay

ip address 192.168.1.101 255.255.255.0
|

router eigrp 110
network 172.16.1.0 0.0.0.255
network 192.168.1.0
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Split horizon is disabled by default on Frame Relay physical interfaces. Therefore, routes from Router R2 can
be sent to Router R3, and vice versa. Note that Inverse ARP does not provide dynamic mapping for the
communication between Routers R2 and R3 because they are not connected with a PVC. You must configure
this mapping manually.

The sample outputs of the show ip eigrp neighbors command in Example 2-28 show the neighbors of Routers
R1 and R3. Router R1 forms the adjacency with Router R2 and R3 over the Serial 0/0 physical interface.
Likewise, Router R3 (and R2) forms an adjacency with Router R1. In this example, no EIGRP relationship
exists between Routers R2 and R3.

Example 2-28. Sample Output from Routers R1 and R3 in Figure 2-24

R1#show ip eigrp neighbors

IP-EIGRP neighbors for process 110

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.102 Se0/0 10 00:07:22 10 2280 0 5

1 192.168.1.103 Se0/0 10 00:09:34 10 2320 0 9

R3#show ip eigrp neighbors

IP-EIGRP neighbors for process 110

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.101 Se0/0 10 00:11:45 10 1910 0 6

EIGRP on a Frame Relay Physical Interface with Static Mapping

To deploy EIGRP over the physical interface on Router R1 using static mapping, thus disabling the Inverse
ARP, no changes are needed to the basic EIGRP configuration. Example 2-29 illustrates the configuration on
Routers R1 and R3. EIGRP is enabled using autonomous system number 110, and the proper interfaces and
networks are included in EIGRP using the network commands under the EIGRP routing process. Manual IP-
to-DLCI mapping commands on the serial 0/0 interface are necessary on all three routers. (Router R2’s
configuration is similar to R3’s.)

Example 2-29. Configuration of Router R1 and R3 in Figure 2-24 with Static Mapping

Code View: Scroll / Show All

R1#show run

<output omitted>

interface Serial0/0

encapsulation frame-relay

ip address 192.168.1.101 255.255.255.0
frame-relay map ip 192.168.1.101 101
frame-relay map ip 192.168.1.102 102 broadcast
frame-relay map ip 192.168.1.103 103 broadcast
|

router eigrp 110

network 172.16.1.0 0.0.0.255

network 192.168.1.0

<output omitted>

R3#show run

<output omitted>

interface Serial0/0

encapsulation frame-relay

ip address 192.168.1.103 255.255.255.0
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frame-relay map ip 192.168.1.101 130 broadcast
|

router eigrp 110
network 192.168.1.0
<output omitted>

The frame-relay map protocol protocol-address dlci [broadcast] [ietf | cisco] [payload-compress {packet-by-
packet | frf9 stac}] interface configuration command statically maps the remote router’s network layer
address to the local DLCI. Table 2-6 details the parameters for this command.

Table 2-6. frame-relay map Command Parameters

Parameter Description

protocol Defines the supported protocol, bridging, or logical link control.

protocol-address Defines the network layer address of the destination router interface

dlci Defines the local DLCI that is used to connect to the remote protocol
address

broadcast (Optional) Allows broadcasts and multicasts over the VC, permitting

the use of dynamic routing protocols over the VC
ietf | cisco Enables IETF or Cisco encapsulations
payload-compress (Optional) Enables payload compression

packet-by-packet (Optional) Enables packet-by-packet payload compression, using the
Stacker method, a Cisco proprietary compression method

frf9 stac (Optional)Enables FRF.9 compression using the Stacker method

Because split horizon is disabled by default on Frame Relay physical interfaces, routes from Router R2 can be
sent to Router R3, and vice versa.

Note

Router R1’s configuration includes a Frame Relay map to its own IP address on the Frame Relay interface so
that the Serial 0/0 local IP address can be pinged from Router R1 itself.

Example 2-30 displays the adjacency formed between Router R1 and Routers R2 and R3 over the Serial 0/0
physical interface. The adjacencies formed on R1 using static mapping are the same as those formed using
dynamic mapping. Routers R2 and R3 also form an adjacency with Router R1. Routers R2 and R3 can also
form an EIGRP adjacency to each other if the IP-to-DLCI mapping for that connectivity is provided. Example
2-30 shows that Router R3 has only one neighbor, Router R1, indicating that this mapping was not provided
on R3.

Example 2-30. Output on Routers R1 and R3 in Figure 2-24 with Static Mapping

R1#show ip eigrp neighbors

IP-EIGRP neighbors for process 110

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.102 Se0/0 10 00:06:20 10 2280 0 5

1 192.168.1.103 Se0/0 10 00:08:31 10 2320 0 9

R3#show ip eigrp neighbors
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IP-EIGRP neighbors for process 110

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.101 Se0/0 10 00:10:44 10 1910 0 6

EIGRP over Frame Relay Multipoint Subinterfaces

This section describes how you can deploy EIGRP using Frame Relay multipoint subinterfaces and explores
the use of EIGRP unicast neighbors.

Frame Relay Multipoint Subinterfaces

You can create one or several multipoint subinterfaces over a single Frame Relay physical interface. These
multipoint subinterfaces are logical interfaces emulating a multiaccess network. They act like an NBMA
physical interface, and therefore use a single subnet, preserving the IP address space.

Frame Relay multipoint is applicable to partial-mesh and full-mesh topologies. Partial-mesh Frame Relay
networks must deal with split-horizon issues, which prevent routing updates from being retransmitted on the
same interface on which they were received.

EIGRP neighbor loss detection is particularly slow on multipoint subinterfaces configured over low-speed WAN
links because the default values of the EIGRP timers on these interfaces are 60 seconds for the hello timer
and 180 seconds for the hold timer. In the worst case, neighbor loss detection can take up to 3 minutes.
Also, on Frame Relay multipoint subinterfaces, all of the PVCs attached to the subinterface must be lost for
the subinterface to be declared down.

EIGRP over Multipoint Subinterfaces

Multipoint subinterfaces are configured with the interface serial number.subinterface-

number multipoint command. For Frame Relay, the IP address-to-DLCI mapping on multipoint subinterfaces
is done by either specifying the local DLCI value (using the frame-relay interface-dlci d/ci command) and
relying on Inverse ARP, or using manual IP address-to-DLCI mapping.

Figure 2-25 illustrates an example network. Example 2-31 illustrates the configuration of Routers R1 and R3
in the figure. The physical interface Serial 0/0 on each router is configured for Frame Relay encapsulation.
The physical interface does not have an IP address assigned to it. (Note that in this example R3 only has one
Frame Relay DLCI, so does not really need to be multipoint, or even a subinterface.)

Figure 2-25. EIGRP on a Multipoint Frame Relay Subinterface.
[View full size image]
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Example 2-31. Configuration of Router R1 and R3 in Figure 2-25

Code View: Scroll / Show All
R1#show run

<output omitted>

interface Serial0/0

no ip address

encapsulation frame-relay
|

interface Serial0/0.1 multipoint

ip address 192.168.1.101 255.255.255.0

no ip split-horizon eigrp 110

frame-relay map ip 192.168.1.101 101
frame-relay map ip 192.168.1.102 102 broadcast
frame-relay map ip 192.168.1.103 103 broadcast
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]
router eigrp 110

network 172.16.1.0 0.0.0.255
network 192.168.1.0

<output omitted>

R3#show run

<output omitted>

interface Serial0/0

no ip address

encapsulation frame-relay

|

interface Serial0/0.1 multipoint

ip address 192.168.1.103 255.255.255.0
frame-relay map ip 192.168.1.101 130 broadcast
|

router eigrp 110

network 192.168.1.0

<output omitted>

A multipoint subinterface Serial 0/0.1 is created and an IP address is assigned to it.

Split horizon is enabled by default on Frame Relay multipoint subinterfaces. In this example, Routers R2 and
R3 need to provide connectivity between their connected networks, so EIGRP split horizon is disabled on the
multipoint subinterface of Router R1 with the no ip split-horizon eigrp as-numbercommand.

Manual IP address-to-DLCI mapping is also configured, using the frame-relay map commands with

the broadcast keyword.

The EIGRP configuration is not changed from the basic deployment. In Example 2-31, EIGRP is enabled using
autonomous system number 110 and the proper interfaces, and networks are included in EIGRP using

the network commands under the EIGRP routing process.

Note that the Router R1 configuration includes frame-relay map command to its own IP address on the
multipoint serial subinterface so that the Serial 0/0.1 local IP address can be pinged from Router R1 itself.

To verify the operation of the EIGRP routing protocol over Frame Relay multipoint subinterfaces, use

the show ip eigrp neighbors command. Example 2-32 shows sample outputs for Routers R1 and R3. Router
R1 forms an adjacency with Routers R2 and R3 over the serial0/0.1 multipoint subinterface. Routers R2 and
R3 form the adjacency with Router R1. (R2 and R3 could also for an adjacency between each other if the IP
address-to-DLCI mapping for that connectivity was provided.)

Example 2-32. Output on Routers R1 and R3 in Figure 2-25

R1#show ip eigrp neighbors

IP-EIGRP neighbors for process 110

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.102 Se0/0.1 10 00:06:41 10 2280 0 5

1 192.168.1.103 Se0/0.1 10 00:08:52 10 2320 0 9

R3#show ip eigrp neighbors

IP-EIGRP neighbors for process 110

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.101 Se0/0.1 10 00:10:37 10 1910 0 6
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EIGRP Unicast Neighbors

The neighbor {ip-address | ipv6-address} interface-type interface-number router configuration command is
used to define a neighboring router with which to exchange EIGRP routing information. Instead of using
multicast packets, EIGRP exchanges routing information with the specified neighbor using unicast packets.
The router does not process any EIGRP multicast packets coming inbound on that interface and it stops
sending EIGRP multicast packets on that interface. Multiple neighbor statements can be used to establish
peering sessions with multiple specific EIGRP neighbors. The interface through which EIGRP will exchange
routing updates must be specified in the neighbor statement. The interfaces through which two EIGRP
neighbors exchange routing updates must be configured with IP addresses from the same network.

Note

EIGRP neighbor adjacencies cannot be established or maintained over an interface that is configured as
passive.

In Example 2-33, Router R1 (from Figure 2-25) is configured with a neighbor command for Router R2. Router
R1 will therefore not accept multicast packets on Serial 0/0.1 anymore. To establish an adjacency with
Router R1, Router R2 must also be configured with a neighbor command, for Router R1. R2’s configuration is
provided in Example 2-34. The neighbor command enables Router R2 to use unicast packets, which will be
accepted by Router R1. In this scenario, Router R3 is not configured with a neighbor command for Router R1,
nor is Router R1 configured with a neighborcommand for Router R3. Therefore, Router R1 and R3 will not
form an adjacency.

Example 2-33. Configuration of Router R1 in Figure 2-25 for Unicast Neighbor

R1#show run

<output omitted>

interface Serial0/0

no ip address

encapsulation frame-relay

]

interface Serial0/0.1 multipoint

ip address 192.168.1.101 255.255.255.0
frame-relay map ip 192.168.1.102 102 broadcast
frame-relay map ip 192.168.1.103 103 broadcast
]

router eigrp 110

network 172.16.1.0 0.0.0.255

network 192.168.1.0

neighbor 192.168.1.102 serial0/0.1

Example 2-34. Configuration of Router R2 in Figure 2-25 for Unicast Neighbor

R2#show run

<output omitted>

interface Serial0/0

no ip address

encapsulation frame-relay

|

interface Serial0/0.1 multipoint

ip address 192.168.1.102 255.255.255.0
frame-relay map ip 192.168.1.101 100 broadcast
|

router eigrp 110

network 172.17.2.0 0.0.0.255
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network 192.168.1.0
neighbor 192.168.1.101 serial0/0.1

To verify the EIGRP unicast neighbor configuration, use the show ip eigrp neighbors command, as shown

in Example 2-35. Routers R1 and R2 have formed a neighbor relationship. The sample output does not show
that the neighbor command was used on both routers, but it does indicate that a neighbor relationship is
established, proof that the configuration was successfully completed.

Because Router R3 is not using the neighbor command, it tries to communicate with multicast packets on
its Serial 0/0/.1. However, neighborship is not established because neither Router R1 nor Router R2 is
accepting multicast packets.

Example 2-35. Output on Routers R1 and R2 in Figure 2-25 for Unicast Neighbor

R1#show ip eigrp neighbors

IP-EIGRP neighbors for process 110

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.102 Se0/0/1 10 00:07:22 10 22800 5

R2#show ip eigrp neighbors

IP-EIGRP neighbors for process 110

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.101 Se0/0/1 10 00:17:02 10 13800 5

EIGRP over Frame Relay Point-to-Point Subinterfaces
This section describes how you can deploy EIGRP using Frame Relay point-to-point subinterfaces.
Frame Relay Point-to-Point Subinterfaces

One or several point-to-point subinterfaces can be created over a single Frame Relay physical interface.
These point-to-point subinterfaces are logical interfaces emulating a leased line network and provide a
routing equivalent to point-to-point physical interfaces. As with physical point-to-point interfaces, each
interface requires its own subnet. Frame Relay point-to point is applicable to hub and spoke topologies.
EIGRP neighbor loss detection is quite fast on point-to-point subinterfaces because the default values of the
EIGRP hello timer and the EIGRP hold timer are identical to the values used on point-to-point physical links
(5 seconds for the hello timer and 15 seconds for the hold timer). In the worst case, the neighbor loss is
detected within 15 seconds. Another reason that neighbor loss is fast is that a Frame Relay point-to-point
subinterface is declared down if the DLCI attached to the interface is lost—neighbor loss detection is
immediate. Recall that for multipoint subinterfaces, all the PVCs attached to it must be lost for the interface
to be declared down.

Note

Neighbor loss detection because of DLCI loss only works if the Frame Relay network supports end-to-end
integrated Local Management Interface (LMI) signaling. On some Frame Relay networks, one end of the
connection might fail (for example, because of a router failure), but the DLCI would still be declared
operational at the other end of the connection.

EIGRP on Frame Relay Point-to-Point Subinterfaces

Point-to-point subinterfaces are created with the interface serial number.subinterface-number point-to-
point command. For Frame Relay, IP address-to-DLCI mapping on point-to-point subinterfaces is done by
specifying the local DLCI value, using the frame-relay interface-dici d/ci command.

Figure 2-26 illustrates an example network; Example 2-36 is the configuration of Router R1, and Example 2-
37 is the configuration of Router R3. The physical interface Serial 0/0 is configured for Frame Relay
encapsulation. The physical interface does not have an IP address assigned to it.

Figure 2-26. EIGRP over a Point-to-Point Frame Relay Subinterface.

[View full size image]
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Example 2-36. Configuration of Router R1 in Figure 2-26

R1#show run

<output omitted>

interface Serial0/0

no ip address

encapsulation frame-relay

|

interface Serial0/0.2 point-to-point

ip address 192.168.2.101 255.255.255.0
frame-relay interface-dlci 102

|

interface Serial0/0.3 point-to-point

ip address 192.168.3.101 255.255.255.0
frame-relay interface-dici 103

|

router eigrp 110

network 172.16.1.0 0.0.0.255

network 192.168.2.0

network 192.168.3.0

Example 2-37. Configuration of Router R3 in Figure 2-26

R3#show run

<output omitted>

interface Serial0/0

no ip address

encapsulation frame-relay

]

interface Serial0/0.1 point-to-point
ip address 192.168.3.103 255.255.255.0
frame-relay interface-dici 130

]

router eigrp 110

network 172.16.3.0 0.0.0.255
network 192.168.3.0

On Router R1, two point-to-point subinterfaces, Serial 0/0.2 and Serial 0/0.3, are created and IP addresses
are assigned to them. The IP address-to-DLCI mapping is provided for each subinterface. The EIGRP
configuration is not changed from the basic deployment. EIGRP is enabled using autonomous system number
110 and the proper interfaces, and networks are included in EIGRP using the network commands under the
EIGRP routing process.

Router R3 is configured similar to Router R1, with one point-to-point subinterface. The show ip eigrp
neighbors command can be used to verify the operation of the EIGRP routing protocol over the Frame Relay
point-to point subinterface. Example 2-38 shows sample outputs for Routers R1 and R3. Router R1 forms the
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adjacency with Router R2 over its Serial 0/0.2 point-to-point interface and with Router R3 over its Serial
0/0.3 point-to-point subinterface. Likewise, Routers R2 and R3 form the adjacency with Router R1 over the
Serial 0/0.1 point-to-point subinterface. Router R3 has one neighbor, Router R1, over its Serial 0/0.1 point-
to-point subinterface.

Example 2-38. Output on Routers R1 and R3 in Figure 2-26

R1#show ip eigrp neighbors

IP-EIGRP neighbors for process 110

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.2.102 Se0/0.2 10 00:08:04 10 2280 0 5

1 192.168.3.103 Se0/0.3 10 00:10:12 10 2320 0 9

R3#show ip eigrp neighbors

IP-EIGRP neighbors for process 110

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.3.101 Se0/0.1 10 00:13:25 10 1910 0 6

EIGRP over MPLS

This section provides an overview of MPLS and Layer 2 and Layer 3 MPLS VPN technologies and explains how
you can deploy EIGRP in such environment.

MPLS

MPLS is an Internet Engineering Task Force (IETF) standard architecture that combines the advantages of
Layer 3 routing with the benefits of Layer 2 switching.

With MPLS, short fixed-length labels are assigned to each packet at the edge of the network. Rather than
examining the IP packet header information, MPLS nodes use this label to determine how to process the
data.

This process results in a more scalable and flexible WAN solution. The MPLS standards evolved from the
efforts of many companies, including Cisco’s tag-switching technology.

MPLS enables scalable VPNs, end-to-end quality of service (QoS), and other IP services that allow efficient
utilization of existing networks with simpler configuration, management, and quicker fault correction.

MPLS Operation

MPLS is a connection-oriented technology whose operation is based on a label attached to each packet as it
enters the MPLS network. A label identifies a flow of packets (for example, voice traffic between two nodes),
also called a forwarding equivalence class (FEC). An FEC is a grouping of packets. Packets belonging to the
same FEC receive the same treatment in the network. The FEC can be determined by various parameters,
including source or destination IP address or port humbers, IP protocol, IP precedence, or Layer 2 circuit
identifier. Therefore, the FEC can define the flow’s QoS requirements. In addition, appropriate queuing and
discard policies can be applied for FECs.

The MPLS network nodes, called label-switched routers (LSRs), use the label to determine the next hop for
the packet. The LSRs do not need to examine the packet’s IP header; rather, they forward it based on the
label.

After a path has been established, packets destined to the same endpoint with the same requirements can be
forwarded based on these labels without a routing decision at every hop. Labels usually correspond to Layer
3 destination prefixes, which makes MPLS equivalent to destination-based routing.

A label-switched path (LSP) must be defined for each FEC before packets can be sent. It is important to note
that labels are locally significant to each MPLS node only. Therefore, the nodes must communicate what label
to use for each FEC. One of two protocols is used for this communication: the Label Distribution Protocol or
an enhanced version of the Resource Reservation Protocol. An interior routing protocol, such as OSPF or
EIGRP is also used within the MPLS network to exchange routing information.

A unique feature of MPLS is its capability to perform label stacking, in which multiple labels can be carried in
a packet. The top label, which is the last one in, is always processed first. Label stacking enables multiple
LSPs to be aggregated, thereby creating tunnels through multiple levels of an MPLS network.

An MPLS label is a 32-bit field placed between a packet’s data link layer header and its IP header. Figure 2-
27 illustrates the flow of two packets through an MPLS network.
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Figure 2-27. Labels Are Used to Assign a Path for a Packet Flow Through an MPLS Network.
[View full size image]

Note

The links shown in Figure 2-27 are meant to be generic. Therefore, they do not represent any particular type
of interface.

In Figure 2-27, each of the MPLS nodes has previously communicated the labels it uses for each of the
defined FECs to its neighboring nodes. Packet A and Packet B represent different flows. For example, Packet
A might be from an FTP session, whereas Packet B is from a voice conversation. Without MPLS, these packets
would take the same route through the network.

In Figure 2-27, Router V is the ingress edge LSR for Packets A and B, the point at which the packets enter
the network. Router V examines each packet and determines the appropriate FEC. Packet A is assigned label
17 and is sent to Router X. Packet B is assigned label 18 and is sent to Router W. As each LSR receives a
labeled packet, it removes the label, locates the label in its table, applies the appropriate outgoing label, and
forwards the packet to the next LSR in the LSP. When the packets reach Router Z (the egress edge LSR, or
the point at which the packets leave the MPLS network), Router Z removes the label and forwards the
packets appropriately, based on its IP routing table.

It is important to note that packets sent between the same endpoints might belong to different MPLS FECs,
and therefore might flow through different paths in the network.

Service Provider Offerings

Many ISPs offer Layer 2 transport services to their customers to interconnect networks at various offices via
customer equipment (CE) routers. ISPs offer these services over a circuit-based infrastructure to build Layer
2 VPNs. Initial VPNs were built using leased lines with PPP and HDLC encapsulations. Later, service providers
offered Layer 2 VPNs based on point-to-point data link layer connectivity, using ATM or Frame Relay virtual
circuits. Customers built their own Layer 3 networks on top of these Layer 2 networks to accommodate IP
traffic. Thus, separate networks existed for Layer 2 and Layer 3 traffic, which were difficult and costly to
maintain.

MPLS VPNs were introduced to provide a unified network for Layer 3 VPN services. For customers still
wanting Layer 2 connections, ISPs could deploy Ethernet VLAN extensions across a metropolitan area or ATM
services. Any Transport over MPLS (AToM) was introduced to facilitate this Layer 2 connectivity across an
MPLS backbone.

AToM enables sending Layer 2 frames across an MPLS backbone. It unifies Layer 2 and Layer 3 offerings over
a common MPLS infrastructure. In AToM, VCs represent Layer 2 links, and MPLS labels identify VCs.

AToM allows more offerings from ISPs that currently offer Layer 2 connectivity to customers with traditional
offerings such as ATM, Frame Relay, and serial PPP services, and those specializing in Ethernet connectivity in
metropoli