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Seven comprehensive CCIE security labs to hone configuration and troubleshooting skills

Prepare for the CCIE Security lab exam and hone your security configuration and troubleshooting skillswith
seven complete practice scenarios that cover:

Basic device configuration

Routing configuration

ISDN configuration

Cisco PIX Firewall configuration

VPN configuration, including IPSec, GRE, L2TP, and PPTP

VPN-3000 Concentrator configuration

Intruson Detection System (IDS) 42xx Appliance configuration
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Cisco |OS Firewall configuration

AAA configuraion

Advanced security issues

| P services and protocol-independent features

Security violations

The explosive growth of the Internet economy over the past severa years and new |P-based enterprise
applications has heightened requirements for continuous availability of misson-critical data. Today's network
adminigtrators and managers are under big pressure to satisfy ever-increasing demands from customers,
suppliers, and employeesfor 100 percent network resource availability and accessto applications and data.
The end result isthat the cost of anetwork security breach has never been higher. Accordingly, the demand for
networking professional s with expert-level network security configuration and troubleshooting skillsisaso
great. The Cisco Systems CCIE Security certification is aprestigious program that sets the professiona
benchmark for internetworking expertise, vaidating proficiency with advanced technical skillsrequired to
design, configure, and maintain awide range of network security technologies.

CCIE Security Practice Labs provides a series of complete practice labs that mirror the difficult hands-on lab
exam. Written by a CCIE Security engineer and Cisco Systems CCIE proctor, this book lays out seven
end-to-end scenarios that are both complex and redlistic, providing you with the practice needed to prepare
for your lab examination and devel op critical-thinking skillsthat are essentia for resolving complex, real-world
security problems. While many engineers are able to configure single technol ogies in standal one environments,
most will struggle when dedling with integrated technologies in heterogeneous environments.

CCIE Security Practice Labs consists of seven full-blown labs. The book does not waste time covering
conceptua knowledge found in other security manuas, but focuses exclusively on these complex scenarios.
The structure of each chapter isthe same, covering abroad range of security topics. Each chapter starts with
an overview, equipment list, and generd guiddlines and ingtructions on setting up the lab topology, including
cabling indructions, and concludes with verification, hints, and troubleshooting tips, which highlight show and
debug commands. The companion CD-ROM contains solutionsfor al of the labs, including configurations and
common show command output from all the devicesin the topology.

"Security isone of the fastest-growing areasin theindustry. Thereis an ever-increasing demand for the experts
with the knowledge and skillsto do it."
-Gert De Laet, Product Manager, CCIE Security, Cisco Systems

CCIE Security Practice Labsis part of arecommended study program from Cisco Systems that includes
smulation and hands-on training from authorized Cisco Learning Partners and self-study products from Cisco
Press.
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Chapter 1. PracticeLab 1

Equipment Ligt
Generd Guiddines
Setting Up the Lab
Practice Lab 1 Exercises
Section 1.0: Basic Configuration (10 points)
Section 2.0: Routing Configuration (25 points)
Section 3.0: ISDN Configuration (8 points)
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Section 5.0: 1PSec/GRE Configuration (10 points)
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Section 6.0: 10S Firewall Configuration
Section 7.0: AAA
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Section 8.0: Advanced Security (7 points)
Section 9.0: 1P Services and Protocol -Independent Features (12 points)

Section 10.0: Security Violations (6 points)
Verification, Hints, and Troubleshooting Tips
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Foreword

The CCIE program is designed to help individuals, companies, organizations, industries, and countries succeed
in the networked world by distinguishing the top echelon of internetworking experts. In particular, the CCIE
Security Certification is designed to identify Network Security Experts.

Thefirgt step dong the CCIE Security path isfor individuasto take a chdlenging written exam designed to
assesstheir knowledge across arange of technologies. If their scores indicate expert-level knowledge,
candidates then proceed to a performance-based CCIE Security Certification lab exam.
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Why Security Certifications?

Security isone of the fastest-growing areas in the industry. The expansive development of the Internet, the
increase in e-business, and the escalating thresat to both public- and private-sector networks have made
security and the protection of information aprimary concern for al types of organizations. Thereisan
ever-increasing demand for experts with the knowledge and skillsto do it. Therefore, trained Network
Security personnd will be required in the yearsto come.
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Why CCIE Security?

CCIE Security distinguishesthe top level of Network Security experts. The CCIE Security Certification
enablesindividualsto optimize career growth, opportunity, and compensation by distinguishing themselves as
being part of the Network Security experts of the world.

The CCIE Security Certification enables companiesto minimizetheir risk by identifying the highest cdiber of
security personnd with the training and skills necessary to protect their critical information assets.

Thisbook will be avauable asset for potential CCIE Security candidates who passed the written examination
and are preparing for the actud lab exam. | am positive individuaswill inevitably gain extensive hands-on
experience during the preparation, using thisbook. The main focusis on configuring the various security
technologies and aso on understanding and navigating the subtleties, intricacies, and potentid pitfalsinherent in
taking the CCIE Security lab exam.

Good luck!

Gert De Laet
Product Manager CCIE Security
Cisco Systems, Inc.
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| ntr oduction

AsVinton G. Cerf sad, "Thewonderful thing about the Internet isthat you're connected to everyone else. The
terrible thing about the Internet isthat you're connected to everyone else.”

Theluxury of accessto thiswedlth of information comeswith itsrisks, and anyone on the Internet potentialy is
agtakeholder. Therisks vary from information loss/corruption to information theft and much more. The number
of security incidentsis aso growing draméticaly.

With dl this happening, thereisa strong drive for network security implementations to improve security posture
within every organization worldwide. Today's most complex networks require acomprehensive and integrated
Security solution.
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The Need for Security Certification

Security isone of the fastest-growing areas in the industry. Information security is on the top of the agendafor
all organizations. Companies have a need to keep information secure, and thereis an ever-growing demand for
IT professionalswho know how to do this. Cisco Systems ddliversthis by offering CCIE Security certification,
setting aprofessond benchmark in internetworking expertise.

Thisessentid need for security in I T isundenigble. Internationa Data Corporation predicted that the
worldwide market for information security services would increase from $5.5 billion to $17.2 billion by 2004.

SANS Indtitute's projections estimated that less than onein 20 security professionals has the core competence
and foundation knowledge to apply gppropriate security measures. Equaly problematic, about 50,000 IT
Security postionswent unfilled last year.

Here are some more security stats (from Cisco Packet Magazine, First Quarter 2003 issue):

A recent study by Riptech, ared-time information protection company, says network security
breaches rose 28 percent during thefirst half of 2002, compared to the last half of 2001.

A 2002 U.S. Federa Bureau of Investigation (FBI) report reveal sthat 85 percent of businesses have
detected computer security breaches within thelast 12 months.

In 22001 survey, the FBI found that 91 percent of respondents reported insider network abuse.

. 4 Previous
LIB

Next



4 Prewvious

LIB MNext b

Overview of the CCIE Certification

CCIE iswiddly considered the industry's highest-leved 1T certification program, commonly referred to asthe
doctorate of networking. It equips candidates with excellent internetworking skillsthat are Smply the best in
theindudtry.

CCIE certification was recently voted #1 by I T professondsin the CertCities.com annua survey, The Hottest
Certifications for 2003aranking attributed to the growing importance of certificationsin atight job market.

Furthermore, it dso grabbed thetitle of Most Respected High-Leve Certification in the CertCities.com
Reader's Choice Awards earlier thisyear.

The CCIE program is designed to hel p individua's, companies, industries, and countries succeed in the
networked world by distinguishing the top echelon of internetworking experts.

The program identifies leaders with a proven commitment to their career, the industry, and the process of
ongoing learning. Whileindividuasinevitably gain extensve product knowledge on their way to certification,
product training is not the CCIE program objective. Rather, the focusis on identifying those experts capable of
understanding and navigating the subtleties, intricacies, and potentid pitfallsinherent in end-to-end networking
regardless of technology or product brand.

Trueto itsmission, the CCIE program evolvesin step with the industry, focusing on current technologies and
redl-world gpplicationsto consstently identify candidates with the highest level of relevant internetworking

expertise.

Currently, the CCIE certification hasfour tracks:

Routing and Switching

Security

Communications and Sarvices

Voice

This book concentrates on CCIE Security Lab exam.


http://certcities.com/default.htm
http://certcities.com/default.htm

For more information on each individua track, refer to the following URL:

WWW.Cisco.com/go/ccie
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Overview of the CCIE Security Exam

The CCIE Security exam covers|P and I P routing as well as specific security components.

Becoming aCCIE isatwo-step process. Thefirst step isto pass atwo-hour, written qualification exam
administered through Cisco-authorized testing centers. The second step isto successfully complete ahands-on
lab examination at a Cisco facility demonstrating the candidate's expertise in configuring, testing, and
troubleshooting redl network equipment. The qudification exam isa prerequisite for attempting and scheduling
the lab exam. For further details, refer to the following URL:

WWW.CI Sco.com/warp/public/625/ccie/security/
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Security Written Qualification Exam

The two-hour, multiple-choice exam is computerized and administered a Cisco authorized testing centers. The
exam is closed-book and contains 100 questions. No reference materials are dlowed in the exam room.

NOTE
For more details, refer to the Security written exam blueprint at

www.ci sco.com/warp/public/625/ccie/security/preparing wr_exam.html
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Security Lab Exam

The Security lab exam isaone-day, eight-hour practical exam. The CCIE candidate is presented with a
complex design to implement from the physical layer up. Candidates are not required to configure any end-user
systems but are responsible for any device residing in the internetwork.

Each configuration scenario and problem has preassigned point vaues. The candidate must obtain aminimum
mark of 80 percent to pass.

There are three core eementsin preparing for the CCIE Lab exam:

Y our current level of work experience

Your training levd

Y our available time and equipment options for salf-study
NOTE
For more details on the CCIE Lab exam, refer to

wWww.ci sco.com/warp/public/625/ccie/security/preparing lab exam.html
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Equipment List

To perform the practice labsin this book, you need the following devices:

8 routersT he routers can be of any moddthat is, 2500, 2600 or 3600 series. But prefer modular
routers so you can swap modules and adapt to different lab topologies.

Y ou need the following interfaces/cables for different |ab topologies. For more details, refer to the

Equipment ligt in each chapter.

(0]

Ethernet/Fast Ethernet module/ports

Serid module/ports

ISDN BRI S'T module/ports

ATM module/ports

Straight-through cables

Cross-over cables

DTE-DCE back-to-back cable for seria ports

ATM fiber cable (depending on the modulesGBIC)

NOTE

Mogt labsin thisbook require you to configure ATM. If you don't have an ATM module, usea
back-to-back serial connection instead.

2 Catalyst 3550 switches

1 PIX Firewdl (any model)



1 Cisco Intrusion Detection System (IDS) 42xx gppliance

1 VPN-3000 concentrator

2 PCs.
0

Windows 2000 Server with CiscoSecure ACS 3.x and Microsoft CA server instdled

Test PC with Cisco VPN Client 3.x software
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Target Audience

Thisbook isintended for candidates preparing for the CCIE Security Lab exam.

Network engineers with specialization in security can aso take advantage of this book with the complex
scenarios, troubleshooting tips, and solutions provided.

One of the primary objectives of thisbook isto assst candidates preparing for the CCIE Lab exam by
providing complex practice scenarios to give the candidate alook-and-fed for thereal CCIE Lab exam.

CCIE candidates can use this book as a gauging element to vdidate their readiness to appear for the CCIE
Lab exam.
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About the Book

The book has seven Practice Labsin seven chapters. The format of each chapter isthe same, except that the
content in each exercise section varies. The book maintains the sameleve of difficulty and complexity in every
chapter, covering al technologies.

Each chapter sarts with an overview, equipment list, genera guiddines, and ingtructions on setting up the lab
topology, including the cabling ingtructions, followed by 10 exercise sections:

Section 1.0: Basic configuration

Section 2.0: Routing configuration

Section 3.0: ISDN configuration

Section 4.0: PIX configuration

Section 5.0: VPN (IPSec/GRE/L2TP/PPTP) configuration

Section 6.0: 10S Firewdl configuration

Section 7.0: AAA configuration

Section 8.0: Advanced Security

Section 9.0: 1P Services and Protocol-Independent Features

Section 10.0: Security violations

Each section has further subsections related to the technology with questions broken down into various
categories and respective point alocation.

Each configuration section has preassigned point values. The candidate must obtain aminimum mark of 80
percent to pass.



Following the exercise section is an important part of thisbookthe "V erification, Hints, and Troubleshooting
Tips' section. This section gives you hints to troubleshoot and tips to identify the hidden problem or tricksin
the questions. Y ou can use this section to verify and compare results by adapting to the troubleshooting
methods shown. This section aso guides you through using the most common show and debug commands
used in the verification and troubleshooting process.

Further to assist you, solutions are provided on the book's accompanying CD-ROM for the entire | ab,
including configurations and common show command outputs from al the devicesin the topology.

Oneof themain chalengesin the CCIE Lab exam is dedling with integrated technologiesin one big complex
scenario. Mogt of thetime, candidates are very knowledgeable and proficient in configuring individua
technologies as slandalone, but are unable to ded with scenariosincorporating al technologieswith high-level
complexity. Thisbook provides complex integrated scenarios covering dl technologiesin every chapter,
enabling candidates to test their readiness and identify their strengths and weaknesses.

This book will serve avauable resource for every candidate in being successful in the CCIE Security Lab
exam.
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Wrap-Up

Once you have successfully completed adl of the Practice Labs, | am confident that you will be ready to st for
the CCIE Lab exam. It isimportant to remember that successwill rely on anumber of key eements:

Time management Read through the entire exam paper and do not start configuration before you make
aplanremember the "divide-and-conquer” technique. A well-planned gpproach is an important key to
SUCCESS.

Question clarity One of the biggest challengesin the CCIE Lab isinterpretation of the questions. You
must learn to interpret the questions accurately and understand exactly what isrequired. If the question
isambiguous, always approach the proctor for clarification. Clear up any uncertainties and don't make
any assumptions.

Checklist During the course of the exam, maintain two checklists:
0

Itemsyou think are correctly configured but need testing at alater point in time.

Items you have been unable to address, but need to skip past for the time being to avoid wasting
time, ensuring you revist them later.

Point check Be smart in your approach. Don't waste time on noncore tasks that are not second nature
to you. Address sections of the test in which you are most competent, allowing you to maximize your
point score, and leave those items that are more challenging or time-consuming toward the end. Try to
keep taly of the number of pointsyou may have earned so that you are dways aware of whereyou
stand in process of completion.

Functiondity testing Allow time for retesting of functiondity toward the endpoints are awvarded only for
working configuretions.

Effective troubleshooting Do not spend time troubleshooting uncertainties; try to move on, leaving the
problem for alater stage. More often than not, this change of focuswill help you on a path to
resolution.

Memory map and packet flow "Memory map" the entire lab topology and see the flow of packetsin
your mind. Thiswill help you darify your troubleshooting needs and avoid looking at the wrong
problem or device.



Destressing techniques Do not dlow your nervesto take contral. If you are feding tense or confused,
walk out of thelab and use the breakroom. Cisco facilities have a breakroom equipped with avariety
of refreshmentshelp yourself. Thiswill help you relax so that you can start again with afresh mind.
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Final Word

My secret formulato successis"MDC"Moativation, Dedication, and Consstency. If you stick to these three
things, | have no doubt that you will succeed too. The CCIE exam isjust atest; if you don't pass, do not quit.
Try again! On the poditive Sde, aninitid failure will give you the opportunity to learn more and explore things
that you may not have come across earlier.

Best wishes and good luck!

Fahim Hussain Y usuf BhaijiCCIE No. 9305
CCIE Proctor

Sydney, Audrdia

Cisco Systems, Inc.
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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in the IOS
Command Reference. The Command Reference describes these conventions asfollows:

Boldface indicates commands and keywords that are entered literdly as shown. In actud configuration
examples and output (not genera command syntax), boldface indicates commands that are manualy
input by the user (such as ashow command).

Itdlic indicates arguments for which you supply actua vaues.
Verticd bars(|) separate dternative, mutudly exclusve dements.
Square brackets ([ ]) indicate optiona elements.

Braces ({ }) indicate arequired choice.

Braces within brackets ([{ }]) indicate arequired choice within an optional eement.
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Chapter 1. PracticeLab 1

All labsin thisbook are multi-protocol, multi-technology, testing you in areas such as Routing, Switching,
Security, and VPN, as outlined in the CCIE Security blueprint. When you firgt read the questionsin the lab,
you might find them fairly easy, but they are carefully written to present high complexity and many hidden
problems. Suchisthe casein thereal CCIE lab exam.

To assst you, solutions are provided for the entire lab, including configurations and common show command
outputs from al the devicesin the topology. Furthermore, a" Verification, Hints, and Troubleshooting Tips"
sectionis provided, which gives you tips and hints to troubleshoot and identify the hidden problem or trick in
the question.

Thisisthefirst 1ab of seven in thisbook. Each lab is 8 hours and weighs 100 marks, passing of whichis80
marks. The objectiveisto complete the lab within 8 hours and obtain aminimum of 80 marksto pass. Thistest
has been written such that you should be able to complete dl questions, including initia configuration (such as
|P addressing), within 8 hours; this excludes cabling time. Allow up to 1 hour for cabling, use the cabling
ingructions, and observe theingructionsin the generd guidelines. Y ou can use any combination of routers as
long asyou fulfill thetopology diagramin Figure 1-1. It is not compulsory to use the same modd of routers.

Figure 1-1. Lab Topology Diagram



NOTE

Cabling and IP addressing are already completed on the real CCIE Lab. Y ou are not required to do any
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cabling or the |P addressing.
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Equipment List

LiB

6 routers with the following specifications (al routers are to be loaded with the latest Cisco |OS
versonin 12.1(T) train):

R1 4 serid, 1 BRI (with IP Plusimage)

R2 2 serid, 1 Ethernet (with IP Plus + Firewal image)

R3 2 serid, 1 Ethernet, 1 BRI (with P Plus + IPSec 56 image)
R4 1 serid, 1 Ethernet (with IP Plus + Firewall + 1PSec 56 image)
R5 1 serid, 1 Ethernet (with [P Plusimage)

R6 5 serid, 3 Ethernet (with IP Plus + IPSec 56 image)

1 switch 3550

1 PIX 2 interfaces (with version 6.X)

1 PC with Windows 2000 Server with CiscoSecure ACS 3.x+

The IDS devicein the topology is not required; it isthere to give you an ideato configure other aspects
of thislab. Subsequent chapters do require a Network 1DS appliance.

4 Previous

Mt b



LiB

4 Prewvious

MNext b

General Guiddines

LiB

Please read the whole lab before you start.

Do not configure any static/default routes unless otherwise specified/required.

Use DL Clsprovided in the diagram.

Usethe IP addressing scheme provided in the diagram; do not change any |P addressing unless
otherwise specified. In the CCIE Lab, initia configurations are loaded, and therefore | P addresses are
not to be changed. In this book, each chapter has a separate lab topol ogy with different |P addressing,
S0 each chapter needs to be recabled and all I P addresses need to be redone from the previous

chapter.

Use cisco as the password for any authentication string, enable-password, and TACACS+RADIUS
key or for any other purpose.

Add additiona |oopbacks as specified during thislab.

Configure VLANs on Switchl as per Figure 1-1.

All routers should be able to ping any interface in the network using the optimal path.

Y ou must time yoursdlf to completethislab in 8 hours.

Do not use any external resources or answers provided in this book when attempting the lab.

Configure abackdoor for any of the AAA questions below to the local database. If you don't, you will
losedl pointsfor that question.

Do not configure any authentication or authorization on the console and aux ports.
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Setting Up the Lab

Y ou can use any combination of routers aslong as you fulfill the topology diagram outlined in Figure 1-1. Itis
not compulsory to use the same model of routers.

Frame Relay DL CI Information

Only DLClsindicated in Figure 1-2 should be mapped on the routers.

Figure 1-2. Frame Relay DL CI Diagram
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Routing Protocol I nfor mation

Use Figure 1-3 to configure routing protocols for the exercisesto follow.

Figure 1-3. Routing Protocol I nformation
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Cabling Instructions

Use Tables 1-1 and 1-2 for cabling al devicesin your topology. It isnot amust to use same type or sequence
of interface. Y ou may use any combination of interface(s) aslong as you fulfill the requirement.

Table 1-1. Cabling Ingtructions (Ethernet)

Ethernet Cabling Switchl
R2-ethernet0/0 Port 1
R3-fastethernet0/0 Port 2
R4-fastethernet2/0 Port 3
R5-ethernetO Port 4
R6-ethernet0/0 to VLANG Port 5
R6-ethernet0/1 to PIX Port 6
PIX-indde-ethernetl Port 7




P1X-outside-ethernetO Port 8
IDS-control-interface Port 9
IDSsniffing-interface Port 10
AAA sver Port 11

Table 1-2. Cabling Instructions (Serial)

Back-to-Back Cabling DTE-End DCE-End

R1-to-frsw[*] (to RZ/R3) R1-seid2/0 R6-serid 1/0
R1-to-frsw[*] (to R5) R1-serid2/1 R6-seria1/1
R1-to-R4 R1-serid2/2 R4-serid 3/0
R2-to-frsw[*] (to RVR3) R2-serid 1/0 R6-seria1/2
R3-to-frsw[*] (to RVR2) R3-serid1/0 R6-serid 1/3
R5-to-frsw[*] (to R1) R5-serid0 R6-serial1/4

[*] frsw = Frame Relay Switch R6

LiB
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Practice Lab 1 Exercises
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Section 1.0: Basic Configuration (10 points)

1.1 1P Addressing (2 points)

1.

Redraw a detailed topology with al necessary information.
Configure IP addressing as per the diagram.

Do not configure any static or default routes anywhere on the network unless otherwise specified.
Configure adefault route on R2. Y our routing table should have an entry asfollows. "Gateway of last
resort is0.0.0.0." Populate this default route to al the routers.

Create the following loopbacks:

Loopback-111.11.11.11/24 on R1

Loopback-2 111.111.111.111/24 on R1
Loopback-112.12.12.12/24 on R2
Loopback-2 122.122.122.122/24 on R2
Loopback-113.13.13.13/24 on R3
Loopback-2 133.133.133.133/24 on R3
L oopback-3 192.168.3.1/24 on R3
Loopback-114.14.14.14/24 on R4
Loopback-2 144.144.144.144/24 on R4
Loopback-1 16.16.16.16/24 on R6

L oopback-2 166.166.166.166/24 on R6
1.2 Frame Relay Configuration (4 points)

1.

Configure R6 as a Frame Relay switch. Usethe DLCI information provided for Frame Relay routing

as per Figure 1-2.
2.



Configure Frame Relay between R1, R2, R3, and R5. Configure point-to-point subinterfaces on all
routers. Do not configure asubinterface on R1 for serial connection to R5. Use only the DLCIs
provided in the DLCI information diagram. Use LMI type Cisco. The speed should be set to 56 KB
on the DCE ends.

1.3 LAN Switch Configuration (4 points)

1.

LiB

Configure Switchl with the VLAN information provided in the diagram shownin Figure 1-1. Also
make surethat it iseasier for the network administrator to troubleshoot port/VVLAN identification.

Configure security such that network devices are operationa on alocated ports only. In the event of a
security breach, the administrator should take strict action.

Configure the management interface of the switch with |P address 10.10.45.45. Only R4, R5, and R1
should have Telnet accessto the switch. Configure redundancy such that the management interfaceis
reachable from R1 if the serid link is down between R1 and R4. Configure a gtatic route on R1 for the
10.10.45.0/24 network. Do not configure any routing protocol on Switchl to achieve thistask; you
can use static routes as required.

Configure port 9 on the switchto bein VLAN 5. Thereisan IDS sensor deployed off r6. It has been
preconfigured. Theam isto protect the PIX outside interface, so configure accordingly.
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Section 2.0: Routing Configuration (25 points)

2.1 Core Routing OSPF/EIGRP/RIP (5 points)

1.

Configure OSPF, EIGRP, and RIP as shown in Figure 1-3. All routing/update traffic should be
encrypted. Mutually redistribute between 1GPs only where necessary.

2.2 OSPF (4 points)

1.
Configure aloopback on R3 10.50.13.97/28 in Area 66. R5 should see this network in the routing
table. Do not use any summarization technique to achieve thistask. Performance should not be
compromised.
Configure the following loopbacks on R3; put them in Area30 on R3.
30.30.1.0/24
30.30.2.0/24
30.30.3.0/24
30.30.4.0/24

30.30.5.0/24

30.30.6.0/24
2.3 EIGRP (3 points)

1.

Configure three null routes on R2 to gppear in the EIGRP-200 database for the following subnets:
10.50.22.16/28 10.50.22.32/28 10.50.22.64/28. Redistribute EIGRP-200 on R2 into OSPF. All
other routers should see these routes as one route with acost of 10.

2.4 RIP (3 points)

1.

Configure RIPv2 on PIX to peer with insgde router R6 and outside router R3. Use strong encryption.
Do not configure astatic default route. PIX should learn al routes via RIP. Y ou must ensure that no
other device can establish adjacency with the PIX and that routing updates are secured.

2.



Configure RIP version 1 between R1 and R5. R5 should be able to ping dl parts of the network.
3.

Advertise VLAN 6 network 192.168.6.0/24 on R6 in RIPv2. Make sure you can ping the AAA
server from the PIX.

2.5 BGP (10 points)

2.5.1 Basic BGP Configuration (2 points)
1.

Configure the BGP peersasfollowsusing Figure 1-4.

R2 R3 eBGP

R2R1iBGP

R1R3eBGP

R1R5iBGP

R5 R4 eBGP

R3 R6 iBGP (configure static NAT 10.10.6.2 to 10.50.31.22 on PIX to achieve thistask)

NOTE

You canuse'"no sync' onal BGP peers.

2.5.2 BGP Connections (2 points)
1.
Ensure that eBGP connection state on R6 showslocd port as 179 dways.
2.5.3 BGP and OSPF (2 points)
1.
Advertise loopback? on R2 and R4 in BGP. Redistribute BGP into OSPF on these routers so that
BGP routes on all OSPF routers are seen as OSPF (E1) and not through BGP. Ensure al routers can
ping these loopbacks using the optimal path. Do not use the distance command to achieve thistask.
2.5.4BGP and RIP (2 points)

1.

Advertise loopback2 on R1 in BGP and RIPv1. Advertise loopbackl in RIPv1 only. R5 should be
ableto ping dl routersin the network and vice versa.

2.5.5 BGP Attributes (2 points)



Advertise loopbackl and loopback2 on R6 in BGP. Do not use the network statement to advertise
loopback2. R3 should see both loopbacks asinterna. Ensure all routersin the network can ping these
loopbacks using the optimal path.
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Section 3.0: ISDN Configuration (8 points)

3.1 Basic I SDN (4 points)
1.
Configure ISDN on R1 and R3. Use network 31.31.31.0/24. Advertise this network in OSPF area0.
ISDN information:
BRI number on R3is 99281766
BRI number on R1is99281764
Switch-type = basic-ts013

Configure redundancy such that if thereis achange in backbone database on R3, BRI comes up and
al traffic continuesnormaly.

3.2 PPP Callback (4 points)

1.

R1 should cal back R3 usng TACACS+. Configure satic NAT trandation on PIX for AAA server
behind R6 to achieve thistask, as shown in topology diagram Figure 1-1.
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Section 4.0: PIX Configuration (5 points)

4.1 Basic PI X Configuration (2 points)

1.
Configure PIX insgde and outside interface 10.10.6.1 and 10.50.31.1 respectively. Do not configure a
default route on PIX. All routes should be learned viaRIP as per Section 2.4.

Y ou should be able to ping dl routersin the network from the PIX, including the AAA server and R6
networks behind the PIX.

4.2 Network Address Translation (NAT) (2 points)

1.

Configure static NAT trandation and an accesslist on PIX to receive reliable sydog messagesfor a
server behind R6. NAT 192.168.6.65 as 10.50.31.65.

4.3 Advanced Configuration (1 point)

1.

A workgation on VLAN 6 isfailing to ping a server onthe same VLAN. Both PCsarein the same
VLAN. Upon investigating, it is determined that the workstation is seeing the PIX insde MAC address
for the server. When ethernet1 on PIX is shut down, the workstation can ping successfully. Resolve
thiswithout shutting down the ethernetl.
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Section 5.0: |PSec/GRE Configuration (10 points)

5.1 1PSec (5 points)

5.1.1 1PSec LAN-to-L AN Using Preshared (2 points)

1.

Encrypt IDS traffic between PIX and R4 in Section 6.2.1. Use apreshared key and SHA for message
authentication and DES for encryption. Configure dl other parameters as you fed appropriate.

5.1.2 Advanced IPSec LAN-to-L AN (3 paints)

1.

Configure IPSec to encrypt GRE traffic between R6 and R3 in Section 5.2.
2.

Use preshared keys. Configure dl other parameters asyou fedl appropriate.
3.

If thereisaloss of connectivity between two | PSec peers, terminate the sessions.
4.

Y ou are dlowed to put one static route but not a default route on the PIX to achieve thistask.
5.2 GRE (5 points)
1.
Configure GRE through PIX; R6 should see dl loopbacksin area 30 created on R3in Section 2.2. R6

should ping even networks through GRE and odd networks through PIX. Run EIGRP-100 on GRE.
Any ACL used to accomplish thistask should not be more than one line.
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Section 6.0: IOS Firewall + |OS1DS Configuration (10 points)

6.1 CBAC (6 points)

6.1.1 Basc CBAC Configuration (2 points)
1

Configure IOS Firewall on R2 to protect the EIGRP network. Ensure it can reach the rest of the
network.

6.1.2 Firewall Filtering (2 points)
1.
No access but ICMP is alowed to R2.
R1 should be ableto Telnet to R2 using its loopback?2 address as source. Configure ingress ACL on
WAN links, including anti-spoofing technique. Do not deny RFC1918 address space.
6.1.3 Advanced CBAC Configuration (2 points)
1.

Configure prevention againgt TCP hogt-specific denia-of-service on R2. Set the threshold to 200
before the firewd | engine starts del eting half-open sessonsto the host.

6.2 Intrusion Detection System (IDS) (4 points)
6.2.1 Basic IDS Configuration (2 points)
1.
Configure IDS on R4 to protect the Ethernet network from internd intrusion, and configure to send an
darm for info and attack matching sgnatures.
Usethefollowing detals:
Director Host id 5, Sensor Host-id 4
Orgid 100, Org name cisco
Director IPis192.168.6.60 (create NAT on PIX to 10.50.31.60 to achieve this task)
6.2.2 Signature Tuning (1 point)

1.



Themessagein thefollowing lineisreceived on the sydog server:

Jun 28 10:52:25.538: 9% DS-4- TCP_SYN ATTACK SIG Sig: 3050: Hal f - Open Syn
Flood - from10.50.16.5 to 144.144.144. 144

Upon investigation it was discovered that there is a specific application running on this machine,
Congder these asfase darms; configure the IDS not to send such darmsin the future.
6.2.3 Spam Attack (1 point)
1.

R4 is experiencing a gpam attack. An darm should only be generated if the pam attack has more than
500 recipientsin amail message.
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Section 7.0: AAA (7 poaints)

7.1 AAA on the Router (4 points)

1.

Configure router authentication and authorization on R4 using TACACS+. Configure two userson
ACS, "userl" and "user2." Userl should have privilege level 10 and user2 privilegeleve 15. Configure
such that Userl is able to run the command show running-configuration only, and user2 isableto run
al commands.

Configure redundancy such that in the event the TACACS+ server isdown, both usersare able to log
inusing theloca database and maintaining the same authorization.

When userl or user2 logsin, they should get the # prompt with their respective privilege level without
entering the enable command.

Configurefdlback to locd in the event the AAA server isdown. Do not configure any authentication
or authorization for console and auxiliary ports.

7.2 AAA on PI X (3 points)

1.

Users should be able to Telnet to R6 loopback1 from anywhere on the network. Configure username
"rételnet” on ACS with the necessary parameters. Configure authentication and port authorization on
PIX to achieve thistask.

4 Previous

LiB Next b



4 Prewvious

LIB MNext b

Section 8.0: Advanced Security (10 points)

8.1 Password Protection (2 points)

1.

Make sure when users see the configuration of the router, all passwords are secured and not readable.
8.2 EXEC Authentication (4 points)

1.

Encrypt the enable password on R2 with a nonreversible agorithm denoted by the number 5inthe
configuration.

R2 should prompt for a username/password for privilege access and authenticate with the TACACS
server. Do not use any AAA commands to achieve thistask. In the event when the TACACS server is
down, dlow usersto log in successfully. Do not use the tacacs-server last-resort command to achieve
thistask.

8.3 Access Control (4 points)

1.

Configure such that a username testconfig with password testconfig is able to see the current
configuration of R3 from anywhere on the network without having login accessto the router.
2.

Configure R5 vty line so that only loopback?2 of R3isableto Telnet.
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Section 9.0: I P Services and Protocol-Independent Features (10
points)

9.1 NAT (4 points)
1.
Create aloopback on R3 with 192.168.3.1/24. Configure NAT trandation on R3 for this network to
be trandated to interface |P address with overload. Y ou should be able to ping anywherein the
network from R3 sourcing from this loopback and get NATed to the corresponding egress interface.
9.2 NTP (2 points)

1.

Configure R1 clock polling from NTP server R2. All NTP packets should be encrypted. Update the
sysem.

9.3 SNMP (2 points)
1.

Configure R3 to report the BGP configuration to Network Management System 192.168.6.99
(NATed 10.50.31.99). Configure the appropriate static/ACL on the PIX to achieve thistask.

9.4 Policy Routing (2 points)
1.

Thereisamail server 10.50.31.98 and aweb server 10.50.31.99 on VLANZ20. Configure such that
networks behind and from R1

TraverseviaR2 to reach the mail server

Traverse via R3 to reach the web server
LiB
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Section 10.0: Security Violations (5 points)

10.1 Denial of ServiceDoS (3 points)
1.

R3 isexperiencing an ICMP DoS attack on the WAN links. Take necessary action to prevent this. Do
not deny ICMP.

10.2 I P Spoofing (2 points)
1.

Configure PIX to perform aroute lookup based on the source address to protect from an |P spoofing

attack using network ingress and egressfiltering, as described in RFC 2267.
4 Previous
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Verification, Hints, and Troubleshooting Tips

As mentioned in the Overview, this section is primarily important when you're configuring the exerciseand it is
not working for you. Y ou can use this section to verify and compare results by adapting the troubleshooting
methods shown. Also provided are hints needed to configure and compl ete the respective exercises.
Sometimes, it is easy to misinterpret the question, which has hidden and tricky elements required to be
configured.

This section dso guides you in using the most common show and debug commands used for verification and
troubleshooting, which are very handy. Learn to use them and to read the outputs and when to use them.

There are severd key e ementsto pass the exam, one of which isto troubleshoot effectively.
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Section 1.0: Basic Configuration

1.1 1P Addressing

1.

Configure | P addresses as per the topology diagram shown in Figure 1-1.

Configure dl the loopbacks and advertise them as per the ingtructionsin different sections of the
exercise.

Configure adefault route on R2 to Ethernet 0/0. Thiswill show "Gateway of last resortis0.0.0.0" in
your routing table. Propagate the default route to al other routers.

Configure default-information originate dways on R2. Do not configure any static routes unless
otherwise specified.

1.2 Frame Relay Configuration

1.

Map only DL Cls specified in the diagram. Do show frame-relay map and check to seeif there are any
additiona DL Clsdynamically populated that are not required. If so, turn off inverse-arp on that
interface usang the no frame-relay inverse-arp command.

1.3 LAN Switch Configuration

1.

Configure |P address 10.10.45.45 on VLAN 45.

Configure a port description on the interface for identification.

Configure VLAN names as per the topology diagram.

Configure port security on al ports except port 10 (span destination port).

Configure adefault route to 10.10.45.4 and afloating static route to 10.10.45.5 with higher admin
distance for redundancy.

Configure an accesslist to permit R4, R5, and R1 and apply to vty lines. Note that you have to put



two hogt entriesfor R1 for redundancy, one through R4 and another through R5; see switch
configuration in the Solutions section. Test by sourcing the Telnet with Serial 2/1 and Serid 2/2 from
R1 asfollows

r 1#t el net 10. 10. 45.45 /source-interface Serial 2/1
r 1#t el net 10. 10. 45.45 /source-interface Serial 2/2

7.

Configured SPAN session and specify ports to monitor: source port 8 (PIX outside interface) and
destination port 10 (sniffing interface).
8.

Static route for 10.10.45.0/24 network on R1 should not be seen on any other routers.
4 Previous
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Section 2.0: Routing Configuration

2.1 Core Routing OSPF/EIGRP/RIP

1.

Configure core routing for al the above protocols on al routersin the network. Redistribute only
where necessary; you must use your judgement. See the solutions below where required.

2.2 OSPF
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Thereisaloopback on R3 10.50.13.97/28 in Area66. Y ou will seethisroute on al participating
OSPF routers but not on R5, which isrunning RIPv1. The RIP network between R5 and R1isa/27.
Y ou are redigtributing OSPF into RIP on R1, but it will not redistribute the /28 since it has a different
mask belonging to the same mgor net.

The workaround isto summarize thisin RIP on R1to /27. Since you are restricted not to use a
summari zation technique, another technique to achieve thisisto create aloopback on R1 with a/27
masK; thiswill automatically get into the RIP database, asit isthe same mgor net. Y ou can check this
in the RIP database with show ip rip database on R1, and you will find the loopback as directly
connected and not redistributed. Thisisnot agood practicein red life but you can usethisin lab setup.

It isaways agood ideato hardcode the router IDs on each OSPF speaker. Thisway, it iseadier to
identify the router sending/receiving updates and troubleshoot any problems with the OSPF peers.

On RS, you need to enable split-horizon on the serid link to R1, asit is advertising the 30.0.0.0/8
route back to R1 (see the following debug output):

r 1#debug ip routing

c11: : network 144.144.0.0 is now variably nasked

D11 add 144.144.0.0/16 via 10.50.13.130, rip netric [120/3]
D11 network 122.0.0.0 is now variably masked

D11 add 122.0.0.0/8 via 10.50.13.130, rip netric [120/3]
D11 network 13.0.0.0 is now variably masked

D11 add 13.0.0.0/8 via 10.50.13.130, rip nmetric [120/3]
c11: network 133.133.0.0 is now variably masked

D11 add 133.133.0.0/16 via 10.50.13.130, rip netric [120/3]
D11 network 30.0.0.0 is now variably masked

1 11: add 30.0.0.0/8 via 10.50.13.130, rip nmetric [120/3]

4333343333

2

39: : nmetric change to 144.144.0.0 via 10.50.13.130, rip netric [120/ 3]
new nmetric [120/ 4]

:39: RT: metric change to 122.0.0.0 via 10.50.13.130, rip metric [120/ 3]
new nmetric [120/ 4]

:39: RT: metric change to 13.0.0.0 via 10.50.13.130, rip netric [120/3]



new netric [120/ 4]

04:08:39: RT: netric change to 133.133.0.0 via 10.50.13.130, rip netric [120/ 3]
new netric [120/ 4]

04:08:39: RT: netric change to 30.0.0.0 via 10.50.13.130, rip nmetric [120/3]
new netric [120/ 4]

Fix this by enabling split-horizon on Serial 0 on R5.

Snip from R5 config:

interface SerialO
i p address 10.50.13. 130 255. 255. 255. 224
ip split-horizon
no frame-relay inverse-arp

2.3 EIGRP

Configure EIGRP with the null routes, redistribute EIGRP into OSPF with ametric of 10, and then
summarize them in OSPF to a/25 to advertise one route to al OSPF neighbors.

24RIP

Basc RIP configuration to be done on R3, R6, and PIX using M D5 authentication. Do not configure
any default route on PIX and R6. Y ou should configure RIP on PI X to inject adefault route for R3
using rip insde default version 2 authentication md5 cisco 1.

2.

Make sure you can ping the AAA server fromthe PIX.
2.5BGP

2.5.1 Basic BGP Configuration
1.

Configure R1 asroute-reflector server for BGP connection to R5, asit isnot fully meshed. Also
configure next-hop-saf for R5 peer, asR1 will advertise dl routes learned by iBGP peers and forward
to R5 without changing the next hop, and this could cause reachability problems at timesif you don't
have proper routes on R5.

For iBGP between R3 and R6, you need to create static NAT for R6 Ethernet 10.10.6.2 to
10.50.31.22 and permit TCP port 49 on PIX for inbound connections. Y ou will use 10.50.31.22 on
R3 for BGP peer configuration.



It isaways agood ideato hardcode the router |Ds on each BGP speaker just like in the OSPF
process for troubleshooting.

2.5.2 BGP Connections

1.

Thisisatricky one. The objective isto always build a BGP connection from outsde-to-inside only.
That is, R6 should not be able to build a BGP connection to R3, which it can by default since packets
are going from a higher security level interfaceto alower interface.

To achievethistask, you need to configure an ACL on the insde interface and deny R6 BGP
connectionto R3:

access-list inside deny tcp host 10.10.6.2 host 10.50.31.2 eq bgp (hitcnt=4)

See aso the PIX output in the Solutions section.

2.5.3BGP and OSPF

1.

NOTE

Another tricky question. It seems very straightforward to create loopbacks on R2 and R4. Advertise
them in BGP using the network command, and redistribute into OSPF. All OSPF routers should see
these routes.

Wi, itisnot so smple. After doing the above, check from R3 and R4 and see if you can ping using
the optimal path. If you do traceroute from routers R3 and R4, you will notice that they are not taking
the optima path.

For example:

Traceroute 122.122.122.122 from R4 and you will find that it is going through R5, whereasthe
optima pathisviaR1.

Traceroute 144.144.144.144 or 122.122.122.122 from R3 and you will find that it is not using the
optima path ether.

The solution isto use the BGP network backdoor command. Y ou can also use the distance command,
but you are redtricted to use this to achieve thistask. See solutionsfor R3 and R4.

Note that there is a bug with the BGP network backdoor command in Cisco |OS Software Release 12.1T.
When you apply the command it will not take effect. See bug id CSCdr12571 for more details. The
workaround isto remove using the no network backdoor command and reapply back in. No need to clear

BGP.



254BGPand RIP

1.

5d23h:
5d23h:

NOTE

Traceroute 111.111.111.111 (loopback?) from R4. Y ou will notice that the next hop is RS
10.10.45.5 and not R1 10.50.13.81 asitisfor 11.11.11.11 (loopbackl). Why?

Because we advertised 111.111.111.111 in RIP and BGP on R1, which made to BGP table on R5,
and since R5 was peering eBGP with R4, it overwrote the route learned on R4 via OSPF as better

admin distance. To confirm, turn on debug ip routing on R4 and clear ip route * as demondtrated in the
following ip routing debug snippet from R4.

5d23h: RT: add 111.111.111.0/24 via 10.50.13.81, ospf netric [110/5]
RT: closer adm n distance for 111.111.111.0, flushing 1 routes
RT: add 111.111.111.0/24 via 10.10.45.5, bgp netric [20/0]

Asyou can see, it overwritesthe 111.111.111.111 route learned via OSPF with BGP.

Tofix this, you need to tweak the eBGP admin distance from 20 to 120 (something higher than OSPF)
asfollows.

Configure the distance bgp 120 200 200 command on R4 in BGP.

Then clear ip route * and you will see that the OSPF route stays, as demonstrated in the following ip
routing debug from R4.

5d23h: RT: add 111.111.111.0/24 via 10.50.13.81, ospf netric [110/5]

Y ou will not notice this problem if you have BGP " synchronization” enabled on R4; do "no sync" on R4 BGP
and you will runinto this problem.

255 BGP Attributes

1.

Advertise loopbackl using the network command on R6. Y ou are restricted to use the network
command to advertise loopback?2; you will need to redistribute connected in BGP. Create an access
list and aroute map to redistribute loopback2 only. After doing so, do ashow ip bgp on R6 and you
will find that the origin-code for loopback?2 isincomplete, denoted by a?, because it has been
redistributed and BGP hasn't learned thisinternally. To change the origin-code to denote i, use the set
originigp command in your route map:



access-list 16 permt 166.166.166.0 0.0.0. 255
|
route-map | oop2 permt 10
match i p address 16
set origin igp
|
router bgp 3
no synchronization
bgp router-id 6.6.6.6
bgp cluster-id 2795939494
bgp | og- nei ghbor - changes
network 16.16.16.0 nmask 255.255.255.0
redi stribute connected netric 2 route-map | oop2

Done?No, not yet.

Check the routing table on R3 to seeif you see the R6 Loopback1 and Loopback2. Check its next
hop, and which routing protocol isit learning from:

r3#show i p route
16.0.0.0/24 is subnetted, 1 subnets
O E2 16. 16. 16.0 [110/5] via 10.50.13.1, 00:00:07, Seriall/0.1
166.166. 0.0/ 24 is subnetted, 1 subnets
O E2 166. 166. 166. 0 [110/5] via 10.50.13.1, 00:00:07, Seriall/0.1
O*E2 0.0.0.0/0 [110/1] via 10.50.13.17, 00:00:07, Seriall1/0.3

See the following debugs, which show Loopback1 and Loopback2 being learned via OSPF
(10.50.13.1) and not iBGP (10.50.31.22). Thisis because R3 is peering eBGP with R1 and
redistributing BGP into OSPF on R1. Because OSPF is peering with RS, it islearning the route via
OSPF and overwriting the iBGP route learned viaR6. Very complex [oop!

r 3#debug ip routing
| P routing debugging is on

r 3#

4d23h: RT: closer adnin distance for 16.16.16.0, flushing 1 routes
4d23h: RT: add 16.16.16.0/24 via 10.50.13.1, ospf netric [110/5]
4d23h: RT: add 122.122.122.0/24 via 10.50.13.17, ospf metric [110/786]
4d23h: RT: add 144.144.144.0/ 24 via 10.50.13.1, ospf nmetric [110/834]
4d23h: RT: closer adnin distance for 166.166.166.0, flushing 1 routes
4d23h: RT: add 166. 166. 166.0/24 via 10.50.13.1, ospf netric [110/5]

Tofix this, creste an access list and filter the two loopbacks using distribute-list inbound in OSPF:

r3# show runni ng-config
I <snip>
router ospf 110
router-id 3.3.3.3
distribute-list 16 in



|

r 3#show access-1lists

Standard | P access list 16
deny 16.16.16.0, wildcard bits 0.0.0.255
deny 166. 166. 166. 0, wildcard bits 0.0.0.255
permt any

r 3#

r 3#debug ip routing

| P routing debugging is on

r3# <sni p>

4d23h: RT: add 16.16.16.0/24 via 10.50.31.22, bgp netric [200/2]
4d23h: RT: add 166.166. 166. 0/24 via 10.50.31.22, bgp netric [200/2]

Routes are now being learned viaiBGP and not OSPF.

Ping and traceroute to verify.
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Section 3.0: ISDN Configuration

3.1 Basic ISDN

Configure legacy BRI on R1 and R3. Configure OSPF demand circuit for redundancy on R3.

3.2 PPP Callback

Nest b |

Configure R1 as calback server and R3 as cdlback client. Do not configure dider-map on R1, asit
will retrieve the calback number from the AAA server.

Configure AAA server with username "r3" and its callback attributes. Refer to Figure 1-5 for PPP
calback user profile settingson ACS.

Figure 1-5. PPP Callback Settingson CiscoSecure ACS
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aaa aut horization network default group tacacs+ |oca

usernane r3 call back-dial string 99281766 password 7 094F471A1A0A
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Section 4.0: PIX Configuration

4.1 Basic PIX Configuration

1.

As dtated earlier, do not configure adefault route on PIX. It should learn it from R3 viaRIP. Make
sureyou are ableto ping dl parts of the network including behind PIX.

4.2 Network Address Translation (NAT)
1.

Configureastatic NAT on PIX for the sydog server behind PIX.
2.

Configure outside access list to open TCP port 1468 for TCP-based reliable sydog server:

static (inside,outside) 10.50.31.65 192.168.6.65 netmask 255.255.255.255 0 0
access-list outside permit tcp any host 10.50.31.65 eq 1468 (hitcnt=0)

4.3 Advanced Configuration

1.

The problemisthat PIX isreplying for ARP request for the server mentioned. This could bedueto a
globa or dias configured for the same |P address. Thefix isto turn off proxy-arp for thisinterface.
Sysopt noproxyarp insde stops PIX answering for the ARP requests coming from the inside interface.
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Section 5.0: |PSec/GRE Configuration

5.11PSec

5.1.11PSec LAN-to-LAN Using Preshared

1.

ConfigureaLAN-to-LAN IPSec between the PIX and R4. The key isthe interesting traffic for

| PSecthe 1PSec access list, which should be for UDP port 45000, the postoffice protocol
communication between the IDS and Director. Y ou can aso configure an access list for UDP traffic
from host to host10.50.13.82 to 10.50.31.60.

5.1.2 Advanced | PSec LAN-to-LAN

1.

Configure GRE trafficin section 5.2. |PSec access list should be host-to-host and use tunnel mode.
Configure ISAKMP keepalive to check the connectivity. If the peer does not respond, phasel SA will
go down and thiswill also take down the phase 2 SAs.

Also remember to configure no ip route-cache on dl GRE tunnels and physica interfaces where crypto
map isapplied.

5.2 GRE

Thisisatricky one. Configure GRE between R3 and R6. Y ou need to configure Static trandation on
PIX for loopback?2 to the same address for GRE tunnel on R3 to peer as the GRE degtination.

Furthermore, modify the outside accesslist on PIX to alow ESP and UDP/500 from host
133.133.133.133 t0 166.166.166.166. Y ou do not need to allow GRE since the packets will be
encrypted as per section 5.1.2:

access-list outside permit esp host 133.133.133.133 host 166. 166. 166. 166
(hitcnt=79166)
access-list outside permit udp host 133.133.133.133 host 166. 166. 166. 166
eq i saknp (hitcnt=99)
static (inside,outside) 166.166.166.166 166. 166. 166. 166

3.

Redistribute OSPF into EIGRP 100 with a route map to match only loopbacksin area30. The
examplethat followsisfor the redistribution configuration on R3:



router eigrp 100

redi stribute ospf 110 route-map o2e.
!

access-list 2 permt 30.30.1.0
access-list 2 permt 30.30.2.0
access-list 2 permt 30.30.3.0
access-list 2 permt 30.30.4.0
access-list 2 permt 30.30.5.0
access-list 2 permt 30.30.6.0

I
route-map o2e pernmt 10
match i p address 2

We are not done yet.

Now, if you do ashow ip route on R6, you will seethat it islearning dl the routes via the GRE tunnéel
interface as expected. See the routing table on R6:

r6#show i p route
Codes: C - connected, S - static, | - ICRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1SI1S L1 - IS I1Slevel-1, L2 - IS-ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 10.10.6.1 to network 0.0.0.0

D EX 30.30.1.0 [170/297270016] via 36.36.36.3, 00:13:47, Tunnel 63
D EX 30.30.2.0 [170/297270016] via 36.36.36.3, 00:13:47, Tunnel 63
D EX 30.30.3.0 [170/297270016] via 36.36.36.3, 00:13:47, Tunnel 63
D EX 30.30.4.0 [170/297270016] via 36.36.36.3, 00:13:47, Tunnel 63
D EX 30.30.5.0 [170/297270016] via 36.36.36.3, 00:13:47, Tunnel 63
D EX 30.30.6.0 [170/297270016] via 36.36.36.3, 00:13:47, Tunnel 63
R* 0.0.0.0/0 [120/1] via 10.10.6.1, 00:00:16, EthernetO/1

The question requires pinging the even networks viathe tunnd and odd networks viathe PIX. In doing
90, itisalowed to usean ACL with oneline only.

The solutionis"policy routing." Y ou need to create a policy route to match the odd networks and set
the next hop to the PIX insdeinterfacethat is, 10.10.6.1and apply it in globa mode, as packetswill
originate from R6 when testing:

ip local policy route-nmap next-hop
!
access-list 102 permit ip any 30.30.1.0 0.0.254.255
!
rout e-map next-hop permt 10
match i p address 102
set ip next-hop 10.10.6.1



Theway to confirm if it isworking isto turn on debug icmp trace on PIX, and ping the odd networks.
Y ou will see the packets flowing through, but when you ping even networks, it won't show, asthey will
be traversang as GRE/IPSec packets and not ICMP traffic. The following example demonstratesthis
procedure.

pi x# debug icnp trace
| CVWP trace on
Warni ng: this nmay cause probl ens on busy networks

r6#ping 30.30.1.1
Type escape sequence to abort.
Sending 5, 100-byte ICVWP Echos to 30.30.1.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 104/ 179/200 ns

r 6#pi ng 30.30.2.2
Type escape sequence to abort.
Sending 5, 100-byte ICVMP Echos to 30.30.2.2, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 8/8/8 ns

pi x# debug icnp trace

| CVWP trace on

Warni ng: this nay cause probl ens on busy networks

pi x# 190: Qutbound | CVP echo request (len 72 id 58378 seq 1947) 36.36.36.6 >
10.50.31.1 >30.30.1.1

191: Inbound |1CWP echo reply (len 72 id 17920 seq 1947) 30.30.1.1 >
10.50.31.1 > 36.36.36.6

192: Qutbound | CWP echo request (len 72 id 58634 seq 1947) 36.36.36.6 >
10.50.31.1 > 30.30.1.1

193: Inbound |1CWP echo reply (len 72 id 18176 seq 1947) 30.30.1.1 >
10.50.31.1 > 36.36.36.6

194: Qutbound | CWP echo request (len 72 id 58890 seq 1947) 36.36.36.6 >
10.50.31.1 > 30.30.1.1

195: Inbound |1CWP echo reply (len 72 id 18432 seq 1947) 30.30.1.1 >
10.50.31.1 > 36.36.36.6

196: Qutbound | CWP echo request (len 72 id 59146 seq 1947) 36.36.36.6 >
10.50.31.1 > 30.30.1.1

197: Inbound |1CWP echo reply (len 72 id 18688 seq 1947) 30.30.1.1 >
10.50.31.1 > 36.36.36.6

198: Qutbound | CWP echo request (len 72 id 59402 seq 1947) 36.36.36.6 >
10.50.31.1 > 30.30.1.1

199: Inbound |1CWP echo reply (len 72 id 18944 seq 1947) 30.30.1.1 >
10.50.31.1 > 36.36.36.6

Asyou can see, that ping works for both the odd and even networks from R6, but ICMP packets are
only seen when pinging the odd network, not the even network.

Note that the return echo-reply packets are sent back to the 36.36.36.6 | P address, which isthe
tunndl 1P on R6.

Y ou need to create a static route on PIX for this network, or you will notice that the odd network
pings are unsuccesstul.
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Section 6.0: 10S Firewall Configuration

6.1 CBAC

6.1.1 Basc CBAC Configuration
1

Configure basic 10S Firewall ip inspect commands and inspect TCPIUDP/HTTP only. Apply inspect
outbound on serid links and ingress ACL for filtering.

6.1.2 Firewall Filtering
1.

Inbound ACL on serid links, permit ICMP, OSPF, BGP, and repliesfrom TACACS+ server and
host 111.111.111.111 to be able to Telnet to R2.

For anti-spoofing, do a show ip route connected. Whichever networks are listed should be denied in
the ACL for source network:

r 2#show access-1ists 120
Ext ended | P access list 120
deny ip 12.12.12.0 0.0.0. 255 any
deny ip 122.122.122.0 0.0.0.255 any
deny ip 10.50.22.0 0.0.0.15 any
pernit ospf any any (73740 matches)
pernmit tcp any any eq bgp (29682 natches)
pernmit tcp any eq bgp any (5155 natches)
pernit icnp any any (314 matches)
permt tcp host 10.50.31.6 eq tacacs any (100 natches)
permit tcp host 111.111.111.111 any eq tel net (636 natches)

6.1.3 Advanced CBAC Configuration
1.

Configure TCP embryonic (half-open) connections asfollows:

i p inspect tcp max-inconplete host 200 bl ock-tinme 0O

6.2 Intrusion Detection System (IDS)

6.2.1 Basic IDS Configuration



Configure basic IDS on R4 using the ip audit command set. Use the first example that followsto
configure IDS, and use the second example for logs generated when you detect an attack/signature.

NOTE

Note that communication between IDS and Director is on UDP port 45000.

ip audit nanme | abl info action alarm

ip audit nanme | abl attack action alarm
|

interface FastEthernet2/0

i p address 10.10.45.4 255. 255.255.0
ip audit labl in

ip audit labl out

dupl ex hal f

6d23h: 9% DS-4-1 CMP_FRAGMENT_SI G Si g: 2150: Fragnmented ICVWP Traffic - from
10.10.45.5 to 10.10.45.4

6.2.2 Signature Tuning
1.

If you receive fase positive darms from the IDS on R4, you need to disable signature 3050 for host
10.50.16.5 on R4. Thefollowing example demongtrates tuning DS signatures on R4:

ip audit signature 3050 list 5
|

access-list 5 deny 10. 50. 16. 5
access-list 5 permt any

6.2.3 Spam Attack
1.

Configure R4 protection against SMTP mail spamming using the following command:

ip audit smtp spam 500
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Section 7.0: AAA

7.1 AAA on the Router

aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
!
user
user
!
priv
priv
line

4 Prewvious

Configure AAA on R4 to usethe TACACS+ server.

Configure authentication, EXEC authorization, and command-level 1/10/15 authorization.

Move the show running-config command to level 10 for userl to be ableto invokeit.

Configure fallback to locd in the event the AAA server goes down.

MNext b

Make sure you use anamed method list and apply it to vty lines. Do not configure any authentication

or authorization for console or auxiliary ports, or you will loseal marks.

Usethefollowing exampleto configure dl of the above.

aaa new nodel
aut hentication login vtyline group tacacs+ | oca
aut henti cati on | ogi n con-none none
exec vtyexec group tacacs+ |l oca
exec conexec none
conmands 1 comml group tacacs+ | oca
commands 1 comm con- none none

aut hori zati
aut hori zati
aut hori zati
aut hori zati
aut hori zati
aut hori zat i
aut hori zati
aut hori zat i

name userl
name user?2

il ege exec
il ege exec
con O

on
on
on
on
on
on
on
on

commands
commands
commands
commands

10
10
15
15

commlO group tacacs+ | oca
comm con- none none
comml5 group tacacs+ | oca
comm con- none none

privilege 10 password 7 044E18031D70
privilege 15 password 7 13100417195E

| evel 10 show run
| evel 15 show

exec-tineout 0 O

aut
aut
aut
aut
| og
i ne
aut
aut
aut

hori zation
hori zation
hori zation
hori zation
in authenti
aux O

hori zation
hori zation
hori zation

commands 1 conmm con- none
commands 10 comm con- none
commands 15 comm con- none
exec conexec

cati on con-none

commands 1 conm con- none
commands 10 comm con- none
commands 15 comm con- none



aut hori zati on

exec conexec

| ogi n aut hentication con-none

line vty 0 4
aut hori zati on
aut hori zati on
aut hori zati on

conmands 1 conmil
conmands 10 commlO
conmands 15 comml5

aut hori zati on exec vtyexec

| ogi n aut hentication vtyline
!
end

7.

Configure ACSwith two users asfollows.

Userl with privilege level 10 and permit the show run command. See Figure 1-6 for user settingson

CiscoSecure ACS.

Figure 1-6. User 1 Settings on CiscoSecure ACS
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User2 with privilege level 15 with al commands permitted. See Figure 1-7 for user settings on
CiscoSecure ACS.

Figure 1-7. User 2 Settings on CiscoSecure ACS
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Configure CiscoSecure ACS users above with corresponding privilege levels, so when they login, they
land in enable mode and don't need to enter enable. Y ou need to configure exec authorization to
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achieve thistask. Refer to Figure 1-6 for userl and Figure 1-7 for user2 profile settings on ACS.

7.2AAA on PIX

Configure TACACS+ authentication and authorization for Telnet service on PIX (refer to the example
that followsitem 3).

Configure static trandation for Loopbackl of R6. (Refer to the example that followsitem 3 to
configurethe PIX.)

Configure username rételnet on ACS with Per User Command Authorization set to permit Telnet
service for R6 Loopbackl only. Refer to Figure 1-8 for rételnet profile settingson ACS.

pi x# show aaa
aaa aut hentication include telnet outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 ACS
aaa authorization include telnet outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 ACs
pi x#
pi x# show aaa- server
aaa- server ACS (inside) host 192.168.6.6 cisco tinmeout 10
pi x#
pi x(config)# show access-1ist outside
access-list outside permit tcp any host 10.50.31.6 eq tacacs (hitcnt=103)
access-list outside permit tcp any host 16.16.16.16 eq telnet (hitcnt=7)
pi x(config)# show static
static (inside,outside) 16.16.16.16 16.16.16. 16 net nask 255.255.255.255 0 0
I Login capture fromR3 telnetting to R6 | oopbackl
r3#tel net 16.16.16. 16
Trying 16.16.16.16 ... Open

User nane: r6tel net
Passwor d: r6tel net

User Access Verification

Passwor d:

r6>en

Passwor d:

r 6%

r 6%

I After successfully logging on to R6, confirmthat
I authentication/authorization is working on pix;
pi x# show uauth

Current Most Seen
Aut henti cat ed Users 1 1
Aut hen I n Progress 0 1

user 'r6telnet' at 10.50.31.2, authorized to:
port 16.16.16. 16/tel net
absol ut e ti meout: 0:05:00
inactivity tinmeout: 0:00:00

Figure 1-8. r6telnet Settingson CiscoSecure ACS
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If Shell Command Authorization Set does not appear in User Setup in ACS, go to Interface Configuration and
select TACACS+ and tick the User column for Shell (exec). See Figure 1-9.

Figure 1-9. Interface Configuration on ACS
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NOTE

The Reports and Activity section in CiscoSecure ACSis very useful for troubleshooting. Verify
FAILED/PASSED attemptsin Reports, as shown in Figure 1-10.

Figure 1-10. Reportsand Activity in ACS
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Section 8.0: Advanced Security

8.1 Password Protection

Configure service password-encryption on al the routers to encrypt the enable password; otherwise,
they will appear in clear text in the configuration.

8.2 EXEC Authentication

Configure enable secret on R2.

Configure authentication for shell EXEC without using the AAA engine using the enable use-tacacs
command. Note that thisis not TACACS+ but TACACS server (without the +). CiscoSecure ACSis
not aTACACS server but TACACS+ only.

Configure falback to pass authentication in the event the TACACS server isdown or not found using
enable |ast-resort succeed.

8.3 Access Control

In this case, you can configure autocommand for auser to Telnet to the router. autocommand will
execute the required command and exit the sesson. Thisway the user will not be ableto keep its
Telnet sesson:

usernane testconfig privilege 15 password 7 15060E1F1029242A2E3A32

user nanme testconfig autocommand show run
|

line vty 0 4
privilege level 15
password 7 110A1016141D

| ogin | ocal
|

end

Test by Telnetting from R1 to 10.50.13.2.

r 1#t el net 10.50. 13.2



Trying 10.50.13.2 ... QOpen
User Access Verification

Usernanme: testconfig

Password: testconfig

Bui | di ng configuration..

Current configuration : 7022 bytes

|

I Last configuration change at 23:46:49 AEDT Sun Jan 19 2003
I NVRAM config | ast updated at 00: 15: 25 AEDT Mon Jan 20 2003
|

version 12.1

no service single-slot-rel oad-enabl e

service tinmestanps debug uptine

service tinmestanps | og uptine

servi ce password-encryption

|

host nanme r3
|

shi pped
I
end

[ Connection to 10.50.13.2 closed by foreign host]
rl#

Asyou can see, as soon as the show run command output finished, the session was closed.
2.

Configure RS Telnet access to permit host 133.133.133.133 only:

access-list 3 permt 133.133.133.133

!

line vty 0 4

access-class 3 in

password 7 13061E010803

| ogin

!

end
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Section 9.0: I P Services and Protocol-Independent Features

9.1 NAT

Configure NAT for Loopback3 192.168.3.1/24.

The objective isthat when sourced from Loopback3 to anywhere on the network, it should be

trandated using the egress interface. For example, if you ping 122.122.122.122, it will use egress

MNext b

interface Serid 1/0.3, whereas if you ping 144.144.144.144, it will use egressinterface Serid 1/0.1. If
you ping 166.166.166.166, it will use egress interface FastEthernet0/0. To configure this multihomed

NAT, enter thefollowing:

ip nat inside source route-map fastethernet0/0 interface FastEthernet0/0

over| oad

ip nat inside source route-map serial1/0.1 interface Serial 1/0.1 overl oad
ip nat inside source route-map serial1/0.3 interface Serial 1/0.3 overl oad

!

access-list 102 permt ip 192.168.3.0 0.0.0.255 any
!

route-map serial1/0.1 pernmt 10
match i p address 102

match interface Serial 1/0.1

!

route-map serial1/0.3 pernmit 10
match i p address 102

match interface Serial 1/0.3

!

route-map fastethernet0/0 pernmt 10
match i p address 102

mat ch i nterface FastEthernet0/0

To test multihomed NAT, enter thefollowing:

I "Debug ip nat" on R3 and ping 122.122.122.122, 144.144.144.144 and

166. 166. 166. 166
I sourcing from Loopback3:
r3#ping ip
Target | P address: 122.122.122.122
Repeat count [5]:
Dat agr am si ze [ 100]:
Ti meout in seconds [2]:
Ext ended commands [n]: vy
Source address or interface: |oopback3
Type of service [0]:
Set DF bit in |IP header? [no]:
Val idate reply data? [no]:



Data pattern [ OxABCD|

Loose, Strict, Record, Tinmestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 5, 100-byte I CWP Echos to 122.122.122.122, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 68/ 68/ 68 ns
r 3#

r 3#

4d14h: NAT: s=192.168. 3. 1->10.50. 13. 18, d=122.122.122.122 [195]
4d14h: NAT*: s=122.122.122.122, d=10.50.13.18->192.168. 3.1 [195]
4d14h: NAT: s=192.168. 3. 1->10.50. 13. 18, d=122.122.122.122 [196]
4d14h: NAT*: s=122.122.122.122, d=10.50.13.18->192.168.3.1 [196]
4d14h: NAT: s=192.168. 3. 1->10.50. 13. 18, d=122.122.122.122 [197]
4d14h: NAT*: s=122.122.122.122, d=10.50. 13.18->192.168.3.1 [197]
4d14h: NAT: s=192.168. 3. 1->10.50. 13. 18, d=122.122.122.122 [198]
4d14h: NAT*: s=122.122.122.122, d=10.50.13.18->192.168. 3.1 [198]
4d14h: NAT: s=192.168. 3. 1->10.50. 13. 18, d=122.122.122.122 [199]
4d14h: NAT*: s=122.122.122.122, d=10.50.13.18->192.168.3.1 [199]
r 3#

r 3#

r3#ping ip

Target | P address: 144.144.144. 144

Repeat count [5]:

Dat agr am si ze [ 100]:

Ti meout in seconds [2]:

Ext ended commands [n]: vy

Source address or interface: |oopback3

Type of service [0]:

Set DF bit in | P header? [no]:

Val idate reply data? [no]:

Data pattern [ OxABCD|

Loose, Strict, Record, Tinmestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte | CVP Echos to 144.144.144.144, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/ max = 96/ 99/ 101 ns
r 3#

r 3#

4d14h: NAT: s=192.168. 3.1->10.50. 13. 2, d=144.144. 144. 144 [ 210]
4d14h: NAT*: s=144.144.144.144, d=10.50.13.2->192.168.3.1 [210]
4d14h: NAT: s=192.168. 3.1->10.50. 13. 2, d=144.144. 144. 144 [ 211]
4d14h: NAT*: s=144.144.144.144, d=10.50.13.2->192.168.3.1 [211]
4d14h: NAT: s=192.168. 3.1->10.50. 13. 2, d=144.144. 144. 144 [ 212]
4d14h: NAT*: s=144.144.144.144, d=10.50.13.2->192.168.3.1 [212]
4d14h: NAT: s=192.168. 3.1->10.50. 13. 2, d=144.144. 144. 144 [ 213]
4d14h: NAT*: s=144.144.144.144, d=10.50.13.2->192.168.3.1 [213]
4d14h: NAT: s=192.168. 3.1->10.50. 13. 2, d=144.144. 144. 144 [ 214]
4d14h: NAT*: s=144.144.144.144, d=10.50.13.2->192.168.3.1 [214]
r 3#

r 3#

r3#ping ip

Target | P address: 166.166.166. 166

Repeat count [5]:

Dat agr am si ze [ 100]:

Ti meout in seconds [2]:

Ext ended commands [n]: vy

Source address or interface: |oopback3

Type of service [0]:

Set DF bit in | P header? [no]:

Val idate reply data? [no]:

Data pattern [ OxABCD|

Loose, Strict, Record, Tinmestanp, Verbose[none]:

Sweep range of sizes [n]:



Type escape sequence to abort.

Sendi ng 5, 100-byte I CWMP Echos to 166.166.166.166, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/ 4/ 4 ns
r 3#

r 3#

4d14h: NAT: s=192.168. 3. 1->10.50.31.2, d=166.166. 166. 166 [ 205]

4d14h: NAT*: s=166.166. 166. 166, d=10.50.31.2->192.168. 3.1 [205]
4d14h: NAT: s=192.168. 3. 1->10.50.31.2, d=166.166. 166. 166 [ 206]

4d14h: NAT*: s=166.166. 166. 166, d=10.50.31.2->192.168. 3.1 [206]
4d14h: NAT: s=192.168. 3. 1->10.50.31.2, d=166.166. 166.166 [207]

4d14h: NAT*: s=166.166. 166. 166, d=10.50.31.2->192.168. 3.1 [207]
4d14h: NAT: s=192.168. 3. 1->10.50.31.2, d=166.166. 166.166 [208]

4d14h: NAT*: s=166.166. 166. 166, d=10.50.31.2->192.168.3.1 [208]
4d14h: NAT: s=192.168. 3. 1->10.50.31.2, d=166.166. 166. 166 [209]

4d14h: NAT*: s=166.166. 166. 166, d=10.50.31.2->192.168.3.1 [209]

The preceding test from R3 confirms NATing loopback3 with respective egressinterface as per the
route map:

Ping 122.122.122.122 NATed with 10.50.13.18 egress Serial /0.3
Ping 144.144.144.144 NATed with 10.50.13.2 egress Serial 1/0.1

Ping 166.166.166.166 NATed with 10.50.31.2 egress FastEthernet0/0

9.2NTP

Configure R2 asNTP Server and R1 asNTP Client.
2.

Configure authentication usng the mds key. NTP status and authentication on R2 isasfollows:

ri# show ntp status
C ock is synchronized, stratum9, reference is 10.50.13. 34
nom nal freq is 250.0000 Hz, actual freq is 250.0000 Hz, precision is 2**24
reference tinme i s CLD5BFAA. 20689871 (00: 22:02.126 UTC Mon Jan 20 2003)
clock offset is 1.6778 nsec, root delay is 64.39 nsec
root dispersion is 126.82 nsec, peer dispersion is 0.12 nsec
ri#
ri#
ri#show ntp associ ati ons det ai
10. 50. 13. 34 configured, authenticated, our_master, sane, valid, stratum8
ref ID 127.127.7.1, time CLD5BF88. FE740124 (00:21:28.993 UTC Mon Jan 20 2003)
our node client, peer node server, our poll intvl 64, peer poll intvl 64
root delay 0.00 nsec, root disp 125.03, reach 377, sync dist 157.349
del ay 64.39 nsec, offset 1.6778 nsec, dispersion 0.12
precision 2**16, version 3
org tine CLD5BFAA. 188E6A78 (00: 22: 02. 095 UTC Mon Jan 20 2003)
rcv time CLD5BFAA. 20689871 (00:22:02.126 UTC Mon Jan 20 2003)
xmt time CLD5BFAA. OFC3685F (00:22:02. 061 UTC Mon Jan 20 2003)

filtdelay = 64. 67 64. 39 64. 50 64. 45 64. 67 64. 39 64. 80 67.99
filtoffset = 1.66 1.68 1.60 1.55 1.57 1.55 1.66 -0.13
filterror = 0.02 0. 03 0.05 0. 06 0. 08 0.09 0.11 0.12

r1#



rl#

r 1#show cl ock

00: 25:19.586 UTC Mbn Jan 20 2003
rl#

rl#

3.

In some IOS it is necessary to enter the NTP authentication commandsin aparticular order. Below is
the exact order that confirms operation:

For R2 (magter) enter commands in the following sequence:

ntp authentication-key 1 nd5 cisco
ntp master 2

For R1 (Client) enter commandsin the following sequence:

ntp authentication-key 1 nd5 cisco
ntp authenticate
ntp trusted-key 1
ntp server 10.50.13.34 key 1

4.

Remember that you have an inbound access list applied to the serid link on R2; you need to dlow
NTP.

9.3 SNMP

Configure R3 to send SNMP traps when a configuration change happens for BGP

snnp-server comunity public RO
snmp-server comunity private RW
snnp-server enable traps config
snnp-server enable traps bgp
snmp-server host 10.50.31.99 public config bgp

I snip fromR3 test using debug snnmp packet;

r 3#debug snnp packets

SNWP packet debugging is on

r3#

r3#config termna

Enter configuration conmands, one per line. End with CNTL/Z

r3(config)#

r3(config)#

5d00h: SNMP: Queui ng packet to 10.50.31.99

5d00h: SNWP: V1 Trap, ent ciscoConfighvanM B. 2, addr 10.50.31.2, gentrap 6,



spectrap 1

ccnHi storyEventEntry. 3.162 = 1
ccnHi storyEventEntry. 4. 162 = 2
ccnHi storyEventEntry. 5.162 = 3

5d00h: SNMP: Packet sent via UDP to 10.50.31.99

r3(config)#

r3(confi g) #end

r 3#

r3#clear ip bgp *

r 3#

5d00h: 9BGP- 5- ADJCHANGE: nei ghbor 10.50.13.1 Down User reset

5d00h: SNWP: Queui ng packet to 10.50.31.99

5d00h: SNMP: V1 Trap, ent bgp, addr 10.50.31.2, gentrap 6, spectrap 2
bgpPeer Entry. 14. 10.50. 13.1 = 00 00
bgpPeerEntry. 2.10.50.13.1 =1

5d00h: 9BGP- 5- ADJCHANGE: nei ghbor 10.50. 13.17 Down User reset

5d00h: SNWP: Queui ng packet to 10.50.31.99

5d00h: SNMP: V1 Trap, ent bgp, addr 10.50.31.2, gentrap 6, spectrap 2
bgpPeer Entry. 14. 10. 50. 13. 17 = 00 00
bgpPeerEntry. 2.10.50.13.17 = 1

5d00h: 9BGP- 5- ADJCHANGE: nei ghbor 10.50. 31. 22 Down User reset

r 3#

5d00h: SNWP: Queui ng packet to 10.50.31.99

5d00h: SNMP: V1 Trap, ent bgp, addr 10.50.31.2, gentrap 6, spectrap 2
bgpPeer Entry. 14. 10. 50. 31. 22 = 04 00
bgpPeerEntry. 2.10.50.31.22 = 1

5d00h: SNMP: Packet sent via UDP to 10.50.31.99

5d00h: SNMP: Packet sent via UDP to 10.50.31.99

5d00h: SNMP: Packet sent via UDP to 10.50.31.99

r 3#

r 3#

I Snip fromPIX config and ACL;

pi x# show access-|ist outside

access-list outside permt udp host 10.50.31.2 host 10.50.31.99 eq snnptrap
(hitcnt=44)

pi x# show static

static (inside,outside) 10.50.31.99 192.168.6.99 net nask 255.255.255.255 0 0
pi x#

9.4 Policy Routing

1.

Configure policy routing on R1 to change the next hop for mail and web server off R3:

interface Serial 2/0.2 point-to-point
i p address 10.50.13. 33 255. 255. 255. 240
ip policy route-map server
I
interface Serial 2/0.3 point-to-point
i p address 10.50.13.1 255. 255. 255. 240
ip policy route-map server
!
!
ip local policy route-map server
!
access-list 101 permt ip any host 10.50.31.98

access-list 102 permt ip any host 10.50.31.99
!



route-map server pernit 10
match i p address 101

set ip next-hop 10.50.13. 34
I
route-map server pernit 20
match i p address 102

set ip next-hop 10.50.13.2
!

route-map server pernmt 30

I Verify with traceroute;
ri#traceroute 10.50.31.98

Type escape sequence to abort.
Tracing the route to 10.50.31.98

1 10.50.13.34 'A * A
r 1#traceroute 10.50. 31. 99

Type escape sequence to abort.
Tracing the route to 10.50.31.99

1 10.50.13.2 32 nsec 32 msec 32 nsec

2 * * *
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Section 10.0: Security Violations

10.1 Denial of ServiceDoS

Configure CAR (rate-limit) on R3to prevent ICMP flooding:

interface Serial 1/0.1 point-to-point

i p address 10.50.13.2 255. 255. 255. 240

rate-limt input access-group 110 560000 256000 384000 conformaction
conti nue exceed-action drop

I

interface Serial 1/0.3 point-to-point

i p address 10.50.13. 18 255. 255. 255. 240

rate-limt input access-group 110 560000 256000 384000 conformaction
conti nue exceed-action drop
!

access-list 110 pernit icnp any any

10.2 | P Spoofing

1.

Configure Unicast RPF | P spoofing protection on PIX for indde and outside interfaces:

pi x# show ip verify
ip verify reverse-path interface outside
ip verify reverse-path interface inside
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Chapter 2. Practice Lab 2

Now that you have completed thefirst lab in Chapter 1, Practice Lab 1, you might have afair understanding of
how the CCIE test islaid out and how to approach it. But, of course, thisis just a practice test, and you should
not assume that the questions, design, layout, or structure of the test match thereal CCIE test. Theselabs are
closeto thered labs, but not exactly the same.

Thislab isaso amultiprotocol, multitechnology lab, just asin Chapter 1, and you will be tested on all aress.
The degree of complexity in each lab has been maintained at the same levd.

Thelab topology isdifferent than Chapter 1, with two more routers added to thislab.

Usethe" Verification, Hints, and Troubleshooting Tips" section to build up troubleshooting skills and learn how
to identify problems and resolve them.

Thelab iscomposed of 100 marks. To pass the lab, you must complete the lab within 8 hours and obtain a
minimum of 80 marksto pass. Aswith all other labs, thistest has been written such that you should be able to
completedl questions, including initial configuration (such as | P addressing), within 8 hours; this excludes
cabling time. Allow up to 1 hour for cabling, and follow the cabling ingtructionsin the " Cabling Ingructions”
section and observe theingructionsin the" Generd Guiddines” section. Y ou can use any combination of
routers aslong as you fulfill thetopology diagramin Figure 2-1. It isnot compulsory to use the same mode! of
routers.

Figure2-1. Lab Topology Diagram
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Thereal CCIE Lab does not require you to do any cabling or the | P addressing.

vB]

Mext b |



. 4 Prewvious
LiIB

MNext b

Equipment List

8 routers with the following specifications (dl routers are to be loaded with the latest Cisco 10S
versonin 12.1(T) train):

R1 2 serid, 1 Ethernet (with P Plusimage)

R2 1 serid, 2 Ethernet (with IP Plusimage)

R3 2 Ethernet (with IP Plusimage)

R4 1 serid, 1 BRI (with IP Plus + IPSec 56 image)

R5 1 serid, 1 Ethernet (with IP Plus + Firewal image)

R6 1 serid, 1 Ethernet, 1 BRI (with IP Plus + 1PSec 56 image)
R7 1 Ethernet (with IP Plusimage)

R8 3 szrid, 1 Ethernet (with IP Plus + IPSec 56 image)
1 3550 switch
1 PIX: 2 interfaces (with version 6.1.4 with DES enabled)

2 PCs.
Windows 2000 Server with CiscoSecure ACS 3.0+ indtdled

Test PC (Windows 95/98/2000) with CiscoSecure VPN Client 3.x installed
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General Guiddines

Do not configure any static/default routes unless otherwise specified/required.

Use DLClsprovided in the diagram.

Use the I P addressing scheme provided in the diagram; do not change any 1P addressing unless
otherwise specified. In the CCIE Lab, initia configurations are loaded, and therefore | P addresses are
not to be changed. In this book, each chapter has a separate lab topology with different |P addressing,
s0 each chapter needs to be recabled and al | P addresses need to be redone from the previous

chapter.

Use cisco as the password for any authentication string, enable-password, and TACACS+RADIUS
key or for any other purpose unless otherwise specified.

Add additional loopbacks as specified during thislab.

Configure VLANs on Switchl as per the diagram.

All routers should be able to ping any interface in the network using the optimal path.

Y ou must time yourself to completethislabin 8 hours.

The lab has 100 markstotal, and you require 80 marks to pass. Each section isindicated with marks.

Do not use any external resources or answers provided in this book when attempting the lab.

Configure fallback for any of the AAA questions below to the local database. If you don't, you will
losedl pointsfor that question.

Do not configure any authentication or authorization on the console and aux ports.

NOTE



Thered CCIE lab exams are hands-on structures similar to this book. Each configuration exercise has
preassigned point values. The candidate must obtain a minimum mark of 80% to pass. This book providesyou
with asmilar sructure to give you a better understanding and experience. For more information on CCIE
exam gructure, refer to thefollowing URLs

www.cisco.com/en/US partner/learning/le3/le2/le23/learning_certification level homehtml

WWW.CiSco.com/warp/customer/625/ccie/lexam preparation/preparation.htm
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Setting Up the Lab

Y ou can use any combination of routers aslong as you fulfill the topology diagram outlined in Figure 2-1. Itis
not compulsory to use the same model of routers.

Frame Relay DL CI Information

Configure R8 as a Frame Relay switch and use Figure 2-2 for DLCI information. Only DLCIsindicated in
Figure 2-2 should be mapped on the routers.

Figure 2-2. Frame Relay DL CI Diagram

Routing Protocol Information

Use Figure 2-3 to configure routing protocols for the exercisesto follow.

Figure 2-3. Routing Protocal I nformation
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BGP I nformation

Use Figure 2-4 to configure BGP.

Figure 2-4. BGP Information
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Cabling Instructions

Use Tables 2-1 and 2-2 for cabling al devicesin your topology. It isnot amust to use the sametype or
Sequence of interface. Y ou may use any combination of interfaces aslong as you fulfill the requirement.

Table 2-1. Cabling Instructions (Ethernet)

Ethernet Cabling Switchl
R1-fastethernet2/0 Port 1
R2-ethernetO/O VLAN_4 Port 2
R2-ethernetO/1 VLAN_5 Port 3
R3-ethernetO/O VLAN_4 Port 4
R3-ethernetO/1 VLAN_5 Port 5
R5-ethernetO Port 6




R6-fastethernet0/0 Port 7
P1X-outside-ethernetO Port 8
PIX-indde-ethernetl Port 9
R7-fastethernet0/0 Port 10
AAA sver Port 11
R8-ethernet0/0 Port 12
Test PC Port 13

Table 2-2. Cabling Instructions (Serial)

Back-to-Back Cabling DTE-End DCE-End

R1-to-frsw[*] (tor5/r6) R1-serid3/0 R8-seria1/0
R5-to-frsw[*] (torl) R5-serid0 R8-serid1/1
R6-to-frsw[*] (torl) R6-serid 1/0 R8-serid 1/2
R2-to-R4 R4-serid 2/0 R2-serial1/0

[*] frsw = Frame Relay switch R8

LiB
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Practice Lab 2 Exercises

Asyou gart Lab 2, remember that each section isindicated with corresponding points. Gauge the vaue of the
question by its points and complexity, and spend adequate time on it. Do not waste time on a section when you
get stuck; you must learn to move on and attend to problem sections later on.

The steps in each exercise are not necessarily intended to be completed in order. They can be donein any
order of preference or asyou fed appropriate. There may be Stuations where intentionaly the steps have been
written in incorrect order to cause aproblem. Y ou have to identify the best approach and fulfill dl the
requirements.
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Section 1.0: Basic Configuration (10 points)

1.1 1P Addressing (2 points)

1.

Redraw a detailed topology with al the necessary information.
Configure P addressing as per the topology diagram in Figure 2-1.

Do not configure any static or default routes anywhere on the network unless otherwise specified.
Configure adefault route on R8 to null0. R8 isthe perimeter router in this network. Populate this
default routeto al the routers.

Create the following loopbacks:

Loopback-111.11.11.11/24 on R1

Loopback-112.12.12.12/24 on R2

Loopback-1 13.13.13.13/24 on R3

Loopback-2 13.14.13.13/24 on R3

Loopback-114.14.14.14/24 on R4

Loopback-2 144.144.144.144/24 on R4

Loopback-1 15.15.15.15/24 on R5

Loopback-1 16.16.16.16/24 on R6

Loopback-117.17.17.17/24 on R7

Loopback-1 18.18.18.18/24 on R8
1.2 Frame Relay Configuration (4 points)

1.

Configure R8 asaFrame Relay switch, using the DLCI information provided for Frame Relay routing

inFigure 2-2.
2.

Configure Frame Relay between R1, R5, and R6.
3.



Configure subinterfaces on R1.
4.

Do not configure subinterface on R5 and R6.
5.

Use only the DLCIs provided in Figure 2-2. No dynamic DLCls are alowed for this exercise.
1.3 LAN Switch Configuration (4 points)

1.

Configure Switchl with the VLAN information provided in the topology diagramin Figure 2-1.

Configure the switch management interface to bein VLAN_10 with 1P address 10.50.34.10. All
devices on the network should be able to ping the management interface.

Configure static NAT to 110.50.13.68 on PI X to achieve thistask.

Configure MAC restriction such that only PIX interfaces €0 and el are connected to ports 8 and 9 of
the switch. If any device other than PIX is connected to these ports, the switch should shut down the

ports.

R2 and R3 are experiencing a broadcast storm on VLAN_4. Packets are flooding the LAN, creating
excessve traffic and degrading network performance. Configure traffic suppression level 50 on the
switch to prevent this.
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Section 2.0: Routing Configuration (25 points)

2.1 OSPF (7 points)

1.

Configure OSPF as shown in Figure 2-3.

Configure strong authentication for al aress.

Configure R1-R6 and Loopbackl on R6 in Area0. All routers should see this |oopback.
Configure R1-R2-R3 in ArealO.

Configure R2-R3-R8 in Area20. Add Loopbackl on R8 in Area20.

Thisisaready configured as of point 15.

Configure OSPF redundancy and high availability for ArealO such that R1 has connectivity to R8in
the event of failure of R2 or R3. R1 should form adjacency to onerouter only in ArealO at any given
time (such as R2 or R3), asthe other router is supposed to be Standby. Verify OSPF adjacency and
the routing table on R1 and R8 when you shut down Ethernet0/1 on R2. Do not use any static routes
to achieve thistask.

Ensure that the Area20 network appearsin the routing table on al routers.

Redistribute OSPF/RIP as appropriate on R1, R2, and R6.
10.
Filter on R1 such that R3 can ping the loopback-1 on RS but not the Ethernet. The route for Ethernet

should be vishle. All other traffic should pass normaly. Do not configure ACL on R3 or R5 to achieve
thistask.

2.2 EIGRP (3 points)

1.

Configure loopback-1 and loopback-2 on R3 in EIGRP-200. Summarize such that al routers see only
oneroute for these. All routers should see the summarized route.



Redistribute EIGRP into OSPF with ametric of 10 on all routers. All routers should seethisroutein
the routing table.

2.3 RIP (5 points)

1.

Configure RIPv2 between R2-R4. Put Loopback-1 and Loopback-2 on R4 in RIP.

Configure RIPv1 between R1 and R5.

Configure RIPv2 between R7 and PIX.

Configure RIPv2 between R5, R6, and PIX.

Configure smple authentication for RIPv2 peers.

Advertise the default route to all peersin the network.

Advertise loopback-1 on R5 and R7.

Redistribute between RIP/OSPF where necessary.

All routers should be able to ping above loopbacks using the optima path.
2.4 BGP (10 points)

2.4.1 Basic BGP Configuration (4 points)
1.

Configure BGP as shown in the BGP information diagram in Figure 2-4.

Configure ASL peersR1, R2, R3, and R6. Only one neighbor statement isalowed on R2, R3, and
R6. Use private AS-numbersto achieve thistask.

Private AS-numbers should not appear on AS2, AS3, and A4 peers.

Configure authenticationin ASL.

Configure R4 to peer with R6 using Loopback1 on each end.



Configure R1 to peer with R5. R5 should receive adefault route viaBGP only.
7.

Redistribute BGP into OSPF on R2 and R3.
2.4.2 Multi-Homed BGP Setup (2 points)
1.
Configure R7 to peer with two different service providers, such as R5 and R6. Use L oopback-1 as
the source. Y ou may put astatic route on R5 and R6 for R7 Loopback-1. Create static trandation and
ACL on PIX to achievethistask.
Take necessary measures to prevent any route leaking between service providers.
2.4.3 BGP Route Filtering (2 points)

1.

Advertise loopback-2 on R4 in BGP and RIPv2.
2.

AS3 should not see any routes from AS2. Do not use as-path, filter-list, or prefix-list on any peersto
achievethistask.
Do not configure any method on R4 to achieve thistask.
2.4.4 BGP Route Selection (2 points)
1.
Advertise loopback-1 on R1 and R2 in BGP.

A should prefer R5 to reach loopback-1 on R1 and R6 to reach loopback-1 on R2. Do not use
weight or MED to achievethistask.

Advertiseloopback-1 on R7 in BGP; do not use the network command to achieve this task.

All routers should be able to ping these |oopbacks.
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Section 3.0: ISDN Configuration (7 points)

3.1 Basic ISDN (4 points)

1.

Configure ISDN on R4 and R6.
Use network 110.50.46.0/24.
Advertise the ISDN network in OSPF Area0.

Do not configure any legacy commands on R4.
ISDN information:
BRI number on R4 1599047132
BRI number on R6 is 99047265
Switch-type = basic-net3
3.2 PPP Authentication and Multilink (3 points)
1.
Configure PPP authentication and authorization using the local database on the router. Do not
configure AAA on R6.

R6 should use host name"LAB2" for CHA P authentication.

Configure ISDN to bring up asecond B channel on 1 percent for load in any direction.
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Section 4.0: PIX Configuration (5 points)

4.1 Basic PI X Configuration (3 points)

1.

Configure host name PIX.

Configure outside IP address 110.50.13.67/28.

Configureinside |P address 10.50.34.1/24.

Configure RIP on insde and outside interfaces as shown in the diagram.

Configure Smple authentication for RIPv2.

Y ou should be able to ping Loopback1 on R7.

Make sure you can ping the AAA server and the switch management interface.

Do not use conduit statementson PIX.

4.2 Network Address Translation (NAT) (2 points)

1.

LiB

Y ou should receive RIP route(s) from R7. Configure network address trandation such that deviceson
the outside of PIX can ping thisloopbackl address of R7 asis. You are alowed to add a static route
for thison R5 and R6 only. R1 should learn thisroute via BGP.

Configure static NAT for AAA server 10.50.34.254 to 110.50.13.69.

Configure static NAT for Switch Management Interface 10.50.34.10 to 110.50.13.68.

All networks behind PIX should be able to go out to the Internet. Hide these networks with the IP
address of the outsde interface.
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Section 5.0: |PSec/GRE Configuration (15 points)

5.1 1PSec (10 points)
5.1.1 IPSec Remote Access Using Preshared Key (3 points)

1.

Configure the remote-access VPN on PIX for clients coming from the outside network.
Configure extended authentication usng RADIUS.

Assign the IP address, WINS, and DNS from PIX.

Assign IP from VPNPool of 172.16.1.0/24.

Assign WINS server |Pis 200.200.200.200.

Assign DNS server 1P is200.200.200.201.

Configure group name lab2 and password cisco.

Test PC should use the tunnel to reach networks behind PIX only.

Verify from Test PC in VLAN-4 by pinging AAA server 10.50.34.254.
10.
Make sure you have aroute on Test PC for 110.50.13.64/28 pointing to 110.50.32.1.
5.1.2 1PSec LAN-to-LAN Using Preshared Key (3 paints)
1.

Encrypt GRE trafficin section 5.2.
2.

Use the preshared authentication method. Configure al other parameters as you fed appropriate.
5.1.3 1PSec Redundancy (4 points)

1.



Configure IPSec redundancy such that if any interface(s) on R6 goes down, |PSec traffic continues
normaly viathe ISDN link.
2.

R6 should not trigger the call.
3.

R4 must cal R6 and maintain aconnection.
5.2 GRE (5 points)
1.
Configure the following private networks on R4, R6, and R8:
Loopback-10 on R4: 10.1.4.1/24
Loopback-10 on R6: 10.1.6.1/24
Loopback-10 on R8: 10.1.8.1/24

Configure GRE between R4, R6, and R8. Run EIGRP-100 to advertise private networks. These
networks should not be visible on any other routers.
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Section 6.0: |OS Firewall Configuration (8 points)

6.1 Context-Based Access Control (CBAC) (4 points)
1.

Configurethe firewal on R5 to protect VLAN_3 for TCP and UDP treffic.
2.

Use Network Ingress Filtering and anti-spoofing techniques defeating DoS attacks as per RFC 1918
and 2267.

Configure CBAC to ingpect the custom application trafficin Section 6.2.
6.2 Port to Application Mapping (PAM) (4 points)
1.

Y our organization has acustom HT TP-based gpplication server on VLAN_5, whichislistening on
ports 8080 through 8083. It has built-in security to listen to different ports for requests from different
source IPs.

Configure R5 such that hosts 110.50.13.70 and 110.50.13.71 are able to use ports 8080, 8081 and
ports 8082, 8083, respectively, to access this application.

. 4 Previous
LiB Mest b



LiB

4 Prewvious

Section 7.0: AAA (7 poaints)

7.1 AAA on the Router (3 points)

1.

Configure R2 authentication and authorization usng TACACS+.

Use Loopback-1 as source.

Configure username r2-telnet on ACS with privilegeleve 5.

Configure command authorization for level 5 usersto be able to configure interface- specific
commands. Log al commandsfor leve 5 user.

Console and Aux should not be affected by any of the authenti cation/authorization process.

7.2 AAA on the Switch (4 points)

1.

LiB

Configure Telnet accessto the switch from anywhere on the network.

Configure authentication, authorization, and accounting usng RADIUS.

Configure accounting such that we can bill user sw2 for the time logged onto the switch.

Log dl commands.

Configure username sw2 on ACSwith privilegeleve 15.

Verify ACSlogsthat you seelogged-in user(s) and the commands being used.

Console and Aux should not be affected by any of the authenti cation/authorization process.
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Section 8.0: Advanced Security (8 points)

8.1 Perimeter Security (3 points)
1.
The Internet uplink on R8 isunder heavy load, resulting in lesstime alocation to handle the routing
protocols, and priority to system-level processes. Upon investigation, it seems some fast packet flood

iscausng this condition. Y our task isto lower this effect by configuring 20 percent of the CPU
available to process system-level tasks.

Userson VLAN_5 are complaining of dow response for TCP-based connections. At the sametime,
UDP-based connections are good and having no problems. As per RFC 896, configure Nagle
congestion control agorithm on R8 to aleviate the smdl-packet problemin TCP.
8.2 Router Management Using HTTP (3 points)
1.

Configure HTTP for router management on R1. Redtrict accessto Test PCin VLAN_4 only.
2.

Configure TACACS+ to authenticate username r1-http for this.
3.

Source all TACACS+ requests with Loopback-1.
8.3 Access Control (2 points)
1.

Configure access control on R3 such that the router administrator dways has the ability to Telnet, using
password ciscol23.

Do not use the ip access-class command to achieve this task.

All other users should continue to have Telnet accessto R3. Notethat all other users must usethe
default password cisco for Telnet.

Do not configure AAA or define any loca username to achieve thistask.
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Section 9.0: I P Services and Protocol-Independent Features (10
points)

9.1 NAT (3 points)

1.

Configure network addresstrandation on R4, R6, and R8 for private networks to communicate with
public networks.

Configure PAT using the next | P address of the egress interface subnet.

No network address trandation should occur when communicating between private networks.
9.2 NTP (3 points)
1.

R1 should update its clock from R2.

R3 should dynamically synchronize with R1. Do not configure any NTP server statement on R3 to
achievethistask.

Configure strong authentication between NTP peers.

Use Loopback-1 for NTP updates.
9.3 Traffic Shaping (2 points)
1.

The Frame Relay link on R1 with DLCI 106 is experiencing heavy congestion. Thisisresultingin
OSPF losing neighbor relationships.
2.

Configure R1 such that the Frame Relay provider does not drop any OSPF packets during congestion.
9.4 HSRP (2 points)
1.

Configure secure HSRPon VLAN 4.
2.



R2 should be ACTIVE with ahigher priority than R3.
3.

Configure such that if EthernetO/1 of VLAN_5 on R2 goes down, HSRP fails over to R3. When the
Ethernet comes UP, R2 should take the active roleimmediately.

4 Previous

LIB Next



. 4 Prewvious
LiIB

MNext b

Section 10.0: Security Violations (6 points)

10.1 Denial of Service (DoS) (3 points)
1.

R1 isexperiencing a Denid-of-Service attack from the Internet. Upon investigation by collecting sniffer
traceson VLAN_4, it wasfound that the packets arriving are noninitial 1P fragments; packets have FO
> 0 with the MF bit set, to aweb server 110.50.13.72 in VLAN_3 on port 80. Y ou do not want to

alow any fragments to reach the web server. Allow only nonfragmented packets to reach the web
server.

10.2 I P Spoofing (3 points)
1.

Simulate a DoS attack from R3 to R8 with ICMP floods, using R2 as areflector. Use the necessary
L oopback-1 for source and destination address as appropriate.

Onceyou are successful in the above penetration test, configure such that the attack is blocked and
make sure you are unsuccessful when you attempt an attack again. Do not use CAR or anti-spoofing
ACL methodsto achieve thistask.

LiB
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Verification, Hints, and Troubleshooting Tips

Thisisavery important section in thisbook. It helps you troubleshoot problems and verify answers. There are
lots of hidden tricks and problems within the exercise for which there are numerous methods to troubleshoot,
asthereisno set formulaor way to do this. The best method to useisthe one you fed comfortable using.
Having said that, you can use the troubleshooting methodology in thisbook. Get familiar with the debug and
show commands used in this section, asthey are very handy.

The hints provided in each section below are not necessarily in order of the question. They have been provided
asaguiddine and address some or dl parts of the corresponding exercise question. The key ement to
succeessisto quickly and easily ensure you get it right the first time.
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Section 1.0: Basic Configuration

1.1 1P Addressing

1.

Configure IP addressing as shown in the topology diagram in Figure 2-1.
Configure al the loopbacks and advertise them as per ingtructions in different sections of the exercise.

Configure adefault route on R8 to null0. Propagate the default route to dl other routers. Configure
"default-information originate dways' on R8. Do not configure any static routes unless otherwise

pecified.
1.2 Frame Relay Configuration

1.

Configure R8 as a Frame Relay switch.

Do not configure subinterfaces on R5 and R6. By default, Frame Relay inverse-arp is enabled. Since
R5 and R6 are using the main interface, they will map dynamic DLClsaong with the static DLCI. You
need to disable inverse-arp on these interfaces.

No additiona DL Cls should be mapped on R5 and R6 other than the static configured on the seria
interface. Example 2-1 shows a comparison between inverse-arp enabled and disabled.

Example 2-1. show Outputsfrom R5 and R6

I DLClI mappi ng(s) when Inverse-arp enabled on RS (by default)
r5# show frame-relay map
Serial 0 (up): ip 0.0.0.0 dlci 501(0x1F5, 0x7C50)
br oadcast,
Cl SCO, status defined, active
Serial O (up): ip 110.50.13.81 dlci 501(0x1F5,0x7C50), static,
br oadcast,
Cl SCO, status defined, active
I DLCI mapping(s) after Inverse-arp disabled using "no frame-relay inverse-arp" on
R5
r5# show frame-relay map
Serial O (up): ip 110.50.13.81 dlci 501(0x1F5,0x7C50), static,
br oadcast,
Cl SCO, status defined, active
I DLClI mapping(s) when | nverse-arp enabled on R6 (by default)
r 6#show frane-rel ay map
Serial1/0 (up): ip 110.50.31.1 dlici 601(0x259,0x9490), static,
br oadcast,
Cl SCO, status defined, active
Serial1/0 (up): ip 0.0.0.0 dlci 601(0x259, 0x9490)



br oadcast,
Cl SCO, status defined, active

I DLCI mapping(s) after Inverse-arp disabled using "no frane-relay inverse-arp"

R6
r 6#show frane-rel ay map
Serial 1/0 (up): ip 110.50.31.1 dlci 601(0x259, 0x9490), static,
br oadcast ,
Cl SCO, status defined, active
I DLCI mappi ng(s) on Rl, having point-to-point sub-interfaces.
ri#show frane-rel ay map
Serial 0/0.5 (up): point-to-point dlci, dlci 105(0x69,0x1890), broadcast
status defined, active
Serial 0/0.6 (up): point-to-point dlci, dlci 106(0x6A, 0x18A0), broadcast
status defined, active

NOTE

Y ou need to shut and no shut after disabling inverse-arp for changes to take effect.

1.3 LAN Switch Configuration

1.

Configureal VLANs on the switch as per thetopology diagramin Figure 2-1.

Configure the switch management interface in VLAN_10 with I P address 10.50.34.10/24.

on

Configure static NAT and ACL entrieson PIX to 110.50.13.68 for dl devicesin the network to be

ableto Tenet the switch.

Configure port security on Fastethernet 0/8 and 0/9 for PIX outside and inside MAC addresses.
Verify the MAC address on PIX. See Example 2-2.

Configure storm control on Fastethernet 0/2 and 0/4. See Example 2-2.

NOTE

For moreinfo on the sorm-control command, see

www.ci sco.com/univercd/cc/td/doc/product/lan/c3550/12112ceal 3550scg/switraf c.htmixtocid1

Example 2-2. Snip from Switchl Configuration

i nterface FastEthernet0/2
swi tchport access vlan 4
swi t chport node access
no i p address


http://www.cisco.com/univercd/cc/td/doc/product/lan/c3550/12112cea/3550scg/swtrafc.htm#xtocid1

stormcontrol broadcast |evel 50.00
|

nterface FastEthernet0/4

swi tchport access vlan 4

swi t chport node access

no i p address

stormcontrol broadcast |evel 50.00

nterface FastEthernet0/8

swi tchport access vlan 3

swi t chport node access

swi tchport port-security

swi tchport port-security nac-address 0007.5057. e27e
no i p address

nterface FastEthernet0/9

swi t chport access vlan 10

swi t chport node access

swi tchport port-security

swi tchport port-security nac-address 0007.5057. e27f
no i p address

nterface VI anl0
i p address 10.50.34.10 255. 255.255.0

i p default-gateway 10.50.34.1
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Section 2.0: Routing Configuration

2.1 OSPF

Configure OSPF areas as shown in the Routing Protocol Information diagram in Figure 2-3 with MD5
authentication.

OSPF redundancy is atricky question; the pointers that follow advise you on what you need to do.
See Example 2-3.

Y ou heed to configure HSRP in VLAN_4 on R2 and R3. R1 should form OSPF adjacency to the
HSRP Virtua IP address. See Section 9.4 for more details.

Configure GRE Tunnel on R1, R2, and R3 with any subnet not used thusfar (such as 21.21.21.0/24).
Make sure you change the OSPF network type to point-to-multipoint, as by default tunnel interfaceis
point-to-point. Tunnel source should be Loopbackl on R1 and HSRP Virtua IP on R2 and R3.

Advertise the tunnd network 21.21.21.0 in OSPF process on R1, R2, and R3in Area 10. To achieve
thistask, you do not advertise 110.50.32.0 network in OSPF.

Configure Area 10 asavirtud link for Area20. Y ou need to configure two virtual-link statements on
R1 for redundancyone pointing to R2 router-id and another to R3 router-id.

Virtud links between R1, R2, and R3 use router-id and not physica interface IP.

R2 and R3 must have ares0 authentication configured for virtua-link to work.

Configureingress ACL on R1 Fastethernet2/0 (VLANA4) to deny ICMP from R3 to R5-EthernetO.

10.

Redistribute network 110.50.33.0/24 on R2 into OSPF as connected.
Example 2-3 provides asnip from the R1, R2, and R3 configurations and show commands to explain how this
works. Thiswas obtained before shutting down Ethernet0/1 on R2, which meansthat R1 OSPF adjacency is
formed with R2 and dl routesincluding the default route are learned viaR2 and R3 isin Standby mode.

Example 2-3. How OSPF Redundancy Works

r 1#show runni ng- confi g
Bui | di ng configuration...



Current configuration : 3380 bytes
<sni p>

|

i nterface Loopbackl

ip address 11.11.11.11 255.255.255.0
|

i nterface Tunnel 12

i p address 21.21.21.1 255.255.255.0
i p ospf nessage-digest-key 1 nd5 cisco
i p ospf network point-to-multipoint
ip ospf hello-interval 2

i p ospf dead-interval 4

tunnel source Loopbackl

tunnel destination 110.50.32.10

|

router ospf 110

router-id 1.1.1.1

| og- adj acency- changes

area 0 authentication nessage-di gest
area O virtual-link 2.2.2.2

area 10 aut henticati on nessage-di gest

area 10 virtual -1ink 3.3.3.3 nessage-di gest-key 1 nd5 cisco
area 10 virtual-1ink 2.2.2.2 message-di gest-key 1 nd5 cisco

redistribute rip metric 5 subnets
network 21.21.21.0 0.0.0.255 area 10
network 110.50.31.0 0.0.0.255 area O

ri#show i p ospf nei ghbor

Nei ghbor 1D Pri State Dead Time  Address Interface
6.6.6.6 1 FULL/ - 00: 00: 32 110.50.31.2 Serial 3/0.6
2.2.2.2 1 FULL/ - 00: 00: 03 21.21.21.2 Tunnel 12
3.3.3.3 1 INNT/ - 00: 00: 02 21.21.21.3 Tunnel 12
ri#show i p route ospf
16.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks
@] 16.16.16. 0/ 24 [110/65] via 110.50.31.2, 00:16:57, Serial 3/0.6
21.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks
o 21.21.21.2/32 [110/11111] via 21.21.21.2, 00:17:57, Tunnel 12
110.0.0.0/8 is variably subnetted, 5 subnets, 3 nasks

O E2 110.50. 13. 64/28 [110/5] via 110.50.31.2, 00:03:07, Serial3/0.6
OIlA 110.50. 13. 48/ 28 [110/11121] via 21.21.21.2, 00:03:07, Tunnel 12
O*E2 0.0.0.0/0 [110/1] via 21.21.21.2, 00:03:07, Tunnel 12

r 2#show runni ng-confi g
<sni p>

i nterface Loopbackl

i p address 12.12.12.12 255.255.255.0
!

i nterface Tunnel 21

i p address 21.21.21.2 255.255.255.0
no i p route-cache cef

i p ospf nessage-digest-key 1 nd5 7 104D000A0618

i p ospf network point-to-multipoint
ip ospf hello-interval 2

i p ospf dead-interval 4

tunnel source 110.50.32.10

tunnel destination 11.11.11.11

|

interface Ethernet0/0

i p address 110.50. 32.2 255. 255. 255.0
ip verify unicast reverse-path



no ip redirects

hal f - dupl ex

standby 1 priority 105 preenpt

standby 1 authentication cisco

standby 1 ip 110.50.32.10

standby 1 track Et0/1

|

interface Ethernet0/1

i p address 110.50. 13. 49 255. 255. 255. 240
i p ospf nessage-di gest-key 1 md5 7 070C285F4D06
hal f - dupl ex

|

router ospf 110

router-id 2.2.2.2

| og- adj acency- changes

area 0 authentication nessage-di gest
area 10 aut hentication nessage-di gest
area 10 virtual-link 1.1.1.1 nmessage-di gest-key 1 nd5 7 030752180500
area 20 aut hentication nessage-di gest
network 21.21.21.0 0.0.0.255 area 10
network 110.50.13.48 0.0.0.15 area 20
network 110.50.33.0 0.0.0.255 area 20
defaul t-i nfornation origi nate al ways

r 2#show i p ospf nei ghbor

Nei ghbor 1D Pri State Dead Time  Address Interface
1.1.1.1 1 FULL/ - 00: 00: 03 21.21.21.1 Tunnel 21
8.8.8.8 1 FULL/ DR 00: 00: 31 110. 50. 13.51 Et hernet 0/ 1
3.3.3.3 1  FULL/BDR 00: 00: 31 110. 50. 13.50 Et hernet 0/ 1

r2#show i p route ospf
16.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks

(@] 16.16.16.0/24 [110/11176] via 21.21.21.1, 00:20:38, Tunnel 21

O E2 16.0.0.0/8 [110/5] via 21.21.21.1, 00:06:50, Tunnel21
21.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks

(@] 21.21.21.1/32 [110/11111] via 21.21.21.1, 00:21:38, Tunnel21

110.0.0.0/8 is variably subnetted, 5 subnets, 3 nasks

2 110.50.13.80/29 [110/5] via 21.21.21.1, 00:06:50, Tunnel21

2 110.50. 13.64/28 [110/5] via 21.21.21.1, 00:06:50, Tunnel21
110.50. 31.0/ 24 [110/11175] via 21.21.21.1, 00:20:38, Tunnel 21

E2 15.0.0.0/8 [110/5] via 21.21.21.1, 00:06:50, Tunnel 21

r2#sh ip ro os

16.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks
16.16.16.0/24 [110/11176] via 21.21.21.1, 1d05h, Tunnel 21
16.0.0.0/8 [110/5] via 21.21.21.1, 1d05h, Tunnel 21

18.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks
18.18.18.0/24 [110/2] via 110.50.13.51, 1d05h, FastEthernet0/1
18.0.0.0/8 [110/5] via 21.21.21.1, 1d05h, Tunnel 21

21.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks
21.21.21.1/32 [110/11111] via 21.21.21.1, 1d05h, Tunnel 21

110.0.0.0/8 is variably subnetted, 5 subnets, 3 nasks
110.50.13.80/29 [110/5] via 21.21.21.1, 1d05h, Tunnel 21
110.50. 13.64/28 [110/5] via 21.21.21.1, 1d05h, Tunnel 21
110.50. 31.0/ 24 [110/11175] via 21.21.21.1, 1d05h, Tunnel 21

13.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks

2 13.12.0.0/14 [110/10] via 110.50.13.50, 1d05h, FastEthernet0/1

2 13.0.0.0/8 [110/5] via 21.21.21.1, 1d05h, Tunnel 21

O E2 15.0.0.0/8 [110/5] via 21.21.21.1, 1dO5h, Tunnel 21

O'E2 0.0.0.0/0 [110/1] via 110.50.13.51, 1d05h, FastEthernet0/1

oo
m
N

m
N

N

OO0 OO0 O OO
mﬂ'l



r 2#show st andby

Et hernet0/0 - Goup 1
Local state is Active, priority 105, may preenpt
Hellotime 3 holdtine 10
Next hello sent in 00:00:01. 920
Hot standby I P address is 110.50.32.10 configured
Active router is |loca
Standby router is 110.50.32.3 expires in 00:00: 09
Standby virtual mac address is 0000.0c07.ac01
20 state changes, |ast state change 00: 24: 26
Tracking interface states for 1 interface, 1 up:

Up Et hernet 0/ 1

r 3#show runni ng-confi g
<sni p>
|
i nterface Loopbackl
i p address 13.13.13.13 255. 255.255.0
|
i nterface Tunnel 31
i p address 21.21.21.3 255.255.255.0
i p ospf nessage-digest-key 1 nd5 7 110A1016141D
i p ospf network point-to-multipoint
ip ospf hello-interval 2
i p ospf dead-interval 4
tunnel source 110.50.32.10
tunnel destination 11.11.11.11
|
interface Ethernet0/0
i p address 110.50. 32. 3 255. 255. 255.0
no ip redirects
hal f - dupl ex
standby 1 ip 110.50.32.10
standby 1 preenpt
standby 1 track Ethernet0/1
|
interface Ethernet0O/1
i p address 110.50. 13. 50 255. 255. 255. 240
i p ospf nessage-di gest-key 1 md5 7 060506324F41
hal f - dupl ex
|
router ospf 110
router-id 3.3.3.3
| og- adj acency- changes
area 0 authentication nessage-di gest
area 10 aut hentication nessage-di gest
area 10 virtual-link 1.1.1.1 nmessage-digest-key 1 nd5 7 030752180500
area 20 aut hentication nessage-di gest
network 21.21.21.0 0.0.0.255 area 10
network 110.50.13.48 0.0.0.15 area 20
defaul t-i nfornation origi nate al ways

r 3#show i p ospf nei ghbor

Nei ghbor 1D Pri State Dead Time  Address Interface
2.2.2.2 1  FULL/ DROTHER 00: 00: 32 110. 50. 13. 49 Et hernet 0/ 1
8.8.8.8 1 FULL/DR 00: 00: 32 110. 50.13.51 Et hernet 0/ 1

r 3#show i p route ospf
16.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks
OIA 16. 16.16.0/24 [110/11186] via 110.50.13.49, 00:23:06, Ethernet0/1
O E2 16.0.0.0/8 [110/5] via 110.50.13.49, 00:08:39, Ethernet0/1
21.0.0.0/8 is variably subnetted, 3 subnets, 2 nasks



OIA 21.21.21.1/32 [110/11121] via 110.50.13.49, 00:23:21, Ethernet0/1

OlA 21.21.21.2/32 [110/10] via 110.50.13.49, 00:23:21, Ethernet0O/1
110.0.0.0/8 is variably subnetted, 5 subnets, 3 nasks

O E2 110. 50.13.80/29 [110/5] via 110.50.13.49, 00:08:39, Ethernet0/1

O E2 110. 50. 13. 64/ 28 [110/5] via 110.50.13.49, 00:08:39, Ethernet0O/1

OIlA 110.50.31.0/24 [110/11185] via 110.50.13.49, 00:23:06, Ethernet0/1

O E2 15.0.0.0/8 [110/5] via 110.50.13.49, 00:08:39, Ethernet0O/1

r3#sh ip ro ospf
17.0.0.0/24 is subnetted, 1 subnets
O E2 17.17.17.0 [110/10] via 110.50.13.49, 06:11:42, FastEthernet0/1
16.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks
OIA 16. 16. 16.0/24 [110/11177] via 110.50.13.49, 1d05h, FastEthernetO/1
O E2 16.0.0.0/8 [110/5] via 110.50.13.49, 1d05h, FastEthernetO/1
18.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks
18.0.0.0/8 [110/5] via 110.50.13.49, 1d05h, FastEthernetO/1
18.18.18.0/24 [110/2] via 110.50.13.51, 1d05h, FastEthernet0/1
21.0.0.0/8 is variably subnetted, 3 subnets, 2 nasks

m
N

A 21.21.21.1/32 [110/11112] via 110.50.13.49, 1d05h, FastEthernet0O/1

I A 21.21.21.2/32 [110/1] via 110.50.13.49, 1d05h, FastEthernet0/1
110.0.0.0/8 is variably subnetted, 5 subnets, 3 nasks

E2 110. 50. 13.80/29 [110/5] via 110.50.13.49, 1d05h, FastEthernet0O/1

E2 110. 50. 13. 64/ 28 [110/5] via 110.50.13.49, 1d05h, FastEthernet0/1

A 110.50.31.0/24 [110/11176] via 110.50.13.49, 1d05h, FastEthernet0O/1

13.0.0.0/8 is variably subnetted, 4 subnets, 3 nasks
13.12.0.0/14 is a sumuary, 1d06h, NullO
E2 13.0.0.0/8 [110/5] via 110.50.13.49, 1d05h, FastEthernet0/1
O E2 15.0.0.0/8 [110/5] via 110.50.13.49, 1dO5h, FastEthernet0O/1
O*E2 0.0.0.0/0 [110/1] via 110.50.13.51, 1d05h, FastEthernet0O/1
r 3#

OO0 OO0 OO0 0O

r 3#show st andby
Et hernet0/0 - Goup 1
State i s Standby
22 state changes, |ast state change 00: 24: 48
Virtual IP address is 110.50.32.10
Active virtual MAC address is 0000.0c07.ac01
Local virtual MAC address is 0000.0c07.ac01 (default)
Hello tine 3 sec, hold time 10 sec
Next hello sent in 0.452 secs
Preenpti on enabl ed
Active router is 110.50.32.2, priority 105 (expires in 8.205 sec)
Standby router is |oca
Priority 100 (default 100)
Track interface Ethernet0/1 state Up decrenent 10
| P redundancy nane is "hsrp-Et0/0-1" (default)

r 8#show i p route ospf

O E2 16.0.0.0/8 [110/5] via 110.50.13.49, 00:00: 03, Ethernet0/0
21.0.0.0/32 is subnetted, 1 subnets

OIA 21.21.21.2 [110/10] via 110.50.13.49, 00:00: 03, Ethernet0/0
110.0.0.0/8 is variably subnetted, 4 subnets, 3 nasks

O E2 110. 50. 13.80/29 [110/5] via 110.50.13.49, 00:00: 03, Ethernet0/0

O E2 110. 50. 13. 64/ 28 [110/5] via 110.50.13.49, 00:00: 03, Ethernet0/0

O E2 110.50.32.0/24 [110/5] via 110.50.13.49, 00:00:03, Ethernet0/0

O E2 15.0.0.0/8 [110/5] via 110.50.13.49, 00:00: 03, Ethernet0/0

r 8#

I After shutting down Ethernet 0/1 on R2; Rl forns adjacency with R3 instead of

R2, all

I routes are converged via R3. R2 |looses its adjacency with RL and all routes are

cl ear ed.

I Furthernore, R8 converges with R3 too.

ri#show i p ospf nei ghbor



Nei ghbor 1D Pri State Dead Time  Address Interface
6.6.6.6 1 FULL/ - 00: 00: 35 110.50.31.2 Serial 3/0.6
2.2.2.2 1 INNT/ - 00: 00: 03 21.21.21.2 Tunnel 12
3.3.3.3 1 FULL/ - 00: 00: 03 21.21.21.3 Tunnel 12
rl#

rl#

ri#show i p route ospf
16.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks

(@] 16.16.16. 0/ 24 [110/65] via 110.50.31.2, 00:02:11, Serial3/0.6
21.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks
(@] 21.21.21.3/32 [110/11111] via 21.21.21.3, 00:02:21, Tunnel 12

110.0.0.0/8 is variably subnetted, 5 subnets, 3 nasks
O E2 110.50.13.64/28 [110/5] via 110.50.31.2, 00:02:01, Serial3/0.6
OIlA 110.50. 13. 48/ 28 [110/11121] via 21.21.21.3, 00:02:01, Tunnel 12
O*E2 0.0.0.0/0 [110/1] via 21.21.21.3, 00:02:01, Tunnel 12
rl#

r 2#show st andby

Et hernet0/0 - Goup 1
Local state is Standby, priority 95, nmay preenpt
Hellotime 3 holdtine 10
Next hello sent in 00:00:01. 374
Hot standby I P address is 110.50.32.10 configured
Active router is 110.50.32.3 expires in 00:00:09, priority 100
Standby router is |oca
22 state changes, |ast state change 00:03: 17
Tracking interface states for 1 interface, 0 up:

Down Et hernet0/1

r 2#show i p ospf nei ghbor
<N | >

r2#

r2#

r 2#show i p route ospf
<N | >

r2#

r2#

r 3#show st andby
Et hernet0/0 - Goup 1
State is Active
23 state changes, |ast state change 00: 03: 53
Virtual IP address is 110.50.32.10
Active virtual MAC address is 0000.0c07.ac01
Local virtual MAC address is 0000.0c07.ac0l1 (default)
Hello tine 3 sec, hold time 10 sec
Next hello sent in 0.387 secs
Preenpti on enabl ed
Active router is |loca
Standby router is 110.50.32.2, priority 95 (expires in 7.283 sec)
Priority 100 (default 100)
Track interface Ethernet0/1 state Up decrenent 10
| P redundancy nane is "hsrp-Et0/0-1" (default)

r 3#show i p ospf nei ghbor

Nei ghbor 1D Pri State Dead Time  Address Interface
1.1.1.1 1 FULL/ - 00: 00: 03 21.21.21.1 Tunnel 31
8.8.8.8 1 FULL/ DR 00: 00: 35 110. 50. 13.51 Et hernet 0/ 1

r 3#show i p route ospf

16.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks
(@] 16.16.16.0/24 [110/11176] via 21.21.21.1, 00:03:28, Tunnel 31
O E2 16.0.0.0/8 [110/5] via 21.21.21.1, 00:03:08, Tunnel 31



21.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks
21.21.21.1/32 [110/11111] via 21.21.21.1, 00:03:38, Tunnel 31
110.0.0.0/8 is variably subnetted, 5 subnets, 3 nasks
2 110.50.13.80/29 [110/5] via 21.21.21.1, 00:03:08, Tunnel 31
2 110. 50. 13. 64/ 28 [110/5] via 21.21.21.1, 00:03:08, Tunnel 31
110.50. 31.0/24 [110/11175] via 21.21.21.1, 00:03:28, Tunnel 31
E2 15.0.0.0/8 [110/5] via 21.21.21.1, 00:03:08, Tunnel 31

E
E

Oo00O0 O

r 8#show i p route ospf

16.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks
OlA 16.16.16.0/24 [110/11186] via 110.50.13.50, 00:03:40, Ethernet0/0
O E2 16.0.0.0/8 [110/5] via 110.50.13.50, 00:03:40, Ethernet0/0
21.0.0.0/32 is subnetted, 2 subnets
o 21.21.21.1 [110/11121] via 110.50.13.50, 00:03:40, Ethernet0/0
@] 21.21.21.3 [110/10] via 110.50.13.50, 00:03:40, Ethernet0/0
110.0.0.0/8 is variably subnetted, 5 subnets, 3 nasks
O E2 110. 50. 13.80/29 [110/5] via 110.50.13.50, 00:03:40, Ethernet0/0
O E2 110. 50. 13. 64/ 28 [110/5] via 110.50.13.50, 00:03:40, Ethernet0/0
OlA 110.50. 31.0/ 24 [110/11185] via 110.50.13.50, 00:03:40, Ethernet0/0
O E2 110. 50. 32.0/24 [110/5] via 110.50.13.50, 00:03:40, Ethernet0/0
O E2 15.0.0.0/8 [110/5] via 110.50.13.50, 00:03:40, Ethernet0/0

2.2 EIGRP

Advertise Loopbackl and Loopback2 on R3 in EIGRP-200.
2.
Redistribute EI GRP-200 into OSPF with metric 10.

Summarize these routes in OSPF as 13.12.0.0 255.252.0.0.

23RIP

Configure RIPv2 between R2-R4.

Put Loopback-1 and L oopback-2 on R4 in RIP.
Configure RIPv1 between R1 and R5.
Configure RIPv2 between R7 and PIX.
Configure RIPv2 between R5, R6, and PIX.

Configure smple authentication for RIPV2 peers.



Advertise the default route to all peersin the network.
8.

Advertise loopback-1 on R5 and R7.
0.

All routers should be able to ping the above loopbacks using the optima path.
10.

Configureal RIPv2 with clear-text authentication.
11.

PIX should learn dll routesviaRIP.
12.

Configure PIX to advertise the default route to R7.
13.

Redistribute OSPF/RIP mutualy on R2.
2.4 BGP
2.4.1 Basic BGP Configuration
1.
Configure BGP confederation in ASL. Use private AS number 65xxx on dl routers with confederation
identifier ASL. Private AS numbers are in the range of 64512 to 65535.
Configure password cisco to authenticate BGP peersin AS1 only.

R4 and R6 are peering eBGP. Note that they are multiple hops away.

R5 should learn the default route through BGP from R1. Thiswill cause problemson R7; DG learned
viaRIPfrom PIX isoverwritten. Change the externad BGP Admin Distance on R7 from 20 to 130 so
that RIP route with Admin Distance of 120 gets preferred. R7 should not propagate this default route
further to any BGP peer; thisistaken care of by thefilter applied in Section 2.4.2 for route lesking.

TIP

Be careful in using the BGP neighbor default-originate command, asit can cause issuesin many cases. Always
rely on the default gateway learned vialGP.

2.4.2 Multi-Homed BGP Setup

1.

Configure two eBGP statements on R7 to peer with R5 and R6.
2.



Configure agtatic route on RS and R6 for Loopbackl of R7 and use thisfor BGP updates.

For R5 and R6 to peer with Loopbackl of R7, redistribute Loopbackl on R7 in BGP (see Example
2-4).
4.

Filter updates such that only routes originating in AS4 are advertised to R5 and R6. This prevents any
route leaking. That is, we do not advertise any routes traversing A4for example, Loopbackl. See
Example 2-4 on how to do this.

Example 2-4. Snip from R7 Configuration

router bgp 4
bgp router-id 7.7.7.7
bgp cluster-id 286331153
bgp | og- nei ghbor - changes
redi stribute connected nmetric 1 route-nmap | oopbackl
nei ghbor 15.15.15.15 renpte-as 3
nei ghbor 15.15.15. 15 ebgp-mul ti hop 255
nei ghbor 15.15. 15. 15 updat e- source Loopbackl
nei ghbor 15.15.15.15 filter-list 7 out
nei ghbor 16.16.16.16 renpte-as 1
nei ghbor 16.16.16. 16 ebgp-multi hop 255
nei ghbor 16.16. 16. 16 updat e-source Loopbackl
nei ghbor 16.16.16.16 filter-list 7 out
di stance bgp 130 200 200
no aut o- sumrary
|
ip as-path access-list 7 permt *$
|
access-list 17 permt 17.17.17.0 0.0.0. 255
route-map | oopbackl permt 10
match i p address 17

2.4.3 BGP RouteFiltering
1.

Configure the route map on R6 to set community to no-export for Loopback-2 of R4 so that it does
not get propagated to external AS3 viaR1. See Example 2-5.

Apply theroute map to AS1 peer statement only. See Example 2-5.

Redistribute BGP on R2 and R3 into OSPF so that R8 learns dll the routes.

Example 2-5. Snip from R6 Configuration

router bgp 65006

no synchroni zation

bgp router-id 6.6.6.6

bgp cluster-id 269488144

bgp | og- nei ghbor - changes

bgp confederation identifier 1
bgp confederation peers 65001



nei ghbor 110.50.31.1 renote-as 65001

nei ghbor 110.50.31.1 password 7 121A0C041104
nei ghbor 110.50.31.1 send-conmmunity

nei ghbor 110.50.31.1 route-nap noexport out

no aut o- sunmary
|

access-list 14 permt 144.144.144.0 0.0.0. 255
I

route-map noexport permt 10
match i p address 14
set community no-export

2.4.4 BGP Route Salection
1.

Configure AS-PATH prepend on R5 and R6 to advertise network(s) with longer as-path. See
Example 2-6.

Example 2-6. Snip from R5 and R6 Configuration (Also Check the R7 BGP Table)

[View full width]

R5#show runni ng-config
<sni p>

router bgp 3

no synchroni zation

bgp router-id 5.5.5.5

bgp cluster-id 252645135

bgp | og- nei ghbor - changes

nei ghbor 17.17.17.17 renote-as 4

nei ghbor 17.17.17.17 ebgp-multihop 255

nei ghbor 17.17.17.17 updat e-source Loopbackl
nei ghbor 17.17.17.17 route-nap set-next-hop in
nei ghbor 17.17.17.17 route-nap set-prepend out
nei ghbor 110.50.13.81 renpte-as 1

no aut o- sumrary

|

access-list 1 permt 12.12.12.0 0.0.0.255

route-map set-next-hop pernit 10
set ip next-hop 110.50.13. 67

!

route-map set-prepend pernit 10
match ip address 1

set as-path prepend 3 3

!

route-map set-prepend pernit 20

r6# show runni ng-config
<sni p>

router bgp 65006

no synchroni zation

bgp router-id 6.6.6.6

bgp cluster-id 269488144

bgp | og- nei ghbor - changes

bgp confederation identifier 1

bgp confederation peers 65001

nei ghbor 14.14.14.14 renpte-as 2

nei ghbor 14.14.14.14 ebgp-multihop 255



nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor

no aut o- sunmary

14.
14.
17.
17.
17.
17.
17.

14.
14.
17.
17.
17.
17.
17.

14.
14.
17.
17.
17.
17.
17.

14
14
17
17
17
17
17

110.50.31.1
110.50.31.1
110.50.31.1
110.50.31.1

updat e- source Loopbackl
renove- privat e- AS
renote-as 4
ebgp-mul ti hop 255
updat e- sour ce Loopbackl
renove- privat e- AS
route-nmap set-prepend out
renote-as 65001
password 7 121A00041104
send- communi ty
route-map noexport out

access-list 1 permt 11.11.11.0 0.0.0.255

route-map set-prepend pernit 10

match ip address 1

set as-path prepend 1 1

route-map set-prepend pernit 20
I On R7, you will

i s best
= via R6

notice that

r 7#show i p bgp

BGP table version is 98, local router IDis 7.7.7.7
s suppressed, d danmped, h history,
IGP, e - EGP, ? - inconplete

St at us codes:
Origin codes:

Net wor k
*> 0.0.0.0

*> 11.11.11.0/ 24

*

* 12.12.12.0/ 24

*>

*> 17.17.17.0/ 24

r7#

LiB

Next Hop

15.15.15.15
15.15.15.15
16. 16. 16. 16
15.15.15.15
16. 16. 16. 16
0.0.0.0 1
*> 144.144.144.0/ 24 16. 16. 16. 16

4 Previous

* valid,

3276

(el NeoNolNoNoNol
P OFP WEFE WW

> best,

Metric LocPrf Weight Path

1

Wk R

WpE ==

i
1

Loopback-1 of Rl is best via R5 and Loopback-1 of R2

MNext b
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Section 3.0: ISDN Configuration

3.1 Basic ISDN

Configure ISDN on R4 and R6.
Configure legacy commands on R6 and dider interface on R4.

Do not configure diad number on R6 in the diaer-map statement, as R6 is not supposed to makethe
cal toR4; only R4 isto call R6. Refer to Section 5.1.3 on |PSec redundancy.

Configure ISDN network in Areg0.

NOTE

ISDN switch-type varies from providersin different parts of the world. For alist of valid ISDN switch types,
Se

www.cisco.com/univercd/cc/td/doc/product/software/ios113ed/113t/113t 3/multisdn.htm#15611

3.2 PPP Authentication and Multilink

Configure chap hostname on R6 asLAB2.
Configure username LAB2 on R4 for CHAP authentication.
Configure ppp multilink on R4 and R6.

Configure dider load-threshold on R4.
4 Previous
LiB Nest b


http://www.cisco.com/univercd/cc/td/doc/product/software/ios113ed/113t/113t_3/multisdn.htm#15611
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Section 4.0: PIX Configuration

4.1 Basic PIX Configuration

1.

Configure basic parameters to bootstrap PIX.
Make sure you can ping R5, R6, R7, Loopbackl on R7 and AAA server.
Configure RIPv2 with clear text authentication on both interfaces €0 and el. See Example 2-7.

Configure PIX to advertise the default route to R7 viaRIP. See Example 2-7.

Tip

This gets overwritten by eBGP from R5; refer to Section 2.4.1.

Configure an access list for the outside interface to alow necessary traffic as required for the whole
lab. See Example 2-7 in the next section.

4.2 Network Address Translation (NAT)

1.

Configure static NAT for AAA server, Switchl Management interface, and Loopbackl of R7. See

Example 2-7.
2.

Configure NAT/GLOBAL for any internal network to go to the Internet. Use outside interface IP
addressfor PAT. See Example 2-7.

Example 2-7. Snip from PI X Configuration

Pl X(config)# show rip

rip outside passive version 2 authentication text cisco 1
rip inside passive version 2 authentication text cisco 1
rip inside default version 2 authentication text cisco 1

Pl X(config)# show static

static (inside,outside) 17.17.17.17 17.17.17.17 netmask 255.255.255.255 0 0
static (inside,outside) 110.50.13.68 10.50.34. 10 netnmask 255.255.255.255 0 0
static (inside,outside) 110.50.13.69 10.50. 34. 254 net mask 255. 255. 255.255 0 0O

Pl X(confi g)# show nat



nat (inside) 0 access-list 101
nat (inside) 1 0.0.0.0 0.0.0.00 0

Pl X(confi g)# show gl oba
gl obal (outside) 1 interface

Pl X(config show access-1i st

access-list 101; 2 elenents
access-list 101 pernit
(hi tcnt =20)
access-list 101 pernit
(hitcnt=0)
access-|ist outside;
access-list outside pernit
access-list outside pernit
access-list outside permt
access-list outside pernit
access-list outside permit
access-list outside pernmit
LiB

6 el enents

tcp host 15.15.15.15 host
tcp host 16.16.16. 16 host
icnmp any any (hitcnt=918)
gre host 15.15.15.15 host
tcp any host 110.50. 13. 69
tcp any host 110.50. 13.68

4 Previous

ip 10.50.34.0 255.255.255.0 172.16.1.0 255.255.255.0

ip 17.17.17.0 255.255.255.0 10.50.34.0 255.255.255.0

17.17.17.17 eq bgp (hitcnt
17.17.17.17 eq bgp (hitcnt

17.17.17.17 (hitcnt=39569)
eq tacacs (hitcnt=53)
eq telnet (hitcnt=5)

:2)
:4)

MNext b
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Section 5.0: IPSec/GRE Configuration

5.11PSec

5.1.1 IPSec Remote Access Using Preshared Key

1.

MNext b

Configure the VPN client to terminate on PIX using the preshared key. Refer to Figure 2-5 for setting

up the VPN client on Test PC.

Figure 2-5. Propertiesfor Cisco VPN Client 3.x for Windows
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Configure extended authentication and assign | P address, WINS, DNS. Refer to Figure 2-6 for screen
shots of the Cisco VPN client when establishing the connection.

Figure 2-6. Establishing a VPN Connection
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Configure split tunneling for the client to use tunnel for networks behind PIX only, such as 10.50.34.0
and 17.17.17.0 only. See split-tunnel ACL 101 on PIX. See Figure 2-7 to verify the Satistics of the
connection. Theway to tell if split tunnel isworking isthat the networks listed will be those configured
insplit-tunnel ACL on PIX and will have akey on the side. Therewill be no 0.0.0.0 network when
doing split tunneling, which indicates that it will not use the tunnd for any traffic other than the networks
with the key indication besideit.

Figure 2-7. Connection Statisticsand Split-Tunnel Verification



TIP

Refer to the sample configuration on Cisco.com for VPN Client with externd authentication using RADIUS:

Www.cisco.com/warp/customer/110/cvpn3k_pix_ias.html

5.1.2 1PSec LAN-to-LAN Using Preshared Key
1.

Configure PSec for GRE trafficin Section 5.2. See Example 2-8 of aworking GRE/IPSec tunnd
between R4, R6, and R8.

Configure ISAKMP policy using preshared keys.

Make sure IPSec works after adding NAT and | PSec redundancy in the sections to come.

Example 2-8. GRE/I PSecSnip from R4, R6, and R8

r4# show crypto engi ne connections active

ID Interface | P- Addr ess State Algorithm Encrypt Decrypt


http://cisco.com/default.htm
http://www.cisco.com/warp/customer/110/cvpn3k_pix_ias.html

17 <none> <none> set HVAC _NMD5+DES _56_CB 0 0
18 Serial 2/0 110.50.33. 4 set HVAC MD5+DES 56 CB 0 0
2172 Serial 2/0 110.50.33. 4 set HVAC_MD5+DES_56_CB 0 430
2173 Serial 2/0 110.50.33. 4 set HVAC MD5+DES 56 CB 425 0
2174 Tunnel 46 46. 46.46. 1 set HVAC MD5+DES_56_CB 0 320
2175 Tunnel 46 46.46.46. 1 set HVAC MD5+DES 56 CB 320 0
rd#show crypto i saknp sa
dst src state conn-id sl ot
14.14.14. 14 16. 16. 16. 16 QM I DLE 18 0
18. 18. 18. 18 14.14.14. 14 QM I DLE 17 0
r4#show ip route eigrp
68.0.0.0/24 is subnetted, 1 subnets
D 68. 68. 68. 0 [90/310044416] via 48.48.48.2, 15:55:49, Tunnel 48
[ 90/ 310044416] via 46.46.46.2, 15:55:49, Tunnel 46
10.0.0.0/24 is subnetted, 3 subnets
D 10.1.8.0 [90/297372416] via 48.48.48.2, 15:55:49, Tunnel 48
D 10.1.6.0 [90/297372416] via 46.46.46.2, 15:55:49, Tunnel 46
r4# show i p eigrp neighbors
| P- EIl GRP nei ghbors for process 200
| P- EIl GRP nei ghbors for process 100
H  Address Interface Hol d Upti ne SRTT RTO Q Seq Type
(sec) () Cnt Num
1 46.46.46.2 Tu46 12 15:55:54 1059 5000 0O 40
0O 48.48.48.2 Tu48 12 16:28:18 43 5000 0O 71
r6# show crypto engi ne connections active
ID Interface | P- Addr ess State Algorithm Encrypt Decrypt
1 <none> <none> set HVAC _NMD5+DES _56_CB 0 0
2 Seriall/0 110.50.31.2 set HVAC MD5+DES 56 CB 0 0
2174 Tunnel 64 46.46.46. 2 set HVAC MD5+DES 56 CB 0 423
2175 Tunnel 64 46. 46. 46. 2 set HVAC MD5+DES_56_CB 427 0
2176 Tunnel 64 46. 46. 46. 2 set HVAC MD5+DES_56_CB 0 325
2177 Tunnel 64 46. 46.46. 2 set HVAC MD5+DES 56 CB 324 0
r 6#show crypto i saknp sa
dst src state conn-id sl ot
14.14.14. 14 16. 16. 16. 16 QM I DLE 1 0
16. 16. 16. 16 18.18.18. 18 QM I DLE 2 0
ré#show ip route eigrp
48.0.0.0/24 is subnetted, 1 subnets
D 48.48.48. 0 [ 90/ 310044416] via 68.68.68.1, 15:56: 00, Tunnel 68

[ 90/ 310044416] via 46.46.46.1

10.0.0.0/24 is subnetted, 3 subnets

15: 56: 00, Tunnel 64

D 10.1.8.0 [90/297372416] via 68.68.68.1, 15:56: 00, Tunnel 68

D 10.1.4.0 [90/297372416] via 46.46.46.1, 15:56:00, Tunnel 64

r 6%

r 6%

r6#show i p ei grp nei ghbors

| P- EIl GRP nei ghbors for process 100

H Address Interface Hol d Upti e SRTT RTO Q Seq Type
(sec) (ms) Cnt Num

1 46.46.46.1 Tu64 14 15:56:07 164 5000 O 50

0 68.68.68.1 Tu68 13 16:00:07 125 5000 O 69

r 6#

r8# show crypto engi ne connections active



ID Interface | P- Addr ess State Algorithm Encrypt Decrypt

4 <none> <none> set HVAC _NMD5+DES _56_CB 0 0
5 <none> <none> set HVAC _NMD5+DES _56_CB 0 0
2250 Ethernet0/0 110.50. 13. 51 set HVAC MD5+DES 56 CB 0 412
2251 Ethernet0/0 110. 50. 13.51 set HVAC MD5+DES 56 CB 415 0
2252 Ethernet0/0 110. 50. 13.51 set HVAC MD5+DES 56 CB 0 319
2253 Ethernet0/0 110.50. 13. 51 set HVAC MD5+DES 56 CB 321 0
r 8#show crypto i saknp sa
dst src state conn-id sl ot
18. 18. 18. 18 14.14.14. 14 QM I DLE 4 6
16. 16. 16. 16 18. 18. 18. 18 QM I DLE 5 6

r8#show ip route eigrp
10.0.0.0/24 is subnetted, 3 subnets

D 10.1.6.0 [90/297372416] via 68.68.68.2, 15:56: 05, Tunnel 86

D 10.1.4.0 [90/297372416] via 48.48.48.1, 15:56:06, Tunnel 84
46.0.0.0/24 is subnetted, 1 subnets

D 46. 46. 46. 0 [ 90/ 310044416] via 48.48.48.1, 16:00: 07, Tunnel 84

[ 90/ 310044416] via 68.68.68.2, 16:00:07, Tunnel 86

r 8#show i p eigrp nei ghbors
| P- EIl GRP nei ghbors for process 100

H  Address Interface Hol d Upti ne SRTT RTO Q Seq Type
(sec) () Cnt Num

1 68.68.68.2 Tu86 10 16:00:13 172 5000 0O 41

0O 48.48.48.1 Tu84 10 16:28:32 82 5000 O 51

5.1.3 IPSec Redundancy
1.

Configure dialer-watch on R4, and watch route 16.16.16.0/24 or any other route originating from R6.

Configure process switch no ip route-cache on al tunnel and physical interfaces.

Advertise ISDN network on R4 and R6 in OSPF Area0.

Configure default-information originate dways on R4 to push adefault route to R6 for redundancy
when ISDN comes up.

Apply the crypto map statement on interfaces Diderl and Tunnd interfaces on R4 and Seria 1/0,
Tunnel interfaces and Fastethernet 0/0 on R6.
TIP

See Example 2-9 on Cisco.com to configure IPSec redundancy over ISDN using Dider Watch. Read
caefully the"Verify" section in thefollowing URL, which explains how thisworks:

wWww.cisco.com/warp/public/707/ipsec_diderwatch.html



http://cisco.com/default.htm
http://www.cisco.com/warp/public/707/ipsec_dialerwatch.html

Example 2-9. | PSec RedundancySnip from R4 and R6

I Before shutting down all interfaces on R6, the watched route is learnt via

Seri al

['ink;

rd#show ip route 16.0.0.0

Routing entry for 16.0.0.0/8, 2 known subnets
Variably subnetted with 2 masks
Redi stributing via rip

R
R
r4#

16.16. 16. 0/ 24 [100/2] via 110.50.33.2, 00:00:06, Serial2/0
16.0.0.0/8 [100/2] via 110.50.33.2, 00:00:06, Serial2/0

I After shutting down Fastethernet0/0 and Seriall1/0 (all interfaces) on R6,
| Dialer Watch detects a loss route and brings up the ISDN link. PPP rmultilink
I is working al so.

r 4#show debug
D al on denmand:

D al
r4#

1d01h:
1d01h:
1d01h:
1d01h:
1d01h:
1d01h:
1d01h:
1d01h:

r4#
r4#

1d01h:
1d01h:
1d01h:
1d01h:
1d01h:
1d01h:
1d01h:
1d01h:
1d01h:

up

1d01h:
1d01h:
1d01h:
1d01h:
1d01h:

up

1d01h:
1d01h:

on demand events debugging is on

DDR: Di al er Watch: watch-group =1

DDR: network 16.16.16. 0/ 255. 255. 255. 0 DOWN,

DDR: primary DOMN

DDR: Di aler Watch: Dial Reason: Primary of group 1 DOMN

DDR: Di al er Watch: watch-group = 1,

BR1/0 DDR rotor dialout [priority]

DDR: di aling secondary by dialer string 99047265 on Di 1
BR1/0 DDR Attenpting to dial 99047265

%.1 NK- 3- UPDOWN: I nterface BRI 1/0:1, changed state to up

BR1/0:1 DDR: Dialer Watch: resetting call in progress

BR1/0: 1: interface nust be fifo queue, force fifo

%0l ALER-6-BIND: Interface BR1/0:1 bound to profile D1

Di1 DDR Aut henticated host LAB2 with no matching dialer map

Di1 DDR dial er protocol up

BR1/0 DDR rotor dialout [priority]

BR1/0 DDR Attenpting to dial 99047265

% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface BRI 1/0: 1, changed state to

%.1 NK- 3- UPDOWN: I nterface BRI 1/0: 2, changed state to up

BR1/0: 2: interface nust be fifo queue, force fifo

%0l ALER-6-BIND: I nterface BR1/0:2 bound to profile D1

% SDN- 6- CONNECT: Interface BRI1/0:1 is now connected to 99047265 LAB2

% .1 NEPROTO- 5- UPDOAN:  Li ne protocol on Interface BRI 1/0: 2, changed state to

98 SDN- 6- CONNECT: Interface BRI1/0:2 is now connected to 99047265 LAB2
9%OSPF- 5- ADJCHG. Process 110, Nbr 6.6.6.6 on Dialerl from LOADI NG to FULL,

Loadi ng Done

r4#
r4#
r4#

r4#show i sdn active

Cal l'ing Call ed Renote Seconds Seconds Seconds Char ges

Nunber Number Name Used Left Idle Uni t s/ Currency
99047265 LAB2 17 Unavai | - 0
99047265 LAB2 16 Unavai | - 0



r 44
r 44
r 4#show di al er

BRI1/0 - dialer type = | SDN

Dial String Successes Fail ures Last DNIS Last status
0 incoming call(s) have been screened.
0 incoming call(s) rejected for call back

BRI1/0:1 - dialer type = | SDN

Idle tinmer (120 secs), Fast idle tinmer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data link layer up

Dial reason: Dialing on watched route | oss
Interface bound to profile Dl

Current call connected 00:01: 22

Connected to 99047265 (LAB2)

BRI 1/0:2 - dialer type = | SDN

Idle tinmer (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is multilink nmenber

Dial reason: Miltilink bundl e overl oaded
Interface bound to profile Dl

Current call connected 00:01: 22

Connected to 99047265 (LAB2)

r 4#
r 4#
r 4#show ppp mul tilink

Di al erl, bundle nanme is LAB2
0 lost fragnents, O reordered, O unassigned
0 discarded, O |lost received, 1/255 |oad
0x133 received sequence, Ox10A sent sequence
Menber links: 2 (max not set, nmin not set)
BRI 1/ 0: 1
BRI 1/ 0: 2
r4#

rd#show ip route 16.0.0.0

Routing entry for 16.0.0.0/8, 2 known subnets
Variably subnetted with 2 masks
Redi stributing via rip

R 16.16.16.0/24 [100/1] via 110.50.46.2, 00:00:00, Dialerl
R 16.0.0.0/8 [100/2] via 110.50.33.2, 00:00:05, Serial2/0
r4#

r 6%

r 6#show i sdn active

Cal | Cal l'i ng Cal | ed Renote Seconds Seconds Seconds Charges

Type Nurber Nunber Narmre Used Left Idle

In ---NA--- 99047265 r4 38 Unavai | -
In ---NA--- 99047265 r4 36 Unavai l -

Uni t s/ Currency



r 6#
r 6#
r 6#show di al er

BRIO/O - dialer type = | SDN

Dial String Successes Fail ures Last DNIS Last status
0 incoming call(s) have been screened.
0 incoming call(s) rejected for call back

BRIO/0:1 - dialer type = | SDN

Idle tinmer (120 secs), Fast idle tinmer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is multilink nmenber

Connected to <unknown phone numnber> (r4)

BRIO/0:2 - dialer type = | SDN

Idle tinmer (120 secs), Fast idle tinmer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is nmultilink nenber

Connected to <unknown phone numnber> (r4)

r 6#

r 6#

r 6#show ppp mul tilink

Vi rtual - Accessl, bundle nane is r4

Bundl e up for 00:00: 59

Dialer interface is BRIO/O

0 lost fragnents, O reordered, O unassigned

0 discarded, O |lost received, 1/255 |oad

0x43 received sequence, 0x48 sent sequence

Menber links: 2 (max not set, nmin not set)
BRI 0/0:1, since 00:00:59, last rcvd seq 000042
BRI 0/ 0: 2, since 00:00:57, last rcvd seq 000041

5.2 GRE

Configure fully-meshed GRE tunndls on R4, R6, and R8. Y ou need to creste two tunnels on each
router. Use Loopbackl for GRE source and destination on all routers.

Encrypt GRE traffic asper Section 5.1.2.

Configure process switching on dl tunnel and physicd interfaces.

NOTE

Refer to the following sample configurations on Cisco.com as atemplate to configure fully meshed GRE/IPSec
topology:

www.cisco.com/warp/public/707/ios meshed.html



http://cisco.com/default.htm
http://www.cisco.com/warp/public/707/ios_meshed.html

WWW.ci sco.com/warp/public/707/33.shtml
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Section 6.0: 10S Firewall Configuration

6.1 Context-Based Access Control (CBAC)

1.

Configure CBAC on R5. Ingpect TCP, UDP, and HTTP traffic.
2.

Configure ingpection inbound on EthernetO (VLAN_3) on R5. See Example 2-11 for testing CBAC
fromR7.
Configure anti-spoofing inbound ACL on Seria 0 on RS for dynamic entries. See Example 2-10 to test
anti-spoofing ACL..

TIP

Refer to the following URL for more on configuring anti-gpoofing ACL :

www.cisco.com/warp/public/707/21. html#anti_spoofing

Example 2-10. Anti-Spoofing Test from R1

I Create a Loopback with I P address that of VLAN3, do an Extended Ping fromRl to
R5
I sourcing fromthis | oopback

r1#show ip interface brief |oopback 99

I nterface | P- Addr ess OK? Met hod Status

Pr ot ocol

Loopback99 110. 50. 13. 73 YES nmanual up up
rl#

ri#ping 17.17.17.17

Type escape sequence to abort.

Sendi ng 5, 100-byte I CWP Echos to 17.17.17.17, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/ max = 64/ 66/ 68 ns
ri#

ri#

ri#ping ip

Target | P address: 17.17.17.17

Repeat count [5]:

Dat agr am si ze [ 100]:

Ti meout in seconds [2]:

Ext ended commands [n]: vy

Source address or interface: |oopback 99

Type of service [0]:

Set DF bit in |IP header? [no]:

Validate reply data? [no]:


http://www.cisco.com/warp/public/707/21.html#anti_spoofing

Data pattern [ OxABCD|

Loose, Strict, Record, Tinmestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 5, 100-byte I CWP Echos to 17.17.17.17, tinmeout is 2 seconds:
Success rate is 0 percent (0/5)

rl#

rl#

rl#

I Snip fromR5 anti-spoofing ACL 101 applied ingress in Serial interface;

r 5#show access-1ists 101

Ext ended | P access list 101
deny ip 110.50.13.64 0.0.0.15 any (10 natches)
deny ip 17.17.17.0 0.0.0. 255 any
deny ip 15.15.15.0 0.0.0. 255 any
deny ip 10.0.0.0 0. 255. 255. 255 any
deny ip 172.16.0.0 0.15.255. 255 any
deny ip 192.168.0.0 0.0.255.255 any
deny ip 127.0.0.0 0.255.255. 255 any
deny ip 224.0.0.0 31.255.255. 255 any
deny ip host 0.0.0.0 any
deny icnp any any redirect
pernmit ip any any (62 natches)

Example 2-11. Testing CBAC from R7

I Telnet to R2 Loopback-1 fromR7, and a dynamic ACL entry in ACL 101 on R5 for
I return traffic and TCP session in CBAC is created.

r5#show i p i nspect sessions
Hal f - open Sessi ons
Session 7B43E4 (110.50. 13.67:1027)=>(12.12.12.12:23) tcp SIS OPEN NG

r 5#show access-1ists 101
Ext ended | P access list 101
permt tcp host 12.12.12.12 eq tel net host 110.50.13.67 eq 1027
deny ip 110.50.13.64 0.0.0.15 any (10 natches)
deny ip 17.17.17.0 0.0.0. 255 any
deny ip 15.15.15.0 0.0.0. 255 any
deny ip 10.0.0.0 0.255. 255. 255 any
deny ip 172.16.0.0 0.15.255. 255 any
deny ip 192.168.0.0 0.0.255. 255 any
deny ip 127.0.0.0 0. 255. 255. 255 any
deny ip 224.0.0.0 31.255. 255. 255 any
deny ip host 0.0.0.0 any
deny icnp any any redirect
permt ip any any (111 mmatches)
r 5#

6.2 Port to Application Mapping (PAM)

1.

Configure PAM on R5 for HT TP traffic on ports 8081 through 8084 for specific hostsusing ACL as
shownin Example 2-12.
2.



Configure HTTPingpectionin CBAC.
3.

CBAC will ingpect nonstandard HT TP ports mapped in the PAM table.
4,

Thistechniqueisaso very useful to prevent against DoS attacks on common well-known ports such as
port 80.

Example 2-12. Configuring PAM Snip from R5 Configuration

access-list 70 permt host 110.50.13.70
access-list 71 permt host 110.50.13.71
ip port-nap http port 8081 list 70
ip port-nap http port 8082 list 70
ip port-nmap http port 8083 list 71
ip port-nmap http port 8084 list 71

r5#show ip port-map http

Host specific: http port 8081 inlist 70 user defined
Host specific: http port 8082 inlist 70 user defined
Host specific: http port 8083 inlist 71 user defined
Default mapping: http port 80 syst em defi ned
Host specific: http port 8084 inlist 71 user defined

4 Previous
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Section 7.0: AAA

Configure NAS entriesfor al AAA dlientsused in thislab (see Figure 2-8).

Figure2-8. NASEntriesin CiscoSecure ACS
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7.1 AAA on the Router

Configure TACACS+ for Telnet authentication and authorization on R2.

Make sure you use anamed method list and apply it only to the vty line.

Create a separate named method list with no authentication and no authorization for console and aux.

Configure accounting for Level 1 and Level 5 commands and apply to the vty line. Refer to Figure 2-10
for Accounting Logs from CiscoSecure ACS.

Figure 2-10. Accounting L ogsfrom CiscoSecure ACS
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Source TACACS+ with Loopback-1 as ACSis configured with IP 12.12.12.12 in Network settings.
6.

Creste auser r2-telnet in ACS with the necessary settings. Refer to Figure 2-9 for user r2-telnet
settingson ACS.

Figure 2-9. User r2-telnet Settings on CiscoSecure ACS
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Create afalback to the loca database and create a username with priv_Ivl 5.

Move the config term and interface commandsto Lvl_5.



Refer to Example 2-13 for R2 configuration and sample debug outputs for dl the above.
Example 2-13. AAA Configuration and Sample Debug Outputsfrom R2

[View full width]

aaa new nodel
aaa authentication login |ab2 group tacacs+ |oca
aaa aut hentication | ogin no-authen none
aaa authorization exec | ab2 group tacacs+ | oca
aaa aut horization exec no-author none
aaa accounting comands 1 | ab2 start-stop group tacacs+
aaa accounting comands 5 | ab2 start-stop group tacacs+
username r2-telnet privilege 5 password ci sco
i p tacacs source-interface Loopbackl
tacacs-server host 110.50. 13. 69
tacacs-server key cisco

I

privilege configure level 5 interface

privilege exec level 5 config term

I

line con O

exec-timeout 0 O

aut hori zati on exec no-aut hor

| ogi n aut henti cati on no-aut hen

transport input none

line aux O

aut hori zati on exec no-aut hor

| ogi n aut henti cati on no-aut hen

line vty 0 4

password 7 070C285F4D06

aut hori zati on exec | ab2

accounting conmands 1 | ab2

accounting conmands 5 | ab2

| ogi n authentication |ab2

I

end

I Snip of good debugs from R2. Telnet was done fromR7 to R2, and tried different
I commands such as "config tern and "interface | oopback 1". Note that the requests
| are sourced as 12.12.12.12

r 2#show debug

General OS
TACACS access control debugging is on
AAA Aut henti cati on debugging is on
AAA Aut hori zation debugging is on
AAA Accounting debugging is on

6d22h: AAA: parse name=tty66 idb type=-1 tty=-1

6d22h: AAA: name=tty66 flags=0x11l type=5 shel f=0 sl ot=0 adapter=0 port=66 channel =0
6d22h: AAA/ MEMORY: create_user (0x82434810) user='' ruser=""' port="tty66

rem addr="110. 50

= 13.67'" authen_type=ASCI| service=LOGd N priv=1

6d22h: AAA AUTHEN START (4016652159): port='"tty66"' list='1ab2" action=LOG N
servi ce=LOG N

6d22h: AAA/ AUTHEN START (4016652159): found list |ab2

6d22h: AAA/ AUTHEN START (4016652159): Met hod=t acacs+ (tacacs+)

6d22h: TAC+: send AUTHEN START packet ver=192 i d=4016652159

6d22h: TAC+: Using default tacacs server-group "tacacs+" list.

6d22h: TAC+: Opening TCP/IP to 110.50.13.69/49 tineout=5

6d22h: TAC+: Opened TCP/ 1P handl e 0x82443D84 to 110.50.13.69/49 using source
12.12.12.12



6d22h:
6d22h:
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6d22h:
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6d22h:
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6d22h:
6d22h:
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6d22h:
6d22h:
6d22h:
6d22h:
6d22h:
6d22h:
6d22h:
6d22h:
6d22h:

12.12

6d22h:
6d22h:
6d22h:
6d22h:
6d22h:
6d22h:
6d22h:
6d22h:
6d22h:
6d22h:

r2#

6d22h:

6d22h:
6d22h:
6d22h:
6d22h:
6d22h:

12.12

6d22h:
6d22h:
6d22h:
6d22h:
6d22h:
6d22h:

6d22h:
6d22h:
6d22h:
6d22h:
6d22h:

TAC+: 110.50.13.69 (4016652159) AUTHEN START/LOG N ASCI | queued
TAC+: (4016652159) AUTHEN START/ LOG N ASCI | processed

TAC+: ver=192 id=4016652159 recei ved AUTHEN status = GETUSER
AAA/ AUTHEN (4016652159): status = GETUSER

AAA/ AUTHEN CONT (4016652159): continue_|l ogin (user=" (undef)"')
AAA/ AUTHEN (4016652159): status = GETUSER

AAA/ AUTHEN (4016652159): Met hod=tacacs+ (tacacs+)

TAC+: send AUTHEN CONT packet id=4016652159

TAC+: 110.50.13.69 (4016652159) AUTHEN CONT queued

TAC+: (4016652159) AUTHEN CONT processed

TAC+: ver=192 id=4016652159 recei ved AUTHEN st atus = GETPASS
AAA/ AUTHEN (4016652159): status = CETPASS

AAA/ AUTHEN CONT (4016652159): continue_login (user='r2-telnet')
AAA/ AUTHEN (4016652159): status = CETPASS

AAA/ AUTHEN (4016652159): Met hod=tacacs+ (tacacs+)

TAC+: send AUTHEN CONT packet id=4016652159

TAC+: 110.50.13.69 (4016652159) AUTHEN CONT queued

TAC+: (4016652159) AUTHEN CONT processed

TAC+: ver=192 id=4016652159 recei ved AUTHEN st atus = PASS

AAA/ AUTHEN (4016652159): status = PASS

TAC+: dosing TCP/I P 0x82443D84 connection to 110.50. 13. 69/49
tty66 AAA/ AUTHOR/ EXEC (2993023776): Port="tty66' |ist="1ab2" service=EXEC
AAA/ AUTHOR/ EXEC. tty66 (2993023776) user='r2-tel net'

tty66 AAA/ AUTHOR/ EXEC (2993023776): send AV service=shell

tty66 AAA AUTHOR/ EXEC (2993023776): send AV cnd*

tty66 AAA AUTHOR/ EXEC (2993023776): found list "lab2"

tty66 AAA/ AUTHOR/ EXEC (2993023776): Method=tacacs+ (tacacs+)
AAA/ AUTHOR/ TAC+: (2993023776): user=r2-tel net

AAA/ AUTHOR/ TAC+: (2993023776): send AV servi ce=shel |

AAA/ AUTHOR/ TAC+: (2993023776): send AV cnd*

TAC+: using previously set server 110.50.13.69 from group tacacs+
TAC+: Opening TCP/IP to 110.50.13. 69/49 ti meout =5

TAC+: Opened TCP/ I P handl e 0x82444208 to 110.50. 13. 69/49 usi ng source
.12.12

TAC+: Opened 110.50. 13. 69 i ndex=1

TAC+: 110.50.13. 69 (2993023776) AUTHOR/ START queued

TAC+: (2993023776) AUTHOR/ START processed

TAC+: (2993023776): received author response status = PASS_ADD
TAC+: dosing TCP/I P 0x82444208 connection to 110.50. 13. 69/49
AAA/ AUTHOR (2993023776): Post authorization status = PASS _ADD
AAA/ AUTHOR/ EXEC: Processing AV service=shel |

AAA/ AUTHOR/ EXEC. Processi ng AV cnd*

AAA/ AUTHOR/ EXEC. Processing AV priv-lvl=5

AAA/ AUTHOR/ EXEC: Aut hori zati on successful

AAA/ ACCT/ CVD: User r2-telnet, Port tty66, Priv 5:
"configure termnal <cr>"
AAA/ ACCT/ CVD:  Found 1ist "l ab2"
AAA/ ACCT: user r2-telnet, acct type 3 (2678723592): Method=tacacs+ (tacacs+)
TAC+: using previously set server 110.50.13.69 from group tacacs+
TAC+: Opening TCP/IP to 110.50.13. 69/49 ti nmeout =5
TAC+: Opened TCP/ I P handl e 0x8244468C to 110.50. 13. 69/ 49 usi ng source
.12.12
TAC+: Opened 110.50. 13. 69 i ndex=1
TAC+: 110.50.13.69 (2678723592) ACCT/ REQUEST/ STOP queued
TAC+: (2678723592) ACCT/ REQUEST/ STOP processed
TAC+: (2678723592): received acct response status = SUCCESS
TAC+: d osing TCP/I P 0x8244468C connection to 110.50. 13. 69/49
AAA/ ACCT/ CVD: User r2-telnet, Port tty66, Priv 5:
"interface Loopback 1 <cr>"
AAA/ ACCT/ CVD:  Found 1ist "l ab2"
AAA/ ACCT: user r2-telnet, acct type 3 (4048033009): Method=tacacs+ (tacacs+)
TAC+: using previously set server 110.50.13.69 fromgroup tacacs+
TAC+: Opening TCP/IP to 110.50.13. 69/49 timeout =5
TAC+: Opened TCP/ I P handl e 0x82444B10 to 110.50. 13. 69/49 usi ng source



12.12.12.12

6d22h: TAC+: Opened 110.50.13.69 index=1

6d22h: TAC+: 110.50.13.69 (4048033009) ACCT/ REQUEST/ STOP queued
6d22h: TAC+: (4048033009) ACCT/ REQUEST/ STOP processed

6d22h: TAC+: (4048033009): received acct response status = SUCCESS
6d22h: TAC+: C osing TCP/ I P 0x82444B10 connection to 110.50.13.69/49

7.2 AAA on the Switch

1.
Configure Authentication, Exec Authorization, and Accounting for Exec and Commands on the switch.
Refer to Example 2-14 for the AAA configuration on the switch. Refer to Figure 2-11 for the
Accounting logs
Figure 2-11. Exec Accounting L ogs from CiscoSecure ACS
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2.
No need to create ACL on PIX for RADIUS requests, as Switch-1 and AAA are on the same
VLAN.
3.

Do not configure any authenti cation/authorization for Console and Aux ports. Verify by Telnetting to
the switch from any devicein the network. Refer to Example 2-15 for good debugs from Switchl.
Telnet was done from R7 to Switchl, and tried different commands such as show run, wr mem, config
term, and so on.

Configure username sw2 on CiscoSecure ACS with appropriate settings. Refer to Figure 2-12 for
user sw2 settingson ACS.

Figure 2-12. User sw2 Settingson CiscoSecure ACS
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Example 2-14. AAA Configuration on the Switch

host name Switchl

|

aaa new nodel

aaa authentication login |ab2 group radius | ocal

aaa aut hentication | ogin no-authen none

aaa aut horization exec |ab2 group radius |oca

aaa aut horization exec no-author none

aaa accounting exec |ab2 start-stop group radius

aaa accounting commands 1 | ab2 start-stop group radius
aaa accounting commands 15 | ab2 start-stop group radius
enabl e password 7 070C285F4D06

|

user name sw2 password 7 cisco

!

radi us-server host 10.50.34. 254 auth-port 1812 acct-port 1813
radi us-server retransmt 3

radi us-server key cisco

I

line con O

exec-timeout 0 O

aut hori zati on exec no-aut hor

| ogi n aut henticati on no-aut hen
line vty 0 4



aut hori zation exec |ab2
accounting conmands 1 | ab2
accounti ng commands 15 | ab2
accounti ng exec | ab2

| ogi n authentication |ab2
line vty 5 15

|
end

Example 2-15. Snip of Good Debugs from Switchl

[View full width]
I Tel net was done fromR7 to Switchl, and tried different commands such as
I "show run", "w nment and "config terni, etc.

Swi t chl#show debug

Ceneral Cs:

AAA Aut henti cati on debugging is on

AAA Aut hori zation debugging is on

AAA Accounting debugging is on
Radi us protocol debugging is on

1w4d: AAA: parse nane=ttyl idb type=-1 tty=-1

iwad: AAA: nane=ttyl flags=0x11l type=5 shel f=0 sl ot=0 adapter=0 port=1 channel =0
iw4d: AAA/ MEMORY: create_user (OxE021B8) user="' ruser="' port="ttyl

rem addr =" 10. 50. 34

= 2' authen_type=ASCI| service=LOG N priv=1

1wdd: AAA/ AUTHEN START (887515695): port="ttyl" list="lab2" action=LOG N

servi ce=LOG N

1wdd: AAA/ AUTHEN START (887515695): found list |ab2

1wdd: AAA/ AUTHEN START (887515695): Met hod=radi us (radi us)

1wdd: AAA/ AUTHEN (887515695): status = GETUSER

1w4d: AAA/ AUTHEN CONT (887515695): continue_l ogin (user="'(undef)"')

1wdd: AAA/ AUTHEN (887515695): status = GETUSER

1wdd: AAA/ AUTHEN (887515695): Met hod=radi us (radi us)

1wdd: AAA/ AUTHEN (887515695): status = GETPASS

1w4d: AAA/ AUTHEN CONT (887515695): continue_l ogin (user=" sw2')

1wdd: AAA/ AUTHEN (887515695): status = GETPASS

1wdd: AAA/ AUTHEN (887515695): Met hod=radi us (radi us)

1w4d: RADI US: ustruct sharecount=1

iw4d: RADIUS: Initial Transmit ttyl id 7 10.50. 34.254: 1812, Access-Request, len 73
1w4d: Attribute 4 6 0A32220A

1w4d: Attribute 5 6 00000001
1w4d: Attribute 61 6 00000005
1w4d: Attribute 1 5 7377321F
1w4d: Attribute 31 12 31302E35
1w4d: Attribute 2 18 COBDO09D

1w4d: RADI US: Received fromid 7 10.50. 34. 254: 1812, Access-Accept, len 32
1w4d: Attribute 6 6 00000001

1w4d: Attribute 8 6 FFFFFFFF

iwdd: RADI US: saved aut horization data for user E021B8 at DFDDE4

1w4ad: AAA/ AUTHEN (887515695): status = PASS

1wdd: ttyl AAA/ AUTHOR/ EXEC (1143158904): Port="ttyl' list="1ab2" servi ce=EXEC
1wdd: AAA/ AUTHOR/ EXEC. ttyl (1143158904) user='sw2'

1wdd: ttyl AAA/ AUTHOR/ EXEC (1143158904): send AV service=shell

1wdd: ttyl AAA/ AUTHOR/ EXEC (1143158904): send AV cnd*

1wdd: ttyl AAA/ AUTHOR/ EXEC (1143158904): found list "lab2"

1wdd: ttyl AAA/ AUTHOR/ EXEC (1143158904): Met hod=radi us (radi us)

1w4dd: AAA/ AUTHOR (1143158904): Post authorization status = PASS_ADD

iwdd: AAA/ AUTHOR/ EXEC:. Aut hori zation successf ul

1w4d: AAA/ ACCT/ EXEC/ START User sw2, port ttyl

iw4dd: AAA/ ACCT/ EXEC. Found list "l ab2"

1wad: AAA/ ACCT/ EXEC/ START User sw2, Port ttyl,



task _id=6 tinmezone=UTC servi ce=shel |
iwad: AAA/ ACCT: user sw2, acct type 0 (400129182): Method=radi us (radius)
iw4d: RADI US: ustruct sharecount =3
iw4d: RADIUS: Initial Transmt ttyl id 8 10.50.34.254: 1813, Accounti ng-Request,
len 89

1w4d: Attribute 4 6 0A32220A
1w4d: Attribute 5 6 00000001
1w4d: Attribute 61 6 00000005
1w4d: Attribute 1 5 7377321F
1w4d: Attribute 31 12 31302E35
1w4d: Attribute 40 6 00000001
1w4d: Attribute 45 6 00000001
1w4d: Attribute 6 6 00000007
1w4d: Attribute 44 10 30303030
1w4d: Attribute 41 6 00000000

1w4d: RADI US: Received fromid 8 10.50. 34. 254: 1813, Accounti ng-response, |len 20
iwad: AAA/ ACCT/ CVD: User sw2, Port ttyl, Priv 15;

"show runni ng-config <cr>"
iwad: AAA/ ACCT/ CVD: Found list "l ab2"
iw4d: AAA/ ACCT: user sw2, acct type 3 (2621678809): Method=radi us (radius)
Switchl#
Switchl#
Switchl#
iwad: AAA/ ACCT/ CVD: User sw2, Port ttyl, Priv 15;

"wite nenmory <cr>"
iw4d: AAA/ ACCT/ CVD: Found list "l ab2"
iw4d: AAA/ ACCT: user sw2, acct type 3 (2377841683): Method=radi us (radius)
Switchl#
Switchl#
iwad: AAA/ ACCT/ CVD: User sw2, Port ttyl, Priv 15;

"configure termnal <cr>"
iw4d: AAA/ ACCT/ CVD: Found list "l ab2"
iw4d: AAA/ ACCT: user sw2, acct type 3 (3679197411): Method=radi us (radius)
Switchl#
1wad: %SYS-5-CONFI G I: Configured fromconsole by sw2 on vtyO (10.50. 34. 2)
Switchl#
Switchl#
iw4ad: AAA/ ACCT/ CMD: User sw2, Port ttyl, Priv 1:

"show cl ock <cr>"
iw4d: AAA/ ACCT/ CVD: Found list "l ab2"
iw4d: AAA/ ACCT: user sw2, acct type 3 (248650303): Method=radi us (radius)
1wad: AAA/ ACCT/ EXEC/ STOP User sw2, Port ttyl:

task _id=6 tinmezone=UTC service=shell disc-cause=1 disc-cause-ext=1020
= ¢| apsed_tinme=442 nas-rx-speed=0 nas-tx-speed=0
iw4d: AAA/ ACCT: user sw2, acct type 0 (598855493): Method=radi us (radius)
1w4d: RADI US: ustruct sharecount =2
iw4d: RADIUS: Initial Transmt ttyl id 9 10.50. 34.254: 1813, Accounti ng- Request,
len 101

1w4d: Attribute 4 6 0A32220A
1w4d: Attribute 5 6 00000001
1w4d: Attribute 61 6 00000005
1w4d: Attribute 1 5 7377321F
1w4d: Attribute 31 12 31302E35
1w4d: Attribute 40 6 00000002
1w4d: Attribute 45 6 00000001
1w4d: Attribute 6 6 00000007
1w4d: Attribute 44 10 30303030
1w4d: Attribute 49 6 00000001
1w4d: Attribute 46 6 000001BA
1w4d: Attribute 41 6 00000000

1w4d: RADI US: Received fromid 9 10.50. 34. 254: 1813, Accounti ng-response, |len 20
iw4d: AAA/ MEMORY: free_user (0OxE021B8) user='sw2' ruser='' port=ttyl'

rem addr =" 10. 50. 34

= 2' authen_type=ASClI| service=LOd N priv=1
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Section 8.0: Advanced Security

8.1 Perimeter Security

1.
If the network is under aheavy load, and it does not give adequate CPU time to process system-level
tasks such as handling routing protocols, configure the scheduler command to alocate CPU times
efficiently. Configure R8 with scheduler alocate 2000 500.

NOTE
For more info on the scheduler command, see thefollowing URL:

www.ci sco.com/univercd/cc/td/doc/product/software/ios121/121cger/fun r/frprt3/frd3003.htm#10193
39

Configure service nagle on R8.

NOTE

For moreinfo on service nagle, see

www.ci sco.com/univercd/cc/td/doc/product/software/ios121/121cger/fun r/frprt3/frd3003.htm#1019550

8.2 Router Management UsingHTTP

1.
Configure HTTP server on R1 with AAA authentication and Exec authorization usng TACACS+.
Refer to Example 2-16.

Use Loopback-1 to source TACACS+ requests. Refer to Example 2-16.

Configure falback to thelocal databasein the event the TACACS+ server isdown. Refer to Example
2-16.
4.

Notethat HTTP users need priv_Ivl 15.


http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/fun_r/frprt3/frd3003.htm#1019339
http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/fun_r/frprt3/frd3003.htm#1019339
http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/fun_r/frprt3/frd3003.htm#1019550

Configureloca username rl-http on R1 with priv_Ivl 15 for AAA falback. Refer to Example 2-16.
Configure ACL to permit Test_PC only for HTTP. Refer to Example 2-16.

Configure usernamer1-http in ACSwith priv_Ivl 15, dllow Shell (exec), and enable al Undefined
Services. See Figure 2-13 for ACS settings.

Figure 2-13. User r1-http Settings on CiscoSecure ACS
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Verify thisby browsing R1 (110.50.32.1) from the Test_PC. Refer to Figure 2-14 for Authentication
Logs from CiscoSecure ACS. Refer to Figure 2-15 for router management viaHTTP.

Figure 2-14. Passed Authentication L ogs from CiscoSecure ACS
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Figure 2-15. Router Management Using a Browser
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TIP

Seethefollowing URL for moreinfo on configuring TACACS+ authentication for HTTP users,

WWW.CiSco.com/warp/public/480/http-2.html

Example 2-16. HT TP Configuration and debug Output from R1

[View full width]

r 1#show runni ng-confi g
Bui | di ng configuration...


http://www.cisco.com/warp/public/480/http-2.html

Current configuration : 3706 bytes
<sni p>
|
aaa new nodel
aaa authentication |login default group tacacs+ |oca
aaa authentication | ogin noauthen none
aaa authorization exec default group tacacs+
aaa aut horization exec noexec none
|
username rl-http privilege 15 password 0 cisco
|
ip http server
ip http access-class 1
ip http authenticati on aaa
i p tacacs source-interface Loopbackl
|
access-list 1 pernmit 110.50.32. 254
|
tacacs-server host 110.50.13. 69
tacacs-server key cisco
|
!
line con O
exec-timeout 0 O
aut hori zati on exec noexec
| ogi n aut henti cati on noaut hen
transport input none
line aux O
aut hori zati on exec noexec
| ogi n aut henti cati on noaut hen
line vty 0 4
aut hori zati on exec default
| ogi n aut hentication default
line vty 5 15
aut hori zati on exec default
| ogi n aut hentication default
|
end
| Debug output fromRl, note that source IP is 11.11.11.11 (Loopbackl).
r 1#show debug
General CS:
TACACS access control debugging is on
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on
rl#
rl#
rl#
rl#
1d08h: AAA: parse nanme=tty2 idb type=-1 tty=-1
1d08h: AAA: nanme=tty2 flags=0x11l type=5 shel f=0 sl ot=0 adapter=0 port=2 channel =0
1d08h: AAA MEMORY: create_user (Ox631EC8D8) user="' ruser="' port="tty2
rem addr ="' 110. 50
= 32.254' authen_type=ASCI| service=LOE N priv=0
1d08h: AAA AUTHEN START (1455966780): port="tty2' list=""' action=LOd N
servi ce=LOG N
1d08h: AAA AUTHEN START (1455966780): using "default" |ist
1d08h: AAA AUTHEN START (1455966780): Met hod=tacacs+ (tacacs+)
1d08h: TAC+: send AUTHEN START packet ver=192 i d=1455966780
1d08h: TAC+: Using default tacacs server-group "tacacs+" |ist.
1d08h: TAC+: Opening TCP/IP to 110.50.13.69/49 timeout=5
1d08h: TAC+: Opened TCP/IP handl e Ox631EB85C to 110.50. 13. 69/49 usi ng source
11.11.11.11
1d08h: TAC+: 110.50.13.69 (1455966780) AUTHEN START/LOd N ASCI | queued
1d08h: TAC+: (1455966780) AUTHEN START/LOJd N ASCI | processed
1d08h: TAC+: ver=192 id=1455966780 recei ved AUTHEN st atus = GETUSER



1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:

11.11

1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:
1d08h:

AAA/ AUTHEN (1455966780): status = GETUSER

AAA/ AUTHEN CONT (1455966780): continue_|l ogin (user=" (undef)"')

AAA/ AUTHEN (1455966780): status = GETUSER

AAA/ AUTHEN (1455966780): Met hod=t acacs+ (tacacs+)

TAC+: send AUTHEN CONT packet id=1455966780

TAC+: 110.50.13.69 (1455966780) AUTHEN CONT queued

TAC+: (1455966780) AUTHEN CONT processed

TAC+: ver=192 id=1455966780 recei ved AUTHEN st atus = GETPASS

AAA/ AUTHEN (1455966780) : status = GETPASS

AAA/ AUTHEN CONT (1455966780): continue_login (user="rl1-http')

AAA/ AUTHEN (1455966780) : status = GETPASS

AAA/ AUTHEN (1455966780): Met hod=t acacs+ (tacacs+)

TAC+: send AUTHEN CONT packet id=1455966780

TAC+: 110.50.13.69 (1455966780) AUTHEN CONT queued

TAC+: (1455966780) AUTHEN CONT processed

TAC+: ver=192 id=1455966780 recei ved AUTHEN st atus = PASS

AAA/ AUTHEN (1455966780) : status = PASS

TAC+: dosing TCP/I P 0x631EB85C connection to 110.50. 13. 69/49

tty2 AAA AUTHOR/ HTTP (2051807032): Port="tty2' list="" servi ce=EXEC

AAA/ AUTHOR/ HTTP: tty2 (2051807032) user='r1-http'

tty2 AAA AUTHOR/ HTTP (2051807032): send AV service=shel l

tty2 AAA AUTHOR/ HTTP (2051807032): send AV cnd*

tty2 AAA AUTHOR/ HTTP (2051807032): found list "default"

tty2 AAA AUTHOR/ HTTP (2051807032): Met hod=tacacs+ (tacacs+)

AAA/ AUTHOR/ TAC+: (2051807032): user=rl-http

AAA/ AUTHOR/ TAC+: (2051807032): send AV service=shel |

AAA/ AUTHOR/ TAC+: (2051807032): send AV cnd*

TAC+: using previously set server 110.50.13.69 from group tacacs+

TAC+: Opening TCP/IP to 110.50.13. 69/49 ti meout =5

TAC+: Opened TCP/I P handl e Ox631EBCEO to 110.50. 13. 69/49 usi ng source
11. 11

TAC+: Opened 110.50. 13. 69 i ndex=1

TAC+: 110.50.13.69 (2051807032) AUTHOR/ START queued

TAC+: (2051807032) AUTHOR/ START processed

TAC+: (2051807032): received author response status = PASS_ADD

TAC+: dosing TCP/I P 0x631EBCEO connection to 110.50. 13. 69/49

AAA/ AUTHOR (2051807032): Post authorization status = PASS _ADD

AAA/ MEMORY: free_user (O0x631EC8D8) user='rl1-http' ruser=""' port="tty2'

= rem addr="110.50. 32. 254" aut hen_type=ASCI| service=LOE N priv=0

r1#
r1#

NOTE

If the Default (Undefined) Services option does not appear, go to Interface Configuration and select
TACACS+ and then Advanced Configuration Options. Choose Digplay enable default (undefined) service
configuration.

8.3 Access Control

2.

Configure vty password cisco for lines O through 3 and password ciscol23 for line 5.

Test thisby Tenetting to R3 from R2 (five times). Thefifth time, you should use the cisco123
password to get in. See Example 2-17 for configuration and sample debug output.



Example 2-17. R3 Configuration and Debug Output

R3#show runni ng-config
<sni p>
line vty 0 3
password ci sco
line vty 4
password ci scol23

r 2#ping 13.13.13.13
Type escape sequence to abort.
Sendi ng 5, 100-byte I CWP Echos to 13.13.13.13, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/ 4/ 4 ns

r2#tel net 13.13.13.13
Trying 13.13.13.13 ... QOpen

User Access Verification

Password: cisco

r3>

I Repeat the above 4 tinmes, and you will occupy 4 vty lines, see bel ow
r 3#who

Li ne User Host (s) Idle Locati on

* 0conO idle 00: 00: 00
66 vty O idle 00: 03: 14 110.50.32.2
67 vty 1 idle 00: 02: 58 110.50.32.2
68 vty 2 idle 00: 02: 54 110.50.32.2
69 vty 3 idle 00: 02: 50 110.50.32.2

I Now, if you try the telnet 5th time, you will hit vty line #5, where the
I password is not "cisco"

r2#tel net 13.13.13.13

Trying 13.13.13.13 ... Qpen

User Access Verification

Password: cisco “---invalid as we are now hitting vty line 5

Password: ciscol23 = correct password "ciscol23" for vty 5 lets you in
r3>

r3>
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Section 9.0: I P Services and Protocol-Independent Features

9.1 NAT

Create multiple route mapsto NAT to the corresponding egress interface. See Example 2-18.
TIP
Seethe following sample config to configure GRE/IPSec with NAT:

wWww.cisco.com/warp/public/707/quicktip.html

Example 2-18. NAT Configuration from R4 (R6 and R8 Look Similar Except for the ACL; See
Solutions)

i nterface Loopbackl0
i p address 10.1.4.1 255.255.255.0
i p nat inside
!
interface Serial 2/0
i p address 110.50. 33. 4 255.255.255.0
i p nat outside
I
interface Dialerl
i p address 110.50.46.1 255.255.255.0
i p nat outside
!
ip nat inside source route-map dialerl interface D alerl overl oad
ip nat inside source route-map serial2/0 interface Serial 2/0 overl oad
!
access-list 104 deny ip 10.1.4.0 0.0.0.255 10.1.6
access-list 104 deny ip 10.1.4.0 0.0.0.255 10.1.8.
access-list 104 permt ip 10.1.4.0 0.0.0.255 any
!
route-map dialerl permt 10
match i p address 104
match interface Dialerl
!
route-map serial2/0 pernmt 10
match i p address 104
match interface Serial 2/0

0 0.0.0.255
0 0.0.0.255

9.2NTP

Configure R2 asthe NTP server.
2.


http://www.cisco.com/warp/public/707/quicktip.html

Configure R2 to broadcast NTP on Ethernet0/0.

Configure R1 asthe NTP client.

Configure authenti cation using password ¢isco.

Configure R3 asthe Dynamic NTP client by receiving NTP broadcasts on Ethernet0/0.
See Example 2-19 to configure dl the above,

Verify that clocks on dl routers are synced and authenticated. See Example 2-20.

Example 2-19. NTP Configuration on R1, R2, and R3

I Snip fromR2 (master)

interface Ethernet0/0

i p address 110.50.32.2 255.255. 255.0
ntp broadcast

|

ntp authentication-key 1 nmd5 121A0C041104 7
ntp source Loopbackl

ntp master

end

I Snip fromRL (Cient)

ntp authentication-key 1 nd5 cisco
ntp aut henticate

ntp trusted-key 1

ntp cl ock-period 17179861

ntp source Loopbackl

nt p updat e- cal endar

ntp server 110.50.32.2 key 1

I Snip fromR3 (Dynanmic client);
interface Ethernet0/0
i p address 110.50.32.3 255. 255. 255.0
ntp broadcast client

Example 2-20. NTP Verification on R1, R2, and R3

r 2#show ntp status

G ock is synchronized, stratum8, reference is 127.127.7.1

nom nal freq is 249.5901 Hz, actual freq is 249.5901 Hz, precision is 2**16
reference tine is CLF84AFB. A6OB88C8 (05: 13: 31. 648 UTC Sat Feb 15 2003)
clock offset is 0.0000 nsec, root delay is 0.00 nsec

root dispersion is 0.02 nsec, peer dispersion is 0.02 nsec

r 2#show ntp associ ati ons det ai

127.127.7.1 configured, our_naster, sane, valid, stratum?7

ref 1D 127.127.7.1, time CLF84AFB. AGOB88C8 (05:13:31.648 UTC Sat Feb 15 2003)
our node active, peer node passive, our poll intvl 64, peer poll intvl 64
root delay 0.00 nsec, root disp 0.00, reach 377, sync dist 0.015

delay 0.00 nsec, offset 0.0000 nsec, dispersion 0.02

precision 2**18, version 3

org tinme CLlF84AFB. A60OB88C8 (05: 13: 31.648 UTC Sat Feb 15 2003)



rcv time CLF84AFB. A60B88C8 (05:13:31.648 UTC Sat Feb 15 2003)
xmt time CLF84AFB. AGOAAC64 (05:13:31.648 UTC Sat Feb 15 2003)

filtdelay = 0. 00 0. 00 0.00 0.00 0. 00 0.00 0.00 0.00
filtoffset = 0. 00 0. 00 0.00 0.00 0. 00 0.00 0.00 0.00
filterror = 0.02 0.99 1.97 2.94 3.92 4.90 5.87 6. 85
Ref erence cl ock status: Running normally

Ti mecode:

r 2#show cl ock
05: 14: 06. 661 UTC Sat Feb 15 2003

I Snip fromRL NTP dient

ri#show nt p status

G ock is synchronized, stratum9, reference is 110.50.32.2

nom nal freq is 250.0000 Hz, actual freq is 250.0000 Hz, precision is 2**24
reference tinme is CLF84B14. B52A5542 (05: 13:56. 707 UTC Sat Feb 15 2003)
clock offset is -3.6984 nsec, root delay is 2.66 nsec

root dispersion is 4.44 nsec, peer dispersion is 0.70 nsec

ri#show ntp associ ati ons detai

110. 50. 32. 2 configured, authenticated, our_master, sane, valid, stratum8

ref 1D 127.127.7.1, tinme CLF84AFB. A60B88C8 (05:13:31.648 UTC Sat Feb 15 2003)
our node client, peer node server, our poll intvl 64, peer poll intvl 64

root delay 0.00 nsec, root disp 0.03, reach 377, sync dist 2.060

delay 2.66 nsec, offset -3.6984 nsec, dispersion 0.70

precision 2**16, version 3

org tine ClF84B14. B3EOSEB9 (05:13:56.702 UTC Sat Feb 15 2003)

rcv time CLF84B14. B52A5542 (05:13:56.707 UTC Sat Feb 15 2003)

xm tinme CLF84Bl14. B465C21F (05:13:56.704 UTC Sat Feb 15 2003)

filtdelay = 2. 66 2.38 2.47 2.43 2.47 2.47 2.46 2.46
filtoffset = -3.70 -3.45 -3.05 -2.60 -2.01 -1.12 -0.26 -0.20
filterror = 0.02 0.99 1.97 2. 94 3.92 4.90 5. 87 5.89

r 1#show cl ock
05: 14:19. 932 UTC Sat Feb 15 2003

I Snip fromR3 Dynanic NTP Cient;

r 3#show nt p status

G ock is synchronized, stratum9, reference is 110.50.32.2

nom nal freq is 249.5901 Hz, actual freq is 249.5901 Hz, precision is 2**18
reference tinme is CLF84AE3. 4C14D038 (05:13:07.297 UTC Sat Feb 15 2003)
clock offset is 0.0197 nsec, root delay is 3.68 nsec

root dispersion is 15875.06 nsec, peer dispersion is 15875.02 nsec

r 3#show ntp associ ati ons det ai

110.50. 32. 2 dynanic, our_nmster, sane, valid, stratum8

ref 1D 127.127.7.1, tinme CLF84AFB. A60B88C8 (05:13:31.648 UTC Sat Feb 15 2003)
our nmode bdcast client, peer node bdcast, our poll intvl 64, peer poll intvl
root delay 0.00 nsec, root disp 0.03, reach 6, sync dist 15876.877

del ay 3.68 nsec, offset 0.0197 nsec, dispersion 15875.02

precision 2**16, version 3

org tine CLF84B1B. A62B3F5A (05:14: 03.649 UTC Sat Feb 15 2003)

rcv time CLF84B1B. 87D2622B (05: 14: 03.530 UTC Sat Feb 15 2003)

xmt tinme CLF84AE3. 4B1EA196 (05:13:07.293 UTC Sat Feb 15 2003)

filtdelay = 3. 68 0. 00 0.00 0.00 0. 00 0.00 0.00 0. 00
filtoffset = 0.02 0. 00 0.00 0.00 0. 00 0.00 0.00 0. 00
filterror = 0. 02 16000.0 16000.0 16000.0 16000.0 16000.0 16000.0 16000.0

r 3#show cl ock
05:14: 31. 022 UTC Sat Feb 15 2003



9.3 Traffic Shaping

1.

Configure the Frame Relay Discard Eligible (DE) list and apply thisto DLCI 106 on subinterface
Serial 3/0.6 on R1.

Configure ACL to deny OSPF packets for getting tagged for discard digible by Frame Relay so that
they do get dropped by the Frame Relay switch. See Example 2-21.

Example 2-21. Frame Relay Traffic Shaping

I Snip fromRLl configuration and out put from show comrand
frame-relay de-list 1 protocol ip list 102

I

interface Serial 3/0.6 point-to-point

i p address 110.50.31.1 255.255.255.0

frame-relay de-group 1 106

frame-relay interface-dlci 106

!
access-list 102 deny ospf any any
access-list 102 pernmit ip any any

ri#show frane-rel ay pvc 106
PVC Statistics for interface Serial 3/0 (Frane Rel ay DTE)

DLCI = 106, DLCI USAGE = LOCAL, PVC STATUS = ACTI VE, | NTERFACE = Serial 3/0.6

i nput pkts 43 out put pkts 53 in bytes 4622
out bytes 5455 dropped pkts O in FECN pkts 0O
in BECN pkts O out FECN pkts 0 out BECN pkts 0
in DE pkts O out DE pkts 43

out bcast pkts 13 out bcast bytes 1525

pvc create tine 2d06h, last time pvc status changed 00: 03: 32

ri#show access-1ists 102

Extended | P access list 102
deny ospf any any (9 matches)
pernmit ip any any (43 matches)

9.4 HSRP

Configure HSRP peers R2 and R3 with Virtua |P address 110.50.32.10.
2.

R2 should be Active. R3 isadways Standby.
3.

Configure authenti cation using password ¢isco.
4,



Configure HSRP tracking for Ethernet0/1 of R2.
5.

Configure R2 with priority 105 and preempt option.
6.

See Example 2-22 to configure HSRP as above.
7.

This section plays an important role in solving OSPF Redundancy in Section 2.1.

Example 2-22. HSRP Configuration Snip and Output from the show Command from R2 and R3

host name r2

|

nterface Ethernet0/0

i p address 110.50.32.2 255.255.255.0
ip verify unicast reverse-path
no ip redirects

hal f - dupl ex

ntp broadcast

standby 1 priority 105 preenpt
standby 1 authentication cisco
standby 1 ip 110.50.32.10
standby 1 track Et0/1

host name r3

|

nterface Ethernet0/0

i p address 110.50.32.3 255.255. 255.0
no ip redirects

hal f - dupl ex

ntp broadcast client

standby 1 ip 110.50.32.10

standby 1 preenpt

standby 1 track Ethernet0/1

r 2#show st andby

Et hernet0/0 - Goup 1
Local state is Active, priority 105, may preenpt
Hellotime 3 holdtine 10
Next hello sent in 00:00:02.091
Hot standby | P address is 110.50.32.10 confi gured
Active router is |loca
Standby router is 110.50.32.3 expires in 00:00: 07
Standby virtual mac address is 0000.0c07.ac01
2 state changes, |ast state change 3dllh
Tracking interface states for 1 interface, 1 up:

Up Et hernet 0/ 1
r2#

r 3#show st andby
Et hernet0/0 - Goup 1
State i s Standby
1 state change, |ast state change 3dl1lh
Virtual |P address is 110.50.32.10
Active virtual MAC address is 0000.0c07.ac01
Local virtual MAC address is 0000.0c07.ac01 (default)



Hello tine 3 sec, hold time 10 sec
Next hello sent in 1.534 secs
Preenpti on enabl ed
Active router is 110.50.32.2, priority 105 (expires in 9.375 sec)
St andby router is |ocal
Priority 100 (default 100)
Track interface Ethernet0/1 state Up decrenent 10
| P redundancy nane is "hsrp-Et0/0-1" (default)
r 3#
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on 10.0: Security Violations

10.1 Denial of Service (DoS)

1.

An ACL isdready configured on the R1 Fastethernet2/0 (VLANA4) interface to fulfill the requirement
for Section 2.1.

Y ou need to merge ACLsfor this. See Example 2-23.

ACL 101 configured in Example 2-23 will not dlow noninitia fragments through to the server because
of thefirg line. A noninitia fragment to the server is denied when it encountersthefirst ACL line
because Layer 3 information in the packet matchesthe Layer 3 information inthe ACL line.

Initid or nonfragmentsto port 80 on the server dso match thefirst line of the ACL for Layer 3
information, but because the fragments keyword is present, the next ACL entry (the second line) is
processed. The second line of the ACL permitstheinitia or nonfragments because they match the
ACL linefor Layer 3 and Layer 4 information.

Example 2-23. DoSACL: Snip from R1 Configuration

access
access
access
access
access
access
access

10.2 |

1.

-list 101 deny ip any host 110.50.13.72 fragnents

-list 101 pernit tcp any host 110.50.13.72 eq 80

-list 101 deny icnmp host 110.50.32.3 host 110.50. 13. 65
-list 101 deny icnmp host 13.13.13.13 host 110.50. 13. 65
-list 101 deny icnmp host 110.50. 13.50 host 110.50. 13. 65
-list 101 permt icnp any any

-list 101 pernit ip any any

P Spoofing

To smulate and verify the DoS attack, perform the following steps:

a.
Create L oopback-20 with 1P address 18.18.18.18 on R3 (this is spoofing L oopbackl on R8).
Do an extended ping from R3; source from Loopback-20 to destination 12.12.12.12 of R2.

The result isthat ICMP echo-replies are sent to R8 and not back to R3.

Create an ICMP ACL on R2 asfollowsto confirm that packets from source 18.18.18.18 to



dedtination 12.12.12.12 are arriving on VLAN 4 ingress interface ethernet0/0. Y ou can check hit
countsto prove that the attack is successful.

access-list 101 permit icmp host 18.18.18.18 host 12.12.12.12.

Do adebug ip packet detail 101 and debug ip icmp on R2.

Do adebugipicmpon R8.

Y ou will see echo-replies being sent to R8 from R2.

See Example 2-24.

Example 2-24. | P Spoofing Simulation

[View full width

! Ping R2 | oopback-1 using spoofed source |IP address of R8

r3#ping ip
Target | P address: 12.12.12.12
Repeat count [5]:
Dat agram si ze [ 100]:
Ti meout in seconds [2]:
Ext ended comands [n]: vy
Source address or interface: |oopback20
Type of service [0]:
Set DF bit in I P header? [no]:
Validate reply data? [no]:
Data pattern [ OXABCD]
Loose, Strict, Record, Tinestanp, Verbose[none]:
Sweep range of sizes [n]:
Type escape sequence to abort.
Sending 5, 100-byte ICWP Echos to 12.12.12.12, tinmeout is 2 seconds:
Packet sent with a source address of 18.18.18.18
Success rate is 0 percent (0/5)
r 3#
| On R2 do a "debug ip packet detail 101" and" debug ip icnp; you will notice that
I the packet is arriving on Ethernet0/0 on VLAN 4. This confirns that R3 is
sending it.
I R2 is sending all the echo-replies to R8 and not R3.
I This is called anti-spoofing attack where R2 is used as a reflector to attack R8.
r 2#show debug
Generic IP

| CMP packet debugging is on

| P packet debugging is on (detailed) for access list 101
r2#
1w0od: | P: s=18.18.18.18 (Ethernet0/0), d=12.12.12.12, len 100, rcvd 4
1w0d: | CVP type=8, code=0
1w0d: 1 CVP: echo reply sent, src 12.12.12.12, dst 18.18.18.18
1w0od: | P: s=18.18.18.18 (Ethernet0/0), d=12.12.12.12, len 100, rcvd 4
1w0d: | CVP type=8, code=0
1w0d: 1 CVP: echo reply sent, src 12.12.12.12, dst 18.18.18.18
1w0od: | P: s=18.18.18.18 (Ethernet0/0), d=12.12.12.12, len 100, rcvd 4
1w0d: | CVP type=8, code=0



iwod: 1 CvP: echo reply sent, src 12.12.12.12, dst 18.18.18.18

iwod: | P: s=18.18.18.18 (Ethernet0/0), d=12.12.12.12, len 100, rcvd 4
1w0d: | WP type=8, code=0

iwod: 1 CvP: echo reply sent, src 12.12.12.12, dst 18.18.18.18

iwod: | P: s=18.18.18.18 (Ethernet0/0), d=12.12.12.12, len 100, rcvd 4

1w0d: | WP type=8, code=0
iwod: 1 CvP: echo reply sent, src 12.12.12.12, dst 18.18.18.18
r2#

r 2#show access-lists 101
Extended | P access list 101

permit icnp host 18.18.18.18 host 12.12.12.12 (5 matches)
r2#

On R8 receiving all the echo-replies fromR2
r 8#
r 8#
iw2d: | CvP: echo reply rcvd, src 12.12.12.12, dst 18.18.18.18
iw2d: | CvP: echo reply rcvd, src 12.12.12.12, dst 18.18.18.18
iw2d: | CvP: echo reply rcvd, src 12.12.12.12, dst 18.18.18.18
iw2d: | CvP: echo reply rcvd, src 12.12.12.12, dst 18.18.18.18
iw2d: | CwvP: echo reply rcvd, src 12.12.12.12, dst 18.18.18.18
r 8#
r 8#
I To fix this, configure "ip verify unicast reverse-path" on Ethernet0/0.
I Note that Ci sco express forwarding (CEF) nust be enabled on the R2 for this.
I Uni cast RPF does this by doing a reverse |ookup in the CEF table.
I Ping again from R3 sourcing from Loopback20 and you will not receive any
I icnp echo-replies on R8. This is because of Unicast RPF is dropping al
I packets on ethernet0/0 which has invalid source IP that is not validating with
I R2"s routing table. To confirmif Unicast RPF is working, use
I "showip traffic" conmand and | ook for Unicast RPF drop count.
I Non-zero count indicates Unicast RPF is working.
I For nore on Unicast RPF, see
http://ww. ci sco. com uni vercd/ cc/td/ doc/ product/sof tware
=/j0s121/121cgcr/secur _c/scprt5/ scdrpf.htm
r2#show ip traffic
| P statistics:
Rcvd: 2852995 total, 611157 |ocal destination
O format errors, 0 checksumerrors, 638 bad hop count

0 unknown protocol, 1 not a gateway
0 security failures, 0 bad options, 0 with options
Opt s 0 end, 0 nop, O basic security, O | oose source route
0 tinestanp, O extended security, O record route
0O streamID, O strict source route, O alert, 0 cipso, O unp
0 ot her
Frags: O reassenbled, O tineouts, O couldn't reassenble

0 fragnmented, 0 couldn't fragnent

Bcast: 14 received, 9 sent

Mcast: 561632 received, 440927 sent

Sent: 483569 generated, 2240772 forwarded

Drop: 672 encapsul ation failed, O unresolved, 0 no adjacency
4 no route, 5 unicast RPF, 0 forced drop
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Chapter 3. PracticeLab 3

One of the key dementsfor successin passing the CCIE exam istime management. A well-planned approach
will go along way in assgting you to achieve this. The dements of perfection and accuracy will comewith
much practice. Do not be discouraged if you have found the previous labs difficult. Y our am should beto
move on through these exercises, making improvementsin your approach and identifying areas of development.

Following the previous chapters, thislab isamultiprotocol, multitechnology exercise. Y ou will betested on dl
areas, and the degree of complexity in each [ab isthe same.

Thetopology isof anew design, and the VPN3000 Concentrator has been added to the scenario.

Again, you should am to use the " Verification, Hints, and Troubleshooting Tips" section to build your
troubleshooting skills and learn how to identify and resolve the problems.

The labismarked out of 100. Y ou must complete the lab within 8 hours and obtain a minimum of 80 marksto
pass. Aswith al labs, thistest has been written such that you should be able to complete dl questions,
including initia configuration (thet is, P addressing), within 8 hours, excluding cabling time. Allow up to 1 hour
for cabling, using the provided ingtructions and observing the genera guiddines. Y ou can use any combination
of routers aslong as you fulfill the needs of thetopology in Figure 3-1. It is not compulsory to use routers of
the same modd!.

Figure 3-1. Lab Topology
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NOTE

Theread CCIE Lab does not require you to do any cabling or |P addressing.
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Equipment List

8 routers with the following specifications (dl routers are to be loaded with the latest Cisco 10S
versonin 12.1(T) train):

R1 2 Ethernet, 1 BRI (with IP Plus + | PSec 56 image)
R2 2 Ethernet (with IP Plusimage)

R3 2 Ethernet (with IP Plusimage)

R4 1 serid, 1 Ethernet, 1 BRI (with IP Plusimage)

R5 1 serid, 1 Ethernet (with IP Plus + Firewal image)
R6 4 Ethernet (with IP Plus+ Firewall image)

R7 2 Ethernet (with IP Plus + IPSec 56 image)

R8 1 Ethernet (with IP Plusimage)

1 Switch 3550

1 PIX with 2 interfaces (verson 6.x with DES enabled)
1 VPN3000 Concentrator (version 3.6.X)

3PCs
Windows 2000 Server with CiscoSecure ACS 3.x ingtdled
Test PC with CiscoSecure VPN Client 3.x ingtdled

Test PC (any OS)
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General Guiddines

Do not configure any static/default routes unless otherwise specified/required.

Use DLClsprovided in the diagram.

Use the I P addressing scheme provided in the diagram; do not change any 1P addressing unless
otherwise specified. In the CCIE Lab, initia configurations are loaded, and therefore | P addresses are
not to be changed. In this book, each chapter has a separate lab topology with different |P addressing,
s0 each chapter needs to be recabled and al | P addresses need to be redone from the previous

chapter.

Use cisco as the password for any authentication string, enable-password, and TACACS+RADIUS
key or for any other purpose unless otherwise specified.

Add additional loopbacks as specified during thislab.

Configure VLANs on Switchl as per the diagram.

All routers should be able to ping any interface in the network using the optimal path.

Do not use any externd resources or answers provided in this book when attempting the [ab.

Configure fallback for any of the AAA questions below to the local database. If you don't, you will
losedl pointsfor that question.

Do not configure any authentication or authorization on the console and aux ports.

NOTE

Thered CCIE lab exams are hands-on structures smilar to this book. Each configuration exercise has
preassigned point vaues. The candidate must obtain a minimum mark of 80% to pass. This book providesyou
with asmilar sructure to give you a better understanding and experience. For more information on CCIE
exam gructure, refer to thefollowing URLS.

www.cisco.com/en/US partner/learning/l€3/1e2/1e23/learning_certification level _homehtml



http://www.cisco.com/en/US/partner/learning/le3/le2/le23/learning_certification_level_home.html

WWW.CiSco.com/warp/customer/625/ccie/lexam preparation/preparation.htm
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Setting Up the Lab

Y ou can use any combination of routers aslong as you fulfill the topology diagram outlined in Figure 3-1. Itis
not compulsory to use the same model of routers.

Routing Protocol I nformation

Use Figure 3-2 to configure dl routing protocols.

Figure 3-2. Routing Protocol I nformation

BGP Information

Use Figure 3-3 to configure BGP.

Figure 3-3. BGP Information
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Cabling Instructions

Use Tables 3-1 and 3-2 for cabling al devicesin your topology. It isnot amust to use the sametype or
Sequence of interface. Y ou may use any combination of interface(s) aslong as you fulfill the requirement.

Table 3-1. Cabling Ingtructions (Ethernet)

Ethernet Cabling Switchl
R1-Fastethernet0/0 Port 1
R1-Fastethernet0/1 Port 2
R2-Ethernet0/0 Port 3
R2- Ethernet 0/1 Port 4
R3- Ethernet 0/0 Port 5
R3- Ethernet0/1 Port 6
R4-Fastethernet0/0 Port 7
R5- Ethernet O Port 8
R6- Ethernet 1/0 Port 9




R6- Ethernet 1/1 Port 10
R6- Ethernet 1/2 Port 11
R6- Ethernet 1/3 Port 12
R7- Ethernet 0/0 Port 13
R7- Ethernet 0/1 Port 14
R8-Fastethernet0/0 Port 15
PIX-outside-EO Port 16
PIX-insgde-E1 Port 17
VPN3000-insde Port 18
VPN3000-outside Port 19
AAA sarver Port 20
Test-PC-VPN-Client Port 21
Test-PC-for-Auth-Proxy Port 22

Table 3-2. Cabling Instructions (Serial)

Back-to-Back Cabling DTE-End

DCE-End

R4-to-R5 R4-serid2/0

R5-s=id0

LiB
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Practice Lab 3 Exer cises

Asyou gart Lab 3, remember that each section isindicated with corresponding points. Gauge the vaue of the
question by its points and complexity, and spend adequate time on it. Do not waste time on a section when you
get stuck; you must learn to move on and attend to problem sections later on.

The steps in each exercise are not necessarily intended to be completed in order. They can be donein any
order of preference or asyou fed appropriate. There may be Situations where the steps have intentionally been
written in incorrect order to cause aproblem. Y ou have to identify the best approach and fulfill dl the
requirements.
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Section 1.0: Basic Configuration (8 points)

1.1 1P Addressing (2 points)

1.

Redraw a detailed topology with al the necessary information.

Configure P addressing as per the topology diagram shownin Figure 3-1.

Do not configure any static or default routes anywhere on the network unless otherwise specified.

Configure a default route on R5 to | SP next-hop address 120.5.72.170.

Creste the following loopbacks:
Loopback-111.11.11.11/24 on R1
Loopback-112.12.12.12/24 on R2
Loopback-2 122.122.122.122/24 on R2
Loopback-113.13.13.13/24 on R3
Loopback-2 133.133.133.133/24 on R3
Loopback-1 14.14.14.14/24 on R4
Loopback-2 144.144.144.144/24 on R4
Loopback-1 15.15.15.15/24 on R5

L oopback-10 155.155.155.155/24 on R5
Loopback-11 156.156.156.156/24 on R5
Loopback-1 16.16.16.16/24 on R6
Loopback-117.17.17.17/24 on R7
Loopback-2 177.177.177.177/24 on R7

L oopback-1 18.18.18.18/24 on R8

1.2 Serial Links Configuration (2 points)

1.

MNext b



Configurethe R4 and R5 sexid link for PPP.
2.

Use CHAP authentication.

R5 should use host name Router5 password cisco for CHAP authentication.
1.3 LAN Switch Configuration (4 points)

1.

Configure VLANs on Switchl asshownin Figure 3-1.

Configure the Switchl management interface in VLAN-3. Assign IP address 10.1.3.10. Only devices
in VLAN-4 and VLAN-5 should be able to access the switch, excluding the AAA sarver.

Configure the default gateway to be R6. Do not use any static routes.
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LiB Next b



4 Prewvious

LIB MNext b

Section 2.0: Routing Configuration (27 points)

1.
Configure routing protocols as per the following ingtructionsusing Figure 3-2.
2.1 OSPF (8 points)

1.

Configure the network between R1-R2-R3 and the ISDN network in OSPF Areg0.

Configure OSPF load balancing in Ares0. R1 must round-robin between R2 and R3 to send/receive
traffic.

Put VLAN-13 interfaces on R2 and R3 in OSPF ArealO.

Configure R6-R7 in Area0. Note that there is a separate OSPF process running for networks behind
PIX/VPN3000.

Networks behind PIX/VPN3000 should not be visible on devices outside Pl X/VVPN3000. Do not use
digribute-list or any filtering methods to achieve thistask.

Networks in front of PIX/VVPN3000 should not be visible on devices behind PIX/\VPN3000. Y ou can
use distribute-list to filter them as necessary.

Configure Loopback-1 on R2, R3, R6, and R7 in Area0.
Configure Loopback-2 on R7 in Area0.

Configure R6 and VPN3000 Concentrator Private Interfacein Area0. Ensure Concentrator learns all
routes via OSPF; do not configure any dtatic routes.
10.

Configure VLAN-3 on R6 in OSPF Areal5.
11.

Configure R7-R8 in OSPF Area20. R8 should not see any interna or external OSPF routers.
12.

Configure strong authentication for all OSPF areas. Use password cisco.
13.



14.

Propagate the default route to al participating OSPF devices. Do not propagate the default route if R4
does not receive a default route from downstream.

R8 should not receive any external OSPF routes. Make sure R8 learns a default route via OSPF.

2.2 EIGRP (5 points)

1.

Configure EIGRP 100 between R4 and R5.

Configure Loopback-1 on R4 and R5 in EIGRP-100.

Redigtribute EIGRP/OSPF mutualy on R4.

Propagate the default route configured on R5 to R4. Do not use any static route on R4.

Advertise Loopback-10 and L oopback-11 on R5 in EIGRP-100. R4 should not advertise
L oopback-10 to OSPF when redistributing. Only Loopback-11 should be seen on routers beyond
R4. Do not use digtribute-list or summarization to achieve thistask.

2.3 RIP (4 points)

1.

Configure RIPv2 between the PIX ingde interface and R6.

Configure RIPv2 between the PIX outsde interface and R1.

Advertise Loopbackl on R1in RIPv2.

Configure R1 and VVPN3000 Concentrator Public Interface RIPv1. Ensure R1 does not receive any
routes from the Concentrator. Do not use distribute-list on R1 to achieve thistask.

Use M D5 authentication.

Configure Loopback-1 on R8 in RIPv2. Ensure you see this network on dl devices, including the PIX.

Redigtribute RIP/OSPF mutually on R1, R6, and R8.

Configure PIX to advertise adefault route to R6. Do not configure adefault route on PIX or anywhere



except on R5. All routers should learn the default route through respective routing protocols.
2.4 BGP (10 points)

2.4.1 Basc BGP Configuration (3 points)
1.

Configure BGP peersasfollows; use Figure 3-3.

iBGP between R1 and R2in ASL.

iBGP between R1 and R3in ASL.

R2 and R3in AS1 should not peer to each other. Next hop for all routesshould be 11.11.11.11.

Configure R4 to peer eBGP connections two timesto R2 and R3.

eBGP between R1 and R7. Configure static trandation and ACL on PIX to achieve thistask. You
may add a static route on R7 for Loopback-1 of R1.

Use Loopback-1 for BGP source on dl peers. Ensure that peersin ASL (R1, R2, and R3) havethe
next hop set to the Loopback1. Do not use neighbor next-hop-salf or set ip next-hop A.B.C.D inthe
route-map on any routers.

Advertise Loopback-2 on R2, R3, and R4 in BGP. Make sure al devices can ping these loopbacks.
Ensure dl routers outsde the PIX have these loopbacksin its routing table.

Advertise Loopback-2 on R7. Configure astatic trandation and ACL on PIX.

10.
Redistribute BGP into RIP on R1, and ensure that PIX and VPN3000 learn al BGP routes.

2.4.2 BGP Route Summarization (3 points)

1
Configure null routes as follows and advertise in BGP accordingly. Configure community no-export for
network 1.1.4.0 on R7 only and propagate communitiesto al AS. Configure summarization on R2 and
R3 such that AS2 peers seethis as one Class B route. Make sure that AS3 has all the AS-PATH
information in the summarized route. Do not use any filtering method to exclude the 1.1.4.0 network

from summarization.

OnR1:



iproute 1.1.1.0 255.255.255.0 nullO
iproute 1.1.2.0 255.255.255.0 nullO
iproute 1.1.3.0 255.255.255.0 nullO

[oNe]

OnRY:

iproute 1.1.4.0 255.255.255.0 nullO
iproute 1.1.5.0 255.255.255.0 nullO
iproute 1.1.6.0 255.255.255.0 nullO

o o

2.4.3 BGP Path Selection (4 points)
1.

Configure AS1 such that R1 prefers R2 to reach routes from AS2. Do not use weight to achieve this
task.

Configure ASL trangitive such that routesto AS3 are preferred via R3 and routesto AS1 are
preferred viaR2. Do not use local-preference or weight to achieve thistask. Do not use | P Network
ACL.
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Section 3.0: ISDN Configuration (7 points)

3.1 Basic ISDN (4 points)

1.

Configure ISDN on R1 and R4.
Use network 120.5.72.160/30 and advertise in OSPF Areg0.
Do not send passwordsin clear text.

Configure ISDN to come up if thereis a change in the OSPF domain. Do not use the backup interface
command to achieve thistask.
All routes should be converged vial SDN.
ISDN information:
BRI number on R1is 99047265
BRI number on R4 1599047132
Switch-type = basic-net3
3.2 PPP Multilink (3 points)
1.

Configure ISDN to bring up both B channelsto have more bandwidth.
2.

Verify thisby bringing up the ISDN by disabling the switch port for R1in VLAN-12.
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Section 4.0: PI X Configuration (10 points)

4.1 Basic PI X Configuration (4 points)

1.

Configure host name PIX.
Configure outside | P address 120.5.72.1/25.
Configureinside |P address 10.1.1.1/24.

Configure RIP on the ins de and outside interfaces as shown in the routing protocol information in
Figure 3-2.

Configure strong authentication for RIPv2 peers.

Make sure you can ping AAA server, loopback(s), and al networksin the topology.
4.2 Network Address Translation (NAT) (4 points)

1.

Y ou should receive RIP route(s) from R6. Configure network addresstrandation for dl interna
networks to their corresponding octets with the first octet to be 110. For example, trandate 10.1.1.1
t0 110.1.1.1.

All Loopbackl(s) on devices behind PIX should be visible on devices outsde the PIX.

Add datic routes on R1 for al 110.x.x.x hetworks and Loopback1(s) to PIX. All devicesin the
network outside the PIX should be able to ping these networks.

Configure static NAT and ACL for AAA server 10.1.5.125 t0 120.5.72.125.

All networks behind PIX should be able to go out to the Internet. Hide these networks with the IP
address of the outside interface.

4.3 Advanced PI X Configuration (2 points)

1.



Configure astatic trandation and ACL for web server 10.1.4.120 in VLAN-4 to the 120.5.72.120
address. Customers are complaining of connectivity problemswith the web server. Company policy
documentation showsthat afirewdl isinstaled on thisweb server, which israndomizing TCP
sequence numbers. Y ou do not have admin privileges for the web server to disable the firewal; your
task isto fix thisissue on the PIX.

4 Previous

LIB Next



LiB

4 Prewvious

MNext b

Section 5.0: IPSec Configuration (10 points)

5.1 1PSec Remote Access to VPN3000 Concentrator (6 points)

1.

Configure the IPSec client in VLAN-13 to the VPN3000 concentrator. Use the following parameters.

Configure Group-name lab3-users with password cisco.

Configureinterna user authentication. Configure username cisco123 password ciscol23 on the
concentrator.

Create a VPN-pool of 10.1.6.0/24 for VPN clients.

Configure NAT trangparent mode.

Make sure VPN client Test-PC in VLAN-13 can ping al internal networks behind the VPN3000
concentrator through the I1PSec tunndl. Do not configure any static route(s) to achieve thistask.
Configure default-route to 120.5.72.2.

5.2 IPSec LAN-to-LAN Using Preshared (4 points)

1.

LiB

Encrypt BGP traffic between AS1 and AS3. Use Loopackl for BGP and |PSec peering. Configure dl
other parameters as appropriate.
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Section 6.0: |OS Firewall Configuration (8 points)

6.1 Context-Based Access Control (CBAC) (4 points)

1.

Configurethefirewall on R5 for dl traffic going to the Internet. Configure theingress ACL onthe
Internet link to protect from RFC1918.

Modify settings such that TCP and UDP idle-time are 30 minutes and 15 seconds, respectively.

Configurethe firewdll to start deleting TCP/UDP half-open sessions at 1000, and continue to delete
until the connection dropsto 800 sessions.

6.2 Proxy Authentication (4 points)

1.

Configure R6 for proxy authentication for usersin VLAN-14 to aweb server behind PIX.

Configure inbound ACL on R6 VLAN-6 interface (Ethernet1/0) to download per-user auth-proxy
ACL fromthe AAA sarver.

Configure R8 with HTTP service to act as aweb server for thisexercise. Configure static NAT and
ACL on PIX for 10.1.5.2 to 120.5.72.22.

Download auser profile from the AAA server. Authentication should betriggered onthe HTTP
connection to R8 from VLAN-14 usersonly.

Configure username web-user on CiscoSecure ACS with gppropriate settings.

Make sure the R6 console and aux ports are not affected by AAA settings.
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Section 7.0: AAA (8 paints)

7.1 AAA on the Router (4 points)

1.

Configure R4 authentication for Telnet to local database and fallback to line password.

Configure console authentication to line password ciscol23 only.

Configure two users on the router asfollows: User5 and User11 with privilegelevel 5 and 11,
respectively, with password cisco. Ensure that the user gets dropped into the respective privilege level
by default. Usernames must be case-senstive.

User5 should be able to configure routing protocol-related configuration, and User11 should be able to
configure interface-specific configurations.

Configure command accounting for both usersto the TACACS+ server.

Configure CiscoSecure ACS for R4 Loopback1 with preshared key cisco to receive accounting
updates.

7.2 AAA on PIX (4 points)

1.

2.

3.

LiB

Configure SSH on PIX for TestPC 120.5.72.148 in VLAN-13.

Configure SSH authentication usng TACACS+.

Configure username ssh-user on CiscoSecure ACS.
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Section 8.0: Advanced Security (6 points)

8.1 Perimeter Security (3 points)

1.

Prevent R5 from large ICMP packet floods from the Internet.

Configure traffic policing usng Modular Quality of Service (QoS) and atwo-token bucket dgorithm to
diminatethis

Do not use CAR to achievethis task.

Do not deny ICMP completely using ACL ; norma ICMP pings should work fine.

8.2 Web Server Security (3 points)

1.

LiB

Web server 120.5.72.120 in VLAN-4 is getting increased embryonic TCP half-open attack.

Thisattack is causing the server to exhaust its memory in maintaining state information on these
connections. One of the thingsto minimizethisis by controlling the number of TCP haf-open sessons
that the web server can handle.

Configurethe PIX to prevent the flood of embryonic connections by setting the limit to 5000 for this
server.
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Section 9.0: I P Services and Protocol-Independent Features (10
points)

9.1 NAT (4 points)

1.

Configure TCP NAT load digtribution on R4 for Telnet traffic between R2 and R3to Virtud IP
120.5.72.150.

Use Dedtination NAT.

When the user from R5 Telnetsto Virtua IP, the Telnet prompt should load balance between R2 and
R3.

9.2 NTP (3 points)

1.

Configure R7 asthe NTP server.

Use Loopbackl asthe source interface for NTP updates.
Update the system calendar with NTP.

Configure strong authentication.

Configure R4 to synchronizeits clock with the NTP server.
9.3 Policy-Based Routing (3 points)
1.
Configure R5 with Policy-Based Routing for packets arriving from R3 with no explicit route for the

packet's destination to black-holeit instead of using the default gateway. Verify by pinging from R3 to
any network not used in thislab.

LiB
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Section 10.0: Security Violations (6 points)

10.1 Denial of Service (DoS) (4 points)

1.

A worm is spreading on the intranet, and al devices are being affected. The point of entrancefor this
worm isthrough VLAN-2, and it movesto other parts of the network.

Theworm spreads using HT TP protocol.

Mitigate this attack usng NBAR.

Variations of patterns are found in the sniffer captures. The following are some snips:
http://<IP_ADDRESS>/scriptd..%255¢../winnt/system32/cmd.exe?/c+dir%20c:
http://<IP_ADDRESS>/scripts/..%255c¢../winnt/system32/cmd.exe?/c+dir%20c.%65¢
http://<IP_ADDRESS>/scripts..%0255¢../winnt/system32/cmd.exe?/c+dir%20c: %05¢ii s¥05¢
http://<IP_ADDRESS>/scripts/..%255¢../winnt/system32/cmd.exe?/ c+typee20c: %65cii s¥05cli censetx

t

Use aunique pattern identified in the URL and mark al packets that match this pattern with DSCP
vaueof 1.

Use ACL to discard al packets with DSCP value of 1.

10.2 I P Fragment Attack (2 points)

1.

LiB

Configure PIX firewall to secure against | P fragment type attacks such as teardrop and land as per
RFC 1858.
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http://<IP_ADDRESS>/scripts/..%255c../winnt/system32/cmd.exe?/c+dir%20c:
http://<IP_ADDRESS>/scripts/..%255c../winnt/system32/cmd.exe?/c+dir%20c:%5c
http://<IP_ADDRESS>/scripts/..%255c../winnt/system32/cmd.exe?/c+dir%20c:%5ciis%5c
http://<IP_ADDRESS>/scripts/..%255c../winnt/system32/cmd.exe?/c+type%20c:%5ciis%5clicense.tx
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Verification, Hints, and Troubleshooting Tips

It isimportant for you to use this section to assist you in troubleshooting problems and verifying answers. The
exercisesin this chapter include some hidden tricks that this section will help you identify.

The hints provided here are to be used as a guideline and address some or al parts of the corresponding
exercise question. They arenot listed in any order.
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Section 1.0: Basic Configuration

1.1 1P Addressing

1.
Y ou must have noticed that in each chapter, | have asked you to redraw a detailed topology diagram
induding everything. Why?

The answer is, because the topology diagram provided is not acomplete picture of the network. There
aredl sortsof information in the exercise that are very importantfor example, where arethe ACLs
configured, which direction, which router hasthe NAT configured, which router isthe NTP server, and
soon.

All these pieces of information need to be collated into one piece of sheet.

This helps very much in troubleshooting your own problems as you move through the exercise.
1.2 Serial Links Configuration

1.
Configure serid links on R4 and R5 with PPP encapsulation. Remember, default encapsulation on
serid linksisHDLC.

Configure CHAP authentication and R5 to send CHAP host name Router5.

Configure username on R4 for CHAP host name for R5, and vice versa. Note that the CHAP host
namefor R5 isdifferent than the default router host name.

1.3 LAN Switch Configuration

1.
Configure Switchl management by adding ACL and applying it to the VLAN-3 interface on the
switch. See Example 3-1.

2.

Test by extended Telnet from various Ethernets on R6. See Example 3-2.
3.

Configure the default gateway to be R6. Do not use any static routes.

Example 3-1. Snip from Switch Configuration



interface VMl an3

ip address 10.1.3.10 255.255.255.0
i p access-group 1 in

|

i p default-gateway 10.1.3.2
|

access-list 1 deny 10.

1.5.125
access-list 1 permt 10.1.4.0 0.0.0.255
access-list 1 permt 10.1.5.0 0.0.0.255
access-list 1 permt 10.1.3.0 0.0.0.255

access-list 1 deny any

Example 3-2. Telnet Test from R6 Sour cing from Different Ethernet I nterfaces

r6#t el net 10.1.3.10
Trying 10.1.3.10 ... Open

User Access Verification

Password: cisco
Swi t chl>exit

[ Connection to 10.1.3.10 closed by foreign host]

ré#telnet 10.1.3.10 /source-interface ethernet 1/1
Trying 10.1.3.10 ...
% Desti nation unreachabl e; gateway or host down

r6#tel net 10.1.3.10 /source-interface ethernet 1/2
Trying 10.1.3.10 ... Open

User Access Verification

Password: cisco
Swi t chl>exit

[ Connection to 10.1.3.10 closed by foreign host]

ré#telnet 10.1.3.10 /source-interface ethernet 1/0
Trying 10.1.3.10 ...
% Destination unreachabl e; gateway or host down

r 6#
Verify successful attenpts on Switch ACL 1.

Swi t chl#show access-lists 1

Standard I P access list 1
deny 10.1.5.125 (2 matches)
permt 10.1.4.0, wildcard bits 0.0.0.255 (10 mat ches)
permt 10.1.5.0, wildcard bits 0.0.0.255 (10 mat ches)
permt 10.1.3.0, wildcard bits 0.0.0.255 (141 matches)
deny any

Swi t chl#
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Section 2.0: Routing Configuration

2.1 OSPF

Configure OSPF areas asindicated in Figure 3-2.

OSPF load baancing in Aread will be automatic when configuring R4 to peer with R2/R3 and R1 with
R2/R3. OSPF supports equal-cost load balancing by default.

Configure separate OSPF processes on routers behind the PIX/VPN3000. They should not have any
link whatsoever.

For R8 not to receive external OSPF routes, we could configure Area20 as stub. Sincewe are
advertisng Loopbackl on R8in RIP and redistributing RIP into OSPF, we need to configure Area20
as NSSA. See Example 3-3.

Example 3-3. Snip from R8 Configuration

router ospf 110

router-id 8.8.8.8

area 20 aut hentication nessage-di gest
area 20 nssa

redistribute rip metric 10 subnets

network 10.1.5.0 0.0.0.255 area 20
!

router rip

version 2

network 18.0.0.0

no aut o-summary

5.

If Area 20 was defined as astub area, RIP routes would not be propagated into the OSPF domain
because redigtribution isn't dlowed in the stub area. The only solution hereisto define area 20 as
NSSA, which will convert Type 5 LSA into Type 7 and inject RIP routes into the OSPF NSSA
domain. See Example 3-4.

Configure MD5 authentication for all aress.

R7 will not propagate the default route to R8, as Area20 is NSSA. The NSSA border router does
not, by default, originate a default route into the NSSA.

Configure the area nssa default-information originate command to inject the default route into the
NSSA domain. See Example 3-5.



NOTE

Refer to thefollowing URL for moreinformation on default route into an NSSA:

www.cisco.com/warp/public/104/ospfdbl1.html

Do not use the dways keyword in default-information on R4 and R6, asthe objectiveisto advertisesa
default route only if thereisonein therouting table.
10.

Configure static routeson R1 for al interna networks (NATed/non-NATed) behind PIX, and
redistribute into OSPF on R1. See Section 4.2 for more details.

Example 3-4. Routing Tablefrom R7 and R8

I'Snip fromR7:
r 7#show i p route ospf

O

16.0.0.0/24 is subnetted, 1 subnets
16.16.16.0 [110/11] via 10.1.4.2, 03:16:46, Ethernet0/0
18.0.0.0/24 is subnetted, 1 subnets

O N2 18.18.18.0 [110/10] via 10.1.5.2, 00:03:36, Ethernet0/1

10.0.0.0/24 is subnetted, 5 subnets

OIlA 10.1.3.0 [110/20] via 10.1.4.2, 00:03:36, Ethernet0/0
OEl 10.1.2.0 [110/20] via 10.1.4.2, 00:03:36, Ethernet0/0
OEl 10.1.1.0 [110/20] via 10.1.4.2, 00:03:36, Ethernet0/0
O*E2 0.0.0.0/0 [110/1] via 10.1.4.2, 00:03:36, Ethernet0/0

r8#show i p route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP

D- EIGRP, EX - EIGRP external, O- OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - 1SI1S L1 - IS IS level-1, L2 - IS-ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downl oaded static route

Gateway of last resort is 10.1.5.1 to network 0.0.0.0

17.0.0.0/ 24 is subnetted, 1 subnets

OIlA 17.17.17.0 [110/2] via 10.1.5.1, 06:02:00, FastEthernet0/0

16.0.0.0/ 24 is subnetted, 1 subnets

OIlA 16.16.16.0 [110/12] via 10.1.5.1, 06:02: 00, FastEthernet0/0

C

18.0.0.0/24 is subnetted, 1 subnets
18.18.18.0 is directly connected, Loopbackl
10.0.0.0/24 is subnetted, 4 subnets

OIlA 10.1.3.0 [110/21] via 10.1.5.1, 06:02:00, FastEthernet0O/0
OIlA 10.1.1.0 [110/21] via 10.1.5.1, 06:02:00, FastEthernet0O/0

C

10.1.5.0 is directly connected, FastEthernet0/0

OIlA 10.1.4.0 [110/11] via 10.1.5.1, 06:02:01, FastEthernet0O/0

177.177.0.0/ 32 is subnetted, 1 subnets

OIlA 177.177.177.177 [110/2] via 10.1.5.1, 06:02: 01, FastEthernet0/0
O'N2 0.0.0.0/0 [110/1] via 10.1.5.1, 06:02:01, FastEthernet0/0

I'T
R6

he ABR converts Type 7 to Type 5 and propagates further. See route as foll ows on

r 6#show i p route ospf

17.0.0.0/ 24 is subnetted, 1 subnets


http://www.cisco.com/warp/public/104/ospfdb11.html

(@] 17.17.17.0 [110/11] via 10.1.4.1, 00:21:38, Ethernet1/3
18.0.0.0/24 is subnetted, 1 subnets

O E2 18.18.18.0 [110/10] via 10.1.4.1, 00:14:22, Ethernetl/3
10.0.0.0/24 is subnetted, 5 subnets

OIlA 10.1.5.0 [110/20] via 10.1.4.1, 00:22:08, Ethernetl/3
177.177.0.0/32 is subnetted, 1 subnets

(@] 177.177.177.177 [110/11] via 10.1.4.1, 00:21:41, Ethernetl/3

Example 3-5. Snip from R7 Configuration

router ospf 110

router-id 7.7.7.7

area 0 authentication nessage-di gest
area 20 aut henticati on nessage-di gest

area 20 nssa default-information-originate
!

2.2 EIGRP

Inject the default route into EIGRP. There are two waysto inject adefault route into EIGRP:
redistribute a static route or summarize to 0.0.0.0/0.

Summarization will cause issues, aswe aso want to advertise specific routes followed in the exercise.
The solution isto redistribute static into EIGRP. See Example 3-6.
Seethefollowing URL for more details:

WwWW.Ci sco.com/warp/public/103/e grp-toc.htmi#defaultrouting

Example 3-6. Snip from R5

[View full width]

router eigrp 100
redistribute static route-map default-route
network 120.5.72.164 0.0.0.3
no aut o- sumrary
no ei grp | og-nei ghbor-changes
|

ip route 0.0.0.0 0.0.0.0 120.5.72.170
|

access-list 2 pernmit 0.0.0.0

|

route-map default-route permt 10

match i p address 2

IOn R4, Default Route seen

r4#show ip route eigrp
155.155.0.0/ 24 is subnetted, 1 subnets

D EX 155. 155. 155. 0 [170/1889792] via 120.5.72.166, 00:12:34, Serial2/0
156.156. 0.0/ 24 is subnetted, 1 subnets

D EX 156. 156. 156. 0 [170/1889792] via 120.5.72.166, 00:12:34, Serial?2/0
15.0.0.0/24 is subnetted, 1 subnets

D 15.15.15.0 [90/1889792] via 120.5.72.166, 06:06:11, Serial 2/ 0D*EX

0.0.0.0/0 [170

=/1787392] via 120.5.72.166, 00:12:34, Serial2/0


http://www.cisco.com/warp/public/103/eigrp-toc.html#defaultrouting

r 44

Use the tagging method to filter routes without using adistribute list. See Example 3-7.
Example 3-7. Filtering Routes Using Tags

ISnip fromR5, tagging routes that will needs to be filtered:
router eigrp 100

redi stribute connected route-map tag-|oops
redistribute static route-map default-route
network 120.5.72.164 0.0.0.3

no aut o- sunmary

no ei grp | og-nei ghbor-changes

|
access-list 15 permt 155.155.155.0 0.0.0.255
access-list 16 permt 156.156.156.0 0.0.0.255
route-map tag-loops pernmt 10

match i p address 15

set tag 15

|
route-map tag-loops permt 20

match i p address 16

|

r 5#

r 5#show i p ei grp topol ogy

<sni p>

| P- EIl GRP Topol ogy Table for AS(100)/1D(120.5.72.169)

Codes: P - Passive, A - Active, U- Update, Q- Query, R - Reply,
r - reply Status, s - sia Status
P 0.0.0.0/0, 1 successors, FDis 281600
via Rstatic (281600/0)
P 120.5.72.0/25, 1 successors, FD is 2195456
via 120.5.72.165 (2195456/281600), SerialO
P 120.5.72.165/32, 1 successors, FD is 2169856
via Rconnected (2169856/0)
P 120.5.72.164/30, 1 successors, FD is 2169856
via Connected, SerialO
P 120.5.72.166/32, 0 successors, FD is Inaccessible
via 120.5.72.165 (2681856/1761792), Serial 0
P 155. 155. 155. 0/ 24, 1 successors, FD is 128256, tag is 15
via Rconnected (128256/0)
P 156. 156. 156. 0/ 24, 1 successors, FD is 128256
via Rconnected (128256/0)
P 120.5.72.144/ 28, 1 successors, FD is 2195456
via 120.5.72.165 (2195456/281600), SerialO
P 120.5.72.128/28, 1 successors, FD is 2195456
via 120.5.72.165 (2195456/281600), SerialO
r 5#
ISnip fromR4, filtering tagged routes when redistributing to OSPF
router eigrp 100
redi stribute ospf 110
network 120.5.72.164 0.0.0.3
default-nmetric 10000 100 255 1 1500
no aut o- sunmary
no ei grp | og-nei ghbor-changes
|
router ospf 110
router-id 4.4.4.4
| og- adj acency- changes
area 10 aut hentication nessage-di gest



redistribute eigrp 100 netric 1 subnets route-map filter-tagged-routes
network 120.5.72.144 0.0.0.15 area 10
defaul t-i nformation originate

route-map filter-tagged-routes deny 10
match tag 15

route-map filter-tagged-routes pernit 20

r4#show i p ei grp topol ogy
| P- El GRP Topol ogy Table for AS(100)/1D(120.5.72.165)

Codes

P 0.0.

P

P

P

P 120

I See Routing Table on R2,

120.

120.

120.

120.

155.

156.

120.

P
r

- reply
.0/0, 1 s

via 120
. 72.0/ 25,
via Red

via 120
5

Passi ve,

.72.165/ 32, 0 successors,

.72.164/ 30, 1 successors,

A - R -

St at us,

Active, U - Update,
s - sia Status

Q - Query, Reply,

uccessors, FD is 1787392
.5.72.166 (1787392/281600),
1 successors, FD is 281600
i stributed (281600/0)

FD i s I naccessi bl e
.5.72.166 (2681856/2169856), Serial2/0
FD is 1761792

Serial2/0

via Connected, Serial?2/0

5

. 72.166/ 32,

1 successors, FDis 1761792

via Rconnected (1761792/0)

via 120

via 120

vi a Red

.5.72.128/ 28,

vi a Red

155. 155. 0/ 24, 1 successors,
156. 156. 0/ 24, 1 successors,

5.72.144] 28,

FD is 1889792, tag is 15
.5.72.166 (1889792/128256), Serial 2/0

FD is 1889792

.5.72.166 (1889792/128256), Serial 2/0

1 successors, FD is 281600

i stributed (281600/0)

1 successors, FD is 281600

istributed (281600/0)

net wor k 155. 155. 155.0 i s absent, only Network

1 156. 156. 156. 0 i s visible:
r 2#show i p rou ospf

O E2
O E2
O E2
O E2
O E2
O E2
O E2
O E2
O E2
O E2
O

O E2
O E2
O E2
O E2

O E2

17.0.0.0/ 24
17.17.17
16.0.0.0/ 24
16. 16. 16
18.0.0.0/ 24
18.18.18

156. 156. 0.0/ 24 is subnetted,

156. 156.

110.0.0.0/24 is subnetted, 5

is subnetted, 1 subnets

.0 [110/1] via 120.5.72.129, 01:17:34, Ethernet0/0
is subnetted, 1 subnets
.0 [110/1] via 120.5.72.129, 01:17:34, Ethernet0/0
is subnetted, 1 subnets
.0 [110/1] via 120.5.72.129, 01:17:34, Ethernet0/0
1 subnets
156.0 [110/1] via 120.5.72.147, 01:17:34, EthernetO/1

subnet s

110.1.5.0 [110/1] via 120.5.72.129, 01:17:34, Ethernet0/0

110.1.4.0 [110/1] via 120.5.72.129, 01:17:34, Ethernet0/0

110.1.3.0 [110/1] via 120.5.72.129, 01:17:34, Ethernet0/0

110.1.2.0 [110/1] via 120.5.72.129, 01:17:34, Ethernet0/0

110.1.1.0 [110/1] via 120.5.72.129, 01:17:35, Ethernet0/0
11.0.0.0/24 is subnetted, 1 subnets

11.11.11.0 [110/2] via 120.5.72.129, 01:17:35, Ethernet0/0
13.0.0.0/24 is subnetted, 1 subnets

13.13.13.0 [110/11] via 120.5.72.131, 01:17:45, Ethernet0/0
14.0.0.0/24 is subnetted, 1 subnets

14.14.14.0 [110/1] via 120.5.72.147, 01:17:36, Ethernet0/1
120.0.0.0/8 is variably subnetted, 5 subnets, 4 nasks

120.5.72.0/25 [110/2] via 120.5.72.129, 01:17:36, Ethernet0/0

120.5.72.164/30 [110/1] via 120.5.72.147, 01:17:36, Ethernet0/1

120.5.72.166/32 [110/1] via 120.5.72.147, 01:17:36, Ethernet0/1
15.0.0.0/24 is subnetted, 1 subnets

15.15.15.0 [110/1] via 120.5.72.147, 01:17:36, Ethernet0/1



O*E2 0.0.0.0/0 [110/1] via 120.5.72.147, 01:17:36, Ethernet0/1
r 2#

TIP

Seethefallowing URL for moreinformation:

www.ci sco.com/warp/public/103/eigrp-toc.html#admintags

23RIP

Some hidden tricks and problems are in the RIP section.

Three important things to watch out for:

- Redistributing BGP on R1 requires the bgp redistribute-interna command. See Example 3-8. Also
read the explanation of thisissuein Section 2.4.1 with Example 3-12.

- Filter the BGP-to-RIP redistribution on R1 for the routes learned from R7 (behind PIX). These
should not be propagated to PIX/VPN3000. Use aroute map to filter. See Example 3-9.

- VPN3k is configured for RIP versgon 1 and will advertise routes to R1; you need to filter them.
VPN3k isnot apassive device like the PIX. We do not want to learn any network(s) from behind
PIX/VPN3000 on R1. Thisisachievable by using distribute-list, but since you are not to use this
method, the workaround isto configure Fastethernet0/0 on R1 to listen to RIPv2 updates only. This
way we will not accept/receive inbound RIPv1 routes from VPN3000. It isalso known that the PIX is
apassive device and is not going to send any RIPv2 updates, so we are now in aStuation where no
routes are being learned via fastethernet0/0 through RIP. See Example 3-10.

Example 3-8. Snip from R1 Configuration

router bgp 1
bgp redistribute-interna
bgp router-id 1.1.1.1

Example 3-9. PI X Routing Table Before and After Applying the Route Map on R1

pi x(config)# show route
outside 0.0.0.0 0.0.0.0 120.5.72.2 2 RIP
inside 10.1.1.0 255.255.255.0 10.1.1.1 1 CONNECT static
inside 10.1.2.0 255.255.255.0 10.1.1.2 1 RIP
inside 10.1.3.0 255.255.255.0 10.1.1.2 1 RIP
inside 10.1.4.0 255.255.255.0 10.1.1.2 1 RIP
inside 10.1.5.0 255.255.255.0 10.1.1.2 5 RIP
outside 11.11.11.0 255.255.255.0 120.5.72.2 1 RIP
outside 12.12.12.0 255.255.255.0 120.5.72.2 2 RIP
outside 13.13.13.0 255.255.255.0 120.5.72.2 2 RIP
outside 14.14.14.0 255.255.255.0 120.5.72.2 2 RIP
out side 15.15.15.0 255.255.255.0 120.5.72.2 2 RIP


http://www.cisco.com/warp/public/103/eigrp-toc.html#admintags

i nside 16.16.16.0 255.255.255.0 10.1.1.2 5 RIP

inside 17.17.17.0 255.255.255.0 10.1.1.2 5 RIP

i nside 18.18.18.0 255.255.255.0 10.1.1.2 5 RIP

outside 120.5.72.0 255.255.255.128 120.5.72.1 1 CONNECT static
out side 120.5.72.128 255. 255. 255. 240 120.5.72.2 1 RIP

out side 120.5.72.144 255. 255, 255. 240 120.5.72.2 2 RIP

out side 120.5.72.164 255. 255, 255. 252 120.5.72.2 2 RIP

outside 120.5.72.166 255.255.255.255 120.5.72.2 2 RIP

out side 122.122.122.0 255.255.255.0 120.5.72.2 1 RIP
out si de 133.133.133.0 255.255.255.0 120.5.72.2 1 RIP
out si de 144.144.144.0 255.255.255.0 120.5.72.2 1 RIP
out si de 156. 156. 156. 0 255. 255. 255.0 120.5.72.2 2 RIP
outside 177.177.177.0 255.255.255.0 120.5.72.2 1 RIP

inside 177.177.177.177 255.255.255.255 10.1.1.2 5 RIP

pi x(config)#

I'Snip fromRL:
access-list 1 permt 17.17.17.17

!

route-map routes-fromr7 deny 10

match ip next-hop 1

!

route-map routes-fromr7 pernit 20

r 1#show access-lists 1
Standard | P access list 1

permt 17.17.17.17 (6 matches)
rl#
I After applying the route-map on R1:
pi x(config)# show route

outside 0.0.0.0 0.0.0.0 120.5.72.2 2 RIP

inside 10.1.1.0 255.255.255.0 10.1.1.1 1 CONNECT static
inside 10.1.2.0 255.255.255.0 10.1.1.2 1 RIP
inside 10.1.3.0 255.255.255.0 10.1.1.2 1 RIP
inside 10.1.4.0 255.255.255.0 10.1.1.2 1 RIP
inside 10.1.5.0 255.255.255.0 10.1.1.2 5 RIP
outside 11.11.11.0 255.255.255.0 120.5.72.2 1 RIP
outside 12.12.12.0 255.255.255.0 120.5.72.2 2 RIP
outside 13.13.13.0 255.255.255.0 120.5.72.2 2 RIP
outside 14.14.14.0 255.255.255.0 120.5.72.2 2 RIP
out si de 15.15.15.0 255.255.255.0 120.5.72.2 2 RIP
inside 16.16.16.0 255.255.255.0 10.1.1.2 5 RIP
inside 17.17.17.0 255.255.255.0 10.1.1.2 5 RIP
inside 18.18.18.0 255.255.255.0 10.1.1.2 5 RIP

out side 120.5.72.0 255.255.255.128 120.5.72.1 1 CONNECT static
out side 120.5.72.128 255. 255. 255. 240 120.5.72.2 1 RIP
out side 120.5.72.144 255. 255, 255. 240 120.5.72.2 2 RIP
out side 120.5.72.164 255. 255, 255. 252 120.5.72.2 2 RIP
out side 120.5.72.166 255.255.255.255 120.5.72.2 2 RIP
out side 122.122.122.0 255.255.255.0 120.5.72.2 1 RIP
out side 133.133.133.0 255.255.255.0 120.5.72.2 1 RIP
out side 144.144.144.0 255.255.255.0 120.5.72.2 1 RIP
out si de 156. 156. 156. 0 255. 255. 255. 0 120.5.72.2 2 RIP
inside 177.177.177.177 255.255.255.255 10.1.1.2 5 RIP
pi x(config)#

Example 3-10. Filtering Networkson R1 from VPN3000

ITo filter networks behind Pl X/ VPN3000 not to be visible on devices
I out si de PI X/ VPN3000, configure to receive R Pv2 updates only.
I'Snip fromRLl configuration

i nterface Fast Ethernet0/0

i p address 120.5.72.2 255. 255. 255. 128

iprip send version 1 2



ip rip receive version 2

ip rip authentication node nd5

ip rip authentication key-chain |ab3
dupl ex auto

speed auto

Confirm the preceding configuration with the following command, and you should see no routesfrom the
VPN3000 hop 120.5.72.3:

ri#show i p route ospf | include via 120.5.72.3

2.4 BGP

2.4.1 Basic BGP Configuration
1.

BGP peersasindicated; use Figure 3-3.
R2 and R3in ASL1 should not peer to each other, only peer toR1in AS1 and R4 in AS2.

On ASL peers, you are restricted to use neighbor next-hop-self or the set ip next-hop A.B.C.D inthe
route map on any routers. The workaround isto configure the set ip next-hop peer-address statement
in the route map and apply inbound on al ASL peers. This setsthe next hop to the address used for
peering in the neighbor statement, which is Loopbackl in our case. See Example 3-11.

Example 3-11. BGP Next Hop on R1, R2, and R3

ISnip from Rl configuation

router bgp 1

bgp router-id 1.1.1.1

nei ghbor 12.12.12.12 renpte-as 1

nei ghbor 12.12.12.12 updat e-source Loopbackl
nei ghbor 12.12.12.12 route-reflector-client

nei ghbor 12.12.12.12 send-conmunity

nei ghbor 12.12.12.12 route-nap set-next-hop in
nei ghbor 13.13.13.13 renmpte-as 1

nei ghbor 13.13.13. 13 updat e-source Loopbackl
nei ghbor 13.13.13.13 route-reflector-client

nei ghbor 13.13.13. 13 send-conmmunity

nei ghbor 13.13.13.13 route-nap set-next-hop in
|
route-map set-next-hop pernmit 10

set ip next-hop peer-address

ISnip from R2 configuration

router bgp 1

bgp router-id 2.2.2.2

nei ghbor 11.11.11.11 renpte-as 1

nei ghbor 11.11.11.11 updat e-source Loopbackl
nei ghbor 11.11.11.11 route-nap set-next-hop in
I

route-map set-next-hop pernit 10



set ip next-hop peer-address
I

ISnip fromR3 configuration

router bgp 1

bgp router-id 3.3.3.3

nei ghbor 11.11.11.11 renote-as 1

nei ghbor 11.11.11.11 update-source Loopbackl

nei ghbor 11.11.11.11 route-map set-next-hop in
|

route-map set-next-hop pernit 10
set ip next-hop peer-address

4.

To ensure PIX and VPN3000, see Loopback2 of R2, R3, and R4; you need to redistribute BGP into
RIP on R1. Default behavior isthat BGP will not redistribute iBGP derived routesinto IGP (RIP). To
forceit, use the bgp redistribute-internal command. See Example 3-12.

If you read the whole exercise you will notice Section 5.1 requires you to peer BGP using Loopback1
and encrypt (IPSec) al BGP traffic.

Example 3-12. BGP Redistribution on R1

I'snip fromRLl configuration

router rip

version 2

redistribute bgp 1 netric 1 route-map routes-fromr7

no aut o- sunmary
|

router bgp 1

no synchroni zation

bgp redistribute-interna
bgp router-id 1.1.1.1

2.4.2 BGP Route Summarization

1.

Configure community no-export for network 1.1.4.0 on R7. See Example 3-13.

Advertise communitiesto al BGP peers. See Example 3-14.

Y ou must use as-set and attribute-map to get the summarized route to AS2 (R4). See Example 3-15.
Remove community noexport originated from R7 on network 1.1.4.0 using attribute-map in the

aggregate command. See Example 3-15 from R2 and R3.

Example 3-13. BGP Community Setting

I'snip fromR7 setting comunity for 1.1.4.0

router bgp 3
bgp router-id 7.7.7.7



network 1.1.4.0 nmask 255.255.255.0

network 1.1.5.0 nmask 255.255.255.0

network 1.1.6.0 nmask 255.255.255.0

nei ghbor 11.11.11.11 renpte-as 1

nei ghbor 11.11.11.11 ebgp-nultihop 255

nei ghbor 11.11.11.11 update-source Loopbackl
nei ghbor 11.11.11.11 send-conmmunity

nei ghbor 11.11.11.11 route-nap set-noexport out
|
access-list 4 permt 1.1.4.0 0.0.0.255

|

route-map set-noexport pernmit 10

match i p address 4

set community no-export

|

route-map set-noexport pernit 20
!

Example 3-14. BGP Sending Communities

ISnip fromRl sending comunities to R2 and R3
router bgp 1

bgp router-id 1.1.1.1

network 1.1.1.0 mask 255.255.255.0

network 1.1.2.0 mask 255.255.255.0

network 1.1.3.0 mask 255.255.255.0

nei ghbor 12.12.12.12 renpte-as 1

nei ghbor 12.12.12.12 updat e-source Loopbackl
nei ghbor 12.12.12.12 route-reflector-client
nei ghbor 12.12.12.12 next-hop-self

nei ghbor 12.12.12.12 send-conmunity

nei ghbor 13.13.13.13 renpte-as 1

nei ghbor 13.13.13. 13 updat e-source Loopbackl
nei ghbor 13.13.13.13 route-reflector-client
nei ghbor 13.13.13. 13 next - hop-sel f

nei ghbor 13.13.13.13 send-conmunity

Example 3-15. BGP as-set and attribute-map

ISnip fromR2 config advertise with as-set and renoving comunity.

router bgp 1

no synchroni zation

bgp router-id 2.2.2.2

aggregat e-address 1.1.0.0 255.255.0.0 as-set sunmmary-only attribute-map renove-
conmuni t y- noexport

|

route-map renove-comunity-noexport permit 10

set comunity none

I Before renoving the conmunity
r2#show ip bgp 1.1.0.0
BGP routing table entry for 1.1.0.0/16, version 171
Paths: (1 available, best #1, table Default-IP-Routing-Table, not advertised to
EBGP peer)
Advertised to non peer-group peers:
11.11.11.11
3, (aggregated by 1 2.2.2.2)
0.0.0.0 from0.0.0.0 (2.2.2.2)
Oigin IGP, local pref 100, weight 32768, valid, aggregated, |ocal, best
Conmuni ty: no-export
r2#



I After renoving conmunity
r2#show ip bgp 1.1.0.0
BGP routing table entry for 1.1.0.0/16, version 12
Paths: (1 avail able, best #1, table Default-1P-Routing-Table)

Advertised to non peer-group peers:

11.11.11.11 14.14.14. 14

3, (aggregated by 1 2.2.2.2)

0.0.0.0 fromO0.0.0.0 (2.2.2.2)
Oigin IGP, local pref 100, weight 32768, valid, aggregated, |ocal, best

r2#

ISnip fromR3 config advertise with as-set and renovi ng comunity

router bgp 1

no synchroni zation

bgp router-id 3.3.3.3

aggregat e-address 1.1.0.0 255.255.0.0 as-set sunmary-only attribute-map renove-
communi t y- noexport

|

route-map renmpve- comuni ty-noexport pernmit 10

set comunity none
|

I Before renoving the conmunity
r3#show ip bgp 1.1.0.0
BGP routing table entry for 1.1.0.0/16, version 188
Paths: (2 available, best #2, table Default-IP-Routing-Table, not advertised to
EBGP peer)
Advertised to non peer-group peers:
11.11.11.11
3, (aggregated by 1 2.2.2.2)
12.12.12.12 (metric 11) from 11.11.11.11 (2.2.2.2)
Oigin IGP, local pref 100, valid, interna
Oiginator: 2.2.2.2, Custer list: 11.11.11.11
3, (aggregated by 1 3.3.3.3)
0.0.0.0 from0.0.0.0 (3.3.3.3)
Oigin IGP, local pref 100, weight 32768, valid, aggregated, |ocal, best
Conmuni ty: no-export

I After renoving community:
r3#show ip bgp 1.1.0.0
BGP routing table entry for 1.1.0.0/16, version 10
Paths: (2 avail able, best #2, table Default-1P-Routing-Table)
Advertised to non peer-group peers:
11.11.11.11 14.14.14. 14
3, (aggregated by 1 2.2.2.2)
12.12.12.12 (nmetric 11) from 11.11.11.11 (2.2.2.2)
Oigin IGP, local pref 100, valid, interna
Oiginator: 2.2.2.2, Custer list: 11.11.11.11
3, (aggregated by 1 3.3.3.3)
0.0.0.0 from0.0.0.0 (3.3.3.3)
Oigin IGP, local pref 100, weight 32768, valid, aggregated, |ocal, best
r 3#

' Sunmarized route with as-path successfully added to R4

r 4#show i p bgp
BG& table version is 20, local router IDis 4.4.4.4

Status codes: s suppressed, d danped, h history, * valid, > best, i - interna
Oigin codes: i - IGP, e - EG, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
* 1.1.0.0/16 12.12.12.12 60 013
*> 13.13.13.13 50 013
*> 122.122.122.0/24 12.12.12.12 50 01i
* 13.13.13.13 60 01i



*> 133.133.133.0/24 12.12.12.12 50 01i

* 13.13. 13. 13 60 01i
*> 144.144.144.0/24 0.0.0.0 0 32768 i

* 177.177.177.0/ 24 12.12.12.12 60 013
* > 13.13. 13. 13 50 013
r4#

2.4.3 BGP Path Sdlection
1.

Useloca-preference to configure AS1 such that R1 prefers R2 to reach routes from AS2. Do not use
weight. See Example 3-16.

Example 3-16. BGP L ocal-Preference

ISnip fromR2 config

router bgp 1

no synchroni zation

bgp router-id 2.2.2.2

nei ghbor 11.11.11.11 renpte-as 1

nei ghbor 11.11.11.11 ebgp-nultihop 255

nei ghbor 11.11.11.11 updat e-source Loopbackl
nei ghbor 11.11.11.11 next-hop-self

nei ghbor 11.11.11.11 route-nap setpref out

I

access-list 1 permt 144.144.144.0 0.0.0.255
I

route-map setpref permit 10

match ip address 1

set | ocal -preference 200

I

route-map setpref pernmit 20

r 1#show i p bgp
BGP table version is 43, local router IDis 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
r RIB-failure
Oigin codes: i - IGP, e - EG, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
*>j 122.122.122.0/24 12.12.12.12 0 100 0
*>j 133. 133. 133. 0/ 24 13.13.13.13 0 100 0
*>j 144, 144. 144.0/ 24 12.12.12.12 0 200 02i
*> 177.177.177.0/ 24 17.17.17.17 0 0 3i
ri#

r 1#pi ng 144.144. 144, 144

Type escape sequence to abort.

Sending 5, 100-byte | CVMP Echos to 144.144.144.144, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/4 ns
ri#traceroute 144.144. 144 144

Type escape sequence to abort.
Tracing the route to 144.144.144.144

1 120.5.72.130 0 nsec 0 nsec 4 nsec
2 120.5.72.147 0 nsec * 0O nsec

2.



Use MED to configure AS1 transitive such that routesto AS3 are preferred via R3 and routesto AS1
are preferred viaR2. See Example 3-17.

Example 3-17. BGP MED

ISnip fromR2 configuration
router bgp 1

no synchroni zation

bgp router-id 2.2.2.2

nei ghbor 14.14.14.14 renpte-as 2

nei ghbor 14.14.14.14 ebgp-multihop 255
nei ghbor 14.14.14. 14 updat e-source Loopbackl
nei ghbor 14.14.14.14 route-nap setned out
no aut o- sumrary

!
ip as-path access-list 1 permt _3_
ip as-path access-list 2 permt *$

!

!
access-list 1 permt 144.144.144.0 0.0.0. 255
I

route-map setned permt 10

match as-path 1

set metric 60

!

route-map setned permt 20

match as-path 2

set metric 50

I

route-map setned permt 30

!

route-map setpref permt 10

match ip address 1

set | ocal -preference 200
!

ISnip fromR3:
router bgp 1

no synchroni zation

bgp router-id 3.3.3.3

nei ghbor 14.14.14.14 renpte-as 2

nei ghbor 14.14.14.14 ebgp-multihop 255
nei ghbor 14.14.14. 14 updat e-source Loopbackl
nei ghbor 14.14.14.14 route-nap setned out
|
no ip http server
ip as-path access-list 1 permt _3_

ip as-path access-list 2 permt *$

|

route-map setned permt 10

match as-path 1

set metric 50

|

route-map setmed pernit 20

mat ch as-path 2

set metric 60

|

route-map setned permt 30
!

I BGP Table on R4 and Test from R4
rd#show i p bgp



BGP table version is 10, local router IDis 4.4.4.4

Status codes: s suppressed, d danped, h history, * valid, > best, i - interna
Oigin codes: i - IGP, e - EG, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Pat
* 122.122.122.0/24 13.13.13.13 60 01i
*> 12.12.12.12 50 01i
*> 133.133.133.0/24 12.12.12.12 50 01i
* 13.13.13.13 60 01i
*> 144.144.144.0/24 0.0.0.0 0 32768 i
* 177.177.177.0/ 24 12.12.12.12 60 013
*> 13.13.13.13 50 013

r 4#pi ng 133. 133. 133. 133

Type escape sequence to abort.
Sendi ng 5, 100-byte I CWP Echos to 133.133.133.133, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns
r4#traceroute 133.133.133. 133

Type escape sequence to abort.
Tracing the route to 133.133.133. 133

1 120.5.72.145 4 nsec 0 nsec 0 nsec
2 120.5.72.131 4 nsec * O nsec

r4#ping 177.177.177. 177

Type escape sequence to abort.

Sendi ng 5, 100-byte I CWP Echos to 177.177.177.177, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/4/8 ns
r4#

rd4#traceroute 177.177.177.177

Type escape sequence to abort.
Tracing the route to 177.177.177.177

1 120.5.72.146 4 nsec O nsec 4 nsec
2 120.5.72.129 0 nsec 4 nsec O nsec
3 * * *
4 *
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Section 3.0: ISDN Configuration

3.1 Basic ISDN

Configure ISDN asindicated.
Advertisein OSPF Ares.

Configure OSPF demand-circuit to bring up the ISDN if thereis achangein the database. See
Example 3-18 for ISDN working when switchl port 2 was disabled for R1in VLAN-12.

Example 3-18 aso shows that OSPF converges when ISDN comes up and dl routes are learned via
BRI.

3.2 PPP Multilink

Configure PPP multilink and load threshold. See Example 3-18, where both B channels are up.

Example 3-18. | SDN with OSPF Demand-Cir cuit and PPP Multilink

r 1#show di al er
BRIO/O - dialer type = | SDN

Dial String Successes Fai l ures Last DNIS Last status
99047132 7 0 00: 00: 14 successf ul
0 incoming call(s) have been screened.

0 incoming call(s) rejected for call back

BRIO/0:1 - dialer type = | SDN

Idle timer (900 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is nmultilink nmenber

D al reason: ip (s=120.5.72.162, d=224.0.0.5)
Connected to 99047132 (r4)

BRIO/0:2 - dialer type = | SDN

Idle timer (900 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is multilink nmenber

D al reason: Miultilink bundl e overl oaded
Connected to 99047132 (r4)

ri#

ri#

ri#

ri#show i sdn active



| SDN ACTI VE CALLS

Cal | Cal l'i ng Cal | ed Renote Seconds Seconds Seconds Charges
Type Nunber Nunmber Nane Used Left Idle Uni t s/ Currency
Qut ---NA--- 99047132 ra 80 Unavai | - 0
Qut ---NA--- 99047132 ra 15 Unavai l - 0

ri#show i p ospf nei ghbor

Nei ghbor 1D Pri State Dead Time  Address Interface
4.4.4.4 1 FULL/ - - 120.5.72.161 BRI 0/ 0

ri#show i p route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - ISIS L1 - I1SISlevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 120.5.72.161 to network 0.0.0.0

17.0.0.0/ 24 is subnetted, 1 subnets
S 17.17.17.0 [1/0] via 120.5.72.1
16.0.0.0/24 is subnetted, 1 subnets
16.16.16.0 [1/0] via 120.5.72.1
1.0.0.0/24 is subnetted, 6 subnets
.1.0 is directly connected, NullO
.2.0 is directly connected, NullO
.3.0 is directly connected, NullO
.4.0 [20/0] via 17.17.17.17, 23:57:02
.5.0 [20/0] via 17.17.17.17, 23:57:03
.6.0 [20/0] via 17.17.17.17, 23:57:04
.0/ 24 is subnetted, 1 subnets
18.18.18.0 [1/0] via 120.5.72.1
156. 156.0.0/24 is subnetted, 1 subnets
E2 156. 156. 156. 0 [110/1] via 120.5.72.161, 00:01:57, BRIO/O
110.0.0.0/24 is subnetted, 5 subnets
110.1.5.0 [1/0] via 120.5.72.1
110.1.4.0 [1/0] via 120.5.72.1
110.1.3.0 [1/0] via 120.5.72.1
1
1

)
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O

110.1.2.0 [1/0] via 120.5.72.1

110.1.1.0 [1/0] via 120.5.72.1
177.177.0.0/ 24 is subnetted, 1 subnets

177.177.177.0 [20/0] via 17.17.17.17, 23:57:19
11.0.0.0/24 is subnetted, 1 subnets
C 11.11.11.0 is directly connected, Loopbackl

14.0.0.0/ 24 is subnetted, 1 subnets

O E2 14.14.14.0 [110/1] via 120.5.72.161, 00:01:57, BRIO/O
120.0.0.0/8 is variably subnetted, 6 subnets, 4 nasks

nunuumunnm

s}

C 120.5.72.0/25 is directly connected, FastEthernet0/0

O E2 120.5.72.164/30 [110/1] via 120.5.72.161, 00:01:57, BRIO/O
O E2 120.5.72.166/32 [110/1] via 120.5.72.161, 00:01:57, BRI0O/O
C 120.5.72.161/32 is directly connected, BRI 0/0

C 120.5.72.160/30 is directly connected, BRI 0O/0

OlA 120.5.72.144/28 [110/1572] via 120.5.72.161, 00:01:58, BRI 0O/0
15.0.0.0/24 is subnetted, 1 subnets

O E2 15.15.15.0 [110/1] via 120.5.72.161, 00:01:58, BRIO/0

O'E2 0.0.0.0/0 [110/1] via 120.5.72.161, 00:01:58, BRIO/O



r 1#show ppp mul tilink

Vi rtual - Accessl, bundle nane is r4
Bundl e up for 00:01: 46
Dialer interface is BRIO/O
0 lost fragnents, 0O reordered, O unassigned
0 discarded, O |lost received, 1/255 |oad
0x0 recei ved sequence, 0x2 sent sequence
Menber links: 2 (max not set, nmin not set)
BRI 0/0:1, since 00:01:46, no frags rcvd
BRI 0/ 0: 2, since 00:00:42, no frags rcvd
rl#

r 4#show di al er
BRI1/0 - dialer type = | SDN

Dial String Successes Fail ures Last DNIS Last status
99047265 3 0 00: 01: 39 successfu
0 incoming call(s) have been screened.

0 incoming call(s) rejected for call back

BRI1/0:1 - dialer type = | SDN

Idle tinmer (900 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is multilink nmenber

Connected to 99047265 (r1)

BRI 1/0:2 - dialer type = | SDN

Idle tinmer (900 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is multilink nmenber

Connected to 99047265 (r1)

r4#show i sdn active

Cal | Cal l'i ng Cal | ed Renote Seconds Seconds Seconds Charges

Type Nunber Nunmber Nane Used Left Idle Uni t s/ Currency
In ---NA--- 99047132 ri 93 Unavai l -

In ---NA--- 99047132 ril 29 Unavai l -

r4#show i p ospf nei ghbor

Nei ghbor 1D Pri State Dead Time  Address Interface
1.1.1.1 1 FULL/ - - 120.5.72. 162 BRI 1/ 0

2.2.2.2 1 FULL/ BDR 00: 00: 38 120.5.72. 145 Fast Et her net 0/ 0
3.3.3.3 1 FULL/ DR 00: 00: 31 120.5.72. 146 Fast Et her net 0/ 0
rd#show i p route

Codes: C - connected, S - static, | - ICRP, R- RIP, M- nobile, B - BG

D- EIGRP, EX - EIGRP external, O- OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - ISIS L1 - 1S ISlevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downl oaded static route



Gateway of last resort is 120.5.72.166 to network 0.0.0.0

17.0.0.0/ 24 is subnetted, 1 subnets

O E2 17.17.17.0 [110/1] via 120.5.72.162, 00:01:21, BRI1/0
16.0.0.0/24 is subnetted, 1 subnets

O E2 16.16.16.0 [110/1] via 120.5.72.162, 00:01:21, BRI1/0
1.0.0.0/24 is subnetted, 3 subnets

O E2 1.1.1.0 [110/1] via 120.5.72.162, 00:01:21, BRI1/0

O E2 1.1.2.0 [110/1] via 120.5.72.162, 00:01:21, BRI1/0

O E2 1.1.3.0 [110/1] via 120.5.72.162, 00:01:21, BRI1/0
155.155.0.0/24 is subnetted, 1 subnets

D EX 155. 155. 155. 0 [170/1889792] via 120.5.72.166, 06:06:10, Serial2/0
18.0.0.0/24 is subnetted, 1 subnets

O E2 18.18.18.0 [110/1] via 120.5.72.162, 00:01:22, BRI1/0
156. 156.0.0/24 is subnetted, 1 subnets

D EX 156. 156. 156. 0 [170/1889792] via 120.5.72.166, 06:06:10, Serial2/0
110.0.0.0/24 is subnetted, 5 subnets

O E2 110.1.5.0 [110/1] via 120.5.72.162, 00:01:22, BRI1/0

O E2 110.1.4.0 [110/1] via 120.5.72.162, 00:01:22, BRI1/0

O E2 110.1.3.0 [110/1] via 120.5.72.162, 00:01:22, BRI1/0

O E2 110.1.2.0 [110/1] via 120.5.72.162, 00:01:22, BRI1/0

O E2 110.1.1.0 [110/1] via 120.5.72.162, 00:01:22, BRI1/0
144.144.0.0/ 24 is subnetted, 1 subnets

C 144.144.144.0 is directly connected, Loopback2
11.0.0.0/24 is subnetted, 1 subnets

O E2 11.11.11.0 [110/2] via 120.5.72.162, 00:01:22, BRI1/0
14.0.0.0/ 24 is subnetted, 1 subnets

C 14.14.14.0 is directly connected, Loopbackl
120.0.0.0/8 is variably subnetted, 6 subnets, 4 nasks
O E2 120.5.72.0/25 [110/2] via 120.5.72.162, 00:01:23, BRI 1/0
C 120.5.72.164/30 is directly connected, Serial?2/0
C 120.5.72.166/32 is directly connected, Serial?2/0
C 120.5.72.160/30 is directly connected, BRI 1/0
C 120.5.72.162/32 is directly connected, BRI 1/0
C 120.5.72.144/28 is directly connected, FastEthernet0/0

15.0.0.0/24 is subnetted, 1 subnets
D 15.15.15.0 [90/1889792] via 120.5.72.166, 06:06:11, Serial?2/0
D*EX 0.0.0.0/0 [170/1787392] via 120.5.72.166, 06:06:12, Serial2/0

r 4#show ppp mul tilink
Virtual - Accessl, bundle nane is ril
Dialer interface is BRI1/0
0 lost fragnents, O reordered, O unassigned
0 discarded, O |lost received, 1/255 |oad
0x2 received sequence, 0x2 sent sequence
Menber links: 2 (max not set, min not set)
BRI 1/ 0: 1
BRI 1/ 0: 2
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Section 4.0: PIX Configuration

4.1 Basic PIX Configuration

1.

Configure PIX host name, | P addresses, and so on.

Do not configure any default or static route.

Configure RIP and authentication for v2 as shown in Figure 3-2.

MNext b

Make sure you can ping AAA server, Loopback(s), and dl networksin the topology.

4.2 Network Address Translation (NAT)

1.

Configure static NAT trandation for all internd private address ranges. Change thefirst octet to 110.
For example, trandate 10.1.1.1 to 110.1.1.1. See Example 3-19.

Do not trandate L oopback(s) on devices behind PIX; they should be visible on devices outside. See
Example 3-19.

3.

Configure NAT for AAA server 10.1.5.125t0 120.5.72.125. See Example 3-19.

Configure the nat and global commandsto trandate all other networks to use the outside interfacethat
is, PAT. See Example 3-20.

Example 3-19. PIX Static Trandations

Pl X(confi g)# show static
nsi de,
nsi de,
nsi de,
nsi de,
nsi de,
nsi de,
nsi de,
nsi de,
nsi de,
nsi de,

static (i
static (i
static (i
static (i
static (i
static (i
static (i
static (i
static (i
static (i

out si de)
out si de)
out si de)
out si de)
out si de)
out si de)
out si de)
out si de)
out si de)
out si de)

110.
110.
110.
110.
110. 1.
16. 16.
17.17.
18. 18.

N

177.177.177. 177 177.177.

1.0 10.1.
2.0 10.1.
3.0 10.1.
4.0 10. 1.
5.0 10.1.
16. 16 16.
17.17 17.
18. 18 18.

1.0 netmask 255.
2.0 netmask 255.
3.0 netmask 255.
4.0 netnmask 255.
5.0 net mask 255.
16. 16. 16 net nask
17.17. 17 net mask
18. 18. 18 net nask

177. 177

net mask

120.5.72.125 10.1.5.125

Example 3-20. PI X nat and global

255.255.0 0 0
255.255.0 0 0
255.255.0 0 0
255.255.0 0 0
255.255.0 0 0
255.255.255.255 0 0
255.255.255.255 0 0
255.255.255.255 0 0

net mask 255.255.255.255 0 0
255.255.255.255 0 0



I'Snip fromPI X configuration
nat (inside) 1 0.0.0.0 0.0.0.00 O
gl obal (outside) 1 interface

4.3 Advanced PI X Configuration

1.

PIX ASA randomizes TCP sequence numbers. Configure PIX not to randomize the TCP/IP packet's
sequence number by using option norandomseq in the static command for web server 10.1.4.120. See

Example 3-21.
Example 3-21. PIX Static Trandation

static (inside,outside) 120.5.72.120 10.1.4.120 net mask 255.255.255.255 0 0
nor andonseq

4 Previous
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Section 5.0: 1PSec Configuration

5.1 I1PSec Remote Accessto VPN3000 Concentrator

Configure the VPN3000 interface setting as per the topology diagram in Figure 3-1.
2.

Configure OSPF on the private interface and RIPv1 on the public interface. See Figure 3-4 for
interface and routing protocol settings.

Figure 3-4. Interface and Routing Protocol Settings on VPN3000
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Configuiation | Inleifaces | Eaenel 3

o wre modifiang the weerface yoa wre ueng to conmect 1o shir dewce. B you make any changes, vou il beai; the
eornrgion axd you wll have b rertart Scen e bogn streen

Configuring Ethemet Interfnce 2 {Public).

b
RIP P 1
Aitriate | Walue Diesoription
FilF O