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Cisco Certified Internetwork Expert (CCIE) certification is the most difficult and most
rewarding of the Cisco(r) certifications. Although the professional and financial benefits of a
CCIE are excellent, attaining this level of certification takes years of experience, study, and
effort. Serving a dual role of networking reference guide for configuring Cisco routers and
preparation tool for the CCIE Lab Exams, CCIE Practical Studies, Volume I, is an ideal
resource to help you achieve and earn the coveted CCIE designation.

CCIE Practical Studies, Volume I, provides you with the knowledge to assemble and configure
all the necessary hardware and software components required to model complex, Cisco-
driven internetworks based on the OSI reference model-from Layer 1 on up. Each chapter
focuses on one or more specific technologies or protocols and follows up with a battery of
CCIE exam-like labs for you to configure that challenges your understanding of the chapter
topics and measures your aptitude as a CCIE candidate. The final chapter of the book
provides five CCIE "Simulation Labs." These labs not only test your knowledge but your
speed as well-a crucial aspect of the new one-day format of the CCIE exam. Among the many
resources you will need to study for the CCIE exam, you will find CCIE Practical Studies,
Volume I, to be an indispensable preparation tool.
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Foreword

"The will to succeed is useless without the will to prepare™
—Henry David Thoreau

The CCIE program is designed to help individuals, companies, industries, and countries
succeed in an era of increasing network reliance by distinguishing the top echelon of
internetworking experts. If that sounds like a lofty mission, then our standards for excellence
are equally high.

To achieve CCIE certification is to ascend the pinnacle of technical excellence in the IT
profession. While CCIEs inevitably gain extensive product knowledge on their way to
certification, product training is not the program objective. Rather, the focus is on identifying
those experts capable of understanding and navigating the intricacies and potential pitfalls
inherent in end-to-end networking, regardless of technology or product brand.

Individuals must first qualify by taking a challenging qualification exam designed to assess
their knowledge across the complete range of technologies and topologies relevant today. If
their scores indicate expert level knowledge, candidates then become eligible to take part in
the CCIE Certification Practical Exam. Administered only by Cisco Systems, this exam truly
distinguishes the CCIE program from all others. Candidates must demonstrate true mastery
of internetworking through a series of hands-on, performance-based exercises under intense
conditions simulating today’s mission critical IT world.

Becoming a CCIE requires significant investment in education and preparation by each
candidate. Moreover, a rigorous and mandatory biyearly recertification process ensures the
commitment is long lasting and helps guarantee program integrity. These rigid requirements
ensure that CCIEs are leaders with a proven and enduring commitment to their career, the
industry, and the process of ongoing learning.

Cisco does not require candidates to complete specific training in preparation for CCIE
certification because the program is intended to identify hands-on experience and acquired
expertise rather than the completion of specified course work.

If you have committed yourself to achieving CCIE certification, CCIE Practical Studies can
help ensure that your preparation time is invested wisely. An ambitious undertaking given
the complexity and scope of material covered, CCIE Practical Studies is the first volume in a
series of books focused on CCIE Practical Exam preparation. The first of its kind, this series is
written specifically to help individuals practice for the CCIE Certification Practical Exam.
Although it's no substitute for experience and acquired expertise, CCIE Practical Studies can
help motivated candidates successfully achieve certification by honing and reinforcing the
skills and acquired knowledge they already possess.

Lorne Braddock
Director, CCIE Programs
Cisco Systems, Inc.
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Introduction

In late 1993, Cisco threw down the certification gauntlet with the introduction of the Cisco
Certified Internetworking Expert program. Over the years and preceding this, people were
attaining certifications at an unprecedented rate. From this mountain of newly certified
people, a new term arose: paper certifications. The term "paper" was used because people
were passing these tests without ever touching the equipment that they were getting
certified on. Essentially, their knowledge existed on paper. The certifications that people
worked so hard to achieve were becoming more common and were meaning less each day.

The market had enough paper certifications and demanded a new hands-on approach to
certifications. The industry needed a way not only to measure someone's theoretical
knowledge, but also to measure a person's hands-on abilities. Cisco developed the CCIE
program specifically with this in mind. The CCIE certification starts where most certification
programs end, with an intense, two-hour written test. After successful completion of this test
—a passing score of 70 is required, the person becomes a CCIE candidate and is eligible to
take the CCIE practical or the lab portion of the test. The practical exam is an intensive 8 1/2-
hour test. It is during this period that the candidate demonstrates theoretical knowledge by
applying it in the lab.

This text is the first book authorized by Cisco Systems addressing the CCIE practical exam. It
represents the dedicated work of nine CCIEs, with input from many other CCIEs and authors.
Our hope is that this text, along with its successors, will shed some light on the CCIE
practical exam as well as help you prepare for it.
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Goals

Our goal in this book is not to instruct you on how to pass the CCIE practical exam, but
rather to guide the engineer through the process of deploying and modeling different WAN
and LAN technologies in laboratory environments—in essence, the same principles that the
CCIE exam is measuring. It is our hope that you will use this book not only for your studies
but also has a reference in the field.

When we began crafting this book, we originally wanted to include every topic that we could
find on the CCIE test. Our first outline had BGP, IPX, AppleTalk, DECnet, and so on, but soon
we realized that we simply could not cover all the possible topics on the CCIE practical exam
in a single book. Topics such as BGP require more than a hundred pages to cover properly at
the CCIE level. We did not want to include these topics just for the sake of having them.
Therefore, we have already begun work on CCIE Practical Studies, Volume Il. This book will
cover many of the topics that we simply could not fit into the first volume. These topics
include BGP, IPX, multicast, and VPN, among others.
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Who Should Read This Book?

This book can be used as a general networking reference guide for configuring Cisco routers.
It primarily is designed to help the CCIE candidate prepare for the CCIE practical exam by
offering many labs for the candidate to work through. The labs are presented in a way that
actually tests the candidate's ability to solve and work on the lab, before seeing the answers.
We strongly advise working through the labs because many things have been designed into
the labs that can make them very difficult to configure. If you don't actually configure the
labs, you might miss some of these "small" things that could make a difference on your
actual CCIE exam.

This book is targeted toward network engineers who already have at least a CCNA or CCDA
certification. The engineer must have a solid understanding of IP addressing and subnetting
before reading this book. A good background on Cisco routers and basic configuration
experience on routers also will be helpful during your reading.
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How This Book Is Organized

This book's organization follows that of the OSI model and how networks are built in general,
from Layer 1 on up. The first chapter deals mostly with the physical layer and basic router
setup and access. Part 1V, "Routing Protocols," focuses on Layers 3 and 4. Each chapter is

followed by one or more complex labs. The labs are designed to be worked through before
viewing the walkthrough for the lab.

The major parts of the book cover the following topics:

« Partl, "Modeling the Internetwork'— This part addresses basic and advanced

router setup, including the 16-bit boot register, password recovery on routers and
switches, analog access, and the configuration of an access server. This part also
includes modeling the internetwork, which covers Frame Relay switching, and the
types of cables and other network equipemnt needed to model complex networks.

« Part 11, "Modeling LANs"— This part includes detailed information on configuring

the Catalyst Ethernet and Token Ring series of switches. It includes information on
configuring the Ethernet Catalyst 2900/3500 and 4000/5000/6000 families of
switches and the Token Ring 3920 switch. Detailed information on VLANs, VTP and
trunking protcols, and Spanning Tree also is covered.

« Part 111, "Connecting LANs with Wide-Area Networks (WANs)"— This chapters

covers the configuration of data link protocols used on the WAN. This includes detailed
configuration information on HDLC, PPP, Frame Relay, Voice over X, ISDN, and ATM.

« Part 1V, "Routing Protocols"— This part focues on the primary interior routing

protocols and their configuration. Information is provided on RIP and RIP v2, IGRP,
OSPF, and EIGRP.

« PartV, "Transporting Non-Routable Protocols'— This part consists of a large

single chapter. The chapter addresses configuring transparent bridging, integrated
routing and bridging, source-route bridging, remote source-route bridging, and Data
Link Switching Plus.

« Part VI, "Controlling Networks and Network Access"— This part of the book

deals exclusively with the various ways to configure and apply an IP access lists.
These include configuring standard and extended access lists, named access lists, and
dynamic access lists. Binary math and wildcard masks also are addressed in detail.

« Part V11, "Enhanced Network Protocols'™— This part is divided into three chapters

that cover some of the more common feature sets available on Cisco routers. These
features include NAT, HSRP, and NTP/SNTP. This part addressses the details of
configuring each feature set.

« Part V111, "CCIE Prepartion and Self-Assessment'”— This part discusses the

current CCIE practical exam. It provides study lists and suggestions to help you
prepare for the CCIE Lab Exam. The chapter also includes five CCIE practice exams.
The exams are provided to give the candidate a "feel” for what the real exam is like.
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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the Cisco I0S Command Reference. The Command Reference describes these
conventions as follows:

« Vertical bars (]) separate alternative, mutually exclusive elements.

« Square brackets [ ] indicate optional elements.

« Braces { } indicate a required choice.

« Braces within brackets [{ }] indicate a required choice within an optional element.

. Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

« ltalics indicate arguments for which you supply actual values.
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Part I: Modeling the Internetwork

Chapter 1 The Key Components for Modeling an Internetwork

Part | Modeling the Internetwork
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Chapter 1. The Key Components for Modeling an
Internetwork

Many types of models exist today, from mathematical models and statistical models to the
plastic models that you might have built when you were young. Despite their vast
differences, they all are models of one type. This book proposes a new kind of model—the
internetwork model.

The internetwork model will be defined as a smaller accurate and functional representation of
a larger internetwork. Internetwork models, as with all models, are smaller representations of
larger networks. The word accurate is used because the model will be built to reflect the
precise requirements of "real” networks. For example, not only will you design an Open
Shortest Path First (OSPF) network, but you also will focus on the details of the design, such
as OSPF handling of specific interface types, what areas they are in, and whether they should
be transmitting link states or forming adjacencies. Attention to this type of detail will be
important in your studies and thereby warrants the use of the word accurate. Finally, the
model must be functional—that is, it will be tested by running actual data and applications
across it.

Just as other models serve a purpose to prove a hypothesis of one sort, the goal of the
internetwork model will be to prove the functionality or design theory of the larger
internetwork. When you are finished, you will be able to transport many kinds of data across
many types of networks. You will see and test the functionality of the network by using test
hosts and simulated data.

In summary, an internetwork model is a smaller but accurate representation of the larger
internetwork. The goal of this book is to walk the network engineer through assembling and
configuring all the necessary hardware and software components required to model complex
internetworks.

The term internetwork can be defined as a collection of networks, local-area networks (LANS)
and wide-area networks (WANSs) interconnected by routers, bridges, and switches that
function as a singular network. To properly model an internetwork in the lab, you need to
simulate different LAN and WAN technologies.

You should go through a logical order when modeling the internetwork. Like mathematics,
networking builds on itself. You must first comprehend multiplication and division before you
can learn algebra, you must learn algebra before calculus, and so on. Networking follows a
similar logical approach:

Step 1. First, build and form all LAN connections.

Step 2. After initial LAN connectivity is established, build and configure all WAN
connections.

Step 3. Establish full internetwork connectivity. This is done by laying routing
protocols over yosur LANs and WANSs.

Step 4. Finally, apply any filters, features, or any other exterior routing protocols,
such as Border Gateway Protocol (BGP), that require a fully functional IP network to
operate.
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Identifying the Key Components Needed for Modeling
Internetworks

You need several key components to fully model complex network designs, including the
following:

« Access server
« LANSs: switches/hubs and cables

« WANSs: routers and cables

- Routers
« Test hosts and applications, preferably Microsoft Windows 95/98/2000 or Windows NT

The preceding list should be viewed more as a list of roles than a list of devices. The specific
device type is not relevant; what is relevant is the role that the device plays in the model.
There are many ways to simulate a WAN. For example, some network models are more
accurate if a Frame Relay switch is deployed in the model, while some models might require
only a WAN connection because the protocol needed is irrelevant.

The only component in this list that could be considered optional is the access server. The
role of the access server can be a useful one, both in the laboratory environment and in the
field. In the field, the access server provides out-of-band management where groups of
routers are located. Instead of using multiple modems for dial-in access to routers, an access
server can serve as a central point for out-of-band management, requiring only one modem
instead of many. The primary role of the access server in the lab will be to provide simple
and quick configuration access to a stack of routers. We will go over each one of these
components in detail and further discuss their relevance in the lab.
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The Access Server

You use the access server as the primary configuration device. From this device, you
configure the other routers and switches through a reverse Telnet session. The Cisco routers
that accomplish this function the most efficiently are the Cisco routers with the SCSI-11 68-
pin async port and the eight-to-one octopus cable. The most common routers that provide
this port are the following:

« Cisco 2509/2510
o Cisco 2511/2512
« Cisco 2600/3600 with SCSI-I1 68-pin 16/32-port async port

Any Cisco router might be configured for asynchronous communications on its serial ports. A
Cisco router with multiple serial ports, such as a Cisco 2522, can also be used as an access
server. Regardless of whether you use a router like the 2509 with its SCSI-11 68-pin port or a
Cisco 2522 with its 10 serial ports, you need require special cables and a unique
configuration.

The most common routers that serve the function of an access server are the Cisco
2509/2510 and the Cisco 2511/2512 routers. The Cisco 2509 has one Ethernet port and eight
asynchronous ports, whereas the Cisco 2510 has one Token Ring port and eight
asynchronous ports. The eight asynchronous ports utilize a Cisco eight-to-one cable, referred
to as the octal cable. The part number is CAB-OCTAL-KIT, which also includes modem head-
shells for any asynchronous devices, such as modems. The RJ-45 end, of one of the eight
cables, plugs into the console port of each router in the lab. You use what Cisco calls reverse
Telnet to configure the routers through this cable. This should be called internal Telnet—there
is nothing reverse about the way Telnet is used to configure the routers. Actually, Telnet is
used as the protocol to communicate with a device through a specific internal port or line
number.

NOTE

For a complete list of the pinouts of these cables, head-shells, and any other
cables mentioned in this book, see Appendix D, "Common Cable Types and
Pinouts."

The 2511 access server uses a 68-pin connector and breakout cable, which provides 8 RJ-45
ports on each cable. These ports can also use RJ-45—to—DB-25 adapters to connect to
asynchronous devices. The Cisco 2511/2512 is modeled in the same format but supplies an
additional eight asynchronous ports.

Figure 1-1 illustrates the back of a Cisco 2511 router and the eight-to one cable.

Figure 1-1. Cisco 2511 Router and the Eight-to-One Octopus Cable
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The other form of access server is using serial ports on a router such as a Cisco 3600 series
with an eight-port serial module or the Cisco 2522 series with ten serial ports. You can to
connect serial cables to various head shells to run asynchronous communications in
numerous ways. Essentially, the best combinations require a RS-232 serial cable, either DTE
or DCE, an RJ-45—-to—DB-25 adapter, and a rolled or straight-through cable. For the precise
pinouts of the RS-232 serial cables and the rolled cable, see Appendix D. The RJ-45—to—DB-

25 adapter has three flavors: a DTE M/F, DCE M/F, and MMOD. The female DTE head-shell
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from Cisco has the label Terminal on one side. The MMOD head-shell (the most common) has
the label MODEM on it. This is the same head-shell used on Cisco 4000 and 7000 series
routers for the console port, and it is the same head-shell used to connect the terminal
server to a modem.

Two common and inexpensive cabling options involve using RS-232 cables as a terminal
server cables:

« Cable method 1— Use a Cisco female RS-232—-to—DB-60 serial cable, the RJ-45—to—
DB-25 head-shell labeled MODEM, and a Cisco rolled cable. Connect the cables in the
logical fashion; then, from the configuration mode, under the interface mode, enter
the physical-layer async command. This forces asynchronous communications out
the serial port. In the next section, you learn how to completely use this command
along with the transport input command to configure reverse Telnet sessions to
your router's console ports.

« Cable method 2— This method is similar to cable method 1, but you use different
cables and head-shells. This method requires a Cisco male RS-232—to—DB-60 serial
cable, the RJ-45—to—DB-25 head-shell labeled TERMINAL, and a Cisco rolled cable.
Again connect the cables in the logical fashion, and add the physical-layer async
command under the serial interface.

NOTE

The serial port must be a synchronous/asynchronous port to use these cable
methods. For example, the ports on a Cisco 2501 are synchronous only, so
these cable methods will not work.

Table 1-1 shows all the pinouts for the RJ-45—to—DB-25 adapters, while Table 1-2 shows
asynchronous device cabling options.

Table 1-1. Pinouts for the RJ-45—to—DB-25 Adapters

Adapter RJ-45 DTE M/F Pins DCE M/F MMOD Pins
Pins TERMINAL Pins MODEM
1 4 5 5
2 20 6 8
3 2 3 3
4 7 7 7
5 7 7 7
6 2 2 2
7 20 20 20
8 4 4 4
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Table 1-2. Asynchronous Device Cabling Options

Access Server RJ-45 Console Head-Shell End
Port Cable Type Adapter Device
Console or aux Rolled DTE pinout serial
cable
Console or aux Straight DCE pinout serial
cable
Console or aux Rolled MMOD/MODEM Modem

The access server can perform multiple roles. Not only can you use this device for easy
configuration of the other routers in your stack, but the other serial and LAN ports can be
used independently of the terminal server functions. For example, the terminal server could
be configured as a route generator or a backbone router. The access server can also be used
for remote configuration of the lab through analog dialup. Both of these topics are discussed
in detail later in this chapter. The access server is discussed in the section "Configuring

Analog Remote Access."
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Modeling Local-Area Networks (LANS)

A major part of modeling the internetwork consists of modeling LANs. Each lab in this book
has a special section entitled "Equipment Needed," This section lists the minimum hardware

requirements needed to complete that particular lab. Some labs might require only a
crossover cable or two to connect two routers. Other labs might require a host connection, so
you need to use either a hub or a switch when modeling your LANs. Four ways exist in which
to model and simulate LANs:

« Modeling LANs by using hubs and media attachment units (MAUS)
« Modeling LANs by using switches

« Simulating LANs by using route generators or backbone routers

« Modeling a LAN with an Ethernet crossover cable

Modeling Versus Simulating

We use the terms modeling and simulating to describe the character of
the network. When the term model is used, it means that the network can
be used to transport data, and it represents a smaller version of the larger
network. When the term simulated is used, it implies that the network has
only one host and that no data can be sent across the network. The
network must be capable of being advertised by a routing protocol to be
simulated. An example of a simulated network is a loopback interface or
an Ethernet interface with the keepalive removed.

Modeling LANs by Using Hubs and MAUs

In a controlled environment, it is necessary to model Layer 1 technologies. The two LAN
technologies that we are focusing on are Ethernet and Token Ring. The easiest way to model
Layer 1 is by the use of hubs and MAUs. Most of the labs in this book require multiple hubs of
multiple types. Physically, the number of network segments are limited by the number of
Ethernet or Token Ring interfaces present on the routers in the lab. The type of hubs that you
use is not significant; what's important is that the hub is fully operational and has two or
more ports. Some hubs are manageable and send IPX SAPs, which can be a useful feature for
testing IPX filtering. Other times, it is preferable to have a nice, quiet MAU running in the lab.
MAUs generate less heat, no electricity, and no noise. What type you chose to use in your
model is up to you.

Modeling LANs by Using Switches

The cleanest way to simulate many LANs is with the use of switches. One switch can be
configured to accommodate many virtual LANs (VLANS). A good way to think of a VLAN is as
a standalone hub. So, instead of having many hubs to accommodate the routers, you need
only one switch with a few VLANs. Chapter 2, "LAN Protocols: Configuring Catalyst Ethernet
and Token Ring Switches," provides a detailed explanation of VLANs and a switching

overview. Using switches to model your LANs also saves on rack space and power
requirements, although they are more expensive than hubs.
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Simulating LANs by Using Route Generators or Backbone Routers

Two other quick ways to simulate LANs are by using a loopback interfaces and using a no
keepalive command on the router's Ethernet interface. These two methods can be useful in
creating a route generator or backbone router. A route generator is a device connected to a
test network for the purpose of sending and receiving routing updates. A router configured
with many loopback addresses with routing protocols will appear as an entire network of
routers to a downstream neighbor. We use this functionality in the lab to help simulate
networks for route filters and route maps.

Examples 1-1 and 1-2 use a Cisco 2501 as a route generator. Notice that no keepalive has

been added to the Ethernet to spoof it as up. Also note that the default keepalive value of 10
seconds is now replaced with not set. When you disable the keepalives on the Ethernet
segment, you will notice that packets output, output errors, and lost carrier counts all
increment together. Do not forget to add a keepalive when you reconnect your Ethernet port
back to a real hub or switch. The default value of 10 will automatically be set.

Example 1-1 Configuring a Two-Route Generator; Simple Loopback
Address

Rout er #conf t

Enter configuration commands, one per line. End with CNTL/Z.

Rout er (confi g) #i nt | oopback 20

Router(config-if)#

%.1 NEPROTO- 5- UPDOWN:  Li ne protocol on Interface Loopback20, changed state to up
Rout er (config-if)#ip address 172.16.16.1 255.255. 255.0

Rout er (config-if)#exit

Rout er (confi g) #i nt | oopback 21

%.1 NEPROTO- 5- UPDOWN:  Li ne protocol on Interface Loopback2l, changed state to up
Router(config-if)#i p address 172.16.17.1 255.255.255.0

Rout er (config-if)#exit

Rout er (confi g)#router eigrp 2001

Rout er (confi g-router)#network 172.16.0.0

Rout er (confi g-router)#°Z

Rout er #

Example 1-2 Configuring a Route Generator; Spoofing Ethernet

Rout er #conf t

Enter configuration conmands, one per line. End with CNTL/Z
Rout er (config)#int ethernet 0

Rout er (config-if)#no keepalive

Rout er (config-if)#"Z

Rout er #
Rout er #show i nt e0
EthernetO is up, line protocol is up

Hardware is Lance, address is 0000.0c8d.54ac (bia 0000.0c8d. 54ac)

MIU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, rely 235/255, |oad 1/255
Encapsul ati on ARPA, | oopback not set, keepalive not set

ARP type: ARPA, ARP Ti neout 04:00: 00

Last i nput never, output 00:00: 18, output hang never

Last clearing of "show interface" counters never

Queueing strategy: fifo

Qut put queue 0/40, O drops; input queue 0/75, 0 drops
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5 minute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate 0 bits/sec, 0 packets/sec
0 packets input, O bytes, 0 no buffer
Recei ved 0 broadcasts, O runts, O giants, O throttles
O input errors, 0 CRC, O franme, O overrun, O ignored, O abort
0 i nput packets with dribble condition detected
21 packets output, 3030 bytes, 0 underruns
21 output errors, O collisions, 2 interface resets
0 babbles, O late collision, O deferred
21 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
Rout er #

Modeling LANs by Using an Ethernet Crossover Cable

A commonly known way to connect two Ethernet hosts is to use an Ethernet crossover cable.
An Ethernet crossover cable is simply an RJ-45—to—RJ-45 patch cable, pinned out in a
crossover pattern. The obvious limitation is that the crossover cable can be used to connect
only two devices. In the lab environment, you can use this cable to connect two routers or to
connect a router to one host. Figure 1-2 shows the pinouts for Ethernet crossover cable.

Figure 1-2. Pinouts for an Ethernet Crossover Cable
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Simulating Wide-Area Network Connections

The other major part of modeling the internetwork consists of WAN connections. At this point
in the design, you are concerned only with ISO Layer 1. You will continue to model the
internetwork from Layer 1 on up because this is the most logical way to build any network.
First, you will build all the physical connections to all your devices, and then you will
configure all LAN interfaces, WAN interfaces, and finally your different networks together with
routing protocols. Constructing a network in a layered approach allows for future growth and
adaptation by upgrading or replacing a single layer at a time, while leaving the remaining
layers unchanged. With this in mind, we will focus on physical aspects, such as cable types
and pinouts. Part 111, "Connecting LANs with Wide Area Networks (WANSs)," focuses on ISO

Layer 2 protocols.

You can model WAN connections in three primary ways, and you can simulate a WAN in one
way in a Cisco environment:

« You can model WANs by using a special crossover cable for routers with WAN
Interface Cards (WICs) or external CSU/DSUs.

« You can model WANs by using V.35 DTE cable to a V.35 DCE cable, or any serial cable
in a DTE-to-DCE configuration.

« You can simulate WANs by using loopback plugs on CSU/DSUs.

« You can model WANs by using a Cisco router as a Frame Relay or X.25 switch.

NOTE

Of course, no book on networking would be complete without mentioning the
OSI model; Appendix B, "The 'Abridged' OSI Reference Model," presents a brief

overview of the OSI model.

Modeling WANSs by Using Special Crossover Cable Routers with Built-In or
External CSU/DSUs

Two routers with built-in or external CSU/DSUs can be connected in a "back-to-back™ mode.
This functions as the Layer 1 for many WAN protocols, including PPP, HDLC, and others. This
is done by utilizing a special crossover cable made from pinning out specific pins of a four-
pair Category 5 cable. It is important to note that the crossover cable needed differs slightly
from a T1 to a 56-kbps DSU. You must connect a router with a T1 service unit or CSU/DSU to
another router with a T1 service unit or CSU/DSU. The same is true for a 56-kbps service
unit. Figures 1-3 and 1-4 illustrate what pinouts you need to make a crossover cable, from a

Category 5 cable for a T1 CSU/DSU and a 56-kbps CSU/DSU.

Figure 1-3. Pinouts for a Crossover Cable for T1 Service Module or
CSuU/DSU
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Modeling WANs by Using a V.35 DTE Cable to a V.35 DCE Cable

The most common way to provide Layer 1 connectivity between routers is to connect a
female V.35 DCE cable to a male V.35 DTE cable. The key factor in any back-to-back
configuration is ensuring that one side of the link sets clocking. This is always the DCE side of
the link. To configure the clock rate for an interface, simply add the command clock rate
[value]. Example 1-3 demonstrates how to set the clocking on a serial interface to 64,000

bps.
Example 1-3 Configuring the Clockrate on a DCE Interface

frame_relay_switch(config)#i nt serial 5
frame_relay_sw tch(config-if)#cl ockrate 64000
frame_relay_swi tch(config-if)#"Z
frame_relay_sw tch#

It is important to ensure that the cable is truly a V.35 DTE cable connecting to a V.35 DCE
cable. The sex of the DCE or DTE cable is not relevant; however, you must connect a DCE
side to a DTE side, and set the clock rate, as demonstrated in Example 1-3. Figure 1-5

illustrates many of the standard Cisco cable connectors, ranging from the common V.Sé?oand




RS-232 interfaces to EIA613-HSSI interfaces.

Figure 1-5. Common Cable Interfaces for Cisco Routers
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These cables can be ordered from Cisco Systems, part number CAB-V35MT for the V.35 male
DTE cable, and CAB-V35FC for the female DCE cable. Several companies also make serial and
crossover cables at reasonable prices.

At times when the cables are connected in a back-to-back mode, it might be hard to tell
which one is the DCE cable. You might be in the field or working remotely, and you might not
have physical access to your lab—how, then, can you tell which cable is the DCE cable? The
show controller command shows the cable type and shows whether the cable is DCE or
DTE. Example 1-4 shows two interfaces on a Cisco 2501 router. Using the show controller

command, you can tell what the interface type is.

Example 1-4 Example of the show controllers Command

Rout er #show control l er serial O
HD unit 0, idb = OxCED94, driver structure at 0xD3B18

cpb = OxE2, eda = 0x4140, cda = 0x4000

RX ring with 16 entries at O0xE24000

00 bd_ptr=0x4000 pak=0x0D66F0 ds=0xE2DDB0 st atus=80 pak_si ze=0
***text omtted***

Rout er #show control |l er serial 1
HD unit 1, idb = OxDr7788, driver structure at 0xDC508

cpb = OxE3, eda = 0x2140, cda = 0x2000

RX ring with 16 entries at 0xE32000

00 bd_ptr=0x2000 pak=0xODFOE4 ds=0xE3C468 status=00 pak_size=0
***text omtted***

Interface Serial O is a V.35 DTE cable, and interface Serial 1 is an RS-232 DCE cable. Other
41



serial cables, such as RS-232, are used for back-to-back connections, as long as a DCE cable
is connected to DTE cable. It is important to note that each different cable type has certain
speed restrictions. For example, it is not possible to simulate T1 speeds on RS-232 cables.
For the most flexibility in lab environments, use V.35 cables whenever possible.

Sometimes, you might want to switch your lab environment rather rapidly. You might want a
serial connection attached to one router one day, whereas the next day you might want that
same connection to go to another router. In these situations, it is best to use a patch panel of
some sort. A V.35 patch panel is a common sight at large labs. The V.35 patch panel is
simple to work with. Most V.35 patch panels have a female DTE port located on top, in the
rear, and a V.35 male DCE port located in the middle, in the rear. The routers plug into these
ports, the DTE cable to the DTE port, and the DCE cable to the DCE port. On the front of the
patch panel are small patch ports, with one port in front of each DTE and DCE port. A black
patch cable then enables you to patch one DTE port to one DCE port, thereby connecting one
router to another router.

To change the configuration, simply move the patch cable to another patch port. Using a
patch panel in this manner allows for quick and rapid physical configuration of many serial
links. Patch panels should be labeled on the front to designate which is the DCE and DTE port
—this can be key when troubleshooting physical layer issues. Figure 1-6 illustrates a V.35

Patch panel.

Figure 1-6. V.35 Patch Panels
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Most patch panels also have a bottom port, right below the DCE port. This port is used for
attaching a line monitor or data scope.

Simulating WANs by Using HDLC and Loopback Plugs on CSU/DSUs

Yet another way to use WAN interfaces in your model is to deploy loopback plugs on your
CSU/DSUs combined with running HDLC protocol. In addition, by putting a Layer 3 address,
such as an IP or IPX address, on the interface, the interface will respond to pings and will
show up in routing tables. The Layer 2 encapsulation must also be set to HDLC when using
loopback plugs. Routers with built-in CSU/DSUs or WAN interface cards (WICs), and even on
routers with external CSU/DSUs, can have a loopback plug installed into the RJ-45 jack, thus
spoofing the WAN interface as up. Example 1-5 illustrates output from the show interface

command on a Cisco 2524, with a T1 WIC and a loopback plug installed.
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Example 1-5 The show interface Command of a Cisco 2524 witha T1
Loopback Plug Installed in Its WIC

router# show interfaces serial 1
Seriall is up, line protocol is up (looped)
Hardware is HD64570 with FT1 CSU DSU
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, |oad 1/255
Encapsul ati on HDLC, | oopback not set, keepalive set (10 sec)
Last input 00:00:02, output 00:00:02, output hang never
Last clearing of "show interface" counters never
| nput queue: 0/75/0 (sizel/ max/drops); Total output drops: O
Queueing strategy: weighted fair
Qut put queue: 0/1000/64/0 (sizel/ max total/threshol d/ drops)
Conversations 0/1/256 (active/ max active/ max total)
Reserved Conversations 0/0 (allocated/ max all ocat ed)
5 mnute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate 0 bits/sec, 0 packets/sec
2537 packets input, 148733 bytes, 0 no buffer
Recei ved 2537 broadcasts, O runts, O giants, O throttles
O input errors, 0 CRC, O franme, O overrun, O ignored, O abort
2537 packets out put, 148733 bytes, 0 underruns
O output errors, 0 collisions, 1 interface resets
0 output buffer failures, 0 output buffers swapped out
1 carrier transitions
DCD=up DSR=up DIR=up RTS=up CTS=up
router#

NOTE

Loopback plugs can be useful in the field. Whenever a CSU/DSU or WIC is
suspected to be malfunctioning, installing a loopback plug can quickly test the
physical layer to the CSU/DSU. When the loopback plug is installed, the show
interface command should show the interface as line up, protocol up and
(looped).

A loopback plug can be easy to make. You can use a simple cable kit to construct these
plugs, or you can order them from most cable vendors, if they are supplied with the diagrams
in Figures 1-7 and 1-8. Figure 1-7 demonstrates the pinouts required for an RJ-45 56-kbps

loopback plug, while Figure 1-8 illustrates the pinouts required for an RJ-45 T1 or 1.544-
Mbps loopback plug.

Figure 1-7. Pinouts for an RJ-45 56-kbps Loopback Plug
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Figure 1-8. Pinouts for an RJ-45 T1 Loopback Plug
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Modeling WANSs by Using a Cisco Router as a Frame Relay or X.25 Switch

The third way to model a WAN is to configure a Cisco router as a Frame Relay or an X.25
switch. Any Cisco router with Cisco 10S Software Release 11.0 or later and at least two serial
interfaces can be configured as an actual Frame Relay or X.25 switch. When configured as a
Frame Relay switch, the router actually sends and receives the Frame Relay Local
Management Interface (LMI), and it can even be configured to use Network-to-Network
Interface (NNI), the standard interface between Frame Relay switches. Two interfaces are
always needed because the switch is primarily a DCE device and requires two routers to
serve as the DTE devices. Because the Frame Relay switch is a DCE-only device, it requires
DCE serial cables as well.

The Cisco 2522 and the 2523 series routers can perform the function of a Frame Relay switch
with ample ports for many end devices. The Cisco 2522 provides two high-speed synchronous
serial ports and eight low-speed asynchronous/synchronous serial ports. This router also has
one Ethernet port in an RJ-45 or AUI configuration, and one ISDN BRI U interface in an RJ-45
configuration. The Cisco 2523 is exactly the same as the 2522, but instead of the Ethernet
port, it has an RJ-45 Token Ring interface. Any Cisco router with multiple serial interfaces is a
good choice for a Frame Relay or X.25 switch. The Frame Relay switching functions run
independently of normal router functions, such as IP routing. Thus, this router can be used
not only as a Frame Relay switch, but also as another routed device or a route generator. The
detailed software configuration of a Frame Relay switch is covered later in this chapter, in the
section "Configuring a Frame Relay Switch."

TIP

During the course of your studies and career in networking, you will come across
many terms and acronyms. Sometimes, it can become difficult to remember all
the rules, such as a DCE side requires a clock. One method of memorization that
| use is word association. For example, | know that there are DCE and DTE sides
to a cable. The C is the difference between the two, and C stands for "clock."
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Thus, the DCE side is the side on which you configure the clock signal.

At this point, you might be wondering, "What about ATM? That's a LAN and WAN protocol—
where does that fit in?" Asynchronous Transfer Mode (ATM) was originally called the "duck"
of networking because it was like a duck in a metaphorical sense. A duck can swim, fly, and
walk. It doesn't walk that well and swims okay, but it flies really fast. ATM can do voice, data,
and video, although it does some of them better then others. | had the same classification
problems in deciding where to talk about ATM. Because ATM is a LAN and WAN technology
and is highly specialized, it is covered in Chapter 8, "WAN Protocols and Technologies:
Asynchronous Transfer Mode (ATM)."
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Routers, Cisco I0S Software, and Memory Requirements for Labs

Throughout this book, every lab has different hardware and software requirements. As
mentioned earlier, preceding each lab is a section entitled "Equipment Needed." This section

lists the minimum amount of equipment needed to complete that lab. Some labs are rather
easy and might require only two or three routers with IP routing software. Other labs, such
as those for configuring SNA, are rather complex and require the enterprise feature set and
multiple routers. Finding routers, hubs, and such can be difficult.

Unfortunately, it is hard for some companies to realize the benefit of the age-old saying
"Practice makes perfect." Companies can have a hard time finding enough room in the
budget for labs so that their engineers can finely hone their skills.

Personally understanding the difficulty in attaining networking equipment, | have tried to
involve the fewest amounts of routers/hubs as possible in these labs. I've also made the
studies independent of one another, so if you don't have access to a Token Ring/Ethernet
router or a switch, you can still perform a majority of the labs. For example, to perform the
translational bridging lab, you need a Token Ring interface and an Ethernet interface on the
same physical router. Because many Cisco routers can accommodate multiple LAN segments
of different types, | won't go into details on specific router models. A good rule to follow
when investing in new routers is, the more modular the router is, the more flexibility you
have in creating multiple models. Investing in modular routers also protects your investment
because most routers can be upgraded with the installation of new networking modules.

NOTE

The Comdisco lab uses primarily Cisco Catalyst 5500s, Cisco 2500s, 4500s, and
3600 series routers for modeling network scenarios. The Cisco 3600 series
router can accommodate almost any networking requirement; this includes ATM,
Gigabyte Ethernet, Voice over IP or Frame Relay, along with VPN technology.

When all the hardware is gathered, you are ready to begin discussing the Cisco Internetwork
Operating System (10S) Software releases, DRAM memory, and FLASH memory
requirements that the models require. All three are tightly related to each other. The
protocols and Cisco feature sets that you use drive the amount of DRAM memory needed to
execute that feature. The Cisco 10S feature set is stored in FLASH memory. Therefore, the
more features and protocols that are in use, the more DRAM and FLASH memory will be
required. The labs listed in this book utilize most of the major routing protocols and most
major feature sets. To easily accommodate this, the Enterprise Plus feature set could be
installed on all the routers. The Cisco 10S Software release level should be at least 11.2.x or
12.0.x. If you are specifically practicing for the CCIE Lab Exam, use a minimum IOS level of
12.0 on all routers. If the lab requires an 10S feature greater than IP routing, it will be noted
as a requirement.

NOTE

To find the exact minimum memory requirements for the specific Cisco 10S
Software and feature set in use, consult Cisco's Web page, www.cisco.com.
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Test Hosts and Data Simulation

The ultimate goal of all networks is to transport data from one place to another. Without data
to transport, there would be no need for networks. To ensure that any model is working
properly, test data is always required. Networking has no exception to this rule. Without test
data of some sort, it would be difficult to test many networking features. Features such as
remote source-route bridging (RSRB) actually need to send and receive data before the RSRB
becomes active. A data-link switching (DLSw) peer can be connected, but no circuit becomes
active until data is sent. Therefore, to properly test the models, you need to simulate data of
many kinds. Your challenge will be testing complex protocols, such as SNA, without installing
a mini-mainframe in your labs.

Fortunately, the Microsoft Windows 95/98/2000—based operating systems ship with three
major protocols that help in testing your networks. Microsoft Windows 95, 98, and 2000 all
ship with TCP/IP, IPX/SPX, and NetBEUI as installable protocols. These three protocols allow
numerous testing of many Cisco 10S Software features.

For example, two Windows-based workstations running NetBEUI can be used to test DLSw
peers across an internetwork. Browsing Network Neighborhood will force an all-routes
explorer frame to be generated. The name that you entered in the Control Panel/ Network/
Identification Name dialog box will be the name that appears during the show dlsw
reachability command. As another example, in an RSRB environment, this explorer frame
would be enough to bring up the remote source bridge and force a connection to the other
remote source bridge.

Installing TCP/IP allows you to use many shareware utilities, such as FTP, TFTP, and DHCP,
for testing. By actually setting up end stations, filters will take a more true-to-life form when
you can actually see them at work. All these IP-based utilities are shareware that you should
be able to find online.

NOTE

| installed my first home network in 1993, on the same day that the computer
game DOOM was released. DOOM allowed for 3D multiplayer computer games
over a network through IPX. We pooled our money, and hours later, we were
stringing coax cable from one end of the apartment to the other. We then
proceeded to set up an IPX-based NetWare Lite network. In the days of DOS and
the dreaded 640 K limit, we were quite proud of our little network. We ventured
forth and immersed ourselves in the 3D world of DOOM well into the wee hours
of the morning.

To this day, DOOM and its descendants remain a nemesis to network managers.
Bandwidth manager products, such as the one by Packeteer, even have a special
data flow for DOOM. (This probably is to secure enough bandwidth for the DOOM
players so that they are not slowed down by somebody's print job.) At any rate,
computer games continue to be great tests for the speed and for the transport
of IP and IPX protocols, as well as for the network manager trying to control
them. In the lab or at home, the joys of playing the latest computer game over
your new network can be a fun and rewarding experience. Plus, you can amaze
your friends with your networking expertise.
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Building the Framework for Internetwork Modeling—Configuring
Key Components

Every model that you construct in this book starts from a similar framework. Most models
involve one or more LANs and WANs—of course, routers and hubs are needed for this. You also
need a device for local or remote access to the model, along with a test application to run or
test the model. Thus, your framework for most models consist of routers, hubs, a Frame Relay
switch, an access server, and a couple of workstations. From this framework, you build and
design many models, making only subtle changes to the network topologies. There is a logical
process to go through when constructing this initial framework:

Step 1. Gain privileged level access to devices in the model. This includes using
and modifying the 16-bit boot register to gain privileged level access to a router’s
configuration.

Step 2. Upgrade the Cisco I10S Software to the model's requirements. This
includes copying a new 10S image to Flash memory.

Step 3. Configure local and remote access to the model. This includes configuring
an access server and configuring analog dialup access to the lab.

Step 4. Configure LAN and WAN devices. Every model will require slightly different
LAN and WAN configurations. This will require only minor cable movement, though, so
your primary focus will be on the initial configuration of a Frame Relay switch and its
permanent virtual circuits (PVCs).

Step 5. Configure test applications and test networks. This includes setting up
Microsoft Windows 95/98/2000 networking and configuring network protocols such as
TCP/IP, IPX, and Net BEUI. You will also learn about the use of route generators.

Gaining Privileged Access: The 16-Bit Boot Register

| think that one of the best-kept secrets of Cisco routers and switches is the 16-bit boot
register. The 16-bit register is located on almost every Cisco platform in one variation or
another. For example, this is the same register that was set by jumpers on the AGS series
routers in the early 1990s. It is the same register that is found in the Catalyst switches in 2001.
And, for the most part, it is the same register on all Cisco routers, sometimes masked in a
utility called CONFREG.

Another common example of using the boot register is during password recovery. The boot
register, actually bit 6, is the bit that you flip when you change the register from 0x2102 to
0x2142 during password recovery. During password recovery, bit 6 is set to ignore NVRAM on
startup. This is perhaps the most common use of the register. Some other uses of the boot
register include the following:

« Recovering a lost password

« Enabling or disabling the console Break key

« Allowing manual boot of the OS using the B command at the bootstrap program (ROM
monitor) prompt

« Changing the router boot configuration to allow a Flash or ROM boot

« Performing maintenance testing from the ROM monitor

. Loading an image into Flash memory

« Permanently disabling a router
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Because the boot register represents the "keys" to your router, it is important to explain the
entire register rather then covering just bit 6.

To display the boot register, key in the show version command. The boot register is displayed
at the bottom of the text. Example 1-6 demonstrates the show version command.

Example 1-6 The show version Command, with a Boot Register Set to
Boot to ROM, 0x2101

rout er (boot ) #show ver si on

Cisco Internetwork Operating System Software

ICS (tn) 3000 Bootstrap Software (I GS-RXBOOT), Version 10.2(8a), RELEASE SOFTWAR
E (fcl)

Copyright (c) 1986-1995 by cisco Systens, Inc.

Conpi | ed Tue 24-Cct-95 15:46 by nkanson

| mage text-base: 0x01020000, data-base: 0x00001000

ROM System Bootstrap, Version 5.2(8a), RELEASE SOFTWARE

router uptime is 34 mnutes

Systemrestarted by power-on

Runni ng default software

cisco 2500 (68030) processor (revision L) with 14332K/ 2048K bytes of nenory.
Processor board serial nunmber 03071163 with hardware revision 00000000
X. 25 software, Version 2.0, NET2, BFE and GOSI P conpli ant.

| SDN software, Version 1.0.

1 Ethernet/ | EEE 802. 3 interface.

2 Serial network interfaces.

1 I SDN Basic Rate interface.

32K bytes of non-volatile configuration nenory.

16384K bytes of processor board System flash (Read/ Wite)

Configuration register is 0x2101

rout er (boot) #

The boot register is formatted with the most-significant bit on the right, as illustrated by Figure
1-9. This figure also shows how the default settings of 0x2102 are derived on Cisco routers.

Figure 1-9. Default Settings of the 16-Bit Boot Register

Bit | Bit | Bit | Bit |Bit |Bit | Bit|Bit|Bit|Bit|Bit|Bit|Bit|Bit|Bit | Bl
15 |14 |13 |12 |11 |10 | 9 8 r 6 =) 4 3 2 1 0

0 0 1 0 0 0 0 1 0 0 0 [0 | O 0 1 0
2 1 0 2

Briefly stepping through the default settings of the register, you can see that bits 1, 8, and 13
are set to 1, or the ON position. Having bit 1 set then sets the boot portion of the register to a
hexadecimal value of 2. This tells the router to boot from Flash if a valid 10S is found there.
Having bits 4 through 7 set to O enables the router to boot normally; from NVRAM, preserve
the banner and set "all 1s" as the broadcast. Bit 8 tells the router that the Break key is
disabled. The rest of the register sets the network broadcast to 1s, sets the console baud rate
to 9600, and determines how the router responds to a netboot failure. As mentioned

previously, the most common use of this register is the flipping of bit 6, causing the router to
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ignore the startup config stored in NVRAM. Again, this is the same procedure used in password
recovery.

Table 1-3 illustrates the entire register and its settings in detail. Refer to this table when
reading the following detailed descriptions of the boot register.

Table 1-3. The Entire 16-Bit Boot Register with Default Settings

Default
Bit Meaning Setting

0-3 Boot Field: 0010
0x0 = Boot ROM monitor.

Ox1 = Boot from onboard ROM, or boot to boot mode, if a
subset of the 10S exists.

Ox2 to OxF

Causes the following (listed in order of precedence):

Boot from Flash, if a valid 10S file exists.

Follow boot system commands found in the configuration.

Use the register value to form a filename from which to
netboot a system image from.

4 Fast boot: Force load through the boot system 0
commands found in the configuration.
5 High-speed console: 1 = console operates at 19.2 |0

or 38.4; works with bits 11 and 12.

Ignore startup-config file: 1 = ignore NVRAM.

OEM bit: 1 = disabling the display of the Cisco
banner on startup.

Break key: 1 = disable.

(| N [O
Oo|lr| O |O

Not used.
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10

Netboot broadcast format:

Setting bit 10 = 1 causes the processor to use an all-zeros
broadcast.

11-12

Console baud rate:

Bit5=1

Bit1l1 =1

Bit12 =0

Console baud rate = 38,400

00

11-12
Cont.

Bit5 =1

Bit11 =0

Bit12 =0

Console baud rate = 19,200

Bit5=0
Bit11 =0
Bit12 =0

Console baud rate = 9600

Bit5=0
Bit11 =0
Bit12 =1

Console baud rate = 4800

00
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Bit11=1

Bit12 =1

Console baud rate = 2400

Bit5=0
Bitl1i1=1
Bit12 =0

Console baud rate = 1200

13 Response to netboot failure: 1 = boot from ROM 1
after netboot failure, O = continue to netboot.
14 Netboot subnet broadcast: 0

Setting bit 14 = 1 forces a subnet broadcast.

15 Enable diagnostic messages: 1 = ignore NVRAM 0
and display diagnostic messages.

Boot Field (Bits 0 Through 3)

The boot field controls the booting of the router. This field starts with the first 4 bits on the
right. If this field is set for Ox0, decimal O, the router will boot to ROM monitor mode. For
example, setting the register for 0x2100 causes the router to boot to ROM monitor mode.
Setting this value to Ox1 causes the router to boot from its onboard ROM. This ROM may
contain a full 10S, such as in the 7000 series, or a subset of the 10S, as in the 2500 series. The
prompt, when in boot mode, is represented with (boot) behind the router's host name.

If you set the boot field to a value of 2 through F, and if there is a valid system boot command
stored in the configuration file, the router boots the system software as directed by that value.
If you set the boot field to any other bit pattern, the router uses the resulting number to form a
default boot filename for netbooting. The router creates a default boot filename as part of the
automatic configuration processes. To form the boot filename, the router starts with cisco and
links the octal equivalent of the boot filename, a dash, and the processor-type name. A Cisco
4000 with the bit pattern of Ox1 set in the first octet will try to load a TFTP file named Cisco2-
4000. Table 1-4 lists the default boot filenames or actions for the processor when setting the

boot field bits. The xxxx stands for the processor type—for instance, in Cisco 4000, XXXX =
4000.

Table 1-4. Default Boot Filenames
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Action/Filename Bit 3 Bit 2 Bit 1 Bit O

Boot to ROM monitor

Boot from ROM

CiSCO2-XXXX

CiISCO3-XXXX

CISCO4-XXXX

CiSCO5-XXXX

CISCOB-XXXX

CISCO7-XXXX

CiSCO10-XXXX

Cisco1l1-xXxXXX

CiSCO12-xxXXX

CiSCO13-XXXX

CisSc014-xXxXXX

Ccisco15-xxxx

CiSCO16-XXXX

RPIPIFPIFRPPFPPPPRPOOOCIOCIOOIO|O

RPIPIFPRFRPOOIOCIOIFRPIFPIFPIFRIOOO|IO

R(FPIOIO|IR|IFPIOC|IO|R|FRPIOC|O|FR|FL|[O|O
RPIOIFRPIOCIFPIO|IFRPIOCIFPIO|IFRP|IOIFP|IO|FL|O

CiSCO17-XXXX

Fast Boot/Force Boot (Bit 4)

Setting this bit forces the router to load the Cisco 10S Software found in the configuration set
by the boot system flash command. If no Cisco 10S Software matches the filename set by
this command, the router will boot to boot mode. For example, adding the line boot system
flash c2500-js56-1.120-3.bin forces the router to look for the file c2500-js56-1.120-3.bin in
Flash memory. If an exact match of this filename isn't found, the router will boot in boot mode.

High-Speed Console (Bit 5)

The setting of bit 5 works in conjunction with bits 11 and 12. Setting this bit is for high-speed
console access above 9600 bps. When this bit is set, you can connect to the console port at
speeds of 19,200 bps and 38,400 bps. For a complete listing of how the jumper works in
conjunction with bits 10, and 11, see Table 1-6.

CAUTION

Bit 5 is an "undocumented" bit for a reason. The console port is critical to router
operation and troubleshooting. The higher the data speeds are, the more sensitive
the connection is and the higher the probability is that you will not be capable of
connecting to the router at these high speeds. If you do not have Telnet access or
another "back door" into the router enabled, the consequences can be dire. The
gains from operating the console port at 19,200 bps or 38,400 bps instead of 9600
bps are minor. Keep in mind that the uses for this interface are for router key-ins
and configuration; it is not necessary to have high-speed console access. Change
this bit with extreme caution.
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Ignore NVRAM (Bit 6)

Setting this bit forces the router to ignore the configuration file in NVRAM, called the startup-
config. When you ignore NVRAM, you essentially are ignoring the startup-config. You can still
view the startup-config with the show command, but the configuration will be absent from the
running-config. This is also the bit that is flipped during password recovery.

OEM Bit (Bit 7)

This bit was created for Original Equipment Manufacturers (OEMs) versions of the routers. By
setting this bit, the Cisco Systems, Inc. banner will be ignored. If the 10S has encryption
software on it, the encryption warning will still be displayed.

Break Key (Bit 8)

Setting this bit disables the Break key. If you set this bit to 0, then at any time during the
routers uptime—not just during the boot process—you can halt the operating system with the
press of a single key. This is a powerful setting and should not be changed. Disabling the break
—it is disabled by default—does not affect the Break key during the first 60 seconds of
initialization. During this time, the Break key will still halt the router.

Reserved (Bit 9)
This bit is currently not in use.

Netboot Broadcast Format (Bits 10 and 14)

Setting bits 10 and 14 controls how the routers and switches handle subnet and host
broadcasts. The default broadcast address is all 1s in the host or subnet destination address.
Changing these bits allows for backward compatibility for many older UNIX hosts, such as
Berkley UNIX 4.2BSD. Most IP implementation today uses a 1s compliment for broadcast
messages, so you probably will never modify these settings. Table 1-5 illustrates the use of bit

10 and bit 14.

Table 1-5. Configuration Settings for Broadcast Address Control, Bit 10
and Bit 14

Bit 14 Bit 10 Address (<net><host>)

<ls> <1s>

<0s> <l1s>

<net> <l1s>

R, IO|O
RO|F|O

<net> <0s>

System Console Terminal Baud Rate Settings (Bits 5, 11, and 12)

Bits 5, 11, and 12 control the baud rate (bps) of the console port. The routers are shipped with
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this setting to 9600, which has bits 5, 11, and 12 off, or set at 0. Table 1-6 shows the baud

rate settings. For example, to increase the baud settings of the routers console port, use a
register of 0x2122 for 19.2 access.

Table 1-6. Configuration Settings for System Console Baud Rate

Bit 5 Bit 11 Bit 12 Console Baud Rate
1 1 0 38,400 bps
1 0 0 19,200 bps
0 0 0 9600 bps
0 0 1 4800 bps
0 1 0 1200 bps
0 1 1 2400 bps

Netboot Failure Response (Bit 13)

Setting bit 13 causes the router to load the Cisco 10S Software from the default location after
five netboot failures. The default for this bit is on, or 1, which is why most of the routers' jump
registers start with 2. Setting this bit to O causes the router to continue to netboot and never
look at the ROM for booting.

Display Factory Diagnostics (Bit 15)

Setting bit 15 causes the router to display factory diagnostic messages. Setting this bit also
forces NVRAM to be ignored. To display these diagnostic messages, configure the register at
0xA102. The A sets bit 15 and bit 13, forcing diagnostics messages to appear during
initialization.

Understanding the Boot Process

This next section can be found in a similar format on the Cisco documentation CD that comes
with all new Cisco routers. Although everything can be found on the CD, this section is
important enough to highlight:

When a router is powered on or rebooted, the following events happen:

« The ROM monitor initializes.
« The ROM monitor checks the configuration register boot field (the lowest
4 bits in the register.)

- If the boot field is 0x0, the system does not boot an 10S image
and waits for user intervention at the ROM monitor prompt.

- If the boot field is 0x1, the ROM monitor boots the boot helper
image. (On some platforms the boot helper image is specified by
the BOOTLDR environment variable.)
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- If the boot field is Ox2 through OxF, the ROM monitor boots the
first valid image specified in the configuration file or specified by
the BOOT environment variable.

« When the boot field is 0x2 through OxF, the router goes through each
command in order until it boots a valid image. If bit 13 in the
configuration register is set, each command will be tried once. If bit 13 is
not set, the Boot system command specifying a network server will be
tried up to five more times. The timeouts between each consecutive
attempt are 2, 4, 16, 256, and finally 300 seconds. If it cannot find a
valid image, the following events happen:

- If all boot commands in the system configuration file specify
booting from a network server and all commands fail, the system
attempts to boot the first valid file in Flash memory.

- If the boot-default-ROM-software option in the configuration
register is set, the router will start the boot image (the image
contained in boot ROM or specified by the BOOTLDR environment
variable).

- If the boot-default-ROM-software option in the configuration
register is not set, the system waits for user intervention at the
ROM monitor prompt. You must boot the router manually.

- If a fully functional system image is not found, the router will
not function and must be reconfigured through a direct console
port connection.

« When looking for a bootable file in Flash memory:

- The system searches for the filename in Flash memory. If a
filename is not specified, the software searches through the entire
Flash directory for a bootable file instead of picking only the first
file.

- The system attempts to recognize the file in Flash memory. If
the file is recognized, the software decides whether it is bootable
by performing the following checks:

= For run-from-Flash images, the software determines
whether it is loaded at the correct execution address.

= For run-from-RAM images, the software determines
whether the system has enough RAM to execute the image.

This process changes on platforms with dual processor cards or dual Flash cards, such as those
that are found on the 7000 series or in the Catalyst RSM. Figure 1-10 diagrams this rather

complicated process as it is found on most platforms (except those noted).

Figure 1-10. Router Boot Process
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Accessing the Register

The boot register is a 16-bit register represented in hex to the router. The router make and
model determine how the register is accessed. As mentioned previously, the AGS used 16
jumpers to set this register. Every router and switch allows access to the register through the
configuration, assuming that you have privileged-level access. Switches work much in the same
way as routers. First, you will learn about accessing the register on Catalyst switches, and then
you will learn about routers.
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Accessing and Configuring the Register: Catalyst Switches

For the most part, the 16-bit register is identical to its cousin found in the router. The
differences are slight. Most of the bits that are used in netbooting are used for broadcast
control and are not used on the Catalyst switches. Bit 6 operates differently on the Catalyst
than it does on the router. Setting Bit 6 clears the configs from NVRAM, which is the same as
entering the clear config all command—that is, it clears the entire configuration stored in
NVRAM the next time the switch is restarted.

The initialization process on the Catalyst 5000 series Supervisor Engine |1l and the Catalyst
4000, 2948G, and 2926 series switches involves two software images: the ROM monitor and

the supervisor engine system code. When the switch is reset, the ROM monitor code is

executed first. Then, depending on the boot register settings in NVRAM, the switch either
remains in ROM monitor mode or loads the supervisor system image. If a fatal exception error
occurs during powerup, the switch remains in ROM monitor mode. Figure 1-11 illustrates the 16-
bit boot register for the Catalyst series of switches. Table 1-7 provides detailed descriptions of

the boot register.

Figure 1-11. The Entire 16-Bit Boot Register for Catalyst Switches with
Default Settings

Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit
i5 |14 (12 |12 |11 |10 |a |&8 |7 |6 |5 |4 |3 |2 |1 |0

0 0o |lo|lolololo/]1 o ol oo 1 1 1
0 1 0 F

Table 1-7. Catalyst Switch Boot Register Bit Meanings and Default

Settings
Default
Bit Meaning Setting
0-3 Boot field: 1111

0x0 = Boot ROM monitor.

0x1 = Boot from onboard ROM, or boot to boot mode if a subset
of the 10S exists.

Ox2 to OxF

Causes the following (listed in order of precedence):

Follow boot system commands found in the configuration.

If a boot image in the BOOT environment variable list is not
found, boot in ROM monitor mode.
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4 Reserved. 0]
5 Reserved. 0]
6 Clear NVRAM: 1 = Clear NVRAM. 0

- OEM bit: 1 = disabling the display of the Cisco banner 0

on startup (Not used.)

8 Break key: 1 = disable. 1
9 Unsupported baud rate. 0
10 IP will use an all-zeros broadcast. (Not used.) 0
11— Console baud rate: 00
12

00 = 9600 01 = 4800

10 = 1200 1200

On the Catalyst 4000 and 2948G, this speed is fixed at 9600.

13 Boots default Flash if network boot fails. (Not used.) 0]

14 Netboot subnet broadcast: 9)

Setting bit 14 = 1 forces a subnet broadcast. (Not used.)

15 Enable diagnostic messages: 1 = ignore NVRAM and 0]
display diagnostic messages. (Not used.)

The default register is set for 0x010f. This allows the system to boot from the image specified
in the BOOT environment variable; the console will operate at 9600 baud, and any
configuration in NVRAM will be loaded. To display the current register settings, use the show
boot [module_number] command. Example 1-7 shows how to display the current configuration

register and BOOT environment settings.

Example 1-7 Demonstration of the show boot Command

Consol e>(enabl e) show boot
BOOT vari abl e = sl ot 0: cat 5000- sup3. 4-2- 1. bi n, 1; boot f | ash: cat 5000- sup3. 3- 2-
1b. bin, 1; boot f | ash: cat 5000- sup3. 4-1- 2. bin, 1;

Configuration register is Ox10f

I gnore-config: disabled

Consol e baud: 9600

Boot: inmmge specified by the boot system commands

Consol e>(enabl e)

The following is list of register-specific commands for the Catalyst family of switches:
« set boot config-register Oxvalue [mode_num]

This command directly configures the boot register at the bit level. This comman%sé



affects all the bits in the register by modifying the entire boot register at once.
« set boot config-register baud {1200 | 2400 | 4800 | 9600}[module_number]

This configures the ROM monitor console port baud rate. The ROM monitor uses the
baud rate specified in the configuration register only if it is different from the baud rate
specified by the set system baud command.

. set boot config-register ignore-config enable

This command clears the entire configuration stored in NVRAM the next time the switch
is restarted. This is essentially the same as using the clear config all command,
followed by a reload.

« set boot config-register boot {rommon | bootflash | system}[module_number]
This command determines what boot method the switch will use during the next startup:
- rommon = Boot to the ROM monitor
- bootflash = Boot from the first image stored in the onboard Flash

- system = Boot from the image specified in the BOOT environment variable.
This is the default setting.
« set boot system flash device:[filename] [prepend] [module_number]

This command specifies an image to add to the BOOT environment variable. This also
specifies what device that image exists on.

« clear boot system flash device:[filename][module_number]

This command clears a specific image from the BOOT environment variable.
« clear boot system all[module_number]

This command clears the entire BOOT environment variable.

Accessing and Configuring the Register: Cisco Routers

To set the register by the configuration mode, enter config-register <Ox0000-0OxFFFF>.
Example 1-8 demonstrates how to change the configuration register from 2102 to 2142. This

forces the router to ignore NVRAM during its initialization. To see if the configuration settings
have taken effect, perform the show version command after changing the register.

TIP

You should always check and document the current configuration register setting
before changing it. This might come in handy if you have problems.
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Example 1-8 Changing the Boot Register Through the Configuration

Docunenting the current setting

router#

rout er #show ver si on

Cisco Internetwork Operating System Software

I0S (tnm) 2500 Software (C2500-JS56-L), Version 12.0(3), RELEASE SOFTWARE (fc1l)
Copyright (c) 1986-1999 by cisco Systens, |nc.

*** text omtted ***

32K bytes of non-volatile configuration nenory.

16384K byt es of processor board System flash (Read ONLY)

Configuration register is 0x2102
router#

Change the setting to 0x2142.

rout er #conf t

Enter configuration commands, one per line. End with CNTL/Z.
router(config)#config-register 0x2142

router(config)#"z

router#

rout er #show ver si on

Cisco Internetwork Operating System Software

I0S (tnm) 2500 Software (C2500-JS56-L), Version 12.0(3), RELEASE SOFTWARE (fc1l)
Copyright (c) 1986-1999 by cisco Systens, |Inc.

*** text omitted ***

32K bytes of non-volatile configuration nenory.

16384K bytes of processor board System flash (Read ONLY)

Configuration register is 0x2102 (will be 0x2142 at next rel oad)

TIP

Whenever you change the boot register from the configuration mode, you are
prompted to save your configuration before you reload the router. This prompt is
generated from entering the configuration mode and exiting, regardless of any
changes made to the configuration. The register setting is not part of the startup-
config or running-config, so it is not necessary to save the configuration for the
new jump register setting to take place.

Accessing and Configuring the Register: ROM Monitor

If you cannot access the router's configuration, such as in a password-recovery situation, you
can force the Cisco 10S Software to halt and go into ROM monitor mode. To enter ROM monitor
mode, you must send a break signal to the router. By default, the Break key is disabled by the
boot register; consequently, a restart of the router is needed. Almost all Cisco routers and
switches can be interrupted by sending the break signal during the first 60 seconds of
initialization. There are many ways to send the break signal and to interrupt router and switch
operations, the most common of which are documented in Table 1-8.
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Table 1-8. Standard Break Key Combinations

Terminal-
Emulation Operating
Software Platform System Key Combination
Hyperterm IBM-compatible |Windows 9x Ctrl-F6-Break
(version 595160)
Kermit Sun workstation |Solaris Ctrl-\L
Kermit Sun workstation [Solaris Ctrl-\B
MicroPhone Pro IBM-compatible |Windows 9.x Ctrl-Break
Minicom IBM-compatible |Linux Ctrl-A-F
ProComm Plus IBM-compatible |DOS or Windows |Alt-B
Telix IBM-compatible |DOS Ctrl-End
Telnet to Cisco IBM-compatible |[— Ctrl-]
Teraterm IBM-compatible |Windows 9.x Alt-B
Hyperterm IBM-compatible [Windows 9.x Break
Hyperterm IBM-compatible |Windows 9.x Ctrl-Break
Tip Sun workstation |Solaris Ctrl-], then Break or
Ctrl-C
~77
VT 100 Emulation |[Data general N/A F16
Hypterm IBM-compatible [Windows NT Shift-6 Shift-4 Shift-B
("$B)
Z-TERMINAL Mac Apple Command-B

Break-Out Box

Connect pin 2 (X-mit)
to +V for half a
second

Cisco to aux
port

Control-Shift-6, then
B

IBM-compatible

Ctrl-Break

If your portable or laptop computer is using Windows 95/98/2000 with HyperTerm, the break
signal is usually issued by pressing the Function key and the Break key, sometimes located on
the Page Down or Pause key.

On a full-size 101 keyboard with Windows 95/98 with HyperTerm, the break signal is issued by
pressing the Ctrl-Break/Pause key.

On Windows NT, you must configure NT to send the break signal with a function key. Set the
break by entering the characters ~$B (Shift 6, Shift 4, and uppercase B). HyperTerm 5.0
private edition sends the break for the windows NT platform without any additional

configuration.

To access the register of a Catalyst 5000 or 2926G series switch, you can enter ROM monitor
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mode by restarting the switch and then pressing the Break key during the first 60 seconds of
initialization. On the Catalyst 4000 and 2948G series switches, you can enter ROM monitor
mode by restarting the switch and then pressing Control-C during the first five seconds of
initialization.

When using any other terminal-emulation software, consult the manufacturer's instructions on
sending a break signal.

When you have successfully sent the break signal, the router prompt will change to a >
character or a rommon x > prompt. There are two prompts because there are two types of
ROM monitors. One is built around the earlier 2000 series boards. It requires more of a manual
manipulation of the boot registers. The other type of ROM monitor is built around the newer
3600 and RISC-based platforms. This ROM monitor uses a utility called CONFREG to manipulate
the boot register. Table 1-9 lists some common router types and the type of ROM monitor used.

The easiest way to tell what type of ROM monitor is used in your router is to simply key in the ?
for help. If the CONFREG utility appears, execute it by typing in CONFREG.

Table 1-9. ROM Monitor Compatibility Matrix

CONFREG ROM Monitor Basic ROM Monitor
Cisco 1003 series Cisco 2000 series
Cisco 1600 series Cisco 2500 series
Cisco 3600 series Cisco 3000 series
Cisco 4500 series Cisco 4000 series with 680x0
Cisco 7200 series Cisco 7000 series 10.0 ROM
Cisco 7500 series Cisco IGS series running 10S 9.1 in ROM
IDT Orion-based router
AS5200 and AS5300 platforms

First, you will learn about the Basic ROM monitor, and then you will learn about the utility called
CONFREG. When you have successfully transmitted a break signal, you should get a screen that
resembles Example 1-9; also note the Abort at message.

Example 1-9 Example of a Successful Break into ROM Monitor, Followed
by the h or Help Command

System Boot strap, Version 5.2(8a), RELEASE SOFTWARE
Copyright (c) 1986-1995 by cisco Systens
2500 processor with 14336 Kbytes of nain menory

>
>h
$ Toggl e cache state

B [filenane] [TFTP Server |P address | TFTP Server Nane]
Load and execute systemimage from ROM or from TFTP server

C [address] Continue execution [optional address]
D/SML YV Deposit value V of size Sinto location L with nodifier M
E/SML Exami ne location L with size Swith nodifier M
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G [address] Begin execution

H Hel p for comands

I Initialize

K Stack trace

L [filenanme] [TFTP Server | P address | TFTP Server Nane]

Load systemimage from ROM or from TFTP server, but do not
begi n execution

(@] Show configuration regi ster option settings

P Set the break point

S Single step next instruction

T function Test device (? for help)

Deposit and Exam ne sizes nay be B (byte), L (long) or S (short).
Modi fiers may be R (register) or S (byte swap).

Regi ster names are: DO-D7, AO0-A6, SS, US, SR, and PC
>

The abort message first conveys that the router has aborted and that you successfully halted
the router OS. The second indication that you are in the ROM monitor mode is the = prompt.
Also in Example 1-9, an h was entered to display the help listing; this key is the same as the ?

key. Most of the ROM monitor is designed for low-level hardware and software debugging, but a
couple of commands are worth mentioning:

« H— Displays the help messages, as in Example 1-9.

« I— Initializes the router. It is the same as the reload command.
« $— Toggles the cache; used for debugging by the TAC.

« P— Sets the break point; used for TAC diagnostics.

« S— Is a single-step instruction used for TAC diagnostics.

« T function— Use the ? key behind the T command to perform a low-level test of a
specific components. This usually performs a detailed hardware memory diagnostic.

« B— Allows manual booting from the ROM monitor:

- B flash— Boots the first file in Flash memory.
- B filename [TFTP host]— Boots over the network using TFTP.
- B flash filename— Boots the file (filename) from Flash memory.

« L— Works the same as the B command, but the router will not begin execution of the
code.

« O— Examines the 16-bit boot register.

« O/R 0x0000— Sets the boot register by using a manual hex setting. For example, O/R
0x2102 will set the register to its default.

« D/S M L V— Deposit value V of size S into location L with modifier M.
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« E/S M L— Examines location L with size S with modifier M. E/S 2000002 examines the
boot register directly from memory.

At this time, you can verify whether you have a router that supports the CONFREG utility or one
that supports only basic ROM monitor commands. By looking at the ROM monitor prompt, you
can determine this. By keying in the ? command, you can determine whether CONFREG is
supported. For example, in Example 1-10, notice that the prompt is a >, the greater-than sign.
This prompt is a good indication that you might have to use basic ROM monitor commands to
change the boot register. One last check is to simply key in the ? command for help, as the
example demonstrates.

Example 1-10 Another Example of a Successful Break into ROM
Monitor, Followed by the ? or Help Command, Showing the Presence of
the CONFREG Utility

Abort at 0x10200C2 (PC)
>?
$ Toggl e cache state
B [filenanme] [TFTP Server | P address | TFTP Server Nane]
Load and execute systemimage from ROM or from TFTP server
ddress] Continue execution [optional address]
ML V Deposit value V of size Sinto location L with nodifier M
M L Exami ne location L with size Swith nodifier M
ddress] Begin execution
Hel p for comuands
Initialize
Stack trace
[filename] [TFTP Server |P address | TFTP Server Nane]
Load systemimage from ROM or from TFTP server, but do not
begi n execution
(0] Show configuration register option settings
P Set the break point
S Single step next instruction
T function Test device (? for help)

Deposit and Exam ne sizes nay be B (byte), L (long) or S (short).
Modifiers may be R (register) or S (byte swap).

Regi ster names are: DO-D7, AO0-A6, SS, US, SR, and PC

>

Example 1-11 shows the output from the ? command showing the CONFREG utility. Therefore,
to configure this router's boot register, you use CONFREG. Notice in Example 1-11 the prompt
of rommon. This is a good indication that CONFREG is supported.

Example 1-11 The ? Command Used on a Router That Supports
CONFREG

*** Systemreceived an abort due to Break Key ***

si gnal = 0x3, code= 0x0, context= 0x6033f2bh8

PC = 0x6005eba4, Cause = 0x20, Status Reg = 0x34408302
ronmon 1 >

romon 1 > ?

alias set and di splay aliases conmand
boot boot up an external process
br eak set/show/ cl ear the breakpoint
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confreg configuration register utility

cont conti nue executing a downl oaded i mage
cont ext di splay the context of a | oaded image
cooki e di spl ay contents of cookie PROMin hex
dev list the device table

dir list filesin file system

dis di sassenbl e instructi on stream

dnl d serial downl oad a program nodul e

frame print out a selected stack frame

hel p monitor builtin command hel p

hi story noni tor comrand hi story

mem nf o mai n nenory i nformation

r epeat repeat a nonitor conmand

reset system reset

set di splay the nonitor variabl es

st ack produce a stack trace

sync write nonitor environment to NVRAM
sysret print out info fromlast systemreturn
unal i as unset an alias

unset unset a nonitor variable

romon 2 >

At times, reading the English wording of CONFREG can actually be harder to understand than
just manipulating the bits in the register. To help understand which bits the questions in
CONFREG correspond to, consult Table 1-10.

Table 1-10. CONFREG to BIT Comparison

CONFREG Text Bit(s) Set | Default Setting
enable "diagnostic mode"? y/n [n]: 15 Off
enable "use net in IP bcast address"? y/n [n]: 14 Off
disable "load rom after netboot fails"? y/n [n]: 13 Oon
enable "use all zero broadcast"? y/n [n]: 10 Off
enable "break/abort has effect"? y/n [n]: 8 Off
enable "ignore system config info"? y/n [n]: 6 Off
change console baud rate? y/n [n]: 11&12 Off and Off
change the boot characteristics? y/n [n]: 0-3 Ox2

Password Recovery: Routers

When you have a solid understanding of how the boot register works, password recovery
becomes straightforward. For all the router platforms, the procedure involves simply changing
bit 6, which ignores the startup-config in NVRAM, and then reloading the router. When the
router reboots, it will no longer have a running-config. The configuration is still stored in
NVRAM and can be viewed by performing the show startup-config command from Enable
mode. Because there is no running-config, there will be no enable password. Therefore, you
can enter Enable mode and copy the startup-config to the running-config, with the copy
startup-config running-config command. At this time, remember to change the register
back, set the enable password, bring up the interfaces (which will be down), and save the new
configuration. This entire process is outlined in the step list that follows.
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As mentioned previously, the router will always accept a break signal if sent during the first 60
seconds of initialization, regardless of whether bit 8 is set. With this in mind, the following
procedure will recover most routers:

Step 1. Attach a PC or PDA with terminal-emulation software to the router's console
port through a Cisco rolled cable.

Step 2. Power-cycle the router.

Step 3. Issue a break signal by pressing the Break key, or by executing one of the
other ways mentioned, within 60 seconds of initialization.

Step 4. Determine what type of ROM monitor you have. Is CONREG supported?
- If Basic ROM monitor:

- Set bit 6: =>0O/R 0x2142. This will set bit 6. Reload the router with the
Initialize command.

- If CONFREG is supported:

Run the CONFREG utility: =CONFREG. Answer every question with the default
or Enter, until you come to the question: Enable ignore system config info.
Answer "yes" to this question. This will also set bit 6. Reload the router with the
RESET command.

Step 5. When the router reloads, it will try to run setup. Abort the setup utility with a
Ctrl-C.

Step 6. Enter Enable mode and do a copy startup-config running-config—for example
#copy startup-config running-config.

Step 7. Enter the configuration mode, and do the following:
- Set the boot register back to its original configuration.
- All interfaces will be shut down; bring up all interfaces to their normal state.
- Set the enable password to a new value.

- Save the new configuration.

CAUTION

Be careful after you have ignored NVRAM and reloaded the router. The router still
has a configuration in NVRAM, and it is easy to overwrite this configuration with a
slip of a keystroke. This is particularly easy for people of the "old school'—a simple
wr instead of wr t will ruin the config stored in NVRAM.

TIP
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Make a backup copy of the current router configuration when modifying the
registers or performing any work that could put the router configuration in
jeopardy. Taking the small amount of time that it requires to perform this could be
priceless if disaster strikes.

Password Recovery: Switches

Password recovery with switches is a little easier than with routers. During the first 30 seconds
of initialization, the password and enable password is simply the Enter key. To recover a
password on a Catalyst switch, follow this procedure:

Step 1. Power-cycle the switch.

Step 2. As soon as the switch loads, enter Enable mode. This is done by quickly typing
in enable [Enter]. The switch will prompt you for a password. During the first 30
seconds, the password is the Enter key. Therefore, simply press the Enter key. In
Enable mode, set a new password with the set password command. When you're
prompted for the old password, use the Enter key again.

Step 3. In Enable mode, set a new enable password with the set enablepass
command. When setting the enable password, you will be prompted for the old
password; again, this is simply the Enter key.

Upgrading the Cisco IOS Software

At some time, either for some of the labs in this book or when in the field, you will have to
upgrade the router's Cisco 10S Software. Upgrading Cisco 10S Software is a task that can be
trivial if you know what you're doing. The Cisco 10S image is stored on Flash memory, either in
SIMMs or in credit-card modules. There are four items to account for before upgrading your
router's Cisco 10S Software:

« The router Cisco 10S release—must be Release 9.0 or later. (If this rule applies to you,
it might also be time to upgrade to IP version 4.)

« The amount of free space available on Flash.

« The size of the new image, including its DRAM requirements.

« A reachable IP address or name of the server to load the image from.

To locate the amount of Flash space available on SIMMs, simply execute the show flash
command. To view the contents on a credit-card module, enter dir [device]—for example, dir
slotO: and/or dir slotl:, depending on which slot has the credit-card Flash in. Here are the
common Flash commands and their PCMCIA equivalents:

« show flash— Displays flash on SIMMs, as in Example 1-8.

. dir [Zall | /deleted | /Zlong][device][filename].

- /all— Lists deleted, undeleted, and files with errors
- /deleted— Lists deleted files only

- /long— Lists files in a long, detailed format
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- device— Lists files on a specific Flash device: FLASH:, BOOTTFLASH:, SLOTO:,
SLOT1:

- filename— Names a specific Flash file to list

« cd— Changes from one Flash device to another.

. copy source-device:filename destination-device:filename— Copies files from one source
to another. If no specific file is listed, you will be prompted later to enter the filename.
This is the case when you copy TFTP to Flash.

Here are some examples of Flash manipulation.

« To change from one Flash device to another, key in the command cd—for example, cd
SLOT1:.

. To view the Flash on different devices, use the dir [Zall | deleted | long] command—
for example, dir flash:, or simply dir.

NOTE

If you are using credit-card Flash, ensure that the write protect is located in the off
position before you try to write to Flash. This can be done by moving the tab on
the end of the Flash card. Not all Flash cards are the same; either the
documentation or the Flash card itself will indicate which position is the write
protect mode.

Example 1-12 demonstrates the show flash command and a dir command on a router.

Example 1-12 The show flash and dir Command

rout er #show f | ash

System fl ash directory:
File Length Nane/ st at us
1 10307412 ¢2500-js56-1.120-3. bin
[ 10307476 bytes used, 6469740 avail able, 16777216 total]
16384K byt es of processor board System flash (Read ONLY)

router#
rout er#dir
Directory of flash:/

1 -rw 10307412 <no date> ¢2500-js56-1.120-3.hbin

16777216 bytes total (6469740 bytes free)
router#

In this example, the Cisco 10S Software is c2500-js56-1.120-3.bin, and its length is 10307412
bytes. This Flash image leaves only 6.46 kB left. Therefore, when you upgrade the router’s
Cisco 10S Software, you need to delete the old version.

After you determine what type of Flash device the router has and how much Flash memory is
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available, you can plan for the Cisco 10S Software upgrade. The first thing in planning for an
10S upgrade is to determine the requirements in terms of Flash main or shared DRAM memory.
Every 10S has different Flash and DRAM requirements. The only way to verify the exact
requirements of the 10S is to look it up on Cisco's Web page.

If you have the proper access and authority to upgrade your Cisco 10S Software from Cisco,
you can find new software releases in the Software Center of Cisco's home page under Service
& Support. By clicking on the Software Center, you will be prompted through a series of
questions called the Cisco 10S Planner. The planner will guide you through the process by
slowly narrowing your choices of a new I0S. In this example, the IP version has been chosen
for a Cisco 2600 series router—specifically, 12.0.9. Notice the minimum memory requirements
of 4 MB of Flash and 20 MB of DRAM memory, as illustrated in Figure 1-12. You must be logged

on and have proper authority to view and download Cisco 10S Software.

Figure 1-12. Example of a Cisco Web Download of 10S
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It is important to mention that the Cisco Web page or the Cisco TAC is the first and last
authority when it comes to Cisco 10S Software memory requirements. Assuming requirements
across multiple platforms and even within a platform is not recommended. Let's use the
example in Figure 1-12 to demonstrate this. The same Cisco 10S Software release, 12.0.9, on a
Cisco 2500 series platform requires 8 MB of Flash and only 4 MB of DRAM memory. This is
exactly why you must verify the requirements of each 10S release to be certain that it will work
in the router you're trying to upgrade.

The last phase will be to ensure that there is a valid TFTP server with the new Flash image, in
that it is reachable. Finally, the router is ready to upgrade. To copy Cisco 10S Software from a
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TFTP server to the router, use the copy tftp flash command. Before you perform this
command, check the following:

« The TFTP server's IP address

« The Cisco I10S Software name as it exists on the server

« That the router can ping the TFTP server (again, this should be a locally connected
network)

When performing the copy tftp flash command, you will be asked a series of questions,
basically matching the preceding list.

NOTE

With Cisco 10S Software Release 11.0, Cisco introduced a more "English-like"
command structure for handling files. Instead of configure memory, it uses copy
startup-config running-config to write the configuration to NVRAM. Table 1-11
provides a comparative list of the old commands and their new command
counterparts. After looking at the list, it becomes clear why Cisco made the change.

Table 1-11. Changes to Cisco 10S Software File Commands

Old Command New Command
configure memory copy startup-config running-config
configure network copy {rcp | tftp} running-config
configure overwrite-network |copy {rcp | tftp} startup-config
copy erase flash erase flash
copy verify or copy verify verify flash, verify (cisco 7000 and Cisco
flash 7500)
copy verify bootflash verify boot flash
show configuration show startup-config
tftp-server system tftp-server
write erase erase startup-config
write memory copy running-config startup-config
write network copy running-config {rcp | tftp}
write terminal show running-config

In the next example, you will be upgrading the 10S of the access server. For this example, the
new Cisco 10S file is c2500-js56-1.120-3.bin and is located on a TFTP server at address
206.191.241.45. According to Cisco, the new Cisco 10S Software requires 16 MB of Flash and 8
MB of DRAM Memory.

As mentioned previously, first you must verify that you have 10S 9.0 or later on your router.
You also must verify that there is enough Flash and Main memory to run the new Cisco 10S
Software. To do this, use the show version and show flash commands. Example 1-13 is a
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good exhibition of these commands.

Example 1-13 Verifying Flash and DRAM Memory with the show version
and show flash Commands

skynet _access_1#show version

Cisco Internetwork Operating System Software

I0S (tm) 3000 Software (IGS-1NR-L), Version 10.3(7), RELEASE SOFTWARE (fcl)
Copyright (c) 1986-1995 by cisco Systens, |nc.

Conpi | ed Wed 01- Nov-95 12:40 by vatran

| mage text-base: 0x03022Cl4, data-base: 0x00001000

ROM System Bootstrap, Version 5.2(8a), RELEASE SOFTWARE
ROM 3000 Bootstrap Software (I GS-RXBOOT), Version 10.2(8a), RELEASE SOFTWARE (f
cl)

skynet _access_1 uptine is 1 week, 2 days, 16 hours, 19 m nutes
Systemrestarted by rel oad
Systeminmage file is "flash:/junky_old_ios.bin", booted via flash

cisco 2511 (68030) processor (revision L) with 14332K/ 2048K bytes of nenory.
Processor board serial nunmber 05309022

Bri dgi ng software.

X. 25 software, Version 2.0, NET2, BFE and GOSI P conpliant.

1 Ethernet/| EEE 802.3 interface.

2 Serial network interfaces.

16 term nal Iines.

32K bytes of non-volatile configuration nenory.

16384K bytes of processor board System flash (Read ONLY)

Configuration register is 0x2102

skynet _access_1#
skynet _access_1l1#show fl ash

System fl ash directory:
File Length Nare/ st at us
1 4147048 /junky_old_ios.bin
[4147112 bytes used, 12630104 avail able, 16777216 total]
16384K bytes of processor board System flash (Read ONLY)

skynet _access_1#

You can see through the show version command that the router does have a version of Cisco
10S Software later than Release 9.0—in this example, it is Release 10.3.7. Next, you check the
amount of main memory, which, as indicated on Line 16, is 14332 K/2048 K. Overall, this
means that the router has 16 MB of memory, divided into 14 MB of main memory and 2 MB of
shared memory. For all practical purposes, you can view this amount as the sum of the two
values. Next, you should check the amount of Flash memory available. This example says that
the 10S is called junky_old_ios.bin and is approximately 4 MB in size. Because you have 16 MB
of Flash, the router will prompt you to tell whether you want to erase the current Flash image.
If you do not want to erase the Flash image, be sure to add the command boot system flash
I0S_filename to the configuration.

You now know that you can upgrade the Cisco 10S Software. You also know the IP address and
the name of the image. Quickly ping the TFTP server to ensure that you have IP connectivity.
Example 1-14 walks you through the rest of upgrade process.
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Example 1-14 Upgrading the 10S Through the TFTP Server

skynet _access_1#pi ng 206. 191. 241. 45
Type escape sequence to abort.
Sendi ng 5, 100-byte | CMP Echos to 206.191.241.45, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/3/4 ns
skynet _access_1#copy tftp flash

* k% % I\D'I'ICE * kx k%
Fl ash | oad hel per v1.0
This process will accept the copy options and then term nate
the current systeminage to use the ROM based i mage for the copy.
Routing functionality will not be available during that tine.
If you are logged in via telnet, this connection will term nate.
Users with consol e access can see the results of the copy operation.

*kkkkhkk*k

[ There are active users |ogged into the systeni
Proceed? [confirmy

System fl ash directory:
File Length Nane/ st at us
1 4147048 /junky_old_ios.bin
[4147112 bytes used, 12630104 avail able, 16777216 total]
Address or name of renote host [255.255.255.255]7? 206.191. 241. 45
Source file nane? c2500-js56-1.120-3.bin
Destination file nane [c2500-js56-1.120-3.hbin]? c2500-js56-1.120-3. bin
Accessing file 'c2500-js56-1.120-3.bin" on 206.191. 241. 45. ..
Loadi ng ¢2500-j s56-1.120-3.bin from 206.191.241.45 (via Ethernet0): ! [CK]

Erase flash device before witing? [confirmy
Flash contains files. Are you sure you want to erase? [confirmy

Copy ' ¢c2500-js56-1.120-3.bin" from server
as 'c¢2500-js56-1.120-3.bin" into Flash WTH erase? [yes/no]yes

4:23:05: %BYS-5- RELOAD: Rel oad requested
%-LH: c2500-js56-1.120-3.bin from 206. 191.241.45 to flash ...

System fl ash directory:
File Length Nare/ st at us
1 4147048 /junky_old_ios.bin
[4147112 bytes used, 12630104 avail able, 16777216 total]
Accessing file 'c2500-js56-1.120-3.bin" on 206.191. 241. 45. ..
Loadi ng ¢2500-j s56-1.120-3.bin .from 206. 191.241.45 (via Ethernet0): ! [K

Erasing device... eeceeeceeeeeceeeeeEeeEEeEEEeEEeeEeeEeEeEEeEEeeeeeeeeeeeeeeeeeeeeeeee
ee ...erased

Loadi ng ¢2500-j s56-1.120-3.bin from 206. 191.241.45 (via EthernetQ): !!ttirrrrrnl
<text omtted>

I

[OK - 10307412/ 16777216 byt es]

Verifying checksum .. OK (0xA519)

Fl ash copy took 0:06: 04 [ hh: nm ss]

%-LH. Re-booting system after downl oad
F3: 10070412+236968+1042784 at 0x3000060
<text omitted>
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00: 01: 46: %BYS-5- RESTART: Systemrestarted --

Cisco Internetwork Operating System Software

I0S (tnm) 2500 Software (C2500-JS56-L), Version 12.0(3), RELEASE SOFTWARE (fcl)
Copyright (c) 1986-1999 by cisco Systens, Inc.

Conpi | ed Mon 08-Feb-99 22: 55 by phanguye

skynet _access_1>

Also notice in Example 1-14 that the router will verify the new 10S one last time before first
erasing the existing Flash and reloading the router. By watching the router reload, you can see
that the new Cisco 10S Software has been loaded. This can also be confirmed by performing
the show flash command.

Some common problems that occur during an 10S upgrade are as follows:

« Misspelling the 10S name. A common mistake is mixing up the J and L letters.

« Having a TFTP server that is not local to the router. Make sure that the TFTP server is
adjacent to the router. Remember that the router will reload, and a routing table will not
be available during the ROM monitor copy phase.

« Not verifying the proper amount of Flash or main memory needed to support the new
10S.

« If routing is not available, use the global command IP default-gateway to direct the
router toward a default gateway.

NOTE

When naming an 10S on a router, always use the name as provided by Cisco. The
naming convention used by Cisco correlates the filename to the feature set of the
software.

Configuring and Using the Access Server

The access server provides out-of-band configuration to several devices at a single time. At a
large site where several key routers and switches are located, an access server provides the

best method for configuration access. You use the access server to configure the routers and
switches in the upcoming lab.

The configuration of the access server requires a logical tie between an IP address and a TTY
session. To configure what Cisco refers to as reverse Telnet, you need to configure three things:

« A transport statement
« A loopback address
« A host table

Configuring the transport statement requires knowledge of what I refer to as "line entries" and
what Cisco calls the absolute line number. To list the lines available for configuration on the
router perform, use the show line command from the console mode. In Example 1-15, you

can observe the absolute line number as the number on the far left under the TTY column.

Example 1-15 ldentifying Line Entries of a Router, the show line
Command
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Rout er >show | i ne

Tty Typ Tx/ Rx

* 0 CTY - -
1 TTY 9600/ 9600 - -

2 TTY 9600/ 9600 - -

3 TTY 9600/ 9600 - -

4 TTY 9600/ 9600 - -

5 TTY 9600/ 9600 - -

6 TTY 9600/ 9600 - -

7 TTY 9600/ 9600 - -

8 TTY 9600/ 9600 - -

9 TTY 9600/ 9600 - -
10 TTY 9600/ 9600 - -
11 TTY 9600/ 9600 - -
12 TTY 9600/ 9600 - -
13 TTY 9600/ 9600 - -
14 TTY 9600/ 9600 - -
15 TTY 9600/ 9600 - -
16 TTY 9600/ 9600 - -
17 AUX 9600/ 9600 - -
18 VTY - -
19 VTY - -
20 VTY - -
21 VTY - -
22 VTY - -

Rout er >

A Mbdem Roty AccO Accl

Uses

[cNeoNoNolololololNololNoNololNololNoNolNolNoNelNelNolNo)

Noi se Overruns
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -
0/0 -

[cNeoNoNeoNolol JNeololololNololololNoNoNoNol iNelNeoly o]

Table 1-12 explains the line numbers and the numbering schemes found in Example 1-15.

Table 1-12. Line Types and Number Schemes
Line Type| Port Type Description Numbering Scheme
CON or Used for configuration Line O
Console
CTY purposes.
AUX Auxiliary RS-232 DTE port used as |Last TTY line number
a backup async port plus 1
(TTY).
TTY Async Same as an Varies between
asynchronous interface. platforms
Used typically for remote-
node dial-in sessions that
use protocols such as
SLIP, PPP, and Xremote.
VTY Virtual Used for incoming Telnet, [Last TTY line number
terminal LAT, X.25 PAD, and plus 2, through the
protocol translation maximum number of
connections onto VTY lines configured
synchronous ports.

79




In Example 1-15, you see that Lines 1 through 16 are TTY lines. You use these lines for the
reverse Telnet sessions. To configure a reverse Telnet session, simply add a 20 in front of the
absolute line number. The syntax is in one of the following two forms. From the console mode,
it is Telnet ip_address 20xx, where xx is the absolute line number (in this case, 01 through
16). Be sure to include the leading O on single-digit numerals. The next way to configure
reverse Telnet is entered from configuration mode, in the form of an IP host table. From the
configuration mode, use IP host hostname 20xx ip_address. The IP address used should be
one on a loopback interface. This way, you can still use a reverse Telnet session while other
physical interfaces are down. The IP address used needs to be reachable, which is another
reason to use a loopback address.

TIP

When configuring loopback interfaces, | like to use a methodology that is logical to
the network or model that I am building. For example, on every router, | like to
use a Loopback 0, with an address of 201.201.x.x. | use Loopback O as the router
ID on all the routers, where x.x is a unique number in the entire network or
model. | chose the 201.201 portion of the address because | wanted a high
address on Loopback O to force this to be a router ID for OSPF. Looking through an
OSPF database can be quite a bit easier with logical identifiable router IDs. | am
also careful not to redistribute these addresses into any routing protocols. For
protocols such as DLSw and BGP, you will use routable IP addresses on the
loopback interfaces. | like to start these loopback interfaces at Loopback 20 and
above. The more "self-documenting” the network or model is, the easier it will be
to troubleshoot and maintain. Another good IP address range to use is
192.168.00, because it is a private address, as defined in RFC 1918.

In the following example, assume that a loopback interface has been configured with the IP
address of 201.201.1.1. The other importance of knowing the proper line entry is to add the
transport input all command to it. This entry allows the Telnet session to occur through the
TTY port. You can modify the line entries one at a time, as in Example 1-16, or you can

configure multiple lines at a time by entering the range. To enter a range, key in line x-y,
where X is the start of the line entries and y is the end of them.

Example 1-16 Configuration of a Reverse Telnhet Session

Rout er #conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rout er (config)#ip host r1 2001 201.201.1.1
Router(config)#line 1

Rout er (config-1ine)#transport input all

Rout er (confi g-1ine)#no exec

Rout er (config-1ine)# "z

Rout er #

Example 1-16 also makes use of the no exec command entered under the line. This is optional

in a reverse Telnet configuration. Adding this command lessens the likelihood of contention
over the asynchronous port. An executive process, or exec, exists on all lines. These two
process buffer data to each other and, at times, can make it difficult to use a reverse Telnet
session. The error message % Connection refused by remote host is an indication of this
type of contention for the line. To clear the line of this contention or any users, enter the
command clear line line_entry. Example 1-17 shows the common error % Connection

refused by remote host and then shows the effect of clearing the line of this condition to
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enter rl successfully.

Example 1-17 Clearing a Line

Rout er #r 1
Trying r1 (201.201.1.1, 2001)...
% Connection refused by renote host

Router#clear line 1

[confirmy [CK]

Rout er#r 1

Trying r1 (201.201.1.1, 2001)... Open

R1>

Upon successful completion of a reverse Telnet or any Telnet session, you might want to get
back to the original starting point or the origination point. Cisco refers to this as suspending a
session. To accomplish this, use the escape character. To enter the default escape character,
press Ctrl-Shift-6 at the same time, and then let up and press the X key by itself. This will
take you back to the origination point.

To re-establish the connection, enter a show session command to find the connection number
that you want to restore, and then key in that connection number. Example 1-18 illustrates the

output of the show sessions command.

Example 1-18 show sessions Command

Rout er #show sessi ons

Conn Host Addr ess Byte Idle Conn Name
1r2 201.201.1.1 0 3r2

* 2rl 201.201.1.1 0 0r1l
3r3 201.201.1.1 0 3r3

The number that appears on the far left is called the relative line number. For example, to
return to the session on host r3, key in 3; to resume the session on r2, key in 1 and press the
Enter key. The * character in front of host rl1 indicates the last session that was active. To
return to this session, simply press Return or Enter.

The following process makes jumping past the origination point possible:
1. Origination point (the first Cisco router Telnetted to or consoled to)
2. First Telnet or reverse Telnet session from 1
3. First session from 2
4. Second session from 2
5. Third session from 2

At some time, you might Telnet from your origination point to another router, perhaps the
access server. Then, from that router or access server, you might want to do a reverse Telnet
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to all the routers in the model. In this scenario, it would be highly desirable to jump back to the
access server while avoiding to have to go all the way back to the origination point. To
accomplish this, press Ctrl-Shift-6 twice fast, followed by the X key. This takes you from point
4 to point 2, as listed in the previous process without first going to the origination point. The
rule is one (Ctrl-Shift-6) to take you back to the origination point; the second one moves you
one into the loop, and so on.

Configuring a Frame Relay Switch

Conceivably, the most useful device inside and outside the lab might be the Frame Relay
switch. Much like the jump register, the configuration of a Frame Relay switch seems to be one
of those untold secrets of router configuration. When | learned how to configure Frame Relay
switching, | was able to model many network installations. Because | was the "service
provider," | could assign my own DLCIs, matching those exactly as AT&T or MCI might provide.
By accurately modeling the network in the lab, you increase your confidence level of the
installation, along with lowering the probability of misconfiguration or the chance of sending out
bad equipment. This section focuses on configuring the Cisco router as a Frame Relay switch.
Further Frame Relay configuration details are covered in Chapter 5, "WAN Protocols and

Technologies: Frame Relay."

Essentially, Frame Relay switching is a means of switching frames based upon the data-link
connection identifier (DLCI). In the router's Frame Relay ARP table, a DLCI number is
associated with an interface. Frame Relay uses its ARP table to examine DLCIs and interface
pairings to make its decisions on whether to forward a frame out a specific interface.

The Frame Relay switch is predominately a DCE device, which means two things:

« Any modeling requires a minimum of three routers: one router for the switch and two
routers to use the switch to communicate with each other.
« DCE cables are needed on the frame switch's serial interfaces.

At this point, it is important to define some common Frame Relay terms:

« Permanent virtual circuit (PVC)— The logical end-to-end circuit used for frame
transport. A PVC's endpoints are addressed with DLCIs.

. Data-link connection identifier (DLCI)— A logical number between 16 and 1007
used to identify the PVC between the customer premises equipment (CPE) and the
Frame Relay switch. In most cases, the DLCI is only locally significant, which implies
that only the local devices know what the DLCI numbers are. It is possible to have two
PVCs with the same DLCI number on the remote ends referring to the same central site.

« Local Management Interface (LMI)— Best defined as the signaling standard used
between the router and the Frame Relay switch. LMI is used by the switch to learn
which DLCIs are defined and their status. LMI also supports a 10-second keepalive
mechanism that verifies that the PVC is active and that data is being exchanged. Three
types of LMI are supported on Cisco routers: cisco, ansi, and q933a. The router will try
an autonegotiation on all three LMI types.

- cisco— LMI type defined by the "big three," Cisco, Digital, and Northern
Telecom. This is the default LMI type, after autonegotiation fails. LMI status
information is sent on DLCI 0.

- ansi— LMI type defined by ANSI standard T1.617, commonly called Annex D.
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This is the most common type of LMI found across all Frame Relay networks. LMI
status information is sent on DLCI 1023.

- q933a— LMI type defined as ITU-T Q.933, or simply Annex A. LMI status
information is sent on DLCI 0.

« Network-to-Network Interface (NNI)— NNI is the standard used for two switches to
communicate. NNI is used in both Frame Relay and ATM. In ATM, it is referred to as
network node interface.

To configure Frame Relay switching, it is necessary to perform the following tasks:

Step 1. Enable Frame Relay switching.
Step 2. Configure the interface LMI and Frame Relay interface type.

Step 3. Configure PVCs, with the frame-relay route command.

In this first example, you configure a Frame Relay switch with two end devices or routers. It is
always good to make a PVC diagram of your model before you begin. On your diagram, include
the DCE, PVC, and interface denotations. Figure 1-13 exhibits the diagram that you use for this
example. The diagram highlights the network from a hardware and service provider
perspective. The Frame Relay switch, in the middle, has two V.35 DCE cables to two other
routers, R1 and R2. These two routers have V.35 DTE male cables connected to their Serial O
port. You configure a PVC with DLCI 101 on Serial O mapping to DLCI 102 on Serial 5.

Figure 1-13. Basic Frame Relay Configuration Example

frame_switch
Frame Relay Switch

r 1mi=cisco re
— T — T —
. Ea "i \.35 . Ea Fv.35—. = "'i
S0-DTE S0-DCE $5.DCE S0-DTE
DLCI-101 DLCI-102

The first step in configuring the Frame Relay switch, excluding drawing your diagram, is to
enable Frame Relay switching. This is done with the global configuration command frame-
relay switching. Next, configure the serial interfaces for frame relay switching. You need to
set the encapsulation to Frame Relay with the encapsulation frame-relay command, and you
must set the LMI type with the frame-relay Imi-type [ansi | cisco | g993a ] command from
the interface prompt. To continue to configure the Frame Relay interface, add the frame-relay
intf-type dce command. Because the interface is DCE, you need to use the clock rate bps
command. The bps values range from 1200 to 8,000,000. Finally, the frame-relay route [16-
1007]inbound_DLCI interface outbound_serial_ interface [16-1007]outbout_DLCI command
creates a PVC on the interface and maps it to another interface. Example 1-19 demonstrates

the use of these commands and the basic configuration of a Frame Relay switch.

Example 1-19 Configuring a Basic Frame Relay Switch

frame_sw tch#
frame_swi t ch#conf t
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Enter configuration commands, one per line. End with CNTL/Z
frame_swi tch(config)#frane-relay sw tching

frame_swi tch(config)#interface serial O

frame_swi tch(config-if)#encapsul ati on frane-rel ay
frame_switch(config-if)#frame-relay intf-type dce

frame_swi tch(config-if)#frame-relay I m-type ans

frame_swi tch(config-if)#clock rate 56000

frame_swi tch(config-if)#frame-relay route 101 interface s5 102
frame_swi tch(config-if)#exit

frame_swi tch(config)#

frame_swi tch(config)#interface serial 5

frame_swi tch(config-if)#encapsul ation frame-rel ay
frame_switch(config-if)#frame-relay intf-type dce

frame_swi tch(config-if)#clock rate 56000

frame_swi tch(config-if)#frame-relay route 102 interface sO 101
frame_swi tch(config-if)#exit

frame_swi tch(config)#

Example 1-20 lists the router's configuration in its entirety.

Example 1-20 Displaying the Entire Frame Relay Configuration

host nane frame_swi tch

!
frame-rel ay switching

!

interface EthernetO

ip address 172.16.1.2 255.255.255.0
!

interface Serial0

no i p address

encapsul ation frame-rel ay

cl ockrate 56000

frame-relay I m-type ansi
frame-relay intf-type dce
frame-relay route 101 interface Serial5 102
!

<<<text omtted>>>

!

nterface Serial5

no i p address

encapsul ati on frane-rel ay

cl ockrate 56000
frame-relay intf-type dce
frame-relay route 102 interface Serial0 101
!
<<<text omtted>>>
|

no ip classless
!
line con O
line aux O
line vty 0 4
l ogin
!
end



frame_sw tch#

At this point, you need to verify that the switch is working. The primary things to look for are
an establishment of a PVC and evidence that a PVC is active, with two different DLCI numbers.
A PVC becomes active only when the LMI is being exchanged with both DTE devices.

The "Big show" and "Big D" for Frame Relay Switching

I call the following commands the "Big show" and the "Big D," for a couple of reasons. Yes,
there are many other useful commands, but when it comes to debugs, fewer is better. | have a
friend who was a systems programmer at McDonnell Douglas at the time, and he used to say,
"If you're not breaking anything, you're not working." You can easily prove Tom's theory right
by "working" with debug commands in a production environment. As | am sure you have been
told, they can be output-intensive. All debug commands should be used in conjunction with the
configuration mode key-in logging buffered 10000. The second reason that I call these the
"big" commands is that there exists a limited set of commands and debugs that can be applied
to resolve about 90 percent of most connectivity and routing issues. These "big" commands are
the ones that | want to concentrate on.

The key show commands, or the "big show," as | like to call them, for Frame Relay switching
are as follows:

« show interface xx— Displays the status of the physical link. The serial is up/down
stands for Layer 1, or the physical layer. The line protocol is up/down stands for the
Layer 2 protocol. Both lines should read up. Serialx is up, line protocol is down is a
good indication of an LMI mismatch.

« show frame-relay pvc— Displays the status of the PVCs. The PVC should be ACTIVE,
and input/output packets should be incrementing. The DLCI usage should be
SWITCHING not local for Frame Relay switching.

« show frame-relay Imi— Displays the status of LMI updates sent and received. The
Num Status Eng. Sent field should increment with the Num Status msgs Rcvd field.
The Num Status Timeouts field should not be incrementing. The timeout message
incrementing is a good indication of a LMI type mismatch.

« show frame-relay route— Only valid on Frame Relay switching, shows PVC mapping
to interface and DLCI number. Ensure that the PVC is configured correctly with the
appropriate DLCIs terminating on the appropriate interfaces. The status should be
active.

« debug frame-relay Imi— Displays LMI keepalive and exchange information. On an
inbound LMI frame, a Type 1 means that the frame is normal, whereas a Type O is an
LMI full status request. The output also notes LMI errors/timeouts and the link status. If
there is an invalid LMI type code sent, the code is as follows:

Invalid LMI type 1 Cisco
Invalid LMI type 2 Annex A or Q993a
Invalid LMI type 3 Annex D or ANSI

Still using this example, let's examine each one of these commands in more detail. From the
Frame Relay switch, you perform a show interface command, as shown in Example 1-21.
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Notice that Layer 1 is up, but also notice that the line protocol is down and that the line DCE
LMI down appears. This, in combination with all the DCD=up DSR=up DTR=up RTS=up
CTS=up verifies that Layer 1 is up and should immediately point us to a frame problem at
Layer 2.

Example 1-21 Example of show interface Command

frame_sw tch#show interface serial 0O
Serial0 is up, line protocol is down
Har dware is HD64570
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, |oad 1/255
Encapsul ati on FRAME- RELAY, | oopback not set, keepalive set (10 sec)
LM enq sent 0O, LM stat recvd O, LM upd recvd O
LM enq recvd 297, LM stat sent 297, LM upd sent 0, DCE LM down
LM DLCI 0O LM type is ANSI Annex D frane relay DCE
FR SVC di sabl ed, LAPF state down
Br oadcast queue 0/ 64, broadcasts sent/dropped 0/0, interface broadcasts O
Last input 00:00:05, output 01:24:05, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/75/0 (sizel/ max/drops); Total output drops: O
Queuei ng strategy: weighted fair
Qut put queue: 0/1000/64/0 (sizel/max total/threshol d/ drops)
Conversations 0/1/256 (active/max active/ max total)
Reserved Conversations 0/0 (all ocated/ max all ocat ed)
5 minute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate O bits/sec, 0 packets/sec
2229 packets input, 30711 bytes, 0 no buffer
Recei ved 82 broadcasts, O runts, O giants, O throttles
O input errors, 0 CRC, O frane, O overrun, O ignored, 0O abort
297 packets output, 4413 bytes, O underruns
O output errors, O collisions, 645 interface resets
0 output buffer failures, 0 output buffers swapped out
1290 carrier transitions
DCD=up DSR=up DIR=up RTS=up CTS=up
frame_sw t ch#

Focusing more on the frame-related problems, you perform a show frame-relay pvc in
Example 1-22. Here you are looking for PVC STATUS = ACTIVE. The DLCI USAGE will equal
SWITCHED on the frame switch and LOCAL on the DTE side of the network. Any DLCI
configured on this link will show up. Having a PVC register INACTIVE does not necessarily
mean that a successful LMI status request was received.

Example 1-22 The show frame-relay pvc Command

frame_swi t ch#show frame-relay pvc
PVC Statistics for interface Serial 0 (Frane Rel ay DCE)

DLCI = 101, DLCI USAGE = SW TCHED, PVC STATUS = ACTI VE, | NTERFACE = Serial 0

i nput pkts O out put pkts O in bytes O

out bytes 0 dropped pkts O in FECN pkts 0O
in BECN pkts O out FECN pkts O out BECN pkts O
in DE pkts O out DE pkts O

out bcast pkts O out bcast bytes 0

pvc create time 07:01:22, last tinme pvc status changed 06:59: 57

Num Pkts Switched O
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PVC Statistics for interface Serial5 (Franme Rel ay DCE)

DLCl = 102, DLCI USAGE = SW TCHED, PVC STATUS = | NACTI VE, | NTERFACE = Serial5

i nput pkts O out put pkts O in bytes 0O

out bytes 0 dropped pkts O in FECN pkts 0O
in BECN pkts O out FECN pkts O out BECN pkts O
in DE pkts O out DE pkts O

out bcast pkts O out bcast bytes 0

pvc create tinme 07:01:22, last tinme pvc status changed 02:12:10
Num Pkts Switched O
frame_switch#

Narrowing the problem even further, you perform the show frame-relay Imi command. In
Example 1-23, you are focusing on LMI timeouts over a period of time. As mentioned
previously, Num Status Eng Rcvd should increment with Num Status msgs Sent. Num St
Eng. Timeouts should not increment. LMI type is denoted here. Of course, Invalids also should
not increment.

Example 1-23 The show frame-relay Imi Command

frame_swi tch#show franme-relay | m

LM Statistics for interface Serial 0 (Frane Relay DCE) LM TYPE = ANSI

Invalid Unnunbered info O Invalid Prot Disc O
Invalid dumry Call Ref O Invalid Msg Type O
Invalid Status Message O Invalid Lock Shift O
Invalid Information ID O Invalid Report IE Len O
Invalid Report Request O Invalid Keep IE Len O
Num St at us Eng. Rcvd 297 Num St at us nsgs Sent 297
Num Update Status Sent 0O Num St Eng. Tinmeouts 1677
LM Statistics for interface Serial5 (Frane Relay DCE) LM TYPE = Cl SCO
Invalid Unnunbered info O Invalid Prot Disc O
Invalid dumy Call Ref O Invalid Msg Type O
Invalid Status Message O Invalid Lock Shift O
Invalid Information ID O Invalid Report IE Len O
Invalid Report Request O Invalid Keep IE Len O
Num St at us Eng. Rcvd 2806 Num St at us nsgs Sent 2806
Num Update Status Sent 0O Num St Eng. Tineouts 4

frame_sw tch#show frane-relay | m

LM Statistics for interface Serial0 (Frane Relay DCE) LM TYPE = ANSI

Invalid Unnunbered info O Invalid Prot Disc O
Invalid dumy Call Ref O Invalid Msg Type O
Invalid Status Message O Invalid Lock Shift O
Invalid Information ID O Invalid Report IE Len O
Invalid Report Request O Invalid Keep IE Len O
Num St at us Eng. Rcvd 297 Num St at us nsgs Sent 297
Num Update Status Sent O Num St Eng. Tineouts 1678
LM Statistics for interface Serial5 (Frane Relay DCE) LM TYPE = Cl SCO
Invalid Unnunbered info O Invalid Prot Disc O
Invalid dumy Call Ref O Invalid Msg Type O
Invalid Status Message O Invalid Lock Shift O
Invalid Information ID O Invalid Report IE Len O
Invalid Report Request O Invalid Keep IE Len O
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Num St at us Eng. Rcvd 2807 Num St at us nsgs Sent 2807
Num Update Status Sent O Num St Eng. Tineouts 4
frame_sw tch#

If you performed this command over a period of time, the timeouts would keep incrementing
and no status messages would be received. In this example, it is now becoming clear that you
have an LMI problem. You can confirm this with the debug commands. debug frame-relay Imi
provides useful information. By examining the log, you find the following entry noted in
Example 1-24.

Example 1-24 Output from the debug frame-relay Imi Command

06: 01:52: Serial5(in): StEnqg, nmyseq 122

06:01:52: RT IE 1, length 1, type 1

06:01:52: KA IE 3, length 2, yourseq 123, nyseq 122

06: 01:52: Serial5(out): Status, myseq 123, yourseen 123, DCE up
06:01:53: Serial0O: Invalid LM type 1

06:01:58: Serial O(down): DCE LM timeout

This log further confirms an LMI problem with Serial 0. An invalid LMI type of 1 indicates that
the switch is receiving Cisco LMI from the DTE end, thereby causing the timeout and the
"down" condition. If there were an invalid LMI type 2 or an invalid LMI type 3, the LMI
would be Q993a or ANSI, respectively. This type field should not be confused with the type field
received during normal operation. The type message during normal operation indicates what
type of LMI frame is being received. In normal operation, the myseq and the yourseen fields
would be incrementing, along with the DCE up indication, as seen with Serial 5. You now can
be positive that an LMI problem exists. Changing the LMI type to cisco on the Frame Relay
switch, you can observe the results in the log, as seen in Example 1-25.

Example 1-25 The debug Output Listed in the Log File During an LMI
Correction

09:52:33: Serial0: Invalid LM type 1

09:52: 39: %SYS-5-CONFI G |I: Configured fromconsol e by consol e
09:52:42: Serial5(in): StEng, mnmyseq 232

09:52:42: RT IE 1, length 1, type 1

09:52:42: KA IE 3, length 2, yourseq 233, nyseq 232

09:52:42: Serial5(out): Status, myseq 233, yourseen 233, DCE up
09:52:43: Serial O(down): DCE LM tinmeout

09:52:43: SerialO(in): StEng, mnmyseq O

09:52:43: RT IE 1, length 1, type O

09:52:43: KAIE 3, length 2, yourseq 6 , nyseq O

09:52:43: SerialO(out): Status, myseq 1, yourseen 6, DCE down
09:52:52: Serial5(in): StEnqg, mnmyseq 233

09:52:52: RT IE 1, length 1, type 1

09:52:52: KAIE 3, length 2, yourseq 234, nyseq 233

09:52:52: Serial5(out): Status, myseq 234, yourseen 234, DCE up
09:52:53: SerialO(in): StEng, myseq 1

09:52:53: RT IE 1, length 1, type 1

09:52:53: KAIE 3, length 2, yourseq 7 , nyseq 1

09:52:53: SerialO(out): Status, myseq 2, yourseen 7, DCE up
09:52: 53: 9%.1 NEPROTO 5- UPDOWN: Li ne protocol on Interface Serial0, changed state
to up

09:53:00: %R 5-DLCI CHANGE: Interface Serial5 - DLCI 102 state changed to ACTI VE

09:53:02: Serial5(in): StEng, myseq 234
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09:53:02: RTIE 1, length 1, type 1

09:53:02: KAIE 3, length 2, yourseq 235, nyseq 234

09:53:02: Serial5(out): Status, myseq 235, yourseen 235, DCE up
09:53:03: SerialO(in): StEng, myseq 2

09:53:03: RTIE 1, length 1, type 1

09:53:03: KA IE 3, length 2, yourseq 8 , nyseq 2

09:53:03: SerialO(out): Status, myseq 3, yourseen 8, DCE up

At this time, you should have a basic understanding of the configuration required to model a
Frame Relay switch. The lab exercise addresses subtle changes needed to make this a
multipoint Frame Relay connection. We discuss more about Frame Relay LMI frames and their
exchange in Chapter 5.

Configuring a Route Generator or Backbone Router

The next component that is helpful in modeling the internetwork is the route generator, or
backbone router. A route generator is simply a router configured with virtual networks or
loopback interfaces. These virtual networks are given a Layer 3 address and are advertised by a
routing protocol. The main use is to make your test network look bigger than it really is, from a
physical aspect, by injecting routes into your routing tables. To configure a route generator,
perform the following tasks:

Step 1. Add one or more virtual interfaces or loopbacks.
Step 2. Decide what Layer 3 protocols to use, and apply it to the loopback interfaces.

Step 3. Advertise these networks with a routing protocol.

Still using your small frame network, you will configure one router to be a route generator, and
then you will examine how the route generator looks to a downstream neighbor. To configure a
loopback interface, enter interface loopback [0-2147483647] from configuration mode. You
then must add a Layer 3 address and decide how to advertise the networks. Example 1-26 adds
several loopback address with IP addresses. Using EIGRP with an autonomous system ID of
2001, you advertise these networks across the Frame Relay cloud to another router. With
Figure 1-14 as your map, you can configure R1 as a route generator.

Figure 1-14. Route Generator, IP Map

IP address map

Router 2
(R2)

DLCI-102 —.F_:";:i

S0-1P-172.16.17.2/24

Router 1
(R1)

.F_':T:;""—Du:l-m

S0-IP-172.16.17.1/24

Loopback 20-1P-172.16.1.1/24
Loopback 21-IP-172.16.2.1/24
Loopback 22-1P-172.16.3.1/24
Loopback 23-I1P-172.16.4.1/24
Loopback 24-IP-172.16.5,1/24

Frame Relay
provider
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Example 1-26 shows the configuration for R1.

Example 1-26 Configuring a Route Generator

r 1#conf t

Enter configuration comrmands, one per line. End with CNTL/Z.
ri(config)#interface | oopback 20

ri(config-if)#

02:41:51: 9%. NK-3- UPDOWN: | nterface Loopback20, changed state to up
02: 41:52: 9% .1 NEPROTO 5- UPDOWN: Li ne protocol on Interface Loopback20, changed st
ate to up

ri(config-if)#ip address 172.16.1.1 255.255. 255.0
ri(config-if)#interface | oopback 21

ri(config-if)#ip address 172.16.2.1 255.255. 255.0
ri(config-if)#interface | oopback 22

ri(config-if)#ip address 172.16.3.1 255.255.255.0
ri(config-if)#interface | oopback 23

ri(config-if)#ip address 172.16.4.1 255.255.255.0
ri(config-if)#interface | oopback 24

ri(config-if)#ip address 172.16.5.1 255. 255. 255.0
ri(config-if)#exit

ril(config)#router eigrp 2001

ri(config-router)#network 172.16.0.0

ril(config-router)#exit

ri(config)#interface serial 0O

ri(config-if)#ip address 172.16.128.1 255. 255. 255. 252
ri(config-if)#°z

rl#

After configuring R2 for IP and adding EIGRP, you can observe how the virtual networks appear
to a downstream router. In later chapters, you use route generators to practice filters and
observe how routes are handled by the different routing protocols. Example 1-27 lists the
routing table of R2, after the router was configured with the appropriate IP address on the
serial interface and a routing protocol.

Example 1-27 Route Generator Advertising Networks to a Downstream
Router

r2#
r2#show i p route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- npbile, B - BG

D- EIGRP, EX - EIGRP external, O- OSPF, A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - 1S1S L1 - IS ISlevel-1, L2 - IS 1S level-2, * - candidate default
U - per-user static route, o - ODR

T - traffic engineered route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 6 subnets, 2 masks
172.16.128.0/30 is directly connected, SerialO
172.16. 4.0/ 24 [90/2297856] via 172.16.128.1, 00:11:09, SerialO
172.16.5.0/24 [90/2297856] via 172.16.128.1, 00:11:09, SerialO
172.16.1.0/24 [90/2297856] via 172.16.128.1, 00:11:09, SerialO
172.16. 2.0/ 24 [90/2297856] via 172.16.128.1, 00:11:09, SerialO

A URURUN@]
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D 172.16. 3.0/ 24 [90/2297856] via 172.16.128.1, 00:11:09, SerialO
r2#

Notice that R2 has EIGRP D routes reported from 172.16.128.1. This router now appears to be
part of a much larger EIGRP network.

Configuring Analog Remote Access

Remote access to a network can be considerably useful during your studies and in the field. The
Cisco TAC often asks if an analog modem is attached, to help in troubleshooting your problem.
Problem solving can be significantly easier when another person can get a firsthand view of the
problem. Being able to troubleshoot from a remote location with this type of an out-of-band
connection alone can be invaluable. The sections presented here are intended to arm you with
enough knowledge to configure a simple analog modem for remote support or for PPP backup.
Cisco Systems and Cisco Press have an excellent 1,500—page reference entitled Cisco 10S Dial
Solutions that covers dialup networks extensively. Most of the information offered in the
following section is a derivative of the information presented in that text.

Configuring analog remote access can be abstract at times. A close association exists between
the Cisco I0S level, the router port, and the modem, making it difficult to port configurations
from one router type to another. Most often, any change in the router platform or switching
modem types force you to reconfigure the router. However difficult it might be to configure or
reconfigure at times, learning a few commands can get you through a majority of analog dialup
issues.

This section focuses on terminal sessions connecting to the routers through their auxiliary or
the asynchronous ports on the access server. Chapter 4, "WAN Protocols and Technologies:

Point-to-Point Protocol (PPP)," covers PPP and how it is used in conjunction with the AUX,
asynchronous (async), and serial ports.

Let's compare the asynchronous interface on the router to the auxiliary port. Both interfaces
are capable of all asynchronous functions, which include the following:

« Network protocol support (such as IP, IPX, or AppleTalk)
« Encapsulation support (such as PPP and ARA)
« Authentication support

One of the noticeable differences between the AUX and the async port is the speed at which
they can operate. The maximum speed for an asynchronous interface is 115,200 bps, whereas
the AUX port operates at a maximum speed of 38,400 bps. Table 1-13 outlines this and other

differences between the AUX and async ports.

Table 1-13. AUX and Asynchronous Comparison

Asynchronous Auxiliary
Enchantments/Features Interface Port
Maximum speed 115,200 bps 38,400 bps
Offers DMA buffering for direct Yes No
memory access without CPU
interruption
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Supports PPP framing performed on |Yes No
the interface, which removes
additional overhead from the CPU

Supports IP fast switching Yes No

With these differences aside, the two ports operate and are configured almost identically.

In configuring analog, access is necessary to configure the modem. Modem configuration can
vary from modem to modem; however, most of the modems today have standardized the AT
commands sets that they use. The AT command set is a way to set bit registers in the modem
with key-ins or strings that you send to the modem. AT commands allow you to force
compression, answer the phone on one ring, and so on. To configure the router to support
modems, you need to perform the following three tasks:

Step 1. Attach the modem to the AUX or asynchronous ports.
Step 2. Configure the modem lines or the line entries.

Step 3. Configure the modem by chat scripts or automatically.

Step 1: Attaching the Modem to the AUX or Asynchronous Ports

The first step in configuring analog communications is to attach the modem to the router. Table
1-14 repeats Table 1-2 from earlier in the chapter so that you can verify what type of cable and

what type of head-shell to use on the modem. Most cases involve attaching the Cisco black or
blue rolled cable to the AUX port. The MMOD type head-shell is used on the modem.

Table 1-14. Asynchronous Device Cabling Options from Earlier

Access Server RJ-45 Console Head-Shell End
Port Cable Type Adapter Device
Console or aux Rolled DTE pinout serial
cable
Console or aux Straight DCE pinout serial
cable
Console or aux Rolled MMOD/MODEM Modem

Step 2: Configure the Modem Lines or the Line Entries

The next step is to configure the line commands that correspond to the AUX or the
asynchronous line. To find the corresponding line entry, perform the show line command.
Examine the output, and record the absolute line number that the AUX port is on. Example 1-

28 lists the output for the show line command. Notice that the absolute line number in this

example is 1. To begin to configure the AUX port for asynchronous communications, you need
to enter the Line 1 statement from the configuration mode.

Example 1-28 Output for the show line Command
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Rout er #show | i ne

Tty Typ Tx/ Rx A Mbdem Roty AccO Accl Uses Noi se Overruns I nt

* 0 CTY - - - - - 0 1 0/0 -

1 AUX 9600/9600 - - - - - 0 1 0/0 -

2 VTY - - - - - 0 0 0/0 -

3 VTY - - - - - 0 0 0/0 -

4 VTY - - - - - 0 0 0/0 -

5 VTY - - - - - 0 0 0/0 -

6 VTY - - - - - 0 0 0/0 -
Rout er #

If you perform the same show line command on your access server, the output is a little more
complicated. In Example 1-29, the absolute line number for the AUX port is 17. Therefore, if
you want to add a modem to this AUX port, you need to begin your configuration with the
statement Line 17 from configuration mode.

Example 1-29 The show line Command Performed on the Access Server

skynet _access_1l1#show | i ne

Tty Typ Tx/ Rx A Mbdem Roty AccO Accl Uses Noi se Overruns I nt
* 0 CTY - - - - - 1 0 0/0 -
1 TTY  9600/9600 - - - - - 0 0 0/0 -

2 TTY 9600/9600 - - - - - 0 103 0/0 -

* 3 TTY 9600/9600 - - - - - 0 1 1400/ 4202 -
* 4 TTY 9600/ 9600 - - - - - 0 0 1401/4203 -
* 5 TTY 9600/ 9600 - - - - - 1 1 2/ 9 -
* 6 TTY 9600/ 9600 - - - - - 0 0 465/1704 -
7 TTY 9600/ 9600 - - - - - 0 0 0/0 -

8 TTY 9600/9600 - - - - - 0 0 0/0 -

9 TTY 9600/9600 - - - - - 0 0 0/0 -

10 TTY 9600/ 9600 - - - - - 0 0 0/0 -
11 TTY 9600/ 9600 - - - - - 0 0 0/0 -
12 TTY 9600/ 9600 - - - - - 0 0 0/0 -
13 TTY 9600/ 9600 - - - - - 0 0 0/0 -
14 TTY 9600/ 9600 - - - - - 0 0 0/0 -
15 TTY 9600/ 9600 - - - - - 0 0 0/0 -

* 16 TTY 38400/38400 - inout - - - 0 0 0/0 -
17 AUX 9600/ 9600 - - - - - 0 0 0/0 -
18 VTY - - - - - 0 0 0/0 -
19 VTY - - - - - 0 0 0/0 -
20 VTY - - - - - 0 0 0/0 -
21 VTY - - - - - 0 0 0/0 -
Tty Typ Tx/ Rx A Mbdem Roty AccO Accl Uses Noi se Overruns I nt
22 VTY - - - - - 0 0 0/0 -

skynet access_1#

When you identify the appropriate line entry to modify, you can configure the line to support a
modem. The characteristics that you want to configure at this point apply to Layer 1. That is
the speed at which the router communicates with the modem, how the modem handles flow
control, and how it handles the carrier.

Addressing speed first, it is important to note that the port speed of the router is not the same
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as the modem transmission rate. Comparing the two in Table 1-15, you find the following to be
true.

Table 1-15. Modem Transmission Rates Versus Port Speed

Modem Transmission Port Speed as Entered Under the Line x
Rate Interface
9600 38,400
14,400 57,600
28,800 115,200

Table 1-13 noted that the maximum speed for an auxiliary port is 38,400, and the default

modem transmission rate is 9600; therefore, you do not need to adjust the speed to get the
maximum baud rate. To adjust the speed, in the case of using an asynchronous line, use the
speed [38400 | 57600 | 115200] command.

If you adjust the speed above 38,400, enable hardware flow control. This is accomplished with
the statement flowcontrol hardware.

The line must tell the modem also how to handle Carrier. To configure the line to hang up the
connection when carrier detect (CD) is lost, use the modem inout statement. In some cases,
you want the modem only to answer—the modem dialin statement would be used in this case.

Step 3: Configure the Modem by Chat Scripts or Automatically

The final step is to configure the modem initialization settings. The easiest and most
straightforward method to configure external modems is with the autoconfigure command.
Cisco 10S Software defines several initialization strings for most major modem brands. To view
these predefined stings, enter the show modemcap command. Example 1-30 lists the output
of the show modemcap command and the modems predefined in Cisco 10S Software Release
12.0.3, the current 10S of the router.

Example 1-30 The Output from the show modemcap Command

Rout er #show nodentap
def aul t
codex 3260
usr_courier
usr _sportster
hayes_optima
gl obal _vill age
Vi va
tel ebit_t 3000
m crocom _hdns
m crocom server
nec_v34
nec_v110
nec_pi afs
cisco_v110
m ca
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Rout er #

Rout er #show nodentap def aul t
Modentap val ues for default

Factory Defaults (FD): &F

Aut oanswer (AA): S0=1

Carrier detect (CD): &Cil

Drop with DIR (DTR): &D2

Har dware Fl owcontrol (HFL): [not set]
Lock DTE speed (SPD): [not set]
DTE | ocki ng speed (DTE): [not set]
Best Error Control (BER): [not set]
Best Conpression (BCP): [not set]
No Error Control (NER): [not set]
No Conmpression (NCP): [not set]

No Echo (NEC): EO

No Result Codes (NRS): QL

Software Flowcontrol (SFL): [not set]
Caller ID (CID): [not set]

On-hook (ONH): HO

O f-hook (OFH): H1

M scel | aneous (MSC): [not set]
Templ ate entry (TPL): [not set]
Modem entry is built-in.

Rout er #

This listing also shows the predefined AT strings for the modem type called default. Over the
years, Cisco has made great strides in improving the robustness and ease of configuration for
analog support. In the past, and still supported, are what Cisco refers to as chat scripts. The
chat script is entered from the configuration mode in the format chat-script EXPECT SEND
EXPECT SEND. You then call the chat script from the line entry. About 90 percent or more
modems function out of the box without complicated AT command strings. Try to avoid the use
of chat scripts whenever possible, and use the modem auto-configure discovery or modem
auto-configure type default, if your modem is not listed in the show modemcap command.
Yet one more way to avoid the use of complicated chat scripts is to create your own or modify
the existing modemcap entries. This is done using modemcap edit modem-name attribute
value in configuration mode. This command allows for easy manipulation of the AT commands
through a streamlined interface.

After you identify the modem type to use or have defined your own type, you make the logical
connection by adding the modem auto-configure type modem-name, under the appropriate
line entry.

Configuration Walkthrough: Adding a Modem to a Router

Example 1-31 is a complete walkthrough of the configuration needed to add a modem to a
router.

Step 1. Verify what line entry you need to modify. This is done with the show line
command. Record the absolute line number, the number highlighted or to the far right
of the display. Refer to this number as X.

Step 2. Enter the configuration mode, and enter the appropriate line x configuration
command.

Step 3. Still under the line entry, add the following:
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- transport input all

- modem inout

- modem autoconfigure discovery
-or-

- modem autoconfigure type [default | modem-name]
Step 4. Configure an enable password, to allow privileged mode access.

Example 1-31 Walkthrough of Configuring Analog Dial Access on an
AUX Port

Rout er #

Rout er #show | i ne

Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noi se Overruns I nt

* 0 CTY - - - - - 0 9 0/0 -
1 AUX 9600/9600 - - - - - 0 1 0/0 -
2 VTY - - - - - 0 0 0/0 -
3 VTY - - - - - 0 0 0/0 -
4 VTY - - - - - 0 0 0/0 -
5 VTY - - - - - 0 0 0/0 -
6 VTY - - - - - 0 0 0/0 -

Rout er #

Rout er #conf t

Enter configuration comrmands, one per line. End with CNTL/Z.
Rout er (config)#line 1

Rout er (config-1ine)#transport input all

Rout er (confi g-1i ne)#nmodem i nout

Rout er (confi g-1i ne) #nodem aut oconfi gure di scovery

Rout er (config-1ine)#°zZ

Rout er #

After the line commands have been entered, verify modem connectivity by opening a reverse
Telnet session to it. In Example 1-32, you add a loopback interface with the IP address of

201.201.201.1, to support the reverse Telnet session. If the session does not open, remember
to use the clear line command and then try the reverse Telnet again. When you are in session
with the modem, you can reset it with the ATZ command, as shown. If you can perform a
reverse Telnet, this means that the transport is configured properly and that the line was open.
If you can perform a reverse Telnet but cannot perform an ATZ command, you probably have a
cabling issue.

If you still cannot perform the reverse Telnet session or the ATZ, ensure that you have added
all the previous lines, and then turn on the debugs. To exit from or suspend the reverse Telnet
session, press Ctrl-Shift-6 and then X. To continue troubleshooting the line, use the
disconnect command to close the reverse Telnet session.

Example 1-32 A Reverse Telnet Session, Followed by an AT Command

Rout er #t el net 201.201.201.1 2001
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Trying 201.201.201.1, 2001 ... Open

atz
K

Rout er #

Rout er #di sconnect

Cl osing connection to 201.201.201.1 [confirmy
Rout er #

The "Big show" and "Big D" for Modems

Two powerful debugs are available to assist in troubleshooting modem connections. The "big
D," or debugs, used for modems are debug modem and debug confmodem. These, used

with the show line x command, can narrow down modem problems quickly. Using the show

line x command, you can observe a few key indicators that this line is working well (refer to

Example 1-33). You should see the modem status as detected. You should also see the

modem state as idle, and you finally should see the leads. If the modem state is not idle, try to

clear it with the clear line x command.

Example 1-33 Example of Working Modem and the show line Command

Rout er#show |l ine 1

Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noi se Overruns I nt
1 AUX 38400/ 38400 - inout - - - 0 1 0/0 -
Line 1, Location: "", Type: ""

Length: 24 lines, Wdth: 80 colums

Baud rate (TX/RX) is 38400/38400, no parity, 2 stopbits, 8 databits
Status: No Exit Banner, Mddem Detected

Capabilities: Mbddem Callout, Modem Rl is CD, Mydem Di scovery

Modem state: 1dle

G oup codes: 0

Modem hardware state: CTS* noDSR DTR RTS, Mdem Confi gured

Speci al Chars: Escape Hold Stop Start Disconnect Activation

ANX none - - none
Ti meout s: I dl e EXEC I dl e Session Modem Answer  Sessi on Di spat ch
00: 10: 00 never none not set
I dl e Session Di sconnect Warning
never
Logi n- sequence User Response
00: 00: 30
Aut osel ect Initial Wit
not set

Modem type i s usr_sportster.

Session limt is not set.

Time since activation: never

Editing is enabl ed.

Hi story is enabled, history size is 10.
DNS resol ution in show commands i s enabl ed
Ful | user help is disabled

Al'l owed transports are |lat pad v120 nop telnet rlogin nasi. Preferred is |lat.

No out put characters are padded
No special data dispatching characters
Rout er #
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Example 1-34 shows an invalid line. Notice that the speed changes from listing to listing. This is
because the router is constantly trying to communicate with the modem. Also, the status line is
missing modem detected. Finally, note that the router cannot detect Clear to Send (CTS); this
is a good indication of a cabling or head-shell problem.

Example 1-34 Example of Invalid Line, with the show line Command

Rout er#show |l ine 1

Tty Typ Tx/ Rx A Mbdem Roty AccO Accl Uses Noi se Overruns I nt
* 1 AUX 1200/ 1200 - inout - - - 3 1 0/0 -
Line 1, Location: "", Type:

Length: 24 lines, Wdth: 80 colums
Baud rate (TX/RX) is 1200/1200, no parity, 2 stopbits, 8 databits

Status: Ready, Active, No Exit Banmner " notice an absence?

#“_
Modem st ate: Rea y

G oup codes:

!peC|a| a Escape |! gtop !tart Di sconnect Activation

ANX none - none
Ti meout s: I dl e EXEC I dl e Session Modem Answer  Sessi on Di spat ch
00: 10: 00 never none not set
I dl e Session Di sconnect Warning
never
Logi n- sequence User Response
00: 00: 30
Aut osel ect Initial Wit
not set

Modem type i s usr_sportster.

Session limt is not set.

Time since activation: never

Editing is enabl ed.

Hi story is enabled, history size is 10.
DNS resol ution in show commands i s enabl ed
Ful | user help is disabled

Al'l owed transports are |lat pad v120 nop telnet rlogin nasi. Preferred is |at.
No out put characters are padded

No speci al data dispatching characters
Rout er #

Turning on the two debugs mentioned in the beginning of this section, you can observe the
router continually trying to communicate with the modem. The TTY1 session in Example 1-35

stands for the TTY session on Line 1, which is where you have your modem attached.

Example 1-35 Output from the debug confmodem and debug modem

Rout er #debug nodem

Modem control / process activation debugging is on

Rout er #debug conf nodem

Modem Confi gurati on Dat abase debugging is on

Rout er #

06: 03: 15: TTY1l: autoconfigure probe started

06: 03:18: TTY1l: detection speed (38400) response ------

98



06: 03:21: TTY1l: detection speed (19200) response ------
06: 03:24: TTY1l: detection speed (9600) response ------
06: 03:27: TTY1l: detection speed (2400) response ------
06: 03:30: TTY1l: detection speed (1200) response ------
06:03:34: TTY1l: detection speed (300) response ------
06:03:34: TTY1l. No nodem found

06: 03:34: TTY1l: autoconfigure probe started

06: 03:37: TTY1l: detection speed (38400) response ------
06: 03:40: TTY1l: detection speed (19200) response ------
06: 03:43: TTY1l: detection speed (9600) response ------
06: 03:46: TTY1l: detection speed (2400) response ------
06:03:49: TTY1l: detection speed (1200) response ------
06: 03:53: TTY1l: detection speed (300) response ------
06:03:53: TTY1l: No nodem found

06: 03:53: TTY1l: autoconfigure probe started

Fixing the cable, you now can observe a proper operating line, as in Example 1-36. The line

Modem configuration succeeded and the presence of CTS is a clear indication that a valid
modem has been detected.

Example 1-36 Output from the debug confmodem and debug modem
Continued

06: 38:21: TTY1l: autoconfigure probe started

06: 38: 25: TTY1l: detection speed (38400) response ------
06: 38:28: TTY1l: detection speed (19200) response ------
06:38:31: TTY1l: detection speed (9600) response ------
06: 38:34: TTY1l: detection speed (2400) response ------
06:38:37: TTY1l: detection speed (1200) response ------
06: 38:40: TTY1l: detection speed (300) response ------

06: 38:40: TTY1: No nmodem found

06: 38:40: TTY1l: CTS cane up on IDLE line

06: 38:40: TTY1l: autoconfigure probe started

06: 38:41: TTY1l: detection speed (38400) response ---CK---
06: 38:44: TTY1l: Modemtype is usr_sportster

06: 38:44: TTY1l: Modem command: - - AT&F&C1&D2&WH&K1&B1S0=1HO- -
06:38:44: TTY1l. Mobdem configuration succeeded

06: 38:46: TTY1l: detection speed (38400) response ---CK---
06: 38:46: TTY1l: Done with nmodem confi guration

Finally, you can observe the configuration in its entirety in Example 1-37.

Example 1-37 A Router Configuration with a Modem Attached to Its
AUX Port

host nane router

!

i p subnet-zero

i p host nodem 2001 201.201.201.1
!

i nterface LoopbackO
i p address 201.201.201.1 255. 255.255.0

no i p directed-broadcast
!
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nterface EthernetO
no i p address
no i p directed-broadcast

shut down
|

nterface SerialO

no i p address

no i p directed-broadcast
no i p nroute-cache

shut down
|

nterface Seriall

no i p address

no ip directed-broadcast
shut down

|
ip classless
|
line con O
transport input none
line aux O
nodem | nCut
nodem aut oconfi gure di scovery
transport input all
speed 38400
line vty 0 4
l ogin
!
end

Rout er #
Configuring Microsoft Windows 95/98 Networking

The goal of all internetworking is to reliably transfer data from one network to another.
Therefore, no model could be called reliable if it were not properly tested with real data and
real applications. Therefore, the last components needed to completely model the internetwork
are test data and test applications.

As previously mentioned, the entire Microsoft Windows OS line, Windows 95/98/2000 and NT,
provides all the network protocols needed to test many network models. The two protocols that
we concentrate on are TCP/IP and NetBEUI. You use TCP/IP-related applications such as Telnet,
FTP, and TFTP to test filters, verify IP reachability, and upgrade a router with TFTP. You use
NetBEUI to test the functionality of bridging and DLSW configurations.

Brief Overview of Configuring TCP/IP for Windows 95/98

In case you do not have your workstation or laptop configured for TCP/IP, this session briefly
walks you through the process:

Step 1. Install your network interface card (NIC), according to the manufacturer's
instructions. This might include instructions on how to set up TCP/IP, which supplement
this text.
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Step 2. Click Start, Settings, Control Panel, Network. When the Network dialog box
appears, click the Add button.

Step 3. A menu pops up listing Client, Adapter, Protocol, and Service. From this
selection, click Protocol. The manufacturer of the TCP/IP stack that ships with Windows
is Microsoft, so click on that manufacturer and then select TCP/1P. Windows prompts
you through the setup process and then wants to reload your workstation. Avoiding
reloads during IP configuration is one of the many improvements in Windows 2000.

Step 4. After the workstation reloads, right-click the Network Neighborhood icon
located on the desktop, and select Properties.

Step 5. The Network dialog box again appears; Step 4 is simply a short cut to this
dialog box. Under the Configuration tab, select the entry labeled TCP/1P; (your NIC
card). Then click the Properties button. Figure 1-15 illustrates the Network dialog box.

Figure 1-15. The Network Dialog Box

MNetwork 7| x| I

Configuration I Iclentiﬁcatinnl Access Emtmll

The following network. components are installed:

= Client for Microsoft Networks
.E', Client for Netw/are Networks
83 ACom EtherLink 1 154 [3C509b-TPO]) in PrP mode
9 IPX/SPX-compatible Protocol

¥ TCPAP

L Add. Remove |  Propetties |
Prirnary Netwark. Logon:
Chent for Microsoft Networks B

File and Print Sharing... ‘

Descrphion

TCP/IP iz the protocol you use to connect to the Internet and
wide-area networks.
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Wide-area networks.

Ok Cancel

Step 6. In the TCP/IP Properties window, click the IP Address tab at the top. Then
click Specify an IP Address, and enter the address in the field provided.

Step 7. For IP to work properly, you must also add a default gateway. The default
gateway should be the IP address of a router on the same LAN segment. This router
handles all of the workstation's requests that are not local. To configure a default
gateway, click the Gateway tab and enter the appropriate IP address.

Step 8. Finally, to use DNS services, click the tab DNS Configuration, and enter the
DNS server that you want to use. Then click the Add button.

After Steps 7 or 8, the workstation reloads. To test your configuration, click the Start button

and choose Programs, MS-DOS Prompt. This opens a DOS session. From here, you use the
ping command to test IP functionality. The ping command also can be run with Start, Run,

followed by keying in ping x.x.x.x. To test DNS functionality, ping IP hosts by using the DNS
name association instead of the actual IP address.

Brief Overview of Configuring NetBEUI for Windows 95/98

The other host-based protocol that you need to install is NetBEUI. Combined with enabling
Windows file and print sharing, the NetBEUI protocol provides a great test application for DLSw
and bridging functions. NetBEUI is a nonroutable protocol, which does not have a specific
network layer address. To forward these protocols from one network to another, you must use
bridging or DLSw. Click the Start button and choose Find, Computers. Key in any name, and
click the Find button. This sends an all-routes explorer frame. The explorer frame transverses
DLSw connections, as well as source-route bridges, transparent bridges, and translational
bridges. It is evident that NetBEUI will be of great use in the lab.

To configure NetBEUI, perform the following steps:

Step 1. Right-click the Network Neighborhood icon, located on the desktop, and
select Properties.

Step 2. The Network dialog box appears. Click the Add button.

Step 3. A menu pops up listing Client, Adapter, Protocol, and Service. From this
selection, left-click Protocol. Click Microsoft as the manufacturer, and then select
NetBEUI. Windows prompts you through the setup process, and then it will want to
reload your workstation.

Step 4. After the workstation reloads, right-click the Network Neighborhood icon,
followed by the Properties button.

Step 5. The Network dialog box appears again. Click the Identification tab at the top.
Enter a workstation name that will appear as a DLSw identifier.

Step 6. Finally, to establish end-to-end sessions across the model, you must enable
Microsoft file and print sharing. Click the Add button. This time, you will be adding a
service, so click the Service selection.
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Step 7. The service that you need to add is Microsoft file and print sharing, so click on
this selection. Windows will then install this feature.

Step 8. When file and print sharing is enabled, verify it by clicking the button Microsoft
File and Print Sharing; make sure that both boxes are checked. Then open the
Windows Explorer. Click the drive that you would share by right-clicking the drive icon
and selecting the Sharing selection. If the drive is not shared, click the Share box, and
be sure to include a password.

CAUTION

If you are connected to a cable modem provider in your area, be careful to
password-protect your hard drives and any shared resources. The cable modems
work on a broadcast mechanism for local access. Therefore, everyone on your
local cable modem segment can see your PC and any shared resources.

You need two workstations to properly test the NetBEUI and Windows file and print sharing. To
test the configuration, choose Start, Find. Key in the name that you entered in the
Identification tab on Step 5. This locates the workstation. Clicking the workstation name puts
you in a session with that workstation. Any shared resources then are displayed. Simply click
the resource to use it from your workstation.
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Practical Study for Chapter 1: Setting Up

So far, this chapter discussed the key components needed for modeling the internetwork.
Now it is time to take what you learned and apply it. Without application, it becomes hard to
grasp and retain the concepts put forth so far.

At the heart of practical studies lies the goal of modeling the internetwork. But before you
begin with modeling networks and different protocols, you must prepare the lab by
configuring the key components discussed in this chapter. As you progress deeper into
modeling the internetwork, the labs are increasingly harder. At the end of the study are five
complete CCIE practice labs. These labs are for your own personal challenge when preparing
for the CCIE Lab Exam, and answers are supplied on the Cisco Press website, www.ciscopress.

com.

The labs are divided into two major parts, the lab exercise or scenario and then a lab
walkthrough. First, try to perform Part | of the lab without looking at Part 11, the
walkthrough. Each lab covers the topics in that chapter, but some labs might also introduce
new areas of study.
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Lab 1: Password Recovery—Part |

Practical Scenario

You might need to perform password recovery on a router at many times. To model and set
up your lab for practical studies, you need at least three routers. Most of the equipment has a
high probability of being used. This equipment might require password recovery for
privileged-level access. Sometimes, customers forget passwords. In either case, you need to
perform password recovery.

Lab Exercise

You received a stack of routers that you can use to model complex networks. Because this
equipment is used, it has an existing configuration stored on NVRAM that is password-
protected. You are tasked to archive and then erase the current router configuration.

Lab Objectives

« Examine the original configuration of the router.
« Erase the configuration. The router should have no configuration, and, when it boots,
it should come up in setup mode.

Equipment Needed

« One Cisco router.

« One Cisco configuration kit (one rolled cable and appropriate head-shell to connect to
the PC/laptop’s COM port).

« One PC or laptop with terminal-emulation software.

« All labs from this point on require a PC or laptop with the standard configuration kit
and terminal-emulation software. This is the only lab in which this basic configuration
equipment is mentioned.

Physical Layout and Prestaging

The router used must have some previous configuration and an enable password set.
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Lab 1. Password Recovery—Part Il

Lab Walkthrough

As discussed previously, password recovery is similar from one router platform to another.
Therefore, you can apply the process outlined earlier in this chapter here, with a few
modifications to fit the lab exercise.

The procedure outlined in the list that follows is valid for the following routers:

« Cisco 2000 series

o Cisco 2500 series

« Cisco 3000 series

« Cisco 4000 series with the 680x0 Motorola CPU

« Cisco 7000 series running Cisco 10S Software Release 10.0 or later in ROMs installed
on the RP card

o IGS series running Cisco 10S Software Release 9.1 or later in ROMs

Step 1. Attach a PC or PDA with terminal-emulation software to the router's console
port through Cisco rolled cable.

Step 2. Power-cycle the router.
Step 3. Issue a break signal.

Step 4. Determine what type of ROM monitor you have—is CONREG supported?

- If you have a Basic ROM monitor: Set bit 6: >O/R 0x2142. Reload the
router with the initialize command.

- If CONFREG is supported: Run the CONFREG utility: =CONFREG. Answer
every question with the default or Enter until you come to the question
Enable ignore system config info. Answer "yes" to this question. This also
sets bit 6. Reload the router with the reset command.
Step 5. When the router reloads, it will try to run setup, abort the setup utility with
CTRL-C.

Step 6. Enter enable mode, and examine the configuration found in NVRAM; use the
show startup-config command to accomplish this.

For this walkthrough, you perform a password recovery operation to gain privileged level
access to your access server. In this example, the access server is called skynet_access 1.

First, attach a PC or laptop with terminal-emulation software to the console port of the
router. Power off the router and turn it back on. Within the first 60 seconds of initialization,
issue a break signal from your terminal emulator. Example 1-38 demonstrates a successful

break or halt of the OS.

Example 1-38 A Successful Break

System Boot strap, Version 5.2(8a), RELEASE SOFTWARE
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Copyright (c) 1986-1995 by cisco Systens
2500 processor with 14336 Kbytes of nmin menory

Abort at Ox10EA888 (PC)
>

Getting the terminal-emulation software to send a break signal is a common problem with
password recovery. Here are a few tips that might help if you have trouble sending a break
signal:

« First, ensure that you are securely plugged into the console port of the router and
using the Cisco rolled cable.

« If your portable or laptop computer is using Windows 95/98/2000 with
HyperTerminal, the break signal is usually issued by pressing the Function key and
the Break key, sometimes located on the Page Down or Pause key. Table 1-8, earlier

in the chapter, documents where you can find standard break key combinations for all
terminal-emulation software, platforms, and operating systems.

« On HyperTerminal, the break signal is issued by pressing the Ctrl-Break/Pause key
seguence.

« On Windows NT, you must configure NT to send the break signal with a function key.
Set the Break by entering the characters ~$B (Shift 6, Shift 4, and uppercase B).
HyperTerm 5.0 private edition sends the Break for the Windows NT platform without
any additional configuration.

« When using any other terminal-emulation software, consult the manufacturer's
instructions on sending a break signal.

When you see the abort message, you are ready to proceed. If you don't recall what type of
routers support CONFREG, this is a good point to key in the ? for help and look for the
CONFREG utility. In Example 1-39, you can see what the output from the ? looks like on the

access server.

Example 1-39 Output from the ? Command on Router That Doesn't
Support CONFREG

>7?
$ Toggl e cache state
B [filenanme] [TFTP Server | P address | TFTP Server Name]
Load and execute systemimage from ROM or from TFTP server
address] Continue execution [optional address]
S ML V Deposit value V of size Sinto location L with nodifier M
S ML Examine location L with size Swith nodifier M
address] Begin execution
Hel p for conmands
Initialize
Stack trace
[filename] [TFTP Server | P address | TFTP Server Nane]
Load systeminage from ROM or from TFTP server, but do not
begi n execution
O Show configuration register option settings
P Set the break point
S Singl e step next instruction
T function Test device (? for help)

Deposit and Exani ne sizes nay be B (byte), L (long) or S (short).
Modi fiers may be R (register) or S (byte swap).
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Regi ster nanes are: DO-D7, A0-A6, SS, US, SR, and PC
>

Example 1-40 illustrates the same break, followed by the ? command; however, this time, it
was performed on a router that supports CONFREG.

Example 1-40 A Successful Break, Followed by the Output from the ?
Command on Router That Supports CONFREG

System Boot strap, Version 5.3(16) [richardd 16], RELEASE SOFTWARE (fcl)
Copyright (c) 1996 by cisco Systens, |nc.
CA500 processor with 16384 Kbytes of main nenory

noni tor: conmmand "boot" aborted due to user interrupt
ronmon 1 >
ronmon 1 > ?

al i as set and display aliases comuand

boot boot up an external process

br eak set/show cl ear the breakpoint

confreg configuration register utility

cont conti nue executing a downl oaded i mage
cont ext di splay the context of a | oaded inmage
cooki e di spl ay contents of cookie PROMin hex
dev list the device table

dir list files in file system

dis di sassenbl e instruction stream

dnl d serial downl oad a program nodul e
frane print out a selected stack frane

hel p nmonitor built in command hel p

hi story noni tor conmmand hi story

mem nf o mai n menory information

r epeat repeat a nonitor conmand

reset system reset

set di spl ay the nonitor variabl es

st ack produce a stack trace

sync wite nonitor environnment to NVRAM
sysr et print out info fromlast systemreturn
unal i as unset an alias

unset unset a nonitor variable

romrmon 2 >

Set bit 6 of the register to 1 to ignore NVRAM on startup. This is done by keying in O/R hex-
value and then pressing Enter. Then initialize, or reload, the router by keying in init.
Example 1-41 demonstrates this procedure.

Example 1-41 Setting Bit 6 to Ignore NVRAM, Followed by the
initialization Command

System Boot strap, Version 5.2(8a), RELEASE SOFTWARE
Copyright (c) 1986-1995 by cisco Systens

2500 processor with 14336 Kbytes of nmin nmenory
Abort at 0x10205A6 (PC)
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>o/r 0x2142
>init

System Boot strap, Version 5.2(8a), RELEASE SOFTWARE
Copyright (c) 1986-1995 by cisco Systens

On a router that supports CONFREG, this process is just as straightforward. Example 1-42

demonstrates how this procedure is done on such a platform. In this example, a Cisco 4700
series router is used.

Example 1-42 Setting Bit 6 to Ignore NVRAM, Followed by the reset
Command

ronmon 1 > confreg

Configuration Sumary
enabl ed are:
| oad rom after netboot fails
consol e baud: 9600
boot: image specified by the boot system conmands
or default to: cisco2-C4500

do you wish to change the configuration? y/n [n]: vy
enable "diagnostic node"? y/n [n]: n

enable "use net in IP bcast address"? y/n [n]: n
di sable "load romafter netboot fails"? y/n [n]: n

enable "use all zero broadcast"? y/n [n]: n
enabl e "break/abort has effect"? y/n [n]: n
enable "ignore systemconfig info"? y/n [n]: vy
change consol e baud rate? y/n [n]: n

change the boot characteristics? y/n [n]: n

Confi guration Sumrary
enabl ed are:
| oad rom after netboot fails
i gnore systemconfig info
consol e baud: 9600
boot: image specified by the boot system conmands
or default to: cisco2-C4500

do you wish to change the configuration? y/n [n]: n
You must reset or power cycle for new config to take effect
ronmon 2 > reset

System Boot strap, Version 5.3(16) [richardd 16], RELEASE SOFTWARE (fcl)
Copyright (c) 1996 by cisco Systens, Inc.

When the router reloads, it will no longer have a running-configuration. The router will still
have a startup-configuration, which is stored in NVRAM. To view this configuration, first enter
enable mode and then enter the show startup-configuration command.
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If you want to preserve the existing configuration, perform the following steps, paying strict
attention to the order.

Step 1. Enter enable mode with enable.

Step 2. Copy the startup-config to running-config with copy startup-config
running-config.

Step 3. Enter the configuration mode, and change the boot register back to the
normal configuration with configure-register 0x2102.

Step 4. Bring up all interfaces because they will be in the default down status.
Step 5. Configure a new enable password.

Step 6. Save the configuration with copy running-config startup-config.
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Lab 2: Password Recovery on a Catalyst 5500—Part |

Practical Scenario

As with routers, sometimes you might need to perform a password-recovery procedure on
switches.

Lab Exercise

Along with the routers used for the lab, you have received a used Catalyst 5500 switch. The
switch is password-protected. To use the switch in this lab, you must perform password
recovery on the switch and secure access with a new password.

Lab Objectives

« Perform password recovery on Catalyst 5500.
« Set a new enable password on the Catalyst 5500.

Equipment Needed

« One Cisco Catalyst switch—the switch can be either a 5000, a 5500, or a 4000 series
switch.

Physical Layout and Prestaging

The switch used must have some previous configuration and an enable password set.

111



Lab 2: Password Recovery on a Catalyst 5500—Part |l

Lab Walkthrough

For the first 30 seconds during switch initialization, the password and enable password are
both the Enter key. As soon as the Cisco Systems Console message appears, you can
begin configuration.

First, enter enable mode. The switch will prompt you for a password; simply press the Enter
key. Second, configure a new password with the set password command. Again, the switch
will prompt you for an old password, press Enter again. Finally, before 30 seconds are up,
configure a new enable password. This is done with the command set enablepass. For the
last time, the switch will prompt you for an old password; press Enter one more time. The 30
seconds needed to set the passwords can go by quickly. If you're having trouble getting the
passwords set, try setting the new password to just the Enter key. This allows you to type
Enter twice when prompted for the old and new passwords. Example 1-43 illustrates this

process of key-ins.

Example 1-43 Password Recovery on a Catalyst 5500

Consol e> en

Ent er password: = _Enter key pressed

Consol e> (enabl e) set pass

Enter ol d password: = _Enter key pressed

Ent er new password: = _Enter key or new password
Ret ype new password: = _Enter or new passwor d

Password changed.
Consol e> (enabl e) set enabl epass

Enter ol d password: = _Enter key pressed
Ent er new password: = _Enter key or new password
Ret ype new password: ™ _Enter or new passwor d

Password changed.
Consol e> (enabl e)

112



Lab 3: Upgrading the IOS and Restoring a Configuration from TFTP
Server—Part |

Practical Scenario

Sometimes, in the field, you must perform an Cisco 10S Software upgrade, but you do not have
local access to the router. You can still perform the upgrade by making an adjacent Cisco router a
TFTP server.

Lab Exercise

In this practical exercise, you upgrade one router's 10S from another router's Flash memory. A
second part of this exercise consists of copying configs to and from a TFTP server.

Lab Objectives

« Refer to Figure 1-16, and configure the network as shown—do not configure the loopback
address at this time.

Figure 1-16. Lab 3: Physical Layout and IP Address Map

Physical Layout &
IP address map

rosewell ufo
& "
EQ:IP-172.16.16.1/24 EQ:IP-172.16.16.2/24
TFTP Server

IP-172.16.16.254/24

« To prevent future "crashes" of the Cisco 10S Software on the router rosewell, copy the
new Cisco 10S Software from the router ufo to the router rosewell.

o Using TFTP, TFTP the startup-config from router ufo to the TFTP server 172.16.16.254.
Edit the configuration with Wordpad, and change the host name to w-balloon. TFTP the
configuration back to the router's startup-config. Reload the router.
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« Two Cisco routers and one Ethernet hub
« One workstation with terminal-emulation software, TFTP software, and TCP/IP configured

per Figure 1-16
Physical Layout and Prestaging

TCP/IP must also be configured on this workstation per Figure 1-16.
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Lab 3: Upgrading the IOS and Restoring a Configuration from a
TFTP Server—Part Il

Lab Walkthrough

The first step in this lab is to configure all the equipment as shown in Figure 1-16. Also attach

a workstation to the same physical segment. When all the devices can ping each other, you
can move on.

This lab introduces another new concept—making the router function as a TFTP server. To
make a router perform as a TFTP server, add the command tftp-server [flash | rom]
filename from configuration mode. In Example 1-44, first you perform a show flash

command to view the files available on Flash memory (be sure to note the filename). From
the configuration mode, enter the command tftp-server flash filename. To avoid typing
mistakes, which is a common problem on Flash upgrades, use cut-and-paste techniques for
the filename.

Example 1-44 Making a Router Serve as a TFTP Server

uf o#
uf o#tshow fl ash

System fl ash directory:
File Length Nane/ st at us
1 8102652 ¢2500-js-1_112-16.bin
[ 8102716 bytes used, 285892 avail able, 8388608 total]
8192K bytes of processor board System flash (Read ONLY)

uf o#fconf t

Enter configuration commands, one per line. End with CNTL/Z.
ufo(config)#tftp-server flash ¢c2500-js-1_112-16.hin

uf o(config) #°Z

uf o#

Moving over to rosewell, you can now upgrade the 10S through TFTP on router ufo. To
perform this task, use the copy tftp flash command, and answer the questions accordingly.
Use ufo as the TFTP server, and use c2500-js-I_112-16.bin as the filename. Example 1-45

demonstrates the upgrade of rosewell from ufo.

Example 1-45 Upgrading the 10S by Using TFTP

rosewel | #

rosewel | #copy tftp flash  “Copying fromthe server to the router
* k%% I\D‘I’I CE *k k%

Fl ash | oad hel per v1.0

This process will accept the copy options and then termninate

the current systeminage to use the ROM based i mage for the copy.

Routing functionality will not be available during that tinme.

If you are logged in via telnet, this connection will terninate.

Users with consol e access can see the results of the copy operation.

*kkhkkkkhk*k*k
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Proceed? [confirnly

System flash directory:
File Length Nane/ st at us
1 8034308 ¢2500-js-1_112-11.bin
[ 8034372 bytes used, 8742844 avail able, 16777216 total]
Address or nane of rempte host [255.255.255.255]7 172.16.16.2
Source file name? c2500-js-1_112-16.bin
Destination file name [c2500-js-1_112-16.bin]? ¢2500-js-1_112-16.bin
Accessing file 'c2500-js-1_112-16.bin" on 172.16.16.2..
Loadi ng ¢2500-js-1_112-16.bin .from 172.16.16.2 (via Ethernet0Q): ! [CK]

Erase flash device before witing? [confirnly
Fl ash contains files. Are you sure you want to erase? [confirnly

Copy 'c2500-js-1_112-16.bin" from server
as 'c2500-js-1_112-16.bin" into Flash WTH erase? [yes/ no]yes

00: 01: 15: 9%BYS-5- RELOAD: Rel oad request ed *the router reloads
SERVI CE_MODULE(1): self test finished: Passed

%SYS- 4- CONFI G NEVER: Configurations fromversion 11.2 may not be correctly under
st ood.

%-LH:. c2500-js-1_112-16.bin from172.16.16.2 to flash ...

System flash directory:
File Length Nane/ st at us
1 8034308 ¢2500-js-1_112-11.bin
[ 8034372 bytes used, 8742844 available, 16777216 total]
Accessing file 'c2500-js-1_112-16.bin" on 172.16.16.2..
Loadi ng ¢2500-js-1_112-16.bin .from 172.16.16.2 (via Ethernet0Q): ! [CK]

Erasing device... ececeeceecececeeceeeeeeeEeEeEEEEEEEEEeEEEEEEEEEEEEEEEEEEEEEEEEREEREE

1— .
Loaalng c2500-Js-|_112-16.E|n !ron1172.16.16.2 !V|a EtHernetO): rrrrrrrrrrrrrrnd

<<<text omtted>>>
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnl

[OK - 8102652/ 16777216 byt es]

Verifying checksum.. OK (0x8DCB)

Fl ash copy took 0:04:40 [hh: mm ss]
%-LH. Re-booting system after downl oad
F3: 8004052+98568+315656 at 0x3000060
<<<text onitted>>>

00: 00: 23: YBYS-5- RESTART: Systemrestarted --

Cisco Internetwork Operating System Software

ICS (tm 2500 Software (C2500-JS-L), Version 11.2(16), RELEASE SOFTWARE (fcl)
Copyright (c) 1986-1998 by cisco Systens, Inc.

Conpi | ed Tue 06-Cct-98 11:54 by ashah

rosewel | >show f | ash

System fl ash directory:
File Length Nane/ st at us

[ 8102716 Eytes use!, 8674500 ava||aE|e, 16777216 tota||

16384K bytes of processor board System flash (Read ONLY)
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rosewel | >

After the Flash download, the router verifies the checksum of the file before reloading. At the
end of the example, you perform a show flash command to verify that the new IOS is place.

The second part of the lab requires you to copy the startup-configuration from the router ufo,
modify it by changing the hostname to w-balloon, and then copy it back to its original
location. To accomplish this, you use the copy startup-config tftp command and follow the
prompts. Before you do this, it is always a good idea to ensure that the router can ping the
TFTP server. Example 1-46 demonstrates the use of the ping and copy commands.

Example 1-46 Copying the startup-config to a TFTP Server

uf o#pi ng 172. 16. 16. 254

Type escape sequence to abort.

Sending 5, 100-byte I CVWP Echos to 172.16.16.254, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/4 ns
uf o#copy startup-config tftp

Renote host []? 172.16.16. 254

Nanme of configuration file to wite [ufo-confg]? —_—_ carriage return

Wite file ufo-confg on host 172.16.16.254? [confirn]ly
Witing ufo-confg !l [K]
uf o#

It is important to note that, as its name implies, TFTP is trivial. That means that TFTP has no
way of overwriting files or prompting the user for input after the copy process begins. If you
tried this same procedure again, you would get an error because the file already exists from
your first copy. You might or might not experience this error; some versions of TFTP have

options that automatically overwrite the existing file if it exists. Example 1-47 demonstrates

the error when a duplicate file is found and cannot be overwritten.

Example 1-47 TFTP Copy Error, Duplicate File Found

uf o#copy startup-config tftp
Renote host []? 172.16.16. 254

Nanme of configuration file to wite [ufo-confg]? = ... return

Wite file ufo-confg on host 172.16.16.254? [confirmy
Witing ufo-confg
TFTP: error code O received - File exists
[ Fai | ed]
uf o#

When the file is successfully copied to your PC, use Microsoft Wordpad to edit it. Locate the
HOSTNAME field and change ufo to w-balloon. Finally, copy the file back to the router by
using the copy tftp startup-config command. When the file is copied back to the router,
you might want to view it; this can be done using the show startup-config command. To
activate the new configuration, either reload the router or perform the copy startup-config
running-config command. When this is done, the host name should be changed from ufo to
w-balloon. Example 1-48 demonstrates this process.
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Example 1-48 Copy Configurations from a TFTP Server

uf o#copy tftp startup-config

Address of renote host [255.255.255.255]? 172. 16. 16. 254

Narme of configuration file [ufo-confg]?

Configure using ufo-confg from 172.16. 16. 254? [confirnly

Loadi ng ufo-confg from 172. 16. 16. 254 (via Ethernet0): !

[ OK - 564/ 32723 byt es]

[ K]

uf o#

%SYS- 5- CONFI G_NV: Non-vol atile store configured fromufo-confg by console tftp f
rom 172. 16. 16. 254

uf o##show st art up-config
Usi ng 564 out of 32762 bytes
|

version 11.2

no service password-encryption
no service udp-small-servers
no service tcp-small-servers

!

host nane W BALLOON

!

nterface EthernetO

i p address 172.16.16.2 255. 255.255.0
no i p route-cache

no i p nroute-cache

nterface SerialO
no i p address

no i p route-cache
no i p nroute-cache

nterface Seriall
no i p address
uf o#
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Lab 4: Configuring an Access Server—Part |

Practical Scenario

An access server provides out-of-band management to an entire stack of routers. This can
provide an easy method of configuring access to a variety of Cisco routers and switches from
a single device.

Lab Exercise

In this practical exercise, you configure an access server for reverse Telnet access to all the
routers and switches in your rack. This enables you to configure multiple routers and
switches without having to manually switch the console cable between them.

Lab Objectives

« Add a loopback interface to the access router. This address should be 201.201.1.1.
« Configure an IP host table so that the following exists:

- Hostname rl performs a reverse Telnet to the first router in your stack.

- Hostname r2 performs a reverse Telnet to the second router in your stack,
and so on.

« Minimize contention for the asynchronous lines.

« Prevent router sessions from timing out on all remote routers.

Equipment Needed

« Two Cisco routers and one Cisco 2509-2511, or a 2600 series router with an
asynchronous module for the access server. The access server also requires the octal
cable.

Physical Layout and Prestaging

« One workstation connected by its COM port to a Cisco 2509-2511, through Cisco
black or light-blue rolled cable is required.

« Connect the octal cable labeled 1 to an R1 or the first router's console port. Repeat
this process for every router or switch in lab.

119



Lab 4: Configuring an Access Server—Part |l

Lab Walkthrough

After connecting all the console ports to the octal cable of your access server, you can begin
to configure the access server to support reverse Telnet sessions. To configure a reverse
Telnet session, you need to know what the absolute or line entry numbers are for the TTY
lines that you are working on. To display the line entries, perform the show line command.
In Example 1-49, the line entries are from 1 to 16 for the TTY session. You have two to five
routers in this lab, so you use the values 2001 to 2005 for a Telnet port on reverse Telnet
sessions.

Example 1-49 Display of the show line command

Rout er #show | i ne

Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noi se Overruns I nt

* 0 CTY - - - - - 0 1 0/0 -

1 TTY  9600/9600 - - - - - 0 0 0/0 -

2 TTY 9600/ 9600 - - - - - 0 1 0/0 -

3 TTY  9600/9600 - - - - - 0 0 0/0 -

4 TTY 9600/ 9600 - - - - - 0 0 0/0 -

5 TTY  9600/9600 - - - - - 0 0 0/0 -

6 TTY 9600/9600 - - - - - 0 1 0/0 -

* 7 TTY 9600/ 9600 - - - - - 0 2 0/0 -

8 TTY 9600/9600 - - - - - 0 0 0/0 -

9 TTY 9600/9600 - - - - - 0 0 0/0 -

10 TTY 9600/ 9600 - - - - - 0 0 0/0 -

11 TTY 9600/ 9600 - - - - - 0 0 0/0 -

12 TTY 9600/9600 - - - - - 0 0 0/0 -

13 TTY 9600/ 9600 - - - - - 0 0 0/0 -

14 TTY 9600/ 9600 - - - - - 0 0 0/0 -

15 TTY 9600/ 9600 - - - - - 0 0 0/0 -

16 TTY 9600/9600 - - - - - 0 0 0/0 -

17 AUX 9600/9600 - - - - - 0 0 0/0 -

18 VTY - - - - - 0 0 0/0 -

19 VTY - - - - - 0 0 0/0 -

20 VTY - - - - - 0 0 0/0 -

21 VTY - - - - - 0 0 0/0 -

Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noi se Overruns I nt

22 VTY - - - - - 0 0 0/0 -
Rout er #

Now that you know the absolute line values, you can configure the access server to support
reverse Telnet. From the configuration mode, enter a host name of access-server, followed
by the lines that you need for the reverse Telnet sessions. Enter ip host r1 200x
201.201.1.1, where x ranges from 1 to 5. You also need to add a Loopback O interface with
an IP address of 201.201.1.1/24. Example 1-50 illustrates this process.

Example 1-50 Configuration of IP Host Names for Reverse Telnet
Sessions
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Rout er #

Rout er #conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rout er (confi g) #host nane access- server
access-server(config)#ip host rl1 2001 201. 201.
access-server(config)#i p host r2 2002 201. 201.
access-server(config)#i p host r3 2002 201. 201.
access-server(config)#ip host r3 2003 201. 201.
access-server(config)#ip host r4 2004 201. 201.
access-server(config)#i p host r5 2005 201. 201.
access-server (config)#interface | oopback 0O
access-server(config-if)#i p address 201.201.1.1 255.255.255.0
access-server(config-if)#exit

access-server(config)#

PEREREREPRE
PR R R R R

The final part of configuring an access server involves configuring the line entries to support
reverse Telnet. This can be accomplished by adding transport input all on the appropriate
lines. In this particular lab, we will go one step further and reduce contention for the line by
adding the no exec command. This is only for convenience, and it is not a requirement of
configuring a reverse Telnet session. Example 1-51 completes the access server's

configuration for reverse Telnet.

Example 1-51 Configuring the Absolute Lines for Support of Reverse
Telnet, and Disabling the Exec

access-server(config)#line 1 5
access-server(config-line)#transport input all
access-server(config-1line)#no exec
access-server(config-1ine)#"zZ

access-server#

To test the configuration, simply key in rl1, and a session opens to R1. If this session is
rejected, be sure to perform a clear line x, where x is the absolute line number of the
session that was rejected. Example 1-52 lists the entire configuration of the access server.

Example 1-52 Complete Listing of a Router Configured as an Access
Server

access-server#w t
Bui | di ng configuration...

Current configuration

!

version 12.0

service tinmestanps debug uptine
service tinmestanmps | og uptine
no service password-encryption
|

host name access-server
|

i p subnet-zero
ip host rl1 2001 201.201.1.1
ip host r2 2002 201.201.1.1
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ip host r3 2003 201.201.1.1
ip host r4 2004 201.201.1.1
ip host r5 2005 201.201.1.1
|

i nterface LoopbackO
i p address 201.201.1.1 255.255.255.0
no i p directed-broadcast

nterface EthernetO

no i p address

no i p directed-broadcast
shut down

nterface SerialO

no i p address

no i p directed-broadcast
no i p nroute-cache

shut down

nterface Seriall

no i p address

no i p directed-broadcast
shut down

|

ip classless

|

l[ine con O

transport input none
line 15

no exec

transport input al
line 6 16

[ine aux O

l[ine vty 0 4

[
end

access-server#

The final part of the lab instructed you to configure the Telnet session so that it would not
time out after a period of inactivity. To accomplish this, add the command no exec-timeout
on Line 0, the console port of the routers connected to the access server. Adding this
command forces the routers not to time out the console port and log you off because of
inactivity.
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Lab 5: Configuring a Frame Relay Switch—Part |

Practical Scenario

A Frame Relay switch can be of great service both in the field and in practice. A Frame Relay
switch can be deployed in a lab to help model Frame Relay services that are similar to a
production environment.

Lab Exercise

In this practical exercise, you configure a multipoint fully meshed Frame Relay network. This lab
focuses only on the switching aspects of Frame Relay, not on the end or DTE devices.

Lab Objectives

« Configure a Cisco router to perform a Frame Relay switching function, as depicted in
Figure 1-17.

Figure 1-17. Lab 5: Physical Layout for Frame Relay Switching

frame_switch
S51-DCE S0-DCE
DLCI-112 DLCI-21
r DLCI-113 DLCI-23 3
— _,:‘__ Lil-cisco _— .’:—— LMI-ci5c0 - .-':.__
e T e
S0-DTE $5-DCE S0-DTE
DLCI-31
PVC Layout DLCI-32
DLCI 112 maps to DLCI 21 V.35 LMi-ansi
DLCI 113 maps to DLCI 31
DLCI 32 maps to DLCI 23 S0-DTE
e —

v

« Configure all PVCs with ANSI LMI as the diagram depicts. The PVC mapping is as follows:
- DLCI 112 maps to DLCI 21.
- DLCI 113 maps to DLCI 31.

- DLCI 32 maps to DLCI 23.

Equipment Needed
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« Three Cisco routers with serial ports and one other Cisco router to perform the role of the
Frame Relay switch. The Frame Relay switch must have three usable serial ports.
« A total of six serial cables, or three sets of DTE-to-DCE serial cables.

Physical Layout and Prestaging

Figure 1-17 shows the physical layout for this lab.
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Lab 5: Configuring a Frame Relay Switch—Part Il

Lab Walkthrough

The Frame Relay switch in this lab functions as a fully meshed Frame Relay service. A fully meshed
Frame Relay service has a PVC not only to a central site, but also to every other site. This can lead
to several scaling problems when a large number of sites are involved. Some Layer 3 routing
issues, such as split horizons, also can occur on a multipoint network. Chapter 5 discusses this in

more depth.
To configure Frame Relay switching, you need to perform the following tasks:

Step 1. Enable Frame Relay switching.
Step 2. Configure interface LMI and Frame Relay interface type.

Step 3. Configure PVCs with the frame-relay route command.

First, enable Frame Relay switching using the frame-relay switching global command from
configuration mode. Second, configure the serial interfaces for Frame Relay switching, as shown in
Figure 1-17. To perform this, use the encapsulation frame-relay command, along with the
commands frame-relay intf-type dce command and frame-relay Imi-type ansi on serial
Interface 5. Example 1-53 highlights the Frame Relay switch configuration.

Example 1-53 Frame Relay Multipoint Configuration

host name frame_sw tch
!

!
interface EthernetO
no i p address

shut down

!
interface SerialO
no i p address

interface Seriall

no i p address

encapsul ation franme-rel ay
cl ockrate 56000
frane-relay intf-type dce

|



!

<<<text omtted>>>

!

nterface Serial5

no i p address
encapsul ati on frane-rel ay
cl ockrate 56000

T Greates and maps DLOI 113 to DLO

T reates and maps DLOI 31 to DLOI
T Creates and maps DLOI 32 to DLO 23

frane-relay intf-type dce

<<<text omtted>>>
end

To see if your Frame Relay switch is working, you need to configure the DTE, or router side of the
network. When this is complete, the PVCs will become "active." Example 1-54 illustrates the Frame

Relay configuration of R1, R2, and R3.

Example 1-54 The Significant Configuration Portions of R1, R2, and R3

host nanme r1

!

interface Serial0

i p address 172.16.17.1 255.255.255.0
encapsul ati on frane-rel ay

frane-relay map ip 172.16.17.2 112 broadcast

frane-relay map ip 172.16.17.3 113 broadcast
!

host nanme r2

|

nterface SerialO

ip address 172.16.17.2 255.255.255.0

no i p directed-broadcast

encapsul ati on frane-rel ay

no i p nroute-cache

frame-relay map ip 172.16.17.1 21 broadcast

frame-relay map ip 172.16.17.3 23 broadcast
!

host nanme r3

|
interface SerialO

ip address 172.16.17.3 255.255.255.0

no i p directed-broadcast

encapsul ation franme-rel ay

no i p nroute-cache

frame-relay map ip 172.16.17.1 31 broadcast
frame-relay map ip 172.16.17.2 32 broadcast
frane-relay I m-type ansi
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When this is complete, enter the show frame-relay route command to ensure that all
connections are up and active. Also verify that LMI is correctly configured with the show frame-
relay Imi command. These two commands manifest themselves in Example 1-55.

Example 1-55 The show frame-relay route and show frame-relay Imi
Commands

frame_sw t ch#show frane-relay route

I nput Intf I nput Dl ci Qut put Intf Qut put Dl ci St at us
Serial O 21 Seriall 112 active
Serial O 23 Serialb 32 active
Seriall 112 SerialO 21 active
Seriall 113 Serial5 31 active
Serial b 31 Seriall 113 active
Serialb 32 Serial0 23 active

frame_sw tch#
frame_sw t ch#show frane-relay I m

LM Statistics for interface Serial0 (Frame Relay DCE) LM TYPE = Cl SCO

Invalid Unnunbered info O Invalid Prot Disc O
Invalid dummy Call Ref O Invalid Msg Type O
Invalid Status Message O Invalid Lock Shift O
Invalid Information ID O Invalid Report IE Len O
Invalid Report Request O Invalid Keep IE Len O
Num St atus Eng. Rcvd 188 Num St atus nsgs Sent 188
Num Update Status Sent 0 Num St Eng. Tinmeouts O
LM Statistics for interface Seriall (Frame Relay DCE) LM TYPE = Cl SCO
Invalid Unnunbered info O Invalid Prot Disc O
Invalid dumry Call Ref O Invalid Msg Type O
Invalid Status Message O Invalid Lock Shift O
Invalid Information ID O Invalid Report IE Len O
Invalid Report Request O Invalid Keep IE Len O
Num St at us Eng. Rcvd 188 Num St at us nsgs Sent 188
Num Update Status Sent O Num St Eng. Tinmeouts O
LM Statistics for interface Serial5 (Frane Relay DCE) LM TYPE = ANSI
Invalid Unnunbered info O Invalid Prot Disc O
Invalid dumry Call Ref O Invalid Msg Type O
Invalid Status Message O Invalid Lock Shift O
Invalid Information ID O Invalid Report IE Len O
Invalid Report Request O Invalid Keep IE Len O
Num St atus Eng. Rcvd 185 Num St at us nsgs Sent 185
Num Update Status Sent O Num St Eng. Tinmeouts 1

frame_sw t ch#
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Lab 6: Configuring Remote Access to the Lab—Part |

Practical Scenario

Attaching a modem to an auxiliary port or an asynchronous line provides a useful out-of-band
method of management for routers and switches. You can provide a complete "configuration
safety net" for your network with the placement of an access server at a central site. The access
server would connect the console ports of all the routers at the central site; when combined with
an analog modem, this provides a reliable method of access to your network.

Lab Exercise

This is the final lab of Chapter 1, and it serves as the springboard for all the other labs in this

text. From this point on, you use this access server to configure the routers in the lab. To further
enhance access to the lab, you add a modem to the last asynchronous port on the access server.
This device serves as a key device in modeling some of the most complex internetworks known

today. Therefore, the name Skynet is used to give the access server and models some character.

Lab Objectives

« Refer to Figure 1-18, and cable the access server as shown.

Figure 1-18. Lab 6: Physical Layout

Access Server
skynet_access

Router 1 7= Madem

(r1) . =

Router 2 ==

Router 3 == _
(r3) . ii Line 4
Router 4 (= —="—=
(rd) . ‘7

« Configure a reverse Telnet session from the access server to all the routers attached to
Octal cable. Use an IP host-name table to ease the use of reverse Telnet sessions.

« Configure the modem on the asynchronous line to accept an analog dialup session into the
router.

.-—.-..r"

T

Loopback 0-1P-201.201.201.1/24

Equipment Needed

« One Cisco 2509-2511, Cisco 2600, or Cisco 3600 for the access server, along with the
asynchronous module and octal cable.

« One to five other routers. (Only one is needed to complete this lab.)

« One analog modem, modem head-shell, and Cisco rolled cable.
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Physical Layout and Prestaging

Asynchronous connections should be connected as noted in Figure 1-18.
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Lab 6: Configuring Remote Access to the Lab—Part Il

Lab Walkthrough

The first step in configuring Skynet is to attach the routers and the modem as indicated in Figure
1-18. After attaching all the physical devices, verify what absolute line they exist on through the
show line command, as demonstrated in Example 1-56. Note the column on the left side—the
asynchronous lines are the ones denoted as TTY.

Example 1-56 The show line Command Performed on the Access Server

Rout er #show | i ne

Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noi se Overruns I nt
* 0 CTY - - - - - 0 0 0/0 -
1 TTY 9600/ 9600 - - - - - 0 0 0/0 -
* 2 TTY 9600/9600 - - - - - 0 1 37/ 110 -
* 3 TTY 9600/ 9600 - - - - - 0 1 3/11 -
4 TTY 9600/ 9600 - - - - - 0 1 0/0 -
5 TTY 9600/ 9600 - - - - - 0 1 0/0 -
6 TTY 9600/ 9600 - - - - - 0 1 0/0 -
7 TTY 9600/9600 - - - - - 0 0 0/0 -
8 TTY  9600/9600 - - - - - 0 0 0/0 -
9 TTY 9600/9600 - - - - - 0 0 0/0 -
10 TTY 9600/ 9600 - - - - - 0 0 0/0 -
11 TTY 9600/9600 - - - - - 0 0 0/0 -
12 TTY 9600/ 9600 - - - - - 0 0 0/0 -
13 TTY 9600/ 9600 - - - - - 0 0 0/0 -
14 TTY 9600/9600 - - - - - 0 0 0/0 -
15 TTY 9600/ 9600 - - - - - 0 0 0/0 -
16 TTY 9600/ 9600 - - - - - 0 0 0/0 -
17 AUX  9600/9600 - - - - - 0 0 0/0 -
18 VTY - - - - - 0 0 0/0 -
19 VTY - - - - - 0 0 0/0 -
20 VTY - - - - - 0 0 0/0 -
21 VTY - - - - - 0 0 0/0 -
Tty Typ Tx/ Rx A Mbdem Roty AccO Accl Uses Noi se Overruns I nt
22 VTY - - - - - 0 0 0/0 -
Rout er #

Lines 1 through 4 are the TTY lines to which you have attached the routers. Therefore, you need
to add the following to these lines:

« transport input all
« NO exec

To make reverse Telnet sessions easier to open, you add a host table for each router, pointing to
ports 2001 through 2004. To facilitate the reverse Telnet session, you also need to add a
loopback interface. Example 1-57 shows the configuration of skynet_access.

Example 1-57 Initial Configuration of the Access Server Called
skynet_access
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Rout er #conf t
Enter configuration commands, one per line. End with CNTL/Z.
Rout er (confi g) #host nane skynet _access
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skynet access(config)#i p host r3 2003 201.201.201.1
skynet access(config)#i p host r4 2004 201.201.201.1
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To complete the lab, you must configure Line 5 for a modem. To accomplish this task, add the
following to Line 5:

. transport input all
« modem inout
« modem autoconfigure discovery

In Example 1-58, you add the preceding commands to Line 5. Be sure to also include an enable

password—without this, the remote session will not be capable of entering privilege mode to
configure the router.

After adding the new commands, perform the show line command, followed by the show line 5
command. In the resulting output, look for Line 5 to be configured as a modem. Also ensure that
the modem is correctly configured and that CTS is detected.

Example 1-58 The Line Configuration for a Modem and show line
Command in Use

%] (7]
~ ~
< <
= >S5
¢} D
— —
| |
Q Q
o (¢]
o o
(¢} D
[7)] (7]
(7] (7]
—~ —~
o (@]
o o
> 5
— —
« «
~ ~
. **
>
(¢°]
6]

) " n

x x

< < <

> o s

@ D D

- o~ -+

| (.

Q S O]

o o0

o o0

@ D D

) n n

) n n

H+ T+

n o

=> o

o >

= . A )

— «Q

> HH*

@ S I
N

131



Tty Typ Tx/ Rx A Mbdem Roty AccO Accl Uses Noi se Overruns I nt
* 0 CTY - - - - - 0 0 0/0 -
1 TTY  9600/9600 - - - - - 0 0 0/0 -
* 2 TTY 9600/9600 - - - - - 0 1 145/ 437 -
* 3 TTY  9600/9600 - - - - - 0 1 109/ 328 -
4 TTY  9600/9600 - - - - - 0 1 0/0 -
5 TTY 115200/ 115200- i nout - - - 0 1 0/0 -
6 TTY  9600/9600 - - - - - 0 1 0/0 -
7 TTY 9600/ 9600 - - - - - 0 0 0/0 -
8 TTY  9600/9600 - - - - - 0 0 0/0 -
9 TTY 9600/ 9600 - - - - - 0 0 0/0 -
10 TTY 9600/ 9600 - - - - - 0 0 0/0 -
11 TTY 9600/ 9600 - - - - - 0 0 0/0 -
12 TTY 9600/ 9600 - - - - - 0 0 0/0 -
13 TTY  9600/9600 - - - - - 0 0 0/0 -
14 TTY 9600/ 9600 - - - - - 0 0 0/0 -
15 TTY 9600/ 9600 - - - - - 0 0 0/0 -
16 TTY  9600/9600 - - - - - 0 0 0/0 -
17 AUX  9600/9600 - - - - - 0 0 0/0 -
18 VTY - - - - - 0 0 0/0 -
19 VTY - - - - - 0 0 0/0 -
20 VTY - - - - - 0 0 0/0 -
21 VTY - - - - - 0 0 0/0 -
Tty Typ Tx/ Rx A Mbdem Roty AccO Accl Uses Noi se Overruns I nt
22 VTY - - - - - 0 0 0/0 -
skynet access#show line 5
Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noi se Overruns I nt
5 TTY 115200/ 115200- i nout - - - 0 1 0/0 -
Line 5, Location: "", Type:
Length: 24 lines, Wdth: 80 colums
Baud rate (TX/RX) is 115200/ 115200, no parity, 2 stopbits, 8 databits
Status: No Exit Banner, Mdem Detected
Capabilities: Mbdem Call out, Modem Rl is CD, Mydem Di scovery
Modem state: ldle
Group codes: 0
Modem hardware state: CTS noDSR DTR RTS, Mddem Confi gured
Speci al Chars: Escape Hold Stop Start Disconnect Activation
ANY none - - none
Ti meout s: | dl e EXEC I dl e Session Modem Answer  Sessi on Di spatch
00: 10: 00 never none not set
I dl e Session Di sconnect Warning
never
Logi n- sequence User Response
00: 00: 30
Aut osel ect Initial Wit
not set

Modem type is usr_sportster

Session linmt is not set.

Time since activation: never

Editing is enabl ed.

Hi story is enabled, history size is 10.
DNS resol ution in show comrmands is enabl ed
Ful | user help is disabled

Al l owed transports are |lat pad v120 nop tel net
No out put characters are padded

No speci al data dispatching characters
skynet _access#

rlogin nasi.

Preferred is |lat.
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When the configuration is complete, you can test it by making an analog connection by using
HyperTerminal or another terminal emulator, such as ProComm.

From this point on, the configuration of the access server will remain fairly static. You should have
access to all the routers in the stack through reverse Telnet, along with analog access to the lab.

You now should have the groundwork necessary to begin practical studies in internetworking.
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Part II: Modeling LANS

Chapter 2 LAN Protocols: Configuring Catalyst Ethernet and Token Ring Switches

Part Il Modeling LANs
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Chapter 2. LAN Protocols: Configuring Catalyst
Ethernet and Token Ring Switches

In the realm of networking, no technology is outpacing that of local-area networks (LANS). In
less than a decade, LANs have become common in many homes and are a "must" for any
small business. Many, if not all, new commercial buildings are wired with some type of copper
or fiber cable plant for local-area networking. Even when you travel, many hotels offer the
use of a LAN to access the Internet. Many new residential communities are incorporating
what you might call community-area networks, or CANs, in which homes will be connected
through LANs to provide Internet service or another related service.

Not only is the number of LANs multiplying, but bandwidth also is multiplying exponentially.
The standards that have been written and adopted for LAN protocols in the last 10 years
have been tremendous. For example, in March 2002, 10-Gb Ethernet, 802.3ae, is scheduled
for formal ratification, and 100-Gb Ethernet seems inevitable. To put leaps in technology like
this in perspective, we use the less than scientific "Twinkie Theory." If a Twinkie represents
the bandwidth available on a 10-Mb Ethernet network, a 10-Gb Ethernet network would be a
Twinkie roughly 333 feet long and 100 feet tall—now that's a big Twinkie!

NOTE

A community-area network (CAN) can be defined as one or more personal
homes sharing a common networking architecture.

LAN protocols have changed rapidly, and there have been many winners and losers in the
battle for the LAN. Standards such as 100VG AnyLAN never were fully adapted, whereas
other LAN protocols, such as FDDI 11, have had all development halted. Ethernet currently
dominates the vast majority of the market share, with some estimates putting it at more
than 90 percent. Although Token Ring networks are not nearly as plentiful as Ethernet
Networks, they still are found at most major data centers running IBM mainframes. For these
reasons, this text focuses primarily on Ethernet and Token Ring LANs and switching.
Specifically, we will discuss Ethernet and Token Ring LANs, and the configuration of Catalyst
4000/5500/6500, Catalyst 2900XL/3500, and Catalyst 2900 families of switches.
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Ethernet LANS
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Ethernet: A Brief History of an Evolutionary Protocol

Ethernet's history is colorful. Its conception occurred at the Xerox Palo Alto Research Center (PARC),

developed by Bob Metcalfe in 1972. In 1979, Digital Equipment Corp., Intel, and Xerox standardized the
DIX V1.0 frame; two years later, they refined it with the Version 2.0 frame. In 1981, the Institute of

Electrical and Electronic Engineers (IEEE) project 802 decided to form the 802.3 subcommittee, which is
almost synonymous with the Ethernet that we know today. Table 2-1 provides a great description of the
evolution of the Ethernet standard; this standard can be found in its original form in Switched, Fast, and
Gigabit Ethernet, 3rd edition, by Robert Breyer and Sean Riley.

Breyer and Riley refer to Ethernet as an evolutionary protocol versus a revolutionary protocol. Evolutionary
innovations build on the current installed base and provide some form of migration path. As a revolutionary
protocol, it will have some form of radical breakthrough that usually does not build on the current
infrastructure. Ethernet is more than 25 years old and still is building a clear future for local-area networks.
For further reading on the history of Ethernet, the 100-Mbps wars, and Gigabit Ethernet standards, see
Switched, Fast, and Gigabit Ethernet, 3rd edition, by Robert Breyer and Sean Riley.

NOTE

The IEEE name convention works in the following manner. In the name 10Base-T, the 10
indicates the transmission speed in megabytes per second. The Base indicates baseband

transmission. The T stands for unshielded twisted-pair cable, while F stands for "fiber." Early
versions of Ethernet used a number to indicate cable segment length, such as 10Base-5 and
10Base-2, but this naming convention had to be dropped because of Ethernet's capability to
have multiple cable lengths running on the same standard.

Table 2-1. Evolution of the Ethernet Standard

Link

Segment
Colloquial Official Length
Ethernet Ethernet IEEE Spec. | Speed LAN in Medium
Standard Abbreviation |Supplement | (Mbps) | Topology | Meters | Support
Thick Ethernet |10Base-5 802.3 10 Bus 500 m 50-ohm
Mbps coaxial
(thick)
Thin Ethernet/ |10Base-2 802.3a 10 Bus 185 m 50-ohm
Thinnet Mbps coaxial
(thin)
Broadband 10Broad-36 802.3b 10 Bus 1800 m |75-ohm
Ethernet Mbps coaxial
10-Mbps Repeaters 802.3c 10 Bus — 50-ohm
Repeaters Mbps coaxial
(thick/
thin)
Fiber-optic FOIRL 802.3d 10 Star 1000 m |Optical
Inter-Repeater Mbps fiber
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StarLAN 1Base-5 802.3e 1 Mbps |Star 250 m 100-ohm
two-pair
Cat 3-UTP
StarLAN 1Base-5 802.3f 1 Mbps |Star 250 m 100-ohm
Multipoint two-pair
Cat 3-UTP
Layer 802.3h 10 — — _
Management Mbps
Twisted-Pair 10Base-T 802.3i 10 Star 100 m 100-ohm
Ethernet Mbps two-pair
Cat 3
Fiber Ethernet |10Base-F 802.3j 10 Star/bus |< 2000 Optical
Mbps m fiber
Layer 802.3k 10 Star — —
Management Mbps
for 10-Mbps
Repeaters
10Base-T 10Base-T 802.3lI 10 Star < 2000 Multimode
Protocol PICS Mbps m or single-
Implementation mode
Conformance fiber
Statement
(PICS)
Second 802.3m 10 — — —
Maintenance Mbps
Ballot
Third 802.3n 10 — — —
Maintenance Mbps
Ballot
Layer 802.3p 10 — — —
Management Mbps
for MAUs
Guidelines for 802.3q — — — —
Development of
Managed
Objects
(GDMO)
10Base-5 PICS |10Base-5 802.3r 10 — — —
PICS Mbps
Fourth 802.3s 10 — — —
Maintenance Mbps

Ballot
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120-Ohm 802.3t 10 — 100 m 120-ohm
Cables for Mbps two-pair
10Base-T
Cat 3 UTP
Fast Ethernet 100Base-TX |802.3u 100 Star 100 m 100-ohm
Mbps two-pair
Cat 5 UTP
Fast Ethernet 100Base-T4 802.3u 100 Star 100 m 100-ohm
over Cat 3 Mbps four-pair
Cat 3 UTP
Fast Ethernet 100Base-FX |802.3u 100 Star < 2000 Optical
over Fiber Mbps m fiber
150-Ohm 802.3v 10 — 100 m 150-ohm
Cables for Mbps two-pair
10Base-T
Cat 3 UTP
Enhanced MAC |BLAM 802.3w — — — _
or Binary
Logarithmic
Arbitration
Method
Full-Duplex/ FDX 802.3x 10 — — _
Flow Control Mbps
Fast Ethernet 100Base-T2 |802.3y 100 Star 100-ohm
over Two-Pair Mbps two-pair
Cat 3
Cat 3 UTP
Gigabit 1000Base-SX |802.3z 1000 Star 300 m Multimode
Ethernet Short Mbps fiber
Haul
Gigabit 1000Base-LX |802.3z 1000 Star 550 m Multimode
Ethernet Long Mbps fiber
Haul
Gigabit 1000Base-CX |802.3z 1000 Star 3000 m Single-
Ethernet Mbps mode fiber
25 m
Twin-ax
150-ohm
copper
Fifth 100Base-T 802.3aa 100 — — —
Maintenance Mbps

Ballot
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Gigabit 1000Base-T 802.3ab 1000 Star 100 m Cat 5 UTP
Ethernet for Mbps
Cat 5 Cat 5e
VLAN Frame VLAN 802.3ac — — — —
Extension
Trunking Link 802.3ad — — — —
aggregation
10 Gigabit 10000Base 802.3ae 10,000 |Star 100 m—300 [Multimode
* fib
Ethernet] Mbps ™ e
2 km—-40 Single-
km mode fiber
VLAN Tagging [VLAN tagging (802.1Q — — — —
Secure Data Secure VLANs |802.10 — — — —
Exchange SDE
Traffic Priority 802.1p — — — —
Expediting switching
MAC Bridges, MAC bridges [802.1D — — — —

Spanning Tree

[*1 802.ae is not in its final form, but the drafts indicate these operating specifications
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Ethernet Technical Overview

Ethernet is extremely popular, and many fine books and whitepapers have been written on it.
For these reasons, we assume that you have some background in Ethernet technology;
therefore, this chapter does not cover Ethernet frames, hubs, and cables in any great length.
You should become familiar with the different Ethernet frame types, DIX Version II, and
802.2 frames, as well as the different media types used in Ethernet. This chapter instead
focuses more on Spanning Tree, Fast Ethernet, Gigabit Ethernet, and Ethernet and Token
Ring switching.

Ethernet Operation

Ethernet operates at the OSI Layer 2, the data link layer. The data link layer actually is
divided into two sublayers: the MAC layer and the Logical Link Control (LLC) layer. The LLC
layer—802.2, in this case—is a standardized interface between a hardware-specific MAC and
a Layer 3 protocol.

The MAC layer has the following responsibilities:

« Generating the physical source and destination address for a frame. These are 48-bit
industry-wide unique addresses; the first 3 bytes are assigned by the IEEE, and the
last 3 bytes are vendor-unique.

« Ensuring reliable transmissions.

« Synchronizing data transmissions.

« Performing error recognition.

o Performing flow control.

Table 2-2 lists the common physical characteristics of 10-Mbps, 10-Mbps, and 1000-Mbps
Ethernet.

Table 2-2. Common Ethernet Specifications

Specification 10-Mbps 100-Mbps 1000-Mbps
Minimum frame 512 bits/64 bytes |512 bits/64 4096 bits/512
bytes bytes

Bit time ( s) 0.1 s 0.01 s 0.001 s

M M M 4
Maximum round- 51.2 s 512 s 4.096 s
trip delay (IJ s) M M M
Maximum network |Approximately 457 milleseconds |3661
diameter, with no 45710 milleseconds
repeaters (meters) |milleseconds
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Maximum number |Approximately 5 1 Class | 1
of repeaters in a repeater or 2
collision domain Class Il

repeaters

Ethernet CSMA/CD

Ethernet technology commonly is referred to as carrier-sense multiple access collision detect
(CSMA/CD). Ethernet transmits frames in the following manner:

1. Carrier sense— This also is known as "listen before talking." An Ethernet station
wanting to transmit a frame listens to the medium before it transmits to ensure that
the medium is available.

2. Talk if quiet— If the channel is quiet for a specific amount of time, the interframe
gap (IFG) before the station might begin a transmission. If the channel is busy, it is
monitored until it becomes free for the length of IFG timer; after that time,
transmission might begin.

3. Collision— A collision is measured as an excess of voltage on the "cable" or medium.
A collision usually is caused by two stations transmitting data at the same time. If a
collision occurs, both frames are destroyed.

4. Collision detection— If a station detects a collision during transmission, that
transmission immediately stops. A signal jam also is sent on the media to destroy any
fragmented frames, preventing corrupted data.

5. Backoff— After a collision, a stations waits a period of time called the backoff period.
The backoff timer is a random timer generated by a backoff algorithm. This prevents
all stations from trying to transmit at the exact same time after a collision. After the
backoff timer expires, the station attempts to retransmit the frame. If another
collision happens, the station keeps trying to retransmit the frame for 16 times. After
16 unsuccessful attempts, the frame is dropped.

Half- and Full-Duplex Ethernet

Ethernet was developed on older coax type cables capable of transmitting or receiving a
signal at any given time. This is precisely why Ethernet needed CSMA/CD technology. With
the advent of switches, running Ethernet over UTP and fiber, full-duplex Ethernet became
available. Full-duplex Ethernet allows a station to simultaneously transmit and receive data.
Ethernet frames are transmitted and received simultaneously on two pairs of UTP or fiber at
any given time. Full-duplex Ethernet is essentially Ethernet without CSMA/CD. Full-duplex
mode basically doubles the bandwidth of Ethernet! To run full-duplex Ethernet, the station
and switch both must be capable and configured for full-duplex operation. A hub with
multiple stations cannot operate in full-duplex mode.

NOTE

A station not operating in the correct duplex mode will generate an enormous
number of collisions on the port where it is located. These collisions mostly likely
will be registered as "late collisions."” Be sure that the port on the switch and the
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end station are operating in the same duplex mode.

Fast Ethernet

In May 1995, the IEEE adopted the Fast Ethernet standard, 802.3u. Years later, after battling
FDDI, 100VG AnyLAN, and ATM, this standard became the prominent type of LAN. As costs
per port dropped along with the prices of network interface cards (NICs), Fast Ethernet won
out over FDDI and 100VG AnyLAN and ATM for many reasons:

« It allows a clean and inexpensive migration path from existing 10-Mbps Ethernet
networks. At first, it could run only fiber and Cat 5 UTP, but as Table 2-1 indicates, it
now can run over almost every media type.

« Fast Ethernet didn't require costly fiber connections and didn't require complex
configurations.

. Fast Ethernet addresses QoS with enormous amounts of bandwidth, while relying on
the upper layers or network design to provide QoS.

« Basically, Fast Ethernet became a plug-and-play tenfold upgrade of the LAN. 100-Mb
networks evolved out of 10-Mb networks across data centers everywhere.

Some important features and specifications of Fast Ethernet are as follows:

« The 100Base MAC uses the original Ethernet MAC operating at 10 times the speed.
This is completely backward compatible with 10-Mbps Ethernet.

« 100Base-T includes a specification for an MII interface. A MII interface is a 100-Mbps
version of the AUl adapter.

« Fast Ethernet supports full- and half-duplex functionality.

. Fast Ethernet operates over a wide array of different physical layers: Cat 5, Cat 3,
fiber, and so on, as listed in Table 1-2.

Gigabit Ethernet

The ink was hardly dry on the Fast Ethernet standard, and the IEEE started to work on the
802.3z, or Gigabit Ethernet, standard. Three short years later, in June 1998, the 802.3z
standard officially was adopted. For the most part, the Gigabit standard is the Fast Ethernet
standard multiplied by 10. This is why 10-Gb Ethernet products are right around the corner
and 100-Gb Ethernet is an eventuality.

Some important features and specifications of Gigabit Ethernet are as follows:

« Gigabit Ethernet uses the 802.3 frame format, identical to that of 10-Mbps and 100-
Mbps Ethernet.

« Itincludes a specification for a Gigabit MIl (GMII). Unlike 10-Mbps Ethernet and 100-
Mbps Ethernet, the GMII is an electrical specification and does not include a physical
connector. Cisco's physical Gigabit interfaces are called GBICs. The type of GBIC
determines the physical gigabit connection. There are currently multimode fiber
(MMF), single-mode fiber (SMF), and UTP GBICs, as well as a Cisco proprietary GBIC
called a Gigastack.

One element that makes Gigabit Ethernet one of the most versatile protocols in years is the
concept of the GMII. Except for the strictly 1000Base-TX switches, most Gigabit Ethernet
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switches come with open ports for GBICs. Depending on your network needs, you can put
any type of GBIC in this port. With the click of a GBIC, your network can change from a
limited 100-m copper-based network to a 10,000-m fiber-based network! The sections that
follow cover the more common GBICs, Gigabit standards, and length limitations.

1000Base-SX Gigabit Ethernet

1000Base-SX GBICs use a laser-based wavelength of 850 nms. Depending on the cable type,
SX GBIC operates at distances of 220 m to 550 m, as listed in Table 2-3. Wavelengths up to

850 nm are visible to the human eye.

Table 2-3. 1000Base-SX Cable Limitations

Standard Cable Size (Microns) Max. Distance (m)
1000Base-SX 62.5-um multimode fiber 275 m
1000Base-SX 50-um multimode fiber 550 m

1000 Base-LX Gigabit Ethernet

LX GBICs use a laser-based wavelength of 1300 nms. Depending on the cable type, LX GBIC
operate at distances of 550 m to 5000 m, as listed in Table 2-4. Cisco also supports an LH

and LX GBIC, which extends the IEEE 1000Base-LX maximum distance of 5 km.

Table 2-4. 1000Base-LX Cable Limitations

Standard Cable Size (Microns) Max. Distance (m)

1000Base-LX 62.5-um multimode fiber 550 m

1000Base-LX 50-um multimode fiber 550 m

1000Base-LX 9/10-um single-mode fiber 5 km

1000Base-LH 62.5-um multimode fiber 550 m

1000Base-LH 50-um multimode fiber 550 m

1000Base-LH 9/10-um single-mode fiber 10 km

1000Base-ZX 9/10-um single mode fiber 70 km

1000Base-ZX 9/10 Disposition-shifted fiber 100 km

1000Base-CX Gigabit Ethernet

The CX standard is for operating Gigabit Ethernet over copper for short distances. 1000Base-
CX uses a 150-ohm balanced shielded copper cable. The distance of the CX standard is
limited to only 25 meters.

1000Base-T Gigabit Ethernet
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The IEEE standard for Gigabit Ethernet transmission over Cat 5 UTP is 802.3ab. The standard
defines the maximum distance to be 100 meters and the copper to be at least Cat 5 using
four pairs of wires, terminated with an RJ-45 jack. Figure 2-1 illustrates a GBIC.

Figure 2-1. GBIC Installation

GBIC

Squeeze in clips
and slide GBIC
into slot

NOTE

The Cisco Gigastack GBIC is a Cisco proprietary GBIC used on an uplink port to
connect Gigabit Ethernet switches.

Ethernet Autonegotiation

To simplify the configuration of Ethernet devices, the 802.3.u committee defined Fast Link
Pulse (FLP). FLP sends a series of pulses on the network that can deduce what duplex and
speed the link is operating at. The station and the hub/switch agree on the highest priority
and configure the station in that manner. Table 2-5 lists the priority that FLP uses. Both

devices need to support autonegotiation logic for autonegotiation to work.

Table 2-5. Ethernet Autonegotiation Prioritization 145



Priority

Speed and Duplex Settings

171

100Base-T2 full duplex

100Base-T2 half duplex

100Base-TX full duplex

100Base-T4 half duplex

100Base-TX half duplex

10Base-T full duplex

N[O~ WIN

10Base-T half duplex

T The priority of 1 eventually might be replaced by 1000Base-T full-duplex,

shifting the others down by one.

Infrastructure devices, such as routers and servers, always should have speed and duplex

settings fixed. Most 100-Mbps and greater NICs support full-duplex operation. Running at full-

duplex mode essentially doubles the capacity of Ethernet. Taking advantage of this is the
cheapest network upgrade that you will ever do!

NOTE

Duplex modes are a function of the hardware built into the network interface
card (NIC). Software upgrades will not allow you to run full-duplex mode. For

full-duplex mode to work, the station and the switch port must be capable of full-
duplex operation.
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802.1d Spanning-Tree Protocol (STP)

When Ethernet evolved from a single shared cable to networks with multiple bridges and
hubs, a loop-detection and loop-prevention protocol was needed. The 802.1d protocol,
developed by Radia Perlman, provided this loop protection. It did such a good job that when
most networks went from bridged networks to routed networks, so the importance of
Spanning Tree was almost forgotten. Because of this, Spanning Tree is probably the most
used but least understood protocol in the modern internetwork. But with the huge success of
Ethernet switching, Spanning Tree again becomes an important protocol to control and, more
importantly, understand. We will discuss why Spanning Tree has become so important in
switched Ethernet networks in upcoming sections.

Spanning Tree Operation

Spanning Tree's purpose in life is to elect a root bridge and build loop-free paths leading
toward that root bridge for all bridges in the network. When Spanning Tree is converged,
every bridge in the network has its bridged interfaces in one of two states: forwarding or
blocking. If the port has the best-cost path to the root bridge, it is forwarding and thus is the
shortest path to root. All other interfaces on the bridge are in a blocking state. STP
accomplishes this by transmitting special messages called Bridge Protocol Data Units
(BPDUs). BPDUs exist in two forms:

« A configuration BPDU, used for initial STP configuration
« A Topology Change Notification (TCN) BPDU used for topology changes

BPDUs are transmitted using a reserved multicast address assigned to all bridges. The BPDU
is sent out all bridged LAN ports and is received by all bridges residing on the LAN. The BPDU
is not forwarded off the LAN by a router. The BPDU contains the following relevant
information:

« Root ID— The ID of the bridge assumed to be root. Upon initialization, the bridge
assumes that it is root.

« Transmitting bridge ID and port ID— The BID of the bridge transmitting the
BPDU, and what port the BPDU originated from.

. Cost to root— The least-cost path to the root bridge from the bridge transmitting the
BPDU. Upon initialization, because the bridge assumes itself to be root, it transmits a
O for the cost to root.

The bridge ID (BID) is an 8-byte field composed from a 6-byte MAC address and a 2-byte
bridge priority. The MAC address used for the BID is generated from a number of sources,
depending on the hardware in use for the bridge. Routers use a physical address, whereas
switches will use an address from the backplane or supervisor module. Figure 2-2 illustrates

the BID. The priority value ranges from 0 to 65,535; the default value is 32,768.

Figure 2-2. The BID
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BID - 8 bytes

i -
Bridge
Priority MAC
a4 = =
2 bytes & bytes
Range: 0-65,535 from
Default: 32,768 Backplana/Supervisor

The path cost is used by bridges to determine the best possible path to root. Path costs
recently have been updated by the IEEE to include Gigabit and greater links. The lower the
path cost is, the more preferable the path is. Table 2-6 lists the STP cost values for LAN links.

Table 2-6. STP Cost Values for LAN Links

Bandwidth STP Cost

4 Mbps 250

10 Mbps 100

16 Mbps 62

45 Mbps 39

100 Mbps 19

155 Mbps 14

622 Mbps 6

1 Gbps[i1 4

10 Gbps 2

[*] Before the IEEE standard was updated, the lowest value that STP could
attain was 1. An STP cost of 1 was used for all links greater than or equal to 1
Gb.

STP has five primary states that it transitions through during its operation. When STP
converges, it is in one of two states, forwarding or blocking. Table 2-7 lists the states of STP.

Table 2-7. Various STP States
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User Data Being

STP State STP Activity Passed
Disabled Port is not active; it is not participating |No

in any STP activity.
Broken The 802.1q trunk is misconfigured on No

one end, or the default/native VLANs do

not match on each end.
Listening Port is sending and receiving BPDUs. No
Learning A loop-free bridging table is being built. |No
Forwarding |User data is being sent and received. Yes
Blocking User traffic is not permitted out the No

port.
PortFastl] |Listening/learning states. Yes

"1 portrast is a Cisco-specific states that allow user data traffic to be
forwarded during the STP convergence process.

The ports transition from one state to another, as depicted in Figure 2-3.

Figure 2-3. The STP Transition
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Let's examine each of these states in more detail.

Disabled

This state appears when a bridge is having problems processing BPDUs, when a trunk is
improperly configured, or when the port is administratively down.

Listening

When a bridge port initializes or during the absence of BPDUs for a certain amount of time,
STP transitions to the listening state. When STP is in this state, the port is actually blocking
and no user data is sent on the link. STP follows a three-step process for convergence:

1. Elect one root bridge— Upon initialization, the bridge begins sending BPDUs on all
interfaces. A root bridge is chosen based on the bridge with the lowest BID. Recall
that the BID is a combination of a priority and MAC address. In the event of a tie, the
bridge with the lowest MAC address is chosen as root. All ports of the root bridge are
put in the forwarding state.

2. Elect one root port for every nonroot bridge— After a single root bridge has been
elected, STP elects a single root port on each bridge that is not root. The root port is
the bridge's best path to the root bridge. When a root port is elected, it is put into the
forwarding state. To determine what port should be a root port, STP follows this
decision process:

a. Lowest root BID

b. Lowest path cost to root bridge; the cumulative cost of the all paths to root
c. Lowest sender BID

d. Lowest port ID

When a bridge receives a BPDU, it stores it in a bridge table for that port. As new
BPDUs are received on that port, they are compared to existing BPDUs. Using the four-
step process listed previously, BPDUs that are more attractive or that have lower

costs are kept, and the other ones are discarded. The primary variable that influences
the root port election is the cost to the root bridge. This is the cumulative path cost of
all links to the root bridge.

3. Elect one designated port/designated bridge for every segment— For every
segment, STP elects one port that will send and receive all information from that
segment to the root bridge. A root port can be thought of as the port that forwards
information to the root, whereas the designated port can be thought of as the port
that sends traffic away from the root. This rule applies mostly to shared-media
bridges, or routers. Designated ports on back-to-back switched trunk lines do not
follow this rule.

4. All remaining ports become nondesignated ports and are put in blocking
mode.
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Learning

Ports that remain designated or root ports for a period of 15 seconds, the default forward
delay, enter the learning state. The learning state is another 15 seconds that the bridge waits
while it builds its bridge table.

Forwarding and Blocking

When the bridge reaches this phase, ports that do not serve a special purpose, such as a root
port or a designated port, are called nondesignated ports. All designated ports are put in a
forwarding state, while all nondesignated ports are put into a blocking state. In the blocking
state, a bridge does not send any configuration BPDUs, but it still listens to them. A blocking
port also does not forward any user data.

Figure 2-4 illustrates a basic configuration, with the appropriate ports marked.

Figure 2-4. STP Ports and Roles
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STP Timers

STP has three basic timers that regulate and age BPDUs: a hello timer, a forward delay timer,
and a max age time. The timers accomplish the following for STP:
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« Hello timer— The default hello timer is 2 seconds. This is the amount of time
between configuration BPDUs sent by the root bridge.

« Forward delay timer— This timer is the default 15 seconds that the routers wait
while building its bridging table. The listening and learning stages each use this single
15-second timer.

« Max age timer— The max age timer is how long a BPDU is stored before it is
flushed. If this timer expires before the interface receives a new BPDU, the interface
transitions to the listening state. An expired max ageparameter usually is caused by a
link failure. The default value is 20 seconds.

STP uses the hello timer to space BPDUs and has a keepalive mechanism. The hello timer
always should prevent the MAX age value from being hit. When the max agetimer expires, it
usually indicates a link failure. When this happens, the bridge re-enters the listening state.
For STP to recover from a link failure, it takes approximately 50 seconds; it takes 20 seconds
for the BPDU to age out, the max age; and it takes 15 seconds for the listening state and 15
seconds for the learning state.

NOTE

Two other forms of STP exist besides IEEE 802.1d. DEC and IBM are two other
forms of Spanning Tree in use. The operation of all forms of STP is similar, and
Cisco routers support all forms.

By now, you might be asking yourself, how could a protocol like this play a role in the
modern network, with a Layer 2 protocol, 2-second hellos, and a 50-second convergence
time? Because a switch is a Layer 2 device, all VLANs use Spanning Tree to build loop-free
paths between switches. Cisco implements Per VLAN Spanning Tree (PVST). With PVST, there
is one instance of Spanning Tree running in every VLAN. Now, take a modern network with
50 VLANSs, that's 50 instances of Spanning Tree running on every trunk and every switch!
Quickly, the need to understand and control this protocol becomes evident. Because this is so
important, controlling Spanning Tree is one of major focuses of the section, "Configuring

Catalyst Ethernet Switches."
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Ethernet Switching

In the early 1990s, Kalpana, Grand Junction, and Bay Networks started to ship some of the first Ethernet switches. The Bay Networks 28115 was
one of the first switches to introduce 10/100 auto-sensing ports and virtual LANs (VLANS). More importantly, all switches put an end to the old
Ethernet repeater rules, while increasing bandwidth. Until this point, many people were predicting that ATM would be the only high-speed protocol
in use on the LAN—and if it hadn't been for the Ethernet switch, they might have been right.

Ethernet switches provide several key advantages over traditional shared media LANs:

« Significant bandwidth improvement by limiting a collision domain to a single port.

« Scalability. Repeater rules are limited to a single port.

« VLAN capability. Broadcast domains can be located logically and are not limited by geographical boundaries.
« Enhanced security.

« Full-duplex capability.

A switch functions much like a multiport bridge. When VLANs are created, virtual bridges are created to join the ports in the VLAN. Broadcast,
unicast, and multicast traffic is forwarded to each member of the VLAN. The Catalyst 5500 series switch builds an address table by recording the
source MAC address of frames that it received from its interfaces. When a frame destined for an address not yet in the address table is received,
the switch floods the frame out all ports and trunks in the same VLAN as the frame was received. The switch does not forward the frame out the
interface that it received it. When a reply for that frame is received, the switch records the new address in the address table. The switch forwards
subsequent frames to a single port, without flooding it to all ports. Traffic can leave the VLAN only with the aid of a router or a Layer 3 switch
providing routing functionality.

Switches forward traffic in three primary modes:

« Store-and-forward— The port adapter reads the entire frame into memory and then determines whether the frame should be forwarded.
The frame is forwarded only if it does not contain any errors. Store-and-forward mode reduces the amount of errors on the LAN, but there is
a delay associated with reading and verifying the frame before forwarding it. In modern ASIC-based switches, the speed of the ASIC has
become so great that the latency associated with store-and-forward switches is a nonissue.

« Cut-through— In this mode, the port receives the first few bytes of a frame and analyzes the packet header to determine the destination
of the frame and immediately begins to forward that frame. The frame is not checked for any errors before forwarding, so this mode does
propagate bad frames on the network.

« Adaptive cut-through— This mode combines both aspects of cut-through and store-and-forward modes. In this mode, the port operates
in cut-through mode until a user-defined threshold of frame errors is detected. When the threshold is exceeded, the port switches to store-

and-forward mode.
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Broadcast Domains and Collision Domains

Two key concepts in switched networks are broadcast domains and collision domains. A broadcast domain is the area of the network that forwards
broadcasts from one portion of network to the next. A practical example of a broadcast domain is an IP or IPX subnet. A collision domain is a
function of the physical properties of a device. Devices in the same collision domain reside on the same "wire" or hub/repeater. Table 2-8 illustrates

how various network devices segment collision and broadcast domains.

Figure 2-5 illustrates where collision and broadcast domains reside on various devices

Figure 2-5. Collision and Broadcast Domains
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Table 2-8. How Various Network Devices Segment Collision and Broadcast Domains

Collision
domain

Broadcast
domain
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Hardware

Type Collision Domain Broadcast Domain

Hub/repeater All ports are in a single collision All ports are in a single broadcast domain.
domain.

Bridge Each port is a separate collision All ports are in a single broadcast domain.
domain.

Router Each port is a separate collision Each port is in a separate broadcast domain.1
domain.

Switch Each port is a separate collision Each port is configurable to be in the same or a separate
domain. collision domain.

[*1 Assuming that bridging is disabled
Virtual LANs (VLANS)

Many definitions for a VLAN exist. The definition that we chose to use is simple. Virtual LANS (VLANSs) can be easily defined as broadcast domains
that can extend geographical distances. When configuring Ethernet switching, every port must be assigned to a VLAN. The default VLAN is always
VLAN 1. When switches ship from the factory, they are in some ways plug-and-play. Every port is assigned to VLAN 1, so every port of the switch is
in a single broadcast domain. This makes migrating from shared Ethernet hubs to a basic switched network easy. VLANs always should be thought

of as simply broadcast domains. Most VLANs eventually become IP/IPX subnets or bridging domains. The basic design rules that apply to broadcast
domains also apply to VLANSs:

« A single subnet is used per VLAN.

« Do not bridge different VLANs together.

« A router/Layer 3 switch is needed to route between VLANSs.

« STP must run in each VLAN to prevent loops. This can be disabled, but it is not recommend.

Let's examine some basic switched networks, focusing on the differences in each one.

Figure 2-6 shows a basic VLAN configuration. The switch has VLANs 1 and 2 configured on it. Each VLAN is configured with a separate IP subnet. If

information needs to pass from VLAN 1 to VLAN 2, a router is required. Here, the router has an interface in each VLAN. Traffic going from one VLAN
to the other needs to first hit the router. The downfall in this configuration is that a single interface is required for every VLAN that needs to be
routed, severely limiting the scalability of networks like this.
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Figure 2-6. Per Interface VLAN Routing
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Figure 2-7 shows another basic VLAN configuration. The switch has VLANs 1 and 2 configured on it again. Here, the router has a single 100-Mbps

interface running a VLAN trunking protocol, such as 802.1q. Traffic going from one VLAN to the other must travel up the trunk to the router and
then back down the same trunk. Using a single trunk to route between VLANSs is the most economical way to accomplish routing between VLANSs.
This type of configuration often is referred to as a "router on a stick.”
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Figure 2-7. Router on a Stick
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The next evolution was to move the routing function from a standalone router to the switch itself; this is called Layer 3 switching. This move was
only logical because traffic is doubled up coming in and exiting the same router interface. At first, this was accomplished through the use of a route
switch processor (RSM), installed into a Catalyst 5500 series switch. More switches now are offering this capability. Figure 2-8 illustrates a Layer 3
switch.
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Figure 2-8. Layer 3 Switching
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VTP and Trunking Protocols

A powerful function of VLANSs is their capability to span distance. VLANs are communicated from switch to switch by the means of a VLAN Trunking
Protocol (VTP). VTP is used to maintain global VLAN information between switches. A VLAN management domain, or VTP domain, consists of one or
more switches interconnected and sharing the same administrative responsibility. Anytime that you want the VLANS on one switch to have
information about the VLANs on another switch (that is, when you want these two broadcast domains to communicate), you need to configure a
VTP domain and a trunk. VTP also tracks all the VLANs in a VTP domain and propagates these in a client/server manner from one switch to another.
The intent of VTP is to ease management and provide a common VLAN database across the VTP domain.

VTP advertisements are sent out on all trunk connections in Inter-Switch Link (ISL) frames, 802.1q frames, IEEE 802.10, or ATM LANE. VTP frames
are sent to the destination MAC address of 0100.0ccc.ccc with an LLC code of SNAP (AAAA) and a type of 2003 in the SNAP header. For VTP
messages to successfully be transmitted, the following must occur:

« VTP will accept only messages with the same domain name. If authentication is configured for that VTP domain, that, too, must match. The
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VTP name is case-sensitive.

« VTP will accept only messages with the same version, Type | or Type Il. This setting is controlled, with the V2 mode being either enabled on
both sides of the link or disabled. A switch might be VTP version Il—-capable and have V2 mode disabled. V2 mode is primarily for Token
Ring switches.

. Catalyst switches must be adjacent, and trunking must be configured between them. For Ethernet networks, the trunking protocol is dotql
(802.1q) or ISL. ATM uses LANE, and FDDI uses IEEE 802.10.

« VTP servers will synchronize with VTP clients only if the VTP client's revision number is less than that of the VTP server. If the VTP client's
revision number is equal to or greater than that of the VTP servers the client VLAN database will not synchronize.

After a trunk is established, VTP sends periodic advertisement out each trunk port. The VTP advertisements contain the following:

« VLAN IDs (ISL and 802q).

o Emulated LAN names for ATM LANE.

« 802.10 SAID values.

« VTP domain name and configuration revision number. The server with the highest revision number becomes the primary server. The
revision number is incremented every time a VLAN configuration change is made.

« VLAN configuration, VLAN ID, VLAN name, and MTU size for each VLAN.

« Ethernet frame format.

VTP has two versions, simply called version | and version Il. All the switches in the VTP domain must be on the same version. This rule does not
apply to the transparent-mode switches. Version Il offers the following, the most important being support for Token Ring:

« Token Ring support— VTP VII supports Token Ring LAN switching and VLANs (Token Ring Bridge Relay Function [TrBRF]). We will discuss
TrBRF more in upcoming sections.

« Unrecognized type— Length value (TLV) support is included. Unrecognized TLV is saved in NVRAM when the switch is in VTP server mode.

« Version-dependent transparent mode— VTP will forward VTP messages that do not match the domain name and version to switches
operating in VTP transparent mode.

. Consistency checks— Consistency checks are performed on VLAN names, and values are performed only upon new entry into the switch.

VTP operates in one of three modes:

« VTP server mode— In VTP server mode, VLANs can be created, modified, and deleted. VLAN information automatically is sent to all
adjacent VTP servers and clients in the same VTP domain. Caution always should be used when "clearing" a VLAN from the VTP server
because that VLAN will be deleted on all VTP servers and clients in that DTP domain. If two devices are configured as servers, the switch/
server with the highest VTP configuration revision will be the primary server. VLAN information is stored in the switches NVRAM.
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« VTP client mode— In VTP client mode, VLANs cannot be created, modified, or deleted. Only the name and the VTP mode and pruning can
be changed. The client is at the mercy of the VTP server for all VLAN information. The client still must assign ports to a VLAN, but the VLAN
will not be active on the switch unless the VTP server sends information to the client on that VLAN. Furthermore, VLAN information is stored
locally in the switch's NVRAM when it is received from the server on the Catalyst 2900XL/2500G series switches. The Catalyst
4000/5500/6500 series of switches do not store the VLAN database if configured has a VTP client.

« VTP transparent mode— In VTP transparent mode, VTP information that is local on the switch will not be advertised, but VTP information
received form other switches will be forwarded. VLANs can be created, modified, and deleted on transparent switches. VLAN information
also is stored in NVRAM. Table 2-9 highlights the various modes and operation.

Table 2-9. Various VTP Modes of Operation

Create,
Source VTP Propagate Local VTP Listen to VTP Modify, and VLAN Database
VTP Mode Messages Information Messages Delete VLANSs Saved Locally
Server Yes Yes Yes Yes Yes
Client Yes - Yes No ves/Nol1
Transparent |\ ,[**1 No ves21 Yes Yes

T The Catalyst 4000/5500/6500 series of switches do not store the VLAN database on VTP client switches. The Catalyst
2900XL/3500G series of switches do save this information and have the VLAN database upon initialization.

1 1n transparent mode, the switch does not participate in VTP. That is, it does not synchronize VTP databases. However, VTP
information still is received and sent out other trunk ports. Local VLAN information is not propagated by the trunks.

Table 2-10 lists the default VTP mode on Catalyst switches.

Table 2-10. Default VTP Settings
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VTP domain name Null

VTP mode Server
VTP version 2 updates Disabled
VTP security/password Disabled

VLAN Trunking Protocols

VTP requires trunks to transport VTP information. A trunk is considered a point-to-point link between Ethernet switch ports and another networking
device such as a router or another switch. Trunks have the capability to carry the traffic of multiple VLANs over a single link and extend VLANs
across the internetwork. Without the use of VTP and trunks, an IP subnet could never be partitioned across switches. VTP trunks allow for an
effective way to tie two broadcast domains together. Figure 2-9 illustrates how 802.1q trunks are used to tie VLANs 4 and 2 together.

Figure 2-9. VLAN Trunking
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Three primary trunking encapsulations are available for Ethernet:
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Inter-Switch Link (I1SL)— ISL is a Cisco proprietary trunking encapsulation. ISL is a frame-tagging protocol; the frames on the link
contain the standard Ethernet, FDDI, or Token Ring frame and the VLAN information associated with that frame. ISL is supported on links
that are 100 Mbps or greater in speed. ISL is an extremely efficient protocol, and it is the protocol that Cisco uses internally for Catalyst to
communicate with the route switch modules (RSMs) or other Layer 3 switching fabric. Spanning Tree is run on a per-VLAN basis (PVST) on
ISL trunks. This means that every VLAN has a root bridge, and trunks go into a forward/blocking mode for each VLAN on each trunk. PVST

is critical to control on large networks, as discussed in upcoming sections.

IEEE 802.1g— 802.1q is the industry-standard trunking protocol. 802.1q operates slightly differently than ISL. It runs Mono Spanning Tree
(MST) on the default VLAN for all VLANSs in the VTP domain. In MST, one root bridge is elected for the entire VTP domain; this is called the

Common Spanning Tree (CST). All VLAN information follows one path in this type of configuration. Cisco, understanding the need to control
Spanning Tree on large networks while controlling load, implements PVST on all 802.1q VLANs. The following is a list of other restrictions on

802.1q trunks:

- The default VLAN needs to be the same on both ends of the trunk. MST will run in this VLAN. It is critical that the default VLAN be
the same on third-party switches interacting with Cisco switches.

- As mentioned, 802.1q uses MST. Cisco overrides this, by default, with PVST. Because the BPDUs are handled differently between
Cisco and third-party switches, care should be taken whenever integrating these domains that Spanning Tree and the default VLANs
are consistent in both switches. The entire Cisco VTP domain looks like a single broadcast/ spanning tree domain to the third-party

switches.

- BPDUs on the native VLAN of the trunk are sent untagged to the reserved IEEE 802.1d Spanning Tree multicast MAC address (0180.
€c200.0000). The BPDUs on all other VLANs on the trunk are sent and tagged on the reserved Cisco Shared Spanning Tree (SSTP)
multicast MAC address (0100.0ccc.cccd).
IEEE 802.10— 802.10 was actually the first protocol that the industry tried to use for a VLAN trunking protocol. It originally was developed
for extra security on defense networks or large MANs. It primarily is used on FDDI networks today because of its limitations.

Dynamic ISL (DISL) and Dynamic Trunk Protocol (DTP)

Dynamic ISL was Cisco's first trunk-negotiation protocol. It exists on all Catalyst 5500 series software 4.1 and earlier. Originally, it was used to
negotiate trunks for the ISL protocol only. Later, in 4.2, DISL was replaced with Dynamic Trunk Protocol (DTP). DTP is essentially DISL that
attempts to automate ISL and 802.1q trunk configuration. DTP uses the reserved destination multicast address of 0100.0ccc.cccc for LAN networks
to negotiate trunks. In the default auto state, DTP messages are sent out every 30 seconds on all trunk lines. Depending on the mode of the port,

the port might become an ISL or 802.1q trunk. DTP operates in the following modes:

On— Puts the port in a permanent trunking state. It also tries to negotiate the link to be a trunk.

Off— Disables the port, and thereby the trunk.
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« Desirable— Makes the port attempt to convert to a trunk link. The port becomes a trunk if the neighboring port is set to on, desirable, or
auto modes.

« Auto— The port converts to a trunk if the neighboring port is set to on or desirable modes.

« Nonegotiate— Puts the port into trunking mode but prevents the port from sending DTP frames.

In actuality, this is really too many options for a trunk. Network administrators either configure a port as a trunk or they don't. It could be argued
that to have a network be so flexible the trunks can or should be added dynamically is a security risk. Table 2-11 illustrates the possible

combinations of trunks and the modes. As you will see, the most reliable and simplest way to configure a trunk is to statically configure it on both

sides of the link as a trunk and in the "on"

Table 2-11. Ethernet DTP Configuration Outcomes

mode.

Trunk Mode
Neighbor and Trunk
Port Encapsulation off on desirable | auto on desirable | auto |desirable auto
ISL or
DOT1Q |ISL ISL ISL DOT1Q |DOT1Q DOT1Q |negotiate |negotiate
off ISL or DOT1Q |Local: Local: ISL |Local: Local: Local: 1Q |Local: Local: Local: Local:
Nontrunk |trunk Nontrunk Nontrunk |Trunk Nontrunk Nontrunk |Nontrunk Nontrunk
Neighbor: [Neighbor: |Neighbor: Neighbor: [Neighbor: |Neighbor: Neighbor: [Neighbor: Neighbor:
Nontrunk [Nontrunk [Nontrunk Nontrunk |Nontrunk [Nontrunk Nontrunk |Nontrunk Nontrunk
on ISL Local: Local: ISL |Local: ISL Local: ISL |Local: 1Q |Local: Local: Local: ISL Local: ISL
Nontrunk |trunk trunk trunk trunk Nontrunk Nontrunk
Neighbor: Neighbor:
Neighbor: [Neighbor: [Neighbor: Neighbor: |Neighbor: [Neighbor: Neighbor: |ISL ISL
ISL trunk [ISL trunk [ISL trunk ISL trunk |ISL trunk [ISL trunk Nontrunk

166




desirable |ISL Local: Local: ISL |Local: ISL Local: ISL |Local: 1Q |Local: Local: Local: ISL Local: ISL

Nontrunk |[trunk trunk trunk trunk Nontrunk Nontrunk
Neighbor: Neighbor:

Neighbor: [Neighbor: [Neighbor: Neighbor: |Neighbor: [Neighbor: Neighbor: |ISL ISL
Nontrunk [ISL trunk [ISL trunk ISL trunk |Nontrunk |Nontrunk Nontrunk

auto ISL Local: Local: ISL |Local: ISL Local: Local: 1Q |Local: Local: Local: ISL Local:
Nontrunk [trunk trunk Nontrunk |trunk Nontrunk Nontrunk Nontrunk

Neighbor:

Neighbor: |Neighbor: |Neighbor: Neighbor: |Neighbor: |Neighbor: Neighbor: |ISL Neighbor:
Nontrunk [ISL trunk [ISL trunk Nontrunk [Nontrunk [Nontrunk Nontrunk Nontrunk

on DOT1Q Local: Local: ISL |Local: Local: Local: 1Q |Local: 1Q Local: 1Q |Local: 1Q Local: 1Q
Nontrunk [trunk Nontrunk Nontrunk |trunk trunk trunk trunk trunk
Neighbor: |Neighbor: |Neighbor: Neighbor: |Neighbor: |Neighbor: Neighbor: |Neighbor: Neighbor:
1Q trunk |1Q trunk |1Q trunk 1Q trunk |1Q trunk |1Q trunk 1Q trunk |1Q trunk 1Q trunk

desirable |\ DOT1Q Local: Local: ISL |Local: Local: Local: 1Q |Local: 1Q Local: 1Q |Local: 1Q Local: 1Q
Nontrunk |[trunk Nontrunk Nontrunk |trunk trunk trunk trunk trunk
Neighbor: [Neighbor: [Neighbor: Neighbor: |Neighbor: [Neighbor: Neighbor: |Neighbor: Neighbor:
Nontrunk |Nontrunk [Nontrunk Nontrunk |1Q trunk |1Q trunk 1Q trunk |1Q trunk 1Q trunk

auto DOT1Q Local: Local: ISL |Local: Local: Local: 1Q |Local: 1Q Local: Local: 1Q Local:
Nontrunk [trunk Nontrunk Nontrunk [trunk trunk Nontrunk |trunk Nontrunk
Neighbor: |Neighbor: |Neighbor: Neighbor: |Neighbor: |Neighbor: Neighbor: |Neighbor: Neighbor:
Nontrunk [Nontrunk [Nontrunk Nontrunk |1Q trunk |1Q trunk Nontrunk |1Q trunk Nontrunk
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desirable |negotiate Local: Local: ISL |Local: ISL Local: ISL |Local: 1Q [Local: 1Q Local: ISL |Local: ISL Local: ISL

Nontrunk |trunk trunk trunk trunk trunk trunk
Neighbor: NEIGHBOR:

Neighbor: |Neighbor: |Neighbor: Neighbor: |Neighbor: |Neighbor: Neighbor: |ISL ISL
Nontrunk [ISL trunk |ISL trunk ISL trunk |1Q trunk [1Q trunk ISL trunk

auto negotiate Local: Local: ISL |Local: ISL Local: Local: 1Q |Local: 1Q Local: Local: ISL Local:
Nontrunk Nontrunk |trunk trunk Nontrunk Nontrunk

Neighbor: |Neighbor: Neighbor:

Neighbor: [ISL trunk [ISL trunk Neighbor: |Neighbor: [Neighbor: Neighbor: |ISL Neighbor:
Nontrunk Nontrunk |1Q trunk |1Q trunk Nontrunk Nontrunk

Configuring Catalyst Ethernet Switches

The colorful history of Ethernet switching is present in the Catalyst line. Each family of Catalyst switches has a slightly different command-line
interface. The Catalyst switches such as the 1900 and 2800 come from Grand Junction and have one type of configuration interface and method.
The Catalyst 3000 originated with Kalpana and has another method of configuration. The Catalyst 5500 family started with Cisco's acquisition of

Crescendo. The Catalyst 5500 and 6500 families have a unique configuration interface originally called the XDI. Presently, the configuration mode is
simply called the command-line interface (CLI); whereas the Catalyst 8500 series uses a hybrid, where the configuration resembles the traditional
Cisco router configuration, except that it is a router with hundreds of ports.

The upcoming sections, excluding the section on Token Ring, focus on configuring the Catalyst 2900XL and 3500G family of switches along with the
Catalyst 4000/ 5500/6500 series switches. These two families represent that majority of Cisco Catalyst switches in deployment.

LAN switches were designed to be easy to install and configure. On smaller networks, little to no configuration might be required. On large
redundant networks, with multiple VLANs and trunks, switching becomes quite a task. Configuring Ethernet switch configuration can be divided into
a four-step process. Most switches, not all, will require a nondefault VTP domain to be created before VLANs can be created.

Step 1. Configure switch management.
Step 2. Configure VTP and VLANSs.
Step 3. Configure VLAN trunks, if applicable.

Step 4. (Optional) Control STP and VLAN propagation.
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Step 1 involves configuring the management VLAN, IP addresses, and default gateways on the switch so that it can be accessed in-band from the
internetwork.

In Step 2, you define the VTP domain and the VLANs on the VTP servers. During this step, you also assign ports to VLANS.
Step 3 involves configuring VLAN trunks, if there are any on the network.

Step 4 is optional but critical to large networks. It involves controlling STP through the setting of root bridges, clearing VLANs from trunks, and
using VLAN prune eligibility.

Step 1: Configuring Switch Management

All Catalyst switches have the capability to be managed by an IP address. To accomplish this, an IP address needs to be assigned to the switch,
along with a default gateway or default route for IP traffic to get forwarded to. The default management VLAN is VLAN 1. When you assign an IP
address to the switch, it will be in VLAN 1 unless you specify another VLAN.

Configuring Switch Management on Catalyst 4000/5500/6500 Switches

The management interface on Catalyst 4000/5500/6500 series is called the SCO interface. This is a logical in-band interface, which means that it
relies on another switch port to forward traffic for it. The 4000 series also has an out-of-band management interface called the ME1 interface. Use
the following syntax to set the IP address for the Catalyst switch:

set interface scO [vlan] [ip_addr [netmask [broadcast]]]

A default route also needs to be set for IP to forward traffic to. This is usually a router with an interface on the same VLAN that the switch's IP
address is in. A default route can be entered in one of two ways: by entering either a default gateway or the IP default route of 0.0.0.0.

set ip route default |P_default_gateway
Or

set ip route 0.0.0.0 |IP_default_gateway

For full IP reachability, ensure that a router exists in the same subnet/VLAN as your management IP address. Use the router's Ethernet interface or
subinterface as the default gateway IP address for the switch.
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Example 2-1 demonstrates the configuration of an IP address and default gateway on the switch sw13. This default gateway is in VLAN 2. You need
to proceed to Step 2 and configure VLAN 2 for this configuration to fully work. This is because VLAN 2 will not be in the database yet.

Example 2-1 Configuring an 1P Address and Default Route

swl3 (enable) set int scO 2 172.16.2.13 255. 255.255.0
Interface scO vlan set, |IP address and netnask set.
swl3 (enable) set ip route default 172.16.2.10

Rout e added.

NOTE

On the Catalyst 4000/5500/6500 series switches, the VTP domain and appropriate VLAN must be configured if the SCO interface is not
on VLAN 1.

Other commands that are useful in configuring general management on the Catalyst 4000/5500/6500 series switches are the following:

set prompt— Sets the prompt of the switch, just like the hostname command on routers.
. set system contact— Sets a person's name or number to call for support.
« set system location— Defines the physical location of the switch.

« set ip routeip_subnet ip_next_hope— Enables you to enter specific routes into the routing table. The next hop must be a reachable address
through the scO or mel interface.

« show ip route— Shows the known IP routes, or default routes, and how they are accessed.

Example 2-2 demonstrates the entry of a static route, followed by the show ip route command.

Example 2-2 Configuring Static Routes
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swl3 (enable) set ip route 172.18.2.0 172.16.2.10
Rout e added.

swl3 (enable) show ip route

Fragnent ati on Redi r ect Unr eachabl e

enabl ed enabl ed enabl ed

Desti nation Gat eway Fl ags Use Interface
172.18.2.0 172.16.2.10 UG 0 scO
172.16.2.0 172.16.2.13 U 279 scO

swl3 (enabl e)

Example 2-3 shows how the set system values are displayed with the show system command.

Example 2-3 show system Command Output

swl3 (enabl e) show system
PS1- St at us PS2- St at us Fan- St at us Tenp- Al arm Sys-Status Uptine d, h: ms Logout

WS- C4008 W5- C4008 di sabl e 9600 0% 0% Thu Jun 14 2001, 09:01:43
Syst em Nane System Locati on Syst em Cont act
switchl3 CCl E Lab Solie

swl3 (enabl e)

NOTE
VLAN 1: "Just Say No"

VLAN 1 is the default VLAN for all Catalyst switches. MST on 802.1q uses this VLAN for its entire Spanning Tree domain. VLAN 1 has
rules that limit how you can control traffic on it. Until recently, you could not even remove VLAN 1 from any trunk line. Any switch
added to the network, by default, will be in VLAN 1. This leaves the network vulnerable to potential VLAN and data corruption on VLA1N71



1. For these reasons, | personally don't run production traffic or management traffic on VLAN 1, which is essentially a "dead" VLAN.

Configuring IP Permit Lists on Catalyst 4000/5500/6500 Switches

When an IP address is configured on the switch, it can be accessed through Telnet and SNMP. There is no need for any additional configuration.
Sometimes, you might want to limit Telnet or SNMP access to the switch. To limit this type of traffic, use the set ip permit command. Up to 10 line
entries can be configured. Networks or single IP addresses can be filtered. For example, to allow only the network 172.16.2.0/24 to pass, the
syntax would resemble the following:

set ip permt 172.16.2.0 255.255.255.0

To limit access to a single address, use a 255.255.255.255 mask or simply omit the mask. After the lines have been entered, enable the "access-
list" with the set ip permit enable command. The switch will still allow ICMP echo replies and requests; however, it will block SNMP and Telnet
traffic. By default, IP permit lists are disabled and need to be enabled to take effect.

The syntax for IP permit is as follows:

set ip pernit [ip_address] [subnet nask]
set ip pernmit [enable | disable]

IP permit lists can viewed by entering the show ip permit command, such as in Example 2-4.

Example 2-4 show ip permit Command Output

swl3 (enable) showip permt
IP permit list feature enabl ed.
Permt List Mask

172.16.2.0 255.255.255.0

Deni ed | P Address Last Accessed Tinme Type

172.16.3.1 06/ 14/ 01, 19: 07: 43 Tel net
swl3 (enabl e)
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Configuring Switch Management on Catalyst 2900XL/3500G Families

The management interface on Catalyst resembles a router with a special VLAN database added to it. The commands for assigning ports, trunks,
and their management all are performed from the classic configuration mode, or conf t mode. VLAN information is configured from enable mode by
using a special key-in, vlan database, from the enable mode. From this point on, we will refer to commands in the VLAN database as VLAN
commands—that is, commands accessed by keying the vlan database from the enable mode prompt. Configuration commands entered from the
more traditional router-like mode will be called configuration-mode commands.

The 2900XL/3500G switch has a default virtual interface called VLAN 1. This is the default VLAN for the switch; if you want to configure the
management IP address in VLAN 1, you would simply add it under this interface much like you would a router. To run management on a different
VLAN, you will need to shut down the VLAN 1 interface and configure a new virtual interface for the VLAN that you want to run management on.
Only one VLAN interface can be active at once; you must shut down VLAN 1 to activate VLAN 2. Example 2-5 demonstrates how to configure the

management interface on a VLAN other than VLAN 1.

Example 2-5 Configuring the Management Interface on Catalyst 2900XL/3500G Switches

swll#conf t

Enter configuration conmands, one per line. End with CNTL/Z
swll(config)#interface vlian 1

swll(config-if)#shut

swll(config-if)#exit

swll(config)#interface vlian 2

swll(config-subif)#i p address 172.16.2.11 255.255.255.0
swll(confi g-subif)#no shut

swll(config-subif)#rzZ

swll#

In this particular example, the management interface will not work until VLAN 2 is defined on the switch. This is Step 2 of the four-part
configuration process.

To configure a default route, use the ip default-gateway ip_address command, the same as it is on a router. Example 2-6 shows how to configure
the default gateway. Here, the default gateway points at the router 172.16.2.10.

Example 2-6 Configuring Default Routing on Catalyst 2900XL/3500G Switches
swl5(config)#i p default-gateway 172.16.2.10
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Controlling IP Access on Catalyst 2900XL/3500G Families

Controlling IP access on the 2900XL/3500G switches is identical to controlling Telnet access on the router. Recall from Chapter 1 for configuring
virtual Telnet access.

Step 2: Configuring VTP and VLANs on Catalyst 4000/5500/6500 Switches

This step contains three substeps, all performed with set commands. The three substeps are as follows:

Step 1. Configure a VTP domain and mode.
Step 2. Configure physical port properties and assign ports to VLANSs.

Step 3. Configure VLANSs if the switch is operating as a VTP server or in VTP transparent mode.
Configuring VTP Domain and Mode on Catalyst 4000/5500/6500 Switches

A VTP domain must be configured before any VLANs can be added to the VLAN database. To configure the VTP domain, use this syntax:

set vtp [domain nane] [node {client | server | transparent}] [passwd passwd]
[pruning {enable | disable}] [v2 {enable | disable}]

The name field sets the VTP domain name and is a case-sensitive field. The default mode of VTP is server mode. If you want to change the mode,
use either client, server, or transparent modes. Remember that any VLAN changes on the server are propagated to all client VLANs. For a server to
send VTP updates to a client, it must have a higher revision number. If the client revision number is higher than the server's, it will not accept
updates from the server. If you are having problems with VLANs propagating, be sure to check the revision number of VTP. To reset the VTP
revision number, simply change the name of the VTP domain, and then change it back. This will reset the revision counter to 0. This will not work
on 2900XL/3500G series switches; these switches must be restarted to clear a corrupt VTP domain.

V2 updates can be enabled or disabled, depending on switch type. You need to use only version 2 updates during Token Ring switching, which is
why Ethernet-only switches do not have V2 updates. All switches in the VTP domain must be V2-capable for this mode to work.

VTP also uses and MD5 hash password protection for VTP updates. This can be simply enabled by adding the password command to the VTP
domain. Example 2-7 demonstrates configuring a VTP domain ciscomd5 with the MD5 password of ccie.

Example 2-7 Configuring a Password-Protected VTP Domain
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swl3 (enable) set vtp domain ciscond5 password ccie
Cenerating MD5 secret for the password ....

VTP dormai n ci scond5 nodified

swl3 (enabl e)

The VTP domain can be viewed with the command show vtp domain, as in Example 2-8.

Example 2-8 Configuring a Password-Protected VTP Domain

swl3 (enable) show vtp domain
Domai n Nane Domai n | ndex VTP Version Local Mdde Password

9 1023 0 di sabl ed

Last Updater V2 Mode Pruning PruneEligible on VLANs
172.16.2.13 di sabl ed 2-1000
swl3 (enabl e)

The show vtp domain command lists the VTP domain name, revision index, and VTP modes and tells whether updates are password-protected.
This command also shows the number of VLANs in the domain and tells which ones are prune-eligible. The Last Update row lists the IP address of
the switch from which the last VTP update was received. In the previous example, the last update was received from 172.16.2.13.

Configuring Physical Port Properties and Assigning Ports to VLANs on Catalyst 4000/5500/6500 Switches

The next two steps might be combined into one step, depending on whether the switch is configured as a VTP server/transparent or client.
Essentially, this step involves configuring VLANs and port characteristics. There is no need to configure VLANSs if the switch is a VTP client.

On the Catalyst switch, every port that is not a trunk will be assigned to the default VLAN, VLAN 1. If the port is assigned to any other VLAN, that
VLAN must be created in the VLAN database. When trunk lines are configured, the VLANs created on the VTP server will be propagated to other VTP
servers and clients.

This step also calls for you to configure physical Ethernet properties, such as full- or half-duplex operation, port speed, and so on. The following
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commands list some of the most common port configurations:
« set port disable[mod_num/port_num]— Disables a port, equivalent to the router shutdown command.
« set port enable[mod_num/port_num]— Enables a port, equivalent to the router no shutdown command.
« set port duplex[mod_num/port_num] [full]|half]— Sets a port transmission type to full or half duplex.
« set port name[mod_num/port_num] port_name— Assigns a logical port name that will appear in the show port command.

« set port speed [mod_num/port_num] [10]100]auto]— Sets the port transmission speed to 10, 100, or autonegotiation. Gigabit
Ethernet ports currently are fixed at 1000 Mbps; although this might change in the future.

« set port level [mod_num/port_num] [normal]high]— On the Catalyst 4000/ 5500/6500, if two ports access the switching bus
simultaneously, a port with a "high" priority level will be serviced first.

Port status can be viewed with the show port command. This version of the command lists all the ports on the switch, along with the VLAN ID of
the port, connection status, duplex setting, speed, and interface type. Example 2-9 lists the output of the show port command. Notice how the

logical port names help identify the port's function. Port 2/19 also is set for a high priority, with the set port level command.

Example 2-9 show port Command Output

swl3 (enable) show port

Port Nane St at us VI an Level Dupl ex Speed Type

2/1 gigabit_trunk_swll connected trunk nor mal full 1000 1000BaseSX
2/2 gigabit_trunk_swl2 connected trunk nor mal full 1000 1000BaseSX
2/ 3 not connect 1 nor nmal auto auto 10/ 100BaseTX
2/ 4 not connect 1 nor nmal auto auto 10/100BaseTX
2/5 not connect 1 nor nmal auto auto 10/ 100BaseTX
2/ 6 not connect 1 nor nmal auto auto 10/100BaseTX
217 not connect 1 nor mal auto auto 10/100BaseTX
2/ 8 not connect 1 nor nmal auto auto 10/100BaseTX
2/ 9 not connect 1 nor nmal auto auto 10/100BaseTX
2/ 10 not connect 1 nor nmal auto auto 10/ 100BaseTX
2/ 11 not connect 1 nor nmal auto auto 10/100BaseTX
2/ 12 not connect 1 nor nmal auto auto 10/ 100BaseTX
2/ 13 not connect 1 nor nmal auto auto 10/100BaseTX
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2/ 14 connected 800 normal a-full a-100 10/ 100BaseTX

2/ 15 not connect 200 nor nmal auto auto 10/100BaseTX
2/ 16 not connect 200 nor mal auto auto 10/100BaseTX
2/ 17 not connect 200 nor nmal auto auto 10/100BaseTX
2/ 18 not connect 200 nor nmal auto auto 10/100BaseTX
2/19 internet_conn connected 100 hi gh a-half a-10 10/100BaseTX
2/ 20 100_t runk_swl5 connected trunk normal a-full a-100 10/100BaseTX

Detailed information about a port can be viewed by appending the port number to the show port command. The detailed version of this command
provides all the information that the show port command provides, plus detailed information on the physical properties of the port. These include
security, port errors, and collisions. Example 2-10 lists the detailed version of the show port command.

Example 2-10 Detailed Port Information

swl3 (enable) show port 2/1

Port Nane St at us VI an Level Dupl ex Speed Type
201 gigabit_trunk_swil connected trunk  normal  full 1000 1000BaseSX
Port Security Secure-Src-Addr Last - Src- Addr Shut down Trap | fI ndex
201 disabled N disabled 9
Por t Send FI owCont r ol Recei ve Fl owContr ol RxPause TxPause Unsupported

admi n oper admi n oper opcodes
201 desired off off off o o o
Port Status Channel Channel Nei ghbor Nei ghbor

node stat us devi ce port

‘201 connected auto  not chamnel

Port Align-Err FCS-Err Xmt-Err Rev- Err Under Si ze

2/ 1 - 0 0 0 0
Port Single-Col Multi-Coll Late-Coll Excess-Col Carri-Sen Runts G ants
2/ 1 0 0 0 0 0 0 0
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Last-Ti ne-Cl eared

Sat Jun 16 2001, 13:29:17
swl3 (enabl e)

Configuring VLANs on Catalyst 4000/5500/6500 Switches

VLANSs are created on the Catalyst 4000/5500/6500 series switches with the set vlan command. Ports can be added to the VLAN by simply
appending the port number to the set vlan command:

set vlan [1-1001] [nod/ports]

The set vlan command automatically creates the VLAN, if previously undefined, and adds the port to the VLAN. Multiple ports can be added to a
VLAN by adding them with a ",", or denoting a range with a "-". For example, to add ports 1/1 and 1/12 to VLAN 2, you would use the following
syntax:

set vlan 2 1/1,1/12

To add ports 1/10 and ports 2/1, 2/2, and 2/3 to VLAN 3, you would use the following:

Set vlan 3 1/10,2/1-2/3
Example 2-11 demonstrates the creation of VLAN 33, and adding ports 2/5, 2/10, 2/11, 2/12, and 2/13 to that VLAN in a single statement.

Example 2-11 VLAN Creation

swl3 (enable) set vlan 33 2/5,2/10-2/13
VI an 33 configuration successful

VLAN 33 nodi fi ed.

VLAN 1 nodifi ed.

VLAN Mbod/ Ports

33 2/1-2,2/5,2/10-13, 2/ 20

swl3 (enabl e)
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When you create a VLAN, it has certain default values, such as MTU, prune eligibility, and so on. Table 2-12 lists the default values of VLANs. Most
of these values can be changed with the set vlan command, the syntax for which is as follows:

set vlan 1-1001 [nane {vlan_nane}] [state {active | suspend}] [said {said val ue}]
[mu nmtu] [bridge {bridge nunber}] [stp {ieee | ibm| auto}]

The parameters for this command are described as follows:
« name— Allows you to attach a 32-character name to the VLAN.
. state— Allows you to suspend the VLAN. A suspended VLAN is propagated through VTP, but no user traffic will be carried on the VLAN.
« Security Association ID (SAID)— Used to change the SAID value of the VLAN. The SAID value is used primarily in 802.10.
. mtu, bridge, and stp— Allows you to change the default MTU value, bridge number, and STP type. Extreme caution should be used when

changing the MTU, bridge number, and STP type. These values should be changed only when addressing a specific issue that requires it.

Table 2-12. Default VLAN Settings

Feature Default Value

Native or default VLAN VLAN 1
Port VLAN assignments All ports assigned to VLAN 1; Token Ring ports assigned to VLAN 1003
VTP mode Server
VLAN state Active
Normal VLAN range VLAN 2 to VLAN 1001
VLAN reserved range[ﬂ VLAN 1006 to VLAN 1009

. VLAN 1025 to VLAN 2094
VLAN extended range[—1
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MTU size 1500 bytes for Ethernet

4472 bytes for Token Ring

SAID value 100,000 plus VLAN number

VLANZ2 = SAID 100002

Prune eligibility VLANS 2 to 1000 are prune-eligible
MAC address reduction Disabled

Spanning Tree mode PVST

Default FDDI VLAN VLAN 1002

Default Token Ring TrCRF VLAN VLAN 1003

Default FDDI Net VLAN VLAN 1004

Default Token Ring TrBRF VLAN VLAN 1005 with bridge number OF
Spanning Tree version for TrBRF VLANs IBM

TrCRF bridge mode SRB

[*T The VLAN reserved range is used on the Cat 6500 series to map nonreserved VLANs. The VLAN extended range is available on the
Catalyst 6500 series switch. This range is an extension of the normal VLAN range. The extended and reserved VLAN ranges are not
be propagated by VTP at this time. Token Ring and FDDI VLANSs are listed on Ethernet-only switches because of global VTP
information. Likewise, Token Ring switches' VLAN database will list Ethernet VLANSs.

VLANSs on the switch can be viewed in two ways. The show vlan command provides an overview of all the VLANs on the switch, their status, and
what ports are assigned to them, along with the default VLAN values. Example 2-12 lists the output of the show vlian command. Notice how clear

the VLAN name appears on the VLAN's assigned names. Assigning VLAN names will help the network self-document itself.

Example 2-12 show vlan Command Output

swl3 (enabl e) show vl an
VLAN Nane St at us I fI ndex Mod/ Ports, Wl ans
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1 defaul t active 4 2/3-4,2/6-9,2/21-34
2 managenent VLAN active 64

3 Engi neeri ng_VLAN active 65

4 VLANOOO4 active 70

5 VLANOOO5S active 71

33  VLANOO33 active 72 2/5,2/10-13

100 Internet_VLAN active 66 2/ 19

200 dumy_VLAN active 67 2/ 15-18

800 VLANO080O active 68 2/ 14

801 VLANO8O1 active 69

1002 fddi-default active 5

1003 token-ring-default active 8

1004 fddi net-default active 6

1004 f ddi net-default active 6

VLAN Type SAID MIU  Parent RingNo BrdgNo Stp BrdgMbde Transl Trans2
1 enet 100001 1500 - - - - - 0 0
2 enet 100002 1500 - - - - - 0 0
3 enet 100003 1500 - - - - - 0 0
4 enet 100004 1500 - - - - - 0 0
5 enet 100005 1500 - - - - - 0 0
33 enet 100033 1500 - - - - - 0 0
100 enet 100100 1500 - - - - - 0 0
200 enet 100200 1500 - - - - - 0 0
800 enet 100800 1500 - - - - - 0 0
801 enet 100801 1500 - - - - - 0 0
1002 fddi 101002 1500 - - - - - 0 0
1003 trcerf 101003 1500 - - - - - 0 0
1004 fdnet 101004 1500 - - - i eee - 0 0
1005 trbrf 101005 1500 - - - ibm - 0 0

swl3 (enabl e)
VLAN AREHops STEHops Backup CRF

1003 0O 0 of f
swl3 (enabl e)
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By adding the VLAN number behind the show vlan command, it provides information on just that particular VLAN. Example 2-13 shows the output
of the show vlan 2 command.

Example 2-13 show vian2 Command Output

swl3 (enable) show vlan 2

VLAN Nane St at us I f1 ndex Mdd/ Ports, VIans

2 managenent _VLAN active 64 2/1-2,2/20

VLAN Type SAID MIU  Parent RingNo BrdgNo Stp BrdgMde Transl Trans2
2 enet 100002 1500 - - - - - 0 0

VLAN AREHops STEHops Backup CRF

swl3 (enabl e)

VLANs can be deleted from the database with the clear vlan vlan_number command. VLANs can be deleted only if the switch is in a VTP server or
it is in VTP transparent mode. When a VLAN is deleted on a VTP server, it removes the VLAN from the entire VTP domain. All switches in the VTP

domain, VTP servers, and clients delete the VLAN from their database. For these reasons, caution should be used when clearing a VLAN. The switch
will prompt you before final clearing of the VLAN, as shown in Example 2-14. Only the Cat 4000/5500/6500 will issue this warning when clearing a

VLAN. VLANs on the Cat 2900XL and 3500G will be deleted when the changes are applied.

Example 2-14 Deleting or Clearing a VLAN

swl3 (enable) clear vlian 801

This command will deactivate all ports on vlan 801
in the entire managenent domain

Do you want to continue(y/n) [n]?y

VI an 801 del eted

swl3 (enabl e)

Step 2: Configuring VTP and VLANs on Catalyst 2900XL/3500G Switches
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Configuring VTP and VLANs on the 2900XL/3500G series switches follows the same three substeps as the Catalyst 5500:

Step 1. Configure a VTP domain and mode.
Step 2. Configure physical port properties and assign ports to VLANSs.

Step 3. Configure VLANSs if the switch is operating in VTP server mode.
Configuring VTP Domain and Mode on Catalyst 2900XL/3500G Switches

A VTP domain must be configured before any VLANs can be added in the VLAN database. The VLAN database is used to configure the VLAN
properties of the switch. This we will refer to as the VLAN configuration mode. This mode is entered by the privileged command vlan database.
The router-like configuration mode is to configure the physical port properties and assign them to VLANs. To enter this mode, key in conf t.

To configure the VTP domain use this syntax:

Swi t ch#vl an dat abase
(vl an)#vtp domai n domei n_nane [ password]

If you add a password behind the domain name, VTP updates will use a MD5 hash. The default VTP mode will be server mode; to change the mode,
use the following command from the VLAN configuration mode:

(vlan)#vtp [server | client | transparent]

For more information on the VTP mode, see the previous section, "VTP and Trunking Protocols."

The VTP domain can be viewed using the show vtp status command. This command displays information about the VTP domain, such as
configuration revision, domain name, operating mode, and so on. Example 2-15 lists the output of the show vtp status command.

Example 2-15 Viewing the VTP Domain Information

Swi t ch#show vt p status

VTP Versi on 2
Configuration Revision . 28
Maxi mum VLANs supported locally : 254
Nunmber of existing VLANs : 13
VTP Operating Mde . Server
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VTP Donmai n Name . ciscond5

VTP Pruni ng Mode . Disabl ed
VTP V2 Mbde . Disabl ed
VTP Traps Ceneration . Disabl ed
MD5 di gest OxD9 0x50 OxE2 Ox4F 0x09 OxDE 0x98 0xO07
Configuration last nodified by 172 16.2.13 at 6-17-01 18:10: 24
swil#
NOTE

VLAN information is propagated only if the VTP revision number of the server is higher than the client's VTP revision number. If the
VTP client's revision number is equal to or higher than the server's, it will not accept any VLAN information. To view the current VTP
revision numbers, use the commands show vtp domain on Catalyst 4000/5500/6500 series switches and show vtp status on
Catalyst 2900/3500 series switches.

Configuring Physical Port Properties and Assigning Ports to VLANs on Catalyst 2900XL/3500G Switches

The next step for VTP and VLAN configuration on Catalyst 2900XL/3500G switches is to configure any physical port properties, along with assigning
the port to a VLAN. Physical port properties are changed from the configuration mode under the interface, much like you would do on a router.
Example 2-16 demonstrates configuring an Ethernet port to 10-Mbps full duplex on a 2800 series switch. This example also assigns the logical

name internet_port to the interface.

Example 2-16 Configuring Physical Port Properties

Swi t ch#conf t

Enter configuration conmands, one per line. End with CNTL/Z.
04:59:58: %BYS-5-CONFI G I: Configured fromconsol e by consol e
Swi tch(config)#i nterface fastEthernet 0/6

Swi tch(config-if)#speed 10

Swi tch(config-if)#duplex full

Switch(config-if)#description Internet_port
Switch(config-if)#exit

Some of the common physical properties of Ethernet that can be changed are as follows:

184



« duplex [full | half | auto]— Sets the port duplex mode.
« speed [10 | 100 | auto]— Sets the port speed.

« mtu [1500bytes-2018bytes]— Configures the MTU of the interface. Ensure that the MTU of the physical interface matches that of the
VLAN, if you change this value.

. description interface_description— Allows you to set a logical description for the interface.
« shutdown | no shutdown— Disables and enables the interface.

The interface command switchport is used to assign VLANs to a port in one of three ways. The port can be set up to run as a trunk, or to run
multiple or single VLANSs. At this time, we will focus on assigning a port to a single VLAN. To accomplish this first, configure the port to be in access
mode and then attach a VLAN to the port. The syntax used to accomplish this is as follows:

(config-if)#swi tchport nmode [access | multi | trunk]
. access— Assigns the interface to a single VLAN.

« multi— Used to assign the interface to multiple VLANs. The VTP domain must be transparent, and the interface must be attached to a
switch or a router.

« trunk— Used to configure the port as a trunk. We will discuss this option more in the next section.
To assign the port to a VLAN, use the following command:

(config-if)#sw tchport access vlan [1-1001 | dynami c]

The VLAN standard range is 1 to 1001. The dynamic keyword is used in VLAN Membership Policy Server (VMPS) configurations. VMPS will not be
covered in this text; for more information on VMPS, see the book Cisco LAN Switching, by Kennedy Clark and Kevin Hamilton.

Example 2-17 demonstrates the configuration of FastEthernet 0/5 for VLAN 2.

Example 2-17 Assigning VLAN 2 to Interface fast 0/5
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Swi tch(config)#i nt fastEthernet 0/5
Switch(config-if)#sw tchport node access
Swi tch(config-if)#sw tchport access vlan 2

When the VTP mode is set to transparent, VLANs automatically are created with the switchport access vlan command. If the VTP mode is set as
a client, you cannot configure VLANs on this switch. The VLANs must be configured on the server switch and propagated through VTP over a trunk
to the client switch.

Configuring VLANs on Catalyst 2900XL/3500G Switches

The third step for VTP and VLAN configuration on Catalyst 2900XL/3500G switches involves configuring VLANSs if the VTP mode is set as a server.
VLANSs are configured in the VLAN database simply by entering vlan [2-1001] options. Example 2-18 demonstrates the configuration of VLAN 175

with the name backbone. Changes in VLANs must be activated with the apply command. All changes will be applied when the VLAN database is
exited. If a mistake is made, VLAN changes can be canceled with the abort or reset commands. The abort command exits you from the VLAN
database, while the reset command cancels the current changes and rereads the current database.

Example 2-18 Configuration of VLAN 175

Swi t ch#vl an dat abase
Swi tch(vl an) #vl an 175 nanme backbone
VLAN 175 added:
Nanme: backbone
Swi t ch(vl an) #appl y
APPLY conpl et ed.
Switch(vl an) #

Other options might be configured on the VLAN from this mode. They include the following:

Swi tch(vlan)# vlan vlan_num [ nanme vlan_nane] [state {active | suspend}] [said
sai d_val ue]
[mu ntu] [bridge bridge number] [stp type {ieee | ibm | auto}]

« name— Allows you to attach a 32-character name to the VLAN.
. state— Allows you to suspend the VLAN. A suspended VLAN is propagated through VTP, but no user traffic will be carried on the VLAN.

« said— Used to change the SAID value of the VLAN. The SAID value is used primarily in 802.10. 186



« mtu, bridge, and STP— Allow you to change the default MTU value, bridge number, and STP type.

For the default VLAN values, refer to Table 2-11 in the previous section.

To find the status of VLANs on a 2900XL/3500G switch, use the same command used on the 4000/5500/6500 series switches. The show vian
vlan_number command displays all the VLANs on the switch, the state, and which ports are assigned to it. To display specific physical and logical
information about a single VLAN, use the show vlan id vlan_number]Example 2-19 lists the output of the show vlan command, followed by the

more specific version of command. Notice again how the VLAN logical names help immediately identify the port purpose.

Example 2-19 show vlian Command Output

swll#show vl an

VLAN Nane St at us Ports

1 def aul t active Fa0/ 2, FaO/3, Fa0O/4, Fa0/5,
Fa0O/ 6, FaO/7, Fa0O/8, Fa0/9,
Fa0O/ 11, Fa0O/12, FaO/13, Fa0O/ 14,
Fa0O/ 15, FaO/ 16, Fa0O/17, FaO/ 18,
Fa0/ 19, Fa0O/ 22, Fa0/23, Fa0/ 24,
Fa0/ 25, Fa0/ 26, Fa0O/27, FaO/ 28,
Fa0/ 29, Fa0O/ 30, Fa0O/31, Fa0/32,
Fa0/ 33, Fa0/ 34, Fa0O/ 35, FaO/ 36,
Fa0/ 37, FaO/ 38, Fa0/39, FaO/40,
Fa0/ 41, FaO/ 42, FaO/ 43, Fa0/ 44,
Fa0/ 45, Fa0/ 46, Fa0O/ 47, FaO/ 48,

G 0/2
2 managenent _VLAN active
3 Engi neeri ng_VLAN active Fa0/ 1
4 VLANOOO4 active
5 VLANOOOS active
33  VLANOO33 active
100 Internet VLAN active
200 dumy_VLAN active
800 VLANO080O active
1002 fddi-default active
1003 token-ring-default active
1004 f ddi net-default active
1005 trnet-default active
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VLAN Type SAID MIU  Parent RingNo BridgeNo Stp BrdgWbde Transl Trans2

1 enet 100001 1500 - - - - - 0 0
2 enet 100002 1500 - - - - - 0 0
3 enet 100003 1500 - - - - - 0 0
4 enet 100004 1500 - - - - - 0 0
5 enet 100005 1500 - - - - - 0 0
33 enet 100033 1500 - - - - - 0 0
100 enet 100100 1500 - - - - - 0 0
200 enet 100200 1500 - - - - - 0 0
800 enet 100800 1500 - - - - - 0 0
1002 fddi 101002 1500 - 0 - - - 0 0
1003 tr 101003 1500 - 0 - - srb 0 0
1004 fdnet 101004 1500 - - 1 i eee - 0 0
1005 trnet 101005 1500 - - 1 ibm - 0 0
swil#

swll#show vlian id 3

VLAN Nane St at us Ports

3 Engi neeri ng_VLAN active FaO/ 1

VLAN Type SAID MIU  Parent RingNo BridgeNo Stp BrdgWbde Transl Trans2
3 enet 100003 1500 - - - - - 0 0

swll#

Step 3: Configuring VLAN trunks on Catalyst 4000/5500/6500 Switches

Configuring trunks on the Catalyst is a two-step process:

Step 1. Configure the port as a trunk.

Step 2. Configure the trunk encapsulation to autonegotiate, or use ISL or 802.1q.

Configuring the autonegotiation, or DTP, is more difficult than simply statically defining the trunk. This is mainly because of some of the differences
in the default trunks for the various Catalysts switches. Most Catalysts default to ISL; however, the Catalyst 4000 without the Layer 3 module
doesn't support ISL. Another example is that 802.1q autonegotiation is supported only in Software Release 4.2. It's these little things that can
make DTP unreliable in large heterogeneous networks.
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However, sometimes this feature is desirable. Table 2-12 lists all the modes and outcomes of DTP. By default, all ports are in a nontrunking status.
You will have to configure each port as a trunk and put it into a mode. Recall from earlier that these are the five modes:

« On— Sets the port in a permanent trunking state. It also tries to negotiate the link to be a trunk.
« Off— Disables the port, and thereby the trunk.

« Desirable— Makes the port attempt to convert to a trunk link. The port becomes a trunk if the neighboring port is set to on, desirable, or
auto modes.

« Auto— Converts the port to a trunk if the neighboring port is set to on or desirable modes.
« Nonegotiate— Puts the port into a trunk mode but prevents the port from sending DTP frames.

When the port is configured as a trunk, the encapsulation must be set. There are three types of encapsulation, ISL, 802.1g/DOT1Q, and negotiate.
The negotiate option will do just that; first it will try to negotiate an ISL trunk, followed by an 802.1q trunk. The syntax to accomplish these two
steps is as follows:

Switch (enable) set trunk mod_nunf port_num[on | off | desirable | auto| nonegoti ate]
Switch (enable) set trunk nod_num port_num[isl | dotlq]

As mentioned previously, the most reliable and quickest way to configure a trunk without consulting Table 2-13 is to set the trunk to on and fix the
encapsulation type to ISL or 802.1g/dotlq. Example 2-20 exhibits the configuration of an 802.1q trunk on port 2/6.

Example 2-20 Configuring an 802.1q Trunk

Switch (enable) set trunk 2/6 dotlq

Port(s) 2/6 trunk type set to dot1q.

Switch (enable) set trunk 2/6 on

Port(s) 2/6 trunk node set to on.

Swi tch (enable) 2001 Jun 12 09: 33: 58 %DTP-5- TRUNKPORTON: Port 2/ 6 has becone dot 1q
trunk

Switch (enable) 2001 Jun 12 09:34: 11 9%PAGP-5- PORTTOSTP: Port 2/6 joined bridge port
2/ 6
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Table 2-13. Ethernet DTP Configuration Outcomes

Trunk Mode
Neighbor | and Trunk
Port Encapsulation off on desirable | auto on desirable| auto |desirable auto
ISL or ISL ISL ISL DOT1Q DOT1Q |DOT1Q |negotiate |negotiate
DOT1Q
off ISL or DOT1Q Local: Local: Local: Local: Local: 1Q Local: Local: Local: Local:
Nontrunk |ISL trunk [Nontrunk Nontrunk |Trunk Nontrunk Nontrunk |Nontrunk Nontrunk
Neighbor: |Neighbor: [Neighbor: Neighbor: |Neighbor: Neighbor: Neighbor: |Neighbor: Neighbor:
Nontrunk |Nontrunk [Nontrunk Nontrunk [Non Nontrunk Nontrunk |Nontrunk Nontrunk
on ISL Local: Local: Local: ISL Local: Local: 1Q Local: Local: Local: ISL Local: ISL
Nontrunk [ISL trunk |trunk ISL trunk |trunk Nontrunk Nontrunk
Neighbor: NEIGHBOR:
Neighbor: |Neighbor: |Neighbor: Neighbor: |Neighbor: Neighbor: Neighbor: |ISL ISL
ISL trunk [ISL trunk |ISL trunk ISL trunk |[ISL trunk ISL trunk Nontrunk
desirable [ISL Local: Local: Local: ISL Local: Local: 1Q Local: Local: Local: ISL Local: ISL
Nontrunk |ISL trunk [trunk ISL trunk |trunk Nontrunk Nontrunk
Neighbor: NEIGHBOR:
Neighbor: |Neighbor: |Neighbor: Neighbor: |Neighbor: Neighbor: Neighbor: |ISL ISL
Nontrunk [ISL trunk [ISL trunk ISL trunk |Nontrunk Nontrunk Nontrunk
auto ISL Local: Local: Local: ISL Local: Local: 1Q Local: Local: Local: ISL Local:
Nontrunk |ISL trunk [trunk Nontrunk [trunk Nontrunk Nontrunk Nontrunk
Neighbor:
Neighbor: |Neighbor: [Neighbor: Neighbor: |Neighbor: Neighbor: Neighbor: [ISL Neighbor:
Nontrunk |ISL trunk [ISL trunk Nontrunk [Nontrunk Nontrunk Nontrunk Nontrunk
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on DOT1Q Local: Local: Local: Local: Local: 1Q Local: 1Q Local: 1Q |Local: 1Q Local: 1Q
Nontrunk |ISL trunk |Nontrunk Nontrunk |trunk trunk trunk trunk trunk
Neighbor: |Neighbor: [Neighbor: Neighbor: |Neighbor: Neighbor: Neighbor: |Neighbor: Neighbor:
1Q trunk |1Q trunk [1Q trunk 1Q trunk |1Q trunk 1Q trunk 1Q trunk |1Q trunk 1Q trunk

desirable DOT1Q Local: Local: Local: Local: Local: 1Q Local: 1Q Local: 1Q |Local: 1Q Local: 1Q
Nontrunk |ISL trunk |Nontrunk Nontrunk |trunk trunk trunk trunk trunk
Neighbor: |Neighbor: |Neighbor: Neighbor: |Neighbor: Neighbor: Neighbor: |Neighbor: Neighbor:
Nontrunk |Nontrunk [Nontrunk Nontrunk |[1Q trunk 1Q trunk 1Q trunk |1Q trunk 1Q trunk

auto DOT1Q Local: Local: Local: Local: Local: 1Q Local: 1Q Local: Local: 1Q Local:
Nontrunk |ISL trunk |Nontrunk Nontrunk |trunk trunk Nontrunk |trunk Nontrunk
Neighbor: |Neighbor: [Neighbor: Neighbor: INEIGHBOR: |Neighbor: Neighbor: |Neighbor: Neighbor:
Nontrunk |Nontrunk |Nontrunk Nontrunk [1Q trunk 1Q trunk Nontrunk [1Q trunk Nontrunk

desirable |Negotiate Local: Local: Local: ISL Local: Local: 1Q Local: 1Q Local: Local: ISL Local: ISL
Nontrunk [ISL trunk |trunk ISL trunk [trunk trunk ISL trunk

Neighbor: Neighbor:

Neighbor: |Neighbor: |Neighbor: Neighbor: |Neighbor: Neighbor: Neighbor: |ISL ISL
Nontrunk |ISL trunk [ISL trunk ISL trunk |1Q trunk 1Q trunk ISL trunk

auto Negotiate Local: Local: ISL |Local: ISL Local: Local: 1Q Local: 1Q Local: Local: ISL Local:
Nontrunk trunk Nontrunk |trunk trunk Nontrunk Nontrunk

Neighbor: Neighbor:
Neighbor: |ISL trunk |Neighbor: Neighbor: |Neighbor: Neighbor: Neighbor: |ISL Neighbor:
Nontrunk ISL trunk Nontrunk |[1Q trunk 1Q trunk Nontrunk Nontrunk
NOTE

Another autoconfiguration issue might arise with VTP and DISL. When DISL negotiates an ISL trunk, it includes the VTP name in the

message. If the VTP domain names differ on the switches, the trunk will not become active. Again to circumvent this, simply configure
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the trunk to be on, and configure the encapsulation type.

To view the status of a trunk, use the following commands:

show trunk [detail]

show trunk [nmod_nunif port_nun] [detail]
show vtp status

Example 2-21 lists the output of show trunk command. If the trunk is not listed, some key fields to note are the following:

o Status

« Mode

« Encapsulation

« Vlans allowed and active in the management domain
« Peer-Port

The status of the trunk should be trunking, and the mode should be on or should match a valid setting for DTP, as listed in Table 2-12. The

encapsulation must match on both sides of the trunk. The "VLANSs that are allowed and active in the management domain" states what VLANs the
trunk is sending; if no VLANs are listed, the trunk is not configured properly. The native VLAN ID is the VLAN that 802.1q will use this VLAN for its
single instance of Spanning Tree (MST). This VLAN must be the same throughout the VTP domain.

Example 2-21 show trunk Command Output

Swi tch (enable) show trunk detail

Por t Mode Encapsul ati on St atus Native vlan
2/1 on dot 1qg t runki ng 1
2/ 2 on dot 1q t runki ng 1
Por t Peer-Port Mde Encapsul ation Status
2/ 1 G gabitEt unknown unknown unknown
2/ 2 G gabitEt unknown unknown unknown
Por t VI ans al | oned on trunk
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2/ 1 1- 1005

2/ 2 1-1005
Por t VI ans al |l owed and active in managenent donain
2/ 1 1-5, 33, 100, 200, 800
2/ 2 1-5, 33, 100, 200, 800
Por t VI ans in spanning tree forwardi ng state and not pruned
2/ 1 1-5, 33, 100, 200, 800
2/ 2 1-3

Switch (enabl e)

Sometimes, it might be hard to determine whether a trunk line is functioning. The trunk can report a status of trunking but not be in a fully
exchanging VTP updates. The trunk status should be viewed on each side of the link, to ensure that it is functioning properly. Observing the Peer-
Port status is another quick way to tell whether the trunk has recognized the other side of the link. If the Peer-Port status is unknown, it can mean
that an encapsulation mismatch has occurred and that the trunk is not operating properly.

As VTP synchronizes within the domain, the VLAN database from server to server and server to client will have the same VLANSs listed in them. Only
switches in the VTP transparent mode or trunks that have VLANs cleared will have different VLAN databases. Comparing the VLAN databases of the
two switches connected by a trunk is another way to verify that the trunk is working.

When the trunk becomes active, VTP advertisements will be sent and received. Three types of VTP advertisements occur on the trunk:
« Subset advertisements— Subset advertisements are issued when you create, delete, or modify a VLAN.

« Request advertisements— Request advertisements are issued from the switch whenever the Catalyst is reset or when a change in the
local VTP domain occurs, such as a name change, or when the switch hears a VTP summary advertisement with a higher configuration
revision number than its own.

« Summary advertisements— Summary advertisements are issued every five minutes by the switch. The main purpose of the summary
advertisement is for the switch to verify the VTP revision number, thereby ensuring that the VLAN databases are up-to-date. If it has a
lower revision number, it issues a request for new VLAN information.

You can observe VTP advertisements with the show vtp status command as demonstrated in Example 2-22. This should be used as another
indicator that the trunk line is functioning properly.
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Example 2-22 Observing VTP Advertisements with the show vtp status Command

Swi tch (enable) show vtp status
VTP statistics:

summary advts received 66
subset advts received 4
request advts received 1
summary advts transnitted 16
subset advts transmitted 13
request advts transmtted 0
No of config revision errors 0
No of config digest errors 0

VTP pruni ng statistics:

Trunk Join Transmitted Join Received Summary advts received from
non- pruni ng- capabl e devi ce

2/1 1047 1045 0
2/ 2 1041 1046 0
2/ 20 631 635 0

Swi tch (enabl e)

The show trunk command also lists the VLANs that are prune-eligible. Do not confuse prune-eligible VLANs with VLAN propagation. Prune-eligible
means that unnecessary broadcast and user data, for a specific VLAN, will not be forwarded over trunk lines to switches that do not have an active
port in that particular VLAN. By default, all VLAN information and Spanning Tree frames for each VLAN are advertised out all trunking interfaces.
VLANs and STP can be removed from a trunk only by using the clear trunk command. We will discuss these functions more in the upcoming
section "Step 4: Controlling STP and VLAN Propagation."

NOTE

Recall from the previous section that VTP information is communicated only from a VTP server to a VTP client if the VTP server revision
number is greater than the client's. Extreme caution should be used whenever changing a VTP server or VTP client in a "synchronized"
network. When the network is synchronized, all VTP revision numbers will match. When you make a change to VTP or the VLAN, the
revision number will increment, so the switch that you are changing has a chance of becoming the device with the highest VTP revision
number. This, in turn, could synchronize the whole network to this switch's VLAN database that you are modifying.

194



Step 3: Configuring VLAN Trunks on Catalyst 2900XL/3500G Switches

Configuring trunks on this series of Catalyst is a two-step process just like on the Catalyst 5500 family:

Step 1. Configure the port as a trunk.

Step 2. Configure the trunk encapsulation to use ISL or 802.1q.

By default, all ports are set to a nontrunking mode, so the first step is to configure the port as a trunk. The second step calls for you to set the
encapsulation of the trunk. These steps are accomplished with the following commands from the interface configuration mode:

(config-if)#sw tchport node trunk
(config-if)#sw tchport trunk encapsulation [isl | dotlq]

Example 2-23 demonstrates the configuration of an ISL trunk.

Example 2-23 Configuring an ISL Trunk

Swi t ch#conf t

Enter configuration comnmands, one per line. End with CNTL/Z.
Switch(config)#i nt fastEthernet 0/19

Switch(config-if)#sw tchport node trunk

Switch(config-if)#sw tchport trunk encapsul ation isl

Swi tch(config-if)#°rz

To verify that the trunk is working, be sure to check the status of both sides of link, as mentioned previously. The output of the show interface
interface_name switchport command presents a general status of the trunk. The information presented here is similar to the information for the
show trunk command on the Catalyst 4000/5500/6500 switch. This command shows the status of the trunk and the encapsulation. VLAN
information such as the default VLAN, the active VLANs on the links, and any prune-eligible VLANs also is listed. Example 2-24 lists the output of

the show interface interface_name switchport command.

Example 2-24 Status of a Trunk Line

swl5#show i nt fastEthernet 0/19 sw tchport
Nane: Fa0O/ 19
Swi t chport: Enabl ed

Adm ni strative node: trunk
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Oper ati onal Mode: trunk

Admi ni strative Trunki ng Encapsul ation: isl
Oper ati onal Trunking Encapsul ation: i sl
Negotiation of Trunking: Disabled

Access Mbde VLAN: O ((lnactive))

Trunki ng Native Mbde VLAN. 1 (default)
Trunki ng VLANs Enabl ed: ALL

Trunki ng VLANs Active: 1-5,33,100, 200, 800
Pruni ng VLANs Enabl ed: 2-1001

Priority for untagged frames: 0O

Override vlan tag priority: FALSE

Voi ce VLAN: none

Appl i ance trust: none

SwW15#

Along with the trunk lines, the VTP domain counters should be examined using the show vtp counters command (see Example 2-25). This will
help present a clearer picture on whether the trunk line is operational.

Example 2-25 Determining the Status of a Trunk by Viewing VTP Counters

swlb#show vtp counters

VTP statistics:

Summary adverti senents received
Subset advertisenents received
Request advertisenents received
Sunmary advertisenents transmtted :

10
2
0
5
Subset advertisenents transmtted : 2
1
0
0
0

5
Request advertisenents transmtted : 12
Nunber of config revision errors

Nunber of config digest errors

Nunber of V1 sunmary errors

VTP pruni ng statistics:

Tr unk Join Transnmitted Join Received Summary advts received from
non- pruni ng- capabl e devi ce

Fa0/ 19 801 775 0
FaO/ 20 1173 1164 0
Fa0/ 21
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In 802.19g networks, it is critical to ensure that the default VLAN is the same throughout the entire VTP domain. This is because 802.1q uses MST,
and MST makes the entire VTP domain appear as a single-bridged domain to all third-party 802.1q switches. Cisco ensures compatibility with MST
domains by implementing PVST+ along with MST. This is an extended version of Per VLAN Spanning Tree (PVST+) that provides seamless
transparent integration for 802.1q networks. MST runs on the default VLAN, so it is important to have the same default VLAN throughout the entire
internetwork. The default VLAN is 1. To change the default VLAN, use the following interface command on the trunk:

(config-if)#sw tchport trunk native vlian vlan-id
To change the native VLAN on a Catalyst 4000/5500/6500 series switches, create a VLAN on the same port that the 802.1 trunk is on.

Step 4: Controlling STP and VLAN Propagation

The final step for configuring Catalyst Ethernet switches is optional but can be extremely important in large networks. Cisco implements a couple of
features that allow for switches to be plug-and-play in small networks, but these can have the negative effect of generating significant amounts of
traffic in large networks. PVST, coupled with the default setting that every VLAN is communicated on every trunk port, can cause the edge switches
to be overrun processing Spanning Tree requests and other broadcasts.

For example, in the network in Figure 2-10, the crane switch has only a single VLAN, VLAN 2. But because this switch is in the same VTP domain as

the other switches, it will participate in Spanning Tree for VLAN 3 and VLAN 4. There is no need for this switch to waste resources processing
Spanning Tree requests for a VLAN that is not even on the switch. The larger and more redundant the network is, the worse the problem gets. For
example, if you had 50 edge switches, there would be 50 separate Spanning Tree topologies on one trunk for one switch! And all of this happens
before any user traffic can use the switch.

Figure 2-10. VLAN Trunking and STP
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It is a common misconception that VLAN pruning will solve STP issues. But VLAN pruning affects only user traffic—specifically broadcast, mylgast,



and flooded unicast traffic. Basically, STP constructs the path that data can flow on, and pruning controls the "broadcast" data that flows on that
path.

Cisco offers two effective ways for dealing with excessive broadcasts and STP:

« Clearing VLANs from trunks— Clearing VLANs off a trunk essentially removes those VLANs from the Spanning Tree topology for that
trunk. The downstream switch no longer will receive BPDUs for the VLAN cleared. No user traffic for that VLAN will be capable of passing
down this trunk.

« VLAN pruning— VLAN pruning states that if VTP pruning is enabled, and if a downstream switch does not have an active port in that VLAN
being pruned, the switch prevents the forwarding of flooded traffic to that prune-eligible downstream VLAN. VTP pruning is a method of
traffic control that reduces unnecessary broadcast, multicast, and flooded unicast traffic. VTP pruning blocks flooded traffic to VLANs on
trunk ports that are included in the pruning-eligible list. If the VLANs are configured as pruning-ineligible, traffic is flooded normally.

In Figure 2-10, VLAN 2 is present on the crane, yin, and yang switches but not on the mantis switch. If VTP pruning is enabled for VLAN 2, the
mantis switch will not receive broadcast, multicast, and flooded unicast traffic for VLAN 2. Likewise, the crane switch will not receive the flooded
traffic from VLAN 3 and VLAN 4.

The clearing trunks need to be performed on the "core" switches, or the VTP servers. All VLANs should be cleared, except the ones that exist on the
downstream switch. Newer versions of Catalyst software allow for the clearing of VLAN 1. However, most switches still will not allow you to clear
VLAN 1. To clear VLANs from trunks on the Catalyst 4000/5500/6500 family of switches, use the following command:

Switch (enable) clear trunk [nod_num port_nunmi vlans_2-1001

Multiple VLANs can be cleared using a comma as a separator and a hyphen for a range of inclusive VLANs. For example, to clear VLAN 3, VLAN 5,
and VLANs 10 to 150, you would use the following command:

Switch (enable) clear trunk 2/1 2,5 10-150
To clear trunks from VLANs on the Catalyst 2900XL/3500G family of switches, use the following interface command:
Switch(config-if)#switchport trunk allowed vian [add | all | except | renove] vlans_2-1001

« add— Adds the following VLANSs to the trunk

e all— Includes all VLANs on the trunk
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« except— Includes all VLANs except the following
« remove— Removes the following VLANs from the trunk
For example, to clear VLAN 3 through VLAN 6, you would use the following command:

Swi tch(config-if)#swi tchport trunk all owed vlan renove 3-6

Figure 2-11 shows the same network as Figure 2-10, with updated interfaces names. In this example, on the yin switch, all VLANs except 1 and 2
on the trunk to the crane switch will be cleared. Before clearing the trunk, examine Spanning Tree for the various VLANSs on the yin switch. You will
notice that Spanning Tree for all the VLANSs is running on all trunks. Example 2-26 lists the output of the show spanning-tree command for VLAN

3. This command is key to helping you understand and control Spanning Tree in switched networks. In the next section, we discuss this command
in more detail. Notice that in Example 2-26, VLAN 3 is running on the trunk to the dragon router, the yang switch, and the crane switch.

Figure 2-11. VLAN Trunking and STP
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Example 2-26 Spanning Tree Is Forwarding on All Trunks

yi n#show spanni ng-tree vlan 3

Spanning tree 3 is executing the | EEE conpati bl e Spanni ng Tree protocol
Bridge ldentifier has priority 32768, address 0004. 275e.f5c2
Configured hello tine 2, max age 20, forward delay 15
Current root has priority 32768, address 0004.275e.f0c2
Root port is 67, cost of root path is 4
Topol ogy change flag not set, detected flag not set, changes 1
Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15
Tiners: hello 0, topol ogy change O, notification O

Interface Fa0/ 10 (port 23) in Spanning tree 3 is FORWARDI NG
Port path cost 19, Port priority 128
Desi gnated root has priority 32768, address 0004. 275e.f0c2
Desi gnated bridge has priority 32768, address 0004. 275e. f5c2
Designated port is 23, path cost 4
Timers: nmessage age 0, forward delay 0, hold O
BPDU: sent 3766, received O

T Trunk to the crane
Port path cost 19, Port priority 128
Desi gnated root has priority 32768, address 0004. 275e.f0c2
Desi gnated bridge has priority 32768, address 0004. 275e. f5c2
Designated port is 33, path cost 4
Timers: message age 0, forward delay O, hold O
BPDU: sent 3768, received 1

Interface G 0/1 (port 67) in Spanning tree 3 i s FORWARDI NG
Port path cost 4, Port priority 128
Designated root has priority 32768, address 0004.275e.f0c2
Desi gnated bridge has priority 32768, address 0004. 275e.f0c2
Desi gnated port is 67, path cost O
Timers: nmessage age 2, forward delay 0, hold O
BPDU: sent 5, received 3773

yi n#

In this particular example, the yin switch is a Catalyst 3500G series switch. Therefore, to clear the trunk, you should use the switchport 92



command. Example 2-27 demonstrates the clearing of VLANs 3 to 1001 on the trunk between the yin and crane switches. The second portion of the
example shows the Spanning Tree for VLAN 3. Notice that VLAN 3 is no longer forwarding out the trunk Fa0/19, the trunk line to the crane switch.

Example 2-27 Clearing a Trunk of VLANSs

yin(config)#i nt fastEthernet 0/19
yin(config-if)#swi tchport trunk allowed vlan renove 3-1001
yin(config-if)#rzZ

yi n#show spanni ng-tree vlian 3

Spanning tree 3 is executing the | EEE conpati bl e Spanning Tree protocol
Bridge ldentifier has priority 32768, address 0004. 275e.f5c2
Configured hello tine 2, max age 20, forward delay 15
Current root has priority 32768, address 0004. 275e.f0c2
Root port is 67, cost of root path is 4
Topol ogy change flag set, detected flag not set, changes 4
Times: hold 1, topol ogy change 35, notification 2

hello 2, max age 20, forward delay 15
Timers: hello 0, topol ogy change 0, notification O

Interface Fa0/ 10 (port 23) in Spanning tree 3 is FORWARDI NG
Port path cost 19, Port priority 128
Desi gnated root has priority 32768, address 0004. 275e.f0c2
Desi gnat ed bridge has priority 32768, address 0004. 275e. f5c2
Desi gnated port is 23, path cost 4
Timers: nessage age 0, forward delay 0, hold O
BPDU:. sent 4589, received 0

Interface G0/1 (port 67) in Spanning tree 3 is FORWARDI NG
Port path cost 4, Port priority 128
Desi gnated root has priority 32768, address 0004.275e.f0c2
Desi gnated bridge has priority 32768, address 0004. 275e.f0c2
Desi gnated port is 67, path cost 0O
Timers: nmessage age 3, forward delay 0, hold O
BPDU. sent 14, received 4593

yi n#

The command show interface interface_name switchport allowed-vlan also shows what VLANs are carried on the trunk. The show trunk
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command is the Catalyst 4000/5500/6500 equivalent of the command. Example 2-28 lists the output of the switchport command, showing that
VLANs 3 to 1001 no longer appear on the trunk. VLANs 1002 to 1005 are not Ethernet VLANs and cannot be cleared on this trunk.

Example 2-28 Showing the Allowed VLANs on a Trunk

yi n#show i nt fastEthernet 0/19 switchport allowed-vlan
"1,2,1002-1005"
yi n#

Clearing trunk lines is one way to control STP, but for the switches that need redundancy, additional methods to control STP must be used.

NOTE

Monitoring Switch Ports with a Network Analyzers

Switches do not forward all frames to every port in a VLAN. Recall that the switch is selective on what ports it forwards frames to,
even when they are in the same VLAN. Because of this, you must enter a special command when monitoring a switch port with a
network analyzer:

set span {nod/src_ports} {dest nod/dest port_of nonitor} [rx | tx | both]

Without this command, the network analyzer will not properly capture information on the VLAN you're monitoring.

Configuring STP Root Placement

Redundant switched networks do not perform any type of automatic load balancing. Because the STP forwarding/blocking decision is based in part
on a static MAC addresses, all traffic tends to follow the same direction and the same path for all VLANs. This leads to some links being overutilized,
while others remain idle. Figure 2-12 illustrates a network that has all converged on a single switch. The yang switch is the root of STP for VLANs 2,

3, 4, and 5.

Figure 2-12. STP Root
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If you want to load-balance between the yin and yang switches, or if you were using HSRP on the dragon and tiger routers, you would want to
control STP root placement. For example, if the dragon router was the HSRP primary for VLAN 2, you would want traffic to go through the yin
switch instead of the yang switch. To control and distribute traffic in a switched network, the root for STP must be manually configured.

There are multiple ways to configure the root of Spanning Tree for Catalyst switches. The methods that you use to set the root depend mostly on
the environment that you trying to control. When setting the root bridge, you essentially are telling STP what ports to put into blocking and what
ports to put into forwarding mode. Because STP is run on a per-VLAN basis (PVST), each VLAN can have a different root bridge. This enables you to
send traffic over links that normally would not get used. In Figure 2-13, the yin switch is set to be the STP root for VLAN 4 and VLAN 5, while the
yang switch is the STP root for VLAN 2 and VLAN 3. This causes the edge switches to balance their load more evenly over the trunks lines. VLANs 4
and 5 will forward to yin, while VLANs 2, 3 will forward to yang.

Figure 2-13. STP Root
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Before we can further discuss how to set STP root, you must learn how to determine where the root bridge is located. The key command for this on
the Catalyst 4000/5500/6500 is the show spantree vlan command. We prefer to use this command because Spanning Tree operates on a per-
VLAN basis. Example 2-29 lists the output of the show spantree command.

Example 2-29 Viewing Spanning Tree for VLAN 2

crane (enable) show spantree 2

VLAN 2
Spanni ng tree enabl ed
Spanni ng tree type i eee
Desi gnat ed Root 00- 30-19- 76-4d- 01
Desi gnated Root Priority 88
Desi gnat ed Root Cost 0
Desi gnat ed Root Port 1/0
Root Max Age 20 sec Hello Tinme 2 sec Forward Del ay 15 sec
Bri dge | D MAC ADDR 00- 30- 19- 76- 4d- 01
Bridge ID Priority 88
Bri dge Max Age 20 sec Hello Time 2 sec Forward Del ay 15 sec
Por t Vlan Port-State Cost Priority Fast-Start G oup-Method
2/ 4 2 f orwar di ng 100 32 di sabl ed
2/ 19 2 f orwar di ng 19 32 disabled
2/ 20 2 f orwar di ng 19 32 di sabl ed

crane (enable)

Every bit of information provided by this command is useful. The fields are defined as follows (refer to the previous section of STP for more details):
« Spanning Tree Type— The type of Spanning Tree Protocol in use—IBM, DEC, or IEEE.
« Designated Root— The MAC address of the root bridge.

« Designated Root Priority— The bridge priority that was received from the root bridge. The values of the bridge priority range from O to
65,535, with 32,768 as the default. 208



« Designated Root Cost— The cumulative cost to the root bridge.

« Designated Root Port— The DR root port for that segment.

« Root Max Age, Hello Time, Forward Delay— The three STP timers as sent by the root bridge.

« Bridge ID MAC ADDR— The MAC address that is being used for this VLAN by this local bridge.

« Bridge ID Priority— The priority of the local bridge.

« Root Max Age, Hello Time, Forward Delay— The three STP timers on the local bridge.

The final columns show each port that is participating in STP within the VLAN. They also list whether the port is forwarding or blocking, as well as
the cost and service priority of the port. Do not confuse this priority with the Spanning Tree bridge priority. The values of the port priority ranges
from O to 63 (high to low), with 32 as the default.

The command to view Spanning Tree on a Catalyst 2900XL/3500G series switches is as follows:

Swi t ch#show spanni ng-tree vlan vl an

The previous example (Example 2-26) demonstrated the output of this command.

Another command that is useful in presenting a general operational picture of Spanning Tree is the show spantree summary command. This
command provides an overview of the VLANs and tells how many ports and the state of the port. Example 2-30 lists the output for this command.

Example 2-30 Viewing Spanning Tree for VLAN 2

Swi tch (enabl e) show spantree summary
Summary of connected spanning tree ports by vlan

Upl i nkfast disabled for bridge.
Backbonef ast di sabl ed for bridge.

VI an Bl ocking Listening Learning Forwardi ng STP Active
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1 1 0 0 1 2

2 0 0 0 3 3

3 0 0 0 2 2

4 0 0 0 2 2
100 0 0 0 2 2
200 0 0 0 2 2
300 0 0 0 2 2
Bl ocki ng Listening Learning Forwarding STP Active

Tot al 1 0 0 14 15

Switch (enabl e)

To properly set the STP root, it helps to recall the four-step decision process that STP follows when determining root and which ports will forward
and which ones will block. The four-step decision process is based on the following:

1. Lowest root BID <Priority followed by MAC address>

N

Lowest path cost to root bridge; the cumulative cost of the all paths to root
3. Lowest sender BID
4. Lowest port ID
On the Catalyst 4000/5500/6500 series switches, four primary ways exist to control STP root selection:

. set spantree root

« set spantree priority

. set spantree portvlancost
. set spantree portvlanpri

The sections that follow examine the complete syntax and description for what each of these commands do.
set spantree rootCommand

The syntax for this command is as follows:
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set spantree root [secondary] [vlan_list] [dia network_dianeter] [hello hello_tine]

This command is a powerful macro that issues Spanning Tree commands to adjust the Spanning Tree timers until the local bridge/switch is elected
root. It does this only once upon keying in the command. If other switches are added to the network, this command should be performed again.
The Catalyst accomplishes this by examining the BDPUs of the existing root bridge. If the value of the priority is greater then 8192, the macro sets
the local bridge priority to 8192. If the BPDU contains a priority less then 8192, the macro sets the local bridge priority to 1 less than that value.
For example, the root bridge sends a configuration BDPU that is received by the new switch. The new switch, with the macro enabled, examines the
priority of the BPDU and finds the value equal to 89. The macro then adjusts the local bridge priority to 88, thereby becoming elected as the new
root bridge. The secondary option sets the bridge's local priority to 16,384. Recall that the default bridge priority is 32,768, so the value of 16,384
is a reasonable choice for the backup bridge. The Diameter and Hello timers are used to adjust the hello and max age parameters of STP. Care
should be used when adjusting any timers other then the bridge priority. This command exists only on the Catalyst 4000/5500/6500 series
switches.

set spantree priority Command

The syntax for this command is as follows:
set spantree priority [bridge-priority] [vlans]

This command is a direct way to influence the bridge priority. Because the priority is the single most important factor in root selection, this
command forces the election of root cleanly. The values of the bridge priority range from 0 to 65535. Valid values are 0, 4096, 8192, 12288,
16384, 20480, 24576, 28672, 32768 (default), 36864, 40960, 45056, 49152, 53248, 57344, and 61440, with 0 indicating high priority and 61440
indicating low priority.

set spantree portvlancost Command

The syntax for this command is as follows:

set spantree portvlancost nod_num port_num [cost 1-65535] [vlans]

Use this command to influence the cost that Spanning Tree reports to downstream neighbors. This is the cost that STP uses when adding all the
possible paths to root when determining which one is the least-cost path. Remember, a lower-cost path is more preferable. See Table 2-5 for a

complete list of the default link cost values.
set spantree portvlanpri Command
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The syntax for this command is as follows:
set spantree portvlanpri nod_numf port_num [priority 0-63] [vlans]

This command sets the port priority that the port will send to its downstream neighbors. Because the command can be performed on per-VLAN per
port level, it can be useful. A primary use of this command is when switches want to load-share over multiple trunks among them. The values of
the port priority range from O to 63, with 32 as the default, where 0 is a high priority and 63 is a low priority.

Table 2-14 lists the commands along with where in the STP decision process the command is exerting influence. The higher up in the chart it is, the
more powerful the command is in controlling root selection.

Table 2-14. Ethernet DTP Configuration Outcomes

Catalyst 4k/55k/65k set Catalyst 2900XL/3500G Global Configuration
Command Command
1-Lowest Root BID set spantree priority spanning-tree [vlan vlan_id] [priority 0-65535]

set spantree root macro

2-Lowest Path Cost to set spantree portvlancost spanning-tree [vlan vlan_id] [cost 1-65535]

Root

3-Lowest Sender BID set spantree priority spanning-tree [vlan vlan_id] [priority 0-65535]
4-Lowest Port ID set spantree portvilanpri spanning-tree [vlan vian_id] [port-priority 0-255]

Practical Example: Configuring a Routed and Switched Network

Let's apply a couple of these concepts to a practical example. Figure 2-14 shows a fairly common network that consists of switches and routers.

There are two active VLANs on the network, VLAN2 and VLAN4. VLANZ2 is the management VLAN and has some user traffic in it. It has the IP
subnet of 172.16.2.0/24. VLANA4 is strictly a user VLAN; it has the IP subnet of 172.16.4.0/24. The dragon router routes between the VLANs and

serve as the default gateway for the switches. In this example, you will configure the following:

Figure 2-14. Switched and Routed Network
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« Basic IP management, using 172.16.2.10 as the IP default gateway.

« An ISL trunk between the router dragon and the yin switch. The dragon router will route between the VLANs using EIGRP as the routing
protocol.

« 802.1q trunks between the yin, crane, and mantis switches.

« The appropriate VLANSs, as indicated in Figure 2-14.

This network has two kinds of switches in it, so we can demonstrate the commands used in both families of switches. Beginning with the yin switch,
you need to configure an IP address and a default gateway, VLAN trunks, along with VLANs 2 and 4. Recall the four-step process to configure
Ethernet switches:

Step 1. Configure switch management.

Step 2. Configure VTP and VLANS.

Step 3. Configure VLAN trunks, if applicable.

Step 4. (Optional) Control STP and VLAN propagation.

To configure the management VLAN as VLAN 2, you need to define a virtual interface called VLAN 2 on the yin and mantis routers. Assign the
management IP address to this interface, and activate it by shutting down the virtual interface vlan 1. Example 2-31 illustrates the first step of the

configuration on the yin router.

Example 2-31 Configuring Basic Management

Swi t ch#conf t
Enter configuration conmands, one per line. End with CNTL/Z

yin(config-if)#shut
yin(config-if)#exit

—

yin(config-subif)#i p address 172.16.2.11 255.255.255.0
yi n(confi g-subi f)#exit

yin(config)#p default-gatevay 172.16.2.10 T IP default gatevay
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yin(config)#
The management portion of the configuration on the mantis switch will resemble that of Example 2-31.

Example 2-32 illustrates how to configure basic management on the crane switch, which is a Catalyst 4003. Because this series switch requires

VLANSs to be defined before the management VLAN can be moved off VLAN 1, you also will proceed to Step 2. Step 2 involves defining VLANs and
the VTP domain.

Example 2-32 Configuring Basic Management and the Default VLAN
a2 (et & T sets host name

crane (enanl e) - T set VIP domain
VTP domai n cisco nodified

an 2 configuration successfu
crane (enabl e)

" Default route to dragon

Intertrace scO vlian set, |P address and net nask set

Rout e added.
crane (enable)

Step 2 requires you to configure the VTP domain—cisco, in this example—and define VLANs on the VTP servers. The mantis switch is the only VTP
client, so you can begin with that switch. Example 2-33 demonstrates the configuration of VTP domain and shows how to change the VTP mode to

client on the mantis switch.
Example 2-33 Configuring VTP Domain and VTP Client
mant i s#vl an dat abase 1—“

gangl ng VIP !OI’TB.I n nanme !rom Nu|| to cisco
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gttlﬂg !F.‘VI ceto !l! &| !|!| m)!e.

manti s(vl an) #

After the VTP domain is created, switch ports can be assigned to VLANs. Example 2-34 illustrates the configuration of the mantis switch, assigning
user ports to VLAN 2 and VLAN 4.

Example 2-34 Assigning Ports to VLAN on the mantis Switch

mant i s#conf t
Enter configuration conmands, one per line. End with CNTL/Z.
mant i s(confi g)#i nterface fastEthernet 0/9
| R, - Toset wanid
manti s(config-if)#exit
mant i s(confi g)#interface fastEthernet 0/5
manti s(config-if)#sw tchport node access
mantis(config-if)#sw tchport access vlan 2
manti s(config-if)#°zZ
mant i s#

Likewise, you must assign the ports 2/4 and 2/7 to VLAN 2 on the crane switch. Example 2-35 demonstrates this type on configuration.

Example 2-35 Assigning Ports to VLAN on the crane Switch

crane (enable) set vlan 2 2/4,2/7
VLAN 2 nodi fi ed.
VLAN 1 nodifi ed.
VLAN Mod/ Ports

2 21 4,2/7,2/19-20

crane (enable) 2001 Jun 26 21:15: 08 YPAGP- 5- PORTFROVSTP: Port 2/ 4 left bridge por
t 2/4

Example 2-36 shows the configuration of the VTP domain and VLANs on the crane switch, while the second half of the example demonstratg:;,éche



same configuration on the yin switch.

Example 2-36 Configuring VTP Domains and VLANs

crane (enable) set vlian 4

yi n(vl an)#vt p donmai n ci sco
Changi ng VTP domain name from Null to cisco
yi n(vl an) #vl an 2 nane nanagenent
VLAN 2 added:
Name: managenent
yi n(vl an) #
yin(vl an) #vl an 4
VLAN 4 added:
Name: VLANOOO4
yi n(vl an) #

The third step calls for you to configure VLAN trunks between the switches. As we mentioned previously, configuring static trunks is a lot easier and
quicker than trying to memorize the huge autonegotiation table. Example 2-37 demonstrates the configuration of an ISL and 802.1q trunk on the

yin switch.

Example 2-37 Configuring an ISL and 802.19q Trunk

yin(config)#i nterface fast 0/ 10
yin(config-if)#sw tchport mode trunk T set port to trunk
yin(config-if)#exit

yin(config)#i nterface fast 0/19
yin(config-if)#sw tchport node trunk

‘— .
I SemencapsulEniongtonso2nty
yin(config-if)#*Z

Example 2-38 illustrates the configuration of the trunks on the crane switch.

Example 2-38 Configuring 802.1q Trunks
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#— " Set port 2/19 to trunk
Port(s) 2/19 trunk node set to on.

‘—
#_ S ke
Port(s) 2/19 trunk type set to dot1q.

2001 Jun 26 17:54:23 YOTP-5- TRUNKPORTON: Port 2/19 has
become dot 1q trunk

crane (enable) set trunk 2/20 on
Port(s) 2/20 trunk node set to on.
crane (enable) set trunk 2/20 dot1lq
Port(s) 2/20 trunk type set to dot1q.
crane (enabl e)

After the trunks are configured, you can check the status of the VTP domain on the VTP client switch, mantis. Example 2-39 illustrates that the VTP
information is being communicated across the trunks. The show vlan command displays the new VLANs that the switch has learned.

Example 2-39 Status of the VTP Domain on the mantis Switch

mant i s#show vt p status

VTP Ver sion 2

Confi guration Revision 7

Maxi mum VLANs supported locally : 254

Nurmber of existing VLANs 7

VTP Operating Mde : Cient

VTP Domai n Nane . cisco

VTP Pruni ng Mode . Disabl ed

VTP V2 Mode . Disabl ed

VTP Traps Generation . Disabl ed

MD5 di gest : 0x51 0x0C 0x00 Ox9A 0x0B 0x13 OxE3 0xBA
mant | s# “ _
mant i s#show vl an

VLAN Nane St at us Ports

1 def aul t active Fa0/1, Fa0O/2, Fa0O/3, FaO/4,

Fa0/ 6, FaO/7, Fa0/8, FaO/9,
FaO/ 10, FaO/ 11, FaO/ 12, FaO/ 13,
Fa0O/ 14, Fa0O/ 15, FaO/ 16, Fa0/ 17,
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Fa0O/ 18, Fa0O/ 19, Fa0O/21, Fa0O/22,
Fa0/ 23, FaO/ 24

2 managenent active FaO/ 5

4 VLANOOO4 active

1002 fddi-default active

1003 token-ring-default active

1004 f ddi net-default active

1005 trnet-default active

VLAN Type SAID MIU  Parent RingNo BridgeNo Stp BrdgWbde Transl Trans2
1 enet 100001 1500 - - - - - 0 0
2 enet 100002 1500 - - - - - 0 0
4 enet 100004 1500 - - - - - 0 0
1002 fddi 101002 1500 - 0 - - - 0 0
1003 tr 101003 1500 - 0 - - srb 0 0
1004 fdnet 101004 1500 - - - i eee - 0 0
1005 trnet 101005 1500 - - - i bm - 0 0
mant i s#

Configuring a Trunk on a Router

To route between VLANSs, you need to have a router interface in each VLAN. Because solutions like this do not scale well because of the number of
physical interfaces needed on large networks, you can configure an ISL or 802.1q trunk on the router. Cisco supports VLAN trunking on Ethernet
router interfaces operating at least 100 Mbps.

Configuring a trunk is much like configuring a Frame Relay subinterface. For VLAN trunks, you must create a logical Ethernet subinterface for every
VLAN that you want to route between. You also must assign an encapsulation type to that subinterface. Finally, to actually "route,"” you need to
enable a routing protocol. The subinterface will be treated just like a physical interface by the routing protocol. The syntax to accomplish this is as
follows:

Rout er (confi g)i nterface FastEt hernetO. x
Rout er (config-if)encapsulation [dot1Q [native native_vlian_id | isl] [vlan_id]

Continuing from the previous model, Example 2-40 illustrates the configuration of a VLAN trunk on the dragon router.

Example 2-40 Status of the VTP Domain on the mantis Router
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dragon(config)#i nt fastEthernet 0/0.2
‘—

dragon(config-subif)#i p address 172.16.2.10 255. 255. 255.0
dragon(confi g-subi f) #exi t

dragon(config)#i nt fastEthernet 0/0.4

dragon(confi g-subi f)#encapsul ation isl 4
dragon(config-subif)#i p address 172.16.4. 10 255. 255.255.0
dragon(confi g-subi f) #exi t

dragon(config-router)#network 172.16.0.0
dragon(confi g-router)#no auto-sumrary

When this stage is complete, full IP connectivity will be established throughout the domain. All switches, routers, and hosts will be capable of
pinging each other.

Load Balancing Across Trunks

In the previous model, there were no redundant trunks, so Spanning Tree was really not an issue. But if the model is modified slightly, we can
insert some Spanning Tree issues into the network.

Figure 2-15 presents a new network model with some minor changes.

Figure 2-15. Load Sharing in a Switched Network
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By adding another trunk line between the mantis and yin switches, a loop is created in the network. STP will now put some of the ports into
blocking mode, to make the network loop-free. By also adding a two-port router, swan, with an interface in VLAN 2 and VLAN 4, we create a valid
reason to want to load-share across this network. In a production environment, the swan router and the dragon router might be running HSRP
between them.

The results of how the network converges, or which paths go into forwarding and blocking, can be unpredictable. Most often, but not always, the
traffic will tend to follow one path throughout the network. This leaves some links carrying all the traffic, while others are virtually unused.

In Figure 2-15, we have configured another 802.1qg between the yin and mantis switches, and added the router as denoted. If STP is observed for

VLANs 1, 2, and 4 on the mantis switch, you can see that all the traffic is taking the new trunk, Fast 0/21, to root. The yin switch is root for all the
VLANSs in the VTP domain. Example 2-41 demonstrates the show spanning-tree vlan command on the mantis switch.

Example 2-41 show spanning-tree Command Output on the mantis Switch

mant i s#show spanni ng-tree vlan 2

Spanning tree 2 is executing the | EEE conpati bl e Spanning Tree protocol
Bridge ldentifier has priority 32768, address 00d0. 976¢. b781
Configured hello tine 2, max age 20, forward delay 15

Root port 1Is !5, cost o! r oot patH IS 15

Topol ogy change flag not set, detected flag not set, changes 7
Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15
Timers: hello 0, topol ogy change 0, notification O

Interface Fa0/5 (port 17) in Spanning tree 2 is FORWARDI NG
Port path cost 100, Port priority 128
Designated root has priority 32768, address 0004.275e.f5cl
Desi gnated bridge has priority 32768, address 00d0. 976¢c. b781
Designated port is 17, path cost 19
Timers: nmessage age 0, forward delay 0, hold O
BPDU: sent 3066, received O

Por t patH cost 19, Port priority 128

Designated root has priority 32768, address 0004.275e.f5cl
Desi gnated bridge has priority 32768, address 0030.1976. 4d01
Desi gnated port is 84, path cost 19 299



Timers: message age 3, forward delay O, hold O
BPDU: sent 93, received 2972

Interface FaO/21 (port 35) in Spanning tree 2 is FORWARDI NG
Port path cost 19, Port priority 128
Designated root has priority 32768, address 0004.275e.f5cl
Desi gnated bridge has priority 32768, address 0004. 275e.f5cl
Designated port is 35, path cost O
Timers: nmessage age 3, forward delay 0, hold O
BPDU: sent 5, received 495

mant i s#show spanni ng-tree vl an 4

Spanning tree 4 is executing the | EEE conpati bl e Spanning Tree protocol
Bridge ldentifier has priority 32768, address 00d0. 976¢. b782
Configured hello tine 2, max age 20, forward delay 15

Root port 1s 35, cost o! r oot patH s 19

Topol ogy change flag not set, detected flag not set, changes 5
Times: hold 1, topol ogy change 35, notification 2

hello 2, max age 20, forward delay 15
Timers: hello 0, topol ogy change 0, notification O

Interface Fa0/9 (port 22) in Spanning tree 4 i s FORWARDI NG
Port path cost 100, Port priority 128
Desi gnated root has priority 32768, address 0004.275e.f5c2
Desi gnated bridge has priority 32768, address 00d0. 976c. b782
Desi gnated port is 22, path cost 19
Timers: nessage age 0, forward delay 0, hold O
BPDU: sent 1967, received O

Interface Fa0/ 20 (port 34) in Spanning tree 4 is BLOCKI NG
Port path cost 19, Port priority 128
Desi gnated root has priority 32768, address 0004. 275e.f5c2
Desi gnated bridge has priority 32768, address 0030.1976. 4d03
Designated port is 84, path cost 19
Timers: nmessage age 2, forward delay 0, hold O
BPDU: sent 1, received 2972

Interface Fa0O/21 (port 35) in Spanning tree 4 is FORWARDI NG
Port path cost 19, Port priority 128
Designated root has priority 32768, address 0004.275e.f5c2 293



Desi gnated bridge has priority 32768, address 0004. 275e.f5c2
Desi gnated port is 35, path cost O

Timers: nessage age 2, forward delay 0, hold O

BPDU: sent 5, received 498

In this model, you want to load-balance the VLANs over the trunk lines from the mantis switch. All traffic from VLAN 2 will go to the swan router,
while all traffic for VLAN 4 defaults to the dragon router. To accomplish this, you need to set the root for VLAN 2 to be the crane switch, while the
root for VLAN 4 should be the yin switch.

By using the set root macro command, you can set the root for VLAN 2 on the crane switch. Example 2-42 demonstrates the setting for the root
for VLAN 2 on the crane switch. The command is preceded by the show spant 2 command, displaying the old and new root bridges for VLAN 2.

Example 2-42 Setting Root for VLAN 2

crane (enable) show spant 2
VLAN 2

Spanni ng tree enabl ed

Spanning tree type i eee

Desi gnat e! Root Priority !! Eg

Desi gnat ed Root Cost
Desi gnat ed Root Port 2/ 19
Root Max Age 20 sec Hello Tinme 2 sec Forward Del ay 15 sec

Br|!ge ID Priority 32768

Bri dge Max Age 20 sec Hello Time 2 sec Forward Del ay 15 sec

Por t VIan Port-State Cost Priority Fast-Start G oup-Mthod
2/ 4 2 f orwar di ng 100 32 disabled
217 2 not - connect ed 100 32 di sabl ed
2/ 19 2 f orwar di ng 19 32 disabled
2/ 20 2 f orwar di ng 19 32 di sabl ed

crane (enable)

craner(enablie)| FErTSPANUTIOOIT2 7 Set Root macro for VLAN 2
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VLAN 2 bridge priority set to 8192.

VLAN 2 bridge nmax aging tinme set to 20.

VLAN 2 bridge hello tine set to 2.

VLAN 2 bridge forward delay set to 15.

Switch is now the root switch for active VLAN 2.
crane (enabl e)

crane (enable) show spant 2

VLAN 2
Spanni ng tree enabl ed
Spanning tree type i eee
Desi gnat e! Root Priority 8192
Desi gnat ed Root Cost 0
Desi gnat ed Root Port 1/0
Root Max Age 20 sec Hello Tinme 2 sec Forward Del ay 15 sec
Bridge | D MAC ADDR 00- 30- 19- 76- 4d- 01
Bridge ID Priority 8192
Bri dge Max Age 20 sec Hello Time 2 sec Forward Del ay 15 sec
Por t Vlan Port-State Cost Priority Fast-Start G oup-Method
2/ 4 2 f orwar di ng 100 32 di sabl ed
217 2 not - connect ed 100 32 di sabl ed
2/ 19 2 f orwar di ng 19 32 di sabl ed
2/ 20 2 f orwar di ng 19 32 di sabl ed

crane (enabl e)

To verify the configuration, also check STP on the mantis switch, as listed in Example 2-43. The mantis switch now shows the root bridge for vian 2

as 0030.1976.4d01, which is the crane switch. Interface fast 0/20 is now forwarding for VLAN 2, and interface fast 0/21 has been put in blocking
mode. VLAN 4 continues to have the yin switch as its root bridge.

Example 2-43 STP Load Balancing

mant i s#show spanni ng-tree vlan 2

Spanning tree 2 is executing the | EEE conpati bl e Spanni ng Tree protocol
Bridge ldentifier has priority 32768, address 00d0.976¢c. b781

Configured hello tine 2, max age 20, forward delay 15 995



Root port 1Is !4, cost o! r oot patH 1S 15

Topol ogy change flag not set, detected flag not set, changes 8
Times: hold 1, topol ogy change 35, notification 2

hello 2, max age 20, forward delay 15
Timers: hello 0, topol ogy change 0, notification O

Interface FaO/5 (port 17) in Spanning tree 2 is FORWARDI NG
Port path cost 100, Port priority 128
Designated root has priority 8192, address 0030.1976. 4d01
Desi gnated bridge has priority 32768, address 00d0. 976c¢c. b781
Designated port is 17, path cost 19
Timers: nmessage age 0, forward delay 0, hold O
BPDU: sent 4073, received 0O

Interface Fa0/ 20 (port 34) in Spanning tree 2 is FORWARDI NG
Port path cost 19, Port priority 128
Designated root has priority 8192, address 0030.1976. 4d01
Designated bridge has priority 8192, address 0030.1976. 4d01
Desi gnated port is 84, path cost 0O
Timers: nmessage age 2, forward delay O, hold O
BPDU: sent 95, received 3977

Interface Fa0/21 (port 35) in Spanning tree 2 is BLOCKI NG
Port path cost 19, Port priority 128
Designated root has priority 8192, address 0030.1976. 4d01
Desi gnated bridge has priority 32768, address 0004. 275e.f5cl
Designated port is 35, path cost 19
Timers: nmessage age 3, forward delay 0, hold O
BPDU: sent 6, received 1502

mant i s#

mant i s#show spanni ng-tree vl an 4

Spanning tree 4 is executing the | EEE conpati bl e Spanni ng Tree protocol
Bridge ldentifier has priority 32768, address 00dO. 976¢. b782
Configured hello tinme 2, max age 20, forward delay 15
Current root has priority 32768, address 0004. 275e.f5c2
Root port is 35, cost of root path is 19
Topol ogy change flag not set, detected flag not set, changes 5
Tines: hold 1, topol ogy change 35, notification 2

hello 2, max age 20, forward delay 15
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Timers: hello 0, topol ogy change 0, notification O

Interface Fa0/9 (port 22) in Spanning tree 4 i s FORWARDI NG
Port path cost 100, Port priority 128
Desi gnated root has priority 32768, address 0004. 275e.f5c2
Desi gnated bridge has priority 32768, address 00d0. 976c. b782
Desi gnated port is 22, path cost 19
Timers: message age 0, forward delay 0, hold 1
BPDU. sent 3441, received O

Interface Fa0/20 (port 34) in Spanning tree 4 is BLOCKI NG
Port path cost 19, Port priority 128
Designated root has priority 32768, address 0004. 275e.f5c2
Desi gnated bridge has priority 32768, address 0030.1976. 4d03
Desi gnated port is 84, path cost 19
Timers: nessage age 5, forward delay 0, hold O
BPDU:. sent 1, received 4445

Interface Fa0O/ 21 (port 35) in Spanning tree 4 is FORWARDI NG
Port path cost 19, Port priority 128
Desi gnated root has priority 32768, address 0004. 275e.f5c2
Desi gnated bridge has priority 32768, address 0004. 275e. f 5¢2
Desi gnated port is 35, path cost O
Timers: nmessage age 3, forward delay 0, hold O
BPDU. sent 5, received 1972

mant i s#

Figure 2-16 now shows how the network is handling and forwarding VLANS.

Figure 2-16. Load Balancing over Trunks
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To enforce consistent Spanning Tree selection throughout the network, you also should set the priority for VLAN 4 on the yin switch. This can be
done using the priority command, as demonstrated in Example 2-44.

Example 2-44 Setting Root on a Catalyst 2900XL/3500G Switch

yi n(confi g)#spanning-tree vian 4 priority 100
To verify the change, view STP for VLAN 4 on the mantis switch, as in Example 2-45.

Example 2-45 Verifying the Priority of 100 for VLAN 4

mant i s#show spanni ng-tree vl an 4

Spanning tree 4 is executing the | EEE conpati bl e Spanni ng Tree protocol
Bridge ldentifier has priority 32768, address 00d0.976¢. b782
Configured hello tine 2, max age 20, forward delay 15
Current root has priority 100, address 0004. 275e.f5c2
Root port is 35, cost of root path is 19
Topol ogy change flag not set, detected flag not set, changes 5
Times: hold 1, topol ogy change 35, notification 2

hello 2, max age 20, forward delay 15
Timers: hello 0, topol ogy change 0, notification O

The world of Ethernet switching is growing at a tremendous pace. There are many more interesting and useful technologies that we simply did not
have the time to discuss. We highly recommend reading Kennedy Clark and Kevin Hamilton's book Cisco LAN Switching, which is loaded with
information on LAN switching for extended reference. Some topics that you might want to pursue on your own that we did not cover in this book
are listed here:

« UplinkFast, PortFast, BackboneFast— These are ways to help the STP process deal with user traffic during initialization or failure while
STP is converging. These technologies are simple to configure and can avoid lost throughput during STP convergence.

. Fast EtherChannel/Gigabit EtherChannel— EtherChannel provides a way for the router to aggregate up to four Fast Ethernet ports in a
bundle. The technology also applies to Gigabit Ethernet. We like to think of EtherChannel as the PPP multilink of Ethernet. EtherChannel
treats the bundle as one large physical link and can distribute traffic in different ways across the bundle. With full-duplex mode,
EtherChannel bundles can reach speeds of 800 Mbps to 8,000 Mbps. EtherChannel can help avoid some STP issues because it offers
resiliency between switches. When a link goes down, the bundle simply loses bandwidth and does not need to wait for STP to converge
before sending user traffic. There are rules to EtherChannel and how ports can be bundled, and they are different for the various families of
switches. There is also the drawback that EtherChannel can be used only to connect two switches—for example, bundles cannot be %I'ét



across switches.

Port security— An advanced security function of all Cisco switches is port security. Port security allows you to limit the access on a port to
a single MAC address. When another user plugs into the port with a different MAC address, the port can be shut down, or traps can be sent
to a network-management station. This is a helpful feature in the field because it strictly controls physical access to the switch and
unwanted moves or changes.

Multicast (CGMP/I1GMP)— CCIE Practical Studies, Volume | does not address any multicast issues. This does not mean that it is not
important, however. Multicast traffic is playing an ever-increasing role in the modern network. CCIE Practical Studies, Volume Il addresses
multicast issues.

230



IEEE 802.5/Token Ring LANSs

231



Token Ring: 30 Years Old and Still in Service

If you have ever worked on IBM mainframes, AS400s, RS6000s, or any other SNA devices,
chances are good that you have worked with Token Ring. And just as the mainframes were
supposed to go away with the huge "client/server" push of the 1990s, eventually so would
Token Ring networks. But the mainframes never become "extinct" like they were supposed
to, and neither did Token Ring networks. The "big iron" mainframes are still present in many
large networks, and most of them carry legacy Token Ring networks with them.

Token Ring was conceived by IBM in the early 1970s, and it quickly became IBM's LAN of
choice. Soon IBM front-end processors, such as the IBM 3745s, were shipping with Token
Ring interfaces. At the time, Token Ring provided a fast LAN medium. Ethernet networks
were operating at speeds of 10 Mbps or less on shared-media networks. It was highly
debated how much "real" throughput you could get on an Ethernet segment with collisions
and a large number of users. As you will see, Token Ring is somewhat deterministic and uses
a token-passing technology that allowed it to achieve the speeds that it was advertising, 4
Mbps and 16 Mbps.
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Token Ring Technical Overview

The IEEE officially adopted Token Ring as IEEE 802.5. The specifications are almost identical, with
a few minor differences. IBM Token Ring calls for the stations to be attached by twisted-pair cable
to a multistation access unit (MSAU) in a physical star topology. The IBM 8228 is a common
example of a MSAU. The IEEE committee chose not to specify a medium or topology, allowing
Token Ring networks to be more flexible.

Token Ring/IEEE 802.5 operates strictly at Layer 2, like most LAN protocols. Like Ethernet, the

IEEE committee divides the data link layer into two sublayers: 802.5 as the MAC layer and 802.2
as the LLC layer. Functionally, IEEE 802.5 Token Ring parallels IEEE 802.3. The LLC layer—802.2,
in this case—is a standardized interface between a hardware-specific MAC and a Layer 3 protocol.

Token Ring Operation

Token Ring networks have a physical topology of a star, but the network is treated as a logical
ring. Figure 2-17 shows the logical and physical Token Ring topologies.

Figure 2-17. Token Ring Topologies
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Token Ring networks utilize a token-passing technology on the ring. Token-passing networks
move a small frame, called a token, around the ring. Token Ring uses two types of frames, a
token and an information/data frame. Token frames contain a start delimiter, an access control
field, and an end delimiter. The data/command frames contain the same fields, plus a few more
for user data, and also contain a source and destination address. When a station wants to
transmit information, it must posses the token. Possession of token grants the right of the station
to transmit data. If the station has no data to transmit, it simply passes the token along to the
next station on the ring.

When a station posses the token and wants to transmit, it changes a single bit in the access
control field, the T bit. The station then appends its information to the frame and sends it on to
the next station on the ring. The frame circulates the ring until it reaches the destination station,
where the frame is then copied by the station and tagged as having been copied. The frame
continues around the ring until it reaches the station that originated the frame. At this point, it is
removed from the ring by that station. The concept of early token release allows a station that
seizes a token to transmit a new token onto the ring after first sending its information frame.

The following list describes some other important features that Token Ring employs to help data
circulate throughout the ring:

« Access control field— The access control field is an 8-bit field found in both types of
Token Ring frames, the token and information/data frame. It contains the following
information:

P‘P‘P|T|M‘H‘R R

- P— 3-bit priority field. Only stations with a priority equal to or higher than the
priority of a token can claim that token. After the token is claimed and changed to
an information frame, only stations with a priority higher than that of the
transmitting station can reserve the token for the next pass around the network.

- R— 3-bit reservation field used to reserve the token for the next pass around the
ring.

- T— Simply called the T bit. If the bit is set to O, the frame is a token; if it is set to
1, the frame is an information/data frame.

- M— Monitor bit, used by the active monitor to remove endlessly circulating
frames from the ring.

« Active monitor— One station on the network serves as the active monitor. This station
acts as a centralized source of timing information for other stations and performs a variety
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of ring-maintenance functions. One such function is the removal of endlessly circulating
frames from the ring. For example, when an originating station fails, it cannot remove its
frame from the ring. This, in turn, will not allow any other stations to transmit on the ring.
The active monitor can detect this type of failure through the use of the M bit mentioned
previously and can properly remove the frame from the ring.

Reliable delivery— Token Ring uses a 2-bit frame status field to ensure reliable delivery
of frames. These bits commonly are referred to as the A and C bits. An originating station
generates a frame with the A and C bits set to 0. When the frame transverses the ring and
arrives at the originating station, the bits are examined to verify delivery. Receiving
stations modify the bits as documented in Table 2-15.

Table 2-15. A and C Bit Modification by Receiving Station

A ¢ Meanin
Bit | Bit 9
0 0 Destination not found. The receiving station did not modify the bits.
0 1 Invalid.
1 0 The frame was accepted, but the station was incapable of copying
data from the frame.
1 1 Station found. The frame was accepted and copied.

Token Ring frame size— Token Ring frames have a significantly larger frame size than
the 1518-byte Ethernet frame. Token Ring frames have a minimum size of 21 bytes at 4-
Mbps and 16-Mbps ring operation. The largest frame size is 4511 bytes on 4-Mbps rings
and 17,839 bytes on 16-Mbps rings.

NOTE
Canonical Versus Noncanonical Address Format

Ethernet networks transmit data in what is called a canonical address format. This
means is that if you have the bit stream 0110 1010, the most significant bit (MSB) is
on the left and the least significant bit (LSB) is on the right. Ethernet networks
transmit data in a canonical form, with the least significant bits get transmitted first.
If an Ethernet network is sending the previous data steam, it would send 01010 1
1 0. Token Ring and FDDI networks transmit data in a noncanonical format.
Noncanonical format transmits the most significant bit first. If a Token Ring network
were transmitting the original bit stream mentioned, it would transmit01 10101
0. Source-route translation bridges and DLSw will perform address translation when
needed.
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Token Ring Switching

Token Ring switching offers many of the same advantages as Ethernet switching. The major
advantage is the speed that Token Ring switching provides. Much as Ethernet bandwidth is
affected by the number of stations on a segment causing collisions, Token Ring bandwidth is
affected by stations awaiting the token to transmit data. In a switched environment, ports on
the same switch can belong to the same ring, but the stations on the switch ports will
experience bandwidth as if they were the only stations on the ring.

Token Ring switches also offer dedicated Token Ring (DTR). With traditional 4- or 16-Mbps
Token Ring, Token Ring adapters are limited to half-duplex mode. DTR defines a method that
allows the switch port to emulate a concentrator port and full-duplex data-passing mode
called transmit immediate (TXI), which takes advantage of the fact that there is one end
station on a port, and there is no real need to pass a token. Therefore, the adapter can
transmit and receive simultaneously, where the ring can now use a theoretical bandwidth of
32 Mbps.

The Token Ring switch ports operate in the following modes:

« Half-duplex concentrator port— The port is connected to a single station in half-
duplex mode. The port behaves like an active MAU port for classical Token Ring.

« Half-duplex station emulation— The port is connected to a port on an MAU. The
port behaves like a station connected to a classical Token Ring segment that contains
multiple stations.

o Full-duplex concentrator port— The port is connected to a single station in full-
duplex mode.

« Full-duplex station emulation— The port is connected to a switch or a concentrator
port in full-duplex mode.

NOTE

Duplex modes are a function of the hardware built into the network interface
card. Software upgrades will not allow you to run full-duplex mode. For full-
duplex mode to work, the station and switch port must be capable of full-duplex
mode.
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Token Ring Bridge Relay Function (TrBRF) and the Token Ring
Concentrator Function (TrCRF)

The Token Ring bridge relay function (TrBRF) functions like a multiport bridge. Its purpose is
to bridge rings. The rings that it bridges are called Token Ring concentrator relay functions
(TrCRF). (These probably would have been called virtual rings, but that name was already
taken.) Multiple TrCRFs can attach to a single TrBRF, much like multiple rings can attach to a
single bridge. TrCRFs can exchange data through source-route bridging (SRB) or source-
route transparent bridging (SRT). If you are not familiar with these bridging technologies,
you might want to read these sections of Chapter 13, "Configuring Bridging and Data Link
Switching Plus.”

The TrBRF spans Catalyst switches, much like a Ethernet trunk. This allows TrCRFs on
different Catalysts to belong to the same bridge number. Remember that the TrCRF is "the
ring." A TrBRF must be created before a TrCRF is defined. Each TrBRF is identified by a bridge
number and VLAN ID. When you create a TrCRF, you identify it with a ring number and
another unique VLAN ID. The TrCRF must be assigned to a parent TrBRF.

Figure 2-18 illustrates the TrBRF TrCRF relationship in the Catalyst 3920. The trbrf-default
and the trcrf-default are the actual default TrBRF and TrCRF for all Catalyst switches. Think of
them like an abstract VLAN 1 on Ethernet switches. Like Ethernet switches, Token Ring
switches were designed to be "plug-and-play"” on smaller networks. By default, all ports will
be assigned to the trcrf-default, and the trcrf-default has TrBRF as its parent.

Figure 2-18. Default TrBRF TrCRF Relationship
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The concept of default TrBRFs and TrCRFs made LAN migrations from shared hub/MSAU
environments easy. Out of the box, a Token Ring switch could be deployed without any
configuration in place of a hub or MSAU. Like Ethernet switches ports that reside on the same
default VLAN, Token Ring ports reside on the same default ring and bridge. Table 2-16 lists

the default VLAN settings for Cisco switches.

Table 2-16. Default VLAN Settings
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Feature Default Value

Native or Default VLAN VLAN 1
Port VLAN assignments All ports assigned to VLAN1; Token
Ring ports assigned to VLAN 1003
VTP mode Transparent
VLAN state Active
Normal VLAN range VLAN 2 to VLAN 1001
1 VLAN 1006 to VLAN 1009

VLAN reserved range

*1 VLAN 1025 to VLAN 2094
VLAN extended range

MTU size 1500 bytes for Ethernet

4472 bytes for Token Ring

SAID value 100,000 plus VLAN number

VLANZ2 = SAID 100002

Prune eligibility VLANS 2-1000 are prune-eligible
MAC address reduction Disabled

Spanning Tree mode PVST

Default FDDI VLAN VLAN 1002

Default Token Ring TrCRF VLAN VLAN 1003

Default FDDI Net VLAN VLAN 1004

Default Token Ring TrBRF VLAN VLAN 1005 with bridge number OF
Spanning Tree version for TrBRF IBM

VLANSs

TrCRF bridge mode SRB

[*1 The VLAN reserved range is used on the Catalyst 6500 series and is used to
map nonreserved VLANs. The VLAN extended range is available on the
Catalyst 6500 series switch. This range is an extension of the normal VLAN
range. The extended and reserved VLAN range is not propagated by VTP.
Token Ring and FDDI VLANs are listed on Ethernet-only switches because of
global VTP information. Likewise, Token Ring switches' VLAN database lists
Ethernet VLANSs.

Figure 2-19 diagrams the logical layout of a Token Ring switch. Two TrBRFs were created on

the switch. TrBRF brf100 will be bridge 10. This BRF is the parent to the TrCRF crf-ring10,
which will be ring 10. All ports on the switch assigned to this CRF will be in ring 10. In this
figure, ports 16 to 20 will all be on ring 10. The second TrBRF is used to link bridge 11 to ring
11; ports 21-24 will be on ring 11.
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Figure 2-19. Logical TrBRF TrCRF Relationship
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When this switch is configured, you will have two bridging domains. Figure 2-20 shows
another conceptual view of the same configuration, represented in a more traditional fashion.

Figure 2-20. Conceptual View of TrBRFs and TrCRFs
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For the bridging domains to communicate, they need to be connected with another source-
route bridge, usually in the form of a router. Figure 2-21 illustrates how the two domains can
be linked with a router. If the network were transporting a bridged protocol such as SNA, the
router could be configured for source-route bridging, and the two domains could be source-
route bridged. If the network were transporting a routed protocol such as IP, the router
would be configured to "route" traffic between the two domains.

Figure 2-21. Linking Two Token Ring Bridging Domains
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Configuring Token Ring Switching on the Catalyst 3920

Many of the same concepts that are found in Ethernet switching apply directly to Token Ring
switches. For example, VLANs, VTP domains, and management VLANs are all found on Token
Ring switches. For that reason, we will not spend a lot of time redefining these terms and
their application. Instead, we will focus primarily on switch configuration.

The Catalyst 3920 does not have a standard command-line interface for configuration.
Instead, the configuration is totally menu or panel-driven. The cursor keys allow you to select
different panel options. To a large extent, this makes the configuration of the switches easy
because there is no syntax to remember.

Figure 2-22 shows the main panel of the Catalyst 3920 Token Ring switch.

Figure 2-22. Initial Configuration Panel

Cisco Catalyst 3920 Main Menu
Configuration. . |
statistics. ..
Download/Upload. . .
Reset. ..

Fwit Console

Hate: Press <CIR to return to this menu wi thout

Display the Configuration Menu

The configuration panel is where the TrBRFs, TrCRFs, VLANs, management, and other
software features of the switch are configured. The statistics panel is where the show
commands for the switch reside. Port status, VTP status, and other important information
about the operation of the switch can be viewed. The download/upload panel is where you
can upgrade the Catalyst software. Finally, the reset panel is where you can clear NVRAM and
reload the switch. Specifically, here is a quick guide to the important setting in each panel.

The Switch Configuration Panel

Figure 2-23 shows the switch configuration panel.

Figure 2-23. Switch Configuration Panel
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The panels available in the switch configuration panel are as follows:

« Switch configuration— This panel allows you to display system information and
switch hardware information, such as memory and software type. This panel also
allows you to set basic switch management, such as system name, date, location, and
contact information. You also can assign a MAC address to the switch here, and
specify whether the switch will use canonical or noncanonical address formats. The
default in Token Ring is noncanonical. Switch uplink information also can be accessed
here.

« Module information— This panel allows you to display information about the switch
modules, their status, uptime, and hardware and firmware revision levels.

« VLAN and VTP Configuration— This panel is where you will spend a majority of
your time configuring the switch. At this panel, you can access and change the VTP
domain, VLAN information, TrBRFs, and TrCRFs. Individual ports also are assigned to
TrCRFs here.

« IP configuration— This panel allows you to configure basic IP management of the
switch. This includes the IP address and subnet mask, the default gateway. The IP
address must be assigned to the management TrBRF to become active; that can be
performed from the SNMP configuration panel. IP pings also can be sent from this
panel when the management TrBRF and IP address are configured.

« SNMP configuration— This panel allows you to set basic SNMP read/write, traps,
and community strings. RMON is supported on the Catalyst 3920 and also can be
activated here. The management VLAN or the management TrBRF must be defined
here for SNMP and IP aspects of the switch work. By default, SNMP and IP are
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configured to use the TrBRF-default entity.

« Spanning Tree— This panel allows you to configure STP in the bridged environment.
All the same STP parameters and timers discussed earlier can be configured here for
Token Ring networks.

« Token Ring port configuration— This panel displays and allows you to change
physical and some logical port information. From this panel, you can set the duplex
mode, early token release, MTU, and ring speed. You also can change the switching
mode for the port from auto-cutthrough to one of the other three modes mentioned
previously. This panel is where you also can tune explorer broadcasts.

« CDP configuration— This panel allows you to configure Cisco CDP information for
the switch, as well as display its status. By default, CDP information is turned on for
all switch ports.

« Switched port analyzer— This panel allows you to attach a network analyzer or
similar device to the switch. This is always necessary when you are trying to monitor
a switch port. This is because frames are not automatically forwarded to every port in
the VLAN.

« Token Channel— This panel allows you to create a Token Channel. The first eight
ports can be combined to form a Token Channel Interface. This technology is much
like EtherChannel.

« Filters and port security— This panel allows you to enable MAC address and
protocol filters. Port security is enabled from this panel as well.

« Password— This panel allows you configure a password for the switch.

« Console configuration— This panel allows you to configure and display current
Telnet sessions. You also can configure the physical console port form this panel. The
default session timeout is set to only 5 seconds; this can be changed to a maximum
of 1440 seconds from this panel.

The Statistics Panel

This panel allows you to display various status information of the ports, VLANs, VTP, and
other important information. The information panels that you can view include the following:

« Port status

« Port statistics

« Address tables

« Current Spanning Tree information
« VLAN statistics

« CDP neighbor display

« VTP statistics

« Diagnostic test results

« Message log information

« Display summary

The Download/Upload Panel
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From this panel, you can upgrade the switch's 10S. You can upgrade the switch through TFTP
or the RS-232 interface.

The Reset Panel

From this panel, you can clear the NVRAM on the switch as well as reset it. The download/
upload panel allows you to perform the following:

« Reset switch with diagnostics

« Reset switch without diagnostics
. Reset port address table

« Clear nonvolatile RAM

Configuring VLANs on the Catalyst 3920

The logical steps for configuring VLANs for Token Ring resemble the same steps that you use
for configuring Ethernet VLANs. With Token Ring, however, you must define rings and
bridges, which require a few extra steps. The steps for configuring VLANs on the Catalyst
3920 switch are as follows:

Step 1. Plan TrBRFs, TrCRFs, ring numbers, bridge numbers, and VLANS.
Step 2. Configure VTP.
Step 3. Configure TrBRF VLAN(s) and assign a bridge number to each TrBRF.

Step 4. Configure TrCRFs VLANs and assign a parent TrBRF and an optional ring
number.

Step 5. Assign ports to TrCRFs.

Step 6. Configure switch management.

Configuring Token Ring switching involves configuring a TrBRF VLAN and TrCRF VLAN. This
relationship can get rather confusing because there are two VLANS, rings, bridges, and so on.
For this reason, you should really take the extra time and lay out a small diagram showing
the logical relationships among all these entities.

Figure 2-24 shows two perspectives of the same Token Ring network. The dragon_switch is

Cisco Catalyst 3920; it connects two routers and a user workstation. Let's walk through the
six-step process to configure this switched Token Ring network.

Figure 2-24. Token Ring Switched Network Model
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Step 1: Planning TrBRFs, TrCRFs, Ring Numbers, Bridge Numbers, and VLANs

In Step 1, you plan for VLANs, TrBRFs, and TrCRFs. Figure 2-25 diagrams the network from

the dragon_switch perspective. You will define two TrBRFs and the associated VLAN and
bridge number for them. You also need to define two TrCRFs, the VLAN for them, and an
appropriate ring number. The TrCRF is linked to the TrBRF by declaring it a parent. The TrCRF
is not linked to the TrBRF by a common VLAN. The VLANs and bridge numbers do not need to
match.

Figure 2-25. Defining TrBRFs and TrCRFs
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To help self-document the network, try to form some logical naming convention. In this
example, TrBRF is called brf5; it is on VLAN 50 and bridge 5. It is the parent of crf-ring5,
which is VLAN 5, which contains ring 5. The other TrBRF will be called brf6 and has VLAN 60
and bridge 6. This TrBRF will be the parent of TrCRF crf-ring6, and crf-ring6 contains VLAN 6
and, you guessed it, ring 6.

Step 2: Configuring VTP

In Step 2, you can begin to configure the switch. From the initial configuration panel, select
the VLAN and VTP configuration panel. From this panel, you can enter the VTP administrative
configuration panel, shown in Figure 2-26. In the VTP administrative configuration panel, you

can set the VTP domain name, VTP mode, and a password, if you are configuring one.

Figure 2-26. VLAN and VTP Configuration Panel
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Figure 2-27 displays the VTP administrative configuration panel with the configuration of

cisco as the VTP domain name.

Figure 2-27. VTP Administrative Configuration Panel
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Step 3: Configuring TrBRF VLAN(s) and Assigning a Bridge Number to Each TrBRF

Step 3 tells you to configure TrBRFs and their associated VLANs and assign a bridge number
to the TrBRF. As mentioned previously, you will need to configure two TrBRFs. TrBRFs are
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configured from selecting the VTP VLAN configuration panel under the same VLAN and VTP
configuration panel. From this panel, select Add to create a new TrBRF. Notice that it says to
enter a VLAN; this is the VLAN within the TrBRF. Figures 2-28 and 2-29 display the creation

of the TrBRF brf5 VLAN 50.

Figure 2-28. VTP VLAN Configuration Panel
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Figure 2-29. VLAN Parameters Configuration Panel
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When you create a new VLAN, the switch prompts you to make it either a TrBRF or a TrCRF
VLAN. By selecting the TrBRF option when you create the VLAN, you are taken to the VLAN
Configuration Parameters menu. From this menu, you can enter the TrBRF name and change
the VLAN ID, state, and MTU. This menu also allows you to select the bridge number for the
VLAN. The bridge number is displayed and entered in hexadecimal format. When performing
source-route bridging in the future, be careful not to get bridge IDs mixed up by entering
some in hex and some in decimal. Figure 2-29 displays the VLAN parameters configuration
panel.

Step 4: Configuring TrCRFs VLANs and Assigning a Parent TrBRF and an Optional
Ring Number

After both TrBRF VLANs have been defined, Step 4 calls for you to define the TrCRFs and link
them to a parent TrBRFs. To create a TrCRF, create another unique VLAN in the same
manner as mentioned previously. This VLAN is not used to link the TrCRF to the TrBRF, and it
needs to have a unique VLAN ID. When prompted for the VLAN type, select TrCRF. Example

2-30 displays the creation of TrCRF VLAN 5.

The VTP VLAN Configuration menu for TrCRFs can be found in Figure 2-31. From this panel,

you can assign the VLAN a name and parent VLAN. We have named this VLAN crf-ring5 for
some extra documentation. Most important is the parent VLAN; here, you want to assign a
parent VLAN of brf5. The ring number is set at a default of auto, which means that the switch
will be capable of determining from the RIF what the actual ring number is. In this example,
you want to statically configure the ring to be ring 5. The ring number is displayed and
entered in hexadecimal.

Figure 2-30. VTP VLAN Configuration Panel
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Figure 2-31. VLAN Parameter Configuration Panel
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Figure 2-32 displays the VTP VLAN configuration panel listing the new VLANSs created.

Figure 2-32. VTP VLAN Configuration Panel
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Step 5: Assigning Ports to TrCRFs

Step 5 involves configuring the actual Token Ring switch ports and assigning them to a TrCRF
VLAN. From the VLAN and VTP configuration panel, the third option, Local VLAN Port
Configuration, allows you to change the default TrCRF that all the ports are assigned to. As
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mentioned previously, all ports are assigned to the TrCRF called TrCRF-default. When you
select the Change option, the switch prompts you for the port that you want to change. After

the port has been entered, the switch presents you with the current TrCRFs that it is aware of

and allows you to change these. Figure 2-33 shows the Local VLAN port configuration panel
after ports 1 to 3 have been modified.

Figure 2-33. Local VLAN Port Configuration
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At this point in the configuration, the switch is fully operational. To configure the routers in
this network, you simply need to configure the Token Ring interface and basic routing.
Example 2-46 illustrates a simple Token Ring configuration, such as the one on the crane
router.

Example 2-46 Basic Token Ring Configuration on the crane Router

crane(config)#int tokenRing O
crane(config-if)#ring-speed 16

crane(config-if)#i p address 172.16.128. 3 255. 255. 255.0
crane(config-if)#no shut

Step 6: Configuring Switch Management

The final step in the configuration is to set up IP access and management. Switch
management, such as contact name and information, and canonical address formats can
changed from the switch configuration panel. Figure 2-34 displays this panel.

Figure 2-34. Switch Configuration
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IP configuration, such as an IP address for the switch, and a default gateway are entered
from the IP configuration panel. When this panel is selected, the switch prompts you for a
TrBRF VLAN to put the address on. It lists all the TrBRFs that it knows about. After a TrBRF is
selected, the IP configuration panel displays. In this panel, you can enter an IP address,
subnet mask, and default gateway. You also can configure the switch to use BootP from this
panel. Figure 2-35 shows the IP configuration panel.

Figure 2-35. IP Configuration Panel
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ICMP pings also can be issued from this panel; however, the switch can have only one
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management address active at a time. Until the management VLAN is changed, the switch
uses the VLAN trbrf-default. Much like the Catalyst 2900 and 3500 can have multiple virtual
interfaces with IP addresses defined, only one can be active at any given time. To change the
active VLAN for management from trbrf-default to another TrBRF VLAN, select the SNMP
panel from the configuration panel. The SNMP panel also allows you change the default VLAN,
as well as enable RMON and SNMP traps and define community strings. Figure 2-36 displays

the SNMP configuration panel, showing the new TrBRF-default to be brf5.

Figure 2-36. SNMP Configuration Panel
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Switch operation can be verified from the main configuration menu. Under the main
configuration menu, the Statistics option offers a vast array of statistics to view. The most
useful statistics are port statistics and VLAN statistics. The best way to become familiar with
the commands that are put into menus such as this is not to spend time reading about them
in a book, but to simply spend time selecting and viewing the different options on the switch.
Figure 2-37 shows the statistics panel, listing the tip of the iceberg of available options.
Figure 2-38 shows the Port Configuration menu, which is another useful way to view the port

status.

Figure 2-37. Statistics Panel
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Figure 2-38. Port Configuration
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More Practice: Ethernet/Token Ring Labs

Throughout the rest of this book, you will get ample opportunities to configure Ethernet and
Token Ring VLANs. All the labs in the chapters on routing protocols and subsequent chapters
involve configuring LANs in one form or another. Make the most of these sections if you have
the equipment available. For example, instead of using hubs to practice modeling your
networks, create VLANs and VLAN trunks.

The following labs involve most of the concepts we've discussed. Instead of having many
small labs, one in which you configure a VLAN, one in which you configure a VLAN trunk, and
so on, we decided to make the labs in this book rather complex so that they not only
challenge you but also present you with "practical" scenarios that you might face in the field.
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Lab 7: Ethernet Switching, VLAN Trunking, and Spanning Tree Root
Placement—~Part |

Practical Scenario

Small Ethernet networks, for the most part, are plug-and-play. Even when Ethernet switches are
deployed in small networks, they are user-friendly and not much configuration is needed. It is
when redundancy is added to the network that things get more complicated. This lab gives you
practice in configuring a redundant Ethernet switched networks and the challenges associated
with them.

Lab Exercise

Game LANSs, Inc. is a company that provides high-speed backbones for entertainment centers
around the country. Game LAN uses Cisco 100-Mbps and Gigabit Ethernet switches to provide the
switch fabric for the LANs that the company installs. A part of all Game LAN networks is the
redundancy that is built into each design.

Your task is to configure a Game LAN network by using the following parameters as design
guidelines:

« Configure an Ethernet switched network as depicted in Figure 2-39.

Figure 2-39. Game LAN Ethernet Network
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Use the VTP domain name, funtime, for all the switches in the network.

Create three VLANs on this network, and do not use VLAN1. Create one VLAN for
management, which is IP subnet 172.16.128.0/24. Mark this VLAN so that it stands out as
the management VLAN when being viewed by other switches. Two other VLANs are
needed, one for the glaccess 2 router, 172.16.16.0/24, and one for the glaccess_1 router
on subnet 172.16.17.0/24.

Configure the gameserver_1 and the gameserver_2 routers to route among all the VLANs
on the network. All VLANs and IP address should be capable of reaching each other. Use
EIGRP as the routing protocol, and use 2001 as the Autonomous System ID.

Tune STP so that the root for all VLANs corresponds to the HSRP configuration. The root
for VLANs 128 and 17 should be gl_switchl, and the root for VLAN 16 should be
gl_switch2.

Configure the gl_switch so that only devices on the subnet 172.16.17.0/24 can Telnet to
the switch.

(Optional) Port 2/24 contains a secure workstation. It has a MAC address of

0000.863c.3b41. Configure this port so that only this workstation will work on it, and shut
257



it down if another workstation is plugged into it.
Lab Objectives

« Configure an Ethernet switched network as depicted in Figure 2-39.

« Use a single VTP domain throughout the network. Configure gl_switchl and gl_switch2 as
VTP servers, and configure gl_switch3 as a VTP client. Configure the VLAN trunks and
trunk type as denoted in the Figure 2-39. Be sure to configure both types of trunks,
802.1g and ISL.

« Ensure full IP connectivity to all IP interfaces—that is, be sure that you can ping all LAN
interfaces.

» Create three VLANs on this network, and do not use VLAN1. Create one VLAN for
management, which is IP subnet 172.16.128.0/24; one for the glaccess 2 router,
172.16.16.0/24; and one for the glaccess_1 router on subnet 172.16.17.0.

« Configure the gameserver_1 and the gameserver_2 routers to route among all the VLANs
on the network. For this lab, you will user EIGRP as the routing protocol. Configure HSRP
between these routers. Use the first IP addresses on each subnet as the HSRP shared
address. For example, subnet 172.16.128.0/24, the management subnet, should use
172.16.128.1 as the HSRP shared address. Configure HSRP so that the gameserver_2 is
the primary for the subnet 172.16.16.0/24 and the gameserver_1 router is the HSRP
primary for subnets 172.16.128.0/24 and 172.16.17.0/24. All VLANs and IP address
should be capable of reaching each other.

« Configure STP so that the root for VLANs 128 and VLAN 17 is gl_switchl and the root for
VLAN 16 is gl_switch2.

« Configure the gl_switch so that only devices on the 172.16.16.0/24 can Telnet to the
switch. This can be the only device that can Telnet and manage the switch.

« (Optional) Port 2/24 contains a secure workstation. It has a MAC address of
0000.863c.3b41. Configure this port so that only this workstation will work on it, and shut
it down if another workstation is plugged into it.

Equipment Needed

« Four Cisco routers with Ethernet interfaces. Two routers must have 100-Mbps interfaces.
Recall that you need a minimum of a 100 Mbps to run any VLAN trunking protocol. If you
do not have routers with 100-Mbps interfaces, routing also can be accomplished by
configuring three Ethernet interfaces to the switch from a single router; one interface
would be in each VLAN.

« Three Cisco Catalyst Ethernet switches. This lab was designed specifically for two Catalyst
2900/3500 series switches and one Catalyst 4000/5500/6500 series switch.

o To gain practical experience on each type of Cisco Catalyst platform, both types of
switches are used in this lab. The gl_switchl is in the Catalyst 4000/5500/6500 family,
while the gl_switch2 and gl_switch3 are in the Catalyst 2900/3500 series family. The
specific type of switch is not that important to the functionality of this lab.

Physical Layout and Prestaging

o« The networks 172.16.20.0/24 and 172.16.21.0/24 are simulated by loopback interfaces on
the glaccess_2 and glaccess_1 routers, respectively.

« This chapter does not focus on the EIGRP and HSRP configurations of this lab. We will
show how they are performed during the walkthrough, but for more information on the
specifics of how to configure EIGRP and HSRP, see the chapters covering that material.
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Lab 7: Ethernet Switching, VLAN Trunking, and Spanning Tree
Root Placement—Part Il

Lab Walkthrough

Attach the switches by using Cat 5 Ethernet crossover cables. A switch in a back-to-back
mode requires a crossover cable. Attach the routers with Cat 5 patch cables to the switches,

as illustrated in Figure 2-39.

In building this model, you will begin with the configuration of the Ethernet switches and end
with the configuration of the routers. Let's begin by defining VLANs and IP subnets to them.
Figure 2-40 more accurately reflects the network VLANs, HSRP, and IP address at this point.

Figure 2-40. Game LAN Ethernet Network
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You also need to define and create the following VLANS:

« VLAN 1— You will not use this VLAN.

e VLAN 16— IP subnet 172.16.16.0/24.

e VLAN 17— IP subnet 172.16.17.0/24.

e VLAN 128— IP subnet 172.16.128.0/24 (new management VLAN).

The VLAN IDs do not need to match the subnet; we purposely match the VLAN ID to the
subnet to make the network more self-documenting.

You will begin by configuring the gl_switchl device. In this model, this device is a Catalyst is
in the 4000/5500/6500 family. Recall the four-step configuration process from earlier in this
chapter:

Step 1. Configure switch management.

Step 2. Configure VTP and VLANS.

Step 3. Configure VLAN trunks, if applicable.

Step 4. Optional: Control STP and VLAN propagation.
Step 1 calls you to configure basic switch management. Because you are not using VLAN 1 as
the default VLAN, you will need to create a new default VLAN before configuring the

management interface. To allow IP access to the switch, you also need to configure a
password. Example 2-47 demonstrates the creation of the VTP domain, VLANs, and the new

management interface on gl_switchl.

Example 2-47 Initial Configuration gl_switchl

Consol e> (enable) set pronpt gl _switchl

gl _switchl (enable) set vtp domain funtine

VTP domain funtinme nodified

gl _switchl (enable) set vlan 16

VI an 16 configuration successful

gl _switchl (enable) set vlan 17

VI an 17 configuration successful

gl _switchl (enable) set vlan 128 nane nmanagenent

VI an 128 configuration successf ul

gl _switchl (enable)

gl _switchl (enable) set int scO 128 172.16.128. 13 255. 255. 255. 0
Interface scO vlan set, | P address and net nask set.

gl _switchl (enable) set ip route 0.0.0.0 172.16.128.1
Rout e added.

gl _switchl (enable)
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Example 2-47 also shows the addition of a default route. The set ip route 0.0.0.0

172.16.128.1 command causes the switch to forward all IP traffic to this address. This
address needs to be on the same subnet as the management interface—in this case, subnet
172.16.128.0/24.

To ensure that the VTP domain is active, use the show vtp domain command to check for
configuration errors.

You already have begun to configure the first phase of Step 2, and normally you still would
need to assign ports to VLANs. This switch, however, doesn't have any ports in VLANs to
configure. This switch has only trunks to the other switches. Therefore, you can skip to Step 3
and define the trunks. To configure the trunks, set them to a static 802.1q trunking mode.
Example 2-48 demonstrates the configuration of the trunk lines on gl_switchl.

Example 2-48 Trunk Configuration on gl_switchl

gl _switchl (enable) set trunk 2/1 dotlq
Port(s) 2/1 trunk type set to dotlqg.

gl _switchl (enable) set trunk 2/1 on
Port(s) 2/1 trunk node set to on.

gl _switchl (enable) set trunk 2/14 dot1lq
Port(s) 2/14 trunk type set to dotlqg.

gl _switchl (enable) set trunk 2/14 on
Port(s) 2/14 trunk node set to on.

gl _switchl (enable) set trunk 2/20 dot1lq
Port(s) 2/20 trunk type set to dotlq.

gl _switchl (enable) set trunk 2/20 on
Port(s) 2/20 trunk node set to on.

gl _switchl (enable)

The final step calls for you to fine-tune Spanning Tree. This step cannot be completed until all
the trunks are up and operational. When the entire network is converged, routers included,
you can come back and tune STP on all the switches. For now, configure the rest of the
switches in the domain. The initial configurations of the gl_switch2 and the gl_switch3 are
similar. Beginning with other VTP server, gl_switch2, configure basic management. Example
2-49 demonstrates the configuration of the management interface on gl_switch2. Remember,
the gl_switch2 and gl_switch3 devices are in the Catalyst 2900/3500 family, so their
configuration is different from that of the gl_switchl device.

Example 2-49 Management Configuration on gl_switch?2

Swi t ch(confi g) #host name gl _swi tch2

gl _switch2(config)#int vlanl

gl _switch2(config-if)#shut

gl _switch2(config-if)#exit

01: 35:54: % .1 NK-5-CHANGED: Interface VLAN1, changed state to admnistratively do
wn

01: 35: 55: %.1 NEPROTO- 5- UPDOMN: Li ne protocol on Interface VLANL, changed state t
gl _switch2(config)#i nt vlanl28

gl _switch2(config-subif)# p address 172.16.128. 11 255. 255. 255.0

gl _switch2(config-subif)#no shut

gl _switch2(config-if)#exit

gl _switch2(config)#ip default-gateway 172.16.128.1
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To allow IP connectivity to the switch, a default-gateway had to be configured, as in Example
2-48. The default gateway must be in the same subnet as the current active management
interface, VLAN 128. The IP address of the gateway is the HSRP address of 172.16.128.1.

In Step 2, you define the VTP domain and VLANs. Because you already have VLANs defined
on the gl_switchl, there is no need to configure VLANs on any more switches; instead, you
can rely on VTP to transport the VLAN information after the trunks are up. Example 2-50

demonstrates the configuration of the VTP domain on gl_switchl.

Example 2-50 VTP Domain Creation on gl_switch2

gl _switch2#vl an dat abase
gl _switch2(vlan)#vtp domain funtine
Changi ng VTP domain name fromcisco to funtine

The gl_switch2 device has a user VLAN on interface fastEthernet 0/7. To assign interface
fastEthernet 0/7 to VLAN 16, use the switchport command, as in Example 2-51.

Example 2-51 Assign an Interface to a VLAN on gl_switch2

gl _swi tch2#conf t

Enter configuration commands, one per line. End with CNTL/Z
gl _switch2(config)#interface fastEthernet 0/7

gl _switch2(config-if)#sw tchport node access

gl _switch2(config-if)#sw tchport access vlan 16

Proceeding on to Step 3, you can configure the trunks from this switch to the other two. The
trunk to gl_switch is an 802.1q trunk, while the trunks to gameserver_2 and gl_switch3 are
ISL. Example 2-52 demonstrates the configuration of these trunks on the gl_switch2.

Example 2-52 Assign an Interface to a VLAN on gl_switch2

Enter configuration conmmands, one per line. End with CNTL/Z.
gl _switch2(config)#int gig 0/1

gl _switch2(config-if)#swi tchport node trunk

gl _switch2(config-if)#swi tchport trunk encapsul ati on dot 1q
gl _switch2(config-if)#exit

gl _switch2(config)#int fast 0/10

gl _switch2(config-if)#swi tchport node trunk

gl _switch2(config-if)#sw tchport trunk encapsul ation isl

gl _switch2(config-if)#exit

gl _switch2(config)#i nt fast 0/20

gl _switch2(config-if)#sw tchport node trunk

gl _switch2(config-if)#sw tchport trunk encapsul ation isl

When the trunks are configured on gl_switch2, the trunk to gl_switchl becomes active. To
determine the status of the trunk, use the show vlan command along with show interface
gigabitEthernet 0/1 switchport on gl_switch2. The trunk should be up and trunking. You
also should see the VLANSs that you created on gl_switchl, and you should be able to ping
the IP address of 172.16.128.13. Example 2-53 shows the status of an active trunk on

gl_switch2.
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Example 2-53 Verifying VLAN and Trunk Operation on gl_switch?2

gl _swi tch2#show vl an

VLAN Nane St at us Ports

1 defaul t active Fa0O/ 1, Fa0O/2, FaO/3, FaO/4,
FaO/5, Fa0O/6, Fa0/8, FaO/9,
Fa0O/ 11, FaO/12, Fa0O/13, FaO/ 14,
Fa0O/ 15, FaO/16, Fa0O/17, FaO/ 18,
Fa0O/ 19, FaO/21, Fa0/22, FaO/23,
Fa0O/ 24, FaO/ 25, Fa0/26, Fa0/27,
Fa0O/ 28, Fa0O/?29, Fa0O/30, FaO/31,
Fa0O/ 32, Fa0O/ 33, FaO/ 34, FaO/ 35,
Fa0O/ 36, FaO/ 37, Fa0O/38, Fa0/ 39,
Fa0/ 40, FaO/41, Fa0/42, FaO0/ 43,
FaO/ 44, FaO/ 45, Fa0O/ 46, FaO/47,
FaO/ 48, G 0/2

16 VLANOO16 active Fa0/ 7
17 VLANOO17 active
128 managenent active
1002 fddi-default active
1003 token-ring-default active
1004 f ddi net - def aul t active
1005 trnet-defaul t active

<<<text omtted>>>

gl _switch2#

gl _swi tch2#show i nterface gi gabitEthernet 0/1 switchport
Narme: G O0/1

Swi t chport: Enabl ed

Admi ni strative node: trunk

Operational Mde: trunk

Admi ni strative Trunki ng Encapsul ati on: dot 1q
Oper ati onal Trunki ng Encapsul ati on: dot1q
Negoti ati on of Trunking: Disabled

Access Mode VLAN. 0 ((lnactive))

Trunki ng Native Mbde VLAN: 1 (default)
Trunki ng VLANs Enabl ed: ALL

Trunki ng VLANs Active: 1,16,17,128

Pruni ng VLANs Enabl ed: 2-1001

Priority for untagged franes: O
Override vlian tag priority: FALSE
Voi ce VLAN: none

Appliance trust: none

gl _switch2#

You will come back and complete Step 4, tuning STP, after you configure the gl_switch3
switch.

Basic management configuration of the gl_switch3 switch is identical to the configuration in
Example 2-49. In that example, you configured a host name, a management interface, and a
default gateway. The VTP mode will be transparent, so there is not need to configure VLANs
on this switch. The VLANs will be sent when the trunks are configured to the other two
switches. Example 2-54 demonstrates the configuration of the VTP and trunks on gl_switch3.
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Example 2-54 VTP Client and VLAN Trunk Configuration on gl_switch3

gl _swi tch3#vl an dat abase
gl _switch3(vlan)#vtp dormain funtine
Changi ng VTP donain nane fromNull to funtine

Setting !ew ce to VIP CLI ENT m)!e.

gl _swi tch3(vl an) #exi t

gl _swi tch3#conf t
Enter configuration comands, one per line. End with CNTL/Z.

gl _switch3(config-if)#sw tchport node trunk

gl _switch3(config-if)#swi tchport trunk encapsul ati on dot 1q
gl _switch3(config-if)#exit

gl _switch3(config)#interface fastEthernet 0/20

gl _switch3(config-if)#sw tchport node trunk

gl _switch3(config-if)#sw tchport trunk encapsul ation i sl

gl _switch3(config-if)#exit

gl _switch3(config-if)#sw tchport node access
gl _switch3(config-if)#sw tchport access vlan 17

To verify the configuration, view the VTP status with the show vtp status command. You
also can view the VLANSs to be sure that they are being propagated. Example 2-55 lists the
output of these status commands on the gl_switch3. At this time, you also should be able to
ping the IP addresses of the neighboring switches.

Example 2-55 Verifying VTP Status on gl_switch3

gl _switch3#show vt p status

VTP Version D2

Configuration Revision .4

Maxi mum VLANs supported locally : 254

Nurber of existing VLANs : 8

VTP QOperating Mde . Cient

VTP Dorai n Nane : funtine

VTP Pruni ng Mode . Disabl ed

VTP V2 Mode : Disabl ed

VTP Traps Generation . Di sabl ed

MD5 di gest 0xC9 0xC8 0x2D OxEE 0x8D OxEl 0x46 0x97

Configuration |last nodified by 172 16.128. 13 at 7-2-01 14:43:56

gl _swi tch3# show vl an

VLAN Nane St at us Ports

1 def aul t active FaO/ 1, FaO/2, FaO/3, FaO/4,
FaO/5, FaO/7, Fa0O/8, FaO/?9,
Fa0/ 10, FaO/ 11, Fa0O/12, Fa0O/13,
Fa0O/ 14, Fa0O/ 15, FaO/ 16, Fa0O/ 17,
Fa0O/ 18, Fa0/19, Fa0/22, Fa0/ 23,
Fa0/ 24, Fa0O/ 25, FaO/ 26, Fa0/27,
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Fa0/ 28, Fa0O/ 29, Fa0O/30, Fa0O/31,
Fa0O/ 32, FaO/ 33, Fa0/34, Fa0/ 35,
Fa0/ 36, Fa0O/ 37, Fa0O/38, Fa0/ 39,
Fa0/ 40, FaO/ 41, FaO/ 42, Fa0/ 43,
Fa0O/ 44, FaO/ 45, FaO/ 46, Fa0/ 47,
Fa0/ 48, G 0/1, GO0/2

16 VLANOO16 active

17 VLANOO17 active FaO/ 6

128 rmanagenent active

1002 fddi -defaul t active

1003 token-ring-default active

1004 f ddi net -def aul t active

1005 trnet-defaul t active

VLAN Type SAID MIU  Parent RingNo BridgeNo Stp Brdghwbde Transl Trans2
1 enet 100001 1500 - - - - - 0 0
16 enet 100016 1500 - - - - - 0 0
17 enet 100017 1500 - - - - - 0 0
128 enet 100128 1500 - - - - - 0 0
1002 fddi 101002 1500 - 0 - - - 0 0
1003 tr 101003 1500 - 0 - - srb 0 0
1004 fdnet 101004 1500 - - - i eee - 0 0
1005 trnet 101005 1500 - - - ibm - 0 0
gl _switch3#

gl _switch3#ping 172.16.128. 13

Type escape sequence to abort.

Sending 5, 100-byte | CVMP Echos to 172.16.128.13, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip m n/avg/ max
gl _switch3#ping 172.16.128.11

717/ 8 s

Type escape sequence to abort.

Sending 5, 100-byte I CWP Echos to 172.16.128.11, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip m n/avg/ max
gl _switch3#

1/2/3 s

The entire switching domain is operational at this point. All the switches will be capable of
pinging each other's management interface.

The two routers glaccess_1 and glaccess_2 should be configured for IP now. This involves
simply configuring an IP addresses under the Ethernet interface and the loopback interface.
In this model, you are using EIGRP as the routing protocol with an Autonomous System ID of
2001. EIGRP must be configured on all the routers. Example 2-56 illustrates the configuration
of glaccess_1. The configurations of glaccess_1 and glaccess_2 will be similar except for the
IP addresses.

Example 2-56 Router Configuration of glaccess 1

host nane gl access_1
!

i nterface Loopback20
i p address 172.16.21.6 255.255.255.0
no i p directed-broadcast

265



interface EthernetO

ip address 172.16.17.6 255.255.255.0
no i p directed-broadcast

!

<<<text onitted>>>

!

router eigrp 2001

network 172.16.0.0

no aut o- summary
|

For the VLANs to communicate with one another, you must configure a router with an
interface in each VLAN, or a router with a VLAN trunk. In this model, you will use the routers
gameserver_1 and gameserver_2 to not only route between our VLANS, but also to provide
resiliency through HSRP. When configuring a VLAN trunk, you need to create subinterfaces on
the Ethernet interface and assign a VLAN and VLAN encapsulation to it. You will need one
subinterface for each VLAN that you want to route between. Example 2-57 highlights the

VLAN trunk configuration for both routers. The trunk of gameserver_1 is an 802.1 trunk, and
the trunk of gameserver_2 is an ISL trunk.

Example 2-57 Router Configuration of gameserver_1 and
gameserver_2

host nane ganeserver1

!

nterface FastEthernet0/0
no i p address

dupl ex auto

speed auto

nterface FastEthernet0/0.1
encapsul ati on dot1Q 128
ip address 172.16.128. 14 255. 255. 255.0

nterface FastEthernet0/0.2
encapsul ati on dot1Q 16
i p address 172.16. 16. 14 255. 255. 255.0

nterface FastEthernet0/0.3
encapsul ation dot1Q 17
ip address 172.16.17.14 255.255.255.0

host nane ganeserver_2

!
i nterface FastEthernet0/0
no i p address

dupl ex auto

speed auto

!

interface FastEthernet0/0.1
encapsul ation isl 128

i p address 172.16.128. 10 255. 255.255.0
no ip redirects

!

i nterface FastEthernet0/0.2
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encapsul ation isl 16

i p address 172.16.16.10 255. 255. 255.0
no ip redirects

|

i nterface Fast Ethernet0/0.3

encapsul ation isl 17

i p address 172.16.17.10 255.255.255.0

no ip redirects
!

The HSRP configuration requires that the primary router for VLAN 128 and VLAN 17, subnets
172.16.128.0/24 and 172.16.17.0/24, reside on gameserver_1. The HSRP primary address
for VLAN 16, subnet 172.16.16.0/24, resides on gameserver_2. To accomplish this, you will
need to create an HSRP group for every VLAN, for a total of three groups. You will use a
priority of 101 for the interfaces that you want to be active. For more detailed information on
configuring HSRP, see Chapter 16, "Configuring Hot Standby Routing Protocol (HSRP)."

Example 2-58 lists the HSRP configuration of the gameserverl and gameserver2 routers.

Example 2-58 HSRP Configuration of gameserverl and gameserver2

host nane ganeserver1l

!

nterface FastEthernet0/0
no i p address

dupl ex auto

speed auto

nterface FastEthernet0/0.1

encapsul ati on dot1Q 128

i p address 172.16.128. 14 255. 255.255.0
standby 1 priority 101 preenpt

standby 1 ip 172.16.128.1

nt erface FastEthernet0/0. 2

encapsul ation dot1Q 16

ip address 172.16. 16. 14 255. 255. 255.0
standby 2 priority 95 preenpt

standby 2 ip 172.16.16.1

nterface FastEthernet0/0.3

encapsul ation dot1Q 17

ip address 172.16.17. 14 255.255.255.0
standby 3 priority 101 preenpt
standby 3 ip 172.16.17.1

host nane ganeserver_2
!
i nterface FastEt hernet0/0
no i p address
dupl ex auto
speed auto
!
interface FastEthernet0/0.1
encapsul ation isl 128
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i p address 172.16.128. 10 255. 255. 255.0
no ip redirects

standby 1 priority 95 preenpt

standby 1 ip 172.16.128.1

nterface FastEthernet0/0.2

encapsul ation isl 16

i p address 172.16.16.10 255.255.255.0
no ip redirects

standby 2 priority 101 preenpt
standby 2 ip 172.16.16.1

nterface FastEthernet0/0.3

encapsul ation isl 17

i p address 172.16.17.10 255.255.255.0
no ip redirects

standby 3 priority 95 preenpt

standby 3 ip 172.16.17.1

The network is fully redundant and operational now. All IP addresses should be reachable.
You can test the network with pings and by unplugging the gameserver_1 or gameserver_2
routers. The network should experience no outages. Example 2-59 lists the route table of

glaccess_1, showing the redundant routes.

Example 2-59 The IP Route Table of glaccess 1

gl access_1#show i p route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S L1 - 1S I1Slevel-1, L2 - IS-ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

CGateway of last resort is not set

172.16.0.0/ 24 is subnetted, 5 subnets

D 172.16.128.0 [90/284160] via 172.16.17.10, 01:04:35, EthernetO
[ 90/ 284160] via 172.16.17.14, 01:04:35, EthernetO

D 172.16.20.0 [90/412160] via 172.16.17.10, 01:04:35, EthernetO
[90/412160] via 172.16.17.14, 01:04:35, EthernetO

C 172.16.21.0 is directly connected, Loopback20

D 172.16.16.0 [90/284160] via 172.16.17.10, 01:04:35, EthernetO
[90/284160] via 172.16.17.14, 01:04:35, EthernetO

C 172.16.17.0 is directly connected, EthernetO

gl access_1#

The final steps in this lab involve setting Spanning Tree root and controlling IP access. To set
STP root on the gl_switchl, you will use the set spantree root command. By viewing the
current STP topology on the gl_switch3, you can see that it is currently root. Example 2-60

shows the STP topology on gl_switch3.

Example 2-60 STP Topology on gl_switch3
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gl _swi tch3#show spanni ng-tree vlan 128

Spanning tree 128 is executing the | EEE conpati bl e Spanning Tree protoco
Bridge ldentifier has priority 32768, address 0004.275e.f0cl
Configured hello time 2, max age 20, forward del ay 15
We are the root of the spanning tree
Topol ogy change flag not set, detected flag not set, changes 2
Times: hold 1, topol ogy change 35, notification 2

hell o 2, nax age 20, forward delay 15
Timers: hello 1, topology change 0, notification O

Interface Fa0/ 20 (port 34) in Spanning tree 128 is FORWARDI NG
Port path cost 19, Port priority 128
Designated root has priority 32768, address 0004. 275e.f0cl
Desi gnated bridge has priority 32768, address 0004. 275e.f0cl
Desi gnated port is 34, path cost O
Tinmers: nmessage age 0, forward delay 0, hold O
BPDU: sent 1376, received O

Interface FaO/21 (port 35) in Spanning tree 128 is FORWARDI NG
Port path cost 19, Port priority 128
Desi gnated root has priority 32768, address 0004.275e.f0cl
Desi gnated bridge has priority 32768, address 0004. 275e.f0cl
Desi gnated port is 35, path cost O
Timers: nessage age 0, forward delay 0, hold O
BPDU. sent 1392, received 2

gl _switch3#

You will want to set the gl_switchl switch to be root for VLANs 17 and 128 only. Example 2-
61 demonstrates the configuration of gl_switchl.

Example 2-61 Setting Root for VLAN 17 and VLAN 128 on gl_switchl

gl _switchl (enable) set spantree root 17,128

VLANs 17,128 bridge priority set to 8192.

VLANs 17,128 bridge max aging tinme set to 20.

VLANs 17,128 bridge hello tine set to 2.

VLANs 17,128 bridge forward delay set to 15.

Switch is now the root switch for active VLANs 17, 128.
gl _switchl (enable)

If you view STP on the gl_switch3 in Example 2-62, you will see that this switch is no longer

root for VLAN 128. Notice that the priority has changed and that it now points to gl_switchl
as the root.

Example 2-62 STP for VLAN 128

gl _swi tch3#show spanni ng-tree vlan 128

Spanning tree 128 is executing the | EEE conpati bl e Spanning Tree protocol
Bridge ldentifier has priority 32768, address 0004.275e.f0cl
Configured hello tinme 2, max age 20, forward delay 15
Current root has priority 8192, address 0030.1976. 4d7f
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Root port is 35, cost of root path is 19
Topol ogy change flag not set, detected flag not set, changes 5
Times: hold 1, topol ogy change 35, notification 2
hell o 2, nax age 20, forward delay 15
Timers: hello 0, topology change 0, notification O

Interface Fa0/ 20 (port 34) in Spanning tree 128 is BLOCKI NG
Port path cost 19, Port priority 128
Designated root has priority 8192, address 0030.1976. 4d7f
Desi gnated bridge has priority 32768, address 0004. 275e.f5c3
Desi gnated port is 34, path cost 4
Timers: nessage age 3, forward delay 0, hold O
BPDU: sent 4762, received 97

Interface FaO/21 (port 35) in Spanning tree 128 is FORWARDI NG
Port path cost 19, Port priority 128
Desi gnated root has priority 8192, address 0030.1976. 4d7f
Desi gnated bridge has priority 8192, address 0030. 1976. 4d7f
Designated port is 84, path cost O
Timers: nessage age 3, forward delay 0, hold O
BPDU. sent 4777, received 98

gl _switch3#

To set the STP root for VLAN 16 on gl_switch2, use the following global command:

gl _switch2(config)#spanning-tree vlian 16 priority 100

If you exclude the VLAN, all VLANs will have a priority of 100.

The final portion of the lab requires you to limit Telnet access to gl_switchl to only devices on
the subnet 172.16.17.0/24. This can be done by enabling IP permit lists. After an IP permit
list is entered, it still must be enabled before it will take effect. Example 2-63 demonstrates

the configuration of the IP permit list on gl_switchl.

Example 2-63 Enabling IP Permit Lists

gl _switchl (enable) set ip permt 172.16.17.0 255.255.255.0
172.16.17.0 with nmask 255.255.255.0 added to IP permt |ist.
gl _switchl (enable) set ip permt enable

I P permit |ist enabl ed.

gl _switchl (enable)

The optional portion of the lab is about security. By enabling port security, you can force a
port to become inactive if it detects a MAC address that isn't specifically allowed on that port.
If port security is enabled when a workstation is plugged into the port, it automatically
records the MAC address and secures the port for that address. To configure a specific
address. add the MAC address to the set port security command. Example 2-64

demonstrates enabling port security.

Example 2-64 Enabling Port Security

gl _switchl (enable) set port security 2/24 enable 00-00-86-3c-3b-41
Port 2/24 port security enabled with 00-00-86-3c-3b-41 as the secure nac address
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Trunki ng disabled for Port 2/24 due to Security Mdde
gl _switchl (enable)

If any other workstation or device is plugged into port 2/24, the port automatically shuts
down. Example 2-65 highlights the port status after an unauthorized device is plugged into
port 2/24.

Example 2-65 Port Security

gl _switchl (enable) show port 2/24

Port Nane St at us VI an Level Duplex Speed Type
Az sl 4 heinwl  GUTE Elie SIS
Port Security Secure-Src-Addr Last - Src- Addr Shut down Trap I f1ndex
2124 enabled 00-00- 86- 3c- 3b-41 00-60-5c-13-5e-65 Yes  disabled 34
Port Status Channel Channel Nei ghbor Nei ghbor
node st at us devi ce port
‘2124 shutdown auto  not chanmel

<<<text omtted>>>
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Lab 8: Configuring Token Ring Switching Using the Catalyst 3920—
Part |

Practical Scenario

Token Ring LANs are the second most popular type of network found in modern data centers.
Most data centers that have SNA mainframes still have Token Ring networks in place. The
following lab gives you practice in configuring Token Ring switching. Throughout the rest of this
text, you are encouraged to use Token Ring switches, if you have them available, to enhance the
labs on routing protocols and feature sets.

Lab Exercise

Game LANSs, Inc., the same company that provides high-speed Ethernet LANs for entertainment
centers around the country, also provides Token Ring LANs. One of Game LANs' customers is a
small group of people still devoted to playing DOOM on their Token Ring PS/2 PCs. They currently
have two Token Ring networks with two IP subnets that they want moved to a switched
environment.

Your task is to configure a Game LAN network by using the following parameters as design
guidelines:

« Configure a Token Ring switched network as depicted in Figure 2-41.

Figure 2-41. Game LAN Token Ring Network
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Game LAN INC.
Switched Ethernet

Network doom1
VTP domain = rings """:";_"'— —_—
RIP i Vs ‘
Tod To
IP-128.100.1.1/24 IP-128.100.2.1/24
doom? % switch Stati
atalyst 3820 tation
Told Port 1 Porl 3
. }::,..- P-126.100.1 324 P IP-128.100.2.99  |P-128.100.2.100-200
Port 2 4-24
‘ ‘ -mm Port 4-2 D)
Tokan
Rirgs
doom
f--}.?"
T
IP-128, 1m 1. 1;24 IP-128.100.2.1/24
16 Mbps _ 1EMBps
m“r”mng m“a F Aing a“‘;j“"
doom2 \ #, ! 0x08_ ng
— _{_?.‘Z.___
. IP-128.100.1.3/24 g 3
_—a Stations
B IP-128, 1002102
_—F
IP-128.100.2.100 Statlons
IP-128.100.2. 104

e Use the VTP domain "rings" and set the switch to be a VTP server.

« Create two VLANS, one for subnet 128.100.1.0/24 and one for 128.100.2.0/24.

o Configure ports 3-24 to be in the VLAN that contains the subnet 128.100.2.0/24.

« Configure IP routing for the network so that there is full IP connectivity to all workstations,
routers, and switches. Use RIP as the routing protocol for the internetwork.

Lab Objectives

« Configure a Token Ring switched network as depicted in Figure 2-41.

o Use the VTP domain "rings," and set the switch to be a VTP server. Create two VLANS, one
for subnet 128.100.1.0/24 and one for 128.100.2.0/24. The actual configuration might
require more VLANs than this.

« Configure ports 3 to 24 to be in the VLAN that contains the subnet 128.100.2.0/245.73



« Configure the switch with the IP address as shown in the diagram.

« Use RIP as the routing protocol for the internetwork. Ensure full IP connectivity between
all workstations, routers, and switches.

Equipment Needed

« Two Cisco routers with Token Ring interfaces. One router must have two Token Ring
interfaces.

« One Catalyst 3920 Token Ring Switch.

« The workstation(s) in the diagram are for extra testing and are not a necessary part of this
lab.

Physical Layout and Prestaging

« Connect the switches and the routers, as shown in Figure 2-41.

« The workstation is optional but is recommended to enhance testing and the functionality of
network.
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Lab 8: Configuring Token Ring Switching Using the Catalyst 3920
—Part Il

Lab Walkthrough

Attach the routers to the switch with Cat 5 patch cables, as illustrated in Figure 2-41. When
the physical hardware is properly attached, you can begin to follow the six steps for

configuring Token Ring switching:
Step 1. Plan TrBRFs, TrCRFs, ring numbers, bridge numbers, and VLANS.
Step 2. Configure VTP.
Step 3. Configure TrBRF VLAN(S) and assign a bridge number to each TrBRF.

Step 4. Configure TrCRFs VLANs and assign a parent TrBRF and an optional ring
number.

Step 5. Assign ports to TrCRFs.
Step 6. Configure switch management.

Figure 2-42 diagrams the VLANs that you will need to create. You will need to create two

TrBRF VLANs and two TrCRF VLANSs. Ports 3-24 will belong to TrCRF crf-ring8, with a parent
TrBRF called brf8. Ports 1 and 2 will be in the TrCRF crf-ring10, with a parent TrBRF called
brfl0.

Figure 2-42. TrBRF and TrCRF VLAN Conceptual Layout

TrBRF and TrCRF
(Catalyst 3920) brig befic
; VLAN 80 WLAN 100
Bridge Cx0d Bridge (xa
128.100.2.024 & & g 128.100.1.0/24
ﬂmlm crr—ﬂnmu
Pl VLANE L WLAN 10

Ports | 3-24 Loz

%%%%l}%%f\

[
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The switch configuration will be performed entirely from the configuration panel, of the main
menu. Step 1 is to configure the VTP domain. Select the VLAN and VTP configuration panel.
This is where you will configure VTP and the VLANs needed. Figure 2-43 displays the

configuration panel.

Figure 2-43. Configuration Panel

Conl rgural1on

Switch Configuration COPF Confirouration

Hodule Information. .. Swilched Port Analyzer
TokenChannel

IP Configuration... Filters & Port Security
SHMFP Confrguration. .. Hddress Haing

C

Part Confirguration. .. Congsale Configural pon

the YWLAN and VTP Configuralion Henu

From the VLAN and VTP configuration panel, select the VTP administrative configuration
panel. Configure the VTP domain to be a server, and assign a name of rings to it. Figure 2-44

displays this panel.

Figure 2-44. VTP Administrative Panel
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YTP Administrative Configuration

lomain Hame rings
I Ul..ll] Fl.:(il.? E:_-r\_l::r
omain Fassword

Domain Revision Number ]
[1me of Last Hevizion Change Ba03501 01:38:11
Last Updated Hy 0.8.8.0

Return to previous menu

Step 3 involves configuring the TrBRFs. From the VLAN and VTP configuration panel, select
the VTP VLAN configuration panel. From the VTP VLAN configuration panel select Add to add
a new VLAN. The switch prompts you for a VLAN name. The first VLAN that you will create is
brf8, VLAN 80. The switch then prompts you for whether the VLAN is a TrBRF or a TrCRF.
When you select TrCRF, it takes you to the VLAN configuration menu. From this menu, name
the VLAN brf8, and enter a ring number of 8. Remember to enter the ring number in
hexadecimal format. Ring 10 will be entered as Ox0a when you configure that ring. Figures 2-

45 and 2-46 display the VLAN configuration for TrBRFs.

Figure 2-45. Detailed TrBRF VLAN Configuration

YLAH Parameter Configuration for TrBRF

VLAN 1D 80
VLAN Name brf8

State lJ;mr'..ri-:'-n..I

M1l L4172
Biridge Number Bx08

Heturn

Enter Bridge Humber




Figure 2-46. Detailed TrBRF VLAN Configuration

VLAN Parameter Configuration for TrBRF

YLAW ID 10
YLAN Name b £ 100

State Uperational

MTU 6417
0x0R

Return

Enter Bridge Number

The next step in the configuration is to configure the TrCRF VLANs. These are created from
the same menu as the TrBRF VLANs. When you are prompted for the VLAN type, you
obviously should select TrCRF instead of TrBRF. When creating the TrCRF VLANs, do not get
the VLAN IDs confused. The VLAN IDs for the TrCRF and TrBRFs are unique. The TrCRF is
linked to a TrBRF by making it a parent to TrCRF, not by the VLAN ID. Figures 2-47 and 2-48

display the configuration of the TrCRFs VLANS.

Figure 2-47. Detailed TrCRF VLAN Configuration

278



YLAN Parameter Configuration for TrCRF

VLAH 10 o
VLAN Hame crf-ringt
Parent YLHA b £8

State Dperalional

Hing Humber Hwbig
Bridaing Mode SHE
Max ARE Bridge Hop Count 7
Max 5TF Bridge Hop Count 7
Backup CRE Ho

Heturn

Enter parent YLAN

Figure 2-48. Detailed TrCRF VLAN Configuration

VLAN Parameter Configuration for TrCRF

VLAH 10 16

VLHH Hame crf=rimngld
Farent YLHN b T 1H

State Operat 1omal

ing Humber B0
Bridaing Hode =
Hax HRE Bridge Hop Cound i

Hax STI |':I'|.I|l_|l' Hogr Lowund i
Backup CRI Ho

Keturn

Ernter ring number

Figure 2-49 displays the VTP VLAN configuration panel with the newly created VLANS.

Figure 2-49. VLAN Listing
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Step 5 involves assigning the ports to the TrCRFs just created. Ports 3 to 24 will be assigned
to TrCRF crf-ring8, and ports 1 and 2 will be assigned to TrCRF crf-ring10. From the VLAN
VTP configuration panel, select the Local VLAN port configuration option. From this panel,
select the port that you want to modify. When the port is selected, the switch prompts you
for what TrCRFs are available to attach the port to. Figure 2-50 displays this option.

Figure 2-50. Port Configuration

Choose TrCRF for port 1:
crf=ringd

trerf-defaul t

Press <SPACE* to toggle, <H* for more, <RETURH:> to exit selection menuw,

The final step in the configuration is to configure IP access. From the main configuration
panel, select IP Configuration to configure an IP address. When this panel is selected, the
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switch prompts you for a TrBRF to attach the IP address to. In this model, the IP address is
128.100.2.99, so it will attach to TrBRF brf8. When in this menu, enter the IP information;
use 128.100.2.1 for the default gateway. Figure 2-51 displays the IP configuration panel.

Figure 2-51. IP Configuration

IF Configuration - bef8

Interface MAC Address LU L £ Y
128.100.2.99

Default Gateway 126 108_2.1

Subnet Mazk P I T R |

[P State BootP When Heeded

sSend PLING

Helurn

Fnter IP address in decimal dot Format | s s, s, s

The IP interface will not become active until the same TrBRF becomes the default
management interface. This is enabled through the SNMP configuration panel. From the
SNMP configuration panel, change the management VLAN from the default to TrBRF brf8.

The switches are fully operational now, and the routers can be configured. The router portion
of the lab is rather straightforward. The doom1 router will have two Token Ring interfaces
and will run RIP for a routing protocol. The doom2 router will need only one interface
configured for IP. Example 2-66 illustrates the relevant configuration of the doom1 and

doom?2 routers.

Example 2-66 Configurations of the doom1l and doom2 Routers

host nane doonl

!
<<<text omtted>>>

!

i nterface TokenRi ng0

i p address 128.100.1.1 255.255.255.0
no i p directed-broadcast

ri ng-speed 16

!
i nterface TokenRi ngl

i p address 128.100. 2.1 255.255.255.0
no i p directed-broadcast

ri ng-speed 16
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router rip

network 128.100.0.0
|

I host nane doon®
I

<<<text onmitted>>>

!

i nterface TokenRi ng0
i p address 128.100.1.3 255.255.255.0
ri ng- speed 16

!

interface BRI O
no i p address
shut down

!

router rip

network 128.100.0.0
!

When the routers are configured, test the network by pinging all router and switch
interfaces. The route table of the doom2 router also shows the subnet 128.100.2.0/24 being
reported by RIP.
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Part lll: Connecting LANs with Wide-Area Networks
(WANS)

Chapter 3 WAN Protocols and Technologies: High-Level Data Link Control (HDLC)

Chapter 4 WAN Protocols and Technologies: Point-to-Point Protocol (PPP)

Chapter 5 WAN Protocols and Technologies: Frame Relay

Chapter 6 WAN Protocols and Technologies: Voice over X

Chapter 7 WAN Protocols and Technologies: Integrated Services Digital Network (ISDN)

Chapter 8 WAN Protocols and Technologies: Asynchronous Transfer Mode (ATM)

Part 11l Connecting LANs with Wide-Area Networks (WANS)
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Chapter 3. WAN Protocols and Technologies: High-
Level Data Link Control (HDLC)

Wide-area networks evolved from the need to share data across vast geographical distances.
The definition of WAN is a network spanning a wide geographic area. The purpose of the WAN
is to connect local-area networks (LANs) and to transport data from one LAN to another. In
our studies, the WAN is used much in the same way.

WAN protocols have changed over time. At first, WAN protocols focused on error correction
and were designed to operate on old, unreliable copper lines. WAN protocols today offer high-
speed reliable transport on copper and fiber optic lines. Despite the vast evolution of the
WAN, it still proves to be the slowest and most expensive part of any modern internetwork.

WAN protocols function at the lower three layers of the OSI model. X.25 PLP is one of the
protocols that operates at Layer 3, but most WAN protocols operate at Layer 2. Table 3-1

displays some common WAN protocols and their corresponding layers in the OSI reference
model.

Table 3-1. WAN Protocols and Their Corresponding OSI Layers

OSI Layers WAN Protocols
Network layer (X.25 PLP
Data link Frame PPP |HDLC |X.25 [SDLC |ATM-AAL
layer Relay
LAPB
Physical layer |[ISDN-B EIA/TIA-232 DS-1, DS-3,
SONET
ISDN-D EIA/TIA-449 V.24, V.35, HSSI
ISDN-H G703, EIA-530
H11, H12

In the lab, using Cisco 2500 and 2600 series routers, you can readily model HDLC, PPP,
Frame Relay, and X.25. Our studies start with these protocols and end with ISDN and ATM.
Modeling ISDN and ATM requires the use of specialized routers and switches.
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The Compatibility and Simplicity of HDLC

High-Level Data Link Control (HDLC) is an efficient WAN protocol based primarily on IBM's
Synchronous Data Link Control (SDLC) protocol. Cisco's version of HDLC is derived from the I1SO
3309 frame. Many forms of the HDLC frame exist, but Cisco's version is not compatible with any
other vendors, such as Unisys's implementation of HDLC or the I1SO 3309 frame. Even though these
frames are similar, they are not compatible.

Cisco's version of HDLC has the following characteristics:

« Incompatibility with other vendors

« Fast and efficient performance

« Support for a keepalive mechanism

« Support for the Serial Link Address Resolution Protocol (SLARP)
o Support for STAC compression

HDLC is the default serial encapsulation, so it does not appear in the configuration listing; however,
the HDLC encapsulation appears on the show interface display.

The overhead associated with an HDLC frame is small—it has a beginning and ending Flag field, a
varied Address field, a Control field, and a variable Information field. Even though these fields vary in
size, they vary only from 1 to 4 bytes in length. The overhead of the whole frame ranges from 7
bytes to 12 bytes, which is small. This is where HDLC gains its efficiency.

The HDLC frame uses a keepalive mechanism to verify link integrity. The DCE side of the link sends a
sequence number to the DTE side. The DTE side, in turn, sends this number back. The router knows
that if it received its last sequence number echoed back from the DTE side of the link, the link is
operational. If this sequence number is missed three times in a row, the router deactivates the link.
In Example 3-1, you can observe a link going down by not having its keepalives echoed back. This

data was displayed with the aid of the debug serial interface command.

Example 3-1 Keepalives on an HDLC Frame Not Being Echoed Back

06: 35:59: 9%.1 NK-3-UPDOWN: I nterface Seriall, changed state to up

[ NEP 5- UP . Line protocol on Interface Seriall, change! state

06: 36: 10: HD(1): Deasserting DSR, CTS and DCD
06: 36: 10: HD(1): Reset from 0x3057C8C

06: 36: 10: HD(1): Asserting DSR

06: 36: 10: HD(1): Asserting DCD and CTS

06: 36: 10: HD(1): Deasserting LTST

06: 36: 10: HD(1): Asserting DIR and RTS

06:36:18: HD(O): New serial state = 0x0115

06:36: 18: HD(1): got an interrupt state = 0x8055
06:36:18: HD(1): New serial state = Ox005F

06:36:18: HD(1): DTR is up.
06: 36: 20: HD(1): Deasserting DSR, CTS and DCD
06: 36:20: HD(1): Reset from 0x3057C8C
06: 36: 20: HD(1): Asserting DSR
06: 36: 20: HD(1): Asserting DCD and CTS
06: 36: 20: HD(1): Deasserting LTST
06: 36: 20: HD(1): Asserting DITR and RTS
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06:
06:
06:
06:
06:
06:
06:

36:
36:
36:
36:
36:
36:
36:

28:
30:
40:
50:
51:
51:
51:

% .1 NEPROTO- 5- UPDOMN:  Li ne protoco

HD( 0) :

HD( 1) :
HD( 1) :

HD( 1) :
Seriall
Seriall
Seriall
Seriall
HD( 1) :
HD( 1) :

on Interface Serial 1,

- .
Cc angetj state

New serial state = 0x0115

got an interrupt state = 0x8055

New serial state = OxO05F

DTR i s up.

. HDLC nyseq 3, mineseen 0, yourseen 0, |ine down
. HDLC nyseq 4, mneseen 0, yourseen 0, |ine down
: HDLC nyseq 5, mineseen 0, yourseen 0, |ine down

» attenpting to restart
Deasserting DSR, CTS and DCD
Reset from 0x3057C8C

Notice in Example 3-1 that the sequence number or the myseq field isn't incrementing and matching
with the mineseen field. In a correctly operating link, the keepalives will be incrementing and sent to
the downstream router. The router will receive these and send them back. The keepalives then show
up in the mineseen field of the original router sending it. If the myseq field and mineseen field differ
by 3, meaning that three keepalives were dropped, the router reinitializes the link. The yourseen field
is the other router's keepalive mechanism and performs the same function. Example 3-2 corrects the

problem; observe the debug output.

Example 3-2 Debug Log of a Correctly Functioning HDLC Link

06:49: 30: Seriall: HDLC nyseq 81, mineseen 0, yourseen 0, |line down
06:49: 31: %SYS-5-CONFIG I: Configured from console by consol e

L —

06:49:41: %1 NEPROTO 5- UPDOWN: Li ne protocol on Interface Seriall, changed state
to up

06:49:50: Seriall: HDLC nyseq 83, m neseen 83*, yourseen 83, line up

06:50: 00: Seriall: HDLC nyseq 84, m neseen 84*, yourseen 84, line up

06:50:10: Seriall: HDLC nyseq 85, m neseen 85*, yourseen 85, line up

06:50: 20: Seriall: HDLC nyseq 86, m neseen 86*, yourseen 86, line up

06:50:31: Seriall: HDLC nyseq 87, mneseen 87*, yourseen 87, line up

06: 50: 41: Seriall: HDLC nyseq 88, m neseen 88*, yourseen 88, line up

r 3#

06:50:51: Seriall: HDLC nyseq 89, m neseen 89*, yourseen 89, line up

The exchange of keepalives happens only when Layer 1 of the link is up. If DCD=up, DSR=up,
DTR=up, RTS=up, and CTS=up are not present, there will be no keepalive exchanges present.

HDLC also supports SLARP, which is used in the autoinstall process for a serial line to gain and
dynamically map its IP address. The Cisco autoinstall process takes advantage of SLARP.

Cisco's implementation of HDLC also supports payload compression by the use of the STAC
compression algorithm. The STAC compression technique, developed by STAC Electronics, uses the
Lempel-Ziv compression algorithm. This algorithm provides good compression but can use many CPU
cycles to compress the payload of the frame. STAC compression also can be used with LAPB, X.25,
and Frame Relay.

TIP

As a design rule, use HDLC encapsulation for simple configuration with fast, reliable
performance between Cisco routers.
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Configuring HDLC

HDLC is the default frame encapsulation on all serial interfaces. Therefore, its configuration can be a
simple three-step process:

Step 1. Configure the encapsulation from the interface mode by using the encapsulation
hdlc command.

Step 2. Configure the DCE side of the link by using the clock rate clock _speed command.
This is used only in routers that are attached with back-to-back cables. When using CSU/
DSUs, the CSU is the DCE device.

Step 3. (Optional) Configure compression on both ends of the link by using the compression
stac command.

If you were switching from Frame Relay or another encapsulation to HDLC, you would need to use
the encapsulation hdlc statement from the interface configuration mode. You can also use the no
form of the encapsulation statement, as in no encapsulation PPP. This returns the encapsulation
type to the default, which is HDLC. If you are using back-to-back serial cables, or if the interface is
cabled as a DCE, you will need to also add the clock rate xxxx statement in the interface
configuration mode on the router with the DCE cable attached. If you want to use STAC compression,
enter compression stac from the interface configuration mode. Compression must be added to both
routers on the link. Make sure that you are aware of the caveats—that is, CPU usage—before
implementing any compression technique.

Figure 3-1 illustrates a basic HDLC network. The espn router has two serial connections, one to the
atlanta router and one to the bristol_u router. Following the aforementioned multistep process for
configuring HDLC, configure this basic HDLC network. To set the encapsulation to HDLC, use the
interface command encapsulation hdlc on each side of the serial link. For the DCE sides on the link,
on the espn router, you need to set the clock rate command under the serial interface.

Figure 3-1. Basic HDLC Network

aspn
atlanta HB}_G ssﬁpcs bristol_u
p _
% = & e
S0-DTE £1-DCE 55-DCE S0-DTE
IP-12.168.128.1/30 IP-12.168.128.2/30 IP-12.18B.128.9/30  |P-12.168.128.10/30

Example 3-3 demonstrates the HDLC configuration of the espn router. Assume that EIGRP as been
configured as the routing protocol for the network.

Example 3-3 HDLC Configuration of the espn Router

espn(config)#interface sl

espn(config-if)#encapsul ation hdlc
espn(config-if)#clock rate 2000000

espn(config-if)#i p address 12.168.128. 2 255. 255. 255. 252
espn(config-if)#exit

espn(config)#

espn(config)#interface s5

espn(config-if)#encapsul ation hdlc
espn(config-if)#clock rate 56000

espn(config-if)#i p address 12.168.128.9 255. 255. 255. 252
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Example 3-4 demonstrates the HDLC configuration of the bristol_u router.

Example 3-4 HDLC Configuration of the bristol _u Router

bristol _u(config)#i nterface sO

bristol _u(config-if)#encapsulation hdlc

bristol _u(config-if)#i p address 12.168.128. 10 255. 255. 255. 252
bristol _u(config-if)#exit

As you can see, the configuration of HDLC is straightforward. Most of the time, you will not even need
to configure an encapsulation, but you will configure simply an IP address.

The "Big show" and "Big D" for HDLC

The show and debug commands used for HDLC can also be used on most serial interfaces. HDLC is
a simple protocol. Therefore, the show and debug commands are limited but get the job done.

The "big show" and the "big D" commands for HDLC are show interface serial_interface and show
controllers serial_interface. They're discussed next.

show interface serial_interface Command

The show interface serial_interface command displays the operational status of an interface. The
key fields are the interface line [up | down] and the line protocol [up | down]. These fields represent
ISO Layer 1 and Layer 2, respectively. The encapsulation type also will be listed along with the
keepalive value. DCD, DSR, DTR, RTS, and CTS should all read "up." The interface reset field tells
how many times the link has reset itself. Other fields to note indicate the drops, frame, aborts, and
CRC errors. Example 3-5 demonstrates output from this command.

Example 3-5 Output of the show interface Command

rout er#show i nterface serial 5
Serial5 is up, line protocol is up
Hardware is CD2430 in sync node
Internet address is 12.168.128.9/30
MIU 1500 bytes, BW 115 Kbit, DLY 20000 usec, rely 255/255, |oad 1/255
Encapsul ati on HDLC, | oopback not set, keepalive set (10 sec)
Last input 00:00:02, output 00:00: 00, output hang never
Last clearing of "show interface" counters never
| nput queue: 0/75/0 (sizel/max/drops); Total output drops: O
Queui ng strategy: weighted fair
Qut put queue: 0/1000/64/0 (size/max total/threshol d/ drops)
Conversations 0/1/256 (active/ nmax active/max total)
Reserved Conversations 0/0 (all ocated/ max all ocat ed)
5 mnute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate O bits/sec, 0 packets/sec
3870 packets input, 206261 bytes, 0 no buffer
Recei ved 1524 broadcasts, O runts, 0 giants, O throttles
O input errors, 0 CRC, 0 franme, 0O overrun, 0 ignored, O abort
3907 packets output, 228500 bytes, 0 underruns
O output errors, O collisions, 44 interface resets
0 output buffer failures, O output buffers swapped out
24 carrier transitions
DCD=up DSR=up DIR=up RTS=up CTS=up
router#
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show controllers serial_interface Command

Use the show controllers serial_interface command to gain physical layer information about a serial
controller. This information also helps verify the cable type and whether it is DCE or DTE. Example 3-

6 demonstrates output from this command.

Example 3-6 Output of the show interface Command

espn#show control lers serial 1

HD unit 1, idb = OxD7A28, driver structure at OxDC7A8

buffer size 1524 HD unit 1, V.35 DCE cable, clockrate 2000000
cpb = 0x43, eda = 0x2140, cda = 0x2000

RXring with 16 entries at 0x432000

00 bd_ptr=0x2000 pak=0x0DF384 ds=0x43C468 status=80 pak_size=0
01 bd_ptr=0x2014 pak=0x0DF1B4 ds=0x43BDB0 status=80 pak_si ze=0
02 bd_ptr=0x2028 pak=0xODEFE4 ds=0x43B6F8 status=80 pak_si ze=0
03 bd_pt r=0x203C pak=0x0ODEE14 ds=0x43B040 status=80 pak_si ze=0
04 bd_ptr=0x2050 pak=0x0ODEC44 ds=0x43A988 st atus=80 pak_si ze=0
05 bd_ptr=0x2064 pak=0xODEA74 ds=0x43A2D0 st atus=80 pak_si ze=0
06 bd_ptr=0x2078 pak=0xODE8A4 ds=0x439Cl8 status=80 pak_size=0
07 bd_ptr=0x208C pak=0x0ODE6D4 ds=0x439560 status=80 pak size=0
08 bd_ptr=0x20A0 pak=0x0ODE504 ds=0x438EA8 status=80 pak_si ze=0
09 bd_ptr=0x20B4 pak=0x0DE334 ds=0x4387F0 status=80 pak_si ze=0
10 bd_ptr=0x20C8 pak=0x0DE164 ds=0x438138 status=80 pak_si ze=0
11 bd_ptr=0x20DC pak=0x0DDF94 ds=0x437A80 st atus=80 pak_si ze=0
12 bd_ptr=0x20F0 pak=0x0DDDC4 ds=0x4373C8 status=80 pak_si ze=0
13 bd_ptr=0x2104 pak=0xO0DDBF4 ds=0x436D10 status=80 pak_si ze=0
14 bd_ptr=0x2118 pak=0x0DDA24 ds=0x436658 st atus=80 pak_si ze=0
15 bd_ptr=0x212C pak=0x0DD854 ds=0x435FA0 st at us=80 pak_si ze=0
16 bd_ptr=0x2140 pak=0x0DD684 ds=0x4358E8 st at us=80 pak_si ze=0
cpb = 0x43, eda = 0x2800, cda = 0x2800

TX ring with 2 entries at 0x432800

00 bd_ptr=0x2800 pak=0x000000 ds=0x000000 status=80 pak_size=0
01 bd_ptr=0x2814 pak=0x000000 ds=0x000000 st atus=80 pak_si ze=0
02 bd_ptr=0x2828 pak=0x000000 ds=0x000000 status=80 pak_si ze=0
0 m ssed datagrans, 0 overruns

0 bad datagram encapsul ati ons, 0 nmenory errors

O transmitter underruns

O residual bit errors

espn#
debug serial interface Command

Remember that, before you turn on debugs on you should always have the logging buffered 10000
statement present in your configuration. This prevents a flood of console messages form tying up the
console.

To demonstrate the usefulness of these commands, we inserted faults into the previously mentioned
lab.

We will focus on troubleshooting one side of the problem at a time. Starting with the espn router,
perform the show interface serial 5 command. Example 3-7 lists the output of the show interface

command.

Example 3-7 Output of the show interface Command
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espn#show i nterface serial 5

Har!ware IS 54!5 In sync rm!e

Internet address is 12.168.128.9/30
MIU 1500 bytes, BW 115 Kbit, DLY 20000 usec, rely 255/255, |oad 1/255
Encapsul ati on HDLC, | oopback not set, keepalive set (10 sec)
Last input 00:00:02, output 00:00: 00, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/75/0 (sizel/max/drops); Total output drops: O
Queui ng strategy: weighted fair
Qut put queue: 0/1000/64/0 (sizel/max total/threshol d/ drops)
Conversations 0/1/256 (active/max active/ max total)
Reserved Conversations 0/0 (allocated/ nax all ocated)
5 mnute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
3870 packets input, 206261 bytes, 0 no buffer
Recei ved 1524 broadcasts, O runts, O giants, O throttles
O input errors, 0 CRC, O frane, O overrun, O ignored, O abort
3907 packets output, 228500 bytes, 0 underruns
0 output errors, 0 collisions, 174 interface resets
0 output buffer failures, 0 output buffers swapped out
24 carrier transitions
DCD=up DSR=up DIR=up RTS=up CTS=up
espn#

Notice that the line is up and the protocol is up. This is good indication that Layer 1 is working, and
Layer 2 appears to be working. All the carrier signals show up as well, which is another indication that
Layer 1 is working. The number of interface resets and carrier transitions looks suspicious, though. To
see whether the counters are incrementing, clear the counters with the clear counters command.
Then repeat the show interface command, and watch to see if they are incrementing. After
performing this command, over a period of time, you will see that they do increment, indicating a
potential link encapsulation problem.

At this time, the physical aspects of the link to the bristol_u router seem to be working. If you
performed the show controllers command, this would reaffirm that Layer 1 is operating normally.
The problem seems to be a little bit deeper. Therefore, it is necessary to turn on debugs, as
demonstrated in Example 3-8 with the debug serial interface command. In the preceding example,

CIRRUS(5) represents serial interface 5, and HD(1) represents serial interface 1. HD and CIRRUS are
controller cards for those ports.

Example 3-8 Output of the debug serial interface Command

7 NO KA echoed back

Serial5, ¢d2430_sync_node_init reiniti a| I zes

- Traceback= 3078996 3078BEO 30C91DA 315F5B0 315F6E6

Cl RRUS(5): Deasserting DSR

Cl RRUS(5): Deasserting DCD

Cl RRUS(5): Deasserting CTS

Cl RRUS(5): Reset from 0x3078BD8

Cl RRUS(5): Asserting DSR

Cl RRUS(5): Asserting CTS

Cl RRUS(5): Asserting DCD

Serial5: HDLC nyseq 12, nineseen 0*, yourseen 12, |ine down

%1 NEPROTO- 5- UPDOMWN:  Li ne protocol on Interface Serial5, changed state to down

It attenpts to restart
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erial5: HDLC nyseq 13, m neseen 0*, yourseen 13, line up
%.1 NEPROTO- 5- UPDOWN: Li ne protocol on Interface Serial5, changed state to up
Serial 5, cd2430 _sync_node_init

- Traceback= 3078996 3078BEO0 30C9200 315F5B0 315F6E6

Cl RRUS(5): Deasserting DSR

Cl RRUS(5): Deasserting DCD

Cl RRUS(5): Deasserting CTS

Cl RRUS(5): Reset from 0x3078BD3

Cl RRUS(5): Asserting DSR

Cl RRUS(5): Asserting CTS

Cl RRUS(5): Asserting DCD

Serial5: HDLC nyseq 14, m neseen 0*, yourseen 14, |line up

The debugs confirm that an HDLC problem exists on the link, but on what side? Remember that the
myseq field should equal the mineseen field. This means that a properly formatted HDLC frame was
received and that the keepalive number removed and echoed back.

Starting with the show interface command, observe the following about the bristol_u router in
Example 3-9:

Example 3-9 Output of the show interface command on bristol_u

bristol u#show interface serial 0
SerialO is up, line protocol is down
Har dware i s HD64570
Internet address is 12.168.128.10/30
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, |oad 1/255
Encapsul ati on HDLC, | oopback not set, keepalive set (10 sec)
Last input 00:00: 04, output 00:00:10, output hang never
Last clearing of "show interface" counters never
Queuing strategy: fifo
Qut put queue 0/40, 44 drops; input queue 0/75, O drops
5 mnute input rate O bits/sec, 0 packets/sec
5 mnute output rate O bits/sec, 0 packets/sec
4440 packets input, 258010 bytes, 0 no buffer
Recei ved 1954 broadcasts, O runts, 0 giants, O throttles
O input errors, 0 CRC, 0 frane, O overrun, 0O ignored, O abort
4271 packets output, 227876 bytes, 0 underruns
O output errors, 0 collisions, 63 interface resets
0 output buffer failures, 0 output buffers swapped out
497 carrier transitions
DCD=up DSR=up DIR=up RTS=up CTS=up

bri stol u#show interface serial 0

Har !Ware 1's HD64570

Internet address is 12.168.128.10/30
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, |oad 1/255
Encapsul ati on HDLC, | oopback not set, keepalive set (10 sec)
Last input 00:00: 00, output 00:00:01, output hang never
Last clearing of "show interface" counters never
Queuing strategy: fifo
Qut put queue 0/40, 44 drops; input queue 0/75, O drops
5 mnute input rate O bits/sec, 0 packets/sec
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5 mnute output rate O bits/sec, 0 packets/sec
4450 packets input, 258590 bytes, 0 no buffer
Recei ved 1960 broadcasts, O runts, O giants, O throttles
O input errors, 0 CRC, O frane, O overrun, O ignored, O abort
4274 packets output, 227942 bytes, 0 underruns

DCD=up DSR=up DIR=up RTS=up CTS=up
bristol _u#

This time the line is up, but the line protocol is down. After waiting several seconds, and performing
the same command, you see that the Interface Resets field and the Carrier transitions field are also
incrementing. At this point, armed with the evidence of keepalives that are not being properly
transmitted on one side and the line is up but the protocol is down, you have a clear indication of a
Layer 2 HDLC problem. By listing the configuration on the bristol_u router, you find that HDLC
compression was not enabled. Adding the compress stac statement to the Serial O interface of the
bristol_u router, you can observe the line becoming active on the espn router. Example 3-10

illustrates Serial 5 recovering on the espn router.

Example 3-10 Output of the debug serial interface Command on espn

Serial5: HDLC nyseq 165, nineseen 0*, yourseen 67, |line down
% .1 NEPROTO- 5- UPDOWN:  Li ne protocol on Interface Serial5, changed state to down
Seriall: attenpting to restart

HD(1): Deasserting DSR, CTS and DCD

HD(1): Reset from 0x304562A

HD(1): Asserting DSR

HD(1): Asserting DCD and CTS

HD(1): Deasserting LTST

HD(1): Asserting DTR and RTS

Serial5: HDLC nyseq 166, mnineseen 166*, yourseen 68, line up
% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Serial5, changed state to up
Serial5: HDLC nyseq 167, nineseen 167*, yourseen 69, line up
Serial5: HDLC nyseq 168, mnineseen 168*, yourseen 70, line up
Seriall: attenpting to restart

HD(1): Deasserting DSR, CTS and DCD

HD(1): Reset from 0x304562A

HD(1): Asserting DSR

HD(1): Asserting DCD and CTS

HD(1): Deasserting LTST

HD(1): Asserting DIR and RTS

Serial5: HDLC nyseq 169, nineseen 169*, yourseen 71, line up
Serial5: HDLC nyseq 170, m neseen 170*, yourseen 72, line up
Serial5: HDLC nyseq 172, mineseen 172*, yourseen 74, line up
Serial5: HDLC nyseq 173, mineseen 173*, yourseen 75, line up
Serial5: HDLC nyseq 174, mineseen 174*, yourseen 76, line up

From the espn router, you can ping the bristol_u router and find that the link is up and fully
functional.

You can now focus on the problem in the atlanta router. In Example 3-11, start with the show
interface serial 1 command: You see that the line is down and the line protocol is down. You should
also see that the DTR and RTS signals are down. This immediately points to a Layer 1 problem. But
which side is it on? When you perform the show controller serial 1 command on the espn router,
all is normal—the controller reports no errors and also reports a V.35 DCE cable attached to the port.
If you perform this same command on the atlanta router, you see that a serial cable is not detected.
Example 3-11 demonstrates the show controller serial x command on both the espn and the
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Example 3-11 Output from the show controllers Command Performed on
the atlanta Router and the espn Router

espn#show control l ers serial 1

HD unit 1, idb = O0xD7A28, driver structure at OxDC7A8

cpE = 5x4!, e!a = 5x!145, c!a = GXEBBB

RX ring with 16 entries at 0x432000

00 bd_ptr=0x2000 pak=0xODE8A4 ds=0x439C18
01 bd_ptr=0x2014 pak=0x0DDDC4 ds=0x4373C8
<<<text omtted>>>

16 bd_ptr=0x2140 pak=0x0DD4B4 ds=0x435230
cpb = 0x43, eda = 0x2800, cda = 0x2800
TX ring with 2 entries at 0x432800

00 bd_pt r=0x2800 pak=0x000000 ds=0x000000
01 bd_ptr=0x2814 pak=0x000000 ds=0x000000
02 bd_ptr=0x2828 pak=0x000000 ds=0x000000

st at us=80
st at us=80

st at us=80

st at us=80

st at us=80
st at us=80

pak_si ze=0
pak_si ze=0

pak_si ze=0
pak_si ze=0

pak_si ze=0
pak_si ze=0

165 m ssed datagrans, 0 overruns

0 bad datagram encapsul ati ons, 0 nmenory errors
O transmtter underruns

O residual bit errors

espn#

at | ant a#

at | ant a#show controller serial 0O

MK5 unit O, NIMslot O, NIMtype code 7, NIMversion 1

i db = Ox60CF5DF8, driver structure at Ox60CFB100, regaddr = 0x3C000300
| B at 0x40006E64: npde=0x0108, | ocal addr=0, renote_addr=0

N1=1524, N2=1, scal er=100, T1=1000, T3=2000, TP=1

buf fer size 1524

RX ring MAIH !! entries at ng!EC8 . RLENS5, Rx!ea! 0

00 pak=0x60D0322C ds=0xA8214B44 status=80 nmax_si ze=1524 pak_si ze=0
01 pak=0x60D02E44 ds=0xA8214488 status=80 max_si ze=1524 pak_si ze=0
<<<text omtted>>>
30 pak=0x60D03038 ds=0xA801449C status=80 max_si ze=1524 pak_si ze=0
31 pak=0x60D02A5C ds=0xA8213DCC status=80 max_si ze=1524 pak_si ze=0
TX ring with 32 entries at 0x07108 : TLEN=5, TWD=7
tx count = 0, tx _head = 0, tx tail =0
00 pak=0x000000 ds=0xA8000000 status=0x38 nax_si ze=1524 pak_si ze=0
01 pak=0x000000 ds=0xA8000000 st atus=0x38 nax_si ze=1524 pak_si ze=0
<<<text omtted>>>
30 pak=0x000000 ds=0xA8000000 status=0x38 nmax_si ze=1524 pak_si ze=0
31 pak=0x000000 ds=0xA8000000 status=0x38 nmax_si ze=1524 pak_si ze=0
Xl D/ Test TX desc at OxFFFFFF, status=0x30, max_buffer_size=0, packet_ size=0
Xl D/ Test RX desc at OxFFFFFF, status=0x0, max_buffer_ size=0, packet_size=0
Status Buffer at 0x40007340: rcv=0, tcv=0, local state=0, renpte_state=0
phase=0, tac=0, currd=0x00000, curxd=0x00000
bad franes=0, frnrs=0, T1 tinmeouts=0, rej _rxs=0, runts=0
0 m ssed datagrans, 0 overruns
0 bad datagram encapsul ations, 0 nenory errors
O transmtter underruns
O user primtive errors, O spurious primtive interrupts
O provider primtives lost, O unexpected provider prinmtives
nk5025 registers: csr0 Ox0E00, csrl 0x0302, csr2 0x0500
csr3 Ox6E64, csr4 0x0214, csr5 0x0009
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atl ant a#

After replacing the serial cable, the link becomes active and all is well again in the sports world.
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Lab 9: Configuring HDLC—Part |

Practical Scenario

HDLC can have many uses in the field. One instance, as mentioned previously, is to always switch
the encapsulation to HDLC when testing a CSU/DSU or an internal CSU/DSU with a loopback plug.
HDLC is often used when connecting to a Cisco router administered by a third party. A third-party
router is a router that is not part of your autonomous system or one that is not under your direct
control. HDLC provides for a quick and easy configuration, minimizing the number of problems
that can go wrong because of configuration errors.

Lab Exercise

In this exercise, you are a network engineer for ACME Finance. ACME Finance is about to have a
new credit card authorization center and a Wisconsin branch join the network. The credit card
center, cc_center, is running HDLC protocol on a 56-kbps link to your distribution router,
acme_dist. The credit card center would like to improve performance on this link as soon as
possible, by using payload compression. The Wisconsin branch router, wi_branch, has a T1 leased
line into acme_dist router, but it is not configured. The WAN is the first circuit in each building,
and there are no users; therefore, you won't be concerned with any LAN configurations.

Lab Objectives

« Configure the network as depicted in Figure 3-2.

Figure 3-2. ACME Finance Network

ACME Finance
Chicago Distriteibion Cenler

Distribution Router:

wi_branch T1 acme_dist 56 kbps cc_center
HDLC — HOLC ~
& = - &
S0-DTE 51-DCE S55-DCE S0-DTE
IP-192.168.128.6/30 IP-192.168.128.5/30 IP-192.168.128.9/30 1P-192.168.128.10/30

« Use only the HDLC protocol on the serial links.
« Use payload compression on the 56-kbps link between the cc_center and acme_dist
routers.

Equipment Needed

« Three Cisco routers. One must have two serial ports.

« Four serial cables, preferably two V.35 DTE male and two V.35 DCE female cables.
Otherwise, you can use the correct speed of CSU/DSUs with a crossover cable between
them. When using actual CSU/DSUs, the clock rate interface command is not needed.
For more information on the various ways to connect routers in a back-to-back manner,
review Chapter 1, "The Key Components for Modeling an Internetwork."

Physical Layout and Prestaging
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« Connect the serial cables to the routers as shown in Figure 3-2.
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Lab 9: Configuring HDLC—Part Il

Lab Walkthrough

Attach the serial cables as shown in Figure 3-2, ensuring that a DTE side is connected to a DCE side.
If you forgot which side is which, perform the show controller command to show the cable type
(DCE-DTE) attached to this interface. If the routers are connected in a back-to-back manner using
serial cables, the clockrate command will be needed on the DCE side of the link. If the routers are
connected using CSU/DSUs, the CSU/DSU is the DCE device, and the serial interface and cable to
the CSU/DSU are DTE devices. Because configurations with CSU/DSUs are actually a DTE
configuration to the router, you do not need to use the clock rate command.

The distribution router, acme_dist, will be the DCE side of the link for both connections. To configure
this router, perform the following:

Step 1. (Optional) Configure a hostname of acme_dist.

Step 2. Configure Serial 5 and Serial 1 for HDLC by using the Encapsulation hdlc
statement.

Step 3. Configure a clock rate on Serial 1 and Serial 5.
Step 4. Configure STAC compression on Serial 1.
Step 5. Configure an IP address for both serial interfaces.

Step 6. (Optional) Configure a routing protocol.

Example 3-12 demonstrates these steps.

Example 3-12 Configure HDLC DCE Interfaces

Rout er #

Rout er #conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rout er (confi g) #host nane acne_di st

acrme_di st (config)#interface serial 5

T This is optional, HDLCis default
T Tells the router to send a clock
" Enabl es STAC conpressi on
acrme_dist(config-if)# p address 192.168. 128. 9 255. 255. 255. 252

acrme_di st(config-if)#no shut

acrme_di st (config-if)#exit

acne_di st (config)#

acnme_di st (config)#interface serial 1

acnme_di st (config-if)#clock rate 1000000

acnme_dist(config-if)# p address 192.168.128.5 255. 255. 255. 252
acnme_di st (config-if)#no shut

acnme_di st (config-if)#exit

acrme_dist(config)#

T This i's optional, configures
T EIGRP as the routing protocol
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acme_di st (config-router)#°Z
acnme_dist#

Moving on to the credit card center, you must also configure this router for HDLC. The router needs
compression configured so that it can understand payload compression. To make this lab practical,
you also need to add an IP address, a routing protocol, and a host name. Example 3-13 illustrates

the configuration of the credit card center, the cc_center router.

Example 3-13 HDLC Configuration on the DTE Side of the Network

Rout er #conf t

Enter configuration commands, one per line. End with CNTL/Z
Rout er (confi g) #host nane cc_center
cc_center(config)#interface serial 0O
cc_center(config-if)#encapsulation hdlc
cc_center(config-if)#conpress stac

cc_center(config-if)# p address 192.168.128. 10 255. 255. 255. 252
cc_center(config-if)#no shut

cc_center(config-if)#exit

cc_center(config)#

cc_center(config)#router eigrp 2001
cc_center(config-router)#network 192.168.128.0
cc_center(config-router)#°Z

cc_center#

Finally, Example 3-14 shows the configuration for the Wisconsin branch. This example takes
advantage of the Cisco defaults and the Cisco convention that allows for minimal unique parsing of
the command. For example, co can be either configure or copy, but 'cop’ is unique, so cop is
sufficient. Example 3-14 demonstrates these time-saving steps.

Example 3-14 HDLC Configuration of wi_branch, Using Defaults and
Shortened Keystrokes

Rout er #conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rout er (confi g) #host nane wi _branch

Wi _branch(config)#i nt sO

Wi _branch(config-if)#i p add 192.168. 128. 6 255. 255. 255. 252
wi _branch(config-if)#no shut

wi _branch(config-if)#

wi _branch(config-if)#

wi _branch(config-if)#router eigrp 2001

wi _branch(config-router)#network 192.168.128.0

wi _branch(config-router)#"Z

Wi _branch#

Reviewing the configurations in their entirety, you have the following listings in Example 3-15.

Example 3-15 Configuration Listings for Lab 9, ACME Finance

Di stribution Router (acne_dist)

host name acne_di st
|

<<<text omtted>>>
!
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interface Seriall
i p address 192.168.128.5 255. 255. 255. 252
cl ockrate 1000000
!
<<<text omtted>>>
1
nterface Serial5b
i p address 192.168.128. 9 255. 255. 255. 252
cl ockrate 56000
conpress stac
!
<<<text omtted>>>
|
router eigrp 2001
network 192.169.128.0

Credit Card Center (cc_center)

host nane cc_center
!
interface SerialO
i p address 192.168.128. 10 255. 255. 255. 252
no i p directed-broadcast
no i p nroute-cache
no fair-queue
conpress stac
!
<<<text onitted>>>
!
router eigrp 2001
network 192.168.128.0

W sconsin Branch (w _branch)

host nane wi _branch

|

<<<text omtted>>>

!

nterface SerialO

i p address 192.168. 128. 6 255. 255. 255. 252

no i p nroute-cache

no fair-queue

!

<<<text omtted>>>

!

router eigrp 2001
network 192.168.128.0

To verify this particular configuration, a couple of commands are useful: show interface serial X,
show ip eigrp neighbors, and, of course, ping. When the lab is fully functional you see two EIGRP
neighbors on the acme_dist router, one to each of the other routers. The show interface
commands show the line up, the protocol up, and DCD, DSR, DTR, RTS, and CTS all in an up state.
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Chapter 4. WAN Protocols and Technologies: Point-to-
Point Protocol (PPP)

Along with the explosion of the Internet came the explosion of the Internet's access protocol,
the Point-to-Point Protocol (PPP). Most analog dialup connections today run PPP as their data-
link protocol. This is primarily because of the Internet-friendly capabilities of PPP:

« Error detection

« Network layer address negotiation
« Authentication using CHAP or PAP
« Data compression

« |ISO standard

Before PPP became the dominant Internet access protocol, it was often used—and confused—
with the Serial Line Internet Protocol (SLIP). Many people commonly referred to point-to-
point connections using SLIP/PPP. Unfortunately, SLIP supported only IP as its only network
layer protocol and thereby fell short of the requirements needed for many network
administrators running IP, IPX, and AppleTalk protocols.

Cisco's implementation of PPP is modeled after RFC 1661. This RFC explains how PPP is used
for encapsulating network layer protocol information over point-to-point links. PPP breaks
down the data link layer into three sublayers. Each sublayer has a specific function:

« Network Control Protocol (NCP)— Establishes and negotiates network layer
protocols and addresses.

« Link Control Protocol (LCP)— Establishes, authenticates, and optionally tests the
link for quality.

« High-Level Data Link Control (HDLC)— Encapsulates datagrams over the link. RFC
1662 describes this procedure.

Table 4-1 outlines PPP and its sublayers.

Table 4-1. PPP Sublayers of the OSI Mode

OSI Layer Common Protocols
Layer 3 Network layer protocols, such as IP, IPX, and AppleTalk
Layer 2 Network Control Protocol (NCP)

Link Control Protocol (LCP)

High-Level Data Link Control (HDLC)
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Layer 1 Physical layer

EIA/TIA-232, V.24, V.35, ISDN, and so on

Other RFCs significant to PPP are listed here:

« RFC 1144— TCP/IP header compression.

« RFC 1220— Point-to-Point Protocol extensions for bridging. This RFC replaces RFC
1220.

« RFC 1334— PPP authentication protocols.

« RFC 1378— PPP AppleTalk Control Protocol (ATCP).

« RFC 1552— PPP Internetworking Packet Exchange Control Protocol (IPXCP).

« RFC 1570— PPP LCP extensions.

« RFC 1661— Point-to-Point Protocol (PPP).

« RFC 1662— PPP in HDLC-like framing.

« RFC 1990— PPP Multilink Protocol (MP).

NOTE

You can find all the RFCs online at www.isi.edu/in-notes/rfcxxxx.txt, where xxxx
is the number of the RFC.

As referenced, PPP uses the HDLC protocol as a means by encapsulating datagrams over
links. The frame structure and principles of PPP are outlined in the International Organization
for Standardization (ISO) HDLC procedures 3309, amended by 1984/PDAD1 to allow use in
asynchronous environments and the start/stop transmission.

Many of PPP's extended capabilities, such as error correction and multiple network layer
protocols, are controlled by its Link Control Protocol (LCP) and the Network Control Protocols
(NCP). The LCP frame is sent to configure and optionally test the data link. LCP operates in
the following manner:

Step 1. Link establishment phase— LCP first opens the connection and then
negotiates communications parameters. These include the maximum receive unit,
compression type, and link authentication protocol type. After link configuration is
complete, a configuration-acknowledgment frame must be sent and received. This
step is followed by an optional link-quality determination phase. Here, LCP determines
whether the link quality is sufficient to bring up network layer protocols.
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Step 2. "Not so optional' authentication phase— After the link is established and
the authentication protocol is decided on, the peer goes through the authentication
specified. Cisco offers the Challenge Handshake Authentication Protocol (CHAP) and
the Password Authentication Protocol (PAP) for PPP authentication. The PPP standard
does not require any authentication to take place; this is true for nondial connections
and ISDN connections. For analog dial configurations running over asynchronous

links, however, before a Cisco router can bind a route after Step 3, it requires a lower-
level caller ID authentication or CHAP and PAP to take place. This might account for
why PPP configs can work in one location and not in another. To protect yourself
against this, the Cisco TAC recommends to always use CHAP authentication. RFC 1994
defines PPP CHAP, which obsoletes RFC 1334.

Step 3. Network layer protocol phase— At this point, LCP directs NCP to bring up
the configured network layer protocols. After this phase is complete, packets from
each network layer protocol can be sent over the link.

Step 4. Link termination phase— LCP can terminate the link upon user intervention
or a physical event. LCP directs the NCP to close the Layer 3 protocols and take
appropriate action.

LCP accomplishes these phases with three types of LCP frames:

« Link establishment frames— Establishes the link

« Link termination frames— Closes the link

« Link maintenance frames— Used to manage and debug the link
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The Many Uses of PPP

PPP is a versatile protocol, and you can configure it on a number of different interface types:

« Synchronous

« Asynchronous

« ISDN

« High-Speed Serial Interface (HSSI)
« Digital subscriber line (DSL)

As you can already see, PPP can be deployed in a variety of situations. And, as mentioned previously,
most people use PPP as their data link layer protocol to access the Internet. PPP is also commonly
used as the data-link layer for Integrated Services Digital Network (ISDN) and when configuring a
point-to-point link to a non-Cisco device. Another use of PPP can be on a serial backup link, or to
"bundle™ multiple Basic Rate Interfaces (BRIs) together to maximize bandwidth and load share, such
as in a PPP multilink scenario.

When modeling PPP in the internetwork, you will deploy PPP in a number a ways. First, you look at
configuring PPP on serial links. Then, the chapter expands and applies the same theory to
asynchronous ports using modems. Finally, the chapter discusses how to implement some of the
more advanced features of PPP, including PPP compression, PPP multilink, and other PPP features.
PPP over ISDN is covered in Chapter 7, "WAN Protocols and Technologies: Integrated Services Digital

Network (ISDN)."
Configuring PPP on Synchronous Serial Links

To configure PPP on a serial interface, you must first enable PPP encapsulation on the interface with
the encapsulation ppp command. If you are configuring both ends of the PPP link, you need to
configure PPP encapsulation on each side. If you are configuring a PPP link with two routers, using
DTE-to-DCE cable connections, you also need to use the clock rate bps command on the DCE side of
the connection. Essentially, setting the encapsulation coupled with a network layer address is all that
is needed for a basic PPP configuration. As you will see, this is just the basic configuration, and you
will be using the more advanced features of PPP in the upcoming sections.

The first example involves configuring PPP on a serial interface between two Cisco routers. Use Figure
4-1 as the network diagram and address map, and begin by defining PPP encapsulation on Serial 1

(S1) of r1 and Serial O (SO) of r2. Because this is a V.35 back- to-back connection, one side needs to
be configured as DCE. Use the clock rate statement on the Serial 1 interface of rl to accomplish this.

Figure 4-1. PPP Network Diagram and IP Scheme

Rouler 1 Router 2
(r1) (r2)
— S1-DCE S0-DTE
. ; v.as V.as . - ;
S51-IP-172.16.128.1730 S0-1P-172.16.128.2530

EQ-IP-172.16.1.1724 | E0-IP-172.16.2.1/24 I

Example 4-1 demonstrates the configuration commands used for a simple PPP back-to-back
configuration.
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Example 4-1 PPP on a Serial Interface

ri(config)#interface sl

ri(config-if)#clock rate 56000 " Needed for DCE connection
ri(config-if)# p address 172.16.128.1 255. 255. 255. 252

ri(config-if)#no shut

ri(config-if)#°z

ri#

Example 4-2 lists the relevant portions of the configurations for routers rl1 and r2.

Example 4-2 Configuration Listings for PPP Back-to-Back Network on r1 and
r2

host nane r1l

!

interface EthernetO
i p address 172.16.1.1 255.255.255.0

no i p directed-broadcast

!

interface Seriall

i p address 172.16.128.1 255. 255. 255. 252
no i p directed-broadcast

encapsul ati on ppp

cl ockrate 56000

!

router ospf 2001
network 172.16.1.1 0.
network 172.16.128.1

0.0.0 area O
0.0.0.0 area 1

host nanme r2

!

interface EthernetO

i p address 172.16.2.1 255.255.255.0
!

interface SerialO

i p address 172.16.128.2 255. 255. 255. 252
encapsul ati on ppp

!

router ospf 2001

redi stribute connected subnets
network 172.16.128.2 0.0.0.0 area 1
default-netric 100

Configuring PPP on Asynchronous Ports for Analog Dial Links

Configuring PPP on asynchronous interfaces for analog dial connections can be more involved than
configuring PPP on serial links. This section briefly lists the steps needed to configure PPP and then
goes into greater detail on the more complex steps. The steps to configure PPP for use on an
asynchronous dialup connection are as follows:

Step 1. Configure the modem and asynchronous port. Step 1 involves attaching and
configuring the modem, and configuring the asynchronous port of the router. This step also
includes identifying the absolute line number that corresponds to that asynchronous interface.
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See Chapter 1, "The Key Components for Modeling an Internetwork," for more information on
connecting and configuring modems.

Step 2. Define and configure PPP on the asynchronous interface. Configure the asynchronous
interface that corresponds to the absolute line number found in Step 1. Configure PPP
encapsulation and PPP authentication for the asynchronous interface.

Step 3. Configure network layer addresses or addressing schemas and routing as they
corresponds to the asynchronous interface.

Step 4. Configure the asynchronous interface for dial-on-demand routing (DDR).
Step 1: Modem and Asynchronous Port Configuration

Carefully follow the outlined instructions in Chapter 1 to properly connect a modem to either the AUX
port or an asynchronous port on a router. This includes using the modem inout command and the
modem autoconfigure command or deploying the use of chat scripts. A chat script is always
needed for the remote router to dial into the host. To call the chat script on dial-out use only, use the
script dialer script_name command under the absolute line entry. The chat script should be kept
simple and clean. For example, the following chat script will reset the modem, load the factory
defaults, and then dial the number 5496561 and wait for a connect message.

chat-script dialhost "" "ATZ&" OK "ATDT5496561" TI MEQUT 60 CONNECT

The chat script is where you actually place the number to be called with analog dial communications.
The dialer map string also has a telephone number on it, but this is used for authentication and caller
identification, not for actually placing the call. When the dialer map is deployed in an ISDN
configuration, the dialer map string is used to place the call.

Be sure to perform the show line command and make note of the absolute line number that
corresponds to the port to which the modem was attached. Example 4-3 attaches a modem to the

AUX port of a Cisco 2500 router.

Example 4-3 show line Command Listing the Absolute Line Number of the
AUX Port

Rout er #show | i ne

Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noi se Overruns I nt
* 0 CTY - - - - - 0 0 0/0 -
1—
]

2 VTY - - - - - 0 0 0/0 -

3 VTY - - - - - 0 0 0/0 -

4 VTY - - - - - 0 0 0/0 -

5 VTY - - - - - 0 0 0/0 -

6 VTY - - - - - 0 0 0/0 -
Rout er #

You later use the absolute line number (1, in this case) to configure an asynchronous link. The
absolute line number can and will change with different router types, so it is important to perform the
show line command to verify the absolute line number. For example, Example 4-4 attaches a
modem to port 16 of the terminal server, and the AUX port is on line 17, not line 1. This example also
shows the line as being inactive and shows that a transmit and receive clock is also set. This indicates
that a modem is already configured and attached to the line.

Example 4-4 show line Command Listing the Absolute Line Number of the

AUX Port
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access_server#show | i ne

Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noi se Overruns I nt
* 0 CTY - - - - - 7 0 0/0 -
* 1 TTY  9600/9600 - - - - - 1 0 0/0 -
* 2 TTY 9600/9600 - - - - - 1 1776 0/0 -
* 3 TTY 9600/9600 - - - - - 1 1 0/0 -
* 4 TTY  9600/9600 - - - - - 1 0 0/0 -
* 5 TTY 9600/9600 - - - - - 1 1 0/0 -
* 6 TTY 9600/9600 - - - - - 1 0 0/0 -
* 7 TTY  9600/9600 - - - - - 1 0 0/0 -

8 TTY 9600/9600 - - - - - 0 0 0/0 -
9 TTY 9600/9600 - - - - - 0 0 0/0 -
10 TTY 9600/ 9600 - - - - - 0 0 0/0 -
11 TTY  9600/9600 - - - - - 0 0 0/0 -
12 TTY  9600/9600 - - - - - 0 0 0/0 -
13 TTY  9600/9600 - - - - - 0 0 0/0 -
14 TTY 9600/ 9600 - - - - - 0 0 0/0 -
15 TTY 9600/ 9600 - - - - - 0 0 0/0 -
17 AUX  9600/9600 - - - - - 0 0 0/0 -
18 VTY - - - - - 1 0 0/0 -
19 VTY - - - - - 0 0 0/0 -
20 VTY - - - - - 0 0 0/0 -
21 VTY - - - - - 0 0 0/0 -
Tty Typ Tx/ R A Mbdem Roty AccO Accl Uses Noi se Overruns I nt
22 VTY - - - - - 0 0 0/0 -

access_server#
Step 2: Defining and Configuring PPP on the Asynchronous Interface

Next, configure the asynchronous interface of the router and enable it for PPP. To define the
asynchronous interface, simply enter the command interface async interface-number. To enable
PPP on the interface, you must first decide how you want to use PPP and DDR. This is mainly because
when PPP originated, it was designed to use PPP strings on call establishment. An example of this is
the /routing command that can be sent upon PPP establishment, to enable routing protocols to
transverse the link. To accommodate this type of flexible session establishment, Cisco offers a variety
of commands:

« async mode {dedicated | interactive}— This command is off by default—that is, no
asynchronous mode is configured. The line will not be capable of accepting inbound
networking because PPP and SLIP connections are not enabled. To use any PPP or SLIP
protocols, you must use one of the two async modes:

- async mode dedicated means that the router does not wait for any end-user
prompts. No end-user commands are required to initiate remote connections, and the
interface is automatically configured for SLIP or PPP. The remote end will not be
capable of selecting any encapsulation methods, addresses, and other modes.

- async mode interactive means that the router will accept an EXEC command from
the end user before a connection is initiated. The async mode interactive command
should be used if the remote end desires any session-establishment parameters and if
you want to route over the link.

« async {dynamic | default} routing— When using the async mode interactive command,
you must use the async dynamic routing command as well. The async dynamic routing
command enables the router to accept the /Zrouting keyword when sent by the remote user.
If the host interface is set in interactive mode, the async default routing command causes
the ppp and slip EXEC commands to be interpreted as if the /route keyword was included in
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the command. The async default routing command enables routing protocols on dedicated
asynchronous interfaces.

autoselect {ppp | slip | during-login | arap}— This command is used on the absolute line
number, where the modem commands are applied. The autoselect command enables the
router to start a protocol when the appropriate starting character is received. For example, if
the router receives a return character, it starts an EXEC session. Table 4-2 lists the frame

flags in hex for SLIP, PPP, and ARAP.

Table 4-2. PPP Frame Flags

Protocol Hexadecimal Frame Flag
Return character oD
SLIP Cco
PPP 7E
ARAP 10

The during-login argument is used when end users or clients of different protocol types
might be dialing into the same port on the router. For example, this option might be used
when the client runs a TTY session with a terminal emulator, such as Hyperterm, while at the
same time another client might want to connect to the same port using PPP.

transport input {all | lat | map | nasi | none | pad | rlogin | telnet | v120}— By
default, Cisco routers do not accept incoming network connections to asynchronous ports. You
must specify an incoming transport protocol or use the transport input all command before
the line accepts an incoming connection.

To enable PPP on an asynchronous port, use the following commands:

« encapsulation ppp— As stated previously, this command configures the interface for PPP

encapsulation.

« ppp authentication {chap | pap}— PPP authentication is required on analog dial lines to

provide secure and reliable dial connections.

Challenge Handshake Authentication Protocol and Password Authentication Protocol

CHAP and PAP authentication are available on all interfaces running PPP. Both protocols were
originally outlined in RFC 1334, and later CHAP was updated in RFC 1994. CHAP and PAP use the
concept of each device or router identifying itself with a unique name. The identification process also
prevents one router from placing a call to another if the other router port is already connected to the
site for which it is configured. PPP operates in the following manner:

Step 1. When a PPP session is established, the router determines the type of authentication

required from LCP.

Step 2. The router determines the authentication, either CHAP or PAP, and performs one of

the following:

- Checks the local database for the proper username and password pairing. This is the
default setting, and no login local is needed.

- Forwards an authentication request on to a TACACS+ or RADIUS server.
Step 3. The router runs its authentication process based on the response that it received from
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the local database or the security server. If the response is positive, the router starts the PPP
process; if it is negative, the router rejects the user immediately.

The CHAP and PAP process starts when LCP negotiates the parameters of the link. The PAP process
sends a clear-text password across the link, which is interpreted by the routers at the remote ends of
the link. A data scope or line monitor can capture the response and then can spoof the same process
later; therefore, it is a less secure method of authentication.

The CHAP process never sends a clear-text password across the link, making it inherently more
secure then PAP. The CHAP process uses a Message Digest 5 (MD5) hash generator to form a 128-bit
hash during its challenge process. Only the hash and its modifiers are sent out on the link.

When an initiating router first issues a challenge to a remote router, the initiating router responds
with four important parts of information:

« A CHAP challenge packet type identifier

« A supplied version of the ID, a sequential number that identifies the challenge
« A random number

« The host name of the router issuing the challenge

When the remote router receives the response, it performs a reverse lookup on the username and
retrieves the password associated with it. The ID, a random number, and the password are fed into
the MD5 hash generator. The output from this process is called a hash. The MD5-hashed CHAP
challenge is the number that is sent back across the link. When the hash is sent, it is sent along with
the CHAP response packet type identifier, the ID, and the host name of the router. The initiating
router performs the same process with the values received from the remote router. That is, the
initiating router looks up the password associated with the host name sent by the remote router. The
initiating router then feeds this information, along with the ID and random number, into the MD5
hash generator. The result of the process is a hash that is equal to the hash value sent by the remote
router. If any other result is produced, the remote fails authentication and the link is torn down.

To configure PPP CHAP authentication, perform the following tasks:

Step 1. Ensure that PPP encapsulation is configured on the appropriate interface.

Step 2. On the host router, add a username equal to that of the remote router's host name
that is dialing into your network. On the remote router, add a username equal to that of the
host router's host name. The passwords that you assign to the two usernames must match
exactly. Don't forget that all passwords are case-sensitive.

Step 3. Under the PPP interface, add the following command for CHAP:

ppp aut hentication chap

Figure 4-2 and Example 4-5 demonstrate two routers configured for PPP CHAP authentication over an
asynchronous interface. Normally, you would enable service password-encryption, and the
passwords would be encrypted in the router's listing. For readability and educational purposes,
however, the passwords have been left unencrypted.

Figure 4-2. PPP CHAP over Asynchronous Dial Configurations
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Example 4-5 CHAP Authentication Configuration for the host_router over an
Analog Dial Connection

host nane host _router

|

!

usernanme renote_router password O cisco

i p subnet-zero
!

nterface Asyncl

i p address 172.16.128.1 255. 255. 255. 252

no i p directed-broadcast

encapsul ation ppp

di al er in-band

dialer map ip 172.16.128.2 nane renote_router broadcast 5496560
async node interactive

ppp aut hentication chap

p classless

ine con O
exec-timeout 0 O
transport input none
ine aux O
aut osel ect ppp

| ogin | ocal
nodem | nQut
nodem aut oconfi gure di scovery
transport input al
speed 38400

line vty 0 4

 ogin

|
end

To configure PPP PAP authentication, perform the following tasks:

Step 1. Ensure that PPP encapsulation is configured on the appropriate interface.

Step 2. On the host router, add a username equal to that of the remote router's host name
that is dialing into your network. On the remote router add a username equal to that of the
host router's host name. The passwords that you assign to the two usernames must match
exactly. Don't forget that all passwords are case-sensitive.

Step 3. Under the PPP interface, add the following commands for PAP: 309



ppp aut hentication pap
ppp pap sent-usernane | ocal device _nane password password

NOTE

Whenever you are running a PPP dial-in client, and during your session establishment,
you are prompted for a password, which is a clear indication that the host is issuing you
a PAP challenge. Many times, this is the case with Internet service providers (ISPs).

Figure 4-3 illustrates the configuration of PPP PAP in the same network as Figure 4-2.

Figure 4-3. PPP PAP over Asynchronous Dial Configurations
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A1-1P-1T2.16.128.1530 AT-IP-1T2.16.128.2/30

Example 4-6 shows the configurations for the host_router and remote_router for the network in
Figure 4-3.

Example 4-6 PAP Authentication Configuration for the host_router and
remote_router over an Analog Dial Connection

host name host _router

|

usernane renote_router password 0 ciscol

i p subnet-zero
chat-script dialrenpte "" "ATZ&" OK "ATDT5496561" TI MEOUT 60 CONNECT
|

interface EthernetO

ip address 172.16.1.1 255.255.255.0

no i p directed-broadcast

|

i nterface Asyncl

i p address 172.16.128.1 255. 255. 255. 252

no i p directed-broadcast

encapsul ation ppp

di al er in-band

dialer idle-tineout 305

dialer map ip 172.16.128.2 nane renote_router broadcast 5496560
dialer-group 1

async node interactive

ppp aut hentication pap

ppp pap sent-usernane host router password ciscol
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ip classless
ip route 172.16.2.0 255.255.255.0 172.16.128.2
|

dialer-list 1 protocol ip permt
|

!

[ine con O

exec-timeout 0 O

transport input none

[ine aux O

aut osel ect ppp

script dialer dialrenote
nodem | nQut

nodem aut oconfi gure type usr_sportster
transport input al

speed 38400

l[ine vty 0 4

 ogin

|
end

host _router#

host name renote_router

!

user name host _router password O ciscol

chat-script dialhost "" "ATZ&" OK "ATDT5496870" TI MEQUT 60 CONNECT
!

nterface EthernetO

ip address 172.16.2.1 255.255.255.0

nterface Asyncl

i p address 172.16.128.2 255. 255. 255. 252
encapsul ati on ppp

async node interactive

di al er in-band

dialer idle-tineout 305

dialer map ip 172.16.128.1 nane host_router broadcast 5496870
dialer-group 1

ppp aut hentication pap

ppp pap sent-username renote_router password ciscol
|

no i p classless

ip route 172.16.1.0 255.255.255.0 172.16.128.1

|

dialer-list 1 protocol ip pernmit
|

line con O

[ine aux O

aut osel ect ppp

script dialer dialhost
nodem | nQut
nodem aut oconfi gure di scovery
transport input al

rxspeed 38400

t xspeed 38400

line vty 0 4

I ogin

|
end
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renote_router#

NOTE

When assigning host names to routers, it's best to use all lowercase names. If you need
more text in the name, you can always use the underscore () character. Try to stay
consistent in naming conventions throughout the internetwork or model, to avoid
possible typos and case-sensitive mismatches. Most often, these occur on map
statements or an authentication process of one sort. For example, "Host_router" doesn't
equal "host_router" or "host-router," even though they are all called "host router."” This
might seem confusing at times because some of the router names used are proper
nouns and are lowercase throughout the book.

Figure 4-4 is a network diagram and IP address map of an asynchronous PPP dial connection between

two routers. To configure this model, begin by attaching and configuring a modem to the AUX port of
each router. You might want to reference Chapter 1 for more detailed information on modem

configuration.

Figure 4-4. PPP Network Diagram and IP Scheme for an Asynchronous
Analog Dial Connection
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Example 4-7 shows the configuration for the host_router and remote_router in Figure 4-4.

Example 4-7 PAP Authentication Configuration for host_router and
remote_router over an Analog Dial Connection

host nanme host _router
!
usernane renote_router password 0 ciscol
i p subnet-zero
chat-script dialrenpte "" "ATZ&" OK "ATDT5496561" TI MEOUT 60 CONNECT
!
interface EthernetO
i p address 172.16.1.1 255.255.255.0
no i p directed-broadcast
!
interface Asyncl
i p address 172.16.128. 1 255. 255. 255. 252
no i p directed-broadcast
encapsul ati on ppp
di al er in-band
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dialer idle-tineout 305

dialer map ip 172.16.128.2 nane renote_router broadcast 5496560

dialer-group 1

async node interactive

ppp aut hentication pap

ppp pap sent-username host_router password cisco
|

i p classless

ip route 172.16.2.0 255.255.255.0 172.16.128.2

|

dialer-list 1 protocol ip permt
|

!

line con O

exec-tinmeout 0 O

transport input none

[ine aux O

aut osel ect ppp

script dialer dialrenote
nodem | nCut

nodem aut oconfi gure type usr_sportster
transport input al

speed 38400

line vty 0 4

l ogin

|
end

host _router#

host nane renote_router
|

user name host _router password O ciscol

chat-script dialhost "" "ATZ&" OK "ATDT5496870" TI MEQUT 60 CONNECT

I
nterface EthernetO
i p address 172.16.2.1 255. 255.255.0

nterface Asyncl

i p address 172.16.128.2 255. 255. 255. 252
encapsul ati on ppp

async node interactive

di al er in-band

dialer idle-tineout 305

dialer map ip 172.16.128.1 nane host_router broadcast 5496870

dialer-group 1

ppp aut hentication pap

ppp pap sent-usernane renote_router passwor