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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in the
Cisco 10S Command Reference. The Command Reference describes these conventions as follows:

m \Vertical bars(]) separate alternative, mutually exclusive elements.

m  Square brackets[ ] indicate optional elements.

m Braces{ } indicate arequired choice.

m Braceswithin brackets[{ }] indicate arequired choice within an optional element.

m Boldface indicates commands and keywords that are entered literally as shown. In actual
configuration examples and output (not general command syntax), boldface indicates
commands that are manually input by the user (such as a show command).

m [talicsindicate arguments for which you supply actual values.
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Foreword

CCNP BCMSN Exam Certification Guide is a complete study tool for the CCNP BCM SN exam,
allowing you to assess your knowledge, identify areas in which to concentrate your study, and
master key conceptsto help you succeed on the exams and in your daily job. The book isfilled with
features that help you master the skills to implement appropriate technologies to build scalable,
multilayer switched networks. This book was developed in cooperation with the Cisco Internet
Learning Solutions Group. Cisco Press books are the only self-study books authorized by Cisco for
CCNP exam preparation.

Cisco and Cisco Press present this material in text-based format to provide another learning vehicle
for our customers and the broader user community in general. Although a publication does not
duplicate theinstructor-led or e-learning environment, we acknowledge that not everyone responds
in the same way to the same delivery mechanism. It is our intent that presenting this material viaa
Cisco Press publication will enhance the transfer of knowledge to a broad audience of networking
professionals.

Cisco Presswill present study guides on existing and future examsthrough these Exam Certification
Guidesto help achieve Cisco Internet Learning Solutions Group's principal objectives: to educate
the Cisco community of networking professionals and to enable that community to build and maintain
reliable, scalablenetworks. The Cisco Career Certificationsand classesthat support these certifications
are directed at meeting these objectives through a disciplined approach to progressive learning. To
succeed on the Cisco Career Certifications exams, as well asin your daily job as a Cisco certified
professional, we recommend a blended learning solution that combines instructor-led, e-learning,
and self-study training with hands-on experience. Cisco Systems has created an authorized Cisco
Learning Partner program to provide you with the most highly qualified instruction and invaluable
hands-on experiencein lab and simulation environments. To learn more about Cisco Learning Partner
programs available in your area, please go to www.cisco.com/go/authorizedtraining.

The books Cisco Press createsin partnership with Cisco Systems will meet the same standards for
content quality demanded of our courses and certifications. It isour intent that you will find thisand
subsequent Cisco Press certification and training publications of value asyou build your networking
knowledge base.

Thomas M. Kelly

Vice-President, Internet Learning Solutions Group
Cisco Systems, Inc.

August 2003
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Introduction: Overview of Certification and How to Succeed

Professional certifications have been animportant part of the computing industry for many yearsand
will continue to become more important. Many reasons exist for these certifications, but the most
popularly cited reason isthat of credibility. All other considerations held equal, the certified

empl oyee/consultant/job candidate is considered more valuable than one who is not.

Objectives and Methods
The most important and somewhat obvious objective of this book isto help you pass the Cisco
BCMSN exam (642-811) Infact, if the primary objective of thisbook were different, the book’stitle
would be misleading; however, the methods used in this book to help you pass the BCM SN exam
are designed to al so make you much more knowledgeabl e about how to do your job. Whilethis book
and the accompanying CD-ROM have many example test questions, the method in which they are
used is not to simply make you memorize as many questions and answers as you possibly can.

One key methodology used in this book helps you discover the exam topics about which you need
more review, to help you fully understand and remember those details, and to help you prove to
yourself that you have retained your knowledge of those topics. So, this book does not try to help
you pass by memorization, but by helping you truly learn and understand the topics. The BCMSN
exam isjust one of the foundation topicsin the CCNP and CCDP certifications, and the knowledge
contained within is vitally important to consider yourself atruly skilled routing and switching
engineer or specialist. Thisbook would do you adisserviceif it did not attempt to help you learn the
material. To that end, the book can help you passthe BCM SN exam by using the following methods:

m Helping you discover which test topics you have not mastered
m Providing explanations and information to fill in your knowledge gaps

m  Supplying exercises and scenarios that enhance your ability to recall and deduce the answers
to test questions

m Providing practice exercises on the topics and the testing process through test questions on
the CD-ROM

Who Should Read This Book?
Thisbook is not designed to be a general networking topics book; although, it can be used for that
purpose. Thisbook isintended to tremendously increase your chances of passing the Cisco BCM SN
exam. Although other objectives can be achieved from using this book, the book iswritten with one
goa in mind: to help you pass the exam.

The BCMSN exam is primarily based on the content of the Building Cisco Multilayer Switched
Networks (BCMSN) 2.0 CCNP course. You should have either taken the course, read through the
BCMSN coursebook or this book, or have a couple of years of LAN switching experience.
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Exam Overview
Cisco offers three levels of certification, each with an increasing level of proficiency: Associate,
Professional, and Expert. These are commonly known by their acronyms CCNA/CCDA (Cisco
Certified Network/Design Associate), CCNP/CCDP (Cisco Certified Network/Design Professional),
and CCIE (Cisco Certified Internetworking Expert). There are others aswell, but this book focuses
on the certifications for enterprise networks.

For the CCNP certification, you must pass a series of four core exams or pass alonger foundations
exam plus one support exam. The BCM SN exam or its content is included and required for either
path. For most exams, Cisco does not publish the scores needed for passing. You need to take the
exam to find that out for yourself.

To see the most current requirements for the CCNP or CCDP certifications, go to www.cisco.com;
then, click Learning and Events, followed by Career Certifications and Paths.

The BCM SN exam itself is composed of 60 to 70 questions, presented in avariety of formats. You
can expect to find multiple-choice single answer, multiple-choice multiple answer, drag-and-drop,
fill-in-the-blank, and simulations. To find more specific information about the topics that can be
covered on the BCM SN exam, go to www.cisco.com; then, click Learning and Events, followed by
Exam Information and then Certification Exams. The exam lasts 90 minutes and is offered through
either Pearson VUE or Prometric testing centers only. See www.cisco.com/en/US/learning/le3/lell/
learning_about_registering_for_exams.html for the most current information about registering for
the exam.

Strategies for Exam Preparation
Thestrategy you useto prepare for the BCM SN exam might be dlightly different than strategies used
by other readers, mainly based on the skills, knowledge, and experience you already have obtained.
For instance, if you have attended the BCM SN course, you might take a different approach than
someone who learned switching through on-the-job training.

Regardless of the strategy you use or the background you have, this book is designed to help you
get to the point where you can pass the exam with the least amount of time required. For instance,
there isno need for you to practice or read about | P addressing and subnetting if you fully under-
stand it already. However, many people like to make sure that they truly know atopic and read over
material that they already know. Several book features help you gain the confidence that you know
some material already and also help you know what topics you need to study more.

How This Book Is Organized
Although this book can be read cover-to-cover, it is designed to be flexible and allow you to easily
move between chapters and sections of chaptersto cover only the material that you need more work
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with. Chapters 1 through 20 are the core chapters and can be covered in any order, though some
chapters are related and build upon each other. If you do intend to read them all, the order in the
book is an excellent sequence to use.

When you finish with the core chapters, you have several options on how to finish your exam
preparation. Chapter 21, “ Scenarios for Final Preparation,” provides many scenarios to help you
review and refine your knowledge, without giving you afal se sense of preparedness that you would
get with simply reviewing a set of multiple-choice questions. You can review the questions at the
end of each chapter, and you can use the CD-ROM testing software to practice the exam.

Each core chapter covers asubset of the topics on the BCM SN exam. The core chapters are organi zed
into parts. The core chapters cover the following topics:

PART I: Overview and Design of a Campus Network

Chapter 1, “Campus Network Overview”—This chapter covers the use of switchesin the OS|
model’s various|layers, the different campus network models, hierarchical network design, and
how Cisco's switching products fit into a hierarchical network design.

Chapter 2 “Modular Network Design”—This chapter covers how to design, size, and scale a
campus network using a modular approach

PART II: Building a Campus Network

Chapter 3, “ Switch Operation” —This chapter covers Layer 2 and multilayer switch operation,
how various CAM and TCAM tables are used to make switching decisions, and how to monitor
these tables to aid in troubleshooting.

Chapter 4, “ Switch Configuration”—This chapter covers the operating system software avail-
able on Cisco Catalyst switches, basic switch configuration and administration, switch file
management, and how to verify that a switch isfunctioning properly to aid in troubleshooting.

Chapter 5, “Switch Port Configuration”—This chapter covers basic Ethernet concepts, using
scalable Ethernet, connecting switch block devices, and verifying switch port operation to aid
in troubleshooting.

Chapter 6, “VLANs and Trunks’—This chapter covers basic VLAN concepts, transporting
multipleVLANsover singlelinks, configuring VLAN trunks, Layer 2 and Ethernet over MPLS
tunnels, and verifying VLAN and trunk operation.

Chapter 7, “VLAN Trunking Protocol (VTP)"—This chapter coversVLAN management using
VTP, configuring VTP, managing traffic through VTP pruning, and verifying VTP operation.
Chapter 8, “Aggregating Switch Links’—This chapter covers switch port aggregation with
EtherChannel, EtherChannel negotiation protocols, configuring EtherChannel, and verifying
EtherChannel operation.
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Chapter 9, “Traditional Spanning Tree Protocol”—This chapter covers | EEE 802.1D Spanning
Tree Protocol (STP), aswell asan overview of the other STP types that might be running on a
switch.

Chapter 10, “ Spanning Tree Configuration”—This chapter covers the STP Root Bridge,
customizing the STP topology, tuning STP convergence, redundant link convergence, and
verifying STP operation.

Chapter 11, “ Protecting the Spanning Tree Protocol Topology” —Thischapter covers protecting
the STP topology using Root Guard, BPDU Guard, and Loop Guard, as well as how to detect
delayed BPDU reception using BPDU Skew Detection, and verifying that these STP protection
mechanisms are functioning properly.

Chapter 12, “Advanced Spanning Tree Protocol”—This chapter covers Rapid Spanning Tree
Protocol (RSTP) and Multiple Spanning Tree (MST) Protocol.

PART lll: Layer 3 Switching

Chapter 13, “Multilayer Switching”—This chapter coversinterVLAN routing, multilayer
switching with CEF, and verifying that multilayer switching is functioning properly.
Chapter 14, “Router Redundancy and Load Balancing”—This chapter covers providing

redundant router or gateway addresses on Catalyst switches, server load balancing, and
verifying that redundancy and load balancing are functioning properly.

Chapter 15, “Multicast”—This chapter covers general multicast concepts, routing and switch-
ing multicast traffic, and verifying that multicast routing and switching are functioning

properly.

PART IV: Campus Network Services

Chapter 16, “Quality of Service Overview”—This chapter covers the Differentiated Services
QoS model, the building blocks of the Diff Serv QoS model, and switch port queues.

Chapter 17, “ Diffserv QoS Configuration”—This chapter covers applying QoS trust, defining
aDiffServ QoS policy, tuning egress scheduling, configuring congestion avoidance, and
verifying that QoS operation is functioning properly.

Chapter 18, “I1P Telephony” —This chapter covers how a Catalyst switch can provide power to
operate a Cisco | P Phone, how voice traffic can be carried over the links between an 1P Phone

and a Catalyst switch, QoS for voice traffic, and verifying that 1P Telephony features are
functioning properly.

Chapter 19, “ Securing Switch Access’—This chapter covers Switch Authentication, Autho-
rization, and Accounting (AAA), port security using MAC addresses, and port-based security
using |EEE 802.1x.
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Chapter 20, “ Securing with VLANS'—This chapter covers how to control traffic within a
VLAN using access lists, implementing private VLANS, and monitoring traffic on switch ports
for security reasons.

Each chapter in the book uses several featuresto help you make the best use of your timein that
chapter. The features are as follows:

Assessment—Each chapter beginswith a“Do | Know ThisAlready?’ quiz that helpsyou
determine the amount of time you need to spend studying that chapter. If you intend to read the
entire chapter, you can save the quiz for later use. Questions are all multiple-choice, single-
answer, to give a quick assessment of your knowledge.

Foundation Topics—This is the core section of each chapter that explains the protocols,
concepts, and configuration for the topics in the chapter.

Foundation Summary—At the end of each chapter, a Foundation Summary collects key con-
cepts, facts, and commands into an easy-to-review format. A more lengthy “Q&A” section
follows, where many review questions are presented. Questions are mainly open-ended, rather
than multiple choice, as found on the exams. Thisis done to focus more on understanding the
subject matter than on memorizing details.

Scenarios—Scenarios are collected in the final chapter to allow a much more in-depth exami-
nation of a network implementation. Rather than posing a simple question asking for asingle
fact, the scenarios et you design, configure, and troubl eshoot networks (at |east on paper) with-
out the cluesinherent in a multiple-choice quiz format.

CD-based practice exam—The companion CD-ROM contains two separate test banks—one
composed of the questionsfrom the book and an entirely new test bank of questionsto reinforce
your understanding of the book’s concepts. In addition to the multiple choice questions, you
also encounter some configuration simulation questions where you actually perform configura-
tions. Thisisthe best tool for helping you prepare for the actual test-taking process.

How to Use This Book for Study
Retention and recall are the two features of human memory most closely related to performance on
tests. This exam preparation guide focuses on increasing both retention and recall of the topicson
the exam. The other human characteristic involved in successfully passing the examisintelligence;
this book does not address that issue!

Adult retention istypically less than that of children. For example, it is common for 4-year-olds to
pick up basic language skillsin anew country faster than their parents. Children retain facts as an
end unto itself; adults typically either need a stronger reason to remember afact, or must have a
reason to think about that fact several timesto retain it in memory. For these reasons, a student who
attends atypical Cisco course and retains 50 percent of the material is actually quite an amazing
student.
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Memory recall is based on connectors to the information that needs to be recalled—the greater the
number of connectors to a piece of information, the better chance and better speed of recall. For
example, if the exam askswhat VTP stands for, you automatically add information to the question.
You know the topic is switching because of the nature of the test. You might recall theterm “VTP
domain,” which impliesthat thisis atype of switch domain. You might also remember that it is
talking about VLANSs. Having read one of the multiple-choice answers “VLAN Trunk Protocol,”
you might even have the infamous “aha” experience, in which you are then sure that your answer
is correct—and possibly a brightly lit bulb is hovering over your head. All these added facts and
assumptions are the connectors that eventually lead your brain to the fact that needs to be recalled.
Of course, recall and retention work together. If you do not retain the knowledge, recalling it will be
difficult.

Thisbook is designed with features to help you increase retention and recall. It does thisin the
following ways:

m By providing succinct and complete methods of hel ping you decide what you recall easily and
what you do not recall at all.

m By giving references to the exact passages in the book that review those concepts you did not
recall, so you can quickly be reminded about afact or concept. Repeating information that
connects to another concept helps retention, and describing the same concept in several ways
throughout a chapter increases the number of connectors to the same pieces of information.

m By including exercise questions that supply fewer connectors than multiple-choice questions.
This helpsyou exercise recall and avoids giving you afalse sense of confidence, as an exercise
with only multiple-choice questions might do. For example, fill-in-the-blank questions require
you to have better and more complete recall than multiple-choice questions.

m By pulling the entire breadth of subject matter together. A separate chapter (Chapter 21) contains
scenarios and several related questions that cover every topic on the exam and gives you the
chanceto provethat you have gained mastery over the subject matter. Thisreducesthe connectors
implied by questionsresiding in aparticular chapter and requires you to exercise other connectors
to remember the details.

m  Finaly, accompanying this book isa CD-ROM that has exam-like questionsin a variety of
formats. These are useful for you to practice taking the exam and to get accustomed to thetime
restrictions imposed during the exam.

Intaking the “Do | Know ThisAlready?’ assessment quizzesin each chapter, make sure you treat
yoursalf and your knowledge fairly. If you come across a question that makes you guess at an
answer, mark it wrong immediately. This forces you to read through the part of the chapter

that relates to that question and forces you to learn it more thoroughly.
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If you find that you do well on the assessment quizzes, it still might be wiseto quickly skim through
each chapter to find sections or topics that do not readily come to mind. Sometimes, even reading
through the detailed table of contentswill reveal topicsthat are unfamiliar or unclear. If that happens
to you, mark those chapters or topics and spend time working through those parts of the book.

Strategies for the Exam

Try to schedule the exam far enough in advance so that you have ample time for study. Consider the
time of day and even the day of theweek so that you choose atimeframethat suitsyour daily routine.
Because the exam lasts 90 minutes, you should make sure the exam time does not coincide with your
regular lunchtime or some other part of the day when you are usually tired or trying to wake up. As
for the day of the week, your work schedule might prevent you from studying a few days before
the exam.

Hopefully, you can find atesting center located nearby. In any event, be sure to familiarize yourself
with the driving and parking directions well ahead of time. You do not want to be frantically
searching for streets or buildings a few minutes before the exam is scheduled to start. You will
need at least one form of picture ID to present at the testing center.

Think about common-sense things, such as eating a nutritious meal before you leave for the exam.
You need to be as comfortabl e as possible for the entire 90-minute exam, so it pays not to be hungry.
Limiting the amount of liquids you consume right before test time might also be wise. After the
exam begins, the clock does not stop for arestroom break. Also, think about taking a lightweight
jacket along, in case the exam room feels cold.

During the exam, try to pace yourself by knowing that there are at most 70 questionsin a 90-minute
period. That does not mean that every question should be answered in alittle over aminute; it means
only that you should try to move along at aregular pace. Be aware that if you are unsure about an
answer, you are not alowed to mark the question and return to it later. That was allowed in exams
of years past, not anymore. This might force you into a guessing position on a question, just so you
can move along to the others before the time runs out.

At the end of the exam, you receive your final score and news of your passing or failing. If you pass,
congratul ate yourself and breathe a sigh of relief at not having to study more!

If you fail, remind yourself that you are not afailure. It is never a disgraceful thing to fail a Cisco
test, aslong as you decide to try it again. Anybody that has ever taken a Cisco exam knows that to
be true; just ask the people who have attempted the CCIE lab exam. As soon as you can, schedule
to take the same exam again. Allow afew days so that you can study the topicsthat gave you trouble.
The exam score should also break down the entire exam into major topics, each with its respective
score. Do not be discouraged about starting over with your studies—the majority is already behind
you. Just spend time brushing up on the “low spots’ where you lack knowledge or confidence.
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CCNP Exam Topics

Table I-1

Carefully consider the exam topics Cisco has posted on its website as you study, particularly for
clues asto how deeply you should know each topic. Beyond that, you cannot go wrong by devel op-
ing a broader knowledge of the subject matter. You can do that by reading and studying the topics
presented in this book. Remember that it isin your best interest to become proficient in each of the
CCNP subjects. When it istimeto use what you have learned, being well-rounded counts more than
being well-tested.

Table I-1 shows the official exam topics for the BCM SN exam, as posted on Cisco.com. Note
that Cisco has historically changed exam topics without changing the exam number, so do not be
alarmed if small changesin the exam topics occur over time. When in doubt, go to www.cisco.com,
click Learning and Events, and select Career Certifications and Paths.

BCMSN Exam Topics

Part of This Book Where
Exam Topic Exam Topic Is Covered

Technology

Describe the Enterprise Composite Model used for designing networks | Part |
and explain how it addresses enterprise network needs for performance,
scalability and availability.

Describe the physical, date-link, and network layer technologies used Part 11
in aswitched network, and identify when to use each.

Explain the role of switchesin the various modules of the Enterprise Part |
Composite Model (Campus Infrastructure, Server Farm, Enterprise
Edge, Network Management).

Explain the function of the Switching Database Manager (specificaly, Part 11
Content Addressable Memory [CAM] and Ternary Content
Addressable Memory [TCAM]) within a Catalyst switch.

Describe the features and operation of VLANSs on a switched network. Part 11

Describe the features of the VLAN trunking protocols, including Part 11
802.1Q, ISL (emphasis on 802.1Q), and dynamic trunking protocol.

Describe the features and operation of 802.1Q Tunneling (802.1QinQ) | Part Il
within a service provider network.

Describe the operation and purpose of managed VLAN services. Part 11

continues
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Table I-1

BCMSN Exam Topics (Continued)

Exam Topic

Part of This Book Where
Exam Topic Is Covered

Technology (Continued)

Describe how VTP versions 1 and 2 operate, including domains, Part 11
modes, advertisements, and pruning.

Explain the function of the Switching Database Manager (specifically Part 11
Content Addressable Memory [CAM] and Ternary Content

Addressable Memory [TCAM]) within a Catalyst switch.

Explain the operation and purpose of the Spanning Tree Protocol (STP) | Part I
on a switched network.

Identify the specific types of Cisco route switch processors, and Part I11
provide implementation details.

List and describe the operation of the key components required to Part I11
implement interVLAN routing.

Explain the types of redundancy in amultilayer switched network, Part I11
including hardware and software redundancy.

Explain how |P multicast operates on amultilayer switched network, Part I11
including PIM, CGMP, and IGMP,

Describe the quality issues with voice traffic on a switched data Part IV
network, including jitter and delay.

Describe the QoS solutions that address voice-quality issues. Part IV
Describe the features and operation of network analysis modules on Part IV
Catalyst switches to improve network traffic management.

Implementation and Operation

Describe Transparent LAN Services and how they areimplementedina | Part 1
service provider network.

Configure access ports for static and multi-VLAN membership. Part 11
Configure and verify 802.1Q trunks. Part 11
Configure and verify ISL trunks. Part 11
Configure VTP domainsin server, client, and transparent modes. Part 11
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BCMSN Exam Topics (Continued)

Xxxiii

Part of This Book Where
Exam Topic Exam Topic Is Covered
Implementation and Operation (Continued)
Enable Spanning Tree on ports and VLANS. Part 11
Configure Spanning Tree parametersincluding: port priority, VLAN Part 11
priority, Root Bridge, BPDU guard, PortFast, and UplinkFast.
Implement IP technology on a switched network with auxiliary Part IV
VLANS.
Configure and verify router redundancy using HSRP, VRRP, GLBP, Part 111
SRM, and SLB.
Configure QoS features on multilayer switched networks to provide Part IV
optimal quality and bandwidth utilization for applications and data.
Configure Fast EtherChannel and Gigabit EtherChannel to increase Part 11
bandwidth for interswitch connections.
Planning and Design
Compare end-to-end and local VLANS, and determine when to use Part |
each.
Design aVLAN configuration with VTP to work for a given specific Part 11
scenario.
Select multilayer switching architectures, given specific multilayer Part 11
switching needs.
Describe the general design models when implementing | P telephony Part IV
in aswitched network environment.
Plan QoS implementation within a multilayer switched network. Part IV
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For More Information

If you have any comments about the book, you can submit those via the www.ciscopress.com web
site. Just go to the web site, select Contact Us, and type in your message.

Cisco might make changesthat affect the CCNP certification from time to time. You should always
check www.cisco.comfor thelatest details. Also, you can look to www.ci scopress.com/1587200775,
where we will publish any information pertinent to how you might use this book differently in light
of Cisco'sfuture changes. For instance, if Cisco decided to remove a major topic from the exam, it
might post that on its website; Cisco Press would make an effort to list that information, as well.






PART I: Overview and Design of
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Chapter 1 Campus Network Overview

Chapter 2 Modular Network Design




This part of the book covers the following BCM SN exam topics:

Describe the Enterprise Composite Model used for designing networks and explain how it
addresses enterprise network needs for performance, scalability, and availability.

Explain the role of switches in the various modules of the Enterprise Composite Model
(Campus Infrastructure, Server Farm, Enterprise Edge, Network Management).

Compare end-to-end and local VLANS; determine when to use each.




This chapter covers the
following topics that you
need to master for the CCNP
BCMISN exam:

m Switching Functionality—This section
covers the use of switchesin the OSI model
layers. You learn about the functions and
application of routing and switching in
Layers 2, 3, and 4, along with the concept
of multilayer switching.

m Campus Network Models—This section
presents the concept of a campus network,
and describes the traditional campus model
and models based on traffic patterns. This
section also describes the factors that affect a
campus network’s design.

m Hierarchical Network Design—This
section details athree-layer, hierarchical
structure of campus network designs.

m Cisco Productsin the Hierarchical
Design—This section describes how Cisco
switching products fit into the network
hierarchy and presents guidelines for
selecting the product based on the design
requirements.




CHAPTER 1

Campus Network Overview

As campus networks have grown and technologies have matured, network engineers and
architects have many more options to consider than the hubs, Ethernet switches, and routers
traditionally put in place. You can use switchesto improve network performancein many ways.
However, simply replacing existing shared networks with switched networksis not enough. The
switching function alone alleviates congestion and increases bandwidth (in addition to more
complex capabilities) if properly placed and designed. Switchesthemselves have also improved
over time. The type of switch, its capabilities, and its location within a network can greatly
enhance network performance.

This chapter presents alogical design process that you can use to build a new campus network
or to modify and improve an existing network.

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide if you need to read
the entire chapter. If you aready intend to read the entire chapter, you do not necessarily need
to answer these questions now.

The 12-question quiz, derived from the major sectionsin the Foundation Topics’ portion of the
chapter, helps you determine how to spend your limited study time.

Table 1-1 outlinesthe major topicsdiscussed in this chapter and the“ Do | Know ThisAlready?’
quiz questions that correspond to those topics.

Table 1-1 “ Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section
Switching Functionality 1-3

Campus Networks, Traffic Pattern Models 4-7

Hierarchical Design Model 8-10

Cisco Products in the Hierarchical Design 11-12
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CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chapter. If
you do not know the answer to aquestion or are only partially sure of the answer, you should mark
this question wrong. Giving yourself credit for an answer you correctly guess skews your self-
assessment results and might provide you with a false sense of security.

1. Layer 2 switching uses which of the following valuesto forward data?

a. |Paddress
b. IPX address
c¢. MAC address
d. RIP address
e. UDP port

2. Multilayer switching (MLS) forwards packets based on what OSl layers:

a. Layerl
b. Layer?2
c. Layer3
d. Layer4
e. bcd

f. abcd

3. Which of the following does a multilayer switch perform?

a. Forwarding according to MAC address

b. Forwarding according to IP address

c. Forwarding according to UDP/TCP port numbers
d. All of the above

4. What does the 20/80 rule of networking state? (Pick one.)
a. Only 20 out of 80 packets arrive at the destination.

b. Twenty percent of the network is used 80 percent of the time.

c. Twenty percent of the traffic on a network segment travels across the network, while
80 percent of it stayslocal.

d. Twenty percent of the traffic on a network segment stays local, while 80 percent of it
travels across the network.



“Do | Know This Already?” Quiz 7

Where does a collision domain exist in a switched network?

a. Onasingle switch port
b. Acrossall switch ports
c¢. OnasingleVLAN
d. Acrossal VLANs

Where does a broadcast domain exist in a switched network?

a. Onasingle switch port
b. Acrossall switch ports
¢. OnasingleVLAN
d. Acrossal VLANs

What isaVLAN primarily used for?
a. To segment a collision domain
b. To segment a broadcast domain
c. To segment an autonomous system
d. To segment a spanning-tree domain

In which OS| layer should devicesin the distribution layer typically operate?
a. Layerl

b. Layer2

c. Layer3

d. Layerd

How many layers are recommended in the hierarchical campus network design model ?

o
N B~ WN P
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10. A hierarchical network’s distribution layer aggregates which of the following?

a. Core switches

b. Broadcast domains

¢. Routing updates

d. Accesslayer switches

11.  Which Cisco switch products should not be used in a campus network distribution layer?

a. Catalyst 2950
b. Catalyst 3550
c. Catalyst 4000/4500
d. Catalyst 6500

12.  Which of these attributes might make a Catalyst 2950 agood choice for usein awiring closet?

a. High density of low cost 10/100 ports
b. Advanced quality of service features
c. Highdensity of 1000BASE-X ports

d. Large modular chassis

You can find the answers to the quiz in Appendix A, “Answers to Chapter ‘Do | Know This
Already? Quizzesand Q&A Sections.” The suggested choices for your next step are as follows:

m 6 or lessoverall score—Read the entire chapter. This includes the “ Foundation Topics,”
“Foundation Summary,” and “Q&A” sections.

m  7-9overall score—Beginwith the“Foundation Summary” section and then follow up with the
“Q&A" section at the end of the chapter.

m 10 or moreoverall score—If you want more review on these topics, skip to the “Foundation
Summary” section and then gotothe“ Q& A” section at the end of the chapter. Otherwise, move
on to Chapter 2, “Modular Network Design.”
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Foundation Topics

Switching Functionality

To understand how switches and routers should be chosen and placed in a network design, you
should first understand how to take advantage of data communication at different layers.

The OSl reference model separates data communication into seven layers, as shown in Table 1-2.
Each layer has a specific function and a specific protocol so that two devices can exchange data on
the same layer. A protocol data unit (PDU) isthe generic name for ablock of datathat alayer on
one device exchanges with the same layer on a peer device. A PDU isencapsulated in alayer's
protocol before it is made available to alower-level layer, or unencapsulated before being handed
to ahigher-level layer.

Table 1-2 Layers of Data Communications

OSI Layer Protocol Data Unit Mechanism to Process PDU
7 (application)

6 (presentation)

5 (session)

4 (transport) TCP segment TCP port

3 (network) Packet Router

2 (datalink) Frame Switch/bridge

1 (physical)

In Table 1-2, Layers 2, 3, and 4 are represented by the data link, network, and transport layers,
respectively, with PDUS' frame, packet, and TCP segment. When aTCP segment (Layer 4) needsto
be transmitted to another station, the TCP segment is encapsul ated as a packet (Layer 3), and further
encapsulated as aframe (Layer 2). The receiving station unencapsulates Layers 2 and 3 before
processing the original TCP segment.

Thelayered protocolsalso apply to networking devices. For example, aLayer 2 devicetransfersdata
by looking at Layer 2's PDU header information. Upper-layer protocols are not looked at or even
understood. Layer-specific devices are discussed in detail in the sections that follow.
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Layer 2 Switching

Devicesthat forward frames at Layer 2 involve the following functions:

m  MAC addresses are learned from the incoming frames' source addresses.
m A tableof MAC addresses and their associated bridge and switch portsis built and maintained.

m Broadcast and multicast frames are flooded out to all ports (except the one that received the
frame).

m Framesdestined to unknown locations are flooded out to all ports (except the one that received
the frame).

m Bridges and switches communicate with each other using the Spanning Tree Protocol to
eliminate bridging loops.

A Layer 2 switch performs essentially the same function as a transparent bridge. However, a switch
can have many ports and can perform hardware-based bridging. Frames are forwarded using special-
ized hardware, called application-specific integrated circuits (AS Cs). This hardware gives switching
great scalability, with wire-speed performance, low latency, low cost, and high-port density.

Aslong as Layer 2 frames are being switched between two Layer 1 interfaces of the same media
type, such astwo Ethernet connections or an Ethernet connection and a Fast Ethernet connection,
the frames do not have to be modified. However, if the two interfaces are different media, such as
Ethernet and Token Ring or Ethernet and Fiber Distributed Data Interface (FDDI), the Layer 2
switch must trandlate the frame contents before sending out the Layer 1 interface.

Layer 2 switching isused primarily for workgroup connectivity and network segmentation. You can
contain traffic between users and serversin aworkgroup within the switch. In addition, the number
of stations on a network segment can be reduced with a switch, minimizing the collision domain
size.

One drawback to Layer 2 switching isthat it cannot be scaled effectively. Switches must forward
broadcast framesto all ports, causing large switched networks to become large broadcast domains.
In addition, Spanning Tree Protocol (STP) can have a slow convergence time when the switch
topology changes. STP can also block certain switch ports, preventing data transfer. (Chapters 9
through 12 discuss STP and its variationsin further detail.) Layer 2 switching alone cannot provide
an effective, scalable network design.

Layer 3 Routing
Devicesinvolved in Layer 3 routing perform the following functions:

m Packets are forwarded between networks based on Layer 3 addresses.
m  Anoptimal path is determined for a packet to take through a network to the next router.
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m Packet forwarding involves atable lookup of the destination network, next-hop router address,
and the router’s own outbound interface.

m  Anoptimal path can be chosen from among many possibilities.
m  Routers communicate with each other using routing protocols.

By nature, routers do not forward broadcast packets and only forward multicast packetsto segments
with multicast clients. This action provides control over broadcast propagation and offers network
segmentation into areas of common Layer 3 addressing.

Logica addressing is possible on a network with routers because the Layer 3 (network layer)
address uniquely identifies a device only at the network layer of the OS| reference model. Actual
frameforwarding occursusing the Layer 2, or datalink, address of devices. Therefore, some method
must exist to associate adevice' sdatalink layer (MAC) addresswith its network layer (1P) address.
A router must also have addresses from both layers assigned to each of itsinterfaces connected to a
network. This assignment gives the router the functionality to support the logical network layer
addresses assigned to the physical networks.

In addition, arouter must examine each packet's Layer 3 header before making a routing decision.
Layer 3 security and control can be implemented on any router interface using the source and
destination addresses, protocol, or other Layer 3 attribute to make decisions on whether to limit or
forward the packets.

Layer 3routingisgenerally performed by microprocessor-based engines, which require CPU cycles
to examine each packet’s network layer header. The routing table of optimal pathsto Layer 3
networks can also be alarge table of dynamic values, requiring afinite lookup delay. Although you
can place arouter anywhere in a network, the router can become a bottleneck due to alatency of
packet examination and processing.

Layer 3 Switching
Devicesinvolved in Layer 3 switching perform the following functions:

m Packets are forwarded at Layer 3, just as arouter would do.

m Packets are switched using specialized hardware, application-specific integrated circuits
(ASICs) for high-speed and low latency.

m  Packets can be forwarded with security control and quality of service (QoS) using Layer 3
address information.

Layer 3 switches are designed to examine and forward packets in high-speed LAN environments.
Whereas, arouter might impose a bottleneck to forwarding throughput, a Layer 3 switch can be
placed anywhere in the network with little or no performance penalty.
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Layer 4 Switching
Devicesinvolved in Layer 4 switching perform the following functions:

m Packetsareforwarded using hardware switching, based on both Layer 3 addressing and Layer 4
application information. (Layer 2 addressing is also inherently used.)

m Layer 4 protocol types (UDP or TCP, for example) in packet headers are examined.
m Layer 4 segment headers are examined to determine application port numbers.

Switching at Layer 4 allows finer control over the movement of information. For example, traffic
can be prioritized according to the source and destination port numbers, and QoS can be defined for
end users. Therefore, video or voice data can be switched at a higher level of service with more
bandwidth availability than file transfer or HTTP traffic. Layer 4 port numbers for source and
destination can also perform traffic accounting.

A Layer 4 switch must also allocate alarge amount of memory to itsforwarding tables. Layer 2 and
Layer 3 devices have forwarding tables based on MAC and network addresses, making those tables
only as large as the number of network devices. Layer 4 devices, however, must keep track of
application protocols and conversations occurring in the network. Their forwarding tables become
proportional to the number of network devices multiplied by the number of applications.

Multilayer Switching (MLS)
Devicesinvolved in MLS perform the following functions:

m Packets are forwarded in hardware that combines Layer 2, Layer 3, and Layer 4 switching.
m Packets are forwarded at wire speed.

m Thetraditiona Layer 3 routing function is provided using Cisco Express Forwarding (CEF),
where a database of routes to every destination network is maintained and distributed to
switching ASICs for very high forwarding performance.

Cisco switches perform multilayer switching at Layer 3 and Layer 4. At Layer 3, the Catalyst family
of switches caches traffic flows based on | P addresses. At Layer 4, traffic flows are cached based on
source and destination addresses, in addition to source and destination ports. All switching is
performed in hardware, providing equal performance at both Layer 3 and Layer 4 switching.

Campus Network Models

A campus network is an enterprise network consisting of many LANsin one or more buildings, all
connected and all usually in the same geographic area. A company typically ownsthe entire campus
network, as well as the physical wiring. Campus networks commonly consist of Ethernet, 802.11
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wireless LANS, higher-speed Fast Ethernet, Fast EtherChannel, and Gigabit Ethernet LANS. Some
campus networks also consist of legacy Token Ring and FDDI.

Anunderstanding of traffic flow isavital part of the campus network design. Whileyou can leverage
high-speed LAN technologies to improve any traffic movement, the emphasis should be on provid-
ing an overall design tuned to known, studied, or predicted traffic flows. The network traffic can then
be effectively moved and managed, and you can scale the campus network to support future needs.

The next sections present various network models that you can useto classify and to design campus
networks. Beginning with traditional shared networks, the models build on each other to leverage
traffic movement and provide predictable behavior.

Shared Network Model
In the early 1990s, campus networks were traditionally constructed of asingle LAN for all usersto
connect to and use. All devices on the LAN were forced to share the available bandwidth. LAN
media such as Ethernet and Token Ring both had distance limitations, as well as limitations on the
number of devicesthat could be connected to asingle LAN.

Network availability and performance declined as the number of connected devices increased. For
example, an Ethernet LAN required all devicesto share the available 10-Mbps half-duplex band-
width. Ethernet also used the carrier sense multiple access collision detect (CSMA/CD) scheme to
determine when a device could transmit data on the shared LAN. If two or more devicestried to
transmit at the sametime, network collisions occurred, and all devices had to become silent and wait
to retransmit their data. Thistype of LAN isacollision domain because all devices are susceptible
to collisions. Token Ring LANs are not susceptible to collisions because they are deterministic and
allow stations to transmit only when they receive a“token” that passes around the ring.

One solution used to relieve network congestion was to segment, or divide, aLAN into discrete
collision domains. This solution used transparent bridges, which only forwarded Layer 2 data
frames to the network segment where the destination address was |ocated. Bridges enabled the
number of devices on a segment to be reduced, lessened the probability of collisions on segments,
and increased the physical distance limitations by acting as a repeater.

Bridges normally forward frames to the LAN segment where the destination addressis |ocated.
However, frames containing the broadcast MAC address (ff:ff:ff:ff:ff:ff) must be flooded out to all
connected segments. Broadcast frames are usually associated with requests for information or
services, including network service announcements. | P uses broadcasts for Address Resolution
Protocol (ARP) requeststo ask what MAC addressis associated with a particular | P address. Other
broadcast frame examples include Dynamic Host Control Protocol (DHCP) requests, IPX Get
Nearest Server (GNS) requests, Service Advertising Protocol (SAP) announcements, Routing
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Information Protocol (RIP—both IP and IPX) advertisements, and NetBIOS name requests. A
broadcast domain is a group of network segments where a broadcast is flooded.

Multicast traffic is traffic destined for a specific set or group of users, regardless of their location on
the campus network. Multicast frames must be flooded to all segments because they are aform of
broadcast. Although end users must join amulticast group to enable their applications to process
and receive the multicast data, a bridge must flood the traffic to all segmentsbecauseit doesn’t know
which stations are members of the multicast group. Multicast frames will use shared bandwidth on
a segment, but will not force the use of CPU resources on every connected device. Only CPUs that
areregistered as multicast group memberswill actually processthose frames. Some multicast traffic
is sporadic, asin the case of various routing protocol advertisements, while other traffic, such as
Cisco IP/TV multicast video, can consume most or al network resources with a steady stream of
real-time data.

Broadcast traffic presents atwo-fold performance problem on abridged LAN because all broadcast
framesflood all bridged network segments. First, asanetwork grows, the broadcast traffic can grow
in proportion and monopolize the available bandwidth. Second, all end-user stations must listen to,
decode, and process every broadcast frame. This function is performed by the CPU, which must
look further into the frame to see with which upper-layer protocol the broadcast isassociated. While
today’s CPUs are robust and might not show a noticeabl e degradation from processing broadcasts,
forcing unnecessary broadcast |oads on every end user is not wise.

NOTE For adiscussion of analysis performed by Cisco on the effects of various protocol
broadcasts on CPU performance, refer to Broadcasts in Switched LAN Inter networks at
www.cisco.com/univercd/cc/td/doc/cisintwk/idg4/nd20e.htm.

LAN Segmentation Model
Referred to as network segmentation, localizing the traffic and effectively reducing the number
of stations on a segment is necessary to prevent collisions and broadcasts from reducing a network
segment’s performance. By reducing the number of stations, the probability of acollision decreases
because fewer stations can be transmitting at a given time. For broadcast containment, theideaisto
provide abarrier at the edge of aLAN segment so that broadcasts cannot pass outward or be
forwarded on. The network designer can provide segmentation by using either arouter or a switch.

You can use routers to connect the smaller subnetworks and either route Layer 3 packets or bridge
Layer 2 packets. You can improve the effect of collisionsby placing fewer stations on each segment.
A router cannot propagate a collision condition from one segment to another, and broadcasts are not
forwarded to other subnets by default, unless bridging (or some other specialized feature) is enabled
on the router. Figure 1-1 shows an example of how arouter can physically segment a campus
network. Although broadcasts are contained, the router becomes a potential bottleneck because it
must process and route every packet leaving each subnet.
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Figure 1-1 Network Segmentation with a Router
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Another option is to replace shared LAN segments with switches. Switches offer greater
performance with dedicated bandwidth on each port. Think of a switch as afast multiport bridge.
Each switch port becomes a separate collision domain and will not propagate collisionsto any other
port. However, broadcast and multicast framesareflooded out all switch portsunless more advanced
switch features are invoked. Multicast switch features are covered in Chapter 15.

To contain broadcasts and segment abroadcast domain, you can implement virtual LANs (VLANS)
within the switched network. A switch can logically divide its ports into isolated segments
(broadcast domains). A VLAN is agroup of switch ports (and the end devices to which they are
connected) that communicate asif attached to a single shared-media LAN segment. By definition,
aVLAN becomesasingle broadcast domain. VLAN devices don’t have to be physically located on
the same switch or in the same building, aslong asthe VLAN itself is somehow connected between
switches end-to-end. Figure 1-2 shows how you can segment a network into three broadcast and
collision domains using three VLANSs on a switch. Note that stations on aVLAN cannot
communicate with stations on another VLAN in the figure—the VLANSs are truly isolated.

By default, al ports on a switch are assigned to asingle VLAN. With additional configuration, a
switch can assign its ports to many specific VLANSs. Each VLAN, although present on the same
switch, is effectively separated from other VLANS. Frames will not be forwarded from oneVLAN
to another. To communicate between VLANS, arouter (or Layer 3 device) isrequired, asillustrated
by Figure 1-3.
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Figure 1-2 Segmentation Using VLANs
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Figure 1-3 Routing Traffic with VLANs
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Ports on each switch have been grouped and assigned to one VLAN. A port from each VLAN then
connects to the router. The router then forwards packets between VL ANS through these ports.

To gain the most benefit from routed approaches and VL AN approaches, most campus networks are
now built with a combination of Layer 2 switches and routers, or with multilayer switches. Again,
the Layer 2 switches are generally placed where the small broadcast domains arelocated, linked by
routers (or multilayer switches) that provide Layer 3 functionality. In this manner, broadcast traffic
can be controlled or limited. Users can also be organized and given access to common workgroups,
and traffic between workgroups can be interconnected and secured.

Figure 1-4 illustrates the structure of atypical routed and switched campus network. Here, the
concept of Layer 2 switches and routers has been extended a bit. Each switch in the buildings
supports three different VLANSs for its users. A single switch port from each connects back to a
router. Any switch port can normally carry only oneVLAN, so something special must be occurring.
These ports have been configured as trunk links, carrying multiple VLANS. (Trunking is discussed
in Chapter 6, “VLANs and Trunks.”)

Figure 1-4 Typical Campus Network Sructure
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Network Traffic Models
To design and build a successful campus network, you must gain a thorough understanding of the
traffic generated by applicationsin use, plus the traffic flow to and from the user communities. All
devices on the network will produce data to be transported across the network. Each device can
involve many applications that generate data with differing patterns and loads.
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Applications, such ase-mail, word processing, printing, file transfer, and most web browsers, bring
about data traffic patterns that are predictable from source to destination. However, newer applica-
tions, such as videoconferencing, TV or video broadcasts, and | P telephony, have a more dynamic
user base, which makes traffic patterns difficult to predict or model.

Traditionally, users with similar applications or needs have been placed in common workgroups,
aong with the servers they access most often. Whether these workgroups are logical (VLAN) or
physical networks, the ideais to keep the mgjority of traffic between clients and servers limited to
the local network segment. In the case of the switched LANSs connected by routers mentioned ear-
lier, both clients and servers would be connected to a Layer 2 switch in the workgroup’s proximity.
This connection provides good performance while minimizing thetraffic load on the routed network
backbone.

This concept of network traffic patterns is known as the 80/20 rule. In a properly designed campus
network, 80 percent of the traffic on a given network segment islocal (switched). No more than 20
percent of the traffic is expected to move across the network backbone (routed).

If the backbone becomes congested, the network administrator will realize that the 80/20 ruleisno
longer being met. What recourses are avail able to improve network performance again? Because of
expense and complexity, upgrading the campus backbone is not adesirable option. Theidea behind
the 80/20 rule is to keep traffic off the backbone. Instead, the administrator can implement the
following solutions:

Reassign existing resources to bring the users and servers closer together.
Move applications and files to a different server to stay within aworkgroup.
Move userslogicaly (assigned to new VLANS) or physically to stay near their workgroups.

Add more servers, which can bring resources closer to the respective workgroups.

Needlessto say, conforming modern campus networks to the 80/20 rule has become difficult for the
network administrator. Newer applications still use the client/server model, but server portions have
been centralized in most enterprises. For example, databases, I nternet and intranet technologies, and
e-mail are all available from centralized servers. Not only do these applications involve larger
amounts of data, but they also require agreater percentage of traffic to cross a network backboneto
reach common destinations—quite a departure from the 80/20 rule.

Thisnew model of campustraffic has become known as the 20/80 rule. Now, only 20 percent of the
traffic islocal to the workgroup, while at least 80 percent of the traffic is expected to travel off the
local network and across the backbone.

This shift in traffic patterns puts a greater burden on the campus backbone’s Layer 3 technology.
Now, because traffic from anywhere on the network can be destined for any other part of the
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network, the Layer 3 performance ideally should match the Layer 2 performance. Generally,
Layer 3 forwarding involves more processing resources because the data packets must be examined
in greater depth. Thisadded computation |oad can create bottlenecksin the campus network, unless
carefully designed.

Likewise, acampus network with many VLANSs can become difficult to manage. Inthe past, VLANSs
were used to logically contain common workgroups and common traffic. With the 20/80 rule, end

devices need to communicate with many other VLANSs. Measuring traffic patterns and redesigning
the campus network become too cumbersome just to keep up with the 20/80 rule model.

Predictable Network Model

Table 1-3

Ideally, you should design a network with a predictable behavior in mind to offer low maintenance
and high availability. For example, a campus network needs to recover from failures and topology
changes quickly and in a predetermined manner. You should scale the network to easily support
future expansions and upgrades. With awide variety of multiprotocol and multicast traffic, the
network should be able to support the 20/80 rule from a traffic standpoint. In other words, design
the network around traffic flows instead of a particular type of traffic.

Traffic flows in a campus network can be classified as three types, based on where the network
serviceislocated in relation to the end user. Table 1-3 lists these types, along with the extent of the
campus network that is crossed.

Types of Network Services

Service Type Location of Service Extent of Traffic Flow

Local Same segment/VLAN as user Access layer only

Remote Different segment/VLAN as user Access to distribution layers
Enterprise Central to all campus users Accessto distribution to core layers

The terms access layer, distribution layer, and core layer are each distinct components of the
hierarchical network design model. The network is divided into logical levels, or layers, according
to function. These terms and the hierarchical network design are discussed in the next section.

Hierarchical Network Design

You can structure the campus network so that each of the three types of traffic flows or services
outlined in Table 1-3 are best supported. Cisco hasrefined ahierarchical approach to network design
that enables network designersto logically create anetwork by defining and using layers of devices.
The resulting network is efficient, intelligent, scalable, and easily managed.
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The hierarchical model breaks a campus network down into three distinct layers, asillustrated in
Figure 1-5.

Figure 1-5 Hierarchical Network Design
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These layers are the access layer, distribution layer, and core layer. Each layer has attributes that
provide both physical and logical network functions at the appropriate point in the campus network.
Understanding each layer and its functions or limitationsisimportant to properly apply the layer in
the design process.

Access Layer
The access layer is present where the end users are connected to the network. Devicesin thislayer,
sometimes called building access switches, should have the following capabilities:

Low cost per switch port

High port density

Scalable uplinksto higher layers

User access functions such as VLAN membership, traffic and protocol filtering, and QoS
Resiliency through multiple uplinks
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Distribution Layer
The distribution layer provides interconnection between the campus network’s access and core
layers. Devicesin this layer, sometimes called building distribution switches, should have the
following capabilities:

m High Layer 3 throughput for packet handling

m  Security and policy-based connectivity functions through access lists or packet filters
m  QoSfeatures

m Scalable and resilient high-speed links to the core and access layers

Core Layer
A campus network’s core layer provides connectivity of all distribution layer devices. The core,
sometimesreferred to asthe backbone, must be capabl e of switching traffic asefficiently aspossible.
Core devices, sometimes called campus backbone switches, should have the following attributes:

m Very high throughput at Layer 2 or Layer 3
m  No costly or unnecessary packet manipulations (access lists, packet filtering)
m  Redundancy and resilience for high availability

m  Advanced QoS functions

Cisco Products in the Hierarchical Design

Before delving into the design practices needed to build ahierarchical campus network, you should
have some idea of the actual devicesthat you can place at each layer. Cisco has switching products
tailored for layer functionality, as well as the size of the campus network.

For the purposes of this discussion, alarge campus can be considered to span across several or many
buildingsin asingle location. A medium campus might make use of one or several buildings,
whereas a small campus might have only asingle building.

Choose your Cisco products based on the functionality that is expected at each layer of asmall,
medium, or large campus. The products available at press time are described in the sections that
follow and are summarized in table form for comparison. Don’t get lost in the details of the tables.
Rather, try to understand which switch fits into which layer for a given network size.

NOTE Although Cisco offers awide range of LAN switching products, several different
operating systems and user interfaces are supported on different switch models. For the purposes
of this book and the CCNP BCM SN exam, you should only be concerned with switches that run
the Cisco 10S Software. Only these switches are listed in the tables that follow.
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Although campus network design is presented as a three-layer approach (access, distribution, and
core layers), the hierarchy can be collapsed or simplified in certain cases. For example, small or
medium-sized campus networks might not have the size, multilayer switching, or volume require-
ments that would require the functions of all three layers. Here, you could combine the distribution
and core layers for simplicity and cost savings. In this case, choose switch products based on the
distribution layer features and access layer aggregation port densities needed.

Access Layer Switches
Recall that access layer devices should have these features:

m High port density to connect to end users

m  Low cost

m  Multiple uplinksto higher layers of the campus network

m Layer 2 services (traffic filtering, VLAN membership, and basic QoS)

Small or medium campus networks can use the Catalyst 2950 or 3550 (standard multilayer software
image, SMI) series switches as access layer devices. These switches are useful to provide accessto
groups of less than 50 users and servers. Both switch families offer high-performance backplanes
for efficient switching, and Fast or Gigabit Ethernet uplinks to distribution layer switches. These
switches are al so stackable, using Gigabit Ethernet links as a shared bus or as daisy-chained links
to add port density in an access layer wiring closet. These switch families also offer arich feature
set, including QoS and switch clustering for improved performance and management.

For large campuses, the Catalyst 4000/4500 series switches provide advanced enterprise access
layer functions. These switches can connect groups of less than 250 users and servers (10/100/
1000BASE-T), or up to 92 dedicated Gigabit Ethernet devices. Greater Layer 2 functionality is
provided as security, multicast support, and advanced QoS. The Catalyst 6500 can also be used for
even higher user or server port densitiesin alarge campus environment. For example, the Catalyst
6513 can support up to 576 FastEthernet ports.

NOTE On the Catalyst 4000/4500, only Supervisor 111 and IV support Cisco 10S Software. Be
aware that other Supervisor modules run the Catalyst OS (also known as XDlI, CatOS, or COS),
but those are not dealt with here or in the exam.
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Table 1-4 lists each Catalyst switch family suitable for the access layer, along with the maximum
port densities and backplane speeds.

Table 1-4

Catalyst Switches for the Access Layer
Catalyst Other
Model Max Port Density Uplinks Max Backplane Features
2950 12, 24, or 48 10/100 2 100FX or 13.6 Gbps QoS, security
1000BASE-X
3550 (SMI) 24 or 48 10/100 or 2 1000BASE-X | 24 Gbps (12-port), Advanced
12 10/100/1000BASE-T 13.6 Gbps (48-port), QoS, security,
or 8.8 Gbps (24-port) | redundant
power, inline
power (24-port
only)
4000/4500 240 10/100 or 10/100/ 100 or 64 Gbps Advanced
(Sup Il or1V) | 1000BASE-T 1000BA SE-X QoS, security,
redundant
power, inline
power

Distribution Layer Switches
Switches used in the distribution layer should offer these features:

Aggregation of access layer devices

High Layer 3 multilayer switching throughput

QoS support

Port density of high-speed links to both the core and access layer switches

Efficient support for redundant links and resiliency

In the distribution layer, uplinks from all accesslayer devices are aggregated, or come together. The
distribution layer switches must be capable of processing the total volume of traffic from all the
connected devices. These switches should have a port density of high-speed links to support the
collection of access layer switches.

VLANSs and broadcast domains converge at the distribution layer, requiring routing, filtering, and
security. The switches at this layer must be capable of performing multilayer switching with high
throughput. Only certain Catalyst switch models can provide multilayer switching; be sure to
understand which ones can do this. (Chapter 13, “Multilayer Switching,” coversthistopicin greater
detail.)



24 Chapter 1: Campus Network Overview

The Catalyst 3550-12G or 3550-12T can serve as adistribution layer switch for up to 10
1000BASE-X and 2 10/100/1000BASE-T or 2 1000BASE -X and 10 10/100/1000BASE-T access
layer uplinks, respectively, as might be found in small to mid-sized networks. (The Catalyst 3550
must run the Enhanced Multilayer switching software image (EMI) to support Layer 3 routing
protocols.

Based on port density and certain functionality, you can use many Catalyst switchesin more than
one layer of acampus network. For example, because the Catalyst 3550 can offer afixed 24 or
48-port 10/100BASE-T configuration with two Gigabit Ethernet uplinks, you might want to use it
inwiring closets or the access layer to connect workgroups or hubs. The Gigabit Ethernet uplinks
would then belinksto distribution layer switches. In some cases, multiple accesslayer 2950 or 3550
switches can uplink into another 3550 at the distribution layer.

For larger campus networks, the Catalyst 4000/4500 and 6500 families offer high densities of Fast
and Gigabit Ethernet for the distribution layer. A fully populated Catalyst 4006, for example, can
support up to 30 Gigabit Ethernet ports or 240 10/100/1000BASE-T Ethernet ports. The Supervisor
[11 or IV module provides both Cisco |0S Software and high-performance multilayer switching.

The Catalyst 6500 family offers much higher performance and port density that larger distribution
layers can use. For example, the Catalyst 6513 can support up to 194 Gigabit Ethernet ports or 576
10/100 Ethernet ports. Multilayer switching is performed using an integrated Multilayer Switch
Feature Card (M SFC), providing a throughput of up to 210 million packets per second.

Table 1-5inthe section “ Product Summary” providesinformation on Cisco distribution layer switch
products based on campus size.

Core Layer Switches
Recall the features required in core layer switches:

m Very high multilayer switching throughput

m  No unnecessary packet manipulations (access lists and packet filtering), unless performed at
wire speed

m Redundancy and resiliency for high availability

m  Advanced QoS functionality

Devicesin acampus network’s core layer or backbone should be optimized for high-performance
Layer 2 or Layer 3 switching. Because the core layer must handle large amounts of campus-wide
data (due to the new 20/80 rule of traffic flow), the core layer should be designed with simplicity
and efficiency in mind.
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Small campus networks can use the Catalyst 3550 or 4000 family in the core layer. These switches
provide reasonable port densities of Fast and Gigabit Ethernet to aggregate access layer uplinks. If
the distribution and core layers are combined, both of these switch families can support multilayer
switching in hardware.

Medium-sized and large campus networks can use the Catalyst 6500 family. Again, high port
densities of Gigabit Ethernet are possible. This family of switches has high-performance, scalable
switching from 32 Gbpsto 256 Gbps. With the new Supervisor Engine 720, the performanceiseven
greater at 720 Gbps! Layer 3 security, powerful QoS, and complete routing protocol support are
available with the combination of Supervisor and MSFC modules, as well as the native Cisco 10S
Software.

Table 1-5 in the section, “Product Summary,” provides information on Cisco core layer switch
products based on campus size.

Product Summary
Asaquick review, see Table 1-5 for asummary of the various Catalyst switch families used for
various applications. The table is broken down by campus network size and by campus network
layer. The application of a particular switch in a network layer is a matter of choice and is not
required. For example, if an access layer wiring closet in a small campus network has 200 users
attached, choosing a single Catalyst 4000 might make more sense than several Catalyst 3550s. In
this case, the size of the access layer workgroup dictates the choice of switch and port density more
than the overall campus network size.

Table 1-5 Summary of Catalyst Switch Products and Typical Layer Applications

Campus Size Layer Catalyst Switch | Key Features
Any Access 2950 < 50 users 10/100BA SE-T; 100BaseFX or
1000BA SE-X uplinks
3550 < 50 users 10/100BA SE-T; 1000BASE-X
uplinks
4000/4500; < 250 users 10/100/1000BA SE-T; 1000BA SE-
(Sup Il or 1V) X uplinks
6500 > 250 users 10/100/1000Base-T; 1000Base-X
uplinks

continues
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Table 1-5

Summary of Catalyst Switch Products and Typical Layer Applications (Continued)

Campus Size Layer Catalyst Switch | Key Features
Small Campus Distribution | 3550-12T (EMI) up to 10 10/100/1000BASE-T access devices;
2 1000BASE-X uplinks; MLS
3550-12G (EMI) up to 10 1000BASE-X access devices;
2 10/100/1000BA SE-T uplinks, MLS
4006/4500 up to 30 1000BASE-X or 240 10/100/
(Sup Il or 1V) 1000BASE-T access or core devices, MLS
6500 High 100 and 1000BASE-X densities; high
performance; MLS; scalable for future growth
Core Usually combined
with distribution
Medium Campus | Distribution | 4006/4500 up to 30 1000BASE-X or 240 10/100/
(Sup Il or 1V) 1000BASE-T access or core devices, MLS
6500 High 100 and 1000BASE-X densities; high
performance; MLS; scalable for future growth
Core 6500 High 100 and 1000BASE-X densities; high
performance; MLS; scalable for future growth
Large Campus Distribution | 6500 High 100 and 1000BASE-X densities; high
performance; MLS; scalable for future growth
Core 6500 High 100 and 1000BASE-X densities; high

performance; MLS; scalable for future growth
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Foundation Summary

Table 1-6

Table 1-7

Table 1-8

The Foundation Summary is a collection of tables and figures that provides a convenient review of
many key conceptsin thischapter. If you are already comfortable with the topicsin this chapter, this
summary might help you recall afew details. If you just read this chapter, this review should help

solidify somekey facts. If you are doing your final preparation before the exam, thefollowing tables
and figures are a convenient way to review the day before the exam.

Layers of Data Communications

OSI Layer

Protocol Data Unit

Mechanism to Process PDU

7 (application)

6 (presentation)

5 (session)

4 (transport) TCP segment TCP port

3 (network) Packet Router

2 (datalink) Frame Switch/bridge

1 (physical)

Types of Network Services

Service Type Location of Service Extent of Traffic Flow

Local Same segment/VLAN as user Access layer only

Remote Different segment/VLAN as user Access to distribution layers

Enterprise Central to all campus users Accessto distribution to core layers

Comparison of Hierarchical Layers

Layer Attributes

Access High port density to connect to end users, low cost, uplinks to higher layers of the campus
network, and Layer 2 services (traffic filtering, VLAN membership, and basic QoS)

Distribution | Aggregation of access layer devices, high Layer 3 throughput, QoS features, security and
policy-based functions, and scalable and resilient high-speed links into the core and access
layers

Core Fast data transport, no “expensive’ Layer 3 processing, redundancy and resiliency for high
availability, and advanced QoS
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Table 1-9

Catalyst Switches for the Access Layer
Catalyst Other
Model Max Port Density Uplinks Max Backplane Features
2950 12, 24, or 48 10/100 2 100FX or 13.6 Gbps QoS, security
1000BASE-X
3550 (SMI) 24 or 48 10/100 or 2 1000BASE-X | 24 Gbps (12-port), Advanced
12 10/100/1000BASE-T 13.6 Gbps (48-port), QOS, security,
or 8.8 Gbps (24-port) | redundant
power, inline
power (24-port
only)
4000/4500 240 10/100 or 10/100/ 100 or 64 Gbps Advanced
(Sup il or 1V) | 1000BASE-T 1000BASE-X QoS, security,
redundant
power, inline
power

Table 1-10 Summary of Catalyst Switch Products and Typical Layer Applications

Campus Size Layer Catalyst Switch | Key Features
Any Access 2950 < 50 users 10/100BASE-T, 100BaseFX or
1000BA SE-X uplinks
3550 < 50 users 10/100BA SE-T; 1000BASE-X
uplinks
4000/4500; < 250 users 10/100/1000BA SE-T; 1000BA SE-X
(Sup Il or 1V) uplinks
6500 > 250 users 10/100/1000Base-T; 1000Base-X
uplinks
Small Campus Distribution | 3550-12T (EMI) up to 10 10/200/1000BASE-T access devices,
2 1000BASE-X uplinks; MLS
3550-12G (EMI) up to 10 1000BASE-X access devices,
2 10/200/1000BASE-T uplinks; MLS
4006/4500 up to 30 1000BA SE-X or 240 10/100/
(Sup Il or 1V) 1000BASE-T access or core devices, MLS
6500 High 100 and 1000BASE-X densities; high
performance; MLS; scalable for future growth
Core Usually combined
with distribution
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Table 1-10 Summary of Catalyst Switch Products and Typical Layer Applications (Continued)

29

Campus Size Layer Catalyst Switch | Key Features
Medium Campus | Distribution | 4006/4500 up to 30 1000BASE-X or 240 10/100/
(Sup Il or 1V) 1000BASE-T access or core devices; MLS
6500 High 100 and 1000BASE-X densities; high
performance; MLS; scalable for future growth
Core 6500 High 100 and 1000BASE-X densities; high
performance; MLS; scalable for future growth
Large Campus Distribution | 6500 High 100 and 1000BASE-X densities; high
performance; MLS; scalable for future growth
Core 6500 High 100 and 1000BASE-X densities; high

performance; MLS; scalable for future growth
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Q&A

The questions and scenarios in this book are more difficult than what you should experience on the
actual exam. The questions do not attempt to cover more breadth or depth than the exam; however,
they are designed to make sure that you know the answer. Rather than allowing you to derive the
answers from clues hidden inside the questions themselves, the questions challenge your under-
standing and recall of the subject. Hopefully, these questions will help limit the number of exam
questions on which you narrow your choices to two options and then guess.

You can find the answers to these questionsin Appendix A.

1.

N o o &

©

For each layer of the OSI model, match the forwarding criteria used by a switch:

_ lLayerl A. IP address
___lLayer2 B. UDP/TCP port
_ lLayer3 C. None

_ lLayer4 D. MAC address

What is multilayer switching (MLS)?
Fill in the blanks in the following statement:

In the 20/80 rule of networking, 20 percent of the traffic on a segment usualy stays
while 80 percent travels

What is a collision domain, and where doesiit exist in a switched LAN?
What is a broadcast domain, and where does it exist in aswitched LAN?
What isaVLAN, and why isit used?

At what OSI Layer(s) do devices in the distribution layer usually operate?

What is network segmentation? When is it necessary, and how isit done in a campus network
design?

Isit possibleto use Layer 2 switches in the distribution layer, rather than Layer 3 switches? If
so, what are the limitations?
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10. Which of the following Cisco switch products should be used in a campus network’s
distribution layer? (Check all that apply.)

a. Catalyst 2950
b. Catalyst 3550 (SMI)
c. Catalyst 3550 (EMI)
d. Catalyst 4000/4500
e. Catalyst 6500

11.  Whenmight you select a Catalyst 4000 to usein awiring closet?What attributes makeit agood
choice?

12.  Which Cisco switch family has the most scalable performance?



This chapter covers the
following topics that you
need to master for the CCNP
BCMISN exam:

m Modular Network Design—This section
covers the process of designing a campus
network, based on breaking it into functional
modules.

m Sizing the Modulesin a Network—You
also learn how to size and scale the modules
in adesign.



CHAPTER 2

Modular Network Design

“Do |

Table 2-1

This chapter presents a set of building blocks that can organize and streamline even alarge,
complex campus network. These building blocks can then be placed using several campus
design models to provide maximum efficiency, functionality, and scalability.

Know This Already?” Quiz

The“Do | Know ThisAlready?’ quiz's purpose isto help you decide if you need to read the
entire chapter. If you already intend to read the entire chapter, you do not necessarily need to
answer these questions now.

The 12-question quiz, derived from the major sectionsin the“ Foundation Topics’ portion of the
chapter, helps you determine how to spend your limited study time.

Table 2-1 outlinesthe major topicsdiscussed in this chapter and the“ Do | Know ThisAlready?’
quiz questions that correspond to those topics.

“Do | Know This Already?” Foundation Topics Section-to-Question Mapping
Foundation Topics Section Questions Covered in This Section
Modular Network Design 1-12

CAUTION Thegoal of self-assessment isto gauge your mastery of the topicsin this chapter.
If you do not know the answer to a question or are only partially sure of the answer, you
should mark this question wrong. Giving yourself credit for an answer you correctly guess
skews your self-assessment results and might provide you with a false sense of security.
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1. What isthe purpose of breaking a campus network down into a hierarchical design?
a. To facilitate documentation
b. Tofollow palitical or organizational policies
¢. To make the network predictable and scalable
d. To make the network more redundant and secure

2. Which of the following are building blocks or modules used to build a scalable campus
network? (Check all that apply.)

a. Accessblock

b. Distribution block
c. Coreblock

d. Server farm block
e. Switch block

3.  What are the components of atypical switch block?
a. Accesslayer switches
b. Distribution layer switches
c. Corelayer switches
d. E-commerce servers
e. Service provider switches

4. What are two types of core, or backbone, designs?

a. Collapsed core
b. Loop-freecore
c. Dual core

d. Layered core

5. Inaproperly designed hierarchical network, a broadcast from one PC will be confined to what?
a. One access layer switch port
b. Oneaccess layer switch
c. One switch block

d. The entire campus network



“Do | Know This Already?” Quiz

6. What isthe maximum number of access layer switches that can connect into asingle
distribution layer switch?

a.
b.
c.
d.

e.

1

2

Limited only by the number of ports on the access layer switch
Limited only by the number of ports on the distribution switch
Unlimited

7. A switch block should be sized according to what?

The number of access layer users

A maximum of 250 access layer users

A study of thetraffic patterns and flows
The amount of rack space available

The number of servers accessed by users

8. What evidence can be seen when a switch block istoo large? (Choose al that apply.)

| P address space is exhausted.

You run out of access layer switch ports.

Broadcast traffic becomes excessive.

Traffic isthrottled at the distribution layer switches.
Network congestion occurs.

9. How many distribution switches should be built into each switch block?

o A~ N P

35
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10.

11.

12.

What are the most important aspects to consider when designing the core layer in alarge
network? (Choose all that apply.)

a.

b.

C.

d.

Low cost

Switches that can efficiently forward traffic, even when every uplink is at 100 percent
capacity

High port density of high-speed ports

A low number of Layer 3 routing peers

Which services are typically located at the enterprise edge block? (Choose all that apply.)

a.

Network management
Intranet server farms
VPN and remote access
E-commerce servers
End users

In aserver farm block, where should redundancy be provided? (Choose all that apply.)

Dual connections from each distribution switch to the core
Dual connections from each access switch to the distribution switches
Dual connections from each server to the access switches

No redundancy is necessary

You can find the answers to the quiz in Appendix A, “Answers to Chapter ‘Do | Know This
Already? Quizzesand Q&A Sections.” The suggested choices for your next step are as follows:

6 or lessoverall score—Read the entire chapter. This includes the “ Foundation Topics,”
“Foundation Summary,” and “Q&A” sections.

7-9 over all score—Begin with the“ Foundation Summary” section and then follow up with the
“Q&A” section at the end of the chapter.

10 or more overall score—If you want more review on these topics, skip to the “ Foundation
Summary” section and then go tothe“ Q& A” section at the end of the chapter. Otherwise, move
on to Chapter 3, “ Switch Operation.”
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Foundation Topics

Modular Network Design

Recall from Chapter 1 that a network is best constructed and maintained using a three-tiered
hierarchical approach. Taking a given network and making it conform to alayered architecture
might seem alittle confusing.

You can design a campus network in alogical manner, using amodular approach. In this approach,
each layer of the hierarchical network model can be broken down into basic functional units. These
units, or modules, can then be sized appropriately and connected together, while allowing for future
scalability and expansion.

You can divide enterprise campus networks into the following basic elements:

m  Switch block—A group of access layer switches together with their distribution switches
m Coreblock—The campus network’s backbone

Other related elements can exist. Although these elements don’t contribute to the campus network’s
overall function, they can be designed separately and added to the network design. These elements
are asfollows:

m  Server Farm block—A group of enterprise servers along with their access and distribution
(layer) switches

m  Management block—A group of network management resources along with their access and
distribution switches.

m Enterprise Edge block—A collection of services related to external network access, along
with their access and distribution switches.

m  Service Provider Edge block—The external network services contracted or used by the
enterprise network; these are the services with which the enterprise edge block interfaces.

The collection of al these elementsis aso known as the enter prise composite network model.
Figure 2-1 shows amodular campus design’s basic structure. Notice how each of the building-block
elements can be confined to a certain area or function. Also notice how each is connected into the
core block.
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Figure 2-1 Modular Approach to Campus Network Design
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The Switch Block
Recall how acampus network is divided into access, distribution, and core layers. The switch block
contains switching devices from the access and distribution layers. All switch blocks then connect
into the core block, providing end-to-end connectivity across the campus.
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Switch blocks contain a balanced mix of Layer 2 and Layer 3 functionality, as might be present in
the access and distribution layers. Layer 2 switcheslocated in wiring closets (access layer) connect
end users to the campus network. With one end user per switch port, each user receives dedicated

bandwidth access.

Upstream, each access layer switch connectsto devicesin the distribution layer. Here, Layer 2
functionality transports data between all connected access switches at a central connection point.
Layer 3 functionality can also be provided in the form of routing and other networking services
(security, quality of service (QoS), and so on). Therefore, a distribution layer device should be a
multilayer switch. Layer 3 functionality is discussed in more detail in Chapter 13, “Multilayer
Switching.”

The distribution layer a so shields the switch block from certain failures or conditionsin other parts
of the network. For example, broadcasts will not be propagated from the switch block into the core
and other switch blocks. Therefore, the Spanning Tree Protocol (STP) will be confined to each
switch block, where avirtual LAN (VLAN) is bounded, keeping the spanning tree domain well
defined and controlled.

Accesslayer switches can support VLANSs by assigning individual portsto specificVLAN numbers.
In this way, stations connected to the ports configured for the sasmeVLAN can also share the same
Layer 3 subnet. However, be aware that asingle VLAN can support multiple subnets. Because the
switch ports are configured for aVLAN number only (and not a network address), any station
connected to a port can present any subnet address range. The VLAN functions as traditional
network media and allows any network address to connect.

In this network design model, you should not extend VL ANSs beyond distribution switches. The
distribution layer should always be the boundary of VLANS, subnets, and broadcasts. Although
Layer 2 switches can extend VL ANsto other switches and other layers of the hierarchy, thisactivity
is discouraged. VLAN traffic should not traverse the network core. (Trunking, or the capability to
carry many VLANSs over asingle connection, is discussed in Chapter 6, “VLANs and Trunks.”)

Sizing a Switch Block
Containing access and distribution layer devices, the switch block is simple in concept. You should
consider severa factors, however, to determine an appropriate size for the switch block. The range
of available switch devices makes the switch block size very flexible. At the access layer, switch
selection is usually based on port density or the number of connected users.
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The distribution layer must be sized according to the number of access layer switches that are
collapsed or brought into a distribution device. Consider the following factors:

m Traffic types and patterns

Amount of Layer 3 switching capacity at the distribution layer
Number of users connected to the access layer switches
Geographical boundaries of subnets or VLANSs

Size of Spanning Tree domains

Designing a switch block based solely on the number of users or stations that are contained within
the block is usually inaccurate. Usually, no more than 2000 users should be placed within asingle
switch block. Though useful for initially estimating aswitch block’ s size, thisideadoesn’t take into
account the many dynamic processes that occur on a functioning network.

Instead, switch block size should be primarily based on the following:

m Traffic types and behavior

m  Size and number of common workgroups

Dueto the dynamic nature of networks, you can size a switch block too large to handle the load that
isplaced upon it. Also, the number of users and applications on a network tends to grow over time.
A provision to break up or downsize aswitch block is necessary. Again, base these decisions on the
actual traffic flows and patterns present in the switch block. You can estimate, model, or measure
these parameters with network analysis applications and tools.

NOTE The actual network analysis process is beyond the scope of this book. Traffic estimation,
modeling, and measurement are complex procedures, each requiring its own dedicated analysis
tool.

Generally, aswitch block istoo large if the following conditions are observed:

m Therouters (multilayer switches) at the distribution layer become traffic bottlenecks. This
congestion could be due to the volume of interVLAN traffic, intensive CPU processing, or
switching times required by policy or security functions (access lists, queuing, and so on).

m Broadcast or multicast traffic slows down the switches in the switch block. Broadcast and
multicast traffic must be replicated and forwarded out many ports. This process requires some
overhead in the multilayer switch, which can becometoo great if significant traffic volumesare
present.



Modular Network Design 41

Access switches can have one or more redundant link to distribution layer devices. This situation
provides a fault-tolerant environment, where access layer connectivity is preserved on a secondary
link if the primary link fails. Infact, because Layer 3 devicesare used in the distribution layer, traffic
can be load balanced across both redundant links using redundant gateways.

Generally, you should provide two distribution switches in each switch block for redundancy, with
each accesslayer switch connecting to thetwo distribution switches. Then, each Layer 3 distribution
switch can load balance traffic over its redundant links into the core layer (also Layer 3 switches)
using routing protocols.

Figure 2-2 shows atypical switch block design. At Layer 3, the two distribution switches can use
one of severa redundant gateway protocols to provide an active | P gateway and a standby gateway
at al times. These protocols are discussed in Chapter 14, “ Router Redundancy and Load
Balancing.”

Figure 2-2 Typical Switch Block Design
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The Core Block
A core block is required to connect two or more switch blocks in a campus network. Because all
traffic passing to and from all switch blocks, server farm blocks, and the enterprise edge block must
cross the core block, the core must be as efficient and resilient as possible. The core is the campus
network’s basic foundation and carries much more traffic than any other block.

A network core can use any technology (frame, cell, or packet) to transport campus data. Many
campus networks use Gigabit and 10 Gigabit Ethernet as a core technology. Ethernet core blocks
arereviewed at length here.
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Recall that both the distribution and core layers provide Layer 3 functionality. Individual | P subnets
connect al distribution and core switches. At least two subnets should be used to provide resiliency
and load balancing into the core; although, you can use asingle VLAN. AsVLANsend at the
distribution layer, they are routed into the core.

The core block might consist of a single multilayer switch, taking in the two redundant links from
the distribution layer switches. Due to the importance of the core block in a campus network, you
should implement two or more identical switchesin the core to provide redundancy.

Thelinks between layers should a so be designed to carry at least the amount of traffic load handled
by the distribution switches. The links between core switches in the same core subnet should be of
sufficient size to carry the aggregate amount of traffic coming into the core switch. Consider the
average link utilization, but allow for future growth. An Ethernet core allows simple and scalable
upgrades of magnitude; consider the progression from Ethernet to Fast Ethernet to Fast
EtherChannel to Gigabit Ethernet to Gigabit EtherChannel, and so on.

Two basic core block designs are presented in the following sections, each designed around a
campus network’s size:

m Collapsed core

m Dual core

Collapsed Core
A collapsed core block isonewherethe hierarchy’scorelayer is collapsed into the distribution layer.
Here, both distribution and core functions are provided within the same switch devices. This situa-
tion isusualy found in smaller campus networks, where a separate core layer (and additional cost
or performance) is not warranted.

Figure 2-3 showsthe basic collapsed core design. Although the distribution and core layer functions
are performed in the same device, keeping these functions distinct and properly designed isimpor-
tant. Note also that the collapsed coreis not an independent building block but isintegrated into the
distribution layer of the individual standalone switch blocks.

In the collapsed core design, each access layer switch has aredundant link to each distribution and
core layer switch. All Layer 3 subnets present in the access layer terminate at the distribution
switches' Layer 3 ports, asin the basic switch block design. The distribution and core switches
connect to each other by one or more link, completing a path to use during a redundancy failover.
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Figure 2-3 Collapsed Core Block Design

Switch Block 1 Switch Block 2
VLAN VLAN

B

Access
Layer

Distribution
Layer

Core Links
(Layer 3)

Connectivity between the distribution and core switchesis accomplished using Layer 3links (Layer
3 switch interfaces, with no inherent VLANS). The Layer 3 switches route traffic to and from each
other directly. Figure 2-3 shows the extent of two VLANS. Noticethat VLAN A and VLAN B each
extend only from the access layer switches where their respective users are located down to the
distribution layer over the Layer 2 uplinks. The VLANS terminate there because the distribution
layer uses Layer 3 switching. Thisis good because it limits the broadcast domains, removes the
possibility of Layer 2 bridging loops, and provides fast failover if one uplink fails.

At Layer 3, redundancy is provided through aredundant gateway protocol for | P (coveredin Chapter 14).
In some of the protocoals, the two distribution switches provide a common default gateway address
to the access layer switches, but only oneis active at any time. In other protocols, the two switches
can both be active, load balancing traffic. In the event of adistribution and core switch failure,
connectivity to the core is maintained because the redundant Layer 3 switch is always available.

Dual Core
A dual core connectstwo or more switch blocksin aredundant fashion. Although the collapsed core
can connect two switch blocks with some redundancy, the core is not scalable when more switch
blocksare added. Figure 2-4illustratesthe dual core. Noticethat this core appears as an independent
module and is not merged into any other block or layer.
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Figure 2-4 Dual Network Core Design
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In the past, the dual core was usually built with Layer 2 switches to provide the simplest and most
efficient throughput. Layer 3 switching was provided in the distribution layer. Multilayer switches
have now become cost effective and offer high switching performance. Building adual core with
multilayer switchesis both possible and recommended. The dual core usestwo identical switches
to provide redundancy. Redundant links connect each switch block’s distribution layer portion to
each of the dual core switches. The two core switches connect by acommon link. InaLayer 2 core,
the switches cannot be linked to avoid any bridging loops. A Layer 3 core uses routing rather than
bridging, so bridging loops are not an issue.

Inthe dual core, each distribution switch hastwo equal-cost pathsto the core, allowing the available
bandwidth of both paths to be used simultaneously. Both paths remain active because the distribu-
tion and core layersuse Layer 3 devicesthat can manage equal -cost pathsin routing tables. The rout-
ing protocol in use determinesthe availability or oss of aneighboring Layer 3 device. If one switch
fails, the routing protocol reroutes traffic using an alternate path through the remaining redundant
switch.

Notice again in Figure 2-4 the extent of the accessVLANS. Although Layer 3 devices have been
added into a separate core layer, VLANSA and B still extend only from the Layer 2 access layer
switches down to the distribution layer. Although the distribution layer switches use Layer 3 switch
interfaces to provide Layer 3 functionality to the access layer, these links actually pass traffic only
a Layer 2.
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Core Size in a Campus Network
The dual core is made up of redundant switches, and is bounded and isolated by Layer 3 devices.
Routing protocols determine paths and maintain the core's operation. As with any network, you
must pay some attention to the overall design of the routers and routing protocols in the network.
Because routing protocols propagate updates throughout the network, network topologies might be
undergoing change. The network’s size (the number of routers) then affects routing protocol
performance as updates are exchanged and network convergence takes place.

Although the network shown previously in Figure 2-4 might look small with only two switch blocks
of two Layer 3 switches (route processors within the distribution layer switches) each, large campus
networks can have many switch blocks connected into the core block. If you think of each multilayer
switch as arouter, you will recall that each route processor must communicate with and keep infor-
mation about each of its directly connected peers. Most routing protocols have practical limits on
the number of peer routersthat can be directly connected on a point-to-point or multiaccesslink. In
anetwork with alarge number of switch blocks, the number of connected routers can grow quite
large. Should you be concerned about a core switch peering with too many distribution switches?

No, because the actual number of directly connected peersis quite small, regardless of the campus
network size. Access layer VLANSs terminate at the distribution layer switches. The only peering
routers at that boundary are pairs of distribution switches, each providing routing redundancy for
each of the access layer VLAN subnets. At the distribution and core boundary, each distribution
switch connects to only two core switches over Layer 3 switch interfaces. Therefore, only pairs of
router peers are formed.

When multilayer switches are used in the distribution and core layers, the routing protocol s running
in both layers regard each pair of redundant links between layers as equal-cost paths. Traffic is
routed across both links in aload-sharing fashion, utilizing the bandwidth of both.

Onefinal corelayer design point isto scale the core switches to match the incoming load. At
aminimum, each core switch must handle switching each of itsincoming distribution links at
100 percent capacity.

Other Building Blocks
Other resourcesin the campus network can be identified and pulled into the building block model.
For example, aserver farm can be made up of serversrunning applicationsthat are accessed by users
from all across the enterprise. Most likely, those servers need to be scalable for future expansion,
need to be need to be highly accessible, and need to benefit from traffic and security policy control.

To meet these needs, you can group the resourcesinto building blocksthat are structured and placed
just likeregular switch block modules. These blocks should have adistribution layer of switchesand
redundant uplinks directly into the core layer, and should contain enterprise resources.
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A list of the most common examples follows. Refer back to Figure 2-1 to see how each of these
are grouped and connected into the campus network. Most of these building blocks are present in
medium and large campus networks. Be familiar with the concept of pulling an enterprise function
into its own switch block, aswell as the structure of that block.

Server Farm Block
Any server or application accessed by most of the enterprise users usually already belongsto a
server farm. The entire server farm can be identified asits own switch block and given alayer of
access switches uplinked to dual distribution switches (multilayer). Connect these distribution
switchesinto the core layer with redundant high-speed links.

Individual serverscan have single network connectionsto one of the distribution switches. However,
this presentsasingle point of failure. If aredundant server isused, it should connect to the alternate
distribution switch. Another more resilient approach is to give each server dual network connec-
tions, one going to each distribution switch. Thisis known as dual-homing the servers.

Examples of enterprise serversinclude corporate e-mail, intranet services, Enterprise Resource
Planning (ERP) applications, and mainframe systems. Notice that each of theseisan interna
resource that would normally be located inside a firewall or secured perimeter.

Network Management Block
Often, campus networks must be monitored through the use of network management tools so that
performance and fault conditions can be measured and detected. You can group the entire suite of
network management applications into a single network management switch block. Thisisthe
reverse of a server farm block because the network management tools are not enterprise resources
accessed by most of the users. Rather, thesetoolsgo out to access other network devices, application
servers, and user activity in all other areas of the campus network.

The network management switch block usually has a distribution layer that connects into the core
switches. Because these tools are used to detect equipment and connectivity failures, availability is
important. Redundant links and redundant switches should be used.

Examples of network management resources in this switch block include the following:

m  Network monitoring applications

m  Systemlogging (syslog) servers

m  Authentication, authorization, and accounting (AAA) servers
m  Policy management applications

m  System administration and remote control services

m Intrusion detection management applications
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NOTE You can easily gather network management resources into a single switch block to
centralize these functions. Each switch and router in the network must have an | P address
assigned for management purposes. In the past, it was easy to “centralize” all these management
addresses and traffic into a single “management” VLAN, which extended from one end of the
campus to the other.

The end-to-end VLAN concept is now considered a poor practice. VLANSs should be isolated,
as described in Chapter 1. Therefore, assigning management addresses to as many VLANS or
subnets asis practical and appropriate for a campus network is now acceptable.

Enterprise Edge Block
At some point, most campus networks must connect to service providers for access to external
resources. Thisis usually known as the edge of the enterprise or campus network. These resources
are available to the entire campus and should be centrally accessible as an independent switch block
connected to the network core.

Edge services are usualy divided into these categories:

m Internet access—Supports outbound traffic to the Internet, as well asinbound traffic to public
services, such ase-mail and extranet web servers. This connectivity is provided by one or more
Internet service provider (ISP). Network security devices are generally placed here.

m Remote access and VPN—Supports inbound dialup access for external or roaming users
through the Public Switched Telephone Network (PSTN). If voice traffic is supported over the
campus network, Voice over | P (Vol P) gateways connect to the PSTN here. In addition, virtual
private network (VPN) devices connected to the Internet support secure tunneled connections
to remote locations.

m E-commerce—Supportsall related web, application, and database servers and applications, as
well asfirewalls and security devices. This switch block connects to one or more | SPs.

m  WAN access—Supports all traditional WAN connections to remote sites. This can include
Frame Relay, ATM, leased line, ISDN, and so on.

Service Provider Edge Block
Each service provider that connectsto an enterprise network must also have a hierarchical network
design of its own. A service provider network meets an enterprise at the service provider edge,
connecting to the enterprise edge block.

Studying a service provider network’s structure isn’t necessary because it should follow the same
design principles presented here. In other words, a service provider is just another enterprise or
campus network itself. Just be familiar with the fact that acampus network has an edge block, where
it connects to the edge of each service provider’'s network.
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Can | Use Layer 2 Distribution Switches?

This chapter covered the best practice design that places Layer 3 switches at both the core and
distribution layers. What would happen if you could not afford Layer 3 switches at the distribution

layer?

Figure 2-5 shows the dual-core campus network with Layer 2 distribution switches. Notice how
each access VLAN extends not only throughout the switch block but also into the core. Thisis
becausetheVLAN terminatesat aL ayer 3 boundary present only inthe core. Asan example, VLAN

A’'s propagation is shaded in the figure.

Figure 2-5 Design Using Layer 2 Distribution Switches
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Here are some implications with this design:

m Redundant Layer 3 gateways can still be used in the core.

Access

Distribution

m Each VLAN propagates across the redundant trunk links from the access to the core layers.

Because of this, Layer 2 bridging loops form.
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The STPmust runin all layersto prevent Layer 2 loops. This causes traffic on somelinksto be
blocked. As aresult, only one of every two access layer switch uplinks can be used at any time.

When Layer 2 uplinks go down, the STP can take several seconds to unblock redundant links,
causing downtime.

Access VLANS can propagate from one end of the campusto the other, if necessary.

Broadcast traffic on any access layer VLAN also reaches into the core layer. Bandwidth on
uplinks and within the core can be unnecessarily wasted.
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Foundation Summary

The Foundation Summary isacollection of tables, figures, lists, and other information that provides
a convenient review of many key conceptsin this chapter. If you are already comfortable with the
topicsin this chapter, this summary might help you recall afew details. If you just read this chapter,
this review should help solidify some key facts. If you are doing your final preparation before the
exam, the following information is a convenient way to review the day before the exam.

A campus network can be logically divided into these building blocks:

Switch block—A group of access layer switches together with their distribution switches.
Core block—The campus network’s backbone.

Server Farm block—A group of enterprise servers along with their access and distribution
layer switches.

Management block—A group of network management resources along with their access and
distribution switches.

Enterprise Edge block—A collection of se