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Overview

The all-in-one guide to the what, why, and how of modern campus network
design

e Provides a "readers digest" overview of modern technologies used to build
resilient, scalable campus infrastructures

e Shows readers how to build switched and routed networks that securely
support IP Telephony, QoS, and Wireless LANs

e Illustrates application of the enabling technologies through sample
network designs for headquarters, branch offices, and home office/remote
users

For enterprises to take advantage of cost-saving, productivity-enhancing
solutions, such as IP telephony and Wireless LANs, their core infrastructure must
include the key enabling technologies required by these solutions and provide a
resilient, secure foundation that can scale to business needs. As with any
architecture, designing a solid foundation is the first step. Over the past decade,
campus network design has evolved many times as new technologies have
emerged and business needs have changed. IP telephony, IP video, and e-
learning, allow enterprises to increase productivity. Wireless LANs expand the
workplace to allow information and application access beyond an employee's
desktop. Meanwhile, Internet worms and viruses are on the rise, increasing the
need to find ways to protect networks and data, and to ensure the availability of
the network resources. Campus Network Design Fundamentals is an all-in-one
guide to switched Ethernet design that instructs readers on key LAN infrastructure
components. The book provides insight into why each technology is important
and how to apply this knowledge to create a campus network that includes as
many or as few of today's productivity-enhancing applications as are needed in
any given environment. Key topics covered through-out the book include
switching, IP routing, Quality of Service (QoS), security, wireless LANs, voice
transport, content networking, network management, IPv6, IP multicast, and
storage networking.
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Introduction

This all-in-one book tells you what you need to know, why you need to know it,
and how to apply this knowledge to create a campus network that includes as
many or as few of today's technologies as you require. This book starts, in Part I,
"Designing Networks," with an introduction to the design process, network
design, and some models that can be used as a design is developed. We then
describe, in Part II, "Technologies: What You Need to Know and Why You Need to
Know It," fundamental technologies in detail, including not only the mechanics of
each but also why the technology can be important for your design. Examples are
included throughout the book to emphasize how the concepts can be
implemented. The book concludes with Part III, "Designing Your Network: How to



Apply What You Know," a comprehensive case study about a fictitious company
called Venti Systems, a manufacturer of high-end automotive power modules.
Venti Systems is in the process of acquiring two other companies: one is located
close to Venti, in eastern Canada, and the other is located on the West Coast of
the United States. A new headquarters will be home for the combined operations
of Venti and for one of the acquired companies, to achieve better synergy and to
consolidate personnel and manufacturing facilities. The second acquired company
will remain in its current West Coast facilities as a branch office. The design
methodologies discussed in Part I and the technologies discussed in Part II are
applied to this case study, as appropriate.

Campus Network Design Fundamentals is part of the Cisco Press Fundamentals
Series, and therefore focuses on readers who are already in the networking field
and who now want to gain a solid understanding of how to design campus
networks. We assume that readers understand basic networking concepts and are
familiar with basic networking terminology; however, we also provide Appendix B,
"Network Fundamentals," so that readers can review any of these basic concepts
that they might be less familiar with.

The book comprises three parts, which include 12 chapters, followed by four
appendixes.

Part I, "Designing Networks," consists of one chapter about network design:

e Chapter 1, "Network Design," introduces the network design process and
two network design models.

Part II, "Technologies: What You Need to Know and Why You Need to Know It,"
introduces various technologies, and for each discusses what you need to know,
the business case for why you might want to use this technology, and how the
technology is used in network designs:

e Chapter 2, "Switching Design," discusses how switches are used in
network design. Topics include the Spanning Tree Protocol (STP), virtual
local-area networks (VLANSs), two types of Layer 3 switching [multilayer
switching [MLS] and Cisco Express Forwarding [CEF]), and security in a
switched environment.

e Chapter 3, "IPv4 Routing Design," describes Internet Protocol version 4
(IPv4) addressing and address design considerations. The factors
differentiating the available IPv4 routing protocols are also described,
followed by a discussion of the specific protocols. The considerations for
choosing the routing protocol (or protocols) for your network complete this
chapter.

e Chapter 4, "Network Security Design," explains concepts that relate to
network security. Attack types, mitigation techniques, and security
equipment such as firewalls, authentication systems, intrusion detection
systems, traffic-filtering services, and virtual private networks (VPNs) are
presented.

e Chapter 5, "Wireless LAN Design," describes wireless LAN (WLAN)
technology and how it improves mobility. You discover the concepts that
surround wireless networks, with a special emphasis on the technology,
design, and security.

e Chapter 6, "Quality of Service Design," discusses how to design quality of
service (QoS) into a network. Topics include the QoS-related requirements
for various types of traffic and two models for deploying end-to-end QoS in
a network: Integrated Services (IntServ) and Differentiated Services



(DiffServ). QoS tools, including classification and marking, policing and
shaping, congestion avoidance, congestion management, and link-specific
tools, are explained. The Cisco Automatic QoS (AutoQoS) tool, which
provides a simple, automatic way to enable QoS configurations in
conformance with the Cisco best-practice recommendations, is introduced.
Chapter 7, "Voice Transport Design," introduces how to design a network
that will carry voice traffic. The mechanics of voice transport and QoS for
voice are explored. The components required in a Voice over IP (VoIP)
network and in an IP telephony network are described. The standard for
how voice calls are coded and compressed are introduced, and the
bandwidth requirements for voice traffic are explored.

Chapter 8, "Content Networking Design," describes how content
networking (CN) can be implemented to provide content to users as
quickly and efficiently as possible. The services provided under CN and the
components that provide those servicesthe content engine, content router,
content distribution and management device, and content switchare
described.

Chapter 9, "Network Management Design," introduces how the
management of networks can be included in designs. The related
International Organization for Standardization (ISO) standard is described,
and various protocols and tools available for network management are
introduced. The chapter includes a description of network management
strategy and how performance measurements can be made to ensure that
requirements are being met.

Chapter 10, "Other Enabling Technologies," briefly discusses IP multicast,
increasing network availability, storage networking, and IP version 6
(IPV6).

Part III, "Designing Your Network: How to Apply What You Know," comprises a
case study, first providing the background information and context and then
providing a solution. The design methodologies discussed in Part I and the
technologies discussed in Part II are applied to this case network, as appropriate:

Chapter 11, "Case Study Context: Venti Systems," introduces a case study
of a fictitious company called Venti Systems. The chapter also presents
background information on Venti Systems and the two companies acquired
by Venti. The requirements for the network after the acquisitions are
complete are also developed.

Chapter 12, "Case Study Solution: Venti Systems," provides a
comprehensive network design solution for Venti Systems after the
acquisition is complete, based on the requirements identified in Chapter
11.

The following four appendixes complete the book:

Appendix A, "References," lists websites and other external readings that
are referred to throughout this book.

Appendix B, "Network Fundamentals," introduces some fundamental
concepts and terminology that are the foundation for the other sections of
the book.

Appendix C, "Decimal-Binary Conversion," describes how to convert
between the binary and decimal numbering systems.

Appendix D, "Abbreviations," identifies key abbreviations, acronyms, and
initialisms in the book.



Note

The website references in this book were accurate at the time
of writing; however, they might have since changed. If a URL
is unavailable, you might try conducting a search using the
title as key words in a search engine such as Google
(http://www.google.com).

The notes and sidebars found in this book provide extra information on a subject.

Key Point

Key Points highlight crucial and fundamental information that
is important for understanding the topic at hand.

k=2 NEXT
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Chapter 1. Network Design

Part I of this book is composed of this chapter. It describes the network design
process and two network design models, and includes the following sections:

« What Is Design?
» Design Principles
 Modular Network Design

This chapter discusses design and the various methodologies for designing
today's networks.



Note

Appendix B, "Network Fundamentals," is a refresher of topics
that you should understand before reading this chapterand the
rest of the book. Appendix B includes the following topics:

e Introduction to networks

» Protocols and the OSI model

e LANs and WANSs

« Network devices

« Introduction to the TCP/IP suite
e Routing

e Addressing

You are encouraged to review any of the material in Appendix
B that you are not familiar with before reading the rest of this
chapter.

NEXT B
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What Is Design?

Before delving into the details of network design, consider what design is and, in
particular, what you expect from a good design.

Dictionaries generally define design as planning how to create something, or the
actual plans themselves. However, when you think of designing something,
whether it is a product, an addition to a house, or a network, you likely
contemplate a broader use of the word design.

For example, if you hire an architect to design an addition to your house, you
expect her to produce detailed plans and engineering drawings that can be used
to create the space that you want. What is the process that an architect uses to
get to this final product, plans that can be used to create what you want and
need? Crucial inputs are the dimensions, the state, and the use of the existing
house, and your requirements for the addition (including your budget), as
illustrated in Figure 1-1. The former are much easier to solidify than the latter.
For the existing house, the architect must measure all the rooms and spaces, and
take notes of the existing use and functionfor example, the layout of the existing
kitchen, where the family usually eats, and so forth.

Figure 1-1. When Designing an Addition to a House, an
Architect Needs to Have Knowledge of the Existing Structure
and the Requirements for the AdditionAlong with Skills and
Creativity.
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To determine the requirements for the addition, a good
architect should ask probing questions. Determining the actual
requirements, rather than your perceived solutions, is a key
skill for a good architect.

For example, assume that you tell the architect that you want three skylights and
a fireplace in the room. Rather than just including these items, a good architect
should ask why you want them and what you see their function to be. You might
want skylights to provide more light to the room and a fireplace to provide heat.
The ability to determine the actual requirements (light and heat), rather than
your perceived solutions (skylights and fireplace), is a critical skill for a good
architect. The architect can then recommend different solutions to what you
perceive the problems to belack of light and lack of heat. For example, a heated
floor can provide warmth, while a wall of opaque glass blocks can provide light.
(Of course, you might just want a fireplace and skylights, in which case, these
would also be requirements.)

The architect then takes all the requirements together as inputs to the design.
Using her creativity and training, the architect typically prepares several options,
which are then presented to you. At this stage, the options are not fully
developed, but will probably be at a conceptual level, and might include sketches
and cost estimates. A meeting is normally held to review the options and to
choose one option or a combination of them, to note changes and additions, and
so forth. The architect then develops the final design, which must be approved by
you before the engineering drawings are created, permits obtained, contractors
selected, and so forth. The architect can also provide continuity and quality
control for the project by reviewing the progress while the addition is being built.

Thus, as is true for any project, a good design requires good inputsclear
requirements are critical. The design process must, of course, allow requirements
to change; however, spending time up-front clarifying requirements goes a long
way toward reducing major problems later. For example, many government
projects include a mandatory requirements document that must be reviewed and
signed off before any design or implementation work can be started. Finalizing
this requirements document can be a lengthy processfor example, one large
project had a requirements definition phase that was years long (thankfully, it has



now been implemented successfully).

Understanding the existing structure, if one exists, is also important because it
can introduce constraints (for example, in the house-addition project, the window
area allowed on a side wall might be restricted by a building code), but it can also
provide opportunity (for example, you might be able to reuse some doors that will
be removed from the existing house in the new addition).

Good design also requires creativity and skills. For a residential architect, these
traits come from both training and experience.

A network design is no different. Understanding the requirements for the
network, as well as knowing how the existing network is structured and used, is
key to understanding how the new or updated network should function and which
features should be included. Understanding how the features operate, what they
do, what their constraints are, and what alternative approaches are available
comes from both training and experience. Part II of this book, "Technologies:
What You Need to Know and Why You Need to Know It," introduces you to some
of the fundamental networking technologies available today, while Part III,
"Designing Your Network: How to Apply What You Know," explores the use of
these technologies in the context of a case study. This chapter introduces you to
network design principles and design models.
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Design Principles

Cisco has developed the Plan-Design-Implement-Operate-Optimize (PDIOO)
network life cycle to describe the multiple phases through which a network

passes. This life cycle is illustrated in Figure 1-2, and the phases are briefly
described as follows:

« Plan phase The detailed network requirements are identified, and the
existing network is reviewed.

 Design phase The network is designed according to the initial
requirements and additional data gathered during analysis of the existing
network. The design is refined with the client.

- Implement phase The network is built according to the approved design.

e« Operate phase The network is operational and is being monitored. This
phase is the ultimate test of the design.

« Optimize phase During this phase, issues are detected and corrected,
either before problems arise or, if no problems are found, after a failure
has occurred. Redesign might be required if too many problems exist.

« Retirement phase Although not part of the PDIOO acronym, this phase is
necessary when part of the network is outdated or is no longer required.

Figure 1-2. PDIOO Network Life Cycle Includes Many Design
Aspects!
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The PDIOO cycle describes all the phases of a network's life. The task of
designing a network is obviously an integral part of this life cycle and influences
all phases. For example, the implemen-tation phase might involve a prototype,
which can help validate the design.

Network design should include the following tasks, as illustrated in Figure 1-3:

e Determine requirements

e Analyze the existing network, if one exists

e Prepare the preliminary design

e Complete the final designh development

e Deploy the network

e Monitor, and redesign if necessary

e Maintain documentation (as a part of all the other tasks)

Figure 1-3. Network Design Is an Ongoing Process
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These tasks, and their relationship to the PDIOO phases, are examined in the
following sections.

Determining Requirements

Determining the network requirements is a part of the PDIOO Plan phase. Many
types of requirements must be considered, including those that are related to
technical and business issues. Any factors that might restrict the design must also
be identified. In the case where an existing network is in place, these constraints
can be related to what is already there and how the new network must be phased
in to allow continuous operation.

Technical requirements and restraints can include the following items:

e Applications that are to run on the network

e Internet connections required

e Addressing restrictions, for example, the use of private Internet Protocol
(IP) version 4 (IPv4) addresses

e Support for IP version 6 (IPv6) addresses

e Other protocols that are to run on the network (for example, routing
protocols)

e Cabling requirements

« Redundancy requirements

e Use of proprietary equipment and protocols

e Existing equipment that must be supported

e Network services required, including quality of service (QoS) and wireless

e How security is to be integrated into the network

e Network solutions required (for example, voice traffic, content networking,
and storage networking)

e Network management

e Support for existing applications while hew ones are being phased in

« Bandwidth availability

Key Point

An intelligent network service supports network applications.
For example, security and QoS are not ultimate goals of or
applications on a network; rather, they are necessary services
that enable other applications. Note that some of these
services, such as security, are now integral parts of any well-
designed network.

Intelligent network solutions are network-based applications.
These network solutions require the support of the network
services. Voice communication is an example of an intelligent
network solution; it requires QoS for optimal operation.

Requirements and restrictions related to business issues can include the



following:

 Budget Capital (for new equipment) and operating (for ongoing
expenses).

e Schedule This could include the phasing out of older applications, hiring
of new personnel, and so forth.

« People Considerations include who will install and operate the network,
what skills they have, whether they require training, whether any of these
tasks will be outsourced, and so forth.

e Legal Issues include any restrictions on the use and storage of data
collected, whether the organization has contractual obligations or
opportunities related to the network (for example, long-term maintenance
or lease contracts), and so forth.

e History Factors include examining the existing network's structure and
determining whether any person or group will block changes or additions.

- Policies Consider whether current organizational policies might restrict
the network design.

As discussed earlier in the house-addition analogy, extracting requirements is a
difficult task.

Key Point

Requirements must be clear and deterministic (verifiable); in
other words, at the end of the project, you should easily be
able to determine whether a requirement has been met.

For example, a customer might say that the new network must help reduce
overall costs. This goal must be translated into requirements that can be
implemented and measured. For example, reducing costs could mean that a web-
based ordering system replaces call-center ordering, or it could mean that
unreliable equipment is replaced. Each of these options has its own initial and
operating costs, so you must understand what the network owner means when he
states his goals.

Each of the requirements should also be assessed for its importance, and a
weighting factor should be assigned so that if conflicts arise (for example, an
inadequate budget), the most important requirements can be met.

Analyzing the Existing Network

If this is a redesign of an existing network, the current network must be analyzed
and understood. As noted earlier, an existing network is likely to restrict the
network design in some manner; for example, the existing cabling might not be
optimal but might have to be kept for cost reasons. Analyzing the existing
network is typically done during the Optimize phase of the existing network; it
could also be considered as part of the Plan phase for the new network.

You should analyze the network to determine both what is good and what should
be changed. For example, the network might include virtual private network
(VPN) connections so that employees can access corporate files through the



Internet (VPN is discussed in Chapter 4, "Network Security Design"). If the
organization is satisfied with this feature, this portion of the network might not
have to be changed.

Key Point

While examining documentation about the existing network
and discussing it with users, administration staff, and other
stakeholders is important, you should also do an audit of the
network. The audit can identify items such as the protocols
that are running (both those that are known to be running and
those that have not been reported), the devices installed and
their configurations, the utilization of these devices, and the
bandwidth on key WANS).

Many operating systems include commands that display information about device
hardware and software. For example, the show version command in the Cisco
Internet Operating System (I0S) displays information related to the version of
the software and the amount of memory available. Additional tools, such as
protocol analyzers, might be necessary to gather other information.

Preparing the Preliminary Design

Preliminary design involves considering all the network requirements and
constraints (including the budget), and determining viable alternative solutions.
The network owner is then consulted, and together an optimal solution is chosen;
this solution is later developed into the final design. Both the preliminary design
and final design are done during the PDIOO Design phase.

Two models that can be used for network design are examined in the "Modular
Network Design" section, later in this chapter. Whichever model is used, a top-
down approach (rather than a bottom-up approach) is recommended.

Key Point

A top-down approach to network design means that
requirements are considered first, with the applications and
network solutions that will run on the network driving the
design.

A bottom-up approach would first select devices, features,
cabling, and so on, and then try to fit the applications onto this
network. A bottom-up approach can lead to redesign if the
applications are not accommodated properly. This approach
can also result in increased costs by including features or
devices that are not required and would have been excluded
had the network requirements analysis been completed.



After the alternative solutions have been developed, the optimal solution must be
chosen. A systematic approach works bestall the options should be listed along
with how well they meet (or don't meet) the design requirements and constraints.
If no clear winner exists, the importance of the requirements (as determined in
the requirements-gathering process) should be considered to select the optimal
design.

Completing the Final Design Development

Developing the final design involves producing detailed drawings, configuration
specifications, costing, addressing plans, and any other information required for
implementation.

Key Point

You can verify the design by implementing a prototype
network, separate from the existing network. Alternatively, a
pilot network can be implemented within a portion of the
existing network to verify that the design is feasible.

Deploying the Network

Deployment of the network must start with a plan and a schedule. Deployment
planning starts in the PDIOO Design phase and continues into the Implement
phase.

The deployment plan must include details of what is to be done and how it is to
be done. For example, if new cabling is required, the procedure to run the cable
and the location where it is needed must be fully documented. Scheduling is
important, not only to identify when things will be done but also to determine
who will do them, and what impact the deployment will have on the existing
network. For example, if current applications must still work while the new
network is being implemented, the schedule must show any times during which
the applications will be unavailable.

Contingency plans, that is, plans for what happens if a problem occurs during the
implementation, should also be included. These contingency plans should address
how the network will be returned to a known working state, if possible. Testing
should be incorporated into the deployment plan to ensure that the functions are
working as they are implemented.

Any training required for personnel should be planned during this time. For
example, if you are deploying a Voice over IP (VoIP) solution, the network
administrators might require some instruction on the technology before they can
implement and maintain it.

Any contracts required should be negotiated during this time. Examples include
outsourcing, Internet connectivity, maintenance, and so forth.



When the plans, schedules, contracts, and so on are in place, the network can be
implemented. Any problems found in the design during this phase must be
corrected and documented.

Key Point

Implementation is the final verification of the design.

Monitoring and Redesigning

After the network is operating, baseline operational statistics should be gathered
so that values for a working network are known. The network should then be
monitored for anomalies and problems. If problems that require redesign occur,
or if requirements change or are added, the appropriate design changes must be
made and the entire design process should be repeated for that portion of the
network. Monitoring and redesign take place in the PDIOO Operate and Optimize
phases, and can lead back into the Plan and Design phases.

Maintaining Design Documentation

The design should be documented throughout the process. Documentation should
include the following items:

e All the agreed-to requirements and constraints

e The state of the existing network, if any

e Preliminary design options and a brief review of why the final design was
chosen

e Final design details

e Results of any pilot or prototype testing

« Deployment plans, schedules, and other implementation details

* Monitoring requirements

e Any other pertinent information

Documentation should be started in the PDIOO Design phase but might not be
complete until well into the Implement phase. Updates to the design

documentation can be made in the Operate and Optimize phases if redesign is
required.

e prc | NEXT
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Modular Network Design

The following sections explore modular network design and then introduce two
models that can be used for modular network design.



What Is Modular Design?

Key Point

A module is a component of a composite structure. Modular
network design involves creating modules that can then be put
together to meet the requirements of the entire network.

Modules are analogous to building blocks of different shapes and sizes; when
creating a building, each block has different functions. Designing one of these
blocks is a much easier task than designing the entire building. Each block might
be used in multiple places, saving time and effort in the overall design and
building process. The blocks have standard interfaces to each other so that they
fit together easily. If the requirements for a block change, only that block needs
to changeother blocks are not affected. Similarly, a specific block can be removed
or added without affecting other blocks.

As when used for a building, a modular design for a network has many benefits,
including the following:

e Itis easier to understand and design smaller, simpler modules rather than
an entire network.

e Itis easier to troubleshoot smaller elements compared to the entire
network.

e The reuse of blocks saves design time and effort, as well as
implementation time and effort.

e The reuse of blocks allows the network to grow more easily, providing
network scalability.

e It is easier to change modules rather than the entire network, providing
flexibility of design.

Note

The Open Systems Interconnection (OSI) model, described in
Appendix B, is an example of a modular framework for the
communication protocols used between computers.

The following sections introduce two models that can be used for network design:
the hierarchical model and the Cisco Enterprise Composite Network Model. You
will see that both of these models involve creating modules, and that hierarchical
design can in fact be part of the modules of the Enterprise Composite Network
Model.

Hierarchical Network Design



The hierarchical network design model is illustrated in Figure 1-4.

Figure 1-4. The Hierarchical Network Design Model Separates
the Network into Three Functions

Key Point

The three functions that comprise the hierarchical network
design model are as follows:

e Access layer Provides user and workgroup access
to the resources of the network

- Distribution layer Implements the organization's
policies, and provides connections between
workgroups and between the workgroups and the
core

« Core layer Provides high-speed transport between
distribution-layer devices and to core resources

These three layers can also be thought of as modules; each module has specific
functions and can therefore be designed using the optimal devices and features to
meet the specific requirements of the module.

Figure 1-5 illustrates a simple network and shows how it maps to the hierarchical
model. (Later chapters in this book detail the functions of the devices shown in
this figure.)



Figure 1-5. The Hierarchical Network Design Model as
Mapped to a Simple Network

& Core

/

Local Users Local Users To Branch

Do you always need to have separate devices for each layer? No. Consider how
the Transmission Control Protocol/Internet Protocol (TCP/IP) suite is an
implementation of the OSI model. The TCP/IP model combines some of the OSI
layers; for example, the TCP/IP application layer represents the OSI model
application, presentation, and session layers. Similarly, your implementation of
the hierarchical model can combine some of the functions into one physical
device, especially if you have a smaller network.

Some factors to consider when designing each of the hierarchical layers are
described in the following sections.

Access Layer
The access layer is where users access the network. Users can be local or remote.

Local users typically access the network through connections to a hub or a switch.
Recall that hubs operate at OSI Layer 1, and all devices connected to a hub are in
the same collision (or bandwidth) domain. Switches operate at Layer 2, and each
port on a switch is its own collision domain, meaning that multiple conversations
between devices connected through the switch can be happening simultaneously.
Using a LAN switch rather than a hub has a performance advantage: A LAN switch
forwards unicast traffic only out of the port through which the traffic's destination
is considered reachable. However, a hub forwards all traffic out of all its ports. For
this reason, most of today's networks have LAN switches rather than hubs.
(Switching, including Layer 3 switching, is discussed in Chapter 2, "Switching
Design.")

Remote users might access the network through the Internet, using VPN
connections, for example. Connections to the Internet can be through dial-up,
digital subscriber line (DSL), cable, and so forth. Other access possibilities include
WANSs such as Frame Relay, leased lines, and Integrated Services Digital Network
(ISDN).



The access layer must also ensure that only users who are authorized to access
the network are admitted.

Distribution Layer

The distribution layer interfaces between the core and access layers, and between
access layer workgroups.

The distribution layer functions and characteristics include the following:

e Implementing policies by filtering, and prioritizing and queuing traffic.

¢ Routing between the access and core layers. If different routing protocols
are implemented at these other two layers, the distribution layer is
responsible for redistributing (sharing) among the routing protocols, and
filtering if necessary (as discussed in Chapter 3, "IPv4 Routing Design").

e Performing route summarization (as also discussed in Chapter 3). When
routes are summarized, routers have only summary routes in their routing
tables, instead of unnecessary detailed routes. This results in smaller
routing tables, which reduces the router memory required. Routing
updates are also smaller and therefore use less bandwidth on the network.
As discussed in Chapter 3, route summarization is only possible if the IP
addressing scheme is designed properly.

e Providing redundant connections, both to access devices and to core
devices.

e Aggregating multiple lower-speed access connections into higher-speed
core connections and converting between different media types (for
example, between Ethernet and Frame Relay connections), if necessary.

Core Layer

The core layer provides a high-speed backbone. Functions and attributes of the
core layer include the following:

e Providing high-speed, low-latency links and devices for quick transport of
data across the backbone.

e Providing a highly reliable and available backbone. This is accomplished by
implementing redundancy in both devices and links so that no single
points of failure exist.

e Adapting to network changes quickly by implementing a quick-converging
routing protocol. The routing protocol can also be configured to load-
balance over redundant links so that the extra capacity can be used when
no failures exist.

Filtering is not performed at this layer, because it would slow processing. Filtering
is done at the distribution layer.

Limitations of the Hierarchical Model

The hierarchical model is useful for smaller networks, but it does not scale well to
larger, more complex networks. With only three layers, the model does not allow
the modularity required to efficiently design networks with many devices and
features. The Enterprise Composite Network Model, introduced in the following
section, provides additional modularity and functions.



The Cisco Enterprise Composite Network Model

Cisco has developed a SAFE blueprint, the principle goal of which is to provide
best practices information on designing and implementing secure networks. The
SAFE architecture uses a modular approach, providing the advantages previously
discussed. (The SAFE model is discussed further in Chapter 4.)

The Cisco Enterprise Composite Network Model is the name given to the
architecture used by the SAFE blueprint. This model supports larger networks
than those designed with only the hierarchical model and clarifies the functional
boundaries within the network.

The Enterprise Composite Network Model first divides a network into three
functional areas, as illustrated in Figure 1-6.

Figure 1-6. Functional Areas of the Enterprise Composite
Network Model'2!
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Key Point

The three functional areas are as follows:

« Enterprise Campus This area contains all the
functions required for independent operation within
one campus location; it does not provide remote
connections. You can have multiple campuses.

- Enterprise Edge This area contains all the
functions required for communication between the
Enterprise Campus and remote locations, including
the Internet, remote employees, other campuses,
partners, and so forth.

e Service Provider Edge This functional area is not
implemented by the organization; rather, it is
included to represent WANs and Internet
connections provided by service providers.

Each of these functional areas contains network modules,
which in turn can include the hierarchical core, distribution,



and access layer functionality.

Figure 1-7 displays the modules within each of these functional areas. The
following sections provide details on each of these modules.

Figure 1-7. Each Functional Area Contains Modules™!
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Enterprise Campus Functional Area
The modules within the Enterprise Campus functional area are as follows:

e Campus Infrastructure module
« Management module

e Server module

e Edge Distribution module

Note

These module names are consistent with those in the SAFE
blueprint. However, slight variations exist between these
names and those in the following Cisco Press books: CCDA
Self-Study: Designing for Cisco Internetwork Solutions
(DESGN) and CCDP Self-Study: Designing Cisco Network



Architectures (ARCH).

Campus Infrastructure Module

The Campus Infrastructure module represents one or more buildings connected to
a backbone. This module is comprised of three submodules: Building, Building
Distribution, and Core. These submodules map directly onto the hierarchical
model's access, distribution, and core layers.

The combination of a Building and a Building Distribution submodule represents
each building within a campus. Each of these buildings is connected to the Core,
to provide connectivity between buildings and to the Server and Edge Distribution
modules.

The Building submodule contains all the devices to allow users in the building to
access the network. This includes end-user devices, such as IP phones and PCs,
as well as devices to interconnect the end users to the services they require. This
latter functionality is typically provided by Layer 2 switches, but it can also
include Layer 3 switches if more advanced features are required. This submodule
is responsible for ensuring that only users who are authorized to access the
network are admitted. The Building submodule also performs functions such as
marking the QoS level of the traffic (for example, to distinguish voice traffic from
file transfer traffic so that it can be handled appropriately throughout the
network).

The Building Distribution submodule provides access between workgroups and to
the Core. This functionality is typically provided by Layer 3 switches or routers.
Routing is implemented in this submodule; route filtering might also be required.
Summarizing of routes should also be implemented here so that the routing
overhead is minimal. This submodule controls access to services by implementing
filters or access lists. Redundant switches and redundant links to both the access
and backbone should also be implemented in this submodule.

The Core submodule typically uses Layer 3 switching to provide a high-speed
connection between the campus buildings and the Server and Edge Distribution
modules. Redundancy is implemented to ensure a highly available and reliable
backbone.

Management Module

The Management module houses monitoring, logging, security, and other
management features within an enterprise.

A network-monitoring server monitors devices in the network and reports any
events that occur (such as an interface error on a router). This can be combined
with a system administration server to configure network devices.

Some of the management security features that can be implemented in this
module are as follows:

e An authentication, authorization, and accounting (AAA) server to provide
security checks of users. Authentication determines who the user is and



whether he is allowed on the network. Authorization determines what the
user can do on the network. Accounting records the time of day and time
spent, for example, so that the user can be billed for the network services
used. The AAA server can also record a user's location.

e Intrusion detection system (IDS) and intrusion prevention system (IPS)
management. IDSs scan network traffic for malicious activity, while IPSs
can protect the network if an attack is detected. An IDS and IPS
management server logs suspicious activities that are detected by IDS and
IPS sensors deployed throughout the network.

e System logging, for example, using a syslog server to log events and
traps.

Network management traffic can traverse through an out-of-band or an in-band
connection. Out-of-band management provides access to devices on a connection
dedicated to management data (different from the connections on which network
data flows), for example, through the console port of a Cisco router. In-band
management provides access to devices through the same path as data traffic;
for example, you can use Telnet to access a router over an IP network.

Note

Chapter 9, "Network Management Design," describes the
Management module in detail.

Server Module

The centralized Server module contains internal campus servers. These servers
can include e-mail, file, and print servers, or any other servers that are necessary
for the network solutions (for example, a Cisco CallManager server if IP telephony
is implemented in the network). Redundancy is typically implemented within this
module and to the Core so that users always have access to the servers they
need. Layer 3 switches are typically used in this module to provide both the high
performance of Layer 2 switching and the Layer 3 routing and filtering
capabilities.

Edge Distribution Module

The Edge Distribution module is the interface between the Enterprise Campus
(through the Core submodule) and the Enterprise Edge functional areas.

This module typically uses Layer 3 switching to provide high-performance routing,
similar to the Server module. Redundancy is again implemented in this module to
ensure that the campus users always have access to the Enterprise Edge.
Enterprise Edge Functional Area

The Enterprise Edge functional area is the interface between the Enterprise
Campus functional area (through the Edge Distribution module) and the Service
Provider Edge functional area. It is comprised of the following four modules:

e E-commerce module



e Corporate Internet module
e« VPN/Remote Access module
¢  WAN module

The E-commerce module includes the devices and services necessary for an
organization to support e-commerce applications, such as online ordering. The
devices in this module usually include web servers, application servers, and
security devices such as firewalls and IDS appliances.

The Corporate Internet module provides Internet access for the users and passes
VPN traffic from remote users to the VPN/Remote Access module. Typical servers
in this module include e-mail, File Transfer Protocol (FTP), and Domain Name
System (DNS) servers. Security systems, such as firewalls and IDSs/IPSs, are
also present here to ensure that only legitimate Internet traffic is allowed into the
enterprise.

The VPN/Remote Access module terminates VPN traffic and dial-in connections
from external users. Typical devices in this module include dial-in access and VPN
concentrators to terminate the remote user connections, and firewalls and IDS
appliances to provide security.

The WAN module provides connectivity between remote sites and the main site
over various WAN technologies. This module does not include the WAN
connections; rather, it provides the interfaces to the WANs. The WAN connections
themselves are supplied by the service providers, which are represented in the
Service Provider Edge modules. Example WAN interfaces provided by this module
are Frame Relay, Asynchronous Transfer Mode (ATM), cable, and leased lines.

Service Provider Edge Functional Area

The three modules within the Service Provider Edge functional area are as
follows:

e Internet Service Provider (ISP) module
e Public Switched Telephone Network (PSTN) module
e Frame Relay/ATM module

Recall that these modules are not implemented within the Enterprise itself but are
provided by the service providers.

The ISP module represents connections to the Internet. Redundant connections to
multiple ISPs can be made to ensure service availability. The actual connection
type is dictated by the ISPs.

The PSTN module represents all dial-up connectivity, including analog phone,
cellular phone, and ISDN connections.

The Frame Relay/ATM module represents all permanent connections to remote
locations, including Frame Relay and ATM, but also leased lines and cable, DSL,
and wireless connections.

e rrcv | nExT
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Summary

In this chapter, you learned about design in general and specifically about
network design principles. You also learned about modular network design and
the hierarchical and Enterprise Composite Network models for designing
networks.

As a summary of the network design process presented here, consider the
following checklist:

e Did you ask probing questions to really understand the requirements?

e Have you determined the requirements and constraints related to technical
issues? Are the requirements clear and deterministic (verifiable)?

 Have you determined the requirements and constraints related to business
issues, including the budget? Are the requirements clear and
deterministic?

e Have you prioritized, or assigned weights to, each of the requirements?

e Do you understand the network solutions/applications that are called for,
and which network services are required to support them?

e Have you analyzed and audited the existing network, if one exists, to
determine any restrictions on the new network as well as what portions of
the existing network should be retained?

e Did you create some preliminary design options, using a top-down
approach, so that all the network requirements are considered?

e Did you create a modular design?

e Did you identify the hierarchical network design layers in your design, and
did you consider the appropriate devices and links for each layer?

e Did you use the Enterprise Composite Network Model in your design? Did
you identify the relevant functional areas and modules of this model that
will be used in your network, and did you consider the appropriate devices
and links for each module?

e Did you and the network owner agree on the optimal solution, based on
your preliminary design options?

« Did you implement a prototype or pilot network to verify all or a portion of
the design?

e Did you create a detailed deployment plan and schedule, including
implementation, testing, training, and contracts?

e Do you have a plan for what is to be monitored in the operating network
and how errors are to be handled?

e Have you thoroughly documented the details of the design and the design
process?

Network design is an art as well as a science. Just as there are many different
ways to design an addition to a house, there are a variety of ways to design a
network. It is critical to keep going back to the agreed-to requirements and their
importance to the network owner; this helps ensure that the final network will be
a success.

The technologies used in the network are constantlyand in some cases
quicklyevolving. Because it is impossible to be an expert on all the technologies,
we encourage you to seek help during your design from experts in specific fields.
A good up-front design reduces the likelihood of catastrophes during the



implementation or operation phases of the network life cycle.
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1. Teare, CCDA Self-Study: Designing for Cisco Internetwork Solutions
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2. Adapted from "SAFE: A Security Blueprint for Enterprise
Networks," http://www.cisco.com/go/safe.

3. Ibid.
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Chapter 2. Switching Design

This chapter discusses switching network design and includes the following
sections:

 Making the Business Case

« Switching Types

 Spanning Tree Protocol

e Virtual LANs

« Multilayer Switching and Cisco Express Forwarding
» Switching Security

« Switching Design Considerations

This first chapter in Part II, "Technologies: What You Need to Know and Why You
Need to Know It," discusses switching network design. After introducing why
switches are an important part of a network, we examine the different types of
switching and then discuss the Spanning Tree Protocol (STP), which is key in
Layer 2 switched environments to ensure that redundancy does not cause the
network performance to deteriorate. Virtual local-area networks (VLANs) are then
described. Two types of Layer 3 switching, multilayer switching (MLS) and Cisco
Express Forwarding (CEF), are then introduced. Security in a switched
environment is examined next. The chapter concludes with considerations and
examples of switched designs.

Note

Appendix B, "Network Fundamentals," includes material that
we assume you understand before reading the rest of the
book. Thus, you are encouraged to review any of the material
in Appendix B that you are not familiar with before reading the
rest of this chapter.

NEXT B

NEXT B
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Making the Business Case

Switches can enhance the performance, flexibility, and functionality of your
network.

The first networks were LANs; they enabled multiple users in a relatively small
geographical area to exchange files and messages, and to access shared
resources such as printers and disk storage. A huban Open Systems
Interconnection (OSI) Layer 1 deviceinterconnected PCs, servers, and so forth as
the number of devices on the network grew. However, because all devices
connected to a hub are in the same bandwidth (or collision) domainthey all share
the same bandwidthusing hubs in anything but a small network is not efficient.



To improve performance, LANs can be divided into multiple smaller LANs,
interconnected by a Layer 2 LAN switch. Because each port of the switch is its
own collision domain, multiple simultaneous conversations between devices
connected through the switch can occur.

By default, all ports of a switch are in the same broadcast domain. Recall (from
Appendix B) that a broadcast domain includes all devices that receive each
other's broadcasts (and multicasts). A broadcast is data meant for all devices; it
uses a special broadcast address to indicate this. A multicast is data destined for
a specific group; again, a special address indicates this. Note that Layer 3
broadcast packets are typically encapsulated in Layer 2 broadcast frames, and
Layer 3 multicast packets are typically encapsulated in Layer 2 multicast frames
(assuming that the packets are going over a data-link technology that supports
these types of frames, such as Ethernet).

The implications of this for modern networks are significanta large switched OSI
Layer 2 network is one broadcast domain, so any broadcasts or multicasts
traverse the entire network. Examples of broadcast traffic include Internet
Protocol (IP) Address Resolution Protocol (ARP) packets, and routing protocol
traffic such as Routing Information Protocol (RIP) version 1 (RIPv1). Multicast
traffic includes packets from more advanced routing protocols such as Open
Shortest Path First (OSPF) and applications such as e-learning and
videoconferencing. As network use increases, the amount of trafficincluding
multicast and broadcast trafficwill also increase.

Today's switches support VLANs so that physically remote devices can appear to
be on the same (virtual) LAN. Each VLAN is its own broadcast domain. Traffic
within a VLAN can be handled by Layer 2 switches. However, traffic between
VLANS, just like traffic between LANs, must be handled by an OSI Layer 3 device.
Traditionally, routers have been the Layer 3 device of choice. Today, Layer 3
switches offer the same functionality as routers but at higher speeds and with
additional functionality.

The rest of this chapter explains how switcheslLayer 2 and Layer 3and the
protocols associated with them work, and how they can be incorporated into
network designs.
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Switching Types

Switches were initially introduced to provide higher-performance connectivity
than hubs, because switches define multiple collision domains.

Switches have always been able to process data at a faster rate than routers,
because the switching functionality is implemented in hardwarein Application-
Specific Integrated Circuits (ASICs)rather than in software, which is how routing
has traditionally been implemented. However, switching was initially restricted to
the examination of Layer 2 frames. With the advent of more powerful ASICs,
switches can now process Layer 3 packets, and even the contents of those



packets, at high speeds.

The following sections first examine the operation of traditional Layer 2 switching.
Layer 3 switchingwhich is really routing in hardwareis then explored.

Layer 2 Switching

Key Point

Layer 2 switches segment a network into multiple collision
domains and interconnect devices within a workgroup, such as
a group of PCs.

The heart of a Layer 2 switch is its Media Access Control (MAC) address table,
also known as its content-addressable memory (CAM). This table contains a list of
the MAC addresses that are reachable through each switch port. (Recall that the
physical MAC address uniquely identifies a device on a network. When a network
interface card is manufactured, the card is assigned an addresscalled a burned-in
address [BIA]which doesn't change when the network card is installed in a device
and is moved from one network to another. Typically, this BIA is copied to
interface memory and is used as the MAC address of the interface.) The MAC
address table can be statically configured, or the switch can learn the MAC
addresses dynamically. When a switch is first powered up, its MAC address table
is empty, as shown in the example network of Figure 2-1.

Figure 2-1. The MAC Address Table Is Initially Empty
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In this example network, consider what happens when device A sends a frame
destined for device D. The switch receives the frame on port 1 (from device A).
Recall that a frame includes the MAC address of the source device and the MAC
address of the destination device. Because the switch does not yet know where
device D is, the switch must flood the frame out of all the other ports; therefore,
the switch sends the frame out of ports 2, 3, and 4. This means that devices B, C,
and D all receive the frame. Only device D, however, recognizes its MAC address
as the destination address in the frame; it is the only device on which the CPU is
interrupted to further process the frame.

In the meantime, the switch now knows that device A can be reached on port 1
(because the switch received a frame from device A on port 1); the switch
therefore puts the MAC address of device A in its MAC address table for port 1.
This process is called learningthe switch is learning all the MAC addresses that it
can reach.

At some point, device D is likely to reply to device A. At that time, the switch
receives a frame from device D on port 4; the switch records this information in
its MAC address table as part of its learning process. This time, the switch knows
where the destination, device A, is; the switch therefore forwards the frame only
out of port 1. This process is called filteringthe switch is sending the frames only
out of the port through which they need to gowhen the switch knows which port
that israther than flooding them out of all the ports. This reduces the traffic on
the other ports and reduces the interruptions that the other devices experience.



Over time, the switch learns where all the devices are, and the MAC address table
is fully populated, as shown in Figure 2-2.

Figure 2-2. The Switch Learns Where All the Devices Are and
Populates Its MAC Address Table
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The filtering process also means that multiple simultaneous conversations can
occur between different devices. For example, if device A and device B want to
communicate, the switch sends their data between ports 1 and 2; no traffic goes
on ports 3 or 4. At the same time, devices C and D can communicate on ports 3
and 4 without interfering with the traffic on ports 1 and 2. Thus, the overall
throughput of the network has increased dramatically.

The MAC address table is kept in the switch's memory and has a finite size
(depending on the specific switch used). If many devices are attached to the
switch, the switch might not have room for an entry for every one, so the table
entries will time out after a period of not being used. For example, the Cisco
Catalyst 2950 switch defaults to a 300-second timeout. Thus, the most active
devices are always in the table.

Note



Cisco LAN switches are also known as Catalyst switches.

Key Point

Broadcast and multicast frames are, by default, flooded to all
ports of a Layer 2 switch, other than the incoming port. The
same is true for unicast frames that are destined to any device
that is not in the MAC address table.

MAC addresses can also be statically configured in the MAC address table, and
you can specify a maximum number of addresses allowed per port.

One advantage of static addresses is that less flooding occurs, both when the
switch first comes up and because of not aging out the addresses. However, this
also means that if a device is moved, the switch configuration must be changed.
A related feature available in some switches is the ability to sticky-learn
addressesthe address is dynamically learned, as described earlier, but is then
automatically entered as a static command in the switch configuration. Limiting
the number of addresses per port to one and statically configuring those
addresses can ensure that only specific devices are permitted access to the
network; this feature is particularly useful when addresses are sticky-learned.

Layer 3 Switching

Key Point

A Layer 3 switch is really a router with some of the functions
implemented in hardware to improve performance. In other
words, some of the OSI model network layer routing functions
are performed in high-performance ASICs rather than in
software.

In Appendix B and Chapter 3, "IPv4 Routing Design," we describe the following
various functions and characteristics of routers:

e Learning routes and keeping the best path to each destination in a routing
table.

 Determining the best path that each packet should take to get to its
destination, by comparing the destination address to the routing table.

e Sending the packet out of the appropriate interface, along the best path.
This is also called switching the packet, because the packet is
encapsulated in a new frame, with the appropriate framing header
information, including MAC addresses.

¢« Communicating with other routers to exchange routing information.



e Allowing devices on different LANs to communicate with each other and
with distant devices.

e Blocking broadcasts. By default, a router does not forward broadcasts,
thereby helping to control the amount of traffic on the network.

These tasks can be CPU intensive. Offloading the switching of the packet to
hardware can result in a significant increase in performance.

A Layer 3 switch performs all the previously mentioned router functions; the
differences are in the physical implementation of the device rather than in the
functions it performs. Thus, functionally, the terms router and Layer 3 switch are
synonymous.

Layer 4 switching is an extension of Layer 3 switching that includes examination
of the contents of the Layer 3 packet. For example, as described in Appendix B,
the protocol number in the IP packet header indicates which transport layer
protocol (for example, Transmission Control Protocol [TCP] or User Datagram
Protocol [UDP]) is being used, and the port number in the TCP or UDP segment
indicates the application being used. Switching based on the protocol and port
numbers can ensure, for example, that certain types of traffic get higher priority
on the network or take a specific path.

Depending on the switch, Layer 3 switching can be implemented in two different
ways within Cisco switchesthrough multilayer switching and Cisco Express
Forwarding. These terms are described in the section "Multilayer Switching and
Cisco Express Forwarding," later in this chapter (after we discuss VLANs, which
you must understand before you read that section).
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Spanning Tree Protocol

Key Point

STP is a Layer 2 protocol that prevents logical loops in
switched networks that have redundant links.

In the following sections, we first examine why such a protocol is needed in Layer
2 networks. We then introduce STP terminology and operation.

Note

In the following sections, we are only concerned with Layer 2
switching; as you see in Chapter 3, routed (Layer 3) networks
inherently support networks with multiple paths, so a protocol



such as STP is not required.

Redundancy in Layer 2 Switched Networks

Redundancy in a network, such as that shown in Figure 2-3, is desirable so that
communication can still take place if a link or device fails. For example, if switch X
in this figure stopped functioning, devices A and B could still communicate
through switch Y. However, in a switched network, redundancy can cause
problems.

Figure 2-3. Redundancy in a Switched Network Can Cause
Problems
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The first type of problem occurs if a broadcast frame is sent on the network.
(Recall that a switch floods broadcast frames to all ports other than the one that
it came in on.) For example, consider what happens when device A in Figure 2-3
sends an ARP request to find the MAC address of device B. The ARP request is
sent as a broadcast. Both switch X and switch Y receive the broadcast; for now,
consider just the one received by switch X, on its port 1. Switch X floods the
broadcast to all its other connected ports; in this case, it floods it to port 2.
Device B can see the broadcast, but so can switch Y, on its port 2; switch Y floods
the broadcast to its port 1. This broadcast is received by switch X on its port 1;
switch X floods it to its port 2, and so forth. The broadcast continues to loop
around the network, consuming bandwidth and processing power. This situation is
called a broadcast storm.

The second problem that can occur in redundant topologies is that devices can
receive multiple copies of the same frame. For example, assume that neither of
the switches in Figure 2-3 has learned where device B is located. When device A
sends data destined for device B, switch X and switch Y both flood the data to the
lower LAN, and device B receives two copies of the same frame. This might be a



problem for device B, depending on what it is and how it is programmed to
handle such a situation.

The third difficulty that can occur in a redundant situation is within the switch
itselfthe MAC address table can change rapidly and contain wrong information.
Again referring to Figure 2-3, consider what happens when neither switch has
learned where device A or B are located, and device A sends data to device B.
Each switch learns that device A is on its port 1, and each records this in its MAC
address table. Because the switches don't yet know where device B is, they flood
the frame, in this case on their port 2. Each switch then receives the frame, from
the other switch, on its port 2. This frame has device A's MAC address in the
source address field; therefore, both switches now learn that device A is on their
port 2. The MAC address table is therefore overwritten. Not only does the MAC
address table have incorrect information (device A is actually connected to port 1,
not port 2, of both switches), but because the table changes rapidly, it might be
considered to be unstable.

To overcome these problems, you need a way to logically disable part of the
redundant network for regular traffic while still maintaining the redundancy for
the case when an error occurs. The Spanning Tree Protocol does just that.

STP Terminology and Operation

The following sections introduce the Institute of Electrical and Electronics
Engineers (IEEE) 802.1d STP terminology and operation.

STP Terminology

STP terminology can best be explained by examining how an example network,
such as the one in Figure 2-4, operates.

Figure 2-4. STP Chooses the Port to Block

[View full size image]

100 Mbps
Aoot Port (Forwarding) Designated Port (Forwarding)
Switch X Nonroot Switch ¥
MAC: 0000.0c22 2222 Bridge MAC: D000.0c11.111

Designated Port (Forwarding)
MNendesignated Port (Blocking)

10 Mops

Note

Notice that STP terminology refers to the devices as bridges
rather than switches. Recall (from Appendix B) that bridges
are previous-generation devices with the same logical
functionality as switches; however, switches are significantly
faster because they switch in hardware, whereas bridges
switch in software. Functionally, the two terms are



synonymous.

Within an STP network, one switch is elected as the root bridgeit is at the root of
the spanning tree. All other switches calculate their best path to the root bridge.
Their alternate paths are put in the blocking state. These alternate paths are
logically disabled from the perspective of regular traffic, but the switches still
communicate with each other on these paths so that the alternate paths can be
unblocked in case an error occurs on the best path.

All switches running STP (it is turned on by default in Cisco switches) send out
bridge protocol data units (BPDUs). Switches running STP use BPDUs to exchange
information with neighboring switches. One of the fields in the BPDU is the bridge
identifier (ID); it is comprised of a 2-octet bridge priority and a 6-octet MAC
address. STP uses the bridge ID to elect the root bridgethe switch with the lowest
bridge ID is the root bridge. If all bridge priorities are left at their default values,
the switch with the lowest MAC address therefore becomes the root bridge. In
Figure 2-4, switch Y is elected as the root bridge.

Note

The way that STP chooses the root bridge can cause an
interesting situation if left to the default values. Recall that the
MAC address is a 6-octet or 48-bit value, with the upper 24
bits as an Organizational Unique Identifier (OUI) (representing
the vendor of the device) and the lower 24 bits as a unique
value for that OUI, typically the serial number of the device. A
lower MAC address means a lower serial number, which likely
means an older switch. Thus, because STP by default chooses
a switch with a lower MAC address, the oldest switch is likely
to be chosen. This is just one reason why you should explicitly
choose the root bridge (by changing the priority), rather than
getting the STP default choice.

All the ports on the root bridge are called designated ports, and they are all in the
forwarding statethat is, they can send and receive data. (The STP states are
described in the next section of this chapter.)

On all nonroot bridges, one port becomes the root port, and it is also in the
forwarding state. The root port is the one with the lowest cost to the root. The
cost of each link is by default inversely proportional to the bandwidth of the link,
so the port with the fastest total path from the switch to the root bridge is
selected as the root port on that switch. In Figure 2-4, port 1 on switch X is the
root port for that switch because it is the fastest way to the root bridge.

Note

If multiple ports on a switch have the same fastest total path



costs to the root bridge, STP considers other BPDU fields. STP
looks first at the bridge IDs in the received BPDUs (the bridge
IDs of the next switch in the path to the root bridge); the port
that received the BPDU with the lowest bridge ID becomes the
root port. If these bridge IDs are also equal, the port ID
breaks the tie; the port with the lower port ID becomes the
root port. The port ID field includes a port priority and a port
index, which is the port number. Thus, if the port priorities are
the same (for example, if they are left at their default value),
the lower port number becomes the root port.

Each LAN segment must have one designated port. It is on the switch that has
the lowest cost to the root bridge (or if the costs are equal, the port on the switch
with the lowest bridge ID is chosen), and it is in the forwarding state. In Figure 2-
4, the root bridge has designated ports on both segments, so no more are
required.

Note

The root bridge sends configuration BPDUs on all its ports
periodically, every 2 seconds by default. (These configuration
BPDUs include the STP timers, therefore ensuring that all
switches in the network use the same timers.) On each LAN
segment the switch that has the designated port forwards the
configuration BPDUs to the segment; all switches in the
network therefore receive these BPDUs, on their root port.

All ports on a LAN segment that are not root ports or designated ports are called
nondesignated ports and transition to the blocking statethey do not send data, so
the redundant topology is logically disabled. In Figure 2-4, port 2 on switch X is
the nondesignated port, and it is in the blocking state. Blocking ports do,
however, listen for BPDUs.

If a failure happensfor example, if a designated port or a root bridge failsthe
switches send topology change BPDUs and recalculate the spanning tree. The new
spanning tree does not include the failed port or switch, and the ports that were
previously blocking might now be in the forwarding state. This is how STP
supports the redundancy in a switched network.

STP States

Figure 2-5 illustrates the various STP port states.

Figure 2-5. A Port Can Transition Among STP States
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When a port initially comes up, it is put in the blocking state, in which it listens
for BPDUs and then transitions to the listening state. A blocking port in an
operational network can also transition to the listening state if it does not hear
any BPDUs for the max-age time (a default of 20 seconds). While in the listening
state, the switch can send and receive BPDUs but not data. The root bridge and
the various final states of all the ports are determined in this state. If the port is
chosen as the root port on a switch or as a designated port on a segment, the
port transitions to the learning state after the listening state. In the learning
state, the port still cannot send data, but it can start to populate its MAC address
table if any data is received. The length of time spent in each of the listening and
learning states is dictated by the value of the forward-delay parameter, which is
15 seconds by default. After the learning state, the port transitions to the
forwarding state, in which it can operate normally. Alternatively, if in the listening
state the port is not chosen as a root port or designated port, it becomes a
nondesignated port and it transitions back to the blocking state.

Key Point

Do not confuse the STP learning state with the learning
process that the switch goes through to populate its MAC
address table. The STP learning state is a transitory state.
While a switch can learn MAC addresses from data frames
received on its ports that are in the STP learning state, it does
not forward those frames. In a stable network, switch ports
are in either the forwarding or blocking state. Ports in the
blocking state do not listen to data frames and therefore do
not contribute to the switch's MAC address table. Ports in the
forwarding state do, of course, listen to (and forward) data
frames, and those frames populate the switch's MAC address
table.

STP Options

Figure 2-5 illustrates that it could take up to 50 seconds for a blocked port to
transition to the forwarding state after a failure has occurred in the forwarding



path. This lengthy time is one of the drawbacks of STP.

Several features and enhancements to STP can help to reduce the convergence
time, that is, the time it takes for all the switches in a network to agree on the
network's topology after that topology has changed. The following are some of
these features that are implemented in Cisco switches:

« PortFast This feature should be used for ports that have only end-user
stations or servers attached to them, in other words, for ports that are not
attached to other switches (so that no BPDUs are received on the port).
Because no other switches are attached, the port cannot be part of a loop,
so the switch immediately puts the port in the forwarding state. Thus, the
port transitions to the forwarding state much faster than it otherwise
would.

« UplinkFast This feature is intended to be used on redundant ports on
access layer switches.!! If the root port (pointing to the root bridge) on a
switch goes down, the nondesignated port (the redundant blocking port)
on the switch is quickly put in the forwarding state, rather than going
through all the other states.

« BackboneFast This feature helps to reduce the convergence time when
links other than those directly connected to a switch fail. This feature must
be deployed on all switches in the network if it is to be used.

Rapid STP (RSTP)

RSTP is defined by IEEE 802.1w. RSTP incorporates many of the Cisco
enhancements to STP, resulting in faster convergence. Switches in an RSTP
environment converge quickly by communicating with each other and determining
which links can be forwarding, rather than just waiting for the timers to transition
the ports among the various states. RSTP ports take on different roles than STP
ports. The RSTP roles are root, designated, alternate, backup, and disabled. RSTP
port states are also different than STP port states. The RSTP states are
discarding, learning, and forwarding. RSTP is compatible with STP.

NEXT B
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Virtual LANS

As noted earlier, a broadcast domain includes all devices that receive each other's
broadcasts (and multicasts). All the devices connected to one router port are in
the same broadcast domain. Routers block broadcasts (destined for all networks)
and multicasts by default; routers only forward unicast packets (destined for a
specific device) and packets of a special type called directed broadcasts. Typically,
you think of a broadcast domain as being a physical wire, a LAN. But a broadcast
domain can also be a VLAN, a logical construct that can include multiple physical
LAN segments.

Note



IP multicast technology, which enables multicast packets to be
sent throughout a network, is described in Chapter 10, "Other
Enabling Technologies."

Note

An IP directed broadcast is a packet destined for all devices on
an IP subnet, but which originates from a device on another
subnet. A router that is not directly connected to the
destination subnet forwards the IP directed broadcast in the
same way it would forward unicast IP packets destined to a
host on that subnet.

On Cisco routers, the ip directed-broadcast interface
command controls what the last router in the path, the one
connected to the destination subnet, does with the packet. If
ip directed-broadcast is enabled on the interface, the router
changes the directed broadcast to a broadcast and sends the
packet, encapsulated in a Layer 2 broadcast frame, onto the
subnet. However, if the no ip directed-broadcast command
is configured on the interface, directed broadcasts destined for
the subnet to which that interface is attached are dropped. In
Cisco Internet Operating System (I0S) version 12.0, the
default for this command was changed to no ip directed-
broadcast.

Key Point

We found the Cisco definition of VLANs to be very clear: "[A]
group of devices on one or more LANs that are configured
(using management software) so that they can communicate
as if they were attached to the same wire, when in fact they
are located on a number of different LAN segments. Because
VLANSs are based on logical instead of physical connections,
they are extremely flexible."2!

Figure 2-6 illustrates the VLAN concept. On the left side of the figure, three
individual physical LANs are shown, one each for Engineering, Accounting, and
Marketing. (These LANs contain workstationskEl, E2, A1, A2, M1, and M2and
serverskS, AS, and MS.) Instead of physical LANs, an enterprise can use VLANS,
as shown on the right side of the figure. With VLANs, members of each
department can be physically located anywhere, yet still be logically connected
with their own workgroup. Thus, in the VLAN configuration, all the devices
attached to VLAN E (Engineering) share the same broadcast domain, the devices



attached to VLAN A (Accounting) share a separate broadcast domain, and the
devices attached to VLAN M (Marketing) share a third broadcast domain. Figure
2-6 also illustrates how VLANs can span across multiple switches; the link
between the two switches in the figure carries traffic from all three of the VLANs
and is called a trunk.

Figure 2-6. A VLAN Is a Logical Implementation of a Physical
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VLAN Membership

Key Point

A switch port that is not a trunk can belong to only one VLAN
at a time. You can configure which VLAN a port belongs to in
two ways: statically and dynamically.

Static port membership means that the network administrator configures which
VLAN the port belongs to, regardless of the devices attached to it. This means
that after you have configured the ports, you must ensure that the devices
attaching to the switch are plugged into the correct port, and if they move, you
must reconfigure the switch.

Alternatively, you can configure dynamic VLAN membership. Some static
configuration is still required, but this time, it is on a separate device called a
VLAN Membership Policy Server (VMPS). The VMPS could be a separate server, or
it could be a higher-end switch that contains the VMPS information. VMPS
information consists of a MAC address-to-VLAN map. Thus, ports are assigned to
VLANs based on the MAC address of the device connected to the port. When you
move a device from one port to another port (either on the same switch or on
another switch in the network), the switch dynamically assigns the new port to
the proper VLAN for that device by consulting the VMPS.

Trunks

As mentioned earlier, a port that carries data from multiple VLANs is called a



trunk. A trunk port can be on a switch, a router, or a server.

A trunk port can use one of two protocols: Inter-Switch Link (ISL) or IEEE
802.1q.

ISL is a Cisco-proprietary trunking protocol that involves encapsulating the data
frame between an ISL header and trailer. The header is 26 bytes long; the trailer
is a 4-byte cyclic redundancy check (CRC) that is added after the data frame. A
15-bit VLAN ID field is included in the header to identify the VLAN that the traffic
is for. (Only the lower 10 bits of this field are used, thus supporting 1024 VLANSs.)

The 802.1q protocol is an IEEE standard protocol in which the trunking
information is encoded within a Tag field that is inserted inside the frame header
itself. Trunks using the 802.1q protocol define a native VLAN. Traffic for the
native VLAN is not tagged; it is carried across the trunk unchanged. Thus, end-
user stations that don't understand trunking can communicate with other devices
directly over an 802.1q trunk, as long as they are on the native VLAN. The native
VLAN must be defined to be the same VLAN on both sides of the trunk. Within the
Tag field, the 802.1g VLAN ID field is 12 bits long, allowing up to 4096 VLANSs to
be defined. The Tag field also includes a 3-bit 802.1p user priority field; these bits
are used as class of service (CoS) bits for quality of service (QoS) marking.
(Chapter 6, "Quality of Service Design," describes QoS marking.)

The two types of trunks are not compatible with each other, so both ends of a
trunk must be defined with the same trunk type.

Note

Multiple switch ports can be logically combined so that they
appear as one higher-performance port. Cisco does this with
its Etherchannel technology, combining multiple Fast Ethernet
or Gigabit Ethernet links. Trunks can be implemented on both
individual ports and on these Etherchannel ports.

STP and VLANS

Cisco developed per-VLAN spanning tree (PVST) so that switches can have one
instance of STP running per VLAN, allowing redundant physical links within the
network to be used for different VLANs and thus reducing the load on individual
links. PVST is illustrated in Figure 2-7.

Figure 2-7. PVST Allows Redundant Physical Links to Be Used
for Different VLANs
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The top diagram in Figure 2-7 shows the physical topology of the network, with
switches X and Y redundantly connected. In the lower-left diagram, switch Y has
been selected as the root bridge for VLAN A, leaving port 2 on switch X in the
blocking state. In contrast, the lower-right diagram shows that switch X has been
selected as the root bridge for VLAN B, leaving port 2 on switch Y in the blocking
state. With this configuration, traffic is shared across all links, with traffic for
VLAN A traveling to the lower LAN on switch Y's port 2, while traffic for VLAN B
traveling to the lower LAN goes out switch X's port 2.

PVST only works over ISL trunks. However, Cisco extended this functionality for
802.1q trunks with the PVST+ protocol. Before this became available, 802.1q
trunks only supported Common Spanning Tree (CST), with one instance of STP
running for all VLANSs.

Multiple-Instance STP (MISTP) is an IEEE standard (802.1s) that uses RSTP and
allows several VLANs to be grouped into a single spanning-tree instance. Each
instance is independent of the other instances so that a link can be forwarding for
one group of VLANs while blocking for other VLANs. MISTP therefore allows traffic
to be shared across all the links in the network, but it reduces the number of STP
instances that would be required if PVST/PVST+ were implemented.

VLAN Trunking Protocol

Key Point

The VLAN Trunking Protocol (VTP) is a Cisco-proprietary Layer
2 protocol that allows easier configuration of VLANs on
multiple switches. When VTP is enabled in your network, you
define all the VLANs on one switch, and that switch sends the
VLAN definitions to all the other switches. On those other
switches, you then have to only assign the ports to the VLANSs;
you do not have to configure the VLANs themselves. Not only
is configuration easier, but it is also less prone to
misconfiguration errors.

A switch in a VTP domain (a group of switches communicating with VTP) can be in



one of three modes: server (which is the default mode), client, or transparent
mode. The VTP server is the one on which you configure the VLANSs; it sends VTP
advertisements, containing VLAN configuration information, to VTP clients in the
same VTP domain, as illustrated in Figure 2-8. Note that VTP advertisements are
only sent on trunks.

Figure 2-8. VTP Eases VLAN Definition Configuration
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You cannot create, modify, or delete VLANs on a VTP client; rather, a VTP client
only accepts VLAN configuration information from a VTP server. A VTP client also
forwards the VTP advertisements to other switches.

You can create, modify, or delete VLANs on a switch that is in VTP transparent
mode; however, this information is not sent to other switches, and the
transparent-mode switch ignores advertisements from VTP servers (but does pass
them on to other switches).

VTP pruning is a VTP feature that helps reduce the amount of flooded traffic
(including broadcast, multicast, and unicast) that is sent on the network. With
VTP pruning enabled, the switches communicate with each other to find out which
switches have ports in which VLANs; switches that have no ports in a particular
VLAN (and have no downstream switches with ports in that VLAN) do not receive
that VLAN's traffic. For example, in Figure 2-8, switch 4 has no need for VLAN A
traffic, so VTP pruning would prevent switch 1 from flooding VLAN A traffic to
switch 4. VTP pruning is disabled by default.

Inter-VLAN Routing

You have learned how devices on one VLAN can communicate with each other
using switches and trunks. But how do networked devices on different VLANs
communicate with each other?

Key Point

Just like devices on different LANs, those on different VLANs
require a Layer 3 mechanism (a router or a Layer 3 switch) to



communicate with each other.

A Layer 3 device can be connected to a switched network in two ways: by using
multiple physical interfaces or through a single interface configured as a trunk.
These two connection methods are shown in Figure 2-9. The diagram on the left
in this figure illustrates a router with three physical connections to the switch;
each physical connection carries traffic from only one VLAN.

Figure 2-9. A Router, Using Either Multiple Physical
Interfaces or a Trunk, Is Required for Communication Among
VLANs
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The diagram on the right in Figure 2-9 illustrates a router with one physical
connection to the switch. The interfaces on the switch and the router have been
configured as trunks; therefore, multiple logical connections exist between the
two devices. When a router is connected to a switch through a trunk, it is
sometimes called a "router on a stick," because it has only one physical interface
(a stick) to the switch.

Each interface between the switch and the Layer 3 device (whether physical

interfaces or logical interfaces within a trunk) is in a separate VLAN (and
therefore in a separate subnet for IP networks).

| 4 PREY |
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Multilayer Switching and Cisco Express
Forwarding

Now that you have an understanding of VLANSs, the following sections introduce
the two different ways that Layer 3 switching is implemented within Cisco
switchesmultilayer switching and Cisco Express Forwarding.

Multilayer Switching

Multilayer switching, as its name implies, allows switching to take place at
different protocol layers. Switching can be performed only on Layers 2 and 3, or it



can also include Layer 4.

MLS is based on network flows.

Key Point

A network flow is a unidirectional sequence of packets between
a source and a destination. Flows can be very specific. For
example, a network flow can be identified by source and
destination IP addresses, protocol numbers, and port nhumbers
as well as the interface on which the packet enters the switch.

The three major components of MLS are as follows3!:

¢ MLS Route Processor (MLS-RP) The MLS-enabled router that performs
the traditional function of routing between subnets

e MLS Switching Engine (MLS-SE) The MLS-enabled switch that can
offload some of the packet-switching functionality from the MLS-RP

e Multilayer Switching Protocol (MLSP) Used by the MLS-RP and the
MLS-SE to communicate with each other

MLS can be implemented in the following two ways:

¢ Within a Catalyst switch Here both the MLS-RP and the MLS-SE are
resident in the same chassis. An example of an internal MLS-RP is a Route
Switch Module (RSM) installed in a slot of a Catalyst 5500 Series switch.

« Using a combination of a Catalyst switch and an external router An
example of a router that can be an external MLS-RP router is a Cisco 3600
Series router with the appropriate I0S software release and with MLS
enabled.

Note

Not all Catalyst switches and routers support MLS. Refer to
specific product documentation on the Cisco website for device
support information for switches!! and routers.®!

Key Point

MLS allows communication between two devices that are in
different VLANs (on different subnets) and that are connected
to the same MLS-SE and that share a common MLS-RP. The
communication bypasses the MLS-RP and instead uses the
MLS-SE to relay the packets, thus improving overall



performance.[®

Figure 2-10 is an example network that illustrates MLS operation.

Figure 2-10. The MLS-SE Offloads Work from the MLS-RP
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In Figure 2-10, the MLS-RP and MLS-SE communicate using MLSP. The SE learns
the MAC addresses of the RP (one for each VLAN that is running MLS). When
device 1 (10.1.1.1/16) wants to send a packet to device 2 (10.2.2.2/16), device 1
creates a frame with the destination MAC address of its default gateway, the
router, which in this case is the RP. The SE receives the frame, sees that it is for
the RP, and therefore examines its MLS cache to see whether it has a match for
this flow. In the case of the first packet in the flow, no match exists, so the SE
forwards the frame to the RP. The SE also puts the frame in its MLS cache and
marks the frame as a candidate entry.

The MLS-RP receives the frame, decapsulates (unwraps) the frame, and examines
the packet. The RP then examines its routing table to see whether it has a route
to the destination of the packet; assuming that it does, the RP creates a new
frame for the packet after decrementing the IP header Time to Live (TTL) field
and recalculating the IP header checksum. The source MAC address of this frame
is the MAC address of the RP; the destination MAC address of this frame is the
MAC address of the destination device (or next-hop router). The RP then sends
the frame through the SE.

The MLS-SE receives the frame and compares it to its MLS cache; the SE
recognizes that the frame is carrying the same packet as a candidate entry and is
on its way back from the same RP. The SE therefore completes the MLS cache
entry using information from the frame; this entry is now an enabler entry. The
SE also forwards the frame out of the appropriate port toward its destination.

When a subsequent packet in the same flow enters the switch, the SE examines
its MLS cache to see whether it has a match. This time it does have a match, so it
does not forward the frame to the RP. Instead, the SE rewrites the frame using
the information in the MLS cache, including decrementing the TTL field,



recalculating the IP header checksum, and using the MAC address of the RP as
the source MAC address; the resulting frame looks as though it came from the
RP. The SE then forwards the frame out of the appropriate port toward its
destination.

Note

Network flows are unidirectional. Therefore, if device 1 and
device 2 both send packets to each other, two flows would be
recorded in the MLS cache, one for each direction.

Note

In Figure 2-10, the MLS cache is shown as having a "protocol"
field. In the output of the display on the Catalyst switches this
field is called a "port" field, even though it represents the
protocol field in the IP header.

The MLS-SE also keeps traffic statistics that can be exported to other utilities to
be used, for example, for troubleshooting, accounting, or other functions.

Cisco Express Forwarding

Cisco Express Forwarding (CEF), like MLS, aims to speed the data routing and
forwarding process in a network. However, the two methods use different
approaches.

CEF uses two components to optimize the lookup of the information required to
route packets: the Forwarding Information Base (FIB) for the Layer 3 information
and the adjacency table for the Layer 2 information.2

CEF creates an FIB by maintaining a copy of the forwarding information contained
in the IP routing table. The information is indexed so that it can be quickly
searched for matching entries as packets are processed. Whenever the routing
table changes, the FIB is also changed so that it always contains up-to-date
paths. A separate routing cache is not required.

The adjacency table contains Layer 2 frame header information, including next-
hop addresses, for all FIB entries. Each FIB entry can point to multiple adjacency
table entries, for example, if two paths exist between devices for load balancing.

After a packet is processed and the route is determined from the FIB, the Layer 2
next-hop and header information is retrieved from the adjacency table and a new
frame is created to encapsulate the packet.

Cisco Express Forwarding can be enabled on a router (for example, on a Cisco
7500 Series router) or on a switch with Layer 3 functionality (such as the Catalyst



8540 switch).

Note

Not all Catalyst switches support Cisco Express Forwarding.
Refer to specific product documentation on the Cisco website®!
for device support information.

NEXT B

e rrc | et

Switching Security

In the past few years, switches have become equipped with features that make
them more intelligent, allowing them to provide an active role in network
security.

Cisco documentation refers to Catalyst integrated security (CIS). However, the
term CIS refers only to built-in functionality that is native to the Catalyst
switches, not to the security features inherent in the modules that can be
installed in the switches (for example, firewall blades and so forth). Thus, in this
book, we have categorized these two types of switch security as follows:

« Catalyst native security Those features built into the switch itself
- Catalyst hardware security Features of hardware that can be installed
in the switch

These categories are described in the following sections.

Note

Refer to Chapter 4, "Network Security Design," for general
information on network security.

Catalyst Native Security
Cisco switches have many native attributes that can be used to secure a network.

Some attributes are related to the secure management of the switch itself. One
example is the use of secure shell (SSH), rather than Telnet, when remotely
managing the switch. Another example is disabling unused switch ports so that
the network cannot be accessed through them.



Secure Shell

SSH is a protocol that is similar to Telnet, but SSH uses encryption for
security. SSH usually uses TCP port 22.

Catalyst native security can protect networks against serious threats originating
from the exploitation of MAC address vulnerabilities, ARP vulnerabilities, and
Dynamic Host Configuration Protocol (DHCP) vulnerabilities. (Both ARP and DHCP
are covered in Appendix B.) Table 2-1 shows some examples of the protection
provided by the built-in intelligence in Catalyst switches.

Table 2-1. Examples of Built-In Intelligence to Mitigate
Attacks

Attack

Native Security (Built-In
Intelligence) to Mitigate Attacks

DHCP Denial of Service (DoS)

A DHCP DoS attack can be
initiated by a hacker. As well as
taking down the DHCP server,
the attack could also be initiated
from a server that is pretending
to be a legitimate DHCP server.
This rogue server replies to
DHCP requests with phony DHCP
information.

Trusted-State Port

The switch port to which the
DHCP server is attached can be
set to a "trusted" state. Only
trusted ports are allowed to pass
DHCP replies. Untrusted ports
are only allowed to pass DHCP
requests.

MAC Flooding

A hacker targets the switch's
MAC address table, to flood it
with many addresses.

MAC Port Security

The switch can be configured
with a maximum number of MAC
addresses per port.

The switch can also be
configured with static MAC
addresses that identify the
specific addresses that it should
allow, further constraining the
devices allowed to attach to the
network.

Redirected Attack

A hacker wanting to cover his
tracks and complicate the
network forensics investigation

Private VLAN (PVLAN)

The flow of traffic can be
directed by using PVLANSs. In the
example shown in Figure 2-11, a




might decide to compromise an
intermediary target first. The
hacker would then unleash his
attack to the intended target
from that intermediary victim.

PVLAN is defined so that traffic
received on either switch port 2
or 3 can exit only by switch port
1. Should a hacker compromise
server A, he would not be able
to directly attack server B
because the traffic can only flow
between port 1 and port 2, and
between port 1 and port 3.
Traffic is not allowed to flow
between port 2 and port 3.

Figure 2-11. Using a Switch to Create a PVLAN
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Catalyst Hardware Security

Cisco switches can provide security, flexibility, and expandability to networks. As




an example, the Catalyst 6500 Series switches can be equipped with modules
that are full-fledged security devices themselves. Some example security modules
are as follows:

e Cisco Firewall service module

e Cisco Internet Protocol security (IPsec) virtual private network (VPN)
service module

e Cisco Intrusion Detection System (IDS)

e Cisco Secure Socket Layer (SSL)

Note

Refer to Chapter 4 for information on IPsec, VPNs, IDSs, and
SSLs.

As an example of the flexibility provided by these modules, consider that when
using a Cisco Firewall service module, any port on a Catalyst 6500 switch can
operate as a firewall. An example of the expandability of the modules is the use
of the IPsec VPN module. This module can terminate up to 8000 VPN connections
(known as VPN tunnels) simultaneously and can create 60 new tunnels per
second; up to 10 of these modules can be installed in a Catalyst 6500 switch.
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Switching Design Considerations

Chapter 1, "Network Design," introduces the hierarchical network design model
and the Enterprise Composite Network Design model. Recall that the three
functions that comprise the hierarchical network design model are the access
layer, the distribution layer, and the core layer. The Enterprise Composite
Network Model is the name given to the architecture used by the Cisco SAFE
blueprint; it supports larger networks than those designed with only the
hierarchical model and clarifies the functional boundaries within the network.
Three functional areas exist within this model: Enterprise Campus, Enterprise
Edge, and Service Provider Edge. Each of these functional areas contains network
modules, which in turn can include the hierarchical layers.

Switches within the Enterprise Campus are in all three of the hierarchical layers.
Layer 2 and/or Layer 3 switches can be used, depending on a number of factors.

For the access layer, design considerations include the following:

e« The number of end-user devices to be supported

e The applications that are being usedthis defines some of the features
required in the switches, as well as the performance and bandwidth
needed



e The use of VLANS, including whether trunks are required between switches
« Redundancy requirements

For the distribution layer, design factors include the following:

e The number of access switches to be aggregated

« Redundancy requirements

e Features required for specific applications to be supported

e Required interfaces to the core layer

e For Layer 3 switches, the routing protocols to be supported and whether
sharing of information among multiple routing protocols is required.
(Routing protocols are discussed in detail in Chapter 3.)

The role of the core layer is to provide a high-speed backbone. Thus, the key
requirement is the performance needed to support all the access and distribution
data. The number of ports to the distribution layer, and the protocols (for
example, routing protocols) that need to be supported on those ports, are also
important considerations. Redundancy in the core is a typical requirement, to
meet the availability needs of the network.

Cisco current campus design recommendations include the following:!

e Layer 2 switches can be used at the access layer, with Layer 3 switches at
the distribution and core layers.

« VLANSs should not spread across the campus, because this can slow
network convergence.

e The core and distribution layers can be combined into one layer (called a
collapsed backbone) for smaller networks. Larger campuses should have a
separate distribution layer to allow the network to grow easily.

e Redundancy in the core, between the core and distribution layers, and
between the distribution and access layers is also recommended.
Redundancy can also be used within these layers as required.

Figure 2-12 illustrates a sample small network design that uses Layer 2 switches
in the access layer of the campus Building and Server modules. This network
features a collapsed backbone in Layer 3 switches. Redundancy is incorporated
between all layers.

Figure 2-12. A Small Network Can Include a Collapsed
Backbone
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Figure 2-13 illustrates an example of a larger network design. Two buildings are
shown, each with Layer 2 access switches and Layer 3 distribution switches.
These buildings are then redundantly connected to the Layer 3 core. The Server
module is shown with Layer 2 access switches connected directly to the core;

distribution switches can be added if additional functionality or performance is
required.

Figure 2-13. A Larger Network Has Separate Core and
Distribution Switches
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Summary

In this chapter, you learned about Layer 2 and Layer 3 switching network design,
including the following topics:

« How switches improve the performance of your network

« The two types of switches: Layer 2 and Layer 3

e The two implementations of Layer 3 switching within Cisco switches:
multilayer switching and Cisco Express Forwarding

e How the STP is critical in a Layer 2 switched environment to prevent loops

e The usefulness of VLANs in defining logical broadcast domains

* The features in switches that can be used to increase the security of your
network

* How switches fit into the design models

| 4 PREY |
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Chapter 3. Pv4 Routing Design

This chapter describes IP addressing and routing protocols, and includes the
following sections:

Making the Business Case

IPv4 Address Design

IPv4 Routing Protocols

IPv4 Routing Protocol Selection

This chapter discusses Internet Protocol (IP) version 4 (IPv4) addressing design
and routing protocol selection. After introducing why these topics are important,
the address design considerations are explored. The factors that differentiate the
available IPv4 routing protocols are described, followed by a discussion of the
specific protocols. The considerations for choosing the routing protocol (or
protocols) for your network complete this chapter.

Note

In this book, the term IP refers to IPv4. IP version 6 (IPv6), a
successor to IPv4 not yet in common use, is introduced in
Chapter 10, "Other Enabling Technologies."

Note

Appendix B, "Network Fundamentals," includes material that



we assume you understand before reading the rest of the
book. Thus, you are encouraged to review any of the material
in Appendix B that you are not familiar with before reading the
rest of this chapter.
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Making the Business Case

Each chapter in the technologies section of this book discusses not only what you
need to know but also why you need to know it. For IP addressing and routing,
consider the following items:

e The importance of IP IP is used throughout the public Internet and on
most organizations'networks, and is therefore the most important routed
protocol to the majority of businesses today. IP is not limited to sending
traditional data such as files and e-mailsit forms the basis for many other
technologies and solutions, as described in later chapters in this book. For
example, IP telephony uses an IP network for voice traffic, eliminating
many of the costs associated with long-distance calls and at the same time
introducing other capabilities to your telephone network. (IP telephony is
described in Chapter 7, "Voice Transport Design.")

Toronto's Pearson International Airport's new terminal is a further example
of how IP is being used as the foundation for an intelligent system. At this
terminal, a variety of communications systems and applications were put
onto a single, secure, IP-based network. For example, when a gate at the
airport is used by one airline, the system provides access to that airline's
applications for check-in, baggage tracking, and so forth, and the IP
phones provide that airline's telephone service. When another airline uses
the same gate later in the day, the configuration changes so that the new
airline's applications and telephone service can be accessed instead.!
Cisco calls this a common-use network a single communications
infrastructure shared by all tenants of the terminal.}Z

e The importance of proper IP addressing Correct IP addressing is
crucial to making an IP network work, and if done properly, addresses can
be summarized. Summarization ensures that the routing tables are smaller
and therefore use less router memory, that the routing updates are
smaller and use less network bandwidth, and that network problems can
be localized (changes are sent to fewer routers). All of these benefits can
result in @ more stable network that adjusts faster to changes.

¢ The importance of proper routing protocol selection Routers learn
about paths to destinations from other routers by using a routing protocol.
Many IP routing protocols are available to choose from, each with its own
advantages and disadvantages. The key is to understand the requirements
for your network, understand how the routing protocols work, and match
the network requirements to the routing protocol specifications. In some
cases, it might be appropriate to run multiple routing protocols.
Understanding how they will interact and how to avoid problems in a



mixed routing protocol environment is important to the successful
operation of your network.

NEXT B

NEXT B

IPv4 Address Design

This section discusses IP addressing design. First, we examine how to determine
how many IP addresses are needed in a network. We next discuss the use of
private addresses. If private addresses are used in a network that also requires
Internet connectivity, Network Address Translation (NAT) is also needed, so the
various features of NAT are described. This is followed by a discussion of how
routers use IP subnet masks. We next show you how to determine the subnet
mask to use within a network. Assigning IP addresses in a hierarchical way allows
them to be summarized, which has many benefits. These benefits are examined,
and route summarization calculations are illustrated. The use of variable-length
subnet masks (VLSMs) can help you to use your available IP address space more
efficientlyan explanation of VLSMs concludes this section.

Note

Appendix B, "Network Fundamentals," includes an introduction
to IP addresses.

Determining How Many IP Addresses Are Required

To determine how many IP addresses are required in your network, you should
consider® the many different locations in your network that need addresses,
including headquarters, branch and regional offices, telecommuters, and so forth.
The number of devices in each location must be counted, including the network
devices such as routers, switches, and firewalls; workstations; IP phones;
network management stations; servers; and so forth. For each of these devices,
determine how many interfaces need to be addressed and whether private or
public addresses will be used.

A reserve for future growth should be added to the total number of addresses
required. A 10 to 20 percent reserve is typically sufficient, but the reserve should
be based on your knowledge of the organization. If you do not reserve enough
space for future growth, you might have to reconfigure some of your routers (for
example, to add new subnets or networks into route summarization calculations);
in the worst case, you might have to re-address your entire network.

Using Private and Public Addresses and NAT

Recall that Requests For Comments (RFC) 1918, "Address Allocation for Private



Internets," defines the private IPv4 addresses as follows:

e 10.0.0.0 to 10.255.255.255
« 172.16.0.0 to 172.31.255.255
+ 192.168.0.0 to 192.168.255.255

Note

RFC 3330, "Special-Use IPv4 Addresses," describes IPv4
address blocks that have been assigned by the Internet
Assigned Numbers Authority (IANA) for specialized purposes,
and includes reference to the private addresses defined in RFC
1918.

The remaining Class A, B, and C addresses are public addresses. Private
addresses are for use only within a company's network; public addresses must be
used when communicating on the public Internet. Internal private addresses must
be translated to public addresses when data is sent out to the Internet, and these
public addresses must be translated back to the private addresses when packets
come in from the Internet.

Because only a finite number of public addresses are available, they are becoming
scarce. Using private addresses internally on your network means that you will
require fewer public addresses. However, public addresses are required for the
Internet connections and for servers that must be accessible from the Internetfor
example, File Transfer Protocol (FTP) servers that contain publicly accessible
data, and web servers. Other devices internal to the network can use private
addressesthey can connect to the Internet through a NAT device.

RFC 1631, "The IP Network Address Translator," defines NAT. NAT can be
provided by a variety of devices, including routers and firewalls.

Key Point

To configure NAT, you first define inside and outside interfaces
on the NAT device. The inside interface connects to the
internal network, while the outside interface connects to the
Internet. You also define the addresses that are to be
translated on each side.

For example, in the network in Figure 3-1, a person at PC 172.16.1.1 wants to
access data on the FTP server at 192.168.7.2. A NAT device (in this case, a
router) translates addresses on the inside network 172.16.0.0 to addresses on
the outside network 10.1.0.0.

Figure 3-1. NAT Translates Between Inside and Outside
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Note

Recall that the IP addresses shown in the examples in this
book are private addresses. In practice, public addresses
would be used on the Internet.

A NAT device has a NAT table, created either dynamically or with static entries
configured by the network administrator. In Figure 3-1, the simple NAT table in
the NAT router includes the following:

« Inside local IP address The address used by a host on the inside
network

- Inside global IP address The address that represents an inside host on
the outside network

When a packet is sent from 172.16.1.1 to 192.168.7.2 (at 1 in Figure 3-1), it
goes to the NAT router, which translates the source address (SA) 172.16.1.1 to
10.1.1.1 (at 2 in the figure). The packet then goes through the Internet and
arrives at its destination, the FTP server. The server replies to 10.1.1.1 (at 3 in
the figure). When the NAT router receives this packet, the router looks in its NAT
table and translates the destination address (DA) from 10.1.1.1 to 172.16.1.1 (at
4 in the figure). The packet is then sent to its destination, the PC.

More complex translations might be necessary, for example, if some addresses in
the inside network overlap addresses in the outside network. In this case, the
NAT table would be expanded to include the following:

e« Outside global IP address The address that represents an outside host
on the outside network

e« Outside local IP address The address that represents an outside host on
the inside network



The example in Figure 3-1 shows a one-to-one translation from inside to outside
addresses. NAT can also support address overloading, in which many inside
addresses are translated into one outside address. In this case, the Transmission
Control Protocol (TCP) and User Datagram Protocol (UDP) port numbers
distinguish between the connections; the TCP and UDP port numbers are added to
the NAT translation table.

How Routers Use Subnet Masks

When you configure the IP address of a router's interface, you include the
address and the subnet mask. The router uses this information not only to
address the interface but also to determine the address of the subnet to which
the interface is connected. The router then puts this subnet address in its routing
table, as a connected network on that interface.

Key Point

To determine the network or subnet address to which a router
is connected, the router performs a logical AND of the
interface address and the subnet mask. Logically "ANDing" a
binary 1 with any number yields that number; logically
"ANDing" a binary 0 with any number yields 0.

Because subnet mask bits set to binary 0 indicate that the
corresponding bits in the IP address are host bits, the result of
this AND operation is that the host portion of the address is
removed (zeroed out), and the subnet address (also called the
subnet number) remains.

Table 3-1 illustrates an example of logically ANDing an IP address and subnet
mask. The router puts the remaining subnet address in its routing table as the
subnet to which the interface is connected.

Table 3-1. Example Calculation of Subnet Address

Network Subnet Subnet Host
Interface IP 00001010|/00000101 /00010111 /00010011
Address 10.5.23.19
Subnet Mask 11111111)11111111{11111111,00000000
255.255.255.0
Subnet Address 00001010(00000101 /00010111 |0000000O0
10.5.23.0

When a packet arrives at the router, the router analyzes the destination address
of the packet to determine which network or subnet it is on. The router looks up
this network or subnet in its routing table to determine the interface through
which it can best be reached; the packet is then sent out of the appropriate



router interface. [If the router does not have a route to the destination subnet,
the packet is rejected and an Internet Control Message Protocol (ICMP) error
message is sent to the source of the packet.]

Determining the Subnet Mask to Use

When addressing your network, you must determine the subnet mask to use.
Because the subnet mask represents the number of bits of network, subnet, and
host available for addressing, the subnet mask selected depends on the number
of subnets required and the number of host addresses required on each of these
subnets.

For example, consider the network shown in Figure 3-2. A total of 12 subnets
exist in this network; each has a maximum of 10 device addresses. Some of the
addresses are for router interfaces and some are for hosts (not shown in the
figure); each device on each subnet needs to have its own IP address. You decide
to use the private Class C network 192.168.3.0 to address this network.

Figure 3-2. The Number of Subnets and Hosts Required
Determines the Subnet Mask to Use

Hequirements:
- 12 subnets

- Each subnet requires a maximum
of 10 device addresses

- Use network 192.168.3.0 % LS
to address - Efi

In a Class C address, only the last octet contains host bits, and therefore this is
the only octet from which bits can be borrowed for subnets.



Key Point

Because IP addresses are binary, they are used in blocks of
powers of 2 (2, 4, 8, and so on).

To determine the size of the block needed for the subnets,
round the number of subnets required up to the next higher
power of 2 (if it is not already a power of 2).

To determine the size of the block needed for the hosts, add
2one for the subnet address (also referred to as the wire
address) and one for the broadcast addressto the maximum
number of hosts required per subnet, and round this number
up to the next higher power of 2 (again, if it is not already a
power of 2).

In the example in Figure 3-2, 12 subnets are needed; rounding up to the next
power of 2 gives 16. Because 2* = 16, 4 bits are needed for the subnets. A
maximum of 10 device addresses per subnet are needed; adding 2 and rounding
up to the next power of 2 gives 16. Because 2* = 16, 4 bits are needed for the
hosts. The subnet mask to use is therefore 255.255.255.240.

To determine the available subnet addresses, first write the network address in
binary. Then, keeping the network bits as they are, use all combinations of the
subnet bits. Remember that all the host bits are 0 in the subnet address, so leave
the host bits set to 0. Finally, convert the binary number back to decimal. Figure
3-3 illustrates this process. (Note that any octets not changed in this process are
left as decimal numbers, to save converting them twice.)

Figure 3-3. Calculating Subnet Addresses

Metwork Subnet host
bits bits bits

1stsubnet: | 192 . 168. 3|. 0000 | 0000 | =192.168.3.0

2nd subnet: [ 192 . 168. 3|.|0001 | 0000 | = 192.168.3.16
3rd subnet: | 192 . 168. 3|.|0010 | 0000 | = 192.168.3.32
4th suybnet: [ 192 . 168. 3|.|0011 | 0000 | =192.168.3.48
5thsubnet: | 192 . 168. 3|. (0100 | 0000 | =192.168.3.64

16Msubnet: | 192 . 168, 3|.|1111 | 0000 | =192.168.3.240

32.bit address



Thus, the first subnet address that can be used with a mask of 255.255.255.240
is 192.168.3.0; this can also be written as 192.168.3.0/28. The second subnet is
192.168.3.16/28, and so on.

To determine the device addresses on each subnet, first write the subnet address
in binary. Next, keeping the network and subnet bits as they are, use all the
combinations of the host bits. Remember that the address in which all host bits
are 0 is the subnet address, and the address in which all host bits are 1 is the
broadcast address. Finally, convert the binary number back to decimal. Figure 3-4
illustrates this process for the third subnet, 192.168.3.32/28. (Again, note that
any octets not changed in this process are left as decimal numbers, to save
converting them twice.)

Figure 3-4. Calculating Device Addresses
Network Subnet host

bits hits bits

Subnet address 192 . 168. 3|.10010 | 0000 | =152.168.3.32
15t host address 192 . 168. 3|.|0010 | 0001 | = 192.168.3.33
2nd host address | 192 . 168. 3|.|0010 | 0010 | =192.168.3.34

4 " " [

Last host address | 192 . 168. 3|.|0010 | 1110 | = 192.168.3.46
Broadcast address| 192 . 168. 3|.]0010 | 1111 | = 192.168.3.47

32-bit address

Thus, the first device address on this subnet is 192.168.3.33/28, the second
device address is 192.168.3.34/28, and so on. The last host address is
192.168.3.46/28. The broadcast address is 192.168.3.47/28. For example, the
network marked as "3" in Figure 3-2 could be assigned the 192.168.3.32/28
subnet. The interfaces of the three routers on that subnet could be assigned
addresses 192.168.3.33/28, 192.168.3.34/28, and 192.168.3.35/28.

Hierarchical IP Address Design and Summarization

A hierarchical IP address design means that addresses are assigned in a
hierarchical manner, rather than randomly. The telephone network provides a
good analogy. This network is divided into countries, which in turn are divided
into areas and local exchanges. Phone numbers are assigned based on location.
For example, in North America, 10-digit phone numbers represent a 3-digit area
code, a 3-digit central office code, and a 4-digit line number. So if you are in
Europe and you want to call someone in Canada, you dial his country code
followed by his area code, central office, and line number. The telephone network
switches in Europe recognize the country code and send the call to Canada; they
don't have to worry about the details of the phone number. The switches in



Canada send the call to the appropriate area code, to the central office, and
finally to the correct line.

This hierarchical structure allows the telephone switches to keep less detailed
information about the network. For example, a central office (CO) switch only
needs to know how to get to the numbers served by its equipment, and how to
get to other COs and other area codes, but it doesn't need to know how to get to
the specific numbers in other COs. For example, 416 is the area code for
downtown Toronto. Switches outside of Toronto only need to know how to get to
416; they don't need to know how to get to each number in Toronto. Area code
416 can be considered to be a summary of Toronto.

An IP network can use a similar hierarchical structure to get comparable benefits.
When routers only have summary routes instead of unnecessary details, their
routing tables are smaller. Not only does this save memory in the routers, but it
also means that routing updates are smaller and therefore use less bandwidth on
the network. Hierarchical addressing can also result in a more efficient allocation
of addresses. With some routing protocols (known as classful routing protocols),
addresses can be wasted if they are assigned randomly (as explained further in
the "Classifying Routing Protocols" section, later in this chapter.)

To illustrate, consider the network shown in Figure 3-5. Subnet addresses were
assigned sequentially as the subnets were created, regardless of architecture,
resulting in a random pattern. Consequently, when Router A sends its routing
table to the other routers, it has no choice but to send all its routes.

Figure 3-5. Router A Cannot Summarize Its Routes Because
of Random Address Assignment
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Contrast this to the network in Figure 3-6, in which subnets were assigned in a
hierarchical manner. Notice, for example, that all the subnets under Router A
start with 10.1, while all under Router B start with 10.2. Therefore, the routers
can summarize the subnets. When they communicate to other routers, they don't
send all the detailed routes; they just send the summary route. Not only does this
save bandwidth on the network (because smaller updates are sent), but it also
means that the routing tables in the core are smaller, which eases processing



requirements. It also means that small local problems don't need to be
communicated network-wide. For example, if network 10.1.1.0 under Router A
goes down, the summary route 10.1.0.0/16 does not change, so the routers in
the core and other areas are not told about it. They do not need to process the
route change, and the update does not use bandwidth on the network. (If traffic
is routed to a device on that network that is down, Router A will respond with an
error message, so the network can continue to function normally.)

Figure 3-6. Router A Can Summarize Its Routes, Resulting in
Smaller Routing Tables
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The summary routes shown in Figure 3-6 are obviousall the subnets under Router
A start with 10.1 and thus the summary route is 10.1.0.0/16. It isn't always this
easy.

For example, consider a network in which Router A has the following subnet
routes in its routing table: 192.168.3.64/28, 192.168.3.80/28, 192.168.3.96/28,
and 192.168.3.112/28. Router B in the same network has the following subnet
routes in its routing table: 192.168.3.0/28, 192.168.3.16/28, 192.168.3.32/28,
and 192.168.3.48/28. What is the summary route for Router A's subnets? While
you might be tempted to use 192.168.3.0/24 because they all have the first three
octets in common, this won't work. If both Routers A and B reported the same
192.168.3.0/24 summary route, traffic would not necessarily go to the correct
router, resulting in a nonfunctioning network. Instead, you have to determine the
summary routes on nonoctet boundaries. Figure 3-7 illustrates how this is done.

Figure 3-7. Route Summarization on a Nonoctet Boundary



Subnet host
bits bits

192.168.3.64/28= | 192 . 168. 3|.|01 |00 | 0OOOQ
192.168.3.80/28= | 192 . 168. 3|.1017 |01 | 0000
192.168.3.96/28= | 192 .168. 3|.|01 |10 | 0000
192.168.3. 112728 = | 192 , 168. 3|, 101 |11 | D000

'l_’_ﬁl
Common  Common
Metwork bits Subnet

bits

Summary route:
192.168.3.64/26

To calculate the summary route, first write the subnet addresses in binary. Then,
determine which network and subnet bits the addresses have in commonit can be
helpful to draw a line at the end of the common bits. (Notice that the network
portions of the addresses are all common, because they are all subnets of the
same network.) In this case, the addresses have the first two subnet bits in
common. The addresses should also encompass all combinations of the remaining
subnet bits so that the summary route covers only these subnets; in this
example, the addresses do cover all combinations of the remaining two subnet
bits. Thus, if an address matches the network bits and the first two subnet bits of
these addresses, it is on one of these four subnets. The summary route is written
as the first address in the list with a prefix equal to the total number of common
bits. In this example, the summary is 192.168.3.64/26. Similarly, the summary
route for Router B is 192.168.3.0/26.

Key Point

Another way to think of the summary route 192.168.3.64/26 is
that Router A is saying "I have all routes that match the first
26 bits of the address 192.168.3.64."

Variable-Length Subnet Masks

Consider the network in the upper portion of Figure 3-8. All the subnets are
configured with a /24 mask, meaning that up to 28 - 2 = 254 hosts can be
addressed. This can be useful on the LAN links. However, only two addresses will
ever be required on each of the point-to-point serial WAN connections between
the two routers, one for each of the routers. Therefore, the other 252 addresses
available on each of these WAN subnets are wasted.

Figure 3-8. Using the Same Mask on LAN and WAN Links Can
Waste Addresses; Using Different Masks Can Be a More
Efficient Use of the Available Addresses
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Key Point

A major network is a Class A, B, or C network.

A fixed-length subnet mask (FLSM) is when all subnet masks
in @ major network must be the same size.

A VLSM is when subnet masks within a major network can be
different sizes.

The routing protocol in use in the network influences whether VLSMs can be
usedwe discuss why in the "Classifying Routing Protocols" section, later in this
chapter. If a routing protocol supports VLSMs, IP addresses can be allocated more
efficiently. For example, in the network shown in the lower portion of Figure 3-8,
the LAN subnets use a /24 mask, while the WAN subnets use a more appropriate
/30 mask. With a /30 mask, only 2 host bits exist, and therefore 22 - 2 = 2 host
addresses are available. This is the exact number of addresses required, one for
each of the routers.

Using VLSMs also means that the addressing plan can have more levels of
hierarchy, resulting in routes that can be summarized easily. This in turn results
in smaller routing tables and more efficient updates.

To see how VLSM addresses are calculated, consider the network in the upper
portion of Figure 3-9, with one LAN requiring 150 addresses, two LANs requiring
100 addresses each, and two point-to-point WANs. You have been given the
10.5.16.0/20 address space to use in this network, and you have been asked to
conserve as many addresses as possible (which also makes this exercise as
challenging as possible).

Figure 3-9. The Number of Addresses Required Determines
the Subnet to Use



Use 10.5.16.0/20 to address this network,
conserving as many addresses as possible.

100 addresses

| 150 addresses t %

"

100 addresses

10.5.17.0/25
10.5.18.0/30 s
10.5.16.0/24
10.5.18.4/30
10.5.17.128/25

For the left LAN, 150 addresses are needed; rounding up to the next power of 2
gives 256. Because 2% = 256, 8 host bits are needed. For the other two LANs, 100
addresses are needed; rounding up to the next power of 2 gives 128. Because 2’
= 128, 7 host bits are needed for each LAN. The WANs require 2 host bits each.

Because at most 8 host bits are needed, the 10.5.16.0/20 address can be further

subnetted into sixteen /24 subnets (leaving 8 host bits): 10.5.16.0/24,

10.5.17.0/24, and so on, up to 10.5.31.0/24, as shown at the top of Figure 3-10.

Subnet 10.5.16.0/24 can be used to address the left LAN.

Figure 3-10. Calculating the VLSM Subnetting for the
Network in Figure 3-9



10.5.16.0/20

1

Network  Original
bits | subnet bits Original host bits
10 5 0001 10000 . QOO0 000D
Additional
subnet bits host bits
10 5 Q001 10000 . (0000 0000
10 5 0001|0001 . (0000 0000
10 5 0001|0010 . (0000 0000
10 5 0001 11111 . 0000 0000
10.5.17.0/24
Metwork
bits Subnet bits
10 5 0001 0001 Q0 000 0QOO0O0
WESMt
*bte host bits
10 5 0001 0001 Qlooo 0000
10 5 0001 0001 11000 0000
10.5.18.0/24
MNetwork
hits Subnet bits
10 5 0001 0010 0 000 0000
VLSM subrnet  host
bits hits
10 5 0001 0010 000000 | 00
10 5 0001 0010 000001 |00
10 5 0001 0010 000010 | 00
10 5 0001 0010 111111 | 00

One of the unused /24 subnets, 10.5.17.0/24, can be further subnetted by 1 bit,

10.5.16.0/24
10.5.17.0/24
10.5.18.0/24

10.5.31.0/24

10.5.17.0/25
10.5.17.128/25

n

10.5.18.0/30
10.5.18.4/30
10.5.18.8/30

10.5.18.252/30

resulting in 2' = 2 subnets, each with 7 host bits, as shown in the middle of



Figure 3-10. The 10.5.17.0/25 and 10.5.17.128/25 subnets can be used to
address the LANs on the right.

Another of the unused /24 subnets, 10.5.18.0/24, can be further subnetted by 6
bits, resulting in 2° = 64 subnets, each with 2 host bits, as shown at the bottom
of Figure 3-10. Two of these subnets can be used to address the WANs. The
resulting addresses are shown in the lower portion of Figure 3-9.

Key Point

Remember that only unused subnets should be further
subnetted. In other words, if you use any addresses from a
subnet, that subnet should not be further subnetted. In the
example in the lower portion of Figure 3-9, one subnet,
10.5.16.0/24, is used on the left LAN. One of the unused
subnets, 10.5.17.0/24, is further subnetted for use on the
other two LANs. Another, as yet unused, subnet, 10.5.18.0/24,
is further subnetted for use on the WANSs.

Note

Because only two devices exist on point-to-point links, a
specification has been developed (as documented in RFC 3021,
"Using 31-Bit Prefixes on IPv4 Point-to-Point Links") to allow
the use of only 1 host bit on such links, resulting in a /31
mask. The two addresses createdwith the host bit equal to 0
and with the host bit equal to lare to be interpreted as the
addresses of the interfaces on either end of the link rather
than as the subnet address and the directed broadcast
address. Support for /31 masks is provided on some Cisco
devices running I0S Release 12.2 and later; details regarding
the support for this (and other features) on specific platforms
and IOS releases are identified at the Cisco feature navigator
site (http://www.cisco.com/go/fn).
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IPv4 Routing Protocols

Recall that routers work at the Open Systems Interconnection (OSI) model network layer, and
that the main functions of a router are first to determine the best path that each packet should
take to get to its destination, and second to send the packet on its way.



To determine the best path on which to send a packet, a router must know where the packet's
destination network is. Routers learn about networks by being physically connected to them or by
learning about them either from other routers or from a network administrator. Routes configured
by network administrators are known as static routes because they are hard-coded in the router
and remain therestaticuntil the administrator removes them. Routes to which a router is physically
connected are known as directly connected routes. Routers learn routes from other routers by
using a routing protocol.

Key Point

A router uses a routing protocol to learn routes which it then puts in a routing
table. A routed protocol is the type of packet forwarded, or routed, through a
network.%

IP is a routed protocol; this section explores routing protocols that can be used for IP. First, we
examine ways in which routing protocols are classified. We then discuss the different metrics that
routing protocols use to determine the best way to get to each destination network. This is
followed by a discussion of how convergence time and the ability to summarize routes are affected
by the choice of routing protocol. The final portion of this section describes the specific IP routing
protocols.

Classifying Routing Protocols

You can classify routing protocols in many ways. In the following sections, we describe four ways:
interior versus exterior, distance vector versus link state versus hybrid, flat versus hierarchical
routing, and classful versus classless routing.

Interior and Exterior Routing Protocols

An autonomous system (AS) is a network controlled by one organization; it uses interior routing
protocols, called interior gateway protocols (IGPs) within it, and exterior routing protocols, called
exterior gateway protocols (EGPs), to communicate with other autonomous systems.

Distance Vector, Link-State, and Hybrid Routing Protocols

When a network is using a distance vector routing protocol, all the routers send their routing
tables (or a portion of their tables) to only their neighboring routers. The routers then use the
received information to determine whether any changes need to be made to their own routing
table (for example, if a better way to a specific network is now available). The process repeats
periodically.

In contrast, when a network is using a link-state routing protocol, each of the routers sends the
state of its own interfaces (its links) to all other routers (or to all routers in a part of the network,
known as an area) only when there is a change to report. Each router uses the received
information to recalculate the best path to each network and then saves this information in its
routing table.

As its name suggests, a hybrid protocol borrows from both distance vector and link-state
protocols. Hybrid protocols send only changed information (similar to link-state) but only to
neighboring routers (similar to distance vector).



Key Point

In summary, link-state protocols send small updates everywhere only when a
change occurs, while distance vector protocols send larger updates periodically
only to neighboring routers. Hybrid routing protocols send small updates only
to neighboring routers and only when a change occurs.

Link-state routers have knowledge of the entire network, while distance vector routers only know
what their neighbors tell them.

Routers running distance vector routing protocols typically send updates in broadcast packets,
while those running link-state and hybrid routing protocols send the updates in multicast packets.
Recall that broadcast packets are received and processed by all devices on a network, so even
servers and PCs that have no need to see routing updates are interrupted by those sent in
broadcast packets. In contrast, special multicast addresses are defined for each routing protocol
that uses them. Only routers that are configured for that routing protocol and therefore need to
receive the updates receive and process them; other devices are not interrupted.

Routers running distance vector routing protocols have rules in place to help prevent routing
loops.

Key Point

A routing loop occurs when packets bounce back and forth between routers
because the routers are confused as to the best way to reach a destination
network. These loops can occur if a network has changed but the routers have
not yet all agreed on what the changed network looks like.

One of these rules for distance vector routing protocols is known as the split-horizon rule. This
rule states that if a router has a route in its routing table (in other words, if a router is using a
route) that it learned through an interface, it must not advertise that route out of that same
interface (even to a different device on that interface). This works fine unless the routing protocol
is being used in a nonbroadcast multiaccess (NBMA) network, such as Frame Relay. In an NBMA
environment, multiple routers are connected to each other using multiple virtual circuits on one
interface. For example, in the network in Figure 3-11, when Router A learns a route from Router
B, it wants to pass it to Router C. However, the split-horizon rule prevents it from doing this,
because Router A has only one physical interface, connected to both Routers B and C. (You can
find ways around this problem, including defining multiple virtual subinterfaces, one for each
virtual circuit, on the physical interface.)

Figure 3-11. The Distance Vector Split-Horizon Rule Prevents Router A
from Passing Routes Learned from Routers B to C



Distance vector routing protocols also use a hold-down mechanism to help prevent routing loops.
When a router running a distance vector routing protocol receives information that a route to a
destination has changed with the same or worse metric, it marks the route as being in a hold-
down state; the new route is not put into the routing table until the hold-down timer expires, to
give time for the other routers in the network to learn the new information.

Flat and Hierarchical Routing Protocols

Flat routing protocols have no way to restrict routes from being propagated within a major
network (a Class A, B, or C network). In contrast, hierarchical routing protocols allow the network
administrator to separate the network into areas and limit how routes are propagated between
areas. This in turn reduces the routing table size and amount of routing protocol traffic in the
network.

Classful and Classless Routing Protocols

Routing protocols can be categorized as classful or classless.

Key Point

Routing updates sent by a classful routing protocol do not include the subnet
mask.

Routing updates sent by a classless routing protocol include the subnet mask.

Because classful routing updates do not come with a subnet mask, devices must assume what the
subnet mask associated with a received route is. If a router has an interface in the same major
network as the received route, it assumes the same mask; otherwise, it assumes the default
mask, based on the class of the address. The IP address design implications of using a classful
routing protocol are as follows:



¢ FLSMs must be used; in other words, all subnets of the same major network must use the
same subnet mask.

e All subnets of the same major network must be contiguous; in other words, all subnets of
the same major network must be reachable from each other without going through a part
of any other major network.

e Classful routing protocols automatically summarize routes on the major network boundary.

Figure 3-12 uses subnet addresses from three major networks. The upper portion of the figure
illustrates routes sent through a network using a classful routing protocol. Router B assumes that
the mask of the 10.1.1.0 route sent by Router A must be the same as the mask on the 10.1.2.0
subnet to which it is connected, because the mask is not sent along with the route. Router B
summarizes all subnets of network 10.0.0.0 when it sends routing information to Router C
because it is sending the route on an interface that is in a different major network. For the same
reason, Router C summarizes network 172.16.0.0 when it sends routing information to Router D.

Figure 3-12. Classful Routing Protocols Automatically Summarize on
Major Network Boundaries; Classless Routing Protocols Do Not Have To
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Classless routing protocols include the subnet mask information with routing updates, so devices
do not have to make any assumptions about the mask that is being used. Therefore, classless
routing protocols support VLSMs, and subnets of the same major network can be discontiguous.
Classless routing protocols also allow route summarization to be manually configured and to be
turned off if it is automatic on the major network boundary. The lower portion of Figure 3-12
illustrates the routing information that could be sent when using a classless routing protocol.

Figure 3-13 illustrates a discontiguous network. Three subnets of the major network 10.0.0.0 are
allocated to the three LANs, and the three WANs are using subnets from the major network
172.16.0.0. If a classful routing protocol was used, Routers A, B, and C would all automatically
summarize when sending routes to Router DRouter D would have three routes to network
10.0.0.0. Router D would therefore send traffic for any of the subnets of 10.0.0.0 to any of the
other three routers, thinking that any of them can get to any of the available subnets; however,
you can see from the topology that this is not true.

Figure 3-13. Classful Routing Protocols Do Not Support Discontiguous
Networks; Classless Routing Protocols Do
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Instead, if a classless routing protocol is used, the following could be configured on the routers:

e Router A could report the route 10.1.1.0/24.
e Router B could report the route 10.1.2.0/24.
e Router C could report the route 10.1.3.0/24.

Router D could then send traffic for destinations on the three subnets to the correct router.
Metrics

One of a router's jobs is to determine the best path to each destination network. The routing
protocol metric is the value that the routing protocol uses to evaluate which path is best. Metrics
can include the following factors:

e Hop count The number of hops, or other routers, to the destination network; the path
with the least number of hops is preferred.

« Bandwidth The path with the lowest bandwidth segment is the least preferred path.

« Delay The path with the lowest accumulated delay (also called latency) is the preferred
path.

e Cost Usually inversely related to bandwidth; in other words, the path with the slowest
links has the highest cost and is the least preferred path.

« Load The utilization of the path (in other words, how much of the bandwidth is currently
being used). For example, in the Cisco Interior Gateway Routing Protocol (IGRP) and
Enhanced Interior Gateway Routing Protocol (EIGRP) metrics, load can be included as a
number from 0 to 255, representing a 5-minute exponentially weighted average load. Load
is not included by default in these calculations because it can be constantly changing.

« Reliability The likelihood of successful packet transmission. For example, in IGRP and
EIGRP metrics, reliability can be included as a number from 0 to 255, with 255 meaning
100 percent reliability and 0 meaning no reliability. Reliability is not included by default in
these calculations because it can change often (for example, with heavy traffic load).

Some routing protocols use a composite metric, which is a combination of various factors. For
example, IGRP and EIGRP use a metric that can include the bandwidth, delay, load, and reliability
of the path. (However, by default, these protocols only use the bandwidth and delay in their



metric calculations, as described in the "Routing Protocol Comparison" section, later in this
chapter.)

Key Point

A lower metric value indicates a better path. For example, a path with a hop
count of 2 is preferred over a path with a hop count of 5.

Note, however, that comparisons can only be made between the same metric
type; for example, you cannot compare a hop count of 2 to a cost of 10.

On Cisco routers, all IP routing protocols support equal-cost (or equal-metric) load balancing, the
ability to keep multiple paths, with the same metric, to the same destination network, and
balance (or share) the load between those paths. By default, Cisco routers can keep up to four
equal-cost paths and can be configured to keep up to six such paths.

Convergence Time

Key Point

A network is converged when the routing tables in all the routers are
synchronized so that they all contain a usable route to every available network.

Convergence time is the time it takes all the routers in a network to agree on
the network's topology, after that topology has changed.

Network design impacts convergence time significantly; in fact, proper network design is a must,
or else the network might never converge.!! Other factors that affect the convergence time
include the routing protocol used, the size of the network (the number of routers), and various
configurable timers.

For example, consider the type of routing protocol used. Assuming a proper design, link-state
routing protocols usually converge quicker than distance vector routing protocols, because they
immediately send the change to all other routers. Link-state routing protocols have a timer that
prevents them from calculating the new routes immediately (so that many changes can be
incorporated into one calculation); thus, they tend to converge within a few seconds.

Distance vector algorithms send updates periodically (every 30, 60, or 90 seconds is typical), so
you might think that it takes a long time for changes to propagate. Fortunately, the distance
vector routing protocols in use today are usually more intelligent and send flash updates. Flash
updates, also called triggered updates, are sent as soon as something changes so that the routers
are notified quickly. However, another mechanism prevents these routing protocols from
converging fastthe hold-down mechanism (to prevent routing loops). When a router running a
distance vector routing protocol receives information that a route to a destination has changed
with the same or worse metric, it marks the route as being in a hold-down state; the new route is
not put into the routing table until the hold-down timer expires. The hold-down timer is typically



set to three times the periodic update timer; this gives time for the other routers in the network
to learn the new information. Note, however, that a route in the hold-down state is still used to
forward traffic. Therefore, if a link goes down and then comes up before the hold-down timer
expires, it will be reachable. If the link remains down for the hold-down period, though, the router
connected to the link will reply to any packets destined for devices on the link with an error
message.

EIGRP is a hybrid routing protocol; it therefore has different convergence characteristics. EIGRP
does not use periodic updates or hold-down timers; it does send flash updates to its neighboring
routers, but only when necessary. EIGRP not only keeps the best routes in its routing table, but it
also keeps all the routes to all destinations in another table, called a topology table. If the best
route to a destination goes down, a router running EIGRP simply has to get the next-best route
from the topology table, if one exists, and put it in its routing table; thus EIGRP can converge
extremely fast. The router only has to talk to its neighboring routers if a suitable next-best route
in its topology table doesn't exist. This can occur, for example, if the downed link has resulted in a
significant change in the network, or if specific routes are no longer reachable through any paths.

Note

The "Routing Protocol Comparison" section, later in this chapter, details the
operation of each IP routing protocol.

Route Summarization

The routing protocol choice affects summarization. As noted in the "Classful and Classless Routing
Protocols" section earlier in this chapter, classful routing protocols automatically summarize on
the major network boundary; this automatic behavior cannot be turned off. Some classless
routing protocols also automatically summarize, but do allow summarization to be turned off and
also allow summarization to be turned on at other boundaries.

Routing Protocol Comparison
The following routing protocols can be used for IP:

¢ Routing Information Protocol (RIP), versions 1 and 2 (RIPv1 and RIPv2)
e IGRP

e EIGRP

e Open Shortest Path First (OSPF)

e Integrated Intermediate System-to-Intermediate System (IS-IS)

e Border Gateway Protocol (BGP) Version 4 (BGP4)

Table 3-2 shows where these routing protocols fit in the various categories discussed earlier in
this chapter. Each of the routing protocols is further described in the following sections. Later in
this chapter, the "IPv4 Routing Protocol Selection" section describes how to choose which routing
protocols you should use in your network, and what you need to consider if you decide to use
more than one routing protocol.
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[T EIGRP is a hybrid routing protocol, with some distance vector and some link-state characteristics.
"I BGP is a path vector routing protocol.

1 RIPv2 summarization has some restrictions; for details, refer to "IP Summary Address for RIPv2" at
http://www.cisco.com/en/US/products/sw/iosswrel/ps1830products feature guide09186a0080087ad1.html

Routing Information Protocol, Versions 1 and 2

RIP is the original IP distance vector routing protocol. RIPv1 is classful and RIPv2 is classless.
RIP's metric is hop count; for each destination, it selects the path with the least number of
routers. The hop count is limited to 15, so RIP is only suitable for small networks.

RIPv1 is not as popular as it once was. However, RIPv2 can still be used for small networks. The
main advantage of using RIP is its simplicity, as explained in the following list:

e Itis easy to understand how it works.

e Itis easy to predict which way traffic will flow because RIP only uses hop count for its
metric.

e Itis relatively easy to configure.

o Itis relatively easy to troubleshoot.

Both RIPv1 and RIPv2 automatically summarize at the major network boundary; RIPv2 allows this
functionality to be turned off, so it supports discontiguous addressing. Other RIPv2 improvements
over RIPv1 include its support for VLSMs, its use of multicast rather than broadcast for sending
routing updates, and its support for authenticating routing updates to ensure that routes are only
exchanged with authorized routers.

The main disadvantages of using RIP are its slow convergence (because it is a distance vector
routing protocol) and the fact that it only uses hop count as its metricit selects the path with the
least number of routers to the destination, without regard to the speed of the links on the path.
For example, RIP would choose a route that is two hops through a slow WAN connection rather
than going three hops over Ethernet.

RIP's snapshot routing feature allows it to be used on a dial-up network. This feature allows the
router on each side of the connection to take a snapshot of the routing table while the link is up,
and use that snapshot to update any other routers on its side of the connection while the link is
down. The link is only brought up when necessary, for example, when data needs to be sent
across itduring that time, the routing table can be updated.

Interior Gateway Routing Protocol

IGRP is a Cisco-proprietary routing protocol developed by Cisco to include many improvements
over RIP. As a classful distance vector routing protocol though, IGRP has relatively slow
convergence, does not support VLSMs, and automatically summarizes routes at the classful
network boundary. The distance vector split-horizon feature also restricts its ability to work on
NBMA networks, such as Frame Relay.

However, IGRP's metric provides a more useful gauge of a path's suitability in most networks.
IGRP uses a composite metric, with bandwidth, delay, load, and reliability all factored into the
metric equation. Some constants are used in the metric calculation; with their default values, the
IGRP metric formula is as follows:



metric = bandwidth + delay
The terms in this formula are defined as follows:

e The bandwidth is 1,000,000 divided by the smallest bandwidth along the pathin other
words, the slowest linkin kilobits per second (kbps).

e The delay is the sum of all the outgoing delays along the path in microseconds, divided by
10.

Note

The hop count and the maximum transmission unit (MTU) are also carried
along with IGRP routing updates. The MTU is the maximum packet size that
can be sent without fragmentation.

A lower metric value indicates a better pathfaster with the least amount of delay.

IGRP allows the network to be divided into what it calls autonomous systems, although this is a
different use of the term than in the previous discussion of interior and exterior routing protocols.
You can think of IGRP's use of the term as being similar to groups: You can have different groups
of routers running IGRP, and routing information is not shared among the groups unless you
explicitly configure the routers to do so. For example, if your network is running IGRP and your
organization acquires another organization that is also running IGRP, you might want to keep the
two networks separate initially, and just share specific routes. The autonomous system numbers
allow this to be accomplished easily.

Another feature introduced in IGRP is the ability to load-balance, or load-share, over unequal-cost
paths, not just over equal-cost paths, as other routing protocols can do. For example, consider
the network shown in Figure 3-14. From Router A's perspective, network 172.16.2.0 can be
reached in two waysthrough the serial 0 (S0O) interface at 64 kbps or through the serial 1 (S1)
interface at 128 kbps. Ordinarily, the 128-kbps link would be chosen as the preferred path
because it is faster, and all traffic would flow over that link. The 64-kbps link would not be used
(unless and until the faster link became unavailable). IGRP allows unequal-cost load balancing so
that traffic can flow across both links, in proportion to their speed. This makes better use of the
available bandwidth.

Figure 3-14. GRP (and EIGRP) Can Load-Balance over Both Equal- and
Unequal-Cost Paths
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Like RIP, IGRP is easy to configure and troubleshoot. However, because of its classful distance
vector behavior, IGRP is seldom used in today's networks; EIGRP is a better choice because it
retains all of IGRP's advantages and overcomes its disadvantages. In fact, Cisco will be



discontinuing IGRP in future software releases, and recommends EIGRP in its place.”

Note

Cisco has made it easy to change from running IGRP to EIGRP on a network.
The conversion can be made gradually, because routes between the two
routing protocols are automatically shared if the same autonomous system
number is used when configuring both protocols.

Enhanced Interior Gateway Routing Protocol

EIGRP, as its name indicates, is an enhanced version of IGRP and is also Cisco-proprietary. EIGRP
is a classless hybrid routing protocol that combines the best features of distance vector and link-
state routing protocols. EIGRP performs well on LANs and WANSs, including in NBMA environments;
unlike distance vector routing protocols, EIGRP's split-horizon feature can be turned off if
necessary for use on an NBMA network.

Note

EIGRP is not appropriate for use on a dial-up network because it maintains the
relationship with its neighboring routers by sending hello messages
periodically. Doing this on a dial-up connection would mean that the link would
have to remain up all the time.

EIGRP can be used to route not just IP but also Internetwork Packet Exchange (IPX) and
AppleTalk routed protocols. Each of these routed protocols is handled completely independently.
In this book, we only discuss the operation of EIGRP with respect to IP.

As a classless routing protocol, EIGRP supports VLSMs. It automatically summarizes on the
classful network boundary, but this summarization can be turned off and summarization can be
done at any other boundary in the network, by any of the EIGRP routers. This allows a
hierarchical topology to be supported. Although this is good design practice, it is not required by
EIGRP.

EIGRP is based on the Diffusing Update Algorithm (DUAL), which provides its very fast
convergence. The following list of EIGRP terms helps to explain how EIGRP operates:

 Neighbor table Each EIGRP router keeps a neighbor table to list the adjacent routers with
which it has formed a neighbor relationship.

e Topology table All routes learned to each destination, from all neighbors, are kept in the
topology table.

 Routing table Each EIGRP router chooses the best routes to each destination from its
topology table and puts them in its routing table.

Note



EIGRP keeps a separate neighbor table, topology table, and routing
table for each routed protocol for which it is running.

e Successor A successor, also called a current successor, is a neighbor router that has the
best route to a destination. Successor routes are kept in the routing table as well as in the
topology table.

« Feasible successor A feasible successor is a neighbor router that has a backup route to a
destination. Feasible successor routes are chosen at the same time that successor routes
are chosen, but they are only kept in the topology table. The DUAL algorithm only selects
feasible successor routes that are loop-free; in other words, routes that do not loop back
and go through the current router.

EIGRP routers exchange routes only with their neighboring routersneighbor relationships are
established and maintained with periodic, small, hello messages. Routing updates are only sent
when a change occurs, and only the changed information from the routing table is sent. All EIGRP
messages use multicast, rather than broadcast, to reduce interruptions of other network devices.

When an EIGRP router learns that a path it was using in its routing table (a successor route) has
gone down, it looks in its topology table to see whether a usable backup route is available,
through a feasible successor. If a route is available, the router copies that route to its routing
table and starts using itno further calculation or communication with other routers is required. As
mentioned earlier, this can result in extremely fast convergence after a change in the network. An
EIGRP router only has to send query messages to its neighborstrying to find alternate routes to
the destination now that the network has changedif it doesn't have a suitable backup route in its
topology table.

Convergence Time

Remember that network design is a critical factor in convergence times; the design
should take advantage of all the routing protocol's features. In general, though, EIGRP
networks typically have the fastest convergence times of all IP routing protocols if a
feasible successor existsthe network can converge in much less than 1 second. If no
feasible successor exists, query messages must be sent to neighboring routers, which
might have to send them to their neighbors, and so on, resulting in longer
convergence times. Link-state routing protocols typically converge faster than EIGRP
without a feasible successor.!8!

The DUAL algorithm uses the same metric calculation as that used by IGRP, but the value is
multiplied by 256 for EIGRP (because EIGRP uses 32 bits, instead of IGRP's 24 bits, for the
metric). EIGRP, like IGRP, supports both equal- and unequal-cost load balancing.

EIGRP uses much less bandwidth than IGRP because it only sends the routing table entries that
have changed only when a change occurs, rather than sending the entire table periodically. The
bandwidth used by the periodic hello messages can be a concern on slower WAN links with many
neighbors (as can occur on an NBMA network), but normally this is not an issue.

EIGRP, like IGRP, is easy to configure. It uses the same autonomous system numbers as IGRP,
and in fact can automatically share information with IGRP routers configured with the same
autonomous system number. No special configuration is required for different types of Layer 2



media (as is the case for OSPF, as described in the next section).

Open Shortest Path First

OSPF is a standard (not Cisco-proprietary) routing protocol, developed to overcome RIP's
limitations. As a classless link-state routing protocol, it supports VLSMs and convergences quickly.

Note

The latest version of OSPF for IPv4, OSPF version 2, is described in RFC 2328,
"OSPF Version 2."

OSPF requires a hierarchical design. The OSPF network is called a domain or an autonomous
system and is divided into areas. One backbone area exists, area 0, to which all other areas must
be connected and through which all traffic between other areas must flow. Figure 3-15 illustrates
an OSPF network. Traffic between Routers E and F in this figure, for example, must flow from area
1 through Router A, through the backbone area 0, and then into area 3 through Router C. (Even if
another physical link existed between the routers in these areas, it could not be used.)

Figure 3-15. Traffic Between OSPF Areas Must Go Through the Backbone
Area O

Area 0

A, B, and C are Area Border Routers (ABRs)
D is-an Autonumous System Boundary Router (ASBR)

The routers that are on the boundary between area 0 and another area are called Area Border
Routers (ABRs); Routers A, B, and C in Figure 3-15 are ABRs. ABRs are responsible for passing
traffic to and from the backbone. Routers that are the interface between the current OSPF domain
and other domains (for example, using static routes) are called Autonomous System Boundary
Routers (ASBRs). Router D in the figure is an ASBR. The ASBR takes care of exchanging routing
information between the current OSPF domain and the external domain.



An OSPF router communicates and maintains relationships with other routers using a hello
protocol, similar to the one used by EIGRP. OSPF routing updates are sent in link-state
advertisements (LSAs), describing the state of links (interfaces); LSAs are sent in multicast
packets called link-state updates (LSUs). An OSPF router exchanges LSAs about all its links with
all the routers in its area so that all routers in an area have the same information. Each router
puts this information in its topology table and then runs the shortest path first (SPF) algorithm to
calculate its shortest path to each destination network. These shortest paths are put in the routing
table.

Different types of LSAs are sent, depending on the type of router (ABR, ASBR, and so on) that is
sending the advertisement. An OSPF router sends an LSA whenever it detects a change; this can
result in a lot of bandwidth being used if the network is not stable. OSPF routers receive LSAs and
run the SPF algorithm whenever a change occurs in the network. Timers ensure that OSPF waits
for a few seconds after receiving an LSA before running SPF so that multiple changes can be
incorporated into one SPF calculation. This helps to limit the resources used by OSPF, but it also
means that the convergence time is increased.

Note

The OSPF incremental SPF feature, introduced in Cisco Internet Operating
System (I0OS) Release 12.0(24)S, allows OSPF to converge faster when a
network topology changes. Information on this feature is available in the "OSPF
Incremental SPF" document.!

OSPF routers do not automatically summarize routes. By default, all routing information is sent to
all OSPF routers in the domain, although it might be sent in a different LSA type. Manual
summarization can be configured, but only on ABRs and ASBRs. Thus, a sound IP addressing
design is important, to ensure that the ABR can summarize routes so that the routing protocol
traffic between areas is kept to a minimum.

OSPF also supports defining different types of areas to limit the amount of routing traffic passing
into areas. For example, on Cisco routers an OSPF area can be configured as a totally stubby area
so that only a default route is passed into the area; traffic for any destinations external to the
area is sent out on the default route. This configuration is useful for areas that do not connect to
non-OSPF networks. The routers within the area then only have to keep minimal routing
information, but can still get to all destinations.

OSPF treats different Layer 2 media differently, and special configuration is required for some
Layer 2 media. For example, OSPF can run on NBMA networks, but it requires special
configuration to do so. For use over dial-up links, an OSPF feature called demand circuit (DC) can
be configured; it suppresses the hello messages.

The metric used by OSPF is called the cost, and it is inversely proportional to the bandwidth of the
interfacein other words, slower links have a higher cost. On Cisco routers, the default cost
calculation is as follows:

Cost = Reference bandwidth in Mbps / Bandwidth

The default reference bandwidth is 100 Mbps. The bandwidth in this formula is the bandwidth
defined on the interface, which can be configured differently than its default. Using the default
reference bandwidth value in the formula assumes a maximum bandwidth of 100 Mbps (resulting



in a cost of 1). You can change the reference bandwidth value on the routers in the network if you
have faster interfaces (it should be set to the same value on all routers to ensure a consistent
calculation). You can also manually set the cost on each interface.

OSPF does not limit the number of hops that a routing update can travel in the network.
In "Designing Large-Scale IP Internetworks,"®% Cisco recommends the following guidelines:

 An area should have no more than 50 routers.
e Each router should have no more than 60 OSPF neighbors.
* A router should not be in more than three areas.

These values are recommended to ensure that OSPF calculations do not overwhelm the routers.
Of course, the network design and link stability can also affect the load on the routers.

Integrated Intermediate System-to-Intermediate System

Integrated IS-IS is a link-state classless routing protocol that has the following similarities with
OSPF:

e It supports VLSMs.

e It requires a hierarchical topology and defines areas.

e It converges fast.

e It does not summarize automatically but does allow manual summarization.
e It uses the SPF algorithm to compute the best paths.

Note

Integrated IS-IS is defined in RFC 1195, "Use of OSI IS-IS for Routing in
TCP/IP and Dual Environments."

Many differences also exist between the two protocols. The main difference relates to the fact that
IS-IS is the routing protocol for the OSI protocol suite, specifically to route Connectionless
Network Protocol (CLNP) data. CLNP is a routed protocol of the OSI suite, just as IP is the routed
protocol for the TCP/IP suite. Integrated IS-IS is an extended version of IS-IS used for IP. Recall
that EIGRP also supports multiple routed protocols (IP, IPX, and AppleTalk); with EIGRP, each of
these routed protocols is handled independently. With Integrated IS-IS, the IP routing information
is included as part of the CLNP routing information. Therefore, OSI protocol suite addresses must
be configured even if IS-IS is only being used for routing IP.

OSI protocol suite addresses, which are a maximum of 20 bytes long, are called network service
access points (NSAPs). Each device, rather than each interface, has an address. Although
Integrated IS-IS is used extensively by ISPs, OSI addresses are not widely understood, and
therefore this routing protocol is not widely used outside of ISPs.

Another difference between IS-IS and OSPF is how areas are defined and used. The following OSI
terminology and Figure 3-16 help to explain how Integrated IS-IS operates:

e A domain is any part of an OSI network that is under a common administration; this is the
equivalent of an autonomous system or domain in OSPF.
e Within any OSI domain, one or more areas can be defined. An area is a logical entity



formed by a set of contiguous routers and the links that connect them. All routers in the
same area exchange information about all the hosts that they can reach.

e The areas are connected to form a backbone. All routers on the backbone know how to
reach all areas.

e An end system (ES) is any nonrouting host or node.

* An intermediate system (1IS) is a router.

e OSI defines Level 1, Level 2, and Level 3 routing. Level 1 (L1) ISs (routers) communicate
with other L1 ISs in the same area. Level 2 (L2) ISs route between L1 areas and form a
contiguous routing backbone. L1 ISs only need to know how to get to the nearest L2 IS.
Level 3 routing occurs between domains.

e L1 routers (ISs) are responsible for routing to ESs inside an area. They are similar to OSPF
routers inside a totally stubby area.

« L2 ISs only route between areas, similar to backbone routers in OSPF.

e Level-1-2 (L1-2) routers can be thought of as a combination of an L1 router
communicating with other L1 routers and an L2 router communicating with other L2
routers. L1-2 routers communicate between L2 backbone routers and L1 internal routers;
they are similar to ABRs in OSPF. The backbone consists of both L2 and L1-2 routers.

Figure 3-16. Integrated IS-IS Level 2 and Level-1-2 Routers Form a
Contiguous Backbone
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Notice that the edge of an IS-IS area is on a link, rather than inside of a router, as is the case for
OSPF. Also notice that it is easy to extend the IS-IS backbone and add on more areas. You just
need to configure a router as L2 or L1-2 and connect it to another L2 or L1-2 router, and it is part
of the backbone. This flexibility means that IS-IS is much easier to expand than OSPF. IS-IS also
sends out less update packets than OSPF, resulting in less traffic and therefore allowing more
routers per area.

IS-IS routes can only be summarized by L1-2 routers as they are sent into Level 2. All L1-2
routers in an area should perform the same summarization so that the other areas see only the
summary routes; otherwise, traffic will flow to the router that is not summarizing, because it
advertises more specific routes.



Note

If more than one entry in the routing table matches a particular destination,
the longest prefix matchthe most specific route that matchesin the routing
table is used. Several routes might match one destination, but the one with the
longest matching prefix is used.

Integrated IS-IS does not inherently support NBMA point-to-multipoint networks; in this case,
multiple subinterfaces must be used to create multiple point-to-point networks.

IS-IS on Cisco routers assigns all interfaces a metric value of 10; it does not take into account the
bandwidth of the link. This obviously is not appropriate in networks with varying link speed; in
fact, it behaves similar to RIP's hop count metric. The metric for IS-IS can be changed manually
on each interface, and should be done so for proper routing behavior.

Border Gateway Protocol Version 4

BGP4 is the exterior routing protocol, the EGP, for the TCP/IP suite and is used extensively
throughout the Internet.

BGP is based on distance vector operation and uses a path vector as its metric. A path vector is a
set of attributes of a path to a destination, including a list of AS numbers that the path goes
through. The number of autonomous systems in this list can be thought of as being similar to a
hop count, and can be used to affect the choice of which path is considered to be the best.

BGP is needed if an organization has more than one Internet connection and needs to determine
which information should flow through each connection. BGP is also required if the AS allows
packets to transit through it, from one AS to another AS; in this case, it is called a transit AS. An
ISP is an example of a transit AS. Another reason to use BGP is if the AS must manipulate the
flow of traffic entering or leaving the AS. In this latter case, BGP is being used as a policy-based
protocolpolicies can be defined to affect the way traffic flows through the AS.

In BGP, each AS is assigned an AS number. AS numbers are 16 bits, with values from 1 to 65535.
Private AS numbers are 64512 through 65535; these are much like the private IP addresses and
are not to be used on the Internet. (We only use private AS numbers in this book, just as we only
use private IP addresses.)

BGP uses TCP to communicate. Any two routers that have formed a TCP connection to exchange
BGP routing informationin other words, that have formed a BGP connectionare called BGP peers or
neighbors.

BGP peers can be either internal or external to the AS. When BGP is running between routers
within one AS, it is called internal BGP (IBGP). IBGP exchanges BGP information within the AS so
that it can be passed to other autonomous systems. As long as they can communicate with each
other, routers running IBGP do not have to be directly connected to each other. For example, if
EIGRP is running within the AS, the routers will have routes to all destinations within the AS; they
use this EIGRP routing information to send the BGP information to the routers that need it. You
can think of IBGP running on top of the interior routing protocol (EIGRP in this example)it uses
the interior routing protocol to send its BGP information.

When BGP is running between routers in different autonomous systems, it is called external BGP



(EBGP). Routers running EBGP are usually connected directly to each other.

Note

Understanding BGP operation is crucial to implementing it successfully. Many
BGP parameters can be changed, and many BGP features can be
configuredconfiguring and troubleshooting BGP can be complex. Because BGP
typically involves connections to the Internet, errors can be catastrophic.

BGP4 is a classless routing protocol, so both the route and the prefix information are included in

the routing updates. Thus, BGP4 supports VLSMs. It also supports classless interdomain routing

(CIDR) addressingblocks of multiple addresses (for example, blocks of Class C addresses) can be
summarized, resulting in fewer entries in the routing tables.

e rrc | nExT
e prc | NEXT

IPv4 Routing Protocol Selection

This section describes the process of choosing routing protocols for your network
and discusses the concepts of redistribution, filtering, and administrative
distance.

Choosing Your Routing Protocol

To decide which routing protocol is best for your network, you need to first look
at your requirements. You can then compare your requirements to the
specifications for the available routing protocols, as detailed in the previous
sections and summarized earlier in Table 3-2, and choose the routing protocol
that best meets your needs.

Recall that Chapter 1, "Network Design," described the hierarchical model in
which a network is divided into three layers: core, distribution, and access.
Because each layer provides different services, they typically have different
routing requirements and therefore use different routing protocols. The specific
network function performed at each of these layers is as follows:

e Access layer Provides end-user and workgroup access to the resources of
the network.

- Distribution layer Implements the organization's policies (including
filtering of traffic) and provides connections between workgroups and
between the workgroups and the core.

e Core layer Provides high-speed links between distribution-layer devices
and to core resources. The core layer typically uses redundancy to ensure
high network availability.



Thus, the different routing protocols suitable at each layer are as follows:

e In the core layer, a fast-converging routing protocol is required: EIGRP,
OSPF, and IS-IS are the possible choices. OSPF and IS-IS require a
hierarchical topology with areas defined; EIGRP supports a hierarchical
topology but doesn't require it. EIGRP is Cisco-proprietary, so it can only
be supported if all routers are Cisco routers. IS-IS requires OSI addresses
to be configured, which is not a common skill.

e In the distribution layer, any of the interior routing protocols are suitable,
depending on the specific network requirements. For example, if it is an
all-Cisco network and has a mixture of link types so that VLSMs would be
appropriate, EIGRP would be the logical choice. Because the distribution
layer routes between the core and access layers, it might also have to
redistribute (share with) and/or filter between the routing protocols
running in those layers, as described in the next section.

e The access layer typically includes RIPv2, IGRP, EIGRP, OSPF, or static
routes. The devices in this layer are typically less powerful (in terms of
processing and memory capabilities) and therefore support smaller routing
tablesthus, the distribution layer should filter routes sent to this layer.
Remember that EIGRP is not suitable for use in a dial-up network and that
distance vector routing protocols have issues in NBMA networks.

Redistribution, Filtering, and Administrative Distance

Key Point

If two (or more) routing protocols are run in the same
network, information from one routing protocol can be
redistributed with, or shared with, another routing protocol.
Routers that participate in more than one routing protocol
perform the redistribution.

Redistribution can be bidirectionalthe information from each routing protocol is
shared with the other. It can also be performed in only one direction, with default
routes used in the other direction. You must be careful not to introduce routing
loops when you use redistribution.

Key Point

Routes can be filtered to prevent specific routes from being
advertised. In other words, the router can exclude specific
routes from the routing updates it sends to other specific
routers.

Route filtering is useful when redistribution is being used, to help prevent routing
loops.



For example, consider the network in Figure 3-17, with IGRP running in the upper
part and RIPv2 running in the lower part. Both Routers A and B are configured to

pass IGRP information into the RIPv2 network, and RIPv2 into the IGRP network,

with the intention that all devices can reach all networks.

Figure 3-17. Routers A and B Are Redistributing Between
IGRP and RIPv2
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A problem can occur if both Routers A and B redistribute the full content of their
routing tables, because more than one path exists between the IGRP and RIPv2
networks. For example, Router B can pass information about network 10.0.0.0 to
Router E, which can pass it to Router D, which can pass it to Router C, which can
pass it to Router A. Router A is connected to network 10.0.0.0, but depending on
how the redistribution is configured, Router A might think that the path to some
of the subnets of network 10.0.0.0 through Router C is betterthrough the IGRP
network. If Router A passed this information to Router F, and so on, traffic from
the RIPv2 part of the network might loop around the entire network before ending
up where it startedin other words, the potential exists for a routing loop. Specific
route filtering can be configured to avoid thisyou must know your network and
ensure that you are not introducing problems.

Because each routing protocol uses different metrics, you can't compare one
metric with anotherfor example, how do you compare whether 3 RIP hops are
better than an OSPF cost of 10? Thus, when multiple routing protocols are run on



Cisco routers, another parameter, called the administrative distance, compares

the routing protocols.

Key Point

Cisco routers use the administrative distance in the path
selection process when they learn two or more routes to the
same destination network or subnet from different sources of
routing information, such as different routing protocols. The
administrative distance rates the believability of the sources of

routing information.

The administrative distance is a value between 0 and 255; the
lower the value, the higher the believability of the source of

the routing information.

Table 3-4 lists the default administrative distance of the sources of routing
information, including routing protocols, supported by Cisco routers.

Table 3-3. Administrative Distance of Routing Protocols

Route Source

Default Distance

Connected interface, static route out an interface

0

Static route to an address 1
EIGRP summary route 5
EBGP 20
Internal EIGRP 90
IGRP 100
OSPF 110
IS-IS 115
RIPv1, RIPv2 120
External EIGRP 170
Internal BGP 200
Unknown 255

For example, consider a router that receives a route to network 10.0.0.0 from
RIPv2 (with an administrative distance of 120) and also receives a route to the
same network from IGRP (with an administrative distance of 100). The router
uses the administrative distance to determine that IGRP is more believable; the




router therefore puts the IGRP route into its routing table.

The administrative distance can be changed from its default value, either for all
routes from a routing protocol or for specific routes. This can help to eliminate
routing loops.

Note

Many details about routing protocol operation and
configuration, including redistribution, filtering, and
administrative distances, are provided in the book CCNP Self-
Study: Building Scalable Cisco Internetworks (BSCI), Second
Edition, by Paquet & Teare, Cisco Press, 2003.
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Summary

In this chapter, you learned about IPv4 address design and routing protocol
selection.

The following topics were explored:

e« Why proper IP addressing and protocol selection are critical to your
business

« IP address design issues, including private addresses and NAT, how subnet
masks are used and selected, hierarchical addressing and summarization,
and VLSMs

e The various features of routing protocols in general, and the specifics for
the IP routing protocols RIPv1, RIPv2, IGRP, EIGRP, OSPF, Integrated IS-
IS, and BGP4

e The process that chooses IP routing protocols for your network and the
concepts of redistribution, filtering, and administrative distance

NEXT B
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Chapter 4. Network Security Design

This chapter describes the concepts that relate to network security and includes
the following sections:

Making the Business Case

Hacking
Vulnerabilities

Threats
Mitigating Technologies
SAFE Campus Design

Not long ago, the campus network's sole purpose was to provide connectivity.
Nowadays, the campus network is an intricate part of business success, providing
productivity tools in every part of the infrastructure. Therefore, sound security
must protect the network to ensure high availability, integrity, and confidentiality
of the data.

You can deal with risk in four ways: you accept it, you reduce it, you ignore it, or
you transfer it. In network security, you seek to reduce the risk with the help of
sound technologies and policies. This chapter focuses on reducing the risk and on
the security technologies available in campus network design to mitigate
vulnerabilities and threats.

Network security can be a complicated but exhilarating subject. Prior to jumping
into the design aspects of network security, we review the basics of hacking and
the equipment available to mitigate threats.



Note

Appendix B, "Network Fundamentals," includes material that
we assume you understand before reading the rest of the
book. Thus, we encourage you to review any of the material in
Appendix B that you are not familiar with before reading the
rest of this chapter.

NEXT B
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Making the Business Case

Not a week goes by without news of another network attack. CERT, a U.S.
federally funded center coordinating communication during security emergencies,
estimated that security breaches in the United States totaled 153,000 in 2003,
almost double that of the prior year and more than a sevenfold increase in three
years.

Virsus, Worms, and Trojan Horses

A virus is a program that triggers a damaging outcome. Viruses often
disguise themselves as executables with clever filenames like "You
won." A virus requires a human action, such as opening an e-mail
attachment, to be activated.

A worm is a virus that can self-duplicate. A worm might have the
capability of scanning the network and infecting neighboring
workstations.

A Trojan horse pretends to be an inoffensive application when in fact it
might contain a destructive payload. An example of a Trojan horse
could be an attachment that, after being opened, shows a picture of a
cute puppy, but in the background, the code is reading the e-mail
addresses of the user's address book and forwarding those addresses
to a hacker's repository for future spam use. Trojan horses are not
considered viruses because they don't reproduce themselves.

When dealing with network security, one trend is certain: Attacks are becoming
more complex. Blaster and SoBig.F, which we explain in the following sidebar, are
examples of those complex threats called combo malware. Malware is a generic
term that describes malicious software such as viruses and Trojan horses. Combo
malware are hybrid menaces that combine destructive components of different
threats. For example, a worm that carries a viral payload would be called combo
malware.



Infamous AttacksA Short List
Code Red
Date: July 2001

Characteristics: Worm that infected Microsoft Internet Information
Servers (IISs) and defaced web pages of infected servers with the
message "HELLO! Welcome to http://www.worm.com! Hacked By
Chinese!" The worm continued spreading and infected more IISs on the
Internet. After about 20 days following the infection of a server, the
worm launched a denial of service (DoS) attack on several fixed IP
addresses, among which was the White House address. We explain DoS
in detail in the section "Denial of Service Attacks," later in this chapter.

I Love You

Date: May 2000

Characteristics: Often called a virus, this attack's behavior is more
related to being a worm, considering how it spread. When a user

opened an infected e-mail attachment, that user's system was infected,
and it replicated itself to everyone in the user's address book.

Melissa

Date: 1999

Characteristics: Virus that spread inside Microsoft Word macros.
Nimda

Date: September 2001

Characteristics: Worm that infected Microsoft IISs and any computer on
which the e-mail attachment was opened. Nimda's payload is a "traffic
slowdown," but it doesn't destroy or cause harm other than creating
delays.

Slammer

Date: January 2003

Characteristics: Sent traffic to randomly generated IP addresses,
hoping to find a host that runs the Microsoft SQL Server Resolution
Service so that the target can propagate more copies of the worm.
Blaster

Date: August 2003

Characteristics: The worm was programmed to start a SYN flood attack




on August 15 against port 80 of http://www.windowsupdate.com,
thereby creating a DoS attack against the site. SYN floods and DoS are
explained in the section "Denial of Service Attacks," later in the
chapter.

SoBig.F
Date: August 2003

Characteristics: A worm that set a record for the sheer volume of e-
mails it generated. It was also a Trojan horse because it masqueraded
as an innocuous e-mail with a subject line such as "RE: Details" and
with an attachment with a filename such as details.pif.
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Hacking

Most of us equate hacking with malicious activities. In fact, hacking is defined as
working diligently on a computer system until it performs optimally. The popular
use of the term hacking is more related to cracking, which is defined as the act of
unlawfully accessing a network infrastructure to perform unethical activities. But
for the purposes of this book, the widely accepted term hacking denotes malicious
activities directed at networks and systems.

Types of Hackers

There are as many motivating factors for hacking as there are hacker types. From
the script-kiddy who downloads hacking shareware and follows on-screen
instructions to the cyber-terrorist, one thing is certain: They want to inflict pain
on your organization.

Also, although they are not necessarily qualifying as hackers, careless employees
can also be dangerous to your organization.

Even a CEO Can Be Dangerous to His Company

Following a slideshow presentation, the CEO of a publicly traded
company briefly stepped aside from the podium. Upon his return, he
discovered that his laptop, with all its precious corporate information,
was gone. A security policy that forces employees to use a locking
system for their laptop might have prevented this theft.

White-Hat Hackers

Not all hackers spell trouble. White-hat hackers are either reformed hackers or



network professionals who have achieved mastery of the art and science of
hacking. White-hat hackers are paid to provide penetration testing of the
corporate network and to produce a detailed report of their findings. White-hat
hackers are sometimes hired inconspicuously by senior management to test the
ability of the IT department to detect and deal with attacks.

White-Box and Black-Box Hacking

White-box hackers are provided with some design and knowledge of an
organization's network infrastructure prior to attempting their hacks of
the system. Black-box hackers have no prior knowledge of the network
before attempting to hack it.

Regardless of whether the hacking motivation is benevolence, carelessness, or
maliciousness, hackers wouldn't exist if vulnerabilities weren't available to exploit.
The next section delves into network vulnerabilities.

e rrcv | wExT
e rrcv | wExT

Vulnerabilities

Regardless of the hackers'motivation, they intrude networks by exploiting
vulnerabilities, and the consequences can range from embarrassment to
significant downtime and revenue losses.

Key Point

Vulnerability is defined as the characteristics of a system that
allow someone to use it in a suboptimal manner or allow
unauthorized users to take control of the system in part or
entirely.

Vulnerabilities usually fall into one of the following categories:

» Design issues
* Human issues
« Implementation issues

Design Issues

Design issues refer to inherent problems with functionality because of operating



system, application, or protocol flaws.
Human Issues

The human issues category of vulnerabilities refers to administrator and user
errors, such as unsecured user accounts, unsecured devices, or open devices
(devices that have not been hardened).

Hardening a Box

When they ship, many servers'operating systems and network
appliances are, by default, open. It is the system administrator's
responsibility to harden a device. Hardening a device refers to the
process of closing unused ports and limiting the functionality of some
features. An example of hardening a box would be to close ports that
are not being used on a UNIX web server that, by default, might have
its ports 21, 23, and 25 open. In this case, only port 80 should be
active.

Implementation Issues

Implementation issues deal with creation, configuration, and enforcement of
security policies, such as password policies, remote-access policies, Internet
usage policies, e-mail policies, and so on.

Because technological advancement usually precedes policy formulation, the
organization must promote a secure culture where users know how to extrapolate
from current policies to judge actions to be taken when faced with a new
networking situation.

For example, an organization might not have had a wireless policy when the first
low-cost wireless access point (WAP) became available. Even if it was not
specifically detailed in a policy that an employee can't connect his own WAP to the
network, he should be able to draw that inference.
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Threats

As mentioned earlier, regardless of their motivation, hackers capitalize on
vulnerabilities. Hackers exploiting vulnerabilities are real threats to network
security.

The following is a generic list of attack categories:

 Reconnaissance attacks
» Access attacks
« Information disclosure attacks



 Denial of Service Attacks
Reconnaissance Attacks

Reconnaissance attacks consist of intelligence gathering, often using tools like
network scanners or packet analyzers. The information collected can then be used
to compromise networks.

Some of the proverbial reconnaissance attacks, conducted with specialized tools,
are as follows:

 Ping sweeping To discover network addresses of live hosts

« Network and port scanning To discover active ports on target hosts

e Stack fingerprinting To determine the target operating system (0OS) and
the applications running on targeted hosts

¢ Enumeration To infer network topology

Access Attacks

During an access attack, the hacker exploits the vulnerabilities he has discovered
during the reconnaissance attack. Some common access attacks are as follows:

« Entry Unlawful entry to an e-mail account or database.

e Collect The hacker gathers information or passwords.

e Plant The hacker might create a back door so that he can return at a later
time.

e Occupy The hacker might elect to control as many hosts as he wants.

e Cover The hacker might cover his tracks by attempting to change the
system logs.

Access Subterfuges

Hackers continuously come up with crafty access attacks. Consider the case of a
user who receives an e-mail tantalizing him to play a virtual game of Spinning
Wheel for a cash prize by simply opening the attachment. In the short time it
takes the user to open the attachment, wait for the spinning wheel to stop
turning, and hope the needle points to WINNER, an inconspicuous application
meticulously collects all the entries in the user's e-mail address book and sends
them back to the originator of the attack. The originator could be a spammer who
plans to use this information for future spamming.

Proper dissemination and enforcement of an e-mail security policy would have
taught the user not to open an attachment from an unknown source.
Alternatively, the organization might have considered installing an e-mail filtering
service to purge the message of executable attachments. E-mail filtering is
discussed in the section "Content Filtering," later in this chapter.

Information Disclosure Attacks

Information disclosure attacks are different from an access attack in the sense
that the information is provided voluntarily through a sophisticated subterfuge.
The following attacks, though considered information disclosure attacks, could fall
into the category of white-collar crimes:



e Social engineering
e Phishing

Social Engineering

Social engineering, a form of low-tech hacking, is defined as someone, claiming
to be someone he is not, who approaches a user either through e-mail or through
a phone call for the purpose of infiltrating the organization. Great technical ability
is not necessary to perform social engineering.

Phishing

Internet scammers who cast about for people's financial information have a new
way to lure unsuspecting victims: they go phishing. Phishing is a high-tech scam
that uses spam or pop-up messages to deceive readers into disclosing credit card
numbers, bank account information, Social Security numbers, passwords, or
other sensitive information. Figure 4-1 is an example of an e-mail that looked
legitimate but was actually a scam.

Figure 4-1. Phishing E-mail
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Unfortunately, no security systems can protect against information disclosure.
Only the dissemination and enforcement of sound security policies can help users
learn to be suspicious and to confirm the origin of these e-mails prior to taking
actions.

Denial of Service Attacks

With a DoS attack, a hacker attempts to render a network or an Internet
resource, such as a web server, worthless to users. A DoS attack typically
achieves its goal by sending large amounts of repeated requests that paralyze the
network or a server.

A common form of a DoS attack is a SYN flood, where the server is overwhelmed
by embryonic connections. A hacker sends to a server countless Transmission
Control Protocol (TCP) synchronization attempts known as SYN requests. The
server answers each of those requests with a SYN ACK reply and allocates some
of its computing resources to servicing this connection when it becomes a "full
connection." Connections are said to be embryonic or half-opened until the
originator completes the three-way handshake with an ACK for each request
originated. A server that is inundated with half-opened connections soon runs out
of resources to allocate to upcoming connection requests, thus the expression
"denial of service attack."

The following sidebars provide the anatomy of DoS attacks and distributed DoS
(DDoS) attacks.

Anatomy of a Simple DoS Attack

A proverbial DoS attack called Land.c sends a TCP SYN request, giving
the target host's address as both source and destination, and using the
same port on the target host as both source and destination (for
example, source address 10.0.0.1:139 to destination address
10.0.0.1:139).

Anatomy of a Complex Distributed DoS Attack

A common form of DoS attack is a DDoS attack. In the case of DDoS, an
attacker finds hosts that he can compromise in different organizations
and turns them into handlers by remotely installing DDoS handler
software on them, as shown in Figure 4-2.

Figure 4-2. DDoSCreating an Army of Agents'l!
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Those handlers in turn scan their own corporate network, hunting for
workstations to compromise and turn into DDoS agents. Those agents are also
referred to as bots, thus the expression of botnets.

When his army of agents is strategically in place, the hacker launches the attack.
He transmits his orders for the mission to the handlers and agents; these orders
usually cause each of these hosts to send large quantities of packets to the same
specific destination, at a precise time, thus overwhelming the victim and the path
to it. It also creates significant congestion on corporate networks that are infected
with handlers and agents when they all simultaneously launch their attack on the
ultimate victim.

As an added twist, the crafty hacker might have requested that the agents use a
spoofed source IP address when sending the large quantities of packets to the
destination. The target would reply to the best of its ability to the source, which
happens to be an innocent bystander, as shown in Figure 4-3.

Figure 4-3. DDoSLaunching an Attack Using a Spoofed
Source IP Address?
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A basic knowledge of the different types of threats and attacks is crucial to
understanding the purpose of mitigation equipment and proper network security
design. These topics are covered in the following sections.
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Mitigating Technologies

Known threats can usually be mitigated by security equipment and sound security
policies.

The following sections cover the most pervasive mitigation techniques, which are
grouped in these four major categories:

e Threat defense
- Virus protection
- Traffic filtering

- Intrusion detection and prevention



- Content filtering

» Secure communication
- Encrypted Virtual Private Network (VPN)
- Secure Socket Layer (SSL)
- File encryption

e Trust and identity
- Authentication, authorization, and accounting (AAA)
- Network Admission Control (NAC)
- Public key infrastructure (PKI)

« Network security best practices
- Network management
- Assessment and audits
- Policies

Threat Defense

Threat defense refers to the activities that are necessary to guard against known
and unknown attacks, specifically by doing the following:

e Defending the edge
e Protecting the interior
¢ Guarding the end points

To do so, the campus design should include the following:

» Virus protection

e Traffic filtering

e Intrusion detection and prevention
e Content filtering

Virus protection

Probably the easiest and most cost-effective way to start protecting an
organization is through up-to-date virus protection.

Virus scanning can be performed at the following levels on a network:

¢ Hosts Workstations and servers.

« E-mail servers Incoming messages are scanned prior to being passed to
the recipient.

¢ Network An intrusion detection system (IDS) or intrusion prevention
system (IPS), covered in the section "Intrusion Detection and Prevention,




later in this chapter, can report to the IT manager that a virus signature
was detected.

Practitioners recommend that IT departments implement different brands of virus
protection at different junctions and functions of the network, thus benefiting
from multiple comprehensive virus-signature databases and hopefully enlarging
the spectrum of the virus dragnet.

Traffic Filtering

Traffic filtering can be achieved at many layers of the OSI model. It can be done
at the data link layer using the Media Access Control (MAC) address but is most
commonly done at the network layer through packet filtering. Packet filtering is

further divided into the following areas:

e Static packet filtering
e Dynamic packet filtering

Static Packet Filtering

Static packet filtering is also referred to as stateless packet filtering or stateless
firewalling. 1t is often performed at the perimeter router, which acts as the logical
point of demarcation between the ISP and the corporate network. With stateless
firewalling, the router does not track the state of packets and does not know
whether a packet is part of the SYN process, the actual transmission, or the FIN
process. A stateless firewall typically tracks only IP addresses and therefore can
be tricked by a hacker who spoofs IP addresses.

Dynamic Packet Filtering

Dynamic packet filtering is also referred to as stateful firewalling. It is usually
done by a firewall, which is a dedicated appliance that performs packet scans.
Stateful firewalling capabilities are also built into some routers.

The default behavior of a firewall is that outgoing traffictraffic that flows from the
inside network to the outside networkis allowed to leave and its reply traffic is
allowed back in. However, traffic that originates from the outside network and
attempts to come to the inside network is automatically denied. This is possible
because the firewall meticulously tracks connections and records the following
connection-state information in a table:

e Source IP address

e Destination IP address

e Source port

e Destination port

e Connection TCP flags

e« Randomized TCP sequence number

This default behavior of a firewall is sometimes changed to accommodate the
presence of a corporate server to which outside users need access. This "public"
server is usually located in the demilitarized zone (DMZ) of a corporate network.
A rule can be configured in the firewall to stipulate which outside traffic is
permitted to enter for the purpose of visiting the web server, as shown in Figure
4-4.



Figure 4-4. DMZ and Firewall3!
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Firewalling is evolving. For example, Cisco offers, on some switch models, a
stateful firewall at the port level, thus providing tighter security inside the
network, not just at the perimeter. The Cisco Catalyst 6500 Firewall Services
Module provides a real-time, hardened and embedded security system.

Intrusion Detection and Prevention

IDSs and IPSs are part of the design solution for protecting primarily the
perimeter, extranet, and increasingly internal network. The purpose of IDSs and
IPSs is to monitor network traffic by analyzing each packet that enters the
network.

Intrusion Detection Systems

As previously explained, an IDS scans network traffic for malicious activity. A
management server, located on the inside network, logs the alerts of suspicious
activities that are sent by the IDS.

An IDS watches for the following:

e Attack signatures, such as DoS and virus patterns

e Traffic anomalies, such as the same source sending countless requests to
SYN on a specific target

e Protocol anomalies, such as a malformed packet



An IDS can be one of the following:

 Network-based IDS (NIDS) A dedicated appliance installed on the
network

e Host-based IDS (HIDS) Integrated software on a mission-critical
system, such as a web server

Network-Based IDSs

NIDSs are efficient and don't introduce latency in a network because they perform
their analysis on "copies" of the data, not on the packets themselves, as shown in
Figure 4-5. When designing a campus network, set up the NIDS to have its
reporting interface on the inside network and its stealth interface on the outside
network. A stealth interface is physically present on a network but has no IP
address. Without an IP address, the hacker cannot address and therefore hack
through that stealth interface.

Figure 4-5. Stealth Operation of an IDS!
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As an alternative to buying a dedicated IDS appliance, your network design might
harness the basic IDS capabilities that are built into Cisco PIX Firewalls and
specific Cisco router IOS versions.

Host-Based IDSs

HIDSs are typically installed on mission-critical devices, such as web servers and
e-mail servers, but can also be installed on desktop and laptop PCs. Cisco offers



an HIDS solution called the Cisco Secure Agent (CSA).

CSA closely monitors the behavior of codes that are coming to the end point and
prevents attacks while reporting the incident to the management server.

Intrusion Prevention Systems

IPSs have naturally evolved from IDSs. An IPS has the extra capabilities of taking
remedial actions when it confirms suspicious activities. Upon discovering
malicious activity, the IPS can take at least one of the following actions:

e Alert the management console server

e Send a TCP reset (RST) to the source

e Shun the source of the attack by sending a command to the firewall
requesting it to temporarily block the suspect IP address

Currently, only subtle differences exist between IDSs and IPSs; therefore, many
vendors interchange the terms.

Target-Based Intrusion Detection Systems

A significant issue with IDSs is the number of alarms that they generate. The
number of alarms generated by the sensor can be reduced by locating the
monitoring interface on the inside link of a firewall, instead of the outside link. If
you put your IDS monitoring connection before the firewall (the outside
interface), you will get alarms for traffic that would be stopped by the firewall
anyway; however, if you put the IDS monitoring interface on the inside interface,
it will only catch, and therefore generate alarms about, malicious traffic that has
passed through the firewall. Another significant issue with IDSs/IPSs are false
positives. False positives are alerts triggered by legitimate activities, in which
case no alarm should have been raised.

A target-based IDS, such as Cisco Threat Response, tries to address this problem
by investigating in-depth and relative to the target an alert received by the
network management console. The target-based IDS does the following:

« Compares the kind of attack reported to the device targeted

e Evaluates whether the target is truly at risk by comparing the threats to
the vulnerabilities of the operating system of the target

e Compares the threat with the patch history of the targeted system

Content Filtering

In addition to controlling outbound traffic through filtering configured in the
perimeter router or Internet firewall, the network design might also include the
following:

e Uniform resource locator (URL) filtering
e E-mail filtering

URL Filtering

Corporations use content filtering to enforce their Internet usage policies, hoping
to protect themselves from possible legal implications should their employees visit
objectionable websites.



With content filtering, outbound user traffic that is looking for a specific URL is
checked by the firewall against the content-filtering server that is installed on the
corporate network. The firewall is provided by the content-filtering server with a
permit or deny for the website requested by the user. The sophisticated content-
filtering software installed on a corporate server can have over 5 million websites
in its database. The network administrator sets the policies to allow or deny
access to groups and individual websites. The permissions can also be based on
daily usage or time of day. As an example, a system administrator could set a
rule that allows users to visit online banking sites only during the lunch hour.

E-mail Filtering

When designing your corporate e-mail services, consider including an e-mail
filtering service. That service, installed on the same network segment as your
mail server (usually in a DMZ), sanitizes the e-mail from malware and some
executable attachments prior to delivery of the messages to the end user.

Secure Communication

Encryption addresses the need for data confidentiality, which often finds itself in
the forefront of network design. Confidentiality of data refers to the inability for
wandering eyes to see and/or decipher a message sent from one party to
another.

Encryption is a significant topic and can easily fill books by itself. Therefore, this
section provides only enough information to assist you in network design. Should
you be interested in a detailed book on encryption, read The Code Book: The
Science of Secrecy from Ancient Egypt to Quantum Cryptography, by Simon
Singh (ISBN 0-385-49532-3, Anchor, 2000). Some basic principles of encryption
are presented in this section.

As shown in Figure 4-6, the following two components are essential to encryption:

e Encryption algorithm
e Encryption keys

Figure 4-6. Encryption Operation2!
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Data Encryption Standard (DES), Triple Data Encryption Standard (3DES), and
Advanced Encryption Standard (AES) are all common encryption algorithms used
in IP security (IPsec). IPsec is discussed in the next section of this chapter. The
algorithm can be seen as the engine of encryptionthe morphing device through
which the data goes. The "pattern" of morphing is provided by the "key." An
encryption key is a code that enciphers and deciphers a stream of data.
Encryption keys must be well guarded and shared only between the two parties
requiring securing communications. The following are the two types of encryption
keys:

« Symmetrical keys The same key encrypts and decrypts a message.
« Asymmetrical keys A different key decrypts a message from the key that
encrypted the message. This is the case with public and private keys.

A key becomes vulnerable when it has been in service for a long period because
the hacker has had time to attempt to break it. A key is also vulnerable if a large
quantity of data is encrypted with it: The hacker would then have a large sample
of cipher text to try deciphering. Therefore, when designing a network, you
should consider having keys that expire frequently and when large amounts of
data have been encrypted through that key.

As part of network design activities, you might consider using one of the following
common encryption scenarios:

e Encrypted VPN
« SSL
e File encryption
Encrypted VPN
An encrypted VPN consists of a tunnel in which data transiting through it is

encrypted, as shown in Figure 4-7. The tunnel can originate from a VPN-enabled
device or from a remote user running VPN software on his computer.

Figure 4-7. Encrypted Tunnels'®!
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The most common standard for encrypted VPN is IPsec. IPsec provides three
optional mechanisms, as explained in Table 4-1.

Table 4-1. IPsec Mechanisms

IPsec Option Description

Authenticity Only a legitimate sender and receiver would
successfully encrypt and decrypt a message, thus
providing proof of authenticity of the message.

Confidentiality | The message is encrypted and therefore illegible to
onlookers. Only those in possession of the
legitimate key can decipher the message.

Integrity A hash is appended to the message, confirming its




integrity. See the following sidebar for more about
hashing.

Hashing

Hashing is a process that uses an algorithm to convert data into a
fixed-length result, called a message digest. (Regardless of whether the
data is a short e-mail or thousands of pages of text, a hash is always
the same length.) The message digest is then usually appended to the
transmission and is checked by the receiver to ensure the integrity of
the message. Both the sender and the receiver share a predetermined
special key, or shared secret, that they include in the hashing process
in addition to the clear text itself. This ensures that only the sender and
the receiver can replicate the exact message digest.

The process of hashing can be thought of as a butcher grinding a solid
piece of meat. When the butcher has turned the solid meat into ground
beef, which would be the equivalent of a message digest, any attempt
to reverse-engineer the grinding proves fruitlessit is a one-way
function. There is no secret key available for reversal of the hashing
process; a message digest cannot be deciphered; it can only be
replicated.

VPN-enabled devices that might be included in the design of a network are as
follows:

VPN concentrator Dedicated appliance that is optimized to manage
multiple encrypted tunnels and profiles.

 Router IPsec technology is available on specific versions of Cisco IOS.

- Firewall IPsec technology is available on PIX Firewalls.

« IPsec client Mobile workers can harness the potential of IPsec by
installing VPN connectivity software, thus creating a tunnel from their
laptop up to the VPN-enabled device such as a VPN concentrator, router,
or firewall.

SSL

SSL provides encryption of data to and from a web browser and could be included
in a network design if a point-to-point encryption is needed for a service. It is
commonly seen for online banking or shopping transactions and web mail
operations. It is also popular for organizations that do not want to install VPN-
client software on remote hosts.

File Encryption
In the case where a document requires confidentiality but the communication
might be in clear text, a person can use file-encryption software such as Pretty

Good Privacy (PGP) to encrypt the file. The encrypted file must be unencrypted by
the reader after it is received.

Trust and Identity



Trust and identity management includes the following:

e Authentication, authorization, and accounting capabilities
e Network Admission Control

Authentication, Authorization, and Accounting

AAA is a crucial aspect of network security and should be considered during the
network design. This can be accomplished through a AAA server, which handles
the following:

e Authentication Who? Checks the identity of the user, typically through a
username and password combination.

« Authorization What? After the user is validated, the AAA server dictates
what activity the user is allowed to perform on the network.

e Accounting When? The AAA server can record the length of the session,
the services accessed during the session, and so forth.

AAA can be managed by a Cisco Secure Access Control Server (ACS).

The principles of strong authentication should be included in the user
authentication.

Key Point

Strong authentication refers to the two-factor authentication
method. The users are authenticated using two of the following
factors:

¢  Something you know Such as a password or
personal identification number (PIN)

¢ Something you have Such as an access card,
bank card, or tokent!

I Tokens are key-chain-size devices that show, one at a time,
in a predefined order, a one-time password (OTP). The OTP is
displayed on the token's small LCD, typically for 1 minute,
before the next password in the sequence appears. The token
is synchronized with a token server, which has the same
predefined list of passcodes for that one user. Therefore, at any
given time, only one valid password exists between the server
and a token.

e« Something you are For example, some
biometrics, such as a retina print or a fingerprint

e Something you do Such as your handwriting,
including the style, pressure applied, and so forth

As an example, when accessing an automated teller machine,
strong authentication is enforced because a bank card
(something you have) and a PIN (something you know) are
used.



Network Admission Control

NAC, the latest feature in Cisco's security portfolio, should be considered in the
design of your network. NAC ensures that users and their computers comply with
corporate network policies.

On a corporate network with NAC, a network access device (NAD)for example, a
routerintercepts attempts to connect from local or remote users. As shown in
Figure 4-8, the Cisco trust agent, residing on the end point (for example, a user's
laptop), provides the NAD with pertinent information, such as the version of
antivirus software and the patch level of the connecting laptop. The NAD passes
the end-point security credentials to a policy server, which decides whether
access will be granted to the end point. Noncompliant end points are quarantined
until they meet NAC standards.

Figure 4-8. Network Admission Control
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Public Key Infrastructure

PKI is a set of technologies and procedures that authenticate users. It addresses
the issue of key distribution by using private keys and public keys. These are
asymmetrical keys, and the public keys usually reside on a central repository
called a certification authority (CA). The private keys are usually stored locally on
devices. PKI operations are shown in Figure 4-9.

Figure 4-9. Private and Public Key OperationsZ
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Each unique pair of public and private keys is related, but not identical. Data
encrypted with a public key can be deciphered only with the corresponding
private key, while data encrypted with a private key can be deciphered only with
its corresponding public key.

PKI is usually considered in the design of complex enterprise networks where it is
too cumber-some for each party to locally keep the public key of every other
party that he or she wants to communicate with using encryption. In a PKI
environment, the public keys are kept centrally, thus simplifying the distribution
and management of those keys.

Network Security Best Practices

As in any field, network security also possesses a set of best practices. Best
practices are the recommendation of due care that subject-matter experts have
agreed upon for a particular field.

Network security includes many well-known practices presented in the following
sections.

Network Management

Most security appliances, such as firewalls, routers, and IDSs, can send syslog
security triggers to a central repository such as a syslog server. There is a saying
in network security: "If you log it, read it." This is to say that it's futile to just log
information if you never analyze the logs. To help the network administrator sort
and extract meaningful information from the large quantity of syslog data
received, security event management software should be used. Should a
significant anomaly be discovered, the software can notify the network
administrator through e-mail, pager, or text messaging. In addition, correlation
tool modules can be added to assist the network administrator in seeing security



anomaly patterns from what would otherwise appear to be random activity taking
place.

Assessment and Audits

Prior to designing your network, you should conduct a security assessment to
uncover potential vulnerabilities and therefore target your security efforts where
they are the most effective.

Subsequently, when your network security systems are in full production, it can
be beneficial to hire a security audit company that can perform penetration
testing and report on the corporate network security position.

Policies

Sophisticated security equipment is no match for sloppy user behavior.
Organizations must develop basic network policies, disseminate them, and
enforce them. Examples of network security policies are as follows:

e Internet usage policy

e E-mail usage policy

« Remote-access policy

e Password-handling policy

e Software and hardware installation policy
e Physical security policy

e Business continuity policy

NEXT B
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SAFE Campus Design

Cisco has developed a guide, called the Cisco SAFE Blueprint, of best practices for
designing and securing networks. The Cisco SAFE Blueprint addresses design
issues by dividing a large network into layers of modularity. This modular
approach helps to ensure that proper consideration is provided to each critical
part of the network at the time of design, and it provides scalability.

As introduced in Chapter 1, "Network Design," the Cisco Enterprise Composite
Network Model is the name given to the architecture used by the SAFE blueprint.
At the highest layer, this model divides an enterprise network into the following
three main functional areas:

e Enterprise Campus
e Enterprise Edge
e Service Provider Edge

At the second layer of modularity, shown in Figure 4-10, the Enterprise Campus
functional area is subdivided into multiple modules, which are listed in Table 4-2.
Some of the key devices in each of those modules are listed in Table 4-2, as are



some security design considerations.

Figure 4-10. Enterprise Campus Module Details
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Table 4-2. Enterprise Campus Detail

Enterprise

Campus Module |Key Devices |Special Security Design Considerations
Network HIDS Out-of-band management should be
Management preferred over in-band management.
Module Virus If in-band management must be

scanning used, employ IPsec, SSL, or SSH.
OTP server
Access
Control

Server

Network
log server

Layer 2




Core Module Layer 3 No special consideration, other than
switch the fact that switches are a target
and should be protected. We explain
this in Chapter 2, "Switching
Design."
Building Layer 3 VLANSs can be used to further
Distribution switch segment the different departments
Module within a campus.
Building Layer 2 A switched environment is
Module switch recommended to reduce the risk of
(corporate user packet sniffing.
access) Host virus
scanning
Network
Admission
Control
Server Module |Layer 3 Often the target of internal attacks,
switch servers should not only be physically
secured and running an IDS but
HIDS should also be kept up to date with
the latest patches.
Edge Layer 3 Depending on the size of the
Distribution switch infrastructure, the Edge Distribution
Module Module can be folded into the Core

Module. In this case, an IDS should
be included in the Core Module. This
could be done with the insertion of
an IDS card in the Layer 3 switch.

Removing some of the complexity of the redundancy presented in Figure 4-10
and integrating as many elements of security discussed in this chapter, a campus
network design might look like what is shown in Figure 4-11.

Figure 4-11. Enterprise Campus Network Design
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For more information on the Cisco Secure Blueprint for Enterprise Networks
(SAFE) white paper, visit the http://www.cisco.com/go/safe.

In addition to SAFE, Cisco has been promoting the self-defending network
concept. The philosophy for a self-defending network is to have security present
in every aspect of an organization. In a self-defending network, every device,
from the desktop PC through the LAN infrastructure and across the WAN, plays a
role in securing the network. For more on self-defending networks, visit the Cisco
website.

This chapter explores the following critical elements of campus security that make
up the Self-Defending Network philosophy of Cisco:

« Firewalls

¢ Routers

« VPN Concentrators

e IDSs and IPSs

e Encryption, VPN, and IPsec

e End-point antivirus software and Cisco Secure Agent
* Access Control Server

«  Network Admission Control

e Public key infrastructure

| 4 PREV
| 4 PREY
Summary

This chapter summarizes the threats and vulnerabilities that hacking presents as
well as the business case for considering security in campus design.



It covers the crucial devices and technologies for mitigating threats and follows
this up by discussing the design implications within the framework of the Cisco
SAFE Blueprint and the Cisco philosophy to have security present in every aspect
of an organization.

Chapter 2 covers security in switches, and in the chapters to come, we further

discuss network security as it relates to IP telephony, wireless connectivity, and
network management.

NEXT B

Endnotes

1. Paquet and Saxe, The Business Case for Network Security: Advocacy,
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Chapter 5. Wireless LAN Design

This chapter discusses how to design a wireless network, and includes the
following sections:

N s u & BN

 Making the Business Case

«  Wireless Technology Overview
 Wireless Security

« Wireless Management

» Wireless Design Considerations

This chapter discusses wireless LAN (WLAN) technology and describes how it
improves mobility. After introducing WLANs as strategic assets to corporate
networks, we discuss WLAN standards and components. The security and
management of WLANs are explored, followed by design considerations for



WLANS.

Note

Appendix B, "Network Fundamentals," includes material that
we assume you understand before reading the rest of the
book. Thus, we encourage you to review any of the material in
Appendix B that you are not familiar with before reading the
rest of this chapter.
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Making the Business Case

The popularity of WLANSs is undeniable. The following three main driving forces
play in favor of WLANSs:

e Flexibility
e Increased productivity
e Cost savings compared to wired deployment

WLANS let users access servers, printers, and other network resources regardless
of their location, within the wireless reach. This flexibility means that, for
example, a user's laptop stays connected working from a colleague's cubicle, from
a small meeting room, or from the cafeteria. Recognizing the benefits brought
about by WLAN flexibility, businesses are now deploying WLANS in record
numbers.

According to a 2003 NOP World research study,’} WLAN users stayed connected
to their corporate network 3.64 hours per day longer than their wired peers, thus
increasing their productivity by 27 percent. Through the flexibility of WLANs, not
only does the productivity go up, but the response times are also significantly
improved.

The benefits of wireless mobility don't stop at laptops and personal digital
assistants (PDAs). IP telephony and videoconferencing are also supported over
WLANSs, integrating quality of service (QoS) to ensure that the interactive traffic
has priority over the less-time-sensitive data transfers.

Another significant benefit of WLANSs is their low-cost deployment in locations
where the costs of running LAN wire would be prohibitive. The total cost of
ownership (TCO) of a WLAN is very low compared to the benefits they bring to an
organization, providing that a WLAN is secured and managed properly.

Companies that are not deploying WLANs quickly enough find that employees
take the matter in their own hands and install their own WLANSs, potentially
creating significant breaches in the corporate network security infrastructure.
Therefore, wireless security is an important topic to discuss in conjunction with



wireless design.

WLANS, seen just a few years ago as a novelty, are now seen as critical to
corporate productivity.

e rrc | et
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Wireless Technology Overview

In its most simplistic form, a WLAN is an LAN that uses radio frequency (RF) to
communicate instead of using a wire. As shown in Figure 5-1, wireless clients
connect to wireless access points (WAPs).

Figure 5-1. Wired and Wireless Networks

Layer 2 Layer 2
ar ar
Layer 3 Layer 3
Devices Devices

/== Hub

F 2

Wired Cliants Wirgless Clients

Because WLANs use RF, the throughput (speed) is inversely proportional to the
distance between the transmitter and the receiver.l2 Therefore, everything being
equal (notwithstanding interferences), the closer a wireless client is to a
transmitter, the greater is the throughput, as shown in Figure 5-2.

Figure 5-2. Throughput (Coverage) Is Related to the
Distance from the RF Transmitter
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However, wireless communication brings a trade-off between flexibility and
mobility versus battery life and usable bandwidth.

Wireless Standards

WLAN standards that are currently supported by major vendors were developed
by the working group 11 of the Institute of Electrical and Electronics Engineers
(IEEE) 802 committee. The most common standards are shown in Table 5-1.

Table 5-1. Wireless Standards

Maximum
Throughput Frequency
Standard | (Mbps) (GHz) Compatibility Ratified
802.11b |11 2.4 1999
802.11a |54 5 1999;
Product
availability
2001
802.11g 54 2.4 Backward- 2003




compatible with
802.11b

The 802.11a standard operates in the unlicensed 5-GHz band, which makes the
transmission vulnerable to interference from microwave ovens and cordless
phones. The strength of 802.11b and 802.11g signals, which operate in the 2.4-
GHz band, is affected negatively by water, metal, and thick walls.

The 802.11b and 802.11g standards divide the 2.4 GHz into 14 overlapping
individual channels. Channels 1, 6, and 11 do not overlap and therefore can be
used to set up multiple networks. The 802.11a standard is an amendment to the
original standard. The advantage of using 802.11a is that it suffers less from
interference, but its use is restricted to almost line of sight, thus requiring the
installation of more access points than 802.11b to cover the same area.

The medium access method of the 802.11 standards, called the Distribution
Coordination Method, is similar to the carrier sense multiple access collision
detect (CSMA/CD) mechanism of Ethernet.

The following types of frames are transferred over the airwaves:

 Data frame Network traffic.

e Control frame Frame controlling access to the medium, similar to a
modem's analog connection control mechanism, with its Request To Send
(RTS), Clear To Send (CTS), and acknowledgment (ACK) signals.

« Manager frame Frames similar to data frames, pertaining to the control
of the current wireless transmission.

Other Wireless Standards

Other wireless standards include the following:

HomeRF In 1998, a consortium was formed to promote the idea of
HomeRF to be used with products in the home market. The participants
were, among others, Siemens, Motorola, and Compagqg.

Bluetooth This is a specification for short-range radio links between
mobile computers, mobile phones, digital cameras, and other portable
devices, such as headsets. Bluetooth could be considered a standard for
personal area networks.

Wireless Components
The main components of wireless networks are as follows:

« Wireless access points
 Wireless client devices

Wireless Access Points



WAPs provide connectivity between wireless client devices and the wired network,
as shown earlier in Figure 5-1.

Integrated Access Point

The WAP does not need to be a stand-alone device. Cisco offers integrated access
point functionality! for some small- to medium-business (SMB) routers, as
shown in Figure 5-3. By installing a high-speed wireless interface card (HWIC) in
Cisco 1800, 2800, or 3800 routers, customers can run concurrent routing,
switching, and security services and include IEEE 802.11 wireless LAN
functionality in a single platform.

Figure 5-3. Integrating Routing and Wireless Functionality

Access Point

(Router with

Access Point
Card)

Wireless Client Devices

A wireless client device is equipped with a wireless interface card (WIC), which
the device uses to communicate over RF with WAPs. Wireless clients can be the
following items, among other things:

e User workstations and laptops
e PDAs
e Wireless IP phones

User Workstations and Laptops: Ad-Hoc Network



In addition to connecting to a WLAN access point, two wireless end stations can
form an exclusive, point-to-point, wireless network without the intervention of an
access point. This type of independent network is known as an ad-hoc network.

PDAs

Wireless PDAsPDAs that connect directly on the corporate networkplay a
significant role in an organization where time is extremely sensitive. An example
of where 802.11b-compatible devices (wireless PDAs) are put to benefit is triage
nurses who are faster at inputting their assessment and sharing their findings on
the spot rather than walking back to the nurses' station to do so.

Wireless IP Phones

Absolute campus mobility is probably best demonstrated by Cisco wireless IP
phones.'! These 802.11b phones have built-in security, QoS, and management
features. Wireless IP phones leverage existing IP telephony deployments, as

shown in Figure 5-4.
Figure 5-4. Deploying Wireless IP Phones
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Wireless Security

Although security was originally included with 802.11 standards, it soon became
obvious that it wasn't enough. Wireless securityor the lack of ithas been a major
contributor to IT managers' reluctance to adapt wireless LANs.

Recently, wireless security has improved dramatically, providing IT managers
with an acceptable level of comfort to proceed with the installation of WLANSs.
IEEE 802.11i, released in June 2004, addresses current security concerns.

In addition to the 802.11 suite of standards, the 802.1x standard can be used for
wireless security. More precisely, 802.1x addresses port-based access control.

Wireless Security Issues

A main issue with wireless communication is unauthorized access to network
traffic or, more precisely, the watching, displaying, and logging of network traffic,
also known as sniffing. Contrary to a wired network, where a hacker would need
to be physically located at the corporate premises to gain access through a
network drop, with a wireless network, the intruder can access the network from
a location outside the corporate building. WLANs use radio frequencies, and their
signals propagate through ceilings and walls. Therefore, wireless eavesdropping,
known as war driving or walk-by hacking, and rogue WAPsunauthorized WAPs
that allow a hacker access to a networkare two significant security issues with
wireless networks.

Moreover, wireless equipment tends to ship with open access. Not only is traffic
propagated in clear text, but WAPs also voluntarily broadcast their identity,
known as Service Set Identifiers (SSIDs).

Wireless Threat Mitigation

Thanks to the wireless open-access default mode, we can join a wireless network
from our favorite coffee shop or hotel room; however, this unrestricted access is
not advisable for corporate networks. Wireless network security can be classified
into the following three categories:

e Basic wireless security
e Enhanced wireless security
e Wireless intrusion detection
Basic Wireless Security
Basic wireless security is provided by the following built-in functions:
e SSIDs
e Wired Equivalent Privacy (WEP)

e Media Access Control (MAC) address verification

SSIDs



An SSID is a code that identifies membership with a WAP. All wireless devices
that want to communicate on a network must have their SSID set to the same
value as the WAP SSID to establish connectivity with the WAP.

By default, a WAP broadcasts its SSID every few seconds. This broadcast can be
stopped so that a drive-by hacker can't automatically discover the SSID and
hence the WAP. However, because the SSID is included in the beacon of every
wireless frame, it is easy for a hacker equipped with sniffing equipment to
discover the value and fraudulently join the network.

Beacon Frame

The WAP periodically advertises SSID and other network information
using a special 802.11 management frame known as a beacon.

Being able to join a wireless network by the mere fact of knowing the SSID is
referred to as open authentication.

Wired Equivalent Privacy

WEP can be used to alleviate the problem of SSID broadcasts by encrypting the
traffic between the wireless clients and WAPs. Joining a wireless network using
WEP is referred to as shared-key authentication, where the WAP sends a
challenge to the wireless client who must return it encrypted. If the WAP can
decipher the client's response, the WAP has the proof that the client possesses
valid keys and therefore has the right to join the wireless network. WEP comes in
two encryption strengths: 64-bit and 128-bit.

Note

Even if a user manages to proceed with open authenticationfor
example, he guesses the SSIDif WEP is activated, he could not
communicate with the WAP until he obtains the keys.

However, WEP is not considered secure: A hacker sniffing first the challenge and
then the encrypted response could reverse-engineer the process and deduce the
keys used by the client and WAP.

MAC Address Verification
To further wireless security, a network administrator could use MAC address
filtering, in which the WAP is configured with the MAC addresses of the wireless

clients that are to be permitted access.

Unfortunately, this method is also not secure because frames could be sniffed to
discover a valid MAC address, which the hacker could then spoof.



Enhanced Wireless Security

Stronger security standards, shown in Table 5-2, were created to replace the
weaknesses in WEP.

Table 5-2. Wireless Security Standards

Security 802.11 Original
Component Standards Security Enhancement

Open authentication [802.1x
Authentication |or shared-key

WEP Wireless Fidelity (Wi-Fi)
Protected Access (WPA),
Encryption then 802.11i

802.1x

IEEE 802.1x is a port-based network access control standard. It provides per-
user, per-session, mutual strong authentication, not only for wireless networks
but also for wired networks, if need be.

Depending on the authentication method used, 802.1x can also provide
encryption. Based on the IEEE Extensible Authorization Protocol (EAP), 802.1x
allows WAPs and clients to share and exchange WEP encryption keys
automatically. The access point acts as a proxy, doing the heavier computational
load of encryption. The 802.1x standard also supports a centralized key
management for WLANSs.

Wi-Fi Protected Access

WPA was introduced as an intermediate solution to WEP encryption and data
integrity insecurities while the IEEE 802.11i standard was being ratified.

When WPA is implemented, access to the WAP is provided only to clients that
have the right passphrase. Although WPA is more secure than WEP, if the
preshared key is stored on the wireless client and the client is stolen, a hacker
could get access to the wireless network.

WPA supports both authentication and encryption. Authentication done through
preshared keys is known as WPA Personal; when done through 802.1x, it is
known as WPA Enterprise.

WPA offers Temporal Key Integrity Protocol (TKIP) as an encryption algorithm and
a new integrity algorithm known as Michael. WPA is a subset of the 802.11i
specification.

802.11i

In June 2004, the IEEE ratified the draft for the 802.11i standard, also known as
WPA2. The 802.11i standard formally replaces WEP and other security features of



the original IEEE 802.11 standard.

WPAZ2 is the product certification attributed to wireless equipment that is
compatible with the 802.11i standard. WPA2 certification provides support for the
additional mandatory 802.11i security features that are not included in WPA.
WPAZ2, like WPA, supports both Enterprise and Personal modes for authentication.

In addition to stricter encryption requirements, WPA2 also adds enhancements to
support fast roaming of wireless clients by allowing a client to preauthenticate
with the access point toward which it is moving, while maintaining a connection to
the access point that it is moving away from.

Wireless Intrusion Detection

Many products provide rogue access point detection. However, some third-party
products integrate better than others with Cisco Aironet WAPs and the
CiscoWorks Wireless LAN Solution Engine (WLSE), discussed in the next section.
One such third-party product is from AirDefense.’! This product provides wireless
intrusion detection that uses the access points to scan the airwaves and report
wireless activity.

e rrcv | wExT
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Wireless Management

Wireless LANs require the same level of security, dependability, and management
that wired networks do.

Network management tasks related to WLANs are as follows:

 RF management services

e Interference detection

e Assisted site survey

e RF scanning and monitoring

Cisco Integrated Wireless Network!®! is an evolution of the Cisco Structured
Wireless-Aware Network (SWAN), which has been available from Cisco since
2003. The main components of Structured Wireless-Aware Networks!” are as
follows:

o Cisco Aironet WAP

¢« Management and security servers, specifically CiscoWorks WLSEs
e Wireless clients

e SWAN-aware Cisco Catalyst switches and Cisco routers

Cisco Integrated Wireless Network addresses wireless security, deployment,
management, and control issues. It seeks to provide the same level of security,
scalability, reliability, ease of deployment, and management for wireless LANs as
is expected from wired LANSs.

Cisco Integrated Wireless Network requires wireless clients to send RF
management (RM) data to a Cisco Aironet WAP, Cisco I0S router, or Cisco



Catalyst switch running Wireless Domain Services (WDS), as shown in Figure 5-5.

Figure 5-5. Campus Infrastructure and Cisco Integrated
Wireless Network
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The WDS devices aggregate all the RM data. All access points and clients register
with WDS using 802.1x. The WDS devices forward the authentication information
to a CiscoWorks WLSE.

One of the many benefits of WDS is Fast Secure Roaming, which assists a
wireless client when migrating from one WAP to another. Another significant
benefit of Cisco Integrated Wireless Network is the alert generated should a rogue
WAP or rogue wireless client connect to the network, because all connecting
devices are reported to the WDS device for further authentication.

Although they should be concerned with wireless security, organizations shouldn't
forget the basics of physical security, as demonstrated by the following story. In
2005, a Middle Eastern bank was broken into. The thief didn't take anything, but
rather left somethinga WAP in the wiring closet connecting to the bank's LAN. The
hacker was already inside the bank network and therefore effortlessly proceeded
to transfer money until his stratagem was discovered.
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Wireless Design Considerations

The following sections discuss some items that should be considered when
designing and provisioning a wireless network.

Site Survey

Site surveys, originally introduced to make the most of scarce resources, are
sometimes seen as unnecessary in this age of inexpensive WAPs, where wireless
saturation seems so economical. Maybe the days of serious physical surveying,
where one would look under the ceiling tiles, are long gone, but you should still
perform surveying to determine the optimal locations for WAPs to minimize
channel interference while maximizing the range.

Whether you are performing an in-depth site survey or a rudimentary one, you
should ask the following questions:

«  Which wireless system is best suited for the application?

e Does a line-of-sight requirement exist between antennas?

«  Where should the WAP be located so that it is as close as possible to
clients?

e What potential sources of interference are in this building? Example
sources are cordless phones, microwave ovens, natural interference, or
other access points using the same channel.

e Should any federal, provincial, or local regulations and legislation be
considered in this deployment?

Site Surveys Have Their Purpose

Some WAPs have an autoconfiguration option with which, after listening
on the network, they can autoconfigure themselves for the least-used
wireless channel. This is not always desirable, though. For example, if a
WAP is installed on the sixth floor of a multi-WAP, multistory building, it
might select a channel that it perceived to be available. If that channel
is already used by a WAP on the first floor, a client on the third floor
could have difficulty staying connected because the channels overlap
there.

Overlapping channels in a wireless network perform similarly to an
overcrowded wired network plagued by continuous collisions.
Undoubtedly, performance will suffer and clients might not be able to
establish consistent connectivity to the wireless network.

This problem could be more easily solved with rudimentary planning
and by using nonoverlapping channels. Channels 1, 6, and 11 do not
overlap, as mentioned in the "Wireless Standards" section, earlier in
this chapter.




WLAN Roaming

WLANSs are relatively inexpensive to deploy compared to wired networks, and
because, as shown earlier in Figure 5-2, throughput is directly related to the
proximity of WAPs, network managers often install WAPs to provide overlapping
signals, as shown in Figure 5-6. Using this overlapping design, coverage (radius)
area is traded for improved throughput.

Figure 5-6. Overlapping Signals Eliminate Dead Spots

Access Point 1 Access Point 2

Note that these overlapping signals must be in nonoverlapping channels. This
scenario, however, requires WLAN roaming. WLAN roaming plans consider that as
a user moves away from a WAP and is therefore losing signal strength, his
connection should seamlessly jump to a WAP that provides a stronger signal.

Point-to-Point Bridging

It is not always feasible to run a network cable between two buildings to join their
respective LANs into a single Layer 3 broadcast domain. If the two buildings are a
reasonable distance apart and preferably in direct line of sight with each other,
wireless bridges can be configured, as shown in Figure 5-7. It takes two WAPs to
create one logical two-port bridge. In this mode, WAPs are operating in a
dedicated point-to-point bridge mode and therefore are no longer operating as
wireless access points for clients.

Figure 5-7. Point-to-Point Bridging
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Design Considerations for Wireless IP Phones

Because wireless IP phones have different coverage and wireless characteristics
than common wireless clients, a system administrator should conduct another site
survey.

Another consideration for wireless IP phones is roaming. The roaming described
in the "WLAN Roaming" section, earlier in this chapter, is Layer 2 roaming. With
Layer 2 roaming, devices keep their IP address and therefore the changing to
another switch would not be noticeable by users. Layer 3 roaming would mean
that a device would have to change its IP address; this would mean an
interruption in the user's connection. If the connection was to a wireless IP
phone, the call would be disconnected; this scenario would likely be unacceptable
to users. When wireless IP phones are used, the network needs to be equipped
with a Cisco Catalyst 6500 Series Wireless LAN Services Module (WLSM). WLSM,
an integral component of SWAN, provides aggregation of access point radio
management information, thus enabling Layer 2 and Layer 3 roaming and client
mobility management.

Layer 2 roaming refers to an IP phone switching WAP within its subnet of origin.
Layer 3 roaming refers to an IP phone switching connectivity from a WAP in its
subnet to a WAP located in another subnet. Prior to WLSM, Layer 3 roaming was
an issue because the phone would end up in a subnet to which its IP address and
default gateway wouldn't belong.

| @ PRV
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Summary

In this chapter, you learned about wireless technology and implementation. The
following topics were covered:

e The prevalence and rapid growth of wireless networks
e Industry standards pertaining to wireless LANs



¢ Equipment comprising wireless LANs
e Wireless security and threat mitigation such as the following:

- WEP

- WPA and 802.11i

-802.1x

- Wireless intrusion detection

¢ Wireless management using Cisco Integrated Wireless Networks
« Design considerations for wireless networks such as site surveys and
roaming capabilities
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Chapter 6. Quality of Service Design

This chapter discusses how to design quality of service into a network, and
includes the following sections:



Making the Business Case

QoS Requirements for Voice, Data, Video, and Other Traffic
QoS Models

e QoS Tools

¢ QoS Design Guidelines

This chapter introduces quality of service (QoS) models, tools, and design
guidelines.

We first introduce what QoS is and why it is an important service in today's
networks. The QoS-related requirements for various types of traffic are described
next. Two models for deploying end-to-end QoS in a network are then examined:
Integrated Services (IntServ) and Differentiated Services (DiffServ). QoS tools,
including classification and marking, policing and shaping, congestion avoidance,
congestion management, and link-specific tools are explained. The Cisco
Automatic QoS (AutoQoS) feature on routers and switches is introduced; this tool
provides a simple, automatic way to enable QoS configurations in conformance
with Cisco's best-practice recommendations. We conclude with some QoS design
considerations.

Note

Appendix B, "Network Fundamentals," includes material that
we assume you understand before reading the rest of the
book. Thus, we encourage you to review any of the material in
Appendix B that you are not familiar with before reading the
rest of this chapter.

NEXT B
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Making the Business Case

QoS can be defined as the "measure of transmission quality and service
availability of a network (or internetworks)."™} Another definition of QoS is that it
"refers to the ability of a network to provide improved service to selected network
traffic over various underlying technologies."®?! The common theme here is that
QoS ensures quality service to network traffic.

Recall from Chapter 1, "Network Design," that QoS is an intelligent network
servicea supporting, but necessary, service provided by the network. QoS is not
an ultimate goal of a network; rather, it is a necessary service that enables
network applications. In contrast, voice communication is an example of an
intelligent network solutiona network-based application that requires the support
of network services, including QoS.

A network within which no QoS strategy, tools, or techniques have been
implemented treats all traffic the same way and is said to be offering a best-effort



serviceit does its best to send all packets and treats all packets equally. So, if a
company's CEO is on a voice call with an important client and someone starts to
download a movie to watch over the weekend, the network treats both types of
traffic equally and does not consider voice traffic any differently if contention for
network resources exists. This is probably not the way the CEO imagined the
network should work. The QoS strategies presented in this chapter can be used to
ensure, for example, that voice traffic takes priority over movie downloads.

A converged network is one in which data, voice, and video traffic coexist on a
single network. These diverse traffic types have different characteristics and
hence different quality requirements. The QoS tools introduced in this chapter are
designed to improve the QoS in networks with a variety of traffic types.
Specifically, the QoS parameters affected are the factors that affect the quality of
the service provided to the transmission of traffic: packet loss, delay, and jitter.

Packets are typically lost because of network congestion. The effect of the loss
depends on the application being used. For example, loss of a single voice packet
is not detrimental to the quality of the voice signal at the receiving end because it
can be interpolated from other voice samples; loss of multiple voice packets,
though, can cause the received message to be unintelligible. On the other hand, a
packet sent through the Transmission Control Protocol (TCP) (for example, a file
sent with a File Transfer Protocol [FTP] application) that is lost would amplify the
congestion problem because it would have to be resent and would therefore
consume more bandwidth.

Delay, also called latency, is the time it takes packets to travel through the
network. Delay has two components: fixed and variable. These terms are
described as follows:

e Fixed delays are the predictable delays associated with preparing and
encapsulating the data, transmitting it onto the wire, and having it travel
to the receiver. Fixed delays can be further categorized as follows:

- Processing or packetization delay The time it takes to create the data
that is to be sent. For example, for voice traffic, the analog voice must be
sampled, converted to digital data, and then encapsulated in packets.

- Serialization delay The time it takes to transmit the data onto the wire.
This delay is related to the speed of the physical link.

- Propagation delay The time it takes the data to travel on the network.
In most cases, propagation delay is small enough that it can be ignored.

e Variable delays are the unpredictable delays that result from a packet
waiting for other traffic that is queued on the interface to be sent. As more
and larger packets are being sent, these delays increase.

Jitter is the variation in the delay experienced by packets in the network. In the
example of jitter illustrated in Figure 6-1, the sender sends the data out at
consistent time intervals, At. The receiver is seeing a variation in the delay of
received packetssome are greater than At while others are less than At. Jitter is
usually not noticeable for applications such as file transfers. However,
applications such as voice are sensitive to differences in packet delaysfor
example, a listener might hear silent pauses where none should exist.

Figure 6-1. Jitter Is the Variation in the Delay of Received
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Note

Special dejitter buffers are incorporated into voice-enabled
routers to smooth out the differences in packet delays by
converting the variable delay to a fixed delay. However, these
dejitter buffers increase the overall delay in the network.

QoS allows you to control and predict the service provided by your network for a
variety of applications. Implementing QoS has many advantages, including the
following:=!

e Controlling which network resources (bandwidth, equipment, wide-area
facilities, and so on) are being used

e Ensuring that your resources are used efficiently by the mission-critical
applicationsthose that are most important to your businessand that other
applications get fair service without interfering with this mission-critical
traffic

e Creating a solid foundation for a fully integrated converged network in the
future

NEXT B
NEXT B

QoS Requirements for Voice, Data, Video, and
Other Traffic

Later in this chapter (in the "Classification and Marking" section), the Cisco QoS
Baseline is presented, representing best-practice recommendations for how QoS
should be implemented for various types of traffic. These recommendations are
based on the requirements for that traffic, as described in this section.




Voice traffic (discussed in more detail in Chapter 7, "Voice Transport Design") is
sensitive to delays, variation in delays (jitter), and packet loss. The guidelines for
ensuring acceptable voice quality are as follows:

e The one-way delay should be no more than 150 milliseconds (ms).
e The jitter should be no more than 30 ms.
e« No more than 1 percent of packets should be lost.

Note

While 150 ms is the standard for acceptable voice delay, tests
have shown that a negligible quality difference is found with a
200-ms delay.

The bandwidth required for voice traffic varies with the algorithm that compresses
the traffic and the specific Layer 2 frame type it is encapsulated in, as described
further in Chapter 7. Call-signaling traffic requires at least 150 bps (not including
Layer 2 overhead), depending on the protocols used.

Interactive video, or video conferencing, has the same delay, jitter, and packet
loss requirements as voice traffic. The difference is the bandwidth
requirementsvoice packets are small while video conferencing packet sizes can
vary, as can the data rate. A general guideline for overhead is to provide an
additional 20 percent of bandwidth over that required by the data.

Streaming video has different requirements than interactive video. An example of
the use of streaming video is when an employee views an online video during an
e-learning session. As such, this video stream is not nearly as sensitive to delay
or loss as interactive video isrequirements for streaming video include a loss of no
more than 5 percent and a delay of no more than 4 to 5 seconds. Depending on
the importance to the organization, this traffic can be given precedence over
other traffic.

Note

When you start watching a video stream (a recording) on the
Internet, you might see messages such as "Buffering x%"
before the video starts in the application that you are running.
This buffering is to compensate for any transmission delays
that might occur.

Many other types of application data exist within an organization. For example,
some are relatively noninteractive and therefore not delay sensitive (such as e-
mail), while others involve users entering data and waiting for responses (such as
database applications) and are therefore very delay sensitive. Data can also be
classified by its importance to the overall corporate business objectives. For
example, a company that provides interactive, live e-learning sessions to its



customers would consider that traffic to be mission-critical, while a manufacturing
company that is one of the e-learning company's customers might consider that
same traffic important, but not critical to its operations.

Traffic related to the operation of the network itself must also be considered. One
example of this type of traffic is routing protocol messagesthe size and frequency
of these messages vary, depending on the specific protocol used and the stability
of the network. Network management data is another example, including Simple
Network Management Protocol (SNMP) traffic between network devices and the
network management station.
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QoS Models

Two models exist for deploying end-to-end QoS in a network for traffic that is not
suitable for best-effort service: IntServ and DiffServ. End-to-end QoS means that
the network provides the level of service required by traffic throughout the entire
network, from one end to the other.

Key Point

With IntServ, an application requests services from the
network, and the network devices confirm that they can meet
the request, before any data is sent. The data from the
application is considered to be a flow of packets.

In contrast, with DiffServ, each packet is marked as it enters
the network based on the type of traffic that it contains. The
network devices then use this marking to determine how to
handle the packet as it travels through the network.

IntServ

IntServ uses an explicit signaling mechanism from applications to network
devices. The application requests a specific service level, including, for example,
its bandwidth and delay requirements. After the network devices have confirmed
that they can meet these requirements, the application is assumed to only send
data that requires this level of service.

Applications in an IntServ environment use the Resource Reservation Protocol
(RSVP) to indicate their requirements to the network devices. The network
devices keep information about the flow of packets, and ensure that the flow gets
the resources it needs by using appropriate queuing (prioritizing traffic) and
policing (selectively dropping other packets) methods. Two types of services



provided in an IntServ environment are as follows:

e Guaranteed Rate Service This service allows applications to reserve
bandwidth to meet their requirements. The network uses weighted fair
queuing (WFQ) with RSVP to provide this service. (WFQ is described in the
"Congestion Management" section, later in this chapter.)

« Controlled Load Service This service allows applications to request low
delay and high throughput, even during times of congestion. The network
uses RSVP with weighted random early detection (WRED) to provide this
kind of service. (WRED is described in the "Congestion Avoidance" section,
later in this chapter.)

Because IntServ requires RSVP on all network devices, it is currently not used as
much as DiffServ.

DiffServ

An application in a DiffServ environment does not explicitly signal the network
before sending data. Instead, the network tries to deliver a specific level of
service based on the QoS specified in the header of each packet. Network
devices, typically on the edge of the network, are configured to classify and mark
packets according to their source, the destination, or the type of traffic in them.
Devices within the network then provide appropriate resources based on this
marking. For example, packets that contain voice traffic are usually given higher
priority than file transfer data because of the unique requirements of voice.

The Cisco Internet Operating System (I0S) incorporates QoS features that
support DiffServ, as described in the following section.

| 4 PrREY
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QoS Tools

Some of the various tools that implement QoS are described in this section and illustrated in Figure

Figure 6-2. QoS Tools Manage Network Traffic
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Many devices send data into a network. In the example shown in Figure 6-2, an IP phone produces |
that contain voice traffic, and a PC sends file transfer data. As the data enters the network, it is ana



classified according to how it should be dealt with in the network. After it is classified, the data is m:
accordingly.

Key Point

Classification and marking form the basis for the rest of the QoS tools; it is here that
business policies, priorities, and so forth are first implemented.

The markings can then be used by other tools. For example, packets can be dropped by policing too
the maximum rate on an interface is not exceeded. Or packets can be dropped by congestion-avoid:
to avoid anticipated interface congestion. Remaining packets are then queued, again according to th
markings, and scheduled for output on the interface. Other tools, such as compression, can be imple
on the interface to reduce the bandwidth consumed by the traffic.

The following sections explore these QoS tools:

e Classification and Marking
e Policing and Shaping

e Congestion Avoidance

» Congestion Management
e Link-Specific Tools
 AutoQoS

Classification and Marking
Before any traffic can be given priority over or treated differently than other traffic, it must first be i

Key Point

Classification is the process of analyzing packets and sorting them into different categories
so that they can then be suitably marked; after they are marked, the packets can be
treated appropriately.

Marking is the process of putting an indication of the classification of the packet within the
packet itself so that it can be used by other tools.

The point within the network where markings are accepted is known as the trust boundary,; any mat
made by devices outside the trust boundary can be overwritten at the trust boundary. Establishing ¢
boundary means that the classification and marking processes can be done once, at the boundary; t
the network then does not have to repeat the analysis. Ideally, the trust boundary is as close to end
as possibleor even within the end devices. For example, a Cisco IP phone could be considered to be
device because it marks voice traffic appropriately. However, a user's PC would not usually be truste
because users could change markings (which they might be tempted to do in an attempt to increase
priority of their traffic).



Classification

Classification can be done based on data at any of the OSI layers. For example, traffic can be differe
based on the Layer 1 physical interface that it came in on or the Layer 2 source Media Access Contr
address in the Ethernet frame. For Transmission Control Protocol/Internet Protocol (TCP/IP) traffic,
differentiators include the source and destination IP addresses (Layer 3), the transport (Layer 4) pr¢
or User Datagram Protocol (UDP), and the application port number (indicating Layer 7).

Some applications require more analysis to correctly identify and classify them. For these cases, the
Network-Based Application Recognition (NBAR) classification software feature, running within the IO
Cisco routers, can be used. NBAR allows classification (and therefore marking) of a variety of applic:
including web-based and other difficult-to-classify protocols that use dynamic TCP/UDP port assignrr
example, Hypertext Transfer Protocol (HTTP) traffic can be classified and marked by specifying unifc
resource locators (URLs) so that a customer who is accessing an online ordering page could be giver
over someone accessing a general information page. Support for new protocols can be easily and qu
added through downloadable packet description language modules (PDLMs).

Note

You must enable Cisco Express Forwarding before you configure NBAR.[*! (See Chapter 2,
"Switching Design," for information about Cisco Express Forwarding.) NBAR examines only
the first packet of a flow; the rest of the packets belonging to the flow are switched by
Cisco Express Forwarding.

Marking
Marking can be done either in the Layer 2 frame or in the Layer 3 packet.
For Ethernet frames, Layer 2 marking can be done using the following methods: 5!

e For an Institute of Electrical and Electronics Engineers (IEEE) 802.1q frame, the three 802.1¢
priority bits in the Tag field are used as class of service (CoS) bits. (Recall from Chapter 2 th:
is a standard trunking protocol in which the trunking information is encoded within a Tag fielc
inserted inside of the frame header itself.)

e For an Inter-Switch Link (ISL) frame, three of the bits in the user field in the ISL header are
CoS bits. (Recall from Chapter 2 that ISL is a Cisco-proprietary trunking protocol that encaps
data frame between a 26-byte header and a 4-byte trailer.)

*« No CoS representation exists for non-802.1g/non-ISL frames.

Because the CoS is represented by 3 bits, it can take on one of eight values, 0 through 7.

Key Point

Layer 2 markings are not useful as end-to-end QoS indicators because the media often
changes throughout a network (for example, from Ethernet to a Frame Relay wide-area
network [WAN]). Thus, Layer 3 markings are required to support end-to-end QoS.



For IP version 4 (IPv4), Layer 3 marking can be done using the type of service (ToS) field in the pac
header. Recall (from Appendix B) that this 8-bit field is the second byte in the IP packet header. (Fic
illustrates all the fields in the IP packet header.) Originally, only the first 3 bits were used; these bit:
the IP Precedence bits, are illustrated in the middle of Figure 6-3. Packets with higher precedence v:
should get higher priority within the network. Because 3 bits again can only specify eight marking v
precedence does not allow a granular classification of traffic.

Figure 6-3. The ToS Field in an IPv4 Header Supports IP Precedence or |
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Thus, more bits are now used: The first 6 bits in the ToS field are now known as the DiffServ Code F
(DSCP) bits, and are illustrated in the lower portion of Figure 6-3. (The lower 2 bits in the ToS field :
for explicit congestion notification [ECN], which is described in the "Congestion Avoidance" section, |
this chapter.) With 6 bits, DSCP allows 64 marking values.

DSCP values can be expressed numerically (with binary values from 000000 through 111111 or deci
values from 0 through 63) or by using Per-Hop Behavior (PHB) values; PHBs are just keywords that
some numeric DSCP values. (The name per-hop behavior indicates that each device, or hop, should
consistently when determining how to treat a packet.)

Four PHB classes exist; they are described as follows:

« Default or Best Effort (BE) PHB This PHB has a DSCP binary value of 000000 and represel
best-effort service.

e Class Selector (CS) PHB This PHB has the lower three DSCP bits set to 000. Because this F
only the upper 3 bits, it is compatible with the IP precedence values and is in fact written as
where x is the decimal IP precedence value. For example, the CS PHB with the value 011000
represents IP precedence binary 011 or decimal 3; it is written as CS3.

 Expedited Forwarding (EF) PHB This PHB represents a DSCP value of binary 101110 (dec
and provides a low-loss, low-latency, low-jitter, and guaranteed bandwidth service. The EF PI
be reserved for only the most critical applications, such as voice traffic, so that if the network
congested, the critical traffic can get the service it requires.

e Assured Forwarding (AF) PHBs Four classes of AF PHBs exist, each with three drop prefer



These classes are represented as AFxy, where x is the class (a value from 1 to 4) and y is the
preference (a value from 1 to 3). The AF class is determined by the upper 3 bits of the DSCP
drop preference is determined by the next 2 bits. (The lowest bit is always set to 0.) A drop ¢
of 1 is the lowest and 3 is the highest; this field determines which traffic should be dropped i
congestion. For example, AF21 traffic would be dropped less often than AF22 traffic. Figure 6
illustrates the AF PHBs.

Figure 6-4. AF PHB and DSCP Values
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low drop pref  AF11 001 01 0 10

med drop pref AF12 001 10 0 12

high drop pref AF13 001 1 0 14
AF Class 2

low drop pret  AF21 010 01 0 18

med drop pref AF22 010 10 0 20

high drop pref AF23 010 11 o 22
AF Class 3

low drop pret  AF31 011 01 0 26

med drop pref AF32 011 10 0 28

high drop pref AF33 011 1 0 30
AF Class 4

low drop pref  AF41 100 01 0 34

med drop pref AF42 100 10 0 36

high drop pref AF43 100 1 0 38

Key Point

We found that it is easy to get lost in the details of QoS markings, especially when the
different PHBs, AF classes, and so forth are introduced.

To hopefully avoid this confusion, remember these key points about QoS DSCP markings:

e The ToS field within an IPv4 packet header marks, or indicates, the kind of
traffic that is in the packet. This marking can then be used by other tools
within the network to provide the packet the service that it needs.



 The first 6 bits in the ToS field are known as the DSCP bits.

DSCP values can be represented numerically (in binary or decimal) or with keywords,
known as PHBs. Each PHB (BE, CSx, EF, and AFxy) represents a specific numeric DSCP
value and therefore a specific way that traffic should be handled.

Cisco has created a QoS Baseline that provides recommendations to ensure that both its products, &
designs and deployments that use them, are consistent in terms of QoS. Although the QoS Baseline
itself is internal to Cisco, it includes an 11-class classification scheme that can be used for enterprise
QoS Baseline suggestion for enterprise traffic classes is provided in Figure 6-5. This figure identifies
types of traffic and the QoS marking that each type should be assigned. As described earlier, the Qc
marking is either a Layer 2 CoS (specified within the 802.1q Tag field or ISL header) or a Layer 3 va
marked in the IP packet header. The Layer 3 markings can either be done with a 3-bit IP precedenc:
(shown in the IPP column in Figure 6-5) or with a 6-bit DSCP value; both the numeric DSCP value ai
PHB keyword representation of that value are shown in the figure.

Figure 6-5. Cisco QoS Baseline Provides Guidelines for Classification a
Marking'®!

L3 Classification

Voice § 5
Interactive Video 4 AFa1 34 4
Streaming Video 4 cs4 32 4

Mission-Critical Data a AF31 26 a
Call Signaling 3 cs3 24 3
Transactional Data 2 AF21 18 2
Network Management 2 cs2 16 2
Bulk Data 1 AF11 10 1
Scavenger 1 £si 1

ﬂ“““

The classes of traffic in the QoS Baseline are defined as followed:

« IP Routing class This class is for IP routing protocol traffic such as Border Gateway Protoco
Enhanced Interior Gateway Routing Protocol (EIGRP), Open Shortest Path First (OSPF), and ¢

« Voice class This class is for Voice over IP (VoIP) bearer traffic (the conversation traffic), not
associated signaling traffic, which would go in the Call Signaling class.

« Interactive Video class This class is for IP videoconferencing traffic.

e Streaming Video class This class is either unicast or multicast unidirectional video.

e Mission-Critical Data class This class is intended for a subset of the Transactional Data ap|
that are most significant to the business. The applications in this class are different for every



organization.

- Call Signaling class This class is intended for voice and video-signaling traffic.

« Transactional Data class This class is intended for user-interactive applications such as dal
access, transactions, and interactive messaging.

« Network Management class This class is intended for traffic from network management pr
such as SNMP.

« Bulk Data class This class is intended for background, noninteractive traffic, such as large f
transfers, content distribution, database synchronization, backup operations, and e-mail.

e Scavenger class This class is based on an Internet 2 draft that defines a "less-than-Best Eff
service. If a link becomes congested, this class will be dropped the most aggressively. Any
nonbusiness-related traffic (for example, downloading music in most organizations) could be
this class.

« Best Effort class This class is the default class. Unless an application has been assigned to
class, it remains in this default class. Most enterprises have hundreds, if not thousands, of af
on their networks; the majority of these applications remain in the Best Effort class.

Key Point

The QoS Baseline does not mandate that these 11 classes be used; rather this
classification scheme is an example of well-designed traffic classes. Enterprises can have
fewer classes, depending on their specific requirements, and can evolve to using more
classes as they grow. For example, at one point, Cisco was using a 5-class model (the
minimum recommended in a network with voice, video, and data) on its internal
network.”

Figure 6-6 illustrates an example strategy for expanding the number of classes over timefrom a 5-cl
8-class, and eventually to the 11-class modelas needs arise.

Figure 6-6. The Number of Classes of Service Can Evolve as Requireme
Change®!
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After traffic has been classified and marked and sent on its way through the network, other devices

read the markings and act accordingly. The following sections examine the QoS tools that these dev
use.

Policing and Shaping

Policing and shaping tools identify traffic that violates some threshold or service-level agreement (S|
two tools differ in the way that they respond to this violation.

Key Point

Policing tools drop the excess traffic or modify its marking.

Shaping tools buffer the extra data until it can be sent, thus delaying but not dropping it.

The difference between these tools is illustrated in Figure 6-7.

Figure 6-7. Policing Drops Excess Traffic While Shaping Delays It



U N - - Max Rate

Y

= Tima

b o g i, = = Sl — - - fax Rita

The diagram on the left in Figure 6-7 illustrates traffic that is being presented to an interface; note t
of the traffic exceeds the maximum rate allowed on the interface. If policing tools were configured o
interface, the excess traffic would simply be dropped, as indicated in the upper-right diagram. In co

lower-right diagram shows that shaping tools would send all the data by delaying some of it until ba
available.

Policing Tools

The Cisco IOS traffic policing feature allows control of the maximum rate of traffic sent or received ¢
interface. It is often configured on interfaces at the edge of a network to limit traffic into or out of tt

network. Traffic that does not exceed the specified rate parameters is sent, while traffic that exceed
parameters is either dropped or is sent with a lower priority.

Note

Committed access rate (CAR) is an older I0S policing tool that can be configured to rate-
limit (drop) certain traffic if it exceeds a specified speed. It can also be configured to set ol

change the markings within the packet header for traffic, depending on whether it meets
or exceeds the acceptable rate.

Shaping Tools

Traffic shaping allows you to control the traffic going out of an interface to match its flow to the spe«

destination interface or to ensure that the traffic conforms to particular policies. The I0S software st
the following QoS traffic-shaping features:

Generic Traffic Shaping (GTS) GTS provides a mechanism to reduce the flow of outbound
an interface to a specific bit rate. You can use access lists to define particular traffic to be she
is useful when the receiving device has a lower access rate into the network than the transm
device.

Class-based shaping This type of shaping provides the means for configuring traffic shapin
class of traffic, based on the marking in the packet header, rather than only on an access list



Class-based shaping also allows you to specify average rate or peak rate traffic shaping.

- Distributed Traffic Shaping (DTS) DTS is similar to class-based shaping; however, DTS is
devices that have distributed processing (such as the Cisco 7500 Versatile Interface Processc
and don't support class-based shaping.

- Frame Relay Traffic Shaping (FRTS) Although GTS works for Frame Relay, FRTS offers th
following capabilities that are more specific to Frame Relay networks:

- Rate enforcement on a pervirtual circuit (VC) basis A peak rate can be configured to |
outbound traffic to either the committed information rate (CIR) or to some other defined valt

- Generalized backward explicit congestion notification (BECN) support on a per-VC
The router can monitor the BECN field in frames and throttle traffic if necessary.

- Priority and custom queuing support on a per-VC basis This allows finer granularity ir
queuing of traffic on individual VCs.

Note

Priority and custom queuing are described in the "Congestion Management" section, later
in this chapter.

Congestion Avoidance

Key Point

Congestion-avoidance techniques monitor network traffic loads so that congestion can be
anticipated and then avoided, before it becomes problematic.

If congestion-avoidance techniques are not used and interface queues get full, packets trying to ent
queue will be discarded, regardless of what traffic they hold. This is known as tail dropthe packets a
after the tail of the queue are dropped.

In contrast, congestion-avoidance techniques allow packets from streams identified as being eligible
discard (those with lower priority) to be dropped when the queue is getting full.

Congestion avoidance works well with TCP-based traffic; TCP has a built-in flow control mechanism
when a source detects a dropped packet, the source slows its transmission.

Weighted random early detection (WRED) is the Cisco implementation of the random early detectior
mechanism. RED randomly drops packets when the queue gets to a specified level (in other words, !
nearing full). RED is designed to work with TCP traffic: When TCP packets are dropped, TCP's flow-c
mechanism slows the transmission rate and then progressively begins to increase it again. RED ther
results in sources slowing down and hopefully avoiding congestion.

WRED extends RED by using the IP precedence in the IP packet header to determine which traffic st
dropped; the drop-selection process is weighted by the IP precedence. Similarly, DSCP-based WRED
DSCP value in the IP packet header in the drop-selection process. WRED selectively discards lower-g



(and higher-drop preference for DSCP) traffic when the interface begins to get congested.

Starting in IOS Release 12.2(8)T, Cisco has implemented an extension to WRED called explicit conge
notification (ECN), which is defined in RFC 3168, The Addition of Explicit Congestion Notification (EC
and uses the lower 2 bits in the ToS byte (as shown earlier in Figure 6-3). Devices use these two EC
communicate that they are experiencing congestion. When ECN is in use, it marks packets as experi
congestion (rather than dropping them) if the senders are ECN-capable and the queue has not yet r
maximum threshold. If the queue does reach the maximum, packets are dropped as they would be
ECN.

Congestion Management

While congestion avoidance manages the tail, or back, of queues, congestion management takes cal
front of queues.

Key Point

As the name implies, congestion management controls congestion after it has occurred.
Thus, if no congestion exists, these tools are not triggered, and packets are sent out as
soon as they arrive on the interface.

Congestion management can be thought of as two separate processes: queuing, which separates tr:
various queues or buffers, and scheduling, which decides from which queue traffic is to be sent next

Queuing algorithms sort the traffic destined for an interface. Cisco I0S Software includes many quet
mechanisms. Priority queuing (PQ), custom queuing (CQ), and weighted fair queuing (WFQ) are the
oldest. IP Real-Time Transport Protocol (RTP) priority queuing was developed to provide priority for
traffic, but it has been replaced by class-based weighted fair queuing (CBWFQ) and low latency quet
(LLQ). These queuing mechanisms are described as follows:

e PQ A series of filters based on packet characteristics (for example, source IP address and de:
port) are configured to place traffic in one of four queueshigh, medium, normal, and low prio
example, voice traffic could be put in the high queue and other traffic in the lower three quel
high-priority queue is serviced first until it is empty. The lower-priority queues are only servir
no higher-priority traffic exists; these lower-priority queues run the risk of never being servic

e CQ Traffic is placed into one of up to 16 queues, and bandwidth can be allocated proportiona
each queue by specifying the maximum number of bytes to be taken from each queue. CQ s¢
queues by cycling through them in a round-robin fashion, sending the specified amount of tr:
any exists) for each queue before moving on to the next queue. If one queue is empty, the
sends packets from the next queue that has packets ready to send.

«  WFQ WFQ classifies traffic into conversations and applies weights, or priorities, to determine
relative amount of bandwidth each conversation is allowed. WFQ recognizes IP precedence v:
marked in IP packet headers. For example, WFQ schedules voice traffic first and then fairly sl
remaining bandwidth among high-volume flows.

« IP RTP priority queuing This type of queuing provides a strict priority-queuing scheme for
sensitive traffic. This traffic can be identified by its RTP port numbers and classified into a pri
queue. As a result, delay-sensitive traffic such as voice can be given strict priority over other
traffic.



Note

RTP is a protocol designed to be used for real-time traffic such as voice. RTP runs on top o
UDP (to avoid the additional overhead and delay of TCP). RTP adds another header that
includes some sequencing information and time-stamping information to ensure that the
received data is processed in the correct order and that the variation in the delay is within
acceptable limits.

e CBWFQ CBWFQ provides WFQ based on defined classes but does not have a strict priority qt
available for real-time traffic such as voice. All packets are serviced fairly based on weight; n
packets can be granted strict priority.

e LLQ LLQ is a combination of CBWFQ and PQ, adding strict priority queuing to CBWFQ. This al
delay-sensitive data, such as voice data, to be sent first, giving it preferential treatment over
traffic.

Key Point

LLQ is the recommended mechanism for networks with voice traffic.

Link-Specific Tools

Key Point

Link-specific tools are those that are enabled on both ends of a point-to-point WAN
connection to reduce the bandwidth required or delay experienced on that link. The QoS
tools available include header compression (to reduce the bandwidth utilization) and link
fragmentation and interleaving (LFI) (to reduce the delay encountered).

Voice packets typically have a small payload (the voice data) relative to the packet headersthe RTP,
IP headers add up to 40 bytes. So, compressing the header of such packets can have a dramatic eff
bandwidth they require. RTP header compression, called cRTP, compresses this 40-byte header to 2
bytes.

Note

Voice compression, which reduces the size of the voice payload while still maintaining the
quality at an acceptable level, is described in Chapter 7.



Even with queuing and compression in place, a delay-sensitive packet (such as a voice packet) coulc
to go out of a WAN interface just after a large packet (for example, part of a file transfer) has been
that interface. After forwarding of a packet out of an interface has begun, queuing has no effect and
recall the large packet. Therefore, a voice packet that gets stuck behind a large data packet on a W/
can experience a relatively long delay and, as a result, the quality of the voice conversation can suff
counteract this, LFI can be configured on WAN links to fragment large packets (split them into small
packets) and interleave those fragments with other packets waiting to go out on the interface. The ¢
delay-sensitive packets can travel with minimal delay. The fragments of the larger packets need to t
reassembled at the receiving end, so the larger packets will experience some delay. However, becat
applications sending these packets are not delay-sensitive, they should not be adversely affected by
delay. Figure 6-8 illustrates the LFI concept.

Figure 6-8. LFI Ensures That Smaller Packets Do Not Get Stuck Behind L
Packets
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Note

Recall from Appendix B that the IPv4 packet header includes a 16-bit identification field
consisting of 3 bits of flags and 13 bits of fragment offset. This field indicates whether the
packet is a fragment and, if so, the offset of the fragment in the original packet. The
receiving end can then reassemble the fragments to create the original packet.



AutoQoS

The Cisco AutoQoS feature on routers and switches provides a simple, automatic way to enable QoS
configurations in conformance with Cisco's best-practice recommendations. Only one command is re
The router or switch then creates configuration commands to perform such things as classifying and
VoIP traffic and then applying an LLQ queuing strategy on WAN links for that traffic. The configurati
by AutoQoS becomes part of the normal configuration file and can, therefore, be edited if required.

The first phase of AutoQoS, available in various versions of router I0S Release 12.3, only creates
configurations related to VoIP traffic.

Note

The Cisco Feature Navigator tool, available at http://www.cisco.com/go/fn, allows you to
quickly find the Cisco IOS and switch Catalyst Operating System (CatOS) Software release
required for the features that you want to run on your network. For example, you can use
this tool to determine the I0S release required to run AutoQoS on the routers in your
network.

The second phase of AutoQoS is called AutoQoS Enterprise and includes support for all types of data
configures the router with commands to classify, mark, and handle packets in up to 10 of the 11 Qo
traffic classes. The Mission-Critical traffic class is the only one not defined, because it is specific to e
organization. As with the earlier release, the commands created by AutoQoS Enterprise can be edite
required.

Note

Further information on AutoQoS can be found at
http://www.cisco.com/en/US/products/ps6656/products ios protocol opt and at
http://www.cisco.com/en/US/tech/tk543/tk759/tk879/tsd technology support protocol h
ome.html.

NEXT B

e rrcv | wExT

QoS Design Guidelines

As discussed in Chapter 1, the first step in any design process is to determine the
requirements that you are trying to meet. Only then should you attempt to design
the network features to meet those requirements. Recall that this process is
called a top-down approach. Compare this to a bottom-up approach, in which
features (queuing, for example) are deployed on some interfaces without



considering why they are being deployed.

Thus, when designing QoS features into your network, the QoS-related
requirements of the network must be clearly defined. For example, if the network
includes VolIP, video, or other delay-sensitive traffic, you need to determine
whether that traffic is considered important enough to warrant providing it strict
priority.

The number of classes of traffic that are to be used in the network and which
applications are to be considered mission-critical need to be determined. In
general, the number of applications in the Mission-Critical class should be
minimized. If too many are considered critical, each one becomes just part of a
large group and does not necessarily get the services it truly needs.

QoS can be considered "a system of managed unfairness"™! in that some traffic is
given less priority than other traffic, which might be seen by some users to be
unfair. Thus, it is important to get agreements and buy-ins from high-level
management about which data is considered critical to and within the
organization, and to flow the QoS requirements from these agreements. Any
complaints of unfairness can then be rebuked by referring to the agreements.

QoS tools can be used in all areas of the Enterprise Composite Network Model. As
discussed earlier, the ideal trust boundarywhere classification and marking of
traffic are performed and trusted by the rest of the networkis as close to the end
devices as possible. While the network administrator might not want to trust end
users or their applications to set markings consistent with the network's policy,
the access switches to which the users' PCs are connected could perform this
task.

Using Layer 3 DSCP QoS markings allows QoS to be provided end to end
throughout the network. If some access switches support only Layer 2 (CoS)
markings, these markings must be mapped to the appropriate DSCP values; this
would be a function performed by the distribution switches. These switches must
also apply DSCP values to any traffic that has not been marked elsewhere. The
campus core should not be involved in classifying and marking traffic; its role is
to process the traffic quickly, based on previous markings.

Policing (dropping) traffic is best performed as close to the source of the traffic as
possible, to avoid having the traffic travel through the network (and therefore
consume resources such as bandwidth) unnecessarily. Again, within the campus
infrastructure, policing should be performed on the access or distribution devices.

QoS tools can be enabled on either switches or routers. When performed in
software however, QoS operations can consume considerable CPU resources, so
ideally they should be enabled on devices that execute the necessary
computations in hardware to achieve higher performance.

Although we typically think of applying queuing only to slow WAN links, LAN links
can also be congested. For example, uplinks between switches that aggregate
traffic from many other links are potential locations of congestion. Although this is
less likely to occur than on WAN links, queuing should be deployed on any link
that could potentially experience congestion, to provide the needed services to
the network traffic. Queuing policiesin other words, how each traffic class is
handledshould be consistent across the enterprise.
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Summary

In this chapter, you learned about QoS models, tools, and design guidelines,
including the following topics:

e« Why QoS is important in a converged networkone in which data, voice,
and video traffic flows

e The QoS-related requirements of various types of traffic

e The two models for deploying end-to-end QoS: IntServ and DiffServ

e The QoS tools available to implement QoS policies, including the following:

- Classification and marking Analyzing packets and sorting them into
different categories, and then putting an indication of the classification of
the packet within the packet header itself

- Policing Tools that drop the excess traffic or modify its marking

- Shaping Tools that buffer extra data until it can be sent, thus delaying
but not dropping it

- Congestion avoidance Monitoring traffic loads so that congestion can
be anticipated and then avoided, before it becomes problematic

- Congestion management Controlling congestion after it has occurred

- Link-specific tools Compression (to reduce the bandwidth utilization)
and LFI (to reduce the delay experienced)

- AutoQoS A simple, automatic way to enable QoS configurations in
conformance with the Cisco best-practice recommendations

e The Cisco QoS Baseline guidelines for classifying traffic
e QoS design guidelines

| @ PREY |
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Chapter 7. Voice Transport Design

This chapter discusses how to design the transport of voice within a network, and
includes the following sections:

¢ Making the Business Case

« What Is Voice Transport?

e Quality of Service

 VoIP Components

« IP Telephony Components

Voice Coding and Compression Techniques
Bandwidth Requirements

IP Telephony Design

Voice Security

This chapter describes how voice can be transported along with other data within
a network.

We first introduce why it would be advantageous to include voice in your network
design. The mechanics of voice transport, including digitization, packetization,
and call processing are explained. Quality of service (QoS) for voice is reviewed.
The components required in a Voice over IP (VoIP) network and those in an IP
telephony network are described. The standards for how voice calls are coded and
compressed are introduced, and the bandwidth requirements for voice traffic are
explored. IP telephony design scenarios are examined. We conclude with an
introduction to security considerations for voice.



Note

Appendix B, "Network Fundamentals," includes material that
we assume you understand before reading the rest of the
book. Thus, we encourage you to review any of the material in
Appendix B that you are not familiar with before reading the
rest of this chapter.

While those in the networking world have been hearing about Voice over IP for
quite a while now, over the past couple of years (at least within North America),
the mainstream press has been introducing the term VoIP to the ordinary
consumer. Although the residential market is currently small, it is growing
quickly, as prices are slashed for VoIP packages that include such features as
unlimited calls within the continent, low-cost international calling, voice mail,
selection of your own area code, call forwarding, and call display.

An enterprise might also want to implement VoIP, in other words, to use its data
network to also carry its voice traffic. Referring to the discussion in Chapter 1,
"Network Design," a new technology shouldn't be implemented just because it
can be, but rather because it meets the network's requirements. The goal for
converging an organization's voice and data networks is to positively "impact key
initiatives, business processes and business results."™! This can be accomplished
in many ways, including the following:

e Direct cost savings, which is typically the initial reason that a company
considers converging its voice and data networks. These savings include
the following items:

- Toll bypass Long-distance voice calls go over the data network instead
of the public switched telephone network (PSTN), thus saving the
associated charges. For example, calls between branch offices and
headquarters can go on the same network as data. Calls to customers can
go as far as possible over the converged network, and then onto the PSTN
for the last segment.

- Having only one network to implement, maintain, manage, and
operate Cost reductions can include those for equipment purchases,
equipment space, maintenance contracts, and so forth.

- Reduced add/move/change costs Employees can take their
extension number with them when they move offices, and new employees
can be added easily.

- Reduced cabling costs Because voice travels over the data network, no
additional cabling is required.

- Possible reduced capital expenditures costs For example, the
company might not have to buy a new private branch exchange (PBX)
switch to manage the corporate phone system.

e Increased end-user productivity, because more applications are available
through the Internet or from an IP phone. Two examples are a video



telephony application that allows video conference calls between any
locations, and unified messaging that allows employees to pick up voice-
mail messages on the Internet, thus avoiding costly long-distance charges
when they are traveling.

e Revenue-generation opportunities, which can also be a competitive
advantage. For example, a call center could be set up to take sales orders
and provide customer service.

« Improved customer service and response, because more information can
be made available to customers themselves or to the customer-service
agents.

« Improved employee empowerment and satisfaction, for example, by
providing employees that do not currently have a workstation access to
the Internet and applicable applications through an IP phone.

e rrcv | wExT
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What Is Voice Transport?

A converged network is one in which data, voice, and video traffic coexist on a
single network. Transporting voice and video across the network means that they
become applications, just like file transfers, to the network. It also means that
the capabilities of the network can be used to provide even more functionality and
features than were previously available.

Key Point

To transport voice across the network, it must first be
digitizedconverted from analog to digital signalsand then
packetized, that is, put into IP packets. These voice IP packets
can then be sent over the data network, just like any other IP
packets.

Digitization

Figure 7-1 illustrates the digitization process for analog speech, as described in
this section.

Figure 7-1. Converting Analog Speech into Digital Signals



T 00000001

00000011

000010301

U 00101107

Filtered Sampling Quantization and
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Analog speech contains components at many different frequencies, representing
the range of sounds that we hear. Most analog speech components are in the
frequency range of 300 hertz (Hz) to 3400 Hz. The first step in the digitization
process is to filter out anything higher than 4000 Hz, thus isolating the speech
component.

This filtered signal is then sampled by a process called pulse amplitude
modulation (PAM), which uses the original analog signal to change the amplitude
of a pulse signal. The rate at which the sampling is done is driven by the Nyquist
theorem, which states that the sampling rate must be at least twice the highest
frequency, so it is possible to reconstruct the analog signal from the digital signal.
If too few samples are taken, not enough information would be available to re-
create the original speech. Thus, for speech filtered at 4000 Hz, sampling must be
done at 8000 Hz, or 8000 times per second.

Using a pulse code modulation (PCM) process, each of these samples is then
quantized, which means that it is assigned a discrete binary value and then

digitized. Eight bits are used for each sample, resulting in 2% = 256 possible
values.

Key Point

Because the original analog signal is sampled at 8000 times
per second and each sample is represented by 8 bits, voice
digitized using PCM is sent at a rate of 8000 * 8 = 64,000 bits
per second (bps), or 64 kilobits per second (kbps).

Packetization and Call Processing

The packetization of voice is implemented in the following two ways, as illustrated
in Figure 7-2:

e Using traditional phones and a PBX (or digital phones attached to a PBX)
to digitize the voice, and then connecting the PBX to a voice-enabled
router to perform the packetization. The result is voice encapsulated inside
IP packets, or VolIP. These packets are carried across the converged
network, therefore replacing the traditional tie trunks between PBXs. This
scenario is illustrated at the top of Figure 7-2, and the devices required



are detailed in the "VoIP Components" section, later in this chapter.

Note

A PBX is a telephone switch used within an organization
to provide features such as call holding, call forwarding,
conference calling, and voice mail.

Using IP phones to digitize and packetize the voice. The call-processing
function previously performed by the PBX is now handled by a call-
processing managerfor example, Cisco CallManager (CCM) is a software-
based system that provides functions such as setting up and terminating
calls, routing to voice mail, and so forth. Similar to the previous scenario,
this results in VoIP packets traversing the network. VoIP, together with the
enhanced features provided by CCM and other applications that are now
possible, are collectively known as IP telephony. This scenario is illustrated
in the lower portion of Figure 7-2. IP telephony also supports devices other
than IP phones, to provide even more flexibility and functionality within
the converged network. The devices used in IP telephony are described in
the "IP Telephony Components" section, later in this chapter.

Figure 7-2. VoIP and IP Telephony
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Note

Figure 7-2 does not show connectivity to the PSTN. IP
telephony scenarios with PSTN connections are described in
the "IP Telephony Design" section, later in this chapter.




Conversation and Control Traffic

Two categories of voice traffic exist: conversation traffic (the audio, also called
bearer traffic) and control (or signaling) traffic.

Key Point

Within VoIP, conversation packets are sent using the User
Datagram Protocol (UDP), which provides connectionless
transmission.

Because it does not have the overhead that the sequencing, acknowledging, and
error-checking features of the Transmission Control Protocol (TCP) require, UDP
provides a more efficient, lower-delay service. Voice conversation is susceptible to
delayif a voice packet is delayed too much, it could lose its relevance. On the
other hand, the loss of a single voice packet is not detrimental to the quality of
voice at the receiving end because it can be interpolated from other voice
samples.

Conversation packets are sent using the Real-Time Transport Protocol (RTP),
which runs on top of UDP. RTP was designed to be used for real-time traffic such
as voice. RTP adds another header to the UDP segment that includes some
sequencing information and time-stamping information to ensure that the
received data is processed in the correct order and that the variation in the delay
is within acceptable limits.

Call control traffic is sent using TCP, because the signals must be received in the
order in which they were sent, and loss of these packets cannot be tolerated.
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Quality of Service

Earlier we described how residential VoIP is becoming popular. These calls are
being sent over the Internet, not over a private corporate wide-area network
(WAN). You saw in Chapter 6, "Quality of Service Design," how important QoS is
to voice calls, to ensure that the delay and variation in delay (jitter) remain within
acceptable levels. However, the Internet is known as a best-effort service: in
general it has no QoS support. Thus, the quality of these voice calls over the
Internet is not guaranteed. For residential and small-business needs, the quality
might be acceptable, especially when weighed against the cost savings. For
organizations that require enterprise-class voice-enabled network services and
quality, though, Cisco does not recommend using best-effort WAN connections
such as the Internet. For these networks, dedicated WAN connections with QoS
support should be used for voice traffic between sites.2!



Note

It is interesting to consider the quality of service provided by
the best-effort Internet. For example, when we send an e-mail
to someone, it usually arrives almost immediately. While we
have probably all experienced a few instances of e-mails never
arriving at their destination, in general, we think of the
Internet as providing good service.

Voice traffic is sensitive to delays, jitter, and extensive packet loss. Recall from
Chapter 6 that the guidelines for ensuring acceptable voice quality are as follows:

e The one-way delay should be no more than 150 milliseconds (ms).
e The jitter should be no more than 30 ms.
e« No more than 1 percent of the packets should be lost.

Note

While 150 ms is the standard for acceptable voice delay, tests
have shown that a negligible quality difference exists with a
200-ms delay.

Chapter 6 also identifies the tools that are available to implement the QoS
required by voice traffic, including classification and marking, policing and
shaping, congestion avoidance, congestion management, and link-specific tools.

=1
=1

VolP Components

Key Point

When implementing VolP using traditional phones,
components include the phones, a PBX, and a voice-enabled
router, as illustrated earlier in the VoIP portion of Figure 7-2.

Traditional phones and PBXs have been installed in businesses for many years.
The addition of a voice-enabled router, also called a voice gateway, can be the
first step toward a fully converged voice and data network. The voice-enabled
router contains digital signal processors (DSPs) to perform its functions in



hardware, which is much faster than doing it in software.

To support VoIP, an underlying IP infrastructure must be functioning and robustin
other words, don't even think of adding voice to a network that is experiencing
other problems, such as congestion or network failures.

Voice-specific recommendations for the IP infrastructure are as follows:

e QoS, as described earlier and detailed in Chapter 6, should be
implemented within the network. Queuing should be deployed on any link
(WAN or LAN) that could potentially experience congestion, to meet delay
and jitter requirements for the voice traffic.

e« WANS for voice networks should use a hub-and-spoke topology, with a
central hub site and multiple remote spoke sites connected to the central
hub site.l3! Each remote site is then one WAN link hop away from the
central site and two WAN link hops away from all other spoke sites. This
ensures that call admission controllimiting the number of calls allowed
over the network so that the quality of all calls is within acceptable limitsat
the central site can keep track of the bandwidth available between any two
sites.

« Redundancy should be implemented within the network. For example,
WAN links should be redundant to ensure the availability of the voice
traffic between sites, and redundant devices and links should be deployed
within the campus where necessary to ensure the availability within each
site.

e« Compression of voice traffic over WANs should be implemented to reduce
the required bandwidth. The various compression techniques are described
later in the "Voice Coding and Compression Techniques" sectionG.729
compression is recommended for WAN links.
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IP Telephony Components

Key Point

IP telephony components include a robust IP infrastructure, IP
phones, a video telephony option, a call-processing engine,
applications, and optionally a voice gateway to the PSTN.

Note

More information on Cisco IP telephony is available at
http://www.cisco.com/go/ipc.




IP Infrastructure

The IP infrastructure requirements noted in the previous section apply equally to
an IP telephony implementation. However, additional items must be considered in
this environment because of the other components, including the following:

« The LAN access switches to which IP phones and users' PCs are connected
should define two separate virtual LANs (VLANs) each, one for data and
one for voice, allowing easier implementation of QoS tools. (VLANs are
described in Chapter 2, "Switching Design.") Recall from Chapter 1 that
the LAN access switches are interconnected by distribution Layer 3
switches (routers) to provide communication between the workgroups.

e As discussed in Chapter 6, while the network administrator might not want
to trust end users to classify and set QoS markings consistent with the
organization's policy, the access switches to which they are connected
could perform this task.

e Access switches can provide in-line power for the IP phones.

e Consideration should be given to deploying resources over WANs in a
distributed design, rather than a centralized design. For example, the CCM
application should be distributed when possible so that the voice network
remains available if the WAN fails.

IP Phones

Key Point

IP phones digitize and packetize voice. They connect to the
network through an Ethernet cable (or through a wireless
network), just as a PC does. Many different types of IP phones
are available, including both hardware-and software-based.

The following are some of the features available on Cisco IP phones:

e Support for power over Ethernet (PoE), to allow the phone to be powered
from the switch to which it is connected (if it supports in-line power)
rather than from a power outlet.

e Extensible markup language (XML) support enables access to applications;
new features and applications can be added easily. The IP phone contains
a micro-browser that enables limited web-browsing capability. Higher-end
phones have web-client capabilities, while lower-end phones support text-
based XML applications.

« Display and audio features include liquid crystal displays (LCDs),
speakerphones, and audible and visual alerts.

¢ Some models have integrated Ethernet switches, with speeds up to 1
gigabit per second (Gbps).

e Some