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Foreword

With the advent of switching technology and specifically the enormously successful
Catalyst Switching products from Cisco Systems, corporations all over the world are
upgrading their infrastructures to enable their networks for high bandwidth
applications. Although the original goal of most switched network design was
primarily increased bandwidth, the networks of today require much more with the
advent of mission critical applications and IP Voice emerging as mainstream
networking requirements. It is therefore important not only to reap the bandwidth
benefits of Catalyst switching but also learn sound network design principles
leveraging all of the features in the Catalyst software suite.

One thing network designers have learned over the years is that things never get
any easier when it comes to understanding and evaluating all of the available
technologies that appear in standards bodies and are written about in trade
magazines. We read about MPOA, LANE, Gigabit Ethernet, 802.1Q, 802.1p, Layer 3
switching, OSPF, BGP, VPN, MPLS, and many others. The key, however, to building
and operating a successful network is understanding the basic fundamentals of the
relevant technologies, knowing where and how to apply them most effectively in a
network, and most importantly leveraging the successes of others to streamline the
deployment of the network. Internetworking design is part art and part science
mostly due to the fact that the applications that ride on top of the network have
widely varying traffic characteristics. This represents another challenge when
designing a network because you might well optimize it to perform for a certain
application only to find that a few months later a brand new application places
entirely differing demands on the network.

The science part of campus network design relies on a few basic principles. First,
every user connects to a port on a switch and so wiring closets are provisioned with
Catalyst switches such as the Catalyst 5000 family to connect end users either at 10
megabit Ethernet or increasingly 100 megabit Ethernet. The base level of switching
capability here is called Layer 2 switching.

There are typically tens to hundreds of wiring closets that need to be connected
somehow. Although there are many ways to do this, experience has taught us that a
structured approach with some hierarchy is the best technique for a stable and easily
expandable network. Wiring closets then are typically consolidated into a network
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layer called the distribution layer that is characterized by a combination of Layer 2
and Layer 3 switching.

If the network is large in size, there can still be a large number of distribution layer
switches, and so in keeping with the structured methodology, another layer is used
to network the distribution layer together. Often called the core of the network, a
number of technologies can be used, typified by ATM, Gigabit Ethernet, and Layer 3
switching.

This probably sounds rather simple at this point, however as you can see from the
thickness of this book, there is plenty of art (and a lot more science) toward making
your design into a highly available, easy to manage, expandable, easy to
troubleshoot network and preparing you with a solid foundation for new emerging
applications.

This book not only covers the science part of networking in great detail in the early
chapters, but more importantly deals with realworld experience in the
implementation of networks using Catalyst products. The book's authors not only
teach this material in training classes but also have to prove that they can make the
network work at customer sites. This invaluable experience is captured throughout
the book. Reading these tips carefully can save you countless hours of time
experimenting on finding the best way to fine tune your particular network. In
addition, as part of the CCIE Professional Development series of Cisco Press, you can
use the experience gained from reading and understanding this book to prepare for
one of the most sought after professional certifications in the industry.

Stuart Hamilton, CCIE #1282
Senior Manager, Enterprise Network Design

Cisco Systems Inc.
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Introduction

Driven by a myriad of factors, LAN switching technology has literally taken the world
by storm. The Internet, Web technology, new applications, and the convergence of
voice, video, and data have all placed unprecedented levels of traffic on campus
networks. In response, network engineers have had to look past traditional network
solutions and rapidly embrace switching. Cisco, the router company, has jumped
heavily into the LAN switching arena and quickly established a leadership position.
The Catalyst series of switches has set a new standard for performance and features,
not to mention sales.

Despite the popularity of campus switching equipment, it has been very difficult to
obtain detailed and clear information on how it should be designed, utilized, and
deployed. Although many books have been published in the last several years on
routing technology, virtually no books have been published on LAN switching. The
few that have been published are vague, out-of-date, and absent of real-world
advice. Important topics such as the Spanning-Tree Protocol and Layer 3 switching
have either been ignored or received inadequate coverage. Furthermore, most have
contained virtually no useful information on the subject of campus design.

This book was written to change that. It has the most in-depth coverage of LAN
switching technology in print to date. Not only does it have expansive coverage of
foundational issues, but it is also full of practical suggestions. Proven design models,
technologies, and strategies are thoroughly discussed and analyzed.

Both authors have drawn on their extensive experience with campus switching
technology. As two of the first certified Catalyst instructors, they have first-hand
knowledge of how to effectively communicate switching concepts. Through design
and implementation experience, they have a detailed understanding of what works,
as well as what doesn't work.

Objectives

Cisco LAN Switching is designed to help people move forward with their knowledge of
the exciting field of campus switching. CCIE candidates will receive broad and
comprehensive instruction on a wide variety of switching-related technologies. Other
network professionals will also benefit from hard-to-find information on subjects such
Layer 3 switching and campus design best practices.

Audience

Cisco LAN Switching should appeal to a wide variety of people working in the

network field. It is designed for any network administrator, engineer, designer, or
manager who requires a detailed knowledge of LAN switching technology.

Obviously, the book is designed to be an authoritative source for network engineers
preparing for the switching portion of the CCIE exams and Cisco Career
Certifications. Cisco LAN Switchingis not a "quick fix" guide that helps you cram
(such books are virtually worthless when it comes to taking the CCIE practical



Cisco LAN Switching

exams). Instead, it focuses extensively on theory and building practical knowledge.
When allied with hands-on experience, this can be a potent combination.

However, this book is designed to go far beyond test preparation. It is designed to
be both a tutorial and a reference tool for a wide range of network professionals,
including the following:

People with less switching experience will benefit extensively from the
foundational material discussed in Part I. This material then transitions
smoothly into the more advanced subject matter discussed in later chapters.
Network professionals with a detailed understanding of routing but new to
campus switching will find that Cisco LAN Switching can open up a whole new
world of technology.

Network engineers with extensive switching experience will find Cisco LAN
Switching taking them farther into the field. For example, much of the
Spanning-Tree Protocol information in Part 1l and the real-world design
information in Part V has never been published before. The Catalyst 6000
material discussed in Part VI is also completely new.

Network designers will benefit from the state-of-the-art coverage of campus
design models and the detailed discussions of opposing design strategies.
Engineers who have already obtained their CCIE will value Cisco LAN
Switchingas a reference tool and for design information.

Organization

The eighteen chapters and one appendix of this book fall into seven parts:

Part I: Foundational Issues— This section takes you through technologies
that underlie the material covered in the rest of the book. Important issues
such as Fast Ethernet, Gigabit Ethernet, routing versus switching, the types of
Layer 2 switching, the Catalyst command-line environment, and VLANs are
discussed. Although advanced readers might want to skip some of this
material, they are encouraged to at least skim the sections on Gigabit
Ethernet and VLANS.

Part Il: Spanning Tree— The Spanning-Tree Protocol can make or break a
campus network. Despite the ubiquitous deployment of this protocol, very
little detailed information about its internals has been published. This section
is desighed to be the most comprehensive source available on this important
protocol. It presents a detailed analysis of common problems and Spanning
Tree troubleshooting. This chapter also discusses important enhancements
such PortFast, UplinkFast, BackboneFast, and PVST+.

Part I11: Trunking— Part 11l examines the critical issue of trunk
connections, the links used to carry multiple VLANs throughout a campus
network. Chapter 8 begins with a detailed discussion of trunking concepts and
covers Ethernet-based forms of trunking, ISL, and 802.1Q. Chapters 9 and 10
look at LAN Emulation (LANE) and MPOA (Multiprotocol over ATM), two forms
of trunking that utilize Asynchronous Transfer Mode (ATM).

Part 1V : Advanced Features— This section begins with an in-depth
discussion of the important topic of Layer 3 switching, a technology that has
created a whole switching paradigm. Both MLS (routing switch) and
hardware-based (switching router) routing are examined. The next two
chapters examine the VLAN Trunking Protocol (VTP) and multicast-related
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topics such as Cisco Group Management Protocol (CGMP) and Internet Group
Membership Protocol (IGMP) Snooping.

Part V: Real-World Campus Design and Implementation— Part V
focuses on real-world issues such as design, implementation, and
troubleshooting. These chapters are oriented toward helping you benefit from
the collective advice of many LAN switching experts.

Part VI: Catalyst 6000 Technology— This section includes a chapter that
analyzes the Catalyst 6000 and 6500 models. Focusing primarily on Layer 3
switching, it discusses the important "Native 10S Mode" of operation.

Part VII: Appendix— The single appendix in this section provides answers
and solutions to the Review Questions and Hands-On Labs from the book.

Features and Conventions

Where applicable, each chapter includes a variety of questions and exercises to
further your knowledge of the material covered in that chapter. Many of the
questions probe at the theoretical issues that indicate your mastery of the subject
matter. Other questions and exercises provide an opportunity to build switching
scenarios yourself. By utilizing extra equipment you might have available, you can
build your own laboratory to explore campus switching. For those not fortunate
enough to have racks of idle switching gear, the authors will be working with
MentorLabs to provide value-added labs via the Internet.

Two conventions are used to draw your attention to sidebar, important, or useful
information:

Tip

Tips are used to highlight important points or useful shortcuts.

Note

Notes are used for sidebar information related to the main text.

Various elements of Catalyst and Cisco router command syntax are presented in the
course of each chapter. This book uses the same conventions as the Cisco
documentation:

Vertical bars (|) separate alternative, mutually exclusive, elements.
Square brackets [] indicate optional elements.

Braces {} indicate a required choice.

Braces within square brackets [{}] indicate a required choice within an
optional element.

Boldface indicates commands and keywords that are entered literally as
shown.

Italics indicate arguments for which you supply values.
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If you have questions, comments, or feedback, please contact the authors at the
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benefit of future generations. Moreover, being technical geeks in the true sense of
the word, we are always up for a challenging technical discussion.

Kennedy Clark

KClark@iname.com

Kevin Hamilton

KHamilton@ccci.com
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Chapter 1. Desktop Technologies

This chapter covers the following key topics:

Legacy Ethernet— This section explains the operations and implementation
rules of legacy 10 Mbps CSMA/CD systems.

LAN Frames— This section presents various common formats for
transporting packets over Ethernet.

Fast Ethernet— A now popular desktop Ethernet migration, this uses 100
Mbps technology. This section describes its characteristics and some of the
common media options.

Gigabit Ethernet— As the highest speed Ethernet available today, this
technology finds immediate utility for trunking Catalysts and connecting high
performance servers. This section describes media options and
characteristics.

Token Ring— Token Ring, the other popular LAN alternative, operates very
differently from Ethernet. This section provides a brief overview of Token
Ring.

Since the inception of local-area networks (LANs) in the 1970s, numerous LAN
technologies graced the planet at one point or another. Some technologies became
legends: ArcNet and StarLAN, for example. Others became legacies: Ethernet, Token
Ring, and FDDI. ArcNet was the basis for some of the earliest office networks in the
1980s, because Radio Shack sold it for its personal computer line, Model Il. A simple
coaxial-based network, it was easy to deploy by office administrators for a few
workstations. StarLAN, one of the earliest twisted-pair network technologies, became
the basis for the Institute of Electrical and Electronic Engineers (IEEE) 10BaseT
network. Running at 1 Mbps, StarLAN demonstrated that networking over twisted
pair was feasible. Both ArcNet and StarLAN enjoyed limited success in the market
because higher speed technologies such as 10 Mbps Ethernet and 4 Mbps Token Ring
were introduced soon afterwards. With the higher bandwidth capacity of newer
network technologies and the rapid development of higher speed workstations
demanding more network bandwidth, ArcNet (now fondly referred to as ArchaicNet)
and StarLAN were doomed to limited market presence.

The legacy networks continue to find utility as distribution and backbone
technologies for both manufacturing and office environments. But like ArcNet and
StarLAN, even these technologies see higher speed networks such as Fast Ethernet,
High Speed Token Ring, and ATM crowding into the network arena. However, the
legacy systems will remain for many more years due to the existence of such a large
installed base. Users will replace Ethernet and Token Ring in phases as applications
demand more bandwidth.

This chapter discusses the legacy network technologies, Ethernet and Token Ring, as
well as Fast Ethernet and Gigabit Ethernet. Although Gigabit Ethernet is not yet a
popular desktop technology, it is discussed here because of its relationship to
Ethernet and its use in Catalyst networks for trunking Catalysts together. This
chapter also describes how the access methods operate, some of the physical
characteristics of each, and various frame formats and address types.

11
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Legacy Ethernet

When mainframe computers dominated the industry, user terminals attached either
directly to ports on the computer or to a controller that gave the appearance of a
direct connection. Each wire connection was dedicated to an individual terminal.
Users entered data, and the terminal immediately transmitted signals to the host.
Performance was driven by the horsepower in the hosts. If the host became
overworked, users experienced delays in responses. Note, though, that the
connection between the host and terminal was not the cause in the delay. The users
had full media bandwidth on the link regardless of the workload of the host device.

Facility managers installing the connections between the terminal and the host
experienced distance constraints imposed by the host's terminal line technology. The
technology limited users to locations that were a relatively short radius from the
host. Further, labor to install the cables created inflated installation and maintenance
expenses. Local-area networks (LANs) mitigated these issues to a large degree. One
of the immediate benefits of a LAN was to reduce the installation and maintenance
costs by eliminating the need to install dedicated wires to each user. Instead, a
single cable pulled from user to user allowed users to share a common infrastructure
instead of having dedicated infrastructures for each station.

A technology problem arises when users share a cable, though. Specifically, how
does the network control who uses the cable and when? Broadband technologies like
cable television (CATV) support multiple users by multiplexing data on different
channels (frequencies). For example, think of each video signal on a CATV system as
a data stream. Each data stream is transported over its own channel. A CATV system
carries multiple channels on a single cable and can, therefore, carry multiple data
streams concurrently. This is an example of frequency-division multiplexing (FDM).
The initial LANs were conceived as baseband technologies, however, which do not
have multiple channels. Baseband technologies do not transmit using FDM. Rather,
they use bandwidth-sharing, which simply means that users take turns transmitting.

Ethernet and Token Ring define sets of rules known as access methodsfor sharing
the cable. The access methods approach media sharing differently, but have
essentially the same end goal in mind.

Carrier Sense with Multiple Access with Collision
Detection (CSMA/CD)

Carrier sense multiple access collision detect (CSMA/CD) describes the Ethernet
access method. CSMA/CD follows rules similar to those in a meeting. In a meeting,
all individuals have the right to speak. The unspoken rule that all follows, though, is
"Only one person can talk at a time." If you have something to say, you need to
listen to see if someone is speaking. If someone is already speaking, you must wait
until they are finished. When you start to speak, you need to continue to listen in
case someone else decides to speak at the same time. If this happens, both parties
must stop talking and wait a random amount of time. Only then do they have the
right to start the process again. If individuals fail to observe the protocol of only one
speaker at a time, the meeting quickly degenerates and no effective communication
occurs. (Unfortunately, this happens all too often.)

12
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In Ethernet, multiple access is the terminology for many stations attaching to the
same cable and having the opportunity to transmit. No station has any priority over
any other station. However, they do need to take turns per the access algorithm.

Carrier sense refers to the process of listening before speaking. The Ethernet device
wishing to communicate looks for energy on the media (an electrical carrier). If a
carrier exists, the cable is in use and the device must wait to transmit. Many
Ethernet devices maintain a counter of how often they need to wait before they can
transmit. Some devices call the counter a deferral or back-off counter. If the deferral
counter exceeds a threshold value of 15 retries, the device attempting to transmit
assumes that it will never get access to the cable to transmit the packet. In this
situation, the source device discards the frame. This might happen if there are too
many devices on the network, implying that there is not enough bandwidth available.
When this situation becomes chronic, you should segment the network into smaller
segments. Chapter 2, "Segmenting LANsS," discusses various approaches to
segmentation. If the power level exceeds a certain threshold, that implies to the
system that a collision occurred. When stations detect that a collision occurs, the
participants generate a collision enforcement signal . The enforcement signal lasts as
long as the smallest frame size. In the case of Ethernet, that equates to 64 bytes.
This ensures that all stations know about the collision and that no other station
attempts to transmit during the collision event. If a station experiences too many
consecutive collisions, the station stops transmitting the frame. Some workstations
display an error message stating Media not available . The exact message differs
from implementation to implementation, but every workstation attempts to convey
to the user that it was unable to send data for one reason or another.

Addressing in Ethernet

How do stations identify each other? In a meeting, you identify the intended
recipient by name. You can choose to address the entire group, a set of individuals,
or a specific person. Speaking to the group equates to a broadcast; a set of
individuals is a multicast; and addressing one person by name is a unicast. Most
traffic in a network is unicast in nature, characterized as traffic from a specific station
to another specific device. Some applications generate multicast traffic. Examples
include multimedia services over LANs. These applications intend for more than one
station to receive the traffic, but not necessarily all for all stations. Video
conferencing applications frequently implement multicast addressing to specify a
group of recipients. Networking protocols create broadcast traffic, whereas IP creates
broadcast packets for ARP and other processes. Routers often transmit routing
updates as broadcast frames, and AppleTalk, DecNet, Novell IPX, and many other
protocols create broadcasts for various reasons.

Figure 1-1 shows a simple legacy Ethernet system with several devices attached.
Each device's Ethernet adapter card has a 48-bit (6 octet) address built in to the
module that uniquely identifies the station. This is called the Media Access Control
(MAC) address, or the hardware address. All of the devices in a LAN must have a
unique MAC address. Devices express MAC addresses as hexadecimal values.
Sometimes MAC address octets are separated by hyphens (-) sometimes by colons
(:) and sometimes periods (.). The three formats of 00-60-97-8F-4F-86,
00:60:97:8F:4F:86, and 0060.978F.4F86 all specify the same host. This book
usually uses the first format because most of the Catalyst displays use this
convention; however, there are a couple of exceptions where you might see the
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second or third format. Do not let this confuse you. They all represent MAC
addresses.

Figure 1-1 A Simple Ethernet Network

L

t .:I | | | J
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.- A tt—"
00-60-08- Q0-60-08-
93-DB-C1  €3-AB-12

Ethernet Frame Header

Destination Address Source Address "\P fi
00-60-08-93-AB-12 | 00-60-08-93-DB-C1 ) j

To help ensure uniqueness, the first three octets indicate the vendor who
manufactured the interface card. This is known as the Organizational Unique
Identifier (OUIl). Each manufacturer has a unique OUI value that it acquired from
IEEE, the global administrator for OUI values. Cisco has several OUI values:
00000C, 00067C, 0006C1, 001007, 00100B, 00100D, 001011, 001014,
00101F, 001029, 00102F, 001054, 001079, 00107B, O010A6, 0010F6,
O010FF, 00400B (formerly Crescendo), 00500F, 005014, O0502A, 00503E,
005050, 005053, 005054, 005073, 005080, 0050A2, 0O050A7, 0050BD,
O0O50E2, 006009, 00602F, O0603E, 006047, 00605C, 006070, 006083,
00900C, 009021, 00902B, 00905F, 00906D, 00906F, 009086, 009092,
0090A6, O090AB, 0090B1, 0090BF, 0090D9, 0090F2, 00D006, 00D058,

00DOBB, O0ODOCO, OOEO14, OOEO1E, OOEO34, OOEO4F, OOEO8F, OOEOAS,
OOEOBO, OOEOF7, OOEOF9,and OOEOFE.

The last three octets of the MAC address equate to a host identifier for the device.
They are locally assigned by the vendor. The combination of OUI and host number

creates a unique address for that device. Each vendor is responsible to ensure that
the devices it manufactures have a unique combination of 6 octets.

Unicast Frames

In a LAN, stations must use the MAC address for the Layer 2 address in a frame to
identify the source and destination. When Station 1 transmits to Station 2 in Figure
1-1, Station 1 generates a frame that includes Station 2's MAC address (00-60-08-
93-AB-12) for the destination and Station 1's address (00-60-08-93-DB-C1) for the
source. This is a unicast frame. Because the LAN is a shared media, all stations on
the network receive a copy of the frame. Only Station 2 performs any processing on
the frame, though. All stations compare the destination MAC address with their own
MAC address. If they do not match, the station's interface module discards (ignores)
the frame. This prevents the packet from consuming CPU cycles in the device.
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Station 2, however, sees a match and sends the packet to the CPU for further
analysis. The CPU examines the network protocol and the intended application and
decides whether to drop or use the packet.

Broadcast Frames

Not all frames contain unicast destination addresses. Some have broadcast or
multicast destination addresses. Stations treat broadcast and multicast frames
differently than they do unicast frames. Stations view broadcast frames as public
service announcements. When a station receives a broadcast, it means, "Pay
attention! I might have an important message for you!" A broadcast frame has a
destination MAC address of FF-FF-FF-FF-FF-FF (all binary 1s). Like unicast frames, all
stations receive a frame with a broadcast destination address. When the interface
compares its own MAC address against the destination address, they don't match.
Normally, a station discards the frame because the destination address does not
match its own hardware address. But broadcast frames are treated differently. Even
though the destination and built-in address don't match, the interface module is
designed so that it still passes the broadcast frame to the processor. This is
intentional because designers and users want to receive the broadcast frame as it
might have an important request or information. Unfortunately, probably only one or
at most a few stations really need to receive the broadcast message. For example,
an IP ARP request creates a broadcast frame even though it intends for only one
station to respond. The source sends the request as a broadcast because it does not
know the destination MAC address and is attempting to acquire it. The only thing the
source knows for sure when it creates the ARP request is the destination's IP
address. That is not enough, however, to address the station on a LAN. The frame
must also contain the MAC address.

Routing protocols sometimes use broadcast MAC addresses when they announce
their routing tables. For example, by default, routers send IP RIP updates every 30
seconds. The router transmits the update in a broadcast frame. The router does not
necessarily know all of the routers on the network. By sending a broadcast message,
the router is sure that all routers attached to the network will receive the message.
There is a downside to this, however. All devices on the LAN receive and process the
broadcast frame, even though only a few devices really needed the updates. This
consumes CPU cycles in every device. If the number of broadcasts in the network
becomes excessive, workstations cannot do the things they need to do, such as run
word processors or flight simulators. The station is too busy processing useless (for
them) broadcast frames.

Multicast Frames

Multicast frames differ from broadcast frames in a subtle way. Multicast frames
address a group of devices with a common interest and allow the source to send only
one copy of the frame on the network, even though it intends for several stations to
receive it. When a station receives a multicast frame, it compares the multicast
address with its own address. Unless the card is previously configured to accept

multicast frames, the multicast is discarded on the interface and does not consume
CPU cycles. (This behaves just like a unicast frame.)
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For example, Cisco devices running the Cisco Discovery Protocol (CDP) make periodic
announcements to other locally attached Cisco devices. The information contained in
the announcement is only interesting to other Cisco devices (and the network
administrator). To transfer the announcement, the Cisco source could send a unicast
to each and every Cisco device. That, however, means multiple transmissions on the
segment and consumes network bandwidth with redundant information. Further, the
source might not know about all of the local Cisco devices and could, therefore,
choose to send one broadcast frame. All Cisco devices would receive the frame.
Unfortunately, so would all non-Cisco devices. The last alternative is a multicast
address. Cisco has a special multicast address reserved, 01-00-0C-CC-CC-CC, which
enables Cisco devices to transmit to all other Cisco devices on the segment. All non-
Cisco devices ignore this multicast me ssage.

Open Shortest Path First (OSPF), an IP routing protocol, makes routing update
announcements on a specially reserved multicast address. The reserved multicast
OSPF IP addresses 224.0.0.5 and 224.0.0.6 translate to MAC multicast addresses of
01-00-5E-00-00-05 and 01-00-5E-00-00-06. Chapter 13, "Multicast and Broadcast
Services," discusses how these MAC addresses are derived. Only routers interested
in receiving the OSPF announcement configure their interface to receive the
message. All other devices filter the frame.

LAN Frames

When stations transmit to each other on a LAN, they format the data in a structured
manner so that devices know what octets signify what information. Various frame
formats are available. When you configure a device, you must define what format
your station will use, realizing that more than one format might be configured, as is
true for a router.

Figure 1-2 illustrates four common frame formats for Ethernet. Some users
interchange the terms packets and frames rather loosely. According to RFC 1122, a
subtle difference exists. Frames refer to the entire message, from the data link layer
(Layer 2) header information through and including the user data. Packets exclude
Layer 2 headers and only include the IP header (Layer 3 protocol header) through
and including user data.

Figure 1-2 Four Ethernet Frame Formats

| « Packet
Frame Layer 2 Header Fleld - - - — = — ~Data Fleld 1500-0ctels
Format 13-cetots

Etwrmet v2 |MAC DA | MAC SA |Type Cata E
(ARPA)  |c-octets  Goctels |2-octets c
6023 MAS DA MAC SA |Length |Ceta 5

Booiats | Gorale | 2-ootets
BO23E02 2 |MAC D MAC SA |Length (DSAF |S3AF  |Control |Data
|&-octols  Gochols |2oclots [1-ociot |1-octol | ) :
E0288022 |MASC DA | MAC SA |Length  |0xAA  [0xAd  |Ox03  |Ory Code |[Typo Data 4
SHAP Gocies  Gocleils |20clEts |1-ociel | 1-0ctel [1-ootel |3-ocEls | 2ocials clsts

The frame formats developed as the LAN industry evolved and differing requirements
arose for protocols. When XEROX developed the original Ethernet (which was later
adopted by the industry), a frame format like the Ethernet frame in Figure 1-2 was
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defined. The first 6 octets contain the destination's MAC address, whereas the next
field of 6 octets contain the source's MAC address. Two bytes follow that indicate to
the receiver the correct Layer 3 protocol to which the packet belongs. For example, if
the packet belongs to IP, then the type field value is 0X0800. Table 1-1 lists several
common protocols and their associated type values.

Table 1-1. Common Routed Protocols and Their Hex Type Values

Protocol Hex Type Value
IP 0800
ARP 0806
Novell IPX 8137
AppleTalk 809B
Banyan Vines OBAD
802.3 0000-05DC

Following the type value, the receiver expects to see additional protocol headers. For
example, if the type value indicates that the packet is IP, the receiver expects to
decode IP headers next. If the value is 8137, the receiver tries to decode the packet
as a Novell packet.

IEEE defined an alternative frame format. In the IEEE 802.3 formats, the source and
destination MAC addresses remain, but instead of a type field value, the packet
length is indicated. Three derivatives to this format are used in the industry: raw
802.3, 802.3 with 802.2 LLC, and 802.3 with 802.2 and SNAP. A receiver recognizes
that a packet follows 802.3 formats rather than Ethernet formats by the value of the
two-byte field following the source MAC address. If the value falls within the range of
0x0000 and 0x05DC (1500 decimal), the value indicates length; protocol type values
begin after Ox05DC.

Ethernet SlotTimes

Ethernet's rules govern how stations operate in a CSMA/CD environment. The rules
constantly keep in mind the need to detect collisions and to report them to the
participants. Ethernet defines a slotTime wherein a frame travels from one network
extreme to the other. In Figure 1-3, assume that Station 1, located at one extreme
of the network, transmits a frame. Just before the frame reaches Station 2, located
at the other extreme of the network, Station 2 transmits. Station 2 transmits
because it has something to send, and because Station 1's frame hasn't arrived yet,
Station 2 detects silence on the line. This demonstrates a prime example of a
collision event between devices at opposite extremes of the network. Because they
are at opposite ends of the network, the timing involves worst case values for
detecting and reporting collisions.

Figure 1-3 A Worst Case Collision Example

17

%17 L, J o797




Cisco LAN Switching

|
= =1
< 25.6 us j

Ethernet rules state that a station must detect and report collisions between the
furthest points in the network before the source completes its frame transmission.
Specifically, for a legacy 10 Mbps Ethernet, this must all occur within 51.2
microseconds. Why 51.2 microseconds? The time is based on the smallest frame size
for Ethernet, which corresponds to the smallest time window to detect and report
collisions. The minimum frame size for Ethernet is 64 bytes, which has 512 bits. Each
bit time is 0.1 microseconds in length, which is calculated from one over Ethernet's
data rate (1/10°). Therefore, the slot time for Ethernet is 0.1 microseconds/bit < 512
bits or 51.2 microseconds.

Next, the Ethernet specification translates the slotTime into distance. As the Ethernet
signal propagates through the various components of the collision domain, time
delays are introduced. Time delay values are calculated for copper cables, optical
fibers, and repeaters. The amount of delay contributed by each component varies
based upon the media characteristics. A correctly designed network topology totals
the delay contribution for each component between the network extremes and
ensures that the total is less than one half of 51.2 microseconds. This guarantees
that Station 2 can detect the collision and report it to Station 1 before Station 1
completes the transmission of the smallest frame.

A network that violates the slotTime rules by extending the network to distances that
require more than 51.2 microseconds experience late collisions, which can cause the
network to malfunction. When a station transmits, it retains the frame in a local
buffer until it either transmits the frame successfully (that is, without a collision) or
the deferral counter threshold is exceeded. We previously discussed the deferral
counter situation. Assume that a network administrator overextends the network in
Figure 1-3 by inserting too many repeaters or by deploying segments that are too
long. When Station 1 transmits, it assumes that the frame successfully transmitted if
it experiences no collision by the time that it transmits 64 octets. Once the frame
believes that it was successfully transmitted, the frame is eliminated from buffers
leaving no opportunity to retry. When the network overextends the slotTime, the
source might learn of a collision after it transmits the first 64 octets. But no frame is
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in the buffer at this point to resend, because the source thought that the
transmission was successful!

Ethernet Frame Rates/Performance

Debates rage over Ethernet performance. Specifically, network administrators focus
on the question, "What is the average loading that should be supported on a
network?" Some administrators claim that the network load should not exceed about
30 percent of the available bandwidth. Some state as high as 50 percent. The
answer really depends upon your users' application needs. At what point do users
complain? When it is most inconvenient for you to do anything about it, of course!
Networks rarely support a sustained loading over 50 percent due to bandwidth loss
from collisions. Collisions consume bandwidth and force stations to retransmit,
consuming even more bandwidth. If the network were collisionless, up to 100
percent utilization could be achieved. This is not likely.

To provide some guidelines though, consider the theoretical frame rates for Ethernet.
Frame rates depend upon the size of the frame. To calculate the packets per second
for various frame sizes, use the following formula:

Packets/second = 1 second/(IFG + PreambleTime + FrameTime)
where:

Inter Frame Gap (IFG) is equal to the amount of time required between each
frame. This is specified as 9.6 microseconds.

PreambleTime is equal to the number of microseconds to transmit the 64-bit
preamble. This is 6.4 microseconds.

FrameTime is equal to the number of microseconds to transmit the frame. For
a 64-octet frame, this is 51.2 microseconds.

The packet per second (pps) rate for a 64-octet frame is, therefore, as follows:

1 second/(9.6 + 6.4 + 51.2) microseconds per packet = 14,880 pps

At the other extreme, consider the pps rate for the largest frame size, 1,518 octets:
1 second/(9.6 + 6.4 + 1,214.4) microseconds per packet = 812 pps

A 30 percent average loading implies that a network analyzer measures about 3
Mbps of sustained traffic on the system. This in and of itself is not enough to
determine how well or how poorly the network is functioning. What size packets are
creating the load? Usually numerous packet sizes are involved. How many collisions
are there on the network? If there are few, only some of the stations are
transmitting. This might provide a clue for you that more transmitters can be
supported on the network. In any event, a good measurement is needed of your
network and what users perceive the current network response to be.
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Fast Ethernet

When Ethernet technology availed itself to users, the 10 Mbps bandwidth seemed
like an unlimited resource. (Almost like when we had 640k of PC RAM...it seemed we
would never need more!) Yet workstations have developed rapidly since then, and
applications demand more data in shorter amounts of time. When the data comes
from remote sources rather than from a local storage device, this amounts to the
application needing more network bandwidth. New applications find 10 Mbps to be
too slow. Consider a surgeon downloading an image from a server over a 10 Mbps
shared media network. He needs to wait for the image to download so that he can
begin/continue the surgery. If the image is a high resolution image, not unusually on
the order of 100 MB, it could take a while to receive the image. What if the shared
network makes the available user bandwidth about 500 kbps (a generous number for
most networks) on the average? It could take the physician 26 minutes to download
the image:

100 MB = 8/500 kbps = 26 minutes

If that were you on the operating table waiting for the image to download, you would
not be very happy! If you are the hospital administration, you are exposing yourself
to surgical complications at worst and idle physician time at best. Obviously, this is
not a good situation. Sadly, many hospital networks function like this and consider it
normal. Clearly, more bandwidth is needed to support this application.

Recognizing the growing demand for higher speed networks, the IEEE formed the
802.3u committee to begin work on a 100 Mbps technology that works over twisted-
pair cables. In June of 1995, IEEE approved the 802.3u specification defining a
system that offered vendor interoperability at 100 Mbps.

Like 10 Mbps systems such as 10BaseT, the 100 Mbps systems use CSMA/CD, but
provide a tenfold improvement over legacy 10 Mbps networks. Because they operate
at 10 times the speed of 10 Mbps Ethernet, all timing factors reduce by a factor of
10. For example, the slotTime for 100 Mbps Ethernet is 5.12 microseconds rather
than 51.2 microseconds. The IFG is .96 microseconds. And because timing is one
tenth that of 10 Mbps Ethernet, the network diameter must also shrink to avoid late
collisions.

An objective of the 100BaseX standard was to maintain a common frame format with
legacy Ethernet. Therefore, 100BaseX uses the same frame sizes and formats as
10BaseX. Everything else scales by one tenth due to the higher data rate. When
passing frames from a 10BaseX to a 100BaseX system, the interconnecting device
does not need to re-create the frame's Layer 2 header because they are identical on
the two systems.

10BaseT, the original Ethernet over twisted-pair cable standard, supports Category
3, 4, and 5 cables up to 100 meters in length. 10BaseT uses a single encoding
technique, Manchester, and signals at 20 MHz well within the bandwidth capability of
all three cable types. Because of the higher signaling rate of 100BaseT, creating a
single method to work over all cable types was not likely. The encoding technologies
that were available at the time forced IEEE to create variants of the standard to
support Category 3 and 5 cables. A fiber optic version was created as well.
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Full-Duplex and Half-Duplex Support

This chapter began with discussions on legacy Ethernet and CSMA/CD. Legacy
Ethernet uses CSMA/CD because it operates on a shared media where only one
device can talk at a time. When a station talks, all other devices must listen or else
the system experiences a collision. In a 10 Mbps system, the total bandwidth
available is dedicated to transmitting or receiving depending upon whether the
station is the source or the recipient. This describes half duplex.

The original LAN standards operate in half-duplex mode allowing only one station to
transmit at a time. This was a side effect of the bus topology of 10Base5 and
10Base2 where all stations attached to the same cable. With the introduction of
10BaseT, networks deployed hubs and attached stations to the hub on dedicated
point-to-point links. Stations do not share the wire in this topology. 100BaseX uses
hubs with dedicated point-to-point links. Because each link is not shared, a new
operational mode becomes feasible. Rather than running in half-duplex mode, the
systems can operate in full-duplex mode, which allows stations to transmit and
receive at the same time, eliminating the need for collision detection. What
advantage does this provide? The tremendous asset of the precious network
commodity—bandwidth. When a station operates in full-duplex mode, the station
transmits and receives at full bandwidth in each direction.

The most bandwidth that a legacy Ethernet device can expect to enjoy is 10 Mbps. It
either listens at 10 Mbps or transmits at 10 Mbps. In contrast, a 100BaseX device
operating in full-duplex mode sees 200 Mbps of bandwidth—100 Mbps for
transmitting and 100 Mbps for receiving. Users upgraded from 10BaseT to 100BaseX
have the potential to immediately enjoy a twentyfold, or more, bandwidth
improvement. If the user previously attached to a shared 10 Mbps system, they
might only practically enjoy a couple megabits per second of effective bandwidth.
Upgrading to a full duplex 100 Mbps system might provide a perceived one
hundredfold improvement. If your users are unappreciative of the additional
bandwidth, you have an unenviable group of colleagues with which to work. Put
them back on 10BaseT!

Note

Be aware, however: Just because an interface card runs 100BaseX full duplex, you
cannot assume that the device where you install it supports full-duplex mode. In
fact, some devices might actually experience worse throughput when in full-duplex
mode than when in half-duplex mode. For example, Windows NT 4.0 does not
support full-duplex operations because of driver limitations. Some SUN workstations
can also experience this, especially with Gigabit Ethernet.

The IEEE 802.3x committee designed a standard for full-duplex operations that
covers 10BaseT, 100BaseX, and 1000BaseX. (1000BaseX is Gigabit Ethernet
discussed in a later section, "Gigabit Ethernet.") 802.3x also defined a flow control
mechanism. This allows a receiver to send a special frame back to the source
whenever the receiver's buffers overflow. The receiver sends a special packet called
a pause frame. In the frame, the receiver can request the source to stop sending for
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a specified period of time. If the receiver can handle incoming traffic again before the
timer value in the pause frame expires, the receiver can send another pause frame
with the timer set to zero. This tells the receiver that it can start sending again.

Although 100BaseX supports both full- and half-duplex modes, you can deploy 100
Mbps hubs that operate in half-duplex mode. That means the devices attached to the
hub share the bandwidth just like the legacy Ethernet systems. In this case, the
station must run in half-duplex mode. To run in full-duplex mode, the device and the
hub (switch) must both support and be configured for full duple x. Note that you
cannot have a full duplex for a shared hub. If the hub is shared, it must operate in
half-duplex mode.

Autonegotiation

With the multiple combinations of network modes available, configuring devices gets
confusing. You need to determine if the device needs to operate at 10 or 100 Mbps,
whether it needs to run in half- or full-duplex mode, and what media type to use.
The device configuration must match the hub configuration to which it attaches.

Autonegotiation attempts to simplify manual configuration requirements by enabling
the device and hub to automatically agree upon the highest common operational
level. The 802.3u committee defined Fast Link Pulse (FLP) to support the
autonegotiation process. FLP, an enhanced version of 10BaseT's Link Integrity Test,
sends a series of pulses on the link announcing its capabilities. The other end also
transmits FLP announcements, and the two ends settle on whatever method has
highest priority in common between them. Table 1-2 illustrates the priority scheme.

Table 1-2. Autonegotiation Prioritization

Priority Method

100BaseT2 full duplex

100BaseT2 half duplex

100BaseTX full duplex

100BaseT4 (Only half duplex)

100BaseTX half duplex

10BaseT full duplex

N~ WIN|EF

10BaseT half duplex

According to Table 1-2, 100BaseT2 full-duplex mode has highest priority, whereas
the slowest method, 10BaseT half-duplex, has lowest priority. Priority is determined
by speed, cable types supported, and duplex mode. A system always prefers 100
Mbps over 10 Mbps, and always prefers full duplex over half duplex. Note that
100BaseT2 has higher priority than 100BaseTX. This is not a direct result of
100BaseT2 being a more recent medium. Rather, 100BaseT2 has higher priority
because it supports more cable types than does 100BaseTX. 100BaseTX only
supports Category 5 type cable, whereas 100BaseT2 supports Category 3, 4, and 5
cables.

Tip
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Not all devices perform autonegotiation. We have observed at several customer
locations failure of the autonegotiation process—either because of equipment not
supporting the feature or poor implementations. We recommend that critical devices
such as routers, switches, bridges, and servers be manually configured at both ends
of the link to ensure that, upon reboot, the equipment operates in a common mode
with its hub/switch port.

100BaseTX

Many existing 10 Mbps twisted-pair systems use a cabling infrastructure based upon
Category 5 (unshielded twisted-pair) UTP and (shielded twisted-pair) STP. The
devices use two pairs of the cable: one pair on pins 1 and 2 for transmit and one pair
on pins 3 and 6 for receive and collision detection. 100BaseTX also uses this
infrastructure. Your existing Category 5 cabling for 10BaseT should support
100BaseTX, which also implies that 100BaseTX works up to 100 meters, the same as
10BaseT.

100BaseTX uses an encoding scheme like Fiber Distributed Data Interface (FDDI) of
4B/5B. This encoding scheme adds a fifth bit for every four bits of user data. That
means there is a 25 percent overhead in the transmission to support the encoding.
Although 100BaseTX carries 100 Mbps of user data, it actually operates at 125
Megabaud. (We try not to tell this to marketing folks so that they do not put on their
data sheets 125 Mbps throughput!)

100BaseT4

Not all building infrastructures use Category 5 cable. Some use Category 3. Category
3 cable was installed in many locations to support voice transmission and is
frequently referred to as voice grade cable. It is tested for voice and low speed data
applications up to 16 MHz. Category 5 cable, on the other hand, is intended for data
applications and is tested at 100 MHz. Because Category 3 cable exists in so many
installations, and because many 10BaseT installations are on Category 3 cable, the
IEEE 802.3u committee included this as an option. As with 10BaseT, 100BaseT4 links
work up to 100 meters. To support the higher data rates, though, 100BaseT4 uses
more cable pairs. Three pairs support transmission and one pair supports collision
detection. Another technology aspect to support the high data rates over a lower
bandwidth cable comes from the encoding technique used for 100BaseT4.
100BaseT4 uses an encoding method of 8B/6T (8 bits/6 ternary signals) which
significantly lowers the signaling frequency, making it suitable for voice-grade wire.

100BaseT?2

Although 100BaseT4 provides a solution for Category 3 cable, it needs four pairs to
support operations. Most Category 3 cable installations intend for the cable to
support voice communications. By consuming all the pairs in the cable for data
transmissions, no pairs remain to support voice communications. 100BaseT2,
completed by IEEE in 1997 and called 802.3y, operates on Category 3, 4, and 5
cables and only requires two cable pairs. A new addition to the 100BaseT standards,
100BaseT2 relies upon advanced digital signal processing chips and encoding
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methods called PAM 5x5 (4 bits point to one of 25 possible values) to function over
the lower bandwidth cable type. 100BaseT2 works on link lengths up to 100 meters.

100BaseFX

802.3u specifies a variant for single- mode and multimode fiber optic cables.
100BaseFX uses two strands (one pair) of fiber optic cables—one for transmitting
and one for receiving. Like 100BaseTx, 100BaseFX uses a 4B/5B encoding signaling
at 125 MHz on the optical fiber. When should you use the fiber optic version? One
clear situation arises when you need to support distances greater than 100 meters.
Multimode supports up to 2,000 meters in full-duplex mode, 412 meters in half-
duplex mode. Single- mode works up to 10 kms—a significant distance advantage.
Other advantages of fiber include its electrical isolation properties. For example, if
you need to install the cable in areas where there are high levels of radiated
electrical noise (near high voltage power lines or transformers), fiber optic cable is
best. The cable's immunity to electrical noise makes it ideal for this environment. If
you are installing the system in an environment where lightning frequently damages
equipment, or where you suffer from ground loops between buildings on a campus,
use fiber. Fiber optic cable carries no electrical signals to damage your equipment.

Table 1-3. 100BaseX Media Comparisons

Pairs .
Standard Cable Type Mode Required Distance (meters)
10BaseT |Category Half Duplex 2 100
3,4,5
100BaseTX|Category 5 |Half Duplex, Full |2 100
Duplex
100BaseT4|Category 3 |Half Duplex 4 100
100BaseT2|Category Half Duplex, Full |2 100
3,4,5 Duplex
100BaseFX |Multimode Half Duplex, Full 1 412(Half-Duplex)
Duplex 2000(Full- Duplex)
100BaseFX |Single- mode |Half Duplex, Full |1 10 kms
Duplex

Note that the multimode fiber form of 100BaseFX specifies two distances. If you run
the equipment in half-duplex mode, you can only transmit 412 meters. Full-duplex
mode reaches up to 2 kms.

Media-Independent Interface (MI1)

When you order networking equipment, you usually order the system with a specific
interface type. For example, you can purchase a router with a 100BaseTX
connection. When you buy it with this kind of interface, the 100BaseTX transceiver is
built in to the unit. This connection is fine, as long as you only attach it to another
100BaseTX device such as another workstation, hub, or switch. What if you decide at
a later time that you need to move the router to another location, but the distance
demands that you need to connect over fiber optics rather than over copper? You
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need to buy another module to replace the 100BaseTX that you previously installed.
This can be costly.

An alternative is the MII connector. This is a 40-pin connector that allows you to
connect an external transceiver that has an MIl connection on one side and a
100BaseX interface on the other side. Functionally, it is similar to the AUl connector
for 10 Mbps Ethernet and allows you to change the media type without having to
replace any modules. Rather, you can change a less expensive media adapter
(transceiver). For Fast Ethernet, if you decide to change the interface type, all you
need to do is change the MII transceiver. This is potentially a much less expensive
option than replacing an entire router module.

Network Diameter (Designing with Repeaters in a
100BaseX Network)

In a legacy Ethernet system, repeaters extend cable distances, allowing networks to
reach further than the segment length. For example, a 10Base2 segment only
reaches 185 meters in length. If an administrator desires to attach devices beyond
this reach, the administrator can use repeaters to connect a second section of
10Base2 cable to the first. In a 10BaseT network, hubs perform the repeater
functions allowing two 100 meter segments to connect together. Legacy repeaters
are discussed in more detail in Chapter 2, "Segmenting LANs."

802.3u defines two classes of repeaters for 100BaseX systems. The two repeater
classes differ in their latency which affects the network diameter supported. A Class |
repeater latency is 0.7 microseconds or less, whereas a Class Il repeater latency is
0.46 microseconds or less. Only one Class | repeater is allowed in a 100BaseX
system, whereas two hops are permitted for Class Il repeaters. Why are there two
repeater classes?

Class | repeaters operate by converting the incoming signal from a port into an
internal digital signal. It then converts the frame back into an analog signal when it
sends it out the other ports. This allows a Class | repeater to have a mix of ports that
are 100BaseTX, 100BaseT4, 100BaseT2 or 100BaseFX. Remember that the line
encoding scheme for these methods differ. The only ones with a common encoding
scheme, 4B/5B, are 100BaseTX and 100BaseFX. A Class | repeater can translate the
line encoding to support the differing media types.

Class Il repeaters, on the other hand, are not as sophisticated. They can only
support ports with a same line encoding method. Therefore, if you are using
100BaseT4 cabling, all ports in a Class Il re peater must be 100BaseT4. Similarly, if
you are using 100BaseT2, all ports of your Class Il repeater must be 100BaseT2. The
only exception to mixing is for 100BaseTX and 100BaseFX, because these both use
4B/5B and no encoding translation is necessary.

The lower latency value for a Class |l repeater enables it to support a slightly larger
network diameter than a Class | based network. Converting the signal from analog to
digital and performing line encoding translation consumes bit times. A Class |
repeater therefore introduces more latency than a Class Il repeater reducing the
network diameter.
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Figure 1-4 illustrates interconnecting stations directly together without the use of a
repeater. Each station is referred to as a DTE (data terminal equipment) device.
Transceivers and hubs are DCE (data communication equipment) devices. Use a
straight through cable when connecting a DTE to a DCE device. Use a cross-over
when connecting a DTE to DTE or a DCE to DCE. Either copper or fiber can be used.
Be sure, however, that you use a cross-over cable in this configuration. A cross-over
cable attaches the transmitter pins at one end to the receiver pins at the other end.
If you use a straight through cable, you connect "transmit" at one end to "transmit"
at the other end and fail to communicate. (The Link Status light does not illuminate!)

Figure 1-4 Interconnecting DTE to DTE
UTP

g’ «—100 Meters —» g’
=

Fiber

5{—412 Meters—»

Note

There is an exception to this where you can, in fact, connect two DTE or two DCE
devices directly together with a straight through cable. Some devices have MDI
(medial interface) and MDIX ports. The MDIX is a media interface cross-over port.
Most ports on devices are MDI. You can use a straight through cable when
connecting from an MDI to an MDIX port.

Using a Class | repeater as in Figure 1-5 enables you to extend the distance between
workstations. Note that with a Class | repeater you can mix the types of media
attaching to the repeater. Any mix of 100BaseTX, 100BaseT4, 100BaseT2, or
100BaseFX works. Only one Class | repeater is allowed in the network. To connect
Class | repeaters together, a bridge, switch, or router must connect between them.

Figure 1-5 Networking with Class | Repeaters
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Class Il repeaters demand homogenous cabling to be attached to them. If you use
100BaseT4, all ports must be 100BaseT4. The only mix permitted uses 100BaseTX
and 100BaseFX. Figure 1-6 illustrates a network with only one Class Il repeater.

Figure 1-6 Networking with one Class 11 Repeater
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Unlike Class | repeaters, two Class Il repeaters are permitted as in Figure 1-7. The
connection between the repeaters must be less than or equal to five meters. Why
daisy chain the repeaters if it only gains five meters of distance? Simply because it
increases the number of ports available in the system.
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Figure 1-7 Networking with Two Class Il Repeaters
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The networks in Figure 1-5 through Figure 1-7 illustrate networks with repeaters
operating in half-duplex mode. The network diameter constraints arise from a need
to honor the slotTime window for 100BaseX half-duplex networks. Extending the
network beyond this diameter without using bridges, switches, or routers violates the
maximum extent of the network and makes the network susceptible to late

collisions. This is a bad situation. The network in Figure 1-8 demonstrates a proper
use of Catalyst switches to extend a network.

Figure 1-8 An Extended 100BaseX Network with Catalyst
Switches
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100 Meters
Fiber

Practical Considerations

100BaseX networks offer at least a tenfold increase in network bandwidth over
shared legacy Ethernet systems. In a full-duplex network, the bandwidth increases
by twentyfold. Is all this bandwidth really needed? After all, many desktop systems
cannot generate anywhere near 100 Mbps of traffic. Most network systems are best
served by a hybrid of network technologies. Some users are content on a shared 10
Mbps system. These users normally do little more than e-mail, Telnet, and simple
Web browsing. The interactive applications they use demand little network
bandwidth and so the user rarely notices delays in usage. Of the applications
mentioned for this user, Web browsing is most susceptible because many pages
incorporate graphic images that can take some time to download if the available
network bandwidth is low.

If the user does experience delays that affect work performance (as opposed to non-
work-related activities), you can increase the users bandwidth by doing the
following:
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Upgrading the user to 10BaseT full duplex and immediately double the
bandwidth.

Upgrading the user to 100BaseX half duplex.

Upgrading the user to 100BaseX full duplex.

Which of these is most reasonable? It depends upon the user's application needs and
the workstation capability. If the user’s applications are mostly interactive in nature,
either of the first two options can suffice to create bandwidth.

However, if the user transfers large files, as in the case of a physician retrieving
medical images, or if the user frequently needs to access a file server, 100BaseX full
duplex might be most appropriate. Option 3 should normally be reserved for specific
user needs, file servers, and routers.

Another appropriate use of Fast Ethernet is for backbone segments. A corporate
network often has an invisible hierarchy where distribution networks to the users are
lower speed systems, whereas the networks interconnecting the distribution systems
operate at higher rates. This is where Fast Ethernet might fit in well as part of the
infrastructure. The decision to deploy Fast Ethernet as part of the infrastructure is
driven by corporate network needs as opposed to individual user needs, as
previously considered. Chapter 8, "Trunking Technologies and Applications."
considers the use of Fast Ethernet to interconnect Catalyst switches together as a
backbone.

Gigabit Ethernet

As if 100 Mbps is not enough, yet another higher bandwidth technology was
unleashed on the industry in June of 1998. Gigabit Ethernet (IEEE 802.3z) specifies
operations at 1000 Mbps, another tenfold bandwidth improvement. We discussed
earlier how stations are hard-pressed to fully utilize 100 Mbps Ethernet. Why then do
we need a Gigabit bandwidth technology? Gigabit Ethernet proponents expect to find
it as either a backbone technology or as a pipe into very high speed file servers. This
contrasts with Fast Ethernet in that Fast Ethernet network administrators can deploy
Fast Ethernet to clients, servers, or use it as a backbone technology. Gigabit
Ethernet will not be used to connect directly to clients any time soon. Some initial
studies of Gigabit Ethernet indicate that installing 1000 Mbps interfaces in a Pentium
class workstation will actually slow down its performance due to software interrupts.
On the other hand, high performance UNIX stations functioning as file servers can
indeed benefit from a larger pipe to the network.

In a Catalyst network, Gigabit Ethernet interconnects Catalysts to form a high-speed
backbone. The Catalysts in Figure 1-9 have low speed stations connecting to them
(10 and 100 Mbps), but have 1000 Mbps to pass traffic between workstations. A file
server in the network also benefits from a 1000 Mbps connection supporting more
concurrent client accesses.

Figure 1-9 Gigabit Ethernet Backbone Between Catalysts
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Gigabit Architecture

Gigabit Ethernet merges aspects of 802.3 Ethernet and Fiber Channel, a Gigabit
technology intended for high-speed interconnections between file servers as a LAN
replacement. The Fiber Channel standard details a layered network model capable of
scaling to bandwidths of 4 Gbps and to extend to distances of 10 kms. Gigabit
Ethernet borrows the bottom two layers of the standard: FC-1 for encoding/decoding
and FC-0, the interface and media layer. FC-0 and FC-1 replace the physical layer of
the legacy 802.3 model. The 802.3 MAC and LLC layers contribute to the higher
levels of Gigabit Ethernet. Figure 1-10 illustrates the merger of the standards to form
Gigabit Ethernet.

Figure 1-10 The Formation of the Gigabit Ethernet
Standard
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The Fiber Channel standard incorporated by Gigabit Ethernet transmits at 1.062 MHz
over fiber optics and supports 800 Mbps data throughput. Gigabit Ethernet increases
the signaling rate to 1.25 GHz. Further, Gigabit Ethernet uses 8B/10B encoding
which means that 1 Gbps is available for data. 8B/10B is similar to 4B/5B discussed
for 100BaseTX, except that for every 8 bits of data, 2 bits are added creating a 10-
bit symbol. This encoding technique simplifies fiber optic designs at this high data
rate. The optical connector used by Fiber Channel, and therefore by Gigabit Ethernet,
is the SC style connector. This is the push-in/pull-out, or snap and click, connector
used by manufacturers to overcome deficiencies with the ST style connector. The ST,
or snap and twist, style connectors previously preferred were a bayonet type
connector and required finger space on the front panel to twist the connector into
place. The finger space requirement reduced the number of ports that could be built
in to a module.

Note

A new connector type, the MT-RJ, is now finding popularity in the fiber industry. The
MT-RJ uses a form factor and latch like the RJ-45 connectors, supports full duplex,
has lower cost than ST or SC connectors, and is easier to terminate and install than
ST or SC. Further, its smaller size allows twice the port density on a face plate than
ST or SC connectors.

Full-Duplex and Half-Duplex Support

Like Fast Ethernet, Gigabit Ethernet supports both full- and half-duplex modes with
flow control. In half-duplex mode, though, the system operates using CSMA/CD and
must consider the reduced slotTime even more than Fast Ethernet. The slotTimes for
10BaseX and 100BaseX networks are 51.2 microseconds and 5.12 microseconds,
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respectively. These are derived from the smallest frame size of 64 octets. In the
100BaseX network, the slot-time translates into a network diameter of about 200
meters. If the same frame size is used in Gigabit Ethernet, the slotTime reduces to
.512 microseconds and about 20 meters in diameter. This is close to unreasonable.
Therefore, 802.3z developed a carrier extension that enables the network distance to
extend further in half-duplex mode and still support the smallest 802.3 packets.

The carrier extension process increases the slotTime value to 4096 bits or 4.096
microseconds. The transmitting station expands the size of the transmitted frame to
ensure that it meets the minimal slotTime requirements by adding non-data symbols
after the FCS field of the frame. Not all frame sizes require carrier extension. This is
left as an exercise in the review questions. The 8B10B encoding scheme used in
Gigabit Ethernet defines various combinations of bits called symbols. Some symbols
signal real data, whereas the rest indicate non-data. The station appends these non-
data symbols to the frame. The receiving station identifies the non-data symbols,
strips off the carrier extension bytes, and recovers the original message. Figure 1-11
shows the anatomy of an extended frame.

Figure 1-11 An Extended Gigabit Ethernet Frame
Bytes 8 6 6 2 46-493 4 448-1

Length Carrier

Preamble | DA | SA Type Data | FCS Extension

The addition of the carrier extension bits does not change the actual Gigabit Ethernet
frame size. The receiving station still expects to see no fewer than 64 octets and no
more than 1518 octets.

Gigabit Media Options

IEEE 802.3z specified several media options to support different grades of fiber optic
cable and a version to support a new copper cable type. The fiber optic options vary
for the size of the fiber and the modal bandwidth. Table 1-4 summarizes the options
and the distances supported by each.

Table 1-4. Gigabit Ethernet Media Option
Standard Cable Size (Micrometers) | Cable Bandwidth (MHz-Kms) |Distance (M eters)

1000BaseSX |62.5 160 220
1000BaseSX |62.5 200 275
1000BaseSX |50 400 500
1000BaseSX |50 500 550
1000BaseLX |62.5 500 550
1000BaseLX |50 400 550
1000BaseLX |50 500 550
1000BaseLX |9/10 N/A 5,000
1000BaseLH = |9/10 N/A 10,000
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1000BasezX”" |9/10 N/A 90,000

“Note that the minimum distance in each case is 2 meters

"Cisco capabilities that support distances greater than the 5,000 meters specified by the IEEE 802.3z
standard.

1000BaseSX

1000BaseSX uses the short wavelength of 850 nms. Although this is a LASER-based
system, the distances supported are generally shorter than for 1000BaselLX. This
results from the interaction of the light with the fiber cable at this wavelength. Why
use 1000BaseSX then? Because the components are less expensive than for
1000BaselLX. Use this less expensive method for short link distances (for example,
within an equipment rack).

1000BaselX

In fiber optic systems, light sources differ in the type of device (LED or LASER)
generating the optical signal and in the wavelength they generate. Wavelength
correlates to the frequency of RF systems. In the case of optics, we specify the
wavelength rather than frequency. In practical terms, this corresponds to the color of
the light. Typical wavelengths are 850 nanometers (nms) and 1300 nms. 850 nm
light is visible to the human eye as red, whereas 1300 is invisible. 1000BaselLX uses
1300 nm optical sources. In fact, the L of LX stands for long wavelength.

1000BaselLX uses LASER sources. Be careful when using fiber optic systems. Do not
look into the port or the end of a fiber! It can be hazardous to the health of your eye.

Use the LX option for longer distance requirements. If you need to use single mode,
you must use the LX.

1000BaseCX

Not included in Table 1-4 is a copper media option. 1000BaseCX uses a 150-Ohm
balanced shielded copper cable. This new cable type is not well-known in the
industry, but is necessary to support the high-bandwidth data over copper.
1000BaseCX supports transmissions up to 25 meters. It is intended to be used to
interconnect devices collocated within an equipment rack very short distances apart.
This is appropriate when Catalysts are stacked in a rack and you want a high speed
link between them, but you do not want to spend the money for fiber optic
interfaces.

1000BaseT

One final copper version is the 1000BaseT standard which uses Category 5 twisted-
pair cable. It supports up to 100 meters, but uses all four pairs in the cable. This
offers another low cost alternative to 1000BaseSX and 1000BaselLX and does not
depend upon the special cable used by 1000BaseCX. This standard is under the
purview of the IEEE 802.3ab committee.

Gigabit Ethernet Interface Converter
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A Gigabit Ethernet Interface Converter (GBIC) is similar to an MII connector
described in the Fast Ethernet section and allows a network administrator to
configure an interface with external components rather than purchasing modules
with a built-in interface type. With a GBIC interface, the administrator has flexibility
to change the interface depending upon his needs. GBIC transceivers have a
common connector type that attaches to the Gigabit device, and the appropriate
media connector for the media selected: 1000BaseSX, 1000BaselLX, or 1000BaseCX.

Token Ring

This chapter began with an overview of LAN access methods. To this point, you

should be familiar with the various options using the CSMA/CD method. This section
briefly examines Token Ring, the other popular form of LAN access.

Token Ring systems, like Ethernet, use a shared media technology. Multiple stations
attach to a network and share the bandwidth. Token Ring supports two bandwidth
options: 4 Mbps and 16 Mbps. The 4 Mbps version represents the original technology
released by IBM. 16 Mbps, a version released after 4 Mbps, essentially works the
same as 4 Mbps Token Ring and introduces a couple of optional new features to
further improve the system.

Token Ring Operations

To control access onto the system, Token Ring passes a token on the network that

authorizes the current holder to transmit onto the cable. Figure 1-12 illustrates a
logical representation of a Token Ring system.

Figure 1-12 A Simple Token Ring Network
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Token
Ring

Each station in the network creates a break in the ring. A token passes around the
ring from station to station. If a station desires to send information, it holds onto the
token and starts to transmit onto the cable. Assume Station 1 wants to transmit to
Station 3. Station 1, when it receives a token, possesses the token and transmits the
frame with Station 3's MAC address as the destination and Station 1's MAC address
as the source. The frame circulates around the ring from station to station. Each
station locally copies the frame and passes it to the next station. Each station
compares the destination MAC address against its own hardware address and either
discards the frame if they don't match, or sends the frame to the processor. When
Station 2 receives the frame, it too copies the frame and sends it on to the next
station. All stations receive a copy of the frame because, just like Ethernet, Token
Ring is a broadcast network. The frame eventually returns to the source. The source
is responsible for removing the frame and introducing a new token onto the network.

In this model, only one station at a time transmits because only one station can
possess the token at a time. Some network inefficiencies result, however, when a
station retains the token until it removes the frame it transmitted from the ring.
Depending upon the length of the ring, a station can complete transmission of a
frame before the frame returns back to the source. During the time between the
completion of transmission and the removal of the frame, the network remains idle—
no other station can transmit. This amounts to wasted bandwidth on the network.
Early token release, an optional feature introduced with 16 Mbps Token Ring, permits
the source to create a new token after it completes transmission, and before it
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removes its frame from the network. This increases the Token Ring utilization to a
much higher degree than for systems without early token release.

Occasionally, a source might not be online whenever the frame it transmitted returns
to it. This prevents the source from removing the frame and causes it to circulate
around the network—possibly indefinitely. This consumes bandwidth on the network
and prevents other stations from generating traffic. To prevent this, one of the
stations on the ring is elected to be the ring monitor. Whenever a packet circulates
around the ring, the ring monitor marks a particular bit in the frame indicating, "I
already saw this frame once.” If the ring monitor sees any frame with this bit set,
the ring monitor assumes that the source cannot remove the frame and removes it.

Token Ring Components

Token Ring systems use a hub architecture to interconnect stations. The hub, called
a multistation access unit (MAU), creates a logical ring from the star attached
stations as shown in Figure 1-13.

Figure 1-13 Token Ring Stations Attached to an MAU
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Internal to the MAU, the transmit from one station connects to the receive of another
station. This continues between all attached stations until the ring is completed.
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What happens if a user detaches a station? When this occurs, the MAU bypasses the
unused port to maintain ring integrity.

A network administrator can daisy-chain MAUs together to extend the distance and
to introduce more ports in the network. Figure 1-14 illustrates how MAUs usually
have ring-in (Rl) and ring-out (RO) ports to attach to other MAUs.

Figure 1-14 Cascading Token Ring MAUs

Summary

Although many of you use a number of different LAN technologies, the market still
has a preponderance of legacy Ethernet deployed. A lot of 10 Mbps systems still exist
with varied media options such as copper and fiber. You should expect to encounter
this type of connection method for at least another few years. This chapter covered
the basics of how legacy Ethernet functions.
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Because of the limitations that legacy Ethernet can cause some applications, higher
speed network technologies had to be developed. The IEEE created Fast Ethernet to
meet this need. With the capability to run in full-duplex modes, Fast Ethernet offers
significant bandwidth leaps to meet the needs of many users. This chapter discussed
the media options available for Fast Ethernet and some of the operational
characteristics of it.

And for real bandwidth consumers, Gigabit Ethernet offers even more capacity to
meet the needs of trunking switches together and to feed high performance file
servers. This chapter covered some of the attributes of Gigabit Ethernet and choices
available to you for media.

Review Questions

1: What is the pps rate for a 100BaseX network? Calculate it for the minimum and
maximum frame sizes.

2: What are the implications of mixing half-duplex and full-duplex devices? How do
you do it?

3: In the opening section on Fast Ethernet, we discussed the download time for a
typical medical image over a shared legacy Ethernet system. What is an
approximate download time for the image over a half-duplex 100BaseX system?
Over a full-duplex 100BaseX system?

4: What disadvantages are there in having an entire network running in 100BaseX
full-duplex mode?

5: Can a Class |l repeater ever attach to a Class | repeater? Why or why not?

6: What is the smallest Gigabit Ethernet frame size that does not need carrier
extension?
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Chapter 2. Segmenting LANs

This chapter covers the following key topics:

Why Segment LANs?— Discusses motivations for segmenting LANs and the
disadvantages of not segmenting.

Segmenting LANS with Repeaters— Discusses the purpose, benefits, and
limitations of repeaters in LANs.

Segmenting LANS with Bridges— Discusses how bridges create collision
domains and extend networks. As the foundational technology for LAN
switches, this section describes the benefits and limitations of bridges.
Segmenting LANS with Routers— Discusses how routers create broadcast
domains by limiting the distribution of broadcast frames.

Segmenting LANS with Switches— Discusses the differences between
bridges and switches, and how switches create broadcast domains differently
from routers.

As corporations grow, network administrators find themselves deep in frustration.
Management wants more users on the network, whereas users want more
bandwidth. To further confuse the issue, finances often conflict with the two
objectives, effectively limiting options. Although this book cannot help with the last
issue, it can help clarify what technology options exist to increase the number of
users served while enhancing the available bandwidth in the system. Network
engineers building LAN infrastructures can choose from many internetworking
devices to extend networks: repeaters, bridges, routers, and switches. Each
component serves specific roles and has utility when properly deployed. Engineers
often exhibit some confusion about which component to use for various network
configurations. A good understanding of how these devices manipulate collision and
broadcast domains helps the network engineer to make intelligent choices. Further,
by understanding these elements, discussions in later chapters about collision and
broadcast domains have a clearer context.

This chapter, therefore, defines broadcast and collision domains and discusses the
role of repeaters, bridges, routers, and switches in manipulating the domains. It also
describes why network administrators segment LANs, and how these devices
facilitate segmentation.

Why Segment LANs?

Network designers often face a need to extend the distance of a network, the
number of users on the system, or the bandwidth available to users. From a
corporate point of view, this is a good thing, because it might indicate growth. From
a network administrator's point of view, this is often a bad thing, implying sleepless
nights and no weekends. Even so, how does an administrator keep everyone happy
while maintaining personal sanity?

A straightforward technology answer might include the deployment of a higher speed
network. If users currently attach to a legacy 10 Mbps network, you could deploy a
Fast Ethernet network and provide an immediate tenfold improvement in bandwidth.
Changing the network infrastructure in this way means replacing workstation adapter
cards with ones capable of 100 Mbps. It also means replacing the hubs to which the
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stations connect. The new hubs must also support the new network bandwidth.
Although effective, a wholesale upgrade might be cost prohibitive.

Segmenting LANs is another approach to provide users additional bandwidth without
replacing all user equipment. By segmenting LANs, the administrator breaks a
network into smaller portions and connects them with some type of internetworking

equipment. Figure 2-1 illustrates a before-and-after situation for segmenting
networks.

Figure 2-1 A Network Before and After Segmentation
Before After

- - 1‘ =
- -

100 Users per Segment 100 Users per Segment
10 Mbps System Bandwidth 10 Mbps System Bandwidth
20 Kbps per User 50 Mbps Total Systam Bandwidth

100 Kops per User

Before segmentation, all 500 users share the network's 10 Mbps bandwidth because
the segments interconnect with repeaters. (The next section in this chapter describes
how repeaters work and why this is true.) The after network replaces the repeaters
with bridges and routers isolating segments and providing more bandwidth for users.
Bridges and routers generate bandwidth by creating new collision and broadcast
domains as summarized in Table 2-1. (The sections on LAN segmentation with
bridges and routers later in this chapter define collision and broadcast domains and
describe why this is so.)

Table 2-1. A Comparison of Cadlision and Broadcast Domain

Device Collision Domains Broadcast Domains
Repeater One One
Bridge Many One
Router Many Many
Switch Many Configurable

Each segment can further divide with additional bridges, routers, and switches
providing even more user bandwidth. By reducing the number of users on each
segment, more bandwidth avails itself to users. The extreme case dedicates one user
to each segment providing full media bandwidth to each user. This is exactly what
switches allow the administrator to build.

The question remains, though, "What should you use to segment the network?
Should you use a repeater, bridge, router, or LAN switch?" Repeaters do not really
segment a network and do not create more bandwidth. They simply allow you to
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extend the network distance to some degree. Bridges, routers, and switches are
more suitable for LAN segmentation. The sections that follow describe the various
options. The repeater is included in the discussion because you might attach a
repeater-based network to your segmented network. Therefore, you need to know
how repeaters interact with segmentation devices.

Segmenting LANs with Repeaters

Legacy Ethernet systems such as 10Base5, 10Base2, and 10BaseT have distance
limitations for segments as described in Chapter 1, "Desktop Technologies."
Whenever you desire to extend the distance, you can use an internetworking device
like a repeater. Repeaters operate at Layer 1 of the OSI model and appear as an
extension to the cable segment. Workstations have no knowledge of the presence of
a repeater which is completely transparent to the attached devices. A repeater
attaches wire segments together as shown in Figure 2-2.

Figure 2-2 Interconnecting LAN Segments with a Repeater

Repeaters regenerate the signal from one wire on to the other. When Station 1
transmits to Station 2, the frame also appears on Wire B, even though the source
and destination device coexist on Wire A. Repeaters are unintelligent devices and
have no insight to the data content. They blindly perform their responsibility of
forwarding signals from one wire to all other wires. If the frame contains errors, the
repeater forwards it. If the frame violates the minimum or maximum frame sizes
specified by Ethernet, the repeater forwards it. If a collision occurs on Wire A, Wire B
also sees it. Repeaters truly act like an extension of the cable.

Although Figure 2-2 shows the interconnection of two segments, repeaters can have
many ports to attach multiple segments as shown in Figure 2-3.

Figure 2-3 A Multiport Repeater
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A 10BaseT network is comprised of hubs and twisted-pair cables to interconnect
workstations. Hubs are multiport repeaters and forward signals from one interface to

all other interfaces. As in Figure 2-2, all stations attached to the hub in Figure 2-3
see all traffic, both the good and the bad.

Repeaters perform several duties associated with signal propagation. For example,
repeaters regenerate and retime the signal and create a new preamble. Preamble
bits precede the frame destination MAC address and help receivers to synchronize.
The 8-byte preamble has an alternating binary 1010 pattern except for the last byte.
The last byte of the preamble, which ends in a binary pattern of 10101011, is called
the start of frame delimiter (SFD). The last two bits indicate to the receiver that data
follows. Repeaters strip all eight preamble bytes from the incoming frame, then

generate and prepend a new preamble on the frame before transmission through the
outbound interface.

Repeaters also ensure that collisions are signaled on all ports. If Stations 1 and 2 in
Figure 2-2 participate in a collision, the collision is enforced through the repeater so
that the stations on Wire B also know of the collision. Stations on Wire B must wait

for the collision to clear before transmitting. If Stations 3 and 4 do not know of the

collision, they might attempt a transmission during Station 1 and 2's collision event.
They become additional participants in the collision.

Limitations exist in a repeater-based network. They arise from different causes and
must be considered when extending a network with repeaters. The limitations
include the following:

43

43 T, J 797 T



Cisco LAN Switching

Shared bandwidth between devices
Specification constraints on the number of stations per segment
End-to-end distance capability

Shared Bandwidth

A repeater extends not just the distance of the cable, but it also extends the collision
domain. Collisions on one segment affect stations on another repeater-connected
segment. Collisions extend through a repeater and consume bandwidth on all
interconnected segments. Another side effect of a collision domain is the propagation
of frames through the network. If the network uses shared network technology, all
stations in the repeater-based network share the bandwidth. This is true whether the
source frame is unicast, multicast, or broadcast. All stations see all frames. Adding
more stations to the repeater network potentially divides the bandwidth even
further. Legacy Ethernet systems have a shared 10 Mbps bandwidth. The stations
take turns using the bandwidth. As the number of transmitting workstations
increases, the amount of available bandwidth decreases.

Note

Bandwidth is actually divided by the number of transmitting stations. Simply
attaching a station does not consume bandwidth until the device transmits. As a
theoretical extreme, a network can be constructed of 1,000 devices with only one
device transmitting and the other 999 only listening. In this case, the bandwidth is
dedicated to the single transmitting station by virtue of the fact that no other device
is transmitting. Therefore, the transmitter never experiences collisions and can
transmit whenever it desires at full media rates.

It behooves the network administrator to determine bandwidth requirements for user
applications and to compare them against the theoretical bandwidth available in the
network, as well as actual bandwidth available. Use a network analyzer to measure
the average and peak bandwidth consumed by the applications. This helps to
determine by how much you need to increase the network’s capacity to support the
applications.

Number of Stations per Segment

Further, Ethernet imposes limits on how many workstations can attach to a cable.
These constraints arise from electrical considerations. As the number of transceivers
attached to a cable increases, the cable impedance changes and creates electrical
reflections in the system. If the impedance changes too much, the collision detection
process fails. Limits for legacy systems, for example, include no more than 100
attached devices per segment for a 10Base5 network. A 10Base2 system cannot
exceed 30 stations. Repeaters cannot increase the number of stations supported per
segment. The limitation is inherent in the bus architectures of 10Base2 and 10Baseb
networks.
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End-to-End Distance

Another limitation on extending networks with repeaters focuses on distance. An
Ethernet link can extend only so far before the media slotTime specified by Ethernet
standards is violated. As described in Chapter 1, the slotTime is a function of the
network data rate. A 10 Mbps network such as 10BaseT has a slotTime of 51.2
microseconds. A 100 Mbps network slotTime is one tenth that of 10BaseT. The
calculated network extent takes into account the slotTime size, latency through
various media such as copper and fiber, and the number of repeaters in a network.
In a 10 Mbps Ethernet, the number of repeaters in a network must follow the 5/3/1
rule illustrated in Figure 2-4. This rule states that up to five segments can be
interconnected with repeaters. But only three of the segments can have devices
attached. The other two segments interconnect segments and only allow repeaters to
attach at the ends. When following the 5/3/1 rule, an administrator creates one
collision domain. A collision in the network propagates through all repeaters to all
other segments.

Figure 2-4 Interconnecting with the 5/3/1 Rule
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Repeaters, when correctly used, extend the collision domain by interconnecting
segments at OSI Layer 1. Any transmission in the collision domain propagates to all
other stations in the network. A network administrator must, however, take into
account the 5/3/1 rule. If the network needs to extend beyond these limits, other
internetworking device types must be used. For example, the administrator could use
a bridge or a router.

Repeaters extend the bounds of broadcast and collision domains, but only to the
extent allowed by media repeater rules. The maximum geographical extent,
constrained by the media slotTime value, defines the collision domain extent. If you
extend the collision domain beyond the bounds defined by the media, the network
cannot function correctly. In the case of Ethernet, it experiences late collisions if the
network extends too far. Late collision events occur whenever a station experiences
a collision outside of the 51.2 ps slotTime.

Figure 2-5 illustrates the boundaries of a collision domain defined by the media
slotTime. All segments connected together by repeaters belong to the same collision
domain. Figure 2-5 also illustrates the boundaries of a broadcast domain in a
repeater-based network. Broadcast domains define the extent that a broadcast
propagates throughout a network.
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Figure 2-5 Broadcast and Collision Domains in a Repeater
Network

__________ = Collision Domain
= Broadcast Domain

To demonstrate a collision domain, consider IP's Address Resolution Protocol (ARP)
process as in Figure 2-6 when IP Station 1 desires to communicate with Station 2.
The stations must belong to the same subnetwork as there is no router in the
network. Station 1 first ARPs the destination to determine the destination's MAC
address. The ARP frame is a broadcast that traverses the entire segment and
transparently passes through all repeaters in the network. All stations receive the
broadcast and therefore belong to the same broadcast domain. Station 2 sends a
unicast reply to Station 1. All stations receive the reply because they all belong to
the same collision domain (although it is handled by the NIC hardware as discussed

in Chapter 1).

Figure 2-6 ARP Operation in a Repeater Network
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MAC: 00-60-97-8F-4F-86 MAC: 00-60-97-8F-5B-12
IP: 172.16.1.1 IP:172.16.1.2

ARP Request Received by Station 3

DA MAC SA MAC Source IP  Dest IP
|FF-FF-FF-FF-FF-FF|00-60-97-8F-4F-86[172.16.1.1[172.16.1.2

ARP Reply Received by Station 1

DA MAC SA MAC Source [P Dest IP
I00-60-97-8F-4F-86|00-60-97-8F-5B-12(172.16.1.2 [172.16.1.1

Segmenting LANs with Bridges

As discussed in the previous section, Ethernet rules limit the overall distance a
network segment extends and the number of stations attached to a cable segment.
What do you do if you need to go further or add more devices? Bridges provide a
possible solution. When connecting networks as in Figure 2-7, significant differences
exist when compared to repeater-connected networks. For example, whenever
stations on the same segment transmit to each other in a repeated network, the
frame appears on all other segments in the repeated network. But this does not
normally happen in a bridged network. Bridges use a filter process to determine
whether or not to forward a frame to other interfaces.

Figure 2-7 Interconnecting Segments with a Bridge
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The filter process differs for access methods such as Ethernet and Token Ring. For
example, Ethernet employs a process called transparent bridging that examines the
destination MAC address and determines if a frame should be forwarded, filtered, or
flooded. Bridges operate at Layer 2 of the OSI model, the data link layer. By
functioning at this layer, bridges have the capability to examine the MAC headers of
frames. They can, therefore, make forwarding decisions based on information in the
header such as the MAC address. Token Ring can also use source-route bridging
which determines frame flow differently from transparent bridges. These methods,
and others, are discussed in more detail in Chapter 3, "Bridging Technologies."

More importantly, though, bridges interconnect collision domains allowing
independent collision domains to appear as if they were connected, without
propagating collisions between them. Figure 2-8 shows the same network as in
Figure 2-5, but with bridges interconnecting the segments. In the repeater-based
network, all the segments belong to the same collision domain. The network
bandwidth was divided between the four segments. In Figure 2-8, however, each
segment belongs to a different collision domain. If this were a 10 Mbps legacy

network, each segment would have its own 10 Mbps of bandwidth for a collective
bandwidth of 40 Mbps.

Figure 2-8 Bridges Create Multiple Collision Domains and
One Broadcast Domain
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__________ = Collision Domain
= Broadcast Domain

This significant improvement in bandwidth demonstrates why segmenting a LAN
benefits users. The same number of users in the network in Figure 2-8 now have
more available bandwidth than they did in the network in Eigure 2-5. Although
switching is discussed later in the chapter, it is valid to comment now that the
ultimate bandwidth distribution occurs when you dedicate one user for each bridge
interface. Each user then has all of the local bandwidth to himself; only one station
and the bridge port belong to the collision domain. This is, in effect, what switching
technology does.

Another advantage of bridges stems from their Layer 2 operation. In the repeater-
based network, an end-to-end distance limitation prevents the network from
extending indefinitely. Bridges allow each segment to extend a full distance. Each
segment has its own slotTime value. Bridges do not forward collisions between
segments. Rather, bridges isolate collision domains and reestablish slotTimes.
Bridges can, in theory, extend networks indefinitely. Practical considerations prevent
this, however.

Bridges filter traffic when the source and destination reside on the same interface.
Broadcast and multicast frames are the exception to this. Whenever a bridge
receives a broadcast or multicast, it floods the broadcast message out all interfaces.
Again, consider ARP as in the repeater-based network. When a station in a bridged
network wants to communicate with another IP station in the same bridged network,
the source sends a broadcast ARP request. The request, a broadcast frame, passes
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through all bridges and out all bridge interfaces. All segments attached to a bridge
belong to the same broadcast domain. Because they belong to the same broadcast
domain, all stations should also belong to the same IP subnetwork.

A bridged network can easily become overwhelmed with broadcast and multicast
traffic if applications generate this kind of traffic. For example, multimedia
applications such as video conferencing over IP networks create multicast traffic.
Frames from all participants propagate to every segment. In effect, this reduces the

network to appear as one giant shared network. The bandwidth becomes shared
bandwidth.

In most networks, the majority of frames are not broadcast frames. Some protocols
generate more than others, but the bandwidth consumed by these protocol
broadcast frames is a relatively small percentage of the LAN media bandwidth.

When should you use bridges? Are there any advantages of bridges over repeaters?

What about stations communicating with unicast frames? How do bridges treat this
traffic?

When a source and destination device are on the same interface, the bridge filters
the frames and does not forward the traffic to any other interface. (Unless the frame
is a broadcast or multicast.) If the source and destination reside on different ports
relative to the bridge, the bridge forwards the frame to the appropriate interface to
reach the destination. The processes of filtering and selective forwarding preserve
bandwidth on other segments. This is a significant advantage of bridges over
repeaters that offers no frame discrimination capabilities.

When a bridge forwards traffic, it does not change the frame. Like a repeater, a
bridge does nothing more to the frame than to clean up the signal before it sends it
to another port. Layer 2 and Layer 3 addresses remain unchanged as frames transit
a bridge. In contrast, routers change the Layer 2 address. (This is shown in the
following section on routers.)

A rule of thumb when designing networks with bridges is the 80/20 rule. This rule
states that bridges are most efficient when 80 percent of the segment traffic is local
and only 20 percent needs to cross a bridge to another segment. This rule originated
from traditional network design where server resources resided on the same
segments with the client devices they served, as in Figure 2-9.

Figure 2-9 The 80/20 Rule Demonstrated in a Traditional
Network
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The clients only infrequently needed to access devices on the other side of a bridge.
Bridged networks are considered to be well designed when the 80/20 rule is
observed. As long as this traffic balance is maintained, each segment in the network
appears to have full media bandwidth. If however, the flow balance shifts such that
more traffic gets forwarded through the bridge rather than filtered, the network
behaves as if all segments operate on the same shared network. The bridge in this
case provides nothing more than the capability to daisy-chain collision domains to
extend distance, but without any bandwidth improvements.

Consider the worst case for traffic flow in a bridged network: 0/100 where none of
the traffic remains local and all sources transmit to destinations on other segments.
In the case of a two-port bridge, the entire system has shared bandwidth rather than
isolated bandwidth. The bridge only extends the geographical extent of the network
and offers no bandwidth gains. Unfortunately, many intranets see similar traffic
patterns, with typical ratios of 20/80 rather than 80/20. This results from many
users attempting to communicate with and through the Internet. Much of the traffic
flows from a local segment to the WAN connection and crosses broadcast domain
boundaries. Chapter 14, "Campus Design Models," discusses the current traffic
trends and the demise of the 80/20 rule of thumb in modern networks.

One other advantage of bridges is that they prevent errored frames from transiting
to another segment. If the bridge sees that a frame has errors or that it violates the
media access method size rules, the bridge drops the frame. This protects the
destination network from bad frames that do nothing more than consume bandwidth
for the destination device discards the frame anyway. Collisions on a shared legacy
network often create frame fragments that are sometimes called runt frames. These
frames violate the Ethernet minimum frame size rule of 64 bytes. Chapter 3,
"Bridging Technologies," shows the frame size rules in Table 3-5. Whereas a repeater
forwards runts to the other segments, a bridge blocks them.

Segmenting LANs with Routers

Bridges, operating at a layer higher than repeaters, add functionality to the network,
which is not present in repeaters. Bridges perform all repeater functions, and more,
by creating new collision domains. Likewise, routers, which operate at Layer 3, add
functionality beyond bridges. Routers extend networks like bridges, but they create
both collision and broadcast domains. Routers prevent broadcasts from propagating
across networks. This broadcast isolation creates individual broadcast domains not
found in bridges. The router behavior of blocking broadcast frames defines broadcast
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domain boundaries—the extent to which a broadcast frame propagates in a network.
Figure 2-10 shows a network built with routers and identifies collision and broadcast
domains.

Figure 2-10 Broadcast and Collision Domains in a Routed
Network
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A side effect of separate broadcast domains demonstrates itself in the behavior of
routers. In a repeater- or bridge-based network, all stations belong to the same
subnetwork because they all belong to the same broadcast domain. In a router-
based network, however, which creates multiple broadcast domains, each segment
belongs to a different subnetwork. This forces workstations to behave differently
than they did in the bridged network. Refer to Figure 2-11 and Table 2-2 for a
description of the ARP process in a routed network. Although the world does not
need another description of ARP, it does in this case serve to illustrate how frames
flow through a router in contrast to bridges and repeaters. Further, it serves as an
example of how workstations must behave differently with the presence of a router.
In a bridge- or repeater-based network, the workstations transmit as if the source
and destination are in the collision domain, even though it is possible in a bridged
network for them to be in different domains. The aspect that allows them to behave
this way in the bridged network is that they are in the same broadcast domain.
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However, when they are in different broadcast domains, as with the introduction of a
router, the source and destination must be aware of the router and must address
their traffic to the router.

Figure 2-11 Frame Header Changes through a Router
MAC: 00-E0-1E-68-2B-12 MAC: 00-E0-1E-68-2B-11

IP:172.16.1.2 IF: 10.0.0.2

P
//

MAC: 00-60-97-8F-4F-86
IP:172.16.1 1

Wire B

)

1
=L}

Fo__._J

MAC: 00-60-97-8F-5B-12
IP: 10.0.0.1

Table 2-2. Frame Exchange in a Routed Network

Layer 2 Header (M odified) Layer 3 Header (Unmodified)

Frame Destination MAC Source MAC Source |P Destination |P
1" FF-FF-FF-FF-FF-FF 00-60-97-8F-4F-86 172.16.1.1 |172.16.1.2
2™ 00-60-97-8F-4F-86 00-EO0-1E-68-2B-12 172.16.1.2 |172.16.1.1
3"  |00-EO-1E-68-2B-12 00-60-97-8F-4F-86 172.16.1.1 |10.0.0.1

4" FF-FF-FF-FF-FF-FF 00-EO0-1E-68-2B-11 10.0.0.2 10.0.0.1

5 00-EO0-1E-68-2B-11 00-60-97-8F-5B-12 10.0.0.1 10.0.0.2

6 |00-60-97-8F-5B-12 00-EO-1E-68-2B-11 172.16.1.1 |10.0.0.1

ARP Request
“"ARP Reply

"™User Data Frame

When Station 1 wants to talk to Station 2, Station 1 realizes that the destination is
on a different network by comparing the destination’s logical address to its own.
Knowing that they are on different networks forces the source to communicate
through a router. The router is identified through the default router or default
gateway setting on the workstation. To communicate with the router, the source
must address the router at Layer 2 using the router's MAC address. To obtain the
router's MAC address, the source first ARPs the router (see frames 1 and 2 in Figure
2-11). The source then creates a frame with the router's MAC address as the
destination MAC address and with Station 2's logical address for the destination
Layer 3 address (see frame 3 in Figure 2-11). When the frame enters the router, the
router determines how to get to the destination network. In this example, the
destination directly attaches to the router. The router ARPs for Station 2 (frames 4
and 5 in Figure 2-11) and creates a frame with station 2's MAC address for the L2
destination and router's MAC for the L2 source (see frame 6 in Figure 2-11). The
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router uses L3 addresses for Stations 1 and 2. The data link layer header changes as
the frame moves through a router, while the L3 header remains the same.

In contrast, remember that as the frame transits a repeater or bridge, the frame
remains the same. Neither repeaters nor bridges modify the frame. Like a bridge,
routers prevent errored frames from entering the destination network.

Segmenting LANs with Switches

So far, this chapter reviewed three legacy internetworking devices. These devices
interconnected networks and segments together. During the early 1990s, a bridge
derivative found a place in the market. Kalpana introduced a LAN switching device,
called the EtherSwitch. EtherSwitch was a glorified bridge in that it offered many
ports to attach directly to devices rather than to segments. Each port defined a
separate collision domain providing maximum media bandwidth for the attached
user. Such an innovative application of a well-known technology, bridging, quickly
found favor among network administrators. It provided immediate bandwidth
increase for users without needing to implement a complete infrastructure
renovation. Recognizing the technology value, Cisco Systems purchased Kalpana in
December of 1994. This complemented the Catalyst product line acquired in
September 1993 from Crescendo Communications. The Catalyst product line
consisted of the Catalyst 1200 and, in March of 1995, the Catalyst 5000. Yet another
acquisition in September 1995 of Grand Junction Networks further expanded the
product line by introducing the Catalyst 1900 and 2820 products. This growing
product line deeply penetrated and frontiered the switching market.

What exactly is a LAN switch? A LAN switch is a multiport bridge that allows
workstations to attach directly to the switch to experience full media bandwidth and
enables many workstations to transmit concurrently. For example, Figure 2-12 shows
four workstations communicating at the same time, something impossible in a
shared network environment.

Figure 2-12 Multiple Concurrent Sessions through a LAN
Switch

% 54 T, J 797 W



Cisco LAN Switching

Session 1

Session 2

Because a switch is nothing more than a complex bridge with multiple interfaces, all
of the ports on a switch belong to one broadcast domain. If Station 1 sends a
broadcast frame, all devices attached to the switch receive it. The switch floods
broadcast transmissions to all other ports. Unfortunately, this makes the switch no
more efficient than a shared media interconnected with repeaters or bridges when
dealing with broadcast or multicast frames.

It is possible to design the switch so that ports can belong to different broadcast
domains as assigned by a network administrator, thus providing broadcast isolation.
In Figure 2-13, some ports belong to Broadcast Domain 1 (BD1), some ports to
Broadcast Domain 2 (BD2), and still others to Broadcast Domain 3 (BD3). If a station
attached to an interface in BD1 transmits a broadcast frame, the switch forwards the
broadcast only to the interfaces belonging to the same domain. The other broadcast
domains do not experience any bandwidth consumption resulting from BD1's
broadcast. In fact, it is impossible for any frame to cross from one broadcast domain
to another without the introduction of another external device, such as a router, to
interconnect the domains.

Figure 2-13 A Multibroadcast Domain Capable Switch
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Switches capable of defining multiple broadcast domains actually define virtual LANs
(VLANS). Each broadcast domain equates to a VLAN. Chapter 5, "VLANSs," discusses
VLANs in more detail. For now, think of a VLAN capable switch as a device that
creates multiple isolated bridges as shown in Figure 2-14.

Figure 2-14 A Logical Internal Representation of a VLAN
Capable Switch
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If you create five VLANS, you create five virtual bridge functions within the switch.
Each bridge function is logically isolated from the others.

Summary

What is the difference between a bridge and a switch? Marketing. A switch uses
bridge technology but positions itself as a device to interconnect individual devices
rather than networks. Both devices create collision domains on each port. Both have

the potential to create multiple broadcast domains depending upon the vendor
implementation and the user configuration.

Review Questions

Refer to the network setup in Figure 2-15 to answer Questions 1 and 2.

Figure 2-15 Graphic for Review Questions 1 and 2
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Examine Figure 2-15. How many broadcast and collision domains are there?

In Figure 2-15, how many Layer 2 and Layer 3 address pairs are used to
transmit between Stations 1 and 2?

Refer to the network setup in Figure 2-16 to answer Question 3.

Figure 2-16 Graphic for Review Question 3
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Ports 5,6,7 in VLAN2

What is the problem with the network in Figure 2-16?

If you attach a multiport repeater (hub) to a bridge port, how many broadcast
domains are seen on the hub?

Can a legacy bridge belong to more than one broadcast domain?
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Chapter 3. Bridging Technologies

This chapter covers the following key topics:

Transparent Bridging— This section explains the five main processes of
transparent bridging. These include Forwarding, Flooding, Filtering, Learning
and Aging.

Switching Modes— Various switching modes such as store-and-forward, cut
through and others are compared and contrasted.

Token Ring Bridging— Different methods exist for bridging Token Ring.
This section describes your options.

Token Ring Switching— Token Ring switching provides many of the
benefits found in Ethernet switching. This section discusses rules for Token
Ring switching in a Catalyst environment

Ethernet or Token Ring— Some users are installing new network systems
and do not know which to use. This section provides some thoughts for
making the selection

Migrating Token Ring to Ethernet— Administrators frequently elect to
replace legacy Token Ring systems with Fast Ethernet switched solutions. This
section offers suggestions of things to consider in such an upgrade.

Although various internetworking devices exist for segmenting networks, Layer 2
LAN switches use bridge internetworking technology to create smaller collision
domains. Chapter 2, "Segmenting LANSs," discussed how bridges segment collision
domains. But bridges do far more than segment collision domains: they protect
networks from unwanted unicast traffic and eliminate active loops which otherwise
inhibit network operations. How they do this differs for Ethernet and Token Ring
networks. Ethernet employs transparent bridging to forward traffic and Spanning
Tree to control loops. Token Ring typically uses a process called source-route
bridging. This chapter describes transparent bridging, source-route bridging (along
with some variations), and Layer 2 LAN switching. Chapter 6 covers Spanning Tree
for Ethernet.

Transparent Bridging

As discussed in Chapter 2, networks are segmented to provide more bandwidth per
user. Bridges provide more user bandwidth by reducing the number of devices
contending for the segment bandwidth. But bridges also provide additional
bandwidth by controlling data flow in a network. Bridges forward traffic only to the
interface(s) that need to receive the traffic. In the case of known unicast traffic,
bridges forward the traffic to a single port rather than to all ports. Why consume
bandwidth on a segment where the intended destination does not exist?

Transparent bridging, defined in IEEE 802.1d documents, describes five bridging
processes for determining what to do with a frame. The processes are as follows:

1. Learning
2. Flooding
3. Filtering
60
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4. Forwarding
5. Aging

Figure 3-1 illustrates the five processes involved in transparent bridging.

Figure 3-1 Transparent Bridge Flow Chart
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When a frame enters the transparent bridge, the bridge adds the source Ethernet
MAC address (SA) and source port to its bridging table. If the source address already
exists in the table, the bridge updates the aging timer. The bridge examines the
destination MAC address (DA). If the DA is a broadcast, multicast, or unknown
unicast, the bridge floods the frame out all bridge ports in the Spanning Tree
forwarding state, except for the source port. If the destination address and source
address are on the same interface, the bridge discards (filters) the frame. Otherwise,
the bridge forwards the frame out the interface where the destination is known in its
bridging table.

The sections that follow address in greater detail each of the five transparent
bridging processes.

Learning

Each bridge has a table that records all of the workstations that the bridge knows
about on every interface. Specifically, the bridge records the source MAC address
and the source port in the table whenever the bridge sees a frame from a device.
This is the bridge learningprocess. Bridges learn only unicast source addresses. A
station never generates a frame with a broadcast or multicast source address.
Bridges learn source MAC addresses in order to intelligently send data to appropriate
destination segments. When the bridge receives a frame, it references the table to
determine on what port the destination MAC address exists. The bridge uses the
information in the table to either filter the traffic (if the source and destination are on
the same interface) or to send the frame out of the appropriate interface(s).

But when a bridge is first turned on, the table contains no entries. Assume that the
bridges in Figure 3-2 were all recently powered "ON," and no station had yet
transmitted. Therefore, the tables in all four bridges are empty. Now assume that
Station 1 transmits a unicast frame to Station 2. All the stations on that segment,
including the bridge, receive the frame because of the shared media nature of the
segment. Bridge A learns that Station 1 exists off of port A.1 by looking at the source
address in the data link frame header. Bridge A enters the source MAC address and
bridge port in the table.

Figure 3-2 Sample Bridged Network
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Flooding

Continuing with Figure 3-2, when Station 1 transmits, Bridge A also looks at the
destination address in the data link header to see if it has an entry in the table. At
this point, Bridge A only knows about Station 1. When a bridge receives a unicast
frame (a frame targeting a single destination), no table entry exists for the DA, the
bridge receives an unknown unicast frame.The bridging rules state that a bridge
must send an unknown unicast frame out all forwarding interfaces except for the
source interface. This is known as flooding. Therefore, Bridge A floods the frame out
all interfaces, even though Stations 1 and 2 are on the same interface. Bridge B
receives the frame and goes through the same process as Bridge A of learning and
flooding. Bridge B floods the frame to Bridges C and D, and they learn and flood.
Now the bridging tables look like Table 3-1. The bridges do not know about Station 2
because it did not yet transmit.

Table 3-1. Bridging Table after Flooding

Bridge Port Al A2 B.1 B.2 B.3 C1l Ccz2 D1

MAC Address 1 1 1 1

Still considering Figure 3-2, all the bridges in the network have an entry for Station 1
associated with an interface, pointing toward Station 1. The bridge tables indicate
the relative location of a station to the port. Examining Bridge C's table, an entry for
Station 1 is associated with port C.1. This does not mean Station 1 directly attaches
to C.1. It merely reflects that Bridge C heard from Station 1 on this port.

In addition to flooding unknown unicast frames, legacy bridges flood two other frame
types: broadcast and multicast. Many multimedia network applications generate
broadcast or multicast frames that propagate throughout a bridged network
(broadcast domain). As the number of participants in multimedia services increases,
more broadcast/multicast frames consume network bandwidth. Chapter 13,
"Multicast and Broadcast Services," discusses ways of controlling multicast and
broadcast traffic flows in a Catalyst-based network.
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Filtering

What happens when Station 2 in Figure 3-2 responds to Station 1? All stations on the
segment off port A.1, including Bridge A, receive the frame. Bridge A learns about
the presence of Station 2 and adds its MAC address to the bridge table along with
the port identifier (A.1). Bridge A also looks at the destination MAC address to
determine where to send the frame. Bridge A knows Station 1 and Station 2 exist on
the same port. It concludes that it does not need to send the frame anywhere.
Therefore, Bridge A filters the frame. Filtering occurs when the source and
destination reside on the same interface. Bridge A could send the frame out other
interfaces, but because this wastes bandwidth on the other segments, the bridging
algorithm specifies to discard the frame. Note that only Bridge A knows about the
existence of Station 2 because no frame from this station ever crossed the bridge.

Forwarding

If in Figure 3-2, Station 2 sends a frame to Station 6, the bridges flood the frame
because no entry exists for Station 6. All the bridges learn Station 2's MAC address
and relative location. When Station 6 responds to Station 2, Bridge D examines its
bridging table and sees that to reach Station 2, it must forward the frame out
interface D.1. A bridge forwards a frame when the destination address is a known
unicast address (it has an entry in the bridging table) and the source and destination
are on different interfaces. The frame reaches Bridge B, which forwards it out
interface B.1. Bridge A receives the frame and forwards it out A.1. Only Bridges A, B,
and D learn about Station 6. Table 3-2 shows the current bridge tables.

Table 3-2. Bridging Table after Forwarding

Bridge Port Al A2 B.1 B.2 B.3 c1 C.2 D.1 D.2
MAC Address 1 1 1 1

2 2 2 2

6 6 6
“.B.1, C.1, and D.1 did not learn about Station 2 until Station 2 transmitted to Station 6.

Aging

When a bridge learns a source address, it time stamps the entry. Every time the
bridge sees a frame from that source, the bridge updates the timestamp. If the
bridge does not hear from that source before an aging timerexpires, the bridge
removes the entry from the table. The network administrator can modify the aging
timer from the default of five minutes.

Why remove an entry? Bridges have a finite amount of memory, limiting the number
of addresses it can remember in its bridging tables. For example, higher end bridges
can remember upwards of 16,000 addresses, while some of the lower-end units may
remember as few as 4,096. But what happens if all 16,000 spaces are full in a
bridge, but there are 16,001 devices? The bridge floods all frames from station
16,001 until an opening in the bridge table allows the bridge to learn about the
station. Entries become available whenever the aging timer expires for an address.
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The aging timer helps to limit flooding by remembering the most active stations in
the network. If you have fewer devices than the bridge table size, you could increase
the aging timer. This causes the bridge to remember the station longer and reduces
flooding.

Bridges also use aging to accommodate station moves. In Table 3-2, the bridges
know the location of Stations 1, 2, and 6. If you move Station 6 to another location,
devices may not be able to reach Station 6. For example, if Station 6 relocates to C.2
and Station 1 transmits to Station 6, the frame never reaches Station 6. Bridge A
forwards the frame to Bridge B, but Bridge B still thinks Station 6 is located on port
B.3. Aging allows the bridges to "forget" Station 6's entry. After Bridge B ages the
Station 6 entry, Bridge B floods the frames destined to Station 6 until Bridge B learns
the new location. On the other hand, if Station 6 initiates the transmission to Station
1, then the bridges immediately learn the new location of Station 6. If you set the
aging timer to a high value, this may cause reachability issues in stations within the
network before the timer expires.

The Catalyst screen capture in Example 3-1 shows a bridge table example. This

Catalyst knows about nine devices (see bolded line) on nine interfaces. Each Catalyst
learns about each device on one and only one interface.

Example 3-1 Catalyst 5000 Bridging Table

Console> (enable) show cam dynamic VLAN Dest MAC/Route Des Destination Ports
OF VCS —--m oo 2 00-90-
ab-16-60-20 3/4 1 00-90-ab-16-b0-20 3/10 2 00-90-ab-16-4c-20 3/2 1 00-60-97-
8f-4f-86 3/23 1 00-10-07-3b-5b-00 3/17 1 00-90-ab-16-50-20 3/91 3 00-90-ab-16-
54-20 3/1 1 00-90-92-bf-74-00 3/18 1 00-90-ab-15-d0-10 3/3 Total Matching
CAM Entries Displayed = 9 Console> (enable)

The bridge tables discussed so far contain two columns: the MAC address and the
relative port location. These are seen in columns two and three in Example 3-1,
respectively. But this table has an additional column. The first column indicates the
VLAN to which the MAC address belongs. A MAC address belongs to only one VLAN at
a time. Chapter 5, "VLANSs," describes VLANs and why this is so.

Switching Modes

Chapter 2 discusses the differences between a bridge and a switch. Cisco identifies
the Catalyst as a LAN switch; a switch is a more complex bridge. The switch can be
configured to behave as multiple bridges by defining internal virtual bridges (i.e.,
VLANS). Each virtual bridge defines a new broadcast domain because no internal
connection exists between them. Broadcasts for one virtual bridge are not seen by
any other. Only routers (either external or internal) should connect broadcast
domains together. Using a bridge to interconnect broadcast domains merges the

domains and creates one giant domain. This defeats the reason for having individual
broadcast domains in the first place.
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Switches make forwarding decisions the same as a transparent bridge. But vendors
have different switching modes available to determine when to switch a frame. Three
modes in particular dominate the industry: store-and-forward, cut-through, and
fragment-free. Figure 3-3 illustrates the trigger point for the three methods.

Figure 3-3 Switching Mode Trigger Points

DA SA Remainder of packet

« =
6 bytes | Cut Through

64 bytes Fragment Free

Store and Forward
All bytes

Each has advantages and trade offs, discussed in the sections that follow. As a result
of the different trigger points, the effective differences between the modes are in
error handling and latency. Table 3-3 compares the approaches and shows which
members of the Catalyst family use the available modes. The table summarizes how

each mode handles frames containing errors, and the associated latency
characteristics.

Table 3-3. Switching Mode Comparison

Switching Mode Errored Frame Handling L atency CAT Member’

Store-and-forward |Drop” Variable 5500, 5000,
3920, 3900,
3000, 2900,
1900, 2820,

2600, 6000

Cut-through Forwards Low-fixed 3920, 3900,

3000, 2600
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Fragment-free Drops if error detected in first 64 Moderate fixed [3000, 2820,
octets

1900

“. Note that when a model supports more than one switching mode, adaptive cut-through may be available.
Check model specifics to confirm.

One of the objectives of switching is to provide more bandwidth to the user. Each
port on a switch defines a new collision domain that offers full media bandwidth. If
only one station attaches to an interface, that station has full dedicated bandwidth
and does not need to share it with any other device. All the switching modes defined
in the sections that follow support the dedicated bandwidth aspect of switching.

Tip

To determine the best mode for your network, consider the latency requirements for
your applications and your network reliability. Do your network components or
cabling infrastructure generate errors? If so, fix your network problems and use
store-and-forward. Can your applications tolerate the additional latency of store-and-
forward switching? If not, use cut-through switching. Note that you must use store-
and-forward with the Cat 5000 and 6000 family of switches. This is acceptable
because latency is rarely an issue, especially with high-speed links and processors
and modern windowing protocols. Finally, if the source and destination segments are
different media types, you must use store-and-forward mode.

Store-and-Forward Switching

The store-and-forward switching mode receives the entire frame before beginning
the switching process. When it receives the complete frame, the switch examines it
for the source and destination addresses and any errors it may contain, and then it
possibly applies any special filters created by the network administrator to modify
the default forwarding behavior. If the switch observes any errors in the frame, it is
discarded, preventing errored frames fromconsuming bandwidth on the destination
segment. If your network experiences a high rate of frame alignment or FCS errors,
the store-and-forward switching mode may be best. The absolute best solution is to
fix the cause of the errors. Using store-and-forward in this case is simply a bandage.
It should not be the fix.

If your source and destination segments use different media, then you must use this
mode. Different media often have issues when transferring data. The section
"Source-Route Translation Bridging" discusses some of these issues. Store-and-
forward mode is necessary to resolve this problem in a bridged environment.

Because the switch must receive the entire frame before it can start to forward,
transfer latency varies based on frame size. In a 10BaseT network, for example, the
minimum frame, 64 octets, takes 51.2 microseconds to receive. At the other
extreme, a 1518 octet frame requires at least 1.2 milliseconds. Latency for 100BaseX
(Fast Ethernet) networks is one-tenth the 10BaseT numbers.
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Cut-Through Switching

Cut-through mode enables a switch to start the forwarding process as soon as it
receives the destination address. This reduces latency to the time necessary to
receive the six octet destination address: 4.8 microseconds. But cut-through cannot
check for errored frames before it forwards the frame. Errored frames pass through
the switch, consequently wasting bandwidth; the receiving device discards errored
frames.

As network and internal processor speeds increase, the latency issues become less
relevant. In high speed environments, the time to receive and process a frame
reduces significantly, minimizing advantages of cut-through mode. Store-and-
forward, therefore, is an attractive choice for most networks.

Some switches support both cut-through and store-and-forward mode. Such
switches usually contain a third mode called adaptive cut-through. These multimodal
switches use cut-through as the default switching mode and selectively activate
store-and-forward. The switches monitor the frame as it passes through looking for
errors. Although the switch cannot stop an errored frame, it counts how many it
sees. If the switch observes that too many frames contain errors, the switch
automatically activates the store-and-forward mode. This is often known as adaptive
cut-through. It has the advantage of providing low latency while the network
operates well, while providing automatic protection for the outbound segment if the
inbound segment experiences problems.

Fragment-Free Switching

Another alternative offers some of the advantages of cut-through and store-and-
forward switching. Fragment-free switching behaves like cut-through in that it does
not wait for an entire frame before forwarding. Rather, fragment-free forwards a
frame after it receives the first 64 octets of the frame (this is longer than the six
bytes for cut-through and therefore has higher latency). Fragment-free switching
protects the destination segment from fragments, an artifact of half-duplex Ethernet
collisions. In a correctly designed Ethernet system, devices detect a collision before
the source finishes its transmission of the 64-octet frame (this is driven by the
slotTime described in Chapter 1). When a collision occurs, a fragment (a frame less
than 64 octets long) is created. This is a useless Ethernet frame, and in the store-
and-forward mode, it is discarded by the switch. In contrast, a cut-through switch
forwards the fragment if at least a destination address exists. Because collisions
must occur during the first 64 octets, and because most frame errors will show up in
these octets, the fragment-free mode can detect most bad frames and discard them
rather than forward them. Fragment-free has a higher latency than cut-through,
however, because it must wait for an additional 58 octets before forwarding the
frame. As described in the section on cut-through switching, the advantages of
fragment-free switching are minimal given the higher network speeds and faster
switch processors.
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Token Ring Bridging

When IBM introduced Token Ring, they described an alternative bridging technique
called source-route bridging. Although transparent bridging, as discussed in the
previous section, works in a Token Ring environment, IBM networks have unique
situations in which transparent bridging creates some obstacles. An example is
shown in a later section, "Source-Route Transparent Bridging." Source-route
bridging, on the other hand, overcomes these limitations.

Many networks have a combination of transparent and source-route bridged devices.
The industry developed source-route transparent bridging for hybrid networks,
allowing them to coexist. However, the source-route devices cannot inherently
communicate with the transparent devices. Source-route translation bridging, yet
another bridging method, offers some hope of mixed media communication. The
sections that follow present all three Token Ring bridging methods (source-route,
source-route transparent, and source-route translational). The switching aspects of
Token Ring networks are described later in the section "Token Ring Switching."

Source-Route Bridging

In a Token Ring environment, rings interconnect with bridges. Each ring and bridge
has a numeric identifier. The network administrator assigns the values and must
follow several rules. Typically, each ring is uniquely identified within the bridged
network with a value between 1 and 4095. (It is possible to have duplicate ring
numbers, as long as the rings do not attach to the same bridge.) Valid bridge
identifiers include 1 through 15 and must be unique to the local and target rings. A
ring cannot have two bridges with the same bridge number. Source devices use ring
and bridge numbers to specify the path that the frame will travel through the bridged
network. Figure 3-4 illustrates a source-route bridging (SRB) network with several
attached workstations.

Figure 3-4 A Source-Route Bridged Network
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When Station A wants to communicate with Station B, Station A first sends a test
frame to determine whether the destination is on the same ring as the source. If
Station B responds to the test frame, the source knows that they are both on the
same ring. The two stations communicate without involving any Token Ring bridges.

If, however, the source receives no response to the test frame, the source attempts
to reach the destination on other rings. But the frame must now traverse a bridge. In
order to pass through a bridge, the frame includes a routing information field (RIF).
One bit in the frame header signals bridges that a RIF is present and needs to be
examined by the bridge. This bit, called the routing information indicator (RIl), is set
to "zero" when the source and destination are on the same ring; otherwise, it is set
to "one."

Most importantly, the RIF tells the bridge how to send the frame toward the
destination. When the source first attempts to contact the destination, the RIF is
empty because the source does not know any path to the destination. To complete
the RIF, the source sends an all routes explorer (ARE) frame (it is also possible to
use something called a Spanning Tree Explorer [STE]). The ARE passes through all
bridges and all rings. As it passes through a bridge, the bridge inserts the local ring
and bridge number into the RIF. If in Figure 3-5, Station A sends an ARE to find the

best path to reach Station D, Station D will receive two AREs. The RIFs look like the
following:

Ri ngl00 - Bridgel - R ng200 - Bridge2 - Ring300
Ri ngl00 - Bridgel - Ring400 - Bridge3 - Ring300

Each ring in the network, except for ring 100, see two AREs. For example, the
stations on ring 200 receive two AREs that look like the following:
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Ri ng100- Bri dgel- Ri ng200
Ri ng100- Bri dgel- Ri ng400- Bri dge3- Ri ng300- Bri dge2- Ri ng200

The AREs on ring 200 are useless for this session and unnecessarily consume
bandwidth. As the Token Ring network gets more complex with many rings
interconnected in a mesh design, the quantity of AREs in the network increases
dramatically.

Note

A Catalyst feature, all routes explorer reduction, ensures that AREs don't overwhelm
the network. It conserves bandwidth by reducing the number of explorer frames in
the network.

Station D returns every ARE it receives to the source. The source uses the responses
to determine the best path to the destination. What is the best path? The SRB
standard does not specify which response to use, but it does provide some
recommendations. The source could do any of the following:

Use the first response it receives

Use the path with the fewest hops

Use the path with the largest MTU

Use a combination of criteria

Most Token Ring implementations use the first option.

Now that Station A knows how to reach Station D, Station A transmits each frame as
a specifically routed frame where the RIF specifies the ring/bridge hops to the
destination. When a bridge receives the frame, the bridge examines the RIF to
determine if it has any responsibility to forward the frame. If more than one bridge
attaches to ring 100, only one of them forwards the specifically routed frame. The
other bridge(s) discard it. Station D uses the information in the RIF when it transmits
back to Station A. Station D creates a frame with the RIF completed in reverse. The
source and destination use the same path in both directions.

Note that transparent bridging differs from SRB in significant ways. First, in SRB, the
source device determines what path the frame must follow to reach the destination.
In transparent bridging, the bridge determines the path. Secondly, the information
used to determine the path differs. SRB uses bridge/ring identifiers, and transparent
bridging uses destination MAC addresses.

Source-Route Transparent Bridging

Although many Token Ring networks start out as homogenous systems,
transparently bridged Ethernet works its way into many of these networks. As a
result, network administrators face hybrid systems and support source-route bridged
devices and transparently bridged devices. Unfortunately, the source-route bridged
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devices cannot communicate with the transparently bridged Ethernet devices. Non-
source-routed devices do not understand RIFs, SREs, or any other such frames. To
further confuse the issue, some Token Ring protocols run in transparent mode, a
typically Ethernet process.

Note

Source-route translational bridging (SR/TLB), described in the next section, can
overcome some of the limitations of source-route transparent bridging (SRT). The
best solution, though, is to use a router to interconnect routed protocols residing on
mixed media.

Source-route transparent bridging (SRT) supports both source-route and transparent
bridging for Token Ring devices. The SRT bridge uses the RII bit to determine the
correct bridging mode. If the bridge sees a frame with the RII set to "zero,"” the SRT
bridge treats the frame using transparent bridging methods. It looks at the
destination MAC address and determines whether to forward, flood, or filter the
frame. If the frame contains a RIF (the RII bit set to "one™), the bridge initiates
source-route bridging and uses the RIF to forward the frame. Table 3-4 compares
how SRT and SRB bridges react to RII values

Table 3-4. SRT and SRB Responsesto Rl |

RIl Value SRB SRT
zero Drop frame Transparently bridge frame
one Source-route frame Source-route frame

This behavior causes problems in some IBM environments. Whenever an IBM Token
Ring attached device wants to connect to another, it first issues a test frame to see
whether the destination resides on the same ring as the source. If the source
receives no response, it sends an SRB explorer frame.

The SRT deficiency occurs with the test frame. The source intends for the test frame
to remain local to its ring and sets the RII to "zero." An RII set to "zero," however,
signals the SRT bridge to transparently bridge the frame. The bridge floods the frame
to all rings. After the test frame reaches the destination, the source and destination
workstations communicate using transparent bridging methods as if they both reside
on the same ring. Although this is functional, transparent bridging does not take
advantage of parallel paths like source-route bridging can. Administrators often
create parallel Token Ring backbones to distribute traffic and not overburden any
single link. But transparent bridging selects a single path and does not use another
link unless the primary link fails. (This is an aspect of the Spanning-Tree Protocol
described in Chapter 6, "Understanding Spanning Tree," and Chapter 7, "Advanced
Spanning Tree." ) Therefore, all the traffic passes through the same links, increasing
the load on one while another remains unused. This defeats the intent of the parallel
Token Rings.
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Another IBM operational aspect makes SRT unsuitable. To achieve high levels of
service availability, some administrators install redundant devices, such as a 3745
controller, as illustrated in Figure 3-5.

Figure 3-5 Redundant Token Ring Controllers
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The redundant controllers use the same MAC address (00-00-00-01-02-03) to
simplify workstation configuration; otherwise, multiple entries need to be entered. If
the primary unit fails, the workstation needs to resolve the logical address to the
new MAC address of the backup unit. By having duplicate MAC addresses, fully
automatic recovery is available without needing to resolve a new address.

Duplicate MAC addresses within a transparently bridged network confuses bridging
tables, however. A bridge table can have only one entry for a MAC address; a station
cannot appear on two interfaces. Otherwise, if a device sends a frame to the MAC
address for Controller A in Figure 3-5, how can the transparent bridge know whether
to send the frame to Controller A or Controller B? Both have the same MAC address,
but only one can exist in the bridging table. Therefore, the intended resiliency
feature will not work in the source-route transparent bridge mode. When using the
resiliency feature, configure the Token Ring Concentrator Relay Function (TrCRF) for
source-route bridging. The TrCRF defines ports to a common ring. The TrCRF is
discussed later in the chapter in the "Token Ring Switching™ section.

Source-Route Translational Bridging

Unfortunately, not all networks are homogenous. They may contain a mixture of

Ethernet and Token Ring access methods. How would you attach a Token Ring
network to an Ethernet such as the one shown in Figure 3-6?

Figure 3-6 Bridging Mixed Media Access Networks

76

%76 T, o797 T



Cisco LAN Switching

L

Token
Ring

Lt

Several obstacles prevent devices on the two networks from communicating with
each other. Some of the obstacles include the following:

MAC address format

MAC address representation in the protocol field
LLC and Ethernet framing

Routing information field translation

MTU size mis match

Translational bridging helps to resolve these issues, allowing the devices to
communicate. But no standard exists for translational bridging, leaving a number of
implementation details to the vendor. The following sections discuss in more detail
each listed limitation. The sections provide a technical and a practical explanation of
why transparent bridging might not be the best option.

MAC Address Format

When devices transmit frames, the bit sequence varies depending on the access
method. An Ethernet frame has a format of DA|SA|Type|]Data. But when the frame
enters the media, which bit goes first? In Ethernet, the least significant bit of each
octet does. Consider, for example, a hexadecimal value of OX6A. In binary, this looks
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like: 0110 1010 with the most significant bit (MSB) on the left and the least
significant bit (LSB) on the right. Ethernet transmits the LSB first. This is called the
canonical address format. Token Ring and FDDI use a non-canonical format,
transmitting the MSB first and the LSB last. The binary stream looks like 0101 0110
and has a hex value of 0x56. A translational bridge sequences the bits appropriately
for the receiving network type so that the devices will see the correct MAC address.
A canonical source MAC address of 0C-00-01-38-73-0B sent onto a Token Ring
segment must have the address transmitted in non-canonical format as 30-00-80-
1C-CE-DQO. If the bridge does not perform address translation, the Token Ring device
will respond to the wrong MAC address.

Embedded Address Format

Similarly, MAC address translation may need to occur at Layer 3. Some protocols
embed the MAC address in the Layer 3 protocol header. IPX for example, uses a
logical IPX address format comprising a network number and MAC address. In
TCP/IP, the address resolution protocol (ARP) includes the source and destination
MAC address in the frame as part of the IP protocol header. Other protocols that
embed MAC addresses in the Layer 3 header include DECnet Phase 1V, AppleTalk,
Banyan VINES, and XNS. Many of these protocols respond to the MAC address
contained in the Layer 3 header, not the data link layer. A translational bridge must
therefore be intelligent and protocol-aware to know when to modify the Layer 3
information to correctly represent the MAC address. This is, of course, an activity
normally relegated to a router, which operates at Layer 3. If a new protocol that
needs translational bridging is added to the network, the bridge must be updated to
know about the translation tasks. Translational bridging must keep abreast of

industry protocols to allow inter-communication between the differently bridged
devices.

LLC and Ethernet Frame Differences

Ethernet-formatted frames use a DA|SA|Protocol_Type format that, when bridged
onto an IEEE 802 formatted network, presents the problem of what to do with the
Protocol _Type value. IEEE 802 headers do not have a provision for the
Protocol_Type value. The SNAP encapsulation approach was devised to carry the

Protocol_Type value across IEEE 802-based networks. Figure 3-7 illustrates a
translation from Ethernet to Token Ring SNAP.

Figure 3-7 Frame Translation from Ethernet to Token Ring
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The frame fields illustrated in Figure 3-7 are as follows:

AC (access control)
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FC (frame control)

DA (destination MAC address)

SA (source MAC address)

RIF (routing information field)

DSAP (destination service access point)

SSAP (source service access point)

Control (LLC control)

OUI (Organizational Unique ldentifie—vendor ID)

Type (protocol type value)

RIF Interpretation

When connecting source-route devices to transparent devices, another issue involves
the routing information field. The RIF is absent from transparent devices but is vital
to the Token Ring bridging process. How then does a source-route bridged device
specify a path to a transparently bridged device?

A translational bridge assigns a ring number to the transparent segment. To an SRB
device, it appears that the destination device resides on a source-routed segment. To
the transparent device, the SRB device appears to attach to a transparent segment.
The translational bridge keeps a source-routing table to reach the Token Ring MAC
address. When a transparent device transmits a frame to the Token Ring device, the
bridge looks at the destination MAC address, finds a source-route entry for that
address, and creates a frame with a completed RIF.

MTU Size

Ethernet, Token Ring, and FDDI support different frame sizes. Table 3-5 lists the
minimum and maximum frame sizes for these media access methods.

Table 3-5. Frame Size Comparison

Media Access M ethod Minimum Frame Size (Octets) Maximum Frame Size (Octets)
Ethernet 64 1518
Token Ring (4 Mbps) 21 4511
Token Ring (16 Mbps) 21 17839
FDDI 28 4500

A frame from one network type cannot violate the frame size constraints of the
destination network. If an FDDI device transmits to an Ethernet device, it must not
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create a frame over 1518 octets or under 64 octets. Otherwise, the bridge must drop
the frame. Translational bridges attempt to adjust the frame size to accommodate
the maximum transmission unit (MTU) mismatch. Specifically, a translational bridge
may fragment an IP frame if the incoming frame exceeds the MTU of the outbound
segment. Routers normally perform fragmentation because it is a Layer 3 process.
Translational bridges that perform fragmentation actually perform a part of the
router's responsibilities.

Note, however, that fragmentation is an IP process. Other protocols do not have
fragmentation, so the source must create frames appropriately sized for the segment
with the smallest MTU. In order for these protocols to work correctly, they exercise
MTU discovery, which allows the stations to determine the largest allowed frame for
the path(s) between the source and destination devices. This option exists in IP, too,
and is preferred over fragmentation.

Catalyst and Translational Bridging

Catalyst Token Ring modules do not provide translational bridging. An external Cisco
router or the Route Switch Module (RSM) operating in a bridging mode, however,
does support translational bridging. The most reliable interconnection method
between different access types, however, is routing. Because routers are protocol-

aware, they reliably translate all necessary elements of the frame when converting
from Token Ring to other network types.

Token Ring Switching

Token Ring switching offers many of the advantages found in switched Ethernet
networks. Most notably, it offers more bandwidth by reducing the size of the Token
Ring domain. In the extreme case, the smallest Token Ring domain is a dedicated
workstation on a switch port. Catalyst Token Ring switching creates two virtual
entities: the Token Ring Concentrator Relay Function (TrCRF) and the Token Ring
Bridge Relay Function (TrBRF). Together, these functions form a switched Token Ring
network with smaller token domains.

Source-route switching described in the later section "Source-Route Switching"
provides a service within the TrCRF for transferring frames between ports within a
ring, or to the TrBRF to transfer to another TrCRF.

Another Catalyst Token Ring feature protects you from misconfiguring the system

with a duplicate ring on another Catalyst. This is an erroneous configuration, which,

if actually performed, could prevent your Token Ring network from operating
correctly. DRIP is described in the later section "Duplicate Ring Protocol (DRiP)."

Token Ring Concentrator Relay Function (TrCRF)

In Token Ring networks, multistation access units (MAUSs) interconnect workstations
to form a physical star topology. The MAU, a type of concentrator, maintains ring
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functionality and passes tokens and frames among all stations attached to the ring.
All the stations attached to the MAU share the same token and bandwidth.

In the Catalyst, the network administrator assigns ports to a virtual concentrator
called a Token Ring Concentrator Relay Function (TrCRF). All the ports assigned to a
TrCRF belong to the same ring number. However, the workstations attached to each
port experience full media bandwidth and have no perception that other stations
share the ring.

The TrCRF defines the port to ring number association. The Catalyst in Figure 3-8
defines four TrCRFs to interconnect fourteen ports. (A port is a member of one and
only one TrCRF.)

Figure 3-8 Defining TrCRFs to Interconnect Ports
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In general, a TrCRF can reside in only one Catalyst and cannot span outside of a
Catalyst. This is called an undistributed TrCRF. An exception to this, the default
TrCRF, spans Catalysts and is referred to as a distributed TrCRF. (A backup TrCRF
may also span Catalysts.) The default TrCRF enables all Token Ring ports to belong
to a common TrCRF without any administrator intervention. Users can attach to any
Token Ring port and communicate with any other station in the distributed TrCRF
network. The default TrCRF behaves like a giant ring extending across all Catalysts
and provides the "plug and play" capability of the Catalyst in Token Ring networks.

When configuring a TrCRF, you must define the ring and VLAN numbers, and you
must associate it with an existing parent TrBRF (TrBRFs are discussed in the next
section). The parent TrBRF is assigned a VLAN number and is the identifier used to
associate the TrCRF to the TrBRF. In addition, you may define whether the TrCRF will
operate in the SRB or SRT mode. If left unspecified, the TrCRF will operate in SRB
mode.

Token Ring Bridge Relay Function (TrBRF)

The Token Ring Bridge Relay Function (TrBRF) acts like a multiport bridge and
interconnects rings. The TrBRF defines the TrCRF -to-bridge association. A TrCRF
belongs to only one parent TrBRF, but multiple TrCRFs may attach to a parent
bridge. Figure 3-8, for example, shows more than one TrCRF attached to a TrBRF.
The TrCRFs interconnect through the TrBRF the same as rings do through the
source-route bridges and source-route transparent bridges previously described.
Unlike the TrCRF, the TrBRF can span between Catalysts, as shown in Figure 3-9.
This allows TrCRFs on various Catalysts to belong to the same bridge
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Figure 3-9 TrBRF Extending Across Catalysts
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Enabling a TrBRF requires a bridge and VLAN number. The TrBRF's VLAN number is
paired with the TrCRF VLAN number to create the parent-to-child relationship.
Because a TrCRF must associate with a parent TrBRF, the default TrCRF belongs to a
default TrBRF. When enabling Token Ring switching with a non-default TrCRF and

TrBRF, you must first configure the TrBRF, then the TrCRF, and finally, group ports
to TrCRFs. Referring to Figure 3-9, you would do the following:

1. Configure the TrBRF at the top of the drawing. To do this, you define the

bridge number and the VLAN number as in the following:
2.
3. Consol e> (enable) set vlan 100 type trbrf bridge

5. Work down the figure to the TrCRF(s). Create the TrCRF, specifying the VLAN
number, the ring number, the bridge type, and parent TrBRF. Here is an
example:

Consol e> (enable) set vlian 110 type trcrf parent 100 ring 10

®© N

9. After creating the TrCRF, associate ports to the correct TrCRF.

Source-Route Switching

Source-route switching describes the mechanism of bridging Token Ring traffic. The
modes are determined based on the location of the source and destination devices
relative to the bridging function. The source-route switch (SRS) decides whether to
transparently bridge a frame within a TrCRF or to source-route bridge to another
TrCRF. When a station on a switch port transmits to another station residing on a
different port but belonging to the same TrCRF, the SRS forwards the frame based
on the destination MAC address. The SRS learns source MAC addresses and makes
forwarding decisions the same as a transparent bridge. However, if the source and
destination are on different rings, the source creates a frame with a RIF. The SRS
examines the RIF and passes the frame to the bridge relay function for forwarding.

Although this sounds like a source-route bridge, a significant difference distinguishes
an SRS from an SRB. When a station transmits an ARE, an SRB modifies the RIF to
indicate ring/bridge numbers. An SRS never modifies a RIF; it simply examines it.
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When a source sends an all-routes explorer, for example, it sets the RII bit to "one,"
indicating the presence of a RIF. Examination of the initial explorer frame, however,
reveals that the RIF is empty. The SRS notices that the RII bit value is "one" and
forwards the explorer to the TrBRF unmodified. The SRS simply says, "This is a
source-routed frame ; | better send it to the TrBRF and let the bridge worry about it."
In contrast, an SRB or TrBRF modifies the explorer RIF by inserting ring and bridge
numbers.

In Chapter 2, a broadcast domain was defined and equated to a VLAN; a broadcast
domain describes the extent to which broadcast frames are forwarded or flooded
throughout the network. The domain boundaries terminate at a router interface and
include an interconnected set of virtual bridges. But Token Ring complexities present
ambiguities when defining a VLAN. In a source-route bridged environment, Token
Ring actually creates two kinds of broadcasts: the intra-ring and the inter-ring
broadcast.

A device generates an intra-ring broadcast whenever it produces a broadcast frame
without a RIF, and the explorer bit is set to "zero." A station may do this whenever it
wants to determine whether the destination is on the same ring as the source. The
SRS function floods this frame type to all ports within the TrCRF. The frame does not
cross the TrBRF.

In contrast, an inter-ring broadcast frame sets the explorer bit to "one,” enabling the
frame to cross ring boundaries. The TrBRF floods the inter-ring frame to all attached
rings; all rings receive a copy of the frame. Figure 3-10 illustrates Token Ring VLAN
boundaries.

Figure 3-10 Token Ring VLANSs lllustrated

VLAN 1 VLAN 2 VLAN 3
ERF - Inbes-Ring
F Brcadcas
‘ ‘ | ‘ CRF - Inta-Féng
&5

A network may see both the intra- and inter-ring broadcasts. Which one actually
describes a VLAN? A VLAN in the Token Ring network includes the TrCRF and the

TrBRF. A VLAN exists whenever Token Ring networks must interconnect through a
router.

Duplicate Ring Protocol (DRiP)

In a Token Ring environment, each ring has a unique ring number identifying it for
source-route bridging. Similarly, in a switched Token Ring, except for the default and
backup TrCRFs mentioned earlier, each TrCRF has a unique ring number. If an
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administrator accidentally misconfigures another TrCRF with the same ring number,
shown in Figure 3-11, the Token Ring switching process gets confused.

Figure 3-11 Do not attempt this. Duplicate ring numbers
are not allowed on multiple switches.

100 100 100

To mitigate the effects of duplicate ring numbers in a switched network, Cisco
developed a proprietary protocol to detect them and react accordingly. The Duplicate
Ring Protocol (DRiP) sends advertisements with the multicast address 01-00-0C-CC-
CC-CC to its neighbors, announcing VLAN information for the source device only. By
default, DRiP announcements occur every 30 seconds or whenever a significant
configuration change occurs in the network. DRiP announcements only traverse ISL
links and are constrained to VLAN1, the default VLAN. The receiving Catalyst then
compares the information with its local configuration. If a user attempts to create a
Token Ring VLAN that already exists on another Catalyst, the local unit denies the
configuration.

Ethernet or Token Ring?

Since IBM introduced Token Ring to the industry, both Token Ring and Ethernet were
recognized as candidates for corporate LAN infrastructures. The great debate among
LAN specialists focused upon the question, "Which is better—Token Ring or
Ethernet?" The answer to that question most often depended on the user application.
Early Token Ring limitations offered connection speeds at only 4 Mbps, while
Ethernet supported 10 Mbps. It was perceived, therefore, that Ethernet was better
because it offered more bandwidth. Later, 16 Mbps Token Ring technology made
Token Ring more attractive, but by no means ultimately superior. Some users felt
that Ethernet’s lack of guaranteed access made it unsuitable for environments such
as manufacturing. If an equipment operator needed to control heavy equipment and
send start/stop commands over a network, for example, the network administrator
wanted to ensure that the command actually would make it to the device. Dangerous
conditions could arise if the network lost a control command due to a collision.
Because Ethernet offers no such promises in a collision environment, the
manufacturing industry tended to select Token Ring. Token Ring promises a user the
token at a predictable rate, thereby allowing access to the network to send critical
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commands. Ethernet could make no such claim; therefore, it was frequently
dismissed as a viable networking alternative on the manufacturing floor.

Another factor that caused users to select Token Ring was their mainframe computer
type. If the user had IBM equipment, they tended to use Token Ring because much
of the IBM equipment had Token Ring LAN interfaces. Therefore, IBM shops were
practically forced to use Token Ring to easily attach equipment to their networks.

In an office environment where no guarantees of predictability were necessary,
Ethernet found popularity. Ethernet cabling schemes were simpler than Token Ring,
and minicomputer manufacturers included Ethernet interfaces in their workstations.
As users became more comfortable with Ethernet, network administrators selected it
more frequently.

With the introduction of LAN switching technologies, Ethernet now finds application in
the manufacturing environment where it previously could not. Switching reduces the
size of a collision domain and provides a higher throughput potential that makes it
possible to use in manufacturing. Switched Ethernet with ports dedicated to single
devices performs equally as well or better than switched Token Ring networks in a
similar configuration.

Migrating Token Ring to Ethernet

Many Token Ring users contemplate a migration from Token Ring to Ethernet. In
some cases, the motivation is the available bandwidth of Fast Ethernet. Sometimes
the motivation is to simplify cabling. But moving an infrastructure from Token Ring
to Ethernet involves several considerations. For example, the media cabling type
might differ. Many Token Ring systems utilize Category 3 cable (shielded twisted-
pair), whereas Ethernet typically uses Category 5 cable (unshielded twisted-pair).
Other elements to consider include changing workstations' adapters along with their
drivers, performance requirements for existing protocols, and application demands.

A migration plan usually involves phases rather than a comprehensive one-time
changeover. Cost, labor availability, and risk drive a migration plan to spread over
time. But what should change first? Clients? Servers? Departments? If the cabling
infrastructure needs to be upgraded to support the new Ethernet system, the
migration may possibly involve geographical issues. This means that the network will
change one room or one floor at a time.

If the primary concern is to minimize risk, the migration plan might be a hierarchical
approach. Start by moving the backbone to a Fast Ethernet, and bridge or route
between the backbone and the distribution segments. Then as the technology proves
itself for the applications, move selected devices, such as servers, to the Ethernet
system.

Whatever approach you take, be sure to plan it. Migrate—don't mutate—the network.
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Summary

Bridging alternatives exist for Ethernet and Token Ring media types. Traditionally,
Ethernet uses transparent bridging with the following operations: learning (adding a
source address/interface to a bridge table), forwarding out a single interface (known
unicast traffic), flooding out all interfaces (unknown unicast, multicast and
broadcast), filtering (unicast traffic where the source and destination are on the
same interface side), and aging (removing an entry from the bridge table.)

Token Ring usually implements source-route bridging in which the source specifies
the path for the frame to the destination. This means the source identifies a
sequence of ring/bridge hops. SRT (source-route transparent bridging), another
Token Ring bridge method, does both source-route bridging and transparent
bridging. Source-route bridging is employed if the frame includes a routing
information field. Otherwise, transparent bridging is used.

When connecting transparently bridged segments (Ethernet) to source-routed
segments (Token Ring), use routing or translational bridging. If you must use
bridging, translational bridging resolves a number of issues in the way that frames
are constructed for the different access methods. However, translatio nal bridges
must be aware of the protocols to be translated. The best solution, though, is to use
routing to interconnect mixed media networks. Chapter 11, "Layer 3 Switching,"
discusses using routers in a switched environment.

Token Ring switching creates two functions to segment Token Rings: the
concentrator relay function and the bridge relay function. In the Catalyst, the Token
Ring Concentrator Relay Function (TrCRF) defines which ports belong to a ring. A
TrCRF may operate either in SRB or SRT mode. A TrCRF cannot span across
Catalysts. The Token Ring Bridge Relay Function (TrBRF) provides Token Ring
bridging between TrCRFs. A TrBRF can span across Catalysts to allow ports on
different units to communicate through a common bridge.

Source-route switching determines whether a frame may be forwarded within the
TrCRF or whether the frame needs to be sent to the TrBRF. The SRS looks for the RII
to make this decision. If the RIIl indicates the presence of a routing information field,
it forwards the frame to the TrBRF. Otherwise, the SRS keeps the frame within the
TrCRF and uses transparent bridging.

Review Questions

1: If a RIF is present in a source-routed frame, does a source-route switch ever
examine the MAC address of a frame?

2: To how many VLANs can a TrBRF belong?

3: The transparent-bridge learning process adds entries to the bridging table based
on _the source address. Source addresses are never multicast addresses. Yet
when examining the Catalyst bridge table, it is possible to see multicast. Why?

86

%86 Ui, Jt 797 W



Cisco LAN Switching

Two Cisco routers attach to a Catalyst. On one router you type show cdp
neighbor.You expect to see the other router listed because CDP announces on
a multicast address 01-00-0C-CC-CC-CC, which is flooded by bridges. But you
see only the Catalyst as a neighbor. Suspecting that the other router isn't
generating cdp announcements, you enter show cdp neighbor on the Catalyst.
You see both routers listed verifying that both routers are generating
announcements. Why didn't you see the second router from the first router?
(Hint: neither router can see the other.)
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Chapter 4. Configuring the Catalyst

This chapter covers the following key topics:

Catalyst 5000/6000 CLI Syntax Conventions— Provides the standard
Cisco representation for interpreting commands administered on Catalyst
switches.

Catalyst 5000 Configuration Methods— Provides information on how to
operate under the Console, Telnet, and TFTP configuration modes for Catalyst
configuration.

Using the Catalyst 5000/6000 Command-Line Interface— Describes
command-line recall, editing, and help for the Catalyst 5000 series.
Passwords— Provides documentation on how to set, change, and recover
passwords for the Catalyst 5000/6000 series of switches.

Configuration File Management— Discusses how to store and restore

configuration files on flash and TFTP servers for Supervisor I, I, and 111
modules.
Image File Management— Describes how to transfer Supervisor I, Il, and

11l module software images.

Redundant Supervisor Modules— Discusses how to implement redundant
Supervisor modules to ensure systemoperation in the event of a module
failover.

Configuring Other Catalysts— Provides a quick overview of the
configuration methods for the 1900/2800 and the 3000 series of Catalyst
switches.

Users familiar with Cisco routers exercise a command line interface (CLI) embedded
in the 10S. The CLI characteristics are seen across nearly all of the router product
line. However, most Catalysts CLIs differ from those found on Cisco routers. In fact,
the Catalyst family has several CLIs based upon the model origins. The Catalyst
4000/5000/6000 series differs from the 3000 series, the 1900,2800 and the 8500
series. This chapter compares differences between the router CLI and the Catalyst
4000/5000/6000 family. It also describes the command line interface including
aspects like command line recall, command editing, uploading and downloading code
images and configuration files. An overview of the menu driven configuration for the
other Catalysts is addressed in the last section, Configuring Other Catalysts.
Examples of configuring the Catalyst 8500 series are included in Chapter 11, "Layer
3 Switching."” This deals primarily, however, with the "XDI" interface used by the
Catalyst 4000/5000/6000 family.

Note

Cisco folklore has it that XDl is the name of a UNIX-like kernel purchased for use in
equipment that evolved into the Catalyst 4000, 5000, and 6000 products of today.
The XDI CLI is often referred to as "CatOS."

The Catalyst product family evolution does not have the same roots as the Cisco
router products. Cisco's history begins with the development of routers to
interconnect networks. As the router family increased, a number of differences
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between the early models and the later became evident. Particularly with the release
of 9.1x, the command line interface vastly differed for the 10S. But the 10S
essentially retained the same look and feel after that point across all of the router
family. Users of the Catalyst on the other hand may encounter multiple CLIs
dependent upon the model used. This occurs not because Cisco changed its mind on
how to present the CLI, but because some of the products were acquired
technologies with a previously installed user base. For example, some of the
Catalysts such as the 1900 and 2800 came from Grand Junction and have their own
configuration methods. Some come from Kalpana, such as the Catalyst 3000, and
use a different menu structure. Some were developed by Cisco. For example, the
8500 and the 2900XL, and use 10S type configurations. The Catalyst 5000 family
originated with Crescendo. When Cisco acquired Crescendo, a significant user base
already familiar with the XDI/CatOS configuration modes existed. The Catalyst 5000
and 6000 series use a CLI which differs from all of the others.

This chapter provides an overview for configuring the Catalyst 4000/5000/6000
series products. The CLI syntax and conventions are covered, along with command
recall and editing methods. Methods for storing and retrieving configuration files
images are also explained. Finally, configuring and managing redundant supervisor
modules in a Catalyst 5500/6000/6500 are discussed.

Catalyst 5000/6000 CLI Syntax Conventions

All well-documented equipment uses a standard representation for interpreting
commands. The Catalyst is no exception. Cisco documents how to interpret the
printed commands of its documentation. Table 4-1 summarizes the command syntax
conventions used in the Catalyst documentation and in this book.

Table 4-1. Catalyst Syntax Conventions

Command Interpretation
Presentation
Boldface Commands and keywords that are entered literally as shown are in
boldface.
Italic Arguments for which you supply values are in italics.
[1 Elements in square brackets are optional.
x|yl z} Alternative required keywords are grouped in braces and separated
by vertical bars.
X1yl z] Optional alternative keywords are grouped in brackets and
separated by vertical bars.
String A nonquoted set of characters. Do not use quotation marks around

the string or the string will include the quotation marks.
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Catalyst 5000 Configuration Methods

When you attempt to log in to the Catalyst, the Catalyst presents you with a
password prompt. If you enter the correct password, you enter the Catalyst's
NORMAL mode. Normal mode equates to a router's User EXEC mode allowing you to
view most Catalyst parameters, but not authorizing any configuration changes. To
make changes, you must enter the Catalyst's PRIVILEGED mode. The privileged
mode functionally equates to the router's PRIVILEGED EXEC mode. In the privileged
mode, you can view configuration files and make configuration changes. You enter
the Catalyst's privileged mode with the enable command. The Catalyst then prompts
for a password.

You can access the Catalyst CLI through one of three methods: through the console
interface, Telnet, or Trivial File Transfer Protocol (TFTP). The following sections detail
each access method.

Like a router, commands are additive—adding configuration statements to an
existing file does not completely overwrite the existing configuration. Suppose you
have an existing configuration that assigns ports 2/1-10 to VLAN 5. If you add a
configuration that assigns ports 2/1-5 to VLAN 5, but you do nothing to ports 2/6-10,
2/6-10 remain in VLAN 5. The absence of these ports in the new VLAN assignment
does not remove them from VLAN 5. If, however, the additional configuration
includes a line that assigns ports 2/6-10 to VLAN 20, they move VLAN membership.

A foolproof way of ensuring that a new configuration completely overwrites an
existing file is to enter clear config all (see Example 4-1). If you clear the
configuration from Telnet or TFTP, you do not see this output. You only see this when
directly attached to the console. This CLI command returns the Catalyst Supervisor
module to its default configuration where all ports belong to VLAN 1, there is no VTP
domain (explained in Chapter 12, "VLAN Trunking Protocol” ), and all Spanning Tree
parameters back to default values. Note also that entering this command clears the
console's IP address too. You can clear the configuration with any of the access
methods, but if you do so while you access the Catalyst through Telnet, you
disconnect from the Catalyst because the Catalyst no longer has an IP address
either.

Example 4-1 clear config all Output

Console> (enable) clear config Usage: clear config all clear config <mod_num=>
clear config rmon Console> (enable) clear config all This command will clear all
configuration in NVRAM. This command wil cause iflndex to be reassigned on the
next system startup. Do you want to continue (y/n) [n]? y
..... System configuration cleared. Use 'session’ command to clear ATM or Router
specific configurations. Console> (enable)

From the Supervisor console, or via Telnet, you can clear the Catalyst configuration
with the clear config all command. clear config all in Example 4-1 resets the
Supervisor module to its defaults. Note that this command does not clear the files for
the ATM LANE module, nor for the RSM (or MSM in a Catalyst 6000). This only
affects the modules directly configured from the Supervisor module. To clear the
configurations on the ATM or router modules, you need to access the modules with
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the sessionmodule_number command. This command performs the equivalent of an
internal Telnet to the module so that you can make configuration changes. The ATM
and router modules use 10S commands to change, save, and clear configurations.

Tip

Configuring the Catalyst through the console and through Telnet allows you to enter
commands in real time, but only one at a time. Unlike Cisco routers, the Catalyst
immediately stores commands in nonvolatile random-access memory (NVRAM) and
does not require you to perform a copy run start like a router. Any command you
type in a Catalyst is immediately remembered, even through a power cycle. This
presents a challenge when reversing a series of commands. On a router, you can
reverse a series of commands with reload, as long as you didn't write the running
configuration into NVRAM.

Before making serious changes to a Catalyst, copy the configuration to an electronic
notepad. On the Catalyst, use the command set length O to terminate the more
function, enable screen capture on your device, and enter show config to capture
the current configuration. Then if you do not like the changes you made and cannot
easily reverse them, clear config all and replay the captured configuration file to
locally restore the starting configuration.

Console Configuration

The Catalyst 5000 series Supervisor module has one physical console connection. For
a Supervisor | or a Supervisor 11, the connection is an EIA-232 25-pin connection.
For a Supervisor 11l module, the connection is an RJ-45 connector. Make sure that

you know which kind of Supervisor module you are working with to ensure that you
can attach to the console.

The console has an interesting feature in that it can operate in one of two modes:
either as a console or slip interface. When used as a console, you can attach a
terminal or terminal emulation device such as a PC with appropriate software to the
interface. This provides direct access to the CLI regardless of the configuration. You
use this access method when you have no IP addresses configured in the Catalyst;
without an IP address, you cannot Telnet to the Catalyst over the network. You also
use this method whenever you need to do password recovery. (Password recovery is
discussed in a later section.) And, you will probably elect to access the Catalyst with
this method whenever you are local to the Catalyst with an available terminal.

You can enable the console port as a SLIP interface. (SLIP [serial line interface
protocol] is the precursor to PPP.) When used in the slip mode, you can Telnet
directly to the console port. In a likely setup, you attach a modem to the console
port enabling you to Telnet directly to the Catalyst without having to traverse the
network. This can be useful when troubleshooting the Catalyst from a remote
location when you cannot access it over the network. When used as a slip interface,
the interface designator is slO [SLO]. You can use the interface as a direct console
attachment or a slip interface, but not both. It can only operate as one or the other.
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By default, it operates as a console interface. To configure the console as a slip
interface, you need to assign an IP address to slO using the set interface command.

Lastly, you can access the CLI through Telnet over the network. The Catalyst has an
internal logical interface, scO,that you can assign an IP address to. This address
becomes the source address when generating traffic in the Catalyst, or the
destination address when you attempt to reach the Catalyst. Assigning an address to
this logical interface causes the Catalyst to act like an IP end station on the network.
You can use the address to perform Telnet, TFTP, BOOTP, RARP, ICMP, trace, and a
host of other end station functions.

By default, the scO has no IP address and belongs to VLAN 1. If you want to change
any of these parameters, use the set interface command. You can modify scO's IP
address and VLAN assignment in one statement. For example, set int scO 10
144.254.100.1 255.255.255.0 assigns scO to VLAN 10 and configures an IP
address of 144.254.100.1 with a "Class C" IP mask.

Telnet Configuration

Before you can Telnet to a Catalyst, you need to assign an IP address to the scO
interface on the Supervisor module. The previous section, "Console Configuration,”
demonstrated how to do this. You can Telnet to a Catalyst as long as your Telnet
device can reach the VLAN and IP network that the scO interface belongs to.
Telnetting to the Catalyst allows you to perform any command as if you were directly
attached to the Catalyst console. You do, however, need to know the normal mode
and privileged EXEC passwords to gain access.

It was also mentioned earlier that if you enter clear config all from a remote
location, you effectively cut yourself off from communicating with the Catalyst
through the network. Changing the IP address or VLAN assignment on scO can do the
same thing. Therefore, be sure to thoroughly review the results of changing the
Catalyst IP address or VLAN assignment remotely.

A Catalyst security feature allows you to specify an access list of authorized stations
that can access the Catalyst through Telnet or Simple Network Management Protocol
(SNMP). You can specify up to 10 entries through the set ip permit command. To
enable the access list, you need to specify the set of authorized stations and then
turn on the IP permit filter.

To specify the list of allowed stations, use the command syntax set ip permit
ip_address[mask]. The optional mask allows you to specify wildcards. For example, if
you type set ip permit 144.254.100.0 255.255.255.0, you authorize all stations
in subnet 144.254.100.0 to access the console interface. If you enter the command
set ip permit 144.254.100.10 with no mask, the implied mask 255.255.255.255 is
used, which specifies a specific host.

You can specify up to 10 entries this way. To activate the permit list, use the
command set ip permit enable.

Activating the list does not affect any other transit or locally originated IP processes
such as trace route and ICMP Echo Requests/Replies. The IP permit list only controls
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inbound Telnet and SNMP traffic addressed to the Catalyst. If the source IP address
does not fall within the permitted range, the Catalyst refuses the connection.

Tip

If you apply a permit list from a remote Telnet connection, ensure that you include
yourself in the permit list. Otherwise, you disconnect yourself from the Catalyst you
are configuring.

You can also secure the Catalyst using Terminal Access Controller Access Control
System Plus (TACACS+) authentication. TACACS+ enables a communication protocol
between your Catalyst and a TACACS+ server. The server authenticates a user based
upon the username and password for each individual you want to access the Catalyst
console. Normally, the Catalyst authenticates using local parameters, the exec and
enable passwords. If the user accessing the Catalyst knows these passwords, the
user is authenticated to enter the corresponding mode.

TACACS+ allows you to demand not just a password, but also a username. The user
attempting to log in must have a valid username/password combination to gain
access.

If a user attempts to log in to the Catalyst when TACACS+ is enabled, the Catalyst

sends a request to the TACACS+ server for authentication information. The server
replies and the user is either authenticated or rejected.

To enable TACACS+, you need to have a functional and accessible TACACS+ server
in your network. The specifics of configuring TACACS+ is beyond the scope of this
book. See the Catalyst documentation for configuration details.

Tip

If you configure TACACS+ on a Catalyst and the TACACS+ server becomes
unavailable for some reason, the locally configured normal and privileged passwords
can be used as a "backdoor” (be sure to set these passwords to something other
than the default of no password).

TFTP Configuration

The Catalyst has a TFTP client allowing you to retrieve and send configuration files

from/to a TFTP server. The actual syntax to do TFTP configuration file transfers
depends upon the version of Supervisor module installed in the Catalyst.

If you plan for the Catalyst to obtain the new configuration over the network after a
clear config all, you either need to restore a valid IP address and default gateway
setting or you need to have the configuration file on an accessible TFTP server.
Details for using TFTP are described in the section, "Catalyst Configuration File
Management."
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Table 4-2 compares various access methods for configuring the Catalyst.

Table 4-2. Comparing the Usage of Catalyst Access Methods

Access Attachment When to Use
Method
Console |Direct Supervisor |Use when network attachments not available, such as
module Telnet, TFTP, or SNMP. Also used for local access,
attachment initial configuration, and password recovery.
Sco Network Use for Telnet, TFTP, or SNMP configurations to the

built-in logical interface. Accessible through network
connections.

SIO Supervisor module |Use this for remote access to the Supervisor module
attachment when network access not available.
TFTP Network Use this to download a configuration to the Catalysts

scO or slO interface.

SNMP Network Used to make configuration changes from a network
management station.

Using the Catalyst 5000/6000 Command-Line Interface

Because the Catalyst has a different pedigree than the Cisco routers, the CLI differs
between the two. For example, changes in a Cisco router are not permanent until
you copy the running configuration to NVRAM. The Catalyst, on the other hand,
immediately and automatically copies your commands to NVRAM. Individuals who
suffer from an inability to remember to save configuration files on a router enjoy this
feature. However, automatic configuration saves makes restoring a configuration
more challenging, as discussed earlier.

The Catalyst does not have a special configuration mode like the routers. Rather,
changes can be made directly from the privileged mode. Many users enjoy this
feature because it allows them to make changes (set, clear) and view results
(show) from the same command level. This eliminates the effort of bouncing
between configuration mode and privileged mode to make changes and observe the
results.

Tip
You might occasionally see Cisco refer to the Catalyst 5000/6000 interface as an XDI

interface. This is Cisco's internal identification of the interface. Another name is
"CatOS."

Command-line recall and editing vastly differed prior to Catalyst code version 4.4.
With system codes prior to 4.4, command-line recall and editing consists of using
UNIX shell-like commands. To recall a previous command, you need to specify how
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many commands back in the history file you want. Or, you can recall a command
through pattern matching. To edit a command line, you need to use UNIX-like
commands that specify a pattern and what to substitute in the pattern's place. Doing
command-line editing in this manner is not self intuitive for many users, unless the
user is a UNIX guru.

With Catalyst Supervisor engine software release 4.4, Cisco introduced 10S-type
command-line recall and editing where up and down arrows on your terminal keypad
scroll you through the Catalyst's command history buffer. If you are familiar with
command-line recall and editing with a Cisco router, you will be comfortable with the
Catalyst CLI. If however, you still have code levels prior to 4.4, regrettably, you
must continue to use the UNIX structure.

The manner in which the Catalyst displays help differs from the router displays. The
router uses a parameter-by-parameter method of displaying help, whereas the
Catalyst displays a complete command syntax.

The following sections describe command-line recall, editing, and help for the
Catalyst 5000 series with the XDI/CatOS style interface.

Command-Line Recall

When you enter a command in the Catalyst, it retains the command in a buffer called
the history buffer. The history buffer can store up to 20 commands for you to recall
and edit. Various devices have methods of recalling commands. The Catalyst uses
abbreviated key sequences to recall commands. These sequences resemble what a
UNIX c-shell user might use. UNIX users often live with awkward methods of
recalling and editing commands. Therefore, their comfort level with the legacy
Catalyst editing system is probably fairly high, but might be low for the rest of us.

In UNIX, you often perform commands with a bang included in the command line. A
bang is nothing more than an exclamation point (!) on a keyboard, but "exclamation™
is too difficult to say when dictating commands. Therefore, bang is used in its place.
Table 4-3 summarizes the key sequence for recalling previous commands in the
history buffer.

Table 4-3. Command Recall from Catalyst History Buffer

Command Effect
Sequence
1 Repeats the previous command.
I-n Repeats the command n places before the previous.
In Repeats command n in the buffer.
laaa Repeats the command that starts with the matching string aaa.
1?aaa Repeats the command that contains the string aaa anywhere in the
command.

Sometimes you not only want to recall a command, but also edit it. Table 4-4 shows
the sequences to recall and edit previous commands.
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Table 4-4. Catalyst Command Recall with Substitution

Command Sequence Effect
~Naaa™bbb Recall previous command and substitute bbb for aaa.
aaa Recall previous command and append aaa.
In aaa Recall command n and append aaa.
laaa bbb Recall command that starts with aaa and append bbb.
1?aaa bbb Recall the command that contains aaa and append bbb.

Suppose, for example, that you enter a command set vian 3 2/1-10,4/12-
216/1,5/7.

This command string assigns a set of ports to VLAN 3. However, you realize after
entering the command that you really mean for them to be in VLAN 4 rather VLAN 3.
You could retype the whole command a second time and move the ports to VLAN 4,
or you could simply type ~37™4. This forces the Catalyst not only to use the previous
command, but to change the number 3 to a number 4, which in this case, corrects
the VLAN assignment.

One frustration when mentally recalling commands can be that you have a hard time
remembering what command you entered, seven lines previously. This can become
particularly challenging because the Catalyst history buffer can store up to 20
commands. Use the history command to see your history buffer. Example 4-2
shows output from a history command. Notice that the commands are numbered
allowing you to reference a specific entry for command recall. For example, the
output recalls command 2 from the history buffer. This caused the Catalyst to recall
the history command. Note also that new commands add to the bottom of the list.
Newer commands have higher numbers.

Example 4-2 Catalyst History Buffer Example

Console> history 1 help 2 history Console> 12 history 1 help 2 history 3 history
Console>

Using Help

In a Cisco router, you access help by entering ? on a command line. The router then
prompts you with all possible choices for the next parameter. If you type in the next
parameter and type ? again, the router displays the next set of command-line
choices. In fact, the router displays help on a parameter-by-parameter basis.
Additionally, when the router displays help options, it also ends by displaying the
portion of the command that you entered so far. This enables you to continue to
append commands to the line without needing to reenter the previous portion of the
command.

The Catalyst help system functions differently from the router, though. You access
help in the same manner as you do in a router, but the results differ. For example,
where a router prompts you for the next parameter, the Catalyst displays the entire
usage options for the command, if your command string is unique so that the
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Catalyst knows what command you want. Example 4-3 shows the help result for a
partial command string. However, the string does not uniquely identify what
parameter should be modified, so it lists all set system commands.

Example 4-3 Catalyst Help Example

Console> (enable) set system ? Set system commands: ------======—mmmmmmmmmmmmmmm
———————————————————————————————————————— set system baud Set system console port baud
rate set system contact Set system contact set system help Show this message set
system location Set system location set system modem Set system modem control
(enable/disable) set system name Set system name

On the other hand, if you have enough of the command on the line that the Catalyst
recognizes what command you intend to implement, it displays the options for that
command. This time, in Example 4-4, the string identifies a specific command and
the Catalyst displays help appropriate for that command. The user wants to modify
the console interface in some way, but is unsure of the syntax to enter the
command.

Example 4-4 Another Catalyst Help Example

Console> (enable) set interface ? Usage: set interface <scO|sl0> <up|down> set

interface scO [vlan] [ip_addr [netmask [broadcast]]] set interface slO <slip_addr>
<dest_addr> Console> (enable)

Notice that when the console displays help, it returns the command line with a blank
line. The command string you entered so far is not displayed for you as it is on a
router. You can now elect to use command recall. Suppose you want to disable the
logical interface, scO. So you want to enter the command set int scO down. Being a
clever network administrator, you elect to use command recall and complete the
command. What happens if you type !l scO down ? You see the command usage
screen again, without the console changing state to down (see Example 4-5). This
happens because the command recall executes the previous statement that was set
int ? with the help question mark and your appended parameters. When you add the
additional parameters, the Catalyst interprets the string as set int ? scO down ,
sees the question mark, and displays help.

Example 4-5 Command Recall after Help

CAT1> (enable) set int ? Usage: set interface <scO|slO> <up|down> set interface
scO [vlan] [ip_addr [netmask [broadcast]]] set interface slO <slip_addr>
<dest_addr> CAT1> (enable) !l scO down set int ? scO down Usage: set interface
<scO|sl0> <up|down> set interface scO [vlan] [ip_addr [netmask [broadcast]]] set
interface slO <slip_addr> <dest_addr> CAT1> (enable)

If you have system code 4.4 or later, you can use the up/down arrow to perform
command recall after help, but the recall includes the question mark. The advantage
here, though, over the !! recall is that you can edit out the question mark on the
recalled command line using router editing commands. Therefore, you can perform
command recall, remove the question mark, and enter the rest of the command. The
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Catalyst then correctly interprets the command, assuming that you subsequently
enter correct and meaningful parameters.

A Catalyst invokes help when you enter a question mark on the command line. It
also provides help if you enter a partial command terminated with <ENTER=>. For
example, the command in Example 4-4 displays the same screen if the user enters
set interface <ENTER=>. The Catalyst uniquely recognizes set int, but also
observes that the command is not complete enough to execute. Therefore, the
Catalyst displays the command usage screen. If you intend to modify the scO VLAN
membership to VLAN 5 and change the IP address in the same line, you can enter
the command set int scO 5 144.254.100.1 255.255.255.0. Suppose that as you
enter the command you enter the VLAN number, but forget the rest of the command
line. You might be tempted to hit <ENTER=> to get a command usage screen. But
you do not see the usage screen. Instead, the Catalyst sees the current command
line and says, "There is enough on this line to execute, so | will." You just
successfully changed the scO VLAN membership without changing the IP address. If
you do this through a Telnet session in a production network, you probably just
completely removed Telnet access to the Catalyst. It is now time to walk, drive, or
fly to the Catalyst to restore connectivity. (Or call someone who can do it for you and
confess your mistake!)

Tip

In many cases, you can get usage help with a partial command and <ENTER=>.
However, it is best to use the question mark to ensure that you do not prematurely
execute a command that might prove to be catastrophic to your network and career.

Supervisor Module Configuration

Modifying and viewing Catalyst 5000/6000 configuration files consists of using set,
clear, and showcommands. Because the Catalyst does not use a separate
configuration mode to make changes, you can make changes and view system

configurations all from the same prompt level. You must make all changes from the
privilege mode, which requires an enable password.

Important show Statements

To view configurations, use the show command. Example 4-6 annotates a simple
Supervisor module configuration file displayed through the show config command.
Some configuration lines are editorially deleted because they are redundant and
needlessly consume printed space. The remaining portion of the file enables you to
see the general organization of the configuration file.

Example 4-6 Annotated Supervisor Configuration File
Console> (enable) show config .. - < veivn.. .. begin set password

$l$FMFQ$HfZR5DUszVHIthz4h6V7O set enablepass
$1$FMFQSHFZR5DUszVHIRhrz4h6V70 set prompt Console> set length 24 default set
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logout 20 set banner motd NC/NC ! #system set system baud 9600 set system
modem disable set system name set system location set system contact ! #snmp set
snmp community read-only public set snmp community read-write private set snmp
community read-write-all secret !Other SNMP commands deleted #IP !This sets
up the console or slip interfaces. set interface scO 1 144.254.100.97
255.255.255.0 144.254.100.255 ! set interface sl0 0.0.0.0 0.0.0.0 set arp agingtime
1200 set ip redirect enable set ip unreachable enable set ip fragmentation enable set
ip alias default 0.0.0.0 ! #Command alias ! #vmps set vmps server retry 3 set vmps
server reconfirminterval 60 set vmps tftpserver 0.0.0.0 vmps-config-database.1 set
vmps state disable ! #dns set ip dns disable ! #tacacs+ !This section configures
the TACACS+ authentication parameters ! #bridge !This section defines FDDI
module behavior! #vtp IThis section characterizes the virtual trunk protocol
and vlan parameters ! #spantree #uplinkfast groups set spantree uplinkfast
disable #vlan 1 set spantree enable 1 set spantree fwddelay 15 1 set spantree hello
2 1 set spantree maxage 20 1 set spantree priority 32768 1 'Other VLAN Spanning
Tree information deleted. This section describes Spanning !Tree for each
VLAN. ! #cgmp !This group of commands controls the Catalyst multicast
behavior ! #syslog set logging console enable set logging server disable !Other
logging commands deleted. This characterizes what events are logged. !
#ntp !This sets up network time protocol ! #set boot command set boot config-
register 0x102 set boot system flash bootflash:cat5000-sup3.3-1-1.bin !Any special
boot instructions are placed here. ! #permit list 'The access list is found here
set ip permit disable ! #drip !This is Token Ring stuff to take care of duplicate
ring numbers. ! 1On a per module basis, the Catalyst displays any module
specific !configurations. #module 1 : 2-port 10/100BaseTX Supervisor set module
name 1 set vlan 1 1/1-2 set port channel 1/1-2 off set port channel 1/1-2 auto set
port enable 1/1-2 set port level 1/1-2 normal set port speed 1/1-2 auto set port trap
1/1-2 disable set port name 1/1-2 set port security 1/1-2 disable set port broadcast
1/1-2 100% set port membership 1/1-2 static set cdp enable 1/1-2 set cdp interval
1/1-2 60 set trunk 1/1 auto 1-1005 set trunk 1/2 auto 1-1005 set spantree portfast
1/1-2 disable set spantree portcost 1/1 100 set spantree portcost 1/2 100 set
spantree portpri 1/1-2 32 set spantree portvianpri 1/1 O set spantree portvlanpri 1/2
0 set spantree portvlancost 1/1 cost 99 set spantree portvlancost 1/2 cost 99 !
#module 2 empty ! #module 3 : 24-port 10BaseT Ethernet set module name 3 set
module enable 3 set vlan 1 3/1-24 set port enable 3/1-24 set port level 3/1-24
normal set port duplex 3/1-24 half set port trap 3/1-24 disable set port name 3/1-24
set port security 3/1-24 disable set port broadcast 3/1-24 0 set port membership
3/1-24 static set cdp enable 3/1-24 set cdp interval 3/1-24 60 set spantree portfast
3/1-24 disable set spantree portcost 3/1-24 100 set spantree portpri 3/1-24 32!
#module 5 : 1-port Route Switch 'Note that the only things in this
configuration are Spanning Tree and bridge !related. There are no routing
configs here. set module name 5 set port level 5/1 normal set port trap 5/1 disable
set port name 5/1 set cdp enable 5/1 set cdp interval 5/1 60 set trunk 5/1 on 1-
1005 set spantree portcost 5/1 5 set spantree portpri 5/1 32 set spantree portvianpri
5/1 0O set spantree portvlancost 5/1 cost 4 ! #switch port analyzer !If you set up
the ability to monitor switched traffic, the !'the configs will show up here set
span disable ! #cam !set bridge table aging to five minutes set cam agingtime
1,1003,1005 300 end Console> (enable)

Note in Example 4-6 that the file collates in logical sections. First, the Catalyst writes
any globally applicable configuration items such as passwords, SNMP parameters,
system variables, and so forth. Then, it displays configurations for each Catalyst
module installed. Note that the module configuration files refer to Spanning Tree and
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VLAN assignments. Further, it does not display any details about other functions
within the module. For example, an RSM is installed in module 5 of this Catalyst.
Although this is a router module, it attaches to a virtual bridge port internally. The
Catalyst displays the bridge attachment parameters, but not the Route Switch
Module (RSM) or ATM LANE configuration lines. To see the these module specific
configurations, you need to access them with the session module_number and view
its own configuration file.

Other show commands display item specific details. For example, to look at the
current console configuration, you can use the show interface (sh int) command
as demonstrated in Example 4-7.

Example 4-7 show interface Display

Console> (enable) show interface slO: flags=51<UP,POINTOPOINT,RUNNING= slip
0.0.0.0 dest 128.73.35.160 sc0: flags=63<UP,BROADCAST,RUNNING=> vlan 1 inet

144.254.100.97 netmask 255.255.255.0 broadcast 144.254.100.255 Console>
(enable)

Another useful show command displays the modules loaded in your Catalyst (see
Example 4-8).

Example 4-8 show module Output

Console> (enable) show module Mod Module-Name Ports Module-Type Model
SerialFNum Status -—- -~ -
---- 1 2 10/100BaseTX Supervis WS-X5530 008700085 ok 3 24 10BaseT Ethernet
WS-X5013 008678074 ok 4 2 MM OC-3 DualPhy ATM WS-X5158 008444947 ok 5 1
Route Switch WS-X5302 007600273 ok 13 ASP Mod MAC-Address(es) Hw Fw Sw ---
————————————————————————————————————————————————————————————————————— 1 00-90-92-bf-70-
00 thru 00-90-92-bf-73-ff 1.5 3.1(2) 3.1(1) 3 00-10-7b-4e-8d-dO thru 00-10-7b-4e-
8d-e7 1.1 2.3(1) 3.1(1) 4 00-10-7b-42-b0-59 2.1 1.3 3.2(6) 5 00-e0-1e-91-da-e0
thru 00-e0-1e-91-da-el 5.0 20.7 11.2(12a.P1)P1 Mod Sub-Type Sub-Model Sub-
Serial Sub-HW --- -=--—--o mmmmm e e 1 EARL 1+ WS-F5520
0008700721 1.1 1 uplink WS-U5531 0007617579 1.1 Console> (enable)

The output in Example 4-8 displays details about the model number and description
of the modules in each slot. The second block of the output tells you what MAC
addresses are associated with each module. Notice that the Supervisor module
reserves 1024 MAC addresses. Many of these addresses support Spanning Tree
operations, but other processes are involved too. Module 3, the 24-port Ethernet
module, reserves 24 MAC addresses, one for each port. These also support Spanning
Tree in that they are the values used for the port ID in the Spanning Tree
convergence algorithm. The third block of the display offers details regarding the
Supervisor module.

Other key show statements are demonstrated throughout the rest of the book.

Modifying Catalyst Configurations
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To modify a Catalyst parameter, you use either the set or clear commands. The set

command changes a parameter to a value that you specify, whereas the clear
command returns some parameters to their default setting.

To change system parameters, you use the set system command as demonstrated
in Example 4-9.

Example 4-9 set system Example

Console> (enable) set system ? Set system commands: ---------—-———mmmmmmmmmmmmo-
———————————————————————————————————————— set system baud Set system console port baud
rate set system contact Set system contact set system help Show this message set
system location Set system location set system modem Set system modem control
(enable/disable) set system name Set system name Console> (enable) set sys
location whoneedsmarketing System location set. Console> (enable) show
system PS1-Status PS2-Status Fan-Status Temp-Alarm Sys-Status Uptime d,h:m:s

Logout ——---—---— —mmm e e e e e ok
faulty ok off faulty 0,00:31:09 20 min PS1-Type PS2-Type Modem Baud Traffic Peak
Peak-Time ---—----—- —mmmmmm e e e WS-

C5508 WS-C5508 disable 9600 0% 0% Thu Aug 13 1998, 16:18:10 System Name
System Location System Contact -----------=—--=——-——— -~
———————————————— whoneedsnarketing Console> (enable)

Clearly, there are several system variables that you can modify. Example 4-9
modifies the system location object.

Some commands provide a warning if your action might cause connectivity problems
for you or the users. For example, in Example 4-10, the user intends to change the
IP address of the console interface. If the user is making the change remotely—that
is, the user is logged in to the Catalyst through a Telnet session—the user loses
connectivity and needs to re-establish the Telnet session.

Example 4-10 set interface Example

Console> (enable) set interface scO 1 144.254.100.97 255.255.255.0 This

command may disconnect your Telnet session. Do you want to continue (y/n) [n]? y
Interface scO vlan set, IP address and netmask set. Console> (enable)

Use a clear command to restore a parameter to a default value. Suppose you have a
VLAN 4 configured on the Catalyst and want to remove it. You use the command
clear vlan 4. This eliminates references to VLAN 4 in the Catalyst. However, some
things associated with VLAN 4 are not eliminated. For example, if you have ports
assigned to VLAN 4 and you clear vlan 4, the ports assigned to VLAN 4 move into a
disabled state. They do not move to VLAN 1. You need to manually reassign the
ports to VLAN 1. The clear config command demonstrated in Example 4-1 returns
the whole Catalyst to its default out-of-the-box configuration. The Catalyst warns
you about potential connectivity issues with this command before executing it.
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Catalyst Password Protection

When you first receive a Catalyst from Cisco, it has no password set. In other words,
the password is <ENTER=> to enter both the EXEC and privilege modes. Your first
task as a conscientious network administrator should be to change the passwords to
the unit. This helps to prevent unauthorized children in adult form from modifying
the Catalyst and disrupting your network. Example 4-11 shows a Catalyst session
where the user changes the EXEC and enable passwords. The user starts by
changing the enable password for privilege mode with the command set
enablepass. The Catalyst immediately prompts for the old password. If you are
doing this to a Catalyst with a fresh configuration file, you should respond with
<ENTER>. Otherwise, you need to know the existing enable password. If you do not
know the existing enable password, see the following section, "Catalyst Password
Recovery," for details on what to do next.

Example 4-11 Modifying a Catalyst's Passwords

Console> (enable) set enablepass Enter old password: cntgetin Sorry password
incorrect. Console> (enable) set enablepass Enter old password: cantgetin Enter
new password: stillcantgetin Retype new password: stillcantgetin Password changed.
Console> (enable) set password Enter old password: guessthis Enter new
password: guessthis2 Retype new password: guessthis2 Password changed.
Console> (enable)

Note that italicized text is not displayed in real output.

In Example 4-11, the user types in the wrong enable password, so the Catalyst
shows an error message and stops the modification process. The user tries again,

but this time enters a correct existing enable password. The Catalyst then asks the
user to enter the new enable password, twice, to confirm the entry.

The user then changes the normal mode password with the set password
command. As with the enable password, the user has to know the existing password
before the Catalyst allows any changes to the password. Upon entering the correct
password, the Catalyst asks for the new password and a confirmation.

Catalyst Password Recovery

If at any time you forget the normal mode or enable passwords, you need to start a

password recovery process. Password recovery on the Catalyst 5000/6000 series
differs from the methods used on a Cisco router or on other Catalyst models.

You must be at the Catalyst console to perform password recovery. Password
recovery requires a power cycle of the system by toggling the power switch. After
you power cycle the Catalyst, the Catalyst goes through its initialization routines and

eventually prompts you for a password to enter the normal mode. At this point, you
have 30 seconds to perform password recovery.

The trick in Catalyst password recovery lies in its behavior during the first 30
seconds after booting: when the Catalyst first boots, it ignores the passwords in the
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configuration file. It uses the default password <ENTER=> during this time. So, when
the Catalyst prompts you for an existing password at any time, simply type
<ENTER=> and the Catalyst accepts your response. Immediately enter set
password or set enablepass to change the appropriate password(s).

Tip

When the Catalyst asks during the password recovery process what to use for the
new password, simply respond with <ENTER=> too. Otherwise, trying to type in new
passwords sometimes leads to a need to reboot again, particularly if you are a poor
typist. By initially setting the password to the default value, you minimize your
probability of entering a bad value. After setting the enable and EXEC passwords to
the default, you can at your leisure go back and change the values without the
pressure of completing the process during the 30 seconds provided for password
recovery.

Tip

As with many security situations, it is imperative that you consider physical security
of your boxes. As demonstrated in the password recovery process, an attacker
simply needs the ability to reboot the Catalyst and access to the console to get into
the privilege mode. When in the privilege mode, the attacker can make any changes
that he desires. Keep your Catalyst closets secured and minimize access to consoles.

Tip

A security configuration issue of which you should be aware: change the SNMP
community strings from their default values. Example 4-6 shows the output from a
Catalyst configuration file where the SNMP community strings are still at their default
value. A system attacker might use SNMP to change your system. He starts with
these common default values. Make them difficult to guess, but remember that they
are transmitted over the network in clear text and are, therefore, snoopable.

Catalyst Configuration File Management

For complete system recovery, make sure that you have a copy of each Catalyst's
configuration file stored somewhere other than on the Catalyst itself. If anything
happens to the Catalyst Supervisor module, you might not be able to recover the
configuration file. It is a crime to have to rebuild the entire configuration file from

scratch during a system outage when it is easy to create a backup on a network
accessible machine.

Through TFTP, you can store your configuration file on a TFTP server and recover it
later when needed. The syntax varies depending upon the version of Supervisor
module you have. Catalyst 5000 Supervisor |1l modules and Catalyst 6000s use a
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syntax more like a Cisco router than do the Catalyst 5000 Supervisor | or 1l
modules.

Tip

TFTP servers are inherently weak, security wise. It is strongly recommended that you
do not keep your configuration files in a TFTP directory space until you actually need
to retrieve the file. System attackers who compromise your TFTP server can modify
the configuration files without your knowledge to provide a security opening the next
time a device downloads the configuration file from the server. Move your
configuration files to secure directory spaces and copy them back to the TFTP
directory space when you are ready to use them.

Although this adds another step to your recovery process, the security benefits
frequently outweigh the procedural disadvantages.

Supervisor | and Supervisor Il Module Configuration

To save a configuration file from either a Catalyst 5000 Supervisor | or Supervisor Il
module, use the write net command. Example 4-12 shows a session writing a
configuration file to a TFTP server. The server's IP address and the filename are
clearly seen in the output. Note that the filename is the name that you want to call
the file on the server. This is not the name of the file in the Catalyst. There is only

one configuration file residing in the Catalyst, so specifying a source file here is
redundant.

Example 4-12 Uploading a Configuration File to a TFTP
Server

Console> (enable) write ? Usage: write network write terminal write <host> <file>
Console> (enable) write net IP address or name of remote host? 144.254.100.50
Name of configuration file? cat Upload configuration to cat on 144.254.100.50 (y/n)
[N?Y .cei it it wiviiee vevee. .. Finished network upload. (6193 bytes) Console>
(enable)

Retrieving a file from the server uses the command configure network. When
retrieving a file, you need to specify the source filename on the TFTP server (see

Example 4-13).

Example 4-13 Retrieving a Configuration File

Console> (enable) configure ? Usage: configure <host> <file> Console> (enable)
configure network IP address or name of remote host? 144.254.100.50 Name of
configuration file? cat Configure using cat from 144.254.100.50 (y/n) [n]? vy /
Finished network download. (6193 bytes) [Truncated output would show the
configuration lines]
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Note that in the command usage output, the configure network option is not
displayed. However, it is a valid option to use.

Supervisor 111 Module Configuration

Transferring Supervisor 11l and Catalyst 6000 configuration files via TFTP to another
device looks more like a router command. The command copy config {flash | file-
id | tftp} copies the configuration file to one of three locations. You can store the
configuration file in the bootflash memory, a flash card in a flash slot (with an
appropriate Supervisor 111 module), or to a TFTP server. When copying configuration
files from or to the Catalyst, you need to specify the source filename. Because of the
flash architecture on the Supervisor 111, you might have several configuration files
local. However, only one can be active. Therefore, you need to specify which of the
local files you are trying to copy.

Recovering a configuration file works in reverse. If you intend to retrieve the file
from a TFTP server, use the command copy tftp {flash | file-id | config}. When
retrieving, you can write the configuration file to your bootflash, a flash card, or to
the running configuration. If you intend to write the configuration file to your running
configuration, use the command form copy tftp config. Example 4-14 shows a
session recovering the configuration filename cat to a flash device.

Example 4-14 Recovering Configuration Files from a TFTP
Server

Console> (enable) copy tftp flash IP address or name of remote host []?

144.254.100.50 Name of file to copy from []? cat Flash device [slot0]? <ret>
Name of file to copy to [cat]? <ret>

If you store your configuration file in your flash, you can recover it with the
command copy flash{tftp | file-id | config}. Again, any of three destinations are
possible.

If the file is on any other flash device, use the command copy file-id {tftp | flash |
file-id] config}.

Catalyst Image File Management

As with routers, Catalysts need software to function. The software loads into the
flash memory of the Supervisor module and is referred to as the Supervisor Engine
Software. T he software provides the Catalyst CLI, Spanning Tree functions, VLAN
configurations, VTP, and many other processes associated with the Supervisor.

The Catalyst 5000 Supervisor | and Supervisor Il modules differ in how they transfer
software images compared to the Supervisor |1l module. Therefore, they are treated
separately in this section. As with the configuration files, the Supervisor Il module
behaves more like a Cisco router than do the Supervisor | and Il modules.
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The following sections assume that you have a single Supervisor module in your
Catalyst. If you have redundant Supervisor modules, refer to the section,
"Redundant Supervisor Modules," for more details.

Downloading image files to your Catalyst's flash memory causes the Catalyst to need
a reboot for the new image to take effect. So be aware that any code changes

temporarily take users off line if you elect to make the new image effective
immediately. This might cause your beeper to beep or phone to ring.

Supervisor | and Il Image File Management

To transfer Supervisor image files, use the commands download host file and
upload host file. Example 4-15 shows a download from a TFTP server. Note that at

the end of the transfer, the Catalyst prompts that you need to reset the image for it
to take effect.

Example 4-15 Supervisor Image Download from a TFTP
Server

Console> (enable) download 172.20.52.3 cat5000-sup.4-2-1.bin Download
image cat5000-sup.4-2-1.bin from 172.20.52.3 to module 1 FLASH (y/n) [n]? vy /
Finished network single module download. (2748504 bytes) FLASH on Catalyst: Type
Address Location Intel 28F016 20000000 NMP (P3) 8MB SIM Erasing flash
sector...done. Programming flash sector...done. Erasing flash sector...done.
Programming flash sector...done. Erasing flash sector...done. Programming flash
sector...done. The system needs to be reset to run the new image. Console>

(enable) reset system This command will reset the system. Do you want to
continue (y/n) [n]? y Console> (enable) 07/21/1998,10:52:36:SYS-5:System reset
from Console

Supervisor 11l Image File Management

The same commands used to maneuver the configuration files on a Supervisor 111
module (and on Catalyst 6000s) apply to moving the image files. Use the copy flash
tftp to upload a file or use copy tftp flash to download a file. You have the option

of directing the copy operation towards the flash memory, a flash slot device, or a
TFTP server.

Serial Port Download

One final method exists for importing an image file to the Supervisor module—
through the console port. The Catalyst supports kermit transfers through the
console. Kermit is a protocol for transferring files and is usually built into many
terminal emulation software packages. If you have an image file on a UNIX host or
PC connected to the Catalyst's console port, you can enable kermit on the Catalyst to
receive the image file. Use download serial to receive the file through the console
port. Be aware though, that this might take some time to transfer because you are
transferring the code, a fairly large size, at the EIA-232 line rates. This is intended
for emergency use only where a TFTP server is not available, nor are flash devices.
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If you have the console port configured as a slip interface rather than a console, you
can use TFTP to transfer the image through the port.

Redundant Supervisor Modules

One of the motivations for the introduction of the Catalyst 5500 series products was
the customer need for system redundancy. The legacy Catalyst 5000 series contains
one Supervisor module, which, if it fails, disables the entire unit. The Catalyst
5500/6000 family, on the other hand, enables you to put two Supervisor modules
into the chassis at the same time. On power up, one of the modules becomes the
active Supervisor engine, and the other becomes the standby Supervisor engine. The
active Supervisor engine module takes care of all Catalyst operational details and
provides the CLI for the administrator. The active module, therefore, takes care of
the Spanning-Tree Protocol, SNMP, CLI, Telnet, VLAN assignments, VTP, CDP, and
other aspects. If at any time the active engine fails, the Catalyst resets and the
standby engine assumes the responsibility of the active Supervisor engine.

When a Supervisor module is in standby mode, its console interface is not active. All
configuration changes must be made through the active Supervisor engine. And
depending upon what version of Supervisor engine code is running, you might not be
able to use the uplink ports on the standby unit either. If you are running an engine
software version earlier than 4.1, you cannot use the uplinks on the standby unit.
However, when the standby unit becomes the active module, the uplink ports are
activated. If you have 4.1 or 4.2, the standby ports are active at all times, even if
the module is in standby mode. If you have version 4.3 or later, the standby ports
are inactive by default when in standby mode, but can be administratively enabled.

Tip

When using redundant uplink ports on a standby Supervisor, be sure that you do not
configure more than 20 VLANSs in current versions of the software. Doing so can
potentially create Spanning Tree loops, increase convergence time, and decrease
network stability.

There are a few things that must be true for the failover to function correctly:

1. The Catalyst 5000 Supervisor module must be a Supervisor Engine Il or later.
The legacy Supervisor module that is associated with the Catalyst 5000 series
does not support the redundant features. In fact, the Supervisor I module
does not even work in a 5500 chassis. All Catalyst 6000 Supervisors support
redundancy.

2. The active and the standby Supervisor engines must be the same model. For
Catalyst 5500s, they must both be Supervisor Il or both be Supervisor I11.
You cannot mix a Supervisor Il and a Supervisor Il in the same unit. The
reason for this will become clear shortly.
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3. If you use two Catalyst 5000 Supervisor IlIl modules, the feature cards on the
two cards must be the same. If you have the NetFlow Feature Card (NFFC)
card on one, they must both have NFFC capability.

4. Configuration files must match between the two modules.

5. The software images must be the same for both.

The first three items you must administratively ensure. You must select the
appropriate hardware to support the redundancy feature. The Catalyst cannot do this
for you.

However, the Catalyst can greatly help you regarding the last two items. The system
code automatically synchronizes software between the two Supervisor modules to
ensure that they are running the same files. This helps to ensure that, in the event
of a failover, the failover condition can support all configured features that were
running when the first unit was the active unit. Most network engineers can deal with
a failover situation and replace a failed module. But when the network operational
mode changes as a result of the failover ("oh no, everything now is in VLAN 1!"),
they become very unhappy. So do users.

Synchronizing Configuration Between Redundant
Supervisor Modules

Whenever you make a configuration change, you must make it in the active
Supervisor module, because the console on the standby unit is disabled. If you make
a change on the active Supervisor, how do you ensure that the configuration on the
standby unit gets updated too? You don't need to, the Catalyst does it for you.

Configuration changes on the active unit are automatically updated to the standby
unit. This happens internally to the Catalyst. If you swap standby modules, the
active Supervisor automatically ensures that the standby gets a copy of the current
configuration. It updates the configuration file in the standby unit.

Tip

Remember that any redundant Supervisor module you insert into the Catalyst
acquires the configuration of the operating active Supervisor module. Do not insert a

module with an "updated" configuration file and expect it to modify the active unit.
You lose your updated file.

Synchronizing Image Files Between Redundant
Supervisor Modules

Not only must the Supervisor modules be the same and running the same
configuration file, but they must also have the same software image. As with the
configuration file, the active Supervisor module ensures that the standby unit has
the same software image. If they differ, the active Supervisor module loads the
running image to the standby Supervisor and resets the standby module. The active
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unit checks the following to determine if the software images need to be
synchronized:

1. The active unit checks to see if the boot images have the same time stamp. If
they differ, the active Supervisor module updates the standby Supervisor
module.

2. If you change the BOOT environment variable, the active Supervisor module
copies the new target boot image to the standby, if necessary, and modifies
the environment variable on the standby so that they start with the same
image.

3. If you upgrade the boot image on the active unit, the active Supervisor
module updates the standby.

Notice that images and configurations flow from the active to the standby units,
never the other direction. You cannot update the image on the standby module first
and then synchronize the active module with the standby. The standby always
synchronizes to the active.

When using Catalyst 5000 Supervisor Engine Il modules and all Catalyst 6000
modules, additional elements are compared between the active and standby engines.
Specifically, the active module compares not just the boot image, but also the run-
time image. The run-time image is the image used by the ROM monitor to boot the
Supervisor module. If the run-time image successfully loads, and there is a boot
image, and a BOOT environment variable pointing to the boot image, the Catalyst
also loads the boot image, which is your desired operational image.

The Supervisor ensures that the run-time images are the same on the two modules.
As with the boot image, if they differ, the active unit synchronizes the two by
downloading a new run-time image. Therefore, the active Supervisor module
performs the following to determine if there is a need to synchronize:

1. The active unit checks the timestamp on the run-time image. If they differ, it
initiates the synchronization process.

2. If you overwrite the run-time image on the active unit, the active module
synchronizes the standby unit.

Configuring Other Catalysts

As mentioned in the opening sections of this chapter, the other Catalysts (non-
5000/6000 family) use other configuration methods. The three remaining types
come from Grand Junction for the Catalyst 1900/2800 products, Kalpana for the
Catalyst 3000 family, and Cisco 10S for the 2900XL and 8500. This section provides
a quick overview of the configuration methods for the 1900/2800 and the 3000
because they use methods entirely different from the 10S methods of the 2900XL
and 8500, and the CLI mode of the Catalyst 5000/6000. This section does not enter
into any detail, but only serves to highlight the configuration interfaces.

After you understand how various aspects of the Catalyst 5000/6000 family
operates, such as bridging, Inter-Switch Link (ISL), VLAN Trunking Protocol (VTP),
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and so forth, you basically understand what to configure on the other Catalysts. The
difference is in what features are supported and how to effect configuration changes.

Catalyst 1900/2800 Configuration

The 1900/2800 products use a hierarchical menu structure to make changes.
Example 4-16 shows one of the higher level menus from which you can make

changes. To select a lower menu, type the letter of the menu item. To return to a
higher menu, type X.

Example 4-16 Catalyst 1900 Main Menu Display

Catalyst 1900 - Main Menu [C] Console Settings [S] System [N] Network
Management [P] Port Configuration [A] Port Addressing [D] Port Statistics Detail [M]
Monitoring [V] Virtual LAN [R] Multicast Registration [F] Firmware [I] RS-232
Interface [U] Usage Summaries [H] Help [X] Exit Management Console

Catalyst 3000 Configuration

Like the 1900/2800, the Catalyst 3000 series also uses a hierarchical menu
structure. It differs, however, from the 1900/2800 in how you maneuver through the
menus. In the Catalyst 3000, you use the arrow keys from your terminal to highlight
an item, and then you press <ENTER=>. Example 4-17 illustrates the Catalyst 3000
series menu.

Example 4-17 Catalyst 3000 Menu Example

Configuration SwitchProbe... Switch/Stack Information... EtherChannel... VLAN/VTP
Configuration... MAC Filter & Port Security... IP Configuration... Learn and Lock... SNMP
Configuration... Address Aging... Spanning Tree... Port Switching Mode... Port
Configuration... Broadcast Suppression... CDP Configuration... Password... CGMP
Configuration... Console Configuration... Module Information... ATM Configuration...
100VG Port Information... Router Configuration... RMON Configuration Display the
Main Menu Use cursor keys to choose item. Press <RETURN=> to confirm choice.
Press <CTRL><P=> to return to Main Menu.

Review Questions

1: What happens if you replace the active Supervisor module?

2: If your redundant Supervisor engines are running software version 4.1, the
uplink ports on the standby engine are disabled until it becomes the active
Supervisor. What strategies might you need to employ to ensure that failover
works for the uplinks?

3: Table 4-4 shows how to recall and edit a command from the history buffer. How
would you recall and edit the following command so that you move the ports
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from VLAN 3 to VLAN 47

set vlan 3 2/1-10,3/12-21,6/1,5,7

What happens if you configure the Supervisor console port as sl0, and then you
directly attach a PC with a terminal emulator through the PC serial port?

The Catalyst 5500 supports LS 1010 ATM modules in the last 5 slots of the
chassis. Slot 13 of the 5500 is reserved for the LS1010 ATM Switch Processor
(ASP). Can you use the session command to configure the ASP?

The command-line interface has a default line length of 24 lines. How can you
confirm this?
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Chapter 5. VLANSs

This chapter covers the following key topics:

What is a VLAN? — Provides a practical and technical definition of virtual
LANSs.

VLAN Types— Describes how Layer 2, 3, and 4 switching operate under a
VLAN.

802.1Q: VLAN Interoperability— Describes the IEEE 802.1Q committee's
effort to develop a vendor-independent method to create virtual bridged local
area networks via shared VLANS (SVLs).

Justifying the Need for VLANs— Describes how network security,
broadcast distribution, bandwidth utilization, network latency from routers,
and complex access lists justify the need for configuring VLANs. This section
also details the improper motivation for setting up a VLAN.

Catalyst VLAN Configuration— Describes how to plan for, create, and view
VLAN configurations.

Moving Users in VLANs— Describes how VLANs simplify moving a user
from one location to another.

Protocol Filtering— Describes how to control flooding of unneeded
protocols.

When the industry started to articulate virtual LANs (VLANS) in the trade journals
and the workforce, a lot of confusion arose. What exactly did they mean by VLAN?
Authors had different interpretations of the new network terminology that were not
always consistent with each other, much less in agreement. Vendors took varied
approaches to creating VLANs which further muddled the understanding. This
chapter presents definitions for VLANs as used in the Catalyst world and explains
how to configure VLANSs. It also discusses reasons to use and not use VLANs and
attempts to clarify misinformation about them.

What Is a VLAN?

With many definitions for VLAN floating around, what exactly is it? The answer to this
question can be treated in two ways because there is a technical answer and a
practical answer. Technically, as set forth by IEEE, VLANs define broadcast domains
in a Layer 2 network. As demonstrated in Chapter 2, "Segmenting LANs," a

broadcast domain is the extent that a broadcast frame propagates through a
network.

Legacy networks use router interfaces to define broadcast domain boundaries. The
inherent behavior of routers prevents broadcasts from propagating through the
routed interface. Hence routers automatically create broadcast domains. Layer 2
switches, on the other hand, create broadcast domains based upon the configuration
of the switch. When you define the broadcast domain in the switch, you tell the
switch how far it can propagate the broadcast. If the switch receives a broadcast on
a port, what other ports are allowed to receive it? Should it flood the broadcast to all
ports or to only some ports?
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Unlike legacy network drawings, you cannot look at a switched network diagram and
know where broadcast domains terminate. Figure 5-1 illustrates a legacy network
where you can clearly determine the termination points for broadcast domains. They
exist at each router interface. Two routers define three domains in this network. The
bridge in the network extends Broadcast Domain 2, but does not create a new
broadcast domain.

Figure 5-1 Broadcast Domains in a Legacy Network

In the switched network of Figure 52, you cannot determine the broadcast domains
by simple examination. The stations might belong to the same or multiple broadcast
domains. You must examine configuration files in a VLAN environment to determine
where broadcast domains terminate. Without access to configuration files, you can
determine the broadcast domain extent with network analysis equipment, but it is a
tedious process. How to do this is left as a review question at the end of this chapter.

Figure 5-2 Broadcast Domains in a Switched Network
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Even though you cannot easily see the broadcast domains in a switched network
does not mean that they do not exist. They exist where you define and enable them.
Chapter 2 presented a discussion on switches and compared them to bridges. A
switch is a multi-port bridge that allows you to create multiple broadcast domains.
Each broadcast domain is like a distinct virtual bridge within the switch. You can
define one or many virtual bridges within the switch. Each virtual bridge you create
in the switch defines a new broadcast domain (VLAN). Traffic from one VLAN cannot
pass directly to another VLAN (between broadcast domains) within the switch. Layer
3 internetworking devices must interconnect the VLANs. You should not interconnect
the VLANs with a bridge. Using a bridge merges the two VLANs into one giant VLAN.
Rather, you must use routers or Layer 3 switches to interc onnect the VLANs. Each of
the four switches belong to two VLANS. A total of three broadcast domains are

distributed across the switches. Figure 5-3 shows a logical representation of a
switched network.

Figure 5-3 A Switched Network with Virtual Bridges
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Rather than representing VLANs by designating the membership of each port, each
switch has an internal representation for each virtual bridge. This is not a common
way of illustrating a VLAN network, but serves to exaggerate the internal
configuration of a LAN switch where each bridge within the switch corresponds to a
single VLAN.

—_/'

VLAN Types

The IEEE defines VLANs as a group of devices participating in the same Layer 2
domain. All devices that can communicate with each other without needing to
communicate through a router (only use hubs/repeaters and bridges, real or virtual)
share the broadcast domain. The Layer 2 internetworking devices move frames
through the broadcast domain by examining the destination MAC address. Then, by
comparing the destination address to a table, the device can determine how to
forward the frame towards the destination.

Some devices use other header information to determine how to move the frame.
For example, Layer 3 switches examine the destination and source IP address and
forward frames between broadcast domains when needed. Traditionally, routers
perform Layer 3 switching. Frames enter the router, the router chooses the best path
to get to the destination, and the router then forwards the frame to the next router
hop as shown in Figure 5-4. The routing protocol that you activate in the router
determines the best path. A best path might be the fewest hops. Or, it might be the
set of highest bandwidth segments. Or, it might be a combination of metrics. In
Figure 5-4, only one choice exists to get from Station A to Station B.

Figure 5-4 Traditional Frame Flow in a Routed Network
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When the frame enters Router 2, the router not only determines the next hop to
move the frame toward the destination, but it also performs a new Layer 2
encapsulation with a new destination/source MAC address pair, performs some Layer
3 activities such as decrementing the TTL value in an IP header, and calculates a
new frame check sequence (FCS) value. Router 3 performs a similar set of actions

before sending the frame to Station B. This is often called packet-by-packet
switching.

The same process still occurs if you replace the shared wire segments in Figure 5-4
with a Layer 2 switched network. Figure 5-5 illustrates a similar network using Layer
2 switches and Layer 3 routers to interconnect the broadcast domains (VLANS). To
get from Station A to B in the switched network, the frame must pass through three
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routers. Further, the frame must transit the link between Cat-C and Cat-D twice.
Although this might be an exaggeration for such a small network, this can frequently
happen in larger scale networks. In an extreme case, the frame can travel through
the Layer 2 switched network multiple times as it passes from router to router on its
way to the destination.

Figure 5-5 Traditional Frame Flow in a Switched Network
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Layer 3 switching, on the other hand, circumvents the multiple entries and exits of
the frame through routers. By adding a Netflow Feature Card and enabling Multilayer
Switching (MLS) in a Catalyst 5000 supervisor module, a Catalyst 5000/5500 can
rewrite a frame header like a router does. This gives the appearance of the frame
passing through a router, yet it eliminates the need for a frame to actually pass in
and out of a router interface. The Catalyst learns what to do with the frame header
by watching a locally attached router. MLS is discussed in more detail in Chapter 11,
"Layer 3 Switching." MLS creates a shortcut around each router as shown in Figure
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5-6. When multiple routers are in the system, multiple MLS shortcuts exist between
the source and destination devices. These shortcuts do not violate any Layer 3
routing rules because the NFFC does not perform any rewrites until the frames
initially pass through a router. Further, when it does create the shortcut, the NFFC
rewrites the frame header just as the router does.

Figure 5-6 NetFlow Shortcuts Between Routed VLANs
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Another type of Layer 3 switching, Multiprotocol over ATM (MPOA), even eliminates
the need to repeatedly pass a frame through the switched cloud. Functionally, MPOA
in ATM equates to MLS in a frame network in that they both bypass routers. The
routers in Figure 5-7 attach directly to an ATM cloud. Normally, when Station A
wants to communicate with Station B, frames must pass in and out of the routers
just as they do in the basic routed example of Figure 5-4. In Figure 57, the frames
normally pass through the ATM cloud four times to reach Station B. However, MPOA
creates a shortcut between two devices residing in different broadcast domains as

shown in Figure 5-7. See Chapter 10, "Trunking with Multiprotocol Over ATM," for
more details.

Figure 5-7 MPOA Shortcut to Bypass Many Routers in an
ATM Network
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Other VLAN types use combinations of Layer 2, Layer 3, or even Layer 4 to create
shortcuts in a system. Layer 4 switching creates shortcuts based upon the Layer 3
addresses and upon the Layer 4 port values. This is sometimes called application
switching and provides a higher level of granularity for switching. Chapter 11
provides a more thorough discussion on this subject in the context of MLS.

Table 5-1 summarizes the various switch types found in the industry.

Table 5-1. Layered Switching Comparison

Switch Switch Criteria
Type

Layer 2 |Destination MAC address

Layer 3 |Source and destination MAC addresses and source and destination IP
addresses

Layer 4 Layer 3 criteria plus Layer 4 source and destination port values
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802.1Q: VLANs and Vendor Interoperability

Because vendors took individual approaches to create VLANs, network administrators
were impaired whenever multiple vendor solutions were introduced into their system.
A multi-vendor VLAN must be carefully handled to deal with interoperability
shortcomings. Recognizing this deficiency in the industry, IEEE commissioned the
802.1Q committee to develop a vendor-independent method to create interoperable
virtual bridged local area networks.

IEEE 802.1Q describes concepts called the shared VLAN (SVL) and independent VLAN
(IVL). These define how bridges store MAC addresses in their bridging tables. SVL
constrains a MAC address to only one VLAN. SVL-based devices build a giant bridge
table, but allow a MAC address to appear only once in the table, regardless of how
many VLANs exist. For many networks, this is fine. However, this can be an
undesirable constraint when devices or protocols reuse MAC addresses in different
broadcast domains. For example, SUN workstations reuse a MAC address whenever
two NICs are installed in the workstation. Yet each NIC attaches to a different
broadcast domain and has different logical addresses. Clearly, this violates the rules
of SVL networks, but not legacy networks. DecNet IV has a similar characteristic, in
that MAC addresses can be reused in different broadcast domains. This too, fails in
an SVL network.

Yet a third situation where SVL devices cannot work is when a router interconnects
VLANSs by routing some protocols and bridging others. For example, in Figure 5-8,
Stations A and B support multiple protocols: TCP/IP and NetBEUI. A router in the
system interconnects VLAN1 (Switch-A Ports 1 and 2) and VLAN2 (Switch-A Ports 3

and 4). The router performs routing for TCP/IP traffic and bridging for NetBEUI.
(Bridging is necessary because NetBEUI is a non-routable protocol.)

Figure 5-8 An SVL Capable Switch and a Router that
Routes and Bridges
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When Station A transmits an IP frame to Station B, Station A transmits a frame with
the router's R1 MAC address as the destination and Station A's address as the
source. The router routes the frame to Station B using the router's R2 MAC address
for the source and Station B's MAC address for the destination. When Station B
responds to Station A, the switch learns about Station B on Port 4 Switch-A's bridge
table looks like that shown in Table 5-2, Event 1. The table shows the four ports on
Switch-A (1, 2, 3, and 4) and the learned MAC addresses on each of the ports. Ports
1 and 2 belong to VLAN 1, and Ports 3 and 4 belong to VLAN 2. The MAC addresses
are represented as A and B for the two workstations and R1 and R2 for the two
router interfaces. Switch-A knows about Station A's MAC address on Port 1 and the
router interfaces R1 and R2 MAC addresses on Ports 2 and 3, respectively. When
Station A transmits a NetBEUI frame, the switch relearns Station A's MAC address on
Port 1. When a router routes a frame, it replaces the source MAC address with its
own MAC address. But, when the router bridges the frame out interface R2, the
router does not replace the MAC address header and passes the original source MAC
address through. Therefore, Switch-A now sees a frame from Station A on Port A.3.
This causes the switch to believe that Station A moved. The bridge table now looks
like Event 2 in Table 5-2. When Station B attempts to respond to Station A, the
switch forwards the frame to router interface R2. But when the router sends the
frame out interface R1, the switch does not forward the frame to Port 1. Rather, the
switch filters the frame because the switch believes that Station A is on Port 3, a
different VLAN.

Table 5-2. Bridging Table

VLAN 1 2
Port 1 2 3 4
Event 1 A R1 R2 B
Event 2 R1 R2,A B

One final deficiency with 802.1Q concerns Spanning Tree. With 802.1Q, there is
currently only one instance of Spanning Tree. This forces all VLANs to the same
Spanning Tree topology which might not be optimal for all VLANs. The Catalyst, for
example, uses multiple instances of Spanning Tree: one for each VLAN. This allows

you to optimize the topology for each VLAN. Part 1l of this book, "Spanning Tree"
provides details on the multiple instances of Spanning Tree.

The Catalyst does not use SVL tables. Rather, it uses Independent VLAN learning
(IVL) which allows the same MAC address to appear in different broadcast domains.
An IVL-capable device maintains independent bridge tables for each VLAN, allowing
devices to reuse a MAC address in different VLANs. All of the Catalyst bridging
examples in this book illustrate IVL methods.

Justifying the Need for VLANSs

The previous section described the technical definition of a VLAN. This section
describes practical answers. In a legacy network, administrators assign users to
networks based on geography. The administrator attaches the user's workstation to
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the nearest network cable. If the user belongs to the engineering department and
sits next to someone from the accounting department, they both belong to the same
network because they attach to the same cable. This creates some interesting
network issues. Discussing these issues highlights reasons for using VLANs. VLANs
help to resolve many of the problems associated with legacy network designs. The
sections that follow examine the five issues that warrant imple mentation of a VLAN.

Problem 1: Network Security

The first issue is the shared media nature of legacy networks. Whenever a station
transmits in a shared network such as a legacy half-duplex 10BaseT system, all
stations attached to the segment receive a copy of the frame, even if they are not
the intended recipient. This does not prevent the network from functioning, but
software packages to monitor network traffic are readily available and run on a
number of workstation platforms. Anyone with such a package can capture
passwords, sensitive e-mail (or embarrassing e-mail) and any other traffic on the
network.

If the users on the network belong to the same department, this might not be
disastrous, but when users from mixed departments share a segment, undesirable
information captures can occur. If someone from human resources or accounting
sends sensitive data such as salaries, stock options, or health records on the shared
network, anyone with a network monitoring package can decode the information.

Neither of these scenarios are constrained to a single segment. These problems can
occur in multisegment environments interconnected with routers. In Figure 5-9,
accounting resides on two isolated segments. For users on one segment to transmit
to users on the other segment, the frames must cross the engineering network.
When they cross the engineering segment, they can be intercepted and misused.

Figure 5-9 Security Problems in a Legacy Network

Accounting Accounting

== =

Engineering

One way to eliminate the problem is to move all accounting users onto the same
segment. This is not always possible because there might be space limitations
preventing all accountants from sharing a common part of the building. Another
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reason might be due to geography. Users on one segment might be a considerable
distance from users on the other segment. To move the users to a common location
might mean moving the employee's household from one city to another.

A second method is to replace accounting with marketing. Who really wants to look
at marketing data anyway, except for a good laugh? But accounting cannot distribute
pay checks, and marketing tries to get our money. Clearly this is not a good solution.

A third approach is through the use of VLANs. VLANs enable you to place all process-
related users in the same broadcast domain and isolate them from users in other
broadcast domains. You can assign all accounting users to the same VLAN regardless
of their physical location in the facility. You no longer have to place them in a
network based upon their location. You can assign users to a VLAN based upon their
function. Keep all of the accounting users on one VLAN, the marketing users on
another VLAN, and engineering in yet a third.

By creating VLANs with switched network devices, you create another level of
protection. Switches bridge traffic within a VLAN. When a station transmits, the
frame goes to the intended destination. As long as it is a known unicast frame, the
switch does not distribute the frame to all users in the VLAN (see Figure 5-10).

Figure 5-10 A Known Unicast Frame in a Switched
Network

<

A

Station A in Figure 5-10 transmitted a frame to Station B attached to another
Catalyst. Although the frame crosses through a Catalyst, only the destination
receives a copy of the frame. The switch filters the frame from the other stations,
whether they belong to a different VLAN or the same VLAN. This switch feature limits
the opportunity for someone to promiscuously obtain traffic, thereby increasing the
effectiveness of network security. What kind of traffic can be captured? Any traffic
flooded within the VLAN is susceptible to capture. Flooded traffic includes broadcast,
multicast, and unknown unicast. Note that a Catalyst feature Cisco Group
Management Protocol (CGMP), if enabled, can restrict multicast flooding. This is
discussed in Chapter 13, "Multicast and Broadcast Services."
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Problem 2: Broadcast Distribution

Unfortunately, many, if not all, protocols create broadcasts. Some protocols create
more than others. | happen to be particularly fond of Macintosh computers. Network
administrators, however, despise AppleTalk due to the amount of broadcast traffic it
generates. Every ten seconds, AppleTalk routers send routing updates that are
broadcast frames in the network. Broadcasts go to all devices in the broadcast
domain and must be processed by the receiving devices.

Other protocols share in the guilt. NetBEUI creates many broadcast frames, even
when stations perform few network activities. TCP/IP stations create broadcasts for
routing updates, ARP, and other processes. IPX generates broadcasts for SAP and
GNS frames.

To add to the mix, many multimedia applications create broadcast and multicast
frames that get distributed within a broadcast domain.

Why are broadcasts bad? Broadcasts are necessary to support protocol operations
and are, therefore, overhead frames in the network. Broadcast frames rarely
transport user data. (The exception might be for multimedia applications.) Because
they carry no user data, they consume bandwidth in the network, reducing the
effective available bandwidth for productive transfers.

Broadcasts also affect the performance of workstations. Any broadcast received by a
workstation interrupts the CPU preventing it from working on user applications. As
the number of broadcasts per second increases at the interface, effective CPU
utilization diminishes. The actual level of degradation depends upon the applications
running in the workstation, the type of network interface card and drivers, the
operating system, and the workstation platform.

Tip

If broadcasts are a problem in your network, you might mitigate the effect by
creating smaller broadcast domains. This was described in Chapter 2. In VLANS, this
means creating additional VLANs and attaching fewer devices to each. The
effectiveness of this action depends upon the source of the broadcast. If your
broadcasts come from a localized server, you might simply need to isolate the server
in another domain. If your broadcasts come from stations, creating multiple domains
might help to reduce the number of broadcasts in each domain.

Problem 3: Bandwidth Utilization

When users attach to the same shared segment, they share the bandwidth of the
segment. The more users that attach to the shared cable means less average
bandwidth for each user. If the sharing becomes too great, user applications start to
suffer. You start to suffer too, because users harass you for more bandwidth. VLANS,
which are usually created with LAN switch equipment, can offer more bandwidth to
users than is inherent in a shared network.
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Each port in a Catalyst behaves like a port on a legacy bridge. Bridges filter traffic
that does not need to go to segments other than the source. If a frame needs to
cross the bridge, the bridge forwards the frame to the correct interface and to no
others. If the bridge (switch) does not know where the destination resides, it floods
the frame to all ports in the broadcast domain (VLAN).

Note

Although each port of a Catalyst behaves like a port on a bridge, there is an
exception. The Catalyst family has group switch modules where ports on the module
behave like a shared hub. When devices attach to ports on this module, they share
bandwidth like a legacy network. Use this module when you have high density
requirements, and where the devices have low bandwidth requirements, yet need
connectivity to a VLAN.

In most normal situations, then, a station only sees traffic destined specifically for it.
The switch filters most other background traffic in the network. This allows the
workstation to have full dedicated bandwidth for sending and/or receiving frames
interesting traffic.Unlike a shared hub system where only one station can transmit at
a time, the switched network in Figure 5-11 allows many concurrent transmissions
within a broadcast domain without directly affecting other stations inside or outside
of the broadcast domain. Station pairs A/B, C/D, and E/F can all communicate with
each other without affecting the other station pairs.

Figure 5-11 Concurrent Transmissions in a Catalyst

33

A C

8 49
9 0

Cm—
WVLAM A

Problem 4: Network Latency from Routers

In the legacy network of Figure 5-9, accounting users on the two segments had to
cross the engineering segment to transfer any data. The frames had to pass through
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two routers. Older software-based routers tend to be comparatively slower than
other internetworking products such as a Layer 2 bridge or switch. As a frame passes
through a router, the router introduces latency—the amount of time necessary to
transport a frame from the ingress port to the egress port. Every router that the
frame transits increases the end-to-end latency. Further, every congested segment
that a frame must cross increases latency. By moving all of the accounting users into
one VLAN, the need to cross through multiple routers and segments is eliminated.
This reduces latency in a network that might improve performance for your users,
especially if they use a send-acknowledge protocol. Send-acknowledge protocols do
not send more data until an acknowledgement is received about the previous data.
Network latency dramatically reduces the effective throughput for send-acknowledge
protocols. If you can eliminate the need for user traffic to pass through a router by
placing users in the same VLAN, you can eliminate cumulative router latency. If
frames must pass through routers, enabling Layer 3 switching reduces router transit
latencies, too.

VLANSs help to reduce latency by reducing segment congestion. This can be a
dramatic improvement if the workstations' connections originally attached to
congested shared segments and the workstations' new connections all have
dedicated switch ports.

Problem 5: Complex Access Lists

Cisco routers allow administrators to introduce policies controlling the flow of traffic
in the network. Access lists control traffic flow and provide varied degrees of policy
granularity. Through the implementation of access lists, you can prevent a specific
user from communicating with another user or network, or you can prevent an entire
network from accessing a user or network. You might exercise these capabilities for
security reasons, or you might elect to prevent traffic from flowing through a
segment to protect local bandwidth.

In any case, the management of access lists is cumbersome. You must develop the
access list according to a set of rules designed by Cisco for the access list to correctly
filter traffic.

In the network example of Figure 5-9, filters in the routers attached to the
engineering segment can include access lists allowing the accounting traffic to pass
through the engineering segment, but to never talk to any engineering devices. That
does not prevent engineers from monitoring the traffic, but does prevent direct
communication between the engineering and accounting devices. Accounting never
sees the engineering traffic, but engineering sees all of the accounting transit traffic.
(Accounting yells, "That hardly seems fair!")

VLANs can help by allowing you to keep all accounting users in one VLAN. Then their
traffic does not need to pass through a router to get to peers of the VLAN. This can
simplify your access list design because you can treat networks as groups with
similar or equal access requirements.
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Wrong Motives for Using VLANS

One common motivation for using VLANs tends to get network administrators excited
about VLANs. Unfortunately, reality quickly meets enthusiasm revealing errors in
motivation. The advent of VLANs led many to believe that life as a network
administrator would simplify. They thought that VLANs would eliminate the need for
routers, everyone could be placed in one giant flat network, and they could go home
at 5:00 PM each evening like everyone else in their office. Wrong. VLANs do not
eliminate Layer 3 issues. They might allow you to more easily perform some Layer 3
tasks such as developing simpler access lists. But Layer 3 routing still exists.

If anything, VLANs make networks more complex due to the introduction of the
Spanning-Tree Protocol in the system and the dispersed nature of broadcast
domains. Spanning Tree (discussed in Chapters 6 and 7) adds additional background
traffic to your network by flooding "hello packets" (BPDUs) throughout the system
every two seconds. Although hello messages do not consume significant bandwidth
on segments, it does make use of a network analyzer more challenging. You might
need to filter out the hello messages to find the interesting traffic that you are trying
to troubleshoot. A more significant Spanning Tree element making VLANs complex is
the selection of a Root Bridge. Spanning Tree participants elect a Root Bridge around
which the rest of the network revolves. Depending upon the location of the Root
Bridge in the network, traffic flow might not always pass through the most desirable
links. Traffic might flow through less desirable links with lower bandwidth or might
require more hops to reach the destination. The network administrator might need to
tweak Spanning Tree default values to select a mo re appropriate Root Bridge. The
default selection of a root bridge is not arbitrary, but is based upon the MAC address
of the bridge. The bridge with the lowest MAC address becomes the Root Bridge. This
means the Root Bridge selection is repeatable every time the system powers up, as
long as no other bridges are introduced to the system with a lower MAC address, or
other default values are changed. See Chapters 6 and 7 for more detailed
information.

This discussion does not imply that you should not use VLANs. Rather, it raises the
point that you need to consider not just why, but also how you plan to deploy VLANS.
All networks are candidates for VLANs and switches. Your network might have one
VLAN with switches, but it is still a VLAN. However, you should consider limiting the
size or extent of the VLAN. As mentioned, a single VLAN extending throughout the
entire network usually defies practicality and scalability. Smaller VLAN islands
interconnected with Layer 3 devices typically deploy much more easily in a large
scale, while allowing you to take advantage of Layer 2 VLANs within a workgroup
area.

Moving Users in VLANSs

VLANSs reduce the problems associated with moving a user in a legacy network from
one location to another. As you move a user in a legacy network, you need to
consider many factors. In a VLAN, however, a number of the factors disappear.
Consider the following example in Figure 5-12.
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Figure 5-12 Moving a User in a Legacy Network
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Figure 5-12 shows Station A attached to Network A in a legacy network. The user's
highly educated, capable, and rational manager decides that the user needs to move
to another location. As the network administrator, you inquire about the motivation
for the move and learn that, "It's none of your business," which is shorthand for, "I
don't have anything better to do than to reassign employee locations." Being a
diligent network administrator, you quickly recognize an important task, so you set
about to plan the move.

OSI Logistics for Moving Network Users

During the early 1990s, a movement was afoot to eliminate routers from the
networks and create one large, flat-bridged network. These were known as end-to-
end VLANs. The motivations for this type of design are considered in this section.
However, as a preamble, it is important to note that experience with the end-to-end
VLANs demonstrated that they do not scale well in networks and forced users to
reinstate routers in the network. One of the scaling issues was with Spanning Tree.
Today's design recommendations incorporate VLANSs in local areas and use Layer 3
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routing/switching between smaller areas. Part V of this book, "Real-World Campus
Design and Implementation,” discusses in more detail various approaches to VLAN
deployments. Even though the end-to-end designs did not prove to be feasible, the
motivations still apply in smaller areas. That is why this section covers the initial
benefits of end-to-end VLANS.

What issues do you need to consider to support the move? Many issues ranging from
Layer 1 through Layer 7 of the OSI model. Ignore Layers 8 (financial), 9 (political),
and 10 (religious) for now because these are not officially in the OSI definition.

Table 5-3 summarizes a number of issues that should concern you.

Table 5-3. Logistics | ssuesin a Legacy Network

| ssue

Explanation

Layer 1

Distance to
network hub

The new employee location might not be close to an existing
network. You might need to extend the network or even create
a new one.

Media type

The user already has an adapter card installed in the
workstation. Is the media compatible with the equipment at the
new location? Is the new location using Category 5 cable? Fiber
optic? Coax? Other?

Port availability

Are there any ports or attachment points at the new location
suitable for the user?

Link speed

Can the hub or segment at the new location offer the bandwidth
that the user needs?

Layer 2

Access method

Is the network at the new location of the same type as at the
original location? Is the network new/old Ethernet, Fast
Ethernet, Token Ring, FDDI, or other?

NIC compatibility

Is the existing NIC compatible with the new network hardware?
If you have to change the NIC, are the new drivers compatible
with the upper layers?

Layer 3

Logical address

You might need to assign a new protocol address to the user at
the new location.

Default gateway

The user's workstation might need to be reconfigured to point to
a different gateway.

Firewalls/access
lists

By moving the user, you might need to modify router access
lists and firewall configurations to allow the user to reach the
resources that support his functions.

Higher Layers

Available
bandwidth to
resources

Layer 1 issues listed link speed. This is for the local link. But the
user's resources might be located on another segment forcing
the traffic to cross other segments. Do the transit segments
have enough bandwidth to support the user's applications?
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You must deal with all of these issues when you move users in a legacy network
environment. Layer 1 and Layer 2 issues can create some undesirable situations like
forcing you to change a user from Ethernet to Token Ring because the new location
uses that access method. This should cause you to worry about compatibility with
the user's upper layer protocols. If you need to attach to a different network type,
you need to change the workstation's NIC and associated drivers. You might think
that the drivers are compatible with the upper layers, but you might discover at 5:00
PM on a Friday evening that they are not.

Maybe you need to use fiber optics to reach from the new location to a hub because

the distance is too long. Or, you might use fiber because the cable runs through an
electrically noisy environment.

Possibly, new switches or hubs need to be installed to support the relocated user
because all of the other interfaces might be occupied. If you install a new
repeater/hub, make sure that you do not exceed the collision domain extent. If you
install a new switch, you need to configure the correct VLAN setting and any other
appropriate parameters.

Although all layers create headaches at one time or another for network
administrators, Layer 3 creates irksome migraines. Layer 3 issues are even more
complex, because they frequently involve changes in equipment configuration files.
When you move the user, he might attach to an entirely different logical network
than where he was originally. This creates a large set of potential actions on your
part. For example, because the user now attaches to a different network, you need
to modify his host address. Some of this pain is lessened through the use of Dynamic
Host Configuration Protocol (DHCP) to automatically acquire an IP address. This
works even when moving a user from one VLAN to another.

Even more annoying, you might need to modify any policy-based devices to allow
the new address to reach the same services as prior to the move. For example, you
might need to modify access lists in routers to enable the station's frames to transit
the network to reach a file server. Remember that routers evaluate access lists from
the top of the list to the bottom and stop whenever a match occurs. This means that
you need to be sure to place the new entry in the correct location in the access list
so that it is correctly evaluated. If any firewalls exist between the station and its
resources, you need to ensure that the firewall's settings permit access to all desired
resources.

Yet another item you must consider involves a combination of higher and lower
layers. What bandwidth does the user's applications require? Can the network

provide the same bandwidth for the paths that the frames must now transit? If not,
you might have some serious network redesign in front of you.

Deploying VLANs to Eliminate Broadcast Domain
Issues

Now consider a similar network designed with Catalysts rather than a legacy design.
By using Catalysts as in Figure 513, you can deploy VLANs to distribute and
constrain broadcast domains. When deploying VLANs, some items in Table 5-3
become irrelevant when moving a user from one location to another in the network.
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Figure 5-13 A Switched Version of the Legacy Network of
Figure 5-12

VLANs do not eliminate Layer 1 or Layer 2 issues. You still need to worry about port
availability, media and access types, and the distance from the station to the switch.

You still need to worry about higher layer issues such as bandwidth to resources. The
switched network cannot implicitly guarantee bandwidth. It does, however, offer you
flexible alternatives to install more bandwidth between switches without redesigning
a whole network infrastructure. For example, you can install more links between
Catalysts, or you can move to higher speed links. (Inter-Catalyst connection options
are reviewed in Chapter 8, "Trunking Technologies and Applications.”" ) Upgrading to
a higher speed link does not force you to install a new access method. You can
upgrade from a 10 Mbps to a Fast Ethernet or Gigabit Ethernet solution fairly easily
and transparently to users. Obviously, similar solutions are avaiable in routers too,

but you might not be able to obtain the port density that you want to service many
stations.
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VLANs do not directly help mitigate lower layer or higher layer difficulties in a legacy
LAN. Other than for the possibility of user stations experiencing more bandwidth with
switched VLAN equipment, why use VLANs? Here is the good news: in a VLAN
environment, Layer 3 issues no longer need to be a concern as they were in legacy
network designs. When moving the user in Figure 5-13, you can configure the switch
port at the new location to belong to the same VLAN as at the old location. This
allows the user to remain in the same broadcast domain. Because the user belongs
to the same broadcast domain, the routers and firewalls view the user as belonging
to the same network even though a new physical location is involved. This eliminates
the need to perform any Layer 3 tasks such as changing host addresses for the new
location and leaves access list and firewall configurations intact.

The VLAN approach just described is sometimes called end-to-end VLANs, or VLAN
everywhere or the distributed VLAN design method. It has the clear advantage of
allowing you to keep a user in the same broadcast domain regardless of the physical
location. As good as it seems to take this approach, it does have disadvantages.
(Alas, nothing is ever as good as it seems.) Issues arise whenever the network
grows in extent. As you add more Catalysts to the system, you add more bridges
which increases the Spanning Tree topology complexity. This was mentioned in the
previous section.

Deploying Layer 3 Distribution for Network Access
Management and Load Distribution

In contrast, another approach to deploying VLANs potentially simplifies Spanning
Tree issues. Some network designers use a Layer 3 approach in the system for
distribution and backbone layers and use Layer 2 devices for access layers. Figure 5-
14 shows such a network concept. In this system, the network design uses Layer 2
switches to the desktop and Layer 3 switches, such as the Catalyst 8500 and
Catalyst 6000 series, for the distribution and backbone segments.

Figure 5-14 Layer 3 Design in a Switched Network
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Part V of this book describes VLAN design philosophies. One approach, the Layer 3
distribution design, minimizes the Spanning Tree extent and topology because the
Spanning Tree is constrained to the pockets of access devices. Access pockets can be
placed on floors as in Figure 5-15. Each floor has its own access network. Users on
the floor share the access network regardless of their community of interest.
Engineering and accounting might share the VLAN. If necessary, the access network
can be divided into a couple of VLANs to provide additional isolation between users
or departments. Further, it enables load balancing, which is not easily obtainable in a
Layer 2 design. These advantages lead many network engineers to avoid the end-to-
end VLAN approach in favor of the Layer 3 design approach.

Figure 5-15 Layer 3 Design Approach Applied to a Facility
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Historically, network approaches swayed from Layer 2 to Layer 3 back to Layer 2 and
now back to Layer 3. The earliest networks were by default Layer 2. At some point in
history, someone realized that they didn't scale very well, and they wanted to
connect Layer 2 segments together. So routers were invented. Soon, the whole
world deployed routers. But because routers were slow, designers started to look at
high-performance bridges to interconnect the networks on a large scale. This was the
advent of the Layer 2 switching products during the late 1980s to early 1990s. Until
recently, Layer 2 switching plans dominated new network designs. Then came the
realization that large scale Layer 2 networks created other problems, and router
speeds have increased dramatically since the early 1990s. Engineers reexamined
Layer 3 approaches for the backbone and distribution networks and now tend to
consider Layer 3 designs a more desirable approach. It can, however, restore the
disadvantages of Layer 3 complexities in a legacy network if poorly implemented.
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Catalyst VLAN Configuration

Some VLAN components assign stations to VLANs based upon MAC addresses. The
Catalyst, on the other hand, associates ports to a VLAN. Any device attached to the
port belongs to the VLAN describing the switch interface. Even if a shared hub
attaches to the port, all stations on the hub belong to the same VLAN. This is called a
port-centric approach to VLANs. To configure VLANSs in a Catalyst, you must first plan
the VLAN membership and then assign ports to the correct VLAN. Planning VLAN
membership involves knowing what Layer 3 networks should belong to the VLAN,
what inter-VLAN connectivity you require, and where the VLAN will be distributed.
Are you going to use end-to-end VLANs or use a Layer 3 approach to deploy your
networks? After you proceed through the planning stages, you are ready to create
the VLANS.

Planning VLANSs

Before you enable new VLANs, make sure that you know what you really want to do
and how your actions can affect other VLANs or stations already present in your
system. The planning at this stage can primarily focus around Layer 3 issues. What
networks need to be supported in the VLAN? Is there more than one protocol that
you want in the VLAN? Because each VLAN corresponds to a broadcast domain, you
can support multiple protocols in the VLAN. However, you should only have one
network for each protocol in the VLAN.

A multiswitch system like that shown in Figure 5-16 can have several VLANs.

Figure 5-16 A Typical VLAN Network Address Deployment

VLAN 100, 200, 300 VLAN 200, 300

VLAN 300 VLAN 100, 200, 300

VLAN 100 IP17216.100 IPX100
VLAN 200 IP17216.200 IPX200
VLAN 300 IP17216.300 IPX 300
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Each VLAN in Figure 516 supports multiple protocols. For the networks to
communicate with each other, they must pass through a router. The router on a stick
in Figure 5-16 interconnects several networks together. Example 5-1 shows a
configuration file for this router.

Example 5-1 Router on a Stick Configuration File

interface fastethernet 2/0.1 ip address 172.16.10.1 255.255.255.0 ipx network 100
encapsulation isl 100 interface fastethernet 2/0.2 ip address 172.16.20.1
255.255.255.0 ipx network 200 encapsulation isl 200 interface fastethernet 2/0.3 ip
address 172.16.30.1 255.255.255.0 encapsulation isl 300

Example 5-1 sets up a trunk between a device and the router. Trunks and Inter-
Switch Link (ISL) encapsulation are discussed in more detail in Chapter 8. Trunks
allow traffic from more than one VLAN to communicate over one physical link. The
encapsulation isl command in Example 51 instructs the router to use ISL trunking
to communicate with the broadcast domain for each subinterface. Note that the
router configuration uses subinterfaces. Normally, in a router, you assign a single
address per protocol on an interface. However, when you want to use a single
physical interface in a way that, to the routing protocols, appears as multiple
interfaces, you can use subinterfaces—for example, when creating a trunk between a
Catalyst and a router, as in Example 5-1. The router needs to identify a separate
broadcast domain for each VLAN on the trunk.

Cisco routers use a concept of subinterfaces to spoof the router into thinking that a
physical interface is actually more than one physical interface. Each subinterface
identifies a new broadcast domain on the physical interface and can belong to its
own IP network, even though they all actually belong to the same major interface.
The router configured in Example 5-1 uses three subinterfaces making the router
think that the one physical interface (the major interface) interface fastethernet
2/0 is actually three physical interfaces, and therefore, three broadcast domains.
Each belongs to a different IP subnet. You can recognize a subinterface on a Cisco
router because the major interface designator has a .x after it. For example,
subinterface 3 is identified in Example 5-1 as int fastethernet 2/0.3 where .3
designates the specific subinterface for the major interface.

The subinterface concept arises again when configuring LANE and MPOA on routers
and on the Catalyst ATM modules.

In Example 5-1, which network is isolated from the others? IPX network 300 is
isolated because the router does not have this network defined on any of its
interfaces.

At times, a physical network configuration can confuse you. A common question we
hear in class or consulting situations is, "Can | do this with a VLAN?" Frequently, an
answer can be devised by representing the VLANSs in a logical configuration. Figure 5-
16 shows a physical network; Figure 5-17 shows the same network, but redrawn to
show the logical connectivity. The drawing replaces each VLAN with a wire
representation labeled with the networks assigned to the VLAN. This more
conventional representation helps when trying to design and deploy a VLAN, because
it places networks and components into their logical relationship.
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Figure 5-17 A Logical Representation of Figure 5-16
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Figure 5-18 shows another network configuration where two VLANs carry the same
IP network. Nothing prevents this configuration and it is valid. It is not, however,

recommended for most networks. This configuration represents the same subnet on
two logical wires.

Figure 5-18 Overlapping IP Networks

VLAN 100, 200 VLAN 100, 200

VLAN 100 1P 17216100.0
VLAN 200 1P 17216100.0

The network could be redrawn as in Figure 5-19 where clearly there are two isolated
broadcast domains. As long as you do not attempt to interconnect them with a
router, this configuration is completely valid. Why can they not be connected with a

router? Because this forces a router to have two interfaces that belong to the same
IP subnetwork. The router does not let you do this.

Figure 5-19 Logical Representation of Figure 5-18

VLAN 100 VLAN 200
17216.10.0 1721610.0
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The logical connectivity drawing loses information regarding physical
interconnectivity which is important for bandwidth planning. For example, Figure 5
19 might lead you to believe that all devices in VLAN 100 have full bandwidth
available between all components. You might also believe the same regarding VLAN
200. However, the physical representation of Figure 5-18 makes it clear that the two
VLANSs share a link between the switches. This must be a shared bandwidth link
which is not obvious from the logical representation.

Tip

Use the logical representation to plan and troubleshoot Layer 3 issues and use the
physical drawings to determine Layer 2-related issues.

Creating VLANS

Creating a VLAN involves the following steps:
Step 1.
Assign the Catalyst to a VTP domain
Step 2.

Create the VLAN

Step 3.

Associate ports to a VLAN

To facilitate creation, deletion, and management of VLANs in Catalysts, Cisco
developed a protocol called VLAN Trunking Protocol (VTP). Chapter 12, "VLAN
Trunking Protocol," covers VTP in more detail. However, a brief introduction is
necessary here. You can divide a large Catalyst network into VTP management
domains to ease some configuration and management tasks. Management domains
are loosely analogous to autonomous systems in a routed network where a group of
devices share some common attributes. Catalysts share VLAN information with each
other within a VTP domain. A Catalyst must belong to a VTP domain before you can
create a VLAN. You cannot create a VLAN on any Catalyst. The Catalyst must be
configured in either the server or transparent mode to create the VLAN. By default,
the Catalyst operates in the server mode. These modes and the command details to
set them are described in Chapter 12.

You can configure a Catalyst's VTP domain membership with the set vtp domain
name command. Each domain is uniquely identified by a text string. Note that the
name is case sensitive. Therefore, a domain name of Cisco is not the same as cisco.
Other rules about VTP domains that you need to consider are also detailed in Chapter
12.
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Whenever you create or delete a VLAN, VTP transmits the VLAN status to the other
Catalysts in the VTP domain. If the receiving Catalyst in the VTP domain is
configured as a server or client, it uses this information to automatically modify its
VLAN list. This saves you the task of repeating the command to create the same
VLAN in all participating Catalysts within the domain. Create the VLAN in one
Catalyst, and all Catalysts in the domain automatically learn about the new VLAN.
The exception to the rule occurs if the receiving Catalyst is in transparent mode. In
this case, the receiving Catalyst ignores the VTP. Transparent Catalysts only use
locally configured information.

After the Catalyst belongs to a named VTP domain, you can create a VLAN. Use the
set vlan command to create a VLAN in a Catalyst.

Example 5-2 shows three attempts to create VLAN 2. Note that in the second
attempt the Catalyst fails to create the VLAN as indicated in the bolded line of the
output. It fails because the Catalyst was not assigned to a VTP management domain.
Only after the Catalyst is assigned to a VTP domain is Catalyst able to create the
VLAN. What is the domain name that the Catalyst belongs to? The Catalyst belongs
to the VTP domain wally.

Example 5-2 set vlan Screen Example

Console> (enable) set vlan 2 willitwork Usage: set vlan <vlan_num=> [name
<name=>] [type <type>] [state <state>] [said <said>] [mtu <mtu=>] [ring
<ring_number>] [bridge <bridge_number=>=] [parent <vlan_num=>=] [mode
<bridge_mode>] [stp <stp_type>] [translation <vlan_num=>] [backupcrf <offlon>]
[aremaxhop <hopcount>] [stemaxhop <hopcount>] (name = 1..32 characters,
state = (active, suspend) type = (ethernet, fddi, fddinet, trcrf, trbrf) said =
1..4294967294, mtu = 576..18190, ring_number = Ox1..0xfff bridge_number =
Ox1..0xf, parent = 2..1005, mode = (srt, srb) stp = (ieee, ibm, auto), translation =
1..1005 hopcount = 1..13) Console> (enable) set vlan 2 name willitwork Cannot
add/modify VLANs on a VTP server without a domain name. Console> (enable)
Console> (enable) set vtp domain wally VTP domain wally modified Console>
(enable) set vlan 2 willitwork Vlan 2 configuration successful Console> (enable)

Note that the usage information indicates that the minimum input necessary to
create a VLAN is the VLAN number. Optionally, you can specify a VLAN name, type,
and other parameters. Many of the other parameters configure the Catalyst for
Token Ring or FDDI VLANSs. If you do not specify a VLAN name, the Catalyst assigns
the name VLAN#. If you do not specify a VLAN type, the Catalyst assumes that you
are configuring an Ethernet VLAN. Assigning a name does not change the
performance of the Catalyst or VLAN. If used well, it enables you to document the
VLAN by reminding yourself what the VLAN is for. Use meaningful names to
document the VLAN. This helps you with troubleshooting and configuration tasks.

After you create a VLAN, you can assign ports to the VLAN. Assigning ports to a
VLAN uses the same command as for creating the VLAN. Example 5-3 shows an
attempt to assign a block of ports to VLAN 2. Unfortunately, the command is entered
incorrectly the first time. What is wrong with the command? The set vlan command
fails in the first case because the range specifies a non-existent interface on the
Supervisor module. 1/8 indicates the eighth port on the Supervisor.
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Example 5-3 Assigning Ports to a VLAN

Console> (enable) set vian 2 2/1-1/8 Usage: set vlan <vlan_num=>
<mod/ports...> (An example of mod/ports is 1/1,2/1-12,3/1-2,4/1-12) Console>
(enable) set vilan 2 2/1-2/8 VLAN 2 modified. VLAN 1 modified. VLAN Mod/Ports --
————————————————————————— 2 2/1-8 Console> (enable)

After the port designation is corrected, the Catalyst successfully reassigns the block
of ports to VLAN 2. When designating ports, remember that you can assign a block
by using hyphens and commas. Do not insert any spaces, though, between the ports
on the line. This causes the Catalyst to parse the command leaving you with only
some of the ports assigned into the VLAN.

Note

In many instances where administrators install Catalysts, legacy hubs already exist.
You might have network areas where stations do not need the dedicated bandwidth
of a switch port and can easily share bandwidth with other devices. To provide more
bandwidth, you can elect to not attach as many devices as were originally attached,
and then attach the hub to a Catalyst interface. Be sure to remember, though, that
all of the devices on that hub belong to the same Layer 2 VLAN because they all
ultimately attach to the same Catalyst port.

Deleting VLANSs

You can remove VLANs from the management domain using the clear vlan
vlan_number command. For example, if you want to remove VLAN 5 from your VTP
management domain, you can type the command clear vlan 5 on a Catalyst
configured as a VTP server. You cannot delete VLANs from a VTP client Catalyst. If
the Catalyst is configured in transparent mode, you can delete the VLAN. However,
the VLAN is removed only from the one Catalyst and is not deleted throughout the
management domain. All VLAN creations and deletions are only locally significant on
a transparent Catalyst.

When you attempt to delete the VLAN, the Catalyst warns you that all ports
belonging to the VLAN in the management domain will move into a disabled state. If
you have 50 devices as members of the VLAN when you delete it, all 50 stations
become isolated because their local Catalyst port becomes disabled. If you recreate
the VLAN, the ports become active again because the Catalyst remembers what
VLAN you want the port to belong to. If the VLAN exists, the ports become active. If
the VLAN does not exist, the ports become inactive. This could be catastrophic if you
accidentally eliminate a VLAN that still has active users on it.

Also, realize that if you have a VTP management domain where you have most of
your Catalysts configured as VTP servers and clients with a few Catalysts configured
in transparent mode, you can inadvertently cause another situation when you delete
a VLAN in the transparent device when the VLAN exists throughout the management
domain. For example, suppose you have three Catalysts in a row with Cat-A
configured in server mode, Cat-B configured in transparent mode, and Cat-C
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configured in client or server mode. Each Catalyst has a member of VLAN 10, so you
create the VLAN on Cat-B, and you create it on Cat-A (Cat-C acquires the VLAN
information from Cat-A as a result of VTP). From a Spanning Tree point of view, you
have one Spanning Tree domain, and therefore, one Spanning Tree Root Bridge. But
suppose that you decide you no longer need VLAN 10 on Cat-B, because there are no
longer members of the VLAN. So, you delete the VLAN with the clear vian 10
command. From a VLAN point of view, this is perfectly acceptable. However, from a
Spanning Tree point of view, you now created two Spanning Tree domains. Because
Cat-B no longer participates in the VLAN, it no longer contributes to the Spanning
Tree for that VLAN. Therefore, Cat-A and Cat-C each become a Root Bridge for VLAN
10 in each of their Spanning Tree domains.

Although Spanning Tree reconverges as a result of the apparent topology change,
users in VLAN 10 cannot communicate with each other until the Spanning Tree
topology finally places ports into the forwarding state.

Tip

When deleting VLANs from a management domain, whether it is on a Catalyst
configured in server or transparent mode, be sure that you consider how you can
affect the network. You have the possibility of isolating a lot of users and of
disrupting Spanning Tree in a network.

Viewing VLAN Configurations

Of course, you want to examine your VLAN configurations at one time or another.
Example 5-4 shows a Catalyst output for the show vlan command.

Example 5-4 show vian Command and Output

Console> (enable) show vlan VLAN Name Status Mod/Ports, Vlans ---- -==-----==——--
——————————————————————————————————————————————————————— 1 default active 1/1-2 2/9-24 2
willitwork active 2/1-8 1002 fddi-default active 1003 token-ring-default active
1004 fddinet-default active 1005 trnet-default active VLAN Type SAID MTU Parent
RingNo BrdgNo Stp BrdgMode Transl TranS2 ---- ———-- —--ommmmmm ommmm mmmmm oo o

——————————————————————————— 1 enet 100001 1500 - - - - - 00 2 enet 100002 1500 -
----001002 fddi 101002 1500 - OxO - - - 0 0 1003 trcrf 101003 1500 O Ox0 - - -
0 0 1004 fdnet 101004 1500 - - Ox0 ieee - 0 0 1005 trbrf 101005 1500 - - Ox0 ibm -
0 0 VLAN AREHops STEHops Backup CRF ---- —-=—--= ————-—— ———mem—- 1003 7 7 off

Console> (enable)

VLAN 2, created in the previous section, is highlighted in the output of Example 5-4.
The show vilan output is divided into three portions. The first portion shows the
VLAN number, name, status, and ports assigned to the VLAN. This provides a quick
evaluation of the condition of a VLAN within the Catalyst. The second portion displays
the VLAN type and other parameters relevant to the VLAN—for example, the MTU
size. The other columns display information for Token Ring and FDDI VLANs. The
third portion of the output displays further information for source-routed VLANSs.
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Note that there are several VLANs present in the output. All of the entries in the
display, except for VLAN 2, show default VLANs which are always present in the
Catalyst. These default VLANs cannot be removed from the Catalyst. When you first
power a new Catalyst, all Ethernet interfaces belong to VLAN 1. Also, the Supervisor
module scO or slO interface belongs to this VLAN by default. If you interconnect
several Catalysts, each populated with Ethernet modules and with only default
configurations, all of the Catalyst interfaces belong to the same VLAN. You have one
giant broadcast domain.

VMPS and Dynamic VLANs: Advanced Administration
Normally, when you configure a VLAN, you must perform three steps:

Step 1.

Ensure that the Catalyst belongs to a VTP domain

Step 2.

Create a VLAN

Step 3.
Assign ports to the VLAN

The first two steps globally affect Catalysts. When you create a VLAN, VTP
announces the addition or deletion of the VLAN throughout the VTP domain.
Assigning ports to a VLAN, however, is a local event. VTP does not announce what
ports belong to which VLAN. You must log in to the Catalyst where you want to
assign ports. After you assign the port to a VLAN, any device attached to the port
belongs to the assigned VLAN. (The exception to this is the port security feature that
allows one and only one MAC address on the port to belong to the VLAN.) When you
attach a station to a port on the Catalyst, you need to ensure that the port belongs
to the correct VLAN. Unfortunately, you might not always have access to the CLI to
make a change. Or, you might have users who frequently relocate within their
facilities environment. But you do not want them to bother you every time they
relocate a station, especially when it happens after midnight or during a weekend.

Cisco built a feature into the Catalyst to facilitate dynamic port configurations. The
dynamic VLAN feature automatically configures a port to a VLAN based upon the
MAC address of the device attached to the port as shown in the following sequence:

Step 1.

When you attach a device to the port and the device transmits a frame, the
Catalyst learns the source MAC address.

Step 2.
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The Catalyst then interrogates a VLAN membership policy server (VMPS). The

VMPS server has a database of MAC addresses and the authorized VLAN for
each MAC address.

Step 3.
The VMPS responds to the client Catalyst with the authorized VLAN.
Step 4.

The VMPS client Catalyst configures the port to the correct VLAN based upon
the information received from the VMPS.

The bulk of your work as the network administrator is to initially build the database.
After you build the database, you (or your users) do not have to statically configure
a Catalyst every time that a device moves from one port to another.

This feature also provides a level of security because the user's MAC address for the
device must be in a database before the Catalyst assigns the port to a VLAN. If the

MAC address is not in the database, the Catalyst can refuse the connection or assign
the user to a default VLAN.

Three components enable a dynamic VLAN environment. First, you must have a TFTP
server. The VMPS database resides as a text file on the TFTP server. The second
component, the VMPS server, reads the database from the TFTP server and locally
remembers all of the data. Dynamic VLAN clients interrogate the VMPS whenever a
device attaches to a port on the Catalyst. You can configure up to two backup VMPS
servers. The third component, the VMPS client, communicates with the VMPS server
using UDP transport and a socket value of 1589. This is a well known protocol value
registered with the Internet Assigned Numbers Authority (IANA) as VQP (VMPS
Query Protocol).

Figure 5-20 illustrates the relationship between the components. Cat-A serves as the
primary VMPS server, with two other Catalysts also enabled as backup VMPS servers.
The section on configuring the VMPS client details how to identify primary and
backup VMPS servers. The VMPS server (Cat-A) accesses the TFTP server when you
initially enable the VMPS server, or whenever you manually force the VMPS to
download a new configuration table. The VMPS server must have an IP address and
it might need a default route to the TFTP server for the VMPS server to initialize. The

VMPS server needs a default route if the VMPS and TFTP servers reside on different
subnets/VLANS.

Figure 5-20 Dynamic VLAN Architecture
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Cat-B and Cat-C are each configured as VMPS clients and get port-to-VLAN
authorizations from the VMPS server. Therefore, they need to be able to
communicate with the VMPS server.

The following list outlines the steps for configuring dynamic VLANS:

Step 1.

Build the VLAN database and load into a TFTP server.

Step 2.

Configure the VMPS server IP address.

Step 3.

On the VMPS server, enter the IP address of the TFTP server.

Step 4.

Enable the VMPS server.

Step 5.

Configure VMPS clients with an IP address.
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Step 6.

On the VMPS clients, configure the IP address of the VMPS server.

Step 7.
Identify dynamic ports on clients.

The sections that follow provide more detail on this seven-step sequence for
configuring dynamic VLANSs.

Building the VMPS Database for TFTP Download

The bulk of your configuration activity resides in building the VMPS database, a
simple text file. The VMPS server downloads the text file database and uses it to
determine whether devices are authorized to join a VLAN. Example 5-5 shows a
representative database. The database divides into three portions. The first part
modifies global parameters for the VMPS system. The second part defines the MAC
address and the authorized VLAN for the address. The third part defines other
policies to restrict VLANs to specific ports or groups of ports.

Example 5-5 VLAN Database Example

IPART 1: GLOBAL SETTINGS !lvmps domain <domain-name> ! The VMPS domain
must be defined. lvmps mode { open | secure } ! The default mode is open. lvmps
fallback <vlan-name> !vmps no-domain-req { allow | deny } ! | The default value is
allow. ! The VMPS domain name MUST MATCH the VTP domain name. vmps domain
testvtp vmps mode open vmps fallback default vmps no-domain-req deny ! | IPART
2: MAC ADDRESS DATABASE IMAC Addresses ! vmps-mac-addrs ! | address
<addr> vlan-name <vlan_name=> ! address 0060.0893.dbc1 vlan-name Engineering
address 0060.08aa.5279 vlan-name --NONE-- address 0060.08b6.49fb vlian-name
Engineering ! 'PART 3: OTHER POLICIES !Port Groups ! lvmps-port-group <group-
name=> ! device <device-id> { port <port-name=> | all-ports } vmps-port-group
restrictengineering device 172.16.1.2 port 3/1 device 172.16.1.2 port 3/2 device
172.16.1.3 port 4/1 device 172.16.1.3 port 4/3 device 172.16.1.3 port 4/5 1!
IVLAN groups ! USE THIS TO ASSOCIATE A GROUP OF VLANs TOGETHER. THE
DATABASE TREATS ! ALL OF THE VLANs AS A SINGLE GROUP. ! lvmps-vlan-group
<group-name=> ! vlan-name <vlan-name> ! ! ! IVLAN port Policies ! 'vmps-port-
policies {vlan-name <vlan_name=> | vlan-group <group-name> } ! { port-group
<group-name > | device <device-id> port <port-name> } vmps-port-policies vlan-
name port-group restrictengineering !

VMPS Database Global Settings

In the global configuration portion of the database (Part 1 in Example 5-5), you
configure the VMPS domain name, the security mode, the fallback VLAN, and the
policy regarding VMPS and VTP domain name mismatches.

The VMPS domain name must match the VTP domain name for the VMPS server to
respond to a VMPS client. You can force the VMPS server to accept requests from
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VMPS clients with a domain name mismatch by setting the parameter vmps no-
domain-req allow in the database.

The database entry vmps mode { open | secure } defines what action to take if
the VMPS server does not have an entry for a MAC address. The open mode means
that, if there is no entry for the MAC address, assign the port to the fallback VLAN. If
you do not define a fallback, the port remains unassigned. If you set the mode to
secure, the VMPS server instructs the VMPS client to shut down the interface
instead of leaving it unassigned. An unassigned port can continue to try to assign a
port through repeated requests. A shutdown port stays that way until you enable it.

The fallback VLAN is like a miscellaneous VLAN. If the database does not have an
entry for the MAC address, the VMPS server assigns the device to the fallback VLAN,
if one is configured.

VMPS Database VLAN Authorizations

The heart of the database is found here in the middle portion (Part 2 of Example 5-
5). This defines the MAC address-to-VLAN association. Each device that you want to
dynamically assign needs to have an entry in the database indicating its MAC
address and the authorized VLAN. If the host attaches to a dynamic port, the
Catalyst refers to the database for the VLAN assignment. Note that the VLAN
assignment is by name, not by VLAN number. Also note a reserved VLAN name, --
NONE--. This VLAN explicitly denies a MAC address from any dynamic VLAN port.
Use this to ensure that certain devices never work when attached to a dynamic port.
You can achieve a similar result by setting the security mode to enabled and not
defining a fallback VLAN. But that affects all devices not in the database, not just a
specific MAC address.

You can elect to enable these services for security reasons. For example, you might
have specific devices that you never want to gain access through dynamic ports, in
which case you can use the mapping to NONE option. This prevents the device from
even joining the fallback VLAN. On the other hand, you might not want any station
that is not in the database to dynamically join any VLAN. In this case, you should
enable the security mode. This saves you from having to explicitly identify every
excluded device.

VMPS Database Group Policies

Through the third part of the VMPS database (Part 3 in Example 5-5), you can
restrict VLANS to specific ports on the VMPS client. Suppose, for example, that you
want to ensure that hosts in the engineering VLAN only get authorized when they
attach to Ports 3/1 and 3/2 on Cat-B, and Ports 4/1,3,5 on Cat-C in Figure 5-20. If
the host attaches to any other dynamic port, do not authorize the port configuration,
even if the MAC address is in the database. You can configure this in the database as
shown in the third part of Example 5 5. Note that the database depends upon the IP
address to specify the VMPS client and the policies regarding it.
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Configuring the VMPS Server

You should complete the TFTP file configuration before you enable the VMPS server.
You can have up to three VMPS servers, the active and two backups. When you
enable the server, it attempts to download the database from the TFTP server. If it
fails to download the database, the Catalyst does not enable the VMPS server
function.

Two commands configure the VMPS server—set vmps tftpserver ip_addr
[filename] and set vmps state enable. The first command points the VMPS server
to the TFTP server and optionally specifies the database filename. If you do not
specify a filename, the VMPS tries the filename vmps-config-database.1. Use the
command set vmps tftpserver ip_addr [filename] to inform the VMPS server of the
TFTP server's IP address and the VMPS database filename to request.

After you configure the TFTP server information, you can enable the VMPS server
with the command set vmps state enable. At this point, the VMPS server attempts
to download the VMPS database fromthe TFTP server.

If at some point after you enable the server you modify the VMPS database on the
TFTP server, you can force the VMPS server to acquire the new database with the
command download vmps.

You can check the status of the VMPS server with the command show vmps. This
command reports all of the current configuration information for the server, as
shown in Example 5-6.

Example 5-6 show vmps Output

Console> show vmps VMPS Server Status: ---------===——----- Management Domain:
Accounting State: enbabled Operational Status: active TFTP Server: 144.254.10.33
TFTP File: myvmpsdatabase.db Fallback VLAN: miscbucket Secure Mode: open VMPS
No Domain Req: allow VMPS Client Status: ----------——————————- VMPS VQP Version: 1
Reconfirm Interval: 20 min Server Retry Count: 3 VMPS domain server: 172.16.1.1
No dynamic ports configured. Console>

The show vmps command works for both the VMPS server and client. The top half
of the display shows the server configuration information, and the bottom half
displays client values. If you have trouble getting the VMPS server operational, use
this command to view a summary of the parameters. In particular, check that the
VMPS domain name matches the VTP domain name. State is either enabled or
disabled. You should see enabled if you entered the set vmps state enable
command. Check the operational status. This displays either active, inactive, or
downloading. The downloading status implies that the VMPS server is retrieving
the VMPS database from the TFTP server. The inactive status means that the VMPS
server tried to get the database, but failed and became inactive. Finally, check the
database filename and ensure that the Catalyst can reach the server, that the file
exists, and that it is a VMPS file.

Cisco has two optional tools for the VMPS database—the User Registration Tool
(URT) and the User Tracker for Cisco Works for Switched Internetworks (CWSI). The
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tools help with the creation of the database and allow you to place the VMPS server
in a non-Catalyst device. The sections that follow provide additional information on
these two tools.

URT

Cisco's User Registration Tool (URT) allows you to have a VLAN membership
database built based upon a user's Windows/NT login information rather than based
upon a MAC address. You can only use URT with Windows 95/98 and Windows NT 4
clients running Microsoft Networking (NetBios or Client for Microsoft Networks)
running over TCP/IP using the Dynamic Host Control Protocol (DHCP). URT does not
support other operating systems or network layer protocols. You must manually load
a URT client package on the NT 4 clients/servers so it can interact with the URT
server. However, Windows 95/98 clients automatically install the URT client service
from their NT domain controller.

URT sets up an NT 4 database and behaves like a VMPS server. You still need to
enable Catalysts as VMPS clients pointing to the NT server with the URT database.

Managing the URT server requires CWSI 2.1 as it interacts with the CWSI 2.1 ANI
server to define workstation relationships to VLANSs.

User Tracker for CWSI

User Tracker simplifies the task of building the TFTP server database. With Cisco
Works for Switched Internetworks (CWSI), you can use the User Tracker function to
build the database. User Tracker keeps track of individual stations in your network.
Through a series of screens, you can use the information gleaned by User Tracker to
automatically add entries to the VMPS database on your TFTP server. This eliminates
the need for you to manually type entries in the database eliminating typographical
errors in the database.

Configuring the VMPS Client

The VMPS client configuration includes steps to inform the client of the IP address of
the VMPS server and to set ports to dynamic mode. By default, ports are in static
mode which means that you must manually configure the VLAN membership. Setting
the port to dynamic means that the Catalyst automatically configures the port VLAN
membership based upon the response of the VMPS server.

Use the command set vmps server ip_addr [primary] to inform the client about
the VMPS server IP address. You can specify up to three VMPS servers in the
configuration file. One server functions as the primary server, the other two as
backups.

To configure ports as dynamic, use the command set port membership
mod_num/port_num dynamic. You cannot make a trunk port a dynamic port. You
must first turn off trunking before you set port membership to dynamic. Nor can you
set a secure port to dynamic. If you have port security enabled, you must disable it
before you set it to dynamic. After you enter the set port membership command,
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the Catalyst attempts to communicate with the VMPS server using VQP when the
attached device initially transmits. If the client successfully communicates with the
server, the server responds in one of four ways:

Assigns the port to an authorized VLAN
Assigns the port to a fallback VLAN
Denies access

Disables the port

If the VMPS server finds an entry for the MAC address in the VMPS database, the
server responds with the authorized VLAN for that device. The VMPS client enables
the port and configures the port to the correct VLAN. If the VMPS server does not
find the MAC address in the database, it assigns the device to the fallback VLAN if
you set one up in the database. If you do not have a fallback specified, the VMPS
server responds with instructions to deny access or shut down the interface,
depending upon the VMPS security setting. Deny access differs from shutdown in
that deny allows devices to try again (the behavior if the security option is disabled),
whereas shutdown literally shuts down the port and prevents any further attempts to
dynamically assign the port (the default behavior if the security option is enabled).

You can have multiple hosts on the dynamic port; however, all hosts must be
authorized for the same VLAN, and you cannot have more than 50 hosts on the port.

Note that a Catalyst does not initiate a VQP to the server until the device attached to
the port transmits. When the local Catalyst sees the source MAC address, it can
generate a request to the VMPS server. If you use the show port command, you
can determine what VLAN a port is assigned to. Dynamic ports have a VLAN
nomenclature of dyn- as shown in Example 5-7.

Example 5-7 Displaying Dynamic Ports

Console> show port Port Name Status Vlan Level Duplex Speed Type 1/1 connect
dyn-3 normal full 100 100 BASE-TX 1/2 connect trunk normal half 100 100 BASE-TX
2/1 connect trunk normal full 155 OC3 MMF ATM 3/1 connect dyn- normal half 10
10 BASE-T 3/2 connect dyn-5 normal half 10 10 BASE-T 3/3 connect dyn-5 normal
half 10 10 BASE-T Console> (enable)

Note the entry for Port 1/1. It has a dynamic VLAN assignment. But the highlighted
Port 3/1 is a dynamic port without a VLAN assignment. The Catalyst does not
forward any frames from the host attached to this port. When you first attach a host
to the port, the Catalyst does not know the source MAC address and automatically
configures the port in this mode.

After the host transmits and the VMPS client receives a valid response from the
VMPS server, the VMPS client Catalyst enables the interface in the correct VLAN. If
the client sits idle for awhile causing the bridge aging timer to expire for the entry,
the Catalyst returns the port to an unassigned state. The VMPS client issues a new
query to the VMPS server when the host transmits again.

Confirm the VMPS client configuration with the show vmps command as was shown
in Example 5-6. The bottom half of this output shows the client settings. The
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reconfirm interval defines how often the client interrogates the VMPS server to see if
a policy changed for locally attached hosts. In