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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in the IOS
Command Reference. The Command Reference describes these conventions as follows:

e Boldface indicates commands and keywords that are entered literally as shown. In actual con-
figuration examples and output (not general command syntax), boldface indicates commands
that are manually input by the user (such as a show command).

e [talic indicates arguments for which you supply actual values.

e Vertical bars (I) separate alternative, mutually exclusive elements.
e Square brackets ([ ]) indicate an optional element.

e Braces ({ }) indicate a required choice.

e Braces within brackets ([{ }]) indicate a required choice within an optional element.

Introduction

The advent of VoIP has led to revolutionary changes in the world of telecommunications. Information
that was transported on traditional telephony infrastructures such as voice, video, and modulated data is
transitioning to IP backbones. However, in this transition process, modulated data such as fax, modem,
and text is often overlooked. Fax, modem, and text are treated like regular voice communications in
many cases when in fact they have different transport requirements and usually need unique transport
protocols for communication to be reliable.

We, the authors of this book, have about 25 years of combined networking experience with the majority
of it focusing on faxes, modems, and VoIP. We have seen and experienced firsthand as Cisco TAC engi-
neers the problems that are encountered with fax and modem communications. While one of the most
common problems we encounter is the failure to take into account the unique transport requirements
of fax, modem, and text, we also have seen problems with the configuration of the multitude of fax-,
modem-, and text-related commands in Cisco voice gateways. In addition, we have realized that many
times there is just a lack in understanding of basic passthrough and relay fundamentals as they are
implemented on Cisco voice products. Addressing these problems and how to troubleshoot them were
our main focus while writing this book.

Therefore, you will notice that this book includes a comprehensive design guide for getting fax, modem,
and text deployments working successfully from the start, a commonsense configuration section, and a
thorough troubleshooting guide. Equally as important, we devoted a whole section to the fundamentals
of passthrough and relay and how they are implemented on Cisco voice products. In this book, we
address all the main difficulties that we have seen with the implementation of fax and modems in IP
environments.

We have written this book to be the definitive resource for understanding, designing, configuring, and
troubleshooting fax, modem, and text in today’s IP networks. Whether you are a network designer, voice
engineer, or simply someone who must support fax, modem, and text communications over IP networks,
this book is practically a necessity. If you understand basic VoIP, this book will just build upon that core
knowledge.
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Many books and other resources are available that discuss VoIP, and some even have a casual mention of
transporting fax or modem communications. However, this book is the only one that provides a compre-
hensive, one-stop reference for addressing all aspects of fax, modem, and text communication.

Target Release: Cisco I0S Software Version 12.4(9)T1

The examples and features explained throughout this book for Cisco IOS voice gateways target Cisco
I0OS Software Release 12.4(9)T1. However, other IOS versions should be applicable to the majority of
this book, too. Be aware, however, that features and implementations might differ somewhat in other
I0S versions. Other software versions for devices such as Cisco Unified Communications Manager,
6608, and the VG248 are noted in the text when applicable.

Goals and Methods

This book is designed to be the only resource you will ever need for handling fax, modem, and text
communications in IP telephony environments. From basic theory to design solutions to configuration
to troubleshooting, all aspects are covered in a clear, concise manner.

Who Should Read This Book?

Just about every IP telephony (IPT) installation has at least one fax machine, and larger installations
often include modems and text telephony devices, too. If you work with IPT, your job has already
required or more than likely will require in the future that you handle fax, modem, and text communica-
tions in your network. For this reason, this book is an indispensable resource that should reside beside
your other books dealing with IPT.

In some areas, this book expects you to have basic IPT knowledge. You should be familiar with the
Internet Protocol, possess a good grasp of voice fundamentals, and be familiar with at least one of the
various call control protocols. If you work with IPT on a consistent basis, you probably already have
this knowledge.

Because of this book’s comprehensive coverage of fax, modem, and text, it contains relevant informa-
tion for a wide variety of readers who work with IPT. For anyone who works in IPT network design,
such as design engineers, network architects, or systems engineers, this book features a comprehensive
design and planning section. If you deploy and install IPT networks, an easy-to-understand configura-
tion section provides the pertinent commands and sample configurations necessary for successfully
transporting fax, modem, and text communications. Lastly, for those who support IPT networks, such as
customer support engineers, field engineers, network administrators, and escalation engineers, a detailed
troubleshooting section equips you with the knowledge and techniques to handle any issue that arises.

If you work with IPT, you will encounter fax, modem, and text devices if you have not already. These
devices have special requirements and protocols that must be addressed for successful IP integration and
deployment. When it comes time to handle fax, modem, and text communications as part of your job in
IPT, this is the one resource that you want by your side.
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How This Book Is Organized

This book is logically laid out with critical, fundamental concepts defined at the beginning in Chapters 1
to 6. Later chapters build upon these concepts to assist you with network design, configuration, and
troubleshooting. Once the initial fundamental chapters are covered in the first two sections, the remain-
ing chapters do not have to be read in any particular order even though the listed chapter sequence is
what we believe to be the most beneficial for learning the subject matter.

The chapters in this book are divided into the following sections and cover the following topics:
e Partl Laying the Groundwork

Provides the fundamentals of how faxes, modems, and text telephony devices work.

— Chapter 1, “How Modems Work”—Discusses modem architecture, different
modem types, and the methods and modulations used by modems for communication.
In addition, a basic modem call is analyzed, including the negotiation phases and data
mode.

— Chapter 2, “How Fax Works”—Covers the core elements of fax technology,
including the common group classifications and standards, an in-depth section on fax
messaging, and page encoding.

— Chapter 3, “How Text Telephony Works”—Provides an introductory look at text
telephony and its fundamantals. Basic text telephony operation and concepts are
covered along with a technical discussion of the Baudot text telephone protocol.

e PartIl IP Solutions and Design

Describes the various switchover methods and transport options that are used to handle fax,
modem, and text communications. Design chapters then help you determine the best solution
for transporting your fax, modem, and text traffic.

— Chapter 4, “Passthrough”—Shows you the fundamental methods and principles
necessary for using a voice codec for transporting fax, modem, and text. The different
passthrough methods on Cisco voice gateways and their various switchovers are also
discussed.

— Chapter 5, “Relay”—Details the intricacies of relay operation and its various
transport methods and switchover types for fax, modem, and text.

— Chapter 6, “T.37 Store-and-Forward Fax”—Demonstrates the workings and
fundamentals of fax and e-mail integration using onramp and offramp faxing.

— Chapter 7, “Design Guide for Fax, Modem, and Text”—Provides pertinent design
information and best practices for integrating fax, modem, and text telephony into
your IP network.

— Chapter 8, “Fax Servers”—Concentrates on the design and planning aspects of
integrating fax servers into your network. In addition to fax server benefits and
integration models, fax server—specific configuration and troubleshooting information
is also provided.
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e PartIll Configuration

Details the configuration tasks for a variety of Cisco products that are essential for transporting
fax, modem, and text successfully.

— Chapter 9, “Configuring Passthrough”—Provides the configuration commands for
enabling passthrough and its various features on Cisco products.

— Chapter 10, “Configuring Relay”’—Illustrates the numerous commands for
successfully configuring the different relay transport methods and features on Cisco
products. Also included are IOS voice gateways sample configurations of common
deployment scenarios.

— Chapter 11, “Configuring T.37 Store-and-Forward Fax”’—Breaks down the
somewhat confusing T.37 store-and-forward fax configuration process for onramp
and offramp into simplified steps. Within each configuration step, the applicable
commands are shown.

e PartIV Troubleshooting

Discusses the troubleshooting techniques and procedures used by Cisco TAC engineers for
resolving fax, modem, and text issues.

— Chapter 12, “Troubleshooting Passthrough and Relay”’—Details a fax, modem,
and text troubleshooting methodology that efficiently resolves passthrough and relay
problems. Each step of this troubleshooting methodology correlates directly to a
section within the chapter that shows you the key commands, debugs, and
troubleshooting steps to execute for rapidly resolving issues from the most basic to
the complex.

— Chapter 13, “Troubleshooting T.37 Store-and-Forward Fax”—Highlights
graphical troubleshooting models for onramp and offramp faxing that allow you to
zero in on problems quickly. In-depth debugging techniques and procedures for the
different processes within the graphical model are also provided.

Comments for the Authors

The authors are interested in your comments and suggestions about this book. Please send feedback to
the following e-mail address:

faxmodemtextbook @external.cisco.com
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Further Reading

The authors recommend the following resources for more information.

Cisco.com

The Cisco website is one of the best resources for additional documents related to fax, modem, and text
technologies and IP telephony in general. Usually the easiest way to find a document is to use the web
page’s search feature. Other useful links on Cisco.com include the following:

e For design related documents, see http://www.cisco.com/go/srnd.
e For Unified Communications product information, refer to http://www.cisco.com/go/unified.

e For alisting of support information links, including command references, design and trouble-
shooting documents, and configuration guides, go to http://www.cisco.com/go/support.

The following technical books are also recommended for supplementing the information in this book
and for increasing your overall IP telephony knowledge. These books can be examined at a local techni-
cal bookseller or by entering the title in the search box at http://www.ciscopress.com.

Voice over IP Fundamentals, Second Edition

The book Voice over IP Fundamentals (ISBN 1-58705-257-1) is a good place to start for those making a
move into the IP telephony world, and it is also a handy reference for those already familiar with VoIP.

Troubleshooting Cisco IP Telephony

You can find comprehensive troubleshooting information for all the major components of a Unified
Communications network in the book Troubleshooting Cisco IP Telephony (ISBN 1-58705-075-7).


http://www.cisco.com/go/srnd
http://www.cisco.com/go/unified
http://www.cisco.com/go/support
http://www.ciscopress.com
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CHAPTER

How Modems Work

Although analog modem technology stood on its own for many years in public switched
telephone network (PSTN) environments, the rapid evolution of IP telephony (IPT) is now
requiring that modem communications work successfully over IP networks. However,
before discussing this complicated convergence of modems and IP, it is important to first
attain a solid foundation in basic analog modem operation and communication.

This chapter addresses the basics of analog modem technology and prepares you for
working with modems in IP networks. Specifically, this chapter covers the following topics:

® A Brief History of Modems: Highlights important developments and achievements
since the modem’s inception

Architecture of a Modem: Details important modem components

Modem Types: Covers different modem classifications and highlights important
differences

®  Terminal-to-Modem Communication: Discusses DTE/DCE interaction, RS-232,
asynchronous framing, and the modem user interface

Modem-to-Modem Communication: Illustrates the concepts of modulation and the
various schemes that are used

® Modem Call Analysis: Provides a detailed analysis of all phases of a modem call

This chapter aims to be as comprehensive as possible, but because of the complicated
nature of the topic in conjunction with the large number of specifications addressing
modem operation, only the most important aspects of modem technology as it relates to IPT
are covered.

A Brief History of Modems

Like several other core Internet and computer technologies, the modem was first developed
in the 1950s for the Semi-Automatic Ground Environment (SAGE) air defense system. The
modems were used to transmit military data over dedicated telephone lines between
terminals at the various participating sites.
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NOTE

Figure 1-1

As commercial computer use increased, so did the need for communications between them.
AT&T manufactured the first commercial modem, known as the Bell 103, in 1962. The
Bell 103 allowed full-duplex transmission and employed Frequency Shift Keying (FSK)
modulation with a data rate of up to 300 bits per second.

The section “Modulation,” later in this chapter, covers FSK and the other modulation
schemes in detail.

Early modems by law were not allowed to connect directly to the telephone network.
Usually they had an integrated acoustic coupler that allowed for a standard telephone
handset to rest on the microphone/speaker cradle to convert between audio signals and
digital data. Figure 1-1 illustrates an acoustic coupler connection. A major drawback is that
the remote telephone number must be manually dialed before the handset is placed into the
acoustic coupler for the modem training and connect sequence.

Acoustically Coupled Modem

Computer Acoustic Coupler Telephone

r 4
= /&
A landmark event in modem development was the introduction of the Hayes command set
in 1977. Developed by Hayes Microcomputer Products for their Smartmodem product, this
set of machine instructions allows the computer to control the modem’s functions. Due to
its popularity, the Hayes command set became the de facto standard, and most manufacturers
still support it or one of its variants today. This development, along with changes in the

telecommunication laws that allowed direct connection and dialing to the PSTN, spurred
enormous growth in the modem industry.

Throughout the 1970s and 1980s, there were continuous improvements in the data rates of
modems. These advancements were largely due to more sophisticated modulation techniques,
improvements in telephony infrastructure, introduction of echo canceling methods, and the
integration of error correction and data compression algorithms. A culmination of these
advances was the release of the V.34 specification in 1994 by the international standards
body known as the International Telecommunications Union Standardization Sector
(ITU-T). You can find all the pertinent ITU-T Recommendations that are mentioned
throughout this book at http:/www.itu.int/ITU-T/.
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The maximum speed of a V.34 connection is 33.6 Kbps. Unlike older specifications, V.34
employs multiple modulation schemes and multiple impairment compensation techniques
to robustly adapt to poor line quality.

Despite the fact that it was thought that V.34 rates achieved the maximum throughput
possible for a telephone line, it was only a few years later that 56-Kbps-capable modems
became available. By taking advantage of pulse code modulation (PCM) and reducing the
number of analog-to-digital (A/D) conversions from two to one, a data rate of 56 Kbps was
achieved. Figure 1-2 shows how the typical modem topology has changed with the advent
of 56K modem technology. Only a single A/D conversion is necessary because the central/
ISP (Internet service provider) side modem is digitally terminated, typically with a digital
T1 or E1 connected to an access server with onboard modems.

Figure 1-2  Analog and Digital Modem Topologies

Before: Typical modem topology prior to V.90/V.92 Digital modems.
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K56Flex, developed by Lucent and Rockwell, and X2, created by US Robotics (now known
as 3Com), were the two early releases of the 56K protocol. These two protocols did not
interoperate and this caused many problems and added unnecessary overhead. Consequently,
V.90 was released as the international 56K modem standard for interoperability between
different vendors. V.90 allows for data signaling rates of 56 Kbps downstream speed and
33.6 Kbps (V.34) upstream

The most recent widespread improvement to modem performance was the release of the
V.92 standard. The ITU-T Recommendation V.92 made several minor incremental improve-
ments over V.90. These included a drastic decrease in the amount of time it takes a modem
to train and slight throughput upgrades by using an improved data compression scheme
(V.44). In addition, V.92 provided advanced new features such as modem-on-hold (MoH).
This feature allows an Internet user to suspend his data connection and accept an incoming
voice call. Upon completion of the voice call, the data connection can be resumed.

Modem Architecture

Modems allow for communication between computers in much the same way a telephone
allows for communication between humans. Fundamentally, an analog modem converts the
digital signals from a computer to analog signals that are transmitted over voice-grade
access to the PSTN. Figure 1-3 shows a high-level view of the architecture of an analog
modem.

Figure 1-3  Analog Modem Architecture
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Modem architecture can generally be broken down into four main functional units:

1 Data pump: Responsible for carrying out the two primary functions of a modem
(that is, the ones that give it its name):

® modulation: Conversion of the digital bit stream received from the terminal into
an analog signal that is sent over the telephone line.

® demodulation: Conversion of the analog waveform received over the telephone
line into binary data that is sent to the terminal.

Therefore, the data pump is commonly viewed as the engine of the modem. A typical
data pump is comprised of two main functional subunits:

— Analog front end (AFE): Comprised principally of analog-to-digital (A/D)
converters and digital-to-analog (D/A) converters. The A/D converters
convert the voltages on the phone line to discrete binary values for the
digital signal processor to process. Likewise, the D/A converters convert the
binary data from the DSP and smoothes the output to form an analog signal.

— Digital signal processor (DSP): A specialized processor that is optimized
for various signal-processing functions. Most important, it executes in real
time the mathematically intensive operations involved in executing the
different modulation/demodulation algorithms for the various modem
protocols. It also handles echo cancellation, tone generation, and other
specialized functions.

2 Controller: Handles the command interface to the terminal, AT command
interpretation and execution, performs error correction and data compression
algorithms, handles flow control between terminal and the data pump, and various
other supervisory and miscellaneous functions. In this context, the controller is often
referred to as the CPU of the modem.

3 Data access arrangement (DAA): Contains the analog circuitry that electrically
isolates the modem from the telephone network and also provides the physical
interface (that is, line impedance, hybrid circuitry, and so on) to connect to a plain
old telephone system (POTS) line.

4 Terminal interface: The asynchronous serial interface between the modem and the
terminal. The section “Terminal to Modem Communication,” later in this chapter,
covers the transmission protocol (RS232) and asynchronous character framing that
occurs on this connection in greater detail.

This is obviously a broad and simplified overview, and many modems exist that have
variations on this general architecture, depending on the amount of integration and the type
of modem that they are. For example, some modems have no controller at all, whereas
others can have more than one processor. Primary function, modem type, and particular
manufacturer largely dictate these various hybrid schemes.
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Modem Types

Several methods of classifying modems exist based on the way they are connected to a
computer, their general architecture, and their capabilities. The sections that follow address
the most common classifications along with their pros and cons.

External Versus Internal Modems

Table 1-1

An external modem physically resides outside the computer and has its own chassis, power
supply, front-panel indicator LEDs, and so on. Also, it is connected to the computer with a
cable that generally connects to the serial interface on a COM port. Internal modems reside in
the computer, typically in a PCI or ISA slot, and usually create a virtual COM port. Table 1-1
provides a quick comparison of external versus internal modems.

External and Internal Modem Comparison

Modem Type Advantages

External Easier to troubleshoot
Viewable modem status LEDs
Ease of installation

Richer feature set

Internal Less expensive

Integrated with computer system for added mobility and convenience

Hardware Versus Software Modems

NOTE

The architecture of a modem, discussed earlier, determines whether a modem is classified
as a hardware modem or a software modem. A hardware modem is one that has hardware
that handles all the data pump and controller functions on its own. On the other hand, a
software modem is one that offloads one or both of those responsibilities to the host
computer.

Although “WinModem” is a USR brand of modem, it has become a popular term used to
refer to software modems.




Modem Types 11

The two major types of software modems are as follows:

¢ Controllerless modems: A controllerless modem does not have its own on-board
controller hardware. Rather, it offloads the controller’s function to the computer’s
processor. The controllerless modem does have its own DSP hardware carrying out
the data pump functions, which are generally the most processor intensive.

® Host signal processor (HSP) modems: HSP modems have neither controller nor data
pump hardware of their own. Instead, they run software that offloads both of those
functions to the host computer’s CPU. From a hardware standpoint, an HSP modem
is not much more than a DAA, because all of its other functions are carried out entirely
in software. This is why it is commonly referred to as a softmodem. Handling these
processor-intensive tasks takes away from the computer’s processor and memory
resources and could potentially cause a noticeable degradation in performance,
especially on slower computers.

NOTE External modems are always hardware modems. However, internal modems can be either
hardware or software, although recently, most internal modems are software based.

Table 1-2 lists some of the advantages and disadvantages of hardware modems versus
software modems.

Table 1-2  Hardware and Software Modem Comparison

Modem Type Advantages
Hardware Contains own processing resources, so host computer’s performance is
not degraded

Typically more robust connections and better performance

Generally better compatibility with different operating systems

Software Less expensive
Easier to upgrade firmware

Smaller and easier to integrate into laptop computers
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Fax Modems

Another type of modem relevant to the discussions in this book is the fax modem. This
type of modem is nothing more than a modem that runs software that enables it to transmit
documents to a fax machine or another fax modem. Most modems sold since the early
1990s contain fax modem functionality. Fax modems, like regular modems, can be either
internal or external.

Fax modems have become popular because of certain advantages they offer over regular fax
machines. One advantage is that fax modems are less expensive and require less maintenance.

Another is the convenience of directly sending documents in electronic format without the
need to print them out. In addition, maintaining the document in electronic form ensures
consistent image quality and efficient storage of the fax pages.

A series of standards, known as fax classes, were developed to differentiate and define the
responsibilities of the computer versus those of the fax modem. Figure 1-4 shows how those
responsibilities vary with class designation.

Figure 1-4  Modem Versus Host Responsibilities for Different Fax Classes
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NOTE

The class of a modem only defines the way in which the computer’s fax software controls/
interfaces with the fax modem. It has nothing to do with negotiation between two fax
modems or a fax modem and a fax machine.
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Table 1-3 defines the classes for determining a modem’s ability to conduct a fax session.

Table 1-3  Fuax Class Designations for Modems

Fax

Modem

Type Standard Description

Class0  N/A The modem has no fax capabilities and functions only

in data mode.

Class 1 EIA/TIA-578 and ITU-T T.31 The computer fax software manages virtually the
entire fax session. It is responsible for the fax
negotiation (T.30 protocol), and the image encoding/
decoding (T.4 protocol). The modem, on the other
hand, provides the minimum services for a fax
session. It is responsible for modulation/demodulation,
fax command/response interface, and the conversion
from the asynchronous data from the computer to the
synchronous High-Level Data Link Control (HDLC)
packets required for fax communication.

Class 1.0 ITU-T T.31 Annex B Much like Class 1, but with V.34-fax (Super G3)
capability added.
Class2  EIA/TIA SP-2388A The modem has more intelligence regarding the fax
(now obsolete) session than Class 1. In this case, the modem handles

much of the fax negotiation (T.30 protocol), whereas
the computer fax application deals with the image
generation and page data (T.4 protocol). The Class 2
standard was in draft status for a long time. Therefore,
modem manufacturers made modems that adhered to
this draft rather than the final ratified standard. Thus,
the Class 2 standard is now obsolete, but is still
supported by various vendors.

Class 2.0 EIA/TIA-592 and ITU-T T.32 Modems adhering to the first Class 2 draft are said to
be Class 2 compliant, and those adhering to the final
approved standard are said to be Class 2.0 compliant.
There were improvements between Class 2 and
Class 2.0, such as implementing Error Correction
Mode (ECM) support on the modem, resolving flow-
control problems, and fixing data underrun/overrun
issues.

continues
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Table 1-3  Fax Class Designations for Modems (Continued)

Fax
Modem
Type Standard Description
Class 2.1 ITU-T T.32 Similar to Class 2.0, but with V.34-fax (Super G3)
capability added. This is defined in Annex C of
specification T.32
Class 3 N/A The computer fax software offloads even more of
the faxing responsibilities to the modem. For this
class, the modem handles the bulk of both the fax
negotiation (that is, T.30 protocol) and the image
data conversion (that is, T.4 protocol) responsibilities.
Class 3 is not an official standard yet, so it is not
commonly seen in practice.
NOTE T.30 and T.4 fax protocols are discussed in great detail when fax is covered in Chapter 2,
“How Fax Works.”

Table 1-4 highlights some of the advantages of Class 1 and Class 2 fax modem:s.
Table 1-4  Class 1 and Class 2 Fax Modem Comparison

Fax Modem Type  Advantage

Class 1/1.0 Provides greater flexibility because there is no need to upgrade the
modem firmware or wait for modem manufacturer to support a new
feature because faxing is done almost wholly by the computer software.

Class 2/2.0/2.1 Because the modem does most of the T.30 fax negotiation, this relieves
the host computer of processing resources that can be used for something
else. This could be beneficial for slow or overtaxed systems.

Although many vendors support all these variants of Class 2, there is no guarantee of
compatibility. Also, Class 2 is a closed standard, so any changes to T.30 would require
a modem firmware upgrade.

Terminal-to-Modem Communication

This section deals with the protocols typically used on the asynchronous serial link between
the host and the modem. First, you are introduced to the concept of data terminal equipment
(DTE) and data circuit-terminating equipment (DCE). Then, the communications link
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between terminal and modem is divided into three layers. From the bottom up, they are
as follows:

® RS-232 physical layer: This defines the mechanical, electrical, and hardware
signaling used on the terminal-to-modem cable.

® Async framing layer: This specifies the format used to frame characters on an
asynchronous serial link.

® AT command layer: This is a command language used by the host to configure
and control the modem.

DTE and DCE

Figure 1-5

Various international standards bodies agreed on specifications that detail how to
facilitate the connection of data communications equipment. These standards discuss the
interface between DTE and DCE. The specifications describe the physical and electrical
interface between a DTE and a particular type of DCE. As an example, the ITU-T V-series
recommendations deal with the connection of a DTE to a modem (the DCE).

DTE is equipment that acts as a data source/sink from the point of view that it converts user
information into signals to be transmitted by the DCE. The most frequently used example
of a DTE is a computer. Correspondingly, DCE is the equipment that establishes and provides
access to a communications link over a channel connecting the source and destination
DTE:s. Therefore, a DCE provides a data link service for DTEs to communicate over. In this
chapter, the DCE will always be a modem. Figure 1-5 shows the logical location and function
of both DTE and DCE. The practical significance in distinguishing between these two
types of equipment is that they are pinned and cabled differently.

DTE and DCE Topology

Data Communications

u;

DTE

— —
DTE Link d d DTE Link

e

DCE DCE DTE

RS-232 Signaling

RS-232 is a serial transmission system designed to support communications for short
distances between a DTE and a low-speed DCE. It has evolved through several generations
of standards (EIA-232C, EIA-232D, EIA-232E, and a variant has separately been
standardized by the ITU as V.24). RS-232 supports a variety of applications, including
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synchronous and asynchronous transmission. This discussion focuses on full-duplex async
DTE links to contemporary modems and uses the term RS-232 in its generic sense; for

more precise details, consult the standards.

A standard RS-232 link will use the DB-25 connector. Normally (but not necessarily), the
DTE port is male, and the DCE port is female. PC DTE ports often use a DB-9 connector,
whereas Cisco normally uses a nonstandard 8-pin modular (RJ-45) connector for its async
ports. Table 1-5 summarizes the pinouts for all three of these interface types. (Pinouts are

from the plug side. Jack side pinouts are rolled.)

NOTE Technically PC DTE ports use a DE-9 connector. The misnomer “DB-9” is not a connector
that exists in practice, but it is mistakenly used so frequently that it has become the de facto
term for a PC DTE interface. Consequently, this book will henceforth use the commonly

used DB-9 nomenclature when referring to the connector of a PC DTE port.

Table 1-5  Pinouts for Different RS-232 Interfaces

DB-25 DB-9 RJ-45 Name From Description

1 GND gnd Protective (shield) Ground

7 5 4,5 SG end Signal Ground

2 3 6 TxD DTE Transmitted Data

3 2 3 RxD DCE Received Data

4 7 8 RTS DTE Request to Send (hw flow control)
5 8 1 CTS DCE Clear to Send (hw flow control)
6 6 2 DSR DCE Data Set Ready (DCE ready)
20 4 7 DTR DTE Data Terminal Ready

22 9 RI DCE Ring Indicator

8 1 2) CD DCE Data Carrier Detect

21 RL DCE Remote Loop / sig quality

23 CH/CI  DTE/DCE Signal Rate Selector

24 DA DTE DTE Tx Timing

15 DB DCE DCE Tx Timing

17 DD DCE Rx Timing

14 SBA DTE Secondary TxD

16 SBB DCE Secondary RxD
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Table 1-5  Pinouts for Different RS-232 Interfaces (Continued)

NOTE

DB-25 DB-9 RJ-45 Name From Description
19 SCA DTE Secondary RTS
13 SCB DCE Secondary CTS
12 SCF DCE Secondary DCD

Not all 25 conductors are used; for async applications, typically from 3 to 9 conductors will
be used, depending on whether hardware (hw) flow control or modem control signaling is
required.

RS-232 does not specify bit rates per se. However, for async transmission, the following
rates have been typically seen: 50, 75, 110, 134.5, 150, 300, 600, 1200, 2400, 4800, 9600,
19200, 38400, 57600, 76800, 115200, 230400 bps. As specified in the standards, RS-232
is officially considered to be suitable only for data rates of up to 20 Kbps and distances of
up to 50 feet. In practice, RS-232 is often run at 115200 bps for distances of up to 20 feet,
and at 9600 bps for distances of as much as 500 feet.

The RS-232 protocol defines nine electrical circuits to handle all the handshaking between
a DTE and DCE. These electrical circuits (also referred to as leads, pins, or signals) are
grouped into three categories: data interchange circuits, control interchange circuits, and
the ground circuit.

Data leads are used to signal the exchange of data. Control leads govern the call signaling
states between a DTE and a DCE and manage the flow control between them. As its name
suggests, the ground lead is the reference ground for the DTE and the DCE. Table 1-6
details each of the nine RS-232 pins and their individual function.

Terminology, such as “raise” or “assert,” with regard to the RS-232 pins implies putting a
particular voltage on it. Likewise, the terms “lower” and “drop” imply changing the polarity
of that voltage.

Table 1-6  RS-232 Circuits and Their Function

CircuitType  Circuit Name Circuit Function
Ground SG Reference Ground.
Signal Ground
Data TxD Data transmitted by the DTE to the DCE.

Transmit Data

continues
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Table 1-6  RS-232 Circuits and Their Function (Continued)

CircuitType  Circuit Name Circuit Function
Data RxD Data received by the DTE from the DCE.
Receive Data
Control - DTR Raised by the DTE when it is ready to get access to the

Modem Control

Data Terminal Ready

DCE link. The modem will not dial unless it sees DTR
asserted by the host.

Control - DSR Raised by the DCE when it is powered up and in such a

Modem Control Data Set Ready state w.he@ the communications chapnel is available for
transmission/reception. The DTE will not request the
modem to dial unless it sees DSR high from the modem.

Control - CD Raised by the local DCE when it detects a carrier signal

Modem Control Carrier Detect from the remote DCE.

Control - RI Raised by the DCE to signal to the DTE that there is

Modem Control

Ring Indicator

an incoming call. RI is asserted in accordance with the
incoming ring cadence on the phone line.

Control - CTS Raised by the DCE to signal it is ready to receive data

Flow Control Clear To Send from the DTE. If the modem temporarily lowers CTS, it
backpressures the DTE link.

Control - RTS Raised by the DTE to signal it has data to transmit to the

Flow Control Request To Send DCE. If the host temporarily lowers RTS, it

backpressures the DCE link.

Electrically, the RS-232 data interchange circuit’s (for example, TxD and RxD) “mark”
state (logical 1) is signaled as a voltage level less than -3V, and a “space” state (logical 0)
is signaled as a voltage level greater than +3V. For control interchange circuits, an OFF state
is signaled as a voltage level less than -3V, and an ON state is signaled as a voltage level
greater than +3V. The signal ground lead must be connected to the equipment on each side
of the link to provide a voltage reference.

Now that you know the definitions of all the RS-232 circuits, Figure 1-6 puts them into

practice by tracing through all the RS-232 signaling involved in placing a modem call from
one host to another. This example illustrates the transitions of the various control pins. Note
that when the call is up, the actual data transmission and reception will be signaled by the
data pins (TxD, RxD).
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Figure 1-6  RS-232 Signaling for a Modem Call Setup
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Asynchronous Framing

All data transmission requires that the receiver somehow synchronize with the transmitter
to know when to detect symbol state changes. In synchronous framing, the receiver
maintains a clock that is kept in sync with the transmitter’s clock. This synchronization can
be maintained either by some external hardware signal (for example, a timing circuit in
sync RS-232) or by some recurring framing pattern in the received signal (for example, the
framing bits in a T1 frame). In asynchronous framing, the receiver synchronizes anew with
some pattern seen at the front of each frame. Examples are Ethernet (where the receiver
syncs to the frame’s preamble) and async character framing.

Async character framing is used on both async RS-232 links and in modem links where
an error control framing protocol isn’t used. In this scheme, each character (of 5, 6, 7 or 8
databits) is encapsulated in a separate frame, which is composed of a start bit (a space bit),
the payload containing the databits and an optional parity bit, and 1, 1.5, or 2 stop bits (mark
bits). While the async link is idle, the transmitter sends mark bits. The receiver, which must
be preconfigured knowing the payload length, will synchronize on the start bit for each
frame. Figure 1-7 shows an async frame and all its components.
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Figure 1-7  Asynchronous Framing
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Very old equipment might have required more than 1 stop bit, but such equipment is rarely
seen now. However, a transmitter being configured for excess stop bits won’t cause
communications problems, only reduced payload transfer rate, as the extra stop bits are
interpreted by the receiver as idle bits.

By far the most prevalent async character frame formats encountered now are these:
® 7 databits, 1 parity bit (usually even), 1 stop bit (7E1)
® 8 databits, no parity, 1 stop bit (8N1)

In both of these cases, the payload size is 8 bits, which meshes nicely with the standard byte
size used on contemporary computers and in octet-oriented transmissions protocols.

With 1 start bit, 8 payload bits, and 1 stop bit, async framing has 20 percent overhead. Thus,
an 115200 bps 8N1 async framed link will have a payload throughput rate of 92160 bps.
Relative to sync transmission, this is rather high overhead. For RS-232 DTE links, where
the DTE speed is significantly higher than the DCE rate (for example, when using an
115200 bps DTE link for a 28800 bps V.34 link), this overhead is not especially costly.
However, for the relatively precious bandwidth on the DCE link, this overhead can be
considered to be excessive, which is one of the motivations for using error control (EC)
framing on the DCE link instead (discussed later in this chapter).

User Interface

The standard method used for an async DTE to control its DCE (for example, modem) is
through a command-line interface (CLI) protocol called the AT interface. AT stands for
ATtention; each command line sent by the DTE is prefixed with AT, which serves to get the
CLTI’s attention.
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As discussed earlier in the history section, the AT interface was introduced by Hayes
Microcomputer Products (now a brand of Zoom Telephonics) in 1981. It has existed as an
evolving de facto standard, with many vendor-specific oddities and extensions, since then.
The ITU attempted to codify the standard in 1995 with V.25ter, although by then it was
probably too late to impose order on the menagerie of existing command sets. Still, there is
a core set of AT commands, honored by almost all modem manufacturers, that have been
standardized by the V.25ter syntax.

The AT command interface is a simple CLI implemented in the DCE’s controller. Figure 1-8
depicts how the CLI reads AT commands from the async DTE link, executes them as
needed, and returns responses to the DTE. These responses are sent by the DCE, in the form
of result codes, in reply to AT commands from the DTE and activity on the line.

Figure 1-8  Asynchronous DTE Link Communication

AT Commands ———> DCE

wene PSTN
g <«— Responses and

Result Codes

\ J \ J

Async DTE Link DCE Link

One of the main uses of the AT interface is to provide a method for supervisory and address
signaling between the DTE and DCE. This includes allowing the DTE to control call setup,
training, and teardown, and to allow the DCE to communicate status to the DTE. Table 1-7
shows some sample AT commands the DTE sends the DCE to establish a call. This table
also highlights some typical result codes from the DCE to the DTE in response to such AT
commands.

Table 1-7  Sample AT Commands and Result Codes

AT Command Description

ATDnumber Dial number then start training in originate mode.

ATDnumber; Dial number then return to AT command mode without
training.

ATDTnumber Dial number using DTMF address signaling.

ATDPnumber Dial number using pulse signaling.

ATDL Redial the last number dialed.

ATA Go offhook and begin training in answer mode.

continues
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Table 1-7  Sample AT Commands and Result Codes (Continued)

Result Code Description
CONNECT Modems have trained and have gone into data mode.
CONNECT 2400 Modems have trained at 2400 bps.

CONNECT 26400/REL — MNP Modems have trained at 26400 bps and have negotiated a
reliable link with MNP error control.

RING An incoming call is arriving from the circuit network (sent by
the answer modem).

NO DIALTONE The originate modem went offhook but did not hear dial tone.

BUSY A busy signal was detected.

NO CARRIER If in call setup mode, this indicates that the modems failed to

train. If in data mode, this indicates that carrier was lost and
that the call has disconnected.

A modem has two primary communication modes:

® Data mode: For data to be transferred between two hosts, the modems must be in
data mode.

® Command mode: All the call control functions (dialing, hang up, auto answer, and
so on) are handled in command mode.

Before a call is established, the DTE link is used for the AT interface; as soon as the modem
sends the DTE a "CONNECT" result code with the connection speed baud rate displayed,
the modem switches from command mode to data mode, and user data can begin to be
transmitted between DTEs. The AT interface is inoperative in data mode.

On traditional modems, the AT interface operates in-band on the transmit/receive data path
in the DTE link. This is the same path used to transmit data while in data mode. There is a
significant problem associated with using in-band control: when the DTE links are in data
mode, there is no guaranteed method to distinguish in-band signals from user data. Thus, if
available, an out-of-band signaling path such as the RS-232 DTR, DCD and RI leads are
preferable. However, in-band controls have the advantage of being cheap and easy to use.
Therefore, in-band signals are what are commonly used in practice.

Because the AT interface uses the data path between the DTE and the DCE for both appli-
cation data and for commands, it would be useful to have a method whereby, while the AT
interface is in data mode, the DTE can tell the DCE to enter command mode, while remain-
ing connected to the peer DTE. The standard method of escaping data mode uses this key
sequence: <pause>+++<pause>.
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The mode that is entered from data mode after the escape sequence has been entered is
commonly referred to as online command mode. In this mode, the communication link
remains established, but data transmission is suspended. The modem does accept
commands like it does in regular command mode, when there is no call up.

Table 1-8 illustrates a sample modem session that will serve to highlight some aspects of
how this works. The originate modem session is on the left, the answer modem session on
the right. AT commands entered by the DTE are in bold text, and the result codes from the
DCE are in italics. Application data is in normal text and is shown on the transmitter’s side.

Table 1-8  Sample User Interface Session

Originate-Side Session Answer-Side Session
AT
OK

! The OK response signals the originate DCE’s AT parser’s ability to accept command input.

ATD1234

! Modem goes offhook, hears dial tone, transmits DTMF, and waits to hear answerback tone
! (ABT). The modem gets a fast busy.

NO CARRIER
ATDS5703933

! This time the call goes through and the PSTN presents ring voltage to the answer modem.

RING

! The answer DCE transmits this on the AT interface; it also toggles the RS-232 RI signal.
ATA

! Normally an answer modem will automatically answer upon incoming ring, but in this case
! the answering application sends an explicit ATA command due to the RING or RI, which

! causes the answer modem to go ofthook, then starts transmitting ABT. The modems train

! successfully.

CONNECT 26400/REL — LAPM CONNECT 26400 /V.42/V.42bis

! The modems output their CONNECT strings; note the differing but equivalent formats. Then
! the modems raise DCD. At this point the DTE links are in data mode and are out of AT
! command mode.

continues
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Table 1-8  Sample User Interface Session (Continued)

Originate-Side Session Answer-Side Session

Welcome! Please login with
username CISCO, password
cisco.

User Access Verification

Username:
CISCO

CISCO
! This text is echoed by the answer DTE.

Password:
cisco
! This text is not echoed.

access-3>
+++

+++

! The originate DTE transmits +++, which causes the client DTE link to switch out of data
! mode and into AT command mode (while leaving the DCE link intact).

OK

AT @el

CONNECTION STATUS

Modulation Type: V.34

TX/RX Speed: 26400 26400 BPS

TX/RX Symbol Rate: 3200 3200 Hz

TX/RX Carrier Frequency: 1920 1829 Hz

OK

! The user enters a (nonstandard) AT command to display some technical information on the
! modem connection (output edited for brevity).

ATO

CONNECT 26400/REL — LAPM

! The ATO command tells the DCE to put the DTE link back into data mode (that is, go back
| “online”).
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Generally, AT commands can be divided into two groups: control commands and configu-
ration commands. Control commands cause the modem to perform call control functions,
such as call setup, dialing, and teardown. Table 1-8 contains a sample of AT control com-
mands and explains how they work. In addition to control commands, AT commands can
be used to configure various modem settings. Except for the small subset of AT commands
specified in V.25ter, there are enormous variations in the AT command set used by the
different modem manufacturers.

Another way to configure a modem is through the status registers, usually referred to as
S-registers. Register is a term used to describe a specific physical location in memory. In
the case of modems, the S-registers are memory locations containing configuration
information that can have their stored values read or (in most cases) altered via ATS
commands. Some S-registers cannot be changed; these are known as read-only registers.
Those registers that can be written to (that is, altered) are used to configure/change many
of the modem’s functions.

S-registers can have all the bits in that memory location represent a single configuration
option, or they can be bitmapped registers with a single value representing multiple
configuration options. Figure 1-9 shows both types of registers. The purpose of using
bitmapped registers is to pack lots of configuration information into a small space.

Figure 1-9  Standard and Bitmapped S-Register Comparison

NOTE

( Standard S-Register N ( Bit-Mapped S-Register h
Register Name: S1 Register Name: S51
Register Function: Ring Counter Register Function: Multifunction
Default: 0 Default: 0
Range: 0-255 rings Bit Value Result
0 1 MNP/V.42 disabled in V.22.
1 2 MNP/V.42 disabled in V.22bis.
2 4 MNP/V.42 disabled in V.32bis.
37 - Reserved.
. AN J

A typical modem has dozens of S-registers. The first few are standard across most modem
manufacturers, but the rest are all different depending on modem manufacturer and model.

An S-register is configured according to ATSn = x, where n is the register number and x
is the new value assigned to the register. So ATSO = 3 sets register O to a value of 3 (that is,
auto-answer in 3 rings). Writing to an S-register changes the total value of the register.
Therefore, if altering a bitmapped register, you must ensure that cumulative total is such
that it properly configures the group of bit values for each configuration option.
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Modem-to-Modem Communication

Modulation is the most fundamental aspect of modem communications. It the means by
which the binary digital data from the DTE link is encoded onto an analog signal that is sent
over the PSTN. Different protocols describe the different types of modulations, and one of
these protocols must be successfully negotiated between each modem on a point-to-point
link for any communication to be possible. In this section, the various modulation schemes
and how they correlate with the various ITU-T V-series modulation standards are discussed.

Modulation

The analog signals used in the transmission of modulated data are simply sinusoidal
waveforms, and the primary components of any waveform are the amplitude, the frequency,
and the phase. Figure 1-10 helps explain these concepts visually.

Figure 1-10 Components of a Wave
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The amplitude is the magnitude of the wave. In the diagram, Wave 1 has twice the ampli-
tude of Wave 2. The frequency is the inverse of the wavelength and thus is the number of
oscillations occurring in a period. Note that in Figure 1-10 Wave 1 has half the wavelength
of Wave 2, and hence it has twice the frequency. The phase is the position of the wave in its
cycle period. Figure 1-10 shows Wave 3 to be 90 degrees out of phase with Wave 1.

There is a continuous analog signal between two modems during a call that is always
present, known as the carrier signal. A pure sinusoidal carrier with no change in amplitude,
frequency, phase, or some combination of these is unable to convey any information. To
remedy this, modems change (or modulate) one or more of the components of the carrier
wave to encode information onto it. The method in which the modem modifies one or more
of these three wave characteristics is known as the modulation scheme.

The exact method of encoding the binary user data from the RS-232 DTE link onto the
carrier is laid out in the specific modulation scheme that is negotiated. Each modulation
scheme uses varying means of manipulating different combinations of the wave character-
istics of the carrier signal. These differences produce diverse efficiencies in the amount of
data per second that each modulation scheme can transmit over the data channel.

When talking about transmission rates for modems, two terms are commonly used. One is
the familiar data rate in units of bits per second. The other is the more cryptic symbol rate
in units of symbols per second. Sometimes you will hear the term baud rate, which is
essentially equivalent to the symbol rate, but is no longer used in newer modulation
standards because it as an antiquated term that is often misused.

A symbol represents a unique value assigned to each distinct state on a channel. In the
context of modulation schemes, a symbol represents the possible states for encoding binary
data. For example, assume a modulation scheme that varies the amplitude of the carrier at
two distinct values. This is two unique states, which is the information carried by 1 bit of
information in a binary system. If the example is extended by using a different modulation
technique, whereby both the amplitude and phase of the carrier are changed, it will produce
four distinct values. In this case, there are four unique states, which is the information
carried by 2 bits in a binary system. Therefore, the more sophisticated a modulation scheme
is, the more bits that are sent per symbol. Based on this explanation, you can clearly see that
the symbol rate is equal to the data rate only when a symbol represents 1 bit of information
(two states).

There are some practical applications of this concept of symbols. For example, when
analyzing a modulation scheme that changes the phase or that changes both the phase and
amplitude, a useful diagram, called a constellation, is used. A constellation diagram maps
out points representing the various symbol states possible for a given modulation scheme.
Effectively, each point in the constellation defines a sequence of bits to be transferred.
Constellation diagrams are used in subsequent sections when discussing different
modulation schemes.
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Many different modulation schemes covering various aspects of data communications
exist, but for the discussion on modems in this section coverage is limited to the following:

® Frequency Shift Keying (FSK)

® Phase Shift Keying (PSK)

® Amplitude Modulation (AM)

® (Quadrature Amplitude Modulation (QAM)
® Trellis Coded Modulation (TCM)

Frequency Shift Keying (FSK)

FSK simply uses one frequency tone to represent a 1 and another different frequency tone
torepresent a 0. Thus, it is able to produce an analog representation of the two logical states
of binary digital data. For example, the digital base signal in Figure 1-11 is represented as
amodulated carrier signal made up of two distinct frequencies. These two distinct frequencies
are shown as f0 and f1, where fO represents a space (or binary 0), and f1 represents a mark
(or binary 1). The amplitude of the carrier is constant.

Figure 1-11 FSK Modulation
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Because two states can be represented with binary FSK, there is only 1 bit per symbol.
There is a single frequency per symbol and direction. Therefore, for full-duplex transmission,
a set of four distinct frequencies is needed. The two most common standards that use FSK
are Bell 103 and V.21 (used in fax transmissions).
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Phase Shift Keying (PSK)

PSK uses a different phase to represent a binary state. For example, in binary PSK (BPSK),
the phase of a constant amplitude and constant frequency carrier signal moves between 0
and 180 degrees to represent a logical 0 and a logical 1. Figure 1-12 illustrates the symbol
states of binary PSK in a constellation diagram.

Figure 1-12 Symbol States for BPSK Modulation
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In Figure 1-13, the BPSK modulated carrier varies its phase between 0 and 180 degrees
based on whether it receives a 0 or a 1 from the digital binary signal.

Figure 1-13 BPSK Modulation
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One way to increase the transmission rate without changing the bandwidth requirements is
to increase the number of bits represented by each phase change (that is, symbol). If the
phase of the carrier is now varied between 0, 90, 180, and 270 degrees, you now have

the ability to represent four different states (or 2 bits worth of information). This higher
order of PSK is known as Quadrature PSK (QPSK) or 4-PSK and is shown graphically
in Figure 1-14.

Figure 1-14 Symbol States for QPSK Modulation
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Clearly, the symbol rate in QPSK is double that of binary PSK and, consequently, so is the
transmission rate. Higher orders of PSK are used, such as 8-PSK, which has eight states and
is thus able to encode 3 bits per symbol.

Fax modulation V.27ter at 4800 bps uses 8-PSK. As expected, 8-PSK is 3 times faster than
binary PSK and 1.5 times faster than QPSK, but it is more susceptible to link degradation.

Another modulation technique that is a variation of PSK is Differential Phase Shift Keying
(DPSK). As the name suggests, differential PSK encodes using changes in the phase of the
carrier signal, rather than the carrier’s absolute phase (as used in regular PSK). So, DPSK
doesn’t represent the binary signal; instead, it records changes in the binary stream.

Amplitude Modulation (AM)

AM occurs when the originating signal’s variable voltage is applied to a carrier, causing the
carrier’s amplitude to change according to the originating signal. The digital form of AM,
known as Amplitude Shift Keying (ASK), has only two logical states to re-create in the
binary case. Therefore, ASK represents the digital data by using two amplitude levels, one
of which is typically 0.
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For example, a binary signal such as the one shown in Figure 1-15 would have an ASK
modulated signal that appears as a burst of sinusoidal waves when there is a mark to
transmit.

Figure 1-15 Amplitude Modulation
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As with other schemes, ASK can have more sophisticated encoding schemes with
additional amplitude levels (that is, four levels to represent 2 bits, eight levels to represent
3 bits, and so on). ASK is the simplest of the modulation techniques, but it has the drawback
of being more susceptible to error, because amplitude is affected more by noise than
frequency or phase.

Quadrature Amplitude Modulation (QAM)

The concepts of ASK and PSK can be combined to form QAM, where both phase and
amplitude deviations can be used to encode the digital data. The dual nature of QAM allows
for an increased number of unique states since many different phase shifts and amplitude
level combinations can be used. Figure 1-16 illustrates how this increase in the number of
symbols in the constellation pattern allows for more bits per symbol and therefore a greater
data rate.
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Figure 1-16 Constellation Patterns for 16-QAM Versus 64-QAM
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There are limitations on bandwidth and signal-to-noise ratio (SNR) on an analog circuit that
put an upper bound on the amount of data that can be transmitted per second. With regard
to the constellation pattern of higher-order QAM, the problem manifests itself when the
constellation points are close enough together that the receiving end is unable to distinguish
one symbol from the next. This is due to the quantization and other noise that will invariably
exist on the channel, limiting the overall throughput. Therefore, higher-order QAM is
clearly more bandwidth efficient, but is much more susceptible to noise and distortion.

Trellis Coded Modulation (TCM)

TCM should be thought of as QAM with Trellis coding applied to it. Trellis coding is a
mathematical algorithm that on the encoding side takes a certain number of bits (n-bits) as
an input and produces a larger number of bits (m-bits) as an output. On the decoding side,
an algorithm is used to find out the most likely n-bit sequence that would have produced the
larger m-bit sequence, even if some of the bits were altered due to noise on the line.

For example, if a symbol is shifted by noise and falls close to a boundary, the modem uses
the algorithm to examine the extra data (that is, the m-bit sequence) from the previous
symbol to check the accuracy of the current symbol. Essentially, Trellis coding adds a form
of error correction (known as Forward Error Correction [FEC]) to help the decoder deal
with the effects of line noise.
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NOTE

The error correction done by Trellis coding is used at the modulation layer, so it can be done
in addition to standard error correction protocols done at the data layer (that is, MNP4 and
LAP-M, which are discussed in detail later in this chapter).

Therefore, TCM adds redundancy to the data and in return allows that data to be decoded
with a lower error rate than plain QAM. V.32 and V.34 standards use TCM as their
modulation scheme.

Modulation Standards

The preceding discussion focused on the theoretical nature of the different methods of
modulation. Over time, public and proprietary standards have been defined based upon the
different modulation schemes. These modulation standards can generically be broken down
into two categories: analog modem modulation and digital modem modulation. The
primary difference between the two is the carrier used. Analog modulation uses an analog
carrier, whereas digital modulation uses a digital carrier.

Table 1-9 summarizes the primary modem modulation standards by order of chronology,
which also correlates to increasing carrier rates. Also noted is the range of speeds that the
protocol is usable over, and the speed increments that dictate how the protocol steps through
the range of available speeds to find the most optimum bandwidth.

Table 1-9  Modulation Standards Comparison

Carrier Rate Carrier

Protocol (bps) Increment Carrier Type = Modulation Scheme
Bell103 300 N/A Analog FSK
V.21 300 N/A Analog FSK
Bell212A 1200 N/A Analog DPSK
V.22 1200 N/A Analog DPSK
V.22bis 1200 or 2400 N/A Analog QAM
V.23 600 or 1200 N/A Analog FSK

with optional

75 bps back

channel
V.32 2400 to 9600 2400 Analog QAM/TCM
V.32bis 4800 to 14400 2400 Analog QAM/TCM

continues
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Table 1-9  Modulation Standards Comparison (Continued)

Carrier Rate Carrier

Protocol (bps) Increment Carrier Type Modulation Scheme

V.32Terbo 4800 to 19200 2400 Analog QAM/TCM

V.FC 24000,26400, N/A Analog TCM
28800

V.34 2400 to 28800 2400 Analog TCM

V.34+ 2400 to 33600 2400 Analog TCM

X2 28000 to 1333 Digital PCM/TCM
56000

K56Flex 28000 to 1333 Digital PCM/TCM
56000

V.90 28000 to 1333 Digital PCM/TCM
56000

Modem Call Analysis

This section analyzes a call in its entirety. For the purpose of this discussion, the modem
call is broken down into three component parts:

® The first part deals with the call setup and training sequence between modems.

® The second part covers the protocols and procedures associated with data
transmission, including speedshifts, retrains, error control, and data compression.

® The third, and final part, discusses the call disconnect sequence.

Keep in mind that this subdivision of a modem call into three parts, as shown in Figure 1-17,
is not based on any specification; instead, it is a logical division for this particular call
analysis.

There are certain features and aspects common to all modulations, but for an in-depth
analysis, these broad generalities become limiting. For a detailed treatment such as this,
there are simply too many modulations to discuss individually, and there are too many
differences between them to group them effectively. Thus, for this discussion, only one has
been selected, V.34, as the backbone of the analysis. Wherever possible, the discussion tries
to illustrate how the newer modulations, such as V.90, differ from the V.34 behavior being
explained.
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Figure 1-17 Breakdown of a Modem Call
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There are three principal reasons for using V.34:

® V.34 was a major and groundbreaking specification that introduced new concepts that
were the foundation for subsequent modulations (that is, V.90 and V.92).
V.34 is used for Super G3 faxes, so it ties in nicely with future topics of discussion.

V.34 is still considered relatively modern and is still in common use today.

Call Setup

The V.34 initial handshaking procedure between an originating modem and a terminating
modem can be broken down into the four primary phases shown in Figure 1-18.
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Figure 1-18 V.34 Modem Call Setup Procedure
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Each of these phases has its own separate message exchange to fulfill its precise role in
setting up a successful modem call. This section discusses each of these phases in detail and
elaborates on the state of the call as it progresses through its handshake sequence.

Phase |: Network Interaction

The V.8 recommendation defines the first messages that are communicated between V.34
modems. This specification is used by a number of ITU-T V series modulations to establish
communication and preliminary negotiations before the actual modulation begins. The V.8
negotiation identifies the capabilities of each device and determines the best modulation to
use and some other parameters. Figure 1-19 illustrates the V.8 message exchange that
occurs at the beginning of a V.34 modem call.

When the call is first answered by the terminating modem, it plays an answer tone called
ANSam. Consisting of a 2100 Hz tone that is phase reversed approximately every 450 ms
and amplitude modulated by a sine wave at 15 Hz, the ANSam lasts for a duration of three
to four seconds and is used to disable network echo cancellers in the call path.
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Figure 1-19 V.34 Phase I Startup Procedure (V.8)
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When the calling modem detects the ANSam, it sends a sequence of continuous CM
(Calling Menu) messages. The CM message contains a detailed capabilities list (including
modulation) of the calling modem. After detecting at least two identical CM messages, the
answering modem responds with a continuous sequence of JM (Joint Menu) messages that
contain the capabilities common to both calling and answering modems. If the answering
modem for some reason does not support one of the capabilities advertised by the calling
modem in the CM message, it may offer an alternative in its JM message sequence.

After detecting at least two identical J]M messages, the calling device then transmits a CM
terminator message (known as CJ) to acknowledge the JM message. After sending the

CJ message, the calling modem pauses for about 75 ms and then begins operating in the
selected mode. The CJ message just indicates the termination of the V.8 session, and it
does not contain any additional information. When the answering modem receives the

CJ message, it stops transmitting the JM sequence and pauses for approximately 75 ms
before beginning to operate with the capabilities selected by the CM/JM exchange.

V.8 messages are transferred by V.21 at 300 bps.
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TIP

V.8 was released along with V.34 as a means of speeding up the initial answering sequence
of modems. Older modulations used a large range of answer tones exchanged between the
calling and called modems until they found one that matched as a means to determine an
initial modulation. The V.8 CM/JM automatic modulation determination procedure
(automode) did away with this and allowed for faster initial training.

It is worth noting that V.90 optionally uses a revised version of V.8 known as V.8bis. Both
are procedures for exchanging capabilities and setting the mode of operation, but there are
some differences between the two. One difference is that V.8bis has a more detailed list of
modes that it can negotiate. It doesn’t support some of the older modulations that V.8 does,
but it does add newer ones. Another key difference is that V.8bis can negotiate a change in
operating mode in the middle of a call, whereas V.8 can only do it at the beginning.

V.8bis was designed to facilitate switching a voice call into data mode, but this was never
widely used, so the use of V.8bis is optional (unless using K56Flex), and in fact it can be
useful to turn it off, because disabling it saves two or so seconds at the start of the training.

Phase II: Probing/Ranging

NOTE

After a modulation has been selected via the V.8 procedure, the call progresses to Phase II.
In this phase, the modems collect and exchange information about the characteristics of
the line. The two primary methods of obtaining this detailed view of the channel are line
probing and ranging. Line probing determines the SNR and the bandwidth of the channel,
whereas ranging determines the network round-trip delay. This line analysis allows V.34/
V.90 modem to choose the optimum operating parameters for the fastest and most robust
connection for a particular line condition.

An elementary way of describing the message exchanges in Phase II is that it is an initial
information exchange (INFO_0), followed by the ranging sequence, then the line probing
sequence, and ending with a final information exchange (INFO_1). Figure 1-20 illustrates
this simplified view of Phase II.

Both INFO_0 and INFO_1 signals are designated by an « if sent by the answering modem
or ¢ if sent by the calling modem.

The initial information exchange in Phase II is via the INFO_0 message to convey the
available capabilities and modulation parameters of both the calling and answering
modems. An example of a parameter exchanged via INFO_0 is the supported symbol rates
for the call.
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Figure 1-20 V.34 Phase II Startup Procedure
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The next step of Phase II is ranging, which is the determination of the round-trip delay of
the connection. This round-trip delay is used to set the modem’s far-end echo canceller. The
modems obtain this information by sending tones and transitioning to a phase reversal of
that tone.

NOTE Tone A is 2400 Hz, and Tone A is the tone obtained by a 180 degree phase reversal of Tone

A. Likewise, Tone B is 1200 Hz and Tone B is its phase reversed counterpart.

When ranging has completed, the line probing process begins. This process yields the
characteristics of the line, such as the bandwidth and SNR of the channel. The modems
analyze the channel by sending the L1 and L2 signals, which are known as line-probing
signals. L1 and L2 are made up of a list of tones with frequencies from 150 Hz to 3750 Hz
in increments of 150 Hz (with 900 Hz, 1200 Hz, 1800 Hz, and 2400 Hz missing). The
modems transmit these multitone signals to sweep the band and thus analyze the resultant
distortion, SNR, and bandwidth of the channel.

The last thing to occur in Phase II is the information exchange between the two modems
via the INFO_1 messages. The principal information carried by the INFO_1 messages is
the results of the line probing that were collected. These results are provided as projected
maximum data rates at the various symbol rates.
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NOTE Phase II in V.90 uses virtually an identical structure as V.34.

Phase IlI: Equalizer and Echo Canceller Training

The next step in setting up the physical connection is the equalizer and echo canceller
training phase. An equalizer is an adaptive device in the modem that needs to be trained to
compensate for distortion introduced by the PSTN transmission facilities. Likewise, the
echo canceller in a modem requires training to eliminate signal reflections caused by
hybrids in the call path. A hybrid is a tunable, impedance-matching device that converts
between two-wire and four-wire circuits in telephony networks.

Phase III trains both these devices with a half-duplex training procedure as Figure 1-21
illustrates. The half-duplex nature of this phase is evident in Figure 1-21, which shows the
originating modem is quiet while the terminating modem sends a sequence of signals to
train its echo canceller. Correspondingly, the answering modem is quiet while the calling
modem transmits a similar sequence to train its echo canceller.

Figure 1-21 V.34 Phase III Startup Procedure
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This training sequence is composed of an optional manufacturer-specific echo canceller
training signal (MD) whose duration is determined by the round-trip delay that was
obtained in Phase II. This proprietary MD signal is present in case the mandatory train
signal (TRN) is unable to train the modem echo canceller. In addition to training the echo
canceller of the transmitting modem, the TRN signal assists in training the remote modem’s
equalizer. The PP signal is a sliding frequency signal used for initially training the equalizer
of the remote modem. Lastly, the J sequence is a repetition of a 16-bit sequence that
determines the constellation size to be used in phase I'V.
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One big difference between V.34 and V.90 occurs in Phase III. V.90 adds a digital
impairment learning (DIL) capability, which is used to identify digital impairments, such
as robbed bit signaling (RBS) trunks, digital padding, and so on. This process occurs by the
analog modem (client side) sending manufacturer-specific parameters, known as the DIL
descriptor, to the digital modem (server side). The digital modem uses this description of
the DIL sequence and then generates the DIL tone. This proprietary DIL tone is specific to
each modem manufacturer. The analog modem receives this DIL sequence and analyzes it
for possible digital impairments. Although it is theoretically possible to negotiate V.90
without the DIL sequence, it is extremely unlikely.

Phase IV: Final Training

As a result of the work in Phase III, the echo characteristics for the connection have now
been learned, and the echo cancellers have been trained. Therefore, in Phase IV, both
modems can transmit simultaneously and use the full bandwidth of the channel for the first
time. Phase IV is a short phase that includes a fine-tuning while determining the final data
rate to be used. Figure 1-22 shows this full-duplex training and its associated messaging.

Figure 1-22 V.34 Phase IV Startup Procedure
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The TRN signal is a training sequence used to fine-tune the echo canceller and equalizer.
This is followed by a sequence of exchanged modulation parameters, known as the MP
signals. The modulation parameters sent between the modems are to be used for data mode
transmission and include such things as maximum call modem-to—answer modem data
signaling rate, maximum answer modem—to—call modem data signaling rate, and the trellis
coder selection. The MP’ signals are merely MP signals with the acknowledge bit set.
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The E signal is a 20-bit sequence that marks the end of modulation parameter exchange.
The last signal sent is B1, which is one data frame made up of scrambled 1s as its payload.
Because this is the first time the modem is sending information using all the selected
modulation parameters that will be used in data mode, this serves as a final test of the
connection. After this, regular user data transmission begins.

V.90 has a similar Phase IV negotiation as V.34. One main difference is that in V.90 there
are constellation parameters (CP) sent from the analog modem to the digital modem rather
than MP signals. These constellation parameters contain information such as the
downstream data signaling rate and the set of constellations.

Data Mode

The part of the call analyzed in this section is data mode. This is where Phase IV negotia-
tions have completed and the procedures and protocols to begin data transmission occur. At
this point of the call, several things can happen. Among them are the possible occurrences
of speedshifts/retrains as an adaptive tool that the modulation protocol uses as a means of
coping with the varying line conditions after the initial training. This is also the part of the
call that will involve negotiation of higher-layer protocols, such as error control and data
compression.

Retrains and Speedshifts

After the modems determine a final data rate, there is no guarantee that this will not change.
The connection can, and likely will, undergo a speedshift/retrain. The newer modulation
standards have made it mandatory for modems to support both of these.

A speedshift, also known as a rate renegotiation, is a relatively minor and quick procedure
used to change the data rate in either direction. It can be invoked by either modem and at
anytime after data transmission mode has begun. The shift in speed can be to a higher speed
(fall forward) for improved throughput when line conditions improve, or to a slower one
(fallback) when encountering impairments such as data errors and line noise. When a
speedshift is initiated, it essentially goes back through Phase IV negotiation again. It just
picks up at the TRN sequence, and then goes through the modulation parameter exchange
(MP), the terminating E signal, and the B1 test data frame. Figure 1-23 illustrates the
occurrence of a speedshift during a modem call. Note that just like in initial training, this
sequence will yield a new negotiated data rate.
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Figure 1-23 Speedshift During a V.34 Modem Call
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A retrain is a drastic measure that is a much longer and more involved process than a
speedshift. Just like a speedshift, a retrain can be requested by either modem at any time
and must be allowed by the other modem. Retrains occur for a variety of reasons, including
serious line impairments, drastic changes in line conditions, or when multiple, successive
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speedshifts are ineffective. If retrains occur at precise, regular intervals, this is usually
indicative of clock slips on a digital circuit in the modem transmission path.

Retrains require the modems to go all the way back to the beginning of Phase II (ranging
and line probing) and undergo the remainder of the startup procedure. Clearly, the amount
of time that data transfer is suppressed is much longer for a retrain than a speedshift.
Figure 1-24 highlights how a retrain is negotiated within a modem call.

Figure 1-24 Retrain During a V.34 Modem Call
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In the vast majority of cases, the initial connect speed reported for a call is not indicative of
the actual throughput for the call. Because the speaker on most modems is off after initial
training has completed, the potentially negative effects of retrains and speedshifts are
usually hidden from the user. Excessive retrains are especially pernicious and are commonly
a symptom of bad lines or serious problems in the transmission path.

Error Control

Figure 1-25

],

The modulation section discussed that Trellis coded modulation (TCM) added redundancy
to the data, so line noise produced lower error rates. This form of error control, known as
Forward Error Correction, is done during the modulation scheme and it is a part of the
training sequence. Virtually all protocols since V.32 (that is, V.34, V.90, and so on) have
such a form of error control embedded in the modulation itself.

The error control offered by TCM may reduce bit errors, but does not eliminate them
entirely. In addition to the error correction in the modulation protocol, modems may
optionally negotiate an error control (EC) protocol after modem training has completed.
This EC protocol running in an upper layer is necessary to guarantee reliable data transport
over a modem link.

Without EC, data is transmitted over the DCE link as it comes in on the DTE link. That is,
it will use asynchronous framing to send the data over the PSTN link. Remember that async
framing sends data as a 10-bit character at a time (that is, 8 data bits, 1 start bit, and 1 stop
bit). This overhead yields only an 80 percent channel efficiency.

If an EC protocol is used, the data between the modems is transported using synchronous
framing. This data is placed into link layer frames, as shown in Figure 1-25. Consequently,
EC allows for a much more efficient use of the bandwidth (that is, around 95 percent
channel efficiency). In addition, EC is required for data compression, which can yield even
greater throughput benefits.
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The two major EC protocols are Link Access Procedure for Modems (LAPM) and
Microcom Network Protocol Class 4 (MNP4). The standard used by most modems to
negotiate an error correcting procedure is ITU-T V.42. This standard designates LAPM as
the primary EC protocol, but optionally allows fallback to MNP4 if LAPM is not negotiated.
If neither EC protocol is negotiated, then async framing will be used.

NOTE LAPM is an HDLC variant and has the same basic HDLC frame format and frame types
used in Link Access Procedure on the B channel (LAPB), Link Access Procedure on the
D channel (LAPD), and other HDLC-based protocols. The section “Message Format
Overview” in the next chapter goes into more detail about HDLC.

After modems have completed training to their appropriate modulation, the V.42 LAPM EC
protocol may be subsequently established. This establishment process is divided into two
different phases: the detection phase and the protocol establishment phase. Figure 1-26
shows how the modems progress through these phases to set up a synchronously framed,
error corrected connection.

Figure 1-26 V.42 LAPM Protocol Negotiation
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The purpose of the V.42 detection phase is to determine whether the remote side supports
LAPM error correcting. This phase is undergone by modems that trained to an older
modulation that does not support V.8. There is a well-defined bit pattern, known as the
Originator Detection Pattern (ODP), that the LAPM originating modem sends to announce
that it can do LAPM. If the answering modem is V.42 capable, it responds with another bit
pattern known as the Answer Detection Pattern (ADP) indicating that LAPM EC protocol
will be used, or that no EC is desired. If the ADP is not detected within a prescribed amount
of time (T400 timer), the modem tries an alternate EC protocol (such as MNP4), if available,
or falls back to non-EC mode. The newer modulations that support V.8 skip the detection
phase altogether. The reason they do this is because they indicate the ability to do V.42 EC
in the CM/JM exchange of V.8.

When both modems have agreed that they support LAPM, they continue on to the protocol
establishment phase of V.42. The purpose of the protocol establishment phase is to negotiate
the operating parameters of the EC session and establish the EC session between the
modems. Figure 1-26 illustrated the message exchange in this phase. The central part of the
negotiation is the interchange of Exchange Identification frames (XID). The XID exchange
is used to negotiate the parameters of the V.42 EC session. Parameters such as frame length
(128 bytes by default), various timers, maximum retransmission counters, and so forth are
set here. Finally, the phase ends in the usual HDLC-like SABME/UA exchange to put the
EC session into a connected state.

When doing V.42, if LAPM is not negotiated or fails, there is the provision to allow the
modems to alternately negotiate MNP4 as the EC protocol. As Figure 1-27 shows, the frame
formats of MNP4 and LAPM differ, so they are not compatible with each other. Despite
this, they both share several basic things in common that make them EC protocols.

Figure 1-27 LAPM and MNP Frame Formats
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Both LAPM and MNP4 use a cyclic redundancy check (CRC) algorithm to detect bit errors.
In the case of LAPM, the sending modem adds the result of a 16-bit or 32-bit CRC
calculation as a 2- or 4-byte Frame Check Sequence (FCS) field to the end of the data frame.
When the receiving modem gets the data frame, it performs the same calculation. If the
results of the CRC calculation are not the same, this indicates a line error. Therefore, the
CRC algorithm is the error detection portion of the EC protocol.
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When errors are detected, both LAPM and MNP4 are able to retransmit the corrupted data
frames. This adds the error correction element to V.42. In the case of LAPM, when the
receiving modem has determined that there is a transmission error, due to the CRC result
comparison, it sends a reject frame (REJ) to the sending modem. This REJ allows the
receiving modem to request a retransmission of a range of corrupted frames. Optionally,
LAPM can also negotiate the ability to send a Selective Reject (SREJ) frame to request the
retransmission of the single frame that contained the error.

One benefit of having the EC protocol perform the error detection and correction is that it
doesn’t need to be delegated to higher-layer protocols. If no EC were negotiated, and async
framing were done on the DCE link, the next-layer protocol, such as PPP, would have to do
the error detection. Also, in that case, the error correction would come in the form of a TCP
retransmission. A TCP retransmission of an IP packet may be much more data than a single
HDLC frame. This means that recovering from a line error is typically much quicker if an
EC protocol is negotiated. Therefore, this is yet another reason why the effective throughput
is better for a connection with EC enabled on it.

Data Compression

Data compression is a means by which modems can increase their effective throughput for
a particular modulation. If EC is negotiated on a link, the modems may then optionally
negotiate a data compression method. Three data compression methods are widely imple-
mented by modems: V.42bis, V.44, and MNP5. Of the three, V.44 is normally preferred
because it usually yields better compression than the other two. The actual amount of
compression achieved always depends on the type and amount of data and the quality
of the link.

MNPS5 uses two types of compression: Adaptive Huffman Encoding and Run Length
Encoding. These two compression types are not discussed here because they are covered in
detail in the section “Modified Huffman” in the next chapter. Sending already compressed
data is counterproductive when using MNP5 because, based on the nature of the two
compression forms it uses, it will actually increase the size of the data if the data is already
compressed or highly random. MNP5 typically has a compression ratio of less than 2:1.

V.42bis is much more widespread than MNP5 and is optionally negotiated as part of V.42
LAPM EC protocol. The V.42bis compression session and its parameters are set in the XID
exchange of LAPM. Some of the parameters negotiated are number of codewords and
maximum string length.

V.42bis is based on a variant of the Lempel-Ziv compression algorithm that detects string
repetition on-the-fly. The algorithm allows the modem to dynamically analyze the incoming
data for repeated character strings and build a tree structure dictionary for these strings.
Indices to the repeated strings in the self-building tree dictionary are called codewords.
When the data is being transmitted, these much shorter codewords are substituted for the
repeated strings. This method allows for compression ratios of around 4:1.
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In addition to superior compression ratios, V.42bis has another significant advantage over
MNP5. V.42bis has two operating modes: compressed mode and transparent mode. The
controller doing the compression can gauge whether data compression is yielding an
improved throughput. If it determines that it is not, it switches from compressed mode to
transparent mode and sends out raw, uncompressed data. The controller continually
switches from compressed mode to transparent mode and back again as many times as
needed throughout the length of a call. Therefore, unlike with MNP5 when sending already
compressed data, V.42bis never yields less throughput than that of the original data stream.

V.44 is the latest modem compression standard released, and it is used in conjunction with
the V.92 modulation. Like V.42bis, it is also negotiated during the XID exchange of V.42
LAPM. It is based on another variation of the Lempel-Ziv compression algorithm. It has
slightly better compression ratios than V.42bis and is optimized for carrying HTML data.

In many cases, the DTE itself performs data compression (ZIP, RAR, JPG, and so on), and
this might appear to be a better alternative to modem compression. The question of whether
to use modem compression or the compression available with the DTE devices will depend
on the specific circumstances. DTE-based compression might appear to offer better
compression ratios because the speed between the DTE and modem will often only exceed
the carrier speed of the modem by a factor of two, thus limiting the usefulness of modem-
based compression. However, DTE compression might be limited by CPU issues that will
not scale as the number of modem connections increase per DTE device.

Call Disconnect

A modem can commence a graceful disconnect at any time after data mode is entered. It
can be done from the AT command interface (typically ATH), or a drop in DTR, or any other
reason that makes the modem go on-hook in an orderly manner. Such a disconnect can be
initiated by either the calling or the answering modem.

A normal modem disconnect is typically done by sending a disconnect frame. The type
of disconnect frame depends on the EC protocol that was negotiated. For V.42, a LAPM
disconnect frame (DISC) is used, whereas for MNP4 a Link Disconnect (LD) frame is used.

For calls with no EC or where the disconnect frame doesn’t arrive, is corrupted by noise, or
is incompatible, the modulation protocol itself can disconnect the call. Newer modulations
(that is, V.32bis, V.34, V.90, and so on) all support their own graceful disconnect procedure.
This procedure, known as cleardown, works much like a speedshift. As in rate renegotiation,
the disconnect initiating modem essentially goes back through Phase IV negotiations. The
difference being that in cleardown the MP signals have the “maximum call modem—to—
answer modem data signaling rate” and the “maximum answer modem—to—call modem
data signaling rate” fields set to 0. Therefore, as Figure 1-28 illustrates, a cleardown is
merely a speedshift to a 0 speed.
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Figure 1-28 V.34 Cleardown Sequence
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Summary

This chapter provides a meaningful look at core modem technology that will be applicable
when the discussion turns to modem calls going over an IP network. The beginning sections
are meant to clarify modem architecture and classifications. The middle of the chapter
delves deeper into the various protocols and standards that govern the communication and
negotiation between the modem and the host, and between two modems. The remainder of
the chapter takes a more practical approach and breaks down and details the component
parts of a modem call. This chapter is intended to give you a good working knowledge of
modem operation and serve as a building block to future discussions that reference this
material.






CHAPTER

How Fax Works

With the advent of IP telephony (IPT), fax technology became meshed with a transport path
quite different from a traditional public switched telephone network (PSTN) environment.
However, the basic rules and specifications of standard fax technology still apply to fax over
an IP network. This merging of an old and new technology makes it imperative for anyone
working with fax technology in today’s IPT world to have a fundamental grasp of basic fax
principles.

The focus of this chapter revolves around Group 3 (G3) fax technology and messaging. The
G3 fax standard ensures worldwide interoperability among fax devices from different
vendors. This chapter covers the following topics:

A Brief History of Fax: Provides a historical context to the evolution of fax
technology.

Fax Components: Explains the architecture of basic fax devices.
Group Classifications: Details the different fax group classifications.

Specifications and Standards: Discusses the industry standards that define fax
technology.

Fax Modulations: Specifies the modulation standards used in G3 fax calls.

Fax Messaging: Explains the phases and messages associated with a fax call. This
section also includes a complete fax call analysis, explanation of call timers, and
detailed coverage of the optional Error Correction Mode (ECM) and Super G3
features.

Page Encoding: Details the creation of a fax page image using scan lines and
discusses the three primary image encoding algorithms: Modified Huffman (MH),
Modified READ (MR), and Modified Modified READ (MMR).

Rarely seen features and options such as Group 4 (G4) faxing, color faxes, and nontradi-
tional G3 messaging scenarios are beyond the scope of this book. Only the pertinent areas
essential to understanding faxes in the complex world of IPT are given full coverage.
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A Brief History of Fax

Fax machines can trace their roots back to a patent issued in 1843 to the Scottish
clockmaker Alexander Bain (1811-1877). Bain discovered a way to transmit a two-
dimensional image as a series of electrical pulses across two wires.

The genius of Bain’s patent was the stylus mechanism used to scan the image. Building on
his knowledge as a clockmaker, Bain invented a stylus that was an electrically conductive
swinging pendulum. As the pendulum swung back and forth across a raised image on a
copper plate, electrical pulses were generated. In addition, each swing of the pendulum
moved the copper image up a small amount so that the pendulum was able to scan the entire
plate surface.

These electrical pulses were then sent across two wires to a receiving device that also
contained a pendulum. The receiving device’s pendulum was synchronized with the
sending device’s pendulum, which allowed the receiving side to generate an exact replica
of the original image using electrically sensitive paper. Figure 2-1 shows Bain’s original
drawing submitted as part of British patent 9745.

Although Bain’s facsimile apparatus patent was never realized as a working fax device
during his lifetime, the concepts and principles discovered by Bain are still found in fax
machines today. Bain’s stylus has been replaced by sophisticated electronic scanners, and
pendulums are no longer required for synchronization. However, images are still scanned
progressively, line by line, and sent across wires as electrical pulses. Bain was truly a man
ahead of his time, and even ahead of telephony pioneer, Alexander Graham Bell, who
would not patent his telephone until more than 30 years later.

In 1852, English physicist Frederick Bakewell demonstrated the first fax transmission at the
World’s Fair in London. Bakewell’s device was somewhat different from Bain’s in that it
used tinfoil-covered revolving drums for image transmission and reception. On the transmitting
side, the image was written on tinfoil with a nonconductive “ink” and wrapped around the
cylinder. On the receiving side, the image was drawn using an electrified stylus that
contacted chemically treated paper encircling the turning cylinder.

In 1862, L” Abbé Caselli legitimized Bain’s genius by successfully testing a fax apparatus,
the pantelegraph, that bore a remarkable similarity to Bain’s design. The pantelegraph was
alarge device made of cast iron that stood more than 6 feet tall. In 1865, it started operating
between Paris and Lyon and sent nearly 5000 facsimile transmissions in its first year.
Unfortunately, the pantelegraph was not commercially successful and subsequently fell
into disuse by about 1870.
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Figure 2-1  Alexander Bain’s Facsimile Apparatus, British Patent
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Notable improvements to fax technology by Elisha Gray and Dr. Arthur Korn moved fax
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technology closer to what we know today. Elisha Gray patented a handwriting transmission
system named the telautograph that was first demonstrated in 1893. What made Gray’s

telautograph so special was its ability to write on normal stationery paper. In 1902,
Dr. Arthur Korn demonstrated a photoelectric scanning system. Previously, all other fax
systems relied on some sort of stylus directly contacting the image, as first patented by

Bain. Korn’s invention allowed for an electronic eye to scan an image and create electrical
pulses based on the dark and light areas present on the image itself.

1. Figure 2-1 appears courtesy of “Alexander Bain, a most ingenious and meritorious inventor”
by Professor R. W. Burns, Engineering Science and Education Journal.
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From that point forward, fax technology started to take hold commercially and become a
viable method for the transmission of information such as pictures. Fax networks started
operating in the United States and Europe in the early 1900s, but access was somewhat
limited because the equipment was expensive. In addition, these first fax networks addressed
only a niche commercial market, such as news organizations. The progression of fax
technology from its initial conception to a common device that tens of millions of people
have in their homes and offices was slow considering that its invention preceded the
telephone. Not until the 1980s with the introduction of the G3 standard would faxing
become the ubiquitous technology that it is today.

Fax Components

A fax machine is fundamentally composed of a modem with an image scanner and printer
attached to it. The modem portion of the fax machine uses standard modulations to send
and receive images, and the scanner/printer function handles the input and output of fax
documents. More complicated and expensive fax machines provide better scanners and
printers and higher-speed modems. Figure 2-2 shows a simple overview of a fax machine.

Figure 2-2  Simple View of a Fax Machine
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Present trends are showing a decline in standalone fax machines. Fax functionality today is
being packaged in “all-in-one” devices that also include a scanner, printer, and copier. As
illustrated in Figure 2-2, combining a fax capability with these other functions is a natural fit.

Group Classifications

In the beginning, facsimile communication was achieved through proprietary solutions
with a dedicated use, such as sending and receiving pictures for newspapers. With the
evolution of fax groupings pertaining to varying standards, fax messaging has grown
rapidly, and interoperability is no longer a major issue.

An international standards body called the International Telecommunications Union
Standardization Sector (ITU-T) recognized the need for establishing transmission standards
that could be applied industry-wide for use by all fax devices. The results are (to date) four
different categories ranging from Group 1 to Group 4. These group designations are a quick
identifier for fax particulars such as the speed of the fax machine in question and basic
information about the device’s capabilities. Table 2-1 summarizes the official ITU-T fax
group classifications.

Table 2-1  [TU-T Fax Group Classifications

Transmission Time

Group Designation Relevant Specifications (8.5" x 11" page)
G1 (Group 1) ITU-T Recommendation T.2 6 minutes

G2 (Group 2) ITU-T Recommendation T.3 3 minutes

G3 (Group 3) ITU-T Recommendation T.30, T.4, and T.6 1 minute or less
G4 (Group 4) ITU-T Recommendation T.6, T.503, T.521, Less than a minute

T.563, T.72, T.62, T.62 bis, T.70, and F.161

Group 1 and Group 2 fax machines are older and not really used anymore. The main
problem with Group 1 fax devices was the absence of worldwide compatibility. The T.2
recommendation used for Group 1 fax defined a frequency of 1300 Hz for white areas on
the page and 2300 Hz for black. However, in North America, 1500 Hz was used for white
and 2300 or 2400 Hz for black. The different frequency usage by Group 1 faxes prevented
the interoperability of fax machines between different parts of the world.

Group 2 faxes resolved the Group 1 interoperability problem while increasing the speed
at which pages could be sent and received. Group 2 faxes were based off the ITU-T
Recommendation T.3 which specified a more efficient modulation scheme. This allowed
Group 2 faxes to send and receive pages about twice as fast as Group 1. Because of the
demands for even faster transmission speeds and a higher resolution, however, Group 2 fax
was eventually replaced by the current Group 3 standard.
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Group 3 or G3 is the most common fax machine type today and supports page transmission
speeds up to 14400 bps. Basically, any fax machine that is in use today on the PSTN is
Group 3 compliant. G3 faxes make use of ITU-T Recommendations T.30, T.4, and T.6

to ensure proper communication between all G3 fax devices. Note that the ITU-T T.30
specification that G3 is based on has evolved over the years. Enhancements such as color
faxing, higher resolutions, and faster modulation speeds have been added. These added
features should not affect G3 compatibility between different fax machines, but newer
features included as part of Group 3 faxing might not be available on older G3 fax devices.

Super G3 is an extension of the Group 3 classification, and it specifies transmission at V.34
speeds up to 33600 bps. Although Super G3 is not given its own official Group designation,
more and more fax machines are offering support for Super G3. Be aware that some fax
machine manufacturers may refer to Super G3 as SG3, high-speed faxing, or V.34 fax.
Super G3 is backward compatible with G3 so in a PSTN environment there should not
be any incompatibilities between Super G3 and G3 fax devices. The section “Super G3
Faxing,” later in this chapter, discusses Super G3 in more depth.

The last fax classification is Group 4, and this is used with fax devices that connect via
ISDN. Group 4 faxes are the fastest in terms of transmission speed, but they are also the
most expensive and not as common as G3 and Super G3. Group 4 fax devices are not
compatible with Group 3 devices.

Specifications and Standards

Because all modern mainstream fax devices adhere to the G3 classification, the standards
that make up G3 are the most relevant for discussion in this book. The three main ITU-T
recommendations that commonly define G3 are ITU-T T.30, ITU-T T.4, and ITU-T T.6.
The T.30 specification describes how fax devices communicate with one another, and T.4
and T.6 define how page information is encoded for transmission. Figure 2-3 illustrates the
use of the T.30, T.4, and T.6 protocols during a fax transmission.

The T.30 specification defines the exact protocol that fax devices use to communicate with
one another over a telephony network, and it is responsible for all the signaling and nego-
tiation that needs to occur before pages can be transmitted. With each fax call, both fax
devices must agree to myriad options before a page can be sent or received. Recommendation
T.30 handles all of this negotiation and continues to be involved as pages are acknowledged.
At the conclusion of the fax call, T.30 makes sure that a graceful disconnect occurs between
the fax devices.

The T.4 and T.6 specifications specify how the page information is encoded in a fax
transaction. When a fax page is scanned, it contains a large amount of information,
especially at the higher-resolution settings. This information needs to be transmitted as
efficiently as possible without any loss of page information.
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Figure 2-3  Recommendation T.30, T.4, and T.6 Protocols During a Fax Transmission
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Encoding schemes are compression algorithms that define how fax page information will
be communicated between fax devices. The three encoding schemes seen in G3 faxes are
Modified Huffman (MH), Modified READ (MR), and Modified Modified READ (MMR).
All of these encoding methods divide the page into horizontal lines, or scan lines, but MH
encoding is the simplest. MH counts the continuous groupings of black and white pixels in
each line, and then these are encoded. MR is a more complicated two-dimensional encoding
algorithm that defines a reference line and then encodes changes between the reference line
and the next line. Compared to MH, MR encoding can improve page compression by up to
50 percent.

MMR is defined in ITU-T Recommendation T.6 for G4 faxing (MH and MR are defined
in T.4), but it is also seen with G3 fax pages transmitted using Error Correction Mode
(ECM). ECM is an optional G3 fax feature that ensures the integrity of the fax page data
through the use of an error correction procedure. Other than a few notable differences, the
MMR encoding scheme is actually very similar to MR while offering further compression
of the fax page. The encoding schemes of MH, MR, and MMR are covered in more detail
at the end of this chapter.

Fax Modulations

Fax devices use multiple modulation schemes for communication. Many of these modulation
schemes may seem familiar because they are used by modems. You can learn more about
the concept of modulation, and read a discussion about common modem modulation types
in the section “Modulation” in Chapter 1, “How Modems Work.”
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Figure 2-4

Signal Strength

The ITU-T Recommendation V.21 is one of the first modulation standards created, and it is
used for all the messaging that occurs in a G3 fax transmission. Operating at 300 bps, the
low speed of V.21 ensures a more reliable communication between fax machines, particularly
over low-quality phone lines. Because the fax messages are small in size, the lower speed
does not significantly extend the transmission time of the overall fax communication.

V.21 employs a modulation type known as Frequency Shift Keying (FSK), which is
discussed in further detail in the section “Frequency Shift Keying (FSK)” in Chapter 1.

A voice-grade line typically allows frequencies between 300 Hz and 3400 Hz to pass, and
V.21 divides this frequency range into two channels. However, G3 fax calls are half duplex,
so only the second V.21 channel is implemented. Figure 2-4 shows an example.

FSK Modulation Used by Half-Duplex V.21
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The second channel of V.21 defines the nominal mean frequency as 1750 Hz. From this

base, V.21 then specifies the frequency values representing a binary 0 and 1. A binary 1

occurs at 1650 Hz (100 Hz below the nominal mean frequency) and a binary 0 occurs at
1850 Hz (100 Hz above the nominal mean frequency).

When the actual fax page is transmitted, a higher-speed modulation is used rather than V.21.
The V.21 speed of 300 bps is much too slow for the large amount of data that makes up a
fax page, so a faster speed is needed.

Fax machines may be capable of a few different modulations, and within each of these
modulations there are different speeds. Table 2-2 summarizes the common modulations
that are used in G3 fax calls.
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Table 2-2

Common Modulations Used in G3 Fax Calls

ITU Standard  Speeds (bps) Modulation Type

V.21 300 FSK (Frequency Shift Keying)

V.27 ter 2400, 4800 DPSK (Differential Phase Shift Keying)
V.29 4800, 7200, 9600 QAM (Quadrature Amplitude Modulation)
V.17 7200, 9600, 12200, 14400 TCM (Trellis Coded Modulation)

Fax machines always attempt to transmit their pages at the highest possible speeds, and the
V.17 standard, with a top speed of 14400 bps, provides the fastest page-transmission speed
for a G3 fax call. If both fax machines support V.17, this is the modulation that will be
attempted. If the faxes fail to train using V.17 at 14.4 Kbps, the fax devices try the next
fastest speed within that same modulation. Training is a process that occurs when fax
machines attempt to agree on the modulation that will be used for page transmission.

If V.17 is not supported by one of the fax devices, the sending device tries the next
modulation with highest possible speed. Similarly, if all the modulation speeds within V.17
failed to train, the sending device tries another slower modulation type, such as V.29.

Fax Messaging

If you’ve spent any time at all around fax machines, you’ve probably heard the tones and
chirping sounds that a fax machine makes when it starts talking to another fax device. Or
you may have heard the short beeping tone that plays when a fax machine mistakenly dials
a nonfax number. Sometimes this fax beeping tone is even left in voice mail as a message.
These sounds that are heard emanating from fax machines all have specific purposes and

they need to be understood, especially for anyone working with fax transmissions in [PT

environments.

Before diving into specific messages, it is important to take a broad look at what happens
when a document is passed between two fax machines. From a telephony perspective, a fax
call begins just like a voice call, with the fax device going off-hook and digits being passed
to route the call to the proper destination. On the receiving end, the call is answered by the
terminating fax machine. At this point, a negotiation occurs between the two machines.
Both machines have to agree on a number of parameters before the fax document can be
sent. These parameters include the enabling of error correction, the page resolution, the
modulation used for page transmission, and more. After the parameters are set in both
machines, the document can then be sent and received successfully. After the successful
page transmissions and confirmation messages, the fax call gracefully disconnects, and
both fax machines return to their on-hook, idle states.
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Phases of a Fax Call

To simplify the fax messaging process further, T.30 breaks down a fax call into five distinct
phases. Recognizing these phases assists you in further understanding the messaging that
occurs between two fax devices. Figure 2-5 summarizes these fax messaging phases.

Figure 2-5  Phases of a T.30 Fax Call
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Phase A is the call establishment phase. This includes the calling fax machine going off-hook,
dialing the answering fax machine, and playing the calling tone (CNG). More information
on the CNG tone is found in the section “CNG Tone” later in this chapter. The answering
fax machine rings and then answers the call with an initial answer tone known as the called
terminal identification (CED) tone. After the answer tone, fax negotiation begins and the
call enters Phase B. The CED tone is covered in detail in a later section titled “CED Tone.”

Phase B is known as the pre-message procedure. At this point, the fax negotiation occurs
before the page is sent. In reality, this negotiation is more of a capabilities exchange
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followed by the calling fax determining the parameters that will be used for the page
transmission to the terminating fax. Along with the identification of capabilities, Phase B
also includes modulation training and optional activities such as polling and terminal
identification. As soon as the fax page starts to be transmitted, Phase C begins.

Phase C is divided into two subphases, C1 and C2, and deals with the actual transmission
of the fax page information. Phase C1 is the in-message procedure and occurs at the same
time as the page transmission. This phase controls message signaling such as synchronization,
error detection and correction, and line supervision. Phase C2 is the actual message
transmission and this is typically covered by ITU-T Recommendation T.4. When fax pages
are being actively sent and received, the fax devices are in Phase C.

Phase D, the post-message procedure, includes information pertaining to end-of-message,
confirmation, multipage, and end-of-facsimile procedure signaling. After each page is sent,
the calling fax machine notifies the answering machine that the sending of page information
is complete and waits for a confirmation. The machines enter Phase D each time there is a
break or cessation of the fax page information. When there is no more page information to
be sent, the fax machines move to Phase E, the last phase in a fax transaction.

Phase E manages call release and the return of both fax machines to an on-hook, idle state.
A specific T.30 disconnect message (DCN) indicates the initialization of Phase E. After
Phase E is completed and the call is released, the fax machines are able to repeat these
phases for subsequent fax calls.

Message Format Overview

Figure 2-6

With the exception of certain signals that are nothing but single frequency tones, the T.30
messages used in communication between two fax devices consist of binary coded data.
From a high-level overview, this can simply be viewed as a preamble followed by the binary
data itself in the form of High-Level Data Link Control (HDLC) frame(s) as shown in
Figure 2-6.

Primary Components of a T.30 Fax Message

Preamble HDLC Frame(s)

A G3 fax preamble occurs every time new information is sent in either direction. The
preamble consists of repeated flag sequences that last for about one second. These flags
help condition the line so that the ensuing real data can pass without problems. If you’re
listening during a fax transmission, the preamble sounds like warbling tones through the
fax machine speaker. These preamble tones occur quite often because they precede any
HDLC frame or group of frames from either the sending or receiving side, usually
following short silence periods.
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Figure 2-7

At least one mandatory message contained in an HDLC frame will follow every preamble,
and in many cases optional messages in additional HDLC frames will also be present.
When optional T.30 messages are present, they precede the mandatory message and come
right after the preamble. All of this binary information (preamble and HDLC frames) is then
modulated using V.21 at a speed of 300 bps. An illustration of this concept is shown later
in Figures 2-12 and 2-16 when the specific fax negotiation messages are discussed in more
detail.

In addition to T.30 fax messaging, HDLC is the basis of many other data protocols, and its
frame format is straightforward. As illustrated in Figure 2-7, HDLC uses flags at each end
of the frame with an address, control, information, and Frame Check Sequence (FCS) field
in the middle.

HDLC Frame Format Overview

Flag

Address Control Information FCS Flag

ITU-T T.30 defines fixed values for the flag, address, and control fields of the HDLC frame.
These three fields are all 1 byte in length. The flag value is the common 7E or 0111 1110,
whereas the address field is always set to all Isor 1111 1111. The control field uses a value
of 1100 X000, where X is always set to 0 unless it is the final HDLC frame in a sequence,
in which case it is set to 1.

The 2-byte FCS field will vary for each HDLC frame. Often referred to as a cyclic redun-
dancy check (CRC), the FCS is a binary calculation using the bits that comprise the HDLC
frame minus the flags. Like a fancier version of the asynchronous parity bit, the FCS is an
error detection mechanism that helps to ensure that the HDLC frame is received error free.

With most of the HDLC frame fields set to fixed or calculated values, the information field
becomes the location where all the actual fax messaging occurs. As Figure 2-8 shows, the
information field in an HDLC fax frame is divided into two parts: the facsimile control field
(FCF) and the facsimile information field (FIF).

The FCF defines the type of T.30 message that is contained in the HDLC frame. This is an
8- or 16-bit field that is always at the beginning of the HDLC information field. Specific bit
patterns that appear in the FCF define each T.30 message type. For example, a digital
identification signal (DIS) message is represented by a pattern of 0000 0001 in the FCF
field. You can find a complete listing of the bit patterns used by each message in Section
5.3.6.1 of ITU-T Recommendation T.30. You can find ITU-T Recommendations at
http://www.itu.int/ITU-T/.

The FIF follows the FCF within the information field of the fax HDLC frame. The
parameters and capabilities defined for the FIF depend on what T.30 message type is
defined in the FCF. For example, if a DIS message is defined in the FCF, the parameters that
follow in the FIF are specific to that DIS message.


http://www.itu.int/ITU-T/
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Figure 2-8 FCF and FIF Fields Within a Fax HDLC Frame
Preamble HDLC Frame(s)
Flag Address Control Information FCS Flag
01111110 11111111 1100X000 01111110
FCF FIF
(Facsimile Control Field) (Facsimile Information Field)

Analyzing a Basic Fax Call

Although the phases of a fax call provide a general overview of how fax calls work, the next
step is to look into the actual T.30 messages and tones that make up these phases. Analyzing
a basic call is the easiest way to get acquainted with fax signals. Figure 2-9 illustrates an
example of a typical, two-page G3 fax transaction.

In Figure 2-9, the fax machine on the left is originating a call to the fax machine on the right.
The CNG and CED signals are simple tones that occur in the very beginning of the call.
These tones are followed by the T.30 messages that set up the parameters that will be used
for the message transmission. Other than the CNG and CED signals (which are just single-
frequency tones), all the other T.30 signals are modulated using V.21 at 300 bps; these are
shown as low-speed messages in Figure 2-9. Fortunately, the message contents are
relatively small, so the 300 bps speed used in the T.30 messages is adequate. The actual
message or fax page information is sent using a modulation of a much higher speed. The
exact modulation and speed is determined during exchange of the T.30 DIS and digital
command signal (DCS) messages. Using a V.17 modulation, normal G3 faxes can transmit
pages at 14400 bps.

The T.30 messages illustrated in Figure 2-9 are critical to every basic G3 fax transaction.
Now we’ll take an in-depth look at these signals along with some other important ones that
are not included in the figure.
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Figure 2-9  Two-Page G3 Fax Transaction
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High Speed
Fax Page Transmission

MPS (Multipage Signal)

Fax Page Transmission

EOP (End of Procedure)

CNG Tone
As the call is connecting, the originating fax machine starts playing a CNG or calling tone.
The CNG signal is simply an 1100 Hz tone that plays for half a second, and then repeats every
three seconds. As defined in the T.30 specification, it is permissible for the timing of the CNG
tone to vary by =+ 15 percent, and for the frequency to be within 38 Hz of the 1100 Hz value.
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The purpose of this tone is to notify the answering device or person that a fax machine is

originating the call on the other end. People who have had the unpleasant experience of a
fax machine mistakenly trying to continuously fax something to their house or office phone
are probably familiar with this tone.

The CNG tone has other functions, too. The tone lets the answering fax machine know that
the originating fax machine has a document to send and is awaiting a DIS to begin fax
negotiation. The CNG is also used by some multifunction devices to determine whether an
incoming call is fax or voice so that the call can be handled appropriately. Figure 2-10
illustrates the T.30 fax CNG tone.

Figure 2-10 7.30 Fax CNG Tone

1100 Hz

CNG CNG

| > | <—>
10551 3s 10581

CED Tone

When the terminating fax machine answers the call, it sends a called terminal identification
or CED signal. The CED signal is just a 2100 Hz tone that typically plays for about 3 sec-
onds. As defined in T.30, the CED tone is “a continuous 2100 Hz + 15 Hz tone for a duration
of not less than 2.6 s and not more than 4.0 s.” Figure 2-11 illustrates a T.30 fax CED tone.

Figure 2-11 7.30 Fax CED Tone

2100 Hz

CED

! 33s !

The purpose of the CED tone is to disable any echo suppressors that are in the call path.
The 2100 Hz CED tone defined in ITU-T T.30 is identical to the 2100 Hz tone defined in
ITU-T Recommendation G.164. The G.164 specification covers echo suppressors and their
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operation and details a 2100 Hz tone as the signal to disable echo suppressors on a line. A
G3 fax transmission requires that all echo suppressors in the fax path be disabled to prevent
distortion in the modulation.

This tone can easily be heard by calling a fax from any phone. The CED should be the first
tone that is heard, and it identifies the end device as a fax or a low-speed modem.

DIS, NSF, and CSI Messages

Unlike the preceding CNG and CED signals, the digital identification signal (DIS),
nonstandard facilities (NSF), and called subscriber identification (CSI) messages actually
contain data and are transmitted using the V.21 modulation.

These three messages occur after the receiving side answers the incoming call and plays the
CED tone. Each message is encapsulated in its own HDLC frame. The DIS message is the
most important of these messages, and the ITU-T T.30 specification considers it mandatory.
The NSF and CSI are optional, and all optional messages are transmitted before the
mandatory DIS message. Figure 2-12 illustrates the arrangement of the NSF, CSI, and DIS
frames.

Figure 2-12 NSF, CSI, and DIS Frame Arrangement

NOTE

NSF Csl DIS

Preamble (optional) (optional) (mandatory)

The DIS message contains the capabilities of the terminating fax device. Parameters such
as page modulation speed, image resolution, support of ECM, and page size are contained
within the FIF of the DIS message.

Figure 2-13 diagrams the basic DIS frame and highlights some of the important DIS FIF
bits. A comprehensive list of all the DIS FIF bits can be found in Table 2 of ITU-T Recom-
mendation T.30. The FIF bits just define the capabilities of the terminating fax device. They
let the originating fax device know what the terminating device can and cannot support. The
originating fax device then analyzes these capabilities and decides what parameters to use for
the fax transmission.

You can download ITU-T Recommendation T.30 from http://www.itu.int/rec/
T-REC-T.30-200509-1/.



http://www.itu.int/rec/T-REC-T.30-200509-I/
http://www.itu.int/rec/T-REC-T.30-200509-I/
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Figure 2-13 7.30 DIS Frame

Preamble N,SF C,SI DIS
(optional) (optional) (mandatory)

Flag Address Control Information FCS Flag
01111110 11111111 11001000 01111110
FCF - DIS
00000001 FIF-DIS

.- -7 ‘\
_-- - \

Important DIS FIF Bits

Bit Number Parameter
11,12, 13, 14 Modulation Capabilities
16 2-D Encoding Support (MR)
17,18 Scan Line Recording Width
19, 20 Maximum Recording Length
21,22, 23 MSLT (Minimum Scan Line Time)
27 ECM (Error Correction Mode)
31 T.6 Encoding Support (MMR)

The NSF or nonstandard facilities message allows fax capabilities to extend beyond what

is defined in ITU-T Recommendation T.30. By using a specific country and vendor or

terminal provider coding in the FIF field, a terminating fax device can signal that it is
capable of vendor proprietary messaging and features. Assuming that the originating fax

device is also enabled with this same capability, it will respond with a nonstandard facilities
setup (NSS), and the two machines will proceed into a proprietary mode of operation that

may deviate from the T.30 specification. Figure 2-14 illustrates the T.30 optional NSF

frame.
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Figure 2-14 T7.30 NSF Frame

Preamble NSF csl DIS
(optional) (optional) (mandatory)
Flag Address Control Information FCS Flag
01111110 11111111 11000000 01111110

FCF - NSF

00000100 FIF - NSF

Country Code Terminal Provider Code
1011 0101 0000 0000 0101 0001

(United States) (Telogy)

Within the FIF of the NSF, there are at least 2 bytes of data consisting of country codes and
terminal provider codes. The country codes are defined in ITU-T Recommendation T.35,
and the terminal provider codes are defined by national organizations outside of the ITU.
The sample NSF frame detailed in Figure 2-14 shows the country and provider codes set to
United States and Telogy, respectively. These are the default settings seen when the NSF
value is set by Cisco gateways.

Like the NSF, the CSI field is also optional. The purpose of the CSI is to identify the device
that is being called. Some fax machines display this value when it is received so that the
user can confirm their fax destination.

The CSI consists of 20 digits, and it should contain the full international phone number
of the device, which includes the + character, the telephone country code, area code, and
subscriber number. The exact binary encoding of these FIF values is defined in Table 3 of
ITU-T Recommendation T.30. However, it is common to see ASCII text in this field as an
alternative. Many fax devices support ASCII values in the CSI FIF, and this usually does
not cause a problem even though ASCII text is not defined in T.30. Figure 2-15 diagrams
the CSI frame format.
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Figure 2-15 T7.30 CSI Frame
NSF csl DIS
P |
reamble (optional) (optional) (mandatory)
Flag Address Control : Flag
01111110 1111111 11000000 Information Fes 01111110
FCF - CSI
00000010 el

Subscriber Number

DCS and TSI Messages

Figure 2-16

The digital command signal (DCS) and transmitting subscriber identification (TSI) messages
are typically seen as a response to the DIS message. Like the DIS message, the DCS
message is the important mandatory message, whereas TSI is similar to CSI and is optional.
Figure 2-16 shows the arrangement of the TSI and DCS messages following the fax
preamble.

TSI and DCS Frame Arrangement

TSI
(optional)

DCS

P |
reamble (mandatory)

The DCS message is transmitted by the originating fax device after it has analyzed the
capabilities specified in the DIS message. Because the originating fax machine already
knows its own capabilities, it can easily compare these settings with the settings received
in the DIS. The DCS message then commands the terminating fax to use specific parameters
for the fax transmission. The originating fax machine has the responsibility of commanding
the terminating fax to only use a setting or parameter that was listed as an option in the DIS
message.

The DCS FIF uses the same bits as the DIS FIF and these bit settings are defined in Table 2
of ITU-T Recommendation T.30. However, even with the same bits being used, the settings
might be somewhat different. For example, when looking at the modulation bits (11, 12,
13, 14), the DIS bit settings specify a modulation like V.17 or V.29. Meanwhile, the DCS
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can use the same bits to define a specific speed within that modulation, such as V.17 14400
bps or V.17 9600 bps. Figure 2-17 diagrams the T.30 DCS message and highlights some of
the important FIF bit settings.

Figure 2-17 T7.30 DCS Frame

Preamble T_Sl DCS
(optional) (mandatory)
Flag Address Control Inf ti FCS Flag
01111110 1111111 11001000 niormation 01111110
FCF - DCS
11000001 FIF -DCS
- - T “
- \
Important DIS FIF Bits
Bit Number Parameter
11,12, 13, 14 Modulation Capabilities
16 2-D Encoding Support (MR)
17,18 Scan Line Recording Width
19, 20 Maximum Recording Length
21,22,23 MSLT (Minimum Scan Line Time)
27 ECM (Error Correction Mode)
31 T.6 Encoding Support (MMR)

The optional TSI message carries the subscriber number of the originating fax device. Like
the CSI, this value is programmed into the fax device by the user, or in some cases there is
a default value already assigned. The terminating fax device may display the TSI information
for the user so that the identification of the device that is sending the fax can be confirmed.
Figure 2-18 illustrates the T.30 TSI message.

The T.30 specification defines other optional HDLC frames that can be sent along with
DCS other than TSI. This includes such frames as NSS, subaddress (SUB), and sender
identification (SID), among a few others. These optional frames are rarely seen; for
additional information on these frames, refer to Table 2-3 or Section 5.3.6.1.3 of ITU-T
Recommendation T.30.
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Figure 2-18 T7.30 TSI Frame

Preamble T_SI bCs
(optional) (mandatory)
Flag Address Control Inf ti FCS Flag
01111110 1111111 11000000 nformation 01111110
FCF - CSI
11000010 A=A

Subscriber Number

TCF, CFR, and FTT Messages

The training check frame (TCF) and confirmation (CFR) are the last transactions that occur
before the fax page transmission begins. Within the DCS message, a modulation and speed
has been sent to the receiving fax device. Both fax devices are now prepared for a test
sequence pattern of all Os sent for 1.5 seconds using the modulation and speed specified
in the DCS message. This test pattern of all Os is known as the TCF and is sent by the
originating fax machine. Unlike most other T.30 messages, it does not use an HDLC frame.

If the test pattern is received with little or no errors, the receiving fax machine sends a CFR
response. Otherwise, a failure to train (FTT) message is sent. Upon receipt of a FTT, the
originating device resends the DCS to retry the same training speed again, fall back to a
slower speed within the same modulation, or even try a different modulation. The originating
device then sends the TCF again using any new modulations or speeds dictated by the DCS.
This process repeats itself until the receiving fax device gets a clean TCF and responds with
a CFR. Figure 2-19 demonstrates a retraining and fallback scenario between two fax
machines. In this scenario, notice that the originating fax machine even repeated trainings
at 4800 bps and 2400 bps in an effort to get a successful TCF through.
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Figure 2-19 Fuax Retraining and Fallback Scenario
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The TCFs make sure that the transmission path can handle the modulation and speed before
actual page data is sent. If the TCF can be sent across the transmission path cleanly, then
usually the fax page data transmits clean, too, with little or no errors.

Both the CFR and FTT messages use HDLC frames, but they contain no FIF. Only the FCF
identifying the message as a CFR or FTT is present. This occurs because these messages
are used only to validate the TCF, and no additional information is necessary. Figure 2-20
diagrams a T.30 CFR frame.

Figure 2-20 7.30 CFR Frame

Preamble CFR
Flag Address Control - Flag
01111110 1111111 11001000 Information Fes 01111110
FCF - CFR
00100001

MPS, EOP, EOM, MCF, RTP, RTN, and DCN Messages

After the first page has been sent using the modulation specified in the DCS, the page
information is followed by a multipage signal (MPS) message. Like the rest of the T.30
messages, MPS is sent using the 300 bps V.21 modulation even though it immediately
follows the higher-speed page data. MPS informs the receiving device that the page is
completed and that the sender is waiting for a confirmation message before transmitting the
next page.

Instead of the MPS, there could be an end of procedure (EOP) message following a fax
page. This message lets the receiving fax device know that the preceding page is complete
and that there are no further pages or other documents to be sent. The originating side is
ready to disconnect the call after this page has been confirmed.

A less-used signal called end of message (EOM) can also be used in place of an MPS or
EOP to indicate that a renegotiation of settings is required. This message is most commonly
seen when the next page is of a different page resolution than the preceding page.
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After receiving a fax page and an MPS or EOP message, the terminating fax device has a
few common messages with which to reply. Usually the response is a message confirmation
(MCF). MCF indicates that the previous page was received satisfactorily and that the
receiving device is ready for additional pages.

If the page is received with some errors, usually a retrain positive (RTP) or retrain negative
(RTN) message is sent rather than the MCF. RTP does indicate that the page was received
satisfactorily but that there were probably some issues or small errors not severe enough to
warrant a resending of the entire page. Instead, perhaps, retraining to possibly a different
modulation will remedy any problems or errors for subsequent fax pages.

An RTN response means that the page was not received satisfactorily and a retrain must take
place before further page information can be sent. Ideally, the page that was not received
satisfactorily should be re-sent. However, this does not always happen because not all fax
machines buffer the faulty page, making it impossible for this page to be retransmitted. In
addition, even if the faulty page is re-sent, a mechanism does not exist for the receiving side
to know whether the page following an RTN is a retransmission. Therefore, you might find
inconsistencies in the ways that different fax machine vendors handle RTN messages.

Fax devices typically have predefined error thresholds for determining when an RTP or RTN
message needs to be sent. The main type of error that is tracked is the number of invalid
scan lines. When the number of bad scan lines for a page reaches the RTP or RTN threshold,
one of these messages is triggered. These thresholds may be configurable on some fax
devices, but they are usually preset to vendor-specific values and are not changeable.

The disconnect, or DCN message, is the last message seen in a fax transaction and indicates
the initiation of Phase E, call disconnect. A response or acknowledgment is not needed for
this message. This message signifies a graceful disconnect to the fax call, and both sides
prepare for a new fax transaction by returning to an on-hook state.

Like the FTT and CFR messages, the MPS, EOP, MCF, RTP, RTN, and DCN message
frames do not contain an FIF. Varying FCF values are the main criteria that distinguish these
messages from one another. Figure 2-21 illustrates the common frame format shared among
the MPS, EOP, MCF, RTP, RTN, and DCN messages.
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Figure 2-21 T7.30 MPS, EOP, EOM, MCF, RTP, RTN, and DCN Frames

Other T.30 Messages

Table 2-3

Table 2-3 provides a comprehensive list of the G3 fax messages defined in the T.30

{}

Message Type Format

MPS X111 0010
EOP X111 0100
EOM X111 XXXX
MCF X011 0001
RTP X011 0011
RTN X011 0010
DCN X101 1111

Preamble HDLC
Frame
Flag Address Control " Flag
01111110 1111111 11001000 Information Fes 01111110
FCF

Recommendation dated September 2005. Although many of the messages in Table 2-3 have
already been discussed earlier in this chapter, many more have not been specifically addressed
because they are rarely used. All are mentioned here for completeness and as a reference in
case you ever encounter them.

Comprehensive Listing of Fax T.30 Messages

Message or Signal

Description

CNG (calling tone)

An 1100 Hz tone for 0.5 second duration occurring every
3 seconds. Indicates a calling nonspeech terminal.

CED (called terminal identification)

A 2100 Hz tone lasting between 2.6 seconds and 4.0
seconds that occurs when a called fax device answers.
Disables echo suppressors in the transmission path.

continues



78 Chapter 2: How Fax Works

Table 2-3  Comprehensive Listing of Fax T.30 Messages (Continued)

Message or Signal Description

Initial Identification: Messages from the called to the calling terminal

DIS (digital identification signal) Contains the capabilities of the called fax device.
Includes important parameters such as modulations, page
resolutions, page compressions, and ECM ability.

CSI (called subscriber identification) ~ An optional signal sent along with the DIS that indicates
the identification (usually the international phone
number) of the called fax terminal.

NSF (nonstandard facilities) An optional signal sent with the DIS that notifies the
calling device of the ability to handle proprietary vendor
encodings beyond what is defined in T.30.

Command to Send: Messages from the calling terminal wanting to be a receiver of
fax information (also referred to as polling)

DTC (digital transmit command) Like a DCS message, this is a command response to a
DIS that defines the parameters that will be used for the
fax transaction.

CIG (calling subscriber identification) Optional message that indicates the identification of the
calling terminal. Functionally similar to TSI.

NSC (nonstandard facilities Optional message response to an NSF. Signals the ability

command) to handle proprietary vendor encodings beyond what is
specified in T.30.

PWD (password) Optional message used as a password for the polling
mode.

SEP (selective polling) Optional message that defines a subaddress for the
polling mode or identifies a specific document number.

PSA (polled subaddress) Optional message that defines a subaddress for polling.

CIA (calling subscriber Internet Optional message that defines an Internet address for the

address) calling fax device.

ISP (Internet selective polling Optional message that defines an Internet address for the

address) calling device in polling mode.

Command to Receive: Messages from the transmitter to the receiver

DCS (digital command signal) Mandatory message that defines the parameters for the
fax transaction.

TSI (transmitting subscriber Optional message that identifies the calling terminal. It is
identification) usually the subscriber number of the calling device.
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Table 2-3  Comprehensive Listing of Fax T.30 Messages (Continued)

Message or Signal

Description

NSS (nonstandard facilities setup)

Optional message sent as a response to an NSC or NSF
signal. Used in setting up proprietary encodings beyond
what is defined in the T.30 specification.

SUB (subaddress)

Optional message that specifies additional addressing or
routing information for the terminating destination.

SID (sender identification)

Optional message that allows for the specification of a
user-configured sender identity.

TCEF (training check)

A modulated series of all Os sent as a test to verify the
transmission path before transmitting the actual page
information.

CTC (continue to correct)

Only used with ECM. A response message sent after the
fourth PPR message indicating that the transmitter will
continue to correct the previous message.

TSA (transmitting subscriber Internet
address)

Optional message that details the Internet address of the
transmitting device. Used only when Internet capabilities
were previously set in the DIS.

IRA (Internet routing address)

Optional message specifies an Internet address that can
be used to provide additional routing information for
gateways. Only sent if bit 102 in DIS/DTC is set.

Premessage Response Signals: Messages from the receiver to the transmitter

CFR (confirmation to receive)

Message that confirms the premessage procedure and the
TCF. Page data can now be sent.

FTT (failure to train)

Message that rejects the TCF and requests a retrain.

CTR (response for continue to
correct)

An ECM message that is the response to a CTC that
indicates that the receiving device accepts the contents
included with the CTC message.

CSA (called subscriber Internet
address)

Optional message sent along with CFR that specifies the
called device’s Internet address. Only sent when Internet
capabilities in DCS are enabled.

Post-Message Commands: Phase D messages from the transmitter to the receiver

EOM (end of message)

Indicates the end of a fax page and a return to Phase B.

MPS (multipage signal)

Indicates the end of a fax page and a return to Phase C.

continues
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Table 2-3  Comprehensive Listing of Fax T.30 Messages (Continued)

Message or Signal

Description

EOP (end of procedure)

Indicates the end of the fax page and that there is no
further information to be sent. Proceed to Phase E.

PRI-EOM (procedure interrupt-end
of message)

Same as an EOM message along with the additional
request of operator intervention.

PRI-MPS (procedure interrupt-
multipage signal)

Same as the MPS message along with the additional
request of operator intervention.

PRI-EOP (procedure interrupt-end
of procedure)

Same as the EOP message along with the additional
request of operator intervention.

EOS (end of selection)

Optional message used in conjunction with SEP to
indicate the end of the selected document.

PPS (partial page signal)

Indicates the end of a page or partial page of information
during ECM.

EOR (end of retransmission)

Indicates the end of retransmission of error frames for the
previous partial page during ECM.

RR (receive ready)

Indicates receiver status and flow control during ECM.

Post-Message Responses: Phase D messages from the receiver to the transmitter

MCF (message confirmation)

Indicates satisfactory message reception and that
additional information may follow.

RTP (retrain positive)

Indicates satisfactory message reception and that
additional information may follow but only after a
retraining.

RTN (retrain negative)

Indicates that the preceding message has not been
received satisfactorily. A retraining is needed before
further information can be sent.

PIP (procedure interrupt positive)

Indicates that the previous message has been received
and that operator intervention is needed before further
transmissions are possible.

PIN (procedure interrupt negative)

Indicates that the previous or in-process message was not
received satisfactorily and operator intervention is
needed before further transmissions are possible.

PPR (partial page request)

Indicates that there are errors in the previous partial page
during ECM. The frames specified must be re-sent.

RNR (receive not ready) Indicates that the receiver is not ready for more data
during ECM.
ERR (response for end of Response for the EOR message.

retransmission)
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Table 2-3  Comprehensive Listing of Fax T.30 Messages (Continued)

Message or Signal Description

FDM (file diagnostics message) Optional message that can be used in place of MCF when
binary file transfers are being sent.

Other Line Control Signals: Messages for handling errors and maintaining control
of the connection

DCN (disconnect) Indicates call release and the beginning of Phase E. No
response is required.

CRP (command repeat) Optional message indicates that the previous command
was received in error and it needs to be retransmitted.

FNV (field not valid) Optional message indicates that one of the following
messages is not accepted or is invalid: PWD, SEP, SUB,
SID, TSI, PSA, or secure fax signal.

TNR (transmit not ready) Optional message available in flow control mode that
indicates the transmitter is not ready.

TR (transmit ready) Optional message available in flow control mode that
requests the transmitter status.

Understanding Error Correction Mode

Initially found on more expensive fax machines, ECM is a feature that is found increasingly
more often on today’s fax devices. Defined by ITU-T Recommendation T.30 Annex A,
ECM ensures a much higher level of fax page data integrity than what is consistently
achieved on non-ECM G3 fax transactions. Whereas normal G3 fax transactions typically
present a fax with acceptable quality, ECM usually guarantees near perfect quality.

The ECM feature is negotiated at the beginning of a fax call during the DIS/DCS message
exchange. If both the sending and receiving fax devices support ECM, it is typically used
during the fax call. If either device does not support or agree to ECM, the fax transaction
will proceed as a normal G3, non-ECM call. This allows fax devices that support ECM to
be compatible with other fax devices that do not support the feature.

During a non-ECM fax transaction, the error checking and error correction ability is
limited, which allows for errors to corrupt the fax page data. The errors can come from a
number of sources but are usually caused by impairments in the transmission path. If the
number of errors is too great, an RTN message is usually sent by the receiving fax device.
However, this RTN message does not guarantee that the corrupted page will be re-sent.
Page errors during a non-ECM fax call are not usually corrected, as evidenced by received
fax pages that suffer from poor quality.
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When a non-ECM fax page suffers from poor quality and contains errors, you will see
portions of the text on the page that are unreadable and distorted because bad scan lines
cannot be resolved into meaningful information. The text on the page may also appear
condensed or bunched up, or white horizontal streaks might be seen correlating with the
bad scan lines.

ECM fax calls, on the other hand, have a method for accurately detecting and correcting
errors in the fax page data. Each fax page is divided into one or more blocks of data. Within
each of these blocks are HDLC frames that contain an FCS value to help ensure the integrity
of the data. When the answering fax machine receives the block, it uses the FCS value to
checksum each frame so that it can request a retransmission of any frames that contain
errors. This retransmission process usually continues until all pages are correct or until the
fax machines give up. Because of ECMs tenacity at getting pages sent correctly, faxes may
take longer and sometimes not even complete. Most fax machines automatically redial if a
fax transmission does not make it through. ECM relies on this automatic redial to try again
at another time when there will be an opportunity for a better-quality connection.

Compared to a non-ECM fax call, ECM has the advantage of ensuring that page information
is received error free. This is obviously important for transmissions such as legal documents
containing small fonts. However, ECM faxes might take a long time or never complete in
conditions where there are a lot of errors in the transmission path. You can see these kinds
of conditions with poor-quality PSTN connections. If it is important to get the fax through
quickly and having occasional page errors is acceptable, a non-ECM fax call might be
advantageous. For these types of situations, most fax machines that support the ECM
feature also include a means for disabling it.

ECM Call Analysis

Conceptually, an ECM fax call is almost identical to a non-ECM call. The important
principle regarding ECM is that a fax page is broken into partial pages or blocks of a fixed
size; it may take multiple partial pages or blocks to send a single fax page.

Figure 2-22 shows a two-page fax transaction using ECM. The first page is broken into two
blocks while the second page fits into one block. Each block or partial page is followed by
a partial page signal (PPS) message. A PPS-NULL message follows any partial page that

is not the last block for a page. The last page block is followed by a PPS-MPS. For the final
block of the last page, a PPS-EOP message signals that there are no further pages to be sent.
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Figure 2-22 Two-Page Fax Transaction Using ECM
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The partial page transmissions shown in Figure 2-22 contain the actual fax page data, which
is commonly referred to as fax coded data (FCD). The FCD is simply HDLC frames of a
64-or 256-byte size that also contain an FCF and a frame number. These HDLC frames are
streamed at the negotiated high-speed modulation until the entire partial page or page block
has been sent. At the end of the block, the low-speed, V.21-modulated PPS is found.

The partial page request (PPR) message is also occasionally seen in an ECM call flow.

A PPR message details the specific portions of a partial page that contain errors. Upon
receiving a PPR message, the transmitting device learns what errored portions of the partial
page to resend. This prevents the retransmission of the entire block while ensuring that all
the fax page data is received accurately. Figure 2-22 demonstrates how PPR works in an
ECM call flow.

Notice in Figure 2-22 that the last page of the fax transaction is received with some errors.
PPR is sent to the transmitter requesting a retransmission of the portion of the partial page
that is corrupted. This corrupted portion of the block is then retransmitted using another
partial page message. No errors are detected in the retransmission, and the partial page is
confirmed, followed by a DCN.

PPS and PPR

Figure 2-23 illustrates an ECM PPS message. Unlike a typical T.30 message, the main
distinguishing characteristic of the PPS message is the presence of a second FCF. You might
have noticed in Figure 2-22 that PPS messages appear as PPS-MPS or PPS-EOP. The first
FCF indicates the PPS message type, whereas the second FCF details an extension to the
PPS message such as NULL, MPS, or EOP. Many of the values in the secondary FCF are
identical to what is seen in a non-ECM fax call, and they also have the same meaning. For
example, a PPS-MPS message and an MPS message are functionally equivalent, except that
one follows a full page in a non-ECM call and the other follows a partial page when ECM
is enabled. Both of these messages inform the receiving side that this page or partial page
is complete and that additional page data will be sent pending a confirmation.

Like many other T.30 messages, there’s no FIF as commonly seen in the DIS and DCS
messages. However, instead of just an FCF by itself, the PPS message has three additional
fields

® Page Counter(PC): Indicates the current page number
® Block Counter(BC): Indicates the block number within that page

® Frame Counter (FC): Specifies the total number of frames within the block
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Figure 2-23 7.30 PPS Frame
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The frames that the FC refers to are HDLC frames full of page data. Each HDLC frame is
either 64 or 256 bytes depending on what is specified in the DCS message. Up to a maximum
of 256 of these HDLC frames form a block with FC notating the exact number. If the page
data requires more than 256 HDLC frames or 1 block, multiple blocks or partial pages are
sent. By dividing the page data into blocks made up of HDLC frames, ECM takes advantage
of HDLC’s CRC function to verify small segments of page information. This provides more
detailed error detection while preventing a full-page retransmission when error correction
is necessary.

A PPR message occurs during an ECM fax transaction when there are errors in a partial
page. The receiving device uses the PPR message to notify the transmitting device of the
HDLC frames that have errors. The transmitting device then retransmits the HDLC frames
specified by the PPR message. Figure 2-24 illustrates the PPR message format.
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Figure 2-24 T7.30 PPR Frame
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The PPR frame format contains the standard 1-byte FCF followed by a 256-bit FIF. The

256 bits in the FIF correspond to the 256 HDLC frames that were just received in the pre-
ceding partial page. Any frames that were received with errors are flagged by setting the

corresponding PPR FIF bit to 1. HDLC frames that were received correctly have a bit

setting of 0. Implementing this error correction methodology allows ECM to easily notify
the sender of corrupted frames. These frames are then re-sent by the originating fax device

before proceeding to the next partial page.

Important G3 Timers

Table 2-4 defines the basic T.30 message timers for G3 faxing. These timers are used in
error recovery and to make sure that the fax transaction never gets stuck in a hung state.
In calling scenarios involving international connections or satellite hops, fax calls may

experience a delay that is high enough to cause certain timers to expire.
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Table 2-4  T.30 Protocol Timers

Timer Value Description

TO 60 = 5 sec Amount of time a calling fax machine waits for an answer from the
terminating side. Usually a CED or DIS stops this timer.

T1 35+ 5 sec Amount of time a fax device attempts to identify the other fax device.
This timer is active during the DIS/DCS negotiation.

T2 6+ 1 sec Amount of time a fax device waits to receive a command. This timer
also detects the loss of command/response synchronization.

T3 10 £ 5 sec Amount of time a fax device alerts an operator after a procedural
interrupt.

T4 3sec+ 15% Amount of time a fax device waits for a response to a sent message.

T5 60 + 5 sec Amount of time a transmitting fax device waits for a busy condition on

the receiving fax device to clear. This timer is only used during ECM.

All the timers are important, but the T4 timer with its low three-second value is more
susceptible to network delay than the other timers. When this timer expires, message
retransmissions and possible call failures can occur. Therefore, understanding the function

of this timer is important.

Figure 2-25 demonstrates a scenario where the T4 timer expires. In this example, the
terminating fax answers the fax call by sending a DIS signal. When a response to this DIS
message is not received before the T4 timer expires, the DIS message is repeated. Typically,
a fax device repeats a message three times before disconnecting the call.
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Figure 2-25 T4 Timer Expiration
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Super G3 Faxing

Defined in ITU-T Recommendation T.30 Annex F, the Super G3 fax classification is a high-
speed alternative to a G3 fax call. Whereas G3 has a maximum page transmission speed of
14.4 Kbps, Super G3 can transmit at speeds up to 33.6 Kbps using the V.34 modulation.
Consequently, Super G3 faxing is also called V.34 faxing. The V.34 modulation is covered
in detail in the section “Modem Call Analysis” in Chapter 1.
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Comparison of SG3 and G3

Table 2-5 shows the key differences between SG3 and G3. Many of these differences occur
right at the start of the call. First, the answer tone by the receiving fax device is an ANSam
tone, not a CED. Second, the initial setup message sent during an SG3 call startup is a V.8
Calling Menu (CM), whereas a G3 fax call issues a DIS along with optional NSF and CSI
messages. And finally, the Super G3 call using V.34 initializes a low-speed control channel
for the fax messaging and a high-speed primary channel for transmitting page information;
a G3 fax call uses the same channel for fax messaging and page transmission.

Table 2-5  Key Differences Between G3 and Super G3

Difference G3 Super G3
Answer tone CED (2100 Hz) ANSam (2100 Hz amplitude modulated
with phase reversals)

Initial setup message DIS with optional NSF  Calling Menu (CM)
and CSI

Communications channels 1 channel (used for T.30 2 channels (a low-speed control channel
messaging and page for T.30 messaging and a high-speed
transmission) primary channel for page transmission)

ECM Optional Mandatory

TCEF training signal Required Not applicable

Additional differences between Super G3 and G3 involve the ECM feature and the TCF
signal. Whereas ECM is an optionally negotiated feature for a G3 fax call, Super G3
mandates that ECM be enabled. The TCF message in G3 is a training signal that verifies
the transmission path before the fax page is sent. However, during a Super G3 call, the TCF
message is not necessary because V.34 initializes and verifies the primary channel used for
page data along with the control channel when the call is first set up. For additional
information on V.8, CM, and V.34 modulation, refer to the section “Phase I: Network
Interaction” in Chapter 1.

Super G3 Call Analysis

Figure 2-26 shows a Super G3 fax call from beginning to end. As soon as the call connects,
the V.8 message procedure begins, including the ANSam and the calling menu/joint menu
or CM/JM exchange. The JM message is simply a response to the CM that contains the
terminating fax machine’s capabilities. This first phase of the V.34 initialization along with
the other V.34 phases were discussed previously in the section “Modem Call Analysis” in
Chapter 1.
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Figure 2-26 Super G3 Fax Call
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Upon the completion of the V.8 procedure, Phases 2 through 4 of V.34 occur. Included in
these V.34 phases are procedures such as line probing, equalizer training, and modem
parameter exchange. The most important event that occurs here is the setup of the control
channel and the primary channel. The control channel handles the T.30 fax messaging, and
the primary channel handles the high-speed transmission of the fax page data.
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With V.34 initialized, the rest of the fax messaging matches a regular ECM fax call as
discussed in Figure 2-23. The only difference is the absence of the TCF, which is not needed
because the primary channel synchronization is handled by V.34 outside of the data channel
messaging.

Page Encoding

G3 faxing is a digital process. Therefore, before transmission, the page information is
digitized by the fax device’s scanner. First, the page is divided into horizontal lines known
as scan lines. The scanner then moves across each line and based on the brightness level
creates black and white picture elements (pixels). The typical scan line has 1728 pixels.

The terms pixels per inch (ppi) and dots per inch (dpi) are often used interchangeably when
discussing fax pages. Technically, however, dpi refers to the output of an image by a printer,
whereas pixels correspond to scanned images.

Fax devices can usually send and receive at multiple resolutions. The two most common
are normal or standard resolution, which is 200 x 100 dots per inch (dpi), and fine resolu-
tion, which is 200 x 200 dpi. At the fine resolution setting, a scanned 8.5 x 11 inch page has
1728 x 2200 pixels. Figure 2-27 illustrates the scan line concept and how each scan line is
constructed of black and white pixels. Scan lines are created traveling from left to right and
top to bottom.

Figure 2-27 Fuax Page Scan Lines
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Continuing with the 200 x 200 dpi example shown in Figure 2-27, the number of pixels that
will constitute a full page is 3,801,600. With each pixel represented by 1 bit, this equates to
more than 475 KB. Even when sending all of this information at the fastest G3 fax speed
of 14.4 Kbps, it will take well over four minutes to transmit this size page. If even more
detailed resolutions are used, the amount of transmission time increases greatly.

Fortunately, every exact bit that makes up a page is not transmitted. There are a few options
available for compressing the binary page information. The first and most commonly
supported option is Modified Huffman (MH). All G3-compatible fax devices must support
MH encoding.

Another option is Modified READ (MR). MR offers a more advanced compression than
MH and is more efficient even though it employs MH principles. The third compression
option is Modified Modified READ (MMR). MMR requires error-free communication, but
it typically offers the best compression. Table 2-6 gives a quick comparison between the
three different encoding types and subsequent sections discuss each type in more detail.

Table 2-6  Comparison of MH, MR, and MMR Page Encodings

Encoding

Characteristics MH MR MMR

Compression Efficiency Good Better Best

(for an 8.5 x 11 page of

text)

Specification (ITU-T T.4 T4 T.6

Recommendation)

Dimensional coding 1-D 2-D Extended 2-D

type

Compression algorithm ~ Combination of Superset of MH that More efficient
Huffman and Run exploits the similarities MR-based encoding
Length Encoding between successive lines

ECM required No No Yes

Modified Huffman

MH is a combination of Huffman and Run Length Encoding types. Developed by David
Huffman in 1952, Huffman coding specifies that short bit representations should be used
for the most commonly occurring characters. So, the binary coding used to identify a
character is inversely proportional to that character’s frequency.

Using the alphabet as an example for Huffman encoding, commonly used letters such as T
and E would be assigned a smaller bit pattern compared to letters that are rarely used such
as X and Z. In the fax encoding world, there are groups of black and white pixels that make
up a scan line. Applying Huffman encoding, commonly repeated black and white pixel
groupings are given smaller bit representations.
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NOTE

Run Length Encoding (RLE), one of the simplest of all compression algorithms, takes
advantage of repetitive data. These consecutive data values are broken into groupings known
as runs and replaced with a count number and a value. Fax page images contain many runs of
alternating black and white pixels that are a perfect fit for RLE. A simple but efficient
encoding algorithm is achieved when RLE is combined with Huffman coding principles.

MH encoding uses special coding tables to compress the bits that compose a scan line.
Detailed in ITU-T T.4, these tables are divided into two groupings, terminating codes and
make-up codes.

You can download ITU-T Recommendation T.4 from http://www.itu.int/rec/T-REC-T.4/.

Terminating codes address white and black run lengths from 0 to 63 bits with each scan line
always beginning with a white run. If the scan line happens to start with a black pixel, a
white run length of 0 is coded at the start of the scan line. Figure 2-28 provides an example
of how a scan line is coded using MH.

Figure 2-28 MH Coding Example
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Because the terminating code tables only cover run lengths of less than 64 bits, make-up
codes address longer run lengths. Make-up codes are defined for black and white runs in
multiples of 64 bits, and they always precede the terminating codes.

For long run lengths, a scan line is first represented by the make-up code that is equal to
or less than the required pixel run. The terminating code then follows the make-up code,
addressing the difference in pixels between the required run length and the run covered
by the make-up code. Figure 2-29 illustrates the coding of a pixel run that requires a
make-up code.

Figure 2-29 MH Scan Line Encoding Using a Make-Up Code
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In addition to the scan line pixel information captured using the MH encoding method,
additional bit patterns are needed to form a complete, transmittable scan line. One of these
patterns is the unique end of line (EOL) bit sequence; the other is an optional fill pattern.
Figure 2-30 shows how scan lines are composed of data, fill, and EOL bit segments.
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Figure 2-30 Scan Line Data, Fill, and EOL Segments
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The EOL pattern designates the end of a scan line. Consisting of eleven Os followed by a
1 (000000000001), the EOL is a unique sequence that is never found within the actual scan
line data. When a receiver encounters an EOL, the current line is ended and the next one
below it starts. In addition, because EOL also allows for the decoding of each line indepen-
dently, errors affecting a single line are not propagated to other scan lines.

At the end of the fax page, a series of six consecutive EOL patterns occur. Known as a
return to control (RTC) signal, these EOLs serve as notification that the fax page has ended
and that post-page messaging will now be sent using the V.21 modulation as specified

in T.30.

The EOL is also the required pattern that serves as the beginning of the fax page. Figure 2-31
illustrates how EOLs designate the beginning and end of fax pages in addition to terminat-
ing each scan line.
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Figure 2-31 EOL Bit Patterns Designating the Beginning and End of a Fax Page
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In addition to MH data bits and EOL bit sequences, fill patterns can also be found in a scan

line. A fill pattern is just a variable length string of Os. To prevent overrunning a receiving

fax device’s printer, fill patterns are inserted to bring highly compressed scan lines up to a
predefined minimum scan line time (MSLT).

The MSLT parameter is set during the DIS/DCS message exchange at the beginning of a

fax call. This MSLT value is a length of time in milliseconds that represents the minimum
threshold for the reception of a full scan line.

For example, if the DIS/DCS message exchange specifies an MSLT value of 10 ms and the
fax page transmission speed is 4800 bps, each scan line must be at least 48 bits. If the scan

line is less than 48 bits, fill bits must be inserted between the actual pixel data and the EOL.

Figure 2-32 illustrates an example of how the fill pattern works.
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Figure 2-32 Fill Bit Pattern Insertion
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Modified READ

Defined in ITU-T Recommendation T.4, Modified Relative Element Address Designate
(READ) or simply MR encoding, exploits the correlation between successive scan lines.
Research has shown that a high percentage of consecutive scan lines only contain single
pixel transitions to the right or left. Instead of compressing each line independently like MH
does, MR establishes reference lines and then encodes any changes that occur between the
reference line and the scan lines that follow.

MR encoding builds on the encoding algorithms already established by MH. In fact,
reference lines found in MR are actually encoded using the MH algorithm. However,
subsequent lines use MR encoding until the next MH encoded reference line is encountered.
The parameter that defines how many MR encoded scan lines are present for each MH
encoded reference line is known as K.

For normal resolution faxes, K is set to a value of 2 and K-1 is always defined as the number
of lines that use 2-Dimensional (2-D), MR coding. The reference lines use 1-Dimenional

(1-D) or MH encoding. With a K value of 2, reference lines are encoded every other scan

line. Figure 2-33 illustrates the K parameter and how MR encoding appears for the values
of K=2 and K=4. Note that K settings of 2 and 4 would never appear on the same page.
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Figure 2-33 K Parameter for MR Encoding
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Low K values prevent any errors in the reference line from propagating too far into
subsequent scan lines. In much higher resolutions using MR encoding, the K value can
be as high as 24.

As pixel elements change between a reference line and the subsequent scan line, MR
defines parameters for determining how the pixel element changes are encoded. Figure 2-34
illustrates and defines these parameters.
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Figure 2-34 MR Changing Pixel Element Parameters
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In Figure 2-34, the top scan line is the MH-encoded reference line. The line below is
referred to as the coding line, and you can see that there are minor changes between this
line and the reference line. MR takes advantage of these minor changes that typically occur
between scan lines and uses an algorithm to encode only the line changes rather than the
whole scan line.

The parameters defined in Figure 2-34 are designed to address any conceivable pixel
pattern changes that can occur between a reference line and a coding line. Therefore, the
position of these parameters might end up being quite different from what is shown in
Figure 2-34.

Depending on how the MR parameters in Figure 2-34 match the changing pixel elements
between scan lines, one of three functional encoding modes may be utilized under MR: pass
mode, vertical mode, or horizontal mode. Each of these modes handles a different pixel
element changing scenario and defines its encoding scheme. Table 2-7 summarizes these
three MR encoding modes.
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Table 2-7 MR Encoding Modes

Encoding Mode Pixel Scenario Parameter Positions

Pass mode Handles pixels in code line that are b; and b, reside between aj and a;.
not present in the reference line

Vertical mode Addresses the minor pixel changes b; occurs within 3 pixels to either
that occur between the reference line  side of a;.
and the coding line

Horizontal mode ~ Handles the remaining situations Distance between a; and by is
where vertical mode cannot be used greater than 3 pixels.

TIP Because of the additional parameters and the different encoding modes, MR is a more
complex encoding algorithm compared to MH. As the encoding modes are discussed in
more detail, you might need to refer back to Figure 2-34 and Table 2-7 where these
parameters and encoding modes are first defined.

INustrated in Figure 2-35, pass mode occurs when parameters by and b, fall between a; and
a;. This MR mode addresses groupings of pixels in the code line that do not contain a pixel
grouping that is present in the reference line.

Figure 2-35 MR Pass Mode
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Pass mode is represented by a bit pattern of 0001 when the scan line is binary encoded.
Because the value of b; is known by the encoder, pass mode does not need to include a
value such as a run length. This makes pass mode quite efficient and allows for varying
numbers of pixels to be encoded with just 4 bits.

In preparation for the next encoding, pass mode resets the a, parameter to the position of
b,. Parameters by and b, must then be recalculated. Also, b, cannot be just above a;. Pass
mode occurs only when b, is to the left of a;.

Vertical mode occurs when b; is within 3 pixels of a;. Vertical mode efficiently handles the
slight changes that can occur between scan lines. Figure 2-36 shows an example of MR
vertical mode.

Figure 2-36 MR Vertical Mode
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Figure 2-36 shows how vertical mode is designed to handle the subtle changes of a text
character as it is scanned line by line. As long as there is not a variation of more than three
pixels to either side, vertical mode can effectively encode the changes.

Vertical mode is represented by seven different bit patterns. Each pattern designates the
position of a; in relation to b;. After a group of pixels is encoded using vertical mode, pixel
position a; is now regarded as a, for the next encoding.
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Horizontal mode occurs in the situations where vertical mode cannot be used, basically, in
the instances where the separation between a; and by is greater than 3 pixels. Figure 2-37
illustrates a horizontal mode encoding example.

Figure 2-37 MR Horizontal Mode
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Where 001 is the horizontal
mode code and M represents
MH encoding.

MH encoding is used in horizontal mode to represent the pixel groupings between aga; and
a;a,. This makes horizontal mode the least efficient MR encoding mode. However, when
encoding text, vertical and pass mode should be used the majority of the time. Upon
completion of horizontal mode, a is set to the a, position.

When an MR scan line is constructed it will be composed of multiple pass mode, vertical
mode, and horizontal mode bit patterns. These bit patterns address every possible pixel-
changing scenario based on the positions of the MR parameters in the reference and coding
lines.

Although MR encoding can handle any type of image, it is optimized for text characters
with the highly efficient pass and vertical modes. Pass mode provides the ability to encode
variable-length pixel groups with only 4 bits. Vertical mode handles slight pixel changes
(3 pixels or fewer) between the reference and coding line that tend to occur with text
characters. Ideally, the use of the inefficient horizontal mode that addresses larger variations
(more than 3 pixels) between the reference and coding lines should be minimal for the
encoding of text characters.
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Just as in MH encoding, fill bits can be added for scan lines whose length falls below the
MSLT and there are EOL bit sequences at the end of a scan line. However, the EOL
sequence for MH encoding will also contain an additional bit denoting the coding of

the next line. The EOL+1 sequence signifies that the next line is a 1-D encoded or MH
reference line, whereas EOL+0 indicates that the next line uses 2-D or MR encoding.
Figure 2-38 illustrates EOL and fills for MR encoding.

Figure 2-38 EOLs and Fills for an MR Fax Page
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In Figure 2-38, notice that the K parameter is set to a value of 2 as evidenced by the
alternating 1-D and 2-D encoded scan lines. This is a common setting for fax devices using
MR encoding because any errors in the reference line are only propagated down to one line
before another reference line is encoded using MH.

Modified Modified READ

Modified Modified READ or MMR encoding is defined in ITU-T Recommendation T.6.
Other than a few minor variations, this encoding is fundamentally the same as MR. Pass
mode, vertical mode, and horizontal mode are implemented and coded exactly the same.
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TIP

The main difference between MMR and MR is that MMR does not use a K parameter and
recurring reference lines. An imaginary scan line of all white pixels is used as the first line
on the page, and 2-D encoded lines follow until the full page is covered. This imaginary
scan line of all white pixels serves as the reference line for the entire fax page.

Because an error in this case could conceivably be propagated down the page, MMR
requires that ECM be used. With ECM enabled, MMR is guaranteed to receive error-free
scan lines so that 2-D encoding can be used for all lines of the fax page.

Also, MMR does not use EOL characters. With ECM mode required and a known
horizontal page width, EOLs are not needed to delineate each scan line. The only required
control character used in MMR is the end of facsimile block (EOFB) code which is
functionally the same as the RTC found in MH and MR encodings.

The EOFB (000000000001 000000000001) is the same bit pattern as two EOLs.

Figure 2-39 illustrates MMR scan lines making up the beginning and end of a fax page.
Comparing this figure to Figures 2-38 and 2-30 reveals differences in how MH, MR, and
MMR organize scan line information. The biggest difference occurs in the use of EOLs.
With MMR encoding, EOLs are not used. However, MH encoding uses EOLs and MR uses
two different types of EOLSs to distinguish reference and coding lines.

Figure 2-39 Scan Line Data in an MMR Fax Page
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Summary

Over the past 150 years, the evolution of fax technology has culminated in the G3 fax
classification. Practically all fax devices today adhere to this standard.

Detailed in ITU-T Recommendations T.30 and T.4, G3 contains specific phases, messages,
and page encodings that govern the communication between fax devices in a normal PSTN
environment. Optional features such as ECM and Super G3 can enhance the speed and
quality of G3 faxes.

This chapter provided core information concerning the operation of fax devices in a PSTN
environment. Furthermore, understanding this basic fax knowledge allows for an easier
progression into working with fax transmissions in the complex world of IP telephony.






CHAPTER

How Text Telephony Works

Text telephony provides a way for those with hearing and speech disabilities to interface
with others using the public switched telephone network (PSTN). Users can type their con-
versations to one another instead of depending on hearing and speaking for communication.
This makes text telephony an integral part of the growing trend of providing accessibility
in IP telephony (IPT) environments to all users.

Accessibility in many cases is federally mandated here in the United States by legislation
such as the Americans with Disabilities Act, Section 255 of the Telecommunications Act,
and Section 508 of the Rehabilitation Act. This legislation helps to ensure that users who
are hearing or speech disabled are afforded the same communications resources as everyone
else. As traditional voice networks continue their migration to VoIP, text telephony remains
the primary method for providing equal access to telephony-based communications for
users with hearing and speech disabilities.

For most people outside of the hearing- and speech-disabled communities, PSTN text
telephone technology is rarely seen and pretty much unknown. However, millions of people
depend on this technology, and it must work in today’s IPT networks.

This chapter takes an introductory look at how text telephony works from a user perspective
while also digging into the underlying technical aspects. Basic text phone operation,
conversation etiquette, and text technology fundamental concepts are discussed in the
beginning. These topics are then followed by technical coverage of Baudot, the main text
communication protocol for the United States and a few other countries.

A Brief History of Text Telephony

Teletypewriters or TTYs were originally used by businesses such as telephone and media
companies to relay printed text. On the receiving end, electrical pulses over a line were
converted to typed letters on a page. Many TTYs featured a keyboard and a printer and this
allowed two-way typed communication between units.

Early TTYs were massive machines weighing several hundred pounds, and some were even
fittingly painted battleship gray. Composed of gears, clutches, levers, and other moving
parts, these metallic monsters could shake the floor and walls when operating. However, by
the early 1960s, many of these TTYs, which implemented the older Baudot signaling
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Figure 3-1

protocol, had reached the end of their useful lives. Companies were standardizing on the
next generation of data communications based on ASCII signaling and discarding the older
Baudot TTYSs. One of these older TTY's, a Model 28 by Teletype Corporation, is illustrated
in Figure 3-1.

1950 Era Model 28 TTY by Teletype Corporation

Fortunately, these discarded, mechanized telegraphs were a solution for those with
disabilities that did not allow them to use a traditional telephone. The ability to type and
read over the phone system as opposed to speaking and hearing meant that these Baudot
TTYs were destined for a new life as text telephones for deaf and hard of hearing people.

The technical challenge that prevented the immediate attachment of the TTYSs to the
telephone network was that the phone company did not allow direct connections. All
connections into the telephone network had to occur through an approved device, namely
a telephone provided by the phone company itself.
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Figure 3-2

In 1964, Robert H. Weitbrecht, a deaf physicist, solved the connection problem between
TTYs and the PSTN. He invented an acoustic coupler that was inserted between the TTY
machine and the telephone handset. His invention was called the Phonetype and is often
referred to in technical circles as the Weitbrecht modem. Figure 3-2 shows Weitbrecht’s first
modem, which dates back to 1964.

Robert Weitbrecht’s First Modem, Courtesy of Jim Haynes
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Two other people also played prominent roles and assisted Weitbrecht with the development
of his acoustic coupler: James C. Marsters, a deaf orthodontist; and Andrew Saks, a deaf
businessman. Both Marsters and Saks provided moral, financial, and engineering support
to Weitbrecht. They were also keen visionaries. Marsters first proposed a national TTY
network for the deaf and Saks envisioned a TTY relay service to bridge the gap between
deaf and hearing telephone users.

Even though it took 90 years after the invention of the telephone to make the first TTY
call over the PSTN, today a nationwide TTY network exists for the hearing and speech
impaired. Without the work of Weitbrecht, Marsters, and Saks, those with hearing and
speech disabilities would not have the equal access to the telephone network that the
majority of us take for granted.
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Text Telephone Terminology

In the beginning TTY just referred to a mechanical teletypewriter, as mentioned previously.
Today, however, a TTY also means any device that can replicate the function of a teletype-
writer and provide a disabled person access to the telephone network. The use of the term
TTY to represent a modern-day text telephone is widely used in North America and Aus-
tralia. The term TDD (telecommunication device for the deaf) can also refer to a text tele-
phone. TDD was initially used to differentiate the newer portable TTY units from the
original mechanical teletypewriters. However, the TDD term is becoming less used because
it implies that only deaf people use these devices when in fact hearing people use them, too.

Internationally, the terms text telephone and text phone have gained broad acceptance, and
this notation is used in international documentation and standards, such as ITU-T V.18. For
the purposes of this book, we adhere to this terminology and use “text telephone” or “text
phone” for all references to devices designed for those with hearing and speech disabilities.

Standards and Specifications

There are a number of different text telephone protocols in the world today because each
country defines text telephone standards for use on their own telephony networks. Unfor-
tunately, this has led to many incompatibilities and interoperability issues on international
text telephone calls. Table 3-1 shows the common text phone protocols in use by some
countries today.

Table 3-1  Common Text Phone Protocols

Text Phone Protocol Countries Used By Carrier Type

Baudot at 45.45 bps United States, Canada, Ireland, Iceland, South Carrierless
Africa, and some usage in the United Kingdom

Baudot at 50 bps Australia and New Zealand Carrierless

Bell 103 United States Carrier based

DTMF Holland and Denmark Carrierless

EDT (European Deaf Germany, Switzerland, Italy, Austria, Spain Carrierless

Telephone) utilizing V.21

at 110 bps

ITU-T V.23 France and Belgium Carrier based

ITU-T V.21 encoded per United Kingdom, Norway, Sweden, and Finland  Carrier based

ITU-T T.50
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To complicate things even further, there can even be a number of different protocols within
a single country. For example, within the United States, there are three text telephone
protocols that are commonly seen: Baudot, Bell 103, and Turbo Code by UltraTec. Although
Baudot is considered the default standard, the added features and speed make ASCII based
Bell 103 and the proprietary Turbo Code more enticing options for many users.

Carrier Based Versus Carrierless Protocols

Figure 3-3

The text phone protocols listed in Table 3-1 can be broken down into carrier based and
carrierless groupings. Carrier-based protocols implement a constant carrier signal even
when text data is not being sent or received. Carrierless protocols either do not use a carrier
or only have a carrier present when information is being communicated.

The presence of a carrier signal is common with data modem protocols, as detailed in the
“Modulation” section of Chapter 1, “How Modems Work.” Because many text protocols
use a data modem modulation standard, these implementations must be carrier based. Other
text phone protocols, with roots going back to the original teletype devices that predate
modems, use a carrierless design. Figure 3-3 exemplifies a carrier based and a carrierless
text protocol.

Carrier Based and Carrierless Modulation

Carrier Based Text Protocol

A

Carrierless Text Protocol

There is an inherent benefit to the carrierless text phone protocols. Because a carrier is not
always present, mixing speech and text signaling on the same line is simple. When text
telephone data is not being sent then the user can speak if necessary while possibly still
receiving responses on the text telephone. This type of scenario is common with deaf
people who sometimes like to speak instead of type.
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In order to mix both text and speech with carrier-based text protocols, the carrier must be
interrupted. This is usually done through picking up the handset or hitting a key on the text
device. At this point, voice communication can occur but if the text conversation is resumed
then the carrier must be re-connected. Compared to a carrierless design, carrier-based text
protocols have an additional step when transitioning between text and voice.

ITU-T Recommendation V.18

The V.18 specification issued by the ITU is a dual standard designed to address some of
the issues with text telephone communication. While defining interoperability processes
among the major text telephone protocols, V.18 also details a completely new text protocol.

As illustrated by the disparate text protocols in Table 3-1, interoperability is a major issue
among text phone users, especially on international calls. V.18 addresses these interoperability
issues by detailing how multiple text phone protocols can be consolidated into a single
device.

Specifically, V.18 addresses the interoperability between the following widely used text
protocols: Baudot at 45.45 baud, Baudot at 50 baud, V.21, DTMF, and EDT. Coverage of
these protocols allows a V.18 text device to easily interoperate with most of the international
text telephones.

The new text telephone protocol defined in V.18 is often referred to as V.18 native mode.
This protocol is composed of a V.21 modulation at 300 bps with the character set defined
by ITU-T T.140. V.18 native mode is a part of the ITU-T V.151 specification that details the
transport of text telephony information over IP.

In spite of the benefits offered by V.18 to text telephone interoperability, V.18 has never
caught on and enjoyed mainstream support. One reason is that to interoperate with the
different text protocols, V.18 must probe the text device on the other side to determine what
protocol it is running. This probing may take upward of 55 seconds, and this is too long for
many users.

Text Telephone Operation

Because of the unfamiliarity with text telephones for most people, the basic operation and
function of a text phone needs to be discussed. The terminology, conversation conventions,
and even the connection options are much different from a typical phone. Figure 3-4
illustrates a modern-day text telephone.
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Figure 3-4 A Text Telephone from Ultratec

For example, because words are being typed rather than spoken, some shortcuts and syntax
conventions are applicable only to a text telephone conversation. In addition, some text
protocols mandate a half-duplex conversation. So, users must signal each other when they
have finished talking so that the other user can then type.

There might even be a difference in how text telephony devices connect to the phone
network compared to a regular telephone. Many text telephones still use acoustic couplers,
which can be an awkward process for those unfamiliar with connecting a phone in this
manner.

Acoustic Coupling Versus Direct Connections

Because of telephone company restrictions, the very first text telephones used an acoustic
coupler to connect to the PSTN. Until the laws were changed many years later, direct
connections were not allowed into the telephone company network.

Today’s text telephones offer either acoustic coupling or direct connections or both.
Figure 3-5 illustrates a text telephone with an acoustic coupler that is connected to a
Cisco IP Phone.
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Figure 3-5  Text Telephone with an Acoustic Coupler Connected to a Cisco IP Phone
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A text telephone with an acoustic coupler as shown in Figure 3-5 provides the users with
access to any phone that uses a basic handset. This type of text phone is better for some
users because handsets are usually easier to access than wall jacks. In addition, acoustically
coupled text devices can be used at public telephones where a direct connection is not
available.

The main drawback of acoustically coupled text telephones is the leaking in of outside
noise into the connection. Handsets come in a variety of shapes and sizes, and it can

be difficult to get a good fit between the phone handset and the couplers. In louder
environments, the ambient noise can have an even more negative effect on text telephone
performance. This is the reason that most text telephone vendors recommend a direct
connection to an analog line as opposed to acoustic coupling.

Direct connection text telephones also offer the simplicity of plugging the text phone into
awall jack just as you would a normal phone. More recent text telephones may even support
a direct connection to a cell phone for text users who require additional mobility.

Originating and Receiving Text Telephone Calls

Call initiation and termination procedures for a text telephone are different than for a
normal phone. The main difference is the reliance on visual cues compared to the typical
auditory ones.
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The following steps illustrate the placement of a typical text telephone call:
Step 1 Power on the text device.

Step 2 For text phones with an acoustic coupler, place the handset on the
coupler. For phones with a direct connection, make sure that the text
phone is properly connected.

Step 3 Dial the telephone number. Most numbers can be dialed from the text
device itself, but actual procedures will vary based on device model and
vendor.

Step 4 Observe the ring indicator. This might also be called “signal” on the text
telephone display, and it is simply a notification that sound is present on
the line.

— A long flashing, intermittent light indicates ringing.
— A short steady blinking light indicates a busy signal.

— Irregular flickering means that the destination has been answered
by voice. Pressing any key should let the person know that this is a
text call. They may need to move their handset over to an acoustic
coupler if they have a text telephone.

When making a text call, it is appropriate to allow the phone to ring 10
times or more. Without the audible ringing of a normal phone, text users
might need more time to notice the visual cues that alert them to an
incoming call.

The following steps detail how a text telephone call is received:

Step 1 Observe the flashing of the light that indicates “ring” or an incoming call.
This light may reside on the text unit itself or be an accessory to a normal
telephone.

Step 2 If using an acoustically coupled text device, make sure that the handset
is placed on the coupler.

Step 3 Make sure the text device is powered on. Text telephones may use ring
voltage to light the lamp, but then must be powered on to work.

Step 4 Answer the call by just typing or hit an “online” or “answer” key.

Step 5 After pressing the spacebar a few times, a typical answer greeting would
be “HELLO JOE HERE GA.”
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Conversation Conventions

NOTE

Table 3-2

Over the years, text users have adopted certain conversation conventions and other
shortcuts to make text telephone communication more efficient. Some of these conventions
were brought about by the half-duplex nature of the Baudot protocol itself, whereas others
have been created to save time and speed up the pace of a typed conversation.

The two most notable conventions or initialisms are GA (go ahead) and SK (stop keying).
GA is used when a user has finished typing to notify the other party that it is his turn to type.
Because the Baudot protocol is half duplex, GA is used to prevent two parties from talking
simultaneously. During a Baudot text conversation, interrupting someone and typing while
he is typing should not be done because this can garble the transmissions of both parties.

Some text telephone protocols are not half duplex like Baudot, and the GA and SK
conventions are not necessary. However, users will still exercise explicit turn-taking to
avoid typing over each during a conversation.

SK is typically seen at the termination of a text telephone call. This message signals the
other party that you are done with the call and ready to disconnect. Because of the heavy
usage of GA and SK in text telephone conversations, some text devices provide dedicated
GA and SK buttons. Table 3-2 highlights some common text telephone conversation
acronyms and abbreviations.

Common Text Telephone Acronyms and Abbreviations

Abbreviation/Acronym Definition
ABT About
ANS Answer
BEC, CUZ Because
CD, CU Could

CN Can

GA Go ahead
GA to SK Go ahead if you have more to say but I am finished
HD, HLD Hold

LV Leave
MIN Minute
MSG Message

MTG Meeting
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Table 3-2  Common Text Telephone Acronyms and Abbreviations (Continued)
Abbreviation/Acronym Definition
NBR, NU Number
OIC Oh, I see
OPR Operator
PLS Please
Q, QQ Question
R Are
SHD Should
SK Stop keying, goodbye, end of call
SKSK Hanging up
TY Thank you
U You
UR Your
XX Error, mistake

Many of the abbreviations and acronyms listed in Table 3-2 are familiar to most people. The
proliferation of IM (instant messaging) and e-mail in today’s world make many of these
shortcuts quite common, whereas others are more text telephone specific.

There are a couple of additional conventions to be aware of when operating a text

telephone:

® Text telephone conversations are usually displayed in all capital letters. As discussed
later in the “Baudot Character Set” section of this chapter, the Baudot character set
does not define any lowercase letters. With e-mail and IM, many consider typing in
all capital letters as yelling or shouting, and it can be difficult to read. However, this
is how many text telephone conversations appear.

® A common way to correct typing mistakes is the XX or XXX notation. For example,
“I WD LUKE XX LIKE TO MEET U LATER.” Notice how the XX corrects LUKE

to LIKE.
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Text Telephone Relay Services

Figure 3-6

While text telephones provide access to the telephone network for the hearing and speech
impaired, both parties must have a text device for a conversation to take place. So, what
happens when a text user needs to make a doctor’s appointment, call the plumber, or even
contact a friend or relative who does not have a text telephone? These situations require the
use of a TRS (telecommunications relay service).

Many countries provide a nationwide TRS system for text telephone users. In the United
States, there is a national TRS operated by states and long-distance carriers that was
mandated by the Americans with Disabilities Act. Text telephone users in the United States
and Canada can access their TRS service by dialing 711.

Contacting a TRS connects the text user to a CA (communications assistant) who serves as
a translator between the text telephone user and the voice user. The CA has a text telephone
that connects to one party and then the CA talks and listens in a traditional phone conver-
sation with the other party. Figure 3-6 demonstrates a call between a text user and a voice
user using a TRS CA.

Text Telephone Call Involving a TRS

Voice User

Text User

A TRS also provides access for voice users so that they can originate calls to text users. One
common example is a teacher’s need to contact the deaf parents of a student. A TRS enables
this communication to take place without the need for the teacher to own a text device.

In addition to TRS, other relay services are available, too. Most of these are similar to a
traditional TRS with minor modifications or enhancements. Table 3-3 provides an overview
of other types of relay services for text telephones.
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Table 3-3  Overview of Relay Services for Text Telephones

TRS Type

Definition

Text telephone TRS

This is the traditional TRS associated with text devices. CAs serve as
the bridge between text users and voice users.

VCO (voice carry over)

A variation of text telephone TRS that allows the text user to speak to
the voice user directly while reading the voice user’s response.

HCO (hearing carry over)

A variation of text telephone TRS that allows the text user to listen to
the voice user directly while typing responses.

STS (speech-to-speech)

A form of TRS where a CA who is specially trained in understanding

relay a variety of speech disorders repeats the caller’s words in a more
understandable format.
CapTel by Ultratec Similar to VCO, CapTel allows a user to speak normally. However, a

CA repeats all incoming responses to this user into an automatic
speech recognition system which transcribes them. The other party’s
voice can then be listened to and his speech is also captioned,
appearing as text on the user’s specialized phone. Imagine closed
captioning (CC) or subtitles for the hearing impaired that are used in
the TV world applied to a telephone conversation.

VRS (video relay service)

An Internet-based form of TRS for those whose primary language is
ASL (American Sign Language). Using videoconferencing equipment,
CA translates between ASL and a traditional voice phone call.

IP relay

A text-based form of TRS that uses the Internet rather than phone
lines to bridge the connection between the disabled user and the CA.

A number of TRS choices are available today for the text telephone user, but a growing
number are choosing the newer relay technologies such as IP relay. As broadband Internet
access continues to become more accessible, the use of traditional TRS services is

declining.

HCO (Hearing Carry Over)

During a normal text telephone conversation, both parties read and type as their means of
communication. HCO offers those who can hear but maybe not speak the option to listen

to the other party but type responses instead of speaking them. HCO is usually implemented
with a TRS, but it also works between two text telephones. Figure 3-7 illustrates a text call
with HCO involving a TRS.
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Figure 3-7  Text Telephone Call Using HCO
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HCO is beneficial to all parties because it generally speeds up the conversation. The CA
serves as the “mouth” of the disabled person by speaking whatever is typed.

VCO (Voice Carry Over)

As its name implies, VCO is a text telephone option that allows a party to speak his
responses while reading information that is directed to him. The CA in a VCO scenario acts
as the “ears” for the disabled person and translates the voice directed to that person into text.
Figure 3-8 demonstrates VCO with a CA.

Figure 3-8 Text Telephone Call Using VCO
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Some text devices have built-in VCO features that allow the user to pick up the handset to
speak while still being able to read messages. Other text devices may not even include a
keyboard and be dedicated VCO devices. There is only a screen for reading and a handset
for speaking.

Text devices without VCO support must use a more complicated procedure for implement-
ing VCO functionality. The text user must return the handset to the acoustic coupler to type
responses and then pick it up again to listen to the other party.

As with HCO, VCO can also be implemented between two text telephones without a TRS.
Although built-in HCO/VCO features are nice, the only requirements for HCO/VCO
functionality are acoustically coupled text devices or those with attached handsets.

Baudot Protocol

The Baudot text protocol is the de facto standard for text telephone communication in North
America and the protocol that will be focused on in this section. Other text protocol options
such as ASCII and Turbo Code are available in North America, but they are optional
features on some text telephones, and Turbo Code is a proprietary implementation.

Additional text telephone protocols may be used in other countries (see Table 3-1). The best
resource for technical details on these other text protocols is the ITU-T V.18 specification
at http://www.itw.int/rec/T-REC-V.18.

Baudot Character Set

The original Baudot code was invented by Emile Baudot around 1870. Subsequent
modifications adapted the code for teletypewriter use and altered it into its present-day
form. The Baudot code used in today’s text telephone protocols implements a character set
that is defined by TIA/EIA-825-A. This specification categorizes each character as a letter
or a figure accessible by a shift function. Table 3-4 details the TIA/ETA-825-A Baudot
character set.

Table 3-4  Baudot Character Set as Defined by TIA/EIA-825-A

Binary Hex Letters Figures
00000 00 backspace backspace
00001 01 E 3

00010 02 LF LF

00011 03 A -

00100 04 Space Space

continues
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Table 3-4  Baudot Character Set as Defined by TIA/EIA-825-A (Continued)

Binary Hex Letters Figures
00101 05 S BELL
00110 06 1 8
00111 07 8] 7
01000 08 CR CR
01001 09 D

01010 A R 4
01011 B J ‘
01100 C N ,
01101 D F !
01110 E C

01111 F K (
10000 10 T 5
10001 11 Z «
10010 12 L )
10011 13 w 2
10100 14 H =
10101 15 Y 6
10110 16 P 0
10111 17 Q 1
11000 18 (0] 9
11001 19 B ?
11010 1A G +
11011 1B FIGURES SHIFT FIGURES SHIFT
11100 1C M

11101 1D X /
11110 1E A\ ;

11111 IF LETTERS SHIFT LETTERS SHIFT
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Baudot code is composed of 5 bits, which allows for a representation of just 32 characters
(2%). However, with 26 letters and 10 number symbols in the English language and
punctuation marks, more characters are needed. So, the Baudot code implements a nifty
shift function to extend the number of characters that can be represented by 5 bits.

This shift function is typically transparent to the user. If you type B4, this will require a shift
between the B and the 4 because the B is a letter and the 4 is a figure. Baudot would send
B4 as B, FIGURES SHIFT, 4. As you can see, three Baudot characters are transmitted to
represent these two characters. Today’s text equipment handles this transition seamlessly
for the user so that only the characters B and 4 need to be typed.

Occasionally, text users might experience a scenario in which the text devices lose their
shift synchronization. This issue can be caused by users typing at the same time or by line
errors that result in the shift being lost. Often referred to as “going out of sync,” words will
appear garbled as one side sends bits representing letters while the other side is interpreting
the bits as figures.

Pressing the spacebar a few times is the accepted method to resynchronize or “resync” the
text devices. More advanced text devices may even offer the capability of reversing any
garbled characters caused by a shift problem.

As mentioned earlier in this chapter, another limitation imposed by the Baudot code is that
there are not enough bits to represent both uppercase and lowercase letters. This is the
reason that every Baudot text conversation is displayed in all capital letters.

Baudot Modulation Details

NOTE

In addition to standardizing the Baudot character set, EIA-TIA-825-A also details how
these bits are modulated asynchronously across a PSTN network using character oriented
FSK (Frequency Shift Keying). A binary 1 is represented by a 1400 Hz tone, and a 0 is
encoded with a 1800 Hz tone. Each of these bits is transmitted for a duration of 22 ms for
a signaling rate of 45.45 bps. For more detailed information on FSK modulation, see the
section “Frequency Shift Keying (FSK)” in Chapter 1.

Be aware that another version of Baudot exists where the bit duration is 20 ms. This equates
to a speed of 50 bps, but it is not used in North America.

Each 5-bit character is preceded by a binary 0, which is used as a start bit, and a binary 1 is
used as a stop bit. The duration of the stop should be 1.5 times the normal bit duration of
22 ms. Figure 3-9 illustrates a how a single Baudot character is formatted.
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Figure 3-9  Baudot 5-Bit Character Format

Mark (1)
1400 Hz LSB MSB
I I
I I
Start ! ! Stop
Preamble Bit 0 1 : 1 : 1 0 Bit Hold Tone
1 1
__________ I I
Space (0) | :
180 Hz | I

5 Data Bits

Before the Baudot character, there is a preamble, which is just a mark or binary 1 that is
transmitted for 150 ms. After the character, a hold tone follows for a period of 150 ms
to 300 ms and prevents echo reflections from being perceived as valid characters. The
preamble and hold tones are not needed for Baudot characters transmitted consecutively.

Following the start bit, the Least Significant Bit (LSB) is transmitted first. So, for the letter
A, which is coded as a binary 00011 in Baudot, the transmission order would be Start Bit,
1,1,0,0,0, and then the Stop Bit.

Summary

Text telephony is a technology area that is unfamiliar to most people. Used by the hearing
and speech impaired to communicate over the PSTN, this technology is becoming more
prominent in today’s IP world.

This chapter covered many aspects of text telephony. A brief history described the Weitbrecht
modem, which allowed large discarded TTY machines to be used over the PSTN. Then, text
telephone functions such as sending and receiving calls, conversation conventions, and
TRS were covered.

Last of all, there was an in-depth look at the Baudot text protocol, the text telephony
communication method for the United States and a few other countries. All the information
in this chapter provides a firm foundation in the workings of text telephony before diving
deeper in subsequent chapters and integrating text with IP.
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CHAPTER

Passthrough

When the public switched telephone network (PSTN) was initially constructed, voice
communication was the primary goal. However, as data communications such as fax,
modem, and text became more important, they also were made to work over the PSTN
using special protocols and transport methods. Today, with VoIP taking the place of the
PSTN, voice communication is still the primary objective, and specific protocols and
procedures are again needed to transport fax, modem, and text communications.

One such feature that voice gateways can implement to transport modem, fax, or text
telephony traffic is passthrough. This transport mechanism is the easiest and simplest way
for a voice gateway to pass modulated data.

For the most part, passthrough works just like a normal voice call. The voice gateway
receives an analog waveform from the modem, fax, or text device and encodes it using an
appropriate coder/decoder (codec). These encoded samples are then encapsulated and
transported over the packet network using the Real-Time Protocol (RTP).

You will also commonly hear passthrough referred to as voice-band data (VBD) by more
recent literature and many of the specifications. These two terms are used interchangeably
for the remainder of this book.

This chapter provides an in-depth look at how passthrough operates and the different ways
that it is implemented to transport modem, fax, and text data. Specifically, this chapter
discusses the following topics:

® Passthrough Fundamentals

® NSE-Based Passthrough

®  Protocol-Based Pass-Through for Fax
® Textover G.711

® A Future Look at ITU-T V.152
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Passthrough Fundamentals

Figure 4-1

With only a few minor variations that are discussed at the end of this section, a passthrough
call is treated the same as a VoIP call from a voice gateway perspective. The human voice
sample that is processed by the gateway on a VoIP call is simply replaced with the
modulated data used by faxes and modems.

For both voice and passthrough calls, a process known as pulse code modulation (PCM)
converts an analog signal to an equivalent digital representation. This digital signal is what
is packetized and transported over the IP network. Figure 4-1 illustrates how PCM works.

Pulse Code Modulation

Amplitude
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Analog Signal Carrying Modulated Data
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PCM Encoded Signal

PCM first filters out all frequencies greater than 4000 Hz because the majority of human
speech occurs in the 300 Hz to 3200 Hz range. Nyquist’s theorem specifies that to accurately
reconstruct a signal, it must be sampled at twice the highest frequency of that signal.
Because a band-limited 4000 Hz filter is used, the original analog signal must therefore be
sampled at 8000 times a second.
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Sampling is merely taking an amplitude reading of the original signal. This process is known
as pulse amplitude modulation (PAM). PCM takes it one step further than PAM and
quantizes the signal.

Quantization is the process of breaking up the continuous amplitude spectrum into discrete
intervals. Each quantization level is assigned an 8-bit codeword. Therefore, there are 256
distinct amplitude levels with a unique 8-bit codeword assigned to each one. Figure 4-1
illustrates an analog signal encoded as digital PCM through the process detailed in the
preceding paragraphs.

For a VoIP call, there are a number of codecs to choose from. A codec integrates with PCM
and defines a particular encoding scheme to be used in the conversion of an analog signal
into its digitally encoded version. Codecs vary in bandwidth requirements, voice quality,
and computational requirements.

For example, voice is commonly transported over the WAN using high compression
codecs, such as G.729 (8 Kbps) or G.723 (5.3 Kbps/6.3 Kbps). Because these codecs are
optimized for human speech, they do a great job in preserving speech quality while at the
same time offering a high compression rate that saves bandwidth.

However, the tones used for modem and fax negotiation are very different in nature from
human speech and in many instances not even in the same frequency range. This makes it
difficult to optimize a high-compression codec for both voice and fax/modem tones. These
high-compression, speech-optimized codecs distort modulated data signals to the point
where modems and fax machines are unable to communicate successfully.

Although codecs such as clear-channel codec or 32 Kbps compressed G.726 may transport
modem or fax tones in-band, this discussion will be limited to using G.711 as the VBD
codec. This is because it is overwhelmingly the most frequently used and the only one
officially supported for Cisco passthrough features. G.711 is a 64 Kbps uncompressed
voice codec that implements a PCM scheme that is compatible with modulated data.

Rather than the uniform quantization seen in Figure 4-1, the G.711 codec uses a
nonuniform quantization scheme, known as companding. This has the effect of a greater
concentration of quantization levels at the lower amplitudes, and conversely the higher-
amplitude values have quantization levels assigned more sparsely. Figure 4-2 shows this
uneven distribution of quantization levels for the amplitude.
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Figure 4-2 G.711 Companding of a PCM Signal
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Companding is appropriate for voice because the majority of human speech occurs at the
lower end of the amplitude spectrum. This allows for greater fidelity and improved voice
quality for the lower-amplitude signal, which is the bulk of human speech.

Two types of companding are used in G.711: p-law and a-law. They are similar in many
ways, but p-law has a bit less distortion for lower-amplitude signals, whereas a-law has a
greater dynamic range than p-law. The biggest difference is that p-law is used by North
America and Japan, whereas a-law is used by the rest of the world. It is important to note
that these two companding schemes are not compatible, and any calls between countries
that use different companding types have to convert between the two.

The major impairment that results from analog-to-digital conversions, such as PCM, is the
introduction of noise. Any difference between the actual amplitude value of the original
signal and its assigned value of the closest discrete quantization level will introduce
quantization noise.
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As Figure 4-2 highlights, the nonlinear distribution of quantization levels used in compand-
ing will produce less quantization noise at the lower-amplitude signals and more quantization
noise at the higher-amplitude signals. This keeps the signal-to-noise ratio (SNR) relatively
constant over the entire signal amplitude range.

Now that the process of digitally encoding an analog signal has been discussed, it is
important to understand how these PCM samples of modem, fax, and text data are
packetized for transport over the IP network. Like in any data communication, the payload
is independently encapsulated by the corresponding protocol of each of the OSI layers. For
example, Figure 4-3 is an illustration of how PCM modulated data samples would be
encapsulated for transmission over an IP configured Ethernet interface.

Figure 4-3  Encapsulation of an RTP Packet over Ethernet
Ethernet IP UDP RTP RTP Payload
Header Header Header Header (PCM Modulated Data)

Layer 5 (Session Layer)

Layer 4 (Transport Layer)

Layer 3 (Network Layer)

Layer 2 (Link Layer)

Because of the real-time nature of the transport of the PCM-encoded modulated data, it is
important to take a closer look at the RTP header. From Figure 4-3, you can see that the
G.711 encoded samples of voice-band modulated data become the payload of an RTP
encapsulated packet. Figure 4-4 illustrates the RTP header, which is defined in RFC 3550.

All real-time traffic that is encapsulated in RTP maintains the timing characteristics of the
original analog signal via the Timestamp field in the RTP header. Likewise, the PCM

encoded samples can be played out in the same order as they were received because of the
Sequence Number field. For this discussion, the most important field is the Payload Type.
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Figure 4-4 RTP Packet Header

| 1 byte | 1 byte | 2 bytes |
I I I 1
V [P|X CC |M| Payload Type Sequence Number
Fixed
Timestamp Header
Fields
Synchronization Source (SSRC) Identifier
Contributing Source (CSRC) Identifier Optional Header Fields
(not typically seen with
Extension Header voice codec payloads)

V: Version, identifies the version of RTP.
P: Padding, if set the packet contains one or more additional padding octets.
X: Extension, indicates the presence of a header extension field.

CC: CSRC Count, specifies the number of CSRC fields that follow the fixed
header.

M: Marker, defined by a profile with the intention of allowing significant
events such as frame boundaries to be marked in the packet stream.

Payload Type: Payload Type, defines the format of the RTP payload and
determines its interpretation by the application.

Sequence Number: A counter that increments by one for each RTP packet
sent while the receiver uses it to detect packet loss and out of sequence packets.

Timestamp: Reflects the sampling instant of the first octet in the RTP packet.

Synchronization Source (SSRC) Identifier: Identifies the source with a unique,
random identifier.

Contributing Source (CSRC) Identifier: Identifies up to 15 contributing sources
for the payload contained in the RTP packet.

Extension Header: A variable length extension to the RTP header that allows
individual implementations to experiment with new payload-format-independent
functions.
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Table 4-1

The Payload Type field identifies the type of data being carried in the RTP packet. This
defines how the packet will be interpreted and dealt with by the remote side. Table 4-1

shows the Payload Type values that are defined in RFC 3551.

Payload Type Values
Payload
Payload Type Encoding Payload Type Payload Encoding
0 PCM p-law 25 CelB
1 reserved 26 JPEG
2 reserved 27 Unassigned
3 GSM 28 nv
4 G.723 29 Unassigned
5 DVI4 30 Unassigned
6 DVI4 31 H.261
7 LPC 32 MPV
8 PCM a-law 33 MP2T
9 G.722 34 H.263
10 L16 35-71 Unassigned
11 L16 72-76 Reserved
12 QCELP 77-95 Unassigned
13 CN 96-127 Dynamic
14 MPA dyn G.726 (40 kbps)
15 G.728 dyn G.726 (32 kbps)
16 DVI4 dyn G.726 (24 kbps)
17 DVI4 dyn G.726 (16 kbps)
18 G.729 dyn G.729D
19 Reserved dyn G.729E
20 Unassigned dyn GSM-EFR
21 Unassigned dyn L8
22 Unassigned dyn RED
23 Unassigned dyn VDVI
24 Unassigned dyn H.263-1998
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Table 4-1 shows a number of dynamic and unassigned payload types. The dynamically
assigned portion of this range is what is primarily discussed in this chapter. Unless
explicitly configured on the gateway, Cisco uses the dynamic and unassigned payload type
values shown in Table 4-2 by default.

Table 4-2  Dynamic and Unassigned Payload Types Commonly Used by Cisco

Default Dynamic and
Unassigned Payload Type Payload Encoding

90 RFC 2198 Passthrough Redundancy
96 Cisco Fax Relay Switchover

97 Cisco Fax Relay Switchover ACK
100 Named Signaling Event

101 Named Telephony Event

119 Cisco Text Relay

121 Cisco RTP DTMF Relay

122 Cisco Fax Relay

123 Cisco CAS Payload

125 Cisco Clear-Channel

When using passthrough, a voice gateway identifies the contents it is transmitting as simply
PCM (PT=0 for G.711 -law or PT=8 for G.711 a-law). Thus, it makes no distinction
within the RTP packet between a voice call and a modem/fax/text call.

As Figure 4-5 highlights, the fax/modem modulated data is transparently carried over the
IP network, and the data is never demodulated within the IP infrastructure. This is the
principal difference between passthrough and relay, which is covered in Chapter 5, “Relay.”
Figure 4-5  Fax and Modem Passthrough
End-to-End Modulated Data
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When the passthrough feature is initiated on a Cisco voice gateway, additional events take
place to ensure that the modulated data is successfully transported across IP. The most
important event is known as codec upspeed.

Codec upspeed makes sure that the passthrough call uses a low-compression codec such as
G.711 p-law or G.711 a-law. Passthrough calls start out in the beginning as regular voice
calls. This means that the call could be using a high-compression codec such as G.729.
However, when the passthrough feature is initiated, this codec is changed to G.711 in what
is termed codec upspeed.

In addition to codec upspeed, another change also takes place in the Cisco voice gateway
when it switches into VBD mode and prepares for a passthrough call. To make the IP path
as transparent as possible, the DSP disables Voice Activity Detection (VAD). VAD is a
bandwidth-saving feature that sends packets only when there is voice detected during the
call. If VAD were to remain enabled for the passthrough calls, signals could be clipped,
negatively affecting the data being transported.

Slight changes are also made to the DSP’s jitter or playout buffer. While in voice mode, the
playout buffer is adaptive and constantly adjusts to changing network conditions. However,
during passthrough mode, the playout buffer becomes fixed to an optimum value for the
call. For a more comprehensive discussion of what a jitter buffer is and the specifics of how
it behaves during a passthrough call, see the “IP Troubleshooting” section of Chapter 12,
“Troubleshooting Passthrough and Relay.”

After the detection of certain tones by the DSP, the switchover to passthrough is signaled
in one of two ways. One is NSE-based passthrough signaling, which involves the exchange
of Named Signaling Events (NSE) packets between the gateways. The other is protocol-
based passthrough signaling, in which a direct negotiation occurs in the protocol stack of
the call signaling protocol.

NSE-Based Passthrough

When passthrough is configured on a voice gateway, it takes the modulated data from a fax,
modem, or text device and transparently transports it in the media stream as PCM samples
encapsulated in RTP.

The terminating gateway (TGW) always switches to NSE-based passthrough mode first by
detecting the appropriate tone from the answering modem or fax machine. This tone is the
2100 Hz CED from a standard fax machine or the 2100 Hz ANSam tone from a modem or
SG3 fax machine.

When the TGW detects this tone, it undergoes a passthrough switchover, including a codec
upspeed to the VBD codec (G.711). In conjunction with this switchover to NSE-based
passthrough, the TGW also transmits an in-band signal in the media stream to the originating
gateway (OGW). In this message, the TGW signals to the OGW to switch into passthrough
mode. This signal is communicated using NSE packets.
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NSEs are a Cisco proprietary message that are sent as part of the RTP stream and are
identified using a payload type of 100 in the RTP header by default. Despite being a
proprietary message, the NSE packet format is the same as for standards-based Named
Telephony Events (NTE), described in RFC 2833. Figure 4-6 shows the NSE/NTE packet
format.

Figure 4-6  NSE Packet Format

NOTE

RTP Header RTP Payload

T NSE

Payload Type = 100

Event ID E|R| Volume Duration
1 Byte 1\B/'t 6 Bits 2 Bytes
i

Event ID: Identifier that specifies the purpose of the NSE message.
E: End bit, specifies the end of the event when set.
R: Reserved, set to 0 and reserved for future use.

Volume: Indicates the signal power level for DTMF digits and other
events representable as tones.

Duration: Typically used for events like DTMF to express the
duration of the tone in timestamp units.

The NSE payload type is configurable on a Cisco IOS voice gateway to be any value
between 98 and 119. The default value is 100.

The Event ID field uses Cisco-defined events to signal in-band the coordination of a variety
of tasks. Table 4-3 shows the NSE event numbers used for passthrough. Notice that NSE-
192 is used by the TGW to signal to the OGW to go into VBD mode.
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NOTE The Volume and Duration fields in the NSE packet will always be set to Os for the
discussions in this chapter. Only the event ID is pertinent.

Table 4-3  Cisco NSE Event IDs Used for Passthrough

NSE Event

Number Description of Operation

192 Triggered by the detection of 2100 Hz tone, which is typically a fax CED or
modem ANSam tone. This message instructs the remote gateway to switch over
to passthrough (VBD) mode (upspeed codec to G.711, disable VAD, set the jitter
buffer to a fixed value, and so on).

193 Triggered by a modem ANSam tone (or phase reversals in any 2100 Hz tone).
This message instructs the other gateway to disable echo cancellers.

194 Triggered by a local detection of 4 seconds of silence or carrier loss detection.

This message instructs the remote gateway to return to voice mode. Basically, all
the changes made by NSE-192 and NSE-193 are undone.

When VoIP calls are transitioned to fax and modem passthrough calls using NSEs, the NSE
signaling occurs within the RTP media stream. The signaling protocol is generally unaware
that this out-of-band messaging is even occurring. So, NSE-based passthrough is supported
in just about all Cisco voice gateways implementing the common signaling protocols of
H.323, Session Initiation Protocol (SIP), Media Gateway Control Protocol (MGCP), and
Skinny Client Control Protocol (SCCP).

The procedures that a fax call and a modem call use to set up NSE-based passthrough are
slightly different. Therefore, the cases of fax passthrough and modem passthrough are analyzed
independently and in more detail.

Fax Passthrough with NSE
In this section, the information exchange and negotiations between a TGW and an OGW

for an NSE-signaled fax passthrough call are covered. Figure 4-7 illustrates this message
flow for a typical fax call.



140 Chapter 4: Passthrough

Figure 4-7  Fax Passthrough Call with NSE Signaling
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NOTE The NSE signaling flow shown in Figure 4-7 does not indicate a specific voice signaling
protocol. NSE-based fax passthrough is compatible with H.323, SIP, MGCP, and SCCP,
and the call flow from an NSE perspective is identical.

When the calling fax machine places a call to the answering fax machine, the call is initially
set up as a simple voice call between the voice gateways. At this point, with both gateways
having been configured for NSE-based passthrough, the DSP on the TGW is listening for
a 2100 Hz answer tone.

When the terminating fax machine answers the call, it transmits its 2100 Hz CED tone. The
DSP on the TGW detects and recognizes this tone. This triggers a codec upspeed and a
switch to passthrough or VBD mode on the TGW.

In addition, detection of the fax CED by the TGW triggers a notification by the DSP to IOS
that a fax call has been detected. In response, IOS sends an instruction to the DSP to send
an in-band RTP signal with payload type 100 to the OGW instructing it to upspeed its codec
and switch to VBD mode, too. This signal is an NSE with event ID 192 (for example,
NSE-192) and is shown in Figure 4-7. The OGW replies by sending an NSE-192 back to
the TGW.
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TIP

In reality, more than one NSE message is passed between the gateways to protect against
packet loss or other network problems. Typically, the NSE message is repeated three times.
For the NSE-192 messages in Figure 4-7, three NSE messages are sent from the TGW to

the OGW, and then three messages are sent in the reverse direction as a response. This is

true of practically all NSE signaling messages, but for simplicity this is just shown as one
NSE message in the NSE call-flow diagrams.

At this point, both gateways have completely transitioned from voice mode to VBD mode.
The fax negotiation will proceed normally as PCM packets over the IP network. The
modulated data is end to end between the two fax machines.

Although not shown in Figure 4-7 because it is rarely seen, an NSE-194 may occur at the
completion of the fax call if the fax machines do not hang up. An NSE-194 will occur after
4 seconds of silence and will switch the passthrough call back to voice mode. However,
because fax machines usually immediately disconnect upon call completion, it is not
necessary for the voice gateways to transmit NSE-194 messages.

Modem Passthrough with NSE

The basic difference between the fax passthrough feature and the modem passthrough
feature is whether the 2100 Hz answer tone from the answering fax/modem contains phase
reversals. If the answer tone contains phase reversals, the modem passthrough feature is
engaged but an additional NSE message will be triggered. Devices with transmission rates
faster than a typical fax machine, such as high-speed modems (using V.34 modulation
speeds and higher) and Super G3 (SG3) faxes, send an ANSam tone that contains phase
reversals.

Figure 4-8 shows the message exchange for NSE-signaled modem passthrough. Just like in
the fax passthrough case, a normal VoIP call is first established, and then an NSE-192 is
sent upon the TGW detecting a 2100 Hz answer tone. In the case of a modem, however, this
2100 Hz answer tone is typically an ANSam.
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Figure 4-8 Modem Passthrough Call with NSE Signaling
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NOTE As with NSE-based fax passthrough, the NSE call flow above remains the same no matter

if the voice signaling protocol is H.323, SIP, MGCP, or SCCP.

The in-band signal detection by the TGW’s DSP of the answer tone from the terminating

modem will trigger the exact same codec upspeed and switchover to VBD mode seen in the
fax passthrough case. The only difference is that in this case there is the additional detection
of phase reversals in the answer tone. This phase-reversal detection instructs the DSP in the
TGW to disable the echo canceller.

Also, this detection of an answer tone with phase reversals triggers a notification by the
DSP to IOS that an answer tone with phase reversals was received. IOS responds with a
command to the DSP to send an in-band RTP message to the OGW’s DSP to also disable
its echo canceller. The message is an NSE packet with event ID 193 (NSE-193). As
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illustrated in Figure 4-8, the TGW sends an NSE-193 and that is replied to by the OGW
with the transmission of another NSE-193 message.

If low-speed modems are used that do not implement an ANSam tone, the NSE call flow
will resemble fax passthrough in Figure 4-7 rather than modem passthrough in Figure 4-8.
Low-speed modems are typically defined as 14.4 Kbps, and below and like the modulations
used for fax, any 2100 Hz tones that are used do not contain phase reversals. So, an NSE-
193 would never be triggered in the absence of phase reversals, and the call would proceed
with just an NSE-192 as in Figure 4-7.

Protocol-Based Pass-Through for Fax

NOTE

The other method used to trigger a transition from voice mode to passthrough mode is in
the messaging of the VoIP call signaling protocol. Although the call signaling protocol’s
primary responsibility is to set up and tear down the VoIP call, it can also be used to
transition to passthrough mode.

At this point, a distinction needs to be made between the term passthrough and pass-
through. The term passthrough is what has been used until now when referring to the VBD
feature in general and the mode where the passthrough switchover is signaled by NSE
packets. This terminology will not change. However, to indicate a transition to VBD mode
via messages in the voice call control protocol, the term pass-through is used going
forward.

This terminology difference arises from a command-line interface (CLI) configuration
convention used on Cisco IOS voice gateways. The modem passthrough nse command
enables the VBD feature for fax and modem calls using NSE signaling. Thus when handling
a fax call using NSE signaled VBD, this is commonly referred to as “fax passthrough” or
“NSE-based passthrough.”

The command fax protocol pass-through indicates that a fax call is being handled by the
signaling protocol. Therefore, if the VBD mode is signaled via protocol signaling messages,
this is commonly referred to as “fax pass-through” or “protocol-based pass-through.”

The two configuration methods for passthrough are covered in detail in Chapter 9,
“Configuring Passthrough.”

There is no protocol-based pass-through for modems. Only fax calls can take advantage of
pass-through using the call signaling protocol. Unlike NSE-based passthrough, which is
triggered by a 2100 Hz tone, protocol-based pass-through can be triggered only by a fax
V.21 preamble.
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TIP

The principal reason to use the protocol-based signaling rather than the Cisco proprietary
NSE-based signaling for a fax passthrough call is that it allows for interoperability with
third-party voice gateways. NSE-based signaling is proprietary, so protocol-based signaling
is the only solution for Cisco voice gateways to interoperate with voice gateways from other
vendors.

The two fax pass-through implementations that are discussed involve the H.323 and SIP
protocol stacks. H.323 and SIP are the only supported call signaling protocols for pass-
through signaling on Cisco voice gateways.

There is not a protocol-based pass-through solution for the MGCP protocol stack on Cisco
voice gateways due to protocol conflicts and reliability concerns. NSE-based passthrough
should be used instead.

Fax Pass-Through with H.323 Signaling

H.323 fax pass-through occurs when a VoIP call is set up using the H.323 protocol stack,
and then H.323 messages are used to transition the call to pass-through mode. Figure 4-9
illustrates pass-through using the H.323 call signaling protocol.

Initially, the VoIP call is established using the H.323 signaling protocol. When the
terminating fax machine answers the call it plays a 2100 Hz CED tone. However, unlike
NSE-based passthrough, this tone does not trigger a pass-through switchover.

Following the CED tone, the terminating fax machine begins the transmission of the DIS
and optional NSF and CSI fax messages. These messages are flagged with a V.21 preamble.
The V.21 preamble is the signal that triggers the transition to pass-through.

Upon detection of the V.21 preamble by the TGW, a passthrough switchover is initiated
with the H.323 protocol stack. H.245 request mode messages signal the switchover to the
G.711 codec while H.245 logical channel messages are responsible for closing the previous
voice mode logical channels (typically using a high-compression codec such as G.729),
opening the new logical channels for the G.711 codec, and acknowledging the same.

Upon completion of the H.245 message exchange, the fax pass-through session is
established. The fax call should now be able to complete successfully.
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Figure 4-9  Fax Pass-Through Call with H.323 Signaling Protocol
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Fax Pass-Through with SIP Signaling

With SIP as the call signaling protocol, fax pass-through is very similar to H.323. SIP sets
up a normal VoIP call, and then when the V.21 preamble is detected, SIP handles the tran-

sition to pass-through mode. Figure 4-10 illustrates fax pass-through with SIP as the call
signaling protocol.
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Figure 4-10 Fux Pass-Through Call with SIP Signaling Protocol

Sending Answering

Fax Machine OGW {r/_\,\ TGW Fax Machine
. P —
-"@ﬂ ) = ’i IP Network [ ’i A
o \’\_/\_/

d
< VolP Call - SIP Signaling >
CED Tone
B ———————————

SIP INVITE for G.711 Pass-through V.21 Preamble
Pass-through |- =
parameters for
the upcoming )
session are SIP 100 Trying
established in the
SIP INVITE and
200 OK . SIP 200 OK
messages.
Fax pass-through
SIP ACK switchover
process using the
SIP protocol

stack is complete.
Fax Pass-through Call

After the initial VoIP call is established using the SIP signaling protocol, a V.21 preamble
detected by the TGW triggers the switchover to pass through. However, unlike NSE-based
passthrough, the SIP protocol will handle the pass-through transition rather than NSE
messages.

A SIP re-INVITE is issued by the TGW to transition to pass-through mode. The most
important occurrence here is the codec upspeed to G.711. The pass-through parameters
enclosed within the SIP re-INVITE are confirmed in the SIP 200 OK message. A SIP ACK
from the TGW completes the pass-through switchover.

Text over G.711

Text telephony poses a major challenge to both NSE-based and protocol-based passthrough
mechanisms. There is not a common tone implemented by the different text telephony
protocols that can be focused on to trigger a passthrough switchover. So, to pass text
telephone protocols in a passthrough mode, a manual version of passthrough must be
configured. This is referred to as text over G.711.



A Future Look at ITU-T V.152 147

With text over G.711, dedicated voice connections (using dial-peers on IOS gateways) are
configured specifically for the use of text telephone protocols. These text-specific configu-
rations on the voice gateways force all calls across this connection to use the G.711 codec
while disabling silence suppression or VAD.

From a call-flow perspective, there is no need for any switchovers using NSEs or the call
signaling protocol because the call is set up from the beginning to handle text telephone
traffic. Figure 4-11 illustrates text over G.711.

Figure 4-11 Text over G.711 Call
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Text over G.711 is signaling protocol independent. So, voice signaling protocols such as
H.323, SIP, MGCP, and SCCP are compatible with G.711 over text because these protocols
can be configured on voice gateways to set up simple G.711 VoIP calls with silence
suppression/VAD disabled.

A Future Look at ITU-T V.152

Both NSE-based passthrough and protocol-based pass-through have their positives and

negatives. NSE-based passthrough works for modem and faxes, but this solution is Cisco
proprietary and excludes Cisco voice gateways from interoperating with other vendors. On
the other hand, protocol-based pass-through offers third-party interoperability, but this is
only an option for fax calls. Modem calls do not work with protocol-based pass-through.
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The ITU-T has a specification titled V.152 that details a standards-based form of passthrough
or VBD for faxes and modems over an IP infrastructure. Although relatively new, V.152
presents a passthrough solution that possesses the relative strengths of NSE-based
passthrough and protocol-based pass-through without any of the previously mentioned
drawbacks. Furthermore, V.152 supports text telephone protocols, too.

V.152 specifies two methods for transitioning to VBD mode from normal voice mode:
payload type switching and SSE (State Signaling Event) messages. Payload type switching
is similar to protocol-based pass-through. VBD parameters are negotiated in the call
signaling protocol stack and a predefined VBD RTP payload type is established. V.152
recommends that the VBD payload type be a dynamic one.

VBD payload type switching can be accomplished with a number of different call signaling
protocols. V.152 defines specific VBD parameters for SDP (used by SIP, MGCP, and H.248
gateways) and H.323.

SSE messages can also signal a V.152 VBD switchover. SSEs are defined in Annexes C, E,
and F of V.150.1. These messages are similar to NSEs in that they notify other gateways of
signaling events that are usually modem and fax related.

V.152 declares SSEs as optional for transitioning to VBD mode. If one or both gateways do
not support SSEs, the payload type switching method must be implemented.

Although Cisco voice gateways do not currently support the recently ratified ITU-T V.152
standard, this specification is the next logical step for handling fax, modem, and text
telephony in passthrough scenarios.

Summary

Passthrough or VBD is a transport method for passing modulated data such as fax, modem,
and text telephone protocols over an IP network. Transitioning to passthrough mode
involves additional changes beyond a normal voice call. In Cisco voice gateways, this
passthrough switchover can be signaled in one of two ways: NSE-based passthrough or
protocol-based pass-through.

NSE-based passthrough uses Cisco proprietary NSE messages between the originating
and terminating voice gateways to transition to passthrough. This signaling method is
compatible with the common call signaling protocols of H.323, SIP, MGCP, and SCCP, but
interoperating with third-party gateways is not possible.

Protocol-based pass-through is available only for fax calls because it is triggered by a V.21
preamble that is not present for modems. Unlike NSEs that communicate over the RTP
media stream, protocol-based pass-through uses the voice signaling protocol to handle the
pass-through transition. Only the call signaling protocols of H.323 and SIP support this
signaling method, but interoperability with third-party gateways is possible.
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For handling text telephone protocols, a manually configured version of passthrough must
be used that is referred to as text over G.711. Text over G.711 can be used with any call
signaling protocol or third-party gateway that supports the G.711 codec.

The ITU-T V.152 specification is a standards-based form of passthrough or VBD. Although
this is a relatively new specification that is not widely implemented, it offers the benefits of
both NSE-based passthrough and protocol-based pass-through without the current
drawbacks.
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Relay

Figure 5-1

Relay is the other transport method for passing modulated data over IP networks. However,
relay uses a much different process than passthrough for establishing communication
between fax, modem, and text devices.

Although passthrough digitizes the modulated waveform using pulse code modulation (PCM),
relay decodes the modulated waveform and then passes the decoded frame over IP using a
relay protocol. Because the modulated waveform sent by a fax or modem is simply carrying
digital information, relay strips off this modulation and passes just the original binary
information. On the other side, this binary information is remodulated into an analog
waveform. Figure 5-1 provides an overview of a relay call.

Relay Call Overview
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To accommodate fax, modem, and text devices, a different relay protocol must be
implemented for each. The following sections address in detail the different relay types
supported by Cisco gateways in addition to the fundamental concepts behind the relay
transport method.

Relay Fundamentals

Compared to passthrough, the IP transport mechanism of relay is more complicated. During
arelay call, the gateway plays a more active role in the communication occurring between the
data devices. The voice gateway configured for relay must be able to “understand” and
“speak” the protocols that are being used by the fax, modem, or text devices themselves.
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For example, when a fax relay call takes place, the voice gateways understand the T.30
and T.4 messaging that occurs between the fax machines. This understanding of the fax
protocols allows the voice gateways to efficiently package the pertinent information for
transport across the IP network using a designated fax relay protocol.

The best way to illustrate the concept of relay is through a graphical comparison of
passthrough and relay. Figure 5-2 details a modem passthrough call and a modem relay call
from a gateway perspective.

Figure 5-2  Passthrough and Relay Call Comparison
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The gateways in Figure 5-2 have completely different behaviors when they implement relay
as opposed to passthrough. The input of modulated data is the same in each case, but the
treatment of this modulated information by the gateway differs.

Passthrough samples the analog waveform hoping that the samples taken can accurately
reproduce the analog waveform on the other side. Relay demodulates and extracts the
binary information from the analog signal with the expectation that the gateway on the other
side can modulate this binary stream back into the correct analog signal.

Although Figure 5-2 details a modem specific passthrough and relay call scenario, the
diagram is also applicable to fax and text calls, too. With fax and text relay however,
the relay protocol will differ.

Cisco voice gateways define three relay implementations: fax relay, modem relay, and text
relay. These relay implementations correlate with the type of modulated traffic that needs
to be transported across the IP network. To decide which method to use for transportation,
the Cisco voice gateway depends on certain triggers to transition back and forth between
voice mode, passthrough, and the different relay modes. Figure 5-3 demonstrates how
Cisco voice gateways transition between voice mode, passthrough, fax relay, modem relay,
and text relay from a state machine perspective.

A digital signal processor (DSP) residing in the voice gateway is the catalyst for detecting
and triggering the transitions detailed in Figure 5-3. Although all calls start and end as a
voice call, any transitions to passthrough or relay must be processed by the DSP.

For example, if the DSP detects a 2100 Hz tone, a switchover to modem passthrough
occurs. Once in passthrough mode, the DSP can transition the call to fax relay (T.38 or
Cisco fax relay) if a V.21 preamble of High-Level Data Link Control (HDLC) flags is
detected, transition the call to modem relay if a Calling Menu (CM) message is seen, or take
the call back to voice mode if there is four seconds of silence.

In Figure 5-3, note that fax pass-through is shown with fax relay because both of these
transport methods are initiated by the detection of the V.21 fax preamble. However, unlike
fax relay, fax pass-through cannot coexist with modem passthrough. If both modem
passthrough and fax pass-through are configured, fax pass-through has precedence, and
modem passthrough is disabled by the 10S.

Cisco text relay operates a bit differently from passthrough and both fax and modem relay.
Instead of exiting voice mode and negotiating a complete switchover, Cisco text relay
activates itself only when Baudot tones are detected.

The available relay protocols for fax, modem, and text will now be examined more closely.
Be aware that some relay protocols are proprietary implementations and detailed technical
information about them is not freely available. Coverage of these proprietary relay
protocols might not be as deep as those protocols that are standards-based.

Fax relay, including ITU-T T.38 and Cisco fax relay, is discussed first. Following this is a
discussion of Cisco modem relay and, finally, Cisco text relay.
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Figure 5-3  10S Voice Gateway State Machine for Voice, Passthrough, and Relay
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Cisco voice gateways are capable of two different fax relay implementations: T.38
and Cisco fax relay. Both of these fax relay protocols accomplish the same thing from a
functional perspective: relaying a fax call across an IP network.
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TIP

Cisco gateways only support G3 fax calls with either T.38 or Cisco fax relay. To properly
handle the higher speeds of SG3 calls, modem passthrough must be used. Further
discussion of this topic is in the section “Super G3” in Chapter 7, “Design Guide for Fax,
Modem, and Text.”

When a voice gateway implements T.38 or Cisco fax relay, analog fax signals are demodu-
lated and broken into their basic HDLC frames. Because the voice gateways understand the
T.30 and T.4 fax protocols, the HDLC frames can now be properly transported across IP
using either fax relay protocol. The differences between T.38 and Cisco fax relay occur in
the actual packet transport formats and the switchover method. Because every fax call starts
out as a voice call from the gateway’s perspective, a switchover must occur to transition the
gateway’s DSP from voice mode to the configured fax relay protocol.

T.38 can transition from voice to fax relay using one of two methods: a Named Signaling
Event (NSE)-based switchover or a protocol-based switchover. Cisco fax relay, which is a
Cisco proprietary protocol, handles its switchover only through an exchange of certain RTP
dynamic payload types.

Because of the proprietary nature of Cisco fax relay, T.38 is the more widely chosen option.
Therefore, the workings and switchover methods of T.38 are discussed first, followed by
Cisco fax relay.

T.38 Fax Relay

T.38 is a fax relay standard defined by the ITU-T. Because it is a standard, T.38 is now the
predominant choice for fax relay scenarios, especially in networks where multivendor
interoperability is necessary.

Cisco voice gateways fully support the original 1998 version of the T.38 specification.
Although later versions of T.38 introduce such features as Real-Time Protocol (RTP)
encapsulation and support for SG3/V.34 faxing, these are not discussed in this chapter. Only
the aspects of T.38 related to the Cisco-supported 1998 version are covered.

T.38 defines three transport methods: UDP, TCP, and RTP. Currently, Cisco voice gateways
only use UDP encapsulation as diagrammed in Figure 5-4. The TCP encapsulation method
is optional, and RTP encapsulation is introduced in a later version of the T.38 specification.
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Figure 5-4 UDP Encapsulated T.38
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For T.38 to provide additional error control when using UDP, a UDP transport layer (UDPTL)
header is included. This header is simply a 2-byte sequence number to assist in internet fax
packet (IFP) reordering at the receiving gateway. Also, the T.38 UDPTL encapsulation does
not use an assigned UDP port number. In the case of Cisco voice gateways, the existing RTP
port numbers set up during the initial voice call are reused by T.38 fax relay.

Inside the UDPTL payload, IFPs transport the T.30 and T.4 fax information. Optional
redundancy or forward error checking (FEC) packets may also reside in the UDPTL
payload.

There are two types of IFPs: T30_INDICATOR packets and T30_DATA packets. Indicator
packets signal T.30 messages such as calling tone (CNG), called terminal identification
(CED), and the various trainings for different modulations, while T30_DATA handles the
HDLC message framing and the transmission of fax page data.

Both of these IFP types include a sequence number. Upon transmission of a T30_INDICATOR
or T30_DATA IFP, this sequence number becomes the UDPTL header. When this occurs,
the IFP packet immediately following the UDPTL header in the UDPTL payload is referred
to as the primary. Additional IFPs can be included after the primary, and these are referred
to as secondaries. Secondary IFP packets are mostly seen when an error correction method
such as redundancy is used. Redundancy for T.38 fax relay along with primary and
secondary IFPs are discussed later in this section. The IFP format for a T30_INDICATOR
packet is illustrated in Figure 5-5.
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Figure 5-5 7.38 T30_INDICATOR IFP Frame Format
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The T30_INDICATOR packet is only 2 bytes, not including the sequence number. The most
important field is the T30_INDICATOR field itself, and the value here specifies the exact
T.30 message that is being signaled. Table 5-1 defines the T30_INDICATOR field and the

other fields that make up this IFP.
Table 5-1

T.38 T30_INDICATOR IFP Frame Field Definitions

Field Name Value

Definition

Sequence Number 0x00-0x1111

16-bit sequence number to uniquely identify the IFP

IFP Size (in bytes) 1

1-byte for T30_INDICATOR packets (does not
include sequence number or IFP Size fields)

Data Field 0 Only set when optional data field is present
Type 0 T30_INDICATOR message
T30_INDICATOR 0x00 No Signal

0x01 CNG

0x02 CED

0x03 V.21 Preamble (HDLC flags)

0x04 V.27 2400 bps training

0x05 V.27 4800 bps training

0x06 V.29 7200 bps training

0x07 V.29 9600 bps training

0x08 V.17 7200 bps short training

0x09 V.17 7200 bps long training

continues
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Table 5-1

NOTE

T.38 T30_INDICATOR IFP Frame Field Definitions (Continued)

Field Name Value Definition
T30_INDICATOR 0x0a V.17 9600 bps short training
(Continued) 0x0b V.17 9600 bps long training
0x0c V.17 12000 bps short training
0x0d V.17 12000 bps long training
0x0e V.17 14400 bps short training
0xOf V.17 14400 bps long training
Fill 0 Last bit set to 0

The T30_INDICATOR IFP provides an efficient method for transporting fax signals across
VoIP. Instead of CNG and CED tones and training signals being captured and played out
on the far side, T.38 uses a simple T30_INDICATOR IFP message. This saves bandwidth
and processing time on the voice gateways.

As Figure 5-3 illustrates, Cisco voice gateways do not switch over to T.38 fax relay until
the V.21 preamble or fax flags are detected. Because the CNG and CED signals are
transmitted before the V.21 preamble and the subsequent switchover to T.38 fax relay, the
CNG and CED signals are passed using the original voice codec in the RTP media stream.
Therefore, the CNG and CED T30_INDICATOR messages are not typically seen with
Cisco gateways. However, other vendors do use these messages frequently, and they can be
seen when Cisco voice gateways interoperate with third-party T.38 devices.

An interesting T30_INDICATOR message to note is No Signal. This message specifies that
there is currently not a TDM fax signal present on the voice gateway. When fax signals are
not being received on the telephony interface, Cisco gateways tend to send this message
quite regularly, whereas other brands of voice gateways might send this message more
sparingly.

The other IFP packet type found in T.38 is T30_DATA. These packets handle the T.30
HDLC control information and the Phase C image data. The frame format for a T30_DATA
IFP is diagrammed in Figure 5-6.
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Figure 5-6  7.38 T30_DATA IFP Frame Format
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The T30_DATA packet contains some fields that are the same as those found in the T30_
INDICATOR message. However, there are also a number of new fields that may contain a
range of values. Table 5-2 details each of the IFP frame fields and their values for a T.38

T30_DATA packet.

Table 5-2  T.38 T30_DATA IFP Frame Field Definitions

Field Name

Value

Definition

Sequence Number

0x00-0x1111

16-bit sequence number to uniquely identify IFP
frames.

IFP Size (in bytes)

0x00-0x11

Length measured from first Data Field to last Data
Byte N, not including IFP Size field.

Data Field

Data Field is present.

Type

T30_DATA message.

continues



160 Chapter 5: Relay

Table 5-2

T.38 T30_DATA IFP Frame Field Definitions (Continued)

Field Name Value Definition
T30_DATA TYPE 0x00 V.21 300 bps.
0x01 V.27 2400 bps.
0x02 V.27 4800 bps.
0x03 V.29 7200 bps.
0x04 V.29 9600 bps.
0x05 V.17 7200 bps.
0x06 V.17 9600 bps.
0x07 V.17 12000 bps.
0x08 V.17 14400 bps.
Data Field Count Variable Number of data fields in IFP packet. Each data field
consists of Data/No Data Indicator, Field-Type,
Length of Data Field (optional), and Data Bytes
(optional).
Data/No Data 1 Current Data Field has data.
Indicator 0 Current Data Field does not have data.
Field-Type 0x0 HDLC data. (Data bytes that follow contain some
or all of a fax HDLC frame.)
Ox1 HDLC-Sig-end. (HDLC signaling has ended; no
data bytes with this Field-Type.)
0x2 HDLC-FCS-OK. (Indicates the end of an HDLC
frame and correct FCS has been received; no data
bytes with this Field-Type.)
0x3 HDLC-FCS-BAD. (Indicates the end of an HDLC
frame and the FCS is incorrect; no data bytes with
this Field-Type.)
0x4 HDLC-FCS-OK-Sig-End. (Indicates the end of an

HDLC frame and a correct FCS has been received;
no additional HDLC frames follow this one; no data
bytes with this Field-Type.)




Fax Relay 161

Table 5-2

T.38 T30_DATA IFP Frame Field Definitions (Continued)

Field Name Value Definition
Field-Type 0x5 HDLC-FCS-BAD-Sig-End. (Indicates the end of an
(Continued) HDLC frame and an incorrect FCS has been

received; no additional HDLC frames follow this
one; no data bytes with this Field-Type.)

0x6 T.4-Non-ECM. (T.4 image data that is not sent
using Error Correction Mode [ECM] or Training
Check Function [TCF] data; additional data will

follow.)
0x7 T.4-Non-ECM-Sig-End. (T.4 image data that is not
sent using ECM or TCF data; end of data.)
Length of Data 0x00 — (Number of data bytes) — 1.
Field Ox1111
N/A If Data/No Data is 0.
Fill 0 Last bit filled with a 0.

The shaded fields in Figure 5-6 illustrate how multiple Field-Types can be transported in
the same T30_DATA IFP. The lighter shading indicates the first Field-Type and its informa-
tion, and the darker shading highlights an additional Field-Type within the same IFP. One
common example of multiple Field-Types in a single IFP may occur at the end of a T.30
message. The last portion of data for the T.30 message and the HDLC frame’s FCS status
can occupy the same IFP and a Field-Type of HDLC Data and HDLC-FCS-OK will be
present.

On the other hand, when there are large HDLC frames present, such as during the transfer
of fax image data, it might be necessary to separate an HDLC frame into multiple packets.
Although sending large T.38 packets is possible, the T.38 standard recommends that smaller
packets be sent. Figure 5-7 illustrates this concept by showing how a T.30 digital identifi-
cation signal (DIS) message is broken into IFP packets by a Cisco voice gateway. Note that
the data transport headers are not shown, and only the basic IFP fields of T30_DATA TYPE
and Field-Type are shown for simplicity.
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Figure 5-7  Segmenting of a T.30 Message into T.38 IFPs
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At the top of Figure 5-7, an HDLC frame carrying a T.30 DIS message is shown. The DIS
message and its HDLC frame format was covered in detail in the section “DIS, NSF, and
CSI Messages” in Chapter 2, “How Fax Works.” When packaging the information from this
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DIS HDLC frame into T.38 IFPs, the flags are stripped off, and only the shaded portion of
the HDLC frame is transported.

Under the HDLC frame in Figure 5-7, nine IFPs are shown. Each of these IFPs is encapsulated
in UDPTL and sent across an IP network as a separate packet. The Cisco voice gateway
stuffs only 1 byte from this DIS HDLC frame into each IFP. Consequently, nine IFP packets
are needed for transporting this HDLC frame via T.38 fax relay. Be aware that other
vendor’s implementations may not use numerous, small IFPs for the transport of this
same frame. A vendor might opt for a single, larger IFP instead.

Two important fields highlighted in the IFPs in Figure 5-7 are T30_DATA TYPE and Field-
Type. Because a DIS HDLC frame is V.21 modulated at 300 bps, the T30_DATA TYPE is
set to V.21. The Field-Type is set to HDLC Data for each IFP where a data byte from the
DIS HDLC frame is present.

Notice that the last IFP contains two Field-Types. The first Field-Type is set to HDLC Data,
and it contains the last data byte from the DIS frame, 0x88. Following this data byte is the
second Field-Type, HDLC-FCS-OK. This Field-Type indicates that the FCS for the DIS
HDLC frame was received correctly. Also, it is important to note that the HDLC-FCS-OK
Field-Type always has its Data/No Data Indicator field set to zero, so no data follows this
Field-Type.

Now that the T.38 packet formats have been explained, it is important to visualize how these
various T.38 packets form a typical T.38 call flow using Cisco voice gateways. Figure 5-8
illustrates how T.38 fax relay transports a fax call across an IP network.

As shown in Figure 5-8, the analog fax signals are received by each voice gateway and
converted into T.38 T30_INDICATOR and T30_DATA IFPs for transportation across the
IP network. The T30_INDICATOR IFPs are lightly shaded in the diagram, and the darker
shading represents T30_DATA IFPs. The T30_DATA IFPs also specify the T30_Data Type
and Field-Type parameters for each message.

If the T.38 IFPs are removed from the center of Figure 5-8, this diagram illustrates most of
the same concepts and messaging as Figure 2-9. However, Figure 5-8 integrates Cisco voice
gateways into the path and shows how a basic fax transaction functions when it is transported
by T.38 fax relay. From a fax machine perspective, the T.38 transport is not visible.

The CNG and CED tones are not present in Figure 5-8 because this diagram aims to show
what the T.38 messaging looks like for a call between Cisco voice gateways. With Cisco
voice gateways, the CNG and CED tones are carried by the voice codec and not seen in the
T.38 messaging. In the case of other vendors, the CNG and CED tones may be passed via
the appropriate T30_INDICATOR messages.
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Figure 5-8  Fux Call Flow Using T.38 Fax Relay
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Figure 5-8 begins with the terminating fax machine transmitting a T.30 called subscriber
identification (CSI) and DIS message. These messages are preceded by a T30_INDICATOR
message where the Type field is set to V.21 Preamble, which indicates the presence of V.21
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modulated HDLC flags. T30_DATA IFPs with the T30_DATA TYPE set to V.21 and the
Field-Type set to HDLC Data actually carry the CSI and DIS frames. An equivalent process
is used to transport the T.30 transmitting subscriber identification (TSI) and digital
command signal (DCS) messages from the originating fax machine.

The training or TCF occurs next in Figure 5-8. The T.38 specification defines two methods
for handling the TCF training signal. These two methods are formally known as data rate
management method 1 and data rate management method 2.

Data rate management 1 requires that the TCF is regenerated locally by the terminating
gateway. The actual TCF data stream is not propagated across the T.38 session. This method
is used with TCP encapsulated T.38, and it is optional for the UDP encapsulation.

Data rate management 2 passes the TCF bits within the T.38 session. This method of data
rate management is used by Cisco voice gateways and is shown in Figure 5-8. A 14400 bps
TCF is transported across T.38 using a T30_INDICATOR packet that signals a V.17 14400
bps long training, and then a T30_DATA T.4-Non-ECM packet carries the binary Os of the
actual training pattern. For more information on the TCF message, see the section “TCF,
CFR, and FTT Messages” in Chapter 2.

After the training has been confirmed with a T.30 CFR message, the fax page data is
transmitted. A T30_INDICATOR message signals a short training before the page data is
sent using T30_DATA messages. The first message, T.4-Non-ECM, is transmitted for each
IFP containing actual page data. After all the page data has been transmitted the T30_DATA
message, T.4-Non-ECM-Sig-End is sent to signal the end of the page transmission.

The fax call is torn down after one page is sent using the T.30 end of procedure (EOP),
message confirmation (MCF), and disconnect (DCN) messages. The transport of these
messages follows the procedures for the CSI, DIS, TSI, and DCS messages from the
beginning of the call.

T.38 is capable of different error correction features like FEC and redundancy. Although
these features are optional, Cisco voice gateways support redundancy rather than FEC. This
is a configurable option for both the low-speed V.21 messages and the high-speed training
and data-transfer messages. Figure 5-9 illustrates how two redundant T.38 IFPs are
transported along with a primary IFP in a UDTPL packet.

In Figure 5-9, the first data field at the top of the frame is the UDPTL header. As mentioned
previously, the UDPTL header is just the sequence number that references the primary T.38
IFP. The primary T.38 IFP is composed of the lightly shaded fields following the sequence
number.

When T.38 redundancy is enabled, a 2-byte field specifying the number of redundant IFPs
is present. In the case of Figure 5-9, this field would be set to a value of 0x0002, which
indicates that two redundant IFPs follow.

Notice in Figure 5-9 that sequence numbers are not present for the redundant IFP messages.
Instead, the redundant IFPs always are an offset of the primary IFP’s sequence number that
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is defined in the UDPTL header. The first redundant IFP’s sequence number is one less than
the sequence number of the primary IFP, and the second redundant IFP’s sequence number
is two less. Because the sequence numbers for the redundant IFP messages always follow
this format, only the sequence number for the primary IFP in the UDPTL header is
necessary. Therefore, with a redundancy level of two as shown in Figure 5-9, every T.38

packet will be composed of the current primary IFP and redundant copies of the two
previous primary IFP messages.

Figure 5-9  T7.38 Redundancy Frame Format
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Both the primary and redundant IFP messages in Figure 5-9 can have a varying number
of data bytes. For the low-speed T.30 messages, Cisco voice gateways typically only have
1 byte of data, as illustrated previously in Figure 5-7. However, during the high-speed
transmission of the page data, many data bytes are present. Therefore, Figure 5-9 uses the
field names of Data Byte X, Data ByteY, and Data Byte Z to represent the varying amounts
of data bytes that may exist in each IFP message.

In addition to understanding how the T.38 fax relay protocol works, you must understand
how a Cisco voice gateway transitions to this fax transport protocol. Cisco voice gateways
can transition from voice mode to T.38 fax relay using one of two signaling methods. One
method is based on NSE packets, and the other takes advantage of the voice signaling
protocol to effect the T.38 switchover.

NSE-Based Switchover for T.38

The proprietary NSE switchover method for T.38 fax relay is similar to the use of NSE
messages during modem passthrough. The main difference is that unique NSE event IDs
for T.38 fax switchover are used that are different from the event IDs used for modem
passthrough. Table 5-3 lists the NSE event IDs found in an NSE-based T.38 fax relay
switchover. For more information on NSE messages and their exact format within RTP, see
the section “NSE-Based Passthrough” in Chapter 4, ‘“Passthrough.”

Table 5-3  NSE Event IDs for T.38 Fax Relay Switchover

NSE Event ID Explanation

200 Instructs the peer gateway to switch over to T.38.

201 An ACK to an NSE-200 confirming that the peer gateway has initiated a
switchover to T.38 and is ready to accept T.38 packets.

202 This is a NACK to an NSE-200 message signifying that the peer gateway
cannot process T.38 packets for the call. The call will remain in voice mode and
not switch over to T.38.

When a Cisco voice gateway is configured to use Cisco Named Signaling Events (NSE)
for switching over to T.38, the signaling protocol in use (H.323, Session Initiation Protocol
[SIP], Media Gateway Control Protocol [MGCP], or Skinny Client Control Protocol [SCCP])
is not involved or even aware that this switchover is taking place. The voice gateways
themselves control the switchover within the RTP media stream that has already been set
up by the signaling protocol. Figure 5-10 details a T.38 fax switchover using Cisco
proprietary NSE packets.
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Figure 5-10 T.38 Fax Relay Switchover Using NSE Packets
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Notice in Figure 5-10 that the fax call will actually transition to passthrough first if NSE-

based passthrough has been configured. As discussed in the preceding chapter, NSE-based
passthrough is triggered by the 2100 Hz fax CED tone, whereas T.38 will not be activated
until later in the call when the fax V.21 preamble is detected. If NSE-based passthrough is
not configured on the Cisco voice gateway, the 2100 Hz fax CED tone is ignored, and the
call transitions straight to T.38 fax relay from voice mode upon detection of the V.21 preamble.

Even though the NSE switchover occurs independently of the voice signaling protocol, a
Cisco voice gateway will still announce its support of an NSE-based switchover. This
announcement is listed as a nonstandard capability in the H.245 terminal capability set
(TCS) message for H.323, and it is present as an X-NSE line in the Session Description
Protocol (SDP) portion of both SIP and MGCP messages. The purpose of this announcement is
to validate ahead of time that both voice gateways will support an NSE-based switchover
should one be necessary at any point during the VoIP call. The NSE values for both
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passthrough and T.38 are communicated using these methods. You can find more detailed
information concerning this announcement of NSE switchover support in the section
“Troubleshooting NSE-Based Switchovers” in Chapter 12, “Troubleshooting Passthrough
and Relay.”

Protocol-Based Switchover for T.38

The handling of the T.38 switchover by the call signaling protocol is another method for
handling the gateway transition from voice mode to T.38 fax relay. This method must be
used for Cisco voice gateways to interoperate with other vendor’s equipment.

The three call signaling protocols supported by Cisco voice gateways for a T.38 switchover
are H.323, SIP, and MGCP. As opposed to a T.38 switchover using NSEs, a protocol-based
T.38 switchover uses the call control protocol for complete control of the transition from
voice mode to T.38 fax relay.

For the H.323 call signaling protocol, the initial voice call is established using the underlying
H.225 and H.245 protocols. When the fax V.21 preamble is detected by the terminating
gateway (TGW), the voice gateways exchange H.245 request mode messages that establish
the T.38 parameters for the fax relay session. Then, new media channels are created while
the initial voice channels are closed. Figure 5-11 illustrates the T.38 fax relay switchover
procedure for the H.323 protocol stack.

When SIP is the call signaling protocol, a mid-call INVITE message triggers the T.38 fax
relay switchover process. This mid-call INVITE or re-INVITE message contains the
request from the TGW to change the media stream from voice to T.38. Specific T.38
capabilities and parameter settings are included, too, in this re-INVITE, along with the
socket information for the upcoming T.38 session.

The originating gateway (OGW) accepts this media change from voice mode to T.38 with
a SIP 200 OK message. The SIP 200 OK message confirms the T.38 session parameters
while providing the IP socket information for the OGW. Figure 5-12 illustrates the SIP
messaging that occurs for a T.38 fax relay switchover.
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Figure 5-11 T.38 Fax Relay Switchover for H.323
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Figure 5-12 T.38 Fax Relay Switchover for SIP
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A transition from a voice call to a T.38 fax relay call can also occur using the MGCP
protocol stack. Although both H.323 and SIP can handle their switchovers with messages
directly between the gateways, MGCP gateways must communicate through a call agent
(CA). Figure 5-13 illustrates a T.38 switchover using the MGCP protocol stack.

stack is complete.
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Figure 5-13 T7.38 Fax Relay Switchover for MGCP
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TIP

NOTE

A T.38 fax relay switchover within the MGCP protocol stack as shown in Figure 5-13 is
referred to as CA-controlled mode. Using NSEs for the T.38 fax relay switchover with
MGCEP as illustrated previously in Figure 5-10 is known as gateway-controlled mode.

Upon detection of the V.21 fax preamble, the MGCP TGW signals the CA using a notify
(NTFY) message. This message contains the important observed event of FXR/t38(start).
With confirmation that a fax call is now present, the CA can now begin the switchover
process to T.38 fax relay.

A modify connection (MDCX) message is sent to the TGW from the CA instructing a
switchover from voice mode to T.38 mode. Within this MDCX message is T.38 parameter
information and the media connection information for the OGW, including the IP address
and port. Generally, the same IP address and port that were used for the initial voice call are
reused for the T.38 call. When this is not the case, the call flow in Figure 5-13 will vary.

Another MDCX message is sent to the OGW instructing it to transition to T.38. Again, any
T.38 parameter information along with the other gateway’s connection information is
included in this message.

Once both MDCX messages have been sent and acknowledged by MGCP 200 OK messages,
the OGW and TGW have all the information necessary to start communicating using the
T.38 protocol. The switchover to T.38 fax relay at this point is complete.

Although this section provides a general overview of the call flow for protocol-based T.38
switchovers involving the H.323, SIP, and MGCP protocols, more detailed analysis of the
key, specific messages for each of these protocols is provided in the section “Troubleshooting
Protocol-Based Switchovers” in Chapter 12.

Cisco Fax Relay

Cisco fax relay is a proprietary fax relay implementation on Cisco voice gateways. Developed
before the T.38 fax relay standard, Cisco fax relay provides the same basic functionality as
T.38, but there are differences with regard to packet formats and the mechanisms used for
switching into fax relay mode.
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Figure 5-14

Justlike T.38, Cisco fax relay demodulates all incoming fax signals and passes the fax tones
and HDLC frames across the IP network using data packets. At the far end, these data
packets are modulated back into analog signals and transmitted to the attached fax devices.

Being a Cisco proprietary protocol, a detailed look at the packet formats and other operational
intricacies is not possible with Cisco fax relay. However, a simple high-level overview can
be provided. Figure 5-14 illustrates the basic Cisco fax relay packet structure.

Cisco Fax Relay Packet Structure
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Cisco fax relay frames are transported using RTP. What distinguishes Cisco fax relay
packets from other real-time traffic is the unique RTP payload type of 122. Looking back
to Table 4-1, you will see that this payload type is a dynamic one and suited for proprietary
implementations such as Cisco fax relay.

To switch over to Cisco fax relay, Cisco voice gateways use special signaling packets in the
RTP stream. However, unlike the previous RTP stream signaling packets that have been
discussed, these packets are not NSEs. Instead, specific RTP dynamic payload types are
used for the signaling. The switchover is not NSE or protocol-based but rather based on the
RTP payload type (PT). Figure 5-15 details the Cisco fax relay switchover process.

The detection of fax flags (V.21 preamble) at the terminating gateway triggers the transition
to Cisco fax relay. The TGW notifies the OGW of the impending switchover with a special
RTP message using a PT value of 96 (PT-96). Note that this RTP message is different from
NSE messages, which use a payload type of 100 followed by a specific event ID.

The PT-96 Cisco fax relay switchover packet from the TGW to the OGW is ACK’d
(acknowledged) with a PT-97 message from the OGW back to the TGW. This switchover
message and ACK process is then repeated in the direction from the OGW to the TGW
before the Cisco fax relay call is established.

You should realize that the PT-96 and PT-97 packets are only seen during the switchover to
coordinate the gateway’s transition from voice mode to Cisco fax relay. After the
switchover has completed, Cisco fax relay packets use a PT of 122.
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Figure 5-15 Cisco Fax Relay Switchover
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NOTE Because of the use of the RTP voice stream for communicating the Cisco fax relay
switchover, the call signaling protocol stack is not directly involved with the switchover
process. No special provisions are needed within the call signaling protocol itself, so Cisco
fax relay can work with H.323, SIP, MGCP, and SCCP gateways.

Modem Relay

Modem relay is functionally equivalent to fax relay except that modems are the end devices
rather than fax machines. Voice gateways demodulate and modulate the modem signals as
they enter and exit the IP network while the actual modem data is “relayed” across IP using
special modem relay protocols.
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From a Cisco voice gateway perspective, there are multiple modem relay implementations.
Two of these implementations are Cisco proprietary, and although the other is standards
based, it is not supported. Table 5-4 summarizes these different types of modem relay.

Table 5-4  Modem Relay Types

Modem Relay Type  Modulations Supported = Comments

Cisco modem relay V.34 and V.90 Proprietary implementation using
NSE:s to signal the switchover. V.90
modulations are forced down to V.34

speeds.
Secure modem relay V.32 and V.34 Designed to support line-side, trunk-
(secure communication side, and IP secure terminal equipment
between STE (STE) endpoints. Requires SCCP/
endpoints) MGCP gateways and Unified

CallManager. Uses standards-based
V.150.1-based SSE (state signaling

events) messages for the switchover,
but other protocol aspects are Cisco

proprietary.
ITU-T V.150.1 modem V.92, V.90, V.34, V.32bis, Standards-based modem relay
relay V.32, V.22bis, V.22, V.23, and  designed for multivendor
V.21 when acting as interoperability. Uses an SSE
Universal-Modem Relay switchover mechanism and is not

gateway and V.8 negotiated supported on Cisco gateways.
modulations for V.8-Modem
Relay gateways

All the preceding modem relay types transfer the demodulated modem data across the IP
network using some form of SPRT (Simple Packet Relay Transport). Formally defined in
Annex B of the ITU-T V.150.1 specification, SPRT is a low-overhead, reliable protocol
running over UDP/IP. Figure 5-16 highlights the basic SPRT frame format as defined by
ITU-T V.150.1.

NOTE The Cisco proprietary modem relay methods might not implement this exact SPRT packet
format, but it is still shown for reference to provide a glimpse of the underlying modem
relay transport protocol.
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Figure 5-16 [TU-T V.150.1 SPRT Packet Format

X SSID R PT

TC Sequence Number

NOA Base Sequence Number

TCN SQN
TCN SQN
TCN SQN
IP
UDP
SPRT Header Payload
SPRT Payload

X: Header Extension Bit - set to 0, reserved for ITU-T.

SSID: SubSession ID - identifies a SPRT transmitter subsession.

R: Reserved - set to 0.

PT: Payload Type - value assigned by external call signaling upon call setup.

TC: Transport Channel ID - indicates sequencing and reliability parameters as defined
in Table B.1 of ITU-T V.150.1.

Sequence Number: Used by SPRT transmitter for packet sequencing when required.
NOA: Number of Acknowledgments - specifies number of ACK fields in SPRT header.

Base Sequence Number: Identifies the sequence number of the next packet that will
be received for the specified TC.

TCN, SQN: ACK indication fields, up to 3 as specified by NOA, TCN identifies the
Transport Channel ID for the proceeding SQN (Sequence Number) value.
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Because standards-based modem relay is not currently supported on Cisco voice gateways,
a detailed, technical discussion of V.150.1 is not pertinent to this section. Therefore, the
remainder of this section focuses on Cisco modem relay, the most popular modem relay
implementation for Cisco voice gateways. Additional information about secure modem
relay is provided in the section “Secure Modem Relay” in Chapter 7.

Most modem connections today negotiate the use of an error correction (EC) protocol.
These EC protocols typically introduce some sort of synchronous framing for the modem
call so that asynchronous frames are no longer needed on the connection between the
modems.

For modem relay, a synchronous frame structure is mandatory for efficiently transporting
the modem data. Although other modem relay implementations may support multiple EC
protocols, Cisco modem relay takes advantage of the Link Access Procedure for Modems
(LAPM) framing specified by the V.42 EC protocol. For more information on the V.42 EC
protocol and LAPM framing, see the section “Error Control” in Chapter 1, “How Modems
Work.”

In a traditional modem-to-modem V.42 connection, the connection parameter negotiation,
which includes items such as window and frame size, is handled by the modems themselves
through XID (Exchange Identification) frames. However, with Cisco modem relay, the V.42
negotiation is handled independently by the voice gateways. Figure 5-17 depicts the
interaction of the V.42 protocol with Cisco modem relay.

Figure 5-17 [TU-T V.42/V.42bis Negotiation Within Cisco Modem Relay
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The V.42 negotiation sets up the synchronous, link layer connection. Parameters such as
window size and frame size are specified. These parameters might not necessarily match
between each voice gateway and modem because of the independent negotiation that occurs
between each modem and gateway pair.

V.42bis details the data compression procedures used in conjunction with V.42. Cisco
modem relay supports compression in only a single direction, both directions, or
compression can be disabled altogether.

When V.42bis compression is present, the modems themselves handle the compression and
decompression functions. V.42bis is not terminated locally by the gateways like V.42 is. The
Cisco voice gateways just ensure that the V.42bis parameters between the modems are
synchronized. See the section “Data Compression” in Chapter 1 if you need more detailed
information about V.42bis.

The only switchover mechanism available for Cisco modem relay uses NSE packets. Like
the other NSE switchover methods, this procedure is call signaling protocol independent
and works the same for H.323, SIP, MGCP, and SCCP. Figure 5-18 details the NSE
switchover for Cisco modem relay.

Two specific NSE messages are associated with Cisco modem relay. The first is an NSE-

199, which allows the gateways to inform each other that they support Cisco modem relay.
This NSE message is sent out by the terminating gateway as soon as the ANSam tone has
been detected and the NSE-192 has been sent to trigger modem passthrough.

Until the gateways are sure that this VoIP call is a modem call that can be supported by Cisco
modem relay, there cannot be a formal switchover to modem relay. For example, after only
the ANSam tone has been heard, the call could end up being an SG3 fax call. An SG3 fax
call is not compatible with Cisco modem relay, but it looks the same at this stage of the call.

The second NSE message used in Cisco modem relay is the NSE-203. This NSE message
forces the Cisco modem relay switchover assuming that the NSE-199 messages have been
properly exchanged. The NSE-203 message is only triggered by the detection of a valid V.8
CM (Calling Menu) by the OGW. After the appropriate V.8 CM has been detected, the
gateways are sure that this is a supportable modem call, and the modem relay feature can
be invoked.
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Figure 5-18 Cisco Modem Relay Switchover Using NSE Packets
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TIP

The switchover implementation of Cisco modem relay discussed above is referred to as
gateway controlled or gw-controlled in the Cisco IOS gateway CLI. Introduced in Cisco
I0S Release 12.4(4)T, this implementation requires no work on the part of the call signaling
protocol with regard to the switchover process.

In earlier codes, a method known as signaling-assisted modem relay was used. Instead
of exchanging NSE-199 messages, this switchover method depended on information
exchanged within the voice signaling protocol to confirm that both sides were capable of
Cisco modem relay. However, NSE-203 messages were still used to trigger the actual
switchover.

Cisco Text Relay

Cisco text relay provides the functional equivalent of fax and modem relay for text
telephones. The Baudot tones used by text devices are decoded and passed as characters
across the IP network before being played back as Baudot signals once again on the far side.

Cisco text relay is a proprietary solution that leverages portions of different specifications
to implement a viable method for transporting text over IP. Table 5-5 details the multiple
specifications that Cisco text relay uses.

Table 5-5  Specifications Used by Cisco Text Relay

Specification Description

ITU-T V.151 Procedure for the end-to-end connection of public switched telephone network
(PSTN) text telephones using text relay over IP.

ITU-T T.140 Specifies a simple text protocol for conversing between text devices.

IETF RFC 4351 Describes how to transport real-time text session contents based on ITU-T
T.140 in RTP packets.

IETF RFC 2198 Specifies an RTP payload format for encoding redundant audio data. RFC 4351
details how RFC 2198 can also be used with redundant text data.

From an implementation perspective, Cisco text relay is much closer to a feature such as
Dual Tone Multi Frequency (DTMF) relay than modem or fax relay. DTMF relay does not
have a switchover procedure but instead only relays DTMF digits when they are detected
in the voice media stream. Cisco text relay operates in the same fashion, only activating
when a Baudot text character is detected in the voice media stream.
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With modem and fax relay, the original voice media stream is replaced by a special relay
protocol after the triggering of a switchover using NSEs or the signaling protocol stack.
This does not happen with Cisco text relay because an explicit switchover does not occur
and the voice media stream remains intact for the call duration.

Because Cisco text relay does not create a new media session, it must use the existing voice
media stream, including the same UDP ports. So, how does Cisco text relay distinguish
itself from the actual voice packets already using these established IP sockets?

Cisco text relay implements a unique RTP payload type (PT) to coexist within the same
media stream as the RTP voice packets. The voice packets will always use a standard RTP
PT indicating the voice codec negotiated for that connection. Cisco text relay implements
a dynamic RTP PT, which is set to 119 by default. Figure 5-19 illustrates voice and text
relay packets within the same RTP media stream.

Figure 5-19 Cisco Text Relay over an Existing RTP Voice Stream
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Of course, for many text telephone conversations, there will not be any voice exchanged
over the connection unless Hearing Carry Over (HCO) or Voice Carry Over (VCO) is being
used. In these situations, even though the call is initially created as a voice call, practically
all the packets across the media stream will be Cisco text relay. The concepts of HCO and
VCO were discussed previously in the sections “HCO (Hearing Carry Over)” and “VCO
(Voice Carry Over)” in Chapter 3, “How Text Telephony Works.”

The packet format implemented by Cisco text relay is derived from RFC 4351. This
specification mandates an RTP encapsulation with ITU-T T.140 encoding for the text
characters in the RTP payload. However, because Cisco text relay forces redundancy to be
enabled, the RTP payload must be able to handle redundancy. Figure 5-20 illustrates the
RTP portion of a Cisco text relay packet when redundancy is set to a value of 1.
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Figure 5-20 Cisco Text Relay Packet Format with a Single Level of Redundancy
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You can find additional information concerning the RTP header and its contents in the
section “Passthrough Fundamentals” in Chapter 4.

The shaded portion of Figure 5-20 highlights the RTP payload, and the unshaded portion
indicates the R