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Overview

The essential guide to understanding and using firewalls to protect personal
computers and your network

e An easy-to-read introduction to the most commonly deployed network
security device

e Understand the threats firewalls are designed to protect against

e Learn basic firewall architectures, practical deployment scenarios, and
common management and troubleshooting tasks

e Includes configuration, deployment, and management checklists

Increasing reliance on the Internet in both work and home environments has
radically increased the vulnerability of computing systems to attack from a wide
variety of threats. Firewall technology continues to be the most prevalent form of
protection against existing and new threats to computers and networks. A full
understanding of what firewalls can do, how they can be deployed to maximum
effect, and the differences among firewall types can make the difference between
continued network integrity and complete network or computer failure. Firewall
Fundamentals introduces readers to firewall concepts and explores various
commercial and open source firewall implementations--including Cisco, Linksys,
and Linux--allowing network administrators and small office/home office
computer users to effectively choose and configure their devices. Firewall
Fundamentals is written in clear and easy-to-understand language and helps
novice users understand what firewalls are and how and where they are used. It
introduces various types of firewalls, first conceptually and then by explaining
how different firewall implementations actually work. It also provides numerous
implementation examples, demonstrating the use of firewalls in both personal
and business-related scenarios, and explains how a firewall should be installed
and configured. Additionally, generic firewall troubleshooting methodologies and
common management tasks are clearly defined and explained.
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Command Syntax Conventions

The conventions used to present command syntax in this book are the same
conventions used in the I0OS Command Reference. The Command Reference
describes these conventions as follows:

 Boldface indicates commands and keywords that are entered literally as
shown. In actual configuration examples and output (not general
command syntax), boldface indicates commands that are manually input
by the user (such as a show command).

e [talics indicate arguments for which you supply actual values.

« Vertical bars | separate alternative, mutually exclusive elements.

e Square brackets [ ] indicate optional elements.



« Braces { } indicate a required choice.
e Braces within brackets [{ }] indicate a required choice within an optional
element.
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Introduction

Firewalls are a staple component of a secure network in today's Internet. This
book provides network administrators who are more focused on the core network
services and end users an opportunity to learn about modern firewall capabilities.
This book is not an exhaustive reference on all possible firewalls nor is it a
complete text on the firewalls that are mentioned in this book. Instead, this book
provides a solid foundation of fundamental knowledge upon which readers can
build their knowledge and skills in firewall administration and implementation
(and security in general).

Motivation

The intent for this book is to provide information about the basic workings of
firewalls, with a predominant slant toward the smaller appliance firewall, such as
the Linksys and Cisco PIX 501E, as well as the personal firewall such as the
Windows Firewall. Although vendors' firewall products vary greatly, fundamental
underlying principles do not vary because of the nature of the technology. The
hope is that this book provides readers with an understanding of these
fundamental principles.

Goals and Obijectives

The goal of this book is to provide a ready reference for the reader on firewall
technology, especially where it pertains to the personal and desktop firewall.
Readers will come away with enough knowledge that they will then be able to
approach some of the references provided at the end of this book to learn more
and expand their knowledge of this important class of devices in network security.

Target Audience

The target audience for this book is novice network administrators, home users,
and corporate employees who are telecommuting but want to use a firewall to
protect their network. This book does not aim to be a thorough reference on
firewalls and all of their capabilities. Instead, the focus is predominantly on
smaller firewalls such as the Cisco PIX 501E, Linksys, and personal firewalls such
as Windows Firewall and Trend Micro's Firewall. The reader of this book is
expected to have some knowledge of the basics of networking and of computer
operating systems.

How This Book Is Organized



This book provides a building-block approach to the material. The initial focus is
on the basics of firewalls and a review of TCP/IP. Although the book is intended to
be read cover to cover, it can also provide point references for various products
and concepts. Chapters 1 through 3 provide the necessary background to
firewalls and TCP/IP concepts as they relate to firewalls. The core content lies in
Part IT and Part III, where the focus shifts to how various firewall products are
implemented and how to manage firewalls.

A quick overview of the contents for the various chapters follows:

e Chapter 1, "Introduction to Firewalls" This chapter introduces what a
firewall is and discusses what a firewall can be reasonably expected to do.
The focus is on what a firewall is, what security threats exist, what the
firewall security policy is, and how you can use the firewall to protect
against threats.

- Chapter 2, "Firewall Basics" This chapter covers the basics of various
firewall technologies. The focus is on explaining software firewalls,
integrated firewalls, and appliance firewalls. These are further broken
down into the various modes of operation such as personal, network, NAT,
proxy, circuit, and transparent firewalls as well as how they work.

e« Chapter 3, "TCP/IP for Firewalls" This chapter is a primer on TCP/IP
and how TCP/IP functions from the perspective of firewall administration.
The various protocols, applications, and services in the TCP/IP world are
reviewed, with a particular focus on IP, TCP, UDP, and ICMP (for an
understanding of how a firewall can be configured to control them).

e Chapter 4, "Personal and Desktop Firewalls" This chapter covers
personal firewalls that can be found or installed on laptop and desktop
systems. The two example systems provided in this chapter are Windows
Firewall (found in Windows XP Service Pack 2 and Windows 2003 Server
systems) and Trend Micro's Firewall (which is part of the Internet Security
Suite).

« Chapter 5, "Broadband Routers and Firewalls" This chapter looks at
what a broadband router/firewall is, how it works, and how and where it
should be implemented. The focus of the chapter is on the Linksys
broadband routers, and a discussion of the basic features and functionality
necessary to perform the initial configuration is provided.

« Chapter 6, "Cisco PIX Firewall and ASA Security Appliance" This
chapter looks at the Cisco lower-end firewalls: the PIX 501E and the PIX
506E. These devices are marketed to the end-user/small-office and
remote-office markets. A quick overview of some of the PIX capabilities as
well as how to configure the system initially is provided.

« Chapter 7, "Linux-Based Firewalls" This chapter covers the evolution
of Linux-based firewalls, from ipfwadm to ipchains to the latest
incarnation, NetFilter. In addition, an overview of configuring Linux-based
firewalls is provided.

- Chapter 8, "Application Proxy Firewalls" This chapter looks at what an
application proxy is, how it works, and how and where it should be
implemented. The focus of the chapter is on the Microsoft ISA Server 2004
firewall, and a discussion of the basic features and functionality necessary
to perform a basic configuration is provided.

« Chapter 9, "Where Firewalls Fit in a Network" This chapter focuses
on architecting and designing firewall deployments. The chapter discusses
different types of firewall design architectures, including dual firewall and
different types of DMZ implementations. This chapter also explores the
different types of firewalls and where each type of firewall best fits in the
network.

« Chapter 10, "Firewall Security Policies" All firewalls function by virtue



of how the firewall security policies are configured. This chapter covers the
different types of firewall security policies and rulesets that exist with a
focus on ingress and egress filters as well as how to provide for secure
management access.

- Chapter 11, "Managing Firewalls" The management of firewalls is a
crucial issue. As firewalls become more and more complicated, the
configuration of them and the management of them becomes harder and
harder for the average user and for the novice administrator. This chapter
covers some of the management tools used to manage personal and small
firewalls.

¢ Chapter 12, "What Is My Firewall Telling Me?" Some of the most
valuable information a firewall can provide is from its log files. This
chapter looks at the types of logging supported by most firewalls and the
kind of information that can be gleaned from that information. This
chapter explains how to read the information provided by the logs and
how that information can be used for forensics analysis. This chapter also
identifies the top 10 things to look for in log files.

e« Chapter 13, "Troubleshooting Firewalls" Regardless of how well you
implement, sooner or later you are going to need to troubleshoot
something regarding your firewall. This chapter examines how to build a
troubleshooting checklist that you can use to troubleshoot traffic flow
through the firewall (as well as through the firewall itself).

« Chapter 14, "Going Beyond Basic Firewall Features" This chapter
explores many of the advanced features that firewalls can provide, while
at the same time illustrating the limitations of firewalls in providing these
advanced features.

- Appendix A, "Firewall and Security Tools" This appendix lists firewall
and security tools and briefly discusses usage and situations in which each
tool is appropriate.

- Appendix B, "Firewall and Security Resources" This appendix lists
online and traditionally published resources for additional learning. These
resources provide a solid next step of more detailed and technical
information to build on the fundamentals you have gained from this book.
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Chapter 1. Introduction to Firewalls

Depending on whom you talk to, a firewall is either the cornerstone of their



organization's security infrastructure, or it is a device that has woefully failed to
live up to expectations. How can one device have such a contrast in perceptions?
The biggest reason for this is a misunderstanding of what a firewall is and is not,
and what a firewall can and cannot do.

This chapter looks at what a firewall is and how a firewall works to illustrate what
are the reasonable expectations for a firewall. This chapter also examines the
threats that exist and motivations of attackers to explore how firewalls canand
most important, cannotprotect against those threats.
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What Is a Firewall?

When most people think of a firewall, they think of a device that resides on the
network and controls the traffic that passes between network segments, such as
the firewall in Figure 1-1 (a network-based firewall). However, firewalls can also
be implemented on systems themselves, such as with Microsoft Internet
Connection Firewall (ICF), in which case they are known as host-based firewalls.
Fundamentally, both types of firewalls have the same objective: to provide a
method of enforcing an access control policy. Indeed, at the simplest definition,
firewalls are nothing more than access control policy enforcement points.

Figure 1-1. A Network Firewall Enforcing Access Controls

TGP port 80 is permitted by the access
control policy, but TCP port 445 is denied

TCF Fort 80
Protected
MNetwork

Unprotected
MNetwork

Firewalls enable you to define an access control requirement and ensure that only
traffic or data that meets that requirement can traverse the firewall (in the case
of a network-based firewall) or access the protected system (in the case of a
host-based firewall). Figure 1-1 illustrates how you can use a network-based
firewall to allow only traffic that is permitted to access protected resources.
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What Can Firewalls Do?

Chapter 2, "Firewall Basics," and all of Part II, "How Firewalls Work," examine the
details of how different types of firewalls work; before delving into more detail,
however, you need to understand from a broad design perspective what firewalls
can and cannot do. All firewalls (or at least all fire-walls that you should be
considering implementing) share some common traits and functionality that help
define what a firewall can do.

Fundamentally, firewalls need to be able to perform the following tasks:

e Manage and control network traffic
e Authenticate access

e Act as an intermediary

» Protect resources

e Record and report on events

Firewalls Manage and Control Network Traffic

The first and most fundamental functionality that all firewalls must perform is to
manage and control the network traffic that is allowed to access the protected
network or host. Firewalls typically do so by inspecting the packets and
monitoring the connections that are being made, and then filtering connections
based on the packet-inspection results and connections that are observed.

Packet Inspection

Packet inspection is the process of intercepting and processing the data in a
packet to determine whether it should be permitted or denied in accordance with
the defined access policy. Packet inspection can look at any or all of the following
elements in making a filtering determination:

e Source IP address

e Source port

e Destination IP address

» Destination port

e IP protocol

« Packet header information (that is, sequence numbers, checksums, data
flags, payload information, and so on)

An important thing to keep in mind about packet inspection is that, to make a
filtering decision, the firewall must inspect every single packet in every direction
and on all interfaces, and access control rules must exist for every packet that
will be inspected. This requirement can present a problem when it comes time to
define an access control rule to address the return traffic from a permitted
request.

Connections and State

For two TCP/IP hosts to communicate with one another, they must establish some
sort of connection with each other. Connections serve two purposes. First, the
hosts can use the connection to identify themselves to each other. This
identification ensures that systems do not inadvertently deliver data to hosts that



are not involved in the connection. Firewalls can use this connection information
to determine what connections between hosts are allowed by the access control
policy and thus determine whether data should be permitted or denied.

Second, connections are used to define the manner in which two hosts will
communicate with each other. For Transmission Control Protocol (TCP), this type
of connection is known as a connection-oriented session. For User Datagram
Protocol (UDP) and Internet Control Message Protocol (ICMP), this type of
connection is known as a connectionless session. Although connectionless session
would seem to be contradictory in this context (how can a connection be
connectionless?), connectionless session simply means that the hosts do not
undertake any special mechanisms to ensure reliable data delivery, unlike TCP,
which does undertake special mechanisms (specifically sequencing) to ensure that
data is reliably delivered. Connections allow the hosts to know what the rules of
etiquette for communications are. For example, when Host A makes a request for
data from Host B using a protocol such as TCP, Host B responds with the data
that was requested, not with a new connection request or with data other than
what was requested.

This defined structure of a connection can be used to determine the state of the
communications between two hosts. The easiest way to think of state is to think
of a conversation between two people. If Bob asks John a question, the proper
response is for John to answer the question. Thus, at the point that Bob has
asked his question, the state of the conversation is that it is waiting for a
response from John.

Network communication follows a similar format for tracking the state of a
conversation. When Host A attempts to communicate with Host B, Host A initiates
a connection request. Host B then responds to the connection request, and in
doing so defines how the two hosts will keep track of what data needs to be sent
and when it should be sent. So if Host A initiates a request, it can be assumed
that the state of the conversation at that time is waiting for a response from Host
B. Figure 1-2 illustrates this process in detail:

Figure 1-2. Connections Between Hosts

HostA initiates a connection to HostB.

HostB responds to the connection request from HostA.

HostA finalizes the connection with HostB, allowing for the passing of data.
HostA begins transmitting the required data to HostB.

HostB responds as required, either with the requested data, or to
periodically acknowledge the receipt of data from HostA.
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Firewalls can monitor this connection state information to determine whether to
permit or deny traffic. For example, when the firewall sees the first connection
request from HostA (Step 1), it knows that the next data it should see is the
acknowledgment of the connection request from HostB (Step 2). This is typically
done by maintaining a state table that tracks what the state of all the
conversations traversing the firewall are in. By monitoring the state of the
conversation, the firewall can determine whether data being passed is expected
by the host in question, and if it is, it is permitted accordingly. If the data being
passed does not match the state of the conversation (as defined by the state
table), or if the data is not in the state table, it is dropped. This process is known
as stateful inspection.

Stateful Packet Inspection

When firewalls combine stateful inspection with packet inspection, it is known as
stateful packet inspection. This is the inspection of packets not only based on
packet structure and the data contained in the packet, but also based on what
state the conversation between hosts is in. This inspection allows firewalls to filter
not only based on what the contents of the packet are, but also based on the
connection or state in which the connection is currently in (and thus provides a
much more flexible, maintainable, and scalable filtering solution).

A benefit of stateful packet inspection over the packet inspection discussed
previously is that after a connection has been identified and permitted (after
being inspected accordingly), it is generally not necessary to define a rule to
permit the return communications because the firewall knows by state what an
accepted response should be. This buys you the security of being able to perform
inspection of the commands and data contained within the packet to determine
whether a connection will be permitted, and then automatically have the firewall
track the state of the conversation and dynamically permit traffic that is in
accordance with the state of the conversation. This process is done without
needing to explicitly define a rule to permit the responses and subsequent
communications. Most firewalls today function in this manner.

Note

For more information about TCP/IP packet structure and
TCP/IP-based communications, see Chapter 3, "TCP/IP for
Firewalls."

Firewalls Authenticate Access

A common mistake that people make when evaluating firewalls is to consider
packet inspection of the source IP address and port as being the same as
authentication. Sure, packet inspection allows you to restrict what source hosts
are able to communicate with your protected resources, but that does not ensure
that the source host should be allowed to communicate with your protected
resources. After all, it is a relatively trivial task to spoof an IP address, making
one host appear to be an entirely different host and thus defeating inspection



based on source address and port.

To eliminate this risk, firewalls also need to provide a means of authenticating
access. TCP/IP was built on the premise of open communications. If two hosts
know each others' IP addresses and are connected to each other, they are
allowed to communicate. Although this was a noble design at the time, in today's
world you may not want just anyone to be able to communicate with systems
behind your firewall.

Firewalls can perform authentication using a number of mechanisms. First, the
firewall can require the input of a username and password (often known as
extended authentication or xauth). Using xauth, the user who attempts to initiate
a connection is prompted for a username and password prior to the firewall
allowing a connection to be established. Typically, after the connection has been
authenticated and authorized by the security policy, the user is no longer
prompted for authentication for that connection.

Another mechanism for authentication of connections is through the use of
certificates and public keys. A benefit of certificates over xauth is that the
authentication process can typically occur with no user intervention, provided the
hosts have been properly configured with certificates and the firewall and hosts
are using a properly configured public key infrastructure. A benefit of this
approach is that it scales much better for large implementations.

Finally, authentication can be handled through the use of pre-shared keys (PSKs).
PSKs are less complex to implement than certificates, while at the same time
allowing for the authentication process to occur without user intervention. With
PSKs, the host is provided a predetermined key that is used for the authentication
process. A drawback of this system is that the PSK rarely changes and many
organizations use the same key value for multiple remote hosts, thus
undermining the security of the authentication process. If possible, certificate-
based authentication or xauth should be used over (or in addition to) PSKs.

By implementing authentication, the firewall has an additional method of ensuring
that the connection should be permitted. Even when the packet would be
permitted based on inspection and the state of the connection, if the host cannot
authenticate successfully with the firewall, the packet will be dropped.

Firewalls Act as an Intermediary

When people are concerned that a direct meeting would be too risky for them,
they commonly use intermediaries to act on their behalf, and thus protect them
from the risk of direct interaction. In the same vein, a firewall can be configured
to act as an intermediary in the communications process between two hosts. This
intermediary process is commonly referred to as acting as a proxy.

A proxy functions by effectively mimicking the host it is trying to protect. All
communications destined for the protected host occurs with the proxy, which to
the remote host appears to be the protected host. Indeed, the remote host has
no way of knowing that it is not actually talking directly to the protected resource.
The proxy receives packets destined for the protected host, strips out the
relevant data, and builds a brand new packet that is then forwarded to the
protected host. The protected host responds to the proxy, which simply reverses
the process and forwards the response to the originating host. In doing so, the
proxy (in this case, a firewall) acts as an intermediary to insulate the protected



host from threats by ensuring that an external host can never directly
communicate with the protected host.

In many cases, this function as a proxy is complemented by using a firewall that
is capable of inspecting the actual application data to ensure that it is legitimate
and nonmalicious data. When functioning in this manner, the firewall is known as
working as an application proxy, because it is proxying the actual application
functionality. This allows the firewall to inspect the actual application data itself
(for example, allowing it to differentiate between legitimate HTTP traffic and
malicious HTTP traffic) before presenting the data to the protected resource. For
more detailed information about application proxies, see Chapter 2.

Firewalls Protect Resources

The single most important responsibility of a firewall is to protect resources from
threat. This protection is achieved through the use of access control rules,
stateful packet inspection, application proxies, or a combination of all to prevent
the protected host from being accessed in a malicious manner or being made
susceptible to malicious traffic. Firewalls are not an infallible method of protecting
a resource however, and you should never rely exclusively on the firewall to
protect a host. If an unpatched host (that is, a host that is lacking security
updates that would protect it from being exploited) is connected to the Internet, a
firewall may not be able to prevent that host from being exploited, especially if
the exploit uses traffic that the firewall has been configured to permit. For
example, if a packet-inspecting firewall permits HTTP traffic to an unpatched web
server, a malicious user could leverage an HTTP-based exploit to compromise the
web server because the web server is not patched against this new exploit. The
unpatched web server renders the firewall useless as a protection device in this
case. This is because the firewall cannot differentiate between malicious and
nonmalicious HTTP requests, especially if the firewall does not function as an
application proxy, and thus will happily pass the malicious HTTP data to the
protected host. For this reason, protected resources should always be kept
patched and up-to-date, in addition to being protected by a firewall.

Firewalls Record and Report on Events

The simple reality is that regardless of what you do to protect resources with a
firewall, you cannot stop every malicious act or all malicious data. From simple
misconfigurations of the firewall to new threats and exploits the firewall cannot
protect against yet, you have to be prepared to deal with a security event that
the firewall was not able to prevent. As a result, all firewalls should have a
method of recording all communications (in particular access policy violations)
that occur to enable the administrator to review the recorded data in an attempt
to ascertain what transpired.

You can record firewall events in a number of ways, but most firewalls use two
methods, either syslog or a proprietary logging format. By using either method of
logging, the firewall logs can be interrogated to determine what may have
transpired during a security event. In addition to the forensic analysis benefits of
recording events, this data can also frequently be used when troubleshooting a
firewall to help determine what may be the cause of the problem that is
occurring.

Some events are important enough that merely logging them is not a good
enough policy. In addition to logging the event, the firewall also needs to have a



mechanism of alarming when a policy has been violated. Firewalls should support
a number of types of alarms:

« Console notification This is the simple process of presenting a
notification to the console. The drawback of this alarm method is that it
requires someone to be actively monitoring the console to know an alarm
has been generated.

¢« SNMP notification Simple Network Management Protocol (SNMP) can be
used to generate traps that are sent to a network management system
(NMS) that is monitoring the firewall.

 Paging notification When an event occurs, the firewall can be configured
to send a page to an administrator. This page can be numeric or
alphanumeric, depending on the type of pager carried by the
administrator.

- E-mail notification Similar to paging notification, but the firewall simply
sends an e-mail to the appropriate e-mail address.

By having a method of recording and reporting events, your firewall can provide
an incredibly detailed level of insight as to what is currently occurring, or what
may have previously occurred in the event that a forensic analysis must be
performed.
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What Are the Threats?

One of my favorite quotes is from Sun Tzu's The Art of War:

If you know the enemy and know yourself, you need not fear the
result of a hundred battles. If you know yourself but not the
enemy, for every victory gained you will also suffer a defeat. If you
know neither the enemy nor yourself, you will succumb in every
battle.

To this end, it is not good enough to merely know what a firewall does or how a
firewall works. You need to understand the threats that exist, to ensure that you
can effectively protect your environment from the threats.

Threats that most IT organizations need to deal with include the following:

e Targeted versus untargeted attacks

e Viruses, worms, and trojans

e Malicious content and malware

e Denial-of-service (DoS) attacks

e Zombies

e« Compromise of personal information and spyware
e Social engineering

e New attack vectors

e Insecure/poorly designed applications



Targeted Versus Untargeted Attacks

On the surface, the difference between a targeted and untargeted attack may
seem pretty unimportant. As the saying goes, an attack is an attack, regardless
of source. While in the midst of an attack, whether the attack is targeted or not
may fall down the list of priorities. However, it is important to define the
difference because it could impact the ultimate level of response required to
address the attack.

Untargeted attacks are attacks that are not directly motivated by the resources
being attacked. In other words, the attacker is not necessarily being motivated to
attack your resources, as much as the attacker is probably trying to gain access
to any server that might be susceptible, and your server just so happened to fall
in their sights. This is a common attack method for defacement-style attacks. In
many cases, the attacker has not chosen to target your website because you own
it, as much as they are trying to find websites running on certain versions of web
server software, and you just so happened to be running that web server
software. As a result, untargeted attacks typically do not have as much effort and
motivation behind them and can be easier to defend against than a targeted
attack is. In many cases, merely dropping the malicious traffic is enough to
effectively defend against an untargeted attack and cause the attacker to move
on to easier hunting grounds.

Targeted attacks, on the other hand, present an additional twist to the attack. For
whatever reason, the attacker is interested in the resources and data you have,
and has made a conscious and concerted effort to try to gain access to those
resources. This makes a targeted attack of more concern than an untargeted
attack, because in general it means that the attacker is going to continue to
attempt to gain access to those resources, despite your efforts to protect them.
Therefore, you must be even more vigilant in attempting to stop and ultimately
catch the attacker so that the legal authorities can take the appropriate action.
Indeed, if you suspect that your environment is under a targeted attack, it is a
good idea to get the authorities involved sooner than later, because often
attackers will not stop until they have been locked up by the appropriate legal
authorities.

Viruses, Worms, and Trojans

It seems like as long as there have been computer systems, there has been
someone willing to make malicious software to attack them. Although the terms
virus, worm, and trojan are often used interchangeably to refer to malicious
software, each term has its own distinct qualities and attributes that you need to
understand.

Viruses are pieces of malicious code that typically are attached to legitimate
software. For example, an attacker might make a game for use on a computer
that includes the virus code as part of the game code. As the game is passed
from computer to computer, typically through user intervention such as e-mail or
sharing discs, the virus is able to spread, infecting computers that run the game
software. Viruses have differing degrees of severity, ranging from merely
annoying messages and content, to destructive code designed to erase or
otherwise cause the loss of data or system functionality. The key attribute to a
virus is that it cannot execute and spread by itself; it requires user intervention to
allow it to function and infect other systems.



Worms are similar to viruses (sometimes even considered a subclass, or evolution
of the traditional virus), with one major difference. Worms are self-replicating and
can spread and infect systems with no help from a human user after they have
been initially unleashed. In many cases, worms take advantage of system
exploits in their propagation process, utilizing the exploit to allow the worm to
infect a new system. Another common method of propagation is to utilize the e-
mail client on an infected host to e-mail the worm to additional targets. This
nature of a worm allows it to be much more devastating than a traditional virus
because an infected host can effectively spread the infection to hundreds of
thousands of systems at once, allowing the spread of the worm to grow
exponentially after the initial host has been compromised. This propagation can
be so disruptive as to actually cause an inadvertent denial of service against
resources in some cases. For example, Code Red spread by attempting to connect
to a large number of remote hosts, which in turn caused the routers connected to
the networks that those remote hosts resided on to issue a corresponding amount
of Address Resolution Protocol (ARP) requests in an attempt to connect to the
remote hosts. Because of the sheer quantity of requests and the nature of how
ARP functions (ARP is covered in more detail in Chapter 3), many routers were
unable to handle the sheer volume of traffic and therefore stopped being able to
forward legitimate data.

Trojans take the idea of malicious viruses and worms to a new level. Rather than
functioning as a virus or worm, the objective of a trojan is to appear as a piece of
useful software that has a hidden function, typically to gain access to the
resources on the infected system. For example, many trojans will install back-
door software (such as BackOrifice) on the infected system, allowing the designer
of the trojan to be able to connect to and access the infected system.

Viruses, worms, and trojans can be difficult to defend against using firewalls
alone, and generally require either the integration of virus-scanning software on
the firewall itself or the use of third-party products in conjunction with a firewall.

Malicious Content and Malware

Malicious content is simply data that was written with a nefarious purpose in
mind. In most cases, malicious content requires the user to undertake some
action that allows the protected system to be exposed to the content. This action
may be accessing a website or simply viewing an e-mail that contains the
content. The users, by virtue of the fact that they undertook the risky action,
inadvertently allow their systems to become compromised by the malicious
content. Often, the malicious content is active scripting functionality that allows
arbitrary code to be executed by the client web browser or e-mail client, thus
allowing the malicious content to perform functions ranging from
accessing/destroying client data to installing viruses, worms, trojans, back doors,
or just about any malware (malicious software) the attacker desires.

Malware (malicious software) simply builds on the basic premise of malicious
content and includes any software that has a nefarious purpose in mind. Malicious
software includes software such as viruses, worms, and trojans, although those
three types of malware warrant their own distinct discussions because of the
specialized nature and impact of each.

Unlike most threats this book covers, malicious content and malware generally
requires the user on the protected network or resource to purposely or
inadvertently perform some action to allow the content to be executed. As a
result, protecting against malicious content and malware frequently requires the



firewall to be able to monitor and control traffic that may originate from a
protected network or host, typically through the use of egress filters on the
firewall itself and content-filtering software used in conjunction with the firewall.

Denial of Service

A DoS attack entails a threat that simply prevents legitimate traffic from being
able to access the protected resource. A common DoS is one that causes the
services or server itself to crash, thus rendering the service being provided
inaccessible. This attack is commonly done by exploiting buffer overflows in
software and protocols or by sending data to the host that the host does not
know how to respond to, thus causing the host to crash.

A variant of the DoS that has gained traction and is much more difficult to protect
against is the distributed DoS (DDoS). With a DDoS, the end purpose is the
same, but the method of attack differs. DDoS attacks typically utilize thousands
of hosts to attack a target, thus increasing the amount of traffic exponentially.
The objective of the DDoS is to overload the target with so many bogus requests
that the target cannot respond to legitimate requests. Consequently, the
difference between a DoS and a DDoS is generally the number of hosts engaging
in the attack and the fact that the attackers are distributed across these systems
as opposed to attacks coming from a single attacker. In fact, many DDoS attacks
are nothing more than a DoS that is being executed on a much larger scale.

One well-known method of performing a DDoS is what is known as a SYN flood. A
SYN flood in and of itself is not necessarily a DDoS. A SYN flood functions by
presenting a target host with thousands of connection requests that are not
allowed to complete successfully. The target must wait a determined amount of
time for the connection to be successfully completed, thus utilizing network traffic
buffers to store the partially created connections. When these buffers fill up with
these partially created connections, the target can no longer accept new
connection requests, and therefore begins dropping new traffic. What makes it
particularly potent as a DDoS attack, however, is when thousands of hosts
undertake the SYN flood, thus exponentially increasing the amount of traffic the
targeted host must deal with. If one host attempts a SYN flood, it might not be
able to generate enough connection requests to cause the DoS, but when 1000
(or more) other hosts join in, suddenly the targeted host can be quickly become
inundated. Another method of performing a DDoS is to simply saturate the target
with so much data, legitimate or otherwise, that the amount of traffic exceeds the
capacity of the network bandwidth. This type of DDoS is particularly difficult to
protect against because by the time DDoS traffic is on the network, it is already
too late to stop it. The only effective way to protect against this type of DDoS is
to rely on an upstream partner with more bandwidth than you have to filter the
malicious traffic prior to it traversing your network segments. More mundane
forms of DoS, particularly a DoS that attempts a SYN flood, can be protected
against by implementing the appropriate rules on the firewall.

Zombies

Zombies are systems that have been infected with software (typically trojans or
back doors) that puts them under the control of the attacker. The zombies can
then be used at some point in the future to launch an attack, frequently a DoS
attack against the ultimate target of the attacker.

The most effective way to protect against zombies is to prevent a system from



being used as a zombie in the first place. You can do so by implementing egress
filtering (filtering of traffic from a protected network) at the firewall as well as
content filtering to ensure that even if a system is somehow turned into a zombie,
it cannot be used to execute the final attack. In this sense, it is the responsibility
of the firewall administrator to not only ensure that the firewall protects the
organization's resources, but also to ensure that the firewall protects others from
the organization's internal systems.

Compromise of Personal Information and Spyware

Personal information, in particular financial information, is the holy grail of many
attackers. With that information, an attacker can either use or sell the data to
someone who will use it to engage in all sorts of financial-based frauds. Literally
millions of dollars of fraudulent purchases are made every year using personal
information that was obtained illegally.

Financial information is only one component in the compromise of personal
information. Another risk is the compromise of private medical data. This
information, if made public, could result in people being illegally discriminated
against. For example, an insurance company that has full and unfettered access
to a patient's medical data might not be willing to insure the subject.

The compromise of personal information has led to a slew of legislation, the most
well known being the Health Insurance Portability and Accountability Act of 1996
(HIPAA), which requires companies and organizations to take steps to ensure that
personal information is not exposed to unauthorized access. From a corporate
perspective, this means that the systems that collect this kind of data need to be
insulated and protected to ensure that only authorized access to the data is
permitted. The penalties for failing to protect personal information range from
legal penalties to the loss of business and trust from the users of your systems.

A variation of the compromise of personal information is the compromise of
proprietary or confidential information of a company or organization. This
compromise could include the loss of source code or trade secrets as well as more
mundane items such as company strategies and future business initiatives,
allowing your competitors to gain an unfair advantage in business operations and
competition.

In all of the previous methods, firewalls can be used to segment and isolate the
critical systems, allowing greater control over who and what types of access to
the protected resources will be allowed.

The compromise of information is not restricted solely to the realm of business.
Individuals also risk the loss of their personal information through the use of
malicious software such as spyware. Spyware functions in many ways like a
trojan and allows the designer of the spyware to track everything from what
websites an individual frequents to the purchases (and potentially the credit cards
used) that the user makes. Spyware is much more difficult to control using
network firewalls because in most cases the spyware is distributed throughout the
environment. Many personal firewalls have included spyware-detection and -
removal functionality as a component of their firewall suite, however, and
therefore these can be an effective solution to the problem of how to protect
personal information on a local computer.



Social Engineering

Whereas brute-force hacking a system gets all the sex appeal, social engineering
is the surgical strike to the carpet-bombing mentality of a traditional hack. Social
engineering attempts to compromise what is often the weakest link in an
organization's security, the wetware (or people).

A social-engineering attack typically involves attackers attempting to pretend to
be someone they are not, sometimes a user in need of help, sometimes an
administrator attempting to help a user in need, and then trying to get the
information they need from their target. For example, someone might contact
users asking whether they are having any computer problems (most all users
have some problem). The attacker might then seem to be trying to help the users
troubleshoot the problem by asking them their password so they can attempt to
log in as the user and see whether they experience the same problem. If a user
provides that password, the attacker can then attempt to use it to gain access to
other resources. Let's assume that your virtual private network (VPN) requires
user authentication. With this information, a remote attacker might then be able
to successfully log on to your VPN concentrator, and thus gain access to the
internal network.

Because of the nature of a social-engineering attack, all the firewalls in the world
will not do anything to prevent the attack from being successful. Rather, the best
defense against social engineering is a well-trained user community and staff
(you would be amazed at how many IT administrators will turn passwords over to
a "service provider" trying to help troubleshoot a problem) that knows what is
and is not acceptable information that should be shared either over the phone or
in person.

New Attack Vectors

A current buzz is the threat of the zero-day event or exploit. The zero-day event
is a security vulnerability that is exploited on the same day it is discoveredbefore
vendors can respond with the appropriate patch or solution. Although the zero-
day event has not happened yet, the time between when vulnerabilities are
discovered and exploited has continued to get shorter and shorter.

The decreasing time from vulnerability to exploitation presents a problem because
most technologies today take a rather reactionary response to attacks. As new
vulnerabilities are discovered and published, vendors often must figure out the
solution and attempt to deliver it before the attack is attempted. During this time
period, after a vulnerability has been discovered but before a solution is available,
systems are completely vulnerable and susceptible to attack and exploit. As an
administrator, the only effective way to deal with new attack vectors is to ensure
that you have an aggressive patch management solution in place, and that you
apply patches and access control rule updates in a timely fashion, thus reducing
that period of vulnerability.

Insecure/Poorly Designed Applications

The ugly truth that few software vendors want to admit is that a sizeable number
of successful attacks result from insecure and poorly designed applications. In
some cases, the application was designed well at the time, but the times changed
and the application did not. In other cases, the application is just badly designed



and implemented.

Regardless of the reason, insecure and poorly designed applications are one of
the most difficult threats to address. Unfortunately, we are all at the mercy of the
software vendors to patch their systems; if they have not or will not undertake
this, the best we can do is attempt to work around the insecurity or design flaw,
or use a different vendor's products.

Application proxies can be an effective solution to this problem, because the
application proxy can typically be configured to recognize malicious traffic that
attempts to exploit the application insecurity, and thus protect the system
running the insecure application. Another potential solution is to use the firewall
to prevent connections to the vulnerable system that are not necessary for the
system to perform its job. For example, if the protected system is running a web
server that is insecure, but the web server does not need to be accessed from an
external source, you can configure the firewall to prevent access to the web
server, while allowing access to any other applications the protected system is
running.
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What Are the Motives?

There is no shortage of motives behind the threats that attackers come up with.
Perhaps the most dangerous motive is the conscious decision to break the law,
typically in an effort to gain some financial or monetary gain. Often, criminals
develop attacks and exploits with the sole purpose of gaining illegal access to
systems, typically for the purpose of monetary gain. This gain could come from
obtaining personal information and committing fraud with that information,
gaining access to data and blackmailing the victim into paying for that data, or
stealing trade secrets from a competitor's system or undermining the financial
stability of the company.

A less-driven, but still dangerous motive is the simple desire to cause mischief
and wreak havoc on an environment. Mischief covers everything from bored
teenagers looking to do something they consider exciting and interesting, to the
disgruntled ex-employee who is just looking to cause trouble for his former
employer. One of the most difficult aspects of attackers motivated by mischief is
that often the attacks they engage in have logical reason, especially if the
attacker falls into the category of the bored person just looking for something
interesting to do. Many times, their attempts at what they consider mundane and
harmless activities can inadvertently cause significant problems or outages. Many
virus writers fall into this category, not realizing just how much damage their
innocuous virus can cause if someone is able to modify it slightly.

Another angle for motivation is simple ego. Attackers are convinced that they are

smarter than you, the defender, and an easy way to prove it is to compromise the
system. They can then run off to their chat rooms and brag about how they were

able to get the best of the company they targeted.



However, the most troublesome motive comes from attackers with multiple
motives. In this case, the attacker is frequently so driven by boredom, ego, and
criminal behavior that nothing short of legal intervention can stop the attacker.
Indeed, a number of attacks that may have started as untargeted attacks against
an environment have escalated with bad consequences when attackers realized
that what they did has been patched. Their ego cannot handle that they were
stopped, and they become willing to undertake more riskyand more
costlyactivities to prove that they are superior.

Motives are not solely the realm of the attacker, however. As administrators, we
have to know what our motivation is in protecting our resources. Ensure not only
that you are protecting your resources, but that you are doing so in the proper
manner. Although it is human nature when presented with an attack to want to
lash out and strike back at attackers to teach them a lesson, that is not our place
or our role. In fact, in the case of zombies, the system that you decide to strike
back against often becomes an unwitting victim not only of the original hacker's
attack on their system, but of your attack in an effort to teach the hacker not to
mess with your systems. As cliché as it sounds, there are good guys and bad
guys, and as administrators we need to make sure that our motives and
undertakings remain on the side of the good guys.
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Security Policies

As mentioned previously, firewalls are nothing more than access control policy
enforcement points. Consequently, a firewall is only as effective as the firewall
security policy (as opposed to the enterprise security policy) that dictates how the
firewall will be used. Firewall security policies are discussed in great detail in
Chapter 10, "Firewall Security Policies," but we can look at the fundamentals of
what kinds of firewall security policies exist and how to build an effective security
policy now.

The first step to a good security policy is to perform a risk analysis to determine
what the threats to the protected system are. After doing this, you can develop a
strategy and policy for protecting the system from those threats with your
firewalls. A key thing to understand when you develop this strategy is that you
may not be able to protect against or prevent everything. The reasons for this
range from technological limitations (technically the recommendation cannot be
done) to practical limitations (it would not be practical to undertake the
recommendation) to financial limitations (you do not have the money in the
budget to undertake the recommendation). As a result, you need to approach the
subject from the perspective of seeking to minimize the risk associated with the
threat. In some cases, that means you can reduce the risk to zero (for example, if
you use a firewall to prevent all access to a system). In other cases, you can only
reduce the risk to a level that is acceptable by management. For example,
management may not decide that they can afford to spend the money required to
implement the security solution recommended. In this instance, it is absolutely
critical to convey in an honest and accurate manner what the level of risk will be.
The reason for this is that after an incident occurs, it becomes real convenient for
people to suddenly "forget" that they agreed to that level of risk in the first place.
This is the time that it comes in handy to be able to produce a signed document
that proves everyone agreed that the level of risk that was settled on was



appropriate.
Examples of Security Policies

You have two primary security policies to use as a baseline in designing your
security policy. The first is the closed security policy, also known as the
minimalist security policy. The other is an open security policy, also known as
generally a bad idea.

The closed security policy is based on the premise that by default all access is
denied, and only access that is explicitly required will be permitted. The benefit of
this approach is that the security policy will be designed only to allow access that
has been explicitly granted. This security policy is frequently implemented when
dealing with granting access from an untrusted source to a protected system
(sometimes referred to as ingress filtering). The drawback of this system is the
same as its strength, however. Because the default action is to deny traffic, it can
be a time-consuming process to identify, configure, and maintain the list of
exceptions that must be permitted.

At the other end of the spectrum is the open security policy. It takes the exact
opposite approach, by default granting all access and denying only the traffic that
is explicitly configured to be denied. This type of security policy is frequently
implemented for granting access from a trusted network to external systems
(sometimes referred to as egress filtering). The benefit of this system is that it
generally takes little to no configuration to allow systems to traverse the firewall
and access resources. As a result, many firewalls by default apply this
methodology to traffic that is sourced from the internal network to external
networks such as the Internet. Although convenient, it is incredibly insecure
because the firewall will allow legitimate and malicious traffic out with equal ease.
Consequently, it is not recommended that you implement a firewall that is
configured in this manner. Although more convenient, the risk is simply too great
for most environments.

Firewalls and Trust

After the decision has been made to allow some traffic through the firewall, the
administrator has effectively made the decision (intentional or not) to trust the
traffic that will be permitted. This decision is part of defining an acceptable level
of risk. A firewall typically does not exist to stop all traffic. If it did, you would be
better served just to disconnect the system from the network entirely. Instead,
the firewall exists to allow some traffic while stopping other traffic.

In these situations, you have to realize and accept that by permitting certain
traffic, you are trusting that the traffic is safe and acceptable. However, this does
not mean that by deciding to permit traffic you are effectively removing any
security a firewall can provide. Simply put, just because you trust certain types of
traffic does not mean you have to trust the traffic in its entirety and in every way.

In the continued pursuit of mitigating and minimizing risk, you can configure the
firewall to authenticate connections that will access the trusted resource, adding
an additional level of security and risk management to the access that is being
granted. Doing so ensures that before access to the protected resource will be
granted, the requesting system must be authenticated as a legitimate user of the
resource.



Another option is to use the firewall as an application proxy, serving as an
intermediary for providing access to the protected resource. As discussed
previously in this chapter, this can help mitigate and minimize risk by ensuring
that all access to the protected resource must go through the proxy, allowing the
proxy to ensure that the data being transmitted is not malicious or harmful.

The biggest thing to remember about firewalls and trust is that no matter how
much you trust the access being granted, it has to go through the firewall before
gaining access to the protected resource as opposed to just bypassing or not
using a firewall at all.

NEXT B
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Determining If You Need a Firewall

It is convenient (and accurate) to say that you always need a firewall if you are
connecting to the Internet. Firewalls should not be relegated exclusively to the
realm of providing access to and protection from Internet-based resources.
Instead, you should consider implementing a firewall any time a resource needs
to be protected, regardless of where the protected resource is located, or where
the requesting traffic will be coming from. Firewalls can, and in many cases
should, be used to control access to important servers or different subnets within
the corporate network. For example, if two branch offices should never need
access to each other's resources, you should consider a firewall to enforce that
policy and ensure that such access is never granted.

To help determine where you can implement a firewall, define what the cost of
the data you are trying to protect is. This cost includes a number of variables.
One variable to consider is the cost of restoring or repairing the data. An
additional variable is the cost of lost work and downtime as a result of the data
being inaccessible to employees. Yet another variable is the cost in lost revenue
or income that might come as a result of the loss of data.

A common way of quantifying this kind of cost is known as determining the single
loss expectancy (SLE) and annual loss expectancy (ALE). SLE is the expected
monetary loss every time an incident occurs. The ALE is the expected monetary
loss over the course of a year. The ALE is calculated by multiplying the annual
rate of occurrence (ARQO) by the SLE. The ARO is the probability that something
will occur during a given year. The easiest way to understand how to calculate
and determine this information is to go through a fictional scenario.

Suppose that your external web server is compromised and that web server is
used to process incoming requests that 100 data processors work on. The first
thing to do is to define the SLE, and doing that requires that you define the
variables mentioned previously. First, you need to define the cost of restoring or
repairing the data. This cost can range from the time it takes someone to reboot
a server and apply a patch or to restore the server from a tape backup. For this
scenario, assume that the cost to recover from this compromise is $500. Next,
the loss of the web server and subsequent inability of the workers to do anything
productive needs to be factored into the equation. Assuming the employees are
paid $12 an hour (average salary of a data-entry clerk in the Houston, Texas,
area) and the server is down for a half a day being rebuilt, the cost to the
company in just lost time for the users of the web server is $4800. Finally, the



cost of loss of revenue or income needs to be factored into the equation. There
are a number of ways to determine this, which the accounting department should
be able to help in defining. For example, if the application in question generates a
certain amount of money per transaction, and the average number of
transactions per day is known, you can easily determine the number of lost
transactions, and thus revenue, for a given period of time. For example, suppose
that the loss of revenue is $1000. This gives you a grand total of $6300, which is
the SLE of the given scenario.

On the surface, considering that an enterprise-class firewall with failover can be
had for less than $6000 (Cisco PIX 515E unrestricted license with failover), it
would seem to make perfect sense that if a firewall could have prevented the
incident, that there should be no question about whether a firewall should have
been purchased and implemented. However, it is not quite that simple. With the
benefit of hindsight, you can easily see that the firewall was worth the cost.
Rarely do we have the benefit of hindsight when it is time to determine what to
spend money on, which is where the ALE comes into play.

Defining the ALE is a little bit trickier than defining the SLE because it almost
always requires you to make some educated guesses as to what the ARO is. For
example, it is impossible to say with certainty that an event will occur a certain
number of times a year or even a certain number of times over the course of
many years. The ARO is more of a method of making an educated calculation
based on historic data and information to determine what the expected
probability of an occurrence is. For example, suppose that in reviewing insurance
data the probability of a serious fire is once every 25 years. This does not
guarantee that a fire will happen in any given year, or even at all during that
time, but it does allow you to put a value to the probability that a fire will occur,
in this case 1/25 or 0.04 percent in any given year. When the ARO is multiplied
by the SLE, you can get the ALE.

Reviewing the scenario, suppose that the ARO is defined as 1 or greater. In that
case, you can easily justify spending $6000 on a firewall that could prevent the
loss ($6300), because it will pay for itself by preventing a single incident. What if
the ARO is less than 1 (which it frequently is)? At that point, it can be tougher to
make the case that a firewall should be implemented, because the cost of the
firewall may not be less than the ALE. In this case, however, keep in mind that
the ALE is the expected loss, not the actual loss, and although the cost of the
solution may be less than the ALE, it may still be financially viable and a
worthwhile endeavor. Conversely, if the probability that an event will occur is so
low, the cost of the solution may never be justified. Of course, as the saying goes
in technology, it is always difficult to get money for security before an event
occurs. . . but after an event does occur, the pocketbooks open right up to
prevent a recurrence.

Another variable is the cost of starting over. This variable is particularly important
for smaller companies, because the majority of smaller companies that
experience a week of downtime as a result of a security incident are rarely able to
recover from that outage, and subsequently go out of business.

The cost of legal repercussions as a result of the data loss or compromise is
another real cost that you must consider. The simple reality is that we live in a
litigious society, and if a company is negligent in adequately protecting their data,
especially if they maintain consumer data, there will be no shortage of lawyers
seeking monetary compensation for the security incident. I would not want to be
on the jury of a company being sued that admitted that they decided not to use a



firewall, or do anything else to protect their resources, and were subsequently
hacked.

Whereas the corporate user has many justifications for protecting their resources,
home users tend not to share such concerns. Some home users might think,
"What do I have that I need to protect?" and not come up with anything
important. This is a deceptive line of thinking, however. The home user might be
unaware of data that needs protection. We have all seen the news regarding
identity theft and the loss of financial information; and if home users have used
their computer to make online transactions or store their financial data,
protecting that data can go a long way toward preventing them from becoming a
victim of these types of crimes and events. Even going beyond protecting
financial data, however, many home users maintain data such as personal or
family information that they probably would not want to be made publicly
available. Also, although home users might legitimately not have any data of any
consequence that they believe they need to protect, if they leave their system
unprotected it can relatively easily be used by someone else to engage in
malicious activity, particularly by using the system as a zombie, and use a home
user's computer to attack other systems on the Internet. Therefore, home users
really have an obligation to implement a firewall (in addition to making sure that
they run current antivirus and antispyware/malware software and keep their
systems patched and up-to-date) not only to protect themselves, but to protect
others from their systems being used as part of an attack.
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Summary

Firewalls, regardless of how complex in design and implementation, have a simple
responsibility to act as security policy enforcement points. Firewalls can do this by
inspecting the data that is received and tracking the connections that are made to
determine what data should be permitted and what data should be denied. In
addition, firewalls can act as an intermediary and proxy requests to the protected
host while at the same time providing a means of authenticating access to better
ensure that only approved access is granted. Finally, firewalls can report and alert
on events related to all of these processes to allow you, the administrator, to
know what is going on with your firewall and the systems it is protecting.

Any number of motivations drive people to develop threats to our systems. By
examining the threats and the appropriate responses, you can develop a security
policy that minimizes the risk presented by a threat through the proper
implementation and configuration of a firewall. Although a firewall cannot prevent
all attacks, it is one of the best methods of protecting resources; and when in
doubt, there is a good chance that a firewall can help make your resources even
more secure than if there were no firewall at all.

NEXT B
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Chapter 2. Firewall Basics

This chapter covers the basics of firewalls. Firewalls can be distinguished in a
variety of ways: from the size of the network they are designed to operate in to
the way they provide protection. This chapter examines the basic taxonomy of
firewalls and uses the convention of classifying firewalls based on "size"personal
or desktop firewalls, small office/home office (SOHO) firewalls, and enterprise-
level firewalls. In addition, this chapter discusses the various ways firewalls
defend the networks they are placed in, from simple packet filters to stateful
packet filters to application proxies.

This chapter provides a high-level overview of the various firewall products
discussed throughout the book.

(e prev
(e prev

Firewall Taxonomy

Firewalls come in various sizes and flavors. The most typical idea of a firewall is a
dedicated system or appliance that sits in the network and segments an "internal"
network from the "external" Internet. Most home or SOHO networks use an
appliance-based device for broadband connectivity that includes a built-in firewall.
In general, firewalls can be categorized under one of two general types:

e Desktop or personal firewalls
¢ Network firewalls

The primary difference between these two types of firewalls simply boils down to
the number of hosts that the firewall protects. Within the network firewall type,
there are primary classifications of devices, including the following:

e Packet-filtering firewalls (stateful and nonstateful)
e Circuit-level gateways
e Application-level gateways

The preceding list describes general classes of firewalls but, as discussed later,
many network firewalls represent hybrids of the preceding classifications. Many
firewalls have characteristics that place them in more than one classification.

Figure 2-1 shows a breakdown of the various firewall types currently available.
This figure does not provide complete details of the various capabilities within
each firewall type but rather shows the general taxonomy of the different firewalls
available in the two primary types: personal/desktop firewalls and network
firewalls.

Figure 2-1. Firewall Taxonomy

View full size image
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Given these various firewall types available, users may have a hard time
identifying exactly what they need. In many cases, costs represent a driving
factor in the purchase of a firewall, but knowing which types of firewalls are
available and what capabilities they provide helps users make a more informed
final decision.

Personal Firewalls

Personal firewalls are designed to protect a single host from unauthorized access.
Over the years, this has evolved so that modern personal firewalls now integrate
additional capabilities such as antivirus software monitoring and in some cases
behavior analysis and intrusion detection to protect the device. Some of the more
popular commercial personal firewalls include BlackICE as well as Cisco Security
Agent. In the SOHO market Trend Micro's PC-cillin, ZoneAlarm, and the Symantec
personal firewall are some of the more popular offerings. Microsoft's Internet
Connection Firewall is also among the top personal firewalls installed because of
the install base of machines running Windows XP with Service Pack 2.

Whereas personal firewalls make immense sense in the SOHO and home user
market because they provide the end user protection as well as control of the
policy, in the enterprise the issues are more complex. Perhaps the biggest
concern for enterprise users with regard to personal firewalls is the ability to
provide a centralized policy control mechanism for the firewall. The need to
centralize policy control is critical to the use of personal firewalls in an enterprise
environment to minimize the administrative burden. What is administrative
burden? As the number of firewalls deployed in an organization increases, the
network administrator must be concerned with the proper configuration and
monitoring of each one of these firewalls. Therefore, it is extremely important
that as the number of firewalls increases, the ability to administer them does not
become overly burdensome. By centralizing policy control and monitoring, many
vendors have eased the effort of properly configuring the firewall policy and of
monitoring the events.

Network Firewalls



Network firewalls are designed to protect whole networks from attack. Network
firewalls come in two primary forms: a dedicated appliance or a firewall software
suite installed on top of a host operating system. Examples of appliance-based
network firewalls include the Cisco PIX, the Cisco ASA, Juniper's NetScreen
firewalls, Nokia firewalls, and Symantec's Enterprise Firewall. The more popular
software-based firewalls include Check Point's Firewall-1 NG or NGX Firewalls,
Microsoft ISA Server, Linux-based IPTables, and BSD's pf packet filter. The Sun
Solaris operating system has, in the past, been bundled with Sun's enterprise
firewall, SunScreen. With the release of Solaris 10, Sun has begun bundling the
open source IP Filter (IPF) firewall as an alternative to SunScreen.

Many network firewalls provide enterprise users the maximum flexibility and
protection in a firewall system. These firewalls have over the past few years
incorporated many new features such as in-line intrusion detection and
prevention as well as virtual private network (VPN) termination capabilities both
for LAN-to-LAN VPNs as well as remote-access-user VPNs. Another feature that
has been introduced into network firewalls is a deep packet-inspection capability.
The firewall can identify traffic requirements not just by looking at Layer 3 and
Layer 4 information but by delving all the way into the application data so that
the firewall can make decisions as to how to best handle the traffic flow. This
evolution in firewall design and capabilities has led to the development of a new
firewall product, the integrated firewall, which is covered in more detail in the
next section.

NEXT B
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Firewall Products

You can find a wide variety of firewall products on the market today, comprising
three basic physical firewalls: software based, appliance based, and integrated.
Software-based firewalls, as discussed previously, typically run on top of a
commercial operating system, such as Sun Solaris or Microsoft Windows.
Appliance-based firewalls are purposefully designed devices in which the filter and
inspection software is tightly integrated into a custom-built or hardened operating
system. These firewalls include the Cisco PIX products as well as Juniper's
NetScreen firewalls and the Symantec Enterprise Firewall. Finally, there is the
integrated firewall, which is somewhat of a synthesis of other products with the
traditional firewall. Whereas in the past multiple security devices such as
firewalls, VPNs, and intrusion detection systems were all based on different
devices, recent movement in the industry tends toward integrating all three
devices into one platform. This synthesis has the benefit of reducing the number
of hardware devices that require administration and thus lowering the
administrative overhead necessary to deploy and manage these devices.
Examples of integrated firewalls include the Cisco ASA and the TippingPoint X505
devices. The following sections discuss each of these firewall products in further
detail.

Software Firewalls

Software firewalls are installed on top of an all-purpose generic operating system.
Software firewalls include the Sun SunScreen firewall, IPF, the Microsoft ISA

Server, Check Point NG, Gauntlet, Linux's IPTables and FreeBSD, and OpenBSD's
pf packet filter. Typically, the vendor's firewall software suite includes patches as



well as configuration changes that must be applied to harden the underlying
operating system from attack or to include a kernel module or driver for the
firewall to operate properly. The primary advantage of such firewalls is that you
can task them to be multipurpose in nature. For example, a firewall can also be a
Domain Name System (DNS) server itself or it can be the spam filter. Software
firewalls lend themselves to multipurpose roles much more easily than dedicated
appliance firewalls.

A significant disadvantage to these firewalls is the need to consider the potential
vulnerabilities of the underlying operating system. Consider, for example, the
SunScreen firewall and the Microsoft ISA firewall. Both are installed on top of a
base operating system of Solaris or Windows 2000/2003, respectively. As new
vulnerabilities are discovered in various aspects of the operating system, the
administrator must consider whether to install the vendor patches or whether to
forego the patches because of potential adverse effects on the firewall. What are
the potential effects of patches? The firewall may not function properly after the
installation of a patch. In many cases, the vendor (either the operating system
manufacturer or the firewall software vendor) tests patches for compatibility with
the firewall software and releases a bulletin recommending the installation or
cautioning against the installation of the patches.

Additionally, in an enterprise environment, a software firewall may sometimes
cross the "political" line between the systems group and the network group. The
question of "who owns the box?" needs to be resolved. The systems group may
claim that because the system has a generic operating system installed that the
system belongs to them; similarly, the network group may claim that because the
system role is that of a firewall it is under their administration. Issues such as this
can crop up in larger environments.

The primary benefit of software firewalls is the ability to use commodity hardware
for the device such that if the device should fail, then replacement of hardware is
relatively straightforward. A significant drawback to software firewalls is that the
firewall software vendor and the operating system vendor may simply point
fingers at one another and blame the other whenever a problem arises that
causes the firewall software or the operating system to fail. This issue normally
does not apply when the firewall vendor and the operating system vendor are the
same, as with Linux-based firewalls, Microsoft ISA Server, or OpenBSD's IPF
running on OpenBSD.

Other drawbacks to software firewalls include the requirement to lock down the
underlying operating system, maintaining patches of the underlying operating
system, and potentially poorer performance because the operating system has
not been tuned for a high-performance environment. Finally, software firewalls
tend to underperform compared to appliance-based firewalls, because software
firewalls typically do not run on an operating system that has been explicitly
tuned for peak performance as a firewall.

In smaller environments, these issues typically do not come into consideration
because the systems and network group may not be distinctly separate. Also,
software firewalls can be useful low-cost devices for the technically savvy home
user. However, for the more typical home user, the low-end appliance-based
firewalls (such as Linksys, D-Link, and NETGEAR) provide greater benefit because
of the ease of setup and the low maintenance they require.

Appliance Firewalls



Appliance firewalls are firewalls that are integrated tightly with custom-built
hardware (or in some cases commodity hardware) and provide firewall services to
a network. Appliance firewalls include the Cisco PIX, NetScreen firewalls,
SonicWall appliances, WatchGuard Fireboxes, and Nokia firewalls all the way
down to the Linksys, D-Link, and NETGEAR products for home users. The
underlying operating system need not be a custom operating system. It can be a
highly customized version of a commodity operating system as in WatchGuard's
use of Linux or Nokia's use of FreeBSD as their base operating systems.

In many cases, appliance firewalls offer better performance relative to software
firewalls because of the nature of the customized underlying operating system
and the use of specialized processors and application-specific integrated circuits
(ASICs) for data processing and handling input and output (I/O) requests.
Additionally, these firewalls may have the benefit of fewer moving parts by
eliminating the hard disk (or disks as the case may be) of the software firewalls.
As firewalls have matured and become more complex, the gap between the
appliance firewall and the software firewall has dramatically closed. Many of the
features that have typically been the province of appliance firewalls have been
filtering down into software firewalls.

Perhaps the main benefit of the appliance firewall may be technical support. As
mentioned previously, with a software firewall at least three (and possibly more)
vendors may be involved in the firewall: the hardware vendor, the operating
system vendor, and the firewall software vendor. As is the case with many
different parties involved in a given device, each will typically point the finger at
the others whenever something goes wrong. With the appliance firewall, there is
only one vendor for the entire device. If a failure occurs, that vendor is called on
to make things right.

Other benefits typical of appliance firewalls are overall better performance, tighter
security of the firewall operating system, and lower overall cost than commercial
software firewalls.

The drawbacks of a single vendor for handling issues with the firewall is if the
vendor chooses to discontinue a specific firewall model in favor of a more recent
model, the possibility that the vendor will no longer be in business in the future
(either due to bankruptcy or acquisition by a competitor), and the possibility that
if a bug is found in the firewall software (or the underlying operating system) the
vendor may determine when or whether to release a patch.

Additional drawbacks to appliance-based firewalls are that they may lack
advanced features and functionality that software-based firewalls provide. It can
also be more difficult to provide additional security functions, such as spam
control, when compared to software-based firewalls. This drawback results from
the fact that it is generally a trivial task to add additional applications to a
software-based firewall; you simply install the new application. Appliance-based
firewalls frequently require the implementation of additional hardware to provide
similar functionality, increasing the complexity of the potential solution.

Integrated Firewalls

Integrated firewalls are multipurpose devices that combine the traditional firewall
with other features such as remote-access VPN, LAN-to-LAN VPN, intrusion
detection or prevention, spam filtering, and antivirus filtering. These devices are
designed to provide an "all-in-one" approach to network-edge security by
collapsing the responsibilities of several devices into one device. The benefit of



integrated firewalls is that they simplify the network design by reducing the
number of devices on the network as well as provide a single system for
administration, thereby reducing the administrative burden on the network staff.
Another benefit is the potentially lower cost of the device versus multiple devices
from multiple vendors.

The major drawback is that the failure of such a device can lead to multiple
exposures. Additionally, the complexity of such a device may make it difficult to
troubleshoot connectivity problems because of the interaction of different
capabilities in the device and how they affect the underlying fundamental
operation of a firewall. Although an integrated firewall may be lower in total cost
of ownership (TCO), the upfront cost may be significantly more. If a single
integrated firewall is more costly than the component devices that provide similar
functionality and only provides a marginal cost-benefit, it may be difficult to
justify the purchase of an integrated firewall.

NEXT B
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Firewall Technologies

This section focuses on the technologies used in various firewalls and how they work.
The firewall taxonomy in Figure 2-1 shows the general types of firewalls. This section
focuses more on the underlying technologies that devices that fall into those types
utilize. In some cases, one technology discussed here can fall into multiple types in
the taxonomy tree. The focus is on a wide range of firewall technologies, including the
following:

e Personal firewalls

e Packet filters

« Network Address Translation (NAT) firewalls
e Circuit-level firewalls

e Proxy firewalls

e Stateful firewalls

e Transparent firewalls

e Virtual firewalls

Now, you might be thinking, "Wait, I thought there were three firewall products:
software based, appliance based, and integrated." The firewall technologies discussed
in this section may be used by any of the three basic physical firewalls. Indeed, these
technologies simply allow us to define a firewall in a more granular fashion. So, for
example, an appliance firewall can be further quantified as a stateful firewall. Each of
these technologies is examined and discussed to provide you with an understanding of
the differences between these technologies, and by extension the firewall devices that
utilize these technologies. Each section focuses predominantly on the operation of the
firewall in its function as a network security device. Discussion of the redundancy
capabilities, performance, and management of specific firewalls is not covered. This
section provides a brief introduction to some specific firewalls that subsequent
chapters cover in greater detail.

Personal Firewalls

Personal firewalls are designed to protect a single host. They can be viewed as a



hardened shell around the host system, whether it is a server, desktop, or laptop.
Typically, personal firewalls assume that outbound traffic from the system is to be
permitted and inbound traffic requires inspection. By default, personal firewalls include
various profiles that accommodate the typical traffic a system might see. For example,
ZoneAlarm has low, medium, and high settings that allow almost all traffic, selected
traffic, or nearly no traffic, respectively, through to the protected system. In a similar
vein, IPTableswhich you can set up as a personal firewall as well as in a network
firewall roleduring the setup of the Linux system, enables the installer to choose the
level of protection for the system and the customization for ports that do not fall into a
specific profile.

One important consideration with personal firewalls is centralized management. Some
vendors have identified that a significant barrier to deployment of personal firewall on
every end system is the need for centralized management so that policies can be
developed and applied remotely to end systems and have developed such capabilities
within their products. Large enterprises are hesitant to adopt this personal firewall
technology for their systems because of the difficulty of maintaining a consistent
firewall policy across the enterprise.

Packet Filters

Packet filters are network devices that filter traffic based on simple packet
characteristics. These devices are typically stateless in that they do not keep a table of
the connection state of the various traffic flows through them. To allow traffic in both
directions, they must be configured to permit return traffic. Simple packet filters
include Cisco I0S access lists as well as Linux's ipfwadm facility to name a few.
Although these filters provide protection against a wide variety of threats, they are not
dynamic enough to be considered true firewalls. Their primary focus is to limit traffic
inbound while providing for outbound and established traffic to flow unimpeded.
Example 2-1 shows a simple access list for filtering traffic. This list is based on the
network example in Figure 2-2. The access list is applied to the inbound side of the
filtering device that connects the LAN to the Internet.

Figure 2-2. Simple Access List Sample Network
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Example 2-1. Simple Access List

access-list 101 permit icmp any 192.168.185.0 0.0.0 .255 echo-
reply

access-list 101 permit icmp any 192.168.185.0 0.0.0 .255 ttl-
exceeded

access-list 101 permit tcp any 192.168.185.0 0.0.0. 255
established

access-list 101 permit udp any host 192.168.185.100 eq 53
access-list 101 permit udp any eq 123 192.168.185.0 0.0.0.255

Note that inbound return traffic for DNS (53/UDP) and NTP (123/UDP) are explicitly
stated toward the end of the filter list, as are Internet Control Message Protocol
(ICMP) echo-reply and Time-To-Live (TTL)-exceeded responses. Without these
statements, these packets would be blocked even though they are in response to
traffic that originated in the protected LAN. Finally, note the following rule:

access-list 101 permit tcp any 192.168.185.0 0.0.0. 255 established

This rule is required to allow return traffic from any outside system back to the
192.168.185.0/24 subnet as long as the return traffic has the TCP ACK flag set. Packet
filters typically do not have any stateful capabilities to inspect outbound traffic and
dynamically generate rules permitting the return traffic to an outbound flow. Figure 2-
3 shows a simple packet-filtering firewall.

Figure 2-3. Packet-Filtering Firewall
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NAT Firewalls

A distinct firewall that existed for a short period is the Network Address Translation
(NAT) firewall. In today's firewall market, NAT is a part of almost every firewall
product available. From the lowliest SOHO firewall such as the Linksys BEFSX41 to the
high-end enterprise PIX 535, NAT is now a function of a firewall. NAT firewalls
automatically provide protection to systems behind the firewall because they only
allow connections that originate from the inside of the firewall. The basic purpose of
NAT is to multiplex traffic from an internal network and present it to a wider network
(that is, the Internet) as though it were coming from a single IP address or a small
range on IP addresses. The NAT firewall creates a table in memory that contains
information about connections that the firewall has seen. This table maps the
addresses of internal systems to an external address. The ability to place an entire
network behind a single IP address is based on the mapping of port numbers on the
NAT firewall. For example, consider the systems shown in Figure 2-4.

Figure 2-4. NAT Firewall
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Source IP Source Port | Destination IP | Destination Porl
192.168.1.1 3844 10.100.100.44 B0

TR 192.168.1.2 4687 10.100. 100,44 B0

10.100.100.44

192.168.1.1

The hosts on the "inside" of the NAT firewall (192.168.1.1 and 192.168.1.2) are both
trying to access the web server 10.100.100.44. Host 192.168.1.1 opens up TCP port
3844 and connects to the web server 10.100.100.44 at TCP port 80. Host 192.168.1.2
opens TCP port 4687 and connects to the web server 10.100.100.44 at TCP port 80.
The NAT firewall is configured to translate the entire 192.168.1.0/24 network to the
single IP address 172.28.230.55. When the firewall sees the outbound connections, it
rewrites the IP layer information in the traffic and replaces 192.168.1.1 and
192.168.1.2 with the single IP address 172.28.230.55. Internally, the NAT firewall
maintains a table that keeps track of the traffic flows and translates both 192.168.1.1
and 192.168.1.2 to the IP address 172.28.230.55. It does this by means of network
sockets that uniquely identify a given connection. For the example shown in Figure 2-
4, there are two unique sockets: 192.168.1.1:3844 and 192.168.1.2:4687. When this
traffic is seen by the firewall, the NAT process replaces the 192.168.1 network
addresses with the 172.28.230.55 address. Table 2-1 shows this process.

Table 2-1. Network Address Translation

Source IP Source | NAT IP NAT Destination IP |Destination
Port port Port

192.168.1.1|3844 |172.28.230.55|3844 |10.100.100.44|80
192.168.1.2 4687 |172.28.230.55|4687 |10.100.100.44|80
192.168.1.1|4687 |172.28.230.55|63440|10.100.100.44 |80

The last entry in the table shows what a NAT firewall does when a specific source port
is already taken by a previous connection. In this case, the client 192.168.1.1 is
attempting to make a second connection to the web server 10.100.100.44. The client
opens a connection on TCP port 4687; however, TCP port 4687 on the NAT firewall is
already being used by the connection for the client 192.168.1.2. In this case, the NAT
firewall changes not only the source IP address but also the source port and keeps
that mapping in its translation table.

Circuit-Level Firewalls

Circuit-level firewalls work at the session layer of the OSI model and monitor
"handshaking" between packets to decide whether the traffic is legitimate. Traffic to a
remote computer is modified to make it appear as though it originated from the




circuit-level firewall. This modification makes a circuit-level firewall particularly useful
in hiding information about a protected network but has the drawback that it does not

filter individual packets in a given connection. Figure 2-5 shows an example of a
circuit-level firewall.

Figure 2-5. Circuit-Level Firewall

Application Layer

Presentation Layer

Session Layer ® g

A (© Denied (A pemitied
Transport Control Traffic is filtered based on
Protocol (TCP) Layer specific session rules
Internet Protocol Unknown fraffic is blocked at the
El P} J_ayer sassion lavel

Data Link Layer

Physical Layer

>

Incoming Traffic Allowed Outgolng Traffic

Proxy Firewalls

A proxy firewall acts as an intermediary between two end systems in a similar fashion
as a circuit-level gateway. However, in the case of a proxy firewall, the interaction is
controlled at the application layer, as shown in Figure 2-6. Proxy firewalls operate at
the application layer of the connection by forcing both sides of the conversation to
conduct the communication through the proxy. It does this by creating and running a
process on the firewall that mirrors a service as though it were running on an end
system. To support various services, the proxy firewall must have a specific service
running for each protocol: a Simple Mail Transport Protocol (SMTP) proxy for e-mail, a
File Transfer Protocol (FTP) proxy for file transfers, and a Hypertext Transfer Protocol
(HTTP) proxy for web services.

Figure 2-6. Proxy Firewall
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Whenever a client wants to connect to a service on the Internet, the packets making
up the connection request are processed by the specific proxy service for that protocol
before being forwarded to the target system. Packets returning from the server on the
Internet are similarly processed by the same proxy service before being forwarded to
the internal system. In many proxy firewalls, a generic proxy service can be used by
services that do not have a service specifically tailored to their needs. However, not all
services can use this generic proxy. If there are no proxy capabilities for a specific
service running on the firewall, no connection to outside servers running that service
is possible, or the firewall utilizes other technologies such as circuit-level filtering to
filter the connection.

Because of their inspection capabilities, proxy firewalls can look much more deeply
into the packets of a connection and apply additional rules to determine whether a
packet should be forwarded to an internal host. The disadvantages of a proxy firewall
can be in their complex configuration as well as their speed. Because the firewalls look
deep into the application, they can introduce delay into network connections. Finally, if
there is no specific proxy service for a particular network application and it cannot be
made to work with a generic proxy service and the firewall cannot perform other
methods of filtering, you cannot put that behind the firewall. Most modern firewalls
include basic proxy server architecture in their operation by providing some form of
proxy capabilities. For example, PIX OS 6 and earlier had the fixup command, and IPF
provided an FTP proxy service to handle active FTP connections.

Stateful Firewalls

Modern stateful firewalls combine aspects and capabilities of NAT firewalls, circuit-level
firewalls, and proxy firewalls into one system. These firewalls filter traffic initially
based on packet characteristics like the packet-filtering firewall but also include
session checks to make sure that the specific session is allowed. Unlike proxy or



circuit-level firewalls, stateful firewalls are typically designed to be more transparent
(like their packet-filtering and NAT cousins). However, they include proxy-filtering
aspects by inspecting the application layer data as well through the use of specific
services. This feature is best exemplified through PIX application-inspection
capabilities (through the use of the fixup command in PIX OS 6 and the inspect
command in PIX OS 7), which allow the PIX to support such protocols as FTP, SMTP,
H.323, and many others. Figure 2-7 depicts stateful firewalling.

Figure 2-7. Stateful Firewall
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Stateful firewalls are more complex than their constituent component firewalls;
however, nearly all modern firewalls on the market today are stateful firewalls and
represent the baseline for security in today's networks.

Transparent Firewalls

Transparent firewalls (also known as bridging firewalls) are not a completely new
firewall but rather a subset of stateful firewalls. Whereas nearly all firewalls operate at
the IP layer and above, transparent firewalls sit at Layer 2, the data link layer, and
monitor Layer 3+ traffic. Additionally, the transparent firewall can apply packet-
filtering rules like any other stateful firewall and still appear invisible to the end user.
In essence, the transparent firewall acts as a filtering bridge between two network
segments. It represents an excellent way of applying a security policy in the middle of
a network segment without having to apply a NAT filter. The benefits of a transparent,
bridging firewall fall into three general categories:

e Zero configuration
» Performance



» Stealth

The bridging firewall requires no changes to the underlying network, which is possible
simply because the transparent bridging firewall is plugged in-line with the network it
is protecting. Because it operates at the data link layer, no IP address changes are
required. The firewall can be placed so as to segment a network subnet between low-
security and higher-security systems or to protect a single host if necessary.

Because bridging firewalls tend to be simpler than their Layer 3 cousins, they have a
lower processing overhead. That lower overhead enables them to provide better
performance as well as deeper packet inspection.

Finally, their stealth nature stems directly from the fact that they are Layer 2 devices.
The network interfaces of bridging firewalls have no IP addresses (other than the
management interface) assigned to them and therefore are invisible to an attacker.
The firewall cannot be attacked because, basically, it cannot be reached.

Virtual Firewalls

Virtual firewalls are multiple logical firewalls running on a single physical device. This
arrangement allows for multiple networks to be protected by a unique firewall running
a unique security policy all in one physical appliance. A service provider can provide
firewall services for multiple customers, securing and separating their traffic while
managing the entire system on one device. Service providers do so by defining
separate security domains for each customer with each domain controlled by a
separate logical virtual firewall.

Typically, this capability is available only in higher-end firewalls such as the Cisco PIX
525 and 535 as well as the newer ASA line of devices (because of the memory
requirements that each virtual firewall needs to operate properly as well as the
necessary CPU capabilities).
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Open and Closed Source Firewalls

You can find a wide variety of firewalls available on the market today. Some are
open source, such as Linux's IPTables, OpenBSD's pf, and the Solaris IPF
firewalls. Others are closed source, such as the Cisco PIX and ASA firewall
operating systems, Juniper's ScreenOS, and Check Point's firewall software. Some
even use an underlying open source operating system and firewall code with
closed source modifications. The differences between these firewalls are most
typically noticeable in the additional capabilities of the commercial firewalls.

Most commercial firewalls today provide for tight integration of VPN capabilities
for remote users as well as deep packet inspection within the firewall itself. Open
source firewalls tend to focus on the filtering capabilities in the firewall process
rather than the integration of the firewall with other applications (and typically
leave such capabilities as VPN and intrusion detection to other software systems).
This focus can lead to integration issues between other applications and the
firewall itself but does not represent an insurmountable obstacle.



New companies have emerged that have taken open source firewall code and
have cleaned up the management and improved the firewall such that the
product produced rivals many of the closed source commercial firewalls. The
business model of these companies is to offer a trimmed-down version of the
product for free and charge for the more complete version or charge for the
support, which many business customers will want in addition to the actual
firewall. A good example of this model is the Shorewall firewall.
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Summary

Firewalls provide a wide variety of capabilities to administrators. From simple
packet filtering to deep packet inspection, modern firewalls enable administrators
to significantly improve the security of their network. Many of the previously
"high-end" capabilities such as stateful packet inspection have been slowly
making their way into the lower-end firewalls, such as the Linksys BEFSX41 and
the PIX 501. Additionally, these higher-end capabilities have been making their
way into the open source firewall codes, a fact that allows all administrators to
secure their systems at very low cost.
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Chapter 3. TCP/IP for Firewalls

Much like humans may speak English, German, or Russian, computers may
"speak" any number of languages: IPX/SPX, AppleTalk, and TCP/IP being just a
few of them. Because of the portability and scalability of TCP/IP, TCP/IP has been
settled on as the de facto standard method for providing communication services
between hosts on a network and in particular across the Internet. Much like a
human language, TCP/IP has a defined structure and set of rules that control how
hosts communicate. Therefore, those who learn the structure and rules of TCP/IP,
learn and become proficient in the language so to speak, will be able to truly
understand how systems are communicating with each other.

This proficiency in TCP/IP is a critical skill for the firewall administrator because
firewalls exist largely to protect systems from being accessed using TCP/IP. By
understanding the intricacies of TCP/IP, a firewall administrator is much better
equipped to effectively protect and defend systems from malicious access that
uses TCP/IP as the communications protocol. Indeed, many security exploits and
vulnerabilities that exist are based on taking advantage of misconfigurations and
poor implementation of the TCP/IP protocols, applications, and services
themselves.



k=2 NEXT
k=2 NEXT

Protocols, Services, and Applications

As mentioned, TCP/IP provides a mechanism to allow systems to communicate
with each other across a network. If we refer back to our language analogy, most
spoken languages have certain rules that define how the communications occurs.
By adhering to these rules, one is then able to understand and comprehend what
is being communicated. TCP/IP follows a similar process to define how the
communications will occur through the use of protocols, services, and
applications.

You cannot just start throwing words together in any order that you feel like and
expect people to understand what you are saying. You have to follow certain rules
that are understood by all parties involved for them to understand what you are
saying. Network communications is no different. Although spoken languages have
rules such as sentence structure and noun and verb usage to define how the
communications occurs, network communication has protocols. The easiest way
to think of a protocol is that it is merely a set of rules that defines how something
occurs. So, much like how using a verb denotes an expression of existence,
action, or occurrence, a network protocol defines how the method of
communication will occur, such as how TCP defines a mechanism for connection-
oriented communications. Protocols may be an open protocol (such as TCP, UDP,
or IP), which means that the protocol is not "owned" by anyone in particular and
can be used by anyone that wants to use the protocol or they can be closed
protocols (such as Cisco Discovery Protocol [CDP]), which means that the
protocol can only be used by licensed or authorized entities. In general, open
protocols are used to facilitate most vendor-neutral communications processes;
closed protocols are used by vendors to provide vendor-specific communications
processes.

Whereas protocols define how something occurs, services typically define what is
being done. The objective of a service is to produce some function or data of
value and substance. This function or data can then be used by the systems to
facilitate communications. In many cases, the function or data provided by a
service is used by protocols, such as how services like addressing services such
as Domain Name System (DNS) might be used by IP to facilitate communication
between hosts.

Applications are nothing more than processes running on a host that take
advantage of the network services and protocols to provide data to the end user.
Applications are frequently known as end-user services because they exist to
service end-user requests.

The concept of protocols, services, and applications can be a difficult one to
grasp. After all, how do they interact with each other? Which is responsible for
what? Network communications is a complex concept to master for many
reasons, not the least of which is that the concept is so large. I refer to this as
the elephant problem.

If you try to sit down and cook and eat an elephant all at once, you quickly



realize that it is an insurmountable task. After all, there is a lot of elephant to
chow down on. To be successful, one must take that elephant and break it down
into smaller, easier-to-digest steak-sized pieces. In doing so, what was once an
insurmountable task just became something easy to accomplish by virtue of the
fact that you have taken a big thing and turned it into smaller, easier-to-manage
pieces. To do this same thing with understanding network communications, it is
important to break the total task of communications between hosts into smaller,
easier-to-understand and define layers. The benefits of a layered approach to
network communications are as follows:

e The complex process of network communications can be segmented into
easier-to-understand components.

e It provides a standard interface to allow for multivendor integration. Each
layer merely needs to have a standard interface to the layer above and
below, without concern for the details of what is done at other layers.

e In conjunction with a standard interface, a layered approach allows the
details of how something is done at a particular layer to be defined and
changed without impacting the overall communications process at other
layers.

There are two predominant models for network communications, the Open
Systems Interconnection (OSI) model and the Department of Defense (DoD)
model.

The OSI Model

The OSI model is a layered model that has been standardized for defining
network communications. The OSI model breaks the complex process of network
communications into seven distinct layers, each with it own distinct
responsibilities. As shown in Figure 3-1, the seven layers of the OSI model are as
follows:

- The application layer (Layer 7) Primarily responsible for interfacing
with the end user

- The presentation layer (Layer 6) Primarily responsible for translating
the data from something the user understands into something the network
understands and vice versa

e The session layer (Layer 5) Primarily responsible for dialog and session
control functions between systems

e The transport layer (Layer 4) Primarily responsible for the formatting
and handling of the transport of data between systems

e« The network layer (Layer 3) Primarily responsible for logical addressing

e« The data link layer (Layer 2) Primarily responsible for physical
addressing

e« The physical layer (Layer 1) Primarily responsible for the physical
transport of the data on the network

Figure 3-1. Layers of the OSI Model
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Rather than focusing on detailing explicitly how communications occur, either in
total or in each layer, the OSI model merely defines what needs to occur, and
what each host attempting to communicate should be able to expect in the
communications process. After this concept of what needs to occur has been
defined, protocols, applications, or services can then be designed and
implemented to handle the details of how the process occurs.

The Application Layer

The application layer provides the user access to network resources via network-

aware applications. The application layer handles identifying and establishing that
network resources are available and displays the data that is presented from the

network in a format that is understandable to the end user.

Not all applications are defined at the application layer, only network-aware
applications. For example, Microsoft Word is not a network-aware application and
therefore is not really defined at the application layer. Web browsers, on the
other hand, are network aware and therefore are defined at the application layer.
Some common application layer protocols, services, and applications are as
follows:

« Messaging gateways Post Office Protocol (POP3), Simple Mail Transfer
Protocol (SMTP), and x.400 e-mail gateways are used to deliver messaging
data between systems.

« Newsgroup, instant messaging and Internet Relay Chat (IRC)
protocol applications Applications such as Forte Agent or Microsoft
Messenger are used to communicate between systems using protocols
such as Network News Transport Protocol (NNTP).

«  WWW applications Applications such as Firefox, Microsoft Internet
Explorer, Apache Web Server, and Internet Information Services provide
web-based access to and from resources.



The Presentation Layer

The presentation layer is responsible for presenting data to/from the application
and session layers in a format that is understood by the respective layer.
Therefore, the presentation layer is frequently referred to as the "translator" of
the network. The presentation layer also handles encryption (not to be confused
with network encryption such as IPsec or application encryption such as Pretty
Good Privacy [PGP]) and protocol-conversion functionality. Some common
protocols at the presentation layer are as follows:

« Graphics formats Formats that handle the display and presentation of
graphical data such as Joint Photographic Experts Group (JPEG), Graphics
Interface Format (GIF), and Bitmap (BMP)

e Sound and movie formats Formats such as Windows Media File (WMF),
Digital Video Express (DiVX), and Moving Pictures Experts Group Layer-3
Audio (MP3) provide a means to translate and present sound and audio
files across the network.

« Network redirectors Handles protocol conversion for data from the
application to the corresponding network format through the use of
protocols such as Server Message Block (SMB) and Netware Core Protocol
(NCP).

The Session Layer

The session layer is responsible for the establishment, maintenance, and
teardown of communications channels that allow systems to differentiate network
data that is received. The reason for this is that a network host may be
communicating with multiple remote systems using multiple applications.
Sessions allow the host to identify the data that belongs to a specific application
or host, ensuring that data is not inadvertently delivered to the wrong application
or remote host. Some examples of session layer protocols are as follows:

 Remote procedure calls A client/server redirection mechanism for
requesting data from and executing procedures on a remote system (the
server) from a requesting system (the client).

¢ NetBIOS An application programming interface (API) typically used on
Microsoft systems to provide for remote network access to resources and
data.

e Structured Query Language (SQL) SQL provides the mechanisms and
methods for connecting to, querying and retrieving remote data, typically
from a database.

The Transport Layer

The transport layer is primarily responsible for the formatting and handling of the
transport of data in a transparent manner. The transport layer provides an
application independent method of delivering data across the network while doing
so in such a manner as to ensure that the data can be properly put back together
on the receiving end. This process is known as segmentation and reassembly, and
in fact the data that is received from the higher layers are known as segments.
Some examples of transport layer protocols are TCP and UDP, both of which are
defined in greater detail later in this chapter.

The Network Layer

The network layer is responsible for the logical addressing and routing of data,



known as packets at this point, across the network. This allows two hosts to
communicate with each other regardless of physical location or direct connectivity
by using logical addresses that have a global significance. Two common protocols
that reside at the network layer are these:

« Internet Protocol (IP) IP uses a hierarchal addressing scheme to
identify hosts regardless of physical location. Because IP is hierarchal in
nature, using subnets to define hosts that are local to each other, it scales
to be able to provide a global addressing scheme and has become the de
facto method of logical addressing across the Internet as well as within
most organizations.

 Internetwork Packet Exchange (IPX) IPX is used primarily on legacy
Novell networks. IPX provides for logical addressing through the use of
network and host addresses.

The Data Link Layer

The data link layer is responsible for the physical addressing of data, known as
frames, across the network. Whereas logical addresses have a global significance
and can be used to identify hosts regardless of physical proximity, physical
addresses are used to differentiate between hosts that are able to receive the
same electrical signal on the wire.

In addition to physical addressing, the data link layer also ensures the error free
delivery of data through the use of a cyclic redundancy check (CRC) to ensure
that the data that is received is the same data that was transmitted. Some
common protocols that exist at the data link layer are as follows:

e Institute of Electrical and Electronics Engineers (IEEE)802.2 This
protocol defines the interface between the network layer and the
underlying network architecture. IEEE 802.2 is sometimes referred to as
the logical link control (LLC) sublayer of the data link layer.

- IEEE 802.3 This protocol defines how the frames are transmitted and
received on the physical media and defines the physical addressing that
will be used to identify hosts. IEEE 802.3 is sometimes referred to as the
MAC sublayer of the data link layers because it controls how the data will
be transmitted on the media.

The Physical Layer

The physical layer is primarily responsible for the physical transmission of the
data, generating the electric signals or pulses of light that contain the bits of data
to be transmitted. The physical layer handles things such as the modulation of
the data and how the hosts will access the media itself. Some examples of
physical layer protocols are as follows:

e 10BASE-T 10BASE-T is a form of Ethernet communications across twisted
pair cables at 10 Mbps.

e 100BASE-TX 100BASE-TX is similar to 10BASE-T but defines the
communications of Ethernet at 100 Mbps, typically using Category 5 or
greater twisted-pair cabling.

The Encapsulation Process

Although it is important to understand what processes and functions occur at
each layer, the OSI model has no real value without understanding the process of



encapsulation. Encapsulation is the process of taking the data received from a
higher layer, adding the appropriate data and information for the current layer,
and then passing the modified data down to the next layer. This process is
repeated as the data passes down the OSI model and is eventually transmitted
across the network. For the receiving host to be able to process the data it
receives properly, it reverses this process, removing the data specific to each
layer and passing the remaining data up to the next layer.

Figure 3-2 illustrates the encapsulation process of the OSI model. As the data
from the application on the source host is defined it begins the process of being
transmitted across the network. At the application, presentation and session
layer, the data is manipulated and formatted in a manner that will be transmitted
across the network. At the transport layer, the upper-layer data is encapsulated
with the appropriate transport header information, (for example, the TCP
header), creating a protocol data unit (PDU) known as a segment. The segment is
then passed down to the network layer, where it is encapsulated with the network
layer header information, such as the IP header, creating a PDU known as a
packet. The packet is passed down to the data link layer, where data link header
and footer information (the frame check sequence [FCS]) encapsulates the packet
to create a PDU known as a frame. The frame is then passed down to the physical
layer, where it is turned into the 1s and 0Os that will be electronically transmitted
across the network media.

Figure 3-2. Encapsulation Process and OSI
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The encapsulation process allows each layer on one host to logically communicate
directly with the corresponding layer on the other host, while at the same time
providing the means for each host to know what to do next with the data (passing
it up or down the communications stack to the next layer as appropriate). So, for
all intents and purposes, the transport layer of the transmitting host is directly
communicating with the transport layer of the receiving host, because the
decapsulation process has removed all the lower-layer data by the time the
transport layer sees it. From the perspective of the transport layer on the
destination host, it merely has a segment of data that needs to be processed
accordingly. Figure 3-3 depicts this process.

Figure 3-3. Logical Communication Between Layers
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The Department of Defense (DoD) Model

Although OSI is a protocol independent framework for defining communications,
and thus is portable and applicable to almost all network communications, it does
not always map directly to a particular communications process. For example,
just because the OSI model defines seven distinct layers does not mean that
there must be seven distinct communications processes or protocols in use. In
many cases, a protocol may implement functions that span multiple layers (for
example, TCP which has some functionality that bleeds into the session layer of
the OSI model).



The TCP/IP protocol suite in particular does not map directly to the OSI model, in
no small part because most of the protocols that make up the TCP/IP protocol
suite were actually based upon a four-layer model known as the DoD model.

Figure 3-4 shows a comparison of the different layers in both the DoD and OSI
models.

Figure 3-4. Comparison of the DoD and OSI Models
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The four layers of the DoD Model are as follows:

- Application layer (Layer 4) The application layer is where higher-layer
protocols, services, and applications such as HTTP, DNS, SMTP, and FTP
function and reside. The application layer roughly overlays the application,
presentation, and session layers of the OSI model.

« Host-to-host or transport layer (Layer 3) The host-to-host layer is
where protocols such as TCP and UDP reside. It handles flow control,
connection and session establishment, maintenance, and teardown. The
host-to-host layer roughly overlays the transport layer of the OSI model.

« The Internet layer (Layer 2) The Internet layer is where protocols such
as IP reside and handles the logical addressing and routing of data across
the network. The Internet layer roughly overlays the network layer of the
OSI model.

e The network access layer (Layer 1) The network access layer handles
the physical addressing and delivery of data across the network and is
where protocols such as 802.2, 802.3, and Ethernet reside. The network
access layer roughly overlays the datalink and physical layer of the OSI
model.

How Firewalls Use Protocols, Applications, and Serv  ices



Now that you understand what protocols, applications, and services are, how do
firewalls use them? Because the primary objective of a firewall is to protect a host
or network from access, and protocols, applications, and services define how
hosts are accessed from the network, firewalls can use the information from
protocols, applications, and services to make filtering decisions and grant or deny
access.

For example, if you want to allow web access to a system, technically what you
are doing is defining that you will allow the HTTP protocol to access the web
server application running on the system. The HTTP protocol makes
recommendations for things such as the default communications port that should
be used for access to the web server application (TCP port 80) and defines things
such as message format and how functions such as retrieving web pages as
opposed to binary data will be performed. The firewall can then be configured to
allow only TCP port 80 to access the protected system, thus preventing any traffic
that does not use TCP port 80 from accessing the protected system. Furthermore,
if your firewall has enough intelligence, it can use the information from the
protocol itself to determine whether the access attempt should be permitted. For
example, transmitting binary data over HTTP is defined by certain protocols; if
you do not want this kind of communications to occur, the firewall can be
configured to look for and identify binary data in an HTTP stream and block it
accordingly.

Simply put, because protocols, applications, and services are defined, firewalls
can use any of the information contained in the protocols, applications, and
services to make filtering decisions about whether to permit or deny the
corresponding network traffic.
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Internet Protocol (IP)

In many ways, IP is the network. IP is a connectionless protocol that provides for
the delivery of data to logically addressed hosts anywhere on the network. It is
important to understand that IP is an unreliable delivery mechanism by design,
leaving the responsibility of reliable delivery to higher- or lower-layer protocols
such as TCP or IEEE 802.2 and 802.3. As far as IP is concerned, the data that is
transmitted may be delivered, lost, sent out of order, duplicated, delayed, or
otherwise mangled; it could not care less what the ultimate result is.

When we say that IP is connectionless, we mean that each packet that is
transmitted is done so independent of every other packet. Consequently, packets
that are transmitted may take different paths through the network and be lost or
delayed, whereas other packets are successfully transmitted.

Although this concept of best-effort delivery may sound terribly unreliable, keep
in mind that other protocols are designed that handle reliability, thus precluding
the need for IP to handle such things. In addition, data is generally delivered
successfully and true unreliability of data delivery is typically the result of an
underlying network or communications failure of which IP would not be able to fix
anyway (remember, each layer operates independent of each other, and a failure
at the physical layer can only be fixed at the physical layer, not the network



layer).

Note

IP is defined by the following RFCs:

RFC 0791

RFC 2474

RFC 3168

« RFC 3260

IP Packet Structure

An IP packet (sometimes referred to as a datagram) has a distinct and defined
structure. In simple form, an IP packet is the IP packet data (which is nothing
more than the segment that was passed down from the session layer) and the IP
packet header, as shown in Figure 3-5.

Figure 3-5. Simple IP Packet Structure
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The IP packet header is typically 20 bytes in length (unless IP options are used, in
which case the length may be variable up to a maximum length of 60 bytes) and
contains the information that allows systems to determine how to process the
corresponding IP packet data. The IP packet data is a variable length, ranging
from 1 to 65515 bytes in length in most cases. Obviously, if the header is larger
than 20 bytes, the IP packet data maximum size will be reduced in size
accordingly. This provides for a minimum IP packet size of 21 bytes (20-byte
header, 1-byte data) and a maximum IP packet size of 65535 bytes (20-byte
header, 65515-byte data).

The IP Packet Header

The IP packet header is what tells an IP-based host what to do with the packet
that was received. Think of it as an instruction manual that contains the "how to



process this packet" information. Therefore, an attacker wanting to generate
malicious traffic will frequently modify the IP packet header in such a way as to
instruct the receiving host to do something harmful with the packet, or to instruct
the host to do something it is not capable of doing in hopes that it causes the
host to generate an error condition that may allow the attacker to gain access to
the system. Because of this, it is not good enough to understand that there is an
IP header. As a firewall administrator, we need to understand what the contents
of the IP header are and what the values represent so that we can identify and
block potentially malicious traffic.

The IP packet header consists of 32-bit blocks of data known as words. These
words are further broken down into numerous fields of various length and
function. As mentioned previously, the typical IP packet header length is 20
bytes, which means that a typical IP packet header consists of 5 words. If any IP
options have been configured, the packet header will contain the options values,
and then the necessary padding to ensure that the header ends on a 32-bit
boundary.

Figure 3-6 depicts the structure of an IP packet header.

Figure 3-6. IP Packet Header Structure
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The fields of the IP packet header and their meanings are as follows:

« Version (VERS, 4 bits) This represents the format of the packet header.
In most cases, the value is 4, which represents IP version 4; or 6, which
represents IPv6. If the value is 0, the packet should be destroyed; and in
most cases, any value other than 4 or 6 is going to be considered invalid.

 Internet Header Length (IHL, 4 bits) This field represents the length of
the header in 32-bit words, typically with a value of 5. If IP options are
included in the header, the value will be between 6 and 15. Any values
less than 5 are invalid.

- Differentiated Services field (DS field, 6 bits) This field was originally
known as the Type of Service field, but RFC 2474 replaced this
functionality with what is known as the DS field. The DS field is used to
provide scalable service discrimination and guarantee quality of service
(QoS) for the datagram transmission. The DS code point (DSCP) is the
value that is encoded in the DS field to define the QoS and per-hop
behavior (PHB) for a given datagram.

In general, the DS field should have a DSCP value of all 0s unless QoS or a



PHB class has been implemented for the data and in fact the default DSCP
value and PHB class for Internet communications is 000000.

Note

For more information about PHB codes and usage, refer
to RFC 2597, RFC 3260, RFC 3246, RFC 3140, RFC
3247, and RFC 3248.

Explicit Congestion Notification (ECN, 2 bits) This field is used to
provide a congestion indication for incipient congestion through the use of
ECN code points. If both bits are set to a value of 1, it indicates that
congestion has been experienced.

Total Length (16 bits) This field is the full length of the datagram,
including the IP packet header and the data itself. Because the Total
Length field consists of 16 bits, it is impossible to have a packet size
greater than 65535 bits, because the maximum value that can be provided
by a 16-bit field is 216, or 65536.

Identification (16 bits) This field contains a value assigned by the
sender and is used by the receiver to aid in assembling the fragments of a
datagram.

Flags (3 bits) This field is used to specify whether the datagram can be
fragmented. Bit O is reserved and must be 0. If bit 1 is a 0, the datagram
may be fragmented. If the value is 1, the datagram may not be
fragmented. If bit 2 is a 0, this packet represents the last fragment of the
datagram. If bit 2 is a 1, there are more fragments of the datagram.
Fragment Offset (13 bits) This field indicates where in the datagram the
packet belongs. The fragment offset is measured in units of 8 octets, and
the first fragment has an offset of 0. The Fragment Offset field should only
contain data if the packet is a fragment.

Time to Live (8 bits) The Time to Live field specifies how long the packet
may remain on a network before the datagram must be destroyed. This
provides a means for removing packets from the network that were unable
to be delivered in the time specified. A time-to-live value of 0 indicates
that the datagram must be destroyed.

Protocol (8 bits) The Protocol field indicates what protocol was used at
the next layer to generate the data portion of the packet. For example,
TCP has a protocol value of 6 (0x06 in hex) and UDP has a value of 17
(0x11 in hex). For a full list of protocols, refer to
http://www.iana.org/assignments/protocol-numbers.

Header Checksum (16 bits) This field is a checksum on the header only
to ensure that the header is complete and verified accurate at each point
that processes the header (for example, at each router or by the
destination host itself).

Source Address (32 bits) This is the source IP address of the
transmitting system.

Destination Address (32 bits) This is the destination IP address of the
receiving system.

Options (variable) The Options field contains optional pieces of
information that can be used by hosts to assist in the processing of the
packet. Because this field is not required, not all vendors successfully or
properly know how to handle and process values in the Options field (even




though they are supposed to), which makes manipulation of the Options
field to contain "invalid" data a common attack method. In general, the
Options field is not commonly used.

 Padding (variable) This field is nothing more than bits with a value of 0
to pad the bits of the Options field to ensure that the header ends with a
32-bit boundary.

Figure 3-7 shows a screen shot of a packet sniffer to show the IP packet header
contents in a decoded fashion.

Figure 3-7. Sample IP Packet Header Contents
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Bad IP Packets

In most cases, the IP packets that are received on a network can be successfully
processed and acted upon accordingly. As is true with all network
communications, however, it is possible for an IP packet to either be accidentally
or intentionally designed in such a way as to be a bad packet. When we say "bad
packet," we mean a packet that for whatever reason cannot be processed
properly. In some cases, this may be the result of unreliable delivery of the data
(for example, if a portion of the datagram is lost [remember, IP is an unreliable
delivery mechanism, so a datagram could be fragmented and a fragment lost or
something similar]).

In other cases, the packet may be intentionally crafted in such a way as to be an
invalid or bad packet. This is normally done with the hope that when the
destination receives the bad packet, it cannot properly deal with the packet,



potentially leaving the host vulnerable to another attack.

Some examples of bad IP packets are packets that do not contain higher-layer
contents such as TCP, UDP, or Internet Control Message Protocol (ICMP)
contents. Another example is receiving packets that claim to be fragments, when
no other packets correspond with the fragments to allow the destination to
properly reassemble the datagram. In fact, sending IP fragments is a relatively
common method of attacking a host with the objective typically being to cause
the host to inadvertently process the fragment data, frequently an exploit of
some sort. A common utility that leverages this is the tool "fragrouter," which can
be used to circumvent firewalls and IDSs.

In general, the IP packet header should be interrogated to ensure that any fields
that contain values contain accurate values. Any manipulation of this data could
potentially cause a poorly designed host (see Windows systems for an example)
to react in a negative fashion to the receipt of the data.

e rrcv | et

Transmission Control Protocol (TCP)

TCP is a connection-oriented transport mechanism that resides at Layer 4 of the
OSI model. TCP implements the concept of sessions between hosts to serve as
virtual circuits upon which higher-layer data and communications are delivered.
In doing so, TCP addresses the inherent unreliability of lower-layer protocols such
as IP, providing a means of ensuring that data is accurately and reliably
transmitted between hosts.

The foundation of TCP is the creation of a session between hosts. This is
performed through the use of a process known as the TCP three-way handshake.
When a host decides it needs to transmit data to another host using TCP, it
contacts that host with information regarding the initial sequence number that it
will use for the session. This data is transmitted to the destination host in a
segment known as a synchronize (SYN) segment. This is the first part of the
handshake. The destination receives the SYN segment and responds with an
acknowledge (ACK) segment to acknowledge the receipt of the SYN segment. In
addition, it notifies the original source of its initial sequence number using it is
own SYN segment. Although these are two distinct processes (the ACK and the
SYN), they are typically combined into a single segment for efficiency of
communication. Therefore, this segment is commonly referred to as a SYN/ACK
segment and is the second part of the handshake. The originator then responds
to the destination with its own ACK segment acknowledging the receipt of the
SYN/ACK. This is the final step of the three-way handshake, and at this point the
two hosts have established a virtual circuit between each other upon which all
data will be transmitted. Figure 3-8 depicts the three-way handshake between
hosts.

Figure 3-8. Example of TCP Three-Way Handshake



SYN - my sequence number is X

SYN = my sequence number is Y
ACK = | acknowledge your sequence number is X

-

ACK - | acknowledge your sequence numberis Y

Reliability will be handled by each host periodically checking in with the other to
confirm the successful receipt of data using a process known as sliding windows.
If any data is lost, the hosts can retransmit the data upon discovery of the data
loss, thereby ensuring the reliable and successful delivery and receipt of all
transmitted data.

Because of the reliability of TCP, any application or protocol that requires data
transmission to be verified typically implements TCP as a transport mechanism.
This includes protocols such HTTP, FTP, SMTP, and most network file-sharing
applications such as Microsoft Windows Server and Workstation services. As
discussed when we examine the TCP segment header, TCP uses port numbers to
identify the higher-layer application or protocol that the data came from and is
destined to. These port numbers are assigned and maintained by Internet
Assigned Numbers Authority (IANA), which provides a full list of registered port
numbers at http://www.iana.org/assignments/port-numbers.

Note
The following RFCs define TCP:
e RFC 0793

« RFC 3168

TCP Segment Structure

The TCP segment is structured similarly to an IP packet in that it contains two
general components: a TCP header that contains processing information about
the segment, and a data section that contains the data that was presented
from/to higher-layer protocols and applications. The TCP header, much like the IP
header, is typically 20 bytes in length. The data can be of variable length. Unlike
IP, determining the maximum TCP segment length takes a bit of math. As a
general rule, the maximum TCP segment length is calculated as being 40 bytes
less than the maximum transmission unit (MTU) of the transmitting interface.
This 40-byte subtraction represents both the TCP and IP header, so the remaining
data would be the actual data contents of the segment. So, for example, using
Ethernet with an MTU of 1500, the TCP maximum segment size would be 1460
(or 1460 bytes of data) with a 20-byte TCP header (1480 bytes total) and a 20-



byte IP header (1500 bytes total).

TCP Segment Header

Like IP, the TCP segment header typically consists of five 32-bit words, with the
potential for optional words containing additional options and the relevant
padding to make 32 bits of data. Figure 3-9 depicts the TCP segment header.

Figure 3-9. TCP Segment Header Structure

View full size image

0 4 B 12 16 a0 24 28 3
| I | I | 1

SOURCE PORT DESTINATION PORT «— 32-bit word

SEQUENCE NUMBEHR =— 32-hit word

ACKNOWLEDGEMENT NUMBER «— 32-bit word
DATA UlA[P|R[S|F

OFFSET RESERVED |R|C|S|5(Y]| | WINDOW =— 32-hit word
GK[H[T[N|N

CHECKSLUM LURGENT POINTER =— 32-bit word

QOFTIONS (OPTIOMNAL) PADDING (OPTIOMNAL) | -— 32-bit word

The fields of the TCP segment header and their meanings are as follows:

« Source Port (16 bits) This field represents the source protocol or
application. This allows the source to know which application the data
belongs to so that responses can be delivered to the appropriate source
application. In most cases, the source port is a random high-level port
number (>1024) generated by the application.

- Destination Port (16 bits) This field represents the destination protocol
or application on the target host. This allows the destination to properly
route the data to the appropriate higher-layer application or protocol. In
most cases, the destination port is a defined (and in some cases well
known) port number that is associated with the protocol or application in
question.

« Sequence Number (32 bits) This field contains the information
necessary for the hosts to know what data has been transmitted. If the
SYN control bit is enabled, this value is the initial sequence number (ISN)
and the first data octet is the ISN+1.

¢« Acknowledgement Number (32 bits) This field contains the value of
the next sequence number the sender is expecting to receive. This field
relies on the ACK control bit to be set and is always sent after a session
has been established

- Data Offset (4 bits) This field indicates where the actual data begins by
specifying how many 32-bit words exist in the TCP header. It is also
referred to as the Header Length (HLEN) field.

- Reserved (4 bits) This field is reserved for future use and must have a
value of 0.

« Explicit Congestion Notification (ECN, 2 bits) This field is used, like in
IP, for ECN information. The first bit is used to set the Congestion Window
Reduced (CWR) flag; the second bit sets the ECN-echo (ECE) flag.

e Control bits (6 bits from left to right) The control bits tell the hosts



what they should be doing with the session. There are 6 bits that can be
either on (1) or off (0) and from left to right they are as follows:

- URG This indicates that the Urgent Pointer field is significant.

- ACK This indicates that the Acknowledgment field is significant.

- PSH This indicates that the push function is requested.

- RST This indicates that the connection should be reset.

- SYN This indicates that the sequence numbers should be synchronized.

- FIN This indicates that there is no more data from the sender and the
session can be terminated.

«  Window (16 bits) This field represents the number of data octets that
will be transmitted before an ACK is expected.

« Checksum (16 bits) This field verifies that the data received is the
proper size as what was transmitted.

- Urgent Pointer (16 bits) This field is only processed in segments where
the URG control bit is set and communicates the value of the urgent
pointer as a positive offset from the sequence number of the current
segment.

« Options (variable) The Options field contains any number of variable
option values that must be understood by all TCP hosts, but in practice are
rarely used.

e Padding (variable) This field provides the necessary padding to the
Options field to ensure that the data length is 32 bits.

Bad TCP

Because of how TCP functions, it is susceptible to a number of "bad"
implementations and functions, starting with the manner in which sessions are
established. When TCP hosts begin to initial a session, the destination host
receives a SYN, responds with a SYN/ACK, and then waits for an ACK response.
Malicious TCP traffic can take advantage of this process using what is known as a
SYN flood. In a SYN flood, the host is inundated with session requests but no final
ACK. Therefore, the host slowly fills its receive buffers with incomplete session
requests waiting for the final ACK. When the buffers are full, the host can no
longer accept new session requests and begins dropping the new session
requests, effectively causing a denial of service.

Another example of bad TCP involves the use of non-random-sequence numbers.
This allows a malicious host to determine what the expected sequence number is
and insert itself into the conversations. Because the destination host uses the
sequence number to put the data back together, it can be tricked into believing
that the malicious data is the correct data.

If random-source and destination ports are implemented irresponsibly, they can
also cause problems with TCP traffic, especially with firewalls. Most firewalls use
TCP source and destination ports as part of the decision-making process for their
rulesets. In particular, if an application uses random-destination ports, it can
make it near impossible to protect the host behind a firewall because you cannot
guess what port may be in use and therefore must potentially open multiple/all
TCP ports to allow communications. With a stateful firewall, random-source ports



are not as big a deal; in some circumstances, however (especially when
implementing egress filters), they can make it all but impossible to allow hosts to
securely respond to requests, such as when the communication is initiated on one
port and then uses a different and/or random port. A good example of this is the
X Display Management Control Protocol (XDMCP), which establishes the initial
communications session on one port and then dynamically switches to a different
port for the transmission of data.

NEXT B
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User Datagram Protocol (UDP)

UDP is the polar opposite of TCP. Whereas TCP is connection oriented, reliable,
and relatively complex, UDP is a connectionless, unreliable, and a relatively
simple protocol. The initial response might be to ask, "Why use an unreliable
protocol?" To understand this, you need to have the proper perspective of what
we mean by unreliable.

Unreliable does not mean that it will not work or that the data will not get
delivered. Indeed, when using unreliable protocols such as UDP, it is generally a
safe bet that the data will be successfully delivered. Why? Because most networks
today are designed to eliminate things such as latency and packet loss, thus
ensuring that data gets delivered regardless of what protocol is used.
Consequently, UDP was developed in large part to provide a simple, low-overhead
method of delivering data across the network. Yes, UDP messages can be lost,
duplicated, or sent out of order, but in most cases on most networks, they will
not be.

The reason that UDP is low overhead is because two UDP hosts do not establish a
session prior to transmitting data, and they do not periodically check to verify
that the data was received as is done with TCP. This makes UDP an excellent
choice for the transmission of small bursts of data or the transmission of data
that handles reliability at the application layer. Some common applications that
make use of this are things such as DNS, TFTP, and SNMP. Like TCP, UDP uses
port numbers to identify the higher-layer application or protocol from which the
data came and for which it is destined. These port humbers are assigned and
maintained by IANA, which provides a full list of registered port numbers at
http://www.iana.org/assignments/port-numbers.

Note

RFC 0768 defines UDP.

UDP Message Structure

Because of the simplicity of the design of UDP, the UDP segment structure is
much simpler than the TCP segment structure. The UDP message contains two



components: the UDP header and the UDP data. The UDP header is merely 8
bytes in length, again providing less overhead and thus more space for data than
TCP (with its 20-byte header).

UDP Datagram Header

As shown in Figure 3-10, the UDP header is pretty simple and straightforward,
containing the minimum required amount of information to allow for the delivery
of data.

Figure 3-10. UDP Header Structure
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The UDP header contains two 32-bit words with the following fields and
meanings:

e Source Port (16 bits) This field represents the source protocol or
application. This allows the source to know which application the data
belongs to so that responses can be delivered to the appropriate source
application. In most cases, the source port is a random high-level port
number (>1024) generated by the application.

- Destination Port (16 bits) This field represents the destination protocol
or application on the target host. This allows the destination to properly
route the data to the appropriate higher-layer application or protocol. In
most cases, the destination port is a defined (and in some cases well
known) port number that is associated with the protocol or application in
question.

- Length (16 bits) This field represents the length of the datagram in
bytes, including the header and the data, and therefore has a minimum
value of 8 (the length of the header).

e Checksum (16 bits) This field is optional and if used represents a simple
method to allow the destination to know that the full datagram was
received. If not used, the value is 0.

Bad UDP

UDP is such a simple protocol that there is not a whole lot that can be done with
the protocol itself to account for "bad" UDP traffic. UDP is particularly effective as
a source of "bad" traffic because it is connectionless. Therefore, it is a great
candidate for spoofing. Malicious users can generate traffic as a different host,
and because UDP is connectionless and responses are not expected, they do not
really care that the targeted host is sending the responses to the wrong host.

UDP is also a great candidate for flooding a network, in particular by flooding the
network with malformed data or with UDP packets that contain no data
whatsoever. One of the more effective methods of doing this is to flood the
broadcast address of a network with UDP traffic, forcing all hosts to have to deal
with and potentially respond to the traffic, thus creating an exponential amount of



traffic from a single malicious datagram. These processes are referred to as
denial-of-service (DoS) attacks.
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Internet Control Message Protocol (ICMP)

TCP and UDP exist primarily to deliver upper-layer data across a network.
Whether connection oriented or connectionless, fundamentally the process of
delivering the data is the same: identify the source and destination application
ports, format the data accordingly, and deliver the data to IP. This process works
well when the network is functioning without error and when systems are
operating correctly and know how to deliver data through routers and subnets to
any destination, anywhere. The problem is that the network does not always
work, routes fail, and data may not be able to be delivered (or it may need to be
directed elsewhere to be successfully delivered). To facilitate this process, the
ICMP protocol was developed.

In many ways, ICMP functions like the traffic cop and policeman of the network.
Because IP (and UDP) lack any mechanism for identifying that failures may occur
on the network, they need an external protocol that can provide information
about routing failures and to report about delivery errors, congestion delays, and
other conditions on the network. Indeed, like the traffic cop notifying motorists
about congestion delays or blocked intersections (routers) on the street, ICMP
provides a means to control the flow of traffic in an effort to ensure that the data
can be reliably delivered.

An important distinction to understand about ICMP is that it is an error-reporting
mechanism, not an error-correcting mechanism. That means that although ICMP
can notify hosts of error conditions, ICMP natively has no means or method of
actually doing anything about the error condition. Instead, ICMP relies on other
protocols such as routing protocols or reliable protocols such as TCP to account
for and address the particular error condition.

The most well-known use of ICMP is through the use of the ping application. Ping
is a network troubleshooting application that makes use of ICMP echo request and
echo reply (detailed in the next section) messages to determine whether a host is
responding to network traffic. This allows the user to determine the reachability
and status of the target host in a pretty simple manner. If a target host responds,
it is reachable and available. If it does not, depending on the echo reply message,
either the target host, target network, or network somewhere between the source
and destination is unreachable and unavailable. We talk more about ping in
Chapter 13, "Troubleshooting Firewalls," and Appendix A, "Firewall and Security
Tools".

Note

RFC 0792 and RFC 0950 define ICMP.



ICMP Message Structure

ICMP controls the data being transmitted over the network through the use of
numerous message types. Each ICMP message type contains specific formatting
related to its function, but most implement a header and data field of varying
lengths. All ICMP messages begin with the same 32 bits of data. First, 8 bits of
data known as the TYPE field define the ICMP type. Next, 8 bits of data known as
the CODE field provide additional information specific to the message type. Then,
16 bits of data known as the CHECKSUM ensure that the data that is delivered is
the same amount of data that was transmitted.

Some of the more common message types are as follows:

« Echo reply (Type 0) In concert with echo request (type 8), echo reply
makes up one half of the messages that are used by the ping utility for
testing destination reachability and status. As the name implies, this
message is the reply to an echo request message.

 Destination unreachable (Type 3) Destination unreachable messages
are sent by intermediate routers to inform a host that it cannot forward or
deliver the data. There are 13 codes associated with destination
unreachable messages, each representing a specific failure condition.
Common codes include the following:

- Network unreachable (Code 0) This typically indicates a failure of a
router.

- Host unreachable (Code 1) This typically indicates that the destination
network was reachable, but the host was unable to be contacted, and thus
indicates a failure with the destination host itself.

- Protocol unreachable (Code 2) This typically indicates that the
network protocol (for example, TCP or UDP) cannot be reached.

- Port unreachable (Code 3) Similar to protocol unreachable, this
typically indicates that the given port (for example, the TCP or UDP port of
the application in question) cannot be reached.

 Source quench (Type 4) Source quench messages are used to rate limit
traffic during periods of congestion. Routers typically reserve an amount of
memory to store data in temporarily before it is delivered. If for some
reason the router cannot efficiently deliver the data, it could run out of
memory to store new data. Rather than drop the data packets (at which
point if using a connection-oriented protocol such as TCP the data will
need to be retransmitted), it will attempt to issue a source quench
message. This message tells the source router to slow down the rate at
which it is delivering the data in hope that whatever condition is causing
the router to buffer data is fixed, at which point the normal flow of data
can be reinstated and no data is lost or needs to be retransmitted.

 Redirect (Type 5) Redirect messages are used to notify hosts to update
their routing table to reflect a change in the routing environment. These
are typically issued by routers that recognize that a host is using a
nonoptimum routing configuration. A common instance of this is when a
host's default gateway is on the same network as another gateway that it
must use (such as a firewall). In that case, the router issues a redirect to



inform the host to send the data to the other gateway directly, because
that would be more efficient than going through the default gateway than
the other gateway.

« Echo request (Type 8) Echo request messages make up the other half of
the messages used by the ping utility. As the name implies, an echo
request message requests that the target host respond with an echo reply
message.

« Time exceeded (Type 11) Time exceeded messages are used to indicate
that a circular or excessively long route has been detected and are a
means of notifying the source host that the data was unable to be routed
to the given destination.

Note

For a list of all ICMP message types, refer to
http://www.iana.org/assignments/icmp-parameters.

Bad ICMP

ICMP is one of the most abused protocols out there by the nature of what it exists
to do. After all, if you want to attack a network or host, what better method to do
so than to use the protocol that is designed to control network traffic in general?
Consequently, a common example of "bad" ICMP is to allow any ICMP traffic from
untrusted sources onto your trusted networks. For example, if you allow ICMP
redirects, you leave your Internet hosts susceptible to having their traffic
inadvertently routed to the wrong location. This could result in a DoS in the best
case (because the traffic never makes it to the hosts that are requesting data) or
could result in a data compromise (in the event that the data can be redirected to
a host that the attacker controls). To address this, it is generally a good idea to
block ICMP traffic, in particular between trusted and untrusted networks. The
downside of this, of course, is that by blocking ICMP you also lose any of the
benefits of ICMP, such as the ability to use ping to test the reachability of remote
hosts. To mitigate this most firewalls allow you to define certain types of ICMP
messages to permit or deny, thus allowing you to allow some ICMP traffic (such
as time exceeded, destination unreachable, and echo replies) while blocking other
ICMP traffic (such as redirects).

ICMP messages themselves are also susceptible to manipulation (as occurs
frequently with the insertion of bogus or extremely large amounts of data in an
ICMP message in hopes that the target host cannot properly process the
message, which may leave it in a vulnerable state). Perhaps the most well known
of this kind of manipulation is known as the "ping of death," which transmitted a
message that exceeded the 65,535-byte limit of the IP protocol, which would
cause many target hosts to crash, resulting in a DoS.

NEXT B
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Addressing in IP Networks

Without an address, you can put a stamp on an envelope, put it in the mail, and
it is not going to go anywhere. IP traffic on the network is no different. Without
an address, it is impossible for hosts on a network to determine where the data
should be delivered. To deal with this, two forms of addressing are used on IP
networks:

e Physical/hardware addresses
e Logical/IP addresses

Physical Addresses

Physical addresses are used to identify the specific host that data is being
transmitted to. The important thing about physical addresses is that they have a
local significance only. What this means is that the physical address can only be
used to communicate between hosts that share a common subnet or network
segment. This is a legacy that goes back to the early days of networking where all
hosts on a network received the electric signal that contained the data (such as
how Ethernet functions). To ensure that only the host that the data belongs to
processes the data, physical addresses were used to distinguish between hosts.

The most common form of physical address, and the physical address that is used
for TCP/IP communications, is the MAC address. The MAC address is a vendor-
assigned value that is supposed to be globally unique and that identifies the
actual network card. MAC addresses are 6 bytes in length and typically consist of
a 3-byte vendor identifier (known as the organizationally unique identifier or OUI)
followed by a 3-byte unique identifier that is assigned by the vendor.

The use of physical addresses allows for network communications between two
hosts on the same subnet regardless of logical address and is a key element to
how routing works. For example, when two hosts on different networks want to
communicate with each other, they use their logical addresses to identify each
other from a global perspective. When they transmit the data to each other, each
host physically addresses the frames to the hardware address of their
corresponding router interface. This allows the routers to receive and process the
frames directly, while still being able to use the logical addresses to determine
the original source and final destination of the data. Figure 3-11 illustrates how
this process works.

Figure 3-11. Physical Addressing of Data Between Hosts
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The process in Figure 3-11 is as follows:

1. Host A logically addresses the data for Host B but physically addresses it
to 00:05:9A:3C:78:00, the router interface physical address.

2. The router receives the data, because it is physically addressed to it, but
realizes that logically it must be delivered to Host B. Therefore, it rebuilds
the frame, using the physical address of the interface on the same
network as Host B (00:05:9A:3C:78:01) and physically addresses it to
00:05:9A:3C:78:30.

Logical Addresses

Logical addresses are the counterpart to physical addresses and allow for the
identification of hosts and the delivery of data to hosts regardless of physical
location or proximity to each other. Consequently, logical addresses must have a
true global significance, and must be unique within all interconnected network
segments. TCP/IP uses IP addresses as the logical addressing method. The
following sections look at IP addresses in more detail.

IP Addressing

An IP address is a 32-bit universal identifier that provides a means of uniquely
identifying from a global perspective. What we mean by global perspective is that
the address is unique on all interconnected networks, such as all internal
networks in an organization, or in a truly global sense on all networks across the
Internet.

The 32-bit IP address is separated into four 8-bit octets, allowing each octet to
have a value ranging from 0 to 255. Furthermore, the IP address is logically
separated into two distinct components: the network ID and the host ID. The
network ID is used to identify the subnet upon which the host resides. The host
ID is used to identify the host itself within the given subnet.

IP addresses can be displayed in three typical formats:

- Binary notation Binary notation is the format that systems on the
network use to process the address. An example of binary notation is
11000000.10101000.00000001.01100100.

- Hexadecimal notation Hexadecimal notation is the format typically used
when identifying IPv6 addresses. An example of hexadecimal notation of
an IPv4 address is C0.A8.01.64

- Dotted-decimal notation Dotted-decimal notation is the format that is
typically used for displaying the IP address in a human-readable format.
An example of dotted-decimal notation is 192.168.1.100.

IP Address Classes
Not all networks are the same size. Some are smaller than others; some are
larger than others. To provide a hierarchy and structure to the assignment of IP

addresses, they were broken down into distinct classes, with each class natively
supporting a different number of networks and hosts.

For the public IP address space, which is managed by the IANA, three classes of



addresses were defined:

« Class A addresses Class A addresses provide for 128 (27) total networks,
with each network containing 16,777,216 (2°*) hosts. This is achieved by
designating the first octet as the network ID and the remaining 3 octets as
the host ID. Class A addresses can be identified by the first bit of the first
octet, which must be a 0, providing for a range of first octet values from 1
to 126 because the values of 0 and 127 are unusable (because 0 is all Os
and 127 is reserved for use as a loopback address).

« Class B addresses Class B addresses provide for a greater number of
network IDs at the cost of the total number of hosts per network. For the
Class B address space, the first 2 octets are designated as network ID,
and the last 2 octets are designated as the host ID. Class B addresses can
be identified by the fact that the first 2 bits of the first octet must be a 10.
This allows for the total number of network IDs to be 16,384 (or 2'*
because the first 2 bits are defined) and the total number of hosts per
network to be 65,536 (2!°). This provides a first octet range of values from
128 to 191.

e Class C addresses Class C addresses provide for an extremely large
number of networks, with a small number of hosts per network. For the
Class C address space, the first 3 octets are designated as network ID,
and the last octet is designated as host ID. Class C addresses can be
identified by the fact that the first 3 bits of the first octet must be 110,
which provides for a first octet range of values from 192 to 223. This
provides for 2,097,152 total networks (2%') with each network containing
256 host IDs (28).

In addition to the public address space, there are two additional address
spaces, one for use in multicasting and the other for future use and
testing:

e« Class D addresses Class D addresses are identified by the first 4 bits of
the first octet having a value of 1110, which allows for a range of values in
the first octet of 224 to 239. Unlike the public address space, which is
designed to allow an IP address to be assigned to and represent the host
on the network, the Class D addresses are used to assign multicast
addresses (addresses that may be assigned to multiple hosts allowing
them to receive the same data without the data needing to be transmitted
uniquely to each host). In addition, Class D addresses have no network or
host portion of the address, leaving the remaining 28 bits of the address
to be the multicast address.

« Class E addresses Class E addresses are identified by the first 4 bits of
the first octet having a value of 1111, which allows a range of values in
the first octet of 240 to 255. This address space should not be used in any
circumstance. The address of 255.255.255.255 is used to indicate an "all
subnets" broadcast.

Figure 3-12 shows the different address classes.

Figure 3-12. Address Classes



o zl* 3| T B IIE 2|4 31
Clagss A |0| NetiD({1-128) Host 1D

ClassB |10 Met 10 (128-151) Hast 1D

Class G [1]1|0 Met 1D (192-223) Host ID
ClassD [1({1]|1]|0 Multicast Address (224-2730)

ClassE [1]1[1]1 Reserved {240-255)

Classless Interdomain Routing (CIDR)

Although the classful address space is a great idea, the truth is that not everyone
needs networks with the number of hosts that each class of address provides. For
example, if you have more than 255 hosts that you need to connect to a network,
using the classful address space you have to bump up to a full Class B, providing
for 65,534 hosts on the network. Obviously, that is far more hosts than is
necessary. To address this deficiency, CIDR was implemented.

One of the benefits of classful addresses is that they provide a hierarchy to the
network through the use of the network ID. This translates into an efficient
routing environment because it is easy for a router to determine what networks
can be grouped together and treated as a single routing entry. CIDR adheres to
this philosophy while allowing for administrators to create additional networks
regardless of address class by using a strict interpretation of the subnet mask as
the means of identifying a network. The subnet mask is used to determine the
network prefix, which defines where the network ID portion of a given IP address
ends. For example, a default Class B address (let's say 172.16.0.0) uses a
network prefix of /16, or 16 bits. However, using CIDR, the administrator can
elect to assign 20 bits of the IP address to the network, resulting in a network
prefix of /20. This allows an administrator that has been assigned a single Class B
address space to effectively turn that single network (172.16.0.0) into 16
individual networks (the result of 2%, or the 4 additional bits that were borrowed
from the host ID portion of the address and given to the network portion of the
address). Similarly, because 4 bits have been taken from the host ID of the
address, this leaves a total 12 bits for host ID assignment. This results in each of
the 16 networks that were created having the potential for a maximum of 4096
hosts per network (2!2).

Note

As you have read through this chapter, you may have noticed
the use of (2¥) when referring to the number of hosts per
network. This is the technically accurate representation of
hosts per network. However, most networks reserve a host ID
to identify the subnet itself (a host ID that consists of all 0s)
as well as the broadcast ID for the subnet (a host ID that



consists of all 1s). Consequently, the number of usable hosts
per subnet is typically represented as (2¥) -2 to account for the
loss of those two host IDs.

Subnets

Throughout this section, I have mentioned subnets repeatedly, but what is a
subnet and why are they important to firewalls? A subnet is nothing more than a
group of IP addresses that are on the same network ID. By extension, a subnet is
the collection of hosts that are on the same network segment. Subnets allow us
to dissect the network into small, easier-to-manage chunks. The reason for this is
simple: The fewer the number of hosts on a given subnet, the less extraneous the
traffic and the smoother the flow of traffic will go because there are not as many
hosts in contention with each other.

For communications to occur between subnets, a router needs to be involved.
Routers keep track of the list of the subnets in existence through the use of a
routing table. This allows a router to receive traffic and determine how to forward
the traffic so that it can eventually be delivered to the destination network (and
thus the destination host).

Subnets are important to firewalls because in many cases a firewall performs a
similar function as a router. In fact, in most firewall implementations the firewall
is implemented in such a manner as to explicitly reside between two subnets and
thus restrict and control the traffic passing between subnets.

IPv6

Although the IPv4 address space provides for what would seem to be a virtually
unlimited number of IP addresses, the reality is that with the growth of the
Internet the number of IP addresses that are available for assignment has
continued to decline. This served as the catalyst to motivate the designers of the
Internet and IP to develop a new addressing system to address the lack of
available IP addresses as well as a number of other issues that are covered here.
They came up with IPv6.

Whereas IPv4 is based on a 32-bit address space, IPv6 is based on a 128-bit
address space. This increased the total number of addresses from 4,294,967,296
(232) addresses to 340,282,366,920,938,463,463,374,607,431,768,211,456
(21%8) addresses. This will allow for an address space that is so large that it will
not be depleted for the foreseeable future.

IPv6 also addressed a number of other deficiencies with IPv4, particularly around
the areas of performance, security, control, and reliability. Whereas IPv4 needs to
rely on numerous other protocols to handle many of these tasks, IPv6 includes
new options and extensions that allow for performance, control, and reliability
information and configuration to be handled natively by IPv6. This makes for a
much more efficient communications system. Finally, IPv6 allows for a flexible
header format, allowing for the implementer of the protocol to determine which
optional header components they will or will not implement.



IPv6 is completely incompatible with IPv4, and with the widespread
implementation of Network Address Translation (NAT) this has caused adoption of
IPv6 to be dramatically slowed.
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Network Address Translation (NAT)

NAT was developed to address a couple of concerns. First, the number of public
IP addresses available on the Internet was becoming depleted. Second, because
of the interconnectivity of networks, it was possible for an administrator to assign
a set of IP addresses to a network that someone else might be using. This is a
common situation when two companies and their respective networks are
combined. NAT addresses these two concerns by providing a mechanism by which
any number of IP addresses can be translated to a different range of IP
addresses, or in some cases a single or smaller range of IP addresses.

To address the limitation of available IP addresses NAT can be used to translate
hundreds or even thousands of IP addresses to just a couple of IP addresses or
even a single IP address, thereby allowing a company to provide Internet access
to their hosts without needing to allocate thousands of IP addresses on the
Internet to do so. To address the issue of invalid networks, or in many cases
duplicate networks, NAT can be used to allow each network to appear as a
completely different network. Figure 3-13 illustrates the process of NAT and
Internet connectivity.

Figure 3-13. Example of NAT and Internet Access
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In this example, when Host A attempts to access the Internet, the firewall
translates the request from having a source address of 10.1.1.100 to having a
source address of 209.165.201.10 and transmits the data across the Internet.
The firewall then stores this translation in its translation table so that it knows
how to deal with the return traffic. When host B receives the data, it thinks it is
communicating with 209.165.201.10 and addresses the return traffic accordingly.
When the firewall receives the return traffic, it refers back to its translation table



and determines that the traffic should be delivered to 10.1.1.100. The firewall
repackages the packet, this time changing the destination IP address to be
10.1.1.100 and transmits it accordingly. In doing so, hosts A and B can
communicate with each other, for all intents and purposes completely unaware
that NAT is occurring.

Because NAT effectively hides the actual IP addresses that are in use, many
networks have elected to use it in conjunction with private IP addresses. Private
IP addresses are defined in RFC 1918 and are a predefined set of IP addresses
that cannot be used on the Internet and therefore are referred to as being
nonroutable. Because NAT prevents Internet-connected hosts from being able to
ascertain what IP address is being used behind a NAT router, organizations have
elected to implement the private IP addresses so that they can pretty much do
whatever they want with them without concern with how they may interact with
the Internet or other networks. The RFC 1918 IP addresses are as follows:

+ 10.0.0.0/8
+ 176.16.0.0/12
+ 192.168.0.0/16

Note

RFC 3022 and RFC 2663 define NAT.

NAT Implementations

There are four primary NAT implementations. They all accomplish the same
function, the translating of traffic from one IP address to another, but they go
about the translation process in different manners. They are as follows:

« Static NAT Static NAT is sometimes referred to as traditional NAT, and
refers to the mapping of one IP address to another IP address.
Consequently, static NAT implementations require the same number of IP
addresses as need to be translated. For this reason, static NAT is not an
effective method of saving the number of IP addresses required for access
to a network or the Internet.

« Dynamic NAT Dynamic NAT functions in a similar fashion to static NAT,
but instead of each IP address having a one-to-one translation, a dynamic
pool of IP address can be used for the translation. Doing so enables you to
reduce the number of IP addresses in use because the pool of addresses
can be smaller than the total number of IP addresses that must be
translated.

« Port Address Translation Whereas static and dynamic NAT perform a
translation from IP address to another, Port Address Translation (PAT)
allows for the translation of a number of IP addresses to a single IP
address. This is done by translating requests by TCP or UDP port. The
translating router or firewall builds a NAT table, but instead of assigning an
IP address for the outbound communications, it assigns a port number.
When the response comes back to that port number, the translating router
or firewall reverses the process.



« Bidirectional NAT In most cases, NAT is used to translate data in a single
direction, typically from an internal or protected network to an external or
unprotected network. Bidirectional NAT provides for the use of NAT
regardless of the direction of the traffic flow.

NAT and IPsec: The Issues and the Solutions

Although NAT works in most cases, not all traffic can be successfully translated
(in particular, when the original data cannot be manipulated, such as the case
with IPsec). The reason for this is that the NAT process actually changes the data
packet while it is being translated. Because of the nature of IPsec, when the data
packet is rebuilt using NAT, the receiving router detects that the data has been
changed (the source IP address is no longer the correct source IP address) and
discards the packet. To address this, a process known as NAT traversal (NAT-T)
has been developed.

NAT-T encapsulates the complete IPsec packet into either a TCP or UDP packet,
which is then translated accordingly. By doing this, the traffic can be translated as
required without the original IPsec data being changed. Figure 3-14 illustrates the
encapsulation process and subsequent NAT.

Figure 3-14. NAT-T Encapsulation
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Broadcast and Multicast

Most of this discussion of IP traffic has revolved around the process of unicast



traffic, which is traffic that is addressed for a single host. However, IP traffic can
also be broadcast or multicast traffic, providing for some flexibility in how traffic
is delivered.

Broadcast traffic is traffic that is destined to all hosts on a given subnet or to all
hosts on all subnets. Broadcasts take advantage of the fact that the electrical
signal is actually received by all hosts unless otherwise prevented. If a host needs
to send the same data to multiple hosts, instead of needing to repeat the data in
a unicast fashion to all destinations, it can just broadcast the data one time,
allowing all the hosts to receive the data. For this reason, broadcast traffic is
often referred to as "one-to-all" traffic. The drawback of broadcasts is that hosts
that do not necessarily need to process the data will still receive the data because
it is broadcast to every host on a network.

Multicasts attempt to bridge the gap between a unicast and a broadcast by
functioning much like a broadcast, but limiting the destination hosts to only those
which specifically register to receive the multicast. This allows a host to send the
data a single time, but only the hosts that have specifically registered to receive
that particular traffic will process it. Consequently, this is known as "one-to-
many" or "one-to-some" traffic. Multicast traffic is typically used for applications
that stream data, such as audio or video. It is also frequently used by routers to
locate and pass routing protocol information between each other.
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IP Services

When we talk about IP services, we refer to the applications, protocols, and
services that not only use IP themselves, but also provide data to be used by
other IP protocols. These IP services typically allow for IP communications
between hosts by performing functions such as physical address resolution,
automatic address assignment, name resolution, and time synchronization.

Address Resolution Protocol (ARP) is an IP service that was developed to map
physical addresses to logical addresses. This resolution is required because hosts
need to be able to physically address the data frames at Layer 2 to the
appropriate destination. In most cases, the hosts only know each other by IP
address. Consequently, ARP functions by broadcasting on the local subnet for the
host that has the IP address that needs to be resolved. Because it is a broadcast,
all hosts will process the packet, but only the host that actually has that IP
address will respond with its MAC address, thereby allowing the original source to
properly address the packet both logically by IP address and physically by MAC
address.

DHCP exists to provide unconfigured hosts on a network with the appropriate IP
addressing information necessary to enable them to communicate on the
network. Because a host that is a DHCP client does not have an IP address to
use, DHCP uses broadcasts between the DHCP client and the DHCP server. When
a DHCP client is turned on, it issues a broadcast known as a DHCP Discover
packet. The objective of this broadcast is to discover whether there is a DHCP
server on the network. If there is, the DHCP server responds with a broadcast



known as a DHCP Offer packet, because the client still has no IP address. Because
the packet is a broadcast, the client still processes it even though the client has
no configured IP address. If the network has multiple DHCP servers, they all
respond with a DHCP Offer, and the client accepts the first offer it receives. The
client then broadcasts a packet known as a DHCP Request packet. This serves
two purposes. First, it notifies the selected DHCP server that the client has
elected to accept the DHCP Offer. Second, it notifies all other DHCP servers that
the client selected another DHCP server, allowing them to place that offered IP
address back in the pool of IP addresses they can offer to clients. Finally, the
DHCP server responds with a final broadcast known a DHCP Acknowledgement
packet, which notifies the client that it can use the IP address that it was offered
and provides additional configuration information such as subnet mask, default
gateway, name servers, and so on. At this point, the client configures itself
accordingly and can begin engaging in full TCP/IP communications.

DNS provides for the resolution of host names and fully qualified domain names
to IP addresses. The reason for this is simple. Most humans do not know the IP
address of the remote hosts that they are trying to communicate with. They know
the name, such as www.cisco.com. Unfortunately, the network hosts require the
IP address of the remote host to communicate with that host. When an IP host
receives a request to communicate with a remote host by name, the host
automatically and transparently contacts a DNS server to resolve the name to an
IP address, which if successful allows the two hosts to communicate with each
other. A detailed discussion of DNS is beyond the scope of this book, but an
excellent resource for understanding DNS is DNS and BIND, Fourth Edition, by
Paul Albitz and Cricket Liu.

Network Time Protocol (NTP) is used to synchronize the time across hosts over
the network. Time synchronization is critical for applications such as Windows
authentication, Kerberos, IPsec, as well as event logging. NTP functions over UDP
port 123 and allows clients to synchronize their time with a master time server,
known as a stratum 1 or stratum 2 server.

NEXT B
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IP Routing

I have alluded to routing repeatedly in this chapter but have not really explained
the routing process in detail and why it is important to us. Routing is nothing
more than taking the data from a host and transmitting it across the network to a
host on a different subnet. To do this, routers (and firewalls) need to be able to
determine what network the data needs to be delivered to. We have already
established how an IP address can be configured with different network IDs,
which is what routers use to determine what specific subnets exist.

Routers collect this information regarding the subnets that exist and store it in
what is known as a routing table. The routing table consists of the following



information:

e Network IDs (and thus subnets) that the router is aware of.

« IP address of the gateway or router that can be used to deliver data to the
corresponding subnet. This is the actual route to the subnet, and the
router may have multiple routes to a given subnet.

Routers can build and maintain this routing table information in one of two
methods. The first is for the data to be manually updated and maintained by an
administrator. The second is to use routing protocols to actively interrogate the
network and determine all subnets, routers, and the routes that exist so that the
protocol can use that information to successfully transmit data to the appropriate
subnet.

As you would expect, in large networks the process of manually updating and
maintaining this routing information is practically impossible. Therefore, in large
or complex networks it is recommended to implement routing protocols to
automatically take care of all the processes related to the building of the routing
table, the maintenance of the routing table, the verification of the routing table,
and the determination of which route is the best route to take.

Types of Routing
Fundamentally, there are three types of routing:

» Static routing
e Default routing
* Dynamic routing

Static routing is the process of an administrator manually entering, maintaining,
updating, and removing the routes that a router is configured with. Static routing
is a time-consuming process and in most cases should not be used. Notable
exceptions to this are in small networks or in the network perimeter, as discussed
in Chapter 9, "Where Firewalls Fit in a Network."

Default routing, also known as the route of last resort, provides a mechanism to
configure a client or router with what is known as its default gateway. Default
routing essentially says, "If you cannot figure out how to route this packet to the
appropriate network, send it to the default gateway." Default routing is typically
implemented on host systems because they generally do not need to know about
every subnet on the network. In addition, default routing is commonly used on
routers within an organization to point to the router that provides Internet
connectivity. This ensures that all data destined for a network that is not defined
on the internal network is directed to the Internet, without the organization
needing to have routes to the entire Internet on all of their internal routers.

Dynamic routing functions almost exactly like static routing does, but the
information is automatically provided through the use of routing protocols. These
routing protocols replace all the manual requirements of static routing, which
makes dynamic routing the routing method of choice for large or complex
network environments. We will look at dynamic routing in more detail in a later
section of this chapter.

How the IP Routing Process Works



For all the apparent complexity involved in routing, the routing process itself is a
pretty simple and straightforward process. In fact, when you understand the
routing process fundamentals, it does not matter how large or small the network
is; the process is the exact same. To illustrate the routing process, look at Figure
3-15.

Figure 3-15. Routing Process
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This example shows two hosts, Host A and Host B, on two separate networks.
Host A has an IP address of 10.1.1.100 and a MAC address of
00:05:9A:3C:78:50. Host B has an IP address of 10.1.2.100 and a MAC address
of 00:05:9A:3C:78:30. When Host A determines that it needs to communicate
with Host B it will perform the appropriate name resolution to determine what the
IP address of Host B is. When it receives the IP address of 10.1.2.100, Host A
determines that Host B is on a remote network (through a process known as
AND'ing) and thus that the data must be routed to Host B.

To do this, Host A builds an IP header with a source IP address of 10.1.1.100 (its
own IP address) and a destination IP address of 10.1.2.100 (the IP address of
Host B). This allows for each host to be logically identified by any device that
receives the packet. When Host A builds the frame at Layer 2, however, it does
something different with the source and destination MAC addresses. Physically,
Host A cannot communicate directly with Host B. Instead, Host A has to physically
communicate with something that can successfully route the data to Host B. In
this case, that is the default gateway for Host A, which happens to be the EO
interface of the router. Host A uses the IP address for its default gateway
(10.1.1.1) to ARP and resolve the MAC address for the EO interface
(00:05:9A:3C:78:00). After this has been determined, Host A builds the frame
with a source MAC address of 00:05:9A:3C:78:50 and a destination MAC address
of 00:05:9A:3C:78:00. At this point, the data is put on the network, where it is
received by the router.

The router processes the frame, where it discovers that the frame is addressed to
it. This causes the router to begin processing the IP header. When it does that,
the router discovers that the packet is actually addressed to 10.1.2.100. In most
cases, this causes the packet to be dropped, but routers first attempt to
determine whether they have a route for the destination network or a default
router. In this case, because the router is also connected to network 10.1.2.0/24,
it determines that it can directly route the packet to the logical destination (Host
B).

The router then rebuilds the frame, but it changes the source and destination
MAC address. For the source MAC address, the router uses the MAC address of



the interface that is connected to network 10.1.2.0/24 (in this case,
00:05:9A:3C:78:01). Because the router can directly communicate with Host B, it
uses the MAC address 00:05:9A:3C:78:30 as the destination MAC address and
sends the data across the network to be received by Host B.

When Host B processes the frame, it discovers that the frame is addressed to it.
This causes Host B to begin processing the IP header, where it discovers not only
that the packet is addressed to it but also the IP address of the source address (in
this case, 10.1.1.100, the IP address of Host A). Therefore, Host B knows exactly
what IP address it should address any responses to, repeating the routing process
to ensure that the data eventually arrives at Host A.

Routing works the exact same way in larger networks, the only difference is the
number of hops that a packet may traverse before ultimately arriving at its logical
destination. Because the IP address of the packet is never changed, the logical
destinations are always able to communicate with each other. The physical
address of the frame changes every time a router rebuilds the frame, replacing
whatever the source and destination MAC address with its own MAC address for
the source and the MAC address of the next router or the final destination as the
destination.

Different Classes of Routing Protocols

Although each routing protocol has its own specific functionality, they can all be
generally classified as falling into three categories:

« Distance vector Distance vector routing protocols are relatively simplistic
in design and tend to use a "distance" to determine the best path. The
distance is measured by counting how many times a packet goes through
a router, known as a hop, until it arrives at the destination network. The
smaller the hop count, the shorter and better the route. Distance vector
routing protocols receive routing information from neighbors that they
believe to be correct but do not verify. If a neighbor router claims that it
can deliver data to a network, it is accepted as being accurate and correct.
Because the source router has not independently verified the accuracy of
this information, distance vector protocol routing is frequently referred to
as "routing by rumor."

- Link state Link-state routing protocols are more complex than distance
vector protocols and can take into account information such as the
network topology, bandwidth between routers, and congestion. Whereas
distance vector protocols know only what they are told, link-state routing
protocols typically build routing tables consisting of information about the
entire topology, allowing each router to know how every other router is
interconnected, thus allowing that information to be used for routing
decisions. Because of this additional information, link-state routing
protocols are known as being more intelligent than distance vector
protocols, but they typically require more CPU and memory resources than
distance vector protocols.

e Hybrid Hybrid routing protocols use functionality from both distance
vector and link-state routing protocols, attempting to leverage the best
aspects of each while eliminating the drawbacks. Hybrid routing protocols
are typically proprietary protocols such as the Cisco Enhanced Interior
Gateway Routing Protocol (EIGRP).



Common Routing Protocols
There are a number of common routing protocols that most environments use.
Routing Information Protocol

RIP is a distance vector routing protocols that uses the hop count exclusively to
make routing decisions. RIP supports a maximum hop count of 15 hops, making
any destination that requires more than 15 hops to be unreachable. Therefore,
RIP is suited for small and relatively simple network environments.

RIP has two different versions: 1 and 2. RIPv1 is a classful routing protocol, which
means that it can only route between networks that are using the default subnet
information. Because most networks today implement some form of CIDR, RIPv1
1 is typically no longer used. RIPv2 supports classless routing information,
multicasts rather than broadcasts for communications, and provides the ability to
ensure that routing data is only exchanged between hosts that can be
authenticated. Because of the classless functionality and increased security of
RIPv2, if you need to use RIP you should only use RIPv2.

Note

RFC 1058 defines RIPv1l. RFC 2453 defines RIPv2.

Open Shortest Path First

Open Shortest Path First (OSPF) is a link-state routing protocol that uses the
Dijkstra algorithm to determine the shortest path through the network. OSPF is a
much more robust and scalable protocol than RIP, taking into account factors
such as adjacency, neighbor information, link information, and bandwidth in
making routing decisions. Because each router running OSPF has a table that
contains the entire topology of the OSPF network, each router can determine the
true best route through the network, taking into account things such as network
speeds. For example, OSPF can determine that traversing three gigabit hops to
access a network is faster than traversing two 1.544-Mbps hops.

Like RIP, OSPF also includes additional authentication mechanisms to ensure that
only permitted routers and hosts can exchange routing information. Because of
the increased functionality and scalability of OSPF, many networks have elected
to use OSPF as the routing protocol.

Note

OSPFv2 is defined in RFC 2328. OSPFv1 is defined in RFC
1131, but it never made it to an operational status and
therefore was never really used.



Border Gateway Protocol

OSPF and RIP are both routing protocols that were designed to primarily route
data among systems that share a common administrative authority, typically
referred to as an autonomous system. Autonomous systems tend to be smaller in
size and easier to manage. For example, even a global company may only have
200 subnets that need to be routed. For that reason, OSPF and RIP are typically
referred to as interior gateway protocols, because they are really designed for
routing of data within a given environment, or autonomous system.

Border Gateway Protocol version 4 (BGPv4) provides for the routing of data
between autonomous systems and does so on a scale of magnitude that interior
gateway protocols cannot touch. For that reason, BGPv4 is referred to as an
exterior gateway routing protocol. Because of this, BGPv4 is the standard method
of routing data across the Internet. After all, the Internet is really just a collection
of independently managed and maintained subnets and autonomous systems.
Although OSPF and RIP can be used internally, most companies that need to
connect to the Internet and share routing information with other routers on the
Internet do so through the implementation of BGPv4.

Note
The following RFCs define BGP:
e RFC 1267

« RFC4271
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Applications Using IP

No discussion of TCP/IP would be complete without a look at the applications that
use IP. Unlike services, which frequently perform functions that are then used by
IP, the applications that use IP are relatively independent of IP and typically
interface with the users and are rarely used by other IP processes.

Common Applications Using IP

The most common applications that use IP tend to revolve around access to
Internet-based resources such as web servers and mail servers. In addition, file
and print services are the most common application that is implemented in most



corporate networks.

e« Web browsers and web servers allow users to access graphical content
using HTTP, which uses TCP port 80. In addition, if secure web browsing is
required, the data can be secured using Secure Sockets Layer (SSL),
commonly known as HTTPS, which uses TCP port 443.

e Electronic mail is delivered via two primary mechanisms: SMTP and POP3.
SMTP uses TCP port 25 and serves to primarily transmit e-mail messages
to the mail server (or between mail servers) because it has a limited
ability to queue e-mail messages on the client side. This is where POP3
(which uses TCP port 110) comes in. It does a much better job of queuing
e-mail messages and therefore is typically used by the client to receive e-
mail messages from the mail server.

e File and printer sharing typically, but not always, occurs over TCP ports to
provide for a reliable and connection-oriented delivery mechanism. A
notable exception to this is Network File System (NFS), which is typically
used by UNIX-based hosts and typically uses UDP port 2049. Microsoft file
and print services typically use TCP port 139 or TCP port 445.

Less-Common Applications Using IP

Some less-common, but still frequently used, applications that are based on IP
include the following:

e Telnet Telnet is used to provide remote console connections over TCP port
23. Telnet is an insecure protocol, which means that the data being
transmitted is not encrypted, rather it is done so in cleartext.

e« FTP FTP is used to transmit and receive files between hosts. Although this
may seem similar to file sharing, the key difference is that file sharing
tends to be an interactive session within the operating system itself (unlike
FTP, which tends to operate as a distinct client application). FTP operates
in two primary modes: active FTP and passive (PASV) FTP. Active FTP
commonly uses two TCP ports for communication. TCP port 21 is used for
connection establishment and control information, and TCP port 20 is used
for the transmission of data. Passive FTP uses TCP port 21 for connection
establishment and control information, and the client and server negotiate
a random high port or a preconfigured port for the transmission of data.
Like Telnet, FTP transmits all data in cleartext.

e TFTP Although it is common to think of TFTP and FTP as practically the
same because of the names, nothing could be further from the truth. TFTP
is a completely self-contained protocol in no way associated with FTP.
Whereas FTP can navigate directory structures and authenticate access,
TFTP is unauthenticated and requires exact paths to transmit or receive
data. In addition, TFTP uses UDP port 69 for connection establishment,
and then performs the file transfer using two random UDP high ports.
Because of the unreliable nature of TFTP, as well as the lack of
authentication or robust file system navigation capabilities, TFTP tends to
be used for small or specialized forms of file transfer such as transferring
router and firewall configurations and operating systems.

e Syslog Chapter 12, "What Is My Firewall Telling Me?," covers syslog in
much greater detail; however, as a brief introduction, syslog is used by
network devices to transmit event log information from a host to a server
where the event is typically stored and reported upon. Because these
messages can be extremely large in volume, syslog is typically configured
to use UDP port 514 for the transport mechanism. This reduces the
overhead involved in maintaining a syslog session, freeing up that memory



and processor usage for other applications, programs, and services. The
downside of this, of course, is that if UDP is used, there is no guarantee
that the syslog data was successfully transmitted and received. To address
this, some firewalls and syslog servers can be configured to use TCP port
514 (Cisco defaults to using port 1470), thereby using the native reliability
characteristics of TCP to ensure that the syslog data is successfully
delivered. Syslog is also an insecure protocol, requiring no authentication
and delivering the data in cleartext.

Protocols Used to Implement Security

In addition to general protocols that are used on IP networks, a few specialized
protocols were developed with security and/or secure methods of communication
in mind. Some of the more commonly known protocols that are used for security
on an IP network are as follows:

e Secure Shell (SSH) SSH is similar to Telnet, but it provides for remote
console connectivity that uses encryption and authentication to ensure
that the data that is transmitted is secured and tamper proof and that all
connections are authenticated. Therefore, SSH should be used instead of
Telnet in all circumstances that allow it. SSH uses TCP port 22 for
transport communications.

« Internet Protocol Security (IPsec) Technically a framework of a
number of protocols, IPsec provides security functionality for IP-based
communications. This includes encryption, authentication, and
nonrepudiation functionality. Unlike most encryption mechanisms that we
have discussed at the application or presentation layer (such as SSH or
HTTPS), IPsec functions at the network layer. It does this by essentially
taking a complete data packet and encapsulating it with the corresponding
IPsec-specific header information and then transmitting the data over IP.
This procedure allows IPsec to be used to secure virtually any data
transmitted over an IP network, regardless of the actual application
source. Consequently, IPsec can be used to secure insecure protocols such
as SNMP, NTP, or syslog by encapsulating that insecure data within a
secure IPsec frame.
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Summary

Simply put, TCP/IP is the network. Because most networks today run TCP/IP and
most firewalls operate using TCP/IP, it is critical for the firewall administrator to
understand how TCP/IP functions. The reason for this is simple: Most firewall
filtering rulesets and access control lists are written and designed to filter traffic
based on information obtained from the TCP, UDP, ICMP, or IP header
information. Without an understanding of how these protocols function and the
applications, processes, and services that enable these functions, it is almost
impossible to effectively protect network resources with a firewall. This is
especially true with regard to NAT (which is implemented in almost every major
firewall produced today).
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Chapter 4. Personal Firewalls:
Windows Firewall and Trend Micro's
PC-cillin

Firewall technology has moved both upward into the large enterprise and service-
provider space as well as all the way down to the desktop level. Desktop firewalls,
also known as personal firewalls, are designed to protect a single system. These
firewalls have been around for a long time in the Linux and BSD space but only
relatively recently have they made a significant entrance into the Windows
desktop. Many computer vendors now bundle a personal firewall with a trial
license on every system they sell. In addition, Microsoft now offers a personal
firewall, Windows Firewall, enabled by default with every version of Windows XP
with Service Pack 2 (SP2). (Prior to Windows XP SP2 it was known as Windows
Internet Connection Firewall [ICF].)

This chapter provides an overview of two personal firewall packages for the
Windows platform: Windows Firewall and Trend Micro's PC-cillin. The focus of this
chapter is not a detailed discussion of these products from the perspective of how
secure they are as a firewall product but rather on a general level how you can
use them, as examples of the many personal firewall solutions, to improve the
security of an endpoint system.
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Windows Firewall and Windows XP

The ICF, now dubbed Windows Firewall, is a simple stateful firewall that is part of
the Windows XP operating system. In essence, Windows firewall provides the
same core functionality that other personal firewall products on the market
provide, such as stateful connection management and configurability for specific
traffic that is desired.

Windows Firewall does come bundled with every new version of Microsoft's
operating systems. The firewall capabilities can also be utilized in Windows Server
2003 Standard and Enterprise editions.

Essentially, Windows Firewall is the next version of Microsoft Windows ICF. It
provides basic filtering capabilities on all Windows XP and 2003 Server platforms
so that an administrator or end user can limit the traffic reaching the system (it
does not filter traffic coming from the system). It's limited in that it is not a
stateful firewall but rather a simple access list type of filter. Also, it only looks at
the network and transport layers of the ISO protocol stack (Layers 3 and 4). This
firewall is mostly useful for end users who do not require complex firewall
capabilities to protect their systems and are looking for a simple packet filter to
block typical Windows services such as NetBIOS, Remote Procedure Call (RPC),
and others.

How Windows Firewall Works

By default, Windows Firewall comes with an assigned security profile. This profile
provides what are termed as "exceptions" for Print and File Sharing as well as
Remote Assistance and Universal Plug-and-Play (UPnP) with the local subnet. The
local subnet is defined as the local network that the system is connected to. If the
system is connected to multiple networks (for example, if the system has multiple
interfaces), these network ranges are considered part of the local subnet. These
services allow the ports listed in Table 4-1 to connect to the system.

Table 4-1. Default Windows Firewall Profile Exceptions

Service TCP UDP Program
Ports Ports

File and 139,445/137,138

Printer

Sharing

Remote C:\Windows\system32\sessmgr.exe

Assistance

Remote 3389

Desktop

UPnP 2869 1900

Framework




Note that by default only the Remote Assistance exception is enabled. Although
the other exceptions are created in the profile, they are not enabled. Figure 4-1
shows the default configuration for the Windows Firewall.

Figure 4-1. Windows Firewall Default Configuration
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After Microsoft released XP SP2, Windows Firewall was turned on by default.
Third-party firewall vendors enable users to turn off Windows Firewall during the
installation of their software.

Configuring Windows Firewall

Configuring Windows Firewall is fairly straightforward. To open Windows Firewall,
go to Start and choose Control Panel. This will open the Control Panel window

as shown in Figure 4-2.
Figure 4-2. Windows XP Control Panel
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Choose Security Center at the lower-right corner of the window to open the
Windows Security Center window. Choose Windows Firewall at the lower-left

corner, as shown in Figure 4-3.
Figure 4-3. Windows Security Center
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This opens the Windows Firewall window. The settings on the General tab
determine whether the firewall is on or off. As mentioned earlier, Windows
Firewall is on by default since the release of Windows XP SP2. You have three
options with the Windows Firewall: on, on without exceptions, and off (as shown
in Figure 4-4).

Figure 4-4. General Tab of the Windows Firewall
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When the firewall is turned on, the user is offered the possibility of running the
firewall with exceptions as specified in the Exceptions tab or with no exceptions at
all. Microsoft recommends that when accessing a network such as a public
wireless network (say at Starbucks or a T-Mobile hotspot in an airport) that the
firewall should be set to on without exceptions. This setting blocks other users on
the public wireless network from accessing system shares or other resources on
the firewall-protected system.

When the system is on a safer network (such as a home office or a local office
LAN), you can set the firewall to on with exceptions to allow for file sharing and
remote assistance. These default exceptions are activated in the Windows Firewall



policy on the Exceptions tab, as shown in Figure 4-5. The need to provide these
exceptions is to allow the end system to participate in a Windows network
environment and for folder and file shares to be made available to other systems
on the local network. Remember that exceptions should be turned on only in
known, secure networks. Such a network may be a home network or a corporate
LAN and cannot be precisely defined in all cases. When in doubt, consult the
network administrator regarding the security of the local network or simply do not

allow exceptions.

Figure 4-5. Default Exceptions for Windows Firewall
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Adding an exception to the default Microsoft policy is relatively simple. Exceptions
can be added either as specific network ports or as programs that are to be
provided access to the network. To add a program to the exception list, click the
Add Program button in the lower left of the Exceptions tab. Doing so opens a
new window with a list of programs that are to be added to the exceptions list, as
shown in Figure 4-6. Choose the specific program to be added.

Figure 4-6. Program Exception List
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There is a difference between specifying a program in the exceptions list and
statically opening a TCP or UDP port. The difference comes from the fact that
specifying a specific application in the exceptions list means that the port that the
application listens on will be allowed through the firewall only if the defined
application opens the port. The disadvantage to specifying the application in the
exceptions is that if the port is used by another application, the firewall will not
permit traffic through to the application because it is not the program defined in
the exception list.

To specify which computers can have access to the ports that the program listens
on, change the scope of the permitted access. To do so, click the Change Scope
button at the lower-left corner of the window. Doing so opens the Change Scope
window shown in Figure 4-7. Here you can add a custom list of IP addresses to
allow exceptions for the program in the firewall. Alternatively, the entire local
subnet, or even foreign networks, can be provided access.

Figure 4-7. Changing Scope
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To add a port to the exceptions list, click the Add Port button on the Exceptions
tab. Doing so opens the Add a Port window. As shown in Figure 4-8, here the user
can enter the name of the service as well as a comma-separated list of ports that
the service requires to be open in the firewall in order to be accessible to other

systems. The UDP or TCP button on the window must be selected to define the
specific transport protocol, too.

Figure 4-8. Add a Port Window
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For home use, the typical ports that may need to be accessible by the local
network include TCP/135, UDP/137, TCP/139 (traditional NetBIOS ports), and
TCP/445 (NetBIOS over TCP/IP). It may be desirable to open TCP/3389 (for



Microsoft Remote Desktop).

Finally, the Advanced tab allows the user to determine on which interfaces the
Windows Firewall will be enabled as well as define a log file to store the firewall
logs. In addition, specific Internet Control Message Protocol (ICMP) messages can
be specified to be allowed to traverse the firewall in order to ease debugging of
connection problems. A last-resort capability is also available, allowing the user to
restore the Windows Firewall service to its default settings. Figure 4-9 shows the

Advanced tab.

Figure 4-9. Windows Firewall Advanced Tab
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Windows Firewall Features

The Windows Firewall software builds on top of the ICF/Internet Connection
Sharing software that is now deprecated in Windows XP SP2. Essentially,

Windows Firewall provides the following features over the ICF:

The ability to specify options on a global level so that they apply to all




connections.

e An operating mode that does not allow exceptions.

e Startup security (covered below).

e IPv4 traffic scoping. The end user can specify that the firewall accept
traffic from specific IP addresses.

e The ability to specify exceptions by service or by program.

e IPv6 support.

Of particular interest is the new startup security. Whereas ICF was active after
the system had booted up and the ICF service was successfully started by the
Windows kernel, Windows Firewall is active from the very start. During system
boot, the Windows Firewall applies a default stateful filter to the system to allow
basic networking functionality such as Dynamic Host Configuration Protocol
(DHCP), Domain Name System (DNS), and communication with domain
controllers, but blocks all other traffic until the system boot process has
completed. Only then are the settings configured by the user applied to the
firewall.

Windows Firewall Checklist

When configuring Windows Firewall, you must configure several features
depending on the system role in the network. The answers to the following
questions will depend on whether the system will connect using a public network
(such as a wireless network in a coffee shop or a library) or a private network
(such as a corporate LAN or home network) or both. Additionally, Windows
Firewall settings on servers that may be configured as a web server, an
authentication server, or a database server will differ from the settings on a
simple desktop or laptop system. You can use this checklist to help ensure that
the Windows Firewall settings are appropriate for a given system.

- Does Windows Firewall need to be enabled?

This is determined by the consideration of whether the system will be
exposed to a less-secure network than anticipated. This really needs to be
considered more for laptops rather than desktop systems.

«  What exceptions (if any) should be configured in the Windows
Firewall policy?

Remote Desktop?

To allow an external user to access the system using
Microsoft Remote Desktop Client.

File and Printer Sharing?

This is necessary to share files with other users and systems
as well as print documents.

Other services?

Should other services such as Remote Assistance, Virtual
Network Computer (VNC), or Internet Information Server
(IIS) be accessible through the firewall?



e Should the exceptions be configured as programs or as services?

If you configure exceptions as programs, the firewall only allows the traffic
through if the specified program is active. Otherwise, the traffic is blocked.
However, if the program is a set of services, such as Windows File and
Printer Sharing, it may be easier to configure the exceptions as a range of
network service ports rather than programs.

¢ For which interfaces should Windows Firewall be configured?

The end user or administrator needs to decide whether all network
interfaces will have the firewall active or just those that may be exposed
to "insecure" networks. This typically applies to desktops with multiple
interfaces but can also apply to laptops with both a wired and a wireless
interface. In some cases (such as a laptop with a built-in wireless
interface), it is best to apply the firewall to all interfaces to ensure that
attackers cannot slip by through an active wireless connection.

Which ICMP types should be allowed through the firewall?

At the very least, ICMP echo reply packets, ICMP destination unreachable
packets, and ICMP Time-To-Live (TTL) Exceeded packets should be
allowed through the firewall for debugging potential network connectivity
problems.

e Should logging be configured?

Logging can cause a degradation in system performance. Turn logging on
only when it is needed to debug a problem with the firewall.

After you have answered all of these questions, you can appropriately configure
the firewall for the system. One item to consider is that if logging is configured,
who will be reading the logs and how often? It is of little value to configure
logging if no one actually looks at the logs.
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Trend Micro's PC-cillin Firewall Feature

One of many third-party antivirus/Internet security suites, Trend Micro's PC-cillin
includes a personal firewall that you can use to protect the system. The Trend
Micro PC-cillin suite is a combination of a personal firewall, an antivirus system,
an antispyware system, an antispam filter, and an identity-theft protection
system through blocking of phishing and pharming attacks. This product is ideal
for end-user, home or small office customers who need an all-in-one package to
defend against a wide variety of threats from the network. It is not really
targeted to the enterprise user because centralized management and
configuration are not available. This section focuses only on the firewall portion of



PC-cillin security suite. Like Windows Firewall, PC-cillin firewall is configurable and
provides protection against a wide variety of network threats.

PC-cillin Requirements

Trend Micro's firewall supports Windows systems going all the way back to
Windows 98 and 98 SE. This backward compatibility is a rare feature for many
personal firewalls because vendors typically consider those systems so old that
they are no longer on the market. Microsoft no longer supports Windows 98 or 98
SE, but you can still find these systems in use. PC-cillin requires systems to meet
the specifications described in Table 4-2.

Table 4-2. Trend Micro's PC-cillin System Requirements

Free Disk
Minimum Minimum |Space
Operating System | Processor Memory Required Browser
Windows 98/98 |Intel 128 MB 128 MB Microsoft
SE Pentium Internet
Explorer 5.5
SP2 or higher
Windows ME 233 MHz
Netscape 7.1
and above
AOL 7.0 and
above
Firefox 1.0
Windows 2000 Intel 128 MB 120 MB
SP4 Pentium
300 MHz
Windows XP
Home Edition or
Professional SP2

How the Trend Micro Firewall Works

The Trend Micro firewall works as a blend of a traditional stateful firewall and
intrusion detection system (IDS). An IDS monitors the traffic in and out of the
protected system for attacks and upon detection of an attack it can alert the user.
Most IDSs detect attacks by matching the network traffic against a signature of
the attack. A signature is like a fingerprint. It identifies an attack by matching the
network traffic ("the evidence") against a known signature describing the attack
("the fingerprint"). When the traffic matches the signature, an attack has been
detected. As in the case of real evidence, however, this method is not foolproof
and leads to false positives sometimes. A false positive is a case where benign



network traffic is mistakenly categorized as an attack and an alert is generated
for the user.

A stateful firewall not only examines the various headers of a packet but also
ensures that the connection is active by tracking each connection in a state table.
Most stateful firewalls, such as PC-cillin, can also dynamically open secondary
ports for protocols that require more than one network port to complete a
connection. PC-cillin's firewall also inspects the contents, too, using a rudimentary
built-in IDS. Filtering decisions made by the firewall are based on defined rules as
well as the context that has been established and stored in a state table by
previous packets that have already passed through the firewall.

The Trend Micro firewall comes with a preset series of policies that end users can
modify to accommodate their specific requirements. The firewall can filter HTTP
strings from server to server to prevent hybrid attacks such as Nimda and Code
Red and to identify and stop Trojan attacks. Finally, the firewall uses its built-in
IDS capabilities to identify and stop common firewall attacks such as oversize
packet fragments, overlapping fragment attack, ping of death, and others.
Unfortunately, the IDS signatures are not user updateable or configurable. If
Trend Micro determines that a new IDS signature needs to be released for the
firewall, users can only update the system when Trend Micro incorporates that
signature into the product. They cannot configure new signatures on their own.

Configuring the Trend Micro Firewall

Configuring the Trend Micro firewall is straightforward and easy. When the
firewall software, which is a part of Trend Micro's PC-cillin Internet security suite,
has been installed, the main control panel should be opened. This can be done
either by right-clicking the Trend Micro Internet security suite icon in the
notification area at the lower right of the Windows taskbar and then choosing the
Open Main option or by just double-clicking the icon. Alternatively, the user can
open PC-cillin's main panel by choosing Start > Programs > Trend Micro PC-
cillin > Trend Micro PC-cillin Internet Security 2005. To verify that PC-cillin
has registered properly in Windows XP's security center, you can launch the
security center by choosing Start > Control Panels > Windows Security
Center (which brings up the Windows Security Center window displayed in Figure
4-10). From here you can see that the Trend Micro PC-cillin software has
registered itself as both the firewall for the system (effectively disabling the built-
in Windows Firewall) and the antivirus suite for this system.

Figure 4-10. Trend Micro PC-cillin Registration in Windows
Security Center
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When the Trend Micro Internet Security window is open, you can choose the

firewall configuration controls by clicking the Firewall button near the lower right
of the control panel, as shown in Figure 4-11.

Figure 4-11. Trend Micro Internet Security Window
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From this window, the user can modify the firewall profiles by clicking the
Firewall Profiles button in the middle of the window. This opens up the profile
selection window shown in Figure 4-12. At this window, users can choose to
enable or disable the firewall as well as choose the specific profile they want to
apply to the firewall. Additionally, they can add and configure a new profile if the
default profiles are insufficient to meet their needs.

Figure 4-12. Trend Micro Firewall Profiles
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The default profiles include an office network connection, a home network
connection, a wireless network connection, and a direct connection to the
Internet. Each one has specific exceptions to the firewall policy for various
services. The office network, wireless network, and direction connection profiles
each have a list of specific exceptions for various services such as HTTP, Secure
Shell (SSH), DNS, and others in the firewall profile. The home network profile,
however, has no preconfigured exceptions. Not all exceptions are active. By
default, only the NetBIOS (for Windows file sharing and printing) and the
Windows Domain Services protocols are enabled by default in the office network
and the wireless network profiles. In the direct connection profile, these two
services are disabled, but the AOL Connection service is enabled. It is up to the
end user to enable additional exceptions to the various profiles. These profiles
provide the end user with a quick way of allowing specific services in and out of
the system.

Unlike the Windows Firewall, the Trend Micro firewall only deals with services and
not programs. From a conceptual point of view, this means that programs that
open dynamic ports (for example, many instant messenger programs) for
listening are not easy to configure in the Trend Micro firewall because the ports
they use will vary. To accommodate this issue, a range of ports needs to be
opened, which leaves the system more vulnerable. The Home Network profile is
analyzed for the purpose of this configuration example.

When a profile has been selected, the security level needs to be set. You can do
this in the Firewall Profiles Editor window shown in Figure 4-13. To access the
Firewall Profiles Editor window, choose a specific profile in the Firewall Profiles
panel and click the Edit button in the middle of the Firewall Profiles panel.



Figure 4-13. Trend Micro Firewall Security Level
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The security level feature of the Trend Micro firewall enables the end user to
adjust the overall protection provided by the firewall. There are three security
levels defined in the Trend Micro firewall product: Low, Medium, and High. The
Low security level is recommended for users who do not need a great deal of
protection, such as those who are on a LAN that is considered secure or for home
users who do not directly connect to the Internet without another device such as
a Linksys router or other device. This profile allows both incoming and outgoing
network traffic but blocks viruses and other known threats through the firewall's
rudimentary IDS capabilities.

The Medium security level, designhed for most users who use a wireless network
or some sort of public LAN, blocks incoming traffic unless specifically listed in the
exception list but allows all outgoing traffic unless it's specifically blocked in the
exception list. It also blocks network virus attacks and other known threats as in
the Low security level.

Finally, the High security level blocks both incoming and outgoing traffic unless
specifically provided for in the profile exception list. It also blocks, as in the
Medium and Low security levels, network virus attacks and other threats, but it
also provides alerts for outgoing traffic. This level is meant for users who require
a high degree of security on their system, such as those who are directly
connected to the Internet through a broadband connection where the connection
is always active.

To change the security level in the policy, open the Security Level tab in the



Firewall Profiles window, as shown in Figure 4-13. Slide the slider either up
(towards High) for greater security or down (towards Low) for lower security. By
default, the slider is set to Medium, which is sufficient for most users.

With the security level for the firewall set, the next step is to define the exception
list to the policy. Open the Exception List tab in the Firewall Profiles window.
Remember that an exception is designed to allow a particular service in or access
to a particular service on the outside of the firewall. Because the Trend Micro
firewall is a stateful firewall, many of the more common services such as DNS and
DHCP work because the system generates the initial traffic outbound and the
firewall knows that a response is expected from a server to the initial traffic.
Adding exceptions to the firewall depends on what specific traffic should be
allowed inbound to the system or, as in the case of the High security level, what
traffic should also be allowed outbound from the system. For example, in many
cases, exceptions in the firewall profile for the Windows Domain Services and
NetBIOS are needed to allow the system to authenticate to Windows domain
controllers as well as participate in file sharing and printing in a Windows network
environment. If a web server is running on the system, an exception should be
added to allow other systems access to the web server port. It all depends on the
role and on what software is installed on the system. To add exceptions to the
firewall policy, click the Add button, as shown in Figure 4-14.

Figure 4-14. Trend Micro Firewall Exception List
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This opens a new window where a wide variety of information about the exception
can be entered, such as the protocol to use, the direction of traffic, the port
number(s) the traffic uses, whether to allow the traffic or deny it, and a name for



the service.

One final feature to review in Trend Micro's firewall is the Network Virus
Emergency Center. To access this panel in the Internet security suite, go back to
the main window (Figure 4-11) and click the Network Virus Emergency Center
button. This will open the window shown in Figure 4-15.

Figure 4-15. Trend Micro Network Virus Emergency Center
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You can configure this part of the firewall to respond to a wide variety of network
viruses, as shown in the list in the middle of the window. The response is limited
to one of two possibilities: a simple pop-up window indicating that the firewall has
responded to a detected virus or completely severing the network connection
upon detection of a virus. This allows the user to configure the firewall to help
prevent the spread of the virus or worm immediately upon detection.

Trend Micro Firewall Features

Like the Windows Firewall, the Trend Micro firewall is a stateful firewall that keeps
track of outbound packets and allows inbound response packets to reach the
destination host. In addition, the firewall security level can easily be set according
to a predefined level of Low, Medium, or High. Coupled with the IDS and antivirus
features in PC-cillin, the firewall can identify and stop a network virus or worm
before it damages the underlying host operating system and spreads to other
systems.



Trend Micro Firewall Checklist

Like the Windows Firewall, you must configure several features depending on the
system role in the network. One of the key differences is that the Windows
Firewall should be disabled. Fortunately, the Trend Micro Internet security suite
installer checks the status of the Windows Firewall before installing the Trend
Micro product to ensure that no conflict exists between the two firewalls.

You can use the following checklist to help ensure that the Trend Micro firewall
settings are appropriate for a given system:

« Is the Windows Firewall disabled?

Windows Firewall should be disabled to register Trend Micro's PC-cillin as
the firewall.

What profile and security level should be set?

This depends on where the system is located. On a public network, the
profile and security level should be set to High. On a trusted network, the
security level can be set to a lower value.

e What profile will be used?

This helps define a preconfigured set of exceptions that can be enabled for
the system if necessary.

«  What security level should be selected for the firewall?

This determines the overall security of the system based on three
predefined settings of Low, Medium, and High. The greater the concern for
the security of the system, the higher the security setting should be.

- What service exceptions (if any) should be configured in the
firewall policy?

If the system provides or needs specific services to be able to
communicate, they should be entered as exceptions to the firewall policy.

¢«  Which ICMP types should be allowed through the firewall?

ICMP is typically used for network troubleshooting. Blocking all ICMP types
may make it difficult to conduct such troubleshooting. It is recommended
that ICMP echo reply packets, ICMP destination unreachable packets, and
ICMP Time-To-Live (TTL) Exceeded and possibly ICMP echo request
packets from the local network be allowed in order to make network
troubleshooting more effective.

e Should the Network Virus Emergency Center disable network
connectivity upon detection of a virus?

The Network Virus Emergency Center can disable network connectivity of
the system upon detection of a network virus. This helps prevent the
spread of viruses and worms but may result in the system becoming



disconnected due to false positives, too.

After you have answered these questions, you can appropriately configure the
firewall for the system.
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Summary

The Windows Firewall and the Trend Micro firewall are examples of personal
firewalls that are part of an overall effort to provide security all the way down to
the system endpoint. Like all network security devices, they require some level of
maintenance and monitoring to ensure that they are current and appropriately
configured for the system environment. The ease of use of the Windows Firewall
and the Trend Micro firewall make them especially well suited for the entry-level
user.
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Chapter 5. Broadband Routers and
Firewalls

Depending on the report you want to accept, between 53 percent and 62 percent
of Internet access in the United States is provided by broadband connections.

Outside the United States, broadband access percentages can exceed 75 percent
of all Internet access methods (http://www.websiteoptimization.com/bw/0511/).

Although broadband Internet access provides for increased download speeds and
an explosion of Internet-based services and resources, it also introduces some
unique problems to the small office/home office (SOHO) and home user markets.
With dialup connections, the need to protect the resources accessing the Internet
is not considered as critical, because systems are rarely left connected to the
Internet all the time. Rather, users dial the computer into a service provider, do
what they need on the Internet, and then hang up the modem, thus protecting
the system with the most secure of "firewalls" by disconnecting it from the
network.

With most broadband connections, however, the Internet connection is always
on; and if the computer is left on, the computer remains always vulnerable to
attack. Of course, this scenario is nothing new to the corporate arena, where
always-on Internet connections are normal, but it presents a whole new issue of
how to secure environments that are often out of the control of the IT department
and frequently do not have people with the technical expertise to deal with
security issues at the location where the resources are.



Many home users and hobbyists also want to take advantage of the increased
speed and better functionality that a broadband connection provides, but want to
ensure that their systems are as secure as possible. They have neither the
technical expertise nor desire to secure their computers properly, but at the same
time they want something that they can place between their computer and the
network and be relatively certain that their computer will be protected.

=1
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How Broadband Routers and Firewalls Work

Many broadband routers and firewalls function primarily through the use of
Network Address Translation (NAT) to hide the internal systems behind a single
external IP address. These so-called "NAT routers" or "NAT firewalls" do an
adequate job of hiding resources from casual attack methods, but they do not
perform advanced firewall functions; therefore, it is really a bit of a misnomer to
call them firewalls, at least in the sense that firewalls such as the Cisco Secure
PIX Firewall, Microsoft ISA Server, and Check Point Firewall-1 products are
considered firewalls. Rather, many broadband routers and firewalls are just NAT-
based packet-filtering routers providing a degree of privacy, but they typically
lack advanced firewall features such as stateful packet inspection (SPI), proxying
of data, or deep packet inspection.

Figure 5-1 shows the NAT process.

Figure 5-1. How NAT Works
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The steps numbered in Figure 5-1 can be further explained as follows:
1. The client initiates a connection to an external host (HostB).

2. The broadband router/firewall receives the request and translates the
request from the internal IP address to the address of the router/firewall's
external interface. The router/firewall keeps track of this translation in a
translation table.



3. The packets are delivered to the external destination (HostB), which believes
that the packets originated from the external IP address of the
router/firewall. The external host (HostB) responds accordingly to the
external IP address of the router/firewall.

4. When the router/firewall receives the response from the external host, it
checks its translation table for a matching outbound request.

5. If it finds one, the router/firewall repackages the packet and delivers it to the
internal host (HostA), which thinks that the response is from the external
host (HostB).

In addition, most broadband routers/firewalls are designed not to permit any
unsolicited packets from an external host to be delivered to an internal host.

Although this is generally an adequate level of protection for most home
environments, it is important to understand that reliance on NAT alone to protect
hosts is a false sense of security because NAT does not guarantee security in and
of itself, as noted in RFC 2663 Section 9.0. For example, NAT devices are as
susceptible to targeted attacks, such as denial-of-service (DoS) attacks, as non-
NAT devices. NAT also provides for no actual filtering of packets leaving the
internal network; instead, it permits all outbound traffic as long as it can be
translated accordingly. Although it is a subtle difference, NAT provides more
privacy than it does security.

Therefore, only when used in conjunction with other technologies can NAT serve
as an effective security mechanism. The best broadband routers/firewalls (for
example, many of the Linksys broadband firewalls) include application-level
filtering, deep packet inspection, SPI, firewall hardening, and NAT.
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Linksys Broadband Routers/Firewalls

Linksys makes a number of broadband routers (with basic firewall functionality)
and broadband firewalls (with advanced firewall functionality) for both wired and
wireless networks. Most of the wired products begin with a model number of BEF;
most of the wireless products begin with a model number of WRT. The Linksys
broadband routers/firewalls are designed with the home user in mind, and
therefore are designed with simplicity of implementation in mind. All function as
NAT routers, and some models and versions also provide stateful packet
inspection in addition to NAT; unfortunately, Linksys does not do a good job of
specifying which models and versions of firmware have this functionality. This
difficulty is compounded by the fact that SPI was removed from some versions of
firmware, so literally the same hardware with different versions of firmware may
or may not support SPI.

This chapter examines the Linksys BEFSR41v4 EtherFast Cable/DSL Router with
4-Port Switch. The BEFSR41v4 is designed primarily for the home and small office
user, and as a result has a relatively basic and simple-to-implement feature set.
For ease of review, the features have been categorized as follows for the



discussion that follows:

e Security and filtering features

¢ Routing features

¢ Management and administration features
e Miscellaneous features

Security and Filtering Features

The BEFSR41v4 is a basic NAT router (with firewall functionality) that can perform
basic port filtering to allow traffic both coming into and going out of the protected
network to be filtered. Unlike many firewalls that take a "block all, permit only"
minimalist approach to filtering outbound traffic, the Linksys is just the opposite,
instead taking the approach of "permit all outbound, block only." The idea is that
it is easier to block a couple of ports or IP addresses than it is to identify the ports
or IP addresses that should be permitted.

Inbound traffic still adheres to the minimalist filtering policy, blocking all traffic to
all ports unless you otherwise configure the router to permit the traffic.
Unfortunately, filtering incoming traffic can only be done based on the destination
port number, so it is not possible to permit only certain external hosts to access
the protected resources. Either the entire Internet can access the resources or
none of the Internet can.

The BEFSR41v4 also supports the concept of a demilitarized zone (DMZ) system.
The DMZ functions by effectively taking a host from the internal network and
using NAT to expose it in an unfiltered fashion to the Internet. This exposure
allows any Internet host to fully connect to and access the host in an unrestricted
and nonfirewalled manner. In general, a DMZ is a bad idea; however, some
circumstances, particularly when attempting to run gaming applications and such,
require connectivity to the system that the Linksys filtering rules are not capable
of easily or properly supporting. Consequently, a DMZ provides a simple, albeit
entirely insecure method of making sure that the host can be accessed by
Internet hosts.

Because Linksys routers utilize NAT, some protocols such as IPSec, PPP over
Ethernet (PPPOE) passthrough, and Point-to-Point Tunneling Protocol (PPTP) fail
to function properly. This failure results because NAT changes the source address
of packets that are translated through the router, causing the destination host for
those packets to believe that the data has been compromised (which strictly
speaking, it has). To facilitate using these protocols through a Linksys
router/firewall, Linksys supports what is known as virtual private network (VPN)
passthrough. VPN passthrough allows traffic in a VPN tunnel to pass through the
router/firewall by essentially encapsulating the entire VPN packet in another
packet, typically User Datagram Protocol (UDP). The router can then perform the
NAT translation on that UDP packet, never actually changing the contents of the
VPN packet. If you want to allow VPN traffic to pass through the router, you must
enable VPN passthrough.

Routing Features

Because the BEFSR41v4 is targeted at the small office as well as the home user
market, it supports some basic routing capabilities to allow it to be deployed in an
environment with multiple internal subnets. In addition to being able to configure
static routes, the router also supports RIP versions 1 and 2. Although RIP can



prove adequate for small environments, the implementation of RIP on the router
is extremely basic and lacks any kind of security functions; therefore, you should
strongly consider whether this router is the appropriate firewall solution for you if
you need the firewall to provide advanced routing functionality. In such cases, a
more robust firewall such as the Cisco Secure PIX Firewall might be a better
solution.

Management and Administration Features

Most Linksys network devices use a web-based management interface that uses
HTTP as the transport protocol. Unfortunately, HTTP does not provide for
encryption or security of the data being transported, so you should use caution
with regard to the passwords you configure for the router, because they can
relatively easily be captured using a network sniffer. By default, the router does
not allow management access to the external interface, and although it can be
permitted, it is generally a bad idea to do so.

The security model employed by Linksys is a simple shared password security
model. All users log in using the same username and password to perform any
management functions, and all authenticated users have the same rights.

The Linksys routers also typically provide basic syslog functionality, allowing the
router to send events to a syslog server on the same subnet as the internal
interface, as well as their own internal log-viewing software known as Log Viewer

(which you can find at ftp://ftp.linksys.com/pub/befsr41/).
Miscellaneous Features

Because most home users do not have a Dynamic Host Configuration Protocol
(DHCP) server on their home network, most Linksys routers feature DHCP server
functionality built in to the router and enabled by default. This functionality allows
a user to simply plug a computer into one of the router's switch ports, obtain an
IP address that is valid for the router (typically on the 192.168.1.0/24 subnet),
and then connect to the router using a web browser on the computer to configure
the router accordingly (typically, the router internal interface IP address is
192.168.1.1).

Another feature of newer Linksys routers that can be enabled but is typically
disabled by default is Universal Plug-and-Play (UPnP). UPnP allows hosts on the
internal network that are using UPnP-capable operating systems to automatically
configure the router to allow traffic from the external network to access the
corresponding internal network resource. As a general rule, unless this
functionality is required, you should disable UPnP on your router.

To facilitate connectivity to various broadband providers, most Linksys routers
support multiple Internet connection types. The default setting is just to use
DHCP to obtain an external IP address from the service provider, but static
assigned IP addresses and PPPoE are supported, as well as solutions specific to
certain areas of the world, such as Remote Access Service (RAS), PPTP, and Heart
Beat Signal. Because many service providers provide only a dynamic IP address
for use on the external interface, most Linksys routers also support dynamic
Domain Name System (DNS) through either DynDNS (http://www.dyndns.org) or
TZO (http://www.tzo.com). This support allows the router to automatically
update the DNS entries for hosts that are protected by the router but need to be
Internet accessible (such as websites). In both cases, you need to have a valid




account with either DynDNS or TZO for this functionality to work properly.

NEXT B
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Linksys Requirements

Most Linksys routers have an extremely small requirements list. Because the
assumption is that the router will be connected to a small or home network that
lacks any kind of DHCP server, the routers ship with the internal interface
configured with the IP address of 192.168.1.1 and are configured to act as a
DHCP server to provide IP addresses to any host on the internal network.
Therefore, connecting internal hosts to the router for the purpose of configuring
the router is very much plug and play. Just plug a host into the internal network
of the router (either through the integrated switch on models that feature it, or
through a separate hub or switch for models that do not contain a built-in
switch), turn the router on, and then turn the computer on. The computer should
obtain an IP address, allowing it to communicate with the router.

To provide for the external connectivity, you need to coordinate with the service
provider to determine what the requirements are to connect to their network. If
the service provider supports DHCP clients, the router will automatically obtain
the proper IP address information. If your service provider requires the use of
PPPoE or something similar, they will provide you with the appropriate
information, and you just configure the router accordingly.

At this point, the router will allow all internal hosts unrestricted access, while
allowing no external hosts to initiate access to internal resources.

e rrc | et
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How the Linksys Router/Firewall Works

Most Linksys routers/firewalls rely on simple NAT routing and basic port filtering
to control the flow of traffic through the router. Depending on the direction of the
traffic flow, a different filtering methodology is applied.

Filtering Traffic from External Sources

Linksys adheres to the minimalist approach to filtering when it comes to filtering
traffic from external sources. By default, all traffic that originates from an
external host is blocked by the router/firewall unless it is specifically permitted.
This policy ensures that only the traffic you explicitly permit is allowed to access



protected resources. Linksys provides three methods of explicitly permitting
traffic:

e Port-range forwarding
» Port triggering
e DMZ forwarding

Port-Range Forwarding

Port-range forwarding is the classic port-forwarding configuration that most
firewalls and routers implement. With port-range forwarding, you enter the
starting and ending port that should be permitted, select the appropriate
transport protocol (TCP, UDP, or both), and specify the IP address of the internal
host that is providing the specified service. Doing so causes the router to take all
traffic received on the external interface that is destined to the specified ports
and forward the traffic to the internal host. Unfortunately, there is no way to
specify which external hosts should be allowed to access the internal resources,
so you are forced to allow all external resources access, or allow none at all. In
many cases (for example, a Simple Message Transfer Protocol [SMTP] server),
you want all external hosts to be able to access the server, so this is not a
problem. If you have an FTP server that you only want certain external hosts to
access, however, you really need to implement a firewall other than the Linksys
router. Figure 5-2 illustrates how port-range forwarding works with an internal
host running a web server.

Figure 5-2. Port-Range Forwarding
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In Figure 5-2, the router is configured to allow port forwarding for TCP port 80 to
the internal web server (HostA) located at IP address 10.1.1.100. The process
works like this:

1. The router receives a packet destined to its external IP address using TCP
port 80.

2. The router forwards the response to the internal web server (HostA),
keeping the source IP address of the original external host (HostB)
unchanged.



3. This allows the web server (HostA) to know that it needs to respond to the
external host (HostB), the reply to which the router will then translate
using NAT, causing the external host (HostB) to think it has been
communicating with the router the whole time.

Port Triggering

Port triggering forwards traffic to internal hosts in a similar manner to how port-
range forwarding works, with one important difference. Port triggering does not
forward any traffic to an internal host until that internal host has initiated some
form of traffic for an external destination. When that occurs, the port triggering
mechanism automatically allows traffic to be forwarded to the host that initiated
the trigger condition.

Port triggering is used primarily to support applications that attempt to
communicate with hosts using different ports than what they were contacted on.
A common example of this is many gaming applications. For example, Unreal
Tournament uses UDP ports 7777 through 7779 to communicate between hosts,
but uses port 27900 to communicate with the central game server. Using port
forwarding, you would need to potentially permit all of those ports, all the time,
to allow a host to run the application. With port triggering, you can configure the
router to open ports 7777 through 7779 only after an internal host has attempted
to connect to something on the external network using port 27900.

DMZ Forwarding

DMZ forwarding is the most insecure of all filtering methods from external
sources because it applies absolutely no filtering. The host still resides behind
NAT, but the router will allow all traffic from external sources to access the host
in a completely unfiltered and unrestricted manner. For all intents and purposes,
you might as well not even have a firewall.

Filtering Traffic from Internal Sources

Filtering of traffic from internal sources breaks with the minimalist approach and
applies a terribly flawed filtering philosophy to the router. The router allows all
traffic from internal sources, blocking only the traffic that is explicitly defined. The
reason for this "backward" implementation speaks to the heart of the debate over
security and functionality.

The vast majority of home users do not know what a port is, much less what they
should or should not be filtering. By allowing all traffic by default, Linksys ensures
that the router/firewall is easy to set up, with little to no configuration required to
allow access to external resources. This easy setup dramatically saves technical
support costs. Unfortunately, this insecure method of implementation allows all
traffic to exit the network (for example, allowing a back door that has been
installed on the user's computer to send sensitive information to a host on the
Internet or allowing a virus/worm to propagate to external hosts). Because it is
so easy to implement, however, ease has won out over security.

Linksys generally supports three levels of filtering of traffic from internal sources:

e By IP address
By port range



e By MAC address

In all instances, any IP addresses, destination port numbers, or MAC addresses
specified will not be allowed to access external hosts.

e rrc | et
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Configuring Linksys

Linksys uses a web-based interface to perform all configuration functions. This
interface is accessible by default from any internal host and is accessed using a
web browser such as Microsoft Internet Explorer. Upon accessing the web-based
interface, you are prompted with a Username/Password dialog box. Refer to the
user guide of your appropriate router for the relevant information, but typically
the username/password combination of admin/admin is the default user account.
You can change the password from the Management screen, which is discussed
later in this chapter. In the case of the BEFSR41v4, the interface is separated into
five main tabs:

e Setup

e Security

e Applications & Gaming
e Administration

o Status

No configuration settings are accessible from the Status tab. As shown in Figure
5-3, it merely displays the status of the router.

Figure 5-3. Linksys Status Tab
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Configuring Basic Setup

The BEFSR41v4 Setup tab consists of four screens:

Basic Setup

DDNS

MAC Address Clone
Advanced Routing

On the Basic Setup screen, you can configure how the router connects to the
service provider (for example, using DHCP or PPPoE). Depending on which
connection type you specify, additional options will be made available on the
screen. You can also specify the host and domain name as well as the maximum
transmission unit (MTU) for the router, if it is required by your service provider.

The Basic Setup screen is also where you configure the local network settings for
the router (such as the internal interface IP address, and the DHCP server
settings for the router). In the DHCP settings, you can specify the DNS servers to
use; if you leave the values empty, the router automatically uses the values that
it obtained from the service provider as the DNS server for the internal clients.
Figure 5-4 shows the Basic Setup screen.

Figure 5-4. Basic Setup Screen
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The DDNS screen is where you can configure the router with the appropriate
settings to enable it to dynamically update the DNS settings with either DynDNS
or TZO when the external IP address of the router changes. Just enter the
username (DynDNS) or e-mail address (TZO) that you registered with, along with
the appropriate password and domain name, and the router will automatically
update DNS anytime the router's external IP address changes.

On the MAC Address Clone screen, you can configure a specific MAC address (for
example, if your ISP requires a specific MAC address to be used by your router).

On the Advanced Routing screen, you can configure whether to use NAT as well
as configure RIP or static routes, as shown in Figure 5-5.

Figure 5-5. Advanced Routing Screen
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NAT configuration is a simple enable/disable toggle. To enable RIP routing, just
select Enable and then select the transmit and receive RIP versions from the
drop-down boxes. To enter a static route, fill in the appropriate information and
specify the interface that the route uses as the exit interface.

Configuring Security

The Security tab consists of two screens, Filter and VPN Passthrough. In both
instances, the configuration applies to traffic from the internal network accessing
external resources (egress filtering).

The Filter screen is where you can configure IP address, port, and MAC address
filtering of internal hosts. For example, if you want to prevent host
192.168.173.115 from accessing the Internet, you can specify that IP address in
the Filter IP Address Range fields, and the router will not allow that host to access
external resources. Similarly, if you want to prevent certain port numbers from
being accessed by internal hosts (for example, instant messenger software or
gaming ports), you specify them, too. Keep in mind that the router only supports
five entries for either IP address range or port range, so you need to be judicious
about what you filter. Figure 5-6 shows the filter screen.

Figure 5-6. Filter Screen
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If you want to filter by MAC address, just click the Edit MAC Filter Setting
button and specify the MAC addresses that should be denied access. At the
bottom of the screen are four radial selections with the default setting in
parenthesis:

« Block Anonymous Internet Requests (Enabled) This setting prevents
the router from being able to be pinged or otherwise connected to on the
external interface, unless you have defined a port-forwarding filter. This
should be enabled, but keep in mind that not being able to ping the router
can make it more difficult to troubleshoot.

* Filter Multicast (Disabled) This setting allows multicast traffic to be
forwarded to the appropriate destination. Multicast traffic is traffic destined
to multiple hosts. This allows the traffic to be sent one time, while allowing
multiple registered hosts to receive it, which it more efficient than sending
the traffic individually to each host (which is a process known as unicast).
A host registers to receive this multicast traffic by virtue of the fact that it
is running an application that is configured to listen on the corresponding
multicast IP address. Multicast is frequently used for the transmission of
multimedia and streaming data. Multicast traffic is frequently filtered when
it is either unnecessary (for example, because no applications that utilize
multicast are running on the network) or to prevent multicast-based
attacks from being initiated (for example, to prevent an attack that uses
multicast traffic to saturate a network with bogus traffic, thus effecting a
DoS on the network). Although somewhat counterintuitive, you want to
disable filtering if you want to permit multicast traffic.

* Filter Internet NAT Redirection (Disabled) This setting enables you to
configure the router to block access to local resources from other local
computers that are attempting to access the local resource via the
external (NAT) address.



e Filter IDENT(port 113) (Enabled) IDENT allows hosts to query the
device, and thus discover information about the host. Unless applications
specifically require this degree of access, you should always filter IDENT
traffic.

On the VPN Passthrough screen, you can configure the router to transparently
pass IPSec, PPPoE, and PPTP traffic from internal hosts to external resources. All
three settings are enabled by default, and if you are going to use NAT and need
to access remote resources using any of the three protocols, you should enable
these settings.

Configuring Applications & Gaming

The name of the Applications & Gaming tab is somewhat misleading because
although the settings are typically going to be implemented by home users to
support their gaming applications, in function the Applications & Gaming tab is
where the configuration of filtering from external sources to internal resources is
performed. This tab has five screens:

e Port Range Forwarding
e Port Triggering

e UPnP Forwarding

- DMz

e QoS

On the Port Range Forwarding screen, you can configure the router to permit
certain types of traffic from all external hosts over the specified ports to the
specified internal destination. Thus, you can protect servers behind the
router/firewall, while still allowing access to the applications and resources on the
server from external hosts. For example, if you were running an SMTP server on
the internal server located at 192.168.173.115, you would configure the router as

shown in Figure 5-7.

Figure 5-7. Configuring Port-Range Forwarding
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On the Port Triggering screen, you can define a port or range of ports that, when
the router detects an internal host attempting to connect to, causes the router to
dynamically permit a port or range of ports to be forwarded to the internal host.
In this fashion, applications that are running on external servers and that attempt
to connect to the internal host over ports other than the one the internal host
originally used can be configured to be permitted. This is typically done to support
gaming applications, which frequently work by having a computer initiate a
connection to a central server on one port and then communicate with any
number of other servers using a different set of ports. For example, to support
Unreal Tournament, you configure the router as shown in Figure 5-8. In this case,
when the router detects an internal host attempting to connect to an external
resource using TCP or UDP port 27900, the router automatically configures a
forwarding rule to allow all external hosts to connect to the internal host over TCP
or UDP ports 7777 through 7779.

Figure 5-8. Configuring Port Triggering
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On the UPnP Forwarding screen, you can configure port forwarding to UPnP-based
devices. Unless you require UPnP, it is recommended to use basic port
forwarding, which is more secure because it cannot be manipulated by hosts
running the UPnP protocol.

On the DMZ screen, you can identify a single host that will be treated as a
completely unfiltered and unprotected host by the router. Although the internal
host still uses NAT for communications with external resources, the router/firewall
allows all solicited and unsolicited traffic from external sources to the server
specified as being in the DMZ.

On the QoS screen, you can define specific levels of service and priority for
different types of network traffic. Such distinctions are typically done to ensure
that latency-sensitive applications such as videoconferencing and Voice over IP
(VoIP) are given priority and preferential treatment by the router. On this screen,
you can configure the router to essentially place the defined traffic in front of any
other traffic, to ensure that the specified traffic is allowed to pass instead of being
delayed by other less-important traffic.

You can specify quality of service (QoS) priority by either the device MAC
address, the Ethernet switch port that the traffic came from, or the application
port in question. For example, if you are running an Internet-based phone, you
can specify the MAC address to ensure that all traffic coming from the phone is
given preferential treatment by the router. There are two priorities, low and high,
allowing you to decide how the traffic should be treated.

Configuring Administration



On the Administration tab, you can define how the router will be managed and
how logging should be configured. You can also perform software upgrades and
reset the router to the factory defaults.

The Management screen is used to specify what the router password is. Keep in
mind that all users will access the router web-based interface using the same
password, so you should consider using a unique password for the router and
sharing the password with as few people as possible. In addition, you can
configure the router to allow remote management access, which can prove handy
if your company has distributed the routers to remote locations, but expects the
routers to be managed by a central entity. As a word of caution, however,
permitting remote access allows anyone on the remote network who knows the
password to potentially be able to access and configure the router; therefore,
unless you really need this functionality, you should disable it. Also, keep in mind
that because the router uses HTTP as the access protocol, all the data being
transmittedincluding passwordsis sent in an unencrypted format, which means
anyone with a network sniffer can capture and obtain that information. As a
general rule, remote management access should not be permitted, and you
should ensure that Block Anonymous Internet Requests is enabled on the
Security|Filter screen.

The Management screen is also where you can configure the router to use UPnP
to automatically configure the router to open ports and permit traffic. This is used
in conjunction with the UPnP Forwarding screen of the Applications & Gaming tab
that was previously mentioned in this chapter. Because UPnP allows for the
automatic configuration of the router from UPnP hosts, unless you require UPnP it
should be disabled, which is the default setting. Figure 5-9 shows the
Management screen.

Figure 5-9. Management Screen
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On the Log screen, you can specify the IP address of a syslog server and enable
logging from the router. The Factory Defaults screen contains a simple toggle
selection that enables you to reset the router to the factory defaults.

If you need to upgrade the software on the router, you can do so on the Firmware
Upgrade screen. You can browse for an upgrade file on the local computer that is
managing the router and click the button to upgrade. When the router has been
upgraded, it reboots to begin running the new code.

=1
=1

Linksys Checklist

To implement a basic Linksys router, perform the following tasks:
Step 1. Obtain the connection information required by your ISP.

Step 2. Plug the router into the service provider device or network jack using
the external/WAN interface of the router.

Step 3. Connect a computer that is configured to be a DHCP client to one of
the switch ports on the router.



Step 4.

Step 5.

Step 6.

Step 7.

Step 8.

Step 9.

Step 10.

Step 11.

Turn the router on.

Turn the computer on. The computer should automatically obtain an
IP address from the router, allowing it to connect to the router.

Using a web browser, connect to the router's internal network
interface IP address, typically http://192.168.1.1. When prompted,
enter the default username (admin) and password (admin).

At the Setup tab, configure the router using the information from Step
1.

At the Management screen of the Administration tab, enter a new
password.

At this point, the router should allow all traffic to external
destinations, while blocking access to all internal resources from
external sources.

If you require filtering, define the appropriate port-range forwarding
(for ingress filtering) or filtering (for egress filtering) rules as needed.

Test connectivity to external resources from internal systems, and to
internal systems as defined by the port-forwarding rules from external
systems.

NEXT B

NEXT B

Summary

Linksys broadband routers provide a simple, NAT-based packet-filtering router
solution (some of which include stateful packet inspection) for small office
environments as well as for home-based networks and users. Although some
broadband router models lack the robustness of stateful packet-inspecting
firewalls and lack granularity for configuring port forwarding, you can use them in
simple environments where the security risk does not justify a substantial
investment. If you require granular filtering rules, or if you require more
advanced filtering mechanisms than simple NAT and port forwarding, you should
consider implementing a more advanced firewall such as the Cisco Secure PIX
Firewall, Microsoft ISA Server, or NetFilter over Linux.



Chapter 6. Cisco PIX Firewall and
ASA Security Appliance

One of the most widely deployed firewalls on the Internet is the Cisco PIX
Firewall. The PIX, along with the new Cisco Adaptive Security Appliance (ASA), is
poised to improve Cisco's market share of the firewall and virtual private network
(VPN) marketplace by providing advanced security, increased performance, and
more robust functionality. Originally acquired from a company called Network
Translations back in the early to mid-1990s, the PIX has undergone significant
development and improvements so that it has become one of the best firewalls on
the market today. The PIX not only provides firewall capabilities but also VPN
services and basic intrusion detection system (IDS) features. The ASA builds upon
the PIX firewall base to include full-featured VPN and intrusion prevention system
(IPS) capabilities. The firewall features of the PIX and ASA are implemented using
what Cisco terms an adaptive security algorithm (ASAnot to be confused with the
Cisco Adaptive Security Appliance, which is also termed ASA) to provide stateful
firewall functionality. This chapter covers PIX and ASA model options for a
network as well as how the PIX/ASA firewall works, how to configure for network
connectivity and to access the PIX Device Manager (PDM) (for 6.x versions of
software) and the Adaptive Security Device Manager (ASDM) (for 7.x versions of
software), and a checklist of the things to consider when implementing a Cisco
PIX or ASA in the network.
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PIX/ASA Features

The PIX/ASA is a powerful stateful packet-inspection firewall with some basic application-inspection
capabilities. One of the nice things about the PIX/ASA firewall is that fundamentally all hardware mc
run pretty much the same software (with the notable exception being the PIX 501 and PIX 506E, wt
will not run the newest PIX 7.x software, as discussed in the section "Cisco PIX Firewall and ASA Mo
For the PIX firewall, these features include the following:

e Failover functionality whereby two PIXs can provide high-availability services to a network. T
functionality is only supported in PIX 515E or larger firewalls and is supported in both
active/passive or active/active (for PIX software 7.x or newer) modes of operation.

e Zero-downtime software upgrades.

e DHCP server. The PIX now has a built-in DHCP server to provide address allocations for remc
office or branch offices.

e Object grouping. Administrators can now group network objects (such as devices, networks,
services) into logical groups to simplify access control list (ACL) definition and maintenance.

e ACLs for controlling traffic access both inbound and outbound. The PIX can also "precompile"
ACLs using turbo ACLs, which provides for enhanced performance.

¢ Command-level authorization for role-based access control.

« Network Address Translation (NAT)both unidirectional as well as bidirectional to support
overlapping private address ranges.

 Network Time Protocol (NTP) support for clock synchronization to a time server.

« Simple Network Management Protocol (SNMP) monitoring with CPU monitoring using SNMPv.



Virtual firewall services (PIX software 7.x).

Layer 2 transparent firewall (PIX software 7.x).

Software and configuration updates via HTTP and HTTPS.

HTTPS-based command-line interface (CLI) access.

VPN services providing both LAN-to-LAN and remote-access VPN services.

PPP over Ethernet (PPPoE) support for users connecting the PIX to an xDSL interface (not
supported in PIX software 7.x).

Quality of service (QoS) (PIX software 7.x).

Tunneling application control to block and prevent applications that tunnel through web appli
ports such as instant messaging, peer-to-peer file share, and other applications such as GoT¢
IPv6 networking.

Secure Shell Version 2 (SSHv2) and SNMPv2C (PIX software 7.x).

Multicast support for multimedia applications.

Port Address Translation (PAT) for H.323 and Session Initiation Protocol (SIP) for voice
applications.

Deep packet inspection for services such as HTTP, FTP, Extended Simple Mail Transfer Protoc
(ESMTP), and more.

Intrusion detection signatures for packet inspection.

VLAN support.

These are just some of the features available in the PIX firewall. For a complete listing of features, r
http://www.cisco.com/go/pix and

http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products data sheet0900aecd80225ae

The ASA Security Appliance shares many of the same features as the PIX firewall, as well as a few
additional ASA-specific features, including the following:

IPS
Network antivirus, antispam, and antiphishing capabilities
Dedicated out-of-band management interfaces

For a complete listing of features, refer to http://www.cisco.com/go/asa and
http://www.cisco.com/en/US/products/ps6120/prod models comparison.html

NEXT B
NEXT B

Choosing Between the PIX and the ASA

One of the first questions to answer when trying to determine what Cisco firewall
your environment requires is what the difference between the Cisco PIX Firewall
and the Cisco ASA is. The ASA is essentially the latest version of the Cisco firewall
solution and is based largely on the PIX software. In fact, the Cisco ASA and
enterprise versions of the PIX (PIX 515E and larger) actually run the same
firewall software starting with the 7.x code base. In the case of the PIX, this
firewall software is commonly known as PIX version 7.x. In the case of the ASA,
this firewall software is commonly known as ASA version 7.x. Versions of software
prior to 7.0 are not supported on the ASA.

The major difference between the Cisco PIX Firewall and the ASA does not lie in
the firewall functionality itself, but rather in the additional features that the ASA



provides in an integrated solution. Although the PIX can perform some basic IDS
functions, it is really not an effective IDS solution in and of itself. The ASA
addresses this PIX deficiency by incorporating a fully functional and feature-
complete IPS solution as a component of the ASA. In essence, the ASA not only
runs the PIX firewall software, it is also capable of running the complete Cisco IPS
software to provide an integrated firewall and IPS solution. This is commonly
referred to as deep packet inspection. In conjunction with the advanced IPS
capabilities, the ASA also provides for content security and control for antivirus,
antispam, and antiphishing (commonly referred to as anti-X) scanning through
the use of the Content Security Control and Control Security Services Module
(CSC SSM). The ASA also supports Secure Sockets Layer (SSL)-based VPN
connections and VPN clustering to provide for load balancing of VPN clients.
Finally, the ASA tends to provide for much better performance than the PIX at a
similar price point due to the fact that the ASA uses newer-generation processors
and application-specific integrated circuits (ASIC) than the PIX does.

So the question of whether you should select a PIX or an ASA comes down largely
to whether you need the additional functionality of the ASA, because
fundamentally they both provide the exact same basic firewall functionality. If
you do need the additional IPS functionality that the ASA provides, or think you
will in the near future, the ASA is the appropriate choice. If you do not, the PIX
firewall is the appropriate choice.
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Cisco PIX Firewall and ASA Models

To implement a Cisco PIX or ASA in a given network, you need only purchase the
PIX or ASA hardware and software from Cisco. Cisco PIXs come in all sizesfrom
small office/home office (SOHO) models to large enterprise or service provider
models. The trick is to know what size PIX or ASA is appropriate for your network.
In general, you can classify the PIX or ASA products into three solutions:

¢ SOHO solution
¢ Medium- to large-office solution
« Enterprise office and service provider solution

SOHO Solution

The PIX 501 is the model designed for the SOHO market and comes with a built-
in four-port switch. The PIX 501 is primarily intended for offices of fewer than 10
internal users (although it can be licensed for 10, 50, or unlimited users) and for
use as the termination point for a single VPN connection, typically to a central
office or a small number of remote clients. The next model up is the PIX 506E,
which is designed for the small office/remote office market and comes with two
Fast Ethernet ports. The PIX 506E is primarily intended for offices of fewer than
100 internal users and for use as the termination point of no more than 25 VPN
connections (either remote users or remote office connections). Both the PIX 501
and 506E can only run PIX software in the 6.x code branch (latest version is



6.3(5) at the time of this writing).
Medium- to Large-Office Solution

The first model designed for medium-sized to large offices is the PIX 515E. This
model comes in a 1U form factor with two built-in Fast Ethernet ports and two PCI
expansion slots that can accommodate additional Fast Ethernet ports or an
optional VPN acceleration card (VAC) (this is standard on unrestricted, failover
[active/passive] and failover [active/active] models). The PIX 515E can be used
simultaneously to terminate up to 2000 VPN tunnels (either terminating
connections from remote locations or remote users). The PIX 515E can also be
configured to support active/active and active/passive failover and redundancy for
high-availability requirements. It is difficult to quantify users that a PIX 515E can
support. Instead, the performance of the PIX 515E (and larger firewalls) is
quantified in throughput and concurrent connections. The PIX 515E supports a
cleartext throughput of 190 Mbps and 130,000 concurrent connections.

The medium- to large-office market is also the market segment that the Cisco
ASA is initially targeted at. Both the ASA 5510 and the ASA 5510 Security Plus
are effective solutions. The ASA 5510 Security Plus product is essentially a
software upgrade that permits more users, network interfaces, and VLANs, and
that introduces high availability to the ASA 5510. The ASA 5510 supports three
Fast Ethernet ports (five with the Security Plus). The ASA 5510 supports a
cleartext throughput of 300 Mbps and 50,000 concurrent connections; the ASA
5510 Security Plus increased the concurrent connections to 130,000 (throughput
remains the same).

Enterprise Office and Service Provider Solution

The next two models of the PIX firewall are designed specifically for large
enterprises and service providers: the PIX 525 and 535. The 525 is produced in a
2U form factor and can accommodate up to ten Fast Ethernet or two Fast
Ethernet and three Gigabit Ethernet interfaces. The PIX 535 also comes in a 2U
form factor and can accommodate 14 Fast Ethernet or 9 Gigabit Ethernet
interfaces. Both models provide all manner of high-availability functionality such
as zero-downtime upgrade and VPN stateful failover as well as all the features of
previous PIX models. The PIX 525 supports a cleartext throughput of 330 Mbps
and 280,000 concurrent connections. The PIX 535 supports a cleartext
throughput of 1.7 Gbps and 500,000 concurrent connections.

For the ASA, the ASA 5520 and 5540 were designed with the enterprise and
service provider market in mind. Both build upon the basic features of the ASA
5510 and support 4 10/100/1000 and 1 10/100 interfaces. The ASA 5520 and
5540 also support a greater number of VLANs and the use of security contexts (if
licensed). The ASA 5520 supports a cleartext throughput of 450 Mbps and
280,000 concurrent connections; the ASA 5540 supports a cleartext throughput
of 650 Mbps and 400,000 concurrent connections.

Note

Because of the fundamental similarities between the PIX and
ASA in the context of firewall functionality, the remainder of
this chapter uses the term PIX to refer to both PIX and ASA
functionality and features for simplicities sake. In cases where



there is something unique about the ASA, it will be called out
individually.
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How the PIX/ASA Firewall Works

Note

With the implementation of the PIX and ASA software starting
with version 7.0, many of the features and functionality of the
firewall were changed dramatically. Version 7.0 was truly a
major design shift. This chapter is written to include the 6.x
software because, in addition to the new 7.x software, that is
the version of software that most Cisco PIX firewalls are
running. Where possible, we point out the new/changed
features, commands and functionality that is provided via the
7.0 code. If no note specifies which version of software a
command functions on, that means that the command is the
exact same regardless of whether the firewall is running 6.x or
7.x software. For more detailed information about PIX 7.0
code, refer to the Cisco ASA and PIX Firewall Handbook (Cisco
Press).

Fundamentally, the PIX/ASA firewall functions by filtering traffic that is
transmitted through the firewall across the firewall interfaces. This allows the
PIX/ASA to protect hosts and networks from unauthorized access while still
permitting access that is deemed (and defined) by the administrator as
acceptable. The firewall functionality performs these tasks by parsing a security
policy, functioning in a firewall mode of operation, and performing stateful
inspection of the data.

Firewall Security Policy

The firewall security policy (not to be confused with the general security policies
discussed in Chapter 10, "Firewall Security Policies") on the PIX firewall is what
determines the traffic that will be permitted or denied by the firewall. To facilitate
this, the PIX implements a combination of the following elements to assist in
making filtering decisions:

e Separate the network into zones based on security levels

e Use ACLs to permit or deny traffic

e Apply Network Address Translation (NAT)

e Apply authentication, authorization, and accounting (AAA) for through
traffic



e Apply web or FTP filtering
In addition, the Cisco ASA can perform the following:

e Use the Advanced Inspection and Prevention Security Services Module
(AIP SSM) to perform deep packet inspection on the data. The AIP SSM is
beyond the scope of this book.

e Use the CSC SSM to perform threat protection and content control for
antivirus, antispyware, antispam, antiphishing, URL blocking, content
filtering, and file blocking. The CSC SSM is beyond the scope of this book.

e Apply QoS policies to give priority to certain types of network traffic. QoS
is beyond the scope of this book.

Separate the Network into Zones Based on Security L evels

The PIX separates a network into separate zones based on their security level.
These security levels range from 0 (completely untrusted) to 100 (completely
trusted). Depending on the number of interfaces on a given PIX, there are at
least two zones: 0 (outside interface) and 100 (inside interface). If there are
additional interfaces on the PIX, they can be assigned a security level value from
1 to 99. Traffic from higher-security zones is allowed to pass to lower-security
zones provided a translation rule is in place (the translation rule is optional for
7.x). Traffic between zones of equal security is also allowed to pass unimpeded,
provided that the connections between resources have been enabled.

Use ACLs to Permit or Deny Traffic

A fundamental aspect of almost all firewalls, including the PIX and ASA, is the use
of ACLs to define the list of traffic permitted or denied by the firewall. The PIX can
use multiple ACLs that can be applied independently to each interface on the
firewall. For PIX 6.x, the ACLs are always applied to inbound traffic on an
interface. With PIX/ASA 7.x, this functionality has been expanded to allow the
ACL to be applied to both inbound and outbound traffic on an interface.

It is important to understand that the concept of inbound and outbound traffic in
the context of an ACL is based on the traffic direction on the given interface, not
the network that the traffic may have come from. For example, it is easy to think
of an outbound ACL as applying to traffic that is coming from the internal network
(after all, the traffic is going out of the network). This is not correct, however.
From the perspective of the firewall, that traffic would actually be inbound traffic
on the internal network interface and would be most effectively filtered by using
an ACL that is applied to inbound traffic on the internal network interface. An
example of an ACL applying to outbound traffic is the traffic permitted to exit an
interface to a demilitarized zone (DMZ) segment.

Apply NAT

PIX firewalls can also use NAT to facilitate the use of private IP addresses on the
internal network, hide the local address of resources, and resolve IP routing
problems due to overlapping IP address ranges on connected networks. NAT is
typically used any time that traffic from a lower-security level interface is allowed
to pass to a higher-security level interface. This implementation typically requires
the use of both an address translation and an ACL.



The PIX uses two types of translation:

e Static translation An external address is assigned on a 1:1 basis to an
internal address. This is commonly referred to as traditional NAT.

« Dynamic translation An external address (or address pool) is assigned
to an internal address range (or ranges) and an address from that pool is
dynamically assigned on a first-come, first-serve basis. If all addresses in
the pool are taken then the PIX can dynamically switch to PAT, where a
single external address can provide translation to multiple internal
addresses by mapping TCP and UDP port numbers to unused port numbers
on the translated address. In addition, PAT can be configured without a
NAT address pool, allowing a single external IP address to perform all
translations.

Two primary exceptions apply to this situation. First, if the hosts on the different
networks are not using NAT at all, as is typically the case with VPN connections,
translations are not required. Instead, the command nat 0 ac/ is used to specify
the traffic (based on the ACL) that should not be translated and rather should be
directly transmitted through the firewall.

The PIX 7.x code also changes this functionality in that translations are no longer
required; however, an ACL is still necessary. In this case, the traffic is either
permitted or denied as determined by a corresponding ACL.

Apply AAA for Through Traffic

Certain types of traffic, in particular HTTP traffic, can also require authentication
and authorization of the user attempting to initiate this traffic. This can be used
to ensure that only permitted users are able to pass the traffic in question
through the firewall. In addition the PIX can be configured to forward accounting
information to a RADIUS or TACACS+ server for reporting of usage.

Apply Web or FTP Filtering

The PIX and ASA can perform some rudimentary filtering of web (HTTP and
HTTPS) and FTP traffic by default. This functionality can be greatly enhanced
through the use of third-party content-filtering systems, allowing for granular
filtering and control of access to specific websites, FTP server, and many other
Internet-based applications (such as instant messenger and peer-to-peer file-
sharing applications). In particular the following Internet filtering products are
supported for seamless integration with the PIX/ASA:

« Websense Enterprise

e Secure Computing SmartFiler (formerly Sentian by N2H2)

¢ CSC-SSM (although it is not as feature rich as the previous two solutions
are and is really tailored more to the small/medium environment that
needs basic filtering functionality)

Firewall Modes of Operation

Traditionally, PIX firewalls operated in a single mode of operation, known as
routed mode. This is the most common firewall mode of implementation and
treats the firewall as a router hop on the network. Devices on one side of the
firewall are considered to be on different subnets than devices on the other side



of the firewall.

With the advent of PIX/ASA 7.x and the ASA security devices, a new mode of
operation known as transparent mode was implemented. In transparent mode,
the firewall operates more like a bridge than a router, transparently allowing
traffic to traverse the firewall without requiring additional router hops or
manipulation of the data. Essentially, the same network exists on both sides of
the firewall. Because the firewall interfaces do not have IP addresses assigned to
them (at least not in the conventional sense, you still need to assign an IP
address to perform remote management of the firewall), the firewall is commonly
referred to as operating in stealth mode (because it is not easily detectable).

For most implementations, the firewall will be configured to operate in routed
mode (and this is the default operating mode). Some notable exceptions that lend
themselves to transparent mode are instances where you want a firewall that can
filter traffic that would be otherwise blocked by routed mode (for example,
unsupported routing protocols or multicast traffic). In addition, transparent mode
firewalls can use EtherType ACLs to allow the firewall to filter some types of non-
IP traffic. Transparent firewalls can also be used in situations where you do not
want or need to re-IP address devices on each side of the firewall, instead of
leaving them as previously configured with no additional configuration required.

Stateful Inspection

Stateful packet inspection lies at the heart of how PIX/ASA firewalls function. This
functionality is provided through a process known as the Cisco adaptive security
algorithm (ASA). The ASA uses a stateful approach to security. Every inbound
packet is checked exhaustively against the ASA and against connection state
information in memory. The ASA applies the following default rules (although this
is by far not an exhaustive list) to traffic coming into the PIX:

e Allow any traffic connections that originate from the inside, higher-
security, network to an external, lower-security network unless specifically
denied by an ACL.

e Allow any traffic for which application inspection has been configured and
the traffic has been determined to be acceptable traffic.

e Drop and log attempts to initiate connections to a translation slot (for
example, a server protected by the firewall) from the outside unless there
is an ACL that permits that connection.

e Drop and log source routed IP packets.

e Deny all Internet Control Message Protocol (ICMP) traffic from lower-
security interfaces through the firewall except if explicitly permitted. This
prevents responses to outbound ICMP traffic from being able to be
successfully delivered (for example, if an external host is pinged using an
ICMP echo, the result will appear to be a request timed out because the
ICMP echo-reply packet will be blocked on the external interface and never
reach the original source host).

e Permit all ICMP traffic to the firewall itself (this can be disabled or
controlled with ICMP inspection).

e For PIX 6.x traffic may not exit the PIX firewall on the same network
interface it entered. For PIX 7.x, this is a configurable option.

The ASA allows connections from a higher-security interface to a lower-security
interface without an explicit configuration for each internal system and
application, as shown in Figure 6-1.



Figure 6-1. Cisco PIX ASA Operation
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The ASA is always in operation and monitors all return packets to ensure they are
valid. This is done by checking the state table to determine whether the packet in
question is a response to a legitimate outbound connection. If it is, the packet is
automatically permitted (this is the definition of stateful packet inspection). In
addition, the ASA actively randomizes the TCP sequence numbers while ensuring
that they stay within an acceptable range to minimize the risk of TCP sequence
number attack.

The ASA can also perform application inspection for certain types of traffic to
determine whether it should be permitted or denied.

Application Inspection

Application inspection is provided on the PIX firewall as a component of the ASA
through the use of fixups or inspections. For PIX/ASA 7.0, the fixup command
has been replaced by the use of the policy-map command. Functionally, the
process is similar between a fixup and a policy map.

Application inspection allows the firewall to perform additional inspection of
certain types of applications. In doing so, the firewall can make filtering decisions
based not on the protocol in use (for example, SMTP) but on the actual
application (for example, only allowing HELO, MAIL, RCPT, DATA, RSET,
NOOP, and QUIT commands for SMTP traffic).

Application inspection is performed on the following protocols/applications
(PIX/ASA versions older than 7.1 may not support all of these applications):

« ctigbe This inspection allows for Cisco IP Softphone and other Cisco
Telephony Application Programming Interface/Java Telephony Application
Programming Interface (TAPI/JTAPI) applications to work across the
firewall.

e dns This inspection allows you to define the maximum Domain Name
System (DNS) length. The default value is 512, which can cause issues



with some Microsoft DNS servers
(http://support.microsoft.com/kb/828263).

esmtp This inspection enables you to define the commands that will be
allowed for SMTP and ESMTP applications functioning across the firewall.
Microsoft Exchange servers can experience problems with certain ESMTP
inspection configurations (http://support.microsoft.com/?kbid=895857).
ftp This inspection will prepare secondary channels for FTP data transfer,
track the FTP command-reference sequence, and generate and audit trail
and NAT-embedded IP addresses.

gtp This inspection performs application inspection for the GPRS Tunneling
Protocol (GTP) that is used for providing secure access over wireless
networks.

h323 This inspection provides support for H.323-compliant applications
such as Cisco CallManager and VocalTec Gatekeeper. This allows it to NAT
embed IP addresses and dynamically allocate negotiated connections over
different ports than the initial connection was established.

http This inspection provides for enhanced HTTP inspection (for example,
ensuring compliance with RFC 2616). It also allows the firewall to use URL
screening through third-party content-filtering software such as Websense
or Secure Computing. Finally, it provides for the ability to perform Java
and ActiveX filtering.

icmp This inspection allows the firewall to perform stateful inspection of
ICMP traffic in @ manner similar to how TCP and UDP traffic are inspected
(for example, by ensuring that only one response is generated for one
request and that the sequence numbers used are correct). Without this
command, it is recommended that ICMP traffic not be permitted through
the firewall.

icmp error This inspection allows the firewall to create xlates for
intermediate hops that send ICMP error message.

ils This inspection provides NAT support for Microsoft NetMeeting,
SiteServer, and Active Directory products that use Lightweight Directory
Access Protocol (LDAP) to communicate with an Internet Locator Server
(ILS).

mgcp This inspection is used to support Call Agent and other media
gateways.

netbios This inspection performs inspection of NetBIOS traffic on UDP
ports 137 and 138.

pptp This inspection inspects PPTP protocol packets and dynamically
creates the generic routing encapsulation (GRE) connections and xlates
required to permit the PPTP traffic.

rsh This inspection allows for RSH clients and servers to negotiate port
numbers for communications with each other.

rtsp This inspection allows the firewall to permit RTSP packets such as
those used by RealAudio, RealNetworks, Apple QuickTime 4, RealPlayer,
and Cisco IP/TV.

sip This inspection is used to allow SIP Voice over IP (VoIP) calls to
function through the firewall by allowing the dynamic embryonic
connections required by SIP to be created.

skinny This inspection is used to allow Skinny Client Control Protocol
(SCCP) VolIP services to function through the firewall.

snmp This inspection is used to implement SNMP inspection in conjunction
with the use of the snmp-map command. You can also use this inspection
to change the ports that SNMP is listening on.

sqlnet This inspection is used to ensure that the data stream for Oracle
applications is consistent on either side of the firewall and inspects the
packets to determine which embedded ports need to be opened for
SQL*Net Version 1.




e sunrpc This inspection can be used to change the port that the firewall is
listening for Sun Remote Procedure Call (RPC) traffic and allows for the
creation of dynamic ports that are required for Sun RPC communications.

« tftp This inspection is used to create the dynamic connections and
translations required to facilitate TFTP file transfers.

« xdmcp This inspection is used to allow the dynamic connections and X
Window System sessions required to permit X Display Manager Control
Protocol (XDMCP) communications.

NEXT B
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Configuring the Cisco PIX/ASA

Complete configuration of the Cisco PIX is beyond the scope of this book.
However, we can cover some of the initial steps required to set up the PIX and to
allow an administrator access to the graphical user interface (GUI), the Adaptive
Security Device Manager (ASDM) (previously known as the PIX Device Manager
[PDM] for software versions previous to 7.0).

To initially configure a PIX out of the box, connect a serial connecter to the
console port of the PIX (which is typically outlined with a light blue color). Use the
blue serial port cable that came with the PIX. If you cannot find that cable, you
may also use a null modem or a rollover cable. The serial port settings in the
terminal emulation software on the PC should be as listed in Table 6-1.

Table 6-1. Serial Port Setting for PIX Console
Setting Value

Baud 9600
Parity None
Number of Bits 8

Number of Stop Bits 1

After the console connection has been established, start up the terminal
emulation software (Microsoft Windows typically comes with HyperTerminal, and
you can alternatively use TeraTerm Pro) with the settings in Table 6-1. The PIX
command prompt should immediately appear (if not press the Enter button on
the keyboard):

pixfirewall>



default, the enable password on a new PIX is not set:

pixfirewall> enable
Password:
pixfirewall#

By default, the enable command assumes that the user is trying to access
privilege level 15 (the highest privilege level). To begin configuring the PIX for
basic network access, several actions must be performed:

e Assign IP addresses for the firewall interfaces.

e Configure the firewall name, domain name, and passwords.

e Configure the firewall routing settings.

e Configure the firewall for remote management access.

e Configure the network address translation settings for outbound access.
e Configure the ACLs.

e Configure logging on the firewall.

Assigning IP Addresses to the Firewall Interfaces

To communicate on the network, the firewall needs to have IP addresses assigned
to the firewall interfaces. The process of doing this changed between PIX/ASA
version 6.x and 7.x, but the fundamental steps are the same: Enable the
interface, configure the interface itself, and assign an IP address to the interface.

Assigning IP Addresses in PIX 6.x

To assign IP addresses to the PIX interfaces, the administrator must enter
configuration mode. Because the PIX uses a command interface that is similar to
I0S, administrators enter configuration mode as they would on a Cisco I0S-based
router:

firewall# configure terminal
firewall(config)#

When in configure mode, the next item is to enable the interfaces. The PIX
interfaces are administratively shut down in the default configuration. To enable
the interfaces, use the interface hardware-id hardware-speed command:

firewall(config)# interface ethernet0 auto
firewall(config)# interface ethernetl auto

By default, the EthernetO (or FastEthernetQ) hardware-id is considered the
outside interface and the Ethernetl (or FastEthernetl) hardware-id is considered
the inside interface. The configuration of the interface itself is performed by the
auto command word. This specifies that the interface speed should automatically
be determined by the PIX rather than be specified by the administrator. You can
also manually define the hardware speed (for example, 10 or 100).



The next step to configuring the interface is to assign a nhame and security level
to the interface. By default, the outside interface has a security level of 0; the
inside interface has a security level of 100. The name that you assign is the name
that you can use throughout the configuration to easily identify a given interface.
For example, this allows you to use inside to refer to the Ethernetl interface.
You can use the command nameif hardware-id if-name security-Ivl to configure
the interface name and security level:

firewall(config)# nameif ethernetO outside secur ityO
firewall(config)# nameif ethernetl inside securi ty100

With the interfaces now active and configured, the IP addresses can be assigned
(it is just as possible to assign the IP addresses prior to enabling the interface,
but the interfaces still will not work until enabled).

Assigning IP addresses is performed at the global configuration mode. The firewall
supports static IP addresses on all interfaces and can also be configured to use
DHCP or PPPoE-assigned addresses on the outside interface only. To assign a
static IP address, use the ip address interface-name ip-address subnet-mask
command:

firewall(config)# ip address outside 10.19.24.1 255.255.255.0
firewall(config)# ip address inside 192.168.122 .1 255.255.255.0

To make sure that the PIX can communicate with devices on both sides, ping the
address of a system on either interface:

firewall(config)# ping 10.19.24.100
10.19.24.100 response received -- Oms
10.19.24.100 response received -- 0Oms
10.19.24.100 response received -- Oms

firewall(config)# ping 192.168.122.226

192.168.122.226 response received -- Om S
192.168.122.226 response received -- Om S
192.168.122.226 response received -- Om S

firewall(config)#

Assigning IP Addresses in PIX/ASA 7.x

For the PIX/ASA 7.0 software, the commands that need to be run have changed,
but the necessary steps are the same: Enable the interface, configure the
interface itself, and assign the interface IP address. From the global configuration
mode, access the interface configuration mode for the interface that you want to
configure by running the interface interface-name interface-number command:

firewall(config)# interface ethernet 2
firewall(config-if)#



When you are in the interface configuration mode, you can perform all the
interface configuration and IP address assignments. To enable the interface, run
the no shutdown command. To name the interface, run the nameif name
command. To assign the security level, run the security-level number
command. To configure the speed and duplex settings on the interface, run the
speed {auto | 10 | 100 | 1000 | nonegotiate} command and the duplex
{auto | full | half} command. Examples of these commands follow:

firewall(config-if)# no shutdown
firewall(config-if)# nameif dmz01
firewall(config-if)# security-level 50
firewall(config-if)# speed auto
firewall(config-if)# duplex auto

Configuring the IP address is a matter of running the ip address ip-address
[mask] or the ip address dhcp [setroute] command. The setroute option
enables you to configure the firewall to use the route assigned by the DHCP
server as the default route for the firewall. Unlike previous versions of software,
PPPOE is no longer supported, and DHCP addresses can be assigned to any
interface (not just the outside interface). In most cases, you need to assign a
static IP address, as shown here:

firewall(config-if)# ip address 10.21.67.17 255 .255.255.240

Repeat these commands for all interfaces that need to be configured.

Note

Like most Cisco devices, changing the configuration only
changes the running configuration. For the changes to be
considered permanent and committed to memory, they must
be saved to NVRAM. For PIX software running 6.x and earlier,
this is done by running the write memory command at the
privileged mode of execution:

firewall# write memory

For PIX/ASA software running 7.x and newer, this is done by running the copy
running-config startup-config command:

firewall# copy running-config startup-config

You need to do this anytime you are finished running commands and are ready
for the firewall configuration to be made permanent.



Configuring the Firewall Name, Domain Name, and Pas  swords

Now that the firewall has been assigned IP addresses and the interfaces are
functioning properly the next step is to configure some basic firewall configuration
values such as the firewall host name, domain name, and passwords. The
commands to perform these configurations are the same for all versions of the
PIX/ASA software. You can configure the host name by running the hostname
name command, and the domain name is configured by running the domain-
name domain command from the global configuration mode:

firewall(config)# hosthname hougepixfw01
hougepixfw01(config)# domain-name houge.lab

There are two passwords that the PIX/ASA uses by default (and you are not using
any form of AAA authentication). The first is known as the login password and is
used to authenticate remote access via Telnet or SSH. The command to set the
login password is passwd password:

hougepixfw01(config)# passwd ReallyDifficultPas sword

The second is known as the enable password and is used to access the global
configuration mode and to provide ASDM/PDM access. The command to set the
enable password is enable password password level level and is shown here.
The level syntax is not required, and if left blank defaults to privilege level 15.
You can set multiple passwords, each granting access to a different privilege
level.

hougepixfw01(config)# enable password Different PasswordThanPasswd

At this point, the firewall is able to authenticate administrative access and remote
management access connections (although it still needs to be configured to allow
remote management access).

Configuring the Firewall Routing Settings

With IP connectivity established, the next step is to configure routing for the
firewall. The firewall supports both static routes and dynamic routing using Open
Shortest Path First (OSPF; for more information about configuring OSPF routing,
see Cisco ASA and PIX Firewall Handbook [Cisco Press]). You can configure static
routes on all software versions by running the route interface-name ip-address
netmask gateway-ip [metric | tunneled] command. This same command can be
used to set the default route for the PIX as follows:

hougepixfw01(config)# route outside 0.0.0.0 0.0 .0.010.21.67.21

The value 1 at the end of the route command specifies the metric to the next



for the firewall on the internet, for example pointing to the Internet service
provider router.

Configuring the Firewall for Remote Management Acce  ss

The PIX/ASA firewall supports three primary methods of remote management
access:

« Telnet
e SSH
- ASDM/PDM

Both Telnet and SSH are used to provide CLI access to the firewall, whereas the
ASDM/PDM provides an HTTPS-based GUI management console.

Configuring Telnet Access

Telnet remote management is the simplest, yet least secure, method of remotely
managing the firewall. The reason for this is that Telnet does not encrypt the data
in transmit and in fact sends the data in cleartext. This makes it easy for a
malicious user to capture the data and learn things like the usernames and
passwords required to gain access to the firewall. Because of this deficiency, it is
not possible to access a PIX/ASA firewall over the outside interface using Telnet
alone (although PIX/ASA does support Telnet to the outside interface if it is
protected by IPsec).

The configuration to allow Telnet access is the same for all PIX/ASA software
versions. This is done by running the telnet {hostname | ip-address mask
interface-name} command at the global configuration mode:

hougepixfw01(config)# telnet 10.21.120.15 255.2 55.255.255 inside

You can restrict Telnet access to certain IP addresses or hosts by defining the
appropriate subnet mask. For example, in the preceding command, only the host
with IP address 10.21.120.15 is allowed to connect to the firewall. You can also
define the interface that the Telnet access will be permitted to by using the
appropriate interface name (for example, inside or dmz01, if you named an
interface dmz01).

Because of the general insecurity of Telnet, and because SSH provides the same
functionality to the firewall, use SSH instead of Telnet.

Configuring SSH Access

Configuring SSH is a little more involved than configuring Telnet access because
for a connection to be established using SSH the target host needs to have an
RSA key pair for identity certificates. Therefore, configuring SSH access is actually
a series of smaller steps that must be performed:

Step 1. Assign a host and domain name to the firewall.



Step 2. Generate and save the RSA key pair.

Step 3. Configure the firewall to allow SSH access.

The procedure for assigning the host and domain name for the firewall was
covered previously in this chapter. The reason why it is important to do this is
that the RSA key pairs use the host and domain name in the key-generation
process.

Generating and saving the RSA key pair is performed in one of two methods
depending on whether you are using PIX 6.x or PIX/ASA 7.0. For PIX 6.0, you can
generate the RSA key pair by running the ca generate rsa key key-size
command from the global configuration mode:

hougepixfw02(config)# ca generate rsa key 1024

For <key_modulus_size> >= 1024, key generation could
take up to several minutes. Please wait.

Keypair generation process begin.

.Success.

houqgepixfw02(config)#

One of the bigger deficiencies of the PIX 6.x software is that, unlike every other
configuration setting, the RSA keys are not saved when you issue the write
memory command. Instead, they need to be saved separately using the ca save
all command from the global configuration mode:

hougepixfw02(config)# ca save all

For the PIX/ASA 7.x software, generating the RSA keys requires the use of the
following command:

crypto key generate rsa [ usage-keys | general- keys ] [ label
key-pair-label ]
[ modulus size ] [ noconfirm ]

As a general rule, the only syntax required is the following:

hougepixfw01(config)# crypto key generate rsa m odulus 1024
INFO: The name for the keys will be: <Default-R SA-Key>
Keypair generation process begin. Please wait.. .
hougepixfw01(config)#

You can specify a modulus size of 512, 768, 1024 (the default size), or 2048.

Unlike previous software versions, the RSA keys are saved when you save the
firewall configuration (for example, by running the command copy running-

config startup-config).



After the RSA keys have been generated, the step to actually permit SSH access
to the firewall is the same for all software versions and is similar to how Telnet
access is permitted. Just run the command ssh ip-address mask interface
command:

hougepixfw01(config)# ssh 10.21.120.15 255.255. 255.255 inside

Like Telnet, SSH can be restricted to subnets or hosts. Unlike Telnet, SSH can
also be configured for remote access to the outside interface.

PIX/ASA 7.x also supports running SSHv1 or SSHv2 (previous software versions
supported a variant of SSHv1 1 known as version 1.5). In general, SSHv2 is
considered more secure, and the firewall can be restricted to only supporting
SSHv2 by running the ssh version 2 command.

Configuring ASDM/PDM Access

In addition to the CLI management methods, PIX/ASA firewalls support a GUI for
remote management. For PIX 6.x, this management interface is known as the PIX
Device Manager (PDM). For PIX/ASA 7.x, this management interface is known as
the Adaptive Security Device Manager (ASDM). Both are extremely similar to
each other, with the ASDM being the logical upgrade and replacement for the
PDM. The ASDM/PDM functions as a web-based management interface using a
small web server running on the firewall and Java plug-ins on the client computer
to function. Configuring the ASDM/PDM requires a couple of steps that are the
same for all software versions. First, you must ensure that you have downloaded
and installed the ASDM/PDM software on the firewall (by default, it is included
with the firewall). Second, you need to enable the HTTP server on the firewall by
running the http server enable command. Third, you need to permit HTTP
access in a manner similar to Telnet and SSH by running the http ip-address
mask command:

hougepixfw02(config)# http server enable
hougepixfw02(config)# http 10.0.0.0 255.0.0.0 in side

Historically, access to the ASDM/PDM is performed by connecting to the web
server using a web browser such as Microsoft Internet Explorer. The ASDM also
can use a Java-based application that allows you to launch ASDM without needing
to start a web browser, as shown in Figure 6-2.

Figure 6-2. Cisco ASDM Launcher
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Just enter the IP address or host name of the firewall and the appropriate
username and password. If you do not use any form of AAA, leave the username
blank and enter the enable password to connect to the firewall. The ASDM will
parse the running configuration of the firewall and display the General Device
Information screen, as shown in Figure 6-3. The ASDM is an intuitive GUI
interface that you can use to configure the firewall in lieu of the CLI.

Figure 6-3. General Device Information Screen
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Configuring NAT Settings for Outbound Access

After the default route has been set, the PIX/ASA is almost ready to pass traffic
between the inside, higher-security interface and the outside, lower-security
interface. In most situations, to provide for this outbound traffic functionality you
need to configure NAT because the firewall will typically be hiding the internal
network IP addresses from the external network resources using NAT. This is not
a requirement, however (although it is generally recommended), and the PIX/ASA
7.0 in particular does not require NAT for outbound communications. The
configuration (or lack thereof) for NAT differs depending on whether you are

using PIX 6.x or PIX/ASA 7.0.

Configuring NAT for PIX 6.x

Outbound access for the PIX firewall generally requires the configuration of two
policies. First, define the translation method that is going to be used for the
outbound requests. Second, ensure that if an ACL exists for the given network
interface that an access rule is defined to allow the traffic in question. By default,
the PIX firewall allows all traffic from a higher-security interface to a lower-
security interface, by virtue of the fact that there is not a default ACL on any
interface.

There are two primary methods of performing translation: a static translation or a
dynamic translation. Static translations are essentially a one to one mapping of
internal addresses to external addresses. Therefore, they require that the internal
address not change and consequently do not tend to be an effective method of
providing outside access to a bunch of hosts. Instead, they tend to be used in
conjunction with ACLs to provide access to internal resources from external
sources (we address this configuration later in this chapter).

Dynamic translation uses NAT/PAT to dynamically assign addresses (or ports) to
internal hosts that require external access. The firewall keeps track of which
communications sessions belong to each internal host and allows the firewall to
perform the required translations.

To configure dynamic NAT, you need to build a NAT rule. The simplest way to do
this is to specify what traffic is to be translated using the nat command and then
set up a global pool using the global command. The nat command is used to
define what local addresses will be included for NAT. The syntax of the command
is this:

nat [(local-interface)] id local-ip [mask [ dns ][ outside |
[ norandomseq ]
[max_conns [emb_limit]]]

The id and local-ip syntax are used to define the local IP addresses that will be
included in the corresponding NAT translation (defined by the ID). A notable
exception to this is the nat 0 access-list ac/-name command, which configures
the firewall to not use NAT for any addresses that match the corresponding ACL.
This is typically used for access across VPN connections. In most other cases, you
would define the NAT addresses as follows:



hougepixfw02(config)# nat (inside)1 0.0.0.0 0.0 .0.0

In this case, we have specified to use NAT for all addresses. If we only wanted
NAT to be used for addresses on the 10.1.1.0/24 subnet, we could have replaced
the local-ip and mask with 10.1.1.0 and 255.255.255.0. After you have defined
what local addresses should use NAT, the next step is to configure the global
pool.

The global command is used to define the pool of global addresses that will be
used by the translation rule. The easiest way to think of the global addresses is
that these are the external addresses that the internal clients will appear to be
coming from when they access external resources. You can specify one or more
global addresses in the pool. If you specify a single address instead of performing
NAT, the firewall will automatically perform PAT instead. The syntax of the
command is this:

global [(if-name)] nat-id {global-ip [-global-i p] [netmask
global-mask]} | interface

The interface syntax can be used to specify to use the interface IP address for
PAT instead of defining an additional IP address for the global pool. This is
particularly useful in cases where there is a single address available for use (for
example, when using a PIX firewall in a SOHO environment over a broadband
connection such as digital subscriber line [DSL] or cable modem). The following
command configures a global pool on an outside interface to use addresses
10.21.67.40/28-10.21.67.45/28:

hougepixfw02(config)# global (outside)1 10.21.6 7.40-10.21.67.45
netmask
255.255.255.240

When all the IP addresses are being used by NAT, the firewall will automatically
switch to using PAT (assuming that a PAT statement has been configured) to
allow more addresses out. Alternatively, if you only have the IP address that is
assigned to the interface, you can simplify the global command as follows:

hougepixfw02(config)# global (outside)l interfac e
outside interface address added to PAT pool
hougepixfw02(config)#

Assuming that there is not an ACL that needs to be configured, the hosts defined
by the NAT translation rule will have outbound access.
Configuring NAT for PIX/ASA 7.x

A major difference between the PIX/ASA 7.x software and previous versions is
that by default the firewall does not require NAT and will allow outbound access
with no additional configuration required. Of course, if your environment requires



NAT (which most Internet-connected firewalls require), you must execute the
appropriate NAT configuration commands on the firewall.

To require NAT for communications, you must first run the nat-control command
(no additional syntax). When NAT control is disabled (the default), the firewall
allows communications with outside hosts without the configuration of a NAT rule.
When NAT control has been enabled, the next step is to run the nat and global
commands. For the PIX/ASA 7.x, the nat and global syntax differs slightly:

nat (real-ifc) nat-id real-ip [mask [dns] [outsi de] [[tcp] tcp-
max-conns
[emb-limit]] [udp> udp-max-conns] [norandomseq ]
global (mapped-ifc) nat-id {mapped-ip [-mapped-i p] [netmask mask]
| interface}

In this particular case, however, the actual commands are the exact same
command syntax for previous versions of software. Therefore, running all three
commands might look like this:

hougepixfw01(config)# nat-control

hougepixfw01(config)# nat (inside)1 0.0.0.0 0.0. 0.0
hougepixfw01(config)# global (outside)1 10.21.67 .10-10.21.67.14
netmask

255.255.255.240

In this case, NAT control is enabled, a NAT pool for all internal addresses is
configured, and a global pool from 10.21.67.10 through 10.21.67.14 is
configured. At this point, internal hosts can access external resources using NAT.

Alternatively, if you only have the IP address that is assigned to the interface,
you can simplify the global command as follows:

hougepixfw01(config)# global (outside)l interface
INFO: outside interface address added to PAT pool
hougepixfw01(config)#

Configuring the ACLs

Controlling traffic is the cornerstone of all firewalls, and the PIX/ASA controls the
flow of traffic through the firewall by implementing ACLs. PIX/ASA ACLs are
essentially linked lists of values known as ACL entries (ACEs) that are parsed in a
top-down manner with entries at the top of the ACL being processed before
entrees further down the ACL are processed. This processing is performed in a
first-match manner, which means that as soon as the data being processed by an
ACL is matched to an ACE, the ACL stops being parsed and the action defined in
the matching ACE is performed. Therefore, ensure that when you build your ACLs
you place entries to permit traffic ahead of entries that deny traffic; otherwise, as
soon as the da